Health Data Host (HDS) Certification

Representation of Guarantees

Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
Google Host Yes [J Yes, no risk of éctivities 3,4 and Yes** [J Yes
[J Processor [J No unauthorized access [J No, no access to data from a No
D Exempt ﬁgg?aﬁvaei by country outside of the EEA
Re uiremgntoNo 30 If yes, specify the country
a : If yes, specify the country concerned:
No concerned: As determined by the
customer,
[J covered by an adequacy
decision
|:| Not covered by an
adequacy decision
Depending on the location chosen
by the customer, it is either covered
by an adequacy decision or by the
European Commission Standard
Contractual Clauses.
AWS Host Yes [J vYes, no risk of ?Cti"i“es 3,4 and Yes** [J Yes
[J Processor [J No unauthorized access [J No, no access to data from a No
D Exempt ﬁ[ggﬁaﬁ:\/ﬁi by country outside of the EEA

Requirement No. 30

No

If yes, specify the country

concerned: As determined by the
customer.

|:| Covered by an adequacy
decision

[J Not covered by an
adequacy decision

If yes, specify the country
concerned:
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
Depending on the location chosen
by the customer, it is either covered
by an adequacy decision or by the
European Commission Standard
Contractual Clauses.
ief‘ I-'I,at ific Pt [J Host [ Yes (O] Yes, no risk of éctivities 3,4and Yes* [J Yes
sia-Pacific Pty. .
Ltd (Australia)y Processor No unauthorized access [J No, no access to data from a No
to data covered by country outside of the EEA
D Exempt HDS framework .
Requirement No. 30 If yes, specify the country
a : If yes, specify the country concerned:
No concerned: Australia
[J covered by an adequacy
decision
Not covered by an
adequacy decision
gindB“a(tAA“itfia)‘ (] Host (] Yes (] VYes, no risk of éctivities 3,4and | [M] Yes (] ves
ustria .
Processor No tmgu:horlzed adctt:)ess No, no access to data from a No
o data covered by )
[] Exempt HDS framework country outside of the EEA " ot .
Requirement No. 30 . yes, specily the country
If yes, specify the country concerned:
No concerned:
|:| Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
F‘:‘: Hat ) [J Host [J Yes [J vYes, no risk of éctivities 3,4and | ] Yes [J Yes
elgium )
g Processor No tjnzu:honzed adczess No, no access to data from a No
o data covered by .
[J Exempt HDS framework country outside of the EEA

Requirement No. 30

No

If yes, specify the country
concerned:

If yes, specify the country
concerned:
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
|:| Covered by an adequacy
decision
|:] Not covered by an
adequacy decision
E‘I?g:aztBBra'sl)" D Host D Yes D Yes, no risk of éctivities 3,4and Yes* |:| Yes
. (Brazi .
Processor No t‘”zutho”zed adcct:)ess [J No, no access to data from a No
o data covered by .
Exempt country outside of the EEA
D P EDS frameV\;o’:lk 30 If yes, specify the country
equirement NO. If yes, specify the country concerned:
No concerned: Brazil
|:| Covered by an adequacy
decision
Not covered by an
adequacy decision
E&d :-(I:at cac‘lm)lda [J Host [ Yes (] Yes, no risk of 'gCtiVi“eS 3,4and Yes* [] Yes
. (Canada .
Processor No tjngu:horlzed adcct:)ess [J No, no access to data from a No
o data covered by .
Exempt country outside of the EEA
D P EDS framevio’:lk 30 If yes, specify the country
equirement No. If yes, specify the country concerned:
No concerned: Canada
Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
:R;ed__!-lat)scoftm:_atze (] Host (] Yes (] VYes, no risk of ?ctivities 3,4and Yes* [ ves
eijin o., Ltd. .
(Chijna? Processor No unauthorized access [J No, no access to data from a No
to data covered by country outside of the EEA
D Exempt HDS framework If yes, specify the country
Requirement No. 30 If yes, specify the country concerned:
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
ost/Frocessor o exempte whic e e , Oy the Host or one ata rrom countries outside
Host/P f ted hich th the EEA, by the Host data fi tri tsid
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
No concerned:China
[J covered by an adequacy
decision
Not covered by an
adequacy decision
Red H(ac1:t Czach (] Host [ ves (] VYes, no risk of éctivities 3,4and | [M] Yes (] ves
s.r.o. (Czec| .
Republi Processor No unauthorized access No, no access to data from a No
epublic) to data covered by .
D Exempt HDS framework country outside of the EEA
Requirement No. 30 If yes, specify the country
: If yes, specify the country concerned:
No concerned:
|:| Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
:K":ed Hat) France [] Host [ Yes [] VYes, no risk of éctivities 3,4 and [ Yes [ Yes
rance :
Processor No unauthorized access No, no access to data from a No
I:I Exempt :_?D(jé tf?a?g\eljvrgi by country outside of the EEA
Requirement No. 30 If yes, specify the country
q ’ If yes, specify the country concerned:
No concerned:
D Covered by an adequacy
decision
[J Not covered by an
adequacy decision
?Ge‘i Hat G)mbH [J Host [J Yes [J vYes, no risk of éctivities 3,4 and [J Yes [J Yes
erman '
v Processor No unauthorized access No, no access to data from a No
D Exempt ﬁggtﬁaﬁéaﬁi by country outside of the EEA

If yes, specify the country
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
Requirement No. 30 If yes, specify the country concerned:
No concerned:
|:] Covered by an adequacy
decision
[J Not covered by an
adequacy decision
se_d I-thtl_ltr(lidia [J Host [J Yes [J ves, no risk of éctivities 3,4 and Yes* [J Yes
rivate . .
(India) Processor No unauthorized access [C] No, no access to data from a No
I:I Exempt ﬁgg tf?a(;g;jlrgi by country outside of the EEA _
Requirement No. 30 If yes, specify the country
a ’ If yes, specify the country concerned:
No concerned: India
|:| Covered by an adequacy
decision
Not covered by an
adequacy decision
:Te‘: H:;zjt)Limited [J Host [J Yes [J vYes, no risk of éctivities 3,4 and [J Yes [J Yes
relan .
Processor No unauthorized access No, no access to data from a No
[ Exempt E)E;jse‘t]‘ara(:;argi by country outside of the EEA
Requirement No. 30 If yes, specify the country
equireme 0. If yes, specify the country concerned:
No concerned:
|:| Covered by an adequacy
decision
|:] Not covered by an
adequacy decision
E‘I?lg (F:at Islr)ael [J Host [ Yes (] Yes, no risk of éctivities 3,4and Yes* [J Yes
srae .
Processor No unauthorized access [J No, no access to data from a No

to data covered by

country outside of the EEA
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
D Exempt HDS framework . If yes, specify the country
Requirement No. 30 If yes, specify the country concerned:
No concerned: |srael
Covered by an adequacy
decision
|:] Not covered by an
adequacy decision
:Tte‘: :Iat S.R.L. [J Host [J Yes [] VYes, no risk of éctivities 3,4and [J Yes [J Yes
a .
y Processor No unauthorized access No, no access to data from a No
[ Exempt :_cl)[;jgtfar (igverei by country outside of the EEA
Requi a eV\;oN 30 If yes, specify the country
equirement NO. If yes, specify the country concerned:
No concerned:
|:| Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
Zed Ha‘)t K.K. [J Host [J Yes [J Yes, no risk of éctivities 3,4 and Yes* [J Yes
apan .
P Processor No unauthorized access [J No, no access to data from a No
D Exempt ﬁggtf? i;)vs\:ei by country outside of the EEA
Re uir:meentoNo 30 If yes, specify the country
a : If yes, specify the country concerned:
No concerned: Japan
Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
gedl Ha‘; E_e"‘{t J [J Host [J Yes [J vYes, no risk of ?ctivities 3,4 and Yes* [J Yes
ealand Limite .
(New Zealand) Processor No unauthorized access [ No, no access to data from a No
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host player is of its subprocessors of the EEA, imposed by the
y y
involved legislation of a third country
in breach of EU Law.
D Exempt to data covered by country outside of the EEA
HDS framework If yes, specify the country
Requirement No. 30 If yes, specify the country concerned:
No concerned: New Zealand
Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
ﬁed Hat BAB, " [J Host [J Yes [J Yes, no risk of 'g‘CtiVi”eS 3.4and | 7] Yes [ Yes
orway Branc| .
(Norwgy) Processor No unauthorized access No, no access to data from a No
to data covered by .
D Exempt HDS framework country outside of the EEA
Requirement No. 30 If yes, specify the country
’ es, specify the count concerned:
Ify ify th ry d
No concerned:
|:| Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
Red Hat(::o:ang) (] Host [ Yes (] VYes, no risk of éctivities 3,4and | [M] Yes [ Yes
sp.zo.o (Polan ;
P Processor No unauthorized access No, no access to data from a No
D Exempt :_?D(jg tf?a(;)\elsvrgi by country outside of the EEA
Requirement No. 30 If yes, specify the country
a : If yes, specify the count concerned:
y pecity ry
No concerned:
D Covered by an adequacy
decision
[J Not covered by an
adequacy decision
Red Hat [J Host [J Yes [J ves, no risk of Activities 3, 4and | [M] ves [J Yes
Portugal, 5
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
UPnipessc;aI LDA. Processor No unauthorized access No, no access to data from a No
(Portugal) [ Exempt to data covered by country outside of the EEA
p HDS framework r ify th t
Requirement No. 30 . yes, specily the country
If yes, specify the country concerned:
No concerned:
|:] Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
sed'fl:'atl’?g?_TD [J Host [J Yes [J ves, no risk of éctivities 3,4 and Yes* [J Yes
acific .
(Singapore) Processor No tjnzu:honzed adcgess [ No, no access to data from a No
o data covered by .
[J Exempt HDS framework country outside of the EEA _
Requirement No. 30 ' If yes, specify the country
’ If yes, specify the country concerned:
No concerned: Singapore
|:| Covered by an adequacy
decision
Not covered by an
adequacy decision
?Sed !"?)’t S.L. [J Host [J Yes [J ves, no risk of éctivities 3,4 and [J Yes [J Yes
ain .
P Processor No ;Jngu:horlzed adcgess No, no access to data from a No
o data covered by .
[J Exempt HDS framework country outside of the EEA

Requirement No. 30
No

If yes, specify the country
concerned:

|:| Covered by an adequacy
decision

|:| Not covered by an
adequacy decision

If yes, specify the country
concerned:
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to
Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the
involved legislation of a third country
in breach of EU Law.
Red Hatl [J Host [J Yes [J vYes, no risk of Activities 3, 4 and Yes* [J Yes
(sSav:’lIltzer and) Processor No tunzu:horized adcct:)ess ° [J No, no access to data from a No
- o data covered by .
(Switzerland) [J Exempt HDS framework country outside of the EEA i yes, specfy the country
Requirement No. 30 If yes, specify the country concerned:
No concerned: Switzerland
Covered by an adequacy
decision
|:| Not covered by an
adequacy decision
Req Hat, Inc. Host Yes D Yes, no risk of Activities 3, 4 and Yes* D Yes
(United States) Processor [J No ;Jngu:horized adccgess ° [J No, no access to data from a No
o data covered by .
Exempt country outside of the EEA
D P EDS framem;o':lk 30 If yes, specify the country
equirement NO. If yes, specify the country concerned:
No concerned: United States
NOTE: Red Hat Inc. is a
commercial organization
participating in the EU-US Data
Privacy Framework.
Covered by an adequacy
decision
[J Not covered by an
adequacy decision
EPd_ Hat UK [J Host [J Yes [J ves, no risk of Activities 3, 4 and Yes* [J Yes
K'i',':gggn(,t)’"'ted Processor No unauthorized access | ° [ No, no access to data from a No
I:I Exempt ﬁgg tf?a(;?\és\;grclj( by country outside of the EEA

Requirement No. 30

[~] No

If yes, specify the country
concerned: United Kingdom

If yes, specify the country
concerned:
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Business Role in the hosting | HDS Certified SecNumCloud 3.2 Hosting Access to personal health Host or processor subject to

Name of Actor | service (Yes/no/ qualified activities in data from countries outside a risk of access to personal
(Host/Processor of | exempted) which the the EEA, by the Host or one data from countries outside
the Host) player is of its subprocessors of the EEA, imposed by the

involved legislation of a third country

in breach of EU Law.

Covered by an adequacy
decision

[J Not covered by an
adequacy decision

*Red Hat customers control the hosting location of their data. Red Hat does not access the customer data except in very limited scenarios and

with the explicit permission of the customer, for example in the event of security incident support. Red Hat enters into intragroup Standard
Contractual Clauses to address such access.

**Red Hat customers control the hosting location of their data. Neither Google nor AWS access the customer data except in very limited scenarios
and with the explicit permission of the customer.
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