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Introduction

Explore Red Hat's comprehensive approach to managing security vulnerabilities, drawing
insights from our extensive collection of articles and blogs. This document consolidates that
knowledge, providing customers and communities a clear understanding of how Red Hat
categorizes, addresses, and responds to security threats. It details Red Hat's methodology for
vulnerability management, vulnerability definitions, reporting and evaluation processes, the
Common Vulnerability Scoring System (CVSS), severity ratings, mitigation strategies, life cycle
considerations, and available security data and tools.

Rooted in the open source philosophy, this resource provides a transparent, evolving look into
our risk-based security approach. Vulnerability management is essential for Red Hat customers,
ensuring the integrity and security of their deployments.

Our open approach fosters collaboration and feedback. We value your input! Please reach out to
us at Red Hat Product Security to share any feedback or comments.
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Defining a vulnerability

Software flaws can happen regardless of the development model, whether open source or
otherwise, and even with meticulous reviews. A defect or bug with security implications is
referred to as a vulnerability. A vulnerability in software is a weakness or absence of a safeguard

resulting in an unexpected adverse outcome.

Identifying and analyzing these vulnerabilities is vital to protecting the Red Hat portfolio used by
our customers. Red Hat Product Security and its Product Security Incident Response Team

(PSIRT) have been serving Red Hat, our subscribers, communities, and partners since
September 2001. PSIRT oversees over 400,000 components and versions included within
currently supported products and cloud services. Detailed information about coverage and
support for products within the Red Hat portfolio can be found on the Product Life Cycles page.

Security key terminology

Understanding the terms we use for product security, risks, and vulnerability impact is important.
Knowing these terms helps everyone avoid confusion and fully grasp what vulnerability
management and risk assessment are all about.

Affected: Any software that has the problematic, vulnerable code in it.

CIA: Stands for Confidentiality, Integrity, and Availability, the three main things to protectin a
system.

Exploited or likely to be Exploited: Means a vulnerability can actually be used to impact one or
more aspects of the system's CIA.

Known Exploited or Known Exploitable: Solid proof exists that someone has actually used this
vulnerability to cause problems - it's not just a theory anymore.

Impacted or Vulnerable: Similar to "affected,"” but this means the vulnerable code genuinely
poses a risk to your system's CIA.

Mitigated: The code has a vulnerability, but there's a workaround or fix in place, like a limited
feature or some security controls.
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The following diagram illustrates the relationship between flaw states:

Affected

Mitigated

Impacted

Exploited

References
e The Source of Vulnerabilities, How Red Hat finds out about vulnerabilities

How Red Hat reports and evaluates
vulnerabilities

Vulnerabilities' are identified using an industry standard called the Common Vulnerabilities and
Exposures (CVE). Every security defect impacting a component within the Red Hat portfolio
has an assigned CVE identifier. Red Hat is a CVE Numbering Authority (CNA) for all Red
Hat-branded software and can supply CVEs for any open source project that prefers Red Hat as
their Root. Red Hat is also designated as a Root and a CNA of Last Resort (CNA-LR). These
designations allow Red Hat to support open source projects in improving adherence to CVE

program standards.

Product Security is a member of the Forum of Incident Response and Security Teams (FIRST)
and participates in the FIRST CVSS SIG. Red Hat uses the Common Vulnerability Scoring
System (CVSS) industry standard to measure the base characteristics of a vulnerability. All

CVEs impacting Red Hat products are issued a CVSS Base score.

" In this document, we use vulnerabilities and CVEs interchangeably
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Every fixed and unfixed CVE affecting Red Hat's software portfolio has a public entry in the Red
Hat CVE pages on the Red Hat Customer Portal. This includes a severity classification, score,

description, available mitigations, and an explanation of our score. We strongly support the
CSAF/VEX format and publish VEX data for each vulnerability as of July 2024. The weakness
for each wvulnerability is mapped using a classification called the Common Weakness

Enumeration (CWE). Product Security also collects and analyzes detailed technical information,
which is shared with software maintainers in Bugzilla or Jira.

Every vulnerability reported to Product Security is carefully reviewed and analyzed by our team
of open source software security specialists. This process includes input and consultation from
product engineering teams who have a deep understanding of how our products are composed,
curated, hardened, packaged, delivered, and used by our customers. Their breadth of
knowledge and experience in security-focused supply chain practices provides critical insights
into the potential impacts of these vulnerabilities on our products and services. Additionally, Red
Hat associates may find and report vulnerabilities in open source software to Product Security,
who then coordinate with other vendors, as appropriate.

Common Vulnerabilities and Exposures (CVE)

The CVE program provides a standardized method for identifying and cataloging publicly
disclosed vulnerabilities. It is a global and community-based effort that creates a universal
reference point for all hardware and software vendors affected by a given vulnerability. This is
crucial because a single vulnerability can often impact multiple vendors, particularly when they
rely on the same upstream components. A CVE Identifier (CVE ID) has the following format:
CVE-YYYY-XXXX. YYYY is the year the CVE was issued, and XXXXis the unique number issued
by the relevant CNA.

Software and hardware suppliers reference the CVE ID in their security advisory or bulletin to
notify end-consumers about a vulnerability existing within a product or service that requires
end-consumer action. These CVE IDs are also widely leveraged by vulnerability aggregators and
third-party security scanners to track, manage, and communicate potential security risks.

References
e Red Hat CVE Database
e New and Improved CVE Pages
e MITRE's CVE site
e Red Hat extends CVE program expertise as newly-minted Root organization
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e RedHatis now a CVE Numbering Authority of Last Resort in the CVE Program

Common Weakness Enumeration (CWE)

Common Weakness Enumeration (CWE) is a community-developed list of common software
and hardware weakness types that have security ramifications. Weaknesses are flaws, faults,
bugs, or other errors in software or hardware implementation, code, design, or architecture that,
if left unaddressed, could negatively impact the information security triad: confidentiality,
integrity, or availability (CIA) of an impacted component. The CWE corpus also includes newly
identified Al weaknesses. Every vulnerability that impacts components provided by Red Hat will
be evaluated using CWE for subsequent root cause analysis. CWE is described in the following
format: CWE-ZZZ. ZZZ is the unique identifier for the type of weakness as described in the CWE
List.

References
e RedHatis now CWE Compatible
e MITRE's CWE site
e RedHat's CWE journey

Common Vulnerability Scoring System (CVSS)

Product Security uses CVSS as part of our holistic approach to vulnerability assessment and its
impact on our software portfolio. CVSS conveys the base characteristics of how a particular
vulnerability works and which aspects of the CIA are impacted by the flaw, independent of the
environment. CVSS is not a measurement of risk. We also conduct other assessments, such as

reviewing available mitigations, realistic proof of concept, and how we build and configure the
software we make available. We analyze the impact of layered products to determine whether
security features or our build and compiling practices mitigate or reduce the exploitability of the
flaw.

The CVSS v3.1 specification allows an individual to analyze a security defect by using a series of
metrics that help describe certain aspects of the flaw. It is divided into Base Metrics, and two
optional metric groups: Temporal and Environmental. The base vector string follows this format:
CVSS:Q/AV:vv/AC:vx/PR:xx/Ul:xy/S:yy/C:z/l:z/A:z.
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The CVSS v3 base metrics group covers the constant aspects of a vulnerability:

e Attack Vector (AV) - Expresses the "remoteness” of the attack and how the vulnerability
is exploited.

e Attack Complexity (AC) - Speaks to the difficulty of executing an attack and what
factors are needed for it to be successful. (Along with User Interaction, Attack
Complexity was formerly part of the Access Complexity metric.).

e User Interaction (Ul) - Determines whether the attack requires an active human to
participate or if the attack can be automated.

e Privileges Required (PR) - Documents the level of user authentication required for the
attack to be successful. (This replaces the former Authentication metric.).

e Scope (S) - Determines whether an attacker can impact a component beyond its
security scope/authority.

e Confidentiality (C) - Determines whether unauthorized parties can access data and to
what extent.

e Integrity (I) - Measures the impact to the trustworthiness and veracity of data.

e Availability (A) - Refers to the impact to accessibility of data or services for authorized
users.
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A formula translates these measurements into a single, numerical Base score, ranging from 0.0,
no impact, to 10.0, highest base impact. Refer to the Common Vulnerability Scoring System v3.1:

User Guide for detailed descriptions of the Base Metrics. It is important to note that the CVSS
Base Metrics were designed to be used with the other CVSS metric groups, notably the
Temporal and Environmental Metrics, to provide an accurate representation of risk in customer
environments. Alone, the Base Metrics offer a limited view of the vulnerability itself, as they do
not account for deployment or the environment.

CVSS measures the technical severity of vulnerabilities, not risk. While the Base score reflects
intrinsic characteristics, it should be augmented with Temporal and Environmental Scores for
accurate severity within an organization's environment. A comprehensive vulnerability
management process should also consider factors outside CVSS, such as customer impact or
financial losses, to prioritize remediation and assess overall risk. The direct mapping of severity
to CVSS Base score for risk prioritization is a common industry misuse, which the Common
Vulnerability Scoring System v3.1: Specification Document clarifies by emphasizing that CVSS

alone is insufficient for risk assessment.

Further information can be found on the Understanding Red Hat security ratings page.

Red Hat's assessments are limited to Base Metrics, which reflect the base characteristics of a
vulnerability. This information becomes a starting point for organizations to determine the real
impact of a particular vulnerability to them, taking into account their implementation,
application deployment, and risk environment.

Each organization is unique, with its own requirements and challenges, and all risks are not
created equal, nor are they the same across companies. Consequently, over time, knowledge of
the characteristics of a vulnerability may change. For example, an automatable exploit may be
available six months after disclosure rather than the day of disclosure. With this in mind, it is
important for organizations to augment the Base scoring by using the Environmental and
Temporal Metrics to better reflect the characteristics and risks a vulnerability may represent.

While commonly considered optional, the Environmental and Temporal Metrics are critical to
using CVSS as any kind of risk-related score. The Base score alone must only be used to
prioritize which vulnerabilities to focus on mitigating, when mitigations are available. It must not
be used as a measurement of risk without using these additional metrics that require user input
as to the environment and point-in-time potential exploit availability.
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Along with a Red Hat CVSS score, Red Hat provides a Red Hat severity rating (discussed below)
for all vulnerabilities impacting our products. This information is our primary guidance for our
customers.

References:
e Understanding Red Hat security ratings
e How Red Hat uses CVSSv3 to Assist in Rating Flaws
e (CVSS User Guide for changes in version 3.1

Temporal and Environmental analysis

While the Base score provides a starting point, Temporal and Environmental metrics allow for a
deeper, context-specific analysis. The Temporal and Environmental reviews are important yet
frequently overlooked areas of the CVSS analysis. These are methods that end-users should be
aware of and use in their own Risk and Vulnerability Management programs. Temporal review
allows for the Base Metric score provided by a vendor, such as Red Hat, to be modified based on
details around current exploitation techniques, the existence of attacks leveraging the
vulnerability, or the availability of patches or workarounds for the defect.

The other critical measurement is the Environmental Metrics. This is where the practitioner can
add organizational-specific details about mission-critical data, systems, or controls that might
exist in the end-consumer’s environment that could alter the impact or probability of an attack
being successfully executed.

CVSS Base Metric scores are generic and based on default or most common configurations.
They are not tailored to any one organization’s configuration, sensitive data or systems, controls,
regulatory or legal obligations, nor risk appetites. Consumers are always advised to conduct
their own assessment of CVEs using all available data to inform their risk calculus.

CVSS scoring differences

Red Hat Product Security is the authoritative source for vulnerability data and scoring
information for Red Hat products, services, and their components. A qualified engineer with
direct technological experience reviews each CVE. Red Hat's Base score includes changes we
may make to upstream software, reflecting how we select, compile, build, and configure our
products. Scoring also reflects actual data and testing wherever possible. Each product
component may be impacted differently by a specific vulnerability, so it is possible to see
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varying CVSS scores between different products and even between differing versions. Our data,
however, includes an overall score that reflects the worst case scenario across all products.

The Red Hat portfolio is largely based on upstream open source software. As a downstream
consumer we make modifications in how the software is built, configured, or patched in order to
adhere to SDLC and product life cycle expectations. Therefore, the software Red Hat provides is
not necessarily identical to what could be obtained or used from upstream. Vulnerability analysis
on those upstream projects and components is often not always directly applicable to a Red Hat
product?. As a result, the CVSS scores of an upstream package often differ from those for a Red
Hat product.

While popular, third-party vulnerability aggregators, such as the National Vulnerability Database

(NVD) and the European Union Vulnerability Database (EUVD), are not authoritative regarding

how a given issue can impact a component or product. Red Hat makes every effort to work with
our industry partners, peers, and entities like NVD. Still, a user should double-check any
conclusion found in the NVD or by any other aggregator with the CVSS score and metrics
determined by Red Hat as shown in our CVE database for any particular issue.

Depending on how issues are discovered or reported, sometimes NVD and other aggregators
may report different scoring information. Product Security takes this seriously and actively
works with organizations like NIST, which maintains NVD, to provide the appropriate technical
details. We actively collaborate with them when there are unique differences with a Red Hat
implementation of a package, library, or component.

References
e Security flaws and CVSS rescore process with NVD

o Security flaws mitigated by compiler optimizations

Red Hat Severity Ratings

Product Security uses a four-point scale to describe a particular CVEs's severity based on

rigorous analysis of the flaw. We designed this scale to align closely with similar scales used
throughout the industry by other vendors and upstream open source communities. Our intent
for the Red Hat Severity Rating is to help users determine which issues could pose the most risk.

2 Conversely, vulnerability analysis on Red Hat products is not always applicable to upstream projects.
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Ideally, this prioritized risk assessment helps customers understand how they may be exposed
and enables them to better schedule updates to the systems they manage. We recognize that
each business is unique, with its own requirements and challenges, and that all risks are not
created equal, nor are they the same across companies.

The four-point scale rates vulnerabilities as Low, Moderate, Important, or Critical. Critical
vulnerabilities pose the most severe threat to an organization. As described in our rating
methodology, a Critical vulnerability could be exploited remotely over a network, the internet, or
automated in an attack, such as by a worm. Like many of our peers, we expand this definition to
include flaws that affect web browsers or browser plug-ins that users might be susceptible to
from malicious or compromised websites.

MODERATE LOW

A remote
unauthenticated user
can execute arbitrary

code

Allows local users to
gain privileges

Unauthenticated
remote users can

Vulnerabilities are
more difficult to
exploit

Are exploitable via an

Unlikely
circumstances
required to exploit

Impact is of minimal

Does not require user view resources unlikely configuration consequence
interaction
Authenticated
i.e. Worms remote users can

execute arbitrary
code

When Product Security reviews a flaw, we look at how the software is sourced, built, packaged,
and deployed. A CVSS Base score for Red Hat software assumes our products are used as
designed, with security-focused defaults and settings in place. If subsequent changes are made
to system settings or security controls, system administrators must account for that as they
evaluate the risk a vulnerability might pose inside their unique environments. There are also
scenarios where a Red Hat risk rating will differ from product to product for the same CVE. This
demonstrates the flexibility in using our ratings to measure risk based on the product and not
the base characteristics of the vulnerability. Moderate and Low ratings further emphasize that
the likelihood or ease of exploiting the vulnerability decreases significantly.

It is important to remember that no vendor can tell a business what is important to them nor
dictate actions to take to protect their sensitive data. CVSS and the Red Hat Severity Rating are

An Open Approach to Vulnerability Management 12
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baselines of our software, a starting point for consumers to begin their own risk assessment. It is
also important to note that CVSS Base scores do not directly map to the Red Hat Severity
Rating; CVSS is used as a guide to assist with understanding a vulnerability. The Red Hat
Severity Rating is Red Hat's standardized rating that speaks to the risk posed by a vulnerability.

References
e Red Hat Severity Ratings

e What does the severity rating in the security advisory mean?

Security vulnerabilities in Red Hat supported
Artificial Intelligence (Al) models

Defining security vulnerabilities in software is well understood. It is important to describe how
this relates to the way Al models work and their output. While there are many similarities to
security vulnerabilities in software and in a model, the following nuances are unique for Al
models.

e Loss of confidentiality: When models respond with information they should not reveal
in the first place, as mentioned in their model card or other documents, confidentiality is
compromised, potentially leading to a security issue. This includes but is not limited to:

o Unauthorized PIl and intellectual property.
o Output that can cause widespread harm where the information is not generally
available on the internet or considered public.

e Loss of integrity: Thisissue can occur when an attacker can negatively influence the
data within the model or is able to poison the model.

o Adversarial fine-tuning can cause malicious changes to the model weights and
result in wrong or specially-crafted output generated by the model.

e Loss of availability: The attacker can successfully perform a denial of service attack
(DoS) on the model and stop all inference attempts. In most cases, this is considered a
software issue rather than an Al model issue.

Red Hat assesses the severity of security vulnerabilities discovered in its Al models using a

four-point scale: Low, Moderate, Important, and Critical, which is consistent with how traditional
software security flaws are rated.
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Al safety issues, which involve unexpected model behavior outside the intended design and
scope that doesn't affect confidentiality, integrity, or availability, are distinct from security
vulnerabilities. These safety issues are associated with the generation of harmful content and
are not classified as security flaws.

Mitigating vulnerabilities

Knowing that a vulnerability exists is just the beginning. It is essential to have a software life
cycle management process in place and stay alert to key documentation, fixes, patches,
mitigations, and workarounds. Red Hat helps customers stay up to date about advisories that
have been issued, providing several simple paths to access signed and authorized updates. The
availability of security data formats, such as VEX, enables third-party applications to improve
the accuracy of mitigation efforts.

Additionally, Red Hat's customer support organization is available to help customers with
questions about patched and unpatched vulnerabilities. If customers have questions about
exposure, unfixed vulnerabilities, or other security-related questions, they are encouraged to
contact their support representative.

References
e Red Hat CVE Database

e Red Hat Security Advisory Database
e Red Hat Product Security Center

e Red Hat Security Errata RSS

e OVAL Data feed

e VEXData feed

e (CSAF Data feed

e Red Hat Security Vulnerability Data API

Life cycle considerations

Red Hat provides publicly available life cycle pages that describe how we support our software
products during their lifetimes. There are three primary phases common to most products: Full
Support, Maintenance Support, and the Extended Life phase. The level of support subscribers
can expect varies depending on which phase of the life cycle a productis in.
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During all phases of a product’s support life cycle, Red Hat-rated Critical and Important severity

issues will be addressed, typically outside of scheduled major or minor releases. Issues rated as
Moderate with a Base CVSS score greater than 7.0 will also be addressed. The time it takes to
address vulnerabilities can vary depending on the particular affected software and the
complexity of the patch. For further insight on how quickly vulnerabilities are addressed, refer to
the_Red Hat Risk Report.

These fixes are applicable to all phases of a life cycle. Fixes for Low and Moderate issues with a
Base CVSS score less than 7.0 are out of scope and not produced, unless they are known
exploits. Unlikely or difficult to exploit CVEs will be rated as Low or Moderate, reflecting their
lower immediate risk, and will not be prioritized with the same urgency as CVEs rated Important
or Critical. This ensures that Red Hat prioritizes the most pressing security threats, allowing us
to deliver more focused and efficient security updates to our customers. By concentrating
efforts on critical vulnerabilities, we prevent less severe issues from delaying essential fixes for
the most serious threats, ultimately providing our customers with a more secure and stable
environment with less patches to install and test, less code change that could introduce risk, and

reduced customer cost.

For example, suppose a vulnerability in Red Hat Enterprise Linux (RHEL) has little bearing on its
own but can be used in such a way that it has a greater impact on Red Hat OpenShift. In these
instances, a proactive approach will likely be taken to mitigate the vulnerability on Red Hat
OpenShift through the patching on RHEL. Typically, most moderate issues are corrected in an
upcoming major or minor release and not asynchronously, as with Critical and Important fixes, at
the discretion of Product Engineering teams.

Red Hat-rated Low severity issues have a minimal impact if successfully exploited, and the odds
of exploitation are deemed small. Low severity issues may be addressed with other fixes for
more severe issues and are deferred to the next major or minor release, or at Product
Engineering’s discretion. Typically, Low severity security fixes are treated with the same urgency
as bug fixes.

For example, a Low severity flaw is only exposed to existing users with administrative privileges,
meaning that without administrative privileges already in place, the flaw is not exploitable. This
flaw can only be exploited through a compromise of an actual administrative user account by an
attacker, or if the user were the attacker, commonly referred to as “insider threat”. In a situation
like this, the potential risk posed due to the presence of the flaw is itself insignificant. The
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potential exposure of an already-compromised administrative account is more significant in this
case.

When vulnerabilities of this kind are reported, they are assigned CVE names for completeness
and tracking. Since they are unlikely to have a significant impact or pose any real risk, fixes are
not often produced. Implementing such a fix may actually introduce more risk, including
incompatibilities with other software or functionality, instability of the running software,
additional dependencies or libraries, and the possible introduction of bugs or new vulnerabilities.
In true open source fashion, transparency is important, even for these Low severity issues. In
proprietary software, issues like this tend to not be reported, disclosed, or fixed and are often
treated as simple bugs.

References
e RedHatPr Lif I
e Red Hat Product Security Risk Report (2024)
e Patch management needs a revolution, part 2: The flood of vulnerabilities

e Patch management needs a revolution, part 4: Sane patching is safe patching is

selective patching

Known exploited vulnerabilities

In addition to proactively addressing security vulnerabilities across the product life cycle,
Product Security also fixes vulnerabilities which are known to be exploited. Data shows the
majority of exploited vulnerabilities rated Critical and Important are typically addressed prior to
being actively exploited. Remediation is prioritized if a vulnerability is actively being exploited
and there are any remaining Red Hat products which have not yet released a fix.

In 2021, we began responding to vulnerabilities present in the known exploited vulnerabilities
catalog, which is produced by the Cybersecurity and Infrastructure Security Agency (CISA).
Based on that list, in 2024 only 11 out of the 4272 wvulnerabilities reported were actively
exploited (0.3%). Out of the 10 Critical vulnerabilities, only 1 was listed as actively exploited
(10%), and of the 328 Important vulnerabilities in the same time period, only 10 were listed as
actively exploited (3%)>.

® Refer to the 2024 Red Hat Product Security Risk Report’s “Exploitation in the wild” section for further details.
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References
e Red Hat Product Security Risk Report (2024)
e CISA known exploited vulnerabilities catalog

Product composition

Backporting and rebasing

As a commercial open source software provider, Red Hat derives most of its software from
upstream open source repositories and communities. To provide enterprise-ready stability, we
use two techniques to provide software updates: backporting upstream code and updating to
newer upstream versions, known as rebasing.

Backporting involves applying features, enhancements, or fixes from newer software versions to
older versions to minimize additional code changes. A common example is that Red Hat will
backport features and enhancements from newer upstream kernel code into our stable
enterprise kernel.

There are two primary reasons for opting to backport distinct changes to current versions rather
than use the new upstream version: the first is to ensure Application Programming Interface
(API) and Application Binary Interface (ABI) compatibility with other software that depends on
the component being updated. The second is to reduce the risk of introducing new potential
bugs, compatibility issues, and new vulnerabilities that may be present in newer upstream
versions that could adversely affect currently supported and stabilized versions. Backporting
fixes have been proven to reduce the risk of new, unknown vulnerabilities.

Every updated package increments the release number, which indicates that a new package was
made available without changing the version of the upstream software provided. This is often
referred to as the N-V-R, or Name-Version-Release, of a package®. When significant new
features are desired or when backporting is not practical, Red Hat will "rebase” a package to a
new upstream version. Rebasing is when the existing package is replaced with a newer version
from upstream, thus, future releases and backports are "based" on this new version. When a
package is rebased, the full version number, rather than just the Red Hat release number, is

4 For example, openssl-1.1.1d-4el8 would indicate the “openss|” package name, a “1.1.1d" version, and a "4el8" release,
indicating the fourth release of this version for RHEL 8. A subsequent update to the package that does not change
the version of the software would have a “5el8" release.
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updated to reflect the new upstream version, and it is given an initial release of 1, which will
increment as new releases are made.

Containers

Containers are an architectural format that enable cloud computing and agile software
development. Red Hat OpenShift is a Kubernetes-based application platform that employs
container technologies, supported by the solid foundation of Red Hat Enterprise Linux and
SELinux.

Containers are a different deployment and delivery architecture than traditional Linux-based
platforms and require different methods and tools to monitor, assess, and address security
vulnerabilities with the ability to manage updates to that infrastructure. Containers are not
shipped in the N-V-R format, they are identified by hashes. However, the internal content is
versioned.

Each container that we ship has a minimal base of content and libraries which provide support
for the core application and its dependencies. This base infrastructure is rebuilt with the latest
and tested packages provided by RHEL The overall security container health is graded on the
Container Health Index, explained in a latter section.

However, some container scanners don’t know how to properly interpret the Red Hat security
data feed, running checks in the scanner based on Name-Version, without taking into account
the Red Hat release ID which documents the fixed CVEs and generates false positive alerts to
the customers. This can be a major source of frustration for everyone involved.

References
e Whatis Red Hat's security patch and backport practice?

e Security Backporting Practice
e What s backporting and how does it affect Red Hat Enterprise Linux (RHEL)?

Content signing

It is critical for consumers to be able to verify that the software they are using is authentic and
untampered with. All RPM-based” and container image content is signed with official Red Hat

° Content delivered using the RPM Package Manager (RPM) format, such as for Red Hat Enterprise Linux and other
products.
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signing keys. End-users should always check to verify the software they have downloaded and
are about to install is genuine and authentic, only using known trusted sources for any software
installed within their environment.

References
e Product Signing Keys

e Verifying image signing for Red Hat Container Registry
e OpenShift Container Platform v4.14: Container image signatures

Red Hat Security Advisories (RHSA)

Red Hat publishes several forms of advisories. Red Hat Security Advisories (RHSA) are
published whenever an update to a product contains a security fix. Any RHSA can include fixes
for multiple CVEs, and as such, always inherits the highest Red Hat Severity Rating of the CVEs
being corrected. Red Hat publishes advisories over numerous channels directly to subscribers
and the larger open source community.

References

e Red Hat Security Advisories database

e Explaining Red Hat Errata (RHSA, RHBA, and RHEA)
e Red Hat Product Errata Advisory Checker (Customer Portal login required)

Red Hat management tools

Red Hat's portfolio includes several products and services that help simplify the management of
your Red Hat assets. These tools are tightly integrated with the data provided by Product
Security and offer different paths to understanding where vulnerabilities might lie in a
customer’s portfolio and how it can address them. For further details, consult the product pages
for Red Hat Satellite, Red Hat Ansible, Red Hat Insights, Red Hat Advanced Cluster Security,
and Clair.

References
e Creating a central patch management with ansible

e Managing the security of your RHEL environment with Red Hat Insights

e Insights Security Hardening Rules
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RPM package tools: yum/dnf

Many of Red Hat's products leverage RPM packages. This format and the associated utilities
offer unique capabilities regarding vulnerabilities. For example, customers using RHEL may
choose to only install security updates and ignore any non-security updates that may be

available.

References
e |sitpossible to limit yum so that it lists or installs only security updates?

e Canlinstall/run packages from different versions of RHEL?

e How to use yum to download a package without installing it

Learning about vulnerabilities

Incident Response workflow and disclosure

In the complex landscape of cybersecurity, a robust vulnerability management process is
essential. The following diagram details the life cycle of handling vulnerability data, starting from
initial industry findings to final customer remediation. It illustrates how raw data from sources
like CNA reports and NVD are transformed through a structured analysis and refinement
process; ultimately generating specific Red Hat data, such as VEX and CSAF files, providing
customers with the actionable intelligence they need to effectively address security risks.

As vulnerabilities are publicly posted, disclosed, and identified, Product Security quickly

assesses and remediates them to ensure our products are trustworthy for our customers, their

platforms, and ecosystems.
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Red Hat Incident Response Plan

Red Hat created the Incident Response Plan (IRP) to manage thousands of annual threats. This
plan provides clear, standardized guidance on how Red Hat responds to security vulnerabilities,
regardless of severity. The IRP is a proactive measure, enabling Product Security to handle
security incidents across all Red Hat products and services.

References
e Red Hat Vulnerability Management and Lifecycle

e Security Bulletins

Red Hat security data

All materials related to vulnerabilities impacting the Red Hat portfolio are publicly available after
public disclosure. Our data is published on the Customer Portal, and in several industry standard
human and machine-readable formats. Red Hat uses two well-recognized methods to provide
this data: CSAF and VEX.

References
e Security Data
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e Understanding Red Hat products' vulnerabilities

Red Hat Security Data API

Since 1999, Red Hat has published information about vulnerabilities affecting our product
portfolio. Over the years, delivery and formats have changed based on technological standards
and consumer demand. In 2016, we launched the Red Hat Security Data API that enables
customers to interact with our security data through a modern API.

References

e Vulnerability API Blog
e Vulnerability APl documentation

Old security data formats: Open Vulnerability and Assessment Language
(OVAL) and Common Vulnerability Reporting Format (CVRF)

Red Hat historically published vulnerability data in OVAL and CVRF formats. However, due to
evolving industry standards and customer needs, especially for containerized products and

version ranges, these formats are no longer sufficient.

As of April 1, 2023, the publication of new OVAL and DS vl content ceased, with all historical
data archived by July 1, 2023. OVAL v2 content received full support until the end of 2024, at
which point Red Hat transitioned to CSAF and SBOM data. While OVAL v2 data remains
available for core products like RHEL, Red Hat strongly advises customers to use CSAF VEX

files instead, as OVAL v2 data is no longer published.

References
e OVAL and Data Stream (DS) vl deprecation announcement
e The future of Red Hat security data
e Whatis OVAL and how can | use it to learn about security issues?
e Red Hat Security Advisories in CVRF

New security data format: Common Security Advisory Framework (CSAF
VEX)

In June 2022, Red Hat started publishing security advisories in a new CSAF format as a beta
version. In February 2023, we officially announced the CSAF format as the official replacement
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for the old CVRF format for Red Hat security advisories. All released advisories are publicly
available from https://access.redhat.com/security/data/csaf/v2/advisories/.

CSAF files include the VEX profile to express which components of a specific product release
have been patched to fix a particular CVE (fixed status) and which components are not affected
by that CVE (known-not-affected status).

In October 2023, we published VEX files for every CVE that exists in the Red Hat CVE database
to cover all security statuses defined in the CSAF VEX profile:
e Fixed: Information that the specific CVE is fixed in a particular product and components
with a link to the released CSAF advisory
e Known Affected: Confirmation that the specific component and product is affected by a
particular CVE and no fix is available
e Known Not Affected: Confirmation that the specific component and product are not
affected by a particular CVE
e Under Investigation: Information that the Red Hat Product Security team is verifying the
applicability and impact of a specific CVE to a particular product and component

By publishing data in the CSAF VEX format, Red Hat can provide transparent information about
the applicability of a particular public CVE to all related products and their components in a
machine-readable format. Red Hat VEX files for all CVEs are publicly available at

https:/security.access.redhat.com/data/csaf/v2/vex/, and are grouped by year.

References
e The future of Red Hat security data

e CSAF VEXblog
e Vulnerability Exploitability eXchange (VEX) blog

Red Hat Container Health Index (CHI)

The Red Hat Container Catalog is a platform that provides container images. The Container
Health Index (CHI) provides security information to consumers, helping them understand how
up-to-date the containers are that they wish to use. Containers are given a score based on the
age and the criticality of the oldest flaw in the container image for which an erratum has been
released but was not applied. It is important to note that the CHI is based exclusively on
unapplied, yet available, security fixes to the underlying products and does not account for

vulnerabilities present for which there is no fix.
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References
e Container Health Index grades as used inside the Red Hat Container Catalo

Security Scoring and Grading for Container Images

Resources on Red Hat Container Security

Scanning pods for vulnerabilities - OpenShift Container Platform 4.5 Security

Red Hat Product Security Risk Report

Red Hat publishes an annual Product Security Risk Report detailing the threats, vulnerabilities,
and fixes that impact the Red Hat portfolio during the calendar year. These reports explore risk
response statistics and insights from our work beyond vulnerability response, contextualizing
them within the scope of events that occurred throughout the year. The information we provide
in these reports is part of our continued dedication to transparency in our work, aiming to serve
our customers and the community with valuable insight on the security issues we all face.

References
e Red Hat Product Security Risk Report (2024)

e The history of open source risk reporting

Third-party security scanners

Understanding what vulnerabilities exist in any organization's environment is a critical yet
daunting task. Companies rarely run one technology alone throughout their enterprise, so they
often rely on third-party security scanners that detect flaws across multiple technologies. If
these tools use the appropriate vulnerability data, they can give a more accurate picture of
actions that need to be taken by patch management staff.

But when they do not, the scanning tools can create quagmires of false positives and
inaccuracies that distract administrative staff and slow down addressing meaningful issues.

Red Hat has a free certification program for third-party security scanners. Using these certified
tools helps our customers get the most precise and accurate data possible from their
vulnerability scanner. Red Hat welcomes additional participants in this certification program. The

R t Vulnerability Scanner Certification program was initiated in February 2021 to address

inconsistencies in third-party scanners scanning Red Hat products.
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Many scanning tool products in the market need more reliable sources of data. By contrast,
certified scanners use authoritative data produced by Product Security, which enables them to
show users the Severity Ratings and CVSS scores produced by Product Security as experts on
Red Hat software who understand backported software correctly. Thus, a user of a certified
scanner that properly employs this data can see correct, relevant information, showing few, if
any, false positives and more importantly, reduced false negatives. By using Red Hat's
recommended security data, the certified scanner can know what software has fixes available
and the vulnerabilities for which no patch remediation currently exists.

References
o Red Hat Vulnerability Scanner Certification

e Introducing Red Hat Vulnerability Scanner Certification

e Third- S ity Rati B .

e Determining your risk

e "To be, ornottobe” vulnerable... How customers and partners can understand and track

Red Hat security vulnerabilities
e Tutorial on how to process vulnerability scans

Conclusion

In summary, Red Hat's vulnerability management approach prioritizes open source principles
and transparency, ensuring customers have access to various tools and data feeds for effective
security management. Customers are encouraged to use Red Hat's provided data as a
foundation for their own risk assessments, tailored to their specific environments. Throughout a
product's life cycle, Red Hat delivers consistent updates and support, demonstrating a

commitment to maintaining a robust security posture.

For further information, please visit the Red Hat Product Security Center.

If you have a question about a specific security vulnerability or believe that you may have
knowledge of such a vulnerability, please contact us at one of the methods listed on our Security

Contacts and Procedures page.
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About Red Hat

Red Hat is an open hybrid cloud technology leader, delivering a consistent, comprehensive
foundation for transformative IT and artificial intelligence (Al) applications in the enterprise. As
a trusted adviser to the Fortune 500, Red Hat offers cloud, developer, Linux, automation, and

application platform technologies, as well as award-winning services.
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