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What is Red Hat Access

Red Hat Access

•Red Hat Access – Automation enables quicker help, answers, and proactive 
services using exclusive Red Hat resources

•Red Hat Access: Search - Access exclusive knowledge and solutions

•Red Hat Access: Support -  Create, manage, and update your support cases
 

•Red Hat Access: Diagnose - Exclusive on-line diagnostic services to easily 
perform problem determination on error codes, stack-traces, and logs



  

Integrated Knowledge Access

Red Hat Access: RHEV and RHS-C



  

Integrated Knowledge Access

Red Hat Access: RHEV and RHS-C



  

 Diagnostic Services

Red Hat Access: RHEV and RHS-C



  

 Support Engagement

Red Hat Access: RHEV and RHS-C

c



  

Diagnostic Services

Red Hat Access: Red Hat OpenStack



  

Integrated Knowledge Access

Red Hat Access: Subscription Asset Manager



  

Diagnostic Services

Red Hat Access: RHEL



  

 Support Engagement

Red Hat Access: RHEL



  

More Information

Red Hat Access: More Information

•Red Hat Access – Red Hat Enterprise Virtualization
• https://access.redhat.com/site/articles/425603

•Red Hat Access – Red Hat Storage Console
• https://access.redhat.com/site/articles/473823

•Red Hat Access – Red Hat OpenStack
• https://access.redhat.com/site/articles/470433

•Red Hat Access – Subscription Asset Manager
• https://access.redhat.com/site/articles/524483

•Red Hat Access – Red Hat Enterprise Linux
• https://access.redhat.com/site/articles/445443

https://access.redhat.com/site/articles/425603
https://access.redhat.com/site/articles/473823
https://access.redhat.com/site/articles/470433
https://access.redhat.com/site/articles/524483
https://access.redhat.com/site/articles/445443
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Market Demands

•Minimized down time

•Faster delivery of fixes

•Introduce ‘dynamic kernel updates’ feature

•What is different about this implementation...

• Open source solution

• Work with existing upstream infrastructures and functionalities

• Provide easy identification for support purposes 

• Most importantly reduce, mitigate risks...



  

Dynamic Kernel Updates

•Technical Overview: Multiple Stages

1.Analysis of the code changes

2.Converting the code change into an insert-able entity

3.Insertion the entity into the running kernel

/* main.c
#include <stdio.h

Main()
{

Int i, j, c =0;



  

Stage 1: Analysis of the Code Change  

•  Identifying Patch Candidates

•  Understand all the implications, limitations, ramification
•  static data structure, init() functions, functions on the stack

•  Does the patch meet these criteria?

•  Deep dive and analysis the code change itself
•  Is it suitable for dynamic patching?

•  What else does the code change?

  
/* main.c
#include <stdio.h

Main()
{

Int i, j, c =0;



  

Stage 1: Analysis of the Code Change  

•  Object Level Comparison

•  More indepth analysis by building the change as a kernel object
•  Benefits: One to one relationship between function/objects symbols

•  Cherry picking the code and data segment for the output object.

•  Allow comparison of the section to determine if a function or object has changed. 

•  Relocatable Object
•  Isolate each text/rela section pair that maps to a function, from other changes.

•  Each function has its own section to prevent spillage its changes into other 
functions address space.

•  Many more...

  
/* main.c
#include <stdio.h

Main()
{

Int i, j, c =0;



  

Stage 2: Conversion of a Patch 

•  Once the code has been thoroughly analyzed, next is to convert..

•  Conversion requires adding two extra sections to the object file

•  One section contains the address of the base function 

•  Another section contains the address of the patched function

•  Also statically link in non-export symbols into the symbol table

•  For global entry not exported by the kernel, symbol is looked up in 
vmlinux and add in.

  



  

Stage 3: Insertion of the Patched Entity 

•  Insertion of the changed object file

•Verify activeness safety 

•Registered the patched-to-be function with in-kernel trampoline function

•When ftrace hits this target function, trampoline function is called by 
ftrace immediately before the target’s original code is executed.

•Then the trampoline code then modifies the return instruction pointer on 
the stack, and return to ftrace, then restore the original function 
arguments and stack and continue with the new function.

•When the new function finishes executing, it returns to the original return 
instruction pointer on the stack. 
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Dynamic Kernel Updates



  

Dynamic Kernel Updates

•  What stage is most critical? 

1.Analysis of the code changes

2.Converting the code change into an insert-able entity

3.Insertion the entity into the running kernel

/* main.c
#include <stdio.h

Main()
{

Int i, j, c =0;



  

Dynamic Kernel Updates

•  What stage is most critical? 

1.Analysis of the code changes!!

2.Converting the code change into an insert-able entity

3.Insertion the entity into the running kernel

/* main.c
#include <stdio.h

Main()
{

Int i, j, c =0;



  

Stage 1: Analysis of the Code Change  

•  Lets move all the hard work upfront

•  Mitigate risks by ... 

•  deep dive and analysis the code change

•  Understand all the implications, limitations, ramification
•  Does the patch meet the criteria?

•  Is the patch function suitable for dynamic patching?   

•  Built necessary tool to help with these tasks – eliminate human error 

  



  

 Productization & Providing Services

•  Compatible with all the existing debugging features

•  Functional with all the existing supported functionalities

•  Persistent states across reboots

•  Meet any necessary certification, standardization requirements

  



  

 Learn More About Dynamic Kernel Updates

•RHELBlog: http://rhelblog.redhat.com

•http://rhelblog.redhat.com/2014/02/26/kpatch/

•Join the Development: https://github.com/dynup/kpatch

•Mailing List: kpatch@redhat.com

  

<Maximizing RAS with RHEL7 RC: April 16th, 2:30 – 3:30 pm>

<Demo @ Partner Pavilion: Wed., April 16th, 1:00 – 2:00 pm>

http://rhelblog.redhat.com/
https://github.com/dynup/kpatch


Demo
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