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What is multilevel security (MLS)?

The application of a computer system to process information with different
sensitivities (i.e., at different security levels), permit simultaneous access
by users with different security clearances and needs-to-know, and

prevent users from obtaining access to information for which they lack
authorization

http://en.wikipedia.org/wiki/Multilevel _security
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MLS implementation examples from the past and present

Specialized operating systems
Forked variants mainstream operating systems
Red Hat Enterprise Linux




The Bell-LaPadula model

» Focuses on data confidentiality and controlled access to classified
Information

* “No read up, no write down”
 http://en.wikipedia.org/wiki/Bell20E2%80%93LaPadula_model
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The Bell-LaPadula model with write equality

* No write up
» Adds integrity, prevents noise
* Red Hat Enterprise Linux 6 MLS implements this

Read Write Write Read

Secret =
Confidential
Restricted

Unclassified =




MLS is not MCS

Multilevel security (MLS)

Read up/write down features (“security levels”)
Mostly military and intelligence community applications

Multicategory security (MCS)

No concept of read up/write down (“categories”)

Military and intelligence community applications

Useful in other industries (healthcare, financial services)
Separate billing access from medical record access

Often easier to Implement and maintain

When you want category separation and you don't have levels
Default RHEL SELinux targeted policy does MCS
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MLS with Red Hat Enterprise Linux 6

selinux-policy-mis RPM

Implements the Bell-LaPadula model with write equality
Provides role based access control (RBAC)

Can separate system admin from security admin from auditor, etc.
Provides extra protection of type enforcement (TE)

httpd, etc., are confined by both MLS and TE




id -Z

root:sysadm _ rsysadm tSystemLow Systemngh

—il B
user role type effective cleared




SELinux sensitivity and category

SystemLow- = s0-
S = sensitivity (“classification level”)

16 levels by default

Can only effectively be in one at a time
c = category (“program you're read into”)

1024 categories by default

Can have multiple categories

Can be read into multiple programs
16 * 2'%* possible labels!
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SELinux sensitivity and category example

sO <s5

s5 has a higher sensitivity (“classification level”) than sO
s5 can read sO to s5 content

sO can't read s5 content

s5 will write exactly s5 content

sO will write exactly sO content (no higher)

Neither have categories
“Clearances but not read into any compartmentalized programs”
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SELinux sensitivity and category example

S6:c133 <> s9:¢c296

Neither can read the other

s9 is a higher sensitivity (“classification level”) but isn't read into category
cl1l33

c296 does not dominate c133
Unlike sensitivities, categories have no concept of domination
c296 and c133 are just different

s6:¢c133 will write exactly s6:c133 content

Role change needed to write s6 with no category
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SELinux sensitivity and category example

sl:c2,c4,c5 <s9:c2.c6,cl10

Multiple categories
Dot notation defines a contiguous range of categories (“c2 through c6”)

s9:¢2.¢6,c10 can read the s1:c2,c4,c5 content

s9:c2.c6,c10 has a higher classification level and is read into c2, ¢4, and c5 (as well as
c3, c6, and c10)

sl:c2,c4,c5 can't read the s9:c2.c6,c10 content

sl:c2,c4,c5 is a lower sensitivity
sl:c2,c4,c5 isn't read into ¢3, ¢6, and c10

s9:c2.¢6,c10 will write exactly s9:c2.c6,c10 content
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SELinux MLS and type enforcement example

ps -ZC httpd
system_u:system r:httpd t:s15:c0.c1023

ls -Z /etc/shadow
system_u.object r:shadow t:s0O

httpd can't read /etc/shadow
But isn't httpd at the highest security level and is read into all categories?

httpd's SELinux type enforcement policy doesn't allow access to shadow t!

Most other MLS implementations don't provide this additional layer of
security
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Setup

Install a RHEL 6 system (virtual guest totally fine)

Select “Basic Server” install
Register system with RHN

Update system and reboot
yum -y update && reboot

Install the SELInux MLS policy and additional tools

yum install selinux-policy-mls policycoreutils-python
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Targeted policy: one sensitivity

[rootPrhelb T1# id -2
mconf ined w:unconf ined _r:unconf ined t:sH-sH:cBH.cl1lBZ3
[root@rhelt ™ 1# _
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Translation table

[rootlrhelt " 1# id -2
imconf ined w:nunconf ined _r:iunconfined t:sH-sH:cH.cl1B23
[root@rhelt " 1# cat retcrselinuxstargeted-ssetrans.conf

Multi-Category Security translation table for SELinux

Uncomment the following to disable translation libary
dizsable=1

Ob jects can be categorized with B-18BZ3 categories defined by the admin.
Ob jects can be in more than one category at a time.
Categories are stored in the system as cH-clBZ23. Users can use this
table to translate the categories into a more meaningful output.
Examples:
=zl :cH=CompanyConf idential
sl:cl=PatientRecord
sl:cd=Unclas=sified
2=l :c3=TopSecret
sl:cl,c3=CompanyConf identialRedHat
=H=SystemlLow
=H-zH:cB.cl1B23=5ystemLow-SystemHigh
=H:cH.c1BZ23=5y=stemHigh
[root@rhelt ™1# _




Switch from targeted to mils SELINUXTYPE

This file controls the state of SELinux on the system.
SELINUX= can take one of these three values:
enforcing - S3ELinux security policy is enforced.
permissive - SELinux prints warnings instead of enforcing.
dizabled - No SELinux policy is loaded.

SELINUXTYPE= can take one of these two wvalues:
targeted - Targeted processes are protected,

mls - Multi Level Security protection.
SEL INUXTYPE=mls

"setocssysconfigsselinux” 13L, 453C written

27
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Relabel the file system with the MLS policy

Tell SELinux to relabel the file system with the current (MLS) SELinux
policy on next boot and reboot

touch /.autorelabel && reboot

Reboot will take longer than usual
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File system relabeling

Welcome to Enterprise Linux Server
Btarting udewv: L ]
Getting hostname rhelb.example.com: L ]
betting up Logical Uolume Management: 2 logical volume(s) in wvolume group
helt"” now active

[ ]
hecking filesystems
devsmapper-vg_rhelb-1lv_root: clean, 53367-238888 files, 47587H-952328 blocks
devsvdal: clean, 46-,128816 files, 79255-51Z2888 blocks

emounting root filesystem in read-write mode:
ounting local filesystems:
Enabling local filesystem quotas:

[ ]
[ ]
[ ]
[ ]

=% Warning -- SELinux mls policy relabel is required.
=% Relabeling could take a very long time, depending on file

=% zystem size and speed of hard drives.
b 3of o -3of e 3of - -3ef E-3eE - -3eE e -3eE E-3eE E-3eE E-3EE-3EE-ENE-3eENE-BENE-3EE-3ENE-3EE-3EE-3ENE-3ENE-ENE-ENE-ENE-BECNE M

Vg _
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MLS policy: 16 sensitivities

[rootl@rhels T 1# id -2
root sysadm_r:sysadm_t:sH-s15:cB.cl1B23

[root@rhelt ™ 1# _
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Different translation table

:cB=3ystemLow-Secret:A
:cl=5ystemlow-Secret:B
:cB,cl=5ystemLow-Secret:AB

:cH=Unclassified-5Secret:hA
cl=Unclassified-Secret:B
:cB,cl=Unclassified-Secret:AB
:cH=3ecret-5ecret:A
:cl=5ecret-Secret:B

'EE cl= Secret secret :AB

‘cH- 32 EE cl= Secret A-Secret :AB

:cH-=215:cB.cl1B23=3ecret :A-SystemHigh

cl-s2:cB,cl=5ecret:B-Secret:AbB

cl-s15:cB.cl1B23=5ecret :B-5SystemHigh

‘cB,cl-s15:cH.cl1BZ3=5ecret :AB-3ystemHigh
[root@rhelt ™1# _
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Change to secadm_r

[rootPrhelb T1# id -2
root sysadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootlrhelt T 1# newrole -r secadm_r
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Separate sysadm_r from secadm_r

[rootPrhelb T1# id -2

root sysadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootlrhelt T 1# newrole -r secadm_r
Password:

[root@rhel6 " 1# id -2

root :secadm_r:secadm_t:sH-s15:cH.cl1BZ3

[rootlrhelbt T 1# semodule -d sysadm_secadm
[rootP@rhelt " 1# _
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Leave secadm r

[rootPrhelb T1# id -2
root sysadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootlrhelt T 1# newrole -r secadm_r

[rootl@rhelbt " 1# id -2

root :secadm_r:secadm_t:sH-s15:cH.cl1BZ3
[rootlrhelbt T 1# semodule -d sysadm_secadm
[rootlrhelb " 1# exit

logout

[root@rhelt T 1# id -Z

root isysadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootP@rhelt ™~ 1# _
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Customizing the translation table

[rootP@Prhelt " 1# cd rusrr-sharesmcsirans-sexamples- urcsis
[rootlPrhelb urcstsl#t ls

README secolor.conf setrans.conf uwrcsts.color urcsts.test
[rootPrhelb wurcstsl#t cat README

Himple handling of

UNCLASSIFIED

RESTRICTED

CONFIDENTIAL

SECRET

TOP SECRET

0 Use.

p setrans.conf rsetcrszelinuxsmls-ssetrans.conf
p secolor.conf retcrselinuxsmlss
un_init ~setcrsinit.dsmcstrans restart

o test:

usr-sharesmcstrans-sutilsmlstrans-test urcsts.test
usrssharesmcstrans/util/mlscolor-test urcsts.color
[root@rhelb urcstslft _
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Sample translation table

UNCLASSIFIED

=H=3ystemlow
=15:cB.cl1B23=5ystemHigh

=1 =UNCLASSIFIED
=1=UNCLAS

z9=TOP SECRET

s9=T 0 P S ECRET
<9=T 0 P S ECRET
setrans.conf




Sample colors

[rootPrhelt urcstsl#t less secolor

black #HBBABAA
green #HH8HAH
yellow = #ffffH8
blue = #HA@H8f T
white = #ffffff
red = #ffHHHH
orange = #ffabHH
tan = #DZB48C

= hlack black
= bhlack black

black black
sH-sH:cH.c1823
sl-s1:cBH.cl1B823
s3-s3:cH.cl1BZ3
55-85: .c1823
sf-s87: .c1823 black red
=29-29:chH.c1B23 black orange
215:cBH.cl1B823 = black yellow

black green
black green
black tan

white blue

secolor.conf (END)
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Using the sample translation table

[rootPrhelt urcstsl# cp susrssharesmcstrans-sexamplessurcsis-ssetrans.conf retcrse
linuxsmls
p: overwurite " rsetcrsselinuxsmlsssetrans.conf’? _
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Using the sample translation table

[rootPrhelt urcstsl# cp susrssharesmcstrans-sexamplessurcsis-ssetrans.conf retcrse
linuxsmls

p: overwurite " rsetcrsselinuxsmlsssetrans.conf’? y

p: cannot create reqular file "retcrsselinuxsmlss/setrans.conf’: Permission denie

[root@rhelb urcstslft _
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Need to be secadm r!

[rootPrhelt urcstsl# cp susrssharesmcstrans-sexamplessurcsis-ssetrans.conf retcrse
linuxsmls

p: overwurite " rsetcrsselinuxsmlsssetrans.conf’? y

p: cannot create reqular file "retcrsselinuxsmlss/setrans.conf’: Permission denie

[root@rhelb urcstzlft id -2
root:syszadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootPrhelb urcsts1# _




47

Works after newrole to secadm r

[rootPrhelt urcstsl# cp susrssharesmcstrans-sexamplessurcsis-ssetrans.conf retcrse
linuxsmls

p: overwurite " rsetcrsselinuxsmlsssetrans.conf’? y
cannot create reqgular file retcrselinuxsmlsssetrans.conf’: Permission denie

[rootl@rhelt urcstsl# id -2
root:syszadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootl@rhelb urcstsl# newrole -r secadm_ r

[root@rhelb urcstsl# cp susrrssharesmcstransrsexamples-surcsts-ssetrans.conf retcrse
linuxsmls

p: overwrite ~retcsselinuxsmlsssetrans.conf’7 y
[root@rhelt urcstsllt id -2

root :secadm_r:secadm_t:sB-s515:cB.c1823
[rootPrhelb urcsts1# _
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Copy the sample colors and leave secadm_r

[rootPrhelt urcstsl# cp susrssharesmcstrans-sexamplessurcsis-ssetrans.conf retcrse
linuxsmls
p: overwurite " rsetcrsselinuxsmlsssetrans.conf’? y

cannot create regular file "retcrsselinuxs/mlss/setrans.conf’: Permission denie

[rootl@rhelt urcstsl# id -2
root:syszadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootl@rhelb urcstsl# newrole -r secadm_ r

[root@rhelb urcstsl# cp susrrssharesmcstransrsexamples-surcsts-ssetrans.conf retcrse
linuxsmls

p: overwrite ~retcsselinuxsmlsssetrans.conf’7 y

[root@rhelb urcstzlft id -2

root :secadm_r:secadm_t:sB-s515:cB.c1823

[rootPrhelt urcsts1l# cp susrssharesmcstrans-examplessurcsis-secolor.conf retcrse
linuxsmls

[root@rhelb uvurcstsl#t exit

logout

[rootl@rhelb urcstslft id -2

root :sysadm_r:sysadm_t:sH-s15:cH.cl1B23

[rootlrhelb urcstsl#t _
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Load the new mapping using mcstrans

[rootl@rhel6 T 1# id -2

root sysadm_r:sysadm_t:sH-s15:cB.cl1B23
[rootl@rhelt "1# run_init service mcsirans restart
uthenticating root.

Btopping mcstransd:

Btarting mcstransd:

[rootPrhelt “1# run_init chkconfig mcstrans on
uthenticating root.

Paszword:

[rootlrhelb "1# id -2

root :sysadm_r:sysadm_t:SystemLow-SystemHigh

[root@rhelt ™ 1# _
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Optionally relaxing security

newrole without a root password each time
run_init without a root password each time
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Add pam_rootok.so for newrole

sufficient pam_rootok.=so
include zystem-auth
ccount include zsystem-auth
password include zystem-auth
cession required

pam_namespace.so unmnt_remnt no_unmount_on_close

"setcspam.dsnewrole” 6L, Z218C written




newrole works without root password each time

[root@rhelt " 1# id -2

root sysadm_r:sysadm_t :3ystemLow-SystemHigh
[rootlrhelt T 1# newrole -r secadm_r
[root@rhelt "1# id -2
root:secadm_r:secadm_t :SystemLow-5SystemHigh
[root@rhelt " 1# exit

logout

[root@rhelt " 1# id -2
root:sysadm_r:sysadm_t :SystemLow-SystemHigh
[root@rhelt ™ 1# _




Add pam_rootok.so for run_init

sufficient pam_rootok.=so

include zystem-auth
ccount include zsystem-auth

password include zystem-auth
cession include system-auth
=ession optional pam_xauth.=o

Y"setospam.desrun_init" YL, Z2B5C written

56
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run_init works without root password each time

[root@rhelt " 1# id -2

root sysadm_r:sysadm_t :3ystemLow-SystemHigh
[rootl@rhelt "1# run_init service mcsirans restart
Authenticating root.

Htopping mcstransd:

Btarting mcstransd:

[rootlrhelbs ™1# _
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Add a user

[root@rhelt T"1# id -Z

root sysadm_r:sysadm_t :3ystemLow-SystemHigh
[root@rhelt ™ 1# useradd mlsuser

[root@rhelt " 1# echo redhat i passwd --stdin mlsuser
hanging password for user mlsuser.

passwd: all authentication tokens updated successfully.

[rootB@rhelt " 1# newrole -r secadm r
[rootP@rhelt " 1# _
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SELinux user types

[rootB@rhelt ™ 1#

id -&

root :secadm_r:secadm_t :3ystemLow-SystemHigh
[root@rhelt “1# s=emanage user -1

SELinux User

pguegt_u
[root@rhelt ™ 1# _

Labeling
Prefix

u=er
usenr
user

user

usenr
user
user

ML5~/
MCS Level

systemLow
SystemLow
systemLow

systemLow

SystemLow
systemLow
systemLow

ML~
MCS Range

systemLow
SystemLow
systemLow-SystemHigh

SystemLow-SystemHigh
systemLow-SystemHigh
systemLow-SystemHigh

systemLow
systemLow

sELinux Hol

git_shell_r
guest_r
auditadm_r

auditadm r
sysadm_r sy
zsystem_r

user_r
xguest_r
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Linux login names mapped to SELInux user types

[rootPrhelt ™ 1# semanage login -1

Login MName SELinux User ML5S-HMCS Range

_default_ user_u systemLow
root SystemLow-SystemHigh
zystem_u SystemLow-SystemHigh

[rootP@rhelt " 1# _




Add login and assign user type and range

[rootPrhelt ™ 1# semanage login -1
Login MName SELinux User ML5S-HMCS Range

_default_ user_u systemLow
root SystemLow-SystemHigh
zystem_u SystemLow-SystemHigh
[rootPrhelt ™~ 1# semanage login -a -s staff u -r U-TS mlsuser
[rootP@rhelt ™ 1# semanage login -1

Login Name SELinux User ML5S-MCS Range

_default user_u SystemLow

lsuser staff u UNCLASSIFIED-TOP SECRET
root systemLow-SystemHigh
zystem_u systemLow-SystemHigh

64
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Log in as nhew user

Red Hat Enterprize Linux Server release 6.3 (Santiago)
kernel Z2.6.32-2¥9.19.1.el6.x86_64 on an x86_64

helb login: mlsuser

Fassword:

[mlsuserBrhels ~15 id -Z

zstaff w:staff r:staff t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhele ~15 _
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Create a file

[mlsuserf@rhelt “15 pud

home/mlsuser

[mlsuserBrhel6 ~15 touch test

ouch: cannot touch "test’': Permission
[mlsuser@rhele ~15 _

denied




67

Can't write down!

[mlsuserf@rhelt “15 pud
home- mlsuser
[mlsuserBrhel6 ~15 touch test
ouch: cannot touch "test’': Permission denied
[mlsuserBrhels ~15 1ls -Zd4
mlsuzer mlsuser user_u:ob ject_r:user_home_dir_t:5ystemLow-3ystemHigh

[mlsuserBrhels ~15 id -Z
staff _w:staff _r:staff _t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhelb ~15 _




Can read down

[mlsuserf@rhelt “15 pud
home- mlsuser
[mlsuserBrhel6 ~15 touch test
ouch: cannot touch "test’': Permission denied
[mlsuserBrhels ~15 1ls -Zd4
mlsuzer mlsuser user_u:ob ject_r:user_home_dir_t:5ystemLow-3ystemHigh

[mlsuserBrhels ~15 id -Z

[mlsuserBrhel6 ~15 cat .bashrc
.bashrc

Source global definitions
if [ -f retcs/bashrc 1: then
setc/bashrc

User specific aliases and functions
[mlsuserBrhels ~15 1ls -Z .bashrc
-rw-r--r--. mlsuser mlsuser user_u:object_r:user_home_t:SystemlLow .bashrc
[mlsuserBrhelb ~15 _




One fix: recursively relabel the home directory

[rootl@rhelb " 1# id -2
root :secadm_r:secadm_t :3ystemLow-SystemHigh
[root@rhelt “1# chcon -v -R -1 U shomesmlsusers
hanging security context of 'shomesmlsuser..bash_logout’
hanging security context of " ~homesmlsuser..bashrc’
hanging security context of '~shomesmlsuser..bash_profile’
hanging security context of "~ /homesmlsuser/’
[rootlrhelb "1# 1= -aZ£ rhomesmlsusers
mlsuser mlsuser user_u:object_r:user_home_dir_ t:UNCLASSIFIED
root root system_u:ob ject_r:home_root_t:35ystemLow-5SystemHigh

mlsuser mlsuser user_u:ob ject_r:user_home_t1:UNCLASSIFIED .bash_logou

mlsuser mlsuser user_u:ob ject_r:user_home_t:UNCLASSIFIED .bash_profi

-rw-r--r--. mlsuser mlszuser user_u:object_r:user_home_t:UNCLASSIFIED .bashrc
[root@rhelt ™ 1# _
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Now writing works!

[mlsuserf@rhelt “15 pud
home- mlsuser
[mlsuserBrhel6 ~15 touch test
[mlsuserBrhels ~15 1ls -aZ
mlsuser mlsuser user_u:object_r:user_home_dir_ t:UNCLASSIFIED
root root system_u:ob ject_r:home_root_t:35ystemLow-SystemHigh

mlsuser mlsuser user_u:ob ject_r:user_home_1:UNCLASSIFIED .bash_logou
mlsuszer mlsuser user_u:ob ject_r:user_home_t:UNCLASSIFIED .bash_profi

mlsuser mlsuser user_u:ob ject_r:user_home_t:UNCLASSIFIED .bashrc

mlsuzer mlsuser staff_uw:ob ject_r:user_home_t:UNCLASSIFIED test
[mlsuserBrhelb ~15 _
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ssh as a non-root user

[mlsuserPrhelt 715 ssh mlsuserB@localhost

lsuser@localhost’s password:

Last login: Sun Feb £24 15:82:89 2813 from localhost
[mlsuserBrhels ~15 id -Z

=taff uw:staff r:staff t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhels ~15 _
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Escalating sensitivity within ssh

[mlsuserfrhelt 15 ssh mlsuserPlocalhost
lsuser@localhost’s password:
Last login: Sun Feb £24 15:82:89 2813 from localhost
[mlsuserBrhels ~15 id -Z
staff_uw:staff_r:staff_t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhel6 ~15 newrole -1 S
Error: you are not allowed to change levels on a non secure terminal
[mlsuserB@rhele ~15 _
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Figure out ssh's tty and the tty's SELInux type

[mlsuserfrhelt 15 ssh mlsuserPlocalhost

lsuser@localhost’s password:
Last login: Sun Feb £24 15:82:89 2813 from localhost
[mlsuserBrhels ~15 id -Z
staff_uw:staff_r:staff_t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhel6 ~15 newrole -1 S
Error: you are not allowed to change levels on a non secure terminal
[mlsuser@rhels ~15 tty

dev/pt=s-H
[mlsuserfrheld ~15 ls -Z sdevsptssH

ru--w----. mlsuser tty staff_uv:object_riuser_devpts_t :UNCLASSIFIED
[mlsuser@rhele ~15 _
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Add that type to securetty types

onsole device t
zysadm_tty_device_t
1zer_tty_device_t
=taff_ tty_device_t
uditadm_tty_device_t
zecureadm_tty_device_t

"setocrsselinuxsmlsscontextsssecuretty_types” YL, 133C written
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Now newrole within ssh works

[mlsuserfrhelt 15 ssh mlsuserPlocalhost
lsuser@localhost’s password:
Last login: Sun Feb £24 15:82:89 2813 from localhost
[mlsuserBrhels ~15 id -Z
staff_uw:staff_r:staff_t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhel6 ~15 newrole -1 S
Error: you are not allowed to change levels on a non secure terminal
[mlsuser@rhels ~15 tty
dev/pt=s-H
[mlsuserfrheld ~15 ls -Z sdevsptssH
ru--w----. mlsuser tty staff_uv:object_riuser_devpts_t :UNCLASSIFIED
[mlsuserBrhels ~15 newrole -1 5
FPassword:

[mlsuserBrhels ~15 id -Z
staff _w:staff _r:staff _t:5ECRET-TOP SECRET
[mlsuser@rhelde 15 ls -Z sdevspts-B

ru--w----. mlsuser tty staff_u:object_r:iuser_dewvpts_t :SECRET
[mlsuser@rhelds ~15 _
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ssh as a hon-root user with a sensitivity

[mlsuser@rhelt 715 s=sh mlsuser/staff r/SECRETRPlocalhost
lsusersstaff_r-SECRETPlocalhost’s password:

Last login: Sun Feb £24 15:23:46 2813 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhels ~15 _
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Can change levels down within sensitivity range

[mlsuser@rhelt 715 s=sh mlsuser/staff r/SECRETRPlocalhost
lsusersstaff_r-SECRETPlocalhost’s password:

Last login: Sun Feb £24 15:23:46 2813 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhel6 ~15 newrole -1 U

Password:

[mlsuserBrhels ~15 id -Z

=taff uw:staff r:staff t:UNCLASSIFIED-SECRET
[mlsuserBrhelb ~15 _
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Can't change levels outside sensitivity range

[mlsuser@rhelt 715 s=sh mlsuser/staff r/SECRETRPlocalhost
lsusersstaff_r-SECRETPlocalhost’s password:

Last login: Sun Feb £24 15:23:46 2813 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhel6 ~15 newrole -1 U

Password:

[mlsuserBrhels ~15 id -Z

staff w:staff _r:staff _t:UNCLASSIFIED-SECRET

[mlsuserBrhel6 ~15 newrole -1 TS

staff w:staff r:staff t:TS-SECRET is not a wvalid context

[mlsuser@rhele ~15 _
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Can change levels up within sensitivity range

[mlsuser@rhelt 715 s=sh mlsuser/staff r/SECRETRPlocalhost
lsusersstaff_r-SECRETPlocalhost’s password:

Last login: Sun Feb £24 15:23:46 2813 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhel6 ~15 newrole -1 U

Password:

[mlsuserBrhels ~15 id -Z

staff w:staff _r:staff _t:UNCLASSIFIED-SECRET

[mlsuserBrhel6 ~15 newrole -1 TS

staff w:staff r:staff t:TS-SECRET is not a wvalid context

[mlsuserBrhels ~15 newrole -1 5

Fassword:

[mlsuserBrhels ~15 id -Z
staff w:staff r:staff t:5ECRET
[mlsuser@rhele ~15 _
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ssh as a non-root user with a sensitivity range

[mlsuserfrhelt 71

staff _uw:staff _r:staff_ t:UNCLASSIFIED-TOF SECRET

[mlsuserBrhel6 ~15 ssh mlsuser-staff r-C-TS@localhost
lzsusersstaff_r-C-T30localhost’s password:

Last login: Sun Feb 24 15:22:48 Z813 from localhost
[mlsuserBrhels 15 id -Z

ztaff w:staff r:staff t:CONFIDENTIAL-TOP SECRET

[mlsuserB@rhele ~15 _
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[root@rhelt " 1# id -2
root sysadm_r:sysadm_t :3ystemLow-SystemHigh

[rootl@rhelb
[rootPrhelb
[rootPrhelb
[rootl@rhelb
[root@Prhelb
[rootPrhelb
[rootPrhelb
WX WX WX .
WX WX WX .
[rootPrhelb
logout

[root@Prhelb

Tl
Bk
Bk
Tl
Bk
Bk
Bk

mkdir
chmod

Set up secret and top_secret directories

-p #datarsecret ~sdatartop_secret
7?7 srdatarsecret rdatarstop_secret

newrole -r secadm_r

chcon
chcon
chcon
s -2

root root
root root

“ 14

exit

14 _

-R -t user _home_t ~data

-1 5§ rdatarsecret

-1 "TOP SECRET" rdata-top_secret
sdata

root:ob ject_r:user_home_t:SECRET
root:object_r:user_home_t:TOP SECRET
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ssh as misuser at the Secret level

[mlsuser@rhelt 715 s=sh mlsusers/staff r~-50localhost
lsusersstaff_r-S@localhost’s password:

Last login: Thu Dec 27 15:48:19 2812 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhels ~15 _
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ssh as misuser at the Secret level

[mlsuser@rhelt 715 s=sh mlsusers/staff r~-50localhost
lsusersstaff_r-S@localhost’s password:

Last login: Thu Dec 27 15:48:19 2812 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhels ~15 cd -sdata

[mlsuserBrhels datals ls -Z

ls: cannot access top_secret: Permission denied
ruxrwxrwx. root root root:ob ject_r:user_home_t1:5ECRET

[mlsuserPrheld datald _
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Secret can write to Secret area

[mlsuser@rhelt 715 s=sh mlsusers/staff r~-50localhost
lsusersstaff_r-S@localhost’s password:

Last login: Thu Dec 27 15:48:19 2812 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhels ~15 cd -sdata

[mlsuserBrhels datals ls -Z

ls: cannot access top_secret: Permission denied
ruxrwxrwx. root root root:ob ject_r:user_home_t1:5ECRET

7

[mlsuserBrhelb datalS cd secret

[mlsuserBrheld secretlS echo secrets » secret.txt

[mlsuserBrhel6 secretl5 cat secret.txt

[mlsuserPrhelb secretl§ _
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Can't read up

[mlsuser@rhelt 715 s=sh mlsusers/staff r~-50localhost
lsusersstaff_r-S@localhost’s password:

Last login: Thu Dec 27 15:48:19 2812 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhels ~15 cd -sdata

[mlsuserBrhels datals ls -Z

ls: cannot access top_secret: Permission denied
ruxrwxrwx. root root root:ob ject_r:user_home_t1:5ECRET

[mlsuserBrhelb datalS cd secret
[mlsuserBrheld secretlS echo secrets » secret.txt
[mlsuserBrhel6 secretl5 cat secret.txt

[mlsuser@rhelb secretl§ cd .. top_secret
-bash: cd: ..rtop_secret: Permission denied
[mlsuserfrhel6 secretly _
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Can't write up (write equality only!)

[mlsuser@rhelt 715 s=sh mlsusers/staff r~-50localhost
lsusersstaff_r-S@localhost’s password:

Last login: Thu Dec 27 15:48:19 2812 from localhost

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:5ECRET

[mlsuserBrhels ~15 cd -sdata

[mlsuserBrhels datals ls -Z

ls: cannot access top_secret: Permission denied
ruxrwxrwx. root root root:ob ject_r:user_home_t1:5ECRET

[mlsuserBrhelb datalS cd secret
[mlsuserBrheld secretlS echo secrets » secret.txt
[mlsuserBrhel6 secretl5 cat secret.txt

[mlsuser@rhelb secretl§ cd .. top_secret

-bash: cd: ..rtop_secret: Permission denied

[mlsuserBrhel6 secretl5 echo secrets > .. top_secretrszecret . txt
-bash: ..rtop_secretrssecret.txt: Permission denied
[mlsuser@rhelb secretl§ _
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ssh as misuser at the Top Secret level

[mlsuser@rhelt 15 ssh "mlsusersstaff r-TOP SECRET"@localhost
lsusersstaff_r-TOP SECRETPlocalhost’s password:

Last login: Mon Dec 31 15:H1:HB ZH1Z2

[mlsuserBrhels ~15 id -Z

staff w:staff r:staff t:TOP SECRET

[mlsuserBrhels ~15 _
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ssh as misuser at the Top Secret level

[mlsuser@rhelt 15 ssh "mlsusersstaff r-TOP SECRET"@localhost
lsusersstaff_r-TOP SECRETPlocalhost’s password:
Last login: Mon Dec 31 15:H1:HB ZH1Z2
[mlsuserBrhels ~15 id -Z
staff w:staff r:staff t:TOP SECRET
[mlsuserBrhels ~15 cd -sdata
[mlsuserBrhels datals ls -Z

ruxrwxrwx. root root root:object_r:user_home_1:5ECRET
ruxrwxrwx. root root root:object_r:user_home_t:TOP SECRET
[mlsuserfrhelb datal$ _
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Top Secret can write to Top Secret area

[mlsuser@rhelt 15 ssh "mlsusersstaff r-TOP SECRET"@localhost
lsusersstaff_r-TOP SECRETPlocalhost’s password:
Last login: Mon Dec 31 15:H1:HB ZH1Z2
[mlsuserBrhels ~15 id -Z
staff w:staff r:staff t:TOP SECRET
[mlsuserBrhels ~15 cd -sdata
[mlsuserBrhels datals ls -Z

ruxrwxrwx. root root root:object_r:user_home_1:5ECRET
ruxrwxrwx. root root root:object_r:user_home_t:TOP SECRET
[mlsuserBrhel6 datalS echo secrets » top_secret-stop_secret.txt
[mlsuserPrhelb datal5 cat top_secret-top_secret.txt

[mlsuserfrhel6 datal$ _
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Can't write down

[mlsuser@rhelt 15 ssh "mlsusersstaff r-TOP SECRET"@localhost
lsusersstaff_r-TOP SECRETPlocalhost’s password:
Last login: Mon Dec 31 15:H1:HB ZH1Z2
[mlsuserBrhels ~15 id -Z
staff w:staff r:staff t:TOP SECRET
[mlsuserBrhels ~15 cd -sdata
[mlsuserBrhels datals ls -Z

ruxrwxrwx. root root root:object_r:user_home_1:5ECRET
ruxrwxrwx. root root root:object_r:user_home_t:TOP SECRET
[mlsuserBrhel6 datalS echo secrets » top_secret-stop_secret.txt
[mlsuserPrhelb datal5 cat top_secret-top_secret.txt

[mlsuserBrhel6 datalS echo secrets » secretstop_secret.txt

-bash: secret-stop_secret.txt: Permizzion denied
[mlsuser@rhelb datald _
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Can read down

[mlsuser@rhelt 15 ssh "mlsusersstaff r-TOP SECRET"@localhost
lsusersstaff_r-TOP SECRETPlocalhost’s password:
Last login: Mon Dec 31 15:H1:HB ZH1Z2
[mlsuserBrhels ~15 id -Z
staff w:staff r:staff t:TOP SECRET
[mlsuserBrhels ~15 cd -sdata
[mlsuserBrhels datals ls -Z

ruxrwxrwx. root root root:object_r:user_home_1:5ECRET
ruxrwxrwx. root root root:object_r:user_home_t:TOP SECRET
[mlsuserBrhel6 datalS echo secrets » top_secret-stop_secret.txt
[mlsuserPrhelb datal5 cat top_secret-top_secret.txt

[mlsuserBrhel6 datalS echo secrets » secretstop_secret.txt

-bash: secret-stop_secret.txt: Permizzion denied
[mlsuserBrhelb datalS cat secretssecret.txt

[mlsuserfrhelb datal$ _
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ssh as misuser without a sensitivity

[mlsuserl@rhelt 15 ssh mlsuserlflocalhost
lsuser@localhost’s password:

Last login: Tue Jan 8 12:22:21 ZH13
[mlsuserBrhels ~15 id -Z

staff _w:staff_r:staff_t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhels ~15 _
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Can't read up

[mlsuserPrhelt 715 ssh mlsuserB@localhost
lsuser@localhost’s password:

Last login: Tue Jan 8 12:22:21 ZH13
[mlsuserBrhels ~15 id -Z

staff _uw:staff _r:staff_ t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhels 15 ls ~sdata

ls: cannot access ~sdatartop_secret: Permission denied

ls: cannot access Adatarssecret: Permission denied

[mlsuserBrhelb ~15 _




Escalate sensitivity to TS

[mlsuserfrhelt T15 ssh mlsuserflocalhost
lsuser@localhost’s password:

Last login: Tue Jan 8 12:22:21 ZH13

[mlsuserBrhels ~15 id -Z

staff _uw:staff _r:staff_ t:UNCLASSIFIED-TOP SECRET

[mlsuserBrhels 15 ls ~sdata

ls: cannot access ~sdatartop_secret: Permission denied
Is: canmmot access ~sdatarsecret: Permission denied

[mlsuserBrhel6 ~15 newrole -1 TS

[mlsuserBrhels ~15 id -Z
staff w:staff r:staff t:TOP SECRET

[mlsuserBrhelb ~15 _
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And read down works

[mlsuserfrhelt T15 ssh mlsuserflocalhost
lsuser@localhost’s password:

Last login: Tue Jan 8 12:22:21 ZH13

[mlsuserBrhels ~15 id -Z

staff _uw:staff _r:staff_ t:UNCLASSIFIED-TOP SECRET
[mlsuserBrhels 15 ls ~sdata

ls: cannot access ~sdatartop_secret: Permission denied
Is: canmmot access ~sdatarsecret: Permission denied

[mlsuserBrhel6 ~15 newrole -1 TS

[mlsuserBrhels ~15 id -Z
staff w:staff r:staff t:TOP SECRET

[mlsuserBrhels ~15 cat sdatartop_secretstop_secret.txt

[mlsuserBrhels ~15 cat sdata-secret- secret.txt

[mlsuser@rhelds ~15 _
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