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Assesses your Red Hat Enterprise Linux environment to help 

you identify and remediate threats, avoiding outages, 

unplanned downtime and risks to security and compliance.  

What is Red Hat Insights?



Included with Red Hat Enterprise Linux subscription, now with more value

*Active RHEL subscriptions 
versions 6.4 & higher

New and expanded services provide 
additional security and operational 

efficiency.

Red Hat Insights



Overview of Red Hat Insights services 

Vulnerability
Assess Common Vulnerabilities and 
Exposures (CVEs) with advisories

Advisor
Availability, performance, stability, and 
security risk analysis

Compliance
Assess and monitor compliance, built on 
OpenSCAP

Subscriptions
Track progress of your Red Hat subscription 
usage efficiently and confidently

Drift
Create baselines and compare 
system profiles

Policies
Define and monitor against your own 
policies to identify misalignment

Patch
Analyze for Red Hat product advisory 
applicability to stay up to date

Webinars on demand for many of these areas: 

bit.ly/insights_webinarlibrary

http://bit.ly/insights_webinarlibrary


What’s New in Red Hat Insights

November 2020 Release



Insights release theme - November 2020

Application / Workload 
Management for SAP

Ease-of-Use Security

 Provide a more meaningful Insights experience by 
giving you the ability to focus on what you care about

New workload management features for SAP with improved ease of use and security.

Red Hat Insights



Application / Workload Management for SAP

SAP Focus
● Adds a specific view just for SAP on RHEL customers 
● Auto detection and profiling of SAP workloads so that 

Insights identifies SAP systems for you
● Includes SAP specific recommendations, facts, and 

filters for a focused SAP experience
● Discovery of  SAP specific facts
● SAP facts are now available and can be used across 

services (e.g. Drift, Policies).

Red Hat Smart Management



Use the full value of your subscriptions

Buy Get

RHEL for SAP Solutions



Insights for SAP 
Filtered view to focus just on SAP 

workloads



Insights Workload Filters
Includes filters for SAP workloads and SID



SAP Topics
Includes recommendations for SAP 

Workloads, easily identifying common 
misconfigurations and issues.



Notable SAP Facts

Notable SAP facts included with Insights:
● SID
● Is it an SAP system?
● SAP Version
● SAP system number
● SAP instance number
● Tuned Profile



SAP Facts
Compare SAP specific facts across hosts



SAP Facts
Create internal policies to identify SAP 

misalignment



Ease-of-use

Register Systems
New Register Systems area guides you on how to setup 
Insights in your environment (RHSM, Satellite, public cloud, 
using Ansible, Puppet, or command line)

Filter Insights results by system tags
Tags and filters are applied across Insights services and are 
available at the top of each page 

Trigger history in the Policies service
Displays when a policy was triggered and by which system

CVE report in the Vulnerability service
Export a customizable CVE report to PDF 

Red Hat Smart Management



Register Systems Page
Guided instructions on how to register 

hosts to Insights 



Filter by tags
Filter systems using tags set on systems



Policies trigger history
See the trigger history for each policies 

inside of the Policy service.



Vulnerability custom report
New CVE report capability enables you to 

create customizable PDF reports.



Security

Role Based Access Control (RBAC) enhancements
● Create custom roles with fine-grained user access 

permissions for Insights and other services. [Beta]
● RBAC enabled on Inventory allowing you to remove 

Inventory read and write permissions from users in 
your organization, and selectively configure users who 
should still have access.

New Trust page
A new trust page is available to help make it clear how Red 
Hat treats data collected by Insights.
https://cloud.redhat.com/security/insights 

Red Hat Smart Management

https://cloud.redhat.com/security/insights


Insights Security Page
Available at: 

https://cloud.redhat.com/security/insights 

https://cloud.redhat.com/security/insights


Insights Demo



Q & A
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Red Hat Insights

Resources and next steps

Additional resources and next steps

Enable Red Hat Insights 
You have Red Hat Insights at no additional cost:

red.ht/insights_start   or 

Use cloud.redhat.com/insights   >   Register Systems menu item

Learn more in the documentation
bit.ly/insights_docs

▸  Watch the intro video.

▸  Read the Insights blog.
Find more “how-tos” on capabilities in the webinar library
bit.ly/insights_webinarlibrary

▸  Watch the Cloud Connector 
video

https://red.ht/insights_start
http://cloud.redhat.com/insights
http://bit.ly/insights_docs
https://www.redhat.com/en/about/videos/introduction-to-expanded-red-hat-insights
https://www.redhat.com/en/blog/channel/red-hat-insights
http://bit.ly/insights_webinarlibrary
https://www.youtube.com/watch?v=UvSN2uJZ16M&t=2s


Resources and next steps

bit.ly/insights_webinarlibrary

Learn on the fly and watch for upcoming webinars 



Looking forward to a great year in 2021!  
Please check our webinar page in the new year.  



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of 

enterprise open source software solutions. 

Award-winning support, training, and consulting 

services make Red Hat a trusted adviser to the 

Fortune 500. 

Thank you


