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IBM System z [31

FELEITHRS, Red Hat EE T {AMRES. R#LUK Red Hat BRI EEeF A LM E,

1.1. Red Hat Enterprise Linux for POWER, Little Endian

Red Hat Enterprise Linux 7.1 AR T IBM POWERS ZIE23# IBM Power Systems {ElfR2a 5 T little
endian EMI#E, %EBI7E Red Hat Enterprise Linux 7 &, IBM Power Systems {£#%24t T big endian B9
&, TER POWERS M{alfk2s L 1% little endian BERIZ % Tt 64 {iIT Intel AR (x86_64) #
IBM Power Systems 2 [EIFIfE T2 AT #E14,

RS S RIRMBII MR EE N, 7E IBM Power Systems {25 _ELL little endian &R 2 Red Hat
Enterprise Linux, ELENEEFEH Red Hat & AOMBULE [FE] oS,

Red Hat Enterprise Linux for POWER, little endian £ {EE R IBM POWERS R 23 (AR 25,

B & Red Hat Enterprise Linux for POWER, little endian {£#% %% &A% /F %4 Red Hat
Enteprise Virtualization for Power FH KVM BE, BRIl AT IBEEEERE FETRE,

ZEEN LERAT GRUB2 FHEH AR LUEITHRFERK. ZEEREEMUTE T A GRUB2 k4
IBM Power Systems 5% & #8iE& Fa 1 {7 iR 25 F9 18 7~

little endian £2 big endian #3849 Red Hat Enterprise Linux for POWER &/ {#f IBM Power Systems £
FIEMEEEH.

# Red Hat Enterprise Linux for POWER, little endian FREZIIHIEHER T ppc6dle REBHRERME - LA
@t gce-4.8.3-9.ael7b.ppc64le.rom,

[1] 55X, Red Hat Enterprise Linux 7.1 X E %47 64 iITHERE £, Red Hat Enterprise Linux 7.1 RELLE HiHk
R A AT 32 AITTHIEERIR, SIELFIARAR Red Hat Enterprise Linux.

[2] Red Hat Enterprise Linux 7.1 (little endian) B Ri{#%1%{FA7E Red Hat Enteprise Virtualization for Power #]1
PowerVM hypervisor TH] KVM & EE,

[3] 555X &= Red Hat Enterprise Linux 7.1 & IBM zEnterprise 196 5 B #THIFERE ; IBM System z10 KB FH#ZR#EE
TEZATE, IHEEEFEE Red Hat Enterprise Linux 7.1,
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&= 2. Hardware Enablement

&= 2. Hardware Enablement

2.1. Intel Broadwell Processor and Graphics Support

Red Hat Enterprise Linux 7.1 adds support for all current 5th generation Intel processors (code name
Broadwell). Support includes the CPUs themselves, integrated graphics in both 2D and 3D mode, and audio
support (Broadwell High Definition Legacy Audio, HDMI Audio and DisplayPort Audio).

The turbostat tool (part of the kernel-tools package) has also been updated with support for the new
processors.

2.2. Support for TCO Watchdog and 12C (SMBUS) on Intel
Communications Chipset 89xx Series

Red Hat Enterprise Linux 7.1 adds support for TCO Watchdog and 12C (SMBUS) on the 89xx series Intel
Communications Chipset (formerly Coleto Creek).

2.3. Intel Processor Microcode Update

CPU microcode for Intel processors in the microcode_ctl package has been updated from version 0x17 to
version 0x1c in Red Hat Enterprise Linux 7.1.
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Red Hat Enterprise Linux Z%#23 Anaconda 21838, LI{EtXZE Red Hat Enterprise Linux 7 IR &ERF,

T

B ZEEATERAESE T —ERNER, LE@MRREETREREFIN Kdump kernel BRI
#ll, RS RAELTETNEREEMEMA firstboot TREEXIGETEREN, AMEREERNMENER TISE
EFERERTIRRN, B, BAE—HREERRENRRL, EETREEFHEE Kdump, HHNE
HEEZBEENRRKENREE (REHRE) REFI.

RFED HAT ENTERPRISE LIMNUX 7.1 INSTALLATION

HKdumg is & kernel crash dumping mechanism. In the event of & system crash, kdump will capbure information from your system that can be invaluable in determining the

cause of the crash, Mote that kdump does require reserving a partion of system memary that will be unavalahles for ather uses

&* Enable kdump
tdumg Memary Resenatian; Automatic & Manuat

Memory To Be Reserved (MB): LZ2E +

Total Syrstem Memory (MB): 1024
Usable System Memary (MB): B26

B 3.1. H M Kdump =@\

FEHESEINEMEEHRE, RBEEAEREETTHNE, Mo EFERBEEE LFRANMLE.
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_ Mew Red Hat Enterprise Linux 7.1 wdal
Installation
Mount Point: Dewice(s):
fhaat Wirtio Block Device (vds]
500 ME
! 8672 MiB
ral-met
Swap 1024 MiB Drevice Type:
et ST, Srandard Partition v Encrypt
File System:
=k ot
Label:
Updaze Sectings
Note: The settings you make on this soresn will
At o o E Aol be appded wabid i
AUAILARLE SFACE TCTAL SPALCE
9925 KiB @ 10 GiB
1 stwrage device zelected Rese=t Al

B 3.2. EFEIOFERER S FIERm

TIREEAERERERN MR ¢ THAE SEHREEREREE. BEEEEM, FHENEREET
FH T+ #Ref, {OREREE B, TEZERHERMN REEHEER ) HEARPRERE. SN
i5 A2 H NetworkManager PRy, it HEEEH N (Red Hat Enterprise Linux 7.1 #HE#EEY .

BiEEE L3787 218 Kickstart EIH, FIEFAEUTERD

ZEEANCITBERZEFIEES KT, REMAERGSEMR tmux ERMEREZES 1 (ttyl) 2
h, EEAETREREFREFIHES, FET ctrl+ALt+F1 REYJEEE tmux, AEFEA Ctrl+b X REFR
FERECEETYHR (X BRABTEEE FANEERERT)

=EYMEEBFNE, R T Ctrl+Alt+F6,

Anaconda iGN EIREC T E T BHHHE, EEMIRTE, BE—IBZLE T anaconda EHBRG
LfEFH anaconda -h 5%, ESHNNEEERE—PETHNLZENRBE LAITRERLN, EXHRERIR
RLEIEEEEE,

Kickstart 355 #3218

logvol R E THNEIR : --profile=, FEAEBRRIRNIEERFDEESMIVEEREERLHE.
HEATERES, XLBLERISERESMH metadata H,

TAIERE, THMREEREA default # thin-performance, tHEZER /etc/lvm/profile B
sk, AREVISRESEFA, 2Z2H 1lvm(8) man page.
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The behavior of the - -size=and - -percent= options of the logvol command has changed.
Previously, the - -percent= option was used together with - -grow and - - size= to specify how much
a logical volume should expand after all statically-sized volumes have been created.

Starting with Red Hat Enterprise Linux 7.1, --size=and - -percent= can not be used on the same
logvol command.

autostep Kickstart #5458 - -autoscreenshot EIEE(EE, WHIRTFEEEMESEERNEE (B
BHEZEMmAF) 7EFF /tmp/anaconda-screenshots Bk, TEREREFTHE, ELBEES WK
A /root/anaconda-screenshots H,

liveimg fEHIREEIRK tar IERMMIRIRIEETRE., tar BiBER VAT EREENH root 15X
Rk, WEHERLWHMAL (tar, .tbz. .tgz. .txz. .tar.bz2, .tar.gz, =2 .tar.xz {FAKE
E.

network I T EIIA T HIRIMRIR, LR EMEEEE. ELRESR :

--bridgeslaves=: E# [ 7 RIER, M --device= RIBIEE T £ BLBNHERBEESHE
3, WHEER --bridgeslaves= BIEHHNEEFSHITIEERZE L, A0 :

network --device=bridge0® --bridgeslaves=eml

--bridgeopts=: ERE:ZRAME. LLERERBEMN—IBENE F2H. THANER
stp. priority. forward-delay. hello-time. max-age M % ageing-time, SXEVISEZH
RN ELBHMERIEA, B2 H nm-settings(5) man page,

autopart 5585 7 —(EFEIE - -fstype, IEIFEEZEEIL Kickstart #2XPERHEBHESEIRF, B
IR ISR RIAERE (xfs) .

Several new features were added to Kickstart for better container support. These features include:

repo --install : EEFNEEEHREEREFEFECRERM LR /etc/yum. repos.d/ Bix
., ZREALLEE, BER Kickstart ERPHHREER ERTETREREFNGER, MBEEER
ERMRBLER,

bootloader --disabled : IthIEBIHAE R Lot Rt E ATE R,

%packages --nocore : Kickstart #£3 8 %packages E O HIFIRIE, THFHIERERE @core E
R, SReETETR/NEIBREFERED container E/,

Please note that the described options are only useful when combined with containers, and using the
options in a general-purpose installation could result in an unusable system.

Entropy Gathering for LUKS Encryption

10

If you choose to encrypt one or more partitions or logical volumes during the installation (either during an
interactive installation or in a Kickstart file), Anaconda will attempt to gather 256 bits of entropy (random
data) to ensure the encryption is secure. The installation will continue after 256 bits of entropy are
gathered or after 10 minutes. The attempt to gather entropy happens at the beginning of the actual
installation phase when encrypted partitions or volumes are being created. A dialog window will open in
the graphical interface, showing progress and remaining time.

The entropy gathering process can not be skipped or disabled. However, there are several ways to speed
the process up:

If you can access the system during the installation, you can supply additional entropy by pressing
random keys on the keyboard and moving the mouse.
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If the system being installed is a virtual machine, you can attach a virtio-rng device (a virtual random

The system needs better quality of random data, you can improve it by typing
randomly on keyboard and moving your mouse. The installation will continue

automatically regardless of random data quality when time runs out.

Random data quality:
SR —

Bl 3.3. Gathering Entropy for Encryption

B &R PN EH

ZERABHMTEPHNSEEEUK Initial Setup TEERATIRAEEAE FA BREBULRALHAE. BT

INSTALLATION SUMMARY RED HAT ENTERFRISE LINLIX 7.1 INSTALLATICHN
- ;

The Installation Summary Screan
Hedp!
Paga “iew ©Go EBookmarks r

0O The Installation Sumenary Soreen i .

LOCALIZAT|
The Installation Summary Screen

The Installation Summary soreen is the central location for setting up an instalation,

Irstead of directing you through consecutive screens, the Red Hat Enkerprise Linus installstion

pragram allowis vou to configure your instalation in the arder you dhoo=e

Use your mouse to select a menu kern to configure a sedion of the installabion. When you have
carrpletad configuring a section, or if you would ke to completa that section ater, click the Done
butken locatad in the uppar keft corner of tha scraan.

SOFTWARH Gty sections marked with 3 warning symbol are mandatory, A nate at the battom of the screen
warns you that these sections rrust be completed before the nstalation cam begin The ramaining
sackions are opbional, Bemeath each section's title, the current configuration is surmmnarized. Using
this wou can determine whether veu need te visk the section te canfigurs & further.

A Once all required sections are complete, chick the Begin Installstion buttan. Alse see Begin

Irnstallation.

STYSTEM Ta cancel tha mstallation, chck the Qur button.

& Whan relabed background tasks are baing run, certain manu tems may be temporanhy

grayed aut and unavalahle.

If you used a Kickstart option or a boot command-line aption te spacify an instalation repostory on
a mebwark, but no netwerk is avallabla at the start of the installstion, the nstalation program wil
display tha configuration scream for vou te set up a metwork connaction prior to displaying the

Imstalation Surrenary soraan

{;-, Please comp 1oU €8 skip this step if you are irstaling from am instalation DVD or other locally accessible madia,

aeel womis meg moeb g simi ol ek magel el el b Giegels blag ok ollotime B Prahsime |

Bl 3.4. Anaconda built-in help

3.2. FBEHARERX
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IBM Power Systems L& ENIREFEA T GRUB2 FA#E ARE N RER SSRIIRHRY yaboot, ¥/X Red Hat
Enterprise Linux for POWER Y big endian BU%87k:#, £ GRUB2 &k, AMEINAI{EA yaboot, #7{i
F&R little endian BY3RFTEFFH GRUB2 KB,
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LVM 1REY

As of Red Hat Enterprise Linux 7.1, LVM cache is fully supported. This feature allows users to create logical
volumes with a small fast device performing as a cache to larger slower devices. Please refer to the 1vm(7)
manual page for information on creating cache logical volumes.

HER, FRBESM (LV, logical colume) BLUTBRH :

RE LV WERRSENEE, TEARBEERE (thin-pool) BJLV. RAID LV BIMGIE. SEMEEF
VA SEEECR

The cache LV sub-LVs (the origin LV, metadata LV, and data LV) can only be of linear, stripe, or RAID
type.

REX LV EEII 2R, AAEBEREME, ENBRINEYE, SBRRRINE, DUEEENEMEEREILR
Hyo

28 libStorageMgmt API R TREFE BRI EE

Red Hat Enterprise Linux 7.1 @& 1ibStorageMgmt (#FMEFIMEIL API) , TEXREBEHFEIEE, I
RMB API EEIRE. RE, EREGTMARAETETANHAERES, tERAMREIEEINEIIE, RRE
BEMALUEA libStorageMmgmt & G5INEH, RFBEEFFEE. BPRER#FEERER. FIR
Targetd ABHER U T TLRETIE, KARKMIAEM,
NetApp Filer (ontap 7-Mode)
Nexenta (& nstor 3.1.x)
SMI-S, #aLLUTRREIRYE mER
HP 3PAR
0S3.21LE
EMC VMAX E& VNX
Solutions Enabler V7.6.2.48 LAt
SMI-S Provider V4.6.2.18 hotfix kit LA
HDS VSP Array non-embedded provider

Hitachi Command Suite v8.0 ULt

fRFME% libStorageMgmt W&, FBH (FEEEEER JEHHEEFEDE) —%

Y1 LSI Syncro

Red Hat Enterprise Linux 7.1 £ megaraid_sas SREIF2XHEE TR, LULHA LSI Syncro CS high-
availability direct-attached storage (HA-DAS) 1Z#l£, EE LIS ENRH EERESE
megaraid_sas SEENTER, SAT{EFLLERENFZNHEED Syncro CS ARMTTRE., MiTEHIFMZERKEER

LSI, EHRMEESE, HNERBMmAENRIZM, EE Red Hat Enterprise Linux 7.1 EE& Syncro CS By
EFIRHEEER R4 Red Hat #1 LS|, AREX{SE L HRAM LSI Syncro CS IR AR LHIERIEA, HBH
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Storage_Administration_Guide/ch-libStorageMgmt.html
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LVM FERERBEZE T

Red Hat Enterprise Linux 7.1 @& 7 ## LVM FEARARBNE (AP1) FARMIEE, Ltk APl aJ#EEERAK
EFNILE] LVM B EHLAE,

152 H lvm2app . h 1Z581E,

DIFIDIX %12

DIF/DIX J3—IB##] SCSI Z2#I18H, L& Red Hat Enterprise Linux 7.1 REFRMTFEE. DIF/DIX #§% AR
512 I CAARGERIE R 512 @INEI T 520 fIyohl, WHTIE T ERTEMMA (Data Integrity Field, DIF) .
DIF 7 E B NG RNZE4ER, #7588 Host Bus Adapter (HBA) Fﬁ;d‘ﬁﬁ’]ﬁﬂln__niﬁ checksum fg, EFEE
EEZEFESEEINEFFESR checksum, WEIFH#EFE R checksum, ki, EFENERZEER, EFEEM
EINAB HBA B al# & 5% checksum,

1858 DM-Multipath BIFEESE R0 7 Bl Y

device-mapper-multipath TEE#E@R, "TEAMERFE multipath.conf 832, Alt, WX
multipath.conf @& 7 EAEEEITHELE, device-mapper-multipath €EREER, I RIKELEER
SRR,

BRIz 4, UTERAFTHRIAEERIMA multipathd show paths format 154 :
%N E %n 9 BIR<EHEL BIER Fibre Channel World Wide Node &#&,
%R E2 %r 43 Bl FR s EHEEL HAZER Fibre Channel World Wide Port &%,

RAEMAETUEREZ MG multipath SRR ENER. BREREEEEETRE, SREAEREATMNERE
HFRE.
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https://access.redhat.com/site/documentation/en-US/Red_Hat_Enterprise_Linux/7-Beta/html/Storage_Administration_Guide/index.html
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Y iE Btris B2 R

Red Hat Enterprise Linux 7.1 BRILUIRMTEEME AN, ik Btrfs (B-Tree) HERRMR. SEERMIZMH
THEENETIEINAE. TEE. URAERMY., Btrfs BEiEF HE I snapshot, (KA BREREBELEIE
IhBe,

OverlayFS

The OverlayFs file system service allows the user to "overlay" one file system on top of another. Changes
are recorded in the upper fil esystem, while the lower file system becomes read-only. This can be useful
because it allows multiple users to share a file system image, for example containers, or when the base
image is on read-only media, for example a DVD-ROM.

On Red Hat Enterprise Linux 7.1, OverlayFsS is supported as a Technology Preview. There are currently two
restrictions:

It is recommended to use ext4 as the lower file system; the use of xfs and gfs2 file systems is not
supported.

SELinux is not supported, and to use OverlayFS, it is required to disable enforcing mode.

1T NFS %18

PNFS (F4T NFS, Parallel NFS) 73 NFS v4.1 RN —E 9, EA - mUER. TTHNARAFREEE
B, pNFS Bt HBEERNIFEH, tE NFS EARSFERMENEE,

pNFS defines three different storage protocols or layouts: files, objects, and blocks. The client supports the
files layout, and with Red Hat Enterprise Linux 7.1, the blocks and object layouts are fully supported.

Red Hat S ERH MmralHRRIAISHEE G F, TEiSRIBHEHTH pNFS 18X, DUREHIEANTERIE,
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Ceph EEKERIR

libceph.ko # rbd. ko EfHE 1€ = Red Hat Enterprise Linux 7.1 B kernel &, &£ RBD kernel 2fHAE
3% Linux E#1% Ceph BIRRER & —E—RMREERE, UaHEHE—(EBHZMBNLARENERSR
%, B0 XFS or ext4,

5 F R, CephFS #&#f ceph.ko B#IfE Red Hat Enterprise Linux 7.1 R id A= EIZE,

R Flash MCL B

IBM System z 224 _£# Red Hat Enterprise Linux 7.1 FE/XAHBERNBERAKR (MCL) , ELFAREER
B2 0 FENBER TERERMMEEN L, BRI E AL B REFEEREER.

REX kernel (E#H

Red Hat Enterprise Linux 7.1 ¥T18 7 kpatch, ERE/FAMTEEMEIRET Tkernel T ERE
X1 . kpatch TERXEEFERESTIE—HETHEM kernel BHEER, ©RERBRESEHFEKNIERL TE
RENIEH kernel, 55X, kpatch EXXIE{E AMD64 1 Intel 64 2248 L# 1T,

LIi8@ 1 & CPU %)% &) Crashkernel

Red Hat Enterprise Linux 7.1 B8 foFFLARBE—1E CPU 3IE &) crashkernel, SEIEINEEBREMTAE,

dm-era HEE

Red Hat Enterprise Linux 7.1 #7187 dm-era device-mapper BiZ{E&TTEE, dm-era 2 EBMEFEREESE
RIBEFELER (84 Teral ) N, HEANERENL, &E era BREEHIEE1EERIN era (FAKRERIEHN
32 MITETEE AR MEE, Lt EEREEFENREBEBHITLERE ERER R EREE., ShREstHRRNAE
ETHANERHE, LEEREBRKE snapshot Z R FRE RN —H 14, dm-era BEEETRHIE dm-cache
SEELRES R

Cisco VIC kernel BREI2=;

Cisco VIC Infiniband kernel BEENF2 R B #T8 E Red Hat Enterprise Linux 7.1 /A MTTEE, E(EEREIFER AL
SEIRTEFALEE M Cisco 2248 L E A %A1l Remote Directory Memory Access (RDMA) BYEER.

1858 7 hwrng 8 Entropy EIE

1£ Red Hat Enterprise Linux 7.1 #93%58 virtio-rng 384 Linux ZEEIR M ERLIFEE RNG (hwrng) BIXIEE
@258, SR, MEEEZFEAFEA rngd daemon WG EIEMAEEE kernel B entropy 5£ith, % Red Hat
Enterprise Linux 7.1 B8, EEFHTROEHZIR, HREN entropy BR—EFEER, BEFHN
khwrngd $\{T#IE S virtio-rng £BES entropy, EEIEEFEELAERBIFTA Red Hat Enterprise
Linux ZEAMFIA KVM EHRTIRA. RNENFERLIFEE RNG L2 HIBIATHEE,

HiEds AT AN EE N E

ZAl, HREEANEE TS AFARER CPU IS4, £ Red Hat Enterprise Linux 7.1 /1, A&
CPU WHBEBHFH R E7E CPU BRI H FHIFET, FINTASREIERFE CPU MEEHTHSR, FHitX
HEREE,
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W& T HEE SR M newidle 4
HEfE 245 4 B IR BB LAE B AT HITHIEFSEE, {F1E1E newidle FEEHIES(EF, SREHRBIENN

e,
HugeTLB X EERIHIELH 1GB Huge Page 4 #ic
Red Hat Enterprise Linux 7.1 E0A T 7E runtime S EER 2B LM% IE, E8E5 1GB hugetlbfs MIEAE

FEELE runtime BF, E1E 1GB FEL ERiRHMEIEH —E2RESFEL (Non-Uniform Memory Access, NUMA) £
%60

38 7 B MCS BySEERHI

Red Hat Enterprise Linux 7.1 & 7 —{E#BSEHE#S] ; MCS $HE, EIRFTHISEERHI KIER D T KE R
B spinlock ZE4 871, Ef#1S spinlocks Ef2 F1F Red Hat Enterprise Linux 7.1 RHINEEF,

EF#HEX/NEH 8KB EBINE 16KB

¢ Red Hat Enterprise Linux 7.1 %8, kernel F2F#& X/NEH 8KB &INE 16KB, LAHBIERHEZ2HEMN
ABUGRIESR,

uprobe #1 uretprobe ThEE 25 R perf #l systemtap A

& f# A Red Hat Enterprise Linux 7.1 B, uprobe # uretprobe IhgEIRE 2 8EEL perf $55H systemtap
script & EeE A,

ARl EN—BMERE

Red Hat Enterprise Linux 7.1 522 {E7E IBM System z EHIRHIRER — B E, SRATERTEM
I EEMIRERERAEXK,

1£ 32 it k¥ L DRBG

E{# A Red Hat Enterprise Linux 7.1 BF, SREMREHAITEESS (deterministic random bit
generator, DRBG) B2#XE#HLATE 32 AImhIRiffiLEE,

KB Crashkernel B9Z1E

The Kdump kernel crash dumping mechanism on systems with large memory, that is up to the Red Hat
Enterprise Linux 7.1 maximum memory supported limit of 6TB, has become fully supported in Red Hat
Enterprise Linux 7.1.
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= 7. B

20 KVM R K vCPU 82

KVM & EE iR iRV E#E CPU (VCPU) X AEEERINS 240, EHREEEIN T EAET LIS ERETE
ImfE A ERRIESREE, WIUEENEE.

QEMU. KVM £ libvirt API ZEER K Intel i fESE
Red Hat Enterprise Linux 7.1 1, ¥ A Intel Core FRIE23HIZIE DI A QEMU hypervisor, KVM

kernel [RIA85. LUK libvirt API, 5EREEE KVM B EEIGHFE AL TS5 EAM : ADCX. ADOX.
RDSFEED. PREFETCHW LA&K SMAP (supervisor mode access prevention) .

KVM ZEimR) USB 3.0 2%

Red Hat Enterprise Linux 7.1 $8F#78 7 USB 3.0 host adapter (xHCI) i EAZMEE, LEESHREN
USB %1%,

dump-guest-memory 355 HERFETHEE

Red Hat Enterprise Linux 7.1 F1, dump-guest-memory 155 X1E EMMENFNERTEIIEE, EWMAERNEE, &
AILAGREEEAE A virsh dump EESHERAEMEZMEZEEN, Rites, EBHEEEENE Eim{EED
¥, SHEERBREEENENEEREE R,

P EE R AR O E RS

1f Red Hat Enterprise Linux 7.1 A, BB EEKEZENEIE (OVMF, Open Virtual Machine Firmware)
M ATFEERR. OVMF 2 AMD64 £2 Intel 64 & iR UEFI Z2IX BRI,

Hyper-V B8R3N EE R A et

Hyper-V #EE&ERENFE 0RO TR #4514 AT cUE MR 3N BE. 5180 Receive-Side Scaling. Large Send Offload.
Scatter/Gather I/0 #32% 2% &, HEREMHEH 28N,

hyperv-daemons 1 hypervfcopyd

hypervfcopyd daemon E10A hyperv-daemons £, hypervfcopyd & Hyper-V 2012 R2 F# #1178
Linux & EEiH{E FAMERE MRS, ERRFEEZIHERESR (FiB VMBUS) E Linux & ik L,

libguestfs BT R4

Red Hat Enterprise Linux 7.1 #J 1libguestfs (FHX. BcRERHKEIFUMIRMGIENTER) 5IAT Z1EY
'I‘io

IR
virt-builder — 17 EEHEFRGERNFF TR, £ virt-builder AIRE, REMEIT, BHRZFERK,

virt-customize — EEE I RIHAEIMKIERIFT TR, virt-customize Al ARLZEE M. (RELCETE.
1T script i 5% E B HS,

virt-diff —BATmAERESRNERRMcEZENTIE, virt-diff TE S H snapshot 2 [EIRIERE 2
@Q
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virt-log — REEIRFIHBFENIFT TR, vitlog TEXIRSERER, SIEER Linux, FHEBEREHN
Linux, A% Windows 450 8%.

virt-v2v — ¢ HE hypervisor B E EiRZE KVM B9¥T TR, ®IH libvirt, OpenStack,. oVirt, Red Hat
Enterprise Virtualization (RHEV). REEBEE®E, BAJ virt-v2v ATLAEEH: Xen B2 VMware ESX B9
Red Hat Enterprise Linux £2 Windows % EE i,

Flight Recorder ;B #{ThaE

Support for flight recorder tracing has been introduced in Red Hat Enterprise Linux 7.1. Flight recorder tracing
uses SystemTap to automatically capture gemu-kvm data as long as the guest machine is running. This
provides an additional avenue for investigating gemu-kvm problems, more flexible than gemu-kvm core
dumps.

fREnanfaECE. XA flight recorder JEHEZNRE, FERH (EHECEZEBEHRETIEER) .

RDMA-based Migration of Live Guests

The support for Remote Direct Memory Access (RDMA)-based migration has been added to 1libvirt. As a
result, it is now possible to use the new rdma: // migration URI to request migration over RDMA, which
allows for significantly shorter live migration of large guests. Note that prior to using RDMA-based migration,
RDMA has to be configured and 1ibvirt has to be set up to use it.
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=8 &5

Corosync BB REREDL& T

token_coefficient EIEE M ZE Corosync Cluster Engine. token_coefficient HWHEEE
nodelist SO MWIEENLTE T EV=EMBEFER, FHERT, EMMRERERENT :

[token + (amount of nodes - 2)] * token_coefficient

SREERSEERER, EFRSNLHRMFEENESRE. TRR(ES 650 ms, TBEFTHKERS O,
i M PRIETRINEE,

IRTIRERERE Corosync BRIZETRARVENERTIBMFBER,

fai

Corosync Tie Breaker 183&IhAE

Corosync ¥ auto_tie_breaker hEINEECIIBRE, WHIE TRELEAZS FMEEFEN tie breaker
ERAEIE, FRAERECHZE M, FHEESEEESHBTENBERTREME, NBEMPIERR
{KEiRS ID SN2 EiR ID MEIRIRE.

Red Hat High Availability #23&3h#g

£ Red Hat Enterprise Linux 7.1 #1Thk#, Red Hat High Availability Add-oOn i TF35UIThAE, AREX
LT LVERIEA, 2 M (High Availability Add-On 2535 ) .

pcs resource cleanup ERRECHEERERREIL AFTEEZRETT failcount,

&7l %A pcs resource move FESIEE—@E lifetime B, LUEHIEEIESFIEIIMERHIHIEFRE
REZER.

BRI pes acl ERRAAMERERTEER, UBBFIEFIFTE (ACL) RREMEREHNERE
ENERERMEENZTER.

MRTY —MRMIERRIEZ 4, pcs constraint IESIRENRZIER B R EHFIHERIE,

pcs resource create 59 X1E disabled 28, LUEEEIMNE RIS HELH,
pcs cluster quorum unblock IETREERSETEILPHEF, BAREFSFFTENEE.
&AI&E® pcs resource create 155 H) before ] after 2EKEEEZ REEMIER.

IR R B B HD £ —1E tarball 7, 3518 pcs config 55 H backup #1 restore ;&18, KEMHH
PEEMEME LNEEREES,
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59 WERMAIER

System z Binaries £ Linux Hot-patching (Z4&#) XiE

GNU Compiler Collection (GCC) % System z binaries % #THENISEF TR LIEHZIE, ERS86F
FA—IR TTheeEM] 2GBIFREM hot patch ThEE, BIRAIEEEA -mhotpatch 847 IRIREN/E A A INRE
B hot patch,

% F hot-patch EREEE K/NFIMEEE EENFE, RILEZEHEFEINEEMER hot-patch, MIEEHEFIAIN
HE/% A hot-patch,

System z binaries _£# Linux Hot-patching Z1gR 5% Red Hat Enterprise Linux 7.0 BT TRE, X
Red Hat Enterprise Linux 7.1 &Iz #8282 3XE,

WeEE MR T g ThEE

Red Hat Enterprise Linux 7 @& T Performance Application Programming Interface (PAPI) , PAPI /3
FEMEES ENBETEN RN BRI, ELstHaA—HEt EE4NEESR, EEEHER
R IBARThEE AR SR, RIS LEEH A HEIETERAENNEERI 2 7 LR,

In Red Hat Enterprise Linux 7.1 PAPI and the related 1ibpfm libraries have been enhanced to provide
support for IBM Power8, Applied Micro X-Gene, ARM Cortex A57, and ARM Cortex A53 processors. In
addition, the events sets have been updated for Intel Haswell, Ivy Bridge, and Sandy Bridge processors.

OProfile
OProfile 2ERMEEH Linux RO ITE, SFEFSESTSHUESHAMNARXET, HEIHTERBERER
BE#MENS, 1 Red Hat Enterprise Linux 7.1 f1, OProfile 2{E #5718 7 U T REIIRIE : Intel Atom

Processor C2XXX, 5th Generation Intel Core Processors. IBM Power8. AppliedMicro X-Gene, LAX% ARM
Cortex A57,

OpenJDK8
Red Hat Enterprise Linux 7.1 @& T java-1.8.0-openjdk E4EAZMTTEE, ©ES T &HRH Open Java

Development Kit (OpenJDK) , gl @ OpenJDK8, ELEMHIRMH T Java SE 8 WREFESIZLEE, HH
BEEABTA. {REE1E Red Hat Enterprise Linux 7.1 189 java-1.7.0-openjdk E4E4TE R,

Java 8 @& T ZIEHNE, fli0 Lambda FXxz\. FEFR AN, FREERIF Stream API, JDBC 4.2, 1Ege
AES % 1&, LIREECLZIENE, RTELZH, Open)DK8 EEE THIEH CHMAEEHMERIEE,

sosreport BI{X T snap

28K/ snap TEE H powerpc-utils E4H#ER, HINEEEHKES A sosreport TEH,

Little-Endian 64-bit PowerPC B GDB %12

Red Hat Enterprise Linux 7.1 7£ GNU Debugger (GDB) HE/ET 64 fii7t PowerPC little-endian 224 L9
%,

Tuna I838ThAE
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Tuna 2B ARAZGRERMATRE (PINBHFRREBEE. RT B%&#, UKk CPUREN) WIE, £
Red Hat Enterprise Linux 7.1 £, Tuna GUI Ef8iBXE I H € F/XBRFE K root 3358, Mt —RKEAEFEE
=LA root BT REIRIEAREIE) Tuna GUI, SREVSEZBRIN Tuna LHIEREAEA, FBH (Tuna (EAEE
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{SERYIERERR

Red Hat Enterprise Linux 7.1 # A T {588 ELR (Trusted Network Connect) IhEEEARRMTEE, E1F
RO E AR AE A B B A BUMEER EEZH]  (network access control, NAC) f#3R7A%E, fli0 TLS, 802.1X =2
IPsec, MEASIREMAREE(ME (end point posture assessment) ; HFt R RERIIIRGEER (FIINIEERKE
BEERE. ERREAFENHTCEN, EUEBEUHEEEMAAT) . FENERERS TR FHFFIGENR
XAl AR IR FINEREREELERE,

qlcnic EREIFZR A SR-I0V ThiE
Single-Root I/0 virtualization (SR-IOV) HXZIREFIEE qlcnic SEBREXFEARMIAE, EBEINENZIE

1S EH Qlogic EfiRft, WHRZM - RMHOIAT R QLogic 1 Red Hat, glcnic SEENFE X FHIE EIHEENIE
MR ETEXE.

Berkeley 3 ClEF 323

E A Berkeley Packet Filter (BPF) B [JTZE 54751 HIXIEEHIEE Red Hat Enterprise Linux 7.1, BPF £
ERARE S socket WEHATENE, 7 [T EFEEL] (seccomp) ALK Netfilter 1Tl EE, BPF #HE—

BEREZZREDN just-in-time BE, UURAKREIEHERNESIEL,

ENREEREY

Z BB REER, =8 T#EEtEF)  (tickless) kernel THEERT LABEE INE RIGSENIEEM., kernel FEETE
B T LUTE kernel X EHEIBHINA nohz=off (=M, A, Red Hat Enterprise Linux 7.1 &A=

NEEE KIENERRFENEEN, RAREAZHERERT, TEHEH nohz=off E, RNKFKENIESE
MERARK, EHER PTP E NTP ETRERSHWERERNKRD, EEBEEAEETER,

libnetfilter_queue &4

libnetfilter_queue B4 BN Red Hat Enterprise Linux 7.1, libnetfilter_queue 2 A& ZEBEMET
E, % kernel HBEEREXFTHIIZNI TIRME API, E8E5E kernel nfnetlink_queue FR#AEINEXEHEFZRY
HE., e, ERHORE. TEFMFABSENES,

B ERI8TRThAE
Red Hat Enterprise Linux 7.1 /1, libteam EHEEHE 1.14-1, EEMHEIET ZIEHER. RIE T 21E88

Theg, HA%HIRE teamd IREFTLLEEIH systemd BHARK, BN T EENTEE.

Intel QuickAssist Technology HEEENFZR

Intel QuickAssist Technology (QAT) §EEhF2= 2 N A Red Hat Enterprise Linux 7.1, QAT SREIFER/EAT
QuickAssist 182, EFEEERERTEENESH,

PTP B2 NTP ZBMfEiRfEAZ LinuxPTP timemaster 1%

Red Hat Enterprise Linux 7.1 FR, linuxpto EHEEHE 1.4, SEHEBIET ZIHER, RIHT STERETY
BE, HARERIZ PTP #1552 NTP R BB IE Rz 18, £ timemaster FEAEX, MIRWEHR LEZ
& PTP BRI, HFEEFAE NTP BF, timemaster 2 0] LU KNG RIGIFEER 5 EF A 7] FBIBFREI 2R
5)/?\0
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AEEHY initscript

Red Hat Enterprise Linux 7.1 FEIIAB &) VLAN £ 1EIhEE. GRE M IPve R XEHLEMA ;
B E, NEBAEDERF—H

TCP #E3E ACK

Red Hat Enterprise Linux 7.1 1, ¥ aEEM TCP EE ACK HEEEINA iproute B4, ERTLIER ip
route quickack 55X,

NetworkManager

IR1E Red Hat Enterprise Linux 7.1 2 {E47 €218 lacp_rate. NetworkManager B#&1838, RHtEREES
REEBEREEZINEE, TR EAZE slave NEM master NEBEAR Z.

PRIz 44, NetworkManager HIB BERIHAERTIE T BAHRE. NMRBIMERGEBBE—HTHE
#%, NetworkManager € EZEHE RS ELIEFHER, WNRAE A AERNELIERFEHE
@, NetworkManager E{FFTEKMITA, B FHE— KK ARER.

WA ZEER VT

Red Hat Enterprise Linux 7.1 BA0A VTI (virtual tunnel interfaces, E¥RZERENE) BERERSEEENIN
BE, EREEORITCRERE, FRE VI NERXBEFARAGREZEHEE,

MemberOf AREANHCEEEFHERE

389 Hixf{AMR23H7 Memberof HEEAMNRE I UMFERIRNERESR, ERFF Memberof 42K
BRUESH, BEREAEEHRNRED, FESMU—BIERTTHHEE Memberof 4 M2,
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The Docker project is an open-source project that automates the deployment of applications inside Linux
Containers, and provides the capability to package an application with its runtime dependencies into a
container. It provides a command-line tool for the life cycle management of image-based containers. Linux
containers enable rapid application deployment, simpler testing, maintenance, and troubleshooting while
improving security. Using Red Hat Enterprise Linux 7 with containers allows customers to increase staff
efficiency, deploy third-party applications faster, enable a more agile development environment, and manage
resources more tightly.

Red Hat Enterprise Linux 7.1 ships with docker version 1.4.1, which includes a number of new features,
security fixes, patches and changes. Highlights include:

The ENV instruction in the Dockerfile now supports arguments in the form of ENV name=value
name2=value2 ...

An experimental overlayfs storage driver has been introduced.

An update is included for CVE-2014-9356: Path traversal during processing of absolute symlinks.
Absolute symlinks were not adequately checked for traversal which created a vulnerability via image
extraction and/or volume mounts.

An update is included for CVE-2014-9357: Escalation of privileges during decompression of LZMA (.xz)
archives. Docker 1.3.2 added chroot for archive extraction. This created a vulnerability that could allow
malicious images or builds to write files to the host system and escape containerization, leading to
privilege escalation.

An update is included for CVE-2014-9358: Path traversal and spoofing opportunities via image identifiers.
Image IDs passed either via docker load or registry communications were not sufficiently validated. This
created a vulnerability to path traversal attacks wherein malicious images or repository spoofing could
lead to graph corruption and manipulation.

Red Hat provides platform container images for building applications on both Red Hat Enterprise Linux 6 and
Red Hat Enterprise Linux 7.

Red Hat 2124t Kubernetes A%k %5 container, #%&0 Kubernetes FIEEIE, HZH {(Get Started

Linux containers are supported running on hosts with SELinux enabled. SELinux is not supported when the
/var/lib/docker directory is located on a volume using the B-tree file system (Btrfs).

11.1. Components of docker Formatted Containers

The docker container format works with the following fundamental components:

Container — FERTEIP %, =@ container BN EAEVEREERNN—E [HREEE B, SEUEHE
&L E) container BF, TR AR BEINEMEEN LS, BREZE A container (£ docker
commit %) B, FTHIBRIERSEBMEMIMA, LHEEESR,

#1542 (image) — container BLBHIFRRE snapshot, BRKIE BMEBERNMEE, KEFASHIEN ; FAEEEER
SERELANAEARB ET, REEILFTMIRERTEERE, SEUGEERKTE NS E MK

1o
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Platform Container Image — an image that has no parent. Platform container images define the runtime
environment, packages, and utilities necessary for a containerized application to run. The platform image
is read-only, so any changes are reflected in the copied images stacked on top of it. See an example of

2 (Registry) — BUSIERFEEN, EMESAFMIMLANNRERE, 287 A THNBRERE, —LL5
MESEHEME LERGE, FRECHERESE.

Dockerfile — A #IL Docker B{KIERITE R ZBLEXE, Dockerfile 1Rt T BEMb. ERER. £ZEIY
EA=,

Container
(writable, running application A)

Layered Image 2

Layered Image 1

Platform Image
(Runtime Environment)

Bl 11.1. {8 Docker X HBIKIERE B

11.2. Advantages of Using Containers

The Docker project provides an API for container management, an image format, and the possibility to use a
remote registry for sharing containers. This scheme benefits both developers and system administrators with
advantages such as:

26

HEEE L — container 28 T FEARRAMENRY runtime EF3K, K container BIK/), WEEIR
RIMER,

ARy T HE Y — FERRR X R EBKERERTUIERIE—#E, MAE—/ container, &8 Linux kernel,
BHBUAIRA, SNEEEEEREI, & container A LUEIXEI S — B E4T Docker FIHes 31T, A2HEMEIK
M4 EE,

IR FEH BT B — [ E T LLERE container WRIERA, MBAREZEE. HETZBIHIARA,
Container A Z BIMPEEERFE AT, &5 container B15IFH K,

HZ_ (FREELMEREREEERE, EHEMh AZ container, Red Hat 124t T SEMEELLFI L %, FEIFtE
AT LB B R B,

EEIHER B - BE Docker BUKIEIEF A/, ATLUREMERE, tHEEHREFRERAIRR container BB
Fﬂﬁc

B E#7% — Docker JH 4 T 3% AR E2 /B A2 S ARMK M L RORT A SR PR,
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11.3. B EEHE 2R L B

Virtual machines represent an entire server with all of the associated software and maintenance concerns.
Containers provide application isolation and can be configured with minimum run-time environments. In a
container, the kernel and parts of the operating system infrastructure are shared. For the virtual machine, a
full operating system must be included.

EARE B 5 it T S MIER container, EEERFERRETENFRERR, LAFERNEFERT R
AT,

Container HEERHIEE, FI—IPFEHMEIS ERERFHITH container BEELLERKSRERES,

Containers BE AR HAZ &SR, EEREIFRIEIER., RLLE container 7, ZEEARENHEURELH
ARHIT. bHH, HEN EMRBRERELBRAEESE,

EBE AR REEFITRUE R T &%, container TR RIEIL B, MUBRLERATRER—MEMKLSER
f:jl:j _7.3_0

Container HIEEFTA TR T EREIICERKS. TERAFTERBMOTEF I EHEERAEXRENRE
*{lﬁo

11.4. Using Containers on Red Hat Enterprise Linux 7.1

Packages containing docker, kubernetes, and registry software have been released as part of the Extras
channel in Red Hat Enterprise Linux. Once the Extras channel has been enabled, the packages can be

Red Hat provides a registry of platform container images and Red Hat Atomic Container Images. This registry
provides base images for building applications on both Red Hat Enterprise Linux 6 and Red Hat
Enterprise Linux 7 and pre-built solutions usable on Red Hat Enterprise Linux 7.1 with Docker. For more

11.5. Containers with the LXC Format Have Been Deprecated

The following LXC packages, which contain Linux resource containers, are deprecated starting with Red Hat
Enterprise Linux 7.1:

libvirt-daemon-driver-Ixc
libvirt-daemon-Ixc
libvirt-login-shell

The Linux container functionality is now focused on the docker management interface (docker command-line
interface). Please note: It is possible that the listed LXC packages will not be shipped with future releases of
Red Hat Enterprise Linux, as they may be considered for formal removal.
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Manual Backup and Restore Functionality

This update introduces the ipa-backup and ipa-restore commands to Identity Management (IdM),
which allow users to manually back up their IdM data and restore them in case of a hardware failure. For

B WinSync = Trust BEB X 1E

This update implements the new ID Views mechanism of user configuration. It enables the migration of
Identity Management users from a WinSync synchronization-based architecture used by Active
Directory to an infrastructure based on Cross-Realm Trusts. For the details of ID Views and the

One-Time Password Authentication

One of the best ways to increase authentication security is to require two factor authentication (2FA). A very
popular option is to use one-time passwords (OTP). This technique began in the proprietary space, but over
time some open standards emerged (HOTP: RFC 4226, TOTP: RFC 6238). Identity Management in Red Hat
Enterprise Linux 7.1 contains the first implementation of the standard OTP mechanism. For further details,

—RIBPRIERRIE R "B SSSD &

A plug-in interface provided by SSSD has been added to configure the way in which the cifs-utils utility
conducts the ID-mapping process. As a result, an SSSD client can now access a CIFS share with the same
functionality as a client running the Winbind service. For further information, see the documentation in the

The ipa-cacert-manage renew command has been added to the Identity management (IdM) client,
which makes it possible to renew the IdM Certification Authority (CA) file. This enables users to smoothly
install and set up IdM using a certificate signed by an external CA. For details on this feature, see the ipa-
cacert-manage(1) manual page.

18I0 T ARSI _EROHRED

It is now possible to regulate read permissions of specific sections in the Identity Management (IdM) server
Ul. This allows IdM server administrators to limit the accessibility of privileged content only to chosen users.
In addition, authenticated users of the IdM server no longer have read permissions to all of its contents by
default. These changes improve the overall security of the IdM server data.

R AR RAEF

The domains= option has been added to the pam_sss module, which overrides the domains= option in the
/etc/sssd/sssd. conf file. In addition, this update adds the pam_trusted_users option, which allows
the user to add a list of numerical UIDs or user names that are trusted by the SSSD daemon, and the
pam_public_domains option and a list of domains accessible even for untrusted users. The mentioned
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additions allow the configuration of systems, where regular users are allowed to access the specified
applications, but do not have login rights on the system itself. For additional information on this feature, see

BEIERMESECE

ipa-client-install IESIREFATER(HEHE SSSD ERE 4 sudo FRFEMERMERES ., iR ERMER - -
no-sudo EIEEM, 4, --nisdomain BIECHFIBRASNHEEER S IGNRERFIETE NIS Big41,
M --no_nisdomain EIFAIEFTIB B FREXE NIS Bl &E., EMERBEREREIMNGE, IPABZESH
ERAKREAER.

{&1F AD 1 LDAP sudo Provider

AD Provider 2f&# A s:E £ Active Directory AR 259125, 7£ Red Hat Enterprise Linux 7.1 7, AD sudo
provider 1 LDAP provider B EC i A B X IREARMTAE., HZEEA AD sudo provider, FF1E
sssd.conf FERBUHEEER 2 AN A sudo_provider=ad %%,

32-bit Version of krb5-server and krb5-server-ldap Deprecated

The 32-bit version of Kerberos 5 Server is no longer distributed, and the following packages are
deprecated starting with Red Hat Enterprise Linux 7.1: krb5-server.i686, krb5-server.s390, krb5-server.ppc,
krb5-server-ldap.i686, krb5-server-ldap.s390, and krb5-server-ldap.ppc. There is no need to distribute the 32-
bit version of krb5-server on Red Hat Enterprise Linux 7, which is supported only on the following
architectures: AMD64 and Intel 64 systems (x86_64), 64-bit IBM Power Systems servers (ppc64), and IBM
System z (s390x).
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SCAP &£¥58

scap-security-guide =429\ Red Hat Enterprise Linux 7.1, =R#FH SCAP (ZE2NBBEELERAR

7, Security Content Automation Protocol) BfRIZR e E155|. E¥, LIRIERIRE#ES], EHEEI2H
SCAP (Security Content Automation Protocol) Fii¥igs, HEFF EIN@RRFENFELEZBAHERN. (SCAP &R
2i5M) GETRERMRELEEHARARENRERCVEER  TESEmERBEMLRE (ER)
MIEHD, HRHEBEEZEEHL, (SCAPZLIEmMm) RHTAHE. AIENAE, THRERMESHERE
BUR,

The Red Hat Enterprise Linux 7.1 version of the SCAP Security Guide includes the Red Hat Corporate
Profile for Certified Cloud Providers (RH CCP), which can be used for compliance scans of Red Hat
Enterprise Linux Server 7.1 cloud systems.

Also, the Red Hat Enterprise Linux 7.1 scap-security-guide package contains SCAP datastream content
format files for Red Hat Enterprise Linux 6 and Red Hat Enterprise Linux 7, so that remote compliance
scanning of both of these products is possible.

The Red Hat Enterprise Linux 7.1 system administrator can use the oscap command line tool from the
openscap-scanner package to verify that the system conforms to the provided guidelines. See the scap-
security-guide(8) manual page for further information.

SELinux BUE

Red Hat Enterprise Linux 7.1 A, SELinux BZREREK ; 2B B 28 SELinux BURBIARFEZAIEE init_t
Iu__nf'kqﬂiﬂﬁ, EET:E@"T:E%DD)\E’J unconfined serv1ce t Ei;kﬁhiit To #l%%%%ﬁ Red Hat

OpenSSH HIHT Rt

OpenSSH T EfHEIKEEHZE 6.6.1p1 Kk, I8 7 HIFMNE LAY

% & Daniel Bernsteln H) Curve25519 Z fEEIf#E Diffie-Hellman £4833#IhAE, REFRBEAR &
ImERZ 1R, ERTERAE.

YR Ed25519 {REIMREEL, FALRSRIETR, EJ25519 T AMRERIMEL SR, 12
{7 Lt ECDSA £ DSA F{EN LR 2 MERNEE,

HHAZEEBIRA LA, ERIER berypt £E81T7EHE (KDF) , 5% L, ERAZEHH ED25519
SIBERAM, BtLATLCEECSREAER,

B HAEEAEISE2:, chacha20-poly1305@openssh.com, EfZiE2FE S T Daniel Bernstein #
ChaCha20 &£ ifi#i5255E Poly1305 A S XS (MAC, message authentication code) .

Libreswan By 44

VPN #J Libreswan B{FIEE 2 E#E 3.12 hik, #7118 7R IEFFHENEIER,
EHATIRHTHRIS S,
IKEv2 support has been improved.
RS IEA IKEVL B IKEV2,
EREERRIE,
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£2 OpenBSD. Cisco M &% Android RN EBE L AE SRR AE,
B iEE systemd B2 1%,
B0 A#3E CERTREQ EE X BEUEMI IR,

TNC B4R

The Trusted Network Connect (TNC) Architecture, provided by the strongimcv package, has been updated
and is now based on strongSwan 5.2.0. The following new features and improvements have been added to
the TNC:

The Attestation Integrity Measurement Collector (IMC)/Integrity Measurement Verifier (IMV) pair now
supports the IMA-NG measurement format.

BiE Attestation IMV B2 18, HEREETHH TPMRA TFIER,
20 A% JSON-based REST API 22 SWID IMV By $E,

The SWID IMC can now extract all installed packages from the dpkg, rpm, or pacman package

2:2014 standard.

The 1ibtls TLS 1.2 implementation as used by EAP- (T)TLS and other protocols has been extended
by AEAD mode support, currently limited to AES-GCM.

Improved (IMV) support for sharing access requestor ID, device ID, and product information of an access
requestor via a common imv_session object.

IREH IF-TNCCS (PB-TNC. IF-M (PA-TNC) ) @AWE. A% 0S IMC/IMV ECEIBVEL{E bug B#&E
EO

GnuTLS RS
SSL. TLS DAX% DTLS @AAMER GnuTLS BEFREEEEMNE 3.3.8, RHETHRBENFHRNEERE.
2% DTLS 1.2 MR,
2N Application Layer Protocol Negotiation (ALPN, FERRRXE@AGENRE) XL,
E i EMEE R HRAFES 25 HE BN EE.
EMAFBIAENEEEAE RSA-PSK B2 CAMELLIA-GCM,
B0 Trusted Platform Module (TPM, S{EFE&EEM) MWREMESZE,
EZE A ESES PKCS#11 BEF L hardware security modules (HSM, EEER L) MZE,

EZEAESEES FIPS 140 Z21E4% (Federal Information Processing Standards, B3R &ARIBIZAE)
FRGEENIER
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IR EEEN OpenGL MR BERMER

GNOME Shell £ Mutter E8 NG EEEESREAFEAEESTENERE L, [FREOEREER OpenGL 1L
BEEENE, MEELE NVIDIA B ERESFEN 337 iR L, FREMEMALLINAE,

R ERSRELIES

#T89 GSettings #{f org.gnome.online-accounts.whitelisted-providers 251 A TGNOME #&Lt
BREE |  (HA gnome-online-accounts EXFIRH) . ERERME TR LIRSS, TEXSEFEAMMEEA, IBELL
RER, RMEEETLUSHERMNMEER, SEENERECHESR,
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ABRT TR RS R

In Red Hat Enterprise Linux 7.1, the Automatic Bug Reporting Tool (ABRT) receives tighter integration
with the Red Hat Customer Portal and is capable of directly sending micro-reports to the Portal. ABRT
provides a utility, abrt -auto-reporting, to easily configure user's Portal credentials necessary to
authorize micro-reports.

The integrated authorization allows ABRT to reply to a micro-report with a rich text which may include

possible steps to fix the cause of the micro-report. For example, ABRT can suggest which packages are
supposed to be upgraded or offer Knowledge base articles related to the issue.
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Red Hat #R82%5E (Software Collection) Z Red Hat WNBE, RM—EBEENES. ERERRS. UK
HRENEY, FRERECERTLAMRAE Red Hat Enterprise Linux 6 £ Red Hat Enterprise Linux 7 SZ3&hi
A, XZIEHR#EZA AMD64 £ Intel 64,

Red Hat SREEEEFARUMAVENRERE S, BEREMRRES. RETIEE AN Red Hat Enterprise Linux BITEE
RMIE, LAREBAFERAMNIE,

Red Hat ZRESRMEMA TRER scl TERANBREMKT, RUEHENT —BERE, ESREREREMRE
M Red Hat Enterprise Linux & EMH. scl TEREARZREAEETAREENTIHEEGRE.

Red Hat #REE5E R4 3B HALL Red Hat Enterprise Linux %8, #RAIEENE, 528 (Red Hat BREZE ML

IR7E Red Hat BA& T E#H (Developer Toolset) 2 Red Hat #XB&5%M—8., Red Hat B T E#= % Red Hal
Enterprise Linux L& M2 R ERETEATERET, R T GNU #F:Z2#. GNU Debugger. Eclipse BIZIEA. Uk
HemsE, Eh URMEEEENTIE,

MMERPNTH. REFR. BHBEE. A URERRENRERE, F28 Red Hat S5kl BIX
{4:0

MMREEPNTHER. RERK, BE. ENMEBESESF, 5520 Red Hat FE T EM] X
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= 17. Red Hat Enterprise Linux for Real Time

%= 17. Red Hat Enterprise Linux for Real Time

Red Hat Enterprise Linux for Real Time is a new offering in Red Hat Enterprise Linux 7.1 comprised of a
special kernel build and several user space utilities. With this kernel and appropriate system configuration,
Red Hat Enterprise Linux for Real Time brings deterministic workloads, which allow users to rely on
consistent response times and low and predictable latency. These capabilities are critical in strategic
industries such as financial service marketplaces, telecommunications, or medical research.

For instructions on how to install Red Hat Enterprise Linux for Real Time, and how to set up and tune the
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hpsa BN R EAMARA 3.4.4-1-RH1,

qla2xxx SEENFE 2 A#R A AR A 8.07.00.08.07.1-k1,
qladxxx SEENFE B AR AR A 5.04.00.04.07.01-k0,
qlcnic EEEREXEAMRAIRA 5.3.61,

netxen_nic SEENFEN E MR ARA 4.0.82,

qlge BRENFE B FH#R AR A 1.00.00.34,
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bnx2i ERENE N EAMAMAE 2.7.10.1,

cnic BREFREAEFMAMA 2.5.20,

bnx2x BEENFZR B FH#RAARA 1.710.51-0,

bnx2 SRR EFAMARA 2.2.5,

megaraid_sas SEEIFZEXNE AR ARA 06.805.06.01-rcl,
mpt2sas SEEHT2 R B FH#R A ARA 18.100.00.00,

ipr EEEIFER B AR AMRA 2.6.0,

kmod-Ipfc E#4BE#18 = Red Hat Enterprise Linux 7 #, E AR Ipfc BEEIFZNEE Fibre Channel (FC)
#0 Fibre Channel over Ethernet (FCoE) #ZH-REECEAFEEE EEMBEM. 1pfc BEBREASHRS
kR 7 0:10.2.8021.1,

be2iscsi SEFFEX B HMAMRA 10.4.74.0r,
nvme SEENFER A M AIRA 0.9,
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ib_ipoib EEENFEX EHHRAIRA 1.0.0,
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vmwgfx SEENFE X B ARk ARRA 2.6.0.0,
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R 111. Known Issues

This part describes known issues in Red Hat Enterprise Linux 7.1.
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Z 21. Installation and Booting

anaconda component, BZ#1067868

Under certain circumstances, when installing the system from the boot DVD or ISO image, not all
assigned IP addresses are shown in the network spoke once network connectivity is configured
and enabled. To work around this problem, leave the network spoke and enter it again. After re-
entering, all assigned addresses are shown correctly.
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The rsync utility cannot be run as a socket-activated service because the rsyncd@. service file
is missing from the rsync package. Consequently, the systemctl start rsyncd.socket
command does not work. However, running rsync as a daemon by executing the systemctl
start rsyncd.service command works as expected.
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= 23. Authentication and Interoperability

The latest version of the bind -dyndb-1dap system plug-in offers significant improvements over
the previous versions, but currently has some limitations. One of the limitations is missing support
for the LDAP rename (MODRDN) operation. As a consequence, DNS records renamed in LDAP
are not served correctly. To work around this problem, restart the named daemon to resynchronize
data after each MODRDN operation. In an Identity Management (IdM) cluster, restart the named
daemon on all IdM replicas.

When you restore an Identity Management (IdM) server from backup and re-initalize the restored
data to other replicas, the Schema Compatibility plug-in can still maintain a cache of the old data
from before performing the restore and re-initialization. Consequently, the replicas might behave
unexpectedly. For example, if you attempt to add a user that was originally added after performing
the backup, and thus removed during the restore and re-initialization steps, the operation might fail
with an error, because the Schema Compatibility cache contains a conflicting user entry. To work
around this problem, restart the IdM replicas after re-intializing them from the master server. This
clears the Schema Compatibility cache and ensures that the replicas behave as expected in the
described situation.

Both anonymous and authenticated users lose the default permission to read the
facsimiletelephonenumber user attribute after upgrading to the Red Hat Enterprise Linux 7.1
version of Identity Management (IdM). To manually change the new default setting and make the
attribute readable again, run the following command:

ipa permission-mod 'System: Read User Addressbook Attributes' --
includedattrs facsimiletelephonenumber
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The gobject-introspection library is not available in a 32-bit multilib package. Users who
wish to compile 32-bit applications that rely on GObject introspection or libraries that use it, such
as GTK+ or GLib, should use the mock package to set up a build environment for their
applications.
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