‘® redhat.

Red Hat OpenStack Platform

9
P45 15 R

OpenStack Networking &2 157

OpenStack Team






Red Hat OpenStack Platform 9 f4%$5 R

OpenStack Networking &2 157

OpenStack Team
rhos-docs@redhat.com



b E ST
Copyright © 2017 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution—Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, JBoss, OpenShift, Fedora, the Infinity
logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States and other
countries.

Linux ® is the registered trademark of Linus Torvalds in the United States and other countries.
Java ® is a registered trademark of Oracle and/or its affiliates.

XFS ® is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL ® is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat Software Collections is not formally related to
or endorsed by the official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other countries
and are used with the OpenStack Foundation's permission. We are not affiliated with, endorsed or
sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE
AT E M. OpenStack Networking {£55#95E A FAft.



Bx%

22— 5
1. OPENSTACK NETWORKING #1 SDN 5
2. B BUARR” 5

£ T 2 2 7
1.1. Mg a0{e T4E 7
1.2 M LAN 7
1.3. OpenStack HHIMIL% 8
1.4. &% OpenStack P& 8

8 23 OPENSTACK NETWORKING B S ..ot tttit ittt iie e ieee e tae s taa e e iae e eenanennnnenns 10
2.1. 2% OpenStack Networking (neutron) 10
2.2. OpenStack Networking =& 10
2.3. &2 10
2.4. Open vSwitch 11
2.5. Modular Layer 2 (ML2) 11
2.6. OpenStack HIRI%% 5 i 12
2.7. L2 Population 13
2.8. OpenStack Networking AR %5 13
2.9. MR RLS 14
2.10. %5 2 ZFE 3 ZML% 17

S T 19

e B b= 20
3.1. AIEmMLE 20
3.2. lIEEL ML 22
3.3. RINMLAEEH 22
3.4. JHIBRFIZE 22
3.5. 75 (purge) FH/BIRIZS 23
3.6. UIEFW 23
3.7. MHBRFM 25
3.8. ARIMN—NEREH2ER 25
3.9. MBR— E&E 25
3.10. R —ANEO 25
3.11. MR—1 %O 26
3.12. BZiE IP ik 26
3.13. AIEZNEE) IP Hitikth 28
3.14. HHEYIER %% 28

3 B | o= T = 29
4.1. EA%A VLAN 29
4.2. FRES VLAN BRI EE 29
4.3. IP Hhtt B FE 30
4.4, EHIMLE 31
4.5, R R 31

% 5% 7T OPENSTACK NETWORKING BEE IR .o vvitteetensnnsennnsesnnsennnsennnsenns 33
51. AFHENIRONRE 33

IR A O A= 3 T = (31 35
6.1. WEEHERRI A A 35
6.2. EA&B ping Mt 35

A 2 W \/I AN RN2ZH 4T R0 RE HERR 2R/



Red Hat OpenStack Platform 9 45355

Ve S Ve N P o K LD HATFEITT O

6.4. MHE LS R ERFE HERR

Ry A R e - 2
7.1. FEARFAC BN EE ML
7.2. {8 VLAN #R s
7.3. J2F Compute TTHUIE ]
7.4. %5 1P Hutit

25 8 F ) OPENSTACK B B Al oottt et nnnnnnnns
8.1. MXIMEBMLEINEE
8.2. Egi& Cisco Catalyst 3Z#i#/l
8.3. BCi& Cisco Nexus 3Z#i#l,
8.4. BRi& Cumulus Linux 3Z#eAl,

8.5. F2i& Extreme Networks EXOS 3 #iA]l,

8.6. EZ& Juniper EX BB #HiH]l
e | T=0 5 7 =
BB O B BB MTU B ottt ittt tttitttietenesesnesennasennsesansesnnsesnnsesnnsesnesennnnenns

9.1. MTU #h

=30 == 5 1= 0 10 1< 3
10.1. QoS KI&EH
10.2. QoS RIZEE
10.3. QoS ZKIEH RBAC

= B = 3 =
11.1. MRS BO4E B
11.2. HEFF RN BR ST

BB 12 B BB RBAC . ititiit ettt aes et esnaessanesesnsesansessnsesnssessnsesnerennnnenns
12.1. GE— 3## RBAC RE§
12.2. ¥ % RBAC KB
12.3. ik RBAC kB%
12.4. HERF4EHY RBA

FE 13 B BB ORI B (DVR) ittt ittt ettt et e e et eaee e teaeas s ensaseaensnnenensns
13.1. & DVR

%5 14 = FZ& BALANCING-AS-A-SERVICE (LBAAS) ...ttt inannnnnnnnnnn,
14.1. OpenStack Networking #1 LBaaS it
14.2. Bidi& LBaaS
14.3. EEEM% T R (G217 LBaaS Agent B77 )

o Lo =AY [ o= )l
15.1. IPv6 FMIEIR

B 16 B TR B oo ittt ittt e,
16.1. L3 BEATE I
16.2. B NSRRI
16.3. TR HEAHE
16.4. BRI

55 17 Z FCEB FIREWALL-AS-A-SERVICE (FWAAS) .ttt ittt tetneasesasnnsnsnsnensnsnsnnnnsns
17.1. J3 B FwWaaS

17.2. Bd& FWaaS
17 2 AlZE AR5

38

41
41
48
55
55

56
56
56
62
65
67
70

75

76
76

79
79
79
80

81
81

84
85
85
86

92
92

96
96
96
96
96

97
97
98

[e]e]



L0 2 XE I 1VJ/\"= Jo
25 18 B FiR ALLOWED-ADDRESS-PAIRS .. ..''iittttttit ettt eeeenaeen, 100
18.1. EAH allowed-address-pairs 11 100
18.2. %510 allowed-address-pairs 100
=3 - ) = I = L 101
19.1. %48 HA IBBERY OpenStack Networking 101
19.2. %8 3 E= W A 101
19.3. fHFHEERAR 102
19.4. EAERZIL 102
19.5. BEL K 103
19.6. E2i& OpenStack Networking 7 5= 103
19.7. R EIEHEE 103
B 20 Z SR-IOV A B B B R oottt i ittt e 105
20.1. 7£ RHEL OpenStack Platform #fEgE& SR-I0V 105
20.2. 1£ Compute 77 R _EOIBEITNEE 105
20.3. 7£ Network 17 R LEEE SR-IOV 109
20.4. £ Controller 7 )R LEZE SR-IOV 110
20.5. £ Compute 77 R LEEE SR-IOV 110
20.6. J5 F OpenStack Networking SR-IOV agent 111
20.7. BB —NSLBISRER SR-I0V im0 112
20.8. #%& allow_unsafe_interrupts ¥ i& 113

20.9. N EEEENRER 113



Red Hat OpenStack Platform 9 4% {555




FE

OpenStack Networking (neutron) 2 Red Hat OpenStack Platform 9 A #)— N E XIS 4H
.,

1. OPENSTACK NETWORKING #1 SDN

B E L BIM%S (Software-defined Networking, & #F SDN) =2 — R ik RE 10 2% ThBERI AR 1E
IR EIARSS SR FIMIRR S8R — 1, (DARFEMLIERERIZ AL EHIE, SDN BT IERLEX
& (UNBRERERFIZRMNL) B EIABRIBOREHZ2 ARV B AR S5 88 0 A E D REI B oK. INIRIEAFEA
BIRLEBE, XS T ARSI REE IME R R B XS E X,

AXEFNE 1 BoEERANETEANSENHERRTS, £ 22U EAFMNERXRTT
OpenStack Networking FIE N IHEE, INREXTHEHERESEE TR, NI LUIME 1 DT
B NRBEBETHEMENEAMR, FET/RETHEXHNRE,

1.1, AP SRR E

FE - MATHE—DKRENIIFELNE SDN TS REN BUARR", FEE T EMRAHR
BOTRI B2,

£ 185 - BET BN ERESMEREHIRBISIE -
ANINFNIHBR B 2% B IR
ELARBI L% iR R HERR
FELF RO 45 B R R HERR
B2 54a - LUELAFEMNHRER T OpenStack Networking B heE, S3F :
HEMERBEE 3 Em ™ AMEIIEE

fdi& SR-IOV. DVR UK EE Neutron ZhaE

2. B MR “BUR R

@it SDN, THIFeIAETF OpenStack = RHEV TE R EAE b L i R UL B 88 A3 Hukl, 5

4%, SDN & ITENLIE MBS LAt IE AR, E%EE A SDN LUaT, ERMLHIENEH
BN BB LS, HEEFEASMMEICIEXLYIB N 51T, 7E/EH SDN K, IHE
FRVEIX L P25 ThRE R T8 UL NMREL

FEEMREEMNEIMERER SDN MARRKAERRER A~ E—LFE, EURATRITTEFT
THR-ESHHMEER, MEMNFEEIMNEPERENBASRMH, FHEEEE P it
2BE. VLAN [RELUKR FREFSMARRNFZ, R, METREITEAZM, REBEMIT N TER
AT HEEITIHERIEY, FHELEFEMHMHTE, EERIECHITFEEEZIITED. 7

A, XL BHEEHRRITRE L - ARFHIA, FRAFTELITRLERER, EURAT
BT EZEMS TRIMNN AREERIEC S EM RIS BHIL T [HR,

LR IR A R T B B ORI B — N B 2R, LA E R AT RERE 225 A, BRIAM R, 1§
B, FRXLEBSIME LHEREZERM, EMZMAER TCP/IP, VLAN #1 MAC #itt, &%
ERT, EURHENESETFYIERHEY LM VLAN BBER, 1R EMEMLEH—N B,

PR T #F ZEI TR TSN, TRLMER— L2 ARARRMBBIARRLL LR, Fl0, Cisco's Nexus
BRI MU OpenStack ##FE EEIZITE R AAFAED Cisco NX-OS BIEERMEF. XiF, R

s

([
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TRJTpt e LA A FIE SRR Cisco MIEM LA FRHENARNE RABTEENMA KO, WRMS TR
AR EERELMLS, EFREOTELREEEMRT T ABEER—MFRE. OpenStack 17 =
FEEAMEMSRE, P It FERSE. DETHANBEOFTETRERSFF VLAN, A4,

bR T MEEHERRS, EHE-LERTRREERMRGLPAMMSBH AN EIE, Hiin, FEJHE RN
MTU K/NEF, SEEN YRR BSERNNRE R R R EITIXE, XFEENTHEIA

AL S 1F.

HEENEMNIMES, METRITDAIFEEE, KiZEEFEM SDN BAR, EJy SDN BEE,
P28 TR EMZE A ER L L EIR R RSB EBIZIT R KRB AL,

N

iz



51 = LT
B 1 E R

1.1. RZ 04 T/

Networking (FJ%%) ZNARERARARE—MTENNAR—MTENRLTHER LR £—1
REANZEL, ERBIESHEETHF (NIC) BIMDHERABIF L LR,

b

I
Wiy TEOSIMERES, BRE 1R,

il

”

NREZERL THANITENHITIEE, WEERN— DA, B RBRHmIESSTE %L
A Wiw O S E A e, IIE, A 7 — 1N B8R (Local Area Network, &% LAN) o

THMHLLLTF OSI HEWE 2 2, BREE 1 ZEHE—L : 59 NIC #HE— N SEHKERIHE—
MAC ik, EZRIE—NZHAMIZETLOET MAC it B TE I, SHRISEE—MIRT
ML MAC HitbEEZE MR OAME RIIR. A—NEEBTEMAN— DM EHITEIIN, KEHENF
A R X NI R AP IIE R IEAIERSSEEE, FREARICK MAC ik Bim O RIBREHE 289

FIB (Forwarding Information Base) = B9#E.

1.2. F#E M LAN

LIBEWD BT TR ANEERIBNZY LR LAN, #EEEE(IZEHEZERN, BEMME
FEA DUE X AN IIRE

WEFE— : FERETFMLZ (trunk cable) "EBMANRMHLEREE—E. EFELMABIMIHD HHEA
WA E— N O, AREXLEROEENEFiwO (trunk port) . Bt iXLRE,
IRSEPR EABIX P ST B ) — D RBIZ A, EEBNX E B A S sl AT L
MEHTBIN. XNARKT R BYEFA, SFmEENXENBEXRSH, ANNITFEIES
B — N A,

VR ¢ EAMSHERT A R HALE R — DR AR I, AT AT LUE RS R 25 X058 B 3 ML B9 AL
B, EEITHHBN IR R IP i, BWHARKIARK. MIARXELT, HAAE
IR BEMEAM TR — LAN B, ERELRAERIBMIE, SEBIERAOEENX NI K
FRE X Bttt EfE, BREBRICELUGEELEMMAL, K a8 RE WL R 25 A0 T 1L s O
BER, ERLBEIELXIIERMEM, KM T OSI HEME 3 /Z, IP HitFIF Mt
#EX—E LI,

A
SRR AR
LA ]

A )‘;’ BERASH 28X MERHT TN, TRAIBIR I M 4@ 3 AL F kS i s i

“;‘x),x, B, BIAERMEIAMRK, RSEEE R LR A XS EfAY L,

1.2.1. VLAN

& VLAN AT LUHEZ R R — NS L LRI BAHA T OB, HBaigil, EabL@dEEiRDO %k
B EIRMSE AT ZHEDE], MK Z N ERIR LAN, K@ 9 RS ETE LSRR £/
B, flan, SRS 24 MmO, ERLUBKA 1-6 BESE NETF VLAN200, Ein0 7-18 B
ENET VLAN201, %3 E| VLAN200 FHYTTENIFFEREEI VLAN201 AT EN 20 E, ©f]
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[REFEEATEIN. MREBFEXNAMEHRATENETHEEEN, NFERT— M EBHE (X
FMERAM MR MABER —F) o FEXMERT, BiAEm A LI AR VLAN [A]89H

1.2.2. BHES

Ba XIEHD 1P BERBEAITR— OSI 294, BEEEET TCP/UDP in O -SHI M4 RN Et AT L
S 4RI FAEEESMEEE SR L TERBIMER PR IERTA M EERIN. BIAEART —
ETRE SCHIFN, SXEENAEE T WL LR EB R LUAARLE, LIRIFLRLZRERBEH AMLE, X
Le RN Ay DA BE R AE”, N

"VLAN200 AR SS3: R AT LAA] VLAN201 RRYiHENHITE T, HERBEERN TFi#T, #EHR
VR AL MBI ML EHE (HTTPS)

N T RIEX LN BB, —LHXEARES 5 ERE 7 ZHIUTRESRN (Deep Packet
Inspection, &5 DPI) . MZREFBEESEAMSEENRNFERS RANREMITHF, M
DPI 2 EHIR SR ETRABRBECSTIHEL Y, MMEEMS R EWIRITE TR,

1.3. OpenStack FBIM%E

L _EAS1E OpenStack 52L&, RETE OpenStack F#IRNH4E LML (SDN) . B
#i#l (@ F Open vSwitch) FMENIIKEEE (13-agent) R T ELFIRIT@EIFAITHRE, FATLUN
SEBIR S A ER ML TR IIIRE S, Open vSwitch P& N SEFI D BLEIIRO, FaT LUE ASEF
H Ik B LS SR 2 B AR X IR 45

1.4. =% OpenStack M4

1.41. 53 Z5 A%

OpenStack Networking ZTE—/NARIALMIMZE T R (— N LT TR FaT RIS A AR5 2R)
L2 TR LR, XL MR ER 2R A SR AR AR BB UL S MBI A B RS 804, H e
RRIEENMENRS ERZITHNEETTR. BAMENTRESEISE (XMHIERE 7 T#%E
B9, AR T s RS, SRS TR E S TR,

OpenStack Networking 88 % 3 =& &7 A 4EhRER A BRI LL L [RIEIRI I, ©@id SLHL FRIRAE
B9 VRRP ThiCRIRI BTS2 FIZ 5N P thit, SR T £ 3 E5TA MR, M EMERE
B[EWPEINBES MM T R LT, EFHN— P IRESFREE IR KBS, EERms
B & B HER, HIDITEASHESRRNMLS T S ISEER, #RRMRSIEIEREAEER,

b

G
A XEMUE 3 E'RERT OSIHEEIMKE 3 12, EILTRR OSI A 3 Z iR EtrmLs
Y J;;' Thae, SLIEEREF IP ik,

il

”

MEBTREZEXER, HEWNLES 3 EZETAL —E.

1.4.2. HAproxy

EhETRAM (HA) fRARM—ERS, HAProxy =— N FARIERTA o BiEh 2SR o E N E
MEBHERRFE (5 LBaaS A@E) . B HAProxy @& T 2B 4 E N RSE UDP/TCP InOSH, AR
DeREARSE 4 ZFIF, VRRP RREEZEE WAL IEEIMD HAProxy LB, SAE HAProxy &
EEED BRI EmIRS SR, XFEETUHEIANES RN R EEERS, XS5UTNEN



% 1 E WL
LBaaS B ME.,

1.4.3. E39% LRSS (LBaaS)
7 # 9% BIARSS (Load Balancing-as-a-Service, f##5 LBaaS) f# OpenStack Networking =] LA7E4E
FBSERIP Y HER AL R E, IXRIE T ATGRR 4575 8 S8 TR 8 AR Ty A RAE
ZANLPIhERE, MMAEERERRATRNEN., AEMHLRENUTEMNAEZ —HTOHE !
##% (Round robin) - TEZ AL A3 DR S BEHE K.
JRIP (Source IP) - ME—ANR IP ik & EB1E K S 40 B EIR — N SL 461,
RPEZEHE (Least connections) - 1BIGK D ECEIA & TEIGEEBERILHA),

MBTRESHLER, HBH BE L HIGHERS (LBaaS) ",

1.4.4. IPv6

OpenStack Networking SZiF7ER MG ERA IPv6, XEKREE T LU EMN S ES IPv6 i
fit, OpenStack Networking tha] LU IR 25 L9 SLAAC, MMEEIN T UMEE B
DHCP XRZim kg IPv6 Hhtlk,

BT RESIERER, B0 - BAH M IPve" —,

1.4.5. CIDR &=

IP il B E B ARTEFME IR HITOES. B0, FR#EISH 255.555.255.0 B IP itk ER
192.168.100.0 - 192.168.100.255 FTLUIZ{Ht 254 4 IP #uilr (B— N HI&REBE— Nt # iR

2) .
XEFHALAMERZMHEAREK :
EBARR - FRMUBESIRR A SRS AR i F RS, 510 -
P2 ik : 192.168.100.0
FMBHY : 255.255.255.0

CIDR &3 @ iXF& I8 F MEE e 5 v B LR 817 R, Bl
30, 192.168.100.0/24, HAp) /24 KK 7T 255.255.255.0 GXPNFREHEHZHHIFR
#E24611) . 7 ifcfg-xxx BIARFRBILUER CIDR &= K& NETMASK & :

#NETMASK=255.255.255.0
PREFIX=24
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2 2 = OPENSTACK NETWORKING #% =

OpenStack Networking B8 —RFIRG RS AREE X HARS (0EH. DHCP MTHiE) , XL
BRSFIRR T MI45 T X — &, BT mEN A —MIERS BB SHAR, BE, WL T =A
BROBEAE—ITEBRS S, XTRS ST TRATFUHEBSEFMEXME 3 ZMLEHRE, T OpenStack
Networking /1, &R LLNZ NPIRRSS 2D ECXNA R, M eT LUTE B IS AR LI AR Th

BE. METMELEKXER, HBHAI E5THAME—E,

2.1. 2% OpenStack Networking (neutron)

2.1.1. REAR

£ Red Hat OpenStack Platform 9 (Mitaka) A, OpenStack Networking H{4{E% RHEL
OpenStack director SEHERI—ER D #i %%, 15517 RHEL OpenStack director R385 R INE %18
*{E/%\Q

2.2. OpenStack Networking ==K

ENREEERT — OpenStack Networking SLHERfI, &8 —1% FB OpenStack Networking
T e skIR Mt L3 BREF0 DHCP ThaE, 3217 FWaaS # LBaaS R%5. F4h, ABEFH D Compute T 8=
iz1T Open vSwitch (ovs-agent) , BN LEAEMMIEME, —AFRLEREFMAEE —1 A
kBB LEERE, OpenStack Networking 17 s B & 3 MW+ ARGIBENEMARE

Network node
“  dhcp-agent
s metadata-proxy
<t FWaas, LBaasS

Physical router
Layer 3 Router

~~

i

Y tenant

provider

mgmt | tenant mgmt, tenant

bompute node (':t:u;;\putéI node

@ Layer 2 Switch @ Layer 2 Switch

(neutron-openvswitch-agent) (neutron-openvswitch-agent)

Instance Instance
192.168.200.15 192.168.200.16

23. &£H

L 2 ZHFNAE R AN ARHE P 2% R B9 K BN (%X T3 M iB 2R BIRF & neutron I OBIRLHRE, B
Compute SEHIBIRA MIEAIZ ARE T HN R 2 Z, REHARTE-—IHE N L2 MNINESH



%8 2 & OPENSTACK NETWORKING #:&

i, ©RLIEEEIZ ) Compute LB RE, ABLNFE) IP #ilk, OpenStack Networking
LBaaS VIP, FREZFZEOLURLAFIFCIENIGEONRETES —NLEHBXE, MREXEEE, KOS
FRRINEZLYH, CRBEMFAEAENMLTRE, MRARFHEHIMESTE, NREE, JUNER
N 2RI HIN], SHOIEFHHZR S, Open vSwitch, Linux Bridge. VMware NSX,
NEC #1 Ryu M4 G4 Y ai#i L £HINEE,

N
K55 . "
Vo #0 Compute L £4HAFRMRE, OpenStack Networking WL £HREFT—NwOM, MAE

2.4. Open vSwitch

Open vSwitch (OVS) 2—NFRE Linux Z4MFTHI SDN B #il. OVS NEMMLERE T
PLEEIRAIHARSS, FH XL AR NetFlow. OpenFlow # sFlow, Open vSwitch &t 7] LAF]
ER%E 2 ZThRE (STP. LACP #1802.1Q VLAN tagging) BORZHHLIH1TEMR. Open vSwitch hRA
1.11.0-1.el6 SLEFRAZHF Open vSwitch B&& (tunneling) ZhAE,

ey .
58 aw
oK REIE LACP REMET Ovs M4E, EIXNEBEREINE, MARKLR, LS
P “’-;' 3 bond_mode=balance-slb {F h BN RELIBRETIEE, 74, EIMHATLUERTE
“f‘:f . Linux Z8ER LACP,

2.5. Modular Layer 2 (ML2)

ML2 2M OpenStack #J Havana & 1ThR A FF 1R B9 — N #T89 OpenStack Networking #% /D@
ML2 BXX T ARTRY IR HER, MR FERREHMLZERA, Open vSwitch # linuxbridge &4
B, FEARSEEUBRHLITHRAS, B MIIEEEE ML2 RS2,

b

V. S
WX 3E

AN =
o)
z;}: ' ML2 2BAH OpenStack Networking 1, ©18 Open vSwitch 7577 BRI BIHL &K,

2.5.1. {#f ML2 [RER
TELARI, OpenStack Networking REE(#F FEERE N At F/iEM. 40, 21T Open vSwitch $&EHHY

R RBEMEA Open vSwitch, MAREEREEEM (40 linuxbridge) . XSE—NE S FHEREIL
15 FR IS B R B RR

2.5.2. ML2 4% 258y

ZMMBER R BRI IR 21T, A4, XL AR LUER ML2 X% R M4 #FIhee A T E
BERE, OB SHEXMMSEREXE, MASEEel]5SEMEHIE, RIFEFTERIK
5, ML2 LMK 2EE : * flat * GRE * local * VLAN * VXLAN

TR 28X 5H1E mI2_conf.ini XY ML2 THARIEE :

[m12]
type_drivers = local, flat,vlan, gre,vxlan

11
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2.5.3. ML2 #1.51

IWAE, LT ABRAEENNGREREN, RN, TUESERBARKE, MmkE
& 7 P MM 8 ik,

TARBIHLEIKENTE mI2_conf.ini XX4HE) ML2 TRHREE. FI40 :

[m1l2]
I mechanism_drivers = openvswitch,linuxbridge, 12population

sl —
K55
S BNREMA Red Hat OpenStack Platform director #4748, MIiXLEi% &< puppet #1TE
0 m, MARNZHF TSN,

2.6. OpenStack I 4% 5 i

Red Hat OpenStack 12/ T BN R ERMZEi% : Nova networking #1 OpenStack

Networking (neutron) ., Nova networking £ OpenStack ¥R % BHLXI A BT, {BYATBAREK
124 ; M OpenStack Networking #8& {1 —1 OpenStack & B#X|F#I#%/ 0 SDN 04, FHIERET
WA RE, HIEE, YL S AL Nova networking #1 OpenStack Networking [8]3#H T 5E #8975
£, WMREITREFEA Nova networking, fAFE A EI OpenStack Networking, iX—mR¥S&2—1
FREENEERR. S, MHEEXNMEAEEITER, NEFIHT, HEE—ENENN
518

WA ™ .
K55
Vo
:}Q:_::-ii::; Nova networking A~8E{# 8 Red Hat OpenStack Platform Director 28,

4l

2.6.1. {# A OpenStack Networking (neutron)

MREFE—NEEMZ (overlay network) fi#R7F%E : OpenStack Networking & f GRE
2 VXLAN B83& (tunneling) X EHINBIMLSREHTIRE., H{ER GRE 5 VXLAN K, 7EM
% fabric EAEE VLAN WESE, XEMSHK—ZRIMEET AR P EE, 74, FE8
£, VXLAN =% GRE *f ID #EMRHIE2—F/"87H (16,000,000) , XLk 7 802.1q
VLAN ID B9& K#E - 4094, Nova networking EF 802.1q VLAN LI ML REEH, ©RXE
GRE =% VXLAN B&EIhEE,

MRREMNASEEFRBEESH IP Hhit : OpenStack Networking 1 Linux PRI M4 6p
Z[E, BRFAENESTER—1 Compute T m AR FMSERE (410

192.168.1/24) , MAREKIEE BRI, #&, Nova networking RIZHERETILBIMLEIRING

¥, TERNFRAETEFS 9 EF R AT+2/0ND

MNREBE—ANZTLINEINIERISE =7 OpenStack Networking #&4 : ZEEINE R T, Red Hat
OpenStack Platform 8 {# 7 A 0pen vSwitch (OVS) #EIIXZHHIFHR ML2 R#ZiEE. BN


https://access.redhat.com/documentation/en/red-hat-openstack-platform/version-9/release-notes#certified_drivers

%8 2 & OPENSTACK NETWORKING #:&

OpenStack Networking EB AL, FRLLAF A LEFYERLE fabric IE MK E
X, EAE=75M OpenStack Networking {4 E X EAIABY ML2/Open vSwitch XZIERE, 4L1E—
BERMRO T &S B TESE 1T %7 Red Hat OpenStack Platform A\ iF B % B OpenStack
Networking ffff, 1% THEELZSIMETMEXNER, LUKREILIER OpenStack Networking
fEE, 5V http://marketplace.redhat.com,

WRZEZE Firewall-as-a-service (FWaaS) =k Load-Balancing-as-a-service (LBaaS) : R&
OpenStack Networking $2#iX 22855, Nova networking ANRHLX LIRSS, A UEETE
EAMERT, A dashboard EEEIXLEARSS,

2.6.2. {#H Nova Networking

MREEEREIL (untagged) FZEEE VLAN (802.1q tagged) %% : X8 REIG AT BUHME
K (FEEIP L, &RAH VLAN ID HER 4094, MBI LFZHNWBE TR LY TFiXD
HE) , URNEENMEMER, EMEML EEEH TR ENEERE T RE2E VLAN,

MRTRNEFATETEEEESH IP i - XBERERAT NN, AR,
MREFFE SDN R AR, IAFTEMYIEML fabric H1TRE.
INRIEAFEBIRSH VPN, B AIES M EIEIRSS

2.7. L2 Population

L2 Population W= FHERAT #%. ZBMNEBARNEEBEMEH AT R, EHINERT, Open
vSwitch GRE #1 VXLAN &I #E2| S EBLE B 2T EMMEANENMIE, IMHLITERT KE
BIRLE AL ER 7 L, T L2 Population XEh{ER 7T A4 —FixiT R, ©5 ARP @it % MAC it
SIINRERME T — N ER O BIRIRRILE (mesh) , PISEUIRSWITE/E N BIREKE R A ERIE XA
B F, NT/EHA L2 population, EBEELECHRMEIFFIIKENFERA, B, BEAEERVER—1RE
& (tunneling) 3Xzh (GRE. VXLAN SHANEBEA) o £ mi2_conf.ini XA INE S MELE :

[m1l2]
type_drivers = local, flat,vlan, gre,vxlan
mechanism_drivers = openvswitch,linuxbridge, 12population

£ ovs_neutron_plugin.ini X#4F/3 A L2 population, XEEERAIZIT L2 agent BT s EHE A -

[agent]
12_population = True

2.8. OpenStack Networking &%

OpenStack Networking &% T % M4 N IRHIEAR IR R4 THEE -

2.8.1. L3 Agent

L3 agent ;& openstack-neutron {3 —E 2, ©HINEEREN— N EMMNE 3 ZHREBEIFRLIER
YRE, FNE 2 ZMEREMRKIRS . L3 agent FRE TV MM EORETEFIREN. FET
—DNHERRLEE IP Hhit, ©EEER—HA LI OpenStack Networking R, B FAEBMLH
IP ik, XL 1P it & B4 A EER IR A EBMLS MR R, XA AEZEERE K
EHENEBEIIOE P ik, FAUSEEXNES P,

DHCP Agent - OpenStack Networking DHCP agent B LU 1E R4S iz TR E A 2 BS 1P Hbilt,
INRIXA agent #E A, HEQIEFMEHZTT, 1) DHCP IhEEREFMAEINS .

13
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Plug-in Agent - 7% M GEHEB AT LAFIFHE1 18 28 agent (23& Open vSwitch # Linux

P %iz247% F agent (neutron-dhcp-agent 1 neutron-I13-agent) B977 5=,

2.9. fH 7 FIBEN P P L%

TERRTHFMAFENERERRE, DUREin[EESD OpenStack Networking ¥ T
fE :

Network Node Physical Router

Layer 3 Router
> S~

Compute Node

Tenant Network Provider Network

Q VM @ VM2
L
@ VM3

2.9.1. FH 7 PIL%

AR (Tenant network) ZFF OB, FARED B RREEREIIEENRLS, eI ERIANERT
WRENE, HEFTKMECUIEA1THE, OpenStack Networking Z#F LA TRZERE -

Flat (R¥L) - FRESEBIERALFR— 1 M%H, XTSI UEENREE, FHEE VLAN
tagging X E© M52 B I8,

VLAN (EE#lEi=EM) - OpenStack Networking f37FF F{#F VLAN ID (802.1Q tagged) 1E4
BRI AIE S MEN A (provider) KRS (tenant) PI%%, IXFHELEIAT UM RAIE B0
Bl T @I, FHAUFMMFE—1E 2 2 VLAN % ARS8, BiAksE. AEHEE&EURE
© W48 B il fE A 1T

R AT LU MBS ECE QoS Kig, METHMELEXRER, ESH £ 10 & L&
QoS,

2.9.2. VXLAN #1 GRE B&3&

14



%8 2 & OPENSTACK NETWORKING #:&

VXLAN #1 GRE fRHM%EZ (network overlay) X 3F5CHIEFANE T, MNREH1TE GRE =X
VXLAN 8P R4 A BIMZEIH, TEZE— OpenStack Networking BEH2s, A4, MBREEEED
FAEBMZE (S1F Internet) BEEGEZEMES RSN, BWEBE—RHEZE, KEHBRERETERZFIP
ik M — A EB W B 5% 1 B SE AR Th BE.

2.9.3. (R M L%

WML (Provider network) Ei OpenStack B i All&, HEEMHAIEIEHROREENR—DY
R E, iX/N—_I?%E’JI—_I?%%’*”@% flat (untagged) #1 VLAN (802.1Q tagged) . #FNML&GIE
B—ER, BN ERILS Al AR H =,

2.9.3.1. WAL HEN Ra P L%

e LMERRIE (flat) H M ERFEIBLAEREIAEMLS, HES MBS (4]

0, physnetl physnet2) , MEAMIMYEERED (etho - > physnetl ¥ ethl — physnet2) ,
HEZEEBEA Compute 17 A Network 77 sUuE R T 180 A 2B R LEESfE FX NS KR, INRIGE
EFRAE—NMEOLBNZ ) vian-tagged EOEZE S MEREML, ESH 8 7.2 77 “EH VLAN
NV PERIZE,

2.9.3.2. EdiEIRHIZR T =

1. %m%E /etc/neutron/plugin.ini (‘& =% /etc/neutron/plugins/mi2/mi2_conf.ini X{4#) symbolic
link) , 18 flat RINEBHFEENETIEKAF, € flat_networks HEN * :

type_drivers = vxlan, flat
flat_networks =*

2. OB —PAERRLEVE R flat L%, FIBEMBEEM physical_network #1TXEL, INRIEEEHN—
HEWLOE (FR --shared) , FARFEECHAEEFEZECELH,

neutron net-create public@l1 --provider:network_type flat --
provider:physical_network physnetl --router:external=True --shared

3. ffifd neutron subnet-create = Dashboard fJ&—1FM,

# neutron subnet-create --name public_subnet --enable_dhcp=False --
allocation_pool start=192.168.100.20,end=192.168.100.100 --
gateway=192.168.100.1 public 192.168.100.0/24

4. /3 neutron-server RS USRI ZE £ -

I systemctl restart neutron-server

2.9.3.3. Bidi& Network 7 s2#] Compute 75 :

£ network 1 /=1 compute R _EFHTIX LR, ORIBT REBERIASMSE, FHESLEI R ERE
FAER R LA AT @I

1. QI — AR (brex) , FOUEBRM—MEXRKEED (ethl)

1E /etc/sysconfig/network-scripts/ifcfg-br-ex FOIIER A ERRIT :

15
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DEVICE=br -ex
TYPE=0VSBridge
DEVICETYPE=0VS
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none

1E /etc/sysconfig/network-scripts/ifcfg-ethl /1, 1 ethl B2& N5 br-ex 8 :

DEVICE=ethl
TYPE=0VSPort
DEVICETYPE=0VS
OVS_BRIDGE=br-ex
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none

B 5T LA AR 55 LR AR BB SR E AR

2. 1£ /etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini FECEYPIEMZS, BRI BRET BIHE %
BIHDERRIZE

I bridge_mappings = physnetil:br-ex
METHRELESMEXNER, B8N 5§ 11 & IEMNITH5T,

3. 7£ Network 7 52 #1 Compute 17 s _EE & neutron-openvswitch-agent AR5 LAMERTERZS £ 2K -

I systemctl restart neutron-openvswitch-agent

2.9.3.4. BEBEMZE T =
1. 18 /etc/neutron/I3_agent.ini X H] external_network_bridge = i%7Z2{H,

PR, HREA—NRTHEZEEIAEMLEES, OpenStack Networking &£
external_network_bridge, ¥fE, XMEALUR—NEFRH, XFRTLZDHAER
#F, OpenStack Networking & 782l br-int BIRFFAIE—1 patch,

# Name of bridge used for external network traffic. This should be set
to

# empty value for the linux bridge
external_network_bridge =

2. E/5 neutron-13-agent LUEFTEIELREN,

I systemctl restart neutron-13-agent



%8 2 & OPENSTACK NETWORKING #:&

.E x‘:‘x' . R
o R

:Ex‘:{::i .I.- '.:_- N
. _}/

A MMRABZA flat B ERLS, BENWMBEEE A MIINYIEREZEOFMTT RS A EBMLE
ﬁ%; i, HIEMREE ifcfg-* BIA, F7E bridge_mappings FiXEMLME (FR—1HE
3;& BORHIMLEFIR) . MFETHRELSSMEMFEXNER, HSHE 11 Z LEMNITHK
e 41,

2.10. 55 2 ZF1%8 3 ZR%%

VTR, BREZEZBMNAREBERESLT, RNERRZEMSA G EBEREL L KEH
25, FRLATER— D RILE 405 LS SR LU 72 AN R R 4% 8] (% R SR B3R S R IR

THERBXRTFEMIL VLAN F 9S8 3 1T R 4& BUR L Hip0id 72,

Network node

Layer 3 Router
@ (neutron-13-agent)

I |
Compute node Compute node
Layer 2 Switch Layer 2 Switch
G‘h ) (neutron-openvswitch-agent) (h-"') (neutron-openvswitch-agent)
Instance Instance
192.168.200.15 10.20.15.25

2.10.1. RE B M%% 3

PG EIRRZAIRME R EERBINGEZEL (B2 2) , ALLErRELES 3 Z LHNEERBER
BE, EITRWEN, BREZRBLEEHMTENNRENER IMENGE, Hl0, TERRERT —
PNEETHNDET RBIZHMLS, XELEE RN LA UERNFELTHSREEER TR
B TR, EULUERE, EAXZERNFH, IRKREIER—MZHEMLH

17
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Network node

Layer 3 Router
@ (neutron-13-agent)

Compute node Compute node

@> Layer 2 Switch @:) Layer 2 Switch

(neutron-openvswitch-agent) (neutron-openvswitch-agent)

Instance

Instance
192.168.200.16/24

192.168.200.15/24

NT IR R ERSEFI R AR TER — MEHERS R —FEE TR, FEMEAFEE (tunnel) "
R, #0 VXLAN 5% GRE, HfT#EFEEEHRIRSR LM MTU BXE, MMM LA EREE L iEn
AR, BNMBHREARERENNSHEIRZE MmN, 7, TETUMERXEN. 8
VXLAN offload ThEERUFE (4R —F 127 VXLAN BEERIMERE, INFE T RXLEBHMNTETIK, FS
% https://access.redhat.com/articles/1390483
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] 1. ® AT
2R 1. B I ES

# LB RS U R E R IEHRR S I,
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£IEEHNNERES

OpenStack Networking (neutron) E— M4 E X B Red Hat OpenStack Platform FI4&2H 4, @it
REFL 4R RO EL AR SR, SEBIFN AL R EE 25 L =T LA AT R 4805 1

ATNETENWEERES, MREMEH Red Hat OpenStack Platform ERE 7N, kR F M 12 B
%%O

3.1. B2

W GIEML, BOSCH RS AT LUH TN, FeTLUER DHCP 13 IP ik, M%Sth el AFNIERRY
Red Hat OpenStack Platform E3E S E I EFHAGBMLE (MIIERLS) HITEK. BIERK, &
BYSEBS AT AR A B R AT R, N5 7 ARSI M A A S EE WS A TERRMIER, S
“WHEYDER LS,

EORMLSN, —PERZRREFBZHTER  REATUSESPIFMN, I—RNFREER—TH
LA RHEE RN AERSIMNEHREEE, HM, EALUE webserver IR4HRERE—NF W
hEN, MBEENEREEANNFRFIEL,. SPFHEHRITFEHETFH, MREHAFEMHE
FRPATEM, BAEE— PSR EER. EUERERERFEHITRERSBINBRINEE
B—NFHA, XHEREEBWBEE, MMRRSMERMEEE,

1. 7 dashboard AEFETIE > R%% > P,
2. = ORI F LB LU TR :

T EE::puy
MLE B TR RIBEMFZBELINES, NER—TERE NS

. MREFEZILBEF—NHAER VLAN FHITERK,
AILAE [EHE VLAN ID [EMERMA, 0 : a0RE
EXNFRPRE HTTP web fRS523, MEH
VLAN tag 2 122, MAILLCHEERE N *
webservers_122 ; HIREITRIIEXDNRLEERFAAN
MLEER, FARAEFMABRLETER, NETLL
HEEEHN * internal-only,

EIERE BEEXTNAZE S EBEN. EFULE—TH
%, BEELT Down RE (EZHE, XML
BT, BELREWREE) . MRENELHL
BHIML S EMAR AT MR, ATUERIXIh

s
BEo

3. m iR, EFRIRETTHEEUTI

Wi fil



T

DIEFM

FR%

2%t bk

IP hRAs

M% 1P

HRAMX

4. S TF—% F % E DHCP %70 :

B3E BUNEERES

fil

EERSRELR—IFM., fit0, HERFLEL
B— M%), MAFTEMITRGEEN, 7
LI BI2F M.

NFREA—TEHBIRM,

i CIDR #&=\pithit (—Na3E IP #ultSEEF
MEBIEHE) , EFNFRBEERSEITERT
HITFMEEAMEBREN, Fla, FREH
255.255.255.0 & 24 fiI, MFEIEEEAXNEHELN
IPv4 tthitSEE 192.168.122.0, FH
192.168.122.0/24,

BE IP IRA, BRER IPv4 7 IPV6, BIZEH4ET
FRIER IP ST E R E X MEE AL,

ERNBRIAMZBIEEERZSHY 1P thitt, ARAEFIAERMZS
HTB NN BUBRESEEL T XN TRE, ©
FEEME IR ER ST 2 P, B,
INRERH) CIDR Mgt 2 192.168.122.0/24, &
BB X AT A2 192.168.122.1,

FRAMSEBIER A, EXDMPMSRLITHEBIME,

Ja A DHCP - TEiXFM )5 A DHCP RS, DHCP A LUNIRHISLHI B 5o IP XiE,
IPv6 Hthhik - SN R AE— IPv6 M4%, I87E IPv6 it F1E e E B WA 2E R,

KRIEEET - tINRFTIXE IP ik, HEAIE OpenStack FFM A EDE ML, NIEAXA
ﬁlﬁIDEI\‘O

SLAAC (Stateless Address Autoconfiguration) - SCf51E F OpenStack Networking & H 25
& 3%B RA (Router Advertisement) {5848 IPv6 i, FAXMNEENSERE, EOIE
OpenStack Networking M, ra_mode #1 address_mode ##Zi% & slaac,

DHCPV6 stateful - 525 M OpenStack Networking DHCPV6 ARSI IPv6 ik LA & H © 3510
(40 DNS) , FAXNMERENSRE, EAEMLE, ra_mode  address_mode B4 % E
4 dhcpvé-stateful,

DHCPV6 stateless - SZf5lEF OpenStack Networking B 28 4 %89 RA (Router
Advertisement) {524 IPv6 Hitlt, HEZIARETT (40 DNS) H OpenStack Networking
DHCPvV6 BRSSP0 BE. HRAXMEREMNERE, TR, ra_mode set #1 address_mode
RIS E N dhepv6-stateless,
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4Edith - DHCP 9 ERHY IP HhibSEE, 140, 192.168.22.100,192.168.22.100 RSB ERNMARA
up B9 b ER AT AR S B

DNS & TR S5 38 - M4 el R DNS ARS52589 IP ik, DHCP $BixXLeth it 43 Bio2h 545 B sk
AT & BT,

FHREH - BB S ENKAH, Bl CIDR MRRIEEB ML, AREEE T —MNIERAM
ik, 580 : 192.168.23.0/24, 10.1.31.1, MREFENLHIFRSOEEAHE R, HIXEXNE
IDEI\‘O

5. =g,

BIRBMME T UEMEITE TR AR, EAURESE, B amERERerEm, WE, HUE6)

BESLHIRT, ALUBLECRERXNFM, FHiKEHENA DHCP £,

3.2. QBSR4

SEERTEER REOBZMLSH, TLEREHRMLIET, XERTE LT BRI LR,
FRVFIEEMS

1. 7£ dashboard A, EAFEEG > %% > ALY > HiH, F9%HE A EE—DU8 F21TXNH R
7%,

2. K B MR R L B Fh B T
Local - F45 & RIEARM Compute ENLLFH), ©RLFREMREFAAE N EBMLIRE.

Flat - B EUBHIRHIE— N EMPMLE S, FaulflEeENHEE, &F VLAN tagging SiEE
M 2& 9 BRITHEE,

VLAN - AR TYIERLZ B — VLAN B9 VLAN ID EOBMZ%, X8l LA@ESLEIFI4FEE
2 JZ VLAN RS 1T R,

GRE - FA—MEZMN T AL ES (network overlay) 3 hSE) AR ELFAAPIZH@ T, MM
RS I M R E R EHERE,

VXLAN - #1 GRE £, FHA—NMEZNT M ESR (network overlay) 30 525 [A] 32 4 FA
AFEEIN, MM ES HIGMME R E B EWIKR,

mOEEMY, RETE MR SRIBIAM LS SR I,

3.3. NINMIZSERER

NT EMZEEYE R LA B RAET LS, MG HREBELR, ERELEENFRRNNI—TER
RS ARRED -

1. 7£ dashboard AiEFETIE > %% > BRH,

2. TERRE S IR E A ST, < +RmEQ, EFMIIRPEEERETFRBEH. Sd
PO E#EOHEE—1 1P il

3. /IEmEEO,
IFE, ERILE AR B SEIRE BT AADF R LA B R ST AT 30T

3.4. fHFRMIZE



B3E BUNEERES
HE—LEBERT, EAIRFEMRURCIRIMLS, 7T BRIMR— 1M, EREE MR
BFERAesED. UTNHETEBPRRMSHSEE,

1. 7£ dashboard A, EEFIE > %% > B4, MR BN FMEXEMFIERBZEO. MR
—NMEONSHER TR S BRI BB EMRAMLEH ID (72 ID TR ER) o FREHM
IX AN HE R B F MEREE (1 1RPZE 1D Tidh H =X ME,

2. EFEWIA > MY > BRH, ERAFIERPEENERAZIZNETR, FEREM MBS EMEREF™M L
RO, BELUES T IP it (MM IP thilt) sEMESEOXRSF. B4, ©MZ%ED ID
NiZHM E—% KSR/ 1D fBICE,

3. mEORMHERE O R L,
WERETE > M4 > M4, [RERM%E. R BIRFRBMERFRRH,

1o3e97¢
DI ‘ ‘ ‘
G MRETTEMRTR, WEHEERETHHELAER.

HIE > F%% > B4, RERTEFEMPREMSE, =RRN SMERELZ, ETF—PRERERBEIL

3.5. ;5% (purge) FHHIMZL

£ Red Hat OpenStack Platform 9 LARIRIkR A, EMR—DUIEE, ©LEEDELS XU E H 5
R, XEFEM%. BEMEO, XEFHREERFIMEG, mBETELEMMIFMR, 7£ Red Hat
OpenStack Platform 9 &, FILAEEMA neutron purge w45 EMERUGIE T —MEETBHFFAE
neutron FiE,

5N, 7EMIFR test-project B, HE purge BRI neutron HiR :

# openstack project list

o m e e e eemoo oo S +
| ID | Name |
o m e e e eemoo oo S +
| ©2e501908c5b438dbc73536c10c9aacd | test-project |
| 519e6344f82e4c079c8e2eabb690023b | services |
| 80bf5732752a41128e612fe615c886c6 | demo |
| 98a2f53c20ced4d50a40dac4a38016¢c69 | admin |
o m e e e eemoo oo S +

# neutron purge 02e501908c5b438dbc73536c10c9aacO
Purging resources: 100% complete.
Deleted 1 security_group, 1 router, 1 port, 1 network.

# openstack project delete 02e501908c5b438dbc73536c10c9aacO

3.6. B2 FM

FRNIE R EFIRE T M ISR, EENEAIMAIRITER, MEEHEIEB—INTM, BEE
FHEELHFFMANLE, URIFHHERENMLEERRK, FHEECEENMSEHOIEN, —
NEEEEMEERFE : OpenStack Networking FEIFE ST ULEEENFW, X—=4fTH
EER—MMEHREEERIMNARRATENERIEREE, Fl0, & LUE webserver HIRI4%
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FRERE—NFHHEN, MBBENSREEIANFHAER. BNFMERITESFMW, W0
RELPIZENHSFMIATEIN, DAST—IMEEBEES, ELEEIBEERZEEHTREMS
BIHWREREBER—NFHA, XFEREEEMLIEAH, MMRSMLEHIMEE,

3.6.1. lIE— 1 FH

1£ dashboard A, EFETE > B > L%, AETEMY I R IR R4S & TR,

1. REETFHE, REHEEUTI,

T ik
FM% FRIBLFR
4%tttk CIDR #&Rp9tstt (—NEIF IP HUSEE I F R

) . HhmFmEiEER8ditERTiIHT
FRBHENABURER, B0, FRiE
255.255.255.0 F 24 fiI, MFEIEEEAXNELEN
IPv4 tthiSEE 192.168.122.0, FH
192.168.122.0/24,

IP AR BE IP IRA, BMEE IPv4 H IPv6, MZEHhit IR
FRIXER IP #hiikSE B EEMIXMEETE,

Mx IP ERNBRIAMZBIEE SR IP thitt, ARAFIAERMZS
HTB NN BUEESEEL T XN TREB, ©
FEEEML LTI TE E R HIEEFE 2 A, Flan,
INRIERH) CIDR Mgt 2 192.168.122.0/24, &
BB XAT LAZ 192.168.122.1,

HRAMX RRAMSEBIER A, EXDIPMSRITHEIME,

2. A F—%FXE DHCP %7 :
Ja A DHCP - TEiXNFM /5 A DHCP fR%5., DHCP s LUNIEHISLHI B 598 IP XiE,
IPv6 Hthhik - SN RAE— IPv6 M%%, 187 IPv6 it F1E e E B WA 2EH,

RIEEET - tINRFTIXE IP ik, HNEAI OpenStack IFFMAEDE ML, NIEAXA
ﬁlﬁIDEI\‘O

SLAAC (Stateless Address Autoconfiguration) - SZf51E F OpenStack Networking & H 25
&3%B RA (Router Advertisement) 584/ IPv6 Hilt, FAXMEEBENSERE, EOIE
OpenStack Networking M, ra_mode #1 address_mode & #Zi% & slaac,

DHCPV6 stateful - 525 M OpenStack Networking DHCPV6 ARSI IPv6 ik L & H &35 17
(30 DNS) ., FRAXMEREMNSERE, EOEMLE, ra_mode #1 address_mode #B#i%E
4 dhcpvé-stateful,



B3E BUNEERES

DHCPV6 stateless - SZf5lEF OpenStack Networking B 28 4 %89 RA (Router
Advertisement) 1524 IPv6 Hitlt, HEZIARETT (40 DNS) H OpenStack Networking
DHCPvV6 BRSSP0 BE. HRAXMEREMNERE, TR, ra_mode set #1 address_mode
#RIXE N dhepv6-stateless,

4Edith - DHCP 9 ERHY IP HhikSEE, 140, 192.168.22.100,192.168.22.100 RSB ERNMATAE
up B9HhIEER AT LARE S B

DNS I & TR S5 38 - M4 el AR DNS ARS52589 IP ik, DHCP $BixXLeth it 43 Big 25 5450 B sk
AT & BT,

FEHIRAH - B SEVEH, EHEL CIDR MR IEE BN, AREEE T —MNIERBND
ik, I8N : 192.168.23.0/24, 10.1.31.1, MREFE N LA SOEBERHER, HIXEXNE
IDTO

3. SfE,

FENFNIUEMEHFRIRETHRED, BAURESE, B Aa%ERBRerEm, WE,

LIRQRSGIET, AURESRFERXNROEN T, FHREHENA DHCP £,

3.7. fHFRFM

YU—NFRABRERE, ETUMRE., UERRFMET, MMRELGLEFERE, MRRESK
%, dashboard & ZER—MNMERER. UWTFNEA T E— DML HMER—NFEFMEIE IR,

1£ dashboard A, EFTE > W% > %%, AEREHR% G, £5FEBIRFRE =ERFR.

3.8. WIN— N EEHER

OpenStack Networking fEfA— 1 &F SDN BE IR HAR RS IRERS . LEMLHIFEMNE
FM (SIEYIERE 2 ABRL) HTRIAN, EEEAKRESR. BRI FREREOHITERE,
BENTFHBEEEECHERESRNED, —NEBAFNBRIAMXE LT e HEZEL XN
T thit, ERIRLEEREIXE N E A ELRTHE SRR B IS SRR 2%,

1.7f dashboard /1, EFETIHR > M4 > B&H, AE= +0/2EH,

2. EFRIERREIRE— R, ARESGIREE,

3. MRS R P BIHT A ARSHIEM X

4, ENBBRLEFIR T, H8E RN AGEE SR Ik B9 R 28 R R I 4%

5. AIXEMX, ERMT —TRBEE, BHEEREDLOIBENF RS REX N H AL XML EIE,

EHREE I EFHMEBALREQEZ- D EORSLINE,

3.9. kR — &

MR—NEREEBEMECEOMRE, EALURRXNEE, UTNETHERERBED, REHEMHERE
BRASHTTE,

1. 7£ dashboard &, %FEHH > W% > iBH, AR RESEM RV R A,
2. KB Internal Interface B9320, SfiggEEO,
3. ERAARPEFEEIFKA, =MEREEH,

3.10. An—NMEO
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EREOTLUERBSMNF M T ERE, WAESALUESEFIRT & HEEE L EXBIFREFMUMN, LT
HRAERM— N EHSEOFILEEEN—NTFH, ESER" MRV TR ERIENER B R
BRENKRESR, FLLUBT X NIEEHITMSEEMES,

1. 7£ dashboard A, ETWIH > F%% > %A

2. BB EEEEMRESR, BRI EE L@, ARaRmiEn,

HEEREEIINBARNFM, EBALUEE— P ik, ©RURAFIHMBRERRR, MR
LA ping EiX ik, 3 BAEE AT DAAR IE R B R

4. =EsmEEn,
Mz R & B3 Bk DA BRI TR IER M EHEO,

3.11. fliR—1NEO

4 (0 R B R E B BT — N F ISR CIBORURN, ALUBMEOMF RSB, LFAAT
MR B 5 -

1. 7£ dashboard AiEFETIE > %% > BRH,
2. IR EEM RAE O RREMER A,

3. RO (KENZE Internal Interface) , =IO,

3.12. ECi& IP ik

IRET LUE R LU TR0 5 3% K 7E OpenStack Networking FREIE IP it B EC,

3.12.1. fEF5) IP Hhitih

W EAED) 1P ik, eI LUHEASRRIRLS R E L X EIEH) OpenStack LB/, &%, BEEE L
—HE LR EBIAER 1P ik, ARAEATLESA 518 o B 45556, OpenStack Networking R385k
AR Z% B8 A X BUAR R SC BRI B0 1P Hhdik E

b

=
AN

x’i,_;. OpenStack Networking 23823/ IP Hstt 2 EE45E R — 4 IP SE[F/CIDR FRIFEWE (8
r;tx F) . XEKE, Z9 P it FRA LS EBAEATBSHAETR, S L@ N E
¢ “,.;{. BB R XN HITEIR, H0, SR LUE ProjectA #1 ProjectB BIERIABL A% N
{;ﬁ “» 10, 1B ProjectC BIEEETIX ) 0.

250 1P bt IE O — N A EBF MBI L, NRXNFMRBIFENBGZE 1P ik, EaTLUER
enable_dhcp=False %52 DCHP RS

# neutron subnet-create --name SUBNET_NAME --enable_dhcp=False --

allocation_pool start=IP_ADDRESS, end=IP_ADDRESS --gateway=IP_ADDRESS
NETWORK_NAME CIDR

o -



B3E BUNEERES

# neutron subnet-create --name public_subnet --enable_dhcp=False --
allocation_pool start=192.168.100.20,end=192.168.100.100 --
gateway=192.168.100.1 public 192.168.100.0/24

3.12.2. HE—NMNFENZFD) IP

B LUFER nova 5 KN LA D EB—MEERES) IP ik, s(E @i dashboard #1417 (1S
3.1.2 "BEH— A (BRERHR) )

I # nova floating-ip-associate INSTANCE_NAME IP_ADDRESS
EXNMEIFh, H4EH corp-vm-01 BISEHI B T —NEsh IP et -

I # nova floating-ip-associate corp-vm-01 192.168.100.20

3.12.3. /R — A BEYLEED) IP

S5 1P b AT A S S B LA LB, AR ELEFE—MFEM IP ik, MREEK OpenStack
Networking Mttt B —4, METE G/ bR E—1NFs) 1P ik

# neutron floatingip-create public

o e oo oo oo oo e e e e e e e e oo +
| Field | Value |
o e e oo oo o m e e e e e e e oo oo +
| fixed_ip_address | |
| floating_ip_address | 192.168.100.20 |
| floating_network_id | 7a03e6bc-234d-402b-9fb2-0af@6c85a8a3 |
| id | 9d7e2603482d |
| port_id | |
| router_id | |
| status | ACTIVE |
| tenant_id | 9e67d44eab334f07bf82falb17d824b6 |
o e oo oo oo oo e e e e e e e e oo +

LRE—NIP it fE, FELUEESEA —MEEMSER, HBNFEMEFIFEXMIED ID (BfHE
SCEMEXBEMEE IP it AEPEER) . XADIRO ID SEU TS ERERRBEANGED ID #525) IP
ik ID FXKEE, EAR LLUB A LM 3 Ay MAC ik skff E IEMMIHDO 1D,

# neutron port-list

B S +o-ooo- o m e oo - o m e e e e e e oo
____________________ +

| id | name | mac_address | fixed_ips

|

B S Fo-ooo - oo m e oo - o m e e e e e oo
____________________ +

| ce8320 | | 3€:37:09:4b | {"subnet_id": "361f27", "ip_address":
"192.168.100.2"} |

| d88926 | | 3e:1d:ea:31 | {"subnet_id": "361f27", "ip_address":
"192.168.100.5"} |

| 8190ab | | 3e:a3:3d:2f | {"subnet_id": "b74dbb", "ip_address":
"10.10.1.25"}|

B S Fo-ooo - oo m e oo - o m e e e e e oo
____________________ +
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A neutron S 3HEZE) IP Mtk F1— N SEFIROAE ik O 4T R B -

I # neutron floatingip-associate 9d7e2603482d 8190ab

3.13. G ZNZ) IP it

OpenStack Networking Z#&1 L3 agent H—/NF5) IP ik, Rit, MREFZRI L3 agent
HEE, ETLIOREANRED) IP ki,

HBREEIAES, RE—1 L3 agent B handle_internal_only_routers #E2 &/
True (fE /etc/neutron/neutron.conf STHERR) X NETIRIE L3 agent BLiE H REEEIEA
ERHIER 2R

3.14. i M 4%

LURNA T IR E R S TR BIMIER R4S, MR ESLGI e LU TSN A L, B, i
FERYIE etho HFOEN—NMEIF, BEMEIE br-ex B ; BRI VE N PR R4 0 E I 2%

A —ANmE N, HERRE, FiAET etho WMZREHFERAEER Open vSwitch 317

SE), FERUTAEE—IE NIC BRSTEIEHL Open vSwitch R :

A=
%% IPADDR. NETMASK GATEWAY &1 DNS1 (ZFFRHTIRS5SS) 24 UM sk SRR
WA HErE

# vi /etc/sysconfig/network-scripts/ifcfg-etho
DEVICE=etho

TYPE=0VSPort

DEVICETYPE=0vVs

OVS_BRIDGE=br -ex

ONBOOT=yes

Configure the virtual bridge with the IP address details that were
previously allocated to eth0:

# vi /etc/sysconfig/network-scripts/ifcfg-br-ex
DEVICE=br -ex

DEVICETYPE=0vVvs

TYPE=0VSBridge

BOOTPROTO=static

IPADDR=192.168.120.10

NETMASK=255.255.255.0

GATEWAY=192.168.120.1

DNS1=192.168.120.1

ONBOOT=yes

WAE, EREILONSEBIDESES) IP ik, FHEYEMLATUERE],



55 4 = MK 1P ik ayE A

B 4= Hix 1P thikpy{E

— OpenStack IMERIRESFREFRALBRHPESH P thilt, AR TEIRIE R LA B IR B AR TN
BRI E, HNATel|FEERERER.

o o
e HER

fff: <. VIP (B#&FF )y Virtual IP Addresses - E3l IP 3ttik) - VIP st F3SRScHF HA IRSS, ERL
CED L R—AMRZRHIST RAZM P i,

™
4.1. EE % VLAN

T XI1EB OpenStack #ERS, HENIZM—HFMFH, REFREITWARBMIFEZHRMNME
A, HETSNTFHE, ERA LUERE RSB MSBIEITOREEMR VLAN, fla, FE—ikiE
AT, EERNZREN API RLURERNIZFLE web MLRENRAHZHRNME. 74, T
@ VLAN [AIE 4R EMEE @I — N EREES, IXHRL AT LATERS B 85 £ 150E B A ket — & 125 2%
MEMRE,

4.2. [ZE VLAN B4R EE
—BiERT, BEENTFRNMELESERFEL VLAN, Ft0, EalhE— N LS RE—

MENBEEHM VLAN, X, RE External M4HEZE A LIS A EIAEBHMIEMLZEH, 7 Red Hat
OpenStack Platform 9 F1, DHCP fR55H director 2.

BV

“®x 81 OpenStack BN —EMREATHIREIWAE VLAN, Hltl, BHERASTRERD)
f;:x SUBRBENELNRNL, NAFTREAMS ; IREREFEMARVNHERFEIEE
‘ *"}’ WIERGOE RIS, BRI R FELEB Compute TV REEEEREE— DMK
r;;x Zheh, M EEREYSLHIE B AN ALK,

OpenStack Orchestration (heat) &7 overcloud BIEHLARSS 28 £ %2 OpenStack ; ©1/ T#EHMIN
BB LE £ Mundercloud RETHREBIE AR ERR,

Internal API PI%% - Internal API F4% 4% FA £ 402 OpenStack AR5 AIR0EIH, 38 APl @i,
RPC HEREIEUREBIEEEIN. A, XML AR IBEEH SR T [UARREER, Eixit
fRE 1P it 2B, FEEER, 81D APIRFSBEFEBCH IP Htult, UTHENRSBEER
—/N P Hiit -

vip-msg (ampq)

vip-keystone-int

vip-glance-int

vip-cinder-int

vip-nova-int

vip-neutron-int

vip-horizon-int
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vip-heat-int
vip-ceilometer-int
vip-swift-int
vip-keystone-pub
vip-glance-pub
vip-cinder-pub
vip-nova-pub
vip-neutron-pub
vip-horizon-pub
vip-heat-pub

vip-ceilometer-pub

vip-swift-pub

Storage (fFfif) PA%% - Hifzfif. NFS. iSCSI MMEEHF. R NMERENRE, FTERABER XN
F4& NOZAL T — N e 2 IR ST B IR LUK SRR E .

Storage Management (fZi&H) RBI%% - OpenStack Object Storage (swift) 1 FX N PI4E &
ERXMNEIAT ahRESHET, RERS (proxy service) 7R iERMEZMEMEZ FIEE
—ANFEFEOMNER, XMEBRBRAFIER, HHREIMENRIAIKSENEIE. FH
Ceph £ EIRAIARSS &1t Storage Management M4 178, ENENIFREH Ceph E#E#H
IR, MEEARNENRS, I8, RBD BEHENIN, BLBERHERES Ceph,

Tenant (F1/7) P% - Neutron HENEFIREB SHIML, XaJLUBLEA VLAN [BE

(VLAN segregation, & MNEFRMEEE— R4S VLAN) L3, taJLUERA VXLAN =k GRE f2
& (tunneling) SCEL, BANEFMSHMEABEREEERS, FHE—MHEXBNIP FM, %
ANFE P F WA LAE AR Bk,

External (#&B) P4 - AERMLG a5 T A AP B9im SLL% E Dashboard (horizon) B9ERE,
BB LUMERE/E N SNAT, BXA2HIN, E—NEFIMNENESES, BESFERA—MEIL
BIRZ% B TFiZ5h 1P #itkF] NAT,

Provider (#tRip) PA%% - S5 AT LU A X L R 45 M NS B e O S Bt e, @it /¥
W45 (flat networking) =% VLAN tag, #&75] LA FE 4 SV /e 0 4% 18 $ B 59 BUEUE A D A g — A
YRR Z%, XA LAME— DN LFIHEZERB 2 ZM4Z4E N OpenStack Networking EAHZRFFH9—4
NERRSL,

4.3. IP HhitpYSEEE
UTRGEEMEEE 1P thit o ESEFEIR (P itk :

30
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Physical (¥3) 1= - 8T NIC BFE—1 P ik ; —RERT, RFEETWIENIC
HRURBFENIRE, i, BEMNLEEECSTANYIE NIC, NFS MAHBEBRS T AN
NIC (BHf, % NIC EEIITREMZMIKIRHTTREEIR) .

AFaeaTAENERL P (VIP) - 5287 SEHEMENMEHREE 1 E 31N IP,

4.4. ET AL

XL R A 45 OpenStack Networking By IP Hblit, BTN B S EMBHINA TR,
Tﬁ-ﬁg*&’%ﬁﬁf’%filﬁl%ﬁpE’\J?Ft?ﬁiﬁl"ﬂ :

Tenant (F17) W% - BMEAMAHBE—DFRSENLEISE IP Hilt,
EWEEH - S MEARFHHRREEOHTFE— IP i,

P - BNEAIBMEFZMERRENES FRARE—D 1P ik, NREHBEABMLRE, WL
= E MRS ERLE R A B —NF 5 1P il

Management (EH) M4HE - 215 OpenStack RS F1 API BIRIZS 2. 7E Red Hat
OpenStack Platform 9 /7, FTEE IP it MEBES#H), FIBERSHRE—HILEM VIP,
API, RPC f#EZERSILFE—DRERR API VIP LH#HT@EI,

4.5. P& TR
XANBIFRET —HMLKZT 7 DNFH, BNFREE-—EHERMIL :

* 4.1. FRITXITA

FM& s eh | ENEE| ps hil s OF 6= FREN
Provisioning %% 192.168.100.1 - 250 255.255.255.0

192.168.100.250

Internal AP| %% 172.16.1.10 - 241 255.255.255.0
172.16.1.250

Storage 172.16.2.10 - 241 255.255.255.0
172.16.2.250

Storage Management 172.16.3.10 - 241 255.255.255.0
172.16.3.250

Tenant network 172.19.4.10 - 241 255.255.255.0

(GRE/VXLAN) 172.16.4.250

31



Red Hat OpenStack Platform 9 F4%$55

32

FR% Ho ik SE

External network (&3& 10.1.2.10 - 10.1.3.222
20 1IP)

Provider %% (EfitiZR 10.10.3.10 -
) 10.10.3.250

ik B E

469

241

F R

255.255.254.0

255.255.252.0



2 5 & {7 OPENSTACK NETWORKING K Hi# O

5 5 = 7 OPENSTACK NETWORKING & H im0

OpensStack Networking 89 &2 3% B 25158 A im O 2 F 4T F R A 015 R, (&) LUE T i 2 X Lo ik O By
RERBECIREWEEEE,
5.1. && HaimORE

TRy HMmEE e EMNimOSR, ARER T NMAKSHKDKRAS (DOWN
ACTIVE) MA%,

1. EEMINEIL N rl BIEE RS ERFIEmRD -
I # neutron router-port-list ri

GEREH -

| id | name | mac_address

| b58d26f0-cc03-43cl-ab23-ccdbl1018252a | | fa:16:3e:94:a7:df |
{"subnet_id": "a592fdba-babd-48e0-96e8-2dd9117614d3", "ip_address":
"192.168.200.1"} |
| c45e998d-98al1-4b23-bb41-5d24797a12a4 | | fa:16:3e:ee:6a:f7 |
{"subnet_id": "43f8f625-c773-4f18-a691-fd4ebfb3be54", "ip_address":
"172.24.4.225"} |

2. FAEmOM ID (EEAFMIE) 2TUTHESEREFHKOIFEE, HH2TEREEROM status
i (FTEHBF+ 2 ACTIVE)

I # neutron port-show b58d26f0-cc03-43cl-ab23-ccdb1018252a

GEREE
oo e e oo oo oo s
____________________________________________ +
| Field | value
|
s s
____________________________________________ +
admin_state_up | True

allowed_address_pairs |

binding:host_id | node.example.com
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34

binding:profile

binding:vif_details
rue}

binding:vif_type

binding:vnic_type

device_id

device_owner

extra_dhcp_opts

fixed_ips

id

mac_address

name

network_id

security_groups

status

tenant_id

_—— ———————e—e— N ——--— - - Y- M- - —  H — ——

{}

{"port_filter": true, "ovs_hybrid_plug":
I

ovs

normal

49c6ebdc-0e62-49ad-a9ca-58cea464472f

network:router_interface

{"subnet_id": "a592fdba-babd-48e0-96e8-

dd9117614d3", "ip_address": "192.168.200.1"} |

b58d26f0-cc03-43cl-ab23-ccdb1018252a

fa:16:3e:94:a7:df

63c24160-47ac-4140-903d-8f9a670b0Oca4

ACTIVE

d588d1112e0f496fb6cac22f9be45d49

FERATRERON ID FUTU LSRRG e TRRE.



5 6 = XN RS TS HERR

B 6 T XL M LT R BERR

HEFFRER, ERAEMMEARMHN (BRI VPG E LBRLE, " SDN) REMLRIERS
8%, Efrk, X OpenStack Networking AR EYZE /1T SRS HERRA S R AN MR L5/ AT B R HERR
B7EFEERE. EUNEMBTUEMAMERNEN—INETI R, MAR—DPTEMINIME,

6.1. FEHERRHI 0%
E A ping it
% VLAN P28/ 4T B2 HERR
MFE = B2 PO FE AT B PR R

6.2. EAH ping Mt

ping S R—NIEEERMNOTMLEZE UM TIE, FRTCALRSERNMAERRS, BX%
HEPRAT A B9 ERE R, A0BA ACERE LBV E N R FRNERE, ping R TIERER, MIEERMbIE
REBAE, REHEHIMRERERIIE VLR,

f;:»‘x’ ping B8 BE ICMP FILH IR T U A 5% 005 A,

MBERLERE RERRS EiZ1T ping SR TIAEEALE, H—1PRAFBEREREREMLE
HER, FEALUAT VNC BEEH S FEEEI RS 1T UEIZT ping 654,

B, TER ping NS RIIET ML IEE TEMENZSNMBZNTIEE (& MRITIHEE. 1P
B FR T BE RO PO L5 3 HLTh BE

$ ping www.redhat.com

PING e1890.b.akamaiedge.net (125.56.247.214) 56(84) bytes of data.
64 bytes from al25-56.247-214.deploy.akamaitechnologies.com
(125.56.247.214): icmp_seq=1 ttl=54 time=13.4 ms

64 bytes from al25-56.247-214.deploy.akamaitechnologies.com
(125.56.247.214): icmp_seq=2 ttl=54 time=13.5 ms

64 bytes from al25-56.247-214.deploy.akamaitechnologies.com
(125.56.247.214): icmp_seq=3 ttl=54 time=13.4 ms

AC

ERBTAAENGRE, IWALUMER Ctrl-c T ping 5. MRGSHEPHOEIEEEK (packet
loss) {EHE 0, MiBAMLIEELTFEERS :

--- e1890.b.akamaiedge.net ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 13.461/13.498/13.541/0.100 ms
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Fo, BREBMHKEIBDE, M ping MIKAYLE R E LU GRS AR R R, Fa0, ELLTFEEG)
R, VM1 B—ERM%EREFE, EPUIaHFIMANAER ping Ml Byt

Networking Node

Neutron Router Physical Router

g www.redhat.com

1. internet - — N E WLAIHGE R B 5 ping —1 internet 3k, %0 www.redhat.com,
Success : XEKE, FIAFRIMNMLSIHSEBTUIERTE, SEEURSENIEMLS RS,

Failure : %F[REERA LLER ping —1 internet itk &I, AN MR BIE © RETA LUK ping
El internet, N1%BA internet ABHEREZIEERN, BEEH SN AMPMEREHITRE,

2. Physical ()I2) BREZS - HMSEE QIKE WA IR SR IE A X BIRBIRE A 25,

Success : ping ERIAM KA LUE RAM RIS LR AR RTTIE ZME RSB AEE TE, EH
e 1hHEIE A% B EAKME, AU RN MX2E A MR,

Failure : iX1%B8 VM1 FIEKIA MR 2 (BB EEA A, BRERss/ ML rTae B A, i@ ERT
—MNMEFRMM X, SRR RSNIEEME S UIER TENRYS EWE BT,
Z3, ping AL R EH TR 2.

3. Neutron F&H - iX2—“ RHEL OpenStack FA 34N R EHIHMAEIBHIETL SDN  (F4E LI
%) .

Success : B XIESRVT ICMP 838, Networking 77 sRTE%%,

Failure : AL HIMRSHR TS ICMP #iE. & Networking " mEEES, IEEEMNR
EEEIEET,

4. WIRIZHA, - VDI AZ HLAL A A SR TR AR R D ER P 4% R B T s A B L

Success : BN A X BB RZ AN EIBEEE BT EN ML RS, 10X ping S8R K0, NEK
BiIX— MM IEEE T/,

Failure : ¥23z#ilin O 25 XECE WAL IEE X VLAN ?
5. VM2 - 25 ping RA— N FRMHBIE— Compute 7 s _EBIEA.
Success : VM1 E£H) NIC IXEhFNIE AR IP Bi& =] LUIE & T1F,
Failure : #2%& VM1 ERIR4EECE, AR VM2 ERIRGAIEECERRZEE T ping RUEHE,

6.3. f VLAN MZ5 34T FE HERR
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OpenStack Networking ] L SDN R #4747 VLAN R REH OJCER (trunk) o %F VLAN-
tagged 4 5 7 4% HO 37 3 B R R UL SE 491 BT ATE YD ER 4% h AR 55 28 F M A TSR B

T X = VLAN Bt B R4 895 B i/ E AT B HERR, 25 ping TEQIRRMZEHT R EBIRX 1P, {5l
o, WERUTRGOET M -

# neutron net-create provider --provider:network_type=vlan --
provider:physical_network=phy-enol --provider:segmentation_id=120 --
router:external=True

# neutron subnet-create "provider" --allocation-pool
start=192.168.120.1,end=192.168.120.253 --disable-dhcp --gateway
192.168.120.254 192.168.120.0/24

IRAT LR ping B IP - 192.168.120.254

IMRKMW, FHINEEREEREE TS VLAN XIS EE (RSN E L) . ELEmFF
i, OpenStack Networking #7E . 38 VLAN 120 iR (trunk) BN FERILE, XA EDET
--provider:segmentation_id=120 SHXE&E,

KRERMTED (X2, BHETE br-ex) LB VLAN B4ERIXE
# ovs-ofctl dump-flows br-ex

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=987.521s, table=0, n_packets=67897,
n_bytes=14065247, idle_age=0, priority=1 actions=NORMAL

cookie=0x0, duration=986.979s, table=0, n_packets=8, n_bytes=648,
idle_age=977, priority=2,in_port=12 actions=drop

6.3.1. & VLAN EC@M A&

OpensStack Networking (neutron) agent - ¥/ neutron fe G4 IEFTA agent #IE21T, FHLA
IEFAR AR EAM

# neutron agent-list

oo m e e e e e e mmm oo - o e e e oo oo +o-omo -
----------------- e

| id | agent_type | host

| alive | admin_state_up |

oo m e e e e e e mmm oo - o e e e oo oo +o-omo -
----------------- e

| a08397a8-6600-437d-9013-b2c5b3730cOc | Metadata agent |
rhelosp.example.com | :-) | True |

| a5153cd2-5881-4fc8-b0ad-be@c97734e6a | L3 agent |
rhelosp.example.com | :-) | True |

| b54fObe7-c555-43da-ad19-5593a075ddf® | DHCP agent |
rhelosp.example.com | :-) | True |

| d2be3cb0-4010-4458-b459-c5eb0d4d354b | Open vSwitch agent |
rhelosp.example.com | :-) | True |

oo m e e e e e e mmm oo - o e e e oo oo +o-omo -
----------------- e

e#E Ivarlloglneutronlopenvswitch-agent.Iog— BEMNZER, Q2RI #ER ovs-ofctl

HREE VLAN HOCERIEE (VLAN trunking) o
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38

1% letcIneutron/l3_agent.ini X4 HHY external_network_bridge % &, MREE—MENR
M E, WIEEBT L3-agent ERAHN B, HITIERAAIRHMLZRE,

K2 letcineutron/plugin.ini 3Xf4 7 network_vlan_ranges MI{E, IIRER—MENFEMLE, I
FAHREE VLAN ID, REEEER VLAN FREHES %N FHEEE ID,
6.4. MFEF 4% R AT SRR HERR
£ OpenStack Networking #, FIBM%REASWIRFITEM L MR EE N, X, HAMATUER
MERMER T HTHARE, Fli, ML R R REE - #BEER192.168.1.1/24 {571 F M
SeH, MARMEERNN,
N T MM THRIERRR, BARERENSSIEEN N hRZENEF
1. £/ neutron L5 AT R4 -

# neutron net-1list

o m e e e e e e e e oo - o m e S
__________________________________________ +

| id | name | subnets

|

oo m e e e e e e mmm oo - o m e S
__________________________________________ +

| 9cb32fe®-d7fb-432c-b116-f483c6497b08 | web-servers | 453d6769-fcde-
4796-a205-66ee01680bba 192.168.212.0/24 |

| aGcc8cdd-575f-4788-a3e3-5df8c6d0dd81 | private | c1e58160-707f-
44a7-bf94-8694f29e74d3 10.0.0.0/24 |

| baadd774-87e9-4e97-a055-326bb422b29b | private | 340c58el1-7fe7-
4cf2-96a7-96a0a4ff3231 192.168.200.0/24 |

| 24ba3a36-5645-4f46-bed47-f6af2a7d8af2 | public | 35f3d2cb-6edb-
4527-a932-952a395c4bb3 172.24.4.224/28 |

oo m e e e e e e mmm oo - o m e S
__________________________________________ +

EXNMEFH, BHAERE web-servers %%, 105K T web-server 1788 id 1§ ((XE2Z 9cb32fe0-
d7fb-432c-b116-f483c6497b08) . FE F— WK A, B LLEELXAMEHEMEANE]— R4S 65 4 22 [H]
ZWEE,

2. £/ ip R ATE LS A & 22 (]

# ip netns list
gdhcp-9cb32fe®-d7fb-432c-b116-f483c6497b08
grouter-31680alc-9b3e-4906-bd69-cb39ed5faadl
grouter-62ed467e-abae-4abh4-87f4-13a9937fbd6éb
gdhcp-abcc8cdd-575f-4788-a3e3-5df8c6dodd81
grouter-e9281608-52a6-4576-86a6-92955df46156

ELEERHB, — N mBZEH S5 web-server %% id B, ©H qdhcp-9cb32fe0-d7fb-432¢c-b116-
f483c6497b08 X3,

3. B LEE ABIZITHREEILE web-servers MEMECE., EEEEHEHRMSEIIL ip netns
exec (namespace), 540 :

a) & & web-servers MZEHIEEAHRK :

I # ip netns exec qrouter-62ed467e-abae-4ab4-87f4-13a9937fbd6b route -n



Kernel IP routing table

5 6 = XN RS TS HERR

Destination Gateway Genmask Flags Metric Ref
Use Iface

0.0.0.0 172.24.4.225 0.0.0.0 UG 0 (0]

0@ qg-8d128f89-87

172.24.4.224 0.0.0.0 255.255.255.240 U 0 (0]

® qg-8d128f89-87

192.168.200.0 0.0.0.0 255.255.255.0 u 0] 0]

0 qr-8efd6357-96

b) & & web-servers PGB AR :
# ip netns exec qrouter-62ed467e-abae-4ab4-87f4-13a9937fbd6b route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

0.0.0.0 172.24.4.225 0.0.0.0 UG (C] (0]

0@ qg-8d128f89-87

172.24.4.224 0.0.0.0 255.255.255.240 U 0 (0]

® qg-8d128f89-87

192.168.200.0 0.0.0.0 255.255.255.0 u 0] 0]

0 qr-8efd6357-96

6.4.1. A ZRIRPITEEH ICMP ik

1. {E M tcpdump HHIKEL ICMP M4 HE,

# ip netns exec qrouter-62ed467e-abae-4ab4-87f4-13a9937fbd6b tcpdump -
gnntpi any icmp

FEHITT—H00, "TaERAERS ¢
2. E— MRS FITEDFIZIT—DEISAERMLE ping IS :

ping

# ip netns exec qrouter-62ed467e-abae-4ab4-87f4-13a9937fbd6b
www . redhat . com

3. 51217 tepdump MR ARG E ping M4 Ri1FEE.

tcpdump: listening on any, link-type LINUX_SLL (Linux cooked), capture
size 65535 bytes

IP (tos OxcO, ttl 64, id 55447, offset 0, flags [nhone], proto ICMP (1),
length 88)
172.24.4.228 > 172.24.4.228: ICMP host 192.168.200.20 unreachable,
length 68
IP (tos Ox0, ttl 64, id 22976, offset 0, flags [DF], proto UDP (17),
length 60)

172.24.4.228.40278 > 192.168.200.21:
Oxe235!] UDP, length 32

[bad udp cksum 0xfa7b ->
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TEXT LS BUIRIE4T tepdump DR, EARESLZILREMBESS A ZEKMRENA, M
AREMH, XR2—NEERITH, EH grouter RIEREIMEIE S LT DNAT,

40



8B 7 B B DEAIEERIIE RS

B 7 EB—DEFEER YR ML
ARENA T T B R AR B B R B — DL,

OpenStack Networking # M -

OpensStack Networking (neutron) BWERFZDHEELZ DT AL B A,

Neutron API IR552% - :X/MIRS51Z4T OpenStack Networking API BRS588, B NRZBAFIRMT
API, LXK #0 OpenStack Networking #{T@HBIARSS. X MARSSEILENK T K2 BOBUREE K IF 1
FURERFE - R2%, B&HZs. MEOEAELURHEEER.

Neutron agent (f$#) - &y OpenStack Networking F14T R4 ThRERIAR S5 :
neutron-dhcp-agent - AT~ FAA R EIE DHCP IP it
neutron-13-agent - A FAARLE, AHMMEFECREEHITE 3 ZBH,
neutron-lbaas-agent - E2E R 0 LBaaS BEH 2.

Compute (i18) & - INTTRBE T 2TEMVBELN G IERRE (hypervisor) .

Compute 77 s & Bt M2 B 55 5 B 4% LUE h S B HR LA SR M 45 35

AR5 HIGLE

OpenStack Networking B 55 7] ATE R —MEAR 55 28 L1217, WAILAAHIET ARG 2 Li21T
(fR55 2R B TS B ATz 1TRIAR 548 IR ER)

#EEIZ8 7755 (Controller node) - 3Z1T API IRSSBUBRSS 25,
P45 7755 (Network node) - 3247 OpenStack Networking agent B9AR %525,
ITE T 5% (Compute node) - izfTEBIRIEFINL K 1FE AR 55 270

AERNLHNS RBRXEIAERBEEE 71X 3N mER, mMREM Controller 17 = #1 Network
TREZITEMERMNYIET R, N FXNET mS RERESEEXINRS S LT, XEFEER
FE AN (HA) IME, 7 HAIMEA, ARG 3 N1 mERRIAEIZ1T Controller 717 5241 Network 7 s
PEilE e B, FEit, & F Contorller 177 mANERF Network 77 IS REBEEX 3PN T mLE
217,

7.1. ERARFAL BN ML
LIS IREIBR A DB LA B E R A MM ANRTA (flat) SNEMLZ., HEES MRS

(40 physnet1., physnet2) FMHIIH¥IEEDO (ethe -> physnetl 1 ethl ->
physnet2) , HEEIBEA Compute 7 = F Network 7 siE BB XL A ERRILEETS, AT LUHITIXAD

B1E,
X

Ve
SR MBEBEEERA— NIC HEI% A VLAN-tagged B OEREIS MR, #50

‘f‘");, VLAN 12745,

MEREHISHRTR
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1. 7% /etc/neutron/plugin.ini (2% /etc/neutron/plugins/ml2/ml2_conf.ini
XAEH9 symbolic link) , 18 flat RIMEISEFEENETIFRF, 8 flat_networks KEN * :

type_drivers = vxlan, flat
flat_networks =*

2. BB — P RIECAEMLE, HFIRES5EER physical_network #HXE:, NRIBEOEHN—1NH
ZW%E, MRrEe R e Cf)iE i ELX ML

neutron net-create public@l1 --provider:network_type flat --
provider:physical_network physnetl --router:external=True --shared

3. {#M neutron subnet-create =X OpenStack Dashboard 7£iX 4 &R R 4% F G| 8 — N F M,

4. /3 neutron-server RS LUERTBIERZE £ ¢

I # systemctl restart neutron-server.service

BT AT E TR

XS IRFERIE Network 17 A Compute 11 R LT, XET RFRBEERINMMSE, FHAWE
B 5 S BRI 4% B 1T B

1. 62 Open vSwitch MFHlix O, X—FFAIE—DAERT (br-ex) FFARINMAER LR
(eth1)

i. J#k /etc/sysconfig/network-scripts/ifcfg-ethl:

DEVICE=eth1
TYPE=0VSPort
DEVICETYPE=0VS
OVS_BRIDGE=br-ex
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none

ii. Ji& /etc/sysconfig/network-scripts/ifcfg-br-ex:
DEVICE=br-ex
TYPE=0VSBridge
DEVICETYPE=o0vs
ONBOOT=yes

NM_CONTROLLED=no
BOOTPROTO=none

2. EJ5 network AR S5 LARRREAZE 3K
I # systemctl restart network.service

3. 7£ /etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini FfCEYIEE ML,
BRI S RN DR 25
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r:’é-:i;- A o=

W MBTMELSEE bridge_mappings HXMIER, ES KIS TRLER 5T
s &,

g N

I bridge_mappings = physnetil:br-ex

4. 7£ Network 7 s #] Compute 77 s EE & neutron-openvswitch-agent RS LAERTHIENZE &
2

I systemctl restart neutron-openvswitch-agent

fZ & Network T = :

1.8 /etc/neutron/13-agent.ini X {4 # external network_bridge =i HNZE{H, X¥
A ERE N M4,

# Name of bridge used for external network traffic. This should be set
to

# empty value for the linux bridge
external_network_bridge =

2. )3 neutron-13-agent LUFEFTHENZ K -

I systemctl restart neutron-13-agent.service

= .
K HER
o5 IBAESA flat LS, MK BEEAIRT YIRS R RS ARG E

X*’?/ 4. HEWREE ifcfg-+ HA, M7t bridge_mappings RSR[5 EE 24
ety MLEHIR, INFETREL SEE bridge_mappings HXMER, HESHAIEETNLE

X mirm—,
R AN

=D EBLEREEISERMLS
ERMSOREE, TEEES— DA THEERNIKERS AT UER I :

1. BB — A HFLH,
2. M dashboard FIRIZEHRZ: 0T AR BT LB B RN 2 G 2RI A ER R4

BRI MEITEN?

FUNETERTCHUEMSREER, BEZWMAEHE—DEM, URBHEOEM—DEL
-

7.1.1. Huh P BIRRI L
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BIEGREFLAIHBEREEEA—IAEML : —BEET br-ex, RINYEREO, FELESEE—
A Compute T mt, BIX—FRIRENZEOMMTESSITERMmREM

1. MEEHIRY ethe O A EMEBIES R E 5 EIX linux BT gbr-xx.

2. AT qbr-xx @i qub-xx <-> qvo-xxx iE#EE br-int,

3. #0 qvb-xx #EEE gbr-xx linux B, qvo-xx #%#Z br-int Open vSwitch (OVS) M
o

1E Linux M LECE qbr-xx :

gbr269d4d73-e7 8000.061943266ebb no qvbh269d4d73-e7
tap269d4d73-e7

£ br-int £EE qvo-xx :

Bridge br-int
fail_mode: secure
Interface "qvof63599ba-8f"
Port '"qvo269d4d73-e7"
tag: 5
Interface "qvo269d4d73-e7"
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==
=

im0 qvo-xx LA5 RIFAb L M 45 M X EXRI A ER VLAN tag #1THric (tag) o FEIXAME
FH, VLANtag = 5. —BEIESEAT qvo-xx, VLAN tag SERMBIEIES L4,

RiE, BIEEAIEEE int-br-ex <-> phy-br-ex ##%Z%| br-ex OVS M,

1£ br-int EEEE& patch-peer BJ— PRl -

Bridge br-int
fail_mode: secure
Port int-br-ex
Interface int-br-ex
type: patch
options: {peer=phy-br-ex}

1 br-ex LE2E patch-peer B9—N R4 :

Bridge br-ex
Port phy-br-ex
Interface phy-br-ex
type: patch
options: {peer=int-br-ex}
Port br-ex
Interface br-ex
type: internal

LHIRERE br-ex F8) phy-br-ex /&, br-ex R OVS #iBHRAMBR VLAN tag (5) , Fi%
AEYEEO L,

EUTHFH, HHERT phy-br-ex igO52 2,

# ovs-ofctl show br-ex

OFPT_FEATURES_REPLY (xid=0x2): dpid:00003440b5c90dc6
n_tables:254, n_buffers:256

capabilities: FLOW_STATS TABLE_STATS PORT_STATS QUEUE_STATS
ARP_MATCH_IP

actions: OUTPUT SET_VLAN_VID SET_VLAN_PCP STRIP_VLAN SET_DL_SRC
SET_DL_DST SET_NW_SRC SET_NW_DST SET_NW_TOS SET_TP_SRC SET_TP_DST
ENQUEUE

2(phy-br-ex): addr:ba:b5:7b:ae:5c:a2
config: 0
state: 0
speed: © Mbps now, O Mbps max

UTFHBERT, FAERL phy-br-ex (in_port=2) M#IEE#RTHE— VLAN tag
5 (d1_vlan=5) , %A/, VLAN tag #ftif&, HiES#ELLE
(actions=strip_vlan, NORMAL) .

# ovs-ofctl dump-flows br-ex

NXST_FLOW reply (xid=0x4):
cookie=0x0, duration=4703.491s, table=0, n_packets=3620,
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46

n_bytes=333744, idle_age=0, priority=1 actions=NORMAL

cookie=0x0, duration=3890.038s, table=0, n_packets=13, n_bytes=1714,
idle_age=3764, priority=4,in_port=2,dl_vlan=5 actions=strip_vlan, NORMAL
cookie=0x0, duration=4702.644s, table=0, n_packets=10650,
n_bytes=447632, idle_age=0, priority=2,in_port=2 actions=drop

RE, ZIMUBEEREATMERZD, NRXINMNEBEZEOR—INAEM vian tagged O, EOSE
©H vian tag SNINEIHBIE S H,

7.1.2. A v BIRRIL
ATTNET MAERIALE & HH B N\ Bk B8 B3k SEAI4E O RO SR A2,

1. NG RBHIEE S EAYIE T =B ethdl,
2. BRSO AEE br-ex R,
3. MIEEIRIE phy-br-ex <--> int-br-ex ##%% br-int,

ETEMHFH, int-br-ex FHAIKO 15, 5SS 15(int-br-ex) B :

ovs-ofctl show br-int

OFPT_FEATURES_REPLY (xid=0x2): dpid:00004e67212f644d
n_tables:254, n_buffers:256

capabilities: FLOW_STATS TABLE_STATS PORT_STATS QUEUE_STATS
ARP_MATCH_IP

actions: OUTPUT SET_VLAN_VID SET_VLAN_PCP STRIP_VLAN SET_DL_SRC
SET_DL_DST SET_NW_SRC SET_NW_DST SET_NW_TOS SET_TP_SRC SET_TP_DST
ENQUEUE

15(int-br-ex): addr:12:4e:44:a9:50:f4
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config: 0
state: 0
speed: © Mbps now, O Mbps max

WME br-int ERIMZERE

1. HHUBRTEE int-br-ex /g, br-int FFFB— OVS FRAMNISIEBAER VLAN tag 5 FRINEIE
#Ead, #HS % actions=mod_vlan_vid:5 BYI7 :

# ovs-ofctl dump-flows br-int

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=5351.536s, table=0, n_packets=12118,
n_bytes=510456, idle_age=0, priority=1 actions=NORMAL

cookie=0x0, duration=4537.553s, table=0, n_packets=3489,
n_bytes=321696, idle_age=0, priority=3,in_port=15,vlan_tci=0x0000
actions=mod_vlan_vid:5, NORMAL

cookie=0x0, duration=5350.365s, table=0, n_packets=628, n_bytes=57892,
idle_age=4538, priority=2,in_port=15 actions=drop

cookie=0x0, duration=5351.432s, table=23, n_packets=0, n_bytes=0,
idle_age=5351, priority=0 actions=drop

2. 5 2 NNEREA int-br-ex (in_port=15) LRIARHH VLAN tag (vlan_tci=0x0000) FIEIEE : ©
8 VLAN tag 5 SinE#3EE £ (actions=mod_vlan_vid:5,NORMAL) , AEIEE X Z qvo-
XXXo

3. qvo-xxx EZHIE S FHEMR VLAN tag FIEBHR AL E qvb-xX.
4. BIRSBAR B BNE LA,

k

N
p o
;

¢l

VLAN tag 5 @—N A R AL R R 2% B9t Compute "7 s B95IF, neutron-
openvswitch-agent BN ECXME, ERRERMEESHRFLHENFERLSHER
B, EMHNRII Compute 17 s EME— MM BE B ATRER .,

7.1.3. WS HERR

IR — DRI SR FERZE L T A, B LAM E—7 dh A i R A Bt AR AR ERAE R TS REHERR
LUF NS TRt — S B BN B T SR RS HERR

1. {7 bridge_mappings :

mWiERNYIERML L (0 physnetl) #1 bridge_mapping ECEHIARFMEICE, #5140 :

# grep bridge_mapping
/etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini
bridge_mappings = physnetil:br-ex

# neutron net-show provider-flat

| provider:physical_network | physnetil
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2. R EMABECE :
WIARME ARl external, KEE flat :
# neutron net-show provider-flat

| provider:network_type | flat |
| router:external | True |

3. K& ¥ patch-peer :

217 ovs-vsctl show, ik br-int #0 br-ex &I {#H patch-peer int-br-ex <--> phy-
br-ex #H1Ti%E#,

XN EHETE neutron-openvswitch-agent RS ESI#0IE, HFEE bridge_mapping 7
/etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini R#IEMEE. NREE
WO, EBERKRE bridge_mapping HiXE (BIFEEERE TIRS)

a3

Cﬂlﬁ'

NFETHRES SEE bridge_mappings BXMIER, ESIIANIEm PRI EN B S—

o

1l

4. *Aﬁﬂegﬁﬁﬂlh -

1217 ovs-ofctl dump-flows br-ex #l ovs-ofctl dump-flows br-int, fERES VLAND
ID 2FEMBENNEIESHER, L% VLAN ID EEE#AMIAAMNEIES S, YEEE
Compute 77 mBIIXNRILS EDEESLHIR, XAPNIERESWOIER,

IMREDEREFEEBURINEIER, HFREMBEEHLE) flat, 2L external, LA
% physical network £2&HIEM, 74, EKE bridge_mapping HIZE,

&fE, & ifcfg-br-ex #l ifcfg-ethx WECSE. AN ethX B4FHN br-ex ARG O
m, BiE ip a REHEEPETH UP IRk,

Blan, LAUTFHiH S ethl 2 br-ex fR—NigO :

Bridge br-ex
Port phy-br-ex
Interface phy-br-ex

type: patch
options: {peer=int-br-ex}
Port "eth1"

Interface "ethi"

UFBIFER, ethi EEN— OVS im0, AKMEMNEOD LEFRAAERES, FEEIIAEER
OVS M br-ex, XA 7E master ovs-system i E],

# ip a

5: ethl: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 gdisc mqg master
ovs-system state UP glen 1000

7.2 {FF VLAN #HER7ER 2%
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XA R OB — AN AT LB SL ) E B B A SRR 45 89 VAN SENEMLs, INREEEE— /ML

NIC £EBI%Z 1 VLAN-tagged #EOEZER S MR FEMSE, MEHITXLERE, XMFER—14

7 physnet1 BIM%%, ©EA—H VLAN (171-172) . RETEMITET SEHREZ N ethl 194

EBEOEETIIEMSS, XL ORI HEE X TR VLAN #HiTmOC 5
(trunk)

LU 26 A LR 489 VLAN ID FI& AT VLAN SR M 45 ## 1T R &,

CEEH & TR

1. 7% /etc/neutron/plugin.ini (%] /etc/neutron/plugins/ml2/ml2_conf.ini X4
RIFFEHERE) SRS A vian HLEIIREN, 18 vian RMBIFERNETIRS, 0 :

[m12]
type_drivers = vxlan, flat,vlan

2. B2i& network_vlan_ranges B9i% & & R R {E FHRIYDIEMZE A0 VLAN, 5140 :

[ml2_type_vlan]
network_vlan_ranges=physnet1:171:172

3. E/3 neutron-server ARZS LAMERT MBS ERAELRK -

I systemctl restart neutron-server

4. DIRANERRLEVEN vian KB, HIBE(15E B/ physical_network X, BEOEN—
-shared &R AVTFHE AP BEEREEILH, XNMIFROEM DML - — 8 VLAN 171, 75—
AN VLAN 172 :

neutron net-create provider-vlanli71i \
--provider:network_type vlan \
--router:external true \
--provider:physical_network physnetl \
--provider:segmentation_id 171 --shared

neutron net-create provider-vlanli72 \
--provider:network_type vlan \
--router:external true \
--provider:physical_network physnetl \
--provider:segmentation_id 172 --shared

5. {#iFd neutron subnet-create = dashboard S| —HFM, FHEE{IEE HFEANZBRLE,
REEBERMMEERER AL REHIAEFRERERSEN VLAN KB, EiXMIF5, VLAN
171 {EFRFM 10.65.217.0/24, VVLAN 172 {£H 10.65.218.0/24 :

neutron subnet-create \
--name subnet-provider-171 provider-171 10.65.217.0/24 \
--enable-dhcp \
--gateway 10.65.217.254 \

neutron subnet-create \
--name subnet-provider-172 provider-172 10.65.218.0/24 \
--enable-dhcp \
--gateway 10.65.218.254 \
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BciE Network 7 s F1 Compute 77 5= :

XS PIAITE network 9 /1 compute 17 R _EERIEAT, X RN ERMLE, FHESLAEIE
LUE BRI A ER M 4504 T @

1. QIB—DAERRT (br-ex) , FIBESIHAO (ethl) #HITXRE :

EXANMEIFr, 18 ethl BLE H{ER bre-ex :
/etc/sysconfig/network-scripts/ifcfg-ethl

DEVICE=ethl
TYPE=0VSPort
DEVICETYPE=0VS
OVS_BRIDGE=br-ex
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none

LU F 45 FA KB & br-ex M :
/etc/sysconfig/network-scripts/ifcfg-br-ex:

DEVICE=br -ex
TYPE=0VSBridge
DEVICETYPE=0VS
ONBOOT=yes
NM_CONTROLLED=no
BOOTPROTO=none

2. E5 T RFEE network AR5 LA PILHEUENERR. BN

I # systemctl restart network

3. 7£ /etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini FfCEYIEE ML,
B A7 B 5 248 K B M ER R 4%

I bridge_mappings = physnetl:br-ex

55"

Pz
METHREZSEE bridge_mappings HHXMER, 1ES XIS EMNTHHT—
%o

4. TEMLET [ FMITET =R LEJS neutron-openvswitch-agent JRSS LUERTHAIERER -

I systemctl restart neutron-openvswitch-agent

fZ & Network T = :
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1.8 /etc/neutron/13-agent.ini X {4+ external_network_bridge =1&E N7, 7£fE
FAHNEA AN FEXNEE. NRESETAEBMSLSIRTT, TFEZRM

external_network_bridge = br-ex:
# Name of bridge used for external network traffic. This should be set
to

# empty value for the linux bridge
external_network_bridge =

2. /3 neutron-13-agent LUFEFTHAVISERER,
I systemctl restart neutron-13-agent
3. QIB— LA, FER dashboard ABIMILE IR THERT SO E BRI EIE OZRI A ERM LS 5,

RS T RE N T/Fe?
ATNATERNENSHEER, BIREZWAGER—DE6, UREBEEDMM—DEEI%X,

7.2.1. Huh P BIRRI L
AUNEBTHIESEF— N EFHEZERE—D VLAN SR A SRR 4E 8RR, XM FER T A

MEANEIPE A VLAN RIZERISEHI (171 F1 172) . EERES brex &, NERMN—MIEML, FHiE—
NEBIDECE— Compute 7 s, BT X —FRTKBHNEOMMTSS TERREM

1. 0 ERR, BFFSEHIBY etho BOBBIESE LEIA S SLEIEERER linux BT gbr-xx.
2. gbr-xx £ qub-xx <~ qvo-xxx iE3%E| br-int,
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3. qub-xx #EIEEEE linux BT gbr-xx ; qvo-xx 3 E!I Open vSwitch [ br-int,

LUF 2 Linux M _E# gbr-xx B2 &,
RANBEHALE, FRLLEEMA linux BT

# brctl show

bridge name bridge id STP enabled interfaces

gbr84878b78-63 8000.e6b3df9451e0® no (qvb84878b78-63
tap84878b78-63

gbr86257b61-5d 8000.3a3c888eeae6 no qvb86257b61-5d
tap86257b61-5d

br-int £# qvo-xx BCi& :

options: {peer=phy-br-ex}
Port "qvo86257b61-5d"
tag: 3

Interface "qvo86257b61-5d"
Port "qvo84878b78-63"

tag: 2

Interface "qvo84878b78-63"

qvo-xx FFH5 VLAN #5 R 4548 X< BRI AER VLAN tag #H4TFR1C (tag) o EXNMEIFAH, K
R VLAN tag 2 5 VLAN #EREER%% provider-171 #8%5% ; VLAN tag 3 5 VLAN 5/ BEM%%
provider-172 #xEt, —BHEIBREIE qvo-xx, X VLAN tag SR INE R 2 L3k
e,

RiE, BIEEA# M patch-peer int-br-ex <— phy-br-ex %%l br-ex OVSHiff, LUTZE br-
int FREY— patch-peer =~ :

Bridge br-int
fail_mode: secure
Port int-br-ex
Interface int-br-ex
type: patch
options: {peer=phy-br-ex}

1E br-ex LECE patch peer BRI :

Bridge br-ex
Port phy-br-ex
Interface phy-br-ex
type: patch
options: {peer=int-br-ex}
Port br-ex
Interface br-ex
type: internal

LXMNIESEIL br-ex £ phy-br-ex B, br-ex REI— ovs flow 2{FRS VLAN #t5 BEmML%
FERELRYSEPTEY VLAN tag EHPER VLAN tag.
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LTHSHEEERT, phy-brexinOSE 4 :

# ovs-ofctl show br-ex
4(phy-br-ex): addr:32:e7:a1:6b:90:3e
config: 0
state: 0
speed: © Mbps now, O Mbps max

LUF 4 R T EliE phy-br-ex (in_port=4) MI#IEE¥ A vlantag 2 (d1_vlan=2) , Open
vSwitch &18iX/ VLAN tag ##t )y 171 (actions=mod_vlan_vid:171, NORMAL) /Fi % ##E
8. ©lLERTEL phy-br-ex (in_port=4) B#IEEH vlantag 3 (d1_vlan=3) ., Open
vSwitch &18iX/ VLAN tag ##t )y 172 (actions=mod_vlan_vid:172,NORMAL) Fi % #iE
8, XLEHIE neutron-openvswitch-agent B30,

# ovs-ofctl dump-flows br-ex

NXST_FLOW reply (xid=0x4):

NXST_FLOW reply (xid=0x4):

cookie=0x0, duration=6527.527s, table=0, n_packets=29211,
n_bytes=2725576, idle_age=0, priority=1 actions=NORMAL

cookie=0x0, duration=2939.172s, table=0, n_packets=117, n_bytes=8296,
idle_age=58, priority=4,in_port=4,dl_vlan=3
actions=mod_vlan_vid:172, NORMAL

cookie=0x0, duration=6111.389s, table=0, n_packets=145, n_bytes=9368,
idle_age=98, priority=4,in_port=4,dl_vlan=2
actions=mod_vlan_vid:171, NORMAL

cookie=0x0, duration=6526.675s, table=0, n_packets=82, n_bytes=6700,
idle_age=2462, priority=2,in_port=4 actions=drop

RiE, ITMEFESRIWAXTYIERED ethl,

7.2.2. NSRS BRI

MRS K X B SERINBIR B 2B L EIX ethl, SREENA br-ex.

M br-ex £, #IEE@iT patch-peer phy-br-ex <-> int-br-ex #&#%E br-int,
LTSRS ERT int-br-ex B—NmASE 15 :

# ovs-ofctl show br-int
18(int-br-ex): addr:fe:b7:cb:03:c5:c1l
config: 0
state: 0
speed: © Mbps now, O Mbps max

LIRS EA int-br-ex B, br-int IES— OVS flow M STEEHKLE RN provider-171 7N
VLAN tag 2, # provider-172 70 VLAN tag 3 :

# ovs-ofctl dump-flows br-int
NXST_FLOW reply (xid=0x4):
cookie=0x0, duration=6770.572s, table=0, n_packets=1239,
n_bytes=127795, idle_age=106, priority=1 actions=NORMAL
cookie=0x0, duration=3181.679s, table=0, n_packets=2605,
n_bytes=246456, idle_age=0, priority=3,in_port=18,dl_vlan=172
actions=mod_vlan_vid:3, NORMAL
cookie=0x0, duration=6353.898s, table=0, n_packets=5077,
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n_bytes=482582, idle_age=0, priority=3,in_port=18,dl_vlan=171
actions=mod_vlan_vid:2, NORMAL

cookie=0x0, duration=6769.391s, table=0, n_packets=22301,
n_bytes=2013101, idle_age=0, priority=2,in_port=18 actions=drop
cookie=0x0, duration=6770.463s, table=23, n_packets=0, n_bytes=0,
idle_age=6770, priority=0 actions=drop

5 2 MK R, —NFHE VLAN tag 172 (d1_vlan=172) MEIESE)E int-br-

ex (in_port=15) , I8 VLAN tag &t 3 (actions=mod_vlan_vid:3,NORMAL) }¥%, %
3 MRS, — A VLAN tag 171 (d1_vlan=171) BIEIESEX int-br-

ex (in_port=15) , I8 VLAN tag &t} 2 (actions=mod_vlan_vid:2, NORMAL) F¥%%,

L NERAY VLAN tag BN AZIBIREE, quo-xxx BERTLUER ©, FIEMIFR VLAN tag BIEEUES
BAE qub-xx, &fE, BUESR T LLEAEXEISLA,

HEE, EX/MFH, neutron-openvswitch-agent & B #)7E Compute 77 52 E{#F VLAND tag 2 #
3 2 5HIRF VLAN LR 44 provider-171 F provider-172. X 7T REFIESLFTEY VLAN A MLY%
TE, FEHNTRE Compute T EHEHRATEERRE.

7.2.3. MR HERR

FEXf =N VLAN 57 P25t B R 45 B U E AT SRR BERRE, ATLAS AT RN AR S HEaRE X
MARR, A%, FREUTRELMN

1. B ERANREEE B, £ XMIFH, physnetl 7EGIEMLH bridge_mapping E2E&E
W—EBER -

# grep bridge_mapping
/etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini
bridge_mappings = physnetil:br-ex

# neutron net-show provider-vlani71

| provider:physical_network | physnetil

2. WA O8N external, KE2Z vlan, FHEM T EMH segmentation_id {H :
# neutron net-show provider-vlani71

| provider:network_type | vlan |

| provider:physical_network | physnetil |
| provider:segmentation_id | 171 |

N —

3. 1217 ovs-vsctl show, ffIA br-int 1 br-ex £ patch-peer int-br-ex <- phy-br-ex #17
TR,

XMNERESTEEE neutron-openvswitch-agent F# 02 (BEE
/etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini FIEMHEE T
bridge_mapping) .

MREEERSBEEREOEXNERE, EHEXEE bridge_mapping HI% &,

4.;21T ovs-ofctl dump-flows br-ex #1 ovs-ofctl dump-flows br-int i HubEiE
3R, FIABUETIERER VLAN ID BRETEI4AER VLAN id (segmentation_id) . *TF ALBEEES, 18
4488 VLAN ID BRETEIPMER VLAN ID,



8B 7 B B DEAIEERIIE RS

LB —RIBLHIEERLX N MLSES, neutron OVS REBSRINEWET. MREEELAIEEE0IEK
BR, EREMEEEWOES vlian, FEE external, # % physical_network ZFEFIE
., B4, BXKEE bridge_mapping BB,

5. &[G, EFMNE ifcfg-br-ex F ifcfg-ethx BELE. I ethX fEh—NImOTE br-ex AR, FEE
fil7E ip a S HIHAFAE UP Fric.
BN, LUFHH SR, ethl 2 br-ex FE9—NHO,

Bridge br-ex
Port phy-br-ex
Interface phy-br-ex
type: patch
options: {peer=int-br-ex}
Port "ethi"
Interface "eth1i"

LTRSS ER, ethl fEA—NimOBARIMN, AZRIEBFABEHIBIMNT RFBE OVS B br-ex, iX
te{S B G ¥E7E master ovs-system TidA,

# ip a
5: ethl: <BROADCAST,MULTICAST, UP, LOWER_UP> mtu 1500 gdisc mqg master
ovs-system state UP glen 1000

7.3. 28 Compute TR ]

A A N EEN LA S EEMINE RS AL, FHFHEEENRIAMIXOAEIREZE, MAE
{8/ OpenStack Networking (neutron) E%EEI%EO XEEKE, neutron BETFEEVE I MEFIEI nova-
metadata iRZ52HITTEIEIE KR, XXTEZ1T cloud-init Bf BIES R, B2, XA LLE
8 dhcp agent Eﬂlﬁ%i@ﬁ%‘kﬁiﬁ%ﬁ*&o fREILUITE /etc/neutron/dhcp_agent.ini /5
XNIheE. 4N :

I enable_isolated_metadata = True

7.4. 325 IP #ht

HEE, 1ARIMMLE A LA B 29 F ) 1P ik, EMEEl IR E#HIMAZIFAAMNLEH, M
XML D ECHIZS) IP & F1 Network 7 52 EBY grouter-xxx s 222 [AI#E XL, HSHIT DNAT-
SNAT RXEFAN IP thtt, 52K, WO ERARFITHEBMLEREY 1P Hith &8 # 0 SC 6 N ERAE
KEK, M3 SC 0BT LA 40 A 2B R 25575 1T 357
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2 8 = /5 OPENSTACK M%% R & IR 3T Ha#,

AENLHT OpenStack Networking FREHIE MBI MHEES K, B4, HBE T —LRITT
7 (40 Cisco. Extreme Networks #1 Juniper) BZI#HFHITECEBIN2H.

8.1. MLXI¥IE M LA IR

OpensStack 7 R RBIYIEMLZSE RS TR R FELETRARBENMLIRE, 105 LFIHERBIFMLER
B, FHBERSREIFMNILERNMARE, WFAMELENTRMAIRERESFME N
YR X EN]m Ot TRE,

B, BEERE Compute TR EMAREYEREZENIBHFAHRBMMLETE, RS, HMER
HARYELHNEOR, YEXHNEOSEHTHENNEEEZRFETMLERE (trunked
traffic) sX—ARBIRZETRE,

B, XANERE—NHEAERIME (etho 1 ethl) B9 Compute T8, BB ERHIEREEI—MNM
XA Gigabit LAMM O, eth0 #EARNIESSLHIEXHMLRE, ethl FAXRGES
OpenStack AR 2518 X IR Z5 804 -

-

 etmmmm=ana, . Virtual Machine 1
I' B —— ‘I
GigabitEthernet 1/0/12 ethO ,@'—[

""""""" Virtual Machine 2

Open vSwitch

[2]aTaTaTal
ooDoDD o

Physical Switch Block Storage

GigabitEthernet 1/0/13 Image Service

Identity Service

COMPUTE NODE

ey e
;5,* o AR
RS BERE A SRS HIDRNNU .

8.2. FZi& Cisco Catalyst 33 #i#]]

8.2.1. EEEXTF (trunk) #mOl

OpenStack Networking fS1FSEBEEEI B FE TYEMLFM VLAN, FF (trunk) XN RIEH A
FRR—DNRO, XNHORTFSED VLAN B e, @2 ETF, VLAN sieI Ao TSR
ERMZS AN, Flan, YRR AT A VLANLLO tag BIMLSEREE T LLEITA Compute 7 &,
T 8021q EHERRIBH A tag BIMLEEIRE L X E vSwitch FEJHEX VLAN A,

8.2.1.1. Jj Cisco Catalyst 3X#HEBEEETF (trunk) w0



5 8 = ) OPENSTACK ML B IR S Ha4l

INR{EAZ1T Cisco I0S B Cisco Catalyst 33#i#l, NIF/EMAL FEERLITEI VLAN 110 # 111
BYEARE AT LARR A X RN BB, XM ERIIE T REHE — MEERIYBEE AL P Y
GigabitEthernet1/0/12 #ZOMLLKR ML,

pa -3
UTREZ—156, IREZAERBENEGERSEXELTERNERTRENEH

HENZNEES, N SR —LERRAHR -,

interface GigabitEthernet1/0/12
description Trunk to Compute Node
spanning-tree portfast trunk
switchport trunk encapsulation dotiq
switchport mode trunk
switchport trunk native vlan 1
switchport trunk allowed vlan 1,110,111

X E RN

i

interface GigabitEthernet1/0/12

description Trunk to Compute Node

spanning-tree portfast trunk

switchport trunk encapsulation
dotilq

switchport mode trunk

switchport trunk native vlan 1

E5::pUN

XETRMERANZHENGRD, XRE2—NT
B, MEERFRREEXREBERLERT EMBAmO,
A LUER show interface S A BIHOTIR,

5/ show interface #4551 AT E & O 2 RE9HE
MER. BNIZRMET BIFE RLUER - LUNE
AN RBIFAZX N HO, ARG NEERTFE S
TIHIZhEE,

BixEBINEER STP,
# AR trunk 4R E,

£1F Port Fast 13X /N0

JE A 802.1q trunking 16 (MAZ ISL) » XRIR
RS FR {3 A B9 AP X RO PR AE B AR,

PXMNMFEOEREN—NETF (trunk) wO, AR
— MR A, XEKE, ©RRFFIE VLAN B
ZmE B LR HAL,

WE—NRER VLAN, RN EEEZT tag
AR (non-VLAN) RIZ 3R,
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T E:puy
switchport trunk allowed vlan FEEMFLE VLAN fe1F@idiX A trunk im0,
1,110,111
o o
z;}* X am

“f‘;" © ENXAMEOS SDN SENABER, FURERE spanning-tree portfast ATRES 53
*’;;’ switching loop [7] & {# i 1 #%FE 25,

L™

8.2.2. EdiEvinlim Ol

EHAZ Compute T R LRI AR FE R EZLNERLEIE, FMURFTEERE N AITEA VLAN B

i, XEHORFEEREBE— D VLAN BT LIE SREFE R (52 EEMLS R EK Block

Storage BIEUIE) . XLEimO@E#HF A UFIRO (access port) , B IWEERLL trunk ik O RIES
&AL,

8.2.2.1. /y Cisco Catalyst 3z #H/LBC & i/ [W]#im O

o fEA LRI RE, XAMEFIE Cisco Catalyst 22 #:4l LB GigabitEthernet1/0/13 BZiE N ethl BY
— AR, XN EREREEHYET mE — NMEEEYE R A R
GigabitEthernet1/0/12 #ZOMLLKR ML,

ey

BV

,?"" UTFRE—NREl MRS EREEN SRR TERNER FREI 1S5
T BEMRUAMEES, TR FR-LENNNIE,

interface GigabitEthernet1/0/13
description Access port for Compute Node
switchport mode access

switchport access vlan 200
spanning-tree portfast

X R EREBRINT
T3 U
interface GigabitEthernet1/0/13 XZ T RMFRARZSNIRO, XMEOERZ

—NEF, EEEBRBEEAE /Rﬁﬁi T IEMR
O, AILAEF show interface fa S & &R
ES



T

description Access port for
Compute Node

switchport mode access

switchport access vlan 200

spanning-tree portfast

8.2.3. idi& LACP mwORE

% 8 Z )y OPENSTACK M4& R B3R 33 Hidl

fil

5/ show interface #p45%I HFRE & O 2 RE9HE
MER. BNIZIRMET BIFE RLUER - LUNE
AN REBIFBAZX N HO, ARG N E S
THIZhEE,

EXNHOEBREN—NMFAIRA, MAR—1NEF
(trunk) HE,

XA OEE N VLAN 200 BRI EEE,
&89 Compute 1 mBRIZ#KECE /I EAX D VLAN
FREg—A IP Hhdik,

EfEA STP i, XNXEREN STP FEEMA
EEMBEFE =D ETF. X MREAINRYS
R (MERRSSR) mOEFEE.

LACP RVFEIEZ MBS E—ERK N — D FIREZHEE, LACP £ Linux M NHE
B 4, ERUB—DISHHERLINEIENRIETIE. LACP FEEWIERN NIC inFlYERN

A AL D R ER AT EC .

8.2.3.1. T4 M+ LAZE LACP

1. %%8 /home/stack/network-environment.yaml X4

- type: linux_bond
name: bondl
mtu: 9000

bonding_options:{get_param: BondInterfaceOvsOptions};

members:

- type: interface
name: nic3
mtu: 9000
primary: true

- type: interface
name: nic4
mtu: 9000

2. Fgi& Open vSwitch M3 {E A LACP :
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BondInterfaceOvsOptions:
"mode=802.3ad"

METREBEMEHENER, 1ESH Director ZEEFN{F AERM,

8.2.3.2. f£ Cisco Catalyst 3z#i#l L &id& LACP
EXAMBIFH, Compute T7mBEMMEA VLAN 100 HIFF :
1. & Compute 77 B A M -E Y EE#EZE R (Fla0, FFEERO 12 #1 13) .

2. 0|3 LACP i O5E :

interface port-channell
switchport access vlan 100
switchport mode access
spanning-tree portfast disable
spanning-tree bpduguard disable
spanning-tree guard root

3. BEXHMEO 12 (Gi1/0/12) #1113 (Gil/0/13)

swOl# config t
Enter configuration commands, one per line. End with CNTL/Z.

sw@l(config) interface GigabitEthernet1/0/12
switchport access vlan 100
switchport mode access
speed 1000
duplex full
channel-group 10 mode active
channel-protocol lacp

interface GigabitEthernet1/0/13
switchport access vlan 100
switchport mode access
speed 1000
duplex full
channel-group 10 mode active
channel-protocol lacp

4. SEHBROIE, XNEEREHNIZS H T O Z MR O/E Pol, B8RO 6i1/0/12
6i1/0/13:

sw@1l# show etherchannel summary
<snip>

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

------ T
1 Po1(SD) LACP Gi1l/0/12(D) Gil/0/13(D)


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux_OpenStack_Platform/9/html-single/Director_Installation_and_Usage/index.html#app-Bonding_Options

% 8 = ) OPENSTACK M E B IR

3

Cﬂlﬂ

7T ERTIEIIEERAERR, 8 running-config E Hl % startup-config : copy running-
config startup-config,

8.2.4. idi& MTU %i&

— LN R BT B EN MTU BIRMIHT T TUERTIE, HI, 28 NFS 5 iSCS!
RARETRBELBEE (9000 F) .

iy

Cﬂlﬂ

X MTU X BMERRZETHIRELTNAME T RLiHT, XSEEULHEN, IFTHRES
5 1£ OpenStack JMEAHIEHR MTU BIE R, %’Slﬁﬂ %59 ZE EMTU K&,

8.2.4.1. ff Cisco Catalyst 32##l i@ MTU ik &
XM F1E Cisco Catalyst 3750 R #i#l E/FEABEEMNT (jumbo frame) .
1. EF LRI MTU iXE

swOl# show system mtu

System MTU size is 1600 bytes

System Jumbo MTU size is 1600 bytes
System Alternate MTU size is 1600 bytes
Routing MTU size is 1600 bytes

2. MTU BB ATE 3750 THABSERRGZE, MARREFREED, XSS IEXHBIERE N
8 9000 =17 By E B :

swOl# config t
Enter configuration commands, one per line. End with CNTL/Z.

swOl(config)# system mtu jumbo 9000

Changes to the system jumbo MTU will not take effect until the next
reload is done

iy

Cﬂlﬂ

7T ERTIEIIEERERR, 8 running-config & % startup-config : copy running-
config startup-config,

3. EFREMIBER T, EFMMESIHALUERE L. EEFMERILRRD, FAEERDT XD
W LIS ThRE R R R

swOl# reload
Proceed with reload? [confirm]

4. EZHNEFINESTRE, KEHH MTU LE

XA
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swOl# show system mtu

System MTU size is 1600 bytes

System Jumbo MTU size is 9000 bytes
System Alternate MTU size is 1600 bytes
Routing MTU size is 1600 bytes

8.2.5. Bd®& LLDP %4 ¥l (LLDP discovery)

ironic-python-agent [R5 INITR B FEZEMNRZHEYL AL LLDP HIES, SRRIRENEERSIE

THH L., IwmOFEEFNAME VLAN, 5 CDP (Cisco Discovery Protocol) #8{5l, LLDP &7
director B9 introspection (&) I 2AREBIAINYIRFEH,
8.2.5.1. f£ Cisco Catalyst 3z##l L && LLDP

1. f#£MA 11dp run 7£ Cisco Catalyst 3Z#H B2 ZEE RS A LLDP :

swOl# config t
Enter configuration commands, one per line. End with CNTL/Z.

swOl(config)# 1lldp run
2. EEMHE LLDP #AMEE -

swO@1l# show 1lldp neighbor

Capability codes:
(R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS Cable Device
(W) WLAN Access Point, (P) Repeater, (S) Station, (0) Other

Device ID Local Intf Hold-time Capability Port ID

DEP42037061562G3 Gil/e/11 180 B, T
422037061562G3:P1

Total entries displayed: 1

b

N
p 3
;

il

7T ERTIEIIEERAERR, 8 running-config % startup-config : copy running-
config startup-config,

8.3. fid & Cisco Nexus 34,

8.3.1. EeEXETF (trunk) #mOl

OpenStack Networking fo1FSLBEEEI B FE TYEMLFM VLAN, FF (trunk) XN RIEH A
FRR—DNRO, XNHORTFSD VLAN B e, @2 ETF, VLAN siaI Ao AT iR
ERMZS DA AR, Flan, YIRS ARRH A VLANLLO tag BIFZSERE AT LLEIIA Compute 7 &,
T 8021q R RIBH A tag BIMLEEIRE L X E vSwitch FREJHEX VLAN A,

8.3.1.1. iy Cisco Nexus XHHECEET (trunk) wO



% 8 Z )y OPENSTACK M4& R B3R 33 Hidl

INRFEA Cisco Nexus, MFEEFALTEERAFE VLAN 110 1 111 BYEIER LUK L =2 EI RS
fl, INEERSYET mEE —MEEIYEZ YR Ethernet1/12 FOM LK ML,

S5 s
Sy
o

CED LTRE—ARE. MR RGN SRR E T ERER TR S E 5
féf:s;:_;}, BB R, NI TTASS 53— Lo B4 i 71 5,

Cﬂlﬂ

interface Ethernet1/12
description Trunk to Compute Node
switchport mode trunk
switchport trunk allowed vlan 1,110,111
switchport trunk native vlan 1

end

8.3.2. EdiEvinlim Ol

%TE Compute TV R EMFIEMFEEZLERMEHE, FAUAFAEZERENITE A VLAN B

i, IXEIHRORFTERE— VLAN S E CRESR R (NEHEEMLRES Block

Storage BI#UIE) . XLEimO@E#HF AUFIRO (access port) , B IMWEERLL trunk ik O RIES
&,

8.3.2.1. J Cisco Nexus 3ZHHLECE Vi n]¥s O

é’L SEAFE A LAETB R, XM FE Cisco Nexus 2 #iAl_E#Y Ethernet1/13 B2E&EH ethl B9— N 10] i
O, XMERERIZEHNIET mA—NEERYIEZ M Ethernet1/13 O XML,

g
(,? UTFTRE— 1T, NRESEREEMNEFRIE RN HEXEHITEHRNE R TRe(SE 4

P HENZMNEES, NI SR —LERRANBR,

interface Ethernet1/13
description Access port for Compute Node
switchport mode access
switchport access vlan 200

8.3.3. idi& LACP mwORE

LACP RVFIRIBZ NIEM £ A B TE R N — N HE A2 HEE, LACP 1E Linux FHH#FRNEEE
B 4, ES0IB— NS4 EESLI A HEEMAETEE., LACP SEEYIEM NIC IR
i O imER TR E,

8.3.3.1. T M4 M+ LAZE LACP

1. %%8 /home/stack/network-environment.yaml X4
- type: linux_bond

name: bond1l
mtu: 9000
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bonding_options:{get_param: BondInterfaceOvsOptions};
members:
- type: interface
name: nic3
mtu: 9000
primary: true
- type: interface
name: nic4
mtu: 9000

2. fgi& Open vSwitch M3 {E A LACP :

BondInterfaceOvsOptions:
"mode=802.3ad"

METREBEMEHENER, ESH Director ZEEFN{F AERM,

8.3.3.2. f£ Cisco Nexus 3#i#l LE2i& LACP

EXAMBIFH, Compute 7B M MEA VLAN 100 FIFF :

1. 3£ Compute T7 sREGH MR IR MERE BN, (HI0, EERIRO 12 71 13) .
2. H31\ LACP BH#/E A -

(config)# show feature | include lacp
lacp 1 enabled

3. #BiwO 1/12 #0 1/13 BBE MifRliwO, FEN—NHEHK R -

interface Ethernet1/13

description Access port for Compute Node
switchport mode access

switchport access vlan 200

channel-group 10 mode active

interface Ethernet1/13

description Access port for Compute Node
switchport mode access

switchport access vlan 200

channel-group 10 mode active

8.3.4. idi& MTU %i&

— LR MRS B AT AR BT MTU BUX/NATIRE T L E IR, BU, F7EH NFS = iSCS|
RARIETAEREZBERN (9000 F7)

--;:-H':- ~
3w
pod

Eﬂlﬂ

G5

e

50 3t MTU B BEOBEBEERE ST AL, SSEESENL. R THES

X,

8.3.4.1. £ Cisco Nexus 7000 Z#i#Hl L& E MTU iXi&


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux_OpenStack_Platform/9/html-single/Director_Installation_and_Usage/index.html#app-Bonding_Options

% 8 Z )y OPENSTACK M4& R B3R 33 Hidl

1£ 7000 RIBZHALAH, MTU BB LRV AF—NEMELD, UTHS2BEO 1/12 BBE
g A 9000 =7 R B R :

interface ethernet 1/12
mtu 9216
exit

8.3.5. Bd®& LLDP %4 ¥l (LLDP discovery)

ironic-python-agent [R5 INITR B FEZEMNRZHYL AL LLDP HiES, ERRRENEESIE
TG, IwmOFEBMAME VLAN, 5 CDP (Cisco Discovery Protocol) #8{Xl, LLDP &7
director B9 introspection (&) I i2AREBIAINYIRFEH,

8.3.5.1. 7£ Cisco Nexus 7000 3z#i#/l - &i& LLDP

1E Cisco Nexus 7000 25Uz HiAL A el LUK B9 O /5 B LLDP -

interface ethernet 1/12
11ldp transmit
11ldp receive

interface ethernet 1/13
11ldp transmit
11ldp receive

S5,
XN T FERTEIIEERAERR, 3B running-config EH % startup-config : copy running-

‘2 config startup-config,

8.4. fidi& Cumulus Linux 34

8.4.1. EEEXTF (trunk) #mOl

OpenStack Networking fS1FSEBEEEI B FETYEMLFM VLAN, FF (trunk) XN RIEH A
FRR—DNRO, XNHRORTFSAD VLAN B e, @2 EF, VLAN sieI Ao TSR
ERMZS AN, Flan, YRR ARRH A VLANLLO tag BIMZSER3E AT LLEITA Compute 7 &,
T 8021q R RIBH A tag BIMLEEIRE L X E vSwitch FRBJHEX VLAN H,

8.4.1.1.  Cumulus Linux ZZ#HLEEEF (trunk) im0

INRFEA Cumulus Linux Z##l, BEMFEHALTEE XY VLANS 100 F1 200 BIEHE R LUL X IE
BIRFl, XNERERISYIET AEE —MEENYE P HIED swpl 1 swp2 BIIKL 25,

S

85 um

&5

K UTFRE—ARAl, MRERERBENEEELAREHTERER TEEI 25
o BEMREHEES, NTERSB— LR,

L
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auto bridge

iface bridge
bridge-vlan-aware yes
bridge-ports glob swpil-2
bridge-vids 100 200

8.4.2. EdiE Vim0l

HNFZE Compute TTm EMFFEMEHREELEMEHIE, FMUAEERE NRIFEZ D VLAN &
i, XEHEOREEREBE—D VLAN RTRECINEBIREER (M5 REEML% R E D Block
Storage FIHUIRE) . XLimBERIM AR O (access port) , BIIWEEERL trunk ixORIE
B,

8.4.2.1. 7y Cumulus Linux 3z BC & i 7] O

EFEAMUBIBRAE, XM FE Cumulus Linux 32l EBY swpl BEE W — MmO, XNEE
BRIZERNYET R — N EEIYMER A PO LRI, Cumulus Linux £/ eth fENE
BEO, FA swp fFERR/ETFEO,

o
]

<
]

4l

UTREZ—156, IREZAERBENEGERSERETERNEL TRENEH
HENZNEES, N SR —LERRABRE,

auto bridge

iface bridge
bridge-vlan-aware yes
bridge-ports glob swpil-2
bridge-vids 100 200

auto swpl
iface swpil
bridge-access 100

auto swp2
iface swp2
bridge-access 200

8.4.3. idi& LACP iwORE

LACP RIFIRIEZ MNMPIEM ELEETE—AR N — DR IRA)Z HEE, LACP 1E Linux FHB#FNEEE
B 4, E20IB— oS40 EESLI A FHEEMAEThEE, LACP SEEYIEM NIC iHflYEN
LI QIR ER TR &,

8.4.3.1. M4 M+ LACE LACP

Cumulus Linux Y EBERNELREERE,

8.4.3.2. £ Cumulus Linux ¥l _LEE LACP
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1 /etc/network/interfaces H°5 bond0 FIMMMUTARBREBHE :

auto bondo
iface bond0®
address 10.0.0.1/30
bond-slaves swpl swp2 swp3 swp4

1217 sudo ifreload -a EEHINEFEFHIEE LUFEEHER

8.4.4. idi& MTU Xi&

— LR MRS B AT SRR BT MTU B/ NATRE T IUE IR, fUA, F7EH NFS = isCS!
RARIETEREZBERN (9000 F7)

B uE

K X MTU BB RS R B NRA T OATE T A LT, AR, NETRES
. 57 OpenStack IMERH{EH MTU BIE R, %’Sliﬂ % 9E LEMTU K&,

8.4.4.1. f£ Cumulus Linux 3Z#Hl EAE MTU &E&E

LUFIF4£7E Cumulus Linux 22, = A B B,
auto swpl

iface swpil
mtu 9000

1217 sudo ifreload -a EEFIMNEFHFHEE LUFEERERN
8.4.5. Bdi& LLDP 43 (LLDP discovery)

AERNERT, LLDP BRSS (ldpd) SERMMLE|I S LT HRNFERIZT.
ZITU T e S BB AR /AZEOMHEMFE LLDP

cumulus@switch$ netshow 1ldp

Local Port Speed Mode Remote Port Remote Host Summary
etho 106G Mgmt ==== swp6  mgmt-sw IP:
10.0.1.11/24

swp51 106G Interface/L3 ==== swpl spine®1 IP:
10.0.0.11/32

swp52 106G Interface/L ==== swpl spine®2 IP:

10.0.0.11/32

8.5. fidi& Extreme Networks EXOS & #i#]

8.5.1. BEeEXEF (trunk) #mOl
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OpenStack Networking fo1FSEBEEEI B FETYEMLHFM VLAN, FF (trunk) XN RIEH A
FRR—DRO, XNRORTFSD VLAN BT e, @2 ETF, VLAN sieIAD AT SR
ERMZSANHA AR, Flan, YRR AT A VLANLLO tag BIMLSEREE AT LLEITA Compute 7 &,
T 8021q R RIBH A tag BIMLEEIE L X E vSwitch FBJHEX VLAN i,

8.5.1.1. ff Extreme Networks EXOS 3z#i#l L Ae & = FRI%%

NERFEHE X-670 RIKZHA, TRSEEFERAUTEERDIFE VLANS 110 1 111 FIEEER LI A
EEEBEE), INRERIYET REd8 —MEEIYMEBES B PN 24 BOMUKHMZ, 75X
Ml FH, DATA #1 MNGT 2 VLAN BY& R,

g M N
Wgg A
o

D LTRE—ARE. MR AN RS R E T e R T RS e
ﬁﬁ’ BRI EL B, NI TTAS S 53— Lo B4 i 7] 5,

L

Cﬂlﬂ

#create vlan DATA tag 110
#create vlan MNGT tag 111
#configure vlan DATA add ports 24 tagged
#configure vlan MNGT add ports 24 tagged

8.5.2. BdiEilnlim Ol

EHF 2 Compute T 2 LM M EEHEENEM AL EYE, MUARNEEERE HRITFED VLAN &

i, XERORFEEE— D VLAN B A ge LI H BREER (A5 REEMLE R ESK Block

Storage BYEUIE) . X LR O@EHFRNIIEO (access port) , EAIMEESRL trunk ik O MES
B H#,

8.5.2.1. 2} Extreme Networks EXOS 3zHi B2 & 1 0]k 01

MRELFERLBTIRRE, XAMEIFIE Extreme Networks X-670 5133 #i# LAY 10 BR&E H ethl B9—
lﬁl‘ﬂjﬁuﬁuo IQ\TL/L@FHL/L-FEE%EEJLJIQZ VLAN 110 #0 111 E/J#HEIE T%@bﬁ‘gﬂ’];&{ﬁuc XAEE%{EX
SRBIMIR TS R — MR RIS 10 5 OMUAR L,

Ve
L
Ly MTFRE—ARA. NRIEEARBENREI AL T ERNIR TES 154
G0 BENREMERS, TR SR LRRMI.

Cﬂlﬂ

create vlan VLANNAME tag NUMBER
configure vlan Default delete ports PORTSTRING
configure vlan VLANNAME add ports PORTSTRING untagged

4N -
#create vlan DATA tag 110

#configure vlan Default delete ports 10
#configure vlan DATA add ports 10 untagged

AnraAa EB158 3 aAan A HEZA
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5.0.5. HCIE LAUF YHZRTE

LACP J.,ifmt?lﬂ%/u\%iiﬂf%é —RBECH— NIRRT @, LACP £ Linux B4R N4 E
B 4, ERXUE— NSNS ERLIAFHHENREIIEE, LACP EEAYIEM NIC IH YN
§E%ﬁ$ﬂﬁﬁtl EERHTRR B,

8.5.3.1. T4 M+ LACE LACP

1. %%8 /home/stack/network-environment.yaml X4

- type: linux_bond
name: bond1l
mtu: 9000
bonding_options:{get_param: BondInterfaceOvsOptions};
members:
- type: interface
name: nic3
mtu: 9000
primary: true
- type: interface
name: nic4
mtu: 9000

2. Fgi& Open vSwitch M3 {E A LACP :

BondInterfaceOvsOptions:
"mode=802.3ad"

METREBEMSEHENER, ESM Director ZEEFN{F AIERM,

8.5.3.2. £ Extreme Networks EXOS 3:#i#| L idi& LACP

EXANMIFH, Compute 77 =B MERA VLAN 100 BRI+ :

enable sharing MASTERPORT grouping ALL_LAG_PORTS lacp
configure vlan VLANNAME add ports PORTSTRING tagged
4N -

#enable sharing 11 grouping 11,12 lacp
#configure vlan DATA add port 11 untagged

8.5.4. idi& MTU Xi&

— LM RETREZEN MTU B9X/NHFTEEFTLAESR T/E, F0, 2¥EM NFS =% iSCSI
AR TR B E 2 BEE (9000 F79) .

=

: X MTU BB EEEHIRETrFRE T w H1T, XOFEEUREN. NFTHRES
«;i/ 51£ OpenStack FMEFRES MTU BIE B, i f‘swﬂ %95 LHEMIU KE,
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8.5.4.1. ff Extreme Networks EXOS 3z#il L B¢ MTU &

LUF I F27E Extreme Networks EXOS 33#i4 E/E BRI, FH#FEEAHHE 9000 FTH IP HiE
a

enable jumbo-frame ports PORTSTRING
configure ip-mtu 9000 vlan VLANNAME

o -

# enable jumbo-frame ports 11
# configure ip-mtu 9000 vlan DATA

8.5.5. Bd®& LLDP %4 ¥l (LLDP discovery)

ironic-python-agent [R5 INITR B FEZENRZHEYL AL LLDP HiES, ERRRENERSHE
TG, ImOEFEBMAME VLAN, 5 CDP (Cisco Discovery Protocol) #8{Xl, LLDP &7
director B9 introspection (&) I 2AREBIAINYIRFEH,

8.5.5.1. ff Extreme Networks EXOS 3#Hjl L&& LLDP % &

XANMFIF SEVFFE ST Extreme Networks EXOS XK #i#l LEZE LLDP XE&, EXMHIFH, 11 K%K
IHOFRFE -

I enable 11ldp ports 11

8.6. EZi& Juniper EX 5 A,

8.6.1. EEEXF (trunk) #mOl

OpenStack Networking fS1FSEBEEEI B FETYEMLFM VLAN, FF (trunk) XN RIEH A
FRR—DRO, XNHORTFED VLAN BT e, @ ETF, VLAN sieI Ao ATF SR H
ERMZS AN, Flan, YRR AT A VLANLLO tag BIFZSEREE AT LLEIIA Compute 7 &,
T 8021q R RIBH A tag BIMLEEIE L X E vSwitch FBJHEX VLAN A,

8.6.1.1. £ Juniper EX RFIHiH LA E X Fim Ol

NRFEFIZ1T Juniper JunOS B Juniper EX RFIZHHL, Nage B EEAUTEERATE 110
111 BIEUEE AT LA A2 X BB SEf, XA ERERIAYET mEa — MEEIYMIERHILFM ge-
1/0/12 #OBLLKRRZE,

EENS e
ﬁ$22§ A=
ﬁﬁffw
Vs UTFRE—1MRA, MRESEREBENERERSEXEHTERNERTREN]ES
e BRI E S, AR S —LEERARR L,
ge-1/0/12 {
description Trunk to Compute Node;
unit 0 {

family ethernet-switching {
port-mode trunk;
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vlan {
members [110 111];

}

native-vlan-id 1;

8.6.2. EdiEinlim Ol

H A2 Compute T m LB M EHHEZLEMAEIE, FMUAEERE NRITFEZ VLAN &

o XEHOARERE— VLAN BLATH BRI ECRIERR (NEREEMLRES Block

Storage FIEUIE) . X b“Dﬁ%WﬂﬁWﬂﬁD(mw%pm) e 1ME B AL trunk if O ME
&,

8.6.2.1. 4 Juniper EX RFI3zHetfLBCE Vi [w]ik O

?L SAFER LB RE, XAMEIFE Juniper EX RFIZZHLHL LA ge-1/0/13 BLE 7y ethl B9— P ijjjali
A, XPMEERIZEHNET 28— NEEIIYMERHI A ge-1/0/13 FHOMLIKR ML,

&N
%;55 Pz
ﬁ%ffﬂ
s UTRE—NRAL, RSB REBEHNEARBERNEXEHTERNER TIEEiIEH
e BERIRMAEES, NRTRERSB— LR8I L,
ge-1/0/13 {
description Access port for Compute Node
unit 0 {
family ethernet-switching {
port-mode access;
vlan {
members 200;
}
native-vlan-id 1;
3
}
}

8.6.3. idi® LACP mwORE

LACP FRVFIRIEZ MNMPIEM ELEETE—AR N — DR IRA)Z &, LACP 1E Linux R NEEE
B 4, ES0IB— NS4 ERSLI A FHEEMAETIEE, LACP SEEYIEM NIC iHflYEN
i O imER TR E,

8.6.3.1. EM%E M+ LACIE LACP
1. %%8 /home/stack/network-environment.yaml X4
- type: linux_bond
name: bondl

mtu: 9000
bonding_options:{get_param: BondInterfaceOvsOptions};
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members:

- type: interface
name: nic3
mtu: 9000
primary: true

- type: interface
name: nic4
mtu: 9000

2. Fdi& Open vSwitch M3 {&E A LACP :

BondInterfaceOvsOptions:
"mode=802.3ad"

T T MEEMAEHENES, H5H Director ZEAE AR,

8.6.3.2. £ EX %3z H#i#l LBEZE LACP
EXAMBIFH, Compute 77 B M MEA VLAN 100 HIFF :
1. 8 Compute 17 mBIF AN -E YR ERERIZI A (Fla0, FERERO 12 # 13) .

2. QBIRORE :

chassis {
aggregated-devices {
ethernet {
device-count 1;
}
}
}

3. BB XK 12 (ge-1/0/12) # 13 (ge-1/0/13) MARIHORE ael :

interfaces {
ge-1/0/12 {
gigether-options {
802.3ad ael;
}

}
ge-1/0/13 {

gigether-options {
802.3ad ael;
}
}
4. EimO5R4E ael L5 LACP :

interfaces {

ael {
aggregated-ether-options {
lacp {
active;
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}
5. iBR & ael HI0EI VLAN 100 :

interfaces {

ael {
vlan-tagging;
unit 100 {
vlan-id 100;
}
}

}

6. S EHTAIROIE, XNERHAZFHA O BMIRORE ael, ©EIE ge-1/0/12 # ge-
1/0/13 :

> show lacp statistics interfaces ael

Aggregated interface: ael

LACP Statistics: LACP Rx LACP Tx Unknown Rx Illegal Rx
ge-1/06/12 0 0 0 0

ge-1/6/13 0 0 0 0

8.6.4. Bdi& MTU %i&

— LN R BT B EN MTU BIRMIHT AT TUER T/, HI, 28 NFS 5 iSCS!
RARETRBELBEEN (9000 F) .

3

Eﬂlﬂ

X MTU BB R EEEHIRY LE’JFﬁ'ﬁT‘ 47, XSEEURMN. IFTHRES
5 1£ OpenStack MMEAHEHR MTU BIE R, ’3]%] % 9E LEMTU K&,

8.6.4.1. £ Juniper EX RFI3 il LECE MTU & &
LU TR RBIFE Juniper EX4200 33 #u4, L 5 B B B4,

1. XFF Juniper EX RAUIKHANL, MTU BIZEREN FHIIFEON, LLTFHHIE ge-1/0/14 1 ge-
1/0/15 ¥x% 0 LA E B B -

set interfaces ge-1/0/14 mtu 9216
set interfaces ge-1/0/15 mtu 9216
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21T commit & HRTFATHIEVERZL.

2. NREH LACP RE, FEEAERATIXE MTU K/, MARIERMEFRHITIXNE, Hla0, LA
T7E ael REFIFXE MTU BIK/ -

I set interfaces ael mtu 9200

8.6.5. Bd®& LLDP %4 ¥l (LLDP discovery)

ironic-python-agent [R5 INITR B FEZEMNRZHEYL AL LLDP HiES, ERRIRENERSIE
THHZ., ImOFEEFNAMB VLAN, 5 CDP (Cisco Discovery Protocol) #8{5l, LLDP &7
director B introspection (&) T2 EBIA INYIEREM,

8.6.5.1. £ Juniper EX %%I3z#i#jl LAE LLDP

RETERFA#EOFRE A LLDP, sKRAEMIIEO LA -
1. 040, ERLLTAETE Juniper EX 4200 3Z#H B E# O LS A LLDP :

11dp {
interface all{
enable;

}

}

3

2. 5%, REEO ge-1/0/14 /5 LLDP :

11dp {
interface ge-1/0/14{
enable;

}
}




55 11, YR
. SREE

LUSERF MBI XN T & 2H OpenStack Networking %14,
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£ 9E E MTU K&

9.1. MTU #ihk

1£ Red Hat OpenStack Platform 9 (Mitaka) #, OpenStack Networking A LAiT 8 H AT LIt = £ 5
BISLBIRBRAR MTU 9K/, MTU BIEIZE T AT A E BN — P MEAHEINRABIEEZ, ©F
RIEN ARRFRLME R TEYINE, fla0, NFS H£ZH VolP MK MTU BERE AT BER —FE,

el N
K55
%X 1E Red Hat OpenStack Platform 9 (Mitaka) #1, OpenStack Networking BT LA 8 H A L4
s RENAEISLHIRIRA MTU BIK/N, RERFELLED neutron net-show i 6 X
OEE ME. INRWEBIZR, FTRH MTU RIS E) DHCPv4 B in LSl B3R E.

'''''''

4l

NTALESTIE, MTUBKEERRImREMZRF B, IBRKE, EREARLINME
iR (BEEVNAS. EVMSEMZERN, MERAMBEINRSSAS) , MTUNIZEHFTE
*Eﬁo

Blan, FRSHLELZRRT, NTHE—NDLHAMNYEBRS SR EGHHES, SEHE MTU EHHIH
=, BNEEIEMLHIENZEOREEEN MTU HEZFEEN MTU KD, MBEHIEEEER
D ERRIE R T MEEAI 192.168.200.15 &2 EIYEEARSS 88 10.20.15.25, NMIFBEXMLE :

Network node Physical router
Layer 3 Router

Interface

Interface

Interface Interface

Interface

Physical switch Physical switch

Interface

Compute node Physical server
Bridge Mapping
Layer 2 Switch @ 10.20.15.25
{neutron-openvswitch-agent)
Interface
Instance
192.168.200.15

A —H MTU [ERT RS SR Z MM, HA&E N5 E AR RIRE, X REARX
BHBHRR, IFEREBDTRIMSIRREE XE T EHHB MTU E.

9.1.1. B& MTU &

MTU I & (MTU advertisement) AT ELE{E MTU EBBRYIT 52, ©f# A DHCP EEEXE MTU, X
FEERER MTU BYEFL AT LUETS DHCPV4 &4 a4, 1 /etc/neutron/neutron.conf #J=5 F MTU
[T ThEE -



2 9 E & MTU ZiE

I advertise_mtu = True

P RLSERER MTU iETIS#ET SEIER DHCPv4 BISEHI A,

k

AT

il

< REFAH DHCPvA B IEH A LB ZEE MTU ML,

9.1.2. BdiEFR T L%

1£ Red Hat OpenStack Platform 9 director /1, &B LATE AR U ER— NS ImEHET
PGB MTU (B, XSG eI LLA @i E SR E S E MTU #8—3 :

NeutronTenantMtu - AR &R MTU {8, WSREH VXLAN/GRE B%&E, EHEEER
DHEYIEB LB MTU (BN 50 NFET, ERIAVERT, EMERZ 1400,

9.1.3. 7£ Director HEE MTU BIi%iE

XANRABIER T 203 A NIC config BRI E MTU 955, MTU BEEMIE. 40E (INRE
FH) . ¥0OF VLAN FiZE :

type: ovs_bridge
name: br-isolated
use_dhcp: false
mtu: 9000 # <--- Set MTU
members:
type: ovs_bond
name: bond1l
mtu: 9000 # <--- Set MTU
ovs_options: {get_param: BondInterfaceOvsOptions}
members:
type: interface
name: ensl15f0
mtu: 9000 # <--- Set MTU
primary: true

type: interface
name: enpl31s0fO
mtu: 9000 # <--- Set MTU

type: vlan

device: bondl

vlan_id: {get_param: InternalApiNetworkVlanID}
mtu: 9000 # <--- Set MTU

addresses:

ip_netmask: {get_param: InternalApiIpSubnet}
type: vlan

device: bond1l
mtu: 9000 # <--- Set MTU
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vlan_id: {get_param: TenantNetworkVlanID}
addresses:

ip_netmask: {get_param: TenantIpSubnet}

9.1.4. K& MTU Bit&55E

EETEEN MTU H, eXKRTIHTELN, TUREAERAN MTU MRXE, RE, ERILUER
SRR AT A EO PR EIXME.

I # neutron net-show <network>

=
]

il

BRI, HHEESLFIRM MTU EIXEN—NNTF 1500 FHHE (10 1450 £79) . X4
BUNERER T Open vSwitch FI T B BIRFERIMBAIA 89K 8017,
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% 10 = B QOS

& 10 = BLiE QOS

Red Hat OpenStack Platform 9 #H 7 X4k S5 i E (QoS) HRIEHIZZHF, OpenStack EIE 5 AT LA
X LEERRE, By BRI M4 14 B A R BR S L IR It A B AR S5 2 A B9 ThRE, ML R ERR
AT ERIBREINS, XML @R,

10.1. QoS KHESEH

QoS RIS AT LAN A H MmO £, el UM AEI—MEENEI M (HPBaE i Ot
XK

10.2. QoS RIREE

QoS REGAI LA ENAS L A, BTRMPR, X NRHIF T AR T — N 5 BRE AL FF48 0L A B — i
Ho

1. EEMEPIIRFRERFELE QoS RIEHIM/ ID :

# openstack project list

o m e e memoo oo S +
| ID | Name [
o m e e memoo oo S +
| 4bOb98f8c6c040f38badf7146e8680f5 | auditors |
| 519e6344f82e4c079c8e2eabb690023b | services |
| 80bf5732752a41128e612fe615c886c6 | demo [
| 98a2f53c20ced4d50a40dac4a38016¢c69 | admin |
o m e e e e oo Fommmm oo - +

2. 7£ admin A A EIEZ N bw-1imiter B9 QoS kg :
# neutron qgos-policy-create 'bw-limiter' --tenant-id
98a2f53c20ce4d50a40dac4a38016c69

3. 7y bw-limiter REGECESREEHLI) :

# neutron qos-bandwidth-limit-rule-create bw-limiter --max_kbps
3000 --max_burst_kbps 300
4. BEE— neutron ik RN A bw-1imiter SRES :
I # neutron port-update <port id> --qos-policy bw-limiter

5. & QoS M, fI4n :

# neutron gos-rule-show 9be535c3-daa2-4d7b-88ea-e8del6

o e e e oo e +
| Field | value |
o e e e oo e +
| id | 9be535c3-daa2-4d7b-88ea-e8del6 |
| rule_type | bandwidth_limit |
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| description | |
| max_kbps | 3000 [
| max_burst_kbps | 300 |
e e e oo - g +

FRUTEERERN RIS
max_kbps - LRV A X R KRERE (L Kbps WEAL) .

max_burst_kbps - B#OR LUAGER, @i RBEENRABEE (UL Kbps HHAD

10.3. QoS ZEi&HI RBAC

Red Hat OpenStack Platform 9 77 QoS &€ T RBAC (Role-based Access Control - EFH &
BRI EREl) o ENSER, IAETLAEX FAREDB N A QoS &Kk,

Ban, EIAER LUNE L e B M RIS B — QoS KIE, HRERKETBEHFNAE. UThsHa
BLARTOIERY bw-limiter SER& D EE4S demo 2/ -

# neutron rbac-create 'bw-limiter' --type qos-policy --target-tenant
80bf5732752a41128e612fe615c886¢c6 --action access_as_shared



2 11 = BCE MRS

B 11 = FE MRS

AEN T WATE Red Hat OpenStack Platform HEZ & A/7 4457,

11.1. MITBRET ROV FB

AT BRGSO VF LN P R 4 SR 2 EIAME RO EE 2%, MIZSEIR S MESEZRE go-xxx OB L
%%, F+Zik br-int, br-int #1 br-ex [8]8Y veth pair 7o7F R4S @ SN MG, FREY
IBRALE,

11.1.1. BeE R BRL

LUF 2 br-int #1 br-ex [A][B9—™ veth pair 7=fjl :
I int-br-ex <-> phy-br-ex

IX/NERETE bridge_mappings XEHREE, 5190 :

I bridge_mappings = physnetl:br-ex, physnet2:br-ex2

5,

XN
WS
{?‘x’ YN5R% A bridge_mapping T, NIFEFEMLEIERE, MTTEMAERMLET IR,

XMNELERE—NIE A patch peer 7£ br-int 1 br-ex [A QI8 7T —1ME#E ; 585 2 NN br-ex2 (&
T — patch peer,

11.1.2. BeiEEHIZR T =

bridge_mappings BUiXEFEE 1428 T R A network_vlan_ranges jEIAECES, X F_EEH
BlF, #HIETRPBENT

I network_vlan_ranges = physnetl, physnet2

IXEE(E QI T AR RSB EN ML, AEBMLET IR B2 E O S5 5 M HITEE,
Hit, FEEZTHRESNMSET 2 LEE bridge_mappings, XEkE, HBHLS EHMSEIET
DMERIERN. REHNERERROIEML (40 physnetl) BEAXE,

11.1.3. P BUR L Hi

PR T OUERIEEEN, X/NKEILTE breint 1 br-ex EEE T OVS kA TFFHAEBMLEIEITEIR, B
AEBPILEEH — N IER VLAN id 3R, VLAN id #% tag ZIFSH 2309 qg-xxx im0, LHEIESEE phy-
br-ex i, br-ex ii0& % VLAN tag, FHIEFIESRIMEBEREO, RBELETINEBMLL, MAIRH
ZREINEEE S E L br-ex, AF{E A phy-br-ex < int-br-ex # ) br-int, H#HES A
int-br-ex £, br-int PR B A —NRESBEEIESRINAEH vian tag, X, XNEIEE 7 LA
qg-xxx 3,

11.2. 43P PIHTBR G

TEM BRAEfRIBR ST S, %Bm%Lﬁ—/l\ patch—port SEIBRVIRME, XRIUET FRAYTTE MBI EC & A
BRo IXMERVER LIEI AT
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FIiROBR - FEFABFIWNRERNmRO, XDAEFFEEE LR EERIER T
?i-o

&/ neutron-ovs-cleanup BzhitTim OMIER - BahATimOMER, BEFEEELRGHNEET
fE, FRIATENEE R, MREMIMER VT EIEMAERERS, WA LERXAN AL,

26 T XM B ERRA

11.2.1. F TR O35

FIHOBERIIREATIUERELERGZTHERT, HNBRAFENHO, ETLUERCIIG N
Mg EX LR O - 1 br-$external_bridge &, B l##m &7 "phy-"$external _bridge ; 7£ br-int
f, Bil#EHEH int-"$external_bridge.

XAMEIF M bridge_mappings AR — R, FHFBEEBEXNHRO, 1. i
ovs_neutron_plugin.ini, M bridge_mappings #fffii& physnet2:br-ex2 BT :

I bridge_mappings = physnetl:br-ex, physnet2:br-ex2

k% physnet2:br-ex2 #9771, bridge_mappings 1525 Il TR :

I bridge_mappings = physnetil:br-ex

2. {8 ovs-vsctl kRS S #MIFREY physnet2:br-ex2 i< B patch iw O :

# ovs-vsctl del-port br-ex2 phy-br-ex2
# ovs-vsctl del-port br-int int-br-ex2

JNRE bridge_mappings TEHEMIER, SACTRSR, NHEENEDIEIZITERSD
AN

Mo

2. /5 neutron-openvswitch-agent :

I # service neutron-openvswitch-agent restart

11.2.2. Bahi TR QAR

XMEVEE AT A --ovs_all_ports FriAH neutron-ovs-cleanup %%, E/2 neutron BRESFHEND
TRFEMTHROFEENIERES, INMTEREERSELEMLSRS.

neutron-ovs-cleanup @< MFTAE OVS R f kg £E8imA (5560, qdhcp/qrouter LR EE) .
&/ --ovs_all_ports TRiRMEAM br-int LHHERFTARO, M br-tun FEERRERS, LURMBTE
MG ERE, FB4h, WIEED (A0 eth0, ethl) B MM (40 br-ex. br-ex2) A&,
b, 7EfEF ovs-vsctl IBiXLEimOAEFHF T RMAET, EILHIRNEZETSER

I # ovs-vsctl add-port br-ex ethi

11.2.2.1. neutron-ovs-cleanup {EHxRH :

1. & ovs_neutron_plugin.ini 8 bridge_mapping T T —N 519
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2. f£f --ovs_all_ports F1iHiZ1T neutron-ovs-cleanup, H3IE, X—FS2SHEBIMMWLEEILET

1,

# /usr/bin/neutron-ovs-cleanup

--config-file /usr/share/neutron/neutron-dist.conf

--config-file /etc/neutron/neutron.conf

--config-file /etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini
--log-file /var/log/neutron/ovs-cleanup.log --ovs_all ports

3. E/3 OpenStack Networking AR5 :
# systemctl restart neutron-openvswitch-agent

# systemctl restart neutron-13-agent.service
# systemctl restart neutron-dhcp-agent.service

4. EFE bridge_mapping TR 1% ovs_neutron_plugin.ini 1%k 8 M4% 5,
5. &/ neutron-openvswitch-agent R 55 :

I # systemctl restart neutron-openvswitch-agent

4l

X

% OVS agent &, BHAEMESE LINIE bridge_mappings F#iYEEE, Eit,
o > INRIEA br-int 1##E br-ex2, br-ex2 £ LEAZIER, I£EM bridge_mappings
ey EBPHER (BUETERR) TRETTXHAMT (TRERETERTRSZENTR) .
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% 12 = fdi& RBAC

1£ OpenStack Networking #/#f RBAC (Role-based Access Control, EFA®BRIUIRIRE]) BT
I HE neutron ML HTEIRIRBIIREH], LA, MERAIBEEFMERMEHRHEE, siAHEMMN
%A;oﬂﬁ,QMBWXMWMWQEﬁ—¢Rm@%%ﬁﬂnMMmﬂ%ETﬂﬂF@%§
=, B G A LARGIRLERE A A BRIE SR AN R R4S AR,

ERNEER, =B AR MR —LLE R0 MAZBIAER, RV IMINARL 54018970 B X
K EFIERIRLS,

12.1. | — 15789 RBAC K&
PUF2{aE R RBAC RB&IE N —NE P IKF 75 (7| — PN HEZ W5 R R B,

HEMBEBARNMAEIIEK

# neutron net-1list

| fa9bb72f-b8la-4572-9c7f-7237e5fcabd3 | web-servers | 20512ffe-
ad56-4bb4-b064-2ch18fecc923 192.168.200.0/24 |

| bccl6b34-e33e-445b-9fde-dd491817a48a | private | 7fedab5a-
4b81-4a59-8c47-82c965hb0e050 10.0.0.0/24 |
| 9b2f4feb-fee8-43da-bbh99-032e4aaf3f85 | public | 2318dc3b-
cff0-43fc-9489-7d4cf48aaab9 172.24.4.224/28 |
oo m e e e e e e e e mmao - o m e R
_______________________________________________ +
HEMIIE -
# openstack project list
o m e e e e oo Fommmm oo - +
| ID | Name [
o m e e e e oo Fommmm oo - +
| 4bOb98f8c6c040f38badf7146e8680f5 | auditors |
| 519e6344f82e4c079c8e2eabb690023b | services |
| 80bf5732752a41128e612fe615c886c6 | demo [
| 98a2f53c20ced4d50a40dac4a38016¢c69 | admin |
o m e e memoo oo S +

3. 7y web-servers 4468 — RBAC, ©/ auditors tenant
(4bOb98f8c6c040138baaf7146e8680F5) I F T 1 AIFN IR :

# neutron rbac-create fa9bb72f-b8l1a-4572-9c7f-7237e5fcabd3 --type
network --target-tenant 4b0b98f8c6c040f38ba4f7146e8680f5 --action
access_as_shared

Created a new rbac_policy:
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| id | 314004d0-2261-4d5e-bda7-0181fcf40709 |
| object_id | fa9bb72f-b8la-4572-9c7f-7237e5fcabd3 |
| object_type | network |
| target_tenant | 4b0b98f8c6c040f38badf7146e8680f5 |
| tenant_id | 98a2f53c20ced4d50a40dac4a38016¢c69 |
S o m e e e e e e e e oo - +

EREER, auditors TiE B E Al LB SLB)EE E web-servers %%,

12.2. 167 RBAC EB%

1. {8 neutron rbac-list 52777 RBAC FIEH ID :

# neutron rbac-list

o m e e e e e e e oo - o m e Fommmm oo
______________________________ +

| id | object_type |

object_id |

oo m e e e e e e e e mmao - o m e R
______________________________ +

| 314004d0-2261-4d5e-bda7-0181fcf40709 | network | fa9bb72f-
b81a-4572-9c7f-7237e5fcabd3 |

| bbablcf9-edc5-47f9-aee3-a413bd582c0a | network | 9b2f4feb-
fee8-43da-bb99-032e4aaf3f85 |

oo m e e e e e e e e mmao - o m e R
______________________________ +

2. {#f neutron rbac-show &4 E RBAC WHF4IER :

# neutron rbac-show 314004d0-2261-4d5e-bda7-0181fcf40709

S oo m e e e e e e mmm oo - +
| Field | Value |
S o m e e e e e e e e oo - +
action access_as_shared
id 314004d0-2261-4d5e-bda7-0181fcf40709
object_id fa9bb72f-b81a-4572-9¢c7f-7237e5fcabd3

network
4bOb98f8c6c040f38badf7146e8680f5
98a2f53c20ce4d50a40dac4a38016c69

object_type
target_tenant
tenant_id

12.3. fitifx RBAC KB

1. {8 neutron rbac-list 52777 RBAC FIEH ID :

# neutron rbac-list

oo m e e e e e e e e mmao - o m e R
______________________________ +

| id | object_type |

object_id |

oo m e e e e e e e e mmao - o m e R
______________________________ +

| 314004d0-2261-4d5e-bda7-0181fcf40709 | network | fa9bb72f-
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b81a-4572-9c7f-7237e5fcabd3 |
| bbablcf9-edc5-47f9-aee3-a413bd582c0a | network | 9b2f4feb-
fee8-43da-bb99-032e4aaf3f85 |

2. {#f neutron rbac-delete fifif& RBAC ({#FAEH ID)

# neutron rbac-delete 314004d0-2261-4d5e-bda7-0181fcf40709
Deleted rbac_policy: 314004d0-2261-4d5e-bda7-0181fcf40709

12.4. AERMLLE) RBA

Wit {EA --action access_as_external 5%, RBAC A LUEHINTAERMLE GFEMXEOMN
M%) BI AL,

fBign, LT %N web-servers MZEAIE T —4 RBAC, 34 engineering 21
(c717f263785d4679b16a122516247deb) IXF T i/j[AIFY R :

1. {#M --action access_as_external fJE—/ A RBAC FEB :

# neutron rbac-create 6e437ff0-d20f-4483-b627-c3749399bdca --type
network --target-tenant c717f263785d4679b16a122516247deb --action
access_as_external

Created a new rbac_policy:

| action | access_as_external |
| id | ddefl12a-c092-4acl1-8914-c714a3d3bab8 |
| object_id | 6e437ff0-d20f-4483-b627-c3749399bdca |
| object_type | network |
| target_tenant | c717f263785d4679b16a122516247deb |
| tenant_id | c717f263785d4679b16a122516247deb |

2. fER4ER, Engineering A RRIE F ATAE B IXNMLE, SIELELEZERLXANML ¢

$ neutron net-list

oo m e e e e e e mmm oo - o m e S
_________________________________________ +

| id | name | subnets

|

o m e e e e e e e e oo - o m e S
_________________________________________ +

| 6e437ff0-d20f-4483-b627-c3749399bdca | web-servers | fa273245-1eff-
4830-b40c-57eaeac9b904 192.168.10.0/24 |



F 13 E REESHMAEMURE (DVR)

B 13 EMRELHAANEMRA (DVR)

2N ENERE (Distributed Virtual Routing, f&# DVR) o1 7E Compute 77 m L EERKE L3
B, XAMEARELET — NS T SBNER T, £ Compute T s A (East-West) #HF4TRI%%
BIE. B, 25 IP SRR AIEE XM Compute T |AFTER, 9B T 25 IP BSLEIREH

PUIER BT LT MR BIE R FEAEE (North-South) & EMLEEIR, &BF5) IP kB9 A4
REBEEIT Network 7 s & SNAT RIZSEHIE.

Red Hat OpenStack Platform 7 (kilo) 707 7EEASHARBEAN, % VLAN 1 VXLAN/GRE Z[7]
EENTE, WE, DVR 18 VLAN 1 VXLAN/GRE @& 5 7] LUH T B EHE,

T DVR {2 —MRARTI T & 3EFE Red Hat OpenStack Platform 9 #1, X FRAT T ZRE
Vs BERNEZER, H5#E hitps://access.redhat.com/support/offerings/techpreview/,

FELLUREEIBIA, JR3F R B SERIRT LATE R RIT Network 17 REREBYIER T THEERT

Network node

Layer 3 Router
@ (neutron-13-agent)

Compute node Compute node

Layer 3 Router

(neutron-13-agent)

Layer 3 Router

(neutron-l13-agent)

Layer 2 Switch

(neutron-openvswitch-agent)

Layer 2 Switch

(neutron-cpenvswitch-agent)

Instance
10.20.15.25

Instance
192.168.200.15

13.1. fici& DVR

1. £ Network W m#H neutron.conf X#4F /5 A router_distributed. X{RiE T LASARAE G
BB SRERINER TR o HmNH,

I router_distributed = True
EA LL@IT 1B policy . json XXEF A EIABITTH ¢

I neutron router-create --distributed=True/False <name>
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2. ECiESE 3 JZCE

1€ Compute TTmE, 4@%E 13_agent.ini X435 A DVR :
I agent_mode = dvr
£ Network 11 R AR ER 2R EREE dvr_snat :

I agent_mode = dvr_snat

3. BSiESE 2 JZ agent

1£ Network 7 s2#1 Compute 7 52 # L2 Agent _£/5 %) DVR # L2 population TheE, Hla0, nR(E
F Open vSwitch, %i%E ovs_neutron_plugin.ini XX/ :

enable_distributed_routing = True
12_population = True

4. 7 ML2 /S A L2 population HLI3K 5

T£ Controller £47%5 m12_conf.ini X4 :
[m12]

mechanism_drivers = openvswitch, l2population #0ther values may be
listed here as well

1£ Compute 7 5= E%i% m12_conf.ini 304 :

[agent]
12_population = True

5. /5 RS LUERT A SR ERK -
1 Controller EEE LTRSS :

# systemctl restart neutron-server.service

# systemctl restart neutron-13-agent.service
# systemctl restart neutron-openvswitch-agent.service

1£ Compute 7T EEFRLATARS :

# systemctl restart neutron-13-agent.service
# systemctl restart neutron-metadata-agent

S
BB
f;f;’ LT, TAZHIBBEEN. FDHRNBEREILN DVR,
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2 14 = it & BALANCING-AS-A-SERVICE (LBAAS)

i E9EEIAR S5 (Load Balancing-as-a-Service, f##R LBaaS) f# OpenStack Networking B LA7E4H
KB S B A LRI 4SRE. AN 7 EEE OpenStack Networking @i Open
vSwitch (OVS) = Linux Bridge $&#-3& & LBaaS M5 %,

Red Hat OpenStack Platform 5 @31& 7 /1 #39%7801fkR 55 (Load Balancing-as-a-Service, &R
LBaaS) Ih#E, ©fF OpenStack Networking B LATEHE K AYSLH AR IE D B AUEBIM4SRE, X ARIE
T AU TR E T R T AR AR TR A R ES N LI HE, MNmAEERERARS
RN EMN, ABMRLSRENLTEIA R —HTHE

B¥ (Round robin) - FEZNEHIEIEDRE S EIE K,

B P - MA—/NE IP il & E M5 R D BRI R — 424,

RVEERE - BRSO EIERDEEBEREN L,

71 : LBaaS ByFE

£ 14.1. LBaaS m%rE

Ihee EEpuY
WiERE LBaaS &jif ping. TCP. HTTP #1 HTTPS GET #J

FAERGT TR LT, HERFRNEED
BER AR E MBI RS A AL IEIFE R,

=g LBaaS H—H T ERFIHITEE, EEATLUER
REST APl i#{TEEMEER SR EHE XA ; B
PRI LAEIT CLI (neutron) =% OpenStack
dashboard X} i #3398 TheEH1TEE,

TERE R ALY RLE R E W ORI E R E T IRE, X
AT LA R St AT A 93EE, FFRA1E DoS (Denial of
Service) K,

SVEEAM LBaaS mf LUEB AULBE KRB — N E—
SEld, MEEHL TR ESTEF AN, LBaaS X
BFET cookie SE TR IP it R BHEE,

12974 N
%y LBaaS HEIRSH IPv4 L

14.1. OpenStack Networking #1 LBaaS #h#h
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OpensStack Networking (neutron) BRZS KAKTT LR H R 25,

1. - Neutron API IR552% - :X/MIRS5124T OpenStack Networking API BRS588, B NRZAFIEMT
API, AR #1 OpenStack Networking 1T @iHBIARSS. X ABRSS 284 1 T AR Z BB FEHITRE K
FREFIIRERFE P 4%, BREgR. MEMEEXEUREEER,

2. - Neutron Agent ({f¢#) -y OpenStack Networking #4745 ThEERIARSS -
neutron-dhcp-agent - HF8 FA A4S EIE DHCP IP ithiit,
neutron-I13-agent - 7 RAA RS, AEMBHEERSEHITE 3 ZEH,
neutron-lbaas-agent - Ed & HFH 03 # LBaaS B H25.

14.1.1. IRS5HIALE
OpenStack Networking B 58] ATE R — MR 5528 £i2 1T, WAILADHIET ARG 3 Li21T.

iZ1T APl BRZ5HIBR 5583 B B 455 Controller (3Hl8%) T =, Miz4T the OpenStack Networking

agent BIAR 5224 Network (FI%%) T, E—NERHEINER, XEHENIZDFEITE
WMITME AT R ELURS IR T B, AR, E—MUEIMESR—MEREIE (PoC) EE
B, AJLUMBXLEHBERERE—NTRLEZT. FEDHINATXRMIER, KT Controller 11 REEE
HABREEE API IRSS 23 L1217, *<F Network " RMIAR B EEEI21T LBaaS agent BfRS5 2 Liz
7o

INER Controller #1 Network 7 smER7EE — MBI m_Ei21T, NIFAAEX LS REEEIEX
MRS 28 L1217,

14.2. fid & LBaaS

XNTFEECE OpenStack Networking R A Open vSwitch (OVS) 5k Linux Bridge {48
LBaaS., £ WET OVS MyiE# (&3F BigSwitch. Floodlight, NEC. NSX #1 Ryu) 3/ LBaasS i
ZE Open vSwitch LBaaS X zf,

EBIAERT, Red Hat OpenStack Plaftform &% 7 % LBaaS BJ HAProxy IXshByz 5,
METHRIFWEERSHNENIIER, 1H5H

https://access.redhat.com/certification,

1Ei217 neutron-server IR BT m EHUITIXEEIR/E -
1 Controller 77t (API fR5528)

1. 3857 letcIneutron/neutron_lbaas.conf SL4EHH] service_provider 2385 F HAProxy &4

service_provider =
LOADBALANCER:Haproxy:neutron_lbaas.services.loadbalancer.drivers.haprox
y.plugin_driver .HaproxyOnHostPluginDriver:default

2. @11 1%E letcineutron/neutron.conf X4 AH service_plugin {E3R/5 F LBaaS &4 :


https://access.redhat.com/certification

%5 14 = & BALANCING-AS-A-SERVICE (LBAAS)

I service_plugins = lbaas

3. /5 _neutron-server services RS LAFE AT BB R E K,

I # systemctl restart neutron-server.service

14.2.1. {§if Dashboard J5 F LBaaS $BIhsE

BEERT, Horizon dashboard #1 neutron APl RSG5 i21THER—1N T = t, &7 LLES Dashboard
RO B S E S A 398 Thee, 1Ei21T Dashboard (horizon) BRESBYT & EHTIXLE S IR

1. 1 Jetclopenstack-dashboard/local_settings X4 HH enable_Ib 7ET%E N True :
I OPENSTACK_NEUTRON_NETWORK = {'enable_lb': True,
2. /5 httpd BR S5 LA R BIE S E K,

I # systemctl restart httpd.service

WAE, EAILAFE dashboard T B FREYRLE 512k Fh & B 1 E9 B SRR,

14.3. EBEMZ T = (G217 LBaaS Agent BJ77 51)
1. 1E letc/neutronl/lbaas_agent.ini 3 {47 = Fl HAProxy load balancer :
device_driver =

neutron.services.loadbalancer.drivers.haproxy.namespace_driver .HaproxyN
SDriver

1£ letcIneutron/lbaas_agent.ini FEZE user_group £

# user_group = nogroup

2.
# The user group
user_group = haproxy
3.

1£ letcIneutron/lbaas_agent.ini X4 AL RRERIIXS)

INRFEA Open vSwitch 34 :

I interface_driver = neutron.agent.linux.interface.0QVSInterfaceDriver

SNRMFEF Linux Bridge &4 :

I interface_driver = neutron.agent.linux.interface.BridgeInterfaceDriver

4.%E |2 neutron-lbaas-agent AR5 LAE R BBIE SR £ R,

I # systemctl restart neutron-lbaas-agent.service
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2 15 = T H IPV6 BT %

AENG T WMEE—NA WP IPve FMBER. BRTHEFMLZ, director 7.3 AT LN
overcloud 77 mBLEB R4 IPv6 BIERE,

Red Hat OpenStack Platform 6 3407 758 - W4 IPve BIThEE, IPve FRI ] LAFEFERIFE
Mg f, FZFU TS EER : SLAAC (Stateless Address Autoconfiguration) . Stateful
DHCPv6 # Stateless DHCPv6, AZEN4A7T IPv6 FRIAIELT, FiRE T — IR A,

15.1. IPv6 FRM%ETR

IPv6 F M {# A neutron subnet-create 2, FHH, ELaTLIEEMUEZERF RA (Router
Advertisement) &3, FTENMEA T XL ETHES -

RA &= kil X ZR

ipv6_ra_mode=not set ipv6-address-mode=slaac XL SLAAC MAERES
B (C&E# OpenStack
Networking EIEMEEH) #FEIK
IPv6 ik,

ipv6_ra_mode=not set ipv6-address-mode=dhcpv6é- IXANSLf{EE F§ DHCPV6 stateful
stateful M OpenStack
Networking (dnsmasq) &
IPv6 bk FI R ERYME R

ipv6_ra_mode=not set ipv6-address-mode=dhcpv6- IXANSEAE A SLAAC MAERES
stateless HEKR—1 IPve ik, FEMA
DHCPV6 stateless A
OpenStack
Networking (dnsmasq) #U&a]
HHIE R

ipv6_ra_mode=slaac ipv6-address-mode=not-set SCf5I{E A SLAAC M OpenStack
Networking (radvd) ##FW—1
IPv6 ik,

ipv6_ra_mode=dhcpv6-stateful ipv6-address-mode=not-set IXANSLfI{EE F§ DHCPV6 stateful
MAER DHCPV6 R S5 21—
IPv6 bk FI R ERYME R

92



5 15 == A IPV6 BIFE T 4%

RA &3 piichil e 4R
ipv6_ra_mode=dhcpv6-stateless  ipv6-address-mode=not-set XA SLAAC M
OpenStack

Networking (radvd) ##EW—1
IPv6 ik, F{¥F DHCPv6
stateless M8 DHCPV6 AR5

SEWAERE R,
ipv6_ra_mode=slaac ipv6-address-mode=slaac SZf5@ 3 SLAAC M OpenStack
Networking (radvd) #FU—1
IPv6 ik,
ipv6_ra_mode=dhcpv6-stateful ipv6-address-mode=dhcpv6- SZf5i@ 7S DHCPV6 stateful M
stateful OpenStack

Networking (dnsmasq) ##I—
4~ IPv6 Hatit, 5 DHCPv6
stateful M OpenStack
Networking (dnsmasq) KSH
EHIEER.

ipv6_ra_mode=dhcpv6-stateless  ipv6-address-mode=dhcpv6- SZf5i@ 73 DHCPV6 stateful M
stateless OpenStack
Networking (radvd) ##EW—1
IPv6 itik, {5 DHCPv6
stateless M OpenStack
Networking (dnsmasq) KSH
EHIEER.

15.1.1. {§ [ Stateful DHCPv6 SIIE—4" IPv6 FM

XML RRERAUENERLEE—MEI NS EE— IPve FM. ERHRSRERERFIME
FRIMFZER, REEAXLEERRERN —TFHORSS,

k

N
p o
;

il

OpenStack Networking Rz # %} SLAAC BJ EUI-64 IPv6 Hitit S EE, E- N ENSTUET
EKRH 64 fIFEINLE MAC itk g oBcHhil, FARLLXIFRTLAREE IPve M4%%, FERARER
ML F] SLAAC BY address_assign_type 0Ol F M4 K,

1. REFEOE IPve FRTBEMNMES id.  (XNMEEFR OpenStack IMEHRERER, HitEH
ETRKMXEFEANETRR) . HXNMIFH, QA WBEFFRER— IPv6 FM.

# keystone tenant-list

93



Red Hat OpenStack Platform 9 F4%$55

94

| 25837c567ed5458fbb441d39862e1399 | | |
| f59f631a77264a8eb0defc898ch836af | admin | True |
| 4e2e1951e70643b5af7ed52f3ff36539 | | |
| 8561dff8310e4cd8be4b6fde3dc8acts | | |

2. k%5 OpenStack Networking (neutron) FREIRTEMZEHIFIFR, FiLK T EIE IPv6 FRIBIMLE 4
R, EXAMEFH, {EMA database-servers,

# neutron net-list
o e e e e e e e e e e e e emo - S [ R
_____________________________________________________ +
| id | name | subnets
|
o e e e e e e mmoo - R Foem oo -
_____________________________________________________ +
| 8357062a-0dc2-4146-8a7f-d2575165e363 | private | c17f74c4-
db41-4538-af40-48670069af70 10.0.0.0/24 |
| 31d61f7d-287e-4ada-ac29-ed7017a54542 | public | 303ced03-
6019-4e79-a21c-1942a460b920 172.24.4.224/28 |
| 6aff6826-4278-4a35-b74d-b0cadcbba340 | database-servers |
|
o e e e e e e e e e e e e emo - S [ R
_____________________________________________________ +

3. EAMU LS EHIKSH QA tenant-id (25837¢567ed5458fbh441d39862e1399) 4 AK ML

WS, AN, TEESTHE IPv6e FMHIBIRMEELTR, TEXNMFH, £ database-servers M4 :
# neutron subnet-create --ip-version 6 --ipv6_address_mode=dhcpv6-
stateful --tenant-id 25837c567ed5458fhbb441d39862e1399 database-servers
fdf8:f53b:82e4::53/125

Created a new subnet:

| allocation_pools | {"start": "fdf8:f53b:82e4::52", "end":
"fdf8:f53b:82e4::56"} |

cidr | fdf8:f53b:82e4::53/125
dns_nameservers |

enable_dhcp | True

gateway_ip | fdf8:f53b:82e4::51

host_routes |

id | cdfc3398-997b-46eb-9db1-ebbd88f7de05
ip_version | 6

ipv6_address_mode | dhcpv6-stateful



5 15 == A IPV6 BIFE T 4%

|
| ipv6_ra_mode |
|
| name |
|
| network_id | 6aff6826-4278-4a35-b74d-b0cadcbba340
|
| tenant_id | 25837c567ed5458fbb441d39862e1399
|
o e e e oo o m e e o e e e e e e e e mm e mmmmm—oo oo
________________ +
4

BEMBIIRERIEXNELE, 5EE, database-servers RN A R T H0IEM IPv6 F

*
# neutron net-list
oo m e e e e e e mmm oo - o e e e e oo Fommm oo oo
_____________________________________________________ +
| id | name | subnets
|
oo m e e e e e e mmm oo - o e e e e oo Fommm oo oo
_____________________________________________________ +
| 6aff6826-4278-4a35-b74d-b0cadcbba340 | database-servers | cdfc3398-
997b-46eb-9db1-ebbd88f7de®@5 fdf8:f53b:82e4::50/125 |
| 8357062a-0dc2-4146-8a7f-d2575165e363 | private | c17f74ca-
db41-4538-af40-48670069af70 10.0.0.0/24 |
| 31d61f7d-287e-4ada-ac29-ed7017a54542 | public | 303ced03-
6019-4e79-a21c-1942a460b920 172.24.4.224/28 |
o m e e e e e e e e oo - o e e e e oo Fommmmo oo
_____________________________________________________ +

ERZNEBRENGER, OA AP QIR AITEINAEI database-servers F M A a] LUK — 4 DHCP
IPv6 ik :

# nova list

| ID | Name | Status | Task

| fad@4b7a-75b5-4f96-aed9-b40654b56€03 | corp-vm-01 | ACTIVE | -
| Running | database-servers=fdf8:f53b:82e4::52 |
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% 16 = TIEMHE 7 ECAT

AEN T v OpenStack Networking 444 & 238 7 /71 B BL &R0 /5 5%,

OpensStack Networking (neutron) & FAECARRHIFE -/ B QB TTRHKE, A, ETLLE
15 neutron.conf XX {4 H#) quota_router 8 3R & —NE 7 AT LA 2RI EE R ESHBE -

I quota_router = 10

BNMHEARSHLEAE 10 BBHE.
TRNMSHG LB REL BHRIILE

16.1. L3 ERAiE I

L3 M%% ] FABIBCALILYT : quota_floatingip - B MEF A VFEARIZES) IP 2. quota_network -
BMNMAP R ERIMZEE, quota_port - N AR FERENIHO%E. quota_router - FFH
PRI FERANEREIINE. quota_subnet - ENMEF RIFERAMNFREE. quota_ vip - BN R
ERB vip &,

16.2. B K ESBCAHL I

FATF 5 NS E IR E AL : quota_firewall - /N8 P AR OB BE A5 3K
=, quota_firewall_policy - &/ R L1 BIBG A IE RIS ENE, quota_firewall_rule - &/ FR
BT RIRA KIEEHL B2,

16.3. T HABALEIA

BAFEERTFHNRSHEMEMEIULT : quota_security_group - MR AT IFHIR 2HE
£, quota_security_group_rule - &M E AR T SHMNIEE,

16.4. EBELALLEI

BB G A LLE B AMEFHET : default_quota - BN AR A IFBIERIA KRS

2. quota_health_monitor - @M FIATFHERIENEFNEE, BRUENEFTISHERER
R, B2, EH OpenStack Networking FimB A EM A FTIRETE, ATLMRERENEREEBA
1L, quota_member - ENFHEAFTA TR G E, MR AFAKEETR, B2, BNl
OpenStack Networking fFin BN A EM A FIRETE, FAABBELLET. quota pool - E/1MFHE
PRt E,
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2 17 = ¢ & FIREWALL-AS-A-SERVICE (FWAAS)

Firewall-as-a-Service (FWaaS) {45 OpenStack Networking (neutron) #xi0 T i1 5 Bh K%
(perimeter firewall) EEEIhEE, FWaaS £ iptables 7£— il B 8RR A LR B8 £ 5 B B A5 #E

M, FZRAE—DIE HE A — D KRG FZ R R KL,

FWaaS £ %1 Ri1Ti81E, ©4X OpenStack Networking (neutron) BIE& BT id I8, 1X— = #

LZEHBRAE, REHELB—YOHITEE,

WA
SRX
OS5 Fwaas MEITR—AEAT, BIIFREEERENLIR FERE,

Fa¥s

4l

UTFRERTT VM2 SEHIBH 61 A Sh B9 MLSE4E

Network node

@ FWaaS Physical router

L 3 Router @ External networks
(neutron-13-agent)

Compute node

@ Layer 2 Switch
o (neutron-openvswitch-agent)

Instance
192.168.200.15

/& 1. FEWaaS %514

17.1. /5 FwWaaS
1. &3 FWaaS #ita -

I # yum install openstack-neutron-fwaas python-neutron-fwaas
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2. 7 neutron.conf X5 FWaas i :
I service_plugins = neutron.services.firewall.fwaas_plugin.FirewallPlugin
3. 7 fwaas_driver.ini X+ E2E FWaas :

[fwaas]

driver =
neutron.services.firewall.drivers.linux.iptables_fwaas.IptablesFwaasDri
ver

enabled = True

[service_providers]
service_provider =

LOADBALANCER:Haproxy:neutron_lbaas.services.loadbalancer.drivers.haprox
y.plugin_driver .HaproxyOnHostPluginDriver:default

4. FWaaS E1% &35 1E OpenStack B dashboard A, 7£ local_settings.py X GRE{IL
F Controller 72 L) JERIXAEI ¢

/usr/share/openstack-

dashboard/openstack_dashboard/local/local_settings.py
'enable_firewall' = True

5. E/3 neutron-server RS LUERR BN £ :

I # systemctl restart neutron-server

17.2. BZi& FWaaS
Se IR B KRR LA R SIE T 109R K IE RS, SRS QIR NI R F XN Bh NI SRR
1. GIEE—NBA AL -

$ neutron firewall-rule-create --protocol <tcp|udp|icmp]|any> --
destination-port <port-range> --action <allow|deny>

CLI JRE—UHUE, WREEAEMNS TR, AT LAE R F/7(E,
2. Al — B KRR

$ neutron firewall-policy-create --firewall-rules "<firewall-rule IDs
or names separated by space>" myfirewallpolicy

LB RN INFIEEEE, SR 0B — N8I AEIN], UEERMAN (£ update
j: 4’!55'5/4\\3[1%4\%%5‘” _Eﬁﬁq insert- rule? {’E§E/IJ\\jJD A%AU”J)

HAER 1 FWaaS S2AESMRENRERIN—MRIARBRERSEEMN,. R, ZEERM
ORGSR R TE RN R FRELEFT A MR E.

17.3. QR —NFh A

I $ neutron firewall-create <firewall-policy-uuid>



28 17 = & FIREWALL-AS-A-SERVICE (FWAAS)

1 OpenStack Networking BRHZ4E 08, FOMRINET, B AIESLTF PENDING_CREATE R

/ho
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% 18 = it & ALLOWED-ADDRESS-PAIRS

allowed-address-pairs o115 E mac_address/ip_address (CIDR) Xf, e el LIERZEEFM
HIER TET — MmO, XRERN—LHBIER, I VRRP, BREMDLEAIFTES—A 1P it
tE, M SEHLIR R S PE I HE TN BE

k

N
p o
;

il

a1, RELUTEHASE allowed-address-pairs # & : ML2, Open vSwitch 1 VMware
NSXO

18.1. E &AM allowed-address-pairs &

BEE— A allowed-address-pairs BJif 0 :

# neutron port-create netl --allowed-address-pairs type=dict list=true
mac_address=<mac_address>, ip_address=<ip_cidr>

18.2. 7540 allowed-address-pairs

# neutron port-update <port-uuid> --allowed-address-pairs type=dict
list=true mac_address=<mac_address>, ip_address=<ip_cidr>

k

N
p 3
;

i

OpenStack Networking AR 7FixERN — M ixm O mac_address 1 ip_address 1HEH
allowed-address-pair, X2HKH, #HiX4 mac_address # ip_address FIM4SHRED
WAVFEDX MmO, ALLXFRERE R REEMA R,
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FI9EZEREFE I EZadAE
BI9ERESE 3IESTHM

AEMETHE 3 25 HMINEETE— OpenStack Networking PMERATEER, FESETEA
XN IDREGR I 4% AR B REHULBE A 2R 8925 B

19.1. % HA IS#EEHY OpenStack Networking

— NR AR A S AMIHEER OpenStack Networking PFESTEYIIR 1T s H IR R 2R 5 IE B R
3o

FE-THEpINMNEG, AARORENESES, MElSWAREIMIE L3 agent TR BT, H—
M L3 agent 11 mHIL AR, (RHE BB IR R EFIA ML BNERE ; 1F5) 1P ik g T,

19.2. % 3 250 A M4EBLR

“ERhsRE T AMEREFER T FRER VRRP (£ RFC 3768 HHE X)) {RIFFE BB SRHIZE)
IP Hhtit, ELEEAHZZATEZ D OpenStack Networking 17 s ERENHE, HAPM—NR active (CFEF
#9) , EEEH standby (%1) BIfat,

ol N
Y
SR ONTRUNBEE 3 EE UMM, BEATTRH OpenStack Networking 78, L1 5
S WAREEGIER 0T PR BIAMMLEIT) .

)

4]

”

ETEH, JEEXH Routerl # Router2 52T FIRIIBIYIE L3 agent Tim t, 5 3 25 AME
EEXNTREAET &P EVRAESS, BT RBIREN, SAESHREEXIRS

Virtual Router Scheduling:
Pre-failover

L3 Agent Node

L3 Agent Node

% L3 agent T RHILAIERS, % 3 ZEA AN ENIEHSIZ P it SHHEE—
MU RE
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Virtual Router Scheduling:
Post-failover

L3 Agent Node L3 Agent Node

zfgzimgﬁﬁszﬁﬁ BAZE) IP B TCP RIEARAAZIEN, B IBI—M M L3 A
E. BB SNAT MR ES S RIHRELBIRIENRN,

L3 agent A5 th&3E;T active/active HA BIRE NIRRT,

19.2.1. BRI Y

Layer 3 = A FAMEZHAERTE I LU T IB RN B 5 EF VA ERERT B IR
R A IEH B ER L3 agent <HLEKTEHLIRHEEN
L3 agent 7 sX MAIER RO Fh 45 B B8 3 oA 4 5

19.3. HHEERZE

BI3IEaTRAMRETRAAE, NHEFRAY NN, HATUMERETE—HOREEEN S
2, BEBITENE 3 ZE 7 AN FEE BT R

I3 EETRAMMEXIEENMNMEI&®ZE 255 NMEKA,
RERH) VRRP E ESENENTIE BB — MR BRI L &, XN AP 2E
BN,

19.4. FAMZ L

II7E, Neutron APl B#EEHT, B2 A LEQIBIREIRIEE --ha=TruelFalse TRiARER
neutron.conf XHHHERIA I3 _ha BEE, T THNE T HITX MBS T,
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19.4.1. %f neutron-server BycZs

F 1 OpenStack Networking R4 AE R (random =X leastrouter) , % 3 Z& 7 AMEINAE
H#REENL D ESER A B,

B HEERY schema SN BRSO ES VIP.
RIFELLERNAQR— MRS RLIES 3 ZETRAMEMARE,

19.4.2. %} L3 agent B s
IN—AN#EY keepalived manager 34 71 398 HA B9THEE,
1 IP R VIP,

19.5. BRE L IF

LU 4 %7E OpenStack Networking #1 L3 agent 77 s £S5 3 E& A FHIEIhAE,

19.6. FZi& OpenStack Networking 77 &2

1. 7£ neutron.conf X HECESR 3 EETHMINEE. BA L3HA, HE XRIPENENKHIFTERN
L3 agent 7T R E :

13_ha = True
max_13_agents_per_router = 2
min_13_agents_per_router = 2

He:

I3_ha - MIREHWIXE N True, LUEEIBRIIFTEELHBBERFERINERL THE HA BHE, mMAZ2
— RS, EEATUBIUTAEESESNMASFFHXMYE

I # neutron router-create --ha=<True | False> routerName

max_I3_agents_per_router - B EHEIXE N IERIERE RS/ T B EE IR LS T
BAMEEZAIME, FHi, BHEH 4 ) OpenStack Networking 17 s, FIEXAMEX N 2, NED
HA BB B2 RAE 2 1 L3 agent EE{%TF'E‘ D — N EIRERHY, —/l\FH?:%{ﬁo FHH, BRE—
#1#9 L3 agent T BN, FMANGDEIRBRBIWAE, BEAET
max_I3_agents_per_router I8 EBIE, iXFF, EEL I LUBRINFTHY L3 agent kT B &P IR 2R
I E,

min_I3_agents_per_router - ;X NXBIRET HA HINIEER, SREENKBRCIEN RS

WIXE, FRERERHH L3 Agent Tk LI AHENTHEE, W, &8 2 AWM=, —1

77 TRENFELERRDZHARATA, NHAEIEECEFWERESR, RNEUE HA E%EE%%N%E—E%
RAHIEEL L3 agent IEE K,

2. EJF neutron-server RS LUF AT BVIETRER -

I # systemctl restart neutron-server.service

19.7. I EENEE

EEN BRI A ZE A NIZT ip address a9, — HA X&ENIZBIETREZERHS ((FE ha- &I

%0 .
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# ip netns exec qrouter-b30064f9-414e-4c98-ab42-646197c74020 ip address
<snip>

2794: ha-45249562-ec: <BROADCAST,MULTICAST, UP, LOWER_UP> mtu 1500 gdisc
noqueue state DOWN group default

link/ether 12:34:56:78:2b:5d brd ff:ff:ff:ff.ff:ff

inet 169.254.0.2/24 brd 169.254.0.255 scope global ha-54b92d86-4f

WIE, $£I3ZETRAMIERERER, BAENT/REIFEE, EURESEFEL P it 2Z R
7
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2 20 E SR-10V A EHIMZ X #

M RHEL OpenStack Platform 6 FF#8, # B T SR-IOV (single root I/O virtualization - #.8|5 1/0 &
TWI:) MBS, XEBKE, OpenStack AIIABEEEMMYT, MIIEYIE NIC #Th

REEEY BRLAIR, H4, @EiIXN IEEE 802.1br B9z HE, EHL NIC AT LLS B M 1TER,
#Eb#ﬁ I,

20.1. /£ RHEL OpenStack Platform F1fZ& SR-IOV

AETREE SR-IOV LUGMIE NIC BB ELAINTE, XESRBIERASET —
Controller i m. —* OpenStack Networking (neutron) i m#1% 1 Compute (nova) W,%‘Fo

AR YEFEETELUM L2 BE (fla0, flat sk VLAN) , {#HH SR-I0V ik O SLH 564 AT &
O (%R Open vSwitch FIF) BOSLAE) B G AT LA T8I, X80, 7E48E Compute Tk
BYEF SR-I0V ik O M9S5S 458 & vSwitch i O B9 SEHI B B@ 1A — N RE : tnREeI1EM-E £
HZ#REM PF (Physical Function) , NFE&E#HTEIH,

20.2. 7£ Compute 77 s L O EFITHEE

EHAXHEENFTA Compute 17 m EHUTIXES T,

AR NS THMEZMIFEENER, 1ES BRI,

ENTREE— Azédhﬂ%ﬁ%k_/\ Intel 82576 M%%% 75, REAT, FEFLIHAE (Virtual Functions) th
SWOIEE, AR LMEReEH#IT SR-I0V Bl &RIEN,

1. 3\ Intel VT-d 2 AMD IOMMU 2.7 %% BIOS /2., 1EZ A2 BIOS BEoE3x 4, sH
eHEXER.,

2. BIRERERGHRER Intel VT-d 2 AMD IOMMU :
%FF Intel VT-d 15, H5& X E,
N F AMD IOMMU %%, iE&HIXE,

3. 21T Ispci tn B IBIRMLE L & BT LA RGTIH T -

I [root@compute ~]# lspci | grep 82576

ML BIEEL RS -

03:00.0 Ethernet controller: Intel Corporation 82576 Gigabit Network
Connection (rev 01)
03:00.1 Ethernet controller: Intel Corporation 82576 Gigabit Network
Connection (rev 01)

4. AT TSR EFE Compute i s _E3GE Virtual Functions :

dafHiFRAZER, ETF—FHINERRLTEFRRE :

I [root@compute ~]# modprobe -r igb

WER : EFE 45, FTEEAIE SRIOV B NIC FRERANELS, MAZEREE NIC
igb (40 ixgbe =X m1x4_core) , iz{T ethtool 4 EMINEKD), EXPMFIFH, eml BEITEE
A/ PF (Physical Function)
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I [root@compute ~]# ethtool -i eml | grep Adriver

4b. [ SRR max_vfs BI(EHR 7 (RS TFHRIFNRESHE)
I [root@compute ~]# modprobe igb max_vfs=7

4c. {# Virtual Functions B A4 :

[root@compute ~]# echo "options igb max_vfs=7"
>>/etc/modprobe.d/igb.conf

% [51R#E rebuild

|

AR : X F Red Hat Enterprise Linux 7, h T FEREEERFAM, THTRE4
the initial ramdisk image HM4BRRARHITHEKIECE,

WBEE : TE 4c. # 4d. PFHTHEBEAMINT : modprobe 4 EF REREAKERFTA NIC £
J5 A Virtual Function, HERSGEHFSISBMATLUREFXIMLE, BEATURERE NIC L5 H
VF, {BiXalgeiEm—Lm@, fla, R THSRE enpdsofl FHOL/SH VF:

I # echo 7 > /sys/class/net/enp4s0fli/device/sriov_numvfs

LRAERRE, IMHERFIIBERE, BRINFABH—DIER, BXMLERME rc.local
H, {H; X/\ﬁ,ﬂbﬁii“ﬁ_u'l:l?ﬁ%u :

# chmod +x /etc/rc.d/rc.local
# echo "echo 7 > /sys/class/net/enp4s0fi/device/sriov_numvfs" >>
/etc/rc.local

AR : ANEISE systemd, Red Hat Enterprise Linux & H#1TE5IRS, MARKRETE
ﬂo XERE, rclocal FEB| Fid RRAHHITHAEBRTEEN, R, —LRTTNHERTES
, BAITHEFERXN AL,

4d. 38 intel_iommu=pt F igh.max_vfs=7 SERMEINZ e DITRIENZPEE Intel VT-d, HIRE
%’%’—Eﬁﬁ‘i/\ﬁf%l—rm&, AILUMEER HATRYXE ; Iﬁ%, ,.,\_JLA@JL ?%ﬁﬁ%%?ﬁﬁ’]ﬁm
ISR

« ZEWHRIAKBTITEH, ZTUTHS :

[root@compute ~]# grubby --update-kernel=ALL --args="intel_ iommu=pt
igb.max_vfs=7"

NFTREBELZMEA grubby BIER, HSHREEERIER B Configuring GRUB 2 Using the grubby
Tool,

HAER : tIREA Dell Power Edge R630 T, NIFEHMA intel_iommu=on M2
intel_iommu=pt, EALLES grubby BT :

I # grubby --update-kernel=ALL --args="intel_iommu=on"

o QIB— B E AT :
i. 7£ grub HELEIBRIARIIIN
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[root@compute ~]# grub2-editenv list
saved_entry=Red Hat Enterprise Linux Server (3.10.0-123.9.2.el7.x86_64)
7.0 (Maipo)

ii. a. IBFATEB menuentry TEIAZA (L "menuentry” FFiA, L")} 45K, EEFBRBLSETEI—F
% BB saved_entry BYE) M /boot/grub2/grub.cfg EHIF) /etc/grub.d/40_custom, b. 7E
menuentry [S1ESUPRE c. TELL linux16 FFIAMITHIER I 7R D0 intel_iommu=on,

a0 -

menuentry 'Red Hat Enterprise Linux Server, with Linux 3.10.0-
123.e17.x86_64 - SRIOV' --class red --class gnu-linux --class gnu --
class os --unrestricted $menuentry_id_option 'gnulinux-3.10.0-
123.el17.x86_64-advanced-4718717c-73ad-4f5f-800f-f415adfccdol' {

load_video

set gfxpayload=keep

insmod gzio

insmod part_msdos

insmod ext2

set root='hd®,msdos2'

if [ x$feature_platform_search_hint = xy ]; then

search --no-floppy --fs-uuid --set=root --hint-bios=hd0,msdos2 -

-hint-efi=hd0, msdos2 --hint-baremetal=ahci®,msdos2 --hint='hd0, msdos2'
5edd1db4-1ebc-465c-8212-552a9c97456e

else

search --no-floppy --fs-uuid --set=root 5eddildb4-lebc-465c-8212-

552a9c97456e

fi

linux16 /vmlinuz-3.10.0-123.el7.x86_64 root=UUID=4718717c-73ad-
4f5f-800f-f415adfccd@l ro vconsole.font=latarcyrheb-sunl6 biosdevname=0
crashkernel=auto vconsole.keymap=us nofb console=ttyS0,115200
LANG=en_US.UTF-8 intel_iommu=pt igb.max_vfs=7

initrd16 /initramfs-3.10.0-123.el17.x86_64.1img
}

iii. BT grub.cfg LAMEECE XX RIBERERX -
I [root@compute ~]# grub2-mkconfig -o /boot/grub2/grub.cfg

iv. IETREIABYIA -

[root@compute ~]# grub2-set-default 'Red Hat Enterprise Linux Server,
with Linux 3.10.0-123.el7.x86_64 - SRIOV'

v. fI& dist.conf B2 & X 14,

EER  FHUTIAN S BRI, FEFEERR allow_unsafe_interrupts BIESE « 202
allow_unsafe_interrupts #9i¢i&,

[root@compute ~]# echo "options vfio_iommu_typel
allow_unsafe_interrupts=1" > /etc/modprobe.d/dist.conf

5. EfRIRSS s LMEHT ARSI EN

I [root@compute ~]# systemctl reboot
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6. &%& Compute T7 R LM SR-IOV AKIESR, 21T Ismod LA ES B #EmE;

I [root@compute ~]# 1lsmod |grep igb

5
7. 1ILK T BRI £/ PCI 7 ID (#&3X2 vendor_id:product_id) . &1
LB EIXAME, Fla0 :

ML

I EROLE RN 1% B HE AT R O R

87592 0
6708

igb
dca 1 igb

T -nn LI Ispci &4

-1 82576

Intel Corporation 82576 Gigabit
01)

Intel Corporation 82576 Gigabit
01)

Intel Corporation 82576 Virtual

[root@compute ~]# lspci -nn | grep
05:00.0 Ethernet controller [0200]:
Network Connection [8086:10c9] (rev
05:00.1 Ethernet controller [0200]:
Network Connection [8086:10c9] (rev
05:10.0 Ethernet controller [0200]:
Function [8086:10ca] (rev 01)

HAER:

RE!
8. [/ Ispci in 4%

SR RGN EAIER,
HEMLIRE VF

AN SRR TE,

I [root@compute ~]# lspci | grep 82576

XNERSEFE AT Virtual Function :

108

0b:00.0 Ethernet controller: Intel Corporation 82576 Gigabit Network
Connection (rev 01)

0b:00.1 Ethernet controller: Intel Corporation 82576 Gigabit Network
Connection(rev 01)

0b:10.0 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

0b:10.1 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

0b:10.2 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

0b:10.3 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

0b:10.4 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

0b:10.5 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

0b:10.6 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

0b:10.7 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

Ob:11.0 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

Ob:11.1 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

Ob:11.2 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

Ob:11.3 Ethernet controller: Intel Corporation 82576 Virtual Function
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(rev 01)
Ob:11.4 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)
Ob:11.5 Ethernet controller: Intel Corporation 82576 Virtual Function
(rev 01)

20-3- E NetWOI'k —I—Jll\\J:EE SR'IOV

OpenStack Networking (neutron) {F ML2 #lH3X 5k ZHF SR-IOV, 7E Network F%%_EHITIXLE
SIRREE SR-I0V 5,

1. 1 /etc/neutron/plugins/mi2/openvswitch_agent.ini X447 =5 B sriovnicswitch, 5130, XA ECES
FA7 SR-I0OV #l#I3X5h#0 Open vSwitch,

R « sriovnicswitch T3 DHCP Agent B4 3T OYK5), BILLIEMER sriovnicswitch i B E
openvswitch (REEXZFF VLAN BINEIIKE))

[m1l2]

tenant_network_types = vlan

type_drivers = vlan

mechanism_drivers = openvswitch, sriovnicswitch
[ml2_type_vlan]

network_vlan_ranges = physnet1:15:20

network_vlan_ranges - fEiX/MJIFH, physnetl #E MR {ER, VLAN BSERIRZ 15-20,
WHER : sriovnicswitch HBIR XX #F flat # vian JX 50,

2. 7% - NREEE VF EERSH admin REBIE, MBEEMN B #iXLThEE, 5
/etc/neutron/plugins/mi2/sriov_agent.ini A& 2 FX AL

[root@network ~]# openstack-config --set
/etc/neutron/plugins/ml2/sriov_agent.ini ml2_sriov agent_required True

3. A% - X#BY vendor _id/product_id L& = 15b3:1004, 8086:10ca, HNRM-E ERI ™ ID X
MRE, NEEEEE]. fa:

[ml2_sriov]
supported_pci_vendor_devs = 15b3:1004,8086:10ca

4. F2i& neutron-server.service {# A ml2_conf _sriov.ini X, 0 :
[root@network ~]# vi /usr/lib/systemd/system/neutron-server.service

[Service]

Type=notify

User=neutron

ExecStart=/usr/bin/neutron-server --config-file
/usr/share/neutron/neutron-dist.conf --config-file
/etc/neutron/neutron.conf --config-file
/etc/neutron/plugins/ml2/openvswitch_agent.ini --config-file
/etc/neutron/plugins/ml2/sriov_agent.ini --log-file
/var/log/neutron/server.log

5. EJF neutron-server IR FERL B £ :
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I [root@network ~]# systemctl restart neutron-server.service

20.4. 7£ Controller 7 = _Efdi& SR-IOV

1. 7 7T EMFE SR-I0OV %%, Compute AERFHZEMANE PciPassthroughFilter 13 E#I
FilterScheduler, 7 Controller i s _EBY nova.conf XN XN ERE, 5140 :

scheduler_available_filters=nova.scheduler.filters.all_filters
scheduler_default_filters=RetryFilter,AvailabilityZoneFilter,RamFilter,
ComputeFilter, ComputeCapabilitiesFilter, ImagePropertiesFilter,CoreFilte
r, PciPassthroughFilter

2. /5 Compute Vi 28 LAEIECRERL -

I [root@compute ~]# systemctl restart openstack-nova-scheduler.service

20.5. £ Compute 77 = LEZE SR-IOV
EFE Compute TTmLE, NEMPEMLEKEEENH VF :

1. 7£ nova.conf XHFHRE SUX LT, 1EIXNMIIFr, BIZ&E RN enp5s0fl B VF L% 5 RLEIRZH
physnetl HI¥DIEMLEIEXEL, H AR physical _network Ffr¥s E BIM L7752 LABITE
network_vlan_ranges HEC B/,

pci_passthrough_whitelist={"devname": "enp5s0f1",
"physical_network":"physnet1"}

THEMEESIE 7 ID 5 8086 Y PF RI4% 5 M4& 11557 physnetl (H physical network 1§7E) B9
WPEE R 2533 1T X Bk : _ pci_passthrough_whitelist = \{"vendor_id": "8086","product_id": "10ac",

"physical_network":"physnet1"} _

PCI passthrough whitelist B0 -

["device_id": "<id>",] ["product_id": "<id>",]
["address": "[[[[<domain>]:]<bus>]:][<slot>][.[<function>]]" |
"devname": "Ethernet Interface Name", ]

"physical_network":"Network label string"

id - id BEATURBES (*) , H—1EMH device/product id, & A LUER Ispei 51 H B I
%o

address - address BN EFERHH -s EUIM Ispci o5 H PR ER.

devname - devname 2 —MNEMB PCl % & &M, B LUER ifconfig -a 5 HH £ ERE MR TR,
XMNEREEFS—A vNIC $8XEL8 PF 5% VF {EEX N, AR FHRKLER— SR-I0V PF #ith
1Es% devname RE X, N PF FFRAE VF X ANTEE, A4, — NI LLXER0 PN %
MR,

physical_network - 7E{#f SR-IOV F%%ES, "physical_network" #% FA 35 E % & Mt I E o 4 2
Mé%o

IRET LU BN EHEE Z 1 whitelist T, device id. product id, LARK address = devname BT
SAE libvirt FRREIH PCI 14 & 31T ITES,
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2. EJ3 nova-compute AR 55 LAERTIAICRZE £ 3K -

I [root@compute ~]# systemctl restart openstack-nova-compute

20.6. /7 i OpenStack Networking SR-IOV agent

A]1%tH9 OpenStack Networking SR-IOV agent 5 F 7 X admin_state i AME R, X1 agent 5 M
BRI ITERK, ARTFEEAITH/XN VF MEERE,

F4, R agent required=True B1E OpenStack Networking (neutron) BR%5%: LECE, NIEEE
& Compute 7 =2 _E#BiZ1T OpenStack Networking SR-IOV Agent,

HAR  HA1, FAEFEMFT BEEFERIX agent EXE iR RS

1. &24% sriov-nic-agent T S LUEHTLUL TSR ¢
I [root@compute ~]# yum install openstack-neutron-sriov-nic-agent

2. 7£ /etc/neutron/plugins/mi2/openvswitch_agent.ini X = B8 NoopFirewallDriver :

[root@compute ~]# openstack-config --set
/etc/neutron/plugins/ml2/openvswitch_agent.ini securitygroup
firewall_driver neutron.agent.firewall.NoopFirewallDriver

3. 7£ /etc/neutron/plugins/mi2/sriov_agent.ini XA RINBRETE B EXMEIF R, physnetl 24iE
M%%, enp4sO0fl & physical function, 1B exclude_devices ¥ hHZEE o UF agent EIEFFAHEXH
VF,

[sriov_nic]
physical_device_mappings = physnetl:enp4s0fi
exclude_devices =

4. FEARSE - T 7E agent BCEB R HFBRRFERY VF, 1E sriov_nic A5 EHEFRAY VF, fi0

exclude_devices = ethl:0000:07:00.2; 0000:07:00.3, eth2:0000:05:00.1;
0000:05:00.2

5. Bi& neutron-sriov-nic-agent.service 3&{£F mI2_conf_sriov.ini X {4, 5140 :

[root@compute ~]# vi /usr/lib/systemd/system/neutron-sriov-nic-
agent.service

[Service]

Type=simple

User=neutron

ExecStart=/usr/bin/neutron-sriov-nic-agent --config-file
/usr/share/neutron/neutron-dist.conf --config-file
/etc/neutron/neutron.conf --log-file /var/log/neutron/sriov-nic-
agent.log --config-file /etc/neutron/plugins/ml2/sriov_agent.ini

6. /=5 OpenStack Networking SR-IOV agent :

[root@compute ~]# systemctl enable neutron-sriov-nic-agent.service
[root@compute ~]# systemctl start neutron-sriov-nic-agent.service
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20.7. BB — IR ER SR-I0V im0

EXAMIIFH, SR-IOV HO#RINE web FIZE,

1. R ERHIM AR

[root@network ~]# neutron net-list

| 3c97eb09-957d-4ed7-b80e-6T052082bOF9 | corp
96a8-1daba7a910be 172.24.4.224/28 |
| 721d555e-c2e8-4988-a66f-f7cbed493afdb | web
abef-do5bacf3did7 10.0.0.0/24 |

oo

Foooo oo

Foooo oo

e

| subnets

)

| 78328449-796b-49cc-

| 140e936e-0081-4412-

)

XANERTIH T B7F OpenStack Networking FREIRRIMLZE, LR FMMIERE,

2. 1 web WM& Hh Al &ix O

[root@network ~]# neutron

type direct
Created a new port:

admin_state_up
allowed_address_pairs
binding:host_id
binding:profile
binding:vif_details
binding:vif_type
binding:vnic_type
device_id
device_owner
fixed_ips

id

mac_address

| {}
| {}

| unbound
| normal
|

|

port-create web --name sr-iov --binding:vnic-

| {"subnet_id": "140e936e-0081-4412-a5ef-

05bacf3d1d7", "ip_address": "10.0.0.2"} |

| a2122b4d-c9a9-4a40-9b67-ca5l4eallalb

| fa:16:3e:b1:53:b3
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|

| name | sr-iov

|

| network_id | 721d555e-c2e8-4988-a66f-f7cbed493afdb
|

| security_groups | 3f06b19d-ec28-427b-8ec7-db2699c63e3d
|

| status | DOWN

|

| tenant_id | 7981849293f24ed48ed19f3f30e69690

|

oo e e oo oo oo s

3. FRFIEONE—DEM, BE—DE ) webserver0l BIFEHI, EEEBERMERAFTIHO (HO ID
BRI— MR id TR s(E)

AR - B LUERA glance image-list t8 5 RIXEE R HSLMTIZR, LUK E(THI UUID,

4b21-982b-d06bc26ff2d0 --nic port-id=a2122b4d-c9a9-4a40-9b67-

W
[root@compute ~]# nova boot --flavor ml.tiny --image 59a66200-45d2-
cabl4eal@alb webserver0l

#5245 webserverOl #0)8, FHEENER SR-I0V inA,

20.8. & allow_unsafe_interrupts 1% &

HNTZEEHFEPEXTNEINESENSE, FEFENPTEMSINEENSR, NRAZRFEXD
IheE, ENTRESZERE T EEE AV LMFAETNEARTS (interrupt injection attack) . mME—D
B i LAESE2EERIAER, BB A s AVFEA allow_unsafe_interrupts 54T PCI X &
HoE, BEEREBEEFXSILEREEEN LS allow_unsafe_interrupts, IR EH, LM
IOMMU X5 EEThEE, IAREFEEEBiX ML,

1. £ dmesg K BB EN S E XHF IOMMU FETEMSTINEE
I [root@compute ~]# dmesg |grep ecap

% ecap (0xf020ff — ...1111) K988 3 A1 1 I, EKE IOMMU ZFFhRTEMET,
2. il IRQ EMFEREEHEA :

[root@compute ~]# dmesg |grep "Enabled IRQ"
[ 0.033413] Enabled IRQ remapping in x2apic mode

WHAR  WEFIEMA "IRQ remapping”, 3B intremap=off Zx1INZE! grub.conf X4/,
3. IR EMNE IOMMU AR T RS, MEETE kvm EHRAE A
allow_unsafe_assigned._interrupts=1,
20.9. A REEZENRERR
TEEHE VNIC REIFER, HEIAARZE vnic_type=macvtap,
AXFFHEMIMT SR-I0V LK VM T,
LE, TEHRERESAT SR-I0V Bk HER,
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