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https://console.redhat.com/insights/advisor/recommendations/boot_failure_initramfs_generation_issue%7CBOOT_FAILURE_DEFAULT_INITRAMFS
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https://console.redhat.com/preview/openshift/insights/advisor/clusters
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UUID: 4e17f33f-2e24-4f43-988a-8bf72b48296b
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verview

Resolve upgrade risks
Releases Pa

There are risks present that could impact the success of your cluster upgrade. For the best performance, resolve these risks in the Upgrade risks tab before upgrading

Developer Sandbox

Downloads . R
Recommendations Upgrade risks
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https://www.redhat.com/en/about/videos/red-hat-insights
https://www.redhat.com/en/about/videos/detecting-malware-on-red-hat-enterprise-linux
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UUID: b5995074-4f01-45e6-924e-b6ca799b74c3

Last reported: 12 hours ago ® Last7 Days
State: QOptimized 100% E—
Provider: aws
80%
Instance type: r5alarge
Idling time: 98.35% 60% B CPU Utilization = §
0
Is this suggestion helpful? iy 40% Memory Utilizatic E
i}
(o} 20%
q

0%
31 Mar 1 Apr 2 Apr 3 Apr 4 Apr S Apr Today
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https://cloud.redhat.com/blog/insights-recommendations-as-alerts
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https://console.redhat.com/insights/advisor/recommendations/rhv44_sp1_is_only_supported_with_rhel86%7CRHV44_SP1_IS_ONLY_SUPPORTED_WITH_RHEL86?limit=20&offset=0&sort=-last_seen&name=#SIDs=&tags=
https://console.redhat.com/insights/advisor/recommendations/disk_label_msdos_with_larger_space%7CDISK_LABEL_MSDOS_WITH_LARGER_SPACE?limit=20&offset=0&sort=-last_seen&name=#SIDs=&tags=
https://console.redhat.com/insights/tasks#SIDs=&tags=
https://www.redhat.com/en/blog/take-unknowns-out-rhel-upgrades-red-hat-insights

B 4% 2023%2H4

B!
R /tho

WIREE IR H{Z 1L/ R &% Cost Management operator AR AFTE AR, XIEEH M. LIHEEHER T T
A=,

FHR B T
FHRAFETM R — a2 1 2heE, AMEBEREFANNSER, CShFERENFHRAE,
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B 5E2023F1H8
5.1. RED HAT HYBRID CLOUD CONSOLE

511 AHIEENTIR

o 8% - Red Hat Insights malware £l AR 55 EFEH Shane McDowell (January 10, 2023)#@4# ,

o 1% - New deep threat intelligence in Red Hat Insights: Helping to prioritize what matters the
most with system vulnerabilities, Mohit Goyal 2023 %18 16 H)

e {H% - How to use Red Hat Insights malware detection service Andre Rocha (January 23, 2023)

5.1.2. &£ ANE KN

EFHEXESMMAS R meE
TR REDENESETRAS

o EITFFUMEIRLURBRS RN —BtE (F25) o

o HFHMHAE FHAM Integrations &I i),

o FEEIIIE BRI, EHHEBN /DT BHMERA R E(GF/7# Beta F1EH),
® Red Hat Insights Z>% TIE ATLAVT 7] BoiESRAX 12FH,

® A3X Splunk #1 Service now EERBIMIINES, ERTE Integrations B X TE .,

o HERITHHMERRTHIME R,

o HIfE, WHKEMHITHARIE Notifications T EH EMER,
5.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

5.2.1. Advisor

RTFAGNEHMBER (R UE)

o EHEM2ANRAA, WIABE12ZBRXHT SMHAN, F1RBEBT 7 DFHAMN, URIAAN
TH=DMASHEFETAHNREIL

e Xf Edge EH A ARBIMINEIEMIE RN FF 2 S B —EB o

o HIfE, BRI, ETESNRNEMBIRLREOL)™ M : HRBFIBITH /7@ /A%
LE(EOL)FY, ZIIEFFHE AR ZIFIRS FIH LT IR

5.2.2. drift

EFHERXEEM VI8
MFE, 7E Drift PR T L DNEFHRES I E, HhaiE .
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https://www.redhat.com/en/blog/red-hat-insights-malware-detection-service-now-generally-available
https://www.redhat.com/en/blog/new-deep-threat-intelligence-red-hat-insights?channel=/en/blog/channel/red-hat-insights
https://www.redhat.com/en/blog/how-use-red-hat-insights-malware-detection-service?channel=/en/blog/channel/red-hat-insights
https://console.redhat.com/settings/integrations
https://console.redhat.com/preview/user-preferences/notifications?bundle=application-services&app=rhosak
https://console.redhat.com/insights/dashboard#SIDs=&tags=
https://console.redhat.com/settings/integrations
https://console.redhat.com/settings/notifications/rhel
https://console.redhat.com/insights/advisor/recommendations/container_product_eol_check%7CCONTAINER_PRODUCT_EOL

B5%F 20234 1H

o IifE, EENTEERKNNG, EEHFEHES
o EUEMIRRESY/ AR EXASEHR
o IifE, WIRFIFKRNZE, N Historical System Profiles B L4 #5722 A

o JiEEANT HEER RN AU E B

5.2.3. malware &
ERXHBEELS

HINEMR T LIE A HBEXEM Malware BIIIER % 1T : Red Hat Insights malware 1l iR 25 H 2 IE = 4
il

5.2.4. 5RAE
o FEMALINIER R RHEL 9 1 RHEL 8 FIS T /RIR A,

o HUTIRE v2, XNERMALFENETITE 45 RMEIE, SEASHREENEFREB U RETF T
= 24 N B E R,
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https://www.redhat.com/en/blog/red-hat-insights-malware-detection-service-now-generally-available
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‘ Red Hat Prepared 02 Feb 2023 08:58 UTC

Resource optimization service report

This executive summary highlights the performance for your registered systems included in the resource optimization service.

Registered systems

There are 766 registered systems in the resource optimization service
14 of 766 systems are identified as optimized, 751 of 766 systems as having a non-optimal state.

508 of 766 systems are stale*
Suggestions for stale systems might no longer apply due to systems not being refreshed in 7 days.”

Breakdown of registered systems

18 systems out of a total of 766 systems have Kernel Pressure Stall Information enabled. You could get better suggestions for
307 systems if you enabled Pressure Stall Information. Check the documentation on how to enable PSI on versions RHEL 8
and newer.

State # of systems

® Optimized 14 (1.83% of total)

@ Under pressure 9 (1.17% of total)

® Undersized 17 (2.22% of total)
Oversized 0 (0% of total)

@ Idiing 725 (94.65% of total)
Waiting for data 1 (0.13% of total)

Description of states are on the last page of the report*

System performance issues

There are 79 system performance issues.

— Conditions # of occurrences
79 @ Disk IO 9
RAM 35
@ CPU 35

Breakdown of occurences

@ Disk /O RAM ® CPU

Under pressure  9* Under pressure 9* Under pressure 9%
Undersized 17 Undersized 17
Oversized 9 Oversized 9

Under pressure (*) conditions are only reported for systems where Kernel Pressure Stall Information is enabled. Check the documentation for details.*
Description of conditions are on the second page of the report®

10of3 redhat.com

5.3. RED HAT INSIGHTS FOR OPENSHIFT

5.3.1. Advisor
Insights BN S8 il <EK
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BB 5E 202341

REANERER, Service Log (E7RTE Cluster history 7£I£ ) & Red Hat SRE fAIFA MR ERS T
A E B REIE,

Insights IIFE S &M, MIREEEHTRHMNTIRERI, SNEBNESEE T AL BICEIRET, L
BREIANERSEEU T BE LS IFHER,
FEANT RN E, M in-cluster 24

B&& OpenShift Container Platform 4.12 B4 %, AERFSUEBERMIHIAFEN, MmitAFA&EE
HATEE E£B U MENL K,

XAFEFEREHEERPEII AR, UREZEMG(]EL R ENERIIGE,

HTEEBLRUE Operator #l kube-linter T B BRI

AREDHBIAT —FrEIN RATERNITENHEE FBEEFMA, 53 Red Hat SRE HIFARIAER
% TOIL,

ERZELIE Operator {8 StackRox opensource Wi H kube-linter 10 ZX LBl iE, FIFEEIRIR &4 advisor
AR5, EF SRE ML, NSRS EMAFEEEIUESE ZE OpenShift,

XADIHEENRF R EERRE, FIRMLAH SRE HIRMREREBNA /. RE, LIhEERT BEIHMKE
BE -,

5.3.2. AEE

OpenShift B Bucketing "platform cost"

OpenShift i217% " kube-<something&gt; #1 openshift-<something > TliH, {E’} control plane B9—
HoRioTEE. XREAZTEIMNNIT HEAEFBIKA,

HAE, HORET —NEermE GIHURH) , MAEXERAoHE—E, FE/ ZHPLEel.
EARARER, BiRArAraafdauiE (k. 22%) FHTERAN—8D, LUARITHER
o

A
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OpenShift details

Groupby Project =

O« Y Project ¥ includes

Manage celumns

Project names

O Platform

O analytics

O wolfpack

O catalog

O install-test

ROEFENRA

1£1217 OpenShift S£&Hf, BFE

Month over month change

19166 % =

228,32 US$ for 1-2 de enero
347 %

352,31US$ for 1-2 de enero
0% =

0,00 USS for 1-2 de enero

861% «
165,64 USS for 1-2 de enero
1219% »
164,77 US$ for 1-2 de enero

Currency  USD (%) - United States Dollar  +

1651,76 US$

1-2 de febrero

o Sum platform costs 1-100f30 ~ >
Cost |

665,91 US$

40.32 % of cost

241,45US$

14.62 % of cost

184,88 US$

1113 % of cost

151,37 US$

9.6 % of cost

144,68 US$

B.76 % of cost

S

EFIEE, FTEEE, BETEUI00%MBREZT, XK

& SHRARE-LERDENETE (BERM 3% INELEE50%) FEEETEXMMTHA,

1 Feedback

4

PRT TEMEBINRASN, RABERSNALKMERDEEENNA, LUEMFIREE OpenShift Hiz
TTRMERRE, FFERREECHNE,

OpenShift details

Groupby Project =

- Y Project +* includes

Manage columns

Project unallecated % Clear all filters

Project names

Platform unallocated

Worker unallocated

AWS E OCP &1t

Month over month change

0% *

0,00 US$ for 1-2 de enero

5301% =

366,23 US§ for 1-2 de enero

Currency  USD ($) - United States Dollar

273,39 US$

1-2 de febrero

o Sum platform costs 1-20f2 ~
Cost |}
445,47 USS

62.94 % of cost

-172,08 US$

-62.94 % of cost

AWS B=MIREKAM AR : blended. unblended 1 amortized, 7E nutshell B : HIREE T ETTXI,
HEAmortized ; BNAEEFH. blended EFHA,
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HITE, 7E AWS (per-cloud-service) Ml X = MER R AEIEIRS, IFIEBTE OpenShift 11
FRE, ERFTEEATE TR k& SEFRE A,

XA @5 2 A R R B2 IR,

o & EBHUH B N RERER

RIFEAPAMAFNDERR, BTURBTRENARD ARANRAEERS. AL, A& £7H 9
AR A —HRAFEENRE, FE Zs 2EHNTETRNESFEIT, BMEIZIRERATE BB
BER. BRXARY, BERURE, BREMRE,

IAE, BNTSDHEITRERERDEMBRA, RILER UERIRESIE 24N FEERMR A,

T RAMEHNAUERRA RV EKRAN G, RNSERSENEENNRAE (S0 LEM) , BERI]
KETHERNEE, BRABEIIRE,

XA @5 2 A R R B2 IR,

5 H AR A

BITRTREBANRAKE T NN, HBNEE/TR/PVCBMENKARIEERAN, HIBFITEERS
—REABITHAMEYE, MMSHEREN AR,

WIE, BNEHTTHRE, UEEENAPITHPEXLERE, UEFERBES BN EREBENERD.
XA @5 2 A R R B2 IR,

Cost Management Metrics Operator 1.2.0
HERRAE node_role"HETRRMEIIREH, MM EBEEXERANABERSNE MEEXEE,

HIAER FIER— D B, XA 4 AL TAE,

RFIERIX MR,
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FE6E2022F 12 B
6.1. RED HAT HYBRID CLOUD CONSOLE

6.1.1. R EIE R BTR

o ERNE : Slack 5 Red Hat Insights 52t Jerome Marc (2022 %12 B 9 H)
o EBRXE: MARLGIEEBT BRE5mbE I Jakub Svoboda (2022 %12 B 14 H),

e {EEE : Take the unknowns out of RHEL upgrades with Red Hat Insights Actions , Megan
Meza (2022 %12 A 15 B)

o ¥T[EF : Red Hat Expands Visibility Across Hybrid Cloud Workflows with New Red Hat Insights
Capabilities (2022 F£12 B 15 H)

6.1.2. SR ANE KN

Splunk IAUERIN FHTERE vO.17 B A%

IITE, 71E Splunk EAM EIRME T Insights for Red Hat Enterprise Linux N2 FHIFTIR A, TEFHL
ARFN, ZTHMATBRE R RESRET M.

B RESEMNR R mgs
TR RESAEIESEEEAT
o MTIEH URL LAB4AAIER IP thilk
o TEMIBRES, Slack &R & MIE TR

HeHR
o SERRFNBANBHABEERE : F TR Red Hat Insights/Console.redhat 58k #l158@ &N#4 B K 5 B B

® Splunkbase marketplace: Splunkbase marketplace

6.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

6.2.1.;5% (Inventory)

TR T HUECE (RHC)BYHT i 18 17

a9t R A LB consolerehat.com LIRS, X E A BigMhE H T LUER RHC EE WL R

g,

6.2.2. RHC / Insights-Client
pa 3| pUE =L in [0 O
S EM AU M 21T 7 R, XEEWAIRA L Insights SERANESE EH. EXRINESE :
e {#F --unregister SHI, Insights & im &R machine-id XX, HEit, TEER—
machine-id FEM RS,
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https://www.redhat.com/en/blog/new-slack-integration-red-hat-insights
https://source.redhat.com/groups/public/red-hat-insights/red_hat_insights_blog/public_blog_using_system_tags_to_enable_extended_security_hardening_recommendations
https://www.redhat.com/en/blog/take-unknowns-out-rhel-upgrades-red-hat-insights
https://www.redhat.com/en/about/press-releases/red-hat-expands-visibility-across-hybrid-cloud-workflows-new-red-hat-insights-capabilities
https://access.redhat.com/articles/6985526
https://splunkbase.splunk.com/app/6439

FE6FE2022%F 12

e --force-reregistration ZE G FH. BXFERBENR (EAH machine-id £ Insights &
Fig) , IREEIZLT slirpinsights client --unregister #[1 insights-client --register,

o MRZRL EHF— machine-id, H Insights &% G EM, NI --register SHUF KM, XX
2 faulty k&, EBBEE, EEEZ1T insights-client --unregister #[ insights-client --
register,

o EERIIRECE XM # M legacy_upload=True, Insights &/ imARERLT faulty IR, HFR
GUSAIEES RHSM Bz aiB&EMET, XRTREEEM, EFRSHNARFREEDOAP)
ik, EFBN, HRMEBLXHEMIRESES, A HH registered #1 machine-id X4 B L)
kR, RFEIZ1T insights-client --register SRR EM. MREEE T EAFHIIE, NEIXF
KNI,

6.2.3. WRILILARSS(ROS)

status.redhat.com 1§ ROS
IIAE, 7E consoleredhat.com F, FURMIEEIA FMERTE status.redhat.com IR,

6.2.4. Cost Management
SCENER T RE AR B LA S IR AR AR AN R
o ROEMBEMMA (2FE worker FIFEH) .
o TESRTIATRIE, Amazon Web Services (AWS)BA<BkIA 7 anmortized,

o FEIMEFIESEABRFRIEF R B RN,

HEHR
® Red Hat Enterprise Linux > Inventory
® Red Hat Enterprise Linux > Resource Optimization

® Red Hat Hybrid Cloud Console > OpenShift > Cost Management
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https://console.redhat.com/insights/inventory
https://console.redhat.com/insights/ros
https://console.redhat.com/openshift/cost-management
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BT7E2022FE 1A
7.0 T S E N E T
711 AFRIEEN TR

8% : Sharing Red Hat Insights with your Technical Account Manager for better
collaboration, Brian McCafferty (2022 %11 B 1H)

e X : 5ways Red Hat Insights can improve your sysadmin life , Joseph Tejal (2022 11 A 2
H)

e 1#ZE:Integrate Grafana and Red Hat Insights through APIs Jerome Marc #1 Gianfranco Sigrisi
(2022 & 11 B 10 H)

e &% : How we use Red Hat Insights to build better products Radek Vokal #1 Tomas Dosek
(2022 F 11 B 18 H)

7.0.2. £ ANE R

Slack I SRR S5 TR

Red Hat Insights # Slack Z [A|BOSEMIMFEENRATNEIRME. BIR Insights R4 MR, LEINREER S
Y REBIEL LB Slack IR, FHEOHRZHEELRIGE,

Splunk IANIEMIN 2R v0.16 EA TR
Splunk B9 Red Hat Insights & FAT2 3T AL 2IE7E Splunkbase M H, It v0.16 BT E1E :

o {URIRABIHT chart

o i Ids BYFTIT IR

o EE T (null)ik/ Ids BYEEIR
o EHTHIRE NI

o HRMBRILILEH
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https://www.redhat.com/en/blog/sharing-red-hat-insights-your-technical-account-manager-better-collaboration
https://www.redhat.com/sysadmin/5-ways-insights
https://www.redhat.com/en/blog/integrate-grafana-and-red-hat-insights-through-apis
https://www.redhat.com/en/blog/how-we-use-red-hat-insights-build-better-products
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Dashboard Y
Diperatbons Secunily
Mew Didiy Tor Bebwnrr Srirdes rerrduimorboed 2 TP ———— D
I's ﬂ 5 . Caralans srndsoavr o u _ Fakb serrdomrbond D
T " .
D E Vulmerablity
Mewe loday wlal
firhdinar ovanie racabead Falcy popnn tncpps Diri®t avenie recebeed B ekt meecm e i i ﬂ ﬂ_
15 - B :2 DL n wnth kreosam eoeninds n 1 )

Compllance reports below threshald

e gg e oagm

HEe KR

HHEL Ak H Eai 2 LRTeA g
FHel o
-

o £k BlE : 7£ Red Hat Hybrid Cloud Console LEZE @0 #HA

® Splunkbase marketplace: Splunkbase for Red Hat Insights

7.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

7.2.1. Advisor
NEYT BREmEN

TEHREmEINEER—TINEE, AN ELERSGEENREMR, HERIANZ 2R
&, Red Hat Insightsadvisor " Bif{L I EIE :

o [FEMZRZ : Decreased security: SElinux in Permissive mode
o WERIZR LM : Deun reased security: SELinux disabled
o WEMIZRLM : Decreased security: WML E

AT B IEE panic. RTFEHREAFREIL
Insights li[A] % %5 7 8 AL -

® Red Hat Enterprise Linux 9 25 Berkeley #iE/%
e CommVault continuousDataReplicator (CDR)AIBA LE iptables NAT FE fth POz AE SR 0%

o firewalld FH iptables [t 21E Red Hat Enterprise Linux 9 ¥
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https://access.redhat.com/documentation/zh-cn/red_hat_hybrid_cloud_console/2023/html/configuring_notifications_and_integrations_on_the_red_hat_hybrid_cloud_console/index
https://splunkbase.splunk.com/app/6439
https://console.redhat.com/insights/advisor/recommendations/hardening_selinux%7CSELINUX_HARDENING_3_PERMISSIVE#SIDs=&tags=
https://console.redhat.com/insights/advisor/recommendations/hardening_selinux%7CSELINUX_HARDENING_3_DISABLED?limit=20&offset=0&sort=-last_seen&name=#SIDs=&tags=
https://console.redhat.com/insights/advisor/recommendations/hardening_network_sysctl%7CHARDENING_NETWORK_SYSCTL_WARN_2?limit=20&offset=0&sort=-last_seen&name=#SIDs=&tags=
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o HMTFWKEITH R, 7 EXT4 X245 LR Posix ACL & AN IE R

® % panic ZH Red Hat Enterprise Linux 8 FH bnxt_en JXZhF2 R A B A1 FE 5 5 B 1% i B e A9
TR RMY

e 7f Red Hat Enterprise Linux 8.6 H4 % QProcess St5iff, NARFEIEESIE

o IEEIE /usr/libexec AR FMI A HATHIA EMBIATL1Z21T, B® fapolicyd #1 falcon-
sensor IR T ER

e {E7[E Red Hat Enterprise Linux lRAEHN _LIZITHFINERTIRE

7.2.2. Z2iRA

iR T OpenSSL imiA

LIHE” MR EHPA Intelligence 1R5A] T CVE-2022-3602 #1 CVE-2022-3786, ©fi12 OpenSSL % E
REYRIE, AR ARAIRGEIEYEARSS. Insights IRABEEEE S H I OpenSSL IRIAM bulletin, RHSB-

2022-004 BITAER, Insights A E A, faMIFMES CVE-2022-3602 #1 CVE-2022-3786
autonomously, MEHEFHE Insights M F 514 B8 Ansible playbook,

Hth B

® OpenSSL A : OpenSSL RHSB-2022-004

7.2.3. Compliance
SRB& A Sl -
o RNHNT BEREERELAN G
o HEHNWAHMEIA Hi
o EERFRMMN BRI A — DN NSEEOLURILES

7.2.4. malware
Red Hat Insights malware f:lI I B IER % %

Red Hat Insights for Red Hat Enterprise Linux malware-detection fR&5 2 —MEIEiIFE TE, BAFHE
RHEL R B BHFL LRI, malware-detection RSB E 5 YARA B EEH T HFIEERINIZE 4,
%45 IBM X-Force BRI\ B ESLLIBRIN EREHIFA R B & 1F,

HEHR

e malware P FX#Y : f#H Insights for RHEL Malware Service £ RHEL R4S
Malware %%
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https://access.redhat.com/security/vulnerabilities/RHSB-2022-004
https://access.redhat.com/documentation/zh-cn/red_hat_insights/2023/html/assessing_and_reporting_malware_signatures_on_rhel_systems_with_the_insights_for_rhel_malware_service/index

LIS R SR 15

KT ZLNE AR A bt
B IRAHE T B TSRO R, THRGURI, 22t R SRR SOA SRR,

SERFEH
o EE[GRIZIMEEF ] Mk,
o TELIMEEF 1/ Mitd, A% FA Multi-page HTML EEE I,

iz
ERMERI, HHITUTER

1 =il X8 A EANRBIRHEENANR,

%%i% -
- R1GThEENFES T HTML 88X /5 A

2. BRIMCEERARBE S PRERSD,

3. mESERXAZEHHE Add Feedback,
X ANES HITE TUmE A N8R 5ER 9 A,

4. AXAERRABBRG, AER Submit,
B 0E — 30 AR,

5. EHEEN, 1ERil R E R EEEE,
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