& RedHat

Red Hat Enterprise Linux 8

{# A IdM Healthcheck ;¥ IdM #1158

£ |dM Healthcheck LR NI H 1 EIBAR 5 2 HIR &

Last Updated: 2021-12-10






Red Hat Enterprise Linux 8 £/ IdM Healthcheck 5122 |dM P15

£ |dM Healthcheck SR F M= B D B IRAR S5 2 HIIRS

Enter your first name here. Enter your surname here.
Enter your organisation's name here. Enter your organisational division here.
Enter your email address here.



EEES

Copyright © 2021 | You need to change the HOLDER entity in the en-
US/Using_IdM_Healthcheck_to_monitor_your_IdM_environment.ent file |.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

RE
AL S RM T 20ME7E Red Hat Enterprise Linux 8 PAMMEE. BEMAET FHE R,



L e =
B AN =B = 723 =

BT REFEIT IDMHEALTHCHECK T B i e e e e

1.1. IDM H#9 HEALTHCHECK
111 R E IR IR

11.2. P i A =

113. 4%

1.2. 2% IDM HEALTHCHECK
1.3.3247 IDM HEALTHCHECK
14 He TR

B 2B B DM BRI S o

2.1.IDM H8J HEALTHCHECK
2.0 R 2T
2.1.2. it A& =X
213. 458
2.2 BERE
2.3. {5 IDM HEALTHCHECK B2 & B &5 4%

B 3E FHIDMHEALTHCHECK B ERRSS  ..oii e

3.1. SERVICES HEALTHCHECK iz,
3.2. {8 HEALTHCHECK F9AR 5%

F A= FHIDMEBEEBERIFZEMN IDMAADEERE ...,

4.1.1DM #1 AD EFZE®EE N
42 {#FH HEALTHCHECK TEEIT{EF

B SE A IDMHEALTHCHECK B UEUER ..o

5.1. IDM IEF BN E
5.2. {# A HEALTHCHECK T EI§iFiF$

PFE 6 FHIDMHEALTHCHECK BUERGIUET ...

6.1. REE BRI
6.2. i HEALTHCHECK R &I R55iE

%573 ({@H IDMHEALTHCHECK B BEREAIZEME ..o

7.1 B Ze A RS 2 it
7.2. {8 HEALTHCHECK T B $If 7 2o ]

% 8% {#H HEALTHCHECK 381iE IDM BE&B TR ..o

8.1, AU BR R B A2 I
8.2. {#F HEALTHCHECK #MIBER & ST it

FEOE A HEALTHCHECKIEEIDM &R ...

9.1. EHIEEKEE M3
9.2. {8 HEALTHCHECK #1754l

FE10ZE {8 IDM HEALTHCHECKEE DNSIETRK  oovvviiiieie i ieiieienaennns

10.1. DNS 10 SR B ko 2 3t
10.2. {# A HEALTHCHECK T EiH 5 DNS it 5%

00 o O o0 o1 U1 U1 »l

O O 0 00 0 0

22
22
23

24
24
24

26
26
26



Red Hat Enterprise Linux 8 f#if 1dM Healthcheck 5% |dM 245




B RasSES

FHREEE%S

CIIEAEBMBIINNE, MM ITEEREFEERERIES, BITMIEDAREFFA © master,
slave, blacklist 1 whitelist, IXLEBBUFEENG LTI ZITABRZR L, NFE THRELIFMAER,
EZ M CTO Chris Wright 5 2.,
EHMEEF, HHPIRIEZ(CERE -

o {#f block list &t blacklist

o {#f allow list &1t whitelist

e {#f secondary & slave

o RIELTX, master HIEHEH N ERMBINIES :

o f{#/ IdM server &t IdM master

o f{fif CArenewal server&#i CA renewal master

o

{8 CRL publisher server & CRL master

o

# A multi-supplier &1t multi-master


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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KT ZLNE AR A bt
B BT SRR B R IME B, LR T RIS, EHEIX
o ETFRENBNHLIF

1. IFRERMER Multi-page HTML XN EE X, 74, HAE Feedback R H ALY TTHY
EJ:jj_o

2. ASEi eR B REETIeH XX RIS,
3. mEERXALHHE Add Feedback,
L

4. BRBRETH

N
SE
e

1.

|=m
=

o ERVTHEE MK, EHIE— Bugzilla ticket :
1. # A Bugzilla Mk,

2. 7£ Component A% Documentation,
3. 1E Description I ABERHMER. SEXEBEXE OB,

4. = Submit Bug,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat Enterprise Linux 8

%13 #&3HE1T7 IDMHEALTHCHECK T2

F1= 2EHZTIDMHEALTHCHECK T &

AZHHR T 1dM Healthcheck TE L R A REFIZITE,

FRFM

e Healthcheck TE R RHEL 8.1 & S hR A 3121,

1.1. IDM A HEALTHCHECK

B2 EIE(IdM)F B Healthcheck TE A A B A FIRTRERZAN |dM AR A2 BR B 0],

ey
" Healthcheck TER—M8G1T LR, AIEXL®E Kerberos HAKIERER TEAA.

111 R R 2 ITHY
Healthcheck ERIRITRERZH K, FAFMIA
o Sl
o IERBEMHE
o EFUA WAL B At e m] &
e |dM # Active Directory {E{En] 5

o EMAMXHIRFAEIINE

1.1.2. P A AR =X

HealthCheck LA T, EATLUEM output-type JETIRIZE :
e JSON : JSON =Bt asal ikt (Fh0)
e human : AZERTEERHIH

& el LUE R --output-file L1315 E A A BI S4B Fro

1.1.3. 458
B Healthcheck BHLREI T ER 2 — -

SUCCESS
FCi& Jh TR
WARNING
FRER, BRENELTREMIEE
ERROR
RIZTNHAECE
CRITICAL
REZTHECE, TEESEIFE KRBT
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1.2. 2% IDM HEALTHCHECK
XER IR T AN %4 IdM Healthcheck T &,

it =

e % ipa-healthcheck ¥4 :

I [root@server ~]# dnf install ipa-healthcheck

£ RHEL 8.1#1 8.2 2%/, {#H dnfinstall /usr/bin/ipa-healthcheck 4

o

o {#FH --failures-only 7%£i{# ipa-healthcheck Rk &151%, HEEFT 2 IdM RE R O] — 222

[

I [root@server ~]# ipa-healthcheck --failures-only
[

HeHR
e (% ipa-healthcheck --help ZE&EFA X FHW S,

1.3.7217 IDM HEALTHCHECK

Healthcheck TLAF 32T, tBAILAMERA BHEEN BEhE1T.

FRFH

o WINERE Healthcheck TE, 1ESH %% |dM Healthcheck,
it 3
o EFjjz{Thealthcheck, EHiA ipa-healthcheck &4,
I [root@server ~)# ipa-healthcheck
HEe R
BXRFIAET, 157EEFMIT: man ipa-healthcheck.
1.4. HE IR
o BXMEMA IdM BERIRENTE, H5H EENEESHEE RPN TED,
o EMRS

o JRIUEERY IdM # AD EEECE

ey
H

R


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/collecting-idm-healthcheck-information_configuring-and-managing-idm#log-rotation_collecting-idm-healthcheck-information
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/index
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/checking-services-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-your-idm-and-ad-trust-configuration-using-idm-healthcheck_configuring-and-managing-idm

#1353 2435247 IDMHEALTHCHECK T B

o

o

FuEuEH

FAERGUES

o fh 1k 22 [A]

Rk 1dM BRE X4 BRI R
RESH

AR BB — MEBEPHNET :

£ |dM Healthcheck Y5 #E 1dM $R1E



https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-certificates-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-system-certificates-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/checking-disk-space-using-idm-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/verifying-permissions-of-idm-configuration-files-using-healthcheck_configuring-and-managing-idm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/checking-idm-replication-using-healthcheck_configuring-and-managing-idm
https://update.me
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52 % N IDM BERAEFER
REREDETHFNOPTIR, THEBEANSHER(dM) T AR,

AZ ok T IR IET A 30 KEPHH Healthcheck fiHH O HEE S,

FoRFH

® Healthcheck TE{GERF RHEL 8.1 skE#HThRA

2.1.IDM AFREJ HEALTHCHECK

B3 EHE (1dM)H B Healthcheck TEATHS BN & I AT BERAMA |dM AT 2 FRBY [ R,

= -
, Healthcheck TER— 11T E, AELE Kerberos B2 5IERIE R T FEA,

210 R IR I Y
Healthcheck R ITAEHRZE L, FFIL
o S HlAH
o EHEMIEA
o EP AL MU ELAil 1% A]

e |dM # Active Directory {E{E[n] 5

IERRB ST RRFAABPURE

2.1.2. AT A R

HealthCheck LT, EATLEM output-type ETIRIZE :
e JSON : JSON =Bt asal ikt (F0)
e human : AZRTEERYHIH

& el LUE R --output-file L1315 E A A BI S4B Fro

213. 48
B Healthcheck BHLREI T ER 2 — -

SUCCESS

ECiE T
WARNING

FRER, BRENELTREMIEE
ERROR

RIZTHAECE



2% K IDM BRI ERR

CRITICAL
RIZTIHAEE, "TREREIEE KBIRNT

2.2. A&k

nﬁ/\yz:ﬁr El ﬁ'JL%ﬁEI’J H ,b\iﬁ: HERBBAANAILEH, ATFEHEXHREFEER—Bx4, HE

RERERENRS n,\f(ﬁ:@lﬁﬂ% A?ﬂl%, ﬁﬂ%#ﬁpﬁ/l\@l%, U”JH‘%EXC#FEE#E A RIBBISC M,

ASRESEOREASXHIHAAE], XHBHTFLITAE.

2.3. {3 IDM HEALTHCHECK B2 & H &# %
AT T N E A LU T AR B B SR

e systemd ifHf25

e crond AR5
systemd EN 23 EHAIZ1T Healthcheck TEFEKBE, BRIMENERIEN 4 =,
crond BR55 AT BE&R L,

BINBELHH healthcheck.log, ¥ #)H &M healthcheck.log-YYYMMDD #& =,

FeREH
o RAILL root B BHITHRS,

it 3
1. J5F systemd 11H]25 :

# systemctl enable ipa-healthcheck.timer
Created symlink /etc/systemd/system/multi-user.target.wants/ipa-healthcheck.timer ->
/usr/lib/systemd/system/ipa-healthcheck.timer.

2. JATh systemd 1125 :
I # systemctl start ipa-healthcheck.timer

3. #T7F /etc/logrotate.d/ipahealthcheck X4, LIEZE N IR1FHIHEE.
%ﬁ)\'r%i}ﬂ-lz, H /L.\i-f;/\y?:lﬁ%jj 30 X,

4. 7£ /etc/logrotate.d/ipahealthcheck XX {7, BCEH SR,
KINER T, BEREFE Ivar/log/ipa/healthcheck/ B X/,

5. 1f /etc/logrotate.d/ipahealthcheck X {4/, BEiE B &E BT [A,
gk-lf)\ IEE/R-F E Ib\ﬁflﬁ% 4 'EQIJE

6. EFABRERY, AR crond RS EERHEET :
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# systemctl enable crond
# systemctl start crond

B BER B, B8 IPA healthcheck BRSS :
I # systemctl start ipa-healthcheck

BIUFER, 15 E /var/log/ipa/healthcheck/, FHEEREREBZEMLIE,

10



%5 3% {1/l IDM HEALTHCHECK % IR%%

%5 3 = {#/ IDM HEALTHCHECK K &R %S
AT Ea T A Healthcheck TE#] Identity Management(IdM) R 5525 188 FE B9 W 12AR 55

HEIEEEE |dM 8 Healthcheck,

FRFM

e Healthcheck TE R 7 RHEL 8.1 REHhRA AT F

3.1. SERVICES HEALTHCHECK {il]3z;

Healthcheck TR BHF—NMUK, BFRERSEM IIM RFSEEEZT. BINHRER, RKZITH
RS 2EEMMIKFEREKW, AL, HEREMARSZEHEZT. RREATLURERE EMINNHLS
Ro

BEEEMARSN, @R --list -sources T ipa- healthcheck :
I # ipa-healthcheck --list-sources

& 7] LATE ipahealthcheck.meta.services & T3k EI{# A Healthcheck i BIFFEARS :
® certmonger
® dirsrv
® gssproxy
® httpd
® ipa_custodia
® ipa_dnskeysyncd
® ipa_otpd
® kadmin
® krb5kdc
® named
® pki_tomcatd

® sssd

L2 A IR, 7ERRA 1AM BRSS 28 FR 2 17X Le i,

3.2. A HEALTHCHECK MRS
KTNE T fH A Healthcheck T E7E Identity Management(IdM)AR S5 28 12 1T BIAR 55 BO MR 3T F 5hillixt,

Healthcheck TR BTN, H4ERAELLUTHELE ¢

1


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#healthcheck-in-idm_collecting-idm-healthcheck-information
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o BEBRFTARIHNE : --failures-only

o XEBEIRSEMIA : -- source=ipahealthcheck.meta.services

it =
o EFARFMERMESE. HRAMTENPEZITRERE, HHA -

I # ipa-healthcheck --source=ipahealthcheck.meta.services --failures-only

BRI E B RZERES

| o

INREA—PNIRF KW, NEERATREREUAT A -

"source": "ipahealthcheck.meta.services",
"check": "httpd",
"result": "ERROR",
"kw": {
"status": false,
"msg": "httpd: not running"
}
}

HEHR

o EHEFIFMSE, EEMTITHHIA man ipa-healthcheck,

12



% 4 %= [ IDM BERER UM IDM #Hl AD 5EERE

B 4% A IDMEBROEEIEER IDM 1 AD EFEEE

KRTEBBE T R ER BN EIE (M) Healthcheck TEIHF| IdM 1 Active Directory {5 E89/7]
EIDTO

HFEEE £ 217 "IdM F8 Healthcheck” o

FRFM

® Healthcheck TE{GERF RHEL 8.1 Sk EHTHRA

4.1.1DM ] AD SRR E N
Healthcheck TEGFEZ MK, BAFNHENEHEE(dM)FD Active Directory(AD)EERE.

BEEEMAEBEN, #HER --list -sources LT ipa- healthcheck :
I # ipa-healthcheck --list-sources

7] LUTE ipahealthcheck.ipa.trust SR FHBIRFA NN -

IPATrustAgentCheck

YA SEE NEERIERN, XMKEE SSSD BERiE., I T /etc/sssd/sssd.conf FHRYE N, HA
id_provider=ipa ffi{x ipa_server_mode 5 True.

IPATrustDomainsCheck

teEt@ T it sssctl domain-list RENIEFIR S ipa trust- find R FIRITFTILE, REEEFERE
&5 SSSD fHIThE,

IPATrustCatalogCheck

e #4779 AD FB P Administrator@REALM, X{$E7E sssctl domain-status i 1 #9 AD
Global B3#1 AD 152525 E,

SFEMEMEE, EHSID+500 (BEA) IDWAF, ABEKE sssctl domain-status <domains
--active-server B9%i H LUA RIS FIEHIR S,

IPAsidgenpluginCheck

e &30 UE IPA 389-ds SEBIFRRE/E A T sidgen fift, %ML 3EIE en=plugins,cn=config
Y IPA SIDGEN #] ipa-sidgen-task &4 2 & 2 & then sslapd-pluginEnabled 777,

IPATrustAgentMemberCheck

eSS I H AT ENLR S en=adtrust {{E,cn=sysaccounts,cn=etc,SUFFIX 5 i,
IPATrustControllerPrincipalCheck

RIS M AT ENLER S N cn=adtrust {X#,cn=sysaccounts,cn=etc,SUFFIX BY i,
IPATrustControllerServiceCheck

EER 50U LRI EN R B IE ipactl /55 ADTRUST ARZS.
IPATrustControllerConfCheck

LER S IE net conf FIRKH 2 E 0 passdb [Fim/E A T Idapi.
IPATrustControllerGroupSIDCheck

A8 IE admin ZHEY SID 7 A 512(Domain Admins RID)45R,
IPATrustPackageCheck

MREEREBEEEHZEMAD EF, XIMIARFIERERET trust-ad 42,

13
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% i
LI BRIRN, TERTA 1AM BRSS 88 B TiX £t

4.2. {8 HEALTHCHECK TEEiI{5{F

AT T A Healthcheck TEX Identity Management(IdM)#0 Active Directory(AD){S{E BRI E M

IRIT F B,

Fit, Healthcheck TREEWEMIN, MAILLETUTARGERLER ¢
o BEBRFTARIHNE : --failures-only
o NBEEMENMK : -- source=ipahealthcheck.ipa.trust

i =
o B THARGEPMES. HRMENENRRGE, HHA :

I # ipa-healthcheck --source=ipahealthcheck.ipa.trust --failures-only
BRIl & BRZEHES -

I # ipa-healthcheck --source=ipahealthcheck.ipa.trust --failures-only

f]

i

L R
o BHEFIFMSE, EEMTITHHIA man ipa-healthcheck.

14
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% 5 %= {#F IDM HEALTHCHECK %8 3FiE

AT EEBIBMRAE R D EE(dM)HH Healthcheck TE, LURHIA certmonger 4EF7# IPA JIEF #Y[]
Elmo

HIEEEE |dM H# Healthcheck,

FRFH
e Healthcheck TE R RHEL 8.1 REHhrRAF A,

5.1. IDM iiF 5 B AG A,

Healthcheck TE&EZ MK, ATFEIE Identity Management(IdM)H E certmonger 4EFBIIEH IR
Be BX certmonger I¥IE, HESHER certmonger NARFIKEX IAM iE4,

WA E#RET R, Sk, EEFMEMEE, YFERMRENY, RS S MR,

BEERERAIERNI, @R --list -sources T ipa- healthcheck :
I # ipa-healthcheck --list-sources

1% 7] LUTE ipahealthcheck.ipa.certs SR T BT A M -

IPACertmongerExpirationCheck

MK certmonger Hr 5 HAR [A],
MRMEEE R, EPETH,

MRHINES, IEPREMSTH. VERT, S AEIER T 28 XHHTF 28 RNEAR.

& a] LAFE /etc/ipahealthcheck/ipahealthcheck.conf XFHEIE X, T IZXHE, BTN default
R R cert_expiration_days %17,

> pa -3
iy Certmonger INEFNZEY" B SRIUE BT BIAEL, R E R REIERE P R9IES,

IPACertfileExpirationCheck

BEMEAR EUEH X3 NSS BIBRER B TET . it e E S BB R, FELt, HFARERER
FE ST msg Bt HEREET .

» RSB RBED, MNRIEPER, FEEEEFE LM R, BI85 BIMH
jéﬁ/%o
IPACertNSSTrust

EEMNE O AF B TE NSS B & R EYIE T REE. X F NSS R ZE R EIRERIE T, SREEST
HAEA TR, FHERTER B X R,

IPANSSChainValidation
LA EGUE NSS UE B BIE 5%, MiE4T : certutil -V -u V -e -d [dbdir] -n [nickname]

15


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#healthcheck-in-idm_collecting-idm-healthcheck-information
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/using-certmonger_configuring-and-managing-idm
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IPAOpenSSLChainValidation

EEMR &30 OpenSSL IEBHIIEREE, 5 NSSChain KiFHE2H) OpenSSL &S 2 FH M THITH
OpenSSL 4 :

I openssl verify -verbose -show_chain -CAfile /etc/ipa/ca.crt [cert file]
IPARAAgent
e S 2 _E B9IE-B 5 LDAP in uid=ipara,ou=People,o=ipaca F HIZ i 1T EE L,

IPACertRevocation

LM certmonger BIFIE B 2 A BHEEE. Rit, MiXREEES certmonger 4B BYUE %
E’\JI‘EJ Hmo

IPACertmongerCA
eI U IE B 3R AW (CA)BE B, 1dM FiE1ER A CA IER T A MIET,
Certmonger 44" —%H CA BBIfiEF, £ 1dM R, B—1N& N IPAR CA, B&d IdM XfikH, BfF
NENHAF ERATHGBEIUE, BFENFARSIES,

#B—1 dogtag-ipa-ca-renew-agent 7 dogtag-ipa-ca-renew-agent-reuse (£Z1] CA FREIE

+)

% L2 E R, 7ERTA 1AM BRSS 28 2 17X Le i,
5.2. A HEALTHCHECK T B3kl
A543 T Healthcheck T Identity Management(IdM Yl 4 B K 2 938 T F 20,
R, Healthcheck TEAIET ISR, EELMER T A RS
o BEBRFTARINNE : --failures-only

o NBEIUEHMI : -- source=ipahealthcheck.ipa.certs

FRF
o EEKEMHLIUA root A HBHAT,

Y=
o EMAILTHHES. MR ENEZTRERGE, HHA

I # ipa-healthcheck --source=ipahealthcheck.ipa.certs --failures-only
BRI & BRZEHES -
| o
Kgiite R TR

| (

16
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"source": "ipahealthcheck.ipa.certs”,
"check": "IPACertfileExpirationCheck",
"result": "ERROR",
"kw": {

"key": 1234,

"dbdir": "/path/to/nssdb",

"error": [error],

"msg": "Unable to open NSS database '/path/to/nssdb': [error]"
}

}

TE3TFF NSS #iB/ER!, X1 IPACertfileExpirationCheck il i 514,
HeHR

o EBHEFIFMSE, EEMDITHHIA man ipa-healthcheck.

17
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%5 6 = {3 IDM HEALTHCHECK K 1E R4 iE+5
AT T Identity Management(IdM)F# Healthcheck T & 3R ARG UE B A,

HFEEE |[dM 8 Healthcheck,

FeREH
® Healthcheck TE{{ff RHEL 8.1 SXE#hRAH B A,

6.1. RETUE PR R AN
Healthcheck TRAE—L R THIIERSI(DogTag) ik F Bl

EHRERANIR, 5FER --list -sources 21T ipa- healthcheck :
I # ipa-healthcheck --list-sources

& 7] LATE ipahealthcheck.dogtag.ca i T EIFFA A :

DogtagCertsConfigCheck
LB NSS #iE AR CA (GEBEINAM) IEHE5EFMEE CS.cfg FRIERMEHITHE, MNRF

ICEd, CA &,

BRkY, B2 :
e auditSigningCert cert-pki-ca against ca.audit_signing.cert
® ocspSigningCert cert-pki-ca against ca.ocsp_signing.cert
e caSigningCert cert-pki-ca against ca.signing.cert
® subsystemCert cert-pki-ca against ca.subsystem.cert
e 1%} ca .sslserver.cert B server-Cert cert-pki-ca

INRZEE T Key Recovery Authority(KRA) :

e transportCert cert-pki-kra against ca.connector.KRA.transportCert

DogtagCertsConnectivityCheck
SR E . X AMIXER TR AR ipa cert-show 1 654 :

e Apache F#Y PKI R IZERE
e |dM BEFIEI CA

o RARIEZE FimiES

o CAMOEIERMERNE

HER, MIXKEMA serial #1 REIUEF, RNVEEIERE ATUBATIES HiRE CA HEHIHILIR
GEHARELED o

18


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management#healthcheck-in-idm_collecting-idm-healthcheck-information

% 62 @[ IDM HEALTHCHECK 3 UF RS

% i
LI B RN, TERRE 1AM BRSS 88 B TiX £t

6.2. i HEALTHCHECK 35 il R Gt UE
AL T A Healthcheck TEX} Identity Management(IdM)iiE = B3R 3L F il i,

B TF Healthcheck TREEWZMIN, RLLEATLLRITNEE DogTag M4/ EREH] - --
source=ipahealthcheck.dogtag.ca

it

o EZ{TMR#IN DogTag iEF# Healthcheck, iBHIA :
I # ipa-healthcheck --source=ipahealthcheck.dogtag.ca

MR TH =B -

"result: SUCCESS",
"uuid: 9b366200-9ec8-4bd9-bb5e-9a280c803a9c",
"when: 201910081358262",
"duration: 0.252280",
"kw:" {
"key": "Server-Cert cert-pki-ca",
"configfile": "/var/lib/pki/pki-tomcat/conf/ca/CS.cfg"

{
"source: ipahealthcheck.dogtag.ca",
"check: DogtagCertsConfigCheck",
}

}

ilhse SIS

"check: DogtagCertsConfigCheck",
"result: CRITICAL",
"uuid: 59d66200-1447-4b3b-be01-89810c803a98",
"when: 201910081359122",
"duration: 0.002022",
"kw:" {
"exception": "NSDB /etc/pki/pki-tomcat/alias not initialized",

{
"source: ipahealthcheck.dogtag.ca",
}

}

LB iR

o EBHEFIFMSE, EHEMTITHHIA man ipa-healthcheck.

\
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2 7 = {FH IDM HEALTHCHECK & &5 28 g
A1k 7 e A Healthcheck TE IS S0 EBARSS 2300~ BB AL 22 (7],

HEIEEEE |dM 8 Healthcheck,

FeREH
® Healthcheck TE{GERF RHEL 8.1 REHBIARA,

7.0, fgE 5 22 (6] i B A A

Healthcheck TR SERFRE A B Z AN, TRAMEZEETETRERSBATHA

e HE
o T
® Backups

MRS E LT -

& 7.1. WiKMREE

WA EAIRRER LA MB Jg B4 By e /Mg 5 22 ]
/var/lib/dirsrv/ 1024

/var/lib/ipa/backup/ 512

/var/log/ 1024

var/log/audit/ 512

/var/tmp/ 512

tmp/ 512

ZH|HprANIR, E A --list -sources AT ipa- healthcheck :
I # ipa-healthcheck --list-sources

X RGBS E N AE ipahealthcheck.system.filesystemspace J&F :

FileSystemSpaceCheck
BEMH LA T 75 R 2 T PR 4 22 ()

o FERVHRKBTAFIE.

o R/INEIRMAZERE DS 20%,
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& 7%= {1/ IDM HEALTHCHECK 1 & 2]

7.2. A HEALTHCHECK T &5 il f# £ 22 A]
A58t T 8 Healthcheck T B2 S5 B2 (1IdM) AR 55 88 £ 07T F hilist o] PRk 22141,
RO RERESEF S, EIET BT U T ARG N REE

o BERRFTARIHNE : --failures-only

o NBEZEHEMI : -- source=ipahealthcheck.system.filesystemspace

it =
o EMATAMMERMNES. HRANmENIZTRERRSE, HRA

I # ipa-healthcheck --source=ipahealthcheck.system.filesystemspace --failures-only

BRI E B RERES

| o

Bign,  MERMCA B

"source": "ipahealthcheck.system.filesystemspace”,

"check": "FileSystemSpaceCheck",

"result": "ERROR",

"kw": {
"msg": "/var/lib/dirsrv: free space under threshold: 0 MiB < 1024 MiB",
"store": "/var/lib/dirsrv",
"free_space": 0,
"threshold": 1024

}

}

KA & @A /var/lib/dirsrv B2 AR ZE A,

HEHR

o EHEFIFMSE, EHEMDITHHIA man ipa-healthcheck.
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55 8 = {#F HEALTHCHECK Z51iiF IDM B2 & ST {4 BIF R
ATieak 7 a0{alfE A Healthcheck TENH B D EE(IdM)BELE X4

HFEEE |[dM 8 Healthcheck,

FoRFH

e Healthcheck TE{YfE RHEL 8.1 Sk E#FHBI RS A E] A,

8.1. ST PR R A 21t
Healthcheck T &7 Identity Management(IdM)ZRE MR B ) — L B B 4R A AR,

INRISER T M HRIRT BN HIBR, MHIXATE results AP REE S, RARAIT—ERKRER
EBETEFA, BXETWRE XHESRIAEETR,

EHRERANIR, 5FER --list -sources 21T ipa- healthcheck :
I # ipa-healthcheck --list-sources

XAEFUBRINIAITE ipahealthcheck.ipa.files & T :

IPAFileNSSDBCheck

MK 16 & 389-ds NSS IR ZEFIUEP A NI (CA) IR, 389-ds BIEAEM T
letc/dirsrv/slapd-<dashed-REALM> #, CA #IEZEAI T /etc/pki/pki-tomcat/alias/ #,

IPAFileCheck
M B LU X

e /var/lib/ipa/ra-agent.{key|pem}
e /var/lib/ipa/certs/httpd.pem

e /var/lib/ipa/private/httpd.key
e /etc/httpd/alias/ipasession.key
e /etc/dirsrv/ds.keytab

e /etc/ipa/ca.crt

e /etc/ipa/custodia/server.keys
SORERAT PKINIT :

e /var/lib/ipa/certs/kdc.pem

e /var/lib/ipa/private/kdc.key
INRECE T DNS :

e /etc/named.keytab

/etc/ipa/dnssec/ipa-dnskeysyncd.keytab

TomcatFileCheck

22


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management#healthcheck-in-idm_collecting-idm-healthcheck-information

% 8 & {§f HEALTHCHECK RilF IDM B2 & ST BFLBR

MRECET CA, MEENHSRE—LRHET tomcat B9 :
e /etc/pki/pki-tomcat/password.conf
e /var/lib/pki/pki-tomcat/conf/ca/CS.cfg

e /etc/pki/pki-tomcat/server.xml

% -
LI B RN, TERTE 1AM BRSS 288 BT X Lt

8.2. {1 HEALTHCHECK 4 M 2F & 34
AR T A Healthcheck TEX H 2 E R (1dM)AR S5 2 B & S4B IR I F B i,
Healthcheck TEG &M, BT LUE LT A IESE /N

o BEBRFTARINNE : --failures-only

o NBEFANFIFNRMIA : -- source=ipahealthcheck.ipa.files

it =

1. B |dM BB XX ERT B NFIM R 21T Healthcheck iR, B R ERES, HEEF™E 089,
THHRIA

I # ipa-healthcheck --source=ipahealthcheck.ipa.files --failures-only
RIS B RZEHES -

I # ipa-healthcheck --source=ipahealthcheck.ipa.files --failures-only

f]

R B4R REMT -

"source": "ipahealthcheck.ipa.files",
"check": "IPAFileNSSDBCheck",
"result": "WARNING",
"kw": {
"key": "_etc_dirsrv_slapd-EXAMPLE-TEST_pkcs11.txt_mode",
"path": "/etc/dirsrv/slapd-EXAMPLE-TEST/pkes11.txt",
"type": "mode",
"expected": "0640",
"got": "0666",
"msg": "Permissions of /etc/dirsrv/slapd-EXAMPLE-TEST/pkecs11.ixt are 0666 and should be 0640"

o EEFIFMSEMRE, BEMHITHITH man ipa-healthcheck,
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2 9 %= {#FH HEALTHCHECK % IDM £ 4l
AT T i{a{E A Healthcheck TENIHX B EE(IAM)E F,

HIEEEE |dM 8 Healthcheck,

FeREH
® Healthcheck TE{{ff RHEL 8.1 SXE kR A B A,

9.1. EFIRERRE N
Healthcheck TEMit SAEE(IAM)EHINERE, LR H AR,

EHHARAENIR, i5FER --list -sources 21T ipa- healthcheck :
I # ipa-healthcheck --list-sources

NI E T ipahealthcheck.ipa.topology #1 ipahealthcheck.ds.replication & T :

IPATopologyDomainCheck
SR S IIE -

o MIBERMTERE, FIBRSHZAZESHFEEHBE,

o MRRFSFHNEFNNHET BT HFNKE,
SNRMAARNL, M ZREIE R, MLEEERHARS EH DL

MBI, WA SEEIE B,
A ER

ZR N R ca 442 1T ipa topologysuffix-verify e84 (RIZTELRS &L
BB TIEBIMAN) .

L

ReplicationConflictCheck
MEA7E LDAP ILEdhi83%R%H (& (!(objectclass=nstombstone)) (nsds5ReplConflict=*),

_ YR E RN, ERE IdM BRSS 88 B TiX i,

9.2. il HEALTHCHECK #1788 %l
AT T A Healthcheck TEX HRE I (1dM) & IR ES & 8938 12 F5hilit,
Ft, Healthcheck TREHETWEMIK, EAILUERUTAEGRRER

o SHAZEIE : -- source=ipahealthcheck.ds.replication

o IEFAMIIRIMNIILK : --source=ipahealthcheck.ipa.topology

Hosh A2
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% 9= @l HEALTHCHECK ## IDM Sl

JUINASTT

o EERRAENIHLILL root AP BB HIT,

pi% &2
o 21T Healthcheck EHIAZERAAIMGE, 1HHA -

# ipa-healthcheck --source=ipahealthcheck.ds.replication --
source=ipahealthcheck.ipa.topology

AREREEMARBLR

® SUCCESS SAS- SAS il B Thadid

"source": "ipahealthcheck.ipa.topology"”,
"check": "IPATopologyDomainCheck",
"result": "SUCCESS",
"kw": {
"suffix": "domain”
}
}

o TiiE : M@ REF1E [m] A,

® ERROR SAS- SAS i 5,

"source": "ipahealthcheck.ipa.topology"”,

"check": "IPATopologyDomainCheck",

"result": "ERROR",

"uuid": d6ce3332-92da-423d-9818-e79f49ed321f

"when": 20191007115449Z

"duration": 0.005943

"kw": {

"msg": "topologysuffix-verify domain failed, server2 is not connected

(server2_139664377356472 in MainThread)"

}
}

e CRITICAL SAS- SAS Ak, B0 IdM RS 2308,

HEHR

o ETHEFIFMSE, EEMTITHITIF man ipa-healthcheck.
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% 10 = {&f IDM HEALTHCHECK £ 7 DNS 125K
ATBR T Identity Management(IdM) B Healthcheck TE3iH 5] DNS 18 KB 7],

HEIEEEE |dM 1/ Healthcheck,

FeREH
® DNS i3k Healthcheck TE{XFE RHEL 8.2 Sk B R A7,

10.1. DNS ir S B R 25 3t
Healthcheck TEGHFE—NIIK, AFREBSIAIAAEHITIE DNS 10 K2 S 7 LUARHT,

EHHARAENIR, i5#ER --list -sources 21T ipa- healthcheck :
I # ipa-healthcheck --list-sources

DNS it e & i 7E ipahealthcheck.ipa.idns & .

IPADNSSystemRecordsCheck
LI A /etc/resolv.conf X AR1EERIEE — M2 10 & ipa dns-update-system-records --

dry-run e85 HHY DNS 103K, 103K7TE IPA BRS5 28 £,
10.2. {8/ HEALTHCHECK T EiH5/ DNS it 3%
ATEa T A Healthcheck TEE BB (IdM)BRSS 28 L IR F 50K DNS 10 5%,
Healthcheck TE G &% i®, @it 70 --source ipahealthcheck.ipa.idns %77, TR &% DNS
IERMNA SR N RSB
SeRFH
o [EERAEMIHLILL root A BT,

it =

e 21T DNSILFME, HRA :
I # ipa-healthcheck --source ipahealthcheck.ipa.idns

INRICF AT LARRAT, Mi&5RE SUCCESS, Mk :

"source": "ipahealthcheck.ipa.idns",

"check": "IPADNSSystemRecordsCheck",

"result": "SUCCESS",

"uuid": "eb7a3b68-f6b2-4631-af01-798cac0eb018",
"when": "20200415143339Z",

"duration": "0.210471",

"kw": {
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%5 10 &= {#1fH IDM HEALTHCHECK % DNS it %

"key": "_ldap._tcp.idm.example.com.:server1.idm.example.com."

}
}

plgn, HicFHEBSTERBFEER, MR RE WARNING :

"source": "ipahealthcheck.ipa.idns”,

"check": "IPADNSSystemRecordsCheck",

"result": "WARNING",

"uuid": "972b7782-1616-48e0-bd5c-49a80c257895",

"when": "20200409100614Z",

"duration": "0.203049",

"kw": {
"msg": "Got {count} ipa-ca A records, expected {expected}",
"count": 2,
"expected": 1

}

}

HEHR

o EHEFIFMSE, EHEMTITHHIA man ipa-healthcheck,
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