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OpenShift Container Platform 4.8 OpenShift B Windows a8 #

%1% WINDOWS CONTAINER SUPPORT FOR RED HAT
OPENSHIFT %7310

1.1. xF WINDOWS CONTAINER SUPPORT FOR RED HAT OPENSHIFT

Windows Container Support for Red Hat OpenShift f5 FITE OpenShift Container Platform S8 #2417
Windows iT&T7 &, XA LLE {#H Red Hat Windows Machine Config Operator (WMCO) XZR&ZBHE
I Windows 17 sa3R L, £ Windows TTRAEIAfE, B LIFE OpenShift Container Platform #1247
Windows B2 TIEf 3,

Red Hat OpenShift for Windows Containers Z T30 &1E T WMCO A XER, WMCO 12t T1E
OpenShift Container Platform AiZ1T Windows &8s T{E 1 HIThEE,

1.2. RN FF

R AETT M F BEHE S Red Hat WMCO X, TERBITHMIERT, FXREETINEEEHRE
Windows BE LM 3, MMREEEITH, MAILUERLRRAR WMCO, ZIRAEBEH XK. &
HATIEE T A RE X AR 55

1.3. RED HAT WINDOWS MACHINE CONFIG OPERATOR 3.1.1 X1T3F1C
KA 202112878

WMCO 3B IEX AR, wAHEXNERKEEE, WMCO HHETE RHBA-2021:4710 A f,

1.3.. BFEREE

o TELIFIMIARAH, windows-exporter I5F1is =X RSN BMERNZEINEIH, XN EHRMSI
2F B WMCO ZREEEB TN IP itk N B 4RMIRAIE M, X NARAH, MEHLIEHMER
TN RBIEIE, fVF windows-exporter $E1Tim A RIENLZR{DALF Deleting b BT EEFA T
#. (BZ#2008994)

o TELIRIMIARA R, 7E Operator E/F GRS Windows Machine X § X817 m A H I — A
AR, FEXAMRAS, HEREHHATE ) Running A58 Windows H1833| BRI =i, R0
Rk, MTSE Linux HlE8 R HIMERISE R EIAFIIT#EEThEE, (BZ#2009475)

o TELIRIMARAF, HEHIALEER DNS MRIBER, WMCO &%E%F BYOH Windows L5 H
Node S RIEMHXEL, XRFHWMCO ZiAEEELEEBENEMN. IE, WMCO EEHX
EXBY T s BT LAIE A M R A B DNS it 38 ERIE UM, (BZ#2020650)

o TELIRTRVRRAAR, MBHAF AERBANIEENR, X2SRENTEEBLE T, EXTRA
f, BHER T AP, RIFNBRNEFAERER, (BZ#2023417)

o TELIRIMIARAAH, PowerShell £ Windows EfUNLAHIZITHIE LS AR PowerShell IEFAfR
o XESBHH PowerShell B9 Windows VM {E N HERIA SSH shell TiEE T '571D7\$E¥

WMCO RFE AR5 Windows ETUALEIERIA SSH shell, FHERN M2 TREXMIE S, X—FHTHEESR
YFIF PowerShell FAYEZRIA SSH shell B Windows EFUANECE W ERE P BT =, (32#2025730)

1.4. RED HAT WINDOWS MACHINE CONFIG OPERATOR 3.1.0 X {73¥1iC
A#HmBH 2021 9 B 21H

WMCO 3.1.0 IIERHE T REFHIREIEFFIIEE, WMCO H47E RHBA-2021:3215 A 1,


http://access.redhat.com/
https://access.redhat.com/errata/RHBA-2021:4710
https://bugzilla.redhat.com/show_bug.cgi?id=2008994
https://bugzilla.redhat.com/show_bug.cgi?id=2009475
https://bugzilla.redhat.com/show_bug.cgi?id=2020650
https://bugzilla.redhat.com/show_bug.cgi?id=2023417
https://bugzilla.redhat.com/show_bug.cgi?id=2025730
https://access.redhat.com/errata/RHBA-2021:3215
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1.4.1. #TThEE

1.4.1.1. £/ Bring-Your-Own-Host(BYOH)Windows 345

TE, B LA Windows SEBIVE N THE T s IIE] OpenShift Container Platform &8, XHRE
£ WMCO #n 45 22 [A] Fh Ol 2 B B AR &Y

UTEENRERRFEGHEMEIIZ I BYOH Windows £l
® Amazon Web Services (AWS)
® Microsoft Azure

® VMware vSphere

FA P B & AR 3 BYOH Windows S5, RAE7E install-config.yaml X#FH1%E T platform:
none FEIFXRUTES :

® VMware vSphere
o M

A XRINMEE BYOH Windows SLAIMEZER, 1ESHEE BYOH Windows 241,

1.4.2. BFHHIAMER

® XF VMware vSphere &M &R, WMCO 272B% Deleting FTEX@5E 4, 7£ windows-
exporter IEIniHm P REB AR ERNT mER. X2 FE Prometheus metrics i s FIBR 54 3K
XMEFER DA R, WMCO HILE AR A Deletlng MrEQBAIE, FHAER RSt
Prometheus metrics ifim, (BZ#1995341)

1.4.3. XA

o L{FAAEMEF A DNS &% B R % BYOH Windows LR, WMCO SR ERCH
Ready 7 RAIERELHIF R, LUEH WMCO ZAThRA A 2R X AN A, (BZ#2005360)

o UEHET Linux B Pod &£ L TXXHi%E RunAsUser 1R, %54 B A EMRIIFRE,
SERSBRIRAEN, B2, R Windows pod % & Windows ZR# RunAsUsername Y1
R, kubelet fFTCiENIRST BRI IZBERNFAEIN. RS — hostPath & —&EERAN,
TEERESLE, N #aTgEEM™E, F, H pod % F X C:\var\lib\kubelet\pods\ 3 {4
R RAR, S5EZ pod BEW MEME pod 15 RIBR S5 F S &,

RINERT, BHNXHEFUTHEN, AH Windows projected B X7 :

Path
Microsoft.PowerShell.Core\FileSystem::C:\var\run\secrets\kubernetes.io\serviceaccount\..2021_
08 31 22 22 18.318230061\ca.crt
Owner : BUILTIN\Administrators
Group :NT AUTHORITY\SYSTEM
Access : NT AUTHORITY\SYSTEM Allow FullControl
BUILTIN\Administrators Allow FullControl
BUILTIN\Users Allow ReadAndExecute, Synchronize
Audit :
Sddl : O:BAG:SYD:AI(A;ID;FA;;;SY)(A;ID;FA;;BA)(A;ID;0x1200a9;;;BU)


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#byoh-windows-instance
https://bugzilla.redhat.com/show_bug.cgi?id=1995341
https://bugzilla.redhat.com/show_bug.cgi?id=2005360
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/storage/#persistent-storage-using-hostpath
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XRTAMESEARS, MEA ContainerAdministrator & A, #HEFILE., B A
TUIRIARR, FEEIR 51 P BA AT U R RR

E:2

OpenShift Container Platform 5 RunAsUser 22 L T XN B FAA pod, M
ZEHEBERY, XEKZE Windows Pod & BHz1¥ RunAsUser RN R H%&
2 FF

74, MREAIXE T B\ RunAsUser TRIIIE B OIE T Windows pod, Nl pod RIFEETE
ContainerCreating [ %,

h T fRARXEE R, OpenShift Container Platform &7E Pod &£ L T XX BRIARS K P &
SR ST RANER, W F Windows LRI EE, TRIHRE], EER, Windows pod BIXA
17N OpenShift Container Platform 4.7 2 B T EBFRAE pod REBI TR H .
(BZ#1971745)

1.5. RED HAT WINDOWS MACHINE CONFIG OPERATOR 3.0.0 & 1710

Itk WMCO % 1THR AN 7E OpenShift Container Platform &£/ 1TH Windows 11 & 1 miRIE 2178
IEFEsE, WMCO 3.0.0 ZHH1E RHSA-2021:3001 A& fi,

E:2

21T WMCO 2.0.2 RELUFBIR i ENE;, Operator FFEFH R %E WMCO 3.0.0, LUEER
— NEsE, BFIEE P M WMCO 2.0.2 A EI WMCO 3.0.0, (BZ#1983153)

1.6. WINDOWS MACHINE CONFIG OPERATOR B4t R &4

LUFE BIFEHN4E T Windows Machine Config Operator St #HIE A RRA. Windows Server hR A #1M4%
BB, AXNSZESHEXNEMERIES vSphere X4,

1.6.1. ZF OpenShift Container Platform ] WMCO AL HFHFEH

X §7H9 OpenShift  3ZFF89 WMCO R ZEEFERNE AP ESERIE

Container V. i S P g HREEZFF
Platform ik#
Amazon Web 4.6+ WMCO 1.0+ GA FRTN
Services (AWS)
Microsoft Azure 4.6+ WMCO 1.0+ GA FRTN
VMware vSphere 4.7+ WMCO 2.0+ GA BT b

1.6.2. &F OpenShift Container Platform #1 WMCO kR &8 Bring-Your-Own-Host
(BYOH) LB FHFHNFEAE


https://bugzilla.redhat.com/show_bug.cgi?id=1971745
https://access.redhat.com/errata/RHSA-2021:3001
https://bugzilla.redhat.com/show_bug.cgi?id=1983153
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X #8 OpenShift  ZHFf# WMCO hix ATFLEEFES BYOH TR &

Container X MIEMR R FREMRI R
Platform hx#~ 8 BYOH B2
Amazon Web 4.8+ WMCO 3.1+ GA FARTIG
Services (AWS)
Microsoft Azure 4.8+ WMCO 3.1+ GA RTINS
VMware vSphere 4.8+ WMCO 3.1+ GA GAll
B 4.8+ WMCO 3.1+ GAll

. REEEHREITEF T install-config.yaml 3X#EHi%E 7 platform: none FE&N, FRZH
LR EEREY,
1.6.3. X £# Windows Server fit A

TREBEERAFEEIHE T ZZHFH Windows Server fi A, EARFIHEI Windows Server IiRAEI R 22
B, FRSBER, HMIEX R, ERIBAMERMNESERE YR,

e X F9 Windows Server lii&
Amazon Web Services (AWS) Windows Server Long-Term Servicing

Channel (LTSC) : Windows Server 2019

Microsoft Azure Windows Server Long-Term Servicing
Channel (LTSC) : Windows Server 2019

VMware vSphere Windows Server Semi-Annual Channel(SAC):
Windows Server 20H2

1.6.4. THRFBIMZE

5 OVN-Kubernetes BIE &M% BH— X RHMKEE, AXEENESZER, HS L TERNEAME
R TR T RIBEM TS S HNMLSE B Windows Server M A KR, KB 5 E M4 R
B, EER, OpenShift SDN M%$=Z OpenShift Container Platform & HIEIAMLS, {2, OpenShift
SDN X WMCO,

R 1L EEM%THE

Fa Bz 51| T A
Amazon Web Services (AWS) {5 OVN-Kubernetes BIE &M 4%
Microsoft Azure {5 OVN-Kubernetes BE &M 4%


https://docs.microsoft.com/en-us/windows/release-health/windows-server-release-info

OpenShift Container Platform 4.8 OpenShift B Windows a8 #

Ta B2 5115 TS
VMware vSphere 8 B E X VXLAN im0 OVN-Kubernetes BRE &
4%

X 1.2. ;RS OVN-Kubernetes Windows Server £ §F

f#[H OVN-Kubernetes BB & P4 Z#89 Windows Server 4

2RIA VXLAN 50 Windows Server Long-Term Servicing
Channel (LTSC) : Windows Server 2019

HE X VXLAN %0 Windows Server Semi-Annual Channel(SAC):
Windows Server 20H2

- -
T 32 BR P25 K T FF I MR PR SR BF A 8712 4T Windows B8 TR &

WMCO A& 3.x {5 OpenShift Container Platform 4.8 3%,

1.6.5. #T2haE K elit
BE & ATRRAS RN T LT #T B0 RE R ettt

1.6.5.1. % B & X VXLAN i %557 1750 &I PR 4l
EFEARIRAN Windows BRSS 28T, AP AEEFERE X VXLAN %O,

1.6.6. R IREE

o TELHIMIARAR, YUEEEBEERE Windows TTm EFHEZ A pod B, MEHERIRSEEHE
AR, INAEEHER, (BZ#1905950)

o TELIFIMIRRAH, WMCO %1 f# windowsmachineconfig.openshift.io/pub-key-hash 7
PNEI Linux W, IMFE, WMCO B Linux T RIRIERR, (BZ#1930791)

o TELIFIMIARA R, Y RETMAIFEAR, WMCO LI, EXMHRAR, WMCO & HFEK
FIANA P E£REIRER, (BZ#1929579)

o TELFIMARAR, UEFFLEZ pod FEEIAREH Windows 77 s EEf, kube-proxy RS S
TEOIR M B 2RSS ARiEt. XA RIEAIIE AR, (BZ#1939968)

o TELIFIMIARAH, windows_exporter B2k S & FIEAES windows_*, LIRS —LT
R, BB EBNRS THRT R, TERE. IE, A8cSHERNIRAETIHRE
Fr. (BZ#1948037)

1.6.7. RHSA-2021:3001 - Windows Container 2 #f OpenShift Container Platform %
SEH


https://bugzilla.redhat.com/show_bug.cgi?id=1905950
https://bugzilla.redhat.com/show_bug.cgi?id=1930791
https://bugzilla.redhat.com/show_bug.cgi?id=1929579
https://bugzilla.redhat.com/show_bug.cgi?id=1939968
https://bugzilla.redhat.com/show_bug.cgi?id=1948037
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VB ZBINE KRR EIRME S (BZ#1946538) BM—E84>, Red Hat Windows Machine Config Operator
2.0.1 MIfERR A T Windows kube-proxy I #7, BXEHMBNFIFIEEE RHSA-2021:2130 A,
1.7. EH[RE

o Web & hIRHMXHRFE R A BR Windows T, X2E N XMHRFAE I EAIEL
LUEB WMCO K AThR AR R FRXA A, (BZ#1930347)

o LFMECEMS B DNS £ FR5 B R % BYOH Windows LI, WMCO SR ERLH
Ready T/ RATECE LB R, LARBI WMCO KZAThRA R SR XA R, (BZ#2005360)


https://bugzilla.redhat.com/show_bug.cgi?id=1946538
https://access.redhat.com/errata/RHSA-2021:2130
https://bugzilla.redhat.com/show_bug.cgi?id=1930347
https://bugzilla.redhat.com/show_bug.cgi?id=2005360
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FE2E TH WINDOWS BT %k

Windows Container Support for Red Hat OpenShift $#21it T 7& OpenShift Container Platform _Eiz{T
Microsoft Windows Server Res iRt RNB X HMIE R, ST Linux # Windows TE M H BB R E
HEE R, OpenShift Container Platform R FEEREE Windows Server R 25 LiZ1THI Windows TE
#, EthIREIEETE Red Hat Enterprise Linux CoreOS (RHCOS) 3% Red Hat Enterprise

Linux (RHEL) EBIELE Linux TR E,

=
;E I%\

A HEH Windows TT mEEMZ I, B S BATERE Kubernetes EME AR
BaELZESMEE, FNNRLSINAE, W Pod Z2%KEE, =T ARSI A)#2E
(RBAC) , FHRAZLREHTIEERE, BE, MREEFZTHEELHE ITEN
i, NEEREFEEW—NEANRLSIET, Kubernetes WERDIHEIERERNER, MAER
RFENT H, NTEARSEEENSHESN TEMSE, NiZERYIERENER,

Windows BRF5EFBREAXAZAKIRM T RRS, EEHATERATRETESELENS
A TENE, SRENSHEFWIERNMIZER Hyper-V lRRE B2 K BREME -,

2.1. WINDOWS MACHINE CONFIG OPERATOR BY5c R 14

LUFE BIFEHN4E T Windows Machine Config Operator St HIE A RRA. Windows Server hR A1 M4%
&, XS ZFEEXMEMERIESH vSphere X1,

2.1.1. &F OpenShift Container Platform #1 WMCO A HHEES

X §7H9 OpenShift  3ZFFB89 WMCO R ZEEFERNE A ESmERE

Container V. i S P g HREZFF
Platform ik#
Amazon Web 4.6+ WMCO 1.0+ GA FRTY
Services (AWS)
Microsoft Azure 4.6+ WMCO 1.0+ GA FRTY
VMware vSphere 4.7+ WMCO 2.0+ GA BT b

2.1.2. &F OpenShift Container Platform 1 WMCO [k 4] Bring-Your-Own-Host
(BYOH) “LHIZFHFHTEE

X #f OpenShift  SzHFf WMCO hix ATFLREEFES BYOH TR &

Container V. HIEMZE &R FHEMIE R
Platform ik# ¥ BYOH B-E 5
Amazon Web 4.8+ WMCO 3.1+ GA FRTY
Services (AWS)
Microsoft Azure 4.8+ WMCO 3.1+ GA FRTY

10


https://kubernetes.io/docs/concepts/policy/pod-security-policy/

£ 235 TH WINDOWS BB T i

FHEM Openshift XM WMCORR  ATFREREFES® BYOHRATFAFE

Container 7 MERIZRARES  FRERRERE
Platform hix& 9 BYOH 525

VMware vSphere 4.8+ WMCO 3.1+ GA GAll

B 4.8+ WMCO 3.1+ cAll

REAEEBRETTFZHE install-config.yaml XX E T platform: none FE&f, FSXHF
ltttcﬁéy*”o
2.1.3. X#H Windows Server iR A&

TRIBBERTAIIH T ZZHH Windows Server lii A, {EAIFRFIHAI Windows Server iR AR =%
F, SR, NBHIEXEER, HRIEMEANES IUERE LSRR A,

e X F9 Windows Server lii&
Amazon Web Services (AWS) Windows Server Long-Term Servicing

Channel (LTSC) : Windows Server 2019

Microsoft Azure Windows Server Long-Term Servicing
Channel (LTSC) : Windows Server 2019

VMware vSphere Windows Server Semi-Annual Channel(SAC):
Windows Server 20H2

2.1.4. TR L%

5 OVN-Kubernetes BR AP ZMH — X FIPAEE, ARUNENESESR, 175 I TEIIAM 5

R TR T RIBEM TS S HNMLSE B Windows Server MR A KR!, KB 5 E M4
B, EER, OpenShift SDN M%$=Z OpenShift Container Platform SEEHIEIAMLS, {2, OpenShift
SDN X WMCO,

xR 21 EEM%TE

s 52 570 TIEAS

Amazon Web Services (AWS) f#F OVN-Kubernetes IR & RI%4%

Microsoft Azure f#F OVN-Kubernetes B3R & %%

VMware vSphere A BE L VXLAN iz O8 OVN-Kubernetes BIE &
W44

X 2.2. ;B & OVN-Kubernetes Windows Server X

1


https://docs.microsoft.com/en-us/windows/release-health/windows-server-release-info
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f#1fH OVN-Kubernetes B3RS M4 ¥ Windows Server fiZ

ZRIA VXLAN i/ Windows Server Long-Term Servicing
Channel (LTSC) : Windows Server 2019

HE X VXLAN %0 Windows Server Semi-Annual Channel(SAC):
Windows Server 20H2

Hth B

o EZ [ {FA OVN-Kubernetes BR &R & M4

2.2. WINDOWS T {Efii 8518

EEERHIZTT Windows TEfE, WITE %% Windows Machine Config Operator (WMCO)
WMCO 2—METF Linux B Operator, Biz{TEET Linux B control plane Flit&E T mLt, WMCO 1
SRHhEEIMEMEE Windows T EHRITE,

& 2.1. WMCO kit

A S & RedHat

Installs operator

Cluster admin —————————————» On cluster OperatorHub OpenShift 4
Windows machine E Windows virtual
config operator ieeesesses  Machine

Kube-proxy Hybrid-overlay
WMCB Kubelet Copy binaries
configure services
T s
Kube-proxy CNI Kubelet CNI

Hybrid-overlay L Configures J

Payload Windows machine config bootstrapper (WMCB)
& Watches

Results in creation of virtual machines [
Cluster admin ——»  Windows MachineSet —» Windows machine

1EERE Windows TEf#kRl, Bt — Windows iTE T s INAEEE, Windows TV SE&EERAH
& Windows T &, HASHMET Linux WITET R—i&i217. ETLLET B2 — Windows #l,
SRE KA — Windows ITE T s, LUIEE Windows Server i1 EH125, 1$z\/ﬁﬂf$n%$ﬁﬁﬁﬁm?
Windows EI’J7]‘T\ﬁ, VNS TER AT Docker HNHIR 252 1TH M ANZH BT Windows OS #if&.

E:2

BEl, 1E Windows 17 m A {# A Docker I8N A 252170, Kubernetes 3 A Docker
NEZIZITH, 1FHIEES A Kubernetes XA E) Docker FRE R, ERFEH Kubernetes
E{ThHRAHR, Containerd J¥2 Windows T ST X N A 2R i21THT,

WMCO Y5118 Windows 17484188, F&IE Windows Hl 28 HE SHENHERE, WMCO BEBEZ
Windows AL (VM) , LUMETETLUSEREIMA NITE T &,

12


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/networking/#configuring-hybrid-ovnkubernetes_configuring-hybrid-networking
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

%23 T WINDOWS BB T

2.2.;88A Windows #l Linux T{EfiE

o . Windows Linux Windows
== irtual machine @ containers @ containers
: o Linux NET core Windows traditional NET
Windows application ) ) ;
containers containers framework containers
Red Hat OpenShift Red Hat Enterprise . .
. . . O Microsoft Windows
> virtualization > Linux CoreOS N

| | |

\.0 RedHat
OpenShift Container Platform

WMCO £ &R hEE—NILBEM secret, 1% secret B —MNETF 5 Windows SEFI1%X B HIFAEH,
WMCO 7E5| FH R E I secret, FAIE—NAFEE secret, BT RALIER Windows MachineSet
SRAB|IAIZ secret, RfE, WMCO RS RN MR AAIETT A P EBUE secret, BT iXLEEIRE, Kt
A LAf#E A SSH 1% #E Windows REFIAL.

LEEE Windows EHINEIM EEE, B MERRUEE Linux T R— B AEEE Windows 7 &,
pacy=\

OpenShift Container Platform Web #2& 74 Linux 77 ;R 7] FH# Windows 17 IRt K%
MR EThEE, B2, BRIELEWE Windows 17 R _EiZ1TH pod BITE /i & #.

£ Windows TAE 1 #E E Windows 77 R Al # AR pod KRR, 7R, BRFT RIERFER, =X

Z, B ELLEH RuntimeClass %1% &4 Windows TEME S Linux T/EM EFIE M Windows iRA T
EREHFITE D,

2.3. WINDOWS i s2fR %%

B Windows T ¥ REZ LT 5 Windows HHXBIARSS :

Service Uiy

kubelet SEM Windows 7 R BIRHIRE,
BEMEED (CNI) & N Windows 7 R FFFI 4%,
Windows Machine Config BCi&E kubelet #1 CNI 34,

Bootstrapper (WMCB)

hybrid-overlay 32 OpenShift Container Platform EHLM%4ERSS (HNS) &

kube-proxy TET R EEFREHN], LA ERRLE.
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https://kubernetes.io/docs/setup/production-environment/windows/intro-windows-in-kubernetes/#networking
https://docs.microsoft.com/en-us/virtualization/windowscontainers/container-networking/architecture#container-network-management-with-host-network-service
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2 3 = J5 F WINDOWS & 23 TE %
EMSEEEHRI Windows TEMEEI, B REH OpenShift Container Platform OperatorHub #24
B9 Windows Machine Config Operator (WMCO) WMCO fEE B EEEZENEE Windows THE 7 #
B2,
FoRFM
Al LAFEAE A cluster-admin F{FREUNK 7 17717 OpenShift Container Platform &&%,

e B%% OpenShift CLI (oc) .

o EFAREREFEGNEMBRHRERR, NEMMAEBEENEMZRMTE install-config.yaml XX
% IE T platform: none FEX,

° TEﬁ%ﬁﬁE%TFﬁEOVN Kubernetes BB & ML%, XATIEEMREIRREPRK. NEFS
'fl:l Y] ﬁlﬂ@alﬁ/ﬂi = |__|Q§

® =17 OpenShift Container Platform &£k A 4.6.8 S E SR A,

Hth

=

i

® &% Windows Machine Config Operator B2 5 R &M, 1HSH T 2 Windows & 2s TIE 1%,

3.1. 2% WINDOWS MACHINE CONFIG OPERATOR

& A LUE A Web #4538 OpenShift CLI (oc) %% Windows Machine Config Operator.

3.1.1. {# [ Web & % %& Windows Machine Config Operator

&I LS A OpenShift Container Platform Web #2l & %% Windows Machine Config
Operator (WMCO)

it =

1. M OpenShift Container Platform Web #£#l& ##) Adminstrator Yl A Operators =
OperatorHub T,

2. f#F Filter by keyword £:1%4E1E B 5k #1¥3% Windows Machine Config Operator, =
Windows Machine Config Operator #1l,

3. #%& Operator {§ 2F H i Install,

4. £ Install Operator T{E 7 :
a. 1i#¥ stable #EVE - BHE, stable HiERIFRE WMCO MIRFTIEERA,
b. REMRX WHiLEE, FHN WMCO REEIER—mRZ R Fa M,

c. N WMCO 4% Installed Namespace, #A1IA Operator 1 an & 22 [E]2H openshift-
windows-machine-config-operator,

d. = Enable Operator recommended cluster monitoring on the Namespace’y WMCO 5 H
EREINEE,

e. EF—HUMSRRS.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/networking/#configuring-hybrid-ovnkubernetes
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#wmco-prerequisites_understanding-windows-container-workloads

% 3% 5 WINDOWS BB TEfi#

e Automatic SRB&fL1F Operator Lifecycle Manager (OLM) 7EG R A= BT B 5B #H
Operator,

e Manual ERKEEEEHEE L EILM A P L Operator B#.

1. |ifi Install, WMCO HI7EFI7E Installed Operators Tl A,

=
;E I%\

WMCO &£ B&&EEIEE XM & Z2[A A, 10 openshift-windows-machine-
config-operator,

2. BiF Status RN Succeeded LU\ IIREE T WMCO,

3.1.2. £ CLI %%k Windows Machine Config Operator

& A LUE A OpenShift CLI (oc) 2% Windows Machine Config Operator (WMCO)

it =
1. 3 WMCO @l dn & 2],

a. N WMCO fI/EZ— Namespace 5§ YAML X, #l31, wmco-namespace.yaml:

apiVersion: vi
kind: Namespace
metadata:
name: openshift-windows-machine-config-operator ﬂ
labels:
openshift.io/cluster-monitoring: "true"

ﬂ 1R 1E openshift-windows-machine-config-operator 4 22 5] A& WMCO,

© i WMCO RSB LIEBTILITE,

b. A& ZEH :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f wmco-namespace.yaml
2. WMCO 1| Operator 4,
a. filZ OperatorGroup %R YAML X4, 520, wmco-og.yaml :
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator

15



OpenShift Container Platform 4.8 OpenShift B Windows a8 #

spec:
targetNamespaces:
- openshift-windows-machine-config-operator

b. fllE Operator £ :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f wmco-og.yaml

3.y WMCO 17 [ ép & Z2 [,

a. f/E Subscription /& YAML X, #I#1, wmco-sub.yaml :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
channel: "stable"
installPlanApproval: "Automatic” g
name: "windows-machine-config-operator"
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace” ﬂ

5 7E stable £ 157,
wERLESREE, FliXE Automatic 2 Manual,

15 85 windows-machine-config-operator #({4 ;& ¥.#J redhat-operators Bk
B, HNR OpenShift Container Platform B REEZIRML A (BN EENE
Bt) , EIEERCE Operator LifeCycle Manager (OLM) B |2/ CatalogSource % §
B9 o

-

Q BRI EZEA, 5 openshift-marketplace T2\ OperatorHub B3R,

b. BRI :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f wmco-sub.yaml

WMCO i B %2 5| openshift-windows-machine-config-operator &1,
4. BUE WMCO 2% :

I $ oc get csv -n openshift-windows-machine-config-operator

16



% 3% 5 WINDOWS BB TEfi#

g H =1
NAME DISPLAY VERSION REPLACES PHASE
windows-machine-config-operator.2.0.0 Windows Machine Config Operator 2.0.0
Succeeded

3.2. 7 WINDOWS MACHINE CONFIG OPERATOR & SECRET

EiZ247 Windows Machine Config Operator (WMCO) , f&JIESEFAEARI WMCO R 2 (A Il —
M secret, XBERYF WMCO 5 Windows AL (VM) FHTEIE.

FRFM

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o TAZEEE RSA BHIM PEM Y,

i =
e E i) Windows EEIIHLAREERY secret:
$ oc create secret generic cloud-private-key --from-file=private-

key.pem=${HOME}/.ssh/<key> \
-n openshift-windows-machine-config-operator ﬂ

Q IR W/IIE WMCO 22 (8] R OIE2FA%H, 40 openshift-windows-machine-config-operator.
B ER SRR SN T AN AR,

3.3. HhH R
o NERET MY SSH A A B BREA T

o [ Operator JRINEISEEE.

17


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/installing/#ssh-agent-using_installing-azure-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/operators/#olm-adding-operators-to-a-cluster
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& 4 = 1)/ WINDOWS MACHINESET X1 &

4.1. £ AWS 0] WINDOWS MACHINESET % &

& A LAFE Amazon Web Services (AWS) _ERJ OpenShift Container Platform &&£ A iI]# Windows
MachineSet X & i B E B/, BN, EeTLIOIBEGMZRI Windows 2R MMERMEE, LR[S
89 Windows T4F i #55 % EIHTEY Windows #1285 L,

FoRFM

e BEf#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o [MRELUMEARZFM Windows IRFSERMFNRIFRTIBER, FHEMAT Docker 18X AIRIZITHITHE
JIIEERC

E:2

BEl, 1E Windows 17 m A {# A Docker I8N AB 252170, Kubernetes 3 A Docker
NEZIZITH, 1FHIEES A Kubernetes XA E) Docker FRE R, ERFEH Kubernetes
E{ThHRAR, Containerd J¥2 Windows T ST X N A 2R i21THT,

4.1.1. Machine API it

Machine APl f$E&F Lt il Cluster API T B I EZE F RS B E Y. OpenShift Container Platform HRAEZ

PAN
Ho

%fF OpenShift Container Platform 4.8 588%, Machine AP ERHRESEREHITAE TRENBESE
R, BTLHREMNEI, OpenShift Container Platform 4.8 EABHIAE ZEMEM e LIRET —
S B &,

R E R BRSO A2

Machine
T RENNEKREIT, H2REHE providerSpec #i%&, BT R N ARESEEREMITET ="K
FB, 10, Amazon Web Services (AWS) LB worker 17 mBIHl 2 KRBV AIRER & W E RO 23 K Y
FRT R RITTEIR,

&%

MachineSet FREN 230, HBREEA TR, SEHFENERT pod, MNRFEFE L2534 I
MR, A L R 2R 5EM replicas FERRIH B IEHIITEE R,

LT BEXHIRA NEFRINES IR -

U= EE S

MachineAutoscaler R B3 B=H IR, BRIUNEENSZEFN T RXER/NIRAT BR
R, VBT B4 tSEE RN s, ClusterAutoscaler Xf§777E/5, MachineAutoscaler
FREM, ClusterAutoscaler 1 MachineAutoscaler 75JR#48H ClusterAutoscalerOperator i §
R 4t,

SHEITRE

Etm,ﬁg?iﬁj‘i%ﬁﬁﬁmfﬁlﬁﬁ 7(£OpenShn‘t Container Platform 3R, ©i@idy BHLZRE API
k5 Machine API &, ERILINRD. TR, WEFEH GPU FERIRXBRESEHENYT RRSl, &AL
WEMSER, EEREN Pod TR, LMET I AKREER Pod H# T mLE%, EIAATLLX
BY B, UEALUT BT R, ERRYERT R,
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

& 4 %= ] WINDOWS MACHINESET %%

HBRERRE
MachineHealthCheck F{RFIRMIALAR AT A F AR ER TH G EMBR, AEEXZFHTE EEREH
B9t 25,

£ OpenShift Container Platform R4 3.11 /1, ETTERMMHEH 2 X, RAEBEFAATEENRE
%, B OpenShift Container Platform R4 4.1, LI ELEENED. BMREREET—XE,
AHREREFAURKEENEELLBENITAR, RE, BFENTERIESH, HEBEERS XN
BERS, RIRZAERE — XISk Ml EFT T EVERNE R, B BRREEFEPRHRRITERET
18,

4.1.2. AWS £ Windows MachineSet ¥/ # YAML 3=/l

It YAML RBIE X T —NTE Amazon Web Services (AWS) _EiZ1TH Windows MachineSet 1%, ©7
M & Windows Machine Config Operator (WMCO)

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-windows-worker-<zone> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role.kubernetes.io/worker: " 6
providerSpec:
value:
ami:
id: <windows_container_ami> g
apiVersion: awsproviderconfig.openshift.io/vibetal
blockDevices:
- ebs:
iops: 0
volumeSize: 120
volumeType: gp2
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:

19
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id: <infrastructure_id>-worker-profile @
instanceType: m5a.large
kind: AWSMachineProviderConfig
placement:

availabilityZone: <zone> m

region: <region>
securityGroups:

- filters:

- name: tag:Name
values:
- <infrastructure_id>-worker-sg @

subnet:

filters:

- name: tag:Name
values:
- <infrastructure_id>-private-<zone> @

tags:

- name: kubernetes.io/cluster/<infrastructure_id> @

value: owned

userDataSecret:

name: windows-user-data @

namespace: openshift-machine-api

QOOOODOM - LT E A LN BIER D HWEMR 1D, EALLZTL T HSRIKER
A5 1D

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

m‘é‘igﬁtﬂ%@*@ ID. worker 7% HIX,

I ERELE H Windows #1235,

¥ Windows T sRECE N iTELER,

EEREN RIS T Windows HE&EI AMI ID, &2 7718 F Windows Server 2019,
EE AWS X&, #0 us-east-1a,

EE AWS Xi, #0 us-east-1,

B WMCO BZ& 5 — Windows #2350 QI M, ~fa, PiARESW2:4HER T LUFE H windows-user-
data.

6@9@@@

4.1.3. fEHRE
BT REREOEMNESECHN, Ta0EE N SERASEBE LN E TSNS ITER

3
N
WiTlvo

FRFH

o IRE— OpenShift Container Platform %&%,

e L% OpenShift CLI (oc) o

20



it

e LIEA cluster-admin I [RHIFE - &5 &% oc.

& 4 %= ] WINDOWS MACHINESET %%

L -1 aaNEEEELHR (CR) A YAML X4, FHHGEN
<file_names>.yaml,
IR I%ZE <clusterlD> 1 <role> SHH,

a. MREFWEENFEFERLEWNME, EILUMEHFREINENERE

b

I $ oc get machinesets -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

- REREVIAREE

$ oc get machineset <machineset_name> -n\

I openshift-machine-api -o yaml

i tH 7 B

template:
metadata:
labels:

machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ

machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ .

@ RITRIRE,

2. DI MachineSet CR:

$ oc create -f <file_name>.yaml

3. EENSBEIK:

I $ oc get machineset -n openshift-machine-api

i tH 7 B
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NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

WA 324 T AN, DESIRED #] CURRENT MI(HAITE, MBENBERTHE, EEZHLOH,
REBRIZTHS,
4.1.4. HBHER
o HXEWHBENTLIER, ESH HESERY,

4.2. 1 AZURE _L 01|22 WINDOWSMACHINESET ¥ &

&\ LLTE Microsoft Azure £BJ OpenShift Container Platform 52/ 633 Windows MachineSet % & 3
HREEEM, i, EELLGIEEMZEN Windows HLESEFMAE XS, LUERZHEFM Windows T
HIEB R FTH Windows #l25 L.

FoRFM

e Bf# M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MR LMEARZFM Windows IRFSERMFNRIFRTIBR, FHEMAT Docker 1 XMAIRZITHITHE
JIlIEERC

E:2

BEl, 1E Windows 17 m A {# A Docker I8N A 252170, Kubernetes 3 A Docker
NEZIZITH, 1FHIEES A Kubernetes XA E) Docker FRE R, ERFEH Kubernetes
E1ThHRAR, Containerd J¥2 Windows T ST X N A 22170,

4.2.1. Machine API ik

Machine APl f$EF Ltz Cluster API T B I EZE RS B E Y. OpenShift Container Platform HRAE%
AN

Ho

% F OpenShift Container Platform 4.8 (£8%, Machine AP EERB LR ETREHITAME T AZNBEESE
EZE, BTLHREMZI, OpenShift Container Platform 4.8 EABHIAE T EMEM e LIRHET —
DS B & AR

PR ER RO AIZ :

Machine

R T R ENNELRE T, 125245 providerSpec &, AT N ARETZEARENITET S#
FB, 10, Amazon Web Services (AWS) LB worker 17 mBIHl 23 KRBV ATRER & A E RO 23 K Y
AT T TTEUE,

ek

MachineSet FREN 230, HBREEA TR, SEHFENERT pod, MRFEFE L2534 I
HiRE, A AR 2R 5EM replicas FERRIH B IBHIITEE R,
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

& 4 %= ] WINDOWS MACHINESET %%

»L/L-FEL-EX /ﬁ_.[jj$3¥m\\7]ﬂ%%lﬂ

U= EE S

MachineAutoscaler iR B3 B=HHINER. BRIUANEENSREFNT RXER/NIRAT BR
R, ¥28 B3 BRI LSRN =, ClusterAutoscaler X 1F1E/E, MachineAutoscaler
SREM, ClusterAutoscaler 1 MachineAutoscaler 75JR#48H ClusterAutoscalerOperator i §

?I'»E{/\o

SHAT R

LEFRE T LR E Y BIIH. & OpenShift Container Platform SX3lA, Bl EBHLZRE AP
k5 Machine API &, ERILINRZD. TR, WFEM GPU FERIRXBRESEHENYT BERS, &AL
WEMER, HEREN Pod HITIMENHRF, BRI AKREEMN Pod R L%, MILATLIX
BY REE, UEAU R R, BRRERHTT =

NaGERRE

MachineHealthCheck TR Al fe ML 2B 4 FARERIR S H IS EMER, ABREXFHNES LERHT
BIHL 2R,

£ OpenShift Container Platform R4 3.11 /1, AR H 2 X, RARBEFANTEENRE
#. B OpenShift Container Platform fRA& 412, IR TH/ENESD. EMISREREE—MXE,
HHREREFAURKEENERELLBENINTAR, RE, BFENTERIESHN, HEBEERS XN
BERS, IRIRZAERE — XISk Ml BT EVIESRNER. B BRREEEFEPEPRRITERET
18,

4.2.2. Azure &£ Windows MachineSet ¥} % YAML 7=l

It YAML RBITE X7 —NE Microsoft Azure £z 17HJ Windows MachineSet X4, Windows Machine
Config Operator (WMCO) aJ LA,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set name>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows ﬂ
spec:
metadata:
labels:
node-role kubernetes.io/worker: " G
providerSpec:
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value:
apiVersion: azureproviderconfig.openshift.io/vibetat
credentialsSecret:
name: azure-cloud-credentials
namespace: openshift-machine-api
image:
offer: WindowsServer
publisher: MicrosoftWindowsServer
resourcelD: ™"
sku: 2019-Datacenter-with-Containers
version: latest
kind: AzureMachineProviderSpec
location: <location>
managedldentity: <infrastructure_id>-identity m
networkResourceGroup: <infrastructure_id>-rg
osDisk:
diskSizeGB: 128
managedDisk:
storageAccountType: Premium_LRS
osType: Windows
publiclP: false
resourceGroup: <infrastructure_id>-rg @
subnet: <infrastructure_id>-worker-subnet
userDataSecret:
name: windows-user-data @
namespace: openshift-machine-api
vmSize: Standard_D2s_v3
vnet: <infrastructure_id>-vnet @
zone: "<zone>"

QOO0ODOM LT E A LN EIER D WEMR 1D, EALLZTL T HSRIKER
A5 1D:

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

mgi Windows #8235 %R, Azure £BY Windows W23 & FRAEERET 15 DNFERF, EIt, BTV
BFHERM AN, VSRELMTEET 9 NFFT.

2R ESE N Windows #1858,

1 Windows 11 RECE 1T EHL2R.

18E—1 WindowsServer $it%, ©E LT 2019-Datacenter-with-Containers SKU,
187 Azure X5, #l centralus,

B WMCO BZ& 5 — Windows #2358 QI M, ~ia, PiAREW2:4HER A LUFE H windows-user-
data.

5 66@@9

IBEMAEMKX (region) AEREN IR (zone), HRIEMIMX ZFFEEEHXE,

4.2.3. HEYBRE
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& 4 %= ] WINDOWS MACHINESET %%

PRT REEFUENNSGEZHS, LA0EA CHNSERNEEBEFENRE TS TER

N
WiTvo

FRFM

o ERE— OpenShift Container Platform &&%,
o % OpenShift CLI (oc) &

o LIEA cluster-admin I [RHIFE - &5 &% oc.

it
1 fIE—IEaEEEEE LR (CR) TAIBE YAML X4, FHRHESEN

<file_name>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

a. MREFWEENFEFERLEWME, EILUMEHFREINENERE

I $ oc get machinesets -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. ERFENRZENIE -

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7 B

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ £,

@ RUTRIRE,

2. DIE#HAH MachineSet CR:
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I $ oc create -f <file_name>.yaml

3. EENSBEIK:

I $ oc get machineset -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

s A 324 T AN, DESIRED #] CURRENT MI(HAITE, MBENBERTE, EEZHL048,
REBRIZTRS,
4.2.4. B iR
o HXEWHBENTLIEE, ESH HESERY,

4.3. 1 VSPHERE L1/ WINDOWS MACHINESET % £
& T LAFE VMware vSphere E£#J OpenShift Container Platform &£ H |2 Windows MachineSet ¥ %

RS EEM, Flm, EeTLioEBEmMZEN Windows Ml MExEs, LUESZEM Windows TE
BB EIFH Windows 25 L,

FoRFM

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o [MRELUMERARZFM Windows RFSERMFNRIFRSIBER, FHEMT Docker 1M A IRIZITHITE
JIlIEERC

E:2

BEl, 1E Windows 17 m A {# A Docker I8N B 252170, Kubernetes 3 A Docker
NEZIZITH, 1FHIEES A Kubernetes XA E) Docker FRE R, ERFEH Kubernetes
E{THRAR, Containerd J¥2 Windows T ST X N A 22170,

4.3.1. Machine API it

Machine APl f$EF Lt il Cluster API T B I EZE FR S B E Y. OpenShift Container Platform HRAE%
AN

Ho

% F OpenShift Container Platform 4.8 (28, Machine AP| EEHB LR ETREHITAMAE T AZHNBEELE
HRE, BTLHREMNEI, OpenShift Container Platform 4.8 EABHIAE T EMEM e LIRET —
DS B & A
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

& 4 %= ] WINDOWS MACHINESET %%

PR E R SR D A2

Machine

R mENEARHTT, H23EH providerSpec %, ATHM N ARSEAIRENITET =K
B, fBIa0, Amazon Web Services (AWS) LB worker T7 mBIH3F KB AT RE R TE U HF EIN 23 R B
AT R TTER,

ek

MachineSet FREN 2. VBREEA TR, SEFENERT pod, MRFEFE L 253N 4HE I
HiRE, A AR 2R 5EM replicas FERRIH B IEHIITEE R,

LT BEXHIRA NEFRINES IR -

U= EE S

MachineAutoscaler iR B3 B=HHINER. BRIUNEENSZEFN T RXER/NIRAT BR
R, VBT BRI tSEE RN &, ClusterAutoscaler Xf§777E/5, MachineAutoscaler
SREM, ClusterAutoscaler 1 MachineAutoscaler 75JR#48H ClusterAutoscalerOperator 5 §

R4,

SHAT R

Etm,ﬁg?iﬁj‘i%ﬁﬁﬁmfﬁlﬁﬁ = OpenShlft Container Platform SEHIfR, ©i@idy BHLZRE API
k5 Machine API &, ERILLNRZD. TR, WFEM GPU FERIRXBRESEHENYT RERSl, &AL
WEMER, EEREN Pod TR, LMET I AKREER Pod H# TTmLE%, EIAATLLX
BY B, UEALUT BRT R, ERRYERT R,

HBRREE

MachineHealthCheck TR Al fe Il 2B 4 FARERIR S HISEMER, ABREXFHNES LERHT
RIS,

£ OpenShift Container Platform R4 3.11 /1, ETTERMMHEH 2 X, RARBEFANTEENRE
#. B OpenShift Container Platform fRA& 412, iR ET/ENEZ. BMISEREE—1X,
HHREREFAURKEENEEL LTSI TAR, RE, BFENTERIESHN, EBEERN XN
BERT, fRIA%ERE — DRIk o EH T ENSENER. B BREREEHEMBERANRTRIRMET
@TQ

4.3.2. 5y Windows & 23 TE i # 44 vSphere If1E

i@ A8 vSphere Windows VM & 53 /5 B 5 WMCO BIRER API BR5528 815 3k 7 Windows
A 8s TS vSphere If1E,

4.3.2.1. fll# vSphere Windows I &5 5 &

]2 vSphere Windows L (VM) &R iR,

FoRFM

o MBI T I/ NN, AT OpenSSH RS 2P EBEE T RIIME ML, ARFIE
Windows Machine Config Operator(WMCO) & 2 i B EFAEH, XBERIF WMCO &
Windows BN TEBE, METREZHEMER, ESH"N Windows Machine Config
Operator Bgi& secret” &84

.
;E I%\

1E0I# Windows BN Z NMERH, ETER Microsoft PowerShell 345, AIgFH
B PowerShell fp 5 PS C:\> RIZLX 2
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https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
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it =3
1. /A Windows Server Semi-Annual Channel(SAC)#E vSphere & i A 61/ — N E AN

28

. IBWTAE Windows REFUAL A OERTEIRE KA, LASS ¥Rt

Windows Server 20H2 ISO %1%, HF&E Microsoft patch KB4565351, HTE XN T KX E
1E vSphere L &EEEREATER VXLAN UDP im0, MBEZELR, 1HS1H VMware X4,

2. 7£ Windows E#H EZREEFEE VMware Tools kA 11.0.6 B S hkA, MEEZER, S

VMware Tools 314,

3. £ Windows BN LZET VMware Tools [§, IEWIFLLTHEA :

a. The C:\ProgramData\VMware\VMware Tools\tools.conf X4 #F1E, FHHAEUTEE :
I exclude-nics=

IR tools.conf SXHAETE, NI{EA exclude-nics 1EIEUE B i%E 2 E O BIZXX
{¢O

& BBEBTESESTE Windows BN _EERBITEE vNIC TR 2B,
b. Windows EFUHNLIE vCenter FAE—NEMA IP Hbilt :

I C:\> ipconfig
c. VMTools Windows BRZ5IE1EiZ1T :

I PS C:\> Get-Service -Name VMTools | Select Status, StartType

. 1£ Windows EfIH_ERZEFEE OpenSSH ARF52R. WIH THRELSIFMER, ES M Microsoft

B X %45 OpenSSH BIXHY,

. HEEBAFEE SSH RN R, FHIFIE S Microsoft XASMEIE G H 7,

2

ISP ERNAHNITSHEETE WMCO R ZEH R OEFAHN N, EESER
B secret, MNETRELIFEAELR, 1EEM"H Windows Machine Config
Operator Bgi& secret” &84,

. ¥2B8 Microsoft 314 £ Windows E## E&% docker A 25217,

S

EENE

Bl
m
o
i
N
a2
7.'
3
2

1£ TCP %0 10250 A 0188 Fh AR

PS C:\> New-NetFirewallRule -DisplayName "ContainerLogsPort" -LocalPort 10250 -
Enabled True -Direction Inbound -Protocol TCP -Action Allow -EdgeTraversalPolicy Allow

. 5EP& Windows UM, SEEMNATESFBIER. BIE VMware M43 T SR IN 52 (2 1A [E 1Y,

MEAT REZIFIMER.

. TE7EFEM Windows EFIHLLE, 24T Windows Sysprep & :

C:\> C:\Windows\System32\Sysprep\sysprep.exe /generalize /oobe /shutdown /unattend:
<path_to_unattend.xml>


https://support.microsoft.com/en-us/help/4565351/windows-10-update-kb4565351
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.hostclient.doc/GUID-77AB6625-F968-4983-A230-A020C0A70326.html
https://docs.vmware.com/en/VMware-Tools/index.html
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement#administrative-user
https://docs.microsoft.com/en-us/virtualization/windowscontainers/quick-start/set-up-environment?tabs=Windows-Server
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-1E185A80-0B97-4B46-A32B-3EF8F309BEED.html
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation

& 4 %= ] WINDOWS MACHINESET %%

ﬂ 5 E unattend.xml STEHEBIERR,

=
;E I%\

XTFIEA LATE Windows $2{&F21T sysprep S S HLREAE — N R, MEFZ(E
B, &S Microsoft X4,

RMT unattend.xml =B, B4 WMCO FrRBIFIE R R, BRIERXN R, ETEERE
E3E

5l 4.1. unattend.xml =6

<?xml version="1.0" encoding="UTF-8"7>
<unattend xmins="urn:schemas-microsoft-com:unattend">
<settings pass="specialize">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
International-Core" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS">
<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UlLanguage>en-US</UlLanguage>
<UlLanguageFallback>en-US</UlLanguageFallback>
<UserLocale>en-US</UserLocale>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Security-SPP-UX" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<SkipAutoActivation>true</SkipAutoActivation>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
SQMApI" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<CEIPEnabled>0</CEIPEnabled>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<ComputerName>winhost</ComputerName> ﬂ
</component>
</settings>
<settings pass="oobeSystem">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<AutoLogon>
<Enabledsfalse</Enabled> @)
</AutoLogon>
<OOBE>
<HideEULAPage>true</HideEULAPage>
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation#limits-on-how-many-times-you-can-run-sysprep
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<HidelLocalAccountScreen>true</HidelLocalAccountScreen>
<HideOEMRegistrationScreen>true</HideOEMRegistrationScreen>
<HideOnlineAccountScreens>true</HideOnlineAccountScreens>
<HideWirelessSetuplnOOBE>true</HideWirelessSetuplnOOBE>
<NetworkLocation>Work</NetworkLocation>
<ProtectYourPC>1</ProtectYourPC>
<SkipMachineOOBE >true</SkipMachineOOBE >
<SkipUserOOBE>true</SkipUserOOBE>

</OOBE>

<RegisteredOrganization>Organization</RegisteredOrganization>

<RegisteredOwner>Owner</RegisteredOwner>

<DisableAutoDaylightTimeSet>false</DisableAutoDaylightTimeSet>

<TimeZone>Eastern Standard Time</TimeZone>

<UserAccounts>
<AdministratorPassword>

<Value>MyPassword</Value> 6
<PlainText>true</PlainText>

</AdministratorPassword>

</UserAccounts>

</component>
</settings>
</unattend>

Q 16 ComputerName, ©W%F58E1E Kubernetes ZFFIA, X LEMAR IS A FIEOREH
REFUALI 72 4 A B AEAR R HUATHY Guest OS B E

Q ZRBEMER, ERAERSNEREE KT AL ENREMNE, XEMINE, T
CET S

9 % MyPassword 5 RFE i Administrator T BOBETE, X AIBA LB
Administrator 1K P BRIATIA Z A BRIE, & Microsoft W15 i ) & £ 5L B,

Sysprep TEEMKE, Windows EFINIF KA, EASH R ELEMA KT 7 E A,
10. & Windows EFIHLEEH: vCenter FHRIIERR

4.3.2.1.1. Hib ¥R

® /j Windows Machine Config Operator EZi& secret

4.3.2.2. £ vSphere £J3 5 WMCO HIRER API fRSS 23815

Windows Machine Config Operator (WMCO) MMEB API iR 55 28l st T #k Ignition BRB XX {4, EAH
5 WEB API BRS538B1E, LMEER Windows BEFUMNL AT LA T Ignition EBE XX, MBCEBIEINL LR
kubelet REES AER API AR S5 20B1E.

FERFH
o (RBEE vSphere LR T &8,

it =
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https://kubernetes.io/docs/concepts/overview/working-with-objects/names
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-5B3737CC-28DB-4334-BD18-6E12011CDC9F.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#configuring-secret-for-wmco_enabling-windows-container-workloads

& 4 %= ] WINDOWS MACHINESET %%

e Jj api-int.<cluster_name>.<base_domain> {I1— N HTEY DNS I, ©igMEAER API fRSS 23
URL api.<cluster_names>.<base_domain>, iX®a L2 —4 CNAME 5—1 ALK,

FE
AER APl iR s 208, F 7 vSphere LANAE R LEM—ERD,

4.3.3. vSphere _E Windows MachineSet ¥ 1 YAML /5l

Ltk YAML 7RBIZE X7 —/NE VMware vSphere £iZ1TH) Windows MachineSet X%, Windows Machine
Config Operator (WMCO) ®JHiR,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set name>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role kubernetes.io/worker: " G
providerSpec:
value:
apiVersion: vsphereprovider.openshift.io/vibetal
credentialsSecret:
name: vsphere-cloud-credentials
diskGiB: 128
kind: VSphereMachineProviderSpec
memoryMiB: 16384
network:
devices:
- networkName: "<vm_network_name>"
numCPUs: 4
numCoresPerSocket: 1
snapshot: "
template: <windows_vm_template_name> @
userDataSecret:
name: windows-user-data m
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workspace:
datacenter: <vcenter_datacenter_name> @
datastore: <vcenter_datastore name> @
folder: <vcenter_vm_folder_path> @
resourcePool: <vsphere_resource_pool> @
server: <vcenter_server_ip>

QOO - cETESERRHNAZENER D ORI D, EALLGETUT o4 RKEEMRE ID:

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

m‘ﬁi Windows #l2s5 &5, BT vSphere AN A BTG, WS XENBMTEERT 9

o 909

OO0 9

NERF,
IS H185B2 & v Windows #1285,
5 Windows i mBL B N1t BEHL25.

EEEFMIARELERIM vSphere VM [%%, LRI ML R AR R P EAD Linux iTEALZRATALEY
&,

1B E EF M Windows vSphere EFINERITTERR R, U golden-images/windows-server-
template, & FR4ITEME—,

BE
FAEEERBEVIER. VM BIROIRFF XA, B Windows 125 5ef&.

[EENENER S EVHARIRECE S TE EREN, XEARLEeRBFEITEN
ST LUK FR B iE BOARAR .

LWEIE T 58— Windows #1236, windows-user-data B WMCO i, 2f5, FiBEEENSAEE
7] LA#E A windows-user-data.

15 E Z I 2REEBZE IR vCenter Datacenter,

B EE BN ERER vCenter Datastore,

187 vCenter # vSphere B4 RAERR, 40 /dc1/vm/user-inst-5ddjd.
Ak IR Windows EFIHLIEE vSphere BiRME,

87 vCenter fRS5%5 IP LR EE .

4.3.4. 0ENRE
BT REBREORMNESECN, Ta0EE N ISERASEE LM E TR SITE R

TFo

FoRFM
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e L% OpenShift CLI (oc) o



it

o LIEA cluster-admin I [RHIFE - &5 &% oc.

& 4 %= ] WINDOWS MACHINESET %%

L -1 aaNEEEELHR (CR) A YAML X4, FHHGEN
<file_names>.yaml,
IR I%ZE <clusterlD> 1 <role> SHH,

a. MREFWEENFEFERLEWNME, EILUMEHFREINENERE

b

I $ oc get machinesets -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

- REREVIAREE

$ oc get machineset <machineset_name> -n\

I openshift-machine-api -o yaml

i tH 7 B

template:
metadata:
labels:

machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ

machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ =,

@ RUTRIRE,

2. DI MachineSet CR:

$ oc create -f <file_name>.yaml

3. EENSBEIK:

I $ oc get machineset -n openshift-machine-api

i tH 7 B
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NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LIV EEE AN, DESIRED #1 CURRENT HERILE., MRNBEFTH, EFRHFLOH,
REBRIZITRS.

4.3.5. Hfth ¥R
o HXTEBHBRENTSIER, HBI NESHERY,
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% 5% 4 WINDOWS BB TEfi#k

%5 5 = i WINDOWS &2 TEf 3
&R LARF Windows TAE i #E 2] Windows 11 &7 &,
SoRFM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o A LUEMA Windows B2s1E N OS %1%, F/G B T Docker NI AR 22 THI M INZE 4,

o MMBENIET Windows 255,

E:2

BEl, 1E Windows 17 m A {# A Docker I8N AB 252170, Kubernetes 3 A Docker
NEZIZITH, 1FHIEESH Kubernetes XA E) Docker FRE R, ERFEH Kubernetes
E{THRAR, Containerd J¥2 Windows T ST X N A 2R21THT,

5.1. WINDOWS POD &
EERPERE Windows THEM AT, E%/MEE Windows 7T RV, MUMBEERDE pod, EETHE
Windows 17 mBIHl2s/E, SALUMEREE Linux "RIERNAEATERE, B, 5 Windows pod A
F5E LB Windows TR LBARTH, TLUERIG R, BRI sk ENEH,
MBHE—NERD, BEMRERTLURIZITE D Windows OS 284k, 47718 RuntimeClass 1%
Windows pod BREFEIEAR Windows OS ZB{F, flaN, MNREFZERRE Windows Server BeshRAHIZTEZ D
Windows 7 s, &EEFAf¥ Windows pod JAE B R 3EAM Windows OS ZB{E, I hEREEHINED
Windows OS ZF{AEZ & RuntimeClass X%, fMIREEHAHRE— Windows OS 254K, NIE W EFEA
RuntimeClass %,
MBRLZER, ESHMPAEXENMNESFMAFZEER T,
HMEER

o (FHRAERRFIEE pod NE

o (FAT M5 mITH pod HiE

o EAT RIEFERN pod RMEERET =

5.2. 6]32 RUNTIMECLASS % 5 sk 3 5 H E M &

{# A RuntimeClass X R &1L T HAENGINGER, N5 SfMA R ; EaTUEE— N7 Rk HEEBH)E
SMAR, RENENAE pod, BNElTHAEREIENT A, EXFSIIMRERGDANERH, 15
B0 21T 3R,

e

1. @& RuntimeClass /% YAML 3, 40, runtime-class.yaml :

apiVersion: node.k8s.io/vibetai
kind: RuntimeClass
metadata:

name: <runtime_class_name> ﬂ
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
https://docs.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/update-containers#host-and-container-version-compatibility
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-about
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-node-selectors
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handler: 'docker’
scheduling:
nodeSelector: g
kubernetes.io/os: 'windows'
kubernetes.io/arch: 'amd64'
node.kubernetes.io/windows-build: '10.0.17763'
tolerations: 6
- effect: NoSchedule
key: os
operator: Equal
value: "Windows"

ﬂ 157 RuntimeClass X/ R &, ZEMEMER ST REER pod HE L,

9 B FEHX MBI M R EERNIRE, ERLETHERN Pod REEVHE RIS ki
RICECH T s, JBITHT M LRSS pod LA T ML & F, T HREMEIE
pod A EITY =,

9 IBEET pod MM AR (FEEEE) , HEAITRPEALZTNEZT. XFEH
pod FLZITHf KBVFHIT R

2. fi]# RuntimeClass %% :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f runtime-class.yaml
3. ¥ RuntimeClass *f R FAEIfEH pod, LAFAREHEEEE LAIRIERGUZIA
apiVersion: vi
kind: Pod
metadata:
name: my-windows-pod

spec:
runtimeClassName: <runtime_class_name> ﬂ

© ETEE pod AEMIEINE,

5.3. WINDOWS & 23 T1E 71 & 2R B A
1£8 Windows iTETT S ARG, Ea LIS Windows B85 T Z SR E RIEREH,

" XDRBIEENHRSE

Service X R~
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apiVersion: vi
kind: Service
metadata:
name: win-webserver
labels:
app: win-webserver
spec:
ports:
# the port that this service should serve on
- port: 80
targetPort: 80
selector:
app: win-webserver
type: LoadBalancer

Deployment X 7~

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
selector:
matchLabels:
app: win-webserver
replicas: 1
template:
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
tolerations:
- key: "os"
value: "Windows"
Effect: "NoSchedule"
containers:
- name: windowswebserver
image: mcr.microsoft.com/windows/servercore:ltsc2019
imagePullPolicy: IfNotPresent
command:
- powershell.exe
- -command
- $listener = New-Object System.Net.HttpListener; $listener.Prefixes.Add('http://*:80/');
$listener.Start();Write-Host('Listening at http://*:80/'); while ($listener.IsListening) { $context =
$listener.GetContext(); $response = $context.Response; $content="<html><body><H1>Red Hat
OpenShift + Windows Container Workloads</H1></body></htmli>'; $buffer =
[System.Text.Encoding]::UTF8.GetBytes($content); $response.ContentLength64 = $buffer.Length;
$response.OutputStream.Write($buffer, 0, $buffer.Length); $response.Close(); };
securityContext:
windowsOptions:
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runAsUserName: "ContainerAdministrator”
nodeSelector:
kubernetes.io/os: windows
R
L& mcr.microsoft.com/powershell:<tag> R EET, BURTFHSE LN

pwsh.exe, #1R{EMA mcr.microsoft.com/windows/servercore:<tag> A3 %%, Nk
AR ZE B E L powershell.exe, IIFEZER, HESHBEPEIXXHE,

5.4. Fohi RS
SENBRENTNSMRIBEG], ERIUFDHT BINRE,

XMEESE2ATN. RERFESHEMRBRERRER, BEXN. AP ESFNEMRIILE AN S
%

FTRFH

o % OpenShift Container Platform %£2£# oc fr 517,

e LIEA cluster-admin U RHIFE - &5 &% oc.

Pt
1. EEREPHINSGE -

I $ oc get machinesets -n openshift-machine-api

HL2R%E L <clusterid>-worker-<aws-region-az> B9 51 H,

2. T'RNSBRE
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
HE -

I $ oc edit machineset <machineset> -n openshift-machine-api

I

AR LAN LU YAML k9 R85 -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

BRI B EN SRR, FELLOHLUEHNETTA,
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25 6 Z WINDOWS i | A4
& A LLE T F+2 Windows Machine Config Operator (WMCO) , LUfafR Windows 17 m BB &HTHE
o
6.1. WINDOWS MACHINE CONFIG OPERATOR #H%

YR 5 URIRERATREH Windows Machine Config Operator (WMCO) BIEThRAHNS, Operator &
RIBFLER T I HERE TR, 1E#E M Operator Lifecycle Manager (OLM) Bf&%i#E®, WMCO
FHRETE Windows HLEgA 4 Kubernetes ZH#FH .

B ==
;E I%\

MRBARE WMCO BIFTIRAF A LFEAELRERTE, NSIE WMCO e ZEAHhER
openshift.io/cluster-monitoring=true 1155, INRIFZIRZRMEI B FERN WMCO w4
o], FEBZEET Windows T, EJ/F WMCO pod KA1 R G IEE .

K F IR AN, WMCO £ IEZ T WMCO MRAESER) Windows M5, FHERANAIMRAEROIZE
fle XATLURILMBR Machine M RETM, X&FH Windows 11 mBEZEMIMIER. HETFFHYL, WMCO
SNFRBEENT RNINRAER. EASIRED, RETEBHPOTLESSBMPRFER O Windows
Mg, EREAIOIFRPEDIRSHIPRT, WMCO —RREH — Windows #1285,

E:2

WMCO Ui 75 B #T Kubernetes 4, A5 Windows 2 1ERFEH., EIECIBEIIAN
IR Mt Windows Hitk, HILEEEREEHFNGR. ELLETE® MachineSet spec
Fh B ER IR EC B SR IR L HTHY Windows 4.

0T A R MEMA Operator Lifecycle Manager (OLM) 17 Operator ARMELER, ESHAN D RE
B Operator,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/operators/#olm-upgrading-operators
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%% 7 = {#F BRING-YOUR-OWN-HOST (BYOH) WINDOWS =431
E97T R
Wi B EHL (BYOH), A ALAEHIEE Windows Server EFINBIAR, FHFHE1H A OpenShift
Container Platform, BYOH Windows SE#IiE & EE7E Windows AR S5 2R AL 2% R B X AT BI R - 238
7.1. B2 BYOH WINDOWS .43
B2 BYOH Windows SXIFEE/E WMCO 6p4 22 [ O] B Bic B AR &Y
SoIRFM
EENTT M INEIEEEAIEST Windows SLHIERATH B IATEXK :
o SLf| B & Docker BEHZITHT,
o PN SEREHRR Linux worker 17 m L F R — ML,
o im0 22 WA FITFRES, #HEIEEIZ1T SSH RS
o SSH ARS52RAIEKIA shell 72 Windows 7% shell 2% cmd.exe,
e i 10250 AL FHT RS T el &E B 5.
o FEAAFNKREBI—1EH, BIE secret EHRHEAEN—MRIN SSH A,
o INRIKETE vSphere L3 BYOH Windows LI, NIwA7H S AER AP BRSS 2389815,
o SUFIMENZLIENE RFC 1123 DNS IR ER, HhaEU T
o NBENEFREFFRN -,
o LIFRHEFFRIT L,
o LIFRHEFFRLE.
iz

1. £ WMCO %% 22 [a dh il — 4 -y windows-instances B ConfigMap, ATt E RN
Windows 245,

=
;E I%\

HBACECERS ) data B BIENRE, FERAMIFNXRETF, {E79 username=
<usernames,

P B AR 5 7 51

kind: ConfigMap
apiVersion: vi
metadata:
name: windows-instances
namespace: openshift-windows-machine-config-operator
data:

10.1.42.1: |- @)
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https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_server_configuration#configuring-the-default-shell-for-openssh-in-windows
https://datatracker.ietf.org/doc/html/rfc1123

%5 7 = {§1/ BRING-YOUR-OWN-HOST (BYOH) WINDOWS SEHI4E 75 s

username=Administrator g
instance.example.com: |-
username=core

@ =& SSHIERBSAIMMhL, AR DNS B IPv4 Hhik, PTRIZELIISEMER
e A T ARATSLBIE AL BOMAE N T, 8RR [ DNS K

‘9 FARFGHOIRNEE AL,

7.2. & BYOH WINDOWS =243l

18R] Lo I RREC B R A 5L 51 5% B SEHIBRRS HEI SR 8% 89 BYOH S5, HIBRSEHIRTERINEISRRE 2 AT
ZEBIIRE B ERTE, ERBAENESRZTH THEBRRIRMENXLLEH,

E 2 MIBRSERI, HTERRMS WMCO FILSBIRAE AIZSEHI, Hitn, ZEM_EFIH R 10.1.42.1 5
B, BREMMSEISIUTRES :

kind: ConfigMap
apiVersion: vi
metadata:

name: windows-instances

namespace: openshift-windows-machine-config-operator
data:

instance.example.com: |-

username=core

fitik% windows-instances # 1 A BUEII RN T mBYFTAE Windows SLBIEYTE K,
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2 8 = IR WINDOWS 7 &

8.1. R —r E BI85
AT AR T HOALES,

FRFM

o % OpenShift Container Platform &8 :
o L% OpenShift CLI (oc) .

e LIEA cluster-admin I [RHIFE - &9 &% oc.

it =
1. BEERRDNG, HEIERFREVLE

I $ oc get machine -n openshift-machine-api
okt EE <clusterid>-worker-<cloud_regions & EIH 23513,

2. fHERHLES -

I $ oc delete machine <machine> -n openshift-machine-api

2

BANERT, MSBEEHSRSZNHEENS LZITHT R, BERIR L, EELE
BERT, MEERERE T pod WAREITIE, T RBFZZRFRIETTENITMN, MM

SEBNBTEWMER, ERIUEREN SR LF A "machine.openshift.io/exclude-

node-draining" Ef KRBT HEZZ T RN TR, IMREMIRIIVZZBE FNSRSE, N
ILEP O — DN ETHLER SR B IS E MBI AR E K,
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% 9= 2 WINDOWS R T

590 = 2 WINDOWS B TEM#E

&\ L@ BN Windows Machine Config Operator (WMCO) , FflkR%ZE WMCO KBRS &
2], EEMZ1T Windows 23 TVE M EBIEES.

9.1. #lEk WINDOWS MACHINE CONFIG OPERATOR

&0 LLME B ENE; Windows Machine Config Operator (WMCO)

FoRFM

o JHERIEE Windows TEf 9 Windows Machine %%,

it =

1. 1£ Operators - OperatorHub T{E, {# Filter by keyword &4k 3 Red Hat
Windows Machine Config Operator.,

2. m Red Hat Windows Machine Config Operatoriyfil, Operator Tz B %2 1% Operator,

3. £ Windows Machine Config Operator ## & TIE#, = Uninstall,

9.2. iR WINDOWS MACHINE CONFIG OPERATOR #p 4422 H]

BT LU R BRI A Windows Machine Config Operator (WMCO) 4R BIf & (],

FoRFMH
e WMCO EMERHZIR.

it =

1. B openshift-windows-machine-config-operator 4542 22 7] h 8/ BT A Windows TE i
£

I $ oc delete --all pods --namespace=openshift-windows-machine-config-operator

2. 3%1E openshift-windows-machine-config-operator @& 22 AR BIFT A pod 2 & EMIFR, =4
FAIERE -

I $ oc get pods --namespace openshift-windows-machine-config-operator
3. k& openshift-windows-machine-config-operator @& 22 4] :
I $ oc delete namespace openshift-windows-machine-config-operator
He R
o MEEEHER Operator

o fiB& Windows 7 52
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#removing-windows-nodes
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