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https://access.redhat.com/support/offerings/production/soc/
https://access.redhat.com/support/offerings/production/sla
http://access.redhat.com/
https://access.redhat.com/support/policy/updates/openshift#windows
https://access.redhat.com/errata/RHBA-2023:0748
https://issues.redhat.com/browse/OCPBUGS-5065
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/windows_container_support_for_openshift/#creating-windows-machineset-gcp
https://bugzilla.redhat.com/show_bug.cgi?id=2107261
https://issues.redhat.com/browse/OCPBUGS-3573
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/windows_container_support_for_openshift/#installing-wmco-using-web-console_enabling-windows-container-workloads
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/windows_container_support_for_openshift/#windows-containers-release-notes-limitations_windows-containers-release-notes
https://docs.microsoft.com/en-us/windows/release-health/windows-server-release-info
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https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
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https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management?extIdCarryOver=true&sc_cid=701f2000001OH74AAG#about-cost-management_getting-started
https://developers.redhat.com/products/openshift-local/overview
https://kubernetes.io/docs/concepts/windows/intro/#limitations
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https://kubernetes.io/docs/concepts/policy/pod-security-policy/
https://docs.microsoft.com/en-us/windows/release-health/windows-server-release-info
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
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https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/networking/#configuring-hybrid-ovnkubernetes_configuring-hybrid-networking
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AT LA SSH i # 2] Windows UL,

YEEE Windows EHINEIM EEE, B LMERRUEE Linux T R— LS Windows 7 &,
pay=\

OpenShift Container Platform Web #2& 74 Linux 17 ;)R 7] FH# Windows 17 IRt K%
MR EThEE, B2, BRIELEWE Windows 17 R _EiZ1TH pod BITE i &R

£ Windows TAE M #HE E Windows 77 R Al # AR pod KRR, 175 R. BRFT RUERFER, =X

Z, Bt ELLEH RuntimeClass X% &4 Windows TEME S Linux T/EMEFIE M Windows kAT
EREHFITE D,

3.3. WINDOWS i 2R %%

B Windows T mg&RE LTS Windows HEXHIARSS :

Service Uiy

kubelet SEM Windows 7 R BEIRHIRE,

Container Network Interface 9 Windows 7 R FFR%5,

(CNI) $&E4

Windows L5l Be & <7432 4P TE Windows S5 EIZTBIRR B AR SSHORAS, LABAIRSEBIFEE worker
(WICD) T o
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https://kubernetes.io/docs/setup/production-environment/windows/intro-windows-in-kubernetes/#networking

& 33 T WINDOWS BB T EM#E:

Service Uiy
Windows Exporter M Windows 7 81 5 Hi Prometheus &#r
Kubernetes Cloud Controller 5EZ Azure TEBXE
Manager (CCM)
hybrid-overlay 32 OpenShift Container Platform EHLM%4RSS (HNS) &
kube-proxy TR EZET RGN, LARTFHEREE,
BEBITHS BHETENRRE MR,
3.4. S HIBRH!

EEAR WMCO BHEB Windows TR (Windows 7)) I, 1EFEBLLTBRA :
e Windows 7 m EAREZHFLLT OpenShift Container Platform ThEE :
o Red Hat OpenShift Developer CLI (odo)
o HEfRiE
o  OpenShift Pipelines
o OpenShift Service Mesh
o OpenShift ¥ A E LB E
o OpenShift Serverless

o Pod #ABMT &

o

Pod ZEEEHIIY &

e Windows 11 R ERZHRFLL LI AE
o ZIHERAEIE
o Red Hat OpenShift Local

e Windows TI mAZIFMALE registry FHIENA SRR, WA LUERA A registry FBYHRR, =T
FIEY (pull) HE&.

e Windows T R EAEERE /B TF M E, B MERBEREMGELETFENE,

o HAKISEHNREMERPIIHR Windows TR, iIXZRFEN WMCO TR TR M ERNRIEE
ERERE,

o TEEFFFEREMIAER, A2 Windows T s,

® Red Hat OpenShift support for Windows Containers A~ X #3815 A4k im O FE &R BF A 7R I0 Windows
T Re NN Windows 17 mRME— X FFRIM LS EC B 2Rt 9 VLAN fZ 5 /15 im0,
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https://github.com/openshift/prometheus-community-windows_exporter
https://kubernetes.io/docs/concepts/architecture/cloud-controller/
https://docs.microsoft.com/en-us/virtualization/windowscontainers/container-networking/architecture#container-network-management-with-host-network-service
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management?extIdCarryOver=true&sc_cid=701f2000001OH74AAG#about-cost-management_getting-started
https://developers.redhat.com/products/openshift-local/overview

OpenShift Container Platform 4.12 OpenShift B Windows & #F

e Red Hat OpenShift support for Windows Containers R X #frA = 4t N BB REGE I ShZ .
e Kubernetes BLLTF T INEEIRH] -

o Windows BEFXKFE I,

o Windows BEAXFFHFINE .

e Kubernetes B X IJL APl FA M40,

14


https://kubernetes.io/docs/concepts/windows/intro/#limitations
https://kubernetes.io/docs/concepts/windows/intro/#api

% 4% 5 WINDOWS AR T {Efi%k

% 4 Z [5FH WINDOWS &2 T{Ef 3
EMSEEEH R Windows TEMEEI, BT REH OpenShift Container Platform OperatorHub #24

B9 Windows Machine Config Operator (WMCO) WMCO EE B EREZBNEE Windows THE i #
Bt 2,

' pay=\
WMCO BB Windows LI A3 NIC,

FoRFM
o TLUEAER cluster-admin FFREIIK /57 OpenShift Container Platform &8%,
o B%% OpenShift CLI (oc) .

o EFARERFEGNEMBRHREER, NEMAMAEBEENEMZRMTE install-config.yaml XX
% E T platform: none FEX,

. ﬂiE'jj%ﬁﬁE%T?ﬁﬁ OVN-Kubernetes BE S ML, IXNEERRETIEPTR, NFES
'fl:l Y] ﬁ[ﬂ@alﬁ/ﬂﬁ = |__|Q§

® Jz1T OpenShift Container Platform &£k A 4.6.8 BB =R A,

=
;E I%\

WMCO ERZH) Windows LAIERA AR 2T EE, B WMCO REMEIRZITH, AF
DUERBET R EFRERS

Hith BHR

® &% Windows Machine Config Operator B2 5 R &M, 1HSH T 2 Windows &8s TIE 1%,

4.1. 2% WINDOWS MACHINE CONFIG OPERATOR
& A LUE F Web #4538 OpenShift CLI (oc) %% Windows Machine Config Operator.
FER

B EESEECE BERPR R WMCO, EJ WMCO Fi%did T SR i
HHERE.

4.1.1. {5 Web 12HI4& &% Windows Machine Config Operator

& A LAE A OpenShift Container Platform Web 22l & %% Windows Machine Config
Operator (WMCO)

pay=\
. WMCO BB Windows LI A NIC,

i
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/networking/#configuring-hybrid-ovnkubernetes
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/windows_container_support_for_openshift/#wmco-prerequisites_understanding-windows-container-workloads
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/networking/#enable-cluster-wide-proxy

OpenShift Container Platform 4.12 OpenShift B Windows &2 #F

1. M OpenShift Container Platform Web ##l& 8 Adminstrator i/ A Operators -
OperatorHub T,

2. f#F Filter by keyword £:1%4E 1% B 5% #F#¥3% Windows Machine Config Operator, =
Windows Machine Config Operator #1&l,

3. &Z& Operator {§ 23 = Install,

4. 1f Install Operator TTHE A :
a. 1%F¥ stable WE/F 7 BHFME, stable HiHERIFLE WMCO MIRHTEERA,
b. REZER W% RE, EHWMCO REEEHE—HRAZEE PR,

c. N WMCO %4 Installed Namespace, #A1A Operator 1 #n & %2 [E]2H openshift-
windows-machine-config-operator,

d. = Enable Operator recommended cluster monitoring on the Namespace’y WMCO &5 H
RN,

e. EFE—PRUMSRRES.

e Automatic KB fU1F Operator Lifecycle Manager (OLM) 7EG#hRA = BT B 5B #H
Operator,

e Manual FRIEEZEEHEEYZIEHA F #E4 Operator BHT,
1. & Install, WMCO II{E5IFE Installed Operators 71/,
R

WMCO &2 B&&EEIEE XM & Z2[A A, 10 openshift-windows-machine-
config-operator.

2. BiF Status E7R°N Succeeded LU IIRE T WMCO,

4.1.2. {# /A CLI £% Windows Machine Config Operator

& A LUEF OpenShift CLI (oc) 2% Windows Machine Config Operator (WMCO)

. pay=\
WMCO B Windows LI A NIC,

it =
1. 3 WMCO @l dn & 2],

a. N WMCO fI/EZ—1 Namespace 5§ YAML X4, #I31, wmco-namespace.yaml:
apiVersion: vi

kind: Namespace
metadata:

16



% 4% 5 WINDOWS AR T {Efi%k

name: openshift-windows-machine-config-operator ﬂ
labels:
openshift.io/cluster-monitoring: "true"

ﬂ 1R 1E openshift-windows-machine-config-operator 4 22 5] A& WMCO,

© ' WMCO ERERLIEBTILITE,

b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f wmco-namespace.yaml|

2. WMCO 1| Operator 4,

a. fl|# OperatorGroup *% YAML 34, 5130, wmco-og.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
targetNamespaces:
- openshift-windows-machine-config-operator

b. fllE Operator 41 :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f wmco-og.yaml

3. JJ WMCO 17 [ ép & Z2 [,

a. f/# Subscription X/ & YAML X%, #I#1, wmco-sub.yaml :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
channel: "stable"
installPlanApproval: "Automatic”
name: "windows-machine-config-operator"
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace” ﬂ
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ﬂ 157 stable /F h¥ilE,

9 WBHESE, Ti%E Automatic =X Manual,

9 15 8 & windows-machine-config-operator #{4 ;& ¥.#J redhat-operators B X
JH. HNR OpenShift Container Platform B REEZIRML R (BN EENE
Bt) , EFEERE Operator LifeCycle Manager (OLM) B |2/ CatalogSource % §
B9 o

Q BRI A ZEA, 5 openshift-marketplace T2\ BJ OperatorHub B3R,

b. AIEEITIH :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f wmco-sub.yaml

WMCO i B %2 5| openshift-windows-machine-config-operator /1,

4. %iE WMCO &4 -

I $ oc get csv -n openshift-windows-machine-config-operator

iy =1
NAME DISPLAY VERSION REPLACES PHASE
windows-machine-config-operator.2.0.0 Windows Machine Config Operator 2.0.0
Succeeded

4.2. 73 WINDOWS MACHINE CONFIG OPERATOR Bt & SECRET

EiZ247 Windows Machine Config Operator (WMCO) , f&IIESEFAEARI WMCO #p 22 (A il —
M secret, XBERYF WMCO 5 Windows EHIHL (VM) FHTEIE.

FRFM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o TAZEEE RSA B PEM R4S,

i =
e E i) Windows EEIIHLAREERY secret:
$ oc create secret generic cloud-private-key --from-file=private-

key.pem=${HOME}/.ssh/<key> \
-n openshift-windows-machine-config-operator ﬂ

Q IR W/IIE WMCO #2828 R OIE2FA%H, 40 openshift-windows-machine-config-operator.
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&£ 4% [SH WINDOWS BB TG
BB FE RS RS AT AT RBFAE,

4.3. M ER
o HEEREY I SSH i B BN

® I Operator ININEIEEEE,

19


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/installing/#ssh-agent-using_installing-azure-default
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/operators/#olm-adding-operators-to-a-cluster

OpenShift Container Platform 4.12 OpenShift B Windows & #F

% 52 1|2 WINDOWS MACHINESET %4

5.1. 7£ AWS _E 0] WINDOWS MACHINESET X 5

& A LAFE Amazon Web Services (AWS) _ERJ OpenShift Container Platform &&£ A iI]# Windows
MachineSet X & i B E B/, BN, EeTLIOIBEGMZRI Windows 2R MMERMEE, LR[S
89 Windows T4F i #55 % EIHTEY Windows #1285 L,

FoRFM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o RETLUFEAS ) Windows Server {E IR IE RSB,
ERALLT aws fp S EIHANM AMI & :

$ aws ec2 describe-images --region <aws region name> --filters
"Name=name,Values=Windows_Server-2019*English*Full*Containers*" "Name=is-
public,Values=true" --query "reverse(sort_by(Images, &CreationDate))[*].{name: Name, id:
Imageld}" --output table

5.1.1. Machine API #ih

Machine API f$EF _EiF Cluster API B EE KRS B E X OpenShift Container Platform BRAEL

PAN
Ho

% F OpenShift Container Platform 4.12 8£8%, Machine AP SRR ETREHITAME T AZHNEESE
R, BTLHREMNEI, OpenShift Container Platform 412 EABHAE ZEMBEz LRI T —
SIS B & A%,

PR ER RO AIZ

Machines
R T RENNELRET, H125248 providerSpec ##%, AT W ARZEARENITET S/
FB, 0, Amazon Web Services (AWS) LB worker 17 mBIHl 23 KRBV AIRER & W E RO 23 K Y
MR TTHIE.

nEE

MachineSet FR21T BN RH. ITENHRESHTITENE, RNBIAERHN pod. MRFEES
ITENBR LT LEEE, ETLLEH MachineSet ¥R replicas FEX & B BT EE KR,

g

=5
control plane Hlas FeERIT ENBREEIE,

control plane #1285 control plane Hl2R R EIRINEE, SHITENRIRHENIT
BEHEEERLL

MEFELZELR, ESH"EHE control plane Hl8%",
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LUTFBE LRI NVEREBRINEZ IR

U= EE S

MachineAutoscaler 7RBE 1 B=HMIITENZ. EALUNEEITENSREFNT RXBER/NIR
R BRI, V2B BRI ZSERRNT &R,

ClusterAutoscaler X ®R7Z1Ef5, MachineAutoscaler *f 434, ClusterAutoscaler #1
MachineAutoscaler %R#H ClusterAutoscalerOperator ¥ Rig4it,

SHATT R

LPURET EBEREE Y BUIE. £ OpenShift Container Platform S2Hid, ©@id Bit &2
K& API 3k5 Machine API 55, ERILMERUTAEERAEREET BRRXEEER

o NN, Tm. NEMGPUEHRIXERRTEEY RIRE
o WEMER, LMELENS pod FIF T RILITILENF, MAFTKEEM pod AR EL
o NEY BRI, UEREALY ERTR, BEFRYEHEHT R

HBRERRE
MachineHealthCheck F{R AT ML R A F AR TH G EMBR, RAEAEXZFHTE EEREH
B9t 25,

£ OpenShift Container Platform R4 3.11 /1, ETTERMMHE R 2 X, RAEBEFANTEENRE
%, B OpenShift Container Platform fRA& 412, IR ETH/ENES. SMTEVNSZEREE—T
X, AtLERZFIURKRENTARAITENSZELE, AE, BTFENITERSSH, REEENX
IR, RIRAERE — N XISk Al BT ENLESRNE R, TEREZ N ATARNER Azure X3,
e L MERTRAMERBRE TR, BT BREERE 0 EHPANR IR M4,

5.1.2. AWS _ Windows MachineSet %} %8 YAML 7=/

b YAML RBIE X T —NTE Amazon Web Services (AWS) _EiZ1TH Windows MachineSet #1%&, ©7
M & Windows Machine Config Operator (WMCO)

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure id>-windows-worker-<zone> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> G
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machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role kubernetes.io/worker: " 6
providerSpec:
value:
ami:

id: <windows_container_ami> g
apiVersion: awsproviderconfig.openshift.io/vibetai
blockDevices:

- ebs:

iops: 0

volumeSize: 120

volumeType: gp2
credentialsSecret:

name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:

id: <infrastructure_id>-worker-profile @
instanceType: m5a.large
kind: AWSMachineProviderConfig
placement:

availabilityZone: <zone> m

region: <region>
securityGroups:

- filters:

- name: tag:Name
values:
- <infrastructure_id>-worker-sg @
subnet:
filters:
- name: tag:Name
values:
- <infrastructure_id>-private-<zone> @
tags:
- name: kubernetes.io/cluster/<infrastructure_id> @
value: owned
userDataSecret:

name: windows-user-data @

namespace: openshift-machine-api

QOOOODOM - LT E LRI BIER D MWEMR 1D, EALLZTL T HSRIKER
ELiliZRH4 1D:

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster
m‘é‘i%ﬁtﬂ%@*@ ID. worker FRZEHIX,
Q i+ ENERIZE N Windows Hl28.
© # Windows 11 REEE it HHLE,

@ EERE T ARSI MS LR Windows 5589 AMI 1D,
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¥8E AWS X5, 0 us-east-1a,
8E AWS X1, 40 us-east-1.

H WMCO BZ&E—1 Windows #8305 08/, =5, FraEsi &N 285407 LU1EH windows-
user-data.

@09

5.1.3. @it ENEE

PRT RERFOUEINSGREZN, LHLRECHITENSERNSEREEFIRE TFNEBINSET
BHIR.

FERFH
o IRE— OpenShift Container Platform & &%,
o L% OpenShift CLI (oc) &

o LIEA cluster-admin I [RHIFE - &5 &% oc.

it =
L -1 aRITENSEEE LR (CR) REIBH YAML X, HiGHGEN

<file_name>.yaml,
IR I%E <clusterlD> 1 <role> SHE,

a. MREFWBEENFEFRLEWNME, EILUMEHFRENEITEIEGE

I $ oc get machinesets -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. REREITENNHZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7 B

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
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machine.openshift.io/cluster-api-machine-role: worker g
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ £,

@ RIUTRIRE,

2. DI MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EEITBHISRENIIEK

I $ oc get machineset -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LT ENBRE R AR, DESIRED #1 CURRENT HI{ERILES, 1R compute HERERA
A, HERL2, REBRIZITHT,

5.1.4. Hih ¥R
o HXTEBHBRENTSIER, HBM NESHERY,

5.2. 7 AZURE _E £/ WINDOWSMACHINESET % &

&\ LLTE Microsoft Azure £BJ OpenShift Container Platform 522/ 633 Windows MachineSet % & 3
HREEEM, i, EELLAIEEMZEN Windows HLESEMAE X3, LUERZHEFM Windows T
WL EFH Windows #l25 L.

FoRFEM

e B2 f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o RETLUFEAS M Windows Server {E IR IER S &,

5.2.1. Machine API it

Machine API f$EF _EF Cluster API B EE FIRS B E X OpenShift Container Platform BRAEZ
AN

Ho

24
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%TF OpenShift Container Platform 4.12 528%, Machine AP| EEBREEREHITAME T RENBEESE
EHRE, BTLHREMNEI, OpenShift Container Platform 412 EABHAE EMBz LRI T —

MM S B & 7T 0K,
PR E R RO A2

Machines
R R ENEARHTT, H123EH providerSpec %, ATHM N ARSESIRENITETT =K
B, fBIa0, Amazon Web Services (AWS) LB worker T7 mBIH3F R B ATRE R TE W HF E I 23 R B
AT T TTEUE,

L[S

MachineSet FRE1T BN AR, ITENHFESHTITENE, RNBIAERHN pod, MIRFEES
ITENBR DTG AE, ETLLIEH MachineSet ¥R replicas FEX &1 B IEHIITEE K,

X A
[=]

control plane Hlas FeERIT ENBREEIE,

control plane #1285 control plane Hl2R R EIRINEE, SHITENRIRHENIT
BEHEEERLL

I

MEELZELR, ESH"EHE control plane Hl23",

LT BELHIRAT NEFRNINES IR

BB’
MachineAutoscaler FTRBE T B=Hh T ENE. EBAILUNBEITENSREFNT BRI &

KT BARR, N85 BN ZSERE AT =,
ClusterAutoscaler ¥ ®727£/5, MachineAutoscaler &4 %, ClusterAutoscaler #
MachineAutoscaler %R#H ClusterAutoscalerOperator ¥ Rig4it,

SHEITRE
LEFRETF EEEEE Y BIIH., £ OpenShift Container Platform S£3lA, B@d T Bit &2
K& API 3k5 Machine API 5. ERILMERMUTAEEREREE T BRRXEEER

o NN, Tm. NEMGPUERRIXERRTEET RIRE
o WEMER, LMELENS pod FIF T RILITILELF, MAFTKEEM pod AR EL

o WEY BRI, UERETLY ERTR, BFRYWEHEHT R

MR ERRE
MachineHealthCheck TR Al felIHL 2B 4 FARERIR S HISEMER, AREXFHNES LEKHT

B9t 25,

£ OpenShift Container Platform R4 3.1/, EFTTERMMHE R 2 X, RAEBEFANTEENRE
#. B OpenShift Container Platform fRA& 412, IR ETH/ENES. SMTEVNSZEREE—D
X, AtLERZFITURKRENTARAITENSZEL X, AE, BTFENITERSSH, REEENX
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EERRER, EIRAEA — D RESRA N R EH EESNER. ERES T TRRNER Azure X1,
ERERTRAESERBREY AN, B REEEFLENEHERRTRERATE.

5.2.2. Azure £ Windows MachineSet X/ &8 YAML =45

Ilt YAML RBIE X7 —NE Microsoft Azure £z 1THJ Windows MachineSet X4, Windows Machine
Config Operator (WMCO) aJ LA,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set name>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6

machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role. kubernetes.io/worker: " G
providerSpec:
value:
apiVersion: azureproviderconfig.openshift.io/vibetat
credentialsSecret:
name: azure-cloud-credentials
namespace: openshift-machine-api
image:
offer: WindowsServer
publisher: MicrosoftWindowsServer
resourcelD: ™"
sku: 2019-Datacenter-with-Containers
version: latest
kind: AzureMachineProviderSpec
location: <location> @
managedldentity: <infrastructure_id>-identity m
networkResourceGroup: <infrastructure_id>-rg
osDisk:
diskSizeGB: 128
managedDisk:
storageAccountType: Premium_LRS
osType: Windows

26



% 5% I/ WINDOWS MACHINESET * %

publiclP: false
resourceGroup: <infrastructure_id>-rg @
subnet: <infrastructure_id>-worker-subnet
userDataSecret:
name: windows-user-data @
namespace: openshift-machine-api
vmSize: Standard_D2s_v3
vnet: <infrastructure_id>-vnet @
zone: "<zone>"

QOO LT E A ERMNFTLBEIER D HWEMR 1D, EALLZT T HSRIKER
ELiliZRH4 1D:

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

OO0 == Windows HEHBEBE L. Azure L Windows HlBLHTEERIT 15 MFH. R,
HMBEHHERSR, HENSLEEITEBLT 9 MFH.

Q T B2 X E ) Windows #1285,
5 Windows 7 mECiE N1t B85,
#8E—1 WindowsServer 55/, ©E X T 2019-Datacenter-with-Containers SKU,

¥8%E Azure X5, 10 centralus,

9000

H WMCO BZ &S —1 Windows #8305 08/, =5, FraEsi & 285407 LU1EH windows-
user-data.

@ EEEFEBX (region) REMEN RIS (zone) . HFREHIM X FHFEEENKE,

5.2.3. BT EN SRS

FRT RERFUEINSGREZN, LHLRECHITENSERNSEREEFIRE TFIEBNSET
BHIR.

FERFH
o IRE— OpenShift Container Platform & &%,
o L% OpenShift CLI (oc) .

e LIEA cluster-admin I RHIFE - &5 &% oc.

it
1 -1 aETENSEEE LR (CR) REIBH YAML XX, FHiGHGEN

<file_name>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

a. MREFWEENFEFRLEMME, EILUMEHFRENEITENSRE

I $ oc get machinesets -n openshift-machine-api
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i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. REREITENNHZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7B

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ =,

@ RITRIE,

2. DI MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EEITBHISRENIIEK

I $ oc get machineset -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LT ENBRE R AR, DESIRED 1 CURRENT HI{ERITES, 1R compute HERERA
A, HERL2, REBRIZITHT,
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5.2.4. HhFHR
o HXEWHBENTLIER, ESH HESERY,

5.3. 7 VSPHERE _L /2 WINDOWS MACHINESET %I &

& LAFE VMware vSphere E£#J OpenShift Container Platform S£&£H |2 Windows MachineSet ¥ %
EHREEBM, Hln, mELLAEREMZEN Windows HLESEMME XA, LUERZ##E Windows T
AL EIFTHI Windows #1858 £,

FoRFM

e B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MATLUFAS XA Windows Server fE NI2IER TR,

5.3.1. Machine API it

Machine APl f$EF £l Cluster API T B I EZ FR S B E . OpenShift Container Platform HRAE%

PAN
Ho

%TF OpenShift Container Platform 4.12 528%, Machine AP| EEBREEREHITAME T RENEESE
R, BTLHREMNZEI, OpenShift Container Platform 412 EABHAE ZEMBIz LRI T —

L G IR =R D
R E R SR D A2

Machines
R T RENNELRET, H25248 providerSpec ##%, AT W ARTEARENITET S/
FB, 10, Amazon Web Services (AWS) LB worker 17 mBIHl 23 KRBV ATRER & W E RO B3 K Y
AT TTHIE.

nEE

MachineSet FR21T BN R, ITENHRESHTITENE, RNBIAERHN pod. MRFEFES
ITENBR DTG, ETLLIEH MachineSet ¥R replicas FEX &1 B IEHIITEE K,

g

X A
[=]

control plane Hl2s FeERIT ENBREEIE,

control plane #1285 control plane Hl2R R EIRINEE, SHITENRIRHENIT
BEHEEERLL

MEFELZELR, ESH"EHE control plane Hl23",

LT BELHIRA NEFRNINES IR -
HERBhT R’
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MachineAutoscaler 7RBE 11 B=HMIiTENZR. EALUNEEITEVNSREFNT RXBER/NR
R BRE, V2B BRI ZSERNNT &R

ClusterAutoscaler X ®R7Z1Ef5, MachineAutoscaler R4 %%, ClusterAutoscaler #1
MachineAutoscaler %R#H ClusterAutoscalerOperator i Rig4it,

SHATT R

lttmﬁg?i?)ﬁ%ﬁﬁﬁﬁ?fﬁlﬁﬁ £ OpenShift Container Platform 2R, ©@IH RITENE
K& API 3k5 Machine API £, ERILMERUTAEERAEREET BRRXEEER

e A TR, REFEM GPU FFHRAESRESEHNY RRH
o WEMER, LMEEENS pod FIF T RILITILEF, MAFTKREEM pod AR EL
o WEY RKE, LUEEHLY BRTR, BRRYEHTT R

NaGERRE

MachineHealthCheck TR Al fe ML 230 4 F A ERIR S H IS EMER, ABREFHNES LERHT
RIS,

£ OpenShift Container Platform A 3.11 /1, ETTERMMHEH 2 X, RARBEFANTEENRE
%, B OpenShift Container Platform iRA& 4.1, LR LHEENES. BNITENSZEREE—D

X, AERERFAURKENTHARAITENSRERE, A5, BTENTERYSH, BRERNX
IERRERT, RIRAERE — D RIESRAN A EF T ENERNER. EREE N TRARNER Azure Xig,
A LMEATAEERBRET AN, 897 BREEEEaRBRR TR ETE,

5.3.2. 7 Windows & 28 T/Ef1 &4 4 vSphere I115E

iR A8 vSphere Windows VM & 53 /5 S5 WMCO BIRER API BR5528 815 3k 7 Windows
A8 TR EHMES vSphere If1E,

5.3.2.1. Bl vSphere Windows EHH £ 55k

8 vSphere Windows L (VM) &R iR,

FRFM

o RBQIRET R/ NN, FATFIE OpenSSH RS BFEEE TRIAMB KRR, LWITE
Windows Machine Config Operator (WMCO) i R LRI REEFH. XFBERIF WMCO &5
Windows BN TEBE, METREZHEMER, ESH"N Windows Machine Config
Operator ECi& secret” &84

=
;E I%\

1E0I2 Windows EFINBIZ NERH, ST Microsoft PowerShell 345, AIgFH
B PowerShell fp 5 PS C:\> BIZLX 2

it =

1. EFEFEAH Windows Server iliA, B#I, Windows Machine Config Operator (WMCO) FaEhk
A H Windows Server 2022 Long-Term Servicing Channel & OS-level R2MZ&4N T
KB5012637,
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https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d

2.

3.

4.

ul

7.

[09)

O

% 53 ]2 WINDOWS MACHINESET X4

ERTBFRE Windows Server lIRAHI VMEYF5R, 7E vSphere B imHPUIEFEMNL. BRFE
BRAMWEZE LR, 1557 Red Hat OpenShift support for Windows Containers & 17310 HH
"Windows Machine Config Operator prerequisites” 284>

E:2

10 R FUUATLBY RESULRE ¢ R A 4 7178 B OpenShift Container Platform BYELRHIZRFYE
K, MMEFZER, 5B OpenShift Container Platform X4 HH "VMware
vSphere infrastructure requirements" 889, 74, ELALLSE VMware BX
REFUNLAE M R AR B9 STHY,

1E£ Windows EFUIN LR ZEFBE VMware Tools fiA& 11.0.6 S\ E S A., MMEELZER, S
VMware Tools 31,

1£ Windows E#HIH ELIET VMware Tools [&, HRIFLLTAREA :

a. The C:\ProgramData\VMware\VMware Tools\tools.conf X4 #=Z1E, HHAEUTEE :

I exclude-nics=

IR tools.conf XA 7ETE, NI{EA exclude-nics IEIEUE B % E 2 E O BIZXX
{¢O

& BBEBTESESTE Windows BN _EERBITEE vNIC 2B,
b. Windows EFUHNLIE vCenter FA—NEMA IP Hbilt :

I C:\> ipconfig
c. VMTools Windows BRZS IETEIZTT :

I PS C:\> Get-Service -Name VMTools | Select Status, StartType

1£ Windows N EREEHEIE OpenSSH AR%5 8%, WNFE TRELIFHER, 1554 Microsoft
B9 KL% OpenSSH HISTHY,

FEBRFRE SSH i IRABR, 1#1E1E S M Microsoft SCAYBIEIE 51 FH 7,

BE
ERHRERNXFARSMEE WMCO & Z RN Y, EEAEE

B secret, MNFETREAEZHEMER, 1ESH" N Windows Machine Config
Operator Bgi& secret" &84,

fRAITE Windows BT R GIZRFTBIRA AIEE], LI # N EENRSREE. 217U THS,
1E£ TCP %0 10250 A G128 [h AR

PS C:\> New-NetFirewallRule -DisplayName "ContainerLogsPort" -LocalPort 10250 -
Enabled True -Direction Inbound -Protocol TCP -Action Allow -EdgeTraversalPolicy Allow

5ef& Windows AL, FEEMNATESFANER. B8 VMware SR T SR INR 52 f2 1A [E 11,
MEAT RESIFIMER.

TESR &R Windows UL L, 21T Windows Sysprep TE
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https://kb.vmware.com/s/article/1003746
https://docs.vmware.com/en/VMware-Tools/index.html
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement#administrative-user
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-1E185A80-0B97-4B46-A32B-3EF8F309BEED.html
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation
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C:\> C:\Windows\System32\Sysprep\sysprep.exe /generalize /oobe /shutdown /unattend:
<path_to_unattend.xml>

Q 5 E unattend.xml STEHEBIERR,

B ==
;E I%\

XTFIEA LATE Windows $2{&Hi21T sysprep S S HLREAE — N R, MMEFZ(E
B, &S Microsoft X4,

RMT unattend.xml =B, B4 WMCO FrRHIFIEE®R, BRTIERXIN R, ETFEERE
E3E

5l 5.1. unattend.xml =6

<?xml version="1.0" encoding="UTF-8"7>
<unattend xmins="urn:schemas-microsoft-com:unattend">
<settings pass="specialize">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
International-Core" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS">
<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UlLanguage>en-US</UlLanguage>
<UlLanguageFallback>en-US</UlLanguageFallback>
<UserLocale>en-US</UserLocale>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Security-SPP-UX" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<SkipAutoActivation>true</SkipAutoActivation>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
SQMApI" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<CEIPEnabled>0</CEIPEnabled>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<ComputerName>winhost</ComputerName> ﬂ
</component>
</settings>
<settings pass="oobeSystem">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<AutoLogon>
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation#limits-on-how-many-times-you-can-run-sysprep
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<Enabledsfalse</Enabled> @)
</AutoLogon>
<OOBE>
<HideEULAPage>true</HideEULAPage>
<HideLocalAccountScreen>true</HideLocalAccountScreen>
<HideOEMRegistrationScreen>true</HideOEMRegistrationScreen>
<HideOnlineAccountScreens>true</HideOnlineAccountScreens>
<HideWirelessSetuplnOOBE>true</HideWirelessSetuplnOOBE>
<NetworkLocation>Work</NetworkLocation>
<ProtectYourPC>1</ProtectYourPC>
<SkipMachineOOBE >true</SkipMachineOOBE >
<SkipUserOOBE>true</SkipUserOOBE>
</OOBE>
<RegisteredOrganization>0Organization</RegisteredOrganization>
<RegisteredOwner>Owner</RegisteredOwner>
<DisableAutoDaylightTimeSet>false</DisableAutoDaylightTimeSet>
<TimeZone>Eastern Standard Time</TimeZone>
<UserAccounts>
<AdministratorPassword>
<Value>MyPassword</Value> 6
<PlainText>true</PlainText>
</AdministratorPassword>
</UserAccounts>
</component>
</settings>
</unattend>

Q 16 ComputerName, ©W%FE1E Kubernetes ZFFIAE, X EEMAR IS FIEOREH
REFUALI 72 4 A B SR R HUATHY Guest OS B E

Q ZRBEMER, ERAERSNEREEAFIGT AL ENREMNE, XEMINE, T
CET S

9 % MyPassword 5 RFE#i ) Administrator T BIBETE, X AIBA LB
Administrator 1K BRIATIA ZZ A BRE, & Microsoft e 5 i & £ 50 B,

Sysprep TE5ER/E, Windows REIIHIF XA, EASEME L EMA ST FF 0 E A,
10. & Windows EFIHLEEH#: vCenter FHRIIERR

5.3.2.1.1. Hftb ¥R

® /j Windows Machine Config Operator EZi& secret

® \/Mware vSphere ZAHZRFE K

5.3.2.2. 7£ vSphere L5 5 WMCO BINER API iRSS2331815

Windows Machine Config Operator (WMCO) MMEB API iR 55 28l st T %k Ignition ERB XX {4, EAH
5 WEB API BRS538B1E, LMEER Windows BEFUNL AT LA T Ignition EBE X4, Tl EBIEIINL LR
kubelet RBES NEB API AR %5 28815,

FoRFM
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https://kubernetes.io/docs/concepts/overview/working-with-objects/names
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-5B3737CC-28DB-4334-BD18-6E12011CDC9F.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/windows_container_support_for_openshift/#configuring-secret-for-wmco_enabling-windows-container-workloads
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/installing/#installation-vsphere-infrastructure_preparing-to-install-on-vsphere
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o (RBEE vSphere LR T &8,

it

e Jj api-int.<cluster_names>.<base_domain> i{I1— N HTEY DNS I, ©igMEAER API RSS2
URL api.<cluster_names>.<base_domain>, iX®a LLZ2—/ CNAME 5—1 ALK,

=
;E I%\

AER APl iR s 208, F vSphere LANAE R LEM—ERD,

5.3.3. vSphere £ Windows MachineSet X7 & #] YAML 7=/

Ltk YAML 7RBIE L7 —/NE VMware vSphere £iZ1TH) Windows MachineSet X%, Windows Machine
Config Operator (WMCO) aJHi R,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set name>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role. kubernetes.io/worker: " 6
providerSpec:
value:
apiVersion: vsphereprovider.openshift.io/vibetal
credentialsSecret:
name: vsphere-cloud-credentials
diskGiB: 128 €)
kind: VSphereMachineProviderSpec
memoryMiB: 16384
network:
devices:
- networkName: "<vm_network _name>"
numCPUs: 4
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numCoresPerSocket: 1

snapshot: "

template: <windows_vm_template_name> m

userDataSecret:
name: windows-user-data @

workspace:
datacenter: <vcenter_datacenter_name> @
datastore: <vcenter_datastore name> @
folder: <vcenter_vm_folder_path> @
resourcePool: <vsphere_resource_pool> @
server: <vcenter_server_ip>

QOO - £ TESERNAZENER D ORI D, EALLGETU T o4 RKEEMRE 1D:

909

o

9090 O

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

57 Windows iITEH.3R X E &M, HTF vSphere REMMN BB AN, TENBIXENRTT
TeeEIL 9 MFER,

B2 E N Windows #1258,
5 Windows i mBL & N1t EHL25.
87 vSphere Virtual Machine Disk (VMDK) BJK/\,
R
XSRS KE Windows 20 RKEIK/N, KA LUEA unattend.xml SXE K0 A

A fik £ K /N8 vSphere Windows UL (VM) €05 &R EFHTE L Windows 23X
KN,

EEERITENZEXE N vSphere VM %%, LRI R ERF R EM Linux T EHLBRATLL
SLIVAT=

1B EEFE M Windows vSphere EFINERITERR R, U golden-images/windows-server-
template, & FRITEME—,

BE
FAEEERBEVIER, VM BIROIRFFXA], BAHE Windows 125 5ef&.

[EENENER S F EVHARIRECE HTFE EREN, XEARLEeRAFEITEN
RE AN A ECE RURRR

LWEIE T 58— Windows #1236, windows-user-data B WMCO |, 2 /g, FrEEEITENS
E & m LU{#E F windows-user-data,

IBEERITENEXE VB vCenter Datacenter,
e EEIREITEN 238 vCenter Datastore,
187 vCenter H vSphere UM HRAIER#E, 0 /dc1/vm/user-inst-5ddjd.

A - Y Windows EFUNLIEE vSphere FIRM,
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@ =% vCenter R%5 5 IP LR EHA,

5.3.4. 0T &N %
PR T RERFEAEMNEBE LN, TH0RECHITTEN SR SRR LR T TEAHMYLET

%L—R\(;/ NO

SeRFZ M
o ERE— OpenShift Container Platform %&%,
o % OpenShift CLI (oc) .

o LIEA cluster-admin I [RHIFE - &5 &% oc.

Y=
1 fE—1TaRITENSEEE LR (CR) REIBH YAML XX, FHiGHGEN

<file_name>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

a. MREFHEENFEFERLEMME, EILUMEHFRENEITEINSRE

I $ oc get machinesets -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m

agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. REREITENGZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7 B

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ =,
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@ RITERE

2. DI MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EEITBHSRENIIEK

I $ oc get machineset -n openshift-machine-api

i 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

T B S A AR, DESIRED #1 CURRENT MIEATE, 1% compute MR
A, &AM, REBERZTHS.
5.3.5. Hth iR
o HXTBHBRENTSIER, HB NESHERY,

5.4. 7 GCP L1 WINDOWSMACHINESET ¥ 5

& T LATE Google Cloud Platform (GCP) LB OpenShift Container Platform &£ f 1|2 Windows
MachineSet X & i B E B/, BN, EETLIOIBEGMZRI) Windows B MM RN, LAERZH
B9 Windows T4F i #55% EI#HTEY Windows Hl#5 L,

TR

e B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o RETLUFEAS S Windows Server {E IR IER S &,

5.4.1. Machine API it

Machine API f$EF _EiF Cluster API B EE FIRS B E X OpenShift Container Platform BRAELS

PAN
Ho

% F OpenShift Container Platform 4.12 8£8%, Machine AP EERB LR ETREHITAME T ATHNEESE
R, BTLHREMNGI, OpenShift Container Platform 412 EABHAE ZEMBz LRI T —
SIS B & A%
MR EZFRDIZ :

Machines
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R R ENNEAR BT, H123EH providerSpec %, ATHB N ARSESIRENITETT RH
B, fBIa0, Amazon Web Services (AWS) LB worker T7 mBIH B3 KB AT BE R TE W HF E I 23 R B
AT R TTER,

HBRE

MachineSet FR21T BN RH. ITENBFESHTITENE, RNBIAERHN pod. MIRFEES
ITENBR LT LEEAAE, EETLLEH MachineSet ¥R replicas FEX &1 B IEHIITEE K,

X A=
[=]

control plane Hlas FeERIT ENBREEIE,

control plane #1285 control plane Hl2R R EIRINEE, SHITENRIRHENIT
BENEEERLL

3

MEFELZELR, ESH"EHE control plane Hl2%",

LT BELHIRA NEFRNINES IR

BB’
MachineAutoscaler FTRBE T BT ENE. EBILUNBEITENGREFNT R ER/I &

XY BFRE, ¥y B4 ZSERRMT &,
ClusterAutoscaler ¥ ®727£/5, MachineAutoscaler &4 %, ClusterAutoscaler #
MachineAutoscaler %R#H ClusterAutoscalerOperator ¥ Rig4i,

SHEITRE
lttmﬁg?i?)ﬁ%ﬁﬁﬁﬁ?fﬁlﬁﬁ £ OpenShift Container Platform £, ©@IH RiTEN2R
K& API 3k5 Machine API £, ERILMERUTAEERAEREET BRRXEEER

e A TR, REFEM GPU FFHRAESRESEHNY RRH
o WEMER, LMELENS pod FIF T RILITILELF, MAFTKREEM pod AR EL

o WEY BRI, UERETLY ERTR, BEFRYWEHEHT R

MR ERKRE
MachineHealthCheck TR Al fe ML 230 4 FARERIRSHISEMEER, AEEFHNES LERHT
B 2R,

£ OpenShift Container Platform R4 3.1/, ETTERMMHE R 2 X, RAEBEFANTEENRE
%, B OpenShift Container Platform fiRA 4.1, LI RRLEENES. BNITENSREREE—D

X, AERERFAURKEVTHRAITTENSRERE, A5, BTENTERSSH, BRERNX
IERRERT, RIRAERE — D RIESRAN B BT ENERNER. EREENTRARNERE Azure X,
A LMEATAEERBRET AN, 897 BREEEEaRBRR T ERETE,

5.4.2. GCP £ Windows MachineSet X §&# YAML =4

It YAML X #RBIE X T —ME Google Cloud Platform (GCP) £iz1T#) Windows MachineSet %
%, Windows Machine Config Operator (WMCO) Al LMEHE,
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apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-windows-worker-<zone_suffix> g
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone_suffix>

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone_suffix>

(6
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role. kubernetes.io/worker: " G
providerSpec:
value:
apiVersion: machine.openshift.io/vibetal
canlPForward: false
credentialsSecret:
name: gcp-cloud-credentials
deletionProtection: false
disks:
- autoDelete: true
boot: true
image: <windows_server_image> Q
sizeGb: 128
type: pd-ssd
kind: GCPMachineProviderSpec
machineType: n1-standard-4
networklInterfaces:
- network: <infrastructure_id>-network @
subnetwork: <infrastructure_id>-worker-subnet
projectID: <project_id> m
region: <region>
serviceAccounts:
- email: <infrastructure_id>-w@<project_id>.iam.gserviceaccount.com
scopes:
- https://www.googleapis.com/auth/cloud-platform
tags:
- <infrastructure_id>-worker
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userDataSecret:
name: windows-user-data @
zone: <zone> @

QOO ETESERHIATLBIRE 1D ORI 1D, EALLZITUT oI R
ID:

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

©OO =752 D, worker FEMKEES (Ma)
SIS EE ) Windows 4135,

% Windows T REL B i T AL,

RIS HH9 Windows Server R0 EEBAE,
Ji7EAE Ko ORI SEBEB GCP 7.,

8% GCP X1, #0 us-centrall,

900009

H WMCO BZ &S —1 Windows #8305 01, ~fE, FraEE 854 a8 LU1E A windows-user-
data.

e EFMEX PR XIE, 20 us-centrall-a,

o

5.4.3. G| ITENEE

PRT RERFOUEINSEZN, LHLRECHITENSERNSEREEFIRE TFIEBINSET
BHIR.

FERFH
o ERE— OpenShift Container Platform & &%,
o % OpenShift CLI (oc) .

e LIEA cluster-admin I [RHIFE - &5 &% oc.

i =
L - ERITENBREEELHR (CR) RAIKF YAML X4, FHHHGEN
<file_name>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

a. MREFWEENFEFRLEMME, EILUMEHFRENEITEINGE

I $ oc get machinesets -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
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agl030519-vplxk-worker-us-east-1b
agl030519-vplxk-worker-us-east-1c
agl030519-vplxk-worker-us-east-1d
agl030519-vplxk-worker-us-east-1e
agl030519-vplxk-worker-us-east-1f 0

oo =
Coo =

b. REREITENNGZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7R B

template:
metadata:
labels:

% 5% I/ WINDOWS MACHINESET * %

—
—_

55m
1 1 55m
55m
55m
55m

machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker

machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ =,

@ RITRIRE,

2. DI MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EEITBHSRENTIEK

I $ oc get machineset -n openshift-machine-api

iy HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-infra-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LT ENBRE R AT, DESIRED #1 CURRENT HI{ERILER, 1R compute HERERFA

A, HEFNL2, REBRIZITHT,

5.4.4. Efth5R
o HXTHBHBREMNTSER, HBHVSSEMS,

a1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/machine_management/#overview-of-machine-management
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% 6 = fIEE WINDOWS B TIEM %

= ~=
=

SECEHICE MEBPAE WMCO, EJ WMCO FiFkd@id TR i Eipo R 5

=3
1 A
BRHURE,

TR

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o fREILUE Windows BE:FH OS Hiffk.

o MBEAIET Windows iTEH 255,

6.1. WINDOWS POD W&

LB RERE Windows T EAET, MUECE Windows T RIARE, LMEEMOE pod, HETHRE
Windows T/ mBI#l2s /5, AR LMERER Linux T RIERINAEHITERE. R, & Windows pod R
FEHH Windows TT RELAEBIA RN, ALMERGR. BRI REESRFIH,

MRBE—NEEEH, BSNRERFUKIZITEA Windows OS 28K, & /if# A RuntimeClass X R i
Windows pod BREFEIEAR Windows OS 28k, flaN, MNREFZEARRE Windows Server BeshRAHIZITZ D
Windows 7 s, &EFAI{¥ Windows pod JAE B R 3EAM Windows OS ZB{E, BT hERBEHRINED
Windows OS Z*{4ABZ & RuntimeClass X/ &, MREEH+HRE— Windows OS 28K, NI ILEA
RuntimeClass % %,

MBELER, ESHAMPEXENNEHRRAFEERHE,

BE
BEEAMBHIR SRR B RERT RBY Windows OS i AFILESHEEMEE.
Ao, REFF Windows 11 RM—DIRAEFHENF —DARA, HIG0M 20H2 F25¢ ]

2022, WEEAHLBSREMBERULETRA, MEEZER, 55 Windows B2:hR
AFERM,

HhBER
o HRAHERFZEH pod ME
o AT RITRIEH pod ME

o FAT RIEFERN pod MEERET R

6.2. 1|2 RUNTIMECLASS X} & & 3% 1 E 441
{# RuntimeClass & Rt 7 HAENGIFER, 075 mfE R ; Bl UEE — Na i Kk HE RS

RANAR, AEHENAR pod, BREINHAEIEHNT R, AXRFSMRERNLENERF, 1F
E:Jellf S DN
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/networking/#enable-cluster-wide-proxy
https://docs.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/update-containers#host-and-container-version-compatibility
https://learn.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/version-compatibility?tabs=windows-server-2022%2Cwindows-11-21H2
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-about
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/nodes/#nodes-scheduler-node-selectors

% 6 Z i WINDOWS BB TEfi %k

iy =

1. @& RuntimeClass /& YAML 3, 40, runtime-class.yaml :

apiVersion: node.k8s.io/vibetai
kind: RuntimeClass
metadata:
name: <runtime_class_name> ﬂ
handler: 'runhcs-wcow-process'
scheduling:
nodeSelector: g
kubernetes.io/os: 'windows'
kubernetes.io/arch: 'amd64'
node.kubernetes.io/windows-build: '10.0.17763'
tolerations: 6
- effect: NoSchedule
key: os
operator: Equal
value: "Windows"

ﬂ 157 RuntimeClass %R &, ZAMEBEHLLZTH R EER pod FE L,

9 IBE TR MNSIT R R FERINGS, FA LS KM Pod REEAEEIG Ik
BRICERHY T . JBITHTRB T AR S pod I T muEFESR S F, I hREELE
pod R EITT &

9 IEEET pod MIMMMAR (FEBEEE) , HAAIERFEALLZETHIZT, XNEFH
pod FLIZ T RBITFHT RESR.

2. f# RuntimeClass % :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f runtime-class.yaml
3. ¥ RuntimeClass *f R A EIfEH pod, LAFAREHFEEE LHIRIERGUZA
apiVersion: vi
kind: Pod
metadata:
name: my-windows-pod

spec:
runtimeClassName: <runtime_class_name> ﬂ

© ETEE pod AEMIETHE,

6.3. WINDOWS & 25 T1/E i s ER B A
£8 Windows ITE TS/ HG, EelLUS Windows Bes TEM B ERE R EEEF,
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S

Py,

oot

AN

XNRBIERE NS E,
Service Xf R~

apiVersion: vi
kind: Service
metadata:
name: win-webserver
labels:
app: win-webserver
spec:
ports:
# the port that this service should serve on
- port: 80
targetPort: 80
selector:
app: win-webserver
type: LoadBalancer

Deployment X 7~

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
selector:
matchLabels:
app: win-webserver
replicas: 1
template:
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
tolerations:
- key: "os"
value: "Windows"
Effect: "NoSchedule"
containers:
- hame: windowswebserver
image: mcr.microsoft.com/windows/servercore:ltsc2019
imagePullPolicy: IfNotPresent
command:
- powershell.exe
- -command
- $listener = New-Object System.Net.HttpListener; $listener.Prefixes.Add('http://*:80/');
$listener.Start();Write-Host('Listening at http://*:80/'); while ($listener.IsListening) { $context =
$listener.GetContext(); $response = $context.Response; $content="'<html><body><H1>Red Hat
OpenShift + Windows Container Workloads</H1></body></html>'; $buffer =
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[System.Text.Encoding]::UTF8.GetBytes($content); $response.ContentLength64 = $buffer.Length;
$response.OutputStream.Write($buffer, 0, $buffer.Length); $response.Close(); };
securityContext:
runAsNonRoot: false
windowsOptions:
runAsUserName: "ContainerAdministrator”
nodeSelector:
kubernetes.io/os: windows

R
L {#FH mcr.microsoft.com/powershell:<tag> BRI ENT, EHTUFHSE LN

pwsh.exe, #1R{EMA mcr.microsoft.com/windows/servercore:<tag> A3 %%, Nk
AFZEr D E LN powershell.exe, MEELZER, HS BRI,

6.4. Foiy BiTEHl25%E
BRI BN SSERRINSMBRNIRZ LA, BT AFihT BitEHERE,

MEmSE2ETN. REBFEFNEMRMREEAR, BELN., AFrESFNEMRMNLREEITE
HL%E%,

FRF

o % OpenShift Container Platform £2£#0 oc fr 517,

o LIEH cluster-admin P RHIAF &1 &% oc,
pEE
L 2T TS, EESREPIITENES
I $ oc get machinesets -n openshift-machine-api

ITEHN2RELL <clusterid>-worker-<aws-region-az> B R 5 H,

2. BITUT T, EERREFTHITENE
I $ oc get machine -n openshift-machine-api
3. BT Tae, EEMRTTENSR LIXEERF :

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/delete-machine="true"

T, MURBFEZEMFRET =

51T
I $ oc adm cordon <node_name>

$ oc adm drain <node_name>

5. BITUT SR RITENSE -
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46

I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -

I $ oc edit machineset <machineset> -n openshift-machine-api

=R
IRAR LAN FLAT YAML R BT ENSRE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

BRI L RS AT BN, BRSO HLUERIES T T A,

ZITLAT e, ROEMIBRAr R RIS

iz
I $ oc get machines



& 73 WINDOWS T s f- 4

2 7 = WINDOWS T 5 H 9

& A LRI F+2 Windows Machine Config Operator (WMCO) , LUfafR Windows 17 m BB &HHE
o

7.1. WINDOWS MACHINE CONFIG OPERATOR #H%

YR 5 URIEERATREH Windows Machine Config Operator (WMCO) BIFThRANS, Operator &
RIBFLER T I HERE T, 1E#E Operator Lifecycle Manager (OLM) Bf&%%#E®, WMCO
FHRETE Windows HLEgA 4 Kubernetes ZHEFH L,

HF WMCO 6.0.0 @ containerd ¥ H BN R 2312 1TH A2 Docker, xRS IEPFAHHBLLTE
x

o X FERAITEHNHFXEL RN R :
AN RESBMER, X&FBUEM Windows 7 mBFZ2 FH R,

o

o

AIEFHY Windows T £,

(o)
*
g
=
<
)
o)
@
s
(@]
(@]
-}
iy
>
D
a
5
e
e
(™
)
I
=H
cu
of
'y
&
=
>
o
(@]
=
wn
-t

Or

lllll

o

##9 Windows 17 sl A OpenShift Container Platform $£&ff5, S LIEX LT R LERE
pods

® XIF Bring-Your-Own-Host (BYOH) 7 & :
o WMCO %M kubelet, kube-proxy. CNI#1 hybrid-overlay ZH {4 Z8R S #HENE

o {EAENECE LA —ERD ORI Windows BIFRSTECE (40 HNS F4%) ERIFARN BRIk
g

o WMCO ¥¥ containerd fENBRINIZITIT %L, FEHRLE kubelet, kube-proxy, CNI #]
hybrid-overlay A4,

o kubelet fR%5/E 5,

o H# Windows 7 sl A OpenShift Container Platform &[5, EaRILATEIXLET iR EERE
pod,

o WREFTE(EM Docker iRSS, BEMELZIT, HE, WEILAFLNEIE Docker,
pay=\

MRBHARE WMCO BIFTIRAF A LFEALRERTE, NSIE WMCO e ZEAHhER
openshift.io/cluster-monitoring=true 1155, NRIFZIRZRMEI S FERN WMCO w4
o], FEBSEET Windows T8, E/g WMCO pod A1 iR B IEE .

S FIEEIR T, WMCO 24 1EZ Bl WMCO hRAESER Windows #1238, FHEHURIREAEFUES
iTe XATLLELMIFR Machine X RFESEM, X&FE Windows 17 mEZef0fHER, NEFHHK, WMCO
SNFRARENT mRIMRAER, EAIOIED, RATFEAPNRCERES SFBMERMEFCE Windows
MR, EEAITRPEDRSHBE, WMCO —XRREZH — Windows #1838,
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E:2

WMCO Ui 75 B #T Kubernetes 44, A5 Windows 12 1ERGIEH., EIECIBEIAN
IR Mt Windows Hitk, HILEEEREEHFNGR. ELLETE® MachineSet spec
FR B ER R EC B SR IR L HTHY Windows 4.

B Xxf# A Operator Lifecycle Manager (OLM) #+2 Operator B ZE R, ES R AN ERLEN
Operator,

48


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/operators/#olm-upgrading-operators

%5 8 Z= {#1f BRING-YOUR-OWN-HOST (BYOH) WINDOWS SEf4E 717 ix

2% 8 Z {#IFH BRING-YOUR-OWN-HOST (BYOH) WINDOWS £
ENTT R

@i B EN (BYOH), AP Al LIEHHEE Windows Server EEFINLBIAR, FRFEA1H A OpenShift

Container Platform, BYOH Windows S8k #EE1E Windows AR S5 25 AR AL 2R AR EE K R BRBY R P 225,

8.1. Bt i BYOH WINDOWS 5Ll

1] BYOH Windows L& E7E Windows Machine Config Operator (WMCO) #in 44 22 [i] | B BiE & PR
%jo

FoRFM
ZE 7T =M INBIEBERIEST Windows SEBIERATHBLA T EK :
o ST SEREEFR Linux worker 17 AL TF R —PNMZEH,
o im[ 22 WAL FI TR, FEIETFEZT SSH RS %8,
® SSH ARS5ZRBIBRIA shell 712 Windows @45 shell 2% cmd.exe,
e Ui 10250 AL FITHREF sEIRER .
o TEOAFREBI—NEH, ©IE secret EHRFEAEN— MR SSH BH,
o MNBME NLEEIEFE SHIERILEN (IP1) AWS 243 BYOH Windows :4l, EniiES
worker 7 sRBYIT E 2R E B spec.template.spec.value.tag {E PCEEI AWS LB RANRE,
5140 kubernetes.io/cluster/<cluster_id>: owned =% kubernetes.io/cluster/<cluster_id>:

shared.

o MNRIEETE vSphere £ B3 BYOH Windows L1, TA%E S AER AP RS 2389815,

SCEE EN B A TENE RFC 1123 DNS MREER, HAPSIFELITIE !

o NB8ENEFHREFEFEFH"-,

o LUFBHFEFE/FITL,

o LUFBHFEFHERE,
pacy=\
WMCO EZBEH) Windows SLI{EARSZ T E B, AF WMCO REMESIBZTH, &
WIRAEBET R EFhRERS,

P =

1. £ WMCO % & 228 Ol — 1 4% 5 windows-instances #J ConfigMap, FBTF#RERMNK
Windows 45,

=
;E I%\

A ECERSY data B BIENRE, FERAMIFNRETF, (E79 username=
<usernames,

49


https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_server_configuration#configuring-the-default-shell-for-openssh-in-windows
https://datatracker.ietf.org/doc/html/rfc1123
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A B AR 5 7 51

kind: ConfigMap
apiVersion: vi
metadata:
name: windows-instances
namespace: openshift-windows-machine-config-operator
data:

10.1.42.1: |- @)

username=Administrator g
instance.example.com: |-
username=core

Q WMCO &3t SSH i a2 s ttt, "TLLE DNS &FFsk IPv4 ik, XAtk A Fi7F7E
DNS PTR ik, HMIRMEHIHLFER DHCP ko E IP ik, EBiIUES DNS &5 BYOH =2
GBI EER, MR%E, NHEEELMSEFT IP #hilk i 8 #H windows-instances
ConfigMap,

Q FARFGPOIRNEE AL,

8.2. & BYOH WINDOWS =L43

18R] Lo I RREC B R & 5L 51 5% B SEHIBRRS HEI 6L 2% 89 BYOH S, IBRSEHIRTERINBISREE 2 A
ZEBIIRE B ERTE, R BAENESRZTH THEBRRRMENXLLHIH,

E 2 MIBRSEHI, HTE AR WMCO FILSBIRAE T AIZSERI, Hitn, ZEM_EFIG R 10.1.42.1 5
B, EREMMSESIUTRES :

kind: ConfigMap
apiVersion: vi
metadata:

name: windows-instances

namespace: openshift-windows-machine-config-operator
data:

instance.example.com: |-

username=core

fitik% windows-instances # 1 A BUEII RN T mBIFTAE Windows SLBIHYTE K,
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&5 9 = & WINDOWS i =

2 9 = IR WINDOWS T &

9.1. MR — M EHINL 25
0T LU B4 € FO ML 280

B
BRIFEEEEE control plane Hl23%E, BINAZEMER control plane #1285,

o % OpenShift Container Platform &%,
e % OpenShift CLI (oc) .

e LIEA cluster-admin I [RHIFE - &5 &% oc.

it =
1. BEERRDNG, HEIERFREVE

I $ oc get machine -n openshift-machine-api
okt EE <clusterid>-worker-<cloud_regions & EIH 235K,

2. fHERHLES -

I $ oc delete machine <machine> -n openshift-machine-api

2

BRANERT, MSBEHSRSZNHEENSE LZITHT R, BERIR L, EELE
BERT, MEERERE T pod WHREITIE, T RBFZZIRIFRIETITENITMN, MM
SEBNBTEWMER, BRI UEREN SR LF A "machine.openshift.io/exclude-
node-draining" JEfFRBTHEZR T RN TR, INREMIFRIINLZRE T IHENRE,
&3 B — N2 ki B 18 E MBI A E K,
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%10 = ZH WINDOWS BB T Em &

& eT LLE T E%EL Windows Machine Config Operator (WMCO) , FlERZEE WMCO B ECIATR B f &
Zo0a], REFZ1T Windows B2s LYEMERIEEA.

10.1. 13k WINDOWS MACHINE CONFIG OPERATOR

&0 LLME B EDE; Windows Machine Config Operator (WMCO)

FoRFM

o JHERIEE Windows TEf 9 Windows Machine %%,

it =

1. 7£ Operators - OperatorHub TiE ', f£F Filter by keyword £ %£1E 32 3% Red Hat
Windows Machine Config Operator.,

2. m Red Hat Windows Machine Config Operatoriyfil, Operator Tz B %2 1% Operator,

3. £ Windows Machine Config Operator ## & TIE#, = Uninstall,

10.2. 12 WINDOWS MACHINE CONFIG OPERATOR #p 44 28 [H]

BT LU BR BRI A Windows Machine Config Operator (WMCO) 4R BIf & (],

FoRFMH
e WMCO EMERHZIR.

it =

1. B openshift-windows-machine-config-operator 4542 22 7] h 8/ BT A Windows TE i
£

I $ oc delete --all pods --namespace=openshift-windows-machine-config-operator

2. %iF openshift-windows-machine-config-operator %3 22 8| R BIRT A pod 2B SR, it
FARIERE -

I $ oc get pods --namespace openshift-windows-machine-config-operator
3. k& openshift-windows-machine-config-operator @& 22 4] :

I $ oc delete namespace openshift-windows-machine-config-operator

9>1

H A FF IR
o MEEEHER Operator

o fiB& Windows 7 52
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/operators/#olm-deleting-operators-from-a-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/windows_container_support_for_openshift/#removing-windows-nodes

%510 3= 2 H WINDOWS BB T %
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