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CHAPTER 1. INTRODUCTION

1.1. ABOUT RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6

Red Hat JBoss Enterprise Application Platform 6 (JBoss EAP 6) is a middleware platform built on open
standards and compliant with the Java Enterprise Edition 6 specification. It integrates JBoss Application
Server 7 with high-availability clustering, messaging, distributed caching, and other technologies.

JBoss EAP 6 includes a new, modular structure that allows service enabling only when required,
improving startup speed.

The Management Console and Management Command Line Interface make editing XML configuration
files unnecessary and add the ability to script and automate tasks.

In addition, JBoss EAP 6 includes APIs and development frameworks for quickly developing secure and
scalable Java EE applications.

Report a bug

1.2. FEATURES OF JBOSS EAP 6

Table 1.1. JBoss EAP 6 Features

Feature Description

Java Certification Java Enterprise Edition 6 Full Profile and Web
Profile certified.

Managed Domain ) )
e Centralized management of multiple server

instances and physical hosts, while a
standalone server allows for a single server
instance.

® Per-server group management of
configuration, deployment, socket bindings,
modules, extensions and system properties.

® Centralized and simplified management of
application security (including security
domains).

Management Console and Management CLI New domain or standalone server management
interfaces. XML configuration file editing is no longer
required. The Management CLI also includes a batch
mode that can script and automate management
tasks.

Simplified directory layout The modules directory now contains all application
server modules. The common and server-specific lib
directories are deprecated. The domain and
standalone directories contain the artifacts and
configuration files for domain and standalone
deployments respectively.
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Feature Description

Modular class loading mechanism Modules are loaded and unloaded on demand. This
improves performance, has security benefits and
reduces start-up and restart times.

Streamlined Data source management Database drivers are deployed like other services. In
addition, datasources are created and managed
directly in the Management Console or Management
CLI.

Reduced and more efficient resource use JBoss EAP 6 uses fewer system resources and uses
them more efficiently than previous versions. Among
other benefits, JBoss EAP 6 starts and stops faster
than JBoss EAP 5.

Report a bug

1.3. ABOUT JBOSS EAP 6 OPERATING MODES

JBoss EAP 6 provides two operating modes for JBoss EAP 6 instances: standalone server or managed
domain.

The two modes differ in how servers are managed, not in their capacity to service end-user requests. It
is important to note that the high-availability (HA) cluster functionality is available via either operating

mode. A group of standalone servers can be configured to form an HA cluster.

Report a bug

1.4. ABOUT STANDALONE SERVERS

Standalone server mode is an independent process and is analogous to the only running mode available
in previous JBoss EAP versions.

A JBoss EAP 6 instance running as a standalone server is a single instance only but can optionally run in
a clustered configuration.

Report a bug

1.5. ABOUT MANAGED DOMAINS
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Server Server Server
Group A Group B Group C
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‘ Host Controller

Figure 1.1. Graphical Representation of a Managed Domain

The managed domain operating mode allows for management of multiple JBoss EAP 6 instances from a
single control point.

Centrally managed JBoss EAP 6 server collections are known as members of a domain. All JBoss EAP 6
instances in a domain share a common management policy.

A domain consists of one domain controller, one or more host controller(s), and zero or more server
groups per host.

A domain controller is the central point from which the domain is controlled. It ensures that each server
is configured according to the management policy of the domain. The domain controller is also a host
controller.

A host controller is a physical or virtual host on which the domain.sh or domain.bat script is run. Host
controllers are configured to delegate domain management tasks to the domain controller.

The host controller on each host interacts with the domain controller to control the lifecycle of the
application server instances running on its host and to assist the domain controller to manage them.
Each host can contain multiple server groups.

A server group is a set of server instances which have JBoss EAP 6 installed on them and are managed
and configured as one. The domain controller manages the configuration of and applications deployed
onto server groups. Consequently, each server in a server group shares the same configuration and
deployments.

It is possible for a domain controller, a single host controller, and multiple servers to run within the same
JBoss EAP 6 instance, on the same physical system.

Host controllers are tied to specific physical (or virtual) hosts. You can run multiple host controllers on
the same hardware if you use different configurations, ensuring their ports and other resources do not

conflict.

Report a bug
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1.6. ABOUT THE DOMAIN CONTROLLER

A domain controller is the JBoss EAP 6 server instance that acts as a central management point for a
domain. One host controller instance is configured to act as a domain controller.

The primary responsibilities of the domain controller are:
® Maintain the domain's central management policy.
® Ensure all host controllers are aware of its current contents.

® Assist the host controllers in ensuring that all running JBoss EAP 6 instances are configured in
accordance with this policy.

By default, the central management policy is stored in the domain/configuration/domain.xml file. This
file is in the unzipped JBoss EAP 6 installation file, on the domain controller's host's filesystem.

A domain.xml file must be located in the domain/configuration/ directory of the host controller set to
run as the domain controller. This file is not mandatory for installations on host controllers that are not
meant to run as a domain controller. The presence of a domain.xml file on such a server does no harm,
however.

The domain.xml file contains the profile configurations that can be run on the server instances in a
domain. A profile configuration includes the detailed settings of the various subsystems that comprise a
profile. The domain configuration also includes the definition of socket groups and the server group
definitions.

Report a bug

1.7. ABOUT DOMAIN CONTROLLER DISCOVERY AND FAILOVER

When setting up a managed domain, each host controller must be configured with information needed
to contact the domain controller. In JBoss EAP 6, each host controller can be configured with multiple
options for finding the domain controller. Host controllers iterate through the list of options until one
succeeds.

This allows host controllers to be pre-configured with contact information for a backup domain
controller. A backup host controller can be promoted to master if there is a problem with the primary
domain controller, allowing host controllers to automatically fail over to the new master once it's been
promoted.

The following is an example of how to configure a host controller with multiple options for finding the
domain controller.

<discovery-options>
<static-discovery name="primary" host="172.16.81.100" port="9999"/>
<static-discovery name="backup" host="172.16.81.101" port="9999"/>
</discovery-options>
</remote>

<domain-controller>
<remote security-realm="ManagementRealm">
</domain-controller>

‘ Example 1.1. Host controller configured with multiple domain controller options
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A static discovery option includes the following mandatory attributes:

name

The name for this domain controller discovery option

host

The remote domain controller's host name.

port

The remote domain controller's port.
In the example above, the first discovery option is the one expected to succeed. The second can be
used in failover situations.

If a problem arises with the primary domain controller, a host controller that was started with the --
backup option can be promoted to act as the domain controller.

NOTE

Starting a host controller with the --backup option will cause that controller to maintain a
local copy of the domain configuration. This configuration will be used if the host
controller is reconfigured to act as the domain controller.

Procedure 1.1. Promoting a host controller to be the domain controller

1. Ensure the original domain controller has, or is, stopped.

2. Use the Management CLI to connect to the host controller that is to become the new domain
controller.

3. Execute the following command to configure the host controller to act as the new domain
controller.

I /host=HOST_NAME:write-local-domain-controller
4. Execute the following command to reload the host controller.
I reload --host=HOST NAME

The host controller chosen in step 2 will now act as the domain controller.

Report a bug

1.8. ABOUT HOST CONTROLLER

A host controller is launched when the domain.sh or domain.bat script is run on a host.
The primary responsibility of a host controller is server management. It delegates domain management

tasks and is responsible for starting and stopping the individual application server processes that run on
its host.

10
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It interacts with the domain controller to help manage the communication between the servers and the
domain controller. Multiple host controllers of a domain can interact with only a single domain controller.
Hence, all the host controllers and server instances running on a single domain mode have a single
domain controller and must belong to the same domain.

By default each host controller reads its configuration from the domain/configuration/host.xml file
located in the unzipped JBoss EAP 6 installation file on its host's filesystem. The host.xml file contains
the following configuration information that is specific to the particular host:

® The names of the JBoss EAP 6 instances meant to run from this installation.
® Any of the following configurations:

o How the host controller contacts the domain controller to register itself and access the
domain configuration.

o How to find and contact a remote domain controller.
o That the host controller is to act as the domain controller

e Configurations specific to the local physical installation. For example, named interface
definitions declared in domain.xml can be mapped to an actual machine-specific IP address in
host.xml. And abstract path names in domain.xml can be mapped to actual filesystem paths in
host.xml.

Report a bug

1.9. ABOUT SERVER GROUPS

A server group is a collection of server instances that are managed and configured as one. In a managed
domain, every application server instance belongs to a server group, even if it is the only member. The
server instances in a group share the same profile configuration and deployed content.

A domain controller and a host controller enforce the standard configuration on all server instances of
every server group in its domain.

A domain can consist of multiple server groups. Different server groups can be configured with different
profiles and deployments. A domain can be configured with different server tiers providing different
services, for example.

Different server groups can also have the same profile and deployments. This can, for example, allow for
rolling application upgrades where the application is upgraded on one server group and then updated on
a second server group, avoiding a complete service outage.

The following is an example of a server group definition:

<socket-binding-group ref="standard-sockets"/>
<deployments>
<deployment name="foo.war_v1" runtime-name="foo.war"/>
<deployment name="bar.ear" runtime-name="bar.ear"/>
</deployments>

<server-group name="main-server-group" profile="default">
</server-group>

| Example 1.2. Server group definition

1


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+36-591646+%5BLatest%5D&comment=Title%3A+About+Host+Controller%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=36-591646+23+Feb+2014+16%3A54+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

Administration and Configuration Guide

A server group includes the following mandatory attributes:
® name: the server group name.
e profile: the server group profile name.
® socket-binding-group: the default socket binding group used for servers in the group. This
name can be overridden on a per-server basis in host.xml. However, this is a mandatory element
for every server group and the domain can not start if it is missing.
A server group includes the following optional attributes:
® deployments: the deployment content to be deployed on the servers in the group.
® system-properties: the system properties to be set on servers in the group
® jvm: the default JVM settings for all servers in the group. The host controller merges these
settings with any other configuration provided in host.xml to derive the settings used to launch

the server's JVM.

® socket-binding-port-offset: the default offset to be added to the port values given by the
socket binding group.

® management-subsystem-endpoint: set to true to have servers belonging to the server group
connect back to the host controller using the endpoint from their Remoting subsystem (the

Remoting subsystem must be present for this to work).

Report a bug

1.10. ABOUT JBOSS EAP 6 PROFILES

The concept of profiles that was used in previous versions of JBoss EAP is no longer used. JBoss EAP 6
now uses a small number of configuration files to hold all information about its configuration.

Modules and drivers are now loaded on an as-needed basis. Consequently the concept of a default
profile - used in previous versions of JBoss EAP 6 to make the server start more efficiently - does not

apply.

At deployment time, module dependencies are determined, ordered, resolved by the server or domain
controller, and loaded in the correct order. Modules are unloaded when no deployment needs them any
longer.

It is possible to disable modules or unload drivers and other services manually by removing the
subsystems from the configuration. However, for most cases this is unnecessary. If none of your

applications use a module, it will not be loaded.

Report a bug

1.11. MANAGE SERVERS OF DIFFERENT VERSIONS

NOTE

You must have the latest release of JBoss EAP is functioning as the domain controller in
order to manage different versions of JBoss EAP servers.
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® JBoss EAP schema uses different versions. Hence, JBoss EAP domain controller of a higher
version must not have issues controlling a JBoss EAP host of a lower version, but the
domain.xml must be the oldest of all the versions in use.

e |f thereis a cluster, all member servers of the cluster must belong to the same version of JBoss
EAP.

® On every host in the domain, there are several Java processes like Process Controller, Host
Controller and managed servers. These Java processes must be launched from the same
installation of JBoss EAP, hence have the same version.

'g WARNING

However, there is a minor incompatibility when the domain controller from JBoss
EAP 6.3 manages slaves from JBoss EAP 6.2 or below that must be corrected: the
[named-formatter] attribute is not understood in the target model version and
must be replaced with older attributes. For more details, refer to
https://access.redhat.com/solutions/1238073

Report a bug
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CHAPTER 2. APPLICATION SERVER MANAGEMENT

2.1. JBOSS EAP DOCUMENTATION CONVENTIONS

All instances of EAP_HOME in this guide refer to the JBoss EAP root installation directory, which
depends on the installation method you used.

Zip Installation Method
EAP_HOME refers to the directory in which the JBoss EAP ZIP file was extracted.

Installer Method
EAP_HOME refers to the directory in which you chose to install JBoss EAP.

RPM Installation Method
EAP_HOME refers to the directory /usr/share/jbossas.

NOTE

The notation EWS_HOME is used to refer to JBoss EWS installation locations following
the same conventions outlined above for JBoss EAP.

ol

Report a bug

2.2. START AND STOP JBOSS EAP 6

2.2.1. Start JBoss EAP 6

JBoss EAP runs in one of two modes, Standalone Server or Managed Domain, and is supported on two
platforms, Red Hat Enterprise Linux and Microsoft Windows Server. The specific command to start
JBoss EAP depends on the underlying platform and the desired mode.

Table 2.1. Commands to start JBoss EAP

Operating System Standalone Server Managed Domain

Red Hat Enterprise Linux EAP_HOME/bin/standalone.s @ EAP_HOME/bin/domain.sh
h

Microsoft Windows Server EAP_HOME\bin\standalone.b = EAP_HOME\bin\domain.bat
at

For more information on how to start JBoss EAP 6, refer Section 2.2.2, “Start JBoss EAP 6 as a
Standalone Server” and Section 2.2.4, “Start JBoss EAP 6 as a Managed Domain” .

Report a bug

2.2.2. Start JBoss EAP 6 as a Standalone Server
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Summary

This topic covers the steps to start JBoss EAP 6 as a Standalone Server.

Procedure 2.1. Start the Platform Service as a Standalone Server

1. For Red Hat Enterprise Linux.
Run the command: EAP_HOME/bin/standalone.sh

2. For Microsoft Windows Server.
Run the command: EAP_HOME\bin\standalone.bat

3. Optional: Specify additional parameters.
To list all available parameters for the start-up scripts, use the -h parameter.
Result

The JBoss EAP 6 Standalone Server instance starts.

Report a bug

2.2.3. Running Multiple JBoss EAP Standalone Servers on a Single Machine

Summary

This topic describes the steps for running multiple JBoss EAP Standalone servers on a single machine.

Procedure 2.2. Run multiple instances of JBoss EAP standalone servers on a single machine

1. Create a copy of the EAP_HOME/standalone/ directory directly under EAP_HOME/ for each
standalone server. For example, to create a directory for standalone servers node1 and node2,
type the following commands.

$ cd EAP_HOME
$ cp -a ./standalone ./node1
$ cp -a ./standalone ./node2

2. Start each JBoss EAP standalone instance by specifying the node name, IP address, server
directory, optional server configuration file, and optional port offset. The command uses the
following syntax:

$ ./bin/standalone.sh -Djboss.node.name=UNIQUE_NODENAME -
Djboss.server.base.dir=EAP_HOME/NODE_DIRECTORY -b IP_ADDRESS -bmanagement
MGMT_IP_ADDRESS --server-config=SERVER_CONFIGURATION_FILE -
Djboss.socket.binding.port-offset=PORT_OFFSET

a. This example starts node1

$ cd EAP_HOME
$ ./bin/standalone.sh -Djboss.node.name=node1 -
Djboss.server.base.dir=EAP_HOME/node1 -b 10.10.10.10 -bmanagement 127.0.0.1

b. This example to start node2 depends on whether the machine supports multiple IP
addresses.
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® |f the machine supports multiple IP addresses, the following command is to be used.

$ cd EAP_HOME

$ ./bin/standalone.sh -Djboss.node.name=node2 -
Djboss.server.base.dir=EAP_HOME/node2 -b 10.10.10.40 -bmanagement
127.0.0.40

®  |f the machine does not support multiple IP addresses, you must specify a
jboss.socket.binding.port-offset property to avoid a port conflict.

$ cd EAP_HOME

$ ./bin/standalone.sh -Djboss.node.name=node2 -
Djboss.server.base.dir=EAP_HOME/node2 -b 10.10.10.10 -bmanagement 127.0.0.1
-Djboss.socket.binding.port-offset=100

-

NOTE

If you would like to manage two nodes at once or two nodes that have the same
configuration, you are recommended to run them in a managed domain instead of running
a standalone server.

Report a bug

2.2.4. Start JBoss EAP 6 as a Managed Domain

Order of Operations

The domain controller must be started before any slave servers in any server groups in the domain. Use
this procedure first on the domain controller, and then on each associated host controller and each
other host associated with the domain.

Procedure 2.3. Start the Platform Service as a Managed Domain

1. For Red Hat Enterprise Linux.
Run the command: EAP_HOME/bin/domain.sh

2. For Microsoft Windows Server.
Run the command: EAP_HOME\bin\domain.bat

3. Optional: Pass additional parameters to the start-up script.
To list all available parameters for the start-up scripts, use the -h parameter.

Result

The JBoss EAP 6 Managed Domain instance starts.

Report a bug

2.2.5. Configure the Name of a Host in a Managed Domain

Summary
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Every host running in a managed domain must have a unique host name. To ease administration and
allow for the use of the same host configuration files on multiple hosts, the server uses the following
precedence for determining the host name.

1. If set, the host element name attribute in the host.xml configuration file.

2. The value of the jboss.host.name system property.

3. The value that follows the final period (".") character in the jboss.qualified.host.name system

nn

property, or the entire value if there is no final period (".") character.

non

4. The value that follows the period (".") character in the HOSTNAME environment variable for
POSIX-based operating systems, the COMPUTERNAME environment variable for Microsoft
Windows, or the entire value if there is no final period (".") character.

For information about how to set environment variables, see the documentation for your operating
system. For information about how to set system properties, see Section 3.5.11, “Configure System
Properties Using the Management CLI".

This topic describes how set the name of the host in the configuration file, using either a system
property or a hard-coded name.

Procedure 2.4. Configure the Host Name Using a System Property
1. Open the host configuration file for editing, for example, host.xml.

2. Find the host element in the file, for example:

I <host name="master" xmIns="urn:jboss:domain:1.6">

3. Ifitis present, remove the name="HOST_NAME" attribute declaration. The host element
should now look like the following example.

I <host xmIns="urn:jboss:domain:1.6">

4. Start the server passing the -Djboss.host.name argument, for example:

I -Djboss.host.name=HOST_NAME

Procedure 2.5. Configure the Host Name Using a Specific Name

1. Start the JBoss EAP slave host using the following syntax:
I bin/domain.sh --host-config=HOST_FILE_NAME
For example:

I bin/domain.sh --host-config=host-slave01.xml

2. Launch the Management CLI.

3. Use the following syntax to replace the host name:
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I /host=EXISTING_HOST_NAME:write-
attribute(name="name",value=UNIQUE_HOST_NAME)
For example:
I /host=master:write-attribute(name="name",value="host-slave01")
You should see the following result.
I "outcome" => "success"
This modifies the host hame attribute in the host-slave01.xml file as follows:
I <host name="host-slave01" xmIns="urn:jboss:domain:1.6">
4. You must reload the server configuration using the old host name to complete the process
I reload --host=EXISTING_HOST_NAME
For example:

I reload --host=master

Report a bug
2.2.6. Create Managed Domain on Two Machines

NOTE

You may need to configure your firewall to run this example.

You can create managed domain on two machines, wherein one machine is a domain controller and the
other machine is a host. For more information, see Section 1.6, “About the Domain Controller”.

® |P1=1IP address of the domain controller (Machine 1)

® |P2 =[P address of the host (Machine 2)

Procedure 2.6. Create managed domain on two machines
1. On Machine 1

a. Use the add-user.sh script to add management user. For example, slave01, so the host can
authenticate the domain controller. Note the SECRET_VALUE from the add-user output.

b. Start domain with host-master.xml config file, which is preconfigured for dedicated domain
controller.

c. Use -bmanagement=$IP1 to make domain controller visible to other machines.

I EAP_HOME/bin/domain.sh --host-config=host-master.xml -bmanagement=$IP1

18


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+31393-686116+%5BLatest%5D&comment=Title%3A+Configure+the+Name+of+a+Host+in+a+Managed+Domain%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=31393-686116+20+Jul+2014+18%3A14+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

CHAPTER 2. APPLICATION SERVER MANAGEMENT

2. On Machine 2

a. Update EAP_HOME/domain/configuration/host-slave.xml file with user credentials.

<?xml version="1.0' encoding="UTF-8'?>
<host xmIns="urn:jboss:domain:1.6" name="slave01">
<!-- add user name here -->
<management>
<security-realms>
<security-realm name="ManagementRealm">
<server-identities>
<secret value="$SECRET_VALUE" />
<l-- use secret value from add-user.sh output-->
</server-identities>

b. Start host.

EAP_HOME/bin/domain.sh --host-config=host-slave.xml -
Djboss.domain.master.address=$IP1 -b=$IP2

3. Now we can manage the domain.
via CLI:
I EAP_HOME/bin/jboss-cli.sh -¢ --controller=$IP1
via Web Console:
I http://$1P1:9990

Access the server index page:

http://$IP2:8080/
http://$IP2:8230/

Report a bug

2.2.7. Create Managed Domain on a Single Machine
Multiple host controllers can be run on a single machine by using the jboss.domain.base.dir property.
IMPORTANT

It is not supported to configure more than one JBoss EAP host controller as a system
service on a single machine.

Procedure 2.7. Run Multiple Host Controllers on a Single Machine

1. Copy the EAP_HOME/domain directory for the domain controller.

I cp -r EAP_HOME/domain /path/to/domain1
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2. Copy the EAP_HOME/domain directory for a host controller.

I cp -r EAP_HOME/domain /path/to/host1

3. Start the domain controller using /path/to/domaini.

EAP_HOME/bin/domain.sh --host-config=host-master.xml -
Djboss.domain.base.dir=/path/to/domain1

4. Start the host controller using /path/to/host1.

EAP_HOME/bin/domain.sh --host-config=host-slave.xml -
Djboss.domain.base.dir=/path/to/host1 -Djboss.domain.master.address=/P_ADDRESS -
Djboss.management.native.port=PORT

Result

Each instance started in this manner will share the rest of the resources in the base installation directory
(i.e. EAP_HOME/modules/), but use the domain configuration from the directory specified by
jboss.domain.base.dir.

Report a bug

2.2.8. Start JBoss EAP 6 with an Alternative Configuration

If you do not specify a configuration file, the server starts with the default file.

You can also specify a configuration manually. This process varies depending on whether you are using a
Managed Domain or Standalone Server, and operating system.

Prerequisites

e Before using an alternative configuration file, prepare it using the default configuration as a
template.

® For Managed Domains, alternative configuration files are stored in the
EAP_HOME/domain/configuration/ directory.

® For Standalone Servers, alternative configuration files are stored in the
EAP_HOME/standalone/configuration/ directory.

NOTE

Example configurations are included in the EAP_HOME/docs/examples/configs/
directory. Use these examples to enable features such as clustering or the Transactions
XTS API.

Start the Instance with an Alternative Configuration

Standalone server

For a Standalone Server, provide the configuration filename using the --server-config switch. The
configuration file must be in the EAP_HOME/standalone/configuration/ directory, and you must
specify the file path relative to this directory.
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Example 2.1. Using an Alternate Configuration file for a Standalone Server in Red Hat Enterprise
Linux

I [user@host bin]$ ./standalone.sh --server-config=standalone-alternate.xml

This example uses the EAP_HOME/standalone/configuration/standalone-alternate.xml
configuration file.

Example 2.2. Using an Alternate Configuration file for a Standalone Server in Microsoft
Windows Server

I C:\EAP_HOME\bin> standalone.bat --server-config=standalone-alternate.xml

This example uses the EAP_HOME\standalone\configuration\standalone-alternative.xml
configuration file.

Managed Domain

For a Managed Domain, provide the configuration filename using the --domain-config switch. The
configuration file must be in the EAP_HOME/domain/configuration/ directory, and you need to specify
the path relative to that directory.

Example 2.3. Using an Alternate Configuration file for a Managed Domain in Red Hat Enterprise
Linux

I [user@host bin]$ ./domain.sh --domain-config=domain-alternate.xml

This example uses the EAP_HOME/domain/configuration/domain-alternate.xml configuration file.

Example 2.4. Using an Alternate Configuration file for a Managed Domain in Microsoft Windows
Server

I C:\EAP_HOME\bin> domain.bat --domain-config=domain-alternate.xm/

This example uses the EAP_HOME\domain\configuration\domain-alternate.xml configuration file.

Report a bug

2.2.9. Stop JBoss EAP 6

The way that you stop JBoss EAP 6 depends on how it was started. This task covers stopping an
instance that was started interactively, stopping an instance that was started by a service, and stopping
an instance that was forked into the background by a script.
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NOTE

For information on how to stop a server or server group in a Managed Domain see
Section 2.3.3, “Stop a Server Using the Management Console” . For information on how to
stop a server using the Management CLI, see Section 2.3.1, “Start and Stop Servers Using
the Management CLI".

Procedure 2.8. Stop an instance of JBoss EAP 6

® Stop an instance which was started interactively from a command prompt.
Press Ctrl-C in the terminal where JBoss EAP 6 is running.

Procedure 2.9. Stop an instance which was started as an operating system service.

Depending on the operating system, use one of the following procedures.

® o RedHatEnterprise Linux
For Red Hat Enterprise Linux, if you have written a service script, use its stop facility. This
needs to be written into the script. Then you can use service scriptname stop, where
scriptname is the name of the script.

o Microsoft Windows Server
In Microsoft Windows, use the net service command, or stop the service from the Services
applet in the Control Panel.

Procedure 2.10. Stop an instance which is running in the background (Red Hat Enterprise Linux)

1. Obtain the process ID (PID) of the process:

o If only a single instance is running (standalone mode)
Either of the following commands will return the PID of a single instance of JBoss EAP 6:

®m pidof java
" jps

(The jps command will return an ID for two processes; one for jboss-modules.jar and
one for jps itself. Use the ID for jboss-modules.jar to stop the EAP instance)

o If multiple EAP instances are running (domain mode)
Identifying the correct process to end if more than one instance of EAP is running requires
more comprehensive commands be used.

B The jps command can be used in verbose mode to provide more information about the
java processes it finds.

Below is an abridged output from a verbose jps command identifying the different EAP
processes running by PID and role:

$jps -v
12155 jboss-modules.jar -D[Server:server-one] -XX:PermSize=256m -
XX:MaxPermSize=256m -Xms1303m

12196 jboss-modules.jar -D[Server:server-two] -XX:PermSize=256m -
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XX:MaxPermSize=256m -Xms1303m

12096 jboss-modules.jar -D[Host Controller] -Xms64m -Xmx512m -
XX:MaxPermSize=256m

11872 Main -Xms128m -Xmx750m -XX:MaxPermSize=350m -
XX:ReservedCodeCacheSize=96m -XX:+UseCodeCacheFlushing

11248 jboss-modules.jar -D[Standalone] -XX:+UseCompressedOops -verbose:gc
12892 Jps

12080 jboss-modules.jar -D[Process Controller] -Xms64m -Xmx512m -
XX:MaxPermSize=256m

B The ps aux command can also be used to return information about multiple EAP
instances.

Below is an abridged output from a verbose ps aux command identifying the different
EAP processes running by PID and role:

$ ps aux | grep java
username 12080 0.1 0.9 3606588 36772 pts/0 Sl+ 10:09 0:01 /path/to/java -
D[Process Controller] -server -Xms128m -Xmx128m -XX:MaxPermSize=256m

username 12096 1.0 4.1 3741304 158452 pts/0 Sl+ 10:09 0:13 /path/to/java -
D[Host Controller] -Xms128m -Xmx128m -XX:MaxPermSize=256m

username 12155 1.7 8.9 4741800 344224 pts/0 Sl+ 10:09 0:22 /path/to/java -
D[Server:server-one] -XX:PermSize=256m -XX:MaxPermSize=256m -Xms1000m -
Xmx1000m -server -

username 12196 1.8 9.4 4739612 364436 pts/0 Sl+ 10:09 0:22 /path/to/java -
D[Server:server-two] -XX:PermSize=256m -XX:MaxPermSize=256m -Xms1000m -
Xmx1000m -server

In the above examples, the Process Controller processes are the processes to stop in order
to stop the entire domain.

The grep utility can be used with either of these commands to identify the Process
Controller:

I jps -v | grep "Process Controller"

I ps aux | grep "Process Controller"
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2. Send the process the TERM signal, by running Kill PID, where PID is the process ID identified by
one of the commands above.

Result

Each of these alternatives shuts JBoss EAP 6 down cleanly so that data is not lost.

Report a bug

2.2.10. Reference of Switches and Arguments to pass at Server Runtime

The application server startup script accepts arguments and switches at runtime. This allows the server
to start under alternative configurations to those defined in the standalone.xml, domain.xml, and
host.xml configuration files.

Alternative configurations might include starting the server with an alternative socket bindings set or a
secondary configuration.

The available parameters list can be accessed by passing the help switch -h or --help at startup.

Table 2.2. Runtime Switches and Arguments

Argument or Switch Description

--admin-only Standalone Set the server's running type to ADMIN_ONLY.
This will cause it to open administrative interfaces
and accept management requests, but not start other
runtime services or accept end user requests.

--admin-only Domain Set the host controller's running type to
ADMIN_ONLY causing it to open administrative
interfaces and accept management requests but not
start servers or, if this host controller is the master for
the domain, accept incoming connections from slave
host controllers.

-b=<value>, -b <value> Standalone, Set system property jpboss.bind.address, which is
Domain used in configuring the bind address for the public
interface. This defaults to 127.0.0.1if no value is
specified. See the -b<interface>=<value> entry
for setting the bind address for other interfaces.

-b<interface>=<value> Standalone, Set system property jboss.bind.address.
Domain <interfaces> to the given value. For example,-

bmanagement=/P_ADDRESS

--backup Domain Keep a copy of the persistent domain configuration
even if this host is not the Domain Controller.

-c=<config>, -c <config> Standalone Name of the server configuration file to use. The
default is standalone.xml.
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Description

-c=<config>, -c <config>

--cached-dc

--debug [<port>]

-D<name>[=<value>]

--domain-config=<config>

-h,--help

--host-config=<config>

--interprocess-hc-address=

<address>

--interprocess-hc-port=
<port>

--master-address=
<address>

--master-port=<port>

--read-only-server-config=
<config>

--read-only-domain-config=
<config>

Domain

Domain

Standalone

Standalone,

Domain

Domain

Standalone,

Domain

Domain

Domain

Domain

Domain

Domain

Standalone

Domain

Name of the server configuration file to use. The
default is domain.xml.

If the host is not the Domain Controller and cannot
contact the Domain Controller at boot, boot using a
locally cached copy of the domain configuration.

Activate debug mode with an optional argument to
specify the port. Only works if the launch script
supports it.

Set a system property.

Name of the server configuration file to use. The
default is domain.xml.

Display the help message and exit.

Name of the host configuration file to use. The
default is host.xml.

Address on which the host controller should listen for
communication from the process controller.

Port on which the host controller should listen for
communication from the process controller.

Set system property
jboss.domain.master.address to the given
value. In a default slave Host Controller config, this is
used to configure the address of the master Host
Controller.

Set system property jposs.domain.master.port
to the given value. In a default slave Host Controller
config, this is used to configure the port used for
native management communication by the master
Host Controller.

Name of the server configuration file to use. This
differs from --server-config and -C in that the
original file is never overwritten.

Name of the domain configuration file to use. This
differs from --domain-config and -c in that the
initial file is never overwritten.
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Argument or Switch Description

--read-only-host-config= Domain Name of the host configuration file to use. This
<config> differs from --host-config in that the initial file is
never overwritten.

-P=<url>, -P <url>, -- Standalone, Load system properties from the given URL.
properties=<url> Domain
--pc-address=<address> Domain Address on which the process controller listens for

communication from processes it controls.

--pc-port=<port> Domain Port on which the process controller listens for
communication from processes it controls.

-S<name>[=<value>] Standalone Set a security property.

--server-config=<config> Standalone Name of the server configuration file to use. The
default is standalone.xml.

-u=<value>, -u <value> Standalone, Set system property
Domain jboss.default.multicast.address, which is used in
configuring the multicast address in the socket-
binding elements in the configuration files. This
defaults to 230.0.0.4 if no value is specified.

-v,-V,--version Standalone, Display the application server version and exit.
Domain

'@ WARNING
The configuration files that ship with JBoss EAP 6 are set up to handle the behavior

of the switches (i.e. -b, -u). If you change your configuration files to no longer use
the system property controlled by the switch, then adding it to the launch command
will have no effect.

Report a bug

2.3.START AND STOP SERVERS

2.3.1. Start and Stop Servers Using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”
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Servers can be started and stopped using the Management CLI or Management Console. Both tools can
control a single Standalone Server instance or manage multiple servers across a Managed Domain
deployment.

To use the Management Console, refer to Section 2.3.2, “Start a Server Using the Management
Console”. When using the Management CLI, the process varies for Standalone Server and Managed

Domain instances.

Stop a Standalone Server with the Management CLI

Standalone Servers, started either by a script or manually at a shell prompt, can be shut down from the
Management CLI using the shutdown command.

Example 2.5. Stop a Standalone Server instance via the Management CLI

I [standalone@localhost:9999 /] shutdown

To restart the JBoss EAP 6 Standalone Server instance, run the instance’s startup script or start it
manually as described in Section 2.2.2, “Start JBoss EAP 6 as a Standalone Server”.

Start and Stop a Managed Domain with the Management CLI

The Management Console can selectively start or stop specific servers in a domain. This includes server
groups across the whole of a domain as well as specific server instances on a host.

Example 2.6. Stop a Server Host in a Managed Domain via the Management CLI

Similar to Standalone Server instance, the shutdown command is used to shut down a declared
Managed Domain host. This example stops a server host named master by declaring the instance
name before calling the shutdown operation.

I [domain@localhost:9999 /] shutdown --host=master

Example 2.7. Start and Stop a Server Group in a Managed Domain via the Management CLI

This example starts a default server group named main-server-group by declaring the group before
calling the start and stop operations.

I [domain@localhost:9999 /] /server-group=main-server-group:start-servers

I [domain@localhost:9999 /] /server-group=main-server-group:stop-servers

Example 2.8. Start and Stop a Server Instance in a Managed Domain via the Management CLI

This example starts and then stops a server instance named server-one on the master host by
declaring the host and server configuration before calling the start and stop operations.

I [domain@localhost:9999 /] /host=master/server-config=server-one:start

I [domain@localhost:9999 /] /host=master/server-config=server-one:stop
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NOTE

Use the tab key to assist with string completion and to expose visible variables such as
available host and server configuration values.

Report a bug

2.3.2. Start a Server Using the Management Console

Prerequisites

® Section 2.2.4, “Start JBoss EAP 6 as a Managed Domain”

® Section 3.3.2, “Log in to the Management Console”

Procedure 2.11. Start the Server for a Managed Domain

1. Select the Domain tab at the top of the console and then, select the TOPOLOGY tab. In the
left navigation bar, under Domain, select Overview.

2. From the list of Server Instances, select the server you want to start. Servers that are running
are indicated by a check mark.

Hover the cursor over an instance in this list to show options in blue text below the server's
details.

3. To start the instance, click on the Start Server text when it appears. A confirmation dialogue
box will open. Click Confirm to start the server.

Result

The selected server is started and running.

Report a bug

2.3.3. Stop a Server Using the Management Console

Prerequisites

® Section 2.2.4, "Start JBoss EAP 6 as a Managed Domain”

® Section 3.3.2, “Log in to the Management Console”

Procedure 2.12. Stop a Server in a Managed Domain Using the Management Console

1. Select the Domain tab at the top of the console and then, select the TOPOLOGY tab. In the
left navigation bar, under Domain, select Overview.

2. Alist of available Server Instances is displayed on the Hosts, groups and server instances
table. Servers that are running are indicated by a check mark.
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3. Hover the cursor over the chosen server. Click on the Stop Server text that appears. A
confirmation dialogue window will appear.

4. Click Confirm to stop the server.

Result

The selected server is stopped.

Report a bug

2.4. CONFIGURATION FILES

2.4.1. About JBoss EAP 6 Configuration Files

The configuration for JBoss EAP 6 has changed considerably from previous versions. One of the most

obvious differences is the use of a simplified configuration file structure, which includes one or more of
the files listed below.

Table 2.3. Configuration File Locations

Server mode

domain.xml

host.xml

host-master.xml

host-slave.xml

Location

EAP_HOME/domain/configur
ation/domain.xml

EAP_HOME/domain/configur
ation/host.xml

EAP_HOME/domain/configur
ation/host-master.xml

EAP_HOME/domain/configur
ation/host-slave.xml

Purpose

This is the main configuration file
for a managed domain. Only the
domain master reads this file. On
other domain members, it can be
removed.

This file includes configuration
details specific to a physical host
in a managed domain, such as
network interfaces, socket
bindings, the name of the host,
and other host-specific details.
The host.xml file includes all of
the features of both host-
master.xml and host-
slave.xml, which are described
below. This file is not present for
standalone servers.

This file includes only the
configuration details necessary to
run a server as a managed domain
master server. This file is not
present for standalone servers.

This file includes only the
configuration details necessary to
run a server as a managed domain
slave server. This file is not
present for standalone servers.
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Server mode Location

EAP_HOME/standalone/confi
guration/standalone.xml

standalone.xml

EAP_HOME/standalone/confi
guration/standalone-full.xml

standalone-full.xml

EAP_HOME/standalone/confi
guration/standalone-ha.xml

standalone-ha.xml

standalone-full-ha.xml EAP_HOME/standalone/confi
guration/standalone-full-

ha.xml

Purpose

This is the default configuration
file for a standalone server. It
contains all information about the
standalone server, including
subsystems, networking,
deployments, socket bindings, and
other configurable details. This
configuration is used
automatically when you start your
standalone server.

This is an example configuration
for a standalone server. It includes
support for every possible
subsystem except for those
required for high availability. To
use it, stop your server and restart
using the following command:
EAP_HOME/bin/standalone.s
h -c standalone-full.xml

This example configuration file
enables all of the default
subsystems and adds the
mod_cluster and JGroups
subsystems for a standalone
server, so that it can participate in
a high-availability or load-
balancing cluster. This file is not
applicable for a managed domain.
To use this configuration, stop
your server and restart using the
following command:
EAP_HOME/bin/standalone.s
h -c standalone-ha.xml

This is an example configuration
for a standalone server. It includes
support for every possible
subsystem, including those
required for high availability. To
use it, stop your server and restart
using the following command:
EAP_HOME/bin/standalone.s
h -c standalone-full-ha.xml

These are only the default locations. You can specify a different configuration file at runtime.
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NOTE

For information about how to backup JBoss EAP 6 configuration data, refer
Section 2.4.2, “Back up JBoss EAP Configuration Data” .

Report a bug

2.4.2. Back up JBoss EAP Configuration Data

Summary

This topic describes the files that must be backed up in order to later restore the JBoss EAP server
configuration.

Procedure 2.13. Back Up the Configuration Data

1. To keep user and profile data, domain, host, slave, and logging configuration, back up the entire
contents of the following directories.

o EAP_HOME/standalone/configuration/
o EAP_HOME/domain/configuration

2. Back up any custom modules created in the EAP_HOME/modules/system/layers/base/
directory.

3. Back up any welcome content in the EAP_HOME/welcome-content/ directory.
4. Back up any custom scripts created in the EAP_HOME/bin/ directory.

Report a bug

2.4.3. Descriptor-based Property Replacement

Application configuration - for example, datasource connection parameters - typically varies between
development, testing, and production deployments. This variance is sometimes accommodated by build
system scripts, as the Java EE specification does not contain a method to externalize these
configurations. With JBoss EAP 6 you can use descriptor-based property replacement to manage
configuration externally.

Descriptor-based property replacement substitutes properties based on descriptors, allowing you to
remove assumptions about the environment from the application and the build chain. Environment-
specific configurations can be specified in deployment descriptors rather than annotations or build
system scripts. You can provide configuration in files or as parameters at the command line.

Descriptor-based property replacement is enabled globally through standalone.xml or domain.xml:

<spec-descriptor-property-replacement>
true
</spec-descriptor-property-replacement>

Example 2.9. Descriptor-based property replacement
<jboss-descriptor-property-replacement>

‘ <subsystem xmlIns="urn:jpboss:domain:ee:1.2">
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true
</jboss-descriptor-property-replacement>
</subsystem>

Java EE descriptor replacement is disabled by default. When enabled, descriptors can be replaced in the
following configuration files: ejb-jar.xml and persistence.xml.

JBoss-specific descriptor replacement is enabled by default. When enabled, descriptors can be
replaced in the following configuration files:

e jboss-ejb3.xml

e jboss-app.xml

jboss-web.xml

® *-jms.xml

*-ds.xml

For example, given a Bean with the following annotation:
Example 2.10. Example annotation

@ActivationConfigProperty(propertyName = "connectionParameters"”, propertyValue =
"host=192.168.1.1;port=5445")

With descriptor-based property replacement enabled, the connectionParameters can be specified via
the command-line as:

I ./standalone.sh -DconnectionParameters="host=10.10.64.1;port=5445'
To accomplish the same via system properties you use an expression in place of the literal value.
Expressions take the format ${parameter.default}. Where an expression is used in configuration, the
value of that parameter takes its place. If the parameter does not exist then the specified default value
is used instead.
Example 2.11. Using an Expression in a Descriptor
<activation-config>
<activation-config-property>
<activation-config-property-name>
connectionParameters
</activation-config-property-name>
<act|vat|on -config-property-value>
${jms.connection.parameters:'host=10.10.64.1;port=5445'}
</activation-config-property-value>
</activation-config-property>
</activation-config>

The expression ${jms.connection.parameters:'host=10.10.64.1;port=5445'} allows the connection
parameters to be overridden by a command-line supplied parameter, while providing a default value.
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Report a bug

2.4.4. Enabling or Disabling Descriptor Based Property Replacement

Summary

Finite control over descriptor property replacement was introduced in jboss-as-ee_1_1.xsd. This task
covers the steps required to configure descriptor based property replacement.

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6"
® Section 3.4.2, "Launch the Management CLI”

Descriptor based property replacement flags have boolean values:
® When set to true, property replacements are enabled.

® When set to false, property replacements are disabled.

Procedure 2.14. jboss-descriptor-property-replacement

jboss-descriptor-property-replacement is used to enable or disable property replacement in the
following descriptors:

e jboss-ejb3.xml
e jboss-app.xml
® jboss-web.xml
® *-jms.xml
o *-ds.xml
The default value for jboss-descriptor-property-replacement is true.

1. In the Management CLI, run the following command to determine the value of jboss-
descriptor-property-replacement:

I /subsystem=ee:read-attribute(name="jboss-descriptor-property-replacement")
2. Run the following command to configure the behavior:
I /subsystem=ee:write-attribute(name="jboss-descriptor-property-replacement”,value=VALUE)

Procedure 2.15. spec-descriptor-property-replacement

spec-descriptor-property-replacement is used to enable or disable property replacement in the
following descriptors:

e ejb-jar.xml
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® persistence.xml
e application.xml
o web.xml
The default value for spec-descriptor-property-replacement is false.

1. In the Management CLI, run the following command to confirm the value of spec-descriptor-
property-replacement:

I /subsystem=ee:read-attribute(name="spec-descriptor-property-replacement")
2. Run the following command to configure the behavior:
I /subsystem=ee:write-attribute(name="spec-descriptor-property-replacement",value= VALUE)

Result

The descriptor based property replacement tags have been successfully configured.

Report a bug

2.4.5. Nested Expressions

Expressions may be nested, which allows for more advanced use of expressions in place of fixed values.
The format of a nested expression is like that of a normal expression, but one expression is embedded in
the other, for example:

Example 2.12. Nested expression

I ${system_value_1${system_value_2}}

Nested expressions are evaluated recursively, so the inner expression is first evaluated, then the outer
expression is evaluated. Nested expressions are permitted anywhere that expressions are permitted,
with the exception of Management CLI commands.

As for normal expressions, the supported sources for resolving nested expressions are: system
properties, environment variables and the Vault. For deployments only, the source can be properties
listed in a META-INF/jboss.properties file in the deployment archive. In an EAR or other deployment
type that supports subdeployments, the resolution is scoped to all subdeployments if the META-
INF/jboss.properties is in the outer deployment (e.g. the EAR) and is scoped to a subdeployment if
META-INF/jboss.properties is in the subdeployment archive (e.g. a WAR inside an EAR.)

Example 2.13. Use a Nested Expression in a Configuration File

A real-life application of a nested expression is in a datasource definition. If the password used in a
datasource definition is masked, the resulting line in the datasource definition might be as follows:

I <password>${VAULT::ds_ExampleDS::password::1}</password>

Using a nested expression, the value of ds_ExampleDS could be replaced with a system property. If
a system property datasource_name is assigned the value ds_ExampleDS, the line in the
datasource definition could instead be as follows:
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I <password>${VAULT::${datasource_name}::;password::1}</password>

JBoss EAP would first evaluate the expression ${datasource_name}, then input this to the larger
expression and evaluate the resulting expression. The advantage of this configuration is that the
name of the datasource is abstracted from the fixed configuration.

Expressions may also be recursive, where an expressions resolves to an expression which is then
resolved. Nested expressions and recursive expressions are a form of indirection. Note that recursive
expressions are not permitted in Management CLI commands.

Example 2.14. Recursive Expression

Continuing the previous example, you might use the expression ${foo} which resolves to the
expression ${VAULT::ds_ExampleDS::password::1}, which then resolves to a value contained in
the Vault: secret.

Report a bug

2.4.6. Configuration File History

The application server configuration files include standalone.xml, as well as the domain.xml and
host.xml files. While these files may be modified by direct editing, the recommended method is to
configure the application server model with the available management operations, including the
Management CLI and the Management Console.

To assist in the maintenance and management of the server instance, the application server creates a

timestamped version of the original configuration file at the time of startup. Any additional configuration
changes made by management operations result in the original file being automatically backed up, and a

working copy of the instance being preserved for reference and rollback. This archival functionality
extends to saving, loading and deleting snapshots of the server configuration to allow for recall and
rollback scenarios.

® Section 2.4.7, "Start the Server with a Previous Configuration”

® Section 2.4.8, "Save a Configuration Snapshot Using the Management CLI”

® Section 2.4.9, "Load a Configuration Snapshot Using the Management CLI”

® Section 2.4.10, "Delete a Configuration Snapshot Using Management CLI"

® Section 2.4.11, “List All Configuration Snapshots Using Management CLI|"

Report a bug

2.4.7. Start the Server with a Previous Configuration

The following example shows how to start the application server with a previous configurationin a
standalone server with standalone.xml. The same concept applies to a managed domain with
domain.xml and host.xml respectively.

This example recalls a previous configuration saved automatically by the application server as
management operations modify the server model.
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Example 2.15. Start the server with a saved configuration

1. ldentify the backed up version that you want to start. This example will recall the instance of
the server model prior to the first modification after successfully booting up.

I EAP_HOME/standalone/configuration/standalone_xml_history/current/standalone.v1.xml

2. Start the server with this configuration of the backed up model by passing in the relative
filename under jboss.server.config.dir.

EAP_HOME/bin/standalone.sh --server-
config=standalone_xml_history/current/standalone.v1.xml

Result

The application server starts with the selected configuration.

NOTE

The domain configuration history is located in
EAP_HOME/domain/configuration/domain_xmli_history/current/domain.vi.xml

Start the server with this configuration of the backed up model by passing the relative
filename under jboss.domain.config.dir.

To start the domain with this configuration:

config=domain_xml_history/current/domain.v1.xml

I EAP_HOME/bin/domain.sh --domain-

Report a bug

2.4.8. Save a Configuration Snapshot Using the Management CLI

Summary

Configuration snapshots are a point-in-time copy of the current server configuration. These copies can
be saved and loaded by the administrator.

The following example uses the standalone.xml configuration file, but the same process applies to the
domain.xml and host.xml configuration files.

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Procedure 2.16. Take a Configuration Snapshot and Save It

® Save asnapshot
Run the take-snapshot operation to capture a copy of the current server configuration.

I [standalone@localhost:9999 /] :take-snapshot
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{

"outcome" => "success",

"result" =>
"/lhome/User/ EAP_HOME/standalone/configuration/standalone_xml_history/snapshot/2011063
0-172258657standalone.xml"

Result

A snapshot of the current server configuration has been saved.

Report a bug

2.4.9. Load a Configuration Snapshot Using the Management CLI

Configuration snapshots are a point-in-time copy of the current server configuration. These copies can
be saved and loaded by the administrator. The process of loading snapshots is similar to the method
used to Section 2.4.7, "Start the Server with a Previous Configuration”, running from the command line
rather than the Management CLI interface used to create, list and delete snapshots.

The following example uses the standalone.xml file, but the same process applies to the domain.xml
and host.xml files.

Procedure 2.17. Load a Configuration Snapshot

1. ldentify the snapshot to be loaded. This example will recall the following file from the snapshot
directory. The default path for the snapshot files is as follows.

EAP_HOME/standalone/configuration/standalone_xml_history/snapshot/20110812-
1913014 72standalone.xml|

The snapshots are expressed by their relative paths, by which the above example can be written
as follows.

jboss.server.config.dir/standalone_xml_history/snapshot/20110812-
191301472standalone.xml

2. Start the server with the selected configuration snapshot by passing in the filename.

EAP_HOME/bin/standalone.sh --server-config=standalone_xml_history/snapshot/20110913-
164449522standalone.xml

Result

The server restarts with the configuration selected in the loaded snapshot.

Report a bug
2.4.10. Delete a Configuration Snapshot Using Management CLI

Prerequisites

® Section 3.4.2, “Launch the Management CLI"
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Configuration snapshots are a point-in-time copy of the current server configuration. These copies can
be saved and loaded by the administrator.

The following examples use the standalone.xml file, but the same process applies to the domain.xml
and host.xml files.

Procedure 2.18. Delete a Specific Snapshot

1. ldentify the snapshot to be deleted. This example will delete the following file from the snapshot
directory.

EAP_HOME/standalone/configuration/standalone_xml_history/snapshot/20110630-
165714239standalone.xml

2. Run the :delete-snapshot command to delete a specific snapshot, specifying the name of the
snapshot as in the example below.

[standalone@localhost:9999 /] :delete-snapshot(name="20110630-
165714239standalone.xml")
{"outcome" => "success"}

Result
The snapshot has been deleted.

Procedure 2.19. Delete All Snapshots

® Run the :delete-snapshot(name="all"") command to delete all snapshots as in the example
below.

[standalone@localhost:9999 /] :delete-snapshot(name="all")
{"outcome" => "success"}

Result

All snapshots have been deleted.

Report a bug
2.4.11. List All Configuration Snapshots Using Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Configuration snapshots are a point-in-time copy of the current server configuration. These copies can
be saved and loaded by the administrator.

The following example uses the standalone.xml file, but the same process applies to the domain.xml
and host.xml files.

Procedure 2.20. List All Configuration Snapshots

® Listall snapshots
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List all of the saved snapshots by running the :list-snapshots command.

[standalone@localhost:9999 /] :list-snapshots
{

"outcome" => "success",
"result" => {
"directory" =>
"/home/hostname/ EAP_HOME/standalone/configuration/standalone_xml_history/snapshot",
"names" => [
"20110818-133719699standalone.xml",
"20110809-141225039standalone.xml",
"20110802-152010683standalone.xml",
"20110808-161118457standalone.xml",
"20110912-151949212standalone.xml",
"20110804-162951670standalone.xml"

Result

The snapshots are listed.

Report a bug

2.5. FILESYSTEM PATHS

JBoss EAP 6 uses logical names for filesystem paths. The domain.xml, host.xml, and standalone.xml
configuration files each include a section for declaring paths.

Other sections of each file can then reference the paths using their logical name, avoiding the need to
use absolute paths for each instance and allowing specific host configurations to resolve to universal

logical names.

The default logging subsystem configuration, for example, declares jboss.server.log.dir as the logical
name for the server’s log directory.

Example 2.16. Relative path example for the logging directory

I <file relative-to="jboss.server.log.dir" path="server.log"/>

JBoss EAP 6 automatically provides a number of standard paths without any need for the user to
configure them in a configuration file.

Table 2.4. Standard Paths

Value Description

java.ext.dirs The Java development kit extension directory paths.

jboss.home.dir The root directory of the JBoss EAP 6 distribution.
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Value Description

user.home

user.dir

java.home

jboss.server.base.dir

jboss.server.data.dir

jboss.server.config.
dir

jboss.server.log.dir

jboss.server.temp.di
r

jboss.server.deploy.
dir

jboss.controller.tem
p.dir

jboss.domain.base.d
ir

jboss.domain.config.
dir

jboss.domain.data.di
r

jboss.domain.log.dir

jboss.domain.temp.d
ir

jboss.domain.deploy
ment.dir

jboss.domain.server
s.dir

Override a Path
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The user home directory.

The user's current working directory.

The Java installation directory

The root directory for an individual server instance.

The directory the server will use for persistent data file storage.

The directory that contains the server configuration.

The directory the server will use for log file storage.

The directory the server will use for temporary file storage.

The directory that the server will use for storing deployed content.

The directory the host controller will use for temporary file storage.

The base directory for domain content.

The directory that contains the domain configuration.

The directory that the domain will use for persistent data file storage.

The directory that the domain will use for persistent log file storage.

The directory that the domain will use for temporary file storage.

The directory that the domain will use for storing deployed content.

The directory that the domain will use for storing outputs of the managed domain
instances.
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If you are running a standalone server, you can override all the jboss.server.* paths in one of the two
ways.

® You can pass command line arguments when you start the server. For example:
I bin/standalone.sh -Djboss.server.log.dir=/var/log

® You can modify the JAVA_OPTS variable in the server configuration file. Open the
EAP_HOME/bin/standalone.conf file and add the following line at the end of the file:

I JAVA_OPTS="$JAVA_OPTS -Djboss.server.log.dir=/var/log"

Path overrides is supported for servers running in a managed domain. For example, the
jboss.domain.servers.dir can be used to change the base directories of servers in a managed domain.

Add a Custom Path

You can also create your own custom path. For example, you may want to define a relative path to use
for logging. You can then change the log handler to use my.relative.path,

Example 2.17. A custom logging path

I my.relative.path=/var/log

Report a bug

2.5.1. Directory Grouping

In domain mode, each server's files are stored in the EAP_HOME/domain/ directory. Subdirectories are
named according to the directory-grouping attribute, either by server or file type.

Directory Grouping by Server

The default directory grouping is by server. If your administration is server-centric, this configuration is
recommended. For example, it allows backups and log file handling to be configured per server instance.

Example 2.18. Directory Grouping by Server

If JBoss EAP is installed using the Zip method and all default options apply, the directory structure in
domain mode will be as follows.

EAP_HOME/domain
L servers

— server-one

| F—data

| F—tmp

| L—Ilog

L— server-two
— data
— tmp
— log
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If the directory-grouping attribute has been changed from the default, and you want to reset it, enter
the following management CLI command.

I /host=master:write-attribute(name="directory-grouping",value="by-server")

This will update the controller's host.xml configuration file:

<servers directory-grouping="by-server">
<server name="server-one" group="main-server-group" >
</server>
<server name="server-two" group="main-server-group" auto-start="true">
</server>
</servers>

Directory Grouping by Type

Instead of grouping each servers' directories by server, you can instead group them by file type. If your
administration is file type-centric, this configuration is recommended. For example, backup configuration
is simpler if you want to include only data files.

To group domain data directories by type, enter the following management CLI command:
I /host=master:write-attribute(name="directory-grouping",value="by-type")
This will update the controller's host.xml configuration file:

<servers directory-grouping="by-type">
<server name="server-one" group="main-server-group” >
</server>
<server name="server-two" group="main-server-group" auto-start="true">
</server>
</servers>

Example 2.19. Directory Grouping by Type

If JBoss EAP is installed using the Zip method and the domain's files are grouped by type, the
directory structure in domain mode will be as follows.

EAP_HOME/domain
— data

L— servers
L server-one
L server-two
—log
L— servers
L server-one
L server-two
L—tmp

L— servers

| server-one
L server-two

Report a bug
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2.5.2. Use Case: Overriding Directories

In this example, the objective is to store domain files in the /opt/jboss_eap/data/domain_data
directory, and give each top-level directory a custom name. The directory grouping used is the default:
by-server.

® | ogfiles stored in the subdirectory all_logs

e Data files stored in the subdirectory all_data

® Temporary files stored in the subdirectory all_temp
® Servers' files stored in the subdirectory all_servers

To achieve this configuration, you would override several system properties when starting JBoss EAP.

.Jdomain.sh \
-Djboss.domain.temp.dir=/opt/jboss_eap/data/domain_data/all_temp \
-Djboss.domain.log.dir=/opt/jpboss_eap/data/domain_data/all_logs \
-Djboss.domain.data.dir=/opt/jboss_eap/data/domain_data/all_data\
-Djboss.domain.servers.dir=/opt/jboss_eap/data/domain_data/all_servers

The resulting path structure will be as follows:

/opt/jboss_eap/data/domain_data/

— all_data

| L— content

— all_logs

—— host-controller.log
—— process-controller.log

— all_servers
— server-one
— data

| — content
| — logging.properties

—log

| L—server.log

L— jboss.web
L default-host
L— server-two
— data
| — content
| — logging.properties

F— log

| L— server.log

L— jboss.web
L default-host
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L—all temp
L— auth

Report a bug
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CHAPTER 3. MANAGEMENT INTERFACES

3.1. MANAGE THE APPLICATION SERVER

JBoss EAP 6 uses XML files for server configuration and offers three approaches to configuring and
managing JBoss EAP 6 servers; a web interface, a command line client and direct editing of the XML
configuration files.

The recommended methods for editing the configuration files are the Management CLI and the new,
web-based Management Console. Edits made to the XML configuration files is still possible but
configuration and administration through the Management Console and Management CLI provides
extra validation and advanced features for server instance management.

Edits made to a server configuration by any of the three approaches are synchronized across the
different views.

NOTE

However, edits made to the XML configuration files while a server instance is running will
be overwritten by the server model. All comments added to an XML configuration file
while a server instance is running will be removed as well.

To manage servers through a graphical user-interface in a web browser, use the Management Console.
To manage servers through a command line interface, use the Management CLI.

As well as being the recommended management tools, the Management Console and Management CLI
also serve as examples of the underlying Management API that enables expert users to develop their
own tools if they desire.

Report a bug

3.2. MANAGEMENT APPLICATION PROGRAMMING INTERFACES
(APIS)
HTTP API

The Management Console is a web interface built with the Google Web Toolkit (GWT). It communicates
with the server using the HTTP management interface.

The HTTP APl endpoint is the entry point for management clients which rely on the HTTP protocol to
integrate with the management layer.

Management clients that rely on the HTTP protocol use a JSON encoded protocol and a de-typed,
RPC-style API to describe and execute management operations against a Managed Domain or

Standalone Server.

The HTTP APl is used by the Management Console but offers integration capabilities for other clients as
well.

The HTTP API endpoint is co-located with the domain controller or the standalone server instance. It
serves two different contexts: one for executing management operations and the other to access the
web interface. By default, the HTTP APl endpoint runs on port 9990.

I Example 3.1. HTTP API Configuration File Example
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<management interfaces>
<http -interface security-realm="ManagementRealm">
<socket-binding http="management-http"/>

</http-interface>
</management-interfaces>

The Management Console is served on the same port as the HTTP management APL. It is important to
distinguish between the Management Console as accessed on a default localhost, the Management
Console as accessed remotely by a specific host and port combination, and the exposed domain API.

Table 3.1. URLs to access the Management Console or exposed HTTP API

URL Description

http://localhost:9990/console The Management Console accessed on the local
host, controlling the Managed Domain configuration.

http://hostname:9990/console The Management Console accessed remotely,
naming the host and controlling the Managed
Domain configuration.

http://hostname:9990/management The HTTP Management API runs on the same port as
the Management Console, displaying the raw
attributes and values exposed to the API.

Example 3.2. Retrieve attribute values using the HTTP API

The following URL retrieves the HTTP web connector attribute values (the default operation is read-
resource).

I http://hostname:9990/management/subsystem/web/connector/http

Example 3.3. Retrieve a single attribute value using the HTTP API

The following URL retrieves the enabled attribute for the ExampleDS datasource.

http://hostname:9990/management/subsystem/datasources/data-source/ExampleDS?
operation=attribute&name=enabled

See Section 10.4.1, "Deploy an application using the HTTP API” for instructions on deploying applications
using the HTTP APL.

Native API

The Management CLI is a Native API tool. It is available for a Managed Domain or Standalone server
instance, allowing an administrator to connect to a domain controller or Standalone Server instance and
execute management operations available through the de-typed management model.
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The Native API endpoint is the entry point for management clients that rely on the native protocol to
integrate with the management layer. It uses an open binary protocol and an RPC-style APl based on a
very small number of Java types to describe and execute management operations. It is used by the
Management CLI management tool, but offers integration capabilities for a wide range of other clients
too.

The Native APl endpoint is co-located with either a host controller or a Standalone Server. It must be
enabled to use the Management CLI. It runs on port 9999 by default.

<native-interface security-realm="ManagementRealm">
<socket-binding native="management-native"/>
</nat|ve interface>

<management-interfaces>
</management interfaces>

| Example 3.4. Native API Configuration File Example

Report a bug

3.3. THE MANAGEMENT CONSOLE

3.3.1. Management Console

The Management Console is a web-based administration tool for JBoss EAP 6.

Use the Management Console to start and stop servers, deploy and undeploy applications, tune system
settings, and make persistent modifications to the server configuration. The Management Console also
has the ability to perform administrative tasks, with live notifications when any changes require the
server instance to be restarted or reloaded.

In a Managed Domain, server instances and server groups in the same domain can be centrally managed
from the Management Console of the domain controller.

Report a bug

3.3.2. Log in to the Management Console

Prerequisites

® JBoss EAP 6 must be running.
® You must have already created a user with permissions to access the Console.
1. Launch your web browser and go to this address: http://localhost:9990/console/App.html
NOTE

Port 9990 is predefined as the Management Console socket binding.

-

2. Enter your username and password to log in to the Management Console.

47


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+4740-766594+%5BLatest%5D&comment=Title%3A+Management+Application+Programming+Interfaces+%28APIs%29%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=4740-766594+03+Aug+2015+12%3A16+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+3659-591655+%5BLatest%5D&comment=Title%3A+Management+Console%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=3659-591655+23+Feb+2014+16%3A54+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
http://localhost:9990/console/App.html

Administration and Configuration Guide

Authentication Required

A username and password are being requested by http://localhost:9990. The site says:

-

o "ManagementRealm"
User Name:

Password:

Cancel OK

Figure 3.1. Log in screen for the Management Console

Result

Once logged in, you are redirected to the following address and the Management Console landing page
appears: http://localhost:9990/console/App.html#home

Report a bug

3.3.3. Change the Language of the Management Console

The language settings of web-based Management Console use English by default. You can choose to
use one of the following languages instead.

Supported Languages

® German (de)

Simplified Chinese (zh-Hans)
® Brazilian Portuguese (pt-BR)
® French (fr)

® Spanish (es)

® Japanese (ja)

Procedure 3.1. Change the Language of the Web-based Management Console

1. Loginto the Management Console.
Log into the web-based Management Console.

2. Open the Settings dialog.
Near the bottom right of the screen is a Settings label. Click it to open the settings for the
Management Console.

3. Select the desired language.
Select the desired language from the Locale selection box. Select Save. A confirmation box
informs you that you need to reload the application. Click Confirm. The system refreshes your
web browser automatically to use the new locale.

Report a bug

3.3.4. Analytics in JBoss EAP Console
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About Google Analytics

Google Analytics is a free web analytics service which provides comprehensive usage statistics on a
website. It provides vital data regarding a site's visitors, including their visits, page views, pages per visit
and average time spent on site. Google Analytics provides more visibility around a website's presence
and its visitors.

About Google Analytics in JBoss EAP Management Console

JBoss EAP 6 provides users the option to enable or disable Google Analytics in the management
console. The Google Analytics feature aims to help Red Hat EAP team understand how the customers
are using the console and which parts of the console matter the most to the customers. This information
will in-turn help the team adapt the console design, features and content to the immediate needs of the
customers.

NOTE
By default, Google Analytics is disabled in JBoss EAP 6 console and its usage is optional.

Report a bug

3.3.5. Enable Google Analytics in JBoss EAP Console

To enable Google Analytics in JBoss EAP Management Console:
® | ogintothe Management Console

® Click Settings on the Management Console
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1. Add a deployment to the Content Repository
2. Assign deployment content to one or more
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> Create Deployment
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Ger an overview rour domain, including host

controlle
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Apply a patch v
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atch Management
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Create a datasource -

Create and configure a new datasource, Add the
datasource to a server profile to make It available 1o
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the Create Datasource wizard

= Datasourc

Create a sarver group

Server groups allow you to apply common
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2. Assign it a profile and socket binding
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2. Enter user or group name and realm
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Developer Resources
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estions to the development

= Tools Settir

Figure 3.2. Log in screen of the Management Console

® Select Enable Usage Data Collection checkbox on the Settings dialog and click Save button.
Confirm the application reload to activate the new settings.
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RED HAT' JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0
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Figure 3.3. Settings dialog (Enable Usage Data Collection)

Report a bug

3.3.6. Disable Google Analytics in JBoss EAP Console

To disable Google Analytics in JBoss EAP Management Console:
® | ogintothe Management Console

® Click Settings on the Management Console

 Tools

A Settings
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Figure 3.4. Log in screen of the Management Console

® Uncheck the Enable Usage Data Collection option on the Settings dialog to remove the
selection. Click Save button. Confirm the application reload to activate the new settings.
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Figure 3.5. Settings dialog (Disable Usage Data Collection)

Report a bug

3.3.7. Configure a Server Using the Management Console

Prerequisites

® Section 2.2.4, "Start JBoss EAP 6 as a Managed Domain”

® Section 3.3.2, “Log in to the Management Console”

Procedure 3.2. Configure the Server

1. Select the Domain tab from the top of the console. Available server instances will be displayed
in a table.

2. Click Server Configurations.

The Server Configurations panel for the relevant host appears.
3. Select the server instance from the Available Server Configurations table.
4. Click Edit above the details of the chosen server.

5. Make changes to the configuration attributes.
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6. Click Save to finish.

RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0.GA Vessages: 0 & admin
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Meed Help?
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2.5.5.Final-redhat-1 «Tools  ® Settings

Figure 3.6. Server configuration

Result

The server configuration is changed, and will take effect next time the server restarts.

Report a bug

3.3.8. Add a Deployment in the Management Console

Prerequisites

® Section 3.3.2, “Login to the Management Console”
1. Select the Deployments tab at the top of the console.

2. Select Add on the Content Repository tab. A Create Deployment dialog box appears.
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RED HAT JBOSS' ENTERPRISE APPLICATION PLATFORM 6.4.0.GA Messages:0 Red HatAccess v QSearch & admin v
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Figure 3.7. Manage standalone deployments

3. Inthe dialog box, click Browse. Browse to the file you want to deploy, select it and upload it.
Click Next to proceed.

RED HAT' JBOSS ENTERPRIS

Create Deployment
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Unmanaged
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Please choose a file that you want to deploy.
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Name:
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2.5.5 Final-redhat-1 « Tools J*Settings

Figure 3.8. Deployment selection

4. Verify the deployment name and runtime name that appear in the Create Deployments dialog
box. Click Save to upload the file once the names are verified.

Result

The selected content is uploaded to the server and is now ready for deployment.

Report a bug

55


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+4573-758299+%5BLatest%5D&comment=Title%3A+Add+a+Deployment+in+the+Management+Console%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=4573-758299+20+May+2015+02%3A16+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

Administration and Configuration Guide

3.3.9. Create a New Server in the Management Console

Prerequisites

® Section 2.2.4, “Start JBoss EAP 6 as a Managed Domain”

® Section 3.3.2, “Login to the Management Console”

Procedure 3.3. Create a New Server Configuration

1. Navigate to theServer Configurations page in the Management Console
Select the Domain tab from the top of the console.

RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0.GA Messages: 0 «  QSearch &admin
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Figure 3.9. Server Configuration
2. Click Server Configurations in the left menu.

3. Create a new configuration

a. Select the Add button above the Available Server Configurations table.
b. Enter the basic server settings in the Create Server Configuration dialog.

c. Select the Save button to save the new Server Configuration.
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Figure 3.10. Create a new configuration

Report a bug
3.3.10. Change the Default Log Levels Using the Management Console

Procedure 3.4. Edit the Logging Levels
1. Navigate to theLogging panel in the Management Console

a. If you are working with a managed domain, select the Configuration tab at the top of the
console, then select the relevant profile from the drop-down list on the left of the console.

b. For either a managed domain or a standalone server, expand the Core menu from the list on
the left of the console and click the Logging entry.

c. Click on the Log Categories tab in the top of the console.
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Figure 3.11. Logging panel

2. Editlogger details
Edit the details for any of the entries in the Log Categories table.

a. Select an entry in the Log Categories table, then click Edit in the Details section below.

b. Set the log level for the category with the Log Level drop-down box. Click the Save button
when done.

Result

The log levels for the relevant categories are now updated.

Report a bug

3.3.11. Create a New Server Group in the Management Console

Prerequisites

® Section 3.3.2, “Login to the Management Console”

Procedure 3.5. Configure and Add a new Server Group

1. Navigate to the Server Groups view
Select the Domain tab from the top of the console.

2. Select Server Groups in the left hand column.
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Figure 3.12. The Server Groups view

3. Add a server group
Click the Add button to add a new server group.

4. Configure the server group

a. Enter a name for the server group.
b. Select the profile for the server group.
c. Select the socket binding for the server group.

d. Click the Save button to save your new group.

A Server Group does specify a commaon management policy for a set of servers. Server Groups are associated with profiles,
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Figure 3.13. The Create Server Group dialog

Result
The new server group is visible in the Management Console.

Report a bug

3.3.12. Viewing Logs in the Management Console

You can view server and application logs in the JBoss EAP 6 Management Console in order to help
diagnose errors, performance problems, and other issues. For a log to be viewable in the Management
Console Log Viewer, it must be located in the server's jboss.server.log.dir directory. The JBoss EAP 6
Log Viewer also respects user RBAC role assignments, so a user logged in to the Management Console

can only view logs that they are authorized to access.

Prerequisites

® Section 3.3.2, “Log in to the Management Console”

Procedure 3.6. View JBoss EAP 6 Logs in the Management Console
1. Select the Runtime tab from the top of the Management Console.

If you are using a Managed Domain, use the Change Server button on the left menu to

a.
select the JBoss EAP 6 server that you want to view the logs of.

2. Expand the Platform menu on the left, and select Log Viewer.
3. Select alog file from the list, and click the View button.

You can also click Download to download the log file to your local machine.
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NOTE

The Management Console Log Viewer displays a confirmation if you attempt to
open a log file that is larger than 15MB.

The Management Console Log Viewer is not intended to be a text editor
replacement for viewing very large log files (>I00MB). Opening very large log
files in the Management Console Log Viewer could crash your web browser, so
you should always download large log files separately and open them in a text
editor.

4. The selected log will open as a new tab within the Management Console. You can open multiple
log files in other tabs by returning to the LOG FILES tab and repeating the previous step.

Report a bug

3.3.13. Customer Portal Integration in the Management Console

You can use the access.redhat.com interface to browse sections of the Red Hat Customer Portal
without leaving the Management Console of your JBoss EAP installation.

The top navigation bar of the Management Console contains a drop-down menu: Red Hat Access.
Clicking on this menu will reveal three task-specific links to the Customer Portal:

o Search Customer Portal
® Open Case
o Modify Case

The features of each of these links are discussed in more detail below.

NOTE

If you are not already logged in to the Customer Portal when you click one of these links, a
dialogue box will appear, prompting you to log in. You must be logged into the Customer
Portal in the browser session that you are using to access the Management Console. If
you are logged in to the Customer Portal in one browser but use a different browser to
access the Management Console, you will be prompted to log in.

Search Customer Portal
Clicking on Search Customer Portal presents a page containing a search box. You can enter search
terms or phrases to find Knowledge Base articles.

Once you have performed a search, you can select an item from the list of results and see the entire
article displayed in a separate pane.

Open Case
The Open Case page allows you to open a new support case.

You will be presented with a form to complete in order to open a new support case. A list of
recommended Knowledge Base articles is provided beside the form. This list refreshes based on the

details provided for the support case.

Modify Case
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The Modify Case page allows you to view and modify existing support cases.

You can refine the results by limiting your search to grouped or ungrouped cases, and by the state of the
case (open, closed, or either).

After selecting a specific support case, you can view or update the details of the support case, as well as
add comments.

Report a bug

3.4. THE MANAGEMENT CLI

3.4.1. About the Management Command Line Interface (CLI)

The Management Command Line Interface (CLI) is a command line administration tool for JBoss EAP
6.

Use the Management CLI to start and stop servers, deploy and undeploy applications, configure system
settings, and perform other administrative tasks. Operations can be performed in batch mode, allowing
multiple tasks to be run as a group.

Report a bug

3.4.2. Launch the Management CLI

Prerequisites:

® Section 2.2.2, “Start JBoss EAP 6 as a Standalone Server”

® Section 2.2.4, "Start JBoss EAP 6 as a Managed Domain”

Procedure 3.7. Launch CLI in Linux or Microsoft Windows Server

® o Launchthe CLIin Linux
Run the EAP_HOME/bin/jboss-cli.sh file by entering the following at a command line:

I $ EAP_HOME/bin/jboss-cli.sh

o Launch the CLIin Microsoft Windows Server

Run the EAP_HOME\bin\jboss-cli.bat file by double-clicking it, or by entering the following
at a command line:

I C:\>EAP_HOME\bin\jboss-cli.bat

Report a bug

3.4.3. Quit the Management CLI

From the Management CLI, enter the quit command:

I [domain@localhost:9999 /] quit
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3.4.4. Connect to a Managed Server Instance Using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Procedure 3.8. Connect to a Managed Server Instance

® Run theconnect command
From the Management CLI, enter the connect command:

[disconnected /] connect
Connected to domain controller at localhost:9999

o Alternatively, to connect to a managed server when starting the Management CLI on a Linux
system, use the --connectparameter:

I $ EAP_HOME/bin/jboss-cli.sh --connect

o The --connectparameter can be used to specify the host and port of the server. To
connect to the address 192.168.0.1 with the port value 9999 the following would apply:

I $ EAP_HOME/bin/jboss-cli.sh --connect --controller=192.168.0.1:9999

Report a bug

3.4.5. Obtain Help with the Management CLI

Summary

Sometimes you might need guidance if you need to learn a CLI command or feel unsure about what to
do. The Management CLI features a help dialog with general and context-sensitive options. (Note that
the help commands dependent on the operation context require an established connection to either a
standalone or domain controller. These commands will not appear in the listing unless the connection
has been established.)

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

1. For general help
From the Management CLI, enter the help command:

I [standalone@localhost:9999 /] help

2. Obtain context-sensitive help
From the Management CLI, enter the help -commands extended command:

I [standalone@localhost:9999 /] help --commands
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3. For a more detailed description of a specific command, enter the command, followed by --help.
I [standalone@localhost:9999 /] deploy --help
Result
The CLI help information is displayed.

Report a bug

3.4.6. Use the Management CLI in Batch Mode

Summary

Batch processing allows a number of operation requests to be grouped in a sequence and executed
together as a unit. If any of the operation requests in the sequence fail, the entire group of operations is
rolled back.

NOTE

Batch mode does not support conditional statements.

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

® Section 3.4.4, "Connect to a Managed Server Instance Using the Management CLI"

Procedure 3.9. Batch Mode Commands and Operations

1. Enter batch mode
Enter batch mode with the batch command.

I [standalone@localhost:9999 /] batch

Batch mode is indicated by the hash symbol (#) in the prompt.

2. Add operation requests to the batch
Once in batch mode, enter operation requests as normal. The operation requests are added to
the batch in the order they are entered.

Refer to Section 3.4.8, “Use Operations and Commands in the Management CLI" for details on
formatting operation requests.

3. Run the batch
Once the entire sequence of operation requests is entered, run the batch with the run-batch
command.

[standalone@localhost:9999 / #] run-batch
The batch executed successfully.

Refer to Section 3.4.7, “CLI| Batch Mode Commands” for a full list of commands available for
working with batches.
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4. Batch commands stored in external files
Frequently run batch commands can be stored in an external text file and can either be loaded
by passing the full path to the file as an argument to the batch command or executed directly
by being an argument to the run-batch command.

You can create a batch command file using a text editor. Each command must be on a line by
itself and the CLI should be able to access it.

The following command will load a myscript.txt file in the batch mode. All commands in this file

will now be accessible to be edited or removed. New commands can be inserted. Changes made
in this batch session do not persist to the myscript.txt file.

I [standalone@localhost:9999 /] batch --file=myscript.txt
The following will instantly run the batch commands stored in the file myscript.txt
I [standalone@localhost:9999 /] run-batch --file=myscript.txt

Result

The entered sequence of operation requests is completed as a batch.

Report a bug

3.4.7. CLI Batch Mode Commands

This table provides a list of valid batch commands that can be used in the JBoss EAP 6 CLI. These
commands can only be used to work with batches.

Table 3.2. CLI Batch Mode Commands

Command Name Description

list-batch List of the commands and operations in the current
batch.
edit-batch-line line-number edited-command Edit a line in the current batch by providing the line

number to edit and the edited command. Example:
edit-batch-line 2 data-source disable --
name=ExampleDS.

move-batch-line fromline toline Re-order the lines in the batch by specifying the line
number you want to move as the first argument and
its new position as the second argument. Example:
move-batch-line 3 1.

remove-batch-line linenumber Remove the batch command at the specified line.
Example: remove-batch-line 3.
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Command Name Description

holdback-batch [batchname] You can postpone or store a current batch by using
this command. Use this if you want to suddenly
execute something in the CLI outside the batch. To
return to this heldback batch, simply type batch
again at the CLI command line.
If you provide a batchname while using holdback-
batch command the batch will be stored under that
name. To return to the named batch, use the
command batch batchname. Calling thebatch
command without a batchname will start a new
(unnamed) batch. There can be only one unnamed
heldback batch.

To see alist of all heldback batches, use the batch -l
command.

discard-batch Dicards the currently active batch.

Report a bug

3.4.8. Use Operations and Commands in the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

® Section 3.4.4, "Connect to a Managed Server Instance Using the Management CLI"

Procedure 3.10. Create, Configure and Execute Requests

1. Construct the operation request
Operation requests allow for low-level interaction with the management model. They provide a
controlled way to edit server configurations. An operation request consists of three parts:

o anaddress, prefixed with a slash (/).
o anoperation name, prefixed with a colon (:).
o an optional set of parameters, contained within parentheses (()).

a. Determine the address

The configuration is presented as a hierarchical tree of addressable resources. Each
resource node offers a different set of operations. The address specifies which resource
node to perform the operation on. An address uses the following syntax:

I /node-type=node-name

B pode-type is the resource node type. This maps to an element name in the
configuration XML.
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B pode-name is the resource node name. This maps to the name attribute of the
element in the configuration XML.

B Separate each level of the resource tree with a slash (/).

Refer to the configuration XML files to determine the required address. The
EAP_HOME/standalone/configuration/standalone.xml file holds the configuration for a
standalone server and the EAP_HOME/domain/configuration/domain.xml and
EAP_HOME/domain/configuration/host.xml files hold the configuration for a managed
domain.

NOTE

Running the CLI commands in Domain Mode requires host and server
specification. For example, /lhost=master/server=server-
one/subsystem=logging

Example 3.5. Example operation addresses

To perform an operation on the logging subsystem, use the following address in an
operation request:

I /subsystem=logging

To perform an operation on the Java datasource, use the following address in an
operation request:

I /subsystem=datasources/data-source=java

b. Determine the operation
Operations differ for each different type of resource node. An operation uses the following
syntax:

I :operation-name

®  operation-name is the name of the operation to request.

Use the read-operation-names operation on any resource address in a standalone server
to list the available operations.

Example 3.6. Available operations

To list all available operations for the logging subsystem, enter the following request for
a standalone server:

[standalone@localhost:9999 /] /subsystem=logging:read-operation-names
{
"outcome" => "success",
"result" => [
"add",
"read-attribute",
"read-children-names",
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"read-children-resources",
"read-children-types",
"read-operation-description”,
"read-operation-names”,
"read-resource-description”,
]
}

"read-resource",
"remove",
"undefine-attribute",

"whoami",
"write-attribute"

c. Determine any parameters
Each operation may require different parameters.

Parameters use the following syntax:

I (parameter-name=parameter-value)

B parameter-name is the name of the parameter.
B parameter-value is the value of the parameter.
B Multiple parameters are separated by commas ().

To determine any required parameters, perform the read-operation-description command
on a resource node, passing the operation name as a parameter. Refer to Example 3.7,
"Determine operation parameters” for details.

Example 3.7. Determine operation parameters
To determine any required parameters for the read-children-types operation on the

description(name=read-children-types)
{
"outcome" => "success",
"result" => {
"operation-name" => "read-children-types",
"description” => "Gets the type names of all the children under the selected
resource",
"reply-properties" => {
"type" => LIST,
"description" => "The children types",
"value-type" => STRING
b
"read-only" => true
}

logging subsystem, enter the read-operation-description command as follows:
[standalone@localhost:9999 /] /subsystem=Ilogging:read-operation-
}
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2. Enter the full operation request
Once the address, operation, and any parameters have been determined, enter the full
operation request.

Example 3.8. Example operation request

[standalone@localhost 9999 /] /subsystem=web/connector=http:read-
resource(recursive=true)

Result

The management interface performs the operation request on the server configuration.

Report a bug

3.4.9. Use if-else Control Flow with the Management CLI

The Management CLI supports if-else control flow, which allows you to choose which set of commands
and operations to execute based on a condition. The if condition is a boolean expression which evaluates
the response of the management command or operation specified after the of keyword.

Expressions can contain any of the following items:
® Conditional operators (&&, ||)
® Comparison operators (>, >=, <, <=, == 1=)

® Parentheses to group and prioritize expressions

Example 3.9. Using anif statement with Management CLI commands

This example attempts to read the system property test. If outcome is not success (meaning that
the property does not exist), then the system property will be added and set to true.

if (outcome != success) of /system-property=test:read-resource
/system-property=test:add(value=true)
end-if

The condition above uses outcome, which is returned when the CLI command after the of keyword is
executed, as shown below:

[standalone@localhost:9999 /] /system-property=test:read-resource

{

"outcome" => "failed",

"failure-description" => "JBAS014807: Management resource '[(\"system-property\" => \"test\")]'
not found",

"rolled-back" => true

Example 3.10. Using anif-else statement with Management CLI commands
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the appropriate CLI command to enable the ExampleDS datasource.

/subsystem=datasources/data-source=ExampleDS:write-attribute(name=enabled, value=true)
else

/profile=full/subsystem=datasources/data-source=ExampleDS:write-attribute(name=enabled,
value=true)

f (result == STANDALONE) of /:read-attribute(name=Ilaunch-type)
end-if

| This example checks the launch type of the server process (STANDALONE or DOMAIN) and issues

Management CLI commands with if-else control flow can be specified in a file (one per line) and passed
to the jboss-cli.sh script to be executed non-interactively.

I EAP_HOME/bin/jposs-cli.sh --connect --file=CLI_FILE

NOTE

The use of nested if-else statements is not supported.
Report a bug

3.4.10. Management CLI Configuration Options

The Management CLI configuration file - jboss-cli.xml - is loaded each time the CLlI is started. It must
be located either in the directory $EAP_HOME/bin or a directory specified in the system property
jboss.cli.config.

default-controller

Configuration of the controller to which to connect if the connect command is executed without any
parameters.

default-controller Parameters
host

Hostname of the controller. Default: localhost.

port

Port number on which to connect to the controller. Default; 9999.

validate-operation-requests

Indicates whether the parameter list of the operation requests is to be validated before the requests
are sent to the controller for execution. Type: Boolean. Default: true.

history

This element contains the configuration for the commands and operations history log.

history Parameters

enabled
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Indicates whether or not the history is enabled. Type: Boolean. Default: true.

file-name

Name of the file in which the history is to be stored. Default = .jboss-cli-history.

file-dir
Directory in which the history is to be stored. Default = $USER_HOME

max-size

Maximum size of the history file. Default: 500.

resolve-parameter-values

Whether to resolve system properties specified as command argument (or operation parameter)
values before sending the operation request to the controller or let the resolution happen on the
server side. Type: Boolean. Default = false.

connection-timeout

The time allowed to establish a connection with the controller. Type: Integer. Default: 5000 seconds.

ssl

This element contains the configuration for the Key and Trust stores used for SSL.

'g WARNING

Red Hat recommends that you explicitly disable SSL in favor of TLSv1.1 or
TLSv1.2 in all affected packages.

ssl Parameters

vault

Type: vaultType

key-store

Type: string.

key-store-password

Type: string.

alias

Type: string

key-password

Type: string
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trust-store

Type: string.

trust-store-password

Type: string.

modify-trust-store

If set to true, the CLI will prompt the user when unrecognised certificates are received and allow
them to be stored in the truststore. Type: Boolean. Default: true.

vaultType

If neither code nor module are specified, the default implementation will be used. If code is
specified but not module, it will look for the specified class in the Picketbox module. If module and
code are specified, it will look for the class specified by codein the module specified by ‘'module’.

code

Type: String.

module

Type: String

silent

Specifies if informational and error messages are to be output to the terminal. Even if the false is
specified, the messages will still be logged using the logger if its configuration allows and/or if the
output target was specified as part of the command line using >. Default: False.

Report a bug
3.4.11. Reference of Management CLI Commands

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Summary

The topic Section 3.4.5, “Obtain Help with the Management CLI" describes how to access the
Management CLI help features, including a help dialogue with general and context sensitive options.
The help commands are dependent on the operation context and require an established connection to
either a standalone or domain controller. These commands will not appear in the listing unless the
connection has been established.

Table 3.3.

Command Description
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Command Description

batch Starts the batch mode by creating a new batch or, depending on the
existing held back batches, re-activates one. If there are no held back
batches this command, when invoked without arguments, will start a new
batch. If there is an unnamed held back batch, this command will re-
activate it. If there are named held back batches, they can be activated
by executing this command with the name of the held back batch as the
argument.

cd Changes the current node path to the argument. The current node path
is used as the address for operation requests that do not contain the
address part. If an operation request does include the address, the
included address is considered relative to the current node path. The
current node path may end on a node-type. In that case, to execute an
operation specifying a node-name would be sufficient, such as
logging:read-resource.

clear Clears the screen.

command Allows you to add new, remove and list existing generic type commands.
A generic type command is a command that is assigned to a specific
node type and which allows you to perform any operation available for
an instance of that type. It can also modify any of the properties
exposed by the type on any existing instance.

connect Connects to the controller on the specified host and port.
connection-factory Defines a connection factory.

data-source Manages JDBC datasource configurations in the datasource subsystem.
deploy Deploys the application designated by the file path or enables an

application that is pre-existing but disabled in the repository. If executed
without arguments, this command will list all the existing deployments.

echo Available from JBoss EAP 6.4, the @cho command outputs to the
console the specified text. The text is output verbatim so the use of
variables is not available.

Example:

I echo Phase one complete

help Displays the help message. Can be used with the --commands
argument to provide context sensitive results for the given commands.

history Displays the CLI command history in memory and displays a status of
whether the history expansion is enabled or disabled. Can be used with
arguments to clear, disable and enable the history expansion as required.
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Command Description

jms-queue Defines a JMS queue in the messaging subsystem.
jms-topic Defines a JMS topic in the messaging subsystem.
Is List the contents of the node path. By default the result is printed in

columns using the whole width of the terminal. Using the I switch will
print results on one name per line.

pwd Prints the full node path of the current working node.
quit Terminates the command line interface.
read-attribute Prints the value and, depending on the arguments, the description of the

attribute of a managed resource.

read-operation Displays the description of a specified operation, or lists all available
operations if none is specified.

undeploy Undeploys an application when run with the name of the intended
application. Can be run with arguments to remove the application from
the repository also. Prints the list of all existing deployments when
executed without an application specified.

version Prints the application server version and environment information.
xa-data-source Manages JDBC XA datasource configuration in the datasource
subsystem.

Report a bug

3.4.12. Reference of Management CLI Operations

Exposing operations in the Management CLI

Operations in the Management CLI can be exposed by using the read-operation-names operation
described in the topic Section 3.5.5, "Display the Operation Names using the Management CLI". The
operation descriptions can be exposed by using the read-operation-descriptions operation described
in the topic Section 3.5.4, “Display an Operation Description using the Management CLI" .

Table 3.4. Management CLI operations

Operation Name Description

add-namespace Adds a namespace prefix mapping to the namespaces attribute's map.
add-schema-location Adds a schema location mapping to the schema-locations attribute's
map.
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Operation Name Description

delete-snapshot Deletes a snapshot of the server configuration from the snapshots
directory.
full-replace-deployment Add previously uploaded deployment content to the list of content

available for use, replace existing content of the same name in the
runtime, and remove the replaced content from the list of content
available for use. Refer to link for further information.

list-snapshots Lists the snapshots of the server configuration saved in the snapshots
directory.

read-attribute Displays the value of an attribute for the selected resource.

read-children-names Displays the names of all children under the selected resource with the
given type.

read-children-resources Displays information about all of a resource's children that are of a given
type.

read-children-types Displays the type names of all the children under the selected resource.

read-config-as-xml Reads the current configuration and displays it in XML format.

read-operation-description Displays the details of an operation on the given resource.

read-operation-names Displays the names of all the operations for the given resource.

read-resource Displays a model resource's attribute values along with either basic or

complete information about any child resources.

read-resource-description Displays the description of a resource's attributes, types of children and
operations.

reload Reloads the server by shutting all services down and restarting.

remove-namespace Removes a namespace prefix mapping from the namespaces attribute
map.

remove-schema-location Removes a schema location mapping from the schema-locations

attribute map.

replace-deployment Replace existing content in the runtime with new content. The new
content must have been previously uploaded to the deployment content
repository.
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Operation Name Description

resolve-expression

resolve-internet-address

server-set-restart-required

shutdown

start-servers

stop-servers

take-snapshot

upload-deployment-bytes

upload-deployment-stream

upload-deployment-url

validate-address

write-attribute

Report a bug

Operation that accepts an expression as input or a string that can be
parsed into an expression, and resolves it against the local system
properties and environment variables.

Takes a set of interface resolution criteria and finds an IP address on the
local machine that matches the criteria, or fails if no matching IP address
can be found.

Puts the server into a restart-required mode

Shuts down the server via a call to System.exit(0).

Starts all configured servers in a Managed Domain that are not currently
running.

Stops all servers currently running in a Managed Domain.

Takes a snapshot of the server configuration and saves it to the
snapshots directory.

Indicates that the deployment content in the included byte array should
be added to the deployment content repository. Note that this
operation does not indicate the content should be deployed into the
runtime.

Indicates that the deployment content available at the included input
stream index should be added to the deployment content repository.
Note that this operation does not indicate the content should be
deployed into the runtime.

Indicates that the deployment content available at the included URL
should be added to the deployment content repository. Note that this
operation does not indicate the content should be deployed into the
runtime.

Validates the operation's address.

Sets the value of an attribute for the selected resource.

3.4.13. Property Substitution in the Management CLI

JBoss EAP 6 supports the use of preset element and property expressions in the Management
Commmand Line Interface. These expressions will be resolved to their defined values during the

execution of the command.

The following properties can be substituted with expressions:
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® the operation address part of the operation request (as node types and/or names);

® operation name;

® operation parameter names;

® header names and values;

® command names;

® command argument names.
By default, the CLI performs property substitution for every line except for argument or parameter
values. Argument and parameter values are resolved in the server at runtime. If you require property

substitution for argument or parameter values to occur in the Management CLI client and have it send
the resolved values to the server, complete the following procedure.

Procedure 3.11. Enable Property Substitution in the Management CLI

1. Open the file EAP_HOME/bin/jboss-cli.xml.

2. Locate the resolve-parameter-values parameter and change the value to true (the default is
false).

<I-- whether to resolve system properties specified as command argument or operation
parameter values in the Management CLI VM before sending the operation requests to the
controller -->

<resolve-parameter-values>true</resolve-parameter-values>

This element only affects operation request parameter values and command argument values. It does
not impact the rest of the command line. This means system properties present on the command line
will be resolved during the parsing of the line regardless of what the value of resolve-parameter-values
element is, unless it is a parameter/argument value.

Refer to Section 3.4.10, “"Management CLI Configuration Options” for other Management CLI
configuration options.

Be aware that system values used in Management CLI commands must have already been defined. You
must include the --properties=/path/to/file.properties argument or one or more -Dkey=VALUE
parameters, when starting your Management CLI instance. The properties file uses a standard key=value
syntax.

Property keys are denoted in your Management CLI commands using the syntax ${MY_VAR}.

Example 3.11. Example: Using properties in Management CLI commands

url=jdbc:oracle:thin:@server:1521:ora1, jndi-name=java:/jooss/${name}, driver-

/subsystem=datasources/data-source=${datasourcename}:add(connection-
name=${drivername})

Report a bug

3.5. MANAGEMENT CLI OPERATIONS
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3.5.1. Display the Attributes of a Resource with the Management CLI

Prerequisites
® Section 3.4.2, “Launch the Management CLI"

Summary

The read-attribute operation is a global operation used to read the current runtime value of a selected
attribute. It can be used to expose only the values that have been set by the user, ignoring any default or
undefined values. The request properties include the following parameters.

Request Properties

name

The name of the attribute to get the value for under the selected resource.

include-defaults

A Boolean parameter that can be set to false to restrict the operation results to only show attributes
set by the user and ignore default values.

Procedure 3.12. Display the Current Runtime Value of a Selected Attribute

® Run theread-attribute operation

From the Management CLI, use the read-attribute operation to display the value of a resource
attribute. For more details on operation requests, refer to the topic Section 3.4.8, “Use
Operations and Commands in the Management CLI".

I [standalone@localhost:9999 /]:read-attribute(name=name-of-attribute)

An advantage of the read-attribute operation is the ability to expose the current runtime value of a
specific attribute. Similar results can be achieved with the read-resource operation, but only with the
addition of the include-runtime request property, and only as part of a list of all available resources for
that node. The read-attribute operation is intended for fine-grained attribute queries, as the following
example shows.

Example 3.12. Run the read-attribute operation to expose the public interface IP

If you know the name of the attribute that you would like to expose, you can use the read-attribute
to return the exact value in the current runtime.

[standalone@localhost:9999 /] /interface=public:read-attribute(name=resolved-address)

{

"outcome" => "success",
"result" =>"127.0.0.1"

The resolved-address attribute is a runtime value, so it is not displayed in the results of the standard
read-resource operation.

[standalone@localhost:9999 /] /interface=public:read-resource

{

"outcome" => "success",
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}

"result" => {

}

"any" => undefined,
"any-address" => undefined,
"any-ipv4-address" => undefined,
"any-ipv6-address" => undefined,
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"inet-address" => expression "${jboss.bind.address:127.0.0.1}",

"link-local-address" => undefined,
"loopback" => undefined,
"loopback-address" => undefined,
"multicast" => undefined,

"name" => "public”,

"nic" => undefined,

"nic-match" => undefined,

"not" => undefined,
"point-to-point" => undefined,
"public-address" => undefined,
"site-local-address" => undefined,
"subnet-match" => undefined,
"up" => undefined,

"virtual" => undefined

To display resolved-address and other runtime values, you must use the include-runtime request
property.

Result

"outcome" => "success",
"result" => {

}

"any" => undefined,
"any-address" => undefined,
"any-ipv4-address" => undefined,
"any-ipv6-address" => undefined,

"inet-address" => expression "${jboss.bind.address:127.0.0.1}",

"link-local-address" => undefined,
"loopback" => undefined,
"loopback-address" => undefined,
"multicast" => undefined,

"name" => "public”,

"nic" => undefined,

"nic-match" => undefined,

"not" => undefined,
"point-to-point" => undefined,
"public-address" => undefined,
"resolved-address" => "127.0.0.1",
"site-local-address" => undefined,
"subnet-match" => undefined,
"up" => undefined,

"virtual" => undefined

[standalone@localhost:9999 /] /interface=public:read-resource(include-runtime=true)
{
}
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The current runtime attribute value is displayed.

Report a bug

3.5.2. Display the Active User in the Management CLI

Prerequisites
® Section 3.4.2, "Launch the Management CLI”

Summary

The whoami operation is a global operation used to identify the attributes of the current active user.
The operation exposes the identity of the username and the realm that they are assigned to. The
whoami operation is useful for administrators managing multiple users accounts across multiple realms,
or to assist in keeping track of active users across domain instances with multiple terminal session and
users accounts.
Procedure 3.13. Display the Active User in the Management CLI Using thavhoami Operation

® Run thewhoami operation

From the Management CLI, use the whoami operation to display the active user account.

I [standalone@localhost:9999 /] :whoami

The following example uses the whoami operation in a standalone server instance to show that
the active user is username, and that the user is assigned to the ManagementRealm realm.

"outcome" => "success",

"result" => {"identity" => {
"username" => "username",
"realm" => "ManagementRealm"

[standalone@localhost:9999 /]:whoami
1}

Example 3.13. Use thewhoami in a standalone instance
{
}

Result

Your current active user account is displayed.

Report a bug

3.5.3. Display System and Server Information in the Management CLI

Prerequisites

® Section 3.4.2, “"Launch the Management CLI"

Procedure 3.14. Display System and Server Information in the Management CLI
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® Run theversion command
From the Management CLI, enter the version command:

I [domain@localhost:9999 /] version

Result

Your application server version and environment information is displayed.

Report a bug
3.5.4. Display an Operation Description using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Procedure 3.15. Execute the Command in Management CLI

® Run theread-operation-description operation
From the Management CLI, use read-operation-description to display information about the
operation. The operation requires additional parameters in the format of a key-value pair to
indicate which operation to display. For more details on operation requests, refer to the topic
Section 3.4.8, “Use Operations and Commands in the Management CLI" .

I [standalone@localhost:9999 /]:read-operation-description(name=name-of-operation)

Example 3.14. Display the list-snapshots operation description

The following example shows the method for describing the list-snapshots operation.

[standalone@localhost:9999 /] :read-operation-description(name=list-snapshots)
{
"outcome" => "success",
"result" => {
"operation-name" => "list-snapshots",
"description” => "Lists the snapshots”,
"request-properties” => {},
"reply-properties" => {
"type" => OBJECT,
"value-type" => {
"directory" => {
"type" => STRING,
"description” => "The directory where the snapshots are stored",
"expressions-allowed" => false,
"required" => true,
"nillable" => false,
"min-length" => 1L,
"max-length" => 2147483647L
3
"names" => {
"type" => LIST,
"description” => "The names of the snapshots within the snapshots directory",
"expressions-allowed" => false,
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"required” => true
"nillable" => false,
"value-type" => STRING
"access constraints" => {"sensitive" => {"snapshots" => {"type" => "core"}}},

"read-only" => false

Result

The description is displayed for the chosen operation.

Report a bug
3.5.5. Display the Operation Names using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Procedure 3.16. Execute the Command in Management CLI

® Run theread-operation-names operation
From the Management CLI, use the read-operation-names operation to display the names of
the available operations. For more details on operation requests, refer to the topic
Section 3.4.8, “Use Operations and Commands in the Management CLI" .

[standalone@localhost:9999 /]:read-operation-names
The following example shows the method for describing the read-operation-names operation.

"outcome" => "success",

"result" => [
"add-namespace”,
"add-schema-location”,
"delete-snapshot”,
"full-replace-deployment”,
"list-snapshots”,
"read-attribute",
"read-children-names",
"read-children-resources",
"read-children-types",
"read-config-as-xml",
"read-operation-description”,
"read-operation-names”,

Example 3.15. Display the operation names using the Management CLI
"read-resource”,

‘ [standalone@localhost 9999 /]:read-operation-names
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"read-resource-description”,
"reload",
"remove-namespace”,
"remove-schema-location”,
"replace-deployment”,
"resolve-expression”,
"resolve-internet-address”,
"server-set-restart-required",
"shutdown",
"take-snapshot”,
"undefine-attribute”,
"upload-deployment-bytes",
"upload-deployment-stream”,
"upload-deployment-url",
"validate-address",
"validate-operation”,
"whoami",
"write-attribute”

]

}

Result

The available operation names are displayed.

Report a bug

3.5.6. Display Available Resources using the Management CLI

Prerequisites
® Section 3.4.2, "Launch the Management CLI”

Summary

The read-resource operation is a global operation used to read resource values. It can be used to
expose either basic or complete information about the resources of the current or child nodes, along
with a range of request properties to expand or limit the scope of the operation results. The request
properties include the following parameters.

Request Properties

recursive

Whether to recursively include complete information about child resources.

recursive-depth

The depth to which information about child resources should be included.

proxies

Whether to include remote resources in a recursive query. For example including the host level
resources from slave Host Controllers in a query of the Domain Controller.

include-runtime
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Whether to include runtime attributes in the response, such as attribute values that do not come
from the persistent configuration. This request property is set to false by default.

include-defaults

A boolean request property that serves to enable or disable the reading of default attributes. When
set to false only the attributes set by the user are returned, ignoring any that remain undefined.

Execute the Command in Management CLI

Run theread-resource operation

From the Management CLlI, use the read-resource operation to display the available resources.
I [standalone@localhost:9999 /]:read-resource

The following example shows how you might use the read-resource operation on a standalone server
instance to expose general resource information. The results resemble the standalone.xml
configuration file, displaying the system resources, extensions, interfaces and subsystems installed or
configured for the server instance. These can be further queried directly.
Example 3.16. Using theread-resource operation at the root level
[standalone@localhost:9999 /]:read-resource
{
"outcome" => "success",
"result" => {
"management-major-version" => 1,
"management-micro-version" => 0,
"management-minor-version" => 7,
"name" => "localhost",
"namespaces" => [],
"product-name" => "EAP",
"product-version" => "6.4.0.GA",
"profile-name" => undefined,
"release-codename" => "Janus",
"release-version" => "7.5.0.Final-redhat-17",
"schema-locations" => [],
"core-service" => {
"service-container" => undefined,
"server-environment" => undefined,
"module-loading" => undefined,
"platform-mbean" => undefined,
"management" => undefined,
"patching" => undefined
}

eployment" => undefined,
"deployment-overlay" => undefined,
"extension" => {
"org.jboss.as.clustering.infinispan" => undefined,
"org.jboss.as.connector” => undefined,
"org.jboss.as.deployment-scanner" => undefined,
"org.jboss.as.ee" => undefined,
"org.jboss.as.ejb3" => undefined,
"org.jboss.as.jaxrs" => undefined,
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"org.jboss.as.jdr" => undefined,
"org.jboss.as.jmx" => undefined,
"org.jboss.as.jpa" => undefined,
"org.jboss.as.jsf" => undefined,
"org.jboss.as.logging" => undefined,
"org.jboss.as.mail" => undefined,
"org.jboss.as.naming" => undefined,
"org.jboss.as.pojo" => undefined,
"org.jboss.as.remoting” => undefined,
"org.jboss.as.sar" => undefined,
"org.jboss.as.security" => undefined,
"org.jboss.as.threads" => undefined,
"org.jboss.as.transactions" => undefined,
"org.jboss.as.web" => undefined,
"org.jboss.as.webservices" => undefined,
"org.jboss.as.weld" => undefined
b
"interface" => {
"management" => undefined,
"public" => undefined,
"unsecure" => undefined
b
"path”" => {
"iboss.server.temp.dir" => undefined,
"user.home" => undefined,
"jboss.server.base.dir" => undefined,
"java.home" => undefined,
"user.dir" => undefined,
"jboss.server.data.dir" => undefined,
"jboss.home.dir" => undefined,
"jboss.server.log.dir" => undefined,
"iboss.server.config.dir" => undefined,
"iboss.controller.temp.dir" => undefined
b
"socket-binding-group" => {"standard-sockets" => undefined},
"subsystem" => {
"jaxrs" => undefined,
"jsf" => undefined,
"jca" => undefined,
"ijmx" => undefined,
"threads" => undefined,
"webservices" => undefined,
"sar" => undefined,
"remoting” => undefined,
"infinispan" => undefined,
"weld" => undefined,
"ejb3" => undefined,
"transactions" => undefined,
"datasources" => undefined,
"deployment-scanner" => undefined,
"logging" => undefined,
"jdr" => undefined,
"pojo" => undefined,
"jpa" => undefined,
"naming" => undefined,
"ee" => undefined,
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"mail" => undefined,
"web" => undefined,
"resource-adapters" => undefined,
"security" => undefined
b
}
}

system-property" => undefined

Run theread-resource operation against a child node

The read-resource operation can be run to query child nodes from the root. The structure of the
operation first defines the node to expose, and then appends the operation to run against it.

I [standalone@localhost:9999 /]/subsystem=web/connector=http:read-resource

In the following example, specific resource information about a web subsystem component can be
exposed by directing the read-resource operation towards the specific web subsystem node.

Example 3.17. Expose child node resources from the root node
[standalone@localhost:9999 /] /subsystem=web/connector=http:read-resource
"outcome" => "success",

"result" => {
"configuration" => undefined,
"enable-lookups" => false,
"enabled" => true,
"executor" => undefined,
"max-connections" => undefined,
"max-post-size" => 2097152,
"max-save-post-size" => 4096,
"name" => "http",
"protocol" => "HTTP/1.1",
"proxy-name" => undefined,
"proxy-port" => undefined,
"redirect-port" => 443,
"scheme" => "http",
"secure" => false,
"socket-binding" => "http",
"ss|" => undefined,
"virtual-server" => undefined

{
}

}

The same results are possible by using the ed command to navigate into the child nodes and run the

read-resource operation directly.

Example 3.18. Expose child node resources by changing directories

I [standalone@localhost:9999 /] cd subsystem=web
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I [standalone@localhost:9999 subsystem=web] cd connector=http
[standalone@localhost:9999 connector=http] :read-resource
"outcome" => "success",

{
"result" => {
"configuration" => undefined,
"enable-lookups" => false,
"enabled" => true,
"executor" => undefined,
"max-connections" => undefined,
"max-post-size" => 2097152,
"max-save-post-size" => 4096,
"name" => "http",
"protocol" => "HTTP/1.1",
"proxy-name" => undefined,
"proxy-port" => undefined,
"redirect-port" => 443,
"scheme" => "http",
"secure" => false,
"socket-binding" => "http",
"ss|" => undefined,
"virtual-server" => undefined
}
}
Use the recursive parameter to include active values in results

The recursive parameter can be used to expose the values of all attributes, including non-persistent
values, those passed at startup, or other attributes otherwise active in the runtime model.

I [standalone@localhost:9999 /]/interface=public:read-resource(include-runtime=true)

Compared to the previous example, the inclusion of the include-runtime request property exposes
additional active attributes, such as the bytes sent and bytes received by the HTTP connector.

[standalone@localhost:9999 /] /subsystem=web/connector=http:read-resource(include-
runtime=true)
{
"outcome" => "success",
"result" => {
"any" => undefined,
"any-address" => undefined,
"any-ipv4-address" => undefined,
"any-ipv6-address" => undefined,
"inet-address" => expression "${jboss.bind.address:127.0.0.1}",
"link-local-address" => undefined,
"loopback" => undefined,
"loopback-address" => undefined,
"multicast" => undefined,

Example 3.19. Expose additional and active values with theinclude-runtime parameter
"name" => "public”,
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"nic" => undefined,
"nic-match" => undefined,
"not" => undefined,
"point-to-point" => undefined,
"resolved-address" => "127.0.0.1",
}
}

"public-address" => undefined,
"site-local-address" => undefined,
"subnet-match" => undefined,
"up" => undefined,

"virtual" => undefined

Report a bug
3.5.7. Display Available Resource Descriptions using the Management CLI

Prerequisites
® Section 3.4.2, "Launch the Management CLI”
Execute the Command in Management CLI

Run theread-resource-description operation

From the Management CLlI, use the read-resource-description operation to read and display the
available resources. For more details on operation requests, refer to the topic Section 3.4.8, "Use
Operations and Commands in the Management CLI".

I [standalone@localhost:9999 /]:read-resource-description

Use optional parameters

The read-resource-description operation allows the use of the additional parameters.

Use the operations parameter to include descriptions of the resource's operations.
I [standalone@localhost:9999 /]:read-resource-description(operations=true)

e Use the inherited parameter to include or exclude descriptions of the resource's inherited
operations. The default state is true.

I [standalone@localhost:9999 /]:read-resource-description(inherited=false)
e Use the recursive parameter to include recursive descriptions of the child resources.
I [standalone@localhost:9999 /]:read-resource-description(recursive=true)

e Use the locale parameter to get the resource description in. If null, the default locale will be
used.

I [standalone@localhost:9999 /]:read-resource-description(locale=true)
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® Use the access-control parameter to get the information about the permissions the current
caller has for this resource.

I [standalone@localhost:9999 /]:read-resource-description(access-control=none)

Result

Descriptions of the available resources are displayed.

Report a bug

3.5.8. Reload the Application Server using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”
From the Management CLlI, use the reload operation to shut down all services and restart the JBoss
EAP instance. Note that the JVM itself is not restarted. When the reload is complete the Management

CLI will automatically reconnect.

For more details on operation requests, see Section 3.4.8, “"Use Operations and Commands in the
Management CLI".

Example 3.20. Reload the Application Server

[standalone@localhost:9999 /]reload
{"outcome" => "success"}

Report a bug

3.5.9. Shut the Application Server down using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Procedure 3.17. Shut down the Application Server
® Run theshutdown operation

o From the Management CLI, use the shutdown operation to shut the server down via the
System.exit(0) system call. For more details on operation requests, refer to the topic
Section 3.4.8, “Use Operations and Commands in the Management CLI" .

B |n the standalone mode, use the following command:
I [standalone@localhost:9999 /]shutdown
®  |n the domain mode, use the following command with the appropriate host name:

I [domain@localhost:9999 /]shutdown --host=master
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o To connect to a detached CLI instance and shut down the server, execute the following
command:

I jooss-cli.sh --connect command=shutdown

o To connect to aremote CLI instance and shut down the server, execute the following
command:

[disconnected /] connect IP_ADDRESS
[standalone@/P_ADDRESS:9999 /] shutdown

Replace IP_ADDRESS with the IP address of your instance.

NOTE

Appending the --restart=true argument to the shutdown command (as shown below)
will prompt the server to restart.

I [standalone@localhost:9999 /]shutdown --restart=true

Result

The application server is shut down. The Management CLI will be disconnected as the runtime is
unavailable.

Report a bug

3.5.10. Configure an Attribute with the Management CLI

Prerequisites

® Section 3.4.2, “"Launch the Management CLI"

Summary

The write-attribute operation is a global operation used to write or modify a selected resource attribute.
You can use the operation to make persistent changes and to modify the configuration settings of your
managed server instances. The request properties include the following parameters.

Request Properties
name

The name of the attribute to set the value for under the selected resource.

value

The desired value of the attribute under the selected resource. May be null if the underlying model
supports null values.

Procedure 3.18. Configure a Resource Attribute with the Management CLI

® Run thewrite-attribute operation
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From the Management CLI, use the write-attribute operation to modify the value of a resource
attribute. The operation can be run at the child node of the resource or at the root node of the
Management CLI where the full resource path is specified.

Example 3.21. Disable the deployment scanner with thewrite-attribute operation

The following example uses the write-attribute operation to disable the deployment scanner. The
operation is run from the root node, using tab completion to aid in populating the correct resource
path.

[standalone@localhost:9999 /] /subsystem=deployment-scanner/scanner=default:write-
attribute(name=scan-enabled,value=false)
{"outcome" => "success"}

The results of the operation can be confirmed directly with the read-attribute operation.

[standalone@localhost:9999 /] /subsystem=deployment-scanner/scanner=default:read-
attribute(name=scan-enabled)
{

"outcome" => "success",

"result" => false

The results can also be confirmed by listing all of the node's available resource attributes with the
read-resource operation. In the following example, this particular configuration shows the scan-
enabled attribute is now set to false.

[standalone@localhost:9999 /] /subsystem=deployment-scanner/scanner=default:read-resource
{
"outcome" => "success",
"result" => {
"auto-deploy-exploded" => false,
"auto-deploy-xml" => true,
"auto-deploy-zipped" => true,
"deployment-timeout” => 600,
"path" => "deployments",
"relative-to" => "jboss.server.base.dir",
"scan-enabled" => false,
"scan-interval" => 5000

Result

The resource attribute is updated.

Report a bug

3.5.11. Configure System Properties Using the Management CLI

Procedure 3.19. Configure System Properties Using the Management CLI

1. Start the JBoss EAP server.
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2. Launch the Management CLI using the command for your operating system.

For Linux:
I EAP_HOME/bin/jboss-cli.sh --connect
For Windows:

I EAP_HOME\bin\jboss-cli.bat --connect

3. Add a system property.
The command you use depends on whether you are running a standalone server or a managed
domain. If you are running a managed domain, you can add system properties to any or all of the

servers running in that domain.

o Add a system property on a standalone server using the following syntax:

I /system-property=PROPERTY_NAME:add(value=PROPERTY _VALUE)

Example 3.22. Add a system property to a standalone server

[standalone@localhost:9999 /] /system-
property=property.mybean.queue:add(value=java:/queue/MyBeanQueue)
{"outcome" => "success"}

o Add a system property to all hosts and servers in a managed domain using the following
syntax:

I /system-property=PROPERTY_NAME:add(value=PROPERTY _VALUE)

property=property.mybean.queue:add(value=java:/queue/MyBeanQueue)

"outcome" => "success",

"result" => undefined,

"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

[domain@localhost:9999 /] /system-
1

Example 3.23. Add a system property to all servers in a managed domain
{
}

o Add a system property to a host and its server instances in a managed domain using the
following syntax:

I /host=master/system-property=PROPERTY_NAME:add(value=PROPERTY _VALUE)

I Example 3.24. Add a system property to a host and its servers in a domain
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[domain@localhost:9999 /] /host=master/system-
property=property.mybean.queue:add(value=java:/queue/MyBeanQueue)
{

"outcome" => "success",

"result" => undefined,
"server-groups" => {"main-server-group" => {"host" => {"master" => {

"server-one" => {"response" => {"outcome" => "success"}},

"server-two" => {"response" => {"outcome" => "success"}}

i
}

o Add a system property to a server instance in a managed domain using the following syntax:

/host=master/server-config=server-one/system-
property=PROPERTY_NAME:add(value=PROPERTY_VALUE)

property=property.mybean.queue:add(value=java:/queue/MyBeanQueue)

{

"outcome" => "success",

"result" => undefined,

"server-groups" => {"main-server-group" => {"host" => {"master" => {"server-one"
=> {"response" => {"outcome" => "success"}}}}}}

[domain@localhost:9999 /] /host=master/server-config=server-one/system-
}

‘ Example 3.25. Add a system property to a server instance in a managed domain

4. Read a system property.

The command you use depends on whether you are running a standalone server or a managed
domain.

o Read a system property from a standalone server using the following syntax:

I /system-property=PROPERTY_NAME:read-resource

[standalone@localhost:9999 /] /system-property=property.mybean.queue:read-
resource

"outcome" => "success",
"result" => {"value" => "java:/queue/MyBeanQueue"}

Example 3.26. Read a system property from a standalone server
{
}

o Read a system property from all hosts and servers in a managed domain using the following
syntax:

I /system-property=PROPERTY_NAME:read-resource
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"outcome" => "success",
"result" => {
"boot-time" => true,

[domarn@localhost 9999 /] /system-property=property.mybean.queue:read-resource
"value" => "java:/queue/MyBeanQueue"

‘ Example 3.27. Read a system property from all servers in a managed domain

o Read a system property from a host and its server instances in a managed domain using the
following syntax:

I /host=master/system-property=PROPERTY _NAME:read-resource

property property.mybean.queue:read-resource

"outcome" => "success",
"result" => {
"boot-time" => true,

[domain@localhost:9999 /] /host=master/system-
"value" => "java:/queue/MyBeanQueue"

‘ Example 3.28. Read a system property from a host and its servers in a domain

o Read a system property from a server instance in a managed domain using the following
syntax:

/host=master/server-config=server-one/system-property=PROPERTY _NAME:read-
resource

property property.mybean.queue:read-resource

"outcome" => "success",
"result" => {
"boot-time" => true,

[domain@localhost:9999 /] /host=master/server-config=server-one/system-
"value" => "java:/queue/MyBeanQueue"

‘ Example 3.29. Read a system property from a server instance in a managed domain

5. Remove a system property.
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he command you use depends on whether you are running a standalone server or a managed
domain.

o Remove a system property from a standalone server using the following syntax:

I /system-property=PROPERTY_NAME:remove

Example 3.30. Remove a system property from a standalone server

[standalone@localhost:9999 /] /system-property=property.mybean.queue:remove
{"outcome" => "success"}

o Remove a system property from all hosts and servers in a managed domain using the
following syntax:

I /system-property=PROPERTY_NAME:remove

"outcome" => "success",

"result" => undefined,

"server- groups => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},

[domarn@localhost 9999 /] /system-property=property.mybean.queue:remove
server -two" => {"response" => {"outcome" => "success"}}

‘ Example 3.31. Remove a system property from all hosts and servers in a domain

o Remove a system property from a host and its server instances in a managed domain using
the following syntax:

I /host=master/system-property=PROPERTY_NAME:remove

property property.mybean.queue:remove

"outcome" => "success",

"result" => undefined,

"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {"outcome" => "success"}},
"server-two" => {"response" => {"outcome" => "success"}}

[domain@localhost:9999 /] /host=master/system-
1

| Example 3.32. Remove a system property from a host and its instances in a domain

o Remove a system property from a server instance in a managed domain using the following
syntax:
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I /host=master/server-config=server-one/system-property=PROPERTY_NAME:remove

Example 3.33. Remove a system property from a server in a managed domain

[domain@localhost:9999 /] /host=master/server-config=server-one/system-
property=property.mybean.queue:remove

{

"outcome" => "success",

"result" => undefined,

"server-groups" => {"main-server-group" => {"host" => {"master" => {"server-one"
=> {"response" => {"outcome" => "success"}}}}}}

}

NOTE

Any system property which contains the text password (regardless of case) is replaced
with the text redacted when output via logging. This improves security by avoiding having
passwords output in plain text in log files.

Report a bug

3.5.12. Create a New Server with the Management CLI

The following example creates a new server on the host master and adds it to clustered-server-group:

[domain@localhost:9999 /] /host=master/server-config=clustered-server-1:add(group=clustered-
server-group)

Report a bug

3.6. THE MANAGEMENT CLI COMMAND HISTORY

3.6.1. About the Management CLI Command History

The Management CLI features a command history functionality that is enabled by default in the
application server installation. The history is kept both as a record in the volatile memory of the active
CLI session, and appended to a log file that saves automatically in the user's home directory as .jboss-
cli-history. This history file is configured by default to record up to a maximum of 500 CLI commands.

The history command by itself will return the history of the current session, or with additional
arguments will disable, enable or clear the history from the session memory. The Management CLI also
features the ability to use your keyboard's arrow keys to go back and forth in the history of commands
and operations.

Functions of the Management CLI history

® Section 3.6.2, "View Management CLI Command History”

® Section 3.6.3, “Clear the Management CLI Command History”
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® Section 3.6.4, “Disable the Management CLI Command History”
® Section 3.6.5, “"Enable the Management CLI Command History”

Report a bug

3.6.2. View Management CLI Command History

Prerequisites

® Section 3.4.2, “Launch the Management CLI"

Procedure 3.20. View the Management CLI Command History

® Run thehistory command
From the Management CLI, enter the history command:

I [standalone@localhost:9999 /] history

Result

The CLI command history stored in memory since the CLI startup or the history clear command is
displayed.

Report a bug

3.6.3. Clear the Management CLI Command History

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Procedure 3.21. Clear the Management CLI Command History

® Run thehistory --clear command
From the Management CLI, enter the history --clear command:

I [standalone@localhost:9999 /] history --clear

Result

The history of commands recorded since the CLI startup is cleared from the session memory. The
command history is still present in the .jboss-cli-history file saved to the user's home directory.

Report a bug

3.6.4. Disable the Management CLI Command History

Prerequisites

® Section 3.4.2, “Launch the Management CLI"

Procedure 3.22. Disable the Management CLI Command History
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® Run thehistory --disable command
From the Management CLI, enter the history --disable command:

I [standalone@localhost:9999 /] history --disable

Result

Commands made in the CLI will not be recorded either in memory or in the .jboss-cli-history file saved
to the user's home directory.

Report a bug

3.6.5. Enable the Management CLI Command History

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Procedure 3.23. Enable the Management CLI Command History

® Run thehistory --enable command
From the Management CLI, enter the history --enable command:

I [standalone@localhost:9999 /] history --enable

Result

Commands made in the CLI are recorded in memory and in the .jboss-cli-history file saved to the user's
home directory.

Report a bug

3.7.MANAGEMENT INTERFACE AUDIT LOGGING

3.7.1. About Management Interface Audit Logging

When audit logging is enabled, all operations performed using the Management Console, Management
CLlinterface, or a custom-written management application, are subject to audit logging.

The audit log entries are stored in JSON format and, based on your configuration, can be stored in files,
sent to a syslog server or both. Audit logging can only be configured using the Management CLI and is
disabled by default.

Login and logout events cannot be audited as there is no 'authenticated session' in EAP. Instead. audit
messages are logged when an operation is received from the user.

NOTE

By default, audit logging is not active. Audit logging can only be configured using the
Management CLI.

To list all available management interface audit logging configuration options and their current values,
enter the following Management CLI command.
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NOTE

Add the prefix /host=HOST_NAME to the command for a managed domain.

I [... /] /core-service=management/access=audit:read-resource(recursive=true)

Report a bug

3.7.2. Enable Management Interface Audit Logging to a File

To enable audit logging output to a file, enter the following Management CLI command.

NOTE

If the change is to be applied to a managed domain, add the prefix /host=HOST_NAME
to the following command.

I /core-service=management/access=audit/logger=audit-log:write-attribute(hame=enabled,value=true)

Management operations are now logged to a file:
® Standalone mode: EAP_HOME/standalone/data/audit-log.log
® Domain mode: EAP_HOME/domain/data/audit-log.log

For details of all file handler attributes, see Section A.3, “Management Interface Audit Logging
Reference”.

Report a bug

3.7.3. Enable Management Interface Audit Logging to a Syslog Server

By default, audit logging is preconfigured to output to a file when enabled. This procedure configures
output to a syslog server and enables audit logging to a file. For details of all syslog handler attributes
see Section A.3, "Management Interface Audit Logging Reference”.

NOTE

If the change is to be applied to a managed domain, add the prefix /host=HOST_NAME
to the /core-service commands.

Procedure 3.24. Enable Audit Logging to a Syslog Server

1. Enable Audit Logging
Execute the following command:

[.. /}/core-service=management/access=audit/logger=audit-log:write-
attribute(name=enabled,value=true)

2. Create asyslog Handler
In this example the syslog server is running on the same server as the JBoss EAP instance, on
port 514. Replace the values of the host attribute with values appropriate to your environment.
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handler=mysyslog:add(formatter=json-formatter)
[.. / #]/core-service=management/access=audit/syslog-
handler=mysyslog/protocol=udp:add(host=/ocalhost,port=514)

[.. /]batch
[.. / #]/core-service=management/access=audit/syslog-
[.. /Jrun-batch

| Example 3.34. Example syslog handler

3. Add a Reference to thesyslog Handler
Execute the following:

I [.. /}/core-service=management/access=audit/logger=audit-log/handler=mysyslog:add

Result

Management interface audit log entries are logged on the syslog server.

NOTE

Enabling audit logging to a Syslog Server in JBoss EAP will not work unless logging is
enabled in the operating system as well.

For more information on rsyslog configurations on Red Hat Enterprise Linux, refer to the
"Basic Configuration of rsyslog" section in the System Administrator's Guide for
Red Hat Enterprise Linux in https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/

Report a bug

3.7.4. Disable Management Interface Audit Logging

The audit logging to a file or a syslog server can be disabled by executing the following command:

I /core-service=management/access=audit/logger=audit-log:write-attribute(name=enabled,value=false)

Report a bug

3.7.5. Read a Management Interface Audit Log

Audit log entries output to file(s) are best viewed with a text viewer, while those output to a syslog server
are best viewed using a syslog viewer application.

NOTE

Using a text editor for viewing log files is not recommended as some may prevent further
log entries being written to the log file.

The management interface audit logs are output in JSON format. Each log entry begins with an optional
timestamp, then the fields listed in the Management Interface Audit Log Fields table.
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Table 3.5. Management Interface Audit Log Fields

Field Name Description

type This can have the values core, meaning it is a management operation, ofjmx
meaning it comes from the JMX subsystem (see the JMX subsystem for
configuration of the JMX subsystem's audit logging).

r/o Has the value true if the operation does not change the management model,
false otherwise.

booting Has the value true if the operation was executed during the bootup process,
false if it was executed once the server is up and running.

version The version number of the JBoss EAP instance.

user The username of the authenticated user. If the operation occurs via the
Management CLI on the same machine as the running server, the special user
$local is used.

domainUUID An ID to link together all operations as they are propagated from the domain
controller to its servers, slave host controllers, and slave host controller servers.

access This can have one of the following values:

® NATIVE - The operation came in through the native management
interface, for example the Management CLI.

® HTTP - The operation came in through the domain HTTP interface, for
example the Management Console.

® JMX - The operation came in through the JMX subsystem. See JMX for
how to configure audit logging for JMX.

remote-address The address of the client executing this operation.
success Has the value true if the operation is successful false if it was rolled back.
ops The operations being executed. This is a list of the operations serialized to JSON.

At boot this is the operations resulting from parsing the XML. Once booted the
list typically contains a single entry.

Report a bug
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CHAPTER 4. USER MANAGEMENT

4.1. ABOUT JBOSS EAP USER MANAGEMENT

Depending on how JBoss EAP 6 is installed, there may be no user accounts initially available to access
the management interfaces.

If you install the platform using a graphical installer, only one user account with the necessary privileges
to access the JBoss EAP 6 management interfaces is created during the installation.

If you install the platform manually using a ZIP archive no user accounts with appropriate privileges are
created during installation.

If you install the platform manually using the JAR installer at a console, one user account with
appropriate privileges is created during installation.

HTTP-based communication with JBoss EAP 6 is considered remote access, even if the traffic
originates on the localhost. Therefore, you must create at least one administrative user to use the
management console. If you attempt to access the management console before adding a user, you will
receive an error because it does not even deploy until the user is added.

This guide covers simple user management for JBoss EAP 6 using the add-user.sh script. For more
advanced authentication and authorization options, such as LDAP or Role-Based Access Control
(RBAC), see the Core Management Authentication section of the JBoss EAP Security Architecture

document.

Report a bug

4.2. USER CREATION

4.2.1. Add the User for the Management Interfaces

The following procedure documents how to create the initial administrative user, in the event such a
user is not created by the chosen installation method. This initial administrative user can use the web-
based Management Console and remote instances of the Management CLI to configure and administer
JBoss EAP 6 from remote systems.

Procedure 4.1. Create the Initial Administrative User for the Remote Management Interfaces

1. Run theadd-user.sh or add-user.bat script.
Change to the EAP_HOME/bin/ directory. Invoke the appropriate script for your operating
system.

Red Hat Enterprise Linux

I [user@host bin]$ ./add-user.sh

Microsoft Windows Server

I C:\bin> add-user.bat
2. Choose to add a Management user.
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Press ENTER to select the default option a to add a Management user.

This user is added to the ManagementRealm and is authorized to perform management
operations using the web-based Management Console or command-line based Management
CLI. The other choice, b, adds a user to the ApplicationRealm, and provides no particular
permissions. That realm is provided for use with applications.

Enter the desired username and password.
When prompted, enter the username and password. You will be prompted to confirm the
password.

Enter group information.
Add the group or groups to which the user belongs. If the user belongs to multiple groups, enter
a comma-separated list. Leave it blank if you do not want the user to belong to any groups.

Review the information and confirm.
You are prompted to confirm the information. If you are satisfied, type yes.

. Choose whether the user represents a remote JBoss EAP 6 server instance.

Besides administrators, the other type of user which occasionally needs to be added to JBoss
EAP 6 in the ManagementRealm is a user representing another instance of JBoss EAP 6, which
must be able to authenticate to join a cluster as a member. The next prompt allows you to
designate your added user for this purpose. If you select yes, you will be given a hashed secret
value, representing the user's password, which would need to be added to a different
configuration file. For the purposes of this task, answer no to this question.

Enter additional users.

You can enter additional users if desired, by repeating the procedure. You can also add them at
any time on a running system. Instead of choosing the default security realm, you can add users
to other realms to fine-tune their authorizations.

Create users non-interactively.

You can create users non-interactively, by passing in each parameter at the command line. This
approach is not recommended on shared systems, because the passwords will be visible in log
and history files. The syntax for the command, using the management realm, is:

I [user@host bin]$ ./add-user.sh username password
To use the application realm, use the -a parameter.

I [user@host bin]$ ./add-user.sh -a username password

. You can suppress the normal output of the add-user script by passing the --silent parameter.

This applies only if the minimum parameters username and password have been specified.
Error messages will still be shown.

Any users you add are activated within the security realms you have specified. Users active within the
ManagementRealm realm are able to manage JBoss EAP 6 from remote systems.

Report a bug

4.2.2. Pass Arguments to the User Management add-user Script
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You can run the add-user.sh or add-user.bat command interactively or you can pass the arguments on
the command line. This section describes the options available when passing command line arguments to
the add-user script.

For a comprehensive list of the command line arguments available for the add-user.sh or add-user.bat
command. see Section 4.2.3, “Add-user Command Arguments” .

For information on how to specify an alternate properties file and location, see Section 4.2.4, “Specify
Alternate Properties Files for User Management Information”.

For examples that demonstrate how to pass arguments on the add-user.sh or add-user.bat command,
see Section 4.3.1, “Create a User Belonging to a Single Group Using the Default Properties Files” ,
Section 4.3.2, “Create a User Belonging to Multiple Groups Using the Default Properties Files”
Section 4.3.3, "Create a User With Administrator Privileges in the Default Realm Using the Default
Properties Files” and Section 4.3.4, “Create a User Belonging to Single Group Using Alternate
Properties Files to Store the Information”. .

Report a bug

4.2.3. Add-user Command Arguments

The following table describes the arguments available for the add-user.sh or add-user.bat command.

Table 4.1. Add-user Command Arguments

Command Argument Value Description

Line Argument

-a N/A This argument specifies to create a user in the
application realm. If omitted, the default is to create
a user in the management realm.

-dc DOMAIN_CONFIGURATION_DIRE  This argument specifies the domain configuration
CTORY directory that will contain the properties files. If it is

omitted, the default directory is
EAP_HOME/domain/configuration/.

-sc SERVER_CONFIGURATION_DIRE  This argument specifies an alternate standalone
CTORY server configuration directory that will contain the
properties files. If it is omitted, the default directory
is EAP_HOME/standalone/configuration/.

-up USER_PROPERTIES_FILE This argument specifies the name of the alternate

user properties file. It can be an absolute path or it
--user- can be a file name used in conjunction with the =sC or
properties -dc argument that specifies the alternate

configuration directory.

-g GROUP_LIST A comma-separated list of groups to assign to this
user.

--group

-gp GROUP_PROPERTIES_FILE This argument specifies the name of the alternate
group properties file. It can be an absolute path or it

--group- can be a file name used in conjunction with the -SC or

properties -dc argument that specifies the alternate

configuration directory.
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Command Argument Value Description

Line Argument

-p PASSWORD The password of the user. The password must satisfy
the following requirements:

--password )
® |t must contain at least 8 characters.

® |t must contain at least one alphabetic
character.

® |t must contain at least one digit.

® |t must contain at least one non-
alphanumeric symbol

-u USER_NAME The name of the user. Only alphanumeric characters
and the following symbols are valid: ,./=@\.

-r REALM_NAME The name of the realm used to secure the
management interfaces. If omitted, the default is
--realm ManagementRealm.

-s N/A Run the add-user script with no output to the
console.
--silent

-h N/A Display usage information for the add-user script.

--help

Report a bug

4.2.4. Specify Alternate Properties Files for User Management Information

Overview

By default, user and role information created using the add-user.sh or add-user.bat script are stored in
properties files located in the server configuration directory. The server configuration information is
stored in the EAP_HOME/standalone/configuration/ directory and the domain configuration
information is stored in the EAP_HOME/domain/configuration/ directory. This topic describes how to
override the default file names and locations.

Specify Alternate Properties Files
® To specify an alternate directory for the server configuration, use the -s¢ argument. This
argument specifies an alternate directory that will contain the server configuration properties
files.
® To specify an alternate directory for the domain configuration, use the -de¢ argument. This

argument specifies an alternate directory that will contain the domain configuration properties
files.
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® To specify an alternate user configuration properties file, use the -up or --user-properties
argument. It can be an absolute path or it can be a file name used in conjunction with the -sc or -
dc argument that specifies the alternate configuration directory.

® To specify an alternate group configuration properties file, use the -gp or --group-properties

argument. It can be an absolute path or it can be a file name used in conjunction with the -sc or -
dc argument that specifies the alternate configuration directory.

NOTE

The add-user command is intended to operate on existing properties files. Any alternate
properties files specified in command line arguments must exist or you will see the
following error:

I JBAS015234: No appusers.properties files found

For more information about command arguments, see Section 4.2.3, “Add-user Command Arguments” .

Report a bug

4.3. ADD-USER SCRIPT COMMAND LINE EXAMPLES

4.3.1. Create a User Belonging to a Single Group Using the Default Properties Files
Example 4.1. Create a user belonging to a single group

I EAP_HOME/bin/add-user.sh -a -u 'appuseri’ -p 'password1!" -g 'guest’

This example gives the following results.
® The user appuseri is added to the following default properties files that store user information.
EAP_HOME/standalone/configuration/application-users.properties
EAP_HOME/domain/configuration/application-users.properties

e The user appuseri with group guest is added to the default properties files that store group
information.

EAP_HOME/standalone/configuration/application-roles.properties
EAP_HOME/domain/configuration/application-roles.properties

Report a bug

4.3.2. Create a User Belonging to Multiple Groups Using the Default Properties Files
Example 4.2. Create a user belonging to multiple groups

I EAP_HOME/bin/add-user.sh -a -u 'appuseri’ -p 'password1!" -g 'guest,app1group,app2group’
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This example gives the following results.

® The user appuseri is added to the following default properties files that store user information.
EAP_HOME/standalone/configuration/application-users.properties
EAP_HOME/domain/configuration/application-users.properties

® The user appuseri with groups guest, appigroup, and app2group is added to the default
properties files that store group information.

EAP_HOME/standalone/configuration/application-roles.properties
EAP_HOME/domain/configuration/application-roles.properties

Report a bug

4.3.3. Create a User With Administrator Privileges in the Default Realm Using the
Default Properties Files

Example 4.3. Create a user with Administrator privileges in the Default Realm

I EAP_HOME/bin/add-user.sh -u 'adminuseri’ -p 'password1!" -g 'admin’

This example gives the following results.

® The user adminuser1 is added to the following default properties files that store user
information.

EAP_HOME/standalone/configuration/mgmt-users.properties
EAP_HOME/domain/configuration/mgmt-users.properties

® The user adminuser1 with group admin is added to the default properties files that store
group information.

EAP_HOME/standalone/configuration/mgmt-groups.properties
EAP_HOME/domain/configuration/mgmt-groups.properties

Report a bug

4.3.4. Create a User Belonging to Single Group Using Alternate Properties Files to
Store the Information

Example 4.4. Create a user belonging to single group using alternate properties files

EAP_HOME/bin/add-user.sh -a -u appuseri -p password1! -g appigroup -sc
/home/someusername/userconfigs/ -up appusers.properties -gp appgroups.properties

This example gives the following results.

® The user appuser1 is added to the following properties file and that file is now the default file
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to store user information.
/home/someusername/userconfigs/appusers.properties

e The user appuseri with group appigroup is added to the following properties file and that file
is now the default file to store group information.

/home/someusername/userconfigs/appgroups.properties

Report a bug
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S5.1. INTERFACES

5.1.1. About Interfaces

JBoss EAP uses named interface references throughout the configuration. This gives the configuration
the ability to reference individual interface declarations with logical names, rather than requiring the full
details of the interface at each use.

The use of logical names also allows for consistency in group references to named interfaces, where
server instances on a managed domain may contain varying interface details across multiple machines.
With logical names, each server instance can correspond to a logical name group, allowing for easier
interface group administration.

Network interfaces are declared by specifying a logical name and a selection criteria for the physical
interface.

The JBoss EAP default configuration includes both a management and public interface names. The
management interface name can be used for all components and services that require the
management layer, including the HTTP Management Endpoint. The public interface name can be used
for all application-related network communications, including Web and Messaging.

The use of default names is not compulsory. New logical names can be created and substituted for
default names.

The domain.xml, host.xml and standalone.xml configuration files all include interface declarations.
The declaration criteria can reference a wildcard address or specify a set of one or more characteristics
that an interface or address must have in order to be a valid match.

The three configuration files remain directly editable but manual edits are no longer required. The
Management CLI and Management Console provide a safe, controlled and persistent environment for
configuration changes.

The following examples show multiple possible configurations of interface declarations, typically defined
in either the standalone.xml or host.xml configuration files. Using these files allow remote host groups
to maintain specific interface attributes, while still allowing references to domain controller interfaces.

The following example shows a specific inet-address value specified for both the management and
public relative name groups.

<inet-address value="127.0.0.1"/>
</interface>
<interface name="public">
<inet-address value="127.0.0.1"/>
</interface>

<interfaces>
<interface name="management">
</interfaces>

‘ Example 5.1. An interface group created with aninet-address value
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The following example shows a global interface group. It uses the any-address element to declare a
wildcard address.

<I-- Use the wild-card address -->
<any-address/>

<interface name="global">
</interface>

‘ Example 5.2. A global group created with a wildcard declaration

The following example declares a network interface card (ethO) under a relative group called external.

Example 5.3. An external group created with an NIC value

<nic name="eth0"/>

<interface name="external">
</interface>

The following example declares the default group with requirements. These requirements set the
conditions for the interface to be a valid match. This is an example of how JBoss EAP allows for the
creation of interface declaration groups with specific properties that can then be referenced using the
interface’s name. This helps in reducing configuration complexity and administration overhead across
multiple server instances.

up, supports multicast, and isn't point-to-point -->
<subnet-match value="192.168.0.0/16"/>
<up/>
<multicast/>
<not>
<point-to-point/>
</not>

<interface name="default">
<!I-- Match any interface/address on the right subnet if it's
<finterface>

| Example 5.4. A default group created with specific conditional values

Report a bug

5.1.2. Configure Interfaces

The default interface configurations in the standalone.xml and host.xml configuration files offer three
named interfaces with relative interface tokens for each. Use the Management Console or Management
CLI to configure additional attributes and values, as listed in the table below. The relative interface
bindings can be replaced with specific values as required but note that if you do so, you will be unable to
pass an interface value at server runtime, as the -b switch can only override a relative value.

Example 5.5. Default Interface Configurations
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</interface>
<interface name="public">

<inet-address value="${jboss.bind.address:127.0.0.1}"/>
</interface>
<interface name="unsecure">

<inet-address value="${jboss.bind.address.unsecure:127.0.0.1}"/>
</interface>

<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
</interfaces>

While running multiple servers in a managed domain, interface binding can be assigned to individual
servers in their respective host.xml files. For example:

<servers>
<server name="server-name" group="main-server-group">
<interfaces>
<interface name="public">
<inet-address value="ip-address"/>
</interface>
</interfaces>
</server>
</servers>

NOTE

For the above example, substitute server-name with your actual server name and
substitute jp-address with your actual IP address.

Table 5.1. Interface Attributes and Values

Interface Element Description

any Element indicating that part of the selection criteria for an interface
should be that it meets at least one, but not necessarily all, of the nested
set of criteria.

any-address Empty element indicating that sockets using this interface should be
bound to a wildcard address.

The IPv6 wildcard address (::) will be used unless the
java.net.preferlpV4Stack system property is set to true, in which case
the IPv4 wildcard address (0.0.0.0) will be used.

If a socket is bound to an IPv6 anylocal address on a dual-stack machine,

it can accept both IPv6 and IPv4 traffic; if it is bound to an IPv4 (IPv4-
mapped) anylocal address, it can only accept IPv4 traffic.

any-ipv4-address Empty element indicating that sockets using this interface should be
bound to the IPv4 wildcard address (0.0.0.0).
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Interface Element Description

any-ipv6-address

inet-address

link-local-address

loopback

loopback-address

multicast

hic

nic-match

not

point-to-point

public-address

site-local-address

subnet-match

up

virtual

Empty element indicating that sockets using this interface should be
bound to the IPv6 wildcard address (::).

Either an IP address in IPv6 or IPv4 dotted decimal notation, or a
hostname that can be resolved to an IP address.

Empty element indicating that part of the selection criteria for an
interface should be whether or not an address associated with it is link-
local.

Empty element indicating that part of the selection criteria for an
interface should be whether or not it is a loopback interface.

A loopback address that may not actually be configured on the
machine's loopback interface. Differs from inet-address type in that the
given value will be used even if no NIC can be found that has the IP
address associated with it.

Empty element indicating that part of the selection criteria for an
interface should be whether or not it supports multicast.

The name of a network interface (e.g. ethO, ethl, lo).

A regular expression against which the names of the network interfaces
available on the machine can be matched to find an acceptable
interface.

Element indicating that part of the selection criteria for an interface
should be that it does not meet any of the nested set of criteria.

Empty element indicating that part of the selection criteria for an
interface should be whether or not it is a point-to-point interface.

Empty element indicating that part of the selection criteria for an
interface should be whether or not it has a publicly routable address.

Empty element indicating that part of the selection criteria for an
interface should be whether or not an address associated with it is site-
local.

A network IP address and the number of bits in the address' network
prefix, written in "slash notation"”; e.g. "192.168.0.0/16".

Empty element indicating that part of the selection criteria for an
interface should be whether or not it is currently up.

Empty element indicating that part of the selection criteria for an
interface should be whether or not it is a virtual interface.
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Interface Element Description

e Configure Interface Attributes

o Configure Interface Attributes with the Management CLI

You can use tab completion to complete the command string as you type, as well as to
expose the available attributes.

Use the Management CLI to add a new server and configure instances to it, effectively
adding the same piece of configuration to the XML. Substitute server-name with your actual
server name and substitute ip-address with your actual IP address.

/host=master/server-config=server-name:add(group=main-server-group)
/host=master/server-config=server-namel/interface=public:add(inet-address=ip-address)

Use the Management CLI to add new interfaces and write new values to the interface
attributes.

a. Add a New Interface

The add operation creates new interfaces as required. The add command runs from the
root of the Management CLI session, and in the following example it creates a new
interface name title interfacename, with an inet-address declared as 12.0.0.2.

I /interface=interfacename/:add(inet-address=12.0.0.2)

b. Edit Interface Attributes

The write-attribute operation writes new values to an attribute. The following example
updates the inet-address value to 712.0.0.8.

I /interface=interfacename/:write-attribute(name=inet-address, value=12.0.0.8)

c. Verify Interface Attributes
Confirm that the attribute values have changed by running the read-resource
operation with the include-runtime=true parameter to expose all current values active
in the server model. For example:

I [standalone@localhost:9999 interface=public] :read-resource(include-runtime=true)

o Configure Interface Attributes with the Management Console

a. Loginto the Management Console.

Log into the Management Console of your Managed Domain or Standalone Server
instance.

b. Navigate to Configuration tab
Select the Configuration tab from the top of the screen.
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NOTE

For Domain Mode, select a profile from the Profile drop-down menu at
the top left of the screen.

c. Select Interfaces from the Navigation Menu.
Select the Interfaces menu item from the navigation menu.

d. Add a New Interface

i. Click Add.
ii. Enterrequired values for Name, Inet Address and Address Wildcard.
iii. Click Save.

e. EditInterface Attributes

i. Select the interface that you need to edit from the Available Interfaces list and
click Edit.

ii. Enterrequired values for Name, Inet Address and Address Wildcard.
iii. Click Save.

Report a bug

5.2. SOCKET BINDING GROUPS

5.2.1. About Socket Binding Groups

Socket bindings and socket binding groups allow you to define network ports and their relationship to
the networking interfaces required for your JBoss EAP 6 configuration.

A socket binding is a named configuration for a socket. The declarations for these named configurations
can be found in both the domain.xml and standalone.xml configuration files. Other sections of the
configuration can then reference those sockets by their logical name, rather than having to include the
full details of the socket configuration. This allows you to reference relative socket configurations which
may otherwise vary on different machines.

Socket bindings are collected under a socket binding group. A socket binding group is a collection of
socket binding declarations that are grouped under a logical name. The named group can then be
referenced throughout the configuration. A standalone server contains only one such group, while a
managed domain instance can contain multiple groups. You can create a socket binding group for each
server group in the managed domain, or share a socket binding group between multiple server groups.

The naming groups allow for simplified references to be used for particular groups of socket bindings
when configuring server groups in the case of a managed domain. Another common use is for the
configuration and management of multiple instances of the standalone server on the one system. The
following examples show the default socket binding groups in the configuration files for the standalone
and domain instances.

Example 5.6. Default socket bindings for the standalone configuration
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standard-sockets. This group is also referenced to the public interface, using the same logical
referencing methodology.

offset="${jboss.socket.binding.port-offset:0}">

<socket-binding name="management-native" interface="management" port="${jboss
.management.native.port:9999}"/>

<socket-binding name="management-http" interface="management" port="${jboss
.management.http.port:9990}"/>

<socket-binding name="management-https" interface="management" port="${jboss
.management.https.port:9443}"/>

<socket-binding name="ajp" port="8009"/>

<socket-binding name="http" port="8080"/>

<socket-binding name="https" port="8443"/>

<socket-binding name="remoting" port="4447"/>

<socket-binding name="txn-recovery-environment" port="4712"/>

<socket-binding name="txn-status-manager" port="4713"/>

<outbound-socket-binding name="mail-smtp">

<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>

<socket-binding-group name="standard-sockets" default-interface="public" port-
</socket-binding-group>

The default socket binding groups in the standalone.xml configuration file are grouped under

Example 5.7. Default socket bindings for the domain configuration

The default socket binding groups in the domain.xml configuration file contain four groups: the
standard-sockets, ha-sockets, full-sockets and the full-ha-sockets groups. These groups are also
referenced to an interface called public.

<socket-binding-groups>
<socket-binding-group name="standard-sockets" default-interface="public">
<!-- Needed for server groups using the 'default’ profile -->
<socket-binding name="ajp" port="8009"/>
<socket-binding name="http" port="8080"/>
<socket-binding name="https" port="8443"/>
<socket-binding hame="remoting" port="4447"/>
<socket-binding hame="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>
</socket-binding-group>
<socket-binding-group name="ha-sockets" default-interface="public">
<!-- Needed for server groups using the 'ha’ profile -->
<socket-binding name="ajp" port="8009"/>
<socket-binding name="http" port="8080"/>
<socket-binding name="https" port="8443"/>
<socket-binding name="jgroups-mping" port="0" multicast-address="${jboss
.default.multicast.address:230.0.0.4}" multicast-port="45700"/>
<socket-binding name="jgroups-tcp" port="7600"/>
<socket-binding name="jgroups-tcp-fd" port="57600"/>
<socket-binding name="jgroups-udp" port="55200" multicast-address="${jboss
.default.multicast.address:230.0.0.4}" multicast-port="45688"/>
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<socket-binding name="jgroups-udp-fd" port="54200"/>
<socket-binding name="modcluster" port="0" multicast-address="224.0.1.105"

multicast-port="23364"/>

<socket-binding hame="remoting" port="4447"/>

<socket-binding hame="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>

</socket-binding-group>
<socket-binding-group name="full-sockets" default-interface="public">

<!-- Needed for server groups using the 'full' profile -->

<socket-binding name="ajp" port="8009"/>

<socket-binding name="http" port="8080"/>

<socket-binding name="https" port="8443"/>

<socket-binding name="jacorb" interface="unsecure" port="3528"/>
<socket-binding name="jacorb-ssl" interface="unsecure" port="3529"/>
<socket-binding name="messaging" port="5445"/>

<socket-binding name="messaging-group" port="0" multicast-address="${jboss

.messaging.group.address:231.7.7.7}" multicast-port="${jboss.messaging.group.port:9876}"/>

<socket-binding name="messaging-throughput" port="5455"/>
<socket-binding name="remoting" port="4447"/>

<socket-binding hame="txn-recovery-environment" port="4712"/>
<socket-binding name="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>

</socket-binding-group>
<socket-binding-group name="full-ha-sockets" default-interface="public">

<!-- Needed for server groups using the 'full-ha’ profile -->

<socket-binding name="ajp" port="8009"/>

<socket-binding name="http" port="8080"/>

<socket-binding name="https" port="8443"/>

<socket-binding name="jacorb" interface="unsecure" port="3528"/>
<socket-binding name="jacorb-ssl" interface="unsecure" port="3529"/>
<socket-binding name="jgroups-mping" port="0" multicast-address="${jboss

.default.multicast.address:230.0.0.4}" multicast-port="45700"/>

<socket-binding name="jgroups-tcp" port="7600"/>
<socket-binding name="jgroups-tcp-fd" port="57600"/>
<socket-binding name="jgroups-udp" port="55200" multicast-address="${jboss

.default.multicast.address:230.0.0.4}" multicast-port="45688"/>

<socket-binding name="jgroups-udp-fd" port="54200"/>
<socket-binding name="messaging" port="5445"/>
<socket-binding name="messaging-group" port="0" multicast-address="${jboss

.messaging.group.address:231.7.7.7}" multicast-port="${jboss.messaging.group.port:9876}"/>

<socket-binding name="messaging-throughput" port="5455"/>
<socket-binding name="modcluster" port="0" multicast-address="224.0.1.105"

multicast-port="23364"/>

<socket-binding hame="remoting" port="4447"/>

<socket-binding hame="txn-recovery-environment" port="4712"/>
<socket-binding hame="txn-status-manager" port="4713"/>
<outbound-socket-binding name="mail-smtp">
<remote-destination host="localhost" port="25"/>
</outbound-socket-binding>

</socket-binding-group>
</socket-binding-groups>
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The socket binding instances can be created and edited in the standalone.xml and domain.xml source
files in the application server directory. The recommended method of managing bindings is to use either
the Management Console or the Management CLI. The advantages of using the Management Console
include a graphical user interface with a dedicated Socket Binding Group screen under the General
Configuration section. The Management CLI offers an APl and workflow based around a command line
approach that allows for batch processing and the use of scripts across the higher and lower levels of
the application server configuration. Both interfaces allow for changes to be persisted or otherwise
saved to the server configuration.

Report a bug

5.2.2. Configure Socket Bindings

Socket bindings can be defined in unique socket binding groups. A standalone server contains one such
group, the standard-sockets group, and is unable to create any further groups. Instead you can create
alternate standalone server configuration files. For a managed domain however, you can create multiple
socket binding groups and configure the socket bindings that they contain as you require. The following
table shows the available attributes for each socket binding.

Table 5.2. Socket Binding Attributes

Attribute Description Role

hame Logical name of the socket Required
configuration that should be used
elsewhere in the configuration.

port Base port to which a socket based ~ Required
on this configuration should be
bound. Note that servers can be
configured to override this base
value by applying an increment or
decrement to all port values.

interface Logical name of the interface to Optional
which a socket based on this
configuration should be bound. If
not defined, the value of the
default-interface attribute from
the enclosing socket binding
group will be used.

multicast-address If the socket will be used for Optional
multicast, the multicast address to
use.

multicast-port If the socket will be used for Optional
multicast, the multicast port to
use.
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Attribute Description Role

fixed-port If true, declares that the value of Optional
port must always be used for the
socket and should not be
overridden by applying an
increment or decrement.

® Configure Socket Bindings in Socket Binding Groups
Choose either the Management CLI or the management console to configure your socket
bindings as required.

o Configure Socket Bindings Using the Management CLI
Use the Management CLI to configure socket bindings.

a. Add a New Socket Binding
Use the add operation to create a new address setting if required. You can run this
command from the root of the Management CLI session, which in the following
examples creates a new socket binding titled newsocket, with a port attribute declared
as 1234. The examples apply for both a standalone server and a managed domain
editing on the standard-sockets socket binding group as shown.

[domain@localhost:9999 /] /socket-binding-group=standard-sockets/socket-
binding=newsocket/:add(port=1234)
b. Edit Pattern Attributes
Use the write-attribute operation to write a new value to an attribute. You can use tab
completion to help complete the command string as you type, as well as to expose the
available attributes. The following example updates the port value to 2020

[domain@localhost:9999 /] /socket-binding-group=standard-sockets/socket-
binding=newsocket/:write-attribute(name=port,value=2020)

c. Confirm Pattern Attributes
Confirm the values are changed by running the read-resource operation with the
include-runtime=true parameter to expose all current values active in the server model.

[domain@localhost:9999 /] /socket-binding-group=standard-sockets/socket-
binding=newsocket/:read-resource

o Configure Socket Bindings Using the Management Console
Use the management console to configure socket bindings.

a. Loginto the Management Console.
Log into the management console of your managed domain or standalone server.

b. Navigate to the Configuration tab.
Select the Configuration tab at the top of the screen.

c. Select the Socket Binding item from the navigation menu.
Expand the General Configuration menu. Select Socket Binding. If you are using a
managed domain, select the desired group in the Socket Binding Groups list.
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d. Add a New Socket Binding

i. Click the Add button.
ii. Enter any required values for Name, Port and Binding Group.
iii. Click Save to finish.

e. Edit Socket Binding

i. Select asocket binding from the list and click Edit.
ii. Enter any required values such as Name, Interface or Port.
iii. Click Save to finish.

Report a bug

5.2.3. Network Ports Used By JBoss EAP 6

The ports used by the JBoss EAP 6 default configuration depend on several factors:
® Whether your server groups use one of the default socket binding groups, or a custom group.

® The requirements of your individual deployments.

NOTE

A numerical port offset can be configured, to alleviate port conflicts when you run multiple
servers on the same physical server. If your server uses a numerical port offset, add the
offset to the default port number for its server group's socket binding group. For
instance, if the HTTP port of the socket binding group is 8080, and your server uses a port
offset of 100, its HTTP port is 8180.

Unless otherwise stated, the ports use the TCP protocol.

The default socket binding groups

o full-ha-sockets

o full-sockets

o ha-sockets

e standard-sockets
These socket binding groups are available only in domain.xml. The standalone server profiles contain
only standard socket binding group. This group corresponds to standard-sockets in standalone.xml,
ha-sockets for standalone-ha.xml, full-sockets for standalone-full.xml, and full-ha-sockets for
standalone-full-ha.xml. Standalone profiles contain some more socket bindings, for example,

management-{native http,https}.

Table 5.3. Reference of the default socket bindings
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Multicas  Description full-ha- full- ha- standar

t Port sockets sockets socket d-
socket

ajp 8009 Apache JServ Yes Yes Yes Yes
Protocol. Used for
HTTP clustering and
load balancing.

http 8080 The default port for Yes Yes Yes Yes
deployed web
applications.

https 8443 SSL-encrypted Yes Yes Yes Yes
connection between
deployed web
applications and
clients.

jacorb 3528 CORBA services for Yes Yes No No
JTS transactions and
other ORB-
dependent services.

jacorb- 3529 SSL-encrypted Yes Yes No No
ssl CORBA services.
jgroups 7500 Multicast. Used for Yes No Yes No
- peer discovery in HA
diagno clusters. Not
stics configurable using

the Management

Interfaces.
jgroups 45700 Multicast. Used to Yes No Yes No
-mping discover initial

membership in a HA

cluster.
jgroups 7600 Unicast peer Yes No Yes No
-tcp discovery in HA

clusters using TCP.

jgroups 57600 Used for HA failure Yes No Yes No
-tcp-fd detection over TCP.

jgroups 55200 45688 Multicast peer Yes No Yes No
-udp discovery in HA

clusters using UDP.

120



CHAPTER 5. NETWORK AND PORT CONFIGURATION

Multicas  Description full-ha- full- ha- standar

t Port sockets sockets socket d-
socket

jgroups 54200 Used for HA failure Yes No Yes No
-udp-fd detection over UDP.

messa 5445 JMS service. Yes Yes No No
ging

messa 0 9876 Referenced by Yes Yes No No
ging- HornetQ JMS

group broadcast and

discovery groups.

messa 5455 Used by JMS Yes Yes No No
ging- Remoting.

throug

hput

mod_cl 23364 Multicast port for Yes No Yes No
uster communication

between JBoss EAP
6 and the HTTP load

balancer.
remotin 4447 Used for remote EJB Yes Yes Yes Yes
g invocation.
txn- 4712 The JTA transaction Yes Yes Yes Yes
recover recovery manager.
y-
environ
ment
txn- 4713 The JTA/ JTS Yes Yes Yes Yes
status- transaction manager.
manag
er

Management Ports

In addition to the socket binding groups, each host controller opens two more ports for management
purposes:

® 9990 - The Web Management Console port
® 9999 - The port used by the Management Console and Management API
Additionally, if HTTPS is enabled for the Management Console, 9443 is also opened as the default port.

Report a bug
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5.2.4. About Port Offsets for Socket Binding Groups

Port offsets are a numeric offset added to the port values given by the socket binding group for that
server. This allows a single server to inherit the socket bindings of the server group that is belongs, with
an offset to ensure that it does not clash with the other servers in the group. For instance, if the HTTP
port of the socket binding group is 8080, and your server uses a port offset of 100, its HTTP port is
8180.

Report a bug

5.2.5. Configure Port Offsets

e Configure Port Offsets
Choose either the Management CLI or the Management Console to configure your port offsets.

o Configure Port Offsets Using the Management CLI
Use the Management CLI to configure port offsets.

a. Edit Port Offsets
Use the write-attribute operation to write a new value to the port offset atttribute. The
following example updates the socket-binding-port-offset value of server-two to 250.
This server is a member of the default local host group. A restart is required for the
changes to take effect.

[domain@localhost:9999 /] /host=master/server-config=server-two/:write-
attribute(name=socket-binding-port-offset,value=250)

b. Confirm Port Offset Attributes
Confirm the values are changed by running the read-resource operation with the
include-runtime=true parameter to expose all current values active in the server model.

[domain@localhost:9999 /] /host=master/server-config=server-two/:read-
resource(include-runtime=true)

o Configure Port Offsets Using the Management Console
Use the Management Console to configure port offsets.

a. Loginto the Management Console.
Log into the Management Console of your Managed Domain.

b. Select the Domain tab
Select the Domain tab at the top of the screen.

c. Edit Port Offset Attributes

i. Select the server under the Available Server Configurations list and click Edit at
the top of the attibutes list below.

ii. Enter any desired values in the Port Offset field.
iii. Click Save to finish.

Report a bug
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5.3.IPV6

5.3.1. Configure JVM Stack Preferences for IPv6 Networking

Summary

This topic covers enabling IPv6 networking for the JBoss EAP 6 installation.

Procedure 5.1. Disable the IPv4 Stack Java Property

1. Open the relevant file for the installation:

o For aStandalone Server:
Open EAP_HOME/bin/standalone.conf.

o For a Managed Domain:
Open EAP_HOME/bin/domain.conf.

2. Change the IPv4 Stack Java property to false:

I -Djava.net.preferlPv4Stack=false

For example:

Example 5.8. JVM options
# Specify options to pass to the Java VM.
#
if [ "x$JAVA_OPTS" = "x" ]; then

JAVA OPTS="-Xms64m -Xmx512m -XX:MaxPermSize=256m -
Djava.net.preferlPv4Stack=false

-Dorg.jboss.resolver.warning=true -Dsun.rmi.dgc.client.gcInterval=3600000

-Dsun.rmi.dgc.server.gclnterval=3600000 -Djava.net.preferlPv6Addresses=true"
fi

Report a bug

5.3.2. Configure the Interface Declarations for IPv6 Networking

Summary

Follow these steps to configure the interface inet address to the IPv6 default:

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6"

® Section 3.3.2, "Log in to the Management Console”

Procedure 5.2. Configure the Interface for IPv6 Networking

1. Select the Configuration tab at the top of the screen.
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2. Expand the General Configuration menu and select Interfaces.
3. Select the interface from the Available Interfaces list.
4. Click Edit in the detail list.

5. Set the inet address to:
I ${jboss.bind.address.management:l ADDRESS]}

6. Click Save to finish.
7. Restart the server to implement the changes.

Report a bug

5.3.3. Configure JVM Stack Preferences for IPv6 Addresses

Summary

This topic covers configuring the JBoss EAP 6 installation to prefer IPv6 addresses through the
configuration files.

Procedure 5.3. Configure the JBoss EAP 6 Installation to Prefer IPv6 Addresses

1. Open the relevant file for the installation:

o For aStandalone Server:
Open EAP_HOME/bin/standalone.conf.

o For aManaged Domain:
Open EAP_HOME/bin/domain.conf.

2. Append the following Java property to the Java VM options:

I -Djava.net.preferlPv6Addresses=true

For example:

Example 5.9. JVM options
# Specify options to pass to the Java VM.
#
if [ "x$JAVA_OPTS" = "x" ]; then

JAVA OPTS="-Xms64m -Xmx512m -XX:MaxPermSize=256m -
Djava.net.preferlPv4Stack=false

-Dorg.jboss.resolver.warning=true -Dsun.rmi.dgc.client.gcInterval=3600000

-Dsun.rmi.dgc.server.gclnterval=3600000 -Djava.net.preferlPv6Addresses=true"
fi

Report a bug
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5.4. REMOTING

5.4.1. Configuration of Message Size in Remoting

The remoting subsystem provides the option to limit the size of the messages for remoting protocols.
You can set the maximum inbound message size (MAX_INBOUND_MESSAGE_SIZE) and the
maximum outbound message size (MAX_OUTBOUND_MESSAGE_SIZE) to ensure that messages are
received and sent within appropriate size limits.

The MAX_INBOUND_MESSAGE_SIZE and MAX_OUTBOUND_ MESSAGE_SIZE can be setin ejb3
subsystem, and the value is in byte.

<subsystem xmins="urn:jboss:domain:ejb3:1.5">

<remote connector-ref="remoting-connector" thread-pool-name="default">
<channel-creation-options>
<option name="MAX_INBOUND_MESSAGE_SIZE" value="xxxxx" type="remoting"/>
<option name="MAX_OUTBOUND_MESSAGE_SIZE" value="xxxxx" type="remoting"/>
</channel-creation-options>

</remote>

</subsystem>

Configuring the size of messages in remoting protocols helps in effective utilization of system memory
and prevents it from reaching an out of memory state while performing important operations.

If the sender sends a message which exceeds the maximum allowable limit
(MAX_OUTBOUND_ MESSAGE_SIZE), the server throws an exception and cancels the transmission of
data. However the connection remains open and the sender can choose to close the message if needed.

If a message received exceeds the maximum allowable limit (MAX_INBOUND MESSAGE_SIZE) the
message is closed asynchronously with the connection still open.

Report a bug

5.4.2. Configure the Remoting Subsystem

Overview

JBoss Remoting has three top-level configurable elements: the worker thread pool, one or more
connectors, and a series of local and remote connection URIs. This topic presents an explanation of
each configurable item, example CLI commands for how to configure each item, and an XML example of
a fully-configured subsystem. This configuration only applies to the server. Most people will not need to
configure the Remoting subsystem at all, unless they use custom connectors for their own applications.
Applications which act as Remoting clients, such as EJBs, need separate configuration to connect to a
specific connector.

NOTE

The Remoting subsystem configuration is not exposed to the web-based Management
Console, but it is fully configurable from the command-line based Management CLI.
Editing the XML by hand is not recommended.

Adapting the CLI Commands
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The CLI commands are formulated for a managed domain, when configuring the default profile. To

configure a different profile, substitute its name. For a standalone server, omit the /profile=default part
of the command.

Configuration Outside the Remoting Subsystem

There are a few configuration aspects which are outside of the remoting subsystem:

Network Interface

The network interface used by the remoting subsystem is the public interface defined in the
domain/configuration/domain.xml or standalone/configuration/standalone.xml.

<interfaces>
<interface name="management"/>
<interface name="public"/>
<interface name="unsecure"/>
<f/interfaces>

The per-host definition of the public interface is defined in the host.xml in the same directory as
the domain.xml or standalone.xml. This interface is also used by several other subsystems. Exercise
caution when modifying it.

<interfaces>
<interface name="management">
<inet-address value="${jboss.bind.address.management:127.0.0.1}"/>
<finterface>
<interface name="public">
<inet-address value="${jboss.bind.address:127.0.0.1}"/>
<finterface>
<interface name="unsecure">
<!I-- Used for IIOP sockets in the standard configuration.
To secure JacORB you need to setup SSL -->
<inet-address value="${jboss.bind.address.unsecure:127.0.0.1}"/>
<finterface>
<f/interfaces>

socket-binding

The default socket-binding used by the remoting subsystem binds to TCP port 4447. Refer to the
documentation about socket bindings and socket binding groups for more information if you need to
change this.

Information about socket binding and socket binding groups can be found in the Socket Binding
Groups chapter of JBoss EAP's Administration and Configuration Guide available at

https://access.redhat.com/documentation/en-us/red_hat_jboss_enterprise_application_platform/?
version=6.4

Remoting Connector Reference for EJB
The EJB subsystem contains a reference to the remoting connector for remote method invocations.

The following is the default configuration:

I <remote connector-ref="remoting-connector" thread-pool-name="default"/>

126


https://access.redhat.com/documentation/en-us/red_hat_jboss_enterprise_application_platform/?version=6.4

Secure Transport Configuration

CHAPTER 5. NETWORK AND PORT CONFIGURATION

Remoting transports use StartTLS to use a secure (HTTPS, Secure Servlet, etc) connection if the
client requests it. The same socket binding (network port) is used for secured and unsecured
connections, so no additional server-side configuration is necessary. The client requests the secure
or unsecured transport, as its needs dictate. JBoss EAP 6 components which use Remoting, such as
EJBs, the ORB, and the JMS provider, request secured interfaces by default.

'@ WARNING
StartTLS works by activating a secure connection if the client requests it, and

otherwise defaulting to an unsecured connection. It is inherently susceptible to a
Man in the Middle style exploit, wherein an attacker intercepts the client's request
and modifies it to request an unsecured connection. Clients must be written to fail
appropriately if they do not receive a secure connection, unless an unsecured
connection actually is an appropriate fall-back.

Worker Thread Pool

The worker thread pool is the group of threads which are available to process work which comes in
through the Remoting connectors. It is a single element <worker-thread-pool>, and takes several
attributes. Tune these attributes if you get network timeouts, run out of threads, or need to limit
memory usage. Specific recommendations depend on your specific situation. Contact Red Hat Global
Support Services for more information.

Table 5.4. Worker Thread Pool Attributes

Attribute

read-threads

write-threads

task-keepalive

task-max-threads

Description

The number of read threads to
create for the remoting worker.
Defaults to 1.

The number of write threads to
create for the remoting worker.
Defaults to 1.

The number of milliseconds to
keep non-core remoting worker

task threads alive. Defaults to 60.

The maximum number of threads
for the remoting worker task
thread pool. Defaults to 16.

CLI Command

/profile=default/subsystem=r
emoting/:write-
attribute(name=worker-read-
threads,value=1)

/profile=default/subsystem=r
emoting/:write-
attribute(name=worker-write-
threads,value=1)

/profile=default/subsystem=r
emoting/:write-
attribute(name=worker-task-
keepalive,value=60)

/profile=default/subsystem=r
emoting/:write-
attribute(name=worker-task-
max-threads,value=16)
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Attribute Description

The number of core threads for
the remoting worker task thread
pool. Defaults to 4.

task-core-threads

task-limit The maximum number of
remoting worker tasks to allow
before rejecting. Defaults to
16384.
Connector

CLI Command

/profile=default/subsystem=r
emoting/:write-
attribute(name=worker-task-
core-threads,value=4)

/profile=default/subsystem=r
emoting/:write-
attribute(name=worker-task-
limit,value=16384)

The connector is the main Remoting configuration element. Multiple connectors are allowed. Each
consists of a element <connectors element with several sub-elements, as well as a few possible
attributes. The default connector is used by several subsystems of JBoss EAP 6. Specific settings for
the elements and attributes of your custom connectors depend on your applications, so contact Red

Hat Global Support Services for more information.

Table 5.5. Connector Attributes

Attribute

Description

CLI Command

socket-binding The name of the socket binding to

use for this connector.

The Java Authentication Service
Provider Interface for Containers
(JASPIC) module to use with this
connector. The module must be
in the classpath.

authentication-provider

Optional. The security realm
which contains your application's
users, passwords, and roles. An
EJB or Web Application can
authenticate against a security
realm. ApplicationRealm is
available in a default JBoss EAP 6

security-realm

installation.
Table 5.6. Connector Elements
Attribute Description
sasl Enclosing element for Simple

Authentication and Security Layer
(SASL) authentication
mechanisms
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/profile=default/subsystem=r
emoting/connector=remoting
-connector/:write-
attribute(name=socket-
binding,value=remoting)

/profile=default/subsystem=r
emoting/connector=remoting
-connector/:write-
attribute(name=authenticatio
n-
provider,value=myProvider)

/profile=default/subsystem=r
emoting/connector=remoting
-connector/:write-
attribute(name=security-
realm,value=ApplicationReal
m)

CLI Command

N/A
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properties
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Description

Contains one or more
<property> elements, each with
a hame attribute and an optional
value attribute.

You can specify three different types of outbound connection:

® Qutbound connection to a URL.

CLI Command

/profile=default/subsystem=r
emoting/connector=remoting
connector/property=myProp/
:add(value=myPropValue)

® | ocal outbound connection - connects to a local resource such as a socket.

® Remote outbound connection - connects to a remote resource and authenticates using a

security realm.

All of the outbound connections are enclosed in an <outbound-connections> element. Each of these
connection types takes an outbound-socket-binding-ref attribute. The outbound-connection takes a
uri attribute. The remote outbound connection takes optional username and security-realm attributes

to use for authorization.

Table 5.7. Outbound Connection Elements

Attribute

Description

CLI Command

outbound-connection

local-outbound-connection

remote-outbound-connection

SASL Elements

Generic outbound connection.

Outbound connection with a
implicit local:// URI scheme.

Outbound connections for
remote:// URI scheme, using
basic/digest authentication with a
security realm.

/profile=default/subsystem=r
emoting/outbound-
connection=my-
connection/:add(uri=http://m
y-connection)

/profile=default/subsystem=r
emoting/local-outbound-
connection=my-
connection/:add(outbound-
socket-binding-
ref=remoting2)

/profile=default/subsystem=r
emoting/remote-outbound-
connection=my-
connection/:add(outbound-
socket-binding-
ref=remoting,username=myU
ser,security-
realm=ApplicationRealm)

Before defining the SASL child elements, you need to create the initial SASL element. Use the following

command:
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I /profile=default/subsystem=remoting/connector=remoting-connector/security=sasl:add

The child elements of the SASL element are described in the table below.

Table 5.8. SASL child elements

Attribute

Description

CLI Command

include-mechanisms

qop

strength

reuse-session

server-auth
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Contains a value attribute, which
is a list of SASL mechanisms.

Contains a value attribute, which
is a list of SASL Quality of
protection values, in decreasing
order of preference.

Contains a value attribute, which
is a list of SASL cipher strength
values, in decreasing order of
preference.

Contains a value attribute which
is a boolean value. If true, attempt
to reuse sessions.

Contains a value attribute which
is a boolean value. If true, the
server authenticates to the client.

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl:write
-attribute(name=include-
mechanisms,value=
['DIGEST","PLAIN","GSSA
PI")

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl:write
-attribute(name=qop,value=
[llauthll])

/profile=default/subsystem=r
emoting/connector=remoting

connector/security=sasl:write
attribute(name=strength,valu
e=["medium™))

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl:write
-attribute(name=reuse-
session,value=false)

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl:write
-attribute(name=server-
auth,value=false)



Attribute Description

take a single value.
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forward-secrecy -
whether mechanisms are
required to implement
forward secrecy
(breaking into one
session will not
automatically provide
information for breaking
into future sessions)

no-active - whether
mechanisms susceptible
to non-dictionary
attacks are permitted. A
value of false permits,
and true denies.

no-anonymous -
whether mechanisms
that accept anonymous
login are permitted. A
value of false permits,
and true denies.

to passive dictionary
attacks are allowed. A
value of false permits,
and true denies.

no-plain-text - whether
mechanisms which are
susceptible to simple
plain passive attacks are
allowed. A value of false
permits, and true denies

pass-credentials -
whether mechanisms
which pass client
credentials are allowed.

no-dictionary - whether
mechanisms susceptible

CLI Command

connector/security=sasl/sasl-
policy=policy:add

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/sasl-
policy=policy:write-
attribute(name=forward-
secrecy,value=true)

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/sasl-
policy=policy:write-
attribute(name=no-
active,value=false)

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/sasl-
policy=policy:write-
attribute(name=no-
anonymous,value=false)

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/sasl-
policy=policy:write-
attribute(name=no-
dictionary,value=true)

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/sasl-
policy=policy:write-
attribute(name=no-plain-
text,value=false)

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/sasl-
policy=policy:write-
attribute(name=pass-
credentials,value=true)
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A
Attribute Description CLI Command

<property> elements, each with
a hame attribute and an optional
value attribute.

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/prop
erty=myprop:add(value=1)

/profile=default/subsystem=r
emoting/connector=remoting
connector/security=sasl/prop
erty=myprop2:add(value=2)

Example 5.10. Example Configurations

This example shows the default remoting subsystem that ships with JBoss EAP 6.

<subsystem xmins="urn:jboss:domain:remoting:1.1">

<connector name="remoting-connector" socket-binding="remoting" security-
realm="ApplicationRealm"/>
</subsystem>

This example contains many hypothetical values, and is presented to put the elements and attributes
discussed previously into context.

<subsystem xmins="urn:jboss:domain:remoting:1.1">
<worker-thread-pool read-threads="1" task-keepalive="60" task-max-threads="16" task-core-
thread="4" task-limit="16384" write-threads="1" />
<connector name="remoting-connector" socket-binding="remoting" security-
realm="ApplicationRealm">
<sasl>
<include-mechanisms value="GSSAPI PLAIN DIGEST-MD5" />
<qop value="auth" />
<strength value="medium" />
<reuse-session value="false" />
<server-auth value="false" />
<policy>
<forward-secrecy value="true" />
<no-active value="false" />
<no-anonymous value="false" />
<no-dictionary value="true" />
<no-plain-text value="false" />
<pass-credentials value="true" />
</policy>
<properties>
<property name="myprop1" value="1" />
<property name="myprop2" value="2" />
</properties>
</sasl>
<authentication-provider name="myprovider" />
<properties>
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<property name="myprop3" value="propValue" />
</properties>
</connector>
<outbound-connections>
<outbound-connection name="my-outbound-connection" uri="http://myhost:7777/"/>
<remote-outbound-connection name="my-remote-connection" outbound-socket-binding-
ref="my-remote-socket" username="myUser" security-realm="ApplicationRealm"/>

<local-outbound-connection name="myLocalConnection" outbound-socket-binding-ref="my-
outbound-socket"/>
</outbound-connections>

</subsystem>

Configuration Aspects Not Yet Documented

e JNDI and Multicast Automatic Detection

Report a bug
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CHAPTER 6. DATASOURCE MANAGEMENT

6.1. INTRODUCTION

6.1.1. About JDBC

The JDBC APl is the standard that defines how databases are accessed by Java applications. An
application configures a datasource that references a JDBC driver. Application code can then be written
against the driver, rather than the database. The driver converts the code to the database language.
This means that if the correct driver is installed, an application can be used with any supported database.

The JDBC 4.0 specification is defined here: http://jcp.org/en/jsr/detail?id=221.

Procedure 6.1. Test datasource pools connection using Management Console

1. Section 3.3.2, “Log in to the Management Console” .
2. Select the Runtime tab from the top of the Management Console.
3. Expand the Subsystems menu on the left, and select Datasources.

4. Click the Test Connection button to test the connection to the datasource and verify the
settings are correct.

Procedure 6.2. Test datasource connection using Management CLI

1. Launch the CLI tool and connect to your server.
2. Run the following Management CLI command to test the connection:

o In Standalone mode, enter the following command:
I /subsystem=datasources/data-source=ExampleDS:test-connection-in-pool
o In Domain mode, enter the following command:

host=master/server=server-one/subsystem=datasources/data-source=ExampleDS:test-
connection-in-pool

To get started with JDBC and datasources, refer to the JDBC Driver section of the Administration and
Configuration Guide for JBoss EAP 6.

Report a bug

6.1.2. JBoss EAP 6 Supported Databases

The list of JDBC compliant databases supported by JBoss EAP 6 is available here:
https://access.redhat.com/articles/111663.

Report a bug

6.1.3. Types of Datasources
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The two general types of resources are referred to as datasources and XA datasources.

Non-XA datasources are used for applications which do not use transactions, or applications which use
transactions with a single database.

XA datasources are used by applications whose transactions are distributed across multiple databases.
XA datasources introduce additional overhead.

You specify the type of your datasource when you create it in the Management Console or
Management CLI.

Report a bug

6.1.4. The Example Datasource

JBoss EAP 6 includes a H2 database. It is a lightweight, relational database management system that
provides developers with the ability to quickly build applications, and is the example datasource for the
platform.

'@ WARNING

However, it should not be used in a production environment. It is a very small, self-
contained datasource that supports all of the standards needed for testing and
building applications, but is not robust or scalable enough for production use.

For alist of supported and certified datasources, refer here: Section 6.1.2, “JBoss EAP 6 Supported
Databases”.

Report a bug

6.1.5. Deployment of -ds.xml files

In JBoss EAP 6, datasources are defined as a resource of the server subsystem. In previous versions, a *-
ds.xml datasource configuration file was required in the deployment directory of the server
configuration. *-ds.xml files can still be deployed in JBoss EAP 6, following the 1.1 data sources schema
available under Schemas here: http://www.ironjacamar.org/documentation.html.

'@ WARNING

This feature should only be used for development. It is not recommended for
production environments because it is not supported by the JBoss administrative
and management tools. This feature is deprecated in JBoss EAP 6.4 and will not be
supported in the next major release of the product.
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IMPORTANT

It is mandatory to use a reference to an already deployed / defined <driver> entry when
deploying *-ds.xml files.

Report a bug

6.2. JDBC DRIVERS

6.2.1. Install a JDBC Driver with the Management Console

Summary

Before your application can connect to a JDBC datasource, your datasource vendor's JDBC drivers
need to be installed in a location where JBoss EAP 6 can use them. JBoss EAP 6 allows you to deploy
these drivers like any other deployment. This means that you can deploy them across multiple servers in
a server group, if you use a managed domain.

Prerequisites

Before performing this task, you need to meet the following prerequisites:

® Download the JDBC driver from your database vendor.

NOTE

Any JDBC 4-compliant driver is automatically recognized and installed in the system by

name and version. A JDBC JAR is identified using the Java service provider mechanism.

Such JARs contain the META-INF/services/java.sql.Driver text, which contains the name
of the Driver classes in that JAR.

Procedure 6.3. Modify the JDBC Driver JAR

If the JDBC driver JAR is not JDBC 4-compliant, it can be made deployable using the following method.
1. Change to, or create, an empty temporary directory.
2. Create a META-INF subdirectory.
3. Create a META-INF/services subdirectory.

4. Create a META-INF/services/java.sql.Driver file, which contains one line indicating the fully-
qualified class name of the JDBC driver.

5. Use the JAR command-line tool to update the JAR like this:

I jar \-uf jdbc-driver.jar META-INF/services/java.sql.Driver

6. Section 3.3.2, “Log in to the Management Console”

7. If you use a managed domain, deploy the JAR file to a server group. Otherwise, deploy it to your
server. See Section 10.2.2, “Enable a Deployed Application Using the Management Console” .

Result:
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The JDBC driver is deployed, and is available for your applications to use.

Report a bug

6.2.2. Install a JDBC Driver as a Core Module

Prerequisites

Before performing this task, you need to meet the following prerequisites:

® Download the JDBC driver from your database vendor. JDBC driver download locations are
listed here: Section 6.2.3, “JDBC Driver Download Locations” .

® [Extract the archive.

Procedure 6.4. Install a JDBC Driver as a Core Module Using the Management CLI

1. Start the Server.

2. Start the Management CLI, but do not use the --connect or -¢c argument to connect to the
running instance.

3. Use the module add CLI command to add the new module.

Example 6.1. Example CLI command to add a MySQL JDBC driver module

module add --name=com.mysq|l --resources=/path/to/mysql.jar --
dependencies=javax.api,javax.transaction.api

NOTE

Using the module management CLI command to add and remove modules is
provided as technology preview only, and should not be used to add modules to a
remote JBoss EAP instance. Modules should be added and removed manually in
a production environment.

Perform the following steps to add a module manually.

1. A file path structure will be created under the EAP_HOME/modules/
directory. For example, for a MySQL JDBC driver, the following will be
created: EAP_HOME/modules/com/mysql/main/.

2. The JAR files specified as resources will be copied to the main/ subdirectory.
3. A module.xml file with the specified dependencies will be created in the
main/ subdirectory. See Section 7.1.1, “"Modules” for an example of a

module.xml file.

Execute module --help for more details on using this command to add and
remove modules.

4. Use the connect CLI command to connect to the running instance.

5. Run the CLI command to add the JDBC driver module to the server configuration.
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The command you choose depends on the number of classes listed in the /META-
INF/services/java.sql.Driver file located in the JDBC driver JAR. For example, the /META-
INF/services/java.sql.Driver file in the MySQL 5.1.20 JDBC JAR lists two classes:

o com.mysql.jdbc.Driver
o com.mysql.fabric.jdbc.FabricMySQLDriver

When there is more than one entry, you must also specify the name of the driver class. Failure to
do so results in an error similar to the following:

Example 6.2. Driver class error

JBAS014749: Operation handler failed: Service jboss.jdbc-driver.mysql is already
registered

o Run the CLI command for JDBC JARs containing one class entry.

/subsystem=datasources/jdbc-driver=DRIVER_NAME:add(driver-
name=DRIVER NAME,driver-module-name=MODULE NAME,driver-xa-datasource-
class-name=XA DATASOURCE CLASS_NAME)

Example 6.3. CLI Command for Standalone Mode for JDBC JARs with one driver
class

/subsystem=datasources/jdbc-driver=mysql:add(driver-name=mysq|l,driver-module-
name=com.mysq|l,driver-xa-datasource-class-
name=com.mysg|l.jdbc.jdbc2.optional.MysqglXADataSource)

Example 6.4. CLI Command for Domain Mode for JDBC JARs with one driver class

/profile=ha/subsystem=datasources/jdbc-driver=mysql:add(driver-name=mysq|l,driver-
module-name=com.mysq|l,driver-xa-datasource-class-
name=com.mysg|l.jdbc.jdbc2.optional.MysqglXADataSource)

o Run the CLI command for JDBC JARs containing multiple class entries.

/subsystem=datasources/jdbc-driver=DRIVER_NAME:add(driver-

name=DRIVER NAME,driver-module-name=MODULE NAME,driver-xa-datasource-
class-name=XA DATASOURCE CLASS NAME, driver-class-
name=DRIVER_CLASS NAME)

Example 6.5. CLI Command for Standalone Mode for JDBC JARs with multiple
driver class entries

/subsystem=datasources/jdbc-driver=mysql:add(driver-name=mysq|l,driver-module-
name=com.mysq|l,driver-xa-datasource-class-
name=com.mysg|l.jdbc.jdbc2.optional.MysqglXADataSource, driver-class-
name=com.mysq|l.jdbc.Driver)
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Example 6.6. CLI Command for Domain Mode for JDBC JARs with multiple driver
class entries

/profile=ha/subsystem=datasources/jdbc-driver=mysql:add(driver-name=mysq|l,driver-
module-name=com.mysq|l,driver-xa-datasource-class-
name=com.mysg|l.jdbc.jdbc2.optional.MysqglXADataSource, driver-class-
name=com.mysq|l.jdbc.Driver)

Example 6.7. CLI Command for Domain Mode for JDBC JARs with multiple non-XA
driver class entries

/profile=ha/subsystem=datasources/jdbc-driver=oracle/:add(driver-module-
name=com.oracle,driver-name=oracle,jdbc-compliant=true,driver-datasource-class-
name=oracle.jdbc.OracleDriver)

Result

The JDBC driver is now installed and set up as a core module, and is available to be referenced by
application datasources.

Report a bug

6.2.3. JDBC Driver Download Locations

The following table gives the standard download locations for JDBC drivers of common databases used
with JBoss EAP 6.

NOTE

These links point to third-party websites which are not controlled or actively monitored by
Red Hat. For the most up-to-date drivers for your database, check your database
vendor's documentation and website.

Table 6.1. JDBC driver download locations

Vendor Download Location

MySQL http://www.mysgl.com/products/connector/
PostgreSQL http://jdbc.postgresql.org/
Oracle http://www.oracle.com/technetwork/database/featu

res/jdbc/index-091264.html

IBM http://www-306.ibm.com/software/data/db2/java/

Sybase http://www.sybase.com/products/allproductsa-
z/softwaredeveloperkit/jconnect
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Vendor Download Location

Microsoft http://msdn.microsoft.com/data/jdbc/

Report a bug

6.2.4. Access Vendor Specific Classes

Summary

This topic covers the steps required to use the JDBC specific classes. This is necessary when an
application needs to use vendor specific functionality that is not part of the JDBC API.

'@ WARNING
This is advanced usage. Only applications that need functionality not found in the

JDBC API should implement this procedure.

IMPORTANT

This process is required when using the reauthentication mechanism, and accessing
vendor specific classes.

IMPORTANT

Follow the vendor specific API guidelines closely, as the connection is being controlled by
the Irondacamar container.

Prerequisites

® Section 6.2.2, “Install a JDBC Driver as a Core Module” .

Procedure 6.5. Add a Dependency to the Application

You can add a dependency to an application using either of the following methods. Choose whichever
method you prefer.

e o Configure the MANIFEST.MF file

a. Open the application's META-INF/MANIFEST.MF file in a text editor.

b. Add a dependency for the JDBC module and save the file.

I Dependencies: MODULE _NAME

Example 6.8. MANIFEST.MF file with com.mysql declared as a dependency
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I Dependencies: com.mysql

o a. Create ajboss-deployment-structure.xml file
Create a file called jboss-deployment-structure.xml in the META-INF/ or WEB-INF
folder of the application.

dependency

<deployment>
<dependencies>
<module name="com.mysql" />
</dependencies>
</deployment>

<jboss-deployment-structure>
</jboss-deployment-structure>

‘ Example 6.9. jboss-deployment-structure.xml file with com.mysql declared as a

Example 6.10. Access the Vendor Specific API

The example below accesses the MySQL API.

import java.sqgl.Connection;
import org.jboss.jca.adapters.jdbc.WrappedConnection;

Connection ¢ = ds.getConnection();

WrappedConnection wc = (WrappedConnection)c;
com.mysql.jdbc.Connection mc = wc.getUnderlyingConnection();

Report a bug

6.3. NON-XA DATASOURCES

6.3.1. Create a Non-XA Datasource with the Management Interfaces

Summary

This topic covers the steps required to create a non-XA datasource, using either the Management
Console or the Management CLI.

Prerequisites

® The JBoss EAP 6 server must be running.

NOTE

Prior to version 10.2 of the Oracle datasource, the <no-tx-separate-pools/> parameter
was required, as mixing non-transactional and transactional connections would result in an
error. This parameter may no longer be required for certain applications.
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NOTE

To prevent issues such as duplication of driver listing, selected driver not available in a
profile, or driver not displayed if a server for the profile is not running, in JBoss EAP 6.4
onwards, only JDBC drivers that are installed as modules and correctly referenced from
profiles are detectable while creating a datasource using the Management Console in
domain mode.

Procedure 6.6. Create a Datasource using either the Management CLI or the Management Console
® o Management CLI

a. Launch the CLI tool and connect to your server.

b. Run the following Management CLI command to create a non-XA datasource,
configuring the variables as appropriate:

NOTE

The value for DRIVER_NAME depends on the number of classes listed in
the IMETA-INF/services/java.sql.Driver file located in the JDBC driver
JAR. If there is only one class, the value is the name of the JAR. If there

are multiple classes, the value is the name of the JAR + driverClassName

+"_"+ majorVersion +"_" + minorVersion. Failure to do so will result in the
following error being logged:

I JBASO014775: New missing/unsatisfied dependencies

For example, the DRIVER_NAME value required for the MySQL 5.1.31
driver, is mysql-connector-java-5.1.31-
bin.jarcom.mysql.jdbc.Driver_5_1.

data-source add --name=DATASOURCE_NAME --indi-name=JNDI_NAME --driver-
name=DRIVER NAME --connection-url=CONNECTION_URL

c. Enable the datasource:
I data-source enable --name=DATASOURCE NAME

o Management Console

a. Login to the Management Console.

b. Navigate to the Datasources panel in the Management Console

i. Select the Configuration tab from the top of the console.
ii. For Domain mode only, select a profile from the drop-down box in the top left.

ii. Expand the Subsystems menu on the left of the console, then expand the
Connector menu.

iv. Select Datasources from the menu on the left of the console.
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c. Create a new datasource

i. Click Add at the top of the Datasources panel.

ii. Enter the new datasource attributes in the Create Datasource wizard and proceed
with the Next button.

iii. Enter the JDBC driver details in the Create Datasource wizard and click Next to
continue.

iv. Enter the connection settings in the Create Datasource wizard.

v. Click the Test Connection button to test the connection to the datasource and
verify the settings are correct.

vi. Click Done to finish

Result

The non-XA datasource has been added to the server. It is now visible in either the standalone.xml or
domain.xml file, as well as the management interfaces.

Report a bug

6.3.2. Modify a Non-XA Datasource with the Management Interfaces

Summary

This topic covers the steps required to modify a non-XA datasource, using either the Management
Console or the Management CLI.

Prerequisites

® Section 2.2.1, "Start JBoss EAP 6”.

NOTE

Non-XA datasources can be integrated with JTA transactions. To integrate the
datasource with JTA, ensure that the jta parameter is set to true.

Procedure 6.7. Modify a Non-XA Datasource
® o Management CLI

a. Section 3.4.2, "Launch the Management CLI".

b. Use the write-attribute command to configure a datasource attribute:

/subsystem=datasources/data-source=DATASOURCE_NAME:write-
attribute(name=ATTRIBUTE_NAME,value=ATTRIBUTE_VALUE)

c. Reload the server to confirm the changes:
I reload

o Management Console
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a. Section 3.3.2, “Log in to the Management Console” .
b. Navigate to the Datasources panel in the Management Console
i. Select the Configuration tab from the top of the console.
ii. For Domain mode only, select a profile from the drop-down box in the top left.

ii. Expand the Subsystems menu on the left of the console, then expand the
Connector menu.

iv. Select Datasources from expanded menu.

c. Edit the datasource

i. Select a datasource from the Available Datasources list. The datasource
attributes are displayed below.

ii. Click Edit to edit the datasource attributes.
iii. Click Save to finish.

Result

The non-XA datasource has been configured. The changes are now visible in either the standalone.xml
or domain.xml file, as well as the management interfaces.

® To create a new datasource, refer here: Section 6.3.1, “Create a Non-XA Datasource with the
Management Interfaces”.

® Toremove the datasource, refer here: Section 6.3.3, “Remove a Non-XA Datasource with the
Management Interfaces”.

Report a bug

6.3.3. Remove a Non-XA Datasource with the Management Interfaces

Summary

This topic covers the steps required to remove a non-XA datasource from JBoss EAP 6, using either the
Management Console or the Management CLI.

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6”.

Procedure 6.8. Remove a Non-XA Datasource
® o Management CLI

a. Section 3.4.2, “Launch the Management CLI".

b. Run the following command to remove a non-XA datasource:
I data-source remove --name=DATASOURCE NAME

o Management Console

144


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+4806-764350+%5BLatest%5D&comment=Title%3A+Modify+a+Non-XA+Datasource+with+the+Management+Interfaces%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=4806-764350+09+Jul+2015+04%3A53+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

CHAPTER 6. DATASOURCE MANAGEMENT

a. Section 3.3.2, “Log in to the Management Console” .

b. Navigate to the Datasources panel in the Management Console

i. Select the Configuration tab from the top of the console.
ii. For Domain mode only, select a profile from the drop-down box in the top left.

ii. Expand the Subsystems menu on the left of the console, then expand the
Connector menu.

iv. Select Datasources.
c. Select the datasource to be deleted, then click Remove.

Result

The non-XA datasource has been removed from the server.

® To add a new datasource, refer here: Section 6.3.1, “Create a Non-XA Datasource with the
Management Interfaces”.

Report a bug

6.4. XA DATASOURCES

6.4.1. Create an XA Datasource with the Management Interfaces

Prerequisites:

® Section 2.2.1, “Start JBoss EAP 6"

Summary

This topic covers the steps required to create an XA datasource, using either the Management Console
or the Management CLI.

NOTE

Prior to version 10.2 of the Oracle datasource, the <no-tx-separate-pools/> parameter
was required, as mixing non-transactional and transactional connections would result in an
error. This parameter may no longer be required for certain applications.

-

Procedure 6.9. Create an XA Datasource, Using Either the Management CLI or the Management
Console

® o Management CLI

a. Section 3.4.2, "Launch the Management CLI".

b. Run the following Management CLI command to create an XA datasource, configuring
the variables as appropriate:
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NOTE

following error being logged:

I JBASO014775: New missing/unsatisfied dependencies

driver, is mysql-connector-java-5.1.31-
bin.jarcom.mysql.jdbc.Driver_5_1.

The value for DRIVER_NAME depends on the number of classes listed in
the IMETA-INF/services/java.sql.Driver file located in the JDBC driver
JAR. If there is only one class, the value is the name of the JAR. If there

are multiple classes, the value is the name of the JAR + driverClassName
+"_"+ majorVersion +"_" + minorVersion. Failure to do so will result in the

For example, the DRIVER_NAME value required for the MySQL 5.1.31

driver-name=DRIVER_NAME --xa-datasource-class=XA DATASOURCE CLASS

I xa-data-source add --name=XA_DATASOURCE_NAME --jndi-name=JNDI|_NAME --

c. Configure the XA datasource properties

i. Setthe server name
Run the following command to configure the server name for the host:

/subsystem=datasources/xa-data-source=XA DATASOURCE_NAME/xa-
datasource-properties=ServerName:add(value=HOSTNAME)

ii. Setthe database nhame
Run the following command to configure the database name:

/subsystem=datasources/xa-data-source=XA DATASOURCE_NAME/xa-
datasource-properties=DatabaseName:add(value=DATABASE_NAME)

d. Enable the datasource:
I xa-data-source enable --name=XA DATASOURCE NAME

o Management Console

a. Section 3.3.2, “Log in to the Management Console” .

b. Navigate to the Datasources panel in the Management Console

i. Select the Configuration tab from the top of the console.
ii. For Domain mode only, select a profile from the drop-down box at the top left.

ii. Expand the Subsystems menu on the left of the console, then expand the
Connector menu.

iv. Select Datasources.
c. Select the XA Datasource tab.

d. Create a new XA datasource
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i. Click Add.

ii. Enter the new XA datasource attributes in the Create XA Datasource wizard and
click Next.

iii. Enter the JDBC driver details in the Create XA Datasource wizard and click Next.
iv. Enter the XA properties and click Next.
v. Enter the connection settings in the Create XA Datasource wizard.

vi. Click the Test Connection button to test the connection to the XA datasource and
verify the settings are correct.

vii. Click Done to finish

Result

The XA datasource has been added to the server. It is now visible in either the standalone.xml or
domain.xml file, as well as the management interfaces.

See Also:

® Section 6.4.2, "Modify an XA Datasource with the Management Interfaces”
® Section 6.4.3, "Remove an XA Datasource with the Management Interfaces”

Report a bug

6.4.2. Modify an XA Datasource with the Management Interfaces

Summary

This topic covers the steps required to modify an XA datasource, using either the Management Console
or the Management CLI.
Prerequisites

® Section 2.2.1, "Start JBoss EAP 6”.

Procedure 6.10. Modify an XA Datasource, Using Either the Management CLI or the Management
Console

® o Management CLI

a. Section 3.4.2, “Launch the Management CLI".

b. Configure XA datasource attributes
Use the write-attribute command to configure a datasource attribute:

/subsystem=datasources/xa-data-source=XA DATASOURCE_NAME:write-
attribute(name=ATTRIBUTE_NAME,value=ATTRIBUTE_VALUE)

c. Configure XA datasource properties
Run the following command to configure an XA datasource subresource:
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/subsystem=datasources/xa-data-source=DATASOURCE_NAME/xa-datasource-
properties=PROPERTY _NAME:add(value=PROPERTY VALUE)

d. Reload the server to confirm the changes:
I reload

o Management Console
a. Section 3.3.2, “Log in to the Management Console” .
b. Navigate to the Datasources panel in the Management Console
i. Select the Configuration tab from the top of the console.
ii. For Domain Mode only, select a profile from the drop-down box at top left.

iii. Expand the Subsystems menu on the left of the console, then expand the
Connector menu.

iv. Select Datasources.
c. Select the XA Datasource tab.

d. Edit the datasource

i. Select the relevant XA datasource from the Available XA Datasources list. The XA
datasource attributes are displayed in the Attributes panel below it.

ii. Selectthe Edit button to edit the datasource attributes.
iii. Edit the XA datasource attributes and select the Save button when done.

Result

The XA datasource has been configured. The changes are now visible in either the standalone.xml or
domain.xml file, as well as the management interfaces.

® To create a new datasource, refer here: Section 6.4.1, “Create an XA Datasource with the
Management Interfaces”.

® Toremove the datasource, refer here: Section 6.4.3, "Remove an XA Datasource with the
Management Interfaces”.

Report a bug

6.4.3. Remove an XA Datasource with the Management Interfaces

Summary

This topic covers the steps required to remove an XA datasource from JBoss EAP 6, using either the
Management Console or the Management CLI.

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6”.

148


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+5605-764351+%5BLatest%5D&comment=Title%3A+Modify+an+XA+Datasource+with+the+Management+Interfaces%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=5605-764351+09+Jul+2015+04%3A58+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

CHAPTER 6. DATASOURCE MANAGEMENT

Procedure 6.11. Remove an XA Datasource Using Either the Management CLI or the Management
Console

® o Management CLI

a. Section 3.4.2, “Launch the Management CLI".

b. Run the following command to remove an XA datasource:
I xa-data-source remove --name=XA DATASOURCE NAME

o Management Console

a. Section 3.3.2, “Log in to the Management Console” .

b. Navigate to the Datasources panel in the Management Console

i. Select the Configuration tab from the top of the console.
ii. For Domain mode only, select a profile from the drop-down box in the top left.

ii. Expand the Subsystems menu on the left of the console, then expand the
Connector menu.

iv. Select Datasources.
c. Select the XA Datasource tab.

d. Select the registered XA datasource to be deleted, and click Remove to permanently
delete the XA datasource.

Result

The XA datasource has been removed from the server.

® To add a new XA datasource, refer here: Section 6.4.1, “Create an XA Datasource with the
Management Interfaces”.

Report a bug
6.4.4. XA Recovery

6.4.4.1. About XA Recovery Modules

Each XA resource needs a recovery module associated with its configuration. The recovery module must
extend class com.arjuna.ats.jta.recovery.XAResourceRecovery.

JBoss EAP 6 provides recovery modules for JDBC and JMS XA resources. For these types of resources,
recovery modules are automatically registered. If you need to use a custom module, you can register it in
your datasource.

Report a bug

6.4.4.2. Configure XA Recovery Modules

149


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+5606-632093+%5BLatest%5D&comment=Title%3A+Remove+an+XA+Datasource+with+the+Management+Interfaces%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=5606-632093+16+Apr+2014+19%3A34+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+9105-591864+%5BLatest%5D&comment=Title%3A+About+XA+Recovery+Modules%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=9105-591864+23+Feb+2014+16%3A55+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

Administration and Configuration Guide

For most JDBC and JMS resources, the recovery module is automatically associated with the resource.
In these cases, you only need to configure the options that allow the recovery module to connect to your
resource to perform recovery.

For custom resources which are not JDBC or JMS, contact Red Hat Global Support Services for
information on supported configurations.

Each of these configuration attributes can be set either during datasource creation, or afterward. You
can set them using either the web-based Management Console or the command-line Management CLI.
Refer to Section 6.4.1, “Create an XA Datasource with the Management Interfaces” and Section 6.4.2,
“Modify an XA Datasource with the Management Interfaces” for general information on configuring XA
datasources.

Refer to the following tables for general datasource configuration attributes, and for information about
configuration details relating to specific database vendors.

Table 6.2. General Configuration Attributes

Attribute Description

recovery-username The username the recovery module should use to connect to the
resource for recovery.

recovery-password The password the recovery module should use to connect to the
resource for recovery.

recovery-security-domain The security domain the recovery module should use to connect to the
resource for recovery.

recovery-plugin-class-name If you need to use a custom recovery module, set this attribute to the
fully-qualified class name of the module. The module should extend
class com.arjuna.ats.jta.recovery.XAResourceRecovery.

recovery-plugin-properties If you use a custom recovery module which requires properties to be set,
set this attribute to the list of comma-separated key=value pairs for the
properties.
NOTE

The names used in the Table 6.2, “General Configuration Attributes” are parameters
which are used when the datasource is configured via CLI. They may differ from names
used in XML configuration file.

ol

Vendor-Specific Configuration Information

This section describes specific configurations which are required to be done for particular database to
cooperate in XA transactions managed by the JBoss EAP transaction manager. For more detailed
information, refer to documentation for a particular database.

Oracle

If the Oracle datasource is configured incorrectly, you may see errors like the following in your log
output:

I Example 6.11. Incorrect configuration error
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[com.arjuna.ats.internal.jta.recovery.xarecoveryi] Local XARecoveryModule.xaRecovery got

WARN [com.arjuna.ats.jta.logging.loggerl18N]
XA exception javax.transaction.xa.XAException, XAException.XAER_RMERR

To resolve this error, ensure that the Oracle user configured in recovery-username has access to
the tables needed for recovery. The following SQL statement shows the correct grants for Oracle 11g
or Oracle 10g R2 instances patched for Oracle bug 5945463.

GRANT SELECT ON sys.pending_trans$ TO recovery-username;
GRANT SELECT ON sys.dba_2pc_pending TO recovery-username;

GRANT SELECT ON sys.dba_pending_transactions TO recovery-username;
GRANT EXECUTE ON sys.dbms_xa TO recovery-username;

‘ Example 6.12. Grant configuration

If you use an Oracle 11 version prior to 11g, change the final EXECUTE statement to the following:

I GRANT EXECUTE ON sys.dbms_system TO recovery-username;

PostgreSQL and Postgres Plus Advanced Server

For PostgreSQL to be able to handle XA transaction, change the configuration parameter
max_prepared_transactions to an value higher than O.

MySQL

No special configuration is required. For more information, refer to MySQL documentation.

IBM DB2

No special configuration is required. For more information, refer to IBM DB2 documentation.

Sybase

Sybase expects XA transactions to be enabled on the database. Without correct database
configuration, XA transactions will not work. enable xact coordination enables or disables Adaptive
Server transaction coordination services. When this parameter is enabled, Adaptive Server ensures
that updates to remote Adaptive Server data commit or roll back with the original transaction. To
enable transaction coordination, use:

I sp_configure 'enable xact coordination’, 1

MSSQL

For more information, refer to Microsoft documentation. You can also refer
http://msdn.microsoft.com/en-us/library/aa342335.aspx as a starting point.

Vendor-specific issues and their consequences
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This section describes the currently known database specific issues connected with handling XA
transactions. These issues refers to database versions and jdbc drivers which are currently supported by
particular EAP version.

Oracle

There are no known issues related to database.

PostgreSQL

e Jdbc driver returns XAER_RMERR when an error occurs during the call of commit method
protocol. Database returns this error code and leaves the transaction in in-doubt state on
the database side. The correct return code should be XAER_RMFAIL or XAER_RETRY. For
more information, see https://github.com/pgjdbc/pgjdbc/issues/236. This causes the
transaction to be left in the Heuristic state on the EAP side and holding locks in database
which requires user intervention.

® The incorrect error code returned by the jdbc driver can cause data inconsistency in some
cases. For more information, refer to https://developer.jboss.org/thread/251537,
https://github.com/pgjdbc/pgjdbc/issues/236

Postgres Plus Advanced Server

e Jdbc driver returns XAER_RMERR when an error occurs during the call of commit method
protocol. Database returns this error code and leaves the transaction in in-doubt state on
the database side. The correct return code should be XAER_RMFAIL or XAER_RETRY. For
more information, see https://github.com/pgjdbc/pgjdbc/issues/236. This causes the
transaction to be left in the Heuristic state on the EAP side and holding locks in database
which requires user intervention.

® The incorrect error code returned by the jdbc driver can cause data inconsistency in some
cases. For more information, refer to https://developer.jboss.org/thread/251537

e |f XAResource.rollback is called for the same XID more than once then XAException is
thrown. Calling rollback against the same XID several times is compliant with JTS spec and
no XAException should be thrown. For more information, see
https://github.com/pgjdbc/pgjdbc/issues/78.

MySQL

MySQL is not capable of handling XA transactions. If a client is disconnected the MySQL then all the
information about such transactions is lost. For more information, see
http://bugs.mysql.com/bug.php?id=12161.

IBM DB2

There are no known issues related to database.

Sybase

e Jdbc driver returns XAER_RMERR when an error occurs during the call of commit method
protocol. Database returns this error code and leaves the transaction in in-doubt state on
the database side. The correct return code should be XAER_RMFAIL or XAER_RETRY. For
more information, see https://github.com/pgjdbc/pgjdbc/issues/236. This causes the
transaction to be left in the Heuristic state on the EAP side and holding locks in database
which requires user intervention.

e |f XAResource.rollback is called for the same XID more than once then XAException is
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thrown. Calling rollback against the same XID several times is compliant with JTS spec and
no XAException should be thrown. For more information, see
https://github.com/pgjdbc/pgjdbc/issues/78.

MSSQL

e Jdbc driver returns XAER_RMERR when an error occurs during the call of commit method
protocol. Database returns this error code and leaves the transaction in in-doubt state on
the database side. The correct return code should be XAER_RMFAIL or XAER_RETRY. For
more information, see https://github.com/pgjdbc/pgjdbc/issues/236. This causes the
transaction to be left in the Heuristic state on the EAP side and holding locks in database
which requires user intervention.

This issue was reported on the Microsoft Connect site at
https://connect.microsoft.com/SQLServer/feedback/details/1207381/jdbc-driver-is-not-
xa-compliant-in-case-of-connection-failure-error-code-xaer-rmerr-is-returned-instead-
of-xaer-rmretry.

e |f XAResource.rollback is called for the same XID more than once then XAException is
thrown. Calling rollback against the same XID several times is compliant with JTS spec and
no XAException should be thrown. For more information, see
https://github.com/pgjdbc/pgjdbc/issues/78.

e The call of XAResource.rollback for the same XID causes the following message being
logged in server log file.

WARN [com.arjuna.ats.jtax] ...: XAResourceRecord.rollback caused an error from
resource ... in transaction ...: java.lang.NullPointerException

Messaging

IBM Websphere

® When JTS is used then second call of rollback against the same XID during the periodic
recovery can cause an error to be logged in the log file. Second rollback against the same
XID is JTS complaint and can be ignored.

When RAR does not know such XID, then XAER_NOTA return code is expected. But IBM
Websphere may return an incorrect return code XAER_RMFAIL.

I The method 'xa_rollback' has failed with errorCode '-7' due to the resource being closed.’

ActiveMQ

® Resource adapter returns XAER_RMERR when an error occurs during the call of commit
method protocol, for example network disconnection. Resource adapter returns this error
code back to transaction manager and it causes the transaction being left in in-doubt state
on message broker side. This behaviour is against XA specification and the correct return
code should be XAER_RMFAIL or XAER_RETRY. The wrong error code can cause data
inconsistency in some cases. For more information, refer to
https://developer.jboss.org/thread/251537 .
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WARN [com.arjuna.ats.jtax] ...: XAResourceRecord.rollback caused an XA error:
ARJUNAO016099: Unknown error code:0 from resource ... in transaction ...:
javax.transaction.xa.XAException: Transaction ... has not been started.

TIBCO

® When JTS is used then second call of rollback against the same XID during the periodic
recovery can cause an error to be logged in the log file. Second rollback against the same
XID is JTS complaint and can be ignored.

WARN [com.arjuna.ats.jtax] ...: XAResourceRecord.rollback caused an XA error:
XAException.XAER_RMFAIL from resource ... in transaction ...:
javax.transaction.xa.XAException

Report a bug

6.5. DATASOURCE SECURITY

6.5.1. About Datasource Security

Datasource security refers to encrypting or obscuring passwords for datasource connections. These
passwords can be stored in plain text in configuration files, however this represents a security risk.

The preferred solution for datasource security is the use of either security domains or password vaults.
Examples of each are included below. For more information, refer to the Security Architecture and other
JBoss EAP security documentation.

Example 6.13. Security Domain Example

<security-domain name="DsRealm" cache-type="default">
<authentication>
<login-module code="Configuredldentity" flag="required">
<module-option name="userName" value="sa"/>
<module-option name="principal" value="sa"/>
<module-option name="password" value="sa"/>
</login-module>
</authentication>
</security-domain>

The DsRealm domain is referenced by a datasource like so:

pool-name="securityDs">
<connection-url>jdbc:h2:mem:test;DB_CLOSE_DELAY=-1</connection-url>
<driver>h2</driver>
<new-connection-sql>select current_user()</new-connection-sql>
<security>
<security-domain>DsRealm</security-domain>
</security>
</datasource>

<datasources>
<datasource jndi-name="java:jboss/datasources/securityDs"
</datasources>
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' NOTE
) If a security domain will be used with multiple datasources, then caching should be
disabled on the security domain. This can be accomplished by setting the value of the

cache-type attribute to none or by removing the attribute altogether. However, if
caching is desired, then a separate security domain should be used for each datasource.

Example 6.14. Password Vault Example

<security>
<user-name>admin</user-name>

<password>${VAULT::ds_ExampleDS::password::N2NhZDYzOTMtNWEOOS00ZGQOLWE4MmEt
MWNIMDMyNDdmNmI2TEIORV9CUkVBS3ZhdWx0}</password>
</security>

Report a bug

6.6. DATABASE CONNECTION VALIDATION

6.6.1. Configure Database Connection Validation Settings

Overview

Database maintenance, network problems, or other outage events may cause JBoss EAP 6 to lose the
connection to the database. You enable database connection validation using the <validation> element
within the <datasources section of the server configuration file. Follow the steps below to configure
the datasource settings to enable database connection validation in JBoss EAP 6.

Procedure 6.12. Configure Database Connection Validation Settings

1. Choose a Validation Method
Select one of the following validation methods.

o <validate-on-match>true</validate-on-match>
When the <validate-on-match> option is set to true, the database connection is validated
every time it is checked out from the connection pool using the validation mechanism
specified in the next step.

If a connection is not valid, a warning is written to the log and it retrieves the next
connection in the pool. This process continues until a valid connection is found. If you prefer
not to cycle through every connection in the pool, you can use the <use-fast-fail> option. If
a valid connection is not found in the pool, a new connection is created. If the connection
creation fails, an exception is returned to the requesting application.

This setting results in the quickest recovery but creates the highest load on the database.
However, this is the safest selection if the minimal performance hit is not a concern.

o <background-validation>true</background-validation>
When the <background-validation> option is set to true, it is used in combination with the
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<background-validation-millis> value to determine how often background validation runs.
The default value for the <background-validation-millis> parameter is O milliseconds,
meaning it is disabled by default. This value should not be set to the same value as your
<idle-timeout-minutes> setting.

Itis a balancing act to determine the optimum <background-validation-millis> value for a
particular system. The lower the value, the more frequently the poolis validated and the
sooner invalid connections are removed from the pool. However, lower values take more
database resources. Higher values result in less frequent connection validation checks and
use less database resources, but dead connections are undetected for longer periods of
time.

NOTE

If the <validate-on-match> option is set to true, the <background-validation>
option should be set to false. The reverse is also true. If the <background-
validation> option is set to true, the <validate-on-match> option should be set
to false.

2. Choose a Validation Mechanism
Select one of the following validation mechanisms.

o Specify a <valid-connection-checker> Class Name

This is the preferred mechanism as it optimized for the particular RDBMS in use. JBoss EAP
6 provides the following connection checkers:

B org.jboss.jca.adapters.jdbc.extensions.db2.DB2ValidConnectionChecker

B org.jboss.jca.adapters.jdbc.extensions.mssql.MSSQLValidConnectionChecker

B org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLReplicationValidConnectionChecker
B org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLValidConnectionChecker

B org.jboss.jca.adapters.jdbc.extensions.novendor.JDBC4ValidConnectionChecker

B org.jboss.jca.adapters.jdbc.extensions.novendor.NullValidConnectionChecker

B org.jboss.jca.adapters.jdbc.extensions.oracle.OracleValidConnectionChecker

B org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLValidConnectionChecker

B org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseValidConnectionChecker

o Specify SQL for <check-valid-connection-sql>

You provide the SQL statement used to validate the connection.

The following is an example of how you might specify a SQL statement to validate a
connection for Oracle:

I <check-valid-connection-sqgl>select 1 from dual</check-valid-connection-sql>
For MySQL or PostgreSQL, you might specify the following SQL statement:

I <check-valid-connection-sqgl>select 1</check-valid-connection-sql>



3. Set the <exception-sorter> Class Name
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When an exception is marked as fatal, the connection is closed immediately, even if the
connection is participating in a transaction. Use the exception sorter class option to properly
detect and clean up after fatal connection exceptions. JBoss EAP 6 provides the following

exception sorters:

o org.jboss.jca.adapters.jdbc.extensions.db2.DB2ExceptionSorter

o org.jboss.jca.adapters.jdbc.extensions.informix.InformixExceptionSorter

o org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLExceptionSorter

o org.jboss.jca.adapters.jdbc.extensions.novendor.NullExceptionSorter

o org.jboss.jca.adapters.jdbc.extensions.oracle.OracleExceptionSorter

o org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLExceptionSorter

o org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseExceptionSorter

o org.jboss.jca.adapters.jdbc.extensions.mssql.MSSQLExceptionSorter

Report a bug

6.7. DATASOURCE CONFIGURATION

6.7.1. Datasource Parameters

Table 6.3. Datasource parameters common to non-XA and XA datasources

Parameter Description

jndi-name

pool-name

enabled

use-java-context

spy

use-ccm

new-connection-sql

The unique JNDI name for the datasource.

The name of the management pool for the
datasource.

Whether or not the datasource is enabled.

Whether to bind the datasource to global JNDI.

Enable spy functionality on the JDBC layer. This
logs all JDBC traffic to the datasource. Note that the
logging category jboss.jdbc.spy must also be set
to the log level DEBUG in the logging subsystem.

Enable the cached connection manager.

A SQL statement which executes when the
connection is added to the connection pool.
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Parameter Description

transaction-isolation One of the following:
e TRANSACTION_READ_UNCOMMITTED
e TRANSACTION_READ_COMMITTED
e TRANSACTION_REPEATABLE_READ
e TRANSACTION_SERIALIZABLE

e TRANSACTION_NONE

url-selector-strategy-class-name A class that implements interface
org.jboss.jca.adapters.jdbc.URLSelectorStrat
egy.

security Contains child elements which are security settings.

See Table 6.8, “Security parameters”.

validation Contains child elements which are validation settings.
See Table 6.9, "Validation parameters”.

timeout Contains child elements which are timeout settings.
See Table 6.10, “Timeout parameters”.

statement Contains child elements which are statement
settings. See Table 6.11, “Statement parameters”.

Table 6.4. Non-XA datasource parameters

Parameter Description

jta Enable JTA integration for non-XA datasources.
Does not apply to XA datasources.

connection-url The JDBC driver connection URL.
driver-class The fully-qualified name of the JDBC driver class.
connection-property Arbitrary connection properties passed to the

method Driver.connect(url,props). Each
connection-property specifies a string name/value
pair. The property name comes from the name, and
the value comes from the element content.

pool Contains child elements which are pooling settings.
See Table 6.6, “Pool parameters common to non-XA
and XA datasources”.
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Parameter Description

url-delimiter The delimiter for URLs in a connection-url for High
Availability (HA) clustered databases.

Table 6.5. XA datasource parameters

Parameter Description

xa-datasource-property A property to assign to implementation class
XADataSource. Specified by name=value. If a
setter method exists, in the format setName, the
property is set by calling a setter method in the
format of setName(value).

xa-datasource-class The fully-qualified name of the implementation class
javax.sql.XADataSource.

driver A unique reference to the class loader module which
contains the JDBC driver. The accepted format is
driverName#majorVersion.minorVersion.

xa-pool Contains child elements which are pooling settings.
See Table 6.6, “Pool parameters common to non-XA
and XA datasources” and Table 6.7, “XA pool
parameters”.

recovery Contains child elements which are recovery settings.
See Table 6.12, “Recovery parameters”.

Table 6.6. Pool parameters common to non-XA and XA datasources

Parameter Description

min-pool-size The minimum number of connections a pool holds.

max-pool-size The maximum number of connections a pool can
hold.

prefill Whether to try to prefill the connection pool. The

default is false.

use-strict-min Whether the idle connection scan should strictly stop
marking for closure of any further connections, once
the min-pool-size has been reached. The default
value is false.
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Parameter Description

flush-strategy Whether the pool is flushed in the case of an error.
Valid values are:

e FailingConnectionOnly
e |dleConnections
e EntirePool
The default is FailingConnectionOnly.

allow-multiple-users Specifies if multiple users will access the datasource
through the getConnection(user, password) method,
and whether the internal pool type accounts for this
behavior.

Table 6.7. XA pool parameters

Parameter Description

is-same-rm-override Whether the
javax.transaction.xa.XAResource.isSameRM(
XAResource) class returns true or false.

interleaving Whether to enable interleaving for XA connection
factories.
no-tx-separate-pools Whether to create separate sub-pools for each

context. This is required for Oracle datasources,
which do not allow XA connections to be used both
inside and outside of a JTA transaction.

Using this option will cause your total pool size to be
twice max-pool-size, because two actual pools will

be created.
pad-xid Whether to pad the Xid.
wrap-xa-resource Whether to wrap the XAResource in an

org.jboss.tm.XAResourceWrapper instance.

Table 6.8. Security parameters

Parameter Description

user-name The username to use to create a new connection.

password The password to use to create a new connection.
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Parameter Description

security-domain Contains the name of a JAAS security-manager
which handles authentication. This name correlates
to the application-policy/name attribute of the
JAAS login configuration.

reauth-plugin Defines a reauthentication plug-in to use to
reauthenticate physical connections.

Table 6.9. Validation parameters

Parameter Description

valid-connection-checker An implementation of interface
org.jboss.jca.adaptors.jdbc.ValidConnection
Checker which provides a
SQLException.isValidConnection(Connectio
h e) method to validate a connection. An exception
means the connection is destroyed. This overrides
the parameter check-valid-connection-sql if it is
present.

check-valid-connection-sql An SQL statement to check validity of a pool
connection. This may be called when a managed
connection is taken from a pool for use.

validate-on-match Indicates whether connection level validation is
performed when a connection factory attempts to
match a managed connection for a given set.

Specifying "true" for validate-on-match is typically
not done in conjunction with specifying "true” for
background-validation. Validate-on-match is
needed when a client must have a connection
validated prior to use. This parameter is false by
default.

background-validation Specifies that connections are validated on a
background thread. Background validation is a
performance optimization when not used with
validate-on-match. If validate-on-match is true,
using background-validation could result in
redundant checks. Background validation does leave
open the opportunity for a bad connection to be
given to the client for use (a connection goes bad
between the time of the validation scan and prior to
being handed to the client), so the client application
must account for this possibility.

background-validation-millis The amount of time, in milliseconds, that background
validation runs.
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Parameter Description

use-fast-fail If true, fail a connection allocation on the first
attempt, if the connection is invalid. Defaults to
false.

stale-connection-checker An instance of

org.jboss.jca.adapters.jdbc.StaleConnection
Checker which provides a Boolean
isStaleConnection(SQLException e) method. If
this method returns true, the exception is wrapped in
an
org.jboss.jca.adapters.jdbc.StaleConnection
Exception, which is a subclass ofSQLEXxception.

exception-sorter An instance of
org.jboss.jca.adapters.jdbc.ExceptionSorter
which provides a Boolean
isExceptionFatal(SQLException €) method.
This method validates whether an exception is
broadcast to all instances of
javax.resource.spi.ConnectionEventListener
as a connectionErrorOccurred message.

Table 6.10. Timeout parameters

Parameter Description

use-try-lock Uses tryLock() instead oflock(). This attempts to
obtain the lock for the configured number of
seconds, before timing out, rather than failing
immediately if the lock is unavailable. Defaults to 60
seconds. As an example, to set a timeout of 5
minutes, set <use-try-lock>300</use-try-locks.

blocking-timeout-millis The maximum time, in milliseconds, to block while
waiting for a connection. After this time is exceeded,
an exception is thrown. This blocks only while waiting
for a permit for a connection, and does not throw an
exception if creating a new connection takes a long
time. Defaults to 30000, which is 30 seconds.

idle-timeout-minutes The maximum time, in minutes, before an idle
connection is closed. If not specified, the default is
30 minutes. The actual maximum time depends upon
the idleRemover scan time, which is half of the
smallest idle-timeout-minutes of any pool.

set-tx-query-timeout Whether to set the query timeout based on the time
remaining until transaction timeout. Any configured
query timeout is used if no transaction exists.
Defaults to false.

query-timeout Timeout for queries, in seconds. The default is no
timeout.
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Parameter Description

allocation-retry The number of times to retry allocating a connection
before throwing an exception. The defaultis 0, so an
exception is thrown upon the first failure.

allocation-retry-wait-millis How long, in milliseconds, to wait before retrying to
allocate a connection. The default is 5000, which is 5
seconds.

Xa-resource-timeout If non-zero, this value is passed to method

XAResource.setTransactionTimeout.

Table 6.11. Statement parameters

Parameter Description

track-statements Whether to check for unclosed statements when a
connection is returned to a pool and a statement is
returned to the prepared statement cache. If false,
statements are not tracked.

Valid values

o true:statements and result sets are
tracked, and a warning is issued if they are
not closed.

o false: neither statements or result sets are
tracked.

® howarn: statements are tracked but no
warning is issued. This is the default.

prepared-statement-cache-size The number of prepared statements per connection,
in a Least Recently Used (LRU) cache.

share-prepared-statements Whether JBoss EAP should cache, instead of close
or terminate, the underlying physical statement when
the wrapper supplied to the application is closed by
application code. The default is false.

Table 6.12. Recovery parameters

Parameter Description

recover-credential A username/password pair or security domain to use
for recovery.

recover-plugin An impleme.ntation of the_ )
org.jboss.jca.core.spi.recoveryRecoveryPlugi
N class, to be used for recovery.
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Report a bug

6.7.2. Datasource Connection URLs

Table 6.13. Datasource Connection URLs

Datasource Connection URL

PostgreSQL jdbc:postgresql://SERVER_NAME:PORT/DATABASE
_NAME

MySQL jdbc:mysql://SERVER_NAME:PORT/DATABASE_NA
ME

Oracle jdbc:oracle:thin@ORACLE_HOST:PORT:ORACLE_SI
D

IBM DB2 jdbc:db2://SERVER_NAME:PORT/DATABASE_NAME

Microsoft SQLServer jdbcisqlserver://SERVER_NAME:PORT;DatabaseNam

e=DATABASE_NAME

4 NOTE
The
g jdbc:microsoftisqlserver://SERVER_N

AME:PORT;DatabaseName=DATABA
SE_NAME template does not work
4 with new database.

Report a bug

6.7.3. Datasource Extensions

Datasource deployments can use several extensions in the JDBC resource adapter to improve the
connection validation, and check whether an exception should reestablish the connection. Those
extensions are:

Table 6.14. Datasource Extensions

Datasource Extension Configuration Parameter Description

org.jboss.jca.adapters.jdbc.spi.Exc <exception-sorter> Checks whether an
eptionSorter SQLException is fatal for the
connection on which it was thrown

org.jboss.jca.adapters.jdbc.spi.Stal  <stale-connection-checker> Wraps stale SQLExceptionsin a
eConnectionChecker org.jboss.jca.adapters.jdbc.
StaleConnectionException
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Datasource Extension Configuration Parameter Description
org.jboss.jca.adapters.jdbc.spi.Vali <valid-connection-checker> Checks whether a connection is
dConnection valid for use by the application

JBoss EAP 6 also features implementations of these extensions for several supported databases.

Extension Implementations

Generic

org.jboss.jca.adapters.jdbc.extensions.novendor.NullExceptionSorter
org.jboss.jca.adapters.jdbc.extensions.novendor.NullStaleConnectionChecker
org.jboss.jca.adapters.jdbc.extensions.novendor.NullValidConnectionChecker

org.jboss.jca.adapters.jdbc.extensions.novendor.JDBC4ValidConnectionChecker

PostgreSQL

MySQL

IBM DB2

org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLExceptionSorter

org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLValidConnectionChecker

org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLExceptionSorter
org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLReplicationValidConnectionChecker

org.jboss.jca.adapters.jdbc.extensions.mysql.MySQLValidConnectionChecker

org.jboss.jca.adapters.jdbc.extensions.db2.DB2ExceptionSorter
org.jboss.jca.adapters.jdbc.extensions.db2.DB2StaleConnectionChecker

org.jboss.jca.adapters.jdbc.extensions.db2.DB2ValidConnectionChecker

org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseExceptionSorter

org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseValidConnectionChecker

Microsoft SQLServer

Oracle

org.jboss.jca.adapters.jdbc.extensions.mssql.MSSQLExceptionSorter

org.jboss.jca.adapters.jdbc.extensions.mssql.MSSQL ValidConnectionChecker
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® org.jboss.jca.adapters.jdbc.extensions.oracle.OracleExceptionSorter
® org.jboss.jca.adapters.jdbc.extensions.oracle.OracleStaleConnectionChecker

® org.jboss.jca.adapters.jdbc.extensions.oracle.OracleValidConnectionChecker

Report a bug

6.7.4. View Datasource Statistics

You can view statistics from defined datasources for both the jdbc and pool using appropriately
modified versions of the commands below:

Example 6.15. CLI for domain mode:
Change /host=master/server=server-one and data-source=ExampleDS according to the

source=ExampleDS/statistics=pool:read-resource(include-runtime=true)

"outcome" => "success",

"result" => {
"ActiveCount" => "0",
"AvailableCount" => "20",
"AverageBlockingTime" => "0",
"AverageCreationTime" => "0",
"CreatedCount" => "0",
"DestroyedCount" => "0",
"MaxCreationTime" => "0",
"MaxUsedCount" => "0",
"MaxWaitTime" => "0",
"TimedOut" => "0",
"TotalBlockingTime" => "0",
"TotalCreationTime" => "0"

environment.
[domain@localhost:9999 /] /host=master/server=server-one/subsystem=datasources/data-
{
}
}

Change data-source=ExampleDS according to the environment.

[standalone@localhost:9999 /] /subsystem=datasources/data-
source=ExampleDS/statistics=pool:read-resource(include-runtime=true)
{
"outcome" => "success",
"result" => {
"ActiveCount" => "0",
"AvailableCount" => "20",
"AverageBlockingTime" => "0",

Example 6.16. CLI for standalone mode:
"AverageCreationTime" => "0",
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"CreatedCount" => "0",
"DestroyedCount" => "0",
"MaxCreationTime" => "0",
"MaxUsedCount" => "0",
"MaxWaitTime" => "0",
"TimedOut" => "0",
"TotalBlockingTime" => "0",
"TotalCreationTime" => "0"

NOTE

Ensure you specify the include-runtime=true argument, as all statistics are runtime only
information and the default is false.

Report a bug

6.7.5. Datasource Statistics

Core Statistics

The following table contains a list of the supported datasource core statistics:

Table 6.15. Core Statistics

Name Description

ActiveCount

AvailableCount

AverageBlockingTim
e

AverageCreationTim
e

CreatedCount

DestroyedCount

InUseCount

MaxCreationTime

MaxUsedCount

MaxWaitCount

The number of active connections. Each of the connections is either in use by an
application or available in the pool

The number of available connections in the pool.

The average time spent blocking on obtaining an exclusive lock on the pool. The
value is in milliseconds.

The average time spent creating a connection. The value is in milliseconds.

The number of connections created.

The number of connections destroyed.

The number of connections currently in use.

The maximum time it took to create a connection. The value is in milliseconds.

The maximum number of connections used.

The maximum number of requests waiting for a connection at the same time.
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Name Description

MaxWaitTime The maximum time spent waiting for an exclusive lock on the pool.
TimedOut The number of timed out connections.
TotalBlockingTime The total time spent waiting for an exclusive lock on the pool. The value is in

milliseconds.
TotalCreationTime The total time spent creating connections. The value is in milliseconds.

JDBC Statistics

The following table contains a list of the supported datasource JDBC statistics:

Table 6.16. JDBC Statistics

Name Description

PreparedStatementC  The number of times that the statement cache was accessed.
acheAccessCount

PreparedStatementC  The number of statements added to the statement cache.
acheAddCount

PreparedStatementC The number of prepared and callable statements currently cached in the
acheCurrentSize statement cache.

PreparedStatementC  The number of statements discarded from the cache.
acheDeleteCount

PreparedStatementC  The number of times that statements from the cache were used.
acheHitCount

PreparedStatementC  The number of times that a statement request could not be satisfied with a
acheMissCount statement from the cache.

You can enable Core and JDBC statistics using appropriately modified versions of the following
commands:

° /subsystem=datasources/data-source=ExampleDS/statistics=pool:write-
attribute(name=statistics-enabled,value=true)

/subsystem=datasources/data-source=ExampleDS/statistics=jdbc:write-
attribute(name=statistics-enabled,value=true)

Report a bug

6.8. EXAMPLE DATASOURCES
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6.8.1. Example PostgreSQL Datasource

The example below is a PostgreSQL datasource configuration. The datasource has been enabled, a user
has been added, and validation options have been set.

Example 6.17. PostSQL datasource configuration
<datasources>
<datasource jndi-name="java:jboss/PostgresDS" pool-name="PostgresDS">
<connection-url>jdbc:postgresql://localhost:5432/postgresdb</connection-url>
<driver>postgresql</driver>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLValidConnectionChecker">
</valid-connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLExceptionSorter">
</exception-sorter>
</validation>
</datasource>
<drivers>
<driver name="postgresqgl" module="org.postgresql">
<xa-datasource-class>org.postgresqgl.xa.PGXADataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>

The example below is a module.xml file for the PostgreSQL datasource above.

<resources>
<resource-root path="postgresql-9.1-902.jdbc4.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>

Example 6.18. module.xml
<module xmins="urn:jboss:module:1.1" name="org.postgresql">
</module>

Report a bug

6.8.2. Example PostgreSQL XA Datasource
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The example below is a PostgreSQL XA datasource configuration. The datasource has been enabled, a
user has been added, and validation options have been set.

Example 6.19. PostSQL XA datasource
<datasources>
<xa-datasource jndi-name="java:jboss/PostgresXADS" pool-name="PostgresXADS">
<driver>postgresql</driver>

<xa-datasource-property name="ServerName">localhost</xa-datasource-property>
<xa-datasource-property name="PortNumber">5432</xa-datasource-property>
<xa-datasource-property name="DatabaseName">postgresdb</xa-datasource-property>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLValidConnectionChecker">
</valid-connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.postgres.PostgreSQLExceptionSorter">
</exception-sorter>
</validation>
</xa-datasource>
<drivers>
<driver name="postgresqgl" module="org.postgresql">
<xa-datasource-class>org.postgresqgl.xa.PGXADataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>

The example below is a module.xml file for the PostgreSQL XA datasource above.

<resources>
<resource-root path="postgresql-9.1-902.jdbc4.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>

Example 6.20. module.xml
<module xmins="urn:jboss:module:1.1" name="org.postgresql">
</module>

Report a bug

6.8.3. Example MySQL Datasource
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The example below is a MySQL datasource configuration. The datasource has been enabled, a user has
been added, and validation options have been set.

Example 6.21. MySQL datasource configuration
<datasources>
<datasource jndi-name="java:jboss/MySqIDS" pool-name="MySqIDS">
<connection-url>jdbc:mysql://mysql-localhost:3306/jbossdb</connection-url>

<driver>mysql</driver>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.mysqgl.MySQLValidConnectionChecker"></valid-
connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.mysqgl.MySQLExceptionSorter"></exception-
sorter>
</validation>
</datasource>
<drivers>
<driver name="mysql" module="com.mysql">
<xa-datasource-class>com.mysql.jdbc.jdbc2.optional.MysqlXADataSource</xa-datasource-
class>
</driver>
</drivers>
</datasources>

The example below is a module.xml file for the MySQL datasource above.

<resources>
<resource-root path="mysql-connector-java-5.0.8-bin.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>

Example 6.22. module.xml
<module xmins="urn:jboss:module:1.1" name="com.mysql">
</module>

Report a bug

6.8.4. Example MySQL XA Datasource

The example below is a MySQL XA datasource configuration. The datasource has been enabled, a user
has been added, and validation options have been set.
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Example 6.23. MySQL XA datasource
<datasources>
<xa-datasource jndi-name="java:jboss/MysqlXADS" pool-name="MysqIXADS">

<driver>mysql</driver>
<xa-datasource-property name="ServerName">localhost</xa-datasource-property>
<xa-datasource-property name="DatabaseName">mysqldb</xa-datasource-property>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.mysqgl.MySQLValidConnectionChecker"></valid-
connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.mysqgl.MySQLExceptionSorter"></exception-
sorter>
</validation>
</xa-datasource>
<drivers>
<driver name="mysql" module="com.mysql">
<xa-datasource-class>com.mysql.jdbc.jdbc2.optional.MysqlXADataSource</xa-datasource-
class>
</driver>
</drivers>
</datasources>

The example below is a module.xml file for the MySQL XA datasource above.

<resources>
<resource-root path="mysql-connector-java-5.0.8-bin.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>

Example 6.24. module.xml
<module xmins="urn:jboss:module:1.1" name="com.mysql">
</module>

Report a bug

6.8.5. Example Oracle Datasource
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NOTE

Prior to version 10.2 of the Oracle datasource, the <no-tx-separate-pools/> parameter
was required, as mixing non-transactional and transactional connections would result in an
error. This parameter may no longer be required for certain applications.

The example below is an Oracle datasource configuration. The datasource has been enabled, a user has
been added, and validation options have been set.

Example 6.25. Oracle datasource configuration

<datasources>
<datasource jndi-name="java:/OracleDS" pool-name="OracleDS">
<connection-url>jdbc:oracle:thin:@localhost:1521:XE</connection-url>
<driver>oracle</driver>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.oracle.OracleValidConnectionChecker"></valid-
connection-checker>
<stale-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.oracle.OracleStaleConnectionChecker"></stale-
connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.oracle.OracleExceptionSorter"></exception-sorter>
</validation>
</datasource>
<drivers>
<driver name="oracle" module="com.oracle">
</driver>
</drivers>
</datasources>

The example below is a module.xml file for the Oracle datasource above.

<resources>

<resource-root path="ojdbc6.jar"/>
</resources>
<dependencies>

<module name="javax.api"/>

<module name="javax.transaction.api"/>
</dependencies>

Example 6.26. module.xml
<module xmiIns="urn:jboss:module:1.1" name="com.oracle">
</module>
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6.8.6. Example Oracle XA Datasource

NOTE

Prior to version 10.2 of the Oracle datasource, the <no-tx-separate-pools/> parameter
was required, as mixing non-transactional and transactional connections would result in an
error. This parameter may no longer be required for certain applications.

IMPORTANT

The following settings must be applied for the user accessing an Oracle XA datasource in
order for XA recovery to operate correctly. The value user is the user defined to connect
from JBoss to Oracle:

® GRANT SELECT ON sys.dba_pending_transactions TO user;
® GRANT SELECT ON sys.pending_trans$ TO user;
® GRANT SELECT ON sys.dba_2pc_pending TO user;

® GRANT EXECUTE ON sys.dbms_xa TO user; (If using Oracle 10g R2 (patched) or
Oracle 11g)

OR

GRANT EXECUTE ON sys.dbms_system TO user; (If using an unpatched Oracle
version prior to 119)

The example below is an Oracle XA datasource configuration. The datasource has been enabled, a user
has been added, and validation options have been set.

Example 6.27. Oracle XA datasource
<datasources>
<xa-datasource jndi-name="java:/XAOracleDS" pool-name="XAOracleDS">

<driver>oracle</driver>
<xa-datasource-property name="URL">jdbc:oracle:oci8:@tc</xa-datasource-property>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<xa-pool>
<is-same-rm-override>false</is-same-rm-override>
<no-tx-separate-pools />
</xa-pool>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.oracle.OracleValidConnectionChecker"></valid-
connection-checker>
<stale-connection-checker class-

174


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+5696-767076+%5BLatest%5D&comment=Title%3A+Example+Oracle+Datasource%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=5696-767076+10+Aug+2015+05%3A38+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

CHAPTER 6. DATASOURCE MANAGEMENT

connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.oracle.OracleExceptionSorter"></exception-sorter>
</validation>
</xa-datasource>
<drivers>
<driver name="oracle" module="com.oracle">
<xa-datasource-class>oracle.jdbc.xa.client.OracleXADataSource</xa-datasource-class>
</driver>
</drivers>

name="org.jboss.jca.adapters.jdbc.extensions.oracle.OracleStaleConnectionChecker"></stale-
</datasources>

The example below is a module.xml file for the Oracle XA datasource above.

<resources>

<resource-root path="ojdbc6.jar"/>
</resources>
<dependencies>

<module name="javax.api"/>

<module name="javax.transaction.api"/>
</dependencies>

Example 6.28. module.xml
<module xmiIns="urn:jboss:module:1.1" name="com.oracle">
</module>

Report a bug

6.8.7. Example Microsoft SQLServer Datasource

The example below is a Microsoft SQLServer datasource configuration. The datasource has been
enabled, a user has been added, and validation options have been set.

Example 6.29. SQLserver datasource configuration
<datasources>
<datasource jndi-name="java:/MSSQLDS" pool-name="MSSQLDS">
<connection-url>jdbc:sqlserver://localhost:1433;DatabaseName=MyDatabase</connection-url>
<driver>sqlserver</driver>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.mssql. MSSQLValidConnectionChecker"></valid-
connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.mssql. MSSQLExceptionSorter"></exception-
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sorter>
</validation>
</datasource>
<drivers>

<driver name="sqlserver" module="com.microsoft">
</datasources>

The example below is a module.xml file for the Microsoft SQLServer datasource above.

<resources>

<resource-root path="sqljdbc4.jar"/>
</resources>
<dependencies>

<module name="javax.api"/>

<module name="javax.transaction.api"/>
</dependencies>

Example 6.30. module.xml
<module xmiIns="urn:jboss:module:1.1" name="com.microsoft">
</module>

Report a bug

6.8.8. Example Microsoft SQLServer XA Datasource

The example below is a Microsoft SQLServer XA datasource configuration. The datasource has been
enabled, a user has been added, and validation options have been set.

Example 6.31. SQLserver XA datasource
<datasources>
<xa-datasource jndi-name="java:/MSSQLXADS" pool-name="MSSQLXADS">
<driver>sqlserver</driver>

<xa-datasource-property name="ServerName">localhost</xa-datasource-property>
<xa-datasource-property name="DatabaseName">mssqldb</xa-datasource-property>
<xa-datasource-property name="SelectMethod">cursor</xa-datasource-property>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<xa-pool>
<is-same-rm-override>false</is-same-rm-override>
</xa-pool>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.mssql. MSSQLValidConnectionChecker"></valid-
connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.mssql.MSSQLExceptionSorter"></exception-
sorter>
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<xa-datasource-class>com.microsoft.sqlserver.jdbc.SQLServerXADataSource</xa-
datasource-class>
</driver>
</drivers>

</validation>
</xa-datasource>
<drivers>
<driver name="sqlserver" module="com.microsoft">
</datasources>

The example below is a module.xml file for the Microsoft SQLServer XA datasource above.

<resources>

<resource-root path="sqljdbc4.jar"/>
</resources>
<dependencies>

<module name="javax.api"/>

<module name="javax.transaction.api"/>
</dependencies>

Example 6.32. module.xml
<module xmiIns="urn:jboss:module:1.1" name="com.microsoft">
</module>

Report a bug

6.8.9. Example IBM DB2 Datasource

The example below is an IBM DB2 datasource configuration. The datasource has been enabled, a user
has been added, and validation options have been set.

Example 6.33. IBM DB2 datasource configuration
<datasources>
<datasource jndi-name="java:/DB2DS" pool-name="DB2DS">
<connection-url>jdbc:db2:ibmdb2db</connection-url>

<driversibmdb2</driver>
<pool>
<min-pool-size>0</min-pool-size>
<max-pool-size>50</max-pool-size>
</pool>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.db2.DB2ValidConnectionChecker"></valid-
connection-checker>
<stale-connection-checker class-
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connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.db2.DB2ExceptionSorter"></exception-sorter>
</validation>
</datasource>
<drivers>
<driver name="ibmdb2" module="com.ibm">
</driver>
</drivers>

name="org.jboss.jca.adapters.jdbc.extensions.db2.DB2StaleConnectionChecker"></stale-
</datasources>

The example below is a module.xml file for the IBM DB2 datasource above.

<resources>

<resource-root path="db2jcc4.jar"/>
</resources>
<dependencies>

<module name="javax.api"/>

<module name="javax.transaction.api"/>
</dependencies>

Example 6.34. module.xml
<module xmIns="urn:jboss:module:1.1" name="com.ibm">
</module>

Report a bug

6.8.10. Example IBM DB2 XA Datasource

The example below is an IBM DB2 XA datasource configuration. The datasource has been enabled, a
user has been added and validation options have been set.

Example 6.35. 1BM DB2 XA datasource configuration
<datasources>
<xa-datasource jndi-name="java:/DB2XADS" pool-name="DB2XADS">
<driversibmdb2</driver>
<xa-datasource-property name="DatabaseName">ibmdb2db</xa-datasource-property>
<xa-datasource-property name="ServerName">hosthname</xa-datasource-property>
<xa-datasource-property name="PortNumber">port</xa-datasource-property>
<xa-datasource-property name="DriverType">4</xa-datasource-property>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<xa-pool>
<is-same-rm-override>false</is-same-rm-override>
</xa-pool>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
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<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.db2.DB2ValidConnectionChecker"></valid-
connection-checker>
<stale-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.db2.DB2StaleConnectionChecker"></stale-
connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.db2.DB2ExceptionSorter"></exception-sorter>
</validation>
<recovery>
<recover-plugin class-name="org.jboss.jca.core.recovery.ConfigurableRecoveryPlugin">
<config-property name="EnablelsValid">false</config-property>
<config-property name="IsValidOverride">false</config-property>
<config-property name="EnableClose">false</config-property>
</recover-plugin>
</recovery>
</xa-datasource>
<drivers>
<driver name="ibmdb2" module="com.ibm">
<xa-datasource-class>com.ibm.db2.jcc.DB2XADataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>

The example below is a module.xml file for the IBM DB2 XA datasource above.

Example 6.36. module.xml

<module xmiIns="urn:jboss:module:1.1" name="com.iom">
<resources>
<resource-root path="db2jcc4.jar"/>
<resource-root path="db2jcc_license_cisuz.jar"/>
<resource-root path="db2jcc_license_cu.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>
</module>

Report a bug

6.8.11. Example Sybase Datasource

The example below is a Sybase datasource configuration. The datasource has been enabled, a user has
been added, and validation options have been set.

Example 6.37. Sybase datasource configuration

<datasources>
<datasource jndi-name="java:jboss/SybaseDB" pool-name="SybaseDB" enabled="true">
<connection-url>jdbc:sybase:Tds:localhost:5000/DATABASE?
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<background-validation>false</background-validation>
<valid-connection-checker class-

sorter>

</validation>
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name="org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseValidConnectionChecker"></valid-
connection-checker>

</datasource>
<drivers>

JCONNECT_VERSION=6</connection-url>

<security>
<user-name>admin</user-name>
<password>admin</password>

</security>

<validation>
<exception-sorter class-

<driver name="sybase" module="com.sybase">

<validate-on-match>true</validate-on-match>
name="org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseExceptionSorter"></exception-
<datasource-class>com.sybase.jdbc4.jdbc.SybDataSource</datasource-class>
<xa-datasource-class>com.sybase.jdbc4.jdbc.SybXADataSource</xa-datasource-class>
</driver>

</drivers>
</datasources>

The example below is a module.xml file for the Sybase datasource above.

<resources>
<resource-root path="jconn2.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>

Example 6.38. module.xml
<module xmIns="urn:jboss:module:1.1" name="com.sybase">
</module>

Report a bug

6.8.12. Example Sybase XA Datasource

The example below is a Sybase XA datasource configuration. The datasource has been enabled, a user
has been added, and validation options have been set.

enabled="true">
<xa-datasource-property name="NetworkProtocol">Tds</xa-datasource-property>

Example 6.39. Sybase XA datasource configuration
<xa-datasource-property name="ServerName">myserver</xa-datasource-property>

<datasources>
<xa-datasource jndi-name="java:jboss/SybaseXADS" pool-name="SybaseXADS"
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<xa-datasource-property name="PortNumber">4100</xa-datasource-property>
<xa-datasource-property name="DatabaseName">mydatabase</xa-datasource-property>
<security>
<user-name>admin</user-name>
<password>admin</password>
</security>
<xa-pool>
<is-same-rm-override>false</is-same-rm-override>
</xa-pool>
<validation>
<validate-on-match>true</validate-on-match>
<background-validation>false</background-validation>
<valid-connection-checker class-
name="org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseValidConnectionChecker"></valid-
connection-checker>
<exception-sorter class-
name="org.jboss.jca.adapters.jdbc.extensions.sybase.SybaseExceptionSorter"></exception-
sorter>
</validation>
</xa-datasource>
<drivers>
<driver name="sybase" module="com.sybase">
<datasource-class>com.sybase.jdbc4.jdbc.SybDataSource</datasource-class>
<xa-datasource-class>com.sybase.jdbc4.jdbc.SybXADataSource</xa-datasource-class>
</driver>
</drivers>
</datasources>

The example below is a module.xml file for the Sybase XA datasource above.

<resources>
<resource-root path="jconn2.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>

Example 6.40. module.xml
<module xmIns="urn:jboss:module:1.1" name="com.sybase">
</module>

Report a bug
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CHAPTER 7. CONFIGURING MODULES

7.1. INTRODUCTION

7.1.1. Modules

A Module is a logical grouping of classes used for class loading and dependency management. JBoss
EAP 6 identifies two different types of modules, sometimes called static and dynamic modules.
However the only difference between the two is how they are packaged.

Static Modules

182

Static Modules are predefined in the EAP_HOME/modules/ directory of the application server. Each
sub-directory represents one module and defines a main/ subdirectory that contains a configuration
file (module.xml) and any required JAR files. The name of the module is defined in the module.xml
file. All the application server provided APlIs are provided as static modules, including the Java EE
APIs as well as other APIs such as JBoss Logging.

Example 7.1. Example module.xml file

<?xml version="1.0" encoding="UTF-8"7>
<module xmIns="urn:jboss:module:1.0" name="com.mysql">
<resources>
<resource-root path="mysql-connector-java-5.1.15.jar"/>
</resources>
<dependencies>
<module name="javax.api"/>
<module name="javax.transaction.api"/>
</dependencies>
</module>

The module name, com.mysq]l, should match the directory structure for the module, excluding
the main/ subdirectory name.

The modules provided in JBoss EAP distributions are located in a system directory within the
EAP_HOME/modules directory. This keeps them separate from any modules provided by third
parties.

Any Red Hat provided layered products that layer on top of JBoss EAP 6.1 or later will also install
their modules within the system directory.

Creating custom static modules can be useful if many applications are deployed on the same server
that use the same third-party libraries. Instead of bundling those libraries with each application, a
module containing these libraries can be created and installed by the JBoss administrator. The
applications can then declare an explicit dependency on the custom static modules.

Users must ensure that custom modules are installed into the EAP_HOME/modules directory, using
a one directory per module layout. This ensures that custom versions of modules that already exist in
the system directory are loaded instead of the shipped versions. In this way, user provided modules
will take precedence over system modules.

If you use the JBOSS_MODULEPATH environment variable to change the locations in which JBoss
EAP searches for modules, then the product will look for a system subdirectory structure within one
of the locations specified. A system structure must exist somewhere in the locations specified with
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JBOSS_MODULEPATH.

Dynamic Modules

Dynamic Modules are created and loaded by the application server for each JAR or WAR deployment
(or subdeployment in an EAR). The name of a dynamic module is derived from the name of the
deployed archive. Because deployments are loaded as modules, they can configure dependencies
and be used as dependencies by other deployments.

Modules are only loaded when required. This usually only occurs when an application is deployed that has
explicit or implicit dependencies.

Report a bug

7.1.2. Global Modules

A global module is a module that JBoss EAP 6 provides as a dependency to every application. Any
module can be made global by adding it to the application server's list of global modules. It does not
require changes to the module.

Report a bug

7.1.3. Module Dependencies

A module dependency is a declaration that one module requires the classes of another module in order
to function. Modules can declare dependencies on any number of other modules. When the application
server loads a module, the modular class loader parses the dependencies of that module and adds the
classes from each dependency to its class path. If a specified dependency cannot be found, the module
will fail to load.

Deployed applications (JAR and WAR) are loaded as dynamic modules and make use of dependencies
to access the APIs provided by JBoss EAP 6.

There are two types of dependencies: explicit and implicit.

Explicit Dependencies

Explicit dependencies are declared by the developer in the configuration file. Static modules can declare
dependencies in the module.xml file. Dynamic modules can have dependencies declared in the
MANIFEST.MF or jboss-deployment-structure.xml deployment descriptors of the deployment.

Explicit dependencies can be specified as optional. Failure to load an optional dependency will not cause
a module to fail to load. However if the dependency becomes available later it will NOT be added to the
module's class path. Dependencies must be available when the module is loaded.

Implicit Dependencies

Implicit dependencies are added automatically by the application server when certain conditions or
meta-data are found in a deployment. The Java EE 6 APIs supplied with JBoss EAP 6 are examples of
modules that are added by detection of implicit dependencies in deployments.

Deployments can also be configured to exclude specific implicit dependencies. This is done with the
jboss-deployment-structure.xml deployment descriptor file. This is commonly done when an
application bundles a specific version of a library that the application server will attempt to add as an
implicit dependency.
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A module's class path contains only its own classes and that of its immediate dependencies. A module is
not able to access the classes of the dependencies of one of its dependencies. However a module can
specify that an explicit dependency is exported. An exported dependency is provided to any module
that depends on the module that exports it.

Example 7.2. Module dependencies

Module A depends on Module B and Module B depends on Module C. Module A can access the
classes of Module B, and Module B can access the classes of Module C. Module A cannot access the
classes of Module C unless:

® Module A declares an explicit dependency on Module C, or

® Module B exports its dependency on Module C.

See the Class Loading and Modules chapter of the Development Guide for details on using the jboss-
deployment-structure.xml deployment descriptor.

Report a bug

7.1.4. Subdeployment Class Loader Isolation

Each subdeployment in an Enterprise Archive (EAR) is a dynamic module with its own class loader. By
default a subdeployment can access the resources of other subdeployments.

If a subdeployment is not to be allowed to access the resources of other subdeployments, strict
subdeployment isolation can be enabled.

Report a bug

7.2. DISABLE SUBDEPLOYMENT MODULE ISOLATION FORALL
DEPLOYMENTS

This task shows server administrators how to disable Subdeployment Module Isolation on the application
server. This affects all deployments.

'@ WARNING
This task requires you to edit the XML configuration files of the server. The server

must be halted before doing this. This is temporary as the final release
administration tools will support this type of configuration.

1. Stop the server
Halt the JBoss EAP 6 server.

2. Open the server configuration file
Open the server configuration file in a text editor.
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This file will be different for a managed domain or standalone server. In addition, non-default
locations and file names may be used. The default configuration files are
domain/configuration/domain.xml and standalone/configuration/standalone.xml for
managed domains and standalone servers respectively.

Locate the EE Subsystem Configuration

Locate the EE Subsystem configuration element in the configuration file. The <profile>
element of the configuration file contains several subsystem elements. The EE Subsystem
element has the namespace of urn:jboss:domain:ee:1.2.

<profile>

<subsystem xmlns="urn:jpboss:domain:ee:1.2" />

The default configuration has a single self-closing tag but a custom configuration may have
separate open and closing tags (possibly with other elements within) like this:

I <subsystem xmins="urn:jboss:domain:ee:1.2" ></subsystem>

Replace self-closing tags if necessary
If the EE Subsystem element is a single self-closing tag then replace with appropriate opening
and closing tags like this:

I <subsystem xmins="urn:jboss:domain:ee:1.2" ></subsystem>

Add ear-subdeployments-isolated element
Add the ear-subdeployments-isolated element as a child of the EE Subsystem element and
add the content of false like this:

<subsystem xmlns="urn:jposs:domain:ee:1.2" ><ear-subdeployments-isolated>false</ear-
subdeployments-isolated></subsystem>

Start the server
Relaunch the JBoss EAP 6 server to start it running with the new configuration.

The server will now be running with Subdeployment Module Isolation disabled for all deployments.

Report a bug

7.3. ADD AMODULE TO ALL DEPLOYMENTS

This task shows how JBoss administrators can define a list of global modules.

Prerequisites

1.

You must know the name of the modules that are to be configured as global modules. Refer to
Section 7.6.1, “Included Modules” for the list of static modules included with JBoss EAP 6. If the
module is in another deployment, refer to Section 7.6.2, “Dynamic Module Naming” to
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determine the module name.

Procedure 7.1. Add a module to the list of global modules

1. Login to the management console. Section 3.3.2, “Log in to the Management Console”
2. Navigate to the EE Subsystem panel.
a. Select the Configuration tab from the top of the console.

b. Domain Mode Only

i. Select the appropriate profile from the drop-down box in the top left.
c. Expand the Subsystems menu on the left of the console.
d. Select Container —» EE from the menu on the left of the console.
3. Click Add in the Subsystem Defaults section. The Create Module dialog appears.
4. Type in the name of the module and optionally the module slot.
5. Click Save to add the new global module, or click Cancel to abort.

o If you click Save, the dialog will close and the specified module will be added to the list of
global modules.

o If you click Cancel, the dialog will close and no changes will be made.

Result

The modules added to the list of global modules will be added as dependencies to every deployment.

Report a bug

7.4. CREATE A CUSTOM MODULE

The following procedure describes how to create a custom module in order to make properties files and
other resources available to all applications running on the JBoss EAP server.

Procedure 7.2. Create a Custom Module

1. Create and populate the module/ directory structure.

a. Create a directory structure under the EAP_HOME/module directory to contain the files
and JARs. For example:

$ cd EAP_HOME/modules/
$ mkdir -p myorg-conf/main/properties

b. Move the properties files to the EAP_HOME/modules/myorg-conf/main/properties/
directory you created in the previous step.

c. Create a module.xml file in the EAP_HOME/modules/myorg-conf/main/ directory
containing the following XML:
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<module xmIns="urn:jboss:module:1.1" hame="myorg-conf">
<resources>
<resource-root path="properties"/>
</resources>
</module>

2. Modify the ee subsystem in the server configuration file. You can use the Managemet CLI or
you can manually edit the file.

o Follow these steps to modify the server configuration file using the Management CLI.
a. Start the server and connect to the Management CLI.

®m  For Linux, enter the following at the command line:
I EAP_HOME/bin/jboss-cli.sh --connect

®  For Windows, enter the following at a command line:
I C:\>EAP_HOME\bin\jboss-cli.bat --connect

You should see the following response:

I Connected to standalone controller at localhost:9999

b. To create the myorg-conf <global-modules> element in the ee subsystem, type the
following in the command line:

/subsystem=ee:write-attribute(name=global-modules, value=[{"name"=>"myorg-
conf","slot"=>"main"}])

You should see the following result:
I {"outcome" => "success"}

o Follow these steps if you prefer to manually edit the server configuration file.

a. Stop the server and open the server configuration file in a text editor. If you are running
a standalone server, this is the EAP_HOME/standalone/configuration/standalone.xml
file, or the EAP_HOME/domain/configuration/domain.xml file if you are running a
managed domain.

b. Find the ee subsystem and add the global module for myorg-conf. The following is an
example of the ee subsystem element, modified to include the myorg-conf element:

<global-modules>
<module name="myorg-conf" slot="main" />
</global-modules>

<subsystem xmins="urn:jboss:domain:ee:1.0" >
</subsystem>

‘ Example 7.3. myorg-conf element
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3. Assuming you copied a file named my.properties into the correct module location, you are now
able to load properties files using code similar to the following:

Example 7.4. Load properties file

I Thread.currentThread().getContextClassLoader().getResource("my.properties");

Report a bug

7.5. DEFINE AN EXTERNAL JBOSS MODULE DIRECTORY

Summary

By default, JBoss EAP looks for modules in the EAP_HOME/modules/ directory. You can direct JBoss
EAP to look in one or more external directories by defining a JBOSS_MODULEPATH environment
variable or by setting the variable in the startup configuration file. This topic describes both methods.

Procedure 7.3. Set the JBOSS_MODULEPATH Environment Variable

® To specify one or more external module directories, define the JBOSS_MODULEPATH
environment variable.

For Linux, use a colon to delimit a list of directories. For example:
Example 7.5. JBOSS_MODULEPATH environment variable
export

JBOSS MODULEPATH=EAP_HOME/modules/:/home/username/external/modules/directo
ry/

For Windows, use a semicolon to delimit a list of directories. For example:

Example 7.6. JBOSS_MODULEPATH environment variable

I SET JBOSS_MODULEPATH=EAP_HOME\modules\;D:\JBoss-Modules\

Procedure 7.4. Set the JBOSS_MODULEPATH Variable in the Startup Configuration File

e |f you prefer not to set a global environment variable, you can set the JBOSS _MODULEPATH
variable in the JBoss EAP startup configuration file. If you are running a standalone server, this is
the EAP_HOME/bin/standalone.conf file. If the server is running in a managed domain, this is
the EAP_HOME/bin/domain.conf file.

The following is an example of the command that sets the JBOSS_MODULEPATH variable in
the standalone.conf file:

Example 7.7. standalone.conf entry
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‘ I JBOSS MODULEPATH="EAP_HOME/modules/:/home/username/external/modules/direct
ory/"

Report a bug

7.6. REFERENCE

7.6.1. Included Modules

A table listing the JBoss EAP 6 included modules and whether they are supported can be found on the
Customer Portal at https://access.redhat.com/articles/1122333.

Report a bug

7.6.2. Dynamic Module Naming

All deployments are loaded as modules by JBoss EAP 6 and named according to the following
conventions.

® Deployments of WAR and JAR files are named with the following format:

I deployment. DEPLOYMENT_NAME

For example, inventory.war and store.jar will have the module names of
deployment.inventory.war and deployment.store.jar respectively.

® Subdeployments within an Enterprise Archive are named with the following format:

I deployment. EAR_NAME.SUBDEPLOYMENT_NAME

For example, the subdeployment of reports.war within the enterprise archive accounts.ear will
have the module name of deployment.accounts.ear.reports.war.

Report a bug
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CHAPTER 8. JSVC

8.1. INTRODUCTION

8.1.1. About Jsvc

Jsvcis a set of libraries and applications which allow Java applications run on UNIX and UNIX-like
platforms as a background service. It allows an application to perform operations as a privileged user,
and then switch identity to a non-privileged user.

Jsvc uses three processes: a launcher process, a controller process and a controlled process. The
controlled process is also the main Java thread. If the JVM crashes the controller process will restart it
within 60 seconds. Jsvc is a daemon process and for JBoss EAP 6 it must be started by a privileged

user.

NOTE

Jsvc is for use on Red Hat Enterprise Linux, Solaris and HP-UX only. For similar
functionality on Microsoft Windows, see prunsrv.exe in the Native Utilities for
Windows Server download available from the Red Hat Customer Portal.

Report a bug

8.1.2. Start and Stop JBoss EAP using Jsvc

The instructions for starting and stopping JBoss EAP using Jsvc vary, depending on which mode it is

operating: standalone or domain. Be aware that if JBoss EAP is run in domain mode, Jsvc handles the
process of the domain controller only. Whichever command you use to start JBoss EAP using Jsvc, it
must be run by a privileged user.

Prerequisites

e |f JBoss EAP was installed using the Zip method:

o Install the Native Utilities package for your operating system, available for download from
the Red Hat Customer Portal. See Install Native Components and Native Utilities (Zip,
Installer) in the Installation Guide.

o Create the user account under which the JBoss EAP 6 instance will run. The account used
to start and stop the server must have read and write access to the directory in which JBoss
EAP was installed.

e |f JBoss EAP was installed using the RPM method, install the apache-commons-daemon-jsvc-
eap6 package. See Install Native Components and Native Utilities (RPM Installation) in the
Installation Guide.

The following commands are to start and stop JBoss EAP in either standalone or domain modes. Note
that file locations are different depending on the method used to install Jsvc in JBoss EAP 6. Use the
tables below to determine which files to use to resolve the variables in the commands.

Standalone Mode

The following instructions are to start or stop JBoss EAP in standalone mode.
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Table 8.1. Jsvc File locations For Zip installations - Standalone Mode

File Reference in Instructions File Location

EAP-HOME ${eap-installation-location}/jboss-eap-${version}

JSVC-BIN EAP_HOME/modules/system/layers/base/native/sbin/jsvc

JSVC-JAR EAP_HOME/modules/system/layers/base/native/sbin/commons-
daemon.jar

CONF-DIR EAP_HOME/standalone/configuration

LOG-DIR EAP_HOME/standalone/log

Table 8.2. Jsvc File Locations for RPM Installations - Standalone Mode

File Reference in Instructions File Location

EAP-HOME /usr/share/jbossas

JSVC-BIN /usr/bin/jsvc-eap6/jsvc

JSVC-JAR EAP_HOME/modules/system/layers/base/native/sbin/commons-
daemon.jar

CONF-DIR /etc/jbossas/standalone

LOG-DIR /var/log/jbossas/standalone

Start JBoss EAP in Standalone Mode

o JSVC_BIN\
-outfile LOG_DIRJjsvc.out.log \
-errfile LOG_DIR/jsvc.err.log \
-pidfile LOG_DIRJjsvc.pid \
-user jboss \
-D[Standalone] -XX:+UseCompressedOops -Xms1303m \
-Xmx1303m -XX:MaxPermSize=256m \
-Djava.net.preferlPv4Stack=true
-Djboss.modules.system.pkgs=org.jboss.byteman \
-Djava.awt.headless=true \
-Dorg.jboss.boot.log.file=LOG_DIR/server.log \
-Dlogging.configuration=file:CONF_DIR/logging.properties \
-Djboss.modules.policy-permissions \
-cp EAP_HOME/jboss-modules.jar:JSVC_JAR\
-Djboss.home.dir=EAP_HOME\
-Djboss.server.base.dir=EAP_HOME/standalone \
@org.jboss.modules.Main -start-method main \
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-mp EAP_HOME/modules \
-jaxpmodule javax.xml.jaxp-provider \
org.jboss.as.standalone

Stop JBoss EAP in Standalone Mode

o JSVC_BIN\
-stop \
-outfile LOG_DIRJjsvc.out.log \
-errfile LOG_DIR/jsvc.err.log \
-pidfile LOG_DIRJjsvc.pid \
-user jboss \
-D[Standalone] -XX:+UseCompressedOops -Xms1303m \
-Xmx1303m -XX:MaxPermSize=256m \
-Djava.net.preferlPv4Stack=true \
-Djboss.modules.system.pkgs=org.jboss.byteman \
-Djava.awt.headless=true \
-Dorg.jboss.boot.log.file=LOG_DIR/server.log \
-Dlogging.configuration=file:CONF_DIR/logging.properties \
-Djboss.modules.policy-permissions \
-cp EAP_HOME/jboss-modules.jar:JSVC_JAR\
-Djboss.home.dir=EAP_HOME\
-Djboss.server.base.dir=EAP_HOME/standalone \
@org.jboss.modules.Main -start-method main \
-mp EAP_HOME/modules \
-jaxpmodule javax.xml.jaxp-provider \
org.jboss.as.standalone

Domain Mode

The following instructions are to start or stop JBoss EAP in domain mode. Note that for domain mode,
you must replace the JAVA_ HOME variable with the Java home directory.

Table 8.3. Jsvc File Locations for Zip Installations - Domain Mode

File Reference in Instructions File Location

EAP-HOME ${eap-installation-location}/jboss-eap-${version}

JSVC-BIN EAP_HOME/modules/system/layers/base/native/sbin/jsvc

JSVC-JAR EAP_HOME/modules/system/layers/base/native/sbin/commons-
daemon.jar

CONF-DIR EAP_HOME/domain/configuration

LOG-DIR EAP_HOME/domain/log

Table 8.4. Jsvc File Locations for RPM Installations - Domain Mode

192



CHAPTER 8. JSVC

File Reference in Instructions File Location

EAP-HOME /usr/share/jbossas

JSVC-BIN /usr/bin/jsvc-eap6/jsvc

JSVC-JAR EAP_HOME/modules/system/layers/base/native/sbin/commons-
daemon.jar

CONF-DIR /etc/jbossas/domain

LOG-DIR /var/log/jbossas/domain

Start JBoss EAP in Domain Mode

o JSVC_BIN\
-outfile LOG_DIRJjsvc.out.log \
-errfile LOG_DIR/jsvc.err.log \
-pidfile LOG_DIR/jsvc.pid \
-user jboss \
-nodetach -D"[Process Controller]" -server -Xms64m \
-Xmx512m -XX:MaxPermSize=256m \
-Djava.net.preferlPv4Stack=true \
-Djboss.modules.system.pkgs=org.jboss.byteman \
-Djava.awt.headless=true \
-Dorg.jboss.boot.log.file=LOG _DIR/process-controller.log \
-Dlogging.configuration=file:CONF_DIR/logging.properties \
-Djboss.modules.policy-permissions \
-cp "EAP_HOME/jboss-modules.jar:JSVC_JAR"\
org.apache.commons.daemon.support.DaemonWrapper \
-start org.jooss.modules.Main -start-method main \
-mp EAP_HOME/modules org.jboss.as.process-controller \
-jposs-home EAP_HOME -jvm $JAVA_HOME/bin/java \
-mp EAP_HOME/modules --\
-Dorg.jboss.boot.log.file=LOG _DIR/host-controller.log \
-Dlogging.configuration=file:CONF_DIR/logging.properties \
-Djboss.modules.policy-permissions \
-server -Xms64m -Xmx512m -XX:MaxPermSize=256m \
-Djava.net.preferlPv4Stack=true \
-Djboss.modules.system.pkgs=org.jboss.byteman \
-Djava.awt.headless=true -- -default-jvm $JAVA HOME/bin/java

Stop JBoss EAP in Domain Mode

o JSVC_BIN\
-stop \
-outfile LOG_DIRJjsvc.out.log \
-errfile LOG_DIR/jsvc.err.log \
-pidfile LOG_DIRljsvc.pid \
-user jboss \
-nodetach -D"[Process Controller]" -server -Xms64m \
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-Xmx512m -XX:MaxPermSize=256m \
-Djava.net.preferlPv4Stack=true \
-Djboss.modules.system.pkgs=org.jboss.byteman \
-Djava.awt.headless=true \
-Dorg.jboss.boot.log.file=LOG_DIR/process-controller.log \
-Dlogging.configuration=file:CONF_DIR/logging.properties \
-Djboss.modules.policy-permissions \

-cp "EAP_HOME/jboss-modules.jar:JSVC_JAR"\
org.apache.commons.daemon.support.DaemonWrapper \
-start org.jooss.modules.Main -start-method main \

-mp EAP_HOME/modules org.jboss.as.process-controller \
-jposs-home EAP_HOME -jvm $JAVA_HOME/bin/java \
-mp EAP_HOME/modules --\
-Dorg.jboss.boot.log.file=LOG _DIR/host-controller.log \
-Dlogging.configuration=file:CONF_DIR/logging.properties \
-Djboss.modules.policy-permissions \

-server -Xms64m -Xmx512m -XX:MaxPermSize=256m \
-Djava.net.preferlPv4Stack=true \
-Djboss.modules.system.pkgs=org.jboss.byteman \
-Djava.awt.headless=true -- -default-jvm $JAVA HOME/bin/java

NOTE

If JBoss EAP 6 is terminated abnormally, such as a JVM crash, Jsvc will automatically
restart it. If JBoss EAP 6 is terminated correctly, Jsvc will also stop.

Report a bug
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CHAPTER 9. GLOBAL VALVES

9.1. ABOUT VALVES
A Valve is a Java class that gets inserted into the request processing pipeline for an application. It is
inserted in the pipeline before servlet filters. Valves can make changes to the request before passing it

on or perform other processing such as authentication or even canceling the request.

Valves can be configured at the server level or at the application level. The only difference is in how they
are configured and packaged.

® Global Valves are configured at the server level and apply to all applications deployed to the
server. Instructions to configure Global Valves are located in the Administration and
Configuration Guide for JBoss EAP.

® Valves configured at the application level are packaged with the application deployment and
only affect the specific application. Instructions to configure Valves at the application level are
located in the Development Guide for JBoss EAP.

Version 6.1.0 and later supports global valves.

Report a bug

9.2. ABOUT GLOBAL VALVES

A Global Valve is a valve that is inserted into the request processing pipeline of all deployed
applications. A valve is made global by being packaged and installed as a static module in JBoss EAP 6.
Global valves are configured in the web subsystem.

Only version 6.1.0 and later supports global valves.

For instructions on how to configure Global Valves, see Section 9.5, “Configure a Global Valve”.

Report a bug

9.3. ABOUT AUTHENTICATOR VALVES

An authenticator valve is a valve that authenticates the credentials of a request. Such valve is a sub-
class of org.apache.catalina.authenticator.AuthenticatorBase and overrides the
authenticate(Request request, Response response, LoginConfig config) method.

This can be used to implement additional authentication schemes.

Report a bug

9.4.INSTALL A GLOBAL VALVE

Global valves must be packaged and installed as static modules in JBoss EAP 6. This task shows how to
install the module.

Pre-requisities:

® The valve must already be created and packaged in a JAR file.
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o A module.xml file must already be created for the module.

Refer to Section 7.1.1, "Modules” for an example of module.xml file.

Procedure 9.1. Install a Global Module

1. Create module installation directory

A directory for the module to be installed in must be created in the modules directory of the
application server.

I EAP_HOME/modules/system/layers/base/ MODULENAME/main

I $ mkdir -P EAP_HOME/modules/system/layers/base/ MODULENAME/main

2. Copy files
Copy the JAR and module.xml files to the directory created in step 1.

$ cp MyValves.jar module.xml
EAP_HOME/modules/system/layers/base/ MODULENAME/main

The valve classes declared in the module are now available to be configured in the web subsystem.

Report a bug

9.5. CONFIGURE A GLOBAL VALVE

Global valves are enabled and configured in the web subsystem. This is done using the JBoss CLI tool.

Procedure 9.2. Configure a Global Valve

1. Enable the Valve
Use the add operation to add a new valve entry.

/subsystem=web/valve=VALVENAME:add(module="MODULENAME" class-
name="CLASSNAME")

You need to specify the following values:
o VALVENAME, the name that is used to refer to this valve in application configuration.
o MODULENAME, the module that contains the value being configured.
o CLASSNAME, the classname of the specific valve in the module.

For example:

/subsystem=web/valve=clientlimiter:add(module="clientlimitermodule",class-
name="org.jboss.samplevalves.RestrictedUserAgentsValve")

2. Optionally: Specify Parameters
If the valve has configuration parameters, specify these with the add-param operation.
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/subsystem=web/valve=VALVENAME:add-param(param-name="PARAMNAME", param-
value="PARAMVALUE")

You need to specify the following values:

o VALVENAME, the name that is used to refer to this valve in application configuration.
o PARAMNAME, the name of the parameter that is being configured for specific valve.
o PARAMVALUE, the value of the specified parameter.

For example:

/subsystem=web/valve=clientlimiter:add-param(
param-name="restrictedUserAgents",
param-value=""."MS Web Services Client Protocol.*$"

Example 9.1. Valve configuration
)

The valve is now enabled and configured for all deployed applications.

Refer to Create a Custom Valve section of the Developement Guide for more information on how to
create a custom valve.

Report a bug
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CHAPTER 10. APPLICATION DEPLOYMENT

10.1. ABOUT APPLICATION DEPLOYMENT

JBoss EAP 6 features a range of application deployment and configuration options to cater to both
administrative and development environments. For administrators, the Management Console and the
Management CLI offer the ideal graphical and command line interfaces to manage application
deployments in a production environment. For developers, the range of application deployment testing
options include a highly configurable filesystem deployment scanner, the use of an IDE such as JBoss
Developer Studio, or deployment and undeployment via Maven.

Administration

® Management Console

o Section 10.2.2, “Enable a Deployed Application Using the Management Console”

o Section 10.2.3, “Disable a Deployed Application Using the Management Console”

® Management CLI

o Section 10.3.4, "Deploy an Application in a Managed Domain Using the Management CLI"

o

Section 10.3.2, “Deploy an Application in a Standalone Server Using the Management CLI”
o Section 10.3.5, “Undeploy an Application in a Managed Domain Using the Management CLI"

o Section 10.3.3, “Undeploy an Application in a Standalone Server Using the Management
CLI"

o Section 10.3.1, “"Manage Application Deployment in the Management CLI"

Development

® Deployment Scanner

o Section 10.5.7, “Configure the Deployment Scanner”

o Section 10.5.2, “Deploy an Application to a Standalone Server Instance with the Deployment
Scanner”

o Section 10.5.3, “Undeploy an Application from a Standalone Server Instance with the
Deployment Scanner”

o Section 10.5.4, "Redeploy an Application to a Standalone Server Instance with the
Deployment Scanner”

o Section 10.5.8, “Configure the Deployment Scanner with the Management CLI"
o Section 10.5.6, "Reference for Deployment Scanner Attributes”

o Section 10.5.5, "Reference for Deployment Scanner Marker Files”

® Maven
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o Section 10.6.2, "Deploy an Application with Maven”

o Section 10.6.3, "Undeploy an Application with Maven”

NOTE

Before deploying any application, you can enable validation for deployment descriptors.
This can be done by setting the org.jboss.metadata.parser.validate system property to
true. This can be done in one of the two ways:

® While starting the server.

Example:

o For domain mode:
I ./domain.sh -Dorg.jboss.metadata.parser.validate=true

o For standalone mode:

I ./standalone.sh -Dorg.jboss.metadata.parser.validate=true

® By definingitin the server configuration.

For more information on configuring system properties using the Management
CLlI, refer Section 3.5.11, “Configure System Properties Using the Management
CLI"

Report a bug

10.2. DEPLOY WITH THE MANAGEMENT CONSOLE

10.2.1. Manage Application Deployment in the Management Console
Deploying applications via the Management Console gives you the benefit of a graphical interface that
is easy to use. You can see at a glance what applications are deployed to your server or server groups,

and you can enable, disable or delete applications from the content repository as required.

Report a bug

10.2.2. Enable a Deployed Application Using the Management Console

Prerequisites

® Section 3.3.2, “Log in to the Management Console”

® Section 3.3.8, "Add a Deployment in the Management Console”

Procedure 10.1. Enable a Deployed Application using the Management Console

® Select the Deployments tab from the top of the console.
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The deployment method for applications will differ depending on whether you are deploying to
a standalone server instance or a managed domain.

o Enable an application on a standalone server instance
The Available Deployments table shows all available application deployments and their
status.

a. To enable an application in a standalone server instance, select the application, then
click En/Disable.

RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0.GA W 3 RedHatAccess v QSearch &admin~

Home Deployments Configuration Runtime Administration

DEPLOYMENTS

Deployments

Currently deployed application components,

Fier: Add || Remave || [En/Disable) || Replace
b Logd4iDemo.war @
Deployment
2.5.5.Final-redhat-1 ~Tools / Settings

Figure 10.1. Available deployments

b. Click Confirm to confirm that the application will be enabled on the server instance.

RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0.GA W 3 Red Hat Access Q Search  &admin

Home Deployments Configuration Runtime Administration

DEPLOYMENTS

Deployments
Are you sure? %

Currently deployed application components.

Available Deployments Enable Log4jDemo.war 7
En/Disable Replace

Filter:

} LogdiDemowar @

Deployment

2.5.5 Final-redhat-1 ~Tools /Settings

Figure 10.2. Available deployments in a standalone server

o Enable an application in a managed domain
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The Content Repository tab contains an Available Deployment Content table showing all
available application deployments and their status.

a. To enable an application in a Managed Domain, select the application to be deployed.
Click Assign above the Available Deployment Content table.

RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0.GA Mlessages:4 Red HatAccess v Q. Search & admin~

Hom Deployments = Configuration  Domain  Runtime  Administration

i CONTENT REPOSITORY | SERVER GROUPS

Content Repository

The content repository contains all deployed content. Contents need to be assigned to server groups in order to become effective.

Filter: Add Remove Assign Replace

Name Runtime Mame Assignments

Log4iDermo.war Log4iDermo.war 0

1-1 of 1

Attributes Path

Name:

Runtime Name:

2.5.5.Final-redhat-1 «Tools /Settings

Figure 10.3. Available deployments in a managed domain

b. Check the boxes for each of the server groups that you want the application to be
added to and click Save to finish.

c. Select Server Groups tab to view the Server Groups table.

RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0.GA M 6 RedHatAccess v QSearch &admin~

Home Deployments Configuration Domain Runtime Administration

CONTENT REPOSITORY SERVER GROUPS

Server Groups

Please chose an entry for specific settings.

Server Group Profile Option
main-server-group full View ¥
other-server-group full-ha View »
1-20f2
2.5.5.Final-redhat-1 «Tools /& Settings

Figure 10.4. Confirmation of application deployment to server groups
d. If your application is not already enabled, you can enable it now by clicking on View and

then clicking on the En/Disable button. Click Confirm to confirm that the application
will be enabled on the server instance.
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Result

The application is enabled on the relevant server or server group.

Report a bug

10.2.3. Disable a Deployed Application Using the Management Console

Prerequisites

® Section 3.3.2, “Log in to the Management Console”
® Section 3.3.8, "Add a Deployment in the Management Console”

® Section 10.2.2, “Enable a Deployed Application Using the Management Console”

Procedure 10.2. Disable a Deployed Application using the Management Console

® Select the Deployment tab from the top of the console.

The method used to disable an application will differ depending on whether you are deploying to
a standalone server instance or a managed domain.

o Disable a deployed application on a Standalone server instance

The Available Deployments table shows all available application deployments and their
status.

RED HAT JBOSS  ENTERPRISE APPLICATION PLATFORM 6.4.0.GA ] :2  RedHatAccess ~  QSearch  &admin ~

Home Deployments Configuration Runtime Administration

DEPLOYMENTS

Deployments
Currently deployed application components.
Filter: Add Remove En/Disable Replace
b LogdiDemo.war Ld
Deployment
2.5.5.Final-redhat-1 «Tools & Settings

Figure 10.5. Available deployments

a. Select the application to be disabled. Click En/Disable to disable the selected
application.

b. Click Confirm to confirm that the application will be disabled on the server instance.

o Disable a deployed application on a managed domain
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The Deployments screen contains a Content Repository tab. The Available Deployment
Content table shows all available application deployments and their status.

a. Select the Server Groups tab to view the server groups.

RED HAT'JBOSS  ENTERPRISE APPLICATION PLATFORM 6.4.0.GA M ges:5  Red HatAccess v QSearch  &admin

Home Deployments Configuration Domain Runtime Administration

CONTENT REPOSITORY SERVER GROUPS

Server Groups

Please chose an entry for specific settings.
Server Group Profile Option
main-server-group full View ¥
other-server-group full-ha View »

1-20f2

— «Tools F Settings
wascriptivoid(0)

Figure 10.6. Server group deployments

b. Select the name of the server group in the Server Group table to undeploy an
application from. Click View to see the applications.

c. Select the application and click En/Disable to disable the application for the selected
server.

d. Click Confirm to confirm that the application will be disabled on the server instance.

e. Repeat as required for other server groups. The application status is confirmed for each
server group in the Group Deployments table for that server group.

The application is disabled from the relevant server or server group.

Report a bug

10.2.4. Undeploy an Application Using the Management Console

Prerequisites

Section 3.3.2, “Log in to the Management Console”
Section 3.3.8, "Add a Deployment in the Management Console”
Section 10.2.2, “Enable a Deployed Application Using the Management Console”

Section 10.2.3, “Disable a Deployed Application Using the Management Console”

Procedure 10.3. Undeploy an Application Using the Management Console
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® Select the Deployments tab from the top of the console.

The method used to undeploy an application will differ depending on whether you are
undeploying from a standalone server instance or a managed domain.

o Undeploy a deployed application from a Standalone server instance
The Available Deployments table shows all available application deployments and their
status.

RED HAT JBOSS  ENTERPRISE APPLICATION PLATFORM 6.4.0.GA Messages: 0 Red Hat Access v Q. Search & admin v

Home Deployments Configuration Runtime Administration

DEPLOYMENTS

Deployments

Currently deployed application cornponents.

Fiter Add En/Disable | Replace
b LogdiDemo.war Ld
Deployment

«~Tools  #Settings

Figure 10.7. Available deployments

a. Select the application to be undeployed. Click Remove to undeploy the selected
application.

b. Click Confirm to confirm that the application will be undeployed on the server instance.

o Undeploy a deployed application from a managed domain
The Deployments screen contains a Content Repository tab. The Available Deployment
Content table shows all available application deployments and their status.

a. Select the Server Groups tab to view the server groups and the status of their
deployed applications.
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RED HAT'JBOSS ENTERPRISE APPLICATION PLATFORM 6.4.0.GA M 15 Red HatAccess v QSearch  &admin

Home Deployments Configuration Domain Runtime Administration

CONTENT REPOSITORY SERVER GROUPS

Server Groups

Please chose an entry for specific settings.
Server Group Profile Option
main-server-group full View ¥
other-server-group full-ha View »

1-20f2

— «Tools F Settings
wascriptivoid(0)

Figure 10.8. Server group deployments

b. Select the name of the server group in the Server Group table to undeploy an
application from. Click View to see the applications.

c. Select the application and click Remove to undeploy the application for the selected
server.

d. Click Confirm to confirm that the application will be undeployed on the server instance.

e. Repeat as required for other server groups. The application status is confirmed for each
server group in the Group Deployments table for that server group.

Result

The application is undeployed from the relevant server or server group. On a standalone instance the
deployment content is also removed. On a managed domain, the deployment content remains in the
content repository and is only undeployed from the server group.

Report a bug

10.3. DEPLOY WITH THE MANAGEMENT CLI

10.3.1. Manage Application Deployment in the Management CLI

Deploying applications via the Management CLI gives you the benefit of single command line interface
with the ability to create and run deployment scripts. You can use this scripting ability to configure
specific application deployment and management scenarios. You can manage the deployment status of
a single server in the case of a standalone instance, or an entire network of servers in the case of a
managed domain.

Report a bug

10.3.2. Deploy an Application in a Standalone Server Using the Management CLI
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Prerequisites

® Section 3.4.2, "Launch the Management CLI”

® Section 3.4.4, “Connect to a Managed Server Instance Using the Management CLI”

Procedure 10.4. Deploy an Application in a Standalone Server

® Run thedeploy command
From the Management CLI, enter the deploy command with the path to the application
deployment.

Example 10.1. The Deploy command

I [standalone@localhost:9999 /] deploy /path/to/test-application.war

Note that a successful deploy does not produce any output to the CLI.

Result

The specified application is now deployed in the standalone server.

Report a bug
10.3.3. Undeploy an Application in a Standalone Server Using the Management CLI

Prerequisites

® Section 3.4.2, “Launch the Management CLI"
® Section 3.4.4, "Connect to a Managed Server Instance Using the Management CLI"

® Section 10.3.2, “Deploy an Application in a Standalone Server Using the Management CLI”

Procedure 10.5. Undeploy an Application in a Standalone Server

By default the undeploy command will undeploy and delete the deployment content from a standalone
instance of JBoss EAP. To retain the deployment content, add the parameter --keep-content.

® Run theundeploy command
To undeploy the application and delete the deployment content, enter the Management CLI
undeploy command with the filename of the application deployment.

I [standalone@localhost:9999 /] undeploy test-application.war

To undeploy the application, but retain the deployment content, enter the Management CLI
undeploy command with the filename of the application deployment and the parameter --
keep-content.

I [standalone@localhost:9999 /] undeploy test-application.war --keep-content

Result
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The specified application is now undeployed. Note that the undeploy command does not produce any
output to the Management CLI if it is successful.

Report a bug

10.3.4. Deploy an Application in a Managed Domain Using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

® Section 3.4.4, "Connect to a Managed Server Instance Using the Management CLI"

Procedure 10.6. Deploy an Application in a Managed Domain

® Run thedeploy command
From the Management CLI, enter the deploy command with the path to the application
deployment. Include the --all-server-groups parameter to deploy to all server groups.

I [domain@localhost:9999 /] deploy /path/to/test-application.war --all-server-groups

o Alternatively, define specific server groups for the deployment with the --server-groups
parameter.

[domain@localhost:9999 /] deploy /path/to/test-application.war --server-
groups=server_group_1,server_group_2

Note that a successful deploy does not produce any output to the CLI.

Result

The specified application is now deployed to a server group in your managed domain.

Report a bug

10.3.5. Undeploy an Application in a Managed Domain Using the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”
® Section 3.4.4, "Connect to a Managed Server Instance Using the Management CLI"

® Section 10.3.4, "Deploy an Application in a Managed Domain Using the Management CLI"

Procedure 10.7. Undeploy an Application in a Managed Domain

® Run theundeploy command
From the Management CLI, enter the undeploy command with the filename of the application
deployment. The application can be undeployed from any server group that it was originally
deployed to with the addition of the --all-relevant-server-groups parameter.

I [domain@localhost:9999 /] undeploy test-application.war --all-relevant-server-groups
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Note that a successful undeploy does not produce any output to the CLI.

Result

The specified application is now undeployed.

Report a bug

10.4. DEPLOY WITH THE HTTP API

10.4.1. Deploy an application using the HTTP API

Summary

Applications can be deployed via the HTTP API using the following instructions.

Prerequisites

® Add the user for the management interfaces. For information on creating the initial
administrative user for the remote management interfaces, refer Section 4.2.1, "Add the User
for the Management Interfaces”

Procedure 10.8. Deploy an application using HTTP API

® Use either the deploy or undeploy command relevant to your requirements.

Example 10.2. Deploy and undeploy command
Deploy
curl --digest -L -D - http:/<host>:<port>/management --header "Content-Type:

application/json" -d '{"operation” : "composite”, "address" : [], "steps" : [{"operation” : "add",
"address" : {"deployment" : "<runtime-name>"}, "content" : [{"url" : "file:<path-to-

archive>}|},{"operation" : "deploy", "address" : {"deployment" : "<runtime-
name>"}}],"json.pretty":1}' -u <user>:<pass>

Example:

curl --digest -L -D - http:/localhost:9990/management --header "Content-Type:
application/json” -d '{"operation” : "composite”, "address" : [], "steps" : [{"operation” : "add",
"address" : {"deployment" : "example.war"}, "content” : [{"url" :

"file:/home/$user/example.war"}]},{"operation” : "deploy", "address" : {"deployment" :
"example.war"}}],"json.pretty":1}' -u user:password

Undeploy

curl --digest -L -D - http:/<host>:<port>/management --header "Content-Type:
application/json" -d '{"operation” : "composite”, "address" : [], "steps" : [{"operation” :
"undeploy”, "address" : {"deployment" : "<runtime-name>"}},{"operation” : "remove",

"address" : {"deployment" : "<runtime-name>"}}],"json.pretty":1}' -u <user>:<pass>
Example:

curl --digest -L -D - http:/localhost:9990/management --header "Content-Type:
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application/json" -d '{"operation” : "composite”, "address" : [], "steps" : [{"operation” :

"undeploy”, "address" : {"deployment" : "example.war"}},{"operation" : "remove”, "address"”
:{"deployment" : "example.war"}}],"json.pretty":1}" -u user:password

NOTE

To know more about programmatically generating the JSON requests, refer
https://access.redhat.com/solutions/82463.

Report a bug

10.5. DEPLOY WITH THE DEPLOYMENT SCANNER

10.5.1. Manage Application Deployment in the Deployment Scanner

Deploying applications to a standalone server instance via the deployment scanner allows you to build
and test applications in a manner suited for rapid development cycles. You can configure the
deployment scanner to suit your needs for deployment frequency and behavior for a variety of
application types.

Report a bug

10.5.2. Deploy an Application to a Standalone Server Instance with the Deployment
Scanner

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6"

Summary

This task shows a method for deploying applications to a standalone server instance with the
deployment scanner. As indicated in the Section 10.1, “About Application Deployment” topic, this
method is retained for the convenience of developers, where the Management Console and
Management CLI methods are recommended for application management under production
environments.

Procedure 10.9. Use the Deployment Scanner to Deploy Applications

1. Copy content to the deployment folder
Copy the application file to the deployment folder found at
EAP_HOME/standalone/deployments/.

2. Deployment scanning modes
There are two application deployment methods. You can choose between automatic and manual
deployment scanner modes. Before starting either of the deployment methods, read
Section 10.5.8, “Configure the Deployment Scanner with the Management CLI".

o Automatic deployment
The deployment scanner picks up a change to the state of the folder and creates a marker

file as defined in Section 10.5.8, “Configure the Deployment Scanner with the Management
CLI".
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o Manual deployment
The deployment scanner requires a marker file to trigger the deployment process. The
following example uses the Unix touch command to create a new .dodeploy file.

Example 10.3. Deploy with thetouch command

[user@host bin]$ touch
$EAP_HOME/standalone/deployments/example.war.dodeploy

Result

The application file is deployed to the application server. A marker file is created in the deployment
folder to indicate the successful deployment, and the application is flagged as Enabled in the
Management Console.

Example 10.4. Deployment folder contents after deployment

example.war
example.war.deployed

Report a bug

10.5.3. Undeploy an Application from a Standalone Server Instance with the
Deployment Scanner

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6"

® Section 10.5.2, “Deploy an Application to a Standalone Server Instance with the Deployment
Scanner”

Summary

This task shows a method for undeploying applications from a standalone server instance that have
been deployed with the deployment scanner. As indicated in the Section 10.1, “About Application
Deployment” topic, this method is retained for the convenience of developers, where the Management
Console and Management CLI methods are recommended for application management under
production environments.

NOTE

The deployment scanner should not be used in conjunction with other deployment
methods for application management. Applications removed from the application server
by the management console will be removed from the runtime without affecting the
marker files or application contained in the deployment directory. To minimize the risk of
accidental redployment or other errors, use the Management CLI and Management
Console for administration in production environments.

Procedure 10.10. Undeploy an Application using one of these Methods
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® Undeploy the application
There are two methods to undeploy the application depending on whether you want to delete
the application from the deployment folder or only alter its deployment status.

o Undeploy by deleting the marker file
Delete the deployed application's example.war.deployed marker file to trigger the
deployment scanner to begin undeploying the application from the runtime.

Result

The deployment scanner undeploys the application and creates a
example.war.undeployed marker file. The application remains in the deployment folder.

o Undeploy by removing the application

NOTE

Undeploying an exploded WAR file using this method is not valid. Only
undeployment by removing the marker file is valid. Attempting to undeploy
an exploded WAR file will result in a message like the following message
being logged.

WARN [org.jboss.as.server.deployment.scanner] (DeploymentScanner-
threads - 2) JBAS015006: The deployment scanner found that the content
for exploded deployment EXAMPLE.war has been deleted, but auto-
deploy/undeploy for exploded deployments is not enabled and the
EXAMPLE.war.deployed marker file for this deployment has not been
removed. As a result, the deployment is not being undeployed, but
resources needed by the deployment may have been deleted and
application errors may occur. Deleting the EXAMPLE.war.deployed
marker file to trigger undeploy is recommended.

Remove the application from the deployment directory to trigger the deployment scanner
to begin undeploying the application from the runtime.

Result

The deployment scanner undeploys the application and creates a
filename.filetype.undeployed marker file. The application is not present in the
deployment folder.

Result

The application file is undeployed from the application server and is not visible in the Deployments
screen of the Management Console.

Report a bug

10.5.4. Redeploy an Application to a Standalone Server Instance with the
Deployment Scanner

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6"
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® Section 10.5.2, “Deploy an Application to a Standalone Server Instance with the Deployment

Summary

Scanner”

This task shows a method for redeploying applications to a standalone server instance that have been
deployed with the deployment scanner. As indicated in the Section 10.1, “About Application Deployment”
topic, this method is retained for the convenience of developers, where the Management Console and
Management CLI methods are recommended for application management under production
environments.

Procedure 10.11. Redeploy an Application to a Standalone Server

® Redeploy the application

Result

There are three possible methods to redeploy an application deployed with the deployment
scanner. These methods trigger the deployment scanner to initiate a deployment cycle, and can
be chosen to suit personal preference.

o Redeploy by altering the marker file

Trigger the deployment scanner redeployment by altering the marker file's access and
modification timestamp. In the following Linux example, a Unix touch command is used.

Example 10.5. Redeploy with the Unixtouch command

I [user@host bin]$ touch EAP_HOME/standalone/deployments/example.war.dodeploy

Result

The deployment scanner detects a change in the marker file and redeploys the application.
A new .deployed file marker replaces the previous.

Redeploy by creating a new.dodeploy marker file

Trigger the deployment scanner redeployment by creating a new .dodeploy marker file.
Refer to the manual deployment instructions in Section 10.5.2, “Deploy an Application to a
Standalone Server Instance with the Deployment Scanner”.

Redeploy by deleting the marker file

As described in Section 10.5.5, “Reference for Deployment Scanner Marker Files”, deleting a
deployed application's .deployed marker file will trigger an undeployment and create an
.undeployed marker. Deleting the undeployment marker will trigger the deployment cycle
again. Refer to Section 10.5.3, “Undeploy an Application from a Standalone Server Instance
with the Deployment Scanner” for further information.

The application file is redeployed.

Report a bug

10.5.5. Reference for Deployment Scanner Marker Files

Marker files

Marker files are a part of the deployment scanner subsystem. These files mark the status of an
application within the deployment directory of the standalone server instance. A marker file has the
same name as the application, with the file suffix indicating the state of the application's deployment.
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The following table defines the types and responses for each marker file.

Example 10.6. Marker file example

The following example shows the marker file for a successfully deployed instance of an application
called testapplication.war.

I testapplication.war.deployed

Table 10.1. Marker filetype definitions

Filename Suffix Origin Description

.dodeploy User generated Indicates that the content should be deployed or redeployed
into the runtime.

.skipdeploy User generated Disables auto-deploy of an application while present. Useful as a
method of temporarily blocking the auto-deployment of
exploded content, preventing the risk of incomplete content
edits pushing live. Can be used with zipped content, although
the scanner detects in-progress changes to zipped content and
waits until completion.

.isdeploying System generated  Indicates the initiation of deployment. The marker file will be
deleted when the deployment process completes.

.deployed System generated Indicates that the content has been deployed. The content will
be undeployed if this file is deleted.

failed System generated Indicates deployment failure. The marker file contains
information about the cause of failure. If the marker file is
deleted, the content will be visible to the auto-deployment
again.

.isundeploying System generated  Indicates a response to a .deployed file deletion. The content
will be undeployed and the marker will be automatically deleted
upon completion.

.undeployed System generated Indicates that the content has been undeployed. Deletion of the
marker file has no impact to content redeployment.

.pending System generated Indicates that deployment instructions will be sent to the server
pending resolution of a detected issue. This marker serves as a
global deployment road-block. The scanner will not instruct the
server to deploy or undeploy any other content while this
condition exists.

Report a bug
10.5.6. Reference for Deployment Scanner Attributes
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The deployment scanner contains the following attributes that are exposed to the Management CLI and
able to be configured using the write-attribute operation. For more information on configuration
options, refer to the topic Section 10.5.8, “Configure the Deployment Scanner with the Management
CLI".

Table 10.2. Deployment Scanner Attributes

Description Default

Value

auto-deploy-exploded Allows the automatic deployment of Boolean False
exploded content without requiring a

.dodeploy marker file. Recommended for

only basic development scenarios to prevent

exploded application deployment from

occurring during changes by the developer

or operating system.

auto-deploy-xml Allows the automatic deployment of XML Boolean True
content without requiring a .dodeploy

marker file.

auto-deploy-zipped Allows the automatic deployment of zipped Boolean True
content without requiring a .dodeploy

marker file.

deployment-timeout The time value in seconds for the Long 600
deployment scanner to allow a deployment

attempt before being cancelled.

path Defines the actual filesystem path to be String deployment
scanned. If the relative-to attribute is s
specified, the path value acts as a relative
addition to that directory or path.

relative-to Reference to a filesystem path defined in String jboss.server
the paths section of the server .base.dir
configuration XML file.

scan-enabled Allows the automatic scanning for Boolean True
applications by scan-interval and at
startup.

scan-interval The time interval in milliseconds between Int 5000

scans of the repository. A value of less than 1
restricts the scanner to operate only at
startup.

Report a bug

10.5.7. Configure the Deployment Scanner
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The deployment scanner can be configured using the Management Console or the Management CLI.
You can create a new deployment scanner or manage the existing scanner attributes. These include the
scanning interval, the location of the deployment folder, and the application file types that will trigger a
deployment.

Report a bug

10.5.8. Configure the Deployment Scanner with the Management CLI

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Summary

While there are multiple methods of configuring the deployment scanner, the Management CLI can be
used to expose and modify the attributes by use of batch scripts or in real time. You can modify the
behavior of the deployment scanner by use of the read-attribute and write-attribute global command
line operations. Further information about the deployment scanner attributes are defined in the topic
Section 10.5.6, “Reference for Deployment Scanner Attributes”.

The deployment scanner is a subsystem of JBoss EAP 6, and can be viewed in the standalone.xml.

<deployment-scanner path="deployments" relative-to="jboss.server.base.dir" scan-
interval="5000"/>

<subsystem xmlns="urn:jpboss:domain:deployment-scanner:1.1">
</subsystem>

‘ Example 10.7. Excerpt from standalone.xml

Procedure 10.12. Configure the Deployment Scanner

1. Determine the deployment scanner attributes to configure
Configuring the deployment scanner via the Management CLI requires that you first expose the
correct attribute names. You can do this with the read-resources operation at either the root
node, or by using the cd command to change into the subsystem child node. You can also
display the attributes with the Is command at this level.

o Expose the deployment scanner attributes with theread-resource operation
Use the read-resource operation to expose the attributes defined by the default
deployment scanner resource.

[standalone@localhost:9999 /]/subsystem=deployment-
scanner/scanner=default:read-resource
{
"outcome" => "success",
"result" => {
"auto-deploy-exploded" => false,
"auto-deploy-xml" => true,
"auto-deploy-zipped" => true,

Example 10.8. Sample read-resource output
"deployment-timeout” => 600,
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"path" => "deployments”,

"relative-to" => "jboss.server.base.dir",
"scan-enabled" => true,
"scan-interval" => 5000

}
}

o Expose the deployment scanner attributes with thels command
Use the Is command with the -l optional argument to display a table of results that include
the subsystem node attributes, values, and type. You can learn more about the Is command
and its arguments by exposing the CLI help entry by typing Is --help. For more information
about the help menu in the Management CLI, refer to the topic Section 3.4.5, “Obtain Help
with the Management CLI".

| Example 10.9. Samplels -l output

[standalone@localhost:9999 /] Is -l /subsystem=deployment-scanner/scanner=default
ATTRIBUTE VALUE TYPE

auto-deploy-exploded false BOOLEAN

auto-deploy-xml  true BOOLEAN

auto-deploy-zipped true BOOLEAN

deployment-timeout 600 LONG

path deployments STRING

relative-to jooss.server.base.dir STRING

scan-enabled true BOOLEAN

scan-interval 5000 INT

2. Configure the deployment scanner with thewrite-attribute operation
Once you have determined the name of the attribute to modify, use the write-attribute to
specify the attribute name and the new value to write to it. The following examples are all run at
the child node level, which can be accessed by using the ed command and tab completion to
expose and change into the default scanner node.

I [standalone@localhost:9999 /] cd subsystem=deployment-scanner/scanner=default

a. Enable automatic deployment of exploded content
Use the write-attribute operation to enable the automatic deployment of exploded
application content.

[standalone@localhost:9999 scanner=default] :write-attribute(name=auto-deploy-
exploded,value=true)
{"outcome" => "success"}

b. Disable the automatic deployment of XML content
Use the write-attribute operation to disable the automatic deployment of XML application
content.

[standalone@localhost:9999 scanner=default] :write-attribute(name=auto-deploy-
xml,value=false)
{"outcome" => "success"}
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. Disable the automatic deployment of zipped content
Use the write-attribute command to disable the automatic deployment of zipped
application content.

[standalone@localhost:9999 scanner=default] :write-attribute(name=auto-deploy-
zipped,value=false)
{"outcome" => "success"}

. Configure the path attribute

Use the write-attribute operation to modify the path attribute, substituting the example
newpathname value for the new path name for the deployment scanner to monitor. Note
that the server will require a reload to take effect.

[standalone@localhost:9999 scanner=default] :write-
attribute(name=path,value=newpathname)
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

. Configure the relative path attribute

Use the write-attribute operation to modify the relative reference to the filesystem path
defined in the paths section of the configuration XML file. Note that the server will require a
reload to take effect.

[standalone@localhost:9999 scanner=default] :write-attribute(name=relative-
to,value=new.relative.dir)
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"
}
}

. Disable the deployment scanner
Use the write-attribute operation to disable the deployment scanner by setting the scan-
enabled value to false.

[standalone@localhost:9999 scanner=default] :write-attribute(name=scan-
enabled,value=false)
{"outcome" => "success"}

. Change the scan interval
Use the write-attribute operation to modify the scan interval time from 5000 milliseconds
to 10000 milliseconds.

[standalone@localhost:9999 scanner=default] :write-attribute(name=scan-
interval,value=10000)
{"outcome" => "success"}
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Result

Your configuration changes are saved to the deployment scanner.

Report a bug
10.5.9. Define a Custom Deployment Scanner

Prerequisites

® Section 3.4.2, "Launch the Management CLI”

Summary

A new deployment scanner can be added using the Management Console or the Management CLI. This
will define a new directory to scan for deployments. The default deployment scanner monitors
EAP_HOME/standalone/deployments/. See Section 10.5.8, “Configure the Deployment Scanner with
the Management CLI" for details on configuring an existing deployment scanner.

Procedure 10.13. Define a Custom Deployment Scanner with the Management CLI

1. Add a deployment scanner using the Management CLI add operation:

[standalone@localhost:9999 /] /subsystem=deployment-scanner/scanner=new-
scanner:add(path=new_deployment_dir,relative-to=jboss.server.base.dir,scan-interval=5000)
{"outcome" => "success"}

NOTE

The specified directory must already exist or this command will fail with an error.

2. The new deployment scanner is now visible in the standalone.xml file and management
interfaces.

| Example 10.10. Excerpt from standalone.xml

<deployment-scanner path="deployments" relative-to="jboss.server.base.dir" scan-
interval="5000"/>

<deployment-scanner name="new-scanner" path="new_deployment_dir" relative-
to="jboss.server.base.dir" scan-interval="5000"/>

<subsystem xmlns="urn:jposs:domain:deployment-scanner:1.1">
</subsystem>

3. The specified directory will now be scanned for deployments. See Section 10.5.2, “Deploy an
Application to a Standalone Server Instance with the Deployment Scanner” for details on
deploying an application with the deployment scanner.

Result

A new deployment scanner has been defined and is monitoring for deployments.

Report a bug

10.6. DEPLOY WITH MAVEN
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10.6.1. Manage Application Deployment with Maven

Deploying applications via Maven allows you to incorporate a deployment cycle as part of your existing
development workflow.

Report a bug

10.6.2. Deploy an Application with Maven

Prerequisites
® Section 2.2.1, “Start JBoss EAP 6

Summary

This task shows a method for deploying applications with Maven. The example provided uses the jboss-
helloworld.war application found in the JBoss EAP 6 Quickstarts collection. The helloworld project
contains a POM file which initializes the jboss-as-maven-plugin. This plug-in provides simple
operations to deploy and undeploy applications to and from the application server.

Procedure 10.14. Deploy an application with Maven

1. Open a terminal session and navigate to the directory containing the quickstart examples.

Example 10.11. Change into the helloworld application directory

I [localhost]$ cd /QUICKSTART_HOME/helloworld
2. Run the Maven deploy command to deploy the application. If the application is already running,
it will be redeployed.
I [localhost]$ mvn package jboss-as:deploy

3. View the results.

o The deployment can be confirmed by viewing the operation logs in the terminal window.

[INFO]
[INFO] Total time: 32.629s

[INFQO] Finished at: Fri Mar 14 09:09:50 EDT 2014
[INFO] Final Memory: 23M/204M

[INFO]

Example 10.12. Maven confirmation for helloworld application
[INFQO]
[INFO] BUILD SUCCESS

o The deployment can also be confirmed in the status stream of the active application server
instance.
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Result

Example 10.13. Application server confirmation for helloworld application

09:09:49,167 INFO [org.jboss.as.repository] (management-handler-thread - 1)
JBAS014900: Content added at location
/home/username/EAP_HOME/standalone/data/content/32/4b4ef9adbbe7206d3674a89
807203a2092fc70/content

09:09:49,175 INFO [org.jboss.as.server.deployment] (MSC service thread 1-7)
JBAS015876: Starting deployment of "jboss-helloworld.war" (runtime-name: "jboss-
helloworld.war")

09:09:49,563 INFO [org.jboss.weld.deployer] (MSC service thread 1-8) JBAS016002:
Processing weld deployment jboss-helloworld.war

09:09:49,611 INFO [org.jboss.weld.deployer] (MSC service thread 1-1) JBAS016005:
Starting Services for CDI deployment: jboss-helloworld.war

09:09:49,680 INFO [org.jboss.weld.Version] (MSC service thread 1-1) WELD-000900
1.1.17 (redhat)

09:09:49,705 INFO [org.jboss.weld.deployer] (MSC service thread 1-2) JBAS016008:
Starting weld service for deployment jooss-helloworld.war

09:09:50,080 INFO [org.jboss.web] (ServerService Thread Pool -- 55) JBAS018210:
Register web context: /jboss-helloworld

09:09:50,425 INFO [org.jboss.as.server] (management-handler-thread - 1)
JBAS018559: Deployed "jboss-helloworld.war" (runtime-name : "jboss-
helloworld.war")

The application is deployed to the application server.

Report a bug

10.6.3. Undeploy an Application with Maven

Prerequisites

® Section 2.2.1, “Start JBoss EAP 6"

Summary

This task shows a method for undeploying applications with Maven. The example provided uses the
jboss-helloworld.war application found in the JBoss EAP 6 Quickstarts collection. The helloworld
project contains a POM file which initializes the jboss-as-maven-plugin. This plug-in provides simple
operations to deploy and undeploy applications to and from the application server.

Procedure 10.15. Undeploy an Application with Maven

1. Open a terminal session and navigate to the directory containing the quickstart examples.

Example 10.14. Change into the helloworld application directory

I [localhost]$ cd /QUICKSTART_HOME/helloworld

2. Run the Maven undeploy command to undeploy the application.
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I [localhost]$ mvn jboss-as:undeploy

3. View the results.

o The undeployment can be confirmed by viewing the operation logs in the terminal window.

[INFO] -
[INFO] BUILD SUCCESSFUL

[INFO] -
[INFO] Total time: 1 second

[INFO] Finished at: Mon Oct 10 17:33:02 EST 2011

[INFO] Final Memory: 11M/212M

[INFO] -

| Example 10.15. Maven confirmation for undeploy of helloworld application

o The undeployment can also be confirmed in the status stream of the active application
server instance.

Result

09:51:40,512 INFO [org.jboss.web] (ServerService Thread Pool -- 69) JBAS018224:
Unregister web context: /jboss-helloworld

09:51:40,522 INFO [org.jboss.weld.deployer] (MSC service thread 1-3) JBAS016009:
Stopping weld service for deployment jboss-helloworld.war

09:51:40,536 INFO [org.jboss.as.server.deployment] (MSC service thread 1-1)
JBAS015877: Stopped deployment jboss-helloworld.war (runtime-name: jboss-
helloworld.war) in 27ms

09:51:40,621 INFO [org.jboss.as.repository] (management-handler-thread - 10)
JBAS014901: Content removed from location /home/username/EAP_HOME/jboss-
eap-
6.4/standalone/data/content/44/e1f3c55¢84b777b0fc201d69451223c09c9da5/content
09:51:40,621 INFO [org.jboss.as.server] (management-handler-thread - 10)
JBAS018558: Undeployed "jboss-helloworld.war" (runtime-name: "jboss-
helloworld.war")

Example 10.16. Application server confirmation for undeploy of helloworld
application

The application is undeployed from the application server.

Report a bug

10.7. CONTROL THE ORDER OF DEPLOYED APPLICATIONS ON
JBOSS EAP 6

JBoss EAP 6 offers fine grained control over the order of deployment of applications when the server is
started. Strict order of deployment of applications present in multiple ear files can be enabled along with
persistence of the order after a restart.

Procedure 10.16. Control the order of deployment in EAP 6.0
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1. Create CLI scripts that will deploy and undeploy the applications in sequential order when the
server is started/stopped.

2. CLlalso supports the concept of batch mode which allows you to group commands and
operations and execute them together as an atomic unit. If at least one of the commands or

operations fails, all the other successfully executed commands and operations in the batch are
rolled back.

Procedure 10.17. Control the order of deployment in EAP 6.1and later

From EAP 6.1 onward, Inter Deployment Dependencies allows you to declare dependencies between top
level deployments.

1. Create (if it doesn't exist) a jboss-all.xml file in the app.ear/META-INF folder, where app.ear is
the application archive that depends on another application archive to be deployed before it is.

2. Make a jboss-deployment-dependencies entry in this file as shown below. Note that in the
listing below, framework.ear is the dependency application archive that should be deployed
before app.ear application archive is.

<jboss umins="urn:jboss:1.0">
<jboss-deployment-dependencies xmins="urn:jboss:deployment-dependencies:1.0">
<dependency name="framework.ear" />
</jboss-deployment-dependencies>
</jboss>

NOTE

You can use the deployment's runtime name as the dependency name in the
jboss-all.xml file.

IMPORTANT

Although the jboss-all.xml file allows you to declare dependencies that the
server does not otherwise detect, it is not a strict ordering feature. JBoss EAP
assumes that all dependencies specified in the jboss-all.xml file have already
been deployed or are available. If there are missing dependencies, JBoss EAP
does not automatically deploy them, and the deployment fails.

Report a bug

10.8. DEFINE A CUSTOM DIRECTORY FOR DEPLOYED CONTENT

JBoss EAP provides the option to define the location that the server will use for storing deployed
content.

Define a Custom Directory for Deployed Content in Standalone Mode

By default, deployed content in Standalone Mode is stored in the
EAP_HOME/standalone/data/content directory.

® This location can be changed by passing in the -Djboss.server.deploy.dir argument when
starting the server:
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I ./standalone.sh -Djboss.server.deploy.dir=/path/to/new_deployed_content

® The chosen location should be unique among JBoss EAP instances.

NOTE

jboss.server.deploy.dir specifies the directory used for storing content that has been
deployed via the Management Console or Management CLI. For defining a custom
deployments directory to be monitored by the deployment scanner, see Section 10.5.9,
"Define a Custom Deployment Scanner”.

Define a Custom Directory for Deployed Content in Domain Mode

By default, deployed content in Domain Mode is stored in the EAP_HOME/domain/data/content
directory.

® This location can be changed by passing in the -Djboss.domain.deployment.dir argument
when starting the domain:

I ./domain.sh -Djboss.domain.deployment.dir=/path/to/new_deployed_content

® The chosen location should be unique among JBoss EAP instances.

Report a bug

10.9. DEPLOYMENT DESCRIPTOR OVERRIDES
From JBoss EAP 6.1 onward you can override deployment descriptors, JARs, classes, JSP pages, and
other files at runtime. A deployment overlay represents a ruleset of files that must be overridden in the

archive. It also provides links to the new files that must be used instead of the overridden ones. If the file
being overridden is not present in the deployment archive, it will be added back to the deployment.

Procedure 10.18. Override the deployment descriptor using the Management CLI

The following steps assume that you already have a deployed application called app.war and you wish to
override its WEB-INF/web.xml file with another web.xml file located in /home/user/web.xml.

1. Add a deployment overlay and add content to it. You can achieve this in the following two ways:

o Using DMR tree

a. I /deployment-overlay=myoverlay:add

b. /deployment-overlay=myoverlay/content=WEB-INF\Vweb.xml:add(content=
{url=file:///home/user/web.xml})

You can also add more content rules using the second statement.

o Using convenience methods

deployment-overlay add --name=myoverlay --content=WEB-
INF/web.xml=/home/user/web.xml
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2. Link the overlay to a deployment archive. You can achieve this in the following two ways:

o Using DMR tree
I /deployment-overlay=myoverlay/deployment=app.war:add

o Using convenience methods

I deployment-overlay link --name=myoverlay --deployments=app.war

To specify multiple archive names, separate them by commas.

Note that the deployment archive name need not exist on the server. You are specifying the
name, but not yet linking it to an actual deployment.

3. Redeploy the application
I /deployment=app.war:redeploy

Report a bug

10.10. ROLLOUT PLAN

10.10.1. Rollout Plans

Operations targeted at domain or host level resources can potentially impact multiple servers. Such
operations can include a roll out plan detailing the sequence in which the operation would be applied to
the servers, as well as the policies for detailing whether the operation could be reverted if it fails to
execute successfully on some servers.

server_group_list := server_group [ (sequence_separator | concurrent_separator) server_group ]
sequence_separator :=",'

concurrent_separator := "

server_group := server_group_name [group_policy_list]

group_policy_list :="'(" policy_property _name=policy_property value (,

policy_property _name=policy_property_value)* ')’

Example 10.17. CLI format of a rollout plan

rollout (id=plan_id | server_group_list) [rollback-across-groups]

policy_property_name := 'rolling-to-servers' | 'max-failed-servers' | 'max-failure-percentage’
The value of policy_property_value depends on the property. It can be a boolean, an integer, etc.

Rollout plans can potentially be long and complex. There is a possibility, though, to store them as a part
of the domain management model and then later be referenced from commands and operations using
their name (or ID in the definition above). Stored rollout plans are managed using the rollout-plan
command.

Example 10.18. Rollout plan managed with therollout-plan command
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rollout-plan add --name=my-plan --content={rollout main-server-group”other-server-group}
:write-attribute(name=my-attr,value=my-value){rollout id=my-plan}

Example 10.19. Using a stored rollout plan

rollout-plan add --name=my-plan --content={rollout main-server-group”other-server-group}
:write-attribute(name=my-attr,value=my-value){rollout id=my-plan}

Report a bug

10.10.2. Operations with a Rollout Plan

The structure is of rollout-plan within an operation is as follows:

{

"operation" => "write-core-threads",
"address" => [
("profile" => "production”),
("subsystem" => "threads"),
("bounded-queue-thread-pool" => "pool1")
1,
"count" => 0,
"per-cpu” => 20,
"operation-headers" => {
"rollout-plan” => {
"in-series" => |
{
"concurrent-groups” => {
"groupA" => {
"rolling-to-servers" => true,
"max-failure-percentage" => 20
b
"groupB" => undefined
}
I3
{
"server-group" => {
"groupC" => {
"rolling-to-servers" => false,
"max-failed-servers" => 1

"concurrent-groups” => {
"groupD" => {
"rolling-to-servers" => true,
"max-failure-percentage" => 20
b
"groupE" => undefined
}
}
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1,
"rollback-across-groups" => true
}
}
}

The rollout-plan is nested within the operation-headers structure. The root node of the structure
allows two children:

® in-series - A list of steps that are to be performed in series, with each step reaching completion
before the next step is executed. Each step involves the application of the operation to the
servers in one or more server groups. See below for details on each element in the list.

e rollback-across-groups - A boolean that indicates whether the need to rollback the operation
on all the servers in one server group triggers a rollback across all the server groups. This is an
optional setting, and defaults to false.

Each element in the list under the in-series node must have one or the other of the following structures:

e concurrent-groups - A map of server group names to policies controlling how the operation
should be applied to that server group. For each server group in the map, the operation may be
applied concurrently. See below for details on the per-server-group policy configuration.

® server-group - A single key/value mapping of a server group name to a policy controlling how
the operation should be applied to that server group. See below for details on the policy
configuration. (Note: there is no difference in plan execution between this and a "concurrent-
groups" map with a single entry.)

The policy controlling how the operation is applied to the servers within a server group has the following
elements, each of which is optional:

e rolling-to-servers - A boolean which if set to true, the operation will be applied to each server
in the group in series. If false or not specified, the operation will be applied to the servers in the
group concurrently.

e max-failed-servers - An integer which takes the maximum number of servers in the group that
can fail to apply the operation before it should be reverted on all servers in the group. The
default value if not specified is zero; i.e. failure on any server triggers rollback across the group.

o max-failure-percentage - An integer between O and 100 which takes the maximum percentage
of the total number of servers in the group that can fail to apply the operation before it should
be reverted on all servers in the group. The default value if not specified is zero; i.e. failure on
any server triggers rollback across the group.

If both max-failed-servers and max-failure-percentage are set to non-zero values, max-failure-
percentage takes precedence.

Looking at the (contrived) example above, application of the operation to the servers in the domain
would be done in 3 phases. If the policy for any server group triggers a rollback of the operation across
the server group, all other server groups will be rolled back as well. The 3 phases are:

1. Server groups groupA and groupB will have the operation applied concurrently. The operation
will be applied to the servers in groupA in series, while all servers in groupB will handle the
operation concurrently. If more than 20% of the servers in groupA fail to apply the operation, it
will be rolled back across that group. If any servers in groupB fail to apply the operation it will be
rolled back across that group.
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2. Once all servers in groupA and groupB are complete, the operation will be applied to the servers
in groupC. Those servers will handle the operation concurrently. If more than one server in
groupC fails to apply the operation it will be rolled back across that group.

3. Once all servers in groupC are complete, server groups groupD and groupE will have the
operation applied concurrently. The operation will be applied to the servers in groupD in series,
while all servers in groupE will handle the operation concurrently. If more than 20% of the
servers in groupD fail to apply the operation, it will be rolled back across that group. If any
servers in groupk fail to apply the operation it will be rolled back across that group.

Default Rollout Plan

All operations that impact multiple servers will be executed with a rollout plan. However, actually
specifying the rollout plan in the operation request is not required. If no rollout-plan is specified, a
default plan will be generated. The plan will have the following characteristics:

® There will only be a single high level phase. All server groups affected by the operation will have
the operation applied concurrently.

® Within each server group, the operation will be applied to all servers concurrently.
® Failure on any server in a server group will cause rollback across the group.
® Failure of any server group will result in rollback of all other server groups.

Report a bug

10.10.3. Creating a Rollout Deployment Plan

How to create a roll out deployment plan to deploy applications in a clustered domain in JBoss EAP 6

1. Create arollout deployment plan using CLI with rolling-to-servers=true. The package will be
deployed to each server in the server group in a serial manner.

An example CLI deployment plan for serial deployment is provided below:

deploy ClusterWebApp.war --name=ClusterWebApp.war --runtime-
name=ClusterWebApp.war --server-groups=ha-server-group --headers={rollout ha-server-
group(rolling-to-servers=true)}

2. To apply a rollout plan to all the server-groups, you need to mention the names of each server-
group in master host:

deploy /NotBackedUp/PREVIOUS/ALLWAR/ClusterWebApp.war --
name=ClusterWebApp.war --runtime-name=ClusterWebApp.war --server-groups=main-
server-group,other-server-group --headers={rollout main-server-group(rolling-to-
servers=true),other-server-group(rolling-to-servers=true)}

Report a bug
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CHAPTER 1. SUBSYSTEM CONFIGURATION

11.1. SUBSYSTEM CONFIGURATION OVERVIEW

Introduction

JBoss EAP 6 uses a simplified configuration, with one configuration file per domain or per standalone
server. In domain mode, a separate file exists for each host controller as well. Changes to the
configuration persist automatically, so XML configuration file should not be edited manually. The
configuration is scanned and overwritten automatically by the Management API. The command-line
based Management CLI and web-based Management Console allow you to configure each aspect of
JBoss EAP 6.

JBoss EAP 6 is built on the concept of modular class loading. Each API or service provided by the
Platform is implemented as a module, which is loaded and unloaded on demand. Most modules include a
configurable element called a subsystem. Subsystem configuration information is stored in the unified
configuration file EAP_HOME/domain/configuration/domain.xml for a managed domain or
EAP_HOME/standalone/configuration/standalone.xml for a standalone server. Many of the
subsystems include configuration details that were configured via deployment descriptors in previous
versions of JBoss EAP.

Subsystem Configuration Schemas

Each subsystem's configuration is defined in an XML schema. The configuration schemas are located in
the EAP_HOME/docs/schema/ directory of your installation.

Report a bug
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CHAPTER12. THE LOGGING SUBSYSTEM

12.1. INTRODUCTION

12.1.1. Overview of Logging

JBoss EAP 6 provides highly configurable logging facilities for both its own internal use and for use by
deployed applications. The logging subsystem is based on JBoss LogManager and it supports several
third party application logging frameworks in addition to JBoss Logging.

The logging subsystem is configured using a system of log categories and log handlers. Log categories
define what messages to capture, and log handlers define how to deal with those messages (write to
disk, send to console etc).

Logging Profiles allow uniquely named sets of logging configuration to be created and assigned to
applications independent of any other logging configuration. The configuration of logging profiles is
almost identical to the main logging subsystem.

Report a bug

12.1.2. Application Logging Frameworks Supported By JBoss LogManager

JBoss LogManager supports the following logging frameworks:
® JBoss Logging - included with JBoss EAP 6
® Apache Commons Logging - http://commons.apache.org/logging/
e Simple Logging Facade for Java (SLF4J) - http:;//www.slf4j.org/
® Apache log4j - http://logging.apache.org/log4j/1.2/

® Java SE Logging (java.util.logging) -
http://download.oracle.com/javase/6/docs/api/java/util/logging/package-summary.html

JBoss LogManager supports the following APlIs:
® java.util.logging
® JBoss Logging
® | 0g4j
e SLF4J
® commons-logging
JBoss LogManager also supports the following SPIs:
® java.util.logging Handler

® | og4jAppender
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NOTE

If you are using the Log4j APl and a Log4J Appender, then Objects will be converted to
string before being passed.

Report a bug

12.1.3. Bootup Logging

During bootup JBoss EAP outputs log entries about the Java environment and the startup of each
service. The log can be useful when troubleshooting. By default all log entries are written to the file
server.log, the location of which depends on the runtime mode.

Standalone mode
EAP_HOME/standalone/log/server.log

Domain mode
EAP_HOME/domain/servers/SERVER_NAME/log/server.log

The configuration of bootup logging is specified in the configuration file logging.properties, the
location of which depends on the runtime mode.

Standalone mode

EAP_HOME/standalone/configuration/logging.properties

Domain mode

In domain mode there is a logging.properties file for the domain controller and each server.
Domain controller: EAP_HOME/domain/configuration/logging.properties

Server: EAP_HOME/domain/servers/SERVER_NAME/data/logging.properties

The configuration file logging.properties is active until the logging subsystem is started and takes over.

'@ WARNING
It is recommended that you do not directly edit the logging.propetrties file unless

you know of a specific use case that requires you to do so. Before doing so, it is
recommended that you raise a Support Case.

Changes made manually to the logging.properties file are overwritten on startup.

Report a bug

12.1.4. View Bootup Errors
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When troubleshooting JBoss EAP, checking for errors which occurred during bootup should be one of
the first steps taken. There are two methods of viewing bootup errors, each with its advantages. Each
method results in a list of any errors which occurred during bootup. Use the information provided to
diagnose and resolve their causes. Contact Red Hat Customer Support for assistance in
troubleshooting.

® Examine the server.log log file.
This method allows you to see each error message together with possibly related messages,
allowing you to get more information about why an error might have occurred. It also allows you
to see error messages in plain text format.

® From JBoss EAP 6.4, use the Management CLI command read-boot-errors.
This method does not require access to the server's file system, which is useful for anyone
responsible for monitoring for errors who does not have file system access. Since it is a

Management CLI command, it can be used in a script. For example, you could write a script
which starts multiple JBoss EAP instances, then checks for errors which occurred on bootup.

Procedure 12.1. Examine server.log for Errors

1. Open the file server.log in a file viewer.
2. Navigate to the end of the file.

3. Search backward for the message identifier JBAS015899, which marks the start of the latest
bootup sequence.

4. Search the log from that point onward for instances of ERROR. Each instance will include a
description of the error and list the modules involved.

Example 12.1. Error Description fromserver.log

The following is an example error description from the server.log log file.

13:23:14,281 ERROR [org.apache.coyote.http11.Http11Protocol] (MSC service thread 1-4)
JBWEBO003043: Error initializing endpoint: java.net.BindException: Address already in use
/127.0.0.1:8080

Procedure 12.2. List Bootup Errors via the Management CLI

® Run the following Management CLI command.

I /core-service=management:read-boot-errors

Any errors which occurred during bootup will be listed.

The timestamp of each error uses the Java method currentTimeMillis(), which is the difference,
measured in milliseconds, between the current time and midnight, January 1,1970
UTC(coordinated universal time).

Example 12.2. Output from read-boot-errors Command
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{
"outcome" => "success",
"result" => [{

"failed-operation" => {
"operation" => "add",
"address" => [

("subsystem" => "web"),
("connector" => "http")
]
b
"failure-timestamp" => 1417560953245L,

"failure-description" => "{\"JBAS014671: Failed services\" => {\"jboss.web.connector.http\" =>
\"org.jboss.msc.service.StartException in service jboss.web.connector.http: JBAS018007: Error
starting web connector
Caused by: LifecycleException: JBWEB000023: Protocol handler initialization failed\"}}",

"failed-services" => {"jboss.web.connector.http" => "org.jboss.msc.service.StartException in
service jboss.web.connector.http: JBAS018007: Error starting web connector
Caused by: LifecycleException: JBWEB000023: Protocol handler initialization failed"}

1]
}

Report a bug

12.1.5. About Garbage Collection Logging

Garbage collection logging logs all garbage collection activity to plain text log files. These log files can
be useful for diagnostic purposes. From JBoss EAP 6 garbage collection logging is enabled by default
for standalone mode on all supported configurations except IBM Java development kit.

Logging is output to the file EAP_HOME/standalone/log/gc.log.digit Log rotation has been enabled,
with the number of log files limited to five and each file limited to a maximum size of three MiB.

Report a bug

12.1.6. Implicit Logging APl Dependencies

The JBoss EAP 6 logging subsystem has the add-logging-api-dependencies attribute that controls
whether the container adds implicit logging APl dependencies to deployments. By default this attribute
is set to true, which means that all implicit logging API dependencies are added to deployments. If set to
false, implicit logging API dependencies will not be added.

The add-logging-api-dependencies attribute can be configured using the Management CLI. For
example:

I /subsystem=Ilogging:write-attribute(name=add-logging-api-dependencies, value=false)

Report a bug

12.1.7. Default Log File Locations

These are the log files that get created for the default logging configurations. The default configuration
writes the server log files using periodic log handlers
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Table 12.1. Default Log File for a standalone server

LogFile Description

EAP_HOME/standalone/log/server.log Server Log. Contains all server log messages,
including server startup messages.

EAP_HOME/standalone/log/gc.log Garbage collection log. Contains details of all
garbage collection.

Table 12.2. Default Log Files for a managed domain

LogFile Description

EAP_HOME/domain/log/host-controller.log Host Controller boot log. Contains log messages
related to the startup of the host controller.

EAP_HOME/domain/log/process- Process controller boot log. Contains log messages
controller.log related to the startup of the process controller.

EAP_HOME/domain/servers/SERVERNAME/| The server log for the named server. Contains all log
og/server.log messages for that server, including server startup
messages.

Report a bug

12.1.8. Filter Expressions for Logging

Filter expressions are used to record log messages based on various criterion. Filter checking is always
done on a raw unformatted message. You can include a filter for a logger or handler, the logger filter
takes precedence over the filter put on a handler.

NOTE

A filter-spec specified for the root logger is notinherited by other loggers. Instead a
filter-spec must be specified per handler.

Table 12.3. Filter Expressions for Logging

Filter Type Description Parameters

expression

Accept Accept all log accept
messages

accept

Deny Deny all log deny
messages

deny
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Filter Type

expression

Not

not[filter expression]

All

all[filter expression]

Any

any[filter expression]

Level Change

levelChange[level]

Levels

levels[levels]
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Description

Returns the
inverted value of
the filter
expression

Returns
concatenated
value from
multiple filter
expressions.

Returns one value
from multiple filter
expressions.

Modifies the log
record with the
specified level

Filters log
messages with a
level listed in the
list of levels

Parameters

Takes single filter expression as a
parameter

not(match("JBAS"))

Takes multiple filter expressions delimited
by commas

all(match("JBAS"),match("WELD"))

Takes multiple filter expressions delimited
by commas

any(match("JBAS"),match("WELD"
),

Takes single string-based level as an
argument

levelChange("WARN")

Takes multiple string-based levels
delimited by commas as argument

levels("DEBUG","INFO","WARN","E
RROR")



Filter Type

expression

Level Range

levelRange[minLevel,maxLevel]

Match (match["pattern"])

Substitute
(substitute["pattern”,""replacement
value"])

Description

Filters log
messages within
the specified level
range.

Aregular-
expression based
filter. The
unformatted
message is used
against the
pattern specified
in the expression.

A filter which
replaces the first
match to the
pattern with the
replacement value
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Parameters

The filter expression uses [ to indicate a
minimum inclusive level and a ] to
indicate a maximum inclusive level.
Alternatively, one can use ( or)
respectively to indicate exclusive. The
first argument for the expression is the
minimum level allowed, the second
argument is the maximum level allowed.

Examples are shown below.

e levelRange("DEBUG","ERR
ORVI)

Minimum level must be greater
than DEBUG and the maximum
level must be less than ERROR.

e levelRange["'DEBUG","ERR
OR")

Minimum level must be greater
than or equal to DEBUG and
the maximum level must be less

than ERROR.

e levelRange["INFO","ERROR
Vl]

Minimum level must be greater
than or equal to INFO and the
maximum level must be less than

or equal to ERROR.

Takes a regular expression as argument

match("JBAS\d+")

The first argument for the expression is
the pattern the second argument is the
replacement text

substitute("JBAS","EAP")
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Filter Type Description Parameters

expression

Substitute All A filter which The first argument for the expression is
(substituteAll["pattern”,"replaceme  replacesall the pattern the second argument is the
nt value™)) matches of the replacement text

patternwith the g pstituteAll("JBAS","EAP")

replacement value

NOTE

Escape the comma and quotation marks in the value (by preceding them with the '\’
operator) and wrap the entire expression in quotation marks, so that the value is correctly
interpreted to be a string. Otherwise, it would be parsed as a list. An example of the
correct format would be:

[standalone@localhost:9999 /] /subsystem=Ilogging/console-handler=CONSOLE :write-
attribute(name=filter-spec, value="substitute All(\"JBAS\"\\"SABJ\")")

Report a bug

12.1.9. About Log Levels

Log levels are an ordered set of enumerated values that indicate the nature and severity of a log
message. The level of a given log message is specified by the developer using the appropriate methods
of their chosen logging framework to send the message.

JBoss EAP 6 supports all the log levels used by the supported application logging frameworks. The most
commonly used six log levels are (in order of lowest to highest): TRACE, DEBUG, INFO, WARN, ERROR
and FATAL.

Log levels are used by log categories and handlers to limit the messages they are responsible for. Each
log level has an assigned numeric value which indicates its order relative to other log levels. Log
categories and handlers are assigned a log level and they only process log messages of that level or

higher. For example a log handler with the level of WARN will only record messages of the levels WARN,
ERROR and FATAL.

Report a bug

12.1.10. Supported Log Levels

Table 12.4. Supported Log Levels

Log Level Value Description
FINEST 300 -
FINER 400 -

236


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+21482-765553+%5BLatest%5D&comment=Title%3A+Filter+Expressions+for+Logging%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=21482-765553+21+Jul+2015+07%3A21+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+8869-591853+%5BLatest%5D&comment=Title%3A+About+Log+Levels%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=8869-591853+23+Feb+2014+16%3A55+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

CHAPTER12. THE LOGGING SUBSYSTEM

Log Level Value Description

TRACE 400 Use for messages that provide detailed information about the running state of an
application. Log messages of TRACE are usually only captured when debugging
an application.

DEBUG 500 Use for messages that indicate the progress individual requests or activities of an
application. Log messages of DEBUG are usually only captured when debugging
an application.

FINE 500 -

CONFIG 700 -

INFO 800 Use for messages that indicate the overall progress of the application. Often used
for application startup, shutdown and other major lifecycle events.

WARN 900 Use to indicate a situation that is not in error but is not considered ideal. May

indicate circumstances that may lead to errors in the future.
WARNING 900 -

ERROR 1000 Use to indicate an error that has occurred that could prevent the current activity or
request from completing but will not prevent the application from running.

SEVERE 1000 -

FATAL 1100 Use to indicate events that could cause critical service failure and application
shutdown and possibly cause JBoss EAP 6 to shutdown.

Report a bug

12.1.11. About Log Categories

Log categories define a set of log messages to capture and one or more log handlers which will process
the messages.

The log messages to capture are defined by their Java package of origin and log level. Messages from
classes in that package and of that log level or lower are captured by the log category and sent to the
specified log handlers.

Log categories can optionally use the log handlers of the root logger instead of their own handlers.

Report a bug

12.1.12. About the Root Logger

The root logger captures all log messages sent to the server (of a specified level) that are not captured
by a log category. These messages are then sent to one or more log handlers.
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By default the root logger is configured to use a console and a periodic log handler. The periodic log
handler is configured to write to the file server.log. This file is sometimes referred to as the server log.

Report a bug

12.1.13. About Log Handlers

Log handlers define how captured log messages are recorded. The available log handlers are: Console,
File, Periodic, Size, Async, syslog, Periodic Size and Custom.

NOTE

A log handler must be added to at least one logger to be active.

-

Report a bug

12.1.14. Types of Log Handlers

Console

Console log handlers write log messages to either the host operating system's standard out (stdout)
or standard error (stderr) stream. These messages are displayed when JBoss EAP 6 is run from a
command line prompt. The messages from a Console log handler are not saved unless the operating
system is configured to capture the standard out or standard error stream.

File

File log handlers write log messages to a specified file.

Periodic

Periodic log handlers write log messages to a named file until a specified period of time has elapsed.
Once the time period has passed then the file is renamed by appending the specified timestamp and
the handler continues to write into a newly created log file with the original name.

Size

Size log handlers write log messages to a named file until the file reaches a specified size. When the
file reaches a specified size, it is renamed with a numeric suffix and the handler continues to write
into a newly created log file with the original name. Each size log handler must specify the maximum
number of files to be kept in this fashion.

Periodic Size

Available from JBoss EAP 6.4. This is a combination of the Periodic and Size handlers and supports
their combined attributes.

Once the current log file reaches the specified size, or the specified time period has passed, the file
is renamed and the handler continues to write to a newly created log file with the original name.

Async
Async log handlers are wrapper log handlers that provide asynchronous behavior for one or more

other log handlers. These are useful for log handlers that may have high latency or other
performance problems such as writing a log file to a network file system.

Custom
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Custom log handlers enable to you to configure new types of log handlers that have been
implemented. A custom handler must be implemented as a Java class that extends
java.util.logging.Handler and be contained in a module.

syslog

Syslog handlers can be used to send messages to a remote logging server. This allows multiple
applications to send their log messages to the same server, where they can all be parsed together.

Report a bug

12.1.15. About Log Formatters

A log formatter is the configuration property of a log handler that defines the appearance of log
messages from that handler. It is a string that uses a syntax based on java.util.Formatter class.

For example the log formatter string from the default configuration, %ed{HH:mm:ss,SSS} %-5p [%c]
(%t) %s%E%n , creates log messages that look like:

15:53:26,546 INFO [org.jboss.as] (Controller Boot Thread) JBAS015951: Admin console listening on
http://127.0.0.1:9990

Report a bug

12.1.16. Log Formatter Syntax

Table 12.5. Log Formatter Syntax

Symbol Description

%cC The category of the logging event

%p The level of the log entry (info/debug/etc)

%P The localized level of the log entry

%d The current date/time (yyyy-MM-dd HH:mm:ss,SSS form)
Yot The relative time (milliseconds since the log was initialized)
%z The time zone

%k Alog resource key (used for localization of log messages)
%om The log message (including exception trace)

%S The simple log message (no exception trace)

%e The exception stack trace (no extended module information)
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Symbol Description

%E The exception stack trace (with extended module information)
%ot The name of the current thread

%n A newline character

%C The class of the code calling the log method (slow)

%F The filename of the class calling the log method (slow)

%l The source location of the code calling the log method (slow)
%L The line number of the code calling the log method (slow)
%M The method of the code calling the log method (slow)

Y%oX The Nested Diagnostic Context

%X The Message Diagnostic Context

%% A literal percent character (escaping)

Report a bug

12.2. CONFIGURE LOGGING IN THE MANAGEMENT CONSOLE

The management console provides a graphical user interface for the configuration of the root logger,
log handlers, and log categories. See Section 3.3.1, “"Management Console” for more information about
the Management Console.

To access logging configuration, follow the steps below.

Procedure 12.3. Access Logging configuration

1. Login to the Management Console

2. Navigate to the logging subsystem configuration. This step varies between servers running as
standalone servers and servers running in a managed domain.

o Standalone Server
Click on Configuration, expand Core in the Subsystems menu, and then click Logging.

o Managed Domain
Click on Configuration, select the profile to edit from the drop-down menu. Expand Core
in the Subsystems menu, and then click Logging.

The tasks you can perform to configure the root logger are:
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® Edit the log level.
® Add and remove log handlers.
The tasks you can perform to configure log categories are:
® Addand remove log categories.
® Editlog category properties.
® Add and remove log handlers from a category.
The main tasks you can perform to configure log handlers are:
® Adding new handlers.
e Configuring handlers.
All supported log handlers (including custom) can be configured in the management console.

Report a bug

12.3. LOGGING CONFIGURATION IN THE CLI

Prerequisite

The Management CLI must be running and connected to the relevant JBoss EAP instance. For further
information see Section 3.4.2, “Launch the Management CLI”

Report a bug

12.3.1. Configure the Root Logger with the CLI

The root logger configuration can be viewed and edited using the Management CLI.
The main tasks you will perform to configure the root logger are:

® Addlog handlers to the root logger.

® Display the root logger configuration.

® Change the log level.

® Remove log handlers from the root logger.

IMPORTANT

When configuring a root logger in a logging profile for a standalone system, the root of
the configuration path is /subsystem=logging/logging-profile=NAME/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a Log Handler to the Root Logger
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Use the add-handler operation with the following syntax where HANDLER is the name of the log
handler to be added.

I /subsystem=Ilogging/root-logger=ROO0T:add-handler(name="HANDLER")

The log handler must already have been created before it can be added to the root logger.

Example 12.3. Root Logger add-handler operation

[standalone@localhost:9999 /] /subsystem=Ilogging/root-logger=ROO0T:add-
handler(name="FILE")
{"outcome" => "success"}

Display the Contents of the Root Logger Configuration

Use the read-resource operation with the following syntax.

I /subsystem=Ilogging/root-logger=ROO0OT :read-resource

"outcome" => "success",
"result" => {
"filter" => undefined,
"filter-spec" => undefined,
"handlers" => |
"CONSOLE",
"FILE"

[standalone@localhost 9999 /] /subsystem=logging/root-logger=RO0OT:read-resource
"Ievel"— "INFO"

‘ Example 12.4. Root Logger read-resource operation

Set the Log Level of the Root Logger
Use the write-attribute operation with the following syntax where LEVEL is one of the supported log

levels.
I /subsystem=Ilogging/root-logger=ROOT :write-attribute(name="level", value="LEVEL")

Example 12.5. Root Logger write-attribute operation to set the log level

[standalone@localhost:9999 /] /subsystem=Ilogging/root-logger=ROOT :write-
attribute(name="level", value="DEBUG")
{"outcome" => "success"}

Remove a Log Handler from the Root Logger
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Use the remove-handler with the following syntax, where HANDLER is the name of the log handler
to be removed.

I /subsystem=Ilogging/root-logger=ROO0T:remove-handler(name="HANDLER")

Example 12.6. Remove a Log Handler

[standalone@localhost:9999 /] /subsystem=Ilogging/root-logger=RO0T:remove-
handler(name="FILE")
{"outcome" => "success"}

Report a bug

12.3.2. Configure a Log Category in the CLI

Log categories can be added, removed and edited in the CLI.
The main tasks you will perform to configure a log category are:
® Add anew log category.
® Display the configuration of a log category.
® Setthe loglevel.
® Addlog handlers to a log category.
® Remove log handlers from a log category.

® Remove alog category.

IMPORTANT

When configuring a log category in a logging profile for a standalone system, the root of
the configuration path is /subsystem=logging/logging-profile=NAME/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a log category

Use the add operation with the following syntax. Replace CATEGORY with the category to be
added.

I /subsystem=Ilogging/logger=CATEGORY:add

Example 12.7. Adding a new log category

[standalone@localhost 9999 /] /subsystem=logging/logger=com.company.accounts.rec:add
{"outcome" => "success"}
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Display a log category configuration

Use the read-resource operation with the following syntax. Replace CATEGORY with the name of
the category.

I /subsystem=Ilogging/logger=CATEGORYread-resource

"outcome" => "success",
"result" => {
"category" => "org.apache.tomcat.util. modeler",
"filter" => undefined,
"filter-spec" => undefined,
"handlers" => undefined,
"level" => "WARN",

[standalone@localhost:9999 /]
/subsystem logging/logger=org.apache.tomcat.util. modeler:read-resource
"use-parent-handlers" => true

‘ Example 12.8. Log Category read-resource operation

Set the log level

Use the write-attribute operation with the following syntax. Replace CATEGORY with the name of
the log category and LEVEL with the log level that is to be set.

I /subsystem=Ilogging/logger=CATEGORY write-attribute(name="level", value="LEVEL")

Example 12.9. Setting a log level

[standalone@localhost:9999 /] /subsystem=logging/logger=com.company.accounts.rec:write-
attribute(name="level", value="DEBUG")
{"outcome" => "success"}

Set the log category to use the log handlers of the root logger.

Use the write-attribute operation with the following syntax. Replace CATEGORY with the name of
the log category. Replace BOOLEAN with true for this log category to use the handlers of the root
logger. Replace it with false if it is to use only its own assigned handlers.

/subsystem=Ilogging/logger=CATEGORY write-attribute(name="use-parent-handlers",
value="BOOLEAN")

Example 12.10. Setting use-parent-handlers
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attribute(name="use-parent-handlers", value="true")

[standalone@localhost:9999 /] /subsystem=logging/logger=com.company.accounts.rec:write-
{"outcome" => "success"}

Add a log handlers to a log category

Use the add-handler operation with the following syntax. Replace CATEGORY with the name of the
category and HANDLER with the name of the handler to be added.

I /subsystem=Ilogging/logger=CATEGORY:add-handler(name="HANDLER")

The log handler must already have been created before it can be added to the root logger.

Example 12.11. Adding a log handler

[standalone@localhost:9999 /] /subsystem=logging/logger=com.company.accounts.rec:add-
handler(name="AccountsNFSAsync")
{"outcome" => "success"}

Remove a log handler from a log category

Use the remove-handler operation with the following syntax. Replace CATEGORY with the name of
the category and HANDLER with the name of the log handler to be removed.

I /subsystem=Ilogging/logger=CATEGORY:remove-handler(name="HANDLER")

Example 12.12. Removing a log handler

[standalone@localhost:9999 /] /subsystem=Ilogging/logger=jacorb:remove-
handler(name="AccountsNFSAsync")
{"outcome" => "success"}

Remove a category

Use the remove operation with the following syntax. Replace CATEGORY with the name of the
category to be removed.

I /subsystem=Ilogging/logger=CATEGORY:remove

Example 12.13. Removing a log category

[standalone@localhost:9999 /]
/subsystem= Iogglng/logger com.company.accounts.rec:remove
{"outcome" => "success"}

Report a bug
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12.3.3. Configure a Console Log Handler in the CLI

Console log handlers can be added, removed and edited in the CLI.
The main tasks you will perform to configure a console log handler are:

® Add anew console log handler.

e Display the configuration of a console log handler.

® Set the handler's log level.

® Set the target for the handler's output.

® Set the encoding used for the handler's output.

® Set the formatter used for the handler's output.

® Set whether the handler uses autoflush or not.

® Remove a console log handler.

IMPORTANT

When configuring a log handler in a logging profile for a standalone system, the root of
the configuration path is /subsystem=logging/logging-profile=NAME/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a Console Log Handler
Use the add operation with the following syntax. Replace HANDLER with the console log handler to

be added.
I /subsystem=Ilogging/console-handler=HANDLER:add

Example 12.14. Add a Console Log Handler

[standalone@localhost:9999 /] /subsystem=logging/console-handler=ERRORCONSOLE:add
{"outcome" => "success"}

Display a console log handler configuration

Use the read-resource operation with the following syntax. Replace HANDLER with the name of the
console log handler.

I /subsystem=Ilogging/console-handler=HANDLER:read-resource

Example 12.15. Display a console log handler configuration
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"outcome" => "success",
"result" => {
"autoflush" => true,
"enabled" => true,
"encoding" => undefined,
"filter" => undefined,
"filter-spec" => undefined,
"formatter" => "%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) YoS%EYN",
"level" => "INFQO",
"name" => "CONSOLE",
"named-formatter" => "COLOR-PATTERN",
"target" => "System.out"

‘ ‘ [standalone@localhost 9999 /] /subsystem=logging/console-handler=CONSOLE:read-resource

Set the Log Level

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
console log handler and LEVEL with the log level that is to be set.

I /subsystem=logging/console-handler=HANDLER:write-attribute(name="level", value="INFO")

Example 12.16. Set the Log Level

[standalone@localhost:9999 /] /subsystem=logging/console-handler=ERRORCONSOLE:write-
attribute(name="level", value="TRACE")
{"outcome" => "success"}

Set the Target

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
console log handler. Replace TARGET with either System.err or System.out for the system error
stream or standard out stream respectively.

I /subsystem=Ilogging/console-handler=HANDLER:write-attribute(name="target", value="TARGET")

Example 12.17. Set the Target

[standalone@localhost:9999 /] /subsystem=logging/console-handler=ERRORCONSOLE:write-
attribute(name="target", value="System.err")
{"outcome" => "success"}

Set the Encoding

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
console log handler. Replace ENCODING with the name of the required character encoding system.
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/subsystem=Ilogging/console-handler=HANDLER:write-attribute(name="encoding",
value="ENCODING")

Example 12.18. Set the Encoding

[standalone@localhost:9999 /] /subsystem=Ilogging/console-handler=ERRORCONSOLE:write-
attribute(name="encoding", value="utf-8")
{"outcome" => "success"}

Set the Formatter

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
console log handler. Replace FORMAT with the required formatter string.

/subsystem=Ilogging/console-handler=HANDLER:write-attribute(name="formatter",
value="FORMAT")

Example 12.19. Set the Formatter

[standalone@localhost:9999 /] /subsystem=Ilogging/console-handler=ERRORCONSOLE:write-
attribute(name="formatter", value="%d{HH:mm:ss,SSS} %-5p [%cC] (Yot) YoSYEYn")
{"outcome" => "success"}

Set the Auto Flush

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
console log handler. Replace BOOLEAN with true if this handler is to immediately write its output.

/subsystem=Ilogging/console-handler=HANDLER:write-attribute(name="autoflush",
value="BOOLEAN")

Example 12.20. Set the Auto Flush

[standalone@localhost:9999 /] /subsystem=Ilogging/console-handler=ERRORCONSOLE:write-
attribute(name="autoflush", value="true")
{"outcome" => "success"}

Remove a Console Log Handler

Use the remove operation with the following syntax. Replace HANDLER with the name of the
console log handler to be removed.

I /subsystem=Ilogging/console-handler=HANDLER:remove

handler=ERRORCONSOLE:remove

Example 12.21. Remove a Console Log Handler
"outcome" => "success"}

| [standalone@localhost:9999 /] /subsystem=Ilogging/console-
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Report a bug

12.3.4. Configure a File Log Handler in the CLI

File log handlers can be added, removed and edited in the CLI.
The main tasks you will perform to configure a file log handler are:

® Add anew file log handler.

® Display the configuration of a file log handler

® Set the handler's log level.

® Set the handler's appending behavior.

® Set whether the handler uses autoflush or not.

® Set the encoding used for the handler's output.

® Specify the file to which the log handler will write.

® Set the formatter used for the handler's output.

® Remove a file log handler.

IMPORTANT

When configuring a log handler in a logging profile for a standalone system, the root of
the configuration path is /subsystem=logging/logging-profile=NAME/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a file log handler

Use the add operation with the following syntax. Replace PATH with the filename for the file that
the log is being written to. Replace DIR with the name of the directory where the file is to be located.
The value of DIR can be a path variable.

I /subsystem=logging/file-handler=HANDLER:add(file={"path"=>"PATH", "relative-to"=>"DIR"})

Example 12.22. Add a file log handler

[standalone@localhost:9999 /] /subsystem=Ilogging/file-handler=accounts_log:add(file=
{"path"=>"accounts.log", "relative-to"=>"jboss.server.log.dir"})
{"outcome" => "success"}
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Display a file log handler configuration

Use the read-resource operation with the following syntax. Replace HANDLER with the name of the
file log handler.

/subsystem=Ilogging/file-handler=HANDLER:read-resource

"outcome" => "success",
"result" => {
"append" => true,
"autoflush" => true,
"enabled" => true,
"encoding" => undefined,
"file" => {
"path" => "accounts.log",
"relative-to" => "jboss.server.log.dir"
2
"filter" => undefined,
"filter-spec" => undefined,
"formatter" => "%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) YoS%EYN",
"level" => "ALL",
"name" => "accounts_log",
"named-formatter" => undefined

Example 12.23. Using the read-resource operation
[standalone@localhost:9999 /] /subsystem=Ilogging/file-handler=accounts_log:read-resource
{
}
}
Set the Log level

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
file log handler. Replace LOG_LEVEL_VALUE with the log level that is to be set.

/subsystem=logging/file-handler=HANDLER:write-attribute(name="level",
value="LOG_LEVEL_VALUE")

Example 12.24. Changing the log level

/subsystem=Ilogging/file-handler=accounts_log:write-attribute(name="level", value="DEBUG")
{"outcome" => "success"}

Set the append behaviour

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
file log handler. Replace BOOLEAN with false if you required that a new log file be created each time
the application server is launched. Replace BOOLEAN with true if the application server should
continue to use the same file.

I /subsystem=logging/file-handler=HANDLER:write-attribute(name="append", value="BOOLEAN")
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attrlbute (name="append", value="true")

"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,

[standalone@localhost:9999 /] /subsystem=logging/file-handler=accounts_log:write-
"process-state” => "reload-required"

‘ Example 12.25. Changing the append property

JBoss EAP 6 must be restarted for this change to take effect.

Set the Auto Flush

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
file log handler. Replace BOOLEAN with true if this handler is to immediately write its output.

/subsystem=Ilogging/file-handler=HANDLER:write-attribute(name="autoflush",
value="BOOLEAN")

Example 12.26. Changing the autoflush property

[standalone@localhost:9999 /] /subsystem=logging/file-handler=accounts_log:write-
attribute(name="autoflush", value="false")
{"outcome" => "success"}

Set the Encoding

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
file log handler. Replace ENCODING with the name of the required character encoding system.

/subsystem=Ilogging/file-handler=HANDLER:write-attribute(name="encoding",
value="ENCODING")

Example 12.27. Set the Encoding

[standalone@localhost:9999 /] /subsystem=logging/file-handler=accounts_log:write-
attribute(name="encoding", value="utf-8")
{"outcome" => "success"}

Change the file to which the log handler writes

Use the write-attribute operation with the following syntax. Replace PATH with the filename for the
file that the log is being written to. Replace DIR with the name of the directory where the file is to be
located. The value of DIR can be a path variable.

/subsystem=logging/file-handler=HANDLER:write-attribute(name="file", value={"path"=>"PATH",
"relative-to"=>"DIR"})

251



Administration and Configuration Guide

attribute(name="file", value={"path"=>"accounts-debug.log", "relative-
to"=>"jboss.server.log.dir"})

[standalone@localhost:9999 /] /subsystem=logging/file-handler=accounts_log:write-
{"outcome" => "success"}

‘ Example 12.28. Change the file to which the log handler writes

Set the Formatter

Use the write-attribute operation with the following syntax. Replace HANDLER with the name of the
file log handler. Replace FORMAT with the required formatter string.

I /subsystem=logging/file-handler=HANDLER:write-attribute(name="formatter", value="FORMAT")

Example 12.29. Set the Formatter
[standalone@localhost:9999 /] /subsystem=logging/file-handler=accounts_log:write-

attribute(name="formatter", value="%d{HH:mm:ss,SSS} %-5p [%cC] (Yot) YoSYEYn")
{"outcome" => "success"}

Remove a File Log Handler
Use the remove operation with the following syntax. Replace HANDLER with the name of the file log
handler to be removed.

I /subsystem=Ilogging/file-handler=HANDLER:remove

Example 12.30. Remove a File Log Handler

[standalone@localhost:9999 /] /subsystem=logging/file-handler=accounts_log:remove
{"outcome" => "success"}

A log handler can only be removed if it is not being referenced by a log category or an async log
handler.

Report a bug

12.3.5. Configure a Periodic Log Handler in the CLI

Periodic log handlers can be added, removed and edited in the CLI.
The main tasks you will perform to configure a periodic log handler are:
® Add anew periodic log handler.
® Display the configuration of a periodic log handler

® Set the handler's log level.
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® Set the handler's appending behavior.

® Set whether or not the handler uses autoflush.

® Set the encoding used for the handler's output.
® Specify the file to which the log handler will write.
® Set the formatter used for the handler's output.
® Set the suffix for rotated logs.

® Remove a periodic log handler.

Each of those tasks are described below.

IMPORTANT

When configuring a log handler in a logging profile for a standalone system, the root of
the configuration path is /subsystem=logging/logging-profile=NAME/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a new Periodic Rotating File log handler

Use the add operation with the following syntax.

/subsystem=Ilogging/periodic-rotating-file-handler=HANDLER:add(file={"path"=>"PATH", "relative-
to"=>"DIR"}, suffix="SUFFIX")

Replace HANDLER with the name of the log handler. Replace PATH with the filename for the file
that the log is being written to. Replace DIR with the name of the directory where the file is to be
located. The value of DIR can be a path variable. Replace SUFFIX with the file rotation suffix to be
used.

handler=HOURLY_DEBUG:add(file={"path"=>"daily-debug.log", "relative-
to"=>"jboss.server.log.dir"}, suffix=".yyyy.MM.dd")

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
{"outcome" => "success"}

‘ Example 12.31. Add a new handler

Display a Periodic Rotating File log handler configuration

Use the read-resource operation with the following syntax.

I /subsystem=Ilogging/periodic-rotating-file-handler=HANDLER:read-resource

Replace HANDLER with the name of the log handler.
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"outcome" => "success",
"result" => {
"append" => true,
"autoflush" => true,
"enabled" => true,
"encoding" => undefined,
"file" => {
"path" => "daily-debug.log",
"relative-to" => "jboss.server.log.dir"
b
"filter" => undefined,
"filter-spec" => undefined,
"formatter" => "%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) Yos%EYN",
"level" => "ALL",
"name" => "HOURLY_DEBUG",
"named-formatter" => undefined,

Example 12.32. Using the read-resource operation
[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
handler HOURLY_DEBUG:read-resource
"suffix" => ".yyyy.MM.dd"

“response -headers" => {"process-state" => "reload-required"}

Set the Log level

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-rotating-file-handler= HANDL ER:write-attribute(name="level".
value="LOG_LEVEL_VALUE")

Replace HANDLER with the name of the periodic log handler. Replace LOG_LEVEL_VALUE with the
log level that is to be set.

Example 12.33. Set the log level

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
handler=HOURLY_DEBUG:write-attribute(name="level", value="DEBUG")
{"outcome" => "success"}

Set the append behavior

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-rotating-handler=HANDLER:write-attribute(name="append",
value="BOOLEAN")

Replace HANDLER with the name of the periodic log handler. Replace BOOLEAN with false if you
required that a new log file be created each time the application server is launched. Replace
BOOLEAN with true if the application server should continue to use the same file.
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JBoss EAP 6 must be restarted for this change to take effect.

handler=HOURLY_DEBUG:write-attribute(name="append", value="true")

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
}

Example 12.34. Set the append behavior
{
}

Set the Auto Flush

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-rotating-file-handler=HANDL ER:write-attribute(name="autoflush",
value="BOOLEAN")

Replace HANDLER with the name of the periodic log handler. Replace BOOLEAN with true if this
handler is to immediately write its output.

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
handler=HOURLY_DEBUG:write-attribute(name="autoflush", value="false")

"outcome" => "success",
"response-headers" => {"process-state" => "reload-required"}

Example 12.35. Set the Auto Flush behavior
{
}

Set the Encoding

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-rotating-file-handler=HANDLER:write-attribute(name="encoding",
value="ENCODING")

Replace HANDLER with the name of the periodic log handler. Replace ENCODING with the name of
the required character encoding system.

Example 12.36. Set the Encoding

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
handler=HOURLY_DEBUG:write-attribute(name="encoding", value="utf-8")
{"outcome" => "success"}

255



Administration and Configuration Guide

Change the file to which the log handler writes

Use the write-attribute operation with the following syntax.

/subsystem=logging/periodic-rotating-file-handler= HANDLER:write-attribute(name="file", value=
{"path"=>"PATH'", "relative-to"=>"DIR"})

Replace HANDLER with the name of the periodic log handler. Replace PATH with the filename for
the file that the log is being written to. Replace DIR with the name of the directory where the file is to
be located. The value of DIR can be a path variable.

handler=HOURLY_DEBUG:write-attribute(name="file", value={"path"=>"daily-debug.log",
"relative-to"=>"jboss.server.log.dir"})

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
{"outcome" => "success"}

‘ Example 12.37. Change the file to which the log handler writes

Set the Formatter

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-rotating-file-handler=HANDL ER:write-attribute(name="formatter",
value="FORMAT")

Replace HANDLER with the name of the periodic log handler. Replace FORMAT with the required
formatter string.

handler=HOURLY_DEBUG:write-attribute(name="formatter", value="%d{HH:mm:ss,SSS} %-
5p [%cC] (Yot) YoSYEYeN")

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
{"outcome" => "success"}

‘ Example 12.38. Set the Formatter

Set the suffix for rotated logs

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-rotating-file-handler=HANDL ER:write-attribute(name="suffix",
value="SUFFIX")

Replace HANDLER with the name of the log handler. Replace SUFFIX with the required suffix string.
Example 12.39. Set the suffix for rotated log

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-
handler=HOURLY_DEBUG:write-attribute(name="suffix", value=".yyyy-MM-dd-HH")
{"outcome" => "success"}

256



CHAPTER12. THE LOGGING SUBSYSTEM

Remove a periodic log handler

Use the remove operation with the following syntax.

I /subsystem=Ilogging/periodic-rotating-file-handler=HANDLER:remove

Replace HANDLER with the name of the periodic log handler.

Example 12.40. Remove a periodic log handler

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-rotating-file-

handler=HOURLY_DEBUG:remove
{"outcome" => "success"}

Report a bug

12.3.6. Configure a Size Log Handler in the CLI

Size rotated file log handlers can be added, removed and edited in the CLI.

The tasks you will perform to configure a size rotated file log handler are:

Add a new log handler.

Display the configuration of the log handler.

Set the handler's log level.

Set the handler's appending behavior.

Set whether the handler uses autoflush or not.
Set the encoding used for the handler's output.
Specify the file to which the log handler will write.
Set the formatter used for the handler's output.
Set the maximum size of each log file.

Set the maximum number of backup logs to keep.

Set the rotate on boot option for the size rotation file handler.

Set the suffix for rotated logs.

Remove a log handler.

Each of these tasks are described below.
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IMPORTANT

When configuring a log handler in a logging profile for a standalone system, the root of
the configuration path is /subsystem=logging/logging-profile=NAME/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a new log handler

Use the add operation with the following syntax.

/subsystem=Ilogging/size-rotating-file-handler=HANDLER:add(file={"path"=>"PATH", "relative-
to"=>"DIR"})

Replace HANDLER with the name of the log handler. Replace PATH with the filename for the file

that the log is being written to. Replace DIR with the name of the directory where the file is to be

located. The value of DIR can be a path variable.

handler=ACCOUNTS_TRACE:add(file={"path"=>"accounts_trace.log", "relative-
to"=>"jboss.server.log.dir"})

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
{"outcome" => "success"}

‘ Example 12.41. Add a new log handler

Display the configuration of the log handler

Use the read-resource operation with the following syntax.
I /subsystem=logging/size-rotating-file-handler=HANDLER:read-resource

Replace HANDLER with the name of the log handler.

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:read-resource
{
"outcome" => "success",
"result" => {
"append" => true,
"autoflush" => true,
"enabled" => true,
"encoding" => undefined,
"file" => {
"path" => "accounts_trace.log",
"relative-to" => "jboss.server.log.dir"
b
"filter" => undefined,

Example 12.42. Display the configuration of the log handler
"filter-spec" => undefined,

258



CHAPTER12. THE LOGGING SUBSYSTEM

"level" => "ALL",
"max-backup-index" => 1,

"name" => "ACCOUNTS_TRACE",
"named-formatter" => undefined,
"rotate-on-boot" => false,
"rotate-size" => "2m",

"suffix" => undefined

"formatter" => "%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) Yos%EYN",
}
}

Set the handler's log level

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/size-rotating-file-handler=HANDLER:write-attributel(name="level",
value="LOG_LEVEL_VALUE")

Replace HANDLER with the name of the log handler. Replace LOG_LEVEL_VALUE with the log level
that is to be set.

Example 12.43. Set the handler's log level

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:write-attribute(name="level", value="TRACE")
{"outcome" => "success"}

Set the handler's appending behavior

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/size-rotating-file-handler=HANDL ER:write-attribute(name="append",
value="BOOLEAN")

Replace HANDLER with the name of the log handler. Replace BOOLEAN with false if you required

that a new log file be created each time the application server is launched. Replace BOOLEAN with

true if the application server should continue to use the same file.

JBoss EAP 6 must be restarted for this change to take effect.

handler=ACCOUNTS_TRACE:write-attribute(name="append", value="true")

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}

Example 12.44. Set the handler's appending behavior
[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
{

}
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Set whether the handler uses autoflush or not

Use the write-attribute operation with the following syntax.

/subsystem=logging/size-rotating-file-handler=HANDL ER:write-attribute(name="autoflush",
value="BOOLEAN")

Replace HANDLER with the name of the log handler. Replace BOOLEAN with true if this handler is
to immediately write its output.

Example 12.45. Set whether the handler uses autoflush or not

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:write-attribute(name="autoflush", value="true")
{"outcome" => "success"}

Set the encoding used for the handler's output

Use the write-attribute operation with the following syntax.

/subsystem=logging/size-rotating-file-handler=HANDL ER:write-attribute(name="encoding",
value="ENCODING")

Replace HANDLER with the name of the log handler. Replace ENCODING with the name of the
required character encoding system.

Example 12.46. Set the encoding used for the handler's output

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:write-attribute(name="encoding", value="utf-8")
{"outcome" => "success"}

Specify the file to which the log handler will write

Use the write-attribute operation with the following syntax.

/subsystem=logging/size-rotating-file-handler=HANDL ER:write-attribute(name="file", value=
{"path"=>"PATH'", "relative-to"=>"DIR"})

Replace HANDLER with the name of the log handler. Replace PATH with the filename for the file

that the log is being written to. Replace DIR with the name of the directory where the file is to be
located. The value of DIR can be a path variable.

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:write-attribute(name="file", value=
"path"=>"accounts_trace.log", "relative-to"=>"jboss.server.log.dir"})

Example 12.47. Specify the file to which the log handler will write
{
{"outcome" => "success"}

260



CHAPTER12. THE LOGGING SUBSYSTEM

Set the formatter used for the handler's output

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/size-rotating-file-handler=HANDL ER:write-attribute(name="formatter",
value="FORMATTER")

Replace HANDLER with the name of the log handler. Replace FORMAT with the required formatter
string.

handler=ACCOUNTS_TRACE:write-attribute(name="formatter", value="%d{HH:mm:ss,SSS}
%-5p (%C) [Yot] YoSYEYN™)

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
{"outcome" => "success"}

‘ Example 12.48. Set the formatter used for the handler's output

Set the maximum size of each log file

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/size-rotating-file-handler=HANDL ER:write-attribute(name="rotate-size",
value="SIZE")

Replace HANDLER with the name of the log handler. Replace SIZE with maximum file size.

Example 12.49. Set the maximum size of each log file
[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-

handler=ACCOUNTS_TRACE:write-attribute(name="rotate-size", value="50m")
{"outcome" => "success"}

Set the maximum number of backup logs to keep

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/size-rotating-file-handler=HANDL ER:write-attribute(name="max-backup-
index", value="NUMBER")

Replace HANDLER with the name of the log handler. Replace NUMBER with the required number of
log files to keep.

Example 12.50. Set the maximum number of backup logs to keep

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:write-attribute(name="max-backup-index", value="5")
{"outcome" => "success"}

Set the rotate-on-boot option on thesize-rotating-file-handler
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This option is only available for the size-rotating-file-handler file handler. It defaults to false,
meaning a new log file is not created on server restart.

To change it, use the write-attribute operation with the following syntax.

/subsystem=Ilogging/size-rotating-file-handler=HANDL ER:write-attribute(name="rotate-on-boot",
value="BOOLEAN")

Replace HANDLER with the name of the size-rotating-file-handler log handler. Replace BOOLEAN
with true if a new size-rotating-file-handler log file should be created on restart.

Example 12.51. Specify to create a newsize-rotating-file-handler log file on server restart

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:write-attribute(name="rotate-on-boot", value="true")
{"outcome" => "success"}

Set the suffix for rotated logs

Use the write-attribute operation with the following syntax.

/subsystem=logging/size-rotating-file-handler=HANDL ER:write-attribute(name="suffix",
value="SUFFIX")

Replace HANDLER with the name of the log handler. Replace SUFFIX with the required suffix string.

Example 12.52. Set the suffix for rotated logs

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:write-attribute(name="suffix", value=".yyyy-MM-dd-HH")
{"outcome" => "success"}

Remove a log handler

Use the remove operation with the following syntax.
I /subsystem=Ilogging/size-rotating-file-handler=HANDLER:remove
Replace HANDLER with the name of the log handler.

Example 12.53. Remove a log handler

[standalone@localhost:9999 /] /subsystem=logging/size-rotating-file-
handler=ACCOUNTS_TRACE:remove
{"outcome" => "success"}

Report a bug
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12.3.7. Configure a Periodic Size Rotating Log Handler in the CLI

Periodic Size Rotating log handlers can be added, removed and edited in the CLI.
The main tasks you will perform to configure a periodic size rotating handler are:

® Add anew periodic size rotating handler.

® Display the configuration of a periodic size rotating handler.

® Set the handler's log level.

® Set the handler's appending behavior.

® Set whether or not the handler uses autoflush.

® Set the encoding used for the handler's output.

® Specify the file to which the log handler will write.

® Set the formatter used for the handler's output.

® Set the maximum size of each log file.

® Set the maximum number of backup logs to keep.

® Set the rotate on boot option for the periodic size rotating handler.

® Set the suffix for rotated logs.

® Remove a periodic size rotating handler.

Each of those tasks are described below.

IMPORTANT

When configuring a periodic size rotating handler in a logging profile for a standalone
system, the root of the configuration path is /subsystem=logging/logging-
profile=NAME/ instead of /subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a new Periodic Size Rotating handler

Use the add operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDLER:add(file={"path"=>"PATH",
"relative-to"=>"DIR"})

Replace HANDLER with the name of the log handler. Replace PATH with the filename for the file
that the log is being written to. Replace DIR with the name of the directory where the file is to be
located. The value of DIR can be a path variable.

I Example 12.54. Add a new log handler
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handler=PERIODIC_SIZE:add(file={"path"=>"periodic_size.log","relative-
to"=>"jboss.server.log.dir"},suffix=".yyyy.MM.dd")

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
{"outcome" => "success"}

Display the configuration of the log handler

Use the read-resource operation with the following syntax.

I /subsystem=Ilogging/periodic-size-rotating-file-handler=HANDLER:read-resource

Replace HANDLER with the name of the log handler.

Example 12.55. Display the configuration of the log handler
[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:read-resource
{
"outcome" => "success",
"result" => {
"append" => true,
"autoflush" => true,
"enabled" => true,
"encoding" => undefined,
"file" => {
"relative-to" => "jboss.server.log.dir",
"path" => "periodic_size.log"
b
"filter-spec" => undefined,
"formatter" => "%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) YoS%EYN",
"level" => "ALL",
"max-backup-index" => 1,
"name" => "PERIODIC_SIZE",
"named-formatter" => undefined,
"rotate-on-boot" => false,
"rotate-size" => "2m",
"suffix" => ".yyyy.MM.dd"
}
}
Set the handler's log level

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDL ER:write-attribute(name="level",
value="LOG_LEVEL_VALUE")

Replace HANDLER with the name of the log handler. Replace LOG_LEVEL_VALUE with the log level
thatis to be set.

I Example 12.56. Set the handler's log level
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handler=PERIODIC_SIZE:write-attribute(name="level", value="TRACE")

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
{"outcome" => "success"}

Set the handler's appending behavior

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDLER:write-
attribute(name="append", value="BOOLEAN")

Replace HANDLER with the name of the log handler. Replace BOOLEAN with false if you required
that a new log file be created each time the application server is launched. Replace BOOLEAN with
true if the application server should continue to use the same file.

JBoss EAP 6 must be restarted for this change to take effect.

handler=PERIODIC_SIZE:write-attribute(name="append", value="true")

"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}

Example 12.57. Set the handler's appending behavior
[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
{

}

Set whether the handler uses autoflush or not

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDL ER:write-
attribute(name="autoflush", value="BOOLEAN")

Replace HANDLER with the name of the log handler. Replace BOOLEAN with true if this handler is
to immediately write its output.

Example 12.58. Set whether the handler uses autoflush or not

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:write-attribute(name="autoflush", value="true")
{"outcome" => "success"}

Set the encoding used for the handler's output

Use the write-attribute operation with the following syntax.
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/subsystem=logging/periodic-size-rotating-file-handler=HANDLER:write-
attribute(name="encoding", value="ENCODING")

Replace HANDLER with the name of the log handler. Replace ENCODING with the name of the
required character encoding system.

Example 12.59. Set the encoding used for the handler's output

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:write-attribute(name="encoding", value="utf-8")
{"outcome" => "success"}

Specify the file to which the log handler will write

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDL ER:write-attribute(name="file",
value={"path"=>"PATH", "relative-to"=>"DIR"})
Replace HANDLER with the name of the log handler. Replace PATH with the filename for the file

that the log is being written to. Replace DIR with the name of the directory where the file is to be
located. The value of DIR can be a path variable.

handler=PERIODIC_SIZE:write-attribute(name="file", value={"path"=>"accounts_trace.log",
"relative-to"=>"jboss.server.log.dir"})

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
{"outcome" => "success"}

‘ Example 12.60. Specify the file to which the log handler will write

Set the formatter used for the handler's output

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDLER:write-
attribute(name="formatter", value="FORMAT")

Replace HANDLER with the name of the log handler. Replace FORMAT with the required formatter
string or name of the formatter as specified in the configuration file.

handler=PERIODIC_SIZE:write-attribute(name="formatter", value="%d{HH:mm:ss,SSS} %-5p
(%C) [Yot] YoSYEYN")

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
{"outcome" => "success"}

‘ Example 12.61. Set the formatter used for the handler's output

Set the maximum size of each log file

Use the write-attribute operation with the following syntax.

266



CHAPTER12. THE LOGGING SUBSYSTEM

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDL ER:write-attribute(name="rotate-
size", value="SIZE")

Replace HANDLER with the name of the log handler. Replace SIZE with maximum file size.
Example 12.62. Set the maximum size of each log file

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:write-attribute(name="rotate-size", value="50m")
{"outcome" => "success"}

Set the maximum number of backup logs to keep

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDL ER:write-attribute(name="max-
backup-index", value="NUMBER")

Replace HANDLER with the name of the log handler. Replace NUMBER with the required number of
log files to keep.

Example 12.63. Set the maximum number of backup logs to keep

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:write-attribute(name="max-backup-index", value="5")
{"outcome" => "success"}

Set the rotate-on-boot option on theperiodic-size-rotating-file-handler

It defaults to false, meaning a new log file is not created on server restart.

To change it, use the write-attribute operation with the following syntax.

/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDL ER:write-attribute(name="rotate-
on-boot", value="BOOLEAN")

Replace HANDLER with the name of the periodic-size-rotating-file-handler log handler. Replace

BOOLEAN with true if a new periodic-size-rotating-file-handler log file should be created on
restart.

Example 12.64. Specify to create a newperiodic-size-rotating-file-handler log file on server
restart

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:write-attribute(name="rotate-on-boot", value="true")
{"outcome" => "success"}

Set the suffix for rotated logs

Use the write-attribute operation with the following syntax.
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/subsystem=Ilogging/periodic-size-rotating-file-handler=HANDL ER:write-attribute(name="suffix",
value="SUFFIX")

Replace HANDLER with the name of the log handler. Replace SUFFIX with the required suffix string.

Example 12.65. Set a suffix for rotated logs

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:write-attribute(name="suffix", value=".yyyy-MM-dd-HH")
{"outcome" => "success"}

Remove a log handler

Use the remove operation with the following syntax.

I /subsystem=Ilogging/periodic-size-rotating-file-handler=HANDLER:remove

Replace HANDLER with the name of the log handler.

Example 12.66. Remove a log handler

[standalone@localhost:9999 /] /subsystem=Ilogging/periodic-size-rotating-file-
handler=PERIODIC_SIZE:remove
{"outcome" => "success"}

Report a bug

12.3.8. Configure a Async Log Handler in the CLI

Async log handlers can be added, removed and edited in the CLI.
The tasks you will perform to configure an async log handler are:

® Addanew async log handler

® Display the configuration of an async log handler

® Change the log level

® Setthe queue length

® Set the overflow action

® Add sub-handlers

® Remove sub-handlers

® Remove an async log handler

Each of these tasks are described below.
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IMPORTANT

When configuring a log handler in a logging profile for a standalone system, the root of
the configuration path is /subsystem=logging/logging-profile=NAME/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a new async log handler

Use the add operation with the following syntax.
I /subsystem=Ilogging/async-handler=HANDLER:add(queue-length="LENGTH")

Replace HANDLER with the name of the log handler. Replace LENGTH with value of the maximum
number of log requests that can be held in queue.

Example 12.67. Add a new async log handler

[standalone@localhost:9999 /] /subsystem=logging/async-handler=NFS_LOGS:add(queue-
length="10")
{"outcome" => "success"}

Display the configuration of an async log handler

Use the read-resource operation with the following syntax.
I /subsystem=logging/async-handler=HANDLER:read-resource

Replace HANDLER with the name of the log handler.

"outcome" => "success",
"result" => {
"enabled" => true,
"encoding" => undefined,
"filter" => undefined,
"filter-spec" => undefined,
"formatter" => "%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) YoS%EY6N",
"level" => "ALL",
"name" => "NFS_LOGS",
"overflow-action" => "BLOCK",
"queue-length" => "10",
"subhandlers" => undefined

[standalone@localhost 9999 /] /subsystem=logging/async-handler=NFS_LOGS:read-resource
"response -headers" => {"process-state" => "reload-required"}

‘ Example 12.68. Display the configuration of an async log handler
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Change the log level

Use the write-attribute operation with the following syntax.

/subsystem=logging/async-handler=HANDLER:write-attribute(name="level",
value="LOG_LEVEL_VALUE")

Replace HANDLER with the name of the log handler. Replace LOG_LEVEL_VALUE with the log level
thatis to be set.

Example 12.69. Change the log level

[standalone@localhost:9999 /] /subsystem=logging/async-handler=NFS_LOGS:write-
attribute(name="level", value="INFQO")

{"outcome" => "success"}

Set the queue length

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/async-handler=HANDLER:write-attribute(name="queue-length",
value="LENGTH")

Replace HANDLER with the name of the log handler. Replace LENGTH with value of the maximum
number of log requests that can be held in queue.

JBoss EAP 6 must be restarted for this change to take effect.

attrlbute (name="queue-length", value="150")
"outcome" => "success",

"response-headers" => {
"operation-requires-reload" => true,

Example 12.70. Set the queue length
[standalone@localhost:9999 /] /subsystem=logging/async-handler=NFS_LOGS:write-
"process -state" => "reload-required"

Set the overflow action

Use the write-attribute operation with the following syntax.

/subsystem=Ilogging/async-handler=HANDLER:write-attribute(name="overflow-action",
value="ACTION")

Replace HANDLER with the name of the log handler. Replace ACTION with either DISCARD or

BLOCK.

I Example 12.71. Set the overflow action
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attribute(name="overflow-action", value="DISCARD")

[standalone@localhost:9999 /] /subsystem=logging/async-handler=NFS_LOGS:write-
{"outcome" => "success"}

Add sub-handlers
Use the add-handler operation with the following syntax.

I /subsystem=Ilogging/async-handler=HANDLER:add-handler(name="SUBHANDLER")

Replace HANDLER with the name of the log handler. Replace SUBHANDLER with the name of the
log handler that is to be added as a sub-handler of this async handler.

Example 12.72. Add sub-handlers

[standalone@localhost:9999 /] /subsystem=Ilogging/async-handler=NFS_L OGS:add-
handler(name="NFS_FILE")
{"outcome" => "success"}

Remove sub-handlers

Use the remove-handler operation with the following syntax.

I /subsystem=Ilogging/async-handler=HANDLER:remove-handler(name="SUBHANDLER")

Replace HANDLER with the name of the log handler. Replace SUBHANDLER with the name of the
sub-handler to remove.

Example 12.73. Remove sub-handlers

[standalone@localhost:9999 /] /subsystem=logging/async-handler=NFS_LOGS:remove-
handler(name="NFS_FILE")
{"outcome" => "success"}

Remove an async log handler

Use the remove operation with the following syntax.

I /subsystem=Ilogging/async-handler=HANDLER:remove

Replace HANDLER with the name of the log handler.
Example 12.74. Remove an async log handler

[standalone@localhost:9999 /] /subsystem=logging/async-handler=NFS_LOGS:remove
{"outcome" => "success"}
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Report a bug

12.3.9. Configure a Custom Handler in the CLI

Custom handler can be added, removed, and edited in the CLI.
The main tasks you will perform to configure a custom handler are:
® Add anew custom handler.
® Display the configuration of a custom handler.
® Settheloglevel

® Remove a custom handler.

IMPORTANT

When configuring a custom handler in a logging profile for a standalone system, the root
of the configuration path is /subsystem=logging/logging-profile=NAME!/ instead of
/subsystem=logging/.

For a managed domain, you must specify which profile to use. You must add the profile
name to the beginning of the configuration path for a managed domain, replacing
/subsystem=logging/ with /profile=NAME/subsystem=logging/.

Add a New Custom Handler

Use the add operation with the following syntax.

I /subsystem=Ilogging/custom-handler="MyCustomHandler":add

handler="MyCustomHandler":add(class="JdbcLogger",module="com.MyModule" formatter="%d{
HH:mm:ss,SSS} %-5p [%cC] (Y%t) Y%s%EY%n",properties=

[standalone@localhost:9999 /] /subsystem=logging/custom-
{"maxNumberOfDays"=>"90","fleName"=>"custom.log","compressBackups"=>"true"})

‘ Example 12.75. Adding a new custom handler

Display Custom Handler

Use the read-resource operation with the following syntax. Replace CUSTOMHANDLER with the
name of the custom handler.

I /subsystem=Ilogging/custom-handler= CUSTOMHANDLER:read-resource

[standalone@localhost:9999 /] /subsystem=logging/custom-handler="MyCustomHandler":read-
resource

{

"outcome" => "success",

Example 12.76. Display a custom handler configuration
"result" => {
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"formatter" => "%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) Yos%EYN",
"level" => "INFQ",

"name" => "CONSOLE",

"named-formatter" => "COLOR-PATTERN",

"autoflush" => true,
"enabled" => true,
"encoding" => undefined,
"filter" => undefined,
"filter-spec" => undefined,
"target" => "System.out"
}
}

Set the Log Level

Use the write-attribute operation with the following syntax. Replace CUSTOMHANDLER with the
name of the log category and LEVEL with the log level that is to be set.

/subsystem=Ilogging/custom-handler= CUSTOMHANDL ER:write-attribute(name="level",
value="INFQO")

Example 12.77. Set the Log Level

[standalone@localhost:9999 /] /subsystem=Ilogging/custom-
handler="MyCustomHandler":write-attribute(name="level", value="TRACE")
{"outcome" => "success"}

Remove Custom Handler

Use the remove operation with the following syntax. Replace CUSTOMHANDLER with the name of
the custom handler to be removed.

I /subsystem=Ilogging/custom-handler= CUSTOMHANDLER:remove

Example 12.78. Remove a custom handler

[standalone@localhost:9999 /] /subsystem=logging/custom-
handler="MyCustomHandler":remove
{"outcome" => "success"}

Report a bug

12.3.10. Configure a Syslog Handler in the CLI

The log manager for JBoss EAP 6 now contains a syslog handler. Syslog handlers can be used to send
messages to a remote logging server that supports the Syslog protocol (RFC-3164 or RFC-5424). This
allows the log messages of multiple applications to be sent to the same server, where they can be parsed
together. This topic covers how to create and configure a syslog handler using the Management CLI,
and the available configuration options.
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For details of syslog handler attributes see Section A.3, “"Management Interface Audit Logging
Reference”.

Prerequisites

® Access and the correct permissions for the Management CLI.

Procedure 12.4. Add a Syslog Handler

® Run the following command to add a syslog handler:

I /subsystem=logging/syslog-handler=HANDLER NAME:add

Procedure 12.5. Configure a Syslog Handler

® Run the following command to configure a syslog handler attribute:

/subsystem=logging/syslog-handler=HANDLER _NAME:write-
attribute(name=ATTRIBUTE_NAME,value=ATTRIBUTE_VALUE)

Procedure 12.6. Remove a Syslog Handler

® Run the following command to remove an existing syslog handler:
I /subsystem=Ilogging/syslog-handler=HANDLER NAME:remove

Report a bug

12.3.11. Configure a Custom Log Formatter in the CLI

Summary

In addition to the log formatter syntax specified in Section 12.1.16, “Log Formatter Syntax”, a custom log
formatter can be created for use with any log handler. This example procedure will demonstrate this by
creating a XML formatter for a console log handler.

Prerequisites

® Access to the Management CLI for the JBoss EAP 6 server.

® A previously configured log handler. This example procedure uses a console log handler.

Procedure 12.7. Configure a Custom XML Formatter for a Log Handler

1. Create custom formatter.

In this example, the following command creates a custom formatter named XML_FORMATTER
that uses the java.util.logging.XMLFormatter class.

[standalone@localhost:9999 /] /subsystem=logging/custom-
formatter=XML_FORMATTER:add(class=java.util.logging.XMLFormatter,
module=org.jboss.logmanager)
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2. Register a custom formatter for the log handler you want to use it with.

In this example, the formatter from the previous step is added to a console log handler.

[standalone@localhost:9999 /] /subsystem=logging/console-handler=HANDLER:write-
attribute(name=named-formatter, value=XML_FORMATTER)

3. Restart the JBoss EAP 6 server for the change to take effect.
I [standalone@localhost:9999 /] shutdown --restart=true

Result

The custom XML formatter is added to the console log handler. Output to the console log will be
formatted in XML, for example:

<record>
<date>2014-03-11T13:02:53</date>
<millis>1394539373833</millis>
<sequence>116</sequence>
<logger>org.jboss.as</logger>
<level>INFO</level>
<class>org.jboss.as.server.BootstrapListener</class>
<method>logAdminConsole</method>
<thread>282</thread>
<message>JBAS015951: Admin console listening on http://%s:%d</message>
<param>127.0.0.1</param>
<param>9990</param>

</record>

Report a bug

12.4. PER-DEPLOYMENT LOGGING

12.4.1. About Per-deployment Logging

Per-deployment logging allows a developer to configure in advance the logging configuration for their
application. When the application is deployed, logging begins according to the defined configuration.
The log files created through this configuration contain information only about the behavior of the
application.

This approach has advantages and disadvantages over using system-wide logging. An advantage is that
the administrator of the JBoss EAP instance does not need to configure logging. A disadvantage is that

the per-deployment logging configuration is read only on startup and so cannot be changed at runtime.

Report a bug

12.4.2. Disable Per-deployment Logging

Procedure 12.8. Disable Per-deployment Logging

® Two methods of disabling per-deployment logging are available. One works on all versions
of JBoss EAP 6, while the other works only on JBoss EAP 6.3 and higher.
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o JBoss EAP 6 (all versions)
Add the system property:

I org.jboss.as.logging.per-deployment=false
o JBoss EAP 6.3 (and higher)

Exclude the logging subsystem using a jboss-deployment-structure.xml file. For details on
how to do this, see Exclude a Subsystem from a Deployment in the Development Guide.

Report a bug

12.5. LOGGING PROFILES

12.5.1. About Logging Profiles

IMPORTANT

Logging profiles are only available in version 6.1.0 and later. They cannot be configured
using the management console.

Logging profiles are independent sets of logging configuration that can be assigned to deployed
applications. As with the regular logging subsystem, a logging profile can define handlers, categories and
a root logger but cannot refer to configuration in other profiles or the main logging subsystem. The
design of logging profiles mimics the logging subsystem for ease of configuration.
The use of logging profiles allows administrators to create logging configuration that are specific to one
or more applications without affecting any other logging configuration. Because each profile is defined
in the server configuration, the logging configuration can be changed without requiring that the
affected applications be redeployed.
Each logging profile can have the following configuration:

® A unique name. This is required.

® Any number of log handlers.

® Any number of log categories.

® Up to oneroot logger.

An application can specify a logging profile to use in its MANIFEST.MF file, using the logging-profile
attribute.

Report a bug

12.5.2. Create a new Logging Profile using the CLI

A new logging profile can be created using the CLI command below, replacing NAME with your required
profile name:

I /subsystem=logging/logging-profile=NAME:add

This will create a new empty profile to which handlers, categories and a root logger can be added.
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12.5.3. Configuring a Logging Profile using the CLI

A logging profile can be configured with log handlers, categories and a root logger using almost exactly
the same syntax as when using the main logging subsystem.

There are only two differences between configuring the main logging subsystem and the logging profile:
1. The root configuration path is /subsystem=logging/logging-profile=NAME
2. Alogging profile cannot contain other logging profiles.
Refer to the appropriate logging management task:
® Section 12.3.1, “Configure the Root Logger with the CLI”
® Section 12.3.2, “Configure a Log Category in the CLI”
® Section 12.3.3, “Configure a Console Log Handler in the CLI"
® Section 12.3.4, “Configure a File Log Handler in the CLI"
® Section 12.3.5, “Configure a Periodic Log Handler in the CLI”
® Section 12.3.6, “Configure a Size Log Handler in the CLI”

® Section 12.3.8, “Configure a Async Log Handler in the CLI"

Example 12.79. Creating and Configuring a Logging Profile

Creating a logging profile and adding a category and file log handler.

1. Create the profile:
I /subsystem=Ilogging/logging-profile=accounts-app-profile:add
2. Create file handler

/subsystem=Ilogging/logging-profile=accounts-app-profile/file-handler=ejb-trace-
file:add(file={path=>"ejb-trace.log", "relative-to"=>"jboss.server.log.dir"})

/subsystem=Ilogging/logging-profile=accounts-app-profile/file-handler=ejb-trace-file:write-
attribute(name="level", value="DEBUG")
3. Create logger category

/subsystem=Ilogging/logging-profile=accounts-app-
profile/logger=com.company.accounts.ejbs:add(level=TRACE)

4. Assign file handler to category

/subsystem=Ilogging/logging-profile=accounts-app-
profile/logger=com.company.accounts.ejbs:add-handler(name="ejb-trace-file")
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Report a bug

12.5.4. Specify a Logging Profile in an Application

An application specifies the logging profile to use in its MANIFEST.MF file.

Prerequisites:

1. You must know the name of the logging profile that has been setup on the server for this
application to use. Ask your server administrator for the name of the profile to use.

Procedure 12.9. Add Logging Profile configuration to an Application

e Edit MANIFEST.MF
If your application does not have a MANIFEST.MF file: create one with the following content,
replacing NAME with the required profile name.

Manifest-Version: 1.0
Logging-Profile: NAME

If your application already has a MANIFEST.MF file: add the following line to it, replacing NAME
with the required profile name.

I Logging-Profile: NAME

NOTE

If you are using Maven and the maven-war-plugin, you can put your MANIFEST.MF file in
src/main/resources/META-INF/ and add the following configuration to your pom.xml
file.

<plugin>
<artifactld>maven-war-plugin</artifactld>
<configuration>
<archive>
<manifestFile>src/main/resources/META-INF/MANIFEST.MF</manifestFile>
</archive>
</configuration>
</plugin>

When the application is deployed it will use the configuration in the specified logging profile for its log
messages.

Report a bug

12.5.5. Example Logging Profile Configuration

This example shows the configuration of a logging profile and the application that makes use of it. The
CLI session is shown, the XML configuration that is generated, and the MANIFEST.MF file of the
application.

278


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+14119-649954+%5BLatest%5D&comment=Title%3A+Configuring+a+Logging+Profile+using+the+CLI%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=14119-649954+02+Jun+2014+16%3A39+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+14120-647035+%5BLatest%5D&comment=Title%3A+Specify+a+Logging+Profile+in+an+Application%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=14120-647035+30+May+2014+00%3A53+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

CHAPTER12. THE LOGGING SUBSYSTEM

The logging profile example has the following characteristics:
® The Name is accounts-app-profile.
® The Log Category is com.company.accounts.ejbs.
® The Loglevel TRACE.

® The Log handler is a file handler using the file ejb-trace.log.

Example 12.80. CLI session
localhost:bin user$ ./jboss-cli.sh -c
[standalone@localhost:9999 /] /subsystem=logging/logging-profile=accounts-app-profile:add

{"outcome" => "success"}

[standalone@localhost:9999 /] /subsystem=logging/logging-profile=accounts-app-profile/file-
handler=ejb-trace-file:add(file={path=>"ejb-trace.log", "relative-to"=>"jboss.server.log.dir"})
{"outcome" => "success"}

[standalone@localhost:9999 /] /subsystem=logging/logging-profile=accounts-app-profile/file-
handler=ejb-trace-file:write-attribute(name="level", value="DEBUG")
{"outcome" => "success"}

[standalone@localhost:9999 /] /subsystem=Ilogging/logging-profile=accounts-app-
profile/logger=com.company.accounts.ejbs:add(level=TRACE)
{"outcome" => "success"}

[standalone@localhost:9999 /] /subsystem=Ilogging/logging-profile=accounts-app-
profile/logger=com.company.accounts.ejbs:add-handler(name="ejb-trace-file")
{"outcome" => "success"}

<file-handler name="ejb-trace-file">
<level name="DEBUG"/>
<file relative-to="jboss.server.log.dir" path="ejb-trace.log"/>
<ffile-handler>
<logger category="com.company.accounts.ejbs">
<level name="TRACE"/>
<handlers>
<handler name="¢gjb-trace-file"/>
</handlers>
</logger>
</logging-profile>

Example 12.81. XML Configuration
<logging-profiles>

<logging-profile name="accounts-app-profile">
</Nlogging-profiles>

Example 12.82. Application MANIFEST.MF file
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Manifest-Version: 1.0
Logging-Profile: accounts-app-profile

Report a bug

12.6. LOGGING CONFIGURATION PROPERTIES

12.6.1. Root Logger Properties

Table 12.6. Root Logger Properties

Property Datatype Description

level String The maximum level of log message that the root logger records.
handlers String[] Alist of log handlers that are used by the root logger.
filter-spec String An expression value that defines a filter. The following

expression defines a filter that excludes log entries that do not
match a pattern: not(match("JBAS.*"))

NOTE

A filter-spec specified for the root logger is notinherited by other handlers. Instead a
- filter-spec must be specified per handler.

Report a bug

12.6.2. Log Category Properties

Table 12.7. Log Category Properties

Property Datatype Description

level String The maximum level of log message that the log category
records.

handlers String[] A list of log handlers associated with the logger.

use-parent- Boolean If set to true, this category will use the log handlers of the root

handlers logger in addition to any other assigned handlers.

category String The log category from which log messages will be captured.

filter-spec String An expression value that defines a filter. The following

expression defines a filter that does not match a pattern:
not(match("JBAS.*"))

280


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+14121-763764+%5BLatest%5D&comment=Title%3A+Example+Logging+Profile+Configuration%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=14121-763764+02+Jul+2015+23%3A48+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+8873-686582+%5BLatest%5D&comment=Title%3A+Root+Logger+Properties%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=8873-686582+21+Jul+2014+23%3A44+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

CHAPTER 12. THE LOGGING SUBSYSTEM
Report a bug

12.6.3. Console Log Handler Properties

Table 12.8. Console Log Handler Properties

Property Datatype Description

level String The maximum level of log message the log handler records.
encoding String The character encoding scheme to be used for the output.
formatter String The log formatter used by this log handler.

named-formatter String The name of the defined formatter to be used on the handler.
target String The system output stream where the output of the log handler

goes. This can be System.err or System.out for the system error
stream or standard out stream respectively.

autoflush Boolean If set to true the log messages will be sent to the handlers target
immediately upon receipt.

name String The unique identifier for this log handler.

enabled Boolean If set to true, the handler is enabled and functioning as normal. If
set to false, the handler is ignored when processing log
messages.

filter-spec String An expression value that defines a filter. The following

expression defines a filter that does not match a pattern:
not(match("JBAS.*"))

Report a bug

12.6.4. File Log Handler Properties

Table 12.9. File Log Handler Properties

Property Datatype Description

level String The maximum level of log message the log handler records.
encoding String The character encoding scheme to be used for the output.
formatter String The log formatter used by this log handler.

named-formatter String The name of the defined formatter to be used on the handler.
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Property Datatype Description

append Boolean If set to true then all messages written by this handler will be
appended to the file if it already exists. If set to false a new file
will be created each time the application server launches.
Changes to append require a server reboot to take effect.

autoflush Boolean If set to true the log messages will be sent to the handlers
assigned file immediately upon receipt.

name String The unique identifier for this log handler.

file Object The object that represents the file where the output of this log
handler is written to. It has two configuration properties,
relative-to and path.

relative-to String This is a property of the file object and is the directory where the
log file is written to. JBoss EAP 6 file path variables can be
specified here. The jboss.server.log.dir variable points to the
log/ directory of the server.

path String This is a property of the file object and is the name of the file
where the log messages will be written. It is a relative path name
that is appended to the value of the relative-to property to
determine the complete path.

enabled Boolean If set to true, the handler is enabled and functioning as normal. If
set to false, the handler is ignored when processing log
messages.

filter-spec String An expression value that defines a filter. The following

expression defines a filter that does not match a pattern:
not(match("JBAS.*"))

Report a bug

12.6.5. Periodic Log Handler Properties

Table 12.10. Periodic Log Handler Properties
Property Datatype Description

append Boolean If set to true then all messages written by this handler will be
appended to the file if it already exists. If set to false a new file
will be created each time the application server launches.
Changes to append require a server reboot to take effect.

autoflush Boolean If set to true the log messages will be sent to the handlers
assigned file immediately upon receipt.

encoding String The character encoding scheme to be used for the output.
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Property Datatype Description

formatter String The log formatter used by this log handler.

named-formatter String The name of the defined formatter to be used on the handler.

level String The maximum level of log message the log handler records.

name String The unique identifier for this log handler.

file Object Object that represents the file to which the output of this log
handler is written. It has two configuration properties, relative-
to and path.

relative-to String This is a property of the file object and is the directory

containing the log file. File path variables can be specified here.
The jboss.server.log.dir variable points to the log/ directory
of the server.

path String This is a property of the file object and is the name of the file
where the log messages will be written. It is a relative path name
that is appended to the value of the relative-to property to
determine the complete path.

suffix String This String is appended to the filename of the rotated logs and
is used to determine the frequency of rotation. The format of
the suffix is a dot (.) followed by a date String which is able to
be parsed by the SimpleDateFormat class. The log is rotated
on the basis of the smallest time unit defined by the suffix. Note
that the smallest time unit allowed in the suffix attribute is
minutes.

For example, a suffix value of .YYYY-MM-dd will result in daily
log rotation. Assuming a log file named server.log and a suffix
value of .YYYY-MM-dd, the log file rotated on 20 October
2014 would be named server.l0g.2014-10-19. For a periodic
log handler, the suffix includes the previous value for the
smallest time unit. In this example the value for ddis 19, the
previous day.

enabled Boolean If set to true, the handler is enabled and functioning as normal. If
set to false, the handler is ignored when processing log
messages.

filter-spec String An expression value that defines a filter. The following

expression defines a filter that does not match a pattern:
not(match("JBAS.*")).

Report a bug

12.6.6. Size Log Handler Properties

Table 12.11. Size Log Handler Properties
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Property Datatype Description

append Boolean If set to true then all messages written by this handler will be
appended to the file if it already exists. If set to false a new file
will be created each time the application server launches.
Changes to append require a server reboot to take effect.

autoflush Boolean If set to true the log messages will be sent to the handlers
assigned file immediately upon receipt.

encoding String The character encoding scheme to be used for the output.
formatter String The log formatter used by this log handler.

named-formatter String The name of the defined formatter to be used on the handler.
level String The maximum level of log message the log handler records.
name String The unique identifier for this log handler.

file Object Object that represents the file where the output of this log

handler is written to. It has two configuration properties,
relative-to and path.

relative-to String This is a property of the file object and is the directory
containing the log file. File path variables can be specified here.
The jboss.server.log.dir variable points to the log/ directory
of the server.

path String This is a property of the file object and is the name of the file
where the log messages will be written. It is a relative path name
that is appended to the value of the relative-to property to
determine the complete path.

rotate-size Integer The maximum size that the log file can reach before it is rotated.
A single character appended to the number indicates the size
units: b for bytes, K for kilobytes, m for megabytes, g for
gigabytes. Eg. 50m for 50 megabytes.

max-backup-index  Integer The maximum number of rotated logs that are kept. When this
number is reached, the oldest log is reused. Default: 1.

Available from JBoss EAP 6.4. If the suffix attribute is used, the
suffix of rotated log files is included in the rotation algorithm.
When the log file is rotated, the oldest file whose name starts
with name+suffix is deleted, the remaining rotated log files
have their numeric suffix incremented and the newly rotated log
file is given the numeric suffix 1.

Assume a log file name server.log, a suffix value of .YYYY-
mm, and max-backup-index value of 3. When the log file has
been rotated twice, log file names could be server.log,
server.log.2014-10.1 and server.log.2014-10.2. The next
time the log file is rotated, server.l0g.2014-10.2 is deleted,
server.log.2014-10.1 is renamed server.log.2014-10.2 and
the newly rotated log file is named server.log.2014-10.1.
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Property Datatype Description

enabled Boolean If set to true, the handler is enabled and functioning as normal. If
set to false, the handler is ignored when processing log
messages.

filter-spec String An expression value that defines a filter. The following

expression defines a filter that does not match a pattern:
not(match("JBAS.*"))

rotate-on-boot Boolean If set to true, a new log file will be created on server restart.
Default is false.

suffix String Available from JBoss EAP 6.4. This String is included in the
suffix appended to rotated logs. The format of the suffixis a
dot (.) followed by a date String which is able to be parsed by
the SimpleDateFormat class.

For example, assuming a log file named server.log and a suffix
value of .YYYY-mm, the first log file rotated on 1 October 2014
would be named server.l0g.2014-10.1. In this example, the

2014-10 portion of the suffix is derived from the value of
suffix.

Report a bug

12.6.7. Periodic Size Rotating Log Handler Properties

Table 12.12. Periodic Size Log Handler Properties
Property Datatype Description

append Boolean If set to true then all messages written by this handler will be
appended to the file if it already exists. If set to false a new file
will be created each time the application server launches.
Changes to append require a server reboot to take effect.

rotate-size String The maximum size that the log file can reach before it is rotated.

max-backup-index  Integer The maximum number of size-rotated logs that are kept. When
this number is reached, the oldest log is reused. Default: 1.

This setting only applies to logs that are rotated based on file
size.

Note that if a file is rotated with a date format suffix, it will not
be purged using the max-backup-index option.
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Property Datatype Description

suffix String This String is appended to the filename of the rotated logs and
is used to determine the frequency of rotation. The format of
the suffix is a dot (.) followed by a date String which is able to
be parsed by the SimpleDateFormat class. The log is rotated
on the basis of the smallest time unit defined by the suffix. Note
that the smallest time unit allowed in the suffix attribute is
minutes.

For example, a suffix value of .YYYY-MM-dd will result in daily
log rotation. Assuming a log file named server.log and a suffix
value of .YYYY-MM-dd, the log file rotated on 20 October
2014 would be named server.l0g.2014-10-19. For a periodic
log handler, the suffix includes the previous value for the
smallest time unit. In this example the value for dd is 19, the
previous day.

autoflush Boolean If set to true the log messages will be sent to the handlers
assigned file immediately upon receipt.

file Object Object that represents the file where the output of this log
handler is written to. It has two configuration properties,
relative-to and path.

relative-to String This is a property of the file object and is the directory
containing the log file. File path variables can be specified here.
The jboss.server.log.dir variable points to the log/ directory
of the server.

path String This is a property of the file object and is the name of the file
where the log messages will be written. It is a relative path name
that is appended to the value of the relative-to property to
determine the complete path.

enabled Boolean If set to true, the handler is enabled and functioning as normal. If
set to false, the handler is ignored when processing log
messages.

filter-spec String An expression value that defines a filter. The following

expression defines a filter that does not match a pattern:
not(match("JBAS.*"))

rotate-on-boot Boolean If set to true, a new log file will be created on server restart.
Default is false.

formatter String The log formatter used by this log handler.

level String The minimum level of log message the log handler records.
name String The unique identifier for this log handler.

named-formatter String The name of the defined formatter to be used on the handler.
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Property Datatype Description

encoding String The character encoding scheme to be used for the output.

Report a bug

12.6.8. Async Log Handler Properties

Table 12.13. Async Log Handler Properties

Property Datatype Description

level String The maximum level of log message the log handler records.
name String The unique identifier for this log handler.

encoding String The character encoding scheme to be used for the output.

formatter String The log formatter used by this log handler.

queue-length Integer Maximum number of log messages that will be held by this

handler while waiting for sub-handlers to respond.

overflow-action String How this handler responds when its queue length is exceeded.
This can be set to BLOCK or DISCARD. BLOCK makes the
logging application wait until there is available space in the
queue. This is the same behavior as an non-async log handler.
DISCARD allows the logging application to continue but the log
message is deleted.

subhandlers String[] This is the list of log handlers to which this async handler passes
its log messages.

enabled Boolean If set to true, the handler is enabled and functioning as normal. If
set to false, the handler is ignored when processing log
messages.

filter-spec String An expression value that defines a filter. The following

expression defines a filter that does not match a pattern:
not(match("JBAS.*"))

Report a bug

12.7. SAMPLE XML CONFIGURATION FOR LOGGING

12.7.1. Sample XML Configuration for the Root Logger

<root-logger>
<level name="INFQO"/>
<handlers>
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<handler name="CONSOLE"/>
<handler name="FILE"/>
</handlers>
</root-logger>

Report a bug

12.7.2. Sample XML Configuration for a Log Category

<logger category="com.company.accounts.rec">
<handlers>
<handler name="accounts-rec"/>
</handlers>
</logger>

Report a bug

12.7.3. Sample XML Configuration for a Console Log Handler

<console-handler name="CONSOLE">
<level name="INFQO"/>
<formatter>
<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) YoSY%EYon"/>
</formatter>
</console-handler>

Report a bug

12.7.4. Sample XML Configuration for a File Log Handler

<file-handler name="accounts-rec-trail" autoflush="true">
<level name="INFQO"/>
<file relative-to="jboss.server.log.dir" path="accounts-rec-trail.log"/>
<append value="true"/>

<ffile-handler>

Report a bug

12.7.5. Sample XML Configuration for a Periodic Log Handler

<periodic-rotating-file-handler name="FILE">
<formatter>
<pattern-formatter pattern="%d{HH:mm:ss,SSS} %-5p [%C] (Y6t) YoSY%EYon"/>
</formatter>
<file relative-to="jboss.server.log.dir" path="server.log"/>
<suffix value=".yyyy-MM-dd"/>
<append value="true"/>
</periodic-rotating-file-handler>

Report a bug

12.7.6. Sample XML Configuration for a Size Log Handler
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<size-rotating-file-handler name="accounts_debug" autoflush="false">
<level name="DEBUG"/>
<file relative-to="jboss.server.log.dir" path="accounts-debug.log"/>
<rotate-size value="500K"/>
<max-backup-index value="5"/>
<append value="true"/>

</size-rotating-file-handler>

Report a bug

12.7.7. Sample XML Configuration for a Periodic Size Rotating Log Handler

<periodic-size-rotating-file-handler name="Periodic_size rotating_Handler" autoflush="false">
<level name="INFQO"/>
<file relative-to="jboss.server.log.dir" path="Sample.log"/>
<max-backup-index value="1"/>
<suffix value=".yyyy.MM.dd"/>
<append value="false"/>
<periodic-size-rotating-file-handler>

Report a bug

12.7.8. Sample XML Configuration for a Async Log Handler

<async-handler name="Async_NFS_handlers">
<level name="INFQO"/>
<queue-length value="512"/>
<overflow-action value="block"/>
<subhandlers>
<handler name="FILE"/>
<handler name="accounts-record"/>
</subhandlers>
</async-handler>

Report a bug
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CHAPTER 13. INFINISPAN

13.1. ABOUT INFINISPAN

Infinispan is a Java data grid platform. It provides a JSR-107 compatible cache interface for managing
cached data.

The following Infinispan cache containers are used in JBoss Enterprise Application Platform 6:
e web for Web Session Clustering
® ejb for Stateful Session Bean Clustering
e hibernate for entity caching
® singleton for singleton caching

Each cache container defines a "repl"” and a "dist" cache. These caches should not be used directly by
user applications.

IMPORTANT

Users can add more cache containers and caches, and reference them via JNDI.
However, this is unsupported in JBoss Enterprise Application Platform 6.

For more information about Infinispan functionality and configuration options see the Infinispan
Documentation.

Report a bug

13.2. CLUSTERING MODES

Clustering can be configured in two different ways in JBoss EAP 6 using Infinispan. The correct method
for your application will depend on your requirements. There is a trade off between availability,
consistency, reliability and scalability with each mode. Before choosing a clustering mode, you must
identify what are the most important features of your network for you, and balance those requirements.

Replicated Mode

Replicated Mode automatically detects and adds new instances on the cluster. Changes made to these
instances will be replicated to all nodes on the cluster. Replicated mode typically works best in small
clusters because of the amount of information that has to be replicated over the network. Infinispan can
be configured to use UDP multicast, which alleviates network traffic congestion to a degree.

Distribution Mode

Distribution mode allows Infinispan to scale the cluster linearly. Distribution mode uses a consistent hash
algorithm to determine where in a cluster a new node should be placed. The number of copies of
information to be kept is configurable. There is a trade off between the number of copies kept, durability
of the data and performance: the more copies that are kept, the more impact on performance, but the
less likely you are to lose data in a server failure. The hash algorithm also works to reduce network traffic
by locating entries without multicasting or storing metadata.
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One should consider using Distribution (dist) mode as a caching strategy when the cluster size exceeds
6-8 nodes. With Distribution mode, data is distributed to only a subset of nodes within the cluster, as
opposed to all nodes (default Replicated mode).

Synchronous and Asynchronous Replication

Replication can be performed either in synchronous or asynchronous mode, and the mode chosen
depends on your requirements and your application. With synchronous replication, the thread that
handles the user request is blocked until replication has been successful. Only when the replication is
successful, a response is sent back to the client and the thread is released. Synchronous replication has
an impact on network traffic because it requires a response from each node in the cluster. It has the
advantage, however, of ensuring that all modifications have been made to all nodes in the cluster.

Asynchronous replication is carried out in the background. Infinispan implements a replication queue,
which is used by a background thread to carry out replication. Replication is triggered either on a time
basis, or on the queue size. A replication queue allows increased performance because there is no
conversation being carried out between the cluster nodes. The trade off with asynchronous replication is
that it is not quite so accurate. Failed replication attempts are written to a log, not notified in real time.

Report a bug

13.3. CACHE CONTAINERS

Cache Containers

A cache container is repository for the caches used by a subsystem. For Infinispan default cache
containers are defined in the configuration xml files (standalone-ha.xml, standalone-full-ha.xml,
domain.xml). One cache is defined as the default cache, which is the cache that will be used for
clustering.

<transport lock-timeout="60000"/>
<replicated-cache name="default" mode="SYNC" batching="true">
<locking isolation="REPEATABLE_READ"/>
</replicated-cache>
</cache-container>
<cache-container name="web" aliases="standard-session-cache" default-cache="repl"
module="org.jboss.as.clustering.web.infinispan">
<transport lock-timeout="60000"/>
<replicated-cache name="repl" mode="ASYNC" batching="true">
<file-store/>
</replicated-cache>
<replicated-cache name="sso" mode="SYNC" batching="true"/>
<distributed-cache name="dist" I1-lifespan="0" mode="ASYNC" batching="true">
<file-store/>
</distributed-cache>

<subsystem xmlns="urn:jboss:domain:infinispan:1.5">
<cache-container name="singleton" aliases="cluster ha-partition" default-cache="default">
</cache-container>

‘ Example 13.1. Cache container definitions from standalone-ha.xml configuration file

Note the default cache defined in each cache container. In this example, in the web cache container,
the repl cache is defined as the default. The repl cache will therefore be used when clustering web
sessions.
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The cache containers and cache attributes can be configured using the Management Console or CLI
commands, but it is not advisable to change the names of either cache containers or caches.

Configure Cache Containers

Cache containers for Infinispan can be configured using the CLI or the Management Console.

Procedure 13.1. Configure the Infinispan Cache Containers in the Management Console
1. Select the Configuration tab from the top of the screen.
2. For Domain mode only, select either ha or full-ha from the drop down menu at top left.
3. Expand the Subsystems menu, then expand the Infinispan menu. Select Cache Containers.
4. Select a cache container from the Cache Containers table.
5. Add, Remove or Set Default Cache Container
a. To create a new cache container, click Add from the Cache Containers table.

b. To remove a cache container, select the cache container in the Cache Containers table.
Click Remove and click OK to confirm.

c. To set a cache container as default, click Set Default, enter a cache container name from
the drop down list, click Save to confirm.

6. To add or update the attributes of a cache container, select the cache container in the
Cache Containers table. Select one from the Attributes, Transport and Aliases tabs in the
Details area of the screen, and click Edit. For help about the content of the Attributes,
Transport and Aliases tabs, click Need Help?.

Procedure 13.2. Configure the Infinispan Cache Containers in the Management CLI

1. To get alist of configurable attributes, enter the following CLI command:

/profile=profile name/subsystem=infinispan/cache-container=container name:read-
resource

2. You can use the Management CLI to add, remove and update cache containers. Before
issuing any commands to do with cache containers, ensure that you use the correct profile in
the Management CLI command.

a. Add a Cache Container
To add a cache container base your command on the following example:

/profile=profile-name/subsystem=infinispan/cache-container="cache container
name":add

b. Remove a Cache Container
To remove a cache container base your command on the following example:

/profile=profile-name/subsystem=infinispan/cache-container="cache container
name":remove
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c. Update Cache Container attributes
Use the write-attribute operation to write a new value to an attribute. You can use tab
completion to help complete the command string as you type, as well as to expose the
available attributes. The following example updates statistics-enabled to true.

/profile=profile name/subsystem=infinispan/cache-container=cache container
name:write-attribute(name=statistics-enabled,value=true)

Report a bug

13.4. ABOUT INFINISPAN STATISTICS

Runtime statistics about Infinispan cache and cache-container objects can be enabled for monitoring
purposes. Statistics collection is not enabled by default for performance reasons.

'@ WARNING
Enabling Infinispan statistics can have a negative impact on the performance of the

Infinispan subsystem. Statistics should be enabled only when required.

Statistics collection can be enabled for each cache-container, cache or both. The statistics option for
each cache overrides the option for the cache-container. Enabling or disabling statistics collection for a
cache container will cause all caches in that container to inherit the setting, unless they explicitly specify
their own. If only a cache-container is enabled for statistics, useful statistics are available.

Report a bug

13.5. ENABLE INFINISPAN STATISTICS COLLECTION

Statistics collection can be enabled from either the startup configuration file (for example
standalone.xml, standalone-ha.xml, domain.xml) or the Management CLI.

Report a bug

13.5.1. Enable Infinispan Statistics Collection in the Startup Configuration File

Procedure 13.3. Enable Infinispan Statistics in the Startup Configuration File

® Add the attribute statistics-enabled=VALUE to the required cache-container or cache XML
tag under the Infinispan subsystem.

Example 13.2. Enable Statistics Collection for acache

| <replicated-cache name="ss0" mode="SYNC" batching="true" statistics-enabled="true"/>

293


https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+40555-735882+%5BLatest%5D&comment=Title%3A+Cache+Containers%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=40555-735882+14+Jan+2015+04%3A25+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+ID%3A+30886-668751+%5BLatest%5D&comment=Title%3A+About+Infinispan+Statistics%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&cf_build_id=30886-668751+11+Jun+2014+15%3A58+en-US+%5BLatest%5D&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0
https://bugzilla.redhat.com/enter_bug.cgi?cf_environment=Build+Name%3A+23087%2C+Red+Hat+Administration+and+Configuration+Guide-6.4%0ABuild+Date%3A+16-11-2017+09%3A12%3A46%0ATopic+IDs%3A%0A30890-760839+%5BLatest%5D&comment=Title%3A+Enable+Infinispan+Statistics+Collection%0A%0ADescribe+the+issue%3A%0A%0A%0ASuggestions+for+improvement%3A%0A%0A%0AAdditional+information%3A&product=JBoss+Enterprise+Application+Platform+6&component=Documentation&version=6.4.0

Administration and Configuration Guide

statistics-enabled="true">

Example 13.3. Enable Statistics Collection for acache-container
| <cache-container name="singleton" aliases="cluster ha-partition" default-cache="default"

Report a bug

13.5.2. Enable Infinispan Statistics Collection from the Management CLI

Procedure 13.4. Enable Infinispan Statistics Collection from the Management CLI
In this procedure:
® CACHE_CONTAINER is the preferred cache-container (for example, web)
® CACHE_TYPE is the preferred cache type (for example, distributed-cache)
® CACHE s the cache name (for example, dist)

1. Enter the following command:

Example 13.4. Enable Statistics Collection for acache

container=CACHE_CONTAINER/CACHE_TYPE=CACHE:write-attribute(name=statistics-

/subsystems=infinispan/cache-
enabled,value=true)

Example 13.5. Enable Statistics Collection for acache-container

/subsystems=infinispan/cache-container=CACHE_CONTAINER:write-
attribute(name=statistics-enabled,value=true)

2. Enter the following command to reload the server:

I reload

NOTE
To undefine an attribute, enter the following command:
/subsystems=infinispan/cache-

container=CACHE_CONTAINER/CACHE_TYPE=CACHE:undefine-
attribute(name=statistics-enabled)

/subsystem=infinispan/cache-container=CACHE_CONTAINER:undefine-
attribute(name=statistics-enabled)
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Report a bug

13.5.3. Verify Infinispan Statistics Collection is Enabled

Procedure 13.5. Verify Infinispan Statistics Collection is Enabled

Depending on whether you are confirming that statistics collection is enabled on a cache or cache-
container, use one of the following Management CLI commands.

e o Foracache

/subsystem=infinispan/cache-
container=CACHE_CONTAINER/CACHE_TYPE=CACHE:read-attribute(name=statistics-
enabled)

o For acache-container

/subsystem=infinispan/cache-container=CACHE_CONTAINER:read-
attribute(name=statistics-enabled)

Report a bug

13.6. SWITCHING TO DISTRIBUTED CACHE MODE FOR WEB SESSION
REPLICATION

Change the web cache-container for Infinispan subsystem to dist from repl. The owners attribute
defines the number of cluster nodes that will hold the session data. One of them is called primary owner,
and the others are backup owners.

Following is the CLI command to update the cache mode to dist with three owners assuming an ha
profile is being used:

/subsystem=infinispan/cache-container=web/:write-attribute(name=default-cache,value=dist)
/subsystem=infinispan/cache-container=web/distributed-cache=dist/:write-
attribute(name=owners,value=3)

Running the above CLI will yield the following output:

<cache-container name="web" aliases="standard-session-cache" default-cache="dist"
module="org.jboss.as.clustering.web.infinispan">
<transport lock-timeout="60000"/>

<distributed-cache name="dist" owners="3" |1-lifespan="0" mode="ASYNC" batching="true">
<file-store/>
</distributed-cache>

</cache-container>

Report a bug

13.7. JGROUPS
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13.7.1. About JGroups

JGroups is a messaging toolkit which allows developers to create reliable messaging applications where
system reliability is an issue. JGroups can be used to create clusters whose nodes can send messages to
each other.

The JGroups subsystem provides all the communication mechanisms for how the servers in a cluster
talk to each other. EAP is preconfigured with two JGroups stacks.

® udp - the nodes in the cluster use UDP (User Datagram Protocol) multicasting to communicate
with each other. UDP is generally faster but less reliable than TCP.

® tcp - the nodes in the cluster use TCP (Transmission Control Protocol) to communicate with
each other. TCP tends to be slower than UDP, but will more reliably deliver data to its
destination.

The preconfigured stacks can be used, or you can define your own to suit your system's specific
requirements.

Report a bug

13.8. JGROUPS TROUBLESHOOTING

13.8.1. Nodes do not form a cluster

Make sure your machine is set up correctly for IP multicast. There are 2 test programs that can be used
to detect this: McastReceiverTest and McastSenderTest. For example:

java -cp EAP_HOME/bin/client/jboss-client.jar org.jgroups.tests.McastReceiverTest -mcast_addr
230.11.11.11 -port 5555 -bind_addr YOUR_BIND_ADDRESS

Then in another window start McastSenderTest:

java -cp EAP_HOME/bin/client/jboss-client.jar org.jgroups.tests.McastSenderTest -mcast_addr
230.11.11.11 -port 5555 -bind_addr YOUR_BIND_ADDRESS

If you want to bind to a specific network interface card (NIC), use -bind_addr 792.768.0.2, where

192.168.0.2 is the IP address of the NIC to which you want to bind. Use this parameter in both the sender

and the receiver.

You should be able to type in the McastSenderTest window and see the output in the
McastReceiverTest window. If not, try to use -ttl 32 in the sender. If this still fails, consult a system
administrator to help you setup IP multicast correctly, and ask the admin to make sure that multicast will
work on the interface you have chosen or, if the machines have multiple interfaces, ask to be told the
correct interface. Once you know multicast is working properly on each machine in your cluster, you can
repeat the above test to test the network, putting the sender on one machine and the receiver on
another.

Report a bug

13.8.2. Causes of missing heartbeats in FD
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Sometimes a member is suspected by FD because a heartbeat ack has not been received for some time
T (defined by timeout and max_tries). This can have multiple reasons, e.g. in a cluster of AB,C,D; C can
be suspected if (note that A pings B, B pings C, C pings D and D pings A):

® Bor Carerunning at 100% CPU for more than T seconds. So even if C sends a heartbeat ack to
B, B may not be able to process it because it is at 100%

® Bor C are garbage collecting, same as above.
® A combination of the 2 cases above

® The network loses packets. This usually happens when there is a lot of traffic on the network,
and the switch starts dropping packets (usually broadcasts first, then IP multicasts, TCP packets
last).

® Bor C are processing a callback. Let us say C received a remote method call over its channel
and takes T+1seconds to process it. During this time, C will not process any other messages,

including heartbeats, and therefore B will not receive the heartbeat ack and will suspect C.

Report a bug
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CHAPTER 14. JVM

14.1. ABOUT JVM

14.1.1. About JVM Settings

Configuration of Java Virtual Machine (JVM) settings varies between the managed domain and
standalone server instances. In a managed domain, the JVM settings are declared in host.xml and
domain.xml configuration files, and determined by the domain controller components responsible for
starting and stopping server processes. In a standalone server instance, the server startup processes can
pass command line settings at startup. These can be declared from the command line or via the System
Properties screen in the Management Console.

NOTE

System properties not configured in JAVA_OPTS cannot be used for properties used by
JBoss Modules at boot time, nor can it be used for other JVM properties such as
java.util.logging.manager.

Managed Domain

An important feature of the managed domain is the ability to define JVM settings at multiple levels. You
can configure custom JVM settings at the host level, by server group, or by server instance. The more
specialized child elements will override the parent configuration, allowing for the declaration of specific
server configurations without requiring exclusions at the group or host level. This also allows the parent
configuration to be inherited by the other levels until settings are either declared in the configuration
files or passed at runtime.

Example 14.1. JVM settings in the domain configuration file

The following example shows a JVM declaration for a server group in the domain.xml configuration
file.

<server-groups>
<server-group name="main-server-group" profile="default">
<jvm name="default">
<heap size="64m" max-size="512m"/>
</jvm>
<socket-binding-group ref="standard-sockets"/>
</server-group>
<server-group name="other-server-group" profile="default">
<jvm name="default">
<heap size="64m" max-size="512m"/>
</jvm>
<socket-binding-group ref="standard-sockets"/>
</server-group>
</server-groups>

In this instance a server group called main-server-group is declaring a heap size of 64 megabytes,
and a maximum heap size of 512 megabytes. Any server that belongs to this group will inherit these
settings. You can change these settings for the group as a whole, by the host, or the individual
server.
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Example 14.2. Domain settings in the host configuration file

The following example shows a JVM declaration for a server group in the host.xml configuration file.

<servers>
<server name="server-one" group="main-server-group" auto-start="true">
<jvm name="default"/>
</server>
<server name="server-two" group="main-server-group" auto-start="true">
<jvm name="default">
<heap size="64m" max-size="256m"/>
</jvm>
<socket-bindings port-offset="150"/>
</server>
<server name="server-three" group="other-server-group" auto-start="false">
<socket-bindings port-offset="250"/>
</server>
</servers>

In this instance, a server named server-two belongs to the server group named main-server-group,
inheriting the JVM settings from the default JVM group. In the previous example, the main heap size
for main-server-group was set at 512 megabytes. By declaring the lower maximum heap size of 256
megabytes, server-two can override the domain.xml settings to fine-tune performance as desired.

Standalone server settings at runtime

The JVM settings for standalone server instances can be declared at runtime by setting the
JAVA_OPTS environment variable before starting the server. An example of setting the JAVA_OPTS
environment variable at the Linux command-line is:

I [user@host bin]$ export JAVA_OPTS="-Xmx1024M"

The same setting can be used in a Microsoft Windows environment, as follows:

I C:\> set JAVA_OPTS="Xmx1024M"

Alternatively, JVM settings can be added to the standalone.conf file found in the EAP_HOME/bin
folder, which contains examples of options to pass to the JVM.

'@ WARNING
Setting the JAVA_OPTS environment variable will re-define the default values for

the JAVA_OPTS environment variable. This can break or terminate the start of
JBoss EAP.

Report a bug

14.1.2. Display the JVM Status in the Management Console
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Prerequisites
® Section 2.2.2, “Start JBoss EAP 6 as a Standalone Server”
® Section 2.2.4, “Start JBoss EAP 6 as a Managed Domain”
® Section 3.3.2, “Log in to the Management Console”

Java Virtual Machine (JVM) status can be displayed in the Management Console for either the
standalone server or a managed domain. The console shows the heap usage, non heap usage, and
thread usage of the server. While the statistics are not displayed in real-time, you can refresh the
console display to provide an up-to-date overview of JVM resources.

The JVM status shows the following values.

Table 14.1. JVM Status Attributes

Type Description

Max The maximum amount of memory that can be used for memory management.
The maximum availabe memory is shown by the light grey bar.

Used The amount of used memory. The amount of used memory is shown by the dark
grey bar.
Committed The amount of memory that is committed for the Java virtual machine to use. The

committed memory is shown by the dark grey bar.

Procedure 14.1. Display the JVM Status in the Management Console

1. o Display the JVM status for a standalone server instance

Select the Runtime tab from the top of the screen. Expand the Status menu, then expand
the Platform menu. Select JVM.

o Display the JVM status for a managed domain
Select the Runtime tab from the top of the screen. Expand the Server Status menu, then
expand the Platform menu. Select JVM.

2. The managed domain can provide visibility of all server instances in the server group, but will
only allow you to view one server at a time by selecting from the server menu. To view the status
of other servers in your server group, click Change Server left of the screen to select from the
host and servers displayed in your group. Select the required server or host and the JVM details
will change. Click Close to finish.

Result

The status of the JVM settings for the server instance are displayed.

Report a bug

14.1.3. Configuring JVM

The <jym></jvm> tags support the usage of <jym-options></jvm-options>, which can be used to add
parameters to the JVM configuration using the <option value="VALUE"/> tag.
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<permgen max-size="256m"/>
<jvm-options>

<option value="-XX:+UseCompressedOops"/>
</jvm-options>

<jvm name="default">
<heap size="1303m" max-size="1303m"/>
</jvm>

| Example 14.3. Use of <jvm-options>

Configuring JVM Using CLI
To configure JVM using CLI, use the following syntax:

# cd /server-group=main-server-group/jivm=default

# :add-jvm-option(jvm-option="-XX:+UseCompressedOops")
{
"outcome" => "success",
"result" => undefined,
"server-groups" => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {
"outcome" => "success",
"response-headers” => {
"operation-requires-restart" => true,
"process-state” => "restart-required”

}
1
"server-two" => {"response" => {
"outcome" => "success",
"response-headers" => {
"operation-requires-restart" => true,
"process-state” => "restart-required”

n
}

# :read-resource
# Expected Result:

[domain@localhost:9999 jvm=default] :read-resource
{
"outcome" => "success",
"result" => {
"agent-lib" => undefined,
"agent-path" => undefined,
"env-classpath-ignored" => undefined,
"environment-variables" => undefined,
"heap-size" => "1303m",
"java-agent" => undefined,
"java-home" => undefined,
"jvm-options" => ["-XX:+UseCompressedOops"],
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"max-heap-size" => "1303m",
"max-permgen-size" => "256m",
"permgen-size" => undefined,
"stack-size" => undefined,
"type" => undefined

Removing jvm-options Entry

To remove jvm-options entry, use the following syntax:

# cd /server-group=main-server-group/jivm=default
# :remove-jvm-option(jvm-option="-XX:+UseCompressedOops")

# Expected Result:

[domain@localhost:9999 jvm=default] :remove-jvm-option(jvm-option="-XX:+UseCompressedOops")
{

"outcome" => "success",
"result" => undefined,
"server-groups” => {"main-server-group" => {"host" => {"master" => {
"server-one" => {"response" => {
"outcome" => "success",
"response-headers" => {
"operation-requires-restart" => true,
"process-state” => "restart-required”
}
1
"server-two" => {"response" => {
"outcome" => "success",
"response-headers" => {
"operation-requires-restart" => true,
"process-state” => "restart-required"”

it
}

Specifying 32-Bit or 64-Bit Architecture

In some environments, such as Hewlett-Packard HP-UX and Solaris, the -d32 or -d64 switch is used to

specify whether to run in a 32-bit or 64-bit JVM respectively. The default is 32-bit if neither option is
indicated.

Procedure 14.2. Specifying 64-Bit Architecture for a Standalone Server

1. Open the EAP_HOME/bin/standalone.conf file.
2. Add the following line to append the -d64 option to JAVA_OPTS.

I JAVA_OPTS="$JAVA_OPTS -d64"

Procedure 14.3. Specifying 64-Bit Architecture for a Managed Domain
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When running in a managed domain, you can specify the 64-bit environment for host and process
controllers in addition to server instances.

1. Set the host and process controllers to run in the 64-bit JVM.
a. Openthe EAP_HOME/bin/domain.conf file.

b. Add the following line to append the -d64 option to JAVA_OPTS. Ensure that this is
inserted before PROCESS_CONTROLLER_JAVA_OPTS and
HOST_CONTROLLER_JAVA_ OPTS are set.

I JAVA_OPTS="$JAVA_OPTS -d64"

Example 14.4. JVM options indomain.conf
#
# Specify options to pass to the Java VM.
ﬁ[ "x$JAVA_OPTS" = "x" |; then
Djava.net.preferlPv4Stack=true"

JAVA OPTS="-Xms64m -Xmx512m -XX:MaxPermSize=256m -
JAVA_OPTS="$JAVA_OPTS -
Djboss.modules.system.pkgs=$JBOSS_MODULES_SYSTEM_PKGS -
Djava.awt.headless=true"
JAVA_OPTS="$JAVA_OPTS -Djboss.modules.policy-permissions=true"
JAVA_OPTS="$JAVA_ OPTS -d64"
else
echo "JAVA_OPTS already set in environment; overriding default settings with

values: $JAVA_OPTS"
fi

2. Set the serverinstances to run in the 64-bit JVM.

a. Add -d64 as a JVM option in the appropriate host.xml configuration files.

Example 14.5. JVM options inhost.xml
<jvms>
<jvm name="default">
<heap size="64m" max-size="256m"/>

<permgen size="256m" max-size="256m"/>
<jvm-options>
<option value="-server"/>
<option value="-d64"/>
</jvm-options>
</jvm>
</jvms>
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NOTE

The -d64 option can be added for the appropriate hosts using the
Management CLI with the following command:

I /host=HOST_NAME/jvm=default:add-jvm-option(jvm-option="-d64")
Report a bug

14.1.4. About the Java Security Manager

The Java Security Manager is a class that manages the external boundary of the Java Virtual Machine
(JVM) sandbox, controlling how code executing within the JVM can interact with re