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Abstract

Using the networking capabilities of Red Hat Enterprise Linux (RHEL), you can configure your host
to meet your organization's network and security requirements. For example: You can configure
bonds, VLANS, bridges, tunnels and other network types to connect the host to the network. You
can build performance-critical firewalls for the local host and the entire network. RHEL contains
packet filtering software, such as the firewalld service, the nftables framework, and Express Data
Path (XDP). RHEL also supports advanced networking features, such as policy-based routing and
MultiPath TCP (MPTCP).
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MAKING OPEN SOURCE MORE INCLUSIVE

Red Hat is committed to replacing problematic language in our code, documentation, and web
properties. We are beginning with these four terms: master, slave, blacklist, and whitelist. Because of the
enormity of this endeavor, these changes will be implemented gradually over several upcoming releases.
For more details, see our CTO Chris Wright's message.
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PROVIDING FEEDBACK ON RED HAT DOCUMENTATION

PROVIDING FEEDBACK ON RED HAT DOCUMENTATION

We appreciate your feedback on our documentation. Let us know how we can improve it.

Submitting comments on specific passages

1. View the documentation in the Multi-page HTML format and ensure that you see the
Feedback button in the upper right corner after the page fully loads.

2. Use your cursor to highlight the part of the text that you want to comment on.
3. Click the Add Feedback button that appears near the highlighted text.

4. Add your feedback and click Submit.

Submitting feedback through Jira (account required)

1. Login to the Jira website.
2. Click Create in the top navigation bar
3. Enter a descriptive title in the Summary field.

4. Enter your suggestion for improvement in the Description field. Include links to the relevant
parts of the documentation.

5. Click Create at the bottom of the dialogue.
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CHAPTER 1. IMPLEMENTING CONSISTENT NETWORK
INTERFACE NAMING

The udev device manager implements consistent device naming in Red Hat Enterprise Linux. The
device manager supports different naming schemes and, by default, assigns fixed names based on
firmware, topology, and location information.

Without consistent device naming, the Linux kernel assigns names to network interfaces by combining a
fixed prefix and an index. The index increases as the kernel initializes the network devices. For example,
ethO0 represents the first Ethernet device being probed on start-up. If you add another network interface
controller to the system, the assignment of the kernel device names is no longer fixed because, after a
reboot, the devices can initialize in a different order. In that case, the kernel can name the devices
differently.

To solve this problem, udev assigns consistent device names. This has the following advantages:
® Device names are stable across reboots.
® Device names stay fixed even if you add or remove hardware.
® Defective hardware can be seamlessly replaced.

® The network naming is stateless and does not require explicit configuration files.

' WARNING
A Generally, Red Hat does not support systems where consistent device naming is

disabled. For exceptions, see the Is it safe to set net.ifnames=0 solution.

1.1. HOW THE UDEV DEVICE MANAGER RENAMES NETWORK
INTERFACES

To implement a consistent naming scheme for network interfaces, the udev device manager processes
the following rule files in the listed order:

1. Optional: /ust/lib/udev/rules.d/60-net.rules
The /usr/lib/udev/rules.d/60-net.rules file defines that the deprecated
/usr/lib/udev/rename_device helper utility searches for the HWADDR parameter in
/etc/sysconfig/network-scripts/ifcfg-* files. If the value set in the variable matches the MAC
address of an interface, the helper utility renames the interface to the name set in the DEVICE
parameter of the ifcfg file.

If the system uses only NetworkManager connection profiles in keyfile format, udev skips this
step.

2. Only on Dell systems: /ust/lib/udev/rules.d/71-biosdevhame.rules
This file exists only if the biosdevname package is installed, and the rules file defines that the
biosdevname utility renames the interface according to its naming policy, if it was not renamed
in the previous step.

14


https://access.redhat.com/solutions/2435891

CHAPTER 1. IMPLEMENTING CONSISTENT NETWORK INTERFACE NAMING

NOTE

Install and use biosdevname only on Dell systems.

3. /usr/lib/udev/rules.d/75-net-description.rules
This file defines how udev examines the network interface and sets the propertiesin udev-
internal variables. These variables are then processed in the next step by the
/usr/lib/udev/rules.d/80-net-setup-link.rules file. Some of the properties can be undefined.

4. |ust/lib/udev/rules.d/80-net-setup-link.rules
This file calls the net_setup_link builtin of the udev service, and udev renames the interface
based on the order of the policies in the NamePolicy parameter in the
/usr/lib/systemd/network/99-default.link file. For further details, see Network interface
naming policies.

If none of the policies applies, udev does not rename the interface.

Additional resources

® Why are systemd network interface names different between major RHEL versions solution

1.2. NETWORK INTERFACE NAMING POLICIES

By default, the udev device manager uses the /usr/lib/systemd/network/99-default.link file to
determine which device naming policies to apply when it renames interfaces. The NamePolicy
parameter in this file defines which policies udev uses and in which order:

I NamePolicy=kernel database onboard slot path

The following table describes the different actions of udev based on which policy matches first as
specified by the NamePolicy parameter:

Policy Description Example name

kernel If the kernel indicates that a device name is predictable, udev lo
does not rename this device.

database This policy assigns names based on mappings in the udev idrac
hardware database. For details, see the hwdb(7) man page.

onboard Device names incorporate firmware or BIOS-provided index eno1
numbers for onboard devices.

slot Device names incorporate firmware or BIOS-provided PCI ensi
Express (PCle) hot-plug slot-index numbers.

path Device names incorporate the physical location of the connector ~ enp1s0
of the hardware.
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Policy Description Example name
mac Device names incorporate the MAC address. By default, Red Hat ~ enx525400d5e0f
Enterprise Linux does not use this policy, but administrators can b
enable it.

Additional resources
® How the udev device manager renames network interfaces

e systemd.link(5) man page

1.3. NETWORK INTERFACE NAMING SCHEMES

The udev device manager uses certain stable interface attributes to generate consistent device names.
For details about the naming schemes for different device types and platforms, see the systemd.net-
naming-scheme(7) man page.

1.4. DETERMINING A PREDICTABLE ROCE DEVICE NAME ON THE IBM
ZPLATFORM

On Red Hat Enterprise Linux (RHEL) 8.7 and later, the udev device manager sets names for RoCE
interfaces on IBM Z as follows:

e |f the host enforces a unique identifier (UID) for a device, udev assigns a consistent device
name that is based on the UID, for example eno<UID_in_decimals.

e |f the host does not enforce a UID for a device, the behavior depends on your settings:

o By default, udev uses unpredictable names for the device.

o If you set the net.naming-scheme=rhel-8.7 kernel command line option, udev assigns a
consistent device name that is based on the function identifier (FID) of the device, for
example ens<FID_in_decimals.

Manually configure predictable device name for RoCE interfaces on IBM Z in the following cases:

® Your host runs RHEL 8.6 or earlier and enforces a UID for a device, and you plan to update to
RHEL 8.7 or later.

After an update to RHEL 8.7 or later, udev uses consistent interface names. However, if you
used unpredictable device names before the update, NetworkManager connection profiles still
use these names and fail to activate until you update the affected profiles.

® Your host runs RHEL 8.7 or later and does not enforce a UID, and you plan to upgrade to RHEL
o.

Before you can use a udev rule or a systemd link file to rename an interface manually, you must
determine a predictable device name.

Prerequisites

® An RoCE controller is installed in the system.
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® The sysfsutils package is installed.

Procedure
1. Display the available network devices, and note the names of the RoCE devices:
# ip link show

2: enP5165p0s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mq state
UP mode DEFAULT group default glen 1000

2. Display the device path in the /sys/ file system:

# systool -c net -p
Class = "net"

Class Device = "enP5165p0s0"
Class Device path = "/sys/devices/pci142d:00/142d:00:00.0/net/enP5165p0s0"

Device = "142d:00:00.0"
Device path = "/sys/devices/pci142d:00/142d:00:00.0"

Use the path shown in the Device path field in the next steps.
3. Display the value of the <device_paths/uid_id_unique file, for example:
I # cat /sys/devices/pci142d:00/142d:00:00.0/uid_id_unique

The displayed value indicates whether UID uniqueness is enforced or not, and you require this
value in later steps.

4. Determine a unique identifier:

e |f UID uniqueness is enforced (1), display the UID stored in the <device_paths>/uid file, for
example:

I # cat /sys/devices/pci142d:00/142d:00:00.0/uid

e |f UID uniqueness is not enforced (0), display the FID stored in the
<device_paths/function_id file, for example:

I # cat /sys/devices/pci142d:00/142d:00:00.0/function_id

The outputs of the commands display the UID and FID values in hexadecimal.

5. Convert the hexadecimal identifier to decimal, for example:

# printf "%d\n" 0x00001402
5122

6. To determine the predictable device name, append the identifier in decimal format to the
corresponding prefix based on whether UID uniqueness is enforced or not:
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e |f UID uniqueness is enforced, append the identifier to the eno prefix, for example
eno5122.

e |f UID uniqueness is not enforced, append the identifier to the ens prefix, for example
ens5122.

Next steps
® Use one of the following methods to rename the interface to the predictable name:

o Configuring user-defined network interface names by using udev rules

o Configuring user-defined network interface names by using systemd link files

Additional resources

® |BM documentation: Network interface names

e systemd.net-naming-scheme(7) man page

1.5. CUSTOMIZING THE PREFIX FOR ETHERNET INTERFACES DURING
INSTALLATION

If you do not want to use the default device-naming policy for Ethernet interfaces, you can set a custom
device prefix during the Red Hat Enterprise Linux (RHEL) installation.

IMPORTANT

Red Hat supports systems with customized Ethernet prefixes only if you set the prefix
during the RHEL installation. Using the prefixdevname utility on already deployed
systems is not supported.

If you set a device prefix during the installation, the udev service uses the <prefix><indexs format for
Ethernet interfaces after the installation. For example, if you set the prefix net, the service assigns the
names net0, net1, and so on to the Ethernet interfaces.

The udev service appends the index to the custom prefix, and preserves the index values of known

Ethernetinterfaces. If you add an interface, udev assigns an index value that is one greater than the
previously-assigned index value to the new interface.

Prerequisites

® The prefix consists of ASCII characters.
® The prefix is an alphanumeric string.
® The prefix is shorter than 16 characters.

® The prefix does not conflict with any other well-known network interface prefix, such as eth,
eno, ens, and em.

Procedure

1. Boot the Red Hat Enterprise Linux installation media.
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2. Inthe boot manager, follow these steps:
a. Select the Install Red Hat Enterprise Linux <versions entry.
b. Press Tab to edit the entry.
c. Append net.ifnames.prefix=<prefix> to the kernel options.
d. Press Enter to start the installation program.

3. Install Red Hat Enterprise Linux.

Verification
® To verify the interface names, display the network interfaces:
# ip link show
2 net0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP

mode DEFAULT group default glen 1000
link/ether 00:00:5e:00:53:1a brd ff:ff:ff:ff:ff:ff

Additional resources

® Performing a standard RHEL 8 installation

1.6. CONFIGURING USER-DEFINED NETWORK INTERFACE NAMES BY
USING UDEV RULES

You can use udev rules to implement custom network interface names that reflect your organization’s
requirements.

Procedure
1. ldentify the network interface that you want to rename:
# ip link show

enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP
mode DEFAULT group default glen 1000
link/ether 00:00:5e:00:53:1a brd ff:ff:ff:ff:ff:ff

Record the MAC address of the interface.

2. Display the device type ID of the interface:

I # cat /sys/class/net/enp1s0/type
1

3. Create the /etc/udev/rules.d/70-persistent-net.rules file, and add a rule for each interface that
you want to rename:
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SUBSYSTEM=="net",ACTION=="add",ATTR{address}=="<MAC_address>",ATTR{type}
=="<device_type_id>",NAME="<new_interface_names"

IMPORTANT

Use only 70-persistent-net.rules as a file name if you require consistent device
names during the boot process. The dracut utility adds a file with this name to
the initrd image if you regenerate the RAM disk image.

For example, use the following rule to rename the interface with MAC address
00:00:5e:00:53:1a to provideroO:

SUBSYSTEM=="net",ACTION=="add",ATTR{address}=="00:00:5e:00:53:1a" ,ATTR{type
=="1",NAME="provider0"

Optional: Regenerate the initrd RAM disk image:

I # dracut -f

You require this step only if you need networking capabilities in the RAM disk. For example, this
is the case if the root file system is stored on a network device, such as iSCSI.

Identify which NetworkManager connection profile uses the interface that you want to rename:
# nmcli -f device,name connection show

DEVICE NAME
enp1s0 example_profile

Unset the connection.interface-name property in the connection profile:

I # nmcli connection modify example_profile connection.interface-name

Temporarily, configure the connection profile to match both the new and the previous interface
name:

I # nmcli connection modify example_profile match.interface-name "provider0 enp1s0”
Reboot the system:

I # reboot

. Verify that the device with the MAC address that you specified in the link file has been renamed

to providerO:

# ip link show
provider0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP mode
DEFAULT group default glen 1000

link/ether 00:00:5e:00:53:1a brd ff:ff:ff:ff:ff:ff

. Configure the connection profile to match only the new interface name:



CHAPTER 1. IMPLEMENTING CONSISTENT NETWORK INTERFACE NAMING

I # nmcli connection modify example_profile match.interface-name "provider0"

You have now removed the old interface name from the connection profile.

11. Reactivate the connection profile:

I # nmcli connection up example_profile

Additional resources

® udev(7) man page
1.7. CONFIGURING USER-DEFINED NETWORK INTERFACE NAMES BY
USING SYSTEMD LINK FILES

You can use systemd link files to implement custom network interface names that reflect your
organization’s requirements.

Prerequisites

® You must meet one of these conditions: NetworkManager does not manage this interface, or
the corresponding connection profile uses the keyfile format.

Procedure
1. ldentify the network interface that you want to rename:
# ip link show
é"np1so: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP

mode DEFAULT group default glen 1000
link/ether 00:00:5e:00:53:1a brd ff:ff:ff:ff:ff:ff

Record the MAC address of the interface.

2. If it does not already exist, create the /etc/systemd/network/ directory:

I # mkdir -p /etc/systemd/network/

3. For each interface that you want to rename, create a 70-*.link file in the /etc/systemd/network/
directory with the following content:

[Match]
MACAddress=<MAC_address>

[Link]
Name=<new_interface_name>
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IMPORTANT

Use a file name with a 70- prefix to keep the file names consistent with the udev
rules-based solution.

For example, create the /etc/systemd/network/70-provider0.link file with the following
content to rename the interface with MAC address 00:00:5e:00:53:1a to provider0:

[Match]
MACAddress=00:00:5e:00:53:1a

[Link]
Name=provider0

Optional: Regenerate the initrd RAM disk image:
I # dracut -f

You require this step only if you need networking capabilities in the RAM disk. For example, this
is the case if the root file system is stored on a network device, such as iSCSI.

Identify which NetworkManager connection profile uses the interface that you want to rename:

# nmcli -f device,name connection show
DEVICE NAME
enp1s0 example_profile

Unset the connection.interface-name property in the connection profile:

I # nmcli connection modify example_profile connection.interface-name

Temporarily, configure the connection profile to match both the new and the previous interface
name:

I # nmcli connection modify example_profile match.interface-name "provider0 enp1s0”
Reboot the system:

I # reboot

. Verify that the device with the MAC address that you specified in the link file has been renamed

to providerO:

# ip link show
provider0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP mode
DEFAULT group default glen 1000

link/ether 00:00:5e:00:53:1a brd ff:ff:ff:ff:ff:ff

. Configure the connection profile to match only the new interface name:

I # nmcli connection modify example_profile match.interface-name "provider0"



CHAPTER 1. IMPLEMENTING CONSISTENT NETWORK INTERFACE NAMING

You have now removed the old interface name from the connection profile.

1. Reactivate the connection profile.

I # nmcli connection up example_profile

Additional resources

e systemd.link(5) man page

1.8. ASSIGNING ALTERNATIVE NAMES TO ANETWORK INTERFACE BY
USING SYSTEMD LINK FILES

With alternative interface naming, the kernel can assign additional names to network interfaces. You can
use these alternative names in the same way as the normal interface names in commands that require a
network interface name.

Prerequisites

® You must use ASCII characters for the alternative name.

® The alternative name must be shorter than 128 characters.

Procedure
1. Display the network interface names and their MAC addresses:
# ip link show
;np1$0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP

mode DEFAULT group default glen 1000
link/ether 00:00:5e:00:53:1a brd ff:ff:ff:ff:ff:ff

Record the MAC address of the interface to which you want to assign an alternative name.

2. If it does not already exist, create the /etc/systemd/network/ directory:

I # mkdir -p /etc/systemd/network/

3. For each interface that must have an alternative name, create a *.link file in the
/etc/systemd/network/ directory with the following content:

[Match]
MACAddress=<MAC_address>

[Link]

AlternativeName=<alternative_interface_name_1>
AlternativeName=<alternative_interface_name_2>
AlternativeName=<alternative_interface_name_n>
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For example, create the /etc/systemd/network/70-althame.link file with the following content
to assign provider as an alternative name to the interface with MAC address
00:00:5e:00:53:1a:

[Match]
MACAddress=00:00:5e:00:53:1a

[Link]
AlternativeName=provider

4. Regenerate the initrd RAM disk image:

I # dracut -f

5. Reboot the system:

I # reboot

Verification

® Use the alternative interface name. For example, display the IP address settings of the device
with the alternative name provider:

# ip address show provider
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP
group default glen 1000

link/ether 00:00:5e:00:53:1a brd ff:ff:ff:ff:ff:ff

altname provider

Additional resources

® What is AlternativeNamesPolicy in Interface naming scheme?
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CHAPTER 2. CONFIGURING AN ETHERNET CONNECTION

NetworkManager creates a connection profile for each Ethernet adapter that is installed in a host. By
default, this profile uses DHCP for both IPv4 and IPv6 connections. Modify this automatically-created
profile or add a new one in the following cases:

® The network requires custom settings, such as a static IP address configuration.

® You require multiple profiles because the host roams among different networks.

Red Hat Enterprise Linux provides administrators different options to configure Ethernet connections.
For example:

e Use nmcli to configure connections on the command line.
e Use nmtui to configure connections in a text-based user interface.

® Use the GNOME Settings menu or nm-connection-editor application to configure connections
in a graphical interface.

e Use nmstatectl to configure connections through the Nmstate API.

® Use RHEL System Roles to automate the configuration of connections on one or multiple hosts.

NOTE

If you want to manually configure Ethernet connections on hosts running in the Microsoft
Azure cloud, disable the cloud-init service or configure it to ignore the network settings
retrieved from the cloud environment. Otherwise, cloud-init will override on the next
reboot the network settings that you have manually configured.

2.1. CONFIGURING AN ETHERNET CONNECTION BY USING NMCLI

If you connect a host to the network over Ethernet, you can manage the connection’s settings on the
command line by using the nmcli utility.

Prerequisites

® A physical or virtual Ethernet Network Interface Controller (NIC) exists in the server’s
configuration.

Procedure

1. List the NetworkManager connection profiles:

# nmcli connection show
NAME uuiD TYPE DEVICE
Wired connection 1 a5eb6490-cc20-3668-81f8-0314a27f3f75 ethernet enp1s0

By default, NetworkManager creates a profile for each NIC in the host. If you plan to connect
this NIC only to a specific network, adapt the automatically-created profile. If you plan to
connect this NIC to networks with different settings, create individual profiles for each network.

2. If you want to create an additional connection profile, enter:
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I # nmcli connection add con-name <connection-name> ifname <device-names type
ethernet

Skip this step to modify an existing profile.

3. Optional: Rename the connection profile:
I # nmcli connection modify "Wired connection 1" connection.id "Internal-LAN"

On hosts with multiple profiles, a meaningful name makes it easier to identify the purpose of a
profile.

4. Display the current settings of the connection profile:
# nmcli connection show Internal-LAN

connection.interface-name: enp1s0

connection.autoconnect: yes
ipv4.method: auto
ipv6.method: auto

5. Configure the IPv4 settings:

® Touse DHCP, enter:
I # nmcli connection modify Internal-LAN ipv4.method auto

Skip this step if ipv4.method is already set to auto (default).

® To set a static IPv4 address, network mask, default gateway, DNS servers, and search
domain, enter:

# nmcli connection modify Internal-LAN ipv4.method manual ipv4.addresses
192.0.2.1/24 ipv4.gateway 192.0.2.254 ipv4.dns 192.0.2.200 ipv4.dns-search
example.com

6. Configure the IPv6 settings:

® To use stateless address autoconfiguration (SLAAC), enter:
I # nmcli connection modify Internal-LAN ipv6.method auto

Skip this step if ipv6.method is already set to auto (default).

® To set a static IPv6 address, network mask, default gateway, DNS servers, and search
domain, enter:

# nmcli connection modify Internal-LAN ipv6.method manual ipv6.addresses
2001:db8:1::fffe/64 ipv6.gateway 2001:db8:1::fffe ipv6.dns 2001:db8:1::ffbb
ipv6.dns-search example.com

7. To customize other settings in the profile, use the following command:
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I # nmcli connection modify <connection-name> <setting> <value>

Enclose values with spaces or semicolons in quotes.

8. Activate the profile:

I # nmcli connection up Internal-LAN

Verification

1. Display the IP settings of the NIC:

# ip address show enp1s0
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qgdisc fg_codel state UP
group default glen 1000
link/ether 52:54:00:17:b8:b6 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute enp1s0
valid_lIft forever preferred_lft forever
inet6 2001:db8:1::fffe/64 scope global noprefixroute
valid_lIft forever preferred_lft forever

2. Display the IPv4 default gateway:

# ip route show default
default via 192.0.2.254 dev enp1s0 proto static metric 102

3. Display the IPv6 default gateway:

# ip -6 route show default
default via 2001:db8:1::ffee dev enp1s0 proto static metric 102 pref medium

4. Display the DNS settings:

# cat /etc/resolv.conf
search example.com
nameserver 192.0.2.200
nameserver 2001:db8:1::ffbb

If multiple connection profiles are active at the same time, the order of nameserver entries
depend on the DNS priority values in these profile and the connection types.

5. Use the ping utility to verify that this host can send packets to other hosts:

I # ping <host-name-or-IP-address>

Troubleshooting

e Verify that the network cable is plugged-in to the host and a switch.

® Check whether the link failure exists only on this host or also on other hosts connected to the
same switch.
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e \Verify that the network cable and the network interface are working as expected. Perform
hardware diagnosis steps and replace defect cables and network interface cards.

e |f the configuration on the disk does not match the configuration on the device, starting or
restarting NetworkManager creates an in-memory connection that reflects the configuration of

the device. For further details and how to avoid this problem, see the NetworkManager
duplicates a connection after restart of NetworkManager service solution.

Additional resources
® nm-settings(5) man page
® Configuring NetworkManager to avoid using a specific profile to provide a default gateway

® Configuring the order of DNS servers

2.2. CONFIGURING AN ETHERNET CONNECTION BY USING THE
NMCLIINTERACTIVE EDITOR

If you connect a host to the network over Ethernet, you can manage the connection’s settings on the
command line by using the nmcli utility.

Prerequisites

® A physical or virtual Ethernet Network Interface Controller (NIC) exists in the server’s
configuration.

Procedure
1. List the NetworkManager connection profiles:

# nmcli connection show
NAME uuiD TYPE DEVICE
Wired connection 1 a5eb6490-cc20-3668-81f8-0314a27f3f75 ethernet enp1s0

By default, NetworkManager creates a profile for each NIC in the host. If you plan to connect
this NIC only to a specific network, adapt the automatically-created profile. If you plan to
connect this NIC to networks with different settings, create individual profiles for each network.

2. Start nmcli in interactive mode:

® To create an additional connection profile, enter:

I # nmcli connection edit type ethernet con-name "<connection-names"
® To modify an existing connection profile, enter:

I # nmcli connection edit con-name "<connection-names"

3. Optional: Rename the connection profile:

I nmcli> set connection.id Internal-LAN
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On hosts with multiple profiles, a meaningful name makes it easier to identify the purpose of a
profile.

Do not use quotes to set an ID that contains spaces to avoid that nmcli makes the quotes part
of the name. For example, to set Example Connection as ID, enter set connection.id Example
Connection.

4. Display the current settings of the connection profile:

nmcli> print

connection.interface-name: enp1s0

connection.autoconnect: yes
ipv4.method: auto
ipv6.method: auto

5. If you create a new connection profile, set the network interface:

I nmcli> set connection.interface-name enp1s0

6. Configure the IPv4 settings:

® Touse DHCP, enter:
I nmcli> set ipv4.method auto

Skip this step if ipv4.method is already set to auto (default).

® To set a static IPv4 address, network mask, default gateway, DNS servers, and search
domain, enter:

nmcli> ipv4.addresses 192.0.2.1/24

Do you also want to set 'ipv4.method' to 'manual'? [yes]: yes
nmcli> ipv4.gateway 792.0.2.254

nmcli> ipv4.dns 192.0.2.200

nmcli> ipv4.dns-search example.com

7. Configure the IPv6 settings:

® To use stateless address autoconfiguration (SLAAC), enter:
I nmcli> set ipv6.method auto

Skip this step if ipv6.method is already set to auto (default).

® To set a static IPv6 address, network mask, default gateway, DNS servers, and search
domain, enter:

nmcli> ipv6.addresses 2001:db8:1::fffe/64

Do you also want to set 'ipv6.method' to 'manual'? [yes]: yes
nmcli> ipv6.gateway 2001:db8:1::fffe

nmcli> ipv6.dns 2001:db8:1::ffbb

nmcli> ipv6.dns-search example.com
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8. Save and activate the connection:

I nmcli> save persistent
9. Leave the interactive mode:

I nmcli> quit

Verification

1. Display the IP settings of the NIC:

# ip address show enp1s0
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fg_codel state UP
group default glen 1000
link/ether 52:54:00:17:b8:b6 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute enp1s0
valid_lIft forever preferred_lft forever
inet6 2001:db8:1::fffe/64 scope global noprefixroute
valid_lIft forever preferred_lft forever

2. Display the IPv4 default gateway:

# ip route show default
default via 192.0.2.254 dev enp1s0 proto static metric 102

3. Display the IPv6 default gateway:

# ip -6 route show default
default via 2001:db8:1::ffee dev enp1s0 proto static metric 102 pref medium

4. Display the DNS settings:

# cat /etc/resolv.conf
search example.com
nameserver 192.0.2.200
nameserver 2001:db8:1::ffbb

If multiple connection profiles are active at the same time, the order of nameserver entries
depend on the DNS priority values in these profile and the connection types.

5. Use the ping utility to verify that this host can send packets to other hosts:

I # ping <host-name-or-IP-address>

Troubleshooting

e Verify that the network cable is plugged-in to the host and a switch.

® Check whether the link failure exists only on this host or also on other hosts connected to the
same switch.
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® Verify that the network cable and the network interface are working as expected. Perform
hardware diagnosis steps and replace defect cables and network interface cards.

e |f the configuration on the disk does not match the configuration on the device, starting or
restarting NetworkManager creates an in-memory connection that reflects the configuration of

the device. For further details and how to avoid this problem, see the NetworkManager
duplicates a connection after restart of NetworkManager service solution

Additional resources
® nm-settings(5) man page
® nmcli(1) man page
® Configuring NetworkManager to avoid using a specific profile to provide a default gateway

® Configuring the order of DNS servers

2.3. CONFIGURING AN ETHERNET CONNECTION BY USING NMTUI
If you connect a host to the network over Ethernet, you can manage the connection’s settings in a text-

based user interface by using the nmtui application. Use nmtui to create new profiles and to update
existing ones on a host without a graphical interface.

NOTE
In nmtui:
® Navigate by using the cursor keys.
® Press a button by selecting it and hitting Enter.

® Select and deselect checkboxes by using Space.

Prerequisites

® A physical or virtual Ethernet Network Interface Controller (NIC) exists in the server’s
configuration.

Procedure

1. If you do not know the network device name you want to use in the connection, display the
available devices:

# nmcli device status
DEVICE TYPE STATE CONNECTION
enp1s0 ethernet unavailable -

2. Start nmtui:

I # nmtui

3. Select Edit a connection, and press Enter.
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4. Choose whether to add a new connection profile or to modify an existing one:
® To create a new profile:
i. Pressthe Add button.
ii. Select Ethernet from the list of network types, and press Enter.
® To modify an existing profile, select the profile from the list, and press Enter.

5. Optional: Update the name of the connection profile.
On hosts with multiple profiles, a meaningful name makes it easier to identify the purpose of a
profile.

6. If you create a new connection profile, enter the network device name into the Device field.

7. Depending on your environment, configure the IP address settings in the IPv4 configuration
and IPv6 configuration areas accordingly. For this, press the button next to these areas, and
select:

e Disabled, if this connection does not require an IP address.
® Automatic, if a DHCP server dynamically assigns an IP address to this NIC.

® Manual, if the network requires static IP address settings. In this case, you must fill further
fields:

i. Pressthe Show button next to the protocol you want to configure to display additional
fields.

ii. Pressthe Add button nextto Addresses, and enter the IP address and the subnet mask
in Classless Inter-Domain Routing (CIDR) format.
If you do not specify a subnet mask, NetworkManager sets a /32 subnet mask for IPv4
addresses and /64 for IPv6 addresses.

ii. Enter the address of the default gateway.
iv. Pressthe Add button next to DNS servers, and enter the DNS server address.

v. Press the Add button next to Search domains, and enter the DNS search domain.
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Figure 2.1. Example of an Ethernet connection with static IP address settings
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8. Press the OK button to create and automatically activate the new connection.
9. Press the Back button to return to the main menu.

10. Select Quit, and press Enter to close the nmtui application.

Verification

1. Display the IP settings of the NIC:

# ip address show enp1s0

2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fg_codel state UP

group default glen 1000
link/ether 52:54:00:17:b8:b6 brd ff:ff:ff:ff:ff:ff
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inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute enp1s0
valid_lIft forever preferred_lft forever

inet6 2001:db8:1::fffe/64 scope global noprefixroute
valid_lIft forever preferred_lft forever

2. Display the IPv4 default gateway:

# ip route show default
default via 192.0.2.254 dev enp1s0 proto static metric 102

3. Display the IPv6 default gateway:

# ip -6 route show default
default via 2001:db8:1::ffee dev enp1s0 proto static metric 102 pref medium

4. Display the DNS settings:

# cat /etc/resolv.conf
search example.com
nameserver 192.0.2.200
nameserver 2001:db8:1::ffbb

If multiple connection profiles are active at the same time, the order of nameserver entries
depend on the DNS priority values in these profile and the connection types.

5. Use the ping utility to verify that this host can send packets to other hosts:

I # ping <host-name-or-IP-address>

Troubleshooting
e Verify that the network cable is plugged-in to the host and a switch.

® Check whether the link failure exists only on this host or also on other hosts connected to the
same switch.

e \Verify that the network cable and the network interface are working as expected. Perform
hardware diagnosis steps and replace defect cables and network interface cards.

e |f the configuration on the disk does not match the configuration on the device, starting or
restarting NetworkManager creates an in-memory connection that reflects the configuration of

the device. For further details and how to avoid this problem, see the NetworkManager
duplicates a connection after restart of NetworkManager service solution.

Additional resources
® Configuring NetworkManager to avoid using a specific profile to provide a default gateway

® Configuring the order of DNS servers

2.4. CONFIGURING AN ETHERNET CONNECTION BY USING
CONTROL-CENTER
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If you connect a host to the network over Ethernet, you can manage the connection’s settings with a
graphical interface by using the GNOME Settings menu.

Note that control-center does not support as many configuration options as the nm-connection-editor

application or the nmcli utility.

Prerequisites

® A physical or virtual Ethernet Network Interface Controller (NIC) exists in the server’s

configuration.

o GNOME isinstalled.

Procedure

1. Press the Super key, enter Settings, and press Enter.

2. Select Network in the navigation on the left.

3. Choose whether to add a new connection profile or to modify an existing one:

® To create a new profile, click the + button next to the Ethernet entry.

® To modify an existing profile, click the gear icon next to the profile entry.

4. Optional: On the Identity tab, update the name of the connection profile.
On hosts with multiple profiles, a meaningful name makes it easier to identify the purpose of a

profile.

5. Depending on your environment, configure the IP address settings on the IPv4 and IPv6 tabs

accordingly:

® To use DHCP or IPv6 stateless address autoconfiguration (SLAAC), select Automatic

(DHCP) as method (default).

® To set a static IP address, network mask, default gateway, DNS servers, and search domain,
select Manual as method, and fill the fields on the tabs:

Cancel

New Profile

Add

Cancel

New Profile Add

Identity IPv4 IPv6

IPv4 Method

(o) Manual
Addresses

192.0.2.1 24

DNS

192.0.2.1

Separate IP addresses with comma:

Security

() Automatic (DHCP)

() Link-Local Only
() Disable

Gateway

192.0.2.254 [x]
[x]
Automatic n:]

Identity IPv4

IPv6 Method

Addresses

2001:db8:1::1

DNS

2001:db8: 1:fffd

IPv6 Security

() Automatic
() Link-Local Only
() Disable

() Automatic, DHCP only

(») Manual

Prefix Gateway

64 2001:db8: 1::fff3 [x]
[x]
Automatic n:]

6. Depending on whether you add or modify a connection profile, click the Add or Apply button to

save the connection.

The GNOME control-center automatically activates the connection.

Verification
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1. Display the IP settings of the NIC:

# ip address show enp1s0
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP
group default glen 1000
link/ether 52:54:00:17:b8:b6 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute enp1s0
valid_lIft forever preferred_lft forever
inet6 2001:db8:1::fffe/64 scope global noprefixroute
valid_lIft forever preferred_lft forever

2. Display the IPv4 default gateway:

# ip route show default
default via 192.0.2.254 dev enp1s0 proto static metric 102

3. Display the IPv6 default gateway:

# ip -6 route show default
default via 2001:db8:1::ffee dev enp1s0 proto static metric 102 pref medium

4. Display the DNS settings:

# cat /etc/resolv.conf
search example.com
nameserver 192.0.2.200
nameserver 2001:db8:1::ffbb

If multiple connection profiles are active at the same time, the order of nameserver entries
depend on the DNS priority values in these profile and the connection types.

5. Use the ping utility to verify that this host can send packets to other hosts:

I # ping <host-name-or-IP-address>

Troubleshooting steps

e Verify that the network cable is plugged-in to the host and a switch.

® Check whether the link failure exists only on this host or also on other hosts connected to the
same switch.

e \Verify that the network cable and the network interface are working as expected. Perform
hardware diagnosis steps and replace defect cables and network interface cards.

e |f the configuration on the disk does not match the configuration on the device, starting or
restarting NetworkManager creates an in-memory connection that reflects the configuration of

the device. For further details and how to avoid this problem, see the NetworkManager
duplicates a connection after restart of NetworkManager service solution.

Additional Resources

® Configuring NetworkManager to avoid using a specific profile to provide a default gateway
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® Configuring the order of DNS servers

2.5. CONFIGURING AN ETHERNET CONNECTION BY USING NM-
CONNECTION-EDITOR

If you connect a host to the network over Ethernet, you can manage the connection’s settings with a
graphical interface by using the nm-connection-editor application.

Prerequisites

® A physical or virtual Ethernet Network Interface Controller (NIC) exists in the server’s
configuration.

o GNOME isinstalled.

Procedure

1. Open a terminal, and enter:

$ nm-connection-editor

2. Choose whether to add a new connection profile or to modify an existing one:

® To create a new profile:

i. Click the + button

ii. Select Ethernet as connection type, and click Create.

® To modify an existing profile, double-click the profile entry.

3. Optional: Update the name of the profile in the Connection Name field.

On hosts with multiple profiles, a meaningful name makes it easier to identify the purpose of a
profile.

4. If you create a new profile, select the device on the Ethernet tab:

Editing Ethernet connection 1 x

Connection name: | Ethernet connection 1

General Ethernet 802.1X Security DCB Proxy IPv4 Settings IPv6 Settings

Device: enpls0 (52:54:00:6B:74:BE) -

5. Depending on your environment, configure the IP address settings on the IPv4 Settings and
IPv6 Settings tabs accordingly:

To use DHCP or IPv6 stateless address autoconfiguration (SLAAC), select Automatic
(DHCP) as method (default).

To set a static IP address, network mask, default gateway, DNS servers, and search domain,
select Manual as method, and fill the fields on the tabs:
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Method: | Manual - Method: | Manual -
Addresses Addresses
Address MNetmask Gateway Add Address Prefix Gateway Add

192.0.2.1 24 192.0.2.254 2001:db8:1::1 2001:db8: L:fff3
Delete

Delete

DNSservers | 192.0.2.1 DNSservers  2001:db8:1::fffd
Search domains | example.com Search domains = example.com
6. Click Save.

7. Close nm-connection-editor.

Verification

1. Display the IP settings of the NIC:

# ip address show enp1s0
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP
group default glen 1000
link/ether 52:54:00:17:b8:b6 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute enp1s0
valid_lIft forever preferred_lft forever
inet6 2001:db8:1::fffe/64 scope global noprefixroute
valid_lIft forever preferred_lft forever

2. Display the IPv4 default gateway:

# ip route show default
default via 192.0.2.254 dev enp1s0 proto static metric 102

3. Display the IPv6 default gateway:

# ip -6 route show default
default via 2001:db8:1::ffee dev enp1s0 proto static metric 102 pref medium

4. Display the DNS settings:

# cat /etc/resolv.conf
search example.com
nameserver 192.0.2.200
nameserver 2001:db8:1::ffbb

If multiple connection profiles are active at the same time, the order of nameserver entries
depend on the DNS priority values in these profile and the connection types.

5. Use the ping utility to verify that this host can send packets to other hosts:

I # ping <host-name-or-IP-address>

Troubleshooting steps

e Verify that the network cable is plugged-in to the host and a switch.
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® Check whether the link failure exists only on this host or also on other hosts connected to the
same switch.

e \Verify that the network cable and the network interface are working as expected. Perform
hardware diagnosis steps and replace defect cables and network interface cards.

e |f the configuration on the disk does not match the configuration on the device, starting or
restarting NetworkManager creates an in-memory connection that reflects the configuration of
the device. For further details and how to avoid this problem, see the NetworkManager
duplicates a connection after restart of NetworkManager service solution.

Additional Resources

® Configuring NetworkManager to avoid using a specific profile to provide a default gateway

® Configuring the order of DNS servers

2.6. CONFIGURING AN ETHERNET CONNECTION WITH ASTATICIP
ADDRESS BY USING NMSTATECTL

Use the nmstatectl utility to configure an Ethernet connection through the Nmstate API. The Nmstate
APl ensures that, after setting the configuration, the result matches the configuration file. If anything
fails, nmstatectl automatically rolls back the changes to avoid leaving the system in an incorrect state.

Prerequisites

® A physical or virtual Ethernet Network Interface Controller (NIC) exists in the server’s
configuration.

® The nmstate package is installed.

Procedure

1. Create a YAML file, for example ~/create-ethernet-profile.yml, with the following content:

interfaces:

- name: enpis0
type: ethernet
state: up
ipv4:

enabled: true
address:
-ip:192.0.2.1
prefix-length: 24
dhcp: false
ipv6:
enabled: true
address:
- ip: 2001:db8:1::1
prefix-length: 64
autoconf: false
dhcp: false
routes:
config:
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- destination: 0.0.0.0/0
next-hop-address: 192.0.2.254
next-hop-interface: enp1s0

- destination: ::/0
next-hop-address: 2001:db8:1::fffe
next-hop-interface: enp1s0

dns-resolver:

config:
search:

- example.com
server:
-192.0.2.200

- 2001:db8:1::ffbb

These settings define an Ethernet connection profile for the enp1s0 device with the following
settings:

® A static IPv4 address - 192.0.2.1 with the /24 subnet mask

® A static IPv6 address - 2001:db8:1::1 with the /64 subnet mask
® AnIPv4 default gateway - 192.0.2.254

® An IPv6 default gateway - 2001:db8:1::fffe

® AnIPv4 DNS server - 192.0.2.200

® AnIPv6 DNS server - 2001:db8:1::ffbb

® A DNS search domain - example.com

2. Apply the settings to the system:

I # nmstatectl apply ~/create-ethernet-profile.yml

Verification

1. Display the connection settings in YAML format:

I # nmstatectl show enp1s0

2. Display the IP settings of the NIC:

# ip address show enp1s0
2: enp1s0: <cBROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP
group default glen 1000
link/ether 52:54:00:17:b8:b6 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute enp1s0
valid_lIft forever preferred_lft forever
inet6 2001:db8:1::fffe/64 scope global noprefixroute
valid_lIft forever preferred_lft forever

3. Display the IPv4 default gateway:
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# ip route show default
default via 192.0.2.254 dev enp1s0 proto static metric 102

4. Display the IPv6 default gateway:

# ip -6 route show default
default via 2001:db8:1::ffee dev enp1s0 proto static metric 102 pref medium

5. Display the DNS settings:

# cat /etc/resolv.conf
search example.com
nameserver 192.0.2.200
nameserver 2001:db8:1::ffbb

If multiple connection profiles are active at the same time, the order of nameserver entries
depend on the DNS priority values in these profile and the connection types.

6. Use the ping utility to verify that this host can send packets to other hosts:

I # ping <host-name-or-IP-address>

Additional resources

o nmstatectl(8) man page

e /usr/share/doc/nmstate/examples/ directory

2.7. CONFIGURING AN ETHERNET CONNECTION WITH A STATIC IP
ADDRESS BY USING THE NETWORK RHEL SYSTEM ROLE WITH AN
INTERFACE NAME

You can remotely configure an Ethernet connection by using the network RHEL System Role.

Perform this procedure on the Ansible control node.

Prerequisites

® You have prepared the control node and the managed nodes
® You are logged in to the control node as a user who can run playbooks on the managed nodes.
® The account you use to connect to the managed nodes has sudo permissions on them.

® The managed nodes or groups of managed nodes on which you want to run this playbook are
listed in the Ansible inventory file.

® A physical or virtual Ethernet device exists in the server’s configuration.

® The managed nodes use NetworkManager to configure the network.

Procedure
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1. Create a playbook file, for example ~/ethernet-static-IP.yml, with the following content:

- name: Configure the network
hosts: managed-node-01.example.com

tasks:
- name: Configure an Ethernet connection with static IP
include_role:

name: rhel-system-roles.network

vars:
network _connections:

- name: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:

address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

These settings define an Ethernet connection profile for the enp1s0 device with the following
settings:

® A static IPv4 address - 192.0.2.1 with a /24 subnet mask

® A static IPv6 address - 2001:db8:1::1 with a /64 subnet mask
® An|Pv4 default gateway - 192.0.2.254

® An IPv6 default gateway - 2001:db8:1::fffe

® AnIPv4 DNS server - 192.0.2.200

® AnIPv6 DNS server - 2001:db8:1::ffbb

® A DNS search domain - example.com

2. Run the playbook:

I # ansible-playbook ~/ethernet-static-IP.yml

Additional resources

e /usr/share/ansible/roles/rhel-system-roles.network/README.md file
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2.8. CONFIGURING AN ETHERNET CONNECTION WITH ASTATICIP
ADDRESS BY USING THE NETWORK RHEL SYSTEM ROLE WITH A
DEVICE PATH

You can remotely configure an Ethernet connection using the network RHEL System Role.

You can identify the device path with the following command:

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

Perform this procedure on the Ansible control node.

Prerequisites

® You have prepared the control node and the managed nodes
® You are logged in to the control node as a user who can run playbooks on the managed nodes.
® The account you use to connect to the managed nodes has sudo permissions on them.

® The managed nodes or groups of managed nodes on which you want to run this playbook are
listed in the Ansible inventory file.

® A physical or virtual Ethernet device exists in the server’s configuration.

® The managed nodes use NetworkManager to configure the network.

Procedure

1. Create a playbook file, for example ~/ethernet-static-IP.yml, with the following content:

- name: Configure the network
hosts: managed-node-01.example.com

tasks:
- name: Configure an Ethernet connection with static IP
include_role:

name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &lpci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
- 2001:0b8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001.:db8:1::fffe
dns:
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-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

These settings define an Ethernet connection profile with the following settings:

The match parameter in this example defines that Ansible applies the play to devices that
match PCI ID 0000:00:0[1-3].0, but not 0000:00:02.0. For further details about special modifiers

A static IPv4 address - 192.0.2.1 with a /24 subnet mask

A static IPv6 address - 2001:db8:1::1 with a /64 subnet mask
An IPv4 default gateway - 192.0.2.254

An IPv6 default gateway - 2001:db8:1::fffe

An IPv4 DNS server - 192.0.2.200

An IPv6 DNS server - 2001:db8:1::ffbb

A DNS search domain - example.com

and wild cards you can use, see the match parameter description in the
/usr/share/ansible/roles/rhel-system-roles.network/README.md file.

2. Run the playbook:

I # ansible-playbook ~/ethernet-static-IP.yml

Additional resources

e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

2.9. CONFIGURING AN ETHERNET CONNECTION WITH ADYNAMIC IP

ADDRESS BY USING NMSTATECTL

Use the nmstatectl utility to configure an Ethernet connection through the Nmstate API. The Nmstate
APl ensures that, after setting the configuration, the result matches the configuration file. If anything
fails, nmstatectl automatically rolls back the changes to avoid leaving the system in an incorrect state.

Prerequisites

® A physical or virtual Ethernet Network Interface Controller (NIC) exists in the server’s

configuration.

® A DHCP server is available in the network.

® The nmstate package is installed.

Procedure

1. Create a YAML file, for example ~/create-ethernet-profile.yml, with the following content:
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interfaces:
- name: enpis0
type: ethernet
state: up
ipv4:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
dhcp: true

ipv6:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
autoconf: true
dhcp: true

These settings define an Ethernet connection profile for the enp1s0 device. The connection
retrieves IPv4 addresses, IPv6 addresses, default gateway, routes, DNS servers, and search
domains from a DHCP server and IPv6 stateless address autoconfiguration (SLAAC).

2. Apply the settings to the system:

I # nmstatectl apply ~/create-ethernet-profile.yml

Verification

1. Display the connection settings in YAML format:

I # nmstatectl show enp1s0

2. Display the IP settings of the NIC:

# ip address show enp1s0
2: enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP
group default glen 1000
link/ether 52:54:00:17:b8:b6 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute enp1s0
valid_lIft forever preferred_lft forever
inet6 2001:db8:1::fffe/64 scope global noprefixroute
valid_lIft forever preferred_lft forever

3. Display the IPv4 default gateway:

# ip route show default
default via 192.0.2.254 dev enp1s0 proto static metric 102

4. Display the IPv6 default gateway:

# ip -6 route show default
default via 2001:db8:1::ffee dev enp1s0 proto static metric 102 pref medium
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5. Display the DNS settings:

# cat /etc/resolv.conf
search example.com
nameserver 192.0.2.200
nameserver 2001:db8:1::ffbb

If multiple connection profiles are active at the same time, the order of nameserver entries
depend on the DNS priority values in these profile and the connection types.

6. Use the ping utility to verify that this host can send packets to other hosts:

I # ping <host-name-or-IP-address>

Additional resources

o nmstatectl(8) man page

e /usr/share/doc/nmstate/examples/ directory

2.10. CONFIGURING AN ETHERNET CONNECTION WITH ADYNAMIC IP
ADDRESS BY USING THE NETWORK RHEL SYSTEM ROLE WITH AN
INTERFACE NAME

You can remotely configure an Ethernet connection using the network RHEL System Role. For
connections with dynamic IP address settings, NetworkManager requests the IP settings for the

connection from a DHCP server.

Perform this procedure on the Ansible control node.

Prerequisites

® You have prepared the control node and the managed nodes
® You are logged in to the control node as a user who can run playbooks on the managed nodes.
® The account you use to connect to the managed nodes has sudo permissions on them.

® The managed nodes or groups of managed nodes on which you want to run this playbook are
listed in the Ansible inventory file.

® A physical or virtual Ethernet device exists in the server’s configuration.
® A DHCP server is available in the network

® The managed nodes use NetworkManager to configure the network.

Procedure

1. Create a playbook file, for example ~/ethernet-dynamic-IP.yml, with the following content:

- name: Configure the network
hosts: managed-node-01.example.com
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tasks:
- name: Configure an Ethernet connection with dynamic IP
include_role:

name: rhel-system-roles.network

vars:
network _connections:

- name: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: up

These settings define an Ethernet connection profile for the enp1s0 device. The connection
retrieves IPv4 addresses, IPv6 addresses, default gateway, routes, DNS servers, and search
domains from a DHCP server and IPv6 stateless address autoconfiguration (SLAAC).

2. Run the playbook:

I # ansible-playbook ~/ethernet-dynamic-IP.yml|

Additional resources

e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

2.11. CONFIGURING AN ETHERNET CONNECTION WITH ADYNAMIC IP
ADDRESS BY USING THE NETWORK RHEL SYSTEM ROLE WITH A
DEVICE PATH

You can remotely configure an Ethernet connection using the network RHEL System Role. For
connections with dynamic IP address settings, NetworkManager requests the IP settings for the

connection from a DHCP server.

You can identify the device path with the following command:

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

Perform this procedure on the Ansible control node.

Prerequisites

® You have prepared the control node and the managed nodes
® You are logged in to the control node as a user who can run playbooks on the managed nodes.
® The account you use to connect to the managed nodes has sudo permissions on them.

® The managed nodes or groups of managed nodes on which you want to run this playbook are
listed in the Ansible inventory file.

® A physical or virtual Ethernet device exists in the server’s configuration.
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® A DHCP server is available in the network.

® The managed hosts use NetworkManager to configure the network.

Procedure

1. Create a playbook file, for example ~/ethernet-dynamic-IP.yml, with the following content:

- name: Configure the network
hosts: managed-node-01.example.com

tasks:
- name: Configure an Ethernet connection with dynamic IP
include_role:

name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

These settings define an Ethernet connection profile. The connection retrieves IPv4 addresses,
IPv6 addresses, default gateway, routes, DNS servers, and search domains from a DHCP server
and IPv6 stateless address autoconfiguration (SLAAC).

The match parameter in this example defines that Ansible applies the play to devices that
match PCI ID 0000:00:0[1-3].0, but not 0000:00:02.0. For further details about special modifiers
and wild cards you can use, see the match parameter description in the
/usr/share/ansible/roles/rhel-system-roles.network/README.md file.

2. Run the playbook:

I # ansible-playbook ~/ethernet-dynamic-IP.yml|

Additional resources

e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

2.12. CONFIGURING MULTIPLE ETHERNET INTERFACES BY USING A
SINGLE CONNECTION PROFILE BY INTERFACE NAME

In most cases, one connection profile contains the settings of one network device. However,
NetworkManager also supports wildcards when you set the interface name in connection profiles. If a
host roams between Ethernet networks with dynamic IP address assignment, you can use this feature to
create a single connection profile that you can use for multiple Ethernet interfaces.
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Prerequisites
® Multiple physical or virtual Ethernet devices exist in the server’s configuration.
® A DHCP server is available in the network.

® No connection profile exists on the host.
Procedure
1. Add a connection profile that applies to all interface names starting with enp:

# nmcli connection add con-name Example connection.multi-connect multiple
match.interface-name enp* type ethernet

Verification

1. Display all settings of the single connection profile:

# nmcli connection show Example

connection.id: Example
connection.multi-connect: 3 (multiple)
match.interface-name: enp*

3indicates the number of interfaces active on the connection profile at the same time, and not
the number of network interfaces in the connection profile. The connection profile uses all
devices that match the pattern in the match.interface-name parameter and, therefore, the
connection profiles have the same Universally Unique Identifier (UUID).

2. Display the status of the connections:

# nmcli connection show
NAME Uuuib TYPE DEVICE

Example 6f22402e-c0cc-49cf-b702-eafOcd5ea7d1 ethernet enp7s0

Example 6f22402e-c0cc-49cf-b702-eaf0cd5ea7d1 ethernet enp8s0
Example 6f22402e-c0cc-49cf-b702-eafOcd5ea7d1 ethernet enp9s0

Additional resources
® nmcli(1) man page
® nm-settings(5) man page
2.13. CONFIGURING A SINGLE CONNECTION PROFILE FOR MULTIPLE
ETHERNET INTERFACES USING PCI IDS
The PCI ID is a unique identifier of the devices connected to the system. The connection profile adds

multiple devices by matching interfaces based on a list of PCI IDs. You can use this procedure to
connect multiple device PCI IDs to the single connection profile.
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Prerequisites
® Multiple physical or virtual Ethernet devices exist in the server’s configuration.
® A DHCP server is available in the network.

® No connection profile exists on the host.

Procedure

1. ldentify the device path. For example, to display the device paths of all interfaces starting with
enp, enter:

# udevadm info /sys/class/net/enp* | grep ID_PATH=

E: ID_PATH=pci-0000:07:00.0
E: ID_PATH=pci-0000:08:00.0

2. Add a connection profile that applies to all PCI IDs matching the 0000:00:0[7-8].0 expression:

# nmcli connection add type ethernet connection.multi-connect multiple match.path
"pci-0000:07:00.0 pci-0000:08:00.0" con-name Example

Verification

1. Display the status of the connection:

# nmcli connection show

NAME UUID TYPE DEVICE

Example  9cee0958-512f-4203-9d3d-b57af1d88466 ethernet enp7s0
Example  9cee0958-512f-4203-9d3d-b57af1d88466 ethernet enp8s0

2. To display all settings of the connection profile:

# nmcli connection show Example
connection.id: Example

connection.multi-connect: 3 (multiple)
match.path: pci-0000:07:00.0,pci-0000:08:00.0

This connection profile uses all devices with a PCI ID which match the pattern in the match.path
parameter and, therefore, the connection profiles have the same Universally Unique Identifier
(UUID).

Additional resources
e nmcli(1) man page

® nm-settings(5) man page
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CHAPTER 3. CONFIGURING NETWORK BONDING

A network bond is a method to combine or aggregate physical and virtual network interfaces to provide
a logical interface with higher throughput or redundancy. In a bond, the kernel handles all operations
exclusively. You can create bonds on different types of devices, such as Ethernet devices or VLANSs.

Red Hat Enterprise Linux provides administrators different options to configure team devices. For
example:

® Use nmcli to configure bond connections using the command line.
® Use the RHEL web console to configure bond connections using a web browser.
e Use nmtui to configure bond connections in a text-based user interface.

e Use the nm-connection-editor application to configure bond connections in a graphical
interface.

® Use nmstatectl to configure bond connections through the Nmstate API.

® Use RHEL System Roles to automate the bond configuration on one or multiple hosts.

3.1. UNDERSTANDING NETWORK BONDING

Network bonding is a method to combine or aggregate network interfaces to provide a logical interface
with higher throughput or redundancy.

The active-backup, balance-tlb, and balance-alb modes do not require any specific configuration of
the network switch. However, other bonding modes require configuring the switch to aggregate the
links. For example, Cisco switches requires EtherChannel for modes O, 2, and 3, but for mode 4, the
Link Aggregation Control Protocol (LACP) and EtherChannel are required. For further details, see the
documentation of your switch.

IMPORTANT

Certain network bonding features, such as the fail-over mechanism, do not support direct
cable connections without a network switch. For further details, see the Is bonding
supported with direct connection using crossover cables? KCS solution.

3.2.UNDERSTANDING THE DEFAULT BEHAVIOR OF CONTROLLER
AND PORT INTERFACES

Consider the following default behavior of, when managing or troubleshooting team or bond port
interfaces using the NetworkManager service:

® Starting the controller interface does not automatically start the port interfaces.
® Starting a port interface always starts the controller interface.

® Stopping the controller interface also stops the port interface.

® A controller without ports can start static IP connections.

® A controller without ports waits for ports when starting DHCP connections.
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® A controller with a DHCP connection waiting for ports completes when you add a port with a
carrier.

® A controller with a DHCP connection waiting for ports continues waiting when you add a port
without carrier.

3.3. UPSTREAM SWITCH CONFIGURATION DEPENDING ON THE
BONDING MODES

Apply the following settings to the upstream switch depending on the bonding mode:

Bonding mode Configuration on the switch

0 - balance-rr Requires static Etherchannel enabled (not LACP-negotiated)
1 - active-backup Requires autonomous ports

2 - balance-xor Requires static Etherchannel enabled (not LACP-negotiated)
3 - broadcast Requires static Etherchannel enabled (not LACP-negotiated)
4 -802.3ad Requires LACP-negotiated Etherchannel enabled

5 - balance-tlb Requires autonomous ports

6 - balance-alb Requires autonomous ports

For configuring these settings on your switch, see the documentation of the switch.

3.4. CONFIGURING ANETWORK BOND BY USING NMCLI

To configure a network bond on the command line, use the nmeli utility.

Prerequisites

® Two or more physical or virtual network devices are installed on the server.

® To use Ethernet devices as ports of the bond, the physical or virtual Ethernet devices must be
installed on the server.

® To use team, bridge, or VLAN devices as ports of the bond, you can either create these devices
while you create the bond or you can create them in advance as described in:

o Configuring a network team by using nmcli
o Configuring a network bridge by using nmcli

o Configuring VLAN tagging by using nmcli

Procedure
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1. Create a bond interface:

# nmcli connection add type bond con-name bond0 ifname bond0 bond.options
"mode=active-backup"

This command creates a bond named bond0 that uses the active-backup mode.

To additionally set a Media Independent Interface (MIl) monitoring interval, add the
miimon=interval option to the bond.options property, for example:

# nmcli connection add type bond con-name bond0 ifname bond0 bond.options
"mode=active-backup,miimon=1000"

2. Display the network interfaces, and note names of interfaces you plan to add to the bond:

# nmcli device status

DEVICE TYPE STATE CONNECTION
enp7s0 ethernet disconnected --

enp8s0 ethernet disconnected --

bridge0 bridge connected bridge0
bridge1 bridge connected bridget

In this example:

enp7s0 and enp8s0 are not configured. To use these devices as ports, add connection
profiles in the next step.

bridge0 and bridge1 have existing connection profiles. To use these devices as ports,
modify their profiles in the next step.

3. Assign interfaces to the bond:

a.

If the interfaces you want to assign to the bond are not configured, create new connection
profiles for them:

# nmcli connection add type ethernet slave-type bond con-name bond0-port1
ifname enp7s0 master bond0
# nmcli connection add type ethernet slave-type bond con-name bond0-pori2
ifname enp8s0 master bond0

These commands create profiles for enp7s0 and enp8s0, and add them to the bond0
connection.

b. To assign an existing connection profile to the bond:

i. Setthe master parameter of these connections to bond0:

# nmcli connection modify bridge0 master bond0
# nmcli connection modify bridge1 master bond0

These commands assign the existing connection profiles named bridge0 and bridge1
to the bond0 connection.

ii. Reactivate the connections:
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# nmcli connection up bridge0
# nmcli connection up bridge1

4. Configure the IPv4 settings:

® To use this bond device as a port of other devices, enter:
I # nmcli connection modify bond0 ipv4.method disabled

® To use DHCP, no action is required.

® To set a static IPv4 address, network mask, default gateway, and DNS server to the bond0
connection, enter:

# nmcli connection modify bondO0 ipv4.addresses '192.0.2.1/24 ipv4.gateway

'192.0.2.254 ipv4.dns '192.0.2.253 ipv4.dns-search 'example.com’ ipv4.method
manual

5. Configure the IPv6 settings:

® To use this bond device as a port of other devices, enter:
I # nmcli connection modify bond0 ipv6.method disabled

® To use DHCP, no action is required.

® To set a static IPv6 address, network mask, default gateway, and DNS server to the bond0
connection, enter:

# nmcli connection modify bond0 ipv6.addresses '2001:db8:1::1/64 ipv6.gateway

'2001:db8:1::fffe' ipv6.dns '2001:db8:1::fffd ipv6.dns-search 'example.com’
ipv6.method manual

6. Optional: If you want to set any parameters on the bond ports, use the following command:

I # nmcli connection modify bond0-port1 bond-port.<parameters> <value>

7. Activate the connection:

I # nmcli connection up bond0

8. Verify that the ports are connected, and the CONNECTION column displays the port's
connection name:

# nmcli device
DEVICE TYPE STATE CONNECTION

enp7s0 ethernet connected bond0-port1
enp8s0 ethernet connected bond0-port2

When you activate any port of the connection, NetworkManager also activates the bond, but not
the other ports of it. You can configure that Red Hat Enterprise Linux enables all ports
automatically when the bond is enabled:
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a. Enable the connection.autoconnect-slaves parameter of the bond’s connection:
I # nmcli connection modify bond0 connection.autoconnect-slaves 1
b. Reactivate the bridge:

I # nmcli connection up bond0

Verification

1. Temporarily remove the network cable from the host.

Note that there is no method to properly test link failure events using software utilities. Tools
that deactivate connections, such as nmeli, show only the bonding driver’s ability to handle port
configuration changes and not actual link failure events.

2. Display the status of the bond:

I # cat /proc/net/bonding/bond0

Additional resources
® Configuring NetworkManager to avoid using a specific profile to provide a default gateway

® Network bonding documentation

3.5. CONFIGURING A NETWORK BOND BY USING THE RHEL WEB
CONSOLE

Use the RHEL web console to configure a network bond if you prefer to manage network settings using
a web browser-based interface.

Prerequisites
® You are logged in to the RHEL web console.
® Two or more physical or virtual network devices are installed on the server.

® To use Ethernet devices as members of the bond, the physical or virtual Ethernet devices must
be installed on the server.

® To use team, bridge, or VLAN devices as members of the bond, create them in advance as
described in:

o Configuring a network team by using the RHEL web console
o Configuring a network bridge by using the RHEL web console

o Configuring VLAN tagging by using the RHEL web console

Procedure
1. Select the Networking tab in the navigation on the left side of the screen.

2. Click Add bond in the Interfaces section.
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3. Enter the name of the bond device you want to create.
4. Select the interfaces that should be members of the bond.

5. Select the mode of the bond.
If you select Active backup, the web console shows the additional field Primary in which you
can select the preferred active device.

6. Set the link monitoring mode. For example, when you use the Adaptive load balancing mode,
set it to ARP.

7. Optional: Adjust the monitoring interval, link up delay, and link down delay settings. Typically,
you only change the defaults for troubleshooting purposes.

Bond settings ® x
Name bondO
Interfaces enp/s0

enp8s0
MAC -
Mode Active backup -
Primary enp/s0 -
Link monitoring MIl (recommended) -
Monitoring interval 100
Link up delay 0
Link down delay 0
Cancel

8. Click Apply.
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9. By default, the bond uses a dynamic IP address. If you want to set a static IP address:

a.

b.

Click the name of the bond in the Interfaces section.

Click Edit next to the protocol you want to configure.

. Select Manual next to Addresses, and enter the IP address, prefix, and default gateway.

In the DNS section, click the + button, and enter the IP address of the DNS server. Repeat
this step to set multiple DNS servers.

g.

Verification

In the DNS search domains section, click the + button, and enter the search domain.
If the interface requires static routes, configure them in the Routes section.
IPv4 settings X
Addresses Manual - +
Address Prefix length or netmask Gateway
192.0.21 24 192.0.2.254 —
DNS o Automatic
Server
192.0.2.253 -
DMNS search domains O Automatic
Search domain
example.com -
Routes o Automatic
Apply Cancel
Click Apply

1. Select the Networking tab in the navigation on the left side of the screen, and check if there is

inco

ming and outgoing traffic on the interface:
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Interfaces ‘ Add bond ‘ ‘ Add team ‘ ‘ Add bridge ‘ Add VLAN
MName IP address Sending Receiving
bondO 192.0.2.1/24 111 Mbps 612 Mbps

2. Temporarily remove the network cable from the host.

Note that there is no method to properly test link failure events using software utilities. Tools
that deactivate connections, such as the web console, show only the bonding driver’s ability to
handle member configuration changes and not actual link failure events.

3. Display the status of the bond:

I # cat /proc/net/bonding/bond0

3.6. CONFIGURING ANETWORK BOND BY USING NMTUI

The nmtui application provides a text-based user interface for NetworkManager. You can use nmtui to
configure a network bond on a host without a graphical interface.

NOTE
In nmtui:
® Navigate by using the cursor keys.
® Press a button by selecting it and hitting Enter.

® Select and deselect checkboxes by using Space.

Prerequisites
® Two or more physical or virtual network devices are installed on the server.

® To use Ethernet devices as ports of the bond, the physical or virtual Ethernet devices must be
installed on the server.

Procedure

1. If you do not know the network device names on which you want configure a network bond,
display the available devices:

# nmcli device status

DEVICE TYPE STATE CONNECTION
enp7s0  ethernet unavailable -

enp8s0  ethernet unavailable -

2. Start nmtui:

I # nmtui
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3. Select Edit a connection, and press Enter.
4. Press the Add button.
5. Select Bond from the list of network types, and press Enter.

6. Optional: Enter a name for the NetworkManager profile to be created.
On hosts with multiple profiles, a meaningful name makes it easier to identify the purpose of a
profile.

7. Enter the bond device name to be created into the Device field.

8. Add ports to the bond to be created:

a. Press the Add button next to the Slaves list.

b. Select the type of the interface you want to add as port to the bond, for example, Ethernet.
c. Optional: Enter a name for the NetworkManager profile to be created for this bond port.

d. Enter the port's device name into the Device field.

e. Press the OKbutton to return to the window with the bond settings.

Figure 3.1. Adding an Ethernet device as port to a bond

| Edit Connection |

Profile name [sJolgls[chyvIv] ol o R
Device [Slvrk]
= ETHERNET <Show=>
= BOND PORT <Hide>
| Queve Ip EENNNNNNNN
[X] Automatically connect
[X] Available to all users
<Cancel=>

f. Repeat these steps to add more ports to the bond.

9. Set the bond mode. Depending on the value you set, nmtui displays additional fields for settings
that are related to the selected mode.

10. Depending on your environment, configure the IP address settings in the IPv4 configuration
and IPv6 configuration areas accordingly. For this, press the button next to these areas, and
select:

e Disabled, if the bond does not require an IP address.

e Automatic, if a DHCP server or stateless address autoconfiguration (SLAAC) dynamically
assigns an IP address to the bond.

e Manual, if the network requires static IP address settings. In this case, you must fill further
fields:
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Press the Show button next to the protocol you want to configure to display additional
fields.

Press the Add button next to Addresses, and enter the IP address and the subnet
mask in Classless Inter-Domain Routing (CIDR) format.

If you do not specify a subnet mask, NetworkManager sets a /32 subnet mask for IPv4
addresses and /64 for IPv6 addresses.

Enter the address of the default gateway.
Press the Add button next to DNS servers, and enter the DNS server address.

Press the Add button next to Search domains, and enter the DNS search domain.
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Figure 3.2. Example of a bond connection with static IP address settings

| Edit Connection |

Profile name [Jilele]
Device [sledylefe]

= BOND <Hide>
Slaves

bond@-porti 1 <Add=

hond®-port2

<Edit...>

1 =Delete>

Mode <Active Backup>
primary

Link monitoring <MII (recommended)>
Monitoring frequency ms
Link up delay ms
Link down delay ms
Cloned MAC address

= TPv4 CONFIGURATION <Manual= <Hide>
Addresses <Remove=

Gateway pkl

DNS servers pkp <Remove>

Search domains

Routing (No custom routes) <Edit...>
Never use this network for default route
Ignore automatically obtained routes
Ignore automatically obtained DNS parameters

Lo M N |
—

[ 1 Require IPv4 addressing for this connection

= IPv6 CONFIGURATION <Manual= <Hide>
Addresses ERREBLLEREREELL] <Remove>

Gateway pElchBly
DNS servers piolohies]vlsie C <Remove>

Search domains <Add...>
Routing (No custom routes) <Edit...>
Never use this network for default route
Ignore automatically obtained routes
Ignore automatically obtained DNS parameters

Lo M W s |
—

[ 1 Require IPv6 addressing for this connection

[X] Automatically connect
[X] Available to all users

<Cancel> &

Press the OK button to create and automatically activate the new connection.

61



Red Hat Enterprise Linux 8 Configuring and managing networking

12. Press the Back button to return to the main menu.

13. Select Quit, and press Enter to close the nmtui application.

Verification

1. Temporarily remove the network cable from the host.

Note that there is no method to properly test link failure events using software utilities. Tools
that deactivate connections, such as nmeli, show only the bonding driver’s ability to handle port
configuration changes and not actual link failure events.

2. Display the status of the bond:

I # cat /proc/net/bonding/bond0

3.7. CONFIGURING A NETWORK BOND BY USING NM-CONNECTION-
EDITOR

If you use Red Hat Enterprise Linux with a graphical interface, you can configure network bonds using
the nm-connection-editor application.

Note that nm-connection-editor can add only new ports to a bond. To use an existing connection

profile as a port, create the bond by using the nmeli utility as described in Configuring a network bond
by using nmcli.

Prerequisites
® Two or more physical or virtual network devices are installed on the server.

® To use Ethernet devices as ports of the bond, the physical or virtual Ethernet devices must be
installed on the server.

® To use team, bond, or VLAN devices as ports of the bond, ensure that these devices are not
already configured.

Procedure

1. Open a terminal, and enter nm-connection-editor:

I $ nm-connection-editor

2. Click the + button to add a new connection.
3. Select the Bond connection type, and click Create.
4. On the Bond tab:
a. Optional: Set the name of the bond interface in the Interface name field.

b. Click the Add button to add a network interface as a port to the bond.

i. Select the connection type of the interface. For example, select Ethernet for a wired
connection.

ii. Optional: Set a connection name for the port.
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iii. If you create a connection profile for an Ethernet device, open the Ethernet tab, and
select in the Device field the network interface you want to add as a port to the bond. If
you selected a different device type, configure it accordingly. Note that you can only
use Ethernet interfaces in a bond that are not configured.

iv. Click Save.

c. Repeat the previous step for each interface you want to add to the bond:

Editing Bond connection 1

Connection name | Bond connection 1

General Bond Proxy

Interface name | bond0

bondO-portl
bond0-port2

IPv4 Settings

IPv6 Settings

Bonded connections

Add

Edit

d. Optional: Set other options, such as the Media Independent Interface (MIl) monitoring
interval.

5. Configure the IP address settings on both the IPv4 Settings and IPv6 Settings tabs:

® To use this bridge device as a port of other devices, set the Method field to Disabled.

® Touse DHCP, leave the Method field at its default, Automatic (DHCP).

® To use static IP settings, set the Method field to Manual and fill the fields accordingly:

Editing Bond connection 1 X

Editing Bond connection 1

Connection name | Bond connection 1

General Bond Proxy IPv4 Settings IPv6 Settings
Method | Manual -
Addresses

Address Netmask Gateway Add
192021 24 192.0.2.254
Delete

DNS servers | 192.0.2.253

Search domains | example.com

Connection name | Bond connection 1

General Bond Proxy IPv4 Settings IPv6 Settings

Method

Manual -

Addresses

Address Prefix Gateway

2001:db8: 1::fff3

Add

2001:db8:1::1 64

Delete

DNS servers  2001:db8:1:fffd

Search domains = example.com

6. Click Save.

7. Close nm-connection-editor.

Verification

1. Temporarily remove the network cable from the host.
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Note that there is no method to properly test link failure events using software utilities. Tools
that deactivate connections, such as nmeli, show only the bonding driver’s ability to handle port
configuration changes and not actual link failure events.

2. Display the status of the bond:

I # cat /proc/net/bonding/bond0

Additional resources
® Configuring NetworkManager to avoid using a specific profile to provide a default gateway
® Configuring a network team by using nm-connection-editor
® Configuring a network bridge by using nm-connection-editor

® Configuring VLAN tagging by using nm-connection-editor

3.8. CONFIGURING A NETWORK BOND BY USING NMSTATECTL

Use the nmstatectl utility to configure a network bond through the Nmstate API. The Nmstate API
ensures that, after setting the configuration, the result matches the configuration file. If anything fails,
nmstatectl automatically rolls back the changes to avoid leaving the system in an incorrect state.

Depending on your environment, adjust the YAML file accordingly. For example, to use different devices
than Ethernet adapters in the bond, adapt the base-iface attribute and type attributes of the ports you
use in the bond.

Prerequisites
® Two or more physical or virtual network devices are installed on the server.

® To use Ethernet devices as ports in the bond, the physical or virtual Ethernet devices must be
installed on the server.

® To use team, bridge, or VLAN devices as ports in the bond, set the interface name in the port
list, and define the corresponding interfaces.

® The nmstate package is installed.

Procedure

1. Create a YAML file, for example ~/create-bond.yml, with the following content:

interfaces:
- name: bond0
type: bond
state: up
ipv4:
enabled: true
address:
-ip:192.0.2.1
prefix-length: 24
dhcp: false
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ipv6:
enabled: true
address:
- ip: 2001:db8:1::1
prefix-length: 64
autoconf: false
dhcp: false
link-aggregation:
mode: active-backup
port:
- enpi1s0
- enp7s0
- name: enpis0
type: ethernet
state: up
- name: enp7s0
type: ethernet
state: up

routes:

config:

- destination: 0.0.0.0/0
next-hop-address: 192.0.2.254
next-hop-interface: bond0

- destination: ::/0
next-hop-address: 2001:db8:1::fffe
next-hop-interface: bond0

dns-resolver:
config:
search:
- example.com
server:

-192.0.2.200
- 2001:db8:1::ffbb

Network interfaces in the bond: enp1s0 and enp7s0
Mode: active-backup

Static IPv4 address: 192.0.2.1 with a /24 subnet mask
Static IPv6 address: 2001:db8:1::1 with a /64 subnet mask
IPv4 default gateway: 192.0.2.254

IPv6 default gateway: 2001:db8:1::fffe

IPv4 DNS server: 192.0.2.200

IPv6 DNS server: 2001:db8:1::ffbb

DNS search domain: example.com

2. Apply the settings to the system:
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I # nmstatectl apply ~/create-bond.yml

Verification

1. Display the status of the devices and connections:

# nmcli device status
DEVICE TYPE STATE CONNECTION
bond0 bond connected bond0

2. Display all settings of the connection profile:

# nmcli connection show bond0

connection.id: bond0

connection.uuid: 79cbc3bd-302e-4b1f-ad89-f12533b818ee
connection.stable-id: --

connection.type: bond

connection.interface-name: bond0

3. Display the connection settings in YAML format:

I # nmstatectl show bond0

Additional resources

o nmstatectl(8) man page

e /usr/share/doc/nmstate/examples/ directory

3.9. CONFIGURING ANETWORK BOND BY USING THE NETWORK
RHEL SYSTEM ROLE

You can remotely configure a network bond by using the network RHEL System Role.

Perform this procedure on the Ansible control node.

Prerequisites

® You have prepared the control node and the managed nodes
® You are logged in to the control node as a user who can run playbooks on the managed nodes.
® The account you use to connect to the managed nodes has sudo permissions on them.

® The managed nodes or groups of managed nodes on which you want to run this playbook are
listed in the Ansible inventory file.

® Two or more physical or virtual network devices are installed on the server.

Procedure

1. Create a playbook file, for example ~/bond-ethernet.ymi, with the following content:
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- name: Configure the network
hosts: managed-node-01.example.com
tasks:

- name: Configure a network bond that uses two Ethernet ports

include_role:
name: rhel-system-roles.network

vars:
network _connections:
# Define the bond profile
- name: bond0
type: bond
interface_name: bond0
ip:
address:

-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe

dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
bond:
mode: active-backup
state: up

# Add an Ethernet profile to the bond
- name: bond0-port1

interface_name: enp7s0

type: ethernet

controller: bond0

state: up

# Add a second Ethernet profile to the bond
- name: bond0-port2

interface_name: enp8s0

type: ethernet

controller: bond0

state: up

These settings define a network bond with the following settings:

A static IPv4 address - 192.0.2.1 with a /24 subnet mask

A static IPv6 address - 2001:db8:1::1 with a /64 subnet mask
An IPv4 default gateway - 192.0.2.254

An IPv6 default gateway - 2001:db8:1::fffe

An IPv4 DNS server - 192.0.2.200

An IPv6 DNS server - 2001:db8:1::ffbb
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® A DNS search domain - example.com
® Ports of the bond - enp7s0 and enp8s0

® Bond mode - active-backup

NOTE

Set the IP configuration on the bond and not on the ports of the Linux bond.

2. Run the playbook:

I # ansible-playbook ~/bond-ethernet.yml

Additional resources

e /usr/share/ansible/roles/rhel-system-roles.network/README.md file

3.10. CREATING A NETWORK BOND TO ENABLE SWITCHING
BETWEEN AN ETHERNET AND WIRELESS CONNECTION WITHOUT
INTERRUPTING THE VPN

RHEL users who connect their workstation to their company’s network typically use a VPN to access
remote resources. However, if the workstation switches between an Ethernet and Wi-Fi connection, for
example, if you release a laptop from a docking station with an Ethernet connection, the VPN connection
is interrupted. To avoid this problem, you can create a network bond that uses the Ethernet and Wi-Fi
connection in active-backup mode.

Prerequisites

® The host contains an Ethernet and a Wi-Fi device.

® An Ethernet and Wi-Fi NetworkManager connection profile has been created and both
connections work independently.

This procedure uses the following connection profiles to create a network bond named bondO0:
o Docking_station associated with the enp11s0ul Ethernet device

o Wi-Fi associated with the wlp1s0 Wi-Fi device
Procedure
1. Create a bond interface in active-backup mode:

# nmcli connection add type bond con-name bond0 ifname bond0 bond.options
"mode=active-backup"

This command names both the interface and connection profile bond0.
2. Configure the IPv4 settings of the bond:

e |f a DHCP server in your network assigns IPv4 addresses to hosts, no action is required.
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e |f your local network requires static IPv4 addresses, set the address, network mask, default
gateway, DNS server, and DNS search domain to the bond0 connection:

# nmcli connection modify bond0 ipv4.addresses '192.0.2.1/24

# nmcli connection modify bond0 ipv4.gateway '792.0.2.254

# nmcli connection modify bond0 ipv4.dns '192.0.2.253

# nmcli connection modify bondO0 ipv4.dns-search 'example.com’
# nmcli connection modify bond0 ipv4.method manual

3. Configure the IPv6 settings of the bond:

e |f your router or a DHCP server in your network assigns IPv6 addresses to hosts, no action is
required.

e |f your local network requires static IPv6 addresses, set the address, network mask, default
gateway, DNS server, and DNS search domain to the bond0 connection:

# nmcli connection modify bond0 ipv6.addresses '20071:db8:1::1/64
# nmcli connection modify bond0 ipv6.gateway '2007:db8:1::fffe'

# nmcli connection modify bond0 ipv6.dns '20017:db8:1::fffd

# nmcli connection modify bondO0 ipv6.dns-search 'example.com’

# nmcli connection modify bond0 ipv6.method manual

4. Display the connection profiles:

# nmcli connection show

NAME uuibD TYPE DEVICE
Docking_station 256dd073-fecc-339d-91ae-9834a00407f9 ethernet enp11s0u1
Wi-Fi 1f1531¢7-8737-4c60-91af-2d21164417e8 wifi ~ wip1s0

You require the names of the connection profiles and the Ethernet device name in the next
steps.

5. Assign the connection profile of the Ethernet connection to the bond:

I # nmcli connection modify Docking_station master bond0

6. Assign the connection profile of the Wi-Fi connection to the bond:

I # nmcli connection modify Wi-Fi master bond0

7. If your Wi-Fi network uses MAC filtering to allow only MAC addresses on a allow list to access
the network, configure that NetworkManager dynamically assigns the MAC address of the
active port to the bond:

I # nmcli connection modify bond0 +bond.options fail_over_mac=1

With this setting, you must set only the MAC address of the Wi-Fi device to the allow list instead
of the MAC address of both the Ethernet and Wi-Fi device.

8. Set the device associated with the Ethernet connection as primary device of the bond:

I # nmcli con modify bond0 +bond.options "primary=enp11s0ui”
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With this setting, the bond always uses the Ethernet connection if it is available.

9. Configure that NetworkManager automatically activates ports when the bond0 device is
activated:

I # nmcli connection modify bond0 connection.autoconnect-slaves 1

10. Activate the bond0 connection:

I # nmcli connection up bond0

Verification

® Display the currently active device, the status of the bond and its ports:

# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v3.7.1 (April 27, 2011)

Bonding Mode: fault-tolerance (active-backup) (fail_over_mac active)
Primary Slave: enp11s0ui (primary_reselect always)

Currently Active Slave: enp11s0uft

Mil Status: up

MIl Polling Interval (ms): 1

Up Delay (ms): 0

Down Delay (ms): 0

Peer Notification Delay (ms): 0

Slave Interface: enp11s0ut

MIl Status: up

Speed: 1000 Mbps

Duplex: full

Link Failure Count: 0

Permanent HW addr: 00:53:00:59:da:b7
Slave queue ID: 0

Slave Interface: wip1s0
MIl Status: up

Speed: Unknown
Duplex: Unknown

Link Failure Count: 2

Permanent HW addr: 00:53:00:b3:22:ba
Slave queue ID: 0

Additional resources

® Configuring an Ethernet connection
® Managing Wi-Fi connections

® Configuring network bonding

3.1. THE DIFFERENT NETWORK BONDING MODES

The Linux bonding driver provides link aggregation. Bonding is the process of aggregating multiple
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network interfaces in parallel to provide a single logical bonded interface. The actions of a bonded
interface depend on the bonding policy that is also known as mode. The different modes provide either
load-balancing or hot standby services.

The following modes exist:

Balance-rr (Mode O)

Balance-rr uses the round-robin algorithm that sequentially transmits packets from the first
available port to the last one. This mode provides load balancing and fault tolerance.

This mode requires switch configuration of a port aggregation group, also called EtherChannel or
similar port grouping. An EtherChannel is a port link aggregation technology to group multiple
physical Ethernet links to one logical Ethernet link.

The drawback of this mode is that it is not suitable for heavy workloads and if TCP throughput or
ordered packet delivery is essential.

Active-backup (Mode 1)

Active-backup uses the policy that determines that only one portis active in the bond. This mode
provides fault tolerance and does not require any switch configuration.

If the active port fails, an alternate port becomes active. The bond sends a gratuitous address
resolution protocol (ARP) response to the network. The gratuitous ARP forces the receiver of the
ARP frame to update their forwarding table. The Active-backup mode transmits a gratuitous ARP to
announce the new path to maintain connectivity for the host.

The primary option defines the preferred port of the bonding interface.

Balance-xor (Mode 2)

Balance-xor uses the selected transmit hash policy to send the packets. This mode provides load
balancing, fault tolerance, and requires switch configuration to set up an Etherchannel or similar port
grouping.

To alter packet transmission and balance transmit, this mode uses the xmit_hash_policy option.
Depending on the source or destination of traffic on the interface, the interface requires an
additional load-balancing configuration. See description xmit_hash_policy bonding parameter.

Broadcast (Mode 3)

Broadcast uses a policy that transmits every packet on all interfaces. This mode provides fault
tolerance and requires a switch configuration to set up an EtherChannel or similar port grouping.
The drawback of this mode is that it is not suitable for heavy workloads and if TCP throughput or
ordered packet delivery is essential.

802.3ad (Mode 4)

802.3ad uses the same-named IEEE standard dynamic link aggregation policy. This mode provides
fault tolerance. This mode requires switch configuration to set up a Link Aggregation Control
Protocol (LACP) port grouping.

This mode creates aggregation groups that share the same speed and duplex settings and utilizes all
ports in the active aggregator. Depending on the source or destination of traffic on the interface,
this mode requires an additional load-balancing configuration.

By default, the port selection for outgoing traffic depends on the transmit hash policy. Use the
xmit_hash_policy option of the transmit hash policy to change the port selection and balance
transmit.
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The difference between the 802.3ad and the Balance-xor is compliance. The 802.3ad policy
negotiates LACP between the port aggregation groups. See description xmit_hash_policy bonding
parameter

Balance-tlb (Mode 5)

Balance-tlb uses the transmit load balancing policy. This mode provides fault tolerance, load
balancing, and establishes channel bonding that does not require any switch support.

The active port receives the incoming traffic. In case of failure of the active port, another one takes
over the MAC address of the failed port. To decide which interface processes the outgoing traffic,
use one of the following modes:

® Value 0: Uses the hash distribution policy to distribute traffic without load balancing

® Value 1: Distributes traffic to each port by using load balancing
With the bonding option tlb_dynamic_Ib=0, this bonding mode uses the xmit_hash_policy
bonding option to balance transmit. The primary option defines the preferred port of the
bonding interface.

See description xmit_hash_policy bonding parameter.

Balance-alb (Mode 6)

Balance-alb uses an adaptive load balancing policy. This mode provides fault tolerance, load
balancing, and does not require any special switch support.

This mode Includes balance-transmit load balancing (balance-tlb) and receive-load balancing for
IPv4 and IPv6 traffic. The bonding intercepts ARP replies sent by the local system and overwrites the
source hardware address of one of the ports in the bond. ARP negotiation manages the receive-load
balancing. Therefore, different ports use different hardware addresses for the server.

The primary option defines the preferred port of the bonding interface. With the bonding option
tib_dynamic_Ib=0, this bonding mode uses the xmit_hash_policy bonding option to balance
transmit. See description xmit_hash_policy bonding parameter.

Additional resources

e /usr/share/doc/kernel-doc-<version>/Documentation/networking/bonding.rst provided by
the kernel-doc package

e /usr/share/doc/kernel-doc-<version>/Documentation/networking/bonding.txt provided by
the kernel-doc package

® Which bonding modes work when used with a bridge that virtual machine guests or containers
connect to?

® How are the values for different policies in "xmit_hash_policy" bonding parameter calculated?

3.12. THE XMIT_HASH_POLICY BONDING PARAMETER

The xmit_hash_policy load balancing parameter selects the transmit hash policy for a node selection in
the balance-xor, 802.3ad, balance-alb, and balance-tlb modes. It is only applicable to mode 5 and 6 if
the tlb_dynamic_lb parameter is 0. The possible values of this parameter are layer2, layer2+3,
layer3+4, encap2+3, encap3+4, and vlan+srcmac.

Refer the table for details:
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