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CHAPTER 1. OBTAINING RED HAT ENTERPRISE LINUX

CHAPTER 1. OBTAINING RED HAT ENTERPRISE LINUX

If you have a Red Hat subscription, you can download /SO image files of the Red Hat Enterprise Linux
6.9 installation DVD from the Software & Download Center that is part of the Red Hat Customer Portal.
If you do not already have a subscription, either purchase one or obtain a free evaluation subscription
from the Software & Download Center at https://access.redhat.com/downloads.

The following table indicates the types of boot and installation media available for different
architectures and notes the image file that you need to produce the media.

Table 1.1. Boot and installation media

Architecture Installation DVD Boot CD or boot DVD Boot USB flash drive

rhel-variant-version-
i386-boot.iso

rhel-variant-version-
i386-boot.iso

BIOS-based 32-bit x86 x86 DVD ISO image file

UEFI-based 32-bit x86 Not available

BIOS-based AMD64
and Intel 64

UEFI-based AMD64 and
Intel 64

POWER (64-bit only)

System z

x86_64 DVD ISO image
file (to install 64-bit
operating system) or
x86 DVD ISO image file
(to install 32-bit
operating system)

x86_64 DVD ISO image

file

ppc DVD ISO image file

s390 DVD ISO image
file

rhel-variant-version-
x86_64boot.iso
orrhel-variant-versio
n-i386-boot.iso

rhel-variant-version-
x86_64-boot.iso

rhel-server-version-
ppc64-boot.iso

Not available

rhel-variant-version-
x86_64boot.iso or
rhel-variant-version-
i386-boot.iso

efidisk.img (from
x86_64 DVD ISO image
file)

Not available

Not available

Where variant is the variant of Red Hat Enterprise Linux (for example,server or workstation) and
version is the latest version number (for example, 6.5).

If you have a subscription or evaluation subscription, follow these steps to obtain the Red Hat Enterprise
Linux 6.9 ISO image files:

Procedure 1.1. Downloading Red Hat Enterprise Linux ISO Images

1. Visit the Customer Portal at https://access.redhat.com/home. If you are not logged in, click
LOG IN on the right side of the page. Enter your account credentials when prompted.

2. Click DOWNLOADS at the top of the page.
3. Click Red Hat Enterprise Linux.

4. Ensure that you select the appropriate Product Variant, Version and Architecture for your

15


https://access.redhat.com/downloads
https://access.redhat.com/home

Installation Guide

16

installation target. By default, Red Hat Enterprise Linux Server and x86_64 are selected. If you
are not sure which variant best suits your needs, see
http://www.redhat.com/en/technologies/linux-platforms/enterprise-linux.

. Alist of available downloads is displayed; most notably, a minimal Boot ISO image and a full

installation Binary DVD ISO image. The Boot ISO is a minimal boot image which only contains
the installer and requires a source to install packages from (such as an HTTP or FTP server). The
Binary DVD download contains both the installer and necessary packages, and therefore
requires less setup.

Additional images may be available, such as preconfigured virtual machine images, which are
beyond the scope of this document.

. Choose the image file that you want to use. There are several ways to download an ISO image

from Red Hat Customer Portal:
o Click its name to begin downloading it to your computer using your web browser.

o Right-click the name and then click Copy Link Locationor a similar menu item, the exact
wording of which depends on the browser that you are using. This action copies the URL of
the file to your clipboard, which allows you to use an alternative application to download the
file to your computer. This approach is especially useful if your Internet connection is
unstable: in that case, you browser may fail to download the whole file, and an attempt to
resume the interrupted download process fails because the download link contains an
authentication key which is only valid for a short time. Specialized applications such as curl
can, however, be used to resume interrupted download attempts from the Customer Portal,
which means that you need not download the whole file again and thus you save your time
and bandwidth consumption.

Procedure 1.2. Using curl to Download Installation Media

1. Make sure the curl package is installed by running the following command as root:

I # yum install curl

If your Linux distribution does not use yum, or if you do not use Linux at all, download
the most appropriate software package from the curl website.

2. Open a terminal window, enter a suitable directory, and type the following command:

I $ curl -o filename.iso 'copied_link_location'

Replace filename.iso with the ISO image name as displayed in the Customer Portal, such
as rhel-server-6.9-x86_64-dvd.iso. This is important because the download link in the
Customer Portal contains extra characters which curl would otherwise use in the
downloaded file name, too. Then, keep the single quotation mark in front of the next
parameter, and replace copied_link_location with the link that you have copied from the
Customer Portal.

Note that in Linux, you can paste the content of the clipboard into the terminal window
by middle-clicking anywhere in the window, or by pressing Shift+lnsert. Finally, use
another single quotation mark after the last parameter, and press Enter to run the
command and start transferring the ISO image. The single quotation marks prevent the
command line interpreter from misinterpreting any special characters that might be
included in the download link.


http://www.redhat.com/en/technologies/linux-platforms/enterprise-linux
http://curl.haxx.se/download.html
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Example 1.1. Downloading an ISO image with curl

The following is an example of a curl command line:

$ curl -o rhel-server-6.9-x86_64-dvd.iso
'https://access.cdn.redhat.com//content/origin/files/sha256/85/85a...46¢/rhel-
server-6.9-x86_64-dvd.iso?_auth_=141...7bf’

Note that the actual download link is much longer because it contains complicated
identifiers.

3. If your Internet connection does drop before the transfer is complete, refresh the
download page in the Customer Portal; log in again if necessary. Copy the new
download link, use the same basic curl command line parameters as earlier but be sure
to use the new download link, and add -C - to instruct curl to automatically determine
where it should continue based on the size of the already downloaded file.

Example 1.2. Resuming an interrupted download attempt

The following is an example of a curl command line that you use if you have only
partially downloaded the ISO image of your choice:

'https://access.cdn.redhat.com//content/origin/files/sha256/85/85a...46c¢/rhel-

$ curl -o rhel-server-6.9-x86_64-dvd.iso
server-6.9-x86_64-dvd.iso?_auth_=141...963' -C -

7. Optionally, you can use a checksum utility such as sha256sum to verify the integrity of the

image file after the download finishes. All downloads on the Download Red Hat Enterprise Linux
page are provided with their checksums for reference:

$ sha256sum rhel-server-6.9-x86_64-dvd.iso
85a...46¢ rhel-server-6.9-x86_64-dvd.iso

Similar tools are available for Microsoft Windows and Mac OS X. You can also use the

installation program to verify the media when starting the installation; see Section 28.6.1,

“Verifying Boot Media” for details.

After you download an ISO image file of the installation DVD from the Red Hat Customer Portal, you

can:

burn it to a physical DVD (refer to Section 2.1, “Making an Installation DVD").
use it to prepare minimal boot media (refer to Section 2.2, “Making Minimal Boot Media").

place it on a server to prepare for installations over a network (refer to Section 4.1, “Preparing
for a Network Installation” for x86 architectures, Section 12.1, “Preparing for a Network
Installation” for Power Systems servers or Section 19.1, “Preparing for a Network Installation” for
IBM System z).

place it on a hard drive to prepare for installation to use the hard drive as an installation source
(refer to Section 4.2, “Preparing for a Hard Drive Installation” for x86 architectures, Section 12.2,
“Preparing for a Hard Drive Installation” for Power Systems servers or Section 19.2, “Preparing
for a Hard Drive Installation” for IBM System z).
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® place it on a pre-boot execution environment (PXE) server to prepare for installations using PXE
boot (refer to Chapter 30, Setting Up an Installation Server).
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CHAPTER 2. MAKING MEDIA

Use the methods described in this section to create the following types of installation and boot media:
® aninstallation DVD
® aminimal boot CD or DVD that can boot the installer

® 3 USB flash drive to boot the installer

2.1. MAKING AN INSTALLATION DVD
You can make an installation DVD using the CD or DVD burning software on your computer.

Make sure that your disc burning software is capable of burning discs from image files. Although this is
true of most disc burning software, exceptions exist. In particular, note that the disc burning feature built
into Windows XP and Windows Vista cannot burn DVDs; and that earlier Windows operating systems did
not have any disc burning capability installed by default at all. Therefore, if your computer has a Windows
operating system prior to Windows 7 installed on it, you need separate software for this task. Examples
of popular disc burning software for Windows that you might already have on your computer include
Nero Burning ROM and Roxio Creator.

Most widely used disc burning software for Linux, such as Brasero and K3b has the built-in ability to
burn discs from ISO image files.

The exact series of steps that produces a DVD from an ISO image file varies greatly from computer to

computer, depending on the operating system and disc burning software installed. Consult your disc
burning software's documentation for detailed information on burning DVDs.

2.2. MAKING MINIMAL BOOT MEDIA
A piece of minimal boot media is a CD, DVD, or USB flash drive that contains the software to boot the
system and launch the installation program, but which does not contain the software that must be
transferred to the system to create a Red Hat Enterprise Linux installation.
Use minimal boot media:

® to boot the system to install Red Hat Enterprise Linux over a network

® to boot the system to install Red Hat Enterprise Linux from a hard drive

® to use a kickstart file during installation (refer to Section 32.9.1, “Creating Kickstart Boot Media”

® to commence a network or hard-drive installation or to use an anaconda update or a kickstart
file with a DVD installation.

You can use minimal boot media to start the installation process on 32-bit x86 systems, AMD64 or
Intel 64 systems, and Power Systems servers. The process by which you create minimal boot media for
systems of these various types is identical except in the case of AMD64 and Intel 64 systems with UEFI
firmware interfaces — refer to Section 2.2.2, “Minimal USB Boot Media for UEFI-based Systems”.

To make minimal boot media for 32-bit x86 systems, BIOS-based AMD64 or Intel 64 systems, and
Power Systems servers:

19



Installation Guide

1. Download the ISO image file named rhel-variant-version-architecture-boot.iso that is

available at the same location as the images of the Red Hat Enterprise Linux 6.9 installation
DVD - refer to Chapter 1, Obtaining Red Hat Enterprise Linux .

2. Burn the .iso file to a blank CD or DVD using the same procedure detailed in Section 2.],

“Making an Installation DVD" for the installation disc.

Alternatively, transfer the .iso file to a USB device with the dd command. As the .iso file is only around
200 MB in size, you do not need an especially large USB flash drive.

2.2.1. Minimal USB Boot Media for BIOS-based Systems

'@ WARNING
When you perform this procedure any data on the USB flash drive is destroyed with

no warning. Make sure that you specify the correct USB flash drive, and make sure
that this flash drive does not contain any data that you want to keep.

1. Plugin your USB flash drive.

2. Find the flash drive's device name. If the media has a volume name, use it to look up the device

name in /dev/disk/by-label, or use the findfs command:

I findfs LABEL=MyLabel

If the media does not have a volume name or you do not know it, you can also use the dmesg
command shortly after connecting the media to your computer. After running the command,
the device name (such as sdb or sdc) should appear in several lines towards the end of the
output.

. Become root:

| -

. Use the dd command to transfer the boot ISO image to the USB device:

I # dd if=path/image_name.iso of=/dev/device

where path/image_name.iso is the boot ISO image file that you downloaded and deviceis the
device name for the USB flash drive. Ensure you specify the device name (such as sdc), not the
partition name (such as sdc1). For example:

I # dd if=~/Downloads/RHEL6.9-Server-x86_64-boot.iso of=/dev/sdc

2.2.2. Minimal USB Boot Media for UEFI-based Systems
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'@ WARNING
When you perform this procedure any data on the USB flash drive is destroyed with

no warning. Make sure that you specify the correct USB flash drive, and make sure
that this flash drive does not contain any data that you want to keep.

To creater minimal USB boot media for Red Hat Enterprise Linux, use the efidisk.img file in the
images/ directory on the Red Hat Enterprise Linux 6.9 installation DVD:

1. Download an ISO image file of the Red Hat Enterprise Linux 6.9 installation DVD as described in
Chapter 1, Obtaining Red Hat Enterprise Linux .

2. Become root:
| -

3. Create a mount point for the ISO image file:
I # mkdir /mnt/dvdiso

4. Mount the image file:

I # mount DVD.iso /mnt/dvdiso -o loop

Where DVD.iso is the name of the ISO image file, for example RHEL6.9-Server-x86_64-
DVD.iso.

5. Transfer efidisk.img from the ISO image file to your USB flash drive:

I # dd if=/mnt/dvdiso/images/efidisk.img of=/dev/device _name

For example:

I # dd if=/mnt/dvdiso/images/efidisk.img of=/dev/sdc

NOTE

Use the dd command to write the image file directly to the device. Using c¢p to
copy the file or transferring the file using a file manager will make the device
unbootable.

6. Unmount the ISO image file:

I # umount /mnt/dvdiso

2.3. CREATING A USGCB-COMPLIANT INSTALLATION IMAGE
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The scap-security-guide package in Red Hat Enterprise Linux 6 contains a specialized Kickstart file,
which can be used to install a hardened system conforming to the United States Government
Configuration Baseline (USGCB) standard. This is useful in cases where compliance with this standard is
required by government regulations.

This Kickstart configuration can be used with the Server variant of Red Hat Enterprise Linux 6. If used,
the system will be automatically configured by OpenSCAP to be USGCB profile compliant as part of the
post-installation script. After the installation finishes, you can review a report placed in the /root/
directory on the installed system.

NOTE

The Kickstart file provided by scap-security-guide contains all required commands,
making the installation completely automatic.

Also note that the Kickstart file requires access to the internet during the installation in
order to download the latest benchmark.

For more information about compliance and vulnerability scanning using OpenSCAP, see the
appropriate chapter of the Red Hat Enterprise Linux 6 Security Guide .

To obtain the Kickstart file, install the scap-security-guide package on an existing Red Hat Enterprise
Linux 6 system. Once the package is installed, you can find the Kickstart file at /usr/share/scap-
security-guide/kickstart/ssg-rhel6-usgcb-server-with-gui-ks.cfg.

After obtaining the file, copy it into your home directory and edit it using a plain text editor. Use

Section 32.4, "Kickstart Options” and comments in the file for reference. Some of the comments
mention Common Configuration Enumeration (CCE) identifier numbers; you can find information about
these at the CCE Archive.

Notable parts of the Kickstart file which can be changed are:
® Package repository location - the url command. To use a package repository on an HTTP or
FTP server, replace the default IP address with an address of a server containing a package
repository. Replace this command with one of nfs, cdrom, or harddrive to install from a NFS

server, optical drive, or local hard drive, respectively.

® System language, keyboard layout, and time zone - the lang, keyboard and timezone
commands.

® Root password - the rootpw command. By default, the root password configured in this
Kickstart is "server". Make sure to generate a new checksum and change it.

® Boot loader password - the bootloader --password= command. The default password is
"password". Make sure to generate a new checksum and change it.

® Network configuration - the network command. Automatic configuration using DHCP is
enabled by default - adjust the settings if necessary.

® Package selection - modify the %packages section of the file to install packages and groups
you need.
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IMPORTANT

Packages git, aide and openscap-utils must always be installed. They are
required for the Kickstart file and post installation OpenSCAP system evaluation
to work.

® Disk partitioning layout - the part, volgroup and logvol commands.

The USGCB standard defines concrete requirements for a compliant system's disk layout, which
means that the logical volumes defined in the default Kickstart file - /home, /tmp, /var, /var/log,
and /var/log/audit - must always be created as separate partitions or logical volumes.
Additionally, Red Hat Enterprise Linux requires you to create a /boot physical partition and
volumes for/and swap. These are all defined in the default Kickstart; you can add additional
separate logical volumes or partitions, and you can change the sizes of the default ones.

NOTE

By default, the /var/log/audit volume only takes up 512 MB of space. Due to the
high number of calls being audited, it is highly recommended to increase its size
to at least 1024 MB.

The rest of the Kickstart file can be used as-is. Once you finish modifying the file, proceed with
Section 32.9.1, “Creating Kickstart Boot Media” to place it on an ISO image and use it to install a new
system.
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PART I. X86, AMD64, AND INTEL 64 — INSTALLATION AND
BOOTING

This part of the Red Hat Enterprise Linux Installation Guide for Intel and AMD 32-bit and 64-bit systems
discusses the installation of Red Hat Enterprise Linux and some basic post-installation troubleshooting.

For advanced installation options, refer to Part IV, “Advanced Installation Options”.
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CHAPTER 3. PLANNING FOR INSTALLATION ON THE X86
ARCHITECTURE

3.1. UPGRADE ORINSTALL?

There are two procedures available for upgrading your current system to the next major version of
Red Hat Enterprise Linux. To decide which procedure is the right one for your system, read the following
descriptions:

Clean Install

A clean install is performed by backing up all data from the system, formatting disk partitions,
performing an installation of Red Hat Enterprise Linux 7 from installation media, and then restoring
any user data.

NOTE

L

This is the recommended method for upgrading between major versions of Red Hat
5 Enterprise Linux.

In-Place Upgrade

An in-place upgrade is a way of upgrading your system without removing the older version first. The
procedure requires installing the migration utilities available for your system and running them as any
other software. In Red Hat Enterprise Linux, the Preupgrade Assistant assesses your current system
and identifies potential problems you might encounter during and/or after the upgrade. It also
performs minor fixes and modifications to the system. The Red Hat Upgrade Tool utility downloads
the packages and performs the actual upgrade. An in-place upgrade requires a lot of troubleshooting
and planning and should only be done if there is no other choice. For more information on the
Preupgrade Assistant, see Chapter 37, Upgrading Your Current System.

'@ WARNING

Never perform an in-place upgrade on a production system without first testing
it on a cloned backup copy of the system.

3.2.1SYOUR HARDWARE COMPATIBLE?

Hardware compatibility is particularly important if you have an older system or a system that you built
yourself. Red Hat Enterprise Linux 6.9 should be compatible with most hardware in systems that were
factory built within the last two years.

However, hardware specifications change almost daily, so it is difficult to guarantee that your hardware
is 100% compatible.
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One consistent requirement is your processor. Red Hat Enterprise Linux 6.9 supports, at minimum, all
32-bit and 64-bit implementations of Intel microarchitecture from P6 and onwards and AMD
microarchitecture from Athlon and onwards.

The most recent list of supported hardware can be found at:

I https://hardware.redhat.com/

3.3. HARDWARE REQUIREMENTS

For a list of minimum hardware requirements of Red Hat Enterprise Linux 6, see the Red Hat Enterprise
Linux technology capabilities and limits page. Also note that the minimum memory requirements listed
on that page assume that you create a swap space based on the recommendations in Section 9.15.5,
"Recommended Partitioning Scheme”. Systems with low memory (1 GB and less) and less than the
recommended amount of swap space may have issues ranging from low responsivity up to and including
complete inability to boot after the installation.

For installation of Red Hat Enterprise Linux on x86, AMD64, and Intel 64 systems, Red Hat supports the
following installation targets:

® Hard drives connected by a standard internal interface, such as SCSI, SATA, or SAS
e BIOS/firmware RAID devices

Fibre Channel Host Bus Adapters and multipath devices are also supported. Vendor-provided drivers
may be required for certain hardware.

Red Hat does not support installation to USB drives or SD memory cards.
Red Hat also supports installations that use the following virtualization technologies:
® Xen block devices on Intel processors in Xen virtual machines.

® VirtlO block devices on Intel processors in KVM virtual machines.

3.4. RAID AND OTHER DISK DEVICES

IMPORTANT

Red Hat Enterprise Linux 6 uses mdraid instead of dmraid for installation onto Intel

BIOS RAID sets. These sets are detected automatically, and devices with Intel ISW
metadata are recognized as mdraid instead of dmraid. Note that the device node names
of any such devices under mdraid are different from their device node names under
dmraid. Therefore, special precautions are necessary when you migrate systems with Intel
BIOS RAID sets.

Local modifications to /etc/fstab, /etc/crypttab or other configuration files which refer to
devices by their device node names will not work in Red Hat Enterprise Linux 6. Before
migrating these files, you must therefore edit them to replace device node paths with
device UUIDs instead. You can find the UUIDs of devices with the blkid command.

3.4.1. Hardware RAID

RAID, or Redundant Array of Independent Disks, allows a group, or array, of drives to act as a single
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device. Configure any RAID functions provided by the mainboard of your computer, or attached
controller cards, before you begin the installation process. Each active RAID array appears as one drive
within Red Hat Enterprise Linux.

On systems with more than one hard drive you may configure Red Hat Enterprise Linux to operate
several of the drives as a Linux RAID array without requiring any additional hardware.

3.4.2. Software RAID

You can use the Red Hat Enterprise Linux installation program to create Linux software RAID arrays,
where RAID functions are controlled by the operating system rather than dedicated hardware. These
functions are explained in detail in Section 9.15, “ Creating a Custom Layout or Modifying the Default
Layout "

3.4.3. FireWire and USB Disks

Some FireWire and USB hard disks may not be recognized by the Red Hat Enterprise Linux installation
system. If configuration of these disks at installation time is not vital, disconnect them to avoid any
confusion.

NOTE

You can connect and configure external FireWire and USB hard disks after installation.
Most such devices are automatically recognized and available for use once connected.

3.5.NOTES ON UEFI SUPPORT

3.5.1. Feature Support

Red Hat Enterprise Linux 6.9 supports both BIOS and UEFI firmware on AMD64 and Intel 64 systems
(x86_64). UEFI-based systems are supported with the following limitations:

® The system must support UEFI Specification 2.0 or later. Earlier revisions are not supported.

® The Secure Boot technology is not supported, and will prevent Red Hat Enterprise Linux from
being installed. Systems using UEF| Specification 2.2 or later must have Secure Boot disabled in
order to install and run Red Hat Enterprise Linux 6.9.

Systems using UEF| 2.0 later with Secure Boot disabled (if present) can install and boot Red Hat
Enterprise Linux without issues, although not all features in the relevant UEF| specification are
supported.

For more information about UEF| specifications, see http://www.uefi.org/specifications.

3.5.2. Disk Drives with MBR on UEFI Systems

Systems with UEF| firmware require a disk with a GUID Partition Table (GPT). When installing Red Hat
Enterprise Linux on a disk with a Master Boot Record (MBR; sometimes also called msdos) label, the
disk must be relabeled. This means you can not reuse existing partitions on a MBR-partitioned disk, and
all data on the disk will be lost. Make sure to back up all data on the drive before installing Red Hat
Enterprise Linux.
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A GUID Partition Table is only required on the system's boot drive - the disk where the boot loader is
installed. Other drives can be labeled with a Master Boot Record and their partition layout can be
reused.

There are several ways to install Red Hat Enterprise Linux on an UEFI system and use a drive which has a
Master Boot Record. You can:

® Attach the drive to an existing Linux system and use an utility such as parted or fdisk to create
a GPT label on the drive. For example, to create a GPT label on disk /dev/sdc using parted, use
the following command:

I # parted /dev/sdc mklabel gpt

'@ WARNING

Make sure you specify the correct drive. Relabeling a disk will destroy all
data on it, and parted will not ask you for a confirmation.

® Perform an automated Kickstart installation, and use the clearpart and zerombr commands. If
your system uses UEF| firmware, using these commands on the boot drive will relabel it with a
GPT.

® During a manual installation in the graphical user interface, when you get to the partitioning
screen. Select an option other than custom partitioning (for example Use All Space). Make sure
to check the Review and modify partitioning layout check box, and click Next.

On the following screen, modify the automatically created layout so it suits your needs. After
you finish and click Next, Anaconda will use your layout and relabel the drive automatically.

3.6. DO YOU HAVE ENOUGH DISK SPACE?

Nearly every modern-day operating system (OS) uses disk partitions, and Red Hat Enterprise Linux is no
exception. When you install Red Hat Enterprise Linux, you may have to work with disk partitions. If you
have not worked with disk partitions before (or need a quick review of the basic concepts), refer to
Appendix A, An Introduction to Disk Partitions before proceeding.

The disk space used by Red Hat Enterprise Linux must be separate from the disk space used by other
OSes you may have installed on your system, such as Windows, OS/2, or even a different version of
Linux. For x86, AMDG64, and Intel 64 systems, at least two partitions (/ and swap) must be dedicated to
Red Hat Enterprise Linux.

Before you start the installation process, you must

® have enough unpartitioned[l] disk space for the installation of Red Hat Enterprise Linux, or

® have one or more partitions that may be deleted, thereby freeing up enough disk space to install
Red Hat Enterprise Linux.

To gain a better sense of how much space you really need, refer to the recommended partitioning sizes
discussed in Section 9.15.5, “"Recommended Partitioning Scheme”.
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If you are not sure that you meet these conditions, or if you want to know how to create free disk space
for your Red Hat Enterprise Linux installation, refer to Appendix A, An Introduction to Disk Partitions.

3.7.SELECTING AN INSTALLATION METHOD

What type of installation method do you wish to use? The following installation methods are available:

DVD

If you have a DVD drive and the Red Hat Enterprise Linux DVD you can use this method. Refer to
Section 8.3.1, “Installing from a DVD", for DVD installation instructions.

If you booted the installation from a piece of media other than the installation DVD, you can specify
the DVD as the installation source with the linux askmethod or linux repo=cdrom:device:/device
boot option, or by selecting Local CD/DVD on the Installation Method menu (refer to Section 8.3,
“Installation Method").

Hard Drive

If you have copied the Red Hat Enterprise Linux ISO images to a local hard drive, you can use this
method. You need a boot CD-ROM (use the linux askmethod or linux repo=hd:device:/path boot
option), or by selecting Hard drive on the Installation Method menu (refer to Section 8.3,
“Installation Method"). Refer to Section 8.3.2, “Installing from a Hard Drive” , for hard drive
installation instructions.

NFS

If you are installing from an NFS server using ISO images or a mirror image of Red Hat Enterprise
Linux, you can use this method. You need a boot CD-ROM (use the linux askmethod or linux
repo=nfs:server :options:/path boot option, or the NFS directory option on the Installation
Method menu described in Section 8.3, “Installation Method"). Refer to Section 8.3.4, “Installing via
NFS” for network installation instructions. Note that NFS installations may also be performed in GUI
mode.

URL

If you are installing directly from an HTTP or HTTPS (Web) server or an FTP server, use this method.
You need a boot CD-ROM (use the linux askmethod, linux repo=ftp://user.password@ host/path,
or linux repo=http://host/path boot option, or linux repo=https://host/path boot option,or the URL
option on the Installation Method menu described in Section 8.3, “Installation Method"). Refer to
Section 8.3.5, “Installing via FTP, HTTP, or HTTPS" , for FTP, HTTP, and HTTPS installation
instructions.

If you booted the distribution DVD and did not use the alternate installation source option askmethod,
the next stage loads automatically from the DVD. Proceed to Section 8.2, “Language Selection”.

NOTE

If you boot from a Red Hat Enterprise Linux installation DVD, the installation program
loads its next stage from that disc. This happens regardless of which installation method
you choose, unless you eject the disc before you proceed. The installation program still
downloads package data from the source you choose.

3.8. CHOOSE ABOOT METHOD
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You can use several methods to boot Red Hat Enterprise Linux.

Installing from a DVD requires that you have purchased a Red Hat Enterprise Linux product, you have a
Red Hat Enterprise Linux 6.9 DVD, and you have a DVD drive on a system that supports booting from it.
Refer to Chapter 2, Making Media for instructions to make an installation DVD.

Your BIOS may need to be changed to allow booting from your DVD/CD-ROM drive. For more
information about changing your BIOS, refer to Section 7.1.1, “Booting the Installation Program on x86,
AMDG64, and Intel 64 Systems”.

Other than booting from an installation DVD, you can also boot the Red Hat Enterprise Linux installation
program from minimal boot media in the form of a bootable CD or USB flash drive. After you boot the
system with a piece of minimal boot media, you complete the installation from a different installation
source, such as a local hard drive or a location on a network. Refer to Section 2.2, “Making Minimal Boot
Media” for instructions on making boot CDs and USB flash drives.

Finally, you can boot the installer over the network from a preboot execution environment (PXE) server.
Refer to Chapter 30, Setting Up an Installation Server. Again, after you boot the system, you complete
the installation from a different installation source, such as a local hard drive or a location on a network.

[1]Unpartitioned disk space means that available disk space on the hard drives you are installing to has not been
divided into sections for data. When you partition a disk, each partition behaves like a separate disk drive.
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4.1. PREPARING FOR ANETWORK INSTALLATION

NOTE

Make sure no installation DVD (or any other type of DVD or CD) is in your system's CD or
DVD drive if you are performing a network-based installation. Having a DVD or CD in the
drive might cause unexpected errors.

Ensure that you have boot media available on CD, DVD, or a USB storage device such as a flash drive.

The Red Hat Enterprise Linux installation medium must be available for either a network installation (via
NFS, FTP, HTTP, or HTTPS) or installation via local storage. Use the following steps if you are
performing an NFS, FTP, HTTP, or HTTPS installation.

The NFS, FTP, HTTP, or HTTPS server to be used for installation over the network must be a separate,
network-accessible server. It must provide the complete contents of the installation DVD-ROM.

NOTE

anaconda has the ability to test the integrity of the installation media. It works with the
DVD, hard drive ISO, and NFS ISO installation methods. We recommend that you test all
installation media before starting the installation process, and before reporting any
installation-related bugs (many of the bugs reported are actually due to improperly-
burned DVDs). To use this test, type the following command at the boot: prompt:

I linux mediacheck

NOTE

The public directory used to access the installation files over FTP, NFS, HTTP, or HTTPS
is mapped to local storage on the network server. For example, the local directory
/var/www/inst/rhel6.9 on the network server can be accessed as
http://network.server.com/inst/rhel6.9.

In the following examples, the directory on the installation staging server that will contain
the installation files will be specified as /location/of/disk/space. The directory that will be
made publicly available via FTP, NFS, HTTP, or HTTPS will be specified as
/publicly_available_directory. For example, /location/of/disk/space may be a directory
you create called /var/isos. /publicly_available_directory might be
/var/www/html/rhel6.9, for an HTTP install.

In the following, you will require an /SO image. An ISO image is a file containing an exact copy of the
content of a DVD. To create an ISO image from a DVD use the following command:

I dd if=/dev/dvd of=/path_to_image/name_of image.iso

where dvd is your DVD drive device, name_of_image is the name you give to the resulting ISO image file,
and path_to_image is the path to the location on your system where the resulting ISO image will be
stored.
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To copy the files from the installation DVD to a Linux instance, which acts as an installation staging
server, continue with either Section 4.1.1, “Preparing for FTP, HTTP, and HTTPS Installation” or
Section 4.1.2, "Preparing for an NFS Installation” .

4.1.1. Preparing for FTP, HTTP, and HTTPS Installation

'@ WARNING

If your Apache web server or tftp FTP server configuration enables SSL security,
make sure to only enable the TLSv1 protocol, and disable SSLv2 and SSLv3. This
is due to the POODLE SSL vulnerability (CVE-2014-3566). See
https://access.redhat.com/solutions/1232413 for details about securing Apache,
and https://access.redhat.com/solutions/1234773 for information about securing
tftp.

Extract the files from the ISO image of the installation DVD and place them in a directory that is shared
over FTP, HTTP, or HTTPS.

Next, make sure that the directory is shared via FTP, HTTP, or HTTPS, and verify client access. Test to
see whether the directory is accessible from the server itself, and then from another machine on the
same subnet to which you will be installing.

4.1.2. Preparing for an NFS Installation

For NFS installation it is not necessary to extract all the files from the ISO image. It is sufficient to make
the ISO image itself, the install.img file, and optionally the product.img file available on the network
server via NFS.

1. Transfer the ISO image to the NFS exported directory. On a Linux system, run:
I mv /path_to_image/name_of image.iso /publicly _available directory/

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and publicly_available_directory is a directory that is available over NFS or that you
intend to make available over NFS.

2. Use a SHA256 checksum program to verify that the ISO image that you copied is intact. Many
SHA256 checksum programs are available for various operating systems. On a Linux system,
run:

I $ sha256sum name_of image.iso

where name_of_image is the name of the ISO image file. The SHA256 checksum program
displays a string of 64 characters called a hash. Compare this hash to the hash displayed for this
particular image on the Downloads page in the Red Hat Customer Portal (refer to Chapter |,
Obtaining Red Hat Enterprise Linux ). The two hashes should be identical.

3. Copy the images/ directory from inside the ISO image to the same directory in which you stored
the ISO image file itself. Enter the following commands:
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mount -t is09660 /path_to_image/name_of_image.iso /mount_point-o loop,ro
cp -pr /mount_pointimages /publicly _available_directory/
umount /mount_point

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and mount_point is a mount point on which to mount the image while you copy files
from the image. For example:

mount -t is09660 /var/isos/RHEL6.iso /mnt/tmp -o loop,ro
cp -pr /mnt/tmp/images /var/isos/
umount /mnt/tmp

The ISO image file and an images/ directory are now present, side-by-side, in the same
directory.

. Verify that the images/ directory contains at least the install.img file, without which installation
cannot proceed. Optionally, the images/ directory should contain the product.img file, without

which only the packages for a Minimal installation will be available during the package group
selection stage (refer to Section 9.17, "“Package Group Selection™).

IMPORTANT

install.img and product.img must be the only files in the images/ directory.

. Ensure that an entry for the publicly available directory exists in the /etc/exports file on the
network server so that the directory is available via NFS.

To export a directory read-only to a specific system, use:

I /publicly_available_directory client.ip.address (ro)

To export a directory read-only to all systems, use:
I /publicly _available _directory * (ro)

. On the network server, start the NFS daemon (on a Red Hat Enterprise Linux system, use
/sbin/service nfs start). If NFS is already running, reload the configuration file (on a Red Hat
Enterprise Linux system use /sbin/service nfs reload).

. Be sure to test the NFS share following the directions in the Red Hat Enterprise Linux
Deployment Guide. Refer to your NFS documentation for details on starting and stopping the
NFS server.

NOTE

anaconda has the ability to test the integrity of the installation media. It works with the
DVD, hard drive ISO, and NFS ISO installation methods. We recommend that you test all
installation media before starting the installation process, and before reporting any
installation-related bugs (many of the bugs reported are actually due to improperly-
burned DVDs). To use this test, type the following command at the boot: prompt:

I linux mediacheck
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4.2. PREPARING FOR A HARD DRIVE INSTALLATION

NOTE
Hard drive installations only work from ext2, ext3, ext4, or FAT file systems. You cannot
use a hard drives formatted for any other file system as an installation source for Red Hat
' Enterprise Linux.
To check the file system of a hard drive partition on a Windows operating system, use the
Disk Management tool. To check the file system of a hard drive partition on a Linux
operating system, use the fdisk tool.

IMPORTANT

You cannot use ISO files on partitions controlled by LVM (Logical Volume Management).

Use this option to install Red Hat Enterprise Linux on systems without a DVD drive or network
connection.

Hard drive installations use the following files:

® an /SO image of the installation DVD. An ISO image is a file that contains an exact copy of the
content of a DVD.

e aninstall.img file extracted from the ISO image.
e optionally, a product.img file extracted from the ISO image.

With these files present on a hard drive, you can choose Hard drive as the installation source when you
boot the installation program (refer to Section 8.3, “Installation Method").

Ensure that you have boot media available on CD, DVD, or a USB storage device such as a flash drive.
To prepare a hard drive as an installation source, follow these steps:

1. Obtain an ISO image of the Red Hat Enterprise Linux installation DVD (refer to Chapter 1,
Obtaining Red Hat Enterprise Linux ). Alternatively, if you have the DVD on physical media, you
can create an image of it with the following command on a Linux system:

I dd if=/dev/dvd of=/path_to_image/name_of image.iso

where dvd is your DVD drive device, name_of_image is the name you give to the resulting ISO
image file, and path_to_image is the path to the location on your system where the resulting ISO
image will be stored.

2. Transfer the ISO image to the hard drive.

The ISO image must be located on a hard drive that is either internal to the computer on which
you will install Red Hat Enterprise Linux, or on a hard drive that is attached to that computer by
USB.

3. Use a SHA256 checksum program to verify that the ISO image that you copied is intact. Many
SHA256 checksum programs are available for various operating systems. On a Linux system,
run:
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I $ sha256sum name_of image.iso

where name_of_image is the name of the ISO image file. The SHA256 checksum program
displays a string of 64 characters called a hash. Compare this hash to the hash displayed for this
particular image on the Downloads page in the Red Hat Customer Portal (refer to Chapter ],
Obtaining Red Hat Enterprise Linux ). The two hashes should be identical.

. Copy the images/ directory from inside the ISO image to the same directory in which you stored
the ISO image file itself. Enter the following commands:

mount -t is09660 /path_to_image/name_of_image.iso /mount_point-o loop,ro
cp -pr /mount_pointimages /publicly _available_directory/
umount /mount_point

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and mount_point is a mount point on which to mount the image while you copy files
from the image. For example:

mount -t is09660 /var/isos/RHEL6.iso /mnt/tmp -o loop,ro
cp -pr /mnt/tmp/images /var/isos/
umount /mnt/tmp

The ISO image file and an images/ directory are now present, side-by-side, in the same
directory.

. Verify that the images/ directory contains at least the install.img file, without which installation
cannot proceed. Optionally, the images/ directory should contain the product.img file, without
which only the packages for a Minimal installation will be available during the package group
selection stage (refer to Section 9.17, "“Package Group Selection™).

IMPORTANT

install.img and product.img must be the only files in the images/ directory.

NOTE

anaconda has the ability to test the integrity of the installation media. It works with the
DVD, hard drive ISO, and NFS ISO installation methods. We recommend that you test all
installation media before starting the installation process, and before reporting any
installation-related bugs (many of the bugs reported are actually due to improperly-
burned DVDs). To use this test, type the following command at the boot: prompt:

I linux mediacheck
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CHAPTER 5. SYSTEM SPECIFICATIONS LIST

The most recent list of supported hardware can be found at https://hardware.redhat.com/.

The installation program automatically detects and installs your computer's hardware. Although you
should make sure that your hardware meets the minimum requirements to install Red Hat Enterprise
Linux (refer to Section 3.2, “Is Your Hardware Compatible?”) you do not usually need to supply the
installation program with any specific details about your system.

However, when performing certain types of installation, some specific details might be useful or even
essential.

e |f you plan to use a customized partition layout, record:
o The model numbers, sizes, types, and interfaces of the hard drives attached to the system.
For example, Seagate ST3320613AS 320 GB on SATAO, Western Digital WD7500AAKS
750 GB on SATAL. This will allow you to identify specific hard drives during the partitioning

process.

e |fyou are installing Red Hat Enterprise Linux as an additional operating system on an existing
system, record:

o The mount points of the existing partitions on the system. For example, /boot on sda1, / on
sda2, and /home on sdb1. This will allow you to identify specific partitions during the
partitioning process.

e |f you plan to install from an image on a local hard drive:

o The hard drive and directory that holds the image.

e |f you plan to install from a network location, or install on an iISCSI target:

o The make and model numbers of the network adapters on your system. For example,
Netgear GA311. This will allow you to identify adapters when manually configuring the
network.

o |P, DHCP, and BOOTP addresses

o Netmask

o Gateway IP address

o One or more name server IP addresses (DNS)

If any of these networking requirements or terms are unfamiliar to you, contact your network
administrator for assistance.

® |f you plan to install from a network location:
o The location of the image on an FTP server, HTTP (web) server, HTTPS (web) server, or
NFS server - see Section 8.3.5, “Installing via FTP, HTTP, or HTTPS" and Section 8.3.4,

“Installing via NFS" for examples.

e |f you plan to install on an iSCSI target:
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o The location of the iISCSI target. Depending on your network, you might also need a CHAP
username and password, and perhaps a reverse CHAP username and password - see
Section 9.6.1.1, “ Advanced Storage Options ”.

® [f you are installing using Intel iSCSI Remote Boot:

o All attached iSCSI storage devices must be disabled, otherwise the installation will succeed
but the installed system will not boot.

e |f your computer is part of a domain:

o You should verify that the domain name will be supplied by the DHCP server. If not, you will
need to input the domain name manually during installation.
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CHAPTER 6. UPDATING DRIVERS DURING INSTALLATION ON
INTEL AND AMD SYSTEMS

In most cases, Red Hat Enterprise Linux already includes drivers for the devices that make up your
system. However, if your system contains hardware that has been released very recently, drivers for this
hardware might not yet be included. Sometimes, a driver update that provides support for a new device
might be available from Red Hat or your hardware vendor on a driver disc that contains rom packages.
Typically, the driver disc is available for download as an ISO image file.

Often, you do not need the new hardware during the installation process. For example, if you use a DVD
to install to a local hard drive, the installation will succeed even if drivers for your network card are not
available. In situations like this, complete the installation and add support for the piece of hardware
afterward — refer to Section 35.1.1, “Driver Update rpm Packages” for details of adding this support.

In other situations, you might want to add drivers for a device during the installation process to support a
particular configuration. For example, you might want to install drivers for a network device or a storage
adapter card to give the installer access to the storage devices that your system uses. You can use a
driver disc to add this support during installation in one of two ways:

1. place the ISO image file of the driver disc in a location accessible to the installer:

1. on alocal hard drive
2. a USB flash drive

2. create a driver disc by extracting the image file onto:

1. aCD
2. abvD

Refer to the instructions for making installation discs in Section 2.1, “Making an Installation DVD”
for more information on burning ISO image files to CD or DVD.

If Red Hat, your hardware vendor, or a trusted third party told you that you will require a driver update
during the installation process, choose a method to supply the update from the methods described in
this chapter and test it before beginning the installation. Conversely, do not perform a driver update
during installation unless you are certain that your system requires it. Although installing an unnecessary
driver update will not cause harm, the presence of a driver on a system for which it was not intended can
complicate support.

6.1. LIMITATIONS OF DRIVER UPDATES DURING INSTALLATION

Unfortunately, some situations persist in which you cannot use a driver update to provide drivers during
installation:

Devices already in use

You cannot use a driver update to replace drivers that the installation program has already loaded.
Instead, you must complete the installation with the drivers that the installation program loaded and
update to the new drivers after installation, or, if you need the new drivers for the installation process,
consider performing an initial RAM disk driver update — refer to Section 6.2.3, “Preparing an Initial
RAM Disk Update”.

Devices with an equivalent device available

Because all devices of the same type are initialized together, you cannot update drivers for a device
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if the installation program has loaded drivers for a similar device. For example, consider a system that
has two different network adapters, one of which has a driver update available. The installation
program will initialize both adapters at the same time, and therefore, you will not be able to use this
driver update. Again, complete the installation with the drivers loaded by the installation program
and update to the new drivers after installation, or use an initial RAM disk driver update.

6.2. PREPARING FOR A DRIVER UPDATE DURING INSTALLATION

If a driver update is necessary and available for your hardware, Red Hat or a trusted third party such as
the hardware vendor will typically provide it in the form of an image file in ISO format. Some methods of
performing a driver update require you to make the image file available to the installation program, while
others require you to use the image file to make a driver update disk:

Methods that use the image file itself

® |ocal hard drive

e USB flash drive

Methods that use a driver update disk produced from an image file
e CD

e DVD

Choose a method to provide the driver update, and refer to Section 6.2.1, “Preparing to Use a Driver
Update Image File", Section 6.2.2, “Preparing a Driver Disc” or Section 6.2.3, “Preparing an Initial RAM
Disk Update”. Note that you can use a USB storage device either to provide an image file, or as a driver
update disk.

6.2.1. Preparing to Use a Driver Update Image File

6.2.1.1. Preparing to use an image file on local storage

To make the ISO image file available on local storage, such as a hard drive or USB flash drive, you must
first determine whether you want to install the updates automatically or select them manually.

For manual installations, copy the file onto the storage device. You can rename the file if you find it

helpful to do so, but you must not change the filename extension, which must remain .iso. In the
following example, the file is named dd.iso:
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r b |

E3
File Edit View Places Help

@

dd.iso

Eadisk v 1 item, Free space: 962.9 MB

Figure 6.1. Content of a USB flash drive holding a driver update image file

Note that if you use this method, the storage device will contain only a single file. This differs from driver
discs on formats such as CD and DVD, which contain many files. The ISO image file contains all of the
files that would normally be on a driver disc.

Refer to Section 6.3.2, “Let the Installer Prompt You for a Driver Update” and Section 6.3.3, “Use a Boot
Option to Specify a Driver Update Disk” to learn how to select the driver update manually during
installation.

For automatic installations, you will need to extract the ISO to the root directory of the storage device
rather than copy it. Copying the ISO is only effective for manual installations. You must also change the
file system label of the device to OEMDRV.

The installation program will then automatically examine the extracted ISO for driver updates and load
any that it detects. This behavior is controlled by the dlabel=on boot option, which is enabled by default.
Refer to Section 6.3.1, “Let the Installer Find a Driver Update Disk Automatically” .

6.2.2. Preparing a Driver Disc

You can create a driver update disc on CD or DVD.

6.2.2.1. Creating a driver update disc on CD or DVD
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IMPORTANT

CD/DVD Creator is part of the GNOME desktop. If you use a different Linux desktop, or
a different operating system altogether, you will need to use another piece of software to
create the CD or DVD. The steps will be generally similar.

Make sure that the software that you choose can create CDs or DVDs from image files.
While this is true of most CD and DVD burning software, exceptions exist. Look for a
button or menu entry labeled burn from image or similar. If your software lacks this
feature, or you do not select it, the resulting disc will hold only the image file itself,
instead of the contents of the image file.

1. Use the desktop file manager to locate the ISO image file of the driver disc, supplied to you by
Red Hat or your hardware vendor.

= disk BEIE)

File Edit Wiew Places Help

"dd iso" selected (842.0 KB)

Figure 6.2. A typical .iso file displayed in a file manager window

2. Right-click on this file and choose Write to disc. You will see a window similar to the following:
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e Write to Disc »

Information

Write disc to: | HL-DT-STCD-RW/DVD DRIVE GCC-4246N + |

Disc name: |r i |

Data size: 242 0 KiB

Write Options

LI

Write speed: | Maximum possible

| &4 Help | | xgancelH Write |

Figure 6.3. CD/DVD Creator's Write to Disc dialog

3. Click the Write button. If a blank disc is not already in the drive, CD/DVD Creator will prompt
you to insert one.

After you burn a driver update disc CD or DVD, verify that the disc was created successfully by inserting
it into your system and browsing to it using the file manager. You should see a single file named rhdd3
and a directory named rpms:

il mnt = @] (i
File Edit View Places Help
rpms rhdd3

B mnt v | 2 items, Free space: 2.3 GB

Figure 6.4. Contents of a typical driver update disc on CD or DVD

If you see only a single file ending in .iso, then you have not created the disc correctly and should try
again. Ensure that you choose an option similar to burn from image if you use a Linux desktop other
than GNOME or if you use a different operating system.
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Refer to Section 6.3.2, “Let the Installer Prompt You for a Driver Update” and Section 6.3.3, “Use a Boot
Option to Specify a Driver Update Disk” to learn how to use the driver update disc during installation.

6.2.3. Preparing an Initial RAM Disk Update

IMPORTANT

This is an advanced procedure that you should consider only if you cannot perform a
driver update with any other method.

The Red Hat Enterprise Linux installation program can load updates for itself early in the installation
process from a RAM disk — an area of your computer's memory that temporarily behaves as if it were a
disk. You can use this same capability to load driver updates. To perform a driver update during
installation, your computer must be able to boot from a preboot execution environment (PXE) server,
and you must have a PXE server available on your network. Refer to Chapter 30, Setting Up an
Installation Server for instructions on using PXE during installation.

To make the driver update available on your PXE server:

1. Place the driver update image file on your installation server. Usually, you would do this by
downloading it to the server from a location on the Internet specified by Red Hat or your
hardware vendor. Names of driver update image files end in .iso.

2. Copy the driver update image file into the /tmp/initrd_update directory.
3. Rename the driver update image file to dd.img.

4. At the command line, change into the /tmp/initrd_update directory, type the following
command, and press Enter:

I find . | cpio --quiet -0 -H newc | gzip -9 >/tmp/initrd_update.img

5. Copy the file /tmp/initrd_update.img into the directory the holds the target that you want to
use for installation. This directory is placed under the /var/lib/tftpboot/pxelinux/ directory. For
example, /var/lib/tftpboot/pxelinux/rhel6/ might hold the PXE target for Red Hat Enterprise
Linux 6.

6. Edit the /var/lib/tftpboot/pxelinux/pxelinux.cfg/default file to include an entry that includes
the initial RAM disk update that you just created, in the following format:

label target-dd
kernel target/vmlinuz
append initrd=target/initrd.img, farget/dd.img

Where target is the target that you want to use for installation.

Refer to Section 6.3.4, “Select a PXE Target that Includes a Driver Update” to learn how to use an initial
RAM disk update during installation.

Example 6.1. Preparing an initial RAM disk update from a driver update image file

In this example, driver_update.iso is a driver update image file that you downloaded from the
Internet to a directory on your PXE server. The target that you want to PXE boot from is located in
/var/lib/tftpboot/pxelinux/rhel6/

43



Installation Guide

At the command line, change to the directory that holds the file and enter the following commands:

$ cp driver_update.iso /tmp/initrd_update/dd.img

$ cd /tmp/initrd_update

$ find . | cpio --quiet -¢ -0 -H newc | gzip -9 >/tmp/initrd_update.img
$ cp /tmp/initrd_update.img /var/lib/tftpboot/pxelinux/rhel6/dd.img

Edit the /var/lib/tftpboot/pxelinux/pxelinux.cfg/default file and include the following entry:

label rhel6-dd
kernel rhel6/vmlinuz
append initrd=rhe6/initrd.img,rhel6/dd.img

6.3. PERFORMING A DRIVER UPDATE DURING INSTALLATION

You can perform a driver update during installation in the following ways:

® et the installer automatically find a driver update disk.
® |et the installer prompt you for a driver update.

® use a boot option to specify a driver update disk.

6.3.1. Let the Installer Find a Driver Update Disk Automatically

Attach a block device with the filesystem label OEMDRYV before starting the installation process. The
installer will automatically examine the device and load any driver updates that it detects and will not
prompt you during the process. Refer to Section 6.2.1.1, “Preparing to use an image file on local storage”
to prepare a storage device for the installer to find.

6.3.2. Let the Installer Prompt You for a Driver Update

1. Begin the installation normally for whatever method you have chosen. If the installer cannot load
drivers for a piece of hardware that is essential for the installation process (for example, if it
cannot detect any network or storage controllers), it prompts you to insert a driver update disk:

| Ho driver found |

Unable to find any devices of the type
needed for this installation type.
Would you like to manually =select your
driver or use a driver disk?

Select driver Use a driver disk

Figure 6.5. The no driver found dialog
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2. Select Use a driver disk and refer to Section 6.4, “Specifying the Location of a Driver Update
Image File or a Driver Update Disk”.

6.3.3. Use a Boot Option to Specify a Driver Update Disk

IMPORTANT

This method only works to introduce completely new drivers, not to update existing
drivers.

1. Type linux dd at the boot prompt at the start of the installation process and press Enter. The
installer prompts you to confirm that you have a driver disk:

Figure 6.6. The driver disk prompt

2. Insert the driver update disk that you created on CD, DVD, or USB flash drive and select Yes.
The installer examines the storage devices that it can detect. If there is only one possible
location that could hold a driver disk (for example, the installer detects the presence of a DVD
drive, but no other storage devices) it will automatically load any driver updates that it finds at
this location.

If the installer finds more than one location that could hold a driver update, it prompts you to
specify the location of the update. See Section 6.4, “Specifying the Location of a Driver Update
Image File or a Driver Update Disk”.

6.3.4. Select a PXE Target that Includes a Driver Update

1. Select network boot in your computer's BIOS or boot menu. The procedure to specify this
option varies widely among different computers. Consult your hardware documentation or the
hardware vendor for specifics relevant to your computer.

2. In the preboot execution environment (PXE), choose the boot target that you prepared on your
PXE server. For example, if you labeled this environment rhel6-dd in the
/var/lib/tftpboot/pxelinux/pxelinux.cfg/default file on your PXE server, type rhel6-dd at the
prompt and press Enter.

Refer to Section 6.2.3, “Preparing an Initial RAM Disk Update” and Chapter 30, Setting Up an Installation
Server for instructions on using PXE to perform an update during installation. Note that this is an
advanced procedure — do not attempt it unless other methods of performing a driver update fail.
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6.4. SPECIFYING THE LOCATION OF A DRIVER UPDATE IMAGE FILE
OR A DRIVER UPDATE DISK

If the installer detects more than one possible device that could hold a driver update, it prompts you to
select the correct device. If you are not sure which option represents the device on which the driver
update is stored, try the various options in order until you find the correct one.

Figure 6.7. Selecting a driver disk source

If the device that you choose contains no suitable update media, the installer will prompt you to make
another choice.

If you made a driver update disk on CD, DVD, or USB flash drive, the installer now loads the driver
update. However, if the device that you selected is a type of device that could contain more than one
partition (whether the device currently has more than one partition or not), the installer might prompt
you to select the partition that holds the driver update.

46



CHAPTER 6. UPDATING DRIVERS DURING INSTALLATION ON INTEL AND AMD SYSTEM!

Figure 6.8. Selecting a driver disk partition

The installer prompts you to specify which file contains the driver update:

Figure 6.9. Selecting an ISO image

Expect to see these screens if you stored the driver update on an internal hard drive or on a USB storage
device. You should not see them if the driver update is on a CD or DVD.

Regardless of whether you are providing a driver update in the form of an image file or with a driver
update disk, the installer now copies the appropriate update files into a temporary storage area (located
in system RAM and not on disk). The installer might ask whether you would like to use additional driver
updates. If you select Yes, you can load additional updates in turn. When you have no further driver
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updates to load, select No. If you stored the driver update on removable media, you can now safely eject
or disconnect the disk or device. The installer no longer requires the driver update, and you can re-use
the media for other purposes.
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CHAPTER 7. BOOTING THE INSTALLER

7.1. STARTING THE INSTALLATION PROGRAM

IMPORTANT

Red Hat Enterprise Linux 6.9 does not support UEF| for 32-bit x86 systems.

On 64-bit systems, boot configurations of UEFI and BIOS differ significantly from each
other. Therefore, the installed system must boot using the same firmware that was used
during installation. You cannot install the operating system on a system that uses BIOS

and then boot this installation on a system that uses UEFI.

To start, first make sure that you have all necessary resources for the installation. If you have already
read through Chapter 3, Planning for Installation on the x86 Architecture , and followed the instructions,
you should be ready to start the installation process. When you have verified that you are ready to begin,
boot the installation program using the Red Hat Enterprise Linux DVD or any boot media that you have
created.

NOTE

Occasionally, some hardware components require a driver update during the installation.
A driver update adds support for hardware that is not otherwise supported by the
installation program. Refer to Chapter 6, Updating Drivers During Installation on Intel and
AMD Systems for more information.

7.1.1. Booting the Installation Program on x86, AMD64, and Intel 64 Systems

You can boot the installation program using any one of the following media (depending upon what your
system can support):

® Red Hat Enterprise Linux DVD — Your machine supports a bootable DVD drive and you have the
Red Hat Enterprise Linux installation DVD.

® Boot CD-ROM — Your machine supports a bootable CD-ROM drive and you want to perform
network or hard drive installation.

® USB flash drive — Your machine supports booting from a USB device.

® PXE boot via network — Your machine supports booting from the network. This is an advanced
installation path. Refer to Chapter 30, Setting Up an Installation Server for additional
information on this method.

IMPORTANT

Red Hat Enterprise Linux 6.9 does not support UEF| for 32-bit x86 systems.

On 64-bit systems, boot configurations of UEFI and BIOS differ significantly from each
other. Therefore, the installed system must boot using the same firmware that was used
during installation. You cannot install the operating system on a system that uses BIOS

and then boot this installation on a system that uses UEFI.
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To start the installation program from a Red Hat Enterprise Linux DVD or from minimal boot media,
follow this procedure:

1. Disconnect any external FireWire or USB disks that you do not need for installation. Refer to
Section 3.4.3, "FireWire and USB Disks” for more information.

2. Power on your computer system.

3. Insert the media in your computer.

4. Power off your computer with the boot media still inside.
5. Power on your computer system.

To create a boot CD-ROM or to prepare your USB flash drive for booting or installation, refer to
Section 2.2, "“Making Minimal Boot Media”.

Insert the boot media and reboot the system.

You might need to press a specific key or combination of keys to boot from the media. On most
computers, a message appears briefly on the screen very soon after you turn on the computer. Typically,
it is worded something like Press F10 to select boot device, although the specific wording and the key
that you must press varies widely from computer to computer. Consult the documentation for your
computer or motherboard, or seek support from the hardware manufacturer or vendor.

If your computer does not allow you to select a boot device as it starts up, you might need to configure
your system's Basic Input/Output System (BIOS) to boot from the media.

To change your BIOS settings on an x86, AMD64, or Intel 64 system, watch the instructions provided on
your display when your computer first boots. A line of text appears, telling you which key to press to
enter the BIOS settings.

Once you have entered your BIOS setup program, find the section where you can alter your boot
sequence. The default is often C, A or A, C (depending on whether you boot from your hard drive [C] or
a diskette drive [A]). Change this sequence so that the DVD is first in your boot order and that C or A
(whichever is your typical boot default) is second. This instructs the computer to first look at the DVD
drive for bootable media; if it does not find bootable media on the DVD drive, it then checks your hard
drive or diskette drive.

Save your changes before exiting the BIOS. For more information, refer to the documentation that
came with your system.

After a short delay, the graphical boot screen appears, which contains information on a variety of boot
options. Installation program automatically begins if you take no action within the first minute. For a

description of the options available on this screen, refer to Section 7.1.2, “The Boot Menu”.

Alternatively, press the Esc key to access the boot: prompt, at which you can enter additional boot
options as described in Section 7.1.3, “Additional Boot Options”.

IMPORTANT

Excessive input (e.g. clicking the mouse repeatedly) during the boot sequence may cause
the installer to ignore keyboard input later in the installation process.

7.1.2. The Boot Menu
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The boot media displays a graphical boot menu with several options. If no key is hit within 60 seconds,
the default boot option runs. To choose the default, either wait for the timer to run out or hit Enter on
the keyboard. To select a different option than the default, use the arrow keys on your keyboard, and hit
Enter when the correct option is highlighted. If you want to customize the boot options for a particular
option, press the Tab key. To access the boot: prompt at which you can specify custom boot options,
press the Esc key and refer to Section 7.1.3, “Additional Boot Options”.

lelcome to Red Hat Enterprise Linux 6.0f

[nstall or upgrade an existing system
Install system with basic video driver
Rescue installed system

Boot from local drive

Press [Tabl to edit options

Automatic boot in 44 seconds. ..

RED HAT
ENTERPRISE LINUX" 6

Copyright @ 2003-2010 Red Hat, Inc. and others. All rights reserved.

Figure 7.1. The boot screen
For a listing and explanation of common boot options, refer to Chapter 28, Boot Options.
The boot menu options are:

Install or upgrade an existing system

This option is the default. Choose this option to install Red Hat Enterprise Linux onto your computer
system using the graphical installation program.

Install system with basic video driver

This option allows you to install Red Hat Enterprise Linux in graphical mode even if the installation
program is unable to load the correct driver for your video card. If your screen appears distorted or
goes blank when using the Install or upgrade an existing system option, restart your computer and
try this option instead.

Rescue installed system

Choose this option to repair a problem with your installed Red Hat Enterprise Linux system that
prevents you from booting normally. Although Red Hat Enterprise Linux is an exceptionally stable
computing platform, it is still possible for occasional problems to occur that prevent booting. The
rescue environment contains utility programs that allow you fix a wide variety of these problems.

Boot from local drive

51



Installation Guide

This option boots the system from the first installed disk. If you booted this disc accidentally, use this
option to boot from the hard disk immediately without starting the installer.

NOTE

To abort the installation, either press Ctrl+Alt+Del or power off your computer with the
power switch. You may abort the installation process without consequence at any time
prior to selecting Write changes to disk on the Write partitioning to disk screen. Red
Hat Enterprise Linux makes no permanent changes to your computer until that point.
Please be aware that stopping the installation after partitioning has begun can leave your
computer unusable.

7.1.3. Additional Boot Options

While it is easiest to boot using a DVD and perform a graphical installation, sometimes there are
installation scenarios where booting in a different manner may be needed. This section discusses
additional boot options available for Red Hat Enterprise Linux.

To pass options to the boot loader on an x86, AMD64, or Intel 64 system, press the Esc key at boot
time. The boot: prompt appears, at which you can use the boot loader options described below.

NOTE
Refer to Chapter 28, Boot Options for additional boot options not covered in this section.
® To perform a text mode installation, at the installation boot prompt, type:
I linux text
® To specify an installation source, use the linux repo= option. For example:

I linux repo=cdrom:device

I linux repo=ftp://username:password@URL
I linux repo=http://URL

I linux repo=hd:device

I linux repo=nfs.options:server:/path

I linux repo=nfsiso.options.server:/path

In these examples, cdrom refers to a CD or DVD drive, ftp refers to alocation accessible by
FTP, http refers to a location accessible by HTTP, hd refers to an ISO image file accessible on a
hard drive partition, nfs refers to an expanded tree of installation files accessible by NFS, and
nfsiso refers to an ISO image file accessible by NFS.

® |SO images have an SHA256 checksum embedded in them. To test the checksum integrity of
an ISO image, at the installation boot prompt, type:
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I linux mediacheck

The installation program prompts you to insert a DVD or select an ISO image to test, and select
OK to perform the checksum operation. This checksum operation can be performed on any Red
Hat Enterprise Linux DVD. It is strongly recommended to perform this operation on any Red Hat
Enterprise Linux DVD that was created from downloaded ISO images. This command works with
the DVD, hard drive ISO, and NFS ISO installation methods.

e |f you need to perform the installation in serial mode, type the following command:

I linux console=<device>

For text mode installations, use:

I linux text console=<device>

In the above command, <device> should be the device you are using (such as ttySO or ttyS1). For
example, linux text console=ttySO0.

Text mode installations using a serial terminal work best when the terminal supports UTF-8.
Under UNIX and Linux, Kermit supports UTF-8. For Windows, Kermit '95 works well. Non-UTF-8
capable terminals works as long as only English is used during the installation process. An

enhanced serial display can be used by passing the utf8 command as a boot-time option to the
installation program. For example:

I linux console=ttyS0 utf8

7.1.3.1. Kernel Options

Options can also be passed to the kernel. For example, to apply updates for the anaconda installation
program from a USB storage device enter:

I linux updates

For text mode installations, use:

I linux text updates

This command results in a prompt for the path to the device that contains updates for anaconda. It is
not needed if you are performing a network installation and have already placed the updates image
contents in rhupdates/ on the server.

After entering any options, press Enter to boot using those options.

If you need to specify boot options to identify your hardware, please write them down. The boot options
are needed during the boot loader configuration portion of the installation (refer to Section 9.18, “x86,

AMDG64, and Intel 64 Boot Loader Configuration” for more information).

For more information on kernel options refer to Chapter 28, Boot Options.

7.2. INSTALLING FROM A DIFFERENT SOURCE
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You can install Red Hat Enterprise Linux from the ISO images stored on hard disk, or from a network
using NFS, FTP, HTTP, or HTTPS methods. Experienced users frequently use one of these methods
because it is often faster to read data from a hard disk or network server than from a DVD.

The following table summarizes the different boot methods and recommended installation methods to
use with each:

Table 7.1. Boot methods and installation sources

Boot method Installation source

Installation DVD DVD, network, or hard disk
Installation USB flash drive Installation DVD, network, or hard disk
Minimal boot CD or USB, rescue CD Network or hard disk

Refer to Section 3.7, “Selecting an Installation Method” for information about installing from locations
other than the media with which you booted the system.

7.3. BOOTING FROM THE NETWORK USING PXE

To boot with PXE, you need a properly configured server, and a network interface in your computer that
supports PXE. For information on how to configure a PXE server, refer to Chapter 30, Setting Up an
Installation Server.

Configure the computer to boot from the network interface. This option is in the BIOS, and may be
labeled Network Boot or Boot Services. Once you properly configure PXE booting, the computer can
boot the Red Hat Enterprise Linux installation system without any other media.

To boot a computer from a PXE server:

1. Ensure that the network cable is attached. The link indicator light on the network socket should
be lit, even if the computer is not switched on.

2. Switch on the computer.

3. A menu screen appears. Press the number key that corresponds to the desired option.
If your PC does not boot from the netboot server, ensure that the BIOS is configured to boot first from
the correct network interface. Some BIOS systems specify the network interface as a possible boot

device, but do not support the PXE standard. Refer to your hardware documentation for more
information.
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NOTE
Some servers with multiple network interfaces might not assign ethO to the first network
interface as the firmware interface knows it, which can cause the installer to try to use a

different network interface from the one that was used by PXE. To change this behavior,
use the following in pxelinux.cfg/* config files:

IPAPPEND 2
APPEND ksdevice=bootif

These configuration options above cause the installer to use the same network interface
the firmware interface and PXE use. You can also use the following option:

I ksdevice=link

This option causes the installer to use the first network device it finds that is linked to a
network switch.
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CHAPTER 8. CONFIGURING LANGUAGE AND INSTALLATION

SOURCE

Before the graphical installation program starts, you need to configure the language and installation

source.

8.1. THE TEXT MODE INSTALLATION PROGRAM USER INTERFACE

IMPORTANT

We recommend that you install Red Hat Enterprise Linux using the graphical interface. If
you are installing Red Hat Enterprise Linux on a system that lacks a graphical display,
consider performing the installation over a VNC connection - see Chapter 31, Installing
Through VNC. If anaconda detects that you are installing in text mode on a system where
installation over a VNC connection might be possible, anaconda asks you to verify your
decision to install in text mode even though your options during installation are limited.

If your system has a graphical display, but graphical installation fails, try booting with the
xdriver=vesa option - refer to Chapter 28, Boot Options

Both the loader and later anaconda use a screen-based interface that includes most of the on-screen
widgets commonly found on graphical user interfaces. Figure 8.1, “Installation Program Widgets as seen
in URL Setup”, and Figure 8.2, “Installation Program Widgets as seenin Choose a Language’, illustrate
widgets that appear on screens during the installation process.
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NOTE

Not every language supported in graphical installation mode is also supported in text
mode. Specifically, languages written with a character set other than the Latin or Cyrillic
alphabets are not available in text mode. If you choose a language written with a character
set that is not supported in text mode, the installation program will present you with the
English versions of the screens.
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Figure 8.1. Installation Program Widgets as seen inURL Setup

Figure 8.2. Installation Program Widgets as seen inChoose a Language
The widgets include:

o Window — Windows (usually referred to as dialogs in this manual) appear on your screen
throughout the installation process. At times, one window may overlay another; in these cases,
you can only interact with the window on top. When you are finished in that window, it
disappears, allowing you to continue working in the window underneath.
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® Checkbox — Checkboxes allow you to select or deselect a feature. The box displays either an
asterisk (selected) or a space (unselected). When the cursor is within a checkbox, press Space
to select or deselect a feature.

® Text Input — Text input lines are regions where you can enter information required by the
installation program. When the cursor rests on a text input line, you may enter and/or edit
information on that line.

® Text Widget — Text widgets are regions of the screen for the display of text. At times, text
widgets may also contain other widgets, such as checkboxes. If a text widget contains more
information than can be displayed in the space reserved for it, a scroll bar appears; if you
position the cursor within the text widget, you can then use the Up and Down arrow keys to
scroll through all the information available. Your current position is shown on the scroll bar by a
# character, which moves up and down the scroll bar as you scroll.

® Scroll Bar — Scroll bars appear on the side or bottom of a window to control which part of a list
or document is currently in the window's frame. The scroll bar makes it easy to move to any part
of afile.

e Button Widget — Button widgets are the primary method of interacting with the installation
program. You progress through the windows of the installation program by navigating these
buttons, using the Tab and Enter keys. Buttons can be selected when they are highlighted.

® Cursor — Although not a widget, the cursor is used to select (and interact with) a particular
widget. As the cursor is moved from widget to widget, it may cause the widget to change color,
or the cursor itself may only appear positioned in or next to the widget. In Figure 8.1, “Installation
Program Widgets as seen in URL Setup”, the cursor is positioned on the Enable HTTP proxy
checkbox. Figure 8.2, “Installation Program Widgets as seen in Choose a Language”, shows the
cursor on the OK button.

8.1.1. Using the Keyboard to Navigate

Navigation through the installation dialogs is performed through a simple set of keystrokes. To move
the cursor, use the Left, Right, Up, and Down arrow keys. Use Tab, and Shift-Tab to cycle forward or
backward through each widget on the screen. Along the bottom, most screens display a summary of
available cursor positioning keys.

To "press” a button, position the cursor over the button (using Tab, for example) and press Space or
Enter. To select an item from a list of items, move the cursor to the item you wish to select and press
Enter. To select an item with a checkbox, move the cursor to the checkbox and press Space to select an
item. To deselect, press Space a second time.

Pressing F12 accepts the current values and proceeds to the next dialog; it is equivalent to pressing the
OK button.

'@ WARNING
Unless a dialog box is waiting for your input, do not press any keys during the

installation process (doing so may result in unpredictable behavior).

8.2. LANGUAGE SELECTION
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Use the arrow keys on your keyboard to select a language to use during the installation process (refer to
Figure 8.3, "Language Selection”). With your selected language highlighted, press the Tab key to move
to the OK button and press the Enter key to confirm your choice.

The language you select here will become the default language for the operating system once it is
installed. Selecting the appropriate language also helps target your time zone configuration later in the
installation. The installation program tries to define the appropriate time zone based on what you
specify on this screen.

To add support for additional languages, customize the installation at the package selection stage. For
more information, refer to Section 9.17.2, “ Customizing the Software Selection ”.

Figure 8.3. Language Selection

Once you select the appropriate language, click Next to continue.

8.3. INSTALLATION METHOD

If you booted the installation from minimal boot media or with the askmethod boot option, use the
arrow keys on your keyboard to select an installation method (refer to Figure 8.4, “Installation Method").
With your selected method highlighted, press the Tab key to move to the OK button and press the
Enter key to confirm your choice.
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Figure 8.4. Installation Method

8.3.1. Installing from a DVD

To install Red Hat Enterprise Linux from a DVD, place the DVD your DVD drive and boot your system
from the DVD. Even if you booted from alternative media, you can still install Red Hat Enterprise Linux
from DVD media.

The installation program then probes your system and attempts to identify your DVD drive. It starts by
looking for an IDE (also known as an ATAPI) DVD drive.

NOTE

To abort the installation process at this time, reboot your machine and then eject the
boot media. You can safely cancel the installation at any point before the Write changes
to disk screen. Refer to Section 9.16, “Write Changes to Disk” for more information.

If your DVD drive is not detected, and it is a SCSI DVD, the installation program prompts you to choose a
SCSI driver. Choose the driver that most closely resembles your adapter. You may specify options for
the driver if necessary; however, most drivers detect your SCSI adapter automatically.

If the DVD drive is found and the driver loaded, the installer will present you with the option to perform a
media check on the DVD. This will take some time, and you may opt to skip over this step. However, if
you later encounter problems with the installer, you should reboot and perform the media check before
calling for support. From the media check dialog, continue to the next stage of the installation process
(refer to Section 9.3, “Welcome to Red Hat Enterprise Linux" ).

8.3.2. Installing from a Hard Drive

The Select Partition screen applies only if you are installing from a disk partition (that is, you selected
Hard Drivein the Installation Method dialog). This dialog allows you to name the disk partition and
directory from which you are installing Red Hat Enterprise Linux. If you used the repo=hd boot option,
you already specified a partition.
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Figure 8.5. Selecting Partition Dialog for Hard Drive Installation
Select the partition containing the ISO files from the list of available partitions. Internal IDE, SATA, SCSI,
and USB drive device names begin with /dev/sd. Each individual drive has its own letter, for example

/dev/sda. Each partition on a drive is numbered, for example /dev/sdal.

Also specify the Directory holding images. Enter the full directory path from the drive that contains
the ISO image files. The following table shows some examples of how to enter this information:

Table 8.1. Location of ISO images for different partition types

Partition type Original path to files Directory to use
VFAT D:\ D:\Downloads\RHEL6.9  /Downloads/RHEL6.9
ext2, ext3, ext4 /home /home/userl/RHEL6.9 /userl/RHEL6.9

If the ISO images are in the root (top-level) directory of a partition, enter a /. If the ISO images are
located in a subdirectory of a mounted partition, enter the name of the directory holding the ISO images
within that partition. For example, if the partition on which the ISO images is normally mounted as
/home/, and the images are in /home/new/, you would enter /new/.

IMPORTANT

An entry without a leading slash may cause the installation to fail.

Select OK to continue. Proceed with Chapter 9, Installing Using Anaconda.

8.3.3. Performing a Network Installation

When you start an installation with the askmethod or repo= options, you can install Red Hat Enterprise
Linux from a network server using FTP, HTTP, HTTPS, or NFS protocols. Anaconda uses the same
network connection to consult additional software repositories later in the installation process.
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If your system has more than one network device, anaconda presents you with a list of all available
devices and prompts you to select one to use during installation. If your system only has a single network
device, anaconda automatically selects it and does not present this dialog.

Figure 8.6. Networking Device

If you are not sure which device in the list corresponds to which physical socket on the system, select a
device in the list then press the Identify button. The Identify NIC dialog appears.

Figure 8.7. Identify NIC

The sockets of most network devices feature an activity light (also called a link light) — an LED that
flashes to indicate that data is flowing through the socket. Anaconda can flash the activity light of the
network device that you selected in the Networking Device dialog for up to 30 seconds. Enter the
number of seconds that you require, then press OK. When anaconda finishes flashing the light, it returns
you to the Networking Device dialog.

When you select a network device, anaconda prompts you to choose how to configure TCP/IP:

IPv4 options
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Dynamic IP configuration (DHCP)

Anaconda uses DHCP running on the network to supply the network configuration automatically.

Manual configuration

Anaconda prompts you to enter the network configuration manually, including the IP address for this
system, the netmask, the gateway address, and the DNS address.

IPv6 options

Automatic

Anaconda uses router advertisement (RA) and DHCP for automatic configuration, based on the
network environment. (Equivalent to the Automatic option in NetworkManager)

Automatic, DHCP only

Anaconda does not use RA, but requests information from DHCPvV6 directly to create a stateful
configuration. (Equivalent to the Automatic, DHCP only option in NetworkManager)

Manual configuration

Anaconda prompts you to enter the network configuration manually, including the IP address for this
system, the netmask, the gateway address, and the DNS address.

Anaconda supports the IPv4 and IPv6 protocols. However, if you configure an interface to use both
IPv4 and IPv6, the IPv4 connection must succeed or the interface will not work, even if the IPv6
connection succeeds.

Figure 8.8. Configure TCP/IP

By default, anaconda uses DHCP to provide network settings automatically for IPv4 and automatic
configuration to provide network settings for IPv6. If you choose to configure TCP/IP manually,
anaconda prompts you to provide the details in the Manual TCP/IP Configuration dialog:
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Figure 8.9. Manual TCP/IP Configuration

The dialog provides fields for IPv4 and IPv6 addresses and prefixes, depending on the protocols that
you chose to configure manually, together with fields for the network gateway and name server. Enter
the details for your network, then press OK.

When the installation process completes, it will transfer these settings to your system.

e |fyou areinstalling via NFS, proceed to Section 8.3.4, “Installing via NFS”.

e |fyou are installing via Web or FTP, proceed to Section 8.3.5, “Installing via FTP, HTTP, or
HTTPS”.

8.3.4. Installing via NFS

The NFS dialog applies only if you selected NFS Image in the Installation Method dialog. If you used the
repo=nfs boot option, you already specified a server and path.

Figure 8.10. NFS Setup Dialog

1. Enter the domain name or IP address of your NFS server in the NFS server name field. For
example, if you are installing from a host named eastcoast in the domain example.com, enter
eastcoast.example.com.
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2. Enter the name of the exported directory in the Red Hat Enterprise Linux 6.9 directory field:
o If the NFS server is exporting a mirror of the Red Hat Enterprise Linux installation tree,
enter the directory which contains the root of the installation tree. If everything was

specified properly, a message appears indicating that the installation program for Red Hat

Enterprise Linux is running.

o If the NFS server is exporting the ISO image of the Red Hat Enterprise Linux DVD, enter the
directory which contains the ISO image.

If you followed the setup described in Section 4.1.2, “Preparing for an NFS Installation”, the
exported directory is the one that you specified as publicly_available_directory.

3. Specify any NFS mount options that you require in the NFS mount options field. Refer to the
man pages for mount and nfs for a comprehensive list of options. If you do not require any

mount options, leave the field empty.

4. Proceed with Chapter 9, Installing Using Anaconda.
8.3.5. Installing via FTP, HTTP, or HTTPS

IMPORTANT

When you provide a URL to an installation source, you must explicitly specify http:// or
https:// or ftp:// as the protocol.

The URL dialog applies only if you are installing from a FTP, HTTP, or HTTPS server (if you selected URL
in the Installation Method dialog). This dialog prompts you for information about the FTP, HTTP, or
HTTPS server from which you are installing Red Hat Enterprise Linux. If you used the repo=ftp or
repo=http boot options, you already specified a server and path.

Enter the name or IP address of the FTP, HTTP, or HTTPS site from which you are installing, and the
name of the directory that contains the /images directory for your architecture. For example:

/mirrors/redhat/rhel-6.9/Server/i386/

To install via a secure HTTPS connection, specify https:// as the protocol.

Specify the address of a proxy server, and if necessary, provide a port number, username, and password.
If everything was specified properly, a message box appears indicating that files are being retrieved

from the server.

If your FTP, HTTP, or HTTPS server requires user authentication, specify user and password as part of
the URL as follows:

{ftp|http|https}://<user>:<password>@<hostname>[:<port>]/<directorys/
For example:

http://install:rhel6.9pw@name.example.com/mirrors/redhat/rhel-6.9/Server/i386/
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Figure 8.11. URL Setup Dialog

Proceed with Chapter 9, Installing Using Anaconda.

8.4. VERIFYING MEDIA

The DVD offers an option to verify the integrity of the media. Recording errors sometimes occur while
producing DVD media. An error in the data for package chosen in the installation program can cause the
installation to abort. To minimize the chances of data errors affecting the installation, verify the media
before installing.

If the verification succeeds, the installation process proceeds normally. If the process fails, create a new
DVD using the ISO image you downloaded earlier.
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CHAPTER 9. INSTALLING USING ANACONDA

This chapter describes an installation using the graphical user interface of anaconda.

9.1. THE TEXT MODE INSTALLATION PROGRAM USER INTERFACE

IMPORTANT

Installing in text mode does not prevent you from using a graphical interface on your
system once it is installed.

Apart from the graphical installer, anaconda also includes a text-based installer.
If one of the following situations occurs, the installation program uses text mode:

® The installation system fails to identify the display hardware on your computer

® You choose the text mode installation from the boot menu
While text mode installations are not explicitly documented, those using the text mode installation
program can easily follow the GUI installation instructions. However, because text mode presents you
with a simpler, more streamlined installation process, certain options that are available in graphical mode
are not also available in text mode. These differences are noted in the description of the installation
process in this guide, and include:

e configuring advanced storage methods such as LVM, RAID, FCoE, zFCP, and iSCSI.

® customizing the partition layout

® customizing the bootloader layout

selecting packages during installation
e configuring the installed system with firstboot

If you choose to install Red Hat Enterprise Linux in text mode, you can still configure your system to use
a graphical interface after installation. Refer to Section 35.3, “Switching to a Graphical Login” for
instructions.

To configure options not available in text mode, consider using a boot option. For example, the linux ip
option can be used to configure network settings. Refer to Section 28.1, “Configuring the Installation
System at the Boot Menu” for instructions.

9.2. THE GRAPHICAL INSTALLATION PROGRAM USER INTERFACE

If you have used a graphical user interface (GUI) before, you are already familiar with this process; use
your mouse to navigate the screens, click buttons, or enter text fields.

You can also navigate through the installation using the keyboard. The Tab key allows you to move
around the screen, the Up and Down arrow keys to scroll through lists, + and - keys expand and collapse
lists, while Space and Enter selects or removes from selection a highlighted item. You can also use the
Alt+ X key command combination as a way of clicking on buttons or making other screen selections,
where Xis replaced with any underlined letter appearing within that screen.
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NOTE

If you are using an x86, AMD64, or Intel 64 system, and you do not wish to use the GUI
installation program, the text mode installation program is also available. To start the text
mode installation program, use the following command at the boot: prompt:

I linux text

Refer to Section 7.1.2, “The Boot Menu” for a description of the Red Hat Enterprise Linux
boot menu and to Section 8.1, “The Text Mode Installation Program User Interface” for a
brief overview of text mode installation instructions.

It is highly recommended that installs be performed using the GUI installation program.
The GUI installation program offers the full functionality of the Red Hat Enterprise Linux
installation program, including LVM configuration which is not available during a text
mode installation.

Users who must use the text mode installation program can follow the GUI installation
instructions and obtain all needed information.

9.2.1. Screenshots During Installation

Anaconda allows you to take screenshots during the installation process. At any time during installation,
press Shift+Print Screen and anaconda will save a screenshot to /root/anaconda-screenshots.

If you are performing a Kickstart installation, use the autostep --autoscreenshot option to generate a
screenshot of each step of the installation automatically. Refer to Section 32.3, “Creating the Kickstart
File"” for details of configuring a Kickstart file.

9.2.2. A Note About Virtual Consoles

The Red Hat Enterprise Linux installation program offers more than the dialog boxes of the installation
process. Several kinds of diagnostic messages are available to you, as well as a way to enter commands
from a shell prompt. The installation program displays these messages on five virtual consoles, among
which you can switch using a single keystroke combination.

A virtual console is a shell prompt in a non-graphical environment, accessed from the physical machine,
not remotely. Multiple virtual consoles can be accessed simultaneously.

These virtual consoles can be helpful if you encounter a problem while installing Red Hat Enterprise
Linux. Messages displayed on the installation or system consoles can help pinpoint a problem. Refer to
Table 9.1, “Console, Keystrokes, and Contents” for a listing of the virtual consoles, keystrokes used to
switch to them, and their contents.

Generally, there is no reason to leave the default console (virtual console #6) for graphical installations
unless you are attempting to diagnose installation problems.

Table 9.1. Console, Keystrokes, and Contents

console keystrokes contents

1 ctri+alt+f1 graphical display

2 ctrl+alt+f2 shell prompt
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console keystrokes contents

3 ctri+alt+f3 install log (messages from
installation program)

4 ctrl+alt+f4 system-related messages

5 ctrl+alt+f5 other messages

9.3. WELCOME TO RED HAT ENTERPRISE LINUX

The Welcome screen does not prompt you for any input.

RED HAT

ENTERPRISE LINUX' 6

Copyright @ 2003-2010 Red Hat, Inc. and others. All rights reserved.

Figure 9.1. The Welcome screen

Click on the Next button to continue.

9.4. LANGUAGE SELECTION

Using your mouse, select the language (for example, U.S. English) you would prefer to use for the
installation and as the system default (refer to the figure below).

Once you have made your selection, click Next to continue.
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What language would you like to use during the
installation process?

PO e Ty

Assamese (Fiar)

Bengali (ars=)

Bengali(India) (a1s=1 (wras))
Bulgarian (Ebnrapcku)

Catalan (Catala)
Chinese(Simplified) (H3 (R#) )
Chinese(Traditional) (32 (ES&8) )
Croatian (Hrvatski)

Czech (Cestina)

Danish (Dansk)

Dutch (Nederlands)

Estonian (eesti keel)
Finnish (suomi)
French (Francais)
German (Deutsch)
Greek (EAAMuLKG)
Gujarati (apr2idl)
Hebrew (n1ay)
Hindi (=)
Hungarian (Magyar)
Icelandic {lcelandic)
lloko (lloka)

Indonesian (Indonesial ]

| qmBack | [ mpnext |

Figure 9.2. Language Configuration

9.5. KEYBOARD CONFIGURATION

Using your mouse, select the correct layout type (for example, U.S. English) for the keyboard you would
prefer to use for the installation and as the system default (refer to the figure below).

Once you have made your selection, click Next to continue.

Select the appropriate keyboard for the system.

H|

Slovenian

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)

Tamil (Typewriter)
Turkish

s |
U.S. International

Ukrainian

United Kingdom

[l

K==l

Figure 9.3. Keyboard Configuration
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Red Hat Enterprise Linux includes support for more than one keyboard layout for many languages. In
particular, most European languages include a latin1 option, which uses dead keys to access certain
characters, such as those with diacritical marks. When you press a dead key, nothing will appear on your
screen until you press another key to "complete" the character. For example, to type € on a latini
keyboard layout, you would press (and release) the ' key, and then press the E key. By contrast, you
access this character on some other keyboards by pressing and holding down a key (such as Alt-Gr)
while you press the E key. Other keyboards might have a dedicated key for this character.

NOTE

To change your keyboard layout type after you have completed the installation, use the
Keyboard Configuration Tool.

Type the system-config-keyboard command in a shell prompt to launch the Keyboard
Configuration Tool. If you are not root, it prompts you for the root password to continue.

9.6. STORAGE DEVICES

You can install Red Hat Enterprise Linux on a large variety of storage devices. This screen allows you to
select either basic or specialized storage devices.

What type of devices will your installation involve?

_ Basic Storage Devices
@ Installs or upgrades to typical types of storage devices. If you're not sure which option is right for
you, this is probably it

_ Specialized Storage Devices
) Installs or upgrades to devices such as Storage Area Networks (SANS) or mainframe attached disks
({DASD), usually in an enterprise envirenment

‘ 4 Back ‘ [ Ep Next l

Figure 9.4. Storage devices

Basic Storage Devices

Select Basic Storage Devicesto install Red Hat Enterprise Linux on the following storage devices:

® hard drives or solid-state drives connected directly to the local system.

Specialized Storage Devices

Select Specialized Storage Devicesto install Red Hat Enterprise Linux on the following storage
devices:

® Storage area networks (SANs)
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® Direct access storage devices (DASDs)
® Firmware RAID devices
® Multipath devices
Use the Specialized Storage Devicesoption to configure Internet Small Computer System Interface

(iSCSI) and FCoE (Fiber Channel over Ethernet) connections.

If you select Basic Storage Devices anaconda automatically detects the local storage attached to the
system and does not require further input from you. Proceed to Section 9.7, “Setting the Hostname”.

NOTE

Monitoring of LVM and software RAID devices by the mdeventd daemon is not
performed during installation.

9.6.1. The Storage Devices Selection Screen

The storage devices selection screen displays all storage devices to which anaconda has access.

Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices | Firmware RAID | Multipath Devices | Other SAN Devices | Search

O Model Capacity

H

| ok Add Advanced Target

0 device(s) (0 MB) selected out of 1 device(s) (20480 MB) total.

Q Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

| 4@Back ‘ [ B Next l

Figure 9.5. Select storage devices — Basic devices
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Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices Frmware RAID | Multipath Devices | Other SAN Devices ' Search

Filter By: [| | v | Show Only Devices Using:
O WWID Capacity | Vendor Interconnect Paths i
[J 60:05:07:63:05:ff:c7:3d:00:00:00:00:00:00:21:00 8152 MB IBM 5CS5I sda
sdc

| ok Add Advanced Target

0 device(s) (0 MB) selected out of 4 device(s) (21078 MB) total.

=) Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

| 4aBack ‘ ‘ Ep Next ‘

Figure 9.6. Select storage devices — Multipath Devices

Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices Frmware RAID | Multipath Devices | Other SAN Devices | Search

Filter By: [| | v | Show Only Devices Using: [

| ~]

O Ildentifier Capacity Vendor
[] ccw-0.0.a002-zfcp-0x50050763050b073d:0x4020400300000000 8192 MB IBM

[J ccw-0.0.a001-zfcp-0x50050763050b073d: 0x4020400200000000 8192 MB IBM
[J ccw-0.0.a000-zfcp-0x50050763050b073d:0x4020400100000000 8192 MB IBM

Interconnect i
SCSI

SCSI
SCSI

[ D)

| ok Add Advanced Target ‘

0 device(s) (0 MB) selected out of 11 device(s) (43352 MB) total.

=) Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

| 4@ Back ‘ ‘ Ep Next ‘

Figure 9.7. Select storage devices — Other SAN Devices
Devices are grouped under the following tabs:

Basic Devices

Basic storage devices directly connected to the local system, such as hard disk drives and solid-state

drives.

Firmware RAID

Storage devices attached to a firmware RAID controller.
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Multipath Devices

Storage devices accessible through more than one path, such as through multiple SCSI controllers or
Fiber Channel ports on the same system.

IMPORTANT

The installer only detects multipath storage devices with serial numbers that are 16 or
32 characters in length.

Other SAN Devices

Any other devices available on a storage area network (SAN).

If you do need to configure iISCSI or FCoE storage, click Add Advanced Target and refer to
Section 9.6.1.1, “ Advanced Storage Options ”.

The storage devices selection screen also contains a Search tab that allows you to filter storage devices
either by their World Wide Identifier (NWID) or by the port, target, or logical unit number (LUN) at which
they are accessed.

Basic Devices | Firmware RAID | Multipath Devices | Other SAN Devices | Search

Search By: [ | v| Port: [ lTarget: C] LUN: C]
search Rest port / Target / LUN

O | Mode et wwID

ndor WWID Port Target LUN

= |

Figure 9.8. The Storage Devices Search Tab

The tab contains a drop-down menu to select searching by port, target, WWID, or LUN (with
corresponding text boxes for these values). Searching by WWID or LUN requires additional values in the
corresponding text box.

Each tab presents a list of devices detected by anaconda, with information about the device to help you
to identify it. A small drop-down menu marked with an icon is located to the right of the column
headings. This menu allows you to select the types of data presented on each device. For example, the
menu on the Multipath Devices tab allows you to specify any of WWID, Capacity, Vendor,
Interconnect, and Paths to include among the details presented for each device. Reducing or
expanding the amount of information presented might help you to identify particular devices.

- WWID Vendor Interconnect i}
WWID

[]Capacity
[v]Vendor
Interconnect
[‘]1Serial Number

Figure 9.9. Selecting Columns

Each device is presented on a separate row, with a checkbox to its left. Click the checkbox to make a
device available during the installation process, or click the radio button at the left of the column
headings to select or deselect all the devices listed in a particular screen. Later in the installation
process, you can choose to install Red Hat Enterprise Linux onto any of the devices selected here, and
can choose to automatically mount any of the other devices selected here as part of the installed
system.
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Note that the devices that you select here are not automatically erased by the installation process.
Selecting a device on this screen does not, in itself, place data stored on the device at risk. Note also
that any devices that you do not select here to form part of the installed system can be added to the
system after installation by modifying the /etc/fstab file.

IMPORTANT

Any storage devices that you do not select on this screen are hidden from anaconda
entirely. To chain load the Red Hat Enterprise Linux boot loader from a different boot
loader, select all the devices presented in this screen.

when you have selected the storage devices to make available during installation, click Next and proceed
to Section 9.11, “Initializing the Hard Disk”

9.6.1.1. Advanced Storage Options

From this screen you can configure an iSCS/ (SCSI over TCP/IP) target or FCoE (Fibre channel over
ethernet) SAN (storage area network). Refer to Appendix B, iSCS/ Disks for an introduction to iSCSI.

Advanced Storage Options

How would you like to modify your drive configuration?
) Add iSCSI target

] Bind targets to network interfaces
@ Add FCoE SAN

Active network interfaces:

Configure Netwnrk|

| Cancel | | =& Add drive |

Figure 9.10. Advanced Storage Options

Select Add iSCSI target or Add FCoE SAN and click Add drive. If adding an iSCSI target, optionally
check the box labeled Bind targets to network interfaces.

9.6.1.1.1. Select and configure a network interface

The Advanced Storage Options screen lists the active network interfaces anaconda has found on your
system. If none are found, anaconda must activate an interface through which to connect to the storage
devices.
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Click Configure Network on the Advanced Storage Options screen to configure and activate one
using NetworkManager to use during installation. Alternatively, anaconda will prompt you with the

Select network interface dialog after you click Add drive.

Select network interface

This requires that you have an active network connection during the
installation process. Please configure a network interface.

eth0 - Advanced Micro Devices [AMD] 79c870 [PCnet32 LANCE] - 08:C .
0:48 -

| Cancel || OK |

Figure 9.11. Select network interface

1. Select aninterface from the drop-down menu.

2. Click OK.

Anaconda then starts NetworkManager to allow you to configure the interface.

Network Connections

Name Last Used — | Add |

~ Wired
System ethO 2 minutes ago

Close

Figure 9.12. Network Connections

For details of how to use NetworkManager, refer to Section 9.7, “Setting the Hostname”

9.6.1.1.2. Configure iSCSI parameters
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To add an iSCSI target, select Add iSCSI target and click Add drive.

To use iSCSI storage devices for the installation, anaconda must be able to discover them as iSCSI
targets and be able to create an iSCSI session to access them. Each of these steps might require a
username and password for CHAP (Challenge Handshake Authentication Protocol) authentication.
Additionally, you can configure an iSCSI target to authenticate the iISCSl initiator on the system to which
the target is attached (reverse CHAP), both for discovery and for the session. Used together, CHAP and
reverse CHAP are called mutual CHAP or two-way CHAP. Mutual CHAP provides the greatest level of
security for iISCSI connections, particularly if the username and password are different for CHAP
authentication and reverse CHAP authentication.

Repeat the iSCSI discovery and iSCSI login steps as many times as necessary to add all required iSCSI
storage. However, you cannot change the name of the iSCSl initiator after you attempt discovery for
the first time. To change the iSCSl initiator name, you must restart the installation.

Procedure 9.1.iSCSI discovery

Use the iISCSI Discovery Details dialog to provide anaconda with the information that it needs to
discover the iISCSI target.

iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address: | 192.168.0.108

ISCSI Initiator Hame:|iqn.1994-D5.c0m.dnmain:Dl.bleSd

What kind of iSCSI discovery authentication do you wish to perform:

No credentials (discovery authentication disabled) -

Cancel | | Start Discovery |

Figure 9.13. The iSCSI Discovery Details dialog
1. Enter the IP address of the iSCSI target in the Target IP Address field.

2. Provide a name in the iSCSI Initiator Name field for the iSCSl initiator in iSCS/ qualified name
(IQN) format.

A valid IQN contains:
o the stringiqn. (note the period)
o adate code that specifies the year and month in which your organization's Internet domain
or subdomain name was registered, represented as four digits for the year, a dash, and two

digits for the month, followed by a period. For example, represent September 2010 as 2010-
09.
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o your organization's Internet domain or subdomain name, presented in reverse order with the

top-level domain first. For example, represent the subdomain storage.example.com as
com.example.storage

o acolon followed by a string that uniquely identifies this particular iSCSI initiator within your

domain or subdomain. For example, :diskarrays-sn-a8675309.
A complete IQN therefore resembles: iqn.2010-09.storage.example.com:diskarrays-sn-
a8675309, and anaconda pre-populates the iSCSI Initiator Name field with a name in this

format to help you with the structure.

For more information on IQNs, refer to 3.2.6. iISCSI Names in RFC 3720 - Internet Small

Computer Systems Interface (iSCSI) available from http://tools.ietf.org/html/rfc3720#section-

3.2.6 and 1. iSCSI Names and Addresses in RFC 3721 - Internet Small Computer Systems
Interface (iISCSI) Naming and Discovery available from
http://tools.ietf.org/html/rfc3721#section-1.

3. Use the drop-down menu to specify the type of authentication to use for iSCSI discovery:

iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address:  |192.168.0.108 |

iSCSI Initiator Hame:|iqn.1994—05.mm.d0main:Dl.bleSd |

What kind of iSCSI discovery authentication do you wish to perform:
No credentials (discovery authentication disabled)

CHAP pair

CHAP pair and a reverse pair

Figure 9.14.iSCSI discovery authentication
© no credentials
o CHAP pair

o CHAP pair and a reverse pair

o If you selected CHAP pair as the authentication type, provide the username and password

for the iISCSI target in the CHAP Username and CHAP Password fields.
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iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address:  |192.168.0.108 |

iSCS! Initiator Name:|ign.1994-05.com.domain:01.b1b85d |

What kind of iSCSI discovery authentication do you wish to perform:
CHAP pair -

CHAP USEITlEmE:|
CHAP Password: |

Cancel | | Start Discovery |

Figure 9.15. CHAP pair

If you selected CHAP pair and a reverse pairas the authentication type, provide the
username and password for the iSCSI target in the CHAP Username and CHAP Password
field and the username and password for the iSCSl initiator in the Reverse CHAP
Username and Reverse CHAP Password fields.
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iSCSI Discovery Details
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To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address: | 192.168.0.108

iSCS! Initiator Name:|ign.1994-05.com.domain:01.b1b85d |

What kind of iSCSI discovery authentication do you wish to perform:

CHAP pair and a reverse pair

Eal
b

CHAP Usemame:

CHAP Password:

Reverse CHAP Usemame:

Reverse CHAP Password:

Cancel

| | Start Discovery

Figure 9.16. CHAP pair and a reverse pair

5. Click Start Discovery. Anaconda attempts to discover an iSCSI target based on the
information that you provided. If discovery succeeds, the iSCSI Discovered Nodes dialog
presents you with a list of all the iISCSI nodes discovered on the target.

6. Each node is presented with a checkbox beside it. Click the checkboxes to select the nodes to

use for installation.
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iISCSI Discovered Nodes

Check the nodes you wish to log into:

) Node Name
ign.2009-2.com.example:for.all

Cancel || Login

Figure 9.17. The iSCSI Discovered Nodes dialog

7. Click Login to initiate an iSCSI session.

Procedure 9.2. Starting an iSCSI session

Use the iISCSI Nodes Login dialog to provide anaconda with the information that it needs to log into

the nodes on the iISCSI target and start an iSCSI session.

iISCSI Nodes Login

What kind of i5CSI login authentication do you wish to perform:

| No credentials (discovery authentication disabled) = ‘

Cancel || Login |

Figure 9.18. The iSCSI Nodes Login dialog

1. Use the drop-down menu to specify the type of authentication to use for the iISCSI session:
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iISCSI Nodes Login

What kind of i5CSI login authentication do you wish to perform:

Mo credentials (discovery authentication disabled)
CHAP pair

CHAP pair and a reverse pair

Use the credentials from the discovery step

Figure 9.19.iSCSI session authentication

o no credentials

o CHAP pair

o CHAP pair and a reverse pair

(o}

Use the credentials from the discovery step

If your environment uses the same type of authentication and same username and password for
iSCSI discovery and for the iSCSI session, select Use the credentials from the discovery step
to reuse these credentials.

2. ©
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If you selected CHAP pair as the authentication type, provide the username and password
for the iISCSI target in the CHAP Username and CHAP Password fields.

iISCSI Nodes Login

What kind of i1SCSI login authentication do you wish to perform:
| CHAP pair "

CHAP USEI‘I‘lEH"lE:|
CHAP Password: |

Cancel || Login

Figure 9.20. CHAP pair

If you selected CHAP pair and a reverse pairas the authentication type, provide the
username and password for the iSCSI target in the CHAP Username and CHAP Password
fields and the username and password for the iSCSl initiator in the Reverse CHAP
Username and Reverse CHAP Password fields.



CHAPTER 9. INSTALLING USING ANACONDA

iISCSI Nodes Login

What kind of ISCSI login authentication do you wish to perform:

| CHAP pair and a reverse pair v

CHAP Usemame:
CHAP Password:

Reverse CHAP Usemame:

Reverse CHAP Password:

Cancel || Login

Figure 9.21. CHAP pair and a reverse pair

3. Click Login. Anaconda attempts to log into the nodes on the iSCSI target based on the
information that you provided. The iSCSI Login Results dialog presents you with the results.

iSCSI Login Results

Successfully logged in and attached the following nodes:
ign.2009-2.com.example:for.all

Figure 9.22. The iSCSI Login Results dialog

4. Click OK to continue.

9.6.1.1.3. Configure FCoE Parameters

To configure an FCoE SAN, select Add FCoE SAN and click Add Drive.

In the next dialog box that appears after you click Add drive, select the network interface that is
connected to your FCoE switch and click Add FCoE Disk(s).
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Configure FCoE Parameters

Please select the network interface which is connected to
your FCoE switch.

NIC:‘ emd - Network Interface - D4:AE:52:8C: 7778 = ‘
[ Use DCE
¥ Use auto vlian

Cancel ‘ ‘ = Add FCoE Disk(s)

Figure 9.23. Configure FCoE Parameters

Data Center Bridging (DCB) is a set of enhancements to the Ethernet protocols designed to increase
the efficiency of Ethernet connections in storage networks and clusters. Enable or disable the installer's
awareness of DCB with the checkbox in this dialog. This should only be set for networking interfaces
that require a host-based DCBX client. Configurations on interfaces that implement a hardware DCBX
client should leave this checkbox empty.

Auto VLAN indicates whether VLAN discovery should be performed. If this box is checked, then the FIP
VLAN discovery protocol will run on the Ethernet interface once the link configuration has been
validated. If they are not already configured, network interfaces for any discovered FCoE VLANs will be
automatically created and FCoE instances will be created on the VLAN interfaces.

9.7.SETTING THE HOSTNAME

Setup prompts you to supply a host name for this computer, either as a fully-qualified domain name
(FQDN) in the format hostname.domainname or as a short host name in the format hostname. Many
networks have a Dynamic Host Configuration Protocol (DHCP) service that automatically supplies
connected systems with a domain name. To allow the DHCP service to assign the domain name to this
machine, specify the short host name only.

NOTE

You may give your system any name provided that the full hostname is unique. The
hostname may include letters, numbers and hyphens.
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_ Please name this computer. The
Ik |-E hostname identifies the computer on a
— = network.

Hostname: [hostname|

Configure Network

| 4@ Back ‘ ‘ Ep Next ‘

Figure 9.24. Setting the hostname

If your Red Hat Enterprise Linux system is connected directly to the Internet, you must pay attention to
additional considerations to avoid service interruptions or risk action by your upstream service provider.
A full discussion of these issues is beyond the scope of this document.

NS NOTE
f i

4
; The installation program does not configure modems. Configure these devices after

E- o o installation with the Network utility. The settings for your modem are specific to your
particular Internet Service Provider (ISP).

L o

9.7.1. Editing Network Connections

IMPORTANT

When a Red Hat Enterprise Linux 6.9 installation boots for the first time, it activates any
network interfaces that you configured during the installation process. However, the
installer does not prompt you to configure network interfaces on some common
installation paths, for example, when you install Red Hat Enterprise Linux from a DVD to a
local hard drive.

When you install Red Hat Enterprise Linux from a local installation source to a local
storage device, be sure to configure at least one network interface manually if you
require network access when the system boots for the first time. You will need to select
the Connect automatically option manually when editing the connection.
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NOTE

To change your network configuration after you have completed the installation, use the
Network Administration Tool

Type the system-config-network command in a shell prompt to launch the Network
Administration Tool. If you are not root, it prompts you for the root password to continue.

The Network Administration Toolis now deprecated and will be replaced by
NetworkManager during the lifetime of Red Hat Enterprise Linux 6.

To configure a network connection manually, click the button Configure Network. The Network
Connections dialog appears that allows you to configure wired, wireless, mobile broadband, InfiniBand,
VPN, DSL, VLAN, and bonded connections for the system using the NetworkManager tool. A full
description of all configurations possible with NetworkManager is beyond the scope of this guide. This
section only details the most typical scenario of how to configure wired connections during installation.
Configuration of other types of network is broadly similar, although the specific parameters that you
must configure are necessarily different.

Network Connections

Name Last Used — | Add |
~ Wired
System ethO 2 minutes ago

Close

Figure 9.25. Network Connections

To add a new connection, click Add and select a connection type from the menu. To modify an existing
connection, select it in the list and click Edit. In either case, a dialog box appears with a set of tabs that is
appropriate to the particular connection type, as described below. To remove a connection, select it in
the list and click Delete.

When you have finished editing network settings, click Apply to save the new configuration. If you

reconfigured a device that was already active during installation, you must restart the device to use the
new configuration — refer to Section 9.7.1.6, "Restart a network device”.
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9.7.1.1. Options common to all types of connection

Certain configuration options are common to all connection types.

Specify a name for the connection in the Connection name name field.

Select Connect automatically to start the connection automatically when the system boots.

When NetworkManager runs on an installed system, the Available to all users option controls whether

a network configuration is available system-wide or not. During installation, ensure that Available to all
users remains selected for any network interface that you configure.

9.7.1.2. The Wired tab
Use the Wired tab to specify or change the media access control (MAC) address for the network

adapter, and either set the maximum transmission unit (MTU, in bytes) that can pass through the
interface.
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Editing System etho0

Connection name: |53,r5tem eth0 |

] Connect automatically

| Wired | 802.1x Security | IPv4 Settings ' IPv6 Settings

Device MAC address: |

Cloned MAC address: |

MTU: 4096 *| bytes

Available to all users Cancel | | Apply...

Figure 9.26. The Wired tab

9.7.1.3. The 802.1x Security tab

Use the 802.1x Security tab to configure 802.1X port-based network access control (PNAC). Select
Use 802.1X security for this connection to enable access control, then specify details of your
network. The configuration options include:

Authentication

Choose one of the following methods of authentication:
® TLS for Transport Layer Security

® Tunneled TLS for Tunneled Transport Layer Security, otherwise known as TTLS, or EAP-
TTLS
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e Protected EAP (PEAP) for Protected Extensible Authentication Protocol

Identity

Provide the identity of this server.

User certificate

Browse to a personal X.509 certificate file encoded with Distinguished Encoding Rules (DER) or
Privacy Enhanced Mail (PEM).

CA certificate

Browse to a X.509 certificate authority certificate file encoded with Distinguished Encoding Rules
(DER) or Privacy Enhanced Mail (PEM).

Private key

Browse to a private key file encoded with Distinguished Encoding Rules (DER), Privacy Enhanced Mail
(PEM), or the Personal Information Exchange Syntax Standard (PKCS#12).

Private key password

The password for the private key specified in the Private key field. Select Show password to make
the password visible as you type it.
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g Editing System etho :

Connection name: |53r5tem eth0 |

] Connect autormatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |

Use 802.1X security for this connection|

Authentication: | TLS =
Identity:

User certificate: (None) I
CA certificate: (None) I
Private key: (None) =
Private key password:

] Show password

fwvailable to all users Cancel | | Apply...

Figure 9.27. The 802.1x Security tab

9.7.1.4. The IPv4 Settings tab

Use the IPv4 Settings tab tab to configure the IPv4 parameters for the previously selected network
connection.

Use the Method drop-down menu to specify which settings the system should attempt to obtain from a
Dynamic Host Configuration Protocol (DHCP) service running on the network. Choose from the
following options:

Automatic (DHCP)

IPv4 parameters are configured by the DHCP service on the network.

Automatic (DHCP) addresses only
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The IPv4 address, netmask, and gateway address are configured by the DHCP service on the
network, but DNS servers and search domains must be configured manually.

Manual

IPv4 parameters are configured manually for a static configuration.

Link-Local Only
A link-local address in the 169.254/16 range is assigned to the interface.

Shared to other computers

The system is configured to provide network access to other computers. The interface is assigned an
address in the 10.42.x.1/24 range, a DHCP server and DNS server are started, and the interface is
connected to the default network connection on the system with network address translation (NAT).

Disabled

IPv4 is disabled for this connection.

If you selected a method that requires you to supply manual parameters, enter details of the IP address
for this interface, the netmask, and the gateway in the Addresses field. Use the Add and Delete
buttons to add or remove addresses. Enter a comma-separated list of DNS servers in the DNS servers
field, and a comma-separated list of domains in the Search domains field for any domains that you
want to include in name server lookups.

Optionally, enter a name for this network connection in the DHCP client ID field. This name must be
unique on the subnet. When you assign a meaningful DHCP client ID to a connection, it is easy to identify
this connection when troubleshooting network problems.

Deselect the Require IPv4 addressing for this connection to complete check box to allow the

system to make this connection on an IPv6-enabled network if IPv4 configuration fails but IPv6
configuration succeeds.
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Editing System etho0

Connection name: |S‘y5tem eth0

] Connect autormatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings

Method: |Manua| = |
Addresses
Address Netmask Gateway | Add |

10.0.0.3 255.255.248.0 10.0.0.1
| Delete |

DNS servers:  |10.0.0.1] |

Search domains: | |

L) ~r LHETL i | |

Require IPv4 addressing for this connection to complete

| Routes... |

Available to all users Cancel | | Apply... |

Figure 9.28. The IPv4 Settings tab

9.7.1.4.1. Editing IPv4 routes

Red Hat Enterprise Linux configures a number of routes automatically based on the IP addresses of a
device. To edit additional routes, click the Routes button. The Editing IPv4 routes dialog appears.
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\Address | Netmask Gateway Metric | 4L Add |

[] Use this connection only for resources on its network

| agancel | | £ oK |

Figure 9.29. The Editing IPv4 Routes dialog
Click Add to add the IP address, netmask, gateway address, and metric for a new static route.

Select Ignore automatically obtained routes to make the interface use only the routes specified for it
here.

Select Use this connection only for resources on its network to restrict connections only to the local
network.

9.7.1.5. The IPv6 Settings tab

Use the IPv6 Settings tab tab to configure the IPv6 parameters for the previously selected network
connection.

Use the Method drop-down menu to specify which settings the system should attempt to obtain from a
Dynamic Host Configuration Protocol (DHCP) service running on the network. Choose from the
following options:

Ignore

IPv6 is ignored for this connection.

Automatic

NetworkManager uses router advertisement (RA) to create an automatic, stateless configuration.

Automatic, addresses only

NetworkManager uses RA to create an automatic, stateless configuration, but DNS servers and
search domains are ignored and must be configured manually.

Automatic, DHCP only

NetworkManager does not use RA, but requests information from DHCPV6 directly to create a
stateful configuration.
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Manual

IPv6 parameters are configured manually for a static configuration.

Link-Local Only
A link-local address with the fe80:/10 prefix is assigned to the interface.

If you selected a method that requires you to supply manual parameters, enter details of the IP address
for this interface, the netmask, and the gateway in the Addresses field. Use the Add and Delete
buttons to add or remove addresses. Enter a comma-separated list of DNS servers in the DNS servers
field, and a comma-separated list of domains in the Search domains field for any domains that you
want to include in name server lookups.

Optionally, enter a name for this network connection in the DHCP client ID field. This name must be
unique on the subnet. When you assign a meaningful DHCP client ID to a connection, it is easy to identify
this connection when troubleshooting network problems.

Deselect the Require IPv6 addressing for this connection to complete check box to allow the
system to make this connection on an IPv4-enabled network if IPv6 configuration fails but IPv4
configuration succeeds.
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Editing System etho0

Connection name: |53,r5tem eth0 |

] Connect automatically

Wired | 802.1x Security | IPv4 Settings | IPV6 Settings |

Method: | Ignore

L

Available to all users Cancel | | Apply...

Figure 9.30. The IPv6 Settings tab

9.7.1.5.1. Editing IPv6 routes

Red Hat Enterprise Linux configures a number of routes automatically based on the IP addresses of a
device. To edit additional routes, click the Routes button. The Editing IPv6 routes dialog appears.
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r Editing IPv6 routes for System ethO

Address | Prefix Gateway Metric | Add |

Delete

[J Ignore automatically obtained routes

] Use this cannection only for resources on its network

Cancel | | OK

Figure 9.31. The Editing IPv6 Routes dialog
Click Add to add the IP address, netmask, gateway address, and metric for a new static route.

Select Use this connection only for resources on its network to restrict connections only to the local
network.

9.7.1.6. Restart a network device

If you reconfigured a network that was already in use during installation, you must disconnect and
reconnect the device in anaconda for the changes to take effect. Anaconda uses interface
configuration (ifcfg) files to communicate with NetworkManager. A device becomes disconnected
when its ifcfg file is removed, and becomes reconnected when its ifcfg file is restored, as long as
ONBOOT=yes is set. Refer to the Red Hat Enterprise Linux 6.9 Deployment Guide available from
https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/Deployment_Guide/index.html for more information about
interface configuration files.

1. Press Ctrl+Alt+F2 to switch to virtual terminal tty2.

2. Move the interface configuration file to a temporary location:

I mv /etc/sysconfig/network-scripts/ifctg-device _name /tmp

where device_name is the device that you just reconfigured. For example, ifcfg-ethQis the ifcfg
file for ethO.

The device is now disconnected in anaconda.

3. Open the interface configuration file in the vi editor:
I vi /tmp/ifctg-device_name

4. Verify that the interface configuration file contains the line ONBOOT=yes. If the file does not
already contain the line, add it now and save the file.
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5. Exit the vi editor.

6. Move the interface configuration file back to the /etc/sysconfig/network-scripts/ directory:

I mv /tmp/ifcfg-device _name /etc/sysconfig/network-scripts/

The device is now reconnected in anaconda.

7. Press Ctrl+Alt+F6 to return to anaconda.

9.8. TIME ZONE CONFIGURATION

Set your time zone by selecting the city closest to your computer's physical location. Click on the map to
zoom in to a particular geographical region of the world.

Specify a time zone even if you plan to use NTP (Network Time Protocol) to maintain the accuracy of
the system clock.

From here there are two ways for you to select your time zone:

e Using your mouse, click on the interactive map to select a specific city (represented by a yellow
dot). Ared X appears indicating your selection.

® You can also scroll through the list at the bottom of the screen to select your time zone. Using
your mouse, click on a location to highlight your selection.

If Red Hat Enterprise Linux is the only operating system on your computer, select System clock uses
UTC. The system clock is a piece of hardware on your computer system. Red Hat Enterprise Linux uses
the timezone setting to determine the offset between the local time and UTC on the system clock. This
behavior is standard for systems that use UNIX, Linux, and similar operating systems.

Click Next to proceed.

'@ WARNING
Do not enable the System clock uses UTC option if your machine also runs

Microsoft Windows. Microsoft operating systems change the BIOS clock to match
local time rather than UTC. This may cause unexpected behavior under Red Hat
Enterprise Linux.

NOTE

To change your time zone configuration after you have completed the installation, use
the Time and Date Properties Tool

Type the system-config-date command in a shell prompt to launch the Time and Date
Properties Tool. If you are not root, it prompts you for the root password to continue.

9.9. SET THE ROOT PASSWORD
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Setting up a root account and password is one of the most important steps during your installation. The
root account is used to install packages, upgrade RPMs, and perform most system maintenance.
Logging in as root gives you complete control over your system.

NOTE

The root user (also known as the superuser) has complete access to the entire system;
for this reason, logging in as the root user is best done only to perform system
maintenance or administration.

I the system. Enter a password for the root

;'—E The root account is used for administering
user.

Root Password: [ .................. l

Confirm: [ .................. l

‘ 4EBack | ‘ B Next ‘

Figure 9.32. Root Password

Use the root account only for system administration. Create a non-root account for your general use
and use the su command to change to root only when you need to perform tasks that require superuser
authorization. These basic rules minimize the chances of a typo or an incorrect command doing damage
to your system.

NOTE

To become root, type su - at the shell prompt in a terminal window and then press Enter.
Then, enter the root password and press Enter.

The installation program prompts you to set a root password[z] for your system. . You cannot proceed to
the next stage of the installation process without entering a root password.

The root password must be at least six characters long; the password you type is not echoed to the
screen. You must enter the password twice; if the two passwords do not match, the installation program
asks you to enter them again.

You should make the root password something you can remember, but not something that is easy for

someone else to guess. Your name, your phone number, gwerty, password, root, 123456, and anteater are
all examples of bad passwords. Good passwords mix numerals with upper and lower case letters and do
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not contain dictionary words: Aard387vark or 420BMttNT, for example. Remember that the password is
case-sensitive. If you write down your password, keep it in a secure place. However, it is recommended
that you do not write down this or any password you create.

'@ WARNING

Do not use one of the example passwords offered in this manual. Using one of these
passwords could be considered a security risk.

To change your root password after you have completed the installation, run the passwd command as
root. If you forget the root password, see Resolving Problems in System Recovery Modes in the Red Hat
Enterprise Linux 6 Deployment Guide for instructions on how to set a new one.

9.10. ASSIGN STORAGE DEVICES

If you selected more than one storage device on the storage devices selection screen (refer to

Section 9.6, "Storage Devices”), anaconda asks you to select which of these devices should be available
for installation of the operating system, and which should only be attached to the file system for data
storage. If you selected only one storage device, anaconda does not present you with this screen.

During installation, the devices that you identify here as being for data storage only are mounted as part
of the file system, but are not partitioned or formatted.

Below are the storage devices you've selected to be a part of this installation. Please
indicate using the arrows below which devices you'd like to use as data drives (these will
not be formatted, only mounted) and which devices you'd like to use as system drives
(these may be formatted).

Data Storage Devices (to be mounted only) Install Target Devices
Model Capacity Vendor | [ Boot | Model Capacity
ATA HARDDISK 1024000 MB @® ATA HARDDISK 81920 MB

ATA HARDDISK 1024000 MB |I]

(] m [[>)

@ Tip: Install target devices will be reformatted and wiped of any data. Make sure you
have backups.

‘ €aBack | ‘ B Next ‘

Figure 9.33. Assign storage devices
The screen is split into two panes. The left pane contains a list of devices to be used for data storage

only. The right pane contains a list of devices that are to be available for installation of the operating
system.
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Each list contains information about the devices to help you to identify them. A small drop-down menu
marked with an icon is located to the right of the column headings. This menu allows you to select the
types of data presented on each device. Reducing or expanding the amount of information presented
might help you to identify particular devices.

Move a device from one list to the other by clicking on the device, then clicking either the button labeled
with a left-pointing arrow to move it to the list of data storage devices or the button labeled with a right-
pointing arrow to move it to the list of devices available for installation of the operating system.

The list of devices available as installation targets also includes a radio button beside each device. Use
this radio button to specify the device that you want to use as the boot device for the system.

IMPORTANT

If any storage device contains a boot loader that will chain load the Red Hat Enterprise
Linux boot loader, include that storage device among the Install Target Devices.
Storage devices that you identify as Install Target Devices remain visible to anaconda
during boot loader configuration.

Storage devices that you identify as Install Target Devices on this screen are not
automatically erased by the installation process unless you selected the Use All Space
option on the partitioning screen (refer to Section 9.13, "Disk Partitioning Setup”).

When you have finished identifying devices to be used for installation, click Next to continue.

9.11. INITIALIZING THE HARD DISK

If no readable partition tables are found on existing hard disks, the installation program asks to initialize
the hard disk. This operation makes any existing data on the hard disk unreadable. If your system has a
brand new hard disk with no operating system installed, or you have removed all partitions on the hard
disk, click Re-initialize drive.

The installation program presents you with a separate dialog for each disk on which it cannot read a valid

partition table. Click the Ignore all button or Re-initialize all button to apply the same answer to all
devices.
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Error processing drive:

Jdev/sda

20480MEB

This device may need to be reinitialized.
REINITIALIZING WILL CAUSE ALL DATATO BE LOST!

This action may also be applied to all other disks
needing reinitialization.

Device details:
pci-0000:00:01.1-5csi-0:0:0:0

Ignore | | Ignore all | | Re-initialize | | Re-initialize all

Figure 9.34. Warning screen - initializing hard drive

Certain RAID systems or other nonstandard configurations may be unreadable to the installation
program and the prompt to initialize the hard disk may appear. The installation program responds to the
physical disk structures it is able to detect.

To enable automatic initializing of hard disks for which it turns out to be necessary, use the kickstart

command zerombr (refer to Chapter 32, Kickstart Installations). This command is required when
performing an unattended installation on a system with previously initialized disks.

'@ WARNING

If you have a nonstandard disk configuration that can be detached during
installation and detected and configured afterward, power off the system, detach it,
and restart the installation.

9.12. UPGRADING AN EXISTING SYSTEM
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IMPORTANT

The following sections only apply to upgrading Red Hat Enterprise Linux between minor
versions, for example, upgrading Red Hat Enterprise Linux 6.4 to Red Hat Enterprise
Linux 6.5 or higher. This approach is not supported for upgrades between major versions,
for example, upgrading Red Hat Enterprise Linux 6 to Red Hat Enterprise Linux 7.

In-place upgrades between major versions of Red Hat Enterprise Linux can be done, with
certain limitations, using the Red Hat Upgrade Tooland Preupgrade Assistant tools.
See Chapter 37, Upgrading Your Current System for more information.

The installation system automatically detects any existing installation of Red Hat Enterprise Linux. The
upgrade process updates the existing system software with new versions, but does not remove any data
from users' home directories. The existing partition structure on your hard drives does not change. Your
system configuration changes only if a package upgrade demands it. Most package upgrades do not
change system configuration, but rather install an additional configuration file for you to examine later.

Note that the installation medium that you are using might not contain all the software packages that
you need to upgrade your computer.

9.12.1. The Upgrade Dialog

If your system contains a Red Hat Enterprise Linux installation, a dialog appears asking whether you want
to upgrade that installation. To perform an upgrade of an existing system, choose the appropriate
installation from the drop-down list and select Next.

Af least one existing installation has been detected on your system. What would you like to da?

Fresh Installation

» i‘ Choose this option to install a fresh copy of Red Hat Enterprise Linux on your systerm. Existing software
and data may be overwritten depending on your configuration choices.

Upgrade an Existing Installation

i Choose this option if you would like to upgrade your existing Red Hat Enterprise Linux system. This
option will preserve the existing data on your storage device(s).

Which Red Hat Enterprise Linux installation would you like to upgrade?

-

Red Hat Enterprise Linux Server 5.5 {installed on /dev/mapper/VolGroup00-LogVol00) e

| 4@ Back ‘ ‘ B Next ‘

Figure 9.35. The Upgrade Dialog

102



CHAPTER 9. INSTALLING USING ANACONDA

NOTE

Software you have installed manually on your existing Red Hat Enterprise Linux system
may behave differently after an upgrade. You may need to manually reinstall or recompile
this software after an upgrade to ensure it performs correctly on the updated system.

9.12.2. Upgrading Using the Installer

NOTE

In general, Red Hat recommends that you keep user data on a separate /home partition
and perform a fresh installation. For more information on partitions and how to set them
up, refer to Section 9.13, “Disk Partitioning Setup”.

If you choose to upgrade your system using the installation program, any software not provided by Red
Hat Enterprise Linux that conflicts with Red Hat Enterprise Linux software is overwritten. Before you
begin an upgrade this way, make a list of your system's current packages for later reference:

I rpm -ga --qf '%{NAME} %{VERSION}-%{RELEASE} %{ARCH}\n' > ~/old-pkglist.txt

After installation, consult this list to discover which packages you may need to rebuild or retrieve from
sources other than Red Hat.

Next, make a backup of any system configuration data:

su -c 'tar czf /tmp/etc-"date +%F".tar.gz /etc'
su -c 'mv /tmp/etc-*.tar.gz /home’

Make a complete backup of any important data before performing an upgrade. Important data may
include the contents of your entire /home directory as well as content from services such as an Apache,
FTP, or SQL server, or a source code management system. Although upgrades are not destructive, if
you perform one improperly there is a small possibility of data loss.

'@ WARNING
Note that the above examples store backup materials in a /home directory. If your

/home directory is not a separate partition, you should not follow these examples
verbatim! Store your backups on another device such as CD or DVD discs or an
external hard disk.

For more information on completing the upgrade process later, refer to Section 35.2, “Finishing an
Upgrade”.

9.12.3. Updating the Boot Loader Configuration

Your completed Red Hat Enterprise Linux installation must be registered in the boot loader to boot
properly. A boot loader is software on your machine that locates and starts the operating system. Refer
to Appendix E, The GRUB Boot Loader for more information about boot loaders.
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The installer is unable to detect the boot
loader currently in use on your system.

What would you like to do?

@ Skip boot loader updating

This option makes no changes to boot
loader configuration. If you are using a
third party boot loader, you should
choose this.

() Create new boot loader configuration

This option creates a new boot loader
configuration. If you wish to switch boot
loaders, you should choose this.

| 4 Back ‘ [ Ep Next l

Figure 9.36. The Upgrade Boot Loader Dialog

If the existing boot loader was installed by a Linux distribution, the installation system can modify it to
load the new Red Hat Enterprise Linux system. To update the existing Linux boot loader, select Update
boot loader configuration. This is the default behavior when you upgrade an existing Red Hat
Enterprise Linux installation.

GRUB is the standard boot loader for Red Hat Enterprise Linux on 32-bit and 64-bit x86 architectures.
If your machine uses another boot loader, such as BootMagic, System Commander, or the loader
installed by Microsoft Windows, then the Red Hat Enterprise Linux installation system cannot update it.
In this case, select Skip boot loader updating. When the installation process completes, refer to the
documentation for your product for assistance.

Install a new boot loader as part of an upgrade process only if you are certain you want to replace the
existing boot loader. If you install a new boot loader, you may not be able to boot other operating
systems on the same machine until you have configured the new boot loader. Select Create new boot
loader configuration to remove the existing boot loader and install GRUB.

After you make your selection, click Next to continue. If you selected the Create new boot loader
configuration option, refer to Section 9.18, “x86, AMD64, and Intel 64 Boot Loader Configuration” . If

you chose to update or skip boot loader configuration, installation continues without further input from
you.

9.13. DISK PARTITIONING SETUP
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WARNING

It is always a good idea to back up any data that you have on your systems. For
example, if you are upgrading or creating a dual-boot system, you should back up
any data you wish to keep on your storage devices. Mistakes do happen and can
result in the loss of all your data.

IMPORTANT

If you install Red Hat Enterprise Linux in text mode, you can only use the default
partitioning schemes described in this section. You cannot add or remove partitions or
file systems beyond those that the installer automatically adds or removes. If you require
a customized layout at installation time, you should perform a graphical installation over a
VNC connection or a kickstart installation.

Furthermore, advanced options such as LVM, encrypted filesystems, and resizable
filesystems are available only in graphical mode and kickstart.

IMPORTANT

If you have a RAID card, be aware that some BIOS types do not support booting from the
RAID card. In cases such as these, the /boot/ partition must be created on a partition
outside of the RAID array, such as on a separate hard drive. An internal hard drive is
necessary to use for partition creation with problematic RAID cards.

A /boot/ partition is also necessary for software RAID setups.

If you have chosen to automatically partition your system, you should select Review and
manually edit your /boot/ partition.

Partitioning allows you to divide your hard drive into isolated sections, where each section behaves as its
own hard drive. Partitioning is particularly useful if you run multiple operating systems. If you are not sure
how you want your system to be partitioned, read Appendix A, An Introduction to Disk Partitions for
more information.
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Which type of installation would you like?
Use All Space

Removes all partitions on the selected device(s). This includes partitions created by other operating

as
—
L - systems.

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Replace Existing Linux System(s)
. s Remowves only Linux partitions (created from a previous Linux installation). This does not remove
@ - other partitions you may have on your storage device(s) (such as VFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Shrink Current System
Shrinks existing partitions to create free space for the default layout.

os Use Free Space
b . Retains your current data and partitions and uses only the unpartitioned space on the selected device
(s), assuming you have enough free space available.

~ Create Custom Layout
= Manually create your own custom layout on the selected device(s) using our partitioning tool.

[] Encrypt system
[] Review and modify partitioning layout

| 4aBack ‘ [ Ep Next l

Figure 9.37. Disk Partitioning Setup

On this screen you can choose to create the default partition layout in one of four different ways, or
choose to partition storage devices manually to create a custom layout.

The first four options allow you to perform an automated installation without having to partition your
storage devices yourself. If you do not feel comfortable with partitioning your system, choose one of
these options and let the installation program partition the storage devices for you. Depending on the
option that you choose, you can still control what data (if any) is removed from the system.

Your options are:

Use All Space

Select this option to remove all partitions on your hard drives (this includes partitions created by
other operating systems such as Windows VFAT or NTFS partitions).

WARNING

If you select this option, all data on the selected hard drives is removed by the
installation program. Do not select this option if you have information that you
want to keep on the hard drives where you are installing Red Hat Enterprise
Linux.

In particular, do not select this option when you configure a system to chain load
the Red Hat Enterprise Linux boot loader from another boot loader.

Replace Existing Linux System(s)
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Select this option to remove only partitions created by a previous Linux installation. This does not
remove other partitions you may have on your hard drives (such as VFAT or FAT32 partitions).

Shrink Current System

Select this option to resize your current data and partitions manually and install a default Red Hat
Enterprise Linux layout in the space that is freed.

'@ WARNING

If you shrink partitions on which other operating systems are installed, you might
not be able to use those operating systems. Although this partitioning option
does not destroy data, operating systems typically require some free space in
their partitions. Before you resize a partition that holds an operating system that
you might want to use again, find out how much space you need to leave free.

Use Free Space

Select this option to retain your current data and partitions and install Red Hat Enterprise Linux in the
unused space available on the storage drives. Ensure that there is sufficient space available on the
storage drives before you select this option — refer to Section 3.6, “Do You Have Enough Disk
Space?”.

'@ WARNING

If your 64-bit x86 system uses UEFI instead of BIOS, you will need to manually
create a /boot partition. This partition must have an ext3 file system. If you
choose to partition automatically, your system will not boot.

Create Custom Layout

Select this option to partition storage devices manually and create customized layouts. Refer to
Section 9.15, “ Creating a Custom Layout or Modifying the Default Layout ”

Choose your preferred partitioning method by clicking the radio button to the left of its description in
the dialog box.

Select Encrypt system to encrypt all partitions except the /boot partition. Refer to Appendix C, Disk
Encryption for information on encryption.

To review and make any necessary changes to the partitions created by automatic partitioning, select
the Review option. After selecting Review and clicking Next to move forward, the partitions created for
you by anaconda appear. You can make modifications to these partitions if they do not meet your
needs.
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IMPORTANT

To configure the Red Hat Enterprise Linux boot loader to chain load from a different boot
loader, you must specify the boot drive manually. If you chose any of the automatic
partitioning options, you must now select the Review and modify partitioning layout
option before you click Next or you cannot specify the correct boot drive.

IMPORTANT

When you install Red Hat Enterprise Linux 6 on a system with multipath and non-
multipath storage devices, the automatic partitioning layout in the installer might create
volume groups that contain a mix of multipath and non-multipath devices. This defeats
the purpose of multipath storage.

We advise that you select only multipath or only non-multipath devices on the disk
selection screen that appears after selecting automatic partitioning. Alternatively, select
custom partitioning.

Click Next once you have made your selections to proceed.

9.14. CHOOSING A DISK ENCRYPTION PASSPHRASE

If you selected the Encrypt System option, the installer prompts you for a passphrase with which to
encrypt the partitions on the system.

Partitions are encrypted using the Linux Unified Key Setup — refer to Appendix C, Disk Encryption for
more information.

Choose a passphrase for the encrypted devices. You
will be prompted for this passphrase during system
boot.

Enter passphrase: [| l

Confirm passphrase: [ l

| egancel | | <ok |

Figure 9.38. Enter passphrase for encrypted partition

Choose a passphrase and type it into each of the two fields in the dialog box. You must provide this
passphrase every time that the system boots.
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'@ WARNING

If you lose this passphrase, any encrypted partitions and the data on them will
become completely inaccessible. There is no way to recover a lost passphrase.

Note that if you perform a kickstart installation of Red Hat Enterprise Linux, you can
save encryption passphrases and create backup encryption passphrases during
installation. Refer to Section C.3.2, “Saving Passphrases” and Section C.3.3,
“Creating and Saving Backup Passphrases”.

9.15. CREATING A CUSTOM LAYOUT OR MODIFYING THE DEFAULT
LAYOUT

If you chose one of the four automatic partitioning options and did not select Review, skip ahead to
Section 9.17, "Package Group Selection”.

If you chose one of the automatic partitioning options and selected Review, you can either accept the
current partition settings (click Next), or modify the setup manually in the partitioning screen.

If you chose to create a custom layout, you must tell the installation program where to install Red Hat
Enterprise Linux. This is done by defining mount points for one or more disk partitions in which Red Hat
Enterprise Linux is installed. You may also need to create and/or delete partitions at this time.

'@ WARNING

If your 64-bit x86 system uses UEF| instead of BIOS, you will need to manually
create a /boot partition. This partition must have an ext3 file system. If you choose
to partition automatically, your system will not boot.
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IMPORTANT

On systems using UEF| firmware, the boot drive (the disk where the boot loader will be
installed) must contain a special partition (EFI System Partition) at least 50 MB in size
with a mount point of /boot/efi.

The boot drive must also have a GUID Partition Table (GPT) label. If you want to reuse a
disk with existing partitions and a Master Boot Record (MBR) label, the disk must be
relabeled. All existing data on the disk will be lost.

To relabel a disk to GPT in the graphical installer, first go back to Section 9.13, "Disk
Partitioning Setup”, and choose an automatic partitioning option such as Use All Space.
Check the Review and modify partitioning layout check box, and click Next. On the
next screen, modify the automatically created layout as needed.

This workaround is always necessary when reusing a MBR-labeled drive. If you choose
Create a Custom Layout at the start of the partitioning process, the disk will not be
relabeled and you will not be able to proceed.

If you have not yet planned how to set up your partitions, refer to Appendix A, An Introduction to Disk
Partitions and Section 9.15.5, "Recommended Partitioning Scheme”. At a bare minimum, you need an
appropriately-sized root partition, and usually a swap partition appropriate to the amount of RAM you
have on the system.

Anaconda can handle the partitioning requirements for a typical installation.

Device

Drive /dev/sda (20480 MB)

/d/devisda2
5019979 ME

Size  Mount Point/

~ VM Volume Groups
~ VolGroup

lv_root
lv_swap

< Hard Drives

=

sdal
sda2

(MB) RAIDNolume Type Format
19976
17960 / extd v
2016 swap v
500 /boot ext4 v
19979 VolGroup physical volume (LVM)
| Create | | Delete | | Reset |

| 4 Back ‘ ‘ Ep Next ‘

Figure 9.39. Partitioning on x86, AMD64, and Intel 64 Systems

The partitioning screen contains two panes. The top pane contains a graphical representation of the
hard drive, logical volume, or RAID device selected in the lower pane.

Above the graphical representation of the device, you can review the name of the drive (such as
/dev/sda or LogVol00), its size (in MB), and its model as detected by the installation program.
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Using your mouse, click once to highlight a particular field in the graphical display. Double-click to edit an
existing partition or to create a partition out of existing free space.

The lower pane contains a list of all drives, logical volumes, and RAID devices to be used during
installation, as specified earlier in the installation process — refer to Section 9.10, “ Assign Storage
Devices”

Devices are grouped by type. Click on the small triangles to the left of each device type to view or hide
devices of that type.

Anaconda displays several details for each device listed:

Device

the name of the device, logical volume, or partition

Size (MB)

the size of the device, logical volume, or partition (in MB)

Mount Point/RAID/Volume

the mount point (location within a file system) on which a partition is to be mounted, or the name of
the RAID or logical volume group of which it is a part

Type
the type of partition. If the partition is a standard partition, this field displays the type of file system

on the partition (for example, ext4). Otherwise, it indicates that the partition is a physical volume
(LVM), or part of a software RAID

Format

A check mark in this column indicates that the partition will be formatted during installation.

Beneath the lower pane are four buttons: Create, Edit, Delete, and Reset.

Select a device or partition by clicking on it in either the graphical representation in the upper pane of in
the list in the lower pane, then click one of the four buttons to carry out the following actions:

Create

create a new partition, logical volume, or software RAID
Edit
change an existing partition, logical volume, or software RAID. Note that you can only shrink

partitions with the Resize button, not enlarge partitions.

Delete

remove a partition, logical volume, or software RAID

Reset

undo all changes made in this screen

9.15.1. Create Storage
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The Create Storage dialog allows you to create new storage partitions, logical volumes, and software
RAIDs. Anaconda presents options as available or unavailable depending on the storage already present
on the system or configured to transfer to the system.

Create Storage

Create Partition
@ Standard Partition

Create Software RAID ﬂ_lnﬁ]rmatinn
) RAID Partition

() RAID Device

C RAID Clone

Create LVM ﬂ_lnﬁ]rmatinn
O LVM Volume Group

O LVM Logical Volume

) LVM Physical Volume

‘ ﬁgancel ‘ ‘ Create

Figure 9.40. Creating Storage

Options are grouped under Create Partition, Create Software RAID and Create LVM as follows:

Create Partition

Refer to Section 9.15.2, “Adding Partitions” for details of the Add Partition dialog.

e Standard Partition — create a standard disk partition (as described in  Appendix A, An
Introduction to Disk Partitions) in unallocated space.

Create Software RAID

Refer to Section 9.15.3, “ Create Software RAID ” for more detail.

e RAID Partition — create a partition in unallocated space to form part of a software RAID device.
To form a software RAID device, two or more RAID partitions must be available on the system.
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® RAID Device — combine two or more RAID partitions into a software RAID device. When you
choose this option, you can specify the type of RAID device to create (the RAID level). This
option is only available when two or more RAID partitions are available on the system.

Create LVM Logical Volume

Refer to Section 9.15.4, “ Create LVM Logical Volume ” for more detail.
® LVM Physical Volume — create a physical volume in unallocated space.

e LVM Volume Group — create a volume group from one or more physical volumes. This option is
only available when at least one physical volume is available on the system.

® LVM Logical Volume — create a /logical volume on a volume group. This option is only available
when at least one volume group is available on the system.

9.15.2. Adding Partitions

To add a new partition, select the Create button. A dialog box appears (refer to Figure 9.41, “Creating a
New Partition”).

NOTE

You must dedicate at least one partition for this installation, and optionally more. For
more information, refer to Appendix A, An Introduction to Disk Partitions.
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Add Partition

Mount Point: / v
File System Type: extd4 -
sdb 20480 MB  ATA HARDDISK

Allowable Drives:
Size (MB): 20480 >
-Additional Size Options

) Fxed size

) Fill all space up to (MB): 20480

@ Fll to maximum allowable size

[] Force to be a primary partition

[] Encrypt

‘ € cancel ‘ | &JoK ‘

Figure 9.41. Creating a New Partition

e Mount Point: Enter the partition's mount point. For example, if this partition should be the root
partition, enter /; enter /boot for the /boot partition, and so on. You can also use the pull-down
menu to choose the correct mount point for your partition. For a swap partition the mount point
should not be set — setting the filesystem type to swap is sufficient.

e File System Type: Using the pull-down menu, select the appropriate file system type for this
partition. For more information on file system types, refer to Section 9.15.2.1, “File System
Types”.

e Allowable Drives: This field contains a list of the hard disks installed on your system. If a hard
disk's box is highlighted, then a desired partition can be created on that hard disk. If the box is
not checked, then the partition will never be created on that hard disk. By using different
checkbox settings, you can have anaconda place partitions where you need them, or let
anaconda decide where partitions should go.

e Size (MB): Enter the size (in megabytes) of the partition. Note, this field starts with 200 MB;
unless changed, only a 200 MB partition will be created.

e Additional Size Options: Choose whether to keep this partition at a fixed size, to allow it to
"grow” (fill up the available hard drive space) to a certain point, or to allow it to grow to fill any
remaining hard drive space available.

If you choose Fill all space up to (MB), you must give size constraints in the field to the right of

this option. This allows you to keep a certain amount of space free on your hard drive for future
use.
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e Force to be a primary partition: Select whether the partition you are creating should be one of
the first four partitions on the hard drive. If unselected, the partition is created as a logical
partition. Refer to Section A.1.3, “Partitions Within Partitions — An Overview of Extended
Partitions”, for more information.

® Encrypt: Choose whether to encrypt the partition so that the data stored on it cannot be
accessed without a passphrase, even if the storage device is connected to another system.
Refer to Appendix C, Disk Encryption for information on encryption of storage devices. If you
select this option, the installer prompts you to provide a passphrase before it writes the partition
to the disk.

® OK: Select OK once you are satisfied with the settings and wish to create the partition.

® Cancel: Select Cancel if you do not want to create the partition.

9.15.2.1. File System Types

Red Hat Enterprise Linux allows you to create different partition types and file systems. The following is
a brief description of the different partition types and file systems available, and how they can be used.

Partition types

e standard partition — A standard partition can contain a file system or swap space, or it can
provide a container for software RAID or an LVM physical volume.

® swap — Swap partitions are used to support virtual memory. In other words, data is written to a
swap partition when there is not enough RAM to store the data your system is processing. Refer
to the Red Hat Enterprise Linux Deployment Guide for additional information.

e software RAID — Creating two or more software RAID partitions allows you to create a RAID
device. For more information regarding RAID, refer to the chapter RAID (Redundant Array of
Independent Disks) in the Red Hat Enterprise Linux Deployment Guide .

e physical volume (LVM) — Creating one or more physical volume (LVM) partitions allows you to
create an LVM logical volume. LVM can improve performance when using physical disks. For
more information regarding LVM, refer to the Red Hat Enterprise Linux Deployment Guide .

File systems

o extd — The ext4 file system is based on the ext3 file system and features a number of
improvements. These include support for larger file systems and larger files, faster and more
efficient allocation of disk space, no limit on the number of subdirectories within a directory,
faster file system checking, and more robust journaling. A maximum file system size of 16TB is
supported for ext4. The ext4 file system is selected by default and is highly recommended.

NOTE

The user_xattr and acl mount options are automatically set on ext4 systems by
the installation system. These options enable extended attributes and access
control lists, respectively. More information about mount options can be found in
the Red Hat Enterprise Linux Storage Administration Guide .

e ext3 — The ext3 file system is based on the ext2 file system and has one main advantage —
journaling. Using a journaling file system reduces time spent recovering a file system after a

crash as there is no need to fsck [3] the file system. A maximum file system size of 16TB is
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supported for ext3.

e ext2 — An ext?2 file system supports standard Unix file types (regular files, directories, symbolic
links, etc). It provides the ability to assign long file names, up to 255 characters.

e xfs — XFSis a highly scalable, high-performance file system that supports filesystems up to 16
exabytes (approximately 16 million terabytes), files up to 8 exabytes (approximately 8 million
terabytes) and directory structures containing tens of millions of entries. XFS supports
metadata journaling, which facilitates quicker crash recovery. The XFS file system can also be
defragmented and resized while mounted and active.

NOTE

The maximum size of an XFS partition the installer can create is 100 TB.

e vfat — The VFAT file system is a Linux file system that is compatible with Microsoft Windows
long filenames on the FAT file system.

e Btrfs — Btrfs is under development as a file system capable of addressing and managing more
files, larger files, and larger volumes than the ext2, ext3, and ext4 file systems. Btrfs is designed
to make the file system tolerant of errors, and to facilitate the detection and repair of errors
when they occur. It uses checksums to ensure the validity of data and metadata, and maintains
snapshots of the file system that can be used for backup or repair.

Because Btrfs is still experimental and under development, the installation program does not
offer it by default. If you want to create a Btrfs partition on a drive, you must commence the
installation process with the boot option btrfs. Refer to Chapter 28, Boot Options for
instructions.

! WARNING

Red Hat Enterprise Linux 6.9 includes Btrfs as a technology preview to
allow you to experiment with this file system. You should not choose Btrfs
for partitions that will contain valuable data or that are essential for the
operation of important systems.

9.15.3. Create Software RAID

Redundant arrays of independent disks (RAIDs) are constructed from multiple storage devices that are
arranged to provide increased performance and — in some configurations — greater fault tolerance.
Refer to the Red Hat Enterprise Linux Storage Administration Guide for a description of different kinds
of RAIDs.

To make a RAID device, you must first create software RAID partitions. Once you have created two or
more software RAID partitions, select RAID to join the software RAID partitions into a RAID device.
RAID Partition

Choose this option to configure a partition for software RAID. This option is the only choice available
if your disk contains no software RAID partitions. This is the same dialog that appears when you add a
standard partition — refer to Section 9.15.2, “Adding Partitions” for a description of the available
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options. Note, however, that File System Type must be set to software RAID

Add Partition

Mount Point: =Not Applicable= w
File System Type: | software RAID v
sda 80480 MB ATA HARDDISK
Alowable Drives: sdb 80480 MB ATA HARDDISK
Size (MB): 200 =
-Additional Size Options
) Fixed size
) Fill all space up to (MB): 1 :]
@® Fill to maximum allowable size

[] Force to be a primary partition

[] Encrypt

‘ agancel ‘ | <Jok ‘

Figure 9.42. Create a software RAID partition

RAID Device

Choose this option to construct a RAID device from two or more existing software RAID partitions.
This option is available if two or more software RAID partitions have been configured.
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T ke raD Device

Mount Point: | v
File System Type: ext3 w
RAID Device: mdQ v
RAID Level: RAID1 W

RAID Members: | [1:sdbl: 81502 MB

[ sda2: 81306 MB

Number of spares:

| Encrypt

| egancel | | <Fok |

Figure 9.43. Create a RAID device

Select the file system type as for a standard partition.

Anaconda automatically suggests a name for the RAID device, but you can manually select names
from md0 to md15.

Click the checkboxes beside individual storage devices to include or remove them from this RAID.

The RAID Level corresponds to a particular type of RAID. Choose from the following options:
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RAID 0 — distributes data across multiple storage devices. Level O RAIDs offer increased
performance over standard partitions, and can be used to pool the storage of multiple
devices into one large virtual device. Note that Level O RAIDS offer no redundancy and that
the failure of one device in the array destroys the entire array. RAID O requires at least two
RAID partitions.

RAID 1 — mirrors the data on one storage device onto one or more other storage devices.
Additional devices in the array provide increasing levels of redundancy. RAID 1requires at
least two RAID partitions.

RAID 4 — distributes data across multiple storage devices, but uses one device in the array
to store parity information that safeguards the array in case any device within the array fails.
Because all parity information is stored on the one device, access to this device creates a
bottleneck in the performance of the array. RAID 4 requires at least three RAID partitions.

RAID 5 — distributes data and parity information across multiple storage devices. Level 5
RAIDs therefore offer the performance advantages of distributing data across multiple
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devices, but do not share the performance bottleneck of level 4 RAIDs because the parity
information is also distributed through the array. RAID 5 requires at least three RAID
partitions.

e RAID 6 — level 6 RAIDs are similar to level 5 RAIDs, but instead of storing only one set of
parity data, they store two sets. RAID 6 requires at least four RAID partitions.

® RAID 10 — level 10 RAIDs are nested RAIDs or hybrid RAIDs. Level 10 RAIDs are constructed
by distributing data over mirrored sets of storage devices. For example, a level 10 RAID
constructed from four RAID partitions consists of two pairs of partitions in which one
partition mirrors the other. Data is then distributed across both pairs of storage devices, as in
a level O RAID. RAID 10 requires at least four RAID partitions.

9.15.4. Create LVM Logical Volume

IMPORTANT

LVM initial set up is not available during text-mode installation. If you need to create an
LVM configuration from scratch, press Alt+F2 to use a different virtual console, and run
the lIvm command. To return to the text-mode installation, press Alt+F1.

Logical Volume Management (LVM) presents a simple logical view of underlying physical storage space,
such as a hard drives or LUNs. Partitions on physical storage are represented as physical volumes that
can be grouped together into volume groups. Each volume group can be divided into multiple logical
volumes, each of which is analogous to a standard disk partition. Therefore, LVM logical volumes
function as partitions that can span multiple physical disks.

To read more about LVM, refer to the Red Hat Enterprise Linux Deployment Guide . Note, LVM is only
available in the graphical installation program.

LVM Physical Volume

Choose this option to configure a partition or device as an LVM physical volume. This option is the
only choice available if your storage does not already contain LVM Volume Groups. This is the same
dialog that appears when you add a standard partition — refer to Section 9.15.2, “Adding Partitions”
for a description of the available options. Note, however, that File System Type must be set to
physical volume (LVM)
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Add Partition

Mount Point: =Not Applicable= w

File System Type: | physical volume (LVM)

>

sda 20480 MB ATA HARDDISK

Allowable Drives:

Size (MB): 200 =
-Additional Size Options
) Fixed size
) Fill all space up to (MB): 1 :]
® Fll to maximum allowable size

[] Force to be a primary partition

[ Encrypt

Figure 9.44. Create an LVM Physical Volume

Make LVM Volume Group

Choose this option to create LVM volume groups from the available LVM physical volumes, or to add
existing logical volumes to a volume group.
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Make LVM Volume Group
Volume Group Name: [m ]

Physical Extent: 4 MB

O

sdal 5000.00 MB

Physical Volumes to Use:

Used Space: 0.00 MB (0.0 %)
Free Space: 4996.00 MB (100.0 %)
Total Space: 4996.00 MB

Logical Volumes

Logical Volume Name Mount Point Size (MB)

Edit

Delete

j=1
j=H

‘ @gancel ‘ ‘ ok |

Figure 9.45. Make LVM Volume Group

To assign one or more physical volumes to a volume group, first name the volume group. Then select
the physical volumes to be used in the volume group. Finally, configure logical volumes on any volume
groups using the Add, Edit and Delete options.

You may not remove a physical volume from a volume group if doing so would leave insufficient
space for that group's logical volumes. Take for example a volume group made up of two 5 GB LVM
physical volume partitions, which contains an 8 GB logical volume. The installer would not allow you
to remove either of the component physical volumes, since that would leave only 5 GB in the group
for an 8 GB logical volume. If you reduce the total size of any logical volumes appropriately, you may
then remove a physical volume from the volume group. In the example, reducing the size of the
logical volume to 4 GB would allow you to remove one of the 5 GB physical volumes.

Make Logical Volume

Choose this option to create an LVM logical volume. Select a mount point, file system type, and size
(in MB) just as if it were a standard disk partition. You can also choose a name for the logical volume
and specify the volume group to which it will belong.
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| Make Logical Volume I

Mount Point: | v
File System Type: extd

Logical Volume Name: | LogVol00
Size (MB): 45996
] Encrypt (Max size is 4996 MB)

L

‘ ﬁgancel ‘ ‘ <FokK ‘

Figure 9.46. Make Logical Volume

9.15.5. Recommended Partitioning Scheme

9.15.5.1. x86, AMDG64, and Intel 64 systems

We recommend that you create the following partitions for x86, AMD64, and Intel 64 systems :
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A swap partition

A /boot partition

A/ partition

A home partition

A /boot/efi partition (EFI System Partition) - only on systems with UEFI firmware

A swap partition (at least 256 MB) — Swap partitions support virtual memory: data is written to
a swap partition when there is not enough RAM to store the data your system is processing.

In years past, the recommended amount of swap space increased linearly with the amount of
RAM in the system. Modern systems often include hundreds of gigabytes of RAM, however. As a
consequence, recommended swap space is considered a function of system memory workload,
not system memory.

The following table provides the recommended size of a swap partition depending on the
amount of RAM in your system and whether you want sufficient memory for your system to
hibernate. The recommended swap partition size is established automatically during installation.
To allow for hibernation, however, you will need to edit the swap space in the custom
partitioning stage.
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IMPORTANT

Recommendations in the table below are especially important on systems with
low memory (1 GB and less). Failure to allocate sufficient swap space on these
systems may cause issues such as instability or even render the installed system
unbootable.

Table 9.2. Recommended System Swap Space

Amount of RAM in the system  Recommended swap space Recommended swap space if

allowing for hibernation

< 2GB 2 times the amount of RAM 3 times the amount of RAM
>2GB - 8GB Equal to the amount of RAM 2 times the amount of RAM
>8GB - 64GB At least 4 GB 1.5 times the amount of RAM
>64GB At least 4 GB Hibernation not recommended

At the border between each range listed above (for example, a system with 2GB, 8GB, or 64GB
of system RAM), discretion can be exercised with regard to chosen swap space and hibernation
support. If your system resources allow for it, increasing the swap space may lead to better
performance.

Note that distributing swap space over multiple storage devices — particularly on systems with
fast drives, controllers and interfaces — also improves swap space performance.

NOTE

Swap space size recommendations issued for Red Hat Enterprise Linux 6.0, 6.1,
and 6.2 differed from the current recommendations, which were first issued with
the release of Red Hat Enterprise Linux 6.3 in June 2012 and did not account for
hibernation space. Automatic installations of these earlier versions of Red Hat
Enterprise Linux 6 still generate a swap space in line with these superseded
recommendations. However, manually selecting a swap space size in line with the
newer recommendations issued for Red Hat Enterprise Linux 6.3 is advisable for
optimal performance.

A /boot/ partition (250 MB)

The partition mounted on /boot/ contains the operating system kernel (which allows your
system to boot Red Hat Enterprise Linux), along with files used during the bootstrap process.
For most users, a 250 MB boot partition is sufficient.
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IMPORTANT

The /boot and / (root) partition in Red Hat Enterprise Linux 6.9 can only use the
ext2, ext3, and ext4 (recommended) file systems. You cannot use any other file
system for this partition, such as Btrfs, XFS, or VFAT. Other partitions, such as
/home, can use any supported file system, including Btrfs and XFS (if available).
See the following article on the Red Hat Customer Portal for additional
information: https://access.redhat.com/solutions/667273.

'@ WARNING
Note that normally the /boot partition is created automatically by the

installer. However, if the / (root) partition is larger than 2 TB and (U)EF1 is
used for booting, you need to create a separate /boot partition that is
smaller than 2 TB to boot the machine successfully.

NOTE

If your hard drive is more than 1024 cylinders (and your system was

manufactured more than two years ago), you may need to create a /boot/
partition if you want the / (root) partition to use all of the remaining space on your
hard drive.

NOTE

If you have a RAID card, be aware that some BIOS types do not support booting
from the RAID card. In cases such as these, the /boot/ partition must be created
on a partition outside of the RAID array, such as on a separate hard drive.

e Aroot partition (3.0 GB - 5.0 GB) — thisis where " /" (the root directory) is located. In this setup,
all files (except those stored in /boot) are on the root partition.

A 3.0 GB partition allows you to install a minimal installation, while a 5.0 GB root partition lets
you perform a full installation, choosing all package groups.

IMPORTANT

The /boot and / (root) partition in Red Hat Enterprise Linux 6.9 can only use the
ext2, ext3, and ext4 (recommended) file systems. You cannot use any other file
system for this partition, such as Btrfs, XFS, or VFAT. Other partitions, such as
/home, can use any supported file system, including Btrfs and XFS (if available).
See the following article on the Red Hat Customer Portal for additional
information: https://access.redhat.com/solutions/667273.
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IMPORTANT

The / (or root) partition is the top of the directory structure. The /root directory
(sometimes pronounced "slash-root") is the home directory of the user account
for system administration.

® A home partition (at least 100 MB)

To store user data separately from system data, create a dedicated partition within a volume
group for the /home directory. This will enable you to upgrade or reinstall Red Hat Enterprise
Linux without erasing user data files.

Many systems have more partitions than the minimum listed above. Choose partitions based on your
particular system needs. Refer to Section 9.15.5.1.1, “Advice on Partitions” for more information.

If you create many partitions instead of one large / partition, upgrades become easier. Refer to the
description of the Edit option in Section 9.15, “ Creating a Custom Layout or Modifying the Default
Layout " for more information.

The following table summarizes minimum partition sizes for the partitions containing the listed
directories. You do not have to make a separate partition for each of these directories. For instance, if
the partition containing /foo must be at least 500 MB, and you do not make a separate /foo partition,
then the / (root) partition must be at least 500 MB.

Table 9.3. Minimum partition sizes

Directory Minimum size

/ 250 MB

/usr 250 MB

tmp 50 MB

/var 384 MB

/home 100 MB

/boot 250 MB
NOTE

Leave Excess Capacity Unallocated, and only assign storage capacity to those partitions
you require immediately. You may allocate free space at any time, to meet needs as they
occur. To learn about a more flexible method for storage management, refer to
Appendix D, Understanding LVM.

If you are not sure how best to configure the partitions for your computer, accept the default partition
layout.

9.15.5.1.1. Advice on Partitions
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Optimal partition setup depends on the usage for the Linux system in question. The following tips may
help you decide how to allocate your disk space.
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Consider encrypting any partitions that might contain sensitive data. Encryption prevents
unauthorized people from accessing the data on the partitions, even if they have access to the
physical storage device. In most cases, you should at least encrypt the /home partition.

Each kernel installed on your system requires approximately 30 MB on the /boot partition.
Unless you plan to install a great many kernels, the default partition size of 250 MB for /boot
should suffice.

IMPORTANT

The /boot and / (root) partition in Red Hat Enterprise Linux 6.9 can only use the
ext2, ext3, and ext4 (recommended) file systems. You cannot use any other file
system for this partition, such as Btrfs, XFS, or VFAT. Other partitions, such as
/home, can use any supported file system, including Btrfs and XFS (if available).
See the following article on the Red Hat Customer Portal for additional
information: https://access.redhat.com/solutions/667273.

The /var directory holds content for a number of applications, including the Apache web server.
It also is used to store downloaded update packages on a temporary basis. Ensure that the
partition containing the /var directory has enough space to download pending updates and hold
your other content.

'@ WARNING

The PackageKit update software downloads updated packages to
/var/cache/yum/ by default. If you partition the system manually, and create
a separate /var/ partition, be sure to create the partition large enough (3.0
GB or more) to download package updates.

The /usr directory holds the majority of software content on a Red Hat Enterprise Linux system.
For an installation of the default set of software, allocate at least 4 GB of space. If you are a
software developer or plan to use your Red Hat Enterprise Linux system to learn software
development skills, you may want to at least double this allocation.

Consider leaving a portion of the space in an LVM volume group unallocated. This unallocated
space gives you flexibility if your space requirements change but you do not wish to remove data
from other partitions to reallocate storage.

a If you separate subdirectories into partitions, you can retain content in those subdirectories if
you decide to install a new version of Red Hat Enterprise Linux over your current system. For
instance, if you intend to run a MySQL databasge in /var/lib/mysql, make a separate partition
for that directory in case you need to reinstall later.

UEFI systems should contain a 50-150MB /boot/efi partition with an EFI System Partition
filesystem.


https://access.redhat.com/solutions/667273

CHAPTER 9. INSTALLING USING ANACONDA

I he following table is a possible partition setup for a system with a single, new 80 GB hard disk and 1GB
of RAM. Note that approximately 10 GB of the volume group is unallocated to allow for future growth.

NOTE

This setup is an example, and is not optimal for all use cases.

Example 9.1. Example partition setup

Table 9.4. Example partition setup

Partition Size and type

/boot 250 MB ext3 partition
swap 2 GB swap
LVM physical volume Remaining space, as one LVM volume group

The physical volume is assigned to the default volume group and divided into the following logical
volumes:

Table 9.5. Example partition setup: LVM physical volume

Partition Size and type

/ 13 GB ext4
/var 4 GB ext4
/home 50 GB ext4

9.16. WRITE CHANGES TO DISK

The installer prompts you to confirm the partitioning options that you selected. Click Write changes to
disk to allow the installer to partition your hard drive and install Red Hat Enterprise Linux.
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Writing storage configuration to disk

The partitioning options you have selected will
now be written to disk. Any data on deleted
or reformatted partitions will be lost.

[ Go back | | Write changes to disk

Figure 9.47. Writing storage configuration to disk

If you are certain that you want to proceed, click Write changes to disk.

'@ WARNING

Up to this point in the installation process, the installer has made no lasting changes
to your computer. When you click Write changes to disk, the installer will allocate
space on your hard drive and start to transfer Red Hat Enterprise Linux into this
space. Depending on the partitioning option that you chose, this process might
include erasing data that already exists on your computer.

To revise any of the choices that you made up to this point, click Go back. To cancel
installation completely, switch off your computer. To switch off most computers at
this stage, press the power button and hold it down for a few seconds.

After you click Write changes to disk, allow the installation process to complete. If
the process is interrupted (for example, by you switching off or resetting the
computer, or by a power outage) you will probably not be able to use your computer
until you restart and complete the Red Hat Enterprise Linux installation process, or
install a different operating system.

9.177. PACKAGE GROUP SELECTION

Now that you have made most of the choices for your installation, you are ready to confirm the default
package selection or customize packages for your system.

The Package Installation Defaults screen appears and details the default package set for your Red

Hat Enterprise Linux installation. This screen varies depending on the version of Red Hat Enterprise
Linux you are installing.
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IMPORTANT

If you install Red Hat Enterprise Linux in text mode, you cannot make package selections.
The installer automatically selects packages only from the base and core groups. These
packages are sufficient to ensure that the system is operational at the end of the
installation process, ready to install updates and new packages. To change the package
selection, complete the installation, then use the Add/Remove Software application to
make desired changes.

The default installation of Red Hat Enterprise Linux is a basic server install. You can
optionally select a different set of software now.

@® Basic Server

(O Database Server

) Web Server

) Enterprise Identity Server Base

© Virtual Host

) Desktop

) Software Development Workstation
) Minimal

Please select any additional repositories that you want to use for software installation.
] High Availability

[] Load Balancer

Red Hat Enterprise Linux

[7] Resilient Storage

| =k Add additional software repositories ‘ | |57 Modify repository

You can further customize the software selection now, or after install via the software
management application.

@ Customize later ) Customize now

| 4aBack | l B Next l

Figure 9.48. Package Group Selection

By default, the Red Hat Enterprise Linux installation process loads a selection of software that is
suitable for a system deployed as a basic server. Note that this installation does not include a graphical
environment. To include a selection of software suitable for other roles, click the radio button that
corresponds to one of the following options:

Basic Server

This option provides a basic installation of Red Hat Enterprise Linux for use on a server.

Database Server

This option provides the MySQL and PostgreSQL databases.

Web server

This option provides the Apache web server.
Enterprise Identity Server Base

This option provides OpenLDAP and Enterprise Identity Management (IPA) to create an identity
and authentication server.
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Virtual Host

This option provides the KVM and Virtual Machine Managertools to create a host for virtual
machines.

Desktop

This option provides the OpenOffice.org productivity suite, graphical tools such as the GIMP, and
multimedia applications.

Software Development Workstation

This option provides the necessary tools to compile software on your Red Hat Enterprise Linux
system.

Minimal

This option provides only the packages essential to run Red Hat Enterprise Linux. A minimal
installation provides the basis for a single-purpose server or desktop appliance and maximizes
performance and security on such an installation.

'g WARNING

Minimal installation currently does not configure the firewall
(iptables/ip6tables) by default because the authconfig and system-config-
firewall-base packages are missing from the selection. To work around this issue,
you can use a Kickstart file to add these packages to your selection. See the

Red Hat Customer Portal for details about the workaround, and Chapter 32,
Kickstart Installations for information about Kickstart files.

If you do not use the workaround, the installation will complete successfully, but
no firewall will be configured, presenting a security risk.

If you choose to accept the current package list, skip ahead to Section 9.19, “Installing Packages”.

To select a component, click on the checkbox beside it (refer to Figure 9.48, "Package Group
Selection”).

To customize your package set further, select the Customize now option on the screen. Clicking Next
takes you to the Package Group Selection screen.

9.17.1. Installing from Additional Repositories

You can define additional repositories to increase the software available to your system during
installation. A repository is a network location that stores software packages along with metadata that
describes them. Many of the software packages used in Red Hat Enterprise Linux require other software
to be installed. The installer uses the metadata to ensure that these requirements are met for every
piece of software you select for installation.

The basic options are:
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e The High Availability repository includes packages for high-availability clustering (also known
as failover clustering) using the Red Hat High-availability Service Management component.

e The Load Balancer repository includes packages for load-balancing clustering using Linux
Virtual Server (LVS).

e The Red Hat Enterprise Linux repository is automatically selected for you. It contains the
complete collection of software that was released as Red Hat Enterprise Linux 6.9, with the
various pieces of software in their versions that were current at the time of release.

e The Resilient Storage repository includes packages for storage clustering using the Red Hat
global file system (GFS).

For more information about clustering with Red Hat Enterprise Linux 6.9, refer to the Red Hat Enterprise
Linux 6.9 High Availability Add-On Overview, available from
https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/High_Availability_Add-On_Overview/index.html.

Please provide the configuration
information for this software repository.

Repository name:

Repository type: HTTP/FTP w

Repository URL |

"1 URL s a mirror list

| Configure proxy

| egancel | | <Fok |

Figure 9.49. Adding a software repository

To include software from extra repositories, select Add additional software repositories and provide
the location of the repository.

To edit an existing software repository location, select the repository in the list and then select Modify
repository.
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If you change the repository information during a non-network installation, such as from a Red Hat
Enterprise Linux DVD, the installer prompts you for network configuration information.

Select network interface

This requires that you have an active network connection during the
installation process. Please configure a network interface.

eth0 - Advanced Micro Devices [AMD] 79c870 [PCnet32 LANCE] - 08:C .
0:48 -

| Cancel || OK |

Figure 9.50. Select network interface
1. Select an interface from the drop-down menu.
2. Click OK.

Anaconda then starts NetworkManager to allow you to configure the interface.

Network Connections

Name Last Used — | Add |
~ Wired
System ethO 2 minutes ago

Close

Figure 9.51. Network Connections
For details of how to use NetworkManager, refer to Section 9.7, “Setting the Hostname”

If you select Add additional software repositories, the Edit repository dialog appears. Provide a
Repository name and the Repository URL for its location.
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Once you have located a mirror, to determine the URL to use, find the directory on the mirror that
contains a directory named repodata.

Once you provide information for an additional repository, the installer reads the package metadata
over the network. Software that is specially marked is then included in the package group selection
system.

'@ WARNING

If you choose Back from the package selection screen, any extra repository data
you may have entered is lost. This allows you to effectively cancel extra repositories.
Currently there is no way to cancel only a single repository once entered.

9.17.2. Customizing the Software Selection

NOTE

Your Red Hat Enterprise Linux system automatically supports the language that you
selected at the start of the installation process. To include support for additional
languages, select the package group for those languages from the Languages category.

Select Customize now to specify the software packages for your final system in more detail. This
option causes the installation process to display an additional customization screen when you select
Next.

Desktop Environments Lg m Administration Tools -

Applications {1 ¥ Base

Development = EJ?Dial-up Networking Support

Servers EéFonts |
9 Hardware Support

Languages ¥ Input Methods <

This group is a collection of graphical administration tools for the system, such as for
managing user accounts and configuring system hardware.

Optional packages selected: 11 of 12

Optional packages

| €aBack ‘ ‘ Ep Next ‘

Figure 9.52. Package Group Details
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Red Hat Enterprise Linux divides the included software into package groups. For ease of use, the
package selection screen displays these groups as categories.

You can select package groups, which group components together according to function (for example,
X Window System and Editors), individual packages, or a combination of the two.

To view the package groups for a category, select the category from the list on the left. The list on the
right displays the package groups for the currently selected category.

To specify a package group for installation, select the check box next to the group. The box at the
bottom of the screen displays the details of the package group that is currently highlighted. None of the
packages from a group will be installed unless the check box for that group is selected.

If you select a package group, Red Hat Enterprise Linux automatically installs the base and mandatory
packages for that group. To change which optional packages within a selected group will be installed,
select the Optional Packages button under the description of the group. Then use the check box next
to an individual package name to change its selection.

In the package selection list on the right, you can use the context menu as a shortcut to select or de-
select base and mandatory packages or all optional packages.

Base System ' v Backup Client

Servers { Base

Web Services { Compatibility libraries
Databases Console internet tools
System Management

Debugging Tools
Virtualization R T YT BTTON \ Py nepyapge M=

gelect
___Desktons v

Select all optional packages

Deselect
Deselect all optional packages

Figure 9.53. Package Selection List Context Menu

After you choose the desired packages, select Next to proceed. The installer checks your selection, and
automatically adds any extra packages required to use the software you selected. When you have
finished selecting packages, click Close to save your optional package selections and return to the main
package selection screen.

The packages that you select are not permanent. After you boot your system, use the Add/Remove
Software tool to either install new software or remove installed packages. To run this tool, from the main
menu, select System — Administration » Add/Remove Software. The Red Hat Enterprise Linux

software management system downloads the latest packages from network servers, rather than using
those on the installation discs.

9.17.2.1. Core Network Services

All Red Hat Enterprise Linux installations include the following network services:
® centralized logging through syslog
® email through SMTP (Simple Mail Transfer Protocol)

® network file sharing through NFS (Network File System)
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® remote access through SSH (Secure SHell)

® resource advertising through mDNS (multicast DNS)
The default installation also provides:

® network file transfer through HTTP (HyperText Transfer Protocol)

® printing through CUPS (Common UNIX Printing System)

® remote desktop access through VNC (Virtual Network Computing)
Some automated processes on your Red Hat Enterprise Linux system use the email service to send
reports and messages to the system administrator. By default, the email, logging, and printing services
do not accept connections from other systems. Red Hat Enterprise Linux installs the NFS sharing, HTTP,
and VNC components without enabling those services.
You may configure your Red Hat Enterprise Linux system after installation to offer email, file sharing,

logging, printing and remote desktop access services. The SSH service is enabled by default. You may
use NFS to access files on other systems without enabling the NFS sharing service.

9.18. X86, AMD64, AND INTEL 64 BOOT LOADER CONFIGURATION

To boot the system without boot media, you usually need to install a boot loader. A boot loader is the
first software program that runs when a computer starts. It is responsible for loading and transferring
control to the operating system kernel software. The kernel, in turn, initializes the rest of the operating
system.

IMPORTANT

If you install Red Hat Enterprise Linux in text mode, the installer configures the
bootloader automatically and you cannot customize bootloader settings during the
installation process.

GRUB (GRand Unified Bootloader), which is installed by default, is a very powerful boot loader. GRUB
can load a variety of free operating systems, as well as proprietary operating systems with chain-loading
(the mechanism for loading unsupported operating systems, such as Windows, by loading another boot
loader). Note that the version of GRUB in Red Hat Enterprise Linux 6 is an old and stable version now

known as "GRUB Legacy" since upstream development moved to GRUB 2[4 Red Hat remains
committed to maintaining the version of GRUB that we ship with Red Hat Enterprise Linux 6, just as we
do with all packages that we ship.

NOTE

The GRUB menu defaults to being hidden, except on dual-boot systems. To show the
GRUB menu during system boot, press and hold the Shift key before the kernel is loaded.
(Any other key works as well but the Shift key is the safest to use.)
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1 Install boot loader on /dev/sda. |Qhange device

[l Use a boot loader password

Boot loader operating system list

Default | Label Device |
@ Red Hat Enterprise Linux 6 /dev/sdaZ2 |

| 4 Back ‘ [ Ep Next l

Figure 9.54. Boot Loader Configuration

If there are no other operating systems on your computer, or you are completely removing any other
operating systems the installation program will install GRUB as your boot loader without any
intervention. In that case you may continue on to Section 9.17, “Package Group Selection”.

You may have a boot loader installed on your system already. An operating system may install its own
preferred boot loader, or you may have installed a third-party boot loader.If your boot loader does not
recognize Linux partitions, you may not be able to boot Red Hat Enterprise Linux. Use GRUB as your
boot loader to boot Linux and most other operating systems. Follow the directions in this chapter to
install GRUB.

'@ WARNING
If you install GRUB, it may overwrite your existing boot loader.

By default, the installation program installs GRUB in the master boot record or MBR, of the device for
the root file system. To decline installation of a new boot loader, unselect Install boot loader on
/dev/sda.
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'@ WARNING
If you choose not to install GRUB for any reason, you will not be able to boot the

system directly, and you must use another boot method (such as a commercial boot
loader application). Use this option only if you are sure you have another way of
booting the system!

If you have other operating systems already installed, Red Hat Enterprise Linux attempts to
automatically detect and configure GRUB to boot them. You may manually configure any additional
operating systems if GRUB does not detect them.

To add, remove, or change the detected operating system settings, use the options provided.

Add
Select Add to include an additional operating system in GRUB.

Select the disk partition which contains the bootable operating system from the drop-down list and
give the entry a label. GRUB displays this label in its boot menu.

Edit

To change an entry in the GRUB boot menu, select the entry and then select Edit.

Delete

To remove an entry from the GRUB boot menu, select the entry and then select Delete.

Select Default beside the preferred boot partition to choose your default bootable OS. You cannot
move forward in the installation unless you choose a default boot image.

NOTE

The Label column lists what you must enter at the boot prompt, in non-graphical boot
loaders, in order to boot the desired operating system.

Once you have loaded the GRUB boot screen, use the arrow keys to choose a boot label
or type e for edit. You are presented with a list of items in the configuration file for the
boot label you have selected.

Boot loader passwords provide a security mechanism in an environment where physical access to your
server is available.

If you are installing a boot loader, you should create a password to protect your system. Without a boot
loader password, users with access to your system can pass options to the kernel which can compromise
your system security. With a boot loader password in place, the password must first be entered before
selecting any non-standard boot options. However, it is still possible for someone with physical access
to the machine to boot from a diskette, CD-ROM, DVD, or USB media if the BIOS supports it. Security
plans which include boot loader passwords should also address alternate boot methods.
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NOTE

You may not require a GRUB password if your system only has trusted operators, or is
physically secured with controlled console access. However, if an untrusted person can
get physical access to your computer's keyboard and monitor, that person can reboot the
system and access GRUB. A password is helpful in this case.

If you choose to use a boot loader password to enhance your system security, be sure to select the
checkbox labeled Use a boot loader password.

Once selected, enter a password and confirm it.

GRUB stores the password in encrypted form, so it cannot be read or recovered. If you forget the boot
password, boot the system normally and then change the password entry in the /boot/grub/grub.conf
file. If you cannot boot, you may be able to use the "rescue” mode on the first Red Hat Enterprise Linux
installation disc to reset the GRUB password.

If you do need to change the GRUB password, use the grub-md5-crypt utility. For information on using
this utility, use the command man grub-md5-crypt in a terminal window to read the manual pages.

IMPORTANT

When selecting a GRUB password, be aware that GRUB recognizes only the QWERTY
keyboard layout, regardless of the keyboard actually attached to the system. If you use a
keyboard with a significantly different layout, it might be more effective to memorize a
pattern of keystrokes rather than the word that the pattern produces.

To configure more advanced boot loader options, such as changing the drive order or passing options to
the kernel, be sure Configure advanced boot loader options is selected before clicking Next.

9.18.1. Advanced Boot Loader Configuration

Now that you have chosen which boot loader to install, you can also determine where you want the boot
loader to be installed. You may install the boot loader in one of two places:

® The Master Boot Record (MBR) — This is the recommended place to install a boot loader on
systems with BIOS firmware, unless the MBR already starts another operating system loader,
such as System Commander. The MBR is a special area on your hard drive that is automatically
loaded by your computer's BIOS, and is the earliest point at which the boot loader can take
control of the boot process. If you install it in the MBR, when your machine boots, GRUB
presents a boot prompt. You can then boot Red Hat Enterprise Linux or any other operating
system that you have configured the boot loader to boot.

® The EFI System Partition — Systems with UEF| firmware require a special partition for installing
the boot loader. This should be a physical (non-LVM) partition of the efi type at least 50 MB in
size; the recommended size is 200 MB. The drive containing this partition must be labeled with a
GUID Partition Table (GPT) instead of a Master Boot Record. If you are installing Red Hat
Enterprise Linux on a drive with a MBR, the drive must be relabeled; all data on the drive will be
lost in the process.

® The first sector of your boot partition — This is recommended if you are already using another

boot loader on your system. In this case, your other boot loader takes control first. You can then
configure that boot loader to start GRUB, which then boots Red Hat Enterprise Linux.
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NOTE

If you install GRUB as a secondary boot loader, you must reconfigure your
primary boot loader whenever you install and boot from a new kernel. The kernel
of an operating system such as Microsoft Windows does not boot in the same
fashion. Most users therefore use GRUB as the primary boot loader on dual-boot
systems.

Boot loader device

Where would you like to install the
boot loader for your system?

@ Master Boot Record (MER) - /dev/sda

' First sector of boot partition - /dev/sdal

[» BIOS Drive Order

| egancel | | <Fok |

Figure 9.55. Boot Loader Installation

NOTE

If you have a RAID card, be aware that some BIOS types do not support booting from the
RAID card. In cases such as these, the boot loader should not be installed on the MBR of
the RAID array. Rather, the boot loader should be installed on the MBR of the same drive
as the /boot/ partition was created.

-

If your system only uses Red Hat Enterprise Linux, you should choose the MBR.

Click the Change Drive Order button if you would like to rearrange the drive order or if your BIOS does
not return the correct drive order. Changing the drive order may be useful if you have multiple SCSI
adapters, or both SCSI and IDE adapters, and you want to boot from the SCSI device.

NOTE

While partitioning your hard drive, keep in mind that the BIOS in some older systems
cannot access more than the first 1024 cylinders on a hard drive. If this is the case, leave
enough room for the /boot Linux partition on the first 1024 cylinders of your hard drive to
boot Linux. The other Linux partitions can be after cylinder 1024.

In parted, 1024 cylinders equals 528MB. For more information, refer to:

I http://www.pcguide.com/ref/hdd/bios/sizeMB504-c.html

9.18.2. Rescue Mode
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Rescue mode provides the ability to boot a small Red Hat Enterprise Linux environment entirely from
boot media or some other boot method instead of the system's hard drive. There may be times when
you are unable to get Red Hat Enterprise Linux running completely enough to access files on your
system's hard drive. Using rescue mode, you can access the files stored on your system's hard drive,
even if you cannot actually run Red Hat Enterprise Linux from that hard drive. If you need to use rescue
mode, try the following method:

® Boot an x86, AMD64, or Intel 64 system from any installation medium, such as CD, DVD, USB,
or PXE, and type linux rescue at the installation boot prompt. Refer to Chapter 36, Basic

System Recovery for a more complete description of rescue mode.

For additional information, refer to the Red Hat Enterprise Linux Deployment Guide .

9.18.3. Alternative Boot Loaders

GRUB is the default bootloader for Red Hat Enterprise Linux, but is not the only choice. A variety of
open-source and proprietary alternatives to GRUB are available to load Red Hat Enterprise Linux,
including LILO, SYSLINUX, and Acronis Disk Director Suite.

IMPORTANT

Red Hat does not provide customer support for third-party boot loaders.

9.19. INSTALLING PACKAGES

At this point there is nothing left for you to do until all the packages have been installed. How quickly this
happens depends on the number of packages you have selected and your computer's speed.

Depending on the available resources, you might see the following progress bar while the installer
resolves dependencies of the packages you selected for installation:

Starting installation process

P— J

Figure 9.56. Starting installation

Red Hat Enterprise Linux reports the installation progress on the screen as it writes the selected
packages to your system.
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Packages completed: 52 of 508

Installing libcap-2.16-5.2.el6.5390x (66 KB)
Library for getting and setting POSIX.1e capabilities

Figure 9.57. Packages completed

For your reference, a complete log of your installation can be found in /root/install.log once you reboot
your system.

After installation completes, select Reboot to restart your computer. Red Hat Enterprise Linux ejects
any loaded discs before the computer reboots.

9.20. INSTALLATION COMPLETE
Congratulations! Your Red Hat Enterprise Linux installation is now complete!

The installation program prompts you to prepare your system for reboot. Remember to remove any
installation media if it is not ejected automatically upon reboot.

After your computer's normal power-up sequence has completed, Red Hat Enterprise Linux loads and
starts. By default, the start process is hidden behind a graphical screen that displays a progress bar.
Eventually, a login: prompt or a GUI login screen (if you installed the X Window System and chose to
start X automatically) appears.

The first time you start your Red Hat Enterprise Linux system in run level 5 (the graphical run level), the
FirstBoot tool appears, which guides you through the Red Hat Enterprise Linux configuration. Using this
tool, you can set your system time and date, install software, register your machine with Red Hat
Network, and more. FirstBoot lets you configure your environment at the beginning, so that you can get
started using your Red Hat Enterprise Linux system quickly.

Chapter 34, Firstboot will guide you through the configuration process.

[2] A root password is the administrative password for your Red Hat Enterprise Linux system. You should only log

in as root when needed for system maintenance. The root account does not operate within the restrictions placed
on normal user accounts, so changes made as root can have implications for your entire system.

[3]The fsck application is used to check the file system for metadata consistency and optionally repair one or
more Linux file systems.

[4]http://www.gnu.org/software/grub/grub-legacy.html
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CHAPTER 10. TROUBLESHOOTING INSTALLATION ON AN
INTEL OR AMD SYSTEM

This section discusses some common installation problems and their solutions.

For debugging purposes, anaconda logs installation actions into files in the /tmp directory. These files
include:

/tmp/anaconda.log

general anaconda messages

/tmp/program.log

all external programs run by anaconda

/tmp/storage.log

extensive storage module information

/tmp/yum.log

yum package installation messages

/tmp/syslog

hardware-related system messages

If the installation fails, the messages from these files are consolidated into /tmp/anaconda-tb-identifier,
where identifier is a random string.

All of the files above reside in the installer's ramdisk and are thus volatile. To make a permanent copy,
copy those files to another system on the network using scp on the installation image (not the other
way round).

10.1. YOU ARE UNABLE TO BOOT RED HAT ENTERPRISE LINUX

10.1.1. Are You Unable to Boot With Your RAID Card?

If you have performed an installation and cannot boot your system properly, you may need to reinstall
and create your partitions differently.

Some BIOS types do not support booting from RAID cards. At the end of an installation, a text-based
screen showing the boot loader prompt (for example, GRUB: ) and a flashing cursor may be all that
appears. If this is the case, you must repartition your system.

Whether you choose automatic or manual partitioning, you must install your /boot partition outside of
the RAID array, such as on a separate hard drive. An internal hard drive is necessary to use for partition

creation with problematic RAID cards.

You must also install your preferred boot loader (GRUB or LILO) on the MBR of a drive that is outside of
the RAID array. This should be the same drive that hosts the /boot/ partition.

Once these changes have been made, you should be able to finish your installation and boot the system
properly.
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10.1.2. Is Your System Displaying Signal 11 Errors?

A signal 11 error, commonly known as a segmentation fault, means that the program accessed a memory
location that was not assigned to it. A signal 11 error may be due to a bug in one of the software
programs that is installed, or faulty hardware.

If you receive a fatal signal 11 error during your installation, it is probably due to a hardware error in
memory on your system's bus. Like other operating systems, Red Hat Enterprise Linux places its own
demands on your system's hardware. Some of this hardware may not be able to meet those demands,
even if they work properly under another OS.

Ensure that you have the latest installation updates and images. Review the online errata to see if newer
versions are available. If the latest images still fail, it may be due to a problem with your hardware.
Commonly, these errors are in your memory or CPU-cache. A possible solution for this error is turning
off the CPU-cache in the BIOS, if your system supports this. You could also try to swap your memory
around in the motherboard slots to check if the problem is either slot or memory related.

Another option is to perform a media check on your installation DVD. Anaconda, the installation
program, has the ability to test the integrity of the installation media. It works with the DVD, hard drive
ISO, and NFS ISO installation methods. Red Hat recommends that you test all installation media before
starting the installation process, and before reporting any installation-related bugs (many of the bugs
reported are actually due to improperly-burned DVDs). To use this test, type the following command at
the boot: or yaboot: prompt:

I linux mediacheck

For more information concerning signal 11 errors, refer to:

I http://www.bitwizard.nl/sig11/

10.1.3. Diagnosing Early Boot Problems

The boot console may be useful in cases where your system fails to boot, but does successfully display
the GRUB boot menu. Messages in the boot console can inform you of the current kernel version,
command line parameters which have been passed to the kernel from the boot menu, enabled hardware
support for the current kernel, physical memory map and other information which may help you find the
cause of your problems.

To enable the boot console, select an entry in the GRUB boot menu, and press e to edit boot options.
On the line starting with the keyword kernel (or linux in some cases), append the following:

® On asystem with BIOS firmware, append earlyprintk=vga,keep. Boot console messages should
then be displayed on the system display.

® On asystem with UEFI firmware, append earlyprintk=efi,keep. Boot console messages should
then be displayed in the EFI frame buffer.

You can also append the quiet option (if not present already) to suppress all other messages and only
display messages from the boot console.

143


http://www.bitwizard.nl/sig11/

Installation Guide

NOTE

The earlyprintk options for BIOS and UEF| should also be enabled in the kernel's
/boot/config-version file - the CONFIG_EARLY_PRINTK= and
CONFIG_EARLY_PRINTK_EFI= options must be set to the y value. They are enabled by
default, but if you disabled them, you may need to mount the /boot partition in rescue
mode and edit the configuration file to re-enable them.

10.2. TROUBLE BEGINNING THE INSTALLATION

10.2.1. Problems with Booting into the Graphical Installation

There are some video cards that have trouble booting into the graphical installation program. If the
installation program does not run using its default settings, it tries to run in a lower resolution mode. If
that still fails, the installation program attempts to run in text mode.

One possible solution is to use only a basic video driver during installation. You can do this either by
selecting Install system with basic video driver on the boot menu, or using the xdriver=vesa boot
option at the boot prompt. Alternatively, you can force the installer to use a specific screen resolution
with the resolution= boot option. This option may be most helpful for laptop users. Another solution to
try is the driver= option to specify the driver that should be loaded for your video card. If this works, you
should report it as a bug, because the installer failed to detect your video card automatically. Refer to
Chapter 28, Boot Options for more information on boot options.

NOTE

To disable frame buffer support and allow the installation program to run in text mode,
try using the nofb boot option. This command may be necessary for accessibility with
some screen reading hardware.

10.3. TROUBLE DURING THE INSTALLATION

10.3.1. The "No devices found to install Red Hat Enterprise Linux" Error Message

If you receive an error message stating No devices found to install Red Hat Enterprise Linux, there is
probably a SCSI controller that is not being recognized by the installation program.

Check your hardware vendor's website to determine if a driver update is available that fixes your
problem. For more general information on driver updates, refer to Chapter 6, Updating Drivers During
Installation on Intel and AMD Systems.

You can also refer to the Red Hat Hardware Compatibility List , available online at:

https://hardware.redhat.com/

10.3.2. Saving Traceback Messages

If anaconda encounters an error during the graphical installation process, it presents you with a crash
reporting dialog box:
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L Exception Occurred X

An unhandled exception has occurred. This is
most likely a bug. Please save a copy of the
detailed exception and file a bug report.

[ |Details

Debug | | Save || Exit

Figure 10.1. The Crash Reporting Dialog Box

Details

shows you the details of the error:
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L Exception Occurred x

An unhandled exception has occurred. This is
most likely a bug. Please save a copy of the
detailed exception and file a bug report.

~ |Details|
firstboot 1.110.10 exception report
Traceback (most recent call last):
File "fusr/shin/firstboot", line 192, in <module=
config.moduleList = loadModules{config.moduleDir, config.mode)
File "fusr/lib/python2.6/site-packages/firstboot/loader.py”, line 140, in loadModu
obj.loadModules(mode=mode)
File "fusr/lib/python2.6/site-packages/firstboot/moduleset.py”, line 111, in loadl
selfmoduleList = loadModules(self.path, mode)
File "fusr/lib/python2.6/site-packages/firstboot/loader.py”, line 101, in loadModu
obj = loaded.moduleClass()
File "fusr/share/rhnjup2date_client/firstboot/rhsm_subscriptions.py”, line 23, in
managergui.MainWindow.__init__(self)
File "fusr/sharefrhsm/gui/managergui.py”, line 255, in _init__ ~

SR I P S T L 1 8

[«] 1 | E|

Debug || Save || Exit |

Figure 10.2. Details of the Crash

Save

saves details of the error locally or remotely:

Exit

exits the installation process.

If you select Save from the main dialog, you can choose from the following options:
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/tmp/abrt-tmp-2012-02-10-05:48:04-680

Select how you would like to report the problem:

Select reporter

[ |Logger - Save the report locally|
[[] Red Hat Customer Support - Report to Red Hat support
[] Report uploader - Upload compressed report to url of choice

Preferences

[ Close l [ Cancel l |5u:u"'.*-;a"cl|

Figure 10.3. Select reporter

Logger

saves details of the error as a log file to the local hard drive at a specified location.

Red Hat Customer Support

submits the crash report to Customer Support for assistance.

Report uploader

uploads a compressed version of the crash report to Bugzilla or a URL of your choice.

Before submitting the report, click Preferences to specify a destination or provide authentication
details. Select the reporting method you need to configure and click Configure Event.
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Event Configuration

Logger
Save the report locally

Red Hat Customer Support
Report to Red Hat support

Report uploader
Upload compressed report to url of choice

Bugazilla
Report to Bugzilla bug tracker

Close Configure Event

Figure 10.4. Configure reporter preferences

Logger
Specify a path and a filename for the log file. Check Append if you are adding to an existing log file.

Log File |jtmp}ahrt.lug| |
Append

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK

Figure 10.5. Specify local path for log file

Red Hat Customer Support
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Enter your Red Hat Network username and password so your report reaches Customer Support and
is linked with your account. The URL is prefilled and Verify SSL is checked by default.

Red Hat Customer Support

RH Portal URL | https://api.access.redhat.com/rs

Username ||

Password

] Show password
Verify SSL

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK

Figure 10.6. Enter Red Hat Network authentication details

Report uploader

Specify a URL for uploading a compressed version of the crash report.

Report uploader

URL | |

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK |

Figure 10.7. Enter URL for uploading crash report
Bugzilla

Enter your Bugzilla username and password to lodge a bug with Red Hat's bug-tracking system using
the crash report. The URL is prefilled and Verify SSL is checked by default.
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Bugzilla UHL|
You can create bugzilla.redhat.com account he

L

User name |

Password |

] Show password
Verify SSL

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK

Figure 10.8. Enter Bugzilla authentication details

Once you have entered your preferences, click OK to return to the report selection dialog. Select how
you would like to report the problem and then click Forward.

/tmp/abrt-tmp-2012-02-12-23:27:39-679

Click *Apply* to start reporting
Reporter(s): report_Logger

Size: 69254 bytes, 16 files
Include Name Value 2
time 1329089259
executable fmnt/runtime/usr/bin/python
description (click here to view/edit)
hostname localhost.localdomain L
architecture %x86_64
hashmarkermname  anaconda
kemel 2.6.32-220.e16.x86_64
version 6.2
reason RuntimeError: Intentionally raised exception to invoke exception handler
analyzer libreport
duphash 15f3cdel6257e32a00d9ed4c957e3052caabb5a70d8fc37b47c38cf44fc45a05
Directory /tmp/abrt-tmp-2012-02-12-23:27:39-679 [~]

| Close ||gancel || Back || Apply |

Figure 10.9. Confirm report data

You can now customize the report by checking and unchecking the issues that will be included. When
finished, click Apply.
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/tmp/abrt-tmp-2012-02-12-23:27:39-679

Reporting

Reporting finished with exit code 0

--- Running report Logger ---
The report was appended to /tmp/abrt.log

] T R

[ Close ] [ Cancel l [Eorward]

Figure 10.10. Report in progress

This screen displays the outcome of the report, including any errors in sending or saving the log. Click
Forward to proceed.

/tmp/abrt-tmp-2012-02-12-23:27:39-679

Reporting done

Reporting has finished. You can close this window now.
If you want to report the problem to a different destination, collect additional information, or provide a better

problemn description and repeat reporting process, press 'Forward'.

[ Close l [ Cancel l [ Back l [EorwardJ

Figure 10.11. Reporting done
Reporting is now complete. Click Forward to return to the report selection dialog. You can now make

another report, or click Close to exit the reporting utility and then EXit to close the installation process.

10.3.3. Trouble with Partition Tables
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If you receive an error after the Disk Partitioning Setup (Section 9.13, “Disk Partitioning Setup”) phase
of the installation saying something similar to

The partition table on device hda was unreadable. To create new partitions it must be
initialized, causing the loss of ALL DATA on this drive.

you may not have a partition table on that drive or the partition table on the drive may not be
recognizable by the partitioning software used in the installation program.

Users who have used programs such as EZ-BIOS have experienced similar problems, causing data to be
lost (assuming the data was not backed up before the installation began) that could not be recovered.

No matter what type of installation you are performing, backups of the existing data on your systems
should always be made.

10.3.4. Using Remaining Space

You have aswap and a / (root) partition created, and you have selected the root partition to use the
remaining space, but it does not fill the hard drive.

If your hard drive is more than 1024 cylinders, you must create a /boot partition if you want the / (root)
partition to use all of the remaining space on your hard drive.

10.3.5. The "drive must have a GPT disk label" Error Message

When installing Red Hat Enterprise Linux on a system with UEF| system and using a disk with an existing
partitioning layout as the boot drive (the drive where the boot loader is installed), you may encounter
the following error message during custom partitioning:

I sda must have a GPT disk label

This happens because the boot drive (in this case, sda) has a Master Boot Record (MBR) label, but UEFI
systems require a GUID Partition Table (GPT) label. Therefore you can not reuse an existing partitioning
layout on a MBR-labeled drive; the disk must be relabeled, which means you will have to create a new
partition layout and lose all existing data.

To work around this problem, go back to the screen where you select your partitioning strategy. Select
an option other than custom partitioning (for example Use All Space). Make sure to check the Review
and modify partitioning layout check box, and click Next.

On the following screen, modify the automatically created layout so it suits your needs. After you finish
and click Next, Anaconda will use your layout and relabel the drive automatically.

You can also solve this issue by using a Kickstart file or by relabeling the disk using a different system
before you begin the installation. See Section 3.5.2, “Disk Drives with MBR on UEF| Systems” for details.

Also see Section A.1.2, “Partitions: Turning One Drive Into Many” for additional information about MBR
and GPT.

10.3.6. Other Partitioning Problems

If you create partitions manually, but cannot move to the next screen, you probably have not created all
the partitions necessary for installation to proceed.

You must have the following partitions as a bare minimum:
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® A/ (root) partition
® A <swap> partition of type swap

Refer to Section 9.15.5, “"Recommended Partitioning Scheme” for more information.

NOTE

When defining a partition's type as swap, do not assign it a mount point. Anaconda
automatically assigns the mount point for you.

e

10.4. PROBLEMS AFTER INSTALLATION

10.4.1. Trouble With the Graphical GRUB Screen on an x86-based System?

If you are experiencing problems with GRUB, you may need to disable the graphical boot screen. To do
this, become the root user and edit the /boot/grub/grub.conf file.

Within the grub.conf file, comment out the line which begins with splashimage by inserting the #
character at the beginning of the line.

Press Enter to exit the editing mode.
Once the boot loader screen has returned, type b to boot the system.
Once you reboot, the grub.conf file is reread and any changes you have made take effect.

You may re-enable the graphical boot screen by uncommenting (or adding) the above line back into the
grub.conf file.

10.4.2. Booting into a Graphical Environment

If you have installed the X Window System but are not seeing a graphical desktop environment once you
log into your system, you can start the X Window System graphical interface using the command startx.

Once you enter this command and press Enter, the graphical desktop environment is displayed.

Note, however, that this is just a one-time fix and does not change the log in process for future log ins.
To set up your system so that you can log in at a graphical login screen, you must edit one file,
/etc/inittab, by changing just one number in the runlevel section. When you are finished, reboot the
computer. The next time you log in, you are presented with a graphical login prompt.

Open a shell prompt. If you are in your user account, become root by typing the su command.

Now, type the following to edit the file with gedit.

I gedit /etc/inittab

The file /etc/inittab opens. Within the first screen, a section of the file which looks like the following
appears:

# Default runlevel. The runlevels used are:
# 0 - halt (Do NOT set initdefault to this)
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# 1 - Single user mode

# 2 - Multiuser, without NFS (The same as 3, if you do not have networking)
# 3 - Full multiuser mode

# 4 -unused

# 5-X11

# 6 -reboot (Do NOT set initdefault to this)

#
id

:3:initdefault:

To change from a console to a graphical login, you should change the number in the line id:3:initdefault:
froma3toa 5.

'@ WARNING

Change only the number of the default runlevel from 3 to 5.

Your changed line should look like the following:
I id:5:initdefault:

When you are satisfied with your change, save and exit the file using the Ctrl+Q keys. A window appears
and asks if you would like to save the changes. Click Save.

The next time you log in after rebooting your system, you are presented with a graphical login prompt.

10.4.3. Problems with the X Window System (GUI)

If you are having trouble getting X (the X Window System) to start, you may not have installed it during
your installation.

If you want X, you can either install the packages from the Red Hat Enterprise Linux installation media or
perform an upgrade.

If you elect to upgrade, select the X Window System packages, and choose GNOME, KDE, or both,
during the upgrade package selection process.

Refer to Section 35.3, “Switching to a Graphical Login” for more detail on installing a desktop
environment.

10.4.4. Problems with the X Server Crashing and Non-Root Users

If you are having trouble with the X server crashing when anyone logs in, you may have a full file system
(or, a lack of available hard drive space).

To verify that this is the problem you are experiencing, run the following command:

I df -h
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The df command should help you diagnose which partition is full. For additional information about df and
an explanation of the options available (such as the -h option used in this example), refer to the df man
page by typing man df at a shell prompt.

A key indicator is 100% full or a percentage above 90% or 95% on a partition. The /home/ and /tmp/
partitions can sometimes fill up quickly with user files. You can make some room on that partition by

removing old files. After you free up some disk space, try running X as the user that was unsuccessful
before.

10.4.5. Problems When You Try to Log In

If you did not create a user account in the firstboot screens, switch to a console by pressing
Ctrl+Alt+F2, log in as root and use the password you assigned to root.

If you cannot remember your root password, boot your system as linux single.

If you are using an x86-based system and GRUB is your installed boot loader, type e for edit when the
GRUB boot screen has loaded. You are presented with a list of items in the configuration file for the
boot label you have selected.

Choose the line that starts with kernel and type e to edit this boot entry.

At the end of the kernel line, add:

I single

Press Enter to exit edit mode.

Once the boot loader screen has returned, type b to boot the system.

Once you have booted into single user mode and have access to the # prompt, you must type passwd
root, which allows you to enter a new password for root. At this point you can type shutdown -r now to
reboot the system with the new root password.

If you cannot remember your user account password, you must become root. To become root, type su -
and enter your root password when prompted. Then, type passwd <usernames. This allows you to

enter a new password for the specified user account.

If the graphical login screen does not appear, check your hardware for compatibility issues. The
Hardware Compatibility List can be found at:

I https://hardware.redhat.com/

10.4.6. Is Your RAM Not Being Recognized?

Sometimes, the kernel does not recognize all of your memory (RAM). You can check this with the cat
/proc/meminfo command.

Verify that the displayed quantity is the same as the known amount of RAM in your system. If they are
not equal, add the following line to the /boot/grub/grub.conf:

I mem=xxM

Replace xx with the amount of RAM you have in megabytes.
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In /boot/grub/grub.conf, the above example would look similar to the following:

# NOTICE: You have a /boot partition. This means that

# all kernel paths are relative to /boot/

default=0

timeout=30

splashimage=(hd0,0)/grub/splash.xpm.gz

titte Red Hat Enterprise Linux Client (2.6.32.130.€l6.i686)

root (hd0,1)

kernel /vmlinuz-(2.6.32.130.el6.i686 ro root=UUID=04a07c13-e6bf-6d5a-b207-002689545705
mem=1024M

initrd /initrd-(2.6.32.130.el6.i686.img

Once you reboot, the changes made to grub.conf are reflected on your system.

Once you have loaded the GRUB boot screen, type e for edit. You are presented with a list of items in
the configuration file for the boot label you have selected.

Choose the line that starts with kernel and type e to edit this boot entry.

At the end of the kernel line, add

I mem=xxM

where xx equals the amount of RAM in your system.
Press Enter to exit edit mode.

Once the boot loader screen has returned, type b to boot the system.

Remember to replace xx with the amount of RAM in your system. Press Enter to boot.

10.4.7. Your Printer Does Not Work

If you are not sure how to set up your printer or are having trouble getting it to work properly, try using
the Printer Configuration Tool.

Type the system-config-printer command at a shell prompt to launch the Printer Configuration Tool.
If you are not root, it prompts you for the root password to continue.

10.4.8. Apache HTTP Server or Sendmail Stops Responding During Startup

If Apache HTTP Server (httpd) or Sendmail stops responding during startup, make sure the following
line is in the /etc/hosts file:

I 127.0.0.1 localhost.localdomain localhost
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PART II. IBM POWER SYSTEMS — INSTALLATION AND
BOOTING

This part of the Red Hat Enterprise Linux Installation Guide includes information about installation and
basic post-installation troubleshooting for IBM Power Systems servers. IBM Power Systems servers
include IBM PowerLinux servers and POWER7 and POWERG6 Power Systems servers running Linux.

For advanced installation options, refer to Part IV, “Advanced Installation Options”.

IMPORTANT

Previous releases of Red Hat Enterprise Linux supported 32-bit and 64-bit

Power Systems servers (ppc and ppc64 respectively). Red Hat Enterprise Linux 6
supports only 64-bit Power Systems servers (ppc64).
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CHAPTER 1. PLANNING FOR INSTALLATION ON
POWER SYSTEMS SERVERS

11.1. UPGRADE OR INSTALL?

While automated in-place upgrades are now supported, the support is currently limited to AMD64 and
Intel 64 systems. If you have an existing installation of Red Hat Enterprise Linux on an IBM

Power Systems server, you must perform a clean install to migrate to Red Hat Enterprise Linux 7. A
clean install is performed by backing up all data from the system, formatting disk partitions, performing
an installation of Red Hat Enterprise Linux 7 from installation media, and then restoring any user data.

11.2. HARDWARE REQUIREMENTS

For installation of Red Hat Enterprise Linux on IBM Power Systems servers, Red Hat supports hard
drives connected by a standard internal interface, such as SCSI, SATA, or SAS.

Fibre Channel Host Bus Adapters and multipath devices are supported. Vendor-provided drivers may
be required for certain hardware.

Virtualized installation on Power Systems servers is also supported when using Virtual SCSI (vSCSI)
adapters in virtual client LPARs.

Note that Red Hat does not support installation to USB drives or SD memory cards.

11.3. INSTALLATION TOOLS

IBM Installation Toolkitis an optional tool that speeds up the installation of Linux and is especially
helpful for those unfamiliar with Linux. Use the IBM Installation Toolkitfor the following actions: [5]

® |nstall and configure Linux on a non-virtualized Power Systems server.

e |nstall and configure Linux on servers with previously-configured logical partitions (LPARs, also
known as virtualized servers).

® |nstall IBM service and productivity tools on a new or previously installed Linux system. The IBM
service and productivity tools include dynamic logical partition (DLPAR) utilities.

® Upgrade system firmware level on Power Systems servers.
e Perform diagnostics or maintenance operations on previously installed systems.

® Migrate a LAMP server (software stack) and application data from a System x to a System p
system. A LAMP server is a bundle of open source software. LAMP is an acronym for Linux,
Apache HTTP Server, MySQL relational database, and PHP (Perl or Python) scripting
language.

Documentation for the IBM Installation Toolkitfor PowerLinux is available in the Linux Information
Center at http://pic.dhe.ibm.com/infocenter/Inxinfo/v3rOmO/index.jsp?
topic=%2Fliaan%2F powerpack.htm

PowerLinux service and productivity tools is an optional set of tools that include hardware service

diagnostic aids, productivity tools, and installation aids for Linux operating systems on IBM servers
based on POWER7, POWERG6, POWERS5, and POWER4 technology.
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Documentation for the service and productivity tools is available in the Linux Information Center at
http://pic.dhe.ibm.com/infocenter/Inxinfo/v3rOmO/index.jsp?topic=%2Fliaau%2F liaauraskickoff.ntm

11.4. PREPARATION FOR IBM POWER SYSTEMS SERVERS

IMPORTANT

Ensure that the real-base boot parameter is set to ¢00000, otherwise you might see
errors such as:

I DEFAULT CATCH!, exception-handler=fff00300

IBM Power Systems servers offer many options for partitioning, virtual or native devices, and consoles.

If you are using a non-partitioned system, you do not need any pre-installation setup. For systems using
the HVSI serial console, hook up your console to the T2 serial port.

If using a partitioned system the steps to create the partition and start the installation are largely the
same. You should create the partition at the HMC and assign some CPU and memory resources, as well
as SCSI and Ethernet resources, which can be either virtual or native. The HMC create partition wizard
steps you through the creation.

For more information on creating the partition, refer to the Partitioning for Linux with an HMC PDF in
the IBM Systems Hardware Information Center at:
http://pic.dhe.ibm.com/infocenter/powersys/v3rim5/topic/iphbi_p5/iphbibook.pdf

If you are using virtual SCSI resources, rather than native SCSI, you must configure a 'link’ to the virtual
SCSl serving partition, and then configure the virtual SCSI serving partition itself. You create a 'link’
between the virtual SCSI client and server slots using the HMC. You can configure a virtual SCSI server
on either Virtual I/O Server (VIOS) or IBM i, depending on which model and options you have.

If you are installing using Intel iISCSI Remote Boot, all attached iSCSI storage devices must be disabled.
Otherwise, the installation will succeed but the installed system will not boot.

For more information on using virtual devices, see the IBM Redbooks publication Virtualizing an
Infrastructure with System p and Linux at: http://publib-b.boulder.ibm.com/abstracts/sg247499.html

Once you have your system configured, you need to Activate from the HMC or power it on. Depending
on what type of install you are doing, you may need to configure SMS to correctly boot the system into
the installation program.

11.5. RAID AND OTHER DISK DEVICES

159


http://pic.dhe.ibm.com/infocenter/lnxinfo/v3r0m0/index.jsp?topic=%2Fliaau%2Fliaauraskickoff.htm
http://pic.dhe.ibm.com/infocenter/powersys/v3r1m5/topic/iphbi_p5/iphbibook.pdf
http://publib-b.boulder.ibm.com/abstracts/sg247499.html

Installation Guide

IMPORTANT

Red Hat Enterprise Linux 6 uses mdraid instead of dmraid for installation onto Intel

BIOS RAID sets. These sets are detected automatically, and devices with Intel ISW
metadata are recognized as mdraid instead of dmraid. Note that the device node names
of any such devices under mdraid are different from their device node names under
dmraid. Therefore, special precautions are necessary when you migrate systems with Intel
BIOS RAID sets.

Local modifications to /etc/fstab, /etc/crypttab or other configuration files which refer to
devices by their device node names will not work in Red Hat Enterprise Linux 6. Before
migrating these files, you must therefore edit them to replace device node paths with
device UUIDs instead. You can find the UUIDs of devices with the blkid command.

11.5.1. Hardware RAID

RAID, or Redundant Array of Independent Disks, allows a group, or array, of drives to act as a single
device. Configure any RAID functions provided by the mainboard of your computer, or attached
controller cards, before you begin the installation process. Each active RAID array appears as one drive
within Red Hat Enterprise Linux.

On systems with more than one hard drive you may configure Red Hat Enterprise Linux to operate
several of the drives as a Linux RAID array without requiring any additional hardware.

11.5.2. Software RAID

You can use the Red Hat Enterprise Linux installation program to create Linux software RAID arrays,
where RAID functions are controlled by the operating system rather than dedicated hardware. These
functions are explained in detail in Section 16.17, “ Creating a Custom Layout or Modifying the Default
Layout”.

11.5.3. FireWire and USB Disks

Some FireWire and USB hard disks may not be recognized by the Red Hat Enterprise Linux installation
system. If configuration of these disks at installation time is not vital, disconnect them to avoid any
confusion.

NOTE
€ A »
' You can connect and configure external FireWire and USB hard disks after installation.
1 Most such devices are automatically recognized and available for use once connected.

11.6. DO YOU HAVE ENOUGH DISK SPACE?

Nearly every modern-day operating system (OS) uses disk partitions, and Red Hat Enterprise Linux is no
exception. When you install Red Hat Enterprise Linux, you may have to work with disk partitions. If you
have not worked with disk partitions before (or need a quick review of the basic concepts), refer to

Appendix A, An Introduction to Disk Partitions before proceeding.

The disk space used by Red Hat Enterprise Linux must be separate from the disk space used by other
OSes you may have installed on your system.

Before you start the installation process, you must
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® have enough unpartitioned[G] disk space for the installation of Red Hat Enterprise Linux, or

® have one or more partitions that may be deleted, thereby freeing up enough disk space to install
Red Hat Enterprise Linux.

To gain a better sense of how much space you really need, refer to the recommended partitioning sizes
discussed in Section 16.17.5, "Recommended Partitioning Scheme”.

11.7. CHOOSE ABOOT METHOD

Installing from a DVD requires that you have purchased a Red Hat Enterprise Linux product, you have a
Red Hat Enterprise Linux 6.9 DVD, and you have a DVD drive on a system that supports booting from it.
Refer to Chapter 2, Making Media for instructions to make an installation DVD.

Other than booting from an installation DVD, you can also boot the Red Hat Enterprise Linux installation
program from minimal boot media in the form of a bootable CD. After you boot the system with boot
CD, you complete the installation from a different installation source, such as a local hard drive or a
location on a network. Refer to Section 2.2, “Making Minimal Boot Media” for instructions on making
boot CDs.

[5] Parts of this section were previously published at IBM's Linux information for IBM systems resource at
http://pic.dhe.ibm.com/infocenter/Inxinfo/v3rOmO/index.jsp?topic=%2F liaay%2Ftools_overview.htm

[6]Unpartitioned disk space means that available disk space on the hard drives you are installing to has not been
divided into sections for data. When you partition a disk, each partition behaves like a separate disk drive.
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12.1. PREPARING FOR A NETWORK INSTALLATION

IMPORTANT

The eHEA module fails to initialize if 16 GB huge pages are assigned to a system or
partition and the kernel command line does not contain the huge page parameters.
Therefore, when you perform a network installation through an IBM eHEA ethernet
adapter, you cannot assign huge pages to the system or partition during the installation.
Large pages should work.

NOTE

Make sure no installation DVD (or any other type of DVD or CD) is in your system's CD or
DVD drive if you are performing a network-based installation. Having a DVD or CD in the
drive might cause unexpected errors.

Ensure that you have boot media available on CD, DVD, or a USB storage device such as a flash drive.

The Red Hat Enterprise Linux installation medium must be available for either a network installation (via
NFS, FTP, HTTP, or HTTPS) or installation via local storage. Use the following steps if you are
performing an NFS, FTP, HTTP, or HTTPS installation.

The NFS, FTP, HTTP, or HTTPS server to be used for installation over the network must be a separate,
network-accessible server. It must provide the complete contents of the installation DVD-ROM.
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NOTE

anaconda has the ability to test the integrity of the installation media. It works with the
DVD, hard drive ISO, and NFS ISO installation methods. Red Hat recommends that you
test all installation media before starting the installation process, and before reporting
any installation-related bugs (many of the bugs reported are actually due to improperly-
burned DVDs). To use this test, type the following command at the yaboot: prompt:

I linux mediacheck

NOTE

The public directory used to access the installation files over FTP, NFS, HTTP, or HTTPS
is mapped to local storage on the network server. For example, the local directory
/var/www/inst/rhel6.9 on the network server can be accessed as
http://network.server.com/inst/rhel6.9.

In the following examples, the directory on the installation staging server that will contain
the installation files will be specified as /location/of/disk/space. The directory that will be
made publicly available via FTP, NFS, HTTP, or HTTPS will be specified as
/publicly_available_directory. For example, /location/of/disk/space may be a directory
you create called /var/isos. /publicly_available_directory might be
/var/www/html/rhel6.9, for an HTTP install.
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In the following, you will require an /SO image. An ISO image is a file containing an exact copy of the
content of a DVD. To create an ISO image from a DVD use the following command:

I dd if=/dev/dvd of=/path_to_image/name_of image.iso

where dvd is your DVD drive device, name_of_image is the name you give to the resulting ISO image file,
and path_to_image is the path to the location on your system where the resulting ISO image will be
stored.

To copy the files from the installation DVD to a Linux instance, which acts as an installation staging
server, continue with either Section 12.1.1, “Preparing for FTP, HTTP, and HTTPS Installation” or
Section 12.1.2, “Preparing for an NFS Installation”.

12.1.1. Preparing for FTP, HTTP, and HTTPS Installation

'@ WARNING
If your Apache web server or tftp FTP server configuration enables SSL security,

make sure to only enable the TLSv1 protocol, and disable SSLv2 and SSLv3. This
is due to the POODLE SSL vulnerability (CVE-2014-3566). See
https://access.redhat.com/solutions/1232413 for details about securing Apache,
and https://access.redhat.com/solutions/1234773 for information about securing
tftp.

Extract the files from the ISO image of the installation DVD and place them in a directory that is shared
over FTP, HTTP, or HTTPS.

Next, make sure that the directory is shared via FTP, HTTP, or HTTPS, and verify client access. Test to
see whether the directory is accessible from the server itself, and then from another machine on the
same subnet to which you will be installing.

12.1.2. Preparing for an NFS Installation

For NFS installation it is not necessary to extract all the files from the ISO image. It is sufficient to make
the ISO image itself, the install.img file, and optionally the product.img file available on the network
server via NFS.

1. Transfer the ISO image to the NFS exported directory. On a Linux system, run:
I mv /path_to_image/name_of image.iso /publicly _available directory/

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and publicly_available_directory is a directory that is available over NFS or that you
intend to make available over NFS.

2. Use a SHA256 checksum program to verify that the ISO image that you copied is intact. Many

SHA256 checksum programs are available for various operating systems. On a Linux system,
run:
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I $ sha256sum name_of image.iso

where name_of_image is the name of the ISO image file. The SHA256 checksum program
displays a string of 64 characters called a hash. Compare this hash to the hash displayed for this
particular image on the Downloads page in the Red Hat Customer Portal (refer to Chapter ],
Obtaining Red Hat Enterprise Linux ). The two hashes should be identical.

. Copy the images/ directory from inside the ISO image to the same directory in which you stored

the ISO image file itself. Enter the following commands:

mount -t is09660 /path_to_image/name_of_image.iso /mount_point-o loop,ro
cp -pr /mount_pointimages /publicly _available_directory/
umount /mount_point

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and mount_point is a mount point on which to mount the image while you copy files
from the image. For example:

mount -t is09660 /var/isos/RHEL6.iso /mnt/tmp -o loop,ro
cp -pr /mnt/tmp/images /var/isos/
umount /mnt/tmp

The ISO image file and an images/ directory are now present, side-by-side, in the same
directory.

. Verify that the images/ directory contains at least the install.img file, without which installation

cannot proceed. Optionally, the images/ directory should contain the product.img file, without
which only the packages for a Minimal installation will be available during the package group
selection stage (refer to Section 16.19, “Package Group Selection™).

IMPORTANT

install.img and product.img must be the only files in the images/ directory.

. Ensure that an entry for the publicly available directory exists in the /etc/exports file on the

network server so that the directory is available via NFS.

To export a directory read-only to a specific system, use:
I /publicly_available_directory client.ip.address (ro)
To export a directory read-only to all systems, use:

I /publicly _available _directory * (ro)

. On the network server, start the NFS daemon (on a Red Hat Enterprise Linux system, use

/sbin/service nfs start). If NFS is already running, reload the configuration file (on a Red Hat
Enterprise Linux system use /shin/service nfs reload).

. Be sure to test the NFS share following the directions in the Red Hat Enterprise Linux

Deployment Guide. Refer to your NFS documentation for details on starting and stopping the
NFS server.
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NOTE

anaconda has the ability to test the integrity of the installation media. It works with the
DVD, hard drive ISO, and NFS ISO installation methods. We recommend that you test all
installation media before starting the installation process, and before reporting any
installation-related bugs (many of the bugs reported are actually due to improperly-
burned DVDs). To use this test, type the following command at the boot: prompt:

I linux mediacheck

12.2. PREPARING FOR A HARD DRIVE INSTALLATION

NOTE

Hard drive installations only work from ext2, ext3, ext4, or FAT file systems. You cannot
use a hard drives formatted for any other file system as an installation source for Red Hat
Enterprise Linux.

To check the file system of a hard drive partition on a Windows operating system, use the
Disk Management tool. To check the file system of a hard drive partition on a Linux
operating system, use the fdisk tool.

IMPORTANT

You cannot use ISO files on partitions controlled by LVM (Logical Volume Management).

Use this option to install Red Hat Enterprise Linux on systems without a DVD drive or network
connection.

Hard drive installations use the following files:

® an /SO image of the installation DVD. An ISO image is a file that contains an exact copy of the
content of a DVD.

e aninstall.img file extracted from the ISO image.
e optionally, a product.img file extracted from the ISO image.

With these files present on a hard drive, you can choose Hard drive as the installation source when you
boot the installation program (refer to Section 15.3, “Installation Method").

Ensure that you have boot media available on CD, DVD, or a USB storage device such as a flash drive.
To prepare a hard drive as an installation source, follow these steps:
1. Obtain an ISO image of the Red Hat Enterprise Linux installation DVD (refer to Chapter 1,

Obtaining Red Hat Enterprise Linux ). Alternatively, if you have the DVD on physical media, you
can create an image of it with the following command on a Linux system:

I dd if=/dev/dvd of=/path_to_image/name_of image.iso
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where dvd is your DVD drive device, name_of_image is the name you give to the resulting ISO
image file, and path_to_image is the path to the location on your system where the resulting ISO
image will be stored.

. Transfer the ISO image to the hard drive.

The ISO image must be located on a hard drive that is either internal to the computer on which
you will install Red Hat Enterprise Linux, or on a hard drive that is attached to that computer by
USB.

. Use a SHA256 checksum program to verify that the ISO image that you copied is intact. Many

SHA256 checksum programs are available for various operating systems. On a Linux system,
run:

I $ sha256sum name_of image.iso

where name_of_image is the name of the ISO image file. The SHA256 checksum program
displays a string of 64 characters called a hash. Compare this hash to the hash displayed for this
particular image on the Downloads page in the Red Hat Customer Portal (refer to Chapter ],
Obtaining Red Hat Enterprise Linux ). The two hashes should be identical.

. Copy the images/ directory from inside the ISO image to the same directory in which you stored

the ISO image file itself. Enter the following commands:

mount -t is09660 /path_to_image/name_of_image.iso /mount_point-o loop,ro
cp -pr /mount_pointimages /publicly _available_directory/
umount /mount_point

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and mount_point is a mount point on which to mount the image while you copy files
from the image. For example:

mount -t is09660 /var/isos/RHEL6.iso /mnt/tmp -o loop,ro
cp -pr /mnt/tmp/images /var/isos/
umount /mnt/tmp

The ISO image file and an images/ directory are now present, side-by-side, in the same
directory.

. Verify that the images/ directory contains at least the install.img file, without which installation

cannot proceed. Optionally, the images/ directory should contain the product.img file, without
which only the packages for a Minimal installation will be available during the package group
selection stage (refer to Section 9.17, "“Package Group Selection™).

IMPORTANT

install.img and product.img must be the only files in the images/ directory.



CHAPTER 12. PREPARING FOR INSTALLATION

NOTE

anaconda has the ability to test the integrity of the installation media. It works with the
DVD, hard drive ISO, and NFS ISO installation methods. We recommend that you test all
installation media before starting the installation process, and before reporting any
installation-related bugs (many of the bugs reported are actually due to improperly-
burned DVDs). To use this test, type the following command at the boot: prompt:

I linux mediacheck
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CHAPTER 13. UPDATING DRIVERS DURING INSTALLATION
ON IBM POWER SYSTEMS SERVERS

In most cases, Red Hat Enterprise Linux already includes drivers for the devices that make up your
system. However, if your system contains hardware that has been released very recently, drivers for this
hardware might not yet be included. Sometimes, a driver update that provides support for a new device
might be available from Red Hat or your hardware vendor on a driver disc that contains rom packages.
Typically, the driver disc is available for download as an ISO image file.

Often, you do not need the new hardware during the installation process. For example, if you use a DVD
to install to a local hard drive, the installation will succeed even if drivers for your network card are not
available. In situations like this, complete the installation and add support for the piece of hardware
afterward — refer to Section 35.1.1, “Driver Update rpm Packages” for details of adding this support.

In other situations, you might want to add drivers for a device during the installation process to support a
particular configuration. For example, you might want to install drivers for a network device or a storage
adapter card to give the installer access to the storage devices that your system uses. You can use a
driver disc to add this support during installation in one of two ways:

1. place the ISO image file of the driver disc in a location accessible to the installer:

1. on alocal hard drive
2. a USB flash drive

2. create a driver disc by extracting the image file onto:

1. aCD
2. abvD

Refer to the instructions for making installation discs in Section 2.1, “Making an Installation DVD”
for more information on burning ISO image files to CD or DVD.

If Red Hat, your hardware vendor, or a trusted third party told you that you will require a driver update
during the installation process, choose a method to supply the update from the methods described in
this chapter and test it before beginning the installation. Conversely, do not perform a driver update
during installation unless you are certain that your system requires it. Although installing an unnecessary
driver update will not cause harm, the presence of a driver on a system for which it was not intended can
complicate support.

13.1. LIMITATIONS OF DRIVER UPDATES DURING INSTALLATION

Unfortunately, some situations persist in which you cannot use a driver update to provide drivers during
installation:

Devices already in use

You cannot use a driver update to replace drivers that the installation program has already loaded.
Instead, you must complete the installation with the drivers that the installation program loaded and
update to the new drivers after installation, or, if you need the new drivers for the installation process,
consider performing an initial RAM disk driver update — refer to Section 13.2.3, “Preparing an Initial
RAM Disk Update”.

Devices with an equivalent device available

Because all devices of the same type are initialized together, you cannot update drivers for a device
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if the installation program has loaded drivers for a similar device. For example, consider a system that
has two different network adapters, one of which has a driver update available. The installation
program will initialize both adapters at the same time, and therefore, you will not be able to use this
driver update. Again, complete the installation with the drivers loaded by the installation program
and update to the new drivers after installation, or use an initial RAM disk driver update.

13.2. PREPARING FOR A DRIVER UPDATE DURING INSTALLATION

If a driver update is necessary and available for your hardware, Red Hat or a trusted third party such as
the hardware vendor will typically provide it in the form of an image file in ISO format. Some methods of
performing a driver update require you to make the image file available to the installation program, while
others require you to use the image file to make a driver update disk:

Methods that use the image file itself

® |ocal hard drive

e USB flash drive

Methods that use a driver update disk produced from an image file
e CD

e DVD

Choose a method to provide the driver update, and refer to Section 13.2.1, “Preparing to Use a Driver
Update Image File", Section 13.2.2, “Preparing a Driver Disc”, or Section 13.2.3, “Preparing an Initial RAM
Disk Update”. Note that you can use a USB storage device either to provide an image file, or as a driver
update disk.

13.2.1. Preparing to Use a Driver Update Image File

13.2.1.1. Preparing to use an image file on local storage

To make the ISO image file available on local storage, such as a hard drive or USB flash drive, you must
first determine whether you want to install the updates automatically or select them manually.

For manual installations, copy the file onto the storage device. You can rename the file if you find it

helpful to do so, but you must not change the filename extension, which must remain .iso. In the
following example, the file is named dd.iso:
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r b |

E3
File Edit View Places Help

@

dd.iso

Eadisk v 1 item, Free space: 962.9 MB

Figure 13.1. Content of a USB flash drive holding a driver update image file

Note that if you use this method, the storage device will contain only a single file. This differs from driver
discs on formats such as CD and DVD, which contain many files. The ISO image file contains all of the
files that would normally be on a driver disc.

Refer to Section 13.3.2, “Let the Installer Prompt You for a Driver Update” and Section 13.3.3, “Use a
Boot Option to Specify a Driver Update Disk” to learn how to select the driver update manually during
installation.

For automatic installations, you will need to extract the ISO to the root directory of the storage device
rather than simply copy it. Copying the ISO is only effective for manual installations. You must also
change the file system label of the device to OEMDRYV.

The installation program will then automatically examine it for driver updates and load any that it

detects. This behavior is controlled by the dlabel=on boot option, which is enabled by default. Refer to
Section 6.3.1, “Let the Installer Find a Driver Update Disk Automatically” .

13.2.2. Preparing a Driver Disc

You can create a driver update disc on CD or DVD.

13.2.2.1. Creating a driver update disc on CD or DVD
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IMPORTANT

CD/DVD Creator is part of the GNOME desktop. If you use a different Linux desktop, or
a different operating system altogether, you will need to use another piece of software to
create the CD or DVD. The steps will be generally similar.

Make sure that the software that you choose can create CDs or DVDs from image files.
While this is true of most CD and DVD burning software, exceptions exist. Look for a
button or menu entry labeled burn from image or similar. If your software lacks this
feature, or you do not select it, the resulting disc will hold only the image file itself,
instead of the contents of the image file.

1. Use the desktop file manager to locate the ISO image file of the driver disc, supplied to you by
Red Hat or your hardware vendor.

= disk BEIE)

File Edit Wiew Places Help

"dd iso" selected (842.0 KB)

Figure 13.2. A typical .iso file displayed in a file manager window

2. Right-click on this file and choose Write to disc. You will see a window similar to the following:
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e Write to Disc »

Information

Write disc to: | HL-DT-STCD-RW/DVD DRIVE GCC-4246N + |

Disc name: |r i |

Data size: 242 0 KiB

Write Options

LI

Write speed: | Maximum possible

| &4 Help | | xgancelH Write |

Figure 13.3. CD/DVD Creator's Write to Disc dialog

3. Click the Write button. If a blank disc is not already in the drive, CD/DVD Creator will prompt
you to insert one.

After you burn a driver update disc CD or DVD, verify that the disc was created successfully by inserting
it into your system and browsing to it using the file manager. You should see a single file named rhdd3
and a directory named rpms:

il mnt = @] (i
File Edit View Places Help
rpms rhdd3

B mnt v | 2 items, Free space: 2.3 GB

Figure 13.4. Contents of a typical driver update disc on CD or DVD

If you see only a single file ending in .iso, then you have not created the disc correctly and should try
again. Ensure that you choose an option similar to burn from image if you use a Linux desktop other
than GNOME or if you use a different operating system.
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Refer to Section 13.3.2, “Let the Installer Prompt You for a Driver Update” and Section 13.3.3, “Use a
Boot Option to Specify a Driver Update Disk"” to learn how to use the driver update disc during
installation.

13.2.3. Preparing an Initial RAM Disk Update

IMPORTANT

This is an advanced procedure that you should consider only if you cannot perform a
driver update with any other method.

The Red Hat Enterprise Linux installation program can load updates for itself early in the installation
process from a RAM disk — an area of your computer's memory that temporarily behaves as if it were a
disk. You can use this same capability to load driver updates. To perform a driver update during
installation, your computer must be able to boot from a yaboot installation server, and you must have
one available on your network. Refer to Chapter 30, Setting Up an Installation Server for instructions on
using a yaboot installation server.

To make the driver update available on your installation server:

1. Place the driver update image file on your installation server. Usually, you would do this by
downloading it to the server from a location on the Internet specified by Red Hat or your
hardware vendor. Names of driver update image files end in .iso.

2. Copy the driver update image file into the /tmp/initrd_update directory.

3. Rename the driver update image file to dd.img.

4. At the command line, change into the /tmp/initrd_update directory, type the following
command, and press Enter:

I find . | cpio --quiet -0 -H newc | gzip -9 >/tmp/initrd_update.img

5. Copy the file /tmp/initrd_update.img into the directory the holds the target that you want to
use for installation. This directory is placed under the /var/lib/tftpboot/yaboot/ directory. For
example, /var/lib/tftpboot/yaboot/rhel6/ might hold the yaboot installation target for Red Hat
Enterprise Linux 6.

6. Edit the /var/lib/tftpboot/yaboot/yaboot.conf file to include an entry that includes the initial
RAM disk update that you just created, in the following format:

image=target/vmlinuz
label=target-dd
initrd=target/initrd.img, farget/dd.img

Where target is the target that you want to use for installation.

Refer to Section 13.3.4, “Select an Installation Server Target That Includes a Driver Update” to learn how
to use an initial RAM disk update during installation.

Example 13.1. Preparing an initial RAM disk update from a driver update image file
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In this example, driver_update.iso is a driver update image file that you downloaded from the
Internet to a directory on your installation server. The target on your installation server that you want
to boot from is located in /var/lib/tftpboot/yaboot/rhel6/

At the command line, change to the directory that holds the file and enter the following commands:

$ cp driver_update.iso /tmp/initrd_update/dd.img

$ cd /tmp/initrd_update

$ find . | cpio --quiet -c -0 -H newc | gzip -9 >/tmp/initrd_update.img
$ cp /tmp/initrd_update.img /tftpboot/yaboot/rhel6/dd.img

Edit the /var/lib/tftpboot/yaboot/yaboot.conf file and include the following entry:

image=rhel6/vmlinuz
label=rhel6-dd
initrd=rhel6/initrd.img,rhel6/dd.img

13.3. PERFORMING A DRIVER UPDATE DURING INSTALLATION

You can perform a driver update during installation in the following ways:
® |et the installer automatically find a driver update disk.
® |et the installer prompt you for a driver update.

® use a boot option to specify a driver update disk.

13.3.1. Let the Installer Find a Driver Update Disk Automatically

Attach a block device with the filesystem label OEMDRYV before starting the installation process. The
installer will automatically examine the device and load any driver updates that it detects and will not
prompt you during the process. Refer to Section 13.2.1.1, “Preparing to use an image file on local storage”
to prepare a storage device for the installer to find.

13.3.2. Let the Installer Prompt You for a Driver Update

1. Begin the installation normally for whatever method you have chosen. If the installer cannot load
drivers for a piece of hardware that is essential for the installation process (for example, if it
cannot detect any network or storage controllers), it prompts you to insert a driver update disk:
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Figure 13.5. The no driver found dialog

2. Select Use a driver disk and refer to Section 13.4, “Specifying the Location of a Driver Update
Image File or a Driver Update Disk”.

13.3.3. Use a Boot Option to Specify a Driver Update Disk

IMPORTANT

This method only works to introduce completely new drivers, not to update existing
drivers.

1. Type linux dd at the boot prompt at the start of the installation process and press Enter. The
installer prompts you to confirm that you have a driver disk:

Figure 13.6. The driver disk prompt

2. Insert the driver update disk that you created on CD, DVD, or USB flash drive and select Yes.
The installer examines the storage devices that it can detect. If there is only one possible
location that could hold a driver disk (for example, the installer detects the presence of a DVD
drive, but no other storage devices) it will automatically load any driver updates that it finds at
this location.

If the installer finds more than one location that could hold a driver update, it prompts you to
specify the location of the update. See Section 13.4, “Specifying the Location of a Driver
Update Image File or a Driver Update Disk”.
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13.3.4. Select an Installation Server Target That Includes a Driver Update

1. Configure the computer to boot from the network interface by selecting Select Boot Options
in the SMS menu, then Select Boot/Install Device. Finally, select your network device from the
list of available devices.

2. Inthe yabootinstallation server environment, choose the boot target that you prepared on your
installation server. For example, if you labeled this environment rhel6-dd in the
/var/lib/tftpboot/yaboot/yaboot.conf file on your installation server, type rhel6-dd at the
prompt and press Enter.

Refer to Section 13.2.3, “Preparing an Initial RAM Disk Update” and Chapter 30, Setting Up an
Installation Server for instructions on using a yaboot installation server to perform an update during
installation. Note that this is an advanced procedure — do not attempt it unless other methods of
performing a driver update fail.

13.4. SPECIFYING THE LOCATION OF A DRIVER UPDATE IMAGE FILE
OR A DRIVER UPDATE DISK

If the installer detects more than one possible device that could hold a driver update, it prompts you to
select the correct device. If you are not sure which option represents the device on which the driver
update is stored, try the various options in order until you find the correct one.

Figure 13.7. Selecting a driver disk source

If the device that you choose contains no suitable update media, the installer will prompt you to make
another choice.

If you made a driver update disk on CD, DVD, or USB flash drive, the installer now loads the driver
update. However, if the device that you selected is a type of device that could contain more than one
partition (whether the device currently has more than one partition or not), the installer might prompt
you to select the partition that holds the driver update.

176



CHAPTER 13. UPDATING DRIVERS DURING INSTALLATION ON IBM POWER SYSTEMS SERVER!

Figure 13.8. Selecting a driver disk partition

The installer prompts you to specify which file contains the driver update:

Figure 13.9. Selecting an ISO image

Expect to see these screens if you stored the driver update on an internal hard drive or on a USB storage
device. You should not see them if the driver update is on a CD or DVD.

Regardless of whether you are providing a driver update in the form of an image file or with a driver
update disk, the installer now copies the appropriate update files into a temporary storage area (located
in system RAM and not on disk). The installer might ask whether you would like to use additional driver
updates. If you select Yes, you can load additional updates in turn. When you have no further driver
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updates to load, select No. If you stored the driver update on removable media, you can now safely eject
or disconnect the disk or device. The installer no longer requires the driver update, and you can re-use
the media for other purposes.
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CHAPTER 14. BOOTING THE INSTALLER

IMPORTANT

Graphical installation is recommended. Because Power Systems servers primarily use
text consoles, anaconda will not automatically start a graphical installation. However, the
graphical installer offers more features and customization and is recommended if your
system has a graphical display.

To start a graphical installation, pass the vne boot option (refer to Section 28.2.1,
“Enabling Remote Access with VNC").

IMPORTANT
On some machines yaboot may not boot, returning the error message:
I Cannot load initrd.img: Claim failed for initrd memory at 02000000 rc=ffffffff

To work around this issue, change real-base to ¢00000. You can obtain the value of real-
base from the OpenFirmware prompt with the printenv command and set the value with
the setenv command.

To boot an IBM Power Systems server from a DVD, you must specify the install boot device in the
System Management Services (SMS) menu.

To enter the System Management Services GUI, press the 1 key during the boot process when you
hear the chime sound. This brings up a graphical interface similar to the one described in this section.

On a text console, press 1 when the self test is displaying the banner along with the tested components:

1 = SHS Menu b = Default Boot List
a3 = Open Firmware Prompt B = Stored Boot Lizt
MEMOKLY keyboard network zcsi zpeaker

Figure 14.1. SMS console

Once in the SMS menu, select the option for Select Boot Options. In that menu, specify Select Install
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or Boot a Device. There, select CD/DVD, and then the bus type (in most cases SCSI). If you are
uncertain, you can select to view all devices. This scans all available buses for boot devices, including
network adapters and hard drives.

Finally, select the device containing the installation DVD. Yaboot is loaded from this device and you are
presented with a boot: prompt. To begin a graphical installation, pass the vnc boot option now.
Otherwise. press Enter or wait for the timeout to expire for the installation to begin.

Use yaboot with vmlinuz and ramdisk to boot your system over a network. You cannot use the
ppc64.img to boot over a network; the file is too large for TFTP.

14.1. THE BOOT MENU

The installer displays the boot: prompt. For example:

IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM IBM
/

Elapsed time since release of system processors: 276 mins 49 secs

System has 128 Mbytes in RMA
Config file read, 227 bytes

Welcome to the 64-bit Red Hat Enterprise Linux 6.0 installer!
Hit <TAB> for boot options.

Welcome to yaboot version 1.3.14 (Red Hat 1.3.14-35.€l6)
Enter "help" to get some basic usage information
boot:

To proceed with installation, type linux and press Enter.
You can also specify boot options at this prompt; refer to Chapter 28, Boot Options for more
information. For example, to use the installer to rescue a previously installed system, type linux rescue

and press Enter.

The following example shows the vne boot option being passed to begin a graphical installation:

boot:

* linux

boot: linux vnc

Please wait, loading kernel...

14.2. INSTALLING FROM ADIFFERENT SOURCE
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You can install Red Hat Enterprise Linux from the ISO images stored on hard disk, or from a network
using NFS, FTP, HTTP, or HTTPS methods. Experienced users frequently use one of these methods
because it is often faster to read data from a hard disk or network server than from a DVD.

The following table summarizes the different boot methods and recommended installation methods to
use with each:

Table 14.1. Boot methods and installation sources

Boot method Installation source

Installation DVD DVD, network, or hard disk
Installation USB flash drive Installation DVD, network, or hard disk
Minimal boot CD or USB, rescue CD Network or hard disk

Refer to Section 3.7, "Selecting an Installation Method” for information about installing from locations
other than the media with which you booted the system.

14.3. BOOTING FROM THE NETWORK USING A YABOOT
INSTALLATION SERVER

To boot with a yaboot installation server, you need a properly configured server, and a network interface
in your computer that can support an installation server. For information on how to configure an
installation server, refer to Chapter 30, Setting Up an Installation Server.

Configure the computer to boot from the network interface by selecting Select Boot Options in the
SMS menu, then Select Boot/Install Device. Finally, select your network device from the list of available
devices.

Once you properly configure booting from an installation server, the computer can boot the Red Hat
Enterprise Linux installation system without any other media.

To boot a computer from a yaboot installation server:

1. Ensure that the network cable is attached. The link indicator light on the network socket should
be lit, even if the computer is not switched on.

2. Switch on the computer.
3. A menu screen appears. Press the number key that corresponds to the desired option.

If your PC does not boot from the network installation server, ensure that the SMS is configured to boot
first from the correct network interface. Refer to your hardware documentation for more information.
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CHAPTER 15. CONFIGURING LANGUAGE AND INSTALLATION
SOURCE

Before the graphical installation program starts, you need to configure the language and installation
source.

15.1. THE TEXT MODE INSTALLATION PROGRAM USER INTERFACE

IMPORTANT

We recommend that you install Red Hat Enterprise Linux using the graphical interface. If
you are installing Red Hat Enterprise Linux on a system that lacks a graphical display,
consider performing the installation over a VNC connection - see Chapter 31, Installing
Through VNC. If anaconda detects that you are installing in text mode on a system where
installation over a VNC connection might be possible, anaconda asks you to verify your
decision to install in text mode even though your options during installation are limited.

If your system has a graphical display, but graphical installation fails, try booting with the
xdriver=vesa option - refer to Chapter 28, Boot Options

Both the loader and later anaconda use a screen-based interface that includes most of the on-screen
widgets commonly found on graphical user interfaces. Figure 15.1, “Installation Program Widgets as seen
in URL Setup”, and Figure 15.2, “Installation Program Widgets as seen in Choose a Language”,
illustrate widgets that appear on screens during the installation process.

Figure 15.1. Installation Program Widgets as seen inURL Setup
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Figure 15.2. Installation Program Widgets as seen inChoose a Language

The widgets include:

Window — Windows (usually referred to as dialogs in this manual) appear on your screen
throughout the installation process. At times, one window may overlay another; in these cases,
you can only interact with the window on top. When you are finished in that window, it
disappears, allowing you to continue working in the window underneath.

Checkbox — Checkboxes allow you to select or deselect a feature. The box displays either an
asterisk (selected) or a space (unselected). When the cursor is within a checkbox, press Space
to select or deselect a feature.

Text Input — Text input lines are regions where you can enter information required by the
installation program. When the cursor rests on a text input line, you may enter and/or edit
information on that line.

Text Widget — Text widgets are regions of the screen for the display of text. At times, text
widgets may also contain other widgets, such as checkboxes. If a text widget contains more
information than can be displayed in the space reserved for it, a scroll bar appears; if you
position the cursor within the text widget, you can then use the Up and Down arrow keys to
scroll through all the information available. Your current position is shown on the scroll bar by a
# character, which moves up and down the scroll bar as you scroll.

Scroll Bar — Scroll bars appear on the side or bottom of a window to control which part of a list
or document is currently in the window's frame. The scroll bar makes it easy to move to any part
of a file.

Button Widget — Button widgets are the primary method of interacting with the installation
program. You progress through the windows of the installation program by navigating these

buttons, using the Tab and Enter keys. Buttons can be selected when they are highlighted.

Cursor — Although not a widget, the cursor is used to select (and interact with) a particular
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widget. As the cursor is moved from widget to widget, it may cause the widget to change color,
or the cursor itself may only appear positioned in or next to the widget. In Figure 15.1,
“Installation Program Widgets as seen in URL Setup”, the cursor is positioned on the Enable
HTTP proxy checkbox. Figure 8.2, “Installation Program Widgets as seen in Choose a
Language”, shows the cursor on the OK button.

15.1.1. Using the Keyboard to Navigate

Navigation through the installation dialogs is performed through a simple set of keystrokes. To move
the cursor, use the Left, Right, Up, and Down arrow keys. Use Tab, and Shift-Tab to cycle forward or
backward through each widget on the screen. Along the bottom, most screens display a summary of
available cursor positioning keys.

To "press” a button, position the cursor over the button (using Tab, for example) and press Space or
Enter. To select an item from a list of items, move the cursor to the item you wish to select and press
Enter. To select an item with a checkbox, move the cursor to the checkbox and press Space to select an
item. To deselect, press Space a second time.

Pressing F12 accepts the current values and proceeds to the next dialog; it is equivalent to pressing the
OK button.

! WARNING

Unless a dialog box is waiting for your input, do not press any keys during the
installation process (doing so may result in unpredictable behavior).

15.2. LANGUAGE SELECTION

Use the arrow keys on your keyboard to select a language to use during the installation process (refer to
Figure 15.3, “Language Selection”). With your selected language highlighted, press the Tab key to move
to the OK button and press the Enter key to confirm your choice.

The language you select here will become the default language for the operating system once it is
installed. Selecting the appropriate language also helps target your time zone configuration later in the
installation. The installation program tries to define the appropriate time zone based on what you
specify on this screen.

To add support for additional languages, customize the installation at the package selection stage. For
more information, refer to Section 16.19.2, “ Customizing the Software Selection ”.
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Figure 15.3. Language Selection

Once you select the appropriate language, click Next to continue.

15.3. INSTALLATION METHOD

Use the arrow keys on your keyboard to select an installation method (refer to Figure 15.4, “Installation
Method"). With your selected method highlighted, press the Tab key to move to the OK button and
press the Enter key to confirm your choice.

Figure 15.4. Installation Method
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15.3.1. Beginning Installation

15.3.1.1. Installing from a DVD

To install Red Hat Enterprise Linux from a DVD, place the DVD your DVD drive and boot your system
from the DVD. Even if you booted from alternative media, you can still install Red Hat Enterprise Linux
from DVD media.

The installation program then probes your system and attempts to identify your DVD drive. It starts by
looking for an IDE (also known as an ATAPI) DVD drive.

If your DVD drive is not detected, and it is a SCSI DVD, the installation program prompts you to choose a
SCSl driver. Choose the driver that most closely resembles your adapter. You may specify options for
the driver if necessary; however, most drivers detect your SCS| adapter automatically.

If the DVD drive is found and the driver loaded, the installer will present you with the option to perform a
media check on the DVD. This will take some time, and you may opt to skip over this step. However, if
you later encounter problems with the installer, you should reboot and perform the media check before
calling for support. From the media check dialog, continue to the next stage of the installation process
(refer to Section 16.5, “Welcome to Red Hat Enterprise Linux” ).

15.3.2. Installing from a Hard Drive

The Select Partition screen applies only if you are installing from a disk partition (that is, you selected
Hard Drivein the Installation Method dialog). This dialog allows you to name the disk partition and
directory from which you are installing Red Hat Enterprise Linux. If you used the repo=hd boot option,
you already specified a partition.

Figure 15.5. Selecting Partition Dialog for Hard Drive Installation

Select the partition containing the ISO files from the list of available partitions. Internal IDE, SATA, SCSI,
and USB drive device names begin with /dev/sd. Each individual drive has its own letter, for example
/dev/sda. Each partition on a drive is numbered, for example /dev/sda1l.

Also specify the Directory holding images. Enter the full directory path from the drive that contains
the ISO image files. The following table shows some examples of how to enter this information:
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Table 15.1. Location of ISO images for different partition types

Partition type Volume Original path to files Directory to use
VFAT D:\ D:\Downloads\RHEL6.9  /Downloads/RHEL6.9
ext2, ext3, ext4 /home /home/userl/RHEL6.9 /userl/RHEL6.9

If the ISO images are in the root (top-level) directory of a partition, enter a /. If the ISO images are
located in a subdirectory of a mounted partition, enter the name of the directory holding the ISO images
within that partition. For example, if the partition on which the ISO images is normally mounted as
/home/, and the images are in /home/new/, you would enter /new/.

IMPORTANT

An entry without a leading slash may cause the installation to fail.

Select OK to continue. Proceed with Chapter 16, Installing Using Anaconda.

15.3.3. Performing a Network Installation

When you start an installation with the askmethod or repo= options, you can install Red Hat Enterprise
Linux from a network server using FTP, HTTP, HTTPS, or NFS protocols. Anaconda uses the same
network connection to consult additional software repositories later in the installation process.

If your system has more than one network device, anaconda presents you with a list of all available
devices and prompts you to select one to use during installation. If your system only has a single network
device, anaconda automatically selects it and does not present this dialog.

Figure 15.6. Networking Device

If you are not sure which device in the list corresponds to which physical socket on the system, select a
device in the list then press the Identify button. The Identify NIC dialog appears.
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Figure 15.7. Identify NIC

The sockets of most network devices feature an activity light (also called a link light) — an LED that
flashes to indicate that data is flowing through the socket. Anaconda can flash the activity light of the
network device that you selected in the Networking Device dialog for up to 30 seconds. Enter the
number of seconds that you require, then press OK. When anaconda finishes flashing the light, it returns
you to the Networking Device dialog.

When you select a network device, anaconda prompts you to choose how to configure TCP/IP:

IPv4 options

Dynamic IP configuration (DHCP)

Anaconda uses DHCP running on the network to supply the network configuration automatically.

Manual configuration

Anaconda prompts you to enter the network configuration manually, including the IP address for this
system, the netmask, the gateway address, and the DNS address.

IPv6 options

Automatic

Anaconda uses router advertisement (RA) and DHCP for automatic configuration, based on the
network environment. (Equivalent to the Automatic option in NetworkManager)

Automatic, DHCP only

Anaconda does not use RA, but requests information from DHCPV6 directly to create a stateful
configuration. (Equivalent to the Automatic, DHCP only option in NetworkManager)

Manual configuration

Anaconda prompts you to enter the network configuration manually, including the IP address for this
system, the netmask, the gateway address, and the DNS address.

Anaconda supports the IPv4 and IPv6 protocols. However, if you configure an interface to use both
IPv4 and IPv6, the IPv4 connection must succeed or the interface will not work, even if the IPv6
connection succeeds.
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| Configure TCP-IP |

[*] Enable IPv4 support

Dynamic IP configuration (DHCF)

Manual configuration

IPvE support
Automatic

Automatic, DHCPF only
Manual configuration

Figure 15.8. Configure TCP/IP

By default, anaconda uses DHCP to provide network settings automatically for IPv4 and automatic
configuration to provide network settings for IPv6. If you choose to configure TCP/IP manually,
anaconda prompts you to provide the details in the Manual TCP/IP Configuration dialog:

| Manual TCP-/IP Configuration |

Enter the IPv4 and-sor the IPvb address and prefix (address ~
prefix). For IPv4, the dotted-quad netmask or the CIDR-style
prefix are acceptable. The gateway and name server fields must
be wvalid IPv4 or IPuvb addresses.

IPv4 address:
IPvE address:
Gateway:

Name 3Server:

Figure 15.9. Manual TCP/IP Configuration

The dialog provides fields for IPv4 and IPv6 addresses and prefixes, depending on the protocols that
you chose to configure manually, together with fields for the network gateway and name server. Enter
the details for your network, then press OK.

When the installation process completes, it will transfer these settings to your system.

® |[f you areinstalling via NFS, proceed to Section 15.3.4, “Installing via NFS”.
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® |fyou are installing via Web or FTP, proceed to Section 15.3.5, “Installing via FTP, HTTP, or
HTTPS”.

15.3.4. Installing via NFS

The NFS dialog applies only if you selected NFS Image in the Installation Method dialog. If you used the
repo=nfs boot option, you already specified a server and path.

Figure 15.10. NFS Setup Dialog

1. Enter the domain name or IP address of your NFS server in the NFS server name field. For
example, if you are installing from a host named eastcoast in the domain example.com, enter
eastcoast.example.com.

2. Enter the name of the exported directory in the Red Hat Enterprise Linux 6.9 directory field:

o If the NFS server is exporting a mirror of the Red Hat Enterprise Linux installation tree,
enter the directory which contains the root of the installation tree. If everything was
specified properly, a message appears indicating that the installation program for Red Hat
Enterprise Linux is running.

o If the NFS server is exporting the ISO image of the Red Hat Enterprise Linux DVD, enter the
directory which contains the ISO image.

If you followed the setup described in Section 12.1.2, “Preparing for an NFS Installation”, the
exported directory is the one that you specified as publicly _available_directory.

3. Specify any NFS mount options that you require in the NFS mount options field. Refer to the
man pages for mount and nfs for a comprehensive list of options. If you do not require any

mount options, leave the field empty.

4. Proceed with Chapter 16, Installing Using Anaconda.
15.3.5. Installing via FTP, HTTP, or HTTPS

IMPORTANT

When you provide a URL to an installation source, you must explicitly specify http:// or
https:// or ftp:// as the protocol.

The URL dialog applies only if you are installing from a FTP, HTTP, or HTTPS server (if you selected URL
in the Installation Method dialog). This dialog prompts you for information about the FTP, HTTP, or
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HTTPS server from which you are installing Red Hat Enterprise Linux. If you used the repo=ftp or
repo=http boot options, you already specified a server and path.

Enter the name or IP address of the FTP, HTTP, or HTTPS site from which you are installing, and the
name of the directory that contains the /images directory for your architecture. For example:

/mirrors/redhat/rhel-6.9/Server/ppc64/

To install via a secure HTTPS connection, specify https:// as the protocol.

Specify the address of a proxy server, and if necessary, provide a port number, username, and password.
If everything was specified properly, a message box appears indicating that files are being retrieved

from the server.

If your FTP, HTTP, or HTTPS server requires user authentication, specify user and password as part of
the URL as follows:

{ftp|http|https}://<user>:<password>@<hostname>[:<port>]/<directory>/

For example:

http://install:rhel6.9pw@name.example.com/mirrors/redhat/rhel-6.9/Server/ppc64/

Figure 15.11. URL Setup Dialog

Proceed with Chapter 16, Installing Using Anaconda.

15.4. VERIFYING MEDIA

The DVD offers an option to verify the integrity of the media. Recording errors sometimes occur while
producing DVD media. An error in the data for package chosen in the installation program can cause the
installation to abort. To minimize the chances of data errors affecting the installation, verify the media
before installing.

If the verification succeeds, the installation process proceeds normally. If the process fails, create a new
DVD using the ISO image you downloaded earlier.
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CHAPTER 16. INSTALLING USING ANACONDA

This chapter describes an installation using the graphical user interface of anaconda.

16.1. THE TEXT MODE INSTALLATION PROGRAM USER INTERFACE

While text mode installations are not explicitly documented, those using the text mode installation
program can easily follow the GUI installation instructions. However, because text mode presents you
with a simpler, more streamlined installation process, certain options that are available in graphical mode
are not also available in text mode. These differences are noted in the description of the installation
process in this guide, and include:

e configuring advanced storage methods such as LVM, RAID, FCoE, zFCP, and iSCSI.
® customizing the partition layout

® customizing the bootloader layout

® selecting packages during installation

e configuring the installed system with firstboot

16.2. THE GRAPHICAL INSTALLATION PROGRAM USER INTERFACE

If you have used a graphical user interface (GUI) before, you are already familiar with this process; use
your mouse to navigate the screens, click buttons, or enter text fields.

You can also navigate through the installation using the keyboard. The Tab key allows you to move
around the screen, the Up and Down arrow keys to scroll through lists, + and - keys expand and collapse
lists, while Space and Enter selects or removes from selection a highlighted item. You can also use the
Alt+ X key command combination as a way of clicking on buttons or making other screen selections,
where Xis replaced with any underlined letter appearing within that screen.

If you would like to use a graphical installation with a system that does not have that capability, such as a
partitioned system, you can use VNC or display forwarding. Both the VNC and display forwarding
options require an active network during the installation and the use of boot time arguments. For more
information on available boot time options, refer to Chapter 28, Boot Options
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NOTE

If you do not wish to use the GUl installation program, the text mode installation program
is also available. To start the text mode installation program, use the following command
at the yaboot: prompt:

I linux text

Refer to Section 14.1, "The Boot Menu"” for a description of the Red Hat Enterprise Linux
boot menu and to Section 15.1, “The Text Mode Installation Program User Interface” for a
brief overview of text mode installation instructions.

It is highly recommended that installs be performed using the GUI installation program.
The GUI installation program offers the full functionality of the Red Hat Enterprise Linux
installation program, including LVM configuration which is not available during a text
mode installation.

Users who must use the text mode installation program can follow the GUI installation
instructions and obtain all needed information.

16.3. ANOTE ABOUT LINUX VIRTUAL CONSOLES

This information only applies to users of non-partitioned System p systems using a video card as their
console. Users of partitioned System p systems should skip to Section 16.4, “Using the HMC vterm”.

The Red Hat Enterprise Linux installation program offers more than the dialog boxes of the installation
process. Several kinds of diagnostic messages are available to you, as well as a way to enter commands
from a shell prompt. The installation program displays these messages on five virtual consoles, among
which you can switch using a single keystroke combination.

A virtual console is a shell prompt in a non-graphical environment, accessed from the physical machine,
not remotely. Multiple virtual consoles can be accessed simultaneously.

These virtual consoles can be helpful if you encounter a problem while installing Red Hat Enterprise
Linux. Messages displayed on the installation or system consoles can help pinpoint a problem. Refer to
Table 16.1, “Console, Keystrokes, and Contents” for a listing of the virtual consoles, keystrokes used to
switch to them, and their contents.

Generally, there is no reason to leave the default console (virtual console #6) for graphical installations
unless you are attempting to diagnose installation problems.

Table 16.1. Console, Keystrokes, and Contents

console keystrokes contents

1 ctri+alt+f1 installation dialog

2 ctri+alt+f2 shell prompt

3 ctrl+alt+f3 install log (messages from

installation program)

4 ctrl+alt+f4 system-related messages
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console keystrokes contents
5 ctrl+alt+f5 other messages
6 ctrl+alt+f6 x graphical display

16.4. USING THE HMC VTERM

The HMC vterm is the console for any partitioned IBM System p. This is opened by right clicking on the
partition on the HMC, and then selecting Open Terminal Window. Only a single vterm can be
connected to the console at one time and there is no console access for partitioned system besides the
vterm. This often is referred to as a 'virtual console’, but is different from the virtual consoles in

Section 16.3, “A Note About Linux Virtual Consoles” .

16.5. WELCOME TO RED HAT ENTERPRISE LINUX

The Welcome screen does not prompt you for any input.

RED HAT

ENTERPRISE LINUX' 6

Copyright @ 2003-2010 Red Hat, Inc. and others. All rights reserved.

Figure 16.1. The Welcome screen

Click on the Next button to continue.

16.6. LANGUAGE SELECTION

Using your mouse, select the language (for example, U.S. English) you would prefer to use for the
installation and as the system default (refer to the figure below).

Once you have made your selection, click Next to continue.
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What language would you like to use during the
installation process?

PO e Ty
Assamese (Fiar)

Bengali (ar¢=T)

Bengali(India) (a1s=1 (wras))
Bulgarian (Ebnrapcku)

Catalan (Catala)
Chinese(Simplified) (32 (R4 )
Chinese(Traditional) (32 (ES&8) )
Croatian (Hrvatski)

Czech (Cestina)

Danish (Dansk)

Dutch (Nederlands)

Estonian (eesti keel)
Finnish (suomi)
French (Francais)
German (Deutsch)
Greek (EAAMuLKG)
Gujarati (apr2idl)
Hebrew (n1ay)

Hindi (=)

Hungarian (Magyar)
Icelandic {lcelandic)
lloko (lloka)

Indonesian (Indonesial

al

| qmBack | [ mppext |

Figure 16.2. Language Configuration

16.7. KEYBOARD CONFIGURATION
Using your mouse, select the correct layout type (for example, U.S. English) for the keyboard you would
prefer to use for the installation and as the system default (refer to Figure 16.3, “Keyboard

Configuration™).

Once you have made your selection, click Next to continue.

Select the appropriate keyboard for the system.

H|

Slovenian

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)

Tamil (Typewriter)
Turkish

s |
U.S. International

Ukrainian

United Kingdom

[l

K==l

Figure 16.3. Keyboard Configuration
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NOTE

To change your keyboard layout type after you have completed the installation, use the
Keyboard Configuration Tool.

Type the system-config-keyboard command in a shell prompt to launch the Keyboard
Configuration Tool. If you are not root, it prompts you for the root password to continue.

16.8. STORAGE DEVICES

You can install Red Hat Enterprise Linux on a large variety of storage devices. This screen allows you to
select either basic or specialized storage devices.

What type of devices will your installation involve?

Basic Storage Devices

@ Installs or upgrades to typical types of storage devices. If you're not sure which option is right for
you, this is probably it

_ Specialized Storage Devices
) Installs or upgrades to devices such as Storage Area Networks (SANs) or mainframe attached disks
({DASD), usually in an enterprise envirenment

‘ 4 Back ‘ [ Ep Next l

Figure 16.4. Storage devices

Basic Storage Devices

Select Basic Storage Devicesto install Red Hat Enterprise Linux on the following storage devices:

® hard drives or solid-state drives connected directly to the local system.

Specialized Storage Devices

Select Specialized Storage Devicesto install Red Hat Enterprise Linux on the following storage
devices:

® Storage area networks (SANs)

® Direct access storage devices (DASDs)
® Firmware RAID devices

® Multipath devices

Use the Specialized Storage Devicesoption to configure Internet Small Computer System Interface
(iSCSI) and FCoE (Fiber Channel over Ethernet) connections.
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If you select Basic Storage Devices anaconda automatically detects the local storage attached to the
system and does not require further input from you. Proceed to Section 16.9, "Setting the Hostname”.

NOTE

Monitoring of LVM and software RAID devices by the mdeventd daemon is not
performed during installation.

16.8.1. The Storage Devices Selection Screen

The storage devices selection screen displays all storage devices to which anaconda has access.

Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices | Firmware RAID | Multipath Devices | Other SAN Devices | Search

O Model Capacity

H

| ok Add Advanced Target

0 device(s) (0 MB) selected out of 1 device(s) (20480 MB) total.
-/ Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

| 4@Back ‘ [ B Next l

Figure 16.5. Select storage devices — Basic devices
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Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices Frmware RAID | Multipath Devices | Other SAN Devices ' Search

Filter By: [| ‘ v | Show Only Devices Using:
O WWID Capacity | Vendor Interconnect Paths i
[J 60:05:07:63:05:ff:c7:3d:00:00:00:00:00:00:21:00 8152 MB IBM 5CS5I sda

sdc

| ok Add Advanced Target

0 device(s) (0 MB) selected out of 4 device(s) (21078 MB) total.

=) Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

| 4aBack ‘ ‘ Ep Next ‘

Figure 16.6. Select storage devices — Multipath Devices

Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices Frmware RAID | Multipath Devices | Other SAN Devices | Search

Filter By: [| | v | Show Only Devices Using: [ | ~ |
O Ildentifier Capacity Vendor Interconnect i
[] ccw-0.0.a002-zfcp-0x50050763050b073d:0x4020400300000000 8192 MB IBM S5CSl
[] ccw-0.0.a001-zfcp-0x50050763050b073d:0x4020400200000000 8192 MB IBM 5CSI
[] ccw-0.0.a000-zfcp-0x50050763050b073d:0x4020400100000000 8192 MB IBM 5CSI

] I I E|

| ok Add Advanced Target ‘

0 device(s) (0 MB) selected out of 11 device(s) (43352 MB) total.

=) Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

| 4@ Back ‘ ‘ Ep Next ‘

Figure 16.7. Select storage devices — Other SAN Devices
Devices are grouped under the following tabs:

Basic Devices

Basic storage devices directly connected to the local system, such as hard disk drives and solid-state
drives.

Firmware RAID

Storage devices attached to a firmware RAID controller.
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Multipath Devices

Storage devices accessible through more than one path, such as through multiple SCSI controllers or
Fiber Channel ports on the same system.

IMPORTANT

The installer only detects multipath storage devices with serial numbers that are 16 or
32 characters in length.

Other SAN Devices

Any other devices available on a storage area network (SAN).

If you do need to configure iISCSI or FCoE storage, click Add Advanced Target and refer to
Section 16.8.1.1, “ Advanced Storage Options ”.

The storage devices selection screen also contains a Search tab that allows you to filter storage devices
either by their World Wide Identifier (NWID) or by the port, target, or logical unit number (LUN) at which
they are accessed.

Basic Devices | Firmware RAID | Multipath Devices | Other SAN Devices | Search

Search By: ~ | Port: Target: LUN:
| || porti [ Jrergeti [ Juw[ |

search Rest port / Target / LUN

O | Mode et wwID

ndor WWID Port Target LUN

= |

Figure 16.8. The Storage Devices Search Tab

The tab contains a drop-down menu to select searching by port, target, WWID, or LUN (with
corresponding text boxes for these values). Searching by WWID or LUN requires additional values in the
corresponding text box.

Each tab presents a list of devices detected by anaconda, with information about the device to help you
to identify it. A small drop-down menu marked with an icon is located to the right of the column
headings. This menu allows you to select the types of data presented on each device. For example, the
menu on the Multipath Devices tab allows you to specify any of WWID, Capacity, Vendor,
Interconnect, and Paths to include among the details presented for each device. Reducing or
expanding the amount of information presented might help you to identify particular devices.

- WWID Vendor Interconnect i}
WWID

[]Capacity
[v]Vendor
Interconnect
[‘]1Serial Number

Figure 16.9. Selecting Columns

Each device is presented on a separate row, with a checkbox to its left. Click the checkbox to make a
device available during the installation process, or click the radio button at the left of the column
headings to select or deselect all the devices listed in a particular screen. Later in the installation
process, you can choose to install Red Hat Enterprise Linux onto any of the devices selected here, and
can choose to automatically mount any of the other devices selected here as part of the installed
system.
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Note that the devices that you select here are not automatically erased by the installation process.
Selecting a device on this screen does not, in itself, place data stored on the device at risk. Note also
that any devices that you do not select here to form part of the installed system can be added to the
system after installation by modifying the /etc/fstab file.

IMPORTANT

Any storage devices that you do not select on this screen are hidden from anaconda
entirely. To chain load the Red Hat Enterprise Linux boot loader from a different boot
loader, select all the devices presented in this screen.

when you have selected the storage devices to make available during installation, click Next and proceed
to Section 16.13, “Initializing the Hard Disk”

16.8.1.1. Advanced Storage Options

From this screen you can configure an iSCS/ (SCSI over TCP/IP) target or FCoE (Fibre channel over
ethernet) SAN (storage area network). Refer to Appendix B, iSCS/ Disks for an introduction to iSCSI.

Advanced Storage Options

How would you like to modify your drive configuration?
) Add iSCSI target

] Bind targets to network interfaces
@ Add FCoE SAN

Active network interfaces:

Configure Netwnrk|

| Cancel | | =& Add drive |

Figure 16.10. Advanced Storage Options

Select Add iSCSI target or Add FCoE SAN and click Add drive. If adding an iSCSI target, optionally
check the box labeled Bind targets to network interfaces.

16.8.1.1.1. Select and configure a network interface

The Advanced Storage Options screen lists the active network interfaces anaconda has found on your
system. If none are found, anaconda must activate an interface through which to connect to the storage
devices.

200



CHAPTER 16. INSTALLING USING ANACONDA

Click Configure Network on the Advanced Storage Options screen to configure and activate one
using NetworkManager to use during installation. Alternatively, anaconda will prompt you with the

Select network interface dialog after you click Add drive.

Select network interface

This requires that you have an active network connection during the
installation process. Please configure a network interface.

eth0 - Advanced Micro Devices [AMD] 79c870 [PCnet32 LANCE] - 08:C .
0:48 -

| Cancel || OK |

Figure 16.11. Select network interface

1. Select aninterface from the drop-down menu.

2. Click OK.

Anaconda then starts NetworkManager to allow you to configure the interface.

Network Connections

Name Last Used — | Add |

~ Wired
System ethO 2 minutes ago

Close

Figure 16.12. Network Connections

For details of how to use NetworkManager, refer to Section 16.9, “Setting the Hostname”

16.8.1.1.2. Configure iSCSI parameters
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To add an iSCSI target, select Add iSCSI target and click Add drive.

To use iSCSI storage devices for the installation, anaconda must be able to discover them as iSCSI
targets and be able to create an iSCSI session to access them. Each of these steps might require a
username and password for CHAP (Challenge Handshake Authentication Protocol) authentication.
Additionally, you can configure an iSCSI target to authenticate the iISCSl initiator on the system to which
the target is attached (reverse CHAP), both for discovery and for the session. Used together, CHAP and
reverse CHAP are called mutual CHAP or two-way CHAP. Mutual CHAP provides the greatest level of
security for iISCSI connections, particularly if the username and password are different for CHAP
authentication and reverse CHAP authentication.

Repeat the iSCSI discovery and iSCSI login steps as many times as necessary to add all required iSCSI
storage. However, you cannot change the name of the iSCSl initiator after you attempt discovery for
the first time. To change the iSCSI initiator name, you must restart the installation.

Procedure 16.1. iSCSI discovery

Use the iISCSI Discovery Details dialog to provide anaconda with the information that it needs to
discover the iISCSI target.

iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address: | 192.168.0.108

ISCSI Initiator Hame:|iqn.1994-D5.c0m.dnmain:Dl.bleSd

What kind of iSCSI discovery authentication do you wish to perform:

No credentials (discovery authentication disabled) -

Cancel | | Start Discovery |

Figure 16.13. The iSCSI Discovery Details dialog
1. Enter the IP address of the iSCSI target in the Target IP Address field.

2. Provide a name in the iSCSI Initiator Name field for the iSCSl initiator in iSCS/ qualified name
(IQN) format.

A valid IQN contains:
o the stringiqn. (note the period)
o adate code that specifies the year and month in which your organization's Internet domain
or subdomain name was registered, represented as four digits for the year, a dash, and two

digits for the month, followed by a period. For example, represent September 2010 as 2010-
09.
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o your organization's Internet domain or subdomain name, presented in reverse order with the
top-level domain first. For example, represent the subdomain storage.example.com as
com.example.storage

o acolon followed by a string that uniquely identifies this particular iSCSI initiator within your
domain or subdomain. For example, :diskarrays-sn-a8675309.

A complete IQN therefore resembles: iqn.2010-09.storage.example.com:diskarrays-sn-
a8675309, and anaconda pre-populates the iISCSI Initiator Name field with a name in this
format to help you with the structure.

For more information on IQNs, refer to 3.2.6. iISCSI Names in RFC 3720 - Internet Small
Computer Systems Interface (iSCSI) available from http://tools.ietf.org/html/rfc3720#section-
3.2.6 and 1. iSCSI Names and Addresses in RFC 3721 - Internet Small Computer Systems
Interface (iISCSI) Naming and Discovery available from
http://tools.ietf.org/html/rfc3721#section-1.

3. Use the drop-down menu to specify the type of authentication to use for iISCSI discovery:

iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address:  |192.168.0.108 |

iSCSI Initiator Hame:|iqn.1994—05.mm.d0main:Dl.bleSd |

What kind of iSCSI discovery authentication do you wish to perform:
No credentials (discovery authentication disabled)

CHAP pair

CHAP pair and a reverse pair

Figure 16.14. iISCSI discovery authentication
© no credentials

o CHAP pair

o CHAP pair and a reverse pair

4. o |Ifyouselected CHAP pair as the authentication type, provide the username and password
for the iISCSI target in the CHAP Username and CHAP Password fields.
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iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address:  |192.168.0.108 |

iSCS! Initiator Name:|ign.1994-05.com.domain:01.b1b85d |

What kind of iSCSI discovery authentication do you wish to perform:
CHAP pair -

CHAP USEITlEmE:|
CHAP Password: |

Cancel | | Start Discovery

Figure 16.15. CHAP pair

o If you selected CHAP pair and a reverse pairas the authentication type, provide the
username and password for the iSCSI target in the CHAP Username and CHAP Password
field and the username and password for the iSCSl initiator in the Reverse CHAP
Username and Reverse CHAP Password fields.
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iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address:  |192.168.0.108 |

iSCS! Initiator Name:|ign.1994-05.com.domain:01.b1b85d |

What kind of iSCSI discovery authentication do you wish to perform:

CHAP pair and a reverse pair v

CHAP Usermname:
CHAP Password:

Reverse CHAP Usemame:

Reverse CHAP Password:

Cancel | | Start Discovery |

Figure 16.16. CHAP pair and a reverse pair
5. Click Start Discovery. Anaconda attempts to discover an iISCSI target based on the
information that you provided. If discovery succeeds, the iSCSI Discovered Nodes dialog

presents you with a list of all the iSCSI nodes discovered on the target.

6. Each node is presented with a checkbox beside it. Click the checkboxes to select the nodes to
use for installation.
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iISCSI Discovered Nodes

Check the nodes you wish to log into:

) Node Name
ign.2009-2.com.example:for.all

Cancel || Login

Figure 16.17. The iSCSI Discovered Nodes dialog

7. Click Login to initiate an iSCSI session.

Procedure 16.2. Starting an iSCSI session

Use the iISCSI Nodes Login dialog to provide anaconda with the information that it needs to log into
the nodes on the iISCSI target and start an iSCSI session.

iISCSI Nodes Login

What kind of iSCSI login authentication do you wish to perform:

| No credentials (discovery authentication disabled) = ‘

Cancel || Login |

Figure 16.18. The iSCSI Nodes Login dialog

1. Use the drop-down menu to specify the type of authentication to use for the iSCSI session:
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iISCSI Nodes Login

What kind of i5CSI login authentication do you wish to perform:
Mo credentials (discovery authentication disabled)

CHAP pair

CHAP pair and a reverse pair

| | Use the credentials from the discovery step

Figure 16.19. iSCSI session authentication

© no credentials

o CHAP pair

o CHAP pair and a reverse pair

o Use the credentials from the discovery step

If your environment uses the same type of authentication and same username and password for
iSCSI discovery and for the iSCSI session, select Use the credentials from the discovery step

to reuse these credentials.

2. o If youselected CHAP pair as the authentication type, provide the username and password
for the iISCSI target in the CHAP Username and CHAP Password fields.

iISCSI Nodes Login

What kind of iSCSI login authentication do you wish to perform:
| CHAP pair "

CHAP USEI‘I‘lEH"lE:|
CHAP Password: |

Cancel || Login

Figure 16.20. CHAP pair

o If you selected CHAP pair and a reverse pairas the authentication type, provide the
username and password for the iSCSI target in the CHAP Username and CHAP Password
fields and the username and password for the iSCSI initiator in the Reverse CHAP
Username and Reverse CHAP Password fields.
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iISCSI Nodes Login

What kind of i1SCSI login authentication do you wish to perform:

| CHAP pair and a reverse pair -

CHAP Usemame:
CHAP Password:

Reverse CHAP Usemame:

Reverse CHAP Password:

Cancel || Login

Figure 16.21. CHAP pair and a reverse pair

3. Click Login. Anaconda attempts to log into the nodes on the iSCSI target based on the
information that you provided. The iSCSI Login Results dialog presents you with the results.

iSCSI Login Results

Successfully logged in and attached the following nodes:
ign.2009-2.com.example:for.all

Figure 16.22. The iSCSI Login Results dialog

4. Click OK to continue.

16.8.1.1.3. Configure FCoE Parameters

To configure an FCoE SAN, select Add FCoE SAN and click Add Drive.

In the next dialog box that appears after you click Add drive, select the network interface that is
connected to your FCoE switch and click Add FCoE Disk(s).
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Configure FCoE Parameters

Please select the network interface which is connected to
your FCoE switch.

NIC:‘ emd - Network Interface - D4:AE:52:8C. 7778 2 ‘
[ Use DCE
¥ Use auto vlian

Cancel ‘ ‘ =k Add FCoE Disk(s)

Figure 16.23. Configure FCoE Parameters

Data Center Bridging (DCB) is a set of enhancements to the Ethernet protocols designed to increase
the efficiency of Ethernet connections in storage networks and clusters. Enable or disable the installer's
awareness of DCB with the checkbox in this dialog. This should only be set for networking interfaces
that require a host-based DCBX client. Configurations on interfaces that implement a hardware DCBX
client should leave this checkbox empty.

Auto VLAN indicates whether VLAN discovery should be performed. If this box is checked, then the FIP
VLAN discovery protocol will run on the Ethernet interface once the link configuration has been
validated. If they are not already configured, network interfaces for any discovered FCoE VLANs will be
automatically created and FCoE instances will be created on the VLAN interfaces.

16.9. SETTING THE HOSTNAME

Setup prompts you to supply a host name for this computer, either as a fully-qualified domain name
(FQDN) in the format hostname.domainname or as a short host name in the format hostname. Many
networks have a Dynamic Host Configuration Protocol (DHCP) service that automatically supplies
connected systems with a domain name. To allow the DHCP service to assign the domain name to this
machine, specify the short host name only.

NOTE

You may give your system any name provided that the full hostname is unique. The
hostname may include letters, numbers and hyphens.
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Please name this computer. The

|_| hostname identifies the computer on a
= network,

Hostname: [hostname|

Configure Network

| 4@ Back ‘ ‘ Ep Next ‘

Figure 16.24. Setting the hostname

If your Red Hat Enterprise Linux system is connected directly to the Internet, you must pay attention to
additional considerations to avoid service interruptions or risk action by your upstream service provider.
A full discussion of these issues is beyond the scope of this document.

NOTE

The installation program does not configure modems. Configure these devices after
installation with the Network utility. The settings for your modem are specific to your
particular Internet Service Provider (ISP).

16.9.1. Editing Network Connections
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IMPORTANT

When a Red Hat Enterprise Linux 6.9 installation boots for the first time, it activates any
network interfaces that you configured during the installation process. However, the
installer does not prompt you to configure network interfaces on some common
installation paths, for example, when you install Red Hat Enterprise Linux from a DVD to a
local hard drive.

When you install Red Hat Enterprise Linux from a local installation source to a local
storage device, be sure to configure at least one network interface manually if you
require network access when the system boots for the first time. You will need to select
the Connect automatically option manually when editing the connection.
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NOTE

To change your network configuration after you have completed the installation, use the
Network Administration Tool

Type the system-config-network command in a shell prompt to launch the Network
Administration Tool. If you are not root, it prompts you for the root password to continue.

The Network Administration Toolis now deprecated and will be replaced by
NetworkManager during the lifetime of Red Hat Enterprise Linux 6.

To configure a network connection manually, click the button Configure Network. The Network
Connections dialog appears that allows you to configure wired, wireless, mobile broadband, InfiniBand,
VPN, DSL, VLAN, and bonded connections for the system using the NetworkManager tool. A full
description of all configurations possible with NetworkManager is beyond the scope of this guide. This
section only details the most typical scenario of how to configure wired connections during installation.
Configuration of other types of network is broadly similar, although the specific parameters that you
must configure are necessarily different.

Network Connections

Name Last Used — | Add |
~ Wired
System ethO 2 minutes ago

Close

Figure 16.25. Network Connections

To add a new connection, click Add and select a connection type from the menu. To modify an existing
connection, select it in the list and click Edit. In either case, a dialog box appears with a set of tabs that is
appropriate to the particular connection type, as described below. To remove a connection, select it in
the list and click Delete.

When you have finished editing network settings, click Apply to save the new configuration. If you

reconfigured a device that was already active during installation, you must restart the device to use the
new configuration — refer to Section 9.7.1.6, "Restart a network device”.
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16.9.1.1. Options common to all types of connection

Certain configuration options are common to all connection types.

Specify a name for the connection in the Connection name name field.

Select Connect automatically to start the connection automatically when the system boots.

When NetworkManager runs on an installed system, the Available to all users option controls whether

a network configuration is available system-wide or not. During installation, ensure that Available to all
users remains selected for any network interface that you configure.

16.9.1.2. The Wired tab

Use the Wired tab to specify or change the media access control (MAC) address for the network
adapter, and either set the maximum transmission unit (MTU, in bytes) that can pass through the
interface.
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Editing System etho0

Connection name: |5ystem eth0

] Connect automatically

| Wired | 802.1x Security | IPv4 Settings ' IPv6 Settings

Device MAC address:

Cloned MAC address:

MTU: 4096

:| bytes

Available to all users Cancel | |

Apply...

Figure 16.26. The Wired tab

16.9.1.3. The 802.1x Security tab

Use the 802.1x Security tab to configure 802.1X port-based network access control (PNAC). Select
Use 802.1X security for this connection to enable access control, then specify details of your

network. The configuration options include:

Authentication

Choose one of the following methods of authentication:

® TLS for Transport Layer Security

® Tunneled TLS for Tunneled Transport Layer Security, otherwise known as TTLS, or EAP-

TTLS
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e Protected EAP (PEAP) for Protected Extensible Authentication Protocol

Identity

Provide the identity of this server.

User certificate

Browse to a personal X.509 certificate file encoded with Distinguished Encoding Rules (DER) or
Privacy Enhanced Mail (PEM).

CA certificate

Browse to a X.509 certificate authority certificate file encoded with Distinguished Encoding Rules
(DER) or Privacy Enhanced Mail (PEM).

Private key

Browse to a private key file encoded with Distinguished Encoding Rules (DER), Privacy Enhanced Mail
(PEM), or the Personal Information Exchange Syntax Standard (PKCS#12).

Private key password

The password for the private key specified in the Private key field. Select Show password to make
the password visible as you type it.
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) Editing System etho :

Connection name: |5y5tem eth0 |

] Connect autormatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |

Use 802.1X security for this connection|

Authentication: | TLS =
Identity:

User certificate: (None) I
CA certificate: (None) I
Private key: (None) =
Private key password:

] Show password

Available to all users Cancel | | Apply...

Figure 16.27. The 802.1x Security tab

16.9.1.4. The IPv4 Settings tab

Use the IPv4 Settings tab tab to configure the IPv4 parameters for the previously selected network
connection.

Use the Method drop-down menu to specify which settings the system should attempt to obtain from a
Dynamic Host Configuration Protocol (DHCP) service running on the network. Choose from the
following options:

Automatic (DHCP)

IPv4 parameters are configured by the DHCP service on the network.

Automatic (DHCP) addresses only
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The IPv4 address, netmask, and gateway address are configured by the DHCP service on the
network, but DNS servers and search domains must be configured manually.

Manual

IPv4 parameters are configured manually for a static configuration.

Link-Local Only
A link-local address in the 169.254/16 range is assigned to the interface.

Shared to other computers

The system is configured to provide network access to other computers. The interface is assigned an
address in the 10.42.x.1/24 range, a DHCP server and DNS server are started, and the interface is
connected to the default network connection on the system with network address translation (NAT).

Disabled

IPv4 is disabled for this connection.

If you selected a method that requires you to supply manual parameters, enter details of the IP address
for this interface, the netmask, and the gateway in the Addresses field. Use the Add and Delete
buttons to add or remove addresses. Enter a comma-separated list of DNS servers in the DNS servers
field, and a comma-separated list of domains in the Search domains field for any domains that you
want to include in name server lookups.

Optionally, enter a name for this network connection in the DHCP client ID field. This name must be
unique on the subnet. When you assign a meaningful DHCP client ID to a connection, it is easy to identify
this connection when troubleshooting network problems.

Deselect the Require IPv4 addressing for this connection to complete check box to allow the

system to make this connection on an IPv6-enabled network if IPv4 configuration fails but IPv6
configuration succeeds.
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Editing System etho0

Connection name: |5y5tem eth0

] Connect autormatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings

Method: |Manua| = |
Addresses
Address Netmask Gateway | Add |

10.0.0.3 255.255.248.0 10.0.0.1
| Delete |

DNS servers:  |10.0.0.1] |

Search domains: | |

e CHETIL i | |

Require IPv4 addressing for this connection to complete

| Routes... |

Available to all users Cancel | | Apply... |

Figure 16.28. The IPv4 Settings tab

16.9.1.4.1. Editing IPv4 routes

Red Hat Enterprise Linux configures a number of routes automatically based on the IP addresses of a
device. To edit additional routes, click the Routes button. The Editing IPv4 routes dialog appears.
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\Address | Netmask Gateway Metric | 4L Add |

[] Use this connection only for resources on its network

| agancel | | £ oK |

Figure 16.29. The Editing IPv4 Routes dialog
Click Add to add the IP address, netmask, gateway address, and metric for a new static route.

Select Ignore automatically obtained routes to make the interface use only the routes specified for it
here.

Select Use this connection only for resources on its network to restrict connections only to the local
network.

16.9.1.5. The IPv6 Settings tab

Use the IPv6 Settings tab tab to configure the IPv6 parameters for the previously selected network
connection.

Use the Method drop-down menu to specify which settings the system should attempt to obtain from a
Dynamic Host Configuration Protocol (DHCP) service running on the network. Choose from the
following options:

Ignore

IPv6 is ignored for this connection.

Automatic

NetworkManager uses router advertisement (RA) to create an automatic, stateless configuration.

Automatic, addresses only

NetworkManager uses RA to create an automatic, stateless configuration, but DNS servers and
search domains are ignored and must be configured manually.

Automatic, DHCP only

NetworkManager does not use RA, but requests information from DHCPV6 directly to create a
stateful configuration.
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Manual

IPv6 parameters are configured manually for a static configuration.

Link-Local Only
A link-local address with the fe80:/10 prefix is assigned to the interface.

If you selected a method that requires you to supply manual parameters, enter details of the IP address
for this interface, the netmask, and the gateway in the Addresses field. Use the Add and Delete
buttons to add or remove addresses. Enter a comma-separated list of DNS servers in the DNS servers
field, and a comma-separated list of domains in the Search domains field for any domains that you
want to include in name server lookups.

Optionally, enter a name for this network connection in the DHCP client ID field. This name must be
unique on the subnet. When you assign a meaningful DHCP client ID to a connection, it is easy to identify
this connection when troubleshooting network problems.

Deselect the Require IPv6 addressing for this connection to complete check box to allow the

system to make this connection on an IPv4-enabled network if IPv6 configuration fails but IPv4
configuration succeeds.
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Editing System etho0

Connection name: |5ystem eth0 |

] Connect automatically

Wired | 802.1x Security | IPv4 Settings | IPV6 Settings |

Method: | Ignore

L

Available to all users Cancel | | Apply...

Figure 16.30. The IPv6 Settings tab

16.9.1.5.1. Editing IPv6 routes

Red Hat Enterprise Linux configures a number of routes automatically based on the IP addresses of a
device. To edit additional routes, click the Routes button. The Editing IPv6 routes dialog appears.
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r Editing IPv6 routes for System ethO

Address | Prefix Gateway Metric | Add |

Delete

[J Ignore automatically obtained routes

] Use this cannection only for resources on its network

Cancel | | OK

Figure 16.31. The Editing IPv6 Routes dialog
Click Add to add the IP address, netmask, gateway address, and metric for a new static route.

Select Use this connection only for resources on its network to restrict connections only to the local
network.

16.9.1.6. Restart a network device

If you reconfigured a network that was already in use during installation, you must disconnect and
reconnect the device in anaconda for the changes to take effect. Anaconda uses interface
configuration (ifcfg) files to communicate with NetworkManager. A device becomes disconnected
when its ifcfg file is removed, and becomes reconnected when its ifcfg file is restored, as long as
ONBOOT=yes is set. Refer to the Red Hat Enterprise Linux 6.9 Deployment Guide available from
https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/Deployment_Guide/index.html for more information about
interface configuration files.

1. Press Ctrl+Alt+F2 to switch to virtual terminal tty2.

2. Move the interface configuration file to a temporary location:

I mv /etc/sysconfig/network-scripts/ifctg-device _name /tmp

where device_name is the device that you just reconfigured. For example, ifcfg-ethQis the ifcfg
file for eth0.

The device is now disconnected in anaconda.

3. Open the interface configuration file in the vi editor:
I vi /tmp/ifctg-device_name

4. Verify that the interface configuration file contains the line ONBOOT=yes. If the file does not
already contain the line, add it now and save the file.
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5. Exit the vi editor.

6. Move the interface configuration file back to the /etc/sysconfig/network-scripts/ directory:

I mv /tmp/ifcfg-device _name /etc/sysconfig/network-scripts/

The device is now reconnected in anaconda.

7. Press Ctrl+Alt+F6 to return to anaconda.

16.10. TIME ZONE CONFIGURATION

Set your time zone by selecting the city closest to your computer's physical location. Click on the map to
zoom in to a particular geographical region of the world.

From here there are two ways for you to select your time zone:

e Using your mouse, click on the interactive map to select a specific city (represented by a yellow
dot). Ared X appears indicating your selection.

® You can also scroll through the list at the bottom of the screen to select your time zone. Using
your mouse, click on a location to highlight your selection.

If Red Hat Enterprise Linux is the only operating system on your computer, select System clock uses
UTC. The system clock is a piece of hardware on your computer system. Red Hat Enterprise Linux uses
the timezone setting to determine the offset between the local time and UTC on the system clock. This
behavior is standard for systems that use UNIX, Linux, and similar operating systems.

Click Next to proceed.

NOTE

' To change your time zone configuration after you have completed the installation, use
the Time and Date Properties Tool

' Type the system-config-date command in a shell prompt to launch the Time and Date
Properties Tool. If you are not root, it prompts you for the root password to continue.

16.11. SET THE ROOT PASSWORD

Setting up a root account and password is one of the most important steps during your installation. The
root account is used to install packages, upgrade RPMs, and perform most system maintenance.
Logging in as root gives you complete control over your system.

NOTE

The root user (also known as the superuser) has complete access to the entire system;

for this reason, logging in as the root user is best done only to perform system
' maintenance or administration.
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£ The root account is used for administering
I the system. Enter a password for the root
user.

Root Password: [ .................. l

Confirm: [ .................. l

‘ 4EBack | ‘ B Next ‘

Figure 16.32. Root Password

Use the root account only for system administration. Create a non-root account for your general use
and use the su command to change to root only when you need to perform tasks that require superuser
authorization. These basic rules minimize the chances of a typo or an incorrect command doing damage
to your system.

NOTE

To become root, type su - at the shell prompt in a terminal window and then press Enter.
Then, enter the root password and press Enter.

The installation program prompts you to set a root passwordm for your system. . You cannot proceed to
the next stage of the installation process without entering a root password.

The root password must be at least six characters long; the password you type is not echoed to the
screen. You must enter the password twice; if the two passwords do not match, the installation program
asks you to enter them again.

You should make the root password something you can remember, but not something that is easy for
someone else to guess. Your name, your phone number, gwerty, password, root, 123456, and anteater are
all examples of bad passwords. Good passwords mix numerals with upper and lower case letters and do
not contain dictionary words: Aard387vark or 420BMttNT, for example. Remember that the password is
case-sensitive. If you write down your password, keep it in a secure place. However, it is recommended
that you do not write down this or any password you create.
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'@ WARNING

Do not use one of the example passwords offered in this manual. Using one of these
passwords could be considered a security risk.

To change your root password after you have completed the installation, run the passwd command as
root. If you forget the root password, see Resolving Problems in System Recovery Modes in the Red Hat
Enterprise Linux 6 Deployment Guide for instructions on how to set a new one.

16.12. ASSIGN STORAGE DEVICES

If you selected more than one storage device on the storage devices selection screen (refer to
Section 16.8, “Storage Devices"), anaconda asks you to select which of these devices should be
available for installation of the operating system, and which should only be attached to the file system
for data storage. If you selected only one storage device, anaconda does not present you with this
screen.

During installation, the devices that you identify here as being for data storage only are mounted as part
of the file system, but are not partitioned or formatted.

Below are the storage devices you've selected to be a part of this installation. Please
indicate using the arrows below which devices you'd like to use as data drives (these will
not be formatted, only mounted) and which devices you'd like to use as system drives
(these may be formatted).

Data Storage Devices (to be mounted only) Install Target Devices
Model Capacity Vendor | [ Boot | Model Capacity
ATA HARDDISK 1024000 MB © ATA HARDDISK 81920 M8

ATA HARDDISK 1024000 MB |I]

(] m I>]

@ Tip: Install target devices will be reformatted and wiped of any data. Make sure you
have backups.

‘ €aBack | ‘ B Next ‘

Figure 16.33. Assign storage devices

The screen is split into two panes. The left pane contains a list of devices to be used for data storage
only. The right pane contains a list of devices that are to be available for installation of the operating
system.

Each list contains information about the devices to help you to identify them. A small drop-down menu
marked with an icon is located to the right of the column headings. This menu allows you to select the
types of data presented on each device. Reducing or expanding the amount of information presented
might help you to identify particular devices.
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Move a device from one list to the other by clicking on the device, then clicking either the button labeled
with a left-pointing arrow to move it to the list of data storage devices or the button labeled with a right-
pointing arrow to move it to the list of devices available for installation of the operating system.

The list of devices available as installation targets also includes a radio button beside each device. Use
this radio button to specify the device that you want to use as the boot device for the system.

IMPORTANT

If any storage device contains a boot loader that will chain load the Red Hat Enterprise
Linux boot loader, include that storage device among the Install Target Devices.
Storage devices that you identify as Install Target Devices remain visible to anaconda
during boot loader configuration.

Storage devices that you identify as Install Target Devices on this screen are not
automatically erased by the installation process unless you selected the Use All Space
option on the partitioning screen (refer to Section 16.15, “Disk Partitioning Setup”).

When you have finished identifying devices to be used for installation, click Next to continue.

16.13. INITIALIZING THE HARD DISK

If no readable partition tables are found on existing hard disks, the installation program asks to initialize
the hard disk. This operation makes any existing data on the hard disk unreadable. If your system has a
brand new hard disk with no operating system installed, or you have removed all partitions on the hard
disk, click Re-initialize drive.

The installation program presents you with a separate dialog for each disk on which it cannot read a valid

partition table. Click the Ignore all button or Re-initialize all button to apply the same answer to all
devices.
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Error processing drive:

Jdev/sda

20480MEB

This device may need to be reinitialized.
REINITIALIZING WILL CAUSE ALL DATATO BE LOST!

This action may also be applied to all other disks
needing reinitialization.

Device details:
pci-0000:00:01.1-5csi-0:0:0:0

Ignore | | Ignore all | | Re-initialize | | Re-initialize all

Figure 16.34. Warning screen - initializing hard drive

Certain RAID systems or other nonstandard configurations may be unreadable to the installation
program and the prompt to initialize the hard disk may appear. The installation program responds to the
physical disk structures it is able to detect.

To enable automatic initializing of hard disks for which it turns out to be necessary, use the kickstart

command zerombr (refer to Chapter 32, Kickstart Installations). This command is required when
performing an unattended installation on a system with previously initialized disks.

'@ WARNING

If you have a nonstandard disk configuration that can be detached during
installation and detected and configured afterward, power off the system, detach it,
and restart the installation.

16.14. UPGRADING AN EXISTING SYSTEM
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IMPORTANT

The following sections only apply to upgrading Red Hat Enterprise Linux between minor
versions, for example, upgrading Red Hat Enterprise Linux 6.4 to Red Hat Enterprise
Linux 6.5 or higher. This approach is not supported for upgrades between major versions,
for example, upgrading Red Hat Enterprise Linux 6 to Red Hat Enterprise Linux 7.

In-place upgrades between major versions of Red Hat Enterprise Linux can be done, with
certain limitations, using the Red Hat Upgrade Tooland Preupgrade Assistant tools.
See Chapter 37, Upgrading Your Current System for more information.

The installation system automatically detects any existing installation of Red Hat Enterprise Linux. The
upgrade process updates the existing system software with new versions, but does not remove any data
from users' home directories. The existing partition structure on your hard drives does not change. Your
system configuration changes only if a package upgrade demands it. Most package upgrades do not
change system configuration, but rather install an additional configuration file for you to examine later.

Note that the installation medium that you are using might not contain all the software packages that
you need to upgrade your computer.

16.14.1. The Upgrade Dialog

If your system contains a Red Hat Enterprise Linux installation, a dialog appears asking whether you want
to upgrade that installation. To perform an upgrade of an existing system, choose the appropriate
installation from the drop-down list and select Next.

Af least one existing installation has been detected on your system. What would you like to da?

Fresh Installation

» i‘ Choose this option to install a fresh copy of Red Hat Enterprise Linux on your systerm. Existing software
and data may be overwritten depending on your configuration choices.

Upgrade an Existing Installation

E Choose this option if you would like to upgrade your existing Red Hat Enterprise Linux system. This
option will preserve the existing data on your storage device(s).

Which Red Hat Enterprise Linux installation would you like to upgrade?

Red Hat Enterprise Linux Server 5.5 {installed on /dev/mapper/VolGroup00-LogVol00) =

|. 4@ Back ‘ ‘ B Next ‘

Figure 16.35. The Upgrade Dialog
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NOTE

Software you have installed manually on your existing Red Hat Enterprise Linux system
may behave differently after an upgrade. You may need to manually reinstall or recompile
this software after an upgrade to ensure it performs correctly on the updated system.

16.14.2. Upgrading Using the Installer

NOTE

In general, Red Hat recommends that you keep user data on a separate /home partition
and perform a fresh installation. For more information on partitions and how to set them
up, refer to Section 9.13, “Disk Partitioning Setup”.

If you choose to upgrade your system using the installation program, any software not provided by Red
Hat Enterprise Linux that conflicts with Red Hat Enterprise Linux software is overwritten. Before you
begin an upgrade this way, make a list of your system's current packages for later reference:

I rpm -ga --qf '%{NAME} %{VERSION}-%{RELEASE} %{ARCH}\n' > ~/old-pkglist.txt

After installation, consult this list to discover which packages you may need to rebuild or retrieve from
sources other than Red Hat.

Next, make a backup of any system configuration data:

su -c 'tar czf /tmp/etc-"date +%F .tar.gz /etc'
su -c 'mv /tmp/etc-*.tar.gz /home’

Make a complete backup of any important data before performing an upgrade. Important data may
include the contents of your entire /home directory as well as content from services such as an Apache,
FTP, or SQL server, or a source code management system. Although upgrades are not destructive, if
you perform one improperly there is a small possibility of data loss.

'@ WARNING

Note that the above examples store backup materials in a /home directory. If your
/home directory is not a separate partition, you should not follow these examples
verbatim! Store your backups on another device such as CD or DVD discs or an
external hard disk.

For more information on completing the upgrade process later, refer to Section 35.2, “Finishing an
Upgrade”.

16.15. DISK PARTITIONING SETUP
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WARNING

It is always a good idea to back up any data that you have on your systems. For
example, if you are upgrading or creating a dual-boot system, you should back up
any data you wish to keep on your storage devices. Mistakes do happen and can
result in the loss of all your data.

IMPORTANT

If you install Red Hat Enterprise Linux in text mode, you can only use the default
partitioning schemes described in this section. You cannot add or remove partitions or
file systems beyond those that the installer automatically adds or removes. If you require
a customized layout at installation time, you should perform a graphical installation over a
VNC connection or a kickstart installation.

Furthermore, advanced options such as LVM, encrypted filesystems, and resizable
filesystems are available only in graphical mode and kickstart.

IMPORTANT

If you have a RAID card, be aware that some BIOS types do not support booting from the
RAID card. In cases such as these, the /boot/ partition must be created on a partition
outside of the RAID array, such as on a separate hard drive. An internal hard drive is
necessary to use for partition creation with problematic RAID cards.

A /boot/ partition is also necessary for software RAID setups.

If you have chosen to automatically partition your system, you should select Review and
manually edit your /boot/ partition.

Partitioning allows you to divide your hard drive into isolated sections, where each section behaves as its
own hard drive. Partitioning is particularly useful if you run multiple operating systems. If you are not sure
how you want your system to be partitioned, read Appendix A, An Introduction to Disk Partitions for
more information.
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Which type of installation would you like?
Use All Space

Removes all partitions on the selected device(s). This includes partitions created by other operating

as
—
L - systems.

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Replace Existing Linux System(s)
. s Remowves only Linux partitions (created from a previous Linux installation). This does not remove
@ - other partitions you may have on your storage device(s) (such as VFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Shrink Current System
Shrinks existing partitions to create free space for the default layout.

os Use Free Space
b . Retains your current data and partitions and uses only the unpartitioned space on the selected device
(s), assuming you have enough free space available.

~ Create Custom Layout
= Manually create your own custom layout on the selected device(s) using our partitioning tool.

[] Encrypt system
[] Review and modify partitioning layout

| 4aBack ‘ [ Ep Next l

Figure 16.36. Disk Partitioning Setup

On this screen you can choose to create the default partition layout in one of four different ways, or
choose to partition storage devices manually to create a custom layout.

The first four options allow you to perform an automated installation without having to partition your
storage devices yourself. If you do not feel comfortable with partitioning your system, choose one of
these options and let the installation program partition the storage devices for you. Depending on the
option that you choose, you can still control what data (if any) is removed from the system.

Your options are:

Use All Space

Select this option to remove all partitions on your hard drives (this includes partitions created by
other operating systems such as Windows VFAT or NTFS partitions).

WARNING

If you select this option, all data on the selected hard drives is removed by the
installation program. Do not select this option if you have information that you
want to keep on the hard drives where you are installing Red Hat Enterprise
Linux.

In particular, do not select this option when you configure a system to chain load
the Red Hat Enterprise Linux boot loader from another boot loader.

Replace Existing Linux System(s)
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Select this option to remove only partitions created by a previous Linux installation. This does not
remove other partitions you may have on your hard drives (such as VFAT or FAT32 partitions).

Shrink Current System

Select this option to resize your current data and partitions manually and install a default Red Hat
Enterprise Linux layout in the space that is freed.

'@ WARNING

If you shrink partitions on which other operating systems are installed, you might
not be able to use those operating systems. Although this partitioning option
does not destroy data, operating systems typically require some free space in
their partitions. Before you resize a partition that holds an operating system that
you might want to use again, find out how much space you need to leave free.

Use Free Space

Select this option to retain your current data and partitions and install Red Hat Enterprise Linux in the
unused space available on the storage drives. Ensure that there is sufficient space available on the
storage drives before you select this option — refer to Section 11.6, “Do You Have Enough Disk
Space?”.

Create Custom Layout

Select this option to partition storage devices manually and create customized layouts. Refer to
Section 16.17, “ Creating a Custom Layout or Modifying the Default Layout ”

Choose your preferred partitioning method by clicking the radio button to the left of its description in
the dialog box.

Select Encrypt system to encrypt all partitions except the /boot partition. Refer to Appendix C, Disk
Encryption for information on encryption.

To review and make any necessary changes to the partitions created by automatic partitioning, select
the Review option. After selecting Review and clicking Next to move forward, the partitions created for
you by anaconda appear. You can make modifications to these partitions if they do not meet your
needs.

IMPORTANT

To configure the Red Hat Enterprise Linux boot loader to chain load from a different boot
loader, you must specify the boot drive manually. If you chose any of the automatic
partitioning options, you must now select the Review and modify partitioning layout
option before you click Next or you cannot specify the correct boot drive.
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IMPORTANT

When you install Red Hat Enterprise Linux 6 on a system with multipath and non-
multipath storage devices, the automatic partitioning layout in the installer might create
volume groups that contain a mix of multipath and non-multipath devices. This defeats
the purpose of multipath storage.

We advise that you select only multipath or only non-multipath devices on the disk
selection screen that appears after selecting automatic partitioning. Alternatively, select
custom partitioning.

Click Next once you have made your selections to proceed.

16.16. CHOOSING A DISK ENCRYPTION PASSPHRASE

If you selected the Encrypt System option, the installer prompts you for a passphrase with which to
encrypt the partitions on the system.

Partitions are encrypted using the Linux Unified Key Setup — refer to Appendix C, Disk Encryption for
more information.

. Choose a passphrase for the encrypted devices. You
b will be prompted for this passphrase during system
o boot.

Enter passphrase: [| l

Confirm passphrase: [ l

|- anncel | | <ok |

Figure 16.37. Enter passphrase for encrypted partition

Choose a passphrase and type it into each of the two fields in the dialog box. You must provide this
passphrase every time that the system boots.

'@ WARNING
If you lose this passphrase, any encrypted partitions and the data on them will

become completely inaccessible. There is no way to recover a lost passphrase.

Note that if you perform a kickstart installation of Red Hat Enterprise Linux, you can
save encryption passphrases and create backup encryption passphrases during
installation. Refer to Section C.3.2, “Saving Passphrases” and Section C.3.3,
“Creating and Saving Backup Passphrases”.

232



CHAPTER 16. INSTALLING USING ANACONDA

16.17. CREATING A CUSTOM LAYOUT OR MODIFYING THE DEFAULT
LAYOUT

If you chose one of the four automatic partitioning options and did not select Review, skip ahead to
Section 16.18, “Write Changes to Disk”.

If you chose one of the automatic partitioning options and selected Review, you can either accept the
current partition settings (click Next), or modify the setup manually in the partitioning screen.

If you chose to create a custom layout, you must tell the installation program where to install Red Hat
Enterprise Linux. This is done by defining mount points for one or more disk partitions in which Red Hat
Enterprise Linux is installed.

If you have not yet planned how to set up your partitions, refer to Appendix A, An Introduction to Disk
Partitions and Section 16.17.5, "Recommended Partitioning Scheme”. At a bare minimum, you need an
appropriately-sized root (/) partition, a /boot/ partition, PReP boot partition, and usually a swap partition
appropriate to the amount of RAM you have on the system.

Anaconda can handle the partitioning requirements for a typical installation.

Drive /dev/sda (10240 MB) (Model: AIX VDASD)

sda3
10136 MB

Drive /dev/sdb (5114 MB) (Model: AIX VDASD)

sdbl
5114 MB

New l [ Edit ] [ Delete l [ Reset ] [ RAID l [ LvM
. Mount Point/ Size =
D Ty F t Start| End
svice RAID/Volume ype ormat  mgy TR0

~ VM Volume Groups

= VolGroup0o 15200
LogVol01 swap ' 1984
LogVol 00 / ext3 o 13216

(4]

=~ Harrd Drivec

[[] Hide RAID device/LVM Volume Group members

[ 4@ Back l

Figure 16.38. Partitioning on IBM System p

The partitioning screen contains two panes. The top pane contains a graphical representation of the
hard drive, logical volume, or RAID device selected in the lower pane.

Above the graphical representation of the device, you can review the name of the drive (such as
/dev/sda or LogVol00), its size (in MB), and its model as detected by the installation program.

Using your mouse, click once to highlight a particular field in the graphical display. Double-click to edit an
existing partition or to create a partition out of existing free space.

The lower pane contains a list of all drives, logical volumes, and RAID devices to be used during
installation, as specified earlier in the installation process — refer to Section 16.12, ” Assign Storage
Devices ”
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Devices are grouped by type. Click on the small triangles to the left of each device type to view or hide
devices of that type.

Anaconda displays several details for each device listed:

Device

the name of the device, logical volume, or partition

Size (MB)

the size of the device, logical volume, or partition (in MB)

Mount Point/RAID/Volume

the mount point (location within a file system) on which a partition is to be mounted, or the name of
the RAID or logical volume group of which it is a part

Type
the type of partition. If the partition is a standard partition, this field displays the type of file system

on the partition (for example, ext4). Otherwise, it indicates that the partition is a physical volume
(LVM), or part of a software RAID

Format

A check mark in this column indicates that the partition will be formatted during installation.

Beneath the lower pane are four buttons: Create, Edit, Delete, and Reset.

Select a device or partition by clicking on it in either the graphical representation in the upper pane of in
the list in the lower pane, then click one of the four buttons to carry out the following actions:

Create

create a new partition, logical volume, or software RAID

Edit
change an existing partition, logical volume, or software RAID. Note that you can only shrink
partitions with the Resize button, not enlarge partitions.

Delete

remove a partition, logical volume, or software RAID

Reset

undo all changes made in this screen

16.17.1. Create Storage

The Create Storage dialog allows you to create new storage partitions, logical volumes, and software
RAIDs. Anaconda presents options as available or unavailable depending on the storage already present
on the system or configured to transfer to the system.
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Create Storage

Create Partition
@ Standard Partition

Create Software RAID ﬂ_lnﬁ]rmatinn
) RAID Partition

() RAID Device

C RAID Clone

Create LVM ﬂ_lnﬁ]rmatinn
O LVM Volume Group

O LVM Logical Volume

) LVM Physical Volume

‘ ﬁgancel ‘ ‘ Create

Figure 16.39. Creating Storage

Options are grouped under Create Partition, Create Software RAID and Create LVM as follows:

Create Partition

Refer to Section 9.15.2, “Adding Partitions” for details of the Add Partition dialog.

e Standard Partition — create a standard disk partition (as described in  Appendix A, An
Introduction to Disk Partitions) in unallocated space.

Create Software RAID

Refer to Section 23.15.3, “ Create Software RAID ” for more detail.

e RAID Partition — create a partition in unallocated space to form part of a software RAID device.
To form a software RAID device, two or more RAID partitions must be available on the system.

e RAID Device — combine two or more RAID partitions into a software RAID device. When you
choose this option, you can specify the type of RAID device to create (the RAID level). This
option is only available when two or more RAID partitions are available on the system.

Create LVM Logical Volume
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Refer to Section 16.17.4, “ Create LVM Logical Volume ” for more detail.
® LVM Physical Volume — create a physical volume in unallocated space.

e LVM Volume Group — create a volume group from one or more physical volumes. This option is
only available when at least one physical volume is available on the system.

® LVM Logical Volume — create a /logical volume on a volume group. This option is only available
when at least one volume group is available on the system.

16.17.2. Adding Partitions

To add a new partition, select the Create button. A dialog box appears (refer to Figure 16.40, “Creating
a New Partition”).

ot

NOTE

You must dedicate at least one partition for this installation, and optionally more. For
more information, refer to Appendix A, An Introduction to Disk Partitions.

| Add Partition

Mount Point: [fbuut -l
File System Type: | ext3 -

Allowable Drives:

Size (MB): 100 =

Additional Size Options
@ Fixed size

) Fill all space up to (MB): | Al

1 Fill to maximum allowable size

[] Force to be a primary partition

| & Cancel || @QK ‘

Figure 16.40. Creating a New Partition

e Mount Point: Enter the partition's mount point. For example, if this partition should be the root
partition, enter /; enter /boot for the /boot partition, and so on. You can also use the pull-down
menu to choose the correct mount point for your partition. For a swap partition the mount point
should not be set — setting the filesystem type to swap is sufficient.
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e File System Type: Using the pull-down menu, select the appropriate file system type for this
partition. For more information on file system types, refer to Section 16.17.2.1, “File System
Types”.

e Allowable Drives: This field contains a list of the hard disks installed on your system. If a hard
disk's box is highlighted, then a desired partition can be created on that hard disk. If the box is
not checked, then the partition will never be created on that hard disk. By using different
checkbox settings, you can have anaconda place partitions where you need them, or let
anaconda decide where partitions should go.

e Size (MB): Enter the size (in megabytes) of the partition. Note, this field starts with 200 MB;
unless changed, only a 200 MB partition will be created.

e Additional Size Options: Choose whether to keep this partition at a fixed size, to allow it to
"grow” (fill up the available hard drive space) to a certain point, or to allow it to grow to fill any
remaining hard drive space available.

If you choose Fill all space up to (MB), you must give size constraints in the field to the right of
this option. This allows you to keep a certain amount of space free on your hard drive for future
use.

e Force to be a primary partition: Select whether the partition you are creating should be one of
the first four partitions on the hard drive. If unselected, the partition is created as a logical
partition. Refer to Section A.1.3, “Partitions Within Partitions — An Overview of Extended
Partitions”, for more information.

® Encrypt: Choose whether to encrypt the partition so that the data stored on it cannot be
accessed without a passphrase, even if the storage device is connected to another system.
Refer to Appendix C, Disk Encryption for information on encryption of storage devices. If you
select this option, the installer prompts you to provide a passphrase before it writes the partition
to the disk.

® OK: Select OK once you are satisfied with the settings and wish to create the partition.

e Cancel: Select Cancel if you do not want to create the partition.

16.17.2.1. File System Types

Red Hat Enterprise Linux allows you to create different partition types and file systems. The following is
a brief description of the different partition types and file systems available, and how they can be used.

Partition types

e standard partition — A standard partition can contain a file system or swap space, or it can
provide a container for software RAID or an LVM physical volume.

® swap — Swap partitions are used to support virtual memory. In other words, data is written to a
swap partition when there is not enough RAM to store the data your system is processing. Refer
to the Red Hat Enterprise Linux Deployment Guide for additional information.

e software RAID — Creating two or more software RAID partitions allows you to create a RAID

device. For more information regarding RAID, refer to the chapter RAID (Redundant Array of
Independent Disks) in the Red Hat Enterprise Linux Deployment Guide .
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physical volume (LVM) — Creating one or more physical volume (LVM) partitions allows you to
create an LVM logical volume. LVM can improve performance when using physical disks. For
more information regarding LVM, refer to the Red Hat Enterprise Linux Deployment Guide .

File systems
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ext4 — The ext4 file system is based on the ext3 file system and features a number of
improvements. These include support for larger file systems and larger files, faster and more
efficient allocation of disk space, no limit on the number of subdirectories within a directory,
faster file system checking, and more robust journaling. A maximum file system size of 16TB is
supported for ext4. The ext4 file system is selected by default and is highly recommended.

NOTE

The user_xattr and acl mount options are automatically set on ext4 systems by
the installation system. These options enable extended attributes and access
control lists, respectively. More information about mount options can be found in
the Red Hat Enterprise Linux Storage Administration Guide .

ext3 — The ext3 file system is based on the ext2 file system and has one main advantage —
journaling. Using a journaling file system reduces time spent recovering a file system after a

crash as there is no need to fsck [8] the file system. A maximum file system size of 16TB is
supported for ext3.

ext2 — An ext?2 file system supports standard Unix file types (regular files, directories, symbolic
links, etc). It provides the ability to assign long file names, up to 255 characters.

xfs — XFS is a highly scalable, high-performance file system that supports filesystems up to 16
exabytes (approximately 16 million terabytes), files up to 8 exabytes (approximately 8 million
terabytes) and directory structures containing tens of millions of entries. XFS supports
metadata journaling, which facilitates quicker crash recovery. The XFS file system can also be
defragmented and resized while mounted and active.

NOTE

The maximum size of an XFS partition the installer can create is 100 TB.

vfat — The VFAT file system is a Linux file system that is compatible with Microsoft Windows
long filenames on the FAT file system.

Btrfs — Btrfs is under development as a file system capable of addressing and managing more
files, larger files, and larger volumes than the ext2, ext3, and ext4 file systems. Btrfs is designed
to make the file system tolerant of errors, and to facilitate the detection and repair of errors
when they occur. It uses checksums to ensure the validity of data and metadata, and maintains
snapshots of the file system that can be used for backup or repair.

Because Btrfs is still experimental and under development, the installation program does not
offer it by default. If you want to create a Btrfs partition on a drive, you must commence the
installation process with the boot option btrfs. Refer to Chapter 28, Boot Options for
instructions.
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'@ WARNING

Red Hat Enterprise Linux 6.9 includes Btrfs as a technology preview to
allow you to experiment with this file system. You should not choose Btrfs
for partitions that will contain valuable data or that are essential for the
operation of important systems.

16.17.3. Create Software RAID

Redundant arrays of independent disks (RAIDs) are constructed from multiple storage devices that are
arranged to provide increased performance and — in some configurations — greater fault tolerance.
Refer to the Red Hat Enterprise Linux Storage Administration Guide for a description of different kinds
of RAIDs.

To make a RAID device, you must first create software RAID partitions. Once you have created two or
more software RAID partitions, select RAID to join the software RAID partitions into a RAID device.

RAID Partition

Choose this option to configure a partition for software RAID. This option is the only choice available
if your disk contains no software RAID partitions. This is the same dialog that appears when you add a
standard partition — refer to Section 16.17.2, “Adding Partitions” for a description of the available
options. Note, however, that File System Type must be set to software RAID
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Add Partition

Mount Point: =Not Applicable= w
File System Type: | software RAID v
sda 80480 MB ATA HARDDISK
Alowable Drives: sdb 80480 MB ATA HARDDISK
Size (MB): 200 =
-Additional Size Options
) Fixed size
) Fill all space up to (MB): 1 :]
@® Fill to maximum allowable size

[] Force to be a primary partition

[] Encrypt

Figure 16.41. Create a software RAID partition

RAID Device

Choose this option to construct a RAID device from two or more existing software RAID partitions.
This option is available if two or more software RAID partitions have been configured.
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T ke raD Device

Mount Point:
File System Type:
RAID Device:

RAID Level:

RAID Members:

Number of spares:

| Encrypt

| v
ext3 v
mdo v
RAID1 v
(1 sda2 81306 MB
[1'sdbl: 81502 MB

Figure 16.42. Create a RAID device

| egancel | | <Fok |

Select the file system type as for a standard partition.

Anaconda automatically suggests a name for the RAID device, but you can manually select names

from md0 to md15.

Click the checkboxes beside individual storage devices to include or remove them from this RAID.

The RAID Level corresponds to a particular type of RAID. Choose from the following options:

e RAID 0 — distributes data across multiple storage devices. Level O RAIDs offer increased
performance over standard partitions, and can be used to pool the storage of multiple
devices into one large virtual device. Note that Level O RAIDS offer no redundancy and that
the failure of one device in the array destroys the entire array. RAID O requires at least two

RAID partitions.

® RAID 1 — mirrors the data on one storage device onto one or more other storage devices.
Additional devices in the array provide increasing levels of redundancy. RAID 1requires at
least two RAID partitions.

® RAID 4 — distributes data across multiple storage devices, but uses one device in the array
to store parity information that safeguards the array in case any device within the array fails.
Because all parity information is stored on the one device, access to this device creates a
bottleneck in the performance of the array. RAID 4 requires at least three RAID partitions.

e RAID 5 — distributes data and parity information across multiple storage devices. Level 5
RAIDs therefore offer the performance advantages of distributing data across multiple
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devices, but do not share the performance bottleneck of level 4 RAIDs because the parity
information is also distributed through the array. RAID 5 requires at least three RAID
partitions.

e RAID 6 — level 6 RAIDs are similar to level 5 RAIDs, but instead of storing only one set of
parity data, they store two sets. RAID 6 requires at least four RAID partitions.

® RAID 10 — level 10 RAIDs are nested RAIDs or hybrid RAIDs. Level 10 RAIDs are constructed
by distributing data over mirrored sets of storage devices. For example, a level 10 RAID
constructed from four RAID partitions consists of two pairs of partitions in which one
partition mirrors the other. Data is then distributed across both pairs of storage devices, as in
a level O RAID. RAID 10 requires at least four RAID partitions.

16.17.4. Create LVM Logical Volume

IMPORTANT

LVM initial set up is not available during text-mode installation. If you need to create an
LVM configuration from scratch, press Alt+F2 to use a different virtual console, and run
the lIvm command. To return to the text-mode installation, press Alt+F1.

Logical Volume Management (LVM) presents a simple logical view of underlying physical storage space,
such as a hard drives or LUNs. Partitions on physical storage are represented as physical volumes that
can be grouped together into volume groups. Each volume group can be divided into multiple logical
volumes, each of which is analogous to a standard disk partition. Therefore, LVM logical volumes
function as partitions that can span multiple physical disks.

To read more about LVM, refer to the Red Hat Enterprise Linux Deployment Guide . Note, LVM is only
available in the graphical installation program.

LVM Physical Volume

Choose this option to configure a partition or device as an LVM physical volume. This option is the
only choice available if your storage does not already contain LVM Volume Groups. This is the same
dialog that appears when you add a standard partition — refer to Section 16.17.2, “Adding Partitions”
for a description of the available options. Note, however, that File System Type must be set to
physical volume (LVM)
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Add Partition

Mount Point: =Not Applicable= w

File System Type: | physical volume (LVM)

>

sda 20480 MB ATA HARDDISK

Allowable Drives:

Size (MB): 200 =
-Additional Size Options
) Fixed size
) Fill all space up to (MB): 1 :]
® Fll to maximum allowable size

[] Force to be a primary partition

[] Encrypt

Figure 16.43. Create an LVM Physical Volume

Make LVM Volume Group

Choose this option to create LVM volume groups from the available LVM physical volumes, or to add
existing logical volumes to a volume group.
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Make LVM Volume Group
Volume Group Name: [m ]

Physical Extent: 4 MB

O

sdal 5000.00 MB

Physical Volumes to Use:

Used Space: 0.00 MB (0.0 %)
Free Space: 4996.00 MB (100.0 %)
Total Space: 4996.00 MB

Logical Volumes

Logical Volume Name Mount Point Size (MB)

Edit

Delete

j=1
j=H

‘ @gancel ‘ ‘ ok |

Figure 16.44. Make LVM Volume Group

To assign one or more physical volumes to a volume group, first name the volume group. Then select
the physical volumes to be used in the volume group. Finally, configure logical volumes on any volume
groups using the Add, Edit and Delete options.

You may not remove a physical volume from a volume group if doing so would leave insufficient
space for that group's logical volumes. Take for example a volume group made up of two 5 GB LVM
physical volume partitions, which contains an 8 GB logical volume. The installer would not allow you
to remove either of the component physical volumes, since that would leave only 5 GB in the group
for an 8 GB logical volume. If you reduce the total size of any logical volumes appropriately, you may
then remove a physical volume from the volume group. In the example, reducing the size of the
logical volume to 4 GB would allow you to remove one of the 5 GB physical volumes.

Make Logical Volume

Choose this option to create an LVM logical volume. Select a mount point, file system type, and size
(in MB) just as if it were a standard disk partition. You can also choose a name for the logical volume
and specify the volume group to which it will belong.
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Mount Point: | v |

L

File System Type: extd

Logical Volume Name: | LogVol00

Size (MB): 4996

] Encrypt (Max size is 4996 MB)

|. agancel | | <FokK |

Figure 16.45. Make Logical Volume

16.17.5. Recommended Partitioning Scheme

Unless you have a reason for doing otherwise, we recommend that you create the following partitions:

® A swap partition (at least 256 MB) — Swap partitions support virtual memory: data is written to
a swap partition when there is not enough RAM to store the data your system is processing.

In years past, the recommended amount of swap space increased linearly with the amount of
RAM in the system. Modern systems often include hundreds of gigabytes of RAM, however. As a
consequence, recommended swap space is considered a function of system memory workload,
not system memory.

The following table provides the recommended size of a swap partition depending on the
amount of RAM in your system and whether you want sufficient memory for your system to
hibernate. The recommended swap partition size is established automatically during installation.
To allow for hibernation, however, you will need to edit the swap space in the custom
partitioning stage.

IMPORTANT

Recommendations in the table below are especially important on systems with
low memory (1 GB and less). Failure to allocate sufficient swap space on these
systems may cause issues such as instability or even render the installed system
unbootable.

Table 16.2. Recommended System Swap Space

Amount of RAM in the system  Recommended swap space Recommended swap space if

allowing for hibernation

< 2GB 2 times the amount of RAM 3 times the amount of RAM
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Amount of RAM in the system Recommended swap space Recommended swap space if

allowing for hibernation

>2GB - 8GB Equal to the amount of RAM 2 times the amount of RAM
>8GB - 64GB At least 4 GB 1.5 times the amount of RAM
> 64GB At least 4 GB Hibernation not recommended

At the border between each range listed above (for example, a system with 2GB, 8GB, or 64GB
of system RAM), discretion can be exercised with regard to chosen swap space and hibernation
support. If your system resources allow for it, increasing the swap space may lead to better
performance.

Note that distributing swap space over multiple storage devices — particularly on systems with
fast drives, controllers and interfaces — also improves swap space performance.

NOTE

Swap space size recommendations issued for Red Hat Enterprise Linux 6.0, 6.1,
and 6.2 differed from the current recommendations, which were first issued with
the release of Red Hat Enterprise Linux 6.3 in June 2012 and did not account for
hibernation space. Automatic installations of these earlier versions of Red Hat
Enterprise Linux 6 still generate a swap space in line with these superseded
recommendations. However, manually selecting a swap space size in line with the
newer recommendations issued for Red Hat Enterprise Linux 6.3 is advisable for
optimal performance.

® A PReP boot partition on the first partition of the hard drive — the PReP boot partition contains
the Yaboot boot loader (which allows other Power Systems servers to boot Red Hat Enterprise
Linux). Unless you plan to boot from a network source, you must have a PReP boot partition to
boot Red Hat Enterprise Linux.

For IBM System p users: The PReP boot partition should be between 4-8 MB, not to exceed 10
MB.

® A /boot/ partition (250 MB) — the partition mounted on /boot/ contains the operating system
kernel (which allows your system to boot Red Hat Enterprise Linux), along with files used during
the bootstrap process. Due to the limitations of most PC firmware, creating a small partition to
hold these is a good idea. For most users, a 250 MB boot partition is sufficient.

'@ WARNING

If you have a RAID card, be aware that Red Hat Enterprise Linux 6.9 does
not support setting up hardware RAID on an IPR card. You can boot the
standalone diagnostics CD prior to installation to create a RAID array and
then install to that RAID array.
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IMPORTANT

The /boot and / (root) partition in Red Hat Enterprise Linux 6.9 can only use the
ext2, ext3, and ext4 (recommended) file systems. You cannot use any other file
system for this partition, such as Btrfs, XFS, or VFAT. Other partitions, such as
/home, can use any supported file system, including Btrfs and XFS (if available).
See the following article on the Red Hat Customer Portal for additional
information: https://access.redhat.com/solutions/667273.

e Aroot partition (3.0 GB - 5.0 GB) — thisis where " /" (the root directory) is located. In this setup,
all files (except those stored in /boot) are on the root partition.

A 3.0 GB partition allows you to install a minimal installation, while a 5.0 GB root partition lets
you perform a full installation, choosing all package groups.

IMPORTANT

The /boot and / (root) partition in Red Hat Enterprise Linux 6.9 can only use the
ext2, ext3, and ext4 (recommended) file systems. You cannot use any other file
system for this partition, such as Btrfs, XFS, or VFAT. Other partitions, such as
/home, can use any supported file system, including Btrfs and XFS (if available).
See the following article on the Red Hat Customer Portal for additional
information: https://access.redhat.com/solutions/667273.

IMPORTANT

The / (or root) partition is the top of the directory structure. The /root directory
(sometimes pronounced "slash-root") is the home directory of the user account
for system administration.

WARNING

The PackageKit update software downloads updated packages to /var/cache/yum/
by default. If you partition the system manually, and create a separate /var/

partition, be sure to create the partition large enough (3.0 GB or more) to

download package updates.

16.18. WRITE CHANGES TO DISK

The installer prompts you to confirm the partitioning options that you selected. Click Write changes to
disk to allow the installer to partition your hard drive and install Red Hat Enterprise Linux.
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Writing storage configuration to disk

The partitioning options you have selected will
now be written to disk. Any data on deleted
or reformatted partitions will be lost.

| Go back | | Write changes to disk |

Figure 16.46. Writing storage configuration to disk

If you are certain that you want to proceed, click Write changes to disk.

'@ WARNING

Up to this point in the installation process, the installer has made no lasting changes
to your computer. When you click Write changes to disk, the installer will allocate
space on your hard drive and start to transfer Red Hat Enterprise Linux into this
space. Depending on the partitioning option that you chose, this process might
include erasing data that already exists on your computer.

To revise any of the choices that you made up to this point, click Go back. To cancel
installation completely, switch off your computer.

After you click Write changes to disk, allow the installation process to complete. If
the process is interrupted (for example, by you switching off or resetting the
computer, or by a power outage) you will probably not be able to use your computer
until you restart and complete the Red Hat Enterprise Linux installation process, or
install a different operating system.

16.19. PACKAGE GROUP SELECTION

Now that you have made most of the choices for your installation, you are ready to confirm the default
package selection or customize packages for your system.

The Package Installation Defaults screen appears and details the default package set for your Red

Hat Enterprise Linux installation. This screen varies depending on the version of Red Hat Enterprise
Linux you are installing.
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IMPORTANT

If you install Red Hat Enterprise Linux in text mode, you cannot make package selections.
The installer automatically selects packages only from the base and core groups. These
packages are sufficient to ensure that the system is operational at the end of the
installation process, ready to install updates and new packages. To change the package
selection, complete the installation, then use the Add/Remove Software application to
make desired changes.

The default installation of Red Hat Enterprise Linux is a basic server install. You can
optionally select a different set of software now.

@ Basic Server

O Database Server

O Web Server

O Enterprise Identity Server Base

O Virtual Host

() Desktop

O Software Development Workstation
O Minimal

Please select any additional repositories that you want to use for software installation.

Red Hat Enterprise Linux

‘ =k Add additional software repositories | | |5# Modify repository

You can further customize the software selection now, or after install via the software
management application.

@ Customize later (& Customize now

‘ 4EBack ‘ [ ) Next l

Figure 16.47. Package Group Selection

By default, the Red Hat Enterprise Linux installation process loads a selection of software that is
suitable for a system deployed as a basic server. Note that this installation does not include a graphical
environment. To include a selection of software suitable for other roles, click the radio button that
corresponds to one of the following options:

Basic Server

This option provides a basic installation of Red Hat Enterprise Linux for use on a server.

Database Server
This option provides the MySQL and PostgreSQL databases.

Web server

This option provides the Apache web server.
Enterprise Identity Server Base

This option provides OpenLDAP and Enterprise Identity Management (IPA) to create an identity
and authentication server.
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Virtual Host

This option provides the KVM and Virtual Machine Managertools to create a host for virtual
machines.

Desktop

This option provides the OpenOffice.org productivity suite, graphical tools such as the GIMP, and
multimedia applications.

Software Development Workstation

This option provides the necessary tools to compile software on your Red Hat Enterprise Linux
system.

Minimal

This option provides only the packages essential to run Red Hat Enterprise Linux. A minimal
installation provides the basis for a single-purpose server or desktop appliance and maximizes
performance and security on such an installation.

! WARNING

Minimal installation currently does not configure the firewall
(iptables/ip6tables) by default because the authconfig and system-config-
firewall-base packages are missing from the selection. To work around this issue,
you can use a Kickstart file to add these packages to your selection. See the

Red Hat Customer Portal for details about the workaround, and Chapter 32,
Kickstart Installations for information about Kickstart files.

If you do not use the workaround, the installation will complete successfully, but
no firewall will be configured, presenting a security risk.

If you choose to accept the current package list, skip ahead to Section 16.20, “Installing Packages”.

To select a component, click on the checkbox beside it (refer to Figure 16.47, “Package Group
Selection”).

To customize your package set further, select the Customize now option on the screen. Clicking Next
takes you to the Package Group Selection screen.

16.19.1. Installing from Additional Repositories

You can define additional repositories to increase the software available to your system during
installation. A repository is a network location that stores software packages along with metadata that
describes them. Many of the software packages used in Red Hat Enterprise Linux require other software
to be installed. The installer uses the metadata to ensure that these requirements are met for every
piece of software you select for installation.
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The Red Hat Enterprise Linux repository is automatically selected for you. It contains the complete
collection of software that was released as Red Hat Enterprise Linux 6.9, with the various pieces of
software in their versions that were current at the time of release.

Edit Repository

Please provide the configuration
information for this software repository.

Repository name:

Repository type: HTTP/FTP w

Repository URL | |

"1 URL s a mirror list

| Configure proxy

egancel <Fok

Figure 16.48. Adding a software repository

To include software from extra repositories, select Add additional software repositories and provide
the location of the repository.

To edit an existing software repository location, select the repository in the list and then select Modify
repository.

If you change the repository information during a non-network installation, such as from a Red Hat
Enterprise Linux DVD, the installer prompts you for network configuration information.

Select network interface

This requires that you have an active network connection during the
installation process. Please configure a network interface.

eth0 - Advanced Micro Devices [AMD] 79c870 [PCnet32 LANCE] - 08:C .
0:48 -

| Cancel | | OK |

Figure 16.49. Select network interface
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1. Select an interface from the drop-down menu.
2. Click OK.

Anaconda then starts NetworkManager to allow you to configure the interface.

Network Connections

—

Name Last Used — | Add |
~ Wired
System eth0 2 minutes ago

Close

Figure 16.50. Network Connections
For details of how to use NetworkManager, refer to Section 16.9, “Setting the Hostname”

If you select Add additional software repositories, the Edit repository dialog appears. Provide a
Repository name and the Repository URL for its location.

Once you have located a mirror, to determine the URL to use, find the directory on the mirror that
contains a directory named repodata.

Once you provide information for an additional repository, the installer reads the package metadata
over the network. Software that is specially marked is then included in the package group selection
system.

'@ WARNING
If you choose Back from the package selection screen, any extra repository data

you may have entered is lost. This allows you to effectively cancel extra repositories.
Currently there is no way to cancel only a single repository once entered.
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16.19.2. Customizing the Software Selection

NOTE

Your Red Hat Enterprise Linux system automatically supports the language that you
selected at the start of the installation process. To include support for additional
languages, select the package group for those languages from the Languages category.

NOTE

Users who want support for developing or running 64-bit applications are encouraged to
select the Compatibility Arch Support and Compatibility Arch Development Support
packages to install architecture specific support for their systems.

Select Customize now to specify the software packages for your final system in more detail. This
option causes the installation process to display an additional customization screen when you select
Next.

Desktop Environments Lgl m Administration Tools r
Applications {1 ¥ Base
Development E méDial-up Networking Support
Servers EéFonts

43 Hardware Support
Languages %% Input Methods o

This group is a collection of graphical administration tools for the system, such as for
managing user accounts and configuring system hardware.

Optional packages selected: 11 of 12

| Optional packages |

| 4EBack | | Ep Next |

Figure 16.51. Package Group Details

Red Hat Enterprise Linux divides the included software into package groups. For ease of use, the
package selection screen displays these groups as categories.

You can select package groups, which group components together according to function (for example,
X Window System and Editors), individual packages, or a combination of the two.

To view the package groups for a category, select the category from the list on the left. The list on the
right displays the package groups for the currently selected category.

To specify a package group for installation, select the check box next to the group. The box at the

bottom of the screen displays the details of the package group that is currently highlighted. None of the
packages from a group will be installed unless the check box for that group is selected.
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If you select a package group, Red Hat Enterprise Linux automatically installs the base and mandatory
packages for that group. To change which optional packages within a selected group will be installed,
select the Optional Packages button under the description of the group. Then use the check box next
to an individual package name to change its selection.

In the package selection list on the right, you can use the context menu as a shortcut to select or de-
select base and mandatory packages or all optional packages.

Base System ' -- H Backup Client

Servers {} M Base

Web Services {} m Compatibility libraries
Databases '™ Console internet tools
System Management A\l @ Debugging Tools
Virtualization R o YN BT | P rrp Lo .

gelect
Select all optional packages

Deselect
Deselect all optional packages

___Desktons E

Figure 16.52. Package Selection List Context Menu

After you choose the desired packages, select Next to proceed. The installer checks your selection, and
automatically adds any extra packages required to use the software you selected. When you have
finished selecting packages, click Close to save your optional package selections and return to the main
package selection screen.

The packages that you select are not permanent. After you boot your system, use the Add/Remove
Software tool to either install new software or remove installed packages. To run this tool, from the main
menu, select System — Administration » Add/Remove Software. The Red Hat Enterprise Linux

software management system downloads the latest packages from network servers, rather than using
those on the installation discs.

16.19.2.1. Core Network Services

All Red Hat Enterprise Linux installations include the following network services:
® centralized logging through syslog
® email through SMTP (Simple Mail Transfer Protocol)
® network file sharing through NFS (Network File System)
® remote access through SSH (Secure SHell)
® resource advertising through mDNS (multicast DNS)
The default installation also provides:
® network file transfer through HTTP (HyperText Transfer Protocol)
® printing through CUPS (Common UNIX Printing System)
® remote desktop access through VNC (Virtual Network Computing)

Some automated processes on your Red Hat Enterprise Linux system use the email service to send
reports and messages to the system administrator. By default, the email, logging, and printing services
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do not accept connections from other systems. Red Hat Enterprise Linux installs the NFS sharing, HTTP,
and VNC components without enabling those services.

You may configure your Red Hat Enterprise Linux system after installation to offer email, file sharing,

logging, printing and remote desktop access services. The SSH service is enabled by default. You may
use NFS to access files on other systems without enabling the NFS sharing service.

16.20. INSTALLING PACKAGES

At this point there is nothing left for you to do until all the packages have been installed. How quickly this
happens depends on the number of packages you have selected and your computer's speed.

Depending on the available resources, you might see the following progress bar while the installer
resolves dependencies of the packages you selected for installation:

Starting installation process

P— J

Figure 16.53. Starting installation

During installation of the selected packages and their dependencies, you see the following progress bar:

|_- L .] Packages completed: 52 of 508 |

Installing libcap-2.16-5.2.el6.5390x (66 KB)
Library for getting and setting POSIX.1e capabilities

Figure 16.54. Packages completed

16.21. INSTALLATION COMPLETE
Congratulations! Your Red Hat Enterprise Linux installation is now complete!

The installation program prompts you to prepare your system for reboot. Remember to remove any
installation media if it is not ejected automatically upon reboot.

After your computer's normal power-up sequence has completed, Red Hat Enterprise Linux loads and
starts. By default, the start process is hidden behind a graphical screen that displays a progress bar.
Eventually, a login: prompt or a GUI login screen (if you installed the X Window System and chose to
start X automatically) appears.

The first time you start your Red Hat Enterprise Linux system in run level 5 (the graphical run level), the

FirstBoot tool appears, which guides you through the Red Hat Enterprise Linux configuration. Using this
tool, you can set your system time and date, install software, register your machine with Red Hat
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Network, and more. FirstBoot lets you configure your environment at the beginning, so that you can get
started using your Red Hat Enterprise Linux system quickly.

Chapter 34, Firstboot will guide you through the configuration process.

[7] A root password is the administrative password for your Red Hat Enterprise Linux system. You should only log

in as root when needed for system maintenance. The root account does not operate within the restrictions placed
on normal user accounts, so changes made as root can have implications for your entire system.

[8]The fsck application is used to check the file system for metadata consistency and optionally repair one or
more Linux file systems.
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CHAPTER 17. TROUBLESHOOTING INSTALLATION ON AN IBM
POWER SYSTEMS SERVER

This section discusses some common installation problems and their solutions.

For debugging purposes, anaconda logs installation actions into files in the /tmp directory. These files
include:

/tmp/anaconda.log

general anaconda messages

/tmp/program.log

all external programs run by anaconda

/tmp/storage.log

extensive storage module information

/tmp/yum.log

yum package installation messages

/tmp/syslog

hardware-related system messages

If the installation fails, the messages from these files are consolidated into /tmp/anaconda-tb-identifier,
where identifier is a random string.

You may also find the IBM Online Alert Section for System p useful. It is located at:

I http://www14.software.ibm.com/webapp/set2/sas/f/lopdiags/info/LinuxAlerts.html

All of the files above reside in the installer's ramdisk and are thus volatile. To make a permanent copy,
copy those files to another system on the network using scp on the installation image (not the other
way round).

17.1. YOU ARE UNABLE TO BOOT RED HAT ENTERPRISE LINUX

17.1.1. Is Your System Displaying Signal 11 Errors?

A signal 11 error, commonly known as a segmentation fault, means that the program accessed a memory
location that was not assigned to it. A signal 11 error may be due to a bug in one of the software
programs that is installed, or faulty hardware.

If you receive a fatal signal 11 error during your installation, it is probably due to a hardware error in
memory on your system's bus. Like other operating systems, Red Hat Enterprise Linux places its own
demands on your system's hardware. Some of this hardware may not be able to meet those demands,
even if they work properly under another OS.

Ensure that you have the latest installation updates and images. Review the online errata to see if newer

versions are available. If the latest images still fail, it may be due to a problem with your hardware.
Commonly, these errors are in your memory or CPU-cache. A possible solution for this error is turning
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off the CPU-cache in the BIOS, if your system supports this. You could also try to swap your memory
around in the motherboard slots to check if the problem is either slot or memory related.

Another option is to perform a media check on your installation DVD. Anaconda, the installation
program, has the ability to test the integrity of the installation media. It works with the DVD, hard drive
ISO, and NFS ISO installation methods. Red Hat recommends that you test all installation media before
starting the installation process, and before reporting any installation-related bugs (many of the bugs

reported are actually due to improperly-burned DVDs). To use this test, type the following command at
the boot: or yaboot: prompt:

I linux mediacheck

For more information concerning signal 11 errors, refer to:

I http://www.bitwizard.nl/sig11/

17.2. TROUBLE BEGINNING THE INSTALLATION

17.2.1. Problems with Booting into the Graphical Installation

There are some video cards that have trouble booting into the graphical installation program. If the
installation program does not run using its default settings, it tries to run in a lower resolution mode. If
that still fails, the installation program attempts to run in text mode.

One possible solution is to try using the resolution= boot option. Refer to Chapter 28, Boot Options for
more information.

NOTE

To disable frame buffer support and allow the installation program to run in text mode,
try using the nofb boot option. This command may be necessary for accessibility with
some screen reading hardware.

17.3. TROUBLE DURING THE INSTALLATION

17.3.1. The "No devices found to install Red Hat Enterprise Linux" Error Message

If you receive an error message stating No devices found to install Red Hat Enterprise Linux, there is
probably a SCSI controller that is not being recognized by the installation program.

Check your hardware vendor's website to determine if a driver disk image is available that fixes your
problem. For more general information on driver disks, refer to Chapter 13, Updating Drivers During
Installation on IBM Power Systems Servers.

You can also refer to the Red Hat Hardware Compatibility List , available online at:

https://hardware.redhat.com/

17.3.2. Saving Traceback Messages

If anaconda encounters an error during the graphical installation process, it presents you with a crash
reporting dialog box:
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L Exception Occurred X

An unhandled exception has occurred. This is
most likely a bug. Please save a copy of the
detailed exception and file a bug report.

[ |Details

Debug | | Save || Exit

Figure 17.1. The Crash Reporting Dialog Box

Details

shows you the details of the error:
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L Exception Occurred x

An unhandled exception has occurred. This is
most likely a bug. Please save a copy of the
detailed exception and file a bug report.

~ |Details|
firstboot 1.110.10 exception report
Traceback (most recent call last):
File "fusr/shin/firstboot", line 192, in <module=
config.moduleList = loadModules{config.moduleDir, config.mode)
File "fusr/lib/python2.6/site-packages/firstboot/loader.py”, line 140, in loadModu
obj.loadModules(mode=mode)
File "fusr/lib/python2.6/site-packages/firstboot/moduleset.py”, line 111, in loadl
selfmoduleList = loadModules(self.path, mode)
File "fusr/lib/python2.6/site-packages/firstboot/loader.py”, line 101, in loadModu
obj = loaded.moduleClass()
File "fusr/share/rhnjup2date_client/firstboot/rhsm_subscriptions.py”, line 23, in
managergui.MainWindow.__init__(self)
File "fusr/sharefrhsm/gui/managergui.py”, line 255, in _init__ ~

SR I P S T L 1 8

[«] 1 | E|

Debug || Save || Exit |

Figure 17.2. Details of the Crash

Save

saves details of the error locally or remotely:

Exit

exits the installation process.

If you select Save from the main dialog, you can choose from the following options:
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/tmp/abrt-tmp-2012-02-10-05:48:04-680

Select how you would like to report the problem:

Select reporter

[ |Logger - Save the report locally|
[[] Red Hat Customer Support - Report to Red Hat support
[] Report uploader - Upload compressed report to url of choice

Preferences

[ Close l [ Cancel l |5u:u"'.*-;a"cl|

Figure 17.3. Select reporter

Logger

saves details of the error as a log file to the local hard drive at a specified location.

Red Hat Customer Support

submits the crash report to Customer Support for assistance.

Report uploader

uploads a compressed version of the crash report to Bugzilla or a URL of your choice.

Before submitting the report, click Preferences to specify a destination or provide authentication
details. Select the reporting method you need to configure and click Configure Event.
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Event Configuration

Logger
Save the report locally

Red Hat Customer Support
Report to Red Hat support

Report uploader
Upload compressed report to url of choice

Bugazilla
Report to Bugzilla bug tracker

Close Configure Event

Figure 17.4. Configure reporter preferences

Logger
Specify a path and a filename for the log file. Check Append if you are adding to an existing log file.

Log File |jtmp}ahrt.lug| |
Append

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK

Figure 17.5. Specify local path for log file

Red Hat Customer Support
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Enter your Red Hat Network username and password so your report reaches Customer Support and
is linked with your account. The URL is prefilled and Verify SSL is checked by default.

Red Hat Customer Support

RH Portal URL | https://api.access.redhat.com/rs

Username ||

Password

] Show password
Verify SSL

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK

Figure 17.6. Enter Red Hat Network authentication details

Report uploader

Specify a URL for uploading a compressed version of the crash report.

Report uploader

URL | |

Gnome Keyring is not available, your settings won't be saved!

Cancel | | (0] 4 |

Figure 17.7. Enter URL for uploading crash report
Bugzilla

Enter your Bugzilla username and password to lodge a bug with Red Hat's bug-tracking system using
the crash report. The URL is prefilled and Verify SSL is checked by default.
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Bugzilla UHL|
You can create bugzilla.redhat.com account he

L

User name |

Password |

] Show password
Verify SSL

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK

Figure 17.8. Enter Bugzilla authentication details

Once you have entered your preferences, click OK to return to the report selection dialog. Select how
you would like to report the problem and then click Forward.

/tmp/abrt-tmp-2012-02-12-23:27:39-679

Click "Apply* to start reporting
Reporter(s): report_Logger

Size: 69254 bytes, 16 files
Include Name Value 2
time 1329089259
executable fmnt/runtime/usr/bin/python
description (click here to view/edit)
hostname localhost.localdomain L
architecture %x86_64
hashmarkermname  anaconda
kemel 2.6.32-220.e16.x86_64
version 6.2
reason RuntimeError: Intentionally raised exception to invoke exception handler
analyzer libreport
duphash 15f3cdel6257e32a00d9ed4c957e3052caabb5a70d8fc37b47c38cf44fc45a05
Directory /tmp/abrt-tmp-2012-02-12-23:27:39-679 [~]

| Close ||gancel || Back || Apply |

Figure 17.9. Confirm report data

You can now customize the report by checking and unchecking the issues that will be included. When
finished, click Apply.
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/tmp/abrt-tmp-2012-02-12-23:27:39-679

Reporting

Reporting finished with exit code 0

--- Running report Logger ---
The report was appended to /tmp/abrt.log

] T R

[ Close ] [ Cancel l [Eorward]

Figure 17.10. Report in progress

This screen displays the outcome of the report, including any errors in sending or saving the log. Click

Forward to proceed.

/tmp/abrt-tmp-2012-02-12-23:27:39-679

Reporting done

Reporting has finished. You can close this window now.
If you want to report the problem to a different destination, collect additional information, or provide a better

problemn description and repeat reporting process, press 'Forward'.

[ Close l [ Cancel l [ Back l [EorwardJ

Figure 17.11. Reporting done

Reporting is now complete. Click Forward to return to the report selection dialog. You can now make
another report, or click Close to exit the reporting utility and then EXit to close the installation process.
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IMPORTANT

This information does not apply to users of headless IBM System p systems.

17.3.3. Trouble with Partition Tables

If you receive an error after the Disk Partitioning Setup (Section 16.15, “Disk Partitioning Setup”) phase
of the installation saying something similar to

The partition table on device hda was unreadable. To create new partitions it must be
initialized, causing the loss of ALL DATA on this drive.

you may not have a partition table on that drive or the partition table on the drive may not be
recognizable by the partitioning software used in the installation program.

No matter what type of installation you are performing, backups of the existing data on your systems
should always be made.

17.3.4. Other Partitioning Problems for IBM Power Systems Users

If you create partitions manually, but cannot move to the next screen, you probably have not created all
the partitions necessary for installation to proceed.

You must have the following partitions as a bare minimum:

A/ (root) partition

A <swap> partition of type swap

A PReP Boot partition.

A /boot/ partition.

Refer to Section 16.17.5, “"Recommended Partitioning Scheme” for more information.

NOTE

When defining a partition's type as swap, do not assign it a mount point. Anaconda
automatically assigns the mount point for you.

17.4. PROBLEMS AFTER INSTALLATION

17.4.1. Unable to IPL from *NWSSTG

If you are experiencing difficulties when trying to IPL from *NWSSTG, you may not have created a PReP
Boot partition set as active.

17.4.2. Booting into a Graphical Environment

If you have installed the X Window System but are not seeing a graphical desktop environment once you
log into your system, you can start the X Window System graphical interface using the command startx.

Once you enter this command and press Enter, the graphical desktop environment is displayed.
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Note, however, that this is just a one-time fix and does not change the log in process for future log ins.
To set up your system so that you can log in at a graphical login screen, you must edit one file,
/etc/inittab, by changing just one number in the runlevel section. When you are finished, reboot the
computer. The next time you log in, you are presented with a graphical login prompt.

Open a shell prompt. If you are in your user account, become root by typing the su command.

Now, type the following to edit the file with gedit.

I gedit /etc/inittab

The file /etc/inittab opens. Within the first screen, a section of the file which looks like the following
appears:

# Default runlevel. The runlevels used are:

# 0 - halt (Do NOT set initdefault to this)
# 1 - Single user mode
# 2 - Multiuser, without NFS (The same as 3, if you do not have networking)
# 3 - Full multiuser mode

# 4 -unused

# 5-X11

# 6 -reboot (Do NOT set initdefault to this)
#
id

:3:initdefault:

To change from a console to a graphical login, you should change the number in the line id:3:initdefault:
froma3toa 5.

'@ WARNING
Change only the number of the default runlevel from 3 to 5.

Your changed line should look like the following:
I id:5:initdefault:

When you are satisfied with your change, save and exit the file using the Ctrl+Q keys. A window appears
and asks if you would like to save the changes. Click Save.

The next time you log in after rebooting your system, you are presented with a graphical login prompt.

17.4.3. Problems with the X Window System (GUI)

If you are having trouble getting X (the X Window System) to start, you may not have installed it during
your installation.

If you want X, you can either install the packages from the Red Hat Enterprise Linux installation media or
perform an upgrade.
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If you elect to upgrade, select the X Window System packages, and choose GNOME, KDE, or both,
during the upgrade package selection process.

Refer to Section 35.3, “Switching to a Graphical Login” for more detail on installing a desktop
environment.

17.4.4. Problems with the X Server Crashing and Non-Root Users

If you are having trouble with the X server crashing when anyone logs in, you may have a full file system
(or, a lack of available hard drive space).

To verify that this is the problem you are experiencing, run the following command:

I df -h

The df command should help you diagnose which partition is full. For additional information about df and
an explanation of the options available (such as the -h option used in this example), refer to the df man
page by typing man df at a shell prompt.

A key indicator is 100% full or a percentage above 90% or 95% on a partition. The /home/ and /tmp/
partitions can sometimes fill up quickly with user files. You can make some room on that partition by

removing old files. After you free up some disk space, try running X as the user that was unsuccessful
before.

17.4.5. Problems When You Try to Log In

If you did not create a user account in the firstboot screens, switch to a console by pressing
Ctrl+Alt+F2, log in as root and use the password you assigned to root.

If you cannot remember your root password, boot your system as linux single.

Once you have booted into single user mode and have access to the # prompt, you must type passwd
root, which allows you to enter a new password for root. At this point you can type shutdown -r now to
reboot the system with the new root password.

If you cannot remember your user account password, you must become root. To become root, type su -
and enter your root password when prompted. Then, type passwd <usernames. This allows you to

enter a new password for the specified user account.

If the graphical login screen does not appear, check your hardware for compatibility issues. The
Hardware Compatibility List can be found at:

I https://hardware.redhat.com/

17.4.6. Your Printer Does Not Work

If you are not sure how to set up your printer or are having trouble getting it to work properly, try using
the Printer Configuration Tool.

Type the system-config-printer command at a shell prompt to launch the Printer Configuration Tool.
If you are not root, it prompts you for the root password to continue.

17.4.7. Apache HTTP Server or Sendmail Stops Responding During Startup
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If Apache HTTP Server (httpd) or Sendmail stops responding during startup, make sure the following
line is in the /etc/hosts file:

I 127.0.0.1 localhost.localdomain localhost
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PART Ill. IBM SYSTEM Z ARCHITECTURE - INSTALLATION
AND BOOTING

This part of the Red Hat Enterprise Linux Installation Guide discusses installation and booting (or initial
program load, IPL) of Red Hat Enterprise Linux on IBM System z.
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CHAPTER 18. PLANNING FOR INSTALLATION ON SYSTEM Z

18.1. PRE-INSTALLATION
Red Hat Enterprise Linux 6.9 runs on System z9 or later IBM mainframe systems.

The installation process assumes that you are familiar with the IBM System z and can set up /ogical
partitions (LPARs) and z/VM guest virtual machines. For additional information on System z, refer to
http://www.ibm.com/systems/z.

For installation of Red Hat Enterprise Linux on System z, Red Hat supports DASD and FCP storage
devices.

Before you install Red Hat Enterprise Linux, you must decide on the following:

® Decide whether you want to run the operating system on an LPAR or as a z/VM guest operating
system.

® Decide if you need swap space and if so how much. Although it is possible (and recommended)
to assign enough memory to z/VM guest virtual machine and let z/VM do the necessary
swapping, there are cases where the amount of required RAM is hard to predict. Such instances
should be examined on a case-by-case basis. Refer to Section 23.15.5, "Recommended
Partitioning Scheme”.

® Decide on a network configuration. Red Hat Enterprise Linux 6.9 for IBM System z supports the
following network devices:

o Real and virtual Open Systems Adapter (OSA)
o Real and virtual HiperSockets
o LAN channel station (LCS) for real OSA

You require the following hardware:

® Disk space. Calculate how much disk space you need and allocate sufficient disk space on

DASDs[®] or sCSIO] disks. You require at least 2 GB for a server installation, and 5 GB if you
want to install all packages. You also require disk space for any application data. After the
installation, more DASD or SCSI disk partitions may be added or deleted as necessary.

The disk space used by the newly installed Red Hat Enterprise Linux system (the Linux instance)
must be separate from the disk space used by other operating systems you may have installed
on your system.

For more information about disks and partition configuration, refer to Section 23.15.5,
"Recommended Partitioning Scheme”.

® RAM. Acquire 1 GB (recommended) for the Linux instance. With some tuning, an instance might
run with as little as 512 MB RAM.

18.2. OVERVIEW OF THE SYSTEM Z INSTALLATION PROCEDURE

You can install Red Hat Enterprise Linux on System z interactively or in unattended mode. Installation on
System z differs from installation on other architectures in that it is typically performed over a network
and not from a local DVD. The installation can be summarized as follows:
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1. Booting (IPL) the installer
Connect with the mainframe, then perform an initial program load (IPL), or boot, from the
medium containing the installation program.

2. Installation Phase 1
Set up an initial network device. This network device is then used to connect to the installation
system via SSH or VNC. This gets you a full-screen mode terminal or graphical display to
continue installation as on other architectures.

3. Installation Phase 2
Specify which language to use, and how and where the installation program and the software
packages to be installed from the repository on the Red Hat installation medium can be found.

4. Installation Phase 3
Use anaconda (the main part of the Red Hat installation program) to perform the rest of the
installation.

Installation
Source

Boot the Installer —

Workstation
(HMC or 3270)

Red Hat Enterprise Linux
Installation System [ X11 or VNC I

i

Configure a

Network Device Workstation

(ssh client)

Specify Language
& Installation Source

Install using
anaconda

Installed System

Figure 18.1. The Installation Process

18.2.1. Booting (IPL) the Installer

After establishing a connection with the mainframe, you need to perform an initial program load (IPL), or
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boot, from the medium containing the installation program. This document describes the most common
methods of installing Red Hat Enterprise Linux 6.9 on System z. In general, you can use any method to
boot the Linux installation system, which consists of a kernel (kernel.img) and initial ramdisk
(initrd.img) with at least the parameters in generic.prm. The Linux installation system is also called the
installer in this book.

The control point from where you can start the IPL process depends on the environment where your
Linux is to run. If your Linux is to run as a z/VM guest operating system, the control point is the contro/
program (CP) of the hosting z/VM. If your Linux is to run in LPAR mode, the control point is the
mainframe's Support Element (SE) or an attached IBM System z Hardware Management Console
(HMQ).

You can use the following boot media only if Linux is to run as a guest operating system under z/VM:
® z/\/Mreader — refer to Section 20.1.1, “Using the z/VM Reader” for details.
You can use the following boot media only if Linux is to run in LPAR mode:

® SE or HMC through a remote FTP server — refer to Section 20.2.1, “"Using an FTP Server” for
details.

® SE or HMC DVD - refer to Section 20.2.2, "Using the HMC or SE DVD Drive” for details
You can use the following boot media for both z/VM and LPAR:

® DASD - refer to Section 20.1.2, “"Using a Prepared DASD" for z/VM or Section 20.2.3, “Using a
Prepared DASD" for LPAR

® SCSl device thatis attached through an FCP channel — refer to Section 20.1.3, “Using a
Prepared FCP-attached SCSI Disk” for z/VM or Section 20.2.4, “"Using a Prepared FCP-
attached SCSI Disk” for LPAR

® FCP-attached SCSIDVD — refer to Section 20.1.4, “ Using an FCP-attached SCSI DVD Drive”
for z/VM or Section 20.2.5, “Using an FCP-attached SCSI DVD Drive” for LPAR

If you use DASD and FCP-attached SCSI devices (except SCSI DVDs) as boot media, you must have a
configured zipl boot loader. For more information, see the Chapter on zipl in Linux on System z Device
Drivers, Features, and Commands on Red Hat Enterprise Linux 6.

18.2.2. Installation Phase 1

After the kernel boot, you will configure one network device. This network device is needed to complete
the installation.

The interface you will use in installation phase 1is the linuxrc interface, which is line-mode and text-
based. (Refer to Chapter 21, Installation Phase I: Configuring a Network Device .)

18.2.3. Installation Phase 2

In installation phase 2, you need to specify what language to use and where phase 3 of the installation
program and the software packages to be installed from the repository on the Red Hat installation
medium can be found. On System z, the installation sources are usually transferred from the DVD to a
network server. Phase 3 of the installation program and the repository can be accessed in one of the
following ways:

® Qver the network using one of the FTP, HTTP, HTTPS, or NFS protocols. A separate network
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server (FTP, HTTP, HTTPS, or NFS), which holds all the required installation sources, must be
set up in advance. For details on how to set up a network server, refer to Section 19.1, “Preparing
for a Network Installation”.

® Hard disk (DASD or a SCSI device attached through an FCP channel). You need to set up a disk
that holds the required installation sources in advance. For details, Refer to Section 19.2,
“Preparing for a Hard Drive Installation”.

® Through an FCP-attached SCSI DVD. This is handled automatically if booted from FCP-
attached SCSI DVD.

The interface you will use in installation phase 2 is the loader, which provides a full-screen text-based

interface with a blue background by default. For unattended installations in cmdline mode, the loader

offers line-mode, text-based output. (Refer to Chapter 22, Installation Phase 2: Configuring Language
and Installation Source.)

18.2.4. Installation Phase 3

In installation phase 3 you will use anaconda in graphical, text-based, or cmdline mode:

® Graphical mode

This can be used through a VNC client (recommended) or through an X11 server. You can use
your mouse and keyboard to navigate through the screens, click buttons, and enter text in fields.

® Text-based mode

This interface does not offer all interface elements of the GUI and does not support all settings.
Use this for interactive installations if you cannot use a VNC client or X11 server.

® cmdline mode

This is intended for automated installations on System z. (Refer to Section 26.6, “Parameters
for Kickstart Installations”)

If you have a slow network connection or prefer a text-based installation, do not use X11 forwarding when
logging in over the network and do not set the display=variable in the parameter file (refer to

Section 26.4, "WVNC and X11 Parameters” for details). In Red Hat Enterprise Linux 6.9 the text-based
installation has been reduced to minimize user interaction. Features like installation on FCP-attached
SCSl devices, changing partition layout, or package selection are only available with the graphical user
interface installation. Use the graphical installation whenever possible. (Refer to Chapter 23, Installation
Phase 3: Installing Using Anaconda.)

18.3. GRAPHICAL USER INTERFACE WITH X11 OR VNC

To run anaconda with the graphical user interface, use a workstation that has either an X Window
System (X11) server or VNC client installed.

You can use XI1 forwarding with an SSH client or X11 directly. If the installer on your workstation fails
because the X1 server does not support required X11 extensions you might have to upgrade the XI1
server or use VNC.

To use VNC, disable X11 forwarding in your SSH client prior to connecting to the Linux installation system
on the mainframe or specify the vnc parameter in your parameter file. Using VNC is recommended for
slow or long-distance network connections. Refer to Section 28.2, “Enabling Remote Access to the
Installation System”.
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Table 18.1, "“Parameters and SSH login types” shows how the parameters and SSH login type controls
which anaconda user interface is used.

Table 18.1. Parameters and SSH login types

Parameter SSH login User interface

none SSH without X11 forwarding VNC or text

vnc SSH with or without X11 VNC
forwarding

none SSH with X11 forwarding X1

display=IP/hostname:display = SSH without X11 forwarding X

18.3.1. Installation using X11 forwarding

You can connect a workstation to the Linux installation system on the mainframe and display the
graphical installation program using SSH with X11 forwarding.

You require an SSH client that allows X11 forwarding. To open the connection, first start the X server on
the workstation. Then connect to the Linux installation system. You can enable X11 forwarding in your
SSH client when you connect.

For example, with OpenSSH enter the following in a terminal window on your workstation:

I ssh -X install@linuxvm.example.com

Replace linuxvm.example.com with the hostname or IP address of the system you are installing. The -X
option (the capital letter X) enables X11 forwarding.

18.3.2. Installation using X11

The direct connection from the X11 client to an X11 server on your local workstation requires an IP
connection from your System z to your workstation. If the network and firewalls prevent such
connections, use X11 forwarding or VNC instead.

The graphical installation program requires the DNS and hostname to be set correctly, and the Linux
installation system must be allowed to open applications on your display. You can ensure this by setting
the parameter display=workstationname:0.0 in the parameter file, where workstationname is the
hostname of the client workstation connecting to the Linux image. Alternatively, you can set the display
environment variable and run loader manually after having logged in with SSH as user root. By default
you log in as user install. This starts the loader automatically and does not allow overriding the display
environment variable.

To permit X11 clients to open applications on the X11server on your workstation, use the xauth
command. To manage X1 authorization cookies with xauth, you must log in to the Linux installation
system using SSH as user root. For details on xauth and how to manage authorization cookies, refer to
the xauth manpage.

In contrast to setting up X11 authorizations with xauth, you can use xhost to permit the Linux installation
system to connect to the X1l server:
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I xhost +/linuxvm

Replace linuxvm with the hostname or IP address of the Linux installation system. This allows /inuxvm to
make connections to the X11server.

If the graphical installation does not begin automatically, verify the display=variable settings in the
parameter file. If performing an installation under z/VM, rerun the installation to load the new parameter
file on the reader.

18.3.3. Installation using VNC

Using VNC is recommended for slow or long-distance network connections. To use VNC, disable XI1
forwarding in your SSH client prior to connecting to the temporary Linux installation system. The loader
will then provide a choice between text-mode and VNC; choose VNC here. Alternatively, provide the
vnc variable and optionally the vnepassword variable in your parameter file (refer to Section 26.4,
“VNC and X11 Parameters” for details).

A message on the workstation SSH terminal prompts you to start the VNC client viewer and provides
details about the VNC display specifications. Enter the specifications from the SSH terminal into the
VNC client viewer and connect to the temporary Linux installation system to begin the installation. Refer
to Chapter 31, Installing Through VNC for details.

18.3.4. Installation using a VNC listener

To connect from your temporary Linux installation system to a VNC client running on your workstation in
listening mode, use the vneconnect option in your parameter file, in addition to the options vnec and
optionally vnepassword. The network and firewalls must allow an IP connection from your temporary
Linux installation to your workstation.

To have the temporary Linux installation system automatically connect to a VNC client, first start the
client in listening mode. On Red Hat Enterprise Linux systems, use the -listen option to run vncviewer
as a listener. In a terminal window, enter the command:

I vneviewer -listen

Refer to Chapter 31, Installing Through VNC for details.

18.3.5. Automating the Installation with Kickstart

You can allow an installation to run unattended by using Kickstart. A Kickstart file specifies settings for
an installation. Once the installation system boots, it can read a Kickstart file and carry out the
installation process without any further input from a user.

On System z, this also requires a parameter file (optionally an additional configuration file under z/VM).
This parameter file must contain the required network options described in Section 26.3, “Installation
Network Parameters” and specify a kickstart file using the ks= option. The kickstart file typically resides
on the network. The parameter file often also contains the options emdline and RUNKS=1 to execute
the loader without having to log in over the network with SSH (Refer to Section 26.6, “Parameters for
Kickstart Installations”).

For further information and details on how to set up a kickstart file, refer to Section 32.3, “Creating the
Kickstart File".

18.3.5.1. Every Installation Produces a Kickstart File
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The Red Hat Enterprise Linux installation process automatically writes a Kickstart file that contains the
settings for the installed system. This file is always saved as /root/anaconda-ks.cfg. You may use this
file to repeat the installation with identical settings, or modify copies to specify settings for other
systems.

[9]Direct Access Storage Devices (DASDs) are hard disks that allow a maximum of three partitions per device. For
example, dasda can have partitionsdasda1, dasda2, and dasda3.

[10] Using the SCSI-over-Fibre Channel device driver (zfcp device driver) and a switch, SCSI LUNs can be
presented to Linux on System z as if they were locally attached SCSI drives.
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19.1. PREPARING FOR A NETWORK INSTALLATION

NOTE

Make sure no installation DVD (or any other type of DVD or CD) is in your hosting
partition's drive if you are performing a network-based installation. Having a DVD or CD in
the drive might cause unexpected errors.

Ensure that you have boot media available as described in Chapter 20, Booting (IPL) the Installer.

The Red Hat Enterprise Linux installation medium must be available for either a network installation (via
NFS, FTP, HTTP, or HTTPS) or installation via local storage. Use the following steps if you are
performing an NFS, FTP, HTTP, or HTTPS installation.

The NFS, FTP, HTTP, or HTTPS server to be used for installation over the network must be a separate,
network-accessible server. The separate server can be a virtual machine, LPAR, or any other system
(such as a Linux on Power Systems or x86 system). It must provide the complete contents of the
installation DVD-ROM.

NOTE

The public directory used to access the installation files over FTP, NFS, HTTP, or HTTPS
is mapped to local storage on the network server. For example, the local directory
/var/www/inst/rhel6.9 on the network server can be accessed as
http://network.server.com/inst/rhel6.9.

In the following examples, the directory on the installation staging server that will contain
the installation files will be specified as /location/of/disk/space. The directory that will be
made publicly available via FTP, NFS, HTTP, or HTTPS will be specified as
/publicly_available_directory. For example, /location/of/disk/space may be a directory
you create called /var/isos. /publicly_available_directory might be
/var/www/html/rhel6.9, for an HTTP install.

In the following, you will require an /SO image. An ISO image is a file containing an exact copy of the
content of a DVD. To create an ISO image from a DVD use the following command:

I dd if=/dev/dvd of=/path_to_image/name_of image.iso
where dvd is your DVD drive device, name_of_image is the name you give to the resulting ISO image file,

and path_to_image is the path to the location on your system where the resulting ISO image will be
stored.

To copy the files from the installation DVD to a Linux instance, which acts as an installation staging
server, continue with either Section 19.1.1, “Preparing for FTP, HTTP, and HTTPS Installation” or
Section 19.1.2, “Preparing for an NFS Installation”.

19.1.1. Preparing for FTP, HTTP, and HTTPS Installation
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'@ WARNING

If your Apache web server or tftp FTP server configuration enables SSL security,
make sure to only enable the TLSv1 protocol, and disable SSLv2 and SSLv3. This
is due to the POODLE SSL vulnerability (CVE-2014-3566). See
https://access.redhat.com/solutions/1232413 for details about securing Apache,
and https://access.redhat.com/solutions/1234773 for information about securing
tftp.

Extract the files from the ISO image of the installation DVD and place them in a directory that is shared
over FTP, HTTP, or HTTPS.

Next, make sure that the directory is shared via FTP, HTTP, or HTTPS, and verify client access. Test to
see whether the directory is accessible from the server itself, and then from another machine on the
same subnet to which you will be installing.

19.1.2. Preparing for an NFS Installation

For NFS installation it is not necessary to extract all the files from the ISO image. It is sufficient to make
the ISO image itself, the install.img file, and optionally the product.img file available on the network
server via NFS.

1. Transfer the ISO image to the NFS exported directory. On a Linux system, run:
I mv /path_to_image/name_of image.iso /publicly _available directory/

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and publicly_available_directory is a directory that is available over NFS or that you
intend to make available over NFS.

2. Use a SHA256 checksum program to verify that the ISO image that you copied is intact. Many
SHA256 checksum programs are available for various operating systems. On a Linux system,
run:

I $ sha256sum name_of image.iso

where name_of_image is the name of the ISO image file. The SHA256 checksum program
displays a string of 64 characters called a hash. Compare this hash to the hash displayed for this
particular image on the Downloads page in the Red Hat Customer Portal (refer to Chapter |,
Obtaining Red Hat Enterprise Linux ). The two hashes should be identical.

3. Copy the images/ directory from inside the ISO image to the same directory in which you stored
the ISO image file itself. Enter the following commands:

mount -t is09660 /path_to_image/name_of_image.iso /mount_point-o loop,ro
cp -pr /mount_pointimages /publicly _available_directory/
umount /mount_point
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where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and mount_point is a mount point on which to mount the image while you copy files
from the image. For example:

mount -t is09660 /var/isos/RHEL6.iso /mnt/tmp -o loop,ro
cp -pr /mnt/tmp/images /var/isos/
umount /mnt/tmp

The ISO image file and an images/ directory are now present, side-by-side, in the same
directory.

. Verify that the images/ directory contains at least the install.img file, without which installation

cannot proceed. Optionally, the images/ directory should contain the product.img file, without
which only the packages for a Minimal installation will be available during the package group
selection stage (refer to Section 23.17, "Package Group Selection”).

. Ensure that an entry for the publicly available directory exists in the /etc/exports file on the

network server so that the directory is available via NFS.

To export a directory read-only to a specific system, use:

I /publicly_available_directory client.ip.address (ro)

To export a directory read-only to all systems, use:

I /publicly _available directory * (ro)

. On the network server, start the NFS daemon (on a Red Hat Enterprise Linux system, use

/sbin/service nfs start). If NFS is already running, reload the configuration file (on a Red Hat
Enterprise Linux system use /shin/service nfs reload).

. Be sure to test the NFS share following the directions in the Red Hat Enterprise Linux

Deployment Guide. Refer to your NFS documentation for details on starting and stopping the
NFS server.

NOTE

anaconda has the ability to test the integrity of the installation media. It works with the
DVD, hard drive ISO, and NFS ISO installation methods. We recommend that you test all
installation media before starting the installation process, and before reporting any
installation-related bugs (many of the bugs reported are actually due to improperly-
burned DVDs). To use this test, type the following command at the boot: prompt:

I linux mediacheck

19.2. PREPARING FOR A HARD DRIVE INSTALLATION

Use this option to install Red Hat Enterprise Linux on hardware systems without a DVD drive and if you
do not want to access installation phase 3 and the package repository over a network.

19.2.1. Accessing Installation Phase 3 and the Package Repository on a Hard Drive
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NOTE

Hard drive installations using DASD or FCP-attached SCSI storage only work from native
ext2, ext3, or ext4 partitions. If you have a file system based on devices other than native
ext2, ext3, or ext4 (particularly a file system based on RAID or LVM partitions) you will
not be able to use it as a source to perform a hard drive installation.

Hard drive installations use an /SO image of the installation DVD (a file that contains an exact copy of
the content of the DVD), and an install.img file extracted from the ISO image. With these files present
on a hard drive, you can choose Hard drive as the installation source when you boot the installation
program.

Hard drive installations use the following files:

® an /SO image of the installation DVD. An ISO image is a file that contains an exact copy of the
content of a DVD.

e aninstall.img file extracted from the ISO image.
e optionally, a product.img file extracted from the ISO image.

With these files present on a hard drive, you can choose Hard drive as the installation source when you
boot the installation program (refer to Section 22.4, “Installation Method").

Ensure that you have boot media available as described in Chapter 20, Booting (IPL) the Installer.
To prepare a DASD or FCP-attached device as an installation source, follow these steps:

1. Obtain an ISO image of the Red Hat Enterprise Linux installation DVD (refer to Chapter 1,
Obtaining Red Hat Enterprise Linux ). Alternatively, if you have the DVD on physical media, you
can create an image of it with the following command on a Linux system:

I dd if=/dev/dvd of=/path_to_image/name_of image.iso

where dvd is your DVD drive device, name_of_image is the name you give to the resulting ISO
image file, and path_to_image is the path to the location on your system where the resulting ISO
image will be stored.

2. Transfer the ISO images to the DASD or SCSI device.

The ISO files must be located on a hard drive that is activated in installation phase 1 (refer to
Chapter 21, Installation Phase I: Configuring a Network Device ) or in installation phase 2 (refer to
Chapter 22, Installation Phase 2: Configuring Language and Installation Source ). This is
automatically possible with DASDs.

For an FCP LUN, you must either boot (IPL) from the same FCP LUN or use the rescue shell
provided by the installation phase 1 menus to manually activate the FCP LUN holding the ISOs
as described in Section 25.2.1, “Dynamically Activating an FCP LUN" .

3. Use a SHA256 checksum program to verify that the ISO image that you copied is intact. Many

SHA256 checksum programs are available for various operating systems. On a Linux system,
run:

I $ sha256sum name_of image.iso

where name_of_image is the name of the ISO image file. The SHA256 checksum program
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displays a string of 64 characters called a hash. Compare this hash to the hash displayed for this
particular image on the Downloads page in the Red Hat Customer Portal (refer to Chapter ],
Obtaining Red Hat Enterprise Linux ). The two hashes should be identical.

. Copy the images/ directory from inside the ISO image to the same directory in which you stored

the ISO image file itself. Enter the following commands:

mount -t is09660 /path_to_image/name_of_image.iso /mount_point-o loop,ro
cp -pr /mount_pointimages /publicly _available_directory/
umount /mount_point

where path_to_image is the path to the ISO image file, name_of_image is the name of the ISO
image file, and mount_point is a mount point on which to mount the image while you copy files
from the image. For example:

mount -t is09660 /var/isos/RHEL6.iso /mnt/tmp -o loop,ro
cp -pr /mnt/tmp/images /var/isos/
umount /mnt/tmp

The ISO image file and an images/ directory are now present, side-by-side, in the same
directory.

. Verify that the images/ directory contains at least the install.img file, without which installation

cannot proceed. Optionally, the images/ directory should contain the product.img file, without
which only the packages for a Minimal installation will be available during the package group
selection stage (refer to Section 23.17, "Package Group Selection”).

IMPORTANT

install.img and product.img must be the only files in the images/ directory.

. Make the DASD or SCSI LUN accessible to the new z/VM guest virtual machine or LPAR, and

then proceed with installation. (Refer to Chapter 20, Booting (IPL) the Installer) or alternatively
with Section 19.2.1.1, "Preparing for Booting the Installer from a Hard Drive” .

NOTE

The Red Hat Enterprise Linux installation program can test the integrity of the
installation medium. It works with the DVD, hard drive ISO, and NFS ISO installation
methods. We recommend that you test all installation media before starting the
installation process, and before reporting any installation-related bugs. To use this test,
add the mediacheck parameter to your parameter file (refer to Section 26.7,
“Miscellaneous Parameters”).

19.2.1.1. Preparing for Booting the Installer from a Hard Drive

If you would like to boot (IPL) the installer from a hard drive, in addition to accessing installation phase 3
and the package repository, you can optionally install the zipl boot loader on the same (or a different)
disk. Be aware that zipl only supports one boot record per disk. If you have multiple partitions on a disk,
they all "share” the disk's one boot record.

In the following, assume the hard drive is prepared as described in Section 19.2.1, “Accessing Installation
Phase 3 and the Package Repository on a Hard Drive”, mounted under /mnt, and you do not need to
preserve an existing boot record.
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To prepare a hard drive to boot the installer, install the zipl boot loader on the hard drive by entering the
following command:

I zipl -V -t /mnt/ -i /mnt/images/kernel.img -r /mnt/images/initrd.img -p /mnt/images/generic.prm

For more details on zipl.conf, refer to the chapter on zipl in Linux on System z Device Drivers, Features,
and Commands on Red Hat Enterprise Linux 6.

'@ WARNING

If you have an operating system installed on the disk, and you still plan to access it
later on, refer the chapter on ziplin Linux on System z Device Drivers, Features, and
Commands on Red Hat Enterprise Linux 6 for how to add a new entry in the zipl boot
loader (that s, in zipl.conf).
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CHAPTER 20. BOOTING (IPL) THE INSTALLER

The steps to perform the initial boot (IPL) of the installer depend on the environment (either z/VM or
LPAR) in which Red Hat Enterprise Linux will run. For more information on booting, see the Booting
Linux chapter in Linux on System z Device Drivers, Features, and Commands on Red Hat Enterprise Linux
6.

20.1. INSTALLING UNDER Z/VM

When installing under z/VM, you can boot from:
® the z/VM virtual reader
® 3 DASD or an FCP-attached SCSI device prepared with the zipl boot loader
® an FCP-attached SCSIDVD drive

Log on to the z/VM guest virtual machine chosen for the Linux installation. You can use x3270 or
c3270 (from the x3270-text package in Red Hat Enterprise Linux) to log in to z/VM from other Linux
systems. Alternatively, use the 3270 terminal emulator on the IBM System z Hardware Management
Console (HMC). If you are working from a machine with a Windows operating system, Jolly Giant
(http://www.jollygiant.com/) offers an SSL-enabled 3270 emulator. A free native Windows port of
¢3270 called we3270 also exists.

NOTE
If your 3270 connection is interrupted and you cannot log in again because the previous

session is still active, you can replace the old session with a new one by entering the
following command on the z/VM logon screen:

I logon user here

Replace user with the name of the z/VM guest virtual machine. Depending on whether an
external security manager, for example RACF, is used, the logon command might vary.

If you are not already running CMS (single user operating system shipped with z/VM) in your guest, boot
it now by entering the command:

I #cp ipl cms

Be sure not to use CMS disks such as your A disk (often device number 0191) as installation targets. To
find out which disks are in use by CMS use the following query:

I query disk

You can use the following CP (z/VM Control Program, which is the z/VM hypervisor) query commands
to find out about the device configuration of your z/VM guest virtual machine:

® Query the available main memory, which is called storage in System z terminology. Your guest
should have at least 512 megabytes of main memory.

I cp query virtual storage
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® Query available network devices of type:

osa

OSA (CHPID type OSD, real or virtual (VSWITCH or GuestLAN type QDIO), both in QDIO
mode)

hsi
HiperSockets (CHPID type IQD, real or virtual (GuestLAN type Hipers))

lcs
LCS (CHPID type OSE)

For example, to query all of the network device types mentioned above:
I cp query virtual osa

® Query available DASDs. Only those that are flagged RW for read-write mode can be used as
installation targets:

I cp query virtual dasd

® Query available FCP channels:

I cp query virtual fcp

20.1.1. Using the z/VM Reader

Perform the following steps to boot from the z/VM reader:

1. If necessary, add the device containing the z/VM TCP/IP tools to your CMS disk list. For
example:

cp link tcpmaint 592 592
acc 592 fm

Replace fm with any FILEMODE letter.

2. Execute the command:

I ftp host

Where host is the hostname or IP address of the FTP server that hosts the boot images
(kernel.img and initrd.img).

3. Login and execute the following commands. Use the (repl option if you are overwriting existing
kernel.img, initrd.img, generic.prm, or redhat.exec files:

cd /location/of/install-tree/images/
ascii

get generic.prm (repl

get redhat.exec (repl
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locsite fix 80
binary

get kernel.img (repl
get initrd.img (repl
quit

4. Optionally check whether the files were transferred correctly by using the CMS command
filelist to show the received files and their format. It is important that kernel.img and

initrd.img have a fixed record length format denoted by F in the Format column and a record
length of 80 in the Lrecl column. For example:

VMUSER FILELIST A0 V 169 Trunc=169 Size=6 Line=1 Col=1 Alt=0
Cmd Filename Filetype Fm Format Lrecl Records Blocks Date Time
REDHAT EXEC B1V 22 1 1 4/15/10 9:30:40

GENERIC PRM B1V 44 11 4/15/10 9:30:32

INITRD IMG B1 F 80 118545 2316 4/15/10 9:30:25

KERNEL IMG B1 F 80 74541 912 4/15/10 9:30:17

Press PF3 to quit filelist and return to the CMS prompt.

5. Finally execute the REXX script redhat.exec to boot (IPL) the installer:

I redhat

20.1.2. Using a Prepared DASD

Boot from the prepared DASD and select the zipl boot menu entry referring to the Red Hat Enterprise
Linux installer. Use a command of the following form:

I cp ipl DASD device number loadparm boot_entry number

Replace DASD device number with the device number of the boot device, and boot_entry_number with
the zipl configuration menu for this device. For example:

I cp ipl ebic loadparm 0

20.1.3. Using a Prepared FCP-attached SCSI Disk

Perform the following steps to boot from a prepared FCP-attached SCSI disk:

1. Configure the SCSI boot loader of z/VM to access the prepared SCSI disk in the FCP storage
area network. Select the prepared zipl boot menu entry referring to the Red Hat Enterprise
Linux installer. Use a command of the following form:

I cp set loaddev portname WWPN lun LUN bootprog boot_entry_number

Replace WWPN with the WWPN of the storage system and LUN with the LUN of the disk. The
16-digit hexadecimal numbers must be split into two pairs of eight digits each. For example:

I cp set loaddev portname 50050763 050b073d lun 40204011 00000000 bootprog 0

2. Optionally, confirm your settings with the command:

286



CHAPTER 20. BOOTING (IPL) THE INSTALLER

I query loaddev
3. IPL the FCP device connected with the storage system containing the disk with the command:
I cp ipl FCP_device

For example:

I cp ipl fc00

20.1.4. Using an FCP-attached SCSI DVD Drive

This requires a SCSI DVD drive attached to an FCP-to-SCSI bridge which is in turn connected to an FCP
adapter in your System z. The FCP adapter must be configured and available under z/VM.

1. Insert your Red Hat Enterprise Linux for System z DVD into the DVD drive.

2. Configure the SCSI boot loader of z/VM to access the DVD drive in the FCP storage area
network and specify 1 for the boot entry on the Red Hat Enterprise Linux for System z DVD.
Use a command of the following form:

I cp set loaddev portname WWPN lun FCP_LUN bootprog 1

Replace WWPN with the WWPN of the FCP-to-SCSI bridge and FCP_LUN with the LUN of the
DVD drive. The 16-digit hexadecimal numbers must be split into two pairs of eight characters
each. For example:

I cp set loaddev portname 20010060 eb1c0103 lun 00010000 00000000 bootprog 1
3. Optionally, confirm your settings with the command:

I cp query loaddev
4. IPL on the FCP device connected with the FCP-to-SCSI bridge.

I cp ipl FCP_device

For example:

I cp ipl fc00

20.2. INSTALLING IN AN LPAR

When installing in a logical partition (LPAR), you can boot from:
® anFTP server
® the DVD drive of the HMC or SE

® a DASD or an FCP-attached SCSI drive prepared with the zipl boot loader
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® an FCP-attached SCSIDVD drive
Perform these common steps first:

1. Login on the IBM System z Hardware Management Console (HMC) or the Support Element
(SE) as a user with sufficient privileges to install a new operating system to an LPAR. The
SYSPROG user is recommended.

2. Select Images, then select the LPAR to which you wish to install. Use the arrows in the frame on
the right side to navigate to the CPC Recovery menu.

3. Double-click Operating System Messages to show the text console on which Linux boot
messages will appear and potentially user input will be required. Refer to the chapter on booting
Linux in Linux on System z Device Drivers, Features, and Commands on Red Hat Enterprise Linux

6 and the Hardware Management Console Operations Guide , order number [ SC28-6857], for
details.

Continue with the procedure for your installation source.

20.2.1. Using an FTP Server

1. Double-click Load from CD-ROM, DVD, or Server.

2. In the dialog box that follows, select FTP Source, and enter the following information: Host
Computer: Hostname or IP address of the FTP server you wish to install from (for example,
ftp.redhat.com) User ID: Your user name on the FTP server (or anonymous) Password: Your
password (use your email address if you are logging in as anonymous) Account (optional): Leave
this field empty File location (optional): Directory on the FTP server holding Red Hat Enterprise
Linux for System z (for example, /rhel/s390x/)

3. Click Continue.

4. In the dialog that follows, keep the default selection of generic.ins and click Continue.

20.2.2. Using the HMC or SE DVD Drive

1. Double-click Load from CD-ROM, DVD, or Server.
2. In the dialog box that follows, select Local CD-ROM / DVD then click Continue.

3. In the dialog that follows, keep the default selection of generic.ins then click Continue.

20.2.3. Using a Prepared DASD

1. Double-click Load.
2. In the dialog box that follows, select Normal as the Load type.
3. As Load address fill in the device number of the DASD.

4. As Load parameter fill in the number corresponding the zipl boot menu entry that you prepared
for booting the Red Hat Enterprise Linux installer.

5. Click the OK button.
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20.2.4. Using a Prepared FCP-attached SCSI Disk

1.

2.

3.

Double-click Load.
In the dialog box that follows, select SCSI as the Load type.
As Load address fill in the device number of the FCP channel connected with the SCSI disk.

As World wide port name fill in the WWPN of the storage system containing the disk as a 16-
digit hexadecimal number.

As Logical unit number fill in the LUN of the disk as a 16-digit hexadecimal number.

As Boot program selector fill in the number corresponding the zipl boot menu entry that you
prepared for booting the Red Hat Enterprise Linux installer.

Leave the Boot record logical block address as 0 and the Operating system specific load
parameters empty.

Click the OK button.

20.2.5. Using an FCP-attached SCSI DVD Drive

This requires to have a SCSI DVD drive attached to an FCP-to-SCSI bridge which is in turn connected to
an FCP adapter in your System z machine. The FCP adapter has to be configured and available in your

LPAR.

1.

2.

Insert your Red Hat Enterprise Linux for System z DVD into the DVD drive.
Double-click Load.

In the dialog box that follows, select SCSI as the Load type.

. As Load address fill in the device number of the FCP channel connected with the FCP-to-SCSI

bridge.

As World wide port name fill in the WWPN of the FCP-to-SCSI bridge as a 16-digit
hexadecimal number.

As Logical unit number fill in the LUN of the DVD drive as a 16-digit hexadecimal number.

As Boot program selector fill in the number 1 to select the boot entry on the Red Hat
Enterprise Linux for System z DVD.

Leave the Boot record logical block address as 0 and the Operating system specific load
parameters empty.

Click the OK button.
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CHAPTER 21. INSTALLATION PHASE 1: CONFIGURING A
NETWORK DEVICE

After the kernel boot, you will configure one network device using the linuxrc program. This network
device is needed to complete the installation. If you are installing interactively (with the default
parameter file generic.prm), you will be asked questions about your network. It is a good idea to have
your data ready in the form of a datasheet or similar. If you want to automate this step, supply the
information for each option in your parameter file or CMS configuration file.

As an example, let us look at how to configure an OSA network adapter under z/VM. When linuxrc
starts, you see the following message:

Starting the zSeries initrd to configure networking. Version is 1.2
Starting udev...

Network devices are sensed and listed. The list of devices depends on the cio_ignore kernel parameter
used. If no devices are found because of cio_ignore, as in the example below, you can clear the list of
ignored devices. Note that this might take some time and result in a long list when there are many
devices, such as on an LPAR.

Scanning for available network devices...

Autodetection found 0 devices.

Note: There is a device blacklist active! (Clearing might take long)
c) clear blacklist, m) manual config, r) rescan, s) shell:

c

Clearing device blackilist...

Scanning for available network devices...

Autodetection found 14 devices.

NUM CARD CU CHPID TYPE DRIVER IF DEVICES

1 OSA (QDIO) 1731/01 00 OSD geth eth 0.0.f500,0.0.f501,0.0.f502

2 OSA (QDIO) 1731/01 01 OSD geth eth 0.0.f503,0.0.f504,0.0.f505

3 OSA (QDIO) 1731/01 02 OSD geth eth 0.0.1010,0.0.1011,0.0.1012
4 HiperSockets 1731/05 03 1QD geth hsi 0.0.1013,0.0.1014,0.0.1015
5 OSA (QDIO) 1731/01 04 OSD geth eth 0.0.1017,0.0.1018,0.0.1019
6 CTC adapter 3088/08 12 ? ctcm ctc 0.0.1000,0.0.1001

7 escon channel 3088/1f 12 ? ctcm ctc 0.0.1002,0.0.1003

8 ficon channel 3088/1e 12 ? ctcm ctc 0.0.1004,0.0.1005

9 OSA (QDIO) 1731/01 76 OSD geth eth 0.0.f5f0,0.0.f5f1,0.0.f5f2

10 LCS OSA 3088/60 8a OSE Ics eth 0.0.1240,0.0.1241

11 HiperSockets 1731/05 fb 1QD geth hsi 0.0.8024,0.0.8025,0.0.8026
12 HiperSockets 1731/05 fc IQD geth hsi 0.0.8124,0.0.8125,0.0.8126
13 HiperSockets 1731/05 fd 1QD geth hsi 0.0.8224,0.0.8225,0.0.8226
14 HiperSockets 1731/05 fe 1QD geth hsi 0.0.8324,0.0.8325,0.0.8326

<num>) use config, m) manual config, r) rescan, s) shell:

Enter the number of the configuration you want to use, for example 9. Selecting from the table provides
the installer with information for the type of network device and the device addresses for its
subchannels. Alternatively, you can enter m and proceed to enter the network type (geth), the read,
write, data channels, and the OSA port. Accept defaults by pressing Enter; under z/VM you might need
to press Enter twice.

Im
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* NOTE: To enter default or empty values press enter twice. *

Network type (geth, Ics, ctc, ? for help). Default is geth:
geth

Read,write,data channel (e.g. 0.0.0300,0.0.0301,0.0.0302 or ? for help).
0.0.f5f0,0.0.f5f1,0.0.f5f2

Portname (1..8 characters, or ? for help). Default is no porthame:

Relative port number for OSA (0, 1, or ? for help). Default is O:

Activating network device...
Detected: OSA card in OSD mode, Gigabit Ethernet

Then questions pertaining to your Linux instance are displayed:

Hostname of your new Linux guest (FQDN e.g. s390.redhat.com or ? for help):
host.subdomain.domain

IPv4 address / IPv6 addr. (e.g. 10.0.0.2 /2001:0DB8:: or ? for help)
10.0.0.42

IPv4 netmask or CIDR prefix (e.g. 255.255.255.0 or 1..32 or ? for help). Default is 255.0.0.0:
24

IPv4 address of your default gateway or ? for help:
10.0.0.1
Trying to reach gateway 10.0.0.1...

IPv4 addresses of DNS servers (separated by colons ":' or ? for help):
10.1.2.3:10.3.2.1
Trying to reach DNS servers...

DNS search domains (separated by colons "' or ? for help):
subdomain.domain:domain

DASD range (e.g. 200-203,205 or ? for help). Default is autoprobing:

ebic

Activated DASDs:

0.0.eb1c(ECKD) dasda : active, blocksize: 4096, 1803060 blocks, 7043 MB

IMPORTANT

The installer requires the definition of a DASD. For a SCSl-only installation, enter none.
This satisfies the requirement for a defined DASD parameter, while resulting in a SCSI-
only environment.
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If you make a mistake, the dialog either notices the error and asks you to re-enter the parameter, or you
can go back later to restart the dialog:

Incorrect ... (<OPTION-NAME>):
0) redo this parameter, 1) continue, 2) restart dialog, 3) halt, 4) shell

When you restart the dialog, it remembers what you entered before:

Network type
0) default is previous "geth", 1) new value, ?) help

At the end of the configuration, you see the message Initial configuration completed:

Initial configuration completed.

c) continue, p) parm file/configuration, n) network state, r) restart, s) shell
You can now check your network configuration by entering n:

n
ethO Link encap:Ethernet HWaddr 02:00:00:AB:C9:81

inet addr:10.0.0.42 Bcast:10.0.0.255 Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1492 Metric:1
RX packets:64 errors:0 dropped:0 overruns:0 frame:0

TX packets:4 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:3334 (3.2 KiB) TX bytes:336 (336.0 b)

lo Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
127.0.0.1 0.0.0.0 255.255.255.255 UH 0 0 0 lo

10.0.0.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO

0.0.0.0 10.0.0.1 0.0.0.0 UG 0 0 0 ethO

c) continue, p) parm file/configuration, n) network state, r) restart, s) shell

If you want to change something, enter r to restart the dialog. To show the parameters as specified in a
parameter or configuration file or interactively enter p. You can then copy the output from your terminal
and paste it into an editor to save it to disk on your local workstation. You can use the copy as a template
for a parameter or configuration file for future installations:

P

NETTYPE=qgeth
IPADDR=10.0.0.42
NETMASK=255.255.255.0
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GATEWAY=10.0.0.1
HOSTNAME=host.subdomain.domain
SUBCHANNELS=0.0.f5f0,0.0.5f1,0.0.f5f2
LAYER2=1
MACADDR=02:00:00:AB:C9:81
PORTNAME=0OSAPORT
DNS=10.1.2.3:10.3.2.1
SEARCHDNS=subdomain.domain:domain
DASD=eb1c

c) continue, p) parm file/configuration, n) network state, r) restart, s) shell

Again, to change something, restart the dialog with r. Finally, if all is in order, enter ¢ to continue:

Starting sshd to allow login over the network.

Connect now to 10.0.0.42 and log in as user 'install' to start the

installation.

E.g. using: ssh -x install@10.0.0.42

For VNC or text mode, disable X11 forwarding (recommended) with 'ssh -x'.
For X11, enable X11 forwarding with 'ssh -X'".

You may log in as the root user to start an interactive shell.

The preliminary network setup is now complete and the installer starts an SSH daemon. You can log into
your Linux instance over SSH. If you are using RUNKS=1 with kickstart and cmdline mode, linuxrc
automatically starts the loader.

21.1. ANOTE ON TERMINALS

During the installation, the installation program displays messages on a line-mode terminal. This is the
HMC Operating System Messages applet if you install under LPAR, or a 3270 terminal if you install
under z/VM.

Linuxrc provides a rescue shell on the line-mode terminal. Press the Enter key (twice under z/VM) to
start the shell. You cannot use full-screen applications such as the vi editor on the line-mode terminal.
Switch to line-mode based editors such as ed, ex, or sed to edit text files if necessary.

Be aware that long-running commands might not be interruptible with the escape sequence Ctrl+C. Call
commands with options that make them return in time voluntarily. The shell on the 3270 terminal is
available throughout the whole installation process until the point where the system needs to reboot.

Once the shell has been provided, you may exit with an error level of zero to get a new shell instance
replacing the old one, or you may exit with an error level different from zero to force a shutdown of the

installation system.

Connect to the installed system using user root to get a root shell without automatically starting the
installer. For problem determination, you might connect with many ssh sessions.
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CHAPTER 22. INSTALLATION PHASE 2: CONFIGURING
LANGUAGE AND INSTALLATION SOURCE

Before the graphical installation program starts, you need to configure the language and installation
source.

By default, if you are installing interactively (with the default parameter file generic.prm) the loader
program to select language and installation source starts in text mode. In your new ssh session, the
following message is displayed:

I Welcome to the anaconda install environment 1.2 for zSeries

22.1. NON-INTERACTIVE LINE-MODE INSTALLATION

If the emdline option was specified as boot option in your parameter file ( Section 26.6, “Parameters for
Kickstart Installations™) or in your kickstart file (refer to Section 32.3, “Creating the Kickstart File”, the
loader starts up with line-mode oriented text output. In this mode, all necessary information must be
provided in the kickstart file. The installer does not allow user interaction and stops if there is

unspecified installation information.

22.2. THE TEXT MODE INSTALLATION PROGRAM USER INTERFACE

Both the loader and later anaconda use a screen-based interface that includes most of the on-screen
widgets commonly found on graphical user interfaces. Figure 22.1, “Installation Program Widgets as seen
in URL Setup”, and Figure 22.2, “Installation Program Widgets as seen in Choose a Language”,
illustrate widgets that appear on screens during the installation process.

Figure 22.1. Installation Program Widgets as seen inURL Setup
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Figure 22.2. Installation Program Widgets as seen inChoose a Language

Here is a list of the most important widgets shown in Figure 22.1, “Installation Program Widgets as seen
in URL Setup” and Figure 22.2, “Installation Program Widgets as seen in Choose a Language”:

e Window — Windows (usually referred to as dialogs in this manual) appear on your screen
throughout the installation process. At times, one window may overlay another; in these cases,
you can only interact with the window on top. When you are finished in that window, it
disappears, allowing you to continue working in the window underneath.

® Checkbox — Checkboxes allow you to select or deselect a feature. The box displays either an
asterisk (selected) or a space (unselected). When the cursor is within a checkbox, press Space
to select or deselect a feature.

® Text Input — Text input lines are regions where you can enter information required by the
installation program. When the cursor rests on a text input line, you may enter and/or edit
information on that line.

® Text Widget — Text widgets are regions of the screen for the display of text. At times, text
widgets may also contain other widgets, such as checkboxes. If a text widget contains more
information than can be displayed in the space reserved for it, a scroll bar appears; if you
position the cursor within the text widget, you can then use the Up and Down arrow keys to
scroll through all the information available. Your current position is shown on the scroll bar by a
# character, which moves up and down the scroll bar as you scroll.

® Scroll Bar — Scroll bars appear on the side or bottom of a window to control which part of a list
or document is currently in the window's frame. The scroll bar makes it easy to move to any part
of afile.

e Button Widget — Button widgets are the primary method of interacting with the installation
program. You progress through the windows of the installation program by navigating these
buttons, using the Tab and Enter keys. Buttons can be selected when they are highlighted.
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® Cursor — Although not a widget, the cursor is used to select (and interact with) a particular
widget. As the cursor is moved from widget to widget, it may cause the widget to change color,
or the cursor itself may only appear positioned in or next to the widget. In Figure 22.1,
“Installation Program Widgets as seen in URL Setup”, the cursor is positioned on the Enable
HTTP proxy checkbox. Figure 8.2, “Installation Program Widgets as seen in Choose a
Language”, shows the cursor on the OK button.

22.2.1. Using the Keyboard to Navigate

Navigation through the installation dialogs is performed through a simple set of keystrokes. To move
the cursor, use the Left, Right, Up, and Down arrow keys. Use Tab, and Shift-Tab to cycle forward or
backward through each widget on the screen. Along the bottom, most screens display a summary of
available cursor positioning keys.

To "press” a button, position the cursor over the button (using Tab, for example) and press Space or
Enter. To select an item from a list of items, move the cursor to the item you wish to select and press
Enter. To select an item with a checkbox, move the cursor to the checkbox and press Space to select an
item. To deselect, press Space a second time.

Pressing F12 accepts the current values and proceeds to the next dialog; it is equivalent to pressing the
OK button.

'g WARNING

Unless a dialog box is waiting for your input, do not press any keys during the
installation process (doing so may result in unpredictable behavior).

22.3. LANGUAGE SELECTION

Use the arrow keys on your keyboard to select a language to use during the installation process (refer to
Figure 22.3, "Language Selection”). With your selected language highlighted, press the Tab key to move
to the OK button and press the Enter key to confirm your choice. You can automate this choice in the
parameter file with the parameter lang= (refer to Section 26.5, “Loader Parameters”) or with the
kickstart command lang (refer to Section 28.4, “Automating the Installation with Kickstart™).

The language you select here will become the default language for the operating system once it is
installed. Selecting the appropriate language also helps target your time zone configuration later in the
installation. The installation program tries to define the appropriate time zone based on what you
specify on this screen.

To add support for additional languages, customize the installation at the package selection stage. For
more information, refer to Section 23.17.2, “ Customizing the Software Selection ”.
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Figure 22.3. Language Selection

Once you select the appropriate language, click Next to continue.

22.4.INSTALLATION METHOD

Use the arrow keys on your keyboard to select an installation method (refer to Figure 22.4, “Installation
Method"). With your selected method highlighted, press the Tab key to move to the OK button and
press the Enter key to confirm your choice.

Figure 22.4. Installation Method
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22.4.1. Installing from a DVD

To install Red Hat Enterprise Linux from a DVD, place the DVD in your DVD drive and boot your system
from the DVD as described in Section 20.1.4, “ Using an FCP-attached SCSI DVD Drive” for z/VM or
Section 20.2.5, "Using an FCP-attached SCSI DVD Drive” for LPAR.

The installation program then probes your system and attempts to identify your DVD-ROM drive. It
starts by looking for a SCSI DVD-ROM drive.

NOTE

To abort the installation process at this time, reboot your machine and then eject the
boot media. You can safely cancel the installation at any point before the Write changes
to disk screen. Refer to Section 23.16, “Write Changes to Disk” for more information.

If the DVD drive is found and the driver loaded, the installer presents you with the option to perform a
media check on the DVD. This takes some time, and you may opt to skip over this step. However, if you
later encounter problems with the installer, you should reboot and perform the media check before
calling for support. From the media check dialog, continue to the next stage of the installation process
(refer to Section 23.5, “Welcome to Red Hat Enterprise Linux” ).

22.4.2. Installing from a Hard Drive

The Select Partition screen applies only if you are installing from a disk partition (that is, you selected
Hard Drivein the Installation Method dialog). This dialog allows you to name the disk partition and
directory from which you are installing Red Hat Enterprise Linux. If you used the repo=hd boot option,
you already specified a partition.

Figure 22.5. Selecting Partition Dialog for Hard Drive Installation

Select the partition containing the ISO files from the list of available partitions. DASD names begin with
/dev/dasd. Each individual drive has its own letter, for example /dev/dasda or /dev/sda. Each partition
on a drive is numbered, for example /dev/dasdal or /dev/sda1l.
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For an FCP LUN, you would have to either boot (IPL) from the same FCP LUN or use the rescue shell
provided by the linuxrc menus to manually activate the FCP LUN holding the ISOs as described in
Section 25.2.1, “Dynamically Activating an FCP LUN" .

Also specify the Directory holding images. Enter the full directory path from the drive that contains
the ISO image files. The following table shows some examples of how to enter this information:

Table 22.1. Location of ISO images for different partition types

File system Mount point Original path to files Directory to use

ext2, ext3, ext4 /home /home/userl/RHEL6.9 /userl/RHEL6.9

If the ISO images are in the root (top-level) directory of a partition, enter a /. If the ISO images are
located in a subdirectory of a mounted partition, enter the name of the directory holding the ISO images
within that partition. For example, if the partition on which the ISO images is normally mounted as
/home/, and the images are in /home/new/, you would enter /newy/.

IMPORTANT

An entry without a leading slash may cause the installation to fail.

Select OK to continue. Proceed with Chapter 23, Installation Phase 3: Installing Using Anaconda .

22.4.3. Performing a Network Installation

The installation program is network-aware and can use network settings for a number of functions. On
System z, installation phases 2 and 3 take over the network configuration values specified previously
either interactively or by means of a parameter or configuration file in installation phase 1. You can also
instruct the installation program to consult additional software repositories later in the process.

e |[fyou areinstalling via NFS, proceed to Section 22.4.4, “Installing via NFS".

e |fyou are installing via Web or FTP, proceed to Section 22.4.5, “Installing via FTP, HTTP, or
HTTPS".

22.4.4. Installing via NFS

The NFS dialog applies only if you selected NFS Image in the Installation Method dialog. If you used the
repo=nfs boot option, you already specified a server and path.
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Figure 22.6. NFS Setup Dialog

1. Enter the domain name or IP address of your NFS server in the NFS server name field. For
example, if you are installing from a host named eastcoast in the domain example.com, enter
eastcoast.example.com.

2. Enter the name of the exported directory in the Red Hat Enterprise Linux 6.9 directory field:
o If the NFS server is exporting a mirror of the Red Hat Enterprise Linux installation tree,
enter the directory which contains the root of the installation tree. If everything was

specified properly, a message appears indicating that the installation program for Red Hat

Enterprise Linux is running.

o If the NFS server is exporting the ISO image of the Red Hat Enterprise Linux DVD, enter the
directory which contains the ISO image.

If you followed the setup described in Section 19.1.2, “Preparing for an NFS Installation”, the
exported directory is the one that you specified as publicly _available_directory.

3. Specify any NFS mount options that you require in the NFS mount options field. Refer to the
man pages for mount and nfs for a comprehensive list of options. If you do not require any

mount options, leave the field empty.

4. Proceed with Chapter 23, Installation Phase 3: Installing Using Anaconda .
22.4.5. Installing via FTP, HTTP, or HTTPS

IMPORTANT

When you provide a URL to an installation source, you must explicitly specify http:// or
https:// or ftp:// as the protocol.

The URL dialog applies only if you are installing from a FTP, HTTP, or HTTPS server (if you selected URL
in the Installation Method dialog). This dialog prompts you for information about the FTP, HTTP, or
HTTPS server from which you are installing Red Hat Enterprise Linux. If you used the repo=ftp or
repo=http boot options, you already specified a server and path.

Enter the name or IP address of the FTP, HTTP, or HTTPS site from which you are installing, and the
name of the directory that contains the /images directory for your architecture. For example:

/mirrors/redhat/rhel-6.9/Server/s390x/
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To install via a secure HTTPS connection, specify https:// as the protocol.
Specify the address of a proxy server, and if necessary, provide a port number, username, and password.
If everything was specified properly, a message box appears indicating that files are being retrieved

from the server.

If your FTP, HTTP, or HTTPS server requires user authentication, specify user and password as part of
the URL as follows:

{ftp|http|https}://<user>:<password>@<hostname>[:<port>]/<directory>/

For example:

http://install:rhel6.9pw@name.example.com/mirrors/redhat/rhel-6.9/Server/s390x/

Figure 22.7. URL Setup Dialog

Proceed with Chapter 23, Installation Phase 3: Installing Using Anaconda .

22.5. VERIFYING MEDIA

The DVD offers an option to verify the integrity of the media. Recording errors sometimes occur while
producing DVD media. An error in the data for package chosen in the installation program can cause the
installation to abort. To minimize the chances of data errors affecting the installation, verify the media
before installing.

If the verification succeeds, the installation process proceeds normally. If the process fails, create a new
DVD using the ISO image you downloaded earlier.

22.6. RETRIEVING PHASE 3 OF THE INSTALLATION PROGRAM

The loader then retrieves phase 3 of the installation program from the network into its RAM disk. This
may take some time.
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| Retrieving |

Retrieving /install.img...

24%

Figure 22.8. Retrieving phase 3 of the installation program
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CHAPTER 23. INSTALLATION PHASE 3: INSTALLING USING
ANACONDA

This chapter describes an installation using the graphical user interface of anaconda.

23.1. THE NON-INTERACTIVE LINE-MODE TEXT INSTALLATION
PROGRAM OUTPUT

If the emdline option was specified as boot option in your parameter file (Refer to Section 26.6,
“Parameters for Kickstart Installations”) or in your kickstart file (refer to Chapter 32, Kickstart
Installations), anaconda starts with line-mode oriented text output. In this mode, all necessary
information must be provided in the kickstart file. The installer will not allow user interaction and stops if
there is unspecified installation information.

23.2. THE TEXT MODE INSTALLATION PROGRAM USER INTERFACE

While text mode installations are not explicitly documented, those using the text mode installation
program can easily follow the GUI installation instructions. However, because text mode presents you
with a simpler, more streamlined installation process, certain options that are available in graphical mode
are not also available in text mode. These differences are noted in the description of the installation
process in this guide, and include:

® |nteractively activating FCP LUNs

e configuring advanced storage methods such as LVM, RAID, FCoE, zFCP, and iSCSI.
® customizing the partition layout

® customizing the bootloader layout

® selecting packages during installation

e configuring the installed system with firstboot

23.3. THE GRAPHICAL INSTALLATION PROGRAM USER INTERFACE

If you have used a graphical user interface (GUI) before, you are already familiar with this process; use
your mouse to navigate the screens, click buttons, or enter text fields.

You can also navigate through the installation using the keyboard. The Tab key allows you to move
around the screen, the Up and Down arrow keys to scroll through lists, + and - keys expand and collapse
lists, while Space and Enter selects or removes from selection a highlighted item. You can also use the
Alt+ X key command combination as a way of clicking on buttons or making other screen selections,
where Xis replaced with any underlined letter appearing within that screen.

23.4. CONFIGURE THE INSTALL TERMINAL

If you logged in with ssh and X11 forwarding, anaconda starts immediately with its graphical user
interface.

If you did not set the display=variable and do not use X11 forwarding, anaconda gives you the choice of
starting VNC or text mode.
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| Unable to Start X |

X was unable to start on your machine. UWould you
like to start UNC to commect to this computer from
another computer and perform a graphical install
or continue with a text mode install?

Start UNC Use text mode

Figure 23.1. Choosing VNC or text mode

If you choose VNC, you will be asked for a password or you can choose to use VNC without a password. If
you use a password, make a note of the password for future reference. The VNC server then starts.

| UNC Configuration |
A password will prevent unauthorized listeners
commecting and monitoring your installation
progress. Please enter a password to be used
for the installation

Password:

Password (confirm): E

Figure 23.2. The VNC server starts

Now open a connection to the IP address of your z/VM guest virtual machine using a VNC client.
Authenticate to the VNC server with the previously entered password.

23.5. WELCOME TO RED HAT ENTERPRISE LINUX

The Welcome screen does not prompt you for any input.
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RED HAT

ENTERPRISE LINUX' 6

Copyright @ 2003-2010 Red Hat, Inc. and others. All rights reserved.

Figure 23.3. The Welcome screen

Click on the Next button to continue.

23.6. STORAGE DEVICES

You can install Red Hat Enterprise Linux on a large variety of storage devices. For System z, select
Specialized Storage Devices

What type of devices will your installation involve?

Basic Storage Devices
) Installs or upgrades to typical types of storage devices. If you're not sure which option is rght for
you, this is probably it

Specialized Storage Devices
@ Installs or upgrades to devices such as Storage Area Networks (SANs) or mainframe attached disks
(DASD), usually in an enterprise environment

o | (e ]

Figure 23.4. Storage devices
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Basic Storage Devices

This option does not apply to System z.

Specialized Storage Devices

Select Specialized Storage Devicesto install Red Hat Enterprise Linux on the following storage
devices:

® Direct access storage devices (DASDs)
® Multipath devices such as FCP-attachable SCSI LUN with multiple paths
® Storage area networks (SANs) such as FCP-attachable SCSI LUNs with a single path
Use the Specialized Storage Devicesoption to configure Internet Small Computer System Interface

(iISCSI) connections. You cannot use the FCoE (Fiber Channel over Ethernet) option on System z;
this option is grayed out.

NOTE

Monitoring of LVM and software RAID devices by the mdeventd daemon is not
performed during installation.

23.6.1. The Storage Devices Selection Screen
The storage devices selection screen displays all storage devices to which anaconda has access.
Devices are grouped under the following tabs:

Basic Devices

Basic storage devices directly connected to the local system, such as hard disk drives and solid-state
drives. On System z, this contains activated DASDs.

Firmware RAID

Storage devices attached to a firmware RAID controller. This does not apply to System z.

Multipath Devices

Storage devices accessible through more than one path, such as through multiple SCSI controllers or
Fiber Channel ports on the same system.

IMPORTANT

The installer only detects multipath storage devices with serial numbers that are 16 or
32 characters in length.

Other SAN Devices

Any other devices available on a storage area network (SAN) such as FCP LUNs attached over one
single path.
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Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices | Firmware RAID | Multipath Devices = Other SAN Devices  Search

|T| Model Capacity Interconnect Serial Number ldentifier 0 | oy
[J IBM 5390 DASD drive 2347 MB CCw 0X3726 ccw-0.0.3726
[J IBM 5390 DASD drive 2347 MB CCw 0X3626 ccw-0.0.3626
[J IBM 5390 DASD drive 2347 MB CcCcw 0X3326 ccw-0.0.3326 =
[J IBM 5390 DASD drive 2347 MB Cccw 0X3226 ccw-0.0.3226
L] IBM 5390 DASD drive 2347 MB CcCcw 0X3526 ccw-0.0.3526
L] IBM 5390 DASD drive 2347 MB CcCcw 0X3426 ccw-0.0.3426
[] 1IBM 5390 DASD drive 2347 MB CCw 0X3126 ccw-0.0.3126 [:]
] DA ESAA AAED ddn amaT aan e AvaAne i nA SARE 4

| ok Add Advanced Target

0 device(s) (0 MB) selected out of 11 device(s) (43352 MB) total.

=) Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

|. €aBack ‘ ‘ Ep Next ‘

Figure 23.5. Select storage devices — Basic Devices

Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices Frmware RAID | Multipath Devices | Other SAN Devices | Search

Filter By: [| | v | Show Only Devices Using:
O WWID Capacity | Vendor Interconnect Paths i i
[J 60:05:07:63:05:ff:c7:3d:00:00:00:00:00:00:21:00 8152 MB IBM 5CS5I sda

sdc

| ok Add Advanced Target

0 device(s) (0 MB) selected out of 4 device(s) (21078 MB) total.

=) Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

|. 4aBack ‘ ‘ Ep Next ‘

Figure 23.6. Select storage devices — Multipath Devices
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Please select the drives you'd like to install the operating system on, as well as any
drives you'd like to automatically mount to your system, below:

Basic Devices Frmware RAID | Multipath Devices | Other SAN Devices | Search

Filter By: “ | v | Show Only Devices Using: [ | ~ |
O Ildentifier Capacity Vendor Interconnect i
[] ccw-0.0.a002-zfcp-0x50050763050b073d:0x4020400300000000 8192 MB IBM 5CSI
[] ccw-0.0.a001-zfcp-0x50050763050b073d:0x4020400200000000 8192 MB IBM 5CSI
O ccw-0.0.a000-zfcp-0x50050763050b073d: 0x4020400100000000 8192 MB IBM 5CSI

@ WD

| ok Add Advanced Target

0 device(s) (0 MB) selected out of 11 device(s) (43352 MB) total.

=) Tip: Selecting a drive on this screen does not necessarily mean it will be wiped by the
installation process. Also, note that post-installation you may mount drives you did not
select here by modifying your fetc/fstab file.

| 4@ Back ‘ ‘ Ep Next ‘

Figure 23.7. Select storage devices — Other SAN Devices

The storage devices selection screen also contains a Search tab that allows you to filter storage devices
either by their World Wide Identifier (NWID) or by the port, target, or logical unit number (LUN) at which
they are accessed.

Basic Devices | Firmware RAID | Multipath Devices | Other SAN Devices | Search

Search By: v | Port: Target: LUN:
| || porti [ Jrergeti [ Juw[ |

search Rest port / Target / LUN
O Mode€ rrget wwiD

ndor WWID Port Target LUN

= |

Figure 23.8. The Storage Devices Search Tab

The tab contains a drop-down menu to select searching by port, target, WWID, or LUN (with
corresponding text boxes for these values). Searching by WWID or LUN requires additional values in the
corresponding text box.

Each tab presents a list of devices detected by anaconda, with information about the device to help you
to identify it. A small drop-down menu marked with an icon is located to the right of the column
headings. This menu allows you to select the types of data presented on each device. For example, the
menu on the Multipath Devices tab allows you to specify any of WWID, Capacity, Vendor,
Interconnect, and Paths to include among the details presented for each device. Reducing or
expanding the amount of information presented might help you to identify particular devices.

- WWID Vendor Interconnect i}
WWID

[]Capacity
[v]Vendor
Interconnect
[‘]1Serial Number

Figure 23.9. Selecting Columns

Each device is presented on a separate row, with a checkbox to its left. Click the checkbox to make a
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device available during the installation process, or click the radio button at the left of the column
headings to select or deselect all the devices listed in a particular screen. Later in the installation
process, you can choose to install Red Hat Enterprise Linux onto any of the devices selected here, and
can choose to automatically mount any of the other devices selected here as part of the installed
system.

Note that the devices that you select here are not automatically erased by the installation process.
Selecting a device on this screen does not, in itself, place data stored on the device at risk. Note also
that any devices that you do not select here to form part of the installed system can be added to the
system after installation by modifying the /etc/fstab file.

when you have selected the storage devices to make available during installation, click Next and proceed
to Section 23.7, “Setting the Hostname”

23.6.1.1. DASD low-level formatting

Any DASDs used must be low-level formatted. The installer detects this and lists the DASDs that need
formatting.

If any of the DASDs specified interactively in linuxrc or in a parameter or configuration file are not yet
low-level formatted, the following confirmation dialog appears:

 unformatted oAsD Devices ound

Format uninitialized DASD devices?

e There are 2 uninitialized DASD devices on this system.
To continue installation, the devices must be formatted.
Formatting will remove any data on these devices.

~ Details

(dev/disk/by-path/ccw-0.0.0206
(dev/disk/by-path/ccw-0.0.0207

Format H Ignore

Figure 23.10. Unformatted DASD Devices Found

To automatically allow low-level formatting of unformatted online DASDs specify the kickstart
command zerombr. Refer to Chapter 32, Kickstart Installations for more details.

23.6.1.2. Advanced Storage Options

From this screen you can configure an iISCS/ (SCSI over TCP/IP) target or FCP LUNs. Refer to
Appendix B, iSCS/ Disks for an introduction to iSCSI.
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Advanced Storage Options

How would you like to modify your drive configuration?

( Add |SCS] target

@ Add ZFCP LUN|

| Cancel | | =& Add drive |

Figure 23.11. Advanced Storage Options

23.6.1.2.1. Configure iSCSI parameters

To use iSCSI storage devices for the installation, anaconda must be able to discover them as iSCSI
targets and be able to create an iSCSI session to access them. Each of these steps might require a
username and password for CHAP (Challenge Handshake Authentication Protocol) authentication.
Additionally, you can configure an iSCSI target to authenticate the iISCSl initiator on the system to which
the target is attached (reverse CHAP), both for discovery and for the session. Used together, CHAP and
reverse CHAP are called mutual CHAP or two-way CHAP. Mutual CHAP provides the greatest level of
security for iISCSI connections, particularly if the username and password are different for CHAP
authentication and reverse CHAP authentication.

Repeat the iSCSI discovery and iSCSI login steps as many times as necessary to add all required iSCSI
storage. However, you cannot change the name of the iSCSl initiator after you attempt discovery for
the first time. To change the iSCSI initiator name, you must restart the installation.

Procedure 23.1. iSCSI discovery

Use the iISCSI Discovery Details dialog to provide anaconda with the information that it needs to
discover the iSCSI target.
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iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address:  |192.168.0.108 |

iSCSI Initiator Hame:|iqn.1994-05.[Dm.dnmain:Dl.bleSd |

What kind of i5CSI discovery authentication do you wish to perform:

No credentials (discovery authentication disabled) - |

Cancel | | Start Discovery |

Figure 23.12. The iSCSI Discovery Details dialog
1. Enter the IP address of the iSCSI target in the Target IP Address field.

2. Provide a name in the iSCSI Initiator Name field for the iISCSl initiator in iSCS/ qualified name
(IQN) format.

A valid IQN contains:
o the stringiqn. (note the period)

o adate code that specifies the year and month in which your organization's Internet domain
or subdomain name was registered, represented as four digits for the year, a dash, and two
digits for the month, followed by a period. For example, represent September 2010 as 2010-
09.

o your organization's Internet domain or subdomain name, presented in reverse order with the
top-level domain first. For example, represent the subdomain storage.example.com as
com.example.storage

o acolon followed by a string that uniquely identifies this particular iSCSI initiator within your
domain or subdomain. For example, :diskarrays-sn-a8675309.

A complete IQN therefore resembles: iqn.2010-09.storage.example.com:diskarrays-sn-
a8675309, and anaconda pre-populates the iISCSI Initiator Name field with a name in this
format to help you with the structure.

For more information on IQNSs, refer to 3.2.6. iISCSI Names in RFC 3720 - Internet Small
Computer Systems Interface (iSCSI) available from http://tools.ietf.org/html/rfc3720#section-
3.2.6 and 1. iSCSI Names and Addresses in RFC 3721 - Internet Small Computer Systems
Interface (iISCSI) Naming and Discovery available from
http://tools.ietf.org/html/rfc3721#section-1.

3. Use the drop-down menu to specify the type of authentication to use for iISCSI discovery:
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iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address:  |192.168.0.108 |

iSCSI Initiator Hame:|iqn.1994—05.mm.d0main:Dl.bleSd |

What kind of iSCSI discovery authentication do you wish to perform:
No credentials (discovery authentication disabled)

CHAP pair

CHAP pair and a reverse pair

Figure 23.13.iSCSI discovery authentication
© no credentials

o CHAP pair

o

CHAP pair and a reverse pair

o

for the iISCSI target in the CHAP Username and CHAP Password fields.

iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
you've configured for your host.

Target IP Address: | 192.168.0.108

ISCSI Initiator Hame:|iqn.1994—{}5.cnm.dumain:Dl.bleSd

CHAP pair -

CHAP USEITlEmE:|

CHAP Password: |

Cancel | | Start Discovery

Figure 23.14. CHAP pair

o If you selected CHAP pair and a reverse pairas the authentication type, provide the

If you selected CHAP pair as the authentication type, provide the username and password

What kind of iSCSI discovery authentication do you wish to perform:
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username and password for the iSCSI target in the CHAP Username and CHAP Password
field and the username and password for the iSCSl initiator in the Reverse CHAP
Username and Reverse CHAP Password fields.

iSCSI Discovery Details

To use iSCSI disks, you must provide the address
of your iSCSI target and the iSCSI initiator name
wvou've configured for your host.

Target IP Address: | 192.168.0.108

iISCSI Initiator Name:|iqn.1994—05.cnm.dnmain:Dl.bleSd

What kind of iSCSI discovery authentication do you wish to perform:

CHAP pair and a reverse pair v

CHAP Usermname:
CHAP Password:

Reverse CHAP Usemame:

Reverse CHAP Password:

Cancel | | Start Discovery

Figure 23.15. CHAP pair and a reverse pair
5. Click Start Discovery. Anaconda attempts to discover an iSCSI target based on the
information that you provided. If discovery succeeds, the iSCSI Discovered Nodes dialog

presents you with a list of all the iSCSI nodes discovered on the target.

6. Each node is presented with a checkbox beside it. Click the checkboxes to select the nodes to
use for installation.
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iISCSI Discovered Nodes

Check the nodes you wish to log into:

) Node Name
ign.2009-2.com.example:for.all

Cancel || Login

Figure 23.16. The iSCSI Discovered Nodes dialog

7. Click Login to initiate an iSCSI session.

Procedure 23.2. Starting an iSCSI session

Use the iISCSI Nodes Login dialog to provide anaconda with the information that it needs to log into
the nodes on the iISCSI target and start an iSCSI session.

iISCSI Nodes Login

What kind of iSCSI login authentication do you wish to perform:

| No credentials (discovery authentication disabled) = ‘

Cancel || Login |

Figure 23.17. The iSCSI Nodes Login dialog

1. Use the drop-down menu to specify the type of authentication to use for the iSCSI session:
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iISCSI Nodes Login

What kind of i5CSI login authentication do you wish to perform:
Mo credentials (discovery authentication disabled)

CHAP pair

CHAP pair and a reverse pair

| | Use the credentials from the discovery step

Figure 23.18. iSCSI session authentication

© no credentials

o CHAP pair

o CHAP pair and a reverse pair

o Use the credentials from the discovery step

If your environment uses the same type of authentication and same username and password for
iSCSI discovery and for the iSCSI session, select Use the credentials from the discovery step

to reuse these credentials.

2. o Ifyouselected CHAP pair as the authentication type, provide the username and password
for the iISCSI target in the CHAP Username and CHAP Password fields.

iISCSI Nodes Login

What kind of i1SCSI login authentication do you wish to perform:
| CHAP pair 2

CHAP Usemame:|
CHAP Password: |

Cancel || Login

Figure 23.19. CHAP pair

o If you selected CHAP pair and a reverse pairas the authentication type, provide the
username and password for the iSCSI target in the CHAP Username and CHAP Password
fields and the username and password for the iSCSI initiator in the Reverse CHAP
Username and Reverse CHAP Password fields.
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iISCSI Nodes Login

What kind of i1SCSI login authentication do you wish to perform:

| CHAP pair and a reverse pair -

CHAP Usemame:
CHAP Password:

Reverse CHAP Usemame:

Reverse CHAP Password:

Cancel || Login

Figure 23.20. CHAP pair and a reverse pair

3. Click Login. Anaconda attempts to log into the nodes on the iSCSI target based on the
information that you provided. The iSCSI Login Results dialog presents you with the results.

iSCSI Login Results

Successfully logged in and attached the following nodes:
ign.2009-2.com.example:for.all

Figure 23.21. The iSCSI Login Results dialog

4. Click OK to continue.

23.6.1.2.2. FCP Devices

FCP devices enable IBM System z to use SCSI devices rather than, or in addition to, DASD devices. FCP
devices provide a switched fabric topology that enables System z systems to use SCSI LUNs as disk
devices in addition to traditional DASD devices.

IBM System z requires that any FCP device be entered manually (either in the installation program
interactively, or specified as unique parameter entries in the parameter or CMS configuration file) for
the installation program to activate FCP LUNs. The values entered here are unique to each site in which
they are set up.
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Notes

® |nteractive creation of an FCP device is only possible in graphical mode. It is not possible to
interactively configure an FCP device in a text-only install.

® FEach value entered should be verified as correct, as any mistakes made may cause the system
not to operate properly. Use only lower-case letters in hex values.

® For more information on these values, refer to the hardware documentation check with the
system administrator who set up the network for this system.

To configure a Fiber Channel Protocol SCSI device, select Add ZFCP LUN and click Add Drive. In the
Add FCP device dialog, fill in the details for the 16-bit device number, 64-bit World Wide Port Number
(WWPN) and 64-bit FCP LUN. Click the Add button to connect to the FCP device using this
information.

Add FCP device

Z5eries machines can access industry-standard 5C5I
devices via Fibre Channel (FCP). You need to provide a
16 bit device number, a 64 bit World Wide Port Name
(WWPN), and a 64 bit FCP LUN for each device.

Device number: |0.0.5302

WWPN: 0x5005076200c3156a
FCP LUN: 0x8032000000000000|
M Cancel | | 4P Add |

Figure 23.22. Add FCP Device

The newly added device should then be present and usable in the storage device selection screen on the
Multipath Devices tab, if you have activated more than one path to the same LUN, or on Other SAN
Devices, if you have activated only one path to the LUN.

IMPORTANT

The installer requires the definition of a DASD. For a SCSl-only installation, enter none as
the parameter interactively during phase 1 of an interactive installation, or add
DASD=none in the parameter or CMS configuration file. This satisfies the requirement
for a defined DASD parameter, while resulting in a SCSI-only environment.

23.7.SETTING THE HOSTNAME

Setup prompts you to supply a host name for this computer, either as a fully-qualified domain name
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(FQDN) in the format hostname.domainname or as a short host name in the format hostname. Many
networks have a Dynamic Host Configuration Protocol (DHCP) service that automatically supplies
connected systems with a domain name. To allow the DHCP service to assign the domain name to this
machine, specify the short host name only.

NOTE

You may give your system any name provided that the full hostname is unique. The
hostname may include letters, numbers and hyphens.

Change the default setting localhost.localdomain to a unique hostname for each of your Linux instances.

_ Please name this computer. The
EIE hostname identifies the computer on a
— == network.

Hostname: [hostname|

Configure Network

|. 4@ Back ‘ ‘ Ep Next ‘

Figure 23.23. Setting the hostname
23.7.1. Editing Network Connections

NOTE

To change your network configuration after you have completed the installation, use the
Network Administration Tool

Type the system-config-network command in a shell prompt to launch the Network
Administration Tool. If you are not root, it prompts you for the root password to continue.

The Network Administration Toolis now deprecated and will be replaced by
NetworkManager during the lifetime of Red Hat Enterprise Linux 6.

Usually, the network connection configured earlier in installation phase 1does not need to be modified
during the rest of the installation. You cannot add a new connection on System z because the network
subchannels need to be grouped and set online beforehand, and this is currently only done in installation

318



CHAPTER 23. INSTALLATION PHASE 3: INSTALLING USING ANACONDZ2

phase 1. To change the existing network connection, click the button Configure Network. The Network
Connections dialog appears that allows you to configure network connections for the system, not all of
which are relevant to System z.

Network Connections

Name Last Used — | Add |
~ Wired
System ethO 2 minutes ago

Close

Figure 23.24. Network Connections

All network connections on System z are listed in the Wired tab. By default this contains the connection
configured earlier in installation phase 1and is either eth0 (OSA, LCS), or hsi0 (HiperSockets). Note
that on System z you cannot add a new connection here. To modify an existing connection, select a row
in the list and click the Edit button. A dialog box appears with a set of tabs appropriate to wired
connections, as described below.

The most important tabs on System z are Wired and IPv4 Settings.
When you have finished editing network settings, click Apply to save the new configuration. If you

reconfigured a device that was already active during installation, you must restart the device to use the
new configuration — refer to Section 9.7.1.6, "Restart a network device”.

23.7.1.1. Options common to all types of connection

Certain configuration options are common to all connection types.

Specify a name for the connection in the Connection name name field.

Select Connect automatically to start the connection automatically when the system boots.

When NetworkManager runs on an installed system, the Available to all users option controls whether

a network configuration is available system-wide or not. During installation, ensure that Available to all
users remains selected for any network interface that you configure.
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23.7.1.2. The Wired tab

Use the Wired tab to specify or change the media access control (MAC) address for the network
adapter, and either set the maximum transmission unit (MTU, in bytes) that can pass through the
interface.

Editing System etho0

Connection name: |5ystem eth0 |

] Connect automatically

| Wired | 802.1x Security ' IPv4 Settings | IPv6 Settings

Device MAC address: |

Cloned MAC address: |

MTU: 4096 *| bytes

Available to all users Cancel | | Apply...

Figure 23.25. The Wired tab

23.7.1.3. The 802.1x Security tab

Use the 802.1x Security tab to configure 802.1X port-based network access control (PNAC). Select
Use 802.1X security for this connection to enable access control, then specify details of your
network. The configuration options include:

Authentication

Choose one of the following methods of authentication:
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® TLS for Transport Layer Security

® Tunneled TLS for Tunneled Transport Layer Security, otherwise known as TTLS, or EAP-
TTLS

e Protected EAP (PEAP) for Protected Extensible Authentication Protocol

Identity

Provide the identity of this server.

User certificate

Browse to a personal X.509 certificate file encoded with Distinguished Encoding Rules (DER) or
Privacy Enhanced Mail (PEM).

CA certificate

Browse to a X.509 certificate authority certificate file encoded with Distinguished Encoding Rules
(DER) or Privacy Enhanced Mail (PEM).

Private key

Browse to a private key file encoded with Distinguished Encoding Rules (DER), Privacy Enhanced Mail
(PEM), or the Personal Information Exchange Syntax Standard (PKCS#12).

Private key password

The password for the private key specified in the Private key field. Select Show password to make
the password visible as you type it.
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' Editing System etho

Connection name: |5‘y5tem eth0 |

] Connect autormatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings |

Use 802.1X security for this connection|

Authentication: | TLS =
Identity:

User certificate: (None) =
CA certificate: (None) =
Private key: (None) (=
Private key password:

] Show password

Available to all user

[ F5]

Cancel || App

Figure 23.26. The 802.1x Security tab

23.7.1.4. The IPv4 Settings tab

Use the IPv4 Settings tab tab to configure the IPv4 parameters for the previously selected network
connection.

The address, netmask, gateway, DNS servers and DNS search suffix for an IPv4 connection were
configured during installation phase 1or reflect the following parameters in the parameter file or

configuration file: IPADDR, NETMASK, GATEWAY, DNS, SEARCHDNS (Refer to Section 26.3,
“Installation Network Parameters”).

Use the Method drop-down menu to specify which settings the system should attempt to obtain from a
Dynamic Host Configuration Protocol (DHCP) service running on the network. Choose from the
following options:

Automatic (DHCP)
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IPv4 parameters are configured by the DHCP service on the network.

Automatic (DHCP) addresses only

The IPv4 address, netmask, and gateway address are configured by the DHCP service on the
network, but DNS servers and search domains must be configured manually.

Manual

IPv4 parameters are configured manually for a static configuration.

Link-Local Only
A link-local address in the 169.254/16 range is assigned to the interface.

Shared to other computers

The system is configured to provide network access to other computers. The interface is assigned an
address in the 10.42.x.1/24 range, a DHCP server and DNS server are started, and the interface is
connected to the default network connection on the system with network address translation (NAT).

Disabled

IPv4 is disabled for this connection.

If you selected a method that requires you to supply manual parameters, enter details of the IP address
for this interface, the netmask, and the gateway in the Addresses field. Use the Add and Delete
buttons to add or remove addresses. Enter a comma-separated list of DNS servers in the DNS servers
field, and a comma-separated list of domains in the Search domains field for any domains that you
want to include in name server lookups.

Optionally, enter a name for this network connection in the DHCP client ID field. This name must be
unique on the subnet. When you assign a meaningful DHCP client ID to a connection, it is easy to identify
this connection when troubleshooting network problems.

Deselect the Require IPv4 addressing for this connection to complete check box to allow the

system to make this connection on an IPv6-enabled network if IPv4 configuration fails but IPv6
configuration succeeds.
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Editing System etho0

Connection name: |5y5tem eth0

] Connect autormatically

Wired | 802.1x Security | IPv4 Settings | IPv6 Settings

Method: |Manua| = |
Addresses
Address Netmask Gateway | Add |

10.0.0.3 255.255.248.0 10.0.0.1
| Delete |

DNS servers:  |10.0.0.1] |

Search domains: | |

e CHETIL i | |

Require IPv4 addressing for this connection to complete

| Routes... |

Available to all users Cancel | | Apply... |

Figure 23.27. The IPv4 Settings tab

23.7.1.4.1. Editing IPv4 routes

Red Hat Enterprise Linux configures a number of routes automatically based on the IP addresses of a
device. To edit additional routes, click the Routes button. The Editing IPv4 routes dialog appears.
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\Address | Netmask Gateway Metric | 4L Add |

[] Use this connection only for resources on its network

| agancel | | £ oK |

Figure 23.28. The Editing IPv4 Routes dialog
Click Add to add the IP address, netmask, gateway address, and metric for a new static route.

Select Ignore automatically obtained routes to make the interface use only the routes specified for it
here.

Select Use this connection only for resources on its network to restrict connections only to the local
network.

23.7.1.5. The IPv6 Settings tab

Use the IPv6 Settings tab tab to configure the IPv6 parameters for the previously selected network
connection.

Use the Method drop-down menu to specify which settings the system should attempt to obtain from a
Dynamic Host Configuration Protocol (DHCP) service running on the network. Choose from the
following options:

Ignore

IPv6 is ignored for this connection.

Automatic

NetworkManager uses router advertisement (RA) to create an automatic, stateless configuration.

Automatic, addresses only

NetworkManager uses RA to create an automatic, stateless configuration, but DNS servers and
search domains are ignored and must be configured manually.

Automatic, DHCP only

NetworkManager does not use RA, but requests information from DHCPV6 directly to create a
stateful configuration.
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Manual

IPv6 parameters are configured manually for a static configuration.

Link-Local Only
A link-local address with the fe80:/10 prefix is assigned to the interface.

If you selected a method that requires you to supply manual parameters, enter details of the IP address
for this interface, the netmask, and the gateway in the Addresses field. Use the Add and Delete
buttons to add or remove addresses. Enter a comma-separated list of DNS servers in the DNS servers
field, and a comma-separated list of domains in the Search domains field for any domains that you
want to include in name server lookups.

Optionally, enter a name for this network connection in the DHCP client ID field. This name must be
unique on the subnet. When you assign a meaningful DHCP client ID to a connection, it is easy to identify
this connection when troubleshooting network problems.

Deselect the Require IPv6 addressing for this connection to complete check box to allow the
system to make this connection on an IPv4-enabled network if IPv6 configuration fails but IPv4
configuration succeeds.
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Editing System etho0

Connection name: |5ystem eth0 |

] Connect automatically

Wired  802.1x Security | IPv4 Settings | IPV6 Settings |

Method: | Ignore

L

Available to all users Cancel | | Apply...

Figure 23.29. The IPv6 Settings tab

23.7.1.5.1. Editing IPv6 routes

Red Hat Enterprise Linux configures a number of routes automatically based on the IP addresses of a
device. To edit additional routes, click the Routes button. The Editing IPv6 routes dialog appears.
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r Editing IPv6 routes for System ethO

Address | Prefix Gateway Metric | Add |

Delete

[J Ignore automatically obtained routes

] Use this cannection only for resources on its network

Cancel | | OK

Figure 23.30. The Editing IPv6 Routes dialog
Click Add to add the IP address, netmask, gateway address, and metric for a new static route.

Select Use this connection only for resources on its network to restrict connections only to the local
network.

23.7.1.6. Restart a network device

If you reconfigured a network that was already in use during installation, you must disconnect and
reconnect the device in anaconda for the changes to take effect. Anaconda uses interface
configuration (ifcfg) files to communicate with NetworkManager. A device becomes disconnected
when its ifcfg file is removed, and becomes reconnected when its ifcfg file is restored, as long as
ONBOOT=yes is set. Refer to the Red Hat Enterprise Linux 6.9 Deployment Guide available from
https://access.redhat.com/documentation/en-
US/Red_Hat_Enterprise_Linux/6/html/Deployment_Guide/index.html for more information about
interface configuration files.

1. Press Ctrl+Alt+F2 to switch to virtual terminal tty2.

2. Move the interface configuration file to a temporary location:

I mv /etc/sysconfig/network-scripts/ifctg-device _name /tmp

where device_name is the device that you just reconfigured. For example, ifcfg-ethQis the ifcfg
file for eth0.

The device is now disconnected in anaconda.

3. Open the interface configuration file in the vi editor:
I vi /tmp/ifctg-device_name

4. Verify that the interface configuration file contains the line ONBOOT=yes. If the file does not
already contain the line, add it now and save the file.
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5. Exit the vi editor.

6. Move the interface configuration file back to the /etc/sysconfig/network-scripts/ directory:

I mv /tmp/ifcfg-device _name /etc/sysconfig/network-scripts/

The device is now reconnected in anaconda.

7. Press Ctrl+Alt+F6 to return to anaconda.

23.8. TIME ZONE CONFIGURATION

Set your time zone by selecting the city closest to your computer's physical location. Click on the map to
zoom in to a particular geographical region of the world.

Specify a time zone even if you plan to use NTP (Network Time Protocol) to maintain the accuracy of
the system clock.

From here there are two ways for you to select your time zone:

e Using your mouse, click on the interactive map to select a specific city (represented by a yellow
dot). Ared X appears indicating your selection.

® You can also scroll through the list at the bottom of the screen to select your time zone. Using
your mouse, click on a location to highlight your selection.

Select System clock uses UTC. The system clock is a piece of hardware on your computer system. Red
Hat Enterprise Linux uses the timezone setting to determine the offset between the local time and UTC
on the system clock. This behavior is standard for systems that use UNIX, Linux, and similar operating
systems.

Click Next to proceed.

NOTE

! To change your time zone configuration after you have completed the installation, use
the Time and Date Properties Tool

' Type the system-config-date command in a shell prompt to launch the Time and Date
Properties Tool. If you are not root, it prompts you for the root password to continue.

23.9.SET THE ROOT PASSWORD

Setting up a root account and password is one of the most important steps during your installation. The
root account is used to install packages, upgrade RPMs, and perform most system maintenance.
Logging in as root gives you complete control over your system.

NOTE
The root user (also known as the superuser) has complete access to the entire system;
for this reason, logging in as the root user is best done only to perform system

maintenance or administration.
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£ The root account is used for administering
I the system. Enter a password for the root
user.

Root Password: [ .................. l

Confirm: [ .................. l

‘ 4EBack | ‘ B Next ‘

Figure 23.31. Root Password

Use the root account only for system administration. Create a non-root account for your general use
and use the su command to change to root only when you need to perform tasks that require superuser
authorization. These basic rules minimize the chances of a typo or an incorrect command doing damage
to your system.

NOTE

To become root, type su - at the shell prompt in a terminal window and then press Enter.
Then, enter the root password and press Enter.

The installation program prompts you to set a root password[”] for your system. . You cannot proceed to
the next stage of the installation process without entering a root password.

The root password must be at least six characters long; the password you type is not echoed to the
screen. You must enter the password twice; if the two passwords do not match, the installation program
asks you to enter them again.

You should make the root password something you can remember, but not something that is easy for
someone else to guess. Your name, your phone number, gwerty, password, root, 123456, and anteater are
all examples of bad passwords. Good passwords mix numerals with upper and lower case letters and do
not contain dictionary words: Aard387vark or 420BMttNT, for example. Remember that the password is
case-sensitive. If you write down your password, keep it in a secure place. However, it is recommended
that you do not write down this or any password you create.
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'@ WARNING

Do not use one of the example passwords offered in this manual. Using one of these
passwords could be considered a security risk.

To change your root password after you have completed the installation, run the passwd command as
root. If you forget the root password, see Resolving Problems in System Recovery Modes in the Red Hat
Enterprise Linux 6 Deployment Guide for instructions on how to set a new one.

23.10. ASSIGN STORAGE DEVICES

If you selected more than one storage device on the storage devices selection screen (refer to
Section 23.6, “Storage Devices”), anaconda asks you to select which of these devices should be
available for installation of the operating system, and which should only be attached to the file system
for data storage.

During installation, the devices that you identify here as being for data storage only are mounted as part
of the file system, but are not partitioned or formatted.

Below are the storage devices you've selected to be a part of this installation. Please
indicate using the arrows below which devices you'd like to use as data drives (these will
not be formatted, only mounted) and which devices you'd like to use as system drives
(these may be formatted).

Data Storage Devices (to be mounted only) Install Target Devices
Model Capacity Vendor M Boot | Model Capacity
IBM 5390 DASD drive 2347 MB ® |BM 5390 DASD drive 2347 MB

N

@ Tip: Al Linux filesystems on install target devices will be reformatted and wiped of any
data. Make sure you have backups.

| €aBack ‘ ‘ Ep Next ‘

Figure 23.32. Assign storage devices

The screen is split into two panes. The left pane contains a list of devices to be used for data storage
only. The right pane contains a list of devices that are to be available for installation of the operating
system.

Each list contains information about the devices to help you to identify them. A small drop-down menu
marked with an icon is located to the right of the column headings. This menu allows you to select the
types of data presented on each device. Reducing or expanding the amount of information presented
might help you to identify particular devices.
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Move a device from one list to the other by clicking on the device, then clicking either the button labeled
with a left-pointing arrow to move it to the list of data storage devices or the button labeled with a right-
pointing arrow to move it to the list of devices available for installation of the operating system.

The list of devices available as installation targets also includes a radio button beside each device. On
platforms other than System z, this radio button is used to specify the device to which you want to install
the boot loader. On System z this choice does not have any effect. The zipl boot loader will be installed
on the disk that contains the /boot directory, which is determined later on during partitioning.

When you have finished identifying devices to be used for installation, click Next to continue.

23.11. INITIALIZING THE HARD DISK

If no readable partition tables are found on existing hard disks, the installation program asks to initialize
the hard disk. This operation makes any existing data on the hard disk unreadable. If your system has a
brand new hard disk with no operating system installed, or you have removed all partitions on the hard
disk, click Re-initialize drive.

The installation program presents you with a separate dialog for each disk on which it cannot read a valid
partition table. Click the Ignore all button or Re-initialize all button to apply the same answer to all
devices.

%@J
Error processing drive:

[dev/dasdc
2348MB
IBM 5390 DASD drive

This device may need to be reinitialized.
REINITIALIZING WILL CAUSE ALL DATATO BE LOST!

This action may also be applied to all other disks
needing reinitialization.

Device details:
cew-0.0.3126

lgnore | | lgnore all | | Re-initialize | | Re-initialize all

Figure 23.33. Warning screen - initializing DASD
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Error processing drive:

Jdev/sdb
B8192MEB
IBM 2107900

This device may need to be reinitialized.
REINITIALIZING WILL CAUSE ALL DATA TO BE LOST!

This action may also be applied to all other disks
needing reinitialization.

Device details:
cew-0.0.a000-
zfcp-0x500507630510073d:0x4021400100000000

Ignore | | Ignore all | | Re-initialize | | Re-initialize all

Figure 23.34. Warning screen - initializing FCP LUN

Certain RAID systems or other nonstandard configurations may be unreadable to the installation
program and the prompt to initialize the hard disk may appear. The installation program responds to the
physical disk structures it is able to detect.

To enable automatic initializing of hard disks for which it turns out to be necessary, use the kickstart

command zerombr (refer to Chapter 32, Kickstart Installations). This command is required when
performing an unattended installation on a system with previously initialized disks.

'@ WARNING
If you have a nonstandard disk configuration that can be detached during

installation and detected and configured afterward, power off the system, detach it,
and restart the installation.

23.12. UPGRADING AN EXISTING SYSTEM
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IMPORTANT

The following sections only apply to upgrading Red Hat Enterprise Linux between minor
versions, for example, upgrading Red Hat Enterprise Linux 6.4 to Red Hat Enterprise
Linux 6.5 or higher. This approach is not supported for upgrades between major versions,
for example, upgrading Red Hat Enterprise Linux 6 to Red Hat Enterprise Linux 7.

In-place upgrades between major versions of Red Hat Enterprise Linux can be done, with
certain limitations, using the Red Hat Upgrade Tooland Preupgrade Assistant tools.
See Chapter 37, Upgrading Your Current System for more information.

The installation system automatically detects any existing installation of Red Hat Enterprise Linux. The
upgrade process updates the existing system software with new versions, but does not remove any data
from users' home directories. The existing partition structure on your hard drives does not change. Your
system configuration changes only if a package upgrade demands it. Most package upgrades do not
change system configuration, but rather install an additional configuration file for you to examine later.

Note that the installation medium that you are using might not contain all the software packages that
you need to upgrade your computer.

NOTE

Software you have installed manually on your existing Red Hat Enterprise Linux system
may behave differently after an upgrade. You may need to manually reinstall or recompile
this software after an upgrade to ensure it performs correctly on the updated system.

NOTE

In general, Red Hat recommends that you keep user data on a separate /home partition
and perform a fresh installation. For more information on partitions and how to set them
up, refer to Section 9.13, “Disk Partitioning Setup”.

If you choose to upgrade your system using the installation program, any software not provided by Red
Hat Enterprise Linux that conflicts with Red Hat Enterprise Linux software is overwritten. Before you
begin an upgrade this way, make a list of your system's current packages for later reference:

I rpm -ga --qf '%{NAME} %{VERSION}-%{RELEASE} %{ARCH}\n' > ~/old-pkglist.txt

After installation, consult this list to discover which packages you may need to rebuild or retrieve from
sources other than Red Hat.

Next, make a backup of any system configuration data:

su -c 'tar czf /tmp/etc-"date +%F".tar.gz /etc'
su -c 'mv /tmp/etc-*.tar.gz /home’

Make a complete backup of any important data before performing an upgrade. Important data may
include the contents of your entire /home directory as well as content from services such as an Apache,
FTP, or SQL server, or a source code management system. Although upgrades are not destructive, if
you perform one improperly there is a small possibility of data loss.

334



CHAPTER 23. INSTALLATION PHASE 3: INSTALLING USING ANACONDZ2

WARNING

Note that the above examples store backup materials in a /home directory. If your
/home directory is not a separate partition, you should not follow these examples
verbatim! Store your backups on another device such as CD or DVD discs or an
external hard disk.

For more information on completing the upgrade process later, refer to Section 35.2, “Finishing an

Upgrade”.

23.13. DISK PARTITIONING SETUP

WARNING

It is always a good idea to back up any data that you have on your systems. For
example, if you are upgrading or creating a dual-boot system, you should back up
any data you wish to keep on your storage devices. Mistakes do happen and can
result in the loss of all your data.

IMPORTANT

If you install Red Hat Enterprise Linux in text mode, you can only use the default
partitioning schemes described in this section. You cannot add or remove partitions or
file systems beyond those that the installer automatically adds or removes. If you require
a customized layout at installation time, you should perform a graphical installation over a
VNC connection or a kickstart installation.

Furthermore, advanced options such as LVM, encrypted filesystems, and resizable
filesystems are available only in graphical mode and kickstart.

Partitioning allows you to divide your storage devices into isolated sections, where each section behaves
as a separate Linux device. Partitioning is particularly useful if you run multiple operating systems, or
wish to enforce a logical or functional distinction between your storage partitions (such as a/home
partition that persistently contains user information).

335



Installation Guide

Which type of installation would you like?
Use All Space

Removes all partitions on the selected device(s). This includes partitions created by other operating

L - systems.

Tip: This option will remove data from the selected device(s). Make sure you have backups.

Replace Existing Linux System(s)
5 Remowves only Linux partitions (created from a previous Linux installation). This does not remove
@ - other partitions you may have on your storage device(s) (such as VFAT or FAT32).

Tip: This option will remove data from the selected device(s). Make sure you have backups.

" Shrink Current System
Shrinks existing partitions to create free space for the default layout.

~ os Use Free Space
19 - Retains your current data and partitions and uses only the unpartitioned space on the selected device
(s), assuming you have enough free space available.

~ Create Custom Layout
= Manually create your own custom layout on the selected device(s) using our partitioning tool.

[] Encrypt system
[] Review and modify partitioning layout

| 4aBack ‘ [ Ep Next l

Figure 23.35. Disk Partitioning Setup

On this screen you can choose to create the default partition layout in one of four different ways, or
choose to partition storage devices manually to create a custom layout.

The first four options allow you to perform an automated installation without having to partition your
storage devices yourself. If you do not feel comfortable with partitioning your system, choose one of
these options and let the installation program partition the storage devices for you. Depending on the
option that you choose, you can still control what data (if any) is removed from the system.

IMPORTANT

To encrypt partitions, you will need to select the Create Custom Layoutoption.
Partitions created with one of the four automated options cannot be encrypted.

Your options are:

Use All Space

Select this option to remove all partitions on your storage drives (this includes partitions created by
other operating systems such as z/VM or z/OS).

WARNING

If you select this option, all data on the selected DASD and SCSI storage devices
is removed by the installation program.

Replace Existing Linux System(s)
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Select this option to remove only Linux partitions (partitions created from a previous Linux
installation). This does not remove other partitions you may have on your storage devices (such as
z/VM or z/OS partitions).

Shrink Current System

Select this option to resize your current data and partitions manually and install a default Red Hat
Enterprise Linux layout in the space that is freed.

'@ WARNING

If you shrink partitions on which other operating systems are installed, you might
not be able to use those operating systems. Although this partitioning option
does not destroy data, operating systems typically require some free space in
their partitions. Before you resize a partition that holds an operating system that
you might want to use again, find out how much space you need to leave free.

Use Free Space

Select this option to retain your current data and partitions and install Red Hat Enterprise Linux in the
unused space available on the storage drives. Ensure that there is sufficient space available on the
storage drives before you select this option — refer to Section 18.1, “Pre-Installation”.

Create Custom Layout

Select this option to partition storage devices manually and create customized layouts. Refer to
Section 23.15, ” Creating a Custom Layout or Modifying the Default Layout ”

Choose your preferred partitioning method by clicking the radio button to the left of its description in
the dialog box.

Select Encrypt system to encrypt all partitions except the /boot partition. Refer to Appendix C, Disk
Encryption for information on encryption.

To review and make any necessary changes to the partitions created by automatic partitioning, select
the Review option. After selecting Review and clicking Next to move forward, the partitions created for
you by anaconda appear. You can make modifications to these partitions if they do not meet your
needs.

IMPORTANT

When you install Red Hat Enterprise Linux 6 on a system with multipath and non-
multipath storage devices, the automatic partitioning layout in the installer might create
volume groups that contain a mix of multipath and non-multipath devices. This defeats
the purpose of multipath storage.

We advise that you select only multipath or only non-multipath devices on the disk
selection screen that appears after selecting automatic partitioning. Alternatively, select
custom partitioning.
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Click Next once you have made your selections to proceed.

23.14. CHOOSING A DISK ENCRYPTION PASSPHRASE

If you selected the Encrypt System option, the installer prompts you for a passphrase with which to
encrypt the partitions on the system.

Partitions are encrypted using the Linux Unified Key Setup — refer to Appendix C, Disk Encryption for
more information.

Enter passphrase for encrypted partition

) Choose a passphrase for the encrypted devices. You
ﬁ.{.f will be prompted for this passphrase during system
o boot.

Enter passphrase: [| l

Confirm passphrase: [ l

| Ianncel | | <ok |

Figure 23.36. Enter passphrase for encrypted partition

Choose a passphrase and type it into each of the two fields in the dialog box. You must provide this
passphrase every time that the system boots.

'@ WARNING

If you lose this passphrase, any encrypted partitions and the data on them will
become completely inaccessible. There is no way to recover a lost passphrase.

Note that if you perform a kickstart installation of Red Hat Enterprise Linux, you can
save encryption passphrases and create backup encryption passphrases during
installation. Refer to Section C.3.2, “Saving Passphrases” and Section C.3.3,
“Creating and Saving Backup Passphrases”.

23.15. CREATING A CUSTOM LAYOUT OR MODIFYING THE DEFAULT
LAYOUT

If you chose one of the four automatic partitioning options and did not select Review, skip ahead to
Section 23.16, “Write Changes to Disk” .

If you chose to create a custom layout, you must tell the installation program where to install Red Hat
Enterprise Linux. This is done by defining mount points for one or more disk partitions in which Red Hat

Enterprise Linux is installed.

If you have not yet planned how to set up your partitions, refer to Appendix A, An Introduction to Disk
Partitions and Section 23.15.5, "Recommended Partitioning Scheme”. At a bare minimum, you need an
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appropriately-sized root partition, and usually a swap partition appropriate to the amount of RAM you
have on the system.

Anaconda can handle the partitioning requirements for a typical installation.

Please Select A Device

Size | Mount Point/

Device (MB) RAIDNolume Type Format
~ VM Volume Groups
- vg_devell 4188
Iv_root 1408 ext4 v
Iv_swap 2780 swap v
~ Hard Drives
~ dasdb
dasdbl 500 /boot ext3 v
dasdh2 1847 vg_devell physical volume (LVM)
~ dasdc
dasdcl 2347 vg_devell physical volume (LVM)
| Create | | Reset |

|. €aBack ‘ [ Ep Next l

Figure 23.37. Partitioning on System z

The partitioning screen contains two panes. The top pane contains a graphical representation of the
DASD, FCP LUN, or logical volume selected in the lower pane.

Above the display, you can review the Drive name (such as /dev/dasda), the Geom (which shows the
hard disk's geometry and consists of three numbers representing the number of cylinders, heads, and
sectors as reported by the hard disk), and the Model of the hard drive as detected by the installation

program.

Using your mouse, click once to highlight a particular field in the graphical display. Double-click to edit an
existing partition or to create a partition out of existing free space.

The lower pane contains a list of all DASDs, FCP LUNs, and logical volumes to be used during
installation, as specified earlier in the installation process — refer to Section 23.10, “ Assign Storage
Devices ". Note that if you specified a CMSDASD in your parameter file, DASD names begin at dasdb;
dasda was assigned to the CMSDASD and this name is no longer available at this point in the
installation process.

Devices are grouped by type. Click on the small triangles to the left of each device type to view or hide
devices of that type.

Anaconda displays several details for each device listed:

Device

the name of the device, logical volume, or partition

Size (MB)

the size of the device, logical volume, or partition (in MB)
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Mount Point/RAID/Volume

the mount point (location within a file system) on which a partition is to be mounted, or the name of
the RAID or logical volume group of which it is a part

Type
the type of partition. If the partition is a standard partition, this field displays the type of file system

on the partition (for example, ext4). Otherwise, it indicates that the partition is a physical volume
(LVM), or part of a software RAID

Format

A check mark in this column indicates that the partition will be formatted during installation.

Beneath the lower pane are four buttons: Create, Edit, Delete, and Reset.

Select a device or partition by clicking on it in either the graphical representation in the upper pane of in
the list in the lower pane, then click one of the four buttons to carry out the following actions:

Create

create a new partition, logical volume, or software RAID

Edit

change an existing partition, logical volume, or software RAID. Note that you can only shrink
partitions with the Resize button, not enlarge partitions.

Delete

remove a partition, logical volume, or software RAID

Reset

undo all changes made in this screen

Finally, note which device is associated with /boot. The kernel files and bootloader sector will be
associated with this device. The first DASD or SCSI LUN will be used, and the device number will be
used when re-IPLing the post-installed system.

NOTE

The screenshots in the following subsections of this manual sometimes show hard disk
types and device names that do not appear as such on System z. These screenshots are
only intended to illustrate the installation interface itself and apply equally to DASDs and
FCP-attached SCSI disks.

23.15.1. Create Storage

The Create Storage dialog allows you to create new storage partitions, logical volumes, and software
RAIDs. Anaconda presents options as available or unavailable depending on the storage already present
on the system or configured to transfer to the system.
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Create Storage

Create Partition
@ Standard Partition

Create Software RAID ﬂ_lnﬁ]rmatinn
) RAID Partition

() RAID Device

C RAID Clone

Create LVM ﬂ_lnﬁ]rmatinn
O LVM Volume Group

O LVM Logical Volume

) LVM Physical Volume

‘ ﬁgancel ‘ ‘ Create

Figure 23.38. Creating Storage

Options are grouped under Create Partition, Create Software RAID and Create LVM as follows:

Create Partition

Refer to Section 23.15.2, "Adding Partitions” for details of the Add Partition dialog.

e Standard Partition — create a standard disk partition (as described in  Appendix A, An
Introduction to Disk Partitions) in unallocated space.

Create Software RAID

On System z, the storage subsystem uses RAID transparently, and you do not need to set it up.
Refer to Section 23.15.3, “ Create Software RAID ” for more detail.

e RAID Partition — create a partition in unallocated space to form part of a software RAID device.
To form a software RAID device, two or more RAID partitions must be available on the system.

e RAID Device — combine two or more RAID partitions into a software RAID device. When you

choose this option, you can specify the type of RAID device to create (the RAID level). This
option is only available when two or more RAID partitions are available on the system.
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Create LVM Logical Volume

Refer to Section 23.15.4, ” Create LVM Logical Volume " for more detail.
® LVM Physical Volume — create a physical volume in unallocated space.

e LVM Volume Group — create a volume group from one or more physical volumes. This option is
only available when at least one physical volume is available on the system.

® LVM Logical Volume — create a /logical volume on a volume group. This option is only available
when at least one volume group is available on the system.

23.15.2. Adding Partitions

To add a new partition, select the Create button. A dialog box appears (refer to Figure 23.39, “Creating
a New Partition”).

NOTE

You must dedicate at least one partition for this installation, and optionally more. For
more information, refer to Appendix A, An Introduction to Disk Partitions.

|'_- Add Partition 3]
Mount Point: / v
File System Type: | ext4 -

[] dasdb 2348 MB IBM 5390 DASD drive
Allowable Drives: dasdc 2348 MB IBM 5390 DASD drive

Size (MB): 200 e

-Additional 5ize Options
) Fxed size

> Fill all space up to (MB): 1

@ Fll to maximum allowable size

[] Encrypt

| ﬁgancel ‘ ‘ <Jok |

Figure 23.39. Creating a New Partition

e Mount Point: Enter the partition's mount point. For example, if this partition should be the root
partition, enter /; enter /boot for the /boot partition, and so on. You can also use the pull-down
menu to choose the correct mount point for your partition. For a swap partition the mount point
should not be set — setting the filesystem type to swap is sufficient.
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e File System Type: Using the pull-down menu, select the appropriate file system type for this
partition. For more information on file system types, refer to Section 23.15.2.1, “File System
Types”.

e Allowable Drives: This field contains a list of the hard disks installed on your system. If a hard
disk's box is highlighted, then a desired partition can be created on that hard disk. If the box is
not checked, then the partition will never be created on that hard disk. By using different
checkbox settings, you can have anaconda place partitions where you need them, or let
anaconda decide where partitions should go.

e Size (MB): Enter the size (in megabytes) of the partition. Note, this field starts with 200 MB;
unless changed, only a 200 MB partition will be created.

e Additional Size Options: Choose whether to keep this partition at a fixed size, to allow it to
"grow” (fill up the available hard drive space) to a certain point, or to allow it to grow to fill any
remaining hard drive space available.

If you choose Fill all space up to (MB), you must give size constraints in the field to the right of
this option. This allows you to keep a certain amount of space free on your hard drive for future
use.

e Force to be a primary partition: Select whether the partition you are creating should be one of
the first four partitions on the hard drive. If unselected, the partition is created as a logical
partition. Refer to Section A.1.3, “Partitions Within Partitions — An Overview of Extended
Partitions”, for more information.

® Encrypt: Choose whether to encrypt the partition so that the data stored on it cannot be
accessed without a passphrase, even if the storage device is connected to another system.
Refer to Appendix C, Disk Encryption for information on encryption of storage devices. If you
select this option, the installer prompts you to provide a passphrase before it writes the partition
to the disk.

® OK: Select OK once you are satisfied with the settings and wish to create the partition.

e Cancel: Select Cancel if you do not want to create the partition.

23.15.2.1. File System Types

Red Hat Enterprise Linux allows you to create different partition types and file systems. The following is
a brief description of the different partition types and file systems available, and how they can be used.

Partition types

e standard partition — A standard partition can contain a file system or swap space, or it can
provide a container for software RAID or an LVM physical volume.

® swap — Swap partitions are used to support virtual memory. In other words, data is written to a
swap partition when there is not enough RAM to store the data your system is processing. Refer
to the Red Hat Enterprise Linux Deployment Guide for additional information.

e software RAID — Creating two or more software RAID partitions allows you to create a RAID

device. For more information regarding RAID, refer to the chapter RAID (Redundant Array of
Independent Disks) in the Red Hat Enterprise Linux Deployment Guide .
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physical volume (LVM) — Creating one or more physical volume (LVM) partitions allows you to
create an LVM logical volume. LVM can improve performance when using physical disks. For
more information regarding LVM, refer to the Red Hat Enterprise Linux Deployment Guide .

File systems
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ext4 — The ext4 file system is based on the ext3 file system and features a number of
improvements. These include support for larger file systems and larger files, faster and more
efficient allocation of disk space, no limit on the number of subdirectories within a directory,
faster file system checking, and more robust journaling. A maximum file system size of 16TB is
supported for ext4. The ext4 file system is selected by default and is highly recommended.

NOTE

The mount options user_xattr and acl are automatically set on ext4 systems by
the installation system. These options enable extended attributes and access
control lists, respectively. More information about mount options can be found in
the Red Hat Enterprise Linux Storage Administration Guide .

ext3 — The ext3 file system is based on the ext2 file system and has one main advantage —
journaling. Using a journaling file system reduces time spent recovering a file system after a

crash as there is no need to fsck [2] the file system. A maximum file system size of 16TB is
supported for ext3.

ext2 — An ext?2 file system supports standard Unix file types (regular files, directories, symbolic
links, etc). It provides the ability to assign long file names, up to 255 characters.

xfs — XFS is a highly scalable, high-performance file system that supports filesystems up to 16
exabytes (approximately 16 million terabytes), files up to 8 exabytes (approximately 8 million
terabytes) and directory structures containing tens of millions of entries. XFS supports
metadata journaling, which facilitates quicker crash recovery. The XFS file system can also be
defragmented and resized while mounted and active.

IMPORTANT

Red Hat Enterprise Linux 6.9 does not support XFS on System z.

vfat — The VFAT file system is a Linux file system that is compatible with Microsoft Windows
long filenames on the FAT file system.

Btrfs — Btrfs is under development as a file system capable of addressing and managing more
files, larger files, and larger volumes than the ext2, ext3, and ext4 file systems. Btrfs is designed
to make the file system tolerant of errors, and to facilitate the detection and repair of errors
when they occur. It uses checksums to ensure the validity of data and metadata, and maintains
snapshots of the file system that can be used for backup or repair.

Because Btrfs is still experimental and under development, the installation program does not
offer it by default. If you want to create a Btrfs partition on a drive, you must commence the
installation process with the boot option btrfs. Refer to Chapter 28, Boot Options for
instructions.
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'@ WARNING

Red Hat Enterprise Linux 6.9 includes Btrfs as a technology preview to
allow you to experiment with this file system. You should not choose Btrfs
for partitions that will contain valuable data or that are essential for the
operation of important systems.

23.15.3. Create Software RAID

NOTE

On System z, the storage subsystem uses RAID transparently. There is no need to set up
a software RAID.

Redundant arrays of independent disks (RAIDs) are constructed from multiple storage devices that are
arranged to provide increased performance and — in some configurations — greater fault tolerance.
Refer to the Red Hat Enterprise Linux Storage Administration Guide for a description of different kinds
of RAIDs.

To make a RAID device, you must first create software RAID partitions. Once you have created two or
more software RAID partitions, select RAID to join the software RAID partitions into a RAID device.

RAID Partition

Choose this option to configure a partition for software RAID. This option is the only choice available
if your disk contains no software RAID partitions. This is the same dialog that appears when you add a
standard partition — refer to Section 23.15.2, “Adding Partitions" for a description of the available
options. Note, however, that File System Type must be set to software RAID
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Add Partition

Mount Point: =Not Applicable=

{3

File System Type: | software RAID

dasdb 80480 ME  IBM 5390 DASD drive
Allowable Drives: dasdc 80480 ME  IBM 5390 DASD drive

Size (MB): 200 -

-Additional Size Options
) Fixed size

) Fill all space up to (MB): 1 :]

® Fill to maximum allowable size

[] Force to be a primary partition

[] Encrypt

Figure 23.40. Create a software RAID partition

RAID Device

Choose this option to construct a RAID device from two or more existing software RAID partitions.
This option is available if two or more software RAID partitions have been configured.
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T ke raD Device

Mount Point: | v
File System Type: ext3 w
RAID Device: mdQ v
RAID Level: RAID1 W

[ dasda2: 81306 MB
RAID Members: | [ dasdbl 81502 MB

Number of spares:

| Encrypt

| egancel | | <Fok |

Figure 23.41. Create a RAID device
Select the file system type as for a standard partition.

Anaconda automatically suggests a name for the RAID device, but you can manually select names
from md0 to md15.

Click the checkboxes beside individual storage devices to include or remove them from this RAID.
The RAID Level corresponds to a particular type of RAID. Choose from the following options:

e RAID 0 — distributes data across multiple storage devices. Level O RAIDs offer increased
performance over standard partitions, and can be used to pool the storage of multiple
devices into one large virtual device. Note that Level O RAIDS offer no redundancy and that
the failure of one device in the array destroys the entire array. RAID O requires at least two
RAID partitions.

® RAID 1 — mirrors the data on one storage device onto one or more other storage devices.
Additional devices in the array provide increasing levels of redundancy. RAID 1requires at
least two RAID partitions.

o RAID 4 — distributes data across multiple storage devices, but uses one device in the array
to store parity information that safeguards the array in case any device within the array fails.
Because all parity information is stored on the one device, access to this device creates a
bottleneck in the performance of the array. RAID 4 requires at least three RAID partitions.

e RAID 5 — distributes data and parity information across multiple storage devices. Level 5
RAIDs therefore offer the performance advantages of distributing data across multiple

347



Installation Guide

devices, but do not share the performance bottleneck of level 4 RAIDs because the parity
information is also distributed through the array. RAID 5 requires at least three RAID
partitions.

e RAID 6 — level 6 RAIDs are similar to level 5 RAIDs, but instead of storing only one set of
parity data, they store two sets. RAID 6 requires at least four RAID partitions.

® RAID 10 — level 10 RAIDs are nested RAIDs or hybrid RAIDs. Level 10 RAIDs are constructed
by distributing data over mirrored sets of storage devices. For example, a level 10 RAID
constructed from four RAID partitions consists of two pairs of partitions in which one
partition mirrors the other. Data is then distributed across both pairs of storage devices, as in
a level O RAID. RAID 10 requires at least four RAID partitions.

23.15.4. Create LVM Logical Volume

IMPORTANT

LVM initial set up is not available during text-mode installation. If you need to create an
LVM configuration from scratch, establish another SSH connection to the installation
image with the root user and run the lvm command.

Logical Volume Management (LVM) presents a simple logical view of underlying physical storage space,
such as a hard drives or LUNs. Partitions on physical storage are represented as physical volumes that
can be grouped together into volume groups. Each volume group can be divided into multiple logical
volumes, each of which is analogous to a standard disk partition. Therefore, LVM logical volumes
function as partitions that can span multiple physical disks.

To read more about LVM, refer to the Red Hat Enterprise Linux Deployment Guide . Note, LVM is only
available in the graphical installation program.

LVM Physical Volume

Choose this option to configure a partition or device as an LVM physical volume. This option is the
only choice available if your storage does not already contain LVM Volume Groups. This is the same
dialog that appears when you add a standard partition — refer to Section 23.15.2, “Adding Partitions”
for a description of the available options. Note, however, that File System Type must be set to
physical volume (LVM)
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m Add'Partition =3
Mount Point: <Not Applicables v |
File System Type: | physical volume (LVM) -
dasdb 2348 MB IBEM 5390 DASD drive

Allowable Drives: dasdc 2348 MB  IBM S390 DASD drive
Size (MB): 200 =
-Additional Size Options

) Fixed size

) Fill all space up to (MB): 1 :]

@ Fill to maximum allowable size

[J Encrypt

| egancel | | <Jok |

Figure 23.42. Create an LVM Physical Volume

Make LVM Volume Group

Choose this option to create LVM volume groups from the available LVM physical volumes, or to add
existing logical volumes to a volume group.
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L Make LVM'Volume Group [3)
Volume Group Name: [‘u’uIGruup| l
Physical Extent: 4 MB <

dasdb2 1844.00 MB

dasdcl 2344.00 MB
Physical Volumes to Use:

Used Space: 0.00 MB (0.0 %)
Free Space: 4188.00 MB (100.0 %)
Total Space: 4188.00 MB

Logical Volumes

Logical Volume Name Mount Point Size (MB)

Add

| € cancel | ‘ ok ‘

Figure 23.43. Make LVM Volume Group

To assign one or more physical volumes to a volume group, first name the volume group. Then select
the physical volumes to be used in the volume group. Finally, configure logical volumes on any volume
groups using the Add, Edit and Delete options.

You may not remove a physical volume from a volume group if doing so would leave insufficient
space for that group's logical volumes. Take for example a volume group made up of two 5 GB LVM
physical volume partitions, which contains an 8 GB logical volume. The installer would not allow you
to remove either of the component physical volumes, since that would leave only 5 GB in the group
for an 8 GB logical volume. If you reduce the total size of any logical volumes appropriately, you may
then remove a physical volume from the volume group. In the example, reducing the size of the
logical volume to 4 GB would allow you to remove one of the 5 GB physical volumes.

Make Logical Volume

Choose this option to create an LVM logical volume. Select a mount point, file system type, and size
(in MB) just as if it were a standard disk partition. You can also choose a name for the logical volume
and specify the volume group to which it will belong.
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Mount Point: w

File System Type: extd

L

Logical Volume Name: | LogVol00

Size (MB): 4188

] Encrypt (Max size is 4188 MB)

‘ agancel ‘ ‘ <FokK ‘

Figure 23.44. Make Logical Volume

23.15.5. Recommended Partitioning Scheme

Configuring efficient swap space for Linux on System z is a complex task. It very much depends on the
specific environment and should be tuned to the actual system load.

Refer to the following resources for more information and to guide your decision:
® 'Chapter 7. Linux Swapping' in the IBM Redbooks publication Linux on IBM System z:
Performance Measurement and Tuning [IBM Form Number SG24-6926-01], [ISBN
0738485586], available from http://www.redbooks.ibm.com/abstracts/sg246926.html

® [ inux Performance when running under VM, available from
http://www.vm.ibm.com/perf/tips/linuxper.html

23.16. WRITE CHANGES TO DISK

The installer prompts you to confirm the partitioning options that you selected. Click Write changes to
disk to allow the installer to partition your hard drive and install Red Hat Enterprise Linux.

Writing storage configuration to disk

The partitioning options you have selected will
now be written to disk. Any data on deleted
or reformatted partitions will be lost.

| Go back | | Write changes to disk

Figure 23.45. Writing storage configuration to disk

If you are certain that you want to proceed, click Write changes to disk.
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WARNING

Up to this point in the installation process, the installer has made no lasting changes
to your computer. When you click Write changes to disk, the installer will allocate
space on your hard drive and start to transfer Red Hat Enterprise Linux into this
space. Depending on the partitioning option that you chose, this process might
include erasing data that already exists on your computer.

To revise any of the choices that you made up to this point, click Go back. To cancel
installation completely, switch off your computer.

After you click Write changes to disk, allow the installation process to complete. If
the process is interrupted (for example, by you switching off or resetting the
computer, or by a power outage) you will probably not be able to use your computer
until you restart and complete the Red Hat Enterprise Linux installation process, or
install a different operating system.

23.17. PACKAGE GROUP SELECTION

Now that you have made most of the choices for your installation, you are ready to confirm the default
package selection or customize packages for your system.

The Package Installation Defaults screen appears and details the default package set for your Red
Hat Enterprise Linux installation. This screen varies depending on the version of Red Hat Enterprise
Linux you are installing.
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IMPORTANT

If you install Red Hat Enterprise Linux in text mode, you cannot make package selections.
The installer automatically selects packages only from the base and core groups. These
packages are sufficient to ensure that the system is operational at the end of the
installation process, ready to install updates and new packages. To change the package
selection, complete the installation, then use the Add/Remove Software application to
make desired changes.
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The default installation of Red Hat Enterprise Linux is a basic server install. You can
optionally select a different set of software now.

@® Basic Server

) Database Server

O Web Server

(O Enterprise Identity Server Base

O Vvirtual Host

() Desktop

O Software Development Workstation
< Minimal

Please select any additional repositories that you want to use for software installation.

Red Hat Enterprise Linux

\ =k Add additional software repositories l I |5# Modify repository

You can further customize the software selection now, or after install via the software
management application.

@ Customize later ( Customize now

| dmBack | | Bpnext |

Figure 23.46. Package Group Selection

By default, the Red Hat Enterprise Linux installation process loads a selection of software that is
suitable for a system deployed as a basic server. Note that this installation does not include a graphical
environment. To include a selection of software suitable for other roles, click the radio button that
corresponds to one of the following options:

Basic Server

This option provides a basic installation of Red Hat Enterprise Linux for use on a server.

Database Server
This option provides the MySQL and PostgreSQL databases.

Web server

This option provides the Apache web server.

Enterprise Identity Server Base

This option provides OpenLDAP and Enterprise Identity Management (IPA) to create an identity
and authentication server.

Virtual Host

This option provides the KVM and Virtual Machine Managertools to create a host for virtual
machines.

Desktop

This option provides the OpenOffice.org productivity suite, graphical tools such as the GIMP, and
multimedia applications.
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Software Development Workstation

This option provides the necessary tools to compile software on your Red Hat Enterprise Linux
system.

Minimal

This option provides only the packages essential to run Red Hat Enterprise Linux. A minimal
installation provides the basis for a single-purpose server or desktop appliance and maximizes
performance and security on such an installation.

! WARNING

Minimal installation currently does not configure the firewall
(iptables/ip6tables) by default because the authconfig and system-config-
firewall-base packages are missing from the selection. To work around this issue,
you can use a Kickstart file to add these packages to your selection. See the

Red Hat Customer Portal for details about the workaround, and Chapter 32,
Kickstart Installations for information about Kickstart files.

If you do not use the workaround, the installation will complete successfully, but
no firewall will be configured, presenting a security risk.

If you choose to accept the current package list, skip ahead to Section 23.18, “Installing Packages”.

To select a component, click on the checkbox beside it (refer to Figure 23.46, “Package Group
Selection”).

To customize your package set further, select the Customize now option on the screen. Clicking Next
takes you to the Package Group Selection screen.

23.17.1. Installing from Additional Repositories

You can define additional repositories to increase the software available to your system during
installation. A repository is a network location that stores software packages along with metadata that
describes them. Many of the software packages used in Red Hat Enterprise Linux require other software
to be installed. The installer uses the metadata to ensure that these requirements are met for every
piece of software you select for installation.

The Red Hat Enterprise Linux repository is automatically selected for you. It contains the complete

collection of software that was released as Red Hat Enterprise Linux 6.9, with the various pieces of
software in their versions that were current at the time of release.
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Edit Repository

Please provide the configuration
information for this software repository.

Repository name:

Repository type: HTTP/FTP w

Repository URL | |

"1 URL s a mirror list

| Configure proxy

egancel <Fok

Figure 23.47. Adding a software repository

To include software from extra repositories, select Add additional software repositories and provide
the location of the repository.

To edit an existing software repository location, select the repository in the list and then select Modify
repository.

If you change the repository information during a non-network installation, such as from a Red Hat
Enterprise Linux DVD, the installer prompts you for network configuration information.

Select network interface

This requires that you have an active network connection during the
installation process. Please configure a network interface.

eth0 - Advanced Micro Devices [AMD] 79c870 [PCnet32 LANCE] - 08:C .
0:48 -

| Cancel | | OK |

Figure 23.48. Select network interface

1. Select aninterface from the drop-down menu.

2. Click OK.
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Anaconda then starts NetworkManager to allow you to configure the interface.

Network Connections

Name

~ Wired
System eth0 2 minutes ago

—

Last Used e | Add |

Close

Figure 23.49. Network Connections

For details of how to use NetworkManager, refer to Section 23.7, “Setting the Hostname”

If you select Add additional software repositories, the Edit repository dialog appears. Provide a
Repository name and the Repository URL for its location.

Once you have located a mirror, to determine the URL to use, find the directory on the mirror that
contains a directory named repodata.

Once you provide information for an additional repository, the installer reads the package metadata
over the network. Software that is specially marked is then included in the package group selection

system.

WARNING

If you choose Back from the package selection screen, any extra repository data
you may have entered is lost. This allows you to effectively cancel extra repositories.
Currently there is no way to cancel only a single repository once entered.

23.17.2. Customizing the Software Selection
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NOTE

Your Red Hat Enterprise Linux system automatically supports the language that you
selected at the start of the installation process. To include support for additional
languages, select the package group for those languages from the Languages category.

NOTE
Users of IBM System z who want support for developing or running legacy 31-bit

applications are encouraged to select the Compatibility Arch Support and
Compatibility Arch Development Support packages to install architecture specific
support for their systems.

Select Customize now to specify the software packages for your final system in more detail. This
option causes the installation process to display an additional customization screen when you select
Next.

Desktop Environments Lg m Administration Tools -
Applications {1 ¥ Base
Development = EJ?Dial-up Networking Support
Servers EéFonts

9 Hardware Support
Languages ¥ Input Methods o

This group is a collection of graphical administration tools for the system, such as for
managing user accounts and configuring system hardware.

Optional packages selected: 11 of 12

Optional packages |

| 4 Back | ‘ Ep Next |

Figure 23.50. Package Group Details

Red Hat Enterprise Linux divides the included software into package groups. For ease of use, the
package selection screen displays these groups as categories.

You can select package groups, which group components together according to function (for example,
X Window System and Editors), individual packages, or a combination of the two.

To view the package groups for a category, select the category from the list on the left. The list on the
right displays the package groups for the currently selected category.

To specify a package group for installation, select the check box next to the group. The box at the
bottom of the screen displays the details of the package group that is currently highlighted. None of the

packages from a group will be installed unless the check box for that group is selected.

If you select a package group, Red Hat Enterprise Linux automatically installs the base and mandatory
packages for that group. To change which optional packages within a selected group will be installed,
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select the Optional Packages button under the description of the group. Then use the check box next
to an individual package name to change its selection.

In the package selection list on the right, you can use the context menu as a shortcut to select or de-
select base and mandatory packages or all optional packages.

Base System ' .-l Backup Client

Servers {} m Base
Web Services {y m Compatibility libraries
Databases [ M Console internet tools
System Management
Virtualization

. Desktons 4

Select all optional packages

Deselect
Deselect all optional packages

Figure 23.51. Package Selection List Context Menu

After you choose the desired packages, select Next to proceed. The installer checks your selection, and
automatically adds any extra packages required to use the software you selected. When you have
finished selecting packages, click Close to save your optional package selections and return to the main
package selection screen.

The packages that you select are not permanent. After you boot your system, use the Add/Remove
Software tool to either install new software or remove installed packages. To run this tool, from the main
menu, select System — Administration » Add/Remove Software. The Red Hat Enterprise Linux

software management system downloads the latest packages from network servers, rather than using
those on the installation discs.

23.17.2.1. Core Network Services

All Red Hat Enterprise Linux installations include the following network services:
® centralized logging through syslog
® email through SMTP (Simple Mail Transfer Protocol)
® network file sharing through NFS (Network File System)

® remote access through SSH (Secure SHell)

resource advertising through mDNS (multicast DNS)
The default installation also provides:
® network file transfer through HTTP (HyperText Transfer Protocol)
® printing through CUPS (Common UNIX Printing System)
® remote desktop access through VNC (Virtual Network Computing)
Some automated processes on your Red Hat Enterprise Linux system use the email service to send

reports and messages to the system administrator. By default, the email, logging, and printing services
do not accept connections from other systems. Red Hat Enterprise Linux installs the NFS sharing, HTTP,
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and VNC components without enabling those services.
You may configure your Red Hat Enterprise Linux system after installation to offer email, file sharing,

logging, printing and remote desktop access services. The SSH service is enabled by default. You may
use NFS to access files on other systems without enabling the NFS sharing service.

23.18. INSTALLING PACKAGES

At this point there is nothing left for you to do until all the packages have been installed. How quickly this
happens depends on the number of packages you have selected and your computer's speed.

Depending on the available resources, you might see the following progress bar while the installer
resolves dependencies of the packages you selected for installation:

Starting installation process

- o 4 |

Figure 23.52. Starting installation

During installation of the selected packages and their dependencies, you see the following progress bar:

Py .J Packages completed: 52 of 508 ]

Installing libcap-2.16-5.2.el6.5390x (66 KB)
Library for getting and setting POSIX.1e capabilities

Figure 23.53. Packages completed

23.19. INSTALLATION COMPLETE

Congratulations! Your Red Hat Enterprise Linux installation is now complete!

The installation program prompts you to prepare your system for reboot.

The installation program automatically reboots into the installed system.

Should the installation program not reboot, the installation program shows information from which

device to do an IPL (boot). Accept the shutdown option and after shutdown, IPL from the DASD or SCSI
LUN where the /boot partition for Red Hat Enterprise Linux has been installed.

23.19.1. IPL Under z/VM

To IPL from a DASD, for example using the DASD device 200 on the 3270 console, issue the command:
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I #cp i 200

In DASD only environments where automatic partitioning (clearing data from all partitions) was used,
the first activated DASD is where the /boot partition is typically located.

Using /boot on an FCP LUN, you must provide the WWPN and LUN for the FCP-attached device from
which to IPL.

To IPL from an FCP-attached device:

1. Provide FCP routing information to an FCP-attached device, for example, where
0x50050763050B073D is the WWPN, and 0x4020400100000000 is the FCP LUN:

I #cp set loaddev portname50050763 050B073D lun 40204001 00000000
2. IPL the FCP adapter, for example FCOO:

I #cp ipl FCO0

NOTE

To disconnect from the 3270 terminal without stopping the Linux running in your virtual
machine, use #cp disconnect instead of #cp logoff. When your virtual machine is re-
connected using the usual logon procedure, it might be placed in CP console function
mode (CP READ). If so, to resume execution on your virtual machine, enter the BEGIN
command.

23.19.2. IPL on an LPAR

For LPAR-based installations, on the HMC, issue a load command to the LPAR, specifying the particular
DASD, or the FCP adapter, WWPN, and FCP LUN where the /boot partition is located.

23.19.3. Continuing After Reboot (re-IPL)

Following the automatic reboot or the manual IPL of the installed Red Hat Enterprise Linux operating
system, you can log on to the system via ssh. Note that the only place from which you can log in as root
is from the 3270 terminal or from other terminal devices listed in /etc/securetty.

The first time you start your Red Hat Enterprise Linux system in a graphical environment, you can use
FirstBoot to guide you through Red Hat Enterprise Linux configuration. Using this tool, you can set your
system time and date, install software, register your machine with Red Hat Network, and more.
FirstBoot lets you configure your environment at the beginning, so that you can get started using your
Red Hat Enterprise Linux system quickly.

Chapter 34, Firstboot will guide you through the configuration process.

[11]A root password is the administrative password for your Red Hat Enterprise Linux system. You should only log

in as root when needed for system maintenance. The root account does not operate within the restrictions placed
on normal user accounts, so changes made as root can have implications for your entire system.

[12] The fsck application is used to check the file system for metadata consistency and optionally repair one or
more Linux file systems.
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CHAPTER 24. TROUBLESHOOTING INSTALLATION ON IBM
SYSTEM Z

This section discusses some common installation problems and their solutions.

For debugging purposes, anaconda logs installation actions into files in the /tmp directory. These files
include:

/tmp/anaconda.log

general anaconda messages

/tmp/program.log

all external programs run by anaconda

/tmp/storage.log

extensive storage module information

/tmp/yum.log

yum package installation messages

/tmp/syslog

hardware-related system messages
If the installation fails, the messages from these files are consolidated into /tmp/anaconda-tb-identifier,
where identifier is a random string.
All of the files above reside in the installer's ramdisk and are thus volatile. To make a permanent copy,

copy those files to another system on the network using scp on the installation image (not the other
way round).

24.1. YOU ARE UNABLE TO BOOT RED HAT ENTERPRISE LINUX

24.1.1.Is Your System Displaying Signal 11 Errors?

A signal 11 error, commonly known as a segmentation fault, means that the program accessed a memory
location that was not assigned to it. A signal 11 error may be due to a bug in one of the software
programs that is installed, or faulty hardware.

Ensure that you have the latest installation updates and images from Red Hat. Review the online errata
to see if newer versions are available.

24.2. TROUBLE DURING THE INSTALLATION

24.2.1. The "No devices found to install Red Hat Enterprise Linux" Error Message

If you receive an error message stating No devices found to install Red Hat Enterprise Linux, then
there may be an issue with your DASD devices. If you encounter this error, add the DASD=<disks>
parameter to your parameter file or CMS configuration file (where disks is the DASD range reserved for
installation) and start the install again.
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Additionally, make sure you format the DASDs using the dasdfmt command within a Linux root shell,
instead of formatting the DASDs using CMS. Anaconda automatically detects any DASD devices that
are not yet formatted and asks you whether to format the devices.

24.2.2. Saving Traceback Messages

If anaconda encounters an error during the graphical installation process, it presents you with a crash
reporting dialog box:

Ll Exception Occurred x
An unhandled exception has occurred. This is
™ most likely a bug. Please save a copy of the
=, detailed exception and file a bug report.
[ Details
Debug | | Save | | Exit

Figure 24.1. The Crash Reporting Dialog Box

Details

shows you the details of the error:
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L Exception Occurred x

An unhandled exception has occurred. This is
most likely a bug. Please save a copy of the
detailed exception and file a bug report.

~ |Details|
firstboot 1.110.10 exception report
Traceback (most recent call last):
File "fusr/shin/firstboot", line 192, in <module=
config.moduleList = loadModules{config.moduleDir, config.mode)
File "fusr/lib/python2.6/site-packages/firstboot/loader.py”, line 140, in loadModu
obj.loadModules(mode=mode)
File "fusr/lib/python2.6/site-packages/firstboot/moduleset.py”, line 111, in loadl
selfmoduleList = loadModules(self.path, mode)
File "fusr/lib/python2.6/site-packages/firstboot/loader.py”, line 101, in loadModu
obj = loaded.moduleClass()
File "fusr/share/rhnjup2date_client/firstboot/rhsm_subscriptions.py”, line 23, in
managergui.MainWindow.__init__(self)
File "fusr/sharefrhsm/gui/managergui.py”, line 255, in _init__

PN [F S p—— T

[«] 1T |

Figure 24.2. Details of the Crash

Save

saves details of the error locally or remotely:

Exit

exits the installation process.

If you select Save from the main dialog, you can choose from the following options:
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/tmp/abrt-tmp-2012-02-10-05:48:04-680

Select reporter

Select how you would like to report the problem:

[ |Logger - Save the report locally|
[[] Red Hat Customer Support - Report to Red Hat support
[] Report uploader - Upload compressed report to url of choice

Preferences

[ Close l [ Cancel l |5u:u"'.-'-;a"cl|

Figure 24.3. Select reporter

Logger

saves details of the error as a log file to the local hard drive at a specified location.

Red Hat Customer Support

submits the crash report to Customer Support for assistance.

Report uploader

uploads a compressed version of the crash report to Bugzilla or a URL of your choice.

Before submitting the report, click Preferences to specify a destination or provide authentication
details. Select the reporting method you need to configure and click Configure Event.
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Event Configuration

Logger
Save the report locally

Red Hat Customer Support
Report to Red Hat support

Report uploader
Upload compressed report to url of choice

Bugazilla
Report to Bugzilla bug tracker

Close Configure Event

Figure 24.4. Configure reporter preferences

Logger
Specify a path and a filename for the log file. Check Append if you are adding to an existing log file.

Log File |jtmpfabrt.lng| |
Append

Gnome Keyring is not available, your settings won't be saved!

Cancel | | 0K

Figure 24.5. Specify local path for log file

Red Hat Customer Support
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Enter your Red Hat Network username and password so your report reaches Customer Support and
is linked with your account. The URL is prefilled and Verify SSL is checked by default.

Red Hat Customer Support

RH Portal URL | https://api.access.redhat.com/rs

Username ||

Password

] Show password
Verify SSL

Gnome Keyring is not available, your settings won't be saved!

Cancel | | (0] 4

Figure 24.6. Enter Red Hat Network authentication details

Report uploader

Specify a URL for uploading a compressed version of the crash report.

Report uploader

URL | |

Gnome Keyring is not available, your settings won't be saved!

Cancel | | (0] 4 |

Figure 24.7. Enter URL for uploading crash report
Bugzilla

Enter your Bugzilla username and password to lodge a bug with Red Hat's bug-tracking system using
the crash report. The URL is prefilled and Verify SSL is checked by default.
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Bugzilla URL |

You can create bugzilla.redhat.com account he

L

User name |

Password |

] Show password
Verify SSL

Gnome Keyring is not available, your settings won't be saved!

Cancel | | oK

Figure 24.8. Enter Bugzilla authentication details

Once you have entered your preferences, click OK to return to the report selection dialog. Select how

you would like to report the problem and then click Forward.

/tmp/abrt-tmp-2012-02-12-23:27:39-679

Click *Apply* to start reporting
Reporter(s): report_Logger

Size: 69254 bytes, 16 files
Include Name Value (]
time 1329089259
executable fmnt/runtime/usr/bin/python
description (click here to view/edit)
hostname localhost.localdomain L
architecture %x86_64
hashmarkemame  anaconda
kemel 2.6.32-220.e16.x86_64
version 6.2
reason RuntimeError: Intentionally raised exception to invoke exception handler
analyzer libreport
duphash 15f3cdel6257e32a00d9ed4c957e3052caabb5a70d8fc37b47c38cf44fc45a05
Directory /tmp/abrt-tmp-2012-02-12-23:27:39-679 [~]

|' Close || Cancel || Back || Apply |

Figure 24.9. Confirm report data

You can now customize the report by checking and unchecking the issues that will be included. When

finished, click Apply.

367



Installation Guide

/tmp/abrt-tmp-2012-02-12-23:27:39-679

Reporting

Reporting finished with exit code 0

--- Running report Logger ---
The report was appended to /tmp/abrt.log

] T R

[ Close ] [ Cancel l [Eorward]

Figure 24.10. Report in progress

This screen displays the outcome of the report, including any errors in sending or saving the log. Click
Forward to proceed.

/tmp/abrt-tmp-2012-02-12-23:27:39-679

Reporting done

Reporting has finished. You can close this window now.
If you want to report the problem to a different destination, collect additional information, or provide a better

problem description and repeat reporting process, press 'Forward'.

[ Close l [ Cancel l [ Back l [E{)rwardJ

Figure 24.11. Reporting done
Reporting is now complete. Click Forward to return to the report selection dialog. You can now make

another report, or click Close to exit the reporting utility and then EXit to close the installation process.

24.2.3. Other Partitioning Problems
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If you create partitions manually, but cannot move to the next screen, you probably have not created all
the partitions necessary for installation to proceed.

You must have the following partitions as a bare minimum:
® A/ (root) partition
® A<swap> partition of type swap

Refer to Section 23.15.5, “Recommended Partitioning Scheme” for more information.

NOTE

When defining a partition's type as swap, do not assign it a mount point. Anaconda
automatically assigns the mount point for you.

24.3. PROBLEMS AFTER INSTALLATION

24.3.1. Remote Graphical Desktops and XDMCP

If you have installed the X Window System and would like to log in to your Red Hat Enterprise Linux
system using a graphical login manager, enable the X Display Manager Control Protocol (XDMCP). This
protocol allows users to remotely log in to a desktop environment from any X Window System
compatible client (such as a network-connected workstation or X11 terminal).

To enable remote login using XDMCP, edit the /etc/gdm/custom.conf file on the Red Hat Enterprise
Linux system with a text editor such as vi or nano. In the [xdemp] section, add the line Enable=true,
save the file, and exit the text editor.

To enable this change, you will need to restart the X Window System. First, switch to runlevel 4:
I /sbin/init 4

The graphical display will close, leaving only a terminal. When you reach the login: prompt, enter your
username and password.

Then, as root in the terminal, switch to runlevel 5 to return to the graphical interface and start the X11
server:

I /sbin/init 5
From the client machine, start a remote X11 session using X. For example:

I X :1 -query s390vm.example.com

The command connects to the remote X11 server via XDMCP (replace s390vm.example.com with the
hostname of the remote X11server) and displays the remote graphical login screen on display :1 of the
X1l server system (usually accessible by using the Ctrl-Alt-F8 key combination).

You can also access remote desktop sessions using a nested X11 server, which opens the remote desktop
as a window in your current X11 session. Xnest allows users to open a remote desktop nested within their
local X11 session. For example, run Xnest using the following command, replacing s390vm.example.com
with the hostname of the remote Xl1 server:
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I Xnest :1 -query s390vm.example.com

24.3.2. Problems When You Try to Log In

If you did not create a user account in the firstboot screens, switch to a console by pressing
Ctrl+Alt+F2, log in as root and use the password you assigned to root.

If you cannot remember your root password, boot your system into single user mode by appending the
boot option single to the zipl boot menu or by any other means to append kernel command line options
at IPL.

Once you have booted into single user mode and have access to the # prompt, you must type passwd
root, which allows you to enter a new password for root. At this point you can type shutdown -r now to
reboot the system with the new root password.

If you cannot remember your user account password, you must become root. To become root, type su -
and enter your root password when prompted. Then, type passwd <usernames. This allows you to

enter a new password for the specified user account.

If the graphical login screen does not appear, check your hardware for compatibility issues. The
Hardware Compatibility List can be found at:

I https://hardware.redhat.com/

24.3.3. Your Printer Does Not Work

If you are not sure how to set up your printer or are having trouble getting it to work properly, try using
the Printer Configuration Tool.

Type the system-config-printer command at a shell prompt to launch the Printer Configuration Tool.
If you are not root, it prompts you for the root password to continue.

24.3.4. Apache HTTP Server or Sendmail Stops Responding During Startup

If Apache HTTP Server (httpd) or Sendmail stops responding during startup, make sure the following
line is in the /etc/hosts file:

I 127.0.0.1 localhost.localdomain localhost
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CHAPTER 25. CONFIGURING AN INSTALLED LINUX ON
SYSTEM Z INSTANCE

For more information about Linux on System z, see the publications listed in Chapter 27, IBM System z
References. Some of the most common tasks are described here.

25.1. ADDING DASDS

This section explains how to set a Direct Access Storage Device (DASD) online, format it, and how to
make sure it is attached to the system persistently, making it automatically available after a reboot.

NOTE
Make sure the device is attached or linked to the Linux system if running under z/VM.

I CP ATTACHEB1C TO *

To link a mini disk to which you have access, issue, for example:

CP LINK RHEL6X 4B2E 4B2E MR
DASD 4B2E LINKED R/W

See z/VM: CP Commands and Utilities Reference, SC24-6175 for details about these
commands.

25.1.1. Dynamically Setting DASDs Online

The following procedure describes bringing a DASD online dynamically (not persistently). This is the first
step when configuring a new DASD; later procedures will explain how to make it available persistently.

Procedure 25.1. Adding DASD Disks on IBM System z Using the VMCP Driver

1. Enable the VMCP driver:
I # modprobe vmcp

2. Use the cio_ignore command to remove the DASD from the list of ignored devices and make it
visible to Linux:

I # cio_ignore -r DeviceNumber

Replace DeviceNumber with the device number of the DASD. For example:
I # cio_ignore -r 0102
3. Link the disk to the virtual machine:

I # vmcp 'link * DeviceNumber DeviceNumber rw'

Replace DeviceNumber with the device number of the DASD.
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4. Set the device online. Use a command of the following form:

I # # chccwdev -e DeviceNumber

Replace DeviceNumber with the device number of the DASD.

5. Verify that the disk is ready using the Isdasd command:

# Isdasd
Bus-ID Status Name  Device Type BIkSz Size  Blocks

0.0.0100 active dasda 94:0 ECKD 4096 2347MB 600840
0.0.0301 active dasdb 94:4 FBA 512 512MB 1048576
0.0.0300 active dasdc 94:8 FBA 512 256MB 524288

0.0.0101 active dasdd 94:12 ECKD 4096 2347MB 600840
0.0.0200 active dasde 94:16 ECKD 4096 781MB 200160
0.0.0102 active dasdf 94:20 ECKD 4096 2347MB 600840

In the above example, device 0102 (shown as 0.0.0102 in the Bus-ID column) is being accessed
as /dev/dasdf.

If you followed the above procedure, the new DASD is attached for the current session only. This means
that the DASD will not still be attached after you reboot the system. See Section 25.1.2, “Persistently
setting DASDs online” for information about attaching the storage device permanently.

You can also find more information in the DASD Chapter in Linux on System z Device Drivers, Features,
and Commands on Red Hat Enterprise Linux 6.

25.1.2. Persistently setting DASDs online

The instructions in Section 25.1.1, “Dynamically Setting DASDs Online” described how to activate DASDs
dynamically in a running system. Such changes are not persistent; the DASDs will not be attached after
the system reboots. Procedures described in this section assume that you have already attached the
DASD dynamically.

Making changes to the DASD configuration persistent in your Linux system depends on whether the
DASDs belong to the root (/) file system. Those DASDs required for the root file system need to be
activated early during the boot process by the initramfs to be able to mount the root file system. The
DASDs which are not part of the root file system can be activated later, simplifying the configuration
process.

The list of ignored devices (cio_ignore) is handled transparently for persistent device configurations.
You do not need to free devices from the ignore list manually.

25.1.2.1. DASDs Which Are Part of the Root File System

If you are attaching a new DASD as part of the root file system, you will have to edit the zipl boot
loader's configuration and then regenerate the initramfs so that your changes will take effect after the
next reboot. The following procedure explains the steps you need to take.

Procedure 25.2. Permanently Attaching DASDs as Root Devices

1. Edit the /etc/dasd.conf configuration file using a plain text editor such as Vim, and append a
line to this file with your DASD's configuration. You can use parts of the file that describe
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previously configured devices for reference. A valid configuration line will look similar to the
following:

I 0.0.0102 use_diag=0 readonly=0 erplog=0 failfast=0

. Edit the /etc/zipl.conf configuration file. An example zipl.conf file will look similar to the
following:

[defaultboot]
default=linux
target=/boot/
[linux]
image=/boot/vmlinuz-2.6.32-19.el6.s390x
ramdisk=/boot/initramfs-2.6.32-19.el6.s390x.img
parameters="root=/dev/mapper/vg_develi-lv_root
rd_DASD=0.0.0200,use_diag=0,readonly=0,erplog=0,failfast=0
rd_DASD=0.0.0207,use_diag=0,readonly=0,erplog=0,failfast=0
rd_LVM_LV=vg_devell/lv_root rd_NO_LUKS rd_NO_MD rd_NO_DM LANG=en_US.UTF-8
SYSFONT=latarcyrheb-sun16 KEYTABLE=us cio_ignore=all,!0.0.0009"

Note the multiple rd_DASD= options on the parameters= line. You must add the new DASD to
this line, using the same syntax - the rd_DASD= keyword, followed by the device ID and a
comma-separated list of options. See the dasd= parameter description in the DASD device
driver chapter in Linux on System z Device Drivers, Features, and Commands on Red Hat
Enterprise Linux 6 for details.

. The next step is to rebuild the initrd:
I # mkinitrd -f /boot/initramfs-2.6.32-71.el6.s390x.img "uname -r’

. Then, rebuild the boot loader configuration using the zipl command. You can use the -V option
for more detailed output:

# zipl -V
Using config file /etc/zipl.conf'
Target device information

Device.......ccccceeeuuueeeee...: 5200
Partition........ccccccc..uit 5e:01
Device name........ccccceee: dasda
DASD device number..............: 0201
Type....ccooevvveeeennee... disk partition
Disk layout...................... ECKD/compatible disk layout
Geometry - heads................. 15
Geometry - sectors..............: 12
Geometry - cylinders............: 3308
Geometry - start................: 24

File system block size..........: 4096
Physical block size.............: 4096

Device size in physical blocks..: 595416

Building bootmap in '/boot/

Building menu 'rh-automatic-menu'

Adding #1: IPL section 'linux' (default)
kernel image......: /boot/vmlinuz-2.6.32-19.el6.s390x
kernel parmline...: 'root=/dev/mapper/vg_devell-Iv_root
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rd_DASD=0.0.0200,use_diag=0,readonly=0,erplog=0,failfast=0
rd_DASD=0.0.0207,use_diag=0,readonly=0,erplog=0,failfast=0
rd_LVM_LV=vg_devell/lv_root rd_NO_LUKS rd_NO_MD rd_NO_DM LANG=en_US.UTF-8
SYSFONT=latarcyrheb-sun16 KEYTABLE=us cio_ignore=all,!0.0.0009'
initial ramdisk...: /boot/initramfs-2.6.32-19.el6.s390x.img
component address:
kernel image....: 0x00010000-0x00a7Offf
parmline........: 0x00001000-0x00001fff
initial ramdisk.: 0x02000000-0x022d2fff
internal loader.: 0x0000a000-0x0000afff
Preparing boot device: dasda (0201).
Preparing boot menu
Interactive prompt......: enabled

Menu timeout............: 15 seconds
Default configuration...: 'linux’
Syncing disks...
Done.

After completing this procedure, the new DASD is persistently attached and can be used as part of the
root file system. However, the root file system still needs to be expanded to the new DASD. If your
system uses an LVM logical volume for the root file system, you will also need to expand this volume
(and the volume group which contains it) to the new DASD. This can be done using the built-in
pvcreate, vgextend and Ivextend commands to create a physical volume for LVM, expand the existing
volume group and expand the root logical volume, respectively. See Section 25.1.5, “Expanding Existing
LVM Volumes to New Storage Devices” for details.

25.1.3. DASDs Which Are Not Part of the Root File System

DASDs that are not part of the root file system, that is, data disks, are persistently configured in the file
/etc/dasd.conf. It contains one DASD per line. Each line begins with the device bus ID of a DASD.
Optionally, each line can continue with options separated by space or tab characters. Options consist of
key-value-pairs, where the key and value are separated by an equals sign.

The key corresponds to any valid sysfs attribute a DASD may have. The value will be written to the key's
sysfs attribute. Entries in /etc/dasd.conf are activated and configured by udev when a DASD is added
to the system. At boot time, all DASDs visible to the system get added and trigger udev.

Example content of /etc/dasd.conf:

0.0.0207
0.0.0200 use_diag=1 readonly=1

Modifications of /etc/dasd.conf only become effective after a reboot of the system or after the
dynamic addition of a new DASD by changing the system's |/O configuration (that is, the DASD is
attached under z/VM). Alternatively, you can trigger the activation of a new entry in /etc/dasd.conf for a
DASD which was previously not active, by executing the following commands:

Procedure 25.3. Permanently Attaching DASDs as Non-root Devices

® Trigger the activation by writing to the uevent attribute of the device:

I echo add > /sys/bus/ccw/devices/device.bus,ID/uevent

For example:
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I echo add > /sys/bus/ccw/devices/0.0.021a/uevent

25.1.4. Preparing a New DASD with Low-level Formatting

The next step after bringing the DASD online is to format it, if you need to do so. The following
procedure explains the necessary steps.

'@ WARNING
This procedure will wipe all existing data on the disk. Make sure to back up any data

you want to keep before proceeding.

Procedure 25.4. Formatting a DASD

1. Wipe all existing data on the DASD using the dasdfmt command. Replace DeviceNumber with
the device number of the DASD. When prompted for confirmation (as shown in the example
below), type yes to proceed.

# dasdfmt -b 4096 -d cdl -p /dev/disk/by-path/ccw-0.0.DeviceNumber
Drive Geometry: 10017 Cylinders * 15 Heads = 150255 Tracks

| am going to format the device /dev/disk/by-path/ccw-0.0.0102 in the following way:
Device number of device : 0x4b2e

Labelling device yes
Disk label : VOL1
Disk identifier : 0X0102

Extent start (trk no) : 0
Extentend (irk no) : 150254
Compatible Disk Layout : yes
Blocksize : 4096

--->> ATTENTION! <<---

All data of that device will be lost.

Type "yes" to continue, no will leave the disk untouched: yes
cyl 97 of 3338 |# | 2%

When the progress bar reaches the end and the format is complete, dasdfmt prints the
following output:

Rereading the partition table...
Exiting...

See the dasdfmt(8) man page for information about the syntax of the dasdfmt command.

2. Use the fdasd command to write a new Linux-compatible partition table to the DASD. Replace
DeviceNumber with the device number of the DASD.

# fdasd -a /dev/disk/by-path/ccw-DeviceNumber
auto-creating one partition for the whole disk...
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writing volume label...
writing VTOC...

checking !

wrote NATIVE!

rereading partition table...

This example uses the -a option to create a single partition spanning the entire disk. Other
layouts are possible; up to three partitions can be created on a single DASD. For information
about the syntax of the fdasd command and available options, see the fdasd(8) man page.

3. Create a new partition with fdisk. Replace DeviceName with the device name of the DASD.
I # fdisk /dev/DeviceName

After you execute fdisk, a series of prompts will appear in your terminal. These prompts can be
used to manipulate the disk partition table, creating new partitions or editing existing one. For
information about using fdisk, see the fdisk(8) man page.

After a (low-level formatted) DASD is online, it can be used like any other disk under Linux. For instance,
you can create file systems, LVM physical volumes, or swap space on its partitions, for example
/dev/disk/by-path/ccw-0.0.4b2e-part1. Never use the full DASD device (dev/dasdb) for anything but
the commands dasdfmt and fdasd. If you want to use the entire DASD, create one partition spanning
the entire drive as in the fdasd example above.

NOTE

. To add additional disks later without breaking existing disk entries in, for example,
- /etc/fstab, use the persistent device symbolic links under /dev/disk/by-path/.

25.1.5. Expanding Existing LVM Volumes to New Storage Devices

If your system uses LVM, you need to expand an existing volume group and one or more logical volumes
so that they contain the new DASD which you attached by following the procedures described earlier in
this chapter. Otherwise, the DASD will be attached to the system, but you will not be able to use it.

The following procedure explains how to use the entire capacity of the new DASD to expand an existing
logical volume. If you want to use the new DASD for multiple logical volumes, you will need to create
multiple LVM physical volumes on this partition, and repeat this procedure for each logical volume (and
volume group) you want to expand. This procedure assumes you followed the steps in Section 25.1.],
“Dynamically Setting DASDs Online” to attach the new DASD dynamically, then Section 25.1.2.1, "DASDs
Which Are Part of the Root File System” to attach it persistently and prepare it to be used for the root
volume, and that you formatted it as described in Section 25.1.4, "Preparing a New DASD with Low-level
Formatting” and created a single partition on it.

Procedure 25.5. Expanding Existing Logical Volume to Use a New DASD

1. Create a new physical volume for LVM on the DASD using the pvcreate command:

I # pvcreate /dev/DeviceName
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IMPORTANT

The device name must be specified as a partition - for example, /dev/dasdf1. Do
not specify the entire block device.

2. List existing physical volumes using the pvs command to verify that the physical volume has
been created:

# pvs

PV VG Fmt Attr PSize PFree

/dev/dasda2 vg_local lvm2 a-- 1,29¢g 0

/dev/dasdd1 vg_local lvm2 a-- 2,29¢g 0

/dev/dasdf1 lvm2 a-- 2,299 2,299
/dev/mapper/mpathb vgextnotshared lvm2 a-- 200,00g 1020,00m

As you can see in the above example, /dev/dasdf1 now contains an empty physical volume which
is not assigned to any volume group.

3. Use the vgextend command to expand an existing volume group containing the volume you
want to use the new DASD for:

I # vgextend VolumeGroup PhysicalVolume

Replace VolumeGroup with the name of the volume group you are expanding, and
PhysicalVolume with the name of the physical volume (for example, /dev/dasdf1).

4. Use the lvextend command to expand a logical volume you want to use the new DASD for:
I # Ivextend -L +Size /dev/mapper/VolumeGroup- LogicalVolume

For example:

# Ivextend -L +2G /dev/mapper/vg_local-lv_root
Extending logical volume Iv_root to 2,58 GiB
Logical volume Iv_root successfully resized

After you complete the procedure, an existing logical volume is expanded and contains the new DASD in
addition to any previously assigned storage devices. You can also use the pvs, vgs, and lvs commands
as root to view existing LVM physical volumes, volume groups and logical volumes at any point during
the procedure.

25.2. ADDING FCP-ATTACHED LOGICAL UNITS (LUNS)

The following is an example of how to add an FCP LUN.

377



Installation Guide

NOTE

If running under z/VM, make sure the FCP adapter is attached to the z/VM guest virtual
machine. For multipathing in production environments there would be at least two FCP
devices on two different physical adapters (CHPIDs). For example:

CP ATTACH FC00 TO *
CP ATTACHFCDO TO *

25.2.1. Dynamically Activating an FCP LUN

Follow these steps to activate a LUN:
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1. Use the cio_ignore command to remove the FCP adapter from the list of ignored devices and
make it visible to Linux:

I # cio_ignore -r DeviceNumber

Replace DeviceNumber with the device number of the FCP adapter. For example:

2. To bring the FCP adapter device online, use the following command:
I # chccwdev -e fc00

3. Verify that the required WWPN was found by the automatic port scanning of the zfcp device
driver:

# Is -l /sys/bus/ccw/drivers/zfcp/0.0.fc00/

drwxr-xr-x. 3 root root 0 Apr 28 18:19 0x500507630040710b
drwxr-xr-x. 3 root root 0 Apr 28 18:19 0x50050763050b073d
drwxr-xr-x. 3 root root 0 Apr 28 18:19 0x500507630e060521
drwxr-xr-x. 3 root root 0 Apr 28 18:19 0x500507630e860521
-r--r--r--. 1 root root 4096 Apr 28 18:17 availability

-r--r--r--. 1 root root 4096 Apr 28 18:19 card_version

-rw-r--r--. 1 root root 4096 Apr 28 18:17 cmb_enable

-r--r--r--. 1 root root 4096 Apr 28 18:17 cutype

-r--r--r--. 1 root root 4096 Apr 28 18:17 devtype

Irwxrwxrwx. 1 rootroot 0 Apr28 18:17 driver -> ../../../../bus/ccw/drivers/zfcp
-rw-r--r--. 1 root root 4096 Apr 28 18:17 failed

-r--r--r--. 1 root root 4096 Apr 28 18:19 hardware_version
drwxr-xr-x. 35 root root 0 Apr 28 18:17 host0

-r--r--r--. 1 root root 4096 Apr 28 18:17 in_recovery

-r--r--r--. 1 root root 4096 Apr 28 18:19 lic_version

-r--r--r--. 1 root root 4096 Apr 28 18:17 modalias

-rw-r--r--. 1 root root 4096 Apr 28 18:17 online

-r--r--r--. 1 root root 4096 Apr 28 18:19 peer_d id

-r--r--r--. 1 root root 4096 Apr 28 18:19 peer_wwnn

-r--r--r--. 1 root root 4096 Apr 28 18:19 peer_wwpn

--W------- . 1 root root 4096 Apr 28 18:19 port_remove

--W------- . 1 root root 4096 Apr 28 18:19 port_rescan
drwxr-xr-x. 2 root root 0 Apr 28 18:19 power

-r--r--r--. 1 root root 4096 Apr 28 18:19 status

Irwxrwxrwx. 1 rootroot 0 Apr28 18:17 subsystem -> ../../../../bus/ccw
-rw-r--r--. 1 root root 4096 Apr 28 18:17 uevent
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4. Activate the FCP LUN by adding it to the port (WWPN) through which you would like to access
the LUN:

# echo 0x4020400100000000 >
/sys/bus/ccw/drivers/zfcp/0.0.fc00/0x50050763050b073d/unit_add

5. Find out the assigned SCSI device name:

# Iszfcp -DV
/sys/devices/css0/0.0.0015/0.0.fc00/0x50050763050b073d/0x4020400100000000
/sys/bus/ccw/drivers/zfcp/0.0.fc00/host0/rport-0:0-21/target0:0:21/0:0:21:1089355792

For more information, refer to the chapter on SCSI-over-Fibre Channel in Linux on System z Device
Drivers, Features, and Commands on Red Hat Enterprise Linux 6.

25.2.2. Persistently Activating FCP LUNs

The above instructions described how to activate FCP LUNs dynamically in a running system. However,
such changes are not persistent and do not survive a reboot. How you make the changes to the FCP
configuration persistent in your Linux system depends on whether the FCP LUNs belong to the root file
system. Those required for the root file system need to be activated very early during the boot process
by the initramfs to be able to mount the root file system. cio_ignore is handled transparently for
persistent device configurations and you do not need to free devices from the ignore list manually.

25.2.2.1. FCP LUNs That Are Part of the Root File System

The only file you have to modify for adding FCP LUNs that are part of the root file system is
/etc/zipl.conf followed by a run of the zipl boot loader tool. There is no more need to recreate the
initramfs.

Red Hat Enterprise Linux provides a parameter to activate FCP LUNSs early in the boot process:
rd_ZFCP=. The value is a comma-separated list containing the device bus ID, the WWPN as 16 digit
hexadecimal number prefixed with 0x, and the FCP LUN prefixed with 0x and padded with zeroes to the
right to have 16 hexadecimal digits.

The following example zipl.conf is for a system that uses physical volumes on partitions of two FCP

LUNs for an LVM volume group vg_devell that contains a logical volume Iv_root for the root file
system. For simplicity, the example shows a configuration without multipathing.

[defaultboot]

default=linux
target=/boot/
[linux]

image=/boot/vmlinuz-2.6.32-19.el6.s390x

ramdisk=/boot/initramfs-2.6.32-19.el6.s390x.img
parameters="root=/dev/mapper/vg_develi-lv_root
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x4010402000000000
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x401040a100000000
rd_LVM_LV=vg_devell/lv_root rd_NO_LUKS rd_NO_MD rd_NO_DM LANG=en_US.UTF-8
SYSFONT=latarcyrheb-sun16 KEYTABLE=us cio_ignore=all,!0.0.0009"

To add another physical volume on a partition of a third FCP LUN with device bus ID 0.0.fc0O0, WWPN
0x5105074308c212e9 and FCP LUN 0x401040a300000000, simply add
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x401040a300000000 to the parameters line of your boot
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kernel in zipl.conf, for example:

[defaultboot]

default=linux
target=/boot/
[linux]

image=/boot/vmlinuz-2.6.32-19.el6.s390x

ramdisk=/boot/initramfs-2.6.32-19.el6.s390x.img
parameters="root=/dev/mapper/vg_develi-lv_root
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x4010402000000000
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x401040a100000000
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x401040a300000000
rd_LVM_LV=vg_devell/lv_root rd_NO_LUKS rd_NO_MD rd_NO_DM LANG=en_US.UTF-8
SYSFONT=latarcyrheb-sun16 KEYTABLE=us cio_ignore=all,!0.0.0009"

Run zipl to apply the changes of /etc/zipl.conf for the next IPL:

# zipl -V
Using config file /etc/zipl.conf'
Target device information

Device...........ccceeenee...: 08:00
Partition.......c.ccoceeeil 08:01

Device name.........ccceeeeit sda

Device driver name............... sd
Type....ccooeevvcvveennnnee... disk partition

Disk layout...................... SCSI disk layout
Geometry - start................ 12048

File system block size..........: 4096
Physical block size............. 512

Device size in physical blocks..: 10074112

Building bootmap in '/boot/'

Building menu 'rh-automatic-menu'

Adding #1: IPL section 'linux' (default)

kernel image......: /boot/vmlinuz-2.6.32-19.el6.s390x

kernel parmline...: 'root=/dev/mapper/vg_devell-lv_root
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x4010402000000000
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x401040a100000000
rd_ZFCP=0.0.fc00,0x5105074308c212e9,0x4010402300000000 rd_LVM_LV=vg_devell/Iv_root
rd_NO_LUKS rd_NO_MD rd_NO_DM LANG=en_US.UTF-8 SYSFONT=latarcyrheb-sun16
KEYTABLE=us cio_ignore=all,!0.0.0009'

initial ramdisk...: /boot/initramfs-2.6.32-19.el6.s390x.img
component address:

kernel image....: 0x00010000-0x007a21ff

parmline........: 0x00001000-0x00001 1ff

initial ramdisk.: 0x02000000-0x028f63ff

internal loader.: 0x0000a000-0x0000a3ff

Preparing boot device: sda.

Detected SCSI PCBIOS disk layout.

Writing SCSI master boot record.

Syncing disks...

Done.

25.2.2.2. FCP LUNs That Are Not Part of the Root File System

FCP LUNs that are not part of the root file system, such as data disks, are persistently configured in the
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file /etc/zfep.conf. It contains one FCP LUN per line. Each line contains the device bus ID of the FCP
adapter, the WWPN as 16 digit hexadecimal number prefixed with 0x, and the FCP LUN prefixed with 0x
and padded with zeroes to the right to have 16 hexadecimal digits, separated by a space or tab. Entries in
/etc/zfep.conf are activated and configured by udev when an FCP adapter is added to the system. At
boot time, all FCP adapters visible to the system are added and trigger udev.

Example content of /etc/zfcp.conf:

0.0.fc00 0x5105074308c212e9 0x401040a000000000
0.0.fc00 0x5105074308c212e9 0x401040a100000000
0.0.fc00 0x5105074308c212e9 0x401040a300000000
0.0.fcd0 0x5105074308c2aee9 0x401040a000000000
0.0.fcd0 0x5105074308c2aee9 0x401040a100000000
0.0.fcd0 0x5105074308c2aee9 0x401040a300000000

Modifications of /etc/zfep.conf only become effective after a reboot of the system or after the dynamic
addition of a new FCP channel by changing the system's |/O configuration (for example, a channel is
attached under z/VM). Alternatively, you can trigger the activation of a new entry in /etc/zfcp.conf for
an FCP adapter which was previously not active, by executing the following commands:

1. Use the cio_ignore command to remove the FCP adapter from the list of ignored devices and
make it visible to Linux:

I # cio_ignore -r DeviceNumber
Replace DeviceNumber with the device number of the FCP adapter. For example:
I # cio_ignore -r fcfc
2. To trigger the uevent that activates the change, issue:
I echo add > /sys/bus/ccw/devices/Device.Bus.ID/uevent
For example:

I echo add > /sys/bus/ccw/devices/0.0.fcfc/uevent

25.3. ADDING A NETWORK DEVICE
Network device driver modules are loaded automatically by udev.
You can add a network interface on IBM System z dynamically or persistently.
® Dynamically

1. Load the device driver

2. Remove the network devices from the list of ignored devices.

3. Create the group device.

4. Configure the device.

5. Set the device online.
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® Persistently

1. Create a configuration script.

2. Activate the interface.
The following sections provide basic information for each task of each IBM System z network device
driver. Section 25.3.1, “Adding a geth Device” describes how to add a geth device to an existing instance
of Red Hat Enterprise Linux. Section 25.3.2, “Adding an LCS Device” describes how to add an Ics device
to an existing instance of Red Hat Enterprise Linux. Section 25.3.3, “Mapping Subchannels and Network
Device Names” describes how persistent network device names work. Section 25.3.4, “Configuring a

System z Network Device for Network Root File System” describes how to configure a network device to
use with a root file system that is only accessible through the network.

25.3.1. Adding a geth Device

The geth network device driver supports System z OSA-Express features in QDIO mode, HiperSockets,
z/VM guest LAN, and z/VM VSWITCH.

Based on the type of interface being added, the geth device driver assigns one of the base interface
names:

® hsin for HiperSockets devices
® cthn for Ethernet features

The value nis an integer that uniquely identifies the device. nis 0 for the first device of that type, 1 for
the second, and so on.

25.3.1.1. Dynamically Adding a qeth Device

To add a geth device dynamically, follow these steps:

1. Determine whether the geth device driver modules are loaded. The following example shows
loaded geth modules:

# Ismod | grep geth

geth_I3 127056 9

geth_I2 73008 3

ipv6 492872 155ip6t_REJECT,nf_conntrack_ipv6,geth_I3
geth 115808 2 geth_I3,geth_I2

qdio 68240 1 geth

ccwgroup 12112 2 geth

If the output of the Ismod command shows that the geth modules are not loaded, run the
modprobe command to load them:

I # modprobe geth

2. Use the cio_ignore command to remove the network channels from the list of ignored devices
and make them visible to Linux:

I # cio_ignore -r read _device bus _id,write_device bus id,data device bus id
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Replace read_device_bus_id,write_device_bus_id,data_device_bus_id with the three device bus
IDs representing a network device. For example, if the read_device_bus_id is 0.0.f500, the
write_device_bus_id is 0.0.f501, and the data_device bus_id is 0.0.f502:

I # cio_ignore -r 0.0.f500,0.0.f501,0.0.f502
3. Use the znetconf command to sense and list candidate configurations for network devices:

# znetconf -u
Scanning for network devices...
Device IDs Type Card Type  CHPID Drv.

0.0.1500,0.0.f501,0.0.f502 1731/01 OSA (QDIO) 00 geth
0.0.1503,0.0.f504,0.0.f505 1731/01 OSA (QDIO) 01 geth
0.0.0400,0.0.0401,0.0.0402 1731/05 HiperSockets 02 geth

4. Select the configuration you want to work with and use znetconf to apply the configuration and
to bring the configured group device online as network device.

# znetconf -a f500
Scanning for network devices...
Successfully configured device 0.0.f500 (eth1)

5. Optionally, you can also pass arguments that are configured on the group device before it is set
online:

# znetconf -a f500 -0 porthame=myname
Scanning for network devices...
Successfully configured device 0.0.f500 (eth1)

Now you can continue to configure the network eth1 interface.
Alternatively, you can use sysfs attributes to set the device online as follows:

1. Create a geth group device:

I # echo read _device bus_id,write_device bus_id,data _device bus_id >
/sys/bus/ccwgroup/drivers/qeth/group

For example:

I # echo 0.0.f500,0.0.f501,0.0.f502 > /sys/bus/ccwgroup/drivers/geth/group
2. Next, verify that the geth group device was created properly by looking for the read channel:

I # Is /sys/bus/ccwgroup/drivers/qeth/0.0.f500

You may optionally set additional parameters and features, depending on the way you are
setting up your system and the features you require, such as:

o portno

o Jlayer2
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o portname

For information on additional parameters, refer to the chapter on the geth device driver in Linux
on System z Device Drivers, Features, and Commands on Red Hat Enterprise Linux 6.

. Bring the device online by writing 1to the online sysfs attribute:
I # echo 1 > /sys/bus/ccwgroup/drivers/qeth/0.0.f500/online

. Then verify the state of the device:

I # cat /sys/bus/ccwgroup/drivers/qeth/0.0.f500/online
1

A return value of 1 indicates that the device is online, while a return value 0 indicates that the
device is offline.

. Find the interface name that was assigned to the device:

I # cat /sys/bus/ccwgroup/drivers/qeth/0.0.f500/if_name
eth1

Now you can continue to configure the network eth1 interface.

The following command from the s390utils package shows the most important settings of your
geth device:

# Isqeth eth1

Device name : eth1
card_type :OSD_1000
cdev0 :0.0.f500
cdev1 :0.0.f501
cdev2 :0.0.f502
chpid 176
online 1
portname : OSAPORT
portno :0
state : UP (LAN ONLINE)
priority_queueing : always queue 0
buffer_count 116
layer2 1
isolation :none

25.3.1.2. Dynamically Removing a geth Device

To remove a geth device, use the znetconf tool. For example:

1. Use the znetconf command to show you all configured network devices:

znetconf -c
Device IDs

Type Card Type CHPID Drv. Name State
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0.0.8036,0.0.8037,0.0.8038 1731/05 HiperSockets  FB geth hsit online
0.0.t5f0,0.0.f5f1,0.0.f5f2 1731/01 OSD_1000 76 geth ethO online
0.0.500,0.0.f501,0.0.f502 1731/01 GuestLAN QDIO 00 geth eth1 online

2. Select the network device to be removed and trigger znetconf to set the device offline and
ungroup the ccw group device.

# znetconf -r {500

Remove network device 0.0.f500 (0.0.f500,0.0.f501,0.0.f502)7?
Warning: this may affect network connectivity!

Do you want to continue (y/n)?y

Successfully removed device 0.0.f500 (eth1)

3. Verify the success of the removal:

znetconf -c
Device IDs Type Card Type  CHPID Drv. Name State

0.0.8036,0.0.8037,0.0.8038 1731/05 HiperSockets  FB geth hsit online
0.0.f5f0,0.0.f5f1,0.0.f5f2 1731/01 OSD_1000 76 geth ethO online

25.3.1.3. Persistently Adding a geth Device

To make your new geth device persistent you need to create the configuration file for your new
interface. The network interface configuration files are placed in /etc/sysconfig/network-scripts/.

The network configuration files use the naming convention ifcfg-device, where device is the value found
in the if_name file in the geth group device that was created earlier. In this example itis eth1.
cio_ignore is handled transparently for persistent device configurations and you do not need to free
devices from the ignore list manually.

If a configuration file for another device of the same type already exists, the simplest solution is to copy
it to the new name.

# cd /etc/sysconfig/network-scripts
# cp ifcfg-eth0 ifcfg-eth1

If you do not have a similar device defined you must create one. Use this example of ifcfg-eth0 as a

template:

/etc/sysconfig/network-scripts/ifcfg-eth0

#1BM QETH

DEVICE=eth0
BOOTPROTO=static
IPADDR=10.12.20.136
NETMASK=255.255.255.0
ONBOQOT=yes
NETTYPE=qeth
SUBCHANNELS=0.0.09a0,0.0.09a1,0.0.09a2
PORTNAME=0OSAPORT
OPTIONS='layer2=1 portno=0'
MACADDR=02:00:00:23:65:1a
TYPE=Ethernet
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Edit the new ifcfg-ethl file as follows:
1. Modify the DEVICE statement to reflect the contents of the if_name file from your ccwgroup.
2. Modify the IPADDR statement to reflect the IP address of your new interface.
3. Modify the NETMASK statement as needed.
4. If the new interface is to be activated at boot time, then make sure ONBOOT is set to yes.