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MpumeyaHus K Bbinycky 7.1

NMpegucnoBue

JononHutencHble Bepcun Red Hat Enterprise Linux 06beAnHAIOT HOBble OYHKLUK, UCnpaBneHusa owmnbok u
6e30MacHOCTU. ITOT AOKYMEHT COAEPXUT ONncaHme OCHOBHbIX n3MeHeHuin B Red Hat Enterprise Linux 7.1 n
COMNPOBOXJAKLLMX NporpamMmmax, a Takke CrmMcoK N3BECTHbIX KOH(D/IMKTOB.

BaxHo

Bepcusix Red Hat Enterprise Linux o6paTntech kK COOTBETCTBYIOLLEN BEPCUM NPUMEYAHUIA.

MpumeuaHue

MoNHbIN CNMCOK KOHG/TMKTOB MOXHO HaWTW B aHIINIACKOW BEPCUM NMpuMeYanHunii K Bbinycky Red Hat
Enterprise Linux 7.1.

NHdopmaumio o xunsHeHHoM upkne Red Hat Enterprise Linux MOXHO HailTu Ha cTpaHuue:
https://access.redhat.com/support/policy/updates/errata/.

S


https://access.redhat.com/documentation/ru-RU/Red_Hat_Enterprise_Linux/7/html/7.1_Release_Notes/index.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/7.1_Release_Notes/part-Red_Hat_Enterprise_Linux-7.1_Release_Notes-Known_Issues.html
https://access.redhat.com/support/policy/updates/errata/

YacTtb |. HoBble BO3MOXXHOCTHU

YacTtb |. HoBble BO3MOXHOCTU

[anee obcyxagatoTcsa HoBble doyHKUMM Red Hat Enterprise Linux 7.1.
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MnaBa 1. Apxutektypa

Red Hat Enterprise Linux 7.1 npegnaraeTcsa B BUAe 04HOro KOMMNEKTa A/ HECKO/TIbKUX apXUTEKTYP 1.
64-6ut AMD,
64-6uT Intel,

IBM POWER7 nu POWERS (c o6paTHbIM nopsakom 6aiiToB),
IBM POWERS (c npsiMbiM Nopsifikom 6ainToB) [21,

IBM System z [31.

OTOT BbINYCK 06beANHSET MHOXECTBO YCOBEPLUEHCTBOBAHWI AN CEPBEPOB 1 Paboymx CTaHUui, a Takke B
Lenom yny4ywaeT paboTy € OTKpbITbIM KogoM Red Hat.

1.1. Red Hat Enterprise Linux ans POWER (c npaMbIiM nopsigKoM 6anToB)

B Red Hat Enterprise Linux 7.1 go6aBneHa noggepxka pexnma npsamMoro nopsigka 6anTtos ans cepsepos
IBM Power Systems ¢ npoueccopamu IBM POWERS. 3710 o6nerdyaet npoyecc nepeHoca npuioXxeHuii
mMexay 64-6utHeiMK nnatcopmamm Intel (x86_64) n IBM Power Systems.

[ns yctaHoBk/ Red Hat Enterprise Linux Ha IBM Power Systems ¢ npsiMbIM NopsiikoMm 6ainToB
npegnaraeTcsa oTAeNbHbIA HOCUTE b, EF0 MOXHO HaTX B CEKLMM 3arpy3ku Ha nopTasie nosib3oBaresiei
Red Hat.

Red Hat Enterprise Linux gns POWER ¢ npsmMbIM nopagKkom 6aiToB NoafepXXMBaeTcs TOSbKO Ha
nnarcopmMax ¢ npoueccopHo apxutektypoii IBM POWERS.

B HacTosLwee Bpemsa Red Hat Enterprise Linux gns POWER ¢ npsmbIM nopsagkom 6anTos
noggepxneaeTcs TO/bKO B KayecTBe BUpTyasibHOro rocts KVM nog ynpaesneHnem Red Hat
Enteprise Virtualization. YcTaHOBKa B (hr3nyeckoii cuctemMe He NoAAepXKUBaETCS.

MakeTbl Red Hat Enterprise Linux gnsa IBM Power Systems AoCTynHbI B ABYX BapuaHTax — € NPAMbIM U
o6paTHbIM NOpsSAKOM 6aNTOB.

Red Hat Enterprise Linux gns POWER c npsmbIM nopsgkom 6aiToB ncnonb3yeT nakeTol ppc64le
(Hanpumep, gcc-4.8.3-9.ael7b.ppc64le.rpm).

[1] YcTaHoska Red Hat Enterprise Linux 7.1 otuLmanbHO NOAAEPXKUBAETCSA TOMbKO Ha 64-6UTHbIX naatpopmMax, Ho
Red Hat Enterprise Linux 7.1 gonyckaeT co3gaHue BUPTya/ibHbIX MallnH ¢ 32-6UTHbIMY OnepauyuoHHbIMN
cucteMamu, BKIoYasa npegplayuive sepcun Red Hat Enterprise Linux.

[2] Red Hat Enterprise Linux 7.1 (C npsiMbIM NOPsiAKOM 6aiiTOB) B HACTOsILLEE BPEMS MOAAEPXNBAETCS TO/bKO B
kauecTtBe rocta KVM nog ynpasneHnem runepsnsopoB Red Hat Enteprise Virtualization gns Power n PowerVM.

[3] Red Hat Enterprise Linux 7.1 nogaepxvisaet IBM zEnterprise 196 1 Bblilie, B TO BPEMS Kak MaiiH(peiiMbl IBM
System z10 60/1bLUE He NOAAEPXKMBAKOTCA U HE CMOTYT 3arpyxaTb Red Hat Enterprise Linux 7.1.


https://access.redhat.com/site/documentation/ru_RU/Red_Hat_Enterprise_Linux/7/html/Installation_Guide/index.html

CnaBa 2. Hardware Enablement

MnaBa 2. Hardware Enablement

2.1. Intel Broadwell Processor and Graphics Support

Red Hat Enterprise Linux 7.1 adds support for all current 5th generation Intel processors (code name
Broadwell). Support includes the CPUs themselves, integrated graphics in both 2D and 3D mode, and audio
support (Broadwell High Definition Legacy Audio, HDMI Audio and DisplayPort Audio).

The turbostat tool (part of the kernel-tools package) has also been updated with support for the new
processors.

2.2. Support for TCO Watchdog and 12C (SMBUS) on Intel
Communications Chipset 89xx Series

Red Hat Enterprise Linux 7.1 adds support for TCO Watchdog and 12C (SMBUS) on the 89xx series Intel
Communications Chipset (formerly Coleto Creek).

2.3. Intel Processor Microcode Update

CPU microcode for Intel processors in the microcode_ctl package has been updated from version 0x17 to
version 0x1c in Red Hat Enterprise Linux 7.1.
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naBa 3. YcCTaHOBKa U 3arpys3ka

3.1. NMporpamma ycTaHOBKU

Anaconda 6bi1a gopaboTtaHa ¢ Luenbio onTumMmaaumm npouecca yctaHoBkn Red Hat Enterprise Linux 7.1.

UHTepdeiic

padomnyecknii NpoLecc yCTaHOBKM Tenepb BKIKYaeT 3Tan HacTpoiiku Kdump, KOTopblii paHblue
HacTpauBascsi B xoae BbinosiHeHus firstboot. Kak cnegcteue, npu oTcyTCcTBUM rpadnuyeckoro
nHTepdeiica HactponTb Kdump 6b1710 HEBO3MOXHO. OKHO Kdump MOXHO OTKPbITb M3 [/TABHOrO MEH0
YCTaHOBKW.

RFED HAT ENTERPRISE LIMNUX 7.1 INSTALLATION

HKdumg is & kernel crash dumping mechanism. In the event of & system crash, kdump will capbure information from your system that can be invaluable in determining the

cause of the crash, Mote that kdump does require reserving a partion of system memary that will be unavalahles for ather uses

&* Enable kdump

tdumg Memary Resenatian; Aytomatic & Manust
Memory To Be Reserved (MB): LZ2E +
Total Syrstem Memory (MB): 1024

Usable System Memary (MB): B26

PucyHok 3.1. OkHo kdump

OKHO pa3fenos 6b1/10 4opaboTaHo, NO3TOMY NOPSA0K 3/IEMEHTOB HECKO/LKO U3MEHW/ICS.
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MANUAL PARTITIONIMNG REC HAT EMTERFRISE LINUX 7.1 INSTALLATICON
- m
_ Mew Red Hat Enterprise Linux 7.1 wdal
Installation
Mount Point: Dewice(s):
fhaat Wirtio Block Device (vds]
500 S
! 8672 MiB
sk
Swap 1024 MiB Drevice Type:
et ST, Srandard Partition v Encrypt
File System:
=k ot
Label:
Updaze Sectings
Note: The settings you make on this soresn will
At o Aol be appded wabid _..-:-:.- clack on tfe maw 7 i
Begin mstailation” buttom
AUAILARLE SFACE TCTAL SPALCE
992 5KiB g 10 GiB
1 stwrage device zelected Rese=t Al

PucyHok 3.2. OKHO co3gaHus pasgesioB

CeTeBble MOCTbI HACTpanBalTCs B OkHe CeTb M UM y3aa. HaXmute KHOMKy CO 3HAKOM + nof
CMMCKOM MHTepdeincoB, BbibepnTe MOCT 13 BbiNaAatoLero cnmcka u B OTKPbIBLLEMCS Anasore BBegnTe
Heob6xoaumyto nHdopMauuto. OKHO gnasnora npegocTaensietcsa nporpammoit NetworkManager v
nogpo6HO 06CcyXxXaaeTcsa B cemesoM pykosoocmse Red Hat Enterprise Linux 7.1.

[N KoHMrypauum MocToB 6biiv Ao6aB/ieHbl HOBbIE NapaMeTpbl KUKCTapTa.

>KypHasbl ycTaHOBKM Tenepb Ha NaHenb tmux B ttyl, He Ha pa3Hble KoHcou. 14 nepexoa Ktmux
HaxmuTe Ctr1+Alt+F1, a onsa nepeknoyeHns Mexay OkHamm cnonb3ynte kombuHauuio Ctrl+b X (roe
X — HOMep OKHa).

UT06bI BEPHYTLCA K NpOLeccy YyCTaHOBKU, HaxkmuTe Ctrl1+Alt+F6.

TekcToBas Bepcus Anaconda Tenepb BK/lOYAET NoApO6HYI0 cripaBky. UTo6bl ee OTKPbIThb, BbINOHUATE
koMaHay anaconda -h. B TekctoBom pexume Anaconda MOXHO 3anyCTUTb B YXXE YCTaHOB/IEHHOIA
CUCTEME, YTO YacTO UCMO/b3YeTCsl A1l YCTAHOBKM M3 ANCKOBbLIX 06pa30B.

KomaHabl n napaMmeTpbl KUKCTapTa

[lob6asneH napameTp --profile= komaHabl 1logvol, ¢ NOMOLLLI KOTOPOrO MOXHO OnpeaennTb
Npodusib KOHpUrypaumm gMHamuyecknx ormyeckmx ToMoB. ViMs npodnnsa byaeT Takke 406aBneHO B
MeTafaHHble ToMa.
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Mo ymonuaHuio 6yaeT co3gaHo asa npodunsa (default v thin-performance), kotTopble 6yayT
coxpaHeHbl B /etc/1vm/profile. MNoapobHyo MHAOPMALMIO MOXHO HANTW Ha CNPaBOYHON CTpaHuue
lvm(8).

The behavior of the - -size=and - -percent= options of the logvol command has changed.
Previously, the - -percent= option was used together with - -grow and - - size= to specify how much
a logical volume should expand after all statically-sized volumes have been created.

Starting with Red Hat Enterprise Linux 7.1, - -size=and - -percent= can not be used on the same
logvol command.

AprymeHT - -autoscreenshot komaHabl autostep Tenepb paboTaeT kak NOSIOXKEHO M COXpaHaeT
CHMMKU 3KpaHa Ha KaxJoM 3Tarne yCTaHOBKM B kaTasior /tmp/anaconda-screenshots. Nocne
3aBepLUEHNST YCTAHOBKM CHUMKW ByayT nepeHeceHbl B /root/anaconda-screenshots.

liveimg Tenepb nogaepxmBaeT yCTaHOBKY U3 apxuBoB . tar, .tbz, .tgz, .txz, .tar.bz2, .tar.gz
n .tar.xz. ApxvB LO/IKEH cofepXaTb KOPHEBYHO hali/IoBy0 CUCTEMY YCTAHOBOUYHOIO HOCUTENS.

[lnsi KoHpUrypaumm MocToB 6bI/IM A06aBNEHBLI HOBbIE NapamMeTpbl KOMaHAbl hetwork:

--bridgeslaves=: onpegenseT ycTpoicTBa, KOTOpble BONAYT B COCTaB MOcCTa - -device=.
Mpumep:

network --device=bridge0® --bridgeslaves=eml

- -bridgeopts=: cnucok 4oNoNHNUTE bHLIX NapamMeTpoB A4/18 NOAKIHYAEMOro Yepes MOCT
nHTepgoeica. JocTynHele napameTpbl: stp, priority, forward-delay, hello-time, max-age,
ageing-time. Vix onmMcaHne MOXHO HaliTK Ha CpaBOYHON CTpaHuLe nm-settings(5).

HoBbIli napameTp - - fstype komaHabl autopart nNo3BonseT UsMeHUTbL TN Pali/IoBO CUCTEMbI NP
aBTOMATUYECKOM CO34aHumn pa3genos (Mo ymosyaHuio ucnonb3yetcs xfs).

Several new features were added to Kickstart for better container support. These features include:

repo --install coxpaHseT KoHdurypauuto penosutopme B /etc/yum.repos.d/. Ecnan He
3aflaH, UcMnoJsib3yeMble B NPOLecce YCTaHOBKM PENO3UTOPUM HE COXPaHATCS B YCTAHOB/IEHHOWA
cucTeme.

bootloader --disabled oTmeHsieT ycTaHOBKY 3arpy3unka.

%packages --nocore OTMEHsIeT yCTaHOBKY rpynmbl NakeToB @core. O6bIYHO UCNO/Mb3yeTcs A1s
BbIMNOJ/THEHUST MUHMMA/IbHOW YCTAaHOBKW B KOHTEHEpax.

Please note that the described options are only useful when combined with containers, and using the
options in a general-purpose installation could result in an unusable system.

Entropy Gathering for LUKS Encryption

If you choose to encrypt one or more partitions or logical volumes during the installation (either during an
interactive installation or in a Kickstart file), Anaconda will attempt to gather 256 bits of entropy (random
data) to ensure the encryption is secure. The installation will continue after 256 bits of entropy are
gathered or after 10 minutes. The attempt to gather entropy happens at the beginning of the actual
installation phase when encrypted partitions or volumes are being created. A dialog window will open in
the graphical interface, showing progress and remaining time.

The entropy gathering process can not be skipped or disabled. However, there are several ways to speed
the process up:

10
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If you can access the system during the installation, you can supply additional entropy by pressing
random keys on the keyboard and moving the mouse.

If the system being installed is a virtual machine, you can attach a virtio-rng device (a virtual random

The system needs better quality of random data, you can improve it by typing
randomly on keyboard and moving your mouse. The installation will continue

automatically regardless of random data quality when time runs out.

Random data quality:
SR —

PucyHok 3.3. Gathering Entropy for Encryption

BcTpoeHHas crpaBKa B rpacuueckom pexume

B npaBomM BepxHEM yr/y OKHa B Fpaq:)VI‘-IeCKOM pexnmve yCTaHOBKU AOCTYyMNHa KHOrMKa CrpaBKKW, KOTOpas

INSTALLATION SUMMARY RED HAT ENTERFRISE LINLIX 7.1 INSTALLATICHN
- ;

The Installation Summary Screan
Hedp!
Paga “iew ©Go EBookmarks r

[ The Instalation Surrenary Screen o

LOCALIZAT|
The Installation Summary Screen

The Installation Summary soreen is the central location for setting up an instalation,

Irstead of directing you through consecutive screens, the Red Hat Enkerprise Linus installstion

pragram allowis vou to configure your instalation in the arder you dhoo=e

Use your mouse to select a menu kern to configure a sedion of the installabion. When you have
carrpletad configuring a section, or if you would ke to completa that section ater, click the Done
butken locatad in the uppar keft corner of tha scraan.

SOFTWARE iy sections miarked with 2 warning symbael are mandatary. 2 rate at the battom of the screen
warns you that these sections rrust be completed before the nstalation cam begin The ramaining
sackions are opbional, Bemeath each section's title, the current configuration is surmmnarized. Using
this wou can determine whether veu need te visk the section te canfigurs & further.

a Once all required sections are complete, chick the Begin Installstion buttan. Alse see Begin

Irnstallation.

STYSTEM Ta cancel tha mstallation, chck the Qur button.

& Whan relabed background tasks are baing run, certain manu tems may be temporanhy

grayed aut and unavalahle.

If you used a Kickstart option or a boot command-line aption te spacify an instalation repostory on
a mebwark, but no netwerk is avallabla at the start of the installstion, the nstalation program wil
display tha configuration scream for vou te set up a metwork connaction prior to displaying the

Imstalation Surrenary soraan

{;-, Please comp 1oU €8 skip this step if you are irstaling from am instalation DVD or other locally accessible madia,

aeel womis meg moeb g simi ol ek magel el el b Giegels blag ok ollotime B Prahsime |

PucyHok 3.4. Anaconda built-in help
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3.2. 3arpysuuk

YcTtaHoBouHbIM HocuTenb ans IBM Power Systems Tenepb BktovaeT GRUB2 BmecTo yaboot. Red Hat
Enterprise Linux gna POWER ¢ npsiMbiM nopsiikom 6ainToB Toxe TpedyeT GRUB2, B TO BpeMs Kak
KOMMIEKT C 06paTHbLIM NOPsiAKOM 6aNTOB MOXET UCNob30BaTh 06a 3arpy3uvka, xota GRUB2 sBnsieTcs
6o0nee npeanoyYTUTENbHbIM.

IBM Power Systems npu nomori GRUB2.

12


https://access.redhat.com/site/documentation/ru-RU/Red_Hat_Enterprise_Linux/7/html/Installation_Guide/index.html

Fnaea 4. XpaHeHne gaHHbIX

naBa 4. XpaHeHUe gaHHbIX

Kaw LVM

As of Red Hat Enterprise Linux 7.1, LVM cache is fully supported. This feature allows users to create logical
volumes with a small fast device performing as a cache to larger slower devices. Please refer to the 1vm(7)

manual page for information on creating cache logical volumes.
Ha nogo6Hoe KalumpoBaHme HaknaablBaeTCs HECKO/IbKO OrpaHUyeHWiA:

ToM K3lla [o/MKeH pacrnofiaraTbCa Ha BEPXHEM YPOBHE YCTPONCTBA U HE MOXET UCMO0/1b30BaTbCS Kak
AvHamMmuyeckuii ToM, o6pas RAID nnn nwo6oii gpyroi noATUN I0rMYecKMX TOMOB.

The cache LV sub-LVs (the origin LV, metadata LV, and data LV) can only be of linear, stripe, or RAID
type.

Mocne co3gaHus ToMa ero napameTpbl YXXe Henb3sa 6yaeT M3MeHUTb. UTo6bl 3TO caenath, Hago 6yaeTt
€ro yJannTb 1 CO3AaTb 3aHOBO C HOBbIMW NapamMeTpamu.

LibStorageMgmt API

Red Hat Enterprise Linux 7.1 Tenepb ochuyunansHo nogaepxusaeT 1ibStorageMgmt API, koTopbIi
No3BONSET NPOrPaMMHO YNpPaBAATh XpaHUAULLAMW pa3HbIX NpoussoauTenein n adhekTMBHO NCNOIb30BaTb
nx hyHKUMM annapaTHoro yckopeHus. LibStorageMgmt npegoctaBnseTt kKomaHabl AN aBToMaTM3auum
3a/iay ynpaBneHns XpaHuanwem n Heo6xoammMble PYHKLUMM 405 ero PyYHOR HacTpoiku. Mpu aTom
nopaepxka mogynsa Targetd octanach Ha ypoBHE aKCNEPUMEHTAIbHOW.

NetApp Filer (ontap 7-Mode);
Nexenta (nstor 3.1.x);
SMI-S:
HP 3PAR;
OC 3.2.1 v BblLIE;
EMC VMAX n VNX:
Solutions Enabler 7.6.2.48 v BbliWwe;
nposaigep SMI-S 4.6.2.18 n BblLLe;
BHeLLHMI npoBangep maccuea HDS VSP;

Hitachi Command Suite 8.0 v BbiLLe.

LSI Syncro

[paliBep megaraid_sas Tenepb BKIOYaET KoA aktuBaumm agantepos LS| Syncro CS HA-DAS (High-
Availability Direct-Attached Storage). HecmoTpsi Ha To 4TO megaraid_sas NO/HOCTLIO NOAAEPXMBAETCS B
Red Hat Enterprise Linux 7.1, ero nogaepxka ans Syncro CS npegnaraeTcs TO/IbKO B SKCNEPUMEHTaIbHOM
BapuaHTe, NoaTomy komnaHum Red Hat n LS| npogonmxatT npMHMMaTh OT3biBbl NOSIb30BaTENEN. 3a
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LVM API

Red Hat Enterprise Linux 7.1 npefoctasnseT akcnepuMmeHTanbHbIn APl gnsa ynpasnenuns LVM.

Moapo6Hyo MHGOpMaLUM0 MOXHO HaiiTu B Llvm2app . h.

Moppepxka DIF/DIX

Red Hat Enterprise Linux 7.1 npefoctaBnseT akcnepMMeHTasibHble (hyHKLMKU 4718 ob6ecneyveHns
LEe/I0CTHOCTUN AaHHbIX Ha ypoBHe cTaHaapTa SCSI. DIF/DIX ysenmunBaeT cTaHOapTHbIA pasmep 610ka ¢ 512
0o 520 6aint n gobasnset none yenoctHocTtu (DIF, Data Integrity Field). B aTom none xpaHutcs
KOHTpONbHasa cymMmma 6/10ka faHHbIX, paccumTbiBaemas HBA-aganTepomM B MOMEHT 3anucu. 3anomuHarowlee
YCTPOWCTBO NOATBEPXAAET CyMMY NPy NONYYEHUM U COXPaHSET ee BMeCTe C AaHHbIMW. Bo BpeMs yTteHus
KOHTpONbHasa cymMmma 6yaeT NpoBepsTbLCA YCTPOUCTBOM AaHHbIX 1 HBA-agantepom.

Device-mapper-multipath

Ecnn device-mapper-multipath o6Hapyxunn nyctbie CTPOKM BO BPEMS NPOBEPKM doaiina
multipath.conf, oHn 6yayT nponyuwieHsl, a Ha 3kpaH 6yaeT BbiBe4EeHO coobuieHre 06 owmnoke.

B komaHge multipathd show paths format gonyckaetcsi ncnonb3oBaHue NOACTaHOBOK:
%N 1 %n ans WWNN-ngeHTudmkaTopa xocta v Lenesoro y3na Fibre Channel cooTBETCTBEHHO;
%R 1 %r pna WWPN-ngeHTudmkaTopa xocTa v Lenesoro y3na Fibre Channel cooTBeTCTBEHHO.

OTO 3HAUMTE IbHO yNpoLlaeT HACTPOMKY MHOronyTeBbix cxeM xocToB Fibre Channel, ueneBsbIx yCTPOICTB 1
NnopToB.
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FnaBa 5. ®aiinoBble cucTeMbl

FnaBa 5. PannoBble cuctemMbl

Btrfs

Red Hat Enterprise Linux 7.1 Bk/to4aeT NUIOTHYO Bepcuto pannosoi cuctemsl Btrfs (B-Tree) ¢
YCOBEPLLUEHCTBOBAHHbIMM (DYHKLMAMW yNpaBieHns, macluTabupoBaHns 1 HagexHocTu. Btrfs nogaepxnBaet
CHUMKM (halinoBoO CUCTEMbI, BO3BMOXHOCTW CXaTusi U MHTETPUPOBAHHOIO yrNpaB/eHNs1 YCTPONCTBaMMU.

OverlayFS

The OverlayFs file system service allows the user to "overlay" one file system on top of another. Changes
are recorded in the upper fil esystem, while the lower file system becomes read-only. This can be useful
because it allows multiple users to share a file system image, for example containers, or when the base
image is on read-only media, for example a DVD-ROM.

On Red Hat Enterprise Linux 7.1, OverlayFS is supported as a Technology Preview. There are currently two
restrictions:

It is recommended to use ext4 as the lower file system; the use of xfs and gfs2 file systems is not
supported.

SELinux is not supported, and to use OverlayFS, it is required to disable enforcing mode.

PNFS

pNFS (Parallel NFS) saBnseTca cneundmkaumeii ctaHgapta NFS v4.1 ang peanusauny napannensHoro
[0CTyNna K faHHbIM Ha pacnpefeneHHbix cepsepax NFS, 4To nosbillaeT Npou3BoANTEIbHOCTL U o6ieryaeT
nx MacluTabupoBaHue.

pNFS defines three different storage protocols or layouts: files, objects, and blocks. The client supports the
files layout, and with Red Hat Enterprise Linux 7.1, the blocks and object layouts are fully supported.

Red Hat npu coTpyAHUYECTBE C NapTHEPaMM U APYTMMI OTKPbITbIMU NPOEKTaMu NPoAo/HKaeT paboTy no
cTaHaapTusaumm HoBbix TUNOB PNFS ¢ Lenblo o6ecneyeHns nx NosHOM NOAAEPXKKN.
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MnaBa 6. Agpo

Moapepxka 6/104HbIX ycTpoucTB Ceph

Hosble mogynun sigpa 1libceph. ko u rbd. ko nokasbiBatoT 6/104HbIE ycTpolicTBa Ceph kak 06blYHblE
YCTPOICTBA, KOTOPbIE MOTYT GbiTb CMOHTMPOBAHbI B KaTanor u oTdpopmaTmpoBaHbl (Hanpumep, kak XFS nam
ext4).

Mogaynb ceph. ko 60/bLUE HE NOAAEPXMBAETCS.

OGHOB/IEHME MUKpONpOorpamMmm

B Red Hat Enterprise Linux 7.1 Ha nnatdopmax IBM System z Bk/itoueHbl 0GHOBMIEHNS HA
MUKPOMPOrpamMMHOM YpOBHE. VX napasnnesibHas yCTaHOBKa He NpuBeLeT K CHMKEHUIO CKOPOCTU onepavumii
BBOJa-BbiBOAa hnaLl-HakonuTens. Monb3oBatesnb 6yaeT yBefOM/IEH O CAe/aHHbIX U3MEHEHUSIX.

AvHamuueckue ncnpaBrieHUs

[ob6aBneHa akcnepmmMmeHTasibHaa nogaepxka kpatch Ha nnatdpopmax AMD64 n Intel 64 gns npuMeHeHus
ncnpasfieHwnii K apy Ha nety 6e3 HeoH6X0AMMOCTM nepe3arpy3kn CUCTEMBI.

3arpyska aBapuiiHOro siapa ¢ HeCKO/IbKUMM npoLeccopaMmu

Red Hat Enterprise Linux 7.1 pa3pellaeT UCNo/sib30BaHNe HECKOIbKUX NPOLLeCCOPOB Npu 3arpyske
aBapuiiHoro sapa. dta PYHKUMOHa/TLHOCTL NPeAoCTaBsaeTCsa Ha aKCNnepuMeHTa/IlbHOM YPOBHE.

Dm-era

Red Hat Enterprise Linux 7.1 nogaepxunBaeT aKcnepMMeHTasbHbIN Mogyns dm-era ans device-mapper,
KOTOpbI 06bIYHO NCNOMb3yeTcsl B KOMOGMHaumm ¢ dm-cache n oTcnexmnsaeT M3MeHeHNs1 6/10KOB 3a 3afaHHbIi
NPOMEXYTOK BpeMeHn. OTcUeT BpeMeHn BeaeT 32-pa3psigHblil cueTumk. Mporpammbl pe3epBHOro
KOMMpPOBaHMA MOryT NUCNONb30BaTb dm-era A/151 KOHTPONS 6/I0KOB, KOTOPbIE Gbl/IM M3MEHEHbLI CO BPEMEHU
nocnegHero konuposaHusa. Takke dm-era NOMOXET YaCTMYHO 0CBOOOAMTb K3LU B X04€ OoTKata K MCXO04HOMY
CHUMKY.

Cisco VIC

JlobaBneHa akcnepuMeHTanbHasa nogaepxka gpaveepa sgpa Cisco VIC Infiniband gna peanvsauun
yaaneHHoro npsimoro goctyna k namatn (RDMA, Remote Directory Memory Access) Ha nnatdopmax
Ciscso.

Hwrng

B Red Hat Enterprise Linux 7.1 6b1/10 ONTUMX3MPOBAHO UCNO/Ib30BAHME annapaTHbIX reHepaTopoB
cnyvaiHblx uncen (hwrng) BUupTyanbHbIMK FOCTAMM Linux. PaHbLue B rocTeBOW cucTemMe Hago 6b110
3anyctuTb rngd 1 NnpefocTaBuTb A4OCTYN K NyNy SHTponuu sapa. Tenepb 3TOT wWar He TpebyeTcs, a B c/lyvyae
CHWXEHUA 3HTpoNuK A0 3aaaHHoro yposHsa khwrngd nonyumt ee n3 virtio-rng. Mpo3pavyHoCTb Takoro
nogxoaa nomoraeT 3odPEKTUBHO MCMNO/b30BaTb NPEMMYLLECTBA annapaTHbIX FEHEePaTopoB Cry4YanHbIX
yuncen xocta KVM.

PacnpepeneHue Harpysku
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Fnaea 6. Agpo

PaHbLUe npu 6a1aHCMPOBKE Harpy3ku NAaHUPOBLLVIK Y4MTbIBaN BCe 6e34elCTBYOLME NpoLeccopsl. B
Red Hat Enterprise Linux 7.1 He3aHATbIi npoueccop 6yaeT 3a4encTBoBaH, TO/IbKO €C/v AOCTUTHYT Nopor
npocTos. Takoii NoAxo4 cokpallaeT YMCNo SIMWHUX onepauunii pacnpeaenenns Harpy3km, TEM caMbiM
noBbIWas NPON3BOANTEIbHOCTb N/IAHNPOBLLMKA.

Newidle

Mpy OTCYTCTBMU FrOTOBBIX K 3anycKy 3ajay NaaHnpoBLLMK NPeKpaTuT X Nouck B koge 6anaHca newidle, yto
NOMOXNTE/IbHO CKaXKETCS Ha NPOU3BOANTE/TbLHOCTMY.

HugeTLB n BbigeneHue cTtpaHuy pasmepom 1 '
Red Hat Enterprise Linux 7.1 nogaepxnBaeT BO3MOXHOCTb BblAe/IeHNS CTpaHuL, naMaTn pasmepom 1 I'b Bo

BpPeMsi paboTbl cucTeMbI. [TOMUMO 3TOro, NoMb3oBaTe /b caM CMOXeT BblopaTtb y3en NUMA, Ha KOTOpoM
6ydeT BblgesnieHa cTpaHuua.

BnoknposaHue MCS

HoBbIli MexaHu3M 610kupoBaHus MCS 3HaunTelbHO CHXKaeT HaknagHble pacxogbl spinlock B 60nbLIMX
cucTeMax, YTo noBblaeT a(hheKTUBHOCTL B/I0KUPOBKA.

Pa3mep cTteka npoueccoB yBenuueH o 16 Kb

C yenbio onTummaaumm paboTtbl 60/1bLINX NPOLECCOB pasmep cTeka 6bia1 yBennyeH ¢ 8 Kb go 16 Kb.

Uprobe un uretprobe c perf n systemtap

Uprobe n uretprobe teneps npaBunbHO paboTtatoT ¢ perf n systemtap.

CKBO3Hasi NpoOBepKa COrJlacoBaHHOCTU faHHbIX

Red Hat Enterprise Linux 7.1 nogaepxnBaeT CKBO3HYHO NPOBEPKY COracoBaHHOCTU AaHHbIX Ha naaTtdopmax
IBM System z, uTo add(heKkTUBHO CHUXAET PUCK UX NOTEPMU.

FeHepaTop NceBAoOCnyYaiiHbIX Yncen B 32-6UTHbIX CUCTEMAX

Red Hat Enterprise Linux 7.1 gonyckaeT Ucnonb3oBaHue reHepaTopa nceBaocyyaliHbix yncen B 32-6UTHbIX
cucTemax.

Pasmep crashkernel B Kdump
The Kdump kernel crash dumping mechanism on systems with large memory, that is up to the Red Hat

Enterprise Linux 7.1 maximum memory supported limit of 6TB, has become fully supported in Red Hat
Enterprise Linux 7.1.
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naBa 7. Buptyanunsauusa

Hucno BUpTyasibHbIX npoueccopoB B KVM

MakcuMasibHOe YMC/I0 BUPTYaslbHbIX MpoueccopoB ans rocteit KVM ysennueHo o 240.

Moppepxka Intel Core 5-ro nokoneHus

Mmnepsusop QEMU, kog agpa KVM n 1ibvirt APl nogaepxusatoT npoueccopsl Intel Core 5-ro nokoneHus.
OTO NO3BOJIAET UCMO/b30BaTh MHCTPYKUun ADCX, ADOX, RDSFEED, PREFETCHW n SMAP.

Moppepxka USB 3.0

Jlo6aBneHa akcnepMMeHTaNbHasa nogaepxka amynsauum koHTponnepa USB 3.0 (XHCI).

Dump-guest-memory

Dump -guest -memory Tenepb NoAAEPXKMBAET CxXaTue gamna namsitin. OT 3TOro 0CO6EHHO BbIMTPaKT
nonb3oBaTenu, KOTopble Mo KaKoh-nnbo nNpuynHe He MoryT Ucnosb3oBatb virsh dump, 3KOHOMS He TO/IbKO
MEeCTO, HO 1 BpeMSl, KOTopoe ByAeT 3aTpayeHo Ha 3anuch gamna.

OVMF

B Red Hat Enterprise Linux 7.1 go6asneHa akcnepumeHTasnibHasa nogaepxka OVMF (Open Virtual Machine
Firmware) — 3awuwieHHon cpeapl 3arpy3ku UEFI ans rocteit AMD64 u Intel 64.

Hyper-V

[OpaiiBep Hyper-V onTMM1M3NpoBaH C Le/blo NMOBbILLEHNS] NPOM3BOAUTE/TILHOCTU CETU. Tenepb OH
nogaepxmeaeT pyHkuun RSS (Receive Side Scaling), LSO (Large Send Offload) n BBoa-BbiBOA C
pacceunsaHneM/cH60pKoiA.

Hypervfcopyd B hyperv-daemons

B komnnekTt hyperv-daemons 6bin gob6asneH hypervfcopyd, peannsyrowmini oyHKUMOHANTbHOCTb
KonmpoBaHus haiinios ¢ xocta Hyper-V 2012 R2 B rocteByto cuctemy Linux no VMBUS.

Libguestfs

Bubnunoteka libguestfs npegnaraet HeCKOMLKO HOBLIX MHCTPYMEHTOB AN YrpaBieHus obpasamu
BUPTYa/1bHbIX MaLLIVH.

HoBble UHCTPYMEHTDI
virt-builder — ytunuta ansa c6opku o6pasoB BUPTYasIbHbIX MALUUH.

virt-customize — ytunuta gns moandgmkaumMm 06pa3oB BUPTyasibHbIX MaLlVH (YCTAHOBKM NakeToB,
pefakTpoBaHus (oalinoB KOHGUIypawmm, BbINO/THEHUSI CLIEHAPUEB 1 M3MEHEHUSI Naposien).

virt-diff — cpaBHeHVe hainNnoBbIX CUCTEM ABYX BUPTYasibHbIX MaLUUH. MO3BONSET C NIErKOCTLIO
onpefennTb (halinbl, KOTOPble M3MEHUIUCL CO BPEMEHN CO34aHNs CHUMKA.

virt-log — yTunuta npocMoTpa XypHasioB rocTeBbIX CUCTEM (B TOM yYucsie Linux n Windows).
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Mnaea 7. Buptyanusauyus

virt-v2v — ytunuta ansa npeobpasoBaHus rocTeid, ynpaBnsemblX BHELHUM MNEPBU30POM, C LieNblo
nepegaun ynpasnenns KVM c libvirt, OpenStack, oVirt, Red Hat Enterprise Virtualization (RHEV) n gp. B
HacTosLee BpeMs Virt-v2v MoxeT npeobpasoBaTh rocteBble cuctembl Red Hat Enterprise Linux u
Windows, paboTtatowme Ha Xen n VMware ESX.

AHanus npousBoauTesibHOCTU gemu-kvm

Support for flight recorder tracing has been introduced in Red Hat Enterprise Linux 7.1. Flight recorder tracing
uses SystemTap to automatically capture gemu-kvm data as long as the guest machine is running. This

provides an additional avenue for investigating gemu-kvm problems, more flexible than gemu-kvm core
dumps.

RDMA-based Migration of Live Guests

The support for Remote Direct Memory Access (RDMA)-based migration has been added to 1libvirt. As a
result, it is now possible to use the new rdma: // migration URI to request migration over RDMA, which

allows for significantly shorter live migration of large guests. Note that prior to using RDMA-based migration,
RDMA has to be configured and 1ibvirt has to be set up to use it.
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naBa 8. Knactepusauua

Token_coefficient B Corosync

HoBeblli napameTtp token_coefficient gna Corosync Cluster Engine ncnosnb3yeTcs TOIbKO B TOM
cnyvae, ecnu cekuma nodelist onpegeneHa n cogepXxuT Kak MMHUMYM 3 y31a. PacueT BpeMeHn OXngaHus
Npou3BoANUTCS No Popmyne:

[TokeH + (umcno_y3znoB - 2)] * Ko3dpdUUMEHT

3T0 NO3BO/ISIET HapalMBaThb knactep 6e3 Heo6X0AMMOCTU PyYHOI KOPPEKLUM BPEMEHUN OXMAAHUS Moc/e
f06aBeHnst HoBoro y3na. Mo yMon4aHuio MHTepBan paBeH 650 muincekyHaam. Hynesoe 3HaueHne
OTK/IOUUT 3TY (PYHKLMIO.

Takum 06pa3om, COrosync C /IErkKoCTbio afanTupyeTcs K 406aBEHUIO U yAa/IeHNIO Y3/10B.

Auto_tie_breaker B Corosync

®yHKUMOHaNbHOCTL auto_tie_breaker 6bina onosiHeHa: Tenepb NO/Ib30BaTE /b CMOXET CaM Bbl6paTh
Habop y3/M10B, KOTOPbIV NMOMYYUT KBOPYM NpU pacnage knactepa Ha paBHble YacTu. o ymonyaHuio 6yaeT
BblGpaHa yacTb, cogepXallias y3esi C HAVMEHbLUMM MAEHTUUKATOPOM.

Red Hat High Availability

Hwxe nepeuncneHbl OCHOBHble n3MeHeHus komniekta Red Hat High Availability.
pcs resource cleanup Tenepb MOXeT copackiBaTh 3HadYeHue failcount n cTaTtyc Bcex pecypcos.

C nomouwpto napameTpa 1ifetime komaHgbpl pcs resource move MOXHO HACTPOUTb CPOK AENCTBUSA
orpaHnyeHniAi, aBTOMaTMUeCKn HaknaabiBaeMbIX Ha pecypchbl NPY BbINOTHEHUN 3TOW KOMaHAbI.

PaspeLlueHunst YTEeHNS 1 3anmMcy KoHdMrypaumm knactepa MOXHO HaCTPOUTb NPU NOMOLLX KOMaHAbl PpCs
acl.

pcs constraint no3BonseT HaCTPOUTb He TOMbKO 06LMe, HO U MHAVMBUAYA/IbHbIE NapameTpbl
OrpaHuyYeHunit KnacTepHbIX PecypcoB.

MapaveTp disabled komaHabl pcs resource create 3anpellaet aBToMaTMYeCKMii 3anyck
€034aHHOro pecypca.

pcs cluster quorum unblock o3HauaeT, 4yTo KnacTep He ByaeT AOXMAATLCA YCTAaHOBKN KBOpyMa
BCEMW y3/1aMMu.

MapameTpbl before n after komaHabl pcs resource create no3BonAOT U3MEHWUTL NOPSIA0K rpynn
pecypcos.

MapameTpsl backup n restore komaHabl pcs config oTBeyaloT 3a co34aHne U BOCCTaHOBNEHME
apxvBa haiinioB KOHpUrypauum knactepa Ha BCex y3nax.
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Mnaea 9. KoMNuaaTop M UHCTPYMEHTbI

MnaBa 9. KoMnnnaTop U UHCTPYMEHTI

BHeceHne n3meHeHUi B GUHapHble PyHKLUMK System z

GCC (GNU Compiler Collection) Tenepb no3BonsieT BHOCUTb UCNPAB/EHNS HA 1IETY B MHOTOMOTO4HbIN KO,
OGUHapHbLIX WYHKUMIA System z. MapameTp komaHgHoW cTpoku -mhotpatch BknovaeT aTy
hYHKLMOHA/TbHOCTb A/151 BCeX QOYHKUWIA, B TO BPEMS KaK A/151 KOHKPETHOM (DYHKLMM 3TO NOBEAEHNE MOXHO
KOHTPONMpOBaTh C NOMOLLLIO aTpubyTa hotpatch.

Tak Kak NpUMEHEHME Ucnpas/ieHnii B npolecce paboTbl OTPULATENBHO B/IMSIET HA NPON3BOANTENBHOCTL, HE
pekomeHayeTcsa ncnonb3oBatb -mhotpatch, a paspewatb 370 4115 OTAEAbHbLIX OYHKLMIA MO Mepe
HEeo6XxoANMOCTMN.

B Red Hat Enterprise Linux 7.1 aTa Q)yHKUMOHa/IbHOCTb NOAAEPXMBAETCHA MNOSTHOCTLIO.

PAPI

Red Hat Enterprise Linux 7 nogaepxusaet PAPI (Performance Application Programming Interface) —
KpoccnnatopMeHHbIi MHTepdenc An1a aHamsa NPon3BoaUTENIbHOCTU COBPEMEHHbLIX MUKPONPOL,ECCOPOB.
[ns oTcnexuBaHns cobbiTnii PAPI ncnonb3yeT cyeTumku, npeactaBnsiolme coboi Habopbl PErncTpoB, YTO
LUMPOKO NpUMEHSETCH ANS aHaIn3a u onTuMmnsaLmMm Nnpou3BoaNTEIbHOCTH.

In Red Hat Enterprise Linux 7.1 PAPI and the related 1ibpfm libraries have been enhanced to provide
support for IBM Power8, Applied Micro X-Gene, ARM Cortex A57, and ARM Cortex A53 processors. In
addition, the events sets have been updated for Intel Haswell, Ivy Bridge, and Sandy Bridge processors.

OProfile
OProfile — cpeacTtBo npodmnnpoBaHmsa cuctem Linux gns céopa ctaTucTMku B OHOBOM pexnme. B

Red Hat Enterprise Linux 7.1 Bowwna Bepcus OProfile, coBmectumas ¢ npoueccopamu Intel Atom C2XXX,
Intel Core 5-ro nokoneHus, IBM Power8, AppliedMicro X-Gene n ARM Cortex A57.

OpenJDK8

Red Hat Enterprise Linux 7.1 BkaoyaeT nakeTbl java-1.8.0-openjdk ¢ nocnegHei Bepcuein oTKpbITOM
peanunsaumm Java SE 8 — OpenJDK 8. 3Tu nakeTbl MOryT yCTaHaB/MBaTLCA NapasinenbHo ¢ java-1.7.0-
openjdk.

Java 8 npefocTaBnsieT MHOXEeCTBO HOBbIX (DYHKUWIA, B TOM YMC/ie HOBble CTaHAapTHbIe MeToApl, Nambaa-

BblpaxeHus, Stream API, JDBC 4.2, annapaTHyto nognepxky AES v ap. Jpyrve ycosepLUeHCTBOBaHUA Y
ucnpasseHus OpenJDK8 onTMnU3MpyOT NPOU3BOAUTENIBHOCTL NPU paspaboTke 1 3anycke nporpamMm Java.

Sosreport n snap

®YHKUMOHaNILHOCTb YCTapeBLUeil MporpaMMbl Snap 13 naketa powerpc-utils 6bina nHTerpupoBaHa B
sosreport.

GDB u PowerPC 64-61T ¢ npAMbIM NOpsAAAKOM GalnTOB

GDB Tenepb nogaepxmeaeT 64-6UTHY0 apxuTekTypy PowerPC ¢ npAMbIM nopsagkom 6aitos (0T miajLero
K cTapwemy).

Tuna
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Mpu nomoLLmM yTuanTbl Tuna MOXHO KOPPEKTUPOBaThL perynnpyemble napameTpbl NaaHUpPOoBLLMKa, B TOM
yncne npasuaa NaaHMpoBaHus, npuoputeT RT, NpUBA3KY K NpoLeccopam U T.N. Y Ay4dlleHHbIn nHTepdeiic
Tuna Tenepb 3anpaluvMBaeT aBTopU3aLMio root nNpu 3anycke — TakMMm 06pa3om, He TpebyeTca 3anyckarb
pabounii cToN B pexume root, 4Tobbl 3anycTnTb Tuna. NogpobHoe 06CyXAeHEe MOXHO HaTU B
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Trusted Network Connect

B Red Hat Enterprise Linux 7.1 go6aBneHa akcnepumeHTasibHasa nogaepxka ctaHgapta TNC (Trusted
Network Connect), ucnonb3yemoro B koMouHauum ¢ TLS, 802.1X n IPsec Ans 3amutbl KOHEYHbIX Y3/10B.
TNC npoBepsieT cTaTUCTUKY CUCTEMbI (faHHble 0 KOHGUrypauum onepaunoHHON CUCTeMbI, CIINCKA
YCTaHOBJ/IEHHbIX MNAaKeTOB U T.N.) U ONpeaenseT ypoBeHb AOCTyNa K CeTU No pesysbTataMm aHasm3a.

SR-I0V u glcnic

[pansep qlcnic nogaepxmBaeT aKCNEpMMEHTasIbHbIN BapuaHT TexHonorum SR-IOV (Single Root I/0O
Virtualization). 9Ta oyHKUMOHa/ILHOCTE NpefocTaBniseTca Ha 6a3e QLogic, N03TOMY OT3bIBbl U1
npeanoxexus crnegyet otnpaenate Red Hat n QLogic. OctanbHble hyHKLMK glcnic noaaepxvBatoTcs
NOSIHOCTLIO.

PunbTp NnaketoB Berkeley

B Red Hat Enterprise Linux 7.1 go6asneHa nogaepxka aHannsaTtopoB Tpaduka Ha 6ase BPF (Berkeley
Packet Filter). BPF ucnonb3yetca ana dgunbTpaunmn nakeToB Ha YpOBHE COKETOB, a Takxe B seccomp u
Netfilter. BoratbIli cuHTakcuc BFP npegnaraeT Wnpokne BO3MOXHOCTU NO co34aHno OnAbTPOB.

CTabunbHOCTb PaboThbl YacoB

PaHblLUe OTKNHOUEHNE peXxnma AMHaMUYEeCKNX NPepbIBaHNI MOr/10 yy4YwnTb PaboTy CUCTEMHbIX Yacos (C
nomoupto napameTpa agpa nohz=off). B agpe Red Hat Enterprise Linux 7.1 cTabuibHOCTb pa6oThl
CUCTEMHbIX YacoB 6blfia CYLECTBEHHO onTMu3snposaHa n nohz=off He nmeeT 601bLLOroO 3HAYEHUS. ITO
0CO6EHHO ynyylaeT 3odIEKTUBHOCTb NPOrpamMM CUHXPOHM3aL MK BpEMEHU, UCNONb3YyowWmx PTP 1 NTP.

Libnetfilter_queue
Bubnunoteka libnetfilter_queue npegoctasnset APl gna ynpasieHus naketamu, KoTopble 6blav

NnocTaB/1IEHbLI B o4epeib (*)I/I]'IprOM naketos aapa. ®PyHKUUM BKNKOYAKT U3BNeYEeHNEe NakeToB U3 oyepenmn
noagcnucTemsbl nfnetlink_queue, nx aHaqni, "smMmeHeHne 3aros1IoBKOB 1 BCTaBKY Y)XX€ N3MEHEHHbIX MaKeToB.

Libteam

libteam o6HOBEH 0 Bepcun 1.14-1 1 BKIKOYAET LEesblid psf ucnpasieHuii u 4onosHeHnn. Tak, B
yacTHocTu, systemd Tenepb MOXeT aBTOMaTU4eckn 3anyckaTb teamd, 4To B Lle/IOM NOBbIWAET
NpPOU3BOAUTESTbHOCTb.

Intel QuickAssist
Lo6asneH gpaiisep Intel QAT (QuickAssist Technology) ansa nogaepxkn obopyaosaHmsa QuickAssist, uto

NO3BOJIAET MHTETPUPOBaTh anmnapaTHble quHKLI'VII/I YCKOPEHNA B I'IpOFpElMMHbIVI ,D.I/I3aI7IH C Lenbio nosblleHnA
npon3BognNTESIbHOCTW.

Timemaster B kKom6uHauum PTP ¢ NTP
MakeT linuxptp o6HOBMEH 00 Bepcumn 1.4. Cpeamn Npoyero, OH NoaaepXnBaeT nepexos oT CUHXPOHMU3aL MK

yacos ¢ fomeHamu PTP k NTP npuv nomoLy timemaster. Mpy HaNU4MmM HECKOBbKNX foMeHOB PTP nnu npu
HeobxoaumocTu oTkaTa kK NTP, timemaster BbibepeT Hanbo1ee TOUHbIN UCTOYHUK BPEMEHN U3 AOCTYMHbIX
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BapnaHTOB.

CueHapuv HULManmsauum ceTeBbiX NOAKMIOUEHWN

Red Hat Enterprise Linux 7.1 gonyckaeTt UCMNo/ib30BaHne Npou3BosibHbIX MMeH VLAN. Mogaepxka IPv6 B
TyHHenAX GRE ynydlleHa: BHYTPEHHUIA agpec nocse nepesarpyskm He MeHseTCs.

OTtcpouka otBetoB ACK B TCP

Iproute No3BonseT 0TCPOUNTL OTNpPaBky ACK, crpynnvpoBaBs ero ¢ Apyrumu otsetamm ACK, TeM cambIv
COKpPaTUB HArpy3ky. Tu OYHKLUUN KOHTPONMPYIOTCS koMaHaoli ip route quickack.

NetworkManager

NetworkManager B Red Hat Enterprise Linux 7.1 nogaepxvBaeT napameTp lacp_rate. Takke
CYLLLECTBEHHO YMpPOLLEHO NeperMeHoBaHe YCTPOMCTB Npu NeperMeHoBaHn MacTep-nuHtepderica u
NOAYMHEHHBIX MHTEPENCoB.

Ecnv npu nonbiTke aBToMaTmyeckoro noaknoveHnsi NetworkManager o6HapyXun HECKOMbKO
noTeHUMasbHbIX BapraHToB, 6yAeT BbIopaHO coeanHeHne ¢ Hanbosiee BbICOKMM NpuoputeToM. Ecnm Bce
COEeIMHEHUSI UMEIOT OAMHAKOBbLIV NPUOPUTET, N0 YMONYaHWio ByeT BbiopaH Hanbonee akTUBHbIA KaHas.

VTI
B Red Hat Enterprise Linux 7.1 go6asneHa nogaepxka uHmepgelicos supmyasnbHsix myHHenel (VTI, Virtual

Tunnel Interface), 4To genaeT BO3MOXHbIM NpoxoxaeHve Tpagmka VTl B pasHbix MpocTpaHCTBaX UMEH Npu
NHKaNCynsiuum n N3BievyeHnmn nakeTos.

KoHndpurypauma MemberOf
Kondourypaumio mogyns MemberOf anga 389 Directory Server Tenepb MOXHO pa3MeCTUTb HE B TOJIbKO B

cn=config, HO 1 B 0TAENbHOW 061acTh B 6a3e AaHHbIX. Takoe LeHTpa/IM3oBaHHOe pacrosioxeHue obneryaet
KonupoBaHue KoHgurypaumm Member0f Ha macTep-cepBepbl.
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The Docker project is an open-source project that automates the deployment of applications inside Linux
Containers, and provides the capability to package an application with its runtime dependencies into a
container. It provides a command-line tool for the life cycle management of image-based containers. Linux
containers enable rapid application deployment, simpler testing, maintenance, and troubleshooting while
improving security. Using Red Hat Enterprise Linux 7 with containers allows customers to increase staff
efficiency, deploy third-party applications faster, enable a more agile development environment, and manage
resources more tightly.

Red Hat Enterprise Linux 7.1 ships with docker version 1.4.1, which includes a number of new features,
security fixes, patches and changes. Highlights include:

The ENV instruction in the Dockerfile now supports arguments in the form of ENV name=value
name2=value2 ...

An experimental overlayfs storage driver has been introduced.

An update is included for CVE-2014-9356: Path traversal during processing of absolute symlinks.
Absolute symlinks were not adequately checked for traversal which created a vulnerability via image
extraction and/or volume mounts.

An update is included for CVE-2014-9357: Escalation of privileges during decompression of LZMA (.xz)
archives. Docker 1.3.2 added chroot for archive extraction. This created a vulnerability that could allow
malicious images or builds to write files to the host system and escape containerization, leading to
privilege escalation.

An update is included for CVE-2014-9358: Path traversal and spoofing opportunities via image identifiers.
Image IDs passed either via docker load or registry communications were not sufficiently validated. This
created a vulnerability to path traversal attacks wherein malicious images or repository spoofing could
lead to graph corruption and manipulation.

Red Hat provides platform container images for building applications on both Red Hat Enterprise Linux 6 and
Red Hat Enterprise Linux 7.

[lononHnTenbHO Npeanaraetcs npunoxexHme Kubernetes ons ogHoBpeMeHHOro ynpasneHusi rpynnamm

Linux containers are supported running on hosts with SELinux enabled. SELinux is not supported when the
/var/lib/docker directory is located on a volume using the B-tree file system (Btrfs).

11.1. Components of docker Formatted Containers

The docker container format works with the following fundamental components:

KoHmeliHep — 1N30/11MpoBaHHbI 3K3eMM/IAP onepauyoHHON cucTeMbl Ha 6a3e obpasa. MNpwu 3anycke
KOHTelHepa 13 obpasa byaeT fobaBneH AoMNOSHUTENbHbLIA Cnoil obpasa. CaenaHHble B KOHTEHepe
N3MEHEHM MOXHO COXpPaHWUTb B HOBbI C/101 o6pa3a npu nomowm komaHasl docker commit.

O6pa3 — CTaTUYecKnin CHUMOK KOH(UIypaLumn KoHTeliHepa, AOCTYNHbIA TOMbKO ANs YTeHUs. I3MeHeHus
6yayT NPUMEHATLCS K 06pa3y Ha BEPXHEM C/10€, NOC/Ie YEro ero MoXHo 6yAeT COXPaHWTb B HOBbIi
o6pas. O6pa3 MOXET ObITb CBA3AH C OAHVMM UM HECKOSTbKUMW POANTETbCKUMI 0B6pa3amu.
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Platform Container Image — an image that has no parent. Platform container images define the runtime
environment, packages, and utilities necessary for a containerized application to run. The platform image
is read-only, so any changes are reflected in the copied images stacked on top of it. See an example of

Peecmp — nonHblii KOMNIEKT 06pa3oB. PeecTp MOXET 6bITb OTKPLITLIM UM 3aKPbITbIM. B HEKOTOpble
peecTpbl MOXHO [406aB/siTb 06pasbl, TEM CambIM paspeLlas ux 3arpysky Apyrumuy nosib30BaTensiMm.

Dockerfile — dpaitn koHdurypauum ¢ kKomaHgamm c6opkn 06pas3oB. C ero NOMOLLbI0 MOXHO
CTaHAapPTU3MPOBaTh U aBTOMATU3MPOBATb NPOLEecc COOPKAU.

Container
(writable, running application A)

Layered Image 2

Layered Image 1

Platform Image
(Runtime Environment)

PucyHok 11.1. epapxusa o6pasos B Docker

11.2. Advantages of Using Containers

The Docker project provides an API for container management, an image format, and the possibility to use a
remote registry for sharing containers. This scheme benefits both developers and system administrators with
advantages such as:
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Bbicmpoe pa3gepmbisaHue npusioxeHul: MUHUMasbHble TPEGOBaHMS KOHTEHEPOB K pa6ouemy
OKPYXXEHWIO MO3BO/ISIOT NOALEPKMBATL HEBO/TbLLOK pasmep KOHTeliHepa 1 GbICTPO ero pasBepHyTh.

KpoccnnamgbopmeHHOCMb : NPUIOXEHWE N €0 3aBUCMMOCTU MOTYT ObITb YakoBaHbl B
nnaTd)opMOHe3aBMCKMbI KOHTENHEP 1 NEPEHECEHBI HA APYroli KOMNbITEP ¢ noaaepxkoi Docker.

KoHmposnb sBepculi u MHO20KpamHoe ucnosib308aHuUe KOMNOHEHMOB: NPN HE0OX0ANMOCTU MOXHO
BbINO/IHUTL OTKAT K NpeAblAyLleil BEpCUM KOHTEHEpPa UM CPaBHUTL BEPCUU C Lie/Ibio onpeaesieHns
pasnmuunii. HoBbI KOHTEMHEpP co3daeTcs Ha 6a3e npedblayLero ¢ y4eToM pas/imumii — aTo u
obecneynBaeT UX NIEFKOBECHYIO CTPYKTYpPY.

CosmMecmHbIl docmyn. 4TobObl NOAENTLCSA KOHTENHEePOM C APYrMMI Nob30BaTeIAMU, MOMECTUTE ero B
yAa/1eHHbI peno3nTopuin — peectp. PeecTpbl MOTYT ObITb 06LLEA0CTYNHLIMWA U 3aKPbITbIMU.

JlezkosecHasi cmpykmypa U MUHUMa/IbHble U30epXKu: pa3BepTbiBaHue 06pa3oB Docker nponcxoaut
6bICTPO, Tak Kak OHW HE 3aHMMAKT MHOIO MecTa.

Jleezkocmb o6cnyxusaHusi: Docker cylecTBEHHO yNpoLLaeT NPoLEeCC paspeLleHmnst 3aBUCMOCTEN 1
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YMeHbLIaeT PUCK NX HapyLUEHNA.

11.3. CpaBHeHue ¢ BUPTya/ibHbIMU MallMHaMun

Virtual machines represent an entire server with all of the associated software and maintenance concerns.
Containers provide application isolation and can be configured with minimum run-time environments. In a
container, the kernel and parts of the operating system infrastructure are shared. For the virtual machine, a
full operating system must be included.

[lnsi co3aaHusl BUPTYaslbHOW CUCTEMbI HEOBXOAMMO YCTAHOBUTL MOJTHYI0 BEPCUIO ONepaLyiOHHO
CUCTEMbI, YTO CYLLECTBEHHO YBE/IMUMBAET HArpy3Ky, B TO BPEMS KaK CO3/laHNe 1 yaanieHne KOHTeliHepoB
He TpebyeT 3HaUNTENbHbIX PECYPCOB.

KoHTeiiHepbl He 3aHMaloT MHOTO MecTa, NO3TOMY Ha OJHOM M TOM Xe XOCTe Bbl CMOXeTe pa3MecTuTb
60/1blLEe KOHTEHEPOB YEM BUPTYasIbHbIX MaLLIVH.

KoHTeiiHepbl NCNo/b3yT CUCTEMHbIE PECYPCbl COBMECTHO, TO €CTb BbINO/IHEHNE Pa3HbIX 3K3EMMNISPOB
O[HOT0 NPUIOXEHWS B KOHTEHEpPaX He TpebyeT Ay6/IMPOBaHNsSt OAHUX U TeX e 6ubnnoTek. B cBow
ouyepenpb, BUPTyasibHble MalLNHbI MO/IHOCTbIO M30/IMPOBAaHbI OT APYruX.

BupTyasibHble MaluMHbl MOXHO NEPEHOCUTb C OAHOIO XOCTa Ha ApPYroii, He npepbiBas paboTy, 4T
HEBO3MOXHO /151 KOHTEliHEPOB — WX Hal0 6yAeT OCTaHOBUTL.

Mpexae Yem caenaTb BbIGOP B NO/Mb3Y KOHTENHEPOB UV BUPTYa/IbHbIX MALUVH, B K&XKA0M UHAVBUAYAIbHOM
c/lyyae Hado TOYHO cchopMUPOBATL CBOU TPeBOBaHWS 1 OLEHWUTL NOCNEACTBUS.

11.4. Using Containers on Red Hat Enterprise Linux 7.1

Packages containing docker, kubernetes, and registry software have been released as part of the Extras
channel in Red Hat Enterprise Linux. Once the Extras channel has been enabled, the packages can be

Red Hat provides a registry of platform container images and Red Hat Atomic Container Images. This registry
provides base images for building applications on both Red Hat Enterprise Linux 6 and Red Hat
Enterprise Linux 7 and pre-built solutions usable on Red Hat Enterprise Linux 7.1 with Docker. For more

11.5. Containers with the LXC Format Have Been Deprecated

The following LXC packages, which contain Linux resource containers, are deprecated starting with Red Hat
Enterprise Linux 7.1:

libvirt-daemon-driver-Ixc
libvirt-daemon-Ixc

libvirt-login-shell
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The Linux container functionality is now focused on the docker management interface (docker command-line
interface). Please note: It is possible that the listed LXC packages will not be shipped with future releases of
Red Hat Enterprise Linux, as they may be considered for formal removal.
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Manual Backup and Restore Functionality

This update introduces the ipa-backup and ipa-restore commands to Identity Management (IdM),
which allow users to manually back up their IdM data and restore them in case of a hardware failure. For

Mepexog oT WinSync K OTHOLIEHUSIM AoBepust

This update implements the new ID Views mechanism of user configuration. It enables the migration of
Identity Management users from a WinSync synchronization-based architecture used by Active
Directory to an infrastructure based on Cross-Realm Trusts. For the details of ID Views and the

One-Time Password Authentication

One of the best ways to increase authentication security is to require two factor authentication (2FA). A very
popular option is to use one-time passwords (OTP). This technique began in the proprietary space, but over
time some open standards emerged (HOTP: RFC 4226, TOTP: RFC 6238). Identity Management in Red Hat
Enterprise Linux 7.1 contains the first implementation of the standard OTP mechanism. For further details,

UHTerpauua SSSD c CIFS

A plug-in interface provided by SSSD has been added to configure the way in which the cifs-utils utility
conducts the ID-mapping process. As a result, an SSSD client can now access a CIFS share with the same
functionality as a client running the Winbind service. For further information, see the documentation in the

ipa-cacert-manage renew

The ipa-cacert-manage renew command has been added to the Identity management (IdM) client,
which makes it possible to renew the IdM Certification Authority (CA) file. This enables users to smoothly
install and set up IdM using a certificate signed by an external CA. For details on this feature, see the ipa-
cacert-manage(1) manual page.

KoHTponb goctyna Ha cepBepe IDM

It is now possible to regulate read permissions of specific sections in the Identity Management (IdM) server
Ul. This allows IdM server administrators to limit the accessibility of privileged content only to chosen users.
In addition, authenticated users of the IdM server no longer have read permissions to all of its contents by
default. These changes improve the overall security of the IdM server data.

OrpaHuyeHune gocTyna K oMeHam

The domains= option has been added to the pam_sss module, which overrides the domains= option in the
/etc/sssd/sssd. conf file. In addition, this update adds the pam_trusted_users option, which allows
the user to add a list of numerical UIDs or user names that are trusted by the SSSD daemon, and the
pam_public_domains option and a list of domains accessible even for untrusted users. The mentioned
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additions allow the configuration of systems, where regular users are allowed to access the specified
applications, but do not have login rights on the system itself. For additional information on this feature, see

ABTOMaTMUecKaa KOHurypauus nposaigepa AaHHbIX

ipa-client-install no ymonuyaHuio ncnonb3lyet SSSD B kKauecTBe npoBangepa AaHHbix Anga sudo. 310
noesefeHne MOXHO OTK/IIOYMTbL NPY MOMOLLM KkoYa - -ho -sudo. HoBkI napaMeTp - -nisdomain
onpegenset umsa gomeHa NIS, KoTopoe 6yaeT UCnonb30BaTbCA NpU yCTaHoBKe KnneHTta IDM, a - -
no_nisdomain nponyckaeT ero HacTporkKy. Ecnv HM 0AnH N3 3TUX NapaMeTpPOB He yKalaH, 6yaeT BblopaH
nomeH IPA.

Mposaiigepbl AD u LDAP ansa sudo

MpoBaiigep AD obecneumBaeT nogkntodeHne k cepsepy Active Directory. Red Hat Enterprise Linux 7.1
npeanaraeT akcnepuMeHTaslbHYI0 Noaaepxky nposaiigepa AD B kombuHaumm ¢ LDAP. YTo6bI BKIOUNTL 3Ty
BO3MOXHOCTh, B sssd.conf gob6asbte sudo_provider=ad B cekunn gomeHa.

32-bit Version of krb5-server and krb5-server-ldap Deprecated

The 32-bit version of Kerberos 5 Server is no longer distributed, and the following packages are
deprecated starting with Red Hat Enterprise Linux 7.1: krb5-server.i686, krb5-server.s390, krb5-server.ppc,
krb5-server-ldap.i686, krb5-server-ldap.s390, and krb5-server-ldap.ppc. There is no need to distribute the 32-
bit version of krb5-server on Red Hat Enterprise Linux 7, which is supported only on the following
architectures: AMD64 and Intel 64 systems (x86_64), 64-bit IBM Power Systems servers (ppc64), and IBM
System z (s390x).
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Scap-security-guide

MakeT scap-security-guide npegocTasnsieT pekomeHgaumm cneundmkaunm SCAP (Security Content
Automation Protocol), cTaHaapTHble Npouan, MexaHu3Mbl NPOBEPKM U HEOBXOAUMbIE AaHHble ANs
NpPOBEPKM COOTBETCTBUS CUCTEMbI TPEOOBaHMSIM 6e30MacHOCTM (TEKCTOBOE OnncaHne 1 aBToMaTnyecKuii
TecT). ABTOMaTUYECKUI TECT MOXET BbIMOSTHATLCA PErYNsSpHO, TeM caMbliM ob6ecneymBast ya06HbIA 1
HaAeXHbI MeTo, NPOBEPKM.

The Red Hat Enterprise Linux 7.1 version of the SCAP Security Guide includes the Red Hat Corporate
Profile for Certified Cloud Providers (RH CCP), which can be used for compliance scans of Red Hat
Enterprise Linux Server 7.1 cloud systems.

Also, the Red Hat Enterprise Linux 7.1 scap-security-guide package contains SCAP datastream content
format files for Red Hat Enterprise Linux 6 and Red Hat Enterprise Linux 7, so that remote compliance
scanning of both of these products is possible.

The Red Hat Enterprise Linux 7.1 system administrator can use the oscap command line tool from the
openscap-scanner package to verify that the system conforms to the provided guidelines. See the scap-
security-guide(8) manual page for further information.

SELinux

B Red Hat Enterprise Linux 7.1 ctpaterua SELinux nogsepriacb U3MeHeHUsAM: CePBUCHI, A/151 KOTOPbIX He
6b11K onpegeneHsl Npasuia, paboTaswre B JomeHe init_t, Tenepb 6yayT BLINOMHATLCA B JOMEHE

OpenSSH

Komnnekt OpenSSH o6HOBNEH A0 Bepcumn 6.6.1p1.

[o6aBrieHa nogaepxka ooMeHa Knoyammy B COOTBETCTBUM € anroputmom Juddu - XennmaHa Ha
S/UIMNTUYECKNX KPUBBLIX CUurve25519. 3TOT METO NCMNOJIb3YeTCH N0 YMONYaHNI0 CEPBEPOM U KITMEHTOM
npwv ycrioBuw, 4YTO OHU €ro nogaepxunsatot.

[ob6aBneHa nogaepxka onTMMM3MPOBaHHOrO No 6bicTpogencTeuto anroputma Ed25519 Ha
SNNUNTUYECKUX KPUBBIX, KOTOPBIN MOXET UCMO0/b30BaTbCA A5 pacyeTa Kn4eli Kak Ha CTOPOHE K/IMEHTa,
Tak 1 XxocTa, 1 obecneumBaeT 6051ee BbICOKUIA yPOBEHb 3aLUMThl N0 cpaBHeHW0 ¢ ECDSA 1 DSA.

[ob6aBneH HOBbI oopMaT 3aKpbITOro k4a Ha 6ase berypt. Knoun Ed25519 ncnonb3yoT 3ToT
doopmart no ymosiHaHuto.

Hosblli wincp chacha20-poly1305@openssh.com 06beanHseT NOTOUHbIA Wndp ChaCha2e u koa
ayTteHTudmkaumm coobuieHnii Poly1305.

Libreswan

Libreswan, oTkpbiTaa nporpammMHas peanmsauusa VPN Ha 6a3e IPsec, 06HoBMeHa A0 Bepcun 3.12.
Jlo6aBneHbl HOBbIE LWNIPSI.

IKEv2 support has been improved.
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/SELinux_Users_and_Administrators_Guide/sect-Security-Enhanced_Linux-Targeted_Policy-Unconfined_Processes.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/SELinux_Users_and_Administrators_Guide/index.html
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IKEv1 v IKEV2 noAepXumBatoT Lenoykn NpoMeXyTOUHbIX CEPTUINKATOB.
OnTMMN3NPOBAHO YyrpaBs/ieHNe coeLMHEHUAMM.

Yny4dweHa coBmecTumocTb ¢ OpenBSD, Cisco n Android.
YcoBepLueHCcTBOBaHa nogaepxka systemd.

[ob6aBneHa nogaepxka xalwnpoBaHHbIx 3anpocoB CERTREQ 1 cTaTUCTukn Tpaduka.

Trusted Network Connect

The Trusted Network Connect (TNC) Architecture, provided by the strongimcv package, has been updated
and is now based on strongSwan 5.2.0. The following new features and improvements have been added to
the TNC:

The Attestation Integrity Measurement Collector (IMC)/Integrity Measurement Verifier (IMV) pair now
supports the IMA-NG measurement format.

Attectauus IMV nogaepxmsaet TPMRA (TPM Remote Attestation).
Lob6asnena nogaepxka REST APl ¢ SWID IMV Ha 6a3e JSON.

The SWID IMC can now extract all installed packages from the dpkg, rpm, or pacman package

2:2014 standard.

The 1ibtls TLS 1.2 implementation as used by EAP- (T)TLS and other protocols has been extended
by AEAD mode support, currently limited to AES-GCM.

Improved (IMV) support for sharing access requestor ID, device ID, and product information of an access
requestor via a common imv_session object.

WcnpasneHsl owmnbkn B npotokonax IF-TNCCS (PB-TNC, IF-M (PA-TNC)) 1 B 0S IMC/IMV.

GnuTLS

CsobogHas pean3svauma GnuTLS ans npotokonos SSL, TLS n DTLS o6HoBneHa ao Bepcun 3.3.8.
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[obaBneHa nogaepxka DTLS 1.2.
[lobaBneHa nogaepxka pacwumpeHus ALPN (Application Layer Protocol Negotiation).

OHTI/IBVIpOBaHa pa60Ta KOMMN1EKTOB mmcprBava, ncnosb3yrvwmnx anroputMmbl Ha OCHOBe
A/ITNNTUYHECKNX KPUBbIX.

[o6aBneHbl Wndgpbl RSA-PSK 1 CAMELLIA-GCM.
Lob6asneHna nogaepxka TPM (Trusted Platform Module).

[lob6asneHa nogaepxka cmapT-kapT PKCS#11 1 ynydlleHa nogaepxka annapartHbix mogyneii HSM
(Hardware Security Modules).

Yny4uweHo cooTBeTCcTBUE TpeboBaHMSAM hedepanbHbix cTaHaapToB FIPS 140 (Federal Information
Processing Standards).


http://www.rfc-editor.org/info/rfc7171
https://github.com/strongswan/swidGenerator

CnaBa 14. Pabouee OKpyeHune

FnaBa 14. PaGouee OKpyXXeHune

Mopapepxka ctepeonsodpaxeHnii Quad Buffered OpenGL

GNOME Shell n Mutter Tenepb gonyckatoT ncnonb3oBaHne Quad Buffered OpenGL Ha nogaepxvsaeMom
obopyposBaHun. [n1s aToro notpebyetcs yctaHoBuTbL Apansep NVIDIA 337 v Bbllwue.

MpoBaiigepbl ceTeBbIX YYETHbIX 3anucemn

B gnome-online-accounts no6aBneH kno4 org.gnome.online-accounts.whitelisted-providers
ansa GSettings, onpegensoLwmnini CnMcok NpoBaiepoB CeTEBbLIX YUETHbIX 3anucelt, KOTopble AO/DKHbI ObITb
BK/IHOYEHbI BO BpeMS 3anycka. Taknum 06pa3oM, agMUHICTPATOP MOXET KOHTPOIMpoBaTh Aob6aBneHue
npoBsaingepos.
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NnaBa 15. Moapgepixka paboTocnoCOOGHOCTU

MukpooTtueTbl ABRT

In Red Hat Enterprise Linux 7.1, the Automatic Bug Reporting Tool (ABRT) receives tighter integration
with the Red Hat Customer Portal and is capable of directly sending micro-reports to the Portal. ABRT
provides a utility, abrt -auto-reporting, to easily configure user's Portal credentials necessary to
authorize micro-reports.

The integrated authorization allows ABRT to reply to a micro-report with a rich text which may include

possible steps to fix the cause of the micro-report. For example, ABRT can suggest which packages are
supposed to be upgraded or offer Knowledge base articles related to the issue.
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https://access.redhat.com/articles/642323

Mnaea 16. NMporpaMmmMmHble Konnekuuu

MnaBa 16. NporpamMmmMHble KO/1eKuUun

Komnnekt Red Hat Software Collections Bk/itouaeT B CBOI1 COCTaB psif, AMHAMUYECKUX S3bIKOB
nporpamMmmypoBaHusi, cepBepoB 6a3 AaHHbIX Y OTHOCALLMXCA K HAM NakeToB, KOTOPble MOXHO YCTaHOBUTb B
Red Hat Enterprise Linux 6 n Red Hat Enterprise Linux 7 Ha nnatcopmax AMD64 u Intel 64.

Red Hat Software Collections He cTaBUT Le/ibio 3aMeHUTb CTaHAapTHbIE CUCTEMHbIE MHCTPYMeEHThI Red Hat
Enterprise Linux.

MexaHun3m cbopku naketoB B Red Hat Software Collections nocTpoeH Ha 6a3e scl, 4To No3BONSET Bbl6paTh
KOHKPETHYIO BEPCUIO MHTEPECYIOLLENO NakeTa.

BaxHo

Linkn nognepxkn Red Hat Software Collections 3HauntensHo kopode Red Hat Enterprise Linux.
Bonee nogpo6HO 06 3TOM pacckasaHo Ha cTpaHuue XKu3HeHHbIn Uk Red Hat Software Collections.

Red Hat Developer Toolset Tenepb BxoauT B cocTaB Red Hat Software Collections B kauecTBe oTAe/IbHOA
Konnekumun. B ero coctas BoLwM kKoMnNunsaTopsl 1 oTnaguuk GNU, nnatdopma paspaboTtku Eclipse n gpyrue
WNHCTPYMEHTbI pa3paboTkn, OTNaAKN U KOHTPO/IS MPOM3BOANUTENBHOCTY.

MO/HbIV CNMCOK NPOrpamMM B KOMMJIEKTE, @ Takke 0630p U3BECTHbLIX MPOGIEM U MHCTPYKLMN MOXHO HaTK
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https://access.redhat.com/site/support/policy/updates/rhscl
https://access.redhat.com/documentation/en-US/Red_Hat_Software_Collections
https://access.redhat.com/documentation/en-US/Red_Hat_Developer_Toolset
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NnaBa 17. Red Hat Enterprise Linux for Real Time

Red Hat Enterprise Linux for Real Time is a new offering in Red Hat Enterprise Linux 7.1 comprised of a
special kernel build and several user space utilities. With this kernel and appropriate system configuration,
Red Hat Enterprise Linux for Real Time brings deterministic workloads, which allow users to rely on
consistent response times and low and predictable latency. These capabilities are critical in strategic
industries such as financial service marketplaces, telecommunications, or medical research.

For instructions on how to install Red Hat Enterprise Linux for Real Time, and how to set up and tune the
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 https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux_for_Real_Time/7/html/Installation_Guide/index.html

YacTtb Il. paiiBepbl

YacTsb Il. ApaiiBepbl

B aToli rnaee o6cyxaarTca nsmeHeHus gparsepos B Red Hat Enterprise Linux 7.1.
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NnaBa 18. [paiiBepbl YCTPOMNCTB XpPaHEeHUSA

hpsa o6HoBneH go Bepcun 3.4.4-1-RH1.

gqla2xxx o6HoBMeH go Bepcun 8.07.00.08.07.1-k1.
gladxxx o6HoBneH go sBepcun 5.04.00.04.07.01-kO.
glcnic o6HoBNEH A0 Bepcun 5.3.61.

netxen_nic o6HoBNeH o Bepcun 4.0.82.

glge o6HOBNEH A0 Bepcun 1.00.00.34.

bnx2fc o6HoBNeH 0 Bepcun 2.4.2.

bnx2i o6HoBNEH Ao Bepcun 2.7.10.1.

cnic o6HoBMEH o Bepcum 2.5.20.

bnx2x o6HoBNEH Ao Bepcumn 1.710.51-0.

bnx2 o6HOBMEH 00 Bepcumn 2.2.5.

megaraid_sas o6HoBeH o Bepcun 06.805.06.01-rcl.
mpt2sas o6HoBMEH go Bepcun 18.100.00.00.

ipr o6HoBneH Ao Bepcun 2.6.0.

B Red Hat Enterprise Linux 7 66111 BK/IOYEHbI NakeTsl Kmod-Ipfc, 4yTo o6ecneyvnsio cTabusibHOCTb Npu
ucnons3osaHum Ipfc ¢ agantepamun FC n FCoE. Apaiisep 1pfc o6HoBneH fo sBepcun 0:10.2.8021.1.

be2iscsi o6HoBMeH 0o Bepcumn 10.4.74.0r.

nvme o6HoBNeH ao Bepcun 0.9.
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NnaBa 19. CeTeBble gpaiBepbl

bna o6HoBNeH go Bepcun 3.2.23.0r.
cxgh3 o6HoBNeH Ao Bepcun 1.1.5-ko.
cxgh3i o6HoBNeH o Bepcun 2.0.0.
iw_cxgh3 o6HoBeH oo Bepcum 1.1.
cxgh4 o6HoBNeH Ao Bepcun 2.0.0-ko.
cxgb4vf ob6HoBNEH o Bepcun 2.0.0-ko.
cxgh4i o6HoBNeH o Bepcun 0.9.4.
iw_cxgh4 o6HoBneH oo Bepcum 0.1.
€1000e 06HOBNEH A0 Bepcun 2.3.2-k.
igb o6HOBNEH oo Bepcun 5.2.13-k.
igbvf o6HoBNEH Ao Bepcun 2.0.2-k.
ixgbe o6HOBNEH A0 Bepcun 3.19.1-k.
ixgbevf o6HOBNEH A0 Bepcun 2.12.1-k.
i40e o6HoBMEH 0o Bepcum 1.0.11-k.
i40evf o6HoBNeH o Bepcun 1.0.1.
€1000 o6HoBEeH 0 Bepcumn 7.3.21-k8-NAPI.
mlx4_en 06HOBMEH A0 Bepcun 2.2-1.
mlx4_ib o6HoBNEH A0 Bepcun 2.2-1.
mlx5_core o6HOB/EH 0 Bepcumn 2.2-1.
mlx5_ib o6HoBNEH A0 Bepcun 2.2-1.
ocrdma o6HoBNEH A0 Bepcun 10.2.287.0u.
ib_ipoib o6HoBNEH 0 Bepcum 1.0.0.
ib_qgib o6HoBneH go Bepcun 1.11.
enic o6HoBNeH o Bepcun 2.1.1.67.
be2net o6HoBNEH A0 Bepcun 10.4r.
tg3 o6HoB/EH o Bepcumn 3.137.

r8169 o6HoBneH o Bepcun 2.3LK-NAPI.
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NnaBa 20. Mpadhnueckue gpaiiBepbl

vmwgTx o6HOBMEH 0o Bepcum 2.6.0.0.
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YacrTts lll. Known Issues

Yactb lll. Known Issues

This part describes known issues in Red Hat Enterprise Linux 7.1.
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NnaBa 21. Installation and Booting

anaconda component, BZ#1067868

Under certain circumstances, when installing the system from the boot DVD or ISO image, not all
assigned IP addresses are shown in the network spoke once network connectivity is configured
and enabled. To work around this problem, leave the network spoke and enter it again. After re-
entering, all assigned addresses are shown correctly.
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FnaBa 22. Networking

FnaBa 22. Networking

The rsync utility cannot be run as a socket-activated service because the rsyncd@. service file
is missing from the rsync package. Consequently, the systemctl start rsyncd.socket
command does not work. However, running rsync as a daemon by executing the systemctl
start rsyncd.service command works as expected.
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https://bugzilla.redhat.com/show_bug.cgi?id=1082496
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MnaBa 23. Authentication and Interoperability

44

The latest version of the bind -dyndb-1dap system plug-in offers significant improvements over
the previous versions, but currently has some limitations. One of the limitations is missing support
for the LDAP rename (MODRDN) operation. As a consequence, DNS records renamed in LDAP
are not served correctly. To work around this problem, restart the named daemon to resynchronize
data after each MODRDN operation. In an Identity Management (IdM) cluster, restart the named
daemon on all IdM replicas.

When you restore an Identity Management (IdM) server from backup and re-initalize the restored
data to other replicas, the Schema Compatibility plug-in can still maintain a cache of the old data
from before performing the restore and re-initialization. Consequently, the replicas might behave
unexpectedly. For example, if you attempt to add a user that was originally added after performing
the backup, and thus removed during the restore and re-initialization steps, the operation might fail
with an error, because the Schema Compatibility cache contains a conflicting user entry. To work
around this problem, restart the IdM replicas after re-intializing them from the master server. This
clears the Schema Compatibility cache and ensures that the replicas behave as expected in the
described situation.

Both anonymous and authenticated users lose the default permission to read the
facsimiletelephonenumber user attribute after upgrading to the Red Hat Enterprise Linux 7.1
version of Identity Management (IdM). To manually change the new default setting and make the
attribute readable again, run the following command:

ipa permission-mod 'System: Read User Addressbook Attributes' --
includedattrs facsimiletelephonenumber


https://bugzilla.redhat.com/show_bug.cgi?id=1139776
https://bugzilla.redhat.com/show_bug.cgi?id=1186352
https://bugzilla.redhat.com/show_bug.cgi?id=1188195

naBa 24. Desktop

FnaBa 24. Desktop

The gobject-introspection library is not available in a 32-bit multilib package. Users who
wish to compile 32-bit applications that rely on GObject introspection or libraries that use it, such
as GTK+ or GLib, should use the mock package to set up a build environment for their
applications.
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https://bugzilla.redhat.com/show_bug.cgi?id=1076414
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MpunoxeHue A. ctopua nepensgaHus

N3paHwue 1.0-9.5 Thu Jan 29 2015 Yuliya Poyarkova
MoBTOpHasA ny6nnkauus.

N3paHwne 1.0-9.2 Thu Jan 29 2015 Yuliya Poyarkova
MepeBoA Ha PyCCKuii A3bIK.

N3paHwue 1.0-9.1 Thu Jan 29 2015 Yuliya Poyarkova
CuHxpoHu3saums ¢ XML 1.0-9.

N3paHune 1.0-9 Wed Jan 14 2015 Milan Navratil
MpumeyaHus K Bbinycky Red Hat Enterprise Linux 7.1

N3paHne 1.0-8 Thu Dec 15 2014 Jiti Herrmann
MpumeyaHus K Bbinycky Red Hat Enterprise Linux 7.1 Beta
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