& RedHat

Subscription Central 1-latest

Red Hat Subscription Management CT® API D
EdE

Subscription Management API ®F87], B, BLUVMNZ TNV a—FT1 V7

Last Updated: 2024-02-14






Subscription Central 1-latest Red Hat Subscription Management T® API
D& H

Subscription Management API DF2d], B, BLP IS TNYa—FT4 Y



ZEEEDBER
Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Bz

RedHat %4722 7Y avH—ERIE, RedHat®B@RICWTEH TRV FoavoBEEHE. &
H, BMIBIOHARB LI UOXELLINLAPI ZRHEL T,



=P

Bx
1. RED HAT SUBSCRIPTION MANAGEMENT CD API DR ..ot 2
2. B E D M= DB oo 2
2LHLWAT7SA Y =0 Vv DERK 2
222HILWEHI M —T Vv DERK
3. FIAETEEZR SUBSCRIPTION MANAGEMENT API AD F Z & oottt 4
A APl LT — D N T T I T A e 4
4. T5—403D S TNYa—F4vT 5
42. T5— 429D NS TV a—F4 vy 5



Subscription Central 1-latest Red Hat Subscription Management T® API O fEF

1. RED HAT SUBSCRIPTION MANAGEMENT T® API DA

YTR9) T av—ERATAPI &2 FEHRT3E. RDAETRedHat 7RV 7 3 Vv OFERRR
=L YUMRMICEH L., BEMETEET,

o BEMICHEATZY—ILZHIEHTS

o JRFLEHYTRI YT avdA Ry N)—&LYBEICEET S
o VRATLDEHFHELFL) T4 —REZYEILLT D

® RedHat ®ROERYR—MaftiGL TZIT5

Red Hat Subscription Management APl [£52 A IC OAuth2.0 ZfERAL %93, F—2 VZEEL. APIIC
TOtERATBICE. LTOBERIVEICRY XTI,

® Red Hat Subscription Manager APl Tokens R—J TEMINF 74V =0V
e U547 K~ID=rhsm-api

e | —% > URL = https://sso.redhat.com/auth/realms/redhat-external/protocol/openid-

connect/token
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https://sso.redhat.com/auth/realms/redhat-external/protocol/openid-connect/token
https://access.redhat.com/management/api
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I # offline_token="eyJhbGciOiJSUzI1NilsInR5cCIgOiA'

RDAX Y REABDL T, JSSONEEBEICT 4 I —F 2EHMEERLET,

# function jsonValue() {

KEY=$1

num=%$2

awk -F"[,:}]" "{for(i=1;i<=NF;i++){if($i~/'SKEY"\042/){print $(i+1)}}}' | tr -d ™ | sed -n ${num}p
}

RDAT Y RE AN LT, access_token it L £ 7,

# curl https://sso.redhat.com/auth/realms/redhat-external/protocol/openid-connect/token -d
grant_type=refresh_token -d client_id=rhsm-api -d refresh_token=$offline_token

FRINZHADIROELIICAY FT, T T, access_token (7 AT > MOERANICFERI
nNs8c—o>7TY,

{"access_token":"0iZjo1MjhkNzZmZi1mNzA4LTQzZWQIOGNKNS1mZTE2ZjRmZTBjZTY6cmh
uLXN1cHBvenQta3RvemRIdXIILCJ0eXAIOIJCZWFyZXIiLCJhenAiOidyaHNtLWFwaSIsimF1dG
hfdGItZSI6MTU2NzQwODU5Nywic2Vzc2Ivbl9zdGF0ZSI6ImYwZGJiOGQOLTRINGUINDY 1N
CO4NDRJLTZmMzcwNGM4NDQyMilsimFjcil6ljAILCJhbGxvd2VKLW9yaWdpbnMiOltdLCJyZW
FsbV9hY2NIc3MiOnsicm9sZXMiOlsicG9ydGFsX21hbmFnZV9zdWJzY3JpcHRpb25zliwib2Zmb
GluZV9hY2NIc3MILCJjYW5kbGVwaW5fc3lzdGViX2FjY2Vzc192aWV3X2VkaXRfYWxsliwiYWR
aW46b3JnOmFsbClsinBvenRhbFItYW5hZ2VfY2FzZXMiLCJwb3J0YWxfc3lzdGViX21hbmFnZ
W1lbnQiLCJwb3J0YWxfZG93bmxvYWQIiXX0sIndlc291cmNIX2FjY2Vzcyl6e30sImFjY291bnRfa
WQIOiIxOTc5NzEwliwibmFtZSI6Iktlbm55IFRvemRIdXJzliwicHJIZmVycmVkX3VzZXJuYW1lljoic
mhuLXN1cHBvcnQta3RvemRIdXIiLCJnaXZIbl9uYW1l1ljoiS2VubnkiLCImYW1pbHIfomFtZSI6IIR
vemRIdXJzliwiZW1haWwiOidrdG9yZGV1ckByZWRoY XQuY29tIn0.JfStOgLvgFUAIMb7aVim-
dWxd4wN50qk377Q60yDe55pM4zDiZ0f1yJfHsWL8RHeb3r0tj8DY_UAyAFkxAnjyWjg52d7h2Ef
JUPOs1p1P8Yeu5hDwOrA34Es2maN-ZbJCc4sOb7stGhxSCU15CivPFIRR5tgSQ17-Mx-
x4ZnK_fwpOK6DgQpNzZ0Krz3U1a-NH86XJ8dT8IC3003YrdIcZx_-wv6-
PehgNQa2Hb9vt1csX8QIL3PEyBVNPZXaaTHvyFYx0orGyjKA83Qq-

LihoWBXzNjf_rlEfsPJYi-
uQHIT_zjaOPYo2rXi7VTPJC2gRSxF2yaRGlihZHxkDzMOTITnaDeMhbx1zvRr-
R9eXocEUzsU9j-
Yx7h3WYCFjb8zdfXTBHV8SCaMdH1u9Eesa5gmHO0ki8882RR85i1fjpBayFTS36y4S-
yDebUYiukXOnw8mMMKy04NhVpFGfWtJ8--

Jy4Ypndqgk_OS_PiWBsFFN6IMv5S6DZWVpjjE-
CENHKn9ceA4MlerBBXLY02Xz9h0biiQUZrd-NLy11j40s124Mai1 mmINOLz993hwO0gl-
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vKKno_bYOV8dEEmMKtSLISPVdW5X_0vBUOBtQUSEVctz_8zsRKHpT-
YIDAmPOVDuzJjWM0YsGz2W0_tMuLG7NYS_la3vWAVuK--
Uv5cAQ","expires_in":900,"refresh_expires_in":0,"refresh_token":"eyJhbGciOiJSUzI1NilsInR5c
ClgOiAiSIdUliwia2lkliA6ICItINGVsY 19WZE5fV3NPVVIMMkcOUXhyOEdjd0I4X0t0WFVDaXRhdE
XLbEx3In0.eyJqdGkiOiJhODZIZDczZSOOMmME1LTQzYjUtYjJkYS1IMWM5SNzU3OWUYyZWMILC
JleHAIOjAsIm5iZileMCwiaWFO0ljoxNTY3NDEwMDIxLCJpc3MiOiJodHRwczovL3Nzby5yZWRoY
XQuY29tL2F1dGgvemVhbG1zL3JIZGhhdC1leHRIcm5hbClsimF1ZCl6Indoc20tY XBpliwic3Viljoi
Zjo1MjhkNzZmZi1mNzA4LTQzZWQtOGNKNS1mZTE2ZjRmZTBjZTY6cmhuLXN1cHBvcnQta
3RvemRIdXIiLCJ0eXAiOiJPZmZsaW5lliwiY XpwljoicmhzbS1hcGkiLCJhdXRoX3RpbWUIOjAsIn
NIc3Npb25fc3RhdGUIOIJmMMGRIY]jhkNCOOZTRILTQ2NTQtODQOYy02ZjM3MDRjODQOM,;liL
CJyZWFsbV9hY2NIc3MiOnsicm9sZXMiOlsicG9ydGFsX21hbmFnZV9zdWJzY3JpcHRpb25zliw
b2ZmbGluZV9IhY2NIc3MILCJjYW5kbGVwaW5fc3lzdGViX2FjY2Vzc192aWV3X2VkaXRfYWxsli
wiYWRtaW46b3JnOmFsbClsInBvenRhbFOtYW5hZ2VY2FzZXMiLCJwb3J0YWxfc3lzdGViX21
hbmFnZW1IbnQiLCJwb3J0YWxfZG93bmxvYWQIiXX0sIndIc291cmNIX2FjY2Vzcyl6e319.S_pm
AWzQUc04f0uGHN9rRYd4sH1t4IPnEwCcOH1aBL9Qo4 EbXPWCrtnf84f1pfuKJTQwUS-
DidY6eloyVEsGgngkygBKh270bu_bNXCNAULJigEMsYx_2VzdnwWLptWS2_FUaNwe7Tai8gX
wd8F0ge0Zjoi3P15S_8z4Tp79uD-
gKevwz6NIPKCOZwEbwZqOkJDZ8JKTIK8O0jfqdtHMfaWwIXMXdvx3B70tTOtHjQGAsxZA2dP
PvqVGuyMOMmMC3bMalSReUbtDwsCV-
eAZpIDfDZthrdk4JomG9lwqgilaATaF3aCwipebcmolZGHE4_RLZrXCZKapXVVvRxcOrdytxIZrb
DHq60zX7j-

j1SE3kuexcSLvlodmfTIxwPX9g7aqJu2ZLno54NxQSgYO8IQqSvScFgLtbX5f FUSOIweyRWWJ
y202fnviGk83rt5UYTtIb8Xd1GXcpHf8YI10nVy21BetSQY__ VpahF_eZghBNxS689GJnwUqAwl
u01pOlb26mmHaydHc3hqUsudZydRbaFfl7nR6gQP8ICtp6b0z5hgVHLG4ZJ7i4MmMELBC5G4x
HUaUs6RZgJUSsc2DzLW0b7rSQj41JuvTmSgD8bMrnVokmkAbfvxjKGec7E8n2GyImO7JiKb3R
A7_o0xOTRYDIla_Ns-InigdkUIQZUzt7JI","token_type":"bearer","not-before-
policy":0,"session_state":"f0dbb8d4-4e4e-4654-844c-
6f3704c84422","scope":"offline_access"}%

4. ROATY REZANLT, APIEUH LOETICHERATE 25887 h—2 > & L Taccess_token
ERELET,

# token="curl https://sso.redhat.com/auth/realms/redhat-external/protocol/openid-
connect/token -d grant_type=refresh_token -d client_id=rhsm-api -d
refresh_token=$offline_token | jsonValue access_token®
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400 BadRequest TS5 — APIEUH LZIELLABAL. B
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https://access.redhat.com/management/api
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403 HFXhTW3 HLUWEER h—2 v &SR,

404 Robp 50 )Y —ZNREDIHSHRVD, FIE
LAy,

429 EXRHNMLTED BEXRBEERS T,

500 REH —/N—T 55— Z DRARBIE. RedHat ¥4 N TH

£, 10RO THLOEEK,

41.T5—403D KNS TNV a—FT14VYT
IZ— 403 [FRAINTLARWE WD TF—T. RedHat Subscription Manager API IR L TW 3352
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. RedHat 722 ) o3 v Rx—Iv—DHF— MDA BBTRIAAEITD ICIE. APIEUH
LEABDTZREIIC, FREEANY ¥ —IC "bearer DFF A MBEFNZLIICLET,

I curl -H "Authorization: Bearer <token>" <api_url>

2. Ny F=HNELWBEIE, ILWh—O V%2R LET, EMb—I V5 2EFRLIT,
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LARYZADAYy F—%HELET, ZhillE, * X-RateLimit-Limit: (FFRI SN2 ERDEE/) * X-
RateLimit-Remaining: (EX D/ Y O (T NITBDOEHKICARY £97)) * X-RateLimit-Delay: (1) 7
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X-RateLimit-Limit (BICX § 2 ER D5 % 5% L. X-RateLimit-Delay BB B L S BERIBL X
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