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#54% CAPSULE SERVERDA— KNSV Y JHD

$4%= CAPSULESERVER OO— RN\S YUY VY THDETE

ZOETIE, O— KNSV JHIC Capsule Server #2 T2 AE=MHR L E T, HFELD Satellite
Server DEREICEHLE T, ROVWTIHDEI L a VITEATLEIW,

1 774k SSLEEAE %M Y % Capsule Server DO— RS Y& Y TRDEE (Puppet
ZEA LRV

2. TF7#) h SSLEEBAE% MY % Capsule Server DO— RSV &Y TRDE (Puppet
=FEHAY2)]

3. THARY L SSLEBAZ%FHT % Capsule Server DO— KNS > Y JHDERE (Puppet %
FEARLRW]

4., THRH L SSLFEEE % FHT % Capsule Server DO— KNNZ VY Y JRADERE (Puppet %
FHT2)]

YEM 9 % Katello SEBAZICIE. Capsule Server CEILERRZ 77 M V& EFRLE T, & 2L
Capsule Server FQDN % {# > CEEBAE 7 —HA1 77 7 A WICKARI &2 fF T £ T,

41. 577 #JU b SSL sFFAZ A {FH 9 %5 CAPSULE SERVER DO — RK/\NS Y
>V THEDERE (PUPPET @A LW

KDt Y a3 TlE, Puppet #ERET. 7 4J)L h SSLEEBAZE % #H 9 % Capsule Server #0— K
NSOV TRICKREST2AEZHBALET,

ZOFIRIE. O— KRNSOV TRICEET % Capsule Server TEICEITLE T,

FIR

1. AFD & S IC, Satellite Server T, Capsule Server @ Katello sEBAZ 4K L £,

# capsule-certs-generate \

--foreman-proxy-fqdn capsule.example.com \
--certs-tar "/root/capsule.example.com-certs.tar" \
--foreman-proxy-cname loadbalancer.example.com

capsule-certs-generate 1< >~ NDH /1 TdHh % satellite-installer I~ > K= X EL T,
Capsule Server SEBAZE %1 Y A M—IL L X T,

2. SEBAE 7 —H4A 77 7 4 L% Satellite Server h &5 Capsule Server ICOE—L £ 9,

# scp /root/capsule.example.com-certs.tar \
root@capsule.example.com:capsule.example.com-certs.tar

3. capsule-certs-generate 1< >~ NDOHE AN SES T % satellite-installer < > RIRD A 7
vavaEBEMLEY, A7 RDOAAFKD Capsule Server #5889 % & 5 I1Z. --puppet-ca-
server 7 72 3 VAERELET, PuppetCA I, FRTIZFELNHZHE D MIBEFKARL,
Capsule Server ICA YA M=V T 2ENHY £, Puppetid., 774 NDE—/ — REE

IKREINET,
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule.example.com" \
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--foreman-proxy-puppetca "true" \
--puppet-server-ca "true" \
--enable-foreman-proxy-plugin-remote-execution-ssh

4. LFD & SIZ, Capsule Server T, satellite-installer <> REE{TL Y,

# satellite-installer --scenario capsule \

--foreman-proxy-content-parent-fqdn "satellite.example.com" \
--foreman-proxy-register-in-foreman "true" \
--foreman-proxy-foreman-base-url "https://satellite.example.com" \
--foreman-proxy-trusted-hosts "satellite.example.com" \
--foreman-proxy-trusted-hosts "capsule.example.com" \
--foreman-proxy-oauth-consumer-key "oauth key" \
--foreman-proxy-oauth-consumer-secret  "oauth secret" \
--certs-tar-file "capsule.example.com-certs.tar" \
--puppet-server-foreman-url "https://satellite.example.com" \
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule.example.com" \
--foreman-proxy-puppetca "true" \

--puppet-server-ca "true" \

--enable-foreman-proxy-plugin-remote-execution-ssh

42.77 #)U N SSLEFARE A {FH$ % CAPSULESERVER OO — K/XS YV
>V JREDRE (PUPPET %2 {#HE 9 %)

RDEY a3 TlE, Puppet A L. T 74/~ SSLEEBAEZE % FEH 9 % Capsule Server &0 — K/
SUVVITRIGRET D AEEHRBALET,

Satellite 3% %E T Puppet 29 2% 613, ROFIEEZETTI2HELFHY T,
1. Puppet sEFRZEZ4EK L TE R T 578D Capsule Server DX TE
2. %Y D Capsule Server DO— KNSV Y THDERE

Puppet ZEBAE &4 L TER T %728 D Capsule Server DF&E

ZOFIEIE., O— KNSV TEICERE L 7hd Capsule Server R TIZ, Puppet sEBAZ % £ L
TELTBHLDITCapsuleServer R ET DV RATALICDH, BT LTLEIW, ZOFIEDOHITIE.
Z @ Capsule Server @ FQDN (& capsule-ca.example.com T,

1. Satellite Server T. Puppet sEBAZEZ4EK L. EHLT 5 & D IC Capsule Server Z:RET 22 R
T LD Katello sERAZE 2 EK L £ 7,

# capsule-certs-generate \

--foreman-proxy-fqdn capsule-ca.example.com\
--certs-tar "/root/capsule-ca.example.com-certs.tar" \
--foreman-proxy-cname loadbalancer.example.com

capsule-certs-generate 1< >~ KD 1 TdH % satellite-installer I~ > K= X EL T,
Capsule Server SEBAZE %1 Y A =L L X T,

2. SEBAE 7 —H4A 77 7 4 )L % Satellite Server h & Capsule Server ICOE—L £ 9,
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# scp /root/capsule-ca.example.com-certs.tar \
root@capsule-ca.example.com:capsule-ca.example.com-certs.tar

. capsule-certs-generate 1~ >~ KOHIH SES T % satellite-installer 2~ > NITROA 7
YaveEEMLEY,

--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "true" \

--puppet-server-ca "true" \

--enable-foreman-proxy-plugin-remote-execution-ssh

. LLFD & 51T, Capsule Server T, satellite-installer 1~ > R&£{TL £ 9,

# satellite-installer --scenario capsule \

--foreman-proxy-content-parent-fqdn "satellite.example.com" \
--foreman-proxy-register-in-foreman "true" \
--foreman-proxy-foreman-base-url "https://satellite.example.com" \
--foreman-proxy-trusted-hosts "satellite.example.com" \
--foreman-proxy-trusted-hosts "capsule-ca.example.com" \
--foreman-proxy-oauth-consumer-key "oauth key" \
--foreman-proxy-oauth-consumer-secret  "oauth secret" \
--certs-tar-file "capsule-ca.example.com-certs.tar" \
--puppet-server-foreman-url "https://satellite.example.com" \
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "true" \

--puppet-server-ca "true" \

--enable-foreman-proxy-plugin-remote-execution-ssh
. Capsule Server C, Puppet #—/"\—%{Z1LEL F T,
I # puppet resource service puppetserver ensure=stopped

CAO=RNRS UV TERET DD T RTD Capsule Server IZxF L T Puppet FEBRE % &K L
F9, /2L, Puppet itFAZEERZBRET DRMDY AT LEZREZET,

# puppetserver ca generate --certhname capsule.example.com \
--subject-alt-names loadbalancer.example.com --ca-client

ZDIX Y R, Capsule Server #¥ Puppet SEFRZICEL T2 LD ICEKET DV AT AT, R
DI 7ANEFERLET,

e /etc/puppetlabs/puppet/ssl/certs/ca.pem

e /etc/puppetlabs/puppet/ssl/certs/capsule.example.com.pem

e /etc/puppetlabs/puppet/ssl/private_keys/capsule.example.com.pem
e /etc/puppetlabs/puppet/ssl/public_keys/capsule.example.com.pem

. Puppet —\—ZBREAL XY,
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I # puppet resource service puppetserver ensure=running

%Y D Capsule Server DAO— KNSV Y JRADERE

ZDFIREIE. Capsule Server B Puppet sEFAZE % BR T 5L D ICERET D2V AT L%ERE. & Capsule
Server TEITLZX T,

1. Satellite Server T, Capsule Server @ Katello sSERAZ A 4EmK L £,

# capsule-certs-generate \

--foreman-proxy-fqdn capsule.example.com \
--certs-tar "/root/capsule.example.com-certs.tar" \
--foreman-proxy-cname loadbalancer.example.com

capsule-certs-generate 1< >~ KD /1 TdH % satellite-installer I~ > Kf|%= X EL T,
Capsule Server SEBAZE %1 Y A M—IL L X T,

2. SEBAE 7 —H4A 77 7 4 )L % Satellite Server h &5 Capsule Server ICOE—L £ 9,

# scp /root/capsule.example.com-certs.tar \
root@capsule.example.com:capsule.example.com-certs.tar

3. Capsule Server T. puppetserver /Xy 5 —2% A4V AM—=)LLET,

I # satellite-maintain packages install puppetserver

4. Capsule Server T, Puppet fSEBAZRDT 4 LV MY —%EK L £T,

# mkdir -p /etc/puppetlabs/puppet/ssl/certs/ \
/etc/puppetlabs/puppet/ssl/private_keys/ \
/etc/puppetlabs/puppet/ssl/public_keys/

5. Capsule Server T, Capsule Server Z5&ET 2 Y AT LD D, WRD Capsule Server D
Puppet BEBAZE%Z O E— L T, PuppetitBAZEZ2ZERAL X T,

# scp root@capsule-ca.example.com:/etc/puppetlabs/puppet/ssl/certs/ca.pem \
/etc/puppetlabs/puppet/ssl/certs/ca.pem

# scp root@capsule-
ca.example.com:/etc/puppetlabs/puppet/ssl/certs/capsule.example.com.pem \
/etc/puppetlabs/puppet/ssl/certs/capsule.example.com.pem

# scp root@capsule-
ca.example.com:/etc/puppetlabs/puppet/ssl/private_keys/capsule.example.com.pem \
/etc/puppetlabs/puppet/ssl/private_keys/capsule.example.com.pem

# scp root@capsule-
ca.example.com:/etc/puppetlabs/puppet/ssl/public_keys/capsule.example.com.pem \
/etc/puppetlabs/puppet/ssl/public_keys/capsule.example.com.pem

6. Capsule Server ©. T4 L7 M) —DFiEW#E% 1—4 — puppet. 7 /)L— 7 puppet ICEHE L.
SELinux AV TF*¥ X MR ELE T,

# chown -R puppet:puppet /etc/puppetlabs/puppet/ssl/
# restorecon -Rv /etc/puppetlabs/puppet/ssl/

10
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7. capsule-certs-generate 1< >~ RO AN SHET % satellite-installer I~ > NIRDA 7
YaveEEMLEY,

--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "false" \

--puppet-server-ca "false" \

--enable-foreman-proxy-plugin-remote-execution-ssh

8. LLFMD & ST, Capsule Server T, satellite-installer 1<% > RA#E{TL £ 9,

# satellite-installer --scenario capsule \

--foreman-proxy-content-parent-fqdn "satellite.example.com" \
--foreman-proxy-register-in-foreman "true" \
--foreman-proxy-foreman-base-url "https://satellite.example.com" \
--foreman-proxy-trusted-hosts "satellite.example.com" \
--foreman-proxy-trusted-hosts "capsule.example.com" \
--foreman-proxy-oauth-consumer-key "oauth key" \
--foreman-proxy-oauth-consumer-secret  "oauth secret" \
--certs-tar-file "capsule.example.com-certs.tar" \
--puppet-server-foreman-url "https://satellite.example.com" \
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "false" \

--puppet-server-ca false"\

--enable-foreman-proxy-plugin-remote-execution-ssh

4.3. A% L SSLEIEAE %3 % CAPSULE SERVER DO — R/X5 VY
v U HEDERE (PUPPET @A LAW)

RDEY a3 TlE, Puppet ZEAE . 124 L SSLARAEZE %A ER T % Capsule Server &0 — K/\
SUVVITRIGRET D AEEHRBALET,

4.3.1. Capsule Server 71 24 L SSL EFEAZ DVERK

LTOFIEIE, FIBAEZBEREKR (CSR)DEREZ7 7M1 I AR LT, Y707 hDRIZELTO— RN

U —& Capsule Server ZBMT 5 A EZHALET., ZOFIRIFE. O— KRNSOV TRICEET
% Capsule Server CEICERITLETY,

FIR

1. Capsule Server T, §RXTDY—RFBRET 74NV EETCT1 LV M) —%{ERK L. root 1—
P—DHINTIVEATEDELEDICLET,

# mkdir /root/capsule_cert
# cd /root/capsule_cert

2. Certificate Signing Request (CSR) 2 E& 9 2 EHEEEFM L £ 7,

MBREIESETILENCVWIEITERLTLLEIW, XAV - NTRESINWBREZE
Ay 2%a1d. MERBOD/NAXT7—RFZHPRLIT,

1
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Z D Capsule Server DFFEEMN T TICHZHHIE. COFIREEBRLET,
I # openssl genrsa -out /root/capsule_cert/capsule_cert_key.pem 4096
3. MBAEERBET 7MIZEEHRL T, ROABZEML XY,

[req]

default_bits = 4096

distinguished_name = req_distinguished_name
reg_extensions = req_ext

prompt = no

[ req_distinguished_name ]

countryName=2 Letter Country Code
stateOrProvinceName=State or Province Full Name
localityName=Locality Name
0.organizationName=Organization Name
organizationalUnitName=Capsule Organization Unit Name
commonName=capsule.example.com
emailAddress=Email Address

[ req_ext]

#authorityKeyldentifier=keyid,issuer

#basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment
subjectAltName = @alt_names

[alt_names] 9
DNS.1 = loadbalancer.example.com
DNS.2 = capsule.example.com

ﬂ EEBAZEDHBEAIL, Capsule Server D FQDN & —HT 2MENMHY ET, O— RKNNF YV
UV TBICRET & Capsule Server TAX Y RAEEITIT LG, RILEELET., 7
AIVRA—RDE*A2BETSHIEETEET, 71V RKA—FRDEAZRELTSH
Y. Katello-certs-check I~ > RAFEHT 255 ICIL. -tcapsule 7 7> 3 v AEBINT 5
MHELRHY FT,

g [alt_names] T. A— K/\5 >4 —® FQDN i DNS.1, Capsule Server ® FQDN &
DNS.2 & LTEML X7,

4. SAN GEPAZE DEEFAZEZE L EK (CSR) ZER L ¥ 7,

# openssl req -new \

-key /root/capsule_cert/capsule_cert_key.pem \ﬂ
-config SAN_config.cfg \

-out /root/capsule_cert/capsule_cert_csr.pem 6

FERAE A BR T B7-DICER I % Capsule Server DR
FAEAEERDBRET 71

AEEAEEREKRT 7 A

-
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5. AEFAEEKZFERICEE LT T,

BREZEET25HE1E AASORMIRZEEL TKLES TE%%%*%EEET%JE%LJ
B3, HROTEICOW ’Cu..,\uIEJ%kBF“ib\Azbﬁ<7l o BRADIBET, sBeERE/N

VRIVEEBRBHUPEENAD T 7M1 ILTRITID Z th&UiTQ

6. FEER/NY R, FREEBEH 5 I(FEL > 7= Capsule Server DFEBAE 7 7 1 JL. Capsule Server D
WEmPE %, SatelliteServer ICOAE—LE T,

7. Satellite Server T, Capsule Server SEFAZEAN 7 71 L EZREEL £ T,

# katello-certs-check \

-c /root/capsule_cert/capsule_cert.pem \ ﬂ
-k /root/capsule_cert/capsule_cert_key.pem \ 9
-b /root/capsule_cert/ca_cert_bundle.pem

ﬂ FRELRIC & YIRS 7z Capsule Server sEBAEZE 7 7 1 )L
9 FEERZ DE R ITEA L /= Capsule Server DA

g SFEIRICL VIR I NAZIER/NY RIL

commonName= %7 1 JL Kh— ROD{E * ICFRET 2I5AICIE. -tcapsuled 7> a v i
katello-certs-check 1< > NIZEEBMT 2HENHY T,

katello-certs-check O~ > RDH 1T % capsule-certs-generate 1< > KDfl%E X EL
T. T D Capsule Server DFREET —HA T 774 IVEERLET,

432 . HRH L SSLEIBAZE%HH Y % Capsule Server DO— KNS VYV THDERE
(Puppet Z{H/A L ZxWY)

ZOFIRIFE. O— KRNSOV TRICEET % Capsule Server TEICEITLE T,

FIR

1. katello-certs-check I~ > FDH AN LEST % capsule-certs-generate 1< > RITRD A
ToavaEEmMLEYS,

I --foreman-proxy-cname loadbalancer.example.com

2. Satellite Server T. capsule-certs-generate 1<% > K% AJ1L T Capsule SFEAZ %4 L £
¥, UFICHZEZRLET,

# capsule-certs-generate \

--foreman-proxy-fqdn capsule.example.com \
--certs-tar /root/capsule_cert/capsule.tar \

--server-cert /root/capsule_cert/capsule.pem \
--server-key /root/capsule_cert/capsule.pem \
--server-ca-cert /root/capsule_cert/ca_cert_bundle.pem \
--foreman-proxy-cname loadbalancer.example.com

HHH 5 D satellite-installer 1< > Kfl% X E L., Capsule Server flBE% 1 VY A =)L L
_a—o

3. SEBAE 7 —H4 77 7 4 L% Satellite Server h &5 Capsule Server ICOE—L £ 9,

13
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# scp /root/capsule.example.com-certs.tar \
root@capsule.example.com:capsule.example.com-certs.tar

4. capsule-certs-generate 1< > KOHIH SEE T % satellite-installer 2~ > NITRDA 7
vavaEEBMLEY, Y RDOAAFKD Capsule Server #5889 % & 5 I1Z. --puppet-ca-
server 7 7 3 VAERELE T, PuppetCA I, FRTIZFELNHZHE D MIBEFKARL,
Capsule Server ICA YA M=)V T 2MENHY £, Puppetid., 774 NDE—/ —REE

IKREINET,
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule.example.com" \
--foreman-proxy-puppetca "true" \
--puppet-server-ca "true" \

--enable-foreman-proxy-plugin-remote-execution-ssh

5 ATF®D & SIT, Capsule Server T, satellite-installer <Y > KEE{TL Y,

# satellite-installer --scenario capsule \

--foreman-proxy-content-parent-fqdn "satellite.example.com" \
--foreman-proxy-register-in-foreman "true" \
--foreman-proxy-foreman-base-url "https://satellite.example.com" \
--foreman-proxy-trusted-hosts "satellite.example.com" \
--foreman-proxy-trusted-hosts "capsule.example.com" \
--foreman-proxy-oauth-consumer-key "oauth key" \
--foreman-proxy-oauth-consumer-secret  "oauth secret" \
--certs-tar-file "capsule.example.com-certs.tar" \
--puppet-server-foreman-url "https://satellite.example.com" \
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule.example.com" \
--foreman-proxy-puppetca "true" \

--puppet-server-ca "true" \

--enable-foreman-proxy-plugin-remote-execution-ssh

4.4, HRA4H I SSLEAAZEAFAHT 5 CAPSULESERVER OO — R/ANS VY
v U HEDERE (PUPPET 2{FfE 9 %)

KDY a3 TlE, Puppet #fFERA L. h R4 L SSLEBAEZEAEATY % Capsule Server #0— K/
VOV ITRICRET A EEHBPALES,

4.4.1. Capsule Server D71 X% L SSL SEBAZ D ERR

DLTOFIEIE, FIBAEEREKR (CSR)DEREZ7 7M1 IV AR LT, Y707 hDRIZELTO— RN

T U —& Capsule Server ZEBMY 5 A EZFHALEFT. ZOFIRIE. O— KRNSOV TRICEET
% Capsule Server CEICERITLETY,

FIR

1. Capsule Server T, §RXTDY—RFBRET 7M1 NV EETCT1 LV M) —%{EK L. root 1—
PF—DHINTIVEATEDELDICLET,

14
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# mkdir /root/capsule_cert
# cd /root/capsule_cert

2. Certificate Signing Request (CSR) 2 &9 2 EHEEEFM L £ 7,
MERIIESETIDENRVWIEISERLTLEIVN, RRT7—NTREIN-HWEREZF
Ad2581F. RBERONRIT—REZHKRLET,

Z D Capsule Server DFEEMN T TICH2HHIE. COFIREEBRLET,
I # openssl genrsa -out /root/capsule_cert/capsule.pem 4096
3. MBRAEERBET 7MIZEEHR LT, ROABZEML XY,

[req]

default_bits = 4096

distinguished_name = req_distinguished_name
reg_extensions = req_ext

prompt = no

[ req_distinguished_name ]

countryName=2 Letter Country Code
stateOrProvinceName=State or Province Full Name
localityName=Locality Name
0.organizationName=Organization Name
organizationalUnitName=Capsule Organization Unit Name
commonName=capsule.example.com
emailAddress=Email Address

[ req_ext]

#authorityKeyldentifier=keyid,issuer

#basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment, dataEncipherment
subjectAltName = @alt_names

[alt_names] 9
DNS.1 = loadbalancer.example.com
DNS.2 = capsule.example.com

ﬂ FEEAZ DB L. Capsule Server D FQDN & —H§ 2 EHLHY £9, & Capsule
Server CAY Y RZETITBLEUPIC, BRIEELFET, T1ILRA—RNDE*ZRET S
ZEBLTEET, T4 RA—RNDEZZREL TH Y. katello-certs-check 17> K%z {&
B9 2%BaI1CIk, -tcapsule 4 7> a v BINT Z2RELHY T,

g [alt_names] T. A— K/\5 >4 —® FQDN I DNS.1, Capsule Server ® FQDN (&
DNS.2 & LTEML T,

4. SAN GEPAZE DEEAZEZE L EK (CSR) ZER L ¥ 7,

# openssl req -new \

-key /root/capsule_cert/capsule.pem \ ﬂ
-config SAN_config.cfg \

-out /root/capsule_cert/capsule.pem 6

15
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ﬂ SIERE A BRT 270 ICHEH I N5 Capsule Server DFBE
Q SIFRZERDBRET 71
© IHBERERTIAL
5. EIEEH%gsk%m DIE% "—L_{I:I L/ i'ﬁ'o
EXREZXET35EE. GIAZSOEVWHRZIBEE L T LIV, SAEEXRAZXET 2 HEIE
BR3HD, HBEOAEICDODWTERIERBICBEWEDLELL LIV, EXADKRE T, REEBN
VRNIVEEBRBEHIPEENLAD T 74 I TRITMB Z EICRY ET,

6. FEER/NY R, FREEBEH 5 I(FEL > 7= Capsule Server DFEBAE 7 7 1 JL. Capsule Server D
W%, Satellite Server iICAE—L, RELF T,

7. Satellite Server T, Capsule Server SEFAZEAN 7 71 L ZREEL £ T,

# katello-certs-check \

-c /root/capsule_cert/capsule.pem \

-k /root/capsule_cert/capsule.pem \

-b /root/capsule_cert/ca_cert_bundle.pem 6

SREERIC & W IRM I N7 Capsule Server SEBAZE 7 7 1 )L

SFBAZ D E R ICH M L /2 Capsule Server D

@@G

le DIE% L‘— L) *%1;#-5 hfunn., DIE%/\/ I\)l/

commonName= %271 JL KH— RDE * ICERET 2HAICIE. -tcapsule 7 7> a v %
katello-certs-check <> RICENMT 2EBELAHY XY,

katello-certs-check O~ > KD /1 T#H % capsule-certs-generate 1< > KDl % X £
LT. Z® Capsule Server OFBEET7 —hA T 771 IV EER L X,

442  H A% I SSLEIBAZE % FH Y % Capsule Server DA— KNS VYV THDERE
(Puppet = {#f 9 %)

Satellite 32 %E T Puppet 29 2B 61F. ROFIEEZETTI2HELNHY FT,
1. Puppet 5iFBAE 2 &£ L TER T 57D Capsule Server DR E
2. %Y D Capsule Server DA— RNS VY v THDERE

Puppet GEBAE &4 L TER T 5728 D Capsule Server DF&E

COFIEIE, O— KRNSOV TEICERE L 7Mhd Capsule Server ¥R TIZ, Puppet sEFAZE % £ KT
% & D IC Capsule Server 2 ET 2V AT LICDH, ETLTLEIW, ZOFEDOHTIE., D
Capsule Server @ FQDN (& capsule-ca.example.com T,

1. katello-certs-check I~ > FDH AN LEST % capsule-certs-generate 1< > RITRD A
TyavaEBmMLET,

I --foreman-proxy-cname loadbalancer.example.com

16
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X5

2. Satellite Server T. capsule-certs-generate 1< > K% AJJL T Capsule SEBHZE Z 4K L F
T, UFICHlZRLET,

# capsule-certs-generate \

--foreman-proxy-fqdn capsule-ca.example.com \
--certs-tar /root/capsule_cert/capsule-ca.tar \
--server-cert /root/capsule_cert/capsule-ca.pem \
--server-key /root/capsule_cert/capsule-ca.pem \
--server-ca-cert /root/capsule_cert/ca_cert_bundle.pem \
--foreman-proxy-cname loadbalancer.example.com

HHH 5 D satellite-installer 1< > Kfl% X E L., Capsule Server flBZE%# 1 Y XA =L L Z
-a—o

3. SEBAE 7 —H4A 77 7 4 L% Satellite Server h & Capsule Server ICOE—L £ 9,

4. capsule-certs-generate 1< > KDOHIH SES T % satellite-installer 2~ > NITRDA 7
YaveEEMLEY,

--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "true" \

--puppet-server-ca "true" \

--enable-foreman-proxy-plugin-remote-execution-ssh

5 AUTF®D & SIT, Capsule Server T, satellite-installer <> KZE{TL Y,

satellite-installer --scenario capsule \

--foreman-proxy-content-parent-fqdn "satellite.example.com" \
--foreman-proxy-register-in-foreman "true" \
--foreman-proxy-foreman-base-url "https://satellite.example.com" \
--foreman-proxy-trusted-hosts "satellite.example.com" \
--foreman-proxy-trusted-hosts "capsule-ca.example.com" \
--foreman-proxy-oauth-consumer-key "oauth key" \
--foreman-proxy-oauth-consumer-secret ~ "oauth secret" \
--certs-tar-file "certs.tgz" \

--puppet-server-foreman-url "https://satellite.example.com" \
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "true" \

--puppet-server-ca "true" \

--enable-foreman-proxy-plugin-remote-execution-ssh

6. Capsule Server ©. O— RNRSUYVTEBRET MDD T NTD Capsule (IZH L T Puppet FE
REZEMLET, 7272 L. PuppetitFAZBRZHRET D2RMDY AT LZREET,

# puppet cert generate capsule.example.com \
--dns_alt_names=loadbalancer.example.com

Zmax > Nk, Puppet sEBAZE L %17 Capsule Server f Y R YV ZITRD 7 74 IV & {E
BLZET,

e /etc/puppetlabs/puppet/ssl/certs/ca.pem
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e /etc/puppetlabs/puppet/ssl/certs/capsule.example.com.pem
e /etc/puppetlabs/puppet/ssl/private_keys/capsule.example.com.pem
e /etc/puppetlabs/puppet/ssl/public_keys/capsule.example.com.pem

%Y D Capsule Server DAO— KNSV Y JTRADERE

ZDF|EIL. Puppet SEFAEZEICE R T %728 Capsule Server 5% E 9 %Y AT L%&BRE. & Capsule
Server CEITLE T,

1. katello-certs-check I~ > FDOH AN LEST % capsule-certs-generate 1< > RITRD A
ToavaEEmMLEYS,

I --foreman-proxy-cname loadbalancer.example.com

2. Satellite Server T. capsule-certs-generate 1<% > K% AJ1L T Capsule SFEAZ %4 L £
¥, UFICHZEZRLEFT,

# capsule-certs-generate \

--foreman-proxy-fqdn capsule.example.com \
--certs-tar /root/capsule_cert/capsule.tar \

--server-cert /root/capsule_cert/capsule.pem \
--server-key /root/capsule_cert/capsule.pem \
--server-ca-cert /root/capsule_cert/ca_cert_bundle.pem \
--foreman-proxy-cname loadbalancer.example.com

HHH 5 D satellite-installer 1< > K% X E L., Capsule Server fiBZE%# 1 VA =)L L
-a—o

3. SEBAE 7 —H4 77 7 4 )L % Satellite Server h &5 Capsule Server ICOE—L £ 9,

# scp /root/capsule.example.com-certs.tar \
root@capsule.example.com:capsule.example.com-certs.tar

4. Capsule Server T, puppetserver /Xy o5 —2% A4V AM—=)LLET,

I # satellite-maintain packages install puppetserver

5. Capsule Server T, Puppet SEEAZRDT 4 LV MY —%{ERK L £T,

# mkdir -p /etc/puppetlabs/puppet/ssl/certs/ \
/etc/puppetlabs/puppet/ssl/private_keys/ \
/etc/puppetlabs/puppet/ssl/public_keys/

6. Capsule Server T. Capsule Server 2584 E T 5 AT LD D, FRD Capsule Server D
Puppet BEBAZE%Z O E— L T, PuppetitBAZEZ2ZER L X T,

# scp root@capsule-ca.example.com:/etc/puppetlabs/puppet/ssl/certs/ca.pem \
/etc/puppetlabs/puppet/ssl/certs/ca.pem

# scp root@capsule-
ca.example.com:/etc/puppetlabs/puppet/ssl/certs/capsule.example.com.pem \
/etc/puppetlabs/puppet/ssl/certs/capsule.example.com.pem

# scp root@capsule-
ca.example.com:/etc/puppetlabs/puppet/ssl/private_keys/capsule.example.com.pem \
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X5

/etc/puppetlabs/puppet/ssl/private_keys/capsule.example.com.pem

# scp root@capsule-
ca.example.com:/etc/puppetlabs/puppet/ssl/public_keys/capsule.example.com.pem \
/etc/puppetlabs/puppet/ssl/public_keys/capsule.example.com.pem

7. Capsule Server T, T4 L J M) —ODFfE#E% 1—%— puppet. 7 /L— 7 puppet ICEHE L,
SELinux A7 F XA M ZRELZET.

# chown -R puppet:puppet /etc/puppetlabs/puppet/ssl/
# restorecon -Rv /etc/puppetlabs/puppet/ssl/

8. capsule-certs-generate 1< > KOHE A SEGT % satellite-installer A< > RNITRDA 7
YaveEEMLEY,

--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "false" \

--puppet-server-ca "false" \

--enable-foreman-proxy-plugin-remote-execution-ssh

9. UFdD & SIZ, Capsule Server T, satellite-installer <> REE{TL Y,

# satellite-installer --scenario capsule \

--foreman-proxy-content-parent-fqdn "satellite.example.com" \
--foreman-proxy-register-in-foreman "true" \
--foreman-proxy-foreman-base-url "https://satellite.example.com" \
--foreman-proxy-trusted-hosts "satellite.example.com" \
--foreman-proxy-trusted-hosts "capsule.example.com" \
--foreman-proxy-oauth-consumer-key "oauth key" \
--foreman-proxy-oauth-consumer-secret  "oauth secret" \
--certs-tar-file "capsule.example.com-certs.tar" \
--puppet-server-foreman-url "https://satellite.example.com" \
--certs-cname "loadbalancer.example.com" \
--puppet-dns-alt-names "loadbalancer.example.com" \
--puppet-ca-server "capsule-ca.example.com” \
--foreman-proxy-puppetca "false" \

--puppet-server-ca "false" \

--enable-foreman-proxy-plugin-remote-execution-ssh
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FEEEO—RNSYH—DA VR MN—JL

LR DFlE. HAProxy O— RS U H— DR ERFO—KHNARIEHTY, 722 L, BUAARIHY 7 b
DITFY)a1—2avEAVAMN LT, TCPEHEEERTAvF—tyoavaEdR— TN
TXFY,

20

1. Red Hat Enterprise Linux 7 /"2 M T, HAProxy 4 YA h—JL L E T,
I # yum install haproxy

2. semanage ¥V —I/L'@FEND, RONYT—I%A VA M—=ILLET,
I # yum install policycoreutils-python

3. SELinux T HAProxy WEDR— K TENA VY RTEBLIICKRELET,
I # semanage boolean --modify --on haproxy_connect_any

4. K51 TO—RKRNSUH—HOR—FEE] OFMBICE>T. R—bOxRy NT—VBRFEZSH
TEHEDIKA—RNSUH—FH/ELET, =& A HAProxy DIR— MN&EERET 51
i&. /etc/haproxy/haproxy.cfg 7 7 1 L= RICEDETREL X T,
TCPR—=PM4A4A3TRT A v F—Ey 2 aVvERELT, A— KRSV U TRICKET HHD
Capsule Server 5 RPM YRI M) —Dyum X4 77— 5 BKRT2RELNHY £,

R5.1O— KRS —HDOR— MNRE

HTTP 80 TCP roundrobin £ Capsule Server DR— b
80

HTTPS 443 TCP source £ Capsule Server DR— b
443

RHSM 8443 TCP roundrobin £ Capsule Server DR— b
8443

AMQP 5647 TCP roundrobin 2 Capsule Server @R— b
5647

Puppet (# 7 8140 TCP roundrobin £ Capsule Server DR— b

vav) 8140

PuppetCA (# 8141 TCP roundrobin Puppet sEPAZICE®R T %

Toav) & D IZ Capsule Server % 5%
ETDYATLEIFTOR—
k 8140

SmartProxy 9090 TCP roundrobin 2 Capsule Server @R— b

(OpenScap @ 9090

*7Fav)



ErEO—KNXSYY—DA VR =L

Docker (# 7 5000 TCP roundrobin £ Capsule Server DR— b
vav) 5000

5. SSLAZ7O—REZEMICLT, 77472 MIDSSLEEAEN Ny Y TV RHY—/N—[T/XRR
IW—TEBLDICA—RMNNSUH—ZBRELEFT., 7747 hH 5 Capsule Server ~NDBEIF
&7 547> MDD SSLEEBAEICIKTFT 52D T, ZORENMVETY,

6. HAProxy H—EX%Zi&L& L. B®ICLET,

# systemctl start haproxy
# systemctl enable haproxy
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F6E Vo147V NDESR

Red Hat Enterprise Linux /N\—> 3> 6, 7. £LIE8ARL—FT A VI RTLEZEITLTWE Y4

7Y bhE, O—RKNRSUSVJTEICRET % Capsule Server ICESRTEEF T, V517V M EEEERLT
Puppet 9 2 &£ D ICERET 2 HEDFHMIE. KA MOERAA RO KA MDEHZ A2SRBLTKE
TN,

II4AT7 Y M EBRTBICE ROVWTNHLDOFIRICERTT,
o [T RNSYTRIVVTNEFEoL VATV FDEE]

o [USATY NDFEIESR]

6L T—RNRANSY TRV T NEFET20S54 TV NDESR

DA77 heZRITDIE, 74TV METROAY Y RZAALET, 753472 MTEICER
DFIRZ=ETITE2RENHYET,

HIiR S

DS5ATVMIT—MNRANSYTROVYTREALVZARN=ILT. RV T NDT 74 ILIEREETH
BEICER L TWAZ EAHET 5, FillE. RRAMDEEBAA KD J— ANV TR ) S hEfFEo
7z7R A b D Red Hat Satellite ~NDEEF #SHB L TLLEI L,

® Red Hat Enterprise Linux 8 D& &, LTFDOAYY FZAHNLET,

# /usr/libexec/platform-python bootstrap.py \
--login=admin \

--server loadbalancer.example.com \
--organization="Your_Organization" \
--location="Your_Location" \
--hostgroup="Your_Hostgroup" \
--activationkey=your_activation_key \
--enablerepos=rhel-7-server-satellite-tools-6.9-rpms \
--puppet-ca-port 8141\

--force

Q Puppet Z{ff L TW354&(&. —-puppet-ca-port 8141 4+ 7> 3 Va2 EHE T,

‘9 24 R70OY®D Capsule ICUENCEHFINTWEY 54 7> b a&EEHRT 511, -force
A7 avaEEMLES,

® Red Hat Enterprise Linux7, 6. 5DEF&IE. UTFDIAX Y REAALET,

# python bootstrap.py --login=admin \

--server loadbalancer.example.com \
--organization="Your_Organization" \
--location="Your_Location" \
--hostgroup="Your_Hostgroup" \
--activationkey=your_activation_key \
--enablerepos=rhel-7-server-satellite-tools-6.9-rpms \

--puppet-ca-port 8141\ ﬂ
--force

22


https://access.redhat.com/documentation/ja-jp/red_hat_satellite/6.9/html-single/managing_hosts/index#Registering_Hosts
https://access.redhat.com/documentation/ja-jp/red_hat_satellite/6.9/html-single/managing_hosts/index#registering-a-host-to-satellite-using-the-bootstrap-script

EEIVFAT7V MDER

ﬂ Puppet Z A L TW 35 4&(&. —-puppet-ca-port 8141 4+ > 3 V5 EHE T,

‘9 2% R70OY®D Capsule ICUBNCEHFINTWEY 54 7> b a&ERT 5I1I1E, -force
A7 avaEEMLES,

DRV Y T RTIE, -login # 7> 3V TABL % Satellite T—H—ZICTHIET 2/8AT—RKDAH
NRDLNFET,

62. 7547V NDFEEEH
DoAT Y NEFETERTDICIE. BRITZI974AT7MTEI, ROFIEEETLET,

Flia
1. katello-ca-consumer /Xy 57— B4 VA RM—=ILEINTWBIGBEIFEIBRLET,

I # yum remove 'katello-ca-consumer*'
2. O— RNZvH—H5 katello-ca-consumer /Xy 5 — %4 VA M—JLL T,

# rpm -Uvh \
http://loadbalancer.example.com/pub/katello-ca-consumer-latest.noarch.rpm

3. V547 haEESKL, --serverurl & --baseurl DA 7> 3 v EEMLFT,

# subscription-manager register --org=Your_Organization \
--activationkey=Your_Activation_Key \
--serverurl=https://loadbalancer.example.com:8443/rhsm \
--baseurl=https://loadbalancer.example.com/pulp/repos
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B7ESCAP VT VYYDISATY hADTAOE—b

ROEVavTlRER O—RMNS YUYV TRICERET % Capsule Server ICEFRKINTWE I M4 T7 VK
IKteFxa) 74 —REHBLEFIE(SCAP) AV F VYA TOE—MTBAEICOVWTHRBALET,

AR

e SCAPOAVFVYDNEREINTWS, FHllX. RedHatSatellite DEHED SCAP ATV D
HBREESBLTLEIY,

FIR

1. Satellite Web Ul T 5&%E > 7 5 X ICF#EL T. foreman_scap_client#7 ') v 2 LZ7,
2. AR— NI ZARGA—=9— 9TV ) vy LFT,

3. AXN—KNIZANRGA—=9— D4V RIDERMDORAIVT, R—MEV Y v I LET,
4 TI7ANMDEE T 7T, LEE FIv IRV I RERRLIT,

5. ¥ =947 0—EHL B EZBRLIT,

6. 774 ME T4 —JLRIC, 9090 EAALFT,

7. AR—BMISRARGA=H— 4V RIDEMDODRA VT, $—NR—%52 Y v I LET,
8. FT7ANMDEME L) 7T, LEEX Fzv IRV I REZERLET,

9. F—414 T D—EH L XFH EEIRLFT,

10. 774N MET74—J)LRT, O—RKNSUH—DOFAQDNEZABLFT, & X
I&. loadbalancer.example.com & AL £ 7,

N AY—FISANRSGA=H9— 94V RDDEFTDRA VT, £ 57V v I LET,

12. foreman_scap_client Puppet 7 2 AN & EN 5 Puppet EV 2 —J)LZ VTV E1—ITEM
LEd, COAVFUYE1—%2R/HAL. V7547V NORBICTOE-MLET,

13. BRELWRT DHEEIE. VT4 TV METPuppet T—Y YV h2EFTLT, EERNBEZTO
E—MLET, Puppet T—VzV ME 30D TEICIVFAT Y NETETING O, &7 5
A7 NTFEITPuppet T—2 2V FEETLAVWTLEI L,

I # puppet agent -t --noop

4. 254 7>~ hLET. /etc/foreman_scap_client/config.yaml 7 7 1 JLITRDITHAEEFNTWS
JEERBLET,

# Foreman proxy to which reports should be uploaded

:server: 'loadbalancer.example.com’
:port: 9090

BIER R

e Satellite Server IC Puppet €2 2 —JLZEBINT 5 HEDFHIE. Puppet 4 KD Red Hat
Satellite 6 ~D Puppet EYV 2 —I)LDEM 2SR LTIV,
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https://access.redhat.com/documentation/ja-jp/red_hat_satellite/6.9/html-single/administering_red_hat_satellite/index#sect-Red_Hat_Satellite-Administering_Red_Hat_Satellite-Security_Compliance_Management_with_OpenSCAP-Configuring_SCAP_Content
https://access.redhat.com/documentation/ja-jp/red_hat_satellite/6.9/html/puppet_guide/chap-red_hat_satellite-puppet_guide-adding_puppet_modules_to_red_hat_satellite_6
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TN,
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https://access.redhat.com/documentation/ja-jp/red_hat_satellite/6.9/html-single/content_management_guide/index#Managing_Content_Views
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B8E O— KNS VYV JERTEDHER
FXTEY D Capsule Server TEIORDFIRZEITLT, O—RRS UV ITREZERLE T,
1. Capsule Server DR—R AR L —F 4 VI RTL%EV vy NIV LET,
2. Z®@ Capsule ICESHZRINALIVZATYNT, AVTUVERLEY TRV T 3 v EBEEN
FIAARETHD L aMERLET, &AL, ¥ 547~ kLT subscription-manager
refresh <Y REZABDLET,

3. Capsule Server DRX—Z2ARL—FT 14 VI A7 LEBEHL T,
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