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ER
barbican IXIR1E. AEZETHBAINTVWBUTOI—RT—X &2 HR—KMLFT,

o NFREESH: T Block Storage (cinder) R 2 —ADESIE, —BT1 RIS, LT
Object Storage (swift) DEESLICHERINFE T,

o JENFRMBEEIBAZE: glance 1 X —YVDELPRIEAEICHERINE T,
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AVR—V MNEHELET,
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SFRAZE. API*—, XX —K&EREDY—2 L v M&, barbican T—49R—RF/dEF a1 T7R2A
L—Y Y AT AICEERBSEINZbob ICRETEET, BEABS TS 7414 VLI PKCSHIEBS
TSTA4 v EFERLT, Y—JLy hEESIETEET,

v —%9 L v MN%& barbican T —9 R—RICEESIEIN/Blob & LTRETBICIE. UTOA TV ava
FHTZIENTEET,

e Simplecrypto 7574V OV FIVBBEEBILTS T4 VIET 74 NTEMICA>TEY, &8
—DORMF—%2FALTIRTCDOY—Y Ly MRAO—REBESELLET, 2DF—IF
barbican.conf 7 7 1 LD T L —VFF A MIREINZ D, COT7AIADRET V&
2B EDEETT,

o PKCS#NBEB{L TS 71 »:PKCSHNBESIL TS 74 Vi, barbican T—9 R—RITREEFEI N1
270V NEBEDORESIEF— (pKEK) AL TY—J Ly bEBESELEYS, Thd
DO7avzy FNEB®DpKEK IE. N—RI9xz7EFa2)F4—EVa1—)lL (HSM) ILREINS
FREFESEF— KEK ILLYBSIEINET, TRTOESILS L CESEIREIL in-
process X ) —TlE <, HSMIZEBANF T, PKCS#I1 7S U1 »id. PKCS#I1APIBHT
HSM EBIELE T, BSbidtFa7RN—RIz7TiTbh, 7OV NTEILEARLD
PKEK BMERINZ /2D, DA TV avIdBAESESS 74 v LVERETT,

Red Hat (&, A FD HSM DWIFNHTPKCSHNI Nw VTV REHR—MNLE T,

YY—ZRTHR—bIhFd, ESTAK (HA) OYE—

ATOS Trustway Proteccio 16.0+ 16.1+

NetHSM

Entrust nShield Connect HSM 16.0+ YR— M RH

Thales Luna Network HSM BI(Fy/O0v—FLEa—) BI(Fy/O0v—FLEa—)
pa 3]

B At (HA) & 7 3 >: barbican % —E 2 (& Apache I TRTI N, S H
PEIC HAProxy 2 d 2 & D IC director ICK WEREINE T, Ny I IV KE
DHAF TV aviE, FRAISNTVWANY IIVRICE>TERYET, L&A
. BELESEDOHE. §XTO barbican 1 YRV RITIFHRET 7 1 LA
IKEAUCBStF—>2HY., ThIZLYBHARHARENMERINET,

121 EHDESIEA W= X LDERE

Barbican D 12DA VAY VABHREL T, BHONY VTV REFRATZIENTEET, IhDE
TLEL, Ny IV K% globaldefault & L TIRET Z2HEAHYE T, 7OV I NTEILT I+
WhDODNYy VTV RAEIEETEHIEETEEY, AV MDY EVIDREELLRVGEIE. ZD
7OV bDY—=o Ly M, FO=—NILDTF 7Ly VTV REGFHALTREINE T,

fe & Z2 &, Simple crypto 8 KU PKCS#N 7S 74 v DEA%AFERT % & 5 IZ Barbican #52ETE &
¥, Simplecrypto /' O—/N)LT 74 MELTERETDE, IRTOTAT Y MDZEONY I T
YREFEALEFT, ChilLY, PKCSHINY VIV RAEFERT 270z bE&, z07OV 7 k
DOHRENYy V)TV NELTPKCSHNI 2RET DL, TOTAY I MEIBETEET,

W\ O TY RICHBITTBESICIE. 7O0—"NILOTF 74 EREFE 7Oz NEBEDNNY T Y
RELTHLWAY VT Y REEMICTBEIC, TTDNY I T RAFBERRERREICT S ENTE
F9, TOHFER, VW —2Ly MIFWNANY I ITY RTHEATE, FiFRY—I Ly MEFHLWIO—
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NILTF 72N EMNNY IV RILREINZET,

13.F—~vx—Yv—OF 09

OpenStack Key Manager 27 704 § %1C1&. £ 9 barbican t —EXDIREZ7 7 1 LA/ L. &M
DREZ7ANTA—N=U59 REFTF7O4 LET, RIC. 2—H—% creator [SEML T
barbican ¥ —7 L v N ERB L PIRET 20, V— L v N2 RETIESEINAR) 2 —L%
barbican ICER L £

AR
o F—N—=UZyRPFTOM43h, EFIATVWET,

pa

Z DF|ETIE. barbican ' simple_crypto /Ny VTV RAFERATELHIEREL T,
RIDEEEVEE T D PKCSHI1 P, FHT 2 HSMILKEFET 23 F I F R heat 7 7
L—bZ7 742 E, BIDONNY I TV RAFIATEZE Y, KMIP, Hashicorp Vault & &
U'DogTag R EDD/NY J TV RIFHR—FIhFHA,

® barbican AV TFF—A X —YDHERE LIV Ty TO—R

FIR

1.

T =959 R ) —RKT., barbican DEBIET7 74 ILEEKRKLE T,

$ cat /home/stack/templates/configure-barbican.yaml

parameter_defaults:
BarbicanSimpleCryptoGlobalDefault: true

BarbicanSimpleCryptoGlobalDefault (. CD 7554 VA2 5O—NILDTI7 4 NTFST4
vELTHRELET,

BEIJ7AIVICULTOA T avaEBMNMTAIEETEET,

BarbicanPassword: barbican t—EX 7 HO Y hD/IRRAT—RABELZF T,

BarbicanWorkers: barbican::wsgi::apache D7 —H—#%&ELFd, 774 T "%
{::processorcount} AL £,

BarbicanDebug: 7/3v /=BT L £,

BarbicanPolicies: barbican AT ICERET B R > —%EHZLEFT., Ny afEaERLE
9 (3l { barbican-context_is_admin: { key: context_is_admin, value: 'role:admin' } }).
Z DIV ~')—IZ /etc/barbican/policy.json [EMINFE T, RY > —DFFMIE. ROt
72avTHBALET,

BarbicanSimpleCryptoKek: ¥ —iE 51t ¥ — (KEK) I&. #BEHI AR WIHE I director IT& >
TERINZET,

2. 27 )7 e psUEREBMLAEO—IL, Ty TFL—b FERERET 7ML EHIRET
IC. openstack overcloud deploy I~ > RIZUUTFD 7 7/ )L &BIMLZE T,

® /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml
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® /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-simple-
crypto.yaml

® /home/stack/templates/configure-barbican.yaml

3. F7AA4MXVNRY Y SN EBEERITLT EEA T O/M XV MIERALEY,

$ openstack overcloud deploy \

--timeout 100 \

--templates /usr/share/openstack-tripleo-heat-templates \

--stack overcloud \

--libvirt-type kvm \

--ntp-server clock.redhat.com \

-e /home/stack/containers-prepare-parameter.yaml \

-e /home/stack/templates/config_Ilvm.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/templates/network/network-environment.yaml \

-e /home/stack/templates/hostnames.yml \

-e /home/stack/templates/nodes_data.yaml \

-e /home/stack/templates/extra_templates.yaml \

-e /home/stack/container-parameters-with-barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-simple-
crypto.yaml\

-e /home/stack/templates/configure-barbican.yaml \

--log-file overcloud_deployment_38.log

4, creatord—JILD idEERELET,

openstack role show creator

+- + +

| Field | Value |

+- + +

| domain_id | None |

|id | 4€9¢c560c6f104608948450fbf316f9d7 |
| name | creator |

+- + +

R

OpenStack Key Manager(barbican) 4 > X h—JLIhTWR\ &, creator
A—JILERRIINEEA,

5. 1—#%—% creator O—JLICEIY HT, BAETZ OV haBELEFT, ZDHIT
i, project_a 7O =¥ h® userl &L\ D ZREIDL—H —7 creator O—JLICBIMI N &
ER

I openstack role add --user user1 --project project_a 4e9c560c6f104608948450fbf316f9d7

LT7AM—=0Ly beERLET, UTFICHZRLET,

I $ openstack secret store --name testSecret --payload 'TestPayload'
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+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-9e64-
b664d574be53 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +

2. ERLEY—2 Ly hORAO—RZHEFELET,

openstack secret get https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-
9e64-b664d574be53 --payload

+ + +
| Field | Value |
+ + +
| Payload | TestPayload |
+ + +

14.F—<Rx—Vv—R)—DFKRR

barbican [Z7RY) ¥ —AFAL T, ¥—0OEBMEFLIFEIKRARE, Y—JLy MINLTTYYavaET
TEX321—H—&RELFT, IOy bO—IILAEREST ZITIE. LLRTICYERK L 7= creator 72 & M
keystone 7”OY =¥ hO—Jlid barbican BE/X—I v ¥ avIiIlvxvEYITIhEd, TORR. h
S507aYzy bO—JLiICEYYTOENE - —F, WiHT 5 barbican /S —I v avaRELE
ERR

T2 MDRYD—EOA—RTEEIND D, BEIIBEREIVEHY FHA, RUV—DEEIH
TWARWEEIE, BEROBEEOI VYT F—%FHALTT 74V NRYO—5RRTEET, 774/

RRYS—IZEENMAONLBEITE, T4 NEERT 2561 OV ATLAEFERLT
openstack-barbican-api AV 7T F—% KM TILLET,

AR

® OpenStack Key Manager A7 704 X h, £TLTW3,

¥
1. Red Hat BREEE#HRZ A L T podman IO T4 >~ LF T,

podman login
username. *kkkkkkk
password « kkhkkkkkkk

2. openstack-barbican-api 3> 7 +F—% )L L E T,

10
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podman pull \
registry.redhat.io/rhosp-rhel8/openstack-barbican-api:16.1

3 IBAEDHEETALIMN)—ICR) =774 EERLET,

podman run -it \
registry.redhat.io/rhosp-rhel8/openstack-barbican-api:16.1 \
oslopolicy-policy-generator \

--namespace barbican > barbican-policy.yaml

WREE

barbican-policy.yaml 7 7 1 )L F = v ¥ LT, barbican ®MERAT 2R > —%HAL T, K)o —
i, A—HF D=V Ly hBLUVY—V Ly MY T—HERETDHEEERT D4 DDERD
O—JLICE > TEEINFT, 2—H—IF. REOO—IICEYHETOLNTWENR—I v avia%s
BY Fd,

e Admin: ¥ —7 L v FDHIFR, ER/fRE. BLUHmARY ZTIIENTEEY,

e creator >—7 L v NOERN/RES L UHARYMNATETYT, P—I Ly NaHIRTEEHE
/‘JO

e observer T—4% D HEY DHHMERET T,
o audit XY T —YDAEZRANMBIENTEET, V—IL vy hamARYTEEHA,

frEzE, WTFOTY M) —id, 70V 27 D admin, observer., & & U creator @ keystone
O—J)LEYRMNKRRLET, AAIICIE. role:admin. role:observer. & & U role:creator /X— 3 v
avhEIYHETOLNTWS I EAEEELET,

#
#"admin": "role:admin"

#
#"observer": "role:observer"

#
#"creator": "role:creator"

INSOO—)ViE barbican T =TT 22 &ETEEY, /& AL, admin_or_creator #15E T
% I)L—I)LIE, rule:admin Z 7= |3 rule:creator D X VY N\N—|IEATEX X7,

7 71 IJVATIL, secret:put & £ U secret:delete D7/ > avhHYFEd., ARAICIK. CThosDT7 Y
L aVvERFTIBZN—IvavAHcz3O—JILICDWTHRLTLEIWL, UTOFIT

I&. secret:delete I&. admin 8L U creator O—JIL X VU R—DHHY—I Ly hT Y M) —%HIRT
XLZEABKRLET, IS IL—ILE. F07OY Y D admin 713 creator O—J)L D1 —
HF—DRZDTAVII MDY= Ly NEHIBRTE22EA2RLTVWEY, AV bDT Y FId,
R —ICEEHEINS secret_project_match L— /L TEZEINZE T,

I secret:delete™: "rule:admin_or_creator and rule:secret_project._match"

1
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12

552% OPENSTACK KEY MANAGER (BARBICAN) %= f#f L 7=
=Ly NBLIUVRDOEE
OpenStack Key Manager 2L T, ¥—7L v hBLUBESLEBOER. B SLTHIKRETV

¥, BESIbED LW barbican T—IR—ZADNRNY I Ty TRYRNTFEFTHIZEETEFT, BBE
LS L W barbican T—9 RXR—RA A EHAMIC/ANY I 7w T2 & aHELET,

21. =7 L v hOXRR

=Ly bDYRMNERERT BICIE. openstack secretlist A¥ > RAEERTLET, )R MTIE,
URI, %Al &R, ¥>—2 L v MIET 2 Z0MOBERIEFNET,

FIa
e V—JLYybrDYRMERTLET,

$ openstack secret list

+ +--mm-- et
+ + + + + +
Fommmmmmmees +
| Secret href | Name | Created | Status
| Content types | Algorithm | Bit length | Secret type | Mode | Expiration |
+ +--mm-- et
+ + + + + +
Fommmmmmmees +

| https://192.168.123.169:9311/v1/secrets/24845e6d-64a5-4071-ba99-0fdd1046172e | None |
2018-01-22T02:23:15+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | None | None |

+ 4mmmmee rmmmmmmmmmmmneee

+ + + + + +

22.—20 L v MDOYERKR

v—9 Ly MEERT BICIL. openstack secret store IY Y RAEITL, ¥—27 L v bDERIEA T
avTy—ILy bDODRAMO—REEELZET,

FIa
o U—JLy heFELET, UTICHZRLET,

$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163:9311/v1/secrets/ecc7b2a4-f0b0-47ba-b451-
0f7d42bc1746 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |
| Algorithm | aes |
| Bit length | 256 |
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| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+- + +

23.—20 Ly hADRA O— KDIEN
Y=Ly hORAA—R (Y—F Ly hOBIBUA) 2BFT2IEETEERAD, KM O— K&
EEFTICU—I Ly NEERLEIBEIE. £ T openstack secret update I~ > RAFRAL T4 O—
REBIMTZZENATEET,
FIa

o U—/JLvyhMNIRMO—KEEBMLET,

$ openstack secret update https://192.168.123.163:9311/v1/secrets/ca34a264-fd09-44a1-
8856-c6e7116¢c3b16 'TestPayload-updated'
$

24.>—20 Ly NDHI

v—29 L v h%EHIRY %ICIL. openstack secretdelete I~ > K%=E{TL. ¥—2 L v D URI %15
ELEY,

FIE
o IBEINLURIOY—I Ly NEHIBRLET,

$ openstack secret delete https://192.168.123.163:9311/v1/secrets/ecc7b2a4-f0b0-47ba-
b451-0f7d42bc1746
$

2.5. X FRER DA K

WEAE AT BICIE. ordercreate AV KAEHA L. % barbican ICIRFELZF Y., W T, nova
DT 14 RAVESEPswift £ 7V 7 NOBESIERE, BEDY AV ICHHEEZFERLET,

AR

® OpenStack Key Manager "1 Y X h—JL X h, EfEL TW3,

FIR

1. ordercreate AL TH LW 256 EY hDF—% 4 L. barbican ICIRFEL X T, LUTICH
ERLET,

$ openstack secret order create --name swift_key --algorithm aes --mode ctr --bit-length 256
--payload-content-type=application/octet-stream key

+- + +
| Field | Value |
+- + +

| Order href | https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-a9b1-

13
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bc328d0b4832 |

| Type | Key |

| Container href | N/A |

| Secret href | None |

| Created | None |

| Status | None |

| Error code | None |

| Error message | None |

+ + +

-mode # 7> avEMALT, ctrocbe REDEEDE—RAFAHTELDICERINDHE
HRETDHIEETITET, ML, NISTSP800-38AAZSHL T I L,

2. A= —DFMERTI LT, EXRIN-F—DIFFT% Secret href D{EE L THELZE T,

$ openstack secret order get https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-
a9b1-bc328d0b4832

+ + +

| Field | Value |

+ + +

| Order href | https://192.168.123.173:9311/v1/orders/043383fe-d504-42cf-a9b1-
bc328d0b4832 |

| Type | Key |

| Container href | N/A |
| Secret href | https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-

5ba69cb18719 |
| Created | 2018-01-24T04:24:33+00:00 |
|Status | ACTIVE |

| Error code | None |
| Error message | None |
+ + +

3.Y—=JLy FOFMHERIGELEY,

$ openstack secret get https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-

5ba69cb18719

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.173:9311/v1/secrets/efcfec49-b9a3-4425-a9b6-
5ba69cb18719 |

| Name | swift_key |

| Created | 2018-01-24T04:24:33+00:00 |
| Status | ACTIVE |

| Content types | {u'default’: u'application/octet-stream'’} |
| Algorithm | aes |

| Bit length | 256 |

| Secret type | symmetric |

| Mode | ctr |

| Expiration | None |

+ + +

2.6. & &R CRYPTO BES{LED/NY I T v T

14
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B crypto BEBILEAEZ/NY I 7 v T4 BICIE. X4 D KEK A& N % barbican.conf 7 7 1 )L %
X2 T4 —HBIEINIFRICAE—LTH S, barbican T—IR—R&ENy I T7vTLET,

AR

B

ZOFIEICE, TRAMDY—I Ly hELVREERTDRTY THAEEFNET, ¥ —
Ly hDORZEITICERLTWEIEEIZ. TANAROFIRZER L., M LF—
ZERALEY,

® OpenStack Key Manager B/ Y X h—JLXh, EfELTW3,

o KEKDNy I 7y THRETEZEX1) T4 —DBIbINLIBHRLH S,

FIR

L A—=N=039RTHLW256 EY hOIEZEMK L. barbican ICRTFL X7,

(overcloud) [stack@undercloud-0 ~]$ openstack secret order create --name swift_key --
algorithm aes --mode ctr --bit-length 256 --payload-content-type=application/octet-stream key

+- + +

| Field | Value |

+- + +

| Order href | http://10.0.0.104:9311/v1/orders/2a11584d-851c-4bc2-83b7-35d04d3bae86 |
| Type | Key |

| Container href | N/A |

| Secret href | None |

| Created | None |

| Status | None |

| Error code | None |

| Error message | None |

+- + +

2. TANY =Ly FafFERLZET,

(overcloud) [stack@undercloud-0 ~]$ openstack secret store --name testSecret --payload

"TestPayload'

+- + +
| Field | Value |

+- + +

| Secret href | http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057¢c88b04a |
| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+- + +

3TARY =LY PBEREINTWB I EZMABLET,
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(overcloud) [stack@undercloud-0 ~]$ openstack secret list

+ + +
-+ + + + + + +

------ +

| Secret href | Name | Created | Status |
Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ + +

-+ + + + + + +

------ +

| http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a | testSecret |
2018-06-19T18:25:25+00:00 | ACTIVE | {u'default’: u'text/plain'} | aes | 256 |

opaque | cbc | None |

| http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb | swift_key |
2018-06-19T18:24:40+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | ctr | None |

+ + +

4. A1 VDKEK A& ZEN 3 barbican.conf 7 7 1)L %&, Exa!) T4 —D@IEIN/IFBATICT
E_bij—o

5. controller-0 / — KiZO%' 14 > L. barbican 21—%—/XXT7—RKZRBLET,

[heat-admin@controller-0 ~]$ sudo grep -r "barbican::db::mysql::password"
/etc/puppet/hieradata

/etc/puppet/hieradata/service_configs.json: "barbican::db::mysql::password":
"seDJRsMNRrBdFryCmNUEFPPev",

pa 3

barbican T —49 RXR—RICT7 VA TX5DIE, 12— — barbican D#TY., %
D7, barbican —H—D/IXAT—RIETF—IR—R %Ny I Ty TEIIE
T DOICMETT,

6. barbican T —9~X—X&ENRY O Ty S LFT,

[heat-admin@controller-0 ~]$ mysqgldump -u barbican -p"seDJRsMNRrBdFryCmNUEFPPev"
barbican > barbican_db_backup.sql

7. T=IR=2D/\v U 7 v TH /home/heat-admin ICIRFEINTWVWBR I EEHERLFT,

[heat-admin@controller-0 ~]$ I
total 36
-rw-rw-r--. 1 heat-admin heat-admin 36715 Jun 19 18:31 barbican_db_backup.sql

8. F—N—=UF7 KT, AN LY —2 Ly bZHIERL., ThoDY—2 Ly bAFEL
BWT & =B LES,

16

(overcloud) [stack@undercloud-0 ~]$ openstack secret delete
http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a
(overcloud) [stack@undercloud-0 ~]$ openstack secret delete
http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb
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(overcloud) [stack@undercloud-0 ~]$ openstack secret list

(overcloud) [stack@undercloud-0 ~]$

27.8v 07w THhoDEEL CRYPTO BES{EED Y A M7
barbican T =4 X=X &Ny I Ty THS1) A MNF7TBICIE, barbican/X—IX v avTcay hO—

S—/—RICAsy4 > LT, barbicanT—9R—R%YAKNT7LET, Nv I Ty THSKEK %) R
N732ICIE. /Ny 27w 7 74)LT barbican.conf 7 71 LA EEZX L F T,

([} =355
® OpenStack Key Manager "1 Y X h—JLXh, EfELTW3,

e barbican.conf 7 7 { JL & barbican T—49 R—ADEEEFED/NY I 7 v THbH %,

FIR

1. controller-0 / —RiZCA%Y 4> L, I~ hA—5—_LIC barbican 21— —ICTF—49 RXR—X %18
T BODT IR %M5T % barbican T —YR—IADB’HB T EEHELET,

[heat-admin@controller-0 ~]$ mysql -u barbican -p"seDJRsMNRrBdFryCmNUEFPPev"
Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 3799

Server version: 10.1.20-MariaDB MariaDB Server

Copyright (c) 2000, 2016, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or "\h' for help. Type "\c' to clear the current input statement.

MariaDB [(none)]> SHOW DATABASES;

e +
| Database |
e +
| barbican |
| information_schema |
e +

2 rows in set (0.00 sec)
MariaDB [(none)]> exit

Bye
[heat-admin@controller-0 ~]$

2. barbican T =9 RXR—RIINY I Ty TT74I%EYANTLET,

[heat-admin@controller-0 ~]$ sudo mysq|l -u barbican -p"seDJRsMNRrBdFryCmNUEFPPev"
barbican < barbican_db_backup.sql
[heat-admin@controller-0 ~]$

3. LAEIC/Nw 2 7w F L7177 74 JUT barbican.conf 7 7 1 L& EEX L F T,
B®EE

¢ F—N=UFURT, A=V Ly MPEBICETINALIEZHEALET,
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18

(overcloud) [stack@undercloud-0 ~]$ openstack secret list

+ + +
-+ + + + + + +

------ +

| Secret href | Name | Created | Status |
Content types | Algorithm | Bit length | Secret type | Mode | Expiration |

+ + +

-+ + + + + + +

------ +

| http://10.0.0.104:9311/v1/secrets/93f62cfd-e008-401f-be74-bf057c88b04a | testSecret |
2018-06-19T18:25:25+00:00 | ACTIVE | {u'default’: u'text/plain'} | aes | 256 |

opaque | cbc | None |

| http://10.0.0.104:9311/v1/secrets/f664b5cf-5221-47e5-9887-608972a5fefb | swift_key |
2018-06-19T18:24:40+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | ctr | None |

(overcloud) [stack@undercloud-0 ~]$



ACK KEY MANAGER (BARBICAN) & HARDWARE SECURITY MODULE (HSM) 7 754 7~ ZAM4 JLr—>3av

\
NI

%32 OPENSTACK KEY MANAGER (BARBICAN) &
HARDWARE SECURITY MODULE (HSM) 77 TS5ATIADA YV
FoL—3v

N—=RDxzT7EFa) 714 —FPa1—I)L(HSM) 7 TS5 4 7 R & Red Hat OpenStack Platform 7 700
AAXAVREREL, N— R I T7R—ADBESCVEZFRALTCEF 2 T4 —FRAMN v —ZRAL
It &9, OpenStackKey Manager E HSM 7 7S A 7Y REDA VT I L —> a v AEBET 25EIC
&, YR—PFINTVWIESILENSLIVHSM 7 IS4 TV RAERIRL, BEDONY VT v T5ERE
L. 77044 MCHET Z2TEEOH 2MDOBERCHIRZERT 2HENHY X,

3.1. OPENSTACK KEY MANAGER (BARBICAN) & ATOSHSM DA V54
L—>3r

PKCS#11 /3wy 2 T > K% Trustway Proteccio Net HSM 7 754 7V R & #5E& 9 5 ICIE. barbican %
HSM ICH#E#T T 5 /N XA —9 —TRE 7 7M1 IV ZEK L £9, atos_hsms /A5 XA —F—DTFIZ2DLLE
DHSM &) ZFRRLT, HAZBMICT B ENTEET,

TS5o=vyg

T 74 MTlE, HSM OREFEGDHRABIL2@EHY £, COBEEBLIDE, PKCSHEN V547
VEDPLDAEYY—IZ—HDRETEIEFHYET, UTILRT LDIC, EREESTETDENT
xE9,

e £IOY hO—3—ITIE1 DO barbican-api & 1 D ® barbican-worker 7Ot X hH Y £,

e & Barbican APl 7Ot X% NED Apache 7—H—TETINET (NIET 7 +JL M TCPU
DEICREINZT),

o BI—H—ITIFHSMADI1DDEmBODHY £,

% barbican-worker 7Ot RICIE, T—FR—IC12Q0ARI > avrrHYUFE
¥, BarbicanWorkers heat /X5 X —4 —% AL T, & API 7Ot XD Apache 7 —H—¥% E&H
52EDTEEY, T74) KNTIE Apache 7—H—DHIZ CPUEE—BLZF T,

fcEZWE, 32745 O3 200 bO—5—2H3HEE. £33 bO—5—_ LD Barbican API (&
32Apache 7—H—%#ERALET, ThickY, 120> hO—5—F. FIFAAREA 32 HSM i %
TRTGHELEY, COBAEOET 2ICIE. &/ — NIZERE I N7z Barbican Apache 7—h—D# &
HIRL 9, ZDfITIE. BarbicanWorkers = 10 ICERELF T, ThicLY., Thd 320V k
O—5—9gARTHAHSM IR L CRRERKI0OEE RS EDICLET,

AR

® AtosHSM IRV S —Y I NIz 7 %=RET B/ N7 — RTREI N HTTPS —/3—

RITHTTPS H—NR—D' RT3 77 1)L

27140 #i

Proteccio Client Software ISO 1 Protecciol.09.05.iso HSM R 4 —
A=I 774

SSL #—/N—3IEAE proteccio.CRT HSM BIEH
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274 Bl =it

SSL Y54 7 MNiEERE client.CRT HSM EiE&
SSLYSA TV h¥— client.KEY HSM BB &
Flia

1. Barbican Fi® configure-barbican.yaml IRIE7 7 1 L AERK L. LTFD/NZ X —4—%EML
7,

parameter_defaults
BarbicanSimpleCryptoGlobalDefault: false
BarbicanPkcs11CryptoGlobalDefault: true
BarbicanPkcs11CryptoLogin: ********
BarbicanPkcs11CryptoSlotid: 1
ATOSVars:
atos_client_iso_name: Proteccio1.09.05.iso
atos_client_iso_location: https://user@PASSWORD:example.com/Proteccio1.09.05.iso
atos_client_cert_location: https://user@PASSWORD:example.com/client. CRT
atos_client_key_location: https://user@PASSWORD:example.com/client. KEY
atos_hsms:
- name: myHsm1
server_cert_location: https://user@PASSWORD:example.com/myHsm1.CRT
ip: 192.168.1.101
- name: myHsm2
server_cert_location: https://user@PASSWORD:example.com/myHsm2.CRT
ip:ip: 192.168.1.102

p= =)
atos_hsms /NS A —& —(d, FEHREEL L ST/NFTA—F—

atos_hsm_ip_address & & U atos_server_cert_location ICEX#hH 5 £ D
T, S%&DY ) —XATHIRINSZFETT,

&3.2heat /XT XA —4H —

NG A—H — &

BarbicanSimpleCryptoGlobalDefault Zhid. simplecrypto "/ O0—/NL7 7+
NTHEDEIDERET DT —IETT,

BarbicanPkcs11GlobalDefault Zhix, PKCS#11 7 O0—/N)LF 7 4L KT
HEINEIDERET D T—IETT,

BarbicanPkcs11CryptoSlotld Barbican IC& > TERAINZRIBHSM O 20Oy
N 1D,

ATOSVars

20



ACK KEY MANAGER (BARBICAN) & HARDWARE SECURITY MODULE (HSM) 7 754 7Y ADA T L —>

NSRA—4H—

atos_client_iso_name

atos_client_iso_location

atos_client_cert_location

atos_client_key_location

atos_hsms

&

Atos 7 ZAT7 VMY TN TISODT7 74)b
%, ZOfElx. atos_client_iso_location /¢
FA—H—DURLD 7 7AINEE—BT ZNE
NHYET,

Proteccio Client Software ISO 4 X —< M
HTTPS H—N\—DIGf%EEYT 21— —%K &
NAT7—RK%EE URL,

SSL 754 7Y MEEBHED HTTPS # —/X—0
BAEEEY 21— —RE/NAT—FEST
URL,

SSLYSA 7Y hF—DHTTPS H—/N\—Di5
FiafEEd 21— —RENRNRAT—REED
URL, Zhif. EEDYS41 7> MEBRZEIZ—
BI52F—THIUEIHYET,

HSM D &R, SERREDHBM. BLTIP 7KL R
EIEETDIDUEDOHSMDY R b, TDY R
NICHEED HSM 2 &8 % &, Barbican IX&RI2D
BEETRAYEFICHSM 2R ELE T,

2. 7704 XY MO Y RBLIVTEDDT 7OA4 AV MIZET I TOMORET 71L& H
IZ. AR LD configure-barbican.yaml. barbican.yaml. & & ' ATOS E&® barbican-
backend-pkcsi1-atos.yaml FRIE 7 7 1 L ZEML £,

$ openstack overcloud deploy \
--timeout 100\

--templates /usr/share/openstack-tripleo-heat-templates \

--stack overcloud \
--libvirt-type kvm \

--ntp-server clock.redhat.com \

-e /home/stack/containers-prepare-parameter.yaml \

-e /home/stack/templates/config_Ilvm.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/templates/network/network-environment.yaml \

-e /home/stack/templates/hostnames.yml \

-e /home/stack/templates/nodes_data.yaml \

-e /home/stack/templates/extra_templates.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \
-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-pkcs11-

atos.yaml \

-e /home/stack/templates/configure-barbican.yaml \
--log-file overcloud_deployment_with_atos.log

&
qEI-I'l

L 7AMY—=2Ly bR LET,
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$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +

| Field | Value |

+ + +

| Secret href | https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-9e64-
b664d574be53 |

| Name | testSecret |

| Created | None |

| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +

2. L7z — 2oLy hODRAO—RERBLET,

openstack secret get https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-
9e64-b664d574be53 --payload

+ + +
| Field | Value |
+ + +
| Payload | TestPayload |
+ + +

3.2. OPENSTACK KEY MANAGER (BARBICAN) & THALES LUNA
NETWORK HSM D#fi&

N=RD T T7R—ZDOBESNIEBRAIC. PKCS#11 /8y 7 TV K% Thales Luna Network HSM 7o54
7 /Zt‘bm?ékti Ansible D_)b%ﬁﬁﬁbf drhkAO— 7—£~_Thale577’f YhkYT7 MUz

T7EFOO—RLTA YA M=ILLET., £/, Key Manager & 7AW EERL, BRIICERS
N HSMIP B L URREEBEHRZEML £,

AR

® Thales Luna Network HSM TRV & =Y 7 N 2 7 AR T 5, XA —RTREINL
HTTPS # —/8—,

o RNRYUF—HRMHET B LunaNetwork HSM 2 54 7V NV 7 "oz 7k, EfEINiczip 7—H
1 TICHBRINTWET,

FIR

1. director I ansible-role-lunasa-hsm O—JL%& A1 VXA b—JL L E T,

I sudo dnf install ansible-role-lunasa-hsm

2. Key Manager (barbican) i@ configure-barbican.yaml IR1E 7 7 1 L& ERR L. TEODIRIE
IKEBEDNRS A=y —%BMLET,

I parameter_defaults:

22



ACK KEY MANAGER (BARBICAN) & HARDWARE SECURITY MODULE (HSM) 7 754 7Y ADA T L —>

BarbicanPkcs11CryptoMKEKLabel: "barbican_mkek_0"
BarbicanPkcs11CryptoHMACLabel: "barbican_hmac_0"
BarbicanPkcs11CryptoLogin: "$PKCS_11_USER_PIN"

BarbicanPkcs11CryptoGlobalDefault: true

LunasaVars:

lunasa_client_tarball_name: 610-012382-014_SW_Client_ HSM_6.2_RevA.tar.zip
lunasa_client_tarball_location: https://user:$PASSWORD@http-
server.example.com/luna_software/610-012382-014_SW_Client HSM_6.2_RevA.tar.zip

lunasa_client_installer_path: 610-012382-

014 _SW _Client. HSM_6.2_RevA/linux/64/install.sh

lunasa_hsms:

- hostname: luna-hsm.example.com

admin_password: "$HSM_ADMIN_PASSWORD"

partition: myPartition1
partition_serial: 123456789

#F33heat /AT A —4—

NSRA—4H—

&

BarbicanSimpleCryptoGlobalDefault

BarbicanPkcs11GlobalDefault

BarbicanPkcs11CryptoTokenLabel

BarbicanPkcs11CryptoLogin

lunasa_client_tarball_name

lunasa_client_tarball_location

lunasa_client_installer_path

lunasa_client_rotate_cert

lunasa_client_working_dir

Zhid, simplecrypto A7 B —/NILT T %)L K
THEINEIDERET DT —ILETT,

IhiE, PKCSHEN D/ O—NILT T I R TH
BMEINERET BT —IETT,

HSM DY 1 D H 2 3HE. /NT A —8 —DIEIF/N—
TA4YIVINRIVTYE, 2D2ULEDNN—F 13
VEITHAAZFERALTWSIFE. ThiEHA S
W—TIIBETEINIICARY T,

HSM EEEMRMIT 2 HSMICO T A VT Bk
DICHEAIND PKCSHN /KT — R,

LunasaVar

Luna ¥ 7 b = 7 tarball ®&Hil,

Luna ¥ 7 b = 7 tarball @ HTTPS H—/X—®
ST $8E$ % URL,

zip X D tarball @ installsh 27 Y 7k Ad/X
Ao

(FTYav)true iRET 2 &, BIFEOMRE
EBEIMADHLWI SA4 TV MNEBENEK
IhFd, 774 K false

(FFvavyarybo—>—/—KROEET«
L & b Y —, Default: /tmp/lunasa_client_install
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NG A—H — &

lunasa_hsms £ 81, hostname. admin_password. partition.
BELUONR=—FT 1423V )YTINESERET D
DLUEDOHSM DY R b, TD) R MIEED
HSM % & % &, Barbican (ZEa AMRITIC
HSM 3 EL £,

3. 77O X v hax Y RIZA RS LD configure-barbican.yaml & & U Thales EH& ®D
barbican-backend-pkcsi11-llunasa.yaml IRIE7 7 1 )L&. 7704 X MIEET % 2D
OFvTL—bhEEMLET,

$ openstack overcloud deploy --templates \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-pkcs11-
lunasa.yaml\

-e /home/stack/templates/configure-barbican.yaml \

--log-file overcloud_deployment_with_luna.log

3.3. OPENSTACK KEY MANAGER (BARBICAN) & ENTRUST NSHIELD
CONNECTXC DA VT L—av

PKCS#11 /3w 2 T K% Entrust nShield Connect XC HSM &#A 9 % I1CIE. Ansible O—JL&{FER L
T, A bO—Z—ICEntrust V54 T7 MY 7 D27 D O0—-RLTA VYA M=ILLETY,
7"\_\ Barblcan EQTE 'f }lf%{’Fﬁ\z l/ $HU ‘\- %é TLT\_ HSM IP BJ:U\DIL;\D | *E%iﬁﬂﬂ l/ i-g_o

AR

® Entrust nShield Connect XC IRV Y —Y I NIz 7% T 2, XAT7—RKTREIND
HTTPS H—/8—,

FIR

1. Barbican Fi® configure-barbican.yaml IRiE7 7 1 L AR L. B8FEVOBREBICEED/S
A= —%BMLET, UTFOR=RYy |~€4§Ut LTEALET,

parameter_defaults:
SwiftEncryptionEnabled: true
ComputeExtraConfig:
nova::glance::verify_glance_signatures: true
nova::compute::verify_glance_signatures: true
BarbicanPkcs11CryptoLogin: 'sample string'
BarbicanPkcs11CryptoSlotld: '492971158"
BarbicanPkcs11CryptoGlobalDefault: true
BarbicanPkcs11CryptoLibraryPath: /opt/nfast/toolkits/pkcs11/libcknfast.so’
BarbicanPkcs11CryptoEncryptionMechanism: 'CKM_AES_CBC'
BarbicanPkcs11CryptoHMACKeyType: 'CKK_SHA256_HMAC'
BarbicanPkcs11CryptoHMACKeygenMechanism:
'CKM_NC_SHA256_HMAC_KEY_GEN'
BarbicanPkcs11CryptoMKEKLabel: 'barbican_mkek_10'
BarbicanPkcs11CryptoMKEKLength: '32'
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BarbicanPkcs11CryptoHMACLabel: 'barbican_hmac_10'
BarbicanPkcs11CryptoThalesEnabled: true
BarbicanPkcs11CryptoEnabled: true
ThalesVars:
thales_client_working_dir: /tmp/thales_client_install
thales_client_tarball_location: https://your server/CipherTools-linux64-dev-12.40.2.t1gz
thales_client_tarball_name: CipherTools-linux64-dev-12.40.2.tgz
thales_client_path: linux/libc6_11/amd64/nfast
thales_client_uid: 42481
thales_client_gid: 42481
thales_km_data_location: https://your server/kmdata_post_card_creation.tar.gz
thales_km_data_tarball_name: kmdata_post_card_creation.tar.gz
thales_hsm_ip_address: 192.168.10.10
thales_rfs_server_ip_address: 192.168.10.11
thales_hsm_config_location: hsm-C90E-02E0-D947
thales_rfs_user: root
thales_rfs_key: |

resource_registry:
OS::TripleO::Services::BarbicanBackendPkcs11Crypto: /home/stack/tripleo-heat-
templates/puppet/services/barbican-backend-pkcs11-crypto.yaml

F3.4heat/ "NFTA—4H—

NG A—H — &

BarbicanSimpleCryptoGlobalDefault Zhid. simplecrypto "/ O0—/NIL77 # )b
NTHEDEIDERET DT —IETT,

BarbicanPkcs11GlobalDefault Zhik, PKCS#11 7 O0—/N)LF 7 4L KT
HEINEIDERETZT—IETT,

BarbicanPkcs11CryptoSlotld Barbican IC& > TERAINZRIBHSM 02Oy
~ 1D,
BarbicanPkcs11CryptoMKEKLabel ZDINT A =48 —F, HSM TERH I N7z mKEK

DEFIEEZRLZF T, director i DF—%{FHH
LTHSMICZCOF—%ERLET,

BarbicanPkcs11CryptoHMACLabel ZDINT A= —F, HSM TEHRI N7z HMAC
DEFIEEELET, director T DF—%{HH
LTHSMICZDF—%ERR L ET,

ThalesVars
thales_client_working_dir 1—HY—EFDOD—BEEXTAL I N)—,
thales_client_tarball_location Entrust Y 7 N = 7 ® HTTPS % —/N\— DR

%38ET % URL,
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EI-I‘

RS A—4H— &
thales_km_data_tarball_name Entrust ¥ 7 b = 7 tarball D&Hi,
thales_rfs_key RFS %—/N—AD SSH #FEHOMBICFERIN S

To3AR=— F—, THERRINF—&L
TRFSH—NR—ITEMY 2BEENDHYIET,

. barbican.yaml & & U Thales E& @ barbican-backend-pkcsi11-thales.yamlIRiE 7 7 1 )L,
72 5 N openstack overcloud deploy ¥ > RARITTHRICT 7OA A Y MIBERZD
tITRTODTY FL—MIMAT, 71RX4% LD configure-barbican.yaml IR1E 7 7 1 )L %810
LET,

$ openstack overcloud deploy \

--timeout 100 \

--templates /usr/share/openstack-tripleo-heat-templates \

--stack overcloud \

--libvirt-type kvm \

--ntp-server clock.redhat.com \

-e /home/stack/containers-prepare-parameter.yaml \

-e /home/stack/templates/config_Ilvm.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/network-isolation.yaml \

-e /home/stack/templates/network/network-environment.yaml \

-e /home/stack/templates/hostnames.yml \

-e /home/stack/templates/nodes_data.yaml\

-e /home/stack/templates/extra_templates.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/services/barbican.yaml \

-e /usr/share/openstack-tripleo-heat-templates/environments/barbican-backend-pkcs11-
thales.yaml \

-e /home/stack/templates/configure-barbican.yaml \

--log-file overcloud_deployment_with_atos.log

L 7AMY—=2 Ly bEEERLET,

$ openstack secret store --name testSecret --payload 'TestPayload'

+ + +
| Field | Value |
+ + +

| Secret href | https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-9e64-
b664d574be53 |

| Name | testSecret |
| Created | None |
| Status | None |

| Content types | None |

| Algorithm | aes |

| Bit length | 256 |

| Secret type | opaque |

| Mode | cbc |

| Expiration | None |

+ + +




ACK KEY MANAGER (BARBICAN) & HARDWARE SECURITY MODULE (HSM) 7 754 7Y ADA 7L —>a >

2. ERLEY—2 Ly hORAO—RZHRFELET,

openstack secret get https://192.168.123.163/key-manager/v1/secrets/4cc5ffe0-eea2-449d-
9e64-b664d574be53 --payload

+ + +
| Field | Value |
+ + +
| Payload | TestPayload |
+ + +

3.4 MKEK#8 LU HMACOO—T—> 3V

director DEHFHAFEHAL T, MKEK¥F—8X U HMAC ¥F—420—757—Y 3V TXFET,

v s 0
' Barbican O#IRICL Y. MKEK & HMAC IXRIL¥—4% 14 7 T9,

FIR

L T7O4 AV MDBREBET 7AILICUUTDNRS A =49 —%BMLE T,
I BarbicanPkcs11CryptoRewrapKeys: true
2. 2EZIE, IRILHDPUTOLD THNIE, MKEK F—B LUV HMACBOSRIVEZEBRLE T,

BarbicanPkcs11CryptoMKEKLabel: 'barbican_mkek_10'
BarbicanPkcs11CryptoHMACLabel: 'barbican_hmac_10'

BExA Y7 )XV MLTINILEZEETELT,

BarbicanPkcs11CryptoHMACLabel: 'barbican_hmac_11'

' pz -1o)
HMAC 8% 1 FIZZB LW TLEX L,

3. director 2L THF 704 L. EFHAZBEAL £, director i, MKEK 8L U HMAC D5
NIVDBFF ONF—DEETEINEI DN EZHRLTHL, FRLET.,
7=. BarbicanPkcs11CryptoRewrapKeys /X5 X —% —%' True ICEREI N TWB &, director
\d barbican-manage hsm pkek_rewrap Z#UO'H L T, BIFEOITRTD pKEK #BEZ v 7L
7,

I BarbicanPkcs11CryptoMKEKLabel: 'barbican_mkek_11'
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E54% OPENSTACK % —E X DEES b H & UHREE
barbican Z{#F L T. Block Storage (cinder) B§S1{t##. Block Storage /R') 2 — A4 X —<, Object
Storage (swift) # 72V b, BL VW Image H—E R (glance) 1 X =T E DX F X4 Red Hat
OpenStack Platform 4 —EX ZB BB S VIR T H I &N TE T,
HE

Nova l&, BESIEINTUVWRWGRICHEERRICIESIEINIR) 2 —L2T7r—T Y
MLET, FERINZTOYITNARIE, IVvE21—F/—FNIIRRINFT,

AVFF—kIhE=Y—ERIIHTEIHA K1~

o WMIB)—RDEKRAMNAIRL—FT 1 VI RATLEDERET 7 1)L (l: /etc/cinder/cinder.conf)
BEHFLAWTKEIV, IVTFF—bINEY—ERE DL >R T 74 IV ESRLEE
Ao

o IVFFT—ATETINTVIRET 7AIEEHLAVWTLEIV, AVTFF—42BEHT
& BENSKRDNET,
KOYIL, AV T TSI —ERZERIZ2LENHB5EEF. IV T T —DERICHE
FA X % /var/lib/config-data/puppet-generated/ DERXE 7 7 1 LA BFH L E 7,

UFICHZERLEYS,
o keystone: /var/lib/config-data/puppet-generated/keystone/etc/keystone/keystone.conf
o cinder: /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf
o nova: /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf

THIE, AvrF—%2BREHLARICERINET,

4.1. fR7EH D OBJECT STORAGE (SWIFT) # 7> =V FDEES1E

7 # )L h Tld, Object Storage (swift) IC7 Y FTO—RK LA TV TV MEESEINTREINZE
T, LED>2T. 7MY RATLANSHA TV MIBERT IV ERTBIENFARETT, DD,
TARYEWRETDENSEYNISTEE LRI > LBEICIE. EFa) T4 —) RV &B>TLEVET,
barbican Z#B#IC9 % &, Object Storage ' —E R (swift) I&, REINTWS (atrest) # 72V b
HEEBEMICESIES S UESETEET, at-rest BSIEIE, in-transit BSL & FRRY., T4 RJIC
REINTVWIAEICA TV MPBESIEIND & EBLET,

Swift FCNSDEESIEY RV EBBMICETL, A7V M swift iC7y 7O—RINBEICIEE
FMICESEIN, 12— —ICREINBEBICIEEIMICESIEINT T, COBSEEESEIE.
Barbican ICIREINTWBE L (H#F) ¥F—%2FAL TREINFET,

pa )

T—IPBEEINCRETHEREINTVWSEDOT, BELEZEMIIL, swift V 25—
ICT—8 ZBMULARICIIESEZEDNICTZIEETETIFA. TOHER ALF—
THESLZBEAMICTZ2E T, BSLEIMEDICR>TVEHER., T—% E&HAH0Y
TEIRLRYFT,

28



$43 OPENSTACK H—E R DS S b & L UHREE

® OpenStack Key Manager "1 Y 2 h—JLEh, BWTH 3,

FIR

1. ]RIEE 7 7 1 )L IC SwiftEncryptionEnabled: True /X5 X —4 — %31 L TH

5. /home/stack/overcloud_deploy.sh % {#F L T openstack overcloud deploy =B %17 L
x7,

2. swift ' at-rest ESILAFRATELDICEREINTVWE I EAHRALE T,

$ crudini --get /var/lib/config-data/puppet-generated/swift/etc/swift/proxy-server.conf pipeline-
main pipeline

pipeline = catch_errors healthcheck proxy-logging cache ratelimit bulk tempurl formpost
authtoken keystone staticweb copy container_quotas account_quotas slo dlo
versioned_writes kms_keymaster encryption proxy-logging proxy-server

ERICIE, encryption DIV M) —HEFNTVWIHELNHYET,

4.2. BLOCK STORAGE (CINDER) N ) 2 —ADBE St

barbican % {3 L T Block Storage (cinder) DBE St ¥ —%2 BB T EHIENTEET, TOREI.
LUKS #ERAL T, 1 VRV RIEBINTWET ARV (T—bT1 RV %EED) 2B LET,
F—EBEI—Y—IIEBNTY, BEERELTluks #FEA L THREARY 2 —LEERT B E.
cinder @R 1 —LDWHF——I Ly M2ERM L., Th% barbican IKRFLET, 1 VAI VR
HT—MN(FRIEESEINAZRY) 2—L%52T745 v F) T 55AE. nova lEF —% barbican HMSEE L
T, D=Ly hzavEa—K~ N/ —RFREDLbvit—2 Ly bELTA—ANIRELZET,

FIR

1. cinder-volume & & U' nova-compute ' —E X% 24T L TW% / — KT, nova & cinder D&
HHF—FIC barbican ZFEATH LD ICEEINTVWS I EAHRLE T,

$ crudini --get /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf
key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

$ crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf
key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

2. BELEFERTZR)2a—LT VT — MR LET, FILWRY 2—LZFERT D&, &
ENSETIMETEET,

$ openstack volume type create --encryption-provider
nova.volume.encryptors.luks.LuksEncryptor --encryption-cipher aes-xts-plain64 --encryption-
key-size 256 --encryption-control-location front-end LuksEncryptor-Template-256

+- -+
+
| Field | Value
|
+- -+
+

| description | None
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|

| encryption | cipher='aes-xts-plain64', control_location="front-end', encryption_id="9df604d0-
8584-4ce8-b450-e13e6316c4d3', key_size='256',
provider='nova.volume.encryptors.luks.LuksEncryptor' |

|id | 78898a82-8f4c-44b2-a460-40a5da9e4d59

|

| is_public | True

|

| name | LuksEncryptor-Template-256

+ +

3. LWARY 2—L4%/EHK L T. LuksEncryptor-Template-256 2 E %= FHT 5L D ICIEEL E

$ openstack volume create --size 1 --type LuksEncryptor-Template-256 'Encrypted-Test-
Volume'

+ + +

| Field | Value |

+ + +

| attachments [ ] |

| availability_zone | nova |

| bootable | false |

| consistencygroup_id | None |

| created_at | 2018-01-22T00:19:06.000000 |
| description | None |

| encrypted | True |

|id | a361fd0b-882a-46cc-a669-c633630b5¢93 |
| migration_status | None |

| multiattach | False |

| name | Encrypted-Test-Volume |

| properties | |

| replication_status | None |

| size | 1 |

| snapshot_id | None |

| source_volid | None |

| status | creating |

| type | LuksEncryptor-Template-256 |

| updated_at | None |

| user_id | 0e73cb3111614365a144e7f8f1a972af |
+ + +

EWMINB>—2 Ly M barbican /Xy 2 TV RICEFMICTy 7O—R3INZET,

pa )

ESibINzRY 2 —LEERT Z1—F—IC, 7O T4 MT creator
barbican A—ILA'$H % Z & =R L £ 9, EMIE. creator O—ILADI1I—H—
PI2EADNE €72 avaSRBLTLEIWL,

4. barbican 2FHLT. T4 RV DBSILXF—DEETRIEEERELET, ZOHTIE, ¥4
LRV THLUKS RY 12— LDEMEERE —H L £,

I $ openstack secret list
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+ e et
+ + + + + +
Fommmmmmmees +
| Secret href | Name | Created | Status
| Content types | Algorithm | Bit length | Secret type | Mode | Expiration |
+- e et
+ + + + + +
Fommmmmmmees +

| https://192.168.123.169:9311/v1/secrets/24845e6d-64a5-4071-ba99-0fdd1046172e | None |
2018-01-22T02:23:15+00:00 | ACTIVE | {u'default’: u'application/octet-stream'} | aes |
256 | symmetric | None | None |

+- e et

+ + + + + +

5 3R 2 —LZzRBEDA VRIS VRICTIYFLET, UTICHZRLET,

I $ openstack server add volume testinstance Encrypted-Test-Volume

ZDH, R)a—LRTARNIRL—=—FT 4 VIV RATLIIRRIIN, HAHAHY —ILEFRHL
TNV RNTEET,

4.2.1. Block Storage 7R |) 2 — A M OpenStack Key Manager ~D#17

LIgTIC ConfKeyManager # A L T7 1 R VBES{LBEZEE L TCWEFEIF. T—9XR—X%&ZX* v
> L T. barbican ~O#F{TD X 21— FAIZ encryption_key id T M) —DEZEEHRAL., R 21—
In7% OpenStack Key Manager ICBITTEE T, KTV MY —IEFH L\ barbican ¥— ID ZES L. BE
Z® ConfKeyManager > — 7 L v hDBREINE T,

R

e LIgijl&. ConfKeyManager % L THES{LINLRY) 2 —LDFEEZBE
YHETTBHIENTEF L, INhid, barbican AEET BF—%HF DR 21—
LICIFTEZFHA,

® barbican #7714 R—KF5&, BEEFEDkeymgr R 2 —LABIEL FH
A’O

HIiR S

#478H01IC. Barbican "B 3SR 2 — L&, ConfKeyManager =9 2R 1) 2 — LR DLL
TDEWEZERL TLEIL,

FIR

I87E. barbican ¥ —2 L v NDORBIERERET B I ENTERVWED, BEEINARY 21—
LDFBEEIIBF T EEA,

barbican &, ¥—2 L v NDFEHEY EHIRATEZ2HhLYELWVDT, —ED cinder R

Ja1—-LBFEICKELZREITITRENHYEY, LEXE HOI—H—DRY 2 —LDEIY
BT, YL THER. TREBHBRETEZEA,

barbican Y —EX&F 704 LE T,

. creator D—JL% cinder Y—ERICEMLE T, UTICHAERLET,
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#openstack role create creator
#openstack role add --user cinder creator --project service

. cinder-volume & & U cinder-backup 4 —E X = HBit2& L £ 9. cinder-volume & £ U

cinder-backup ¥ —E &, BIT7O R ZBBNICKHKBLET, O 771 IL&2HRERL T,
BITICODWTDORT—H RIERERTCEET,

e cinder-volume: cinder M Volumes & & U Snapshots 7— 7 ILICREIN 2R EZHBITLE
ER

e cinder-backup: Backups 7— 7L DEEFZITL X,

CBIIPETLEZEERT Ay E—YDOJ AR L, R 12— LD ConfKeyManager 7+ —

IEOBSEDAFERALTVWARAVWZ EEEELET,

. cinder.conf & & 1" nova.conf »* &5 fixed_key # 7> 3 VEHIBRLE T, CDRENREIN

TWa/—F=YRIT2REENHYTT,

. cinder Ht—E X5 creator O—ILEHIR L F 9,

TOERAZRBEFTEE, TSSOV MN)—D12POT 774 ILICRETINE T, Zhid,
BITHAELKHEBTEH. REL-BEERBEETINE DI ERLET,

o Not migrating encryption keys because the ConfKeyManager is still in use.
o Not migrating encryption keys because the ConfKeyManager's fixed_key is not in use.

o Not migrating encryption keys because migration to the 'XXX' key_manager backend
is not supported. - COX Y E—IUDNRRINBZEWEIFEAEHY £H A, barbican LA
HDHID Key Manager /Ny 7 TV RICEBLTWI—NEZULIEBT2DDLEF VY
T, IhiE. I— KM 12017 T+ ) 74 (ConfkKeyManager D5 barbican ~N) D& % 4
R—=FT27DTT,

o Not migrating encryption keys because there are no volumes associated with this
host. - 2t (. cinder-volume BMEFH DK R F TERITI N, HEDKRX MIRY 2 —LH
BEMITONTWAWGRICELCSARMENHY T, Ihid. TRTORI MHHRED
R 1—L%Z0EBITBLORRELET,

o Starting migration of ConfKeyManager keys.

o Migrating volume <UUID> encryption key to Barbican - #176fIC. KX MDRY) 2 —L4
NIRTHEIEI N, RY 12— LH ConfkeyManager DF — ID 2FH L TWBIHBEIC (TR
TH'Z 0O (00000000-0000-0000-0000-000000000000) TdH % Z & THEER), DAY E—Y
DRI INFT,

m cinder-backup Tl&. DAY E—YVFETFERZAXF%FEAL XY, Migrating
Volume [...] 73 Migrating Backup [...]

¢ ZRAMNINTORY) 1 —LZRETZE, FAMNIYTI)—RT—FAX v -V %RT

L/i-a—o

"No volumes are using the ConfKeyManager's encryption_key_id."
"No backups are known to be using the ConfKeyManager's encryption_key_id."
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¢ RDIVKY—ELRRTEET,
o There are still %d volume(s) using the ConfKeyManager's all-zeros encryption key ID.

o There are still %d backup(s) using the ConfKeyManager's all-zeros encryption key ID.
INLDAyE—JIFEWTNE cinder-volume & &£ U cinder-backup O 7 ICRRI N 515
BHYET, KT —ERIFHBEOIY M) —DBITOHZNIEL X TH, S —ER (s
DRAT—YRA%=RB#HLET, NI J: Y. cinder-volume (% cinder-backup (179 %
Ny DTy THELEHZNE DM %R L. cinder-backup (E cinder-volume H—E 2 IC
B1T92R) 2a—LhHEHLEINERBLET,

ERZAMIBEDRY) 2a—LDIHFEBRITLETH. BBEAvE—VIE, R a—LDBRITMRAELT
WMMEBLANEINMMIDWT, V/A—NILT7EAAY MIEDWTWET, ThiZLY, IRXRTORY 2—
LDBITHNRZT LTWBELEIDNEHERTEET,

Cleanup

F— ID % barbican IC1T 9 5 &, BEF—NEET 7 1 ILAICKY £, fixed_key DIEA .conf
774 IVTHEESEINAEVZO, —FOI—H—IltFa) 71 —LOFEIRETBIENHY F
-a—o

ZHITTAT B ITIE, nova & L U cinder DEREMD S fixed_key DIE% FENTHIFRLE T, L. &
MMIOTI77AIVDOHADNTET LTHS, FITT 2RO T 7MIIVDOENEHERLET, ZOENF
REKESTZTARVIETIVEZRATERVWAEDTT,

B

i encryption_key_id (Z. Queens ) ) —Z2D—1 & LT, Backup 7—7I)LIZDH
BIMINFEF LA, TORR, BSIEINALR) 2 —LDOBEEONY I 7y THEET S
AREEAHY T, TRTHEDOD encryption_key id (Z/Xv 7 7 v TEEIREIQ
F9H. Backup T—IR—RITIIRTINFHA, TOLD, BITTOLRATIE, B
BINZRY) 2 —LD/NNY P Ty THEIEL. all-zero D ConfKeyMgr ¥ — ID (K77
TENEHMBIEEETEEHA,

1. BIF D fixed_key DIEZHRL T, EIF. MADY—EXRE—HLTWBIHRELNHY TT,

crudini --get /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf keymgr
fixed_key

crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf keymgr
fixed_key

BE
BE77 D fixed_key DIED /Ny 7y THEMLET, ThilLY, @S5HDEE

HRELLSZEY. AVWESREFERTZINYITY TEETT2LENH D%
BlC, EZEBRTTEEY,

2. fixed_key DEAEHIRL 9,

crudini --del /var/lib/config-data/puppet-generated/cinder/etc/cinder/cinder.conf keymgr
fixed_key

crudini --del /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf keymgr
fixed_key
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MSTNYa—F4VY
barbican ¥ —7 L v &, EKIC creator O— LA H B BEICDAERTEE T, ik, cinder ¥—
EXEEMEREO—ILDARERIEZRBERLE T, TUADBERE. UTOL 007 -4V R
NEELFTT,

1. Starting migration of ConfKeyManager keys.

2. Migrating volume <UUID> encryption key to Barbican

3. Error migrating encryption key: Forbidden: Secret creation attempt not allowed - please
review your user/project privileges

4. There are still %d volume(s) using the ConfKeyManager's all-zeros encryption key ID.

BICETZ A v tE—Tk, 3 FEHED Secret creation attempt not allowed T3, BBAIEBIET 5 I
&, cinder 7H VY NDMEREZEFFHFLE T,

1. openstack role add --project service --user cinder creator =317 L £ 9,
2. cinder-volume & & U' cinder-backup ' —EX 2B L X7,

T ORER, ROBATHAITICEIAL E T,

4.3. BLOCK STORAGE (CINDER) R ) 1 — A { X — Y DIREE

Block Storage # —E R (cinder) i&. 4 XA =Y DIEHBFIC, ¥ O—RINicA A—JDEZRZBE
BICHREELE T, BEWE, A XA—UDR) 2 —LICESAFNZRICKRIEINE T, NT7+—T VR %
mLEIHE370HIC, Block Storage Image-Volume ¥+ v > 1 &AL T, FRAY 2 —L%EFHT 2
O DIREEEH A A=V RETEET,

R

cinder 1 X —Y DEZDWEEIL. Red Hat Ceph Storage £/ RBD /R ) 2 — A TIEH
R—hIhFtA,

L avka—3—/—RIZBJ4 v LET,
2. LFowWTFhh DA T a v ERBRIRLET,
e Volume O % /var/log/containers/cinder/cinder-volume.log T cinder DA X —#RFET ¥

T1ET1—%ARRLET,
T2, A VRV ZADRBEEICLLTOIY M) —DARRIINDIET T,

2018-05-24 12:48:35.256 1 INFO cinder.image.image_ utils [req-7¢c271904-4975-4771-
9d26-cbeabcO0ade31 b464b2fd2a2140e9a88bbdacf67bdd8c
a3db2f2beaee454182c95b646fa7331f - default default] Image signature verification
succeeded for image d3396fa0-2ea2-4832-8a77-d36fa3f2ab27

e openstack volume list & & U cinder volume show <> RZFEAL XY,
a. openstack volume list I~¥ > FZFEAL T, RJa1—ALIDZRDIFTFT,

b. A Ea1— K./ — KTcinder volume show Iv > R&ETFLF T,
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I cinder volume show <VOLUME_ID>

3. volume_image_metadata tz 7 > 3 > T signature verified : True D17 %#3EL £ 7,

$ cinder show d0db26bb-449d-4111-a59a-6fbb080bb483

+ + +

| Property | Value |

+ + +

| attached_servers [ ] |

| attachment_ids [] |

| availability_zone | nova |

| bootable | true |

| consistencygroup_id | None |

| created_at | 2018-10-12T719:04:41.000000 |

| description | None |

| encrypted | True |

|id | d0db26bb-449d-4111-a59a-6fbb080bb483 |
| metadata | |

| migration_status | None |

| multiattach | False |

| name | None |

| os-vol-host-attr:host | centstack.localdomain@nfs#nfs |

| os-vol-mig-status-attr:migstat | None |
| os-vol-mig-status-attr:name_id | None |
| os-vol-tenant-attr:tenant_id | 1a081dd2505547f5a8bb1a230f2295f4

| replication_status | None |

| size | 1 |

| snapshot_id | None |

| source_volid | None |

| status | available |

| updated_at | 2018-10-12T19:05:13.000000 |

| user_id | ad9fe430b3a6416f908c79e4de3bfa98 |

| volume_image_metadata | checksum : f8ab98ff5e73ebab884d80c9dc9c7290 |

| | container_format : bare |

| | disk_format : gcow2 |

| | image_id : 154d4d4b-12bf-41dc-b7c4-35e5a6a3482a |
| | image_name : cirros-0.3.5-x86_64-disk |

| | min_disk : 0 |

| | min_ram : 0 |

| | signature_verified : False |

| | size : 13267968 |

| volume_type | nfs |

+ + +

R

R a—LAid, Image —E X (glance) 1 X—Y & LTTP7y TAO—RT 2 ENTEE
To TTDRY 2 — LN T— MNARERIGEICIE. DA A —T%FMH L T Block Storage
H—E R (cinder) T7— MARERRY) 2 —LAEERTEET, BLEFIM XA —JERER
T35 & DIC Block Storage ' —ERXZBREL TWBIHEIE. 41 A—J % ERAT 5HIIC.
glance S5 A A=V EFHTHY U O—RKL, 1 A—VELOEHETWV., BELIRA
A—VBEBUAEINRTCEHTI2HENHY 9, FMliE. [RFTv T3y bowk
FEl ZBRLTCEIW,
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BIER R

® Block Storage —E X (cinder) D& E

431 7R 32— LA X—JREELTF—DOBEEYIKR

Block Storage #—E X (cinder) MES{LIN//R ) 2 — L% Image H—E R (glance) K7y 7aO—R
T BBRIC. Key Management %—E R (barbican) ICEESH#EEZ/ER L ET, ChitLV, BESHEFEES
N4 A—VITTR 1 OBEFRIVERINET,

ESEAHIRY % Z & T Key Management 4 —E XN VYV —R & BFIRICEE T 2DAEHF I EDT
X XY, BlockStorage —E X, Key Management H—E R, & W Image H—E XL, BESLEIN
feR) 2 —LDRZEEMICEELF T, Jhilid. BOHIBRIEEFNET,

Block Storage H—E X (&, BEIWIC2 DDOBMARY 2 — LA A —=IJITEBIMLET,

e cinder_encryption_key_id: Key Management  —EZXHMEFED A XA —VAICIRET EBESH#
DB F

e cinder_encryption_key_deletion_policy: Image ¥ —E X Z DR > —IZ LA >T. D
A A =JICEEMIT ONBEHIRT 20 E D D% Key Management H—E IR L F T,

BF

INSORBRMEDEIR. BEMICEIYETONET, BELAVWT—SEREZ#IT 5
., ThoDEZFBELLBVWTLEIL,

R a—bLAX—Y%EMT % &, Block Storage —E X &
cinder_encryption_key_deletion_policy E* % on_image_deletion [ZE&7E L &

9, cinder_encryption_key_deletion_policy ' on_image_deletion I[CFREINTWBIHE. R
J)a—LAX—V%HBIRT S E. Image Y —ERIEW LT 2ESREZHIRL T,

BF

Red Hat Tl&. cinder_encryption_key_id %7z (&
cinder_encryption_key_deletion_policy B4~ FETIRIFT 2 I A HELFE

A, cinder_encryption_key_id DETH I N B SR EZMOBNTHERATZ L. T—
IDERONDBREDHY T,

4.4.IMAGE SERVICE (GLANCE) 1 X —VDEHA

Ty 7TO—RINEAA—=—IDNBRIAINTVAWNT & AR T % & S IT Image Service (glance) % 5%
ET2HE. TNODAA—VEFALTA VY RAI VRAEZRFBT BRI, 1 X—VICBELZTIUEND
YFEJ, openssl A< RAFEAL T, barbican ILREINTVWEF—AFHAL T X—VIZBRAL.

A A=V Ty 7O-—RLT, HHETZ2EREHR—BECHALETT, TORR. SEAHBIICA A=Y
DE LRI N, BELEF—BLAWGE, 1 VRAIVADEILR7OCRICEKBLTVWET,

AR

® OpenStack Key Manager "1 Y 2 h—JLEh, BWTH 3,

FIR
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$43 OPENSTACK H—E R DS S b & L UHREE

1. ®]E 7 7 1 )L T, VerifyGlanceSignatures: True DXETA A —YV DRIEEZEMICLET,
DEREEABMITT BICIE. openstack overcloud deploy I ¥ > REBEITT2HELHY F
ER

2. glance 1 A —Y DRI EMEINTWB I & ABRT BICIE, A—/1"—2 5o KDa>v
Ea—~ N/ —RFRTUTOOTYFEEITLET,

$ sudo crudini --get /var/lib/config-data/puppet-generated/nova_libvirt/etc/nova/nova.conf
glance verify_glance_signatures

R

A A =T B LV Compute t—ERD/N\y I TV KIZ Ceph 2FRT 3154,
CoW 2 a—VhEINEzd, LD 2T A1 X—VEBRDRILIZFETTEE
ﬁ/\'o

3. glance #* barbican ZfFH T3 LD ICEREINTWVWE I & 5#MIRALE T,

$ sudo crudini --get /var/lib/config-data/puppet-generated/glance_api/etc/glance/glance-
api.conf key_manager backend
castellan.key_manager.barbican_key_manager.BarbicanKeyManager

4. EEBREZER LT T,

openssl genrsa -out private_key.pem 1024

openssl rsa -pubout -in private_key.pem -out public_key.pem

openssl req -new -key private_key.pem -out cert_request.csr

openssl x509 -req -days 14 -in cert_request.csr -signkey private_key.pem -out
x509_signing_cert.crt

5. barbican ®¥—4 L v NA NFICEEBREAEBMLE T,

$ source ~/overcloudrc
$ openstack secret store --name signing-cert --algorithm RSA --secret-type certificate --
payload-content-type "application/octet-stream" --payload-content-encoding base64 --
payload "$(base64 x509_signing_cert.crt)" -c 'Secret href' -f value
https://192.168.123.170:9311/v1/secrets/5df14c2b-f221-4a02-948e-48a61edd3f5b

)z 6

BORTYy TTHERAT OIS ERINZUUD ZE8kLET, UUTOHIT
(&, EEBAZE @ UUID (F 5df14c2b-f221-4a02-948e-48a61edd3f5b T 9,

6. private_key.pem 2L TA A —ICERAL. .signature 7 7 1L EERR L F 9, LLTICHI
ERLET,

$ openssl dgst -sha256 -sign private_key.pem -sigopt rsa_padding_mode:pss -out cirros-
0.4.0.signature cirros-0.4.0-x86_64-disk.img

7. fEl X1 % .signature 7 7 1 )L % base64 FXRICEH|L £ T,

I $ base64 -w 0 cirros-0.4.0.signature > cirros-0.4.0.signature.b64
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8. &M IOT Y KT baseb64 [BEAEHICGTHARAAET,
I $ cirros_signature_b64=$(cat cirros-0.4.0.signature.b64)

9. BEMEA A—T% glance ILT7 v 7O— K L ¥, img_signature_certificate_uuid D55,
BID AT v FThbarbican ICT7 vy 7AO—RKLABZF—DUUD 2 68ETI2HELIHY E T,

openstack image create \

--container-format bare --disk-format gcow2 \

--property img_signature="$cirros_signature_b64" \

--property img_signature_certificate_uuid="5df14c2b-f221-4a02-948e-48a61edd3f5b"\
--property img_signature_hash_method="SHA-256" \

--property img_signature_key_type="RSA-PSS" cirros_0_4 0_signed \

--file cirros-0.4.0-x86_64-disk.img

+ +

-+

| Property | Value |

+ +

-+

| checksum | None |

| container_format | bare |

| created_at | 2018-01-23T05:37:31Z |

| disk_format | gcow?2 |

|id | d3396fa0-2ea2-4832-8a77-d36fa3f2ab27 |

| img_signature |
Icl7nGgoKxnCyOcsJ4abbEZEpzXByFPIgiPeiT+0tjz0yvWOOKNN3fIOAAGtN9EXrp7fo2xBDE4Ua
O3v |

| |
IFquV/s3mU4LcCiGdBAI3pGsMImZZIQFVNcUPOaayS1kQYKY7kxYmU9ig/AZYyPw37KQI52s
mC/zo054 |

| | zZ+JpnfwisM= |

| img_signature_certificate_uuid | ba3641c2-6a3d-445a-8543-851a68110eab

|
| img_signature_hash_method | SHA-256 |

| img_signature_key_type | RSA-PSS |
| min_disk |0 |

| min_ram |0 |

| name | cirros_0_4 0_signed |
| owner | 9f812310df904e6eal1ei1bacb84c9f1a

|

| protected | False |

| size | None |

| status | queued |

| tags I |

| updated_at | 2018-01-23T05:37:31Z

| virtual_size | None |

| visibility | shared |

+ +

-+

10. glance DA X =YD T V714 ET 14 —%RD Compute AV TRRT B I ENTEE
¢, /var/log/containers/nova/nova-compute.log’=& Z (X, 41 V24 ¥ ADRBEBFICLLTOT
VM) —=DRRINZETTY,

I 2018-05-24 12:48:35.256 1 INFO nova.image.glance [req-7c271904-4975-4771-9d26-
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cbeabcOade31 b464b2fd2a2140e9a88bbdacf67bdd8c a3db2f2beaee454182c95b646fa7331f
- default default] Image signature verification succeeded for image d3396fa0-2ea2-4832-
8a77-d36fa3f2ab27

pa )

AFTv T3y hE, ImageH—E R (glance) 1 X —J & LTREINZE T, Compute
H—EZR (nova) NBRBEHDA A —J %IRRT LD ICEKET 2HBEICIE. glance D
AX=VEFETY IV O—RKL, ZTOAA—JILBEZLTHOA A=V EFT7Y S
A—RKR$Z2BEIrHYET, ThiE. RFTv T3y MDEBEREHAN A —IJTERI N
TeA VY RI VAN G, FRIFERBFHAA—IDNOERINLR) 2a—LhoEEIL 2
1 VRYVADGRICEELET,

441 2+ v T3y bOREE
2F v P 3w ME Image —E X (glance) 1 X =2 & L TREINE T, Compute H—E R

(nova) NBRFHAA—VEFIVvITELIICKRELEBEICE, BEINLAA—JVERFIM VR
BUAMNBRFTy T ay MMERINEBETE. RFT vy Foay NIBETIZRENHY FT,

FIa
. glance S5 R Ty Foav hESYHIO—-KTS
I openstack image save --file <local-file-name> <image-name>

2. BREEMLTRTYy T2 ay MERIELET., Thid. 1 XA—YORIEICEBREENT 285
ICFERT2 70X EBUTY, &Mk, Validating Image Service (glance) images =58 L
TLEXW,

JIAX—TVDEMEEHFLIT,

openstack image set \
--property img_signature="$cirros_signature_b64" \
--property img_signature_certificate_uuid="5df14c2b-f221-4a02-948e-48a61edd3f5b" \
--property img_signature_hash_method="SHA-256" \
--property img_signature_key_type="RSA-PSS"\
<image_id_of_the_snapshot>

4. (A F¥av)¥FovO—KLikglance A A=Y %5 T7AII AT LDNSHIBRLET,

I rm <local-file-name>
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