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SHREEZTAND T —T Y —RD5E(L

RedHat TlE, O— K, FFa XY h Web 7ONRF 4 —IIHIFBEEICRITZHEEBOBZHRZICERY
HMATWET, £TIE. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1
Z b (whitelist) D 4 DORAEDEXMANSHBOHET, COMYBAIBERLMEEEZET DD, §&
DEBD') ) —ATEENICHEOEIHMAZERL TSY T, FMIE. RedHatCTO T#H % Chris
Wright DX v £—2 ZH&HR LTIV, leveloffset: +O


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

REDHAT K¥a XY hADT7 41— KRy Y (RFEDH)

REDHAT RF¥a XY MADT 4 —KNRNy I (HEDH)

MHRNFIAYMIWNTEZIEREZSEANM LIV, FFa XY NOBRERPHNEBMOELLLI

(AN

R¥atAYbADFTA1ILYI N7 1—FK/RXv Y (DDF) BEEDER (FEERDH)

BEDNDXE, BE, FAIEF2—RF7Ov2ICd L TEZEIA Y MEEMT %I21E&. DDF @ Add
Feedback #eEAFA L T IV, AHB., TOHEEIFXEERO RF a2 XY NTOAZTHAWEL T

-a—o
1.

2.

3.

Multi-page HTMLTERX TR Fa X v b EaRRLE T,

F¥axX>y hDALREIC Feedback RY YHARTJIINTWS I E &AL TLLEIL,
AXVMNTBTFRANEBRENA T4 MRTRLET,

Add Feedback 7 ') v 7 L&Y,

Add Feedback 7 4 —JL RICOX Y hZAALZET,

(FF2aV) RFa XY M F—LNERERYBBICOVWTHSAVWTE LI, TESD
A=) T RLZ2EEBMLET,

Submit =2 ) v LFET,
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WS TlE, RedHatld 7 zFL—YavatiR—bLTWERA, THIFTR B

BHICOH ZTFAWEECHKET, EREREICT 7O/ IR TEHY TH A,

= At Red Hat OpenStack Platform director RIEET7 =57 L —

S aVERET B, UTFERE
TERENHY FT,

® Red Hat Identity Management
® Red Hat Single Sign-On (RH-SSO)

® Red Hat OpenStack Platform #—/\—=2 57 K

1.1 &

7IT|/ 23 VEREEIE. *E?yo)gtkéﬂ_ KZFﬁTDILDIE%*E1 T%ﬁ/ff'a'o CDEREEVY) 12— 3

Vi FAFYF 4T 4—FONAT— (IdP). ¥—ERFTONA F— (SP) Itkiz L. Security
Assertion Language (SAML) ICEDWVWTWE T,

OpenStack "7 7L —> 3 VERGEVY Y 2 —> a3 v OHY—ER FO/N( ¥ —DIi5E. Red Hat Identity
Management (IdM) &' JL— 7 openstack-users D X »/N\—(, 7O =Y b7V ZE®D Member
0 —JL T OpenStack Keystone ' JL— 7 federated users ICY v EY I Fzd, TORR, zD1—

#'—% IdM 7' )L — 7 openstack-users IZENI L T, OpenStack ~ND7 J L RERE([FE5T B EMNT
XE7,

1.2. BiR M4
JIFL—YaVIhEREETTOAT BRI, UTFA2RTT24ELHYET,

® Red Hat OpenStack Platform director &4 —/X—2 52 K&, UTFOBMETT 704 LTV
%,

o SSH %#f{#MA L T. RedHat OpenStack Platform director & &7 —/X\—40 57 K/ — RIT$#E

WMTBIENTEET,
o £/ —NIZIFTTLEBEH N AL V& (FQDN) BH Y 7,
o TLSHEES b, TRTOABMBEICHERINET,

o HAProxy I TLS 7Y IV FERZ# T L. HAProxy DERTEITL TWBHH—/1N—
FTLS ZFEALEHA,

® RH-SSO#—N—AHFEL., —N—([CEEBEERNH SH. RH-SSO EBENHMEDLIL A
ZER L. TDLILAICHT 2EEREEREZ IV —ICNELTVWS, 7xTL—YarvIh
T2 IdP IXEFRICL > THERICH 272, RH-SSO H—/X—|& Red Hat OpenStack Platform
director 7 —/"\—2 57 ROAERICH B Z & ZFIIRE LE T, #FMId. Installing and
configuring RH-SSO & & T Creating arealm and user #88B L T 72X,


https://access.redhat.com/documentation/ja-jp/red_hat_process_automation_manager/7.0/html/integrating_red_hat_process_automation_manager_with_red_hat_single_sign-on/sso-realm-proc
https://access.redhat.com/documentation/ja-jp/red_hat_single_sign-on/7.0/html/getting_started_guide/create_a_realm_and_user

BIE R ULDIC

o [dMY—N—HEFEL. I—H—BLVTI—THEEIN S Red Hat OpenStack Platform
director # == 57 RAICTEFELEFT, RH-SSO W, IdIM Z1—H#—TJ 7L —>a v
NyXxVJAMNT7ELTHERALEY,

e Keystone Federation Configuration Guide ICEEEDHICHREVNE T,

e undercloud-0 / — R T, NL/X—T 7 A )L% stack 21— —DKR—LT4 LI MN)—ITA Y
2 h—JLL. stack 21— —DK—LFa LI N)—TEELZET,

e controller-0 / — KT, ANJ)L/X—7 71 )L % heat-admin 1—H—DHK—LFTa1 LU M) —ITA
YA M—J)LL. heat-admin 21— —DK—LFT4 LU N)—TEIELZE T,

e mod_auth_mellon A3 hO—5—/ — RIZLAINICA VA M—=)ILINTWBIHFEIE. Puppet
Apache 7 5 21T & Y Puppet DB TR T Apache 5RE7 7 1 LDEIBRI N B 7280, BA v
ARN—ILDBEICRY FT,

pa 3

Red Hat OpenStack 7 —/X—2 5 KTk, 7xz7L—>avDHMAEMEIhTWE
9, Directorid7z7L—YavIhnTwWiErtA,

1.3. RED HAT OPENSTACK PLATFORM / — RADT7 /£ X

TI7AIVNTIE, —N—=0 5T K/ —=RIZF7 VAT %ICIE. Red Hat OpenStack Platform director
WKATA VS BREN DY T,

1. SSH % L T Red Hat OpenStack director IC#E#E L £ 7,
I # ssh undercloud-0

2. stack 1—H%—IC72Y XY,
I $ su - stack

3. source A< Y KT stackrc X E = FtHiA A, WER OpenStack RIEZEH ZBMICLEX T,
I $ source stackrc

4. source J< ~ NT stackrc Z&iAAATE#H & Red Hat OpenStack Platform director (Z¥$ L T
EEd % openstack IX Y RSA VY —)LEFERALTIOYY RERITTHIENTEET,
F—=NR—=0F 9 R/)—ROWTNHNIEET 7 ZRT %IIE. openstack server list %= #fH L
TIP7RLRAZER#EL, SSHAEFERALTERLE Y,

(undercloud) [stack@director ~]$ openstack server list -c Name -¢c Networks
+- + +

| Name | Networks |

+- + +

| rhosp-controller-0 | ctlplane=10.94.101.11 |

| rhosp-controller-1 | ctlplane=10.94.101.14 |

| rhosp-controller-2 | ctlplane=10.94.101.17 |

| rhosp-hypervisor-0 | ctlplane=10.94.101.18 |

| rhosp-hypervisor-1 | ctiplane=10.94.101.20 |



http://docs.openstack.org/developer/keystone/federation/federated_identity.html
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$ ssh heat-admin@10.94.101.11

14. 70 ./0—0DBE

UTFDF 49 /0¥ —IE. RedHat OpenStack Platform ®D—ET 9,

1.4.1. & A%

Red Hat OpenStack Platform director I, #—/X—2 59 ROF 704 AV b 2FIChAE>T, IFX
F7 OpenStack Y —EXDARIE—ZEELFT. IhHDRLRT—ERXIE. Red Hat OpenStack
Platform director AR EI N/ hAO—5—/ — KDOEITIE U T, director A*/ — K controller-

0. controller-1. controller-2 4 EDHE ATV, F—NR"—0FD RO hO—5—/—NIZF70O
1INZET,

Oy hO—5—/—RTEIFTHDOY—ERIE HAProxy N\w VTV RY—N—THd/H, I bO—
S—/—RDIP7RLRAIABTIIRFIINERFA, I hO—5—/ =KDty MIAKEIhTWL
ZIP7RLADTIDHYET, THIEHAProxy ®7AY NIV RTE, BRI TY I IP7RLZR
TH—EXRICEEYT B E. HAProxy EERICHIGT /Ny VTV R —N"—%8RL £ 7,
== SO REEGRAE IS AY—E LTHIERINE T, Pacemaker gV S R4 —%=FTHE L. ~NIL
AFzv I ERTL. VY —ZADPEEFILELEGEICNDOIZRAIY—) Y =Tz AINF—1"—F 3
ENTEZEY, Pacemaker 2FHL T, choDY Y —RERBESLCEILELET,

= AMICEET 25 L WERIE. High Availability Deployment and Usage 4 KSR L T ZX W,

1.4.1.1. Pacemaker Y —E X DEH

Pacemaker BT 2 H—EXICDOWTIE, A hO—5—/—KTpodman IY Y REFRHLTE
BLAWTLEIW, Pacemakerpes AX Y RAFEHRAL T,

I sudo pcs resource restart haproxy-bundle
)Y — 2% MRS % ICIE. Pacemaker status <Y Y R&AFARAL X,

sudo pcs status

* Container bundle set: haproxy-bundle [cluster.common.tag/openstack-haproxy:pcmklatest]:

* haproxy-bundle-podman-0 (ocf::heartbeat:podman): Started rhosp13-controller-0
* haproxy-bundle-podman-1 (ocf::heartbeat:podman): Started rhosp13-controller-1
* haproxy-bundle-podman-2 (ocf::heartbeat:podman): Started rhosp13-controller-2

1.4.2. HAProxy D E

HAProxy & Pacemaker ICRIBRDOO—ILZRHBELET, N I IV RY—N—TANIRF v I %EIT
L. MEELTWBNY I T Y P —N—|IBKZHZELTY, IRTOIAY PEA—-F5—/—KRT
HAProxy A"£17 L TW 3%,

EITHD HAProxy DIE—IE NEH Y XTH, ERICIET1DDHT. BRICNT 27 14— FHRE
INFET, DT I T4 T HAProxy 41 ¥ R4 >~ Zld Pacemaker IC& > TEEBINE T, ZDFEIC
SUBANRET ZDEFE. HAProxy DEBDIE—NEHD/NY VTV RETERDHEERHET


http://clusterlabs.org/
https://access.redhat.com/documentation/ja-jp/red_hat_openstack_platform/16.1/html-single/high_availability_deployment_and_usage/
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XB5ELIICLET, Pacemaker I& HAProxy AR L2 & AT 5 &, 7OV MIVRDIPF7 RL
A% BID HAProxy 4 YAV RICBEIYETLEY, TDEK. TDHAProxy 1 Y X4 ¥ ZIEHIET %
HAProxy 4 Y 249V ZICRY F 9,

1.5. CONIFGURATION SCRIPT O f# 8

77— a VBl ERET DI, RS TEMRIATYY FZEITITIHENHYET, TDIRY
ERSICL. REMERRT 2761, 37 Y KL configure-federation &SN 5> LRI ) 7 b
ICREINZE T, configure-federation ICX T v 7OERIEET S, HEDRTY TARITTEET,

FRATX2I7Y RO—BAETRT2ICIE. help 47> 3y (-h £7old --help) ZEAL X T,

ya 13!
Z271) T hORBICEAT 25 L WERIE. 6Zconfigure-federation 7 7 1 /L % SIR L T
(I,

EHOBIMABICETINDGOAT Y RERRTBICE, UWTOAFFYavaERLET,

CDFATVavik, VRATAILEBRTICREEZBERADIEZIADRSASVE—RERHLE
_a—o

'

DA T avik, ETEICFDERIEA stdout ICEZADHEME— RAIRBHELET., Zhixzoxy
TJICBIBET,

1.6. 70F > —F /1% SSL BEDFR
TOFY—OBRICHDIEBICOWVWT, UTOFELMEEICDOWTHRETILTLIEI WL,

o Ny IIYVRY—N—|CIEERZRANEGHEREINDD, BHOR—FTY v RVT B, &
70X —070Y NIV RICVSATY MIRRINZ 7O EIFERZ7OMD
IWEFERT28ENHY X7,
H—N—HABEHEBSRURL #4ENKT 2BICHEIRET ZHGE’HYE T, & AIE, Y—/N—
PRALCY—NR—LEDRDURLICIZA T NE)FAL I N BGFERETT, —1—H14%
KeDURLIEZ, 754 TV MDHERTEDZNTY) Y I TP RLABLIVR—FE—RBIEDINE
nHY ET,

o HTTP® HTTPS AEDEREET O M aNIE, HEDHY—/IN—, R—b, BLVEF2 7RISV
ZAR—RMAICERNY =Ty NERSDTWBRIEABRTINENH B0, mA KM, R—
N, 7OMINDEEAZFCPT<ARYET, TOFY—IXZOBRICTF ST 2K HY
i’a—o

o FOFV—ik, AE7AYVIMNIVRTRETIEREZBRLTHS, Ny I TV ROD/IRT
Dy DUADY—N—ICF 4 ANy FLET,

o NTYwHILADNy JTY RYH—N—=mp5DEICIE,. Faxy—nT Yy o0y
NIV RASDIGETHZDDL D ICHABIREBICRZFENDHYET,
COBBICIE, IFIFARTIO-FHHY ET, SAMLIFER b, R—k, L0070
FNaLBERZXR L. STAMEZ7OF 2 — (HAProxy) DE# TSAML 25 ELTW3S
H., INSOMBEICHALT Z2RELHY FT, D LARVWE, BRENKKRT 2A8EHELIS
CRYFET,
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5852E RED HAT IDENTITY MANAGEMENT D& E

DUTOMEAFERLT, 7z7L—>Y3aryInfkza—%—EHE T Red Hat OpenStack Platform % 5% &
TRIENTEET,

® Red Hat Identity Management(IdM) I& Red Hat OpenStack Platform DAERICH Y 9,
e RedHatldM &, §RTDI—H—BLVITI—TERDY —ZTY,
® Red Hat Single Signon (RH-SSO) (&, 2—#—D7xFL—> 3 VIl RedHatldM %A %
LOICREINTVWET,
2.1.RH-SSO IO IDM #—E X7 A J >~ b DERK
Ba/N\A Y REFERT 3546, £¥1) 714 —LOERALS+9R1EHRDS Red Hat Single Sign-On

(RH-SSO) ICARA R & 74 % —EIBERITFERTICAE > TVWE T, ZTOHER. IdMLDAP H—/RX—|CZ DfE
WERBETBICIE. ERT7HT Y POBRTRH-SSO ICEYIABELAIEET Z2LEN’HYET,

LDAP_URL="Idaps://$FED_IPA_HOST"

DIR_MGR_DN="cn=Directory Manager"

SERVICE_NAME="rhsso"
SERVICE_DN="uid=$service_name,cn=sysaccounts,cn=etc,$FED_IPA_BASE_DN"

$ Idapmodify -H "${LDAP_URL}" -x -D "${DIR_MGR_DN}" -w <_FED_IPA_ADMIN_PASSWD_>
<<EOF

dn: ${SERVICE_DN}

changetype: add

objectclass: account

objectclass: simplesecurityobject

uid: ${SERVICE_NAME}

userPassword: <_FED_IPA_RHSSO_SERVICE_PASSWD_>
passwordExpirationTime: 20380119031407Z

nsldleTimeout: 0

EOF

pa 3

LEEDFIEIX. configure-federation 27 ) 7N TERITTEX £ 7 ($ ./configure-
federation create-ipa-service-account),

22. T A NI —H—DERK
dM CaA—H%—T7ho Y b EERLTTAMNLET,

¥
1. 1dM Ta1—4— jdoe Z{ERR L £ 9,

I $ipa user-add --first John --last Doe --email jdoe@example.com jdoe
2. A—HY—IINRAT7—RZEYHETET,

I $ipa passwd jdoe

10
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2.3. OPENSTACK —%'—[7 D IDM 7 )L — T DERL

Keystone 7' )L — 7 federated_users (C~¥ v E> 794 312E, |dM ¥ )L— 7 openstack-users BN ET
¥, TANI—HF—%2ZDITIN—TFIIxvEVITLET,

Red Hat Identity Management (IdM) T openstack-users 7 )L— 7% {EH L £ 7,

¥
1. openstack-users 7L —7HEE LBV & AR LE T,

I $ ipa group-show openstack-users

ipa: ERROR: openstack-users: group not found

2. openstack-users 7 )L— 7% |dM ITEML ¥ 9
I ipa group-add openstack-users

3. ¥ A ha—%—% openstack-users 7 )L—FITEBMLE T,
I ipa group-add-member --users jdoe openstack-users

4. openstack-users 7 IL—THEFEEL, test I—HF—A A VN—E LTH O EEBRALET,

$ ipa group-show openstack-users
Group name: openstack-users
GID: 331400001
Member users: jdoe

1
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#53% RED HAT SINGLE SIGN-ON D& E
Red Hat Single Sign-On (RH-SSO) &R IV F 7+ V¥ —%HR—ML. LIWAEFERLTTF+> MEOD
DEEEAREICLE T, TOHER. RH-SSOREIIEBICLILLADIYVTFFAMATERITINET, LILA
WWFETERT 52 & B, RH-SSO H—/\—TEEREIERD H 5155 (& keycloak-httpd-client-install
Y=L EFRLTERTEIEETEET,

AR

RH-SSO 4 —/N—=D"TLICA YA =L EINTVWBHBEDNHY XY, RH-SSO DA Y X h—ILICET
% EEMIE. Serverinstallation and configuration guide Z&8 B L T X W,

DLTFICRTELIIC, ROEHDEENVETT,
< RH_RHSSO_URL_> The Red Hat Single Sign-On URL

< FED_RHSSO_REALM > FREFPDRH-SSO LILLAEBELET,

3.1.RH-SSO L )L LADERE

Red Hat Single Sign-On (RH-SSO) L L AW FIFATE 2 RRE&ICAR >/ B, RH-SSOWeb IV Y —IL %
FALT IIMICHLTaA—Y—7zFL—>avDOLILERELET,

FIa
L EEBOROY TEIV 1) A MMS, RH-SSO LILAEZEIRLET,

2. Configure /X JLH 5, User federated #:#IR L 7,
3. User Federation /X )LD Add provider KOy 745> ) 2 v, Idap Z:ZRL £T,

4. UTFDNRSA =Y —DEZHEELE T, 1 NEBDERXTNRT, REDRRICEL/EICE

IH|ZFET,
aAvY —ILRTRE Red Hat IDM
mEE—N READ_ONLY
BHOEE Off
Vendor Red Hat Directory Server
I1—4%—% LDAP B% uid
RDN LDAP B uid
UUID LDAP B ipaUniquelD
A—HY—ATVT I MISR inetOrgPerson, organizationalPerson

12


https://access.redhat.com/documentation/ja-jp/red_hat_single_sign-on/7.4/html/server_installation_and_configuration_guide/index

1.

%33 RED HAT SINGLE SIGN-ON MD3%

A VAG 2P Value

i URL LDAPS://<_FED_IPA_HOST_>

a—4H%— DN cn=users,cn=accounts <_FED_IPA_BASE_DN_>

SREEY A T simple

/N1 > K DN uid=rhsso,cn=sysaccounts,cn=etc,<_FED_IPA_BASE_DN_>
NA v FEREEEER <_FED_IPA_RHSSO_SERVICE_PASSWD_>

Test connection & & U Test authentication A% VA FHL T, 22— —0D7zFL—>3a v
NHEBEL TWBZ EAERLE T,

.Save 5V )y LT, il a—4Y—ozFL—rar O/ ¥ —5RELET,

EM L7z RedHatldM A —H—7 57 L —> 3 v R—=IDLEERICH S Mappers ¥ T %= 1) v
ILEY,

TNAARYN—=%ER L CA—— I —TERERNELEFT, 21— —DIIL—T AV
N=29 FIESAMTPH—2 a3V aRLES, JI—F AV N—=>y FAFER L T OpenStack
TR ZRMLFT,

. Mappers R—Y T Create 27 ) v L%,

. Add user federation mapper X— T, Mapper Type KO v 74> 1) 2 kH 5 group-

Idap-mapper %Z:E3iR L. Group Mapper &\ D &R ITE T, LTFD/INSA -5 —DlE% 15
ELET, Y1 NEBEDOEIRIANT, ERORBEICELZEBICEIHBAZET,

wAnVAG P Value

LDAP %' JL— 7 DN cn=groups,cn=accounts,<_FED_IPA_BASE_DN_>
7 —T7% LDAP B cn

IIWN—TFTIVIMNIFR groupOfNames

AV IN\—2 v 7 LDAP Bk member

AVNR=2y TERES AT DN

Mode READ_ONLY

A—H—J)—TDBBRA LS  GET_GROUPS_FROM_USER_MEMBEROF_ATTRIBUTE
FU—

Save =7 v/ LZEY,

13
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32SAML 7Y —Y 3 v AaFRALAEI—F—EBHEDE

X2 T4 —RVYF—FESAML) &, PFATVT4T4—7TANAF—(dP) &H—ERFONA
— (SP)ED1—H—BMHES L OERRILIFROBREEATREICT 24 — T VIEETT,

Red Hat Single Sign-On (RH-SSO) 28 EL T, 7H—>a v TCREREMHEZRT I ENTEET,

OpenStack Identity —E XA SAML 7H#— 3 ‘/%?‘:ET% . ENHDEM% OpenStack 11—

H—IIxvEV T LET, IdPEM% Identity Y —ERT—% I v EV I 93O,

Federated Mapping EFEIENFE T, FFLLIE. Yy EVY T T 714 ILDIERNRS & U Keystone 127 v 7

O—R] Z#ZBLEIL,

UTo7OotvX&#EELTEME SAML ICEMLET,.

FIR

. RH-SSO B Web vV —ILT, ZLEBOROY FH¥ IV )X MDS
< FED_RHSSO REALM > &#ZIR L ¢,

2. Configure /X JLH 5 Clients %3ZR L £,

3. keycloak-httpd-client-install B EI N/ —ERTOANA Y -0 54 T7V N EBRLE T,
SAML Entityld TV 514 7Y M AR ETE XY,

4. 9 TDKE—EH S Mappers ¥ T7HRIRL F T,

5. Mappers /S3JL T Create Z 7z (& Add Builtin &R L. 7OMILTYNN—%0S54 T M
EMLET,

HOBMABINTEZ TN, BRERDIEI—HY—DBAYNR—EB>TWVWBRTIL—TDO—ELITTY, 7
W—TAYN=2y Pl a—F—DERRAHEIRY T,
3.3. 7IIL—TIBERD SAML 7 H—> 3 Y ADEBN

Fa
1. Mappers /X)L D Create "9 %0 ") v 7 LET,

2. Create Protocol Mapper /X)L C. Mappertpe KOwY 74> 1) Z hH 5 Group ') R b %%
RLZET.

3. Name 7 1 —JL RIZEZATE LT Group List # AALE T,

4. Group EM® Name 7 1 —JL KIZ, TJIV—T% SAMLBMHDOEZrIE LTAALET,
p=a-13]
IhiE, SAML 7H—2 3 VIZRRIINBBHEDRARITY, Keystone ¥ v /38—
MYy EVYIEED Remote 7> 3V TRRIEMRET 5&. SAMLEMR %

mELET, 7H—2avIET RH-SSO DEMA#EBMNT %1541k, SAML B
MEZ2AIEELEF T, RH-SSO 7O NI T v/ N—TCERIEEHLZ T,

5. SAML Attribute NameFormat /X5 X —#4 —T, Basic 23Z&IRL X7,

6. Single Group Attribute M7 JLFRY J X T, On &R L £7,
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7. Save U )wv U LET,

pa 3]
keycloak-httpd-client-install 'V —)L #2179 2 &, TOERTIRIIN—TI v/ —%8
mLEFd,
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4% RED HAT OPENSTACK PLATFORM CO 7z 57 L —Y 3V
==
ax A&
UFD/—RIZE, BIYETONTLBENA A & (FQDN) A ETT,
e Dashboard (horizon) ZZ£1T L TW5 KRR K,
e |dentity —E R (keystone) ZZRITHDKR b, AEFTIZ $FED_KEYSTONE_HOST & L T%H
RINTVWIEY, ERORI M EUTAMRIETY —ERZRITTEHD, IPT7RLRIFEKRR
R7 RLRATIERLS, Y—ERIINA Y RINZIPTRLRATHDZZEITEFRELTLEI N,

e RH-SSO ZXE1T92HA K,

IdM ZR1T$ B KRR b,

Red Hat OpenStack Platform director @7 704 X~ K Tl& DNS A SR EI N TWARWLA, FQDN %
J—RICBIYYETET, L, BETAORNIIL (BLUVTLS) ICIEFQDN 2FHT 2 0ELHY F
ER

41.1P 7 KL ZDEE

Red Hat OpenStack Platform (C(&, R— FESTREIS N/, TTD OpenStack Y —ERICHET
BNRTYY I IPPRLAMIDHYET, —N—UFTRY—EXDNRTY v I IPT7 KL %R
9 %ICI&. openstack endpointlist v > R&FRAL XY,

(overcloud) [stack@director ~]$ openstack endpoint list -c "Service Name" -c Interface -c URL | grep
public

| swift | public | http://10.0.0.101:8080/v1/AUTH_%(tenant_id)s |
| panko | public | http://10.0.0.101:8977 |

| nova | public | http:/10.0.0.101:8774/v2.1 |

| glance | public | http://10.0.0.101:9292 |

| neutron | public | http://10.0.0.101:9696 |

| keystone | public | http://10.0.0.101:5000 |

| cinderv2 | public | http://10.0.0.101:8776/v2/%(tenant_id)s |
| placement | public | http://10.0.0.101:8778/placement |
| cinderv3 | public | http://10.0.0.101:8776/v3/%(tenant_id)s |
| heat | public | http://10.0.0.101:8004/v1/%(tenant_id)s |

| heat-cfn | public | http://10.0.0.101:8000/v1 |

| gnocchi | public | http://10.0.0.101:8041 |

| aodh | public | http://10.0.0.101:8042 |

| cinderv3 | public | http://10.0.0.101:8776/v3/%(tenant_id)s |

42. RANEHDEBRES LUVERRA NDHE

FRATZIP7RLRER—MNEZHMTI2HENDHY FT, ZOHFITIE, IPF7 KL RIE10.0.0.101 T,
R— K& 13000 TT,

1. overcloudrc CZDEEERLE T,

I export OS_AUTH_URL=https://10.0.0.101:13000/v2.0
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2. IP7RLRICELEBER XA 2% (FQDN) &Y H T, IN% /etc/hosts 7 7 1 JLICEEZIAH
F9., LTDOHTIE. overcloud.localdomain Z{FA L TWE T,

I 10.0.0.101 overcloud.localdomain # FQDN of the external VIP

y 13!
Red Hat OpenStack Platform director (&4 —/X—2 57O K/ —R® host 7 7 1

WERELETA SMITB2ABRRAMIAINOTIY M) —ZEBMLARTHE
BREBRWEEDHY ET,

3. fed_variables 7 7 4 JLIC $FED_KEYSTONE_HOST & & ¢ $FED_KEYSTONE_HTTPS_PORT
ERELEY. COBITIE RALEZERLEY,

FED_KEYSTONE_HOST="overcloud.localdomain”
FED KEYSTONE_HTTPS PORT=13000

Mellon (& Identity #—E X (keystone) Z 7K R b 9§ % Apache #—/X—TZETJ 57, Mellon D
host:port & keystone @ host:port DIEAN—H T 2MELHY 7,

p= o)
v hA—5—/—K®D1D>Thosthame A7~ KAE{79 % &, H7H controller-
O.localdomain D& D ICRY F T, THIFHFI S RIY—ZLTIN, TONRNTY v o E
TlEHYFEHFA, KDYIINRTY Y I IPT7RLREFRALTLEIW,
A3.NJVIN—T 74 )ILDA VA =)L
BREO—EHELTANMN=T 74V EA VA N—ILTIRELNHY FT,
e [conifguration script DfEA] D—8B& L THERK L 7= configure-federation & & U

fed_variables 7 7 1 /L%, undercloud-0 ® stack "—AF s L2 b)) —COE—LZY,
4.4. 7704 XV NEBDERE
774 )L fed variables ICIZ, 7 xFL—>arvdF7O4 ALY MIEEDE#AEENET, Thd
DEHIL. XES & U configure-federation ~NJL/X—R V) FNTERINFE T, 14 NEFD 7T
L—> 3 EICIE. FED_ DEBEFEAFIFSNF T, fed_variables DT RT®D FED_ZEHICEHIIEE
INTWBZEEHRALET,
45 N)VIN—T 74 )LDaAE—
#5179 B ICIE. controller-O ICERE 7 7 A VWB L UVEH 7 71 IIVHRBETT,

e configure-federation &. #&% L 7z fed_variables % undercloud-0 @ ~/stack "—AL7T 1 L ¥
b U —5v5 controller-0 @ ~/heat-admin "— A7« L2 MY —IZOE—-LZF T,

I $ scp configure-federation fed_variables heat-admin@controller-0:/home/heat-admin

fit
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R

EFEEDFIEIE. configure-federation X7 1) 7 N TRITTX £ ¢ ($ ./configure-
federation copy-helper-to-controller),

4.6. ERIRIBEDXHAL
. 79— RKR/)—NKT, stack 12— —& LT fed_deployment 7«1 L2 b YU —%/ER L
9., TDBAFIET 714 )L stash TT,

$ su - stack
$ mkdir fed_deployment

)z 6
Y configure-federation 27 ) 7 &AL C. BRIOFIEERITTEET,

I $ ./configure-federation initialize

2. SSH % £ L T controller-0 IZ#E i L ~/fed_deployment 7 1 L ¥ b 1) —% head-admin 21—
H—E LTERLET. TDBARIET 7 1)L stash T,

$ ssh heat-admin@controller-0
$ mkdir fed_deployment

pa 3

configure-federation 27 ) 7 b &AL T, BRIOFIEERTTE X
9, controller-0 / — KM LU TFEETLET,

I $ ./configure-federation initialize

4.7. MOD_AUTH _MELLON Q14 Y A b—JL
READOZEIY hO—>—IZ mod_auth_mellon 24 VA M=)V 2RENHY £,
e FEOAVMO—F—TUTEERITLET,

$ ssh heat-admin@controller-n # replace n with controller number
$ sudo dnf install mod_auth_mellon

48.£Z 31> hO—F—~® RH-SSO FQDN MD3E N
IARTOIAY PO—F—DZLEM RN A A V% (FQDN) TELZERETH D & %#MRL T,
o mellont—ERRELZLI bA—F—/—KTEITIN, RH-SSOIdP IC#E#HE L £9, RH-SSO
IdP @ FQDN A* DNS ##H TR TE AWEEICIE. HeatHosts 72 3 v D&IC, IRTD
O bhO—>—/—R® /etc/hosts 7 7 1 JLIC FQDN #FgicEML F 7,

I $ ssh heat-admin@controller-n
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$ sudo vi /etc/hosts

# Add this line (substituting the variables) before this line:
# HEAT_HOSTS_START - Do not edit manually within this section!

# HEAT _HOSTS_END
$FED_RHSSO_IP_ADDR $FED_RHSSO_FQDN

49. 0 NO—5—/—KTDOMELLON DA VA M—JLEETE

keycloak-httpd-client-install *Y —JL{&. mod_auth_mellon %#z&%E L. RH-SSO IdP IZx L TEREET

DICRERZ S DFIEZEITLE T, mellon B’E4TY % / — K T keycloak-httpd-client-install *v — /L

HERITLET, UTOBAITIE, mellon i, Identity  —E R (keystone) #{R#&T 24 —/N\—0U 5 K
vhO—Z—ETEFTLET,

R

Red Hat OpenStack Platform (&, 804 —N"—0>H Ka>v hO—5—/—RK&HD
BUAMETF IO AV NT, TREFRE—AE—%2FTLET, LiP>T, £V b
O—2>—/—RTmelon EEZBHIT IZMENHYET, INERITTBITIE.
controller-0 IZ mellon 24 ¥ X b —J)LE L UVE&EE L. keycloak-httpd-client-install v —
IWTERR LIZERE 7 71 )V %& tar 7 7 A JLICYXE L £ 9, Object Storage (swift) % {#
LT&AY MA—F5—IXT7—HA4T%22E—L, 7—AATICEEFNZ 7 71 IV 52 E
LET,

¢ RH-SSOUZAT7Y MDA VAM—ILEETLET,

$ ssh heat-admin@controller-0

$ dnf -y install keycloak-httpd-client-install

$ sudo keycloak-httpd-client-install \

--client-originate-method registration \

--mellon-https-port SFED_KEYSTONE_HTTPS_PORT \
--mellon-hostname $FED_KEYSTONE_HOST \

--mellon-root /v3\

--keycloak-server-url $FED_RHSSO_URL \

--keycloak-admin-password $FED_RHSSO_ADMIN_PASSWORD \
--app-name v3\

--keycloak-realm $FED_RHSSO_REALM \

-1 "/v3/auth/OS-FEDERATION/websso/mapped” \

-1 "/v3/auth/OS-FEDERATION/identity _providers/rhsso/protocols/mapped/websso” \
-1 "/v3/0OS-FEDERATION/identity_providers/rhsso/protocols/mapped/auth”

pa 3

EEEDFIEIE. configure-federation X7 1) 7 N TERITTX £ ¢ ($ ./configure-
federation client-install),

D9S5ATYMNRPMDA VA RM—=ILBIC, UTDLD BEAPREIINBIET T,

[Step 1] Connect to Keycloak Server

[Step 2] Create Directories

[Step 3] Set up template environment

[Step 4] Set up Service Provider X509 Certificates
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[Step 5] Build Mellon httpd config file

[Step 6] Build Mellon SP metadata file

[Step 7] Query realms from Keycloak server

[Step 8] Create realm on Keycloak server

[Step 9] Query realm clients from Keycloak server
[Step 10] Get new initial access token

[Step 11] Creating new client using registration service
[Step 12] Enable saml.force.post.binding

[Step 13] Add group attribute mapper to client

[Step 14] Add Redirect URIs to client

[Step 15] Retrieve IdP metadata from Keycloak server
[Step 16] Completed Successfully

4.10. MELLON % E DR &
IdP-assertion-to-Keystone ¥ v EV 7 7 —Xrhid, JI—TERXYPY YR MITIZBRELIHY X

¥, UTOFIRICHEL., BRICERDEZZITESHZEIC. RPYDI1DDEICKHEET 5 &£ S I mellon
ZRELEY,

FIR

1. v3_mellon_keycloak_openstack.conf 38E7 7 1 L ZFWTIRE L 7,

$ vi /var/lib/config-data/puppet-
generated/keystone/etc/httpd/conf.d/v3_mellon_keycloak_openstack.conf

1. MellonMergeEnvVars /X5 X —#% —% <L ocation /v3> 7A v ZIZEBMLZF T,

<Location /v3>

MellonMergeEnvVars On ;"
</Location>

AN ERINEEBET 7AINDT —hHA TDVERK

IARTOIAY PA—F—/—RTmellonREZERTZICIF, £FAV MA—F—/—FICA VXA b—
WEBT77ANVDT—HAATEERLET, 7—H4A 7% ~/fed_deployment 771 L o b 1) —IT{R
ﬁbi’a—o

1. EEINAET—HA4 T=EBRLES,

mkdir fed_deployment && cd fed_deployment
tar -czvf rhsso_config.tar.gz \
--exclude "™.orig" \
--exclude "~'"\
/var/lib/config-data/puppet-generated/keystone/etc/httpd/sami2 \
/var/lib/config-data/puppet-
generated/keystone/etc/httpd/conf.d/v3_mellon_keycloak_openstack.conf

)z 6
" configure-federation 2 7 ') 7 h =R L T, BRIOFIEZET T,
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I $ ./configure-federation create-sp-archive

412. MELLON 58 €7 —Hh 4 7 DR

e undercloud-0 / — R T, fERL7ET7—HAT72ELTI7MILEEBRAL. BHEORTY ST
MBICGLTT—YICT7 I EATEDLDICLET,

$ scp heat-admin@controller-0:/home/heat-admin/fed_deployment/rhsso_config.tar.gz
~/fed_deployment
$ tar -C fed_deployment -xvf fed_deployment/rhsso_config.tar.gz

pa )

LEEDFIEIX. configure-federation X 7 ') 7' F TERITTEX X7 ($ ./configure-
federation fetch-sp-archive),

4.13. PUPPET A"EIEAN D HTTPD 7 7 1 L& HIFR L A2 W

77 # )L K Tld, PuppetApache BV a—/lik, BE LA\ Apache RET ALV MY —DT7 71 %
N—=ULET, hITLY,. Apache H' Puppet "RET ZREICH L TEMEL A< RY F T, £

L. THIEHTTPDERET 4 L2 b1 —®D mellon DFEHEREEFHE L T, Apache Puppet @
apache::purge_configs 7 7 7137 7 # L N TEMICAR>TWET, TDT7ZTICL Y, Puppet &
mod_auth_mellonRPM ICE T 57 7 M ILZHIIRT 5 Z &z~ L F¥9 ., Puppet i, keycloak-httpd-
client-install "% T 2% E7 7 1 ILEHIBRL £9, Puppet B mellon 7 7 1 LA HIEHT 52X T

I&. apache::purge_configs 7 5 /=ML 7,

pa )

apache::purge_configs 7 /= EMWICT 5 &, A hO—F—/ — RO BB L
THE XY, Puppet n' mellon DEB#EEZEMLELS, BEBMICLET,

apache::purge_configs 7 5 7% LEX 9 5IC1E, A —/1—F4 RBEEN 2 Puppet 7 7 1 ILEERK
L. overcloud_deploy.sh 27 ) 7 N 2 E179 2RICERY 2% Puppet 7 7 1 ILD—&EITH —/N—F 4
K774 )L%BMLET,

1. fed_deployment/puppet_override_apache.yamlIRiE7 7 1 L= /EE L T. L FORE%EMN
LE9.

parameter_defaults:
ControllerExtraConfig:
apache::purge_configs: false

2. overcloud_deploy.sh 22 ) 7 N D&RFEDIRIE T 7 1 )L & L T puppet_override_apache.yaml
ZEMLET,

-e /home/stack/fed_deployment/puppet_override_apache.yaml \
--log-file overcloud_deployment_14.log &> overcloud_install.log

X5
wi
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R

LS DFIEIE. configure-federation X 7 1) 7 N TER{TTX £ ¢ ($ ./configure-
federation puppet-override-apache),

4.14.IDENTITY —E X (KEYSTONE) TO 7 x5 L —2 3 VDRE

Keystone KX A VICIXEBMDEENNETY, 7272 L. keystone Puppet €Y 2 —ILAABEMAIBE
&, COBMDERERTY THEBEITBIENTEET,

® PuppetYAML 7 74 )L T, UTFEEMLZFT,

I keystone::using_domain_config: true

letc/keystone/keystone.conf TLLTDEEZBREL C7zTL—2avyEEBAMILET,

auth:methods

RSN BRI AED—E, 77 4J)L b TlE, —EIZ ['external’, 'password’, 'token’, 'oauth1'] T
¥, mapped XV v REFHALTSAML BT 2RELNHY FT, I5IC. external XV v K
LtBRATEIHRELHY £, {E% password,token,oauth1,mapped ICFREL X7,
federation:trusted_dashboard
BHEHT YV IAR—RRAMND—E, b=V VERTEDODDI VTN A v F Vv EREZIFAN
RIS, TORARNIZD—EDAVN—THZIUEIHYFET, BAZEIC. TORELF TV 3
VEEHOFERITAIENTEET, INEWebR—RADSSO 7O0—%FHT B LIICEKRET 3
BEFHYET, TOF O XY TR, EIF
https://$FED_KEYSTONE_HOST/dashboard/auth/websso/ T3, Red Hat OpenStack Platform
director |& keystone & horizon DEADNE LR R MIEBEBEINTWS O, KRR M
$FED_KEYSTONE_HOST IZ72 Y £ 9, horizon % keystone & IEER 3K A M ETRERITT 2HEIE.
HERFARETIUENHY XTI,

federation:sso_callback_template

Single Sign-On A—JIL/Ny N\ RS —& LTHEAINS HTML 7 7 1 ILADHER/NR, TDR—
JTIE, POSTY YV IARNTIMN =Y V% T74—ATVOA—RTBZEICEY, 2—H—% Identity
Service NOfEFETE D vV aR—RKRAMIUSTALIMNLET, TI74IMEIE, FEAED
T704 XY N THHTY,

federation:remote_id_attribute

TATUVTATA—TANA YT —DIVT 4574 — D DREFICFERINSE, mod auth_mellon
ICDWTIX, Mellon IDP #FEB L £ 9, MellonIDP T4 L V571 7%FERALT. ZD{E% mellon
BREIZ7AIMICERELET,

o LITDHZAT fed_deployment/puppet_override_keystone.yaml 7 7 1 L& ERR L £,

parameter_defaults:
controllerExtraConfig:
keystone::using_domain_config: true
keystone::config::keystone_config:
identity/domain_configurations_from_database:
value: true
auth/methods:
value: external,password,token,oauth1,mapped
federation/trusted_dashboard:
value: https://$FED_KEYSTONE_HOST/dashboard/auth/websso/
federation/sso_callback_template:
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value: /etc/keystone/sso_callback_template.html
federation/remote_id_attribute:
value: MELLON_IDP

e overcloud_deploy.sh 27 ") 7 N DRZITERLIBRET 7ML EBMLE T,

-e /home/stack/fed_deployment/puppet_override_keystone.yaml \
--log-file overcloud_deployment_14.log &> overcloud_install.log

)z 6

LEEDFIEIX. configure-federation X V') 7N TERITTEX X7 ($ ./configure-

federation puppet-override-keystone),
415.MELLONS&RET7 —h4 7 D7 7a4

® Object Storage (swift) 7—7 4 777 hZEAL T, £33 bO—5—/ — il mellon 8&E
T77A4NEA VA M=ILLET,

$ source ~/stackrc
$ upload-swift-artifacts -f fed_deployment/rhsso_config.tar.gz

y 13!
LEEDFIEIE. configure-federation 7 ) N TERITTEX £ (*./configure-
federation deploy-mellon-configuration ™),

416. 7 —/N\—2 > KOBTF 704

® Puppet YAMLERE 7 7 1 )L B £ U Object Storage 7—T 1 77V "HSOEBABEAT 51
l&. deploy v K&EEITLET,

I .Jovercloud_deploy.sh

EE: Puppet #BEERTLTCaY bO—5—/—RIEBMDZEFRE%INZ % &. overcloud_deploy.sh X
PV TMIKYLHEIOREN LESINZARELIHY T, ZOFIEDRICTIE. Puppet 3% %E % A
LBWTKEIW, ZhIZLY, A—N=0F59 ROV O—5—/—REDEREZ7 7M1 ILIIRT S
FHREIPEDODNDIOEBSIENTEET,

417. £33 hO—Z—TIDENTITY H—E X (KEYSTONE) (Z JOx%v—
DXGEEEFERT 3

mod_auth_mellon B’y > a vV ZHIIT 2 &, EHOY—N—TZDREEREHEIT LI LIFTE
FtH A, SAML TERAINDYSA LI MNIDZ WD, ALY —NN—DBITRTDOIZ VI3 V%
WIS Z2MENDHY ET, TDRDH, HAProxy &=, BEIKRI A7V NOERZB U Y —/\—IT8RXT
5LEDIRETIRELFHY FT,

HAProxy NEICH—NR—IZ0 54TV a4V RTDHEIE2D2HYET,

Affinity
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TTVr—2aVvEBTFOLAY—D50BREFALT, 7547V NERE 1 DO —N—|LEE
I2BEE. P74 =271 —%FHALET,

At
TNV —2avBOBBRN I SAT7 Y RNE1 DO —NRN—AF 4 vF—tEyavIiINM Y RT3
BlE, KEMAFERALEYT., KEERET7 741271 —LYEHIXZNICERTY, kinaERET 3
ICIE. U TFOFIE=FEBRLET,

HAProxy 7 v ¥—5 4 L 27 14 7lE. KElLD7HIT Cookie BLUVZTD/INT A —4 —IL&RIELITE
o HAProxy Y —"\—DF 1 LI T4 TITIE, 79 F—DEE Y —N—RKITERET % cookie T 3
UHBHYET, ZITESLEBRIINY VTV RY—N—%FHBT B cookie B2 WFE. HAProxy &%
DBREFHADPETINT Y ZLICETWTH—N—45RBRLZF T,

=2

1. /var/lib/config-data/puppet-generated/haproxy/etc/haproxy/haproxy.cfg 5% E 7 7 1 JL D
keystone_public 70 v 7 TKimEZBMICT 2ICIE. LTOITE2EMLET,

I cookie SERVERID insert indirect nocache

MDERE X, SERVERID ‘Kt Cookie DERITY

2. & server{TafREL. BIMA T 3> & LT cookie <server-names #BIL 7,

server controller-0 cookie controller-0
server controller-1 cookie controller-1

418. 7 x5 L —>av )V —2DEK

TATYT 4T 4—7ANA 5 — (IdP) »MER T % Identity H— E R (keystone) D —4'w k., 21—
H— BLVITN—TEERLET,

FIR

1. source AR Y RTF7 V¥ —20 59 REDovercloudrc 7 7 1 )L % stack T—H%— & L TEHRHAA
A LUTOOTY REEFTLET,

$ openstack domain create federated_domain

$ openstack project create --domain federated_domain federated_project

$ openstack group create federated_users --domain federated_domain

$ openstack role add --group federated_users --group-domain federated_domain --domain
federated_domain _member _

$ openstack role add --group federated _users --group-domain federated_domain --project
federated_project _member_

pa )

LS DFIEIE. configure-federation X 7 ') 7 N TETTX £ ¢ ($ ./configure-
federation create-federated-resources),

4.19. RED HAT OPENSTACK PLATFORM TD 7 A TV 74 T4 —7 AN
A 5 —DIERK

24



8#54% RED HAT OPENSTACK PLATFORM CTOD 7 5L —>3 > ®

X5

IdP (& Identity 4t —E R (keystone) ICEERT 2B HYE T, ThICLY, SAMLT7H—23 >0
entitylD & Identity Y —E XD IdP O&ZRIBIC/NNS VT4 Y IDMERI N E T,

FIR

1L IdP X9 F—#1Z#% % RH-SSO IdP M entitylD # 827 £ 3, IdP X9 FT—%
l&. /var/lib/config-data/puppet-
generated/keystone/etc/httpd/sami2/v3_keycloak_$FED RHSSO_ REALM_idp_metadata.x
m 7 74IVICREINET, /. IdP X% 7—4 (3. fed_deployment/var/lib/config-
data/puppet-
generated/keystone/etc/httpd/sami2/v3_keycloak_$FED RHSSO_ REALM_idp_metadata.x
ml 77 AIVICEHERT DI ENTEIY,

2. EntitylD BMOEISER L T REI W, Zhid, <EntityDescriptors EXAD IdP X ¥ F—4
7 AMICHYET, ZDOEICIE $FED_IDP_ENTITY ID ZHAEY L TE T,

3. %1 $FED_OPENSTACK_IDP_NAME (C&|Y H T 5N 7 IdP rhsso ICERIZ T X T,

$ openstack identity provider create --remote-id $FED_IDP_ENTITY_ID
$FED_OPENSTACK_IDP_NAME

pa 3]
LS DFIEIE. configure-federation X 7 ') 7 N TER{TTX £ ¢ ($ ./configure-
federation openstack-create-idp).
420. v EV T T 74 IVDERS LU KEYSTONE IC77 Y 7O— R
Keystone &, IdP @ SAML 7H#—2 3 > % keystone NEBETE ZHRIC—BIE B v EV I 5 EIT
LEJT. TDOYYEYTIEkeystone DI Y EV T ITUIVICE>TEITIN, IAPICNNA Y RENE—
BEDOIYYEVTICEDVWTWET,

L LTFOFITHEELTVNEY Y EY Fid, LUFTHEL T CEALS THEA).

[
{

"local": [
{
"user": {
"name": "{0}"
2
"group™: {
"domain": {

"name": "federated_domain"”

2
"name": "federated_users"
}
}
1,

"remote": [

{
"type": "MELLON_NAME_|D"
b

{
"type": "MELLON_groups",

fit
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"any_one_of": ["openstack-users"]

}
]
}
]

ZDRYEVTIT7AIICIE, 1D2DIL—ILDAHENEENET, JL—ILIE. local & remote D 2 DDER
PICPEINET, YvEVIIVIVIE 1O —BTEZETIL—ILO—E-REMLEL, £TLZE
o IL—ILIE, IL—ILD remote ERDD FRTD FHDN—HT 2GFHICDHI—HEARINET, &
DBEITIE, remote FHIFLLTAZIEEELX T,

1. 7H%—232ICI& MELLON_NAME_ID & W) ENEFNTVWEIMENHY XY,

2. 7% —2 3 ICTId MELLON_groups & W) ZRIDENEEN. JIL—T—EBED1D2ULDT
JL— 7% openstack-users THZ2UHELHY £,

W—IH—BT B5EEIF. UTEEITLET,
1. keystone user 1—#'—#(Z(. MELLON_NAME_ID 75 DfEAEIY 4T o5hE T,

2. A—%—I(%, federated_domain K X 4 > ® keystone ¥ JL.— 7 federated_users |ZE| Y 4T
bhEd,

BT DL, IdP B A—H—DERIEICAKIN L. IdP 7% D 21— —»* openstack-users 7 )L — 7 I Fi/E
LTWBZEuET7H— M 3BE, keystone IE keystone O federated_users 7' /)L—FIZ/N1 ¥ REINT
W2 HEBR T OpenStack IC7 V7 EZATE XY,

4201. 7y EV T EERT S

1. keystone TY Y EV T EERTBICIE, SYEVYITIL—IDBETNZ 771 ILEFERLTH DS
keystone IC7 v 7O— KL, SREERHEL 9. fed_deployment 71 L 7 b U — (fi:
fed_deployment/mapping_${FED_OPENSTACK_IDP_NAME} saml2.json) IC~¥ v E>V T
774V %EER L. %71 $FED_OPENSTACK_MAPPING_NAME =< v E> JIJL—)LIZEIY Y
TEY, UTFICHlZzRLET,

$ openstack mapping create --rules fed_deployment/mapping_rhsso_sami2.json
$FED_OPENSTACK_MAPPING_NAME
a3

configure-federation 2 7 '\) 7 h&FEA L T, LEBDOFIEEZ 2 DODOFIEE LTEITT S
ZENTEET,

$ ./configure-federation create-mapping
$ ./configure-federation openstack-create-mapping

e create-mapping- ¥ v EV I I 7ML EFERLET,

e openstack-create-mapping- 7 7 1 LD 7 v FO—RK%=ETLE T,

4.21.KEYSTONE 7 x5 L—> 3> 70 M DER

1. Keystone (&, Mapped 7O MLV EFERALTCIP 2Ty EY JIINA VY RLET, DNV
FAVITEMILTBICIE. UTFEEIFTLET,
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X5

$ openstack federation protocol create \
--identity-provider SFED_OPENSTACK_IDP_NAME \
--mapping $SFED_OPENSTACK_MAPPING_NAME \
mapped"

pa )

LS DFIEIE. configure-federation X 7 ') 7 N TER{TTX £ ¢ ($ ./configure-
federation openstack-create-protocol),

4.22. KEYSTONE SR E=LIciB8m L £ 9,

1. &3> bO—35—/ — KT /var/lib/config-data/puppet-
generated/keystone/etc/httpd/conf.d/10-keystone_wsgi_main.conf %z &5 L
T. VirtualHost M ServerName 71 L 7 7 4 FICHTTPS AF¥—L4L, /XTY v IKRZ b
. BLUNRTY v IR—IDBEFNTVWSEZE%FEEL £, UseCanonicalName 7 1 L 7
TATEENCTI2HENHY FT, UTICHZRLET,

<VirtualHost>

ServerName https:$FED_KEYSTONE_HOST:$FED_KEYSTONE_HTTPS_PORT
UseCanonicalName On

</VirtualHost>

v ¥
- $SFED_ZH AT O4 XY NMCEBDEICBEIMA T LI,

423.HORIZON A7 5L —>avaFEHET23LDICEET S

1. &3> hO—3—/ — KT /var/lib/config-data/puppet-generated/horizon/etc/openstack-
dashboard/local_settings Z#R&%E L T. UTDHREEIEEINTVWE I AR LET,

OPENSTACK_KEYSTONE_URL =
"https://$FED_KEYSTONE_HOST:$FED_KEYSTONE_HTTPS_PORT/v3"
OPENSTACK_KEYSTONE_DEFAULT_ROLE ="_member_"
WEBSSO_ENABLED = True
WEBSSO_INITIAL_CHOICE = "mapped"
WEBSSO_CHOICES = (

("mapped", _("RH-SSQO")),

("credentials", _("Keystone Credentials")),

)

e
' $FED ZHAF 704 XY MCBEBOBICESHATI LRI,

4.24. X-FORWARDED-PROTOHTTPAY ¥ —%{FHT 5 LD ICKET S

1. &3> hO—3—/ — KT /var/lib/config-data/puppet-generated/horizon/etc/openstack-
dashboard/local_settings Z#FE& L T, 170XV M ZBERL X T,

fit
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I #SECURE_PROXY_SSL_HEADER = (HTTP_X_FORWARDED_PROTQ', 'https')

% o
REOCEEZAMCTSICIF. AVTF—2BEBTILENIHY I,
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$5E MNSTNYa2a—FTa4 VT
BSE NSTINYa—F4VY
51. KEYSTONE~Y vy EYJIL—ILDF R N

RYEVTIN—IUDFEREBEYICHKET DI 2R T 5 I ENHERIN T T, keystone-manage 17
YRIAVY—IWEFERTZE. 77AIDLEHRANONDZTH—2a v T—FICHLT—EDT Y
EYTI—=IL (774D LEmAAHR) ZRITTEERT, UTICHZRLET,

1. mapping_rules.json 7 7 1 JLICIZLTFTOARABHAEETNZE T,

[
{
"local": [
{
"user": {
"name": "{0}"

}

"group™: {
"domain": {
"name": "Default"
b
"name": "federated_users"
}
}
1,
"remote": [
{
"type": "MELLON_NAME_ID"
b
{
"type": "MELLON_groups",
"any_one_of": ["openstack-users"]
}
]
}
]

2. assertion_data.txt 7 7 1 JLICIZLLTFTORBIEEF N E T,

MELLON_NAME_ID: 'G-90eb44bc-06dc-4a90-aabe-fb2aa5d5b0de
MELLON_groups: openstack-users;ipausers

3. ZDHBAEERF. ULTFTOIY Y RZERITLET,

I $ keystone-manage mapping_engine --rules mapping_rules.json --input assertion_data.txt
4. ZDRY TINBRBIRRIINBIETTY,

{
"group_ids": [],
"user": {
"domain": {
"id": "Federated"
b
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"type": "ephemeral”,
"name": "G-90eb44bc-06dc-4a90-aabe-fb2aa5d5b0de"”
1

"group_names":

{
"domain™: {
"name": "Default”

b

"name": "federated_users"

}
]
}
¥
--engine-debug Y Y RS A VB AEHBIEETEET, INITLY., vvEVS
=LA I N B AEAERAT 22MMBERN/AEAINE T,
5.2. KEYSTONE CZ{EINB 7Y — NMEAIERT S

keystone MERT 23 Yy EV Ik 7H—> a VERBRELZHE L TEINE T, CTh5DRELE
BOFY TERBTEICE. UTEETLET,

L UFORET, UTFOFRKNRI Y 7 % var/www/cgi-bin/keystone/test IC/ER L £ 7,

import pprint
import webob
import webob.dec

@webob.dec.wsgify
def application(req):
return webob.Response(pprint.pformat(req.environ),
content_type="application/json’)

2. WSGIScriptAlias 71 L 7 7 14 7% —Bs8ICZE L T, /var/lib/config-data/puppet-
generated/keystone/etc/httpd/conf.d/10-keystone_wsgi_main.conf 7 7 1 L ZiF&E L. test
2OV TN EERTTEELEIICEKELE T,

WSGiIScriptAlias "/v3/auth/OS-FEDERATION/websso/mapped" "/var/www/cgi-
bin/keystone/test"

3. VT FI—=BEHLIT,
I podman restart keystone

4. OJAVERITL. RV TIDBY Y TI2BREERLET, BT LK
5. WSGIScriptAlias 74 L 774 7%87x L. HTTPD Y —EXZBUBEEL T,

5.3.SP & IDP DA TRIND SAML X v E—U AR L E T,

SAMLTracer Firefox 7 KA v id, SP & IdP DB TR#IND SAML X v =Y %%+ TFv— L.
RRTDDITKILDY—ITY,
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Fo5E NSTNVVa—FaVT

. URL https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/ & SAMLTracer = 1 >~
Z I\ _)l/ L/ i _a—o

. Firefox X =2 —H"%5 SAMLTracer 28&ICLE T, IRTODT SO —ERIRRIIND
SAMLTracer DRy 77y T4V ROHRRRINE T, BRHNSAML X v =T & LTHRE
INBEAIFE. HR4L SAML 74 JVAERIEMINE T,

. Firefox 72 o —h5Sso0y 4 v ERIBLET,

. SAMLTracer 74 Y RO THRHD SAML X v +—Y%2BD1F, chx2Yvy o LEFET, D1V
ROTSAMLY 7%EAL T, 7A—RINAELSAML X v E—VARRLET (V—ILIEA Y
-V DAXDOEESEINAZIVT VY EESIETEERA, BEEINAZIVFTUYERR
TEIMENHBGEIE. A9 T—YDESILEZEMITIHENHY £T), D SAML X v
-k, SPICL > TIAP ICEE I NS AuthnRequest THEZMELHY ET, 2FBBD
SAML Ay t—Jlk, IdPICL 2 TEBEINZTH—2 a3 VIRETHEIUEIHY ET, SAML
HTTP-Redirect 7O 7 7 A WHMERI N TWB LD, 7H—> 3 VIEEIZPOSTTo vy FXh
¥4, SAMLY 7% Yy LT, 7H—2a VvORBERTLET,
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556% CONFIGURE-FEDERATION 7 7 1 JU

#!/bin/sh

prog_name="basename $0°
action=

dry_run=0

verbose=0

base_dir=$(pwd)
stage_dir="${base_dir}/fed_deployment"

mellon_root="/v3"
mellon_endpoint="mellon"
mellon_app_name="v3"

overcloud_deploy_script="overcloud_deploy.sh"
overcloudrc_file="./overcloudrc"

function cmd_template {

local status=0

local cmd="$1"

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
return $status

}

function cmds_template {
local return_status=0
declare -a cmds=(
"date"
"Is xxx"
"head $0"

)

if [ $dry_run -ne 0 ]; then
for cmd in "${cmds[@]}"; do
echo $cmd
done
else
for cmd in "${cmds[@]}"; do
if [ $verbose -ne 0 ]; then
echo $cmd
fi
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}

$cmd
status=$?
if [ $status -ne 0 ]; then

(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus =

return_status=$status
fi
done
fi
return $return_status

function show_variables {

}

echo "base_dir: $base_dir"

echo "stage_dir: $stage_dir"

echo "config_tar_filename: $config_tar_filename"

echo "config_tar_pathname: $config_tar_pathname"

echo "overcloud_deploy_script: $overcloud_deploy_script"
echo "overcloudrc_file: $overcloudrc_file"

%63 CONFIGURE-FEDERATION Z 7 1 JL

$status”)

echo "puppet_override_apache_pathname: $puppet_override_apache_pathname"
echo "puppet_override_keystone_pathname: $puppet_override_keystone_pathname"

echo

echo "FED_RHSSO_URL: $FED_RHSSO_URL"

echo "FED_RHSSO_ADMIN_PASSWORD: $FED_RHSSO_ADMIN_PASSWORD"

echo "FED_RHSSO_REALM: $FED_RHSSO_REALM"

echo

echo "FED_KEYSTONE_HOST: $FED_KEYSTONE_HOST"
echo "FED_KEYSTONE_HTTPS_PORT: $FED_KEYSTONE_HTTPS_PORT"

echo "mellon_http_url: $mellon_http_url"

echo "mellon_root: $mellon_root"

echo "mellon_endpoint: $mellon_endpoint"

echo "mellon_app_name: $mellon_app_name"

echo "mellon_endpoint_path: $mellon_endpoint_path"
echo "mellon_entity id: $mellon_entity_id"

echo

echo "FED_OPENSTACK_IDP_NAME: $FED_OPENSTACK_IDP_NAME"
echo "openstack_mapping_pathname: $openstack_mapping_pathname"
echo "FED_OPENSTACK_MAPPING_NAME: $FED_OPENSTACK_MAPPING_NAME"

echo

echo "idp_metadata_filename: $idp_metadata_filename"

echo "mellon_httpd_config_filename: $mellon_httpd_config_filename"

function initialize {

local return_status=0
declare -a cmds=(

"mkdir -p $stage_dir"
)
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if [ $dry_run -ne 0 ]; then
for cmd in "${cmds[@]}"; do
echo $cmd
done
else
for cmd in "${cmds[@]}"; do
if [ $verbose -ne 0 ]; then
echo $cmd
fi
$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status”)
return_status=$status
fi
done
fi
return $return_status

}

function copy_helper_to_controller {
local status=0
local controller=${1:-"controller-0"}
local cmd="scp configure-federation fed_variables heat-admin@${controller}:/home/heat-admin"
if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd
fi
if [ $dry_run -ne 0 ]; then
return $status
fi

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
return $status

}

function install_mod_auth_mellon {
local status=0
local cmd="sudo dnf -y install mod_auth_mellon"

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
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return $status

}

function create_ipa_service_account {

# Note, after setting up the service account it can be tested

# by performing a user search like this:

# |dapsearch -H $ldap_url -x -D "$service_dn" -w "$FED_IPA_RHSSO_SERVICE_PASSWD" -b
"cn=users,cn=accounts,$FED IPA BASE_DN"

local status=0

local Idap_url="Idaps://$FED_IPA_HOST"

local dir_mgr_dn="cn=Directory Manager"

local service_name="rhsso"

local service_dn="uid=$service_name,cn=sysaccounts,cn=etc,$FED_IPA_BASE_DN"

local cmd="Idapmaodify -H \"$ldap_url\" -x -D \"$dir_mgr_dn\" -w \"$FED_IPA_ADMIN_PASSWD\""

read -r -d " contents <<EOF
dn: $service_dn
changetype: add
objectclass: account
objectclass: simplesecurityobject
uid: $service_name
userPassword: $FED_IPA_RHSSO_SERVICE_PASSWD
passwordExpirationTime: 20380119031407Z
nsldleTimeout: 0

EOF

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd
echo -e "$contents"

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

sh <<< "$cmd <<< \"$contents\""
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi

return $status

function client_install {
local status=0
local cmd_client_install="sudo dnf -y install keycloak-httpd-client-install"
local cmd="sudo keycloak-httpd-client-install \
--client-originate-method registration \
--mellon-https-port $FED_KEYSTONE_HTTPS_PORT \
--mellon-hostname $FED_KEYSTONE_HOST \
--mellon-root $mellon_root \
--keycloak-server-url $FED_RHSSO_URL \
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--keycloak-admin-password $FED_RHSSO_ADMIN_PASSWORD \

--app-name $mellon_app_name \

--keycloak-realm $FED_RHSSO_REALM \

-1 "/v3/auth/OS-FEDERATION/websso/mapped"” \

-1 "/v3/auth/OS-FEDERATION/identity _providers/rhsso/protocols/mapped/websso” \
-1 "/v3/0OS-FEDERATION/identity_providers/rhsso/protocols/mapped/auth”

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd_client_install
echo $cmd

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

$cmd_client_install
status=$"?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd_client_install\" failed\nstatus = $status")
else
$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
fi
return $status

}

function create_sp_archive {
# Note, we put the exclude patterns in a file because it is
# insanely difficult to put --exclude patttern in the $cmd shell
# variable and get the final quoting correct.

local status=0
local cmd="tar -cvzf $config_tar_pathname --exclude-from $stage_dir/tar_excludes /var/lib/config-
data/puppet-generated/keystone/etc/httpd/samli2 /var/lib/config-data/puppet-
generated/keystone/etc/httpd/conf.d/$mellon_httpd_config_filename"
if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd
fi
if [ $dry_run -ne 0 ]; then
return $status
fi

cat <<'EOF' > $stage_dir/tar_excludes
*.orig

*

~

EOF

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
return $status
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}

function fetch_sp_archive {
local return_status=0
declare -a cmds=(
"scp heat-admin@controller-0:/home/heat-admin/fed_deployment/$config_tar_filename
$stage_dir"
"tar -C $stage_dir -xvf $config_tar_pathname"

)

if [ $dry_run -ne 0 ]; then
for cmd in "${cmds[@]}"; do
echo $cmd
done
else
for cmd in "${cmds[@]}"; do
if [ $verbose -ne 0 ]; then
echo $cmd
fi
$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status”)
return_status=$status
fi
done
fi
return $return_status

}

function deploy_mellon_configuration {
local status=0
local cmd="upload-swift-artifacts -f $config_tar_pathname"
if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd
fi
if [ $dry_run -ne 0 ]; then
return $status
fi

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
return $status

}

function idp_entity_id {
local metadata_file=${1:-$idp_metadata_filename}

# Extract the entitID from the metadata file, should really be parsed
# with an XML xpath but a simple string match is probably OK

entity_id="sed -rne 's/*.*entityID="([""]*)".*$/\1/p' ${metadata_file}"
status=$7?
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if [ $status -ne 0 -o "$entity_id"x = "x" ]; then
(>&2 echo -e "ERROR search for entitylD in ${metadata_file} failed\nstatus = $status"”)
return 1

fi

echo $entity_id

return 0

}

function append_deploy_script {
local status=0
local deploy_script=$1
local extra_line=$2
local count

count=$(grep -c -e "$extra_line" $deploy_script)
if [ $count -eq 1 ]; then
echo -e "SKIP appending:\n$extra_line"
echo "already present in $deploy_script"
return $status
elif [ $count -gt 1 ]; then
status=1
(>&2 echo -e "ERROR multiple copies of line in ${deploy_script}\nstatus =
$status\nline=$extra_line")
return $status
fi

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo "appending $deploy_script with:"
echo -e $extra_line

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

# insert line after last -e line already in script

#

# This is not easy with sed, we'll use tac and awk instead. Here
# is how this works: The logic is easier if you insert before the

# first line rather than trying to find the last line and insert

# after it. We use tac to reverse the lines in the file. Then the

# awk script looks for the candidate line. If found it outputs the
# line we're adding, sets a flag (p) to indicate it's already been

# printed. The "; 1" pattern always output the input line. Then we
# run the output through tac again to set things back in the

# original order.

local tmp_file=$(mktemp)
tac $deploy_script | awk "lp && /A-e/{print \"${extra_line} \W\"; p=1}; 1" | tac > $tmp_file

count=$(grep -c -e "${extra_line}" $tmp_file)
if [ $count -ne 1 ]; then
status=1
fi
if [ $status -ne 0 ]; then
rm $tmp_file
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(>&2 echo -e "ERROR failed to append ${deploy_script}\nstatus = $status\nline=$extra_line")
else

mv $tmp_file $deploy_script
fi

return $status

}

function puppet_override_apache {
local status=0
local pathname=${1:-$puppet_override_apache_pathname}
local deploy_cmd="-e $pathname"

read -r -d " contents <<'EOF'
parameter_defaults:
ControllerExtraConfig:
apache::purge_configs: false
EOF

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo "writing pathname = $pathname with contents"
echo -e "$contents"

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

echo -e "$contents" > $pathname
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR failed to write ${pathname}\nstatus = $status")
fi

append_deploy_script $overcloud_deploy_script "$deploy_cmd"
status=$?

return $status

}

function puppet_override_keystone {
local status=0
local pathname=${1:-$puppet_override_keystone_pathname}
local deploy_cmd="-e $pathname"

read -r -d " contents <<EOF
parameter_defaults:
controllerExtraConfig:
keystone::using_domain_config: true
keystone::config::keystone_config:
identity/domain_configurations_from_database:
value: true
auth/methods:
value: external,password,token,oauth1,mapped
federation/trusted_dashboard:
value: https://$FED_KEYSTONE_HOST/dashboard/auth/websso/
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40

federation/sso_callback_template:

value: /etc/keystone/sso_callback_template.html
federation/remote_id_attribute:

value: MELLON_IDP

EOF

}

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo "writing pathname = $pathname with contents"
echo -e "$contents"

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

echo -e "$contents" > $pathname
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR failed to write ${pathname}\nstatus = $status")
fi

append_deploy_script $overcloud_deploy_script "$deploy_cmd"
status=$?

return $status

function create_federated_resources {

# follow example in Keystone federation documentation
# http://docs.openstack.org/developer/keystone/federation/federated_identity.html#create-

keystone-groups-and-assign-roles

local return_status=0

declare -a cmds=(

"openstack domain create federated_domain”

"openstack project create --domain federated_domain federated project”

"openstack group create federated_users --domain federated_domain"

"openstack role add --group federated_users --group-domain federated_domain --domain

federated_domain _member "

"openstack role add --group federated_users --project federated_project Member"

)

if [ $dry_run -ne 0 ]; then
for cmd in "${cmds[@]}"; do
echo $cmd
done
else
for cmd in "${cmds[@]}"; do
if [ $verbose -ne 0 ]; then
echo $cmd
fi
$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status”)
return_status=$status
fi



fi

done

return $return_status

}

function create_mapping {
# Matches documentation
# http://docs.openstack.org/developer/keystone/federation/federated_identity.html#create-
keystone-groups-and-assign-roles
local status=0
local pathname=${1:-$openstack_mapping_pathname}

read -r -d " contents <<'EOF'

{

"local": [
{
"user": {
"name": "{0}"
2
"group™: {
"domain": {
"name": "federated_domain"
2
"name": "federated_users"
}
}
1,
"remote": [
{

"type": "MELLON_NAME_|D"

b
{
"type": "MELLON_groups",

"any_one_of": ["openstack-users"]

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then

fi

echo "writing pathname = $pathname with contents"
echo -e "$contents”

if [ $dry_run -ne 0 ]; then

fi

return $status

echo -e "$contents" > $pathname
status=$?

if [ $status -ne 0 ]; then

(>&2 echo -e "ERROR failed to write ${pathname}\nstatus = $status")

fi
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return $status

}

function create_v3_rcfile {
local status=0
local input_file=${1:-$overcloudrc_file}
local output_file="${input_file}.v3"

source $input_file
#clear the old environment
NEW_OS_AUTH_URL="echo $OS_AUTH_URL | sed 's!v2.0!v3!"

read -r -d " contents <<EOF
for key in \$( set | sed 'sl=.*!lg' | grep -E ""OS_") ; do unset $key ; done
export OS_AUTH_URL=$NEW_OS_AUTH_URL
export OS_USERNAME=$0OS_USERNAME
export OS_PASSWORD=$0S_PASSWORD
export OS_USER_DOMAIN_NAME=Default
export OS_PROJECT_DOMAIN_NAME=Default
export OS_PROJECT_NAME=$0OS_TENANT_NAME
export OS_IDENTITY_API_VERSION=3
EOF

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo "writeing output_file = $output_file with contents:"
echo -e "$contents"

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

echo -e "$contents" > $output_file
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR failed to write ${output_file}\nstatus = $status")
fi

return $status

}

function openstack_create_idp {

local status=0

local metadata_file="$stage_dir/var/lib/config-data/puppet-
generated/keystone/etc/httpd/samli2/$idp_metadata_filename”

local entity_id

entity_id=$(idp_entity id $metadata_file)

status=$?

if [ $status -ne 0 ]; then

return $status
fi

local cmd="openstack identity provider create --remote-id $entity_id
$FED_OPENSTACK_IDP_NAME"

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd



}
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fi

if [ $dry_run -ne 0 ]; then
return $status

fi

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
return $status

function openstack_create_mapping {

}

local status=0

local mapping_file=${1:-$openstack _mapping_pathname}

local mapping_name=%${2:-$FED_OPENSTACK_MAPPING_NAME}
cmd="openstack mapping create --rules $mapping_file $mapping_name"

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
return $status

function openstack_create_protocol {

local status=0

local idp_name=${1:-$FED_OPENSTACK_IDP_NAME}

local mapping_name=%${2:-$FED_OPENSTACK_MAPPING_NAME}
cmd="openstack federation protocol create --identity-provider $idp_name --mapping

$mapping_name mapped"

if [ $verbose -ne 0 -o $dry_run -ne 0 ]; then
echo $cmd

fi

if [ $dry_run -ne 0 ]; then
return $status

fi

$cmd
status=$?
if [ $status -ne 0 ]; then
(>&2 echo -e "ERROR cmd \"$cmd\" failed\nstatus = $status")
fi
return $status
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function usage {
cat <<EOF
$prog_name action

-h --help print usage
-n --dry-run  dry run, just print computed command
-v --verbose  be chatty

action may be one of:

show-variables

initialize
copy-helper-to-controller
install-mod-auth-mellon
create-ipa-service-account
client-install
create-sp-archive
fetch-sp-archive
deploy-mellon-configuration
puppet-override-apache
puppet-override-keystone
create-federated-resources
create-mapping
create-v3-rcfile
openstack-create-idp
openstack-create-mapping
openstack-create-protocol

EOF
}

#

# options may be followed by one colon to indicate they have a required argument
if 1 options=$(getopt -0 hnv -I help,dry-run,verbose -- "$@")

then

# something went wrong, getopt will put out an error message for us

exit 1

eval set -- "$options"

while [ $# -gt 0]

do
case $1in
-h|--help) usage; exit 1 ;;
-n|--dry-run) dry_run=1 ;;
-v|--verbose) verbose=1 ;;

# for options with required arguments, an additional shift is required

(--) shift; break;;

(-*) echo "$0: error - unrecognized option $1" 1>&2; exit 1;;

(*) break;;
esac
shift
done
#

source ./fed_variables

4
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# Strip leading and trailing space and slash from these variables
mellon_root="echo ${mellon_root} | perl -pe 's!"[ /T*(.:*?)[ /*$\1I"
mellon_endpoint="echo ${mellon_endpoint} | perl -pe 'sI"[ /]*(.*?)[ /]*$\1!"

mellon_root="/${mellon_root}"

mellon_endpoint_path="${mellon_root}/${mellon_endpoint}"
mellon_http_url="https://${FED_KEYSTONE_HOST}:${FED_KEYSTONE_HTTPS_PORT}"
mellon_entity_id="${mellon_http_url}${mellon_endpoint_path}/metadata”
openstack_mapping_pathname="${stage_dir}/mapping_${FED_OPENSTACK_IDP_NAME}_sami2.json
idp_metadata_filename="${mellon_app_name}_keycloak_${FED_RHSSO_REALM}_idp_metadata.xml"
mellon_httpd_config_filename="${mellon_app_name}_mellon_keycloak ${FED_RHSSO_REALM}.conf'
config_tar_filename="rhsso_config.tar.gz"

config_tar_pathname="${stage_dir}/${config_tar_filename}"

puppet_override_apache_pathname="${stage_dir}/puppet_override_apache.yaml"
puppet_override_keystone_pathname="${stage_dir}/puppet_override_keystone.yaml"

#
if [ $# -1t 1]; then
echo "ERROR: no action specified"

exit 1
fi
action="$1"; shift

if [ $dry_run -ne 0 ]; then
echo "Dry Run Enabled!"
fi

case $action in
show-var*)
show_variables ;;
initialize)
initialize ;;
copy-helper-to-controller)
copy_helper_to_controller "$1" ;;
install-mod-auth-mellon)
install_mod_auth_mellon ;;
create-ipa-service-account)
create_ipa_service_account ;;
client-install)
client_install ;;
create-sp-archive)
create_sp_archive ;;
fetch-sp-archive)
fetch_sp_archive ;;
deploy-mellon-configuration)
deploy_mellon_configuration ;;
create-v3-rcfile)
create_v3 rcfile "$1" ;;
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puppet-override-apache)

puppet_override_apache "$1" ;;
puppet-override-keystone)

puppet_override_keystone "$1" ;;
create-federated-resources)

create_federated resources ;;
create-mapping)

create_mapping "$1" ;;
openstack-create-idp)

openstack_create_idp "$1" ;;
openstack-create-mapping)

openstack_create_mapping "$1" "$2" ;;
openstack-create-protocol)

openstack_create_protocol "$1" "$2" ;;
%)

echo "unknown action: $action"

usage

exit 1

esac
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# FQDN of IPA server
FED_IPA_HOST="jdennis-ipa.example.com"

# Base DN of IPA server
FED_IPA_BASE_DN="dc=example,dc=com"

# IPA administrator password
FED_IPA_ADMIN_PASSWD="FreelPA4All"

# Password used by RH-SSO service to authenticate to IPA

# when RH-SSO obtains user/group information from IPA as part of
# RH-SSO's User Federation.
FED_IPA_RHSSO_SERVICE_PASSWD="rhsso-passwd"

# RH-SSO server IP address
FED RHSSO IP_ADDR="10.0.0.12"

# RH-SSO server FQDN
FED_RHSSO_FQDN="jdennis-rhsso-7"

# URL used to access the RH-SSO server
FED_RHSSO_URL="https://$FED_RHSSO_FQDN"

# Administrator password for RH-SSO server
FED_RHSSO_ADMIN_PASSWORD=FreelPA4All

# Name of the RH-SSO realm
FED_RHSSO_REALM="openstack"

# Host name of the mellon server

# Note, this is identical to the Keystone server since Keystone is

# being front by Apache which is protecting it's resources with mellon.
FED_KEYSTONE_HOST="overcloud.localdomain"

# Port number mellon is running on the FED_KEYSTONE_HOST
# Note, this is identical to the Keystone server port
FED_KEYSTONE_HTTPS_PORT=13000

# Name assigned in OpenStack to our IdP
FED_OPENSTACK_IDP_NAME="rhsso"

# Name of our Keystone mapping rules
FED_OPENSTACK_MAPPING_NAME="${FED_OPENSTACK_IDP_NAME}_mapping"
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