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BEWRY — LIk, U 54 7~ bH Red Hat OpenStack Platform #—/X—42 5o R/ —RNiZF7O4 Ih
5, V95AT7YNY—NR—FEFINEFERLET, Fluentd " —EXN IS4 7> MiloEROF VS
(CL) #1@#t L. Sensu 754 7Y MY —EZXNI 547 MUIOTRHMER (AM) 212 L 9,
21. %00 x 7
SHROFUJICE Y, OpenStack RIEBLAKICHAZ 07 % —EMTCHEERTZ2IENTEEYT, ThHD
O7&, syslog® audit AT 7 7 A W EDARL —TF 4 VJ < A7 L, RabbitMQ % MariaDB 72 & D
AVI7ZAMNZVFv—aVKR—2> K, Identity ¥ Compute 78 & D OpenStack H—E XA S ILE X
ni-a—o
EFOXFVIDOY—ILFz—ViE, UTOLIAEHOIVR—2 Y FTHERINET,

o OJPNEIT—Y x> b (Fluentd)

e OJYL—/bZY AT #+—<— (Fluentd)

e 7 —4% X K7 (Elasticsearch)

e AP/FLEYVF— 3 VE (Kibana)

= -1o)
director i, EFOF YV AT OY—N—BIOIVR—%> MIF7O1 LEHA. Red
Hat Tld, Q77 UHF—9—ELTETTD TSV 4 A FEHAT % Elasticsearch & —

HR—2, Kibana, Fluentd 2&EDH—N"—BIDAVR—F> MIYR—PLTULEE
Ao

LUTFOEIF, £FOFX 702V R—xV hNEEFTNLOREERLTWET,

pa 3

EH TR LABERE Red Hat DY R— MK IV K-V hTY,



E2ETFT—FTIFv—

B2 10Xy YONA LRV T —F T I F v—

aoooo sends log data to -
88888 o < .- 00]
Log Relay / Log Collection Agent
Transformer

1%}
-+
[=]
=
D
173
o
W
=3
i
=

Log Collection Agent

Data store
L [-- 0]

Log Collection Agent

reads data from

—>

I
X

N

API / Presentation

views data

)

OpenStack Operator



Red Hat OpenStack Platform 15 B — L& EH A K

B42.2 Red Hat OpenStack Platform M&—/ — KF7O4 A b

sends log data to

elasticsearch

views data

OpenStack Operator

fluentd

OPENSTACK_435795_0117




B42.3 Red Hat OpenStack Platform ® HA =704 X > k

EEF—XTIFv—

LOGGING NODE LOGGING NODE CONTROLLER CONTROLLER
NODE NODE
fluentd fluentd fluentd fluentd
l clustered l
elasticsearch elasticsearch
? T COMPUTE STORAGE
NODE NODE
APACHE APACHE fluentd fluentd
kibana kibana
| | COMPUTE STORAGE
NODE NODE
haproxy haproxy
fluentd fluentd
pacemaker
floating ip floating ip
views data COMPUTE
NODE
fluentd

()

OpenStack Operator

2.2. T MRS

A FAMEIRICEK Y. OpenStack RIEE2EFICHAZZ2L2IVR—RY DN LRJLRBEREMN % —ThICE
HWETBIENTEET,

ARMEROY —ILFz—rid. UTFT2E80EBOIVR—FY NTHEERINET,
o EEfiTI—2x Vb (SensuZZ4T7VH)
o BRI L —/7O% > — (RabbitMQ)
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F—N—=0SH REFTOA4TBRIICIE. V54TV MOBERTEROBEERETIRELHY
F9, directorDHeat 7> 7L —hraAL VY avhod YT IVOBEZ 74 ILAIE—L, 8FVD
BiBICAhbETEERELEY,

B3LEFROAX VT ISAT Y MNSSXA—9—DBRE

Fluentd DML E ICIE. /usr/share/openstack-tripleo-heat-templates/environments/logging-
environmentyaml ZJE— L, ZTHEADREBICIELCTI 7MILZEELE T, UTFICHAZRLET,

LB

resource_registry:
OS::TripleO::Services::Fluentd: ../deployment/deprecated/logging/fluentd-container-puppet.yaml

parameter_defaults:
LoggingServers:
- host: log0.example.com
port: 24224
- host: log1.example.com
port: 24224

SSL D& EHI

## (note the use of port 24284 for ssl connections)

resource_registry:
OS::TripleO::Services::Fluentd: ../deployment/deprecated/logging/fluentd-container-puppet.yaml

parameter_defaults:
LoggingServers:
- host: 192.0.2.11
port: 24284
LoggingUsesSSL: true
LoggingSharedKey: secret
LoggingSSL Certificate: |

e LoggingServers: Fluentd O X v &=L 42 ZEFT BBES AT A

e LoggingUsesSSL: O 7 X v z— Y DErERE I secure_forward AMFH I N B h & D H & Hilf
¥ B E.

e LoggingSharedKey: secure_forward 2R3 2HEBF—V L v b

LoggingSSLCertificate: PEM T> 31— KXt/ SSL CASEBAZDAA

3.2. TFAMER I SA TV NS XA —H —DERE
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Sensu V54 7V ~DEKEEEICIE. /usr/share/openstack-tripleo-heat-
templates/environments/monitoring-environment.yaml = JE— L, ZHEADREICHLCTZ 71 )L
ZEELET, UTICHlZRLET,

resource_registry:
OS::TripleO::Services::SensuClient: ../deployment/deprecated/monitoring/sensu-client-container-
puppet.yam|

parameter_defaults:
MonitoringRabbitHost: 10.10.10.10
MonitoringRabbitPort: 5672
MonitoringRabbitUserName: sensu
MonitoringRabbitPassword: sensu
MonitoringRabbitUseSSL: true
MonitoringRabbitVhost: "/sensu”
SensuClientCustomConfig:

api:
warning: 10
critical: 20

e MonitoringRabbit: ZTh 5 D/XZ X —4& — [, BERY—/N\—TEITT % RabbitMQ 1 ¥ X & ~
AICSensu VA7V MF—EREZE KB LET,

e MonitoringRabbitUseSSL: RabbitMQ 7 54 7> hEIFICSSL ZB/EL X T, LLTFD/NS
A= —THBRBILIFEAAEF T — U PEEINTVWAWEEICIE, SSL MY RAR—~%
ERALET.

e MonitoringRabbitSSLPrivateKey: T Z 7 7 1 L ANDNRNRAZEHZLEXT, Fld. DT 7
ANDAVT VI EEZHBIENTEEY,

e MonitoringRabbitSSLCertChain: 4% 7514 X— N SSLAAEF Tz — VA2 EHLF T,
e SensuClientCustomConfig: Sensu 7 54 7> hDEMZREAKELF T, 1—H—F%//XR
7— R, auth_url, 77+ h =Y 32V%ET OpenStack DFRFLEREEHZL £,
33.F—N—=UFU R/ =R DEEY—IDA VXM=

openstack overcloud deploy ¥~ RTEHBELAZYAML 7 71 L%ZBEL T, Sensu 75147 h&
Fluentd W —ILELA—N—9 5T RK/—RIZA VA= LET, UTICHERLET,

$ openstack overcloud deploy --templates -e /usr/share/openstack-tripleo-heat-
templates/environments/network-isolation.yaml -e network-environment.yaml -e
~/templates/monitoring-environment.yaml -e ~/templates/logging-environment.yaml --control-scale 3
--compute-scale 1 --ntp-server 192.168.122.10

34. 74 VY —EHBOFXF VT —4

IRIE 7 7 1 )L T LoggingDefaultFilters /X5 X —4 —%E&ET B I &ITL Y. Fluentd ICEFEIN S A
RYNETAIWVIN VT LTEBRT B ENTEEY, 7z& 2L, record_transformer DFER % 5 E
T2& ZEANRVINEERETLIENTEET,

parameter_defaults:

LoggingDefaultFilters:

12
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- tag_pattern: ™*'

type: record_transformer

enable_ruby: true

record:

openstack: {"hostname": "${hostname}","tag": "${tag}","region":

"regionOne","inputname":"fluent-plugin-in_tail","name":"fluentd openstack","fluentd version":"0.12.26",
"pipeline_metadata": {"collector":{"ipaddr4":"#{ begin Socket.ip_address_list.select { |a| a.ipv4? &&
la.ipv4_loopback? }.map { |a| a.ip_address } end}","ipaddr6":"#{ begin Socket.ip_address_list.select {
|a| a.ipv6? && la.ipv6_loopback? }.map { |a| a.ip_address } end}"}}}'

remove_keys: host

- tag_pattern: 'openstack.**'
type: record_transformer
record:

service: '${tag_parts[1]}'

- tag_pattern: 'system.messages*™'

type: record_transformer

enable_ruby: true

record:

openstack: '{"info": "${record["'message"]}", "systemd":{"t":{"PID":"${record["pid"]}"},"u":

{"SYSLOG_IDENTIFIER":"${record["ident"]}"}}}'

remove_keys: 'ident,message,pid'

ZDFER. Kibana B"ZET 2T —4 1, REICK L TEBRINET,

"_index": "logstash-2017.06.29",
"_type": "fluentd",
"_id": "AVz132QmRtyd8nnlv_11",
" score": null,
"_source": {
"pid": "22691",
"priority": "INFQO",
"message": "cinder.api.openstack.wsgi [req-04bc2808-f86f-4443-86e6-bfc596969937 - - - - - ]
OPTIONS http://overcloud-controller-0.lab.local/",
"openstack”: {
"hostname": "overcloud-controller-0",
"tag": "openstack.cinder.api",
"region": "regionOne",
"inputname": "fluent-plugin-in_tail",
"name": "fluentd openstack”,
"fluentd version": "0.12.26",
"pipeline_metadata": {
"collector": {

"ipaddr4": "[\"192.168.24.14\",\"192.168.24.8\", \"10.0.0.4\",\"10.0.0.5\", \"172.16.2.8\",
\"172.16.2.4\",\"172.16.2.14\",\"172.16.1.7\",\"172.16.1.9\", \"172.16.3.10\", \"172.16.3.11\",
\"172.16.0.14\"]",

"ipaddré": "[\"fe80::293:33ff:fed8:2228%eth0\", \"fe80::293:33ff:fed8:2228%br-ex\",
\"fe80::b86¢:79ff:fe8f:9fb8%vlan10\", \"fe80::4c78:6fff:feff:14fc%vian20\",
\"fe80::9ced:dfff:fe8c:2d62%vIan30\", \"fe80::ecde:1bff:fe5d:e362%vlan40\",
\"fe80::549c:51ff:feea:dfa8%vlan50\", \"fe80::e093:8fff:fef9:69b6%vxlan_sys 4789\"]"

}

}
}

"service": "cinder",

13
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"@timestamp": "2017-06-29T21:59:38+00:00"
2
"fields": {

"@timestamp": |

1498773578000

]

2

"sort": [

1498773578000

]

}
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25 4Z OPENSTACK PLATFORM D EZ43

SensuDRAI Y IA VT ZANTIFv¥—ICDWTIE, https://docs.sensu.io/sensu-
core/1.7/overview/architecture/ M Sensu D RF 2 XV fhESR LTIV,

Red Hat |&. osops-tools-monitoring-oschecks /X 77— T, check 27 ) 7 hDt v M EIRHEL T
WE T, check 27 1) 7 hDKR*¥IL, OpenStack AVR—FK Y hAD API EHEDOAEF v I LET,
2L, BEDRAYV ) 7T ME. OpenStack Compute (nova). OpenStack Block Storage (cinder).
OpenStack Image (glance). OpenStack Networking (neutron) ¥R & 9 %3BI1D OpenStack 'J ¥V —

ZADTAMERITLET, & XL, OpenStack Identity (keystone) API check I&. keystone M E1{ThE
ICUTORREZRLET,

I OK: Got a token, Keystone API is working.

15
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BBE5ESENSU 754 7Y M V2 M—ILDIREE
. 84 —1N—0>79 K/ —RKTsensu-client DA7—4% 2 %=MHEL XY,
I # podman ps | grep sensu-client

2. I>—0O7 (/varllog/containers/sensu/sensu-client.log) CHEIRENHZHE I EHER L £
ER

3. BF—N=9S57 R/ =R, ERY—N—DIP 7 KL X %K ET % /var/lib/config-

data/puppet-generated/sensu/etc/sensu/conf.d/rabbitmq.json 7 7 1 L A% % Z & MR L
7,
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Uchiwa ¥y ¥ 2 R— KA F 704 INTWBIEEICIE. TDOY¥ v 1aR— K% Sensu H—/N—&2E(C
FHALT., /—ROREAEERTZENTEET,

. Uchiwa ¥ v aR—RIicO4 4> LT, DataCenter ¥ 750 1) v L. T—9% V9% —H&K
BhTHBIEAEERLET,

I http://<SERVER_IP_ADDRESS>/uchiwa
2. 2F—/NN—059 R )—RKH Connected DIREETH B Z L AL ZE T,
3. A—N=U59 R /)—RD1 6% EEFICBEEL. TO/—RORXRT—4 X% Uchiwa¥d v a

R—RTHRELEY, BEBOETHRICE. /— KD Sensur—N"—ICEBICBERINT
check DETERIRT 2NEINEHBLE T,
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2572 OPENSTACK #— E X DIKREDHESR
LU FDfTld. openstack-ceilometer-central H—E X DERE=TF A ML F T,

1. openstack-ceilometer-central t —EZANEITHTHZ Z EZMALF T,
I docker ps -a | grep ceilometer

2. Uchiwa ¥ v ¥ aR— RIZER L T, EEE X ceilometer check ' Y. ceilometer JSON 7 7
AITEBEINTVWBREBYICEITINTWVWA I E2EIEELET,
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