‘® redhat.

Red Hat OpenStack Platform 12

A—H—BLCT7ATUVT4T714—BEEAANR

A—Y—BLVREAA N = XLDEE

Last Updated: 2018-02-22






Red Hat OpenStack Platform 12 2 —H%—8 L V071 TV T 14 71 —EE
AR N

A—HY—BLUVBEA D= LDERE

OpenStack Team
rhos-docs@redhat.com



EE L o@EA
Copyright © 2018 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution—Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, JBoss, OpenShift, Fedora, the Infinity
logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States and other
countries.

Linux ® is the registered trademark of Linus Torvalds in the United States and other countries.
Java ® is a registered trademark of Oracle and/or its affiliates.

XFS ® is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL ® is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat Software Collections is not formally related to
or endorsed by the official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other countries
and are used with the OpenStack Foundation's permission. We are not affiliated with, endorsed or
sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Bz

A—HF—BLPTA1T T 14714 —BEHA RTIE. Red Hat OpenStack Platform BRiED 1 —4—
O—Jb, 74—%., 7O/ b, 7Oz bEF2 Y714 —. ldentity Y —EXDEEFIEA
SMEALET,



= B Ry e

11, 1—H -5
111, 2—H%—DERN
11.2. 2 —H%—DiRE
1.1.3. 2—H¥—DAMb/EML
1.1.4. 21— —DHIR

=l m R 1 U0/ %

21. O—JLDER
21.1. O—ILDXRR
212 O—)LOERE LTEIY HT
22 BEMAO—ILE RAA VEBEOO—IL
2.2.1. BEREMAaO—IL
2.2.2. #mIRA
2.2.2.1. Keystone D& E
223. FHEDO—ILIBERMNERDDAE CHE
2.2.3.1. BEEr A O—)LDEA

22311. 1—HF—~0O—J)LDEY HT:
2.2.3.1.2. #EmIRDVERK

224. RXA4AVvEHFDO—I
2241. KAA VEFOO—ILDFEH

BB T — DB .. e

3.1. KEYSTONE 7). — 7D EE
311. IV R4 VDFEH
3.1.2. Dashboard D&
3.1.21. JIL—TDERK
3122 TJIL—TA Vv RN—=2y TOEHE

= W =y e .

41. 7+ —HEE

441. 2—H—DaAVEa1 -~ I A =9 DERT

412 12— —DaAVE1— NI+ —YDEF

413. 21— —DATIVT I RAMNL—=V VA —YDRE

1oy e iy N < -

51. 70y v MEE
511.70Y 9 MDERK
512. 70Y 17 hDiRE
513. 70Y 7 hDHIK
514. 70Y x99 N+ —9 DEH
515. BEDN7OY TV hDERE
52. 70 x4 NDER
5.2.1. [dentity ¥ —EXDEEER T IILF T F >~ ¥ — (HMT)
5244. 7Oy xz o by 770V POERK
5212 A—H%—~ADT7 IV RAEDHS
522. 77t ZDHEIK
523. R A NINEI+—%
5.2.4. Reseller D E
5.2.4.1. Reseller D& 1 EXME
53. 7OV hDtEFal) 74 —EE

14
14
14
15
15
15

16
16
16
16
17

19
19
19
19
20
20
20
20
20
21
22
23
24
24
24
25



Red Hat OpenStack Platform 12 1—Y—8 kU741 5771 71 —BBHA K

531. EFa )71 —JI—TDERK

532. %2 F14—JI—TDIL—ILDENM
533. X2 F 4 —IL—TIL—ILDHIFK
534. %) 71 —JI—TDHIKR

LTl A > -
6.1. KX A V—EBEDRR
6.2. FHR K X 1 ¥ DIERR
6.3. KX A U DEMIBIRDET
6.4. NXA v DEML

Y A e =
7.1. €% 2177 LDAP &f5

7.1.1. Active Directory * & CA SEBRE 2 IS 2 Ak

7.1.2. CAFIEAE % PEM 7 7 1 W ERICE#R T 2 /L

7.1.3. ldentity Y —E XDt F 2774 LDAP BIEARET 5 A%
7.1.3.1. H& 1
7132 A% 2
7.133. 5% 3

25
25
26
26

27
27
27
28
28

29
29
29
30
30
30
31






Red Hat OpenStack Platform 12 1 ——8 XU 7M1 771 71 —EBHI K

=t
I
X

59 ROEEHEIZ, 7OV N 1—H— O—IIA2BEITBEIENTEEY, 7OV I M E

&, I—HY—0DFIY BTHERER. 777 NNOEBEMDIET, TFHY MFEREETHVV MELT
HEHONTVWEY, 21— —d, 1 2FARERO IO T I MDA YNR—ICTBIENTE, O
&, I —HY—HIEIFTTEZT7IavEEELET,

% OpenStack 7704 X MIlE, RETE 7OV b, 2—H— O—LH1D2F2HY. Th
LABELTVWIRENHYEY, 757 NEBEIK., 7OV bea—H—0DEM. FH. B,
1 2FBEROTOV ) PADI—HF—DEYLETETIIENTEEY, AV IV hEa—
H—id, BRICEET S ENHRETT,

Keystone Identity t —EXTa1—H—fRFA%2{ZEL T, Y—EXRBLIVPIVRRA Y MADT7 IR %
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11. 21— —&1F
7> REEE(IL, Dashboard T1—H—DENM. THE., HIRANTE XY, 2—H—I&. 1 DFLIEE

BOT7OP ) MIFRBT 22 ENTEEY, F2, 7OV bea—HF—FERICEET &N
TEEY,

1.1.1. 22— —DERK

Dashboard T1—H—%EMT 2ICIE. UTOFIRICH > TLLEI W, FERTOY Y heO—IL%E
A—H—ICBY Y TBHIENTEFET, Dashboard TR L1 —H—IE. T 7 # )L b Tl Keystone
DA—H—ER>TWET, Active Directory 1—H—%#EE 9 %IZ1E. Red Hat OpenStack Platform
@ ldentity Y —ERXICEFEN 2 LDAP 7AONA ¥F—%HREL T I,

1. Dashboard ICEEA—H—¢ L COJA YL T TPATYTAT4—>A—H—%RIRLZ
-a—o

2. A—Y—DFER =V ) v I LEY,

3. A—H—Da—H—H X—LTRLZR, RONXZXT—RZAALIET,
4. FO /MDY RIS TAY Y MEZERLET,

5 A= DY A MH5A—ILEERLET (77 4J)V Md _member_ TY),

6. I —Y—DER =V )y I LZEY,

1.1.2. 21— —0DiRE
UTOFIBICH->T. E7AY IV MAE, AI—F—ORMAEBRHRLE T,

1. Dashboard ICEEA—H—¢ L COJA YL T TPATYTAT4—>A—H—%RIRLZ
-a—o

2. A—Y—0F7o>ary ASLT. WK &2V )vILET,
8. A—W—DEHF V4V RKUT, A—F—FK A—-l, FTOTVI b 2FHTELY,
4. 1—Y—DEH =7V v I LET,

1.1.3. 21— —DOBI/EML

UTFOFEICH>T, 21— —%2BMbFLEEMELET, 1 EIC1 2—HF— UL EWEELIEEM
ftTcEFEHA, EWELIN/Z21—H—Id Dashboard ICIEA Y1~ TX 3, OpenStack H—EX~D7

PVERETEFHA, T, EMEIN I —DETOV I MNETIT 1 TICERETEE A,

T avETIKREERWI—Y—0DHIKRE FEARY, BWbIhka—Y—%2E5 1 EEWET S
ENTEZEY, o I—F—DEMAIFEICIE. Dashboard D1—H—&7OV I hDT I3V
ERITTDHICNE. 1 —F—2BWET2REF DY FT,

1. Dashboard ICEEA—H—¢ L COJA YL T TPATYTAT4—>A—H—%RIRLZ
-a—o

2. PHY¥av aAsLacRkayv YoV )R Es Yy L, A—Y—0FME Fiik 2 —Y—
DEYL 5BIRT D&, A% IS LDEHD True £/ False ICHEHFINZE T,
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1.1.4. 21— —DHIR

TEEI1—1—H Dashboard 2B L T2 —H—%HIRT 5I1CI1E. UTDOFEZEITLEFT, D7
oo avid, A ——0EEWLEIFERY, TIIRTIEETEEFHA, I —F—ZEEMIILABZEIC
&, FIBT270V 7 PDAYN——BHhSHKRINET, 2—H—c7O0V Y bORTICEER
Fonfao—ibidsRTEkbhxd,

1. Dashboard ICEEA—H—¢ L COJA YL T TPATYTAT4—>A—H—%RIRLZ
-a_Q

2. HIRs 21— —%BIRLZET,
3. A— Y-l A/ )y I LET, A—Y—DHIRBROHER V1V RUBPRRIINZET,
4. A—Y—DHIBR =V )y I LTI avEBELET,



FoE O—ILOER
F2E O—)LDEIRE

21. 0—J)LDEE

OpenStack (A —J)LR—2 7 7 &z 2l (RBAC) DA A=A L%EZFEALT, VY —RANDT7 I/ LRA%E
BLEY, A—)LiE, 22— —DERTAERTIVaVvEEERELET, T72IKTIE. TFYMNIT
FyFINDZANRN—O—)LE, EBEUADI—HF—HREZBETEZLDICTZIEEEO—ILE
WO BRIERFADOO—LD2DO0HYET, N—I v aVIIHRLRILLIHY., EEENBRER

O—LEEML TEUICH —EXRZBRETEHIENTEDIRISERLTLLEI LW,

2.1.1. O—J)LDXRR
HAAREAEMERFADOA—IE—BERTI I, UTOIATY FEERLET.

$ openstack role list

| 4fd37c2c993ad4acab8el1b5896afbh8687 | SwiftOperator |
| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |
| a0f19c1381c54770ae068456c4411d82 | ResellerAdmin |
| aed49e2b796ea4820ac51637be27650d8 | admin |
o m e e e e oo S +

BELEO—IIOFMZEGT 5ICIF. LTFOIY Y FZEERITLET,

I $ openstack role show admin

B

$ openstack role show admin

S Fom e e e e eooo oo +
| Field | value |
S Fom e e e e eooo oo +
| domain_id | None |
| id | ae49e2b796ea4820ac51637be27650d8 |
| name | admin |
S Fom e e e e eooo oo +

21.2. O—LOERE L TEYHT

7579 REBEIZ, LTIy R—RA%AFEAL T Keystone 7 54 7 hTcO—ILAEER. BETE
9, & OpenStack D7 7O4 X ¥ MliF, RIETHEFOY /7 b, 2—H— O—LH1D2FD
BT, ThZThEEINTVWIRE DY ET, 2L, 2—F—3EHO IO I hD XAV /IN—(C
RBEIENTEEFT, EHOTOV I MIA—Y—%FNYYHTZITIE, O—ILEERLT, 1—H—
E7AVII RORTICEOO—ILEEY K TFF, Dashboard T2 —H—%/ERK LT, E7AY Y
NEFTT7ALMOO—ILEEYLETEIENTELZRIEELTLEIL,

P
| A—H— O—Jb, 7OV FNOIBEICIERIF/IF ID ZFERATZIENTEET,
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1. new-role WO ZEIDA—IL AR L F T,

I $ openstack role create [ROLE_NAME]

B

$ openstack role create new-role

S Fom e e e e e e e emoo oo +
| Field | value |
S Fom e e e e e e e emoo oo +
| domain_id | None |
| id | 880c116b6a55464b99ca8d8d8fe26743 |
| name | new-role |
S Fom e e e e e e e emoo oo +

2. A—H—%70O0YV Y MIBEIYETRICIE. O—LE1—H—7OVc ) hORTICEIY H
THREIHYET, ThIZiE, 2—¥—, O—Jb, AV PE/ID ZEBLTLLEIL,

a. A— ¥ —%Z—BRRLIT,
I $ openstack user list
b. A—ILZz—BXRRLEY,
I $ openstack role list
c. 7OV hE—BRRLIET,
I $ openstack project list
3. A—H¥—&7OY I hORTICO—ILEEYHTEY,

openstack role add --project [PROJECT_NAME] --user [USER_ID]
[ROLE_ID]

A
LLTFoFITIE, demo 7OY T4 hTadmin O—JL% admin 21— —I[CE|Y K TF T,

$ openstack role add --project demo --user
895e43465b9643b9aa29df0073572bb2 ae49e2b796ea4820ac51637be27650d8

4. admin 21— —0O—J)LEY U TAEEILZTT,

$ openstack role assignment list --user [USER_ID] --project
[PROJECT_ID]

B

$ openstack role assignment list --user
895e43465hb9643b9aa29dfe073572bb2 --project demo



Fr2E O—ILDER

-+

| Role | User

| Group | Project | Domain | Inherited |
Fom e e e e e oo oo e e oo oo -
----- e Spup
-+

| ae49e2b796ea4820ac51637be27650d8 |
895e43465b9643b9aa29df0073572bb2 | |
7efbdc8b4ab448b8b5aeh9fa5898ce23 | | False

22. BEEMAO—IILE RXAVYEBFEOO—IL

2.2.1. BEMAO—IL

OpenStack Tld, 2—H—DFEDOO—ILICEIYHETOLNTWSD 2R LT, 77 ERHEH%ZEAL
F9, REETIE. TOLOI>ARO—NEA—Y—FFa—H—DBA U NN—=R>TWB T IL—FITER
THICEIY HTHNTUWE LA, Identity —E R (keystone) ICEEERARO—ILDEY BTOESH
BIMINADT, 2—H—H21 DOO0—JVICBARMICEIY HTOoNTWBIFEICIE. BOO—ILICHEE
HMICEY HTOENTVWDARENELRHY 7,

2.2.2, #EERARA

BEEMAEY Y TEO—I)LOHRBRAITEEINE Y, #HARFAIE AP TAEERICRT A TE
MFEd, E&EZIE 1 D2DI—ILT admin O—JLiE _member_ O—JLZBEERMICEIYH TS L IC
T BIENTEFET, ZOHE, 7OV bD admin ICEIY ETOH a1 —H—

&, _member_ O—JLICEBBEERNICEY B TOENET,

BEERNAO—I TlE. 2—5—0O0—I)LEY YTEREBMICNIBIN, 12— —IFTROO—)L &K
TEHIENTEET, BENLO—ILIZ, TOBREEBETHLDICERINI#HRBIRAICLI>TER
L) i’a—o

2.2.2.1. Keystone D& E

keystone AEEEBIRIL—IL BT B IC I, /etc/keystone/keystone.conf T infer_roles DXE %
BWITEIRENHYFT,

infer_roles = true

I [token]

BENAO—ILIZ. —EDOEHRFAERBAICL>THREIINT T, Th5DIL—ILICLY, 12D
O—J)LAEYYTEZIEICE2T, BOO—ILDAYN=2y THEEDL D ICHEEMICEIY LTSNS
ZENTEDZINERELEF T, BEEMNLO—ILOEF] ICEHEOBAESELTLEIWL,

223. HEDO—IUHDERNERLDED [ CHE

RHEOO—IDAI—H—ICEEMICEYETONDIDEBCIENTRETT., LEX
I¥. /etc/keystone/keystone.conf TO—/L D ListOpt ZEMTEIEANTEET,

[assignment]
prohibited_implied_role = admin
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CDREIF. FEDOO—ILHII—H—|IHEERMICEIYETONZDEREICHEET, TOO—ILICHT
370 AEIZ. BERHNTIEALBERBICHS LAaFRIERSRNEDICRY T,

2.2.3.1. BEMNAEO—-ILDOEH

AIETIE, O—I)LZBRIICEY B TEHODOHRBRIOEMRAEICOWTEHRBLEY., ZDIL—IL
. 1 200—ILAROO—IILDAVN—y THBEEMICHETESEDICTEAEREHIBELE T,

LTFOFIBTERT 2/)L—ILOMFIEL. admin O—J/LD X > /8N—|Z _member D7 VAL F5I N3
£OICLET,

22311. 21— —~A0O—JILDOEY HT:

1. _member_ O— )L ZBEEMICHMA T 21— —DID ZBELET, UTICHZRLET,

$ openstack user show Useril

S oo e e e e e e—oo oo +
| Field | Value |
S oo e e e e e e—oo oo +
| domain_id | default |
| enabled | True |
| id | ce803dd127c9489199¢c89ce3b68d39b4 |
| name | Useri |
| options | {} I
| password_expires_at | None |
S oo e e e e e e—oo oo +

2. demo 7OV I/ hDID #WEBLET,

$ openstack project show demo

S oo e e e e e e—oo oo +
| Field | Value |
S oo e e e e e e—oo oo +
| description | default tenant |
| domain_id | default |
| enabled | True |
| id | 2717ebc905e449b5975449c370edac69 |
| is_domain | False |
| name | demo |
| parent_id | default |
S oo e e e e e e—oo oo +

3. admin O—J)LD ID #EBLZFT,

$ openstack role show admin

. o m e e e e e e e oo oo - +
| Field | Value |
. o m e e e e e e e oo oo - +
| domain_id | None |
| id | 9b821b2920544be7a4d8f71fa99fcd35 |
| name | admin |
. o m e e e e e e e oo oo - +

4. Userl 1—H—I(I, demo 7O ¥ MIXNT % admin tER A5 L F T,

10



$2E O—IILDOEH

I $ openstack role add --user Userl --project demo admin

5. admin O—J)LDEY HT=HELE T,

$ openstack role assignment list --user Userl --project demo --
effective

o m e e e e oo oo e e eoo -
----- e Spup
-+

| Role | User

| Group | Project | Domain | Inherited |
Fom e e e e e oo oo e e oo oo -
----- LT e Spup
-+

| 9b821b2920544be7a4d8f71fa99fcd35 |
€ce803dd127c9489199c89ce3b68d39b4 | |

2717ebc905e449b5975449c370edac69 | | False
Fom e e e e e oo oo e e oo oo -
----- LT e Spup
-+
2.2.3.1.2. #EmIRA DIEK
admin O—JL% Userl IZfA59 227y THRET LD T, RICUTDRT Y FITHE> THRIFA %
R LET,

1. BfIC User1 OIRIEOO—IL XAV IN—2y THEBEERLET,

2

a

$ openstack role assignment list --user Userl --project demo --
effective

Fom e e e e e oo oo e e oo oo -
----- LT e Spup
-+

| Role | User

| Group | Project | Domain | Inherited |
Fom e e e e e oo oo e e oo oo -
----- LT e Spup
-+

| 9b821b2920544be7a4d8f71fa99fcd35 |
€ce803dd127c9489199c89ce3b68d39b4 | |

2717ebc905e449b5975449c370edac69 | | False

o m e e e e oo oo e e eoo -
----- e Spup
-+

—IIDD—BZMRFLEY,

$ openstack role list

| 9b821b2920544be7a4d8f71fa99fcd35 | admin |
| 9fe2ff9ee4384b1894a90878d3e92bab | _member_ |

11
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12

| eal199fe4293745719c2afd3402ed7b95 | ResellerAdmin |
| fe8ebab5dfdle4f4a854ad20a150d995e | SwiftOperator |

3. WRIBAIAERLE T, BECOO—ILIEcurl TERLET. ZOFITIE. BIORTY IT
BINZZO—ILDID 2#FERALEY, 7. keystone.conf ® admin_token Z{FHA LTI~
YREERFGFLET,

source overcloudrc

export OS_TOKEN='grep “admin_token /etc/keystone/keystone.conf | awk
-F'=' '"{print $2}'"

curl -X PUT -H "X-Auth-Token: $0S_TOKEN" -H "Content-type:
application/json"
$0S_AUTH_URL/roles/9b821b2920544be7a4d8f71fa99fcd35/implies/9fe2ff9e
€4384b1894a90878d3e92bab

4. CLIZFH L THERAZHEALET., ZDOHITIE, 9fe2ff9eed4384h1894a90878d3e92bab D
ID CRINTWS _member_ O—JLADIEEMART7 VXD Userl IS5 INTWET,

source overcloudrc
# openstack role assignment list --user Userl --project demo --
effective

Fom e e e e e oo oo e e oo oo -
----- LT e Spup
-+

| Role | User

| Group | Project | Domain | Inherited |
Fom e e e e e oo oo e e oo oo -
----- LT e Spup
-+

| 9b821b2920544be7a4d8f71fa99fcd35 |
€ce803dd127c9489199c89ce3b68d39h4 | |
2717ebc905e449b5975449c370edac69 | | False
| 9fe2ff9ee4384b1894a90878d3e92bab |
€ce803dd127c9489199c89ce3b68d39b4 | |
2717ebc905e449b5975449c370edac69 | | False

5. curl =M L THRMRAZHRBL I T,

source overcloudrc

export OS_TOKEN='grep “admin_token /etc/keystone/keystone.conf | awk
-F'=' '"{print $2}'"

curl -s -H "X-Auth-Token: $0S_TOKEN" $0S_AUTH_URL/role_inferences |
python -mjson.tool

{
"role_inferences": [
{
"implies": [
{
"id": "9fe2ff9ee4384b1894a90878d3e92bab",
"links": {
"self":



F2E O—ILOEE

"https://osp.lab.local:5000/v3/roles/9fe2ff9ee4384h1894a90878d3e92ba

bll
i
"name": "_member_"
3
1
"prior_role": {
"id": "9b821b2920544be7a4d8f71fa99fcd35",
"links": {

"self":
"https://osp.lab.local:5000/v3/roles/9b821b2920544be7a4d8f71fa99fcd3
5"

3
"name": "admin"
}
3
]
3

224. FAAVEFOO—IL

RXAVEBEOO—I A2FAT2E, O—ILDIL—ILEERTIEIC. LYKEDEWEIENETRE & 4
2DT, O—J)LHBEFED prior O—JILDITA ) T7RELTHEETZIENTEET, RXAVEBD
O—J)LZRBERNICHEAT 27 0—/NO—J)LEZRET B I EIEFTERVRISEFRLTCEIV, DL
H, 120787z NROA—Y—0EFMLO—ILDEYLETE—BERRLTEHE., KX VEBED
O—JLighY Tt A,

RXAVEEDOO—ILEERTEZDIL, keystone KA A VBB Z1—H—T¥, ZDI—H—
i&. OpenStack DF7O4 AV NOBEBETHIVLEEHY FHA. DO, KX VEFOO—I
DEZRIFHEDRKAAVIIRET 2 ENTRETT,

pa 3

RXAVEBEOO—ILIZ, b= YDOROI—FICIEFERATEIFEA, Zhix/O—N\)L
A—ITDHTIENTETET,

2241. FX 4 VEHOO—IILOEEMH
ZDBITIE. RXAVEEOO—ILAEKRLT. ZOMREHR T2 AEAHBALET,
1. RAAVEERLET,

I $ openstack domain create corp01l

2. FAAVEBETHA—IZFHRLET (ZD/NFTX—F—(F --domain & IFELZ[UTER
LTLEEIW),

I $ openstack role create operators --role-domain domain-corp0@1

13
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BEIE JIL—TDEE
3.1. KEYSTONE 7 /L.— 7 DEE

311. AY Y R4 VDOFEH

Identity 4t —E X (keystone) VIV —T 5 FERAT &, —EDONX—I v avaEROI—F—THhov
MIBEIYHTRIENTEET, UTORITIE, VIL—T2EKRLT. TOTIL—TIINR—Zv 3y
HEYLETES, TORR, TOIVIL—TICEYHTOLNTVWRDERBLNA—I v a vy TIL—TD
AYN—|CHEINET,

pa 3]
openstack group %7 1< NIZI& keystone v3 B ETT,

1. grp-Auditors & WD VI —THEEHRLE T,

$ openstack group create grp-Auditors

S oo e e e e e e—oo oo +
| Field | Value |
S oo e e e e e oo oo - +
| description | |
| domain_id | default |
| id | 2a4856fc242142a4aa7c02d28edfdfff |
| name | grp-Auditors [
S oo e e e e e e—oo oo +

2. keystone JI—TD—EERRLET,

$ openstack group list --long

Fom e e e e e oo S Fomm e e oo oo +- -
----------- +

| ID | Name | Domain ID |
Description |

o m e e e e oo S R +--
----------- +

3. _member_O—/)L%FEHAL Tdemo 7OV TV MIT7 V2R T27HD grp-Auditors &/
W—TR=3Iv>avaR5LET,

I $ openstack role add _member_ --group grp-Auditors --project demo
4. BEED 11— — userl % grp-Auditors ZI/)L—FITEML £,

$ openstack group add user grp-Auditors userl
userl added to group grp-Auditors

5. userl ' grp-Auditors DAV N—THB I E=HWELET,
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$ openstack group contains user grp-Auditors useril
userl in group grp-Auditors

6. userl ICEIYHBTHLNTVWBRENRN—Iv I a VvEREBLET,

$ openstack role assignment list --effective --user useril

o m e e e e oo oo e e eoo -
----- LT e Spup
-+

| Role | User

| Group | Project | Domain | Inherited |
Fom e e e e e oo oo e e oo oo -
----- LT e Spup
-+

| 9fe2ff9ee4384b1894a90878d3e92bab |
3fefe5b4f6c948e6959d1feaef4822f2 | |
0ce36252e2fb4ea8983bed2a568fa832 | | False

3.1.2. Dashboard D{#H
Dashboard % {#f L T keystone ZIL—T DAV N—2y THEEBTLIENTEET, JIL—FAD

AO—J)LIX—3yv > avDEY HTITIE, EEROHITEHBLAELDICAIY Y RSA VAFERTIUNELH
L) i’a—o

3.1.21. 7)L— T DYERK

1. Dashboard ICEEB1—H—& LTAVA Y LT TFATYVTATA— > TIV—F 2 BRLZE
-a—o

2. +TNV—TDER =0y I LET,
3. JI—TD&EIEHBEEANDLET,
4. GN—TDER =2 ) v o LET,

31.22. FWV—T AU NR—=>y FTOER
Dashboard % {#f L T keystone ZIL—T DAV N—=2y THEEBTEZIENTEET,

1. Dashboard ICEE1—H—& LTHAJVA Y LT TFATUTATA— > TIV—TF 2 BRLZ
-a—o

2. IRETAIMNEDHBIIN—TDAVYN—DEBR A7)y I LET,
3. a—H¥—08m #FALT. FI—FIca—H¥—%28BNLET., 1—H—%YIRTHINELH

BBICIK. ZO2—YHY—DF v IRy IRAERERLT, 2—F—0DlIBR 20 v o LZF
_a—o
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i
FAE )+ —HEE

41. ) r—4HEE

V59 REBER, 7OV MDY +—4%F%RE. BETIET, &0V MliE, VY —ZN
ZYHTohTdY., OV ba—H—ICiE, ThoD) Y —R%&2FATEZNN—Iv o arvsiHs
IhEFT, ThiZLY, HBEDRA—Iv > arypYY—2R&2FHT5I &<, #Ho7 ooy b
B—Q/SUREFERTEET, YY—RI13—9Dty ME. FRT TV NOERBICERREI N
T, 74—l TFY MIEIY HTHAEERRIE CPU, 41 X% >~ X, RAM. Floating IP D £
REEFNET, V74—%F TFHU N (FREFTOVTI N & TFHFY MDA —LRILOEHTH
#l TX 9, Dashboard %M L THHF/BEFDTF >~ ~ D Compute & 7= Block Storage DV + — %
HEREFLIEEETEDRITEFELTLCLIW, Dashboard TO 7OV LI M+ —9 DERES L UVE
FOFBEICOWTIK, BE SO0 FEHE] #B8RLTLEIY,

411. 12— —paYEa1—MJ =5 DKRR

1 KREREINTLE Y+ — 9 DEE—BEXTT 5IE. UFOIYY FERFLET,

I $ nova quota-show --user [USER] --tenant [TENANT]

B
$ nova quota-show --user demoUser --tenant demo
oo e e m—oo - R +
| Quota | Limit |
oo e e m—oo - R +
| instances | 10 |
| cores | 20 |
| ram | 51200 |
| floating_ips | 5 |
| fixed_ips | -1 |
| metadata_items | 128 |
| injected_files | 5 |
| injected_file_content_bytes | 10240 |
| injected_file_path_bytes | 255 |
| key_pairs | 100 |
| security_groups | 10 |
| security_group_rules | 20 |
| server_groups | 10 |
| server_group_members | 10 |
oo e e m—oo - R +

412. 1 —H—DaAVEa1—K NI+ —YDEH
BEDY A — Y EABEFHRTDICE. UTOIATY REETFLET,

$ nova quota-update --user [USER] --[QUOTA_NAME] [QUOTA_VALUE] [TENANT]
$ nova quota-show --user [USER] --tenant [TENANT]

B

I $ nova quota-update --user demoUser --floating-ips 10 demo
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$ nova quota-show --user demoUser --tenant demo

oo e e e—oo - S +
| Quota | Limit |
oo e e e—oo - S +
| instances | 10 |
| cores | 20 |
| ram | 51200 |
| floating_ips | 10 |
| I I
oo e e e—oo - S +

P2
quota-update XY RDA T av—EBERRTDICIE. UTFEEITLET,

I $ nova help quota-update

413. 1——DF TV IV MNAKNL—=V U0 4 —Y DERE
FTCTHORANL—=U04—F1E. UTFOAFIT) —ICDETEET,

o OAVFF—04—4:BEYA X (N MR F@BE—DIVFF—CRETHELRA TV
o MNEESHIRLET,

o 7HYUY NYU+—%:0bject Storage  —ERTA—H—AFIBEREEAEETY 1 X (/N1 B
EHIBRL £9,

AVTFHF—04—9FLBTAV VNI A—5DVWThHERET ICIE. Object Storage 7AF ¥ —
PY—N—IZHWT, proxy-server.conf 7 74 )LD [pipeline:main] /< 3 viC
container_quotas F7-ld account_quotas (FX7zIEl@A) D/ XA —4 —%EBMT 2HENHY X
ER

[pipeline:main]
pipeline = catch_errors [...] tempauth container-quotas \
account-quotas slo dlo proxy-logging proxy-server

[filter:account_quotas]
use = egg:swift#account_quotas

[filter:container_quotas]
use = egg:swift#container_quotas

FTVTIMAMNL—=V 03 —9DRFELIVEHRICIE. UTFOITY REFERALEY., 7OV b
IKCEFNDITARTDI—HY—ITE, 20OV I MIIEBEINTWSE 7 r—9hKRR-IhEd, 70O
VIV MIBREINTWEFTVIIRNANL—=—VDI+—9EEBHTBICIE. 07OV b D
ResellerAdmin DA —JLHANUMETT,

THAO VNI =9 %RKRRTHICIE, LTFTOaAY Y REERITLET,
# swift stat
Account: AUTH_b36ed2d326034bebafa9ddl1ifb19b70f9

Containers: O
Objects: 0
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Bytes: 0

Meta Quota-Bytes: 214748364800
X-Timestamp: 1351050521.29419
Content-Type: text/plain; charset=utf-8
Accept-Ranges: bytes

VA—F =BT BICIE. LTFEZEITLET,

I # swift post -m quota-bytes:<BYTES>

TcEZE, PAODVMISGBDI+—9%BELET,

I # swift post -m quota-bytes:5368709120

VA=Y DHER%ETZICIE swift stat AV REED 1 EERITLET,

# swift stat

Account: AUTH_b36ed2d326034beba®a9ddifb19b70f9
Containers: 0

Objects: 0

Bytes: 0

Meta Quota-Bytes: 5368709120

X-Timestamp: 1351541410.38328

Content-Type: text/plain; charset=utf-8
Accept-Ranges: bytes
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FhE= JOT Y MNEIR

51. 70 /) NEIE

V59 REBER, 7OV MN(FTFUN) 2K, BETDLIENTEET., 7V M
OpenStack 21— —& YUY —RDEHEIY Y ToNETOV I NTY, THFYNTEIL I+ —9 %%

ETDIENTEET, ThILLY, HEDONR—Iv2avP)Y—R&2FHTrI &l BHOT

Az M E—DISIREFRATESZEDICRYES, 7OV I MNETFYREVWDBEIRWT
NEEICEKTHERAINE T, 21—%—F, #HoTOV I MIEY Y TR ENTEET, 1—
HF—ETOTV T hORTITEIIC, O—ILE 1 DEIY L TEINELNHY XS,

511. 702 NDERK

TV MOERHR. TAYV Y MADXYAR—DEN. 7OV DY) Y —RHIROFZEG. AT
DFIRZERTLET.

1.

Dashboard ICBE1—H%—& L TATA Y LT PATVYTA4T4—>7Oc I b 5FIRL
i’a—o

oz bR =V ) v O LET,

TV MER YT TTOV Y FNOARMESREANLET BRI OF v 2Ry R
FI 4N TBIRINET),

TOV T MADAYNR—DBMNIE. AT MAINR—= 5 TO IRTOA—HF— YR b
DHITVWETY,

LA HTT, OV MDY —RDLEREEBELE T,

oz bR =V ) v O LET,

51.2. 7OV T2 MDRE

7OV MERELTERIPHAEZEELLY, 7OV ) MBI ELE—RIICEMNLELE
Y, XUN—ZEHLIEYTEIENTEEY,

1.

L

Dashboard ICBE1—H%—& L TATA Y LT PATVYTA4T4—>7aAc I b 5FIRL
i’a—o

. AYI I MO Y3y ASLT, FTAZO=ZA%2Y)voLTFadzy bOlRE =7

Dy o LZET,

OV bORE V4 RYTTOY ) MEEHLTCERIPHBAEZEELLY, OV
7 N eBWE I —RIICEPELLY TDIENTEIT,

OV MAYNR—= 9 TT, BBEIKIGLTAYNR=2TOY ) MIHBIMEZIFHIRL
_a—o

BEEZI)YILEYS,

= -1o)
BMDODFzv IRy IRITIAIMNTRERINTWEY, AV Y M —BEHICE

MTT BT, BIDFVvIRYIRADFzvIY—05840LFT, EALTOD
JRMNEFMICTDICIE. B Fzv IRy I REBRLET,
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51.3. 7O0Y 7 b DHIK

1. Dashboard ICBEI1—H—& L TCOYAM Y LT FPATYTa4aT4—>7TO I b 53FERL
i’a—o

2. HIlR9 270U MEZBEIRLZET,

3. 7OV DHIBR V) v LEY, OV FOHIROMR 71~ RUDNKRRINE
-a—o

4. 7OV OHIBR 20 ) v O LTT oY a v ERRLET,

7Oz MBI, 2—F—&DRT7 Y v T OREEM FIIERINET,

514. 70TV N+ —9 DEH

DA—BEE. ISYURYY—RARBELTZEDICTAOY Y T EICRETEELIRIEQHKDZ &
T, 74—9%5BELT. BEALICTOYII MDY Y —ZAFVRLEINAVNEIICLET,
Hx—FE, OV RLARLETOY I Y FEA—HF—LRILOBHTCETTEET,

1. Dashboard ICBEI1—H—& L TCOYAM Y LT FPATYTa4aT4—>7TO I b 53FERL
i’a—o

2. 7OV MDD FY2aY AFLT, FTAXO=ZAEZIYYILTIA—IDEE %20 Y
9 L/i-a—o

8. V4—4 #7T, REIXIELTIOY I M) +—9%5EBLET,
4 RE=ZVVvILET,

515.BE0 70z NOEE

A—H—(F, AUN=ER>TWVWBRTOVII MDA, BEDTOVIIMELTERETDIENTE
X9, £, BEOOV I MIBE ATV avaAMICT3ICIE,. 2—F—rEHO 7OV o
DAYVN—THBIREIHYZET, WEDOTOVI IV MELTHRETZE, BEDOTOV IV MELT
BEIN/ZTOS I MDA T Y M, Dashboard S F7 IV ERATEBRLDICARY FT, EMICL
7avzy bE, BWELAWREY, REOCTOV IV MELTERETEEHA,

1. Dashboard ICBEI1—H—& L TCOJAM Y LT FPATYTa4aT4—>7TO I b 53ERL
i’a—o

2. 7OV MO FI2ay AFLT, FAXO=ZA%27 Yy LTHREDOTOI LY MR
EZIVYILET,

3. ¥k, BREMEROAWI—HY—T, 7OV VMO FI2aY ASLOTHZID=A%Y

Dy LTRED OV IV MIBE 27 )y o $2E, CZOASLDTIHIVENT O3y
IRy 9,

5.2. 7Oy 1TV NDEEE
5.2.1. Identity % — £ A DBEBEIZ L F 7 F ¥ & — (HMT)

7aY Y ME. keystone DRIVFTF VI —%AFALTANTFICTZIENTEET, YILFFFV
=&Y, 77OV MNERTIOYV I hOO—IEY HTAEMERTEZIENTEET,
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5.21.1. 7Oz  he&EH 77OV Y MOYERR

BEEETILFTFY>— (HMT) iE keystone D RXA A > &AM aFERALTERETHIENTE
F9. FITRMIFHERNAAVEFERLT, ZORXARAICTO Y bEERLET, INT. %
O7OY 7 MY 77OV NEEBNMTERLDICRYET, Fh, 2—H¥—%2H4T77 0/ K
D admin O—J)VIGEMNT 2 &, ZOH T 7OV NOBEBEILRK T DI ENTEET,

R

openstack domain %7 1< RIiCIL keystone v3 AAMETY, AV RS vtEY
23 VT keystone v3 A BT BICIE. D FE ICHE>TLEI W,

ya 13!
A keystone DfFEAY % HMT D%, IRFE Dashboard TIHERRINEH A,

UFIChZERLET,

1.corp & WD ZHID keystone KX A Y ZFIRER LT

$ openstack domain create corp

S oo e e e e e e—oo oo +
| Field | Value |
S oo e e e e e e—oo oo +
| description | |
| enabled | True |
| id | 69436408fdcbh44ab9e111691f8e9216d |
| name | corp |
S oo e e e e e e—oo oo +

2.corp RXMAVRICHFOY U b~ (private-cloud) ZEMK L £9,

$ openstack project create private-cloud --domain corp

S oo e e e e e e—oo oo +
| Field | Value |
S oo e e e e e e—oo oo +
| description | |
| domain_id | 69436408fdcbh44ab9e111691f8e9216d |
| enabled | True |
| id | c50d5cf4fe2e4929b98af5abdec3fd6ed |
| is_domain | False |
| name | private-cloud [
| parent_id | 69436408fdcbh44ab9e111691f8e9216d |
S oo e e e e e e—oo oo +

3. private-cloud @O x Y FATcorp RASMVHIBELTH 7 TOY I b (dev) Z/ERK
L/i_a—o

$ openstack project create dev --parent private-cloud --domain corp

S oo e e e e e e—oo oo +
| Field | value |
S oo e e e e e e—oo oo +
| description | |
| domain_id | 69436408fdcbh44ab9e111691f8e9216d |
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| enabled | True |
| id | 11fccd8369824baa9fc87cf01023fd87 |
| is_domain | False |
| name | dev |
| parent_id | c50d5cf4fe2e4929b98af5abdec3fd6ed |
S oo e e e e e oo oo +

d.qaEWHEFOY T IOV MEED 1 DERLE Y,

$ openstack project create ga --parent private-cloud --domain corp

S oo e e e e e oo oo +
| Field | Value |
S oo e e e e e oo oo +
| description | |
| domain_id | 69436408fdcbh44ab9e111691f8e9216d |
| enabled | True |
| id | b4af1d6f59ddf413fa040f062a0234871 |
| is_domain | False |
| name | ga [
| parent_id | c50d5cf4fe2e4929b98af5abdec3fd6ed |
S oo e e e e e e—oo oo +
pa 3]

Identity APl AL T7O0Y ) MOBBAHR T 2N TEET, FLL
l&. https://developer.openstack.org/api-ref/identity/v3/index.html?expanded=show-
project-details-detail ZZH8R L T XL,

52.1.2. 1—H—~AD7 JV AHED[S

F7AIBMTIE, FIRERLAZTOY ) MIEO—LIEEY S TS hFHA, O—ILD/IR—I v 3
vERIOID T MIEYYHTBEIICIE, --inherited 75 7% EL T, 4770V MHET
AV MDONR—I v a3V aERETEILIIIEBETDIIENTEEY, L HOYz sk
I d % admin A—IILD 7V ERAEDH B 1—H—I1E, 77009 bAD admin 77 AL
FTEINET,

1. 70V MCEIYHTOLRTWABEDONN—I vy a Vv ARRALE T,
I $ openstack role assignment list --project private-cloud
2. HEOO—-ILEHERLET,

$ openstack role list

Fom e e e e e oo o m e oo - +

| ID | Name |

Fom e e e e e oo o m e oo - +
3a5137e4b620489791df1152ac013bfa | ResellerAdmin
9fe2ff9eed4384h1894a90878d3e92bab | _member_

|
|
cf4f87df933b455f957cf03b6d3784d2 | admin |
eefbceabff9549aa98cccc208c370d80 | SwiftOperator |
Fom e e e e e oo o m e oo - +

3.private-cloud 7OV Y MIX T B userl D7V R#EEI—HF—ThHO Y MIFELET,
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$ openstack role add --user userl --user-domain corp --project private-
cloud _member_

--inherited 7357 %#EEL CLEOIT Y NE2BEREITT S &, userl (TiE, O—JILDEIY HTH
Sk I N7 private-cloud 770V Y hADT IV ERAEEREINET,

$ openstack role add --user userl --user-domain corp --project private-
cloud _member_ --inherited

4. N—I v a3 VDEHFOERAHRLEY,

$ openstack role assignment list --effective --user userl --user-domain

corp

o m e e e e oo Fom e e e e moooo oo
R Fom e e e e e oo B R +

| Role | User

Group | Project | Domain | Inherited |

o m e e e e oo Fom e e e e moooo oo
R Fom e e e e e oo B R +

9fe2ff9ee4384h1894a90878d3e92bab
c50d5cf4fe2e4929b98afs5abdec3fd64 | False |
9fe2ff9ee4384h1894a90878d3e92bab 10b5b34df21d485ca044433818d134be |

| 10b5b34df21d485ca044433818d134be |

|

|
11fccd8369824baa9fc87cf01023fd87 | | True |

|

|

9fe2ff9ee4384b1894a90878d3e92bab 10b5b34df21d485ca044433818d134be |
b4f1d6f59ddf413fa040f062a0234871 | True |

CDERTIE, useriNgadbLdev 7OV MADT IV ERAEEAMELTWSE I ENHERTE
F9, T, BIOY Y M --inherited 75 7 BERAIN/ZD T, userl [FRIFEERIND
Y770V MIRITRTTZ IV 2AENBENICHEINET,

5.2.2. 7 A DY

BATRMICEIY ETONANRN—I v a v EMEAINN—I vy a VIFRI4ICHIRRT 2RENHY X
¥, UTFICHZRLETS,

1.BARMICEY Y ToncO0—ibhsa—H—%ZHIRLE T,
I $ openstack role remove --user userl --project private-cloud _member_
2 EEDEREZHRLET, MAININRN—Iv I aUAFEFEELTVWERRISERELTLEIL,

$ openstack role assignment list --effective --user userl --user-domain

corp

Fom e e e e e oo o m e e e e e emooo oo

S SR o m e e e e oo B o m e oo oo - +

| Role | User

Group | Project | Domain | Inherited |

Fom e e e e e oo o m e e e e e emooo oo

R Fom e e e e e oo B R +
9fe2ff9ee4384h1894a90878d3e92bab | 10b5b34df21d485ca044433818d134be |

|
| 11fccd8369824baa9fc87cf01023fd87 | | True |
| 9fe2ff9ee4384b1894a90878d3e92bab | 10b5b34df21d485ca044433818d134be |
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| b4af1d6f59ddf413fa040f062a0234871 | | True

. MEAININ—IvIaVvzEHRLET,

$ openstack role remove --user userl --project private-cloud _member_ --
inherited

4. ZEDOERZWEBLF T, MEAINL/N—I v arPHIBRIN, HAODNEITAY T LT,

I $ openstack role assignment list --effective --user userl --user-domain
corp

523. RANINI=V +—4

REESTIH, RAMINEIA—Y FFEEYR— I TWERA, TOED, V17— F705x
Nt 770929 NTRIAICEETA2RE N HY T,

5.2.4. Reseller D&

Reseller 7OV 7 hTld, BED KX A VEBBIELTZIEZEHRBELTVWET, TDLIRRAA
VT, 1 DY T RAAVIE, BRICAMEINIZ1 DDI5T RERBL, BRIICIEIST RO
MO BREZERTDIENTEET, CORROELIIEROEICOMNTWET, 51 BRIEIC
DWTIELLTFICEREAL £ ¢,

5.2.4.1. Reseller D& 1 Ef
Reseller (55 1 E&B&) (&, [lldentity ¥ —EXDEEEYILF T+ — (HMT)] ICEEEBDEER Y ILF
TFTUY— (HMT) DERTY, &K keystone KA A V&, T—IRXR—ZANY VTV RRICHRBEDT—
TIVEHEA, A—Y =AYz M2 RETZODIVTF—ETEHIEEBHNELTVEL
oo TR, FAAVIRBBOT—TILICIKREINARLCAY, 7OV MOTF—TILIIT—T X
nFE L,

o RXAVIF, 7OV FOERD—DEAY., is domain 75V TRBIINF T,

o RXAVIE, 7OV Y MNEBORLEMOTOVI I MERLET, KXAVIE, 7OV )
I\B%jgo))l/_ I\T\‘-a—o

o projects ¥ TNRAZFALTRKXA VOERERMIBZTHLDICAPINEHRINE L .

o HIMRXAVEMERT BICIE, is_domain 757 % true ICIEELTTOT TV MBEERK
L/i-a—o

o RXAVTHh37O0Vz)I ha—EBRRLFT, is domain VT — NS A -4 —%EL
Tavz I MERBLEY,
= o-1o)
E1ERETIH. RAAMVOBEEBEEMR TR EIETERWVWDT, YT RXA VIFFELEF

ATEFEtHA, T, THIZLY b—=2>DROA—-TIFEDH ST, keystone A D 70O
V) MIBEBEREEOYR— MNMIEEINFEEA
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53. 7Oz hDEFX2) T4 —BE
tXaYFa—TI—T&E, AT MDA VAV RICEIY Y THERIP 74 LY —DIL—)L
TYRT, AVRAIVAANDRY ND—V DT IV RAEREEEZLET, X2V T —JIL—T137
Oz MICR>TEY, 7OV MAIYN—FBELDEXF I T4 —TI—TDF 74V NL—
IWARELTHFRIL—ILEY NEBMTEZIENTIET,
7OV MIETRTdefault X2 T4 —TIL—THEEL, fRICEF2Y T —TIL—THE
EINTVWAVWSA VYRV R/ L TERAINES, COEF2YT1—JIL—T1E. T74I ME%E
BELBRWRY, f YVRIVZANDBZERNS T4 v I ETRTEERL, £ENS T4 v o0HEFTL
i’a—o
5.31. tx a2V FT14—TI—TDEK

1. Dashboard © AV x4  b>AVEa—b>s7IVEREEXFAYVFTF1— A BRLET,

2. ¥XaVF4—IN—TFH4TT, EXaVF1—IN—TOEE =) v I LET,

3. EXa)F4—TIN—TICEEIEHBEERELT, X aVT1—IN—TOER 50 ) vy

L/i-a—o

532. X2 F 4 —7IL—TDIL—ILDEM

FIFIRNTIE, FILWITIL—TICIE, FETIVERADI—ILDIHMIIEEINET, BOT7 /R %
ETBITIE. ILWIL—ILAEBINT 2RELHY T,

1. Dashboard © 7OV x Y h>AVEa—b> TP EREEXF AV FTF1— 5 ERLZET,

2. EXaAVYFA—IIN—T9TT, RETZ2EXF12UTA—TI—TDODIN—ILDERBR A5 v
9 L/i_a—o

3. IR —ILEBMT 3ICE. L—ILOBEMAE2) vy LET,

4. L—ILDEZEELT, BN =2y LEd,
UTFTDIL—=ILDT 14— KIZHETT,

=

W= T, =T TL—hk B:SSH) #I8ET BIHEICIE. TDT 14—V KIZEED

BICAAINET,

o TCP: —MICIE, Y AT LBDT—FDREP, TV RI—F—DBFICERINZE
_a—o

e UDP: —fMICIE. Y AT LBDT—9RBC FFICT ) r—>a v LRILT) ERS
hi-a—o

o ICMP: —f&HICIE, W—F—REDRY RT—IVTNAAD IS —PERAvE-—T%
EETE2DICHERAINITT,

5
BHE (4 VNIV R) EEEEE (T R ATV R
BT B K— b

TCP F7<i1d UDP JL—JLTIE, BT 5 R— b F/E R— A (B—DR—MFkiF
R— hOEHE) ZAANLFT,
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o R—MEPHTIX, R—bF&HS (FKR) & R—b&ES (LER) ICR—FDEZAADLIET,

o B—DR—IDFEEFE R—F 74 —ILNIZR—FDEZAADLIT,

5147

ICMP JL—IL D% 1 7, -1:255 DEFETIEET 2HENHY £,
a—F

ICMP JL—)L D3 — K, -1:255 OFHMETHEET 20EI’HY XTI,
AT

CDIL=ILHERINE NST714 v DERT

e CIDR (Classless Inter-Domain Routing): § €D 7Y VD IP AD T VA% HIRT
2IP7RLR7OvY, BHEHEF74—ILRICCIDREZADLET,

o EXxaVFA4—TI—TTI—THDAVRIVADMEDTIN—T AV RY YV RICT
JERATEDLIICTBY—RADEXF2YTA—FI—T

533. X2V F14—7IL—TIL—ILDHIK
1. Dashboard © 7OV x Y h>AVEa—b>7oEREEXF AV T4 — 5 BRLZET,

2. X VT4 —IN—TFHTT, EXxa)F4—IIL—TONL—ILDERB V) v LZE
_a—o

3. EXaUTA—VI—TI—IVERBRL, A A—JDHIBR KR V%Z2s)v I LET,
4. BE, W—IVOHIBR 20 ) v I LEY,

' P2
HIFRDIBIEIITICRY C &I TEE A

534. X1 )T 14— IL—TDHIKR
1. Dashboard © 7Oz h>AVEa— b > 7o EREEXF AV FTF1— %5 ERLZET,

2. EXaVFTA4—IN—TFT HTT, JIL—T%BRLT, EXx2VT1—TWL—TDHIK %= &
Dy 2o LET,

. EXaUFT14—IN—TOHBR V) v I LET,

) , e
HIRDIE{FIZTTICE T 2 &ldTEFEH A,
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F6ZTE KA VDER

H6E KX A VDEE
Identity Service (keystone) K X 1 v i&, keystone THERXAIREARBINDZFIZE TY . keystone KX A
Vg, A—H— JI—T, 7OV FODENFEATEET, TOLIICHBMINI KA1 VI,
£7:% LDAP F 7213 Active Directory RIECT1—H — %R I 27-DICEKET 2 EHRETT, #FL
WIERIL. Tintegrate with Identity Serviced &8 L T XL,
p=

Identity Service IC(E. Default &WD ZARID KA A U HMEHAAFNTVWET, DR X
AV Y—EXT7AV Y bERICHEERL, 22— —T7HhU Y MRICEBID KX 1 V%
ERT D& =HELET,

6.1. KX V—EBEDXRR

openstack domain list TRXA VD—EEZRRTEIIENTEFT, UTICHIZRLET,

$ openstack domain list

Fom e e e e e oo o e e e e oo oo - B Y Fo-mmo -
______________ +
| ID | Name | Enabled |
Description
Fom e e e e e oo o e e e e oo oo - B Y Fo-mmo -
______________ +
3abefa6f32c14db9a9703bf5ce6863el | TestDomain | True |
69436408fdch44ab9e111691f8e9216d | corp | True |

a4f6l1a8feb8d4253b260054c6aadladb | federated_domain | True |

|
|
|
|
|
|
| default | Default | True | The
default domain |

IR Y RAFRATEALAWNGEICIE, A Y K54 Y& v ¥ 3> T keystone v3 1'F
MEINTWBEHEIDERR LTI,

6.2. FTH K X 1 >~ DYERK
openstack domain create #{FAHA L THHR KA VEERT B ENTEET, UTICHERLE
-a—o

$ openstack domain create TestDomain

S oo e e e e e oo oo +

| Field | value |

S oo e e e e e oo oo +

| description | |

| enabled | True |
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| id | 3abefa6f32c14db9a9703bf5ce6863el |
| name | TestDomain |

6.3. KX A VOFMIBTHRDRERT

openstack domain show T KX A YV OFFMEREZRRTBIENTEFET, UTFICHZRLET,

$ openstack domain show TestDomain

S oo e e e e e oo oo +
| Field | Value |
S oo e e e e e oo oo +
| description | |
| enabled | True |
| id | 3abefa6f32c14db9a9703bf5ce6863el |
| name | TestDomain |
S oo e e e e e oo oo +

6.4. K XA > DERML

1. --disable TRAA VEBMICTZIENTEET, UTICHERLET,
I $ openstack domain set TestDomain --disable
2. RAXAVUDNEMEINALZ EZMIRLET,

$ openstack domain show TestDomain

S oo e e e e e e—oo oo +
| Field | Value |
S oo e e e e e oo oo - +
| description | |
| enabled | False |
| id | 3abefa6f32c14db9a9703bf5ce6863el |
| name | TestDomain |
S oo e e e e e e—oo oo +

3. BERFEICIE., RAAVZBEAWMETEIENTEET,

I $ openstack domain set TestDomain --enable
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BIZET7ATVT14 714 —EE

7.1. ¥ 177 LDAP &E

Identity % — E X (Keystone) A% LDAP H—/X— ¥ L CEREE%Z 4T D . LDAP H—/—n 53#RI1EHR %
BETDLDICEELLBEIC. CABAZEZMEA L T Identity ¥ —E XD LDAP BfE&2t+ 1)
TA—RETDIENTEET,

ARIE T, Active Directory n 5 ® CA FEEBAZE DES. CA FEEAE 7 7 1 )LD Privacy Enhanced Mail
(PEM) 7 7 1 LR A~DZH. Identity 4 —E 2Dt %2 77 LDAP BIERED 3 DDFEICDWTEH
BLEYT. TNENOFETOFIREIE. CABHENREINLBMBLIVAEICIGLTEITTSLDIC
LTI,

7.1.1. Active Directory n* 5 CA SEFAE 2SS9 % Ak

ATF®D 33— RI&, Active Directory IR LTI ) —%3E{T LT CARIBAEZMIBE T 5 HEDHIZRL T
WX Y, CA NAME (FEEBAZE DARIICE T# X (mmc.exe THEEAAEE)., ZDMD/NS X —4 — (L KK
DEEICHLCTEETEZIENTEET,

CA_NAME="WIN2012DOM-WIN2012-CA"

AD_SUFFIX="dc=win2012dom,dc=com" LDAPURL="ldap://win2012.win2012dom.com"
ADMIN_DN="cn=Administrator,cn=Users, $AD_SUFFIX"
ADMINPASSWORD="MyPassword"

CA_CERT_DN="cn=latexmath:[$CA_NAME, cn=certification authorities, cn=public
key services,cn=services,cn=configuration, $]JAD_SUFFIX"

TMP_CACERT=/tmp/cacert. date +'%Y%m%d%H%M%S' " .$$.pem
ldapsearch -xLLL -H

latexmath: [$LDAPURL -D “echo \"$]JADMIN_DN" -W -s base -b echo
"$CA_CERT_DN"" objectclass=* cACertificate

7.1.2. CAEIBAZ %A PEM 7 7 1 L ERICE#R T B A%

/path/cacert.pem & WD ZEID 7 7 A L EER L. L TFOHNITR L& S IC. Active Directory 5*5 CA
FERAEZES T 57DD LDAP Y L) —DHRBEAY Y —& 7 v 4 —OREIEML X7,

MIIDbzCCAlegAwIBAgIQQD14hh1Yz7tPFLXCKKUOSZANB. .. ----- END
CERTIFICATE-----
NSTIoa—FT4 VT %TFI3BEICIE. LTFTOIIT) —%ETLTLDAP %@L TWEH%EF v

2L, PENGEBAE 7 7 A LA E LK ERI NI E 2B L TSI,

LDAPTLS_CACERT=/path/cacert.pem ldapsearch -xLLL -ZZ -H $LDAPURL -s base -
b "" "objectclass=*" currenttime

ZDIVIT)—ICE2T. UTFDL D BERMRINSZIFT T,

dn: currentTime:
20141022050611.0Z
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CA SEBAZE D Web H—/R—TRZX I N TWEFZEICIE, LTFOIY Y N%EE1TL T CAIBAEZ RS
TBHIENTEET,

B

e $HOST=redhat.com

e $PORT=443

# echo Q | openssl s_client -connect $HOST:$PORT | sed -n -e
'/BEGIN CERTIFICATE/,/END CERTIFICATE/ p'

7.1.3. ldentity t—E XDt ¥ 17 7% LDAP BEARET DA%

7.1.3.1. AEA

CAGFEN PEM 7 7 4 )L %ZEHA L TLDAP LRIV THREINTWRIGEIE., COAEEZFERLTLE
IV, CARIRAZE 7 7 1 IV DIGFRIEFEMTIHEL £, LLTFOFIRTIE, Identity U —EZXDA TR,
OpenlDAP 14 75 ) —%FERA$ 227 ) 5r—>a>D LDAP BErxa ) 71 —REINZE
-a—o

1. CASERAEF z—VAEFNTWSE 7 714 )% PEM B T /etc/openldap/certs 71 L ¥
N)—lcaE—LZEd,

2. /etc/openldap/ldap.conf ZiREL TUTDT1 LI 74 7%EBMLEXT, [CA_FILE] I
CAGIRRZE 7 7 M L DIGFTE ARTICE S ]A Y,

I TLS_CACERT /etc/openldap/certs/[CA_FILE]

3. httpd Y —EX=HBiEEL X7,

I # systemctl restart httpd.service

71.3.2. Ak 2

CA {§%8 71" Network Security Services (NSS) 77— X—2X%& LT LDAP 54 75 1) — LRIV TEEI
NTW3GEIK. CORAEREFERALTLAEIV, certutil IY Y RA&ERL T, OpenLDAP 4 7

) —HEAT S NSSFERAET — 9 X—RIC CAFIRRE R A Y R— ML TEBLE T, LTOFIET
i&. Identity Y —EXDH TR, OpenlDAP 54 735 ) —%FEHA$ %27 S r— 320 LDAP &
Ertxal) 71 —REINFT,

1. 1.5iEBAE%A 1 Y R— M L TEREL X9, [CA_FILE] |& CARERRE 7 7 1 L DB & AREIICE

BZET,
# certutil -d /etc/openldap/certs -A -n "My CA" -t CT,, -a -i
[CA_FILE]
# certutil -d /etc/openldap/certs -A -n "My CA" -t CT,, -a -i
[CA_FILE]

2. CASEAEDELK A VI R—hINhTWB I EZ2MHRLET,

I # certutil -d /etc/openldap/certs -L
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CAGEEAENY XA hXh, EHEOBMNCT,, ICREINET,
3. httpd Y —EX=HBEEL X7,

I # systemctl restart httpd.service

7133. 7% 3

CAE3EN PEM 7 71 L %EA L T Keystone LRIV TEREINTWBIGEIE. COAEEFRALTL
72XV, Identity Y —E X & LDAP H—N—[EDBEZ X1 T 1 —RETIREDAYV v RIE,
Identity t—E ZIC TLS 25X E T 2 HE T,

2L, LEBD2DDXA Yy REIWFERY, TDXY vy KT, Identity H—E XD LDAP @EDHH
t¥al) 71 —REIN., OpenlDAP 54 75 —%FEAT2MHO7 7Y r— 3> d LDAP &fEi&
txa) T —REINFHA,

LLUFDFIETIE. openstack-config O~v > K% L T /etc/keystone/keystone.conf 7 7
1IVHDEZRELEX T,

1. TLS ZBMWEL T,

I # openstack-config --set /etc/keystone/keystone.conf ldap use_tls
True

o HRAEDEMARE LT, [CA FILE] (X CASIBRE 7 7 A LOARICES]AE T,

# openstack-config --set /etc/keystone/keystone.conf ldap
tls_cacertfile [CA_FILE]

3. LDAP H—NN—HI5Z2ELAELETLS Ly avIlH L TEITTZI54AT7 Y NEBHEF v/ %
#EELE9, [CERT_BEHAVIOR] I TICHIFREMEDOWTNA 1 DICBEI|MA T REIN,
demand

LDAP H—/NR—(CL YEIAENBICEKRI NI T, dASMRUIhGD 2 LBEE. FiE
RIS N/EIRENEFEDORERT 7 7 1 VICH L TIREETE AN o 72B B, By ay
ERTLES,

allow

LDAP H#—/N\—(C L YSEBAENBICERINZE T, (FHEMREINACTEEY Y3 VT
BEEBYICHEITINE T, sEBAENREEI N, ﬁﬁwmﬁﬁ7 AT L THREET
TR SIGEICIE., TOEBREREESEIN, v avVIdBEAYICKEITLEY,

never
AEAZ R —IERINIEA,

# openstack-config --set /etc/keystone/keystone.conf ldap
tls_reqg_cert [CERT_BEHAVIOR]

4. httpd Y —EXZBEEHL X,

I # systemctl restart httpd.service
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