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2. VATV NY—N—FEF)IEFERALET, Fluentd 4 —EZXD IS4 T7 Y MIlOEHROF U T
(CL) #32ft L. Sensu 7 54 7> M —EXHNTHMER (AM) 212 L £,
21. &4h0¥x 7
ShOF U JICE Y, OpenStack REBE2EFICH/Z207 5 —EfF CHRAETLIIENTEET, ChHd
OJ1&, syslog® audit A7 7 7 A IR EDFRL—F 14 7> A7 A, RabbitMQ * MariaDB 7 & ®
AVI7ZANZVFv—aVKR—3> Kk, Ildentity ¥ Compute 7 & D OpenStack H—E XN 5 INE X
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A—N—059 REFTOMT BRI BIF4 7Y MOBRAYT 2WRORELRET 2UENHY
x93, director DHeat 7> FL—h ALV avhaboY Yy FINOBEI 7(IIEIE— L, THERDE
BICWUTEERELET,
3A.E5FOF >V TDINSA—H —DETE

Fluentd DR EICIZ. /usr/share/openstack-tripleo-heat-
templates/environments/logging-environment.yaml Z#JE— L., ZHEADRIEICHGLCTE
BLEY., UTICHAlZRLET,

BARE
resource_registry:
0S::Triple0::Services: :FluentdClient:

../puppet/services/logging/fluentd-client.yaml

parameter_defaults:

LoggingServers:
- host: log0.example.com
port: 24224
- host: logl.example.com
port: 24224
SSL o EHI

## (note the use of port 24284 for ssl connections)
resource_registry:

0S::Triple0::Services: :FluentdClient:
../puppet/services/logging/fluentd-client.yaml

parameter_defaults:

LoggingServers:
- host: 192.0.2.11
port: 24284

LoggingUsesSSL: true

LoggingSharedKey: secret

LoggingSSLCertificate: |
————— BEGIN CERTIFICATE-----
...certificate data here...

e LoggingServers: Fluentd OV X v E2—Y DREXDY AT L

e LoggingUsesSSL: 07 X v —Y DiEERICsecure_forward ZFHT 5N E DD ERET
BERE

e LoggingSharedKey: secure_forward BMERT2HEFI—V L v K

e LoggingSSLCertificate: PEM T~ J— KX h7 SSLCAFAZEDAR

11
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Sensu 7 54 7 bDEREREICIX. /usr/share/openstack-tripleo-heat-
templates/environments/monitoring-environment.yaml ZJE—L, IHEHADRIEICIELUT
ZTELEY, UTFICHIZRLET,

resource_registry:
0S::Triple0::Services: :SensuClient: ../puppet/services/monitoring/sensu-
client.yaml

parameter_defaults:
MonitoringRabbitHost: 10.10.10.10
MonitoringRabbitPort: 5672
MonitoringRabbitUserName: sensu
MonitoringRabbitPassword: sensu
MonitoringRabbitUseSSL: true
MonitoringRabbitVhost: "/sensu"
SensuClientCustomConfig:
api:
warning: 10
critical: 20

e MonitoringRabbit: Th 5D/ A —4 —&, BEERHY —/N—TETT % RabbitMQ 1 2 ¥
VAICSensu Y SA TV MY —EREERLET,

e MonitoringRabbitUseSSL: RabbitMQ 7 54 7~ hmIFIC SSL ZHB#E L F9 ., LLTFD/N
SA—YH —THERIFLIFAPAEF = —VHIEEINTLAWGEICIE, SSL hS Y RKR—K
ZFEALET,

e MonitoringRabbitSSLPrivateKey: MEHR T 7 A I NDNRNRZEHELF T, TLFE. £OD
27ANMNDAV TV EEBDHBIENTEEY,

e MonitoringRabbitSSLCertChain: 92754 RX— K SSLEAAEFz— V2 EHLE
ER

e SensuClientCustomConfig:Sensu 754 7> NOEBIMDEEAEELET, 21— —F/
IRZA7— R, auth_url, 7+ kK, U= 3 V%58 OpenStack DEREEREEEL X T,
33. F—N—=0 57K/ —=RKR~DERY—IDA VA M=)

openstack overcloud deploy Y~ RTEHLAZYAML 7 71 L% EEL T, Sensu V514 7V
N& Fluentd Y —ILEEA—N—0 5O KR/ —RIZAVAM=ILLET, UTFIHZERLET,

$ openstack overcloud deploy --templates -e /usr/share/openstack-tripleo-
heat-templates/environments/network-isolation.yaml -e network-
environment.yaml -e ~/templates/monitoring-environment.yaml -e
~/templates/logging-environment.yaml --control-scale 3 --compute-scale 1 -
-ntp-server 192.168.122.10

34 OXVITF—HDT4ILEY) VT L
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IRIE 7 7 1 )L T LoggingDefaultFilters /XS X —49 — %% ET ST &L Y. Fluentd ITEEI L
ARV INETANI) VT LTERTEIENTEFET, /& ZIE, record_transformer OFER!
BIEETDE, REARVINELTRTBIENTEET,

parameter_defaults:

LoggingDefaultFilters:
- tag_pattern: '**!
type: record_transformer
enable_ruby: true
record:
openstack: '{"hostname": "${hostname}", "tag": "${tag}", "region":
"regionOne", "inputname":"fluent-plugin-in_tail", "name":"fluentd
openstack", "fluentd version":"0.12.26", "pipeline_metadata": {"collector":
{"ipaddr4":"#{ begin Socket.ip_address_list.select { |a| a.ipv4? &&
la.ipv4_loopback? }.map { |a| a.ip_address } end}", "ipaddr6":"#{ begin
Socket.ip_address_list.select { |a| a.ipv6? && '!a.ipv6_loopback? }.map {
|a| a.ip_address } end}"}}}'
remove_keys: host

- tag_pattern: 'openstack.**'
type: record_transformer
record:

service: '${tag_parts[1]}'

- tag_pattern: 'system.messages**'

type: record_transformer

enable_ruby: true

record:

openstack: '{"info": "${record[''message'']}", "systemd":{"t":

{"PID" : lI${record[l lpidl 1 ]}II}, llull :
{"SYSLOG_IDENTIFIER":"${record[''ident'']}"}}}"

remove_keys: 'ident,message, pid'

ZDFER. Kibana B"ZET 2T —4 13, REICKLCTEBRINET,

"_index": "logstash-2017.06.29",
"_type": "fluentd",
"_id": "AvVz132QmRtyd8nnlv_11",
"_score": null,
"_source": {
"pid": "22691",
"priority": "INFO",
"message": "cinder.api.openstack.wsgi [req-04bc2808-f86f-4443-86€6-
bfc596969937 - - - - -] OPTIONS http://overcloud-controller-0.lab.local/",
"openstack": {
"hostname": "overcloud-controller-0",
"tag": "openstack.cinder.api",
"region": "regionOne",
"inputname": "fluent-plugin-in_tail",
"name": "fluentd openstack",
"fluentd version": "0.12.26",
"pipeline_metadata": {
"collector": {

13
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"ipaddr4": "[\"192.168.24.14\", \"192.168.24.8\", \"10.0.0.4\",
\"10.0.0.5\", \"172.16.2.8\", \"172.16.2.4\", \"172.16.2.14\",
\"172.16.1.7\", \"172.16.1.9\", \"172.16.3.1060\", \"172.16.3.11\",
\"172.16.0.14\"]",

"ipaddr6": "[\"fe80::293:33ff:fed8:2228%etho\",
\"fe80::293:33ff:fed8:2228%br-ex\", \"fe80::b86¢c:79ff:fe8f:9fb8%vianlio\",
\"fe80::4c78:6fff:feff:14fc%vlan20\",

\"fe80: :9ced:dfff:fe8c:2d62%v1an30\",
\'"fe80: :ecde:1bff:feb5d:e362%v1an40\",
\"fe80::549c:51ff:feea:dfa8%vlan50\",
\"feB80::e093:8fff:fef9:69b6%vxlan_sys_4789\"]"
3
}
}

"service": "cinder",
"@timestamp": "2017-06-29T721:59:38+00:00"

3

"fields": {
"@timestamp": [

1498773578000

]

3

"sort": [
1498773578000

]

3
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Red Hat Tix, 4—N—fIOIVR—XV " ELVTEIhSOFT O XY N TOERIT
HR—MLTWEHA,

opstools-ansible L 4 7 v V&AL TH—/—@flda Y/ R—*> k% Red Hat Enterprise Linux
TIKAVAMN=IVTBIENTEET, IhHDY—N"—flDI Y R—Y MIIE, RedHat 2’4 R—
203547 MIOAVR—RV b eI 52TARERCEROXF VY TOY—EANEINZE
¥, R E{MII N3 opstools-ansible D F ) Ak, H—N"—@lO3VR—F> k% CentOS
717704350 )ATY, #FLWFIBICDWTIE, https:/github.com/centos-opstools/opstools-
ansible T README.md =& L T 72X,
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5% OPENSTACK PLATFORM D E:4R

Sensu DAY Y IAVITSZANZIFv—ICDOWVWT
l&. https://sensuapp.org/docs/latest/overview/architecture.html @ Sensu D KF 2 X > hE SR L TK
JRe AW

Red Hat £, osops-tools-monitoring-oschecks /XY 4 —J T, check R ) 7 hDtvy %12
HLTWET, check 2 1) 7 bDK#¥IE, OpenStack AVR—F Y bD APl EfRDAHEF vV LE
TH, BHEDR YY) 7 M. OpenStack Compute (nova). OpenStack Block Storage (cinder).
OpenStack Image (glance). OpenStack Networking (neutron) % X5 & 3 %3B01MD OpenStack ') YV — 2R
DTFAMNEERITLET, & xIE. OpenStack Identity (keystone) API check &, keystone MDE1{THE
WKIRUTOL D GfERERRLET,

I OK: Got a token, Keystone API is working.
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8863 SENSU 7 54 7~ b VX =L DIREE
B6EZSENSU /514 7Y M VR M—ILDIREE
1. A== 579 K/ — KT sensu-client DA T—49 R &=HHELZE T,
I # systemctl status sensu-client

2. T5—0O7% (/var/log/sensu/sensu-client.log) CRIENHEINEI M EMHIABL X,

3. BA—N—=UF9R/—NRIZ, BER/RY—N—DIPT7RLRAZEET S
/etc/sensu/conf.d/rabbitmg.json 7 7 1L H B & =MEBELE T,
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Uchiwa ¥y ¥ 2 R— KAF 704 INTWBIEEICIE. TDOY¥ v 1R— K% Sensu H—/N—&H(C
FHALT, /—RKOREAEERTZENTEET,

1. Uchiwa ¥ v aR—RicO4 4> LT, Data Center ¥ 7450w L, T—9tv4—n
BEPTHDZIEEHRLET,

I http://<SERVER_IP_ADDRESS>:3000
2. 24 —NN—49 59 R/ — KA Connected DIREETH DT AR L F T,
3. A==V R/—RD1 BEEFICBEHL. TD/— RDOKRE%A Uchiwa ¥y & 27R—

RCHEZELZE T, BEEDTTHEICIE. /— KD Sense 4 —N—(CIEEICHEERINT check
DEFTERBTEZNEDINEHERLFT,
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8% OPENSTACK Hr—E X DIRREDHEER
LTFDfITIE, openstack-ceilometer-central H—EZXDERE=TAKMNLET,
1. openstack-ceilometer-central 4 —EXNEITHTHZ I &R LET,

I systemctl status openstack-ceilometer-central.service

2. Uchiwa ¥ v > aR— RKIZERHRL T, EEX ceilometer check % Y. ceilometer JSON
T77ANTERINTVWEEBYICETINTWR I EEERELET,

3. openstack-ceilometer-central Y—EX %L ET,
Pz

INICEY, Y—EADFEINZHZELHEDT, ZOT R MMIBEYIREFHEIC
RITLTLRT W,

e

I systemctl stop openstack-ceilometer-central.service

4. Uchiwa ¥ v > aR—RIZCOY 4 > LT, ceilometer check "KM LT EABEINTWL
I EEHELET,

5. openstack-ceilometer-central H—EX%BEL 7,

I systemctl start openstack-ceilometer-central.service
6. Uchiwa 4w > 2/R—RKIZAOY 4 >~ LT ceilometer check L 7/R— b D& kR % #EER

L. ceilometer JSON 7 7 1 I CEHXEINTWBEFRT check ’"ETINTWSB T & #FESE
LEYd,
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