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DpEﬂShi'ﬁ:@' SEWH:.E on AWS Amd Hat Cpenshift Service

on AWS (HO5A)
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ROSA » Get Started

Verify ROSA prerequisites .«

This page verifies If your account meets the prerequisites to create a Red Hat OpenShift Service on AWS (ROSA) cluster.

ROSA enablement i

ROSA, s joirtly managed by AWS and Red Hat. Enable ROSA to ceate 3 conmection with Red Mat, which s required for metering and billing.

(L) After enabling ROSA, you can create two types of clusters :

s ROSA classic custer control plane infrastructure hasted inyour SWS account.

= ROSA with hosted contral planes (HCP): cluster contral plane infrastructure hosted in Red Hat-
owned AWS aocount

You choose which control plane model 1o use when you create your clster, Learm mone A

| agree o share my AWS account number and email address with Red Hat. This Information is used for service
matering and technical support outreach, You do not inour any fee when you enable ROSA

Enable ROSA with HCP and ROSA classic af—

Last chiecked onc February 14, 2024 a3t 14218 (UTL)

CDATY TTH—EREAMLTHERERERELFIFEA, BLETINEEINZOD
. BRFIDISRY—%FTO4 LIZBEOATY, TNICIEEDIIBHZELHY T,

3. 7OEANRTITEE. BRAYE—IDRRINET,
Verify ROSA prerequisites ...
This page verifies if your account meets the prerequisites to create a Red Hat OpenShift Service on AWS (ROS5A) cluster,

ROSA enablement e

ROSA is jeimly managed by S6E and Red Hat. Enable ROSA te create a cormection with Red Hat, which is required far matedng and billing

(i) After enabling ROSA, you can creste two types of clusters ;

= RD5A classic dluster control plane infrastructure hosted in yaur AWS account

= FRO%A with hosted control planes [HCPE cluster contred plane infrastrecture hosted In Red Hat-
awned AWS account.

¥ou choose which control plane model to use when you create your duster. Learn maore [

&) You previously enabled ROSA HCP and ROSA dlassic
Last checkied on February 14, 2024 at 1406 (LTC)
F AWS Organizations administrators: enable ROSA classic across your organization
4, ZOMIER—TOMDEI S 3 VITiE, BMOFHREYE (DNELINTUEZHNEI D) DRFT—

HADRRINET, CNOLDEFHIRFEDOVWTNHINELINTULARWGEEIX. ThThD
AvE—IUNRRINET, BIRLEY -3 v TEY Y TATRF+AHERICRELET,
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Service Quotas i o

T s HLYLA, yoa may need to INCrEESE FouIr cuIntay

E Your guotas dan't meet the minimum reguirements in the ap- Infrease service quotas [
south=1 Region.

Your HIJI'II'I|I'Il; on-Demand Standard (&, C,OLH LM, R, T, E:l Instanoas
[L=1216C474] quata B 5. The minimum guota value Tor ROSA i 100,

You Can request guata Increases from the Service Guotas paga.

Learn mare [

Last shacked cn: January 16, 2024 at 14:36 (UTC)

a. Increase service quotas Ry %0 1) v V3§ %H, Learnmore ) V7 ZFEAL T, ¥—F
AU = DEBFEICEAT 2FMERZMELE T, 74— 9DBVF+2RIGE. 74—
I —YavERATHBIEICFRLTKEIW, Web AV Y —ILORLERBICHSZ ) —
VavARAvFv—%=FRALT. BL0HB)—TarvDrF—9FTv I EBETL.
MEIZIGLTH—ER IV +—9DBM) VT A M EEEFETEET,

5 IRTOFHRFENHELLINTVBIHE, R—VIROLIICRYXT,
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Thi page verfian H yeer sccount masis the prereguibBm o creaie 8 Red Hei OpenShilt Serdoe on AWS (RO5A] cnder.

RESH enablement o

RN b jmeily rucaged by AAT aral Bed Had. Fruld e FITWA b sreaie @ s e adih Pl Hal, sfia i respairesd e swieciosg ared lillng.

i3 Areer enalyling POSA, gy can onats Bwa bypas of dundes © =
= AOSA sl dhamer canod plane EriraerrErmine Remed i EEE AT I

= ASA wirh hesmesd normnnl planas H0RT dismer tornnnl plard infragmis e hesed in Red Hoe-
L T T

wow caoeas which carimed plans mased 1o une when Rl reand yodr chiuer Leam maee 25
23 Vel pewvzady passlied BO4SA HOF 50d ROMGA clwnk:
s i o Pty B4, S0 0 T Tl
F AW Orgenbatiaas sdmia kmraneds: pakle RIAA dasl acrest yoiir erganbrarian

SErded [ualias ive

T aron BIVLE, o ey rormd s inwreair o rasilio,

i Your quotas et @ requiereests for BOSA

ard vhwslired ne Febwruary Ul J000 o TEOA LITT]

ELE servica-linked role «o

ek i I DL L g T | sl Pt 0 i T et s e B I i ¥ ] e D o 1
Vi v bd B i

) L
(3 AR e o E L e sl Balane e Slrea oy edes wlmee The rols
s chacind par Py b, 084 @i Wi JUTVC]

Next steps

Chftd Linilape Lo Sed Fal B0 o yplel e e flegs 129 ek Beetoda let.

BT e R ST ST kg e
+ AWE soourdwico role constion ske

Dl MebR el i L0 Thes (il dhrilers 5 e Ned AL doroi

ELBHY—ERICY I IN-O—-I)LIZEENICERINFT T, SEBO/NIRInfo) o5
w3 BE, WRIIECEAILTRO)Y —ZADNKRTINET,
23.AWS & REDHAT D7 Ao Y NEY TRV TFoa>vnl) vy

. LV IED ContinuetoRedHat Ry %7 )vw - LT, Z7AHAOV MDY VI %HEITLE
ERR



Red Hat OpenShift Serviceon AWS 4 Fa— kY 7IL

Mext steps

Choose Continue to Red Hat to complete the steps for these prerequisites.

= AW5 and Red Hat acoount Inking  Info

& A0S account=wide role oreatlon  info

Onee finished, you can then create clusters on the Red Hat console \

Cancel Continue to Red Hat [5

2. BEDT SO —DtEy>a Y TRedHat 7HD Y MIEFEOTA Y LTWAWGEEIKX. 7H
DY MIOTAVTBLIITKOENET,

Log in to your Red Hat account

Red Hat login or email

OR

G Login with Google

B Login with Microsoft

€9 Login with GitHub

Register for a Red Hat account =

Forgot your password?

o ZDOR—ITIE, FTLWRedHat 7Ho Y MZEHLEZY, "AT7—KAa)Ey LY
T5ZEETEET,

10
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AV MIDOATYE, BE. B4DODAWSITY RA—H—F7hHo Y hNTlIEL, BRET
AV RNREDHDAWS THD Y KDY VI INTWBHERED AWS 7HD v MHERD
WRERYET,

o HL RedHat B ICEdT D RedHat 7AHDY ME. ABCAWS 7AHD Y MNIZY Y oINZE
4, L7=A>T. ROSAWithHCP ¥ S R4 —DERICT VA TX % 1—H—% Red Hat
HBT7HhO Y MR TEETEET,

3. FIARKNEHRE LK. RedHat 7HV Y NOEEERTIEET,

ONXK, R

o

‘ ; ZORTFTy &, OJF4 L TWBRedHat 7H VY b, F/IEZRedHat 7 5
A 7/ N AEIEY % Red Hat #EE D LARIICAWS ZAHD Y MY V2 IR TWARW
&5 BICOHMERTEET,

Ried Hat = - - -
Hybrid Cloud Console Services - Wl Search for services

—
— connect

Complete your account connection

Red Hat account number
AWS sccount ID

Subscription(s) Red Hat OpenShift Service on AWS with Hosted Control Plane

Terms and conditions *

United States (English]) -

8 | have read and agreed to the terms and conditions, 5

Connect accounts Cance

RedHat &E AWS O AD T H Y REENZOBEEICKRTINE T,

4, H—ERBWICEEZ T BF A L. Connectaccounts R V&2 ) v o LET,
Red Hat Hybrid Cloud Console Z {1 TERT 215 &13. =AD ROSA U S5 R Y —%{ET %
BIIC, —RMARTR—Y R —ERDFIBEERNICEIR T 2LOKROD5NF T,

1
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Terms and Conditiars
Rl Hat b, Tl ool Cniab Dniwvt 1 113 iR avagedl 44408 s
H yora de =t peveph tha e, pouwill ot ba sbhls B creode nes

chrstersar toakler annlisg chaslers, Eslicg Suslers ail il be
FITecnid, Bimss BOOSCLwill B spad-ondy

‘Wirw: Tarrmm and Conditions

View Terms and Conditions h9 %27 ) v 0§35 &, HERLTEAERT ZIVELNHZEMDIR
HWHRRRINZE T,

Pl Hit
Customer Portal

Red Hat Terms and Conditions

Rid Hal Galine Subseriplions Terms -United SLlates (Englizh) -

-]

CORRTEMOEEEZHREL., 7OV IMPRRINEOAREZHBELE T,

5. Hybrid Cloud Console &, AWS DFHRFZHICHIGEATHD I E%BH L. 77 R9—F770
AAY MIBRERRAOFIEN) R I ET,

12
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Set up Red Hat OpenShift Service on AWS (ROSA)

Croerview
ROSA allorwa you ta disglay Tuly aserational s managed Red Hat CranShift chates while bvaraging the Tull Brsadih and diagtl

Dashboand
Chesbars

[ -]
Liarmieyy Risoarees
Rizbeirses Complete ROSA prerequisites
Developer Sandbox Stepll Downboad ard irstal the BOSA ard AWS command line tooks (SL and 2dd it 1o your PAT)

1 Domringd the latest wees she ROEA
Dewnlcads:
MaclHs - - Dorwnboad the R
g

Adbvinar ¥ 1.2 Cemrlamd the WS CLI versen I
Wulnarakiity Daribkeand reirHors + tall this NWS CLIES
Eubrscription

Slap 2 L i S thee ROSA CLIwEh yosir Red Hat acoadint token and create AWS accoint reles and palcies

Lot Management

FAT it e e [ T |

6. RDFIEIE, V525 —DRMWRT TOA XY MIBEETZEDTT,

Camglete ROSA prerequisites

St 1 Download and install the ROSA and &WS command line tools (CLI) and add it to your PATH.

1.1 Dowrdoad the latest werman af e =000 Ol

el with ROSA CL setup B
1.2 Dowrdosd the AWS CLIHvesian 2

nstructions ta irstal the NS CLIED

Step 2 Log im 1o the HOS6 CLwith your Hed Hat account token and create AWS acoount roles and policies

2.1 To autherticate, rur this command

rosa login ——token=" - Il
2.2 T créate the recesaany acoiint-wale rales and palicias quickly, use the detault auta methad that's praveded in the ROSA CI
rosa create account-roles —-mode auto L]

0 ¥ youwould prefer bo marualy create the reguired rodes and policies within your AWS accouns, fallaw these instructians,

o IhHLDFIRIF, Y—EROEMELETHI Y MD) VIDTET LIy v EFERIDY Y
VTRITINEHEMDHY ET,

o BIRL7LDIC, RedHat 7H DY hH, ROSAHY—ERET7U 54 T LIZAWS 7 HY
VMYV EINFRedHat #ICE T 2% A&, VT A —DIERMERNH Y. LLAIIC
Red Hat ###IC) YV SN TWEGERAWS 7H D Y M EIRTE T,
ZDR—IDEHEDEI 3V TIE, rosaCLI F/4dEWeb AV Y —ILEFRLAEYI SR
H—F A4 AV NFT TSV avERLET,

13
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o RDFIETIE, rosaCLIZFEALEYI TR —FTOM AV MIDWTEHRBALET,

e WebdVVY—ILD&%EFALALTTOA XV M%EITHIHEIL. ROSA with HCP cluster
deployment using the web console 29> a3 VY EF TR ¥y FTXF9, EL. THDOY
FO—ILDERSE, BEDYZAVICIErosaCLIARETH D Z EISERLTLEIL,
ROSA ##166TF 704 ¢ 335A 1%, rosawhoami AY Y RAETTHET, ZDCLID

FIEICHEL, ZORIIRFYTILTWeb AV —ILOFT7TOA4 XY NFEIEEERITLTLE
T LY,

2.4.CLI 2#f#FH L= ROSAWITHHCP V S R4 —DF 704 AV K

14

1. Download the ROSACLIRY %o )y I LT, #ARL—FT 4 VT XFTLHADROSA IV

YRIA VA VH =T AR (CLI) ¥ >O— K L. Help with ROSA CLI setup ME7ERIC
M-oTEY b7y TLET,
BE

BHROAWSCLIDM YVARMN—ILINTWBRZEAERELTLEI W, Ml
AWSCLI A4 VARMN—=ILTBFIEHZ#SBLTLEI,

. BIDOFIEAET L7725, rosaversion #E17L T, MADCLINMERETEXS 4B TE %

T, ZDATY RIE, #—IFILTEWNN—U3 v e aws —version AX Y REFEHALTWS
BGEICEFBMERRLET,

. ROSAWithHCP 7 5 R4 —%{Ed 7= DREIRSFHEIX. Web AV —JLTrosacli Z{FHL

T, " BOM—2 v THEBODITY REZRTL, OJ1 v LTLEIW, OB, 2.1To
authenticate, run this command #28R L T X\, copy RY VA FERAT &, BEARM—
VVEELARY REBRICOE-LTY—IFIICHYRITZZ ENTEET,

Step 2 Log in to the ROSA CLI with your Bed Hat account token and create AWS account roles and policies

2.1 To autherticate, run this command:

‘,,f"'

rosa login ——token=" |
2.2 T create the recsiaaty acoint-wele roles and palicies quickly, e the detailt sita methad that's praveled in the ROSA O
rosa create accouni-rales --mode auto L]

) ¥ you would prefer bo marualy create the required rodes and policies within your AWS accoung, fallaw these instructians,

MEDON =2 vEHBLARWTLLEIWL,

DT YI SR —%TTOA4 T 27-DDREDAMRFHE LT, BEEINZTHY Y M2IF

OO—ILEBLUVRYY—AEHRLET, rosaCLI T, ZY T2V REFRATEET, Ak
lZ. 22BEINDTHO Y MEOO—IELUTRY —%2FKBLLIERTDAEASBLT
LIV, ZThICKRkbDAEIF. 2hosoO—ILER) Y —52FHTHERTEZIETT,
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https://aws.amazon.com/cli/

F2EFa1— MY F7I:ROSAWITHHCP D7 VT4 R—aveEFAObDY Y

5. A4 L, 7Aoo bAO—IIL%={ERHR LT, rosawhoami A R&=FERAL, 741774
F4—5HALFET, TOBEODY—IFILORAIIE. ROLDITHY FT,

aus ==wersion

i€/ 2. 0511 Pribandd. 01,7 Barwiasid, 2.8 sdurdefarnid prosgtlaff
FoRd VErElen

1.2.13

I: Yeur ROUSA CLT 1% wp to date
rosa login = poloams®

Legped in ag
rosa Creale ACCOURL-TOlES --BOSe JULD
I: Logped in as ° ' oon CBEEps:sfapl copenshi i com”
Validaning A cradentials. ..
M5 credestials are valigl

e ek a = regu i red e ais - Tery
Yerifying wheiher OpenShifi comsand-1ine tool 15 available...
CurrenE OgendhiTE Cliéat Verdian: 4.13, 11
[: Creating accoust roles
r t, the creste sccownt-reles (omsand creates twe sets of scosunt roles. oae for classic BROWA clusters. and ore for Hested Comtrod

: ssglagsie or =-hosted-cp

= MAN CErncaWs ;e e lpenihiTe- Issialier-Role”
'HManagedOganshif with ARM ' 1hi g ens CantrolPlane-Fale'
Maragedlpenshif L With ARN “arn:aw = Mp2riSh 1 T t-Wor ker -Rolle
FandgedDgensihi TE-5% 3 Fogeadh i FE-Suppart-Rale’

Iler-gole’ with AFN "3
rt-Role" wWith ABN “arn [ el nEh 171 -HOP-
F=E3le' WiLh ARN '@ | MG D SO SH 1 I E-HC P - RISA-Har

'L
ARS Accsunt D02
A% Defaulit Eegiom:
OCA APT:

anization Exduernal Db:
OCA Qrganization 10
GCM OFEan Tt icn Mass;

6. RRSNAEITY REBALTISRY—DTFOA XY NEBIBLET. 5 —FE copy R
IUES Yy I LT, §—3IFNICATY REBYRTET,

Deploy the cluster and set up access
Select a deployment method

]
Deploy with CLI

Run the create command in your terminal to begin setup in interactive mode. \

rosa create cluster L]

Mare information on CLIinstruction 4

7. RO LD AWS FOT7 7ML &FRAT %X, ~/.aws/credentials TIEE L7=T 7 # /L b LS
DO7AT77AILOVWTNNEFERLE T, rosacreate cluster A< > NIZ —profile
<profile_name> DL 74 —%3EBINT % &. 07V Kid rosa create cluster —profile stage ®
EIIRYES, TOF T avaEFERALT, AWSCLI 707 71 LABEINTVWRWES
iE. TI7AIRDAWSCLI 7O 7AICLY, AWSA VI SRAMNSVFv—D7TOT 74
IWIREDYV SR —IITTOAINBIINREINE T, HBKABAWS 7O7 74 )LIE. RO
WIFNDIDFIET:ERLE T,

8. VS5 AH—ZAH ANT B &, Hosted Control Plane AT 2 HhE I EaSALNFET, YES
EEIRLE T,

15



Red Hat OpenShift Serviccon AWS 4 Fa— kYU 7L

-~ Fosa create cluster
I: Enabling interactive mode
Cluster name: test-cluster-a87

? neplny cluster with Hosted Control Plane:

9. ROSAWIthHCP 7 S R4 —% T 704 § %56, BREDAWS THU Y N EEETIHEN
HYFET,
~ Fosa create cluster
I: Enabling interactive mode
? Cluster name: test-cluster-

! Deploy cluster with Hosted Enntrnl Plane Yes
! B11ling Account: [Use arrow e i

[Contract enab _r:LJ

o INAEMAINTULS RedHat #EFEIC) VI INTWBAWS THU Y NOADBRRINE
—g_o

o (VISAKZIIVF¥—AWSTAHDUY FHRAL AWSHBRTZEDT7Z AU Y MIY VI E

NTWBENEINCEBRARL, BEINZAWS 7HT Y MEROSAH—ERDFERICK
LTHREEINET,

o BEDAWSEKRLETHT Y MIXLTROSA DEMAEMICR D TWVWEINE I ETRT
A= —DRRINET,

o FTAFMICHR>TWAWAWS TPHDI Y NERBIRTBICIE., COFa—K~)T7ILORID
WS DOHWDFIEASBLTENEBNICL, VSRAY—FTAM AV NEEEICETT S
TmDICHERY—ERBEAHFILET,

10. ROFIETIE, 770420529 —ORMBILFHEMEZEELF T,
~ Fosa create cluster
Enabling TI'IIEI‘ECH\I'E mode
T Cluster name: test-cluster-@7
! Deploy cluster with Hosted Cﬂl‘ll‘.l‘ﬂl F"I.il'll! B
:' HilHng Account : ontract enablec
I _— e 35 h1'lHng; accnunt

T T e +

| Start Date |Dec 88, 7823

| End Date |Aug 17, 2824 |

| Number of vCPUS: | . |
| Mumber of clusters: | |

b e L P e P L E LTS

7 Dpenshift version (default = "4.14.8'):

> 4.14.8

.7
.6
.5

o INLDFEIX, TOFa—bM)T7IDHENTY, CLI A2FAHL TROSAwithHCP 75
A9 —DFTOAAAY NeRTIB2HEDHEME T 74 AT 3 v &FHRL 7 ROSA
WithHCP 7 5 24 — DR 2SR L T EX W,

25.WEB OV Y —I)L%AEA L/ ROSAWITHHCP 7V 224 —DF7 704 X
vk
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_with_hcp_clusters/#rosa-hcp-sts-creating-a-cluster-quickly

F2B Fa1— MY FI:ROSAWITHHCP D7 VT4 R—aveET7h9ovbDY >y

. Web AV Y —I)LEFRALTISRAY—%ERKT ZICIE. ROSADEY b7y T R—IJDTE+
P avIiliHhB2EBOA TV avERBIRLET,

(]
Deploy with web interface

You can deploy your cluster with the web interface.

D Your AWS account will need to be azseciated with yaur Red Hat account.

—

L Create with web interface

2. Web AV VY —I)LAEFEHALTROSA YV SRY —AERT BBEDRMNDAT Y FlE, I bhO—
WTL—VDBIRTY, Next RY V&V v T BREIIC. Hosted 7 7Y 3 VANEIRIhTW
DTEEERLTLIEIN,

Hested ="

Aun % Oz nShifl et wheie e contead plice b decoupled Maim the dala dlane, &d B eabed Pog 4 i - Uenast v ibdesd on & histed sereite duted, The dotd glafe B
o a weparabe nebwork comain that aloas segmemishon Between mansgement and warkload traths

« ool plane nesousc e e hoated in a Foed Ha? —csemed A0S acoount

o BT PESOai e ke o with TashEr Lkl er Creation

« Lower B inmastnucium cosis

« Red Hat SARE managed
A Cpesphascs certifoationm sealabli saon

A irtuad Privade Claud s reuirad
Tz crearie: & ADNRA cuser that s hosted by Bed Hat, yoi mast be able 1o create disters on a VPG

Lumien rrazsw abronst Wirtual Prrvate Clood B

Classic
Hun an Uparthdt cinter when the mnirod place and dabta plane sre ccuglded. [ha comired plare m heated by s ded cate orous: oF phyacal or victusl eedes anc the netwark

Tiach Fsmaned

w COneed il eSS e Fesated i G CraTi AW Bscil nk
+ Full complancs certficaton

« Hed Hat 5RE managed

-
4‘_._'_,_...--' &
i e t

3. RDRAFy T 7Aoo bheEO—I Tl ROSAYVSRIY—NFTO43h, VY —REHEED
JUOBETESAVISAMNSVFY—AWS 7HO Y MNAIRETEET,

AWS imfrastructure account

Select an AWS account that is associated with your Red Hat account or associate a new account, This account will
cantain the ROSA infrastructure.

Assaciated AWS infrastructure account * (5

- | Refrash J

How to assooiate a new AWS account

¢ ROSAVSRI—DTFTOAA4EDTH oY MHARRINAWVWIEEIE., How to associate a
new AWSaccount 27 ') v 2 LT, COBEEMFICEALT. 7AD > bA—ILDEMRFE
XD VI DIBHRAESRBLTLEIY,
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e ZhIillFrosaCLI #FARALZET,

o BHOAMMST7AHU Y NEFERALTHEY, ThoDFO7 7ML AWSCLI BICEREI N
TW35%BAIE. rosaCLI XY R%&EFEHAY 5 & X —-profile L 74 —% AL TAWS
7O 7 IV EEETTET,

4. BREDAWS 7HD Y ME, T<SCROEV S 3 VTERINET,
AWS billing account

This accaunt will be charged for your subscription usage. You can select an already connected AWS account ar sign in

to a different AWS account that you want to connect to BOSA
AWS Billing account * IE:I

- Refresh

Filter by account 1D

- Connect ROSA to a new AWS billing account esf.

o WAEMFAINTULS RedHatfAIC) VI INTWBAWS THDI Y NOADBRRINE
_a_o

o (VISAKNZIVF¥—AWST7HDY MHEL AWSHBRTZEDT7ZHO Y MIY VI X
NTWVWBEHNEIMNEFRRL., BEINLZAWS 7H 7Y MEROSA H—ERDFERICK
LTEEINZET,

o BEDAWSFERLETH VY MIX L TROSAZHWAEMIIR > TWEHLEI NERT A
VI —H— %R TEET,

o FIINFELAMIHA>TWARWAWS THY Y MEFEALAWEEIX, Connect ROSA to a
new AWS billing account #{#f L TROSAAWS OV Y —IR=JIZT7I AL, OJ4
VRICEWMETEET, KIFE. ZOFa—bMI)TITHBELAFIBEICES>T, ThTh
DAWS THD Y NEERT 2D, AWST7HD Y NOBEEBHEITIKRFAL T XL,

BEREDAWS 7HY Y NOBIRUBOFIEIL, COFa1—MY TILOEFHEATT,

BIER R

o CLIZFERHLTYISRY—%ERT BAEIE. CLI Z£H L7 ROSA with HCP 7 5 24 —D1E
B ESRBLTLEITW,

® WebAYVY—)LEFEALTROSAYSRI—DTTAOAAY NeRT 2 EDFME.
DFENR ZSRLTILEIW,
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_with_hcp_clusters/#rosa-hcp-sts-creating-a-cluster-cli_rosa-hcp-sts-creating-a-cluster-quickly
https://cloud.redhat.com/learning/learn:getting-started-red-hat-openshift-service-aws-rosa/resource/resources:how-deploy-cluster-red-hat-openshift-service-aws-using-console-ui

FITFa— MY FI:ROSASTS T7O4 XV b DIERDIREL

FEIZEF 21— MY TFTIL:ROSASTS 704 X NDIERDIREE

ROSA 75 R9—DF7OAIEDITIE. THDVY ML > THREAO—ILEHERISYR—MIhTW
ZENHY £F, AWS Service Control Policies (SCP) &, 1 >~ X b —F—F /=13 Operator O—JLIC
SOoTITHLNZAPIRUYELEZTOY VI TEE A,

ROSA @ STS WhixA Y A M —JVICIERIAM )Y — XD #lIE, STSA#EHT 5 ROSA Y S RAY—D
IAM )Y —=ZIZDWT #SBLTLEIL,

ZDHA RIFROSAVANX TREEINTWET,

3.1 HR &M
o AWSCLI
® ROSACLIVI.2.6
® jqCLlI

o NWELIERAEZEDAWS O—IL

3.2. ROSA #R DIREE

ROSA ICIHERIERAZWIET 211, AWS )Y —REER L TWARWRET, ROEY Y 3 VICTERT
29) FhERTLET,

DRV Y T KL rosa. aws, BLUVjqCLIOYY RAEFAL T, BEDAWSHREICERKRINTWL
27h0Y NOERODHIEICERINDZ 7 7 A IIVEEET ALV MY —ITERLET,

AWS Policy Simulator Z{#H L T, jq IC& > THEINAZ APIFUHE LICKH L TE&O—ILRY o —0DtE
FREMREEL £9, fERIE. results NEMINETFRAN T 74 NVIREINE T,

DRI TME REOTZHI VY RNE) =V avDERAHERTDLIICETFINTVET,

3.3. FAFIE

L. R2YTMNEFERTSICIE, bash ¥ —IFILTROAYY RERTFTLET (pA T avid
O—ILDEBEFHEEELET),

$ mkdir scratch
$ cd scratch
$ cat << 'EOF' > verify-permissions.sh
#!/bin/bash
while getopts 'p:' OPTION; do
case "$OPTION" in

P)
PREFIX="$OPTARG"

?)
echo "script usage: $(basename \$0) [-p PREFIX]" >&2
exit 1
esac

done
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/cli_tools/#rosa-get-started-cli
https://stedolan.github.io/jq/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
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shift "$((SOPTIND -1))"
rosa create account-roles --mode manual --prefix $PREFIX
INSTALLER_POLICY=$(cat sts_installer_permission_policy.json | jq )
CONTROL_PLANE_POLICY=$(cat sts_instance_controlplane_permission_policy.json | jq)
WORKER_POLICY=$(cat sts_instance_worker_permission_policy.json | jq)
SUPPORT_POLICY=$(cat sts_support_permission_policy.json | jq)
simulatePolicy () {

outputFile="${2}.results"

echo $2

aws iam simulate-custom-policy --policy-input-list "$1" --action-names $(jq '.Statement |
map(select(.Effect == "Allow"))[].Action | if type == "string" then . else .[] end' "$2" -r) --output
text > $outputFile
}
simulatePolicy "$INSTALLER_POLICY" "sts_installer_permission_policy.json"
simulatePolicy "$CONTROL_PLANE_POLICY"
"sts_instance_controlplane_permission_policy.json"
simulatePolicy "$WORKER_POLICY" "sts_instance_worker_permission_policy.json"
simulatePolicy "$SUPPORT_POLICY" "sts_support_permission_policy.json"
EOF
$ chmod +x verify-permissions.sh
$ ./verify-permissions.sh -p SimPolTest

2. A9 TFIDPET LS, BRI 7ML EERELT. RELAPIEUTHE LA 7O IINT
WRWZ EEBEALET,

I $ for file in $(Is *.results); do echo $file; cat $file; done

HARUTOE S ICHRY FT,

sts_installer_permission_policy.json.results
EVALUATIONRESULTS autoscaling:DescribeAutoScalingGroups allowed *
MATCHEDSTATEMENTS PolicylnputList.1 IAM Policy
ENDPOSITION 6 195

STARTPOSITION 17 3

EVALUATIONRESULTS ec2:AllocateAddress  allowed *
MATCHEDSTATEMENTS PolicylnputList.1 IAM Policy
ENDPOSITION 6 195

STARTPOSITION 17 3

EVALUATIONRESULTS ec2:AssociateAddress allowed *
MATCHEDSTATEMENTS PolicylnputList.1 IAM Policy

pa )

TooavhrTOvIINTWSRIGEIR. AWSHRHET 2T —%2HEL. B
BEICHRLT, SCPICL>TRERLAPIFUCHELATOY 73 TWSENE
IR LTSI,



#$54% CLOUDWATCH A4 & STS OOV iRxED:%

4% CLOUDWATCH O 4 & STS WO JEr iDL TE

ZOF 21— M1 7ILTIE, RedHat OpenShift Logging Operator 27 704 L. Security Token
Services (STS) FREE % A L TA Y % CloudWatch ICEriE T 2 L I ICREL X T

(1} =355
® Red Hat OpenShift Service on AWS (ROSA) Classic 7 7 A% —
¢ jqAYYRSAVAVH—T 4R (CLI

® Amazon Web Services (AWS) CLI (aws)

4.1 IRIBDERTE

L ROBREHZREL. BEVDISIRAI—ICEDETIFRI—BEZZEELIY,

pa 3
BEEELTATA VL TVWBRENHY T,

$ export ROSA_CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//)

$ export REGION=$(rosa describe cluster -c ${ROSA_CLUSTER_NAME} --output json | jq -r
.region.id)

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o json | jq -r
.spec.serviceAccountlssuer | sed 's|*https:/||")

$ export AWS_ACCOUNT_ID="aws sts get-caller-identity --query Account --output text’

$ export AWS_PAGER=""

$ export SCRATCH="/tmp/${ROSA_CLUSTER_NAME}/clf-cloudwatch-sts"

$ mkdir -p ${SCRATCH}

2. ROEIV D aVIEDRIIC, TRTDITA—ILRAELLEAINTWEB I EAERLTLKE
T,

$ echo "Cluster: ${ROSA_CLUSTER_NAME}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT _ID}"

42.AWS 7 h v ND#fE

1. OF > J B Identity Access Management (IAM) /R 1) & —&/ER L £,

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?PolicyName=="RosaCloudWatch'].
{ARN:Arn}" --output text)
$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": [

21
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"logs:CreateLogGroup”,
"logs:CreateLogStream”,
"logs:DescribeLogGroups”,
"logs:DescribeLogStreams”,
"logs:PutLogEvents”,
"logs:PutRetentionPolicy"

1,

"Resource": "arn:aws:logs:*:*:*"

}
]

}
EOF

POLICY_ARN=$(aws iam create-policy --policy-name "RosaCloudWatch" \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn --output text)
fi

$ echo ${POLICY_ARN}

2. VSR —DIAMO—JLEFER) >—&FRLET,

$ cat <<EOF > ${SCRATCH}/trust-policy.json
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal”: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/${OIDC_ENDPOINT}"
}
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": "system:serviceaccount:openshift-logging:logcollector”

}
1]

}
EOF

$ ROLE_ARN=$(aws iam create-role --role-name "${ROSA_CLUSTER_NAME}-
RosaCloudWatch" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \

--query Role.Arn --output text)
$ echo ${ROLE_ARN}

JLIAMARY Y —A IAM O—JLICEY LU TET,

$ aws iam attach-role-policy --role-name "${ROSA_CLUSTER_NAME}-RosaCloudWatch" \
--policy-arn ${POLICY_ARN}

4.3. OPERATOR D77 O4

1. Red Hat OpenShift Logging Operator #7704 L9,

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/vialphat
kind: Subscription
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metadata:
labels:
operators.coreos.com/cluster-logging.openshift-logging: ™"
name: cluster-logging
namespace: openshift-logging

spec:
channel: stable
installPlanApproval: Automatic
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

EOF

2. 9_9 I/\y I\%{/Eﬁibi-a_o

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: cloudwatch-credentials
namespace: openshift-logging
stringData:
role_arn: $ROLE_ARN
EOF

4.4. 7529 —0OF Y T DFHRE
1. ClusterLogForwarder 1 2% A1) —Z (CR) Z{ER L £ 9,

$ cat << EOF | oc apply -f -
apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: namespaceName
groupPrefix: rosa-${ROSA_CLUSTER_NAME}
region: ${REGION}
secret:
name: cloudwatch-credentials
pipelines:
- name: to-cloudwatch
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- Ccw
EOF
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2. ClusterLogging CR Z{Em L £ 9,

$ cat << EOF | oc apply -f -
apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
managementState: Managed
EOF

4.5. CLOUDWATCH o O & O#EsR

o AWSOVY—I)LFELIEAWSCLI #FRLT, 75R9—D5007AN)—LDHDIE%
MEEL 9,

o AWSCLITAYVZREET ZICIE, ROAYY RZETLET,

$ aws logs describe-log-groups --log-group-name-prefix rosa-
${ROSA_CLUSTER_NAME}

H A B

{
"logGroups": [
{
"logGroupName": "rosa-xxxx.audit",
"creationTime": 1661286368369,
"metricFilterCount": 0,
"arn": "arn:aws:logs:us-east-2:xxxx:log-group:rosa-xxxx.audit:*",
"storedBytes": 0

"logGroupName": "rosa-xxxx.infrastructure",

"creationTime": 1661286369821,

"metricFilterCount": 0,

"arn": "arn:aws:logs:us-east-2:xxxx:log-group:rosa-xxxx.infrastructure:*"
"storedBytes": 0

’

R

INDFHLWI S RY—DFEIE. 77XV Tr—2avprEEETINTULA
W7z, application O 70OV 7 )L—FHARKINBRVTREESH Y &
-g_Q

46. )V =209 )= T v T
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#$54% CLOUDWATCH A4 & STS OOV iRxED:%

. ClusterLogForwarder CR % HIfR L £ 9

I $ oc delete -n openshift-logging clusterlogforwarder instance
. ClusterLogging CR #HIf& L £ 7,

I $ oc delete -n openshift-logging clusterlogging instance
CIAM O—=I DS IAMRY S —DEIY B TEBRLET,

$ aws iam detach-role-policy --role-name "${ROSA_CLUSTER_NAME}-RosaCloudWatch" \
--policy-arn "${POLICY_ARN}"

CAM O—JLEEIBRLE T,

I $ aws iam delete-role --role-name "${ROSA_CLUSTER_NAME}-RosaCloudWatch"
CJAM R Y S —ZHIBRL F T

BF

IAM AR >—lE, ZORYD—EFHLTWBMHBDY Y —IABRWIZGEIZDHE
BRLTLEXW,

I $ aws iam delete-policy --policy-arn "${POLICY_ARN}"
. CloudWatch AZ 7 IL—7%HIBR L7,

$ aws logs delete-log-group --log-group-name "rosa-${ROSA_CLUSTER_NAME}.audit"
$ aws logs delete-log-group --log-group-name "rosa-
${ROSA_CLUSTER_NAME}.infrastructure"
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BEE5E Fa1— MY 7JL: AWS WAF & AMAZON CLOUDFRONT %
FALAZROSAT—- 00— RDRE

AWSWAF IEWeb 7 ) r—>a v 7747 94— TY, RETROWeb 7Y r—>av)y—
AICEEINDZHTITP B LVOHTTPS ERAEBERTEET,

Amazon CloudFront Z £ L T. Web Application Firewall (WAF) % Red Hat OpenShift Service on
AWS (ROSA) 7—7B0—RIEINTEEY, ARV ) 1—YavaFERTEE. WAF OUNIEBICE S
P—EREENS ROSA )Y —RA%={RETZET,
5.1. Al M4

® ROSAClassic 7 5 A% —,

® OpenShift CLI (0€) IC7 72X TE %,

e AWSCLI(aws) K77 R TX 3,

5.1.1. B1E%F

o RIEEHZERLIY,

$ export AWS_PAGER=""

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//')

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${CLUSTER_NAME}/cloudfront-waf"

$ mkdir -p ${SCRATCH}

$ echo "Cluster: ${CLUSTER_NAME}, Region: ${REGION}, AWS Account ID:
${AWS_ACCOUNT_ID}"

52. R LKA AV DERE
BE (BLUVT 74 N) U5 A% —Ingress Controller H 5D WAF RERROAE NS 71 v I %+

TAV MET B0, A% Y —Ingress Controller 2339 2 BN H Y £F, ROSA Tld.
Custom Domain Operator ZfEA LTI NZITWE T,

([} =355
o —E D RKXAA Y (*.apps.<company_names.io 73t &)

o HRHLSAN F7/ET 4L KH— NiERAZE (CN=*.apps.<company_names>.io 72 &)

FIa
LELWIO ) MEERNRT S

I $ oc new-project waf-demo
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Fo5E Fa1— MY 7IL: AWS WAF & AMAZON CLOUDFRONT A L7= ROSA 7—/ O— KD{R#E

2. BT ENBAEEISHLWVWTLS > —2 Ly MR L £, fullchain.pem (X5 £7%7 1
W RA— REAEF = — (PEGIAEZEZ 2 L), privkey.pem (&7 1)L K — REEERZE DR
ﬁr“’a—o

B

I $ oc -n waf-demo create secret tls waf-tls --cert=fullchain.pem --key=privkey.pem

3. ##® CustomDomain H X% L)Y —Z (CR) Z{EK L £,

waf-custom-domain.yaml Dl

apiVersion: managed.openshift.io/vialphat
kind: CustomDomain
metadata:
name: cloudfront-waf
spec:
domain: apps.<company_names.io ﬂ
scope: External
loadBalancerType: NLB
certificate:
name: waf-tls
namespace: waf-demo
routeSelector:
matchLabels:
route: waf

ARG LRAA Y,

9 CustomDomain ingress IC& > TIREINZIL—F DEY M2 T4 5 —LFET, D
Fa—hUTPLTEwaf L—hELIY—Z2FRALETH, EZEELBEVE. T4
7 —EFThbhEFR A

4. CR=HERALZEY,

B

I $ oc apply -f waf-custom-domain.yaml

5 AR LR A4 Ingress Controller ©*7 704 Ih, Ready A7 —4% RICHR>TWB I &%
mERLET,

I $ oc get customdomains
5l

NAME ENDPOINT DOMAIN STATUS
cloudfront-waf  xxrywp.<company_names>.cluster-01.oplIn.s1.openshiftapps.com *.apps.
<company_name>.io Ready

5.2.1. AWS WAF D% FE
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AWS WAF H—ERIEWeb 7V —23 07 74T 04—ILTTF, ROSAZREDRENRD Web 7
T)VHr—2a3 v )Y —RIEEINB HTTP BLCHTTPS ERA B, &, HlIHTXZT,

1. Web ACL ICEAT 5 AWSWAF IL—IL 7 74 ILBEERLE T,

$ cat << EOF > ${SCRATCH}/waf-rules.json

[

{
"Name": "AWS-AWSManagedRulesCommonRuleSet",

"Priority": 0,
"Statement™: {
"ManagedRuleGroupStatement™: {
"VendorName": "AWS",
"Name": "AWSManagedRulesCommonRuleSet"

}
7

"OverrideAction": {
"None": {}
b
"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesCommonRuleSet"

}
},

{
"Name": "AWS-AWSManagedRulesSQLiRuleSet",

"Priority": 1,
"Statement™: {
"ManagedRuleGroupStatement": {
"VendorName": "AWS",
"Name": "AWSManagedRulesSQLiRuleSet"

}
7

"OverrideAction": {
"None": {}
13
"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesSQLiRuleSet"
}
}
]
EOF
ZhickY, 37 (HB)BLUVSQALAWS ¥ R—TY RIb—I)bty MBABEMICAY T,
2. LEETEELLL—ILZFERAL T, AWS WAF @ Web ACL Z/ERX L £7,

$ WAF_WACL=$(aws wafv2 create-web-acl \
--name cloudfront-waf \
--region ${REGION} \
--default-action Allow={} \
--scope CLOUDFRONT \
--visibility-config
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SampledRequestsEnabled=true,CloudWatchMetricsEnabled=true,MetricName=${CLUSTER_N
AME}-waf-metrics \

--rules file://${SCRATCH]}/waf-rules.json \

--query 'Summary.Name'\

--output text)

5.3. AMAZON CLOUDFRONT D& E
1L FTLLKER L7 R s KX A > Ingress Controller D NLB /R A & EEEL £,

$ NLB=$(oc -n openshift-ingress get service router-cloudfront-waf \
-0 jsonpath='{.status.loadBalancer.ingress[0].hostname}')
$ echo "Origin domain: ${NLB}"

2. 3EBAZE % Amazon Certificate Manager IC1 Y /R— b L& 9, cert.pem (&7 1 JL KA — KEEBA
£&. fullchain.pem (7 1 )L KA— REEBAEDF = — >, privkey.pem (&7 1 JL K 71— N3EFA
EOMWEHETT,

= 1o}
CDIREIF., VSR FTOM4IhTWB ) —Y 3 VICERA < us-east-

114 VR—MNTBRELNHY FF, Amazon CloudFront (&4 O —/3)L AWS
Y—ERXATHDBEHTT,

B

$ aws acm import-certificate --certificate file://cert.pem \
--certificate-chain file://fullchain.pem \
--private-key file://privkey.pem \
--region us-east-1

3. AWSOvyY—JLicas4 v LT, CloudFront 74 A MY Ea2—>avaEEHRLET,

4. ROBEHRAEFEHEL T, CloudFront T4 AR E2—Y 3 VAR ELET,

)z 6
UTORTAH T aVHMBEINTVLWARWESIE, 774 MDFEFICLTHEE
T (EETEHEBEBUVEEA),

AT av &

Origin domain tEoavy koAl

Name rosa-waf-ingress [%]

Viewer protocol policy Redirect HTTP to HTTPS

Allowed HTTP methods GET, HEAD, OPTIONS, PUT, POST, PATCH,

DELETE
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AFvav &

Cache policy CachingDisabled

Origin request policy AllViewer

Web Application Firewall (WAF) Enable security protections
Use existing WAF configuration true

Choose a web ACL cloudfront-waf

Alternate domain name (CNAME) * apps.<company_name>.io [3]

Custom SSL certificate FDRFY FTAVR— N LB E % &R 4]

1. origin domain ZE{§9 % IZ(k. echo ${NLB} Z#=E1T L F 7,
2. BED USRI —DHBFEIE. VI VDEFN—BTHD I EEHRLTLEIL,

3. ZhiE. BRI L KRXA 2 Ingress Controller DERRICER LAT7AILRA—RRKAL V&
BLTHIBELNHY T,

4. Zhix., ETAALT alternate domainname EECTHBIZHEHIHY £,

5. Amazon CloudFront ¥4 ANYEa2—>a Y IVRRAVNEREBLET,

$ aws cloudfront list-distributions --query "DistributionList.ltems[?Origins.ltems[?
DomainName=="${NLB}']].DomainName" --output text

6. CNAME D HRILDTAIVRA—RRKAALVDDNS %, BIRORXT Y 7D Amazon
CloudFront ¥4 ANYEa2—Ya v IV RRA Y MIEFLET,

B

I *.apps.<company_name>.io CNAME d1b2c3d4e5f6g7.cloudfront.net

54 V7NV TT)r—varyor7aq
1. HelloWorld 7 7V r—>av%a7704 LET,
I $ oc -n waf-demo new-app --image=docker.io/openshift/hello-openshift
2. ARG LKA VEERELTT T S—2avDI—MEERLET,
B
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$ oc -n waf-demo create route edge --service=hello-openshift hello-openshift-tls \
--hostname hello-openshift.apps.<company_namex>.io

3= HMITIRIVERIFT, BRI L RKAA Y Ingress Controller NDT7 7 2R LE T,

I $ oc -n waf-demo label route.route.openshift.io/hello-openshift-tls route=waf

5.5.WAF O 7 R k

1. 771 H Amazon CloudFront DEERT7 VA TES2 &5 TAMNLET,

B

I $ curl "https://hello-openshift.apps.<company_names.io"

Hh
I Hello OpenShift!

2. WAF AR ERERAERTTSHIEE=TAMNLET,

B

$ curl -X POST "https://hello-openshift.apps.<company_name>.io" \
-F "user='<script><alert>Hello></alert></script>""

H A B

<html>

<head>«title>403 Forbidden</title></head>
<body>

<center><h1>403 Forbidden</h1></center>
</body>

</html

FHI N 2R (1% 403 Forbidden T5—T3, TOIS—ERInhiE, 77V 5—>avizd
AWSWAF IC& > TIREINTWET,

5.6. FEAEER
¢ RedHat R¥Fa XY ND 77U =23 YVDARYLRAALY

® YouTube M Adding Extra Security with AWS WAF, CloudFront and ROSA | Amazon Web
Services
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F6E Fa1— MY 7)L: AWS WAF & AWS ALB %#{#H L 7= ROSA
D—4- 00— RDRE

AWSWAF IEWeb 7 ) r—>a v 7747 94— TY, RETROWeb 7Y r—>av)y—
AICEEINDZHTTP B LVOHTTPS EXRA2EBERTEET,

Amazon CloudFront Zf#f L T. AWS Application Load Balancer (ALB) % Red Hat OpenShift Service
on AWS (ROSA) 7—/ O— RIZEMTEET, ARV a—2arvzERATEE. WAF DLIEICEL S
HP—EREEHNS ROSA )Y —RA%={RETE XY,

= o-1o)
ALBR—=Z2DYV ) a—>a v FRITIVEIH B8 %RE. CloudFront AR\ Z1{F
I3l &5#RELET,

6.1. HIfR S

R

AWSALB ICIE, YILFAZIVSRY—E, V53R —ERLEVPCHD 3 DD AZ IZHE
INE3D2ONRNTY v I8 TRy NBRBRETY,

® T J)LF AZROSA Classic 7 5 RH —,
® OpenShift CLI (0€) IC7 72X TE %,

e AWSCLI(aws) K77 ERTX 3,

6.1.1. IRIELTE
o BIETHAKEMBLET,

$ export AWS_PAGER=""

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//')

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https://||")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${CLUSTER_NAME}/alb-waf"

$ mkdir -p ${SCRATCH}

$ echo "Cluster: ${CLUSTER_NAME}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

6.1.2. AWSVPC &EH T XRvy b

pz o-1o)
ZDEIYavii, BEOVPCICT 7/ OAINEISRY—ICOIHBERINET, 75

29 —5BEFEDOVPCICT7AA Liah>kBEIE. TOEIVavEIAxFy LT, %
DEDAVAN=—ILEID I VIEATLEIY,
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F6x= Fa— MY 7IL: AWS WAF & AWS ALB L 7= ROSA 77— O0— KD{R:#

L LTFOZE#HA, ROSAT7O4 XY MIAbECEYAEICEELEXT,

$ export VPC_ID=<vpc-id>
$ export PUBLIC_SUBNET_IDS=<public-subnets>
$ export PRIVATE_SUBNET_IDS=<private-subnets>

2. VSR —ZEFARALTISAY—DVPCICY VHEBMLET,

$ aws ec2 create-tags --resources ${VPC_ID} --tags
Key=kubernetes.io/cluster/${ CLUSTER_NAME},Value=owned --region ${REGION}

3NTVwoHTxy MY TEEBMLET,

$ aws ec2 create-tags \
--resources ${PUBLIC_SUBNET_IDS} \
--tags Key=kubernetes.io/role/elb,Value="\
--region ${REGION}

4. T3AR—( YTy MY TEEBMLES,

$ aws ec2 create-tags \
--resources "${PRIVATE_SUBNET_IDS}"\
--tags Key=kubernetes.io/role/internal-elb,Value="\
--region ${REGION}

6.2. AWS LOAD BALANCER OPERATOR O 7 704

AWS Load Balancer Operator &, ROSA 7 5 X4 —RA® aws-load-balancer-controller D1 > X% ~
REAVAM—), BB, RETDLHDIHEALET., ROSAICALBAET7OM 9 5ICIE. F3 AWS
Load Balancer Operator 27 7041 § 2 ENHY T,

1. AWS Load Balancer Controller ® AWSIAM R & —A&{ER L £,

T

R

ZORY>—IF, 7v TRMNY)—L®D AWS Load Balancer Controller IR 1) & —
ICINAT, TRy PEIZY THERT DERIPSBIGINE T, i
Operator ' ERET 27O ICMETT,

$ oc new-project aws-load-balancer-operator
$ POLICY_ARN=$(aws iam list-policies --query \

"Policies[?PolicyName=="aws-load-balancer-operator-policy'].{ARN:Arn}" \

--output text)
$if [ -z "${POLICY_ARN}" ]]; then

wget -O "${SCRATCH}/load-balancer-operator-policy.json" \

https://raw.githubusercontent.com/rh-mobb/documentation/main/content/docs/rosa/aws-

load-balancer-operator/load-balancer-operator-policy.json

POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn \

--output text iam create-policy \

--policy-name aws-load-balancer-operator-policy \

--policy-document "file://${SCRATCH}/load-balancer-operator-policy.json")
fi
$ echo $POLICY_ARN
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2. AWS Load Balancer Operator ® AWS IAM {S38/R 1) & — % ER L £,

$ cat <<EOF > "${SCRATCH]}/trust-policy.json"
{

"Version": "2012-10-17",

"Statement”: [

{

"Effect": "Allow",

"Condition": {

"StringEquals” : {

"${OIDC_ENDPOINT}:sub": ["system:serviceaccount:aws-load-balancer-operator:aws-
load-balancer-operator-controller-manager”, "system:serviceaccount:aws-load-balancer-
operator:aws-load-balancer-controller-cluster"]

}

b
"Principal": {

"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity"
}

]

}
EOF

3. AWS Load Balancer Operator @ AWS IAM O—J)L%{ER L £ 9,

$ ROLE_ARN=$(aws iam create-role --role-name "${CLUSTER_NAME}-alb-operator" \
--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \
--query Role.Arn --output text)

$ echo $ROLE_ARN

$ aws iam attach-role-policy --role-name "${CLUSTER_NAME}-alb-operator" \
--policy-arn $POLICY_ARN

4. L HER L7 AWSIAM O— )L %A B| X 3 (F 7= D AWS Load Balancer Operator HD > — 7%
Ly befERLET,

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
stringData:
credentials: |
[default]
role_arn = SROLE_ARN
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

5. Red Hat AWS Load Balancer Operator 4 Y A b—JL L & 9,

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1

34



Fe=mFa— MY F7IL: AWS WAF & AWS ALB ZfEf L 7= ROSA 77— O0— KD{ZE#E

kind: OperatorGroup
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
upgradeStrategy: Default
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
channel: stable-v1.0
installPlanApproval: Automatic
name: aws-load-balancer-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: aws-load-balancer-operator.v1.0.0
EOF

6. JRM Operator M L T. AWS Load Balancer Controller D4 Y24 Y X% 7704 LT,

pa )

ITIZT—ARELLGEE. PLEF>THLEBATLTCEIN, ZT5—
HETDHDIE. Operator BERLA VA R—=ILERTLTWRVWADHTT,

$ cat << EOF | oc apply -f -
apiVersion: networking.olm.openshift.io/v1
kind: AWSLoadBalancerController
metadata:
name: cluster
spec:
credentials:
name: aws-load-balancer-operator
enabledAddons:
- AWSWAFv2
EOF

7. OperatorPod &Y FO—5—Pod DEAHINEITINTWVWE I E%ERELET,

I $ oc -n aws-load-balancer-operator get pods

RDEIBRAYE—IDNRFIINTT, KRRINBVWESE, PLE>THLBEATLTLE
TN,

NAME READY STATUS RESTARTS AGE
aws-load-balancer-controller-cluster-6ddf658785-pdp5d 1/1 Running 0 99s
aws-load-balancer-operator-controller-manager-577d9ffcb9-w6zgn 2/2  Running 0
2m4s

63. YV TINT I sb—aryoF7OqA
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LYY IN7FYr—yavBicpLw oy baERLE T,

I $ oc new-project hello-world

2. HeloWorld 7 7V or—>ava5F7O04 LFET,

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

3. BRIICEREADY—ER )Y —R% NodePort —ER4 14 FICEHELET,

I $ oc -n hello-world patch service hello-openshift -p '{"spec":{"type":"NodePort"}}'

4. AWS Load Balancer Operator Z{#H L TAWSALB #7704 L&Y,

$ cat << EOF | oc apply -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

name: hello-openshift-alb

namespace: hello-world

annotations:

alb.ingress.kubernetes.io/scheme: internet-facing

spec:

ingressClassName: alb

rules:

- http:
paths:
- path: /
pathType: Exact
backend:
service:
name: hello-openshift
port:
number: 8080

EOF

5. AWSALBIngress T KR4 >~ h%& curl LT, HelloWorld 7 7)o —>avIl7 IV ERATE
B EEHARBLIT,

pa )

AWSALB O 7OEY 3 =2 ZIlIE#Ba s MY £9, curl: (6) Could not resolve
host t W) TS5 —ARRINLGEIE. FELTHLHEATLTLEIL,

$ INGRESS=$(oc -n hello-world get ingress hello-openshift-alb -o
jsonpath='{.status.loadBalancer.ingress[0].hostname}’)
$ curl "http:/${INGRESS}"

H A B

I Hello OpenShifi!
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6.3.1. AWS WAF D& 7E

AWS WAF H—ERIEWeb 7V —23 07 74T 04—ILTT, ROSAZLREDRENRD Web 7
T)VHr—2a v )Y —REEINBHTTP BLCHTTPS ERA B, &, HlIHTXZT,

1. Web ACL ICEAT 2 AWSWAF IL—IL 7 7 A ILBEERLE T,

$ cat << EOF > ${SCRATCH}/waf-rules.json

[

{
"Name": "AWS-AWSManagedRulesCommonRuleSet",

"Priority": 0,
"Statement™: {
"ManagedRuleGroupStatement™: {
"VendorName": "AWS",
"Name": "AWSManagedRulesCommonRuleSet"

}
7

"OverrideAction": {
"None": {}
b
"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesCommonRuleSet"

}
},

{
"Name": "AWS-AWSManagedRulesSQLiRuleSet",

"Priority": 1,
"Statement™: {
"ManagedRuleGroupStatement": {
"VendorName": "AWS",
"Name": "AWSManagedRulesSQLiRuleSet"

}
7

"OverrideAction": {
"None": {}
13
"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesSQLiRuleSet"
}
}
]
EOF
ZhickY, 37 (HB)BLUVSQLAWS ¥ Rx—Y RKIb—I)Lbty MBBEMICAY £,
2. LEETEELLL—ILZFERAL T, AWS WAF @ Web ACL Z/ER L £7,

$ WAF_ARN=$(aws wafv2 create-web-acl \
--name ${CLUSTER_NAME}-waf \
--region ${REGION} \
--default-action Allow={} \
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--scope REGIONAL\

--visibility-config
SampledRequestsEnabled=true,CloudWatchMetricsEnabled=true,MetricName=${CLUSTER_N
AME}-waf-metrics \

--rules file://${SCRATCH]}/waf-rules.json \

--query 'Summary.ARN'"\

--output text)

3. Ingress 1) YV —ZIZ AWS WAF D Web ACLARN D7 /T —ava[iTFxzd,

$ oc annotate -n hello-world ingress.networking.k8s.io/hello-openshift-alb \
alb.ingress.kubernetes.io/wafv2-acl-arn=${WAF_ARN}

4. W—IHDRBINZEITIONFL, 77V r—2a v EEeaEdy 20T AN LET,

I $ curl "http:/${INGRESS}"
H A B
I Hello OpenShift!
5. WAF "R EREREZHEETHI 2T AMLET,

$ curl -X POST "http://${INGRESS}" \
-F "user='<script><alert>Hello></alert></script>""

H A B

<html>

<head><title>403 Forbidden</title></head>
<body>

<center><h1>403 Forbidden</h1></center>
</body>

</html

FHI N 2R 403 Forbidden T5—T3, ZOIS—mERInhiE, 77V 5—>a Vi
AWSWAF IC& > TIREINTWET,

6.4. B EIER
o RedHat R¥axXY D TTUT—2aYDARILRAAY

® YouTube M Adding Extra Security with AWS WAF, CloudFront and ROSA | Amazon Web
Services
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F7E F1— MY FI:ROSA T S5AY—~A®D OPENSHIFT API FOR DATA PROTECTION ®F7O4

F7EZEF 21— M) T7IL:ROSA VS5 XY —~D OPENSHIFT API
FOR DATA PROTECTION ®F 7 0O4

BF

ZDAVTVYVIERedHat DT F R/N—KDMER L7EDTITH, HHR—IFFRDITA
TOHRETEFLETRAMNINTVWEHA,

AR

® ROSAClassic 7 2 X% —

R
o RIEEHZERLIY,

-

pa )

ROSAVZRY—IC—HITBLDIICIVSRI—Z%ZEEL, EEEELLTIIR
F—IlATA 2 LTWB I 2R L TLREIW, RIEDHIIC, INTOD
74—V RAELLHAINTVWE I EZHEBLTIREIW,

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//)

$ export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME]} --output json
| ja -r.id)

$ export REGION=$(rosa describe cluster -c ${CLUSTER_NAME} --output json | jq -r
.region.id)

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https://||")

$ export AWS_ACCOUNT_ID="aws sts get-caller-identity --query Account --output text’

$ export CLUSTER_VERSION="rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d '."

$ export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

$ export AWS_PAGER=""

$ export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

$ mkdir -p ${SCRATCH}

$ echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

71.AWS 7 H Y M DR
. S37VREHATBIAMRY > —BERLET,

$ POLICY_ARN=$(aws iam list-policies --query "Policies[?PolicyName=="RosaOadpVer1'].
{ARN:Arn}" --output text)

if [ -z "${POLICY_ARN}" ]]; then

$ cat << EOF > ${SCRATCH}/policy.json

{

"Version": "2012-10-17",

"Statement": |

{
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"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts",
"ec2:DescribeSnapshots",
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumesModifications",
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

],

"Resource": "*"

}

I
EOF

$ POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVeri" \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \

--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-oadp
\

--output text)

fi

$ echo ${POLICY_ARN}

2. VSR —DIAMO—JLEFER) >—&FRLET,

$ cat <<EOF > ${SCRATCH]}/trust-policy.json
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition™: {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
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"system:serviceaccount:openshift-adp:openshift-adp-controller-manager”,
"system:serviceaccount:openshift-adp:velero"]

}
1]

}
EOF

$ ROLE_ARN=$(aws iam create-role --role-name \

"${ROLE_NAME}" \

--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \

--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-adp Key=operator_name,Value=openshift-oadp \

--query Role.Arn --output text)

$ echo ${ROLE_ARN}

JLIAMARY Y —A IAM O—JLICEY LU TET,

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN}

7.2. 7 2 RX89—~DOADP OF 704

1. OADP @ namespace =/Em L £,

I $ oc create namespace openshift-adp
2. FRELEHRDY—U Ly MEERLEFT,

$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCH}/credentials

3. OADP Operator #7704 L £ ¥,

pa )

IRIE. Operator D/X—2 3 ¥ 11 Tl&, /N 27 v 71 PartiallyFailed 2 7— %
AICBRBEVWHIRBBELIHYET, ChiENy I 7y TEETOT7OERITIIHE
LARWERbhFTN, ThICEET RELIHZODFENVETT,

$ cat << EOF | oc create -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup

metadata:

generateName: openshift-adp-
namespace: openshift-adp
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name: oadp

spec:

targetNamespaces:

- openshift-adp

apiVersion: operators.coreos.com/vialphaft
kind: Subscription

metadata:

name: redhat-oadp-operator

namespace: openshift-adp

spec:

channel: stable-1.2

installPlanApproval: Automatic

name: redhat-oadp-operator

source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

4. Operator DEFEHES FTHLE T,

$ watch oc -n openshift-adp get pods

H A B

NAME READY STATUS RESTARTS AGE
openshift-adp-controller-manager-546684844f-qgjhn  1/1

5 92O RAML—Y%ERLET,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:

key: credentials

name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

I $ oc get pvc -n <namespace> ﬂ

ﬂ 7 Y4 — 3> ® namespace EF AALE T,

H A B

Running 0

6. PTUVTr—2avDAMNL—YDTFIAINMNDRAMNL—U IS AERRALET,
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NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

applog Bound pvc-351791ae-b6ab-4e8b-88a4-30f73caf5ef8 1Gi RWO gp3-
csi 4d19h

mysqgl Bound pvc-16b8e009-a20a-4379-accc-bc81fedd0621 1Gi RWO gp3-
csi 4d19h

I $ oc get storageclass

Al
NAME PROVISIONER RECLAIMPOLICY VOLUMEBINDINGMODE
ALLOWVOLUMEEXPANSION AGE
gp2 kubernetes.io/aws-ebs Delete WaitForFirstConsumer true
4d21h
gp2-csi ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3 ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h
gp3-csi (default) ebs.csi.aws.com Delete WaitForFirstConsumer true
4d21h

gp3-csi. gp2-csi. gp3. EhE gp2 DWITNHEFERTHEMELE T, Nv I Ty TRED
TTNVG—2avRNeRTCSIZ2FERALALPY Z2ERLTWSIEEIE. OADP @ DPA BREIC
CSITSTA4vaEDET,

7. CSI M &: Data Protection Application #7704 L £ 9,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
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- aws
- CSi
restic:
enable: false
EOF

pa

CSIRY a—AlICLTZIDAYY REERTT R8I, RORTY THERXY
TTEFT,

8. 3E CSI R 2 — A: Data Protection Application #7704 L 9,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: ${CLUSTER_NAME}-dpa
namespace: openshift-adp
spec:
backuplmages: true
features:
dataMover:
enable: false
backupLocations:
- bucket:
cloudStorageRef:
name: ${CLUSTER_NAME}-oadp
credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
restic:
enable: false
snapshotlLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials
enableSharedConfig: 'true'
profile: default
region: ${REGION}
provider: aws
EOF
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pa 3

® OADPLIXROSASTSERIETIE, AVFF—A A=Y DNv I Ty TEET
(spec.backuplmages) DEIEHR— b INTWRW®H, false ICFRET D2HE
BHYET,

® Restic #AE (restic.enable=false) (. ROSASTS RIETIEEMICAR>TH Y.,
HR—MIhTLWEHA,

e DataMover ##E (dataMover.enable=false) |&. ROSA STS IRIE TIZERICA >
THY, Y R—FINTLEEA,

73.8NY O Ty TOET

= -1o)
RDOY Y T hello-world 7 7Y r—< 3 vicid, kiERY a—ANEEINTUVEE
ho EELDDPAREEHEEL T,

LNy F7yT7dd0—0—-REERLET,

$ oc create namespace hello-world
$ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

2. —hZERHELET,

I $ oc expose service/hello-openshift -n hello-world
37TV T—avhEMELTWR I EaRIRLET,

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"

el
I Hello OpenShifi!
4. 7—o0—RENYITYFLET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Backup

metadata:

name: hello-world
namespace: openshift-adp
spec:
includedNamespaces:

- hello-world
storagelLocation: ${CLUSTER_NAME}-dpa-1
ttl: 720h0mO0s

EOF

5. Ny I TV THNRETTHETHBET,
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I $ watch "oc -n openshift-adp get backup hello-world -0 json | jq .status"

H A B

{
"completionTimestamp™: "2022-09-07T22:20:44Z",
"expiration": "2022-10-07T22:20:22Z",
"formatVersion": "1.1.0",
"phase": "Completed",
"progress": {

"itemsBackedUp": 58,

"totalltems": 58
b
"startTimestamp": "2022-09-07T22:20:22Z",
"version": 1

6. TET7—/O—RZHIKRLET,

I $ oc delete ns hello-world
7. Ny Oy THhoETLET,

$ cat << EOF | oc create -f -
apiVersion: velero.io/v1
kind: Restore

metadata:

name: hello-world
namespace: openshift-adp
spec:

backupName: hello-world
EOF

8. EXNETITHITHLET.

I $ watch "oc -n openshift-adp get restore hello-world -0 json | jq .status"

H A B

{
"completionTimestamp": "2022-09-07T22:25:47Z",
"phase": "Completed",
"progress": {
"itemsRestored": 38,
"totalltems": 38

b
"startTimestamp™": "2022-09-07T22:25:28Z7",
"warnings": 9

9. 7—/O0—RHPETINTVWEZ EAERELET,

I $ oc -n hello-world get pods
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DBl
NAME READY STATUS RESTARTS AGE
hello-openshift-9f885f7c6-kdjpj 1/1  Running 0 90s

I $ curl “oc get route/hello-openshift -n hello-world -o jsonpath='{.spec.host}"

6
I Hello OpenShift!

10. hZTIWYa—FT4v 7Dy MIDWTIE, OADP F—LD FZ TV a—FT4 v R¥a
Ak ZZRLTIESWL,

. BMoY>YFINT7TIVr5—aviE, OADPF—LD Y TN T7 T r—avysa Ly b
)—IichY x7,

7.4. ) =7y
. 7—70—K%EHIBRLET,
I $ oc delete ns hello-world

2. Ny 9Ty TEBLIVOETY Y —ZADBREBICKRS1HBEIE. V7RI —DSYY—%EHIRLF
-a_Q

$ oc delete backup hello-world
$ oc delete restore hello-world

3.SBONY YTy T/ERATI IV ME)E—RNAFTV ) MaHIRT 2I01F. UTFEETL
i-a_o

$ velero backup delete hello-world
$ velero restore delete hello-world

4. Data Protection Application ZHBlIf& L £ 9,
I $ oc -n openshift-adp delete dpa ${CLUSTER_NAME}-dpa
5. 92U RAML—UZHEIBRLET,

I $ oc -n openshift-adp delete cloudstorage ${CLUSTER_NAME}-oadp
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g
oF

=]

D
=

aAX Y RBENV T LSS,
nHYFET,

o+

774 FT 54 —DEIBRNREICKRD

$ oc -n openshift-adp patch cloudstorage ${CLUSTER_NAME}-oadp -p
'{"metadata":{"finalizers":null}}' --type=merge

6. Operator MR EIC/R > 735E1d. Operator ZHIFRL £7
I $ oc -n openshift-adp delete subscription oadp-operator
7. Operator M namespace ZHIR L £9,

I $ oc delete ns redhat-openshift-adp

8. NAI L)Y —AEEDPBICE2IIGEIZ. VSR —DNOARIL) Y —AEEZHIRL
i-a_o

$ for CRD in “oc get crds | grep velero | awk {print $1}"; do oc delete crd $CRD; done
$ for CRD in “oc get crds | grep -i oadp | awk {print $1}"; do oc delete crd $CRD; done

9. AWSS3 /N7 v MZHIBRL £7,

$ aws s3 rm s3:/${CLUSTER_NAME}-oadp --recursive
$ aws s3api delete-bucket --bucket ${CLUSTER_NAME}-oadp

10. A= BRYS—DEIYHTERERLET,
$ aws iam detach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn "${POLICY_ARN}"

N A—ILZHIBRLET,

I $ aws iam delete-role --role-name "${ROLE_NAME}"
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HB8E Fa— k') 7J:ROSA LD AWS LOAD BALANCER
OPERATOR

BF

ZDAVTVVIERedHat DT F R/N—RKDEK LEDTITH, HR—IFFRDITAR
TOHRETEFLETRAMNINTVWEHA,

g

AWS Load Balancer Operator IZ& > TR IN/O— KNS U H—(E, OpenShift L— b ITIZERT
TEFA. OpenShift L—hDL AV —7HEEZ TN TREE LAWMELX DY —EX X7 Ingress
V—RARKDHMERT 2B HYFTT,

AWS Load Balancer Controller (&. Red Hat OpenShift Service on AWS (ROSA) 7 5 X9 —®D AWS
Elastic Load Balancer # BB L ¥, DI bAO—F—I, KubernetesIngress )V —RX&{EKT %
& X2 AWS Application Load Balancer (ALB) # 7AEY a =>4 L. LoadBalancer ¥ 1 7% AL T
Kubernetes Service |) V — 2 & R4 9 % & X (T AWS Network Load Balancer (NLB) 2 7OEY 3=V
JLEY,
T7AIVRDAWS A Y ) —O—RKRNSUH—TFONSAF—EHBELT, 20y bO—5—IXALB
ENLBRHDHMART /T—ravaFRLTHARINTWEYT, aERFERAE L TEUATHIEF S
nxd,

® X474 7 KubernetesIngress# 7>V & ALB %#{FHT %

o AWSOUTT7F7T)r—>avI774T7 04— (WAF) H—ER & ALB ##E7 %

o HRHLDNLBY—RIPEHEHEEIEET S

e NRAYLDNLBHEIPY RLRAZIEET S

AWS Load Balancer Operator &, ROSA 7 5 X4 —RA® aws-load-balancer-controller D1 > X% ~
R4 VA=), B, BRETDLHDICERALET,

8.1. iR &

P2
AWSALB IZIE. RIVFAZI SR =&, V5A9—ERAL VPCAHD 3 DD AZ IZ5E]

INE3IDDNRNTY v IH TRy NBRETYT, TD=H, ALB IE% < D PrivateLink
PSR —ITIFELTWEREA, AWSNLBICIZZDFEIRIEH Y FH A

® T JUF AZROSAClassic V7 2 X% —
e BYOVPC VS RH—
e AWSCLI

e OCCLI

8.1.1. &%
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o RIEEHZERLEY,

$ export AWS_PAGER=""

$ export ROSA_CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//)

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https://||")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${ROSA_CLUSTER_NAME}/alb-operator"

$ mkdir -p ${SCRATCH}

$ echo "Cluster: ${ROSA_CLUSTER_NAME}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

812.AWSVPC &H T XRw k

R

IDEIYaviE, BEOVPCICT/OAMINEISRY—ICOIHBERINET, 75
29 —5BEFEDOVPCICT7AA Liah>kBEIE. TOEIVavERFy LT, %
DEDAVAN=ILEI A VICEATLIEIL,

L LTFTOZE#HA, ROSAT7O4 XY MIAbECEYAEICEELEXT,

$ export VPC_ID=<vpc-id>

$ export PUBLIC_SUBNET_IDS=<public-subnets>

$ export PRIVATE_SUBNET_IDS=<private-subnets>

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}")

2. VSR —ZEFARALTISAY—DVPCICY VHEBMLET,

$ aws ec2 create-tags --resources ${VPC_ID} --tags
Key=kubernetes.io/cluster/${ CLUSTER_NAME},Value=owned --region ${REGION}

3. NRNTY)w oy TRy MY TEEMLET,

$ aws ec2 create-tags \
--resources ${PUBLIC_SUBNET_IDS} \
--tags Key=kubernetes.io/role/elb,Value="\
--region ${REGION}

4. T3AR—( YTy MY TEEBMLES,

$ aws ec2 create-tags \
--resources "${PRIVATE_SUBNET_IDS}"\
--tags Key=kubernetes.io/role/internal-elb,Value="\
--region ${REGION}

821 VAKN—=J
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1. AWS Load Balancer Controller ® AWS IAM R & —A&{ERR L £,

R

ZORY>—Ix, 7v TRMNY)—L®D AWS Load Balancer Controller IR 1) & —
ICINAT, TRy MEIZY THERT DERIPSBIGINE T, i
Operator ' ERET 27O ICKETT,

$ oc new-project aws-load-balancer-operator
$ POLICY_ARN=$(aws iam list-policies --query \

"Policies[?PolicyName=="aws-load-balancer-operator-policy'].{ARN:Arn}" \

--output text)
$if [ -z "${POLICY_ARN}" ]]; then

wget -O "${SCRATCH}/load-balancer-operator-policy.json" \

https://raw.githubusercontent.com/rh-mobb/documentation/main/content/docs/rosa/aws-

load-balancer-operator/load-balancer-operator-policy.json

POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn \

--output text iam create-policy \

--policy-name aws-load-balancer-operator-policy \

--policy-document "file://${SCRATCH}/load-balancer-operator-policy.json")
fi
$ echo $POLICY_ARN

2. AWS Load Balancer Operator @ AWS IAM {S38/R 1) & — % ER L £,

$ cat <<EOF > "${SCRATCH]}/trust-policy.json"
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Condition": {
"StringEquals” : {

"${OIDC_ENDPOINT}:sub": ["system:serviceaccount:aws-load-balancer-operator:aws-
load-balancer-operator-controller-manager”, "system:serviceaccount:aws-load-balancer-
operator:aws-load-balancer-controller-cluster"]

}
b
"Principal™: {
"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity"
}
]

}
EOF

3. AWS Load Balancer Operator @ AWS IAM O—J)L%{ER L £ 9,

$ ROLE_ARN=$(aws iam create-role --role-name "${ROSA_CLUSTER_NAME}-alb-operator"
\

--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \

--query Role.Arn --output text)
$ echo $ROLE_ARN
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$ aws iam attach-role-policy --role-name "${ROSA_CLUSTER_NAME}-alb-operator" \
--policy-arn $POLICY_ARN

4. L HER L7 AWSIAM O— )L % B| X 3 (F 57D AWS Load Balancer Operator HD > — 7%
Ly befERLET,

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
stringData:
credentials: |
[default]
role_arn = $ROLE_ARN
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

5. Red Hat AWS Load Balancer Operator 4 Y A b—JL L & 9,

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
upgradeStrategy: Default
apiVersion: operators.coreos.com/vialphaf
kind: Subscription
metadata:
name: aws-load-balancer-operator
namespace: aws-load-balancer-operator
spec:
channel: stable-v1.0
installPlanApproval: Automatic
name: aws-load-balancer-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: aws-load-balancer-operator.v1.0.0
EOF

6. JRM Operator M L T. AWS Load Balancer Controller 4 Y24 Y 2% 7704 LT,

pa 3

ITIZ—HARELLGEE. PLEF>THLBEATLTCEIN, T5—
HETDHDIE. Operator BERLA VA R—=ILERTLTWRVWADHTT,

$ cat << EOF | oc apply -f -
apiVersion: networking.olm.openshift.io/v1
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kind: AWSLoadBalancerController
metadata:
name: cluster
spec:
credentials:
name: aws-load-balancer-operator
EOF

7. OperatorPod & JY FO—5—Pod DEAHINEITINTWE I E%ERELET,
I $ oc -n aws-load-balancer-operator get pods

RDEIBRAYE—IDNRFIINETT, KRRINBVWESE, PLE>THLBEHATLTLE
TN,

NAME READY STATUS RESTARTS AGE
aws-load-balancer-controller-cluster-6ddf658785-pdp5d 1/1 Running 0 99s
aws-load-balancer-operator-controller-manager-577d9ffcb9-w6zgn 2/2  Running 0
2m4s

83. 7704 XY NDIREE
LHELWOY o bAERLET,

I $ oc new-project hello-world

2. HeloWorld 7 7YV r—>ava5F7O04 LFET,

I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift

3. AWS ALB n'##59 % NodePort Y —ER AR ELF T,

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Service
metadata:
name: hello-openshift-nodeport
namespace: hello-world
spec:
ports:
- port: 80
targetPort: 8080
protocol: TCP
type: NodePort
selector:
deployment: hello-openshift
EOF

4. AWS Load Balancer Operator Z{#H L TAWSALB %27 704 LY,

$ cat << EOF | oc apply -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
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metadata:
name: hello-openshift-alb
namespace: hello-world
annotations:
alb.ingress.kubernetes.io/scheme: internet-facing
spec:
ingressClassName: alb
rules:
- http:
paths:
- path: /
pathType: Exact
backend:
service:
name: hello-openshift-nodeport
port:
number: 80
EOF

5 AWSALBIngress TV KR4 ¥ h%& curl LT, HelloWorld 7 7V o —>avIZ7V2ATE

22 EEHRLET,
p= o)
. AWSALB O 7OEY 3 =2 ZIZIEHaH MY £9 ., curl: (6) Could not resolve
. host t W) TS5 —ARRINLGEIE. FELTHLEATLTLEIY,

$ INGRESS=$(oc -n hello-world get ingress hello-openshift-alb \
-0 jsonpath='{.status.loadBalancer.ingress[0].hostname}')
$ curl "http:/${INGRESS}"

6l
I Hello OpenShift!

6. HeloWorld 7 Y4 —> 3 VAEICAWSNLB 257704 LF 9,

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Service
metadata:
name: hello-openshift-nib
namespace: hello-world
annotations:
service.beta.kubernetes.io/aws-load-balancer-type: external
service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: instance
service.beta.kubernetes.io/aws-load-balancer-scheme: internet-facing
spec:
ports:
- port: 80
targetPort: 8080
protocol: TCP
type: LoadBalancer
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selector:
deployment: hello-openshift
EOF

7. AWSNLBITY R R4V hETRAMLET,

pa )

NLBDZ7OEY a=y JIlix#anhy 9., curl: (6) Could not resolve host
EWDIT—DRIINLGBER., FELTHSBRAITLTIEIW,

$ NLB=$(oc -n hello-world get service hello-openshift-nib \
-0 jsonpath='{.status.loadBalancer.ingress[0].hostname}')
$ curl "http:/${NLB}"

H A B

I Hello OpenShifi!

84.0)—>7v S

1. helloworld 7 7'1) r—< 3 > M namespace ($ & U namespace ADETRTD ) YV —R) % Hlkk
LE9.

I $ oc delete project hello-world
2. AWS Load Balancer Operator & AWS IAM O—J)L%HIBR L £ 9,

$ oc delete subscription aws-load-balancer-operator -n aws-load-balancer-operator
$ aws iam detach-role-policy \

--role-name "${ROSA_CLUSTER_NAME}-alb-operator" \

--policy-arn $POLICY_ARN
$ aws iam delete-role \

--role-name "${ROSA_CLUSTER_NAME}-alb-operator”

3. AWSIAM AR v —%HIRLF T,

I $ aws iam delete-policy --policy-arn $POLICY_ARN
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F9E Fa1— MY 7J)L: INGRESS CONTROLLER TH R ¥ A TLS
EEA5FEAT 5L DICROSA/OSD %52 ET D
BE

ZDAVTVVIERedHat DT F R/N—RKDEK LEDTITH, HR—IFFRDITAR
TOHRETEFLETRAMNINTVWEHA,

Z ZTlE. 25 RX%—D Ingress Controller &, Custom Domain Operator IC & > TR S fu 7z Ingress
Controller (CHEYNIC/Ny FZBEAT 5 HEZHALE T, COWEEZFEAT S E. 75 X% — Ingress
Controller @ tisSecurityProfile (EZZETE XY, Z I Tld. BRI LD tisSecurityProfile. F:E
2O0-)LEO—INA VT4V TEFODAA-T/EINLY—EXT ATV b, BLWIngress
Controller "BEK X R EEINBEICESDEE%Z 60 2 THERAY % Crondob Z#EMAT 5 A&
ZERBALE T,

=55

e tlsSecurityProfile D4 7> 3 VICDWTEBA L TW 3% OpenShift RF 2 X > b #FEEEL TV
%, 774U KNTIE, Ingress Controller I&, Intermediate Mozilla 707 7 1 JL ICHE T %
Intermediate 7O 7 7 1 LEFERAT S LD ICREINTWET,

FIR

1. Crondob BMEART Z2H—ERT7HYU Y MEERLZE T,
H—ERT7H9 Y M AFERATS3E. Crondob IRBEDI—F—DRIIERAFAETICIS R
H—APIILEET7 IV EATEET, Y —ERXRT7HI Y MAEERT ZITE, RO Y REET
L/i-a—o

I $ oc create sa cron-ingress-patch-sa -n openshift-ingress-operator

2. Ingress Controller IZ/Ny FZ2EAT 5 7-ODHIRNE 7 /R Z2FFAT50—)L & O—IL/R A
VT4 T EERLET,
PSR —HNOEFa) 74 —%FRTZICIE. O—IR—ADT7 VR (RBAC) EE
TY, O—IVEERTZE. VTR —HATRERAPI )Y —REZFICRAIA—THREI N
TORAEERBETEZLIICARYET, O—ILEERT ZICIE, ROOITY RERTLE
ER

$ oc create role cron-ingress-patch-role --verb=get,patch,update --
resource=ingresscontroller.operator.openshift.io -n openshift-ingress-operator

O—I)LEERLES, O—INA VT4 VI EFERBLTH—EXRT7AD Y MIO—=LE/NA Y
RETDZMELAHYET, O—INNA VT4 VT EERTDICIE, ROATY RERITLET,

$ oc create rolebinding cron-ingress-patch-rolebinding --role=cron-ingress-patch-role --
serviceaccount=openshift-ingress-operator:cron-ingress-patch-sa -n openshift-ingress-
operator

3. Ingress Controller IZ/3y FABRAL 7,
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https://docs.openshift.com/container-platform/4.13/networking/ingress-operator.html#configuring-ingress-controller-tls
https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility_.28recommended.29

FIOE Fa1— b 7JI:INGRESS CONTROLLER CHRHY LA TLSHES%{HT 5 L 5 IC ROSA/OSD #5%ET %

BF

LUTFITR I I TIE, Ingress Controller M tisSecurityProfile (Z 3 DB S % &0 L
T. Windows Server 2008 R2 S DIEN 7V 2R ZHFATLEY, DAV KR
EEEFREEOE Y R RAEHICAEDETERELTLREI W,

CronJob % {EfM 9 5 H1IC. tisSecurityProfile 5% E% @A L CEEAMRIELE T, cnr/Ot
A&, Custom Domain Operator ZEA T 2NEDINMIEL>TERY XY,

a. Custom Domain Operator ZfFA LAWY 5 X9 —DiF5E:
7 7 # )L h®D Ingress Controller D&% {FA L. Custom Domain Operator & L &L\ 5
FiE, ROOAT ¥ K%EEFTL Tlingress Controller IZ/8y FABRAL XY,

$ oc patch ingresscontroller/default -n openshift-ingress-operator --type=merge -p
'{"spec"{"tlIsSecurityProfile":{"type":"Custom","custom":{"ciphers":

["TLS_AES_128 _GCM_SHA256","TLS_AES_256_GCM_SHA384","ECDHE-ECDSA-
AES128-GCM-SHA256","ECDHE-RSA-AES128-GCM-SHA256","ECDHE-ECDSA-
AES256-GCM-SHA384","ECDHE-RSA-AES256-GCM-SHA384","ECDHE-ECDSA-
CHACHA20-POLY1305","ECDHE-RSA-CHACHA20-POLY1305","DHE-RSA-AES128-
GCM-SHA256","DHE-RSA-AES256-GCM-
SHA384""TLS_CHACHA20_POLY1305_SHA256","TLS_ECDHE_RSA WITH_AES 128
_CBC_SHA"],"minTLSVersion":"VersionTLS12"}}}}'

Z D/ FE, RSAGEFAZD{FEREFIC Windows Server 2008 R2 ED IENT LD T VR
%E5A 9 % TLS_ECDHE_RSA_WITH _AES 128 CBC SHAMS#%EML 7,

ATV RZERITIDE RDELDBRBENBRINTT,

H A B

I ingresscontroller.operator.openshift.io/default patched

b. Custom Domain Operator Z{8HY %7 7 A9 —DIFHE:
Custom Domain Operator 2T % HEHIE. & Ingress Controller & JL— 7L L T,
ENENICNY FZERTIBEIHY ET, 7T RXF—DFTRTO Ingress Controller |
Ny FBEAT2ICIE, ROATY RERITLIET,

$ for ic in $(oc get ingresscontroller -o name -n openshift-ingress-operator); do oc patch
${ic} -n openshift-ingress-operator --type=merge -p {"spec":{"tisSecurityProfile":
{"type":"Custom","custom":{"ciphers":
["TLS_AES_128_GCM_SHA256","TLS_AES_256_GCM_SHA384","ECDHE-ECDSA-
AES128-GCM-SHA256","ECDHE-RSA-AES128-GCM-SHA256","ECDHE-ECDSA-
AES256-GCM-SHA384","ECDHE-RSA-AES256-GCM-SHA384","ECDHE-ECDSA-
CHACHA20-POLY1305","ECDHE-RSA-CHACHA20-POLY1305","DHE-RSA-AES128-
GCM-SHA256","DHE-RSA-AES256-GCM-
SHA384""TLS_CHACHA20_POLY1305_SHA256","TLS_ECDHE_RSA WITH_AES_128
_CBC_SHA"],"minTLSVersion":"VersionTLS12"}}}}'; done

ATV RZERITIDE RDELIBHENBRINTT,

H A B
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
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ingresscontroller.operator.openshift.io/default patched
ingresscontroller.operator.openshift.io/custom1 patched
ingresscontroller.operator.openshift.io/custom2 patched

4. Crondob ZfE L T, TLSHENLEZIINLWVLDICLET,
BEILEL>TIE. 75 RH—D Ingress Controller " BERINZ ZEDHYET, CDLIR
%A, Ingress Controller |&3# X 1v 7 tisSecurityProfile DZE B % (R L RWATBEME L H Y £
T, ChzEBRYTZICIE. 75 X9 —0D Ingress Controller &M & L U'E# 9 % Crondob %
ERLET, cOFOERIE, Custom Domain Operator ZFHAT 20 EI ML >TEARY
7,

a. Custom Domain Operator Z{FH LAWY S5 24 —DIHFH:
Custom Domain Operator Z @A LAWEEIE, RO <T > K%Z3%1T L T CronJob % {ERX
LExd,

$ cat << EOF | oc apply -f -
apiVersion: batch/v1
kind: CronJob
metadata:
name: tls-patch
namespace: openshift-ingress-operator
spec:
schedule: '@hourly’
jobTemplate:
spec:
template:
spec:
containers:
- name: tls-patch
image: registry.redhat.io/openshift4/ose-tools-rhel8:latest
args:
- /bin/sh
-'-C
- oc patch ingresscontroller/default -n openshift-ingress-operator --type=merge
-p '{"spec":{"tlsSecurityProfile":{"type":"Custom","custom":{"ciphers":
["TLS_AES_128 _GCM_SHA256","TLS_AES_256_GCM_SHA384","ECDHE-ECDSA-
AES128-GCM-SHA256","ECDHE-RSA-AES128-GCM-SHA256","ECDHE-ECDSA-
AES256-GCM-SHA384","ECDHE-RSA-AES256-GCM-SHA384","ECDHE-ECDSA-
CHACHA20-POLY1305","ECDHE-RSA-CHACHA20-POLY1305","DHE-RSA-AES128-
GCM-SHA256","DHE-RSA-AES256-GCM-
SHA384","TLS_CHACHA20_POLY1305_SHA256","TLS_ECDHE_RSA_WITH_AES_128
_CBC_SHA"],"minTLSVersion":"VersionTLS12"}}}}'
restartPolicy: Never
serviceAccountName: cron-ingress-patch-sa
EOF
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications

5593 F 21— MY 7JL:INGRESS CONTROLLER CHRY A TLSHES&FHYT 5L 5 IC ROSA/OSD %#j¥ET 2

pa 3

Z @ Crondob I 1B5E T & ICEITI N, BEIZIE L T Ingress Controller (2
Ny FaEBERALET., TDCrondob IFERERITLAVWIEHNEETY, B
EMN M) H—I N, OpenShift Ingress Operator IZBER A MNH B AT BEME D
HBDTY, FEAEDIFE, MEEEINQRVWESH, Crondob Pod D

AJIERDBEDE S ICRY T,

H A B

I ingresscontroller.operator.openshift.io/default patched (no change)

b. Custom Domain Operator ZfH9 %0 5 X85 —DiF4E:

Custom Domain Operator 29 %354, CronJob (£% Ingress Controller % JL— 71L&
LT, ZnThIINNy FE2ERTI2HUENHYET, D Crondob ZEKT BICIE, RD
TV RERITLET,

$ cat << EOF | oc apply -f -
apiVersion: batch/v1
kind: CronJob
metadata:
name: tls-patch
namespace: openshift-ingress-operator
spec:
schedule: '@hourly’
jobTemplate:
spec:
template:
spec:
containers:
- name: tls-patch
image: registry.redhat.io/openshift4/ose-tools-rhel8:latest
args:
- /bin/sh
-'-C
- for ic in $(oc get ingresscontroller -0 name -n openshift-ingress-operator); do
oc patch ${ic} -n openshift-ingress-operator --type=merge -p {"spec":{"tisSecurityProfile":
{"type":"Custom","custom":{"ciphers":
["TLS_AES_128_GCM_SHA256","TLS_AES_256_GCM_SHA384","ECDHE-ECDSA-
AES128-GCM-SHA256","ECDHE-RSA-AES128-GCM-SHA256","ECDHE-ECDSA-
AES256-GCM-SHA384","ECDHE-RSA-AES256-GCM-SHA384","ECDHE-ECDSA-
CHACHA20-POLY1305","ECDHE-RSA-CHACHA20-POLY1305","DHE-RSA-AES128-
GCM-SHA256","DHE-RSA-AES256-GCM-
SHA384""TLS_CHACHA20_POLY1305_SHA256","TLS_ECDHE_RSA WITH_AES_128
_CBC_SHA"],"minTLSVersion":"VersionTLS12"}}}}'; done
restartPolicy: Never
serviceAccountName: cron-ingress-patch-sa
EOF
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/building_applications/#rosa-config-custom-domains-applications
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pa )

Z @ Crondob I 1B5E T & ICEITI N, BEIZIE L T Ingress Controller (2
Ny FaEBEALET., TD Crondob IFERRITLAVWIEHNEETY, B
MM H—I N, OpenShift Ingress Operator IZBERAMNH B AT BEME D
HBDTY, FEAEDIFE, MEEEINQRVWESH, Crondob Pod D

AJIERDESICHRY FT,

H A B

ingresscontroller.operator.openshift.io/default patched (no change)
ingresscontroller.operator.openshift.io/customi patched (no change)
ingresscontroller.operator.openshift.io/custom2 patched (no change)
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B1I0EFa—KN) T AZURE
ACTIVEDIRECTORY) 2 7A TV T4 T4 —7AONA 45— LT
RET D

Microsoft Entra ID (IH#F Azure Active Directory) % Red Hat OpenShift Service on AWS (ROSA) D7 <
RY—TATVTATA—TANA T —E LTERETEEY,

ZDFa—KN)TITIE ROIRVZRTIHFIEZRLET,
1. Gits DIEUJT\_&)‘L. Entra 1D ‘\-%ﬁl/\l\ U /7_9 3 y%ﬁﬁ%l/ito

2. EntraD TO7 PV r—2avEFEREL T, M= VILERDIL—LETIL—T VL —
LEEBOHEY,

3. EntralDA7ATYT4T4—70ONA 5 —& LTHERT % & D IC Red Hat OpenShift Service
ONAWS V¥ S R9 —%HRELXT,

4. BrDTIL—TICEBMOEREZHS L £,

10.1. BIRS:14
® Microsoft D RFa XY MICE->T, —EDEF21YT1—IIN—T%2EKL. 21— —%%|
YU TTWB,
10.2. SREED7=DICENTRAID ICFHIIR 7 T —>a v &g T 5

EntralDICT7 N or—2avaEiERT 5IC1E. £9 OAuth 3—JL/Ny 2 URL Z/ER L. JRICT 7Y
7_93 V%ﬁﬁ%bij—o

FIR

L EEDEHZZLZEL, ROOAYY FZERITLT, 75X —D OAuth A—JL/Ny J URL Z1F
’ﬁbi’a—o

= o-1o)
ZDA—=INY 7 URLEZENTICRELTLEIY, OOV ATREILA
L) i-a—o

$ domain=$(rosa describe cluster -c <cluster_name> | grep "DNS" | grep -oE
"\S+.openshiftapps.com’)
$ echo "OAuth callback URL.: https://oauth-openshift.apps.$domain/oauth2callback/AAD"

OAuth I—JL/Ny 2 URL DEKREICH S "AAD" T4 LI MN)—lF, TOTOERATHERTEET
B30AUth 7A T YT AT4—7TONAY—ZEFAUTHIUELNHY T,

2. Azureportal ICAY 4 > LTEntralD 7 7Y —> 3 V%R L. App registrations 7L — K
HEIRL FF, RIC. Newregistration Z:Z R L TH LW T FYr—>a v aERLES,
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https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/how-to-manage-groups
https://portal.azure.com/#blade/Microsoft_AAD_RegisteredApps/ApplicationsListBlade
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= Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > redhat.com

sz redhat.com | App registrations =

Azure Active Directory
«

© Overview
Preview features

#{ Diagnose and solve problems

Manage
an Users

a8 Groups

BB External Identities

at. Roles and administrators

&8 Administrative units

&8 Enterprise applications

—+ New registration @ Endpoints //?9 Troubleshooting O Refresh i

o Starting June 30th, 2020 we will no longer add any new features to Azure Active D
we will no long&r provide feature updates. Applications will need to be upgraded t

All applications Owhged applications  Deleted applications

\

L Start typing a display na\le or application (client) ID to filter these r...

We dic

77— 3 VL& &4 £ 9 (f: openshift-auth),

7 URL DfEZANLET,

. RedirectURI KOy 74U Hh 5 Web #BIR L. BIORT v FTEE L7 OAuth I—JL/Ny

. BEREREAALLS, Register 7 Vv I LTT7 TV r—va vl LET,
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_ Microsoft Azure P Search resources, services, and docs (G+/)

Home > redhat.com | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

openshift-auth ——___ v

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (redhat.com only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v I l https://oauth-openshift.apps.vafindgw.eastus.aroapp.io/oauth2call...

Register an app you're working on Integrate gallery apps and other apps from outside your organization by adding from Entscprise applications

By proceeding, you agree to the Microsoft Platform Policies 7'

6. Certificates & secrets 77 L — K% 3#IR L. Newclientsecret #:&IRL £ 7,
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_ Microsoft Azure L Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

openshift-auth | Certificates & secrets =

‘p Search (Cmd+/) | « 2 Got feedback?

B Overview . o o o
Credentials enable confidential applications to identify themselve
&5 Quickstart scheme). For a higher level of assurance, we recommend using a

#" Integration assistant
Manage o Application registration certificates, secrets and federated cred

£ Branding & properties

3 Authentication Certificates (0) Client secrets (0)  Federated credenti

Certificates & secrets A secret string that the application uses to prove its identity wh

!I' Token configuration
~+ New client secret

-2 APl permissions

Description Expires

& Expose an AP
#2 App roles No client secrets have beer created for this application.
4 Owners

4. Roles and administrators

@ Manifest

Support + Troubleshooting

7. ERINFEMAEAAL, ERINLISATVRNY—9 Ly MaxERELET, TDY—7
Ly ME, TOTOCRTHTHREICRY T,

BF

MLy N7y TRIE, 94TV —0Ly NEBRTEERA, V747
VhY=ILy beRELBDSIGEIE. HILWISAT VMY —I Ly b2
EXRTDVEIDHYET,
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= Microsoft Azure 0 Search resources, services, and docs (G+/) g ®3 0o &

Home > redhat.com | App registrations > openshift-auth Add a Client secret X
openshift-auth | Certificates & secrets =

Description [ openshif] ]

Search (Cmd « %’ Got feedback?
(o seachCmdvy ]« /P Gottedbac s [Recommended & mrths 2

i Overview

Credentials enable confidential applications to identify themselves to the auther
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (inst

#" Integration assistant

Manage @ Application registration certificates, secrets and federated credentials can be fc

B2 Branding & properties

3 Authentication Certificates (0) Client secrets (0)  Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting ¢

11! Token configuration

+ New client secret
- APl permissions

Description Expires Value
@ Expose an API i i
i App roles No client secrets have been created for this application.
&% Owners

di. Roles and administrators

[ Manifest

Support + Troubleshooting

2 Troubleshooting

2 New support request

Cancel

8. Overview %+ 77 L — K% EIR L. Application (client) ID & Directory (tenant) ID %= X € L %
T, INODERRBORTY TTHREICRYET,

= Microsoft Azure P Search resources, services, and docs (G+/) it @ & O &

Home > redhat.com | App registrations > openshift-auth

openshift-auth | Certificates & secrets #

[ search (cmd+)) | « 27 Got feedback?

# Overview

X
& Quickstart o Got a second to give us some feedback? =
i Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
2 Branding & properties
- x
D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets
i . y
I' Token configuration Certificates (0)  Client secrets (1)  Federated credentials (0)
-2~ API permissions . L L B . L
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Expose an AP
%5 App roles ~+ New client secret
&8 Owners Description Expires Value © Secret ID
I Manifest

Support + Troubleshooting

2 Troubleshooting

2 New support request

Make sure to make note of the client secret value!

103.FEDIL—LETIN—TIV L —LEEDHDELDICENTRAID TDT
TNr—2 a3 Vv EBEERET S
Red Hat OpenShift Service on AWS A1 —H—DT7HV Y N EERT 2 DICHDRIEREZMBTE D &

JIT. EntralD 25X EL T2 DDEED Y L — 4 (email & preferred_username) 238E T 2 HEHNH
YEF, EntralD DEZED I L —ALICEAT 25EMIE. Microsoft D KF a2 AV N #HBLTLEIL,

B % D1—4—5REEIC N A T, Red Hat OpenShift Service on AWS (&7 )L— 7V L — LHBEA R L £

T, ZDHEEICE Y. EntralD %A E® OpenlD Connect (OIDC) 74 TV T 4 T4 — 7 O/NA F—1H,
Red Hat OpenShift Service on AWS A CERT 21— —D I I —TAVN—=2w THBHTE D LD
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https://learn.microsoft.com/en-us/azure/active-directory/develop/optional-claims
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ICRRY £9,

BDYL—LDEE
EntralD DIEED IV L —LAEBETEFT,

1. Token configuration 7 7L — K% %5 1) v - L. Addoptional claimR¥% > %#RLZF T,

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

i openshift-auth | Token configuration =

‘/O Search (Cmd+/) ’ « 27 Got feedback?

B Overview Optional claims

&4 Quickstart . . ) . . . - .
Q Optional claims are used to configure additional information which is returned in one or mc

#" Integration assistant
—+ Add optional claim| — Add groups claim

Manage
B2 Branding & properties
Claim T Description
5) Authentication
No results.
Certificates & secrets
il! Token configuration

- APl permissions

& Expose an API

2. IDSVARY VAERBIRLET,

= Microsoft Azure R Search resources, services, and docs (G+/) ﬂ_—‘v @ {9} @ ,é,j

Home > redhat.com | App registrations > openshift-auth Add Optional Claim X

1 openshift-auth | Token configuration »

Once a token type is selected, you may choose from a list of available optional claims.

[ L Search (Cmd+/) l « P\j Got feedback?
R0 Overvic Optional claims *Token type
&5 Quickstart Access and ID tokens are used by applications for authentication. Learn more7

Optional claims are used to configure additior

,’a' Integration assistant D
=+ Add optional claim  + Add groups @~ (0) Access
Manage O samL
&2 Branding & properties
Claim T Descriptio
3 Authentication
No results.

Certificates & secrets
iI! Token configuration
-2~ API permissions
& Expose an API
#5 App roles
&2 Owners
al, Roles and administrators

Manifest

Support + Troubleshooting

2 Troubleshooting

& New support request

3. email JL—LDFTv IRy I RAAEERLET,
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L Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

i openshift-auth | Token configuration =

‘}3 Search (Cmd+/) ‘ « 27 Got feedback?

Overview

Optional claims

Quickstart Optional claims are used to configure additional information which is

* Integration assistant
—+ Add optional claim  — Add groups claim

Manage
T Branding & properties
Claim 1 Description
2 Authentication
No results.

Certificates & secrets
{11! Token configuration
-9~ API permissions
& Expose an AP
S5 Approles
&8 Owners

4t Roles and administrators

Manifest

Support + Troubleshooting
4 Troubleshooting

:2 New support request

TA—TAnRAT—E LTEET 3

Add optional claim X

Once a token type is selected, you may choose from a list of available optional claims.

*Token type

Access and ID tokens are used by applications for authentication. Learn more

@® D
O Access
QO samL

[®] claim
D acct
l:‘ auth_time
O ey

email
D family_name
7 fwd
D given_name
D in_corp
D ipaddr
D login_hint
D onprem_sid

(] preferred_username

Add

Description

User's account status in tenant

Time when the user last authenticated; See OpenID Conn...
User's country/region

The addressable email for this user, if the user has one
Provides the last name, surname, or family name of the us...
IP address

Provides the first or "given" name of the user, as set on th...
Signals if the client is logging in from the corporate netw...
The IP address the client logged in from

Login hint

On-premises security identifier

Provides the preferred username claim, making it easier f...

4. preferred_username 7 L —LDF v IV Ry JR%ERIRLET, RIC. AddE2 ) v L,
EntralD 7 7)) r—< 3 @ email & U preferred_username 7 L —L%RELE T,

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

HE openshift-auth | Token configuration =

Fown ]«

57 Got feedback?

Add optional claim X

Once a token type is selected, you may choose from a list of available optional claims.

# Overview Optional claims * Token type
& Quickstart Access and ID tokens are sed by applications for authentication. Learn more o'
Optional claims are used to configure additional information which is returned in one or more tokens. Learn more
, R 1D

A Integration assistant i ®

-+ Add optional claim  —+ Add groups ¢laim O Access
Manage O samL
& Branding & properties

Claim + Description
Claim Descripti

D Authentication [=] claim escription

No results.

Certificates & secrets [ ipaddr The IP address the client logged in from

1l Token configuration [ togin_hint Login hint
= API permissions [ onprem_sid On-premises security identifier
@ Expose an API preferred_username Provides the preferred username claim, making it easier f...
i App roles [ pwd_exp The datetime at which the password expires
2 Owners [ pwd_url A URL that the user can visit to change their password
& Roles and administrators [ sid Session ID, used for per-session user sign out

[ Manifest

Support + Troubleshooting
£ Treubleshooting

£ New support request

[ tenant_ctry

[ tenant_region_scope
) upn

[ verified_primary_email

[ verified_secondary_email
[ vnet

[ xms_pdt

[ xms_pl

[ xms_tpl

[ ztaid

Y

Resource tenant's country/region

Region of the resource tenant

An identifier for the user that can be used with the userna.
Sourced from the user's PrimaryAuthoritativeEmail
Sourced from the user's SecondaryAuthoritativeEmail
VNET specifier information

Preferred data location

User-preferred language

Tenant-preferred language

Zero-touch Deployment ID

5, R=IJDEEIZY4 70T
Graph #ERZBMICL £,

PADBRRINE T, 7OV T MIKE>T. BEX Microsoft
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TWN—TIVL—LDHFRE(FT>av)

=3 Microsoft Azure O Search resources, services, and doc

Home > redhat.com | App registrations > openshift-auth

i openshift-auth | Token configuration #

‘ O Search (Cmd+/) ‘ « 27 Got feedback?

B i i i
#  Overview Optional claims

& Quickstart

Optional claims are used to comfigure additional information which,j

#" Integration assistant
—+ Add optional claim

Manage
B2 Branding & properties
Claim T
3 Authentication
No results.

Certificates & secrets
i1l Token configuration
-2 API permissions
& Expose an AP
5 App roles
&5 Owners

dt. Roles and administrators

Manifest

Support + Troubleshooting
2 Troubleshooting

:'2 New support request

-+ Add groups claim

TJI—T9 L —L%&IBHTEZLIICEntralD ZRELEF T,

FIR

68

Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > redhat.com | App registrations > openshift-auth

Add optional claim

Some of these claims (email, upn) require Openld Connect scopes to be configured
through the API permissions page or by checking the box below. Learn more

token).

Cancel

U Aeeess

O samL

() craim ™

D pwd_url

[ sid

D tenant_ctry

D tenant_region_scope
upn

D verified_primary_email
D verified_secondary_email
D vnet

D xms_pd|

D xms_pl

D xms_tpl

O ztdia

1I' openshift-auth | Token configuration =

|)O Search (Cmd+/) ’ «

H

Overview

& Quickstart

;,' Integration assistant

Manage

&= Branding & properties

5) Authentication
Certificates & secrets

!I' Token configuration

- APl permissions

& Expose an AP

,C{'_V' Got feedback?

Optional claims

Turn on the Microsoft Graph email, profile permission (required for claims to appear in

Description

A URL that the user can visit to change their password
Session ID, used for per-session user sign out
Resource tenant's country/region

Region of the resource tenant

An identifier for the user that can be used with the userna...
Sourced from the user's PrimaryAuthoritativeEmail
Sourced from the user's SecondaryAuthoritativeEmail
VNET specifier information

Preferred data location

User-preferred language

Tenant-preferred language

Zero-touch Deployment ID

1. Token configuration %t 7 7L — KT, Addgroupsclaim#% 2! v o LZ7,

Optional claims are used to configure additional information which is returned in one o

-+ Add optional claim

Claim T

No results.

<+ Add groups claim

Description

2. EntralD 7 7)) r—2a vV —T9 L —L%RET BITIE. Security groups % &R
L. Add&E2 Yy LZET,



7J)L: MICROSOFT ENTRA ID (IH#f AZURE ACTIVE DIRECTORY) 274 TV T4 T4 —TANRA F—E LTEET 3

pa 3

ZOBITIE. TI—T L —LI, 2—HF—DAVYN=ER>TVWEBITRTDE
FaT4—JIV—TEEDHFET, EROEBRBRETIE. FIL—TIL—~4
IC. Red Hat OpenShift Service on AWS (LIBT3 VI —TDHEEDHTLE

T,
£ Search resources, services, and docs (G+/) biEd & & 0O & ;
Home > redhat.com | App registrations > openshift-auth Edlt groups Claim X

!]' openshift-auth | Token configuration = -

@ Adding the groups claim applies to Access, ID, and SAML token types. Learn more '

[ search (cmd+/) | « S Got feedback?
& Overview OPtional claims Select group types to include in Access, ID, and SAML tokens.
& Quickstart Security groups

Optional claims are used to configure additional information which .
’ . . D Directory roles
# Integration assistant

- Add optional claim -~ Add groups claim D All groups (includes distribution lists but not groups assigned to the application)

Manage D Groups assigned to the application

= Branding & properties
Claim T Descripgién
D Authentication Customize token properties by type

email e addressable email for this us

Certificates & secrets v D
e upn An identifier for the user that car,
iI' Token configuration v Access
-9~ API permissions ~ SAML

& Expose an API

#2 App roles

& Owners

at. Roles and administrators

il Manifest

Support + Troubleshooting
2 Troubleshooting

2 New support request

Cancel

10.4.ENTRAD 274 TV T A T4 —7TANA Y= LTHFERTEZLDIC
RED HAT OPENSHIFT SERVICEONAWS ¥ S 249 —%%2FT 3

EntralD & 7A 7Y T4 74 —70O/NA 5 —& LTHERY 2% & D IC Red Hat OpenShift Service on AWS
HERETDMLENHY X,

ROSA & OpenShift Cluster Manager 2L CT7A TV T4 T4 —7ONA 5 — %R ET DA 1R
HLEFIHN., TITIEROSACLI 2EARALT, EntralD 274 TV T4 74 —7FONnNA ¥ —& LTHEH
T2LIICVFAI—DOAUth 7AONA Y —%BELET, PATVTAT4—7TANA YT —%EZRE
TBHNC, PATYTATA—TANA Y —BEICUERTHEEZELET,

FIE
L ROOAT Y RERTLTE#HEZEMRLE T,

$ CLUSTER_NAME=example-cluster @)
$ IDP_NAME=AAD @

$ APP_ID=yyyyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy 9
$ CLIENT _SECRET=XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX °

$ TENANT |D=22777777-72227-2777-77277-772277227777 6
'D ZHIZROSA VS A9 —DEFNICBEMIZET,

2]
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ZDEIF. OO RATRICERK L7 OAuth 3—JL/Ny - URL TEBR L-EBIICE X
BZET,

g INRET7 TV r—ay (V547 M) IDICESAET,
Q ZhIRISATYRY—0 Ly NCBXBZET,

@; hiFTALIMN)—(TFY M IDICBEH®AZT,

2. ROAXR VY REERFTLT, V5R9—DOAuth 7ONA ¥ —%2BELET, JIL—TIL—L4L
EEMICLEBEIE. %79 --group-claims groups B FH L T 72X W,

o JI—TIL—LEBMILELBER. ROATY REERTLET,

$ rosa create idp \

--cluster ${CLUSTER_NAME} \

--type openid \

--name ${IDP_NAME} \

--client-id ${APP_ID} \

--client-secret ${CLIENT_SECRET} \
--issuer-url https://login.microsoftonline.com/${TENANT_ID}/v2.0 \
--email-claims email \

--name-claims name \
--username-claims preferred_username \
--extra-scopes email,profile \
--groups-claims groups

o JI—TIL—LEBMILEDSELBEIF. ROAXY RERTLET,

$ rosa create idp \

--cluster ${CLUSTER_NAME} \

--type openid \

--name ${IDP_NAME} \

--client-id ${APP_ID} \

--client-secret ${CLIENT_SECRET} \
--issuer-url https://login.microsoftonline.com/${TENANT_ID}/v2.0 \
--email-claims email \

--name-claims name \
--username-claims preferred_username \
--extra-scopes email,profile

D%, 75 RAY —EREE Operator "R AL LEY, §5&. EntralDZ#EH LTIV SR —ICO
TAVTEDLIICRYET,

105. 4 DA—HF—B LV TIL—TADEBIDERDGTS
MHTATAvTDE, ERDPIEEICHRINTWB &Y ET, 772/ MTIE, RedHat
OpenShift Service on AWS (27 S 24 —RICHFLWT OV £ ¥ b F7ld namespace ZER T B HER D
HEMELEFT, 7OV TV PORTRIZERINTVET,

DL IMEMDEREEZDI—HF—B LV ITIN—TIHFET2HELNHY T,

%2 D1 —Y—IEMDHERENE5Y S
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Red Hat OpenShift Service on AWS ICIE, 7SR —IIRTIRERT VR EFEELGS5T S
cluster-admin O—JL72 &, FRIREFADZHOO—ILIHEAAETNTVET,

FIR

e RMDIAY YV RAEZETL T, 21— —IC cluster-admin O—IILADT7 VXA RS LE T,

$ rosa grant user cluster-admin \
—-user=<USERNAME> @)
--cluster=${CLUSTER_NAME}

ﬂ cluster-admin ¥R A& {459 % EntralD 21— —&Z&EEL F T,

B2 D7 IN—TFIEMDERENS5T 2

TIN—T oL —LEBNITEIEEERLAEZBE. V59— OAuth 70N F—IC&>T, 21—
HP—DIIN—TAVNR=2 9 TRTI—FID % EA L TEEMICERFLEEHINET, /5R
4 — OAuth Z7AO/NA ¥ —iF., FERI N7 I)L— 7D RoleBinding & ClusterRoleBindings % H &

KR LEREA, INODONS VT4 V7 2—HF—REOTOER%ZFER L TERT Z2LENH
L) i’a—o

BEEM I N ZI)L—FIC cluster-admin O—)LADT7 YV £ AEELS5T BI1CIE,. JIL—TIDAD
ClusterRoleBinding Z{EX 9 2 BN HY X7,

FIR
e XM~ K%EZEITL T, ClusterRoleBinding %= Ef L £ 7,

$ oc create clusterrolebinding cluster-admin-group \
--clusterrole=cluster-admin \

~-group=<GROUP_ID> @)

ﬂ cluster-admin ¥R % {459 % EntralD ZIL—FID #35E L F 7,

INT, BELEITIL—TAHDODTARTOI—H—IC cluster-admin 7 7  AENBEMICH S
IhZxd,

10.6. EAEF R

RBAC % {#f L T Red Hat OpenShift Service on AWS DH#ERR A E&E S L BRI % AEDFHMIZ. Red
Hat OpenShift Serviceon AWS D KF a XV N BB LTIV,

71


https://docs.openshift.com/container-platform/latest/authentication/using-rbac.html
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ENEFa1—MYT7I:STS Z{EHAT 5 ROSA TD AWS
SECRETS MANAGER CSI ®{#H

AWS Secrets and Configuration Provider (ASCP) I&. AWS ¥—% L v k% Kubernetes X b L —Y7R
)a—LELTRARATEIAEERELET, ASCP 2R T % &. Secrets Manager D> —2J L v b %&
RES LUVEE L. RedHat OpenShift Service on AWS (ROSA) TEITINMTWE 77— 0O0—R%&@&EL
TY—7JLy heEBISTEET,

1.1 IR

IOTOERERFIBT RIS, RDVY—REV—IBHDIEEMRBLTLIEIW,

o STSEEHILTFOMINALROSAY TR —
® Helm3
e aws CLI
e oc CLlI
e jq CLI
ZDhOREEH
1L ROOAT Y REEFTLT, ROSAYV R4 —ICAJA4 Y LET,
I $ oc login --token=<your-token> --server=<your-server-url>
74> =2 >YERDIF3ITIE. Red Hat OpenShift Cluster Manager B )L —2 L w b
TUOZARI—ICT7IVEALET,
2. ROARVKREEFTLT, V5RY—ICSTSHHB & EMRIELF T,
$ oc get authentication.config.openshift.io cluster -o json \
| jq .spec.serviceAccountlssuer
HhH
I "https://xxxxx.cloudfront.net/xxxxx"
HANRLZHBEE. BITLAVWTLEIV, 2OTOEREHETT BRI, STSTVTRY—
DEMICEIT % RedHat RF a2 X b 2#BRBLTLLEIW,
3. RDAT Y R%EZEITLT, CSIRFANRN—DE[TZHFATE LI
SecurityContextConstraints #[R %% E L £ 9,
$ oc new-project csi-secrets-store
$ oc adm policy add-scc-to-user privileged \
system:serviceaccount:csi-secrets-store:secrets-store-csi-driver
$ oc adm policy add-scc-to-user privileged \
system:serviceaccount:csi-secrets-store:csi-secrets-store-provider-aws
4. ROAXY REERFTLT, ZOTOCRATETHERT 2BREEHEERLET,
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https://console.redhat.com/openshift/install/pull-secret
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-a-cluster-quickly

ENEFa1— MY FTI:STS 2T % ROSA TD AWS SECRETS MANAGER CSI DfEFE

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")
$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster \

-0 jsonpath="{.spec.serviceAccountlssuer}' | sed 's|*https://||")
$ export AWS_ACCOUNT_ID="aws sts get-caller-identity --query Account --output text’
$ export AWS_PAGER=""

N2.AWS >—2 L v NEEREZTONA Y —DFT 70O
. ROAYY RAEEFTL, HelimZFERHLTY— 2L Yy NARMNTPCSI RSANRN—Z5FLET,

$ helm repo add secrets-store-csi-driver \
https://kubernetes-sigs.github.io/secrets-store-csi-driver/charts

2. ROAXR Y RAEEFTLT, Helm VAR MY —2BHLE T,
I $ helm repo update

3. ROAT VY REEFTLT, Y=Ly MNAMNTPCSIRZAN—%FA YV AMN=JLLET,

$ helm upgrade --install -n csi-secrets-store \
csi-secrets-store-driver secrets-store-csi-driver/secrets-store-csi-driver

4, ROOAX Y REERFTLT, AWS 7ONA ¥ —5a5F7O04 LET,

$ oc -n csi-secrets-store apply -f \
https://raw.githubusercontent.com/rh-mobb/documentation/main/content/misc/secrets-
store-csi/aws-provider-installer.yaml

5. ROAT Y REZETLT, MAD Daemonset "ETINTWB I EEERELET,

$ oc -n csi-secrets-store get ds \
csi-secrets-store-provider-aws \
csi-secrets-store-driver-secrets-store-csi-driver

6. ROAT Y REEFTLT, Y—2IL Y MRARMTCSI RSAN—|TSRILERIFTT, FIRME
Podtxal)F4—7O7 74 EEHIFRTRIEEHFTLET,

$ oc label csidriver.storage.k8s.io/secrets-store.csi.k8s.io security.openshift.io/csi-ephemeral-
volume-profile=restricted

N3.Y—JLy NEIAMT I 2ZARY S —DERK
1. RDOT Y R%&EEFTL T, Secrets Manager D> —%2 L v M&EERL £,

$ SECRET_ARN=$(aws --region "$REGION" secretsmanager create-secret \
--name MySecret --secret-string \
{"username":"shadowman", "password":"hunter2"}" \
--query ARN --output text)

$ echo $SECRET_ARN

2. ROOAT YV REEFTLT, IIMT7IOERARYY—RFa XV MEERLET,
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74

$ cat << EOF > policy.json
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret”

I,
"Resource": ["$SECRET_ARN"]

1]
}

EOF

3. RODATVY RAEFTLT. IAIMT7Z AR S—5EHRLET,

$ POLICY_ARN=$(aws --region "$REGION" --query Policy.Arn \
--output text iam create-policy \

--policy-name openshift-access-to-mysecret-policy \
--policy-document file://policy.json)

$ echo $POLICY_ARN

4, ROAX YV REEIFTLT, IAIMO—I)LEBERY)—RFa XV MEEHRLET,

pa 3

EERYY—E, ZOF7OERTETHERT % namespace DT 7 4 )L bDH —
EX7AD>MIOvIINET,

$ cat <<EOF > trust-policy.json
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Condition™: {
"StringEquals” : {
"${OIDC_ENDPOINT}:sub": ["system:serviceaccount:my-application:default"]
}

}
"Principal™: {
"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
},
"Action": "sts:AssumeRoleWithWebldentity"
}
]
}
EOF

5, ROAXVKRZEITLT, IAMO—=ILAEEKLZET,

$ ROLE_ARN=$(aws iam create-role --role-name openshift-access-to-mysecret \
--assume-role-policy-document file://trust-policy.json \
--query Role.Arn --output text)



ENEFa1— MY FTI:STS 2T % ROSA TD AWS SECRETS MANAGER CSI DfEFE

I $ echo $ROLE_ARN
6. RODOAT Y RAEER[IFTLT, O—JILERYD—ICEYHTET,

$ aws iam attach-role-policy --role-name openshift-access-to-mysecret \
--policy-arn $POLICY_ARN

N4.2D—9 Ly bVaERTZT7TY—2 a3 vOERK
L ROATY REFERFTLT, OpenShift 7AY =7 MEERLEF T,

I $ oc new-project my-application

2. ROAXR Y RERITLT, STSO—LWVAEFBETZEIICT 74NN MNDY—ERTHD Y MIT
JTF—vavaftirEd,

$ oc annotate -n my-application serviceaccount default \
eks.amazonaws.com/role-arn=$ROLE_ARN

3RDARVREREFTLT, ¥Y—I Ly T IERSZLDHDDOY—I Ly N TONAT—0 3
AEERLET,

$ cat << EOF | oc apply -f -
apiVersion: secrets-store.csi.x-k8s.io/v1
kind: SecretProviderClass
metadata:

name: my-application-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager”

EOF

4, koaAv v RTy—s Ly bEFERLTT A4 XY M EERLE T,

$ cat << EOF | oc apply -f -
apiVersion: v1
kind: Pod
metadata:
name: my-application
labels:
app: my-application
spec:
volumes:
- name: secrets-store-inline
csi:
driver: secrets-store.csi.k8s.io
readOnly: true
volumeAttributes:
secretProviderClass: "my-application-aws-secrets”
containers:
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- name: my-application-deployment
image: k8s.gcr.io/e2e-test-images/busybox:1.29
command:
- "/bin/sleep”
-"10000"
volumeMounts:
- name: secrets-store-inline
mountPath: "/mnt/secrets-store"
readOnly: true
EOF

5 ROATY RZEEFTLT, PodIly—I Ly bR TTO U MINTVWEBRZ L ZHRLET,

I $ oc exec -it my-application -- cat /mnt/secrets-store/MySecret

N5.o0—vry7
L RDATY RERTLTT T r—2avEHIRLEY,
I $ oc delete project my-application
2. ROAT VY RZEFTFTLT, =Ly NAMT7CSI RZANRN—%HIFRL T,
I $ helm delete -n csi-secrets-store csi-secrets-store-driver
3. RDAT Y RAEZEITL T, Security Context Constraints ZHIf& L 9,

$ oc adm policy remove-scc-from-user privileged \
system:serviceaccount:csi-secrets-store:secrets-store-csi-driver

$ oc adm policy remove-scc-from-user privileged \
system:serviceaccount:csi-secrets-store:csi-secrets-store-provider-aws

4, ROOAX Y RAEERFTLT, AWS 7ONSA ¥ —%HIKLET,

$ oc -n csi-secrets-store delete -f \
https://raw.githubusercontent.com/rh-mobb/documentation/main/content/misc/secrets-store-
csi/aws-provider-installer.yaml

5. ROOAT YV REEFTLT, AWSOO—JLERY—AHIBBRLET,

$ aws iam detach-role-policy --role-name openshift-access-to-mysecret \
--policy-arn $POLICY_ARN

$ aws iam delete-role --role-name openshift-access-to-mysecret

$ aws iam delete-policy --policy-arn $POLICY_ARN

6. RDAX >V K%ZEFTL T, Secrets Manager D> —%7 L v M&EHIBRL T,

I $ aws secretsmanager --region SREGION delete-secret --secret-id $SECRET_ARN
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FENREFa1— MY 7JL:ROSA TD AWS CONTROLLERS FOR
KUBERNETES DO {#

AWS Controllers for Kubernetes (ACK) Z {9 % &, AWS H—E R ) Y — X % Red Hat OpenShift
Service on AWS (ROSA) WL EEREZ L CTHERATEEYd, ACKZERT3E, V7 R9—40D) YV —
2EFEHELREY., V7RI —ADT—IR—ZAPA Vv E—IFa—REDYR— MEEEZRET 29—
EX&RTLEYTDEIERL, 7TV r—2aVTAWNS Y R—Y R —EREZMBTEEY,

OperatorHub 75 X £ X' £ 72 ACK Operator # B4 Y A M—ILTEET, Zhilky., 77U 7r—
2 3V T Operator ZEEICFEWVADZ I ENTEE T, 2D Y hO—F—I& AWS Controller for
Kubernetes 7O 7 hDIAVR—XV N THY., BERARETLE2—BREICHY £T,

ZDFa—M)T7IEFEAL T, ACKS3Operator 27 7AO4 LTLKEIV, V53R —D
OperatorHub DM ACK Operator ICEDLETHETEZEETEXET,

12.1. RS
® ROSAVZRY —
e cluster-admin #RZHF2>1—H—7HhU v b
® OpenShift CLI (oc)

® Amazon Web Services (AWS) CLI (aws)

12.2. BIEDRTE
1. ROBEEHAHRTEL. BEVWDISRY—IIEHLETISRIY—ZLEZETHELET,

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//')

$ export REGION=$(rosa describe cluster -c ${ROSA_CLUSTER_NAME]} --output json | jq -r
.region.id)

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o json | jq -r
.spec.serviceAccountlssuer | sed 's|*https:/||")

$ export AWS_ACCOUNT_ID="aws sts get-caller-identity --query Account --output text’

$ export ACK_SERVICE=s3

$ export ACK_SERVICE_ACCOUNT=ack-${ACK_SERVICE}-controller

$ export POLICY_ARN=arn:aws:iam::aws:policy/AmazonS3FullAccess

$ export AWS_PAGER=""

$ export SCRATCH="/tmp/${ROSA_CLUSTER_NAME}/ack"

$ mkdir -p ${SCRATCH}

2. ROEIV D aVIGEDHIIC, TRTDITA—ILRAELLEAINTWEB I EAERLTLKE
T,

$ echo "Cluster: ${ROSA_CLUSTER_NAME}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT _ID}"

123.AWS 7 h oV b D*#(F

1. ACK Operator M@ AWS Identity Access Management (IAM) S8R ) v —%EFHR L £ 7,
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https://aws-controllers-k8s.github.io/community/
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$ cat <<EOF > "${SCRATCH]}/trust-policy.json"
{
"Version": "2012-10-17",
"Statement”: [
{
"Effect": "Allow",
"Condition": {

"StringEquals” : {

"${OIDC_ENDPOINT}:sub": "system:serviceaccount:ack-

system:${ACK_SERVICE_ACCOUNT}"

}
}

Principal™: {
"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
}

}
]

}
EOF

ction": "sts:AssumeRoleWithWebldentity"

2. AmazonS3FullAccess R!) ¥ —%ZF|Y KT/, ACK Operator '8 X+ % AWSIAM O—JL
EERRL ET,

)z 6
WRINZRYY—IE, 7OV bD GitHub ) RY K1) — (fl:
https://github.com/aws-controllers-k8s/s3-

controller/blob/main/config/iam/recommended-policy-arn) TRDF 3 Z &H°
TEEY,

$ ROLE_ARN=$(aws iam create-role --role-name "ack-${ACK_SERVICE}-controller" \
--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \
--query Role.Arn --output text)

$ echo $ROLE_ARN

$ aws iam attach-role-policy --role-name "ack-${ACK_SERVICE}-controller" \
--policy-arn ${POLICY_ARN}

124.ACKS3 I hO—5—DA VA —JU

. ACKS3 Operator 24 YA h—)L$257O0V Y bEEKRLET,

I $ oc new-project ack-system
2. ACKS3 Operator DFEEEZL 7 71 IV EERHR L E T,

pa 3

ACK_WATCH_NAMESPACE (3. O hO—F—DIVF A —HDITRTD
namespace ZEEJICEEMRTE S LD IC. BEIMICZEHDOXHICLET,
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https://github.com/aws-controllers-k8s/s3-controller/blob/main/config/iam/recommended-policy-arn

F128 Fa— MY 7I: ROSA CD AWS CONTROLLERS FOR KUBERNETES DO

$ cat <<EOF > "${SCRATCH}/config.txt"
ACK_ENABLE_DEVELOPMENT_LOGGING=true
ACK_LOG_LEVEL=debug
ACK_WATCH_NAMESPACE=
AWS_REGION=${REGION}
AWS_ENDPOINT_URL=
ACK_RESOURCE_TAGS=${CLUSTER_NAME}
ENABLE_LEADER_ELECTION=true
LEADER_ELECTION_NAMESPACE=

EOF

3. BIDRTYTD7 74 I)L%ERL T ConfigMap Z/EER L £9,

$ oc -n ack-system create configmap \
--from-env-file=${SCRATCH}/config.txt ack-${ACK_SERVICE}-user-config

4. OperatorHub A5 ACK S3 Operator =4 Y XA h—JL L £ 7,

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: ack-${ACK_SERVICE}-controller
namespace: ack-system
spec:
upgradeStrategy: Default
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: ack-${ACK_SERVICE}-controller
namespace: ack-system
spec:
channel: alpha
installPlanApproval: Automatic
name: ack-${ACK_SERVICE}-controller
source: community-operators
sourceNamespace: openshift-marketplace
EOF

5. ACKS3 Operator ¥ —EZX7 A7 Y M, EIYHTH AWSIAM O—IL DT/ T—> 3 V&
BT, T7AAM XY b EBREBLET,

$ oc -n ack-system annotate serviceaccount ${ACK_SERVICE_ACCOUNT} \
eks.amazonaws.com/role-arn=${ROLE_ARN} &&\
oc -n ack-system rollout restart deployment ack-${ACK_SERVICE}-controller

6. ACKS3 Operator "ETINTWVWS I & &R LF T,
I $ oc -n ack-system get pods

H A B
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NAME READY STATUS RESTARTS AGE
ack-s3-controller-585f6775db-s4lfz 1/1  Running 0 51s
125. 7784 A~ b DIREE

LSBTy M) Y—2%&F704LFT,

$ cat << EOF | oc apply -f -
apiVersion: s3.services.k8s.aws/vialphat
kind: Bucket
metadata:
name: ${CLUSTER-NAME}-bucket
namespace: ack-system
spec:
name: ${CLUSTER-NAME}-bucket
EOF

2. S3NNT Y MINAWS TR SNl & =B LET,
I $ aws s3 Is | grep ${CLUSTER_NAME}-bucket
Bl

I 2023-10-04 14:51:45 mrmc-test-maz-bucket

126.2)—v7yv 7
L. SNy MN)Y—R%ZHIBRLE T,
I $ oc -n ack-system delete bucket.s3.services.k8s.aws/${CLUSTER-NAME}-bucket
2. ACK S3 Operator & AWS IAM O—JL%HIR L £ 7,

$ oc -n ack-system delete subscription ack-${ACK_SERVICE}-controller
$ aws iam detach-role-policy \

--role-name "ack-${ACK_SERVICE}-controller" \

--policy-arn ${POLICY_ARN}
$ aws iam delete-role \

--role-name "ack-${ACK_SERVICE}-controller"

3. ack-system 7OV MEHIBRLET,

I $ oc delete project ack-system
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FI3E Fa— MY 7JL: ROSA ~D EXTERNAL DNS OPERATOR
DOF7a4

R

Red Hat OpenShift Service on AWS 4.14 LAB&, Custom Domain Operator (& FEH#E%E(Z 74
Y % L7z, RedHat OpenShift Service on AWS 4.14 T Ingress ZEI 9 % IIE. Ingress
Operator ZfFfH L £ 9, Red Hat OpenShift Service on AWS 4.13 LRI D/N— 3 &~ Tl
HEEEICERIEHY A,

Custom Domain Operator Z5% &9 % ICI&. Amazon Route 53 7R A MY =74 )L KAH— K CNAME
DNSLO—RKDPWMETY, T4 KA—RLOI—REZFERALARWEEIL. External DNS Operator % {§
ALTIL—FOEBDOITY M) —%EHRTEET,

ZDFa—hMYT7I%EFEAL T, RedHat OpenShift Service on AWS (ROSA) DARY L RAA VT
External DNS Operator #7704 8L VREL £7,

B

External DNS Operator (&, IAM Roles for Service Accounts (IRSA) Z{#f L 7= STS =4
R—hET, Kb YICEDHB DR Identity Access Management (IAM) SREEIER %
BLEYd., 2OFa— b 7L Operator TSTSHAHR— MNINEBRICEHFINSF
ETY,

13.1. R4
® ROSAVZRY—
e dedicated-admin #ERZ/HD>D1—HF—T AV K
® OpenShift CLI (oc)
® Amazon Web Services (AWS) CLI (aws)
o —E D RKXA Y (*.apps.<company_names.io 73t &)

o LEERXAYHE®DAmazonRoute53 /8Ty I RRANY—V

13.2. BIEDRTE
1. ROBEBEEHMAEHZRELET, CLUSTER_NAME (%7 SAY—DEZBICEIHZFT,

$ export DOMAIN=apps.<company_names.io ﬂ

$ export AWS_PAGER=""

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//)

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${CLUSTER_NAME}/external-dns"

$ mkdir -p ${SCRATCH}
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© »zxvurxqv,

2. ROV aVIGEDHIIC, TRTDITA—ILRAELLEAINTWE I EAERLTLKE
T,

$ echo "Cluster: ${CLUSTER_NAME}, Region: ${REGION}, AWS Account ID:
${AWS_ACCOUNT _ID}"

133. AL RX A VDHTE

ROSA |&. Custom Domain Operator #{#H L Ttz /7 >4 — Ingress Controller #EEB L X9, HRA
HLRAAVEFERALTEAY S Y — Ingress Controller 27 704 95101k, ROFIEEERITLZF
-a—o

(1} =355
o —E D RKXAA Y (*.apps.<company_names.io 73t &)

o HRHLSAN F7/lET 1)L K H— NiERAZE (CN=*.apps.<company_names>.io 72 &)

FIa
LELwWyooz o MEERLET,

I $ oc new-project external-dns-operator

2. BB NBEIAEEISFHLWTLS > —2 Ly MR L X, fullchain.pem (X5 £7%7 1
W RH—REAEF = — (REGIAEZEZ 2 L), privkey.pem (&7 1)L K — REEEREZE DR
ﬁr“’a—o

$ oc -n external-dns-operator create secret tls external-dns-tls --cert=fullchain.pem --
key=privkey.pem

3. ##® CustomDomain H X% L)Y —Z (CR) Z{EK L £,

external-dns-custom-domain.yaml Dl

apiVersion: managed.openshift.io/vialphat
kind: CustomDomain
metadata:
name: external-dns
spec:
domain: apps.<company_names.io ﬂ
scope: External
loadBalancerType: NLB
certificate:
name: external-dns-tls
namespace: external-dns-operator

Q HRILRAAL Y,
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4. CR=HERALZY,

I $ oc apply -f external-dns-custom-domain.yaml

5 AR LK A4 Ingress Controller B 7 704 Ih, Ready A7 —4% RICHR>TWB I &%
mERLET,

I $ oc get customdomains

H A B

NAME ENDPOINT DOMAIN STATUS
external-dns XXrywp.<company_names>.cluster-01.opln.s1.openshiftapps.com *.apps.
<company_name>.io Ready

13.4. AWS 7 h 0 > N D#fi

1. AmazonRoute 53 M/XT ) v UV RAMNY =V IDERBLET,

$ export ZONE_ID=$(aws route53 list-hosted-zones-by-name --output json \
--dns-name "${DOMAIN}." --query 'HostedZones[0]'.Id --out text | sed 's/VhostedzoneV//")

2. External DNS Operator 8 ARG L RKXA VY DIRT ) v VRARNS =Y OH 5BHTED LD
ICTDAWSIAMARY O —RFa AV MEERLET,

$ cat << EOF > "${SCRATCH}/external-dns-policy.json"
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": |
"route53:ChangeResourceRecordSets”
],
"Resource”: [
"arn:aws:route53:::hostedzone/${ZONE_ID}"
]
|3

{
"Effect": "Allow",

"Action": [
"route53:ListHostedZones",
"route53:ListResourceRecordSets"

1,

"Resource”: [

nkn

]
}
]

}
EOF

3. AWSIAM AR v —%{Em L E 9,
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$ export POLICY_ARN=$(aws iam create-policy --policy-name "${CLUSTER_NAME}-
AllowExternalDNSUpdates” \

--policy-document file://${SCRATCH}/external-dns-policy.json \

--query 'Policy.Arn’ --output text)

4. AWSIAM 2 —H—%1Em L7,

I $ aws iam create-user --user-name "${CLUSTER_NAME}-external-dns-operator"

5 RUY—%Z&YEHTLETY,

$ aws iam attach-user-policy --user-name "${CLUSTER_NAME}-external-dns-operator" --
policy-arn $POLICY_ARN

= -1o)
. CHITRFRICITZ IRSA #EH L/ STSICEEINEFETY,

6. IAMI—H—DAWS F—&{FR L F T,

$ SECRET_ACCESS_KEY=$(aws iam create-access-key --user-name
"${CLUSTER_NAME}-external-dns-operator")

7. BRRORREEIRHRZERL £

$ cat << EOF > "${SCRATCH]}/credentials"

[default]

aws_access_key_id = $(echo $SECRET_ACCESS_KEY | jq -r .AccessKey.AccessKeyld')
aws_secret_access_key = $(echo $SSECRET_ACCESS_KEY | jq -r
".AccessKey.SecretAccessKey')

EOF

13.5. EXTERNAL DNS OPERATOR DA Y X b —JU

1. OperatorHub »* & External DNS Operator 4 Y X h—JLL T,

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: external-dns-group
namespace: external-dns-operator
spec:
targetNamespaces:
- external-dns-operator
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: external-dns-operator
namespace: external-dns-operator
spec:
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channel: stable-v1.1

installPlanApproval: Automatic

name: external-dns-operator

source: redhat-operators

sourceNamespace: openshift-marketplace
EOF

2. External DNS Operator AE{TIN 2 X THLE T,
I $ oc rollout status deploy external-dns-operator --timeout=300s
3. AWSIAM 2 —H—FREHE|mA LY —I Ly b FERLE T,

$ oc -n external-dns-operator create secret generic external-dns \
--from-file "${SCRATCH}/credentials”

4. ExternalDNS O hO—5—AF704 LZ 9,

$ cat << EOF | oc apply -f -
apiVersion: externaldns.olm.openshift.io/vibetai
kind: ExternalDNS
metadata:
name: ${DOMAIN}
spec:
domains:

- filterType: Include
matchType: Exact
name: ${DOMAIN}

provider:

aws:
credentials:

name: external-dns
type: AWS
source:
openshiftRouteOptions:
routerName: external-dns
type: OpenShiftRoute
zones:
- ${ZONE_ID}
EOF

5. AV MA—F—dDETINBETHEET,
I $ oc rollout status deploy external-dns-${DOMAIN} --timeout=300s

B6e. YN T7TYr—arvorrOoAq

ExternalDNS O hO—S5—HIEFINES, YV TNV T7 ) r—yavasF7Oo4 LT HLw
IW—PFDRFEBFICARILRAA VUDNEREIN, EEINDIEE2HRALET,

LYY IN7FYr—yavBaicpLwad s b2 ERLE T,

I $ oc new-project hello-world
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2. HelloWorld 7 ) r—vavar7704 LEY,
I $ oc new-app -n hello-world --image=docker.io/openshift/hello-openshift
3 ARILRAAVEEBELTCT ) r—>avol— b aERLET,

$ oc -n hello-world create route edge --service=hello-openshift hello-openshift-tls \
--hostname hello-openshift. 5{DOMAIN}

4. DNS L O— KA ExternalDNS IC& > THEIMICER I NI E I EEEL F T,

p= -
L O— KA Amazon Route 53 ICRIRIND X TICH OO BBELRHY X,

$ aws route53 list-resource-record-sets --hosted-zone-id ${ZONE_ID} \
--query "ResourceRecordSets[?Type == 'CNAME']" | grep hello-openshift

5, 7723 :TXTLO—RERRLT, LOI— KM ExternalDNS ICL > TR I N Z & 558
RIBEHETEET,

$ aws route53 list-resource-record-sets --hosted-zone-id ${ZONE_ID} \
--query "ResourceRecordSets[?Type == "TXT']" | grep ${DOMAIN}

6. 73V H—THRY LYY =L RAAVICHEY B &, OpenShift V4 YARTINE
-a—o

I $ echo console. ${DOMAIN}
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F{14E F1— M1 7JL: ROSA £®D CERT-MANAGER
OPERATOR % {#H L /= ZEBAZ D BRI FIT

DAL RA—REEBBEIZ, BEDRXA VDT 7—ARMNLRIVY T RAAL VT RTE 1 DDERAE TR
ETHETHERELAEERLITN, 2—RT—RICE>TE. KA VT EICEARBDIIBAZEAFERAT
DENHDZIBELHYET,

cert-manager Operator for Red Hat OpenShift & Let's Encrypt ZfH LT, ARSI LKA AL V% EH
LTHER L72)L— N DEEBAE Z BIRICRIT S 2 AiEZaAL £,

14.1. BUiR S 14

14.2.

ROSA YV S A% —

cluster-admin #Rz&F>1—HF—-7hHho v b

OpenShift CLI (oc)

Amazon Web Services (AWS) CLI (aws)

—E®O K XA > (*.apps.<company_name>.io 73 &)

LEERAAVEAD AmazonRoute 53 /8T Y w I RZA KN —V
RIEDRTE

L ROBREEHERELTT,

2.

14.3.

$ export DOMAIN=apps.<company_names.io ﬂ

$ export EMAIL=<youremail@company_name.io> g

$ export AWS_PAGER=""

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//)

$ export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o json | jq -r
.spec.serviceAccountlssuer | sed 's|*https:/||")

$ export REGION=$(oc get infrastructure cluster -o=jsonpath="
{.status.platformStatus.aws.region}")

$ export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
$ export SCRATCH="/tmp/${CLUSTER_NAME}/dynamic-certs"

$ mkdir -p ${SCRATCH}

Q HRILRXAL Y,

g Let's Encrypt AZIBAZEICRIY 2 BA A EET 2 LDIFERTEA—ILT KL R,

RDEI D aVIEDHEIIC, TRTDITA—ILRDAELLEAINTWEBZEAERLTLKE
T Ly,

$ echo "Cluster: ${CLUSTER_NAME}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT _ID}"

AWS 7Y ND#(E
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cert-manager A Let's Encrypt (£ 7z1&51MD ACME FsERAERTHE) ICGIBAE 2 EK T 5 &, Let's Encrypt
DY—NR—DNFv¥ LY ZFEALT. TOMPERD KA VENBERICL > THEIhTWSZ
EERIELFT, COFa—MITITIE, RAMVEDTXT LI—RICHEDEZANTSE &

T, XA VEZDDNS ZHIEHL TWBH I & %ZaEBAT 5 DNS-O1 Fv L Y ZHALET., ThiEFTA
T cert-manager IC& > TEERICITHNE T, cert-manager ¥E[RIC L > T K X 1 > D Amazon Route
S3NTN Yy IRAN—VEEBETED LI, PodNDT7 V2R %EFHAT 2EHBEREFEDORY
¥ —HE[R % 5D Identity Access Management (IAM) O— L& ER T 2 HENHY £T,

ZDFa—MN)TPITHEARATEZNRNTY Y IHRANS—ViE, ROSAVSRAY—ERBUEAWS 7hHD Y K
RICHYFET, WNTYVYIRANS=UDBDTHD Y MIHDHEIE, VARTHAI N7 IO D
T2DICWL DHODEMFIENHETT,

1. AmazonRoute 53 M/XT ) v O RAMNY =V IDERBLET,

R

ZMIOY Y K&, DOMAIN IRIEEHE L CURHEEL/ZAR Y L RAA VIT—
BeB2NTYVYIRAMN—V%BRFIELET, AmazonRoute 53 /87 1) v U iR
ANV =V EFETEET 5ICIL. export ZONE_ID=<zone_ID> %* =17

L. <zone_ID> %45 E® Amazon Route 53 /X7 ) w V7 RA MY — ID ICEXH#
ZET,

$ export ZONE_ID=$(aws route53 list-hosted-zones-by-name --output json \
--dns-name "${DOMAIN}." --query 'HostedZones[0]'.Id --out text | sed 's/VhostedzoneV//")

2. BELENTV Y VRARNS =Y DI 2B TX BHER% 5 X % cert-manager Operator F
DAWSIAMARY S —RFa Xy MEERLEFT,

$ cat <<EOF > "${SCRATCH}/cert-manager-policy.json"
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Action": "route53:GetChange",
"Resource": "arn:aws:route53:::change/*"
|3

{
"Effect": "Allow",

"Action": [
"route53:ChangeResourceRecordSets",
"route53:ListResourceRecordSets"
I
"Resource": "arn:aws:route53:::hostedzone/${ZONE_ID}"
1,

{
"Effect": "Allow",

"Action": "route53:ListHostedZonesByName",
"Resource": "*"
}
]

}
EOF
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3. BIDRAT Y TTHERLEZ7 74V EFERLTIAMARY O —%/ERLET,

$ POLICY_ARN=$(aws iam create-policy --policy-name "${CLUSTER_NAME}-cert-manager-
policy" \

--policy-document file://${SCRATCH]}/cert-manager-policy.json \

--query 'Policy.Arn' --output text)

4. cert-manager Operator D AWS IAM S8R Y > —%&ER L 7,

$ cat <<EOF > "${SCRATCH]}/trust-policy.json"
{
"Version": "2012-10-17",
"Statement™: [
{
"Effect": "Allow",
"Condition": {
"StringEquals” : {
"${OIDC_ENDPOINT}:sub": "system:serviceaccount:cert-manager:cert-manager"
}
b
"Principal": {
"Federated": "arn:aws:iam::$AWS_ACCOUNT_ID:oidc-provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity"
}
]

}
EOF

5 BIORT Y TTHEM LEFERY > —%EA L T, cert-manager Operator M IAM O—JL % {
’52 L/ i’a—o

$ ROLE_ARN=$(aws iam create-role --role-name "${CLUSTER_NAME}-cert-manager-
operator” \

--assume-role-policy-document "file://${SCRATCHY}/trust-policy.json" \

--query Role.Arn --output text)

6. ERRY L —AO—JLICEY Y TET,

$ aws iam attach-role-policy --role-name "${CLUSTER_NAME}-cert-manager-operator” \
--policy-arn ${POLICY_ARN}

14.4. CERT-MANAGER OPERATOR O 1 Y X h—Jb

1. cert-manager Operator 24 Y2 h—)L 270V Y NEERLET,

I $ oc new-project cert-manager-operator
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BF

75 29 —NTEHD cert-manager Operator ZFH LRWTLLEIW, 75
A4 —|Z3 X 2 =7 1 —® cert-manager Operator B'f Y A h—JLINTW3
BalE. ThE7>4 VA =)L L TH 5 cert-manager Operator for Red Hat

OpenShift #4 YA M—IL T ZRELHY T,

2. cert-manager Operator for Red Hat OpenShift #4 Y A h—JL L £ 7,

$ cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-cert-manager-operator-group
namespace: cert-manager-operator
spec:
targetNamespaces:
- cert-manager-operator
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: openshift-cert-manager-operator
namespace: cert-manager-operator
spec:
channel: stable-v1
installPlanApproval: Automatic
name: openshift-cert-manager-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

R

i’a—o

3. cert-manager Operator AETINTWVWB & &2HRALF T,

I $ oc -n cert-manager-operator get pods

Z D Operator B’ YA R—ILIh, £y N7y THRTTBETICHEHS MY

o
NAME READY STATUS RESTARTS AGE
cert-manager-operator-controller-manager-84b8799db5-gv8mx 2/2  Running 0 12s

4. cert-manager Pod IC& > TERAINZH—EZX7 AV Y MI, BICHER L7 AWS IAM O—)L

D7/ T—arvedirERd,

$oc-n cert-manager annotate serviceaccount cert-manager eks.amazonaws.com/role-

I arn=${ROLE_ARN}

5 k@AY R&EERTLT, BEED cert-manager I~ hO—>— Pod #Bi2E# L £ 7.
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I $ oc -n cert-manager delete pods -l app.kubernetes.io/name=cert-manager

6. DNS-O1F v L V VBRDBEZH DI, AR — LY —/N\—%FERAT % £ 5 IZ Operator
DEREICNNYyFEBERALET,

$ oc patch certmanager.operator.openshift.io/cluster --type merge \
-p '{"spec":{"controllerConfig":{"overrideArgs":["--dns01-recursive-nameservers-only","--
dns01-recursive-nameservers=1.1.1.1:53"]}}}'

7. RODAT Y RZEZET LT, Let'sEncrypt ZfEFH ¥ % Clusterlssuer ') V — R Z{E L £,

$ cat << EOF | oc apply -f -
apiVersion: cert-manager.io/v1
kind: Clusterlssuer
metadata:
name: letsencrypt-production
spec:
acme:
server: https://acme-v02.api.letsencrypt.org/directory
email: ${EMAIL}
# This key doesn't exist, cert-manager creates it
privateKeySecretRef:
name: prod-letsencrypt-issuer-account-key
solvers:
- dns01:
route53:
hostedZonelD: ${ZONE_ID}
region: ${REGION}
secretAccessKeySecretRef:
name: "
EOF

8. Clusterilssuer ') Y —XDEFEHATITWDB I &R LET,

I $ oc get clusterissuer.cert-manager.io/letsencrypt-production

Hh
NAME READY AGE
letsencrypt-production True 47s

145. h A% s K A4 >~ INGRESS CONTROLLER DERK
LEmLwWyaod o MEERLET,

I $ oc new-project custom-domain-ingress

2. FAEAAEY Y —REEHR L TEREL. HRY LK AA Y Ingress Controller DEEBAE A 7O EY 3
ZVIJLEY,
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92

pa 3

ROBITIE, B—DFAA VAIRAZEZFERALEY, SANBLUTTAILRFA—F
AEAZEL Y R—PFINTVET,

$ cat << EOF | oc apply -f -
apiVersion: cert-manager.io/v1
kind: Certificate
metadata:
name: custom-domain-ingress-cert
namespace: custom-domain-ingress
spec:
secretName: custom-domain-ingress-cert-tls
issuerRef:
name: letsencrypt-production
kind: Clusterlssuer
commonName: "${DOMAIN}"
dnsNames:
- "${DOMAIN}"
EOF

. GEBAENRITINc & EHEALE Y,

R

Let'sEncrypt IC& > TZ DEEAENREITIND X TICHE LI MY FT, 5oL
MHBIEEIE. oc -n custom-domain-ingress describe certificate.cert-
manager.io/custom-domain-ingress-cert = %17 L T. cert-manager IC& 2T
WEIN2EEZHRLET,

I $ oc -n custom-domain-ingress get certificate.cert-manager.io/custom-domain-ingress-cert

ol
NAME READY SECRET AGE
custom-domain-ingress-cert True custom-domain-ingress-cert-tls 9m53s

. ¥ ® CustomDomain 7 X% L")V —2Z (CR) Z/ERR L £ ¥,

$ cat << EOF | oc apply -f -
apiVersion: managed.openshift.io/vialphat
kind: CustomDomain
metadata:
name: custom-domain-ingress
spec:
domain: ${DOMAIN}
scope: External
loadBalancerType: NLB
certificate:
name: custom-domain-ingress-cert-tls
namespace: custom-domain-ingress
EOF
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5 AR LK A4 Ingress Controller B 7 7O4 Ih, Ready AT —4% RICHR>TWB I &%
mERLET,

I $ oc get customdomains

H A B

NAME ENDPOINT DOMAIN

STATUS

custom-domain-ingress tfoxdx.custom-domain-ingress.cluster.1234.p1.openshiftapps.com
example.com Ready

6. BRHY LKA A > Ingress Controller © DNS iR A BMICT 27-DICHERDNSEELZ S
FExaxXy haEELET,

$ INGRESS=$(oc get customdomain.managed.openshift.io/custom-domain-ingress --
template={{.status.endpoint}})
$ cat << EOF > "${SCRATCH}/create-cname.json"
{
"Comment":"Add CNAME to custom domain endpoint",
"Changes":[{
"Action":"CREATE",
"ResourceRecordSet":{
"Name": "*.${DOMAIN}",
"Type":"CNAME",
"TTL":30,
"ResourceRecords":[{
"Value": "${INGRESS}"

1]
}
1]

}
EOF

N

7. ZEAGEET 572612 Amazon Route 53 ICEEL F T,

--hosted-zone-id ${ZONE_ID} \

$ aws route53 change-resource-record-sets \
--change-batch file://${SCRATCH}/create-cname.json

REERT 2HEBENRKRYETHN, CThoDdET7FYr—>a vnMERT 55
BEE. 7AW FH— REEAE TRHY I HA,

' s 0]
, TAIVRA—RCNAME LO—RZFEHATEE. HRAYLRXA Y Ingress
Controller 2R LT 704325 LWF I r—r 3y ZeicgLwlL d—
14.6. HAY L RX AV )L— NDEIRIEEFAZ DR TE
INT, BELLERAA VDT 7—AMNLRIVG T RXAVTYISAY—TF TV r—ava RATE

L3I YET, LHL. PFVT—2a VD RAA D E—HT B TLSHIRETEFENMREINFE
HFhe TDIVSARY—TTNVT—= a3 VICERAA VEOAMRIRAEAHEEICIRHT EHIC. ZD
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RAAYDETICERINEZTRTOH LWIL— MIFEBREZHNICRKITT % £ D IC cert-manager %
BRELEFT,

1. cert-manager I & % OpenShift L— h DFERRZE D EIRICHERR OpenShift )V — X ZER L
i’a—o
ZDRTYTTIE, VSR9—RHNOT7 /77— a v FEI— M aRICERTIHLWVWT 7O
AAXAY M (EFDPod) HEMR L ET, HLWIL— b Tissuer-kind & & U issuer-name 7 /
T avhHREINEGE, - MOERBICIEEINEZRZA NEEZITANS, ZDIL—
MIEHBDH L WEERAE % R1TE (I DIHE I Clusterlssuer) ICEKR L E 7,

L

R

PSR —H5 GitHub IC7 7 2R TERWEEIE, raw ATV a2O—A)
IZ#R7%F L. oc apply -f localfilename.yaml -n cert-manager =17 L £ 9,

$ oc -n cert-manager apply -f https://github.com/cert-manager/openshift-
routes/releases/latest/download/cert-manager-openshift-routes.yaml

ZDRT Y T T RDBIMD OpenShift )V —XHLERINFT,

e ClusterRole- ¥V 529 —2(DI— N2 BER/E L VEFH T 2HEREMSLET,
e ServiceAccount - T L < fE I 7z Pod 2 E177 2HERZFERAL X7,

e ClusterRoleBinding- 2N 522D Y Y —R&N4 2V RKRLET,

2. #1 L \» cert-manager-openshift-routes Pod A IEEICEITINTWBE I EA2RERLF T,

I $ oc -n cert-manager get pods

HRDOAI:
NAME READY STATUS RESTARTS AGE
cert-manager-866d8f788c-9kspc 1/1 Running 0 4h21m
cert-manager-cainjector-6885c585bd-znws8 1/1 Running 0 4h41m
cert-manager-openshift-routes-75b6bb44cd-f8kd5 1/1  Running 0 6s
cert-manager-webhook-8498785dd9-bvfdf 1/1 Running 0 4h41m

147. 5> FNT7 T ) 5—a3 >y 704

BMEERRZE AR ELD, YV TN TV r—3va57704 LT HILWIL— MOARREICEIERE
N7OEY 3=y I3h, EEINDIEEBALET,

LYY TWT ) r—=ravRIFHLWTaY o) MEERLE T,
I $ oc new-project hello-world
2. HelloWorld 7 7Y r—vavar704 LEY,

I $ oc -n hello-world new-app --image=docker.io/openshift/hello-openshift

3 VIR —DHARNST S ) r—oava BT ZHODIL— N EERLET,
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$ oc -n hello-world create route edge --service=hello-openshift hello-openshift-tls --hostname
hello.${DOMAIN}

4. — hOFERAENMMERINTVWAWI EZHEBLE T,
I $ curl -1 https://hello.${DOMAIN}

H A B

curl: (60) SSL: no alternative certificate subject name matches target host name
'hello.example.com’
More details here: https://curl.se/docs/sslcerts.html

curl failed to verify the legitimacy of the server and therefore could not
establish a secure connection to it. To learn more about this situation and
how to fix it, please visit the web page mentioned above.

5 W—NMI7/T7—> 3V EIF T, cert-manager & ) H— L THRY L RKXA VDIIAE %S
Jaoevaz=vI L%,

$ oc -n hello-world annotate route hello-openshift-tls cert-manager.io/issuer-
kind=Clusterlssuer cert-manager.io/issuer-name=Iletsencrypt-production

Pz
SERREDERMICIE 2-3 00 Y £9, SEFAZSOEHIZ. BRHERMED <
&. cert-manager Operator IC& > THEMICMEBINE T,

6. L—PMNDIBAENEEINTVWER I EEHELET,

I $ curl -1 https://hello.${DOMAIN}

H A B

HTTP/2 200

date: Thu, 05 Oct 2023 23:45:33 GMT

content-length: 17

content-type: text/plain; charset=utf-8

set-cookie: 52e4465485b6fb4f8a1b1bed128d0f3b=68676068bb32d24f0f558f094ed8e4d7;
path=/; HttpOnly; Secure; SameSite=None

cache-control: private

14.8. BIiIBRZ Oy a v /o NS TV a—F4 04

SER
Eé%% SFEOERT, RIETOERNETTEETICRE 2-3 90D £T,

W—NMIT7/T7—=>avaMMFTE, SIAZSERRAT Y THISGIAZEDERD ) HA—IhiAaWngs
I&. certificate. certificaterequest. order. & & U Challenge )V —XDENZEFNIFL T oc
description #3217 L T, BBDOFRERDRFHEICHKIIDANY MPEHZRTLET,

95



Red Hat OpenShift Serviceon AWS 4 Fa1— kY 7JL

I $ oc get certificate,certificaterequest,order,challenge
NSTIoa—FT4 v TICDOWTIE, SEBHZEDT NNy JITRIDIELDHA K #SBLTLEIW,

cmctl CLIY —IL &AL T, SHEDORT—9 AOHERPEHFOT A &, IXILLRFHEEE
TITAETA—%T52EBTEET,
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FBBEEFa—M)TFIANBINS T4y I9AD—EB L7 EGRESSIP ®DEIY 4T

EBEFa—-—NMN)TIL:AELNST 1y I~D—E L7 EGRESS
IP DEY) HT

PR—ZADBEAMVBEETZEXaA)TA—IIL—TPZOMOBEEDOEX2) 71 —HIEHLEDIER
ERETDHA, VIRAY—DOHEBINSI T4 v IIC—BLEIPTPRLRAZEIYETEIENEFL
WZEDNHY £T, T 7 4L b TIE. Red Hat OpenShift Service on AWS (ROSA) (OVN-Kubernetes
CNIZEA) &, 7= S VI LRIPTRLREZEYETEED, EXxaYT4+—Ov o900
BRENFRARAEEICAR>72Y, BREBULEICA—TVRREICR Y LET., TOHA RTIE, —/H
BREFal) 714 —ZEDPHAY VR, TOMDBENRI—R T —UIRIET 572D, Egress 7 7 R
Y= S T74 v VRADOFARTRERIPT7 RLZADEY NERET2AHEEHRALET,

FHllE. CDOREY ZICET S OpenShift FFa XY b ZHRLTLEIL,

15.1. BUiR &4
e OVN-Kubernetes & &£ ICTF 704 SN ROSA VSR —
e OpenShift CLI (oc)

® ROSACLI(rosa)
° iq
15.1.1. I]RiE

UTFaEEFTIRE ZDFa—MN)TZIOREBEEZEREINZREIND O, HEOREZHZIE—/R—
ARNTEIUREIGLSBRYET, IO Y T—ILAaSY—45 vy MIT 2B %7
ROSA_MACHINE_POOL_NAME Z#%# B XX T LI\,

$ export ROSA_CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//')
$ export ROSA_MACHINE_POOL_NAME=Default

15.2. B2 DR

BRTYw oIS RTANA T —ITIE, /—RTEICEYHTONBIPT7 KL ZOEICHIRRLH Y
F9, INid, EgressP7 RLRAZEIY B TEHEICHELEZX2TEENHY T, FENTHT
HDIEEBRTBHICE, ROAT VY RERTITHE, BEIIVHTLNTWSIP7 RLREHREE
EHAL, HEBEZITHHEMDOHD/ —REFETEET,

$ oc get node -0 json |\
jq ".items]] |
{
"name": .metadata.name,
"ips": (.status.addresses | map(select(.type == "InternallP") | .address)),
"capacity": (.metadata.annotations."cloud.network.openshift.io/egress-ipconfig" | fromjson(] |
.capacity.ipv4)
y

H B
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"name": "ip-10-10-145-88.ec2.internal”,
"ipS": [
"10.10.145.88"

1,
"capacity": 14

"name": "ip-10-10-154-175.ec2.internal”,
"ipS": [
"10.10.154.175"

],
"capacity": 14

pa )

LEEOBITIE., EPTWVWjQETAIILIY—ELTHERALTVWEY, Q1 VYA M—ILE
NTWRWESIE, &/ — KD
_ metadata.annotations['cloud.network.openshift.io/egress-ipconfig'] 7 1 —JL K= F
" EICHRTS L. / —NOREEHERTEET,

15.3. EGRESS IP JL— )L D{ERX

15.3.1. Egress IP D% E

IW—ILEERR T BR1IC. EDEgressIP A ERAT 20 %2FET 2MENHY £, EIRT 5 Egress IP
E7—H—/—ROTOEYaZv 70 T3y MBI Z2EDTHIBLELNHZRITERL T
Ty,

15.3.2. Egress IP D% #Y

AWSVPCDHCP H—ER & DFHE AR ITE7-HDIC, BEXRL/EgressIPZFHT 2 & =#EL X
T, L. TNREBEATIEHY FEA, INhZETOHEIF. CIDR FHICEAT 5 AWS RF 2 XV b
DFIEZ=EITT5 &, ARHRIP FHNEZEKRTETIET,

15.4. NAMESPACE ~® EGRESSIP 07 704

namespace DERICE DWW T EgressIP 7 KL ZZEIY LB TEZHEDTERITIHIC. 7OV b
EERRL E T,

I $ oc create -f demo-egress-pod.yaml

Egress L—ILEER L E T, TDIL—ILIZLY, HKIF &L spec.namespaceSelector 7 1+ —J)L K% {§
L TYER L 7= namespace D §RT D Pod IC Egress 27 14 v VN BRINZET,

$ cat <<EOF | oc apply -f -
apiVersion: k8s.ovn.org/v1
kind: EgresslIP
metadata:

name: demo-egress-ns
spec:
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# NOTE: these egress IPs are within the subnet range(s) in which my worker nodes
# are deployed.
egresslPs:
-10.10.100.253
-10.10.150.253
-10.10.200.253
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: demo-egress-ns
EOF

15.4.1. Pod ~® Egress IP DY) LT

Pod DFEIRICEDWT Egress P 7 KL REBIY L TEZHEDTEEITIRLHIC. 7OV MEERK
L/i-a—c

I $ oc new-project demo-egress-pod

Egress L—ILEERR L E T, TDIL—ILIZLY., KIF & spec.podSelector 7 1 —JU K& L TERK
L7 Pod IC Egress k257 14 v VDB INE Y, spec.namespaceSelector (FWNET 1 —IL KTH B
ZEIERLTLCEEI W,

$ cat <<EOF | oc apply -f -
apiVersion: k8s.ovn.org/v1
kind: EgresslIP
metadata:
name: demo-egress-pod
spec:
# NOTE: these egress IPs are within the subnet range(s) in which my worker nodes
# are deployed.
egresslPs:
-10.10.100.254
-10.10.150.254
-10.10.200.254
namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: demo-egress-pod
podSelector:
matchLabels:
run: demo-egress-pod
EOF

15.4.2. / — RADSRIILDEA
oc get egressips #3E179 5 &. EgressIP QEIY Y THARBFRTHZ I ENERTET XY,

H A B

NAME EGRESSIPS ASSIGNED NODE ASSIGNED EGRESSIPS
demo-egress-ns  10.10.100.253
demo-egress-pod 10.10.100.254

Egress P DEIYHETEETT5ICE. /—NIFEDINIVEZEYETHIRENHY ET., BIOR
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T v T THYERR L 72 Egress IP JL—JL &, k8s.ovn.org/egress-assignable 5 NIV %D/ — KIZDHi#E
AIhEzd., REZHORERT Yy TTREZHEZFALTRELALEZEDL I, IRNIULDIFEDY
SUTNILDHIEFEET DI EEHBTIBELNHY T,

ROOAYTY RAEFRALT, REASNILEITY Y T—ILICEIYYETET,

Digk

==
[=]

IV T=ID ) —RISRIVAEFRHLTWSEGEEIE., 2OOT Y REETT L&,

ZDINRIVDEBEZIBRZIONET, /—RKRISIRNLVERFTBICIE. DELSNILAE --
labels 7 1 —JL RICAZALTLIEI W,

$ rosa update machinepool ${ROSA_MACHINE_POOL_NAME} \
--cluster="${ROSA_CLUSTER_NAME}"\
--labels "k8s.ovn.org/egress-assignable="

15.4.3. Egress IP DR

oc get egressips #E179 5 &, EgressIPDEIY HTZHERTEET, hiZLY, ROLHR
Egress MR I N E 7,

H A B

NAME EGRESSIPS ASSIGNED NODE ASSIGNED EGRESSIPS
demo-egress-ns  10.10.100.253 ip-10-10-156-122.ec2.internal 10.10.150.253
demo-egress-pod 10.10.100.254 ip-10-10-156-122.ec2.internal 10.10.150.254

15.5.EGRESS IP JL—I)L D7 X b

551 Y FINT I r—aryoFro4

W—ILETRANTZHIC, IBEDEgressIP 7 KL ZDAHICHIRINAY—EREERLET, <D
H—ERE, TK—BOIPT7 RLREZZIFHFTEABY—ER%ESIaL—bLEEDTY,

ERRBEREIRMT % echoserver 2T LE T,

I $ oc -n default run demo-service --image=gcr.io/google_containers/echoserver:1.4

Pod ZH#—EX & LTLRAM L. (.spec.loadBalancerSourceRanges 7 1 —/L RZFEALT) H—EX
AD Ingress %=, Pod TEATZ LI ICIEE L/ Egress P 7 KL ZDAHICHIBRL £,

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Service
metadata:
name: demo-service
namespace: default
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annotations:
service.beta.kubernetes.io/aws-load-balancer-scheme: "internal”
service.beta.kubernetes.io/aws-load-balancer-internal: "true"
spec:
selector:
run: demo-service
ports:
- port: 80
targetPort: 8080
type: LoadBalancer
externalTrafficPolicy: Local
# NOTE: this limits the source IPs that are allowed to connect to our service. It
# is being used as part of this demo, restricting connectivity to our egress
# IP addresses only.
# NOTE: these egress IPs are within the subnet range(s) in which my worker nodes
# are deployed.
loadBalancerSourceRanges:
-10.10.100.254/32
-10.10.150.254/32
-10.10.200.254/32
-10.10.100.253/32
-10.10.150.253/32
-10.10.200.253/32
EOF

A—RNZUH—DKRA ~%% LOAD_BALANCER_HOSTNAME IRIRZE#H & L THELET, In%z
AE—92%2&T. ROFIETHERATEEY,

$ export LOAD_BALANCER_HOSTNAME=$(oc get svc -n default demo-service -o json | jq -r
".status.loadBalancer.ingress[].hostname’)

15.5.2. namespace D Egress 7 X k

LARTICHER L7z namespace Egress L—IL&E T A ML E T, UTFEEFTTDE. TEF—ERICHLT
curl ZRTTCEBNER Y LA REILEX T,

$ ocrun\
demo-egress-ns \
-it\
--namespace=demo-egress-ns \
--env=LOAD_BALANCER_HOSTNAME=$LOAD_BALANCER_HOSTNAME \
--image=registry.access.redhat.com/ubi9/ubi -- \
bash

Pod RICA27cH, B—RNSUH—ICBKZZXELT, EBICERTIEISIEZ2HALET,
I $ curl -s http://$LOAD_BALANCER_HOSTNAME
BEAMII LI EERT, ROLDBHADNKTIINDIETTY, LT client_address (.

EgressIP T, O—RNZUH—DAELIP 7 RLRATHBZEITEFRLTLEIW, H—ERX%
.spec.loadBalancerSourceRanges IC#lfR L 7z £ CTHEmAKINT 1L, TEIZHRIITY,

H A B

101



Red Hat OpenShift Serviceon AWS 4 Fa1— kY 7JL

CLIENT VALUES:

client_address=10.10.207.247

command=GET

real path=/

query=nil

request_version=1.1
request_uri=http:/internal-a3e61de18bfca4a53a94a208752b7263-148284314.us-east-
1.elb.amazonaws.com:8080/

SERVER VALUES:
server_version=nginx: 1.10.0 - lua: 10001

HEADERS RECEIVED:

accept="/*
host=internal-a3e61de18bfca4a53a94a208752b7263-148284314.us-east-1.elb.amazonaws.com
user-agent=curl/7.76.1

BODY:

-no body in request-

T LS, Pod 28T LTEMEDY A

I $ exit

15.5.3. Pod @ Egress ® 7 X bk

LARTICHER L7z Pod Egress b—ILE TR ML E T, UTFEEFTTDE. 7TEH—ERICH L TCeurl &
RITTEIREFER I LT,

$ ocrun\
demo-egress-pod \
-it\
--namespace=demo-egress-pod \
--env=LOAD_BALANCER_HOSTNAME=$LOAD_BALANCER_HOSTNAME \
--image=registry.access.redhat.com/ubi9/ubi -- \
bash

Pod HICA2726, A—RNSUH—IIEREZEZFE LT, EBICER T E52HRALET,
I $ curl -s http://$LOAD_BALANCER_HOSTNAME

BEARII LI & %ERT. ROLDBHADNKTINDIETTY, LLTOD client_address I,
Egress IP TIE<, O— KNS —DREFIPT7 RLATHZ I EITEFRLTLEIL, Y—EX%
.spec.loadBalancerSourceRanges ICflfR L 7z £ CTHEHmAKINT 1L, TEIZHRIITY,

H A B

CLIENT VALUES:

client_address=10.10.207.247

command=GET

real path=/

query=nil

request_version=1.1
request_uri=http:/internal-a3e61de18bfca4a53a94a208752b7263-148284314.us-east-
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1.elb.amazonaws.com:8080/

SERVER VALUES:
server_version=nginx: 1.10.0 - lua: 10001

HEADERS RECEIVED:

accept="/*
host=internal-a3e61de18bfca4a53a94a208752b7263-148284314.us-east-1.elb.amazonaws.com
user-agent=curl/7.76.1

BODY:

-no body in request-

TT LS, Pod 2T LTERMEDY A

I $ exit

155.4. 70v 7 XN/ Egress DT R k

BEHROMIIDOKHLYIZ, Egress L—ILWBREINARWESICNS 74 v 2D ELL 7Oy IENEZ &
HHERTEHIEETEEY, Y—E R % .spec.loadBalancerSourceRanges IZHIR L 7= £ TR K
BIhiE, 7EIXKINTY,

$ ocrun\
demo-egress-pod-fail \
-it\
--namespace=demo-egress-pod \
--env=LOAD_BALANCER_HOSTNAME=$LOAD_BALANCER_HOSTNAME \
--image=registry.access.redhat.com/ubi9/ubi -- \
bash

Pod HICA2/ASL, O—RKRNSUH—ICEREEZETEET,
I $ curl -s http://$LOAD_BALANCER_HOSTNAME

EROIATY RNV TS B3 T, TTLAEL, Pod 2T LTERMEDHY T A,

I $ exit

156.2)—>7yv
ROOATY REERITFTLTISRY—4& D) -V Ty TTEFT,

$ oc delete svc demo-service -n default; \
$ oc delete pod demo-service -n default; \
$ oc delete project demo-egress-ns; \

$ oc delete project demo-egress-pod; \

$ oc delete egressip demo-egress-ns; \

$ oc delete egressip demo-egress-pod

ROOATY RAEERTTRE, BYLBTO RE/ —RSRWVEIY) =V Ty TTEET,
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g

=

IV T—ID)—RSRLEFHALTWSIBEIF. 2OATY REEFTTELE.
ZDINRIVDEIZONET, /—RKRIRNIVAEREFTBICIE. DELRSAN)IL % --
labels 7 1 —JL RICAALTLEI W

$ rosa update machinepool ${ROSA_MACHINE_POOL_NAME} \

--cluster="${ROSA_CLUSTER_NAME}" \
--labels ™
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FBEZEROSADARY—NAHA R

16.1. 72— Y 7JL:ROSA & (&

Red Hat OpenShift Service on AWS (ROSA) &, ZILYXRX—Y KDY=V F—TT)r—o 373y
N74#—ALTY, ROSA2FATEE, PV r—2arvaBRERsL0T 704 L TERICMIESIRH
THEW), REEERIEICERTEZE T, RedHat E AWS D SRE TF R/X—MAEB 2T
SYNIA—LEBEBTEZLO, BEFEIPMIVIZAN S IF v —DBERBICOVWTDERETIHNEEHY
Ft A, ROSAIK, BIEWAWS OV Ea1—bk, T—IXR—X, O #HFEE. xv b7—2, EN
1, BLUVZDOMDY—EREDY—LLABRKEEZRMHBEL., ZEINIT I IR TV ADEBE
EBEBRADRMEISICMEL X,

ROSA &, AWS Security Token Service (STS) #FfIBLT. A WS 7 AV Y MDA VIS AKNS IV Fv—
HERTLOORERANESLET, AWSSTSIE, IAMA—H—FAix7z5FL—Yarvyai—
-U_ G)_H#EUEDILDIEIE%E%{/E’EET%)OD_/\)l/ Web"j‘ l:7\'C'§'o ROSA Liun%{iﬁq l/—c *Elzﬂi)\
RoNEHBEOEF21 ) 71 —BIEBEREZYHETET, I oDREEHERIE. AWSAPIFEOH L %
TFH58AVAR—V MIBEED IAM O—VICEEMITONET, COHZEIE 757 RKH—EZDY
Y—ABEBICBITERINERERLR TSIV T4 ADRANIHE>HEHEDTT, ROSAITY RSA4 4
V=T ITARX(CL)Y—ILid. BEDIRAVICEIYHBTOHNL STSRIAIERZEE L. OpenShift #
—EELTAWS YUY —RIITHLTT7IvavaEEITLETY,

16.1.1. ROSA O F 12 45K

¢ XAMT 4T AWSH—ERAWSTRIUXAY NOVY =S, BEILTIH—ERDA ViR—
VIIL&Y, 7YY RTRedHatOpenShift IC7 72X L., FETEXY,

o XMUREHDMABRTE: EVRRA=Z—XICEDELRAT—IVT v THARET, REAREIEETE
ERBBMFLRIEFEEMDA VTV RERETIVICE D REREFNEAINTVET,

e Red Hat OpenShift & AWS OfERICH T 5 —1EEKE: 5 &E#kIE. Red Hat OpenShift & AWS
OEADFERICH LT, AWSHSE—DFERELZITRY ET,

o RRIEAINLEYR—PFIVARY I VR A VAN, B, XUTFVR Ty TY
L — RiE. RedHat & Amazon OHEHR— K& 99.95% DY —ERXLRILT T 1) =Xk
(SLA) ICEDE, RedHat ¥ NUSATEYF 4 —ZT VI =T (SRE) NMTVE T,

o AWSH—ERAVYFJL—>av:AWSIZIE, avEa—F4V 9, AMNL—Y, Xy b7 —
FUU. TAR—R, O, BEEBRE, BERISTURY—ERR—-— 72 UAHHY
F9, INLDOY—ERIEIART, ROSAZBLTEET7 IV EATEEYT, ThicLY., FEL
BNEBEBSA VY —TJ A RAERBLT, FO—NIbh DA T< Y RTOBE, EA. HEEDN
BHILRYET,

o FAHMDRAIL: Y R— MR -V a VHOEBDT RIS EYT A=V —VILIFRY—%
7704 LTHAMEZREALEL, REBROBLWI Yy ay I )T AVRT T ) r—> 3
vET—IDETRAMERELET,

¢ VSRY—/—KRDRy—VVJ:)Y—ZAD=—X|IIE&HLETCAVYE21—TFT1 T/ —N%f
BIBMIZBEMRTEET,

o HBbINEISARY— Z—XEF-I VA XD SRY—%HATZEC2A VAV RIA
T(AE)—&RELE, JvEa—bRER, ABER) 2RIRTEET,

o JO—/N)LiRe At ROSA NMEAT & 2RO 2R 2 I1ICI1E. RmDihER A AR —
TV eBRLTEIW,
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16.2.4.STS AT 5 ROSA ICEEDIVR—% >V b
¢ MAWSAYVISAMNSIFv—-USRY—IIRBRAVISANSVFvyr—5RBHLET, &
nicld, EBOEC2A VRI VAR, AML—Y, XYy NTD7—9aAVR—ZVIMDEFNET,
AVEa— N/ —RTHR=—FINTWBAVRI VR4 TE, v bhO=—ILTL—2Eq
VISANSOFv—/)—ROBERIC 7OEY a VTSN AWSA VY ITISANSY
Fv— BRI DICIE. AWSOVE21—R 94 T A#BBLTLLIEIN,
e AWSSTS- FEBDRAEDEI Y a VvASRBLTLIEIL,
e OpenlID Connect (OIDC) - ¥ 5 A4 — Operator &* AWS TEREEL. EFARY v —%@L TV
SRA—DO—)LEB|XZ(F, RERLAPIRUCHE L AEITT 57HICSTS H 5 —EFRAERELE
WAERNBTE-ODA N ALEEBHELET,

e O—J)LERYY—-O—J)LERYTD—IE, STSEEHT S ROSA & IAM A—H—%FHT S
ROSA DEREVD1DTY, STS #FHT % ROSA DIFAE. ROSA TEARAINZO—ILER
Jo—id, ATV b2EFEOO—ILERY ¥ —& Operator DA—JLERY) O —IZHFEINFE
E
RYY—F, E0-ILICHLTCHFATINBZ T avaERELEFT, BxoO—ILERY > —
DEMIZ. STSEFEATBROSAVSAY—DIAM )Y —ZICDWT BB LTLLEIL,

o ThHUYVIMERAFOO—IITRDESY T,

®  ManagedOpenShift-Installer-Role
®  ManagedOpenShift-ControlPlane-Role
®  ManagedOpenShift-Worker-Role
B ManagedOpenShift-Support-Role
o FAUYKREEDR)Y—IERDESYTY,
®  ManagedOpenShift-Installer-Role-Policy
®  ManagedOpenShift-ControlPlane-Role-Policy
®  ManagedOpenShift-Worker-Role-Policy

®  ManagedOpenShift-Support-Role-Policy

®  ManagedOpenShift-openshift-ingress-operator-cloud-credentials [']
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-cluster-customizations_rosa-sts-creating-a-cluster-with-customizations
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-ec2-instances_rosa-sts-aws-prereqs
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sdpolicy-aws-compute-types_rosa-service-definition
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
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®  ManagedOpenShift-openshift-cluster-csi-drivers-ebs-cloud-credent [']
®  ManagedOpenShift-openshift-cloud-network-config-controller-cloud ']
®  ManagedOpenShift-openshift-machine-api-aws-cloud-credentials [']

®  ManagedOpenShift-openshift-cloud-credential-operator-cloud-crede [1]

®  ManagedOpenShift-openshift-image-registry-installer-cloud-creden [']

1. ZORYY—IE, FEEDY 5 AH— Operator A—JLICL > THEHAINE T,
Operator A—JVIZBEFED IV S A9 —RIIKELTHEY., 7HD Y M2E&oO—)L
ERBFICERTERWED, 2HBBDORTY TTHERINET,

o Operator DO—JLIZRDEEY TT,
®  <cluster-name\>-xxxx-openshift-cluster-csi-drivers-ebs-cloud-credent
B <cluster-name\>-xxxx-openshift-cloud-network-config-controller-cloud
B <cluster-name\>-xxxx-openshift-machine-api-aws-cloud-credentials
®  <cluster-name\>-xxxx-openshift-cloud-credential-operator-cloud-crede
B <cluster-name\>-xxxx-openshift-image-registry-installer-cloud-creden

B <cluster-name\>-xxxx-openshift-ingress-operator-cloud-credentials

o FFERVI—IE. 7hU Y M2EB LU Operator DA—IL T EITERINE T,

16.25.ROSASTS ¥ S A4 —DF 704

LUTDOFIBEICYAMNINTWVWE )Y —R RN SERTEIHEEIHY FH A, ROSACLI BRHEL
JSON 7 74 IV EERK L, HREARAOT Y REHALEFT, I6IC. BEISUCTROSACLIICOATY VR
EEFTIEBZIEEHETEET,

STS &35 ROSA VS RY¥—4A5F 7043 BFIRE
L. Zhoy h2FEoO—ILERY)—AERLET,
CMERRYY—A, WINTBT7HT Y h2E0OO—ILICEY ETET,

N

3. VSRS - LET,

4. Operator DA—J)LERY O —%ERLET,

5 MERRYD—%, [i5T % Operator DO—JLICEIY HTET,

6. OIDC 7ANA ¥ —%/EM L 7,
O—JL&ERY 2 —iE ROSACLIICE > THEIMICEMRT 5 Z &6, ROSACLI T --mode manual 7
S &7ld -modeauto 7SV EFA L CFETHERTZ2IEHTEEY, 7704 DFFEMIZ. hRY

YAZXLIEDZRY—%ENT 2 Eld VA9 —DT 704 DFa—r) 7L ZBRLTES
LY,

16.2.6.STS %#{F#fH9 5 ROSADT—- 70—
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-cluster-customizations_rosa-sts-creating-a-cluster-with-customizations
https://www.rosaworkshop.io/rosa/2-deploy/

B16EE ROSADARY—MHA K

A—H—E, RERT7AD Y MN2E0O—ILETHhHT Y bE2EDORY) O—%EMRLET, FME. D
Fa—K)ZLDAVR—bDEI2aVESBLTCEIVL, O—ILOEKREFIC. 7OXT7HY
VREBERD)—EWVWSEBR)—DERINET, ZDORYU—IE RedHatFAEOO—ILHZD
O— I AB|EZRIFBIEAHFATEZENDTYT, F/o, EC2H—ERBDEBER) Y —HEHRINET,
ZDRYY—IE, ECQQA VAR VA EDT—7O0— R O—)LAB| R CRIBREMBIE &%
HFAITZEDTY, I—H—Id, WIS THHERRY > —A2ZO—ILICEIYHTEZIENTEET,

AV N2EOO—ILERY Y —% R LIE, 21— - I TR —%2ERTEET, VT3R5 —
DERERRT B E. 75X — Operator N AWSAPI U LA RITTE B LD I1IC. EHOD
Operator A—JILHMERRINE T, chooO—ILE, LEICERINXRT 2HERR) > —&,
OIDC 7A/NA ¥ —DEFER) o —IlEY BTFEF, Operator A—Jbik, AWS )Y —ZADT V£ R
DNUHELR Pod EREMICKTEVWIRT, 7HYU Y b2EOO—I)LEEERY FT, 1—H—IXIAM
O—JL% Pod ICEIY H TR ENTEARVWEDH, Operator (CGWTIE Pod) M EARO—ILIZT VR
TX2LIIC, oDC 7ANA H—%FHLTEFERY > —%ERT2REL,HY T,

WY BHERR) S —ICA—ILEEYETES, HEDRATY TELTOIDC AN, F—% L &

ER
Customer’s local
IAM user
[ [ [ |
Creates Creates Creates Creates
Account Account-wide Operator Operator
roles policies roles policies
T Attaches | L Attaches 4|
Cross-account Cross-account
trust policy trust policy
Red Hat role AWS EC2 oIDC

FLOWO—ILIDRELIBES, BERedHat DO—I)LEFHALTWEZ 77— 0O0—RBPAWS T HI Y hD
O—J)L%&B| X7, AWSSTS A5 —BFARRAIIBERZEE L. 51X ZFO—ILDERRY > —IC
SO THEBERDAWS 7AVY NADAPIHUHLZFERALT7 223 vDERTEZHBLET, RS

RIF—FHNRE DT, AHEIERXI1EETY,

Assigns
4——— temporary credentials
(1 hour maximum)

Customer's AWS

account role AWS STS

Red Hat role —— Assumes —p

Performs

v

API calls
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D=0 7026 ERDHEICTLET,

Red Hat account Customer account

o Create account roles

Red Hat managed Technical support

OpenShiftinstaller role accessrole il
Trust policy 1 Trust policy 2 Trust policy 3 Trust policy 4
ManagedOpenShift- ManagedOpenShift- I\gz';i?;gf;ﬁzr_’gg;:t: ManagedOpenShift-
Installer-Role-Policy Support-Role-Policy Policy Worker-Role-Policy
ManagedOpenShift- ManagedOpenShift- ManagedOpenShift- ManagedOpenShift-
Installer-Role Support-Role ControlPlane-Role Worker-Role
Policies
<Managed <Managed <Managed B <Managed <Managed
OpenShift>- OpenShift>- OpenShift>- 0 enshf#t>— OpenShift>- OpenShift>-
openshift- openshift-cloud- openshift-image- @ en;Liftfin . openshift-cluster- openshift-cloud-
machine-api- credential- registry- % erator—cfiud— csi-drivers- network-config-
aws-cloud- operator-cloud- installer-cloud- pcredentials ebs-cloud- controller-cloud-
credentials credentials credentials credentials credentials
A A A A A

o Create Operator roles

Roles

<cluster_name>-

<cluster_name>-

<cluster_name>-

<cluster_name>-

<hash>- <hash>- <hash>- <°l“fﬁerﬁgame>' <hash>- Qluﬁﬁ:iﬁg?me»
openshift- openshift-cloud- openshift-image- 1aShS openshift-cluster- openshift-cloud-
machine-api- credential- registry- openshift-ingress- csi-drivers- network-config-
aws-cloud- operator-cloud- installer-cloud- °pgizsg§£$;’%:di ebs-cloud- controller-cloud-
credentials credentials credentials credentials credentials
oIibC olibC oIbc olibC olIbC (o][n]et
trust policy 1 trust policy 2 trust policy 3 trust policy 4 trust policy 5 trust policy 6

T

?

?

T

T

?

olbC
provider

Operator (&, ROTAOEREFALT. YRVEETTZLODICLERRIIEREMEBLES. &

Operator ICI&, Operator DA—JL, #ERRY > —, 8L OIDC 7O/ F—DEFERY > —HEY
LTHNFET, Operator i, O—JL& b—2 > 7T 74 JL (web_identity_token_file) = &% JSON Web
h—2>%OIDCTANAYT—ITET I EICEL>TAO—ILAEBIERIFTET, OIDC 7AONA ¥ —IFEL

SN/RBENRARTHREAEL T T, RARIEI SR —DEREICERIN, S3/37y MIUREFESTE

9, JRIZ, Operator i, BEINL M=V V774 IVARAOY TV o MHAO—ILEFERY O—AD
A—IE—BT B EaMRBLET, OO—JbiE, OIDC FONA F—HEFaIIh/=O0—IL D% E
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BTEBLHIICTDHODEDTY, TDE., OIDC FO/N( ¥ —

FEI6E ROSADRY — A K

N —BFH7REREEIE#ER % Operator IC

L. Operator ’ AWSAPIMUH L ZERTTESELIICLEFT, HENICRLARZUTICRLE

ER

/ Signed by private key

Role trust policy

JWT

web_1identity_token_file

Cluster Operator
(Pod)

o

Uses temporary
credentials

-

Sends JWT
oIbc
Sends temporary Sends temporary
credentials credentials

o

Public key
validates private key

L

S3repo

o

Account role
validates role trust policy

-

IAM /STS

AWS API

Public key Account role

16.2.7.STS TS5 ROSAD1—R T — 2R

DSRAY—DAVAPM—IVEIC /) —REEKRT S

Red Hat D1 ¥ X h—JL 7O %7 5 L%, RH-Managed-OpenShift-Installer 0—)L &S8R ) & — % &
LT, 8F#D7 A7 > b® Managed-OpenShift-Installer-Role O— /L %#3|X%(y¥ 9, 2070
TRIZE Y, AWSSTS 25 —BFHIARFREIEMMNRINE S, 1 YR =)L TOT S LIE. STSHLF
FE - e — B REREEIIER A FERA L T, HERAPIFUVHLOERTERABLES, 1 VXA M=) 7OY
FLRIDBB/AVIZANZVFv—% AWS ITHERR L F T, ZDOFRIALEIRI 1 BRFELIAICERETINIC
BY, AVAM=ILTOTILEEEROTHI Y MIT IV EZATERLARYET,

ZO7AtRABYR—- M —RBBERINET, YR—MT—ZATIE A VA= T0OT 5 LDRK
Y IZ Red Hat Site Reliability Engineer (SRE) " 7Ot XA 21T L ¥ 7,

VDZRI—DRIT—Y) >

machine-api-operator (. AssumeRoleWithWebldentity % fF L T machine-api-aws-cloud-
credentials O— )L %5|XZ 3 Fd, ThiZkY, V5 RY— Operator BREABREZITID Y —T
AHFB L EF T, D%, machine-api-operator O—/LAEEET % APIEUHE LEZETLT. 25X
F—ICEC2A VARSIV RAEILICEBMTESLDICRY ET,

16.3. V2 A9 —D7 704

1631 Fa1a—KNYTZI: F70O4 FEDEIR

PSR —B%TFTTOA4ATDICIEWL DODELR B HELH
BEOMEAFBLET, FEP=—XICHLTIDBBIRLTLEI L,
MICKRBBELAT IO AEESRLTLEIN,

YEJ, TOFa1—KI)TILTIEEZENRTNAD
UFoA4 FzERALT. K

16.3.1.. 7704 A&
THELICHLCTUTALBIRLTL I,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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o EITTBZIUENHZATYREFTZMYLW-CLIBZAA R

o CLIYV—IHPHFETIEARL, 21— —A V9 —T A R%2FERLEV-UIBEZHA K

o FHINMET. CLIZFERLAW-CLIGFH#AA K

o FHMMNBET, 1—H—AVF—TxA XA %2FERALEW-UIGFHAA K

o RIMDTY/AY—%FH LW -HCP ZfHA 7 ROSA
EROFIOAFERIANT, ZOT7—0 >3y FTHBRLFEATEET, 207023y %4
HTITHIHFER. CLIGZAM R P REBETHREINDSAETT,

16.3.2. Fa— M 7JL:CLISSGHA K

ZDOR=ITE, ARV RZA4 V4249 —7 x4 X (CLI) %fFEMA L T Red Hat OpenShift Service on
AWS (ROSA) V7 S A9 —%F 704 F 2HDHR/NMROITY REFHBAL £7,

R

COEMARTIOAAY MEFa— MY ZIVRETIIEER CHEEL 95 ERER
BTERT2I R —RBIVFERLAETT IO T 2REN’HY FT,

16.3.2.1. BUiR S
o LYy NPy TDFa—KN)TIDRHREHETZTTLTWVWS,
16.3.2.2. 79> bO—ILDYERK
AWS 7 H 7 > b8 LV OpenShift D y-stream N—T a3 Yy TEIRODATY K& 1B EITLET,

I rosa create account-roles --mode auto --yes

16.3.23. 7 A9 —DF77O4

L ROAX VY RERITLT, TIAIIRERETISRAY—%FERLET, V759 —RIIHBED
PDICEIMZTLIEIY,

I rosa create cluster --cluster-name <cluster-name> --sts --mode auto --yes
2. RODAXVKRZEZERITLT, V5 RY—DRT—YREHRLET,

I rosa list clusters

16.3.3. Fa2— N ZJL:CLIZFMAA R

ZDFa1— M) T7ITIE, ROSACLI ZHHLTROSAYSRY—%FT 704 F B MAFIEEERAL
i—a—o

16.3.3.1.CLIOFFOA4 XY b E—FK

ROSAV ZRH—DF 7O 2DODE—R'HYFET, 1 DFBEE—RFNTT, JYRETHY,
EERVBEFNICERITINE T, £ 12@EFEE—FTY, EMOATY FZERTITI20ELNHY. 1F
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#5163 ROSADARY—MHA K
KAEDOO—IILERY Y —AFERTEXZFT, TOFa1a—NMNYTZITIE, BADA T avIZDWTEBAL
F9,

P52 —5RRICENRT 2BEE. BEATvavEaERLET, ERFOO—ILERY O —AFESR
ER-Y = %ﬁ?f/a/%ﬁﬁbiTo

FT7OMAY M E—RERBRTZICE, BAEITZIY Y RT-mode 7575 FHALET,
-mode DEMRA T avigrDEHBY T,
e manual O—JLERY V—DEHRIN, BEDTA LI MN)—ICREINFET, ZD%, BE
DARY REFFHTEFTITIVNENHYIET, COFTVavaFlRETZE, RYY—&0O—
AR T ZREIICHERTEE T,

e auto: O—ILERYS—DREDAWS THY Y b 2FER L TEBNICHER I, BRAINZE
-a—o

B> b

ZDFa—MNYTPILTREESDTTOABEEFERATELY, auto E— NIZLYBERET, ATy 7
BNV Y FT,

16.3.32.5 /A4 XV N —9 70—
2EMRT IO AV NT—2 70—, RORATY FICETVWTWET,

1. rosa create account-roles - CHiI7HD Y FZTEIIC 1B EZFEGFTLEYS, 7AD Y hO—JL
E—EER LIS, AL y-stream/X\—=Y 3 vDtD ISR —ICH L TBEERT 2RER
hyYFtHA.

2. rosa create cluster

3. rosa create operator-roles - FEHE— KD #,

4. rosa create oidc-provider - FEIE— KD H,

HEET— RKDIFE. BL y-stream/N\—=Y 3 VDEILTHI Y MNRADISRI—TEIL, ATv T2
HERTTIBREIHYET, FHE—RFNDBE. ATV T 2-4%5ERTTH2HENHYET,

16.3.3.3. H#IE—F

ROSACLITA—ILERY O —DERZBENMEL. 75 RI—5RFRIEKRT BEEIE. COAE%E
Fﬁbij—o

16.3.331.7AY Y bO—IILDOERK

THIYMIROSAA# IHTTFFOA4AL, ZHDY bO—=ILEZFE EBRLTWRWIZEIL.,
Operator/‘k')/ EEOCThO Y N EFEOO—ILER) —EERLET,

ROOATY RAEERITLT, ZFHhov h2FEoO—ILEEKRKLZFT,

I rosa create account-roles --mode auto --yes

H A B
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I: Creating roles using 'arn:aws:iam::000000000000:user/rosa-user'
I: Created role '"ManagedOpenShift-ControlPlane-Role’ with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role'
I: Created role 'ManagedOpenShift-Worker-Role' with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role'
I: Created role '"ManagedOpenShift-Support-Role’ with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role'
I: Created role '"ManagedOpenShift-Installer-Role’ with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role'
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-
machine-api-aws-cloud-credentials'
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-cloud-
credential-operator-cloud-crede’
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-image-
registry-installer-cloud-creden'
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-ingress-
operator-cloud-credentials'
I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-cluster-
csi-drivers-ebs-cloud-credent'
I: To create a cluster with these roles, run the following command:

rosa create cluster --sts

16.3.3.3.2. 7 5 X9 —DER

ROOATY RAEEFTLT, IRTOTIAIVNA TV avaFHLTISRAY—5FERLET,

rosa create cluster --cluster-name <cluster-name> --sts --mode auto --yes

pa 3

ZhiCkY, BEA Operator O—JL & OIDC AN Y —EHERINE T, V5 RY—
TEHEAARERTARTOL T a v aERET 2551, ~help 75 7% FHT %H0. &
T— FDIFEIL —-interactive ZFA L TL 72X LY,

AHDHI

$ rosa create cluster --cluster-name my-rosa-cluster --sts --mode auto --yes

H A B
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I: Creating cluster 'my-rosa-cluster’

I: To view a list of clusters and their status, run 'rosa list clusters'

I: Cluster 'my-rosa-cluster' has been created.

I: Once the cluster is installed you will need to add an Identity Provider before you can login into the
cluster. See 'rosa create idp --help' for more information.

I: To determine when your cluster is Ready, run 'rosa describe cluster -c my-rosa-cluster'.

I: To watch your cluster installation logs, run 'rosa logs install -c my-rosa-cluster --watch'.

Name: my-rosa-cluster

ID: 1mlhulb3bo01540jd0ji000000000000

External ID:

OpenShift Version:

Channel Group: stable

DNS: my-rosa-cluster.ibhp.p1.openshiftapps.com
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AWS Account: 000000000000

APl URL:

Console URL:

Region: us-west-2

Multi-AZ: false

Nodes:

- Master: 3

- Infra: 2

- Compute: 2

Network:

- Service CIDR: 172.30.0.0/16

- Machine CIDR: 10.0.0.0/16

- Pod CIDR: 10.128.0.0/14

- Host Prefix: /23

STS Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role
Support Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role
Instance IAM Roles:

- Master: arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role
- Worker: arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role

Operator IAM Roles:

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-image-registry-installer-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-ingress-operator-cloud-credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-cluster-csi-drivers-ebs-cloud-credentials
- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-machine-api-aws-cloud-credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-cloud-credential-operator-cloud-
credential-oper

State: waiting (Waiting for OIDC configuration)

Private: No

Created: Oct 28 2021 20:28:09 UTC

Details Page:
https://console.redhat.com/openshift/details/s/1wupmiQy45xr1nN000000000000
OIDC Endpoint URL: https://rh-oidc.s3.us-east-

1.amazonaws.com/1mlhulb3bo01540jd0ji000000000000

16.3.3.3.21. 77 #JL b 5%
TI7AIVNDEEIFRDESY TY,
o /—KR:
o 3D2@avihO—iLFL—rv/—K

0 2DDAVIZANZYFv—/—K

o

2207 —h—/—R

o BEIRS—N)VIJRRL

o FMIE. ec2 M VR VA DRFaXYRESRLTIEIY,
o J—Uav:awsCLIDEREESY
o Xy NT7—7 IPEH:

o Machine CIDR:10.0.0.0/16
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-ec2-instances_rosa-sts-aws-prereqs
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o Service CIDR: 172.30.0.0/16
o Pod CIDR:10.128.0.0/14
e F#HLWVPC
o BEE{LADT 7 4L hDAWSKMS F—
e rosa CHIFAAEEA OpenShift DEH/N—Y 3 >~
o B—DTRASEYTF1—V—V
o NTYYIIUSRHY—
16.3.333. 1 VA F—ILRAT—% X DHER
LRDATY ROWTIHLEETLT, VFRI—DRT—YR=HRLET,

¢ RT—HADFMERTTBHICIE, ReETLET,
I rosa describe cluster --cluster <cluster-name>

¢ RT—HADBENERTFTBICIE, ReEFTLET,
I rosa list clusters

2. V5 AY—DIRED, "waiting”. “installing”. "ready" DIEIZEDHY £F, INIZIEH 40 oH
"y ET,

3. JREED "ready” ICEDNIE, VSR —DA VA M—=ILIFTHT T,

16.3.3.4. FEE—FK

O—I)LERN =% SR —IBERT ZRIICHESRT 2561F. FHOAEEZFERALET, COAET
[, O—JILERY Y —AEHRTZD=H0ICWD2HDEINIATY REETTINELNHYET,

DY 3V TlE —~interactive T— RAFARALET, COEIavDT74—ILRDHRBAICDOWT
&, WEE—RFICBEATARFa XV MNEBBLTLEITY,
16.3.3.41. 7h9 Y bO—ILDYERK

. ZDT7HTYMIROSAZMHT T7AOAL, 7AD Y hO—IL%EFE ERLTVWERWNIZES
&, Operator R Y —%ELT7Ho Y b2EoO—LERY > —%ERKLET, ATV R
& 7ATY MIBEBEAO—IVER) D—IHERISON 774V EREDT 4 LI M) —IC
ERLET, /oo DA TV N eERT B27DICRITTZ2HENHS aws CLIOY
YREBAINZET,

RDAR Y RERITLTHER 774 ILEER L, Bimoa~xY KEHALET,

I rosa create account-roles --mode manual

H A B

I: All policy files saved to the current directory
I: Run the following commands to create the account roles and policies:
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-interactive-mode-reference
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aws iam create-role \

--role-name ManagedOpenShift-Worker-Role \
--assume-role-policy-document file://sts_instance_worker_trust_policy.json \
--tags Key=rosa_openshift_version,Value=4.8
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=rosa_role_type,Value=instance_worker

aws iam put-role-policy \

--role-name ManagedOpenShift-Worker-Role \

--policy-name ManagedOpenShift-Worker-Role-Policy \

--policy-document file://sts_instance_worker_permission_policy.json

2. REDTA LI M) —OHRBEFzvI LT FILLWI7MIILEZHELET, ChH5DR&AT
VU MEERT BICIE, aws CLI AFRHLF T,

H A B

$ls
openshift_cloud_credential_operator_cloud_credential_operator_iam_ro_creds_policy.json
sts_instance_controlplane_permission_policy.json
openshift_cluster_csi_drivers_ebs_cloud_credentials_policy.json
sts_instance_controlplane_trust_policy.json
openshift_image_registry_installer_cloud_credentials_policy.json
sts_instance_worker_permission_policy.json
openshift_ingress_operator_cloud_credentials_policy.json
sts_instance_worker_trust_policy.json
openshift_machine_api_aws_cloud_credentials_policy.json
sts_support_permission_policy.json

sts_installer_permission_policy.json sts_support_trust_policy.json
sts_installer_trust_policy.json

AT a7 7MIVERVT, ERT2RBEHALET, EX
I&. sts_installer_permission_policy.json Z5< &, RD LD ICRTRIINZE T,

H A B

$ cat sts_installer_permission_policy.json
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"autoscaling:DescribeAutoScalingGroups”,
"ec2:AllocateAddress",
"ec2:AssociateAddress”,
"ec2:AssociateDhcpOptions”,
"ec2:AssociateRouteTable",
"ec2:AttachinternetGateway",
"ec2:AttachNetworkInterface",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGrouplngress",

[..]

ROSA YV SAZAH—DIAM )Y —ZIZDWT RFa XY MORBESELTLEIL,
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4, A7y 1 TYRMNINFcaws ATV RERTLET, FERLAZJISON 77/ ILERLT 1 L
2 M) —=ICWBiGEIE, AOE=LTHYMIFEZENTEET,

16.3.3.4.2. 7 5 A 9 —DEBK
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caws AV Y RAEEICETINAES, ROOATY REETLTHNEE—RNTROSA YV SR4Y—
DIEK=BEB L £ 9,

I rosa create cluster --interactive --sts
T4 —ILRDFEBICDOWTIE, ROSADRFa AV N ZSRBLTLEIW,

. IDFa2—KMNYTITIE, ROEEZEIE—LTAALET,

Cluster name: **my-rosa-cluster™ <br>

OpenShift version: **&lt;choose version&gt;** <br>
External ID (optional): **&lt;leave blank&gt;**<br>
Operator roles prefix: **&lt;accept default&gt;** <br>
Multiple availability zones: **No** <br>

AWS region: **&lt;choose region&gt;™* <br>
PrivateLink cluster: **No** <br>

Install into an existing VPC: **No** <br>

Enable Customer Managed key: **No** <br>
Compute nodes instance type: **m5.xlarge** <br>
Enable autoscaling: **No** <br>

Compute nodes: **2** <br>

Machine CIDR: **&lt;accept default&gt;** <br>
Service CIDR: **&lt;accept default&gt;** <br>

Pod CIDR: **&lt;accept default&gt;** <br>

Host prefix: **&lt;accept default&gt;** <br>

Encrypt etcd data (optional): **No** <br>

Disable Workload monitoring: **No** <br>

H A B

I: Creating cluster 'my-rosa-cluster’

I: To create this cluster again in the future, you can run:

rosa create cluster --cluster-name my-rosa-cluster --role-arn
arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role --support-role-arn
arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role --master-iam-role
arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role --worker-iam-role
arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role --operator-roles-prefix
my-rosa-cluster --region us-west-2 --version 4.8.13 --compute-nodes 2 --machine-cidr
10.0.0.0/16 --service-cidr 172.30.0.0/16 --pod-cidr 10.128.0.0/14 --host-prefix 23

I: To view a list of clusters and their status, run 'rosa list clusters'

I: Cluster 'my-rosa-cluster' has been created.

I: Once the cluster is installed you will need to add an Identity Provider before you can login
into the cluster. See 'rosa create idp --help' for more information.

Name: my-rosa-cluster

ID: 116i760dbum4mqltgh60000000000000
External ID:

OpenShift Version:

Channel Group: stable

DNS: my-rosa-cluster.abcd.p1.openshiftapps.com
AWS Account: 000000000000
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APl URL:

Console URL:

Region: us-west-2

Multi-AZ: false

Nodes:

- Control plane: 3

- Infra: 2

- Compute: 2

Network:

- Service CIDR: 172.30.0.0/16

- Machine CIDR: 10.0.0.0/16

- Pod CIDR: 10.128.0.0/14

- Host Prefix: /23

STS Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role
Support Role ARN: arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role
Instance IAM Roles:

- Control plane: arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-
Role

- Worker: arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role
Operator IAM Roles:

- arn:aws:iam::000000000000:role/my-rosa-cluster-w7i6-openshift-ingress-operator-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-w7i6-openshift-cluster-csi-drivers-ebs-
cloud-credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-w7i6-openshift-cloud-network-config-
controller-cloud-cre

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-machine-api-aws-cloud-
credentials

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-cloud-credential-operator-cloud-
credentia

- arn:aws:iam::000000000000:role/my-rosa-cluster-openshift-image-registry-installer-cloud-
credential

State: waiting (Waiting for OIDC configuration)

Private: No

Created: Jul 12022 22:13:50 UTC

Details Page:
https://console.redhat.com/openshift/details/s/2BMQm8xz8Hq5yEN000000000000
OIDC Endpoint URL: https://rh-oidc.s3.us-east-

1.amazonaws.com/1t6i760dbum4mqltgh60000000000000

I: Run the following commands to continue the cluster creation:

rosa create operator-roles --cluster my-rosa-cluster

rosa create oidc-provider --cluster my-rosa-cluster

I: To determine when your cluster is Ready, run 'rosa describe cluster -c my-rosa-cluster'.
I: To watch your cluster installation logs, run 'rosa logs install -c my-rosa-cluster --watch'.

p=
RD2DODRATY THRTTEHET. 7725 —DIKRREIL “waiting” DE LT
ER

16.3.3.4.3. Operator O—JLDYER

. EEBORTY T, RICEFTIARZIATY RPIEAINhFT, chooo—Ibid, 95249 —
TEIICTRERT BREL DY FT, O—IAEEHRTZICIE,. KOOV REEFTLET,
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I rosa create operator-roles --mode manual --cluster <cluster-name>

H A B

I: Run the following commands to create the operator roles:
aws iam create-role \

--role-name my-rosa-cluster-openshift-image-registry-installer-cloud-credentials \

--assume-role-policy-document
file://operator_image_registry_installer_cloud_credentials_policy.json \

--tags Key=rosa_cluster_id,Value=1mkesci269png3tck000000000000000
Key=rosa_openshift_version,Value=4.8 Key=rosa_role_prefix,Value=
Key=operator_namespace,Value=openshift-image-registry
Key=operator_name,Value=installer-cloud-credentials

aws iam attach-role-policy \
--role-name my-rosa-cluster-openshift-image-registry-installer-cloud-credentials \
--policy-arn arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-image-
registry-installer-cloud-creden

[...]

2. Faws OV Y RAEERITLET,

16.3.3.4.4. OIDC 7O/31 4 —DERK

L ROOTY RAEZERTLT, oIbC 7angd ¥ —%EmLEd,

I rosa create oidc-provider --mode manual --cluster <cluster-name>

2. INICEY, ETTE20ENHD aws ATV FAKRTEINE T,

H A B

I: Run the following commands to create the OIDC provider:

$ aws iam create-open-id-connect-provider \

--url https://rh-oidc.s3.us-east-1.amazonaws.com/1mkesci269png3tckknhhOrfs2da5fj9 \
--client-id-list openshift sts.amazonaws.com \

--thumbprint-list 29d53002e97e00e043244f3d170d000000000000

$ aws iam create-open-id-connect-provider \
--url https://rh-oidc.s3.us-east-1.amazonaws.com/1mkesci269png3tckknhhOrfs2da5fj9 \

--client-id-list openshift sts.amazonaws.com \
--thumbprint-list 29d53002e97e00e043244f3d170d000000000000

3. VSRY—DPA VR M—)L7OREHITLET,

16.3.345. 41 VA M—ILAT—49 ZADWR
LROATY ROWTNHAERITLT, V753 AY—DARAT—YRA%=HRLET,

¢ XT—HADFMERTT BHICIE. R=ETLEY,

I rosa describe cluster --cluster <cluster-name>
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¢ XT—YADEMNERTT BICIE. R=EITLEY,

I rosa list clusters

2. V5 A9 —DIRED, "waiting”. “installing”. "ready" DIEIZEDHY £F, INITIEH 40 oHh
"y ET,

3. REED "ready” ICEDNIE, VSR —DA VA M—=ILIFTET T,

16.3.3.5. A~ YV —JL URL OHE

e OVY—JLURLEZEET SICIE, OOV REETFTLET,

I rosa describe cluster -c <cluster-name> | grep Console

INT, VSRI—DIEEICTTOA4INF L, ROFa—M)TITIE. V75R9—5F < IFEA
TEDLOHIL, EBaA—HY—%EKTBAEERLEY,
16.3.4. F 12— k') 7 JL: Hosted Control Plane i1 K

ZDFa1— kY T7ITIE Hosted Control Plane (HCP) % & A 7= Red Hat OpenShift Service on AWS
(ROSA) ¥ 524 —DF 7O/ ICDWTEHL £ T,

HCP %#f® A 7= ROSA 2R Y 2 &, AV A—ILTL—VETF—ITL—UDSLDBTEET., Th
&, I kA= TL—Y% RedHat FRED AWS 7 hH OV N TRAMNT S, ROSADHFLWTZ7OA
AVEMNETINTE, AV A= TL—YDAWS THI Y NTHRAMINBEWEZH, AWSA VTSR
NS F+—DERAIEIRINES, AV MO—ILTL—VIEE—DI SRS —FHETHY., aTB%
HERBLEY, FMIE. HCP ZBATZROSAD RF a4y h ZBRLTLEIW,

16.3.4.1. BIiR &M

HCP %#{ X7 ROSA VS A4 —%F7O4 T 3ICIE. ROV Y —ADRETT,
e VPC- ZhIEFLAAEDVPC EFTITHY. BYO-VPC & EMITNF T,
e OIDC-OIDC HREEHEDHRESEFFD OIDC 7O/NS ¥ —,
e ROSA/N— 31231 LU

ZOF1—RNYTLTE BRHICINSDY Y —2EHERLET, &/, HCP £#X 7 ROSA ¥ 52
S —%FT 22XV NEMBILRITTED LT, WKONDRBRERERELET,
16.3.4.1.1. VPC DYERK

L £, HCP &7 ROSA EMATE Y —Ya v EMEAT 5 & S IC AWS CLI (aws) D' E

INTWBIEZHERLET, TR—IHRDY -2 3 VEHERT2ICIE,. ROIATY REE
TLET,

I rosa list regions --hosted-cp

2. VPCEERLEFET, TOFa—M)TIEDODRDRY ) ThaEEFTTBE, VPC EZNICHE
BRAVKR—RY MDMERINF T, Thid, awsCLIBICREI WA —YavaFRHLE
-a—o
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curl https://raw.githubusercontent.com/openshift-cs/rosaworkshop/master/rosa-
workshop/rosa/resources/setup-vpc.sh | bash

VPC DEHDFHMIZ. VPCORF 1AV N EBBLTLLEIL,

3. EFEEDRVY T ME 2207V REHEALFT, chonadvy RABREBZHE LTHERET
% &, createcluster v Y ROEFTHIHARZICHRYEFT, HALrSIY Y RE=JE—L., XD
FHICEITLET,

export PUBLIC_SUBNET_ID=<public subnet id here>
export PRIVATE_SUBNET_ID=<private subnet id here>

4, ROAX Y RERITL T, REZEDEREINTWSE I EA2HEELET,

echo "Public Subnet: $PUBLIC_SUBNET ID"; echo "Private Subnet:
$PRIVATE_SUBNET _ID"

H A B

Public Subnet: subnet-0faeeeb0000000000
Private Subnet: subnet-011fe340000000000

16.3.4.1.2. OIDC X E DR
ZDFa1—MYTITIE, ODCEREAFEHRTZEEXICEEE—RAFERALETT, /-, B CHEATE
52&£DI1C, OIDCID #®RIBZEHE L THRELE T, DAYV KIE, ROSACLI#FERALT, 752X
H—D—EDOIDCHREEEMRLET,

o ZDFa—KYTIAHDOIDCEREAEMT ZICIE, XROAT Y REETLET,

I export OIDC_ID=$(rosa create oidc-config --mode auto --managed --yes -0 json | jq -r ".id")

16.3.4.1.3. BINDEEEHDVERK
o MXDIAXY RERITLTWLK DO DIREBEEHZXEL. HCP #{® A7~ ROSA 7 5 R4 —% {ERk
5OV RAEBHEICEITTEDLIICLET,

export CLUSTER_NAME=<enter cluster name>
export REGION=<region VPC was created in>

)

VPC )= 3 v %HEERd 51C1E. rosawhoami #3217 L £ 9,

16.3.4.2. 7 S A9 —DERK
CDTHIYMIROSAZMHT TTAAL, 7Ho v ba—ILEZR FEHRLTVWEWIFEEIL,
Operator R ¥ —%ELT7hHU Y h2FEOO—ILERY O—%ER L E T, ROSA I AWS Security
Token Service (STS) AT 278, TDRTFTY FTlE, ROSAHBT ATV M EXET B7-DICHE
BRAWSIAM O—I)LERY O —&ERLE T,

LRODOY Y REEFTLT, Z7Ho Y b 2FoO—-IL&2EKRLET,
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I rosa create account-roles --mode auto --yes

2. ROAX YV REEFTLTYISRAY—%ERLET,

rosa create cluster --cluster-name $CLUSTER_NAME \
--subnet-ids ${PUBLIC_SUBNET_ID},${PRIVATE_SUBNET_ID} \
--hosted-cp \
--region $REGION \
--oidc-config-id $OIDC_ID \
--sts --mode auto --yes

ODFERBATZE, VSRV —HIEFERTIREICAY, BRRLIIEHETEREdICRYET, EIRLE
)= avRAD3IDDAWS PRASEY T4 —V—VIlFAr2axba—ILTL—UHNISRY—
ICERRESN,. AWST7HDIY MZ2DDT7—hH—/—KHBMERINET,

16.343. 41 VA M—IAT—4H XADWR
LROATY ROWTNHAERITLT, V53 AY—DARAT—YRA%=HRLET,

¢ JSRY—DAT—YADFMERTTZICIE, ROATY FERITLET,
I rosa describe cluster --cluster $CLUSTER_NAME

o JSRY—DAT—Y ZADHPEEZRTTZICIE, ROATYY FERITLET,
I rosa list clusters

o OJDETRRZEERT BICIF. REEITLET,
I rosa logs install --cluster §CLUSTER_NAME --watch

2. WREEN "ready” ICZEDNIE, VSRY—DAVAM—=IIERT TS, 7—h—/—KiF VS
AVICRBETICILICHD I DB HBELHY XY,
16.35. Fa— MY 7L UIEHHA K

IDR—=IUTE, 21— HF—A V9 —TxA A (UNAEFEALTROSAVSRY—%T77O41F 57=HD
RNROOYY RAEGRBALET,

pa )

COEBEMATIOA XY MEIT—0 >3y TRIETIEBERCHEL £T0°. EREIR
BTERT2I SR —RLVFERLAETT IO T 2REN’HY FT,

16.3.5.1. BiiR S

o Ty NTYTDFa—KN)TIDEHREHEZZET LTV,

16.3.5.2. 7 A > bO—ILDER

AWS 7 H > b8 LV OpenShift D y-stream N—T a3 v TEIRODATY RE 1B EITLET,
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I rosa create account-roles --mode auto --yes

16.3.5.3. Red Hat OpenShift Cluster Manager O—JLD{ERK

1L ROOATY RERITLT, AWS 7 AT Y hZEITT1 DD OpenShift Cluster Manager A—JL %
ER L EY,

I rosa create ocm-role --mode auto --admin --yes

2. ROAX Y REERIFTLT, AWS 7HD ¥ KT EIT1 DD OpenShift Cluster Manager 1 —4—
D_)b%{/ﬁﬁibijo

I rosa create user-role --mode auto --yes

3. Red Hat OpenShift Cluster Manager Ul 2 LT, AWS7hAD Y b, I95R9—FT>a v
HEEIRL, 7704 &BBLET,

4. OpenShift Cluster Manager Ul I S A9 —DRAT—F ADNKRRINET,

Overview  Access control Add-ons Cluster history ~ Settings

. Installing cluster X Download OC CLI

Cluster creation usually takes 30 to 60 minutes to complete.

) o
Account setup OIDC and operator roles Network settings DNS setup Cluster installation
Completed Completed Validating
> Viewlogs
Details
Cluster ID Status
N/A \ Installing ¢———
Type Total vCPU
ROSA 0 vCPU e
Region Total memory

16.3.6. Fa2— K~ ZIL:UIZFEMHAHA R

ZDFa1— kY T7ITIE RedHat OpenShift Cluster Manager 1—#'—4 >4 —7 x4 X (Ul) 2 H
L T Red Hat OpenShift Service on AWS (ROSA) 7 S 249 —% 7 704 § 3 FIE%HRBA L £,

163617704 AV 7= 70—
2HEMRTTOA XY M7= 70—, ROZXTY TILETVWTWET,
L 7ADY h2EOO—ILERY O—%ERLET,
2. AWST7HDY M RedHat 7D v MIBEMIFET,
a. Red Hat OpenShift Cluster Manager A—JLZ{EER LT Y2 LE T,
b. 2—#—O—JLZEFEHRLTY I LET,
3. VSR —%ERLET,
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25y 711 MOTAWS THAYY MNCFFOA T3 BECOHETTZUELABYET, 2797
213, Ul Z 1T ERT2GEICOARITTZIMNENHYET, AL y-stream/N\—2a>vDI TR
Y —%EHELTERT 2561 V53R —%FRTBLEIITEARET,

16.3.6.2. 7ho v h2tkoO—ILDIERK

pa )

DBiOF7aA4 XY NDT7HD Y NO—ILETTICE > TWEIBAIR. ZOFIEAR
FyTFLTLEIY, BEMIFONIZAWS THO Y MN4a8IRT 2 &, U TEBEFEOO—
ILDRHEINE T,

CDTHIYMIROSAZMHT TTAAL, 7Hho v ba—ILEZE EHRLTVWEWIZEIL,
Operator RY ¥ —%ELT7 AV bh2FEOO—ILERY O —%ERLET,

o H¥—IFI)TROAYVRKEZEIFTLT, 7AD Y h2koO—ILEEMRLET,

I $ rosa create account-roles --mode auto --yes

H A B

I: Creating roles using 'arn:aws:iam::000000000000:user/rosa-user'

I: Created role '"ManagedOpenShift-ControlPlane-Role’ with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-ControlPlane-Role'
I: Created role 'ManagedOpenShift-Worker-Role' with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-Worker-Role'

I: Created role '"ManagedOpenShift-Support-Role’ with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-Support-Role'

I: Created role '"ManagedOpenShift-Installer-Role’ with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-Installer-Role'

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-

machine-api-aws-cloud-credentials'

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-

cloud-credential-operator-cloud-crede’

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-

image-registry-installer-cloud-creden'’

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-

ingress-operator-cloud-credentials'

I: Created policy with ARN 'arn:aws:iam::000000000000:policy/ManagedOpenShift-openshift-

cluster-csi-drivers-ebs-cloud-credent'
I: To create a cluster with these roles, run the following command:
rosa create cluster --sts

16.3.6.3.AWS 7h > b & RedHat 7 h™o v b OB ESHF

ZDRATY TTlE, ROSA%AT7OA492EXIFEARAT S AWS 7H Y Y b % OpenShift Cluster
Manager ICIEZ £,

pa 3]
A TTICAWS PAY Y FEBEMTTVBIHEAIR. COFIEERFY TLTLES Y,
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. RedHat A2V —JbIC)V 7 AL, RedHat /7O 2 MICAHZ A4 2 L C. Openshitt Cluster
Manager Z[E X7,

2. CreateClusterz2 ) w7 LET,
3. Red Hat OpenShift Service on AWS (ROSA) ITE¥ TFICA Y A—JL L. Create Cluster = 7

Vv o LET,
Select an OpenShift cluster type to create

& Cloud = Datacenter 8 Local

Managed services
Create clusters in the cloud using a managed service.

Offerings Purchased through Get started

‘ Red Hat OpenShift Dedicated Trial Red Hat Available on AWS and GCP Create trial cluster

> ‘ Red Hat OpenShift Dedicated Red Hat Available on AWS and GCP Create cluster

Azure Red Hat OpenShift Microsoft Azure Flexible hourly billing Try it on Azure

> [ Red Hat OpenShift on IBM Cloud IBM Flexible hourly billing Tryiton IBM

o

aws
> Red Hat OpenShift Service on AWS Amazon Web Services Flexible hourly billing Create cluster v

(ROSA) .
Prerequisites

4, ROy FH¥ I X Za—DRRINF T, Withwebinterfacez2 1) v o LF T,

aws
> - Red Hat OpenShift Service on AWS Amazon Web Services Flexible hourly billing Create cluster v

(ROSA)
With CLI

—_—

View your avail With web interface id quota >

5. "Select an AWS control plane type" @:#IR T, Classic ZERLEXT. Next =7 v I L Z
ER

Select an AWS control plane type

Not sure what to choose? Learn more about AWS control plane types [

Hosted

Run an OpenShift cluster where the control plane is decoupled from the data plane, and is treated like a multi-tenant workload on a hosted service cluster. The data plane is on a separate
network domain that allows segmentation between management and workload traffic.

v Control plane resources are hosted in a Red Hat-owned AWS account

v Better resource utilization with faster cluster creation

v Lower AWS infrastructure costs

v Red Hat SRE managed
Compliance certifications available soon

Virtual Private Cloud is required

To create a ROSA cluster that is hosted by Red Hat, you must be able to create clusters on a VPC.
Learn more about Virtual Private Cloud (4

Classic

Run an OpenShift cluster where the control plane and data plane are coupled. The control plane is hosted by a dedicated group of physical or virtual nodes and the network stack is shared.
v Control plane resources are hosted in your own AWS account

v Full compliance certifications

v Red Hat SRE managed

Next Back Cancel e
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6. Associated AWS infrastructure account O FICH 2 ROy TRy I R& V) v o LFT,
AWS 7hHD Y N FEEAERMITTWARWGEES, FOY TRy 2 RAEEOAESELHY £7,

7. How to associate a new AWS accountz=2 1) v o L9,
Welcome to Red Hat OpenShift Service on AWS (ROSA)

Create a managed OpenShift cluster on an existing Amazon Web Services (AWS) account.

Did you complete your prerequisites?

To create a Red Hat OpenShift Service on AWS (ROSA) cluster via the web interface, you must complete the prerequisite steps on the Set up ROSA

AWS infrastructure account

Select an AWS account that is associated with your Red Hat account or associate a new account. This account will contain the ROSA infrastructure.

Associated AWS infrastructure account * @

301721915996 - | Refresh

301721915996 v

‘ How to associate a new AWS account I 4

. FILWAWS 7AHD Y MABEEMITZFIEERTHA RNN—DPRRINFT,
How to associate a new AWS account X

AWS infrastructure account ROSA cluster deployments use the AWS Security Token Service
Select an AWS account that is associated with your Rec for added security. Run the following required steps from a CLI

a new account. This account will contain the ROSA infrz authenticated with both AWS and ROSA.

Associated AWS infrastructure account * @ v Step1: OCMrole

710019948333 - First, check if a role exists and is linked with:

How to associate a new AWS account rosa list ocm-role [ ]

@ I there is an existing role and it's already linked to your Red Hat
Account roles account, you can continue to step 2.

Next, is there an existing role that isn't linked? N
o Error getting AWS account ARNs 3
q
CLUSTERS-MGMT-500: undefined ® Why do I need to link my account? 9
Operation ID: 1d8cb8cd-8010-4838-a229-449ca6324¢ <
)
No, create new role Yes, link existing role
v Account roles ARNs
The following roles were detected in your AWS account Basic OCM role
rosa create ocm-role L]

16.3.6.4. OpenShift Cluster Manager O—JL M {ERL & B 13

1L RDOT Y R%&EEFTL T, OpenShift Cluster Manager A—ILAEHET 20 E DI N EERL F
ER

I $ rosa list ocm-role

2. ULIZ, ¥ERDLRIVHIEA S 2 FEFED OpenShift Cluster Manager O—JLA{ERT 27V K
BRRINET,
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® Basic OpenShift Cluster Manager role: OpenShift Cluster Manager IZ7 717 > M~ D& &
RYER7 I/ ERAEEZNE L. V529 —%FEHRT ZHIICROSA ICRERO—ILERY
V—HBFEETEINEINEHERTESELDICLET, CLIZFEALT, »EARO—IL, RY
v—, BLVOIDC F7OANA Y —5FHTERT 2HENHY T,

e Admin OpenShift Cluster Manager role: ROSA I ERO—)L, R —, 8LV OIDC
TONA F—%ERT ZBINDHER % OpenShift Cluster Manager ICIf5 L 9, Ihi(#
A9 % &. OpenShift Cluster Manager BMibZE 7Y VY — R ZERNTE 578, ROSA 7 Z R
H—DTF 7oA NELYREICARYFT,

InsoO—I)LOFEFMIE. KF a2 X2 bD OpenShift Cluster Manager @ O—JL & & UHER
O avESRBLTCEIY,

ZDFa—MNYT7ITIE, REEEHIORERT TO—F TH 2 Admin OpenShift
Cluster Managerrole 2R L £ 9,

3. 4 RNN—=H 507 Y K& E— L T Admin OpenShift Cluster Manager role % {ER 3§ % H,
—IFINICPYEATROAT Y FEZABDLET,

I $ rosa create ocm-role --mode auto --admin --yes

ZMIav > Ki&. OpenShift Cluster Manager D—JLA{ER L. TN & RedHat 7h WV MIC
BEMITE T,

H A B

I: Creating ocm role

I: Creating role using 'arn:aws:iam::000000000000:user/rosa-user'

I: Created role '"ManagedOpenShift-OCM-Role-12561000" with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-OCM-Role-12561000'

I: Linking OCM role

I: Successfully linked role-arn 'arn:aws:iam::000000000000:role/ManagedOpenShift-OCM-
Role-12561000' with organization account '1MpZfntsZeUdjWHg7XRgP000000'

4. Step2:Userrolez7 ') v 7 LET,

16.3.6.4.1. T Dthd OpenShift Cluster Manager O—JL{ERA > 3 >

o FHETF—F:AWSCLI AT Y RZENPTEITT 2% EIE. E— K% auto Tld74: < manual &E
HZLEXY, CLIKKCAWSOT Y KOOI N, BET S JSON 77 M ILHBREDT 1LV b
)—ITERINZE T,

ROAX Y R&EFEHAL T, FEE— KT OpenShift Cluster Manager A—JL % {EER L £ 9,

I $ rosa create ocm-role --mode manual --admin --yes

® Basic OpenShift Cluster Manager role: OpenShift Cluster Manager IC7 717 > kDAY
ERET7 VA EES5T 55451, Basic OpenShift Cluster Manager role ZEg L 9., <D
e, CLIZERLTYELAO—I, R)P— OIDC 7ANA ¥ —%=FEHTHERT 2VEHNH
YEd,
RO~ Y R%&EEA L T, Basic OpenShift Cluster Manager role Z4ER L £ 9,

I $ rosa create ocm-role --mode auto --yes

16.3.6.5. OpenShift Cluster Manager 1 —H%—O—JLDERK
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I—H—O—I)LORF2A YN TEEBEINTWELIIC, ROSANAWSID ARREETE B LD ICa1—
H—O—I)LEERTZ2HELIHYET, COO—IILIIHEREZREET. 1 VA M=V TOTSLTH
7 >~ N & OpenShift Cluster Manager A—JL 1) YV — ZDEICEFERER A BET 2 7-DICOAERA L F
-a—o

LRDARY REEITLT, 2—HF—O—IHI T TICEETIHIEIDEHELETT,

I $ rosa list user-role

2. ROAXRV RZEFLTaA—4¥—0O0—LZFERL. ThZz RedHat 7AD Y MUY ILE
-3—0

I $ rosa create user-role --mode auto --yes

H A B

I: Creating User role

I: Creating ocm user role using 'arn:aws:iam::000000000000:user/rosa-user'

I: Created role '"ManagedOpenShift-User-rosa-user-Role' with ARN
'arn:aws:iam::000000000000:role/ManagedOpenShift-User-rosa-user-Role'

I: Linking User role

I: Successfully linked role ARN 'arn:aws:iam::000000000000:role/ManagedOpenShift-User-
rosa-user-Role' with account '1rbOQez0z5j1YollinhcXY000000'

yz o-1o)
BRD LD IC, AWSCLI O Y RA2B9TEITY 51551E. -mode manual %

EEZELET, CLICAWS O Y RAHAI N, BEET S JSON 7 7 1 ILHIRIE
DTALIMN)—ICERINEST, 3 O0—ILE)VILTLEIY,

3. Step 3: Accountrolesx® 7)) v LZ 9,

16.3.6.6. 7 A > bO—ILDERK
L ROOATY RAEEFTLT, 7hovhroo—ILEERLZET,

I $ rosa create account-roles --mode auto

2.0KZ27 )y I LTHYA RN—=%2FALFT,

16.3.6.7. 7 hV > bOBEEMIFHEII L= & DHESE

1. Associated AWS infrastructure account RO W 74U X =Za—ICAWS 7 HI Y RHBRRI
N3E3TTd, BODTHT Y MDRERINNIE 7hHoY NOBEEMIFIZRIIL TWE T,

2. THAD Y M BRLFT,

3. 7AbOO—ILARN DA FICAAINTERRIINET,
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Account roles
v  Account roles ARNs

The following roles were detected in your AWS account. Learn more about account roles [

Refresh ARNs

Installer role * '@'

arn:aws:iam: irole/ManagedOpenShift-Installer-Role

Supportrole * @

arn:aws:iam:" s role/ManagedOpenShift-Support-Role

Worker role * @

arn:aws:iam: e crole/ManagedOpenShift-Worker-Role

Control plane role * @

arn:aws:iam: -role/ManagedOpenShift-ControlPlane-Role

) The selected account-wide roles are compatible with OpenShift version 4.10 and earlier.

Next Back Cancel

4. Nextz=2 Yw o LZEY,

16.3.6.8. 7 5 A9 —DERK
L ZOFa—hrYTITIE UATFZBRLTLESI W,
IIRY—8%
® Cluster name: <& HI & &R \>
o Version: <R/ A—J 3 VEER\
® Region:<—< 3 v &ZER\>
® Availability: Single zone
® Enable user workload monitoring: &7 M &%
® Enable additional etcd encryption: 77 7D X &

® Encrypt persistent volumes with customer keys: ZZ 7 D F &

2. Next#2 w2 LET,
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3.V VT=ILDTFIAILNERERRA VY DEFFICLET,

TI7ANMDTI Y T—IVER

® Compute node instance type: m5.xlarge - 4 vCPU 16 GiB RAM
® Enable autoscaling: &7

® Compute node count: 2

o /—RINIIFEHDLXFICT S

4. Next &=V w2 LET,

16.3.6.8.1. %y h7—%
L BRERFIRTCTIAINMEDEFICLET,
2. Next=#22 v LET,
3. CDR#EDT 7 # ) MEIZITRTEZDFFHICLTHXZET,

4. Next =27 w2 LET,

16.3.6.8.2. 7S A4 —0OO—IBLTRY >—
IDFa—KM)TILTIE, Auto ZBIRLAFFICLTHSEZFET, ThickY, 7529—0F 704
AV N TOEABBEZHORZEICKY £,

pz -1o)

BIC Basic OpenShift Cluster Manager role %3&R L 123581d. FHE—ROAH %A FER

TXZXY, Operator O—JL & OIDC 7ANA ¥ —%FHTERT 2HELHY X T,
(VSRS —DEH] €02 avaTTLTIZIRY—DEMZRIB LS, &RIRD
[Basic OpenShift Cluster Managerrole] €22 a>YZSRLTLEIW,

16.3.6.8.3. 7 S A9 —DEHF

o ZDEYVIAVTIE., TRTODATYavaTIAILMNOFFICLTEEET,

16.3.6.8.4. 7 S A9 —DWEZR L ER
L VSR —BREDHBAHRELET,
2. Createcluster®7')v o LZE 9,

16.3.6.8.5. 1 A b— L DHETWKRDE R

o MADR—IICEFY., 1 VAP - ILDOETRREZERLITT. MEKHEIIN400TY,
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Overview Access control Settings

Installing cluster € Cancel cluster creation &, Download OC CLI

< ) ® @
Account setup OIDC and operator roles DNS setup Cluster installation
Completed Pending Pending Pending

> Viewlogs

Details

Cluster ID Status

N/A . Installing ‘_
Type Total vCPU

ROSA 0 vCPU

Region Total memory

us-east-1 0B

Availability Nodes (actual/desired) @
Single zone Control plane: 0/3

16.3.6.9. Basic OpenShift Cluster Manager Role

pa 3]
AR D FIEIZHE > T Admin OpenShift Cluster Manager role #/Ef L 72 3B &1, 2Dt

7Y aveiEE BB LT XV, OpenShift Cluster Manager IC& > T Y —XHME
RINET,

HIIC Basic OpenShift Cluster Manager role Z X L 735G (&, 75 X9 —DA VA M=) %Z#iiTT %
AIIC. IBIK2DDEREZFHTHERTIVENHY FT,

® Operator A—JU

e OIDC O/NA ¥ —

16.3.6.9.1. Operator O—JLDYERK

LRy TPy T o4V RIIC, BTV RBERRINET,
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Action required to continue installation x
You must create the operator roles and OIDC provider to complete cluster installation.

Use one of the following methods:
ROSA CLI AWS CLI
Copy and run the following commands:

rosa create operator-roles --interactive -c ssssssss L]

rosa create oidc-provider --interactive -c ssssssss 1]

The options above will be available until the operator roles and OIDC provider are detected.

2. 9—=IFINDVAVRINLIATY REERFLT, MEE—RZEBLIT., FLF, BHFEL
D=HIT, ROAT Y K%EFRFTL T Operator A—JLEERK L £ T,

I $ rosa create operator-roles --mode auto --cluster <cluster-name> --yes

H A B

I: Creating roles using 'arn:aws:iam::000000000000:user/rosauser’

I: Created role 'rosacluster-b736-openshift-ingress-operator-cloud-credentials' with ARN
'arn:aws:iam::000000000000:role/rosacluster-b736-openshift-ingress-operator-cloud-
credentials'

I: Created role 'rosacluster-b736-openshift-cluster-csi-drivers-ebs-cloud-credent’ with ARN
'arn:aws:iam::000000000000:role/rosacluster-b736-openshift-cluster-csi-drivers-ebs-cloud-
credent'

I: Created role 'rosacluster-b736-openshift-cloud-network-config-controller-cloud' with ARN
'arn:aws:iam::000000000000:role/rosacluster-b736-openshift-cloud-network-config-controller-
cloud'

I: Created role 'rosacluster-b736-openshift-machine-api-aws-cloud-credentials' with ARN
'arn:aws:iam::000000000000:role/rosacluster-b736-openshift-machine-api-aws-cloud-
credentials'

I: Created role 'rosacluster-b736-openshift-cloud-credential-operator-cloud-crede' with ARN
'arn:aws:iam::000000000000:role/rosacluster-b736-openshift-cloud-credential-operator-
cloud-crede'

I: Created role 'rosacluster-b736-openshift-image-registry-installer-cloud-creden' with ARN
'arn:aws:iam::000000000000:role/rosacluster-b736-openshift-image-registry-installer-cloud-
creden’

16.3.6.9.2. OIDC 7 O/81 ¥ — DERK
e ¥—IF)THROATV REEFTLTCODC 7ANA Y —%=FERLET,

I $ rosa create oidc-provider --mode auto --cluster <cluster-name> --yes

H A B
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I: Creating OIDC provider using 'arn:aws:iam::000000000000:user/rosauser’
I: Created OIDC provider with ARN 'arn:aws:iam::000000000000:oidc-provider/rh-oidc.s3.us-
east-1.amazonaws.com/1tt4kvrr2kha2rgs8gjfvf0000000000"

16.4. Fa1— MY 7. EEI—HY—DEK
B (admin) A—HF—%/EMT D E. VTR —ICTEPLKTIERATERLHICRYEY, EEI—
H—%ENRT 21T, ROFIRICHENFET,

pa 3]

EEI—H—(E, ZOFa2—M)TIZRETIIEEREELET. EBEOTF7O1 X

VAT, ERBTATUVTAT4—7ONA 5 —BFHLTISRY—ICTIER
L. —H—ICBBEREZMLFE LTI,

L ROOAT VY R EERTLTEBI - —%FERLET,

I rosa create admin --cluster=<cluster-name>

H A B

W: It is recommended to add an identity provider to login to this cluster. See 'rosa create idp -
-help' for more information.

[: Admin account has been added to cluster 'my-rosa-cluster'. It may take up to a minute for
the account to become active.

I: To login, run the following command:

oc login https://api.my-rosa-cluster.abcd.p1.openshiftapps.com:6443 \

--username cluster-admin \

--password FWGYL-2mkdJI-00000-00000

2. BIORTy 7TRINF-AOV4vaAv Y REIE—L, y—IFIIICBRYRITE T, Thick
VU, CLIZERHRLTYZZR4Y—ICAJ14 > L. V752RY—DFEAZFREEBTELDICRYE
-a—o

$ oc login https://api.my-rosa-cluster.abcd.p1.openshiftapps.com:6443 \
> --username cluster-admin \
> --password FWGYL-2mkdJI-00000-00000

H B

Login successful.

You have access to 79 projects, the list has been suppressed. You can list all projects with '
projects’

Using project "default".

3. B —H4—-LTAJTA Y L TWBZEEHERTDICIE, OO RKOWTFhhEERTL
i’a—o

o X3

140


https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/authentication_and_authorization/#sd-configuring-identity-providers

FEI6E ROSADRY — A K

I $ oc whoami
Hoh Bl

I cluster-admin
o AT av2
I oc get all -n openshift-apiserver
INDIARYREIS—RLTCERITTEHDIRIEELI—F—DHTY,
4 INTYIIRAY—2BEI-—HY - LTHERTEZLICRYELL, ZDFa—-rITLT

EINTHHTY, BEOTTOM AV RNTIR, PATVTAT4—7ANA S —%tvy b
Fyv7dpIEaBKHELET, ThICDOVWTRE, ROFa— k)7L THALET,

165. Fa—K )T TATVT4T4—7ONNA5—Dty N7y T
PSR —ICQTA VT BITE. PATYT4T74—FANA5—(DP) &ty h 7y TFLET, ZD
Fa—hM)T7ILTIE, IDP DAIE LT GitHub A L £ 9, ROSA THR—MIN 3 IDP OEE2RY
AMNESBLTLEIWN,

o IRTDIDPA TV avaERRTZICIK, ROATY REERIFTLET,

I rosa create idp --help

16.5.1. GitHub 2#{EH L/ IDP DOty N7 v 7/
. GitHub 7Aoo > M4 LET,

2. BONEBEELBHL W GitHub M ZFR L 7
g
TTICRFOMRBOBERETHY., TOMBEFERT 2HEIR. ATy TIICERFT,

+742v%%2 ") v %Y L. NewOrganization%22 1) v -7 LZ9,
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New repository

Import repository

+ Q} New gist

Fund open so QNI ENTEET]) ion

Your organizatiol  New project ugh
GitHub Sponsors

X

3. WRICREBELEETSVAREIRT BH. Joinforfreex V) vy LFT,

4. ABOTHI Vb, A—=ILTRLA, BEBEATHI Y MDESRRATADY M EAD
L¥xd, NextZ2Uwv o LZET,

Tell us about your organization

Set up your team

Organization account name *

my-rosa-cluster v

This will be the name of your account on GitHub.
Your URL will be: https:/fgithub.com/my-rosa-cluster.

Contact email *

@redhat.com v

This organization belongs to: *

My personal account
|.e.,

(O A business or institution
For example: GitHub, Inc., Example Institute, American Red Cross

By creating an account, you agree to the Terms of Service. For maore information about GitHub's
privacy practices, see the GitHub Privacy Statement. We'll occasionally send you account-
related emails.
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5. A7 av: D 1—4H—0D GitHub ID Z3EM L T. ROSA VS5 R49 —~DEBMDT VA%
HE5ELEYS, BRTEMISZIEEHTEEY,

6. CompleteSetup =7 Vv o LXT,
7. AT a v ROR—IT, BERINZBEREAHDLET,
8. Submitz27 v o LZEY,

9. ¥—3XIFIIICRY., ZXODOAYY REAALTGitHubIDP #5%EL 7,

I rosa create idp --cluster=<cluster name> --interactive
10. LTDEZREL XTI,

Type of identity provider: github

Identity Provider Name: <IDP-name>

Restrict to members of: organizations

GitHub organizations: <organization-account-name>

M. CLICY VIR RRINET, Y252 aAE—LTT S —ICBEY fF1F. Enter 2L F
T, TNICEY, TOFT TV — 3> % OAuth ICESRT B 7-DICHERBRIAAAINE
T, ERAEZTETINEEIHY FHA,

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github

7 Identity provider name: rosa-github

7 Restrict to members of: organizations
7 GitHub eorganizations: ny-ros
? To use GitHub as an identity

ster
rovider, you must first register the application:

— Open the follewing URL:

htty b.com/organizations/my-rosa—cluster/settings/applications/new?oauth_application%5Bcallback_url%6D=h
uthZcallba nsa—-githubf&oauth_applicationX6Bname®6D=: foauth_application%6Burl%6D=https%3A%2FX%2Fconso
- Click on 'Register application’
? cliemt ID: [7 for helpl []

12. Register application %2 1) v -7 L%,
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144

13.

14.

Register a new OAuth application

Application name *
| |
Something users will recognize and trust.
Homepage URL *
https://console-openshift-console.apps.sa coms 1.
The full URL to your application homepage.

Application description

Application description is optional

p
This is displayed to all users of your application.

Authorization callback URL *

https://oauth-openshift.apps.= & U, .plopenshifta

Your application's callback URL. Read our QAuth documentation for more information.

Register application Cancel

RDR—IJIC ClientI D ARRINZET, IDEIE—L., ClientIDEZEKT 254 —IFILICID
ERRY I ET,

R

& TREALBRWTL I,

CLI T ClientSecret #3ksb 5N Fxzd, 750 —ICRY. Generate anew client secret%* 7
Dy LET,



15.

16.

17.

18.

19.

20.
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.-:-. my-rosa-cluster owns this application. Transfer ownership
You can list your application in the GitHub Marketplace so that other users List this application in the
can discover it. Marketplace

0 users Revoke all user tokens
Client ID

caa3l N D W

Client secrets Generate a new client secret

You need a client secret to authenticate as the application to the API.

Application logo

Upload new logo

/[\ You can also drag and drop a picture from your computer.
Drag & drop

Application name *

Y=Ly PERINET, Y=Ly MNEZEERTINQVWAH, AE—-LTLEE
LY,

=Ly hES—IFIVICRHY T T Enter 2L X T,

GitHub Enterprise Hostname IFZEHD X XICL £ T,

claim Z:Z&RL £ 7,

IDP PMER I M. BREN YV RS —ICRMINZET, WIDEAFLEET,

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.
? Type of identity provider: pithub

7 Identity provider name: rosa-github

? Restriet to members of: orpanizations

? GitHub orgamizations: my-rosa-cluster

? To use GitHub as an identity provider, you must first register the application
— Open the following URL:
https://github.com/organizations/my—-rosa—cluster/settings/applications/new?oauth_application¥%5Bcallback_url%sD=
httpsk%3A%ZF%2Foauth-openshift.apps. o0 .pl.openshiftapps t2Foauth2callback¥%2Frosa—-github&oauth_ap
plication%5BnameX50= l&pauth_application®%5Burl%ED=httpsk%3A%ZF%2Fconsole-openshift-console.apps.

iftapps.com
- Click on 'Regi r application’
7 Client ID: caall
? Client Secret: [? Tor Fie L | ks dko ok skok o ok ook o ok ok sk sk o o sk skok ok ok oo ok ook sk ok b ok ok
? GitHub Enterprise Hostname (optional):
7 Mapping method: claim
1: Configuring IDP for cluster ' :
I: Identity Provider 'rosa-github' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa create user —help'.
To login into the console, open https://console—openshift-console.apps. ~
and click on rosa—githgb.

.pl.openshiftapps.com

RENY VO %2E—L, T30 —ICRAYMITEY, FILWIDP %, #IRLAZFICTHA
TX%I139TYT, IDP%EY Y v Y L. GitHub BRELFIWREFEA LTI T RIY—ICTIEALE
-3_0
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Log in with...

RedHat
OpenShift Service on AWS

l Cluster-Admin l

| rosa-github I

1652. DI —H—ICUVSRY—~DT I RIEEMNE5T S

DI SR —2A—HF—IIT IV EAEEZNET ZICIE. EDGitHub 21— —ID%Z, TDIVZRF—IC
Y % GitHub ##ICENY 2 EADHY T,

1. GitHub T. Your organizations *—JIIBEL X T,

2. profileicon% %7 ') v 2 L. Yourorganizations #7 YJv - L% ¥, RIZ. <B9OHEEHL> %=
29Uy LEY, ZDOFITIE my-rosa-cluster T,
NS

Signed in as 'm

() Set status

b4 221}
B+
Fund open source  vyour profile

Your organization can Your rEpDE“ﬂriEE

defunkt GitHub Sponsors! Les

Explore Sponso  Your projects

Jositories
Your stars
Explore repositories Your gists
openshiftfbuilder Upgrade
The image run by build g
i : Feature preview
building+pushing
1al
@®Go Y21 Help
Settings
1 follow. openshift/cluster-versic Sign out
®Go 1t 43

3. Invitesomeone =27 1) v 7 L9,
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HENR
B mm  My-rosa-cluster
[l
[ Repositories ) Packages /. People 1 Ay Teams [U]] Projects % Settings

People 1>
o
This organization has no repositories. “
[eeren ]

4. FTLWI—H—DGitHubI D ZAHDL, ELWI—H—%BIRL T, InviteZ2 v LZE
-a—o

5. HLLWA—HY—DBHFLEZHANDE, TIVY—ILDY VY & GitHub FREEEREZFER L T
ROSAV Z R4 —ICOJA4VTEBLDICRYET,

16.6. Fa1— 1) 7)L: BIEERDM S
B (admin) tERRIE. 7RI —ICEMLZA—HY—ICEHNICENEINEFEA. FEOI—H—IC
BELRNIVOERAZGET 2581E. 11— —ICFBTEREGETZ2HENHY EFY, ROSAIY
YRIA4 A4 —T x4 R (CLI) £7IE Red Hat OpenShift Cluster Manager Web 2 —H#'—4 > 4 —
742 U)DVWTIhIOLEBIEREZMGSTEET,
Red Hat (& 2 BAEDEEERZIRH L X7,

e cluster-admin: cluster-admin #BR (X, BEI—H—ICVSRAIY—HNDIRTDERELE L
i’a—o

e dedicated-admin: dedicated-admin R = FDEEI1—H—&, FEAEDEBEEIR V=TT
TEFITH, VSRI—DWEEHSTOIC—EDFIELHY £§, EBROFEIVELRIBE
I&. dedicated-admin #{fH I3 & A#HELE T,

EIRERDFFMIZ. V7RI —DERICEHTERFaIAVMESRLTILEIWL,

16.6.1. ROSA CLI D{E

1L VSR —%FEHRLII—F—D, ROATY ROWThHhERTLTCEEEREZMESLF
-3—0

e cluster-admin DIF4:
I $ rosa grant user cluster-admin --user <idp_user_name> --cluster=<cluster-name>
e dedicated-admin D75
I $ rosa grant user dedicated-admin --user <idp_user_name> --cluster=<cluster-name>
2. RDAX Y RERITLT, BEEERSPEMINIEZHALIT,

I $ rosa list users --cluster=<cluster-name>
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H A B

$ rosa list users --cluster=my-rosa-cluster
ID GROUPS
<idp_user_name> cluster-admins

3. IBERedHat AV Y —LicOJA4 Y LTWBEAIF, Oy —Ibarsnd7ohL, 952
H—ICBEOJA > LT, "Administrator /XRIL" BHDEHFELWR—ZARIF 4 TARRLE
T V=V LYy NIV RDERLRRETSAR=—b T4V RODNREBICRZGZELHY T,

& Administrator

Overview
Home
Cluster
Overview
Projects i ) .
Details View settings Status
Search
Explore Cluster APl Address o Cluster o Control Plane
Events o Operators
Cluster ID

Operators

ce5c602a-cd65-44ae-

4, ROAX Y RERTLT, 7AD Y MLEBERIEBININLZIEETANTSEIEETEE
T, COAXY Y REITS—RLTEITTITSDIL, cluster-admin 1—H—DHA T,

I $ oc get all -n openshift-apiserver

16.6.2. Red Hat OpenShift Cluster Manager Ul D%
1. Red Hat OpenShift Cluster Manager A~V —J)L (A1 v LE T,
2. VIR —%ZERLFT,
3. AccessControl # 7% 2 v o LET,
4. %4 K/N—® Cluster roles and Access ¥ 7% 7 1) vV LET,

5 Adduserz=2 w2 LZ9,

Clusters > rosa-cluster-demo
rosa-cluster-demo Actions  ~

Missing identity providers
Identity providers determine how users log into the cluster. Add OAuth configuration to allow others to log in.

Overview Access control Add-ons Cluster history Networking Machine pools Support Settings

Identity providers Cluster administrative users
Grant permission to manage this cluster to users defined in your identity provider. Learn more. [£

Cluster Roles and Access

’ Add user ‘

OCM Roles and Access
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6. Ry 77y JEEmCcCAI—Y—IDAEAALZET,

7. 1—%H%—|C cluster-admin 1R % {59 %5 h*. dedicated-admin #E[R 4t 53 2% BIRL F
-a_Q

Add cluster user

UserlD *

sample-user 44—

Group

() dedicated-admins
Grants standard administrative privileges for OpenShift Dedicated. Users can
perform administrative actions listed in the documentation.

luster-admins

ives users full administrative access to the cluster. This is the highest level of
privilege available to users. |t should be granted with extreme care, because it
is possible with this level of access to get the cluster into an unsupportable
state.

16.7. Fa2a— )T VSR —~DT7 IR

ARV RSA VAV —T AR (CLY FhLiFaVyY—NaA—HF—A V9 —T 4 A (U) EFRLTY
SR —ICERTEET,

16.71.CLI A ERHLEYV SRAY—~DT7 IR

CLIZEHLTYSRY—ICTIERTBITIE. ocCLINM VA RN—ILENTWEBRELRHY FT,
Fa—M)TZIDFEEEERITLTELEZAIEX. ocCLIATTICA VAN =ILINTWLWET,

. RedHatavv—JL i1 L %9,
2. AEBICHBZ1—H—%EI v I LET,

3. CopyLoginCommand% 2 )v - L%9,
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rosa-user-

Copy login command &

Language preference

Log out

4. FATVTAT4—7FANA 5 — (IDP) & BIRTE2HL WS THHESET, AT ZIDP %
27Uy LEY, 7z&ZIE, "rosa-github" TY,

Log in with...

Cluster-Admin ‘

5 HILWY THBE £ J, Displaytoken 22 Yy I LET,

6. §—IFITROIATY FEEFTLET,

$ oc login --token=sha256~GBAfS4JQ0t1 UTKYHbWAK6OUWGUkdMGz000000000000 --
server=https://api.my-rosa-cluster.abcd.p1.openshiftapps.com:6443

H A B

Logged into "https://api.my-rosa-cluster.abcd.p1.openshiftapps.com:6443" as "rosa-user"
using the token provided.

You have access to 79 projects, the list has been suppressed. You can list all projects with '
projects’

Using project "default".
7.RDAT YV RZEFTLT, A4V LTWB I ZHRLET,
I $ oc whoami

H A B
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I rosa-user

8. INT, VSARI—IITIVEATEZT,

16.72.Web AV YV —I)LAFRLEIVSRY—~DT7 VR
. RedHatavv—JL icayZ4>vL%Ed,

a. AYY—JLDOURL ZEGT 2ICId, ROIAT Y RERITLET,

I rosa describe cluster -c <cluster-name> | grep Console

22 IDP&EYVYw o LEY, & 2L, "rosa-github" T9,

Log in with...

Cluster-Admin ‘

3 A—Y-FEEEREANLIT,

4. AJA VDI RTLET, Fa—KMN)TILOFIEEEITLTEIGEIE. cluster-admin & 74
). Administrator /SRILBH B Web IV Y —ILHARRINBIET T,

&8 Administrator

Overview F Quick start available X
Home
Cluster
Overview
Projects ; o
Details View settings Status View alerts Activity View events
Search
‘Ongoing
Explore Cluster APl Address @ Cluster & Control Plane
https:/fapi.ok- There are no ongoing
Events rosa-012321vgyx.pl.openshifta @ Operators activities.

pps.com:6443
Recent Events [l Pause

Operators Cluster ID
ce5c602a-cdb5-44ae- B
s 18:20 St LY
2888-4e8d641bb3b3 Cluster Utilization THour = @ stopping ¢
Workloads Openshift Cluster Manager 819 (@ Createdco.. >
Provider Resource Usage 1730 1800 819 @ Started con..
Networking
s CcPU 43 6 1819 (@ Successfull.. »
OpenShift Version 237 available of28 4 rww“l\'" ) )
Storage . 2 1819 @ Pulingima.. >
1210 DM AdA athOTT

16.8. Fa1a— MU D—h—/—RDEHE

Red Hat OpenShift Service on AWS (ROSA) Tl&, 7—Hh—/—RKDEBIFII VY T—ILAFERALTE
TLES, voU TV EFERTZE. A —RBEBOYIVEIDDIVFTA 74— LTEET
XFEd, TRTDROSAVSRAY—IT, VSR —DERBICERINDZ T 72 bDIY Y T—ILH
HYFET, FMIE. YOUT I DORFaAAVIMESRLTIEIY,
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16.81.<%> vty NOIERK

ROV T—=)E, ARV RSA VA VI —TA R (CLY FEa—HF—1 24—z 4 2 U)DWT
nhaEFERLTHERTEET,

16.8.1.1.CLIA{RALEY>Y Y T—ILDERK
L UFToavwy ReEFLET,

rosa create machinepool --cluster=<cluster-name> --name=<machinepool-name> --replicas=
<number-nodes>

AHDH

$ rosa create machinepool --cluster=my-rosa-cluster --name=new-mp
--replicas=2

H A B

I: Machine pool 'new-mp' created successfully on cluster 'my-rosa-cluster'
I: To view all machine pools, run 'rosa list machinepools -c my-rosa-cluster'

2. A3y kROATVREETFTLT, FiILWIY Y T—ILHADEED ) —RIZ/—RSRILFE
7ziET4 Y hAEBMLET,

rosa create machinepool --cluster=<cluster-name> --name=<machinepool-name> --replicas=
<number-nodes> --labels="<key=pair>"

AH DB
$ rosa create machinepool --cluster=my-rosa-cluster --name=db-nodes-mp --replicas=2 --
labels="app=db','tier=backend'

H A B

I I: Machine pool 'db-nodes-mp' created successfully on cluster 'my-rosa-cluster’

INICEY, 1D2DA=Zy NELTEETESEMD2DOD/ —RKMERINE T, £/, TR
INDZSRILHINZO/—RICEIYYETOSNET,

3 RDAYY RERITLT, IV T—ILOEREEIY B TONLINILERRLET,

I rosa list machinepools --cluster=<cluster-name>

o
ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
AVAILABILITY ZONES
Default No 2 mb5.xlarge us-east-1a

16.8.12. Ul A LAY Y T—ILDER
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. RedHata>vv—JLicasZ4>v L. 9S5SR9—%20Uvw o LZET,

Red Hat

Clusters

Filter by name or ID... Y Cluster type ~ Create cluster

Name 1 Status Type

my-rosa-cluster & Ready ROSA

L LT

2. Machinepools=2 ) v 7 LZE 7,

my-rosa-cluster Actions

Overview Access control Add-ons Networking Insights Advisor Machine pools Supg

3. Add machinepoolZ2 ) w7 LE 7,
4. BEREBEEANDLIET,
B b

F7-. Editnodelabelsandtaintsz/ > ava2EBHEALT. /—RKRSRNILETA VN ETD Y
T—ILHAD ./ —RICBMT2IEHTEET,
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154

Add machine pool X

A machine pool is a group of machines that are all clones of the
same configuration, that can be used on demand by an application
running on a pod.

Machine pool name *

mp12345

Compute node instance type * ©)

mb5.xlarge - 4 vCPU 16 GiB RAM v

Scaling
[J Enable autoscaling ®

Autoscaling automatically adds and removes worker (compute) nodes from the
cluster based on resource requirements.

Compute node count * (@

0 A 4

Root disk size * @

- 300 + GiB

Add machine pool

5. fER LI LW Y Y T—IAARTIINE T,




Add machine pool

FEI6E ROSADRY — A K

Machine pool Instance type Availability zones Node co... Autoscaling
Default mb.xlarge us-west-2a 2 Disabled
new-mp mb5.xlarge us-west-2a 2 Disabled

v db-nodes-mp mb5.xlarge us-west-2a 2 Disabled

Labels

app =db  tier = backend

16.82.7—H—/—RDRFT—=Y >y

IOV T—IVERELT. TORBEDYY Y T—ILRADT—Hh—/—ROEERT—1) VT LFET,
CLIZAIRUIZFERALTT7—H—/—RAERY—Y 2V ITTEZT,

16.821.CLIZ ALY —h—/—FROR5—Y> T

L ROAR Y RERFTLT, BISRY—THERINLET 742N NDOII Y T—ILEHELE

ER

I rosa list machinepools --cluster=<cluster-name>

H A B

ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS

AVAILABILITY ZONES
Default No 2 m5.xlarge

us-east-1a

2. TIANNDR Y Y T—IVERRD ) — RBICRT—IL 7Y MT3IC1E, kOO Y REET

L/i-a—o

I rosa edit machinepool --cluster=<cluster-name> --replicas=<number-nodes> <machinepool-
name>

AHDH

I rosa edit machinepool --cluster=my-rosa-cluster --replicas 3 Default

3RDARYVY RERITLT, IV VY T—UDBRT—) v TSNl &R LET,

I rosa describe cluster --cluster=<cluster-name> | grep Compute

AHDHI
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I $ rosa describe cluster --cluster=my-rosa-cluster | grep Compute

H A B

I - Compute: 3 (m5.xlarge)

16.82_2.Ul &2 LEZT7—h—/—KDRFT—Y T
L WETEYI U T—IDERICHD 3 DDREV v I LET,
2. Edit=2 )y o LZEY,
3. WER/ —REEASL, Save 2V v I LET,
4. VS A9—%FERL. Overview ¥ 7% 0 ) v LEd, ComputelistingExTR o7 O—JLL

T IZRY—DRT=N)VTINIE%WEB LTI, Computelisting ldRT7—1) 73 h
e/ —RERUTHZIETTY, LEXE 3/3DELIICRYET,

Overview Access control Add-ons Networking Machine pools Support Update set
Red Hat OpenShift Cluster
Manager
Resource usage
Clusters
vCPU Memory

Subscriptions

Overview 14.59% 238%

Support Cases

Cluster Manager Feedback

Red Hat Marketplace

Details
Documentation [

Cluster ID Status

ce5c602a-cd65-44ae-aB88-4e8d641bb3b3 @ Ready

Type Total vCPU

ROSA 28 vCPU

Location Total memory

US East, N. Virginia 107.26 GiB

Provider Nedes (actual/desired)

AWS Master: 3/3
Infra: 2/2

Availability [ Compute: 33

—

16.8.2.3. / — K> ~XR)LDEM
LROOATY REFHALT/ —RSRILEEMLET,

rosa edit machinepool --cluster=<cluster-name> --replicas=<number-nodes> --
labels="key=value' <machinepool-name>

AHDHI

rosa edit machinepool --cluster=my-rosa-cluster --replicas=2 --labels 'foo=bar','baz=0one’
new-mp
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INICEY, ILWI DY T—ILIZ2 DDSRNILANEMINhE T,

BF

DAY RIE, IRTOIY Y TR ELEF LS ERZLALREICBEEHBAET, 5l
DIN)VZEML, DD HWINLVEZRFTZHE1F. FILLWIRILVEEEDOINILD
WMAEEERETBIVE DY FT, HELARWE, BEOIRTOISRILAEBINT ZI5XN
WICEZHZAONET, BRI, SNIVEHIRT 25613, HIBRT 2 S RILERWVWTH
BLASNIAEEEL, OV Y REERIFTLET,

16.8.3. /— K414 TDRE

FLOWIO Y T—ILEFERLT, BLISRAY—RHNTEREZT—h—/—RIV V94 THREIED
ZEETEZFT, vV TIWNDERBICIY Y T—ILD ) — R4 TALEBETLZIEIRTETEEA.
LA L. -—instance-type 75 V% EBMT B E T, 425/ —REFHIOHFLWII Y T—ILEERT
xXE9,

L7282, T—9R=R/—KRERD/)—RYA FICEET BT, ROAT Y REETLE
-a—o

rosa create machinepool --cluster=<cluster-name> --name=<mp-name> --replicas=<number-
nodes> --labels='<key=pair>' --instance-type=<type>

AHDH

rosa create machinepool --cluster=my-rosa-cluster --name=db-nodes-large-mp --replicas=2 -
-labels="app=db','tier=backend' --instance-type=m5.2xlarge

2. FEABERINRTDA VA VA T HRRTBHICIE, ROAT VY REERITLET,

I rosa list instance-types

3. ATy TNA AR5y FTEET 5ICIE. —~interactive 7S5 7 & FHALZE T,
I rosa create machinepool -c <cluster-names --interactive

Machine pool name: large-nodes-pool
Enable autoscaling (optional): Mo
Replicas: 2

Instance type: [Use arrows to move, type to filter, ? for more help]
mS.xlarge

rh.xlarge

r5.2xlarge

ms.2xlarge

ch.2xlarge

rb.4xlarge

ma.4xlarge

Wosad sad sad sad

4, ROAXV RERFTLTIY VY T=ILEYRAML, SYKELHFLWAVRIVRAYA THEHE
FLFET,

I rosa list machinepools -c <cluster-name>
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ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS AVAILABILITY ZONES
default No 3 m5.xlarge us—-east-la
db-nodes-large--mp No 2 ——p- m5.2xlarge app=db, tier=backend us—east-la
db-nodes-mp No_ m5.xlarge app=db, tier=backend us-east-la

169. Fa—NYZI:BE]RT—) VT

VIR —F = AT —F— & Pod V)V —RICEDWTIFRY—ILT—H—/—REEBMZFIF
HIFRL 9

PSR —F— MR —=5—F, ROFEILIZAY—DH A4 X %BPLET,
o JY—ZIHALRBLTWBED, PodEZIRED ./ —RKRTRIT TV 1a—ILTIHRWVWIEFEE,
o FOAMXY MNDZ—X%FHITHHIC, BID /) — RBEBELIZE,

DSRY—F—RAT—5—F EEDFIREZBATIZIRAI—)V—RZHKRTZIER@FHYFHE
AIO

DSRY—F—KRAT—=5—F RDFEICISRI—DY A X%Zi@fbLET,

o —HD/—RIRERKITTBREEINRWEGER, LEAE /—FD) YV —XERENME
. TD/—ROEER Pod NI RTHED / — FICIRE 555 T,

1691 CLIZERALABEY Y T—ILOB#MRYTY—) v 7OBEMIE

pa

PSR —DEEMAT—Y VTR, VSR —DERE. BLUHF LW Y =L %
ER ¥ % & XIZ, --enable-autoscaling # 7> 3 V= FH L TEMICTEZE T,

L BgRT—)VTE, v T—ILOEABICEDWTIEREINE T, EDvvy T—ILHE
FRT—)VIIFERTE RN EMEET HICIE,. ROOY VY RERITLET,

I $ rosa list machinepools -c <cluster-name>
6

ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
AVAILABILITY ZONES
Default No 2 mb5.xlarge us-east-1a

2. RDAX Y R&ERITLT, FIATREARYY Y T—ILICEBIRT =Y v T &BMLET,

$ rosa edit machinepool -c <cluster-name> --enable-autoscaling <machinepool-name> --min-
replicas=<nums> --max-replicas=<num>

AHDHI

$ rosa edit machinepool -c my-rosa-cluster --enable-autoscaling Default --min-replicas=2 --
max-replicas=4

ERoIATY RIE, YY—RIKIELT2-4/—ROBATRT =YV I$27—h—/—KRD
F—hRT—=5—%FERLZET,
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16.92. Ul A LEBREYS Y T—ILOE#®RT—Y) v JOBEMIL

e

R

X2V =)L DIERKEFIC Enable autoscalingF v V7 Ry VA& A VILT B ET, 7
SR —DEREICY ZRAY—DEBRT—) VT 2BMITEET,

1. Machine pools ¥ 7IC#&L. BRID3IDOREV Vv I LFET,
2. Scale #%7 ') v - L. Enableautoscaling%=2 ' v 27 L£d,
3. RDAR VY NEZRFTLT, BERT—) VU IPMEMINIE2HRLET,

I $ rosa list machinepools -c <cluster-name>

H A B

ID AUTOSCALING REPLICAS INSTANCE TYPE LABELS TAINTS
AVAILABILITY ZONES
Default Yes 2-4 mb5.xlarge us-east-1a

16.10. Fa—KNUTIWN: VS RY—DT7v T L—K

Red Hat OpenShift Service on AWS (ROSA) Tl&. 73R —DT7 vy 7L —RIEFIRTIRx—I K
H—ERO—HRELTETINET, I—HF—HITVRERTLEY., VSR —ICERBZMALY
TEIREEEHYEHA, 7Yy T L —RREEEORWERICRA Y2 —ILTEET,

VSR —DT Y TITL—RERTT1—ITIHEICIE ROEDHEHY T,

e AXVYRFIAVAVI—T AR (CLY) AFHLALFE Ty 7/ L— K 1ERY OERET v 7
JU—RN%zRBET 20, MROBFRICIERY D7y 7 L—RER72Y1—ILLET,

e Red Hat OpenShift Cluster Manager 1—H#'—( Y4 —7 x4 X (Ul) AL EFE8T7 Y 77
L—K:1ERY OBIEET7 Y 7V L — R&REBYT 250, HEROBBICIERY DTy FJL—FK
%7\/7:/“1_)1/L/§—9'—o

e HEI7Z7YSJL—K FETRTIVa2a—VEREST DI AL, FILOWNA=U 3 YO FIHATEEIC
BB, EHMNR y-stream 7y 7L —RO7y UL — REEEE&ZRELE T, ¥1F—
N—=—I 3 VRFE TR 12— 2REIHYET,

VZR9—OTF v 77— ROFEMIE. ROITY RERTLTLLEIL,
I $ rosa upgrade cluster --help
16.10.CLI 2B LV S RY—DFET7Y FIL—FR
L ROAYY RAERTFTLT, MAAERTY TIL—RKEHZHLEI N EERLET,
I $ rosa list upgrade -c <cluster-name>

H A B
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$ rosa list upgrade -c <cluster-name>
VERSION NOTES

4.14.7 recommended

4.14.6

FOFITIE, N—T 324147 & 4146 DEAHLFIEBIRETT,

2. RDAX Y RERITLT, 1BBEURICI SRS =Ty TITL—RT2LIICRTYa—LL
i’a—o

I $ rosa upgrade cluster -c <cluster-name> --version <desired-version>

3.7 av: kAT REERFTLT, HEOABICISRY—%5TyvTITL—RT3BLDICR
79“1_)1/L/i-g—0

$ rosa upgrade cluster -c <cluster-name> --version <desired-version> --schedule-date
<future-date-for-update> --schedule-time <future-time-for-update>

16.102. Ul ALV SR —DFE}HT7 Y T L—R
1. OpenShift Cluster Manager IO Y4 > L, 7Yy 7L —KR$205R5—%RFIRLET,
2. Settings Z7) v U LET,

3. 7y 7L —RAFEATERSEIE. Update =) v I LET,

Monitoring
Enable user workload monitoring ®

Monitor your own projects in isolation from Red Hat Site Reliability Engineering (SRE) platform metrics.

Update strategy Update status

Note: In the event of Critical security concerns[4 (CVEs) that significantly impact the security or stability of the ® Update available
cluster, updates may be automatically scheduled by Red Hat SRE to the latest z-stream version not impacted by the

CVE within 2 business days after customer notifications. 41213 41245
— e O
@ Individual updates
Schedule each update individually. Take into consideration end of life dates from the lifecycle policy (4 when planning updates. © Additional versions available
between 4.12.13 and 4.12.45
O Recurring updates
The cluster will be automatically updated based on your preferred day and start time when new patch updates (z-stream [4) are Update

available. When a new minor version is available, you'll be notified and must manually allow the cluster to update to the next
minor version.

2 Feedback

Node draining

You may set a grace period for how long pod disruption budget-protected workloads will be respected during
updates. After this grace period, any workloads protected by pod disruption budgets that have not been successfully
drained from a node will be forcibly evicted.

¢

4. FILWO A Y ROTTPy T L—RETEZN—=IU 3 Vv ERIRLET,
5, 7y 7L —ROBEREERTYa1—IT5h, TCICHEHKBLET,
16.10.3. BEIEH 7 v 7/ L — KDKRE
1. OpenShift Cluster Manager \ICA Y4 > L, 7Yy 7L —KR$205R5—%RFIRLZET,

2. Settings Z7) v oI LET,
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1. Update Strategy C. Recurringupdatesz/7 ) v 2 L%9,
3.7y T IUL—RERITIZHEEHRELET.

4. Nodedraining . Pod DIEV 2 avVHII/ —RERLA VY TEZ LD ICT I RFHAIR %28
5 Savez7 ') v LET,

161N Fa—K~Y)TI: 7S5 RY—0DHIR

ARV RSA VAV —T A X (CL) FhliFa—H—A % —T7 x4 X (Ul) %FAL T. RedHat
OpenShift Service on AWS (ROSA) 7 5 A9 —%HIBRTEX X7,

16.11.1.CLI #{EH L 7= ROSA 7 5 X ¥ —DHI%
L ZAF2av: kOO Y RAEERFTLT, V95R9—%1)AML., BIBRTBELWISRY —%HE
BALET.

I $ rosa list clusters

ROATX YV REEIFTLTYISRAY—%5HIBRLET,

I $ rosa delete cluster --cluster <cluster-name>

Digk

==
[=]

ry

oav v REmIcEEZHA,

3. CLIIC, 75 R9—%BIRTZ2HEINEERT 27OV T IDARFIINET, yE2HLTHS
Enter 2L Ed, V75 RAY—EZTNICEETZIRTDAIVISARNS IV Fv—DHIBRIh
i’a—o

pa )

AWSSTS BLUVPIAMDO—ILERY —IFTRTOED =D, V5R9—0DH|
AT LES, UTOFIBICHK > TFEHTHIRT Z2UELNHY XT,

4. CLIZ. ER L 7= OpenID Connect (OIDC) 7 O/XA 4 —# & U Operator I AM O—JLD ) Y —
2EHIBRTZARY RBEALET, VSR —DBIRIETI2ETH>THhL, IhbdD
)Y —ZR%ZHIBRLET, ROATY FEEFTLT, BELART—IRFzvI5ERTLET,

I $ rosa list clusters

5. V229 —HHIBRI NS, ROATY FEERTLTOIDC 7O ¥ —%HIRLE T,

I $ rosa delete oidc-provider -¢ <clusterIlD> --mode auto --yes
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6. RDOAY Y R%&EZEFTL T, OperatorIAM O—JLAZBIRL 9,

I $ rosa delete operator-roles -c <cluster|ID> --mode auto --yes

P2
IDARY NI VFRY—BTRBLIFRI—IDHBETT,

7. BYDT7AMNO—IIE ALCT7ATY NADOMHMD I TR —THhERLBRSBEICDH
HIBRL TL XY, ZDT7HIY NTHDOROSA VS RY—%ERT 2541k, CDFIEAEE
TLRVWTLEIY,

THOY NO—=I)LEHIRT ZICIE. 7HDOY bO—IILOERBICER L IEEEAERT 20
ENHYET, FIEBELRD SLIFE. T 7 4/ MME "ManatedOpenShift" TY,

ROAT YV REEFTLT, 7A2 hoO—I)LEHIBRLET,

I $ rosa delete account-roles --prefix <prefix> --mode auto --yes

16.11.2. Ul 2#{FF L 7= ROSA 7 5 X 4 —DHIkR
1. Red Hat OpenShift Cluster Manager ICO 74 >~ L, HIlRT 205 R4 —%52RBDIFTZ T,

2. VSR —DHANIH B3I D2DEEI Y I LET,

Y Cluster type  ~ Create cluster Register cluster View cluster archives

o View only my clusters @ 1-10f1 ~
Name Status Type Created | Version Provider (Region)
rosa-test @ Ready ROSA 12 Jan 2024 4147 AWS (us-east-1)

3. ROy ¥ X =a21—T., Deleteclustera2 ) v LZET,

Y Cluster type v Create cluster Register cluster View cluster archives

o View only my clusters ® 1-Tof1 ~
Name Status Type Created | Version Provider (Region)
rosa-test @ Ready ROSA 12 Jan 2024 4147 AWS (us-east-1)

Open console
1-10f1 ~ 1
Edit display name

Edit machine pool

=  Delete cluster

4. HIR%AHEET DI TAY—DERIZ AL, Deletez2 ) v LZET,

16.12. Fa— K1) 7IL: HiR— K DOFIFA

BELQEZIEYRYR— P 2ZIT2IENEETY, JIITR YR—IDVELIZEICFIATES
)Y =W DB LET,

16.12.1. Y R— N EK DB
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FEI6E ROSADRY — A K

1. Red Hat OpenShift Cluster Manager 1—%'—4 4% —27 x4 X (Ul) T. selectcluster = 7

Vv LET,
2. Support ¥ 75Uy U LET,

3. Add notificationcontact#7 1) v 2 L, BIMDX—ILT7 KLAZAALZT,

16.12.2. Ul #{FAH L T Red Hat ICH T R— M ICDWTREWADLE S

1. OpenShift Cluster Manager Ul C. Support¥ 7% 2 Y v L%7,

2. Opensupportcase=?7 v I LXT,

16.12.3. Y R— hR—U ZFAL TRedHat ICHR— MIDWTREWEDE S

. RedHat Y 7/R— hR—T ICHEILE T,

2. OpenanewCasez7 v LEY,

SUBSCRIPTIONS DOWNLOADS CONTAINERS SUPPORT CASES

Red Hat Products & Services Tools

Customer Portal il it

Support

RED HAT CUSTOMER EXPERIENCE & ENGAGEMENT

Supporting Success, Exceeding Expectations

Security Community

Support Cases Live Chat Callus
Get answers quickly by opening a support Directly access our support engineers Speak directly with a Red Hat support
case with us. during weekday business hours. expert by phone.

View Open Cases P

| 2 OPEN NEW CASE < ¢ LEARN MORE

. CONTACTUS

Note: If needed, our engineers can initiate a Remate Support Session to view and/or access your system.

3. RedHat 7Aw >y hMNZOZA4>vLET,

4. HR—MIBWEDLEZEREZEIRLFT,
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Red Hat Support

Cases Troubleshoot Manage

*
o Create a case Account

Red Hat ( ) o -

Owner *

Select the option that best fits your reason for creating a case *

Account / Customer Service Request Certification Configuration issue
Defect / Bug Feature / Enhancement Request RCA Only
Usage / Documentation Help Other

5. Red Hat OpenShift Service on AWS % #IR L £ 7,

Red Hat Support

Cases Troubleshoot Manage

e v

OpenShift o o ~

WAPETIDTINL Vgl gy pmsune )

1 Create a case

e Select a product OpenShift Online
Red Hat OpenShift Cluster Manager
Red Hat OpenShift Container Storage

Red Hat OpenShift Serverless

Red Hat OpenShift Service on AWS

Red Hat Openshift APl Management

Windows Container Support for Red Hat OpenShift

Red Hat JBoss Enterprise Application Platform

1. continue=2 v/ LZ9,
2. BBEOWMEBEELYV VIR MNOFEMEAALES, 774, B, RV Y—vYav ha7y S

A—RLFT, TREVAEEZIBERNSWNEE, Red Hat HR— MBI REERGZEZR D
PELARYET,

R

ZDR—=YDTFEBIC, FBORRICRIOBEEEDEVRREIRTIINE T,

L
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Red Hat Support

Cases  Troubleshoot ~ Manage Provide feedback English -

1 Create acase Issue summar, v S ——— [ —

=——————>  Drag and drop, or browse to upload a file

Upload a sosreport to help us provide the best solutions for your
system.

Heapster collecting metrics from the wrong networking interface of the node
Solution - Feb 7, 2018 <_

R “H llectin gmet ics from the wrong networking interface of the node when node has more than one network interface * The
issue is been worked on a [Bugzilla(https://bugzilla.redhat.com/s h ow_bug.cgi?id= \477939) As awok d insecure ssl connection

can beset by adding &

3. Continuez7 v 7 LZEY,
4. FLWI7 4 =)L ROEMICEELF T,
5. Continuez7'v 2 LZEY,
6. T—RICEAT2ROEREANLET,

a. Support level: Premium
b. Severity: Red Hat Y R— FDEKEL RILDEZEEFEE L ELWEDERERLET,

c. Group: ZDT —ABMBDOWL DHDT —RICEET 315481k, WIS T 57— T5RIRT
%i-g_c

d. Language

e. Send notifications: 7771 ET 1 —DBHMZZITEB7LODA—ILT7 KL A %ZEML X
E

f. Red Hat associates:Red Hat DIEXE &P VYERY Z L TWT, ZTOREEEBREHET
DA, TTIREEDA—ILT RLAEAATEET,

g. Alternate Case ID: BEFKMED ID 2E|Y HT2HEIF. TIIKANTEET,
7. Continuez7 v 7 LEY,

8. HEREMET., MULWEDLEICEAETSZIELVWISRI—IDZBRLTWSHIEZHELET,
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Red Hat Support

Cases Troubleshoot Manage

1 Create a case Account *
Red Hat ( ) o -

2 Selectaproduct

Owner *
3 Describe your issue

4 ( @redhat.com)

4 Case information R

Product * Version *
5 Case management Red Hat OpenShift Service on AWS © ~  RedHat OpenShift Service on AWS +

e Review OpenShift Cluster ID € f————————

7 Submit

Cluster is not listed »

9. Submit#7 vy LZET,
10. EELAEERELANI OMRINALBHBEBICH L CGEEIBEIET,
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B7ETIVS—Yarvor7oq

71 Fa—KN)TZI:7T)Vr—aryoFr7O4

17.1.1. &

VS22 —DTOEYIZVINERICRT LAESL, TOISRY—IIT7 IV r—avaE7704T
XF9d, COT7FV—2 a3V EFERT S E. Red Hat OpenShift Service on AWS (ROSA) &
Kubernetes MI4BED —E A X SICHL KB I ENTEET,

17111 S KROBE

CDSRTIE, AVTFF—R—ZADT7 IV —3>rDF70q EREOBIEBRTIDICIHRIIDNR
D—EDIYRVEZTTLET,

S2| & & U Kubernetes Deployment # 73 =2 b &EA L T, Nodejs R—RDF7 Y %T 7
A LEY,

WEEIT Y SY — (CD) S4 T54 VALY F Py FLT. Y—RO— ROEEABEIHIC
AP Z1-3

A¥YJ%RANET,

TIVr—ravoEeBEERALET.

configmap., ¥—7L v b, REZHZBE L THREDEEZHERLZX T,

KiEA ML —Y&FERALT, Pod DBEEBIBRET Y ERFLET,

Kubernetes E 7 FUr—>avRORy NT—V &R LET,

ROSA & Kubernetes DREEICD W T DR A RO E T,

Horizontal Pod Autoscaler i 5> DARICE DI WT Pod #HEIMICR T —Y Y LET,

AWS Controllers for Kubernetes (ACK) 2 LT, S3/3\7 v haF7 704 LTHERALET,

ZDZRTIE, ROSACLI £7/IF ROSAWeb 2 —H—A V4 —T x4 X (U) ZFERALET,

172.Fa—F Y TZIL: 7TV =304

17.2.1. B3R R

1.

TOEYazZ v ENZROSA YV SAY —

ZDZRIF, ERBICTOEYa =V JIN/ROSAVSRY—ICT IV EZRATERZ EAFIRE
LTWET, ROSA VS RY—%F£REKR L TWRWEEIL. Red Hat OpenShift Service on
AWS VA4 v U2 —KrAA4 K TEHEMAESRELTCEIW,

OpenShift Aav>Y KRSA A& —T x4 X (CLD
L. OpenShift CLIDFEAZEIIET 2 2SR L T I,

GitHub 7 Ao >V k
BfE®D GitHub 7 o > M &ERY 3 H. https;//github.com/signup TEFRL £ 9,
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17.311. KDY Y —2R
e OSToy 77U sr—avoy—23—FR
e OSToy 7AV RIV RAVFF—A A=Y
e OSToy YA VOH—ERAVFTF—A A=Y
o F7OA4 XY MNERYAML 771 )b

ostoy-frontend-deployment.yaml

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: ostoy-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
apiVersion: apps/v1
kind: Deployment
metadata:
name: ostoy-frontend
labels:
app: ostoy
spec:
selector:
matchLabels:
app: ostoy-frontend
strategy:
type: Recreate
replicas: 1
template:
metadata:
labels:
app: ostoy-frontend
spec:
# Uncomment to use with ACK portion of the workshop
# If you chose a different service account name please replace it.
# serviceAccount: ostoy-sa
containers:
- name: ostoy-frontend
securityContext:
allowPrivilegeEscalation: false
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
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capabilities:
drop:
- ALL
image: quay.io/ostoylab/ostoy-frontend:1.6.0
imagePullPolicy: IfNotPresent
ports:
- name: ostoy-port
containerPort: 8080
resources:
requests:
memory: "256Mi"
cpu: "100m"
limits:
memory: "512Mi"
cpu: "200m"
volumeMounts:
- name: configvol
mountPath: /var/config
- name: secretvol
mountPath: /var/secret
- name: datavol
mountPath: /var/demo_files
livenessProbe:
httpGet:
path: /health
port: 8080
initialDelaySeconds: 10
periodSeconds: 5
env:
-name: ENV_TOY_SECRET
valueFrom:
secretKeyRef:
name: ostoy-secret-env
key: ENV_TOY_SECRET
- name: MICROSERVICE_NAME
value: OSTOY_MICROSERVICE_SVC
- name: NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
volumes:
- name: configvol
configMap:
name: ostoy-configmap-files
- name: secretvol
secret:
defaultMode: 420
secretName: ostoy-secret
- name: datavol
persistentVolumeClaim:
claimName: ostoy-pvc

apiVersion: vi
kind: Service
metadata:
name: ostoy-frontend-svc
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labels:
app: ostoy-frontend
spec:
type: ClusterIP
ports:
- port: 8080
targetPort: ostoy-port
protocol: TCP
name: ostoy
selector:
app: ostoy-frontend
apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: ostoy-route
spec:
to:
kind: Service
name: ostoy-frontend-svc
apiVersion: vi
kind: Secret
metadata:
name: ostoy-secret-env
type: Opaque
data:
ENV_TOY_SECRET: VGhpcyBpcyBhIHRIc3Q=
kind: ConfigMap
apiVersion: vi
metadata:
name: ostoy-configmap-files
data:
config.json: '{ "default": "123" }'
apiVersion: vi
kind: Secret
metadata:
name: ostoy-secret
data:
secret.txt:
VVNFUK5BTUU9bXIfdXNIcgpQQVNTV09SRD1AT3RCbCVYQXAhIzYzMIk1RndDQE1UUWsK
U01UUD1sb2NhbGhve3QKUO1UUF9QT1JUPTIA
type: Opaque

ostoy-microservice-deployment.yaml

apiVersion: apps/v1
kind: Deployment
metadata:
name: ostoy-microservice
labels:
app: ostoy
spec:
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selector:
matchLabels:
app: ostoy-microservice
replicas: 1
template:
metadata:
labels:
app: ostoy-microservice
spec:
containers:
- name: ostoy-microservice
securityContext:
allowPrivilegeEscalation: false
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
capabilities:
drop:
- ALL
image: quay.io/ostoylab/ostoy-microservice:1.5.0
imagePullPolicy: IfNotPresent
ports:
- containerPort: 8080
protocol: TCP
resources:
requests:
memory: "128Mi"
cpu: "50m"
limits:
memory: "256Mi"
cpu: "100m"
apiVersion: vi
kind: Service
metadata:
name: ostoy-microservice-svc
labels:
app: ostoy-microservice
spec:
type: ClusterIP
ports:
- port: 8080
targetPort: 8080
protocol: TCP
selector:
app: ostoy-microservice

ACKS3DS3NTry k=7 A b

s3-bucket.yaml

apiVersion: s3.services.k8s.aws/vialphat
kind: Bucket
metadata:

name: ostoy-bucket
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namespace: ostoy
spec:
name: ostoy-bucket

Pz
OSToy 7 XU r—>avor77O4 2Bk d 2701, ERBOTF O/ AV kY=
T7IZARNTRERIRTDA TV METIL—TEIhTVwEY, — BRIV S —

TSAXFTO4 XY T, Kubernetes 7 7V 20 T EICEMDY =TT ARNT 7
AIWVEFHETIZIEAHELET,

17.3.1.2.0SToy 7 U r—>avitoWT

OSToy IE. Kubernetes DI%REAFEER T B2 DICRIID Y Y TV Nodejs 7 T 5r—>a v Td, D
TV —23V%ROSAVZRY—IITF7O4 LET, COT7 TV r—>Yavpi—Hf—(vy—
TIAANS, LTFERITTEET,

o Xwt—I%OY (stdout/stderr) ICE ZIAL,

TV r—avERBEEMNICI Sy a L TEBBEREZRRT S

® liveness 7O—T7 %Y E X T. OpenShift DENMEEERT 5,

e configmap. ¥—7J L v b BLUVREZHEZFHI5,

o HERNL—VIERINTWRIGEICT 7M1IILORHIRY EEEZAHEIT,

L ?“y |\'7—9?§:ﬁ\ 757\7—I7\] DNS\ BJ:U%iTL%)V’fOD‘U' tZt@WﬁBﬁ{n%ﬁﬁm
¥ %,

o BAIE» L. Horizontal Pod Autoscaler A L TEHAWIE T % Pod DEFR T —1 VY
=HEERY B,

o AT 3V AWSSINT Yy MIEHRLT, 2790 hOFTARY EEZRAHEITD,

17.31.3.0SToy 7 7V 5r—> 3 v 0E

| conflgmap] ‘ secret W

s
CE— ’*{ ostoy-frontend ‘V_’—.HL ostoy-microservice m
Route

| ostoy-frontend-sve ostoy-microservice-sve N

Persistent i
Walume Claim Pptl onal

Y

Persistent Amazon S3
Volume Bucket

17.3.1.4. 0SToy @ Ul DWW T
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App Version: 15.0
Red Hat Pod Name:ostoy-frontend-69cfcc65c7-c59m7
OpensShift

» OSToy

Persistent Storage

Config Maps

ENV Variables

Networking

Pod Auto Sealind

Log Message (stdout)

This simply demonstrates how you can print
stdout output to a pod's logs from within your

application.

@ Crash pod

Force this pod to hit an uncaught exception,
ending the running application unexpectedly
and exiting the pod. The Replication Controller
[ enforces a user-defined number of pods is

always running and available. This is why a new

Message for stdout

Send Message

i Log Message (stderr)

This simply demonstrates how you can print
stderr output to a pod's logs from within your

application.

% Toggle health status

A Liveness Probe [ has been configured on
this deployment. This ensures that if the app
doesn't respond with a "healthy" response
(200 HTTP code), the pod is assumed

unhealthy and is restarted automatically.

Message for stderr

Current Health:

I'm feeling OK.

Toggle Health

pod is deployed shortly after crashing.

L TSOY—IiR—V AR LT Pod RARRINE T,

2. Home: 7 U5 =23 DA U R=IUTY, TODTRTHIRT IEEED—EHERITTIFE
E

3. PersistentStorage: TD 7 T r—>a VIl v REINKERY 2 —LICTF—9 52E XA
LIENTEET,

4. ConfigMaps: 7 7)) 75— 3 V CHERAIREAKREY Y TORREF —LEORTHRRINZE
ER

5. Secrets: 7 /) r—a v TCHEBEAREARY—ILY NORBEF—EEORTHARRINE
£

6. ENV Variables: 7 7'V) 7 —< 3 V CHEAFREARRERIRRINI T,
7. Networking: 7 7Y —> 3 VRO Ry N7 — 0 %5BET 5V — L,
8. Pod Auto Scaling:Pod D& %IEX L. HPAZT X NT 2V —Il,

9. ACKS3:(# 7Y 3 V)AWSS3 &AL T, Ny hADF TV MOFEARY BLUVEX
AHBEITVWET,

P
OSToy M "ACKS3" 7Y av%aRTTBIIE, TOT7—UavyTDACKE

P2aVvERTIBDRENHYEYS, COEIIavETT LA TH, OSToy
TV r—vavidieelL 9,

10. About: 7 ) —< 3 VICET 33 MERARTIINT T,
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