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1.1. LOGGING 5.8

R

OF¥ > 7k, 27D Red Hat OpenShift Service on AWS & EER %) Y —XH A UL
T, AVRAM=)AEEBERAVEA—F Y ME LTREINZE T, Red Hat OpenShift
Container Platform 24 744 LR > — &) Y —ROBEHEMEE#HR L TWE T,

. Pz
stable ¥ ¥ ®JLIX. Logging DEH ) ) —RA &AW RETEIEHFOHARMBEL I, LUAT

D)) —ROEFHEBISHMEZETBICE. TRV ) TV avFv R % stable-x.y
IKEBTHZRENHYET, xyld. 1 VA= LEOTDAT v —N—=T a3 ETA
F—N=Ta3vEKRLET, & XIE, stable-5.7 TT,

1.1.1. Logging 5.8.5

2D ) —RITIE. OpenShift Logging /NJ{EIE!) ') — X585 EFhTWVWET,

1111 N TEE

o ZDEHAEIIL, Loki Operator M ServiceMonitor DX EH% < D Kubernetes —E X & —H
TEHIERHYFE L, TDIER. Loki Operator DX M) J AN ERENINEINZ ZEDHY
Flr, ZOEHICELY, ServiceMonitor DERENEFERADA M) V Ay —EXDHE—HT S
£312RY F LT, (LOG-5250)

o ZOEHAEIE. RedHat DEIL KX TS 4 U h Loki EIN RDEEEDEIL REMAFERE T
e ay, 75VF "=UarvREDBEREEBRLTVWELL, ZOBEHICELY, Red
Hat DEIL R84 TSA NN S DFM%A Loki EJL RIEBMT 3L ICARY, BENMEES
hF L7k, (LOG-5201)

o ZDOEFHAEIL. LokiStack DEBFHNTEXTWVWENE DN EHIET 27DIC, Pod KNEITHMNE
D M % LokiOperator AF v 7 L TWE L7z, COFEHFHICELY., Pod DERBHATEITTVWSED
EDHE Loki Operator AF v U35 & I1C7% Y, LokiStack DE[FIRRAZD IV R—F%
Y NDREERMYT DL DICRY F L, (LOG-5171)

o ZOEMANE. OFANIIRDIIT)—%ETTDE. EANIFLTIZ—DRERELTY
Flk, COBFICLY., EXANTFTLDOYYBZABEEE V5 7DEMICRY, FERRICRY
Flico ERXARNTZALIEAOTAN) D RTIEEELRWZHTY, (LOG-5044)

o ZDEHAEIIE. Loki $ LU Elasticsearch /¥ KL D maxOpenShiftVersion 7*EE> TWE L
o TODFER. IncompatibilityOperatorsinstalled 75— M AYEEL TWE L, TDOEHIC
&Y. /XY K)LD maxOpenShiftVersion 7O/87 1 —& LT 416 MBI N, BEIBIES
nE L7, (LOG-5272)

o ZOEHEIE. EINRRATSAVICEIRBRDY VA—T7F7hEaFhTWiah>kik
&. Loki EJL KD buildDate & goVersion ICEDXFHARTIINTWE Lz, TOFEHIC
LY. RELTWEN A= ITDBEILNRRS T4 VICBMIh, BMEMEEINFEL
2o (LOG-5274)


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHSA-2024:1474
https://issues.redhat.com/browse/LOG-5250
https://issues.redhat.com/browse/LOG-5201
https://issues.redhat.com/browse/LOG-5171
https://issues.redhat.com/browse/LOG-5044
https://issues.redhat.com/browse/LOG-5272
https://issues.redhat.com/browse/LOG-5274
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o ZOEHAEIE. LogQL BFDNTICLY., VT —Do—8DIT7 4 ILY—DRAINhTWE
L7, COEHFICELY, TDIITY—DEEIND I &R, TRTDITT 4 IEI —DEEITIC
5EN3L3ICAY F LT, (LOG-5270)

o Z OEHAEIIE. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor
N BN —O YV ECAT7AIVERREEICERLTWE L, £D7H, ServiceMonitor 5% E
M User Workload Monitoring f£#k® Prometheus Operator CTS—HMFEL TWE LA, D
BE#TICL Y. openshift-operators-redhat namespace M Loki Operator @ ServiceMonitor
A, LocalReference 7 72V MIL>TH—ERT7AHI VY MNN—=O V=0 Ly hESR
T2LIICRYELL, TOF7FO—FITLY. Prometheus Operator MUser Workload
Monitoring f£#k A" Loki Operator @ ServiceMonitor = [EFE ICALIETEX 5 & D IC74Y,
Prometheus A' Loki Operator X ) J R ZPRETE D LD IC7Y F L7, (LOG-5240)

1.1.1.2. CVE

e (CVE-2023-5363

e CVE-2023-5981

e (CVE-2023-6135

e (CVE-2023-46218

e (CVE-2023-48795

e (CVE-2023-51385

e (CVE-2024-0553

e CVE-2024-0567

o (CVE-2024-24786

e (CVE-2024-28849

1.1.2. Logging 5.8.4

2D )=&K, OpenShift Logging /NJEIEY) ') — 2584 AAEFEFNTWVWET,

11.2.1. N TEIE

COEHET, AREIVY—ILDOO T TIFIRED namespace BERINAEN > lcd, 75
2 =200 TV R EFLBRVWI—HF—DIITY —DEEFINTVWE Lk, SOOFEH

IC&Y, HR—FINTWVWBTARTDOCP/N—I 3 VT, IEELL namespace BFERICEFN
&5 E L, (LOG-4905)

ZDEHE T, Cluster Logging Operator (&, 77 #JL kDO T HA A LokiStack DIFEICD
#. LokiStack ¥ 704 X K& KR— K3 2 ClusterRoles #5704 LTWE L7z, SED
BHICLY., COO—LVEHEARYBLVEZAFD 22D TV —TIIDEINFE L, EX
AHFO—ILIE, ThETHEAIWTWAITRTOAO—LEBRRIC, 774 OO A KNL—
VEREILEDETFTO/MINE T, ARV O—ILX, OF5/aAvYy =TS T4 UNT Y
TATMNEINMIEDETTOMINET, (LOG-4987)

COEHFE T, 1 DOHY—ERXT ownerReferences "ZEEINZ &, ALHALY—N—%%
EET B EED ClusterLogForwarder |3 —EREE4 SR L TWE L, SEIDEFHIC
LY. &L ¥ —/1"N—AABITIL, <CLF.Name>-<input.Name> DRAICHE L TEF T SN IME


https://issues.redhat.com/browse/LOG-5270
https://issues.redhat.com/browse/LOG-5240
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-6135
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/security/cve/CVE-2024-24786
https://access.redhat.com/security/cve/CVE-2024-28849
https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987

g=YY—R/—h

DY —EZXMNEMINET, (LOG-5009)

Z DEHF T, ClusterLogForwarder (&, ~—2 L v b4 L THA Y % cloudwatch ICER%ET %
BMICIZ—%2RELFHEATLE, SAIOEFHFICLY., >—2 L v ML TOY % cloudwatch
ICERX 9 % &. secret must be provided for cloudwatch output DTS5 — X v £— Y HKRRI
nNdLSICARYF L, (LOG-5021)

ZDOEHF T. log_forwarder_input_info IC (% application. infrastructure. audit M A7 X
R)OZRA Y MR EEFNTVWE L, SEOEHMICELY, hitpEAXARNYIRRAVMELT
BMINZE Lk, (LOG-5043)

11.2.2. CVE

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939

CVE-2022-3545

CVE-2022-24963

CVE-2022-36402

CVE-2022-41858

CVE-2023-2166

CVE-2023-2176

CVE-2023-3777

CVE-2023-3812

CVE-2023-4015

CVE-2023-4622

CVE-2023-4623

CVE-2023-5178

CVE-2023-5363

CVE-2023-5388

CVE-2023-5633

CVE-2023-6679

CVE-2023-7104

CVE-2023-27043

CVE-2023-38409

CVE-2023-40283


https://issues.redhat.com/browse/LOG-5009
https://issues.redhat.com/browse/LOG-5021
https://issues.redhat.com/browse/LOG-5043
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812
https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
https://access.redhat.com/security/cve/CVE-2023-40283
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CVE-2023-42753

CVE-2023-43804

CVE-2023-45803

CVE-2023-46813

CVE-2024-20918

CVE-2024-20919

CVE-2024-20921

CVE-2024-20926

CVE-2024-20945

CVE-2024-20952

1.1.3. Logging 5.8.3

2D 1) —RITIE. Logging Bug Fix 5.8.3 & Logging Security Fix5.83 & Fh X7,

11.3.1. NTEIE

ZOEFEIE. DRI LSIRIABEHHIND LI ICHREINTWSIHE. ConfigMap D&l
FRIEABDEEINTE, LokiOperator IR EEBEIMICEFHFLEFHATL LR, SOIOFEHR
IC& Y. Loki Operator & ConfigMap NDEEZEHR L., ENIN/EEZBEMICEHL F
¥, (LOG-4969)

CDEFHFENIE. REINT Loki Hjm:*ﬁ“ﬁm URL AWM HICAL V9 —Pod BNV S v oo
LTWE L, SEIOFEHFICLY. HAOIFURLBIIOWR EARY, BEI ERINE L,
(LOG-4822)

Z OEHFAIE. Cluster Logging Operator (&, ¥ —EX7H VY NORT7S—b—0 V% FEHA
T5ODDY—I Ly FEBELTWAWEDICRLTIAL IS —BRET A —ILREERLT
WE L7, SEIOEHICLY., HAIKRELGFEICRY, BEBEI/ERAINE LA, (LOG-
4962)

COEHFENE. =7 Ly PHAEEINTULWARWEES, KD tls.insecureSkipVerify 7 1 —
IWRDED true ICBREINFEEFATLEL, SOO0EHICLY., CZOEZHRET 2LHDT—7
Ly NEBERLAY F Lk, (LOG-4963)

COEHELYRIDHEAFZRETIE, £F 27 TIERWL (HTTP) URL & TLS SREIDMEAEHE M
AINTWE L, SOOEHICELY. TLSERARICEREINIEAICIEEF 2774 (HTTPS)
URL DA EICIRY FF, (LOG-4893)

11.3.2. CVE

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939


https://access.redhat.com/security/cve/CVE-2023-42753
https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939

BEYIV)—R/—h

e CVE-2023-7104

e (CVE-2023-27043
e (CVE-2023-48795
e CVE-2023-51385

e (CVE-2024-0553

1.1.4. Logging 5.8.2

ZDY 1)=&, OpenShift Logging /NJEIE) ') — X582 hEFhTWVWET,

1.1.4.1. /N JEIE

o ZDEFFE T, LokiStack b—F— Pod I&., Pod BLBEICFERIN 2 HTTP URL @ IPv6 Pod
IPAE74—<v MLAD D772, Prometheus Bt API AN L7zIL—ILETS— MDY T
)—HAEKBLTWE LR, TOEHFICEY. LokiStack L—S — Pod I IPv6 Pod IP & H >
ITHh7EIMMELT, BMEEMBELZE LA, (LOG-4890)

o ZOEHEFT, BAREBI VY —IOJIXIRIED namespace #EE LM >7lcd, V5 R5—
2EROOTT7 VR EFLBEWI—H—DI T —PEEINTWE LE, SEIOFEHICL
), namespace MEMMEEI N, BEI/ERINE L7, (LOG-4947)

o Z MEHF T. RedHat OpenShift Serviceon AWSWeb VY —)LOFX > a1 —7F554
Vidke ARIYLD /) —RFREBEFLIEBRZHFILEFHEATLE, SEDEHICLY., hRY LA

D/ — NERE & BEREDEZEH Red Hat OpenShift Service on AWS Web OV —JLd O Y
Ea—75 714 VIEMINE L, (LOG-4912)

11.4.2. CVE

e CVE-2022-44638
e CVE-2023-1192

® CVE-2023-5345
e CVE-2023-20569
e CVE-2023-26159
e CVE-2023-39615

e CVE-2023-45871

1.1.5. Logging 5.8.1

ZMY 1) —2RITIE. OpenShift Logging D/NFIEIEY 1) —R 5.8.1 $ & U OpenShift Logging M/N &
IE) 1) —2581Kibana "EENTWE T,

1.1.5.1. BBEHLEE

11.5.1.1. O 7 o&E


https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638
https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
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COEHICEY, Vector 2L V9 —ELTRETDIREIC. Y—ERXRT7THD Y MIEEMITS
Niebh—=02 DORDYICS—I Ly NTEBEINELN—VVEFERAT20Y Y Y % Red Hat
OpenShift Logging Operator ICIEBIITE S LD ICRY £ LA, (LOG-4780)

ZOEHFICL Y, BoltDB ShipperlLoki v ¥ 27/R— KDOEZFIN Index ¥y ¥ 2 R— KILER
INE Lk, (LOG-4828)

11.5.2. N JTEIE

10

ZOEFMNMTONSHEIE, JSON OT DFETZEMICT 5 &, ClusterLogForwarder %, 0 —
WH—N—=FHENEFELLINTVWRWEETE, ZOA VT v I AR LTWE L, SEOD

BHICL Y. write-index A*ZZMDI5%A. ClusterLogForwarder [0 —)L A —/N—% X% v 7§

B5LIICHY FE L, (LOG-4452)

ZOEHFMNITHONDHEIL Vector B defaut O LRIV ER>THRELTWE L, COFEH
IC&Y., OV LRIVRED7Z0 DIEFFKRIR (regexp) DHEREILIRICE Y. EEL WA T L RILAEE
EINDLDICRY F L, (LOG-4480)

COBEHFATONZENE. A VT IRNS—VOERTOCZRFIC, EOTEAOHMERC >~
TYIADLTI7AIVNDIA Y TANREZELTVWE L, ZOHER, Kibana 1—H—I(&
OpenShift Elasticsearch Operator R L TA VT v I AN =V HERTEEFHATL L,
COEHFICLY, FRLTWSBI A )7 ZAA OpenShift Elasticsearch Operator IZIEMNI 11,
BRI NZE T, Kibana 21— —I&, {app,infra,audit}-000001 1 > T v J R &=EL 1
TYIANY—VHEEHRTEDLDICRY F L, (LOG-4683)

ZOEHMNMTHLNBEIE. IPv6 7 5 R Y — LD Prometheus —/N—D /N1 ¥ RHRE T,
Fluentd 3 L ¥ 4 — Pod #* CrashLoopBackOff JRE&ICi>TWF L, COEHICL Y, O
LI —D1Pv6 ¥V SR —LETHEYICENMET 2L ICRY F L, (LOG-4706)

ZDEFHITHN BRE1IE. ClusterLogForwarder [CZEE A% % 7= U'IC Red Hat OpenShift
Logging Operator MAE HFAEAZITTVWE L, TOEFHICELY. RedHat OpenShift
Logging Operator A%, FAEA NYH—LAALIIY—FT—EVEY PODRT—Y RAEB%HEH
THLDICRYZF LA, (LOG-4741)

ZOBEHFH A THONZHEIE. IBMPower ¥ ET Vector A4 L Y 49— Pod A
CrashLoopBackOff IREED F FICA>TWE L7, TOEHMILY., VectorOJ/IL V¥ —
Pod #° IBM Power 7—F% 7V F v —<Y >V L CERBICRE T2 LDICAY F LA, (LOG-
4768)

CDEFMINTHONDEIE., XD T+ 7 —4—%EH L THER LokiStack ICERiET 5 &
Fluentd AL 24— Pod DEAICELY SSLEEFAEIZ— AR EL TWE LA, ZOFHMICEK
Y, A7 AL 99— —ERT7HO Y MDD T 72 M TRIEICFERIN, BEETZN—0 &
cacrt MERINBZ LD ICARY F L7, (LOG-4797)

CDEHFHNTHONDEIE., XD T +T7—4—%EH L THER LokiStack ICERIET 5 &
Vector AL 7% — Pod DFERAICK B SSLAIBAZE I S —DRELTWE L, TOFEHFHICE
Y, A7 AL 99— —ERT7HO Y MDD T 72 M TRIEICFERIN, BEETZN—0 &
cacrt b ERAINBZ LD ICAY F L7, (LOG-4852)

ZOEBENTONBHEIE. TL—RARILIT—ICH LTI D2ULEDRR MHFEHIEIN1%. IPVE
PRLULADPELLKEIFTINEFTATLE, COEFHICELY, IPV6 7KL ADNELLBHIINS
£OICARY F LA, (LOG-4811)

CDEFHNTONBHENE, HTTP LY —N— ANDEBIEREZINET 570
ClusterRoleBinding Z/EXd 2 MENHY F L7z, TDEHICEL Y. ClusterRoleBinding %
ERRT BN RS BRY E LT, TV RRAYV DT TICI S RY—RIARBICEKEFELTWS
HTT, (LOG-4815)


https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
https://issues.redhat.com/browse/LOG-4452
https://issues.redhat.com/browse/LOG-4480
https://issues.redhat.com/browse/LOG-4683
https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4741
https://issues.redhat.com/browse/LOG-4768
https://issues.redhat.com/browse/LOG-4791
https://issues.redhat.com/browse/LOG-4852
https://issues.redhat.com/browse/LOG-4811
https://issues.redhat.com/browse/LOG-4815

g=mYY—X /) —

ZOBEHFMNITHONDHEIL, Loki Operator AR Y L CANY KL EI—F—Pod IZX UV b
LEFATLE, TORR., 77— ML= FLEEHFIN—IVETET 2 TOZRHIC. £7
VIV RAML=IANDTIEANKBLTWE L, TOFEHICLY. Loki Operator H'H R
ALCANYRILETRTDIV—F—Pod YTV MNTBEDICARYFELE, IL—F— Pod
&, A7V MAML=UD50O5 &S O0—RLT, 75— ML—=ILELIFEHFK/IL—IL
ZEMECE X9, (LOG-4836)

ZDEH M THN AL ClusterLogForwarder @ inputs.receiver 22 > 3 > ZHIBR L T
. HTTP AR —EREZNICEETZY—IL vy MHHIRINFIEATLRE, TOEHIC
SY. HTTP ARV Y =D, FEDIGEICHIRIND LD ICAY X Lk, (LOG-4612)

ZDEFHITHN BRE1IE. ClusterLogForwarder D X 7—4 RUHREIT S —ARINTWT
L HAERM T4 VDRT—H RICEDEEI ERICRMINTWEREATLE, ZOE
LY, BA. AH FEETANLI—DELLEREINTLWAWGEIL, X1 T4V R
T—H AUKRIEEERBOEBHMNE LS RRTIND LD ICRY F L7, (LOG-4821)

COEHFMNMTONZE0E. BESGEHYERELREOIDY bO—ILEFEHT S LogQL Y T 1) —
EEETDE, INUMIYyFvy—EHEFHIERRROIDICERINTEEINF L, 2D
BHICEY, 7)) —DOEFRKFICERRIVEEFHIERINGC QY X L, (LOG-4841)

11.5.3. CVE

CVE-2007-4559

CVE-2021-3468

CVE-2021-3502

CVE-2021-3826

CVE-2021-43618

CVE-2022-3523

CVE-2022-3565

CVE-2022-3594

CVE-2022-4285

CVE-2022-38457

CVE-2022-40133

CVE-2022-40982

CVE-2022-41862

CVE-2022-42895

CVE-2023-0597

CVE-2023-1073

CVE-2023-1074

CVE-2023-1075

S
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e CVE-2023-1076
e CVE-2023-1079
e CVE-2023-1206
e CVE-2023-1249
e CVE-2023-1252

e CVE-2023-1652

e (CVE-2023-1855

e CVE-2023-1981

e CVE-2023-1989
e CVE-2023-2731

e CVE-2023-3138
e CVE-2023-3141

e CVE-2023-3161

e CVE-2023-3212

e (CVE-2023-3268
e (CVE-2023-3316
e (CVE-2023-3358
e (CVE-2023-3576
e (CVE-2023-3609
e CVE-2023-3772
e CVE-2023-3773
e CVE-2023-4016
e CVE-2023-4128
® CVE-2023-4155
e CVE-2023-4194
® (CVE-2023-4206
e CVE-2023-4207
e (CVE-2023-4208

e CVE-2023-4273
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CVE-2023-4641

CVE-2023-22745

CVE-2023-26545

CVE-2023-26965

CVE-2023-26966

CVE-2023-27522

CVE-2023-29491

CVE-2023-29499

CVE-2023-30456

CVE-2023-31486

CVE-2023-32324

CVE-2023-32573

CVE-2023-32611

CVE-2023-32665

CVE-2023-33203

CVE-2023-33285

CVE-2023-33951

CVE-2023-33952

CVE-2023-34241

CVE-2023-34410

CVE-2023-35825

CVE-2023-36054

CVE-2023-37369

CVE-2023-38197

CVE-2023-38545

CVE-2023-38546

CVE-2023-39191

CVE-2023-39975

CVE-2023-44487
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1.1.6. Logging 5.8.0

ZM') Y —RIZIE, OpenShift Logging D/XJHEIE!) 1) — R 5.8.0 & & U OpenShift Logging /X7
EY1)—2580KbanahEZFNnTWVWET,

1161 RS

Logging 5.8 T. Elasticsearch, Fluentd, & & U Kibana W IE#ERE QY F L, T 5IE5ED Red
Hat OpenShift Service on AWS 1) V) — R ICEIH I 11 5 RIAHD Logging 6.0 THIRINEFETT,
RedHat (&, RITYY—RDFA 7H A JILICEVT, ZFHIVER—Y h®D [EX] BLED CVE IC
WNTBNTEBEEYR—M2REL T TH, BEEILRIFIRE L FH A. Red Hat OpenShift Logging
Operator DM T % Vector R—X DL 789 —&. Loki Operator D @#t 9 % LokiStack &, O 7D
INEE ERTFICHEEE I B Operator T, Vector 8L U Loki OV R4 v U IFSEBIEINDFETH S
2, IRTDI—HF—IZHLIDRY vV DEANHREINET,

1.1.6.2. BEEEHLAE

11.6.2.1. O DINEE

o SEDEFHICLY. LogFileMetricExporter 77 #J)L hTAL VY —%FRHLTF O/ 3N
BREBRYF LA, RITHROAVTF—ILEL>TERINZOTHOA RN VR EEMRT BIC
i&. LogFileMetricExporter 1 2% A1)/ —2RZ (CR) A FEITEHT 2ELNHY F
9, LogFileMetricExporter CR % {EE{ L 72 LV 5 E . Red Hat OpenShift Service on AWS Web
VY —ILD¥ v aii— KD Produced Logs IZ No datapoints found E WD X v E2—I A
KRRINZHEDHY FJ, (LOG-3819)

o ZOEMILY., RBAC TREINEID DB 17z ClusterLogForwarder 1 X% L)
Y—2Z(CRYM VRH YV RAEFEED namespace ICT TAOA TEZLDICARYET, Chilk
Y, MILAETIV—TE REEMOIL VY —FTOM AV IS RBELLFE. £EOD
TEEBRDRBEICEETEETT, (LOG-1343)

BF

openshift-logging namespace LA DIEHND namespace TYILF U S X4 —0O
JEX Y R— b T BICIE. TRTD namespace 2B 9 % & 5 IC Red Hat
OpenShift Logging Operator Z B3 2B A H Y F9, Z ORI, FLWL
Red Hat OpenShift Logging Operator /A\—> 3 Y 58 4 YA M=)V TT 7 #J)L b
THR—FINhTVET,

o ZOEMILY, JO—FHIEHILEFL - MIBRAHA=XLZFERALT, BFGO0J7LI—N%
HIRR T 22 &E CINEF/ZRBERETI D0V T—YDELFIRTE LD ICRYET., AAFIR
IC&Y, BN —< Y 2DAVTFH—IT& % Logging DEERAFHIEI . HAFIRIC &
Y, BEINET—HYANTAOOTEEFEL—MILERIFBEINET, (LOG-884)

o ZOEHILY., HTTP EfiAMFTE L. Webhook & EHEMEN D HTTP H—N—& L TOT %%
B92L2I1IC. AL VI —%BRETIDLDICRY F L, (LOG-4562)

o ZTHEHICLY., BEBERYY—AFRELT, OFAL VY —IlL > TEEIN S Kubernetes &
LU OpenShift APl H —/N—A XY R ZHIITED LS ICY X L7, (LOG-3982)

11.6.22.0DA ML —

o ZDEHICLY. LokiStack BEE (L, namespace TEICATADT IV ZREHATEHI &
T, #P’EDATICT IV ERATEZ2DZLYFMICHIETES LD ICAY X L7, (LOG-3841)
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ZDEFH TIE. Loki Operator IZ& > T LokiStack 7 704 X >~ kIZ PodDisruptionBudget 5%
ENBAINE L, TOFER. Red Hat OpenShift Service on AWS 7 5 24 —DEEH
. MYRAETTY) —RAOTAEIHRIN, BEORELZITAZLDICAYELE,
(LOG-3839)

CDEHTIE, TIANWNRINDT 74 =274 =LV ET7 74 =714 —R)>—Dty N&EHA
T3 ET, BEED LokiStack 1 Y A M —ILDEFEMELN Y —LL RICAELE Lz, (LOG-
3840)

ZOEFICLY, V—VICEENRELLGEDOEFEEA2EDH B7HIC, LokiStack TEEE
ELTY—VRBOT—IL ) r—2a Vv AaEBTESELIICRY £ L7, (LOG-3266)

ZOEHFICELY, WO DT—r 00— RENRERRYRAHARY 12— L4 (K100 GB/RH) %
R A b9 % Red Hat OpenShift Service on AWS 7 5 24 —IZ, #L < HR— M Ih7z/hRER
LokiStack 4 X T % Ix.extra-small A EAINF L7z, (LOG-4329)

ZDOBEHICEL Y. LokiStack BEEEIEAR Loki ¥y Y aR—RIZ7I/ERALT. ANL—YD
NI F—TVREBEAVR—XV NOEBHERETE LD ICAY F L, (LOG-4327)

11.623.A7avvy—Jb

ZDEHICL Y., Elasticsearch BF 7 4L DAY R M7 TH BI5EIC. Logging Console 7
STAVEBMITEE T, (LOG-3856)

ZOEHICL Y., Red Hat OpenShift Service on AWS 7 1) r —< 3 Y DFfEZE IX. Red Hat
OpenShift Service on AWS /N—< 3 > 414 LIFED Red Hat OpenShift Service on AWS Web 3
v —I)LD Developer N—XARJF 4 7T, 77U sr—23avOIR—AD7 75— DB %
ZETXDLDICAY FT, (LOG-3548)

1.1.6.3. BEHID &

IR7E. Red Hat OpenShift Logging Operator /X—23 > 58IZ7 v FJ L — R L7,
Splunk A 7D HEBE L 7@ WGE D HY £9, TDOREREIE. OpenSSL/X—T 3 2 11105
N—=23V307ICBITIBIEICLI>TRELEFT, LW OpenSSL /XN—2 3 VTl T
7AW NOEELNEEIN, TLS12 TV KRS ¥ bADERIE, RFC5746 TV A7 3 YV
ERHALAVWEEIRESGINET,

B3 & LT, Splunk HEC (HTTP Event Collector) T KR4 > MDREIC#H % TLS im0 —
KNS UH—TTLSI3HR—KREBMILET, Splunk iFH—RKIR—=F 14— XA FLTH S
=8, NI Splunk BINSHRET Z2HENHY £,

WHE. HTTP2 7O NI TOZEILR N —LDREBITIZ, FILWSELRA M) —LERY

WBLYSJITRAKML, BE#%ICRST STREAM 7L —A%RXELTF vy VI TEEZEWVWD RIAH
HUET, ChiTkY, Y—N—Dty b7y TTROBEENKEL, A MY —LDLIEFS

N, Y —N"—D)Y—HELZRRAE T2 —EREEHPRELEFT, RE. COBEICHTT
ZEOERIEHY THA. (LOG-4609)

IRTE. FluentD#JL V4% —& LTERYTSE. OL 2% — Pod I& Red Hat OpenShift Service
on AWS IPv6 X3ty 5 A9 — L CiEEITE £t A, Pod O Tld. fluentd pod [error]:
unexpected error error_class=SocketError error="getaddrinfo: Name or service not
known T —H4EMINF T, RE. COBBICKT2OEEEHY THA. (LOG-4706)

BE OJ75—MIIPVe T EY A9 —THATEEFHA, BE. COBBICTT % EhEEK
ixHY FHEA, (LOG-4709)
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https://datatracker.ietf.org/doc/html/rfc5746
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IR1E. must-gather (L FIPS WIS Y 2 A9 —EDOOJZRETETEEA, INE. BER
OpenSSL 5 4 75 1) —1" cluster-logging-rhel9-operator CTERTEXAW/LHTY, |{E. &
DOFBICH T 2EEEKIEHY THA, (LOG-4403)

WE. FIPSHIHY 5 A% —IT Logging/N— 3> 58 #7704 §%%EIC. FluentD 23 L
P —&LTHERAYT2MEIE. ALY 4% —Pod % 2ETX Y., CrashLoopBackOff 2 7—4 R
TRYv I LET, BE. COBBICHNTZEREEHY A, (LOG-3933)

11.6.4. CVE

CVE-2023-40217

1.2. LOGGING 5.7

pa )

OF¥ > ik, 27D Red Hat OpenShift Service on AWS & EE24R %) Y —XH A UL
T, AVRAM=AEEBERIAVEA—FY ME LTREINZE T, Red Hat OpenShift
Container Platform 24 744 ZJLAR Y > — &) Y —ROBEHEMEE#HR L TWE T,

pa )

stable ¥ ¥ ®JLIX. Logging DEH ) ) —RAEWRETEIEHFOHARMEL F . LUAT
D)) —ROEFHEBISHMEZETBICE. TRV TV avFv R % stable-x.y
IKEBTHI2RENMDHYET, xyld. 1 VA=) LAEOATDAY v—N=U 3 &7A
F—N=23vERLET, & A, stable-5.7 TT,

1.2.1. Logging 5.7.8

ZD ) —RITIE. OpenShift Logging /NJHEIE) ') — A 578 hEFNhTWVWET,

1.2.1.1. NTEIE

16

ZDEFHITHN BRE1IE. ClusterLogForwarder 1 X4 LY YV —2R (CR) @ outputRefs /X5
X—% —¢& inputRefs /X5 XA =4 —|[CRAICZFINMEAINTVWSREE, BAadtRET DI LN
HY)x bto ZTODHER., O U4 — Pod ' CrashLoopBackOff 2 7—# RICRYF LA, &
DEFICELY. BATRNIWENRL T4 VEZERRICKFIT 272DI1I0. HATNIVICERER
OUTPUT._ 75\ ENDEIICHYE L, (LOG-4383)

ZOEHFHTHONBHEIE, JSONOFTN—H—DFREFIC. V53R —OTFRL—5—D
structuredTypeKey /35 X — 4% — % /= structuredTypeName /X5 X —4% — % FE L 7@H >
2% E. BWARREICET 27— MRRIINFFEATLEL, TOBEHICLY., Cluster
Logging Operator ¥ EDBRBEICDOWTEMT 5L ICARY £ Lz, (LOG-4441)

ZOEHFHMNTHON B, Splunk HAIKIEEIN/A>—2 L v M ThecToken ¥—H0REL T
WBMIEL K RWEE, Vector S h—2 V7L TAY % Splunk ICERIX T 572D, HREEHD KK
LTWELAE, TOFEHMLY. hecToken F—HARONSRWAIEL K RWEE, MEEIFE
B L. A non-empty hecToken entryisrequired EWD T 5 —X v E—IUARRINDB LD IC
Y E Lz, (LOG-4580)

ZOEHFMNITHONSEIL. 07D Custom time range S BT % BIRT D&, WebaV Y —
IWTCIZ—DRELTVWELRE, TOFEHICLY., Web VY —ILTREEEETILO S B
EEBIGBERTESZ LD ICRY F LK, (LOG-4684)
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1.21.2. CVE

CVE-2023-40217

CVE-2023-44487

1.2.2. Logging 5.7.7

2D ) —RIZTIE. OpenShift Logging /NJHEIEY) V) —ZA 577 hE&FhTWET,

1.2.2.1. NTEIE

1.2.2.2.

ZDOEHFMNMTHbNDHEIIE. FluentD I& Vector &3 E AR D HET EventRouter ICE > THAI T
OJ%ERELTWELE, TOEHICLY, Vectori—EBLAFERATAOYLI—REER
L9, (LOG-4178)

ZOEHFMNITHON B, Cluster Logging Operator IC& > THERINAX MY VXY vy a
A — K@ FluentD Buffer Availability 75 7 IC{EREIT 37 T) —I2, &/W\yv 7 7—FEHZ
NREIINDD, T5—DHY XL, SEOEHICLY., FST7DHERNY 77 —FRE
BRI IN, BRI FluentD Buffer Age ICEEICAY £ L7, (LOG-4555)

COEHFHMNTHONBAEIE. IPv6 DHFTIET a1 T7ILR Y v U D Red Hat OpenShift Service on
AWS 7 5 24 —|C LokiStack #7704 9% &. LokiStack X ¥ /N\—1) Z NDEEFNEKKL T
WE Lk, TORER, T4 AN E2—9—PodidV 5y al—FICHRY E Lk, ZOEH
IC& Y., BEZEIL lokistack.spec.hashRing.memberlist.enablelPv6: {E% true ICERET 5
ETIPVe ABWICTEBLICAY, BEEMRINE L, (LOG-4569)
COBEFATONDENE, OJILIIY—ET 74V MNDOEEEZDEI. AV TF—0OOJT
EmAMo>TWELE, ZORBR., O/ 09— RBO—T—YavInNkT 74 IV Z8EH
ICERAMBD I EDNTEFHATLE, SEOEHRICLY., FHAHARY /A MEM/EML., 53
L8 —20—7T—2avINkT7 74 EHERMICNBTESLDICAY E L, (LOG-
4575)
ZDEHFHMNMTHONBHEIE. Event Router RDRFERADA M) 7 ZICL Y, BFRQEAE) —EA

ENREATIVT DRI Z2ERELA>TWE LA, COFEHICLY., RERADXNY Y
ADHIBRIN, ARV ML= —DXE) —FRENHIEIN T L, (LOG-4686)

CVE

CVE-2023-0800
CVE-2023-0801

CVE-2023-0802
CVE-2023-0803
CVE-2023-0804
CVE-2023-2002
CVE-2023-3090
CVE-2023-3390

CVE-2023-3776
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https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/security/cve/CVE-2023-44487
https://access.redhat.com/errata/RHSA-2023:5530
https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569
https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
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CVE-2023-4004

CVE-2023-4527

CVE-2023-4806

CVE-2023-4813

CVE-2023-4863

CVE-2023-491

CVE-2023-5129

CVE-2023-20593

CVE-2023-29491

CVE-2023-30630

CVE-2023-35001

CVE-2023-35788

1.2.3. Logging 5.7.6

2D ) —RITIE. OpenShift Logging /NJHEIE) V) — A 576 hEFhTWVWET,

1.2.3. 1. NJEIE
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CDEHFHITONDHEINE, AL IVY—ETIAIMDEREEE S, AT F—OATT%5H
AFWO>TWE LA, ZOHKR, LIV —3O0—FT—YavInktT 714 IV EPRMICTEHAHE
5ZENTEZHATLE, SHDOEHICLY., FHHARY /N MEHAEIML, LIS —H
O—7—2avINkEI77MIVENERMICMEBTESLDICAY F L, (LOG-4501)

ZDEHFMTHONZE0E. I —HY—DPHRRERINLT7 1LY —%EL URL Z/EY 137235
B, —HOT 4N —IERMINFEATLE, SEIOFEHICLY., UIZIZFURLHDTART
D74NY—%RMLET, (LOG-4459)

CDEHFRIITHNBENE. Fluentd 55 Vector ICHIUEZ D E X, DRYLSNILAEFAL
T Loki ICEsET B EITST—DRERLELTVWE LR, SEDOEFICE Y. Vector BBEIT Fluentd &
BUAETCIRILEY =S4 XL, ALY —DBREICEBLTSRILEELLRETES L

1Y E Lk, (LOG-4460)

ZOEHFMNITHONBHEIE, Observability Logs A Y —ILDMRFET 1 —ILRTIEIR5—T$3
WBEI’HDFHRXFEHEATITFEATLE, SEADOEMLY. VI) —CTHKXF%EL)
IKZZAT—T$25LIICRY F L, (LOG-4456)

ZDEFHMMTONZHEIE. Splunk ~DO T DEFEHIC, Timestamp was not found. & W5 &
EXAvE—IRRRINE L, SOOFHTIE. 91 LAYV TORBICFERINhZO07
T4 —ILRDEBFHNERICLY EEETIN, BEELQLICSplunk ICEFINZF T, (LOG-4413)

SEDEFRAITHNBAEIIE. Vector D CPU EXE) —DFERAEHNRREORBE EHIEML

TWE L7, SEIOEHFHICL Y. Vector BRTEIC expire_metrics_secs=60 R ENZEND L D
iKY, ARNY I Z2ZOBMEEEFIRL. BEYT S CPUBAEKEXE) —7 v M T b
BRENFT, (LOG-4171)


https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413
https://issues.redhat.com/browse/LOG-4171
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o SEOEFHAITHONDHEIE. LokiStack ¥ — MV T A IFXERINALY VT X NI EBICLEH
IKF vy PalTWELE, TORBR. ROoLRIBEEIRELZ L, SEOEHICLY
LokiStack “— M = A IFZEFEMICF v v 22 %&1TD LD ICRY, ZOMEIERINE L,
(LOG-4393)

o ZODEIHMNTHNBANL. Fluentd SV A LA X —TIC1F, ETEFICIEFAEBREILY —Y —
IAEEFNTVWE L, SEDOEHICLY., EILY—Y—ILAHIBRIN, BEHIERINZTL
feo (LOG-4467)

1.2.3.2. CVE

e CVE-2023-3899
e CVE-2023-4456
e (CVE-2023-32360

® (CVE-2023-34969

1.2.4. Logging 5.7.4

ZDY ) —RITIE. OpenShift Logging /NJHEIE) V) — A 574 hEFNTWVWET,

1.2.4.1. NTEIFE

o ZOEHMTHLNBHEIL O % CloudWatch ICER*E T % & X (1T, namespaceUUID {&EAH°
logGroupName 7 1 —JL RICEBMINEFHATLE, TOEH TIE. namespaceUUID EL S
ENd7®H. CloudWatch M logGroupName (& logGroupName: vectorcw.b443fb9e-bd4c-
4b6a-b9d3-c0097f9ed286 & L THRIINF T, (LOG-2701)

o ZOEFHMNTOLbNBAENL HTTPRATAOV AV SRY—NDBEICEZET 556, 7OF
v — URL LL.IE[JL'\DILDIEIEE$E7§\* E““TL'CD?L& L—C:E) Vector:llx79—62t757\’9—éﬁi
DHTTP 7OxF Y —IC L TR TEEFHATL, TOEHICLY, VectorAF/ AL V4 —
XIS A —2EDOHTTP 7OF P —ICF L CERIETE S LD ICAY F LA, (LOG-3381)

o ZOEHMNMTONBAENIE, Fluentd AL I F—DHEAE LT Splunk ZFEA L TEREINTWDS
A, TORENTR—KMINTULARWESH, Operator KL TWE L7, SEIOEHICL
Y, BRERIETYR—FINTWRVWEANEE I, BEIMRRINF L, (LOG-4237)

o @E%ﬁ?ﬁ“ﬁbhéﬁﬁti Vector ALV —HEFHFINSB &, AWS Cloudwatch O 4 & GCP
Stackdriver @ TLS 32 E ® enabled = true fEICL > TEREIS—HIEELZT LI, TOEHFIC
SY. INS5DOHDD enabled = true EXHIFR I N, BIEIMRERINFT T, (LOG-4242)

o ZOEHMTHONBAEIL Vector AL U4 —IC. OZIC thread 'vector-worker' panicked at
'all branches are disabled and there is no else branch’, src/kubernetes/reflector.rs:26:9 T
T—AYE—I TNy IV EREIEZIEPHYFE L, SADEFHICELY., TOITFT—IF
fRINE L, (LOG-4275)

o ZOEHMNMThHhNBAENE. Loki Operator DFEREICL Y. Operator X2 DT+~ hDENMA 7
Y3 VTEREINTVLSRIEA, 77°') r—< 3 v7+ > O alert-manager (X EHN KRR INL
KRYF Lk, SEDEHRICELY. ERINK LokiREICIEHRY LEREE HEIER I N 75E
E@ﬁﬁﬁ%ihé;éﬁ@Uibko¢oe4%n

o ZODEHMMTONZAEIE. AWS CIoudwatch Brk T STS Z A L RELICEHROO— L&A

INTWEGE, REOEMHMICLYRRERHRNS—B TR ARYE L, TOEHICELY. STS
a—Ju t%ﬁ’]nm DIE F%&@*ﬁ;ﬁ@%ﬁ%'&bﬁ%ﬁo AWS Cloudwatch —Co)mu DIE‘\—{%%T x 5 & 7
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https://issues.redhat.com/browse/LOG-4393
https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
https://access.redhat.com/security/cve/CVE-2023-34969
https://access.redhat.com/errata/RHSA-2023:4341
https://issues.redhat.com/browse/LOG-2701
https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
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IS Y & L7, (LOG-4368)

CDEFMNITHONDENE, Loki &7 VT4 TRAMN)—LDSRVEZT 1LY ) VT LTV
FLH, EEEHIBR LA >, Grafana @ Label Browser BMEHETI R ARY F L
oo SEIDEFHICELY., Lokil T VT4 TRAN)—LDEBETESNRIVEE T 14 ILY—THK
AL, MEEBRLE LKL, (LOG-4389)

ClusterLogForwarder H1 X4 1Y) Y —2Z (CR) T name 7 1 — /)L RAIEEIhTWARWAL T
4 v H%, OpenShift Logging5.7 ADT7 v T L — RRICHEEEL A< RY F Lz, SEIDOEFH
IKEY, TOTF—R@ERINF L, (LOG-4120)

1.2.4.2. CVE

CVE-2022-25883

CVE-2023-22796

1.2.5. Logging 5.7.3

2D ) —RITIE. OpenShift Logging /NJHEIE) V) — A 573 EFNhTWVWET,

1.2.5.1. NTEIE
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Z OEHAEIIE. Red Hat OpenShift Serviceon AWS OV Y —ILATOY #RRT BHRIC,
FrviaINEI7AMRRETT =498 7Ly aInEzFHATLE, SEOEHICEK
Y, 7= hANSY T 774 0IEF vy oaIhied Y, BEIRBRLE LE, (LOG-4100)

COEHFNTHONSHEIE. REDEEIRE LI WHIET Loki Operator AT —% ) v
PLTWZE L, SOOEMLY., BRELS—DIPBRINZEITIZ—DHEFHRITDLDICKR
YFE L7, (LOG-4156)

ZDEFHAITHNBHEIE. RulerConfig h X4 LYY —2R (CR) #ZEHE 9 % & LokiStack JL—
S—HrBEEHLIFHEATLE, SEIOEHICL Y. Loki Operator I& RulerConfig CR O E#1%
ICIL—5— Pod B8 T 5L DI Y F L, (LOG-4161)

ZOEHFNTONDEIE. AT—BFRILED ClusterLogForwarder RIC /| XENESEN 25
Bld, vector ALY —HAFHETRTLTVWE L, SEDEHTIE. —HSRILEBI B
THA, AL 29D O %2RRELPINETESLDICTEIETHREIMEBRINE L,
(LOG-4176)

ZDEFAN TN BHEL. LokiStack CR A7 O—/NILEHIRRTIEAL T+ v MIBAEEZEL TV
%354, Loki Operator A FHIE TR T L TWE L, SEDOEH TIL. Loki Operator 1%
O—/N)LHIBR% U T LokiStack CR # LB TE 2 £ 5 ICARY, FBEIEAINE Lz, (LOG-
4198)

COEFHDITHONBREIE, REFEINALMBEINIR T L —XTREINTWEIBA. Fluentd
lI&0 7 % Elasticsearch 7 5 29 —ICEELEF AT LA, SEOEH TIE, Fluentd &
Elasticsearch & DIEfAEIIT ZBRIC. NA T L —XTREINDMEEABTICUIET 2 L
312 Y E Ui, (LOG-4258)

ZOEHFHMNTHONBHIIE. 8,000 ZF A % namespace DV T RAH —DIFHE. namespace
D) R kA http.max_header_size 5¥E &L W H K E < A3/ Elasticsearch B’V TV — %35
LTWZE L, SEIOEHFTIE. AvF—H1XDFT 7 4L MENBIZ LIFSh, FBEIER
XnFE L, (LOG-4277)


https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258
https://issues.redhat.com/browse/LOG-4277

1.2.5.2.

BEYIV)—R/—h

COBRFMBMMTHON SEIIE, ClusterLogForwarder CR HiC | D XF2Z T 7 NIVEDNRIK T,
ALY —DFHEITRTLTWE L, SEOFEHTIE. ATy a7y d¥—Ra7ILE
S Sh., MESRRINE Lk, (LOG-4095)

ZDEHFHMNMTHONZE0E. unmanaged RA&ICERE X M7z Cluster Logging Operator AA FHiE ¢
BT7LTWE L, SEIOEH TIE. ClusterLogForwarder CR DA A BIIAT S aEIIC
ClusterLogging ') ¥ — X V@& t]7 Management IRKREICH B Z & AR T B F = v IV HRES
NaEHICRY, BEMERINZE L, (LOG-4177)

Z OEHEIIE. Red Hat OpenShift Service on AWS Web OV Y —)LRTAOJAKRRT B & X
I EXANT S L% NSy T L THRESEEZERL TH, Pod#FiROEH DI E 1 —TIEH
BELFEFHATLA, SEADEHFTIE, COEL—DERANISL%E KNSy J L CHEREEHHE%ZE
RTEBEDICRY F L7, (LOG-4108)

Z OEHAEIIE. Red Hat OpenShift Service on AWSWeb VY — )L RTAOYVAKRERT 5 &,
OMEBAZVI)—DNYALTI MIRYFELE, SEIDOEFHFTIE, configmap/logging-
View-plugin TH 1 L7 MEABETES LS IAY E L, (LOG-3498)

Z OEHEIIE. Red Hat OpenShift Service on AWS Web > Y —ILRTA Y 2K Y BHEIC
more dataavailableA 7> a>v &7 )y o923 &, W@ Yy JBICOH, LWUEB<DOTT
YR)=AO—FRIhZF Lk, SEAOEHFTIE. 727Uy I T&ICILIKELDIY N —D5R
HAENDB LS ICRY E L, (OU-188)

Z OEHAEIIE. Red Hat OpenShift Service on AWS Web > Y —ILRTA Y 2K Y BHEIC
streaming 47 7> 3 v%E 7Yy U $3E. REOOJIFRRIINT, streaminglogs X v z—
COIHNRRINE Lz, SADOEFHICLY., AvEe—rYEOJRAMN)—LDEANIEL K
FEhBESCRY E L, (OU-166)

CVE

CVE-2020-24736

CVE-2022-48281

CVE-2023-1667

CVE-2023-2283

CVE-2023-24329

CVE-2023-26115

CVE-2023-26136

CVE-2023-26604

CVE-2023-28466

1.2.6. Logging 5.7.2

2D ) —RIZlE. OpenShift Logging Bug Fix Release 5.7.2 & FhTWE T,

1.2.6.1. N JEIE
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https://issues.redhat.com/browse/LOG-4095
https://issues.redhat.com/browse/LOG-4177
https://issues.redhat.com/browse/LOG-4108
https://issues.redhat.com/browse/LOG-3498
https://issues.redhat.com/browse/OU-188
https://issues.redhat.com/browse/OU-166
https://access.redhat.com/security/cve/CVE-2020-24736
https://access.redhat.com/security/cve/CVE-2022-48281
https://access.redhat.com/security/cve/CVE-2023-1667
https://access.redhat.com/security/cve/CVE-2023-2283
https://access.redhat.com/security/cve/CVE-2023-24329
https://access.redhat.com/security/cve/CVE-2023-26115
https://access.redhat.com/security/cve/CVE-2023-26136
https://access.redhat.com/security/cve/CVE-2023-26604
https://access.redhat.com/security/cve/CVE-2023-28466
https://access.redhat.com/errata/RHSA-2023:3495
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o ZOEHMNMTONDHEINE. REFDT 74 F 54 F—2EFET %78, openshift-logging

namespace A BEEHIRTEEHATL L, SEOEHICLY., 7714 F 514 F—DERAINA
{72Y, namespace ZBEHIRTE 5L D ICAY £ L7, (LOG-3316)

ZOFEHF L YAEINE. run.sh 7 1) 7 b5 Red Hat OpenShift Service on AWS R¥F 2 X > K
> TEBEINLIC, EhE > 72 chunk limit_size EARTIINTVWE L, £ L. BREEZH
$BUFFER_SIZE_LIMIT %7 L T chunk_limit_size #5%F 32 &. 24 ) 7 MNIELWEER
R~LET, SEOEHRICLY., EE5DYFYATEHrunsh 2 FRTIELW
chunk_limit_size [EARTIND LD ICRY F L7, (LOG-3330)

SEIDEHF L YAETIEL. Red Hat OpenShift Serviceon AWSWeb OV YV —)lAF¥ Y a1 —7
ZUAVIEARI LD/ — RRBEBEFLIEBREZHFAILFHEATLE, SO0EFHMICLY., OF
YIEA—TS 4D/ — NEBES LUVBRREERT DHEMNMEMINE L, (LOG-
3749)

ZDEHFHTHONBHEE, Fluentd HTTP 73574 %N L T DataDog ICAJ &EFEL LD &
9 % &, Cluster Logging Operator T Unsupported Media Type BIAAFEEL TWE Lz, SE
DEHICELY, I—H—IEHTTP ANv ¥ — Content-Type 2% E L C. AJ&GERAODI VTV
VIAL T —LLRAILEYHTEIENTEDRLDICRY F L, BEINLEIZ 737
1 VO content_type /NT X —4 —ICEFMICEIYETOHN, OJDEGBHIEREICTONE
9., (LOG-3784)

ZDEHFH M THON A0, ClusterLogForwarder 1 X% L)Y —2Z (CR) T
detectMultilineErrors 7 4 —JL K" true ICEREINTWBIFEIC, PHPYILF IS4 IT5—
ARloOJ Ty M) —& LTREHFIN, RV I ML —ADPEHDA vy 2—JIZHEITh TV
Flk, SEDEMHMLY. PHPDTILF S VIS —REINBMICAY, RFv I ML—R
LERDPE—DOT Ay E—VICEFNE LD ICRY F L, (LOG-3878)

ZDEHMTHONZE0E. BRICAR—ZANE N % ClusterLogForwarder /X1 754 U H°
RET. Vector AL ¥ 4% — Pod B GIIICY S v a L TWE L, SEIOBFHICLY., /814
T4 VDERICEFNDZTRTOAR—R, Fvyva (), BLPRy M)A TV¥—20
7(OKBERASNE L, (LOG-3945)

ZOEHFMNITHLN DAL, log_forwarder output X b 7 2T http X5 A =9 —HEFNT
WEHBHATLE, SEIDEHT. FERLTVWENRSX =4 =X N)J2IBMINZE LT,
(LOG-3997)

COEFATONDHENE. IOV TRDOBIFEIC Fluentd [E—E D ILF Z 4 >~ JavaScript &
ZAT7V NN EFELEFEATLE, SEOEHICEY. Fluentd /8y 7 7 —ZODHEINIZT ~
F—2A7HMFFoh, BEIFERLZE LKk, (LOG-4019)

COFEHFNTONDENE. RAO—RHROF—II—BHT 2 Katka HAMEY ZILEZAD LD
ICOJEEEZRETSE. IZ7—HPERTOINMEEINTVWE L, SEOEFHICEY.,
Fluentd D/Xy 7 7 —RBORNICT V¥ —ZRAT7HMMTIF 6, BEIFERLZE Lk, (LOG-4027)

ZOBEFNTONBAENE, LokiStack ¥ — kI 24 X2 —H—D7 VL AEZBERETIC
namespace DI NJUEZR L TWE L, SEIDEFHICEL Y. LokiStack #— kD x A (F/8—
Ty avESRIVEDY VIR MIBERYTZ L DAY, BMEIFERLE L, (LOG-
4049)

ZOEHFMITHONDHEIL, tls.insecureSkipVerify & 7> 3 >V h¥ true ICREI N TWBIHE
IC. Cluster Logging Operator API ICI&>— 2 Ly ML WIRBINZAPEEIVET L, &
BIDEHFHICLY. TD LD AIFETH Cluster Logging Operator APl IZ¥— 2 L v NZEERRZE
DR ZRDELRY X LT, ROFED Operator D CRIEMINF L7,

tls.verify_certificate = false
tls.verify_hostname = false


https://issues.redhat.com/browse/LOG-3316
https://issues.redhat.com/browse/LOG-3330
https://issues.redhat.com/browse/LOG-3749
https://issues.redhat.com/browse/LOG-3784
https://issues.redhat.com/browse/LOG-3878
https://issues.redhat.com/browse/LOG-3945
https://issues.redhat.com/browse/LOG-3997
https://issues.redhat.com/browse/LOG-4019
https://issues.redhat.com/browse/LOG-4027
https://issues.redhat.com/browse/LOG-4049

BEYIV)—R/—h

(LOG-3445)

CDOEFDTONBHEIE, LokiStack L— MRENRET., /T —DETHED 30 W EBA
2E94 LTI MDRELTVWE Lz, SEOEFH T, LokiStack global $ & U per-tenant
queryTimeout DFEEICLYIL— YA LT 7 NOERENFEE ST, BEIFFBRLE L,
(LOG-4052)

ZOEHFMNITHONDHEIL, BIEE LT collection.type D77 # )L b &HIFR L 7= Z & T,
Operator & V—R, /—RDEFER, BRICET2IFHEROLAHREZTIFANRSARY F L,
SEOEHICE Y. Operator DEIENZEE I, collection (372 < collection.logs DE#kH
BIBEINDLDICRYE L, ThiE, BT 4 —ILREHFHERT - NOEH ZER
TEXZLRIDEEE IEEALY £ collection.type BMIEEINTWBIGEICIEHET 1 —IL
FEEHRLFT, (LOG-4185)

ZOEFHIITHNSREIIE. 7O—H— URLDPHEATEEINTVLAWES, VectorAJ L
78 —E0 75 ERD Katka 7O—H—ICERE T 2/-OD TLSEREEZEMLEFEATLE, £
EOEHFICLY., EHOTO—H—ICTH LT TLSEREN BENICERIND LD ICHRY F LI,
(LOG-4163)

CDEHFHTHONBHEE, Katka ~DOTEED/IIR T L —XEBMIIT 24 T a v IdER
TEEEFATLE, ZOFHIRICEY, HEABERIARINDARMENHZH, X2l
TA—VRIVDPREELTWE L, SEOEHICLY., 1—H—F Kafka~D O JVEREMA I/
A7L—XEEMITEY—LLRARBRF T a Vv EFERATESZLDICAY F LA, (LOG-3314)

ZOEFHFMNMTONBHEIE. Vector OF AL U4 —IE3E(E TLS ##5: D tlsSecurityProfile 5% & %=
ZIFANFHEATLE, TOEHK. Vector & TLS HEiRRE A BICNEL X T, (LOG-
4011)

ZOEHFMNITHONBHEIL, log_forwarder_output_info X k1) 7 ZICFIEREEART R TOHD
A THEFNTVWEHATLE, SEDEFHICLY. LEIEEFhTWAH 57 Splunk & &£
U Google Cloud Logging T—4 D& & N5 £ D ICRY F L7, (LOG-4098)

CDEHFHIITHNZHEIE. follow _inodes A true ICEREINTWBIHFAE, Fluentd AL V4 —
B2 7400—F—YavBEIlISy o ad2aMENHYE LI, SEOEHICL
Y. follow_inodes X ENFREATIAL V9 —D0FvalialHyYFzLi, (LOG-4151)

ZOEFAITONDEIE. 77 M IVDEHAENRET, Fluentd AL VY —DERT 2HE
NH27 74N AR >THUZAEENHY £ Lz, SEOEH T, BH/IS X —4—HEIE
IhzE Lk, (LOG-4149)

ZDEHFHMNMTHON AL, Vector ALY 49 —TRHY %85X L. ClusterLogForwarder 1 >~ X
4 v D4R % audit. application. infrastructure DW\WFhMNZT 2 &, IL Y49 —Pod H
CrashLoopBackOff IREED X F AW, ROIZ—HAALv4H—OJICEHEINFE L,

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

SEOEFHDEIE, N T4 VEADNFHINIARNBERE LAY, "1 TS1VDE
Ai% audit. application % 7= infrastructure ICTX X7, (LOG-4218)

ZOEHFHMNTHONBAEIE. Vector AL VY —%FERH L TOY % syslog 587 ICEmiE

L. addLogSource 75 7 % true ICERET D&, EREINX v E—YIC
namespace_name=. container_name=. pod_name= DZED 7 1 —JL RAEBMI N F L %,
SEOEFHICLY. INHDT4—IILREYv—FiOdIlEBmMInRa< LY Lk, (LOG-
4219)
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o ZOEHMNITHNBHIL structuredTypeKey "R DA 59, structuredTypeName HY57E X
NTWRWES, O Ay E—YRBIZHI/BELLAT TV MIBERIATVWELE, S0
DEHFICELY., OVOBANMBEEHYICARY F L7k, (LOG-4220)

1.2.6.2. CVE

o CVE-2021-26341
e CVE-2021-33655
® CVE-2021-33656
e (CVE-2022-1462
e CVE-2022-1679
e CVE-2022-1789
o CVE-2022-2196
® CVE-2022-2663
e CVE-2022-3028
e CVE-2022-3239
e CVE-2022-3522
e CVE-2022-3524
o CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147

® (CVE-2022-25265
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https://access.redhat.com/security/cve/CVE-2022-4129
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CVE-2022-30594

CVE-2022-36227

CVE-2022-39188

CVE-2022-39189

CVE-2022-41218

CVE-2022-41674

CVE-2022-42703

CVE-2022-42720

CVE-2022-42721

CVE-2022-42722

CVE-2022-43750

CVE-2022-47929

CVE-2023-0394

CVE-2023-0461

CVE-2023-1195

CVE-2023-1582

CVE-2023-2491

CVE-2023-22490

CVE-2023-23454

CVE-2023-23946

CVE-2023-25652

CVE-2023-25815

CVE-2023-27535

CVE-2023-29007

1.2.7. Logging 5.7.1

ZM') Y —2RITIE, OpenShift Logging Bug Fix Release 5.7.1 A& FNTWE T,

1.2.7.1. NTEIE

g=YY—R/—h

ZOEHFMNITHLNBHEIE, Cluster Logging Operator Pod AV WIZEEHD / 1 ADZ WA Y
T—IUNEETSEH. OTDOITGMEMET L., EERV AT LARY NaFHHT S EHE
BIIRYFE L, COEHFHICEY. Cluster Logging Operator Pod AV AD / 4 XD% WA v
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https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195
https://access.redhat.com/security/cve/CVE-2023-1582
https://access.redhat.com/security/cve/CVE-2023-2491
https://access.redhat.com/security/cve/CVE-2023-22490
https://access.redhat.com/security/cve/CVE-2023-23454
https://access.redhat.com/security/cve/CVE-2023-23946
https://access.redhat.com/security/cve/CVE-2023-25652
https://access.redhat.com/security/cve/CVE-2023-25815
https://access.redhat.com/security/cve/CVE-2023-27535
https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197

Red Hat OpenShift Serviceon AWS 4 OX > &

T—IUNKIBICHIRIND & T, CORBEIFERINE L, (LOG-3482)

o ZDEFMTOLbNBAEIE., ARYLYY—XATHDENMEBINTWSIHEETE, APl —
/X—|& CollectorSpec.Type 7 1 —JL RDfE% Vector IC) Yy L TWE LA, COEHT
I%. CollectorSpec.Type 7 1 —IL KDFT 7 # )L MDY HIBRI N, LUBIOEELIETINE T,
(LOG-4086)

o Z MEHAEIIE. RedHat OpenShift Serviceon AWS TAJER KNS L%V )y LTRTY
JULTHHESBEZZBRTIIEATLE, SODOEHICLIY. 7y I ERSY T2EAL
THFESEEZEBIGBERTE S LD ICRY F L, (LOG-4501)

o Z MEHAEIIE. RedHat OpenShift Service on AWS T Show Resources ) 2% 5 1) v 7 LT

EMRIEHYFHEAT LR, TOEHTIE. OFI VMY =&)YV —RADRTETNYEZ
2UY—ADKRFYVIDHEEBIET S ET, COBBEIMERINE L, (LOG-3218)

1.2.7.2. CVE

e CVE-2023-21930
e CVE-2023-21937
e (CVE-2023-21938
e CVE-2023-21939
e CVE-2023-21954
e CVE-2023-21967
e CVE-2023-21968

e (CVE-2023-28617

1.2.8. Logging 5.7.0

2D ) —RIZIE. OpenShift Logging Bug Fix Release 5.7.0 & FhTWE T,

1.2.8.1. B EEHLAR

SEIOEHFICLY, AOF V5B WICL TEHTOHNERE L., Thox 12007 TV N —ILB
TEUTINTEBLIICRY F L

AFX V7 58WIC L TEHTORANEREL., Thbozx 12007 N)—IIB7EVYTILTED L

SIC¥ %3551%. ClusterLogForwarder 1 2% A1) Y —2Z (CR) T, {&D true @
detectMultilineErrors 7 1 —JL RAAZEENTWB T & 2R L X T,

1.2.8.2. EHIDREE

2 Lo

1.2.8.3. N JEIE

o SEMEFHLIATIE. LokiStack M Gateway O~ 7R—X% >~ kD nodeSelector BltiZ., / — KD
AgT1—Y VTl BEEZEFHEATLE, SEIOEFHICL Y. nodeSelector EEATEE &
BYICHBEET DL DICRY F L7, (LOG-3713)
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F1EYY—R/—Fh

1.2.8.4. CVE

e CVE-2023-1999

e CVE-2023-28617
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28 vK—
CDRFIAYVKNTHBEINTWERREA TV avyoaraxy ITchR—MIhTWET,
DR EL T a v R— IR TOWAWED, FHLAVWTLEIWN, RED/NZ Y A Lh' Red
Hat OpenShift Service on AWS 1) ) =X CEBINZ AREMELAHY. COLIBRERIE, BREDTA

TOAREMEIHIEHINTWRIHZEDHBEYICTIETE XY, Operator I$HEER%FHET 5 &£ D ITKE
INTVWBLED, TORF2IAYMTHAINTVWALUADREAFEFRTSE, THIFEESINFE

2% Managed ICR T ZF TEHIIZEINTHA,

pa 3]
O > ik, 27D Red Hat OpenShift Service on AWS & EER %) Y —XH A UL

T, AVZAM—I)LAERIVR—32Y & LTREINFE T, Red Hat OpenShift

ER
V-
Red Hat OpenShift Service on AWS D RF 2 X ¥ MIBEHEIN TVWARWEREEEITT S
, HENH BB E L. Red Hat OpenShift Logging Operator % Unmanaged IC5%E T % b
ENrHYIEY, EEAOOFVIAVRI VAR Y R—FINhTWRWED, ZT—%
g Container Platform 24 7% 4 2 LR Y > — EY ) —ZOE#EEBHEL TWET,

Red Hat OpenShift Logging l&. 77V r—>3a>y, A VISR Fv—., BLUVEEOTOHRE
DAL IVI—BLV/ —IFA4HF—TF, Chid, YR—FINhTWBIFIFZRIRATALICAY %8
ETBDIEATIIEEZBENELTVWET,
Logging I&. AFTIEHY FH A,

o KM|ELROITINEY RT L

o ¥xal)F 1 —ERELVARY MNEELR (SIEM) ICHEHL

o BERFLERIAOOJODREFEZIIFRE

o REIINh/IOTIVY

o REQAKMNL—Y-BEEOTETI7A4IMNTCREEINELEA

21 R— MNEHRDAPI HRY LYY —RAESH

LokiStack [JFEFEHRTT ., WA, —ED API EHR—FIhTVWEHA,

#F2.1Loki APl DHR— MKEE

CustomResourceDefinition ApiVersion Y R— b DIRE
(CRD)

LokiStack lokistack.loki.grafana.com/v1 55 THR— K
RulerConfig rulerconfig.loki.grafana/v1 57 THR—K
AlertingRule alertingrule.loki.grafana/vi 57 THR—K
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B22E Y R—b

CustomResourceDefinition ApiVersion HYR— b DIREE

(CRD)

RecordingRule recordingrule.loki.grafana/vi 57 THR—K

22. B R— NI NABWVWEERTE

PFoavR—%>Y M&ZEEY 3IC1E. Red Hat OpenShift Logging Operator % Unmanaged (Z¥£4})
DRREICFERET D2HENHY T,

e Elasticsearch 1 X% A1)/ —X (CR)
e Kibana 7 7A4 Xk

e fluent.conf 7 7 1)L

® Fluentd 7—E> v b

Elasticsearch 7 7OA4 X > N7 74 LA ZHE$ % ITI&. OpenShift Elasticsearch Operator % JEEHR 1k
RBICRETILEN DY ZET,

BATRHICH R— M ERAEINTWE T —RICIE, LTFAEFENET,

o FUANMDO/O—FT—YaVDRE, T74 N bDOATO—FT— 3 VERERIEETEE
A,

o ELAOJDIZHORE. O AL I —DHEAT7AILNDIBHE2EEST B LI TEIE
Ao T 7 %)L bi& ivar/log/fluentd/fluentd.log T3,

e OFIALYYavoRAy MYV, Q7L V9 —IlL>TOIPFEAFRMON D EE % FHE
LTRETDZIEIITETEEA,

o RIEZHZ#FALAOX /AL VY —DFRE. REZHAFRLTCOJ/ILIY—%ZTET
ZEldcEEtHA,

e O7ILU9—IlI>TOVEERILT DAHEDERE. T 74N MOOJTDOERILEZEET S
ZERTEFEEA,

2.3. EEHN D OPERATOR DH/R— kR & —

Operator @ EHRAE (3. Operator HEREHEYWICI SRS —ADOEETZ2 IV R—X VY MDY Y —R%
TOT4TICEBLTWRANEI DN EEDE T, Operator ' unmanaged JREEICEREINT WS &,
CHIFREDCERICNELET,. BEHZZELIEA.

CNIFFEERB I SR —P TN\ JRICENTT D, BEADIRED Operator IFHR—MIN T,
VSR —EBERIE2DIAVR—IXVMNRESIVT Yy T L— REZR2ICHIEIL TWD Z & &R
ELTWVWET,

Operator [FLATDAEEZFEA L TEBADKREBICRETE XTI,

e {ARBID Operator :¥E
&R D Operator IZI&. ZN 5 DELEIC managementState /X5 X —4 —hAHY F9, Ihid
Operator ICINC CIEFIERFETT7IVERATEEY, & 2I1E. Red Hat OpenShift
Logging Operator (EEE T2 HRAILYY—R(CR)ZEBTEHIEILLI>TINEEITLE
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A% Cluster Samples Operator (&7 24 —£EDHREY V—R&=FHALET,

managementState /X5 X —#% —% Unmanaged |[CEFE § 53154, Operator DY Y — %
TOTATICEELTHELT, JVR—XVMIEETSZT7I/2aVvERLRVWIEZ2EKL
F9, Operator IC&>Tld, 7 FRY—DEEIEL. FBY AN —DPRBICRDEEELH 2
&, TOEBRREBICHG LARVWATREELGHY X7,

&%) D Operator = Unmanaged SRAEICERE T 5 &, FHENIVR—R Y

& L OHBEDN Y R— bRFAICAY E T, TR—MEET 2IC1E ]|
HFINMEE% Managed IRETHIRT 2BENHY T,

Digk

==
[=]

® Cluster Version Operator (CVO) DA —/X—5 4 K

spec.overrides /XT X —4% —% CVO OFREICEMT 3 &, BEHFIFIVR—> D CVO
OEBEICHLTH—NN=F4 RO—EBZEBMNTEFET, IVR—XV LD

spec.overrides[].unmanaged /X5 X —4% —% true ICERET D&, VS RI—DT v TIL—
FAZ7 Oy 73N, CVODF—N—F4 RBBREINLRICEEFICTS— MMEFINZ
ER

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

CVODA—N—FA REERETDE, VIRAY—2E DY R—MIhian
REEICARY FT, YR—MERGET BICIE. —/1NX—5 14 REHIBRL 2%
IC. RESNBEEZBRITIVENIHYET,

24.REDHATHAR—  HEOOX Y IFTF—49 DINE

YR—MNT—REERT BEE. THERADY XY —DT /Ny JI§#H % Red Hat HR— MMIIRMH L TV
72< & RedHat DY R— MIZKIBF T,

must-gather Y —)L Z{FRA$ 5 &, 7OV RLRILDYY—R, V95 R9—LRILDYY—2Z,
BLUZEOAX Y TOAVE—RY NOBEIBERENETEE T,

MBS R— N %152 ICIE. Red Hat OpenShift Service on AWS & OF > VDM A DERIERERE L
TLREXW,

™

pa

hack/logging-dump.sh 2 7 1) 7 MIFEA LAWVWTLLEZIV, TORY Y FMEIHR—
PIXhia<iay, 7—9%2R&ELFEEA,

30
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B22E Y R—b

2.4.1. must-gather Y —JLICDWT

oc adm must-gather CLI O~ > Rk, BEDT /Ny JICLEBEERDZUREDHZ 7 TR Y —D5DIE
WEPNELFT,

AOF > 7 Di%B4a. must-gather [XRDEHREINEL £,

e JOVIYIRLANLDPod, BEYY S Y—ERT7AYY M O—Jb, A=A VT a4V
TELVARY N EEC IOV MLRILDY Y —2R

o JSRAHA—LRITH/—R, O—=J), BLVPA—INA VT4V THELISRIY—L R
DY)y —2

e OJ/ILV4—, OVRKNT., BLUOTEY 27 54— ED openshift-logging & U
openshift-operators-redhat namespace ® OpenShift Logging ') ¥V —2X

oc adm must-gather #E179 2% &, LW Pod BV S X9 —ITERINE T, T—4 & Pod TINE

I 1. must-gather.local THEEZFMTA LV M) —ICREINET, TODTa4 LI M) —IF BT
DEETAL I M) —ITERINFE T,

242.OF V7 7—49 D&%
oc adm must-gather CLI A Y RAFERAL T, OFVJICET2ERENETEET,

FIE
must-gather TO¥ > JIFHREZNET 2 ICE. UTFEETLET,

1. must-gather [ER%=RTFTI2VEOH BT LV M) —IIBBLET,

2. OJ4 *A—2Ix LT oc adm must-gather <Y > RZEITLE T,
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather vV — )L, IRT7 4 L ¥ b 1) —N®D must-gather.local TIEF2#HHE T L2 b
) —%{E L E 9., #Hl: must-gather.local.4157245944708210408

3. fER I N 7- must-gather 74 LV M) —DOEMB7 7 A IV EEHRLE T, /=& 2, Linux &
RU—=—FA VIV RTLAEFRATZIVE2 -9 —CUTOOY Y REETLET,

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. EHE7 740 % RedHat h AV —HR—% )L TER LI R— M —RICHRMALET,
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BIEOFXFVIDINS TN a—FT42T

3LAF VI RT—F ADERR

Red Hat OpenShift Logging Operator 8L U Z DO OF Y VAVR—KX Y NORT—H AARRTE
x7,

3.1.1. Red Hat OpenShift Logging Operator D X 7 — 4% ZAX’R

Red Hat OpenShift Logging Operator D A7 —4% A= KRR TX X T,

AR

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
ncTwa,

FIR

1. RO Y KAEREITL T, openshiftlogging 7Oy ¥ MIZEBELEY,
I $ oc project openshift-logging
2. RDAX Y R%EZEFTL T, ClusterLogging f VA VY ZADAT—H A =RFLET,

I $ oc get clusterlogging instance -o yaml

H A B

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...
status: @)
collection:
logs:
fluentdStatus:
daemonSet: fluentd g
nodes:
collector-2rhqgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal
pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh
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FIFOAX VIO TN a—FaT

logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

HAD status 9 VHIZ. V5RAY—RTF—YADT 14 —IL KHARTINZET,
Fluentd Pod ICE8 T 2 &R

Elasticsearch 7 2 24 — D@L 4 (green. yellow. F 7 (3 red) 72 & D Elasticsearch Pod
ICBE9 B 1FER

Kibana Pod B89 % 1HER
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3111 KB X v 2— (condition message) DY~ FIL

BUFiE. ClusterLogging 1 > 24 >~ XM Status.Nodes 27 > a VILEFhZ2REA v E—JDHIT
9,

PLTFDEDIBRRT—FHAXvE—JE, /—RKRDOBREINLBEEEEBLZBATEY., Yv—KHZD
J—RICBEIYYTohAWZ EARLETD,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

UTFOEIBRRF—H2A v =V, /— REBESNEBELEBEABATEY., ¥ v— KOO
J—RIBBSEONEEERLET,

H A B

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

LTOLIBRRTF—F A X vE—IE, CR D Elasticsearch / — REL 29—V SR —D\WTFhD
J—RIZE—BLABRWZEETRLET,

H A B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch
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Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

UTDEIBRAT—FZAX v E—=VIF, BRKINLPVCHPVICNSA Y RENGAWTZ EZRLET,

H A B

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

LTFDELIRRT—FZAAvE—JE, /—RELIZY—DPVTIhDO/ —RICE—H LAV,
FluentdPod # A4 a— )L TERLWZ EARLET,

H A B

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
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Failed:
Not Ready:
Ready:

312.0F 3 VIR—R VY NDARAT—H ADERR

BL<oOX Y JAVR—FX Y NDRT—H RAERRTEET,

AR

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
nTtwa,

FIR

1. openshift-logging 70> =7 MIYPYEBEZET,
I $ oc project openshift-logging
2. AFXFVIREODRAT—Y RAE2XRRLET,

I $ oc describe deployment cluster-logging-operator

5
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. AFxILT) Aty NORT—YRERRLET,
a. L) Aty NOZRIZEEBLET,

Bl
I $ oc get replicaset

H A B
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NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m

b. L7V Aty NORTF—9REEEBLET,

I $ oc describe replicaset cluster-logging-operator-574b8987df

H A B

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

32 O00EZED NS TN a—FTa VY

3.2.1. Fluentd Pod ®8BF 704

ClusterLogForwarder H X% L') / — X (CR) DYERKEFIC, Red Hat OpenShift Logging Operator IC &
Y) Fluentd Pod "BEIMICET 704 INRWIEAIE. Fluentd Pod ZHIFR L T, #HEIMNICET 704
TEET,

([} =355
e ClusterLogForwarder 71X 4% L)Y —X (CRYA T2V MEEHRLTWS,

=S ]
e JXMDOATY RAEZEITL. Fluentd Pod ZHIRR L THEHEIMICET 704 LE T,

I $ oc delete pod --selector logging-infra=collector

3.22.Loki L— M’IRIZZ—D b Z TN a—F4 7

Log Forwarder API AL — MR ABAZRKE R X vE—TT0OY V% Loki ICERET % &, Loki IT &
Y, L—MHIR (429) TS5 —HMERINET,

INoDIZ—IF, BEOMERICRETZHARELIHY ET, LEZIE TTICWL2HDATHH
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2929 —ICOFX VI %EBMT 2%E. OFVIPBFOOJIV M) —2dXTRYRAES ETS
EL—MHRIS—DPRET Z2TREDNHYE T, ZDHE. FHLLWOTOEMRENGEF L — MR
JYBEWNZAE, BET—YREENICYATZN, 21— —DNAZREEESTICL—MIRTS—
DERINZET,

L— MBI S —HBl &S RET 28A1E. LokiStack HRY LY Y—2R (CR) #ZEET 2 = & T
FEEBRTEET,

BF

LokiStack CR |%. Grafana 7" A M9 % Loki TIFFIATEFZEA, TDOMEY 7L,
Grafana WK A M § 3 Loki H—/N—ICIXBEAINE A,

M
® LogForwarder APl (&, O% % Loki ICERET B L D ICBREINT WS,

o VAT ALIFE, ROLIBR2MBABAD A Vv E—IDT7OY V% Loki ICEET 5, LLTICHIAE
~LET,

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oc logs -n openshift-logging -l component=collector * AA1¥ 3% &, V75 R4—RDIL Y
=071, ROWTNHDIZT—A Y E—I5ELITIERTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—JDHl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd TS—X v t—DHl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”
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CDIZ—REFEGANICERTIINET, L& XIE. LokiStack BRYIAH Pod TUTZTW&E

ER

Loki RYAHLTZ—X v E—T DH

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e LokiStack CR @ ingestionBurstSize # & U ingestionRate 7 1 —/L RZEH L X7,

2]

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki
namespace: openshift-logging

spec:

limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9

#...

ingestionBurstSize 7 1 —/IL Ni&, T4 A MN)Ea—49—L ) hZ&iliARO—hI
L— hHIBRY Y TV A X% MBEMTERLEY, COERFRN—KYIYFTY, 2D
Ex, PR EETIDDTYy Va2V IR MNTREINZIEROATYA XIHRELE

¥, ingestionBurstSize fEL Y KX WE—) J TR MNMIFHATETEHA,

ingestionRate 7 1 —JL K&, 1#WHYICRYIAFZFNZ T Y TILOKRKE (MB BI) IC
W2V T MHRTY, OVDOL—MAFIREZBATVWRICENDIDLLY, LIS —H
OJDREEEBRITIRE. L—MIRIS—DRELEFT, AFTTEEPFHIRELY DR
WIZEICRRY, YZXFAREOIEL, 2—F—DODNARLTIZ—HIBRINET,

33.0075—MNDNZTNa—FTaVT
ROFIEAFHRALT, V75R9—LE0OT7 75— DM TN a—FT 4V T5THIIENTETET,

3.3.1.Elasticsearch 7 S X9 —DREEMUR T —F ADNKICR>TWS

12UEDTSA7)—v—REZDL T AL/ —RIZEYYETShFRA, TOT7S5—MDLS
T a—F4 75T, ROFIEAFALET,
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BV b

ZDORFa2XAYMO—EDIY Y KiE, $ES_ POD NAME ¥ T L Z#% & L T Elasticsearch Pod %
SHBLET, CORFa2AVIMILOAY Y REEZEIE-LTHYRITZEEIE. COTHA
Elasticsearch 7 5 249 — LB RMEICKRET 2ELIHY FT,

ROy RAEERTT 5 &, FIATREL ElasticsearchPod # ) R RRRTEE T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRINTWS Pod DWTFNHEERL, ROIT Y K%E3EFTL T $ES_POD_NAME Z# %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>
O% 2 RTS$ES_POD_NAMEZH ZFRATESLDICRY F LT,

FIR

1. JROOY Y R%ZFEITL T, Elasticsearch 7 5 A9 —DEEMEE=F v I L. V75R9—D
status DENFTHD T E=ERLET,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health

2. 0 RODAT Y RAERFTLT, V75RY—IZBMLTWE/—RKREYRIMNRRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

3. kDAY Y RAEEFTL T, ElasticsearchPod #! X kL. BIORFTYy 7OOAYY KHAD ./ —
REtEBRL £,

I $ oc -n openshift-logging get pods -| component=elasticsearch

4. —ERD Elasticsearch / — KBV S RH—IZ&ML TWARWEEIX. LTOFIEEZEITLET,

a. ROAT Y REZETL, HAO%HESEL T, Elasticsearch ICY A9 —/ — RKANBIRI K TW
I EEHELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

b. RDATY FERTLTHAZHE L., BRINALTYRAEI—/— D Pod OF7ICHEN 7
WABEER L 7,

I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

c. DAYV REERITLTHAZEERL, 77R9—IZ&MLTWAW/ —RoOJICHEE
DNERWHESERLE T,

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging
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5 IRTD/ =KDV ZAY—ICZMLTWBIGHEIE, ROAXY FeERT L THADZEHERL.
PZ29—HDOERNMEDI D ERELETT,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

A Y ROHANBWGEER. VAN —TOEIANMREFOIRVICL>TEELTWS
N FBLELTWSHBEENHY X7,

6. ROAX Y RZRTL., HH=HEL T, REBEFDIRID’HEHNEI D =HELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of pending_tasks

7. RBBDIYR I DB HBHEIE. TORAT—YRAEERLET, TORT—YALZEILL, 75
A=) ANY) —dhDFZEE, TOFFEFELE T, YAN) —BEIE. 77 R9—DHA
APMDBERICLVEARYFET, REFDIRIDRAT—IANEEINLZWGEIX. AN
=M=l TWBZEHbMY T,

8. VAN —=HDELELTWVWRLIICRAZEHEAIF. ROV REETLTHNDERER
L. cluster.routing.allocation.enable {fE%* none ICEREINTWVWENE I DN EHRL X T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty

9. cluster.routing.allocation.enable {fEA* none ICEREINTWBIHEIE, ROOAT Y REETL
TalllZELEY,
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'

10. RDOATY RZXRTLTHANZER L, FERVWA VTV IADHEINEI N EHR LT,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

N ATy IADNFEERFVNGEIE. UTOFIEEETLTHEDA YTy I RERLLLET,
a. ROAXVRZEZEITLTHFyvoasxo)T7LEY,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

b. ROATY FZRFTFTL T, EYHTOEABATERHZECLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

c. DAYV REZERFTLT, IRTORY7AO—-I/ILIEE%HIBKRLZE T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE
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d ROAT YV REETLTHYMI LTI N EBPLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

2. BIRDFIETHREDS VT v I ADBLLBLRWGERIF. 1 VT v I A%@EBICHIBRLZET,
a. ROAT YV REEFTLT, FWAVTY I REERELET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. ROAY VY RAERIFTLT, ZFWA VT v I R%HIBRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13. KBOA VTV IADRL, VS5RIY—DRAT—IADNKDFEEIE. T—4 /— RTHEMIC
Jﬂ% Ekiiﬁﬁb\b\b\jT\I\t’s\l\b\%ﬁﬁﬂb L/ i'ﬁ'o

a. ROOAY Y REZETL T, Elasticsearch JVM E—T7DFERAEATUVNE I D EREEL
_a—o

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

J< > KT node_name.jvm.mem.heap_used_percent 7 1 —JL RZHEEEZ L. JVM
E—7EREEHRLFT,

b. HEN%S W CPUNBRWAZHEFRELF T, CPUFBHAERDFMIE. Red Hat OpenShift

Serviceon AWS R¥a XV hD =24 )Ty aR—ROFER] #5BLTLKEX
LN,

BTG IR
o E-HNYUTH v aR— KOS
o RIFLIIHFEDISAI—RAT—HRAAEBIET S

3.3.2.Elasticsearch 7 S 29 —DIEEMNINEBTH S

1D2UEDTSA4X)—2+v—RDLTY AT v— KA/ —RNICEYHTShEEA, ClusterLogging
ARH LYY —Z (CR) D nodeCount (EAXFAEL T, /—R#HEEPLET,

BEEE IR
o KRFLIIBEBDIZTAY—AT—HRA%IEBIETD

3.3.3. Elasticsearch / — KD T 1 R DR EKESICEL
Elasticsearch 1&. REKESICET S/ —RNICYvy—RA2EIY Y TEHFA,
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)

CDORFaAYMD—EDIT Y KL, $ES_POD NAME > = )LZE# % £ L T Elasticsearch Pod %
SRLET, CORFa2XYIDHATY NZEEIE-LTHYNMNITZHEIE. COEH%

Elasticsearch 7 5 249 —ICBWRMEICKRET 2HELIHY FT,

ROOAT Y REEFTT B L., FIARREAR ElasticsearchPod 1) A RRRTEF T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRMINTWS Pod DWIFNMAEZERL, ROIT Y RAEEFTLTSES_POD_NAME B %% E L

7,
I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > KT $ES_POD_NAME Z¥ % FHTE 2L dIcRY F L,

FIR

L xDOYY RAEEFTL T, Elasticsearch 7T 7O/ IhTWa ./ —REHFELET,

I $ oc -n openshift-logging get po -0 wide

2. RDARVRZEFRITLT REYVETOYvy— R HEHDEDIDZEHBLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

3. EEEUUJ:':'CO)*/v—I\b‘%éiZ— . RDAYY REERITLT, &/ — DT RVBELE

I:Ilb\ L/ i _a—o

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o

jsonpath='{.items[*].metadata.name}"; \
do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

4. AY Y RHAT, Used2®ERL T, TD/—RTHEAINTVWSET1 RIDEIGEHRL

ER
H A B

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

FREAT 1 RV DEIEN 85% ZHBA 53561, /— NIMEEEEZBATSHY.

D/ —RICAYVETONRIRY XY,

Ty — KNP
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5. IRED redundancyPolicy =529 2 (CId. ROAYY REETLET,

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') ¥V —XZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

2 5 X4 — redundancyPolicy {E4* SingleRedundancy {E & Y KX WFEIE. Thi
SingleRedundancy fEICEEEL. COEREZFFLET,

6. FIRDFIRTEENER LBEWSZEIE, HWA YTy I XZHIBRLET,

a. ROAT Y RAZEITL T, Elasticsearch EQOTRTODA VT Y IV RADRAT—Y A&MEERL
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YTV VATHIBRTE 2L DERFELIT,

c. ROARVY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4.Elasticsearch / — RDT 1 AV EKESICELE

Elasticsearch I&. BEEBEIELL/ —KH S, BEEEOLZIWEFIREZBATWAWT 1 RV EHE
DEWN—RIZYy—REBEBELLDIELET,

S —REBED/ —RICEYHETZICIE. FO/—REDAR—REBRT ZBEIFHYET, T4
AVREEEYCT IENTERWGEIE. FILWTF—9/—REISRY—ICEBMT DI, V5RY—
BEIRMER) D—ERBO L THTLEIL,

Ev b

CDORFa AV MD—EDIT Y KL, $ES_POD NAME ¥ = L ZE# % £ L T Elasticsearch Pod %
ZHRLET, CORF2XAVIDLAYY REERZEIE—-LTHYMITZHBEIE. COTH%
Elasticsearch 7 5 A9 —ICEMRMBEICRET D2HELHY FT,

ROOAT Y REEFTT B L., FIATRELR ElasticsearchPod 1) A RRERTEF T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRINTWS Pod DWIFNNAEZERL, ROIT Y REEFTL T SES_POD_NAME B %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > KT $ES_POD_NAME Z¥ % FHTE 5L dIcRY F L.
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FIFOAX VIO TN a—FaT

kDO Y RAEEFTL T, Elasticsearch 7T 7O/ IhTWa ./ —REHFELET,

I $ oc -n openshift-logging get po -0 wide

B/ —RDTARIVBEEHRLET,

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

ISR —NINRSVRAINTWBEDNEI D EHR LT T,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

A9 Y REAICY vy — ROBEEBENTINTWBIESIE. RaKESEBITVWET, ZaK

EEDT T+ MEIXZO0% TT,

L IRTD/ —RDTARIVBEZE P LET, T4 RAVBEBEEP T I ENTERWNGEIE,
FLWT—8/—R%EISRI—IEMTED. VR —DETRER) —%@5 LT

HTLEEW,

. IRTED redundancyPolicy =29 2 ICid, ROOATY RZETLET,

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') V —XZFRA L TW2HAIF. ROOATY RZ2ERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

VS5RE— redundancyPollcy {1 SingleRedundancy fE& Y KX WIFEIE. Thz
SingleRedundancy fEICEEEL. COEREZFEFLET,

. AR DOFIETREN R L AWEEIF, WA Ty I XA ZHIBRLE T,

a. JROAT Y RAZEITL T, Elasticsearch EQOTRTDA VT Y I RADRAT—Y A&MERL

i’a—o

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YT YV ATHIBRTEZ2LDERFELI T,

c. ROARVY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. Elasticsearch / — KD T 4 R 7 B W (FVOEEEITEL /=
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Elasticsearch &, MEHHIEEFNDZITARTOA VT Yy VAR L THAMYERDA Ty 270y
I HgEIRICEBE L E T,
o 1DUEDYY—RA/—KRICEIYKTOHNET,
o 1DULEDTFARIDN WoIEVDEEME #BATWET,

ZDT7S5S—MDMNSTIYa—F4 0 T%5THICE. ROFIEEFEARALET,

)

CZDORFaXY hD—EDOAT Y KiZ., $SES_POD_NAME ¥ = JLZ# % {# /A L T Elasticsearch Pod %
SRLET, CORF2AVIMLHIATY FZERIE-LTCHYMITZHEIE. ZOEH%
Elasticsearch 7 5 24 —ICBMRMEICEET 2ELNHY F T,

ROOAT Y REEFTT 2L, FIATRELR ElasticsearchPod 1) A RRERTEF T,

I $ oc -n openshift-logging get pods -| component=elasticsearch

JZRMINTWS Pod DWIFNNAEZFERL, ROIT Y REEFTLTSES_POD_NAME B %% E L
i’a—o

I $ export ES_POD_NAME=<elasticsearch_pod_name>

J< > KT $ES_POD_NAME Z¥ % FHTE 2L dIcRY F L.

FIE
1. Elasticsearch / — RKDF 1« A V$EBERMES LT,

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. YV RHEAT, Avail Iz L T, TD/ —FEDEE T RIVREBEZRAL TS,
A5

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3IRTD/—RDTARIVBREZE P LET, T4 RVBEBEEP T I ENTERWNGEIE,
FLWT—8/—R%EISRI—ITEMT 2D, VR —DEETRMER) —%@5 LT
HATLRIW,

4. IRED redundancyPolicy =529 2 ICIE. ROATY REETLET,
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$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

9 5 X% —T ClusterLogging ') ¥V —RXZFRA L TW2HAIF. ROOATY RZERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

4 2 X4 — redundancyPolicy {7/ SingleRedundancy fE& Y XX WE&IE. Thi
SingleRedundancy fEICERE L. COEEZHFREFELET,

5. AR DFIRTREN R L AWESIE. WA YTy I X ZHIRRLE Y,

a. JROAY Y RAZEITL T, Elasticsearch EQOTRTDA VT Y I RADRAT—Y A &ML
x99,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YT YV ATHIBRTE 2L DERFELIT,

c. ROARVY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

6. T4 RVEEOEBEEREHITET., FHAINTVWET A RIVBEN 00% 2 TFE>75, K
DAYV REEFTLT, TO/—RADEIAADTOv I ERBBRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM E— 7 {EHEHNZ L\

Elasticsearch / — R Java RIEY > ¥ (WM) E—TF X E ) —DEAEHN 75% 2BATWET, £E—
THA X AHEPT ZEHERETLTLEIL,

337. &£ AX VTV AT LD CPUDNHW

J—REDVRAFTLDCPUFHEIERVET, V5RAY—/—ROCPUEBRELET, /—K~
BYHTBCPUNY —REBPITIEEZRFTLTLEIWN,

3.3.8. Elasticsearch 7Ot X ® CPU A'&m WL

/ — RT® Elasticsearch 7Ot XD CPUBHEN’ERYET, V5RAY—/—RKRDOCPU =2 L
F9, /J—RAFYHTBHCPUNY —REEOTZEERETLTLEIL,

3.3.9. Elasticsearch & 1 R VBEHATRELTW5S

BEDT 4 AVEHEICEDWT, Elasticsearch 5% 6 BEILKNICT 1 RVBEITRET 3 & FHIX
NTWEd, TOT7S5—MDISTIYa—F4 Vv TETIICE. ROFIEEFRALEFT,
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FIR

1. Elasticsearch / — RKDF 1« A V$EBERMEBS LT,

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. A%V RHEAT, Avail =R LT, 20/ —REDEET A RVBREEERELE T,

H A B

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/dev/nvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3IRTD/—RDTARIVBEZE P LET, T4 RVBEEZEP T I ENTERWGEIE,
FLWT—8/—R%EISRI—IEMTZD. VR —DETRMER) —%@5 LT
HATLRIW,

4. IRED redundancyPolicy =529 2 ICIE. ROAYY RZEETLET,
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'
9 5 X% —T ClusterLogging ') V —RZFRA L TW2HAIF. ROOATY RZ2ERTLET,

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

4 5 X4 — redundancyPolicy {E7%" SingleRedundancy fE& Y XX WE&IE. Th%
SingleRedundancy fEICERE L. COEEZHFREFELET,

5. AR DFIRTEEN R L AWESIE. WA YTy I X ZHIRRLE Y,

a. JROAY Y RAZEITL T, Elasticsearch EQOTRTDA VT Y I RADRAT—Y A &MERL
9,

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. WA YTV IV ATHIBRTEZLDERFELZT,

c. RDARVY REEFTLTA VT Y I R%ZHIKRLET,

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

BIER R
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o KRFILIIBEBDIZTAY—AT—HRA%IEBIETD

3.3.10. Elasticsearch FileDescriptor DfEHE A H LY

BECERERAICEOWVWT, /—RTFHINDZ 7 74 LB FORIETHTIEHY FH A,
Elasticsearch 7 7 4 JLERiRF D KF 2 X > MDFERABICHE > T, &/ — KD max_file_descriptors D&
HHERLET,

3.4.ELASTICSEARCHOJ XA N7 DR T—4 ZADFKR

OpenShift Elasticsearch Operator D 2 7—4 2%, #% < @ Elasticsearch AV R—R ¥ N & RRTE
x7,

3.4.1. Elasticsearch O A N7 DR T —H ADKRR

Elasticsearch O A R TP DAT—H A KRR CEET,

AR

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
ncTwa,

FIg
1. kDAY Y KAERETL T, openshiftlogging 7Oy ¥ MIZEBELEY,
I $ oc project openshift-logging

2. AT RAERFRTBHICE, UTF2ERTLET,

a. JROOAT Y REZETL T, Elasticsearch AT A RNFPAVRYVADZEEREBLET,

I $ oc get Elasticsearch

H oAl
NAME AGE
elasticsearch 5h9m

b. DAYV K%ERFTL T, Elasticsecarch A AN DRT—9 A%=BELZ T,
I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml
UFICHZERLEYS,

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml

HAIE, UTFO& S RIERIEENET,
H A5

I status: @)
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cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™

conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all

@ tLNostatus I VHIL. USRI —RATF—FADT A — L RERRINET,
@ CElasticsearch AT R R T ORF =4 .

o TUTATRTZAT)—v— RO

o TUT 4TI v—RDE

o HMELINZYv— RO

® Flasticsearch AT AR T7DT—4 / — RKDE

e FElasticsearch QT A K7D/ — RDEFHK
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o REBHRDYRYUDE
® Elasticsearch AY' A N7 DX FT—4 RX:green, red. yellow
o RIEYHBTOYv— KD,

g AT —4 RIREE (H BIBA). Elasticsearch AT R RN T7DRAF—4 Rid, Pod 2RET
ERDSBEICAT Y 1 —F—MoDEHEEZRLET, UTOKRRICEELA X
Y MARRINET,

® Elasticsearch OV A M7 H LU TOF > —aAV T F—0OEA %DV TF—H1FH
LTW3,

® F[ElasticsearchOZ A N7 E7OFxY—aAVFF—OEATIAVYTFHF—IKRTL
7=,

o Pod BRIV 1—ILHRATH S, o WK OHDDORBICATIREERIN
TWEY, #Filld, KAV E—TJDY VTN 2SRBLTLLEI W,

Q Elasticsearch O 7'ICI&, upgradeStatus DV 5 A4 —HD / — KBPREINE T,

© 7529 —MH2 Elasticsearch AT R TDIZA TV b F=5, BLUT2R
4 — Pod, failed. notReady. Z7-|3 ready REEDTFICY XA PRRINET,

3.411. K& A v £— (condition message) DY > FIL

LAFIE, Elasticsearch 41 Y A4 >V A D Status £ a vHLD—EDREX vy - DHIICARY F
ERR

LTFDRTF—=HZAAvE—=IlE, /—RDOBREINALBEEELZBATEY, Yvy—RKHZD/—RIZ
YK TonhBWwWI EaRLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UFDRAT—=FZAXyE—YiF, /—RFIRESNESEEEZBATEY., Yv—RKiMbBD/ — FIC
BEBIELONBIEERLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.

reason: Disk Watermark High
status: "True"
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type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

RDAT—HAAy =T, BRI LYY —RX (CR) D Elasticsearch A A NF7D/—RKEL V4 —
NISAI—HNOED/ —REB—HLABAWZ EZRLET,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

RDAT—H A Ay t—TF, Elasticsearch @4 X b 77 CR HB*1F1E L % LN Persistent Volume Claim
(PVO) #FAHALTWEZEERLET,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

RDAT—H AAyt—TF, Elasticsearch A AN TV S A —ICARER) >—%HR—K 5D
It/ — KRB RnwWZEERLET,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

CDRAT—HZAXAyE—JF, 95R4—ICavybhO—ILTL—Y/—RKHSZTEBEERLTVE
£

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

52



FIFOAX VIO TN a—FaT

LTRDAT—=FZAAvE—UE, MALD & LAEED Elasticsearch A AL =Y THR— K I AW
ZE&=z=RmLEY,

UFIChZERLET,

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z2"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason 5 LU type 7 1 —IL RiE, Y R— P RARADEEDY A THIBELET,

StorageClassNameChangelgnored

ARML=YOSREDEENMYR— I TWEHA,
StorageSizeChangelgnored

ARML=SHAXDEENMYR— I TWEEA,
StorageStructureChangelgnored

—BRAML—YEKGERA ML —VUBERTOEENM Y R—FIhTWEHA,

BF

—BERAMNL—UDSKER ML —TICHIYE X S £ O IC ClusterLogging CR % 5% 7€
L&D &9 % &, OpenShift Elasticsearch Operator (kiR 1) 2 —AER (PVC) %
ER L F A% KigR ) 2—L (PV) IFEERL FH

A, StorageStructureChangelgnored 2 7—% X % HlIff ¢ % (CIF. ClusterLogging
CRADEEATICEL. PVC ZHIRRT 2ELNHY £,

342. 0 ANP7AVER—RXY NDRAT—H ADRNR
HEZL{DOFANFAVE—RX YV NDRATF—Y AERRCEET,

Elasticsearch4 7 v 7 X
Elasticsearch 1 Y T Y ADAT—H A ERRCEZET,

1. Elasticsearch Pod D&FiZ=EE L £,

I $ oc get pods --selector component=elasticsearch -o name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. AVTYIADRAT—Y A EBMELET,

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
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H A B

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRqgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

OJ X k7 Pod

54

AJANT7ZRANT B Pod DRAT—FRERRTEET,

1. Pod DERZEEL XY,

I $ oc get pods --selector component=elasticsearch -o name

H A B

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. POdDRAT—9 R ZHRBFLET,
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HAIKE, UMTOLDBRT—F RABHRAEFEFNET,

H A B

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2
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State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

OJAMNL—Y PodF70O4 XY MNRE
AJZAMNT7DTTOAAY MREDRAT—Y AERRTEET,

L F7O4 XY PREDEZRIZERELET,
I $ oc get deployment --selector component=elasticsearch -o name

H A B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. TTOAAY NEREDRAT—Y A EMBLET,
I $ oc describe deployment elasticsearch-cdm-1gon-1

HAIKE, UMTFDLSBRAT—9 RBE®RAZENET,
Al

Containers:
elasticsearch:
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Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>
OJRA7OLTY Aty b
AJRNT7OLTYAhEY N\ORT—FRERRTEET,
L L7 Aty hOZRIZRBLET,
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. LTV AhEY NORT—9REBBLET,
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495

HAIKE, UMTFDLSLBRAT—9 RE®RAZENET,
palyl

Containers:
elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957455d6908e7b1
c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch 7 2 A9 —DRAT—H X

OpenShift Cluster Manager M Observe 22 3 > ICH B4 v ¥ aRh— RIZIE, Elasticsearch 75 R
Y—DRAT—HANKRINET,
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OpenShift Elasticsearch 7 2 A4 —D X7 —4 XA Z=E1F9 % 1C1E. OpenShift Cluster Manager M
Observe 7> 3 vIlH 34 v > 17”-— K <cluster_url>/monitoring/dashboards/grafana-
dashboard-cluster-logging IC7 7 A L %9,

Elasticsearch A7 —% X714 —JL K

eo_elasticsearch_cr_cluster_management_state
Elasticsearch 7 S 29— X —I RHh, Ix—Y KA EARLET, UTFICHERLET,

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0
eo_elasticsearch_cr_restart_total

Elasticsearch / — KA GEEAZEDHRE., O— 1 Vv IVBREH. FLERA TV a1 —ILINBEER
E. BEFHLAOE#MERLET, UTFICHAERLET,

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
Elasticsearch 1 7 v % X namespace D AR RLE T, UTFICHZRLE T,

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
% namespace DL A— RYZXRRLET, UTFICHlZRLET,

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

Secret Elasticsearch 7 41 —JL RAAR DO SHRVA, BEWHI Ay E—T

Elasticsearch I admin-cert. admin-key. logging-es.crt. X 7-|d logging-es.key 7 7 1 LAY /R W\ 15
B, YV aR—RIZERDFDE I BRRAT—H AA Yy E—INRRINET,

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,
logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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g4EOFVYT

95 249 —EEEIL, Red Hat OpenShift Serviceon AWS 7 S R4 —|COF¥ VY%7 704 L. Th%
FALT/—RYRFLEEQY, 77U 5—Yavavs+—ay,. AVISANSI9Fvy—O0%
INESLVENTEEYS, V75R9—LEDRedHat ’BETZO7 A ML —IURE, BIRLAOTHS
IKOJAEETEET, 770430V ML =YY ) 2—2 3 VIR LT, Red Hat OpenShift
Serviceon AWSWeb I vV —JLZE 7/l KibanaWeb AV Y —I)LTAY T =Y %A #HELTZIEHTE
9,

yz o-1o)
KibanaWeb 3>V —JLIZIREI R > THY, FkonosY ) —XATHIBRINSF
ET\‘TO

Red Hat OpenShift Service on AWS 7 5 2 4 —E & (£, Operator Z{FRALTOF¥ > J %7704 T
TEY, FME. OF U ITDA VAL ZBRBRLTEIL,

Operator l&, AFX >/ DF7O4., 7y 7TJL—K, BLPRFAEEHLE T, Operator &1 VR
h—JL L7=%IC. ClusterLogging 1A% L)) Y —R (CR) /K LT, OF Y pod BLVAFV Y
HHR—NTEEOICBEREOMDY Y —R%ERX5221—)LTEXT, ClusterLogForwarder CR %
EE LT, IN&ET207E, TOEBBAES L VERELEZEBEET LI EEHETEET,

R

MER Red Hat OpenShift Service on AWS Elasticsearch A7 X K 7 IXEBEEO /DX 217
BANL—UBHLAWZD, 77 4)0 b TEED VIEWER Elasticsearch 41 Y 24~
ZIRBEINZEA,. BEEOV % T 7 4L NDRER Elasticsearch D7 X M 7 ITEET 2
WENHD%BE (Kibana TEEOJZRTTHRE) F. BEEOJDOOT A N7 ADRE
THAINTWSE LIS, OVEEAPI ZFATLI2HUENHY X,

41.0F VI 7—F7T0Fv—

AFXVJOERIAVR—R Y MIRDEBY T,

Collector

JL 24—, Pod %% Red Hat OpenShift Serviceon AWS / — RKIZF7O/4$5575—FEv v b
TY9, &/ — Ko/ 7—49%R&EL. 7—9%52ZHBL T, FEINLEHDICEELET,
Vector ALY 9 —F /< IIMFED Fluentd AL V¥ —%2FHTEFT,
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Fluentd (ZFEHEEE LR >THY, 5D —XATHIRINS FETY, RedHat
&, WEDY ) —ZADSA T7H A 7IRICEDBEEDNTEBEEYR— NEEHLE
A, TDHEEEIFILRI N AY F L7z, Fluentd DY IC, Vector Z{FHTX
i’a—o

aOJAxN7

OJRARNTIIDAOO T TFT—9%REFEL, O 747—45—DF 74N NODHEATY, T7 =)
N LokiStack A4 X k7. fEFD Elasticsearch A A N7 AFERLEY. BIONEEROT R NT
IOV %=EE LY TEEY,
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Logging 5.9 J 1) — X2, OpenShift Elasticsearch Operator O&E#/NA—> 3 V EEF
nTWErtA, OF¥ 558 Tl J—REIN7 OpenShift Elasticsearch Operator %
WHEFALTWSI5A. Logging5.8 M EOL £ THIX#X Logging THBEL £ 9,
OpenShift Elasticsearch Operator 2L TCTF 74 /) MOATZA N L —Y 2 EET
RHY I, Loki Operator A TE X9, Logging®Z4 744 7IDOBEMICD
WT., F¥#Ml Platform Agnostic Operator #5888 L T 72X L,

CIE: (4
UIJIVR—XV I aFERLT, OJT—YDHREMRTZRTTEIT, Uk, RESINEOT%
BB, VTV — BIURTTZEODTIZTAANA VI —T A RA%RH LT T, RedHat
OpenShift Service on AWS Web 3> Y —JL Ul [&. Red Hat OpenShift Serviceon AWS O3>V —Jb
TS3TAVEBMITEIETREINES,

pz o-1o)
4 KibanaWeb v Y —JLIFIRTEIEHE L L>TH Y., HEkons) ) —XATHIKRI N
53FETY,

O¥Xv/Jikarvs+—aos&/—RaysRELET., IhLIERDYA TICHEINET,

FrYVr—avny
PSRRI —TEITIND, AVISAKNS)FYy—AVFTF+—TTI)5r—avaRGa1—Hy—7
T)r—vavickoTERINZ IV T FHF—OY,

AYIZAMS9Fv—0YT
1> 7 2R MZ 7 F+¥— namespace (openshift*, kube*. Z7z|d default) IC& > TEHR IO Y
TFHF—oAd, 8L/ — K HDjournald X v 2—,

BEBEnY

/var/log/audit/auditlog 7 7 1 JLILIREI N D/ — REEI XA T LA TH S auditd ITL > TERS
/=0 7. auditd. kube-apiserver. openshift-apiserver t—EX, 8L UVEMARIHZEIE ovn 7
avzy khsoay,

BTG IR
e WebIdVVY—ILICLBO7 DAL

42. O 707704

EIEE L, Red Hat OpenShift Service on AWS Web > Y —JL & 7z I& OpenShift CLI (oc) A L T
Af> %7704 L, OAF >4 Operator 54 YA =)L TEZXF, Operator i&. OF > J/DF70O
14, 7y L—R, 8LCRFEELHLET,

BEESILIOT7 ) r—YavRARER. ZRR7I/ERAOHZ IOV hOOTERRTEET,

421 AR LYY —20OF VT

% Operator IC& > TREINLARI L)Y —R (CR)IYAML 7 74 )LEFEAL T, O¥r /0770
IXV M ERETEET,
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e ClusterLogging (CL) - Operator =4 > X h—JL L 7=1%IZ. ClusterLogging 1 X% L) —
Z(CR) AR LT, OF vV pod BLUVAFXF YV T EYR— KT BDITBHERZDMD Y
Y—RA% ATV a1—)LTEZET, ClusterLoggingCRIZOAL V94— 740 —4—%F704
LET, ME. ol ELELEK/—RTETINTVWERT—EVEY MIL>TEEIh
TWZF 9, RedHat OpenShift Logging Operator (£ ClusterLogging CR 2B L. ZHITib
LTaF¥Fv7o77a4 XAV bR LET,

e ClusterLogForwarder (CLF)- 1—H—REIEICAJ ZEET 272D VY —BEEE
’52 L/ i’a—o

Loki Operator:

° LokiStack Loki 7 224 —%0O7 A K7 ELTHIEIL. Red Hat OpenShift Service on AWS
DB EEFEALTWeb 7OF—%FHL T, “ILFTFHrI—%@HLET,

OpenShift Elasticsearch Operator:

pa )

N5 CR I, OpenShift Elasticsearch Operator IC& > TEKRB L UEEBINE T,
Operator ICE > TEEZINRVWRY, FHTERIITEFHA,

e Elasticsearch - Elasticsearch 1 YRAY YR &F 74 hOOTRA N7 ELTHREL, 704
LEY,

e Kibana- O/ DHKRFK, VT —, RREEITT3LDICKbana 1 VRAYVRAEHREL, TF
a4 LZxd,

4.3. RED HAT OPENSHIFT SERVICE ON AWS [CH##E XN 5
CLOUDWATCH

RedHat &, OF v/ D=—XICAEHETAWS CloudWatch VY ) a—>avaFRATAZIEEHREL
i-a—o
43.1.0FX Vv ITOEMH

MEBOOJRY YV %EKRANTBICE., RKEDAVELI—KN)Y—REAML—IUHMETY, b
. V50 RY—ERDI7 A= ICEKEFELTWBRBENHY ET, IVEa1—M) Y —XDEHIE 48
GBUEMNSTYED, AMNL—UDEMHIZ 1600 GB UL EICAZAIEMELHY T, OF VI RI v I
T—h—/—RTEFTINZLO, EAFAERAT7—7O0—-R) Y-’ EPLET, Th5DT D
5, MEBOOJRY YV %ERANTBE VR —DERIXMAEMLET,

RDRFTv S

e FEIX. O D Amazon CloudWatch ANDExE ZSB L TLEI W,

4.3.2. JSSON Red Hat OpenShift Service on AWS Logging ICDWT

JSONOF VU %FEHAL T, JSONXFEIA#EEILF T 0 MIBERT D LD ICAJTERE AP %5
TXZFET, UTOYRIVEEFTLET,
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e JSON O 7 DfE#r
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® Elasticsearch ® JSON O Y 5F—4 D
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4.3.3. Kubernetes 1 N> N DINES L VEE

Red Hat OpenShift Service on AWS 4 XY hL—4 —[E, Kubernetes 1 XY hZEHL. Thid%
Red Hat OpenShift Service on AWS Logging IC& > TIRETE 2L ICOJICEEERT % Pod TY, 1
RY M= —RBFEBTTIOATIBELIHY ET,

L. Kubernetes 1 XY FDINES L TREFE 28RBLTLEI W,

4.3.4. Red Hat OpenShift Service on AWS Logging D b 5 7)o a—F 4V JIZDW
<

ROYRVERGFTLTCAVOBBEE NS TV a—F 1 VI TEET,
e OFXVIJRT—HADRKRMR
o OJRARNFDARAT—4HADEFR
e OXVIJT7Z— hDIEME
® RedHatHR—MNRAOOFVIT7—5DIRE

e CriticalAlerts D NS I a—F4 VY

435 74 —ILRODIT Y AR—k

OXVIYRTALE 71— IVREIZIVRR—MLEY, TIVRR—MINET7s—REOJLO—NR
ICTF7E L. Elasticsearch & £ U Kibana M bHRETEX X7,

FHME. 74 —ILRDIVRAR—F ZBRLTLEIW,

436. 1RV MNDIL—FT 14V JICDWVWT

ARY M=% —F, OF U JICEL > TUET X % £ S IZ Red Hat OpenShift Service on AWS D A N
VREERTDBPodTY, ARV KL= —EFTRTODTAI Y "DOSARYMNEREL, Th D
% STDOUT ICEZAHAE T, Fluentd iFZN5DA RV M EIE L. FN 5% Red Hat OpenShift
Service on AWS Elasticsearch 1 ~ 24 > ZZ#riX L £ 9, Elasticsearch &4 X M %& infra{f >~ 7T v
GRA VT I AELET,

ARY NLV—Y—ZFETT IO T I2RELNDHY £,

ML, Kubernetes 1 XY FNDINES L GREFE 28RB LTI,
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BSEOXV DA VAN
Red Hat OpenShift Logging Operator #4 Y XA h—JLLTAF¥F Y I %7704 TE £ 9, RedHat
OpenShift Logging Operator (EAFX Y V24 v 7 OaAVR—2Y M aERR L. BEBLE T,
Pz
O¥ > 7k, 27D Red Hat OpenShift Service on AWS & EE2R %) Y —XH A UL
T, AVZAM—I)LAERIVR—3 Y & LTREINF S, Red Hat OpenShift
Container Platform 54 ZH A4 IR — 3V —XOEHRMEEHER L TWET,
HE

HIBA VA M—=ILDIFEIX. Vector & LokiStack Z{FEA L T XL\, Elasticsearch &
Fluentd IZFEH#ER &Y, SO ) —XATHIRINZFETT,

5.WEBIJ>Y—I)L%{EHL TRED HAT OPENSHIFT LOGGING
OPERATOR A4 YA M—IL T 3

Red Hat OpenShift Logging Operator I&. Red Hat OpenShift Service on AWS R L TA ~ R h—
IWTEZET,

=S5
o THEEWERND S,

® Red Hat OpenShift Service on AWSWeb 2V —JLICT7 V ERXTE %,

FIR

1. Red Hat OpenShift Service on AWS Web O~ —JL T, Operator - OperatorHub =7 ') v
7LFT,

2. Filter by keyword 7R v 2 Z(Z OpenShift Logging & AL £ 9,

3. FAABEAR Operator @) X kA5 Red Hat OpenShift Logging %#3&R L. Install 2 1) v &
LE9.

4. role ARNTHFRAKMT74—JLRIC"no role_arn" EAAALET, 75 RY—DEED ARN IFHE
HYFHEADN, A VA= TOERA%EHITT SICIE role ARNTFR M7 4 —ILRICEEA
NI ZHRELIHY T,

pa 3

role ARNTF A M7 14 —JLRIE, STS%EHT % ROSA VS RY—ICDHER
4 IhZxEd,

5. Update channel & L T stable-5.y Z##iRL £ 9,
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stable ¥ ¥ ®JLIE. Logging D& ) —RAaWRETIEHFOHERELF
¥, LIRIDY) ) —ROEHEFIESHMEZETHICE, TRV TFTvavFex
L% stable-x.y ICEB T 2UENHY ET, xyld. 1 VA=) LOTD X
Vry—N—=U3vERAFT—N=UarviERLET, L& XL, stable-5.7 T
ER

6. Version &R L £ 7,

7. Installation Mode T A specific namespace on the cluster?MBIRINTWB I & 2R L £
E

8. Operator recommended namespace 7' Installed Namespace T openshift-logging IC% > T

\/\%) t%ﬁ&;b L/i-a—o

9. Update approval #3&R L £ 9,

® Automatic A b 57—k Y, Operator Lifecycle Manager (OLM) I&FT#R/N\—2 a3 U A
FAAREIC/A D & Operator * HFIMICEH T E T,

e Manual X b T 7Y —I[CI&, Operator DEHF 2 &R T 57O DBV ARFRAIERZFOI—
Y- BETT,

10. Console plugin T Enable %7z (& Disable #ZER L £ 7,

N Install #20)vy 2 LXY,

1. Operators — Installed Operators X— < ICt]Y B X T. Red Hat OpenShift Logging
Operator B’ YA R—J)LINTWB I EZHELE T,

2. Status FUIC, HBDF v I —U B LV InstallSucceeded &, Uptodate EWD FF R b
NRRINTWBZEZHRLET,

B

4V A M=ILHTET T BHIIC. Operator I Failed 2 7—4% ANRRINDZIZFELNHY
%9, InstallSucceeded X v z— Y HNKRRIN T Operator DA Y A M—JILH5ET L7
BaElE. R—VEBEHFLET,

Operator 8’1 Y A h—JLiFEHE LTRRINBWEEIE. RO TNV a—FT1a v+ T>arom
WIFhHERBIRLET,

® Operators - Installed Operators R—|[CHEI L. Status ITT 5 — X XKBMOBEZHE
RLET.

e Workloads » Pods R— (L& L. openshift-logging 702 7 h® Pod TRBEAZHRE L
TWsO070FEZERALET,

52.WEB J>Y —JLA{EH L T CLUSTERLOGGING # 7Y x4 N & {ERK
ERA)
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Logging Operator &4 ~ X k—JL L7=%%. ClusterLogging h X% LYY —ZA &KL T. V5 R9—
oOJRML—o T, BLUOTIL IS —%RETIDLENHY £,
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® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

® Red Hat OpenShift Service on AWS Web 1~ Y —JL M Administrator /X\— 2RV 7 4 TIZT
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1. Custom Resource Definitions X—J ICBEL £ 7,
2. Custom Resource Definitions’*—< ., ClusterLogging%=2 v 27 LZd,

3. Custom Resource Definition details’R—< T, Actions X =1 —H"5 View Instances % &iR

LEY,
4. ClusterLoggings *—< . Create ClusterLoggingZz/7 ) v o L%7,
5. collection % > 3 > T, Collector Implementation Z3&iRL £ 7,

T

pz o-1o)
Fluentd 3R ELR>TH Y., S%DY ) —XATHIBRINZFETT, Red
Hat (X, IREDN Y —ZADSA 794 VILHICZ DEDNTIBEEYR— N4

RELF T, ZOMEEIFIERI N A< Y £ L, Fluentd DH Y IC,
Vector ZfFTX %9,

6. logStore /> 3>V T, #14 THRBIRLET,

R

Logging 5.9 IJ 1) — X2, OpenShift Elasticsearch Operator DE#/N— 3 > &
BENTVWEHA, OF Y58 TY ) —RI N7 OpenShift Elasticsearch
Operator ZIRIEMEA L TW3HA. Logging 5.8 M EOL F TH| XX Logging
THLBE L £ 9. OpenShift Elasticsearch Operator ZH L TTF 7 4L bDO Y
AMNL—YEEBEETEZRDYIC, Loki Operator ZFHTEX XY, Logging D>
47947 )VOBMICDWT, §F#id Platform Agnostic Operator 2888 L T<
EX W0,

7. Create=2 )v o LZE9,

5.3.CLI Z{#F L T RED HAT OPENSHIFT LOGGING OPERATOR %= 1 v
AM=ITB

OpenShift CLI (oc) Z=f#A L T. Red Hat OpenShift Logging Operator #4 Y A h—JLTE X7,

=S5
o THEEWERND S,

e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,
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¥
. Namespace 7 7YV h%, YAML 7 74L& L TR LE T,

Namespace -7 7> = ¥ b DHl

apiVersion: vi
kind: Namespace
metadata:
name: <name> ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

AFX Y JN—2 3> 57 UaiD%BEa. openshift- Iogging % namespace DZHICIEET 5
MHEIHYET, OF v IN—=2 3V 58 UEDHE. FROAFEZFERTEET,

2. RDAX Y R%AZEITL T, Namespace # 7V x/ b aBERALEY,

I $ oc apply -f <filename>.yaml

3. OperatorGroup # 7>z Y %, YAML 7 74L& LTHER LT,

OperatorGroup A 7 ¥ hDY > T

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

QO+ —vars7 L,LFJUOJ 54, openshift-logging namespace Z3§ET 2 REHNH
YEd, OF v IN—=Ua v 58 LIEDHE. EED namespace 2 FHATE XY,

4. LTFoav v K%=3E1TL T OperatorGroup +# 7> =7 b2 BERALE Y,

I $ oc apply -f <filename>.yaml

5. Red Hat OpenShift Logging Operator IC namespace 24 729054 79 %725HD
Subscription 7 72V MR LE T,

Subscription 7 7> & b DHl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
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spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

A¥>YJN—T 3057 L,LFJUOJ E=IN openshift-logging namespace Z¥8E T 2 WEH H
YFEJT, AOF v IN—U a3 58 LIEDHE. EED namespace 2 HATE XY,

F+ L& LT stable 7214 stable-x.y #38E L 7.

o0 o

redhat-operators =357 L £ 9, Red Hat OpenShift Service on AWS ¥ 5 24 —4%, 3E
BRI SR —EMIENZ 2y RD—IHDFIRINARETI VA M—ILINTWVWEH
&. Operator Lifecycle Manager (OLM) D& EBFIC{ER L 7= CatalogSource #+ 72 = ¥
hOEZRIZEELE T,

6. DAY RAEFEFTLT, Y72V YT ava@EALEY,
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator (& openshift-logging namespace IC41 Y A h—JILE N X
E

BREE
L UAFTOaITY REEITLET,
I $ oc get csv -n <namespace>

2. HA%EZE L. RedHat OpenShift Logging Operator A* namespace ICfF7Ed 5 Z & & HEER L

9,

i DBl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0
OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4.CLI #{#fH L T CLUSTERLOGGING # 7 ¥ NAa{ERRT 5

;@?71»#@D¥/9$Em\Emm%ﬁ%#ﬁ—hbiﬁoﬂ%@ﬁ%uourm\:y#—i
YhOFA-—ZVITEREICETRMEY IESRLTILETV

AR
® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,

e MO J Z M7 H®D OpenShift Elasticsearch Operator i1 Y A h—JLEINT W3,

e OpenShift CLI (oc) B Y &2 h—JILI N T W3,
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1. ClusterLogging # 7>z b YAML 7 74L& L THERC L £ 9,

ClusterLogging 4 7 = 7 b Df

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:

storageClassName: <storage_class_name> G
size: 200G

resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi
proxy: 9
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:
type: fluentd @
fluentd: {}

Zuils instance THHIVELHY F T,

®9

Z % Unmanaged (EE4}) IT5%

FEEOAXVIDA VAN

OpenShift Logging DEEIREE, OpenShift Logging D7 7 # )L MEAZEE T 3155 1.
ETDIENKRDOLNDIFENHY ET, L. BE

HDFFO4 %> M OpenShift Logging B x— KDREICRI N2 L TEH %215

LEtEA.
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(o

Elasticsearch MR EICHERERE, CREFRHL TV Yy— KDL Y r—2aviR) o —
BLUOKEANL—VAEBRETEET,

Elasticsearch B’& 0OV Y — XA &2 xFT2HEZEEL £7T. BERS S UREEOEE
(weeks(w). hour(h/H). minutes(m). & U seconds(s)) EAALET, /=& xiE. 7H
DIFEIETd &72Y £F, maxAge LW EHWOJIBHEIBRINE T, FOTY—XDREF
RYY—%BETIMNENHY XTI, IBELAWE., Elasticsearch 4 T v 7 XIEZED
V=R LTERINZE A,

Elasticsearch / — ROEAIERELF T, ZDOY A MIEHCEREEIELTLEI WL,

Elasticsearch A AL —Y DBBFEODARNL —V IS RADEFIAEAADLET, BEHR/NT 4 —
IUVAEBDICE, 7Oy 2R ML —Y%EYYHTEZRAMN L=V I5A%BELET, R
NL—T 2S5 X%IBE LRV E, OpenShift Logging IE—BRA ML —Y%FRALET,

BEBIGLTCPUBIUXREY) —BREZEBELET,. ChoDEEZZEDFFICT D L&,
OpenShift Elasticsearch Operator 17 7 # )L MEZREL XY, ThHDT 7 4L MBI
FEAEDTTOA XY PTIEBBRKEATEZETTY, 774 MEIK, XEY—
EXRDIFZEIE 16GI THY. CPUEKRDIFZEIF 1 TY,

MBI U T Elasticsearch 7AF Y —D CPUB LU AT —DFHIRS L VEREIRE L
F9, CNOLDEEZZDFE FICT S E. OpenShift Elasticsearch Operator (&7 7 # )L ME
ARELET, CNODF T4 MERIEEAEDTFOM A Y FCREERERATE
239TY. T7AIMEE XETY-BROFEII 256Mi. CPUEBRDHE(IE 100m
T9,

Kibana DEREICHERERTE, CRAEFRALT. TRMEZHRT 57-9HIC Kibana & X4 —
)> 4L, Kibana /— KD CPUBLIUVX T —%BRETEET, Mz, oD 7
FAY—DFE # SR L TLEIN,

Fluentd DR EICHELRFZE, CRZFEAL T Fluentd D CPU B LUV X T —HIR%ZRE
TEET, FMIE. TFluentd DFRE] ZS5HBLTLEI W,
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pa 3

Elasticsearch AY hO—ILTFL—Y /) — ROFAIL3I TY, 345823
nodeCount #3¥5E 9 %354, Red Hat OpenShift Service on AWS (£, ¥ 2R
H—. VA7V NBLVT—90—-IVEFERLT. 3D2OYRY—ELTDHE
Wt 2/ — K TH B Elasticsearch / — REER L E T, BIND
Elasticsearch / —Kix, 7547V LV TF—90—-)E2FALTT—9E
A/ —RELTERINES, I bO—ILTL—Y/—RiE A VTYIAD
ERBELVHIBR, v —RDEIYHT, BLV/—ROBHREDIZRAI—2
KTCOF792avaERTLES, 7—9 /—RE>v+—R%&2EKF L. CRUD. #&
TR BLUVEHREDT—IBAEDOREEEZERITLETS., 7Y EEDEEE.
/O, XEY—BLVCPUENEDIEETT, ThoD) YV —RzEBEHRL. R
T/ =R F—NR—O0—RTBBAICT—Y/—REBIMTBIENEETT,

7= & Z X, nodeCount=4 DOIFEIC. LTFD/ —RKBMERINZE T,

I $ oc get deployment

HHH
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

AVTYIRTVYTL—MDTS47Y) —> v+ — KOS Elasticsearch 7—%4
J—ROBEFLLBRYFT,

openshift-logging 70y 27 MIPod #—EBRRLT. 1 YA M= EZRIETETET,

RDAR Y F%EERITLT, Podz—EBRRLET,
I $ oc get pods -n openshift-logging

ROYVZAMDED AR, AFVFAVR—RY MO Pod #8RELZE T,

READY STATUS RESTARTS AGE

cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigb6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s
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55,1 VA KN—=JLEDY RY

Red Hat OpenShift Logging Operator &4 ~ 2 k—JL L7=%%. ClusterLogging 7 X% 4 ') Y —X (CR)
EERBLVERLTCT IOMA Y NERETEET,

D

Elasticsearch A7 X 7 Z{EA L TWRWIEE L. AR Elasticsearch logStore & & U Kibana
visualization 1~ R—=* >~ k% ClusterLogging 7 A% L)Y —X (CR) B SHIBRTEZE T, IhHd
VA=Y NOHIRRIEF T3 v TEH, THICEY DY —REENTEE 9, Elasticsearch OJ 2
N7EFEALBRWVEEOREAIVR—FY bOBIBR 28R L TLREIW,

5.5.1. ClusterLogging 1R % L) YV —XICDWT
AOFX Y JVRIEZZET %ICIE. ClusterLogging H1 X% L)Y —Z (CR) #EK L. ZELZET,

ClusterLogging 1 A4 L) Y —R (CRD) DY > S

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

managementState: Managed 6
#...

CR O 4&Fild instance THDIUELHY £,

CR & openshift-logging namespace IZ4 Y A h—ILINBZREHLHY T,

909

Red Hat OpenShift Logging Operator D EIRIRAE, JREEDH' Unmanaged ICEREI N T W2 I55,
Operator (FHR— M FRAERY . BHFIEZITERY FHA,

552. 07X NL—YDEEE

ClusterLogging # 29 ')V —R (CR) AZFT 3 & T, OFX VI TCHEATZIOVRAMN —JDI 4
TERETEET,

AR F A
o TIEEIERNH S,
e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,

® Red Hat OpenShift Logging Operator & WERO 7' R k7 (LokiStack & 7z Elasticsearch) A% 4
V7\ I\_)l/-ShT\/\éo

e ClusterLogging CR BMERKINT W3,
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pa 3

Logging 5.9 J 1) — X2, OpenShift Elasticsearch Operator DE#F/A— 3 VIEEFEN
TWEtHA, OF >V F 58 Tl 1) —R I N7 OpenShift Elasticsearch Operator % IREfE
FALTW3HBAE. Logging5.8 M EOL F TH|E#iE Logging THEBE L £9°. OpenShift
Elasticsearch Operator ZERA L TCTF 74/ hOOJTRAMNL -V EEBT KD YIC,
Loki Operator A TE X3, Logging D54 7H 4 ZIIDBEMICDOWNT, Ml
Platform Agnostic Operator Z&8B L T 723,

FIa
1. ClusterLogging CR @ logStore 1# & Z&HL X7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

OJRANT7DIA THEIEELZET, Ihid lokistack Z 7z (3 elasticsearch DU\ M T
_a—o

Elasticsearch A7 A N 7 DEBEDHREA T3 v,
TTREDY A TEIEELE T, TDEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7 (&
FullRedundancy 2§ CTE X9,

O o0 o

LokiStack DEEDEREA > 3 v,

LokiStack #O 7 X b7 & L THEXE T % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance

namespace: openshift-logging
spec:

managementState: Managed

logStore:

type: lokistack
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lokistack:
name: logging-loki
#...

2. RDAX Y R%AZEFTL T, ClusterLogging CR #@ERH L £9,

I $ oc apply -f <filename>.yaml

553.073aL 7% —DHE
ClusterLogging H 29 1)) Y —2 (CR) 4ZET 22 & T, OXV I/ THEATZO/aL 99 —D4 4
THEBRETEET,
= -1o)
Fluentd I$FEHE L > TH Y., 5D ) —RATHIBRINS FETY, RedHat &, IR
EDV)—ZRDZA 7 A JVIARICZOBEDNTEBIEEEYR— M ERELETH. 2
DHEBEIZIREEI N AR Y £ L7z, Fluentd Db Y I, Vector EHTET XTI,
AR
o TIREIMERNH D,
e OpenShift CLI (oc) A4 ¥ 2 h—ILIhT W3,

® Red Hat OpenShift Logging Operator 1 Y A h—JLEINT W3,

e ClusterLogging CR BMERK I N T W 3,

FIa
1. ClusterLogging CR @ collection ft#%=Z&E L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

Q OXVJIERT2047aL99—0%4 7, Thid. vector £7-1Z fluentd ICT 3T &
bff\‘ﬁi-a—o

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £ 9,

I $ oc apply -f <filename>.yaml
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554.07EY2754—0DHETE

ClusterLogging h 249 L)Y —R (CR)AZEEF BT, AOFXF VI THEATIO/EY 27514 —
DA THERETEET,

FIE=S 0
o EREIERNDH S,
® OpenShift CLI (oc) B’ 1 Y A h—JLEINTW3,
® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,

e ClusterLogging CR BMERK I N T W3,

BF

AI#81LIC Red Hat OpenShift Service on AWS Web O VY — LA R 2H41E. OF >
AV =TS T4 V=BT IRENHY ET, "Web AV Y —ILILL 207 DF
BIE"ICEATERFa XY MESRBLTLEIY,

FIR

1. ClusterLogging CR @ visualization T#%#Z®E L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

Q AOFXVJIERAT2EY 2754 -0y 17, Ihid, kibana % 7% ocp-console @
WM TT, Kibana 3> Y —Jlid Elasticsearch A A ML —Y % FHAT 27704 £
v hEDHFEEBRMEADH Y. Red Hat OpenShift Service on AWS 1>V —JLI& LokiStack 7
TOA XY NEDHBEBRELHY £,

g Kibana IV Y —ILDIEEDRE.
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@ Red Hat OpenShift Service on AWS Web I > Y —)L DIEB DR E.

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&H L £ 9,

I $ oc apply -f <filename>.yaml

555. %Y NDO— O DHBENENCAR>TWVWBRBEO7A I NEDMNS 74 v ID
el

DRI —RY NT—=0 TS T4 VILE>T. XY NIV DRBDPERINZIBELHYET, TD
HB& &, OpenShift Logging IC& > TT7 704 I3 Operator AEENZ 7OV TV NEOD XY b
T—OZT74v V0 %HTTE2REDNHY XY,

2y NO—0DN8EE, BR27OVTY MIHZPodBLUVY—ERBORY NT7—U ST 14w
2%70v 2 LEd, OF > JI&. OpenShift Elasticsearch Operator % openshift-operators-redhat
7O x Y MMIA X b—JL L. RedHat OpenShift Logging Operator % openshift-logging 70
VIV MIAVAM=ILET, LEN>T, 2hd2207OY ) NEDKNS 74 vV %HFAT S
WNEIHY FT,

Red Hat OpenShift Service on AWS I&, v KD —2 7574 > & LT, OpenShift SDN & OVN-
Kubernetes M 2 DDHR— hINBRBRERHFELE T, cho2207ONNMF—FIFIFER
XY NT—ODBR) O—%RELET,

OpenShift SDN ICIE 3 DDE—KH'HY E T,

network policy (XY k77— KR > —)

NIRRT I7AILRE—RIZRYET, RUYP—DERINTVWRAWEEIF., TIRXTOMZT1v )
HEFAILET, 2L, A—HY—DRYS—%2EFHTIHE. BERIIRTOINT 71 v I %ER
L. fIAAEEMLCRABLEYS, COTOERTIE. E4% 70V bTEIFTIRTVWE TS
= avh BT 2AEEIHY E T, TDRH, R Y—EBFARNICKEL. 1D0oOxX > JHE
EOOV) Moo O I bADegressDhZ 71 v I &FATLET,

subnet

CDE—RTIE, IRTCDIMS T4 vV %58FTLET, Ry M= DBIZETLEHA, 77
YavIEIRETY,

OVN-Kubernetes [3EIC Xy hT7—IRY>— ZFHLET, TD7&H, OpenShift SDN D& &R

BRI, RYY—FBARMICKREL, 120oO0FXxVy JEAEQ OV bhstho 7OV o bAD
egress DN 74 vV %FHRAITH2HENHY T,

FIR

e multitenant E— N T OpenShift SDN #ffH L TW2H&IF. 22070V s MISMLF
¥ UFICHZRLEY,

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

e F7lE. network policy ® OpenShift SDN & & U OVN-Kubernetes D& &, L TFDRIE%
EITLET,

a. openshift-operators-redhat namespace ICTNILEZRELF T, UTFICHAERLET,

I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat
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b. openshift-operators-redhat., openshift-monitoring. & & U*openshift-ingress70O0Y =
27 M Hv 5 openshift-logging 7AY =7 MAD AN %FFAI$ 5. openshift-logging
namespace ICRY NT—2RYS—F Tz MEERLET, UTICHZRLET,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

BEEER
o XY KRT—URYI—IZDWVT
® OpenShiftSDNT 7 #JL M CNI Xy KT —27ONA 5 —IZDWT

® OVN-Kubernetes 77 # JL b Container Network Interface (CNI) & N7 —2 70/ 4 §—|(C
2WT
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B6E OX YV JDERH

OF Y JOEHMIE, Y4 F—V ) —RBEH (Byz) EXTVv—Y ) —REH Gy) D2EELIHY F
_a—o

61. YA F+—1))—RDEFH

Automatic BHiARA T 3 Vv AFERA L TAX > ¥ Operator 24 Y X h—JL L%35E. Operator &<
AF—N=Ua3VOEHRZEBNICZITRY FT, FBTOEHFIREZETI2H4ERFHY FtHA.

Manual BSR4 7> 3 v FERALTOFX Y ¥ Operators #1 Y A M—IL LEBEIK. ¥4 F—/"—

TavOEHFEFEITERTILENHY 9, FFEMIE. REFH D Operator EFTDFENIC & 2 KER
SRLTLLEIV,

6.2. XY v —1 ) —2ADEH
AV —N=YavEBEHTZICR. WODWDFIBEFBHTRTIIBENHYET,

AV =) 1) =22NR=23 VOE#MEE Y R— MERICDWTIE, OpenShift Operator Life Cycles %
SRLTCEIV,

6.3. ¥ RXT D NAMESPACE %8189 5 7- ® RED HAT OPENSHIFT
LOGGING OPERATOR D 7w 74 L — K

Logging 5.7 LARIM/N—2 3 ~ Tld., Red Hat OpenShift Logging Operator (& openshift-logging
namespace D& % Et] L £ 9, Red Hat OpenShift Logging Operator TP S 29 —EDITRTD
namespace % B89 23553, Operator BT 7O $2MLEAFAHY F T, UTOFIEEEITL T,
AX>Y 7 aVR—3> M&HIRE T IC Operator BT 701 LE T,

FIE=S 0
e OpenShift CLI (oc) ' Y A h—ILEIhTW3,
o TIEERNDH 2,
FIRr
1L ROARY RERFTLT, Y TRV T2 avEHIRLET,
I $ oc -n openshift-logging delete subscription <subscription>
2. LTFDOY Y R%EEITL T Operator ZIL—T%HIFR L,
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>
3. ROAR VY KREEFTLT, V5 RY—H—EZRNR—=I3a3 > (CSV) ZHIKRL F T,
I $ oc delete clusterserviceversion cluster-logging.<version>

4. TAFVITDA VA M—=I)L] RF¥a X MIfE>T. RedHat OpenShift Logging Operator %
BT 704 LFT,

1A =
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FeE OX VY J/OEH

FRAEIE

e OperatorGroup ') ¥V — 2 M targetNamespaces 7 1 —JL RAEE L AWD, EDOXFFICEE
EINTWRZEaBERLET,
INETDICE. ROAYY RERTLTHAZRELET,

I $ oc get operatorgroup <operator_group_name> -0 yaml|

H A B

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. RED HAT OPENSHIFT LOGGING OPERATOR D &

Red Hat OpenShift Logging Operator Z#T L WX T v —1) ) —=/X—=2 3 VICEFH T 5 ICIE, Operator
HITRO) T aVOBEHF v RIVEEETD2MENHY T,

AR
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,
o TIREMERNH S,

® Red Hat OpenShift Service on AWS Web I~ Y —JLICT7 7 2 XA TX. Administrator /A— 2~
V747 &RTLTWS,

FIR

1. Operators - Installed Operators I[CF8EI L £ 9,

2. openshift-logging 7OV M@K L X T,

3. Red Hat OpenShift Logging Operator2 2 1) w7 L9,

4. Subscription =% ') v 2 L %9, Subscription detailstz2 2 3 ~ T, Update channel ') > %
HOVw I LET, TOYVITFRME REDEHF v RIVICEL > Tld stable F7 &
stable-5.,y TH B AIgEMENHY £ 7,

5. Change Subscription Update ChannelV 1 > KO T, RFiDOA I v —N\—I 3 VEHFRF v X

JU stable-5.y ##R L. Save =2 ') v U LE T, cluster-logging.v5.y.z/X—> 3 VITFRL
TLEIW,
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1. ##%F > TH S Operators - Installed Operators #%2 !1) v 7 L £ 9., Red Hat OpenShift

Logging Operator M/X—< 3 ¥ A HT D cluster-logging.vs.y.z/ X —>a>v & —HI 2 &%
ML XTI,

2. Operators — Installed Operators XR—< T, Status 7 1 —JU K Succeeded Z3RET 5D %

FHRLEY,

6.5. LOKI OPERATOR DO E#

Loki Operator ZH LW XY v — 1) ) —R/N\—=T 3 V|[TEFT SITIE. Operator Y 7R 7Y Fo3vmd
BHF v RIVEEETIHLELNHY FT,

AR

® | oki Operator B/ Y XA h—JLINTW3,

o TIEERNDH 2,

® Red Hat OpenShift Service on AWS Web I~ Y —JLICT7 7 2 XA TX. Administrator /\— 2~
974 TaRRLTWS,

FIR
1. Operators - Installed Operators I[CF88I L £ 9,

2. openshift-operators-redhat 70> =7 & #IRL £ 7,

3. LokiOperator 27 vV LXY,

4. Subscription =% ') v 2 L9, Subscription detailstz2 2 3 > T, Update channel ') > ¥
HEOVvILET, TOYVITHFRRAMEI, REOEHTF v FILICL o Td stable 721
stable-5.,y TH B AN HY £ 7,

5. Change Subscription Update Channel”7 1 ~ KO T, &RFIDA T v+ —N—=TJa VEHF v
JU stable-5.y Zi#iRL. Save#7 Y v o L%, loki-operator.vs.y.z/X—> a3V I|TFELT
CIREW,

HREE
1. $#)%F > TH S Operators - Installed Operators #%2 !) v 7 L £ 9, Loki Operator MD/3—
T 3 VHRHD loki-operator.v5.yz /N\—> a3 v E—BILTWA I EABRALET,
2. Operators — Installed Operators X—< T, Status 7 4 —JL K%' Succeeded ZHET 5D %

FHRLEY,

6.6. OPENSHIFT ELASTICSEARCH OPERATOR (D& #T

OpenShift Elasticsearch Operator #IRTED/N—Y 3 VICEFHT BI1C1E. Y TRV Y TV a v EEERT
DENHYET,
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R

Logging 5.9 J 1) — X2, OpenShift Elasticsearch Operator DE#F/A— 3 VIEEFEN
TWEHA, OF 2 J 58 Tl 1)—R I N7z OpenShift Elasticsearch Operator % IRTE(H
FALTW3HBAE. Logging5.8 M EOL F TH|E#iE Logging THEBE L £9°. OpenShift
Elasticsearch Operator AL TCTF 74/ bDOJTA ML=V ZEEBT KDY IC,
Loki Operator A TE X3, Logging D54 7H 4 ZIIDBEMICDOWNT, Ml
Platform Agnostic Operator 258 L T XL,

AR

FIR

Elasticsearch 7 7 # )L hDOJ R M7 ELTHERAL, Kibanax Ul & LTERLTW 35S
l&. Red Hat OpenShift Logging Operator % B #79 % g1(C OpenShift Elasticsearch Operator
EEHFILET,

HE

Operator @& >ZIEF TEH I 5 &, Kibana IdEFINT, Kibana 7R % A
Y —2 (CR) IMMER S hEtA, COMBEAEBRT 2ICIE. Red Hat
OpenShift Logging Operator Pod ZHlIff L £9, Red Hat OpenShift Logging

Operator Pod "B 7 704 X1 % &, Kibana CR AMERK I 11, Kibana H"EBEF
ARREICRY £9,

Logging DRAT—Y ANEETH 5,

o FARTDPod DRAT—4 Xid ready T,

o Elasticsearch 7 5 X9 —HNEETH %,

Elasticsearch 8 & U Kibana T—9 DNy I 7 v THERI N TWLW S,
EEEERDT D B,

MEEFIBED 7= 8 IC OpenShift CLI (oc)h*f Y A h—ILINTW3,

Red Hat Hybrid Cloud Console T, Operators — Installed Operators #27 ') v 2 LE Y,

. openshift-operators-redhat 7O ¥/ P& RBIRL £ T,

OpenShift Elasticsearch Operator 27 ') v 7 L9,

. Subscription > Channel #2 Y v 7 LE ¥,

Change Subscription Update Channel ™V 1 >~ KD T stable-5.y #:#3iRL. Save 27 ) v ¥
L 9, elasticsearch-operator.v5.y.z /X\—2 3 VITFEE LTIV,

I > TH S Operators - Installed Operators % ') v 7 L &9, OpenShift Elasticsearch
Operator M/X\— 3 VA &RF D elasticsearch-operator.vs.y.z /XA —Y 3V E—HLTWB I &
EHERLET,

Operators — Installed Operators X— T, Status 7 4 —JU K%' Succeeded ZHET 5D %
HRLET,
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LROATY REABDL, BHEHRL T, §TD Elasticsearch Pod ' Ready 27— % X I
BOTWBIEaMRLET,

I $ oc get pod -n openshift-logging --selector component=elasticsearch

H A B

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

2. LYY REAALTHA%ERESR L. Elasticsearch 7 3 29 —D AT —4 X' green TH
B EEHARLET,

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health

H A B

{

"cluster_name" : "elasticsearch”,

"status" : "green",

}

3kRODOAT Y REAAL, HHO%EESEL T, Elasticsearchcron ¥ a 7HMERIN/=Z & &SR L
i_a—o

I $ oc project openshift-logging

I $ oc get cronjob

H oAl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4, ROATY RAEAAL, HAOEERLT. AOFARMNTPHAELWA=U 3 VICEHFIN, 4V
FYIANEEBICHE>TWELIEEEIALET,

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

H711C app-00000x. infra-00000x. audit-00000x. .security 1 V7TV V7 A AEFNB I &%
HERLEY,

health status index uuid pri rep

PleNFEBDRT—YADA YTy I R ECHHHI
docs.count docs.deleted store.size pri.store.size

| Tue Jun 30 14:30:54 UTC 2020
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green open infra-000008

bnBvUFEXTWIi92z3zWAzieQ 3 1 222195 0 289 144

green open infra-000004 rtDSzogsSI6saisSK7Au1Q
31 226717 0 297 148

green open infra-000012

RSf_kUwDSR2xEuKRZMPqgZQ 31 227623 0 295 147

green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg

11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 3 1 226719 0 295 147
green open .security zeT65uUOuURTKZMjg_bbUc1g
11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERqLALMQOIQDFES1LBATQ 31 0 0 0 0

5. RDAR Y RZEAAL, HAZERL T, OJEY a7 SA Y —DAELWN=Ya VICEHRS
NTWBZEzMaBLET,

I $ oc get kibana kibana -o json

HAIZ ready 27 —% 2D KibanaPod & EN 2 & 5RLE T,
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"type": "
}
}
]

{
b
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"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",
"deployment": "kibana",

"pods": {

$l6.2 #{HIREEICH % Kibana Pod D161
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"status": "True",

lltypell: AL

"failed": [],

"notReady": []

"ready": []

|2

"replicaSets": |

"kibana-5fdd766ffd"

],

"replicas": 1

}

]
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F7EZ O DafR1b

7. 07 DOHRIICDWNT

F7O4INEOTZA ML =YY ) 12— 3 VIZIGE LT, Red Hat OpenShift Service on AWS Web O
VY —I)LFE KibanaWeb AV Y —)LTAOYT—9 =T TE XY, Kibana 3>V —ILIZ
ElasticSearch A4 X b 7 TR TX. Red Hat OpenShift Service on AWS Web O~V —)LiZ
ElasticSearch A4 X b 7 £ 7% LokiStack TEHATXZ 7,

= o-1o)
KibanaWeb 3>V —JLIZIREI R > THY., FkonsY ) —XATHIRBRINSF
ET\‘TO

711. 012754 F—DEE

ClusterLogging h 249 L)Y —R (CR)AZEEJ BT, AFX VI THEATIO/EY 27514 —
DA TEHRETEET,

IE=S 0
o EREIERNDH S,
® OpenShift CLI (oc) D1 Y A h—JLENTW3,
® Red Hat OpenShift Logging Operator B*1 Y A h—JLEINT W3,

e ClusterLogging CR BMERK I N T W3,

BF

AI#81LIC Red Hat OpenShift Service on AWS Web O VY — LA R 2H41E. OF >
AV =TS T4V =BT IRENHY ET, "Web AV Y —ILILL 207 DF
BIE"ICEATERFa XY MESRBLTLEIY,

FIR

1. ClusterLogging CR @ visualization T#%#Z&E L £ 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}

proxy: {}
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replicas: {}
tolerations: {}

ocpConsole: 6
logsLimit: {}
timeout: {}

#...

Q AOFXVJIERAT2EY 2754 -0y 147, Ihid. kibana % 7% ocp-console @
WM TT, Kibana 3> Y —Jlid Elasticsearch A A ML —Y % FET 27704 X
v hEDHFEEBRMEADH Y. Red Hat OpenShift Service on AWS >V — L& LokiStack 7
TOA XY NEDHEBRELHY £,

g Kibana IV Y —ILDIEEDRTE.

g Red Hat OpenShift Service on AWS Web 3> Y — L DIEE DR E.

2. RDAX Y RAEZEFTL T, ClusterLogging CR #&EH L £9,

I $ oc apply -f <filename>.yaml

712. )Y —2007 DRE

Dy =207, FIRINAZOVRTEELZIRMET ST 740 NOBEETY, OpenShift CLI (oc) & &
UWebAVY—ILEFERALT, EILR, F7OM XAV N, 8LV PodEDEREY Y —20OT %K
TICEET,

Bk
OJDERBERTDIVARY TV RA%IETBICIE, OF VI A VA M=) LET, OF VI,
J—RIYRFLDEEOY, PV yr—raryavsr+r—ay, LAV ISANSIFy—0OTR
& M Red Hat OpenShift Service on AWS 7 2 A9 —MW5DITARTOOJVZFEHOOT A M7IZEHL
9., TD%. Kibana 3 Y —JLF/zl& Red Hat OpenShift Serviceon AWS O vV —)L&ENLTOY
F—=H&EJT)—, RHE, FHRLETEEY, VVY—207EOFX VOO0 A NTFICTIE2ALEE
/\JO

7121 )Y —207DERFR

OpenShift CLI(0¢) 8L U Web AV Y — )L TIFIFARY Y —ADOAV%ERRTEET, OJDKRE
NromAEmSLNEOY,

AR E A

e OpenShift CLI (0€) ~ND 7 7 £ 2 0% 5.

FIgE (UI)

1. Red Hat OpenShift Service on AWS 1> — )L T Workloads —» Pods (L4819 2 h. SAET S
)Y —2ZHM5 Pod ICKEENILE T,

pa )

EIRRED—ED) YV —RICIE, BEFEIIT)—F3PodbHYFEEA, D
£ORIGEIE. )Y —ZAD Details *—Y T Logs ) VI EHETEET,
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2. ROy ¥ oo xza—hmhs7OVz ) MEERLET,
3. AEIT B Pod DERIEV )Y I LET,

4, Logsx=2 Yy LET,

FIE (CLI)
o BEMDPoddDAVERRLET,

I $ oc logs -f <pod_name> -c <container_name>
ZZTE, UTFOEHICRY FT,

-f
703y OJIKEERAFNTVWIRBIA>THATEIE2EBELIE T,
<pod_name>
Pod D&RIZEEL X7,
<container_name>
723y AVFF—ORFEEBELET, Pod ICEHBOIV T H—AHZHEIE. IV
TT—RZEETILENHYET,

UFICHZERLET,

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby
A7 7AIVORBNHAINET,

o KREDNY—20OT%ERRLET,
I $ oc logs <object_type>/<resource_name> ﬂ

Q )Y —294 T L0EFERELE T,

UTFICHlERLETS,
I $ oc logs deployment/ruby

A7 74ILOARBNPHEHAINZET,

72.WEB OV —Jlick O 01t

AFX>7aAvyY—IVTS74 > %%ET 5 E. RedHat OpenShift Serviceon AWS OV —JL&EFEAL
TR TF—9 %8k TEET,

AFXYITDAVAN—IEIITS A VAERETDHEICDODVWTIE, Web vV —IILAaFERLEZOFY
TDA VA=) &SRB LTLIEIWL,
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FTICAF Y ITEAVRAN—ILTBY., T3 TM4VEBRET 2HEIF. ROWThHIDOFIREFERAL
i’a—o

7.2.1. Red Hat OpenShift Logging Operator 21 Y X h—)L LizoOF¥ > /a3y —
VTS T4 nEME
A¥>JavyY—IL7T3Z %54 ~iE Red Hat OpenShift Logging Operator 1 >~ X b —JLHRICEMICT

TFEITH. ST 2 %EWPICL T Red Hat OpenShift Logging Operator 24 ~ 2 k—JL L i5&
b, TSTAVERMICTDIENTEET,

=S5
o THEEWERND S,

® Red Hat OpenShift Logging Operator ' ¥ 2 h—JLINTH Y, Console plugin T
Disabled "EIRI N TW 5,

® Red Hat OpenShift Service on AWSWeb VY —JLICT7 VX TZE %,

FIR

1. Red Hat OpenShift Service on AWS Web >V —JL® Administrator /X\— 22X T 74 7
T. Operator - Installed Operator ICREIL £ 9,

2. Red Hat OpenShift Loggingz=7 ') v 7 L &9, Operator ® Details R—YNRRINZXT,
3. Details *—Y T, Console plugin = 7> 3> ® Disabled #7) v 7 L,

4. Console plugin enablement ¥4 7704 T, Enable Z#iRL 7,

5 Save V') vV LZET,

6. Console plugin = 7> 3 > |C Enabled E RRINTWB Z AR LE T,

7. EENMEAINDE Web AV Y — KRy Ty T4V ROBNKRRINET, 74V KD

ICWeb O Y —ILD)O—RERKDZ IOV T IDERRINFET, Ry TT7yv o4 RN
RRINLL, 75O —%28HLTCEEAFEALET,

7.2.2. Elasticsearch O X M 7 & LokiStack "1 YA M=)l I hTWaFEAEoOx
AV —IWVTST4 VDERE

OF > 7 /N—< 32 58 LIETIE, Elasticsearch O AR T7HAT 74N MNOOT A NP THBH,
LokiStack 84 YA M—=IL I TWBIFEIK., ROFEEAFRALTCOX VYAV —-ILTST/445HF
MCTEFT,

AR

EEEERI’D B,

® Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator, & & U Loki
Operator 1 Y XA h—J)LINTW3,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

e ClusterLogging 124 &)Y —2Z (CR) BMERINTW3,

86



E7E 07 ORIk

FIR

LROOATY REERFTLT, OFXF 7V —ILTST4 N BEMCE>TWE I EEHERELE
£

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["logging-view-plugin"]}}'

2. RDOI3< > R%3417 L T .metadata.annotations.logging.openshift.io/ocp-console-
migration-target: lokistack-dev 7 / 57— 3 > % ClusterLogging CR IZ:EHI L £,

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata": { "annotations": { "logging.openshift.io/ocp-console-migration-target™:
"lokistack-dev" }}}'\

-n openshift-logging

H A B

I clusterlogging.logging.openshift.io/instance patched

e RODIAXVRAEZEFTL, HAEHELT, 7/ 57—YavhAERBICEBNMINAZ EAHERALE
£

$ oc get clusterlogging instance \
-o=jsonpath='{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-target}' \
-n openshift-logging

Hoh B
I "lokistack-dev"

INT, OFyJAVY—ITST4 Y Pod BT 7OMINFE LI, OFVIT—9%2RRT BIC
l&. Red Hat OpenShift Service on AWS Web 2>V —JLIC#EEI L. Observe » Logs R—Y & KRR L
7,

73. V2 A9—Fv a1 R— RKROKRT

OpenShift Cluster Manager M Logging/Elasticsearch Nodes & & U Openshift Logging ¥ v & 278 —
KIZIE. Elasticsearch 1 ¥ 24 ¥ 28 & VOME % D Elasticsearch / — RIZET 23R BEHRASENT
BY. BEOFHELMICERTEEY,

OpenShiftLogging ¥ v ¥ 2 R—RIZIE, V75 RY—YY—R, AR=2aALI¥av, VZ5R9—D
v — R, Fluentd 55t &, 25X —L NIV TD Elasticsearch 41 YV A9 YV ADFHMAERTT 5
Fyr—bMHEEFIhET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — N IlIE, Elasticsearch 1 Y 24 ¥ ZDFEHMERTT %

Fr—rAEENET, INOSDF¥—hrDEIE/—RLRILDEDTHY., THICEE, 1T v D
A, Yv—R, VY- EDFHAIEETNFE T,
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7.3.1. Elastisearch & & Uf Openshift Logging ¥ v ¥ 27/ R— KADT7 7 £ R

OpenShift Cluster Manager © Logging/Elasticsearch Nodes & & U' OpenShift Logging ¥ v > 1
R—RZRTTEET,

FI7

FyvoaR—REzEET I, UTZ2ETLES,

1. Red Hat OpenShift Service on AWS Red Hat Hybrid Cloud Console T, Observe =

Dashboards #2)v o7 LY,

2. Dashboards *—< T, Dashboard X =1 —M 5 Logging/Elasticsearch Nodes & 7= (&

Openshift Logging %#:#R L £ 7,

Logging/Elasticsearch Nodes ¥ v & 2 7/h— RDIZEIE, XY 20EDH 3 Elasticsearch
J—REBRL., T—YDRBREEZHRETEET,

BERY Y 2 R— KRR I N,

T DEBDF v+ — FDBRRINFT,

3. HEICH LT, TimeRange X — 21— LU Refreshinterval X Z a2 —H5, T—9 &2RRT
I FEIFABEOHEEE/ET—ID) 7Ly al—MaBRLET,

v aiRh— RKFv— MOFFEMIE. OpenShift Logging ¥ v ¥ a/R—RIZDWT &V
Logging/Elastisearch Nodes # v 2 2/ h— RIZDWT 28R LTI L,

7.3.2. OpenShift Logging ¥ v ¥ 27/R— RIZDWT

OpenShift Logging ¥ v ¥ 27 R— KIZI&, 75 X% —L NV T Elasticsearch 1 ~ 24 ¥ 2 DFF il & &
TIBFvy—rDEFNTEY, InZzFERALTCEEZSDMML. FRATEET,

7.1 OpenShift Logging ¥+ — k

XMYIR

B4
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Elastic Cluster Status (Elastic Cluster D XA 7—4 X)

Elastic Nodes (Elastic / — F)

Elastic Shards (Elastic ¥+ — R)

Elastic Documents (Elastic KF a2 X > )

Total Index Size on Disk (T4 XV LDO&EEHA VT v
5244 X)

Elasticsearch DIR{TRFT—4 R:

® ONLINE: Elasticsearch 1 Y 2% ¥ A7 v
ZAVTHBEERLET,

® OFFLINE: Elasticsearch 1 Y A% > AH' A
7240 THBEERLET,

Elasticsearch 1 > 24 > AAD Elasticsearch / — K
DEEHEL

Elasticsearch 1 > 24 > AR D Elasticsearch & v+ —
KR DEEHE

Elasticsearch 1 > 24 » AR D Elasticsearch KF 2
XY NDEEHL

Elasticsearch 41 YTy 2 RICHEHAINS T4 RV A

ELERE
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XMYIR

Elastic Pending Tasks (Elastic DfREHD S 2 )

Elastic JVM GC time (Elastic JVM GC B¥f#)

Elastic JVM GC Rate (Elastic JVM GC L — k)

Elastic Query/Fetch Latency Sum (Elastic 7 ') —/

7y FDLATYY—DAE)

Elastic Query Rate (Elastic 7 ') —L — I)

CPU

Elastic JVM Heap Used (Elastic JVM &£ — 7 DfEHA)

Elasticsearch Disk Usage (Elasticsearch 74 X 7 D
= F)
File Descriptors In Use (fEFAHF D 7 7 1 JLEZIRF)

FluentD emit count (Fluentd M4 ER)

FluentD /v 7 7 — D%

H7&% 070

B4

AVTYIADER. A VTIIADIYEY Y,
Ty —RDEIYHT, Pv—ROKEAE, BT L
T WA Elasticsearch ZE DA ST,

JVM 9 5 A9 —TD Elasticsearch ARX— L 4
2 a VREDRETICE L 2BERE,

VM BB T EICHR—=C T ITF A ETF 4 —%ET
ER-N =ik

e /IY)—LAFvi—: & Elasticsearch &3
T —DRTICHERTIFRE,

o JIvFLATFVi—: & Elasticsearch &3
JTY—PNF—F DT v FICETEHE
SN

BE. 7zvFLATUVY—OERAEIT)—LA
TUvv—dYtEARYET, JzvFLAITY
Y—A—BLTEMY 558, IhiET 41 X7 D&E
EOET. 7—5 DEMN. TLEHERIZTEIHK
MRLBERDHZ &R LTVWEAREENHY X
ER

% Elasticsearch / — RMD 1#3 7 V) I Elasticsearch
AR VAL LTETINEI ) —DERS

AVviR—3> M EILRRIN S Elasticsearch,
Fluentd. & U Kibana IC& > THEREI NS CPUD

=
BHo

FRAINZIVM XA EY—DE, EERISAY—T
lE. UM AR—=OL 23 vicd>TAEY =N
BRI hzde, VYSTREHEMARETE2RLEY,

% Elasticsearch / — R® Elasticsearch 1 Y X% > X
ICE>THERAINE T RVBEDEET

Elasticsearch, Fluentd. & & U Kibana IC& » TER
INB7 74 IVEBRFDOEEE

Fluentd 7 7 #JL NHEAD 1##H 7Y D Fluentd X v
TV DEHBS LT T 4 NHEODOBEFHITH,

Fv Y IICEREINTWS Fluentd /Ny 7 7 —DE|
B, Ny T 7—H—WICAB &, Fluentd "ZET 3
OJ7#HENEBTEIRAWNWZ EARTHREENDHY X

ER
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b RN B4

Elastic rx bytes (Elastic rx /3 K) Elasticsearch #° FluentD. Elasticsearch / — K, &
SUTEDMDY —ADLZELLEEF /N1 ML

Elastic Index Failure Rate (Elastic 1 7 v 7 R KK Elasticsearch 1 T v 2 A TR LA 1#WHYD
%) BEEK. L— MABWESIE. A YTy U RICH
BN HBI T AREENHY FT,

FluentD Output Error Rate (Fluentd tH 1 T 5 —K) FluentD 2O 7 DEHICKKT 5 1#H 7Y ODEED
.

7.3.3. Logging/Elasticsearch / — K%' v ¥ 2 R—RKDF+— K

Logging/Elasticsearch Nodes ¥ v & 278k — RIZId, BINDEZETICEHE T X % Elasticsearch 1 Y X %
VADHEMERTTDFr—bEEFhET, THSDFv—bDELEFE/ —RLRILDEDTY,

Elasticsearch A7—4% X

Logging/Elasticsearch Nodes ¥ v & 2 78— RICI&, Elasticsearch 1 Y A4 YV ZAD AT —4 R I
TRIUTOFv— D EEFNZET,

&K7.2 Elasticsearch A7 —4% X7 1 —JVL K
AXMYIR 5]

Cluster status (7 2 A9 —XAT7—4 X) Elasticsearch @ green. yellow. && U red A7—%
2%&ERAT 5, BIRINAHBEICS T2 R4—
DEEMRT—4 Z,

e O:Elasticsearch 1 ¥ 24 >~ 2 H* green A
T—HRATHBIEERLET, Thid,
TARTOYv—RAEYHTHNE T &%
BERLEFY,

e I:Elasticsearch 1 > 24 > X5 yellow R
T—HRATHBZEERLET, Thid 1
DULEDYv—ROL T HY v — RHE
YL THONBRWI EERBHELET,

® 2:Elasticsearch 1 Y A%V AH red RF7—
HRATHBIEZRLET, ik, 1DL
to7s14<) =Y v—RE&EZDL T A
NEYHTOhARWIEEEKRLET,

Cluster nodes (7 2 X% —/—K) 9 5 A4 —HD Elasticsearch / — KD EEHEL

Cluster datanodes (7 2R —7—% / —R) 9 2 24 —HD Elasticsearch 7 —4 / — KD#,
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b R/ B4

Cluster pending tasks (7 2 29 —DRBHDHIRY) HTLTHELT. V5 R9—F21—THEHDI S
A —REEEOH, EzlE. 1 VT v I ADE
. 4V7v Y ZOBIER. ¥v—RKDEY HTHRE
HYFET, EBIMERIE. 7529 —DEBITHIEK
TERWZEZRLET,

Elasticsearch 7 S A9 —A VTV IR ¥—RKDAT—F R
& Elasticsearch 1 T v 7 RlE, Kbt INT—YDEEXBELMATHD 1 DULEDY v — RDHRIE
TIW—TTE, AVTYIRIv—RILE, 7547 )—Yv—RELTYVAYY—RKD2DO0D%
A THBHYEST, RFAXVIDPAVYTYIRIAVTYIRbINhBE, ThigFS5SM4<) —
Ty —ROWTNNMREEIN, ZOVY—ROITRTOLTY AICaE—ShFEdT, 7514~
)= v —ROEUIA Ty 7 ADERBFICIEEIN., ZORITA Ty 7 2Z0EMHEEICERY
52EIFTEFRA, LTV AV Y—ROEIEWDOTEEETEET,

AVFYv IR v —RIE, SATHA IV T —XELIFISRAI—TRET DAY MIHL TEE
DREICTYEDYET, Yvy— RIRRELVA VTV I RABRERITTESZHA. Yv—RKE770
TATICRYEYT, P¥y— RPN SDERERITTERVGE, YvY—REFET7I74TILRYE
T, Yv— KL, BEIY YT, REYHETLREDREICHZIBEIE., P¥y—RKDFETIT1 TIC
RBAEMEIHYET,

ATV IR vy—RNiE, T—YDYBRIRTHI2A VT IRETAY NERENZEHDNI LA
B7OYy I TERINET, 1 VTvIRET AV ME Lucene BF7IiCA Ty 7 23X nicT—
H%AIY MLEEZIERINZERI/NILK, 1 32—9 TR Lucene 4 YT v I A TY,
Lucene (Elasticsearch IC& > THERAINZBREBESA TV ) Id. "y OISOV RTA VT I RE
TAV N el YRERBREITAVRNMII—I L, E7XAY MOGEREAEBRVWREBICHIEFLE T, 2o XY
Naevx—UF27O0CADFRMEIAY MHBERINDZEELY BEL RZBEE. BEF HZI &%
SO AL DY T,

Lucene MRRIBERED T —HIRIEAEITT 215G, Lucene IEEET 21 VTV I RADA VYTV IR
TITAYMIRUTEEERTLES, TORD, KAV MIE, XEY—ICO—KIh, vv 7
INBZBEEDT—IEBENEFNET., I VT YIRAIYEV TR, AV NT—9#EETHERAIN
ZAE)—ICKELKHELEEZZUREEIHYET,

Logging/Elasticsearch Nodes ¥ v < 2 7/R— RIZIE, Elasticsearch 41 7 v 7 2>+ — RIZET B LUTF
DFv—rHFENRXT,

K7.3 Elasticsearch 7 S A9 —D>v—KRAFT—H ADFv— b+

XRMYIR Bl
Cluster active shards (2 S R4 —DT7 V7147 VSR —ILBIBTIT1TRTZ4<7Y —
v —NR) Sy —ROEE, LTV HEELY v— ROEE

B, v —ROEDNKELARDBE, V7TRAY—D/N
T3—IVAMNMBETFLIBO B EELHY £9,
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XRMYIR E7L
Cluster initializing shards (7 2 A9 — QLY v— ISR —DT7 V714 T7TRERABVWS v — KO, 7
k) 574 TTHAWY v— Kid, I, B0

J—RICBEBEINDZTWSYvy—KP, FYHT
bR TWiRWovy—RaHBLEY, BE. 75X

Y —ICITEEB 7 VT4 T TRV vy — R H Y
9, REIBICODA>TT7 T4 T TIRAEVWY v—
ROBMWIEZ 25EIE. MBI HDE AT AR

HEAHY X7,
Cluster relocating shards (7 2 249 —DBEEY ¥ —  Elasticsearch D'##R / — NICBEREEI N TW3
K) v — RO, Elasticsearch &, / —RKTODXE

) —EREXABWEECHR/ - IS525—IC
B3I/ l0BEROERICLY / — N2BE

BLET,
Cluster unassigned shards (7 5 24 —KE|\) 4T RENWHTDY v— NDHL, Elasticsearch ¥ ¥ — K
S — ) i FHEA VT Y 4 ZADEMP / — ROEERED

HHTAHYETONGWARELHY XY,

Elasticsearch /— KX MY U R

% Elasticsearch / — RICIE, Y RV DUBICFEFRATEZ Y —RADEICHIRIHY ET, IXTD
1)) —ZAMMEHEP T, Elasticsearch D"#Fif49 XV DETAHITT %158, Elasticsearch (&—EFD )
Y —2AWFBEATREICARZETYR I EFXF1—ICANE T,

Logging/Elasticsearch Nodes ¥ v & 278 — NIZIE, BRI N/ — ROV Y —RERAKRICEAT U
TDF v — b & Elasticsearch ¥ 1 —CHEARDY R DBNEEITNF T,

K7.4Elasticsearch / — KDX MY IV ZXAFv—
XMV R Bl

ThreadPool tasks (ThreadPool ¥ 2 7) BERDF 1 —DFEFRDY R D (Y X054 THl
IKRTINET), F2—RHOYRVORIPEREL
F2IRREIE, /—RUY—XDARBPZDMDREED
HBIEERTAREENHY FT,

CPU usage (CPU D AA%) KR RIVFF—ICEY M TSNS CPUDAEDE
& & LT, BIRL 7 Elasticsearch / — RiC& > TH&E
HXh 3 CPUDE,

XEY—FEHE IR L 7 Elasticsearch / — RIZ& > THERAIN % X
E U _%o

Disk usage (71 R 7 EFHE) BIRXI N/ Elasticsearch / —RDA VT v I AF—
YBLUVRAYT—HIERAINZT A RIVBEDE
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Documents indexingrate (RF a2 XY kA VFv PR RKF¥axy MHNBIRI N/ Elasticsearch / — R TA
ftL—=») Ty ORI BL— b,

Indexing latency (1 ¥ 7T v 7 R{tL A4 7V —) EIRI N/ Elasticsearch / — R TRFa AV NEA
VTV AETBDICRBEERDZERE, 1TV Y
2L AFUo—lE, WM E—TXEY) —P2ED
BRHREDEZL DERICLDHEEZITDHREMD
HYFET, LATVI—DEMTZHEF. 1 V2R
HYVARAD) Y —RABRENTRLTWSE I EETRL

9,

Searchrate (IR L — I) BRI N7 Elasticsearch / — R TRITINZIBRERE
RO,

Search latency (@FEL 1 TV ¥ —) B®IRX N7z Elasticsearch / — R THREBEERETT T

BDICMBEERBERE. MRELITYY I S
COERDHEER T BRI HYEY. LAT
YI=NEMY B HEE. AV A VIAAD) Y —
ABRENTFRLTWVWBZEZRLET,

Documents count (with replicas)( KF a2 X > M (L BIRI N7z Elasticsearch / — RIZREIN 2

7)) AfER)) Elasticsearch K¥ a2 X ¥ hD#, Zhilid, /—K
TEYHTENRDZTSAT) = vy—RELTU A
Y —ROEAIREINE RFa2 XAV MEEN

E3
Documents deleting rate (K ¥ 2 X > N DHIRL — BEIRE N7z Elasticsearch / — RICEIY HTHNR B WL
M) FAADA YTy I RS v — RADBIRI N

Elasticsearch R 1 X ¥ hD#,

Documents mergingrate (RF¥ a2 XY DY —YL—  FEIRI N/ Elasticsearch / — RIZEIY HTHN 5 A
M) VFYIRAVw—ROWTFhNTY—IIND
Elasticsearch K¥F 1 X >~ b D#L,

Elasticsearch /— K27 4 —IL K5F—%

Fielddata (4 T v 7 ZDEED Y R M %R T % Elasticsearch T—9#EETHY. IVIME—T
ICRFEINZE T, fielddata DEIL RIET X MDD BBIETH %78, Elasticsearch I fielddata
BiE%xF¥vv>alExd, Elasticsearch (&, BEEERZA VT v IRET AV MHHIBRI WY,
R—IINBHBEP. TRTCOD fielddata ¥+ v ¥ 21T VM HEAP X E ) — DA+ ITARWBE I,
fielddata ¥+ v 2% ITEY NTEZET,

Logging/Elasticsearch Nodes ¥ v & 2 7R — R|CI&. Elasticsearch fielddata ICEA T LU TDF v+ — b
NEENET,

—_

7.5 Elasticsearch /— K 74—V KF—4%Fv—

b R/ B4
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Fielddata memory size (Fielddata X € ') —% 1 X) FEIR I N Elasticsearch / — KD fielddata F + v
AIFERINE VM E—TDE,

Fielddata evictions (Fielddata TEZ & 3 ) BEIRXI N/ Elasticsearch / — KA SHIBRI i
fielddata #E DL,

Elasticsearch /— KD/ xT)—Fvva

AVTYIRABREINTVWET—IDPZTEINLWNGE, BRI T —0DFERIX Elasticsearch T
BHATESLIIC/ —RLRNLDIIY)—F vy allxvyyiaihnixd,
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BUTDFv— DA EFNET,
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Elasticsearch4 Ty 22020y Y5

RE¥xaxXybDAVTy I REERT 5358, Elasticsearch &7 —49 OMEBRIBTHZ A VT v Y
AETAVRNMIRFaALA Y NERELEY., BEBEFIC. Elasticsearch (3 YV —2DFERE %= &ELT %
FFEELT, JYNIRBREITA VN ELYREREITAY MCEMICI—YLET, 1VT VY
ZEBNETAY N e —VU T BHEELYEERICAZHEIE. Y=Y TOEAN+20EIE > TR
THEHTIC, RBEPN T+ = VRAICEBELLBEE N E LML’ HY £, ZORRERH D
IC. Elasticsearch &/ T v 22220y M) YT LET, BE. 1Ty IRAICEYHTLHND
ALY REEI1DDZAL Y RIELT ZETHIRRTEE T,
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THUTODFvr—rDEENET,
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Indexing throttling (1 > 7Y 7 A®2A Y k1)~ 7)  Elasticsearch AR I N7 Elasticsearch / — KT A
YRy o ABEERDY MY VT LTV BB,

Merging throttling (* —>Y @220y k1) ¥ %) Elasticsearch A%#3R & 117 Elasticsearch / — KTtz
TAV MO —VBFEEZZ2OY M) VT LTWBE
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J— K JVM b—7D#:5t

Logging/Elasticsearch Nodes ¥ v & 27K — RIiZId, JVM E—TREICETZ2UTOF +— M'E
FhEd,

K78IVM b—T#EEFv— b

b R/ B4

Heap used (E— 7 D) BEIRI N7z Elasticsearch / — R TERAIN2EIY 4
THEHD IVM £—TEEBDOEE

GC count (GC ) FEDOAR—IVAL IV avIcL>T, BRI
Elasticsearch / — R TEITINTELAR—TOL
73 VigtEDH,

GC time (GC BfH) JUM B, FIIBDHAR—=YOL I avild > TREIR
XN/ Elasticsearch / — R THR—=Y L VY3V
=RITL TE -,

7.4.KIBANA IC & 207 Da[{R1t

ElasticSearch O X M7 &AL TW2HEE, Kbana A vV —ILEFERALTREI WO T T—4
ZAIRETEEY,

Kibana ZfHAT 2 &, 7—HICRH L TUTERITTEET,
e Discover ¥ 7ZHAL T, T—92RFELIVERLIT,
e Visualize ¥ 72 AL T, T—9%275 7LV EVYITLET,
® Dashboard ¥ 7AFRALTHRY LY v a2 R—REERL. BRLET,

Kibana 4 V49 —7 24 ADFERSLVREIFE. TORF1 AV MNTREVWEREA, 1 VI—TTAAD
FERAICEAT 2#MIL. Kibana RF¥Fa XYk AZBLTLEIWL,

pa

BEEOJIE. 77 4J)L b TIERWER Red Hat OpenShift Service on AWS Elasticsearch 4 ~
RV AREINFEE A, Kbana TEEOVERTT 2I01E,. OJER%E AP 2FERAL
. T, BEEOJD default EAAFERAT 21 T4 VARETI2HRENHY T,


https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html
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7.41.Kibana 1 VT v I ANRY—V DESH

ATy YRR =, ARIET D2UHEDH % Elasticsearch 41 VT v VR 5EHLZF T, Kibana T
F—YBEMEL, ARILETDICE. A VT IRRI—VBERTDIREIDHY XT,

AR

e Kibana Tinfrab & Waudit1 7 v I R%ERRT 5IIE, 2 —H—ITIE cluster-admin 0 —
JU. cluster-reader O—JL, F/&IXWMAOA—ILDINETY, T 7 4/ ~D kubeadmin 1 —
H—IlIE, INSDA VYTV I RERRTZLODBENRNRA—IvaVvhHYET,
default. kube- &£ U openshift- 7O 9 b TPod 8L U0V ERRTEZHEIC. Th
SDA VTV VAT IV EATEZIXTTY, UTFoax Y R=FHRAL T, BEQI—H—H
WUIRNR—I v a3 VvaF >TWEHNEINEHIETEET,

I $ oc auth can-i get pods --subresource log -n <project>

pa 3

BEEOJIE. 774 M TIEAER Red Hat OpenShift Service on AWS
Elasticsearch 1 Y 29 YV AILREINFEFH A, Kibana TEEOVERTRT I
i, OJVEEAPI A FERLTEBEOSD defaut HAHE2FEHET /14 TSA V%
HRETHIVLENHY X,

® Elasticsearch R¥a XV ME. A1 VTV I RNY—VBEERT BREICA VYT Y I RETEIHE
PHYET, CNIEEFNICETINI TN, FIRFILEEFRINLI T AY —TIEED DR
OO BEEEMELNHY £9,

FI7

Kibana TA VT Y I RNY—VAEFHFL, EVa2a754E—2avaERT2IC1E,. UWTFEERITLE
£

1. Red Hat OpenShift Service on AWS O~ — )L, Application Launcher @ =)y
L. Logging #3&RL 7,

2. Management - Index Patterns — Create index pattern%= 2 ') v 7 L TKibana 4 Y7 v 7 R
N =V R LET,

o ZFa—H—l& TOVI/MOOJEWRYT D7HIC, Kibana ICFHTOY A VT BERIC
AVTYYIDANY =V FHTERT D2BENHYET, 2—F—Idapp & WD ZFIDOA
VTY YRR =V EERL., @timestamp B 7 1+ —)ILRAEFERLCaOVYFF—0O7%
RRTDHBENHY ET,

o THI—H—(FFTNZTN., KRNI Kibana lIcOT 1 VT BHEIC. @timestamp BE 7 1 —JL
FaERALTapp. infrasd&Paudit1 Y7y I RO YTy I RN —VEFEHRT B0
ENHYET,

3.FRA VTV IR —UH 5 KbanaDETY 2754 £—2 a3 > (Visualization) Z/ER L £
ER
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7.4.2.Kibana TD Y S A9 —0O7 DEXRR

KibanaWeb A VY —ILTY SR —DOT%EXRRLET, Kibana TTFr—4¥%FXKxL. AHRtLT D HE
lE. TORFa XY MNTIRBEWERA, FllE. Kbana RFa Xy b ZSBLTLLEIL,

lE= 353
® Red Hat OpenShift Logging & & U Elasticsearch Operators ' 1 Y A h—JLEINT W B HEA
HYFET,

e Kibana M VT v I RINY—UHIEET %,

e Kibana Tinfrab & Waudit1 7 v I R%ERRT 5IIE, 2 —H—ITIE cluster-admin 0 —
JU. cluster-reader O—JL, F/4IXWMAOOA—ILDNETY, T 7 7/ ~D kubeadmin 21—
H—IlIE, INSDA VYTV I RERRTZLODBENRNRA—IvoavhHUET,
default. kube- & U openshift- 7O2 9 b TPod 84 UOJERRTEZHEIC. Th
SDAVTYYIRITIEZATEZETTY, UToav Y RaFERALT, BEOI—H—H
WHIRNR—I v a3 VvaEF O>TWEHNEINEHIRTEET,

I $ oc auth can-i get pods --subresource log -n <project>

pa

BEEOJIE. 77 4J)L b TIERER Red Hat OpenShift Service on AWS
Elasticsearch 1 Y 249 YV AILREINFEFH A, Kibana TEEOVERTRT I
i, OJVEEAPI A FERLTEEOSD defaut HAHE2FEHET /814 TSA V%
HRETHIVLENDHY X,

FIE
Kibana TOY AR TRT DICIE. UTEEITLET,

1. Red Hat OpenShift Service on AWS O~ — )L, Application Launcher @ =)y
L. Logging Z#3&RL 7,

2. Red Hat OpenShift Serviceon AWS OV —)LICOJA v $37HDIFERT 2L D &R USREE
BFREFALTCOVI VY LET,
Kibana 4 4% —7 x4 AMBEL £,

3. Kibana T Discover 242 ) w7 LZ ¥,

4. EEBOROY T I AZa =R LA YTy P R/RF— (app. audit. F7i
infra) Z:ZIRL £ 7,
OJ5F—%F. Y49 LRAIVTREDORFIAAVRNELTRRINET,

5, 94 LRIV TRHEDRF AV MNDID2ET IO XY NLET,

6. JSSON¥ 750w oL, R¥axrhrooszvh)—%5RRLET,
I Bl71KibanaDMA Y 7S5 A SV F¥y—adT VM) —DY VT
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"_index": "infra-000001",
"_type": "_doc",
" id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",
" version": 1,
" score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
2
"kubernetes": {
"container_name": "reqistry-server",
]

—_—

}

"flat_labels": [

"namespace_name": "openshift-marketplace",
"catalogsource_operators_coreos_com/update=redhat-marketplace"
|3

"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {

"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",

"level": "unknown",

"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",

"openshift_io/cluster-monitoring": "true"
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
}
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"

]
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b
"sort": [
1600894023422
]
}

7.4.3.Kibana D& E

Kibana 3~V —IL%EH L T, ClusterLogging 7 A% LYY —R (CR)%#ZEETSHIETHRETEE
ER

7.431.CPUSB LU AT —HIBRDEER
AOFX V7 aVviR—3RY NI, CPUEXEY —DFHIFROEANDRAEAFTLET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
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memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBEICIHELTAYTDCPUBELUVA T —DFIRRB L VEKRAIEE L £, Elasticsearch
DIGEIE. BEXRKEEHIREOHAZHETIVELHY FT,

OOLEHLT, ATEYATSAF—DCPUBLUAEY —DHIRE L VERAEIEL
i-g_o

QD MBBICISCT, OFaALI9—DCPUBLUXE) —DFIES L V0BEREIEELE T,

7.432. 0712754 Y—/—RKRORRUEOR—1Y VT
MEMEERET ZHIC, OVEY 2754 —52KRANTBPod 2Ry —) VI TEXET,

FIR

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ
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ﬂ Kibana / — RO AIBEL XY,
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558% RED HAT OPENSHIFT SERVICE ONAWS 7 5 24 —®
H—EXQIANDT7 IR

Red Hat OpenShift Cluster Manager Z{#f L T. Red Hat OpenShift Service on AWS (ROSA) 7 5 X
H—DH—EROQVERRTEET, Y—EROJICIE, O—RNRXSUH—U 4+ —YDEHPRY
V1= EINIAVTF VAT TITL—RREDHMBRISRI—ARY MDEBHEINFTT, OFIC
&, 1—H—, JI—7, BLVID 7ANA Y —DEBIMFIFEIBRREDISRAY—) Y —ADER
ERRINET,
XI5, ROSAYVSRY—DBAEREEEBINTEZET, Y TRISA4 T Lica—H—id, BEORIH
PREBRISAY—ARV N, BRIOVSRI—A VTR FYvTITL—ROAVFFVR, &
VZFOMDMNEY VICETZEFA—ILEZITRY X T,
8.1. OPENSHIFT CLUSTER MANAGER A#fffH L 7=t —EXQ 7 DR

Red Hat OpenShift Cluster Manager % {#f L T. Red Hat OpenShift Service on AWS (ROSA) 7 5 X
Y—DHY—EROJTERRTEET,

[} =313
® ROSAYV SRS —%AVAM—LLFELL,

FIR

1. OpenShift Cluster Manager ICFBIL. VA9 —%ZERLZET,
2. 75 A% —® Overview R—I T, Clusterhistory 27> a>vOH—ERO07%2KRRLET,
3. A7V av: kaOy T I A =Za—h5, Description F7<Id Severity TV SR —H—ER
DAOTETANIV T LES, RBEN—ICKHEDEBZAALT, ILIKTA4LSYVIT
XET,
4. # 7> 3 >:Download history #27 Y w2 LT, V5 R9—DHY—EZOY % JSON F 7/l
CSVERTHorO—KRLET,
8.2. 75 A4 —@IAEEFDIEM
Red Hat OpenShift Service on AWS (ROSA) 7 5 A4 —DBHMERLEZEBMNTEET, 75 RY—BA

A=W NYA—FTBARVIDRETDE, YTRIF4TLTVWBI—HF—ICRAMEEINF
_a—o

FIR

1. OpenShift Cluster Manager ICFBIL. VA9 —%ZERLZET,

2. Notification contacts Rt L ® Support ¥ 7T, Add notificationcontact#2 ') v o L &
ER

3. BN 5EED RedHat T—H—RFLIE AT FLRAZABDLET,

102


https://console.redhat.com/openshift
https://console.redhat.com/openshift

EI-I‘

#58% RED HAT OPENSHIFT SERVICEON AWS ¥ 5249 —OHY—EZ2ROQ T ADT7 IR

pa 3
A—HY—ZFLEEFA—IWTRLRIE, 75R5—HF704INTW5S Red
Hat D1 —F—7h oY MIBEEMITONTWEIRELNHY T,

4. Addcontact=27 ) v o LZE9,

o ERENEFEIEMING E, BBX v E—IYDRRINET, 2—H—IL. Support¥ 7D
Notification contacts RHE LD FICRRINFE T,
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FOEAWS VY —ILTYSAY—OTDERR

EEINZYISRAY—OYIE. AWSOYVY —I)ILTRRTEET,

O.1LEEIN/IA T DRR

Red Hat OpenShift Service on AWS A 5#riX XN 25 0O 1. Amazon Web Services (AWS) O~ Y —JL
IKRRINFT,

=S5

e cluster-logging-operator 77 KA Y H—EZXNA VXA h—)LINTH Y. Cloudwatch "G
IC7R>TW3,

FIg
L AWSavv—icnJ4 v LET,
2. VSR —%T770493)—TavERERLET,
3. CloudWatch t—EX % #IRL £ 7,
4. ZRIDIZ LD S Logs =:EIR L. Log Groups Z:ZEIRL £,
5. R HO07IN—T&BRLET., PRIV —ERDA VA M—IVEICEMILEY AT

IKISCT, 77V —>3 v, AVISARNSVFv—, FLIIEEOJARRTEET, i
#lEX. Amazon CloudWatch User Guide Z#ZBB L T I,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html

FgosOX /77 a4 AV NOEE
BOEOX VT O XY NDETE

101.O0FX Y JaAVR—ZXY MDD CPUBLUAEY —4IRDETE

MBI T, TRNEFNDISZAY—OFVFAVR—FXY MDD CPUBLIUXEY —§IFEOEA %%
ETCEFET,

10.1.1.CPU B LU X T —HIFRDEEE
AOFX> 7 aVviR—3RY MI. CPUEXEY —DFHEIFROBEANDRAEAHFTLET,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2 (CR) #fR&EL X7,

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:

resources: €)

limits:
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memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ MHEBEICIHELTAYTDCPUBELUVA T —DHFIRBE L VEKRAIEE L9, Elasticsearch
DIGEIE. BEXREEHIRIEOHAZHETIVELHY T,

g@z\%um LT, OVET1T7S5AY—DCPUBLUXEY —DFIRSLVEREIEEL
i-a_o

Q MBBICISLCT, OFALI9—DCPUBLUXAE) —DIES L V0EREIEELE T,
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FENE OJDIES L VEmE

N1 07 DYRE & #nk

Red Hat OpenShift Logging Operator I&. ClusterLogForwarder ') ¥ — R T#kICEDWTCaL 74—
57704 LFT, TDOperator TlE, LAY —D Fluentd AL V4% —& Vector ALV H—D2DOD
ALY —FToarvdpydR—rINTWET,

pa

Fluentd ISFEHEE > TH Y., SEDN ) —RATHIBRINS FETY, RedHat I&, I}
EDYY—ADSA 794 2 ILhIC - OMEED N TEEE Y R— FERELETA, T
DHEBEIZIEEI N A2 Y £ L7z, Fluentd Db Y I, Vector EHTET XTI,

N1 O DINE

O73L94%—& aAvTF—&/—ROOT%INET %7HICE Red Hat OpenShift Service on AWS
/—RICPod 277049 27—EvEY hTY,

TI7AINTIE, OJAL IS —RBUTOY—R%=FALET,

o JRATALABSLPAVIZRANZVFY—0OAJIE, ARV—TFT4 VI RAT AL, AVTF—7
V84 L, &V Red Hat OpenShift Service on AWS D5 D journald AT X v 2—2 2k > T
ERRINET,

e IARTOIAVTF—OJHD /var/log/containers/*.log
EBEOJZRETHLHI1ICA7IL V9 —%%RET % &, /var/log/audit/audit.log D SEIEI N F T,

AJ73aL29—Ecnsny—2r607%#REL, AF VY ITDEREICIHE U TREBPE IEAERICEE L
i’a—o

nLasavysy9—ov4 =~

Vector l&, OF > 7D Fluentd DREBEE L TIRESINZO0/aL 9249 —T9,

ClusterLogging h 249 L)Y —R(CR) ALY ay t#HEEELT. /SR —HIEATZOFXY
JAL IS —DIA TEBRETEET,

Vector2AL 249 —& LTE&ET % ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...
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https://vector.dev/docs/about/what-is-vector/

Red Hat OpenShift Serviceon AWS 4 OX > &

1.1.1.2. A 7 E D HIRR

AVTFF—Z 9441k, 7AYVII M Pod&, L0V TFF—DREDOTAYE—IVDY —
AERBETELODE/NEDERERMHLIF T, COBWRALTTIH, OOV —RE—BIIBET S
EETEFHA, OJIL VY —DOJERETZHEIC, BEINALGRS L TOV I MEED
Pod DHIRRINBZIFAIK. SNILPT/T—3 v RED AP H—N—m5DIERIEFI A TE AR VLWARE
MELRBHYET, TDED, BIzE D BREHD Pod 7OV Y kSO Xy E2—YERXBILIZY.,
OJ7DY—REBHTEIRWVGELNrHYET, COFHIBRICEY., OVDOIRESLIVERLEIZFRZAMT
74— M R—ATHDZERBRINZET,

BE
FEFARERIVYTFF—S VAL, OFXyvE—VDY —REEETD-ODHRIE

DERZRMHL, EROOTX Yy E—IDN—BERDIMIARLL, IThHDAYyE—Y
iKY, ZOYV—RAZBITEBRTREDHY THA,

N113. 94 7loasaL o 49 —#e

FniaJsvy—2R
Hae Fluentd Vector
TZYaAavrFr—ons v v
TTVEEDIN—FT 14T v v
namespace BIO 7 FYEBEDIL— v v
TA4VYT
Av277aAv7+—07 v v
17259 v—F)a7 v v
Kube API EEE QO &/ v v
OpenShift API BEEEEO 4 v v
Open Virtual Network (OVN) EE& v v
mE7

RN.2 35S L URRA
Hae Fluentd Vector
Elasticsearch sEBEE 4 v
Elasticsearch 2 —4#'—%//X R v v
7—NK
Amazon Cloudwatch F— v v
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Hae Fluentd Vector
Amazon Cloudwatch STS v v
Kafka GEPAE v v
Kafka D1 —H—HK /XX T— R v v
Kafka SASL v v
LokiR7S—h—9 > v v
RN EREEE#

Hae Fluentd Vector
Viaq7—%ETIN-T77) v v
ViaqT7—4%ETIN-12v7 7 v v
Viag7—4%ETIV -1V T35 v v
(v —FN)

Viag ¥—#% EFIL - Linux B& v v

Viag 7—% EF L - kube- v v

apiserver Bs &

Viaq 7 —% £ 7 )L - OpenShift v ,
AP EE &

Viag 7—4% €7/l - OVN v/ y
047 L~RILOERIE v ,
JSON 247 y )
Bislk1 7Ty IR v ,
BRITTIS—HKRYE v ,
RIVFAVTH—/DEA VT Y v y
7S

SRIVDT Sy Me v S
CLF #85 NI v ,
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ENA4Fa—=v4

Hae Fluentd Vector
Fluentd readlinelimit v

Fluentd /\w 7 7 — v

-chunklimitsize v

- totallimitsize v

- overflowaction v

-flushThreadCount v

- flushmode v

- flushinterval v

- retrywait v

- retrytype v/

- retrymaxinterval v

- retrytimeout v

FN.5 B
Hae Fluentd Vector
ANMNDTR v v
HvoaR—R v v
7Z—h v v
1.6 DAk

Hae Fluentd Vector
JOo—)L7OoFy—HR—b v v

x86 HR— bk v v
ARM HR— b v v
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Hae Fluentd Vector
IBM Power® #R— k v v

IBM Z® i R— b v v/

IPv6 HR— b v v
QAR ENDONNYy T YT 4

RO Z R — v v

N114.aL249—0HAN
ROAL VI —DEAPYR—RINTWET,

KN7YR—bMIhTWBHEA

Hae Fluentd Vector
Elasticsearch v6-v8 v v

Fluent #xi% v

Syslog RFC3164 v v (Logging 5.7+)
Syslog RFC5424 v v (Logging 5.7+)
Kafka v v

Amazon Cloudwatch v v

Amazon Cloudwatch STS v v

Loki v v

HTTP v v (Logging 5.7+)
Google Cloud Logging v v

Splunk v (Logging 5.6+)

11.1.2. O J#53%

BIEEER. W&ET507. TOEMAEEEEL%ZIEET % ClusterLogForwarder ') ¥ — X = {ER{ T
XET,
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ClusterLogForwarder ') YV — X &, AV TF— AVIZARNS IV Fv—, BEEONJT%ZITRAS—R
NDEFEEDIY RRA Y MNMIERET B72HICERATEZ 9, Transport Layer Security (TLS) AR — b
INTWBED, OV EREIEETZLOICOT I+ -9 —%BRETEET,

BEEE, EOY—ERT7AV VNI -DNEDBEOOTICT VAL TEHGETESZN A2 EE
5RBAC 7V RFAIZEKRTBHIEEHETETET,

11.1.2.1. O VX DRE

LAY —OREETINFOT 74T —F—HEE WD 2 DDA JVIREREAFATEET,

BF

RIWFAOT I+ —5—HeEEE T 3ICIE. Vector AL VI —DHADYR— I
T, Fluentd AL 24 —ld. LAY—DEETOHMEATEZT,

M1.211. L A —=%

LAY —FRETIE, V5R9—T1200774T7—9—DH%EFERATETET, ZOE—FD
ClusterLogForwarder ') ¥V — X 3. instance & \\ D &% 1|+, openshift-logging namespace IZE
K9 2ELAHY £, ClusterLogForwarder ') ¥V — R |, openshift-logging namespace

IC. instance &L\ D &ARID. XY % ClusterLogging ) V—XEWMETT,

M1.212. R VFOT 7 47— 5 —iE
RIVFOT 747 —45—#EEIX. Logging5.8 MIBETHIETE, UTOMENREINET,

o EHEEILZ, DAY -ICOTREDEZRZHFIT 2D, DAY —-ICEDATDIREZFF
AYshzeHElTEET,

o MNERHRMNEYHTONAI—H -, BMOOTRERELHEETETIY,

o JEHEED Fluentd AL V9 —D5 Vector AL VY —ICHEITT 2EEZIX. BEEOT7O4 XY
NEEglicHLWaY 7420 —49—425F704TCExFd, BESLTHLVWOT T+ —4—
&, 7—270—ROBITHICHEEFICEIMELZX T,

JRIVFOT T +7—45—DRETIL, ClusterLogForwarder ') ¥V — 2 ICx 9 % ClusterLogging ')
V—REERT DHEIIHY FHA, FEDORFIZFERL T, EED namespace TEHED
ClusterLogForwarder ') / — X Z{EE TE X T ROFIADHY X,

e instance &\ D &#ID ClusterLogForwarder ') ¥V — 2 (&, Fluentd AL V4% —%{FEHA9T 5L
AY—O7—0 70— /BT 2077 47— —@AFICFHINTLSDT. openshift-
logging namespace TZ D) YV —R&EZERKTETE A,

o ZhIFOALIVH—RICFHINTWSL®H. openshift-logging namespace IC collector & LY
2 ZaID ClusterLogForwarder ') V — X = {EK T2 2 &I TE FH A,

N1.22. 9S5R9—OTINFOT 7 4+ 7—5—eEDHFML

RIVFOT I #T7— 9 —HEEZFERT2ICE. Y—EXT7AVVNEZDOY—ERTATIYRNDI SR
Y—O—INA VT4V T%ERT D2BRENHY FT, £DT%. ClusterLogForwarder ')V — XA D
Y—EXT7HAV VSR LT P77 ERAHFTZHETEET,
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BF

openshift-logging namespace LLA DIBIND namespace TYILFOVEEAHR— M
%IClE. TRTOD namespace Z B4R 9 % & 5 I Red Hat OpenShift Logging Operator
TEI TERENDHY XTI, ZOHEEIFZ. #TL L Red Hat OpenShift Logging Operator
N=23 V584 YAM=VTTITAIFTHR-—FINTVIET,

11.1.2.2.1. A 745 D RBAC HEFRDER AT

Logging 5.8 LAFE Tl&. Red Hat OpenShift Operator & collect-audit-logs. collect-application-
logs. & & U collect-infrastructural-logs 7 2 24 —O— V&I 27, JL V¥ —FEEODY.
7)) r—=>avad, AVISANSVFr—OT TN ThIRETEET,

WMEBRISRAY—O—IEY—EXT7HOVNMNINA Y RTZZET, B2 22320 RBAC /8—
IwyavERRTEEY,

=50

® Red Hat OpenShift Logging Operator % openshift-logging namespace IC1 Y 2 k=)L I N T
W5,

o THEEWERND S,

FIR

LALIY—DY—ERTHV Y M affLEY, REEICh—IVZREETZA ML —YICA
TEEZAVHEEIE. Y—EXTAD VY MIN—OVEEDIRENDHY FT,

2. @Yy SR —O0—ILaY—EXT7HODY MNMINA YV RLET,
N4 KRavwy kKof

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

BIER R

® Using RBAC Authorization Kubernetes documentation

n2. 078104547
AR, O 7274 —NH"oXEINZOTDEEEZEHRLFJ. ClusterLogForwarder 772 ¥ L

)Y —2Z (CR) THAOY M1 T2BEHERL. EHOELRZ ORIV EYR—MNF2H—N—ICOJ %
EETEET,

N21LYR—MEROOJEREH S
HALROWENHIDY A FIcRY £,
XN8YR— bRFOOTHEHY( S

13
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Jobkan

HiR— RO

L9859 —%9147

Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd. Vector
Elasticsearch v7 HTTP 1.1 72.2,717.7,7.10.1 5.6+ Fluentd. Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ Fluentd [, Vector
Fluent Forward Fluentd forward v1 Fluentd 1.14.6. 54+ Fluentd
Logstash 7.10.1
Fluentd 1.14.5
Google Cloud REST over HTTPS  H&HFi/X\—T 3V 5.7+ Vector
Logging
HTTP HTTP 1.1 Fluentd 1.14.6. 57+ Fluentd, Vector
Vector 0.21
Kafka Kafka 0.1 Kafka 2.4.1. 54+ Fluentd, Vector
2.7.0. 331
Loki REST over HTTP 2.3.0, 2.5.0, 54+ Fluentd. Vector
and HTTPS 27, 2.21
Splunk HEC 8.2.9,9.0.0 5.7+ Vector
Syslog RFC3164. Rsyslog 8.37.0- 5.4+ Fluentd, Vector
RFC5424 9.el7. rsyslog- [2]
8.39.0
Amazon REST over HTTPS BRH/NN—Yav 5.4+ Fluentd. Vector
CloudWatch

1. Fluentd &, A¥ > ¥ /N—< 3> 56.2 T Elasticsearch8 #HR— ML TWEH A,

2. Vectorld, OF VI /N\—U 3V 57 LIET Syslog #HR— ML ZE T,

Nn22. 1% 41 7D

default
P95 —LED, RedHat EETZO7RANT, TI7AIMDHENDEZRETIHEIHY TH
AIO
5 2t
default H1&lE. V75 A9 —LEDRedHat MEETZO7RANTESBT B/0IC
» FHINTWED, default BANERETE2ETT— Ay E—IDRRINET,

14
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loki

Loki: KFEAMICRT—Z I THAMOEWIILFTF Y NOTEEY R T 4,
kafka

Kafka 70—7—, kafka Hi711d TCP 73 TLS EHmAFERATE T,
elasticsearch

AEB Elasticsearch 1 ~ 2% ~ X, elasticsearch H O Tld, TLSEREFHATEZT,
fluentdForward

Fluentd 2 R— NI B3HALAVESHY ) 12— a3y, TDF T avid, Fluentd forward 7’0 ~
J)L%EFEALZET, fluentForward H X TCP £AIX TLSEMAFATE, ¥—27L v M
shared_key 7 1 — L REIEEL THEF—DORIAEE Y R—MLZET, ,\*ﬁ_ﬂF DEREEIE. TLS DA
BICEARAKFERTEEY,

BF

fluentdForward 1%, Fluentd AL 79 —%FRAL TWEZEICOHAHTR—KMEh
F9, Vector ALV Y —%FHLTVWSBEIFYR—MNINFEHA, VectorIAL ¥
Y—%FERALTVWSHEIE. http ENZFERALTAY % Fluentd ICERIXETE X T,

syslog

syslog RFC3164 &7l RFC5424 7O NN EHR— g 2A4EOVEEY Y 2 —> 3 >, syslog
HAlE, UDP, TCP., X TLSEMAFRTEET,

cloudwatch

Amazon Web Services (AWS) BN RZA R T2 E=S )V IBLVTRATRARMNL—VH—ERTHS
Amazon CloudWatch,

11.3. JSSON O JEkDB L
OJ8EAPI A8 E LT, BEEINAEA T MWL TJISON XRIABIFTTEXT,

11.3.1. JSON 0O 7 D & #

ClusterLogForwarder # 7> = 7 N &I 5 &, JSON OV %@ L THEE&ELA T2 7 ML,
BR—MINTVWBHAICEETEET,

UTO#ELINEZISONOT IV M) —2'HBEREL T, ThAEDL D ICHKREET 20 EAL X
-3—0

BEkXhizJsoNOsT M) —f

I {"level™:"info","name":"fred","home":"bedrock"}

JSON OV OB AEBMICT ZICIE. LTFDOHID L S I, parse: json % ClusterLogForwarder CR M
NRATSAVIEBMLET,

parse: json ZRg A =Ry il

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json
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parse: json ZfEfH L T JSON OV DT EBMICT S E. CRIFUTOHID L S ICHEELI N
JsONAOY LY ~!)—7% structured 7 1 —JL RICOE—L XY,

BEfkIh/iJsoNOT Ty M) —%Z3T BElkIhi AN

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BF

Oy M) —ICAMARESEIEI N JSON N WEA. structured 7 1 —JL RIZRR
INFEHA,

11.3.2. Elasticsearch ® JSON O %7 5T — 4% D& E

JSON OV D EHDRAF—TILHIHZEI. ThOEIDDAVTYIRIRET D E. 9414 TOHE
PH—T AT ) T4 —OREIKET 2HEMEIHY £T., ThELOET ZICIE. 1 DDHEADERIC.
BAF—I% T —TIT 3 &L DI ClusterLogForwarder 1 2% L)Y —2Z (CR) 2R ET 2HEH
HYUEFT, ThiCLY, EXAF—IMNBDA YTy I RICEEINET,

BF

JSON O % % OpenShift Logging IC& > TEBIN ST 7 4 )L b D Elasticsearch 1 > X
I VRICEET BHEIC. BEILEDVWTHRA VT Y I ADNERINET, 1 VT Y
DANEGTEDRIENREADNR T+ —< Y ADRBEABET 5 IIE, HBORF—<IC
BEELTHERATESZRAF—VTOREFRTITDIEEZRFTLTLLEI W,

3 [

ClusterLogForwarder CR TLATF D&Y 1 T%EM L. Elasticsearch QXA NT DA VT v I X% %
ERRTE £,

e structuredTypeKey (X v —Y 7 1 —IL RDERITYE, TDT7 4 —ILRDEIFA VTV IR
BOERICHERINE T,

o kubernetes.labels.<key> (£, 1 > T v 7 RELDERKICHER X115 Kubernetes pod XL
DIETY,

o openshift.labels.<key> (&, 1 > 7 v 7 RZDEMICHEHA I N 5 ClusterLogForwarder
CR O pipeline.label.<key&gt; E52 T7 .

o kubernetes.container name (V7T —&ZA5FRALTA VT I REZEEKRLZET,

e structuredTypeName: structuredTypeKey 7 4 —JL KA BREINTWARWEE., £LEZFOD
F—HEELARVWISE, structuredTypeName [EHEELY 1 TE L THERINE
9, structuredTypeKey 7 1 —JL K & structuredTypeName 7 1+ —JL KOW A % —#& IC{FFH
9 % &, structuredTypeKey 7 41 —JL RDF—H JSON OV 7 —4 ITRWGEE
IC. structuredTypeName fBICE > TI7#—IN\v A4 VT v I RGN REINZE T,
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pa 3

structuredTypeKey DfE% Log Record Fields hEY ZICEBEINTWBEED T 1 —
JWRICERETEETA, BEY M TOREICEKD Y A MIREFEHART 1 — )L RHBRRI

hi-a—c

structuredTypeKey: kubernetes.labels.<key> Dl
UFERELET,

o U524 —h, apache BL U google EVWI 2 DNDERZHATISONOTEERT BT T

JT—3avPodZEiTLTW2,

o 1—H—FZhsD7 ) r— 3> Pod IC logFormat=apache & logFormat=google ® <

NIV &ETT 5,

o LUFMDR=~vy k% ClusterLogForwarder CRYAML 7 7 1 L CERT %,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default

parse: json 9
ﬂ Kubernetes logFormat 5 X)L TR I 115 key-value R7DEZFEAL X,

g JSON OV DEfEBMICLET,

ZDFEIE. LTO#ELRD S L O— K app-apache-write 1 > 7 v 7 RICEFINFE T,

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

. ULTD#EE/LD Y L O— Kid app-google-write 1 > 7 v 7 RITEEINZE T,

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

A structuredTypeKey: openshift.labels.<key> Dl

17
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LTFDR =~y k% ClusterLogForwarder CRYAML 7 7 { L CERAT 2 EREL T,

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

‘D OpenShift myLabel SNJLICE > TSI NE X — EEORTDEEFRLET.

9 myLabel £&/3. XFFIDE myValue &0 L O— RICIRHLET,

ZDBEIE. UTFo#EELO s L a— K app-myValue-write 1 T v 7 ZAICEEINZE T,

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

ZDDEEFIR

o #EiE{bL O— KD Elasticsearch 4 Y F v 7 R &, #EELY 1 TORIIC "app-" %, %317 "-
write" 2 BMT B EICEL > TERINE T,

o JFEIEMLI— NI BEEINAEA YT YIRILEEINEEA, IhEIEE BET T
JT—av, AVIZANIVFv— FLEBEEBAVTYIRATAI VT I REINET,

o ETAHRWEELY 1 THRWIHEEIX. unstructured L J— K% structured 7 1 —JL KA L T
BELET,

BE|ZA VT v Y AT Elasticsearch 5 AFRWVWELIICT B EHDEETY, 7TV r—vav
* namespace Z & ICTIRAL, EROOVER OHBHEDEBELY A THFALE T, &AL
IZEAED Apache 7 7)) r— 3 ik, LogApache 72 EDE L JSON OV ER EEELY 1 THF
ﬁ Lji-a—o

11.3.3. JSON O 7' D Elasticsearch O %7 X N 7 AND#5%

Elasticsearch OZ A R 7 DIFEIE. JSONOJ IV N) —HBREZAFXF—TICHEDIIBZTA. & IJSON R
F—IEIDDODHAEEICTIL—FILT % &£ 5 IC ClusterLogForwarder 1 2 ¥ L1s1) YV — X (CR) % 5% E
LEd, ThickY, Elasticsearch lEAF—< T EICEBIDA Ty IV R & FRHLET,
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BF

BRZ2AFXF—VAEBLCAVTYIRIEETBEYA TOBEPH—FT14FT T4 —D
BEEEIESRITHREMELH DD, T—4 % Elasticsearch A M 7 ICERET B HEIICI D
BRELERTIBILELGHY FT,

AVFYIANSGTEDLZENRERDN T A —T V ADOBE AL T 5ICIE. HBOXR
F—VICEBELL L THEATIARAF—TORAERE T EEMRETLTLLEI WL,

FIR

1. LFOR=~v k% ClusterLogForwarder CRYAML 7 7 4 JLIZEEBIIL £ 9,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. structuredTypeKey 7 1 =)L RZfERALT. OJL3—RT74—ILRD1D%ZEELXT,

3. structuredTypeName 7 1 —J)L RA&FR L CRrI2EEEL T,

BF

JSON O 7 % f##r 9 % IZIE. structuredTypeKey & structuredTypeName
74—V ROWAEZHRET D2REN’HY T,

4. inputRefs MiF &I, application. infrastructure 7213 audit 72 & D /X1 7514 U &FERL
Tk d 207914 THIBELET,

5. parse: json EXR% /N1 T4 VITEMLET,

6. CRA7TVxzy NEERLZET,
I $ oc create -f <filename>.yaml

Red Hat OpenShift Logging Operator AL 24 —Pod ZB7F 704 LEd, L. BT/
O AT LARWGEE, JL 249 —Pod #HIBR L TEHINICET 704 LET,

I $ oc delete pod --selector logging-infra=collector

N3.4.BELCPodARDOAVTFHF—DSRDA Ty I ZAADJISON O DERiE

BEtkOJ%, AL PodADERZAVTF—DLRODA YTy RICERETEET, TOHEEEE
Be2iICid, BT F—OHR— b EFRALTS TSA4V%EREL, PodIilT7/T—>avaf
FEZREAHYEY, OV ITEBHEN app- DA VT v P RICEZTRAFNET, ThICHBT 30
I TA Y F7R%FAL T Elasticsearch 258 E T 52 & A HELET,
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BF

AJDJISONFERIE. 7TV r—oa Vit >TERYET, ERTBA VYTV IAN
ZIEXDENTA—TVRIHET DD, ZOMEDFERIX. BEEMEDRL JSON
XOOTDA YTy I ZADERICBREL TS RIW, 7)) —%FALT. IEIFA
namespace 72 FHIMEDH 2 JSSONHRXDOT7 T r—oavhsOl/ 298 L £7,

AR

® Red Hat OpenShift DOF¥ > .55

FIR

1. ClusterLogForwarder CRA 7 =V N2E&HT 2 YAML 7 7 M L EERREIEHRELF T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

ﬂ Kubernetes logFormat 5 X)L TR I 115 key-value R7DEZFEAL X,

Q TIFAVFFI—HAOEBAMCLET,

2. POdCRA TV TV MNEEFZITBDYAML 7 7ML AR FEZIIRELF T,

apiVersion: vi
kind: Pod
metadata:
annotations:
containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:
containers:
- name: heavy 9
image: heavyimage
- name: low
image: lowimage

ﬂ 3. containerType.logging.openshift.io/<container-names: <index>
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©® 7/7-vavaERIVFFI—REALTRFNERY A,

Dig¥
Of

DREICELY, 7RI —LEDY v — ROBENKIRICIEINT R8N HY &

oup

G

RS

® Kubernetes Annotations

RS

o O7J#RE

N.4. O JEE DR E

AFVIFTOA AV RNTIE. T7ANMMTCAVTF—BLPAVISRAMNS IV Fv—nOT I
ClusterLogging 2% L)Y —X (CR) IKEHIN/ATMLOT A N TICEGEEINZE T,

EFa2T7RAM —VERHBLAVWED, BEEOJIET 74N NTREOTZ MTICEGEINEIE A,
BEROEEICSVWT, BEAVEZEET Y A7 ANEMSE L CBIFORHEICER L, BEHICRES
NTWBIEZHRBLTIEIL,

DT 74N MERENEM %A/ TI5E. ClusterLogForwarder CR #2ET 2L ELXH Y FH
Ao ClusterLogForwarder CR B’%F1E 9 23154, default HAESL /M 54 UHAERIN TV S
I:l%lz%u\ Daﬂilj\]ﬁlglﬂal I\ ‘\-iﬁ% hiﬁ'/\m

N41. 07 DY —RKNN—F 4 = AF LANDERE

Red Hat OpenShift Service on AWS 7 S 29 —DRADEFEDND TV KR4 > MIOTEZEET 3IC
I&. ClusterLogForwarder 1 X% 1))V —RZ (CR) T A & R4 T4V DiEAEhLEEIEELE
T, AW AFEALT BEOIOV Y MIEAER I ONAEZT ) r—arads2T Y RRA Y MC
X T 52EETEET, SRELE Kubernetesy—2 Ly ATV ML > TIRHINE T,
RATS4>
12007854 THH 1 DELIGEBROEANNDEMBRI—FT 1« VI, FLIZEFETZ2OTEEEL
F9., OJ94 FIEUTOWTFIMIRY FT,

e application, 7 S RY—TR{ITINZ, A1 VIFANSIFv—aAVTF+—T TV s—
vavERLAI—Y-—TFTFr—avil&oTERINBAYFTF—OY,

e infrastructure, openshift*. kube*. 7 (f default 7O - M TETIN 3 Pod DO
VFF—ATELY /= RIFAINIRATLAOLREBINZ Y y—FO Y,

e audit/ — FEEE Y X7 A, auditd. Kubernetes APl #—/X—_ OpenShift APl #—/3—,
BLUVOUN XY NT—VTERINZEEDY,

NAT54 U Tkeyvalue R7%2FATZE, PFUM DY ROTAYE—VIZIRIVEBINTE
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F9, IcEZE MOTF—I VY —ICEEINDI Ay E—JICSRNILEBMLEZEY., 94 TR
OISRV EMIFIZYTEET, A7V MIEBMINESRNIILEOT Xy - &HITERE
IhZxEd,

input

BEO7OV ) MIBEERITONZ 7TV r—>avnlanN1 754 VIlEELET,
A TS54TIE, inputRef RS A —4—%FRAL TERET 207491 F&. outputRef /85 X —
Y—%FRAL OV %EET 2I5MEaEHRLET,

Secret
1—H—REAERL E OB T —4 28T Key:Value ¥ v 7,

UTFORISERL TSI,

o OJHATDNA T4V EERLRWEE, RERYM FonJid Oy F3hzxd, k&
Z &, application & U audit ¥ 1 7D/X1 TS5 4 VEEBET 2EDD, infrastructure ¥ 1
TORA T4 EEBELRVWE, infrastructure O E ROy FINF T,

e ClusterLogForwarder 1 2% L) Y —X (CR) THADERD Y 1 Tx2FERAL. QT EEHD
ER27O0MINEYR-PFTEIH—N—ILEEFETEIET,

UTofITld, BEEOQ Y %t 2 74 ER Elasticsearch 1 Y AY Y RICEEEL, 1V T7S5AKNS Y
Fy—AOJ A tx 17 THRUVWHAER Elasticsearch 1 Y RY YV RIC, Z7FY 45— 3 vad % Katka 7
O—h—Il&EEL, 77U —>a>r0%7 % my-apps-logs 7O = 2 b H 5 AER Elasticsearch 1 >~
AV RICEREL X T,

AOJEEORAENRS TSA VDY T

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: elasticsearch-secure ﬂ
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure 9
type: "elasticsearch"
url: http:/elasticsearch.insecure.com:9200
- name: kafka-app G
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs G
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inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

LAY —RETIX, CR%ITinstance THEIZMLELAHYET, VILFOAT I 4T —H—FRET
&, FREOLFIZFEHTEXY,

L AL —3RETIE. CRnamespace (& openshift-logging TH2NENHY £9, ILFOT 7+
7 —4—RETIE, EED namespace ZFHATEET,

H—ERT7HT Y NDER, Y—EXT7 AoV ML, OF 7 +7—4—71 openshift-logging
namespace ICT 7O4 INTVLWARWES, IILFOT T+ T7—9—DRETOHBHETYT,

Y=Ly hetFa1T7RURL ZHEBLKEF 2774 Elasticsearch HIIDERE.

O ® & o

o HA%Ehd % KHI,
e HADH A 7 elasticsearch,

o EEEIHAZL. AWM URL & L TO Elasticsearch 41 Y RY VY ADEF 1772 URL &
J:U{‘/_ﬁ_ I\o

o TLSHEEDIY RKRRAY NTHERY—V LY b, ¥—7 L v Midopenshift-logging 7
AV MIFRETIRENHY I,

6 JEtz ¥ 1 772 Elasticsearch B FIDERTE:
o WHHO%EEMY 2 HAHL
o HHDH A 7:elasticsearch,
o EEHAESL. AWARMN URL & L T Elasticsearch 1 Y 24 VY 2Dt F 2 7 TIERL

URL 8L TVR— K,

123



Red Hat OpenShift Serviceon AWS 4 OX¥ > 4

@ EFITRURLENLEYSA T NREE TLS BIEA A L7 Kafka H D DR E:
o HH%EIRYT %HEHI
o HHDH A 7 kafka,

o Kafka 7A—H—DURL BLVR— %, EEFLZECEPLMETURL & LTHEEL X
-a—o

my-project namespace NS 7 ) r—> 3 vO5 % 74 IV I —F BDDANDERE,

EEBxO VAt F 17N ER Elasticsearch 4 Y 29 YV AICEETBLHOD/( TS54 Y DEE,

@9

o A T4 VEERAT AR

e inputRefs (3074 1 7 T9 (fl: audit),

e outputRefs (ZFHAT 2HADEARITY ., ZDHITIL elasticsearch-secure &tz 17
% Elasticsearch 1 ¥ 24 > ZIZEriX I, default [&AER Elasticsearch 1 ' 24 >~ R TEx
EINFET,

o AT ar.OJIEBINT 2EHDINI,

7V a v XFy, OJIGENT 21 2FLIFEBDINIL, "true" R EDB|REIR. 7—ILE
ELTTRARL, XFIMEE LTEBINDLDOICLET,

o

AVISANSIVFvy—OT%tF 217 THRWVWHAER Elasticsearch 1 VY RAY V RITEFET 570D
RATS54 VDERE,

o

my-project 7O = U S WEB Elasticsearch 1 Y XY Y AILOT A ZEET B72DD/INA TS5 4
v DERE.

=

NA T4 v %RAT 2 EH.

inputRefs (Z4FE D A 71 my-app-logs T9,

outputRefs (& default T9,

o A7 av:XFH, OFIEBINY % 1D ELFEREDOINI,
@ RA T4 VEDRWBEICO Y % Katka TO—H—IEET 272001 T4 Y DERE,

e inputRefs (07 % 1 79 (f5: application),

e outputRefs [IERAT HHAODEREITT,

o A7 av:XFF, OFIEBINY % 1D ELFEREDOINI,
HNEBOTT7 T 57— —HFATERWEED Fluentd ® O 7 ONE
AEOFVIT7I) 5= —DFEATEY, OV EZEFETEARAWVGE. Fluentd [dfliGE L TO V%2 NE
L. Znozn\v 7 7—IlRELEY., Q77 )5—4—2FAFTEICRDE, Ny T7—3INnkO
JHEESE., OJDEENBRAINET, Ny 77 —DNTLRIC—MIZARS &, Fluentd (ZO 7 DINE % =
It L9, RedHat OpenShift Serviceon AWS A0/ %#0—F—>3a>v L, ThoZHIBRLET, Ny
J7—HA XEFE LY, KERY 1—LER (PVC) % Fluentd T—E >t v k71 Pod 123810
LY BIEETEERA,

YIR— P RHROBEF—
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ZIZTlE, —BHAF—451TERLET, HAYA TIEEMORHEF—E2HR—NT2EDEHY F
T, HABEBDEREZ7 A —ILILEEDLNTWVWEY, INTOMERIEA T avTY, BESTZF—
ZRELT, BEBRQEF2Y T4 —HBEZBAMIILET, F—PP—ILy b Y—ERT7AHT VK,

R—MDFA—TV, FFI/O—"L7O0FY—RERE, AROFTETRLEEL LD ABEMEDH 21BN
BREEERL. HETIVNENHY £, OpenShift Logging &, FREEDHEAEHEEBDAR—B %R
LEHA.

FS Y RR—bL A ¥—tF2Y 51— (Transport Layer Security, TLS)

v—29 L v MR LT TLSURL (httpi/f... £7id ssli/l...) #ERAT 5 &, EARAIR TLS —/— D
AL EMICRYES, Y=V Ly hEEDH, RDFTavT714—ILREERET D E, BMOD
TLS BBENBMICAY £,

e passphrase:(XF3) TV I—RINATLSHEREZTI—RT5LDD/IRTL—
X, tls.key "LETT,

e ca-bundle.crt:(XF5) U —/N—FREADARYT—CADT 7144,

1-—F—BBLTRRT—F
e username:(XF5) A1 —F—%, NAT—K P’RETT,

e password:(XF5) FRE/ART— K, A—HF—F MU ETT,

Simple Authentication Security Layer (SASL)

e sasl.enable(boolean)SASL ZBATRMIICER T FEMICL T, RUVWIFEIF. SASL IE.
fttd sasl. F —DREINTWVWBIHEICEBENICEMICARY £T,

e sasl.mechanisms:(E25)) BFRAI SN/ SASL XA H=ZXLEZDY R b, RELTWEHNEDIS
BlE. YRTLOTI7 A MDMERINET,

e sasl.allow-insecure:(7—JLE) V)V 7 TFAMDNRAT— REZXEFET DA AZXL%&EFHFA
LEd., 74 bk false TY,

N.411.>—2 L v bDOEBR

ROARY REFALT, BEAZEEF— T 7ML EZBCTA LI M) —IZo =Ly FEERTEZ
-3—0

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

Pz
RBEAERAESSICIE, generic F/cld opaque Y=V Ly hNAGRATZ & AHELE
-a—o

N.42. 07747 —4—DVERK

A7 747—4—%FEMRT5ICE. Y—EXRT7AV Y MPINETEZ2O07ANDEREZIEET S
ClusterLogForwarder CR #{Ei§ 2 BN HY FT, OV A2EETIBHANEEETSHIEHTEE
T, YIFOTI4+T7—5—#eE%EFERL TW3I55(13. ClusterLogForwarder CR CH—EX7 A7

125



Red Hat OpenShift Serviceon AWS 4 OX > &

YhEBRTIBENDYET,

VSR —TTINFOT 747 —F—HEzFERLTWSIEEER. ARO&FIZFERAL T £8D
namespace IC ClusterLogForwarder 1 2% L)Y —RZ (CR) AFlXCTEXd, LAY —FE&AZFERAL
TW3I5813. ClusterLogForwarder CR M &#i% instance IC L. openshift-logging namespace IC
RS DHENDHY T,

BE
ClusterLogForwarder CR % {ER{ 9 % namespace DEEREMERIUETT,

ClusterLogForwarder Y ¥ — 2 D4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> @
outputs:
- name: <output_name> G
type: <output_type> @)
url: <log_output_url>
#...

LAY —RETIX, CREITinstance THHIMELRHYE T, YILFOT T 4T —4H—FRET
I, FEOELFIZFEHTEXY,

L AL —3RETIE. CRnamespace (& openshift-logging TH2NENHY £9, ILFOT 7+
7 —45—RETIX, FED namespace AFHTEXZ T,

H—ERT7HT Y NDER, Y—EXT7 AoV ML, OF 7+ 7—4—71 openshift-logging
namespace ICT 704 INTUVWARWEE, JILFOT T4 T—9—DRETOHNETT,

REINZO7D94 7, D7 14—J)L RDEIEF. EEOJDBEIE audit. 7Y r—>3>n
J DB &L application. 1 > 7352 M50 F+—0OJ D& infrastructure, £72137 7Y
F—YavIlEBEBINLBEDANICRY T,

O ® ® o

A7 DEELRDENDY AT, TDT 14 —IL ROIE
I%. default. loki. kafka. elasticsearch. fluentdForward. syslog. Z7:(3 Cloudwatch T

ER
R

default DENY 1 T, BHOOT T4+ 7—F—DRETR Y R—PIhTVE
TA,
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O r~UoEREDOHNDERH.
@ O OBREEDOH D URL,

N.43.0 M1 AO—RKREBMEOFa—=V

Logging 5.9 LAgMD/X—< 3 ~ T, ClusterLogForwarder 12 % L)Y —X(CRYD Fa—=>7 {t
BiE, 20—y hELFOTOEGHEOVWTIONEBETEELIICTIOM XY NERET 2FHRE
RHELET,

rEZE, ALY —OBREBKICOJOXDARMEZRLS TRENH BHE. FLFRHESR—
T2EHICALII—DOBREBZELNEINALOITA Y E—IDBERBEEF, 77044V N2RAE
LTaTDFEHREDBEIBMMITZTIIENTEET., RETRLRNY FH A4 XIIN— RFIRYH 5
HH%EFERT2HEIE. 7704 AV NERABLTOTRL—Ty NOBEIRAZMGIFTZIENTEE
EE

BF

COMREEMHEAT 2T, Vector ALY Y —%FRATZLDICOF VI FTTOM AV b
HRETEIVLELNHYET, Fluentd AL VY —%EHT 25
A. ClusterLogForwarder CR®D Fa—=> ¥ tHiEHR—rIhFE A,

LIFDfE, OJsmEH % AT 57-0ICEHE TX 5 ClusterLogForwarder CR + 7> 3 v &R L
TWEY,

ClusterLogForwarder CR Fa1—=> 774 7> 3 > Dl

apiVersion: logging.openshift.io/v1

kind: ClusterLogForwarder

metadata:

#...

spec:

tuning:

delivery: AtLeastOnce ﬂ
compression: none g
maxWrite: <integer> e
minRetryDuration: 1s ﬂ
maxRetryDuration: 1s 9

#...

ﬂ AJeEEDREE—F2BELE Y,

e AtLeastOnce fFgfSid. AV 747 —4 -0 Sv>aliy, BEBLAZEIC. 7
SYYAFIIHEARAENTDBEICEEINAI 2OV’ BEEEINDZIIEEZEKRLE
I, /5y agic—fHoashraE L TWBHEEIHY X,

e AtMostOnce fgfSld. OV 747 —4 -V Sy ahlilkbh/iO745ETTDI &%
EMLAVWCEAEBKRLET, TOE—RTRRAIL—TFy M EELETH, OF/ORN
RKELLRBEREELHY £9,

HEWMBREZHEET 2L, XY MV -V LTEBEIBANICT —IDPERMINI T, INTOHNAY

A THEMEYR—PLTVWEDHIFITIEHY A, BEISNLZEBY A THHATHR—FIH
TWEWEE, T57—DNRETZIEITERELTLLEIV, COREICHERATESER. E
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#&. gzip. snappy. zlib. zstd ® none T9, Kafka DHEA%AFEAL TWBIHEEIE. 124 EfEEE
ATEEd, #FllE. [Fa—=-VIHATHR-MINZEMOEE] 2S5RLTILEIW,

9 HANDE—DEERIFORARAIO— ROFHIRZEEL T,

Q KRRICEREZBAITTSENICHIT I 2F TORNFHREFEZIEELE S, ZOEIIXFITH
Y. T Y#ms)., M), FLIFDOM)TEETEET,

g KMBICREEZBATIZAIICATI 2T TCORATFHIFHAZIEELE T, JOERXFITH
Y. T Y#ms)., M), FLIEFDOM)TEETEET,

KNI HN%EHET 20 KR— MHAROEHRY 1 T

Amazo Elastic LokiSt Apache HTTP Syslog Micros
n search ack Kafka oft

Cloudw 8 Azure
atch Monito
ring

gzip X X X X X
shapp X X X X
y

zlib X X X
zstd X X X
1z4 X

Nn.4.4. EBTOHINRE DB
AVFF—ayOBEBFO IS —HmEEEMLET,

=2 H-
= = |

AA ORI B E. 18T A —T Y R BB B TR A B Y . EIDD Y
Ea—FT4 7)) y—29REoOxX IV ) 2a—a IR EBEICRZIEEDNHY
—

O7NX—H—(38%IC. ACHAADOERDITEZR % DHINE L TERSTHILET, TOHER, K94
ATV M) =DFEL, PL—RAINEBERPITFELILRBAERDRKETRIINE T,

Java FIA D Hl

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<param1>" is null
at testjava.Main.handle(Main.java:47)
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at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

o OFVIJZEMILTHEBITOFANZKREL, TNHZ 12007 TV N)—ICBT7 VYTV
TX3 L9519 %5%5451E. ClusterLogForwarder 7 2% ') Y —2 (CR) IZ, fEH true ®
detectMultilineErrors 7 1 —JL RAAEFEFNTWB I &L 2R LT,

ClusterLogForwarder CR MOl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true

1.4.4.1. 554

O Ay E—IUDBIHREIYY I NL—REFERTDEG LAY —TVRELTERRIINGIGE., T H
FE—DHEAO/LI—RIEAINET, BUOOT XAy E—JDHEBIE. =4S VY ARADTRTD
AvE—Y 74— )L ROEKEIVTFUVICEERZ ONET,

KNIOLAL VY —TCHR—PFINhTWBEE:

Language Fluentd Vector
Java v v
JS v v
Ruby v v
Python v v/
golang v/ v/
PHP 4 d
Dart v v

N.4.42. NSTNa—F4YT

BMCTBE, OIL VY —REICIE detect_exceptions ¥ 1 TOFH LWL/ a VAEEFNET,
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vectorsEEE V> a v opl

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentdS&EtEZV > a > ol

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force_line_breaks true
multiline_flush_interval .2
</match>
</label>

11.4.5. O %7 @ Splunk ~D#xi%

REBD T 7 # JL b D Red Hat OpenShift Serviceon AWS OZ' X M ZIZHIIA T, F72EZTDRDHYIC,
0% % Splunk HTTP Event Collector (HEC) ICERETE X T,

P2
- Z DRE% Fluentd THEAYT S I LY R—FINTVIEA,

AR
® Red Hat OpenShift Logging Operator 5.6 LA
e L 7U%—&LTvector B"{§E X 17z ClusterLogging 1 ~ X% > R

® Base64 TITYI1— KNI N7/ SplunkHEC h—20 >~

1. Base64 TTY1— NI N7/ SplunkHEC h—2 Vv AFERALTY—2 Ly FEERLET,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. LFDOFY 7L —h%ERL T, ClusterLogForwarder 1 24 L1) Y — X (CR) 2 {ER F /= IE
wmELXT,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
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namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 9
type: splunk G
url: <http://your.splunk.hec.url:8088> ﬂ
pipelines: 6
- inputRefs:
- application
- infrastructure
name: Q
outputRefs:
- splunk-receiver @

LAY —RETIX, CRLITinstance THIZMLELHY ET, VILFOT I 47 —45—F
ETIE. FRDAFIZFEHETEET,

L ¥ —3FRETld, CRnamespace I& openshift-logging TH 2 BEAHY 9., YILF
O 747 —4—R&ETIE, EED namespace FHATEEY,

Y—ERXRT7HV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTITAT—F—DRETDH
WHETT,

HAODERIZEEL T,

HEC h—J U E&FEh3d—J Ly NOLRIZEELET,

HA% 1 7% splunk & LTHEEL T,

Splunk HEC @ URL ((R— M2 &) 2BEL £,

NA TS24V %FERLTERET 5207 % 41 7 (application, infrastructure. 7 (& audit)
EEELET,

FTFoav A TS4AVDE&ERRELET,

00 99909660 O O °

CDNRATZ4 TRV EEET SRICERTIENOZRIZBELFT,

N4.6. HTTP A TOO JV#mi%

HTTP A THDO JERE(E. Fluentd & Vector O/ L 249 —DEATHR—MINTWET, BMIC
¥ %ICIE. ClusterLogForwarder H 2% 1) — 2R (CR) DHHY 1 7% http ICTIEEL £,

¥
o UTDFYFL—hM%ERALT. ClusterLogForwarder CR 2 {Ep X/ IZIREL 7

ClusterLogForwarder CR MOl

I apiVersion: logging.openshift.io/v1
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kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: httpout-app
type: http
url:

method: POST
secret:
name: G
tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

LAY —RETIX, CR%ITinstance THEIZMLELHY ET, VILFOT 747 —45—F
ETIE, FREDRAFIZFEHTEET,

L > —3FRETld, CRnamespace I& openshift-logging TH2WEAHY 9, YILF
OJ747—4—RETIE, EED namespace FHATEEY,

Y—ERXRT7HV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTIT+AT—F—DRETDH
BETT,

OJ7D%%ET KL R,

AJLa—REXEFETBEBMDOANY T —,

SRR DY—I L v M,

&I true F /-1 false T3,

Q9966 O o o

ZDER, HARERLTHIBVENHY XY,

N47.%EO7OV I MOBLOFT ) r— a3y Oy D%
REOTARNTOFERICMA T, FLFZORDYIC, 7V r—avo/oaE—28E07 0O

VI MOSHAEOTTI) =S ICEETEE T, £, ABOTT T Y S —4H —% Red Hat
OpenShift Service on AWS Do A7 TF— 9 ZZETE B LD ICKRET D2HELHY FT,
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T r—=ara/o7adzd ML DEEERETDICE. TOT I LSRR ELTIDD
AT ClusterLogForwarder 1 2% 1s1) Y —X (CR) 24Efk L. thoO 77V —9—DF T 3
VHA, BELTETNSDOARNEFERT /81 T4 VEERT 2HENHY T,

AR

o EEINATONINFAREFERXEZFRALTCOX VI T—9E2ZETIHILIICHEINZOL
VTP —=IN—DRETT,

FIa
1. ClusterLogForwarder CR = E%& 9 % YAML 7 7 1 L &2 {ER F /I3 mEL £ 9,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: ﬂ
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q

inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:

project: "my-project" @

- name: forward-to-fluentd-secure @

inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"
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ClusterLogForwarder CR D &#ild instance THZMELAHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNH Y X7,
HADEZH,

H 714 1 7 elasticsearch. fluentdForward. syslog. 7zi& kafka.

BN URL &E LTOAEBO T TV ) S —9—DURL ER— b, CIDR7 ./ T—2 3
VEBATSI IR —2F0T7O0F S —IEMIA>TVWERIGE. HARIPTRLR
TR —N—ZF/<IEFQDN THEIMENHY F T,

tls HEEFHAFERT 2BEIE. TLSBEDOIY RKRA Y MIRERI—I Ly NOELRI%
EETIMNENHYET, >—7 L v bid openshift-logging 7O =7 MIEEL.

tls.crt. tls.key. LU ca-bundlecrt ¥F—HDEFNZ2MEIHYET, IhbiE, Th
TNHOKRTAAEZSRLI T,

@ 900090

EEINALTOV I MDST TN r—2a vl a2 7409 —F5HODAHDERE,
namespace MMEEINTWARWES, OJIETRXTD namespace MLINEINET,
NA T4 VERER. GRS AALSERIMMEHAICOTEEELET. ZOHIT
\d&. forward-to-fluentd-insecure &\ D ZEID/NA 7541 ~iE. my-app-logs &5 %
BID ABIH S fluentd-server-insecure & WD ZRIOHAICAO T &EREL T,

AADY X K,
FERAT 3 ENDOEHL

A7 a v XFH, OJIEMY 51 DFBFERDI NI,

09000 009

A7 &M T T7I)TF—4—ICEETDOD/IN TS54 VDERE,
o AT NRATSAVDEEIEEELET,

o NS4 VAMERAL TEET S04 1 7 (application. infrastructure % 7z |d
audit) ZEEEL 7,

o ZDNATSA TRV EGETZRICHERTIENOZRIZBELFT,

o I a3 FIUAINMDODOTRANPICOTAEET B0 default HAOAIBEL ZF
-a—o

o FTTav:XFI, OJIEINT 21 DFIFEHRDO I NI,
@ CDREEFATZE, TRTDnamespace 5D T7 T r—o 3O P REIN D
ZEITFRLTLETWY,
2. RDAX Y R%AEFTL T, ClusterLogForwarder CR #&EMH L £ 9,

I $ oc apply -f <filename>.yaml

NA48.BHEDPod LD T ) r—a>vyayniniE

95 A4 —EEBEIL. Kubernetes Pod SRV AEFHAL TRED Pod 507 T7—49%N&EL,. Iz
A7aAL Y9 —IlEETEET,
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TT)r—2 3 X F X F A namespace DD Pod & HICETINS Pod THREINDELE
T, INLDPod 7 AV r—2ava#ild 2oNILLHZIGEIEF. ThooO/F—49 %2 RE
L. FEOOJ/IAL VY —ICHATEET,

Pod SNRILEIRET %ICIE. 1 DLl ED matchLabels DF —/{EDOR T AFRALF T, EHOF—/ED
R7ERET HI5E. Pod IBRINZZNOSITRTUI—BTI2HENHYET,

FIR

1. ClusterLogForwarder CRA 7V h2E&HT 2 YAML 7 7 A L EERREIEREL F 7.
7 74T, LTFDAIATRT & 5 IC inputs[].name.application.selector.matchLabels O T
Bt R Effi X — R (Equality-based) DL 74 —%{FHA L TPod SNILEBELET,

ClusterLogForwarder CRYAML 7 7 1 LD Y > F)L

@ 0060 O o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9

spec:

pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

LAY —RETIX, CRLITinstance THEIZMELHY ET, VILFOT I 4T —45—F
ETIE, FREDRARIZFEHTEET,

L > —3FRETld, CRnamespace I& openshift-logging TH 2 BEAHY 9, I F
O 747—4—RE&ETIE, EEDnamespace FHATEEY,

inputs[l.name "5 1 DU EDIVIRPYDEEIBEL X,
outputs[] ™S 1 DU EDIVIRPYDEEIBEL X,

Pod ZRILD—EDEY NaFDOIET S r—2 3 v O—ED inputs[].name %= E& L %
ER

N&ET 2077 —9%FDPod SRNILDF—/EDQORT7EIBELET, F—7LIFTIER
. F—CEOEA%EBETZ2HENHY £F, Pod BIRT ZITIE, Pod IFTRTD
F—EEDORTE—RTI2REIHYFT,
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Q Z4 7> 3 v:namespace = 1 DU EIBELZF T,
@ O/ F—49%8%T51 DU LEOHNDEIEELET,
2. AT a0y F—9 DIRE % ED namespace ICHIFR T 2 IC1E, BIRDBFID &£ S I
inputs[].name.application.namespaces = A L £ 7,

3. A7V a v BB Pod SRIVEFDEBMOTZ T r—yavhrb@U/NATFS54vicay
T—HEEETEET,

a. Pod INILD—EBDHAEDLE T EIC, RRINZEDERAKRDENMD inputs[]l.name t
o avEERLET,

b. 2TOF7 T r—>3a>®Pod SRIVIC—HTELHIC, selectors FH L F T,

c. ¥R D inputs[l.name {&% inputRefs ITBIML X T, UTICHERLET,
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. CRAT7V U bEERLET,

I $ oc create -f <file-name>.yaml

BaETE R
e Kubernetes M matchLabels DEF#lIE. Ty hAR—2DEHAEHR—FTBH Y- A2SEBL
TLIEI W,

N.49.APIEEE T 1 LY —DIFE

OpenShift APl #r—/X—{F, APIFUHLZ &I, VI TR, LRAKRVZR, YI IR —0DID OFFHH
ERTEBEANYNEZENT DO, KEDT—INERINET., APIEET 4 ILY—FIL—IL%fE
ALT. EZETRVWARY N EZRALTARY M A X ZRDTESRLDICL, BEEIAEMZLYEEL
PEKLET, —IVEIEBICF v /3, EHO—BTELEEZFIvILET, XV MIEEFN
27—49&l%, level 74 =)L RDEICL>TREINE T,

e Nonef RV KNIFIROYTINZET,

® Metadata: BiEX ¥ T —49DEFEN, VITAMBLIPLRARY ZDEAXIFBIRINE T,

e Request BEEAYT—HEV VIR MEAXDNEFN, LRARYZAAXIFHIBRINET,

e RequestResponse: X9 F7—%, VU IRANEAX, LARYZAEAXDITRTDT—IHEFN
F9. LARYRARXDEEICKE K R8N HY £9, /=& AIE. oc get pods -A (£
FSRAI—AHADITRTD Pod D YAML BB Z2BL L ARV AR EERL T,

O%> 7 58 LIBETIE. ClusterLogForwarder 1 2% A1) Y/ — R (CR) IFIZEED Kubernetes B2 R 1)
Y- ERAULEREFERLEI TS ROBIMEELRBELET,

74NV KH—F

aA—H—, JIJ—7, namespace, BLUPN YV —RADERINICIE, LEFEIEREIC*TRAYYRY
XFEEMIFTEHIENTEZEY, & A IE. namespace openshift-\* (& openshift-apiserver 7z (&
openshift-authentication & —%(L 9, ')V —X \*/status |&. Pod/status % 7= (&
Deployment/status & —H L £ 7,
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FT7#4I MDIL—IV
RYY—DIL—=ILIC—BLAEBEWARY NI, UTFDEIICT 1LY —3NFET,

e get. list. watch R EDFHAMYERY AT LANRY MIBEINFT,

o H—EXF7AHUYMNERALU namespace ATHRET 2 H—EXT7 AV Y MEZIIAHAAI XV b
ROy FxhEd,

o MDIRTDANY MI, BREINIL— MRICKE > TEHEINFT,

INSDT 74 NEERNICTBITIE, level 74 —IL ROADEEFNDIL—ILTIL—IL) A NERT
TEN. ZEEDIL—ILEEBMLET,

HEI—KHPEIRIN D
ERT HEHAT—HZAO— KDY R b, OmitResponseCodes 7 1 —JL REFAL T, 1RV b
MERINAWHTTP AT —49ZX0—RDY A MZFEALT, REDHTTP AF7—4% 20— RIZE
DWTARY MNEHIBRTEZE S, 77 4/ MEIL [404, 409, 422,429] T9 ., EANZDY R K~ [] DIiH
A, AT—Y 20— RNEFEBRINFHEA,

ClusterLogForwarder CR MEZE R ') ¥ —IE. Red Hat OpenShift Service on AWS DESE R & —IC
MATEEL FJ, ClusterLogForwarder CREEE 7 4 Ly —Id, OJ AL V9 —HEXdT 2HNBEELE
BL., 85, 2—H—. JI—7, namespace. FIFNVY—RTT 1YYV ITTHMEEERBLE
T, BEDOT7 4L —%FRLT. ACEEAN)—LDERZ YY) —%2ERDIGMIEETEE
T, LEAE, FEHRRAN)—LZO—HILISRI—OFAMNTITEEFEL, FHEOEVWRA RN —A
HYE—MY A MIEETEET,

pa )

REINTVWBHIE, BEER) Y —THRBRIL—IVOHEEEZTT I E2BNELTS
Y, HREINZRETEDHY THA.

BEBERY > —of

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-pipeline
inputRefs: audit
filterRefs: my-policy 9
outputRefs: default
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"

rules:
# Log pod changes at RequestResponse level
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- level: RequestResponse
resources:
- group: ™"
resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata
resources:
- group: ™"
resources: ["pods/log", "pods/status”]

# Don't log requests to a configmap called "controller-leader”
- level: None
resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group
resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "/api*" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.
namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata
resources:
- group: "" # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata
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Q PEINZ2O07D0514 7, ZD74—ILRDEIF, BEEOJDFEIF audit. 7)) r—>3 >0
J D& application. 1~ 7352 M50 F+—0OJDIiFEE infrastructure, £72137 7Y
T—YaVILERINLBEDAAICKRY T,

Q BEARNY Y —DEHL

RS

® Egress 774704 —I)LERYy NT—0RYY—)Lb—)boax>d

MN.410. A& Loki AF¥ > I AF LADO T ER3%E

FI7AILMNDATARNTIZMAT, FEIEFEZORDYIC, HED LokiOF > J L3OO Y 5 ER1E
TXEY,

Loki NDOVERE %R ET B ICIE. Loki DHEAE, HOEFERTZ/1 T4V T
ClusterLogForwarder 1 X% L)Y —R (CR) Z{EX T 2ENHY F T, Loki~DOHAIE HTTP (&
FaATTRW) FLIEHTTPS (EFa7AHTTP) EixaERATEXY,

AR

e CROuUrl 74—JLRTIEETSBURL CTLokiOF VI AT LNEITINTWVWEIRELH B,

FIR

1. ClusterLogForwarder CRA 7YV N2E&HT 2 YAML 7 7 M L EEREIEREL T T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: loki-insecure ﬂ

type: "loki" @)

url: http://loki.insecure.com:3100 )
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret G
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
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@9

®9

inputRefs: @
- application

- audit
outputRefs: @
- loki-secure

L HY—RETIX, CR%ITinstance THIMELRHY E T, VILFOAT T4 T7—45—
ETIE. FRDEARIZFEHTEEY,

L > —3FRETld, CRnamespace I& openshift-logging TH2ZREAHY 9, YILF
O 747—4—RETIE, EED namespace FHATEEY,

Y—ERXRT7HV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTVWAWEE, YILFOTIT+T—F—DRETDH
BETT,

HADEZRIZI|ELT T,
54 T% loki & LTHRELZFT,

Loki VAT LD URL BLUVR— M E2BMAMT URL E LTEELE T, http(EF27
TRW 7OMINFELIE https (EF2 7R HTTP) 7O MLV EFHRETEE Y, CIDR7
JTF—=TavEMRTEZISRY—2EKOTOF T —IEMIR>TWSRIBE, HAKIP
T RLULRATIEBRLSY—N—ZF/<IEFOQDN THEIZBELHY £9, HTTP(S) BIEAD
Loki @7 7 # )L h7/R— K& 3100 TT,

EXaT7aEETIE. Y=Ly b ZHBEL T, 5R6ET % https /<13 http URL Z15E
TEEY,

https E#BEFH DB EIFE. TLSEBEDIY RKRA Y MIBEBERY—I LYy NOZRIEZIEEL
iTo =Ly MIE. EnHKRTEEAEZTET ca-bundle.crt BAEZFEFN TV E

HYFET, ThUADIHZE. http & & https HBEFHDIGEIEX, 1—HFF—RK &/ 27—
F’éai}/ Ly hEBETEET, LAY—FERTI., ¥—2 L v M openshift-
logging 7OV MIBEHETIZRENHY ET, FEMlIE. 12— —FKE/RRT7—FK
EEUCY—J Ly MDRE] Z2SRLTLEIW,

T3V A9TF—9F—T74—I)LREEEL T, Loki D TenantlD 7 1 —JL NDE%
XL ET, & ZIE tenantKey: kubernetes.namespace_name % :&E 9 % &,
Kubernetes namespace D&% Loki DT+ M IDDEE LTHERALZFT, fiIcEDO
JLO—R74—ILRZEBETE S0 %R T 2IC1E. LU D Additional resources 2
2 av®dLogRecordFields ) 7SR L T LI,

T3V TIFIIRDLoki TNIVEBEMA DA T—9 74 —ILRF—DY R %
BELZ T, loki ZNILEZIE, EFKIR [a-zA-Z_:][a-zA-Z20-9 :* & — T H2MELHY X
o TINIVBREHKT 27D, AT —9F—DEWRNFIE _ICEIHMAONFT, &
& ZIE. kubernetes.labels.foo X ¥ 7—#% ¥ —I{&. Loki 7L kubernetes_labels_foo
I Y £9, labelKeys Z3E LRV &, 77 # )L ME [log_type,
kubernetes.namespace_name, kubernetes.pod_name, kubernetes_host] T9, Loki
THRERRBRINILOY A XEHICHIRAH DD, ZINILOEY h2hEILLE

9, Configuring Loki, limits_config ZZR LTIV, 7T —T7 4Ly —%HRHL
T. OJLaA—R74—ILRICEDWTHI I —%2ETTEET,

FTFoav A TS4AVDERERRELET,

NA TS24V %FERLTEXT 207 % 41 7 (application, infrastructure = 7 (% audit)
HEELET,
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® oM TSMvTnUEERT ARICEAT SHNORREEELET,

R

Loki TIEAJTRA MY —LEELLK YA LAY VY TTIEFLIT2RENH 7
&. labelKeys ICI&357E L 7 < TH kubernetes_host SNtz MO BICE X
nEd, CORNLEY MPEFEFNZIET, EAMN)—LMNTDDERRMDS
REINZOT, RAMD7OY VEORENREETY 1 LAY Y TOIEEHE
nNREWEIILRYET,

2. ROAX Y R&EZFE{TL T, ClusterLogForwarder CRA 7Y =7 h&EALZE T,

I $ oc apply -f <filename>.yaml

BIER R

® |oki t—/N\—D3&E

11.4.11. A28 Elasticsearch 1 Y A9 V A~NDO O T DEE

AEIMOTRARNTIZMA T, FIFZFTDORDYICHERD Elasticsearch 1 Y R YV AICO T %X TE X
¥, AEO YT ) 5 —4 —% Red Hat OpenShift Service on AWS SO F—49 % Z{ET DL D IC
BRETIVENHY FT,

HEB Elasticsearch 4 Y 289 Y AANDOJEREZERET DICIE. ZEDA VRV AANDHAS L THA
%{FHEY %/31 754 > T ClusterLogForwarder 1 24 11!) Y —R (CR) #/EXT Z2HENHY F
¥, HEB Elasticsearch HATI&, HTTP(EZF 2 7 TRW) F/LIE HTTPS(F 2 774 HTTP) iR % &
ATXZY,

S &R Elasticsearch 4 ¥ R4 >~ R & NER Elasticsearch 41 Y R Y VY 2ADOWAICOV #E%ET B IC1E,. HH
BLUOHNEA VRV AANDNNA TS514 Y, BLVdefault HAOAFERE L TOTEREEA VR Y >V RUC
BT BN TSA Vv BEERHRLET,

pa

04 % WER Elasticsearch 1 Y A9 VY ADHIEET 2 MBI H D55
I&. ClusterLogForwarder CR 2 {EX 9§ 2 LEIEHY FH A,

=50

o EEINA7OMNINFAREFERXEZFRALTCOX VI T—9E2ZETLHILIICHEINZOL
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CR = E%& 9 % YAML 7 7 A L A ER F /23 mEL £,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
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name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:

- name: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret 6

pipelines:

- name: application-logs Q
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default (B)
labels:
myLabel: "myValue" @

#...

LAY —RETIX, CRLITinstance THIZMELHY ET, VILFOT I 47 —45—F
ETIE. FRDRARIZFERETEET,

L ¥ —3FRETlE, CRnamespace I& openshift-logging TH 2 BEAHY £, YILF
O 747 —4—RETIE, EED namespace FHATEEY,

Y—ERXRT7HhV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTI7+T—F—DRETDH
BETT,

HAODEZeAEELET,
elasticsearch ¥ 1 7%##EL 7.,
Elasticsearch /N\—Y a3 VAEELZF T, Zhid 6. 7. FLE8owTFnsiciay £,

&R Elasticsearch 1 YV AY VY AD URL BLVHR— &AM URL E LTIEEL Z
T, http (EF 27 THRW) 7O MILE I https (EF 2 7R HTTP) 7O NIV AEMH
TEFd, CIDR7/FT—YavaERTR ISR —2EFKO7TAFY—DEICA - T
W3iHEa., HAOEIP7 RLATIEARLS Y —/I"—LZF/IZFQDN THEZHELHY T,

https #FHEEFHDHEEIE. TLSBEOIY KRS Y MIBEARY—I Ly POZRIZIBEL
F9, Y=Ly MIE, ENDLKRTIAAZ%ZET ca-bundlecrt LA ENTVWIHE
KHYET, ThUADIZE. hitp B L https BEHOBEIZ, 1—H—FLENNXT—
REELY—ILy NEEETEET, LAY—FRETIE. ¥—727 L v M openshift-
logging 7OV MIBEHETIZRENHY E T, FEMIE. 12— —FKE/RRT7—FK
VY- Ly NDOERE] Z5RBLTIEIWL,

FTFoav A TS4AVvDEERRELET,
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NA T4V %FERLTERXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

CDNRATZ4 TRV EEET SRICERT2ENOZRIZBELFT,

@9 d

Z 7 a3 O % KNER Elasticsearch 41 Y A4 ¥ RITEET 37012 default B A% IEE
L/i-a—o

® F7v=viXFA. OTICGENT 10 FFEROI NI,

2. ClusterLogForwarder CR # @R L £ 9,

I $ oc apply -f <filename>.yaml

Bl: 1—H—BENRRT—FEZELY—I Ly bDK

A—H—RZENRRAT—RZELY—V Ly M&FERL T, AE8 Elasticsearch 1 Y A Y AADtEF 2
TIRERERIITEET,

fe& 2, Y— R/X—F 4 —H' Elasticsearch 1 Y R4V A %#BE$ 57, #HE TLS (mTLS) ¥—*%
FHETEARWGEIC, HTTP EAIEHTTPS #FHA L CA—H—RENRT—REELY—I L v b %
BETETFT,

1. LLTFDOBID & S 7% Secret YAML 7 7 4 )L {E L ¥ 9, username & &£ U password 7 1 —
JVRICbase64 TTYOA—RINEEFEFRALET, =Ly N9 FIEFT 74T
opaque T9,

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...

2. 9_9 l/ b I\%{/Eﬁibi-g—o
I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. ClusterLogForwarder CRIC>—2 L v hD&RIZIEEL X T,

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret
#...
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Pz
url 7 4 —JL ROMETIL, $EBEFEIE http £ 7213 https ICRY £ T,

4. CRZAT7VxV b=BRALEY,

I $ oc apply -f <filename>.yaml

MN.4.12.Fluentd 85X 70O F JJL&FEA L7 0O J DERE

Fluentd forward 7O h QI EFRA L T, 77 4L kD Elasticsearch O X M 7DRDY, FilEZTh
IKMAT7ORIANEZFAND LD ICREINAABOI/T7IYS—4—ICOJDIE—%ZEEFETE
¥9. AEOTT7 ) 5 —4 —% Red Hat OpenShift Service on AWS M5O 5 25T 5 & D ICKRE
TEUENHYZXT,

forward 7O NN EFERALTCOVEEARET 5I1CIE. Fluentd Y —N— IR 2 1 DU EDHENS
SUVENSOHANEFERT 5/810 TS5 4 >~ &I ClusterLogForwarder 71 2 4 Ls') —Z (CR) % {ERK
LEJ. Fluentd DEAIE TCP(EZF 27 TRW) FALIE TLS(EF 2 7R TCP) EfRzFHTXZ 7,

AR

o EEEINATONINFAEFERXEZFRALTCOX VI T—952ZETLHILIICHEINAZOL
VY —=IN—DRETT,

FIR

1. ClusterLogForwarder CRA 7YV N2 E&HT 2 YAML 7 7 M L EERREIEHBELF T,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 9
- application
- audit
outputRefs:
- fluentd-server-secure Q
- default )
labels:
clusterld: "C1234" m
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- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR D &#iid instance THZMELAHY F T,
ClusterLogForwarder CR M namespace (& openshift-logging TH2EHNHY X7,
HAODERIZIEELX T,

fluentdForward ¥ 1 7% EL X J,

0009

ANEB Fluentd 1 Y249 VY AD URL BL VP R— M & BRAHMES URL & LTIEEL XY, tep
(EFa7ThRW) FObILFEUs(EF2T7RTCP) 7OMILEFHTEET,
CDR7/7—>avaERAT 275 R9—2&K07OxF > —NEMITR > TWVWBIFEA,
HAFIP 7 RLATIRASY—N—ZF/IZFQDN THEIHELHY T,

tls Z3EBEFHE L TCHEALTWARIEAIF. TLSBEBEDI Y RRA Y MIRELRY—J LY
NDERIZIBEST 2HENHY T, ¥—7 L v M openshift-logging 7O 7 ~C
FETH2HELIHY., TNHNKRITIHAEZE AT ca-bundle.crt BASENTWBMENDH
L) i’a—o

o

FTFoav A TS4AVDEFERRELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (& audit)
HEELET,

CDNRATZ4 TRV EGEET ZRICERTIENOZRIZBELFT,

Z 73O % KNER Elasticsearch 41 Y A4 ¥ R ICERET 5701 default B A% IEE
L/i-a—o

TV a v xFy, AJIGENT 21 2FLIFEHRDOINI,

F7avHR—MNINB9A TOMOHAEO T T V) S =9 — LAV EGEET D LD
ICERBOHENZRELE T,

0 906 09

o NATS4V%RBT AR

e inputRefs (&, TD/NA TSV AFERLTEXETZ079 14T TY
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODEREITT,

o AT av.xFH, AVIEMNT 31 2FLIEEHRDS NI,

2.CRATV U MaFRLE Y,

I $ oc create -f <file-name>.yaml

11.4.12.1. Logstash #* fluentd 5 57— 4 MY AL /=D F / BWEEOFMIL
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Logstash 2" fluentd 5077 —4 ZEYIALICIE, Logstashi&REZ7 7M1 I TH/ WEEEZEMICT
DNENHYET,

FIR

B

® | ogstash 3%%E 7 7 4 /L C. nanosecond_precision % true ICEXE L £,

Logstash&E 7 7 1 )L DHI

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

11.4.13.syslog 70O N JJLAER L 7O DERiE

syslog RFC3164 £7z1& RFC5424 7O ML AEFEA LT, 77 #JL b D Elasticsearch A7 X k7 D
HY, FLEFINIMATTOMNINEZFAND LD ICREINLASRO T T V) =45 =IO D
JE—%ZEETEZXT, syslog—N"—R &, AEO T 7 V) 5 —4 —% Red Hat OpenShift Service
oNAWS 6O 7 4ZETELIIERET I2HENHY FT,

syslog 7O NI AFRALTCOJVEEERET BITIE, syslog —N— (I T2 1 DULEOHEDE LT
TNSDHEANEFERT %/31 54 > &HIT ClusterLogForwarder 1 2 4 1s') —Z (CR) ZER L &
¥, syslog HAITI&, UDP, TCP., F/WEXTLSERAFATEZT,

AR

o EEINATONINFAEFERXEZFRALTCOX VI T—9E2ZETLHLIICHEINZOL
VY —=IN—DUETT,

FIR

1. ClusterLogForwarder CRA 7YV hN2E&HT 2 YAML 7 7 A L EERREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog: G
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' ﬂ
secret: 6
name: syslog-secret
- name: rsyslog-west
type: syslog
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syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs: m
- rsyslog-east
- default (B)
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

LAY —RETIX, CRLITinstance THIZNELHY ET, VILFOAT I 4T —45—F
ETIE. FRDAFIZFEHETEEY,

L > —3FRETld, CRnamespace I& openshift-logging TH 2 WEAHY 9., YILF
O 747 —4—R&ETIE, EED namespace &FHATEEY,

Y—ERXRT7HV Y NOARI, Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOT 74T —F—DRETDH
BETT,

HAODERIZIEELX T,

syslog ¥ 1 7%5EEL T,

F7av: LTIV RAMREIINT WS syslog/NTA—9—%BELZE T,

HEBsyslog A VRAZ VY ZADURL BLPZR—MEEELF T, udp (EF 27 TRL), tcp
(EF¥a7TchRW) O, FhiEts(EFa27R2TCP) 7O NIV EFRATEET,
CDR7/T7—2avaERT 2V IR 240 70F > —AEBMICA>TWDBIFE.
HAEIP 7 RL AT RS —NN—ZF/IEFODN THEIZHELNHY ET,

tls ITEBEFHAFERA T 2561, TLSBEDIY RRA Y MIBERY—I Ly NOARTA
BETIVENHYET, Y—7L v MII. TNHKRTIAE%IET ca-bundle.crt i
NEIFNTWVWEIREN HYFET, LAY—FEKTIE. ¥—7 L v M openshift-logging
TRV MIBEETIRENHY T,

FTFoav N4 TSA4AVDEFERRELET,
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@ NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEEELET,

ZDNRATZ4 TRV EEET SRICERTIENOZRIZIBELF T,

Z 7 3. 047 % KNER Elasticsearch 41 Y R4 ¥ R ICERET 57812 default B A% IEE
L/i-a—o

F7av:xFh, ATICEBMT 2 1 DX EIEERDSINIL, "true" IR EDE| BB,
T—=ILEE LTTEARL, XFIEE LTR#INDLDICLET,

7o avHR—MNINB9A TOMOHAEO T T V) S =9 — LAV EGEET D LD
ICERBOHENZRELE T,

o O 99

o NATS4V%&ERBET AR

e inputRefs (. TD/NA TS VAFERLTEXET 2079147 TY
(application. infrastructure. 73 audit).

e outputRefs [IERAT HHAODEREITT,

o AT av.xXxFH, AVIEMT 31 2FLIEEHRDS NI,

2.CRATV U MaFRLE Y,

I $ oc create -f <filename>.yaml

N4131L Xy tE—IHAhO~A0O T Y —RAIGEHRDBEM

AddLogSource 7 1 —JL K% ClusterLogForwarder 7 2% A1) —X (CR) ICEBINT 5 Z &
T. namespace_name. pod_name. & & U container_ name EXR%ZL I1— KD Xvt—Y 74—
JWRICEIMTEEXT,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout
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. a3
a ZDEEEIX. RFC3164 & RFC5424 OMA & BN H Y F T,

AddLogSource Z [ L B W EE D syslog X v 22— HADHI

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

AddLogSource % {8 L 7= syslog X v z— I H DAl

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

1.4.13.2.syslog /N T XA —4 —

syslog HAICIE, ATFEBRETEE T, FMlE. syslog D RFC3164 F7zl& RFC5424 RFC #5MRL T
IV

e facility:syslog 77> ) 714 —, {EICIF 10 EBDERLILIIKXFENFEXF LARWVF—
77— REZFERATEET,

o A—XRIXyvE—IDHAIX. 0F7iT kern

o A—H—LNLDAYE—YDHFEIK, 1F/iFuser, T7#ILKTT,
o A—=JLYRAFLDFEIK, 2 F7/21F mail

o YRATFLT—EVDHEII. 3 £7/IE daemon

o EXxal)T4—/REX Yy E—YDIFEIE. 4 £/I1F auth

o syslogd ICL > THERICERI NS X v 22— DIHFEIE. 5 £/ syslog
o FAVIYVI—HYTIRTLDFZEIE. 6 F/id lpr

o XY NT—7 news 7Y AT LDFEIF. 7 £72Id news

o UUCPH# 7Y RFLDIFEIE. 8 F/Id uucp

o YOvIT—EVDIFEIE. 9 F7i cron

o EXal) T4 —FEEAYE—YDHFEIK, 10 £/ authpriv

o FTPF—EvDiFEIE. 11 /i ftp

o NTPHTYRFLDBZEIX. 12 F /<14 ntp

o syslog BEEO JV DZEIE. 13 £/ I& security

o syslog 77— hOJDHZFEIE. 14 £7Id console

o AT a—YvHIF—FrDEESIE. 15 £7-1F solaris-cron
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o O—AIIIFERINS facility DIFHEIE. 16-23 F 7= (X local0 - local7

o A7 3 v:payloadKey:syslog X v E—2DRA O— K& LTEATZLI—RK714 =LK,

R

payloadKey /X5 X —4% —%EET D &, MD/INT A —4 —H syslog ICEREX
na Ry x7d,

o rfcisyslog &AL TCAOJAEET 27-OICERINS RFC, 77 4L MME RFC5424 T9,

® severity: 1S syslog L O— NIZEREIN S syslog DEKRE, {BICIE 10 EROEBEHF 213K
FENIXFEERF LBAWF—7—REFEHTEET,

o YRATFTLMNMEAARARTHDIEERT Ay E—IDIFEIF. 0 F/zid Emergency

o BIBFICT VY aVvaRTI2MEBENHDIEETRT Ay E—IUDIFEIFE. 1 F/1E Alert
o BEAMLREATRT XAy E—YDBEIE. 2 £/ Critical

o IS—DREETT Ay E—IDIHEIE. 3 /I Error

o BEREATRIXvE—IDIFEIE. 4 £72I1Z Warning

o FETHINEELREERT X v E—IDHFAEIX. 5 F7-(3 Notice

o BFHRERHET I A Y E—2DHEI. 6 721 Informational

o TNRYTLRIVDAYEZ—V%RBTEAYEE—TDFEIE. 7 £7/1E Debug, 77 # )L
T,

e tag: ¥ JId. syslog Ay tE—YTHJELTERATSLI—FT1—ILFZEBELET,

e trimPrefix: IEEIN/EEHEZY IO LHIKRLET,

11.4.13.3.3B1®M RFC5424 syslog /X5 X —4 —
LLFDINS A —4 —|E RFC5424 |ICERXINE T,

e appName:APP-NAME &, OV %FEELAT TN r—>ava#Hpd27 ) —TF A MNDXF
FITY, RFC5424 ICxf L TIRET 2MENHY X T,

e msgID:MSGID &, Xy E—Y D14 TaHHNTZ7Y) —FFRMXFHTY, RFC5424 (Txt
LTHRETI2LENHYXT,

® procID:PROCID iZ7 Y —FF XA MXFIHTY, EHNEEINBIH5EIE. syslog L R— ~ DAl
LTW3Z&%TRLEY, RFC5424 ILK L TIRET 2MENHY T,

11.4.14. O 7 ® Kafka 70— A — A~ DERE

FTI7AIMNDATARNTICMAT, FEEFEZORDYIC, AED Katka 7O0—H—ICOT AEGETE X
-3—0

NER Kaftka 1 YV RAY VAANDOTEEZRET BICIE. TDAVRIVAANDHAZED

ClusterLogForwarder 1 2% L")V —Z (CR) &. ZDHEAEFERT /31 TS5 4 VA ERT 2RED
HYFEFT, HAIKKHED Kaftka NEY V&EBMT 2N, 774 MNEFERTEET, Katka DHEAIEF
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TCP(EF a7 TRW FAIETLS(EX a2 7R TCP) ERAFEATEXZT,

FIR

1. ClusterLogForwarder CRA 7V hN2E&HT 2 YAML 7 7 M L EEREIEREL F 7.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service_account_name> 6
outputs:
- name: app-logs ﬂ
type: kafka 6
url: tls://kafka.example.devlab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs: m
- app-logs
labels:
logType: "application” @
name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"

Q LAY —RETIX, CR%ITinstance THIZMLELHY ET, VILFOT 747 —45—F
ETIE, FRDAFZFERETEET,

Q L AL —3RETl&. CRnamespace & openshift-logging TH2NEHNHY F9, TILF
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© 7-ERTHYVYIOEH., $—ERTAYY ME OY 7 57— —1 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTITAT—F—DRETDH

HADERIZI|ELT T,
kafka ¥ 1 7%=IEEL £,

Kafka 7H—H—D URL B L VPR— M aBMRHEF URL & LTEEL., £ 72 a v TH
EDMEYVTHEELET, tep(EFa7TRHAWN) FOMINELIF s (EF2 TR
TCP) 7O MINEFRATEEY, CIDR7/T—>avaFERT 27729 —2F&0 70
FO—DEWMIR>TVBIHE, HAIP 7 RLRATIERLH—N"—ZF/<IEFQDN T
HEVENHY T,

o -

tls #EEHELTHERALTWSIBEAIF., TLSEBEDIY RKRA Y MIBERY—I L Y
NDEZEIEIEET ZMELNHYET, V—I L v MIE, ThHRTIAHEEEET ca-
bundle.crt BASENTVWEIMELRHYET, LAV —FRETIK, ¥—IL v MZ
openshift-logging 70y =0 NMIBEHETI2HERHYET,

o

7 av:EeFaTRHEAEZEETSITIE. URL OFTIC tep DEBEIFHAFERLE T,
Fe. TOHHDD secret ¥—&FD name *&EE LT,

FTFoav A TS4VDEFERRELET,

NA TS24V %FERLTEXT 207 % 41 7 (application. infrastructure = 7 (% audit)
HEEELET,

CDNRATZ4 TRV EGEET SRICERTIENOZRIZIBELFT,

7V a v xXFy, AJIGEMT 21 2FLIFEHRDOINI,

0900 090 9

F7oavYR—MNINBIA TOMOHAEO ST V) S —9— LAV EGEET D LD
ICERBOHENZRELE Y,

o NATS4 U %RBT 2HR.

e inputRefs (&, TD/NA TS VAFERLTEXET 207914 T TY
(application. infrastructure. 73 audit).

e outputRefs [IFERAT HHAODEREITT,

o AT a3 XFI, OTIEINT 51 DFLBFERDINI,

2. AT a v B—OHENEERD Katka 7O—H—ICERET B ICiE. ROPICTRT &£ S IS Kafka
JO—h—0yEEELE T,

#...
spec:
outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
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- tIs://kafka-broker2.example.com:9093/
topic: app-topic
#...

Q brokers & & U topic ¥ — %D kafka ¥ —%3¥EEL £ T,
@ brokers *—ZIRELT. 1D2MLOTA—H—ZRELET.

g My s *—%ERALT, OVAZETEZI—FY NNEYIEIEELET,

3. kDAY R%AZEFTL T, ClusterLogForwarder CR #&EMH L £ 9,

I $ oc apply -f <filename>.yaml

11.4.15. O %' ® Amazon CloudWatch ~D#x51%E

Amazon Web Services (AWS) BN R R R T2 E=F )V IBLTATRA N L —IH—ERXTH S Amazon
CloudWatch ICAV %#8XTEE T, T 74/ MDOOTJTZAMTICMA T, FLBIOJTRAMT7DRHLY
IC. CloudWatch ICAJ A8RXTE XS,

CloudWatch ~D O JEREARET 5 ICIE. CloudWatch DD B L VOCH N A FERT 2/84 514 VT
ClusterLogForwarder 1 X% 1) Y —Z (CR) 2EX T 2 HEHLIHYET,

FIR

1. aws_access_key_id & & U aws_secret_access_key 7 1 —JL K% {EFH ¥ % Secret YAML
774V EER L. base64 TTYOA— RINK AWSFRAIBEREZIBEL XTI, LTICHZSRL
x7,

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRESONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. =Ly befFRLET, UTICHZRLET,

I $ oc apply -f cw-secret.yaml

3. ClusterLogForwarder CR4A 72 ¥V N&EHT 2 YAML 7 7 A VA ER F /I3 mEL T,
D774, =Ly hOERIZEELE T, UTICHAlZRLET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
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Q®O6 O o 9o

9000 O

outputs:
- name: cw
type: cloudwatch 9
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow ®

LAY —RETIX, CRLITinstance THEIMLELHY ET, VILFOT I 47 —45—F
ETIE,. FRDRARIZFEHTEET,

L > —3FRETld, CRnamespace I& openshift-logging TH 2 BEAHY 9, YILF
O 747—4—RETIE, EED namespace FHATEEY,

Y—ERXRT7HV Y NOAR], Y—ERT ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTVWAWEE, YILFOTITAT—5F—DRETDH
BETT,

HAODEFIZEEL T,
cloudwatch ¥ 1 7%#8E L £ 7,

A7 av.0lEIIV—TIT2AEEEELE T,

e logTypeld. OV %94 7Oy I —T5ERLET,

e namespaceName (&, 7 7)) s —> 3 > ® namespace & ICOY JIL—T%ER L
F9, . 1V ISRV Fv—BLUCEBEEOJVAOEMOOY 7IL—TEEK
L/i—a—o

e namespaceUUID (Z. 7 7))/ —< 3> namespace UUID Z& LW sy IL—7
HBERLET, Fhi 1V ISRAMNSI9Fvr—BLUOEEQ/HO@ENOO T JIL—
TEERLET,

FFoar I —TOEEICEEZFNST 7 4 )L ~® infrastructureName E5EFE A B
XMZADINFHEELET,

AWS ) —T a3 vaisELET,
AWS SREFIBEHRNI S EFNDY—I Ly NOEZRIZIEELE T,
FTTvav: A TFTS5SA4AVDOEREEEELE T,

NA TS24V %FERLTEET 207 % 41 7 (application. infrastructure = 7 (% audit)
HEELET,
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@ oM TSMvTRUEERT ARICEAYT SHNORAEEELET,

4. CRATV U MR LET,

I $ oc create -f <file-name>.yaml

$ll: Amazon CloudWatch T® ClusterLogForwarder Df#fH

Z ZTl&. ClusterLogForwarder h X% 1Y) Y —2Z (CR) D> FJL &, Amazon CloudWatch (ZH 73
50T —9NKRRINZET,

mycluster & WD ZHID ROSA 7V S R9 —%ETLTWHELEFET, UTFOOATYRE, 75 R5—0D
infrastructureName #1R L £9, chid, B Taws I<v Y RDERICFERALZE T,

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZoBIOOTTF—9 %KY BICIE. app &\ D ABTD namespace T busybox pod #3417 L &
9, busyboxpodid, 3T EITstdout ICA Y E—VAEXIAHET,

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

busybox pod #1731 % app namespace ® UUID #RFETEX T,

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

ClusterLogForwarder h X9 LYY —RZX (CR) T, AV I7SAMSIFv—, BEE. 8L F7TY
H—ravnayd 94 7% alllogs /N TS5A VADAAELTHRELET, Tl 2ORMTSA4 Y
% cew HOICHER L, us-east-2 ') —< 3 @ CloudWatch 41 Y 24V RICERE L £ 9,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
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- infrastructure

- audit

- application
outputRefs:

-Ccw

CloudWatch &Y —Y 3 v IllE, 3D2DLRILDA Tz MBEFEFNFET,

o OJJIN—7
o OJRKNY—A

R OJ4RV b

ClusterLogForwarding CR @ groupBy: logType D354 1C. inputRefs ICH 2 3 20O 4941 7T
Amazon Cloudwatch I3 20ATJIL—TH#ERLF T,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

£ 7N —FI2Fa AN —LDEFNFT,

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
JlogStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4ab6472c9fff48623baee761911a9ef.log"

FOTRARN)—=LICIEATARY M EFENFT T, busyboxPod HH6ATARNY MERRT BIC

(=N
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$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
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da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log
{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":

{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢c8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\"\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\":\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWR;ZmUyMWQtZjgzNCOOM;jl4LTkSMjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",
"ingestionTime": 1629422744016
b

Fl: Q7 IIN—TE2DEBHEDODHRAY<TA X

A7 JI—7E&Tl&. 77 %)L b O infrastructureName #3585 mycluster-7977k |& demo-group-
prefix D& D ICEEDOXFIICEZIMA DI ENTEET, COXFEAEMADIC
l&. ClusterLogForwarding CR ® groupPrefix 7 1 —JL RZE#H L £ 7,

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix DfE(&. 77 # )L b D infrastructureName EFEF 4 B XM F T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

Bl: 7 7Y r—> 3 >®D namespace B&x b & IO I IN—TDw4

PSR —NDT T4 — 32 namespace TE I, BRIDT ) r— 3~ namespace &% 6 & IC
¥ % CloudWatch ICAY VI —T5ERTEET,

7Y r—> 3V Dnamespace 7 7V U M EHIBR LT, BCEABIOHFLWA TV NE2ERT 2
HB&IE. CloudWatch IZETIE A LAV VIV —T%=FERLKITE T,

HMEILEGRPE L7 7Y —> 3 namespace £ 7V V MBI XM CFTEDIFEIZ. T DHITERER

INTWEHEEZFALET, ThUAT, ERXIN207 A v E—J%HEICKANT 20BN H 515
&iE. £ Y IZ Naming log groups for application namespace UUIDs D7 ¥ 3 VA SR L T X
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(AN

7Y — 32 namespace BERICLAGRIZIRELTCTZ YU y—r 3O 7‘7‘)1/_—7’&4’!552?6

IC1&. ClusterLogForwarder CR T groupBy 7 1 —JL KD{E% namespaceName [ZFZE L 7,

cloudwatch:
groupBy: namespaceName
region: us-east-2

groupBy % namespaceName |[CERET D&, 7 XU r—2a vl —TOHDHEEZITET,
ZhiE. audit & &£ infrastructure DO 7 JIIL—FITIEIRELFH A,

Amazon Cloudwatch Tl&, namespace £AEZE OV VI —TEZDREILRRIINE T, 7Ty —> 3
~ namespace (app) 1 D TH 572, LLTDH AL mycluster-7977k.application Tld7R <, FHL W
mycluster-7977k.app 07 7 )L —F & RLTVWET,

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

ZDBIDYSAY—ITEHDT T 4r— 3 namespace & E N 3BEIE. HAICIE namespace &
EICEHOOT TN —THRRRINET,

groupBy 7 4 —JLRIE, 7 XU =23 v00 00 —FRIFHELET, Ihif auditBLY
infrastructure DO 7 7 IL—FICIIHELFH A,

Bl: 7 7Y Hr— 3> namespaceUUID &2+ & icOV IV —T D@4

PSR —HNDT F)r—< 3 namespace Z & IC, ZEINT I r—< 3 ¥ namespace M UUID %
£ &9 % CloudWatch IcA Y T I —T5ERTEZE T,

77— 3D namespace 77V Y MEBIBR L THROO T TIL—T%ERT 2355 4.
CloudWatch T LWOJ V7 IL—T%#ER L E T,

HEICZINRRDT7 ) r— 3 namespace 4 7V =V MBI X CFEDHZEIE. ZDHITER
BAIhTWBAEZFERALET, ThUADZEIE. FIHRDA): Naming log groups for application
namespace name NtV > a v ESRBL T EIW,

77— 3 namespaceUUID 2 & IOV IV M) —IC&RIZ T 1T B I
l&. ClusterLogForwarder CR T groupBy 7 1« —JL K(D{E% namespaceUUID [ZFZE L 7,

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

Amazon Cloudwatch Tl&, namespace UUID A&EO T VI —TEZDBRICKRRINE T, 7TV r—
< 3 ¥ namespace (app) M1 D TH 7. LLTFDHAIE mycluster-7977k.application Tl <,
L L\ mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf O/ /)L — %A RLTWE T,

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" hamespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”
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groupBy 7 4 —JLRIE, 77XV —2av00 00 —FRFRELEY, IhiE auditBLY
infrastructure DO 7 7L —FICIIHELEFH A,

1.4.16. BXE2 D AWS O— )L A {EH L 7= AWS CloudWatch > —%2 L v MERX

AWS OO O—ILAH 355X, oc create secret --from-literal I~ > K% {FHH L T. STS TAWS
D=Ly NEERTEET,

FIE
o CLITRDELIICAALT, AWSDHDY—o Ly hEaEKRLET,

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

=Ly ol

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

1.4.17.STS Wit 2 5 A4 —H 5 Amazon CloudWatch ~D O J'#53%

AWS Security Token Service (STS) BEMICA>TWBE I SR Y —DIigH. OVEREETREICT 5 AWS
IAM O—JLERY ¥—, B LU CloudWatch DH 7% & T ClusterLogForwarder 124 LY YV —2R
(CR) ZER T 2 ENDHY F T,

AR

® Red Hat OpenShift DA F > 755 LI

FIE
L AWS7HO Y hAa#ELET,
a. LTORBEELIAMARY —JISON 774 LA LET,

{
"Version": "2012-10-17",

"Statement”: [

{

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup”,
"logs:CreateLogStream”,
"logs:DescribeLogGroups”,
"logs:DescribeLogStreams”,
"logs:PutLogEvents",
"logs:PutRetentionPolicy"
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*ak kN

"Resource": "arn:aws:logs:

}
]
}

b. LTFTOHNEBTIAMEFEISON 7 7 1 L ZER L £ T,

{
"Version": "2012-10-17",

"Statement™: |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<your_aws_account_id>:oidc-
provider/<openshift_oidc_providers>"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"<openshift_oidc_provider>:sub": "system:serviceaccount:openshift-
logging:logcollector” g
}
}
}
]
}

Q AWS 779~ N ID & & OpenShift OIDC FO/NA F—T v KR4S v M&IEEL X
T, ROAXV RERFTLT, TVRRAV M EREBELEY,

$ rosa describe cluster \
-¢ $(oc get clusterversion -o jsonpath="{.items[].spec.clusterID}{"\n"}') \
-0 yaml | awk '/oidc_endpoint_url/ {print $2}' | cut -d /' -f 3,4

Q OpenShift OIDC T RRA v haBERELE T,

c. AMO—ILEFERLFT,

$ aws iam create-role
--role-name “<your_rosa_cluster_name>-RosaCloudWatch” \
--assume-role-policy-document file://<your_trust_file_names>.json \
--query Role.Arn\
--output text

HAOERELEFT, ThIXRORTY TTHEALET,
d IAMRY>—&FERLFT,

$ aws iam create-policy \

--policy-name "RosaCloudWatch" \

--policy-document file:///<your_policy_file_namex>.json \
--query Policy.Arn\

--output text
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HAOAEREFELET, ThIRORTFTYy 7THEEALEY,
e. IAMRYY—A IAMO—)LICEY YUTET,

$ aws iam attach-role-policy \
--role-name “<your_rosa_cluster_name>-RosaCloudWatch” \
--policy-arn <policy_ ARN> ﬂ

Q policy ARN (3. RS —DIERBEICRELEEADICBSHRIET,

2. Red Hat OpenShift Logging Operator ® Secret YAML 7 7 1 JL&{ERR L £ 9

apiVersion: vi
kind: Secret
metadata:
name: cloudwatch-credentials
namespace: openshift-logging
stringData:
credentials: |-
[default]
sts_regional_endpoints = regional
role_arn: <role_ ARN>
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

Q role_ ARN (X, O—JLO/ERBFICRELERDICEXI T,

3. 9_9 l/\y I\%{/Eﬁibi-a—o

I $ oc apply -f cloudwatch-credentials.yaml

4. ClusterLogForwarder #1249 L)Y — R &R FIIREL X,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> a
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- name: to-cloudwatch @

inputRefs: m
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Q®6 O O 9

® 90900600 9

BIER R

- infrastructure

- audit

- application
outputRefs:

- cw

LAY —RETIX, CRLITinstance THIZMLELHY ET, VILFOAT I 4T —45—F
ETIE. FRDRARIZFERATEEY,

L > —3FRETlE, CRnamespace I& openshift-logging TH 2 WEAHY 9, YILF
OJ747—4—R&TIE, EED namespace 2FHATE XY,

Y—ERXRT7HV Y NOAR], Y—ERT7 ATV NI OF 7 +7—4—75 openshift-
logging namespace ICT 704 SNTULWAWEE, YILFOTIT+AT—F—DRETDH
WETT,

HAODEFIZEEL T,

cloudwatch ¥ 1 7%#i8E L £ 7,

F7varv. 007V —TIbd A EEERBELET,

e logType ld. OV %94 7Oy I —T5ERLET,

e namespaceName (&, 7 7)) s —> 3 > ® namespace CTEICOY JIL—T%ER L
9., AVIZANIVFv—BLUVEEDTIIREEZITT. logType ICL>TY
=TI hEFFIIRYET,

e namespaceUUID (£, 7 71) 4 —2 3> namespace UUID Z &I LW T T IIL—TF
ZERRLES, Fei AVIZAMNSIVFYy—BLU0BEERTHO@ERNOOYT JIL—
TEERLET,

FFoaraldII—TOEEICEEFNST 7 4 J)L MO infrastructureName E5EFE A B
XMZDINFHERELET,

AWS ) —TavaiEELET,
LBTICERR L= —2 Ly hOZRIZIEELZ T,
FTTvav: A TS5SA4AVDERAEEEELET,

NA TS24V %FERLTEXT 207 % 1 7 (application, infrastructure = 7 (% audit)
HEELET,

DA T4 TRV EGEET SRICERTIENOZRIZBELFT,

e AWSSTSAPI)Z77L YA

N5 AOFXF>ysaLv4—n%FE

Red Hat OpenShift DOF¥ > Jid, VSR —hoARL—2 a3y eT7 ) r—yavnds=&EL.,
KubernetesPod & 7OV TV MA Y T—HTT—9%LHELET, OFIALIH—IIHTEBHR—b
INBTRTDEEIF. ClusterLogging 1 X% L') Y —2Z (CR) D spec.collection 2% %A L

162


https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

BNE OTDOINES & Uk
TEITTEET,

N51.073L 949 —DHRE
ClusterLogging # 29 L)Y —R (CR) AZEET 22 & T, OFX VI CHEATZO/ALI9—0DF4
THERETEET,
p=-1o]
Fluentd I$FEHRE B> TH Y., SEDN ) —ATHIBRINS FETY, RedHat &, 17
EDV)—ZDZA 7 A VIR OBEDNTEBIEEEYR— N ERELE TS, 2
DHBEIFIERI N AR AR Y F L7, Fluentd DX Y IC, Vector B FHETEF T,
GRS a3
o TIFEIERNH B,
e OpenShift CLI (0c) B’ Y2 h—IL IR T W3,
® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,

e ClusterLogging CR BMERKINT W3,

FIa
1. ClusterLogging CR @ collection ft#%=Z&E L 7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1

kind: ClusterLogging

metadata:

#...

spec:

#...

collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

Q OXVJIEAT207aL99—0%4 7, Thid. vector £7-1Z fluentd ICT 5 Z &

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £ 9,

I $ oc apply -f <filename>.yaml

11.5.2. LogFileMetricExporter ) ¥ — 2 DERK
OF I N\—2 3 58 LAED/N—2 3 0 Tld, LogFileMetricExporter &7 7 #J)JL N TOL V9 —%

FRALTT I OM IR AYE L, 2ROV TF—ICL>TERINAOQTHIOXN) I 2%
MY %IC1E. LogFileMetricExporter 124 ')V —R (CR) ZFHTEKR T 2MELNHYET,
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LogFileMetricExporter CR % {EfX L 72\ M5 6. Red Hat OpenShift Service on AWS Web 2>V —JL D
4w < 17R— K® Produced Logs IC No datapoints found E WD X v E—IBARRINZHELH Y
x7,
AR

o TIREMRNDH S,

® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

e OpenShift CLI (oc) B Y & h—JLXI N T W3,

FIR

1. LogFileMetricExporter CR % YAML 7 7 1 JL.& L THERR L £,

LogFileMetricExporter CR Ml

apiVersion: logging.openshift.io/vialphat
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...

Q Z4 7> 3 v:nodeSelector 2 % Vi, Pod AR Y a—)LE¥hd/ —REEHELET,
9 resources X% %, LogFileMetricExporter CRD ') YV —RE#HE=EHL X T,

9 #4 7 3 V- tolerations 24 VHid. Pod i"E I AN HREEAER LT,

2. RDAX > R%A%EFTL T, LogFileMetricExporter CR ##/A L £ 9,
I $ oc apply -f <filename>.yaml
R
logfilesmetricexporter Pod (&, & ./ — KT collector Pod & ERFICEITINZE T,

e RMDAX Y REERITLTHAO%HEE L. LogFilesmetricExporter CR % {Ef% L 7= namespace
T logfilesmetricexporter Pod AAETINTWE I & 2R L X7,

I $ oc get pods -I app.kubernetes.io/component=logfilesmetricexporter -n openshift-logging
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Al
NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9gbjj 1/1  Running 0 2m46s
logfilesmetricexporter-cbcdv  1/1  Running 0 2m46s

1.53.073L 949 —CPUBIUAXAEY —4IRDETE
O7aLJ4—Id, CPUEXEY —4IBROTBA~NDHEEAHTLE T,

¥
e openshift-logging 7O = ¥ b T ClusterLogging 1 X% 4') Y —2Z (CR) ##R&EL £ 7.

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...

@ LBCRUTCPU XEY—HIRBELUBRZIBELFT. RRINBEET 7 4L M8
—C\‘-g—o

N5.4. AHLY—/IN—DEF

Red Hat OpenShift Logging Operator i&. 754 7Y M AL V4 —ICEZIADB LD IT. BREINEL
BAALY—NR—AOHY—EREZTTOM4LET, TOY—ERIE, AALY—N—|TBEINR—
FaRFALET, Y—ERXZIE. UTFICEDWTERINET,

e T IILFOY 7+ 7 —4— ClusterLogForwarder CR D57 704 X~ hDiFE., H—EXZIE
<ClusterLogForwarder CR_names>-<input_name> & WO ERICRY T, 7z&x
I&. example-http-receiver 72 & T9,

e fEX D ClusterLogForwarder CR 7 7O X > b (instance & L\ D ZEIHMTIF 5

1. openshift-logging namespace ICFBEEINTWE T 70O4 XV M) DigHE. yY—ERZIE
collector-<input_name> & WO B ICY £9, =& 2, collector-http-receiver T,

1541 EEO7 %5 HTTPH—N—¢ LTSETRLHICALIY—56RET S
ClusterLogForwarder 7 X% L)) —Z (CR) T http 2L ¥ —/—ANELTHEET 5 &, HTTP #
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ma) vy 2 LTEEOVEZHTTP Y —N—& LTEETEHLDICO07IAL VY —%FRETETET, &
NnIZ& Y. RedHat OpenShift Serviceon AWS 7 5 249 —DARAEBE ABOBE AN LINEINEETED S
ICHBOATZA N7 ZEATESLSICRYEY,

(1} =355
o TIEERNDH 2,
e OpenShift CLI (oc) 4 Y &2 h—JLI N T W3,
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

e ClusterLogForwarder CR "ME I N TW 35,

FIR

1. ClusterLogForwarder CR #Z & L T, http L ¥ —/N\—ANDREZEML X T,

INFOTI7x7—4—7T04 A2 b %&FEHAL TWBIFAO ClusterLogForwarder
CR Dl

apiVersion: logging.openshift.io/vibetat
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service _account_name>
inputs:
- name: http-receiver 0
receiver:
type: http 9
http:
format: kubeAPIAudit 6

port: 8443 @)
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...

AALY—NR—DZFEEBELET,
ALY —N—8% http ICEEEL XY,

IZ7E. HTTP A AL & —/3—TId kube-apiserver Webhook ¥R DA M H7R— b IhTW
x9,

FFoav  AALY—N=—PY) v RVTBR—KEEELFT, Thik. 102415
65535 T TCHDEELET, IBEINTVLWAWES, 74/ MElX 8443 T,

® 06 900

AALY—N—DNRA TSAVEHZRELFT,

kDT IO A M EFEHL TWBIEAED ClusterLogForwarder CR D
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit 6
port: 8443 @)
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

AALY—NR—DEZFIEEBELET,
ALY —N—8% http ICEEEL X T,

IZ7E. HTTP A AL & —/3—TId kube-apiserver Webhook ¥R DA M H7R— b IhTW
x7,

o 009

FFoav  AALY—N=PY RV FTBR—rEEELFT, Thik. 102415
65535 T TCHEELET, IBEINTVWAWES, T74JL MElX 8443 T,

O L DR ATIAVERELET,
2. ROO< > R%ZEFTL T, ClusterLogForwarder CRICEEZEAL XY,
I $ oc apply -f <filename>.yaml

BIER R

o APIEEE T 4 ILY —DIFE
N.55. Fluentd A7 747 —4—DFERETE

= o-1o)
Fluentd I$FEHEE > TH Y., 5D ) —RATHIBRINS FETY, RedHat &, IR

EDYY—2DS1 794 2 LI DREEDNATIEEE 4 K— hERBLETA, &
DHEBEIZIEEI N AR Y £ L7z, Fluentd Db Y I, Vector EHTET XTI,

OFX>YJICIE. Fluentd Q7 747 —4—DNR 74—V RAF1—V TIFERATEBZERD Fluentd
NFGA=F—HDEFNET, INOEDNSA—H—%FHTDE, LLTDFluentd DEFZZEETE X
-a—o

o FyvUIBLUVFVYvIYIDNYyT7—HA4X
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o Fv DTSy aENME
o Fv U IUELEDBHITEME

Fluentd I, F¥ 9 EWHEBE—DBlob TAYTF—9%2NELZET, Fluentd B’F v > 7 % ERR T B8
IS FY U3 RAT—V ILHDERBINET, TITFY Y IET—9T—WHICRYES, Fvo
I —MIZH B &, Fluentd i3F v V9% Fa— IIBELET, CITFY VU735 v21aIN5HE]
M EELRICEZAFNEGETHEBINES, Fluentd ik, XY M7=V DRIEPEELETOREDRH
BREDIFIFREBHRTF YV I52 75y aTIRVEELrHYET, FYy VI %5759 aTE
BRWGEE, Fluentd IEREBYICT7 S v a%2BHTLET,

Red Hat OpenShift Service on AWS D7 7 #JU b T, Fluentd (X 188Uy V47 AXEFEAL T2
SyvaEBRITLET. TOHA. Fluentd 75 v Y1 52BHTT2F CHET IEME 242ICL
F9., N, EZEENDEGEREZRSTOICKIEET, BBV IAT7E2EMIL. RDYICE
WG BATAHEZEATEIT. IhiE BECERTF vy 7075y a22BATLETY,

INLDONRFT A=Y —F, FERBERIL—TY NEDO ML —RF 7 2HITT 2DICKIBET,

® Fluentd DRI —Ty NEFRELTZICIE. TNOSDNRSX—Y—AFHELT, LYKIL
Ny I 7—BLV0F21—%BFEL. 75y Va2 EEL,. BREITOBBORCERET SR I &
T, XY NT—=ORTy MIERST I ENTEEY, LYUKEANY T7—ICI X/ — KD
T7AIWNVRTALATEYZ OBENMVEICRDZEITERELTLETY,

o HFHIFEMEWGEICRBEILT 2ICE. NIA—F—%2FALTICIIT—YEERFL. Ny
FOEBRZOE L, ¥F2—eNvI77—DRILT, LYBRBIITIS Yy ab8LUBERTEME
ATEEY,

ClusterLogging 712 % L) Y —X (CR) TUATFRDNRSA =4 —%FHAL T, Fvy 8LV 75v>a
MEERETITET, RIC, /8T A =49 =L Fluentd TERT B7-DIC Fluentd 5RE~Y v TICEHBIMIC
BIIXINhZET,

Pz

INSDIRS A= —DEHITLLTOEY T,

o FEAEDIA—Y—ITIZIEAEYNDHY FEA, TT7 I MEET. EHRBICEW
NI =X VADEOLNBIETTY,

® Fluentd BESLUVN T+ —T VY RICEATREFELVWHHEAF > LRI —HF—DH

¢ NI F—IXVARF1—=V/JDH%EMELEY, OFVTOKEEICREZS
ZBZEFHY FHA

KNNESER Fluentd BBE/NS A —49 —

T4k

chunkLimitSize EF vV IDERYTA X, 8m
Fluentd (D4 XITEST B &
F=IDF vV I~NDEZXIAH%
fZIEL £ Y, RIC. Fluentd (&
FyooEF1—|IEEL. IR
DFv VI EREET,
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T4k

totalLimitSize

flushinterval

flushMode

flushThreadCount

AF—=IBLVF21—DEEYA
ATHB1N\Y 77 —DiIx KA

o WY T 7—H A INZDES
#BAid&E, Fluentd I35 —4 D

FrrvIoADEMZFELEL, T

F—HLTEKRLET, Frv
TILRWTF—=FIETRTERDbNRE
ES

FrrIDT77v10ER. S
). m@@). hEHE)., £LE&
d(A) zEATEET,

75wl anRITY A%

e lazy:timekey /{35 X —
H—ICEDWTF vy
E7owialZE
¥, timekey /X5 X —
Y—ERKETDHILIFT
TEtA.

e interval: flushinterval
INSGA—=H—ICTEDWT
FrooHTSval
x9,

e immediate: 7 —% %
F v 7ICEBINET <IC
Fr &5 T7Sval
£,

FYIDISY1EERTTD
ALy RO, ALYy RO A
PFE, TSYVADARIL—T Y
rRAZEL., Xy N7 —0 D5
BN IERTICRY T,

/= RT4 RV D¥15% HFTRT
OHEAICHEINET,

1s

interval
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T4k

overflowAction Fa1—H—WIdE Frvy block
EEIXLULTDL D ICTHRY £,

e throw_exception: O/
ICRRIN D000 % FKE
IEET,

e block: D /Ny
77 —DEBENMERRIN
2FEFTCT—HYDFvY
HEIELET,

e drop_oldest_chunk:
MR EFYv IR
FTANSD=HICREHL
Fryro& ROy FLE
T, aVWF v I DEIR
FLOWFr o LYEN
ILRYET,

retryMaxInterval exponential_backoff 554175  300s
EDRKEE (REBAL.

retryType 75y allKRBT BI5ED0HEE exponential_backoff
1TAE:

e exponential_backoff:
75y 10BRTOM
fREEPLET,
Fluentd
I%. retry_max_interv
al NS A—F—|TET D
FT. ROATETICH
e BEEZ 2BICLE
ERS

e periodic: retryWait /<
TA—=H—ICHEDVWTT
ZviazxERNICER
TLEYS,

retryTimeOut LI—RAEEINZENCERT  60m
% H A B KB ERER.

retryWait ROFvY29IDI7ZvaxTD 1s
BEE (PRI,

Fluentd F+ > 7 D> 4 744 7 ILOFFMIE. Fluentd K¥F 2 X~ M@ Buffer Plugins #8B L T2
T LY,

FIR
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1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —2X (CR) Z#fR&EL X7,
I $ oc edit ClusterLogging instance
2. LTFDONSG XA =4 —%BMELIFERELET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval e
flushThreadCount: 3 @)
overflowAction: throw_exception 9
retryMaxInterval: "300s"
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q

BF vV I DBEATAXEIEELTHL, 7Ty PaflIlFa—IlANET,
FvyrIDITSyvaDEREEEELE T,

FYUIDT Iy a1%xRKITTEAEZIEELXT (lazy. interval, F7l&
immediate),

FroIDI7S5yYalFHIBZIALY NKOBZIEELE T,

Fa1—NDN—MIIRDBEDF vV I DEE%ZIEE L £ (throw_exception, block. F7c
l& drop_oldest_chunk),

exponential_backoff ¥+ > VD7 Z v ¥ aFAERICDOWTHRARDER (WEA) ZEEL £
ER

Frr D7y antkBT 2HBEDERITY 1 7 (exponential_backoff & 7= (3
periodic) ZiEEL ¥ 7,

ROF vV ID7ZyaFETORRE WEAM) #IBELET,

FrorINy 77 —DRAYA XZHEELITT,

OO0 9 9 90 600

3. Flunentd Pod BT 704 SN TWB I E5HEALET,

I $ oc get pods -I component=collector -n openshift-logging

4, FHEDMED fluentd SR EX Y TIChHD I EAHELET,
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I $ oc extract configmap/collector-config --confirm
fluentd.conf O Hl

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592"}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

1.6. KUBERNETES 1 XY hDINE S L MREF

Red Hat OpenShift Service on AWS 4 XY hJL—4 —(F, Kubernetes 1 RV R ZEHR L. TN H%z0O
FUTILE>TNETESZLDICOTICEFET D Pod TY, 1RV ML= —RBFE}TTIO175
WNENHY XY,

ARY M= —EFTRTOTAT I MDA RY RN EREL, Th 5% STDOUT ICEZAAFE
9o RIS, ALV Y—FFTNS5DA RV % ClusterLogForwarder 124 1') Y —R (CR) TEHI
NEAMNT7ICERELE T,

BF

ARV ML—% —IEMDER Z Fluentd IEMIL, WBTE 3OO0 Xy E—TD
BICKBEEZ 2N’ HY T,

NELARY MNIL—4—DF 704 BLVETE

UTOFIEEFERBLTARY ML—9—% 0S5 —II7704 LET, IRV MNL—9—%
openshift-logging 70> =7 MIEICTFTOA L. V3R —2FTAIRY MBAIREINZLDICT
DNENHYET,

pa )

Event Router 1 X — (& Red Hat OpenShift Logging Operator D—ER Tld R Wb, &
MY O—RTIBEDHY FT,

XD Template 7 72 7 ME, ARV MV—F—IZBRY—ERTHIV N, 7525 —0—),
BLVISRY—O=—INA VTV TEERLET, TV TL—RMIARY MNL—4 —Pod £ E
L. 7Aa/4LEd, COTFVTL— b A2ZTHEEFTIFERATZZEE, Ty L—hERELTT O
AXVINATIVZTI MDD CPUBELIUVOXE) —EREZEETDHIEELTEET,

=55
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o H—ERT7HDIYRMNAEEKRL, 75RI—0O0—I/A VT4V THBHTHICIE, @R/ —
SyvavrhrmETY, A UWTFDOFY 7L — %, cluster-admin A—JL&EFD1—
H—TERITTEET,

® Red Hat OpenShift Logging Operator B4 Y A h—JLINTWEHENHY T,

FIE
LARYNIL—9—DFVTL— b E2ERLET,

apiVersion: template.openshift.io/v1
kind: Template
metadata:

name: eventrouter-template

annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"

objects:

- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding @)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount

name: eventrouter

namespace: ${NAMESPACE}
roleRef:

kind: ClusterRole

name: event-reader

- kind: ConfigMap @)
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}

- kind: Deployment @
apiVersion: apps/vi
metadata:
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name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:
- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel9:v0.4"
- name: CPU a
displayName: CPU
value: "100m"
- name: MEMORY @)
displayName: Memory
value: "128Mi"
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- name: NAMESPACE
displayName: Namespace

value: "openshift-logging” g

4 RY ML—4% —O openshift-logging 7O>Y = N TH—ERT7 ATV MEEKRL Z
3—0

ClusterRole Z/E L. 75 A9—ADA XY N EERLET,
ClusterRoleBinding = Ef L. ClusterRole #H—EXT7HDU Y MINA Y RKLET,

openshift-logging 7O = - N THRE~Y Y 7A/EMK L. HEA config.json 7 7 1 )L &
ERRLET,

openshift-logging 7Oz V b TF7O4 XY N &R L. 1 RV ML—4% —Pod 4%
L. RELZXT,

V04 7R EDY TTHININDA XA -V ZHEELEY,

ARV M=% —Pod ICEIYH TS CPUDRNEZIBELE T, T 74/ ME100m I
REINIT,

ARY ML= —Pod ICEIYLTEAE) —DRNEEBELET, T7A4I M
128Mi ICEREINFE T,

@ 90 ® 960 0 —

7YY M1 VA M=) % openshiftlogging 7OtV M EEELE T,

o

2 UMFOav Yy REFRALTTF Y TL—ha0EL, ChEBERALET,
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
UFICHZERLET,

I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -

H A B

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. 4RV ML—4 —71 openshift-logging 7OV T 7 MIA VAR —ILINTWE I &AL
x7,

a. FiIMARY ML= —PodHHRRLET,

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging

H A B

I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
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b. ANV ML—=F—ICE>TREINZAINY FERTLET,
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
UFIChZERLET,

I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging

H A B

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count™:1,"type":"Normal"}}

F 7. Elasticsearchinfra 4 T vV A%FRALTA VT v I AN —V%EK L. Kibana
EHEEALTARYNERRTBIEETEET,



FREOJRAMNL—
EREOJRAMNL—Y

RILAJJAMNL—IZDWT

7S5 24— LEDARER Loki 7213 Elasticsearch AV A MNP AERALTCAYV A2 REL:
Y. ClusterLogForwarder 1 2% L)Y —2Z (CR) AL TCAOJVAAMAMFICEZE LY TEXE
-3—0

1211. 7R MNL—TDFELE

Loki t&, KEAMBICAT—STITHEAMEOEVWIILFTF+Y NOTEHNS AT LATHY, OFXVID
04 X N7 & LT Elasticsearch D& & L TIRHEIhTWE T,

Elasticsearch &, BRYIAAHFICREAI/ L I—REZL2IA VT v IR LET, Lokild, BRYAH
FICWK DD DEEIRIVDAHEA Ty I AICEEZKL, OFDREINDE T, L YEMLREITIE
HXINBZDOTloki ML YRZEICO/ANETZELDICRY T,

12.1.1.1. Elasticsearch O XA F ZIZCDWT

AX > 7D Elasticsearch 1 Y249V RiE, 7 HEOEHEORERICREEINh, TAMIATWYL
9, REPBEOVEZRETIVLENHDGEIE. T—945Y—RKNX—=F 1 —DRAML—I VAT LILH
I BHIENHREINET,

Elasticsearch |& Fluentd 50O T —49 %27 —9 A NTELIFAVTY IR IR L. TNETIhD
AVTFYv IR % v— K EEENZERHOEDICHEILFT, Ihik, Elasticsearch 7 5249 —D
Elasticsearch / — Kt v R2KRICOEIINZE T, Elasticsearch &2, LY Hh EEENZ Y+ — KD
E—%ERTDLDICKRETE T3, Elasticsearch I& Z v % Elasticsearch / — R&{RICHEIL &

¥, ClusterLogging AXR 4 L)YV —X (CR)ICLY., T—HYDRRMS L OTHESHEERT 2720IC
Uy — REEETIZAEEIBETETEY, /. ClusterLogging CR DRIFR) > —%FHL CKED
OJMREFEINZ2BEEEETSEIEETEET,

R

AVFYIRTFVTL—MDTS547) —> v — ROEIL Elasticsearch ¥ —%4 / — KD
MEELLLRYET,

Red Hat OpenShift Logging Operator & & U' OpenShift Elasticsearch Operator . & Elasticsearch
J—=RHPHBEORA ML —VR) 2a—L5EC—EBEOT 7O AV MEFERLTCTOMINEEDICL
F 7, ClusterLogging 1 2% L)V —X (CR) Z{£F L T Elasticsearch / — KO ZBEEHEIEP T I &
NCTEET, AMNL—UDREICEAT HEREIAIE, Elasticsearch RF¥Fa XY b Z8BLTKEX
LY,

Pz -
B MO E L Elasticsearch IRIZIC1& 3 DLLE® Elasticsearch / — KD ET, ThZ

NOBIDKRA MIEINDIBEDHY T,

Elasticsearch 4 7 v 7 ZICEAINTWE AO—ILR— 7 7 & RHfE (RBAC) £, BAHEED® OV D
M7 ERAERREICLET, EEERIIRTOOVIC, ARERZEBO IOV 7 bOOJIZOHT Y

1212207 A KT7DI ) —
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https://www.elastic.co/guide/en/elasticsearch/guide/current/hardware.html

Red Hat OpenShift Serviceon AWS 4 OX > &
LogQLAY o Y —SE%#FHALTLloki IZV ) — #RTTEET,

12.1.3. BEE B
o |lokidVR—RVMDRFaXVN

o |lokidA TV RMRAMNL—YDRFaXVE

227X =YD VA M—=)b
OpenShift CLI (oc¢) & 7z I& Red Hat OpenShift Service on AWS Web O~ Y — )L %@ L T. RedHat
OpenShift Serviceon AWS 7 S R4 —ICOJ A N7 27704 TEE Y,

ya 13!

Logging 5.9 J 1) — X2, OpenShift Elasticsearch Operator OE#F/A— 3 v IEEFEN
TWEtHA, OF V5 58 Tl I)—R I N7 OpenShift Elasticsearch Operator % IREfE
FALTW3HBE, Logging5.8 M EOL F TH|E#tE Logging THEBE L £9. OpenShift
Elasticsearch Operator Z{ERA L TCTF 74/ hOOJRAMNL -5 EEBI KD YIC,
Loki Operator A TE X3, Logging D54 7H 4 ZIIDBEMICDOWNT, Ml
Platform Agnostic Operator Z& 8B L T 72X LY,

1221 LokiOZ XA NT7OF7OA

Loki Operator % f#F L T. Red Hat OpenShift Service on AWS ¥ 5 24 —ICRER Loki AT A N7 % T
704 TEZEY, LokiOperator 54 Y A M—JL L7z, =9I Ly NEERTHIETLokiA TV
JMAML—U%REL. LokiStack H A Y L)Y —2R (CR) #ERT 2 ENHY T,

1221l LokiT 7O XA DY 14 X

Loki DH% 4 XiF 1x.<size> DERICHEWE T, TDFED IxIFA VY RIVADE %, <size> [T MHRE
BELEY,

BE
FTOAXY ML XD IXDEIIZTETT I A,

KI21LokiDY 1 X

1x.demo 1x.extra-small x.small Ix.medium
T —H RE TEMFEDH 100 GB/H 500 GB/H 27TB/H
18hHi-vnsx TEFERDH 200X YMT1- 200 S MT 25- 200 S #MT 25-
1) —# (QPS) 25 QPS 50 QPS 75 QPS
L) Yy—ay 2L 2 2 2
fRE
a5t CPU E3k AW {R48 CPU 14 {& {R48 CPU 34 {& {R48 CPU 54 {&
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https://grafana.com/docs/loki/latest/logql/
https://grafana.com/docs/loki/latest/get-started/components/
https://loki-operator.dev/docs/object_storage.md/
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

gREOFRAMNL—Y

Ix.demo 1x.extra-small x.small Ix.medium
N—>—%fERAT AV {R48 CPU 16 {& {R48 CPU 42 1@ {R*8 CPU 70 &
3EADAEE CPU
N7 iy 3 8
BEFATEY—Ek 2L 31Gi 67 Gi 139 Gi
N—Z—%fEAT 2L 35Gi 83Gi 171Gi
BIGADEEIATE
Yy—YJxTRXp
BT 1 RV EK 40Gi 430 Gi 430 Gi 590Gi
N—>—%fFRAT 80Gi 750Gi 750Gi 910Gi
35805171
A9V 9T RX B

12.2.1.2. Red Hat OpenShift Service on AWS Web >V —JL % L 7= Loki Operator M A
YA M=

Red Hat OpenShift Service on AWS 7 S R4 —ICAFX VT4 VA M—)L L THRET 5 ICIE. BIND
Operator 24 YA M=)V B2HELNHYET, Zhik. Web 3>V —JL®D Operator Hub H 5E{TT
XFE7,

Red Hat OpenShift Service on AWS Operator (&, HRY L)Y —Z (CR)&ZFRALTT7 Y r—>3a v
EZFDPAVR— VN EBEBLET, BLNIVOBREFREIR. CRRHTI—H—DEELZXT,
Operator I&, Operator DAY Y VRICHAFAEFNIERARN TSI T4 RAIEDWT, BLRILDT 1
LT 4 TRELNLOT IS aVICERLET, ARY LYY —RESE (CRD) X CREES L.
Operator DA—H—MNFEHATETZ2IXRTDFZEEY AN LEY, Operator 24 VA M—JLF % & CRD
MERI N, CROEMICHERINET,

=55

o HR—FMINTWBATITYV MAKMT (AWSS3, Google Cloud Storage. Azure, Swift,
Minio. OpenShift Data Foundation) IC7 7 X TE %,

o THEEWERND S,

® Red Hat OpenShift Service on AWSWeb VY —JLICT7 VX TZE %,

1. Red Hat OpenShift Service on AWS Web 0> Y —JL® Administrator /X—2 RV 71 7
T. Operator » OperatorHub ICF8EIL £ 7,

2. Filter by keyword 7 1 —JU KT Loki Operator E AL £ 9, FREEEEA Operator DY R b
T LokiOperator =2 ') v 7 L. Install 22 1) v 7 LE T,

BE
Community Loki Operator I Red Hat TIEHR— K IhTWEHA,
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3. Update channel & L T stable 7z |4 stable-x.y #:#IRL £,

P2

stable ¥ v ®JLIE. Logging D& ) ) —RaWRETIEHFOHERELF
¥, LRIDY) ) —RDOEHEFISHMEZET I, TRV TFvavFex
L% stable-x.y ICEB T 2MENHYET, xyld. 1 VA=) LOTD A

Ty —N—=IaETAF—NRN—=UavERLET, & AilE, stable-5.7 T
ERR

Loki Operator (&7 A—/N LA R L —% — %' )L— 7 namespace T# % openshift-operators-
redhat (L7704 §20EHNH S5, Installation mode & Installed Namespace A9 TIC
BIRINTWET, TDnamespace ARWGEEIE. BEIRICERINE T,

4. Enable operator-recommended cluster monitoring on this namespace. %= #R L £ 7,
ZD#F 7> a i, Namespace #+ 7~ = ¥ b IC openshift.io/cluster-monitoring: "true” -~
WERELET, V7R —FE=4Y >~ H openshift-operators-redhat namespace % X5
TEXDEIIL, CDF TV aVvERRTIVEIHYET,

5. Update approva T Automatic 23R L. Install 2" v 7 LE T,
HTROY T3 VDERBRA NS TY—H Automatic ILEREINTWSRHBE., 7y I L—R
TOERE, BIRLF v RILTHIE Operator A= a YA FIBATREICAZ & T CICHEKBLE
T, AKBRANSTFV—H Manual ILEREINTWBIHEIE. BBHROT7y T L—REFHT
ARTI2BENDHYET,

1. Operators - Installed Operators I[CF2EI L £ 9,
2. openshift-logging 7OY =7 hABIRINTVWE I & &AL E T,

3. Status FIC. HBDF v I —U 5LV InstallSucceeded &, Uptodate EWD FF R K
PRRINTWVWBZEAERLET,

p= T
4 YRARN=ILH5ET § BHIIC. Operator IZ Failed 2 7 —49 ADBRTFINDIGZENH Y

%9, InstallSucceeded X v z— Y HNKRRIN T Operator DA Y A M—JLH5ET L7
mBEF. R—VEEHLET,

12.21.3.Web AV YV —ILEZHFHALTCLokiA TSIV MAML—SD—2I Ly FEERRT D

Loki A 7YV T RRAMNL—V%HEBRETDICIE. =Ly NEERT2RELNHYET, >—7L v b
I&. Red Hat OpenShift Service on AWS %R L TR T 7,

(1} =355
o TIREMERNH S,
® Red Hat OpenShift Service on AWSWeb AV —JLICT7 VA TE S,

® LokiOperator B’ Y A h—=JLINTW3,

FIR
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1. Red Hat OpenShift Service on AWS Web 0>~ Y —JL® Administrator /X—2X RV 7 1 7

T. Workloads - Secrets IC#&1L X9,

2. Create KOY 4oy MH 5, FromYAML ZZEIRL F 7,

3. access_key id 7 1 —JL K & access_key secret 7 «+ —JU K& L CRIIBHREETE

RS

L. bucketnames. endpoint. & U region 7 1 =)L REFEHALTCA TV I MDORESGH
HEEHETDV—VL Y MEERLET, ROFITIE, AWS BMERINTVLET,

Secret A 7V hDHI

apiVersion: vi

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

o lokix7YVzHUVMNRAML—Y

12.2.1.4.Web AV Y — )L %&{FHA L T LokiStack h R¥ LYY —R&VERRT D

Red Hat OpenShift Service on AWS Web O~ Y —JL%{EMA L T, LokiStack 1 X% L)Y —X (CR) %=

ERRTE £,
AR
o TIBEMRNH S,
® Red Hat OpenShift Service on AWSWeb AV —JLICT7 VXA TE S,
® |LokiOperator &1 Y A h—=JLEINTW3,
FIa
1. Operators - Installed Operators R— (CHEIL £, Alllnstances¥ 7% ) v I LET,
2. Createnew KOy 74> X hH 5, LokiStack Z#:#IRL 9,
3. YAMLview #ZR L, RDF ¥ FL— b %#MA L T LokiStack CR = {ER L 7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
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storage:
schemas:
- version: v12
effectiveDate: '2022-06-01"
secret:
name: logging-loki-s3 e
type: s3 ﬂ
storageClassName: <storage_class_name> 9
tenants:
mode: openshift-logging G

logging-loki & WD &RiZFEALZF T,

®9

FTOAA VYN FAZXAEELEYS, OF VI 58 LIED/N— 3 0 Tld, Loki DERRE
AVRIVATHR—MINTWDBY A XA T a3 Vit 1x.extra-small, 1x.small. F7=
& 1x.medium T9,

8%
T7OMAY ML XD IXDHIIIEETEEE A,

AJAML—YICERAYTSY—ILy hZ2EELET,
WHTB2RANL—US A4 TEIBELET,

—BHAMLV—YDRAML—=Y I SADERIZANLET, RBERNT -V VA %F5IC
i, 7OYv IR ML=V EEYLBTERAMN—VISRAEBELET., VSR —THEA
AREAR R ML —Y U 5 RIL, oc get storageclasses IY Y RAFRALTY A MNKRRTE
9,

00

6 LokiStack &7 7 #IL N TYILFTFTF Y RN E—RTEFINET, DT 72 MREIE
TETEXFEA, OJVDOEE EEQY. 1V ISANSIFy—0F, 77U =23
O ZTEITIDDTTFY MDBREINEFT, ChiZkY, A~Da—H—L0a—
H—JIN—TOIFIEROATAN)—LDT I ZRAEEIATREICAY FT,

4. Create=7 ')y I LZXY,

12.2.1.5.CLI %#{$f L T Loki Operator a1 Y A h—IJL$ %

Red Hat OpenShift Service on AWS 7 S R4 —ICAFXF Y T A VA M—)L L THRET 5 ICIE. BIND
Operator 24 Y XA =)L B HEAHY FT, i, Red Hat OpenShift Service on AWS CLI A5
EITTEET,

Red Hat OpenShift Service on AWS Operator (&, HRF L)Y —Z (CR)&ZFERALTT7 Y r—>3a v
EEDAVR—FXVMNEBEEBLEYT, BLRNIVOEREREIF. CRATI—HF—DEELZXT,
Operator ¥, Operator DOV Y JRIHARAFNIERAN TSI T 4 AIEDVWT, BLRILDT 4
LT 4 THBELRIVLOT I avICEBLET, HRAI LYY —REH(CRD) IFCREEEL.
Operator DA—H—MNFEHATETZ2IXRTOEREEY A M LEY, Operator &4 VA M—JLF % & CRD
MERR I, CROEKICERINET,

=S5
o THEEWERND S,
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e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

o HAR—MNINTWBF TV MNANTILTIVEATES, Hl: AWS S3, Google Cloud
Storage. Azure, Swift, Minio. OpenShift Data Foundation,

¥
1. Subscription+ 7Yz MEERL E T,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators 6

sourceNamespace: openshift-marketplace

openshift-operators-redhat namespace #1822 HELHY £ 7,

F v &)L & LT stable F7- 1< stable-5.<x> #1I5E L 7,

09

redhat-operators =357 L £ 9, Red Hat OpenShift Service on AWS ¥ 5 24 —4%, 3E
BRI SR —EMIENZ Ry RD—IDFIRINARETI VA M—ILINTWSH
&. Operator Lifecycle Manager (OLM) D& ERFIC{ER L 7= CatalogSource #+ 72 = ¥
hOEZRIZEELE T,

2. SubscriptionZ# 7>V M EFERALET,

I $ oc apply -f <filename>.yaml

12.21.6.CLIZ AL CLokiA# Tz P AML—VDY—I Ly NEERRT D

LokiA 7Yz FARNL—YARBRETDICE, —ILy MEERTZIVELGHY FT, Zhid.
OpenShift CLI (oc) ZfA L TEITTEE T,

AR
o TIHEERNDH 2,
® | oki Operator B Y Z h—JLINTW3,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIR

o RDOIAXV REZMFEALT, SAZEEF—T7 74 IUDNEFEFNZTAL I N —IZY—V LY b %
ERTEEY,

$ oc create secret generic -n openshift-logging <your_secret_name> \
--from-file=tls.key=<your_key_file>
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--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

p= =)
ERDER%1E2ICIE. generic F/ld opaque ¥ — I Ly M EFRALTLEI W,

e RODIAXVREEFTLT, Y— L v MPERINIZZEEERLZET,

I $ oc get secrets

BAEE R

o |lokidA TV MNRMNL—Y

12.2.1.7.CLI Z{#fH L T LokiStack h R¥ LYY —R &K T B

OpenShift CLI (oc) A 1% L T. LokiStack h 24 L)Y —2Z (CR) 5 ERTX %7,

AR
o TIREMERNH S,
® LokiOperator B’ Y A h—=JLINTW3,

e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

FIE
1. LokiStack CR =/Em L £ 9,

LokiStack CR Dl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
size: 1x.small ﬂ
storage:
schemas:
- version: vi2
effectiveDate: "2022-06-01"
secret:
name: logging-loki-s3 9
type: s3 6
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storageClassName: <storage_class_name> ﬂ
tenants:
mode: openshift-logging 9

FTOAA VYN FAZXAEELEYS, OF VT 58 LIED/N— 3 0 TlE, Loki DERE
AVRIVATHR—MINTWDBY A XA T 3 vk 1x.extra-small, 1x.small. F7-
& 1x.medium T9,

BE
FTOAXY ML XD IXDEIILTETT I A,

QJRNT7Y—=0 Ly NOZRIEZEBELE T,
AJRNT7Y—=0Ly hDIATEEBELET,

—BHAMNLV—YDRAML—YISADERZEBELE T, RBERNT -V VA %F5IC
i, 7Ov IR ML=V EEYLBTERAMN—VISRAEBELET., VSR —THEA
AREAR R ML —Y U 5 RIL, oc get storageclasses I<Y Y RAFRALTY A MNKRRTE
9,

LokiStack T 7 # I N TIYINF T+ Y N E—RTERITINET, TDOTFT7 4 MREIT
LTETXFtHA, OVOEH(BEEQY, 1 VISANSOVFvYy—0OY, 7T —> 3
O ZTEIIDDTTFY MBREINEFT, CThiZkY, B~Da—H—BLa—

Y= —TOIFIEROTZAN) —LDOT J ERHEHATREICRY £,

RO RAEZFEITL T, LokiStack CR =#@EE L £ 9,

I $ oc apply -f <filename>.yaml

SLTAVAM =L ZRERBLET,

I $ oc get pods -n openshift-logging

o RMDAX Y REERITLTHAZERL. openshift-logging 7O =7 hAHD Pod %Y R kK

ROYZAMDESIC, AF VT AVER—FRY NAD Pod MEHERTRIINTWS I E&MEELE

ER

DBl
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnl82 1/1 Running 0 14m
collector-6¢glq 2/2  Running 0 45s
collector-8r664 2/2  Running 0 45s
collector-8z7px 2/2  Running 0 45s
collector-pdxI9 2/2  Running 0 45s
collector-tc9dx 2/2  Running 0 45s
collector-xkd76 2/2  Running 0 45s
logging-loki-compactor-0 1/1 Running 0 8m2s

logging-loki-distributor-b85b7d9fd-25j9g 1/1 Running 0 8m2s
logging-loki-distributor-b85b7d9fd-xwjs6 1/1 Running 0 8m2s
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logging-loki-gateway-7bb86fd855-hjhl4 2/2  Running 0 8m2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2  Running 0 8m2s

logging-loki-index-gateway-0 1/1 Running 0 8m2s
logging-loki-index-gateway-1 1/1 Running 0 7m29s
logging-loki-ingester-0 1/1 Running 0 8m2s
logging-loki-ingester-1 1/1 Running 0 6m46s
logging-loki-querier-f5cf9cb87-9fdjd 1/1 Running 0 8m2s
logging-loki-querier-f5cf9cb87-fp9v5 1/1 Running 0 8m2s

logging-loki-query-frontend-58c579fcb7-lfvbc  1/1  Running 0 8m2s
logging-loki-query-frontend-58c579fcb7-tjffok 1/1  Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 1/1 Running 0 46s

1222 . LokiA 7V TV MR ML —Y

Loki Operator (&, AWS S3 7213 T/ <. Minio ¥ OpenShift Data Foundation 7 & Dfthd S3 BEfiA 7
VIV RAMTEHR—BMLTVWET, Azure, GCS, BLUSwift EHR—KFINTVET,

Loki 2 b L—Y O#EREA K LI, logging-loki-<your_storage_provider> T3,

ROFIE, FA ML —Y 7O/ F—0 LokiStack 124 L) Y —2 (CR) ID type EARLTWE
T, FHMIE. AMNL—=U7ONA Y —ICETE IV aVvESRBLTLIEIN,

RKR22— Iy NIATDIAY IV ITI7L VR

AbhL—=o7OnRA 55— ~—J Ly hDtype
AWS s3

Azure azure

Google Cloud gcs

Minio s3

OpensShift Data Foundation s3

Swift swift

12221 AWS A hL—

(1} =355
® LokiOperator B’ Y A h—=JLINTW3,
e OpenShift CLI (0c) 71 Y 2 h—ILINTW 3,
o AWS EIZ /N7y b AERRLTW3,

e AWSIAMKRY ¥—& IAM 2 —H— AR LTWS,

FIR
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e RMOAxX Y K%EEITLT. logging-loki-aws & WD ZRIDA TV TV hAML—UV—0 Ly
MEERRL T,

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<aws_bucket_endpoint>"\
--from-literal=access_key_id="<aws_access_key_id>"\
--from-literal=access_key_secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

12.2.2.2. Azure A NL—

AR E A
® |okiOperator 1 YA Rh—JILINTW3B,
e OpenShift CLI (0c) B4 Y A h—ILI N T W3,

e Azure EIZ /N7y N AERRLTWS,

FIR

o XDV KAZEFTL T, logging-loki-azure & WD ZHIOA TV MA ML=V —
Ly hafERLET,

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>" \ﬂ
--from-literal=account_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

Q HR— NI h T\ 2IBEE
(¥. AzureGlobal. AzureChinaCloud. AzureGermanCloud. AzureUSGovernment T
ERR

12.2.2.3. Google Cloud Platform A b L —<

AR

® |okiOperator 1 YA M—JILINTW3B,

e OpenShift CLI (0c) 1 Y 2 h—ILI N T W3,

® Google Cloud Platform (GCP) £IZ 7O =7 k Z/EK L TW3,

e ELTOYVIVMNAIC AT Y b ZEHRLTWS,

e AL7AYIY MAICGCPREAD H—EZXTAHV Y b ZERLTWS,
FIg

1. GCP DL R/ —ERTAD Y hDERELIEHR = key.json & WD ZRID T 7 4 )L
l:o_ L/i-a—o
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2. ROAX Y RAEEFTL T, logging-loki-gcs E WD ZRIDA TV RA ML=V =T Ly
MEERRL 9,

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

12.2.2.4. Minio A L —

AR
® | oki Operator B Y XA h—JLINTW3,
e OpenShift CLI (oc) 54 Y Z h—ILINT W3,
e Minio VSR —ICF7OMINhTWS,

® Minio EIC /N7y k AL TW3,

FIR

o XDV KAZEFTL T, logging-loki-minio & WD ZHIOA TV MA ML=V —
Ly hafERLE T,

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="<minio_bucket_endpoint>"\
--from-literal=access_key_id="<minio_access_key_id>"\
--from-literal=access_key_secret="<minio_access_key_secret>"

12.2.2.5. OpenShift Data Foundation A hL—2

AR
® LokiOperator B’ Y A h—=JLINTW 3,
e OpenShift CLI (oc) A4 Y A h—ILIhTW3,
® OpenShift Data Foundation #7704 L TW3,

® OpenShift Data Foundation 7 S A% —% # 7YV F A ML —VHICERELTWS,

FIR

1. openshift-logging namespace IZ ObjectBucketClaim 71 2% LYY —X =R L T,

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io
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2. ROOAX Y R&ERIFTLT, BEEMITFSN ConfigMap 772 =7 hH SNy k7O
TA—ZRRLET,

BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOST}")
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath="{.data.BUCKET_NAMEY}')
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

3.RDAY Y RZERITLT, BEMTLONEY—IL Yy bDOLNRNTY M7V EAF—ZBELE
_a—o

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath='{.data.AWS_ACCESS_KEY_ID}' | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath="{.data.AWS_SECRET_ACCESS_KEYY}' | base64 -d)

4. kDAY KAEZEFTL T, logging-loki-odf & WD ZRIDA TV IV NA ML=V =T Ly
MEERRL 9,

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key_id>"\
--from-literal=access_key_secret="<secret_access_key>"\
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

12.2.2.6.Swift A AL —;

AR
® |okiOperator &1 YA RM—JLINTW3B,
e OpenShift CLI (0c) 1 Y A h—LI N TV 3,

e Swift LT\ N BERLTWS,

FIR

o XDV KAZEFTL T, logging-loki-swift E WS ZRIDA TV NA ML=V =T Ly
MEERRL T,

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
--from-literal=domain_id="<swift domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"
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o MEILMBLT, MOIAXYREERFTLT, 7OV NEAFDT—%. V—r3av, £kidz
DOHAZHEECTEEY,

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaim>"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\
--from-literal=project_name="<swift_project_name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

12.2.3. Elasticsearch A A N 7O F 704

OpenShift Elasticsearch Operator % &M L T. Red Hat OpenShift Service on AWS 7 5 X 4 —IZRER
Elasticsearch A A R 7% F 704 TEXF 7,

Pz
Logging 5.9 J 1) — X IZ. OpenShift Elasticsearch Operator OE#/A—> 3 VIEEFEN
TWEHA, OF 2 J 58 Tl I)—R I N7z OpenShift Elasticsearch Operator % IRTE(H

FALTW3HBE. Logging5.8 M EOL F TH|E#&E Logging THEBE L £9°. OpenShift
Elasticsearch Operator Z2 A L TCTF 74/ bDOJTA ML=V ZEEBT KDY IC,
Loki Operator A TE X3, Logging D54 7H 4 ZIIDOBEMICDOWNT, Ml
Platform Agnostic Operator Z5BR L T ZX L,

12.2.3.1. Elasticsearch D A N L —JICEEd 2 EESE

KGR 2 —LDZFNZND Elasticsearch T 704 X > MREICKHETT, Red Hat OpenShift
Service on AWS Tld, ZHIIKFTERY) 2 —LEXR (PVC) 2R L TEITINF T,

- xm

KA ML —=2IlO—AIRY) 2—L%=FERY 3551, LocalVolume 4 72V D

volumeMode: block Tt I N b raw 7AY VR 2 —LEZFALABAVWTLLEI WL,
. Elasticsearch & raw 7By VR ) 1 —LZFERATET A

OpenShift Elasticsearch Operator |& Elasticsearch ) VYV — 2 & %R L T PVC ICEFIZ{T 1T £ T,

Fluentd |& systemd ¥ ¥ —7JL & £ T /var/log/containers/*.log H* & Elasticsearch (CAO 7 %X L
£7,

Elasticsearch Tld, KBELRYT—VBEEETITEIDICTLRAE) —HIPRETYT, +oBXEY—1
BRWEEIE, IRELARKARYEYT, COMEEZLOEY 2ICE. BERT ) r—>aro0d7—490
BAIML, ZXFEON2EZE2EYHTET,

TI7AIKRT, ANL=—UBEN 85% ITET B &, Elasticsearch IEFBET—49 D/ — KADEIY HT
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ZEIELE T, 90% IC7A B &, Elasticsearch IXAIRERIGRICBEFEDY v — RKZFD / — KH 6D
J—RICBEILEDELET, L. BEFEDLANILA 85% RiEmD / — RABRWIEE.
Elasticsearch (31 T v 7 ADEK%=IEB L. RT—4F RITRED ICAY £,

pa 3

INSOEEE (BWMES LMEWMEZSD) IFIR1T) Y —RICH 1T B Elasticsearch D7
7AINMETY., INOHDT 74 MERERTEEY., 75— MIRALT 7 4L ME
HEALETH. ChoDEAEAT7S—MNTEETEZIEIEFTEEEA

12.2.3.2.Web O YV —JL%{#[ L 7= OpenShift Elasticsearch Operator D1 > X b—JL

OpenShift Elasticsearch Operator &, OpenShift Logging I & > TR XN % Elasticsearch 7 7 X
—%EHRL. BELZXT,

=55

® FElasticsearch [ X EY —&HE 7 Y4 —> 32 TY, THETND Elasticsearch / — KIZ
l&. ClusterLogging 7 A% L)YV —XATEELRWRY., XE) —ZRELCHIROEAIC
16GBLLEDXEY —HDBETY,
HHAER E D Red Hat OpenShift Service on AWS J— KDty M. Elasticsearch 7 5249 —#%
RN TE2DICHDAREITRABWVGEDNHY X7, TDIHFE, HEEINZ Y4 IULED
X E ) — (% Elasticsearch / — NIZERK 64 GB) EFEALTEITTEDLDIC/ — K% Red
Hat OpenShift Service on AWS 7 5 29 —ITEBINY 2 ELHY XT,

Elasticsearch / — RIF L YBEWMED X EY) —ZETEEIEL X TH., ThITEREBREIC
EHEIhFEA,

® FElasticsearch DMMERKFZEANL —IWH DT E AR L F T, % Elasticsearch / — RIZI3H
BOARNL—=YRY a—LBBETHBZEITEELTLEIWL,

pa

KA ML —=2IlO—AIKRY) 2 —L%FERAY 3551, LocalVolume #+ 7
¥ x4 h® volumeMode: block Tttt I N D raw 7AY VR 2 —A%FEHL
RWTL I, Elasticsearch i raw 7Oy 2R 2 — LA FHATIFEH A,

FIR

1. Red Hat OpenShift Service on AWS Web 1> —JL T, Operator - OperatorHub =7 ') v
JLET,

2. METAIBEAR Operator @) X kA5 OpenShift Elasticsearch Operator. Install DJEIZZ 1) v
ILFET,

3. All namespaces on the cluster?® Installation Mode TEIRINTWB Z & A#REL £,

4. openshift-operators-redhat 7" Installed Namespace TEIRINTWB I & ZMIAL X7,
openshift-operators-redhat namespace Z1#EE 9 2 M ENH Y £T, openshift-operators
namespace ICIEA I 2 =7 4 —®D Operator S FNTWBHEIHY ET, I =71 —
@ Operator IXEFEI N/ D TILAR <. OpenShift Container Platform M X b 7 ZEE LU £
BIDXN) VA% RNHTE2HEMENHYEXT, THICLY. FRENRET I EIHYXT,

5. Enable operator recommended cluster monitoring on this namespace% &R L £ 7,

191



Red Hat OpenShift Serviceon AWS 4 OX > &

ZD#A T avid. Namespace & 7 = ¥ I openshift.io/cluster-monitoring: "true" >~
WERELET, V7R —FE=4Y >~ H openshift-operators-redhat namespace % X &
TEXDLIIL, CDF TV aVvERRTIVEIHYET,

. Update Channel & L T stable-5.x #3ZR L £ 9,

. Update approvalstrategy #:&#RL £ 9,

® Automatic 2 b 57—k Y, Operator Lifecycle Manager (OLM) I&FT#R/N\—2 a3 A
FIFATIBEIC/2 B & Operator  BEIMICEHRTXF I,

e Manual X b T 7Y —I[lIE, Operator DEHF 2 KR T 57O DB ARFRAIERZFDOI1—
Y- BETT,

.Install 22wy o LZEY,

. Operators - Installed Operators XR— [Tt Y B X T, OpenShift Elasticsearch Operator '

AVAN=ILINTWBZEEERLET,

. Status »' Succeeded MIKRET. OpenShift Elasticsearch Operator &8 ¥ XTO 7OV x4 b

ICYRARMKRRINTWDRZEAERLET,

12.2.3.3. CLI %#{&F L T OpenShift Elasticsearch Operator 24 Y A k—JL ¥ %

OpenShift CLI (oc) =8 L T. OpenShift Elasticsearch Operator 24 ¥ X h—JLTE XY,

AR

FIR
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® FElasticsearch DMMERKFZEA N L —I W H DT E AR L F T, % Elasticsearch / — RIZI3H

BORAML—=YRY 2a—LDRETHD I EITERELTLEIY,

pa )

KEA ML —=2ICO—AIRY) 2 —L%FERAY 3551, LocalVolume + 7
T x4 b® volumeMode: block Tt XN D raw 7Oy V7R 2 —L%&FHL
RWTL I, Elasticsearch i raw 7Oy 2R 2 — LA FRHTIFEH A,

Elasticsearch & X B =& 7 ) 45— 30 TF, 77 4J)L b T, RedHat OpenShift
Serviceon AWS £ 16 GB DA E Y —FE RSB L VHIBR A3 F D 3 DD Elasticsearch / — K& A ~
A M—=JL L F9., RedHat OpenShift Service on AWS / — RDRHID 3 DDt v MITIE,
Elasticsearch 249 S A9 —NTEITTIDICHRRX T —HRVWTEELHY £,
Elasticsearch ICEAE T 2 XA E) —DBBEHIRELLIFEIE. BE/ —RFDOXAE) —%BYID
Tl&7 <, Elasticsearch / — K& 7SR5 —ICILIZEMLET,

EEEERI’ D B,

OpenShift CLI (o¢) B4 Y 2 h—ILX N T W3,

. Namespace # 7z h%&, YAML 7714 )LELTHERLET,

I apiVersion: v1
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kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:

openshift.io/cluster-monitoring: "true"

Q openshift-operators-redhat namespace Z#EE T 2 BENHY T, X M) IR EDFH
BORETHHEMEER CICIE. Prometheus DY SR —EZF YV ITRI VY
%z . openshift-operators namespace 75 TIid72 <. openshift-operators-redhat
namespace M5 X MYV 2 %&INET B L D ICEREL £9, openshift-operators
namespace ICIEFA I 2 =7 4 —®D Operator S EFNTWBHEIHY FEFY, 232 =
T 4 —® Operator [XEFEINLEDTIERL, ROSAX N IJREBUEZBIDA MY 2
ZENFETIAREIHYET, ThICLY, BEPRETEIEDPHYET,

Q XFH, V5 AY—EFE=4 ") > openshift-operators-redhat namespace % X5 T =
LI TOSRNIVEEZEDELDIIEETIVREIHYET,

2. RO Y R&EFETLT, Namespace 7 72V M EHALZET,

I $ oc apply -f <filename>.yaml

3. OperatorGroup # 7>z Y %, YAML 7 74L& LTHER LT,

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q openshift-operators-redhat namespace Z1EE T 2 HEAHY T,

4. UTFDOY Y R%ERFTL T OperatorGroup # 7V =7 N &BERLE T,

I $ oc apply -f <filename>.yaml

5. OpenShift Elasticsearch Operator IZ namespace 2% 727 54 79 % 7= M Subscription 7
T MEFEHRLET,

Subscription DOl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: elasticsearch-operator

namespace: openshift-operators-redhat ﬂ
spec:

channel: stable-x.y 9

installPlanApproval: Automatic G
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O o o0

source: redhat-operators ﬂ
sourceNamespace: openshift-marketplace
name: elasticsearch-operator

openshift-operators-redhat namespace #1§E 9§ 2 MENH Y £ 7,

F+ RJLE LT stable 7z 13 stable-5.<x> 218§ EL ¥ T, UTOFERASHBLTLKE
T,

Automatic IZ & Y. Operator Lifecycle Manager (OLM) I&#3R/N— a3 VA FI AT REIC A4
% & Operator = BEINICEHFR TX X F, Manual IZIX, Operator OEH A &R T 578
OBV RFRAEREFODI—F—DPHUETT,

redhat-operators =357 L £ 9, Red Hat OpenShift Service on AWS ¥ 5 24 —4%, 3E
BRI A9 —3FENZ XY 7= D EIRINARIETA VA M—ILINTWSIG
#l&. Operator Lifecycle Manager (OLM) D& EBFIC/ERK X 115 CatalogSource 7+ 7
) hOEREIEEBELET,

pa )

stable Z1EE T2 &. |RMORELLY ) —RDBITN—Ta v ( VA h—
ILINZE T, stable % installPlanApproval: "Automatic” & & & ICFEAT %
&, Operatar BRFTDRELEAY v —1U ) —R&EAF—1) ) —RICEEH
K7y 7L —RIhET,

stable-x.y Z3EET 25 &, HEDAT v —) ) —ADWEDIYA F—/1N—=Y 3V
A VA RM=ILENFET, stable-x.y % installPlanApproval: "Automatic" &
HTHERAT % &, Operator AT v — 1 1) —ZAHNDRFOD stable ¥4 F+—1)
)—ZICBEWICT Yy T L—RIhET,

CRDAR YV RAERIFTLT, YRV YTV avEEBALEY,

$ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator (& openshift-operators-redhat namespace IC1 >~ X k—Jb
Ih, V5 29—HOETOYV Y MIOE—INET,

CUTFOIY Y REERITLET,

$ oc get csv -n --all-namespaces

. HA%EER L. OpenShift Elasticsearch Operator @ Pod H'%& namespace IC1FTES 5 T & &1

mLET,
Hh 6
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
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Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1  OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

kube-system elasticsearch-operator.v5.8.1 OpenShift Elasticsearch
Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

non-destructive-test elasticsearch-operator.v5.8.1  OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1  OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

1224. 00 A NL—YDEEE

ClusterLogging # 2% &)Y —2 (CR) AZEET 3 & T, OFX VI THEATZOTRAMNL—VDH A
TERETEET,

GIErS a3
o TIEEIERNH S,
e OpenShift CLI (oc) 4 Y 2 h—JLI N T W3,

® Red Hat OpenShift Logging Operator & WERO 'R k7 (LokiStack & 7z Elasticsearch) A% 4
VAM=ILEINTWS,

e ClusterLogging CR BMERK I N T W3,

pa )

Logging 5.9 1) \) —Z (T, OpenShift Elasticsearch Operator DEH/N—Y 3 VIdEFN
TWEHA, OF 2 J 58 Tl I)—R I N7z OpenShift Elasticsearch Operator % IRTE(H
FALTW31%BAE, Logging5.8 M EOL F TH|E#&E Logging THEBE L £9°. OpenShift
Elasticsearch Operator AL TCTF 74/ bDOJTA ML=V ZEEBT KDY IC,
Loki Operator A TE £, Logging D54 7H 4 ZIIDBEMICDOWNT, Ml
Platform Agnostic Operator Z58RL T XL,

FIR

1. ClusterLogging CR @ logStore {t#%#Z&HL £,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
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resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: G
name: {}
#...

OJANTDYA THIEELET, Thidlokistack Z 7= 13 elasticsearch DWW TN T
_a—o

Elasticsearch O A N7 DEEDH/REAL T a v
TTREDY A TEIEELE T, TDEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7 (&
FullRedundancy 2§ CTE X9,

O o0 o

LokiStack DEEDREA T a v

LokiStack #0047 X b7 & L TIEE T % ClusterLogging CR D

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. RDAX Y RAZEFTL T, ClusterLogging CR #@ERH L £9,

I $ oc apply -f <filename>.yaml

12.3.LOKISTACK O ' X N 7 D& E
OFX Y JDRFa1 XY MTlE, LokiStack IZAFXF Y I THR—RMINTWS Loki BEL U Web 70O+
< — & Red Hat OpenShift Service on AWS SR E E A B HEZEDEIBLEJ, LokiStack 7O

F ¥ —I. Red Hat OpenShift Service onAWS SREE AR LTI F T+ o—%#EALE 9, Loki
Tk, OJAM7E@EROAVR—FRY PELIEABIAMN T ERATWET,

12.3.1. cluster-admin 1 —H%—0O—JL ORIV — T DVERK

196



gREOFRAMNL—Y

BE

cluster-admin 1 —4#'—& L THEHD namespace D7 ) r—oa vy —¢
&, VUSRI —HADTARTD namespace DX FHDEEH 5120 #i#B 4. Parse
error: input size too long (XXXX > 5120) T —A"F 4 L £9, LokiStack DO I AD7T
7% L YUBEYICHIET B IIE. cluster-admin 1 —4'—% cluster-admin 7' /)L — 7
DAV IR—IZLET, cluster-admin 7)L—FHEHELRVHEEIE. FRL TRER
aA—H—%EBMLET,

ROFIEAFERE LT, cluster-admin #EREDH 2 21— —HHIC, FILWIIL—TEERLF T,

FIa
L UTOATY REAALTHRINVN—TEERLET,

I $ oc adm groups new cluster-admin
2. WFoavY Y REERTLT, HEMRI—Y—% cluster-admin 7))L —FITEML X T,
I $ oc adm groups add-users cluster-admin <username>

3. UFoavy R&EZEFTLT cluster-admin 21—H%—0O—J)L & JIIL—FIEML F T,

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin

12.3.2. 7 5 29 —DHBEEEIH D LokiStack ENE

O¥> I N—23 > 58 IED/N— 3> Tld, Red Hat OpenShift Service on AWS 7 5 24 —H B2
BXNdE&, LokiStack DERYAHE YV T —/INRE, /—RNTERATERCPUN Y —REXE —
)Y —2ZATEELIEITE T, DF Y. RedHat OpenShift Service on AWS ¥ 5 24 —DEHTAIC
LokiStack TH# V¥4 LIEFHKELFHA, ZDEEIE. PodDisruptionBudget ')V —R = FEHL T
FIRINFF, Loki Operator I, Loki IC PodDisruptionBudget )V —2X% 7O a=>v 79435k
O, BEDEFHET CBEDEMEARIET 2HICIVR—FY NTEICHERIR, FRAATREA Pod
HHOREINET,

RS

® Pod disruption budgets Kubernetes documentation

1233. /—RDOBEEAFRT 57-HD Loki DERE

O¥ > 58 LAED/N— 3 > Tld, LokiOperator ik, BLAVER—FY bD Pod BV SR —AD
ERBEATER/ — NIRRT TV 1—-IINBLDICERT D PodIET 74 =T 14 —IL—ILDERE%E
HR—MLET,

TPIAZT4—&lE, ATV a2a—)935/—R&HET S Pod DFMHETYT, IE7 714 =714 —& 1,
Pod AT Y2 —IENB T EAEETT % Pod DRMETT,

Red Hat OpenShift Service on AWS Tld, PodD7 74 =74 — & PodDIF7 714 =714 —ICL>
T, D Pod DF —/{EZRIVICEDWT, Pod DRT Y a—JLICHELZ/ — REFIBRTEFT,

Operator (&, §RXTD Loki AVR—FV b

(Compactor. Distribution. Gateway. IndexGateway. ingester. querier. queryFrontend. & &
U'Ruler AV R—3Y MEED) I L TT 7 4L ~DES podAntiAffinity L—ILZRELE T,
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requiredDuringSchedulinglgnoredDuringExecution 7 1 —JL RICHRERREAEIEEL T, Lokia v
K—%> hDFELD podAntiAffinity BE% FEXTX T,

AVITRAY—AVR—Y NDIA—HF—ZEDHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hostname
#...

@ LER-NVEERTBRIVYTT,

Qg W—ILEBERT2OIC—BLTVWEREDHBF—/EDRT (SNI) TT,

BaEE R

® PodAntiAffinity vl core Kubernetes documentation
® Assigning Pods to Nodes Kubernetes documentation

¢ 7 IAZTA—IL—IVEFTIT4=FT14—IL—ILDFERICL BMD Pod & DN TD Pod D
EoiE

123.4.V—URHOTF—4 L TV 5r— 3y

O > 58 LAED/N— 3 > Tl&, Loki Operator I& Pod kA ROY —40EHIHNE@E L TY — U /IIGD
T=ILT) =2 a vy R— b ERELET, COMEEZEMICTZE, EREMEIELEL, 100D
V=V TEEFARELALBEOOJTBRICHT 2REN REINET, T 7O4 XY MM X%
1x.extra.small. 1x.small. F7-(d 1x.medium ICEXE T % &. replication.factor 7 1+ —JL N IZBEEIH
K2 ICREINZE T,

WEIRL T =23 Vv AERBTSICE, PR EEL TV =2 a VvEBTHEEINTWSOERLD
BMOTRASE) T4 =V =P BETY, LTV T—2arGZRBIUZLDTRIZE) T4 —YY—
VERETDHIEWEARETTN, V—UNDRWEEZIAAIS—HIRETIAEEIHY T, &HE
MBERERETZICE. &EYV—VTRALBDAI VAYVAERANTZRELrHY T,

J—o LYy —2 a3 v\ > TWB LokiStack CR Dl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
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name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2 g

zones:

- maxSkew: 1 9

topologyKey: topology.kubernetes.io/zone ﬂ

ﬂ JEWRD T 1 —IL K, AAINT(EIL replication.factor ICL > TLEEXINET,
g ZOfER., Yy NPy TEICT 7O XY A XHARBIRINZ EHEMICKREINET,

g EED2DODOMROY—RAA VED Pod BDRAZE, F74IMNI1TT, ODELEIEET S
CIETEEHA.

Q J=RINNVICHBT S hAROY—F—OBATY—VvEaEHLEFT,

12341L.BELAFEE LYV —H DD Loki Pod DO1E

Red Hat OpenShift Service on AWS TlE, BEDT7RAZEY 74—V —VDY Y —ZANT IV EATE
mpdE, VVEENMRELEFT, TRAZEYF—V—ViE, BTRMEETA—ILMILF VR
HRIET 2 EEBEME L, V50 RTONM Y —DT—9 V9 —HODBEINEZT) 7TY,
Red Hat OpenShift Service on AWS 7 5 249 —HZ OBEE LIBT3 £ D ITREINTLARWES,
V—VBEEBICLYY—ERFLRE T Y DERIRET ZAEMENHY £,

Loki Pod |& StatefulSet OD—E8TdH Y. StorageClass 7 7>/ Ml Lk>TFOEY a=ZvyXhk
KiEAR ) 2 —LER (PVC) MIBLTWE T, & LokiPod EZDPVCIEEA LY —VICHEELE T,
PSR —TY—VEENFEET DL, StatefulSet AY hO—F—H, BEFRELLY—-VARDE
B%Z(f7 Pod DOEZBEMICHAE T,

DIk

H
[=]

ROFIETIE, BEEIRELLY—VHADPVC EEIILEEFNZTRTOT—4

ZHIRLE T, 2T —4EK%2EE T 5ICIE. LokiStack CRDL 7Y o —
a4 —ILREBICTLIYKEIVMEICSEEL T, Loki NFEEICL T r—
REINDELIICTIRELHY T,

Gl s
o OFXVH/IN—T 3258 LIk,
o LokiStack CROL ) 7r—>a VBN 1LY KREVWT EEERELTWS,

o IVMO—ILTL—=—VIlLo2TY—VEEIMRHEIN, BEIFRELLYV—-VRD ./ — KBS
SyRTaAnNg ¥—HEIcL>Tv—sThTW3,

StatefulSet AY hO—5—IF. BEIRELLY—VHODO Pod ZBEMICBER T2 —J)LLED EL
F9, EETZPVCEREBENRELLY—VICH DD, DYV —UADOBEEBRAT Y 1 —I)UIdise
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LEEA. FiLWY—VTRTF— K7 LokiPod EZD7OEY a =y 53N/ PVC A IEEICEIER
TEDLIICTBICIE. BEIMFRELLEY—VDPVCAFETYRT IZHNENHY FT,

FIIR
L ROAYY REEFTLT, Pending®RF—49 AD Pod Y 2 hERRLET,

I oc get pods --field-selector status.phase==Pending -n openshift-logging
oc get pods M H 11l

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1  Pending 0 17m
logging-loki-ingester-1 0/1  Pending 0O 16m
logging-loki-ruler-1 0/1  Pending 0O 16m

Q INS5D Pod iE, EENFELELLY—VICHHET % PVC 2% 575, Pending 257 —%
AR >TWVWET,

2. ROAXR Y RAEETL T, Pending R7—49ADPVCA2YRKNLET,

oc get pvc -o=json -n openshift-logging | jq ".items][] | select(.status.phase == "Pending") |
.metadata.name’ -r

oc get pvec D H 51

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1

3 RDAT Y R%EEFTL T Pod D PVC ZHIFRL F T,

I oc delete pvc __<pvc_name>__ -n openshift-logging
4. RDARY R%ERITL T Pod ZHIFRL X7

I oc delete pod __<pod_name>__ -n openshift-logging

INSOATIY MHEBICHIKRING &, FHAERY -V TAH TV MABENICERYT
Ja—ILINZET,

12.3.4.1.1. terminating RED PVC DO S TNV a—F4 Y

PVC X4 7—4% 7 71 754 ¥ —75" kubernetes.io/pv-protection IZFZE I N T W BIHFE. PVC HHIR
INTIC terminating REETNY VT 208NN HY ET, 7714 F 74 —%HIRT 5&. PVCHIE
BICHIRINE LS ICRYET,

L UTDOYY REEITLTEPVC D7 714+ 54 —%8IlR L. HIREBRITLE T,
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I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-logging

B EtE R
o MAROY—HEEIRICEAT % Kubernetes K¥ a2 XV b

® Kubernetes A RL—YDRFa AV

12.3.5. Loki D7/ ~D 7 ¥ £ A DR E
0¥ > 7 5.8 LAETIE, Red Hat OpenShift Logging Operator (&7 7 # )L h TERTODIA—H—(CO Y
ANDT VR EHTLEHA, Operator DT v 77 L — RZICLFIOREEBERA L TWARWRY, &
BERFI-T—D7 IV R ZBRETI2LEN HYFET, FEE=—XIKHLT, UTFEFEALTOIA
D7V ERA W CRETEXT,

o UIRY—2MERDRY Y —

o 2 IJ—THEED namespace DR & —

o HRYLEBEBETIL—TDIERK

BEEEF., 7O A MIBLAEOQ—IUNA VT4V TEISRI—DO—IINA VT 1 v T % AERK
TE2HENHY £Y, Red Hat OpenShift Logging Operator IZl&, JRD IV SR —O—)LHHY £,

e cluster-logging-application-view (&, 7 7)) r—> 3> OJ7 O5ARYEREGS LT,

e cluster-logging-infrastructure-view (. 1 V7S A NSV F+—O 7 OHEHYIEREZ 5
L/ i -a—o

e cluster-logging-audit-view (3. B&E&EO/ DOHEAMYEREMNESL X,

LRION—=2avh b7y 77— R LUEGE, BIDOY 2 X4 —0O—)L logging-application-logs-
reader CBAEY 57 524 —0O—IL/X1 VT 1 > 7 logging-all-authenticated-application-logs-
reader IC & Y FAEBRMENRE I N, BEI N1 —H—I namespace DFxAIYIERIHFTINFE
ER

pa

namespace C&ED TV AEE T DI—H—IF. 7TV sr—>YavnixoxT)—9%
BRIC namespace 2RIt T 2 BN HY £,

123517 R9—2&D7 7R

PSR —OA—ILINA VT4V T )Y —=REIVSR9—O—ILESHBL. V59 —2FIIERERTE
L/i-a—o

ClusterRoleBinding Dl

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole
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name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

Q cluster-logging-infrastructor-view & & U' cluster-logging-audit-view (&. i&f1® ClusterRoles
T9,

Qg ZDATT Y NP BEINZI—Y—FHIE I —TEEELET,

12.3.5.2. namespace 7 7 R

RoleBinding ') ¥/ — 2 % ClusterRole # 7> =/ hEFERAL T, 2—H¥—FAE/IWL—TH0OTICT
7t A TX % namespace x EHETZ XY,

RoleBinding Dl

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0

ﬂ Z ® RoleBinding HYi# A X 11% namespace 218E L £ 7,

12353. W RY LEBEITIN—TDT7 I XM

ZHOA—Y—DLERIEREVEE TI2ARET 704 X2 MDIFEIE. adminGroup 7 1 —JL K %&
FRALTHRY LTI —THERTEZEY, LokiStack CR ® adminGroups 7 1 —/L R TIEEI iz
TI—TDAVN—THZD1—H—F, BEHEEHLINET, cluster-logging-application-view
O—LEEYETOLNTWEREEBEEI—H—(IE. TXTD namespace DITRTOF7 T r—avn
TJICTFOVERATEEY,

LokiStack CR Ml

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:

tenants:

mode: openshift-logging ﬂ
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openshift:
adminGroups: g
- cluster-admin
- custom-admin-group 6

HRAYLEEBEITI—TI1F, TOE—RTOIXMFATETET,

TD714—=ILRICEDY)AME[ZANTRE, BEESIL—THEDICLY T,

oo 9o —

T 74 hDJIL—T (system:cluster-admins. cluster-admin. dedicated-admin) %4 —/\—
4 RKLET,

12.3.6.Loki TRX N —LR—Z2DREFDHERE

BEE R

Logging /A=Y 3 V56 LIETIE, OV AN —LICEDWTREFER) Y —42%ETEET, 2hdD
=Lk, 78—, TFURNTE, FEEZTOEATHRETEET, MATERETSE, F7O—N
JVIL=ILDEICT TV ML—=ILDEREINE T,

L AMN)—LR—ZDREFEEWICT BITIE. LokiStack R Y L)Y —R (CR) ER L E T,

JO—NILERA M) —LAR—Z2DEFDOH

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging
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Q TRTCOOFVRANY —LORER) S —5BELET, FB: D71 —ILRIE,
TSIV PMAML—JICEEINEO00RFHBICEZELIFEA.

Qg ZDTOvINCRIGEMINGE, VSR —TREIEMICAYET,

g OVZMNY—LOEHRIHERAIND LogQL 7 T — AEFhTVET,

FTFYNTEDRA MY —LR—ZADREFDHI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: standard
tenants:
mode: openshift-logging

Q@ TP IEORBRYS—EBRELET. BTV ST
I&. application. audit. & & ¢ infrastructure T3,

g OJAN)—LDEHICFEAIND LogQL 7T — AEFENLTVWET,

2. LokiStack CR ##@MBE L £7,

I $ oc apply -f <filename>.yaml
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R

hiE, FRESNEEOJORFZEETZLHOOEDTREHLY A, REINLOT
D7 AO—NIVRRFFHR (A0 BEAFXTYR—M I 77V A ML —Y T
Ebi’a—o

12.3.7.Loki L— MEIBRTZS—D NS TV a—FT4 T

Log Forwarder API 'L — MR Z B A 2 KERAvE—I 7OV V% Loki ICERIXET B &, Loki T &
Y, L— MR (429) TS —HMERINE T,

INoDIS—d, BEOMERICRETZHAREIHY ET, LEZIE TTICVWLD2HDATHH
2929 —ICOX YV %EMT 2%E. OFVIPRFOOJ IV N —2dXTRYRAEI ETS
EL—MHRIS—DRET Z2TREDNHYET, ZDHE. FHLLWOTOEMRENGE L — MR
SYELBWEE, BET -9 B&EEIICRYAZFN, I —F—DNAZREEETICL— MIBRIS—
NERINZET,

L— MBI S —HBl &S RET 28A1E. LokiStack HRY LY Y—2R (CR) #ZEET 2= & T
FEEBRTEET,

BF

LokiStack CR (%, Grafana 7R M9 % Loki TIFFIATEFZEA, TDOMEY 7L,
Grafana WK A b33 Loki —/N—ICIXBEAINE A,

eSS

® LogForwarder APl (&, O% % Loki ICERET B L D ICBREINT WS,

o VAT ALIF, RODLIBR2MBAEBADAYvE—ID7TOY V% Loki ICEET 5, LLTICHIAE
~LET,

"values":[["1630410392689800468","{\"kind\":\"Event\" \"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e oc logs -n openshift-logging -l component=collector * AA1¥ 3% &, V75 R4—RDIL Y
4—O7I. ROWTNHDIS— Ay E—I5ELITIRTIINET,

I 429 Too Many Requests Ingestion rate limit exceeded
Vector T — X v t—JDHl

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
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I Many Requests internal_log_rate_limit=true
Fluentd TS5 —X v E—T DHl

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

CDIZ—REGANICERTIINET, & XIE. LokiStack BRYIAHA Pod TUTZTW&E
ER

Loki RYAHLTZ— X v tE—T Df

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

FIR

e LokiStack CR @ ingestionBurstSize # & U ingestionRate 7 1 —JL NZEH L X7,

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize 7 1 —J/L RlE, T4 ANYEa2a—49—LFYHZEICRAO—HIL
L— RHIBRY Y T4 X% MBEMTERLEY, COERFRN—KYIYFTY, 20D
Ex, PR EETIDDTYyYa) VIR MNTREINZIEROATYA XIKRELE
¥, ingestionBurstSize fEL Y KX WE—) J TR MNIFHATETEHA,

Qg ingestionRate 7 1 —JL Rid, 1®8HAVICEYIATFNZ Y Y TILORAE (MB BAL) I
WedY 7 MERTY, OJDL— MABFIREBATWSICEMDNDST, AL I

AJDOEEZBHTIZE. L—MIRIS—MRELIT. G5t FEFEIRELY DA
WIZEICRY ., Y27 LARKEEL. 23— —DNALRLTIZ—INBRINIT,

12.38. X UN—) XA NDIERDKRB%HFAT % Loki DERE
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OpenShift 7 5 249 —Tld, BHEFIXEE, IFTSAR—MNPRY NI—VHHEFHLET, ZOD
BR, LokiStack A YNN—JRNETI7FIKRTTSAR=NIPRY ND—VDHEFERT 578,
LokiStack X v /N\—1) R NDEREIFEKBLET,

BEEE, AVN=)ZIEEDPod Xy T —7 % EIRTEZE Y, hashRing £# T podIP % &

95L& LokiStack CREZETEF 9, LokiStack CREZRET BT, ULTOOIYY RAFAHLE
£

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"spec": {"hashRing":
{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

podIP% &8 % LokiStack Dfl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

12.3.9. EEER
e lokidVR—RVYMDRFaAVH
o |okivIT')—F&E (LogQL) RF¥axXx» bk
o Grafana ¥ v a2 R—RKDRKFa X2
o lokiZ 7YV MAML—=YDRFaxXT b
® | oki Operator IngestionLimitSpec ® K+ a1 X > k

® | okiStorage Schema @ RKF¥ a1 XA ¥ k

12.4. ELASTICSEARCH A Z7 X M 7 D&E
Elasticsearch6 ZA LT, OV T —9 2 RESIVBETEIT,
AJZRTICMAZZEDTEZERICIE. UWTFAEENET,

e Elasticsearch 75 A9 —DA ML —Y

o Ur—REISRI—HOERDT—9 /—RIZLTYr— 255 (BeRLTYr— 3
UALLTYr— 3 v LET)

® Elasticsearch T—9 ~DHET IV 2 R

1241002 L—YDETE
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ClusterLogging # 2 #¥ L)Y —R (CR) AZEF$ 22 & T, OX VI THEATZIOVA N —J DS A
TERETEET,

AR
o TIEEIERNH S,
e OpenShift CLI (oc) B4 Y &2 h—LI N T W3,

® Red Hat OpenShift Logging Operator & ERO 7' R k7 (LokiStack & 7z Elasticsearch) A% 4
V7\ I\_)l/-SnT\l\éo

e ClusterLogging CR BMERKI N T W3,

pa )

Logging 5.9 J 1) — X IZ. OpenShift Elasticsearch Operator OE#F/NA— 3 VIEEFEN
TWEHA, OF 2 J 58 Tl I)—R I N7z OpenShift Elasticsearch Operator % IRTE(H
FALTW3HAE. Logging5.8 M EOL F TH|E#iE Logging THEBE L £9. OpenShift
Elasticsearch Operator ZERA L TCTF 74/ hOOJ R ML -5 EEBI KDY IC,
Loki Operator A TE £, Logging D54 7H 4 ZIIDBEMICDOWNT, Ml
Platform Agnostic Operator Z& 8B L T 723,

FIa
1. ClusterLogging CR @ logStore 1#%#Z&HL X7,

ClusterLogging CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6

lokistack: @)

name: {}
#...

OJRANT7DIA THEIEELET, Ihid lokistack F 7z (3 elasticsearch DWW TN T
-a—o

Elasticsearch A7 A N 7 DEBEDHREA T3 v,
TTREDY A THIEELE T, TDEIC

I&. ZeroRedundancy. SingleRedundancy. MultipleRedundancy. 7 (&
FullRedundancy 2§ CE X9,

0o o
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@ Lokistack pfEROBES T a v,

LokiStack #OZ X b7 & L TIEE T % ClusterLogging CR DI

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

ROV R%EREFTL T, ClusterLogging CR ##MA L £ 9,

I $ oc apply -f <filename>.yaml

1242.BEFEO /70O A N 7 ADERE

AFXYIFTAA AV RNTIE, T274NMRTAVTF—BLVAVISAMNS V9 Fvy—nOs I
ClusterLogging 2% L) Y —X (CR) IKEZHIN/ATMOT A N TICEREINZE T,

TXFaTRHRAMN —VERHLAWAS, BEBEOJIET 74 NTAREOVAMNTZICEGEEINTH A,
BEFEOEEICEWT, BEBEOQJVAEZETIVRATLANEBS S OBIFOREICHER L, BEU)ICIRES
NTWBIEEMRLTLLEIY,

DT 74N MERENEH %A/ TI5E. ClusterLogForwarder CR #2ET 2L EXH Y FH
Ao CIusterLogForwarder CRABFHEY 25%BE. defaut HAEZ ST/ TSA VHNERINTWBE
BERE, OJERBOTRANTZICEEINEZE A,

FI7

O J#m% APl %8 L TEE O & % RER Elasticsearch 4 Y A9 V AITERET BICIE,. UTFEETLE
-a—c

1. ClusterLogForwarder CRA 7V N2E&HT 2 YAML 7 7 A L EEREIEHBEL T 7.

o IRTPHOYHA T%AER Elasticsearch 4 Y A Y V AITEIET B7-HICCREZER L F
¥, TEESTICUUTOREFERTEET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
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- application
- audit
outputRefs:
- default

RATSAVIE, BEIWAEAAFEBALTEETZO7D091 TeaEHELET, T
74 MOHEAIE. O % KNI Elasticsearch 41 Y A9 V AUCEELF T,

pa 3

RATSAVDIDDITRTDYA TOOATHINA TSAVIEET ZHRE
BHYET(FTIVr—>ary, AVIZANSIFv—, BLUVEE), O
TORBEAEEELRVES., ThooO 3 REEINT., £bhExd,

e BX7F® ClusterLogForwarder CR A% %5 & 3. /XM 754 v A2BEEO VDT 74 MY
HEMLET, 772V NDODENEERT2HEEHY FHA. UTICHAEZRLET,

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
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outputRefs:
- elasticsearch-secure

- default @)

DA TSA ik, BERA VRV RICINA TEE QO Y % AER Elasticsearch 1 >~
YUREFLET,

B TSR
o OJDINE &#niE

12.4.3. OV RFEFE DR E

F 74 )V ND Elasticsearch QA NTPHNA VY ISANSOFv—0OF, 77Vr—a>ray, EF
OJREDIDDOTY—RADA VTv I A% FET2HBE%2EET 2 REFERYD— 2RETEF
3—0

REFRY O —%RET BITIL,. ClusterLogging 7 R #¥ L)Y —2X (CR) ICZO Y'Y — XD maxAge /\
A=Y —%BHBELEFT, CRIFTNSDIE% Elasticsearch A— LA —/N—X 7T a2 —)LICEA L.
Elasticsearch A— LA —N—A VTV IV A %HIBRTDIYMI VI HRELET,

Elasticsearch (34 T v 2 2&O—I)LA—N—L, 41 VT v I ADBUTDEEOWNTNNMNI—HT 55
BICREDA Ty IV REBEL, FRA VT v I REFEKRLET,

e 1 V7w 7% R Elasticsearch CR @ rollover.maxAge Df&E& Y £ HWMEICARY ET,
¢ AVTYIAYAXIFE, 40GBxTFAT =Y v —ROBIYERELRY LT,
o (VT v YD docHd, 40960KBx T34 XY -2 v — ROBLYERELRYETY,

Elasticsearch |, BRET2REFRY v—ICEWTO—IA—N—AVFyv I R5HKBLET, OF
Y—ADRFRY =R LARWNGE, OJET 74 MT7 HEICHIBRINE T,

=S5

® Red Hat OpenShift Logging Operator & OpenShift Elasticsearch Operator ' ~ X k—JL X
ncTwa,

FIE
A7 ORFREZRET DICIE. UTZ2EITLET,

1. ClusterLogging CR % &% L T. retentionPolicy /X5 X —4% —%EBIMNT 5h. ZELZET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
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maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ Elasticsearch A& O 7Y — R &2 RFT 2REAZEE LT, BERS LUREODIEE
(weeks(w). hour(h/H). minutes(m). & & U seconds(s)) EAALET, 7z&AE 1H
DHFEIF1d ICARY £, maxAge &Y EHVWOJISHEIBRINEF T, 74/ 8T, OF
&7 BEGRFEINE T,

2. Elasticsearch 7 2% L)YV —2 (CR) CHRE.AMWIATXZT,
7= & Z1£. Red Hat OpenShift Logging Operator &L F® Elasticsearch CR =& #7 L. 8B
BZEIKAVIZANZIFYy—OIDTITATRAVTY YR %2O—)bA—/"—L, O—
WA —N=ZINFA Ty I REA—IF—N"—D 7 BEICHIRIN 2B ELESTHEFRY
V—%RETDHELFET, RedHat OpenShift Service on AWS (Z 153 T &ICFzv oL, 1V
TYYVREOQA—IWF—N—F2RENHINEIDZHFILEFT,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:
name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:
minAge: 7d 9
hot:
actions:
rollover:
maxAge: 8h 9
pollinterval: 15m

EATY-ZIDOVWT, RERY Y= TOY—20A7ZHR/A—ILA—1"=TF 3
FA4IVIT%ERLET,

Red Hat OpenShift Service on AWS AAO— )L A —/N—ENfcA VT v IV A%HIRT D451
VY, ZDFRE. ClusterLogging CR ICEXE T % maxAge IR Y 7,

ATy I REO—)LA—/N—F BEEICEET % Red Hat OpenShift Service on AWS D
A5y 28R, ZDfEIk. ClusterLogging CR ICEXE Y % maxAge ICEDWTRE
IhET,

Red Hat OpenShift Service on AWS A1 5 v P A% O— LA —/N—F 2ENH B HE
INEFIVvITEIAIVI, COREWRFTI7HIINTHZHD, EETETEHA,

O o o 9o

212



gREOFRAMNL—Y

R

Elasticsearch CR DZH|IHR— M I TWEHA, REFER)O—IIWTTZT
NTDZEHEIF ClusterLogging CR TT Y MENH Y £,

OpenShift Elasticsearch Operator (& cron ¥ 3 7% 7704 L. pollinterval Z#{EH L TR 47
Ta1—IEINBERINLCR) O —2FALTEYYEYTDA VT Yy I R%e0—)b A —/R—
LET,

I $ oc get cronjob

H oAl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

1244 O ZARNT7DCPUBLIUXEY) —ERDEE

TNEFNDAVER—F Y MEFRIE, CPUEXE) —BXROBANDRHEAZHFATL 9, OpenShift
Elasticsearch Operator [JIRIZICHE L/ BARET 572D, INOLDEEZFHTHRET Z2HEEHY X
ﬁ/\'o

pz o-1o)
KIFER Y S5 A —Tl&. Elasticsearch 7AFY—AVFTF—DT T A MDA EY —
HIEDA R+ BELHY.,. ThiCLY, 7O0F>—2VFF—DO0M IZ & BI&HIFE

T (OOMKilled) NEL £ ¥, ZDBEIFE L/2FEIE. Elasticsearch 7O F > — D X
T —BERBLVHIRESIEEITET,

% Elasticsearch / — RIEZh L UBRWMED X EY —RETEHEEELEZTH. ThIEERBRIETOT
TOAAY MUHEE ShTWEHA, ERERBETEAT B8, 774 MD16GI LY EHNE
\WMEZ & Pod ICEIWH T2 EIETEE A, Pod TEICEIY B THEEARKIENIR 64GI THY., D
HEDH T, TEELRITELDAE) —%2EYHTEHIEEHELET,
AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators *1 Y A h—JLEINT W B HED

HyxEd,

Fa

1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 A% L)Y —X (CR) #fR&EL X7,

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
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spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: 9
memory: "32Gi"
requests: e
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

@ LECHUTCPUBLUXEY —BRZIBELEY. NODEBEROFFEILT B,
OpenShift Elasticsearch Operator 17 7 # )L MEZREL XY, ThHDT 7 4 J)L MBI
BEAEDTTOA XY FTRIBEELAKERTEETTT, 7740 MBIF, XEY—
EXRDIFZEIE 16GI THY. CPUEKRDIFZEIF 1 TY,

Pod MEETEX 3% Y —RDHEKE,
Pod DR Y 2a—ILICHER/NNEDY) V—2Z,

MBI U T Elasticsearch 7AF Y —D CPUB LU AT —DFHIRB L VEREIRE L
F9, CNOLDEZZDFE FICT B E. OpenShift Elasticsearch Operator (&7 7 # )L ME
HZRELET, INODT 74N MEKIZFEAEDTFOA4 XY NTIEBBERLKFRTE
%Y. TI7AIMERE, AE)—ERDFAL 256Mi. CPU ZRDIFE(IE 100m T
ER

- o

Elasticsearch X Y —DE%FHETH & Xd, B & FR OmAICRACEZFERTZIRENHY X
3—0

UFICHZERLET,

resources:
limits: 0
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

@ '/ romx&E
©® ESIROSE.

Kubernetes I&—#&MIIC 1%/ — KRDEREICHEL., Elasticsearch WMEEINAGIREZFHET S Z & 557
LEFtHA. requests & limits ICRAICIEAERET 5 Z &IC& Y. Elasticseach MR ER X T —%FER
ICERATESLIICLET FIATERXAEY =D/ —RICHBZE2FIHIRELET),

1245. 00 2AM7DOL ) r— 3 ViR S—DEE
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Elasticsearch ¥ ¥ — K&V SR —HNDEHDT—9 /—RICL TV — K T2 HEEEHETCEET,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators 1 Y A h—JLEINT W B HEA
HYFET,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —2 (CR) #fR&EL X7,

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:

redundancyPolicy: "SingleRedundancy" ﬂ

ﬂ Sy —RFORRMR) Y —ZHEELEY, EEORFRICEENMERAINIT,

® FullRedundancy:Elasticsearch I&, &1 VT YV RAD T4 —2v—RKETART
DTF—4/—RIKR2IKL TV 75— LET, ThREESLNILOREMZREEL F
T RREDTARIDIBEERY, NT A=V RFFEL NIIZHRY FT,

® MultipleRedundancy:Elasticsearch &, &1 Y Fv I ADT 43 ) —Yv—R%
T—8 ) —RO¥ERICE2IL TV 5= LET, Thid, ReEMENRTr—T V2R
M@ ML —RAT7ERHELET,

® SingleRedundancy:Elasticsearch &, &4 YT Y IV RADT 543 )= v— KD
E—% 12 M LET, 2D2ULEDT—4/ —KHBFETZRY. OJEEICFIAR
BEENDMOEREETY, SULED/ —NEFEAT 25EE. MultipleRedundancy &Y &
NRIA—IVANRLLARYET, ZDRY > —I&, B — Elasticsearch / — KD F 70O
A XY MIFBERATEEE A,

® ZeroRedundancy:Elasticsearch i&, 754 ~¥ ) —Yv—ROOAE—%ERLEFH A,
J—RHIBIEFRFEBLIGEE. OJEFBRTEREZN, Khh2AkEdErH

YEFT, BERIVENRN T ATV REERT ZHEP. MBDT 1 XU /PVC /Ny
Ty T/ETANSTI—EELTWEBAIE. TOE—RE2FRTEET,

o a8
AVFYIRTVYTL—MNDTSA4<) —> v — ROHEIL Elasticsearch T—% / — KD
HMEEZELLLRYET,

12.4.6. Elasticsearch Pod D A& — )L 5 >
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9 5 A4 —MHO Elasticsearch Pod 8 %iB 59 &, 7 —4 18K Elasticsearch /X7 # —< ¥ AMMETF
TEHARENHY XTI,
RT—=IE I BGEIF. —EILIDDPodBRT—II IV L, VSRI—DBIr—RELVLT
JADYVNZ UV RERTTELELDICTIMNENHY £, Elasticsearch DNV R X T —4 A green
ICRINKRIC, BIDPod TRT—ILI I VTEET,
pa 3]
Elasticsearch 7 5 2 4 —#* ZeroRedundancy ICE8E X 11 535513, Elasticsearch Pod
HRT=IVF O LIRWTLREI W,
1247. Q7 A M7 DXIERA b L —Y DERE

Elasticsearch ICIZKBEA ML —YDMETT, AMNL—IUDEREIC/A D &, Elasticsearch M/N T # —
RVALERICRYET,

DIk

H$
[=]

NFSAKL—Y%RY) a—LFEKERY) 2 —L%@EA (& Gluster @ ED

NAS %9 %) T & & Elasticsearch A AL =Y TlEHR—PMIhEHA,
Lucene IENFSHPIEELAWVWIT 7 M ILY AT LDEEICIKEFET 27-6HTT, T—%
DB L VCZDOMDOBEABHIEET DEEELHY T,

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y 2 h—JLEINT W B HEA
HYFET,
Fa

1. ClusterLogging CRA2#R&E LTI T RY—DET—4 / — RHkiEHRY 2 —LEK (PVC) I/
AV RINBLDICEELET,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

ZDOBITIE, VFRI9—DET—4 /— RKH. 200G D AWS General Purpose SSD (gp2) A kL —Y
HEERTDZAERY 2—LER(PVCO)IINSA Y RIhBEIIBELET,
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R

KA ML —=2IlO—AIKRY) 2 —L%=FERAY 3551, LocalVolume A 72y hD
volumeMode: block T INdraw 7OV IR a—LEFALAWVWTLEIL,
Elasticsearch (& raw 7Oy VR 2 —LAZFRATIFH A,

12.4.8.emptyDir A AL —TDOT R N7 DRE

OJ X N7 TemptyDir #FHTEE Y, IhiE. Pod DT —9 TRTHABREFICKDODNE—FT S
A4 AV MEERLET,

pa )

emptyDir AT 23541k, O/ MPHERET 2. BF 704 SNBBAICT—
srkbhETS,

AR

® Red Hat OpenShift Logging & & U Elasticsearch Operators B’ Y X2 h—JLINTWBRHEN
HyFEY,

FIR

1. ClusterLogging CR Z#E& L T emptyDir 23 E L 7,

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

12.4.9. Elasticsearch 7 S 24— O—1) > BB DET

elasticsearch 3% €~ v 7 F /= Id elasticsearch-* T 704 X v hEEDODWIT N EZTETBHEICO—1)
VIBESERITLEY,

IsicAa—Y) v JBiEE)IE. Elasticsearch Pod "E{TIN %/ — R THEEHNVELGAICHEINE
£

([} =355
® Red Hat OpenShift Logging & & U Elasticsearch Operators 'f Y 2 h—JLEINT W B HEA
HYFET,
FIR

VSR —0A—Y) v ITBEHERITIDICE. UTFZ2EITLET,
1. openshift-logging 70> =7 MIPYEBEZET,
I $ oc project openshift-logging

2. Elasticsearch Pod D&Ri#EEL X7,
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I $ oc get pods -I component=elasticsearch

3. ALY —Pod BRAT—ILY >V LT, Elasticsearch AOFLWOJTDEEEEILELFT,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. Red Hat OpenShift Service on AWS es_util V—ILZFERAL T vy— FOREAT7 Z v 2 1 2T
LT vy RO VDRICT A RVADEZ R A ZRHE L TV BREPOBREDRNE DI
LEXY,

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

UFICHZERLET,

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

H A B

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. Red Hat OpenShift Service on AWS es_util Y —I)L&FER LT, /— KE2EHMNITEIET O
Yy —RONSYI VT EREET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

H A B

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. ARV RPETLES, ESUVFTRI—DENRTNROTTOA AV MIDWT, UTFEETLE
-a—o

a. 77 #JU NT. RedHat OpenShift Service on AWS Elasticsearch 7 5 24 —I&/ — KD
O—L7oba70Ov2LEYS, UTFOaARY REFERBLTAO—ILT7Y MEFFAT L. Pod
NEBEZREBETESLDICLET,

I $ oc rollout resume deployment/<deployment-name>

UFICHZERLET,
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I $ oc rollout resume deployment/elasticsearch-cdm-0-1
ol
I deployment.extensions/elasticsearch-cdm-0-1 resumed

R Pod 7T 7OA4 I NFT, Pod ICEMREDI VT F—DHBHEEE. ROTTOA
AV NMIECIEDNTEIXT,

I $ oc get pods -I component=elasticsearch-

el
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. 7 7OAAYMET Liehb, A—IUTI M EFATLAVWEDIICPodE Y Y FLET,
I $ oc rollout pause deployment/<deployment-name>
UFICHZERLEYS,

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

H A B

I deployment.extensions/elasticsearch-cdm-0-1 paused

c. Elasticsearch 7 5 X4 —H' green 7|4 yellow SREEICH D Z & A#FERL £ 7,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

pa

BERIOIY Y RTEA L Elasticsearch Pod TA—JILT7 D M A2ZET L5
B, Pod iEEELARLLA>TWE LD, I THHR Pod BB EICAY X
£

UFICHZERLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

{

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,
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"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}
Q RICEDRIIC, TDINSA—4—h green £7zlE yellow THB Z & %=MALF T,
7. Elasticsearch 58 E~ v 72 EE LB EIE. ThENO Elasticsearch Pod ICX L TZh 5DF
EA#&YRLET,

8. VSR —DITRTDTTAA AV MAAO=ILTIMINESL, Y¥y—RONSVYYVITEER
EBHMICLET,

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}l
UFICHZRLET,

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
H B

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. IrL WO U H Elasticsearch ICEEINSZ L DI, AL IVY—PodEHRT—IL Ty T LET,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'
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12410. 07X MNF7H—ERXDIL— k& LTORHA

T7AIKTIE, OF VT 7OMINACOVZARNTIEOAF VT ISR —DABIST VA TE
FHA, T—YIKTIERTZY—ILIIDWTIE, OFRARNTADHERT V2 ADHIT re-
encryption termination TIL— N EBMICTEE T,
re-encrypt Jb— b, Red Hat OpenShift Serviceon AWS h—2 VB LUVAI VA M—)LINOT A K
7 CARIRAZE AR LT, OJARNTZICHAEIS TV ERATEZ T, RIC, UL TFEET cURL EXkTO
JANTPH—ERZRANTZ/—RIZT7IEALET,

e Authorization: Bearer ${token}

® FElasticsearch reencrypt JL— b & & U Elasticsearch API Z 3K

REHISIE, OFARNTISRAY—IPAFEARALTCO AN —ERICTIVERATEZXYT, Zhid,
DLTFoavy RowdFnhraFRALTERETEET,

I $ oc get service elasticsearch -o jsonpath={.spec.clusterIP} -n openshift-logging

H A B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

H oAl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

UFD&>%2av Y REeFERALT. 75RA9—IPT7RLAZHETEET,

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

H A B

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 O--i--i----i--i-- --i---- 108
(1} =355

® Red Hat OpenShift Logging & & U Elasticsearch Operators *f Y A h—JLEINT W B HEA
HYFET,

o OJIKF7IVEATESDLDICKRZICIE. 7OV MADTIEADNBLETT,

FIE
OJZARNT7ENERICARTBICIE. UTEEITLET,

1. openshift-logging 7O =7 MIYPYEBEZET,
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I $ oc project openshift-logging
2. OJZAM7H 6 CASERAEZEZHE L. admin-ca 7 7 1 JLICEZIAHA X T,
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
6l
I admin-ca
3. AJARNFPH—ERDIL—REYAML 7 74L& LTHERR L £ 7,
a. UTDLIICYAML 72 71V EER L E T,
apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:

termination: reencrypt
destinationCACertificate: | @)

ROFIETAOT R N7 CARIRAEZEMNT 2N, ATV REFEALET, —BBD re-
encrypt JbL— h TWAE & I % spec.tls.key. spec.tls.certificate. & & U
spec.tls.caCertificate /X5 X —4% — %R ET I2HEEFHY T A,

b. MTFOOAYY REEFIFTLT, BIORTY TTERLIZIL— K YAML IO X N7 CA EEBB
ExBMLET,

I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. b—hZERLET,

I $ oc create -f <file-name>.yaml

aepaltl

I route.route.openshift.io/elasticsearch created

4. Elasticsearch t—EZXDRRNAINTWB & &EELE T,

a. BRICERAINZZOY—ERT7HI VMO MN—OVERBLET,
I $ token=%(oc whoami -t)

b. EB L 7= elasticsearch JL— M 2 IRIBELTHE LTHRELF T,
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I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. W= MHEBICERINTWEZEAERT ZITIE. REINEIL—MEERT
Elasticsearch IC7 7 2R T BLUTOIYT Y REEITLET,

I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
UTFDLSBRHEAVRTIINET,

H A B

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",
"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",
"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility_version" : "5.0.0"

}’ " "

"<tagline>" : "<for search>"

}

12.41. 77 # )L b D Elasticsearch O A N7 A2 FHLAWGEDORFEHAOD IV R—X
v N DY

EEE AT Y —RKNR—=F 1 —DOJTRANT7IZEZEL, T 7 4L MO Elasticsearch A A N 7 % (&
FLAWESIE. OFX VTS5 29—D5W0WL DADKREHADIAVR—RY NEYIRTXET,

DFY, T7#J) MO Elasticsearch OJ 2 k7 ZFEMA LRWEEIE, AR Elasticsearch logStore.,
Kibana visualization O > 7R—% > k% ClusterLogging 1 X% 1') YV —X (CR) " HHIBRTE X9, &
NoDAVR—RY NOHIREA T2 a v T, ThildY Y Y —REEHHTEET,

AR
o OJI747—4—NNOJ5T—4%5T74JL NOKRER Elasticsearch 7 S A Y —ICEE LW &
ZREELET, OJEEDREICHER L 72 ClusterLogForwarder CRYAML 7 7 1 L EREL

9, INITId default Z3EE T % outputRefs EFHA AW & 2R L F T, UTICHETR
L/ i’a—o

outputRefs:
- default
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DIk

==
=

ClusterLogForwarder CR "0 27— 4% % REB Elasticsearch ¥ 5 X 4 —l#nik

L. ClusterLogging CR » 5 logStore IV R—% > M &BIRkTZELET, 2D
&, MREB Elasticsearch 7 S 249 —3O 7T —9 2 R1EFT 2 LHDICKRTIINEE
ho INHRBWE, T—IDBNEKbNBAEEELNHY £,

¥
1. openshift-logging 7”0 = ¥ kT ClusterLogging 7 2% L)Y —X (CR) 2fR&EL £ 7.

I $ oc edit ClusterLogging instance

2. TNLAEET BI55 L. logStore, visualization X 4 > #'% ClusterLogging CR H & Bk
LE9.

3. ClusterLogging CR @ collection 29 Y H#%Z{RFL X T, HERIFLULTOHDEL D ICHRY FT,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
type: "fluentd"
fluentd: {}

4. ALY —Pod BT TOM SN EEBRBLET,

I $ oc get pods -I component=collector -n openshift-logging
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BREAOFXFVITT7S—N

BLTFT7A)bOoOAFXFVIT7S5—h

OF > 7 75— bid. Red Hat OpenShift Logging Operator D4 ¥ X k—JLHIZA Y A h—JLINZE
T, 77— NI, OJRESLTCATRAM L=V NPTV RICEDTITIVIRAR=—MINEXARNY) IR
ICIRELE T, ThodX MY 2 R, Red Hat OpenShift Logging Operator D4 > & k —JUBE

IC. Enable operator recommended cluster monitoring on this namespace7d 7> a3 > %3&R L /=15
BICEMICRY ET, OF > J Operator D1 VA b —)LDFFEMIL. Web IV Y —)LZFEHRALZOF Y
TDAVAR—IL Z2BRLTILEIW,

AO—AJ® Alertmanager 1 Y 29 Y R EEMICLTWARWRY, 74 boOFxX> 75— b
I&. openshift-monitoring namespace M Red Hat OpenShift Service on AWS €E=4% ) Y J X5 v U
Alertmanager ICEEINE T,

13.1.1. Administrator & & U Developer /X—ARI T4 TTDT7 53— MNUINDT IR

72— bk UlIZIE, Red Hat OpenShift Service on AWS Web 3> Y —JL D Administrator /X — X%
T 1 78 LU Developer ' S—ZRV T4 THLTF7 IV EATEEY,

e Administrator /X\— XY 5 4 7T, Observe - Alerting ICBEILET, TD/NN—ZARI T«
TOT7Z—MNUICIREZRR=IN3ID2HY., Thh Alerts R—, Silences R—
Y. Alertingrules R—J TY,

e Developer /X—2Z~R % 7 14 7T, Observe - <project_name>- Alerts ICLEEILET, <D
IN=2ARGFT L TDTZ5—KrTlE YA LVRAEBELVTS5—MIL—ILIETART Alerts R—J T
BEINET, Alerts R—JILRRFINZFERIE, BRINAZT7OP 2 MCEEDEDT
ER

R

Develper /X—2 % 7 1 7Tld. Project: <project_name>!) A NTT7 VIV RHEDH 3
37 Red Hat OpenShift Servicceon AWS 7AY z ¥ b L1 —H—FHF OV I K
MNHBIRTEEY, LEL, VR4 —BEEZELLTOJ MY LTWARWEE, OI7
Red Hat OpenShift Serviceon AWS 7OY x4 MIEETE 75— b, YA LV RLT
73— RMUL—ILERRINFITHA,

13.1.2.Vector AL 2% —DT7>— b

Logging 5.7 LAfED/N—2 3 » TlE, Vector ALV H—ICL>TROT7 S — MR ERINET, Ihbd
DT Z— ME. Red Hat OpenShift Service on AWS @ Web O~ Y —)L CRRTZ X,

#*13.1Vector AL V9 —DF7Z—h

CollectorHighErrorRate <value> of records have @ ~X/7 4 —HHIT5—DH Warning
resulted in an error by & T 74V N TIIERID
vector <instance>. LSBT0 %ZBAET,
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CollectorNodeDown

CollectorVeryHighError
Rate

FluentdQueuelLengthinc
reasing

Prometheus could not
scrape vector
<instance> for more
than 10m.

<value> of records have
resulted in an error by
vector <instance>.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

131.3.Fluentd AL 249 —D7>— b

Vector I&. Prometheus 4

ED Vector 1 VAY VA %
R LAEVYTTERMD
FmERELTWET,

Vector AV R—X YV hT
Z—DIFFEEICZL, T
7 A )V N TIEBE S 2EIC
B HEBATVWET,

Fluentd |& ¥ 12 —H 4 XHV&
MLTWBZEERELT
WEY,

Critical

Critical

Warning

RDTZ—ME, REEDFluentd A7 AL VY —ICE>2>TERINET, CNH5DT7Z5— MiE. Red
Hat OpenShift Service on AWS @ Web A~ Y — )L TRRTCE XY,

XKI13.2Fluentd AL Y% —DF7>— b

FluentDHighErrorRate

FluentdNodeDown

FluentdQueuelLengthinc
reasing

FluentDVeryHighErrorR
ate

<value> of records have
resulted in an error by
fluentd <instances>.

Prometheus could not
scrape fluentd
<instance> for more
than 10m.

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

<value> of records have
resulted in an error by
fluentd <instances>.

13.1.4. Elasticsearch 7 > — NJL—JL
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FluentD H A TS —D#IE,
FI7AINNTIIEND 152
BTI0OD%HBAZEY,

Fluentd & Prometheus H%4F
ED Fluentd 1 Y A%V X%
INETERN > &EER
ELET,

Fluentd |&¥ 12 —H 4 XH&
MLTWBZEERELT
WEY,

FluentD H AT 5 —DEUTIE
BIlm<{RYEYT, 774
JUNTIE, ERID 15 2ET
25 %BAET,

Warning

Critical

Warning

Critical
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INBDOT7Z— MIL—IlIE. RedHat OpenShift Serviceon AWSWeb AV Y —J)LTRIRTEET,

FKIB3T7F—hMI—Ib

ElasticsearchClusterNotH 73X —DANIZART—4 ZidD7@< &% 2m OF RED (7R Critical
ealthy YEFT, VTR —IFEZAHEZITANT, >v—KHED
MORWABEELH DD, YRAY—/ — RHBFEBERINL TV
FtA.
ElasticsearchClusterNotH 7 3X45—DANIVART—9 XED73< & 20m DF Warnin
ealthy YELLOW IZ%Y &9, —HOIv— KL T AREYETSh ¢
FtA.
ElasticsearchDiskSpaceR 7524 —Tld. RD 6 BELAICT 1 A VEBEITRT S Critical
unningLow EDNFRINET,
ElasticsearchHighFileDes 2524 —Ti&, RO 1EEURICT 7 UEBRFAFTETSI Warnin
criptorUsage ENFRINEY, g
ElasticsearchdVMHeapUs fEEINh/i/—RTOJIVM E—TOFEAERNMFR>TVE 77—
eHigh ERS b
ElasticsearchNodeDiskW  {5EXh//— K. T4 RIDEIFENDRVLDITEER Info
atermarkReached HEEIELTVWET, Pvy—REZD/—NIZEYHETEZE
ETEFERA, /—RIITA RVBEBREENT 22 & &RETT
ZMENHY T,
ElasticsearchNodeDiskW  {§EXh7ic/—RiE, TRV DEXFENVPRVEDHICEE Warnin
atermarkReached EEIELTWET, — DY v — RIZARERIBEICHID /) — g
NICBEIIYETONZAREE,rHYET, /—RIZTARY
SEEAEMINDED, 2O/ —RICEYHETORDZHEVNS Y
Ty YPREROY FLET,
ElasticsearchNodeDiskW  {§EXhic/—RiE, T RIVDEEXFENVPRVEDICEHE Critical
atermarkReached HEEIELTVWET, TO/—RIZVvy—RPEYHETSND
ITRTDAVTv IR, THRYVERTOY 7Y FT,
AVFv o270y 71E, T4 RAIVOERRREIEEEEET
O2B&ICFETHRRIINZIVENHY FT,
ElasticsearchdVMHeapUs &I h/k/— KD JIVM E—TOFEREIFT LT, 7o—
eHigh ~
ElasticsearchWriteReque  Elasticsearch Tld, #EEI N/ — RTEZAAIEGAEML Warnin
stsRejectiondumps TWEYd, ZD/—RIFA YTy 7 ROREITBEWMTWT WA g
WATREMED D Y F T,
AggregatedLoggingSyste #EEINE/—RDYRATFALATHERAINSG CPURSTEET, 77—
mCPUHigh ~
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75—hk B BEKRE

ElasticsearchProcessCPU {8EXH/= / — KT Elasticsearch IC& > THERIN S CPUDE To5—
High ITEXT, [N

13.1.5. BEEEHR

o A7 TSYNIA—LDT7S—KMNIL—IDERE

13.2. A4 L0FV775—h

Logging 5.7 LAED/N—T 3 VTR, 2—F—d, hRITAXINLET I —bERBBEINLXARNY S
AHEERTDELIIC LokiStack T TAA AV N ERETEE T, hRIXAXINEL 75— bBLUVER
fFIL—IL BFEAT BHFEIE. LokiStack L—5—AVR—X Y NEBMICTZHELIHY T,

LokiStack DA R—Z2DTF7 Z— M EEFINTA M)V RIE LogQL R EI—F—IAVR—F Y MIC

RETEZEICE>TRYH—INFET, Loki Operator I, #EIR L % LokiStack 4 X (1x.extra-
small, 1x.small. F7{& 1x.medium) I[CKRBELINLIN—F—ZFBELET,

INSDXAERMT BITIE. Prometheus B D 75— hL—JL & AlertingRule 1R 4 LY Y —
Z (CR). Z7=l& Prometheus E#D i2fx/L—JL 2 =2E RecordingRule CR = Ef§ 2 W EAH Y &
_a_o

EIEE (L, application. audit. F 7z infrastructure 77> bDOITR—ADT7 5 — b T IXEHS
NIEAN)VREBRETEEY, EEEEROLGWI—H—F. 7O CREDHZT SV r—>3a>vb
application 77> MIFH L TOIR—ZADT7 57— M ELIFREBHRINIZAN) VR EZERETEET,
TFVr—ay, BE BLIPA VISR VFv—DT7 Z— ME. O—HI)LD Alertmanager 1
VARV AEFENITLTWARWERY, 77 )L b T openshift-monitoring namespace M Red Hat
OpenShift Service on AWS €=4 ) > ' 24 v & Alertmanager IC#EE I £ 9, openshift-user-
workload-monitoring namespace T1—H—E& 7OV =7 M DERICFEA I NS Alertmanager A'F
WICR>TWBIGE, 7TV r—2a3a>r 75— MET 7 4 )0 M TI D namespace M Alertmanager (Zi%
BEInhxd,

1321 )L—Z5—DKE

LokiStack b—S5—aAYVR—Z Y RO BERICAR>TWBIEES., 21— —E07 75— M PiEiEI Nz X
N)ORERNYH—=F2 LogQL RDIIN—TEEHZTEZET,

&I (L, LokiStack hA¥ LYY —2R (CR)AZEETZIETIL—S—AAMITEET,

AR
® Red Hat OpenShift Logging Operator & Loki Operator "1 Y X h—J)LI N TW 3,

e LokiStack CR ""MERKI N TW 3,

o THEEWERNDH S,

FIR
e LokiStack CR ICRDAKZENEFNTWR I L ZHRL T L—F—ZBMCLEF T,
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BEREOQAXVIT7I—b

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: <name>
namespace: <namespace>
spec:
#...
rules:
enabled: true ﬂ
selector:
matchLabels:
openshift.io/<label_name>: "true"
namespaceSelector:
matchLabels:
openshift.io/<label_name>: "true"

J5AI9—HNTLokiDT7 S—hELUVRIIL—IZBEMLET,

®9

OJ75—hEXN) OV ZADFEREZBEMICT % namespace ICBIMTESHRY LRI
BMLET,

OJ75—hEXN)VZADFEREZEMICT % namespace ICBIMTESHRY LRI
BMLET,

13.2.2. LokiStack JL— )L RBAC #EfE DR\

BEEIZ, V5R9—0O0—NVE1—HF—ZIINA VY RTBIET, I—HF—HEDT7S— MLV
FBIN—IEERBSLIVBEETESLIICTZIENTEEY, V75R9—0O0—)LiE, I—HF—ICBEL
O—IILR—ZD7 7 R (RBAC) #ERZ =T ClusterRole # 72 27 hE LTEREINZE T,

Logging 5.8 LABE T, 77— MBI VEREFHI—IVHDRD Y T XY —HO—J)L% LokiStack THEHATX
F9,

L—ILE B

alertingrules.loki.grafana.com-vi-admin Z0O—VaHI2A—H—EE 77— ML—ILZE
HIZEELANIVDOT IV ERAEEZRDBET, DV
X% —O0—JLid. loki.grafana.com/v1 APl 7/
I—T7RD AlertingRule ) vV — 2 & {E/. FiAHER
Y, B HIBR. YR MRT. BLUEET HER
=RNH5LET,

alertingrules.loki.grafana.com-v1i-crdview Zoo—)lEFo>aA—H%—
i&. loki.grafana.com/v1 API V)L — 7 H®D
AlertingRule V)V — X ICEIET 2 HRAY L)V —R
E% (CRD) DEZEZRRCTIEITN. Thonl)
V—RAEEBREFIZEET 2HEREFLI A

alertingrules.loki.grafana.com-v1-edit Zo0—)bz=HFD>1—%—(&, AlertingRule ') vV —
A%ARER. BH#. BLVHIRYT 2HEREHFSEY,
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=%

alertingrules.loki.grafana.com-v1i-view

recordingrules.loki.grafana.com-vi-admin

recordingrules.loki.grafana.com-v1i-crdview

recordingrules.loki.grafana.com-v1-edit

recordingrules.loki.grafana.com-vi-view

13.2.2.1. fll

B4

Zoo—)lEF>A—%—

I%. loki.grafana.com/v1 APl ' )L—7A®
AlertingRule ) V — X %= FHmAMB I ENTEET,
BEDT7Z—ML—ILOERE. INI, BLUVT/
T—YaAVERBTEIITN, ThHEZEET S
clETEFEEA,

ZOO—ILERFD >I—HF—F, BHRIL—IVEEET
ZEBLANIVDT I ERAEEFEET, TDIVFR
4 —0O—)JLid, loki.grafana.com/v1 API 7' )L—7
M ® RecordingRule ') vV — 2 & {Eff. FHAHEY .

I, HIBR., VXA MRE. BLUERT HHEREN
5L,

IoA—)EeFo1—H—

I&. loki.grafana.com/v1 API 7' )L— 7 H®D
RecordingRule ') V — 2 ICEAET 2 H RS LY

Y —2XE# (CRD) DEHZEEZXRRTEETNA Ihb
D)V —REEBRFLIIBEET IEREFLEE
Ao

Zoo—I)uEF>a1—%—Iid. RecordingRule !
V—R%ER. BEH. BLVHIRT 21ERZ/HL X
ERS

o= aFo1—H%—

i, loki.grafana.com/v1 API 7' )L— 7D
RecordingRule ') V — X ZFZAWMB Z ENTE X
I, BBED7Z—MIL—ILDERE. NI, BLVT
FI)T—2avERBETEIITN, ThoE2ERT
5ZEEFTEZEA

A—H—|IVS5 R4 —0O—-I)V&5ERT3ICE, BFEODISRY—O—ILEFEDI—HF—ZIT/NN1 VK

TERENHY FT,

VS22 —0O-—)ViE, FRTZ2O0-INNIVT1 Y JORBISLT, V75— —TFkE
namespace A A—FICT 2 Z &N TEE Y, RoleBinding A 7> =/ NaEAT 2HA1E. oc
admpolicy add-role-to-user I<Y > RAERT 2HBEEEKRIC. V7R —O—IHEELE
namespace ICD BRI N FEF, ClusterRoleBinding # 7> =7 M FRHY %5451, oc
admpolicy add-cluster-role-to-user 7> R&2fFHT 2B EAKIC. V75 R9—O—IHI TR

¥ —MADYTRTD namespace ICHERAINZE T,

ROAR Y KBTI, IBELELI—HY—IZ. 75 R9 —HDFFED namespace D7 T — bIL—JLITH
T BER. AIY. B, &L CHIBR (CRUD) #ERAZfH5 L £9,
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YFED namespace D7 7 — MIL—ILIC T % CRUD ¥ERRZ TS5 9 575Xy —O—I/N(1 >

Favavr Ropl

$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-v1-admin -n <namespace>
<username>

RDAT Y RiE, BELALI—H—II. §TD namespace DT 53— MIL—JLICTH T 2 EREIER %
F5LEY,

EMEEREMNETDISAY—A—INA VT4 Fa<Y ROM

I $ oc adm policy add-cluster-role-to-user alertingrules.loki.grafana.com-v1-admin <username>

13.2.3. Loki 2R L0 R—2D T Z— ML—ILDIERK
AlertingRule CR (ZI&, B—D LokiStack f Y 29 Y ADTZ— ML=V TN —TEEET B7HICE
A9 3. {15k & U Webhook BREEEZED Y MAEENE T, Webhook MREFERIE. L —ILIREESRM
EHR—MLET,

e AlertingRule CR IC#372 interval HiEA S £ 23568, BMAT7S5—ML—ILTY,

e AlertingRule CR ICEX X for HIEN 2 FEFN3BE. EWRT7 S —ML—ILTY,

e AlertingRule CR ICfE37: LogQL expr A& Eh 256, |EWAT7S—ML—ILTT,

e AlertingRule CRICEIL&RID I —TH2D2EFNh 356, BHART7S—ML—ILTT,

o FEEDWTNIZEHTIEESHRWEE., 77— ML—ILIZBEWNTHZ EHBRINET,

Par b o v AlertingRule CR ® %1% namespace

application

audit openshift-logging

infrastructure openshift-/*, kube-/\*. default
=S5

® Red Hat OpenShift Logging Operator 5.7 LAf&

® Red Hat OpenShift Service on AWS 4.13 L&

FIA
1. AlertingRule X% ') Y —2Z (CR) Z{ERK L £,

1>7 5 A& M52 F¥— AlertingRule CR DO

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
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name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ

labels: 9

openshift.io/<label_name>: "true"

spec:
tenantlD: "infrastructure”
groups:
- name: LokiOperatorHighReconciliationError
rules:
- alert: HighPercentageError
expr: |

sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod_name=~"loki-operator-controller-manager.*"} |= "error" [1m])) by (job)
/
sum(rate({kubernetes_namespace_name="openshift-operators-redhat",
kubernetes_pod_name=~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01
for: 10s
labels:
severity: critical 6
annotations:
summary: High Loki Operator Reconciliation Errors G
description: High Loki Operator Reconciliation Errors ﬂ

Z ® AlertingRule CR D*ER X 11 % banesoace ICI&. LokiStack
spec.rules.namespaceSelector EHIC—HT 5 INIDBETT,

labels 70w 7 &, LokiStack @ spec.rules.selector E& & —HT 2 HELHY £,

infrastructure 77> b @ AlertingRule CR (&, openshift-*, kube-\*. Z7-(d default
namespaces TDAHHYR— M INET,

kubernetes_namespace_name: DfE|&. metadata.namespace D{EE —HT 2 HEH
HYET,

ZDWHET 1 —IL KDIEIL, critical. warning., 7|4 info THEZHELAHY X7,

D7 14— RIZNETT,

OS9® 6 0 °

D7 14— RIZNETT,

7 7Y) sr—< 3 >~ AlertingRule CR MOl

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
namespace: app-ns
labels: 9
openshift.io/<label_name>: "true"
spec:
tenantlID: "application”
groups:
- name: AppUserWorkloadHighError
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rules:
- alert:

expr: | e
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod _name=~"podName.*"} |= "error" [1m])) by (job)
for: 10s
labels:
severity: critical ﬂ
annotations:

summary: 9

description:

Z ® AlertingRule CR D*ER X 11 % banesoace ICId. LokiStack
spec.rules.namespaceSelector E&HIC—HT 5 TNILHDBETT,

labels 70w 7 &, LokiStack @ spec.rules.selector E& & —HT 2 HEHLHY £,

kubernetes_namespace_name: OfElf. metadata.namespace DfE & —H T 2 HEH
HYFET,

ZDWHET 1 —IL KDIEIL, critical. warning., 7|4 info THZHELAHY X7,
ZDWHEAT 4 —ILRDEIR. W—ILDBETY,

CDHET 14— NDIEIE, IL—ILDFFMARATT,

QDO 60 9O

2. AlertingRuleCR # @R L £ 9,

I $ oc apply -f <filename>.yaml

13.2.4. BEER

® Red Hat OpenShift Service on AWS =4 1) 7 IZDWT
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BUBNT AT VR EEEEOF1—=VT

141. 70—FHA H=X A

OJDEMBRENINETEEZ2RELY EREWVGE., HAIKEEINZO7DEDFRIPHIEAEEHIC A
2D HYET, HAOWKEEINZOVDEAFRAFAIERIETEAVWE, ONEKbN 5 A[EEMED
HYUET, PVRATLDEIENFREL, 21— —0DFIEAZLICAITNNY J7—HIEBEINS &, EHEIE
LTINS EXIIOERBEEBEN RS AR EEHY T,

EEEE, OJ070-HEANZXLZRESSHIET, ATDREZFHIRTEEY,

1411. 70—FIEA A =X LDF =
e OJVDIORMEEALYERICERTFATEET,

o JAZXDZEWNAVTFHF—HIEFRICENRTZAT NS T4 v 0Il&Y, bV F+H—00O7
NIBENDZEARLCFYET,

o MENEVNAVAERTZIET, OXVIIVISAMNSIFv—DAHAEBRINET,
e L—N4IRABIXFIFRZET. BOSVWASE2EOEVNOST LY EBLETZIENTEE
-a—o
14.1.2. L — MNEIRDERE

L—MEIRRIZFOAL V2 —TEICEZEINFT, 2FY, AOVNEDFERL—MNITILIY—AVRIY Y
ADICL—MEIRZEIFZEDICRY T,

AJR3E/ —RDI77ANYRTLADNLREIND D, &EIVFRSY—/—RiIZAL I 57704
INFET, &AW, 3/—KIFRY—TIE, ALV —HYDRRKL— MNIRBRNM1#HEY 10 L
JI—RDBE. BTREDRARL—MIT#HLY 30 LI—RIZRYFT,

HAOREZSAZFNZ L I—ROE#EGRNS MA X, B, TV2—T14 T DEVN, TOMDER
WKL > TRBDARMDLH D7D, L— MIBRIFNA MITIEREAKLI— FETREINZET,

ClusterLogForwarder 1 X% ')V —RZ (CR) TL— MHIRZERET B ICIE. RD2DDAENHY X
-3—0

AL — MR

HADRY hT—IRZAML—YVBREREICEGLET, BRLABDANDEEOTDOREZHIR L
FY, HAL—MHRTIE HATEDENL—FZHEL T,

AHL— MEIFR
BIRLA-OVFFHF—0avFF+—on s N&EL—MEHIELE T,
1413. 070 747—45—0OHE AL — MNEIRDEE

ClusterLogForwarder 1 X% L)Y —RX (CR) Z&ET S I & T, EEATDL— M ZiBEDHAICH
[RCTEZT,

AR

® Red Hat OpenShift Logging Operator B*1 Y A h—JLEINT W3,
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o THEEWERNDH S,

FIR

1. HFEDH D ClusterLogForwarder CR (Z maxRecordsPerSecond #IfR{E%EM L £ 9.
ROBIE, kafka-example &\ D ZEID Kaftka 7O0—A—HADAL V4 —TEDHAL— K
FIRZZRET D HEERLTVWET,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputs:
- name: kafka-example 0
type: kafka 9
limit:
maxRecordsPerSecond: 1000000 6

#...

HAE,
HADY A T,

909

OJDOHEAL— MR, COEIE, 1#H7YICKatka 7O—H—IEETET 207D &
AEHZRELEFT, COEIRRTI7IFILMTREEINTVWEREA, T7 2L MDOEMEIEA
ANIT7x—bTHY, OT 747 =5 —DRNEBMEVDONRWEE, L IO— RHHIERS
nEd, ZOEHIP0DHZE. O EFEEINEHA,

2. ClusterLogForwarder CR Z @R L £ 9,

a< > Kopl

I $ oc apply -f <filename>.yaml

BEEE IR
o ONJHAIDYAT

141.4. 00 747 —4—DODAHL— MEIRDEEE

ClusterLogForwarder 1 X% L)Y —RX (CR) ZBET S I & T, NWEINZZEOTDEREZFIRT
TFEY, AVFTF—T& F/ld namespace TEICANFHIREFZRETEZE T,

AR
® Red Hat OpenShift Logging Operator 1 Y A h—JLEINT W3,

o THEEWERND S,
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FIR

1. HFEDAHD ClusterLogForwarder CR (Z maxRecordsPerSecond FIfRE%EML £ 7.
IFEIFLAVFVATADL—MIBRZREST DHEEZUTICHARLET,

KHEDZANERDAVTF—ICHLTAY T F—JEDHRERET %
ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

#...

spec:

#...

®9

©

inputs:

- name: <input_name> ﬂ
application:
selector:
matchLabels: { example: label } g
containerLimit:
maxRecordsPerSecond: 0 6

INILDY A, INHEDFTNILD Pod ICHAINTWSEINILE—HT %15
AN

. maxRecordsPerSecond 7 1 —JL NICHEEL IV FF—TEDFIRIAZEN 5D
yj__d-_‘:i@m-énia—o

L — MNEIBRAE%E L £9. maxRecordsPerSecond 7 « —JL R%& Q0 ICERET D&, TV
FFr—TO P REINFEHE A, maxRecordsPerSecond 7 1 —JL RAMMDEICERET
&, AVTFTF—TIWHLYDOERBOL I—RPIREINET,

EIR L7 namespace ADA Y T F—Z & ICHIBRZ5%E Y % ClusterLogForwarder CR

O3]

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...

inputs:

236

- name: <input_name> ﬂ
application:
namespaces: [ example-ns-1, example-ns-2 | g
containerLimit:
maxRecordsPerSecond: 10 6
- name: <input_name>
application:
namespaces: [ test ]
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containerLimit:
maxRecordsPerSecond: 1000

|
‘D AFDLE,
2]

namespace M ') X b, maxRecordsPerSecond 7 1 —JL KT RELALAVFF—T&D
HIRRA, Y R M L7z namespace HDTARTDAVFF—ILERAINET,

9 L — MHIBR%E%%E L £ 9, maxRecordsPerSecond 7 1 —JL K% 10 ICERET S &, U R
b L7 namespace ADE IV TF—TIWHLYKZRKIOLI—RHPIREINZET,
2. ClusterLogForwarder CR Z#@FH L £ 9,

a<vw > Kopl

I $ oc apply -f <filename>.yaml

142. A0 7o)IIC&5070D7 408 )T

PDSRY—DHIRTOOTENETEE. KEDT—IDPERINDAREELHY., FSURAKR—K
ERFIETIRNDEDDZHBEMEDHY T,

BT 2REIPLRVBEEDEWVWT 952749 ) VT LT, AT —YDEEROTIENTEFE
T, AFXUJE,. OFTF—9DEERBLOT-OICFERATIZ2O VYT YUY 749 —5BHLET,

pz o-1o)
AVFUYITANY—IF AA LI —CIRERYET, AAELIZY—IF. V—2X
A TFT—=HICEDOWTAOTANMN) — LA EBIRFLIIHEELEYS, AVFTVY 740
H—FOJAN) —LERELT, LI—ROARBICEODWVWTLI— REHIBRS LUE
BLZEY,

O77=%KR)a—Ld RTFOVWTIADHIETROT I ENTIET,
o REAROVLIO—KRAERAYS$300VFTUYTA4ILY—DERE

e ONOJLIAd—KRETIN—=Vv 20DV FTUYT1ILY—DERTE

1421 A ELROJLI—RA2 KAy 950000 F Y749 —DERE

KOy 7 749 —HBEINDE, OFAL VY —IFEZERICT 4 IILY—IIE>TOY LRIV EFH
LET, LIV —IF, EEINLEREIC—HTI3ARAELAOS L I—RERELET,

AR
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,

o TEEERNDH D,

e ClusterLogForwarder 1 X% 1Y) —ZX(CR)Z{EM L T\ 5,

FIR
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238

1. 7449 — DF%E% ClusterLogForwarder CR O filters {£#&kIZEML £ 7,
UFofid, ERKRBICEIVWTOYLI— R%HIBRT % £ S (T ClusterLogForwarder CR %
BRETEHEERLTVWET,

ClusterLogForwarder CR Dl

o

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: drop ﬂ
drop: 9
test:
- field: .kubernetes.labels."foo-bar/baz"
matches: .+ 9
- field: .kubernetes.pod_name
notMatches: "my-pod" G
pipelines:
- name: <pipeline_name> ﬂ
filterRefs: ["<filter_name>"]
#...

T4 —ORBBEAEELEFT, KOy T 749 —lF. 749 —JREIC—HT 200
I/:I_ F%E&%bi’a—o

KOy 7 7409 —45BFARATELODORELTVaveaiEELET,
A7 Lad—RKA ROy TEINHAEIDDEMICFERINDITANDOEZRELEBELE T,

o FRANMIEBELETRTODOEHED true DIFH. TAMIEKRL, OJLIa— RIZHIR
IhZxEd,

e FOYT TS —REIERDTRAMEBEINTWSEIHAIC, TAMIEBTS
E. LO—FEHBIKRINZT,

o /-l ZIE, FHEAOOJLI—RICTA—ILRDPRBRVWREDFHEDTEMITS —HFRE
LB E. TORMIE false EFHINZE T,

OJL3—RD74—ILRADIRZATHB Ry NTRYULNALT 4 —ILRRZREZBELZE
T, NRACIE, BHFET VY =207 (@-2A-20-9 Y2 EHZBIENTEET (B :
.kubernetes.namespace name) ., EJ XY MIZDHEEHADXENEENZHE. &
' X > ~i& kubernetes.labels."foo.bar-bar/baz" O & 5 (5| BFTHOMLELSHY £
To 12D TAMEREICEBOD 741 —IVRNRRAEZEDBEDNTIEITHN., TAMILER
L. RAOY T 749 —%EAT2ICIE. IRXTDT 1 —JL R/ % true ICFHES 2%
ENrHY FET,

FHRRRAIEELET T, OV LI—RAZOERRBE BT 2HB851F. BEINZET,
B—@ 74 —JUK /RZIZx LT matches Z 7= (3 notMatches £HEDWIFN O ERE TS
FIN. MAERET BRI EIITETEEA,
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EFHRRBAEEELFT, OJ/LI—RAZOERKBIC—BHLAEWVES, BEINIET,
B—® 74 —JUEK /RZIZx LT matches Z 7z (3 notMatches XD WIF N ERE TS

Q KOy 7 7409 —EAIND A FS51 v EIEELET,

2. RDAX > R%AZEFTL T, ClusterLogForwarder CR #&EMH L £ 9,

I $ oc apply -f <filename>.yaml

Ensl

RDFlIE, BEAEEOSVWO/LI—-—ROAERETZLIOIC KAy T 749 —%5BRETDHEER
LTWET,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: important
type: drop
drop:
test:
- field: .message
notMatches: "(?i)critical|error”
- field: .level
matches: "info|warning"
#...

B—DFAMREICEBDT7 1 —ILRRREEDHBZEICMAT, ORFz v &L THRDONZEMD
TANEEDHBIEETEET, ROBFTIE. WINHD FTAD BREH true EFHEINZELO—FR
NHEIERINZE T, L. 2DBD TR M BREDHBE. true ICFHMEIT 2 I1CI&. BAD T 1« —IL REEk

MNtrue THZRELHY XY,

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: important
type: drop
drop:
test:
- field: .kubernetes.namespace_name
matches: ""open"
test:
- field: .log_type
matches: "application”
- field: .kubernetes.pod_name
notMatches: "my-pod"
#...
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1422. 0L A—R&ETIN—=vJFBLHO0OAVTUYT14ILY—DRE
TWV—=UT 749 —DREINDE, OJAL VY —BEERICT 4 IILY—Il>TOT LRIV E

AMELFET, ALYY—IE. PodT7 /57— aviRhEDERKET7«—IL REHIKRLTCOSLOI—KES
I—=JLF7,

AR
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,
o TIREMRNH S,

e ClusterLogForwarder 1 X% 1Y)V —Z(CR)Z{EM L T\W 5,

FIR

1. 719 —®DEE% ClusterLogForwarder CR @ prune {T#kICEBML X7,
LTFDFIE. 74 =L RARRICEDWTAOILIA—RETI—=vT92L5IC
ClusterLogForwarder CR Z:E 9 2 AE%Z R L TWE T,

BF

AADNBEINTWVWSIBES, L I— RIEEAIC notin BBFIICEDWT T IL—=>
JEN, inEHLYEBEINET, notinEBFIAEFHLTLI—- AT IL—=
vIINEIC, inBAAEFERLTLIO—RINTIL—= T3 hZFd,

ClusterLogForwarder CR Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: prune ﬂ
prune:
in: [.kubernetes.annotations, .kubernetes.namespace_id] G
notin: [.kubernetes,.log_type,.message,."@timestamp”]
pipelines:
- name: <pipeline_name> 9
filterRefs: ["<filter_name>"]
#...

‘D TANI—DIA TERELET, TI—=VF 7145 —Tld. BEINEZT1—ILK
T Lad—RaTI—=vILFT,

@ TNV=T TN —%BRATBLODORES T3V EEELET, in 5LV notin
Z14—=ILRIE, Ky hTREUYLNZT 4 —ILRRXZADEFE LTEEINE T, Ihid,
OJLaA—=RDT714—=ILRADNRRTYE, ThS5D/NRRITIE, EHFETVH—Ra7(a-
ZA-20-9 Y=EHB I ENTEEY (Al : .kubernetes.namespace_name) , 7 X~
MIZDEEADXELNE TN DIHE. £ AV T kubernetes.labels."foo.bar-
bar/baz" O & 5 ICEIAFTCHORELHY £,
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FUE NI —IVREEREDF21—=VY
9 F7ay  ZORITIEEINALATARTOD T4 —ILRAOY L I— R LHIBRINE
3—0

QD FFoay: TOEAITIEEINTWAWT s —JLRIF, OJLI—RKHhSHIBRINE
_a—o

Q; TIN—= T 74— BRINZ A TS54VEEELET,

2. RDAX > R%AZEFTL T, ClusterLogForwarder CR #&EfH L £ 9,

I $ oc apply -f <filename>.yaml

14.2.3. BEE R

o NJDY—RKN—FT 14— AT LANDERE

143. X9 5F—=91LB07D0741W%1) T

ClusterLogForwarder CR TO V%2 749 —L, AW ELIVY—%2FHALTXYT—HICEDVT
AJAN)—L2AHZBRILIFIERTEET, BEEREFILEHEREE. OTPREZEO2DRHAL
T, ALV —DAEY—&CPURBRZERTEXT,

BF

ZDHEBEIX, Vector AL 274 —DOF U I FT7OA4 AV MIBREINTWVWBIBEICOM
FHTEZET,

pa 3

ABDEE D74y ) U TE AVTFUOYDTAILEY ) VT ERERYET, ADEL
JH—IE, V=RAAITFT—=FHICEOWTAOTAN) —L2FERBIRFLIFEBRBLET,

AVFYY 7409 =3O MN)—L%EFELT. LOA—ROARABICEDVWTLO—
REHIBRELOVOERLET,

1431 BRIEREI IV T FT—R2Z20EDBHA LT, AATOF7 T r—>3>0
TD74N8) Y

ABD LYY —%FHALT, namespace 8LV AV TFF—LZICEDWTT7 IV r—yavnssz&8sH
eV, BA LY TEZET,

AR
® Red Hat OpenShift Logging Operator i1 Y A h—JLEINT W3,
o TIREMERNH S,

e ClusterLogForwarder 1 X% 1Y) —ZX(CR)Z{EM L TW 5,

FIR

. XE%3Bi0L T. ClusterLogForwarder CR IC namespace 8L VAV TH—ZEEHRY).
RO LAY LET,
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LTFDfFlE. namespace BL VAV T F—EEEDHZD. BMAT B LI IC
ClusterLogForwarder CR Z:¥E 9 2 AiE%Z R L TWE T,

ClusterLogForwarder CR Dl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder

#...
spec:
inputs:
- name: mylogs
application:
includes:
- hamespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" e
namespace: "other-namespace” ﬂ
#...

O DN 5D namespace NSDHNEIND I EEIBELE T,
AJAInNeDAVTHF—DoDHANEINBZLIICIBELET,

A7 DIERICER T 2R ERD/NY -V ZEELITT,

- -

A7DOPRERICERT ST -0ty h2EEELET,

2. RDAX Y R%AEFTL T, ClusterLogForwarder CR #&EMH L £ 9,

I $ oc apply -f <filename>.yaml

excludes 7 7 3 Vidincludes L Y HEBELEI W £,
143.2. SRR FLIF—BTEISNILF—BESLMMEESD, AOBEO7 )V yr—yay
AJ074IL%Y) 0T

AB LIS —%FALT, INLHK —BIEINNUVF—BLCZDEICEDWTCT T r—oay
OJ%8H2lENTEEY,

AR
® Red Hat OpenShift Logging Operator B4 Y A h—JLEINT W3,
o TIEERNDH 2,

e ClusterLogForwarder 1 X% 1Y) —ZX(CR)Z{EM L T\ 5,

FIR

. 719 —®DE&E% ClusterLogForwarder CR ® A1 4k IEBML £,
UTOFIE. SRLRFRIE—BLESNILF—/EICEIWTOSEHBHMAT LD IC
ClusterLogForwarder CR Z:E 9 2 AE%Z R L TWE T,
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ClusterLogForwarder CR Dl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs
application:
selector:
matchExpressions:
- key: env
operator: In
values: [“prod”, “qa”] 6
- key: zone
operator: Notln
values: [‘east”, “west”]
matchLabels:
app: one
name: app1
#...

@ RevrsE—EEELET.
9 Operator 38 L £9, BWAMEIL. In. Notin, Exists. & & U DoesNotExist T9,

9 XFEIEOERIAIKELFT., BWEF [EH Exists F 7= I1% DoesNotExist DWNTFNHTH
556, EOBENEETHZIULELHY T,

Q FRAS—FHIETyEYIEIEELET,

RDIAY > K%&EEFTL T, ClusterLogForwarder CR = @A L £ 9,

I $ oc apply -f <filename>.yaml

1433.V—RICLDEEBLVCAVIZANS I FY—OTAIDT74NE )T

BEEBSLIVAVIZAMNSIIFYy—YV—ADVANEEZHL, ADtELIVY—%FAHALTCOV5NE
TXZEY,

=S5

FIR

Red Hat OpenShift Logging Operator "1 Y Z h—JILINTW3,
EIREERD D B,

ClusterLogForwarder 1 X% L') Y —Z(CR)Z{ER L TW 5,

BREABML T, ClusterLogForwarder CRTEHR LV A1V IFAMNZIFvY— V- %
E&ELET,
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LR DB, Aduit $ & T infrastructure ¥V — 2 2 E& Y % & 5 IC ClusterLogForwarder CR
ZRETDAEERLTVWET,

ClusterLogForwarder CR Dl

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs1
infrastructure:
sources:
- node
- name: mylogs2
audit:

sources: @)

- kubeAPI
- openshiftAPI
- ovn

#...

Q) NETZAVISAMNSIFvr—Y—RADYZANEEELE T, BWAY —UIZUTH
SFENET,

o /J—FK:/—FhbLDIv—F)bas
e OAYFJF—:namespace IlTF 7O Ihikoy—sO— Kooy
@ DETIEEV-IROURMEBEELET. ARV -RICRUTHAEFOET,
e Kubeapi: Kubernetes APl +—/X—Hm 500745
e openshiftAPl: OpenShift APl H—/X—Hm 5005
e auditd: / — N auditd Y—EZXH 5007

e OVN: A —FVifRIEx vy kU —0H—EZN50OY

2. RDAX > R%AZEFTL T, ClusterLogForwarder CR #&EMH L £ 9,

I $ oc apply -f <filename>.yaml
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FSE 25T -YITYY—2
BBHE A5V —YTYY—2

51 /—KREeLIV5—%FRALAOFXF T Y —ADFE]

J—KRELI2—1E. /—ROHARILIRILEPod THREINDEL VY —%FHLTERINS
F—/EDODRTOYY THEBELZET,

Pod #'/ — R TCERITTI2EHABLTICIE, PodIIE/ —RDIRILERBULF—/IEDRT HRITHIL
BYFHA.

1511 /—RFREL 75 —ICDOVWT

Pod T/ —RELI¥—%FEAL. /—RTINIEFERL T, Pod DA77 Y 1 —ILEN 35 % il
TXF9, /—REL 79 —%FHAT 3% E. Red Hat OpenShift Service on AWS (Z—E T 2 S RILAE
FN3d/—REIKPodZRSYa—ILLET,

J—RELIVY—AFALTEED Pod AFED/ — RICEEEBL, 75RA4—X2—7TD/—KEL
99 —%BERALTEE/ —ROFEPod 5V SRAY—AODEEDGMAICEEEL., 7OV M/ —K
HHERALTCHERPodAEEE/ — ROV MIBBBETEXT,

TcEZlE, VS5RY—BHEBEEL, FRT B TRTDPodIC/—RELIVY—%EBMLT, 7)o —
T avEAREIHEBNICREEWVGHICHSZ / —RICDOHPod 5T TOAA TEDZAVISARNSY
Frv—A5ERTEET, TOFITIE. V5R9—1F 22D —2avIilpTd5205F5 -9tV 49—
THERINZET, KETIE. /— KIC us-east. us-central, F7zld us-west DSNILAEFIFFT, 7
T KREF)—2ar (APAC) Tld., / — KiZ apac-east % 7zI& apac-west DS NIV AFITE T, F
FEIE, PodHINBHD/ —RICAT V2= LI ND LI, FRT B Podil/—REL VY —%B
mcEFd,

PodZ 7YV MI/—RELII—DEEINBZHETH., —BIBINLERHD/— RPRVWEA,
Pod IZFRAT Y a—ILIhFEHA,

B

BL PodZRET/ —RKRELIVY—E/—RDT7 74274 —%FHLTWBEEIE. U
TDI—ILHPod D/ —RADEREBEEHIELFT,

e nodeSelector & nodeAffinity DI A% E T 5155, Pod BMEf/ — KRTRY
Ta1—IINBILIREELDORGLHE L TVWBIRENHY X7,

e nodeAffinity ¥ 1 ZICEEE 1T 5783 D nodeSelectorTerms %#18E 9 535
A. nodeSelectorTerms ODWIFNMAHALINTWVWBIFEICPod &2/ — KICR
TI1—ITBIENTEET,

e nodeSelectorTerms |CEHEST 1T 5 782D matchExpressions % 3i5E 3 %15
A. T RXTD matchExpressions M'E7/z- SN TWBIFEICDH Pod & / — RIC
AT a—I)VTBIENTEET,

BEDPodBLT/ —FD/—KELYH—

J—=RELI5—BLVINNZEZFERALT, FEDPod MR TV a1—)LE¥ND/—RZHETEX
3—0

J—RELII—BLUINIWEFERRT I, FT/— RSNV Z[MIFTPod BRI Y 21—l
BRINBRVWEDICLTHD, /—REL I8 —% PodIZEEBMLET,
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—

P
? J—=RELII—EBEDRTY 21— INTW? Pod ICEEEMT 2 EIETE

FEA. TTOM AV REERED Pod ZHIHT 24 T MITNILEMITS
REI’HY FT,

& Z1E, LLFD Node & 72 = 7 MITIE region: east S RILAH Y 7,

SRIVEEL NodeA Tz hDY VT

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/v1/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11€9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node
#...

Q Pod /—RELZH—IC—HT BN,

Pod IZ & type: user-node,region: east / — KL 745 —H1HY F T,

J—KREL 9 —DBEFhBPdATI DYV T

apiVersion: vi
kind: Pod
metadata:
name: s
#..
spec:
nodeSelector: ﬂ
region: east
type: user-node
#..

Q J—RESRIVI—BT D/ —RELIVY—, /—RIClE. &/ —RELIVY—DSRILHA
£TY,
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Y 7) Pod k%= EMA L CPod ZEX 9 2%a. CNWEY YT/ —RTAT2 21—V TEX
ER

PDSRY—RA—TDTF7x NV N/ —KELIH—

TIAINDYISRI—RA—TD/—RELIY—%FEAT2HE. VTR —TPod ZEKRT
% &. Red Hat OpenShift Serviceon AWS 577 2L hD/ —REL U4 —% Pod IBIIL. —
TE5IRN)LVDHB/)—RKRTPodZERTPa—)LLZET,

fe& z2I1E. LURD Scheduler 7 72 =2 MIIETF 74 bD Y 5249 —X 31— D region=east &
& U type=zuser-node / — REL 785 —2HY FET,

AT a1—F— Operator HRAY L) Y —ZDH

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

72289 —HND /J — RIZIE type=user-node,region=east 7 NIV A H Y £7,

Node A7 x4 DI

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

J—REL IV —%5FDPodA TV bDOH

apiVersion: vi

kind: Pod

metadata:
name: s

#...

spec:
nodeSelector:

region: east
#...

YT SAY—TH YT Pod t#%EFEH L T Pod #EK T 23548, Pod iy S AY¥—X—
TD/)—KREL I —THERINh, SRNILBPHITFOSNI/ —RICRATY2—-ILINnET,

RIDBFTFSNT=/)—KLED Pod #5858 Pod ) X DB

z
I NAME READY STATUS RESTARTS AGE IP NODE
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NOMINATED NODE READINESS GATES
pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

pa )

Pod ZER 9270V M7z b/ —RELIY—DH D56, TOtL
D=0 Z29—20—TDELIVH—LYEBEINET, PodilTOP T b

: J—=RELII=DRWEE. Pod ZERINLY, ATV a—-LIhEYLEE
AIO

oz b/ —KELIY—
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Az —RELIVY—%FRTEIHE, IOTOV Y N TPod #EHKd % &. Red Hat
OpenShift Serviceon AWS 1&/ — KL 24 —% Pod ICEBIML. — T 25NV EFHR D/ —RKT
Pod #2473V a—)ILLET, V5RY—RA—=TDF 74K/ —KRELIVHI=HILWFE, 70O
JxOKMN/—RELIVY—DPEBEINZET,

ez, WTFo7FOY =y Mlid region=east / — KL 79 —hHYZET,

Namespace - 7> = ¥ b DHl

apiVersion: vi
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

AR ®D / — RIZIE type=user-node,region=east 5 N)LAH Y £ 7,

NodeZ 7 x4 b DI

apiVersion: vi
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

Pod#Z DY > 7Oy hTHY TIL Pod t#kAFERAL TEKXRT 254, Podixd 7Oy
N/ —RELIH—TEHRIN, IRILDMFITIENIZ/—RICRATY2—I)LENET,

Pod A7 x4 DAl

apiVersion: vi
kind: Pod
metadata:
namespace: east-region
#...
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spec:
nodeSelector:
region: east
type: user-node
#...

SRILHfFF SN/ —KLED Pod &% Pod Y X hDHI

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

pod-s1 1/1  Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<none> <none>

Pod ICERD /—REL VY —DEFNBHBE. AT MDD Pod IFERF/IFRATY 2 —ILE
nNEtA, E21E. UTOPodZYY7I7OVTY MIT7O4 T 388, ThIFERINZE
A,

WP ) — KLY —%FDPodA Ty FDOHI

apiVersion: vi
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

15.1.2. Loki Pod D&

Pod DRRBF/HIE/ —REL V9 —%EHALT. LokiPod AETT 2/ —RE&HIFEL, tfo7—2
A—RAZNLD/ —REFEALAVWELSICTEET,

LokiStack AR L)YV —ZX (CR) ZERA L THARZOJ A M7 Pod ICEAL. /—Rt&kZFEALT
FAYNE—RICERTEEY, /—ROTFA YV ME, T4V MERBLABAWVWTRTOD Pod 2R
T5&£D/—RICETRT 5 key:value R7 TT, fthdD Pod ICIZRWRED key:value X7 ZEHAT %
E. OFJZARNT7 Pod DHHNED/ —RTRITTEDLIICRYET,

J—KtL V4% —%EHT 5 LokiStack Dl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" g
distributor:
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nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra: "
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: "
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
#...

Q J—RELVHY—ICERINZAVE—FXY MNPod ¥4 FTHEELET,

g EHEINLESRNILIAESENE ) — RICBE TS Pod 2i5ELE T,

B DEEEFITIE. T RTOD Loki Pod A* node-role.kubernetes.io/infra: "™ SRV E ST/ — RICFEE)
IhZxEd,

J—FRtEL V49— EBRB%ERAT % LokiStack CR DAl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
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value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
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tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

gateway:

nodeSelector:
node-role.kubernetes.io/infra: ™"

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

#...

LokiStack (CR) ™ nodeSelector 7 1 —JL K & tolerations 7 1 —JL K& 5&E T % ICI&. oc explain O
TYRKREFERALT, HEDY Y —ADERBAE 71 —ILRERTLET,

I $ oc explain lokistack.spec.template

H B

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

FMERAIC. BED 74 —ILREZEBMTEET,
I $ oc explain lokistack.spec.template.compactor
ol

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>
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DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

1513. YUY —20BFEFEEOAXFVTVAL VI —DART I 12— ILEE

BEEIL, YR— KNI TL3 ClusterLogForwarder CR & [& U namespace RIC, & U&RID
ClusterLogging 1 X% LYY —XR (CR) Z{EKXT 22 & T, ALYVH—D)Y—RFLIFRTL 21—
HEETEEY,

T7OM XY NTEEOOT 7+ 7 —49—%ERAY %%BEIC ClusterLogging CR ICERATE 2R %9
#1d. managementState & collection T4, fHDR ¥ VHFIEITRTEBEINZET,

([} =355
o TIREMERNH S,
® Red Hat OpenShift Logging Operator /8X\— 3 > 58 IR M Y A M—JLI N TW 3,

e ClusterLogForwarder CR MMER I TW 3%,

¥
1. BEF D ClusterLogForwarder CR % %R — k¢ % ClusterLogging CR %= {ER L £,

ClusterLogging CR YAML Dl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...
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Q Z D%HIIE. ClusterLogForwarder CR &[El CZBITHEIBENHY T,

9 namespace |&. ClusterLogForwarder CR & [@ Unamespace THZMENHY T,

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&ERH L £ 9,

I $ oc apply -f <filename>.yaml
1514.0F > 731 V4% — Pod DX
AF¥>JaL V4% —Pod &, TNOHDAEFTINTVWERIET S/ —RERRTIET,

FIR
o JOYIVRNTROATY REERFTLT, OF Y J/AL I ¥ —Pod &EZTDFMERRTLET,

I $ oc get pods --selector component=collector -o wide -n <project_name>

Al
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
<none> <none>
collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>
collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>
collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

15.1.5. BEAE B

o /—RELIIY—DERICLBZIFE/— RAD Pod DESE

152. 74V MERBEFEALAZOF >V POD DELE 1

T4V NBLURR (Toleration) IC& Y, /—KRIE/—RETRTVa2—-IVTE2HBEBEDH B (FIER
1= ETRETHRW)Pod ZHIETE £,

15.21. 714 ¥ b B L UVAER (Toleration) ICDWT

TAVMICEY, /—FiEPod IE—HT 2 BRENQWEEICPod DRIV 1—I)LEEEBT 2RI &N
TEET,

71 ¥ b & Node {£#x (NodeSpec) T/ — FIEA I 1. F&R(IE Pod {L#k (PodSpec) T Pod ICiE A

INEY, TAV M/ —RICBERATZHE. A7Y1—F—RPod ' T4V BB LAVWRY,
Pod#Z®dD/—RICECET 5 ENTEFIHA,

254
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FTHER5 T2 —Y I TYY—2

J—REEDOT1 > hOfI

apiVersion: vi
kind: Node
metadata:

name: my-node

#...
spec:

taints:

- effect: NoExecute
key: key1
value: value1

#...

Pod 1t CDEZDHI

apiVersion: vi

kind: Pod

metadata:
name: my-pod

#..

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"
tolerationSeconds: 3600

#..

T4V NBLURBIE, key. value, BL UV effect THERINFE T,

KBITA YV MBLUBRIBaAVYR—FKRV b

NRIA—5— B

key key ICIE, 253 XFETCOXFIAFATEET, F—IINFFELIIHFTH
BTIREHY, XF BF. M7V, Ry hNBLUVT7VHY—RAT7%5
HBENTEET,

value value ICId, 63 XFEFTOXFIAFEHATETEY, BIIXFFHIIHFTH
BTIRELDHY, XF BF. M7V, Ry hNBSLUVT7VHY—RAT7%5
HBENTEET,
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NRIA—5— B
effect effect ILLTFOWIThNICT B ENTEET,
NoSchedule 1

o T4V MI—ELARWHHR Pod I
J—KRICATa—-ILInhFEtHA.

o /—RDEEFEPodiEZDFEFICRHRY
i?o

PreferNoSchedule o TAYMI—BILARWHIRPod &

J—RICAHT Y 2a—ILINBEREMED
HYFTH, RTT1—5—FRHT
Ja—ILLAEVWEDICLET,

o /—RDEEFEPodEZDFEFICAHRY
gj-o

NoExecute o FAYMC—ELAWEE Pod 4

J—=RICRATYa—ILTEFEEA,

o —HYLZRBPERFALWV/ —RNOBE
Pod IZHIBR I N E T,

operator
P Equal key/value/effect /X5 X —4 —3—BT 2

EN’HYET, TNRTITAINMIRYFETS,

Exists key/effect X5 4 —9 —lz—HT 2 HEHNH
YEFT, WIFhMIC—HT % value /85 X —
Y—HBDEFZILTDIRENHYET,

. NoSchedule 71/ >~ hEa v hO—ILTL—>Y/—RICEBMT 2HBE. /—RIZE. 74
N CEN I 115 node-role.kubernetes.io/master=:NoSchedule &1 > NHHETT,
DFICHERLET,

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59¢
name: my-node
#...
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spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master
#...

BaE T4 hE&—HLET,
e operator /X5 X —4 —7A Equal ICEREINT WS IHE:
o key /N A= —FELIZRY X7,
o value /N X—4—FRA CIZAY XY,
o effect/N\TXA—4—[FRALCICAY XT,
e operator /X5 X —%4 —7A* Exists ICEREINT W BIHE:
o key/N\TA—F—FALICARY FT,
o effect/ NI X—F—FALCICHRY XY,
RDT A >~ ME. Red Hat OpenShift Service on AWS ICHEAIAEF N TWE T,

¢ node.kubernetes.io/not-ready: / — NIXEMRREICHY T A, ThiL/ — REH
Ready=False I[CXfi& L £ 7,

e node.kubernetes.io/unreachable: / — KiZ/ — Ry hO—S5—HSEERETT, Inik
/ — K% Ready=Unknown (ZXfi5 L £ 9,

e node.kubernetes.io/memory-pressure: / — KIZIE XA EY —FEDOBBEIRELTWVWET, &
ik / — K44 MemoryPressure=True I L £ 9,

e node.kubernetes.io/disk-pressure: / — R ICIET 1 AV FARDEBEIREEL TWVWE T, IhiE
/ — K %44 DiskPressure=True ICxfi L £ 9

o node.kubernetes.io/network-unavailable; / — KO Xy N —23EHATEEH A,

e node.kubernetes.io/unschedulable: / — KIZX TP 2 =L TAFHA,

e node.cloudprovider.kubernetes.io/uninitialized: / — K> hO—S—HAAED Y 57 K70
NAF—%FERALTRETDIE., ZDTA Y ME/—RLEIREIN, FRATEEY—7 X
nE 9. cloud-controller-manager DAY kA== D/ — REHHEAE L /2% IC. kubelet
NZDTA4 Y MEHIBRLET,

¢ node.kubernetes.io/pid-pressure: / — KH* pid RRDRETT, Zhidk/ — KR&EH
PIDPressure=True ICXi L £ 9,
BE

Red Hat OpenShift Service on AWS Tl&, 7 7 #JL b D pid.available
evictionHard IFEEINEE A,

15.2.2. Loki Pod D&

Pod DRRBF/HIE/ —REL V9 —%EHALT. LokiPod AETT 2/ —RE&HIEL, tho7—2
A—RAZNLD/ —REFEALAVWEDICTEET,
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LokiStack AR L)YV —ZX (CR) ZA L THARZOJ A M7 Pod ICEAL. /—Rt&kZFEALT
TAYMNE/—RIGERATEEY, /—ROTAVME T4V MERBLBRWVWTRTO Pod 2R
T54L£D/—RICIETRT 5 key:value R7 TT, fthd Pod ICIZRWRED key:value X7 ZEHAT %
E. OFZARNT7 Pod DHHNED/ —RTRITTEDLIICRYET,

J—KtL V4% —%{EHT 5 LokiStack DHl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ™" 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ™"
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
#...

‘D J—RELVHY—IERAINZIVR—%FY NPod ¥4 TAIEELET,

@ EEINESNUAEEFND/ - RICBBT S Pod AIRELF Y.

B DEEEFITIE. T RTOD Loki Pod A node-role.kubernetes.io/infra: "™ SRNILE ST / — RICEE)
IhZxEd,

J—FRtEL Y9 —EBRB%ERAT % LokiStack CR DAl

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki
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namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra: ""
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tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
#...

LokiStack (CR) M nodeSelector 7 1 —JL K & tolerations 7 1 —JL RZE&E T % ICI&. oc explain O
TYRKEFERALT HEDY Y —ADRBAE 71 —ILRERTLET,

I $ oc explain lokistack.spec.template

Hi

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:

Template defines the resource/limits/tolerations/nodeselectors per
component
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FIELDS:
compactor <Object>
Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

FMERAIC. BED 74 —ILREZEBMTEET,
I $ oc explain lokistack.spec.template.compactor

H A B

KIND:  LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

15.23. ARAFALO7 3L 7 49— Pod B & D&l

FI7AINT, OF AL 49— Pod ICIZLLTD tolerations S8 ENH Y £ 7,

apiVersion: vi
kind: Pod
metadata:
name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
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- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists

- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists

#...

AR

® Red Hat OpenShift Logging Operator & & T OpenShift CLI (oc) ' Y X k—JLI N TW 3,

FIR

L ROOAY Y REERFTLT, OFX YL I99—Pod %2R Va—ILdB/—RNIZTA Y M4aB
mLxEd,

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
avwy Kopl
I $ oc adm taint nodes node1 collector=node:NoExecute

ZDHITIE. 714~ h%&FX— collector. & node. &L UV'FT 1 >~ k effect NoExecute D#H %
nodel ICEZE L £ 9, NoExecute 71 » b effect 2{FHTZNEHLHY 9., NoExecute
IE. AV MI—TBPodDHFERTY2—I)LL, —HLAWEEEFED Pod #4IR L £ 9,

2. ClusterLogging 7 2% ') Y —X (CR) @ collection 2% v HAiR&EL T, OF¥>/aL ¥
4 —Pod DRREHREL XY,

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:

- key: collector ﬂ
operator: Exists 9
effect: NoExecute 6

tolerationSeconds: 6000 ﬂ
resources:

limits:
memory: 2Gi

requests:
cpu: 100m
memory: 1Gi

#...
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J—RICEBmMLAF—%2BELET,
Exists Operator #3387 L C. key/value/effect /X5 X —4 —H—HFTZLIICLET,

NoExecute effect #3iIEE L £ 7,

0009

7+ 7> 3 T, tolerationSeconds /S5 X —4 —%IEELT. TEY NI NBHEIICPod D
J—RICNA Y RENhBEBEERELF T,

ZDRAIFE. ocadmtaint IV Y RTHERINEETA VA E—BLFET, TOBRBEDH S Pod I
nodel ICRAFT 21— ILTEFET,

1524. YY—ZADBEEOAXF VAL IYI—DART Y 12— )LEEE

BEEIL, HR— KNI TL3 ClusterLogForwarder CR & [& U namespace RIC. & U&RID
ClusterLogging 1 X% LYYV —XR (CR) Z{EKX T 22 & T, ALYVH—D)Y—RFLIEFRATL 21—
HEETEEY,

T7O4 XY NTEREOOT 7 27 —49—%ERAY %%BAIC ClusterLogging CR ICERATE 2R %9 v
#1d. managementState & collection T4, fRDR Y VHFIEITRTEBEINZET,

AR
o TIREMERNH S,
® Red Hat OpenShift Logging Operator /8X\—2 3 > 58 LIEA M Y A M—JL I N TW 3,

e ClusterLogForwarder CR "ME I N TW 5,

FIR
1. BE%F® ClusterLogForwarder CR % %R — k9 % ClusterLogging CR %= {Em L £,

ClusterLogging CR YAML D

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: <name>ﬂ
namespace: <namespace> 9
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 1Gi
requests:
cpu: 100m
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memory: 1Gi
nodeSelector:
collector: needed
#...

Q Z D%HIIE. ClusterLogForwarder CR &[El LZBITHEIBENHY T,

Q namespace |&. ClusterLogForwarder CR & [@ Unamespace THEMENHY T,

2. RDAX Y R%AZEFTL T, ClusterLogging CR #&EH L £ 9,

I $ oc apply -f <filename>.yaml

15.25. 0% >4 L %9 4% — Pod DXRE=
OFXYFaL 29 —Pod&. ThOAEFINTLWEIEBT S/ — RERRTEET,

FIR

e JOYIVRNTROATY REERFTLT, OF Y JAL U9 —Pod &EZTDFMERRILET,

I $ oc get pods --selector component=collector -o wide -n <project_name>

Al
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1  Running 0 134m 10.130.2.30 master1.example.com
<none> <none>
collector-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com
<none> <none>
collector-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
collector-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com
<none> <none>
collector-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

15.2.6. FEE B R
o /—RKFA4 Y MNEFERHLK PodEE D
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gex=EOX Y IDT7 VA VA N=I

A VAPM=ILEINTWS Operator BLVEHETZHRY LYY —R (CR) ZHIBRYT %5 T & T. RedHat
OpenShift Servicceon AWS 7 S R4 —Ho0F V J&HIBRTE X9,

161.OF D74 VA N=I

Red Hat OpenShift Logging Operator & ClusterLogging 1 X% 1Y) Y — X (CR) ZHIfRd 5 Z & T,
AT DENZELETEET,

AR
o THEEWERND S,

® Red Hat OpenShift Service on AWS Web 1~ Y —JL D Administrator /X\— 2RV 7 4 TIZT

FIR

1. Administration - Custom Resource Definitions R — ' |[C# & L. ClusterLogging% % ') v
JLFEY,

2. Custom Resource Definition Details’*— . Instances %7 !) v o7 LZ ¥,

3AVAIVADEILH DA T a v A=Za— %2 1) v 2 L. Delete ClusterLogging &
2w LET,

4. Administration » Custom Resource Definitions R—J ICFREIL £ 7,

5. ClusterLogging D#EICHEBA T a v X =a— %42 1) v % L. Delete Custom
Resource Definition #:&R L £ 7,

DI

==
(=

ClusterLogging CR ZHIFR L TH. kiR 2 —LZFK (PVC) IFHIFRI 1

FtHA,. BYDPVC, KigRY 2—L4L (PV), BLUOHEET—9 %HIKRT 2
ISk, ISICREAERITIZINELNHY FT, PVC ORBBE 2 IFHIRICEK
Y PVHEIRIN, T—YDERENFELCDHEELHY FT,

6. ClusterLogForwarder CR = {/Ef% L 7235 & 1&. ClusterLogForwarder D#EICH B4 T 3 > X

—a— . %727 1) w2 L. Delete Custom Resource Definition=2!) v 7 L ¥,

7. Operators - Installed Operators R—ICHEEIL £ 7,
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8. Red Hat OpenShift Logging Operator D&ICH B4 T a v A Za— =0 )vy
L. Uninstall Operator 27 v 2 LX Y,

9. & 7 a :openshift-logging 70> 7 M &EHIBRL T,

Digk

==
[=]

openshift-logging 70 = 7 K %ZHIfR9 % &, Persistent Volume Claim

(PVC) #&%. Z®D namespace RICHZDEDH T RTHIRINE T,
AOX > 77— %75ET %5E6&. openshift-logging 7O~ = 7 k% Hl
BRLABRVWTL I,

a. Home - Projects R—J LB L 7,

b. openshift-logging 7OV =V NO#EICHZD A T a v A =a— =70 vy
L. DeleteProject® 2 ) v o L%9,

c. ¥4 707Ky Y I openshift-logging & A1 L THIFR%ZHEEE L. Delete=2 ) v L
i-g_o
16.2. OF >~ 7 PVC DOHIkR
fthd Pod THFATEZ LD ITKEARY 2 —LFXK (PVC) Z&REFT 5I1CiE. PVC OEUUCHER TN

IWELIEPVCEZRFLEY ., PVC2HRFBITIVLENLWVEEIE, HIRTEIT., A ML—UHEE%
OIS 2ENHZHEIE. KitAR) 2 —L4L (PV) ZHIRT 2 EHTEET,

=55
o THEEWERND S,

® Red Hat OpenShift Service on AWS Web O~ Y —JL®D Administrator /N\— 2RV 5 1 FIZT7 Y

¥
1. Storage — Persistent Volume Claims R—J ICHEL £ 7,
]
H
2. EPVCDHEILHBA T avAZa— %2 1) w2 L. Delete Persistent Volume Claim

ZRRLEYS,

16.3.LOKIDT7 VA1 VA h—Jb

=55
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o THEEWERND S,

® Red Hat OpenShift Service on AWS Web 1~ Y —JL D Administrator /X\— 2RV 7 4 TIZT

® Red Hat OpenShift Logging Operator EF8E Y V — X% FZHIBR L TWRWEES
I&. ClusterLogging 1 2% L) Y — X H 5 LokiStack ~DSRBDHIRATT L TW3,

FIR

1. Administration » Custom Resource Definitions *— ICFEE) L. LokiStack =2 ') v U L %
9,

2. Custom Resource Definition Details’*— . Instances %7 !) v LZ ¥,

3AVRAIVADKEICH B A T avA=a— %% 1)w % L. Delete LokiStack%= 2 ') v
abi-a—o

4. Administration » Custom Resource Definitions R—J ICFREIL £ 7,

5. LokiStack D#&EICH B A T a3 v A=Za— %#271)w 2 L. Delete Custom Resource
Definition &R L £ ¢,

6. TV IV RNAMNL—=YV—D Ly NEHIBRLZE T,

7. Operators - Installed Operators R— ICHEEIL £ 9,

8. Loki Operator D#EILH B4 T a v A Za— %% 1) v % L. Uninstall Operator % 7
Vv LET,

9. & 7Y a :openshift-operators-redhat 7O > = 7 N %HIR L 7,

BF

fbd 'O —/3)L Operator H' openshift-operators-redhat namespace IC1 >~ R
h—ILEI N TWBIGEIL openshift-operators-redhat 7O = & b % HlIkR L &2
WTLEEL,

a. Home - Projects R—JIIBEL £,

b. openshift-operators-redhat 7OY ¥V hDREILH B F T a v A Za— =7
2 L. Delete Project#2 ') v 7 LZ9,

c. ¥4 707Ky Y ZIT openshift-operators-redhat & A1 L CTHIR %2 L. Delete %= ¥
Vv o LET,

16.4. ELASTICSEARCH D7 >4 Y A h—Jb

=£48 A2 IH-
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HITERTTH
o TIEERNDH 2,

® Red Hat OpenShift Service on AWS Web O~ Y —JL®D Administrator /N\— 2RV 5 14 FIZT7 7

® Red Hat OpenShift Logging Operator EF8E Y V — X % LZHIFR L TWLWRWEES
I%. ClusterLogging 1 2 ¥ 1) Y — X H* 5 Elasticsearch ADSROHEIBRAZET LTW3,

FIR

1. Administration » Custom Resource Definitions R— IC#ZE) L. Elasticsearch %2 !') v 7 L

i’g—o

2. Custom Resource Definition Details’*— . Instances %7 !) v o7 LZ ¥,

3AVRAIVADKEICH B A T avA=a— %72 1) w2 L. Delete Elasticsearch % %
Dy o LZEd,

4. Administration » Custom Resource Definitions R—J ICFREIL £ 9,

5. Elasticsearch Df&ICH DA T a v A= — %21)v %2 L. Delete Custom Resource
Definition &R L £ ¢,

6. 7TV RNAMNL—=YV =D Ly NEHIBRLZE T,

7. Operators - Installed Operators R— ICHEIL £ 7,

8. OpenShift Elasticsearch Operator D&EICH 2 A T a v A Za— =) vy
L. Uninstall Operator #27 Yv 2 LX ¥,

9. # 7 a :openshift-operators-redhat 70> =7 N %HIR L X7,

BF

fbad 'O —/3)L Operator H' openshift-operators-redhat namespace IC1 ~ R
N—=ILINTWBIHEIX, openshift-operators-redhat 7OY =7 M &HIR L2
WTLEEL,

a. Home - Projects R—JIIBEL £,

b. openshift-operators-redhat 7OY ¥ hDREILH B F T a v A Za— =7
2 L. Delete Projectz7 ') vV LET,

c. ¥4 707Ky Y ZIT openshift-operators-redhat & A1 L CTHIFR%= M2 L. Delete %= 7
w2 LZE9,
16.5.CLIOFERICL D7 S5 R —H 5D OPERATOR D HIf&
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PSR —EEEIZICLI Z@FEAL T, BIRL 7% namespace 541 R h—JL X N7z Operator % iR
TXFY,

AR

e dedicated-admin /X—3 v 3V &EF DT AT ¥ M %&ER L T Red Hat OpenShift Service on
AWS VS RAY—ICT7 IV ZATES,

e OpenShift CLI (0C) A7 —F ZF—2 a VIl YA R—ILINTW3,

FIR

1. YT R S4 7 L7 Operator D&R#H/N\— 3 ~ (serverless-operator 7 &) H*. currentCSV
74— RTHNINTWEIEEHRLET,

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-serverless -o
yaml | grep currentCSV

ol
I currentCSV: serverless-operator.vi.28.0
2. Y749 7T 3 (serverless-operator 72 &) ZHIFR L £ 7,
I $ oc delete subscription.operators.coreos.com serverless-operator -n openshift-serverless
6
I subscription.operators.coreos.com "serverless-operator" deleted

3. BRIDOFIET currentCSVEAFERA L. ¥ —% v b namespace M Operator M CSV % Kk L
i_a—o

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

H B

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

BEEE IR
o kiERY 12— ADFEEEIY
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L7204/ L a3—RKRD74—=JL KR

OFXVJICEL>TIVRR—F IO LI—RIZIE, ULTDT7 14 —IL RHEARTINBZEENDHY F
T, OJLI—RIFBEBEJISONA TV RNELTTIA—Ty hIhFTH, ABCTF—YETFTILIZMD
IVA—T4aVJICERTEET,

Elasticsearch 8 & U Kibana D5 N 6D 7 4 —JL RERFET 2 ICIE. BREBERFICRBDELT 1 —IL KA
EFEALET, =& 2L, Elasticsearch /_search URL M54, Kubernetes Pod &% %R ¥ % IC
I&. /_search/q=kubernetes.pod_name:name-of-my-pod ZfEH L £ 7,

REM 74— RRIRTOLIA-RNICEET 2T8MEI’HY £,
MESSAGE

TOOJIV M) —FFAMUTF-8TYO—NR), TDT7 14—V RAFEELRWVWA, ETHRLVL EEIL
714 —ILRHAEETBHAEMENHY £, FFMIE. structured DEREFZSIRL T LI,

T—HDYA  text

7
Bl HAPPY
STRUCTURED

BEEINEA TP/ bELTOTROAOATIVRNY)—, ZDT74—ILRIE, 77— —DEELS
NZJSON OV AT 2LIICREINTWEIGRICEET2HEEIHYET, ToOs/ TV b
'J —0)1‘%1_“:!3 THEMTHZHBEIC. ZDT7 14— RIZIXAFED JSONBEAESEFNE T, Thl4

Bl ZOT7 4 —IL RIFZELLEHFEELARVWEZD, message 7 1 —JL RIZcDOT Xy 2—I W
aihiToﬁﬁt*hL74—wFKm\Dﬁxvt—yﬁﬁihéﬂ774—wkﬁ%6®T\Z
CTCTRHEWDPEZRINTVEE A,

T—8DYA  group

7
EDHI map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

OJRA4 O— RAMERRINBFmh. EREBIARBELRGEIE. O, O— KPZKAICINE I N2k
PO UTCEDY—FV 7, offEEiFd. FEDHARTHEATESZLIICFHINTVWE 74 —ILRER
L %9, Elasticsearch DIFHE., IFEAEDY —ILIET 7 # )L M T "@timestamp”" Z8FKRL £ 9,

T—HDH4 Bt
7

E DB 2015-01-24 14:06:05.071000000 Z

HOSTNAME
OO XAy E—VDRETDERA ML, Kubernetes 7 5 249 —TIlE, Zhid kubernetes.host & [
CTY,
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F17E05L3—KD714—)LK

F—5DIA  F—I—F

IPADDR4
Y—AY—N—DIPv4T7 KL R, EEAIAIEETEET,

T—9DYA ip
7

IPADDRG
Y=Y —NR—DIPv6 7 KL R (HB5HE). BLIAIEETEET,

T—HDHA ip
7

tl‘_ssigl(_severitytext 7FO/RFT 4 =), python DOF VT EV 12— REDIFIFAY—0OF Y
TN,
LT D& syslog.h DSEGEINE T, EDEICIE AFOHE MEMINET,
e 0=emerg. YATLMNERATERL,
e 1=alert, 77>av%zdICEITTIUENDH B,
e 2-=crit. BEBLIRT,
e 3=err. T7—DHDKM,
e 4=warn. EE50H KN,
e 5=notice. BETIEH DN, HEINKE WK,
e 6=info, (BEiRiEMH,
e 7=debug. TNV ITLNILDAYE—T,
LITF®D 2 DDfEIE syslog.h D—ETlEHY FHAD, ELFEAIRTVET,
e 8=trace. PL—RALRILAYE—Y, ZhiL debug XvtE—I LU ELFEMICHAZY FT,
e 9=unknown. OF VY RAFATRHATETRVEEIRE LBA,

mOAFXF VIS RTLADATLNVELIZBEEZFHED ) A P THREEVW—RIITY TLET, k&
Z & python logging Tl&. CRITICAL & crit. ERROR & err B*EILTY,

F—5DIA  F—I—F
7

EDH info
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PID
AFXYJIVT14T714—DO7TOERIDTY (HBHBE).

T—HIDIA F—T—FK
7

H—EX
AFVIIVTF 4574 —ICBEERTONAY—ERDERITY (HBIHA). =& AL, syslog D APP-
NAME & & U rsyslog @ programname 7O/37 1 — 3 —EX 74 —JL KIZY Yy FINFE T,

T—HIDIA  F—T—FR
7
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8818% TAGS

sE18% TAGS

FFvavalL vy —FrkiF /) -S4 —ICL>TEOVICEREI NS, Operator EEDY T D)
ZRTE., R O—RKICE, K74 hAR—ZTERYSNEXFH h—2 ¥ E@TFT] h—2 >0
JSON —E%#FRALXFINEIEETETET,

T—HDYA  text
7

FILE
L4 —NconlTy ) —%5H#02007 74 IADIRR, BB, ChEISRA9—/—KD
ivarllog 7 7 A1 IV AT LARAD/IRZATY,

T—HDYA  text
7

OFFSET

7ty ME, ENE—OT T 7AILTEREICENT 2HBEIC. N MDEZT7 74)LDOOJ4T (EO
FRFEIR=-) FLEOTTOERES (EO0FLIF1IR—R) ORBRARICKRRITEET, COEIFSY
TTE, OV 774 VOFRN—Y 3 Vv ERRTEXEFT (O—T—2 3 V),

T—9DH¥A  Long
7
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2192 KUBERNETES

Kubernetes Bl X ¥ 7—4 M namespace T,

T—HDHA  group
7

19.1. KUBERNETES.POD_NAME
Pod D &Hi,

T—HIDHA  F—T—F
7

19.2. KUBERNETES.POD_ID
Pod @ Kubernetes ID,

T=HIDIA  F—T—FK
7

19.3. KUBERNETES.NAMESPACE_NAME
Kubernetes M namespace M &Z&1,

T—HIDHA  F—T—FK
7

19.4. KUBERNETES.NAMESPACE_ID
Kubernetes M namespace ID,

T—HIDHA  F—T—FK
7

19.5. KUBERNETES.HOST
Kubernetes / — K4,
F—HDHA  F—T—F

7

19.6. KUBERNETES.CONTAINER_NAME
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#1938 KUBERNETES

Kubernetes @1 ¥ 5 F+— D&,

T—HIDEA  F—T—FK
7

19.7. KUBERNETES.ANNOTATIONS

Kubernetes # 7¥ =/ MCEAEMITONZ 7/ FT—> 3V,

T—89DY¥A  group
7

19.8. KUBERNETES.LABELS

Tt D Kubernetes Pod IC# % X)L

T—89DY¥A  group
7

19.9. KUBERNETES.EVENT

Kubernetes ¥ A4 — API B 5EU45 L 7= Kubernetes 1 Rk, T DA RV M DOFnBAIFEARMIC, Event
vl core @ type Event ([CERL 7,

T—YDYA  group
7

19.9.1. kubernetes.event.verb

A4 ~R> D% 4 7. ADDED. MODIFIED % 7= (% DELETED

T—HIDEA F—T—FR
7

=L EINFE

19.9.2. kubernetes.event.metadata

ARY MERDIZRTSE L CREICEAY 215K

T—HDHA  group
7

19.9.2.1. kubernetes.event.metadata.name
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ARV MERE N) A—L7ATV 0 bDAH]

T=HIDHA  F—T—FK
7

E D java-mainclass-1.14d888a4cfc24890

19.9.2.2. kubernetes.event.metadata.namespace

ARy MABAICHEE L7z namespace DRI, ZhiL. eventrouter 7 7Y —> avdF 704 %
M namespace T# % kubernetes.namespace_name & (FE722 2 EITER LTIV,

T—HIDHA  F—T—FK
7

BEDH default
19.9.2.3. kubernetes.event.metadata.selfLink
AR RADY VY

T—HIDHA  F—T—F
7

EDHI /api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

19.9.2.4. kubernetes.event.metadata.uid

ARV RDO—EDID

T=HIDIA F—T—F
7

B d828ac69-7b58-11e7-9¢f5-5254002f560c

19.9.2.5. kubernetes.event.metadata.resourceVersion

ANV IPRELIEY —N—DRMN—Ta V2@ T D2XFIN, 7747 MIIDOXFI=ERL
T ATV MDEBRINLIAI VIR TEET,

T—HDYA  integer
7

E DB 311987

19.9.3. kubernetes.event.involvedObiject
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ARV MIETZFTIII N,

T—HDHA  group
7

19.9.3.1. kubernetes.event.involvedObject.kind

FTOONDEIAT

T—HIDHA  F—T—FK
7

E D ReplicationController

19.9.3.2. kubernetes.event.involvedObject.namespace

#1938 KUBERNETES

B9 24TV MDD namespace &, Tk, eventrouter 7 ) r—> a7 7OA %D
namespace T# % kubernetes.namespace name & [JE2RZAREMENH D Z & ITEREL T EI L,

T—HIDEA  F—T—FK
7

fED ) default
19.9.3.3. kubernetes.event.involvedObject.name
ARV NE N A=LEAFTV Y bD&HR

T—HIDHA  F—T—FK
7

E Dl java-mainclass-1
19.9.3.4. kubernetes.event.involvedObject.uid
72 hO—EDID

T—HIDHA  F—T—F
7

E DB e6bff941-76a8-11e7-8193-5254002f560c

19.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes ¥ A% — API D/N—2 3 >
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T=HIDHA  F—T—FR
7

BEDH vi

19.9.3.6. kubernetes.event.involvedObject.resourceVersion

ARV NENY)H—LIY—NN—DOREP/N— 3 D Pod BT EXFEH, V54TV MITDX
FHEFHALT, ATV MPEBEINYMI VI EHIITEET,

T—HIDIA  F—T—FK
7

{EDBFI 308882
19.9.4. kubernetes.event.reason
CDARY NEERT PEBHETRY. Y2 N EBARERE VWX FES

T—HIDIA  F—T—F
7

EDH SuccessfulCreate

19.9.5. kubernetes.event.source_component

CDARY MNERELZOAVER—RV K

F—5DIA  F—I—F
7

E Dl replication-controller

19.9.6. kubernetes.event.firstTimestamp

ARV MDA RAICEESHFI B

T—HDHA Bt
7

E DY 2017-08-07 10:11:57.000000000 Z

19.9.7. kubernetes.event.count

TDARY NHFEE L OE
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T—HDYA  integer
7

fED I 1

19.9.8. kubernetes.event.type
ARV NDH 47, Normal /i Warning. $%. FiLWS 4 THEBMINZAEELIHY T,

F—5DIA  F—T—F
7

BEDH Normal
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5202 OPENSHIFT

openshift-logging Bl D X ¥ 5 — 4% M namespace

T—HDHA  group
7

20.1. OPENSHIFT.LABELS

PSR —OAT 74T —F—REICL>TEMINE SR

T—8YDYA  group
7
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FE2IEAPIYV I 7L VR
B2IEAPIY) 77 L VR
21.1.5.6 LOGGINGAPI ) 77 L >V R

21.1.1. Logging 5.6 API ') 7 7 L~ R

21.1.1.1. ClusterLogForwarder

ClusterLogForwarder |&, BmiXOJ % & ET 572D API TT,

LR EADDEY MO SEFMTEHITDE Y MIERET % pipelines DY R M &38E LT, %%
Ebi?o

— AR HT T —IZIEHFAADANEDLHY, HRAIYLAAEEELT, BMOT74IIL5 1) v
THEITHIENTEET,

T 74 hD OpenShift OV R N 7ITIZIHAAAHDHAZHH Y £FH. URL ¥ Z Dt DEFKIBER %
FALT. MEBOEANEERL. V7R —DORABFEABOMLOR MNTELF IOy -0y
HEETEEY,

FMICOWTIE, API 74 —IILRICEET B RFa XV MESRBLTLEIY,

spec object ClusterLogForwarder DHifFI 1
ZEMEDLHR

status object ClusterLogForwarder D XA 7 —4
A

21.1.1.1.1.1. 5iBA

ClusterLogForwarderSpec i&, B %) E— K9 —4v MIEGET 2 HEEEEZLE T,

21111101 8

® object

FONRT 1 —

inputs array A Fav) AAE &mEINB
O7XytE—YD&RIFET 1)L
g_—éj_o
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outputDefaults object (# 7> 3 >~) DEPRECATED
OutputDefaults &, 77 #JL bR
N7 D7 A7 —4—5&E % BT
IKEELEY,

outputs array FFTav)yHAiFE. asxy
- DEFMTEDREETT,

pipelines array pipelines I, —EDAAICEL>T
BIRINIAvE—VE—FEDH
NICEEL XS,

21.1.1.1.2. .spec.inputs[]

21.1.1.1.2.1. 5iBA

InputSpec I, BT X v E—YDEL IV —%EEZLET,

21111210 B

® array

FO/nRF 1 —

application object AFay77Vr—>ray
(F7E9 %354) I&. application
OJoO&FTEEy MEBMICL
7,

name string pipeline DAL %=5RT 570
ICERI NS AR,

21.1.1.1.3. .spec.inputs[].application

21.1.1.1.3.1. &4

TV r—vavnldtelL iy —, OJERBRTBIE. ELIY—DITRTOFENELZIND (R
H AND) ENHY X T,

2111131 8

® object
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FE2IFTAPIY I 7L VR

namespace array AFravy7FUr—>avno
J % N5 9 % namespace,

selector object FFav)RULHF—BT S
Pod s/ otL 74—,

21.1.1.1.4. .spec.inputs[].application.namespaces[]

21.1.1.1.4.1. 5BA

21.11.1.4.0.1. B

® array

21.1.1.1.5. .spec.inputs[].application.selector

21.1.1.1.5.1. &tBA

INLELIS—EIF, —ED) Y —RICHTEINILI ) —H#BETT,

21.1.1.1.5.1.0. B

® object

matchlLabels object (# 7 3 ) matchlLabels £
{keyvalue} R7 DY v FTY,
matchLabels D& —® {key,value}

21.1.1.1.6. .spec.inputs[].application.selector.matchLabels

21.1.1.1.6.1. 5B

21111601 8

® object

21.1.1.1.7. .spec.outputDefaults

21.1.1.1.7.1. 5EA

2111170 B8

® object
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JO/R7 1 — it} B

elasticsearch object (# 7 a ) Elasticsearch
OutputSpec DF 7 # )L ME

21.1.1.1.8.1. 5¢HA

ElasticsearchStructuredSpec I&. elasticsearch 1 T v ¥ R &RET 572D DEEILO T DERE I
B BHHTT,

21.11.1.8.1.1. 8

® object

enableStructuredContainerLogs bool FF>av)
EnableStructuredContainerLogs
. BV FF—oEEkn s
ZHFRLET,

structuredTypeKey string (& 7 3 ) StructuredTypeKey
I&. elasticsearch 1 T v 7 XD
BZAE LTHERAINZ XY T—4
F—ZEBELIT,

structuredTypeName string FFTvav)
StructuredTypeName (&,
elasticsearch 2 ¥ —< D A7 % 15

ELFT,
21.1.1.1.9. .spec.outputs[]
21.1.1.1.9.1. 5HA
HAE, O XvtEe—2DnEzEELETT,
21.11.1.9.0.1. 8
® array

TO/NR7 14— it} B

syslog object FFTav)

fluentdForward object FFTav)
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elasticsearch object FF>av)

kafka object FF>av)

cloudwatch object FF>av)

loki object FF>av)

googleCloudLogging object FFTav)

splunk object FF>av)

name string pipeline 5 OH N5 SRY 2
TOICERI N2 A,

secret object AFav)READOY—I Ly
bo

tls object TLSICIE. TLS 754 7> MES
DF T a3 v EFIET 27-DDE%
ENEERLTVWET,

type string HATS 71400947,

url string A FravyosLa—RoEE
% URL,

21.1.1.1.10. .spec.outputs[].secret

21.1.1.1.10.1. &EA

OutputSecretSpec I&. ZEIDH % EJ. namespace =RV —2I L v NSIRTY,

21.11.1.10.1.0. B

® object

name string OJ7+7—4—v—4oLv A
ICERE X 117z namespace D
Dl AVE R NOEA-TTR

21.1.1.1.11. .spec.outputs[].tls
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21.1.1.1.11.1. 5iBA

OutputTLSSpec IZIE, HAY A FITEKEL AW TLS EROAF T a vhAEaFhTWET,

211110110, B

® object

pARVAG P

insecureSkipVerify bool InsecureSkipVerify A° true M5
A, TLS 754 7~ MIEEERED
IZS—%ZERTEHLDIEEIN
x7,

21.1.1.1.12. .spec.pipelines[]

21.1.1.1.12.1. B4

PipelinesSpec &, —&EDAANZ—EFEDOHNIC) VI LEXT,

211119200 8

® array

detectMultilineErrors bool #AF>av)
DetectMultilineErrors I, 3> 7
FT-OJOEBGTIZ—RE%ER

MCLET,

inputRefs array InputRefs (&, D/ TS54 >
AD A D4R (input.name) %
JAMLZET,

labels object AFvar)yzoR1 7514 0%
BiET2O07L1—RICERAIN
57N,

name string (FAF>av) ZRIITEEATRETY

N EBEY 2% EE. pipelines
DAMNHAT—ETHRI2LENHY
9,

outputRefs array OutputRefs (£, D/ TS A4
OB DHADEH]
(output.name) s —EBXRL £
ER
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parse string FFravy@micky, osxc
YN —EEELOVICETTE
E3

21.1.1.1.13. .spec.pipelines[ J.inputRefs[]
21.1.1.1.13.1. 5284

211111301 8

® array
21.1.1.1.14. .spec.pipelines[].labels
21.1.1.1.14.1. 5REA

211111400 B

® object
21.1.1.1.15. .spec.pipelines[].outputRefs[]
21.1.1.1.15.1. 5284

211111511 8

® array
21.1.1.1.16. .status

21.1.1.1.16.1. 5B

ClusterLogForwarderStatus . ClusterLogForwarder DESfRIREEZEZ L F 7

211111601 B

® object

conditions object O7 747 —49—05M4,

inputs Conditions AAE. AAE%EANADREIC
RvEVILET,
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outputs Conditions HAE. BAREZEDOFRHEIC
RvEVILET,

pipelines Conditions pipelines (&, /XM TS5 4 V&% IR
1TZAVDERBIITYEYTL
9,

21.1.1.1.17. .status.conditions

21.1.1.1.17.1. 584

211111710 8

® object

21.1.1.1.18. .status.inputs

21.1.1.1.18.1. 5B

211111811 &

® Conditions

21.1.1.1.19. .status.outputs

21.1.1.1.19.1. 5B

21.1.1.1.19.1.1. B

® Conditions

21.1.1.1.20. .status.pipelines

21.1.1.1.20.1. &4

21.11.1.20.1.1. B

e Conditions== ClusterLogging A Red Hat OpenShift Logging 1 > X4 > X, ClusterLogging
l&. clusterloggings APl DA F¥—< T,

spec object ClusterLogging DHifF I 2 EIF
DR
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Fansq— B Bl
status object Status . ClusterLogging DE&#8
REEERLET,

21.1.1.1.21. .spec

21.1.1.1.21.1. % B4

ClusterLoggingSpec & ClusterLogging DHiF I ha kA EZL T,

211102110 B

® object

aLovay object 25 A% —® Collection AV R—
A NOLw =

Falb—vay object GEHER) (4 T 3 V) FEiE,
Z A4 —® Curation I VR—%
VANl

T+ 7—4— object GEHESR) (A T a V) FEHEEE,
5 X4 —® Forwarder O VR—%
v Dtk

logStore object AF>av)I5X9—? Log
Storage v R—% ¥ kDL

managementState string FFTrarv)yy—an
Operator IC& > TEEINTL
ZHABEEINTVWARVWAETRTIE

=

BEE object AF>av)r5R49—0
Visualization A V7 R—x > hD{t
53

21.1.1.1.22. .spec.collection

21.1.1.1.22.1. &4

Zhid, OBLTARY NIV I aVICEBET 2ERESTHEERTT,

211112211 8

® object
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resources object FFvaryarsvy—n)y—
AEMH
nodeSelector object (FAF>av)Pod BRI Y a—Ib

TN/ —RZEEHELEY,

tolerations array (AT av)Pod BFITAND
Toleration # E& L £ 9,

fluentd object (F 7> av)Fluentd I, fluentd
BATDT+7—9—DEREEZ
LEd,

logs object GEHER) (F T a ) FEiEsE, &

524 —00JINED L

type string FFav)BETZ2ATRED
5147

21.1.1.1.23. .spec.collection.fluentd

21.1.1.1.23.1. 5B

FluentdForwarderSpec &, fluentd ¥4 7D 7 4#7—49 —DREEFRKLE T,

2111.1.23.1.1. 8

® object

Tanrq4—
buffer object
inFile object

21.1.1.1.24. .spec.collection.fluentd.buffer

21.1.1.1.24.1. 5%BA

FluentdBufferSpec &, §XTD fluentd BAD/Ny 77 —EEF1—=2 79 57DD fluentd /3y
T7—IRSGA=H—DHY Ty hEaRLET, "NSA—9—DH Ty baHR—IMLT. Ny T77—
t#’l_@ﬂ"f Z“EQE\ 75\y¢/1}§g{/ﬁ\ 75\y¢/1®§§ﬁ1i%ggibi—g_o

— MBI AR/INT A —H —ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters 2SR LTI W,
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79 anNTA—=F—ITDWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZHR L T LI,

BRI A= —IIDWTIE, https;//docs.fluentd.org/configuration/buffer-section#retries-
parameters ZSR L T I L,

211112410 8

® object

chunkLimitSize string (# 7 3 ) ChunkLimitSize &,
BF vV IDRARYA X %ERLE
To ARV MIUTOLDICARY
£7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDEHRT 27 F v 1DEDR
HEFEERLI T,

flushMode string (& 7> a>v)FlushMode I&. F+
VOEEZAL TSV aAARLY
FDE—-—FZEXRLEY, E—F

flushThreadCount int (# 7> 3 ) FlushThreadCount
(&, fluentd /Ry 7 7—IC&>T
FEAINZZLY FOBERLE
ER

overflowAction string (# 7> a ) OverflowAction .
fluentd Xy 77 =TS 714 W
EFTIET77avaERLET,

retryMaxInterval string (# 7 a ») RetryMaxInterval
& RNy U F T DRKREER
fRexRLIT,

retryTimeout string (& 7> 3 ) RetryTimeout I,
HELDHIANCHERITZHAA D&
REFFEERERL T,

retryType string (A 7> a V) RetryType 1Z. BR
T92%725yv>aigtkndv94 7%
®LEY, 75 v agEIIUT
HETTEEY,

retryWait string (F 7> 3 V) RetryWait (£, 2 [
ERLTBEATLTIZy>Yad
2FETOREZRLI T,
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JO/R7 1 — it} B

totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd ZT&ICEFRIEI NS / — K
HEFEOLEWMEEZERLET,

21.1.1.1.25. .spec.collection.fluentd.inFile

21.1.1.1.25.1. 5HA

FluentdInFileSpec (&, 9 XT® fluentd in-tail ANDEEEF 12 —=> 7 F %7HD fluentd in-tail 7
STA VNS A—9—DH Ty baRLZET,

—MBIARINT A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters A2 L T 2X
LY,

21.11.1.25.1.1. &

® object

readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIETHAMBITHERL
£9,

21.1.1.1.26. .spec.collection.logs

21.1.1.1.26.1. &tBA

21.1.1.1.26.1.1. B

® object
Fony — i} 56
fluentd object Fluentd Log Collection J > R—
x> Otk
type string HRETHZOVREDY A S

21.1.1.1.27. .spec.collection.logs.fluentd

21.1.1.1.27.1. 5B

CollectorSpecid, ALV —DRAT T a1—)VEYY—REEET DHODEHKRTT,

211112701 8
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FONRT 1 —

nodeSelector object
resources object
tolerations array

21.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

21.1.1.1.28.1. 5itBA

211.1.1.28.1.1. B¢

® object

21.1.1.1.29. .spec.collection.logs.fluentd.resources

21.1.1.1.29.1. GitBA

21.11.1.29.1.1. B

® object

(#FF¥av)Pod BRL T 12—l
N3/ —ReEELET.

(AFvavyaLss—oyy—
AEH

(AT av)Pod KEHAND
Toleration #E& LT,

limits object

requests object

21.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

21.1.1.1.30.1. §itBA

211.1.1.30.1.1. &

® object

(AT av)Limits &, FAIN
2AvEa—FT4VITYY—AD
RAEEZRLET,

(# ¥ ar)Requests I&, BHE
RIAVE1—FT4 VTV —RD
mNEERLET,
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21.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

21.1.1.1.31.1. 5B

21.11.1.31.1.1. 8

® object

21.1.1.1.32. .spec.collection.logs.fluentd.tolerations[]

21.1.1.1.32.1. 5B

21.11.1.32.0.1. 8

® array

effect string (FF¥av)Effectid. — T3
Taint WREZRLET., ZDHFE
&, IRTOTM ¥ PRI
LEY,

82 (key) string (AT av)Key l&. Toleration
MEAINS Taint ¥—T9, 22
DIFEIE. IRTOTFI Y M F—
IK—RLEY,

operator string (A 7> av)Operator l&, F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
I&. Toleration DI A K L &
ER

& string (F 7> a ) Value I,
Toleration B —%(¥ % Taint {ET
ER

21.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds

21.1.1.1.33.1. &tBA

211.1.1.33.1.1. B

® int

21.1.1.1.34. .spec.curation
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21.1.1.1.34.1. 5B

ZhiE, OYDFaL—2 3> (Curator) ICEET 21EHRESTRERTT,

211113411 8

® object

FONRT 1 —
curator object BRETHFalL—a vtk
type string HRETEFaL—ravDiEE

21.1.1.1.35. .spec.curation.curator

21.1.1.1.35.1. 5itBA

21.11.1.35.1.1. B

® object

nodeSelector object Pod RV a—ILINhTWDS
/ - F%E% l/ ij_o

resources object (AF>av)Curator®) VvV —2
£

schedule string Curator ¥ 3 7HE{TIN 3 cron
2T a—)v, 774 ME T30
3***] TY,

tolerations array

21.1.1.1.36. .spec.curation.curator.nodeSelector

21.1.1.1.36.1. &EA

21.11.1.36.1.1. 8

® object

21.1.1.1.37. .spec.curation.curator.resources

21.1.1.1.37.1. 5itBA
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2111.1.37.11. B

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3av)Requests &, HE
RAVEL—F4VTYVY—RAD
=NEERLET,

21.1.1.1.38. .spec.curation.curator.resources.limits

21.1.1.1.38.1. &tBA

21.11.1.38.1.1. B

® object

21.1.1.1.39. .spec.curation.curator.resources.requests

21.1.1.1.39.1. &EA

211.1.1.39.1.1. &

® object

21.1.1.1.40. .spec.curation.curator.tolerations[]

21.1.1.1.40.1. &5tBA

21.11.1.40.1.1. &Y

® array

effect string (F F¥av)Effectid. —HT 3
Taint WREZRLET. ZDHFE
i, IRTOTA Y PRI
LEY,
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82 (key) string (F T av)Key l&. Toleration
MEAIND Taint ¥—T9, 22
DIFEE. IRTOTFI Y MF—
IK—RLEY,

operator string (& 7> a>v)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (7> 3 ) TolerationSeconds
I&. Toleration DHAI K L F
ER

& string (F 7> av)Value I,
Toleration B —%(¥ % Taint fET
ER

21.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds
21.1.1.1.41.1. 5EA

21.1.1.1.41.1.1. B

® int
21.1.1.1.42. .spec.forwarder

21.1.1.1.42.1. FtBA

ForwarderSpec ICId. FFED 7 4# T—4F —FREDQ/O— N Fa1—ZVJNRSA=F—DEFNTVZE
To TDT7 14— R, —BORFERICIIVHEDLY FHA, BERERZ 7474 =T /07—
BLTWRA—YHY—DHIPNRIT =TV REF1—VJTEDZLHIICLET, REYR—FINTWDE
®D: fluentd,

21.1.1.1.42.1.1. &Y

® object

fluentd object

21.1.1.1.43. .spec.forwarder.fluentd

21.1.1.1.43.1. 5B

FluentdForwarderSpec &, fluentd ¥4 707+ 7—45— Dk EERKLE T,
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211114311 8

® object

buffer object

inFile object

21.1.1.1.44. .spec.forwarder.fluentd.buffer

21.1.1.1.44.1. S%BH

FluentdBufferSpec &, §XTD fluentd BAD/NNY 77 —&EEF1—=V 7T 57DD fluentd /3y
T7—IRSGA=H—DHY Ty haRLET, "NSA—49—DH Ty baHR—IMLT. Ny T7—
t:\:l_wﬂ"f Z“EQE\ 75\y¢/1}§g{/ﬁ\ 75\y¢/1®ﬁgﬁﬁi%ggibi?o

— IS A =& —IZDWTIE, https://docs.fluentd.org/configuration/buffer-section#buffering-
parameters ZZMR L T RLI W,

ToYTanNT A= —IZDWVWTIE, https://docs.fluentd.org/configuration/buffer-section#flushing-
parameters ZZMR L T LI,

BRO/NSA—4—ICDWTIE, https://docs.fluentd.org/configuration/buffer-section#retries-
parameters ZZMR L T REI W,

21.1.1.1.44.1.1. B

® object

chunkLimitSize string (# 7 3 ) ChunkLimitSize I&.
BF vV IDRAYA X %ERLE
FTo ARV MIUTOLDICARY
x7,

flushinterval string (# 7> a ) Flushinterval I&, 2
DDERT BT Zv Y 1DEDF
HEFEZERLE T,

flushMode string (7> 3 v)FlushMode I&, F+
VOEEZAL TSV aARLY
FDE—-—FZEXRLEY, E—F

flushThreadCount int (& 7> 3 ) FlushThreadCount
(&, fluentd /Xy 7 7—IC&>T
FEAINZZALY FOBERLE
ER
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overflowAction string (# 7> a ) OverflowAction .
fluentd Ny 77 =TS T4 W
EFTIET77avERLET,

retryMaxInterval string (# 7 a ) RetryMaxInterval
&, RNy U7 T ORKREER
RexRLIT,

retryTimeout string (& 7> 3 ) RetryTimeout I,
HELDHDIAENICHRITZHAA D&
REFEERERL T,

retryType string (F 7> 3 V) RetryType £, B
79275y a1 REDY1 T%
KLEY, 75 v aBEEEUT

EERTTEET,
retryWait string (# 7> a ) RetryWait (&, 2[0
EmLTHEATLTIov>ad
2FETORMBZERLEY,
totalLimitSize string (# 7> a ) TotalLimitSize (.
fluentd ZT&ICEFRIEI NS/ — K
HEFEOLEWMEEZERLET,

21.1.1.1.45. .spec.forwarder.fluentd.inFile

21.1.1.1.45.1. &84

FluentdInFileSpec &, §XT® fluentd in-tail AIDEEREAEF 1 —=> 79 27HD fluentd in-tail 7
STAVINRNSGA—=9—DY Ty bERLET,

—MBIAR/INT A —H —IZDWTIE, https;//docs.fluentd.org/input/tail#parameters A28 L T 72X
LY,

21.11.1.45.1.1. 8

® object

readLinesLimit int (# 7> a ~)ReadLinesLimit (.
& I/O BIFTHAMBITHERL
¥Y9,

21.1.1.1.46. .spec.logStore
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21.1.1.1.46.1. 5B

LogStoreSpec ICld, OV DEREAEICEHTIEHRIEETNTVET,

211.1.1.46.1.1. &

® object

pARVAG P

elasticsearch

lokistack

retentionPolicy

type

object

string

21.1.1.1.47. .spec.logStore.elasticsearch

21.1.1.1.47.1. &R

21.1.1.1.47.10. 8

® object

Elasticsearch Log Store 3~ 7R—
* v hDttEk

LokiStack IZI&. Type A°
LogStoreTypeLokiStack IZE&E X
hTwailpa, OJAML—YIC
#1895 LokiStack I T % 1E#K
NEFNTVET,

A Tvav)RERY Y —E 4
Yy ANBIRIND X TOR
AMEEESEL E T,

RETHOTRAMNL—VDHA
7, IRIE. Operator &,
ElasticSearch ZfH L T. Wgh
NMEHR—KNLTWET,

nodeCount

nodeSelector

proxy

redundancyPolicy
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Pod X2 ¥ a—I)LINTWVWS
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resources object (# 7> 3 ) Elasticsearch @ )
V—AEH
storage object (& 7> 3 ) Elasticsearch 7 —%

J—RDR ML —I 8

tolerations array

21.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

21.1.1.1.48.1. 5HA

21.11.1.48.1.1. &

® object

21.1.1.1.49. .spec.logStore.elasticsearch.proxy

21.1.1.1.49.1. 5iBA

211.1.1.49.0.1. &

® object

resources object

21.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

21.1.1.1.50.1. 5B

21.11.1.50.1.1. &

® object

limits object (AT av)Limits i, FAIH
231 —FT4VTYY—RD
RAEARLET,
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requests object (A 7> 3 v)Requests &, HE
RAVEL—F4VTYVY—AD
=NEERLET,

21.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

21.1.1.1.51.1. &4

211115111 B

® object

21.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

21.1.1.1.52.1. 5B

21.11.1.52.1.1. 8

® object

21.1.1.1.53. .spec.logStore.elasticsearch.resources

21.1.1.1.53.1. §itBA

21.11.1.53.1.1. B

® object

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 v)Requests &, HE
RAVEL—F4VTYVY—RAD
=NEERLET,

21.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

21.1.1.1.54.1. &4

21.11.1.54.1.1. 8

® object
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21.1.1.1.55.1. 5tHA

21.11.1.55.1.1. &

® object

21.1.1.1.56. .spec.logStore.elasticsearch.storage

21.1.1.1.56.1. &t

21.11.1.56.1.1. &

® object
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size object

storageClassName string

21.1.1.1.57. .spec.logStore.elasticsearch.storage.size

21.1.1.1.57.1. 5B

211115711 8

® object

J—=RRToEYa=-vI9dim
kz I\ I/_:/“";éq‘%o

A Fvav)/—RoPVC D
BRICERTZ2AMNL—TYIS2AD
EA-1

ER string
d object
i int

S string

FRAEERICEELZ T,
Canonicalize DX Y NEBBEL
TLIEIW,

d.Dec !=nil DFE. d & inf.Dec
FADOHETT,

d.Dec == nil DIFAH. il&inté4 T
A=) v TEINEERAOBET
ER

s, BEtEA BT DOICER
INEZDEDETT,
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21.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

21.1.1.1.58.1. §itBA

21.1.1.1.58.1.1. &Y

® object

pARVAG P

Dec object

21.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

21.1.1.1.59.1. &itBA

21.11.1.59.1.1. &

® object

scale int

unscaled object

21.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

21.1.1.1.60.1. 5itBA

21.1.1.1.60.1.1. B¢

® object

abs Word sign

neg bool

21.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

21.1.1.1.61.1. 5HA

21.1.1.1.61.1.1. B
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e Word

21.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i

21.1.1.1.62.1. &R

21.1.1.1.62.1.1. B

® int

scale int

& int

21.1.1.1.63. .spec.logStore.elasticsearch.tolerations[ ]

21.1.1.1.63.1. &EA

21.11.1.63.1.1. 8

® array

effect string (F F¥av)Effectid. —HT 3
Taint WRERLET, ZDHFE
&, IRTOTA ¥ PRI
LEY,

52 (key) string (AT av)Key l&. Toleration
MEAIND Taint ¥—T9, 22
DIFEIE. IRXTOTFI Y M F—
IK—RLEY,

operator string (A 7> av)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A K L &
ER

& string (F 7> a ) Value I3,
Toleration B —3¥ % Taint {ET
ER

21.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds
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21.1.1.1.64.1. 5¢HA

21.1.1.1.64.1.1. B
® int
21.1.1.1.65. .spec.logStore.lokistack

21.1.1.1.65.1. &tBA

LokiStackStoreSpec I&. LokiStack O 7 A ML —Y & LTHERT 5L D IC, cluster-logging #5%E Y
HIFERINEY, hid. B L namespace RDBEED LokiStack 23 L TWE 9,

21.11.1.65.1.1. B

® object

pARVAG P

name string LokiStack Y ¥V — X D &,

21.1.1.1.66. .spec.logStore.retentionPolicy

21.1.1.1.66.1. &2HH

21.1.1.1.66.1.1. B

® object

FO/NRT 1 —

application object
audit object
infra object

21.1.1.1.67. .spec.logStore.retentionPolicy.application

21.1.1.1.67.1. 5itBA

21.11.1.67.1.1. B

® object

306



FE2IFTAPIY I 7L VR

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWVMBEISELRBE. G0
VTV REHIRYT ZRENHY

9 (: 75).
maxAge string FFTav)
namespaceSpec array FFrav)BEIhmNEE

FUEHWRF XY NEHIRRY
% namespace Z & DfHHk

pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A R1T9 548
E

21.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec[]

21.1.1.1.68.1. &tHA

211.1.1.68.1.1. &

® array

minAge string (FAF>av) D MinAge WU E
&L namespace IC—Hd % L
J— FZHIBRL 9 (Bl 1d).

namespace string MinAge &Y WOV %HIRT %
% —4%"v N namespace (77 # )
Mg 7d)

21.1.1.1.69. .spec.logStore.retentionPolicy.audit

21.1.1.1.69.1. 5HA

21.1.1.1.69.1.1. &

® object

JO/nR5 1 —
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diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWVMBEISELRBE. G0
VTV REHIRYT ZRENHY

9 (: 75).
maxAge string FFTav)
namespaceSpec array FFrav)BEIhmNEE

FUBHWRF XY NEHIRT
% namespace Z & DHHR

pruneNamespaceslinterval string (A F>av)H L prune-
namespaces ¥ 3 7 A R1T9 548
E

21.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec[]

21.1.1.1.70.1. &tHA

21.11.1.701.1. &

® array

pARVAG P

minAge string (FAF>av)IdMinAge WU E
2\ namespace IC—HT 5 L
J— FZHIBRL 93 (B1:1d).

namespace string MinAge &YW WOV %HIRT %
% —4%"v N namespace (77 # )
ki 7d)

21.1.1.1.71. .spec.logStore.retentionPolicy.infra

21.1.1.1.71.1. 584

211117110 B

® object

308



FE2IFTAPIY I 7L VR

FO/nR5 1 — it B

diskThresholdPercent int AFYaV)EST 1 RVFERAK
DLEWVMBEISELRBE. G0
VT I R%HIRYT 2RENHY

9 (f: 75).
maxAge string FF>av)
namespaceSpec array A Frav)EEIns/NEE

FUBHWRF XY NEHIRT
% namespace Z & DHHR

pruneNamespacesInterval string (FAF>av)FH LW prune-
namespaces ¥ 3 7 A E1T9 548
E

21.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec|]
21.1.1.1.72.1. 528

211117201 8

® array

minAge string (FAF>av)IdMinAge U E
2\ namespace IC—HT 5 L
J— RZHIBRL E£9 (I:1d).

namespace string MinAge &YW WO %HIRT %
4 —%4"v N namespace (77 # )L
ki 7d)

21.1.1.1.73. .spec.visualization

21.1.1.1.73.1. 5itBA

Zhid. OV DOE|RE (Kibana) ICBET 21882 EOEERTT,

2111.1.73.1.1. B

® object

FO/nR5 1 —
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kibana object Kibana Visualization O Y R—% >
b DRk
type string HRETLHABRELDYA S

21.1.1.1.74. .spec.visualization.kibana

21.1.1.1.74.1. 584

211117410 8

® object

nodeSelector object Pod R Y a—ILlIhTWDS
/ - F%E% lJ ij—o

proxy object Kibana Proxy AV R—% > hDft
#k
replicas int Kibana 7704 x> NAICT 7O

1TBAVRY VY ADE

resources object (FF>av)Kbanad YV —2E
s

tolerations array

21.1.1.1.75. .spec.visualization.kibana.nodeSelector

21.1.1.1.75.1. 5B

21.11.1.75.1.1. 8

® object

21.1.1.1.76. .spec.visualization.kibana.proxy

21.1.1.1.76.1. 5itBA

21.11.1.76.1.0. B

® object
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resources object

21.1.1.1.77. .spec.visualization.kibana.proxy.resources

21.1.1.1.77.1. 5¢BH

21111.77.01. 8

® object

Fanrq4— B Bl

limits object (AT av)Limits &, FAIH
231 —FT4VTYY—RD
RAEERLET,

requests object (A 7> 3 v)Requests &, HE
BRIAVE1—FT4 VTV —RD
=NEERLET,

21.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

21.1.1.1.78.1. &tBA

21.11.1.78.1.1. B

® object

21.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

21.1.1.1.79.1. 5iBA

2111.1.79.1.1. B

® object

21.1.1.1.80. .spec.visualization.kibana.replicas

21.1.1.1.80.1. 5itHA

21.11.1.80.1.1. B¢

® int

21.1.1.1.81. .spec.visualization.kibana.resources
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21.1.1.1.81.1. 5B

211.1.1.81.1.1. &

® object

limits object (AT av)Limits &, FAIH
23VE1—FT4VTYY—ID
RAEERLET,

requests object (7> 3 v)Requests &, HE
RAVELI—T4VTI)VY—AD
=ENEBERLET,
21.1.1.1.82. .spec.visualization.kibana.resources.limits

21.1.1.1.82.1. 5itBA

211.1.1.82.1.1. B4

® object

21.1.1.1.83. .spec.visualization.kibana.resources.requests

21.1.1.1.83.1. &tBA

21.11.1.83.1.1. B

® object

21.1.1.1.84. .spec.visualization.kibana.tolerations[]

21.1.1.1.84.1. 5iHA

21.1.1.1.84.1.1. B¢

® array

effect string (F F¥av)Effectid, —HT 3
Taint WREZRLET. ZDHE
i, IRTOTM Y PRI
LEY,
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82 (key) string (F T av)Key l&. Toleration
MEAIND Taint ¥—T9, 22
DIFEE. IRTOTFI Y MF—
IK—RLEY,

operator string (& 7> a>v)Operator l&., F¥—
CEDERERLET,

tolerationSeconds int (# 7> a ) TolerationSeconds
l&. Toleration DI A KR L &
ER

& string (F 7> av)Value I,
Toleration B —3(¥ % Taint {ET
ER

21.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds
21.1.1.1.85.1. &tEA

21.1.1.1.85.1.1. B¢

® int
21.1.1.1.86. .status

21.1.1.1.86.1. 5tHA

ClusterLoggingStatus (&, ClusterLogging DEtRREAEZL T,

211.1.1.86.1.1. &

® object

FONRT 1 —

aLovay object FFTvav)
conditions object FF>av)
*al—>3av object FFTvav)
logStore object FFTav)
AIfRAE object FFTav)
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21.1.1.1.87. .status.collection

21.1.1.1.87.1. &tBA

21.11.1.87.1.1. B

® object

FO/nR5 1 —

logs object FFTav)

21.1.1.1.88. .status.collection.logs

21.1.1.1.88.1. &4

21.11.1.88.1.1. &

® object

pARVAG P

fluentdStatus object #AF>av)

21.1.1.1.89. .status.collection.logs.fluentdStatus

21.1.1.1.89.1. &tHA

21.11.1.89.1.1. B

® object

FO/NRT 1 —

clusterCondition object #AF>av)
daemonSet string AF>av)
nodes object FF>av)
pods string FF>av)

21.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition

21.1.1.1.90.1. 5itBA
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operator-sdk generate crds (&, map-of-slice Z#FFAI L TWE B A, BEITE 51 T2 ERAT2HEN
HYET,

21.1.1.1.90.1.1. B4

® object
21.1.1.1.91. .status.collection.logs.fluentdStatus.nodes
21.1.1.1.91.1. 5BA

211119111 B

® object
21.1.1.1.92. .status.conditions
21.1.1.1.92.1. 5%BA

21.1.1.1.92.1.1. B

® object
21.1.1.1.93. .status.curation
21.1.1.1.93.1. &tBH

211.1.1.93.1.1. &Y

® object

pARVAG P

curatorStatus array AF>av)

21.1.1.1.94. .status.curation.curatorStatus[]

21.1.1.1.94.1. 5itBA

211.1.1.94.1.1. &

® array

FONRT 1 —
clusterCondition object #AF>av)
cronJobs string #AF>av)

315



Red Hat OpenShift Serviceon AWS 4 O¥ > ¥/

2T a—)b string FF>av)

suspended bool #AF>av)

21.1.1.1.95. .status.curation.curatorStatus[].clusterCondition

21.1.1.1.95.1. &tBA

operator-sdk generate crds (&, map-of-slice Z#FFAI L TWEH A, BRITE 91 T2 ERAT2HEN
HYET,

21.11.1.95.1.1. &

® object

21.1.1.1.96. .status.logStore

21.1.1.1.96.1. 5HA

21.11.1.96.1.1. &

® object

pARVAG P

elasticsearchStatus array AF>av)

21.1.1.1.97. .status.logStore.elasticsearchStatus[]

21.1.1.1.97.1. 5itBA

21.11.1.97.1.1. B

® array

FONRT 1 —

cluster object FF>av)
clusterConditions object FF>av)
clusterHealth string #AF>av)
clusterName string #AF>av)
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Fonyq — i} 56
T704 XV b array FF>av)
nodeConditions object FF>av)
nodeCount int #AF>av)
pods object FFTav)
replicaSets array FF>av)
shardAllocationEnabled string FF>av)
statefulSets array FF>av)

21.1.1.1.98. .status.logStore.elasticsearchStatus[].cluster

21.1.1.1.98.1. &tHA

21.11.1.98.1.1. &

® object

FO/NRT 1 —

activePrimaryShards int Elasticsearch 7 5 X4 —D7 7
FATRTSAT)—v—RD
5

activeShards int Elasticsearch 7 2 A4 —D7 Y

T4 TRy v — ROH

initializingShards int Elasticsearch 7 5 24 —D#1#A1k
DY v — RO

numDataNodes int Elasticsearch 7 S R4 —DF—%
J— RO

numNodes int Elasticsearch 7 2 A4 —D / — R
DI

pendingTasks int

relocatingShards int Elasticsearch 7 2 X4 —DHBEE
v — RO
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status string Elasticsearch 7 5 24 —DIRED
AT—8 R
unassignedShards int Elasticsearch 7 5 24 —DKE| Y

LTov— RO

21.1.1.1.99. .status.logStore.elasticsearchStatus[].clusterConditions

21.1.1.1.99.1. 5B

21.11.1.99.1.1. &

® object

21.1.1.1.100. .status.logStore.elasticsearchStatus[].deployments[]

21.1.1.1.100.1. 5tHA

21.11.1.100.1.1. B¢

® array

21.1.1.1.101. .status.logStore.elasticsearchStatus[].nodeConditions

21.1.1.1.101.1. &EA

21.1.1.1.101.1.1. B

® object

21.1.1.1.102. .status.logStore.elasticsearchStatus[].pods

21.1.1.1.102.1. 5B

21.1.1.1.102.1.1. B4

® object

21.1.1.1.103. .status.logStore.elasticsearchStatus[].replicaSets[ ]

21.1.1.1.103.1. §itBA

21.11.1.103.1.1. B

® array
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21.1.1.1.104. .status.logStore.elasticsearchStatus[].statefulSets[]

21.1.1.1.104.1. 34

21.1.1.1.104.1.1. &

® array

21.1.1.1.105. .status.visualization

21.1.1.1.105.1. 5B

21.1.1.1.105.1.1. B¢

® object

kibanaStatus array FF>av)

21.1.1.1.106. .status.visualization.kibanaStatus[ ]

21.1.1.1.106.1. &EA

21.1.1.1.106.1.1. B¢

® array

clusterCondition object AF>av)
deployment string #AF>av)
pods string FFrav)yaRfearvR—xv

N D% Kibana Pod DX F5—4 X

replicaSets array AF>av)

replicas int #AF>av)

21.1.1.1.107. .status.visualization.kibanaStatus[].clusterCondition

21.1.1.1.107.1. 5iBA

21.1.1.1.107.1.1. B
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® object

21.1.1.1.108. .status.visualization.kibanaStatus[].replicaSets[]

21.1.1.1.108.1. &tBA

21.1.1.1.108.1.1. B¢

® array
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