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e Terrafoom 7Y L —bAFEARALTVPC 2#/ERT 3
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R

Terraform OFEIETAMNETEVRAMNL—Y 3V EBENELTVWET, HEBDA VR
N—ILTlE. MBICFERT3E=HICVPCIZW DHODEREEZMADVEI,rHY FT, F
oo D Terraform A2 ) TR &FHETZEZE, VSRY—5AVAMN=ILTBFE
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l&, us-east-2 #fFRL XY,

Terraform % f#f L 7= Virtual Private Cloud D{ERX
Terraform (&, I IN/2T VT L—rA2FHALTIFIFEFARAY Y —REERTEDY—ILTT, RD
TOERATE, BEBEICKLTT 74 MDA T 3V %FERL T, ROSAwithHCP 7 5 249 —%&ER%
LEd, Terraform DFEADFFEMIE. BEEBHRZSEL TLEIWN,
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I VI Terraform XN—2 3 Y 140 UUIBENA VA M=)l I TW3,

TUVICGItDNMI VYA MN=ILINTWS,

vIW7avFhERE, ROOAYY REZETLT TerraformVPC Y RY N —D oy O0—V %

ER L F 9,

I $ git clone https:/github.com/openshift-cs/terraform-vpc-example
RDOATY RERTLT ERLETA LI M) —ICRBILET,
I $ cd terraform-vpc-example

ROAR Y RERITLT, Terraform 7 71 L EFBLE T,

I $ terraform init

IDTOEANETTHE, MHLERRBTEIA Y E—IDNRRINIT,

BEE D Terraform 7~ 7L — MIEDWT VPC Terraform 75 Y %1859 % (21E, plan O<%
YREERITLET, AWS =Y aV a8 30BN HYET, V5RAI—EBDIEEZZERTE
%9, terraform plan 2'58 7 9 % &. rosa.tiplan 7 7 1 JLA* hypershift-tf 7« L 2 b —I(C
BMINEFT, #7723 v05FMIE. Terraform VPC R ) —D README 7 7 1 )L %5

BLTLETW,

I $ terraform plan -out rosa.tfplan -var region=<region> [-var cluster_name=<cluster_name>]

ROOATY RAEEFTLT, TOTSV 774V EERALTVPCAHBELET,

I $ terraform apply rosa.tfplan
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I $ export SUBNET_IDS=$(terraform output -raw cluster-subnets-string)
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o ROOATUVRZFRHLT, BHANELKEREINLILZMIRTEIET,
I $ echo $SUBNET IDS
aapall

I $ subnet-0a6a57e0f784171aa,subnet-078e84e5b10ecf5b0
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HEERLTWET,
yy—2R *— &
INT VY w4 kubernetes.io/role/elb 1F3ERL
Txv b
TSAR—| kubernetes.io/role/internal-elb 1F3ERL
VP
Pz -

DI EBIDDTFAR— TRy bE, BETZHERER 12O T) v IH TRy
M T TBRENDY TT,

GRS Jaa
o VPCZ{ER L TW3,

o awsCLI A/ VAMN—I)LLTW3,

FIa
LROAT Y RERFTFTLT, Y7y MIREH B Y VR LET,

I $ aws ec2 describe-tags --filters "Name=resource-id,Values=<subnet-id>"

H A B

I TAGS Name <subnet-id> subnet <prefix>-subnet-public1-us-east-1a

2. RDAR VY RERITLT 9—IFINTNY—RICIT%=/HITET,

a. NTVwoHTxy hOFEIF, UTEERTLET,

$ aws ec2 create-tags --resources <public-subnet-id> --tags
Key=kubernetes.io/role/elb,Value=1

b. 7ZAR=—K TRy hDIFZEIF. UTEETLES,

$ aws ec2 create-tags --resources <private-subnet-id> --tags
Key=kubernetes.io/role/internal-elb,Value=1

i3
qEI-I'l

LRDOATY RZRITLT, 7DV ELKERINTVWS I EZHALET,

I $ aws ec2 describe-tags --filters "Name=resource-id,Values=<subnet_id>"

H A B



BT IANIMDE T a v %FEHLK ROSAWITHHCP 75 X9 —DYEB

TAGS Name <subnet-id> subnet <prefix>-subnet-public1-us-east-1a
TAGS kubernetes.io/role/elb <subnet-id> subnet 1
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Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) = L T. Red Hat OpenShift Service on
AWS (ROSA) with Hosted Control Plane ¥ 5 29 —%{Ef§ 2 RilC. Operator R ¥ —%2 &L, BHE
BT7ADY M2EOO—ILERY —%FERLET,

R

ROSAWithHCP 4 S A% —Ilid, AWSBER) =D T7I v FINLTHhHIV hE
Operator A—)ILAMKETY, BEEBEDRY V—IFHR—KrINhTLWEHA, ROSA
withHCP 7 5 24 —® AWS BIER ) & — DI, AWS managed policies for ROSA
accountroles Z#Z&M L T 72X,
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ROSA with HCP @ AWS DRIRFHEAZT L TW3,

o FIATBERAWS H—ERT+—98H %,
e AWSIOYY—JLCROSAH—EREZHMIILTWS,
o A YVAPM—JLRR M, &HFDROSACLI(rosa) 1 VA M—ILLTEHRELTWS,

e ROSACLIZfEFHLTRedHat 7 Ao » MiCAJA4 Y LTW3,

FIR

o AWSTZ7HYY MIBELAWESIE, ROOATY RAEETFTLT. REAT7HI Y M2EDSTS
O—)I&aEmL, RYUS—BETF7HYYFLET,

I $ rosa create account-roles --hosted-cp --mode auto --yes

o AT aviRODAT Y REERITLT, BEHEZREEHRELTERELFT,
I $ export ACCOUNT_ROLES_PREFIX=<account_role_prefix>

o ROIAXY RERFTLT, EHOEERRLET,

I $ echo SACCOUNT_ROLES_PREFIX

H A B


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
https://developer.hashicorp.com/terraform
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.2/deploy/subnet_discovery/
https://docs.aws.amazon.com/ROSA/latest/userguide/security-iam-awsmanpol-account-policies.html
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EEERTZ2HELIHY T, ZDREIL. OpenShift Cluster Manager TERT 2 7HICEHINT
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FIE=S 0
® ROSAwith HCP M AWS DRIHRFHZTT L TW 3,
® Red Hat OpenShift Service on AWS @ AWS BIiREHE %R T LTW3,
o A YVRM—JVRAR NI, &#FTD Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) = 1 >~
A= LTERELTWS,

FIR

¢ AWS )Y —RE—H#ICOIDCHREZMFEMT HICIE, ROIATY REXRITLET,
I $ rosa create oidc-config --mode=auto --yes
ZDIARY NIFRDBEHRERLEFT,

H A B

? Would you like to create a Managed (Red Hat hosted) OIDC Configuration Yes

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command and
remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id 13cdr6b

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp'

I: Creating OIDC provider using 'arn:aws:iam::4540112244:user/userName'

? Create the OIDC provider? Yes

I: Created OIDC provider with ARN 'arn:aws:iam::4540112244:oidc-
provider/dvbwgdztaeg9o.cloudfront.net/13cdréb’

PSR —%ERTBEXIE. OIDCEREID 2#IEET ZHELHY FT, CLIHATIE, -
mode auto D Z DEMNREINZF T, TZhUADIFE L. --mode manual D aws CLI HAIC
HEOWTINLDEERETDIHENHYET,

o 73 :OIDCHREIDZEHE L TRELT, BTHEATEZT, XOaAY Y REET
LTEHERELET,

I $ export OIDC_ID=<oidc_config_id>g))

Q FEROHAFITIE, OIDC ZE ID I 13cdréb T,
o RMDATY RAEFTLT. THOEERTLET,

10


https://docs.aws.amazon.com/ROSA/latest/userguide/security-iam-awsmanpol.html
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I $ echo $OIDC_ID

H A B

I 13cdréb

1Y ERICEENT 5N TV 3 529 —THATE 2AMA OIDCREE YR M TEE
T. UFOavy RARFLET.,

I $ rosa list oidc-config

H A B

ID MANAGED ISSUER URL

SECRET ARN

2330dbs0n8m3chkkr25gkkcd8pnj3Ik2 true
https://dvbwgdztaeq9o.cloudfront.net/2330dbs0n8m3chkkr25gkkcd8pnj3lk2
233hvnrjoqu14jltk6lnbhf2tj11f8un false https://oidc-r7uil.s3.us-east-1.amazonaws.com
aws:secretsmanager:us-east-1:242819244:secret:rosa-private-key-oidc-r7u1-tM3MDN
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ROSAwithHCP 7 5 24 —% A7 315 & &, Red Hat OpenShift Service on AWS (ROSA) with
Hosted Control Plane (HCP) 7704 X > MIWER Operator IAM O— LA {ERR T 2 BN H Y £
¥, VT R#H— Operator l&. Operator DO—JLEFERALT. Ny IV RAMNL—Y, 259 R70O
NA T —DERIEER. V7RI —~DART IV EZADEERE, V7RI —BEERTTILHIHE
R—BENRT IV RFTEZREBLET,

AR

FIR

ROSA with HCP @ AWS DRIRFHEAZT L TW3,

4 VA M—=ILIRR M, &FTD Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) & 1 >~
AM—ILTHRELTWD,

THYOY NEEDAWS O—ILAEER L TWS,

ROAR Y FZFERALT, EEFLAZ2RIBEERICRELET,
I $ export OPERATOR_ROLES_PREFIX=<prefix_name>
Operator D— LAY B ICIE, ROOATY REERTLET,

$ rosa create operator-roles --hosted-cp --prefix=fOPERATOR_ROLES_PREFIX --oidc-
config-id=$OIDC_ID --installer-role-arn
arn:aws:iam::${AWS_ACCOUNT_ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role

1
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RODMERIE. Operator A—JLIERRDA T a v A RLTWET,

2]
©

$ rosa create operator-roles --hosted-cp

--prefix=fOPERATOR_ROLES_PREFIX ﬂ

—-oidc-config-id=$0IDC_ID @)

--installer-role-arn
arn:aws:iam::${AWS_ACCOUNT_ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role 6

INSO Operator A—IL&EERKT % & Xid, EEFELIEETILEIHYET, DL
BWEIS—DRELFT, EEFEBEHIT. O/ a Vv OEEERESRBLTLLE
T Ly,

CDfElIE, ROSAwithHCP 2 524 —RIC/ERK L7 OIDC:%%E ID T9,

CDIEIZ, ROSAT7AD Y hAO—ILOEMREFICER LA VA N—5—0O—J)L®D ARN T
-a—o

ROSAwithHCP 2 S R —FH®DIELWO—J)L%ZEKT % ICId. --hosted-cp /AT X —4 —% &
HEZRERrHYET, 20TV RILRDOBERERLET,

H A B

12

? Role creation mode: auto

? Operator roles prefix: <pre-filled_prefix> ﬂ

? OIDC Configuration ID: 23soa2bgvpek9kmes9s70s0a39i13gm4 |
https://dvbwgdztaeq9o.cloudfront.net/23soa2bgvpek9kmes9s70s0a39i13gm4 9

? Create hosted control plane operator roles: Yes

W: More than one Installer role found

? Installer role ARN: arn:aws:iam::4540112244:role/<prefix>-HCP-ROSA-Installer-Role

? Permissions boundary ARN (optional):

I: Reusable OIDC Configuration detected. Validating trusted relationships to operator roles:
I: Creating roles using 'arn:aws:iam::4540112244:user/<userName>'

I: Created role '<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials'
I: Created role '<prefix>-openshift-cloud-network-config-controller-cloud-credenti' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-controller-cloud-
credenti’

I: Created role '<prefix>-kube-system-kube-controller-manager' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager'

I: Created role '<prefix>-kube-system-capa-controller-manager' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager'

I: Created role '<prefix>-kube-system-control-plane-operator’ with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator'

I: Created role '<prefix>-kube-system-kms-provider' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider'

I: Created role '<prefix>-openshift-image-registry-installer-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-credentials’
I: Created role '<prefix>-openshift-ingress-operator-cloud-credentials’ with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials'

I: To create a cluster with these roles, run the following command:

rosa create cluster --sts --oidc-config-id 23soa2bgvpek9kmes9s70s0a39i13gm4 --operator-
roles-prefix <prefix> --hosted-cp



BT IANIMDE T a v %FEHLK ROSAWITHHCP 75 X9 —DYEB

@ o7 LR BUOERITY RTHRE L AEERIEMICANIET,

‘9 ZD74—JLRTIE, ROSAwith HCP ¥ 5 24 —FIC{ER L 7= OIDC 32 E 5 5BIRT B
ELrAHY ET,

ZN T, Operator A—JLAMERR I 1. ROSAwithHCP 7 5 24 —DERICERTE 2 LD 1C
®mYFE Lk,

ROSA 7#7 Y MIEEMIF 5N TWS Operator A— LAY A NRRTEET, UTFoavxy
FERITLET,

I $ rosa list operator-roles

H A B

I: Fetching operator roles

ROLE PREFIX AMOUNT IN BUNDLE

<prefix> 8

? Would you like to detail a specific prefix Yes ﬂ

? Operator Role Prefix: <prefix>

ROLE NAME ROLE ARN

VERSION MANAGED

<prefix>-kube-system-capa-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager

413 No

<prefix>-kube-system-control-plane-operator
arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator

413 No

<prefix>-kube-system-kms-provider
arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider 413
No

<prefix>-kube-system-kube-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager

413 No

<prefix>-openshift-cloud-network-config-controller-cloud-credenti
arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-controller-cloud-
credenti 4.13 No

<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials
413 No

<prefix>-openshift-image-registry-installer-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-credentials
413 No

<prefix>-openshift-ingress-operator-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials
413 No

" ATV REEFTTEE, AWSTHY Y MIBEEMITONTWB TR TOEEHNRTS
N, TOEEFHICEEMITONATWEO—ILOEPEHFEINET., Th50O—ILEZED
HMAEITRTCRRTDIVENHDHEIE. FMTOY T MT "Yes" EANTBE, ThD
OO—JLHEEHlEEEICYAMNINE T,
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BIER R

R —4 —EBEBHICDOWTIE, HAHY L Operator IAM O—)L#EEERE #2RB L TLEI W,

1.3.CLI Z{#A L 7= ROSAWITHHCP 7 5 X 4 —D1{ERK

Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) 2R LTV S XY —%ERT 2Ha1E. T
T7AIVINDATavEBRLTIVSAY—5ERRIERTEET,

AR

FIR

14

ROSA with HCP @ AWS DRIRFHEAZT L TW3,
FEATRERAWS H—ER I 4+ —491H 3,
AWS OVY—J)LTROSAHY—EREZEHMICLTWS,

AYVRARN=ILIRRA MT, &HD ROSACLI(rosa) #1 Y A b—JLLTERELTW3, rosa
version #E27L T, WIEA VYA M =L INTWB ROSACLION—T 3V EBERLFT,
LWAN—=Ua U RIEARERIBE, CLIECOT7y T L—RKa48oy0—RKR$3-HD) >
VERHLET,

ROSACLI #fFHLTRedHat 7 A ¥ MO A4 Y LTW5S,
OIDC EREMNMEMINT WS,

AWS Elastic Load Balancing (ELB) t—EXO—ILHANAWS 7 AU Y NMIEHETZ T E%FEEL
TW5,

ROSAwithHCP 7 S A4 —&{EK T B ICIE,. JROWThHhrDIYY RAEFAHALET,

R

ROSAwithHCP ¥ S R 49 —% kKT 2B E. T 7 4L kDT v Classless
Inter-Domain Routing (CIDR) (& 10.0.0.0/16 T3%, NN VPCH TRy h®D
CIDR &I L TWAWSEIE, RO~ ¥ KIZ --machine-cidr
<address_block> %3EfNL £9, Red Hat OpenShift Service on AWS D7 7 #
JU b CIDREEFICDOWT, ##MiE CDREFHDERE 2SR L TLEIW,

o BIBZAHZREL TVWRWERIE, UTFDIYY FZEITLET,

$ rosa create cluster --cluster-name=<cluster_name> \ <.>
--mode=auto --hosted-cp [--private] \ <.>
--operator-roles-prefix <operator-role-prefix> \ <.>
--oidc-config-id <id-of-oidc-configuration> \
--subnet-ids=<public-subnet-id>,<private-subnet-id>

OV RAI—DEFIERBELET, V5 RY—EZN 5 XFEBADIHAE.
openshiftapps.com T7AOEY 3 ZV I INLITRAI—DY T RAAVE L TEHBERS
NERXA VEBEFE’SENET, YT RAMVEHRYTA X 511, --domain-
prefix 75 VAFEALET, NAAM VEBEFHIXSXFEBATIARLY, —BETHIVE
BHY., VSR —DERBICEETCEE A, <>F T2 3 --private 318x. 751
NR— K ROSAWithHCP 7 5 24 —%EMT 27=DICFERAINE T, CO5I8EERT 3%


https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-operator-role-prefixes_rosa-sts-about-iam-resources
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/networking/#cidr-range-definitions

BT IANIMDE T a v %FEHLK ROSAWITHHCP 75 X9 —DYEB

&k, --subnet-ids ICTSAR— MY TRy N IDDHEFERATELIICLTLEIL, <>
TI7AIDNTIE, VSR —EED Operator DA—ILZITIE, VS RAIY—REFT VT LR
AMID/INY Y A EERE LTI OhES, #7723 v T O—ILED
<cluster_name>-<hash> # B X2 2 W R Y LEEFHAIBETIE T, HEEFHE, /7R
4 —EB®D Operator IAM O—LAERT 2 & ZIERAINE T, EEFOFHME. HRY
L\ Operator IAM O—JLEEBRFEICDOW T ZSR L T LI W,

e

= -1o)
BEETZT7Hho Y bE2FEOoO—ILEERLIEZICHRAY L ARN /X R &1E
ELEIBE., WAV LNRRZEHIFNICKREINE T, HRAY L/RRIE, D

27y TTHERT 2 & X, V5 R9—EHD Operator A—JLIZERAI N
i’a—o

o RIBEHARET Z2HBEIIF. ROOAYY RERTL T, ARFAIFIELFATHRAATEER API
Engress #FEAL T, MY Y FT—IBN1DEFNDE IS RY—%ERLE T,

$ rosa create cluster --private --cluster-name=<cluster_name> \
--mode=auto --hosted-cp --operator-roles-prefix=fOPERATOR_ROLES_PREFIX\
--oidc-config-id=$ODIC_CONFIG --subnet-ids=$SUBNET_IDS

o REBEZHARET ZHEIE. ROAYY RERFTLT, B—0#fiv> Y =)L, 2RI
NTW3S AP, BLUORAINTWS Ingress "EFND VTR —%ERLE T,

$ rosa create cluster --cluster-name=<cluster_name> --mode=auto --hosted-cp --
operator-roles-prefix=30PERATOR_ROLES_PREFIX --oidc-config-id=$ODIC_CONFIG
--subnet-ids=$SUBNET _IDS

2. RDAXV RERITLT, VT ARYI—DRT—HYR%=HRELET,
I $ rosa describe cluster --cluster=<cluster_name>

LIF®D State 7 1 —IL RDEEIX, V75 RAY—A VA M—ILDEH E L THAICKRRIINE
-a—o

e pending (Preparing account)
e installing (DNS setup in progress)
e installing

e ready

R

AV M=ILHRBLZHBEN. State 7 1 —JL RH10 DLAE ready ICE
HOoRWERIE, A VAMN—=ILDRZTINDa—TFT 14V IDRFIAVNT
AL TS EIV, FMllE. 1 YAMIWDMZTVYa—FT1>
JHSBLTLEIV, RedHat Y R— MIHYR— MK 2 FIE

l&. Red Hat OpenShift Service on AWS DY R— b &3 555 L T
EX W,

3. Red Hat OpenShift Serviceon AWS 4 Y 2 h—)L 7O S L0007 5ERL T, V5 RY—1E
BROETRREZEHLET, OV EZHERT2ICIE. ROATY REEFTLET,

15
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I $ rosa logs install --cluster=<cluster_name> --watch \ <.>

HOATVAaVAVAN—IOETHICHFLVWAOS A v E—UABERT B(21E. --watch 32K
HFEALET,

14. ROAFTv T

ROSA VSR —~DT7 IR

1.5. BE B R

16

FEE—REFEALTROSA VSR —%77O4F 2FIRIE. hRITA X %=EALELY S
AH —DIFR 2B R LTI,

STS % {9 % Red Hat OpenShift Service on AWS %7 704 § % DICHEA AWS Identity
Access Management (IAM) J YV — X DOF#llE. STS ZEAT 27 A5 —DIAM )V — I
DWT ZBRLTLEIW,

TXa2YTA—TI—TOBEHIIOVTIE, BMDOARY LX) T4 —JI—T 52S8RL
TLEIW,

#4723V T Operator D— L& IEEFE A RET 2 HEADFEMIZ. 5 X4 L Operator IAM O —
IVEEEFHICOVWT 28R LTI,

STS%HHT D ROSAAZA VA M= T B-ODRHIREZMHDFEMIZ. STS A#{FHT % ROSA
D AWS DREIHESRE 2SR LTI,

auto E— K& manual E— RA2ER L THRERSTS )Y —RXAZEMT 2 HEDFEMIZ. BF
FTOAAA YR E—REFHTTOAMA VYN E—RIIDVWT ZHBLTLIEIN,

AWS IAM T OpenlD Connect (OIDC) 74 TV T 14 T4 —7AONA ¥ —DFERICET %55

&, AWS RF 2 X MDD Creating OpenlD Connect (OIDC) identity providers 258 L T &£
T LY,

ROSA YV SAI—DAVARN=IDNSTINYa—F4 v TDEMIZ. 1 VAM—ILDNST
Woa—FT4 0T #B8RBLTLEIN,

Red Hat %7 R— MIHR— N = {&FE 9 % FlEIE. Red Hat OpenShift Service on AWS D1 7R —
haZlT2 ZB5RLTEIN,


https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-accessing-cluster
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-cluster-using-customizations_rosa-sts-creating-a-cluster-with-customizations
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-security-groups_prerequisites
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-operator-role-prefixes_rosa-sts-about-iam-resources
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prereqs
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-understanding-deployment-modes_rosa-sts-creating-a-cluster-with-customizations
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-installations
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/support/#getting-support

FE2EHRAY LA AWSKMSEESE %GR L7/ ROSAWITHHCP 75 X4 —DYER

HFH2E W RAY L AWSKMS iS5 %Z A L 7 ROSA WITHHCP ¥
T A8 —DIYERK
A R4 LD AWS Key Management Service (KMS) ¥ —% {1 L T. Red Hat OpenShift Service on
AWS (ROSA) with Hosted Control Plane 7 5 2% —&/Em L £,
2.1. ROSA WITH HCP DRI
ROSAWithHCP 7 2249 —%F T 2 ICIE. RDEDHIBETY,
o BREINLRESZAR—KI ST K (VPC)
e PHUYVMEKOO—I
e OIDCEE

o ARL—4—DO—)b

211. ROSAWithHCP 7 S A9 —FDRETSA R— NI 57 KOVERK

ROSA with HCP 7 5 2 % —&{Em 9 % IId. Virtual Private Cloud (VPC) "W ETY, RDAE% FH
LTVPC 2R TEET,

e Terrafoom 7Y L —bAFEALTVPC 2#/ERT 3

e AWSIOYY—JLTVPCUY—REFHTHERT S

R

Terraform OFBEIETAMNETEVRAMNL—Y 3V EBENELTVWET, HEBDA VR
N—ILTlE. MBICFERT3=HDICVPCIZW DHODEREEZMADVEI,rHY FT, F
oo D Terraform A2 ) TR & FHETZEZE, VSRY—56AVAMN=ILTEBFE
D=3V ERLY—2avilhdIlEzHRIIVENHYET, INS5DHIT
I&, us-east-2 AL XY,

-

Terraform % f#f L 7= Virtual Private Cloud D{ERX

Terraform l&, I IN/2T VY TL—rA2FHALTIFIEFARAN) Y —REERTEBY—ILTT, KD
TOERATIE, BEBEICKLTT 74 DA T2 3 V% FERL T, ROSAwithHCP 7 5 249 —%ER%
LZEd, Terraform DFEADFFEMIE. BEEBHRZSEL TLEIWN,

Gl s
o TVl Terraform /N—2 3 V140 LIEDNM VA M—ILIhTW5,
o YTIUVILGItIMIYARN=ILINTWES,

FIR

L Yz7ary 7RSS, ROOTY REERFTLT TerraformVPC VR M) —DoO—r %
B LE T,

I $ git clone https://github.com/openshift-cs/terraform-vpc-example

17
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RDOATY RERTLT R LETA LI M) —ICRBILET,
I $ cd terraform-vpc-example

ROAR Y RERITLT, Terraform 7 71 L EFBLE T,

I $ terraform init

IDTOEANTETTHE, MHLERRTEA Y E—IDNRTINIT,

BEE D Terraform 7~ 7L — MIEDWT VPC Terraform 75 Y %1859 % (21E, plan O~
YREERFTLET, AWS)—VaVvaga0snBLNHYET, V7RI —RADIEEEZEIRTE
9, terraform plan »*58 T 9 % &. rosa.tfplan 7 7 1 JL A hypershift-tf 71 L 7 k1) —I(C
BmMINEzd, £#7> 3 v0FFMIE. Terraform VPC Y RY ) —D README 7 7 4 )L %5
BLTLEIWL,

I $ terraform plan -out rosa.tfplan -var region=<region> [-var cluster_name=<cluster_name>]
ROARY REEFTLT, TOTZ0 774V EBHALTVPC ZBELET,
I $ terraform apply rosa.tfplan

FE: ROOATY RAEZEFTL T, Terraform T7OEY a =y i3Ik TSAR—K, Ty
g, BLUOTI U T=IDH TRy NID DEEREE#HE LTHF+ 7F ¥ — L. ROSA with
HCP VS RY —%{Eff 2 & XICEATEET,

I $ export SUBNET_IDS=$(terraform output -raw cluster-subnets-string)

RDARY REFAL T, BERHPELLKEREINLZIEZHRTITET,
I $ echo $SUBNET IDS
aapall

I $ subnet-0a6a57e0f784171aa,subnet-078e84e5b10ecf5b0

BIER R

Z—XIIEDHDETCVPCEHRITARTDEZIFERTIZIARNTOA T 3 Vv OFMAA) R
NiE. TerraformVPC YR M) —ASRB L TLEI L,

Virtual Private Cloud &= F8C{EK T %

Terraform %@ H 9 21 Y IT Virtual Private Cloud (VPC) A FBITHER T 5 Z & 2 RIR L BE

. AWS OV Y —ILDVPCR—=2 ICBELET, VPCIE, ROKRICKRITEHZH L LTVWEIRLEN
HYFEd,

K21VPC DEH

18


https://github.com/openshift-cs/terraform-vpc-example/blob/main/README.md
https://github.com/openshift-cs/terraform-vpc-example
https://us-east-1.console.aws.amazon.com/vpc/

5E2E W A9 L AWSKMS BESE %A L7 ROSAWITHHCP 7 5 X249 —DERR

B4 E30

VPC £ DSRY—BIERT B EEIF. BHBEDVPCEZE D
PMHETY,

CIDR & VPC CIDRE&IHIZ~Y > VD CIDR & —H T 2MENH
YET,

TFRASEYF4 =YY=V B —VDBREIR 1 DOTRLY -V RET, &
B —VDBEE3I>OTRAMY -V RETT,

NWNTYw o9 TRy b NRTYy Y9525 —|C1E, NATH— MDA %1{F
ATNRTYw 03Ty N1 DRETY, 754
R=NISZREI—ITWENRNT) v o5 TRy NIMHE
HYFHA,

DNS KRR N & & R DNS KRR MR EFRDABMICAR > TWS I & &FER
TEILELAHYET,

B EE R

® Get Started with Amazon VPC

® HashiCorp Terraform KF a2 X > bk

212. 7 H9 Y h2EDSTSO—IL B LVORY O —DIERK

Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) = L T. Red Hat OpenShift Service on
AWS (ROSA) with Hosted Control Plane ¥ 5 29 —%{Ef§ 2 RilC. Operator R ¥ —%2 &L, BE
BTATY M2EOO—IVERY D—%FERLET,

R

ROSAwithHCP 7 5 24 —Ilid. AWSEBERY -7y FINLTHIV b E
Operator A—)ILANETY, BEEBEEDRY V—IFHR—KrINhTLWEHA, ROSA
WithHCP 7 5 24 —® AWS BIER ) & — DI, AWS managed policies for ROSA
accountroles ZZR L T LI,

AR

FIR

ROSA with HCP ® AWS DRiliRFEH%=T T LTW5,
FMAERERAWS Y —ER IV +—49hH 3,

AWS OV Y —JLTROSAH—ERZBMICLTWS,

AYVRARN=ILIRA M, &RHFD ROSACLI(rosa) #1 YA M—ILLTEHRELTWS,

ROSACLI ZfHLTRedHat 7 AV ¥ MZOTA4 Y LTW3,

19


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
https://developer.hashicorp.com/terraform
https://docs.aws.amazon.com/ROSA/latest/userguide/security-iam-awsmanpol-account-policies.html

Red Hat OpenShift Service on AWS 4 ROSA withHCP 7 S X9 —DA4 VA b—Jb

o AWSTZ7HYY MIBELAWESIE, ROOAT Y RAEETFTLT. REAT7HI Y M2EDSTS
O—)I&aEmL, RYUS—&TF7HYYFLET,

I $ rosa create account-roles --hosted-cp --mode auto --yes

o ATV RDIATY RERITLT, HFEHLIREZHELTEHRELET,
I $ export ACCOUNT_ROLES_PREFIX=<account_role_prefix>

o ROIAXY RERFTLT, EHOEERTLET,

I $ echo SACCOUNT_ROLES_PREFIX

DBl
I ManagedOpenShift

ROSA @ AWS EIZ IAM R 1 & —DFFfllIE. AWS managed IAM policies for ROSA SR T 72X
LY,

2.1.3. OpenlD Connect % E DYERK

ROSAwWithHCP 7 S 24 —%EAT 2158IE. 7 7R —%/EMKT BHIIC OpenlD Connect (OIDC) 7%

EEERTZ2HELHY T, ZDREIL. OpenShift Cluster Manager TERT 2 7HICEHINT
\/\i-a—o

AR
e ROSAwith HCP @ AWS DRIfRFZH%ZTT L TW3,
® Red Hat OpenShift Service on AWS @ AWS BIiREHE %R T LTW3,
o A VRM—JVIRAR NI, &#FTD Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) = 1 >~
AM—ILLTHRELTWS,
FIr
¢ AWS )Y —RE—H#EICOIDCHREZMFEMT HICIE, ROIATY REXRITLET,
I $ rosa create oidc-config --mode=auto --yes
ZDATY RFROEHRZRLFT,

H A B

? Would you like to create a Managed (Red Hat hosted) OIDC Configuration Yes

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command and
remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id 13cdr6b

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp'

I: Creating OIDC provider using 'arn:aws:iam::4540112244:user/userName'

20


https://docs.aws.amazon.com/ROSA/latest/userguide/security-iam-awsmanpol.html

FE2EHRAY LA AWSKMSEESE %GR L7/ ROSAWITHHCP 75 X4 —DYER

? Create the OIDC provider? Yes
I: Created OIDC provider with ARN 'arn:aws:iam::4540112244:oidc-
provider/dvbwgdztaeg9o.cloudfront.net/13cdréb'’

PSR —%ERTBEXIE. OIDCEREID 2#IEET HHELHY FF, CLIHATIE, -
mode auto D Z DEMNMREINZE T, TZhUANDIHFE L. --mode manual D aws CLI HAIC
HEOWTINLDEERETDIHENHY XY,

o 73 V:OIDCHREIDZEHE L TRELT, BTHEATEZT, kKoY Y REET
LTEHERELET,

I $ export OIDC_ID=<oidc_config_id>))

Q FEROHAFITIE, OIDC ZE ID I 13cdréb T,
o RMDATY RAEFTLT. THOEERTLET,
I $ echo $OIDC_ID

H A B

I 13cdréb

o I—H—MEICBEENITONTWVWE IS RY—THATEZARLOIDCHREZ)ANTERX

T, UTFOOTY FEZETLET,

I $ rosa list oidc-config

H A B

ID MANAGED ISSUER URL

SECRET ARN

2330dbs0n8m3chkkr25gkkcd8pnj3Ik2 true
https://dvbwgdztaeq9o.cloudfront.net/2330dbs0n8m3chkkr25gkkcd8pnj3lk2
233hvnrjoqu14jltk6inbhf2tj11f8un false https://oidc-r7uil.s3.us-east-1.amazonaws.com
aws:secretsmanager:us-east-1:242819244:secret:rosa-private-key-oidc-r7u1-tM3MDN

2.1.4. Operator DAO—JLER Y ¥ —DYERR

ROSAwithHCP 7 5 24 — %A Y 315 & &, Red Hat OpenShift Service on AWS (ROSA) with
Hosted Control Plane (HCP) 7704 X ¥ MIWER Operator IAM O— LA {ER T 2 BN H Y £
¥, VT R%— Operator l&. Operator DO—JLEFERL T, Ny IV RAMNL—Y 259 R70O
NA T —DERIEER. V7RI —~DART IV EZADEERE, V7RI —BEEERTTEILHIHE
RN T VAR ERESLET,

AR

® ROSA with HCP @ AWS DRHRSFEAZT LTW3,
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o A YVRAM—J)LIRA NI, &HFHD Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) =1 >~
AM—ILLTHRELTWD,

o PHIUYMNEEHEDAWS O—ILAEERLTWD,

FIa
LROATY FEALT, EENEAZREERHICRELETT,

I $ export OPERATOR_ROLES_PREFIX=<prefix_name>

2. Operator A—J)LAERRT B ICIE, ROOAT Y RERTLET,

$ rosa create operator-roles --hosted-cp --prefix=fOPERATOR_ROLES_PREFIX --oidc-
config-id=$OIDC_ID --installer-role-arn
arn:aws:iam::${AWS_ACCOUNT_ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role

ROMERIE. Operator A—JLIERR DA > a v A RLTWET,

$ rosa create operator-roles --hosted-cp

--prefix=fOPERATOR_ROLES_PREFIX ﬂ

—-oidc-config-id=$0IDC_ID @

--installer-role-arn
arn:aws:iam::${AWS_ACCOUNT_ID}:role/${ACCOUNT_ROLES_PREFIX}-HCP-ROSA-
Installer-Role 6

ﬂ INS®O Operator A—ILEERKT % & X3, EEFEIEETIHNEN’HYET, DL
BWEIS—DRELFT, EEFEBEHIT. COEIYa Vv OEEERESRBLTLLE
T Ly,

g Z DfEIE. ROSAwithHCP 2 5 24 —RIC{#ERK L 7= OIDC B ZEID T,

g ZDfEIE. ROSAT7 A Y hO—IILDEMBSICIER LA YA N—5—0O—JLD ARN T
-a—o

ROSAwithHCP 2 S R4 —FH®DIELWO—JLZEKT %I, --hosted-cp /AT X —4 —% &
HEZRERrHYET, ZOATY RILROEBERERLET,

H A B

? Role creation mode: auto

? Operator roles prefix: <pre-filled_prefix> ﬂ

? OIDC Configuration ID: 23soa2bgvpek9kmes9s70s0a39i13gm4 |
https://dvbwgdztaeq9o.cloudfront.net/23soa2bgvpek9kmes9s70s0a39i13gm4 9

? Create hosted control plane operator roles: Yes

W: More than one Installer role found

? Installer role ARN: arn:aws:iam::4540112244:role/<prefix>-HCP-ROSA-Installer-Role

? Permissions boundary ARN (optional):

I: Reusable OIDC Configuration detected. Validating trusted relationships to operator roles:
I: Creating roles using 'arn:aws:iam::4540112244:user/<userName>'

I: Created role '<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials'
I: Created role '<prefix>-openshift-cloud-network-config-controller-cloud-credenti' with ARN

22



FE2EHRAY LA AWSKMSEESE %GR L7/ ROSAWITHHCP 75 X4 —DYER

'arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-controller-cloud-
credenti’

I: Created role '<prefix>-kube-system-kube-controller-manager' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager'

I: Created role '<prefix>-kube-system-capa-controller-manager' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager'

I: Created role '<prefix>-kube-system-control-plane-operator’ with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator'

I: Created role '<prefix>-kube-system-kms-provider' with ARN
'arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider'

I: Created role '<prefix>-openshift-image-registry-installer-cloud-credentials' with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-credentials’
I: Created role '<prefix>-openshift-ingress-operator-cloud-credentials’ with ARN
'arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials'

I: To create a cluster with these roles, run the following command:

rosa create cluster --sts --oidc-config-id 23soa2bgvpek9kmes9s70s0a39i13gm4 --operator-
roles-prefix <prefix> --hosted-cp

Q ZDT74—ILRICIE. SUOERIYY RTHRELAEBEBEASTICAAINET,

g ZD74—IJLRTIE, ROSAwith HCP ¥ 5 24 —FIC{ER L 7= OIDC 32 E 5 BIRT 21
ELrHY ET,

ZN T, Operator A—JLAER I 1. ROSAwithHCP 7 5 24 —DERICERTE 3 LD 1C
BmYFE LK,

ROSA 7#7 Y MIEEMIF 5N TWS Operator A— LAY A NRRTEEY, UTFoavxy
FERITLET,

I $ rosa list operator-roles

H A B

I: Fetching operator roles

ROLE PREFIX AMOUNT IN BUNDLE

<prefix> 8

? Would you like to detail a specific prefix Yes ﬂ

? Operator Role Prefix: <prefix>

ROLE NAME ROLE ARN

VERSION MANAGED

<prefix>-kube-system-capa-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-capa-controller-manager
413 No

<prefix>-kube-system-control-plane-operator
arn:aws:iam::4540112244:role/<prefix>-kube-system-control-plane-operator
413 No

<prefix>-kube-system-kms-provider
arn:aws:iam::4540112244:role/<prefix>-kube-system-kms-provider 413
No

<prefix>-kube-system-kube-controller-manager
arn:aws:iam::4540112244:role/<prefix>-kube-system-kube-controller-manager
413 No
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<prefix>-openshift-cloud-network-config-controller-cloud-credenti
arn:aws:iam::4540112244:role/<prefix>-openshift-cloud-network-config-controller-cloud-
credenti 4.13 No

<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-cluster-csi-drivers-ebs-cloud-credentials
413 No

<prefix>-openshift-image-registry-installer-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-image-registry-installer-cloud-credentials
413 No

<prefix>-openshift-ingress-operator-cloud-credentials
arn:aws:iam::4540112244:role/<prefix>-openshift-ingress-operator-cloud-credentials

413 No

ARV RERITTDE, AWSTHD Y MIBEERMTFLONTWVWE I ARTOEBEHESNKR RS
N, TOEEFHICEEMITONATWEZO—ILOEPEHFEINET, Tho50O—ILEZED
FEMAETARTRTTIVELNHZHEIE. FMTOYTRNT Yes" EAHNTEHE, b
DO—ILAFEMEEEHIC) RARNINET,

215. H XY L AWSKMS F—%{EHH L7 ROSA 7 5 A% —DYERK

J—RDIV—FRYa—Lb, eted T—IXR—R, FLEFTOEADOESICHERT 2 BEZKIRMHD
KMS ¥ —% & L T. RedHat OpenShift Service on AWS (ROSA) 7 S A% —%/ERTEXZ 9., @A
IKENETNRELD KMS ¥— ARN 21 EETE T,

FIR
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R

ROSA with HCP (&, BBHFRIBEDKMS F—%FRHL TKkEAR) 2 —L%ZESLT B &
Jildefaut A NL—V VS REBHEHRELEFEA. TNIE, 1 VA M=ILBICV SR
Y —HNTHRETEDEHEDTY,

CROAR YV RAEERITLT, AWSDBREEBEDHRAY LKMS F—%EMLZET,

$ KMS_ARN=$(aws kms create-key --region SAWS_REGION --description 'Custom ROSA
Encryption Key' --tags TagKey=red-hat,TagValue=true --query KeyMetadata.Arn --output
text)

ZDIAXRY KT, ROFIEDLHIC, TDARY LF—D Amazon ')V —AR— L4 (ARN) A
MREINET,

R

BEKIE. BEKRD KMS F—ICHEAL -tags TagKey=red-hat,TagValue=true
Bl ERET 2LENHY T,

CROAR YV RERITLT, KMS F—HDMERI N & #MEALE T,
I $ echo $KMS_ARN

.AWS TAD Y NID ZRIBEHRUCKRELE T,
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I $ AWS ACCOUNT ID=<aws_account_id>

BRDFIETERLETAD Y N2EDA VA N—F—0O—JL & Operator O—JL®D ARN %,
7 7 1 )LD Statement.Principal. AWS 27 > 3 VICEBMLE T, ROFITIE. T74IL 8D
ManagedOpenShift-HCP-ROSA-Installer-Role 0 — /LM ARN hEIMI N E T,

{
"Version": "2012-10-17",

"ld": "key-rosa-policy-1",
"Statement™: [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal™: {
"AWS": "arn:aws:iam::${AWS_ACCOUNT_ID}:root"
|3
"Action": "kms:*",
"Resource": "™*"

"Sid": "Installer Permissions",
"Effect": "Allow",
"Principal™: {
"AWS": "arn:aws:iam::${AWS_ACCOUNT_ID}:role/ManagedOpenShift-HCP-
ROSA-Installer-Role"
b
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"

],

"Resource": "*"

"Sid": "ROSA KubeControllerManager Permissions",
"Effect": "Allow",
"Principal™: {
"AWS": "arn:aws:iam::${AWS_ACCOUNT _ID}:role/<operator_role_prefix>-kube-
system-kube-controller-manager”

b

"Action": "kms:DescribeKey",
"Resource": "™*"

"Sid": "ROSA KMS Provider Permissions",
"Effect": "Allow",
"Principal™: {
"AWS": "arn:aws:iam::${AWS_ACCOUNT _ID}:role/<operator_role_prefix>-kube-
system-kms-provider"
b
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:DescribeKey"
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26

1,

"Resource": "*"

"Sid": "ROSA NodeManager Permissions",
"Effect": "Allow",
"Principal™: {
"AWS": "arn:aws:iam::${AWS_ACCOUNT_ID}:role/<operator_role_prefix>-kube-
system-capa-controller-manager”
b
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:CreateGrant"
1,
"Resource": "™*"
}
]
}

5. RDAXY REERITLT, ERINER)Y—T7 71 L OFMERRL T,
I $ cat rosa-key-policy.json

6. ROATY RERTLT, HILLERINEF—RY I —%ENARILKMS F—ITERALEY,

$ aws kms put-key-policy --key-id $SKMS_ARN \
--policy file://rosa-key-policy.json \
--policy-name default

7. kDAY REEFTLTISRAY—%ERLET,

pa )

VSR —EZN 5 XFEBA BHI5E. *.openshiftapps.com (C7OEY 3 =Y
TINISRAI—DHY T RAAVELTHEERIN KA VEBRHNIEE
ni_a_o

YT RAAVEDRYITA XT BICIE, --domain-prefix 7 5 V%= FHALET,
XA VBRI S XFEBATERLT, —BETHIZBENHY., V5
Y —DERBICEETEEE A,

$ rosa create cluster --cluster-name <cluster_name> \
--subnet-ids <private_subnet_id>,<public_subnet_id>\
--sts \

--mode auto \

--machine-cidr 10.0.0.0/16 \

--compute-machine-type m5.xlarge \

--hosted-cp \

--region <aws_region> \

--oidc-config-id $OIDC_ID \

—-kms-key-arm $KMS_ARN \ @)
--etcd-encryption-kms-arn $KMS_ARN \9
--operator-roles-prefix SOPERATOR_ROLES_PREFIX



REE

5E2E W A9 L AWSKMS BESE %A L7 ROSAWITHHCP 7 5 X249 —DERR

ZDKMSF—ARN F. §RTDT—A—/—RDI— KR 12— LEZESILT B7HIC
HEALET, etcd 7 —IRXR—RDESLOANBRIGEIIBHEDY T A,

ZDKMS ¥— ARN IE, etcd T—IR—RDESILICFEALE T, etcd T—IR—2R
&, T7AINTIIEICAESES 70y %2 FHALTESEINETA. KHYITKMS
F—%EZFALTHESETEZIEETEZEYT, /—ROIL— R 2 —LDBESEDOAD D
ERGEIIBREHY T A,

o

OpenShift Cluster Manager A L T, KMS ¥ —h'#8ET 2 Z & 2R TZE T,

1.

2.

OpenShift Cluster Manager IC#E) L. Instances Z:#RL ¥,
1VRI VY AEERLETY,

Storage ¥ 7%V ) vV LXY,

KMSkeyIDZJE—LZXY,

Key Management Service #1853 L TERL T,

JOE— L7 KMSkeyID % Filter 7 1 —JL RIZABLEF T,

22.RDRT Y S

ROSA VSR —~DT7 IR

2.3. BEIBH

CLIZERHLTYISRY—BERT D2AEICDODWTIE, CLI AR L 7= ROSA with HCP 7 5 &
H—DIERR #S5R LTI,

FEE—REFEALTROSA VS RY—%77O4F 2FIRIE. hRITA X %=FEALELY S
AH —DIFR 2B MR LTI,

STS % {9 % Red Hat OpenShift Service on AWS %7 704 § % DICHEA AWS Identity
Access Management (IAM) J YV — X OF#lE. STSZEAT 27T AF—DIAM )V — I
DWTEZSRLTCEIW,

#4 7> 3V T Operator D— L& IEFEFE A RE T 2 HEADFEMIZ. 5 X4 L Operator IAM O —
JIVEEEFHICOVWT 28R LTI,

STS%HHT D ROSAAZA VA M= T B-ODRIHIREZMHDFEMIZ. STS A#{FHT % ROSA
D AWS DFEIHESRE #5BR LTI,

auto E— K& manual E— RA2ER L THRERSTS VY —RA%ZEMT 2 AFEDFEMIZ. BF
FTOAAA YR E—REFHTTOAA VYN E—RIIDVWT ZHBLTLIEIN,

AWS IAM T® OpenlD Connect (OIDC) ID 7FO/31 ¥ —DFERA D FE#IX. Creating OpenlD
Connect (OIDC) identity providers Z &8 L T 72X L,

ROSA YV SAI—DAVARN=IDNSTINYa—F4 v TDEMIE. 1 VAN—ILDNST
Woa—FT4 0T #B8RBLTLEIN,
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-accessing-cluster
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-creating-cluster-using-customizations_rosa-sts-creating-a-cluster-with-customizations
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-iam-resources
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-sts-about-operator-role-prefixes_rosa-sts-about-iam-resources
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#rosa-sts-aws-prereqs
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-understanding-deployment-modes_rosa-sts-creating-a-cluster-with-customizations
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-installations
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® RedHat HR— MZHR— M %{KIET 2 FEIE. Red Hat OpenShift Service on AWS D1 7R —
haeZld2 2B5RLTIREIW,
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/support/#getting-support

%338 ROSAWITHHCP TOTS5A4 R— M7 S5 R4 —DER

B3E ROSAWITHHCP TD /54 RXR— NI 525 —DIERK
ZDRF 21X MTIE RedHat OpenShift Service on AWS (ROSA) with Hosted Control Plane (HCP)
DTZAR=NISRI—%ERT DAEICDVWTEHRBALET,
3LAWS 7S5 AR—=KNISR4Y—DIERK

ROSAOXR Y RSA4v14 89— x4 X (CLl)rosa % L T. ROSA with HCP ICIEBD 7 R1 S E
VT4 =V = (MUlti-AZ) ZRHDTSAR— (ISR -2 FRTEET,

AR
o FATRMLMAWS H—ERV +—4DH 5,
e AWSIOYY—JLTROSAH—EREZBMIILTWS,
o AYVRAM=JLKRAKNI, RHF/N—Y3VDROSACLIZA VA M—=ILLTERELTWS,

FIE
Hosted Control Plane A L7227 S A9 —DEKICIE. 10 IFEI N BBELHY T,
L DK EHETIDDTSAR— MY TRy NEFEDVPC 2R LE T, ¥ D Classless Inter-
Domain Routing (CIDR) &%, {RIEEFS A RXR—K VST RO CIDRE—HLTWB I L&A LF
9, FMlE. MEDVPC ZHERHT2LODEH LV VPCIRIE ZBB L TLEIWL,
5

T774T7 04— A FRT 3EEIE. ROSABEEET ZDICHERY A MNIT Y
TRATEXBEDICTFATIA—IVERETDIVLEGHY T,

FEHX. TAWS PrivateLink 7 74 77 4 —I)LDRIRFEHE] 7> avaSRL
TLEIW,

2. RDAX Y REERFTLT, ZHD Y M2EOIAMO—IILEERLFE T,

I $ rosa create account-roles --hosted-cp

3. RODAY Y RZETLT, OIDCHREZFRHL FT,
I $ rosa create oidc-config --mode=auto --yes
OIDCERE®D ID #{&7F L £ 9, Operator A—JLDERICHER/ZHTT,

H A B

I: Setting up managed OIDC configuration

I: To create Operator Roles for this OIDC Configuration, run the following command and
remember to replace <user-defined> with a prefix of your choice:

rosa create operator-roles --prefix <user-defined> --oidc-config-id
28s4avcdt2I318r1jbk3ifmimkurk384

If you are going to create a Hosted Control Plane cluster please include '--hosted-cp'
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https://docs.openshift.com/container-platform/4.14/installing/installing_aws/installing-aws-vpc.html#installation-custom-aws-vpc-requirements_installing-aws-vpc
https://docs.openshift.com/container-platform/4.14/installing/installing_aws/installing-aws-vpc.html#installation-custom-aws-vpc-validation_installing-aws-vpc
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I: Creating OIDC provider using 'arn:aws:iam::46545644412:user/user’
I: Created OIDC provider with ARN 'arn:aws:iam::46545644412:oidc-
provider/oidc.op1.openshiftapps.com/28s4avcdt21318r1jbk3ifmimkurk384'

4. ®ROAT Y R%EZETL T, Operator A—JLEERM L X7,

$ rosa create operator-roles --hosted-cp --prefix <operator_roles_prefix> --oidc-config-id
<oidc_config_id> --installer-role-arn
arn:aws:iam::$<account_roles_prefix>:role/$<account_roles_prefix>-HCP-ROSA-Installer-
Role

5. RODOATY REZEFTLT, ROSAWithHCP 7SAR—KNISRY—HFERKLET,

$ rosa create cluster --private --cluster-name=<cluster-name> --sts --mode=auto --hosted-cp
--operator-roles-prefix <operator_role_prefix> --oidc-config-id <oidc_config_id> [--machine-
cidr=<VPC CIDR>/16] --subnet-ids=<private-subnet-id1>[,<private-subnet-id2>,<private-
subnet-id3>]

6. UTDOAT Y RZETLTPodDRT—Y A=A LET, V7RI —DENRH. HAD
State 7 1+ —JL K& pending 7 % installing (7817 L. &#%&IC ready ICH1TL £ 9,

I $ rosa describe cluster --cluster=<cluster_name>

pa 3]
A VA RN—ILDRET 256, 10 08> TH State 7 1 —JL KA ready ICE
bHoRWgEIR. TBEEBIRI £ > 3 >~ ® TRed Hat OpenShift Service on

ANS DA VAN =IDKZTIN>a—FTavF] RxaXV b aSBLTLE
I Ly,

7. UTFOaT Y RAERERITLT, OpenShift 1 VA M—=5—0OYTISRY—DEHEBIFL F
ER

I $ rosa logs install --cluster=<cluster_name> --watch

32.APIICTVERTBIHODAWS X2 ) T4 —TI—TDERE
ROSAwithHCP 7S A4 R— KIS 249 —TlE, BEHD VPC TR XN 5 AWS PrivateLink T KR
AV RKNITF72IbDEFINTA—=TN—=—THHYET, COEF2YYT1—7IL—TI& VPCHIC
FET D) Y —RF/ITVPCCIDREHICEAEMITONLZIP 7 RLRAERFE DY Y —RAILOHFHIBRERI N
TW3 PrivateLink T RIRA Y MIT7I9EATEZET, VPCET Y VT ENSVYIYY N - A
ENLIEVPCHEDI VYT A T4 —~"DT IV ERAEHFT T3, Blotexa T4 —TIL—T%1E
B L T PrivateLink T RAR4 > MZEY Y TT, DERT7IERAEALGETI2HELrHYET,

AR
o Ry NT—0F/FIMhD VPC ICEHRMND B,

o VWPCAHTEF2UTA—VIL—T%FERLTEYYTEEREF>TWS,

FIR
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LROAT Y RZRTLT, 77 R9—B2RBEHELTRELET,
I $ export CLUSTER_NAME=<cluster_name>
RDAR Y RERITTHE, BEIBREINLIEZHRTEET,
I $ echo $CLUSTER_NAME

DBl
I hcp-private
2. RDAR VY KEZERFTLT, VPCIY RRA Y M (VPCE)ID & VPCID 2RBDIFZE T,

$ read -r VPCE_ID VPC_ID <<< $(aws ec2 describe-vpc-endpoints --filters
"Name=tag:api.openshift.com/id,Values=$(rosa describe cluster -c $§{CLUSTER_NAME} -o
yaml | grep '"Mid: ' | cut -d' ' -f2)" --query 'VpcEndpoints[].[VpcEndpointld,Vpcld]' --output text)

3RDAT Y REERITLT, Fa VT4 —JI—T%ERLET,

$ export SG_ID=$(aws ec2 create-security-group --description "Granting API access to
${CLUSTER_NAME} from outside of VPC" --group-name "${CLUSTER_NAME}-api-sg" --
vpc-id $VPC_ID --output text)

4. ROAR Y REEFTLT, €F¥aYF71—7)I—FIlIngress L—ILEEMLE T,

$ aws ec2 authorize-security-group-ingress --group-id $SG_ID --ip-permissions
FromPort=443,ToPort=443,IpProtocol=tcp,lpRanges=[{Cidrlp=0.0.0.0/0}]

5 RODATY RAEERFTLT, FrLwexa )54 —JIL—7% VPCEICEBMLZE T,

I $ aws ec2 modify-vpc-endpoint --vpc-endpoint-id $VPCE_ID --add-security-group-ids
$SG_ID

INT, ROSAWIthHCP 7S5 AR—=KNISRY—%AFHLTAPIILT IV ERATESLDICRYZEL

“-o

33.RDRATY S
4

N

TYTATA—TANA T —DRE

3.4. BEER
® AWS Privatelink 7 7 4 77 # — L DRIRFZM
e STSEZFEATSHROSADTIOAAY N7 —0 70—DBE
e ROSA 7524 —DHIKR
o T—XTUFv—ETI

® Red Hat OpenShift Serviceon AWS DA YA h—ILD NS TN a—FT4 VT
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https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-config-identity-providers
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/prepare_your_environment/#osd-aws-privatelink-firewall-prerequisites_rosa-sts-aws-prereqs
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/getting_started/#rosa-sts-overview-of-the-deployment-workflow
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/install_rosa_classic_clusters/#rosa-sts-deleting-cluster
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/introduction_to_rosa/#rosa-architecture-models
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_service_on_aws/4/html-single/support/#rosa-troubleshooting-installing
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$F4Z ROSAWITHHCP 7 5 249 —T® NODE TUNING
OPERATOR D 1{E

Red Hat OpenShift Service on AWS (ROSA) with Hosted Control Plane (HCP) (&, ROSA with HCP %
SAY—LED /) —RD/INT +—< >V R %A LIt 3 Node Tuning Operator ZH7R— K LTWE T,
J— NRAEBRTEZENT BIIC. DRI LRBLEKREZERT Z2HENHY T,

=]y

Node Tuning Operator (&, TuneD T—EV2FETZIET/ —NLRNLDFa1—=VJ%2EEL,

NI 4= V27AT77A0AV M A—F—%2FRALTELAT VY —DNRITF—IVRAERRTZID
IKIRIIEET, BEAEDEBNT =R VART7 ) r—2avThR, —ELRILOA—RILOF1—=
VDB ETY, Node Tuning Operator l&, / — KL RJLD sysctl DIF—IN/EEBSA V94 —T 1

Az1—Y—ICRHL, 22—V —DPEETIHNRILF1—ZVJT%ZEMTESL)RREZRMLF
ER

Operator &, I 7 F—{t X N7z Red Hat OpenShift Service on AWS @ TuneD 7 —E ~ %
Kubernetes 7T—EY vy P& LTBEBLEYT, CHICLY., ARILFa—ZVTHELN. T—FEV
NRHMTEIHATISRAY—TEAIINZIIARTOAVTF—EIN/ZTuneD T—EVITEINE
T, 7T—EVI, /—RZEIR1DFTD, VTRI—DITRTD/ —RTEFTINET,

AVFF—EIN=TuneD T—EVICE > TEBRAIND / — RULRNIVOEREIR. 7O7 71 ILDOERE
HERN)A—F24RYRT, FLRERTVITTILVOZESLCNIEBICE >TIaA YT F—{bI i TuneD
TEVAERICKRTIZ2BICO-—LRAy I E3NIET,

Node Tuning Operator I&. Performance Profile > hAO—5—%EA L CEBF2— v VERE

L. RedHat OpenShift Serviceon AWS 7 ) s —>a v DELA TV —NT7 44—V RAERBLE
ER

PSR —BEBEIE, LTDOELIR/—RLRIVDBREEERT BN T +—IVATAT 74 I A2KRE
LEd,

o H—XI)% kernel-rt ICEFHFLF T,
o NJURFX—EVIJH®DCPU ZREIRLZT,

o ETHhDU—/O—REDOCPUAEREIRLZET,

pa 3]
' R, CPU BROBDEIE cgroup v2 TREYR—FINTUVWEEA. TORER.
cgroup V2 B"EIICA > TWBIGEIE. N7+ —< Y R7O7 74 ILHSEFE LVLWEEN
. BonBWAREM DY ET, NT713— V27O 7 74 IILEFEALTWBIFEI.
" cgroup V2 2 BEMICT H T B INF A,
Node Tuning Operator I&, /N\—< 3 >~ 41 LIEDOZRAED Red Hat OpenShift Service on AWS 4 ~ X
F—ILICEFEFNTWVWET,

Performance Addon Operator BMER XN TWE L7z, Red Hat OpenShift Service on

pa 3]

. Red Hat OpenShift Service on AWS D LAFTD/N—< 3 > Tlk, OpenShift 7 71 & —

JAVOBLAT VYNNI ARV RAZERITZEHFF 12—V T 2RETBHHIC
. AWS 41 LIBETld, Z DO#EEIL Node Tuning Operator D—E3 T,
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41 WAV LF1—=—v T4

Operator DARY LYY —Z (CR)ICIFK 2 DDEZEREIVavrHYET, 1DEBOEVZ3 VD
profile: (£ TuneD A7 7 M ILB LT ZNSDEFD Y A MTY, 2 DED recommend: (&, 70
77ALREROY Yy VEEELET,

BEDOHRY LF 12—V JEHRIE. Operator M namespace ICEED CRE L THETEZET., R
CRDEFMEZ/IEH L CR DHIBRIL Operator ICLE > THRHEINE T, BEEDHRY LAF 1 —Z v JEHk
BRIARTY—IIN, VT F—INTuneD T—EVDHEYRA TPV MIEHRINFT,

BEIERE

Operator BEEEDIRAEIE., T 74 FD Tuned CREZFHEL THREINZET, 77 4J)L b T, Operator
I& Managed JRE&ET4H Y. spec.managementState 7 1+ —JL KiEF 7 #JL b D Tuned CRICRRINZE
t#A. Operator Management IREED B RMEIFLLTDEH Y T,

® Managed: Operator [FE&E) V—ADNEH IND EETDARZ VY FZEHLET,
e Unmanaged: Operator IFE&E ") V —ANDEEZEHL X7,

® Removed: Operator I& Operator A 7AEY a3 =V LAEART VY RELV) YV —X%HIFRL
9,

azr74AnT—4

profile: 27> a i, TuneD 7AO7 74 ILBELVETNLDERIZ) A MRRLET,

{
"profile": [
{

"name": "tuned_profile_1",

"data": "# TuneD profile specification\n[main]\nsummary=Description of tuned_profile_1
profile\n\n[sysctl]\nnet.ipv4.ip_forward=1\n# ... other sysctl's or other TuneD daemon plugins
supported by the containerized TuneD\n"

b
{

"name": "tuned_profile_n",
"data™: "# TuneD profile specification\n[main]\nsummary=Description of tuned_profile_n
profile\n\n# tuned_profile_n profile settings\n"
}

]
}

WES o774

profile: EIROY v 7 (&, CR®D recommend: €7 a VIl >TEEINZX T, recommend: €7
vavik, BREZICEDC IO 71 VOHBEEED) X R TY,

"recommend": [

{

"recommend-item-1": details_of recommendation,
#...
"recommend-item-n": details_of recommendation,
}
]
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) X~ DERIRE:

{
"profile": [
{
#...

}
],

"recommend": [

{

"profile": <tuned_profile_name>, 0

"priority":{ <priority>, g

|3

"match": [ 6
{

"label": <label _information> ﬂ

—BUSEAT S TuneD A7 74 )b, & ZIE, tuned_profile_ 1 TT,

TO7 7 M IVDIEFEATDEBEE, BENNIVWZIEBEEIS<RYET 0HREEVEELE
ICRY F£9),

B LBE. BEEOEVWIO7 74 IUAEIC—RLAWEY., 7O774IL—HEHRINE
-a_o

o ® 90

TAT77AIN—BT AT LDIRNI,

<matchs &, UTFDOELIICHEBMICERZRIND A > avyD—&TT,

"match": [
{
"label": @)
}
]

Q J—RZE7IEZPod DSRILE,

<match> "B INBWEGE., KA MINZTARTD <match> 7> 3 VH true ICFHAI N 2 HE
EHYET, TIOITRWHEICIE false MEEIN, THZThD <match> />3 >oHhz707 7
AIIVEERINT, HEINFHA, TDED. FZ ME(FD <match> 7 > 3 V) 1Z5/E AND &
BFELTHELET., chEld#ic, <match> —EDOWTFNADEEHLN—BT 2HE1E. <matchs
D—EBLAEM true ICFHEINZE T, DD, URAMNIBEORFEEFE L THELET,

Bl: ) —RZEEZIEPod DSRIVLR—ZADIYYF VYT

[
{

"match": [
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{

"label": "tuned.openshift.io/elasticsearch”,
"match": [
{
"label": "node-role.kubernetes.io/master”
2
{
"label": "node-role.kubernetes.io/infra"
}
1,
ype": "pod"

}
1
"priority": 10,
"profile": "openshift-control-plane-es”
1
{
"match": [
{
"label": "node-role.kubernetes.io/master"”
|3
{
"label": "node-role.kubernetes.io/infra"
}
1
"priority": 20,

"profile": "openshift-control-plane”
b
{
"priority": 30,
"profile": "openshift-node"
}
]

tROAVFF—IbI N TuneD T—EVD CRIZ. 7OT7 7M1 IILDBEIBLLICEDWVWTZED
recommend.conf 7 7 1 JLICE#BINF T, REEWEEIRL (10) 22707 7 1 JLIE openshift-
control-plane-es TH 37®H., INHPRMICEEINT T, BEINAL/ —RTEIFTINZ AV TF—
ftX N7z TuneD 7—E v, B L/ — KIC tuned.openshift.io/elasticsearch S NJL A ERE I N7z
Pod ETINTWVENEIDNERELET T, INHRWEEIE, <match> 272 3 V24D false &
LTI NE T, COIRILEFDIDL DA Pod B¥H BHBEIC. <match> 7 > 3 V4 true ICFE
MIXINZLIICTBICIE. /— KSRV % node-role.kubernetes.io/master % 7= (& node-
role.kubernetes.io/infra ICT 2 HEBEELHY £7,

BEIEBLA 10D 7O 7 74 ILDSNILH—H L 15EIE. openshift-control-plane-es 707 7 1 JL
NEAIN, ZoMo7O7 74 LIEFEEBINEFHA, /— K/Pod SRILVOEHFEDEI—EL AL
malE. 2&BICEWEEIELL 7 O 7 7 1 )L (openshift-control-plane) A*EEINEd, cOSO7 7
A JViE, A FF—{EE N7z TuneD Pod A* node-role.kubernetes.io/master 7= (3 node-
role.kubernetes.io/infra S NIV D / — RTEITIINZBEIEAINE T,

&%, 7’07 7 1)L openshift-node ICIZREDEBELIEMTH 2 0V BREINET, ZhiliF
<match> 27> 3 U RVWEDH, BIC—BLET. hidk, JYBVWEEIBLZOMBOTOZ7 74 ILH
BEINL/— RT—HBLARWESEIC openshift-node 7O 7 7 1 LEZRET 57HIC. RIEDEBKEIE
ML/ — RASER I N BNENR (catch-all) 7O7 74L& LTHEEL £,
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PRIORITY 10

POD

tuned.openshift.io/
elasticsearch

RUNNING ON

__________________________

NODE

node-role.kubernetes.io/
master

NODE

node-role.kubernetes.io/

i 1
1 1
1 1
I 1
I 1
1 1
1 1
I 1
I 1
1 1
1 1
) |
1 OR 1
1 1
1 1
1 1
I 1
1 1
1 1
1 1
I . I
1 infra 1
1 1
1 1
1 1

USE PROFILE
openshift-control-plane-es

FALSE

PRIORITY 20

——————————————————————————

NODE

node-role.kubernetes.io/
master

NODE

node-role.kubernetes.io/

1 1
1 1
I 1
1 1
1 I
1 1
1 1
1 I
1 1
I I
1 1
1 1
] OR I
1 1
1 1
1 1
I I
] I
1 1
1 1
1 . I
i infra I
1 I
1 1
I I

__________________________

TRUE

v

USE PROFILE
openshift-control-plane

Pl T—NR—2ADTYFVYT

{

"apiVersion": "tuned.openshift.io/v1",

"kind": "Tuned",
"metadata”: {

"name": "openshift-node-custom”,

"namespace": "openshift-cluster-node-tuning-operator"”

|3
"spec": {
"profile": [

{

FALSE

PRIORITY 30

ALWAYS TRUE

USE PROFILE
openshift-node

"data": "[main]\nsummary=Custom OpenShift node profile with an additional kernel
parameter\ninclude=openshift-

node\n[bootloader]\ncmdline_openshift_node_custom=+skew_tick=1\n",

"name": "openshift-node-custom”

}
],

"recommend": [

{
"priority": 20,

"profile": "openshift-node-custom"

}
]
}
}

259 R4 ¥ —BEBaD TuneD 7OT7 71 L
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COWEEICEY., IRTDIZI RTONA F—EHD/— RIZ. Red Hat OpenShift Service on AWS
V29 —LEDORKEDI Z7 RT7ANA F—IlabE TRENICHEEI N TuneD 707 7 1 L& 5
IKEIY S TR ENTEET, IO/ —RKINLEBMLEY, /—RETS Y T—ILIZTIL—FEL
YT BREIFHY FEA

Z DHEEIL. <cloud-providers:/<cloud-provider-specific-id> D2 T spec.providerlD / — K% 7
VU MEZFIALT. NTOARZ Y I\“ZI > 7+ —® <cloud-provider> D& T
Ivar/lib/tuned/provider 7 7 1 L 2 EEAHFE T, TDER. TDT7 74DV T VId TuneD I &
Y. ZO/34 4 — provider-<cloud-providers 7O 7 7 1 JL (FIET %358) 25 AL LHICFERIN
7,

openshift-control-plane H & V' openshift-node 7O 7 7 1 L DB A DERE %= #& 9 % openshift 7’0
7ANE, FERETO7 7M1V OHAFAHEFRALTIOBEELFERTZILIIOERINDILDICAR

U i L7 BRBERT, NTO® TuneD IV 5D RTAONA S —BEDOTOT7 71 IVIEE in'cwiﬁ

ho 22U, IRTD VSV RTANAY—EEDI S RY—/—RIGEAINZ W9 L70O07 7

% prowder-<c|oud provider> Z{EE{CTE X7,

GCEZ>ouR7an4¥—O072 74 )LDHl

{

"apiVersion": "tuned.openshift.io/v1",
"kind": "Tuned",
"metadata”: {
"name": "provider-gce",
"namespace": "openshift-cluster-node-tuning-operator"”

|3
"spec": {
"profile": [
{
"data": "[main]\nsummary=GCE Cloud provider-specific profile\n# Your tuning for GCE Cloud

provider goes here.\n",
"name": "provider-gce"

}
]
}
}

R

7O7 714 ILO#AICEL Y. provider-<cloud-providers 7O 7 7 1 L TREIN/ZERE
&, openshift 7O 7 74 LEZDFTOT7AIMICE>TLEEEINE T,

42. ROSAWITHHCP D/ — RFa—=V B EDIEK

Red Hat OpenShift Service on AWS (ROSA) CLI(rosa) #fFBHA L CFa—=V VR EAFRTEET,
AR

e ROSACLIDHZHFH/N—YavadorvO0—RKLTW5,

o RMIN—I3VDIZTAY—DHB,

o /—RFa—=VIJRIKREINLAKRTZ 7M1ILDH B,
£ ]
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L RDATY RZERITLT, Fa—=VIBEZFERLET,

$ rosa create tuning-config -c <cluster_id> --name <name_of_tuning> --spec-path
<path_to_spec_file>

spec.json 7 7 1 JILADNRAE/ET Z2HELFHY ET, BELAWEE, ATV RIFITT—
RLULET,

H A B

$ I: Tuning config 'sample-tuning' has been created on cluster 'cluster-example'.
$ I: To view all tuning configs, run 'rosa list tuning-configs -c cluster-example'

i3
qEI-I.l

o RDPAXVKRAEFAHAL T, 7HAD Y MIL > THEAINTWBEEDF 21—V VTR ELEDR
TXZEY,

I $ rosa list tuning-configs -c <cluster_name> [-0 json]
BREVRAMIDELRHADY A TEEETEET,

o HA¥ATHIEELARWVWE, Fa—Z=VIREDID ELRNRRINET,

HH 1 TaiEELaVvEHEI
ID NAME
20468b8e-edc7-11ed-b0e4-0a580a800298 sample-tuning
o json REDHANYA THEEETDE, Fa—VIREEAISONTFRMELTRIFEY
i’a—o
a5
RD JISON A, HEAHAR T THEHDICHITIrEFNTVET, D
JSON &, JSON XFFARADRITZHIFR LR WRY ERTY,
JSON A ZEIRELEY  TILiEA

[
{

"kind": "TuningConfig",

"id": "20468b8e-edc7-11ed-b0e4-0a580a800298",

"href":
"/api/clusters_mgmt/v1/clusters/23jbsevgb22l0m58ps39ua4trff9179e/tuning_configs/20468k
8e-edc7-11ed-b0e4-0a580a800298",

"name": "sample-tuning",

"spec": {

"profile": [
{
"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-
node\n\n[sysctl]\nvm.dirty_ratio=\"55\"\n",
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"name": "tuned-1-profile"

}
I,
"recommend": |
{
"priority": 20,
"profile": "tuned-1-profile”

P EL =

43.ROSAWITHHCP D/ —RFa—=V T EDELE

s
fil
A
S

Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) #fFH LT, /—RKFa—=>7
L. BFiTEEd,
AR

® ROSACLIDHEHFH/N—YavadovO—RKLTW5,

o RMIN—I3VDIZRAY—DHB,

o UVSRH—|T/)— NFEBERENMEMINTWS,

FI
. Fa—ZVUREAERKRTT HICIL, rosadescription IV RAFERLE T,

$ rosa describe tuning-config -c <cluster_id> ﬂ
--name <name_of_tuning>

[-0 json] 6

CDERT7 7AILDRDIEHITRODEH Y T,

Q J—RF1—=VIBELXBERTS,. ETBEISRAI—DISRAY—DEEELE
_a—o

g Fa1—=VIBEOLEAIEELET,

9 EET. HAYA TZ2EETETET, HAZEELRBRWZREE, F1a—=VIREDID
EZRIDANRRIEINE T,

A8 1 TadsE Lawtihfl

Name: sample-tuning
ID:  20468b8e-edc7-11ed-b0e4-0a580a800298
Spec: {
"profile": [
{

"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-
node\n\n[sysctl]\nvm.dirty_ratio=\"55\"\n",
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"name": "tuned-1-profile"

}
1,
"recommend": |
{
"priority": 20,
"profile": "tuned-1-profile"
}
]
}

JSON tHAh%xIRELEY Y TILHEA

{

"kind": "TuningConfig",

"id": "20468b8e-edc7-11ed-b0e4-0a580a800298",

"href":
"/api/clusters_mgmt/v1/clusters/23jbsevqb22l0m58ps39ua4trff9179e/tuning_configs/20468b8e-
edc7-11ed-b0e4-0a580a800298",

"name": "sample-tuning"”,

"spec”: {

"profile": [
{
"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-
node\n\n[sysctl]\nvm.dirty_ratio=\"55\"\n",
"name": "tuned-1-profile"

}
1,
"recommend": [
{
"priority": 20,
"profile": "tuned-1-profile”
}
]
}
}

2. Fa—=—VIUREEAHER L%, rosaedit ANV RAFALTHEOREEARELZ T,

$ rosa edit tuning-config -¢ <cluster_id> --name <name_of_tuning> --spec-path
<path_to_spec_file>

ZDaAT Y RTIE. spec.json 7 7ML =FHAL CHREERELE T,

i3
qEI-I'l

e rosa description 1Y NEBEZETL T, spec.json 7 7 A JVICIMAEENFa—=
BRECEHFINTVWDR I EE2WELET,

I $ rosa describe tuning-config -c <cluster_id> --name <name_of_tuning>

H A B

I Name: sample-tuning
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ID: 20468b8e-edc7-11ed-b0e4-0a580a800298
Spec: {
"profile": [
{

"data": "[main]\nsummary=Custom OpenShift profile\ninclude=openshift-
node\n\n[syscti\nvm.dirty_ratio=\"55\"\n",
"name": "tuned-2-profile"

}
],

"recommend": |

{
"priority": 10,
"profile": "tuned-2-profile"

}
]
}
4.4.ROSAWITHHCP O/ — RF a1 —= FEEDYIR

Red Hat OpenShift Service on AWS (ROSA) CLI (rosa) AL T, Fa—=ZV /X ELHIKRTEE
ER

P
ROV T—ITERINTVWEF1 -V VREREMRTEEI A, F1—=VIRE

ZHIFRT 2RI, IRTORY Y TS Fa—=V IRELHRTILENHY F
-a_Q

AR
® ROSACLIDHZHFH/N—YavadorvO—RKLTW5,
o RMIN—I3VDIZTAY—DHB,
o VSRH—IT, HIRLIEW/ —RFa—=VIJRELH S,
FIr
o Fa—-VIJREZHEIRTSICIE. ROOATY REEFTLET,
I $ rosa delete tuning-config -c <cluster_id> <name_of_tuning>
VIR —LDF 21—V IREMNEIBRINZE LA,

H A B

? Are you sure you want to delete tuning config sample-tuning on cluster sample-cluster? Yes

I I: Successfully deleted tuning config 'sample-tuning' from cluster 'sample-cluster'
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