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$ export CLUSTER_NAME=my-cluster )

export ROSA_CLUSTER_ID=$(rosa describe cluster -c ${CLUSTER_NAME} --output json |
iq -r .id)

export REGION=$(rosa describe cluster -c ${CLUSTER_NAME]} --output json | jq -r
.region.id)

export OIDC_ENDPOINT=$(oc get authentication.config.openshift.io cluster -o
jsonpath='{.spec.serviceAccountlssuer}' | sed 's|*https:/||')

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
export CLUSTER_VERSION=$(rosa describe cluster -c ${CLUSTER_NAME} -o json | jq -r
.version.raw_id | cut -f -2 -d ".")

export ROLE_NAME="${CLUSTER_NAME}-openshift-oadp-aws-cloud-credentials"

export SCRATCH="/tmp/${CLUSTER_NAME}/oadp"

mkdir -p ${SCRATCH}

echo "Cluster ID: ${ROSA_CLUSTER_ID}, Region: ${REGION}, OIDC Endpoint:
${OIDC_ENDPOINT}, AWS Account ID: ${AWS_ACCOUNT_ID}"

Q my-cluster [£, ROSA 7 524 —ZICBESHAZF T,
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$ POLICY_ARN=$(aws iam list-policies --query "Policies[?
PolicyName=="RosaOadpVer1].{ARN:Arn}" --output text) 0
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$if [[ -z "${POLICY_ARN]}" ]]; then
cat << EOF > ${SCRATCH}/policy.json
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:GetLifecycleConfiguration”,
"s3:GetBucketLocation”,
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”,
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts",
"ec2:DescribeSnapshots”,
"ec2:DescribeVolumes",
"ec2:DescribeVolumeAttribute”,
"ec2:DescribeVolumesModifications”,
"ec2:DescribeVolumeStatus”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot”,
"ec2:DeleteSnapshot”
],
"Resource": "*"
}

I
EOF

POLICY_ARN=$(aws iam create-policy --policy-name "RosaOadpVer1" \
--policy-document file:///${SCRATCH}/policy.json --query Policy.Arn \
--tags Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift



Key=operator_namespace,Value=openshift-oadp Key=operator_name,Value=openshift-
oadp \

--output text)

fi

Q SCRATCH |&. BEZHAICERINE—BET4 L2 N)—DKBTY,
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I $ echo ${POLICY_ARN}
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$ cat <<EOF > ${SCRATCH}/trust-policy.json
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal™: {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-
provider/${OIDC_ENDPOINT}"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${OIDC_ENDPOINT}:sub": [
"system:serviceaccount:openshift-adp:openshift-adp-controller-manager",
"system:serviceaccount:openshift-adp:velero"]

}
1]

}
EOF

b. MFDATY FZERTFLTA—ILZEFEKRLET,

$ ROLE_ARN=$(aws iam create-role --role-name \
"${ROLE_NAME}" \
--assume-role-policy-document file://${SCRATCH]}/trust-policy.json \
--tags Key=rosa_cluster_id,Value=${ROSA_CLUSTER_ID}
Key=rosa_openshift_version,Value=${CLUSTER_VERSION}
Key=rosa_role_prefix,Value=ManagedOpenShift
Key=operator_namespace,Value=openshift-adp
Key=operator_name,Value=openshift-oadp \
--query Role.Arn --output text)

c. RDAYV KAEZEIFTLT, O—JILARNAFRRLZET,
I $ echo ${ROLE_ARN}

4, ROAX Y RERITLT, IAMARY Y —% IAMO—=ILICT7Y Yy FLET,



Red Hat OpenShift Serviceon AWS 4 7 ) r—>a vy 97y TE L UER

$ aws iam attach-role-policy --role-name "${ROLE_NAME}" \
--policy-arn ${POLICY_ARN}
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$ cat <<EOF > ${SCRATCH]}/credentials

[default]

role_arn = ${ROLE_ARN}

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token
EOF

b. OADP M namespace Z/Em L £,

I $ oc create namespace openshift-adp
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$ oc -n openshift-adp create secret generic cloud-credentials \
--from-file=${SCRATCHy}/credentials
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Red Hat OpenShift Service on AWS /X—< 3 > 415 LIB%, Operator
Lifecycle Manager (OLM) & & U Cloud Credentials Operator (CCO) IC &
). OADP Operator TIREALINLFHLWSTS 7= 70— HR— KX
haddiiaYzEll, cO7—2270—-TlR, LRBOY—U L v MNEfEK
TEREIEFIHY FHA, OLM EED Operator DA >~ A b —)LA|Z Red Hat
OpenShift Service on AWS Web I~ —JL TH—JL ARN 2¥8E T 37517
TEHET, LEEDOY—I L v MME. CCOILL>THEMICERINZE

E

2. OADP Operator z4 Y A M—JL L& T,

a. Red Hat OpenShift Service on AWS Web O~ Y —JL T, Operators = OperatorHub ICT8 &)
LET.

b. OADP Operator 2% L. 1 VA=WV %20 ) v I LZET,

3. AWSRREEIEHRZFEALTAWS V5V RA ML —YZERLE T,

$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: CloudStorage
metadata:
name: ${CLUSTER_NAME}-oadp
namespace: openshift-adp
spec:
creationSecret:
key: credentials
name: cloud-credentials
enableSharedConfig: true
name: ${CLUSTER_NAME}-oadp
provider: aws
region: SREGION
EOF

4. DataProtectionApplication ') V —R &L E T, Thid, Ny o Ty FER)a—LR
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$ cat << EOF | oc create -f -
apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: ${CLUSTER_NAME}-dpa

namespace: openshift-adp
spec:

backupLocations:

- bucket:

cloudStorageRef:
name: ${CLUSTER_NAME}-oadp


https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.13/html/operators/user-tasks#olm-installing-from-operatorhub-using-web-console_olm-installing-operators-in-namespace
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credential:
key: credentials
name: cloud-credentials
prefix: velero
default: true
config:
region: ${REGION}
configuration:
velero:
defaultPlugins:
- openshift
- aws
nodeAgent: ﬂ
enable: false
uploaderType: restic
snapshotLocations:
- velero:
config:
credentialsFile: /tmp/credentials/openshift-adp/cloud-credentials-credentials 9
enableSharedConfig: "true"
profile: default ﬂ

region: ${REGION} @
provider: aws

EOF

DLTORHDELAESRLTLEIVN,
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enableSharedConfig 7 1+ —JL R%&{# 9 % &. snapshotLocations /X7 v MIEH
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https://docs.openshift.com/container-platform/4.11/backup_and_restore/application_backup_and_restore/backing_up_and_restoring/backing-up-applications.html
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nodeAgent:
enable: false
uploaderType: restic

ROFBEICEZTHRZAZET,
restic:
enable: false
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® CloudStorage: openshift-adp-controller-manager crashloop seg fault with Restic enabled

o (OADP 1.1x_ICD#HFEE): CloudStorage: bucket is removed on CS CR delete, although it

doesn't have "oadp.openshift.io/cloudstorage-delete": "true"
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https://issues.redhat.com/browse/OADP-1054
https://issues.redhat.com/browse/OADP-1055
https://docs.openshift.com/rosa/rosa_architecture/rosa-understanding.html
https://docs.openshift.com/rosa/rosa_getting_started/rosa-sts-getting-started-workflow.html
https://docs.openshift.com/rosa/rosa_install_access_delete_clusters/rosa-sts-creating-a-cluster-quickly.html
https://docs.openshift.com/container-platform/4.13/backup_and_restore/application_backup_and_restore/installing/about-installing-oadp.html
https://docs.openshift.com/container-platform/4.13/storage/container_storage_interface/persistent-storage-csi.html
https://docs.openshift.com/rosa/rosa_architecture/rosa_policy_service_definition/rosa-service-definition.html#rosa-sdpolicy-storage_rosa-service-definition
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