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RedHat TlE, O— K, FFa XY h Web 7ONRF 4 —IIHIFBEEICRITZHEEBOBZHRZICERY
HMATWET, £TIE. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1
Z b (whitelist) D 4 DORAEDEXMANSHBOHET, COMYBAIBERLMEEEZET DD, §&
DEBD') ) —ATEENICHEOBESHMAZERL TSY £, FMIZ. ¥4td CTO. Chris Wright
DAvtE—T ZBRLTIIEIWL,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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REDHAT RF¥a XY hADT 14— K/N\y U DIR4

MHDORF AV MIDVWTDIZIRBRZBENM LIV, FFaxy bhOBRERKDHNIEE EOBH
HECEIWV, 74—\ I 28FHEVWLLECICE, ATz THEBCIEIL,

o HEDHDICOVWTOBFRALIXY FaBFHEWEECIHBER, UTE THERILEI W,

1. RFE1XY KDRTD Multi-page HTMLEZRICR > TVWT WA Z & ZHERR L T I L,
RE*aXY bMDELRBIC Feedback RY U h'H 2 I & &R LTI,

2. RVAA—YVIVEFERALT, IXYMEEMT2TFXAMNORDZRARTLE T,

3. MEARTINAETFRAMNDTICRETIINDS AddFeedback Ry 77y 750 ) v LZE
-a—o

4, RERINDIIERICE > TL I,

o SJYUFBFMAT 14— RNy I ZBFHEVWLEIIHEIE, Bugzila DF 7y M EFR LTSS
LY,

1. Bugzilla @ Web 4 MIBELEXT,
2. Component % < 3~ . documentation ZERL X7,

3. Description 7 4 —JLRIZ, RFa XY NOBEBILAIFATRREZRZALTLEIW, K
FaAXY NDOBREBAIAD) VI EBMLTLLEI W,

4. SubmitBug%z=7 ') v LET,


https://bugzilla.redhat.com/enter_bug.cgi?product=Red Hat OpenShift Data Foundation
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2% MUST-GATHER #{#EH L /0O /J 7 1L L VEZHTIBERD

Ayl u

Red Hat OpenShift Data Foundation A8 % B EIHYICARIR T X MW FE. must-gather Y —JL &
LTAaJ 774 ERMBREZINEL. BERKRELIE RedHat Y R— MO RIEZFEER L. BREKAEHIB
TE3LDI1ICLET,

BF

Red Hat OpenShift Data Foundation DA€ — R T7 704 SN 3IFE. must-gather
l& Red Hat OpenShift Data Foundation 7 2 24— 6D AHO T % RE L. HERD Red
Hat Ceph Storage 7 2 X9 — o7 N\y JF7—4 L0072 RELFTHA, AED
Red Hat Ceph Storage 7 2 X4 —M o7 /Ny JOJ %N % ICI&. Red Hat Ceph
Storage D b TV a—F4 V7 A4 K #BRY %D, F7ld Red Hat Ceph
Storage DEEEZFICEBEVWEDHLE LIV

AR

FIR

# 72 3 »: OpenShift Data Foundation AFFERIRIEICT 704 IhTWai5E. ERID
must-gather 1 X —Y Z FEMRETHAATESEIS—LIPRAMN)—IIIZ—YVITTBELD
IKLTLESTY

$ oc image mirror registry.redhat.io/odf4/ocs-must-gather-rhel8:v4.9 <local-
registry>/odf4/ocs-must-gather-rhel8:v4.9 [--registry-config=<path-to-the-registry-config>]
[--insecure=true]

<local-registry>
JEEE#E D OpenShift Container Platform 7 5 24 —CHIARBELRO—AILA X—Y DI 55—
LA K =TT,
<path-to-the-registry-config>
LI RN —EREEERAD/NR T, 77 #JL b & ~/.docker/config.json T,
--insecure
IZ7-LYVARN)=DEFITTRVWGEICDAID I Z T %EMLET,

FMlE. RedHat 7Ly IR—2YYa—>avasRLTLEIV
o Redhat Openshift LY AR —BTAX—Y%23I5—) V73 2H%E

o TSAR=FNLIZKN)—HPLETHRWFED OpenShift f A=Y YRIN)—DIF—
)Y TICKRBLFE L,

Red Hat OpenShift Data Foundation 7 2 24 —ICHEHINTWS Y 54 7~ M H S must-
gather ¥ R&EETLET,

$ oc adm must-gather --image=registry.redhat.io/odf4/ocs-must-gather-rhel8:v4.9 --dest-
dir=<directory-name>

<directory-name>
— 9 EEZIANLTAL Y N —DEZREITT,


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/4/html-single/troubleshooting_guide/index
https://access.redhat.com/solutions/5686371
https://access.redhat.com/solutions/4710131

#5258 MUST-GATHER 2L A=07 7 74 I B L USZHIEROY Y v O— K

BF

FERREDOT 7O4 A2 PDIFEIE. ~image /XT A —F —DA X —J%
T5—Y I N must-gather 1 A —JICEES#TZA T,

$ oc adm must-gather --image=<local-registry>/odf4/ocs-must-gather-
rhel8:v4.9 --dest-dir=<directory-name>

<local-registry>

JERERED OpenShift Container Platform ¥ 5 24 —CHIBARELRO— AL
AAXA=YDIS—LIRAMN)—TT,

IhiZdY, BEINLETALI M) —ICUTOBERMEINE T,

o §ARTD Red Hat OpenShift Data Foundation 7 2 X9 —BED A XY LYYV —R (CR) &
N 5D namespace,

o §ARTD Red Hat OpenShift Data Foundation BA3E M Pod M Pod O %7/,

0 RT—HRA, VF7RI—DIEBEHRED—EBDOIZLERL Ceph AT Y FOH T,

aAvY ROER

o JREEAH' Ready TIIABWTYRY—/— RN 1DLULEDH BIFAEICIE. must-gather Pod &L LICR
71— )LTESLDIC -node-name ZfFHAL T Ready DY RY—/ —RZBELZXT,

$ oc adm must-gather --image=registry.redhat.io/odf4/ocs-must-gather-rhel8:v4.9 --dest-dir=
<directory-name> --node-name=<node-name>

o KREDHRMNOFEHREZNET 2HEE. UTZ2TVET,

o LEZWSHLUAFAE 2 BURIKINEI N0 DENHNRIE%Z2IEET 2IC
I&. /usr/bin/gather since=<duration> %#ENL £,

$ oc adm must-gather --image=registry.redhat.io/odf4/ocs-must-gather-rhel8:v4.9 --dest-
dir=<directory-name> /usr/bin/gather since=<duration>

o ZDRICOJVZNRET Z2R/EDHBEZIEET 5ICIE. /usr/ibin/gather since-time=
<rfc3339-timestamp> ZEML £ 7,

$ oc adm must-gather --image=registry.redhat.io/odf4/ocs-must-gather-rhel8:v4.9 --dest-
dir=<directory-name> /usr/bin/gather since-time=<rfc3339-timestamp>

LTFoLHIC, Thopavy ROy TIIVDEEsBE SR Z F T,

<node-name>
JREEN Ready TIIBWI XY —/ — RN DLUEHBIBEICIE. TDIRSX—4—4AEHA
LT, KA F/LZ Ready DY RY—/ — RZEBELE T, ThiZkY. must-gather
Pod BN EMREICHAVWT R —/ —RIZAT TV a1—ILINBWVWLIICTEIET, AT
Va—YrJI>—%OLET,

<directory-name>
must-gather IC & > TINEI N2 BHRERETZ2T4 L7 M) —,
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<duration>

5h CEEmMNORIET %) 4 e, ERMGHEE L TERZINET 2HE (DRER) =18
El/i-a_o

<rfc3339-timestamp>

2020-11-10T04:00:00+00:00 (2020 £ 11 B N H® 4am UTC B HHIAT %) & &, RFC
333994 LRSIV TELTIRRENET 2 8B (DRBR) 2EBELE T,
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OpenShift Data Foundation D h S 7)Y a—F 1 VJICHB L TERINZO70—5E, Thbok
XY BTy FA—BRTIINZET,

o [FEPodDOTZEKLZET,

I $ oc logs <pod-name> -n <namespace>

® Ceph F 7zl& OpenShift Data Foundation 7 2 2% —0O 7 %#4EmK L 7,

I $ oc logs rook-ceph-operator-<ID> -n openshift-storage

BF

IRBF T, rook-ceph-operator OV IXEEICET 2 15HR % IRHEET. BED b
TN a—T14 v JDHRE LTHEEL £, Enabling and disabling debug
logs for rook-ceph-operatorz &R L T 72X Ly,

® cephfs F/zldrbd RED TS T4 > Pod DA A4ERK L. app-pod D PVC YV ¥ N TRIE%R
RHELET,

I $ oc logs csi-cephfsplugin-<ID> -n openshift-storage -c csi-cephfsplugin

I $ oc logs csi-rbdplugin-<ID> -n openshift-storage -c¢ csi-rbdplugin

© CSIPodDIARTDIAVTF—DOTZERTBICIE, UTFEERTLET,
I $ oc logs csi-cephfsplugin-<ID> -n openshift-storage --all-containers
I $ oc logs csi-rbdplugin-<ID> -n openshift-storage --all-containers

e PVC »' BOUND REEICHRWBEICEBEMH T 2720IC. cephfs £7zld rbd 7OEY 3 F—
Pod DAV &% L ET,

I $ oc logs csi-cephfsplugin-provisioner-<ID> -n openshift-storage -c csi-cephfsplugin
I $ oc logs csi-rbdplugin-provisioner-<ID> -n openshift-storage -c csi-rbdplugin
°© CSIPodDIARTDIAVTF—DOTZERTBICIE, UTFEERTLET,
I $ oc logs csi-cephfsplugin-provisioner-<ID> -n openshift-storage --all-containers
I $ oc logs csi-rbdplugin-provisioner-<ID> -n openshift-storage --all-containers

® cluster-info A~ >~ K%&ffF L T OpenShift Data Foundation A7 =4 MK L £ 9,

I $ oc cluster-info dump -n openshift-storage --output-directory=<directory-name>


https://access.redhat.com/documentation/ja-jp/red_hat_openshift_data_foundation/4.9/html-single/troubleshooting_openshift_data_foundation/index#enabling-and-disabling-debug-logs-for-rook-ceph-operator_rhodf
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® Local Storage Operator {7 3155, OJ DEMIL cluster-info ¥ > R&FER L TETT
TET,

I $ oc cluster-info dump -n openshift-local-storage --output-directory=<directory-name>

® OpenShift Data Foundation Operator O B KU1 XY M &R L X T,

o Operator A7 %8RI 2ICIE. UTFEETLET,
I # oc logs <ocs-operator> -n openshift-storage
<ocs-operator>

I # oc get pods -n openshift-storage | grep -i "ocs-operator" | awk {print $1}'

o Operator 1 XY M ZWHRT 5ICIE. UTFZ2ERITLET,
I # oc get events --sort-by=metadata.creationTimestamp -n openshift-storage
® OpenShift Data Foundation Operator D/X\—Y 3 VB LU F v RILERELE T,

I # oc get csv -n openshift-storage

A
NAME DISPLAY VERSION
REPLACES PHASE
mcg-operator.v4.9.2 NooBaa Operator 49.2

mcg-operator.v4.9.1 Succeeded
ocs-operator.v4.9.2 OpenShift Container Storage 4.9.2
ocs-operator.v4.9.1 Succeeded
odf-operator.v4.9.2 OpenShift Data Foundation 4.9.2
odf-operator.v4.9.1 Succeeded

I # oc get subs -n openshift-storage
A

NAME

PACKAGE SOURCE CHANNEL
mcg-operator-stable-4.9-redhat-operators-openshift-marketplace
mcg-operator  redhat-operators stable-4.9
ocs-operator-stable-4.9-redhat-operators-openshift-marketplace
ocs-operator  redhat-operators stable-4.9

odf-operator

odf-operator  redhat-operators stable-4.9

o installplan MERINTWB I & #MIALZE T,
I # oc get installplan -n openshift-storage

® OpenShift Data Foundation A& EHIT2AVR—RY MDA A=V %5ERLE T,
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O AA—IUNKRTHTHDZEWRTHLDICERTZ2IAVR—FX Y MDD PodhH2/—F%
HERLET,

I # oc get pods -0 wide | grep <component-name>
UFICHZERLEYS,

I # oc get pods -0 wide | grep rook-ceph-operator
H A5

rook-ceph-operator-566cc677fd-bjgnb 1/1 Running 20 4hém 10.128.2.5 rook-ceph-
operator-566¢¢c677fd-bjgnb 1/1 Running 20 4hém 10.128.2.5 dell-r440-
12.gsslab.png2.redhat.com <none> <none>

<none> <none>
dell-r440-12.gsslab.pnq2.redhat.com (& node-name T79,
o A A=Y IDZEMHRLET,
I # oc debug node/<node name>

<node-name>

AAX—INEITHTHZ I EEERTZDIFERATZIAVR—KY MDD PodB¥H B/ —
NDEFTY,

I # chroot /host

I # crictl images | grep <component>

UTFICHZERLEYS,

I # crictl images | grep rook-ceph

IMAGEID #Z X 8. IN% Rook Ceph Operator R—I M DigestID IC¥ v L E T,

BIERHR

® must-gather DfFH

1


https://catalog.redhat.com/software/containers/odf4/rook-ceph-rhel8-operator/612546e7dece23122b7a7cac?tag=v4.9.2-8&push_date=1643730686000
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4% OPENSHIFT DATAFOUNDATION =704 X > N&ED Y
SAY—L2EXDT 74NN —RELIVY—DLEEX

VSR —2FETDT 74~/ — KL U4 —5h OpenShift Data Foundation ICfFE I N 31545,
CSl daemonset IC& > TEMINS Pod gL V9 —IC—HT 5/ —RTOARHTEEY, LY
F—IZ—EH LW/ — KH 5 OpenShift Data Foundation ZRATE 5 L&D ICT 5. IV R34
VAV =T 4 ATUTDOFIEARZETT L T cluster-wide default node selector # EEZX L 7,

¥
1. openshift-storage namespace DED ./ —RKEL 79 —%EEL XY,

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

2. DaemonSets IC& > TEKRINZTD Pod ZHIR L £ 9,

oc delete pod -I app=csi-cephfsplugin -n openshift-storage
oc delete pod -I app=csi-rbdplugin -n openshift-storage

12
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B 27 LOBSIE h— 5 Y ABBIATU B, BMERIIN TV BHEE. LTFOFIEC
#oTh—s v EEHFLET.
AR R
o HIRINTWEA, ERRIRIINE A% h—2 Y ERURY Y —EBOH LW A —2 Y
HHTEERBLET,

FIr
1. OpenShift Container PlatformWeb >V —J)bicos 14 >~ L9,
2. Workloads —» Secrets z7 ') v 7 L&Y,
3. V3R —2EKDBESICERI NS ocs-kms-token ZFH T 5I1C1E, UTFERTLET,
a. Project % openshift-storage ICEXE L £ 9
b. ocs-kms-token — Actions —» EditSecret= 2 ) v 7 LZ 7,
c. Value 74 —JLNICEESIE N =0V 774 E RSy 7 ROy T3 7y 7O—
RLEY. b—=oVICid. AE—BLVCRHYNEIIATRLBRT 7A LT @ TFIIOWT
N ZEETITEY,
d. Save =2 ) v I LZXT,

4. BEEIEINKGER) 2 —LOHB/EDNDTOY U ~F/IF namespace D ceph-csi-kms-
token Z B9 51C1E. LTFERTLET,

a. HER Project ZBIRL T,

b. ceph-csi-kms-token — Actions - EditSecret# 7 1) v o L% 9,

c. Value 74 —JLRICEEBIE N0V T 74 VB RSy T RROY T&EALET7y 70—
FLET., b—oVilid, AE—BLIVRBYNIITRERT 7ALELETFI IOV
NHZEETEET,

d Save®=27 v o LZEY,

R

h—2 >id. ceph-csi-kms-token Z{FH T % I X TOESEI N PVC D
BRI N7 BRICOHBIBRTEE T,

léb
[
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56E OPENSHIFT DATAFOUNDATION 75— B LU
S—DNZTNoa—FTaT

61 75— NEITS—DRR

Red Hat OpenShift Data Foundation (&, < OHBET 2EEL TV A Z2REL. ThoZzHERICH
RTEZET, L. —HOBEICIIEEEONADIBETT,

BAERELTWBRIS—%2ERT5ICE. UTOWTIDODZRAZERALE T,
® Observe — Alerting - Firing = 7> 3 >
e Home - Overview = Cluster ¥ 7

® Storage — Openshift Data Foundation » Storage System — storage system link in the pop
up = Overview — Block and File ¥ 7

® Storage — Openshift Data Foundation —» Storage System — storage system link in the pop
up = Overview — Object ¥ 7

RRINDIZ—%2E—LT, ThEUTOEIYa vy THREL, TOEREELRBRAREZHERLE
ER

Name: CephMonVersionMismatch

Message: There are multiple versions of storage services running.

Description: There are {{ $value }} different versions of Ceph Mon components running.

Severity: Warning

Resolution: Fix

Procedure: Inspect the user interface and log, and verify if an update is in progress.

e [f an update in progress, this alert is temporary.

e Ifan updateis notin progress, restart the upgrade process.

Name: CephOSDVersionMismatch

Message: There are multiple versions of storage services running.

Description: There are {{ $value }} different versions of Ceph OSD components running.
Severity: Warning

Resolution: Fix

Procedure: Inspect the user interface and log, and verify if an update is in progress.

e [f an update in progress, this alert is temporary.

e [fan updateis notin progress, restart the upgrade process.

14
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Name: CephClusterCriticallyFull

Message: Storage cluster is critically full and needs immediate expansion
Description: Storage cluster utilization has crossed 85%.

Severity: Crtical

Resolution: Fix

Procedure: Remove unnecessary data or expand the cluster.

Name: CephClusterNearFull

Fixed: Storage cluster is nearing full.Expansion is required.
Description: Storage cluster utilization has crossed 75%.
Severity: Warning

Resolution: Fix

Procedure: Remove unnecessary data or expand the cluster.

Name: NooBaaBucketErrorState

Message: A NooBaa Bucket Is In Error State

Description: A NooBaa bucket {{ $labels.bucket_name }} is in error state for more than 6m
Severity: Warning

Resolution: Workaround

Procedure: Resolving NooBaa Bucket Error State

Name: NooBaaNamespaceResourceErrorState
Message: A NooBaa Namespace Resource Is In Error State

Description: A NooBaa namespace resource {{ $labels.namespace_resource_name }} is in
error state for more than 5m

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Error State

15



Red Hat OpenShift Data Foundation 4.9 OpenShift Data Foundation D b S IV a—F 4V J

16

Name: NooBaaNamespaceBucketErrorState
Message: A NooBaa Namespace Bucket Is In Error State

Description: A NooBaa namespace bucket {{ $labels.bucket_name }} is in error state for more
than 5m

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Error State

Name: NooBaaBucketExceedingQuotaState
Message: A NooBaa Bucket Is In Exceeding Quota State

Description: A NooBaa bucket {{ $labels.bucket_name }} is exceeding its quota - {{ printf
"%0.0f" $value }}% used message: A NooBaa Bucket Is In Exceeding Quota State

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Exceeding Quota State

Name: NooBaaBucketLowCapacityState
Message: A NooBaa Bucket Is In Low Capacity State

Description: A NooBaa bucket {{ $labels.bucket_name }} is using {{ printf "%0.0f" $value }}% of
its capacity

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaBucketNoCapacityState

Message: A NooBaa Bucket Is In No Capacity State

Description: A NooBaa bucket {{ $labels.bucket_name }} is using all of its capacity
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State
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Name: NooBaaBucketReachingQuotaState
Message: A NooBaa Bucket Is In Reaching Quota State

Description: A NooBaa bucket {{ $labels.bucket_name }} is using {{ printf "%0.0f" $value }}% of
its quota

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaResourceErrorState

Message: A NooBaa Resource Is In Error State

Description: A NooBaa resource {{ $labels.resource_name }} is in error state for more than 6m
Severity: Warning

Resolution: Workaround

Procedure: Resolving NooBaa Bucket Error State

Name: NooBaaSystemCapacityWarning100

Message: A NooBaa System Approached Its Capacity

Description: A NooBaa system approached its capacity, usage is at 100%
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaSystemCapacityWarning85

Message: A NooBaa System Is Approaching Its Capacity

Description: A NooBaa system is approaching its capacity, usage is more than 85%
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

17
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Name: NooBaaSystemCapacityWarning95

Message: A NooBaa System Is Approaching Its Capacity

Description: A NooBaa system is approaching its capacity, usage is more than 95%
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: CephMdsMissingReplicas

Message: Insufficient replicas for storage metadata service.

Description: “Minimum required replicas for storage metadata service not available.
Might affect the working of storage cluster.”

Severity: Warning

Resolution: Contact Red Hat support

Procedure:

1. Check for alerts and operator status.

2. If the issue cannot be identified, contact Red Hat support

Name: CephMgrisAbsent

Message: Storage metrics collector service not available anymore.

Description: Ceph Manager has disappeared from Prometheus target discovery.
Severity: Critical

Resolution: Contact Red Hat support

Procedure:
L A—H—A V=T 1A REQTEFANT, BEFDVETHTHEINEI N ZHABLET,
e If an update in progress, this alert is temporary.
e [fan updateis notin progress, restart the upgrade process.
2. Once the upgrade is complete, check for alerts and operator status.

3. If the issue persistents or cannot be identified, contact Red Hat support


https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support
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Name: CephNodeDown

Message: Storage node {{ $labels.node }} went down

Description: Storage node {{ $labels.node }} went down.Please check the node immediately.
Severity: Critical

Resolution: Contact Red Hat support

Procedure:

1. Check which node stopped functioning and its cause.

2. Take appropriate actions to recover the node.If node cannot be recovered:

® Replacing storage nodes for Red Hat OpenShift Data FoundationZ &8 L T 72X Ly,

® Contact Red Hat support

Name: CephClusterErrorState
Message: Storage cluster is in error state
Description: Storage cluster is in error state for more than 10m.
Severity: Critical
Resolution: Contact Red Hat support
Procedure:
1. Check for alerts and operator status.
2. If the issue cannot be identified, download log files and diagnostic information using must-gather.

3. Open a Support Ticketwith Red Hat Supportwith an attachment of the output of must-gather.

Name: CephClusterWarningState
Message: Storage cluster is in degraded state
Description: Storage cluster is in warning state for more than 10m.
Severity: Warning
Resolution: Contact Red Hat support
Procedure:
1. Check for alerts and operator status.
2. If the issue cannot be identified, download log files and diagnostic information using must-gather.

3. Open a Support Ticketwith Red Hat Supportwith an attachment of the output of must-gather.
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Name: CephDataRecoveryTakingToolLong

Message: Data recovery is slow

Description: Data recovery has been active for too long.
Severity: Warning

Resolution: Contact Red Hat support

Name: CephOSDDiskNotResponding

Message: Disk not responding

Description: Disk device {{ $labels.device }} not responding, on host {{ $labels.host }}.
Severity: Critical

Resolution: Contact Red Hat support

Name: CephOSDDiskUnavailable

Message: Disk not accessible

Description: Disk device {{ $labels.device }} not accessible on host {{ $labels.host }}.
Severity: Critical

Resolution: Contact Red Hat support

Name: CephPGRepairTakingTooLong

Message: Self heal problems detected
Description: Self heal operations taking too long.
Severity: Warning

Resolution: Contact Red Hat support

Name: CephMonHighNumberOfLeaderChanges
Message: Storage Cluster has seen many leader changes recently.

Description: 'Ceph Monitor "{{ $labels.job }}": instance {{ $labels.instance }} has seen {{ $value
printf "%.2f" }} leader changes per minute recently.'

Severity: Warning

Resolution: Contact Red Hat support
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Name: CephMonQuorumAtRisk

Message: Storage quorum at risk
Description: Storage cluster quorum is low.
Severity: Critical

Resolution: Contact Red Hat support

Name: ClusterObjectStoreState
Message: Cluster Object Store is in unhealthy state.Please check Ceph cluster health.

Description: Cluster Object Store is in unhealthy state for more than 15s.Please check Ceph
cluster health.

Severity: Critical
Resolution: Contact Red Hat support

Procedure:
e CephObjectStore CR1 v X4 v R %=HR L 7,

o Contact Red Hat support

Name: CephOSDFlapping

Message: Storage daemon osd.x has restarted 5 times in the last 5 minutes.Please check the
pod events or Ceph status to find out the cause.

Description: Storage OSD restarts more than 5 times in 5 minutes.
Severity: Critical

Resolution: Contact Red Hat support

Name: OdfPoolMirroringlmageHealth

Message: Mirroring image(s) (PV) in the pool <pool-name> are in Warning state for more than a
1m. Mirroring might not work as expected.

FANDFLEWLOLDT T =2 a v TERERIENKKRLTVWET,
Severity: Warning

Resolution: Contact Red Hat support
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Name: OdfMirrorDaemonStatus
Message: Mirror daemon is unhealthy.

SR VS 29 —2ERTREEEIRICKKBLET, miror T—EVHN T DULEEBREICA>TVWEY, 2DV 5
2Y—DIZ—) U JIFFEEYICKELEZEA,

Severity: Critical

Resolution: Contact Red Hat support

6.2. 7 5 A9 —DELMRIBEDHR

OpenShift Data Foundation Z—#%'—4 4 —7 24 RIZKZII N5 Red Hat Ceph Storage 7 5 A9 —
DHANTLAREMEDOHZEEMEXA Yy E—VICERYDHY T, IhoiE. BEOHNFEFIOANILR
Fv VP ELTEEINTVWETY, FHAlFIE. YV—IAEEMFzv I ZEBL, TORKEZRMT S
FETENLERTITEDLDIICTZIEA2BME L, BRLBRUABATHRXFEINTY, FMlBEHRD
SURNTZ TN a—FT4 Vv T%TFTIICE. LFOANIVRAO—R%EI ) w9 LET,

EEHEO—F Ei:]
MON_DISK_LOW 1D E 2 IFEED Ceph Monitor D7 4 R V7 tBIE AR
BLTWET,

6.2.1. MON_DISK_LOW

CDELEIF, BERT—IR—RENRN—YT—IELTHRMNT 27714 AT LDFERETREARBEEH
mon_data_avail warn # FEIZIGEICN) HA—INhFEFT (T 74 ML 5% TT), hik. ¥R F
Lt 7O FLFA—H -, EZH—THERAINTVWEIOERL 7 7MLV AT LEBHRIC
LTWBZEAERLTWAAEMEIHYET, T, EZHV—DT—IR—ADPKINVNTEAERT &
£t TCEET,

pa )

T7AWY AT LADNRRIE, mon DFTAA AV MIEL>TERY T, mon B
storagecluster.yaml T 704 SN TWBIBAADNRRERDIFZ I ENTEET,

INZ DI
e PVC/ARIZFZFO4 T3 mon: /var/lib/ceph/mon
e KRR KMNIRRFAHTT 7 O4 T3 mon:/var/lib/rook/mon

EEAEET BRI, 774V RATALATHERROGVW I 71 IILERSRL, HIRRT 3
774NV EBERLET, 774 EaRRTBICE. UTFTOOT Y REETLET,

I # du -a <path-in-the-mon-node> |sort -n -r |head -n10

<path-in-the-mon-node> %, mon A7 704 INTWB T 7 LY AT LAD/NRIC
BEHBZET,
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6.3. NOOBAA BUCKET TS5 —JRREM AR

FIR

1. OpenShift Web 3>V —JLC. Storage —» OpenShift Data FoundationZ2 v 7 L& ¥,

2. Overview ¥ 7 M Status 1— KT StorageSystem %7 v o L. RRINLKRY T7v ThH
SBARNL=YSRFL) VORIV ILET,

3. Object# 750y o LET,

4. Details 1— K® SystemName 7 1 —JLNIZHB) 0% 0 ) v I LET,

5 ZfIORA VT, Buckets 77> avasYv oL, TZ—REBONTy haRFELET, T
S —RED/NT v kD namespace /Ny N TH BB EIE. T Namespace Buckets R4{ ¥ %
20w I LET,

6. €D BucketName 227 v I LFEY, NI Yy hTRELTWBIS—HRIINIY,

7. N7y ROFEDIZ—IKIEL T, UFOWThrFELEBEAZEITLET,

a. FREICEEY 2T 5 —DiFhE:
i. Z{llO~RA > T Resources 7 7> avao )y LET,
i. TS—QREDYY—R%EIYvILET,
ii. T—YIYhEBMLTYY—R2X5—Y 2V TLET,
b. YV —ADEEMTIZ—DEE:
i. Z{llO~RA > T Resources 7 7> avas )y LET,
i. TS—REDYY—R%EIYvILET,

i. RIS —IE. NvFx U ITH—EADFETELRWVED, EXTTE20ENHDIEAETR
L/i-a—o

iv. POER/IR—Iv3vVDIS—IIDWVWTIE, HHD Access Key B & U Secret Key
ZEILET,

6.4. 7 #—4% %iB3E L 7=JAEED NOOBAA BUCKET DR

A NooBaa Bucket Is In Exceeding Quota StateT 5 — %R 9 5 I1CId, UTFTOWThhEETLE
ER

o Nry  ND—EDTF—8%V)—vTvTLET,
o LITOFIRICK>T, Nry I 4+—9%BPLET,

1. OpenShift Web O~V —JL T, Storage —» OpenShift Data Foundation =7 ') v 7 L £
ER

2. Overview ¥ 7 M Status 51— KT StorageSystem %7 v o/ L, RRINLKRy TT7v
TOBLRANL—=YSORTFL) V%) I LET,

3. Object# 750y o LET,

23



Red Hat OpenShift Data Foundation 4.9 OpenShift Data Foundation D b S IV a—F 4V J

4. Details 1— K® SystemName 7 1 —JLNIZHB) V0% 0 ) v I LET,

5 ZfIORA VT, Buckets 7 7> avao )y oL, TS5—REODNTy NERELFE
_a—o

6. BucketName %27 )y V7 LEzd, Ny NTEELTWB IS —HIERRINET,

7. Bucket Policies » EditQuotaz2!)wv 2V L. 74—4%%BYLZFY,
6.5.NOOBAA N\~ vy NBEFHIXT # —9 DIRREDERR

FIR

1. OpenShift Web 3>V —JLC. Storage —» OpenShift Data Foundation%2 v 7 L& ¢,

2. Overview ¥ 7 M Status 51— R T StorageSystem %7 v o/ L. RRINLRY TT7v ThH
SBARNL=ISRFL) VORIV I LET,

3. Object# 750y o LET,
4. Details 1— K® SystemName 7 1« —JLNIZHB )0 %0 ) v I LET,
5 ZEfD~RA>VTResources Z 7> avay vy L, PV T—IL)Y—%&HRRLET,

6. REMEWRT—HYZADPV F—I)L) Y —RIZDWTIE. FDResource Name &2 ) v LF
ERR

7. TIRREEREL. T—Y U NOEEEPLET,

6.6.POD M) A/\1) —
—ERDBREIC &L Y RFD / — K (f5l: NODE1) A* NotReady JREEIC A% &, ReadWriteOnce (RWO) 7 ¥
TRXRE—RTPVCA2ERATBHRAMINEZPodid, 2DEH®D/ — K (fl:NODE2) IC#iTL LD &L F

I A, multi-attach TS —ICLWUEIELET, COLDIBRIFEICIK. UTDFIEICH > T MON,
OSD, 8LV 77V r—> 3 v Pod #EETEET,

FIR

1. (AWS Z 7= vSphere {815 5) NODE1 D ER% A4 7IC L. NODE1 i'ZL2ICEFEIELTVWSR I &
HHERLET,

2. LFOO~ Y F%ZFEMA L TNODE1 T Pod Z&HIBNICHIFR L X9,

I $ oc delete pod <pod-name> --grace-period=0 --force

6.7.EBS R 2 —LDE|Y HTERENSD ) A/ —
OSD 74 XY H'd% % OSD Z 7zI& MON Elastic Block Storage (EBS) /R ) 2 — A A7 —F— Amazon
EC2AVRIVANSLTYYFREERTEE, RY1—LX19FEE20URICEENICBETZY v F

INFJ, 27 L. OSD Pod I& CrashLoopBackOff SRREIC Ak Y £ 3§, Pod %[O]18 L T Running IRAE
IKRTICIE. EC2A VY RY VA BRETI2VEN’HY FT,

6.8. ROOK-CEPH-OPERATOR ®F /Ny /O DA L CEMIL
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rook-ceph-operator D7 /Ny JOJZBMICL. BED N Ty 1a—FT 4 Y IR DEEIRR Z X
BLEY,

FIa
TRy IO JoaMme

1. rook-ceph-operator @ configmap % #R&EL £ 9,

I $ oc edit configmap rook-ceph-operator-config

2. ROOK_LOG_LEVEL: DEBUG /\5 X —#% —% rook-ceph-operator-config yam| 7 7 1 JL
IZBH0 L T, rook-ceph-operator D7 /Ny /O %#BMICLET,

data:
# The logging level for the operator: INFO | DEBUG
ROOK_LOG_LEVEL: DEBUG
rook-ceph-operator A7 (&7 /Ny JERTHREINE T,

TRy 0T oEME

1. rook-ceph-operator @ configmap % #R&EL £ 9.

I $ oc edit configmap rook-ceph-operator-config

2. ROOK_LOG_LEVEL: INFO /X5 X —4% — % rook-ceph-operator-config yam| 7 7 4 JLIZiE
B0 L T. rook-ceph-operator D7 /Ny /O %#\MICLET,

data:
# The logging level for the operator: INFO | DEBUG
ROOK_LOG_LEVEL: INFO
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F7E O—AIAMNL—Y OPERATOR T 704 XV N DFESR

O—AJLRZ b L — Operator % {9 % Red Hat OpenShift Data Foundation 7 5 24 —I&, O—#
WARNL=UFNRAREFALTT7OMINET, O—AILRAML—ITFNRA R&FERLTREEFED Y
S 24 —H* OpenShift Data Foundation TF 704 SN TWE M E I AR 5 1TI1E. LLTFDOFIEIC
WET,

AR

e OpenShift Data Foundation A* openshift-storage namespace IZ4 Y XA h—JL 3, ETIh
TW5,

FI7

OpenShift Data Foundation 7 5 X 4 —® Persistent Volume Claim(Zk#tAR 1) 2 —AFER, PVC) ICBE&E
FFONEANL—CISREFv 952 EICEY, O—AIVRANL—UF RS REFRLTYS
2 —HDTTO4INTVWENEI DN EHERTEET,

1. UFoa~x > K%&@EH L T, OpenShift Data Foundation ¥ 5 24 —® PVC ICEAER T S
ANL—=YOSREERLET,

I $ oc get pvc -n openshift-storage

2. HAO%EBERLET., O—HI A ML — Operator 2589 5 29 —DiFE. ocs-deviceset |
FEMIF SN PVCIER ML —T % 5 X localblock AL F 9., HAOIEUTORAIDL S IC

wYFET,

NAME STATUS VOLUME CAPACITY ACCESS
MODES STORAGECLASS AGE
db-noobaa-db-0 Bound pvc-d96c747b-2ab5-47e2-b07e-1079623748d8 50Gi
RWO ocs-storagecluster-ceph-rbd 114s
ocs-deviceset-0-0-1zfrd Bound local-pv-7e70c77¢c 1769Gi RWO
localblock 2m10s
ocs-deviceset-1-0-7rggl Bound local-pv-b19b3d48 1769Gi RWO
localblock 2m10s
ocs-deviceset-2-0-znhk8 Bound local-pv-e9f22cdc 1769Gi RWO
localblock 2m10s

BEEEIR

® Deploying OpenShift Data Foundation using local storage devices on VMware
® Deploying OpenShift Data Foundation using local storage devices on Red Hat Virtualization
® Deploying OpenShift Data Foundation using local storage devices on bare metal

® Deploying OpenShift Data Foundation using local storage devices on IBM Power
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EE NS TN aAa—TFTAVITBICTFP /A VA MN—ILEORYDY Y —ZADHIE

BE N TNV a—TFTAVIBELUVT VA VA MN—IEREORERY D
Y — DB

Operator ICE > TEEBINDZ DRI LYY —ZAD—EIE, BERINRTDI )=V Ty TIRIER

TILTE. 774 F 54 —T Terminating A7—9 ADFE FILARY, BTTETHET 2LELNH D5

BIHYET, TOLIRBEICIE. TOLIR) Y —REBEINICHIRT Z2LELFHYET., IhE

EITLRVWE, TRTOT VA VAN —ILFIRZETLTH, Y Y —RIE Terminating RED £ FIZ4

L) i’a—o

1. openshift-storage namespace M HIBREFIC Terminating IREEDE X THEIMNE I N AR L
ER

I $ oc get project -n <namespace>

H
NAME DISPLAY NAME STATUS
openshift-storage Terminating

2. A< RHAD STATUS 7 2 3 > T NamespaceFinalizersRemaining & & U
NamespaceContentRemaining X v t—Y DEEZHR L. —BEXRZINZK !V —XIID
WTHUTOFIEZETLET,

I $ oc get project openshift-storage -o yaml
A

status:
conditions:
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: All resources successfully discovered
reason: ResourcesDiscovered
status: "False"
type: NamespaceDeletionDiscoveryFailure
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: All legacy kube types successfully parsed
reason: ParsedGroupVersions
status: "False"
type: NamespaceDeletionGroupVersionParsingFailure
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: All content successfully deleted, may be waiting on finalization
reason: ContentDeleted
status: "False"
type: NamespaceDeletionContentFailure
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: 'Some resources are remaining: cephobjectstoreusers.ceph.rook.io has
1 resource instances'
reason: SomeResourcesRemain
status: "True"
type: NamespaceContentRemaining
- lastTransitionTime: "2020-07-26T12:32:56Z"
message: 'Some content in the namespace has finalizers remaining:
cephobjectstoreuser.ceph.rook.io
in 1 resource instances'
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reason: SomeFinalizersRemain
status: "True"
type: NamespaceFinalizersRemaining

3. ZDOFIBICBRHEINTUVWBEIERYDIRTOY Y —REHIBKRLET,
HIRRT B2R&YY—RIZDWT., UTFEEFTLET,

a. HIIRS Z2HEDHZY Y —ADEREMBLET, LEOHNIDA Yy E—VABERLE
-a—o
IR

message: Some content in the namespace has finalizers remaining:
cephobjectstoreuser.ceph.rook.io

Z T T. cephobjectstoreuser.ceph.rook.io &4+ 7 =V N DIEFETT,

b. 77V ) NOBEICHIGT 24TV MEAZIELET,
I $ oc get <Object-kind> -n <project-name>
i

I $ oc get cephobjectstoreusers.ceph.rook.io -n openshift-storage

A
NAME AGE
noobaa-ceph-objectstore-user 26h

c. VY—RIINyFEEHALET,

$ oc patch -n <project-name> <object-kind>/<object-name> --type=merge -p
{"metadata": {"finalizers":null}}'
UFICHZERLEYS,

$ oc patch -n openshift-storage cephobjectstoreusers.ceph.rook.io/noobaa-ceph-
objectstore-user \
--type=merge -p '{"metadata": {"finalizers":null}}'

H 77
I cephobjectstoreuser.ceph.rook.io/noobaa-ceph-objectstore-user patched
4. openshift-storage 7OY =7 MBI N TVWE I EAFERLE T,
I $ oc get project openshift-storage
H 77
I Error from server (NotFound): namespaces "openshift-storage" not found

BIENER LA WIEA X, Red Hat R— b ICTEIE L 23N,
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Fo= NEBE— KTD CEPHFSPVCEBID NS TV a—FT4a Y

FOE NEE— KRTH CEPHFSPVCEEXD NS TV a—F4 >
p

Red Hat Ceph Storage 7 5 249 —% 411 LBIDO/N—Y 3 YHSERHD U —RICEH L. IHHFIRIC
T704 INEY T RAY—TIEARWIEEIL. Red Hat Ceph Storage ¥ 5 24 — T CephFS 7—ILD 7
T)lr—>avd4 TEFHTHREL, HEE— KT CephFSPVC DIERREBMICT Z2MHENHY £
ER

1. CephFSpvc 2*Pending A7 —49 A TEIELTWABENEI N EHELE T,

I # oc get pvc -n <namespace>

H 1
NAME STATUS VOLUME
CAPACITY ACCESS MODES STORAGECLASS AGE

ngx-fs-pxknkcix20-pod  Pending
ocs-external-storagecluster-cephfs 28h

[..]

2. describe HAO =R L. ThETIhD pvc DARY b ERRLET,
FEINZI5— A vE—YIE cephfs_metadata/csi.volumes.default/csi.volume.pvc-
XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX: (1) Operation not permitted) TY,

I # oc describe pvc ngx-fs-pxknkcix20-pod -n nginx-file
aapal il

Name: ngx-fs-pxknkcix20-pod

Namespace: nginx-file

StorageClass: ocs-external-storagecluster-cephfs
Status: Pending

Volume:

Labels: <none>

Annotations: volume.beta.kubernetes.io/storage-provisioner: openshift-
storage.cephfs.csi.ceph.com

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: ngx-fs-oyoe047v2bn2ka42jfgg-pod-hghzf
Events:

Type Reason Age From
Message

Warning ProvisioningFailed 107m (x245 over 22h) openshift-
storage.cephfs.csi.ceph.com_csi-cephfsplugin-provisioner-5f8b66cc96-hvcgp_6b7044af-
€904-4795-9ce5-bf0cf63ccdas

(combined from similar events): failed to provision volume with StorageClass "ocs-external-
storagecluster-cephfs": rpc error: code = Internal desc = error (an error (exit status 1)
occurred while

running rados args: [-m 192.168.13.212:6789,192.168.13.211:6789,192.168.13.213:6789 --
id csi-cephfs-provisioner --keyfile=stripped -c /etc/ceph/ceph.conf -p cephfs_metadata
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getomapval

csi.volumes.default csi.volume.pvc-1ac0c6e6-9428-445d-bbd6-1284d54ddb47 /tmp/omap-
get-186436239 --namespace=csi]) occurred, command output streams is ( error getting
omap value
cephfs_metadata/csi.volumes.default/csi.volume.pvc-1ac0c6e6-9428-445d-bbd6-
1284d54ddb47: (1) Operation not permitted)

3. <cephfs metadata pool name> (Z Z Tld cephfs_metadata ) & & U' <cephfs data pool
name> (Z Z Tld cephfs_data) DR EZMHR L XY, AV Y RZEI1TT 5ICIE. jq %= Red Hat
Ceph Storage 7247 b/ —RIZHERIICA VAN —ILT 2BENHYXT,

# ceph osd pool Is detail --format=json | jq ".[] | select(.pool_name| startswith("cephfs")) |
.pool_name, .application_metadata' "cephfs_data"

{
"cephfs”: {}

}

"cephfs_metadata”

{
"cephfs”: {}

}

4. CephFS 7= D7 F) r—>a v 94 THBELET,

® RedHatCephStorage 7547V ./ —RTUTODIAYY REZETLET,

I # ceph osd pool application set <cephfs metadata pool name> cephfs metadata cephfs

I # ceph osd pool application set <cephfs data pool name> cephfs data cephfs
5 BRENMEAINTVWEINEI N ZHRLET,

# ceph osd pool Is detail --format=json | jq '.[] | select(.pool_name| startswith("cephfs")) |
.pool_name, .application_metadata' "cephfs_data"
{
"cephfs": {
"data": "cephfs"
}
}
"cephfs_metadata"
{
"cephfs": {
"metadata": "cephfs"
}
}

6. CephFSPVC DR T—49 A= BEMZE L F9, PVC A Bound REICR 2T T,

I # oc get pvc -n <namespace>

H 1
NAME STATUS VOLUME
CAPACITY ACCESS MODES STORAGECLASS AGE

ngx-fs-pxknkcix20-pod  Bound pvc-1ac0c6e6-9428-445d-bbd6-1284d54ddb47
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#10% OPENSHIFT DATA FOUNDATION TDE=%4 — POD D
B

3DIARTHMELELTWBIFEIFE=Y — Pod 2185t L. OpenShift Data Foundation A€ =4 — Pod
HFHEMICETTEAWESIE. EZ¥—Pod #ETLET,

¥
1. rook-ceph-operator & U* ocs Operator 7 7O4 XV N2 R — LY IV LET,

I # oc scale deployment rook-ceph-operator --replicas=0 -n openshift-storage

I # oc scale deployment ocs-operator --replicas=0 -n openshift-storage

2. openshift-storage namespace TIRTDTTAA XY DNy I 7y THERLET,

I # mkdir backup

# cd backup

# for d in $(oc get deployment|awk -F' ' {print $1}'|grep -v NAME); do echo $d;oc get

I # oc project openshift-storage
I deployment $d -o yaml > oc_get_deployment.${d}.yaml; done

3. livenessProbe /XS5 XA —4 —%HIffT 5L DICOSD F7O1 XV MRy FABEAL, I7
VRIS A—4H—sleep HIEELTEITLET,
# for i in $(oc get deployment -I app=rook-ceph-osd -oname);do oc patch ${i} -n openshift-
storage --type='json' -p '[{"op":"remove",
"path":"/spec/template/spec/containers/0/livenessProbe"}]" ; oc patch ${i} -n openshift-storage

-p {"spec": {"template": {"spec": {"containers": [{"name": "osd", "command": ["sleep”,
"infinity"], "args": [[}]}}}}' ; done

4. §RTDOSD A5 monstore 7 5 A9 —< v TEEBLET,
a. recover_ monsh 27 ) 7N/ LE T,

#!/bin/bash
ms=/tmp/monstore

rm -rf $ms
mkdir $ms

for osd_pod in $(oc get po -l app=rook-ceph-osd -oname -n openshift-storage); do
echo "Starting with pod: $osd_pod"
podname=$(echo $osd_pod|sed 's/podV//g')

oc exec $osd_pod -- rm -rf $ms
oc cp $ms $podname:$ms
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rm -rf $ms
mkdir $ms

echo "pod in loop: $osd_pod ; done deleting local dirs"
oc exec $osd_pod -- ceph-objectstore-tool --type bluestore --data-path

/var/lib/ceph/osd/ceph-$(oc get $osd_pod -ojsonpath="{

.metadata.labels.ceph_daemon_id }') --op update-mon-db --no-mon-config --mon-store-
path $ms

echo "Done with COT on pod: $osd_pod"
oc cp $podname:$ms $ms

echo "Finished pulling COT data from pod: $osd_pod"
done

b. recover mon.sh 27 1) 7 h&#R{TL T,
I # chmod +x recover_mon.sh
I # ./recover_mon.sh

5 MONFZ7OA4 XY MRy FAEBERAL, OV RNRSA—4—%sleep & LTERITLET,
a. MONFT7OM XV hERELE T,

# for i in $(oc get deployment -I app=rook-ceph-mon -oname);do oc patch ${i} -n
openshift-storage -p {"spec": {"template": {"spec": {"containers": [{"name": "mon",
"command": ["sleep", "infinity"], "args": []}]}}}}'; done

b. MON 704 X ¥ MZI/Xy F%&HEA L T, initialDelaySeconds %1E%» L £ 7,

# oc get deployment rook-ceph-mon-a -o yaml | sed "s/initialDelaySeconds:
10/initialDelaySeconds: 2000/g" | oc replace -f -

# oc get deployment rook-ceph-mon-b -o yaml | sed "s/initialDelaySeconds:
10/initialDelaySeconds: 2000/g" | oc replace -f -

# oc get deployment rook-ceph-mon-c -0 yaml | sed "s/initialDelaySeconds:
10/initialDelaySeconds: 2000/g" | oc replace -f -

6. LLEIICEYS L 7= monstore % mon-a Pod ICOE—L X9,

# oc cp /tmp/monstore/ $(oc get po -I app=rook-ceph-mon,mon=a -oname |sed
's/podV//g'):Amp/

7. MON Pod IC#E1 L. HEXS L 7= monstore DFiEEAZTEL F T,

I # oc rsh $(oc get po -I app=rook-ceph-mon,mon=a -oname)

I # chown -R ceph:ceph /tmp/monstore
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8. mondb ZB#EEJT 1. ¥F—VVIFVTL— N7 74 I)LAEIE—LET,

I # oc rsh $(oc get po -I app=rook-ceph-mon,mon=a -oname)
I # cp /etc/ceph/keyring-store/keyring /tmp/keyring

# cat /tmp/keyring

[mon.]
key = AQCleqldWgm5IhAAgZQbEzoShkZV42RiQVffnA==
caps mon = "allow *"

[client.admin]
key = AQCmMAKId8JO5KXAArOWeRAwW63gAWWZ0O5075ZNQ==
auid =0
caps mds = "allow
caps mgr = "allow *"
caps mon = "allow *"
caps osd = "allow *”

*n

9. TNTIhDY—U Ly DS, DT TD Ceph T—F ¥ (MGR, MDS, RGW, Crash,
CSl. B&UvCSIFOEYafF—)DF—) VI ERHELET.

# oc get secret rook-ceph-mds-ocs-storagecluster-cephfilesystem-a-keyring -ojson | jq
.data.keyring | xargs echo | base64 -d

[mds.ocs-storagecluster-cephfilesystem-a]

key = AQB3r8VgAtr6OhAAVhhXpNKgRTUEVdRoxG4uRA==
caps mon = "allow profile mds"

caps osd = "allow *"

caps mds = "allow"

F—) T T774)LDY > I letc/ceph/ceph.client.admin.keyring:

[mon.]
key = AQDxTF1hNgLTNxAAi51cCojs01b4I5E6v2H8Uw==
caps mon = "allow "
[client.admin]
key = AQDxTF1hpzguOxAA0sS8nN4udoO350Ebt3bgMQ==
caps mds = "allow " caps mgr = "allow *" caps mon = "allow
[mds.ocs-storagecluster-cephfilesystem-a] key =
AQCKTV1horgjARAA8aF/BDh/4+eG4RCNBCl+aw== caps mds = "allow" caps mon = "allow
profile mds" caps osd = "allow *" [mds.ocs-storagecluster-cephfilesystem-b] key =
AQCKTV1hN4gKLBAA5emIVqg3ncV7AMEM1c1RmGA== caps mds = "allow" caps mon =
"allow profile mds" caps osd = "allow *" [client.rgw.ocs.storagecluster.cephobjectstore.a] key
= AQCOKdBixmpiAxAA4X7zin6SGTI9c1MBflszY A== caps mon = "allow rw" caps osd =
"allow rwx" [mgr.a] key = AQBOTV1hGYOEORAA87471+elZLZtptftkcHVTRg== caps mds =
"allow *" caps mon = "allow profile mgr" caps osd = "allow *" [client.crash] key =
AQBOTV1htO1aGRAAe2MPYcGdiAT+O04CNPSF1g== caps mgr = "allow rw" caps mon =
"allow profile crash" [client.csi-cephfs-node] key =
AQBOTV1hiAtuBBAAaPPBVgh1AqZJIDeHWdoFLw== caps mds = "allow rw" caps mgr =
"allow rw" caps mon = "allow r" caps osd = "allow rw tag cephfs *=" [client.csi-cephfs-
provisioner] key = AQBNTV1hHu6wMBAAzNXZv36aZJuE1iz7S7GfeQ== caps mgr = "allow
rw" caps mon = "allow r" caps osd = "allow rw tag cephfs metadata="
[client.csi-rbd-node]
key = AQBNTV1h+LnkIRAAWNpIN9bUAMSHOVJOEJXHRw==

*n *n

caps osd = "allow
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caps mgr = "allow rw"
caps mon = "profile rbd"
caps osd = "profile rbd"
[client.csi-rbd-provisioner]

key = AQBNTV1hMNcsExAAvA3gHB2gaY33LOdWCVHG/A==

caps mgr = "allow rw"
caps mon = "profile rbd"
caps osd = "profile rbd"

BF

a. mon-aPod ICBEILZE T,

I # oc rsh $(oc get po -I app=rook-ceph-mon,mon=a -oname)

b. monstore | monmap H'#% % Z & &
I # ceph-monstore-tool /timp/monstore get monmap -- --out /tmp/monmap
I # monmaptool /tmp/monmap --print

47> 3 ¥:monmap WAL, L L monmap Z/ERR L £,

# monmaptool --create --add <mon-a-id> <mon-a-ip> --add <mon-b-id> <mon-b-ip> --add
<mon-c-id> <mon-c-ip> --enable-all-features --clobber /root/monmap --fsid <fsid>

<mon-a-id>

mon-a Pod @ ID T,
<mon-a-ip>

mon-aPod D IP 7 KL AT,
<mon-b-id>

mon-b Pod @ ID T9,
<mon-b-ip>

mon-b Pod D IP 7 KL AT,
<mon-c-id>

mon-c Pod @ ID T,
<mon-c-ip>

mon-c Pod D IP 7 KL AT,
<fsid>

774V RATLIDTY,

o client.csiFEDF—1) VJICDOWTIE, BIOF—) VT 774ILOHEN%
S L. ThEThO OpenShift Data Foundation ¥ —2 L v kS F—%
Ty F L% T4 MDD caps ZEBIMLET,

e OSD*¥—)r7iE EXRICEHFNICENINET,
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12. monmap =L £ 7,

I # monmaptool /root/monmap --print

13. monmap %14 Y/ R—hLZF T,

BE
LBiicEm L7z =YV 274V EaFRLEFT,

# ceph-monstore-tool /timp/monstore rebuild -- --keyring /tmp/keyring --monmap
/root/monmap

I # chown -R ceph:ceph /tmp/monstore

14, LAI®D storedb 7 7 A ILD/INy O 7w THERLET,

I # mv /var/lib/ceph/mon/ceph-a/store.db /var/lib/ceph/mon/ceph-a/store.db.corrupted
I # mv /var/lib/ceph/mon/ceph-b/store.db /var/lib/ceph/mon/ceph-b/store.db.corrupted

I # mv /var/lib/ceph/mon/ceph-c/store.db /var/lib/ceph/mon/ceph-c/store.db.corrupted

15. B L /- store.db 7 71 JL% monstore 74 L2 M) —iCOEE—LZX T,

I # mv /tmp/monstore/store.db /var/lib/ceph/mon/ceph-a/store.db

I # chown -R ceph:ceph /var/lib/ceph/mon/ceph-a/store.db

16. monstore 74 L7 N —ABEELKS, storedb 7 71 )LEO—AILHLHEKY D MON
PodiCaE—L %9,

# oc cp $(oc get po -l app=rook-ceph-mon,mon=a -oname | sed
's/podV//g'):/var/lib/ceph/mon/ceph-a/store.db /tmp/store.db

# oc cp /tmp/store.db $(oc get po -| app=rook-ceph-mon,mon=<id> -oname | sed
's/podV//g'):/var/lib/ceph/mon/ceph-<id>

<id>
MON Pod @ ID T9,

17. Y D MONPod IC#E L. JF— L7 monstore DFTEEAZEL XY,

I # oc rsh $(oc get po -I app=rook-ceph-mon,mon=<id> -oname)

I # chown -R ceph:ceph /var/lib/ceph/mon/ceph-<id>/store.db

<id>
MON Pod @ ID T9,

36



#5103 OPENSHIFT DATA FOUNDATION TOE=4— POD O

18. Ny FHMBEAINAEEZTICRELET,

e MONFZOq XV hDFAE:
I # oc replace --force -f <mon-deployment.yami>

<mon-deployment.yaml>
MONFZZ7OA4 XY bDyaml 7 74 ILTT,

e OSD 7704 XV hDFA:
I # oc replace --force -f <osd-deployment.yaml>

<osd-deployment.yami>
OSDF7OA4 AV D yaml 7 71 ILTT,

e MGRTZOA XV hDiZAE:
I # oc replace --force -f <mgr-deployment.yamli>

<mgr-deployment.yaml>
MGRF7OA4 XY hDyaml 7 71 ILTT,

BR
MON. Milla, & & OSD Pod ' HREIL TWBH Z & Z2FEBLE Y,

19. rook-ceph-operator # & U ocs-operator 7 704 XV N 27— LT v T LET,

I # oc -n openshift-storage scale deployment ocs-operator --replicas=1

WREEFIR
. CephDRF—FR&EFTv o LT, CephFSAEFLTWBI EARELET,

I # ceph -s
A

cluster:
id:  f111402f-84d1-4e06-9fdb-c27607676e55
health: HEALTH_ERR
1 filesystem is offline
1 filesystem is online with fewer MDS than max_mds
3 daemons have recently crashed

services:
mon: 3 daemons, quorum b,c,a (age 15m)
mgr: a(active, since 14m)
mds: ocs-storagecluster-cephfilesystem:0
osd: 3 osds: 3 up (since 15m), 3 in (since 2h)
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data:
pools: 3 pools, 96 pgs
objects: 500 objects, 1.1 GiB
usage: 5.5 GiB used, 295 GiB /300 GiB avalil
pgs: 96 active+clean

BE
T7AIWNSRTLADZT T SAVTHBEHD, MDSH—EZXANRDONSRWVGEE

I3, CephFS ZERTZ2LENDHY XF., FMIE. [CephFSDETI Z25RL
TRV,

2. RNFHTYRETITY MF— DA (MCG) DRF—9 RERBLET. 79747
T. backingstore & bucketclass #* Ready SREEIC/A> TWBRENDHY X,

I noobaa status -n openshift-storage

BF

MCG N7 U 5 1« 7IREET A <. backingstore & bucketclass »' Ready 1KF& T 72
WIHEIE. $RTD MCG BE Pod 2 BiEEENT 2 ENHY £, FFi
l&. [Multicloud Object Gateway D&t ZSRLTLEIL,

10.1. CEPHFS D{E 5T

T7ANWRTLDNAT7S4VTHBED, MDSH—ERXDBR DN SRWIEEIE. CephFS 2189 %
WEINHY T,

FI
1. rook-ceph-operator & U* ocs Operator 7 7O4 XV N &R T —ILY IV LET,

I # oc scale deployment rook-ceph-operator --replicas=0 -n openshift-storage

I # oc scale deployment ocs-operator --replicas=0 -n openshift-storage

2. MDSF7 04 X MZ/X\y FAEBAL T, livenessProbe /X5 X —4 —%HIfR L., O<v ¥ KRR
ZA—4—sleep ZERALTEITLET,

# for i in $(oc get deployment -I app=rook-ceph-mds -oname);do oc patch ${i} -n openshift-
storage --type='json' -p '[{"op":"remove",
"path":"/spec/template/spec/containers/0/livenessProbe"}]" ; oc patch ${i} -n openshift-storage
-p '{"spec": {"template": {"spec": {"containers": [{"name": "mds", "command": ["sleep",
"infinity"], "args": [[}]}}}}' ; done

3. CephFS ZET L £7,

I # ceph fs reset ocs-storagecluster-cephfilesystem --yes-i-really-mean-it

reset IV Y RHBKRBLZBEIE. T—9BLVCAYT—9T—ILAEFRLTT 72 DT 7
AV AT LEEHIICERL. VEY NLET,
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R

COa cephfilesystem 2’72 L\ 5513, reset A7 ROV KRRT 25Ea0HY F T,

# ceph fs new ocs-storagecluster-cephfilesystem ocs-storagecluster-cephfilesystem-
metadata ocs-storagecluster-cephfilesystem-data0 --force

I # ceph fs reset ocs-storagecluster-cephfilesystem --yes-i-really-mean-it
4. MDST7RA AV NEBEHMZET,

I # oc replace --force -f oc_get_deployment.rook-ceph-mds-ocs-storagecluster-cephfilesystem-
a.yaml

I # oc replace --force -f oc_get_deployment.rook-ceph-mds-ocs-storagecluster-cephfilesystem-
b.yaml

5. rook-ceph-operator & &£ U ocs-operator 7 7OA1 AV N &R — LTy FLET,
I # oc scale deployment ocs-operator --replicas=1 -n openshift-storage

6. CephFSDRT—4 X =R LT,
I # ceph fs status

2TF—4 Al active THBIZREIHY £,

BF

® CephFS Persistent Volume Claim(ZkiEAR ) 2 —AFK, PVC) AL TWET
TOA4 XY MIEIYETONAET ) r—> 3> Pod ', CephFS DETTR&IC
CreateContainerError JREED F F ICR2 235/ 1E. 75— 3> Pod 2 FHitd
LY,

I # oc -n <namespace> delete pods <cephfs-app-pod>

<hamespace>

70Y %9 b®D namespace T,
<cephfs-app-pod>

CephFS 7 7)) r— 3> Pod D&RITY,

® F# CephFS F 7 & RBD PVC A3 ¥ REINRWIFAIE. Ceph CSIICEET
29 RTDPod xHEE L XY,

10.2. MULTICLOUD OBJECT GATEWAY D187t

Multicloud Object Gateway (MCG) A7 ¥ 7 14 THRAEE T4 <. backingstore & & U bucketclass A
Ready IKREETAWEE(IEZ. MCGCEEDTRTD Pod Z#HBEEEH L. MCCGRT—49RA%&5Fxzv I LT,
MCG NNy I 7y FIN, BLUVETLTVWR I L 2RI I2VLENHY T,

FIR
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40

1.

MCG ICEET 2T RTD Pod ZHEEL XY,

I # oc delete pods <noobaa-operators -n openshift-storage

I # oc delete pods <noobaa-core> -n openshift-storage

I # oc delete pods <noobaa-endpoint> -n openshift-storage

I # oc delete pods <noobaa-db> -n openshift-storage

<noobaa-operator>

MCG Operator D&EI T,
<nhoobaa-core>

MCG 37 Pod D&RITTY,
<nhoobaa-endpoint>

MCG TV RRA Y hDERITT,
<hoobaa-db>

MCG db Pod D&RBITY,

RADOS Object Gateway (RGW) A& E I N T W B I5E L.
I # oc delete pods <rgw-pod> -n openshift-storage

<rgw-pod>
RGW Pod D&RITY,

Pod Z#BiE& L 7,
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%112 RED HAT OPENSHIFT DATAFOUNDATION O > YV —JL 7
S 54 v DERE

OpenShift Data Foundation Operator @4 ~ XA M —)LZICBEIRICARICI N TWLWARWEEIE.
console 7S A VAT avaAMIILET, console 7S 4 ik, WebaAV YV —ILIZEFNh3H
AL V=T A A%RBLET, console TS VA VAT avidz, V75271401 —H—1>
H—TIAR(GU) EHEIARY RSA VA VI —T A AHSBEMCTEET,

AR
e OpenShiftWeb AV Y —ILANDEBET VAN H 5,

® OpenShift Data Foundation Operator A* openshift-storage namespace IC1 Y X2 k—JL I,
RITINTWS,

FIR
A—HYP—AVI9—T x4 A% FEATZIBES

1. OpenShift Web O~ Y —JL T, Operators = Installed Operators =7 ') v 7 L, 41 VR
h—JLE N7z Operator &R~ L £,

2. EIRI N7z Project A* openshift-storage TH 5 Z & #HEAL £ 9,
3. OpenShift Data Foundation Operator 22 1) v 7 L %9,
4. console 7S5 7A VAT avaEFMMILET,
a. Details # 7T, Consoleplugihn D FICHZ ME 742V %5V ) v I LET,
b. Enable Z#EiRL., SaveZz 7 ) v I LET,
AVNYRSA 49 -7 x4 ADEHA
o LTFOOY Y REETLTconsole 7S 74 VAT avaBMLETS,

$ oc patch console.operator cluster -n openshift-storage --type json -p '[{"op": "add",
"path": "/spec/plugins”, "value": ["odf-console"]}]'

WREEFIE
® console 75U A VAT avhABMIRDE, Ry TT7y T Ay E—IUHNRTIN, Web
console update is available »* GUI ICRRINFE T, CORY T7vy TH5S Webavv—Iib
DYIbyoazl)y LT RRTZIAVY-IVEERELITY,

o Web J~Y—JLT Storage IC#%&) L. OpenShift Data Foundation A’FIFagEN & D H %
MERLET,
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