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Container Storage T must-gather I—7 14 Y74 —%FAT2HE%= R~ LE T,

® BBAS TN a—F1 2 IICHE L THEIC/LZ 02 TIE, OpenShift Container Storage C
HBLTREILARZOT 774V ERET2AHEICOVWTEHBALET,

® 5EQOpenShift Container Storage D7 > — ,FELUVILSZ—DINZ TN a—71 >0 Tld
S LEIS—%52REL. RERTVaVERTIBDAHEERLET,



Red Hat OpenShift Container Storage 4.4 Red Hat OpenShift Container Storage D kS 7NV a—F 1V
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Red Hat OpenShift Container Storage H' &8 % B EIIICHRIR T X MW EE. must-gather Y —JL & f#

LTOY 7 74 ILE2HRIBERAINE L., BBHEFT/ITZ RedHat Y R— MO RIEAEFER L. RREA T
TEBELDICLFET,

FIR

e Openshift Container Storage 7 7 X9 —IlHEHEINTWS Y T4 7~ b H 5 must-gather I <
YREERITLET,

$ oc adm must-gather --image=registry.redhat.io/ocs4/ocs-must-gather-rhel8:v4.4 --dest-dir=
<directory-name> --node-name=<node-name>

Z T T, <node-name> & Ready JRKEED Y X4 —/ — KT,

pa 3

--node-name (34 7> 3 VT, 1 DFLIFEHRDT —H—/ — KH' Ready REE
IKRWBEICELKIERT2HMENHY XY,

IhiZdY, BEINLETALI M) —ICUTOBERMEINE T,

® I AT D OpenShift Container Storage 7 7 A9 —BEDHAY L)V —X (CR) ZEN LD
namespace & HICINE L F 7,

o I RT D OpenShift Container Storage BE®D Pod M Pod OV %#INEL £ 7,

¢ XT—H R, VIR —DEEURED—EDIRERL Ceph AT Y FOHAZIREL XY,
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OpenShift Container Storage D S 7)Y a—7 4« Y JICHBL THERINZO70—8E., Thb
EEMTZAVY RP—BRRINET,

o RFEPodDOTZEKLZET,

I $ oc logs <pod-name> -n <namespace>

® Ceph F 7zI& OpenShift Container Storage 7 2 29 —0OJ 4K L £ 7,

I $ oc logs rook-ceph-operator-<ID> -n openshift-storage

® cephfs F/zldrbd RED TS T4 > Pod DA %A4ERK L. app-pod D PVC YV ¥ M TRIE%R
RHELET,

I $ oc logs csi-cephfsplugin-<ID> -n openshift-storage -c csi-cephfsplugin

I $ oc logs csi-rbdplugin-<ID> -n openshift-storage -c¢ csi-rbdplugin

o CSIPodDIARTDIAVTF—DOTZERTBICIE, UTFEERTLET,
I $ oc logs csi-cephfsplugin-<ID> -n openshift-storage --all-containers
I $ oc logs csi-rbdplugin-<ID> -n openshift-storage --all-containers

e PVC »' BOUND REEICHRWBEICEBEMH T 2720IC. cephfs £7zld rbd 7OEY 3 F—
Pod DAV &% LET,

I $ oc logs csi-cephfsplugin-provisioner-<ID> -n openshift-storage -c csi-cephfsplugin
I $ oc logs csi-rbdplugin-provisioner-<ID> -n openshift-storage -c csi-rbdplugin
o CSIPodDIARTDIAVTF—DOTZERTBICIE, UTFEERTLET,
I $ oc logs csi-cephfsplugin-provisioner-<ID> -n openshift-storage --all-containers
I $ oc logs csi-rbdplugin-provisioner-<ID> -n openshift-storage --all-containers

® cluster-info A~ > K%&fEF L T OpenShift Container Storage AV =4 L £ 7,

I $ oc cluster-info dump -n openshift-storage --output-directory=<directory-name>

BIER R

® must-gather DfFEFH
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5545 OPENSHIFT CONTAINERSTORAGE =704 X > & D
DS5RAY—L2EKDTI4IVN)—RELIVY—DLEEX

PSR —2FETDT 74~/ — KL U4 —5H Openshift Container Storage ICER I N 2 IHE.
CSldaemonset IC& > TEMIND Pod idEZL V9 —IL—HT 5/ —RTOHEEITEET, LV

H—IZ—H LRV ./ — KH 5 Openshift Container Storage Z#{FHTE 5 LD ICT 3K, ARV KRS
AAVH =7 —ATLUTDOFIEASETTL T cluster-wide default node selector # EZX L X9,

¥
1. openshift-storage namespace DED ./ —RKtEL 79 —%EEL XY,

I $ oc annotate namespace openshift-storage openshift.io/node-selector=

2. DaemonSets IC& > TEKRINZTTD Pod ZHIR L £ 9,

oc delete pod -I app=csi-cephfsplugin -n openshift-storage
oc delete pod -I app=csi-rbdplugin -n openshift-storage
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5.1 75— hNEITS—DRR

Red Hat OpenShift Container Storage I&. < OHBET 2EET TV AE2HRHL., ThozEFHNIC
BARTEEYT, L. —HBOMBICIIEREONADIBLETT,

MERELTWBRIT—%2MHRTICE. UTOWThAIDIGAEHREL T,
® Monitoring — Alerting — Firing 7 7> 3 >
® Home - Overview - Cluster ¥ 7
® Home - Overview — Persistent Storage ¥ 7
® Home - Overview - Object Service ¥ 7
RRINBIZ—%2IE—LT. ThaUTOEIYayTREREL, TOERELHBARZEALX
ER
Name: CephMonVersionMismatch
Message: There are multiple versions of storage services running.
Description: There are {{ $value }} different versions of Ceph Mon components running.
Severity: Warning
Resolution: Fix
Procedure: Inspect the user interface and log, and verify if an update is in progress.

e [f an update in progress, this alert is temporary.

e [fan updateis notin progress, restart the upgrade process.

Name: CephOSDVersionMismatch

Message: There are multiple versions of storage services running.

Description: There are {{ $value }} different versions of Ceph OSD components running.
Severity: Warning

Resolution: Fix

Procedure: Inspect the user interface and log, and verify if an update is in progress.

e [f an update in progress, this alert is temporary.

e [fan updateis notin progress, restart the upgrade process.
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Name: CephClusterCriticallyFull

Message: Storage cluster is critically full and needs immediate expansion
Description: Storage cluster utilization has crossed 85%.

Severity: Crtical

Resolution: Fix

Procedure: Remove unnecessary data or expand the cluster.

Name: CephClusterNearFull

Fixed: Storage cluster is nearing full.Expansion is required.
Description: Storage cluster utilization has crossed 75%.
Severity: Warning

Resolution: Fix

Procedure: Remove unnecessary data or expand the cluster.

Name: NooBaaBucketErrorState

Message: A NooBaa Bucket Is In Error State

Description: A NooBaa bucket {{ $labels.bucket_name }} is in error state for more than 6m
Severity: Warning

Resolution: Workaround

Procedure: Resolving NooBaa Bucket Error State

Name: NooBaaBucketExceedingQuotaState
Message: A NooBaa Bucket Is In Exceeding Quota State

Description: A NooBaa bucket {{ $labels.bucket_name }} is exceeding its quota - {{ printf
"%0.0f" $value }}% used message: A NooBaa Bucket Is In Exceeding Quota State

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Exceeding Quota State
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Name: NooBaaBucketLowCapacityState
Message: A NooBaa Bucket Is In Low Capacity State

Description: A NooBaa bucket {{ $labels.bucket_name }} is using {{ printf "%0.0f" $value }}% of
its capacity

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaBucketNoCapacityState

Message: A NooBaa Bucket Is In No Capacity State

Description: A NooBaa bucket {{ $labels.bucket_name }} is using all of its capacity
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaBucketReachingQuotaState
Message: A NooBaa Bucket Is In Reaching Quota State

Description: A NooBaa bucket {{ $labels.bucket_name }} is using {{ printf "%0.0f" $value }}% of
its quota

Severity: Warning
Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaResourceErrorState

Message: A NooBaa Resource Is In Error State

Description: A NooBaa resource {{ $labels.resource_name }} is in error state for more than 6m
Severity: Warning

Resolution: Workaround

Procedure: Resolving NooBaa Bucket Error State
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Name: NooBaaSystemCapacityWarning100

Message: A NooBaa System Approached Its Capacity

Description: A NooBaa system approached its capacity, usage is at 100%
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaSystemCapacityWarning85

Message: A NooBaa System Is Approaching Its Capacity

Description: A NooBaa system is approaching its capacity, usage is more than 85%
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: NooBaaSystemCapacityWarning95

Message: A NooBaa System Is Approaching Its Capacity

Description: A NooBaa system is approaching its capacity, usage is more than 95%
Severity: Warning

Resolution: Fix

Procedure: Resolving NooBaa Bucket Capacity or Quota State

Name: CephMdsMissingReplicas

Message: Insufficient replicas for storage metadata service.

Description: “Minimum required replicas for storage metadata service not available.
Might affect the working of storage cluster.”

Severity: Warning

Resolution: Contact Red Hat support

Procedure:

1. Check for alerts and operator status.

2. If the issue cannot be identified, contact Red Hat support

10


https://access.redhat.com/support
https://access.redhat.com/support
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Name: CephMgrisAbsent

Message: Storage metrics collector service not available anymore.

Description: Ceph Manager has disappeared from Prometheus target discovery.
Severity: Critical

Resolution: Contact Red Hat support

Procedure:
L A=Y =AYV =T REQTEFANT, BEFDVETHTHEINEI N ZHABLET,
e |If an update in progress, this alert is temporary.
e [fan updateis notin progress, restart the upgrade process.
2. Once the upgrade is complete, check for alerts and operator status.

3. If the issue persistents or cannot be identified, contact Red Hat support

Name: CephNodeDown

Message: Storage node {{ $labels.node }} went down

Description: Storage node {{ $labels.node }} went down.Please check the node immediately.
Severity: Critical

Resolution: Contact Red Hat support

Procedure:

1. Check which node stopped functioning and its cause.

2. Take appropriate actions to recover the node.If node cannot be recovered:

e OpenShift Container Storage DA ML —Y / — RDEBEZHZUIDOVWTSRL T LI,

® Contact Red Hat support

1


https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/documentation/ja-jp/red_hat_openshift_container_storage/4.4/html-single/managing_openshift_container_storage/index#replacing-storage-nodes-for-openshift-container-storage_rhocs
https://access.redhat.com/support
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Name: CephClusterErrorState
Message: Storage cluster is in error state
Description: Storage cluster is in error state for more than 10m.
Severity: Critical
Resolution: Contact Red Hat support
Procedure:
1. Check for alerts and operator status.
2. If the issue cannot be identified, download log files and diagnostic information using must-gather.

3. Open a Support Ticketwith Red Hat Supportwith an attachment of the output of must-gather.

Name: CephClusterWarningState
Message: Storage cluster is in degraded state
Description: Storage cluster is in warning state for more than 10m.
Severity: Warning
Resolution: Contact Red Hat support
Procedure:
1. Check for alerts and operator status.
2. If the issue cannot be identified, download log files and diagnostic information using must-gather.

3. Open a Support Ticketwith Red Hat Supportwith an attachment of the output of must-gather.

Name: CephDataRecoveryTakingToolLong

Message: Data recovery is slow

Description: Data recovery has been active for too long.

Severity: Warning

Resolution: Contact Red Hat support

Name: CephOSDDiskNotResponding

Message: Disk not responding

Description: Disk device {{ $labels.device }} not responding, on host {{ $labels.host }}.
Severity: Critical

Resolution: Contact Red Hat support

12


https://access.redhat.com/support
https://access.redhat.com/support/cases/#/case/new
https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support/cases/#/case/new
https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support
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Name: CephOSDDiskUnavailable

Message: Disk not accessible

Description: Disk device {{ $labels.device }} not accessible on host {{ $labels.host }}.
Severity: Critical

Resolution: Contact Red Hat support

Name: CephPGRepairTakingTooLong

Message: Self heal problems detected
Description: Self heal operations taking too long.
Severity: Warning

Resolution: Contact Red Hat support

Name: CephMonHighNumberOfLeaderChanges
Message: Storage Cluster has seen many leader changes recently.

Description: 'Ceph Monitor "{{ $labels.job }}": instance {{ $labels.instance }} has seen {{ $value
printf "%.2f" }} leader changes per minute recently.'

Severity: Warning

Resolution: Contact Red Hat support

Name: CephMonQuorumAtRisk

Message: Storage quorum at risk
Description: Storage cluster quorum is low.
Severity: Critical

Resolution: Contact Red Hat support

5.2. NOOBAA BUCKET T 5 —JREEDEER

FIR

1. OpenShift Web I~V —JLiCA Y4 >~ L. ObjectService=27 'Y vV LEY,

2. Details 71— KM SystemName 7 1 —JL NIZHB )0 %0 ) v I LET,

3. EfIORA VT, Buckets 77> avas Yy oL, T5—RKEBONTy NERRELET,
4. Z®D BucketName =7 ) v I LEY, NIy hTRELTVWE IS —HARRINIET,

5. Ny NOFEDNDIZ—ICHLT, UTFTOWThHELIFEAEZERITLET,

13


https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support
https://access.redhat.com/support

Red Hat OpenShift Container Storage 4.4 Red Hat OpenShift Container Storage D kS 7NV a—F 1V

a. BEICEEYS TS5 —DIFE:
i. ZflO~R4 > T Resources 7 7> avao )y LET,
i. T —REDYY—2EIYvILET,
i. T—YzYhEBMLTYY—RERT—YVILET,
b. YV —ADEEMTIZ—DEE:
i. Z{lO~R4 > T Resources 7 7> avas )y LET,
i. TZ—REDY)Y—2EIYvILET,

i. RIS —IE. NvFx U T —EADFETELRWED, EXTT20ENHBIEAETR
L/i-a—o

iv. POER/IRN—Iv>3vVDIS—IIDWVWTIE, HHD Access Key B & U Secret Key
ZELET,

5.3. 7 4+ —4 %88 L 7=4REE D NOOBAA BUCKET D fZR

A NooBaa Bucket Is In Exceeding Quota StateT 5 — %R 9 5 IC1d, UTFTOWThhEETLE
ER

o Ny hD—EDT—9%0")—vTvTLET,

o LITOFIRICK>T, N7y I 4+—9%BPLET,
1. OpenShift Web ¥V —JLiCA Y4 >~ L. ObjectService=27 'Y vV LEY,
2. Details 71— KM SystemName 7 1 —JLNIZHB )0 %0 ) v I LET,

3. ZAIDRA VT, Buckets 7 > avao )y oL, TS5—REODNTYy NERELFE
-a—o

4. Z®D BucketName =2 ) w7 LEd, Ny N TRELTWBIS—HIPRRINET,

5. Bucket Policies » EditQuotaz2 w2 L. 74—4%%#BYLZFY,
5.4.NOOBAA /Ny NBREFIET + —4 DIREDARR

FIR

1. OpenShift Web ¥V —JLiCA Y4 >~ L. ObjectService=27 'Y vV LEY,
2. Details 71— KM SystemName 7 1 —JLNIZHB )0 %0 ) v I LET,
3. ZlO~RA > T Resources # F>a vy )y oL, PV T—IL)Y—2&BRELET,

4, REMEWRT—FYRADPV T—IL1)Y—RICDWTIE, FDResource Name& 7 1) v o L ZE
ERR

5, - LREAREL. I—Vrv hOBEBPLET,
55.POD D) A/N1) —
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—EOMBEICL YRHD/ — K (f5l: NODE1) 5° NotReady JREEIC7# % &, ReadWriteOnce (RWO) 7
JERXAE—RTPVC AFEATERANIN/ZPodid. 2DE®D/—FK (ffl:NODE2) ICBiTLLIEL
FIH. multi-attach T —ICLUELELET, ZDLDIRIFEICIE. LTOFIEICHE > T MON,
OSD. 8LV 7SV 75— 3 Pod ZEETEET,

FIR

1. (AWS Z7zld vSphere flln5) NODE1 D&ER% 4 7IC L. NODE1 AZEL£ITEFELELTWVWS I
CEMERLET,

2. LFOOY > F%ZFEMA L TNODE1 T Pod Z@&HIBNICHIFR L £ 9,

I $ oc delete pod <pod-name> --grace-period=0 --force

5.6,EBS AR 2 —ADENY K TEEMNSD!) AN —

OSD 74 XY H'd% % OSD Z 7zI& MON Elastic Block Storage (EBS) /R ) 2 — A A7 — 71— Amazon
EC2A VRIVANSLTHYFRBRTDE, R a1—LARR12FLIE20URICEBNICBEETY v F
INFJ, 27 L. OSD Pod I& CrashLoopBackOff SRREIC 7Y £ 3§, Pod %[O]18 L T Running IRAE
IKRTICIE, EC2A VY RI VR EBERETI2VENHY T,

15
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FE O—HILA ML —Y OPERATOR T 704 X~ NDHEER

H—AJ X b L — Operator %9 % OpenShift Container Storage 7 5 A4 —ldO—HAJIL A ML —
VFNARFARALTT O INET, O—HILRANL—=—VUTFNA REFRALTEED Y S A9 =1
OpenShift Container Storage EHICT 704 INTVWE M E I M AEEERT 2 ICIE. LTOFIEICHREWN
7,

([} =35
® OpenShift Container Storage #* openshift-storage namespace IC1 Y 2 h—J)L I h, ETX
nctwa,
FIE

OpenShift Container Storage ¥ Z 24 —® Persistent Volume Claim (k#EAR Y 2 —AFER, PVC) I
BEMITONAEAN L=V ISR EFTv IR EICELY, O—HALARMNL—=U TS REFHLT
VSR —DTFTOAMINTVENEI N EEETEET,

1L UFoa~x > R%&@EH L T, OpenShift Container Storage ¥ 5 24 —® PVC ICEAER I 5N
ANL—=—Y VS R%EMRBLETS,

I $ oc get pvc -n openshift-storage

2. HAO%EBERALET, O—HI A ML — Operator 2589 5 29 —DiFE. ocs-deviceset |
FEMIF SN PVCIER ML —T % 5 X localblock AL F 9., HAOIEUTORAIDL S IC

wYFET,

NAME STATUS VOLUME CAPACITY ACCESS
MODES STORAGECLASS AGE
db-noobaa-db-0 Bound pvc-d96c747b-2ab5-47e2-b07e-1079623748d8 50Gi
RWO ocs-storagecluster-ceph-rbd  114s
ocs-deviceset-0-0-1zfrd Bound local-pv-7e70c77¢c 1769Gi RWO
localblock 2m10s
ocs-deviceset-1-0-7rggl Bound local-pv-b19b3d48 1769Gi RWO
localblock 2m10s
ocs-deviceset-2-0-znhk8 Bound local-pv-e9f22cdc 1769Gi RWO
localblock 2m10s

BEEEIR

o O—AIAML—UF/NA R%FEA L7z OpenShift Container Storage D7 7’04
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