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1.1.ELYTRON "2t 209 LTV v ILARNTDYA T

Elytron ICld, ZLFY Y v LORBEICHERTEST 74N RDILFY S wILARNT 94 TH2D(
KeyStoreCredentialStore & PropertiesCredentialStore) HEI N TWE 9, JBoss EAP EIE CLI TY
LIV o v LA NPESETEIEE, WildFlyElytron YV —ILAGERLTA 754 Y TEEBTZ &1
TEET, 2DO0T 74 KNANTHAFTITMAT, MEOARIYLILTY I vILANTHER, &
A. BET25IENTEET,

1.1.1. Elytron @ KeyStoreCredentialStore/credential-store

Elytron DERTDY LT v )LH A T% Key Store Credential Store I T X X9, elytron 7
2 A7 D Key Store Credential Store M ') ¥V — X £ & credential-store T3, Key Store Credential
Store |£. Java Development Kit (JDK) D Key Store RENIRME T2 A DA L% FHAL T, FBEIER
IRELFT T,

EI2M CLI T Key Store Credential Store ICRDEHICT IV EZALET,

I /subsystem=elytron/credential-store

BIER R

e 2% KR7OYvH#—/\—H credential-store D{EK

o EIEXR N X4 M credential-store DEFK

e WildFly Elytron Y —JL % {#F L 7= credential-store D {EK

® Creating a credential-store using the Bouncy Castle provider

e credential-store Bt

1.1.2. Elytron @ PropertiesCredentialStore/secret-key-credential-store

JBossEAP #IE LK BT BICIE. BEDEFa2 7)Y —200Y I %R 2WBEF—DHETT,
PropertiesCredentialStore #EHA L T, ZO#MEAI—I L v bF—%BEL. TNOLDRERY—/N—
)y —200y 7 =@k LET, /. Properties Credential Store Zf#F L T. AES(Advanced
Encryption Standard) O ZE B DIRF % H7R— b § % SecretkKeyCredential R F§25 & HTEXFE
T, 774NV RTLADNR=I v aVvEFALT JLT VYV RANTADT VR ZHRL £
T, 7TV 5= avH—NR—OQHIT IV ERAEELFELT. TOVLTUYIVYIANTADT IR
HHIRT 2 DHNEEHNTT,

PropertiesCredentialStore @ elytron % 7> 27 L TD Y YV — X &4 secret-key-credential-store
T, BECLITUTODLIIZTVERTEXT,

I /subsystem=elytron/secret-key-credential-store

BIER R

o 24 v RKF7OvH—/"—FEOD secret-key-credential-store D EK

e WildFly Elytron 'Y —JL % {# [ L 7= secret-key-credential-store D {ERK
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e secret-key-credential-store EE

1.2.ELYTRON DV LTV v IV9 A4 T

Elytron Tl&, IFIFEREFa) T4 —DRHARICEDETUTOIBREOIL TV vILDHY., &
NI LTI vILEEytron DI LTV v ILARNTDIDILRETEET,

PasswordCredential

ZDILTYIv YA TTIE TL—VTHFIAMNESEINTUVARW) R T — REZL2ILRE
TEXET, NRAT—RENUEET S IBossEAP )YV —RATlE, NRAT— ROEREE#IZET DD
I, F7L—YFTXEZAMDIRRAT— RORDHY IZ PasswordCredential ~N\DSBAFERALF T,

T—H R—=ZADERHEDH
I data-source add ... --user-name=db_user --password=StrongPassword

IDT—IR—FEHEIT Y RDHFITIE, StrongPassword & /XX 7 — RARRINEFT, O F
Y, BOAEY—N—BET7AITRRAT—RERRTEZ2EVWITETY,

PasswordCredential A L /=7 — % R— XA D &SI

data-source add ... --user-name=db_user --credential-reference=
{store=exampleKeyStoreCredentialStore, alias=passwordCredentialAlias}

— I R— ZAwﬁinmzv—Fﬁm@<9v?y>va7 LY A%EFERLEGBEIC. thd
ADERTCIDDIFEBRET7AILARDILT v ILY) T7 LY ADA T, NAT—RIFRRIN
Ft A

KeyPairCredential

KeyPairCredential (CI&. Secure Shell (SSH) & Public-Key Cryptography Standards (PKCS) O/
DF—RT7%FATEET, F—RTICE, HESIh 22 HEE. FEOI—HY—LIFNH->TWL
DMEBROBMANEEFNTUVIET,

KeyPairCredential DB I&. Wild Fly Elytron Y —ILDHTITI T ENTEET,

SecretKeyCredential

SecretKeyCredential & Elytron THESIENDERKIC{E A T X % Advanced Encryption Standard
(AES) ¥—T7,

BIER R

o Elytron MEET BV LTV vILARNT

o VLTFUYYILARNTIYR—NTBEREEBHRY AT
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FIFBELYTROND I LTV v IWEILTYIYILART

SRR RDY 1 7 KeyStoreCredentialStore/crede PropertiesCredentialStore/secr

ntial-store et-key-credential-store

PasswordCredential =W WV Z

KeyPairCredential [Z4W (AR

SecretKeyCredential =40 =40
B

® ElytronDILTVIvIILEAT

o Elytron MR T2 LTV vILANT

1.4. JBOSSEAP BECLI #{FRA LA LTV v ILA N7 DEE

ETHD JBoss EAP #—/X—T JBossEAP J L 7V Y v LA BB Y 5 I101d, REINTWEEE CLI
BIEAER L 9, PasswordCredential & & U SecretKeyCredential (. JBoss EAP B2 CLI % f&
ALTEETEEY,
Pz
INSOREIE. BEREEERILT YV YILAMNTZICHLTDHTIIZENTEET,
FTI7AIWNTIE, JLTYYYILRANTIA TIEITRTERETRETT,
1.4.1. 24 > R7A v H—/X—ED credential-store D{E K

T77ANDRTLDERDT ALY M) —IZ, R R7OYH—N"—& L TEET % JBoss EAP F
dD credential-store = L £ 9, X2 T 1 —DEANS, COANTEELT4 LY M) =T,
—EOA—HF—DADNT I ERATEBLIICTEIREIHY T,
GRS a3
o RIETH. JBossEAP NEITINTWBI—H—T7H7T > D KeyStoreCredentialStore = &
CT14L I N —~DHEAHARY /EZAAHT IV EZIANEYHTEATWS,
p=a-3]

credential-store & secret-key-credential-store |&[F U Elytron ##E
(org.wildfly.security.credential-store) #3£%& L T\ 57, A CARZIEETIEE
Ao

FIR

o LITOEHEM CLI Q<Y KT KeyStoreCredentialStore Z{ER L £ 9,

53°4

/subsystem=elytron/credential-
store=<name_of_credential_store>:add(path="<path_to_store_file>", relative-
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to=<base_path_to_store_file>, credential-reference={clear-text=<store_password>},
create=true)

B

/subsystem=elytron/credential-
store=exampleKeyStoreCredentialStore:add(path="exampleKeyStoreCredentialStore.jceks",
relative-to=jboss.server.data.dir, credential-reference={clear-text=password}, create=true)
{"outcome" => "success"}

BIER R

® FElytron M KeyStoreCredentialStore/ credential-store
® JUBossEAPEBEHECLIZERALEI LTV vILA N7 DEE

e credential-store B4

14.2. ¥ %x—Y R R A A 2V TD credential-store DYERK

T 3x—Y K R XA VIT credential-store = /ER T X £ 9 A, &#IC Wild Fly Elytron Y —JL%&{FER L
T. KeyStoreCredentialStore Z#{H T 2UEIHY X T, 1 DDIR—I RRAA VICEBRDOKEZ MO
Y hO=Z—DH3HEIE. UTOWTIHIDA T avERIRLET,

e £/RX MY hO—7F—IC credential-store #{/ERX L. & credential-store ICV7 LTV > v )L
ZEMLET,

o 1DDARRAPMNIYV MNA—F—HIHMDITARTORANIY MO—F—IC, AAIN
credential-store # O — L £ ¢,

e credential-store 7 7 1 ILA XY NT—0 774 IV R T L (NFS) ILIRTFEL. fERT 29T RT
® credential-store ') YV —RICZFDT7 74 I 2 FRALET,

F7. WildFly Elytron Y —)LABRAETIC, RARNIY FO—5—ETHILFV Y vILERE
credential-store 7 7 1 LA {ERR T2 &ETXE T,

pa )

BL7A774ILDTRTOY—/N—(CIE, credential-store 7 7 1 ILHASFEFNTWS
7=, 4% —/N—|(C credential-store ')V — XA EHEIT ZHEIIHY FH

A. credential-store 7 7 1 JLI&, y—/X—data 5 1 L 7 b ) — relative-
to=jboss.server.data.dir ICH Y £ 7,

BF

credential-store & secret-key-credential-store |&[F U Elytron ##E
(org.wildfly.security.credential-store) Z#E& L T\ 578, A CZAIZIEECIFE
Ao

ROEIETIE. NFSAEFERLTTARTODARRA MO hO—5—IC credential-store 12t 9 2 A%
DWTERBAL XY,

FIR
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1. WildFly Elytron Y —JL%{#F L T. credential-store A bL —2 7 7 A JLEER L £ 9, 54
I&. WildFly Elytron tool credential-store operations Z&8R L T I\,

2. AML—=U 774N EBHELET, L&A scp AV Y REFRALTEARR MO bO—
S—ICEY Y TEY., NFSITEREL TTARTOD credential-store ') V—RICFEALRZY L&
_a—o

R

BEDYY—RERZA MY bO—F—ERE L. NFS ICR7F L /2 credential-
store 7 7 1 ILDO—EMA#EFJ %121E. credential-store 5t A+ Y HEREE—
RTEBITIVHELrHY FT., XI5, credential-store 7 7 1 L DT /SR %
HFIELTLEIW,

53°4

/profile=<profile_name>/subsystem=elytron/credential-
store=<name_of_credential_store>:add(path=<absolute_path_to_store_k
eystore>,credential-reference={clear-
text="<store_password>"},create=false,modifiable=false)

B

/profile=full-ha/subsystem=elytron/credential-
store=exampleCredentialStoreDomain:add(path=/usr/local/etc/example-cred-
store.cs,credential-reference={clear-
text="password"},create=false,modifiable=false)

3. AF>a>: 707 74 JLIC credential-store ')V — A A EHXRTINELNHDBEIF. A ML —
D77 ANEFERLTY Y —REEHRLET,

53°4

/profile=<profile_name>/subsystem=elytron/credential-
store=<name_of_credential_store>:add(path=<path_to_store_file>,credential-reference=
{clear-text="<store_password>"})

B

/profile=full-ha/subsystem=elytron/credential-
store=exampleCredentialStoreHA:add(path=/usr/local/etc/example-cred-store-ha.cs,
credential-reference={clear-text="password"})

4. AT av:;RA MY hA—5—O credential-store ) YV — X & {Ef L 9,

53°4

/host=<host_controller_names/subsystem=elytron/credential-
store=<name_of_credential_store>:add(path=<path_to_store_file>,credential-reference=
{clear-text="<store_password>"})

B
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/host=master/subsystem=elytron/credential-
store=exampleCredentialStoreHost:add(path=/usr/local/etc/example-cred-store-host.cs,
credential-reference={clear-text="password"})

BIER R

® Elytron M KeyStoreCredentialStore/ credential-store
® Credential store operations using the WlidFly Elytron tool

e credential-store Bt

1.4.3. 4% ~ K70V H%—/X—F D secret-key-credential-store D {F K
B CLI = {# M L T secret-key-credential-store % {EfX L & 9", secret-key-credential-store % {EX

TB&, JBossEAPIZT 74N MTY—I Ly hF—ZERLET, ERINBOAFL key T,
ETDHAXIE256 EY KT,

Gl s
® JBoss EAP ""E{fTIhTW3,

o D&, JBossEAP ZETLTWB1—H—7H 7V bOD secret-key-credential-store %
B#LT4 LI N)—~DHRARY /BZRAAT IV EADEFYHETLRTWS,

FIR

o LUTmIvY RT, B CLI %2 L T secret-key-credential-store % R L £ 9

53°4

/subsystem=elytron/secret-key-credential-
store=<name_of_credential_store>:add(path="<path_to_the_credential_store>", relative-
to=<path_to_store_file>)

B

/subsystem=elytron/secret-key-credential-
store=examplePropertiesCredentialStore:add(path=examplePropertiesCredentialStore.cs,
relative-to=jboss.server.config.dir)

{"outcome" => "success"}

1.4.4. credential-store ~® PasswordCredential DB
PasswordCredential &« LT/XRATD—REPEETENY—RADTLAVTFFARMN AT —R%E

credential-store ICBIIL., TD/INRAT—REZRET 7M1 IVTHERRICLET, CORBELEILTY
Uy )VEBBLT, RRAT—RERETZIERLL, ThHDYY—RICTIVERATEET,

AR

e credential-store = {Ef L TL\ 5,

10
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credential-store D{ERLICICDWT, EL L IE R4~ K70 Y —/N—H credential-store @
Ep BB L TLIEX W,

FIa
e 37 L \\ PasswordCredential % credential-store [ZEH L £ 9,

538
/subsystem=elytron/credential-store=<name_of_credential_store>:add-alias(alias=<alias>,
secret-value=<secret-value>)

vl
/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:add-
alias(alias=passwordCredentialAlias, secret-value=StrongPassword)

{"outcome" => "success"}
e XDV KAEZEFTL T, PasswordCredential #* credential-store I BIMI N7/ Z & AL
x7,

538

I /subsystem=elytron/credential-store=<name_of_credential_store>:read-aliases()

B

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => ["passwordcredentialalias"]

}

BIER R

® FElytron ® KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.5. credential-store C®D SecretKeyCredential D4 X

credential-store T SecretKeyCredential #4mK L £9, 77 4 /)L b Tl Elytron I& 256 £ b D
HEMLET, BT A XIZT B5EIE. key-size BHEIC128 By bFAIF 192y NOEAEIBELE
ER

AR

e credential-store = {Ef L TL\ 5,
credential-store D{ERICICDWT, EL L IX R4 >~ K70 H—/N—H credential-store @
ER ABBR L TLIEX W,

7
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FIR

o LUTOEECLIOYY K%EEL T, credential-store (Z SecretKeyCredential 48K L £
ER

53°4

/subsystem=elytron/credential-store=<name_of_credential_store>:generate-secret-
key(alias=<alias>, key-size=<128_or_192>)

B

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:generate-secret-
key(alias=secretKeyCredentialAlias)

i3
qEI-I.l

o UTmIav Y RAEREFTL T, Elytron »* SecretkKeyCredential % credential-store |IZ{#7F L 7= Z
EEWRLET,

53°4

I /subsystem=elytron/credential-store=<name_of_credential_store>:read-aliases()

B

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => [
"secretkeycredentialalias”

]
}

BIER R

® FElytron M KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.6. secret-key-credential-store T SecretKeyCredential D4 X

secret-key-credential-store T SecretKeyCredential # £ L 9, 7 7 #JL b TlE, Elytron & 256
Ev NOBEZEKRLET, BIOHTA XIZT 25BE1E. key-size BHEIC128 Ew bF/AIE192 Y b
ZEELXT,

SecretKeyCredential Z4mM 9 % &, Elytron (ZFTIL WS V¥ ALMBEEAER L T

SecretKeyCredential & L T/R%E L £ 9, secret-key-credential-store TT 7 XR— MgEEFEHRL
T IJLTVIvILOABERRITEET,

12
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BF

JBoss EAP (kb7 Elytron 7 L TV o v L ESILE IS TE AL
. secret-key-credential-store »* SecretKeyCredential. 7<IEEDEAD/NY 77 v
THEBTER LTIV,

secret-key-credential-store T export #{FZ £ L T. SecretkKeyCredential DIEZESTEF T, Z
DEENY Ty TELTRETEET,

AR

e secret-key-credential-store % {ERX L T\ 5,
secret-key-credential-store DERKICDW T, F LI X4 ¥ K70 % —/N—H secret-
key-credential-store DER 2SR L TSI W,

FIR

o LITOEMECLIOY Y R%&{HEAL T, secret-key-credential-store | SecretKeyCredential %
ERRLET,

53°4

/subsystem=elytron/secret-key-credential-
store=<name_of_the_properties_credential_store>:generate-secret-key(alias=<alias>,
key-size=<128_or_192>)

B

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:generate-
secret-key(alias=secretKeyCredentialAlias)
{"outcome" => "success"}

o LIFmav Yy K%EZREFTL T, Elytron »* SecretkeyCredential Z/E L7cZ & =R L £ T,

53°4

/subsystem=elytron/secret-key-credential-
store=<name_of_the_properties_credential_store>:read-aliases()

B

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:read-
aliases()
{
"outcome" => "success",
"result" => [
"secretkeycredentialalias”,
"key"
]
}

13
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BIER R

® FElytron @ PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store EE

1.4.7. secret-key-credential-store ~ D SecretKeyCredential D1 ~7R— b

secret-key-credential-store A4 TYERK & 117z SecretKeyCredential % Elytron @ secret-key-
credential-store [T Y R— K TEFEY, & AERDI LTV vILR MT (fl: credential-store) H
5 SecretKeyCredential # T2 R/ R— k L7 &. £ % secret-key-credential-store IC{ ~7R— h T
XET,

AR

e secret-key-credential-store % {ER L T\W\ 5,
secret-key-credential-store DERKICDWT, F LI X4 ¥ K70 % —/N—H secret-
key-credential-store DER 2SR L TSI W,

® SecretKey Credential ATV AR—bMINF L7,

SecretKeyCredential DTV RAR— MMIDWT, FL < I& secret-key-credential-store H* 5 D
SecretKeyCredential DTV A7 R— b SR LTI,

L UTFoa~vy RaFEHT 3L, BECLITIOYY RODF vy a5 EMCTEET,

B

FrwI VT EEPICLAEWVESIZ. BIECLIOBE 7 7AIICTIVERATES
A—H—I3H#ETEH, WBREMIBTEET,

I history --disable

2. RDEEBCLIOY Y REFRAL T, MEH#EAAVER—NLET,
=374

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:import-
secret-key(alias=<alias>, key="<secret_key>")

B

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:import-
secret-key(alias=imported,
key="RUxZAUs+Y1CzEPw0g2AHHOZ+0TKhT90sSabWQtoxR+0O+42011g==")

3. LTOEBECLIOYY RAFEALT, AV RDF v vV I2BEAEPICLTLEIWL,

I history --enable

BIERR
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® FElytron @ PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store EE

1.4.8. credential-store DV LT+ )LL) X b

credential-store ICIEEINTWVWBRITARTDILTYIVILAERTT SICIEK. BECLIAEHALTY R
NARRTEET,

FIR

o LUTOEMECLI OYY RAa{FAL T. credential-store ICREINTWR LTI vILEY
AMKRRLET,

53°4

I /subsystem=elytron/credential-store=<name_of_credential_store>:read-aliases()

B
{
"outcome" => "success",
"result" => [
"passwordcredentialalias”,
"secretkeycredentialalias”
]
!
BEEAER

® FElytron M KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.9. credential-store H* 5 D SecretKeyCredential DT XAR— b

credential-store H* 5Bf7Z D SecretKeyCredential # T4 AR — k L T. SecretKeyCredential =& L
=Y. SecretKeyCredential /Xy 2 7w TH{ER LY TEET,

AR

e credential-store | SecretKeyCredential Z4RK L T\ %,
credential-store T SecretKeyCredential Z 4K % AEICDWT, & L < (& credential-store
T® SecretKeyCredential DERN #SBR L TLREI L,

FIR

o LITOEECLI O Y R%&FEAL T, credential-store H* 5 SecretKeyCredential # T4 X
/_.R_ I\ L/ i-a_o

53°4

15
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/subsystem=elytron/credential-store=<name_of_credential_store>:export-secret-
key(alias=<alias>)

B

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:export-secret-
key(alias=secretKeyCredentialAlias)
{

"outcome" => "success",

"result" => {"key" =>
"RUxZAUui+8JkoDCE6MFyA3cCIbSAZaXqg5wgYejj1scYgdDqWiw=="}
}

BIER R

® FElytron M KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.10. secret-key-credential-store 1 5 D SecretKeyCredential DT XKR— b

secret-key-credential-store H* 5 BE 77 D SecretKeyCredential # T2 Z7/R— b L T,
SecretKeyCredential 2 L7V . SecretKeyCredential /N 7 7w THER LY TEXE T,

AR

FIR

16

e secret-key-credential-store T SecretKeyCredential # &£ L72h. 4 Y R— KL TW3,

secret-key-credential-store T SecretKeyCredential # £ 9 2 HEICDOWT, FHLLIE
secret-key-credential-store T D SecretKeyCredential D4R 2SR L T I W,

SecretKeyCredential % secret-key-credential-store (1 V7 R— h 3 2 5EICDWT, LK<
I& ISecretKeyCredential % secret-key-credential-store |1 7 R— K3 2 5i% 5B L TL
IV,

DLToEECLIOYY RZz#EH L T, secret-key-credential-store 7 5 SecretKeyCredential
% I 9 Z /_.R_ I\ L/ i -a_o

53°4

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:export-
secret-key(alias=<alias>)

B

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:export-
secret-key(alias=secretkeycredentialalias)
{

"outcome" => "success",

"result" => {"key" => "RUxZAUtxXcYvz0aukZu+odOynlrOByLhC72iwzlJsi+ZPmONgA=="}

}
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BIER R

® FElytron @ PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Bt

1.4.11. credential-store 5D 7 L 5 > < v )L DEIR

credential-store ICT R TDI LTI v ILIA THRETEETN, JLTVIvILEHIRT 3 &,
7 7 # )L b T Elytron I& PasswordCredential TH 23 &EBELE T, IOV LTV v LY A TEEIKRT
%i5E1E. entry-type BHETIEEL £,

FIE
o LUTHEECLI OYY RA&{FRHEL T, credential-store "5 27 LTV vILEEIBRLFT,

53°4

/subsystem=elytron/credential-store=<name_of_credential_store>:remove-
alias(alias=<alias>, entry-type=<credential_type>)

PasswordCredential @ &llEgH51

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:remove-
alias(alias=passwordCredentialAlias)
{
"outcome" => "success",
"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'passwordCredentialAlias' does not
exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),
("credential-store" => "exampleKeyStoreCredentialStore")
1,
"operation" => "remove-alias"
}
i
}

SecretKeyCredential D HIR&HI

/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:remove-
alias(alias=secretKeyCredentialAlias, entry-type=SecretKeyCredential)
{
"outcome" => "success",
"response-headers" => {"warnings" => [{
"warning" => "Update dependent resources as alias 'secretKeyCredential Al
ias' does not exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),

17
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("credential-store" => "exampleKeyStoreCredentialStore")

1,

"operation" => "remove-alias"

o RNDIAX YV RKRAERITLT, Elytron BV LTV vILAHIBRLAZ E#MALET,
538
I /subsystem=elytron/credential-store=<name_of_credential_store>:read-aliases()
vl
/subsystem=elytron/credential-store=exampleKeyStoreCredentialStore:read-aliases()
{
"outcome" => "success",
"result" => []
}
HIBRL722 LT w)LId) A MIZHY FHA,
BEEEIR

® FElytron M KeyStoreCredentialStore/ credential-store

e credential-store Bt

1.4.12. secret-key-credential-store ™" 5DV L 7 ¥ v JLDHIFR
secret-key-credential-store IZ (% SecretKeyCredential ¥ 1 7OHRETEZET, DF Y. secret-key-
credential-store "5 L T ¥ v L &EHIBRT ZB5IC. entry-type 2I8ET ZHEITHY FHA.

FIR

e RMOAvY Y K%EHEMAL T, secret-key-credential-store 75 SecretKeyCredential % Bl L £
ER

53°4

/subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:remove-
alias(alias=<alias>)

B

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:remove-
alias(alias=secretKeyCredentialAlias)

{

"outcome" => "success",
"response-headers" => {"warnings" => [{

18
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"warning" => "Update dependent resources as alias 'secretKeyCredentialAlias' does not
exist anymore",
"level" => "WARNING",
"operation" => {
"address" => [
("subsystem" => "elytron"),
("secret-key-credential-store" => "examplePropertiesCredential St

"operation" => "remove-alias"

o RNDIAXV KRAERITLT, Elytron BV LTV vILAHIBRLAZ E#MALET,

53°4

I /subsystem=elytron/secret-key-credential-store=<name_of_credential_store>:read-aliases()

B

/subsystem=elytron/secret-key-credential-store=examplePropertiesCredentialStore:read-
aliases()

{

"outcome" => "success",
"result" => []

}
BIRLZZO LT v ILIEY R MIBHY A,

BIER R

® FElytron @ PropertiesCredentialStore/secret-key-credential-store

e secret-key-credential-store Bt

1.5.WILD FLY ELYTRON Y —JLA{FER L7 LTV v LR N7k

WildFly Elytron Y —JL&ER LT, #7314V TIOLT YV v I ARNTDIEFIEZLRBEEZRITTEE
ER

1.5.1. WildFly Elytron *Y —JL % ffi ] L 7 credential-store D {F X

Elytron T, §RTDI LTV v LY A T%FEFTE S credential-store =74 7 514 ~ TERTE
x9,

¥
o LTmav Y KT, WidFlyElytron 'Y —JL % {fF L T credential-store %= Ff L £ 7,

19
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53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "<path_to_store_file>"
--password <store_password>

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "../cred_stores/example-
credential-store.jceks" --password storePassword
Credential Store has been successfully created

ARTONRRT—=REIAXRY RICEDRBWEEIE, ZOBIHZEBLT. 7AY T hTAHRR
T—REFFHTAALTLEIW, £, WildFly Elytron Y —ILTER LAY AF Y FI Nt
NRRAT—REFATEIEETEEY, YRIINLNRART—ROERMICDOWT

I&. Generating masked encrypted strings using the WildFly Elytron tool &8 L T ZX W,

BEETEIR
® FElytron d KeyStoreCredentialStore/ credential-store
e WildFly Elytron Tool R L7z, YR INXFIDERK

e WildFly Elytron Y —JL® credential-store ##{F

1.5.2. Bouncy Castle 7’0/34 4 — % f#if L 7= credential-store D {EX

Bouncy Castle 7A/X1 4 — % {# [ L T credential-store % {ER L £ 9,

AR

o BFEVDIRIED Bouncy Castle ZEAT 5L DICREINTWSE Z & 2MHERY 2,

R

credential-store & secret-key-credential-store |&[F U Elytron #4E
(org.wildfly.security.credential-store) Z#E& L T\ 578, A CHZFIZEECIFE
Ao

FIR

1. BCFKS (Bouncy Castle FIPS Keystore) D¥ —X 7%= E&H L £, FIPS &I Federal
Information Processing Standards DB T4, CDF—XA KN TH T TIZHBHFEIE. RORT v
TICEATLEIL,

$ keytool -genkeypair -alias <key_pair_alias> -keyalg <key_algorithm> -keysize
<key_size> -storepass <key_pair_and_keystore_password> -keystore
<path_to_keystore> -storetype BCFKS -keypass <key_pair_and_keystore password>

BF

F—2 N7 D keypass Bt & storepass BHEAR—THB I & A2HRLTLE
IV, 5 THWSGEIL, elytron V7> X5 LD BCFKS ¥ —X N7 TIXER
TEEHA

20
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2. credential-store D> —27 Ly hx—%4%MLF T,

$ keytool -genseckey -alias <key_alias> -keyalg <key_algorithm> -keysize <key_size> -
keystore <path_to_keystore> -storetype BCFKS -storepass
<key_and_keystore_password> -keypass <key and_keystore password>

3. LTFoa~x > KT, WildFly Elytron Y —JL%{#F L T credential-store = €& L £ 9,

$ EAP_HOME/bin/elytron-tool.sh credential-store -c -a <alias> -x <alias_password> -p
<key_and_keystore_password> -| <path_to_keystore> -u
"keyStoreType=BCFKS;external=true;keyAlias=<key_alias>;externalPath=<path_to_crede
ntial_store>"

BIER R

® FElytron M KeyStoreCredentialStore/ credential-store

e WildFly Elytron Y —JL® credential-store ##{F

1.5.3. WildFly Elytron *Y —JL %z {# L 7= secret-key-credential-store D {EAK

Elytron Tld. secret-key-credential-store =4 7 51 > T/ER L. SecretKeyCredential 1 ¥ 2% > X
HEREFETEET,

FIa
e LITMDI< Y KT WildFly Elytron 'V —JL % {#F L T PropertiesCredentialStore % {ER{ L £
ER
538
$ EAP_HOME/bin/elytron-tool.sh credential-store --create --location "<path_to_store_file>"
--type PropertiesCredentialStore
vl
$ bin/elytron-tool.sh credential-store --create --location=standalone/configuration/properties-
credential-store.cs --type PropertiesCredentialStore
Credential Store has been successfully created
BEEEIR

® FElytron @ PropertiesCredentialStore/secret-key-credential-store

e WildFly Elytron 'Y —JL @ secret-key-credential-store & /F

1.5.4. WildFly Elytron ‘Y —JL @ credential-store & {F
WildFly Elytron Y —JL&{ER L T, RO & 572X X 7 credential-store ¥ R 7 #R{TTE XY,

PasswordCredential @3Bl
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JRD WildFly Elytron Y —J)L A~ >~ R&{#EH L T. PasswordCredential % credential-store |Zi:EfNIT
XE9,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_passwords> --add <alias> --secret <sensitive_string>

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --add examplePasswordCredential --secret
speci@|_db_pa$$ 01

Alias "examplePasswordCredential" has been successfully stored

ARV RIZY—=ILy hEBELRWEEIE. CO5I#E4EBLT. 7OV T IPRRINAELF
BTYy—ILy b2 AALET,

SecretKeyCredential D4R

JRD WildFly Elytron Y —JLO<X ¥ R&{#FEH L T, SecretkeyCredential % credential-store (Z:E11 T
XE9,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --
location=<path_to_the_credential_store> --password <store_password>

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"../cred_stores/example-credential-store.jceks" --password storePassword
Alias "example" has been successfully stored

ARV RIZY—=ILy hEIBELRWEEIE. CO5#E4EBLT. 7OV T IPRRINAELF
BTy—ILy b2 AALET,

T 7 # )L M Tl&, JBoss EAP T SecretKeyCredential #/Efd % &, 256 Ev N DRMBREIVER X
nEd, Y1 XAA2ZEET 2HE1F, --size=128 F /=1L --size=192 28 ET D &, ThEh 128
Ew b 192EY hOBEEZERTEET,

SecretKeyCredential D1 ~R— b

22

Secret Key Credential D4 R — ME, LLTF®D Wild FLy Elytron Y —JILDAX Y KTITHI T EMNT
XEY,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=<path_to_credential_store> --password=<store_password>

B
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$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=../cred_stores/example-credential-store.jceks --password=storePassword

1 VR— T EMEREZEANDLES,

ITRTDILTVIYILDY) X MERER

JR®D WildFly Elytron Y —JL < > K%M L T, credential-store D7 L7V v L% X MK
RCEET,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_password> --aliases

UFCHZzxRLEY,

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --aliases

Credential store contains following aliases: examplepasswordcredential example

IA VTP ADNEET BHED HOREE

IJLTFYIVYIARNTICIA ) PADNBEETEINEIDNEHRTSICIE, ROOYY RAFAHALE
-a—o

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_passwords> --exists <alias>

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --exists examplepasswordcredential
Alias "examplepasswordcredential" exists

SecretKeyCredential DT Y XAR— b
RO R%&ER L T, credential-store 75 SecretKeyCredential # TV A R— KN TE X,

53°4

$ EAP_HOME bin/elytron-tool.sh credential-store --export-secret-key=<alias> --
location=<path_to_credential_store> --password=storePassword

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=example --

location=../cred_stores/example-credential-store.jceks --password=storePassword
Exported SecretKey for alias

example=RUxZAUtBiAnoLP1CA+i6DtcbkZHfybBJxPeS9mIVOmMEYwjjmEA==
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JL TV v ILOHIR
LTIV REFERLT, JLT7YYv LA N ORIIBEREZHIBRTEET,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --password
<store_passwords> --remove <alias>

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "../cred_stores/example-credential-
store.jceks" --password storePassword --remove examplepasswordcredential
Alias "examplepasswordcredential" has been successfully removed

BIERHR

® FElytron M KeyStoreCredentialStore/ credential-store

® ElytronDILTYIvILEAT

1.5.5. WildFly Elytron ‘Y — JL O secret-key-credential-store & {F

BLFD & 512, Wild Fly Elytron Y —JL%f# > T, SecretKeyCredential IZX 9 % secret-key-
credential-store ##{FAE{TTE XY,

SecretKeyCredential D4R

JR®D WildFly Elytron Y —JL < >~ R%&{#F L T. secteKeyCredential %= secret-key-credential-
store ICERTEET,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location
"<path_to_the_credential_store>" --type PropertiesCredentialStore

B
$ EAP_HOME/bin/elytron-tool.sh credential-store --generate-secret-key=example --location

"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore
Alias "example" has been successfully stored

SecretKeyCredential D1 ~R— b
Secret Key Credential D4 Y R— ME, LLTF®D Wild FLy Elytron Y —JILDAX Y KTITHI T EMNT
XEY,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-secret-key=imported --
location=<path_to_credential_store> --type PropertiesCredentialStore

B
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$ EAP_HOME /bin/elytron-tool.sh credential-store --import-secret-key=imported --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore

FTRTCOILTYIYILDY A MRE

JR®D WildFly Elytron 'V —J)L O~ > R&{ERH L T. secret-key-credential-store HD I L 7> > v L
Y RARKRRTEET,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --aliases --
type PropertiesCredentialStore

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "standalone/configuration/properties-
credential-store.cs" --aliases --type PropertiesCredentialStore
Credential store contains following aliases: example

SecretKeyCredential DT Y XAR— b

RDIAY > R%&ERL T, secret-key-credential-store H 5 SecretKeyCredential & T2 Z7/R— b
TEEY,

53°4

$ EAP_HOME /bin/elytron-tool.sh credential-store --export-secret-key=<alias> --location
"<path_to_credential_store>" --type PropertiesCredentialStore

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --export-secret-key=example --location
"standalone/configuration/properties-credential-store.cs" --type PropertiesCredentialStore
Exported SecretKey for alias
example=RUxZAUt1EZM7PsYRgMGypkGirSel+5Eix4aSgwop6jixGYUQaQ==

JL TV v IILOYIK
UFoavy RaFARALT. VLTV v LA MNP SEREIERAHIBRTEET,

53°4

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "<path_to_store_file>" --remove
<alias> --type PropertiesCredentialStore

B

$ EAP_HOME/bin/elytron-tool.sh credential-store --location "standalone/configuration/properties-
credential-store.cs" --remove example --type PropertiesCredentialStore
Alias "example" has been successfully removed

BIERHR
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® FElytron @ PropertiesCredentialStore/secret-key-credential-store

® ElytronDILTVIvILEAT

1.5.6. WildFly Elytron Tool TYERX X 117z credential-store D JBoss EAP H—/X\—~A DB
an

Wild Fly Elytron Y —JL C credential-store %= {Ef L 7= 5. E41TH D JBoss EAP H—/\—(TEITE X
ER
(1} =355
o WidFlyElytron Y —=ILTY LTV vILAMNPEERHRLTHL,
F£#llE. Creating a credential-store using the WildFly Elytron tool #8R L T 23 W,
¥

o LITOBECLIOYY REFAL T, ETHD JIBossEAP H—/NN—|ZHI LT VIV ILANT &
EBmLEY,

53°4

/subsystem=elytron/credential-
store=<store_name>:add(location="<path_to_store_file>" ,credential-reference={clear-
text=<store_password>})

B

/subsystem=elytron/credential-store=my_store:add(location="../cred_stores/example-
credential-store.jceks",credential-reference={clear-text=storePasswordy})

JL TV v I)LANT % JBoss EAP SREICENT % Z & T, credential-reference Bt #{FA L TV
LTIV ILRARNTIREINTWE AR AT - RFLIIEBRXFIASBTIET,

F£#flZ. EAP_HOME/bin/elytron-tool.sh credential-store --help I~ > KA&RA L T, FIBAATRELS
T avOFla—EERRLTIEIW,
BB

e credential-store Bt

1.5.7. Wild Fly Elytron Y —JLIC & 2 ¥ —R 7 EEDIEE

UTDBIHAEFALT, JLTFYYYILARNTDIA )T RABRETZF—RT7EFRERT 4R
E. elytron-tool.sh T LTI LTIV LA NTERIETEET,

F—RT7DERK
generate-key-pair ¥ Y RTHF—RT7EEHRLET, TDE. F—RT7%EILTVIVILAMNTD
IAYTADICRETETY, UTOHITIE, BYHTOHNT A XH3072E Yy FDRSAF—R7
EERL. JLT VYRR RNTPICEBEINEGMICRFELTVWET, F—R7IEYHETONIE
IA )7 Ri& example TY,
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$ EAP_HOME /bin/elytron-tool.sh credential-store --location=<path_to_store_file> --generate-
key-pair example --algorithm RSA --size 3072

¥F—R7DA VR—Fhk

BBEDSSHF—R7%, BELEIAYTFATILTYIYVILARNTIZA VIR—FT BIC

(&, import-key-pair I<v > RZFEALET, LTOHITIE. OpenSSH XX DMEREZS
$’/home/user/.ssh/id_rsa 7 7 1 L HexampleE WD TA Y TP RADF—R7 %A ViR— LTV
£7,

$ EAP_HOME/bin/elytron-tool.sh credential-store --import-key-pair example --private-key-location
/home/user/.ssh/id_rsa --location=<path_to_store_file>

X—R7ODIHYRAR— b

F—RT7ORBEAERKRTT 5ITIL. export-key-pair-public-key I~ > R&FEHRL 9, ABHEIC
&, OpenSSHEERD I A YT AMEBEINTUVWET, UTOFAITIE. T4 )7 Xexample DA
ERALTVWET,

$ EAP_HOME/bin/elytron-tool.sh credential-store --location=<path_to_store_file> --export-key-
pair-public-key example

Credential store password:

Confirm credential store password:

ecdsa-sha2-nistp256
AAAAE2V]ZHNhLXNoYTIltomlzdHAYNTYAAAAIbmIzdHAYyNTYAAABBBMfncZuHmMR7uglbOM96ieAr
RFtp42xPn9+ugukbY8dyjOXoi

cZrYRyy9+X68fyIEWBMzyg+nhjWkxJIJ2M2LAGY =

X

pa )

export-key-pair-public-key A7v > REZETT2 &, JLTVIVILANTD/INRT
L—ZXDAALRKDOOENFET, RRAT7L—XDBEFEELBWVGEIE. 7OV NE2H
IKLEY,

1.5.8. Elytron DX E 7 7 1 LITIRBEI N F—RT7 DFERH

F—RT7EHIET 2 2 DOERNDESLF — (RFAREMER) TERINET, ¥F—RT72ILTV
PYIVARTIRELTHD, elytron DRET7 7 A I THF—RT7EZBRITIZBENHY FT, NI
LY, R4 R7OVH—N—DRET—VEBRADT7 VA EZ Gt ICEIYHTEIENTEET,

LUFDBITIE, elytron DERTE 7 7 1 )LD &lt;credential-stores&gt; ERTY/ LTV v ILANT E*E
DTONRT 4 —%ESR/LTWET, &lt;credentialdgt; BRiE, 7 LTV v LA MT EF—RT &1
MMV T7RESRBLET,

<?xml version="1.0" encoding="UTF-8"7>
<configuration>
<authentication-client xmins="urn:elytron:client:1.6">

<credential-stores>
<credential-store name="${credential_store_name}">
<protection-parameter-credentials>
<clear-password password="${credential_store_password}"/>
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</protection-parameter-credentials>
<attributes>
<attribute name="path" value="${path_to_credential_store}"/>
</attributes>
</credential-store>
</credential-stores>

<authentication-rules>
<rule use-configuration="${configuration_file_name}"/>
</authentication-rules>

<authentication-configurations>
<configuration name="${configuration_file_name}">
<credentials>
<credential-store-reference store="${credential_store_name}" alias="${alias_of key_pair}"/>
</credentials>
</configuration>
</authentication-configurations>

</authentication-client>
</configuration>

elytron 58E7 7 1 IVDRERIC. TDF—RT7% SSHERFEICFEATEE T,

BIER R

e Wild Fly Elytron Y —JLIZ & B F—RT7EEDIRE

1.5.9. WildFly Elytron Tool 2 L7z, YRV INTXFIDERR

WildFly Elytron Y =)L T, I LTV v VAR TDTL—VTFRAMRRT—ROKRDYICERT 505
SLXFNEERTEXT,

FIR

o YRV INEXFINAEEMTBICIE. LLTFOOY Y RAFEHAL T salt & & U iteration count ®
BEBEEELET,

$ EAP_HOME /bin/elytron-tool.sh mask --salt <salt> --iteration <iteration_count> --secret
<password>

UFIChZERLET,

$ EAP_HOME /bin/elytron-tool.sh mask --salt 12345678 --iteration 123 --secret
supersecretstorepassword

MASK-8VzWsSNwBaR676g8ujilDAFKwSjOBHCHgnKf17nun3v;12345678;123

ARV RTY—=I Ly bZEELLBWEEIE. TO5IHZAKL. REANZERLTFHT
=Ly R EAATEBLIITKOLNET,

F¥#fl&. EAP_HOME/bin/elytron-tool.sh mask --help A~ > R&FEA L T, FMARERA T>arD
HFHlA—EERRLTIEIY,

28



FIFBELYTROND I LTV v IWEILTYIYILART

16. 7L T VYV ILARNTDI LTV vILOBEERE

IJLTVIHIARNTHHBHBEICIE., VLTV vILSBALEBT IS, LTy vILAEN
LY., BBEOI LTI vILEEHLEY T2MEEIHY A, Elytron i FZD 7O E2EHEE
LEd. 7TV vIILSROKRERICIE,. store B & clear-text BHEDMA%IEE L £, Elytron
&, store BETIREINLILTYIVILARNTPICOLT YO vIILEBEIMICEME/ZIEEHL X
T, AF2avT IMVFRABMABEI TEET,

Elytron g2 L7V v VAN T EZUTDE D ICEFHT 5,
o IA)T7REIRELLBSE:

o IAYTADIY M) =HEHETZHEIC. BFEOILTY I vIVIIEEDI )T TF X
hDNRZT—RICEESRAOSNET,

o IAYTFTADIYV N —DHFEELARWVWGEEIX, BEDIANTREVYVTTEFANDINA
D—REECHLVWIVRN) DI LTFUIvILARNTICEMINE T,

o TAYTFAMEEINQWGEE, Elytron I FTA )T RZERL TERINALTA Y TR EREE

INEIVTTHFIAMAT—RIRPMBEINLZIVN) —ZHEIC, VLTV vILARMNTIC
EBmMLET,

JLTFYIv IR RNTHEHFINS &, cleartext BHIZEEETILASHIBRINET,

RDABIL, store. clear-text. alias DEBHEAIBELZIL TV vILBREFERT 2 HEF%=TRLT
\l\i-a—o

/subsystem=elytron/key-store=exampleKS:add(relative-to=jboss.server.config.dir,
path=example.keystore, type=JCEKS, credential-reference=
{store=exampleKeyStoreCredentialStore, alias=myNewAlias, clear-text=myNewPassword})
{
"outcome" => "success",
"result" => {"credential-store-update" => {
"status" => "new-entry-added",
"new-alias" => "myNewAlias"
1}
}

DRICESZINI I LTV vILA MTICEMI N/ myNewAlias TV ) —DI LTV vILEE
FIBICE ROIT Y REFERALET,

/subsystem=elytron/key-store=exampleKS:write-attribute(name=credential-reference.clear-
text,value=myUpdatedPassword)
{
"outcome" => "success",
"result" => {"credential-store-update" => {"status" => "existing-entry-updated"}},
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}
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R

credential-reference /X5 X — 4% — = SOBRIEICKBLGE. VLT VYV ILANT
DOBEEEHFIXTONIFHA.

a credential-reference B TIREINTWEZI LTV vILAMNTIREEINFEH A,

1.7.ELYTRON 7 SA 7Y N TODI LTV v ILA N T OERA

Jakarta Enterprise Beans 7 & M JBoss EAP (LT 27 54 7>~ MM, Elytron 7 54 7V M= fEH
LCERAETEE T, EITHD JBoss EAP H—/N— L7 VA TE LW —H—(L, WildFly Elytron
W — )L % fE L’CO LTS v VA NTEERBLVEBRTEET, TDEO, 77147V M
Elytron 7547V M aFRALTILT YOV IILA NTHOBEBERICTVERATEEY,

LTFDAIE, Elytron 7S A TV MERET77ANTILT VOV IWARNT %2 FERT I AHEERLTWE
_a—o

IL TV v ILA M7 %ET custom-config.xml DA

<configuration>
<authentication-client xmins="urn:elytron:client:1.7">

<credential-stores>
<credential-store name="my_store"> ﬂ
<protection-parameter-credentials>
<credential-store-reference clear-text="pass123"/> 9
</protection-parameter-credentials>
<attributes>
<attribute name="location" value="/path/to/my_store.jceks"/> 6
</attributes>
</credential-store>
</credential-stores>

<authentication-configurations>
<configuration name="my_user">
<set-host name="localhost"/>
<set-user-name name="my_user"/>
<set-mechanism-realm name="ManagementRealm"/>
<use-provider-sasl-factory/>
<credentials>
<credential-store-reference store="my_store" alias="my_user"/> ﬂ
</credentials>
</configuration>
</authentication-configurations>

</authentication-client>
</configuration>

Q Elytron 754 7Y hNRET7AIVATHERTZ LTV v LA N7 DAL

Q HLFEVI v LA RNTDIRRAT— K,
g LTV R IVARNT 774 ILADIRR,
Q OLFVI v LA NTILREINIBEXENDO I LTV vIILBR,
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BIER R

e WildFly Elytron Y —JLZFER LI LTV v LA N7 D,

1.8.FIPS140-2 ##D I LTV v LA M 7 DIERK

Elytron C. Federal Information Processing Standard (FIPS) 140-2 IC#EM L7 LTV v LA N7 %
BRETEZET, FIPS140-2 (&, KEHIPEFE LAV E2—9—tF2 YT 1 —EETT, BSILE
Ta—I)DREERIIT DBS L OERDIEETIL—T, FIPS DEIRY (140-2 28T

I&. http://csrc.nist.gov/publications/PubsFIPS.html IZ&H Y £ 7,

Elytron Tl&, 2 DDEXR 2 7ONA ¥ —%FEHALTFIPS140-2 ICER LI LTV v LA MNT %5%
ETEET,

® SunPKCS#11 7’O/3N4 4 — & Network Security Services (NSS) 7 —4 R— X,
FEHMIE, SunPKCS#N 7ONA ¥ —B LUNSS T—H R—R%HH L 7= FIPS140-2 ##M7 L
TUYYIVANTDER ASRLTCEIWN,

® BouncyCastle 7O/X1 4 —,
L. BouncyCastle 7O/NA ¥ —%FH L7 FIPS140-2 MU LTV v LA M7 DIERK
ESRBLTLEIL,

B

JBoss EAP BIXIX FIPS B2 EA 2T TCWEH A, JBoss EAP D FIPS D L RJL 1,
JBoss EAP % FIPS BRE A Z T B LERETHEATESBIETY, TRAMNEADEE
I&. BouncyCastle & SunPKCS#11 T4,

1.8.1. SUnPKCS#11 7O/NA4 ¥ —B LTV NSS T— ¥ RX— X & {#F L 7= FIPS 140-2 %L
LTV v ILRANTOER

NSSId, 7ORTS Yy N I74—btFa)T1—REDIZATY NI —N—=TT)r—>3ay
EHR—NTZ—EDSATS5)—TF, JBossEAP D NSS 54 75 1) —T SunPKCS#11 7O/ A
H—%FHAL T, FIPS140-2 #NDESILERETET 9, NSS OFHIX. Mozilla docs - Network
Security Services (NSS) #B R L T 72X W\, SunPKCS#11 7O/ ' —DFEMIE. PKCS#11
Reference Guide &M L T 72X W,

1.8.1.1. SunPKCS#11 7O/Xf ¥ — & NSS T —IR—RA % FHLEZEICFIPS Y R— 93
JDK

Federal Information Processing Standard (FIPS) 140-2 IZ##L g 272D ITIE. NSS4 TS5 ) —Ilk -
TEREI NS Network Security Services (NSS) V7 R 7 b= V% EA L T SunPKCS#NT E+ 1
)74 —7TONA YT —%BETDIHENHY £TH,. §XTD Java Development Kit (JDK) R &'—
DNZDREEYR—IMLTWEDIFTEHY FH A, JBoss EAP T SunPKCS#NI 7O/NA ¥ =B LT
NSS F—H R—%&fEFA L TFIPS 25 ET SHIIC. JDKAZTNICHIHL TWA I E AL TS
LY,

PAUFIE, SunPKCS#N £+ 2 ) 74 —DEREICH G L TWS JBoss EAP Y R— MR JDK D—ET
£

® OpendDKT

® OpendDK17
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BIER R

e FIPS % {#M L7/ RHEL T® OpenJDK 11 ME&E

e FIPS %#{#f L7 RHEL T® OpenJDK 17 MR E

1.8.1.2. FIPS ¥t i RHEL © SUNPKCS#11 70O/X( ¥ —& NSS F—4d RX— X %#{FEMH L T FIPS
140-2 MDD I LTV v LA N HERT A%

Red Hat Enterprise Linux 8.4 LAF%, Federal Information Processing Standard (FIPS) ¥ 2 7 L 2K D
SR =AM B &, FIPSforJava L BEIMICERICARY £9, T 7 4L b D Network
Security Services (NSS) T—9 RXR— 2 & FH L T, FIPS140-2 WD I L TV v LA NTEHERTE
Y,

ZODOFIETIE. $JAVA_HOME (& JDK A Y A h—ILIX2%ZSRLFT, ZOFIEOIY Y K% root
A—HF—-&LTEIFTLEYS,

AR

e RHEL TFIPS ABE#ICAR>TW3,
UTFToavy R&EFEHRALT, FIPSAERIEINTWEHIERTEET,

I # fips-mode-setup --check
RHEL TFIPS ZBMICYT 2 A%, UTFDY Y-SR LTLEIL,
o RedHat Enterprise Linux R¥x a2 XY RDFIPSE—RTDYATLDA VA=)
o RedHatEnterprise Linux K¥ 2 XY MDD FIPS E— RADY R T LDYIYEZ
® NSSY—ILHA YA R—ILINhTW3,

Red Hat Enterprise Linux Tl&, LFD &L D ICDNF Ry r—I v Rx—Y v —%fEH L TNSS
V=%V AN=ITEEY,

I # dnf install -y nss-tools

e Java DevelopmentKit (JDK) I&. NSS4 73 Y —%FEA L7 PKCSH#N DEREEHR— L L
TWEY,
FIPS Xt JDK DFE#EIE. FIPS ity JDK Z2ZHR L T EI L,

® JBoss EAP W"EfTIhTW3,

FIR

1. $JAVA_HOME/conf/security/nss.fips.cfg 7 7 1 JLMD nssDbMode D {E % readWrite |C BT
LET,

nss.fips.cfg > 7 > OHl

name = NSS-FIPS

nssLibraryDirectory = /usr/lib64
nssSecmodDirectory = sql:/etc/pki/nssdb
nssDbMode = readWrite
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nssModule = fips

attributes(*,CKO_SECRET_KEY,CKK_GENERIC_SECRET)={ CKA_SIGN=true }

2. AESY =Ly b F—ZERLTILT VO VI AN ZBESILLETS,

v e
! OV RTRARMNF/NRAT7— K NONE #FHT2MHEIHY T,

53°4

# keytool -genseckey -keystore NONE -storetype PKCS11 -storepass NONE -alias
<key_alias> -keyalg <symmetric_key_algorithm> -keysize <key_size>

B

# keytool -genseckey -keystore NONE -storetype PKCS11 -storepass NONE -alias
exampleKeyAlias -keyalg AES -keysize 256

3. Y=Ly hF—DFmAIY B EREMREEL £ T
# keytool -list -storetype pkcs11 -storepass NONE

Keystore type: PKCS11
Keystore provider: SunPKCS11-NSS-FIPS

Your keystore contains 1 entry

exampleKeyAlias, SecretKeyEntry,

4. $JAVA_HOME/conf/security/nss.fips.cfg 7 7 1 LMD nssDbMode D{&% readOnly ICEH L
x7,

nss.fips.cfg A7 > OHl

name = NSS-FIPS

nssLibraryDirectory = /usr/lib64
nssSecmodDirectory = sql:/etc/pki/nssdb
nssDbMode = readOnly

nssModule = fips

attributes(*,CKO_SECRET_KEY,CKK_GENERIC_SECRET)={ CKA_SIGN=true }

5. BIECLIOTONAY—1) R MISUunJCE 7OANA ¥ —AEBMLET,

a. SunJCEDanN4 ¥—o—4—%wEmLxd,

/subsystem=elytron/provider-loader=SunJCE:add(class-names=
[com.sun.crypto.provider.SunJCE])
{"outcome" => "success"}

b. 77 )45 —hK7F0O/N( ¥ —TElytron 8LV SunJCE 2% EL F T,
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53°4

/subsystem=elytron/aggregate-providers=<aggregate_provider_name>:add(providers=
[elytron,SunJCE])

B

/subsystem=elytron/aggregate-providers=exampleAggregateProvider:add(providers=
[elytron,SunJCE])
{"outcome" => "success"}

—

R

TANAS—FAT Y R TERZRINTVWBIEFE CHUHEINF T,

6. SUNJCE 7AONA ¥ —%FEHAL TElytron TZ LTI vILARNTEERLE T,

53°4

/subsystem=elytron/credential-store=<credential_store_namex>:add(implementation-
properties={keyStoreType => PKCS11, external => true, keyAlias => <key_alias>,
externalPath => <path_where_credential_store_is_to_be_saveds}, modifiable=true,
credential-reference={clear-text=<passwords>}, create=true, other-
providers=<aggregate_provider_name>)

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add(implementation-
properties={keyStoreType => PKCS11, external => true, keyAlias => exampleKeyAlias,
externalPath => /home/ashwin/example.store}, modifiable=true, credential-reference={clear-
text=secret}, create=true, other-providers=exampleAggregateProvider)

{"outcome" => "success"}

L 9LTFYYvILARNTICZA ) 7R%EIMLET,

53°4

/subsystem=elytron/credential-store=<credential_store_name>:add-alias(alias=<alias>,
secret-value=<secret_value>)

B

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add-
alias(alias=exampleAlias, secret-value=secret)
{"outcome" => "success"}

2. LTIV IARNTFTDIA Y7 A A —EBERRTLET,

53°4
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I /subsystem=elytron/credential-store=<credential_store_name>:read-aliases()

B

/subsystem=elytron/credential-store=exampleFipsCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => ["examplealias"]

}

ERINTZI LTV v LA NTIEFIPS140-2 ICHERM L TWE T,

BIER R

e aggregate-providers [E %
e credential-store Bt

e credential-store 2% 7 0O0/X7 1 —

1.8.2. BouncyCastle 7 O/NA1 ¥ —%FA L7 FIPS140-2 I L TV v LA M7 D
YERX

BouncyCastle I&., Java B LU C# DR ERIESIL APl 212 L £ 9, JBoss EAP TRD
BouncyCastle 7A/NA ¥ —%FHT 5 &, FIPS140-2 MDY LTV v ILANTAHERTEET,

e Java Cryptography Extension (JCE) & & U Java Cryptography Architecture (JCA) B®
BouncyCastle FIPS 7O/ 4'—,

® Java Secure Socket Extension (JSSE) B ® BouncyCastle FIPS 7’'O/3A 4 —,

BouncyCastle ICDWTId, The Legion of the Bouncy Castle Z58R L T I,

1.8.2.1. BouncyCastle 7O/ ¥ —% A L7= FIPS140-2 MU/ L T > ¥ LA b 7 DYERK

Red Hat Enterprise Linux 8.4 LAB%, Federal Information Processing Standard (FIPS) D 2 7 LA2{ED
ESER) D—52BMIT B E, OpendDKICL > TIFIEAREF2 YT —7TONS F—DEHEM
WKEMICARYES, %) 74 —7ORCM5—D 12, FIPS E— RTHREI N7z SunPKCS 70
NAF—TF, TDKDHYIZ BouncyCastle 7ANA ¥ —%FRHT ZHAIE. UTOFIEICHKE>T
Federal Information Processing Standard (FIPS) 140-2 DI L TV v LA N T A ERTE XY,

AR

e RHEL TFIPS ABE#ICAR>TW3,
UToa~vy R&EFEBRALT, FIPSAERIEINTWEHIERTEET,

I # fips-mode-setup --check

RHEL TFIPS ZBMICT 2HER. UTFDYYV—RESRLTLEIW,
o RedHat Enterprise Linux R¥Fx a2 XY RDFIPSE—RTDYATLDA VA=)

o RedHatEnterprise Linux K¥F a2 XY MDD FIPS E— RADY R T LDEYIYEZ
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FIR

36

HFELD Java Development Kit (JDK) A%, BouncyCastle 7’0/31 ¥ —%fFF L /= FIPS DR E
EHR—KLTW3,

F£#A(E. The Legion of the Bouncy Castle - FIPS Resources Page @ Java Related Questions
HSRBLTLREIW,

. R®DY VY H 5 BouncyCastlejar #4 o> O— KL F T,

® bc-fips-Njar: Bouncy Castle Provider (FIPS Distribution) Maven

® Dbctls-fips-N jar: Bouncy Castle TLS/JSSE APIs (FIPS Distribution)
N {% BouncyCastle FIPS 7O/NA #—DN—YavaRLE T,

CHERADEREISEA Y % BouncyCastle FIPS 7O/ ¥ —DRHBE/N—V a VICEAT S
1E#R (X, The Legion of the Bouncy Castle Z#8HR L T XL,

RORBREET java.security EWIRET7 71 IILEERLE T,

fips.provider.1=o0rg.bouncycastle.jcajce.provider.BouncyCastleFipsProvider
fips.provider.2=org.bouncycastle.jsse.provider.BouncyCastleJsseProvider fips:BCFIPS
fips.provider.3=SUN

fips.provider.4=SunEC

fips.provider.5=com.sun.net.ssl.internal.ssl.Provider

P2
T 74 hD java.security 7 7 4 JLIN®D FIPS 7ONA ¥ —%Z&E L ARWTK

EEW, ZOFIRTHAINLTWS L DI, MED java.security 7 0/8F 1 —
T7ANEFRTDIEEHELITT,

3AES Y=Ly hEx—ZEMLTILT VI vILANTZRBSIELLET,

53°4

$ keytool -J-Djava.security.properties=<java_security_file> -genseckey -keystore
"<keystore_name>" -storetype BCFKS -storepass <store_password> -alias <key_alias> -
keyalg <symmetric_key_algorithm> -keysize <key_size> -keypass <key_password> -
provider org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
<path_to_bc-fips_jar> -dname "<certificate_contents>" -validity <validity_in_days>

B

$ keytool -J-Djava.security.properties=<path_to_java_security_file>/java.security -
genseckey -keystore "examplekeystore.bcfks" -storetype BCFKS -storepass password -alias
exampleKeyAlias -keyalg AES -keysize 256 -keypass password -provider
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath <path_to_bc-
fips_jar>/bc-fips-1.0.2.jar -dname "CN=localhost" -validity 365

Y=Ly M E—DRHMY A FAREIMRIEL F
B
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$ keytool -J-Djava.security.properties=<java_security_file> -list -keystore
<keystore_names> -storetype BCFKS -storepass <store_password> -provider
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath <path_to_bc-
fips_jar>

B

$ keytool -J-Djava.security.properties=<path_to_java_security_file>/java.security -list -
keystore examplekeystore.bcfks -storetype BCFKS -storepass password -provider
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath <path_to_bc-
fips_jar>/bc-fips-1.0.2.jar

H A B

Keystore type: BCFKS
Keystore provider: BCFIPS

Your keystore contains 1 entry

exampleKeyAlias, Mar 1, 2023, SecretKeyEntry,

5. U—EXZ&EELFT,

6. B CLI #f#H L T. BouncyCastle 7ONA ¥ —%FHT 5L 5 IC JBossEAP R EL &
-a—o

a. SunJCE 7anNa ¥F—a7anN44—n 1) A MNIEBIMLET,

/subsystem=elytron/provider-loader=SunJCE:add(class-names=
[com.sun.crypto.provider.SunJCE])

b. BouncyCastle ”O/3A 4 — jar % JBossEAP DEY 2 —J)L&E LTEBMLET,

53°4

module add --name=org.bouncycastle.fips --resources=<path_to_bc-
fips_jar>:<path_to_bctls-fips_jar>

B

module add --name=org.bouncycastle.fips --resources=<path_to_bc-fips_jar>/bc-fips-
1.0.2.jar:<path_to_bctls-fips_jar>/bctls-fips-1.0.2.jar

c. BouncyCastle 7OANA ¥ —D7OnNA ¥—O0—49—%BML T,

53°4

/subsystem=elytron/provider-
loader=<provider_loader_names:add(module=org.bouncycastle.fips)

B
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/subsystem=elytron/provider-
loader=exampleProviderLoader:add(module=org.bouncycastle.fips)

d. 77 Y4 — b ZO/N1 4 —IC. BouncyCastle, SunJCE., & & U combined-providers % 5%
ELEY,

53°4

/subsystem=elytron/aggregate-providers=<aggregate_provider_name>:add(providers=
[<provider_loader_name>,SunJCE,combined-providers])

B

/subsystem=elytron/aggregate-providers=exampleAggregateProvider:add(providers=
[exampleProviderLoader,SunJCE,combined-providers])

yz o-1o)
TANAS—FAT Y R TERZEINTVWBIEFE CHUHEINF T,
e. Y—N—%Z)O—RKRLZET,
I reload

7. BouncyCastle 7AO/NA ¥ —%FEHAL T, Elytron ICZ LTV v LA MNP HERLE T,

53°4

/subsystem=elytron/credential-store=<credential_store_namex>:add(credential-reference=
{clear-text=<key_and_keystore_password>},implementation-properties=
{keyAlias=<key_alias>,external=true,externalPath=<path_to_BCFKS_credential_store>.ke
yStoreType=BCFKS},create=true,path=<path_to_keystore> ,modifiable=true, other-
providers=<aggregate_provider_name>)

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add(credential-reference=
{clear-text=password},implementation-properties={keyAlias=exampleKeyAlias,external=true,
externalPath=credentialStore.bcfks, keyStore Type=BCFKS}, create=true,
path=__<path_to_keystore>__/examplekeystore.bcfks, modifiable=true, other-
providers=exampleAggregateProvider)

L IO9LTFYY v LARNTICZA ) 7R%EIMLET,

53°4

/subsystem=elytron/credential-store=<credential_store_name>:add-alias(alias=<alias>,
secret-value=<secret_value>)
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B

/subsystem=elytron/credential-store=exampleFipsCredentialStore:add-
alias(alias=exampleAlias, secret-value=secret)

2. LTIV IARNTDIA Y7 A5 —EBERRTLET,

53°4

I /subsystem=elytron/credential-store=<credential_store_name>:read-aliases()

B

/subsystem=elytron/credential-store=exampleFipsCredentialStore:read-aliases()

{

"outcome" => "success",
"result" => ["examplealias"]

}

ERINT=I LT v LA NTIEFIPS140-2 ICHERM L TWE T,

BEE R

e aggregate-providers [E %

e credential-store B

e credential-store 325 7' 0/37 1 —
e provider-loader B

e module add <~ RDFFMIE. JBossEAP HEIE CLI T ~help 7YY REETL THRETE X
ER

I module add --help
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F2E X2l T 14 —TREINEYY —REHEKRT D=0 DFEA
*—0 JBOSS EAP ~DIEFE

2.1. ELYTRON OFE=1tX

WEREXFINEMET I, —NRN—RET77MIVTHREBELFIZEET ALY IC, BSEXRRZ
FERATEET,

EEER & IE. XFF % SecretKeyCredential THEEIEL. TOXFINE TV IA—T 1~ J DIEBEEFE
DYNWNNR—ZEMAEDELEDTY, TVO—7 1~ JEERFIE, Elytron ICRANBESEINTWS

CEBEEAET, YVYILNA—E BELERXZIL TV vILR NTRTHRIGT % SecretkKeyCredential

Ky EYITLET,

Elytron O expression=encryption ') ¥V —X (3. BELAZFEAL T, RTFICEOHRDESEINE
XFHEBBLET, REZ77MIDHFT, BELAXFIEDEDTIFRL, BSEXEFEALTXF
TIDKBEHEEFLIENTETET, BSERIE, UTOLD REXICRYFT,

BHEDY VIN—%ERHT BI5EDEX

I ${ENC::RESOLVER_NAME:ENCRYPTED_STRING}

ENC (3. St EKRTEEZETYT,

RESOLVER_NAME (4. Elytron B’ St I N XFIDESHICHERT 2 Y VILN—TT,
B

I ${ENC::initialresolver:RUxZAUMQE +L5zx9LmCRLyh5fjdfl 1t WM7IhfthKjeoEU+x+RMi6s=}
TI7FIWEDY) VIN—THESIEREZERTDEE. UTOLDICRYET,
FIAIBMDY IR —EFHT ZIBEDOEX

I ${ENC::ENCRYPTED_STRING}

1]
I ${ENC::RUXZAUMQE+L5zx9LmCRLyh5fjdflt WM7IhfthKjeoEU+x+RMi6s=}

Z Di5E. Elytron I expression=encryption )V —X TCEZE LT 74 bDY) VILN—%FERHL T
XEB/ELLET, BSEXIE. JEOLY Y —IXBETHERATEEY, HI2EUEIESEXEYR—
MLTWZHEDIN%EAXRDBICIE. read-resource-description IEARE#FHALE T,

$l: mail/mail-session @ read-resource-description

/subsystem=mail/mail-session="*/:read-resource-description(recursive=true,access-control=none)

{

"outcome"=>"success",
"result"=>[{

"from"=>{
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"expression-allowed"=>true,

-
}

0BT, fromBEIESLEREYR—FLTVWET, DXV, BEELT. BESLXAFA
L. from74—JILRDAXA—)ILP7 RLAAEIERRICTEET,

BIER R

® Elytron TORESIEXDIER

e expression=encryption B4

2.2. ELYTRON TSt DIEK

B2 FF & SecretKeyCredential 5., BEERXEZERLET, COBESEXE, EBETILCTH
ZH—N—RBRET 7M1 IDOEBEXFZIORHLYICERT LT, BBEXFINEMWETEET,

AR

® PropertiesCredentialStore & Z DHICFEEHE A /ER L TL 5,
L. X4 > K7 0OvH—/N—H PropertiesCredentialStore/secret-key-credential-store @
B #BIR LTI W,

FIR

LROBECLIAYY REFRALT, LTV vILA N TRDEFED SecretKeyCredential M
IANVT72REBRTD)VILNN—%FERLET,

53°4

/subsystem=elytron/expression=encryption:add(resolvers=
[{name=<name_of_the_resolvers, credential-store=<name_of_credential_store>, secret-
key=<secret_key_alias>}))

B

/subsystem=elytron/expression=encryption:add(resolvers=[{name=exampleResolver,
credential-store=examplePropertiesCredentialStore, secret-key=key}])

)Y —ZDEHICATZIT—AvE—IUPRRINLEFZEIX. UTOL DI, add TlEAL
list-add ##/FA1T> T 72X LY,

53°4

/subsystem=elytron/expression=encryption:list-add(name=resolvers, value=
{name=<name_of_the_resolvers, credential-store=<name_of_credential_store>, secret-
key=<secret_key_alias>})

B

I /subsystem=elytron/expression=encryption:list-add(name=resolvers,value=
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{name=exampleResolver, credential-store=examplePropertiesCredentialStore, secret-
key=Kkey})
{
"outcome" => "success",
"response-headers" => {
"operation-requires-reload" => true,
"process-state" => "reload-required"

}
}

2. —nN—%)O—KRLFT,

I reload

3 BECLITOOYY RDF vy vV T EEMPICLET,

BF

FrwI VT EEPICLAEWVESIZ. BIECLIOBE 7 7AIICTIVERATES
A—H—I3H#ETEH, WBREMIBTEET,

I history --disable

4. DUTOEECLIOY Y RA2FERL T, BEEXZFEKRLET,

53°4

/subsystem=elytron/expression=encryption:create-expression(resolver=<existing_resolvers,
clear-text=<sensitive_string_to_protect>)

B

/subsystem=elytron/expression=encryption:create-expression(resolver=exampleResolver,
clear-text=TestPassword)
{

"outcome" => "success",

"result" => {"expression" =>
"${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1Gkn3GKIHff+HR8GCcMX1QXHvx2uGur
I=}ll}

}
${ENC::example Resolver:RUx ZAUMQgtp G70 FlI HR2j1Gkn3GKIHff+HR8Gc
MX1QXHvx2u Gur I=} (X, BEEETIL T Test Password ODXH Y ILFERT ZESIELXTY,

ALFL—VF$2 MaIESERABFHCHEAT 2EEE,. FLOBFTTL—VFFA LD
Kbyio, BECOIYY RERYBRLTALESEREFRLES, ALTL—VYFF2 L
CHLTALITY RERYEBTE, ALF—THRAZRERNMESNET, Thid, Elytron
AEUH L & & BB NLEGRLTWSEHTT,

ELHESEXZEALT. XFINOBESLEX 1 ODNMERESNLIZEIC. HOBESIEXICERE
CXFINEFTNTVWEI 21— —INRRETELVLIICLET,

5. LTOEBECLIOYY RAFEHRALT, O Y Ry v oV /aBEAEMICLET,
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I history --enable

BIER R

o BES{tX%{F M L 7= KeyStoreCredentialStore/ credential-storeD (£ &

e expression=encryption B4

2.3.lES{tR A EMA L7 KEYSTORECREDENTIALSTORE/CREDENTIAL-
STORE D{F&

Key Store Credential Store = {r#&3 27HIC, BSIELXZFEATTET,

=50
o BESXAMERINTWLS,
ESIERDEKICDWT, §#FL <& Elytron TORESIERDIER 25 L T LI W,
FIa

o MES{tR % clear-text & L TEM T % KeyStoreCredentialStore & 4EmR L £ 9

53°4

/subsystem=elytron/credential-
store=<name_of_credential_store>:add(path=<path_to_the_credential_store>,
create=true, modifiable=true, credential-reference={clear-text=<encrypted_expression>})

B

/subsystem=elytron/credential-
store=secureKeyStoreCredentialStore:add(path="secureKeyStoreCredentialStore.jceks",
relative-to=jboss.server.data.dir, create=true, modifiable=true, credential-reference={clear-
text=${ENC::exampleResolver:RUxZAUMQgtpG70oFIHR2j1 Gkn3GKIHff+HR8GcMX1QXHvx2u
Gurl=}})

{"outcome" => "success"}

BIER R

e expression=encryption B4

e credential-store Eff
KeyStoreCredentialStore Z St TR L /1%, KeyStoreCredentialStore T SecretKeyCredential
EERL., TOMEREFEAL CHOBSEXZERTEET, TLT. ZOHmLVWESERIE R
ETIN(P—N—BRET71IV) OBELRXFIORDLYICFERTEET, JLTVIVILANTOD
Fr—U2EEERLTEF )T —5BRETEET, TOLIBF—VIE, XFEFPUTDLD
ICREINTWS D, BELAXFIEHRNTLIIEANH LAY ET,

o RHUDEES{ERIL. KeyStoreCredentialStore DtEF¥a1 )71 —%RELZ T,

o I, HDOESEATIEH, KEXFIDEF21)T1 —Z2HRALIT,
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o MBANFIDMEFEICIE, BSEREWMA. BRI HIVENHYIT,

EEERDF T —UHARCANIERDZFE, BBLAXFIOESLIZREICRY T,
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HBIE

o
e

3.1. AGGREGATE-PROVIDERS [& £
providers Bt %X E 9 % Z & T aggregate-providers 8 ETX £ 7,
#*3.1aggregate-providers Bt

Bt B4

providers EMT27ON1 Y —D—5, Elytron i) A MIHBRHDE
MR TONA ¥—%FEHALET,

3.2. CREDENTIAL-STORE B
credential-store (3. TDEMABRET DI ETHRETEXT,
#3.2 credential-store Bt

Bt B4

create JLFUYwIARNTHRBEELREWGAIC, A ML=V AER
TENEINEEELET., 774/ MMElL false TT,

credential-reference RENRSA =5 —DERICERINZRIABRADSER, h
2 75+ R M, F7/lZ credential-store ICEFEINTW
BEREIIBESHRADSEE L TIEETEE T,

implementation-properties ILTVYvIIANTOREEBEDTONT 4 —DI v EY
7,

modifiable JULTVYPIIARNTEERTEDZNE DD, T 74/ MEIR
true °9,

other-providers B Jakarta Connectors 7 7V b &V LTV v LR B

THATERTEZEDAMRERT 27-DICTONS F—%5IIET
570N 4 5 —D&ERET, TNFF—ANTR—ADI LTV
Y INARNTICDAEMNTY ., INHNEEINTLWARWEGE
T, RbyicFaonN45—nra—//NIL) A MNPFERINE

ER
path IJLFVIRIVARNTDI7 71445,
provider-name CredentialStoreSpi # 1 V24 V2t T 2 7-DICERT S

O/ ¥ —D&R1, AN T —DIEEINTVRWNGEIL,
WWELEYATDAVRIVRAEERTESD, ROD 2784
DFANA T —PFERINET,



Red Hat JBoss Enterprise Application Platform 8.0 JBoss EAP IC & 235 HEHROEF 2 7RA ML —

Bt B4

providers MBEBRILTVIVILVARNT A THERTEZTONA 5 —
ERRT DO/ Y —DERL, INAMEEINTWAWNES
i, RKbuic7aong F—oso—/N)L) A NBMERINE

ER
relative-to ZDILTVIw VA NTRADERT B2R—R/IRZ,
type ILTVI v IVANT DY A T (f: KeyStoreCredentialStore

).

3.3. CREDENTIAL-STORE £ 7O /8 5 4 —
credential-store 2 %% E T 5ICIE. TOBMEZRELZE T,
#3.3 credential-store & 0O/857 1 —

Bt B4

cryptoAlg HEANL—YTOIY M) —DBESEEEALICERINS
ES{ETILTY XLk, ZOBEMKIL. external AEMRIGEIC
DHEMTY, 774 MELAES TT,

external T—IDHER ML —YILRFI N, keyAlias IC& > THESIE
IhaHNEID, 774 K false T,

externalPath HEARNL —IADNRERBELEY., COREMIE. external
NEWREEICOHFENTT,

keyAlias AEBRANL—IANDT—9 DOBESIEFIFESLICERAINS
ILFVIYIARNTROY =Ly hEF—TA YT 2R,

keyStoreType PKCS11 &, ¥F—ZANT7H9A4TF7 4L M
KeyStore.getDefaultType() T9,

3.4. EXPRESSION=ENCRYPTION &4
expression=encryption (&, ZDOREM%ZEET DI ETHRETIET,

3.4 expression=encryption E*

Bt B4
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default-resolver FEDBHETT, BSERAPLARVILLTEREINTWS

BEBILERATSLRARYYTY, =& xiE, default-resolver

& L T "exampleResolver" ICEXE

L. /subsystem=elytron/expression=encryption:create-
expression (clear-text=Test Password) ¥ >~ K CHES 1k

REER L 72IHBEIC, Elytron (ZZDEES{ERDY VIIL/N—& L

T "exampleResolver" R L 7,

prefix ESIERCTHEAINZEBEHETY., 774 MIENCTY, &
DEMIE. ENCAT TILEREHDIBEICEELET, §TIK
EHEINTVWS ENCEBEFEHRASLAVWRY, COEZEEY
RETRDY EEA.

) JpIN— EFZINLYYVILRN—DYRAKNTT, JUYVILNR—IZIZUTORE
HEAHY ET,
e name: SRICHFERAINZERDERESR.
e credential-store: 2D ) VILNN—DFERT BV —2
Ly hx—%8, VLTV Y IARARNTAVRY Y

ANDBR,

o secret-key: IEEIN/IV LTV HILAMNTHT
Elytron MERT2>—2 L vy hF—DIA YT R,

3.5. PROVIDER-LOADER B[4
BYEARET 5 & T, provider-loader #:2ETEX £,

3.5 provider-loader Bt

B S

argument Provider B’4 Y 24 >V 2{bxh s EE, AVAMNS V9 —ITE
INBEIH,

class-names FARALTOANA Y —DRLEBHISAED ) A N, ThibiE

service-loader A 7ANA ¥ —mHmH LcBICO—RIh, EE
FRFy FTINFET,

configuration MEET 27201 7ONA Y —ICEIN D F—B L EDHE
Eo

module TanNA ¥ —nO0—RxERdEY 2 —ILDAH

path 7ONA S —OMPLICFERT 27 71 LD/,

relative-to BET7AINDR—RINZ,
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3.6. SECRET-KEY-CREDENTIAL-STORE J& %
secret-key-credential-store |3, ZDREMHZEET DI ETHRETCIET,

3.6 secret-key-credential-store Bt

Bt B4

create FREEEL TLWRWEEIT Elytron ITER S 72 < WS IE.
&% false ICERE L T ZI W, T74J)L ~dtrue T,

default-alias FIAINNTCERINDZF—DIAY)FTREZLTT, 74N
Elx key T,

key-size ERINBZBROYAZXTY, 774N MDY A XIF 256 Ev b
Td, LFOWThHDEEZRETETET,

e 128
e 192

e 256

path IJLTVIvIARNTADINZ,

populate ZLFY Y v LR h7IC default-alias A& F T UL AWE
&, ZORBEME Elytron BMERR T 2N EIDNERLET, T T4
JU N true T,

relative-to EM path SR/ RRICH B, LEIHIERFHD/IAANDSE,
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