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e 7OV :2023%F 12 A5H(Q023%F12 A5 H)IZ &% Red Hat Insights IZ & % CentOS Linux
A5 RHEL NDZEHD BifiL

e 7JO% : How to convert CentOS Linux to RHEL with Red Hat Insights by Terry Bowling and
Bob Handlin (2023 %12 B 5 H)

e E 5 : John Spinks (2023 & 12 B 5 H) IC & © T Red Hat Enterprise Linux ICZE#Y % 72H D
P =AY it

e 7 O% : Reacting to Red Hat Insights CVE advisories and enhanced malware detection with
Event-Driven Ansible and ServiceNow by Amaya Rosa Gil Pippino (2023 %12 B 7 H)

e 77 : RedHatEnterprise Linux @ CentOS 7 Linux 5%, John Spinks IZ & 2Z&#: (2023 &
2B NH)

e EFF : John Spinkshl®d Red Hat Insights Inventory Groups (2023 12 B 14 B)

e B 774 : RedHatInsights Build & Launch by John Spinks (2023 & 12 B 19 H)
2.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

2.2.1. Advisor

L WHESREEIR
Advisor Tl&, 6 DDF L WHREBEAFATEET,

® xsi477.10.1el8 8 K WRIDETHDA—RILNN—Ua vuh, DBEINTZCPUERE DY AT AT
kpatch DEEAHIAHICKT 5

® Oracle 7T—R—ZAHMYR— M{RADH—RILTERITLTWS

e HLWITOERICHEIYETR IDARWVWE, YRATARFHLWIOELRDEMRICKHT 2

¢ D-Bus 7 vF—DA—N—FVKICD-Bus 2N L TBET B —EXDNIAM LTV N 2RT
o squid—EREFET77AINEBRBRFAFTEL., BIMOEKRZWIEBETEFEATLE

o nofail # 7Y a v aEBELTC /usr 77 ANV RTLEDBMTDE, VAT LD VY LILEED
KRBT 5

2.2.2. Image Builder

Image Builder CRIFAAEEZ RHEL 54 7 %1 Z L DL

Image Builder ©, RHEL8 8L U'RHELO DY R— K4 7H A VI AREELTEDLIICRYEL
oo A X—YEIJIRICRHELS 2EiRT 5 ¢, RHELS B LUV IDRERY R— N Z T 5EBATRT
BEEHIRRINE T, RHELS DRLAHYR— ME 2024 THRTLZET, RHELO A38IR L T, 2027


https://www.redhat.com/en/blog/simplifying-centos-linux-rhel-conversions-red-hat-insights?channel=/en/blog/channel/red-hat-insights
https://www.redhat.com/en/blog/how-convert-centos-linux-rhel-red-hat-insights?channel=/en/blog/channel/red-hat-insights
https://www.redhat.com/en/about/videos/pre-confersion-analysis-converting-to-rhel
https://www.redhat.com/en/blog/red-hat-insights-cve-advisories?channel=/en/blog/channel/red-hat-insights
https://youtu.be/yuca0iCQvE0?si=ggc6mNDu9pxneoTy
https://www.redhat.com/en/about/videos/red-hat-insights-inventory-groups
https://www.youtube.com/watch?v=eREL5Lo1yCg&t=1s
https://console.redhat.com/insights/advisor/recommendations/kpatch_not_loading_isolate_cpu%7CKPATCH_NOT_LOADING_ISOLATE_CPU_WARN
https://console.redhat.com/insights/advisor/recommendations/oracle_db_required_kernel%7CORACLE_DB_REQUIRED_KERNEL_WARN
https://console.redhat.com/insights/advisor/recommendations/bash_can_not_allocate_memory%7CPROCESS_ID_NOT_AVAILABLE_WARN
https://console.redhat.com/insights/advisor/recommendations/systemd_cookie_overrun%7CSYSTEMD_COOKIE_OVERRUN
https://console.redhat.com/insights/advisor/recommendations/squid_running_out_of_fd%7CSQUID_RUN_OUT_OF_FD_WARN
https://console.redhat.com/insights/advisor/recommendations/usr_has_nofail_option%7CUSR_HAS_BAD_OPTION
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Image output

Image builder allows you to create a custom image and push it to target environments.
Documentation B

Release *

Red Hat Enterprise Linux (RHEL) 8

~ Hide information about release lifecycle

Release lifecycle
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3.1. RED HAT HYBRID CLOUD CONSOLE

3. 7a784LT) VYV —RDRH

Red HatInsights Tld. XX RF a2 XAV NEFBRT D94 L) —RTOTPZOMD) Y —RERMHL
TWEd, NRBo7n78LT)Y—2:

e 707 Red Hat Insights turns smart statistics into machine learning (Katya Gordeeva $ & O
Tomas Dosek)

e 707" New Red Hat Insights feature: On-demand data collection for Red Hat OpenShift
(Tomas Remes)

e 7 0O7%:How to implement a self-healing infrastructure (Ruby Yang)

3.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

3.2.1.Insights 7 214 77> b /RHC

Insights 2 54 7> h® BasicFRAID T A1 7414 V7 ILKRT

2024 F 2 A 29 H& Y., insights-client (3. X k% Red Hat Insights ([C$E# 9 5 7bDHEE LT
Basic 535 (authmethod=basic) # ' R— b LA RY E T, FMlBLUOCREBEA T2 avIIUERS
FEDHA YV RITDWTIE, RedHatlnsights D54 7H A4 VLB LUVEHRR—T 2SBLTLES
(AW

3.2.2. &

CentOS 7 DZEBEINTE LTI/ AR TV ZADIRELFRA

2024 % 6 B 30 BIC CentOS Linux 7 &5 14 744 ZJLIRT (EOL) A MA 27, 1—H—Id, B
PEFa) TNy F, FREEBSISHMIZITMBEDIC. FLWARL—FT 4 VIR T LICHRT
TEIRENHYET, EOLHNMBE>TWSED, VY —R2BYHTTETHICEICEDEZICIE. B
TORSEHELZRET DI EMNEZEICAY FJ, RedHatInsights DERIEDEHICL Y, CentOS7
IA—HF—ZROZ ENTREICARY F LT

® CentOSLinux7 Y AT L%EFEFHKL Tlnsights 1 YRV M) = ZNIRRTEET,

e Automation Toolkit > Tasks> Pre-conversion analysis for converting to RHELT#7 L \\ & #2
A9 RV %A L. BIRLUKE CentOS Linux7 Y AT LD L TEET RNNA 2% IFIWB T
ET. RHELANOE#|ABMICLAYIEIFRY LB 2BMBEICERICHRTEE T,

o THMRINDITTHREINI-BEIEEARL . Automation Toolkit > Tasks> Convert to RHEL
from CentOS Linux7 TH L WE#Y X7 2T L. RHELANDE#ERTTEXE T,

Insights TE#Y XU =R LIIBEDH A


https://www.redhat.com/en/blog/red-hat-insights-turns-smart-statistics-machine-learning?channel=/en/blog/channel/red-hat-insights
https://www.redhat.com/en/blog/new-red-hat-insights-feature-demand-data-collection-red-hat-openshift?channel=/en/blog/channel/red-hat-insights
https://www.redhat.com/en/blog/how-implement-self-healing-infrastructure?channel=/en/blog/channel/red-hat-insights
https://access.redhat.com/support/policy/updates/red-hat-insights/lifecycle
https://console.redhat.com/insights/tasks
https://console.redhat.com/insights/tasks

$F3&w2023F 1A

El B readd broed e et ded
B Urauseeied baved roduba
) Shppadechor
i & thaldated parkages keinnled
£l L A B A N
O Shippirey v Sumris T repod wre vald chaek
¥ 0 Sepprmiardzarnuesrnckers

¥ M Trpeulery bie pus waps rereee i

R Fitinitaack

TARTD Insights # A7 1&, Automation Toolkit > Tasks IZH Y F 7,

InoDFKeEEZF L CEBREL TREWADSICIE. UTZSRL TSI,
e Simplifying CentOS Linux to RHEL conversions with Red Hat Insights
® How to convert CentOS Linux to RHEL with Red Hat Insights

® RedHatlInsights ZfA L7 RPM RX—X®D Linux T4 A M) Ea—> 3 h b RHEL ~ADEH#

3.2.3. Advisor
LUWHESRESIENY ) —R
14 4DH L WHEREIRAFMATETY.
® Separate the journal directories for better performance and recoverability of InterSystems IRIS
® Enable FreezeOnError for the integrity and recoverability of InterSystems IRIS database
® The system is unable to boot when missing systemd related components
® Theinsights-client BASIC authmethod will reach End-Of-Life on Feb 28th, 2024

® The /var/log/messages or /var/log/secure are not writable due to incorrect syslog
configuration, file permissions or SELinux context

® The InterSystems product version is older than ideal for top-quality support
® Recommend running SystemPerformance 24-hour daily for InterSystems IRIS

e Kernel panic occurs when cifs filesystems are mounted on the RHEL 8 system due to a bug in
the kernel

® Set arbiter to prevent a possible split-brain situation for InterSystems IRIS

® Map the Write Image Journaling (WIJ) disk for better performance of InterSystems IRIS
® Use Gl garbage collector to get better performance for JBoss server

® The system will boot into emergency mode when the os-release file is lost

® Applications failed to create sessions when the maximum session limit is reached


https://console.redhat.com/insights/tasks
https://www.redhat.com/en/blog/simplifying-centos-linux-rhel-conversions-red-hat-insights?channel=/en/blog/channel/red-hat-insights
https://www.redhat.com/en/blog/how-convert-centos-linux-rhel-red-hat-insights?channel=/en/blog/channel/red-hat-insights
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html/converting_from_an_rpm-based_linux_distribution_to_rhel_using_red_hat_insights
https://console.redhat.com/insights/advisor/recommendations/iris_separate_journal_directories%7CIRIS_SEPARATE_JOURNAL_DIRECTORIES?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/iris_set_freezeonerror%7CIRIS_SET_FREEZEONERROR?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/unable_boot_missing_systemd%7CUNABLE_BOOT_MISSING_SYSTEMD_WARN?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/insights_client_basic_auth_eol%7CINSIGHTS_CLIENT_BASIC_AUTHMETHOD_EOL_INFO?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/var_log_messages_secure_empty%7CVAR_LOG_MESSAGES_SECURE_EMPTY_WARN?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/iris_minimum_supported_version%7CIRIS_MINIMUM_SUPPORTED_VERSION?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/iris_systemperformance_24hours%7CIRIS_SYSTEMPERFORMANCE_24HOURS?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/kernel_panic_with_cifs_mount%7CKERNEL_PANIC_WITH_CIFS_MOUNT_WARN
https://console.redhat.com/insights/advisor/recommendations/iris_mirror_no_arbiter%7CIRIS_MIRROR_NO_ARBITER?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/iris_wij_not_mapped%7CIRIS_WIJ_NOT_MAPPED?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/jboss_use_g1_gc%7CJBOSS_SUGGEST_USE_G1GC?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/recommendations/os_release_is_missed%7COS_REALSE_MISSED_WARN
https://console.redhat.com/insights/advisor/recommendations/pam_systemd_logind_sessionsmax_reached%7CPAM_SYSTEMD_LOGIND_SESSIONSMAX_REACHED_ERROR?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
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® |t takes an unexpected long time for the system to boot due to a known bug in systemd

InterSystems DF LW AEY &

Red Hat Insights (CIZIRTE. InterSystems 77— O— RICFIAAREAR 10 4D Advisor #IRFIEA H Y £
9, InterSystems DHEIREIFIE, Red Hat Hybrid Console @ Advisor > topics > Intersystems (Zd % #T
L UL Advisor NEw Z7IZH Y £9, Insights I&. InterSystems ICEmE U TRHREEIEEA, ZOH LWL
PEY ZICBIZHmIBMLTWEZE T, §TD Advisor MEY 7 % RRT BITIE. Advisor > topics I
BEgLET,

3.2.4. /Ny F

Satellite BEHAR A DRy FLR— hOHE

#1 L L\ —build-packagecache 7 5 7 % L T Satellite EEBRRA M ZF v V4V TEBLDICR
Y, 41 VXA MN—IVAIBEREHF DL R— "D BREINF LI, 75 7%5KBETHE. RAME, YRAT A
DEEZFINTWS Satellite AV TV EL—THARERIAVTYVILEDWT, A VAMN—ILT 20
EOHHDBHFDO)AM I TLR—PMLFT, FMlE. UTESRBLTIEIWN,

® Knowledge-Centered Service (KCS) MEEZE: Red Hat Insights shows incorrect patch reporting
for Satellite-managed systems

325. 4 7RV YT ay

Y TR 1) F> 3> TCOHF LW Red Hat Enterprise Linux /XY 7> kDY R— b

BT T arvH—ERIE LUTFD x86 @ Red Hat Enterprise Linux /XY 7>~ N TLR— N &4
R—hg2LDICRYF L,

® Red Hat Enterprise Linux for SAP

® Red Hat Enterprise Linux Extended Update Support (EUS) 7 K% >~
® Red Hat Enterprise Linux High Availability 77 K 7 >

® Red Hat Enterprise Linux Resilient Storage 7 K4 >~

® Red Hat Enterprise Linux ERZ 4 74 ZILHR—K(ELS) 7 KAV (Vv FT< ¥ K)

3.2.6. Image Builder

BEADORRE: npm A'E2 XN TWSBIFA. Insights Image Builder I& RHEL forEdge 1 X —J %
EIRTERW

Insights Image Builder I CRHEL 8 41 X —2 % EJL K9 23548, npm /Xy o —I % FH L T RHEL for
Edge f A=Y A NWRIRA AT BIEWRTEFHA, NPM ARy 5r—I I Rx—Yv—Id, TOHRED
{prefix}etcinpmrc 74 L7 N —ICH BT L EZBELTVWETH, npmRPM (&, /etc/npmrc IZ') ~
279 % lust/etcnpmrc T4 LI M) —ICOVRY v o) 9 Ry r—I{LET, I DORBIE%[O)HE
T 3ICIE. OSTree Y AT LRI npm /RNy S —C A5 EHET,

Insights Image Builder &* aarch64 7—% 77 F ¥ —HDA A —JDEJI K&EHYR— b

Z ®D Image Builder O#EEIRARICE Y. Y R— NEEFE N aarch64 7—F TV F v —F TR L., EILR
7 —FTIVFv—%FRTEDBLDICAYET, aarch64 7—F 77 F v —RHICEILRTESH#
MDHBY—45 v M A= E, Amazon Web Service (AWS), X7 X&), BLUT AP A= T
E


https://console.redhat.com/insights/advisor/recommendations/multipath_systemd_boot_up_issue%7CMULTIPATH_SYSTEMD_BOOT_UP_ISSUE?limit=20&offset=0&sort=-last_seen&name=&filter%5Bsystem_profile%5D%5Bhost_type%5D%5Bnil%5D=true
https://console.redhat.com/insights/advisor/topics/intersystems?rule_status=enabled&topic=intersystems&sort=-total_risk&limit=10&offset=0
https://console.redhat.com/insights/advisor/topics
https://access.redhat.com/solutions/7041171
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Windows Subsystem Linux (WSL) IC@B L7=1 X —YDEI KDY R— b

Red Hat Insights Image Builder & L T. Windows Subsystem Linux (WSL) IC# L 74 X — 3 & ERK
TEXEY, TOAMA—V%EFEHAL T, Windows ¥V ETLINnXIRIBEZBEHERITTIET, FEAED
ARV RSA VY=, A—TFT4 VT4 —, 7TV r—2a V% FERTEETYT, H—FIIE Microsoft
ICE > TIRHEI N, WSL2-Linux-Kernel ECRAFEINE T, JDHEEEIE. Red Hat Enterprise Linux
(RHEL)8 ) ) —RTOHYR—hINFT, #FMlE. Create customized RHEL images for the WSL
environmen ZZR LTI W,

3.3. RED HAT INSIGHTS FOR OPENSHIFT

3.3.1. Advisor

Advanced Cluster Manager 2.9 7 1) — b & Insights D#&

Red Hat Advanced Cluster Manager (ACM) 2.9 Tl&, $TLWBE 4 v > a7R— K&, OpenShift
Container Platform 7 2 R4 — DO NI N EEZREREZRTT IEDOFTETST -2 3 V2 NET 55+
MELI—DPEAINELEL, COBRRBINALIIZARY TV RIE, RedHat DY A MEFEMTZ Y D=7
1)> % (SRE) F— LD RedHat 7 S A9 —DEEICERA L TVWBEHEDICETVWET,

3.3.2. Cost Management

X1V T4 —ICEREHTAEI K HBERM (FAQ) 22K

Red Hat Insights Cost Management Service (&, B ® Operator (Cost Management Metrics Operator)
EEALTCT—9%IN&EL, RedHatIZ7y 7O—RLET, TOH%, T—YIEMEDT—9 /314 T3
1V TREINET, ZTOBR., T—9DREFECPUES L VCREAEICVWSDONEVSELET,
Cost Management DtFa ) 71 —ICB T2 L HZEM (FAQ) DEEEIF. Operator ICLBT—%
DF/WAHICET 2RE2AETDDICHEILEE T, FAQ X, Cost Management Software as a Service
[SAAS]-Security FAQ ICH Y £ 7,

HLWYH—ERT7hD Y MESEDOY R— b

Red Hat Insights Cost Management @ 7 v X M) — L T# % Project Koku A%, Koku Metrics
Operator /X\—2 3> 310%Z Y )—RALF L%, IhiZLY. Hybrid Cloud Console DY —ERXF7 AV
YMIRLT, h=0UR—ZADY—ERFBIHAOY R— MBI ET,

Insights &, Hybrid Cloud Console TD b—2 U R—ADFRILARET B IIHIY., YOI VRARN)—LA
® Cost Management Metrics Operator /A\—23 > 310% Y ) —XR$ B FETT,


https://developers.redhat.com/articles/2023/11/15/create-customized-rhel-images-wsl-environment?auHash=DmBv41GS1nIVh3saHYm9n7C0-EmVaatXsIyItVdOV1k&source=sso
https://access.redhat.com/articles/6977699
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4.1. RED HAT HYBRID CLOUD CONSOLE

411 £/%

V—REAVFTITL—avDUDREL

A—H—T IRV IV REBRILL. T—EREZEWNTBOIC. V—REAVTIL—arviEA
VFTL—vavilaLELL, IRTOA VT IL—vay (MRAWS V59 RA VT T L —
vav, Slack A YT IL—YavihRE) I DMTEMTEZLIICAYELEL,

HEHI Ul OFEH

Lanid, BRIERSE77I)—J&IK/V—TEIhTwE L, BAY—ERE, B—DFMTITA
TDARY MNERETES Overview S VT A Y IR=JE ARV MNeRTTBLDDRIDR—T %
R#IBLSICRYE L,

4.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

A21. NFRFADTOTB LT Y —R

e 7 O%:What's new in Red Hat Insights cost management in Q3 2023 (Pau Garcia Quiles, 2023
F10AH3H)

e 7 O%:Exploring Red Hat Insights integration with PagerDuty (Jerome Marc, 2023 10 B 4
H)

e 707 Red Hat Insights Collection for Event-Driven Ansible (Jerome Marc, 2023 10 B 10
H)

e 707 How Red Hat Insights tackles malware head-on (Alessandro Rossi. 2023 & 10 A 13 B)

e 7074 Acomplete view of systems vulnerabilities using Red Hat Insights (Mohit Goyal, 2023
F10H248)

422. 4RV M) —

AR MN)—=TII—THRAETREICARY LT,
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— > > Groups

Red Hat Insights Filter by tags -

Dashboard

Groups @
» Help get started with new features
O« Q Filter by name H
Name Total systems Last modified
O group-a 1 Thour ago
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4.2.3. Advisor

HLUWHERRERMNEMIh F L,

® Transparent Huge Pages M ARICR > TWSIHE. InterSystems IRIS Y —/N—D/NN T+ —< ¥
AN EEZIT DML DY FT,

® |InterSystemsIRIS D/X 7 +#—< YV R &ME LI %70IC. hugepages D#EEIFAEH L £
_a—o

® InterSystemsIRISD/X 7 #—<T YV R &MEEXIHZ7HIC, shmmax O#EEFABEHAL T,

® i40e RS A /N\—% {5 Z /= Ethernet Controller X710 for I0GbE SFP+ A {9 % &. RHEL 85
TODNSNRN 74— VANMETFLZET,

o OSHAYUZS74ANY—4y NE—NTIEEIT 2158, tuned IFEEINICES L FH A,
e cl000e RSAN—DEHDH—RINTRERTYRATLANNY T LET,
o J7AIIEBRFHINERBEFTHEEINDEE, 7TUIr—YavOBEENMRELET,

e /etc/resolv.conf 7 7 1 JLICH T BE A Y ERD WA, chrony —E X I NTP ¥ —
N—DRAMNEGERRTEIHEA,

o URAFLAABFEMNEWIEE. sendmail F—ER I A —ILAEHETTEZINFTa1—ICANET,
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3&5IRYELEL,
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MTEBELDICAYE L, TOWREICEY., HBIIXEFEETS CVEZINRTIBEL, VRV ZERT
BIHOICRBEREEZHELD T ti)"(*ij'o

IS5—4%/7 RNNAH1) =D\ CVE DiFMIZ. CHE6DT7OJEE2SRBLTLREIV,
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4.3. RED HAT INSIGHTS FOR OPENSHIFT

4.3.1. Advisor

OpenShift £y bO— L FL—VICHIETE R 77—/ 00— KO#EEIF

Advisor Y —E R &, ¥ X—Y K OpenShift 7—2 00— RKDF 704 ERTICEATEIRAN TS5 4
ACHHREEZRHELE T, INODOHRESRIEE, HIROBRENMELWLWHSEI N ZHEEL. F&E
AL, BERERDZISRI—ICBHELARIFIBVWRIANTIS V974 R ERELET,

10BICY =23 N7 —r 00— FHERIEOKEEIR. AWSD RedHatHBEI Y hO—ILTL—2 &
L THH 5N 3 Red Hat Hypershift 4 R— Kk LET, DY Y —XTIE, AdvisorUI T, vx—I K
OpenShift DEHFZ 7 L —N—|CEEDHEEIRZRTTIDLDICAY F L,

4.3.2. Cost Management

8 J DRk

— M7 LR — MERRTIE. 77V 75— a3 v HMERT 29X TD (OpenShift & & U'FE OpenShift D)
1) — R % application=X & L T# 7151+ L. application=X ICED W T, Cost Management n5 31 X
MUR—FEZEKRLZET,

BEICLY, 9D TRELEFICEBEINLEI >72Y, EEINLZEODREINAN YT ST
ERHYF L, ZOMED—HIE. OpenShift # I PV B LU PVC IIEHEINLZEDOD, ZTDSH YT
H* Cost Management APl TERATEGAN >/ & ZICHEE L F L, OpenShift ik, §XTDY T % T
RTDOLR)VICIEEL, APITRART 2 LD ICRY F L,

AWS 4B 1D ER5E

AWS (FIRTE. JORTHIY N7V EREZRHDIAMO—ILEERT BERIC—EOAIID 2FHT 5 Z
EHEYR—PMLTEY., " BEODDFEAERIAN IS I9T74 A& LTHELTVWEY, O—JLIE,
Cost Management AWS ¥V — 2 7 O—THER L £ 9,

Cost Management AAER ID Z#HR— b T2 LDICAYF LA, IAMO—IL%EERT S & X, Cost
Management AWS @ 4 T/ L—2 a3 v« HF—RK70—IC&>T. AWSDOAEBID AICT v 4 Lk
SINEXFINBERIEICERNINIT Y, XFFEIE—L T, A88ID 74 —JL RICBEY T E
-a—o
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Create |AM role

To delegate account access, create an |AM role to associate with your IAM policy.

1. From the AWS Identity Access Management console, create a new role.

2. Select another AWS account from the list of trusted entities and paste the following value into the Account ID
field:

2891/35/75009 ]
3. Paste the following value in the External ID field:
5942670e-3857-4068-bb08-b60d14961d64 L]

4. Attach the permissions policy that you just created.

5. Complete the process to create your new role,

Y—RAEERTDE, V=R (A VTIL—av) ik, AEID & Amazon Resource Name (ARN) O —
JL% Cost Management "D XA v —Y TELZ T,

OpenShift YV — X £ 0 BEI4ERK

OpenShift 7 SR —TU S AH—T&, namespace T&, BLUPH T TEDIRMNEREFY B ICIE,
Cost Management Metrics Operator (CMMO) 4 Y 2 h—J)L L, T—4% % RedHat IZIEET 5 L D I
BRELET,

CMMO YAML 7 7 €4 JLICIE, Cost Management TV S A9 —%#HAlT 2V —R (A VT L—>3V)
ZHEEFNTVWET, LIETIE. Operator 1 Y R4~ ADEREEEFIC, name DE% T 7 # )L kD INSERT-

SOURCE-NAME MBS AR Y LMEICFEITEELTWE LA, name DEET 74 )L NMENSZTE L 74
W&, SREALDEL BRI TR, TNy ITARE#ICAZBELRELF L,

OpenShift Container Platform (OCP) I&. OpenShift YV —2 &% BEIICER T B L D ICRY F L,

Y—2AZAFEITHEELLEASICIE. CMMO IXZFDLE&FIAFERLE Y., €5 THRWEAS. CMMO X
clusterlD ICEDWTY —R&L5BEMICERLZE T,

pa )
BEIEMINALRIEFETEETEIY,

Y —RZOBEEEREEMICT BI1CIE. CMMO YAML 7 7 1 )L M create_source /X5 X —4 —{E%
false ICTEELE T,

create_source: false
name: INSERT-SOURCE-NAME
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5.1. RED HAT HYBRID CLOUD CONSOLE

511 AFFEADTOITELVT) Y —R

e 707" Deploy containerized applications with Red Hat Insights Edge Management and
Podman (Matthew Yee, 2023 % 9 H 12 H)

e 707 Managing SAP servers with Red Hat Insights (Ricardo Garcia Cavero, 2023 % 9 B 15
H)

® L7 :Event-Driven Ansible using Red Hat Insights (Nuno Martins, 2023 &9 B 15 H)

e 707" Remote host configuration and management for Red Hat Enterprise Linux (Joerg
Kastning, 2023 #£ 9 B 20 H)

e 70O 7%:Build and launch Red Hat Enterprise Linux images in Oracle Cloud Infrastructure (Terry
Bowling, 2023 %9 B 21 H)

® 7 #:Red Hat Insights integration with Splunk (Jerome Marc, 2023 %9 A 25 H)

® 7 #:Red Hat Insights integration with Event-Driven Ansible (Jerome Marc, 2023 & 9 A 26
H)

5.1.2. @1

A—NICEDERBRIOERATZHYO Y NTEICERETCEZEDICRYE L,

OpenShift, Red Hat Enterprise Linux, & & U Console ICDW T, X —)LICL ZEBHAZEEFEIND
B¥Zl % Hybrid Cloud Console > Settings 7 O > (#) > Settings > Notifications THRETX 2L Ik
YFE L7, LW Settings ¥ 7% FEAT2E, 774D O0:00UTCEZZ, &7 ATV MHNER
LEBRITA—/N—54 RTEET, ZOHEILRIE. BRTELZAOZ1ICHRBMEZZIFEY 20
EWD EMEADBERNSOD 7 4 — RNy JICEDWTEREIhF L,

User Preferences i L CsxE%Z—JwibL ¥ L 1=,

A—LBRICEEE Y 5§ RTDEREIE Hybrid Cloud Console > User Preferences > Email Preferences IC
MEINF L, BRLR—FEEEARY NBR (AIRFSLVCEHRYA DA MRE) ETRTALE
FRACERETEZET, TOMEEILRIZ, VLT IIICEALTEEENLFEONIZ T4 —RKNNv JILED
WTEREINTFE L7,

5.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

5.2.1. Advisor

L WHERSIR

® Kernel panic will occur when the gxl driver is being used on the RHEL 8 system after reboot due
to a bug in the default kernel

® Apply swappiness recommendation for better performance of InterSystems IRIS

® Squid service listening on IPv6 gives slow access to its client even when ipv6 is disabled in sysctl

14
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https://www.redhat.com/en/blog/managing-sap-servers-red-hat-insights
https://www.youtube.com/watch?v=EU9t46mFJM4
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https://console.redhat.com/settings/notifications/rhel
https://console.redhat.com/user-preferences/email
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https://console.redhat.com/insights/advisor/recommendations/iris_swappiness_recommendation%7CIRIS_SWAPPINESS_RECOMMENDATION
https://console.redhat.com/insights/advisor/recommendations/squid_listen_on_ipv6%7CSQUID_LISTEN_ON_IPV6_WARN
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® The system is unable to boot when missing glibc related components

® Kernel panic occurs when AMD processors with IOMMU enabled are used due to a known kernel
bug

® Kdump fails to dump over NFS or SSH on a virtual machine when FIPS is enabled due to a known
bug in kexec-tools

® VMware guest performance decreases and shows as vulnerable to RETBleed due to a known
kernel bug

® The CUPS print requests are rejected when the "MaxJobs" limits have been reached

® Some applications will show errors or fail when they are not able to write to /tmp with the
appropriate permissions

® Kernel panic will occur on heavy memory fragmentation system when ib_port module is loaded
due to a known kernel bug

® | VM commands that change the Volume Group configuration will fail to run when the LVM
metadata area is not big enough

5.3. RED HAT INSIGHTS FOR OPENSHIFT

5.3.1. Advisor

Deployment Validation Operator (DVO) A* Red Hat OpenShift for AWS (ROSA) KA 7 v K
OY bO—J)LFL— (hypershift) TY ) —RIXIh3FE

Insights 77— O0— R AERHET 2 DVO Y X —Y KU S5 XY —THBETREICA Y., OpenShift 414
EEEHICROSAKRARATY ROy hO—ILTL—VICARINDHEFEHIENE LT,

F/. UDDRDLYICA—H—T LY K =% namespace &/ 7AV TV NEGHARRINBZEH, &
BRICE>THERERYET, ThiTLY, FEIMMRERTIOD I MaRFELTETIICBETEI L
DBEZICHYET, BARANL, IRTOEEFEICIE, MREINREZHLEXIEERT 5HEIC
Y 2EAMLFIEIZFENTVET,

Deployment Validation Operator 7— 4% MOIE &1L

A—H—TITHPIARYIVREALIESLH, VT LI RAODEERKBITD DVO Tld, BEZIEINAi
WERDT—YNEEF T NA VT BIENRTIET, ThICLY, HEEBICL > TREINEBE
EEEATADICHERFIEOBIEIBRINET,
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https://console.redhat.com/insights/advisor/recommendations/kernel_panic_missing_glibc%7CKERNEL_PANIC_MISSING_GLIBC_WARN?limit=20&offset=0&sort=-last_seen&name=#SIDs=&tags=
https://console.redhat.com/insights/advisor/recommendations/kernel_panic_with_amd_iommu%7CKERNEL_PANIC_WITH_AMD_IOMMU
https://console.redhat.com/insights/advisor/recommendations/kdump_fail_on_fips_enabled_vms%7CKDUMP_FAIL_ON_FIPS_ENABLED_VMS
https://console.redhat.com/insights/advisor/recommendations/vmware_guest_retbleed_vulnerabilities%7CVMWARE_GUEST_RETBLEED_VULNERABILITIES
https://console.redhat.com/insights/advisor/recommendations/cups_unable_print_too_many_active_jobs%7CCUPS_UNABLE_PRINT_TOO_MANY_ACTIVE_JOBS_WARN
https://console.redhat.com/insights/advisor/recommendations/tmp_dir_permission_verify%7CTMP_DIR_WRONG_PERMISSION_WARN
https://console.redhat.com/insights/advisor/recommendations/kernel_panic_on_heavy_mem_fragmentation%7CKERNEL_PANIC_ON_HEAVY_MEM_FRAGMENTATION
https://console.redhat.com/insights/advisor/recommendations/lvm_metadata_space_exhausted%7CLVM_METADATA_SPACE_EXHAUSTED_WARN
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6.1. RED HAT HYBRID CLOUD CONSOLE

6.1 AAFADTOTH LIV YV —2R

® 70O% -Red Hat Insights Compliance: Introducing new customization options for policies (Mohit
Goyal & & U Marley Stipich, 2023 % 8 B 2 H)

e JO% -Stay on top of systemd state with Red Hat Insights (Stefan Bunciak, 2023 % 8 B 2
H)

e J0O% -Improve your cloud cost visibility with Red Hat Insights cost management feature
(Chris Hambridge. 2023 £ 8 B 22 H)

e 707 -Red Hat subscription management: Simple Content Access (SCA) explained (Zach
Connor, 2023 % 8 B 25 H)

e 707 - New Red Hat Insights capabilities available for managing Red Hat Enterprise Linux
(Keri Sprinkle, 2023 £ 8 A 28 H)

e 7 O7 - Livestream Recordings - Modernizing RHEL Management Mini-series
o Episode 2: Build and Launch (Eric Hendricks & & Uf John Spinks, 2023 % 8 A 1H)

o Episode 3: Simplifying Patch Management (Eric Hendricks & & U John Spinks, 2023 £ 8
H 8 H)

o Episode 4: Three Services to Operationalize RHEL (Eric Hendricks & & U John Spinks,
2023 % 8 A 15 H)

o Episode 5: Protecting your systems (Eric Hendricks & & U John Spinks, 2023 & 8 A 22
H)

o Episode 6: Regulatory Compliance (Nate Lager & & Uf John Spinks. 2023 f£ 8 A 29 H)

6.1.2. 2%

# L\ RHEL EEH#EE D —ikiR4t

Red Hat Summit T, a#izi#BA 7 Insights HEEIRERZFHK L £ L7, RedHatld, 41 /X—> 3%
BOEHZZER, NMTY Y RISIOREETIVI—T 54 X Linux DEHIEZBRBTEELD
I, BIEINAFLOVEEBEZRTLELL, DY Y —RTIE RedHatSummit TRERINLT
N T D Insights DHEEE & BEREILERA — IR (GA) I hE T,
BaEE IR

e 707 - New Red Hat Insights capabilities available for managing Red Hat Enterprise Linux T

. SYBNhATZYRKY—ITY KRORHEL BIEAZAEEICT 7DD GEFRDEY A & Red
Hat Insights DHEEEA ED L D ITEET N EHRBAL TVWE T,

6.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

6.2.1. Advisor
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https://www.youtube.com/watch?v=pJcGuwXzdBI&list=PLXJyD2dL4oqc2d4pXrtSZQY5LwJJauPMn&index=6
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https://www.redhat.com/en/blog/red-hat-insights-management-for-rhel
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B—32F AOHWREED!) AN CSV FLIEJSONICT I RAR— R TEBZLIICRYFELE, Th
&Y, RODoMBEICHLT 2-00L Y BRI NAFEEER L TULWARWESIC, To-Do Y X
NEREEICERR X ET,
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® XFS writes are limited by quota when warn counter exceeds the upper limit

® Performance issue occurs when the "num_cgroups" for blkio in cgroups keeps increasing due to
a known bug in the kernel on RHEL 8.6 and 8.8

® System hang occurs when audit backlog limit is exceeded on RHEL 8
® The yum command fails when the release version cannot be detected

® The sshd sessions will be very slow when the available entropy is low on virtual machines *The
setroubleshootd process is consuming high memory due to a known bug in setroubleshoot-
server

® The system is unable to boot when lvm2 package is missing

® The change of team interface MACADDR makes network packages with old MACADDR sent to
it dropped due to a bug in NetworkManager

6.2.2. Drift & & U Policies

Drift & & U Policies CHIFITCEX %% L\ systemd 7 7 7 b

VRATLARY T RDR=ZASAVEBEEY NTvTI2EE FRIEREBY AT LRY O —%E/ERK
THEXIL, —EDsystemd 777 MIT7IEATERLIILARYELEL, Tho5DT7 77 MK
I&. systemd.failed. systemd.jobs_queued. & & U ‘systemd.state ’EF N F 7,

6.2.3. Image Builder

— &4t (GA)

BHTD Insights Image Builder {9 % &, #— K/Y—7F 4 —® Red Hat Package Manager (RPM) )
REKNY—ZEBMLTH—RRA—F 1 —DY I NI T7EMIHAH. DRI LA AXA—VEIRE
AWS, Azure, Google Cloud CTEERE T2 ETHRANE IS NICERICTIO4TEET,

6.3. RED HAT INSIGHTS FOR OPENSHIFT

6.3.1. Advisor

Update Risk - — 124t (GA)

Update Risk I, OpenShift t 724 1) 7> 3 v O—&& LT, §RT®D OpenShift D HEEHKD Red
Hat Hybrid Cloud Console THIFHTE % & 5 1IC7Y F L7, Update Risk (LRI “Upgrade risk” & LT
TLE2—BRETHATETLAL)ICLY., BILTIXR—Y K OpenShift 7 529 —%FAT %55
&, BEHEERTITDAICI TR —DRELZFMETTE T, BERINTUVWIITRTDIZRI—DNHD
T—HThNL—ZVTINEIIVETIVIC, V5RI—LOBHMDYRIDY) R MBPRRINET,
1) 2 MITIE, Operator DEEERRE, 75— b, BLTETDOMDOX M) I ANEEFNET, Insights IE.
SYRL—ZATREREHMICMITTC, TNODEBERAMRET ZOOFIEERHLET,
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29617995-2139-4702-bef9-c778dalbObe0 Action ~

UUID: 29617995-2139-4702-bef9-c778dalbObe0
Last seen: 05 Oct 2023 08:25 UTC

Resolve update risks

There are risks present that could impact the success of your cluster update. For the best performance, resolve these risks in the Update risks tab before updating.

R nda Update risks
Nam
v © Alerts firing ipdate risk
Name Status Namespace
ClusterOperatorDown © critical openshift-cluster-version
Node ClockNotSynchronising © Critical openshift-monitoring
- Clus P
Nam Stat Messag
Degraded UpdatingPrometheusOperatorFailed
Red Hat Marketplace
Degraded IngressDegraded
Degraded RequiredPoolsFailed
monitoring Not Available UpdatingPrometheusOperatorFailed

BIER R

e 707" Red Hat Insights Upgrade Risks for Red Hat OpenShift

o HMNF¥aXY Mupdate-risk FfizERALEZY Z R —DEH) R VBHES L UER

6.3.2. Cost Management

vCPUH. RAM. A hL—YBEDLR— b

7 7 #J)U b Tld, Cost Management (&% CPU FERAEICEDWTIR M &EE4S2 L EFT, OpenShift 3
ZARNETFIVEEMYT % &. CostManagement NER# L TW2 IR &, BXRFEH, EHEH. ki
=4 CPU/RAM FRRICEDWTESTELDIICERETEZET,

T7—2-0—R&ITEMICIEEIEBMIRMNDRELES, YTRIY T ay, ZEEBEI EHNZH
I —E R (Google ¥ v 72 &)., MAFE. ITREEDIARMNRETYT, INOHOIARMNEESLT 7D
DR —IIBBERITEICERYET, JRAMEEDT 2 —MKHARFED1DIE, "Cost Management
A OpenShift 7—7 O—RICF L TITOIDERULIEAERT DI E" T, TDRHITIE.
OpenShift / — R&E ISR —ILEEHEINFRINTWS CPUIT EAE) —DHEAEEEL., ThDS
OHEMDIRMIEDLETUEPEZLIICTIRELIHYFT,

CPU O 7HfEl& RAM GB BffE] &2 B OBFE# TEIZ Z & THIBEABZ I ENTEEIA, A—HF2R
F—Z—%FRALTWVWEHE, CNOOHEIFELLHY FHA, A—MNRT—F—IlL > THBEERE
NEBINDAREMLH D7D, Insights I CPU T 7 & RAM D ARE L., COBIPRZRKETHDZ
CHEA—Y—ITBMT DL DICAY FE LT,
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CPU

24 core maximum

Unused capacity Unrequested capacity
131 197
core-hours (25% of capacity) core-hours (37% of capacity)

o] 131 262 393 524
B Usage - 195 core-hours Requests - 393 core-hours M Limit - 393 core-hours Capacity = 524 core-hours
Memory

72 GB maximum

Unused capacity Unrequested capacity

576 o]

GB-hours (36% of capacity) GB-hours (0% of capacity)

o] 393 786 n7e 1572
Usage - 995 GB-hours M Requests - 786 GB-hours M Limit - 1572 GB-hours Capacity = 1572 GB-hours
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DREAEZET 5ICIE. Hybrid Cloud Console £{&® Organization Administrator ¥RANNET L 7=
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Cost Management

Overview W
OpenShift

Amazon Web Services
Google Cloud Platform
Microsoft Azure

Oracle Cloud Infrastructure
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POBEBREZFNICUYVEATCIRANERRLAEYTZIENTEET,

OpenShift Details

Groupby Froject = Overhead cost  Distribute through cost models -

Distribute through cost models  +

Don't distribute overhead costs
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FRICEARR <, Insights EIBBEHFRD=_—XITH/ETEET,
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7’07 What's new in Red Hat Insights Cost Management in Q3 2023 (Pau Garcia Quiles, 2023 %10
A3R8)
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7.1. RED HAT HYBRID CLOUD CONSOLE

7.1.1. &%

—MRT—-/0—KEeYR—b 279714 R—2arvF—

BEEIZ. VR M) —2BMITETIT4R—2aVvF—%FRELVCEEL, BHEBFIZ) ) —X
N—2 3 V%EFRELT, SAPP RIEREHYR— N (EUS) BED—BMAL T —/ 00— RKEHR—-FTE
200 YF LR, BEZEREIINSDT7—7O0—RIREINRWED, YTR9 ) TF>avT7y
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THIENTEET,

7.2. RED HAT INSIGHTS FOR RED HAT ENTERPRISE LINUX

7.2.1. Advisor

advisor  —E R ICHF L WHEREIEBABMINE L .

L WHERSIR

Cluster integrity cannot be guaranteed with only fence_kdump agent configured in a High
Availability cluster

Kdump fails to work when the wrong fencing level is configured for fence_kdump in a High
Availability cluster

Boot failure occurs when FIPS mode is enabled on system with AMD EPYC processors

Boot failure occurs when FIPS mode is enabled on an edge computing system with AMD EPYC
processors

The audit service does not generate any events with "exit" filter rules on RHEL 8.7 and 9.1
systems

The audit service does not generate any events with "exit" filter rules on RHEL 8.7 and 9.1 edge
computing systems

Red Hat discontinues maintenance and fixes for older minor versions of Red Hat JBoss
Enterprise Application Platform version 7

The Satellite Capsule or repository sync failed when Ignore SRPMs is set to True with the
Complete Mirroring policy for a repository

The Satellite Capsule or repository sync will fail when Ignore SRPMs is set to True with the
Complete Mirroring policy for a repository

The High Availability cluster will fail to form membership with the totem token set to 30s or
longer when some node is get fenced

The watchdog rebooted the edge computing system after the fence_scsi/fence_mpath binary
failed with a return code 1in a Red Hat High Availability cluster
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https://console.redhat.com/insights/advisor/recommendations/high_totem_timeout_failure|HIGH_TOTEM_TOKEN_TIMEOUT_RESULTS_FAILED_MEMBERSHIP
https://console.redhat.com/insights/advisor/recommendations/watchdog_reboot_node_unexpectedly|WATCHDOG_REBOOT_NODE_UNEXPECTEDLY_EDGE_WARN
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® The watchdog rebooted a node after the fence_scsi/fence_mpath binary failed with a return
code 1in a Red Hat High Availability cluster

® Kernel panic occurs on reboot when mei_wdt module is loaded due to a known kernel bug

® Kernel panic occurs on reboot when mei_wdt module is loaded on an edge computing system
due to a known kernel bug

® System hang occurred because CIFS is used on RHEL 9.2 system with kernel version prior to
5.14.0-284.18.1.el9_2

® The system will hang when using CIFS on this RHEL 9.2 system with kernel version prior to
5.14.0-284.18.1.el9_2

® System hang occurred on the RHEL 9.2 edge computing system because CIFS is used with
kernel version prior to 5.14.0-284.18.1.el9_2

® The system will hang on the RHEL 9.2 edge computing system when using CIFS with kernel
version prior to 5.14.0-284.18.1.el9_2

® The bnxt_en ports fail to boot when they are configured in bonding or team and managed by
NetworkManager

® The CUPS job files run out of free space or inodes when setting "MaxJobs 0"

® The sshd sessions get hung or timed out because of the high CPU utilization and load average
when sshd processes are running simultaneously
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