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o HRHLYTEEMLIZY. letc/insights-client/tags.yaml 7 7 1 JLEZHE L 72Y § BT,
I— MER., FIZAFEDOERIBETT,

SLAVT ATV ARAY—ERDIN—TELSI T T 4IL5—
AVTSATVAY—EREFATZE. 21— —E AVTSATVRT—IERET DV AT AIC
BITBLCTIN—TT7 1 VY —%BEATEET, /<7 L. Filterbystatus KOy 74UV AFEALT
BRETDIEIETEE A, Insights for Red Hat Enterprise Linux 7 7Y 4 —> 3 v OfDIFE A ED
H—ERER@ERY, AVTSAT VAT —EREF. ROFHETTOIYRTLDT—YDHERRL F
_a—o

o VAT AL, AVISATYRAY—ERDEFa )71 —RYI—ICEAEMIFORTVET,

e ¥ R F AL, insights-client --compliance A~ > KAFERAL T, IV FSAT7VRT—9 %A1
YHAMIBRELTVWET,

INLDEHEDESH, AV TSAT VYA —EZ2Q021—H—F, AVTSATFTUVAH—EIAUIDI R
FLDYVRAMNDEILHZTSAT)—T4 NV —EhVIF) T4 —%FRALT, 977415 —
ETN—=T 74N —%5RETEIHEIFHYZET,

AVTSGATVAY—ERDIRATANVAMEDY TELTCIN—TT714 15—
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Red Hat Insights 1-latest FedRAMP #£#® Red Hat Insights Advisor Service % {#f L 7= RHEL 5% % D RSEE (i

Filter by status -

Compliance systems

o The list of systems in this view is different than those that appear in the Inventory. Only systems currently associated with or reporting against compliance policies are displayed.

O Oselected~ Y Tags w  Filter by tags - ~ 1-120f12 «

52.SAP7—70—FK

2025 FIC Linux & SAPERP 7—2 00— RDWEAAR L —T 4 VTV AT LIRS 7<%, RedHat
Enterprise Linux & & T Red Hat Insights for Red Hat Enterprise Linux T, Insights for RHEL %' SAP
BEEEIGEINIZEEY - ERBLIICMYBATVETY,

Z DIFARER Y A D—E & LT, Insights for Red Hat Enterprise Linux I, BEBEICLDHRAI T
A X%REEHETIC, SAPT7—70O0—REERITLTWEYRTAICSAPID (SID) IC& > TEHEIIZY
JHEMITET, 1—H—IE. FO—/NILFilterbytags KOy 74U X Za—%FEHAL T, Insights
for Red Hat Enterprise Linux 7 7)o —> a & TIhoD 77—/ 0— REBBICT 4 LY —EBT
XEd,

5.3.SATELLITE RR NI —T

Satellite 7R 2 b 7' )L — 7|& Satellite TERE I M. Insights for Red Hat Enterprise Linux T B B1#9IC 535
IhEFd,

5.4. MICROSOFTSQLSERVER®7—7AO— K

YTICEBTO0—1I 7 1049 — BEE% A L T. Red Hat Insights for Red Hat Enterprise Linux 1 —
H#'—(%. Microsoft SQL Server 7—7 00— RK&ERTLTWE Y RTLD T I —THRBIRTEET,

2019 £ 5 B. Red Hat Insights ¥ — A&, Red Hat Enterprise Linux (RHEL) TE{TINhTW3
Microsoft SQL Server [A(F D RHEL #ZEZEIHDH L W—&ED Insights ZBAL F L7z, IhbDIL—Ib
&, ARL—FT 4 VTV RTLLRIVDERED Microsoft $ & U Red Hat 55 XEL I N/ #EREIFI(IC
EMLTWAWI E=BEBEFICEELEY,

INSDIL—ILDFEIRIE. T—FR—RBATIFRL, FIXARV—FTA VI RTLEDHT DL
T L7, Insights for Red Hat Enterprise Linux 3 & U' RHEL 8.5 ®&#1") 'J — X Tl&. Microsoft SQL
Assessment API BB A XN TWE T, SQL Assessment APl I£. MS SQL Server DF —49 R—RAZRED
RANTS 9T 4 R ETATZ2A NI LERFELE T, APIIZIE. Microsoft SQL Server F— A DR
KTDIRANTSI9T4 A= EETIL—IEY FHBMFEBLTVWEY, TDIL—ILEY MEIFLWL
N=Ta3rDY)—ATHRINTVWETH, APIHIEEICHRY YA XARETHARARERY ) 21—
avERBISZIEEZENE LTEBRERINTSY., 21— —R@F 774V DI —ILEZRFARLTHRED
W—ILZERTEZXT,

SQL Assessment API I& PowerShell for Linux (Microsoft 55 AFAgE) THR— M I TH Y,
Microsoft I&. APl ZMUH L TZDHER%E JSSONFERD 7 7M1 ILE L THRETZLDIFERTES
PowerShell 24 1) 7 M %#B% L £ L7z, RHEL 85 Tl&. Insights 754 7> AT D JSON 7 71 )L
7w 7O—NKL. 2% Insights for Red Hat Enterprise Linux Ul ICHh DY P T WEXTRRIT S LD
ICY F L7,

Insights for Red Hat Enterprise Linux T® SQL Server I DEEHMIC DLW Tk, Red Hat Insights T#I
TEDEIICMR>72SQAL Server T—IR—ZADRANT S 9574 Z BB LTLIEIN,
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https://www.redhat.com/en/blog/sql-server-database-best-practices-now-available-through-red-hat-insights

EEEVRTLYTEIN-T

5.4.1. SQL Server DR E

Red Hat Insights IC1EHR % 1R F % &£ 5 IC Microsoft SQL Assessment APl 2% E T B ICIk, T—9 R—
AEBEIUTOFIEEZRITTI2HELNHY FT,

FIR

1. e 2T —49R—RAT, SQLERE%MER L T SQL Server {EHADO T A ~ #4EK L £ T,
JRD Transact-SQL I&, OJ A v %ZEHK L X9, <*PASSWORD*> A58 /R/XA T — RIZE X
BZET,

USE [master]

GO

CREATE LOGIN [assessmentLogin] with PASSWORD= N'<*PASSWORD*>’
ALTER SERVER ROLE [sysadmin] ADD MEMBER [assessmentLogin]

GO

2. VAT ALIICATA VT BI-ODRIMBERERDELDICRELE T, I TH <PASSWORD*>
HE2ATYy 1 TERLERRAT—RICBEEHRZ T,

# echo "assessmentLogin" > /var/opt/mssql/secrets/assessment
# echo "<*PASSWORD*>" >> /var/opt/mssql/secrets/assessment

3. mssql A—HF—DHMNERBERICT IV EZRATEZELIICLT, FHiY — L THERAIN 2 EKIE
WeRELIY,

# chmod 0600 /var/opt/mssql/secrets/assessment
# chown mssql:mssql /var/opt/mssql/secrets/assessment

4. microsoft-tools YR M) —H5 PowerShell 24 >O— KL FEFd, Zhidk. SQL Server A
VA RM=ILD—ERE L T mssql-tools & & U mssqglodbc17 /Xy 5 —2 %4 VA =)L L&
XIKRELEZEDERBLYRY NY =TT,

I # yum -y install powershell

5. PowerShell H®D SQLServer EV 2a—J)LAA VA N—=JLLET, TOET a2—JLICIE, 55 API
rEaFEFhTwnxEd,

I # su mssql -¢ "/usr/bin/pwsh -Command Install-Module SqlServer"

6. Microsoft MY > FJL GitHub ') 7R ) —H 5 runassessment A2 T h &4 vO—RLZE
T, mssql ICE>TRIBEIN, ETHRETHIIEZERLTLEIL,

# /bin/curl -LJO -o /opt/mssql/bin/runassessment.ps1
https://raw.githubusercontent.com/microsoft/sql-server-samples/master/samples/manage/sql-
assessment-api/RHEL/runassessment.ps1

# chown mssql:mssql /opt/mssql/bin/runassessment.ps1

# chmod 0700 /opt/mssql/bin/runassessment.ps1

7. Red HatInsights MEAT 2077 71 IIVEREFTZ2T4 LIV MN)—%ERLET, YRLE
ITH, mssql ICL>TRAIN, EITAIRETHD I 2R LTI,
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# mkdir /var/opt/mssql/log/assessments/
# chown mssql:mssql /var/opt/mssql/log/assessments/
# chmod 0700 /var/opt/mssql/log/assessments/

8. WDIMAEEKRTEDELDITARY FLAED, mssq I—H—E LTLYRLRIT cron £ 1d
systemd &1 L TGO %E BEMICEITTE S LD IC, 12— —mssql & LTHERKL
TLEXIW,

I # su mssql -¢ "pwsh -File /opt/mssql/bin/runassessment.ps1”

9. Insights for Red Hat Enterprise Linux (&, JREIDRTHRFICFHE A BEINICEOH X T, ik, R
DAY RZRTLTinsights VA7V NeRIBT 2 EHTEET,

I # insights-client

5.4.11. 44 ¥ —TO SQL FHfi D%

SQL Server OFHIXFE T T2 XTI 10 DU ENDZIHENH D0, THMETO LR 2EHBEEHNICE
TEBIENEBICHGE>TVWBRIFBEEZED TRVWEEDNHY ET, ThoZBENICETLEVES
l¥. RedHatSQL Server X a2 =7 1 —HFMlY — /L THERT % systemd Y —EREFYSIT—T 74
WERERLTWET,

Fa

1. Red Hat public SQL Server Community of Practice GitHub %4 b DNSRODT7 74 ILEFT DY
a— I\\\ L/ i _a—o

® mssql-runassessment.service
® mssql-runassessment.timer

2. MADT7 74V ET 1LY b — Jetc/systemd/system/ (T4 VA =)L L ZE T,

# cp mssql-runassessment.service /etc/systemd/system/
# cp mssql-runassessment.timer /etc/systemd/system/
# chmod 644 /etc/systemd/system/

3. RODAYY RTHAT—%FAMILET,

I # systemctl enable --now mssql-runassessment.timer

55. AT LY THITDAREY A

VATLICARYILTIN—EV TS TRHITEZERALT, BAMOYRATAICAYTHFRAMNY—A—%E8
L7 Y. Insights for Red Hat Enterprise Linux 7 7)) 5r—>a > TCInoDY TRIC 74 ILE ) 0 T
LY, FYBRICEESRTAICEREZYETEYTEZIENTEET, JOKEIR. IERFLEEMATF
EDYRATALANEEINTLWSIRIET. RedHat Enterprise Linux D Insights % XiEEICT FO41 A >
NS 2BEICEICMELNHY FT,

BH D Insights for Red Hat Enterprise Linux  —E R ICHR Y LY JHBINT 2HEEEICINA T, EF

A THEBMTEET, advisor H—ERIE, ThoDyJEFRALT. LYEBLWLRILODEFY
TA—A5MBETEIVATLRE, SYFEBEIBERYRATALAICHER S ICHREEHEZIFKRKTETET,
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https://github.com/redhat-cop/sqlserver-coi/tree/master/scripts/runassessment/systemd-mssql-runassessmentthe

EEE S RTLYTETIN—T

R

NRY LY TEERFZH»Y JEEKT 511, /etc/insights-client/tags.yaml 7 7 1 JL
WBMELIIERET 570D root ¥R, F/2RE TN EBAFOERIBETT,

5.5.1. ¥ J#&

% J'1%. namespace/key=value DR 7 DIEEEFEAL £,
o ZEIZR, ZEIZEMEIE. 1 VYT A MRS Y NTH S insights-client DEFITHY ., TET 3
ZEIFTEFEHA, tags.yaml 7 7 1 JLIFZRIZEFE D SHRIEI N, 7 v 70— REIIC Insights
DSAT Y ML THEAINET,

o F—, ¥F—lF, YV -DNERLAF—FLEVRATLODERZFHFDF—ICTHIENTEZX
¥, AXF. XF, BF, i85, L0 ZEAXFOHAEDLEZHATEXT,

o B, MEDERXFIEZEELITT. AXF. XF. #HF. L85 B5LUZEAXFOHEIE
DEEFERATEEY,

pz o-1o)
5 . advisor t—E RICIE. RedHat Y R— KT EZERFHAY IDPEFNhTVET,

5.5.2. tags.yaml 7 7 1 LDIERR E AR D LT IV— T DENN

insights-client --group=<name-you-choose> % {#fH L T% 7 {Em L. /etc/insights-client/tags.yaml
IKBMLEY, chid, UTFEETLES,

e etc/insights-client/tags.yaml 7 7 1 L& {ER L £,
e group= ¥ —3& &£ U' <name-you-choose> D&% tags.yaml [TEML X7,

o I T LN Insights for Red Hat Enterprise Linux 7 7U o —> a VICHRT7—hA 75T v
TO—RT2IET. RFOEREEEILFLVWIIDNT CICLRRINE T,

WNEITN—TF 9 T%ER LIS, BEICR U T lete/insights-client/tags.yaml 7 7 1 L& fRE L. ¥
JeBMLET,

RDOFE|EIL. /etc/insights-client/tags.yaml 7 7 1 L EMNER VIV — T AR L. ZDH JH Insights for
Red Hat Enterprise Linux 1 XY M) —ICFERET B I E2ERT2AE2RLTVWET,

T — T OFRERFIR
1. —-group= DRICHRY LTI —TEZ%EBML T, root TLATFOIYY FEEFTLET,

I [root@server ~J# insights-client --group=<name-you-choose>

tags.yaml FTER D fl
RD tags.yaml 7 7 1 JLDFIE, FHLWITI—FITEBMINZT7 74 IILEREBMDY TOHI %R LT
\I\i_a—o

# tags

group: eastern-sap
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Red Hat Insights 1-latest FedRAMP ##LM Red Hat Insights Advisor Service % i L 7= RHEL 5% & D B2

name: Jane Example

contact: jexample@corporate.com
Zone: eastern time zone

Location:

- gray_rack

- basement

Application: SAP

HRY LTNV—THERI - L 2 MRS 5FIR
1. WEITIS LT Red Hat Insights > RHEL > Inventory ICB&L., OJ4 Y LE T,
2. Filterresults KOY 74O X =Za—%91)v I LZET,
3VANERYIO—ILT 2D, REBELFERALTYIERDITET,
4. 7% 0w I LTT4ILI—NEBETVWET,

5. YRATLD, PRIRAF =V RFTL)AMDERICEEFNTWVWE I E2HRALET,

SRATALADI TRHIFEIRTWB L %2R T 5FE
1. WHEITR U T Red Hat Insights > RHEL > Inventory IC#8L, OJ4 v LZ 9,

2. Name 748 —%T VT4 7L, YRATLDPRRINZETYRTLAEZEAALTHHE

3VRATLBDREICY T VRN T LAY, BRAINSY JTOERSE ERTHFIRT
I3 EzHRALET,

553. 9 JDBMEIEEE %17 12D tags.yaml DiFE

TIW—=TT7 49 —%ER LIS, BHEILG LT lete/insights-client/tags.yaml DAB % REL T, ¥
TOEMELIEEZITVWET,

FIR

LAYV RIAVT, WET2ITRET 7AIVEREET,
[root@server ~J# vi /etc/insights-client/tags.yaml

2. REIHLTIAVTUYERET 2D, BMEZEMLET. UTOHIE. ¥ RTLICEHRD
5 J%BINT 2D tags.yaml DEEAEEZRLTWVWET,

# tags

group: eastern-sap
location: Boston
description:

- RHELS8

- SAP

key 4: value
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https://console.redhat.com/insights/inventory
https://console.redhat.com/insights/inventory

EEEIRTLYTETIN—F

pa 3

B D key=value N7 ZEBML XY, AXF. XF. BF. i£L£5. BLUZE
HXFOMAEHLEZFERALITT,

3 EFEFRFELTCIT49—%2HLET,

4. F 7> 3> T, RedHatEnterprise Linux @ Insights ~D7 v 7O— RK&Z4£K L F T,

I # insights-client

55.4. ERFHADY AT L% J%FA L7 Red Hat Insights advisor t— E 2 D# 3=
HOBEEEF1 )71 —0DHELE

Red Hat Insights advisor ' —EXDHREIRIE, I RXRTOYRTLZRAFICHRWVWET, L. ¥R T
LIZE ST BOYRATLLIYEFEVLRILOEF2) T4 —DPBELRIFEY, BR2xYy NT7—7
NIT =R VALNIVHBBERIGENHY T, DAY LY J%EBINT H#EEICINA T, RedHat
Insights for Red Hat Enterprise Linux I3 EZFH Y V2R L T, advisor Y—ERIFThEFEAL
T JYUFENBERAREMEDHZ YV AT LICHNER > HREBAERTEET,

ERFHAYITICE > TIRBEINZIERINAZEF ) T4 —RIEEBIEINARE S L IBEKEES £
ThAYLTEEBTSICIE, 975BETHIUENDHY FT, ZEE. advisor T —ERIE, FAEIN
FERELRNILE, YATALAIGERAINE XY N7 —ONR T —T VUV RAREICE DV THREEIE A2
L/i-a_o

5 J%FRET BITIE, letc/insights-clienttags.yaml 7 7 1 LA FHL T, 1 YRV M) —H—ERT
VAT LI Tt T2 BB ERAKRDAET, EREFAY T EFERALTIRATLILY T2 MHITET, &
BEEFHYTIE. DRI LY TDOERICERINZDERE L key=value B&E A2 FHA L THREINE T,
Red Hat DEFFH»Y J DFMAERORICRLET,

KEIYR—FEINTWBEREHAYITDY R b
S Ll pz )

security normal (7 # )L ) / strict default ZEfM 9 % &, advisor
Y—ERE. YRATFLDYRI S
O7 74 )%, RHEL D&HF/\—
TVavnTI I MNRES LU
HIFERAINBERNNY -5
BHINKR—R54 v EHEL
F9, hICLY, HESHEDOE
mAH-o-THEY, 7o avage
T, BEROLTIENTEE
¥, strict lE=FERT 3 &,
advisor Y —ERlEtF2 1)
TFA—DEEBRVATLATHDE
RAaL. REDHREERTLYE
BIRR—AS4 VHMERAIND L
JICRY, FLWHHOD RHEL 1
VAN THEHEEENRTI
naagEELrHY £,
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Red Hat Insights 1-latest FedRAMP ##LM Red Hat Insights Advisor Service % i L 7= RHEL 5% & D B2

*— {& ba i
network_performance null (7 #JL ) /latency / FYNT—=ORT =TV RABE
throughput (EVRRBHIKCILATY

V—FEAN—Ty Mk v
AT LI T B advisor —E R
DWREBEFOEKREICHELZE
ER

Pz

EEFAITDF—ZREFHINTVWET, EBFADELIIELRDIBEEROF—
security Z 9 TICERA L TW2IHE, HESRICERIMAShIEA. BIFD
key=value "WIT NI DEZEFADF— LB LHEICOH. HEFHICEENSMA SN
9., /=& 21X, key=value 1 security: high D354, Red Hat DEZERFH Y 7 HRE
T, HRFHIZTEINITHEA. key=value R 7 ' security: strict TH 2i551E. ¥R
TLAOHWREREHICEEN N MAONET,

BaEEIR
o VAFTLYJEMALT, IRtEFa) T4 —BILOHREEEZBMICT S
o 4% EMA L T Red Hat Insights Advisor D# M EEDIRIZERFH 2R LI 2

o VATLYTRIDARY A

5.55. EHRFHY T DRE
Red Hat Insights for Red Hat Enterprise Linux advisor t —EZDEHFRFAY V5 FHT 2 &, VAT A

DRRIROMEZRHB L, HERINAtEF 1) T4 —BIEEBRIEINAREE L VEEKEEZEZZ
ENTEFTY, UTOFIRICHK>T. FRIEEINLY T ZRETETET,

AR
o VAT LADroot LRIVDT IV EADH S,
® Insights 7 A7V MDAV RAM—ILINTW3,
® Insights 754 7Y NRICVRATLDNEHINTWS,

e Y TICtags.yaml 7 7 1 ILE/ER L TW5, tagsyaml 7 7 A ILDVER & R Y LTI —T D
EMZzSRBLTIEIN,

FIR

LAY RSIAVERBDIT 19 —%FEMAL T, /etc/insights-client/tags.yaml ZFE £ 7,
CROBITIE Vim 2EALTUWET, )

I [root@server ~J# vi /etc/insights-client/tags.yaml

2. letc/insights-client/tags.yaml 7 7 1 L Z#R&%E L T, ¥ T DEREZHD key=value R 7 Z &N
L9, DAl security: strict & & U network_performance: latency ¥ 7' %3BiIN9 %75
EERLTVWET,
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https://www.redhat.com/en/blog/using-system-tags-enable-extended-security-hardening-recommendations
https://access.redhat.com/articles/6981482
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html-single/assessing_rhel_configuration_issues_using_the_red_hat_insights_advisor_service/index#con-insights-tagging-custom-system-tagging_insights-tagging
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html-single/assessing_rhel_configuration_issues_using_the_red_hat_insights_advisor_service/index#proc-insights-client-creating-custom-group-tags-yaml-file_insights-tagging

EEBEIRTLAYTETIN—TF

# cat /etc/insights-client/tags.yaml
group: redhat

location: Brisbane/Australia
description:

- RHEL8

- SAP

security: strict
network_performance: latency

3 EEEFREFELET,
4. IT14 89— TLFET,
5. 7 3 :Insights-client 1% > K %347 L T. Red Hat Insights for Red Hat Enterprise

Linux ~NDO7 v 7O— REERT DD, RORXT Y 1—)L I N Red Hat Insights 7 v 7O— K
FTHBET,

I [root@server ~J# insights-client

ERAHY IHREEREICH D Z & DHERR
Red Hat Insights ~ND 7 v 7O— K& £ L7k (F721E. XD Insights 7Y 7O—RKOR TV a—I)L %
> 72%). RedHatInsights > RHEL > Inventory IC7 27 2A LT, # VDEREREICHIHDEI A&
MRTEEY, YVATLERDIFIT. HLIERINLYTERLET., RO EETTRIRRTIN
i-a_c

o ARl

e fB

o 57— (fl: insights-client),

RDAA—=TNE, Z TR LIRICA ARV N —ICRERINDZABTDHZRLTVWET,

Q 1-60f6 ~
Name Value Tag source
group redhat insights-client
location Brisbane/Australia insights-client
security strict insights-client
description RHEL8 insights-client
description SAP insights-client
network_performance latency insights-client
1-60f6 ~ 1 of 1

EEAEHEY T @A LI OHREFEHDH

RDBETIE, advisor % —E 2 |d network_performance: latency ¥ /W' S EI NP AT L%ERLT
WET,
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https://console.redhat.com/insights/inventory

Red Hat Insights 1-latest FedRAMP #£#® Red Hat Insights Advisor Service % {#f L 7= RHEL 5% % D RSEE (i

Recommendations Pathways ®

> Y Name - by name Q &

Systemsimpacted 1ormore X Status Enabled X Name NICson Azure VMs % Reset filters
Different
“Total Risk”
Name Meodified Category Totalrisk | risk of change

> NICs on Azure VMs encounter high network latency 24 days ago 4 Performance # Important Moderate
issue due to a known issue in the NETVSC driver

> NICs on Azure VMs encounter network performance 2 years ago
issue due to a known issue in the NETVSC driver

¢ Performance = Mederate Moderate

Syste...

1-20f2 ~

Remediation

@ Playbook

@ Playbook

AT LI IRV (BEICHR) ’EVWHEREEIRZXRL £79, network_performance: latency %
TDRWS AT LDFZE, )RV EHFREILHBEINET, HURIOBIIKEITVWT, YRATLD

BEIBAMITICET DREEZTIIENTEIET,
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Fe= /XY A %A L-EHD ADVISOR Y — E A DHEEEIAD R

FE NV A %FRALELHD ADVISOR —E X DIHREIF
D fRR

NRAT A HBORREARETEZ7 RNA P —H—EROHREEOD /I —TF T, AT x4
DEEFIEICHKD C&ET, 1HDRERECEHOHEERZRRL THULUTELY, INIZLY., T
NRTOWEEEHADIARNTOT7 I avaEABELALTE, BEIFETEZIITRTDOVRATLEERT
TET, NRAVIAIE, YRATALELYPRMICHIT T H7-DICRED RNZBPEHELEHEZRLTWVWET,
NRATJIAICRTFIINDIBFEDOHREFIHIZ, HEDPDRETA VIZTAN SV Fv—IlHEAS 2 208
IC& > TEARY E T, Insights for Red Hat Enterprise Linux (&, RIENTREEEQRMREIFICE DL
TEBELRNIVEFNICGTELEZ T, STEICITIRODERIEEFNET,

o EADHREBHICLI>THELZITDLIVATLDE

o {EHxDHREIEDIE RV

o AUIVTVIMIPREINIAEID
IRZADTAICTIV—TIEINEREIZ. Ny r—J08H., BEOEH. BTy TIL— KL,
BLCERYA THHEETIZMNEINHYETT, IDIC, MBI BOERAEEAXETINEN N HY F
T, BYVATALIEF, BN T—VDOEHELIEIERET 7MIIDERANEETEIHENHYET,

Insights for Red Hat Enterprise Linux Tl&, I 7EERICEARICATNIMTITONDH. REDER
Y CICHRRLCEBRTEET,

BIER R
o MWEREETADFFMIE., Advisor T —EXDHEEIE 28R LTI,

o BEICEY ML, RedHatlInsightsf8EH A FEZSRBL T LIV,
6.1. ADVISOR /N2 7 = 4 DR &

AR

e consoleredhatcom ~DRATA VT IR,

FIR

1. Operations > Advisor > RecommendationsiCBE L £§, R—T D EERICHERER/SRILD
RRIN, PVATLDORLEEGRBIZEAIDEFNTVLET,
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Red Hat Insights 1-latest FedRAMP #E#A(D Red Hat Insights Advisor Service % f§if L 7= RHEL 3% % O BEEFEAfh
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Hybrid Cloud Console

Red Hat Insights

Vulnerabili

Compliar

Drift
Resource Optimization
Policie

Subscriptions

Builder

Toolkit

Product Materials

2. #RE&D

=7y UL,

Red Hat Insights

Overview

Inventory

Advisor
Recommendations
Systems
Topics

Patch

Vulnerability

Compliance

Malware
Drift

Resource Optimization
Policies

Subscriptions

Image Builder

Register Systems

Remediations

Product Materials

3 BENTEIDZVARATLA(BLUNRRAVTADMEET BV RATLAD)AMIBEENDE VAT L)

Red Hat
Hybrid Cloud Console

Advisor recommendations

~  Recommended Pathways

Upgrade kemel

& Avaiabiity ) | system affec

Upgrade your kerel to auoid problems with boot failures, kernel panic situations, or
system performance degradations

© System reboct is required

Update Package

tem affected

© siabiity

Prevent drops in network performance and network connectity losses by updating
the NetworkManager package

System reboot is not required.

View pathway view pathwiay >
Recommendations ~ Fathways @
> Y Name - Q
Systemsimpacted lormere X Status Enabled X
Name Modified Category Totalrisk 4
> amAssassin using Untrusted channels 2years ago @ securis
> Misconfigured applications running on EC2 instances where IMDSl is enabled wilhave 2 years ago & Secur 4 mpertant
ata service iting vulnerabilties
> y: nginx crypte-policies overridden Tyear age & sccui A Impertant
> emdunit fle 1adays ago @ seauity & important
> Thebugin the selinux-policy versions earlier than 3 ehibermationof  lyearago @ Siabity & Tmpartant
the AWS ecause the SELinux s s by default
> Kemel panic occurs due to the hashtabs allocation failre caused by aknownbug inthe 2 months ago o Avaizbit & mpertant

New OpenSSL Vulnerability - Find your exposure with Insights Vulnerability checks for ©VE-2022-3786 and CVE-2

IR Download executive report

Update kernel boot options
 Performance ) 2 systems affected

Stay on top of system boot falures, kermel panics, kdump failures and other issues by
updating your kernel boot options.

System reboot s not required.

way

1-200f22 * >
Risk of change: Systems Remediation
Very Low 4 ©Playbock
Very Low 1 @ Playbook i
VeryLaw 1 Manual
D @ Playbock H
Very Low 1 @Playbock H
Viodersts 1 @ Playbock H

VAN OREBEI ) v I LET, KAV A DBERIRTINTT,

All apps and services
Filter by tags -
Advisor pathways > Upgrade kernel

Upgrade kernel

Modified date: 04 Aug 2022 & Availability

Upgrade your kernel to avoid problems with boot failures, kernel panic situations, or system performance degradations.

ERRTDBICIEK. YRATFLEIYy I LET,

s 8 @ .Stefansunc.ak -

Total risk of pathway Resolution
10 This pathway is expected to improve Availability on 14 Remediation Risk of change
8 systems and resolve O incidents. Upgrade kernel Moderate
6 Recommendation level
4 To fully remediate all recommendations, there may be additional steps needed. Medium - 78%
2
) System reboot s required.
Critical Important Moderate  Low
Recommendations ~ Systems
> Y Name v Filter by name Q = 1-50f5 «
Systemsimpacted lormore x  Reset filters
Name Modified Category 1 Total risk Risk of change Systems Remediation
> Memory registration cache data corruption occurs on hosts using 2yearsago o Avalabiity 2 Important Moderate 4 @ Playbook H
Infiniband-based network adapters due to a kemel bug
> Kemnel panic occurs due to the hashtabs allocation failure caused by a 2months ago o Avallabilty 2 Important Moderate 1 @ Playbook
known bug in the RHEL 8 kernel
> Kernel panic occurs when the qx! driver is being used on the RHEL 8 5 months ago o Avalabiity 2 Important Moderate 4 @ Playbook
system due toa bug in the kernel
> Kemnel stuck occurs due to a known bug in the uio module Tyearago  Avaiabitty Moderate Moderate 5 @ Playbook

R Feedback

FMERRT B, ViewPathway 27 Y v 79 5 h, HESRIED!Y X T Pathways

2 Feedback




FEem N2 A A LEERD ADVISOR Y— E R DHEBREBE DR

ndations > Kerel panic occurs due to the hashtabs allocation failure caused by a known bug in the RHEL & kernel

Kernel panic occurs due to the hashtabs allocation failure caused by a known bug in the RHEL 8 kernel Actions
Modified date: 25 Sep 2022 | o Avalabiliy Total risk
Due to 2 known bug in the kernel, kernel panic occurs due to null-dereference crash in hashtab_map() called from policydb_destroy() when the hash # Impartant | The totalrisk of this remediation is important, based on the combination of

table slot array allacation fails in hashtab_init() and hashtab_nodes of policydb's hashtabs hasn't been allocated due to -ENOMEM. The issue has been likeliraod andimpact to remediate

version earlier than kernel-4.18.0-372.9.1.e18.x86_64 on RHEL &

High likelihood
Critical impact

Knowledgebase article [

Risk of change
Is this recommendation helpful? ¢ 9

Moderate | The risk of change is moderate, because the change willlikely require an outage
window.

() System reboot is required,

Affected systems
- Y name - [} Remediate & H 1-10f1 =
Name Tags os Lastseen | First Impacted
O splunkhece-lab.com RHEL 85 14 hours ago 21days ago.

1-10f1 = 1 of 1

6.2. [E1E#2 &

AR

FIR

YRTLANDI—MLRILDT IR,
Insights NDHEBEEREE L NILDT U £ R,

1E18 1 Ansible Playbook = L TW3H& (&, Ansible N\DI—H—T7 V2 ANRETT,

Operations > Advisor > Recommendations|C#&1 L £ 9,

BETEZNRRAV A ERDIFT. ViewPathway 27 1) v 2 LE T,

BETHIWMEEEARBIRTIN, YATLE) v LT, HEEZITIDZITRTOVATLD
JAMNERRLET,

BHRRIROFMERTT 21013, HEZHOKRDITET SO4 XY NT 20, HEZEHEDS
1MLV ZEY )y I LT HREHDFM R—VICBEBLIT.

BETZVRATLZRRL, BIEZJ )Yy I LI,

a. 18181 Ansible Playbook Wi E i35 41X, Ansible ICL BB ¥4 707Ky 7 ADF|E
ICfE > T Playbook ZER & 72 13:ZBIR L. BETE2 VAT LERERLET,

b. BEICFEDEENMVELIZEE. BRFROFIR (CHE->T, BRLAEEY AT LTER
ERITLET,

pa )

1E18H° System reboot is required %7~ L TLW3I5E. Ansible [XEEDTETRICHE .
ZFBVAT AL (FLIEEBDY AT L) #HENICERELE T,

BIER R

Red Hat Insights 881 K
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https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html/red_hat_insights_remediations_guide

Red Hat Insights 1-latest FedRAMP #£#® Red Hat Insights Advisor Service % {#f L 7= RHEL 5% % D RSEE (i

6.3.ADVISOR Y —E 2 DHEEIFEDBNETE
BRIY—EXT, ILLFAATELAHEREEEOBMNZZITRE I ENTEXT,

pa
N2 A ADEL DHERFRICOVWTEMZRITIMS I EEFTEZIH, KAV A

BIRICDOWTITENAZITRME I X TEIF A, HWESHICEEMITONI/NAR D T
AHRRTBICIFE. JvvV—icag4 > LET,

[} =33
¢ YRATALADI—KLNLDTIEZR,

e Insights ~NDHBEREL NILDT I = X1E,

¥
1. 8% > @A > Red Hat Enterprise LinuxXC %8I L 9, ERARTREREESIL—THRRINZE
-a_o
2. BEOTE VN —TERIRT B0, FILWITETIL—TE2EHRLET,
33BEIN—TOATavAZa—TAaAY #MOR)EI Y v oL, IREERBIRLE
¥, Editbehaviorgroup 7 1 f— KHARRINF T,
4. BMETIN—TREHRBL. RNEV VY I LET, PI2aVERFE R—IDPRRINZE
-a_o
5. 702avEeREEERRAL. RANEV )y I LET, ARV M A TOBEEMTF R—IDK
R~INET,
6. ILWHERER 2 8RL T, BMF/IL—TICEBMLET, Next2#2) v o LET,
7. BMEUN—TOREFINHREERRAL. BT 27 )v I LET,
BaEtE IR

® Red Hat Hybrid Cloud Console TOBAE L TM1 7L —>a VD%
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https://access.redhat.com/documentation/ja-jp/red_hat_hybrid_cloud_console/1-latest/html/configuring_notifications_and_integrations_on_the_red_hat_hybrid_cloud_console/index

FE7Z INSIGHTS 1 YRV MY —H 5D AT LADHIR

B7EINSIGHTS 1 RV M) =D 5D Y AT LADHIFR
< A7 In% Red Hat Hybrid Cloud Console 4 Y RY M) —H5HIFR L T, & X7 LD Red Hat Insights
for Red Hat Enterprise Linux Inventory 4 ¥ R> M) —F /2l advisor T —ERX Y XA TF L—EIZRRIN
BWEDICTBHIENTEZET, RedHatlnsights 7 54 7V MEY A7 LATEEMERI N, Insights
for Red Hat Enterprise Linux IC7 — ¥ WMREINRCRY F T, YA TLZHIRT ICIE,. 21— —
ACRBLEETEIUTOFIREZERELEX T,

FIE 1: Insights 7 54 7> b &AL /ZHIBR

. YAFALADATY RSAVICULTOaAY Y REAALET,

I [root@server ~J# insights-client --unregister

FIJE 2: Red Hat Satellite 6 Ul H 5 IR

1. SatelliteWeb UliCE YA > LET,

2. Insights > Inventory ICFEIL £ 9,

3 BREMMTZVRATLTOT77MILEERLET,
4. Actions > Unregister 27 1) v 7 LE 7,

FIE 3: cloud.redhat.com API & {# 8 L 7=l
DA T avid, EROVATLADNHEEETLIEIBA VAN =L INLGEICOAMEBALET, 754

7V MDEFEERERETICDELETE 2 AT 25 &, REVSA TV MR T—4945T7y 70— KT 3B
I, RRAMDPBERRIINET,
L AYRYKNY—=DSYZ2FATAT77A4ILDY) A NEREBLET,

# curl -k --user PORTALUSERNAME https://cloud.redhat.com/api/inventory/vi/hosts |
json_pp > hosts.json

2. json_pp AY Y RV AT LICHEELAWEEIE. perl-dJSON-PP /Xy sr—2 %A VX =)L
LET,

I # yum install perl-dSON-PP

3. hosts.json 7 7 1 ILHHY AT LD ID ZEEL T, Y AT LDFFMZREEL X3 (B "id":
"f59716a6-5d64-4901-b65f-788blaee25cc"),

# curl -k --user PORTALUSERNAME
https://cloud.redhat.com/api/inventory/vi/hosts/f59716a6-5d64-4901-b65f-788b1aee25¢cc

4, LTFOOTY REEFTLT, YAFL7O07 74 52HBLET,

# curl -k --user PORTALUSERNAME -X "DELETE"
https://cloud.redhat.com/api/inventory/vi/hosts/f59716a6-5d64-4901-b65f-788b1aee25cc
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https://console.redhat.com/

Red Hat Insights 1-latest FedRAMP #£#® Red Hat Insights Advisor Service % {#f L 7= RHEL 5% % D RSEE (i

B8ESEAM

Red Hat Enterprise Linux [ M Red Hat Insights DFFfICDWTIE, BUTFD Y Y —X£5E(ILRBI50
BNHYET,

KF¥axrhk
e RedHatlInsights BEH1 K
® Advisor Y —E XL R— b DERK
® Red Hat Enterprise Linux K& 2 X > M@AF D Red Hat Insights

® Red Hat Insights for Red Hat Enterprise Linux & @t R— hR—
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https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html/red_hat_insights_remediations_guide
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html/generating_advisor_service_reports/index
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest
https://access.redhat.com/products/red-hat-insights/#whatsnew

REDHAT K¥a XY hADT7 41— KRy Y (RFEDH)

REDHAT RF¥a XY MADT 4 =K1y I (HEDH)

RedHat RF¥Fa XY MNIEETZ274—RKRNRNv O BFHELLEIV, WEEWEIEZITRRICHBTE
L&D, TEBRIFEHEMICTEHEALLETL,

Gl s
® RedHat h R4 ~v—R—=#%)LicOv14 > LTW3B,

FIE
74— RNy I %ZEETBICE. UTOFIEZERELI T,

1. Createlssue IC7 7 ALY,

2. Summary ¥R MRy U I, BREFIIHEEEIRICET 25BAEAANLET,

3. Description 7 Z MR v 7 2T, BB /2 ISBEEILRD CELEICET 25MA AN LE T,
4. Reporter 7T¥ A MRy 7 RIL, BEHDSEFIEANDLET,

5 Create R9 V%0 )v I LET,

CNICEY FFa XY MIBETEZFTY HMERS N, BYARF2 XY M F—LIKEKEINET,
74— RNy JORBICTHAVWELEEHY D ED TIVWF L,
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https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12333524&issuetype=1&priority=10300&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&components=12368952

	目次
	第1章 INSIGHTS FOR RED HAT ENTERPRISE LINUX ADVISOR サービスの評価とモニタリングの概要
	1.1. USER ACCESS に関する考慮事項
	1.1.1. advisor サービスユーザーのユーザーアクセスロール


	第2章 ADVISOR サービスの推奨事項の概要
	2.1. システムおよび推奨事項のペア
	2.2. 推奨事項の影響日

	第3章 ADVISOR サービスの推奨事項の調整
	3.1. すべての ADVISOR サービスの推奨事項の表示
	3.2. ADVISOR サービスの推奨事項のフィルタリング
	3.3. 推奨事項テーブルの列と並べ替え
	3.4. ADVISOR サービスの推奨事項の無効化
	3.4.1. 以前に無効にした推奨事項の表示および有効化


	第4章 ADVISOR サービス内のシステムのビュー調整
	4.1. 名前によるフィルター
	4.2. ソートオプション
	4.3. ADVISOR サービスのタグ、SAP ワークロード、およびグループによるシステムのフィルタリング

	第5章 システムタグとグループ
	5.1. コンプライアンスサービスのグループおよびタグフィルター
	5.2. SAP ワークロード
	5.3. SATELLITE ホストグループ
	5.4. MICROSOFT SQL SERVER のワークロード
	5.4.1. SQL Server 評価の設定
	5.4.1.1. タイマーでの SQL 評価の設定


	5.5. システムタグ付けのカスタム
	5.5.1. タグ構造
	5.5.2. tags.yaml ファイルの作成とカスタムグループの追加
	5.5.3. タグの追加または変更を行うための tags.yaml の編集
	5.5.4. 定義済みのシステムタグを使用した Red Hat Insights advisor サービスの推奨事項の精度とセキュリティーの向上
	5.5.5. 定義済みタグの設定


	第6章 パスウェイを使用した複数の ADVISOR サービスの推奨事項の解決
	6.1. ADVISOR パスウェイの表示と評価
	6.2. 修復経路
	6.3. ADVISOR サービスの推奨事項の通知設定

	第7章 INSIGHTS インベントリーからのシステムの削除
	第8章 参考資料
	RED HAT ドキュメントへのフィードバック (英語のみ)

