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LTOEET ALY —IFE. CVEsR—IDSTIERATEEXT, 754V —T14ILI—5ZFIRL.,
T74NI—IINRNSGXA—=9—%TEHELZET,

CVE, ID X IdehBAZmRELE T,
X2V 74 —Ib—Jb, Securityrule ZNILDfF W CVEDAHZFRRLET,
BRMOREMA, Known exploit ZNILDfFW/ CVE DHERRLET,

t¥alY) 74—, 1 DLLEDE (Critical. Important, Moderate, Low. Z7zld Unknown) % &
RLZET,

CVSSR—RX X7, All, 0.0-39, 4.0-79. 8.0-10.0. N/A(BZH%L) L. 1 DXLIFEHK
DEHEZRERLE Y,

ESRXRRAYRY, 1D LEDE%EZEIRL £ (High, Medium. Low. Not defined),

EBER Y AT L, IREHEASITDVAT AL DD CVELITERTTEIN., HEAS (DY
AT LDREWNCVEDHERRTDLIERLET,

2B, UTFHS5FEIRLET (ANl Last 7days. Last 30 days. Last 90 days. Last year,
More than 1year),

tRE&, Notreviewed. Inreview, On-hold, Scheduled for patch, Resolved. No action - risk
accepted, Resolved via mitigation ™5, 1D X/ IFEHDEEERL XY,

SATLVAMT4NY —

Exposed systems

O - Y Operatingsystem ¥  Filterby 05 = Remediate [~ :
Name MName Tags os

O sateny SSCUrty rules RHEL 79
Status

O idmar ® o RHEL 8.4
Advisory

O cap67 ) L e RHEL 7.9
Operating system

O mhuth RHEL 8.4
Remediation

':I satellitc.ancouv.wmnco cunatcwnm RHEL 7.9

CVE DFEFHR—S DV RATLYRAMDIS, ULTFDTSATY—TA4IWVY—ICT I ERATEZT,

%, CVEIDZAALT, BEDCVE #HELZE T,

EXxa)F14—I—I), CVEICZNICEAETZEX2)T1—IL—IHH3FEE AL
Fa)F4—IL—ILICH L THRBRMMBOVRTFATIAILY—TFTBH, EFXa)F4—IL—IL
DHELEZIFDLVATLERRLET,

REE, BEDRATFT—YRFLIE7—270—HTFT)—DYATFLERRTLET,
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o ZRNRAHYY—, ZDCVEICRedHat 7 RNNAH) —HABERAINZVATLERRLET,

® Operating system$fFED RHEL (¥4 T —)NN—Y 3V EEFTLTWE Y RTLERRLET,

e {EIE, Ansible Playbook ICEFEND Y AT A, FEICLDEER. TLEFRETOBEFEICEE

NTWEWS AT LAERRLET,

B3 EFa2)FT4—IL—ILDODCVEDT 1LY —

TFX¥a2UT1— =L (BEFIEREDEVWEF2I ) T4 —IL—ILAE)IF. BEVDIVISAKNSY
Fr—ICHEBICKREIABRERDITREELHY., VAVORESLVEEDEBEIBMLEZ 1BE LTEX
DHEIHYET, ULTOFIBICHKW., CVEVRA N TEXEDOEWEF2) T4 —IL—ILCVE LT %
RRLTHEAZIDZVRATLERELET,

FIR

pa )

CVEICBINTWE Y RTLIARTH, TOCVEICEAEST I X271 —IL—ILD
DRAVICEINTWEDIFTIEHY FHA, FEHRNA—V3 VDY I NI T7EETL
TW3IEETH, MOREBEREGICLY, HEDR—IDPEHALOGNLY. SELinux BB
BIGERE., TOMDREBEREICEIYBEISEMINSAgEMELHY £,

1. Red Hat Insights for Red Hat Enterprise Linux T Security > Vulnerability > CVEs IC#81 L %
ER

2. W—I)LIN—T 74 )L —KRAOy TV )2 EIY Y I LET,

a. Securityrules 74 LY —%@EAL XY,

b. Hassecurityrule D477 4 LY —%@ERALZE T,

3. FABICRZO—ILLTEFa2YFTF14—IL—ILOCVEARRLEFT, EXxalFT14—IL—ILD

$H%CVETIE, CVEDDISTICHZEF1Y T4 —IL—ILINILZRTLET,

312.RHEL Y AT LDEF 21 T4 —IL—ILICL Z2HBHEDBE

TXa)TF4—IL—IDHBCVE &lF. YRATLAD) RPN EVEEICER A B /= Red Hat B E
H£ITBHCVETY, INLDBEBABETSHIET, MBICE > THRIPEERBELAEBET S XY
T4 —FHEHR—PMNTEZXT, Vulnerability " —EREBEY—EREFRTEE, ROAETYR
TALIIH T 2REEEREBO—BICEBLIBEMZTF, BETEET,

o tXxal)FT4—I)L—ILDHBCVEILEREZYTET, X714 —IL—ILDFEMIZ. =+

DT4—=I=ILBLV” EF2) T4 —IL—ILD)ZAVICEIHLINBZEZVRATL)VANDT 4 LY
V2T EBRLTLIEI,

e CVE DIEECVE OEEICET 25¥MIL. Red Hatlnsights BEHA KEZSIR LTI,

BNB. MDA EFEHCVED 74 ILY )Y

TBERIDAREFA] OSNILAF WA CVE T, RedHatld, CVE2EBET 21— RARXEINTWLDS
N REFAMTORAZE—RUICHSNTWEIRE, REFEIMMTHNTVWENE D DNEHIRTL
To COLOREBAINS, FEFRAINTVWEIENDHI>TWVWS CVE L, BEMICEEEBELZXN
IRELrHYET,
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BF

RedHat TlE, BHFINTWBE Y RATANBAINTWVEHE I HNDHIEFIZITVWEE
ho BRIZV RV EHIHRMENHSZ CVEZRET S7EIFTT,

LTOFIBEICH>T, CVEYRMDIOAREFHAINTWRAZIENM DN >TWEBCVEAET ALY YUY
L/i_a—o

FIR

1. Red Hat Insights for Red Hat Enterprise Linux T Security > Vulnerability > CVEs ICBE L &
ER

2. U—=IbN=TT7409—RAy TI¥IV)2R &) v I LET,
a. Known exploit 7 1 LY —%EAL F 7,
b. Hasaknownexploit 7 7 4 L4 —%#EAL XY,

3. 278=)L¥o LT, BMOAEFERECVEDY A MERRLET,

314.B&ETBZT7 RNAHYF)—DREWCVED T 4 ILE )T

CVEILEL>TlE, BAETZT7 RNAHY)— (57— EFEhF ) HARVEDEHYET, Th
&, ROWTNHDIEBRTRET ZAEEIHY FT,

e CVEICFETEBEBELNDL,

o BFtEXalFa—DICLY., CVENXCHREDOREBICHEASZZE¥IINZEDD, &
FADKRETHEATEZIS -1 AW (EL, hDRIETHNIE, ICCVEDIS—4%%
FHTEAEEIrHYET),

o BHEVWDIYRATFANYR— MNIRHATH B,

BF

CVE [E8IXIRTE. RHEL6, 7. 8, LV 9O THHETEZ Y, FABFHRIERHELS ¥R T
LATIRFATEEZEA,

T RRAHYFY—DRWCVE ZRETENE, TNODKEHHICEEYT S Y RIS MEBERET 2
HDEEZHFHLD I ENTE, BMBICHLT 27DICLERFIRZEETEIT,

CHBEDRHEL N—Y 3 VICHBAHREREBEL L, "Willnot fix" ICDEINTWBIEEIX. JROERE
HEEEBLTLEIL,

o MEHHEDHE (EXE)
o BEWDRHELNA—Y3vDS54 79/ 7L 7x—X

B&ET 27 RNAHF ) —DRWCVE ICBENBRETH S LI LBEIR. ROBRENHY FT,
o VRV %ZERITAND,

o FIAFBEMISFEIE. BBHUEDBENEFND, YR MIROBBN—2 a3 VICTy TIL—
N9 2 (HE2E),
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o BEKZERT 2 (BRAKLHDIHE).
BaE SR
CVE DEfflil&. Common Vulnerabilities and Exposures (CVE) 5B L TL 23\,
MESsME D ERE M DEEM L. Understanding severity ratings &8 L T XL,
HRADSA 7H 4 7ILDFEMIE. Life cycle and update policies #ZHR L T XV,

ARIR—R—FITHR— M —REERT BITIE. Customer support Z5BB L TLEI L,

3.1.4.1. 7 R4 ¥ —D 7\ CVE DFERL

7 R4 H1) =D\ CVE ZBMICT % &, Insights T 7 KNS H ) —DRWCVE DREAFIT S
VATLICT IV ERATESZ LD ILRY ET,

COMEEITT 7 4L N TEHIMICE >TOWE TN, XA VYELZ—TIET7 RNNAH1) =D\ CVE BT

T AINTIERRICRYE T, TDRH, 7 RNANAHF) —DRWCVE #FRRL THEET BICIE. 741
WY —BERTIULELIrHY T,

= -1o)
RedHat DR & —TIl&, CVEICEEETZT7 KNS H) —2H2HhE D MIERRL,

Insights for Red Hat Enterprise Linux TEEEXE. EX. BLUVEERCVEEZTARTEK
TEBIEHEBRLTVWET,

AR

® Red Hat Insights DERIEA D Vulnerability administrator 7 7 Z A% &> TW %,

FIR

1. Red Hat Insights for RHEL ¥ v & 27 R— KM 5, Security > Vulnerability > CVEsIC#E) L %
ER

2. Moreoptions 743> ()% ') v~ L. Show CVEs without Advisories Z:ZIRL 9, 77
RINAHF)—DY) XM, PRNANAF)—DRWCVELEFENDLDICRY FT,
3.1.4.2. 7 RRA Y —dD73\ CVE OEINE

7 RNA 1) —D7 s CVE #AE A EWMIC T 5 ICIE. Show CVESs without Advisories 7 7' 3 > &R
HEEBRLET,

T RNAH)—DIRWCVEDA T aViETI7A4INTEMCR>TVWETH, T74IL M DOE 21—
TIEXT RINAH1) —D 7\ CVE B FERFICAHRY T,

= -1o)
RedHat DR & —Tl&, CVEICEETZT7 KRN H) —2H2HhEDMIERERL,

Insights for Red Hat Enterprise Linux TEEEXE. EX. BLUVEEZERCVEEZITANRTEK
TEBIEEBRLTVWET,

AR

15


https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html/assessing_and_monitoring_security_vulnerabilities_on_rhel_systems/vuln-cves_vulnerability-assess
https://access.redhat.com/security/updates/classification
https://access.redhat.com/product-life-cycles/update_policies
https://access.redhat.com/support/cases/#/case/list?query= orderBy lastModifiedDate desc&p=1&size=10&searchType=basic

Red Hat Insights 1-latest FedRAMP ICH#¥ L7 RHEL Y A7 ATOEF 21 Y 7 1 —feSHOFMmS L UER

® Red Hat Insights DERIEA D Vulnerability administrator 7 7 Z A% #F > TW %,

o PRNAAHFY—DYRMI, 7RRAHF)—DREWCVENEFTNTWS,

1. Red Hat Insights for RHEL ¥ v & 27 R— KM 5, Security > Vulnerability > CVEsIC#E) L %
ER

2. Moreoptions 743> (:)%% ') v L. Hide CVEs without Advisories ZER L £7,

3.1.4.3. 7 KNRXA H¥1) —D i\ CVE DERR

Show CVEs without Advisories - 7> 3 T, 7 RNNAH 1) =DV CVE B EIXEMICLE
T, 7 RNAH =D CVE #KRRT BICIE. Show CVEs without Advisories + 7Y a3 v A= B#fIC
TERENHY T,

Gl s

o HMBEBENLT7 RNNAHYY)—DIRWCVEDA TV avaBICLTWS,

FIR

1. Red Hat Insights for RHEL ¥ v & 27 R— KM 5, Security > Vulnerability > CVEsIC#E) L %
ER

2. 7409 —D ROy T B, Advisory HBIRL 7,
3. Filter by Advisory KO v 74 > H 5, NotAvailable #:#IRLET, 7 KNI HFU—DY R
M, ZRRAHYF)—DRVNWTARTD CVERRRIINET,

3.1.4.4. 7 RINAM YY) —DR\\ CVE DELEEZ T D AT LDEE
CVE OFHR—ICIE, BIRLZCVEDHEEZITDIITRTDVRATLD) AMDPRRIINET, ¥
ATLDYANET 4L )T LT, PRRAF—DRWCVE DHEEAZITDV AT LERKRRT
xE9,
IS 3as

o HMBEEBENLT7 RNNAHYY)—DIRWCVEDA T avaBICLTWS,

FIE
. CVEDREAZITDV AT ALARWERTZ=0I1IC. ZRAAHF)—DRWCVEABEELET,
T RINAHF)—DRWCVE #RFET 2 HEDFEMIE. 7 RKAXAHF)—DRWCVEDLH B>
ATLDEE] #H5RLTLLEIN,
2. BEL/CVEZZEIRL T, CVEDFMR—VICBILET, TD CVE D CVEFEHAR—IN
RRINFET, TOR=IICIE, TOCVEDHEEZITDIRTDYRATLN YA NINFE
£

a. CVE %3 &R % & X IC Filter by Advisory & & U Available # 7> 3 v A @A L 154
iE. IN5DT 1LY —H CVE DFHER—JICEHEBERAINE T,

b. €5 THRWEEIX., CVE DFHMR—VIIBFHTDEIIC, R=JVDEEIZHZ T 1LY —
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M5 Advisory % EIR L. Filter by Advisory % #IR L T. NotAvailable F = v 7Ry I R
Vv LET, PRATLDYVZAMDEHRIN, 7 RAAHFY —DWH5% CVE DFE
HERIFIDVATLREINRRINET, Advisory FlICIE, VA RADEY RTLIZDWT
Not Available & RRINF T,

33.F3Favi VAT LADHEMAERTIT DI, RRTBDVATLADEZAAZRLEYT, VAT A
DFMAR—IU BRI INZE T,
3145 AT LDFMICH I BT K4 1) —D i\ CVE DERR
VAT LDFEMAR—TICIE, BIRULEVRATALILRESRSZ22CVED) A MDRRIINET, CVE
DYVRAMNET4ILZ YT LT, PRANAHY—DRWCVE ZRRTEET,
Gl s
o HMBEEBENLT7 RNNAHYY)—DIRWCVEDA TV avaBEICLTWS,

FIR

1. Red Hat Insights for RHEL ¥ & 27 R— KA\ 5, Security > Vulnerability > Systems|C# & L
9, Vulnerability systems R—IYHRRINZE T,

2. VRAMDSOYRATALAIDABIRLET, TDOVATLADY AT LHMR—IDAREINET,
DR=INTIE, BIRULEVATALILHERBEZDZ2IRTOCVEN Y A RMNKRRINET,

3. R=YLEDT 1LY —H5 Advisory ZERL F 7,

4. Filter by Advisory %#3Z3R L. NotAvailable Fxv Ry I R%&AICLET, CVEDY R K
NEHFIN, 7R H)—DRWCVE DADNRRINE T, Advisory T, VA MNHDE
CVE IZD\WT Not Available E RRINF T,

5 #7>av:CVE DM ARTT BIIE. RRTS CVEDCVEID %8R L 9, CVE DFFHM
R=IPNPKRRINET,

32XV T4—IL—ILDY)RJICBBINTWEVATLYANDT 1)1
sy

CVEYRKRETAILZ) VI L, REEARBEBRLEFTEZRTLALZIC, ERIOCVEZRRLT, &
Fa)T4—YRVICAINLVATLA)AMERFLT, TOYRAKMITANLNY—=2BRALEYS,

FIR

1. Security-rule CVE %#3#IR L7 5. Exposedsystems ) A NEFTTFAMAICRZO—ILLET,
DAKNIEEFNEVRTLITARTII, CVEREF YT —IL—LIZEMEINS, EF2
TA—=IL—ILDEBENEFNZDIITIEHY FHA, UTOT7 1L —%FRALT, £¥2Y
TA—I—ILEEDHDV AT LDHERRLET,

2. 754N —=T 409 —O ROy TH IV A N5 Securityrules 7 1 )L —%FEIRL &
-a—o

3. BAVHY—ROY TH¥ UV R MD Hassecurityrule Ry 2 RICFz v I ANE T,

4. Ex2) T4 —IL—ILICEFEDPEFET D CVEILHEINTWE VAT LERRLET,
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3.3.INSIGHTSFORRHEL V)L —F 7 4 JLY —

VAT AN T —-0— KDY IL— TR Vulnerability Y —EXDERE 7 4 ILY ) VT BHeE%EFA
T2E BHEDIVIN—FICFIBT 2EDY INMMTWIEY RTLREIFTERTITEET, IhHIE,
Satellite KA M JIL—T, F/ld Insights 7 S A TV RERETZ 7 A IVITBIMINAHRY LFITELY
SAP7—4/0O—R (X713 SAPID) 2EFLTWB Y AT LAREZLONET,

TJIV—T7 4% 1)V JIE, Insights for Red Hat Enterprise Linux 7 ) r—> 3 Y £&DR—T EE)
ICH2 74N —FER KRy 7 Z%EAL T, Insights for Red Hat Enterprise Linux T4 0—/N)LIZERE
TEEYT, Y—EXPR=—IHPEb>TH., VI—TORIRBEBIFHFINE T, £7L2L. HEIE X
F X' E 4 Insights for Red Hat Enterprise Linux # —E XN TERY 9,

TJIW—TD7 1% > JI&, Vulnerability ¥ v ¥ 2 78— K & Vulnerability t—EX® CVE $ L V'
ATL)ANTHELET,

REOQOYITEBLIVCIRTLIN—T DI avTlE, FIV—T9T5%, hRI LY TDHEEICDW
THEBLET,
33LTINW—TRDH¥ v aiR—R, CVE. BLUVYRFLYVAMNDTZ4IILI) VT

UTOFIEICHE> T, ZIb— 7B Vulnerability Y —EZD CVE BLUPY AT LD R M &Y A H
i’a—o

FIR

1. Red Hat Hybrid Cloud Console IC#& L. OJ14 > LE T,
2. Red Hat Insights for Red Hat Enterprise Linux 7 U 4 —> 3 VR X 7,

3. Insights 7Y —2a>rDR—IDLEEICH S Filterresults Ry J AOFRE%EZ 7Y v oL
7,

4. SRATFLDT AV )V TIERTZTIL—TEBIRLF T,
MEREFLIER27O0—-ILLT, FIETELAY V7ERRLET, FIETERY TDL) R b &R
TBICIE. VAMNOTFERETR2O—J)LL. Viewmore =2 w4 L9,

FE:
a. SAP7—/ O0—R&EZIRLZET,
b. EDSAPID TY AT LA ZERLET,
c. Satellite RA ML IV aVaEBIRLET,
d ARG LTIN—TITTHRNINDVATLERIRLET,
BRI LY TDERAEIZ. ZXED ThRAYLDIYRATLY THF) 2BBLTLKES

(AN

5 H—EXRIIBEIL. BIRLAVIL—TICFAIBT 2V AT LAFLIECVEDHERTLET,

34 CVEDEIRAY AV DESR

Vulnerability + —EXTld, CVEDEY X R XY %, High, Medium. Low. 7l Not Defined (T
TAIWMN)REDF TS a Vv TEETEET,
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CVEDYARNTIIEZECVEDEKREARLTWETHA, EVRRANVRV%EYHTZIET, ABICS
ZDAREMOHZHEICEDVWTCVEERS VY IMIFTEZF T, ThitkY, KIBEELBRETY RV %
MERMICEEL, EHLOERREAWNETTET,

T2 MTIE, HFEDCVEDETY XY R 7 14—)U Ki& Not Defined ICEREINE T, EVRR
) 29 %F&E L7 5. CVE 17D Security > Vulnerability > CVEs —BICRRINE T,

CVEID Publish d ate Severity CV55 base score Systems exposed Businessrisk  } Status

CVE-2020-T00 20 Apr 2020 O Important 75 260 Medium Resclved

e, BCVEDFMA—RICEYRRY RIDNRRIINET, ThICE. LYSZDBERIRTRS
N, BEBEZZIDVATLN) A MNKRREINET,

Vulnerabiity * CVEs » CVE-2020-11008

CVE-2020-11008

Businessrisk Status
Medium Ak Resched

341L.B—DCVEDES RZRYRIDETE
B—DCVEILEYRRAY RV EHRETDICIK. UTOFIEEAERBLET,

yz o-1o)
CVEDEYVRAYRVIX, FEAZIFZIRTOYRATALTHEHULIZAY FT,

1. MEITG U T Security > Vulnerability > CVEs R—JICHEIL, A1V LET,

2. EVRRAV RV %R EITSHCVEZRHELE Y,

3. CVE 7D ARIC#H % more-actions 74 IV (EE Ky M) 2% 1) v - L. Editbusiness risk
HOUw o LET,

> =] CVE-2020-5260 14 Apr 2020 U Important 75 3 Not defined Not reviewed II'

Edit business risk

> (=] CVE-2020-2754 13 Apr 2020 U Low 37 2 Not defined Nc "
Edit status

4. EVRRAY RV DIEZEBDRLNIVICKRE L. BEISSLCTY R VMDA ZEML £,

ul

.Save &A1 Yw U LET,

342. EHMDCVEDETY X RAY AU DERE

LT OFIEICRV, BIRT2EMDOCVEICALEYRRY RV ERELET.
1. Security > Vulnerability > CVEs (L& L. HEICHLTOVA Y LET,
2. EVRRV RV EBRETDCVEDRY VRICF v I EANET,

3EVRRAVRAVERET BHICIE. UTOFIEZEITLET,
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a. Y—JL/N—TFilter FOwY ¥ U A =2 —DHMIZH % more-actions (3 DDEE K v
M %21 w2 L. Editbusinessriskx=2 1) v L%9,
b. BHIREYRRA) RV EZFZEL. BEICHLUTY RIFHMDERZEML XY,
c. Save=V ) v/ LET,

3.5.VULNERABILITY H—EZX QNS5 D X7 L DR

Vulnerability Y —EX%#FEHET 2. BEDVRATLERBUEITHSBRATEIENTEET, KRH
T5IET, MMBOEEELREERDRWVWS AT ATHBEAZKS., BRI IEHEEFNEZEBTEE
-a_o

e & ZIE. QA. Dev. B & U Production E WD H—R—DAFT) —2HY., QA —/—DfEsME
EHERT MBI WESIE, Vulnerability Y —EXDDARENS INSDY AT LAERATEZE
-a_o

MESBMEDMD LY AT LERNT B E. Insights VAT Y MIVRATLLEDRZ Y 2 —LICS>TE
DEFEITINFEITH. Y RTLDERIE Vulnerability T —ERICIERRIINFEFHA, 75147V D
TDFEEHRBINDZ DT, 1D Red Hat Insights for Red Hat Enterprise Linux Y —E X TRHERT—%

7y TO—RTEZET, /o, 749 —%FAHALTINSDY AT LADERAERTHIEHTE
i_a_o

IR L7z RHEL ¥ R 7 A %Vulnerability Y —EZ DDA SBRHA T ZIC1E. UTOFIEEERITLET,

FIg
1. Security > Vulnerability > Systems # ZICBE# L., BB LCTCOYA Y LET,
2. fEEMUEDTHSBRATEELRATLDRY VRILF Ty IV EANET,

3. VATLDY) A NDLEEDY —IL/IN—IZdH D more-actions 7A AV A7) v L. EHEHES
OSSR TLORBRHN ABIRLET,

|g Iselected - Filtar by narm Q = H

Exclude system from wvulnerability analysis

Name Show systems excluded frem vulnerakility anahysis

|ﬁ1 RHIQE.MNal85ch-fa35-494a-96be-421982a34570 test
|ﬁ1 RHIQE.61f5dcef-aech-4292 -a3fa-eh2Gee528ech test
|;1 RHIQE. 7455088e-82a0-4cle-abbh6-09e578f28f3b test

4. FET. Y AT LDIT D more-actions 7AAVAEI ) vy L. USRIV AT LDE
HABIRLT, B— DY RATLEBRHATEZT,

|_| RHIQE.41a185cb-fa35-494a-96be-4e1982a3457 0 test 59 Thours age H

Exclude system from analysis
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3.6. LEIICRA L= RTF LADRT
BNICBA L2V R T LAERTRT BICIE. LTOFIEAETLET,

Fa
1. Security > Vulnerability > Systems 4 ZIC#B#H L. BB LCTOZ1 Y LET,

2. VRATLD) A RNDEEICH B —IL/X—IZ%H % more-actions 74 A%V 1) v - L. Show
systems excluded from analysis ZZER L £ 7,

3. MEBHUEITHOSBRAINLY AT LEZSRLTLLEIVL, Ihid. Applicable CVEs 17D
Excluded DETHRIITE £,

3.7. VAT LD ES T DERH
AT LDOREESTEERT SICIE. UTOFIEEZZETLET,

Fa
1. Security > Vulnerability > Systems 4 ZIC#B#H L. BEBEICSLCTOZI Y LET,

2. VRATLD)ZANDLEEICH B —IL/N—IZ%H % more-actions 74 A%V 1) v - L. Show
systems excluded from analysis ZZER L £ 7,

3ERDIVANT, BUEDHZBERTE2EVATLADRY VRAICF v I ANET,

4. TDROT7 I3y 74V EHBEY ) v o L. Resume analysis for system%#R L £ 7,

38.CVERT—H R

VATALILHEREZ D CVEABIEBTEAEE LTI, CVEDRT—YRAERET DI ENETSS
NFE 9, Vulnerability t—EZX&2FHET2E, ULTFOHETCCVEDRT—Y AERETEET,

o £YURTALICCVEDRT—HRERELFT,

e REDCVE+IRTLARF DRAT—YRAEHRELET,
AT—YAERBRHBREINTEY. UTOFTYavrgznid,

® Notreviewed (77 #JL M)

® [n-review

® On-hold

® Scheduled for patch

® Resolved

® No action - risk accepted

® Resolved via mitigation

CVEDRAT—HRAEERETDE., SATHAVIICLBIBEED TN, [BFEORHBENSERTLTICHEEY
BRICRYET, AT—YRA2EHEITDE. BlIE. SA 71 7ILADEDR D TEREDRLEW
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CVENTFETDIDON, FLEVRRADZ—XIEHLETCHRILEELRBEAONNICESEEDLEINE
NHBKRICONT, FYMRMICERTEZFd, CVEDRAT—4 RI&, Vulnerability ¥ —EX B LT
BRID CVEE 2 —DE CVE T—TIVICKRERINZE T,

38LHEAZITBERLEVATLDCVE DRT—4H REEE

DLTOFIEAZTTLTCVEDRT—4YR%AREL, HEBEZITEZIXRTDVATLTEDRAT—H R
MNCVEIEAINELDICLET,

FIg
1. Security > Vulnerability >CVEs 4 7ICBE L. HEICKHLCTOVA Y LET,

2. CVE 7D AAIIC3H % more-actions 74 A% 2 ) v - L. Editstatus 5 Z8RL X7,

3. WUYIARRT—H ZA&EZBIRL, BEIT U T, Justification TF X MR Y 7 ZITREDI Y JA A
EABDLET,

4. BRDY AT LIZID CVEILREINZRAT—YADHY., IhERETIHEE. EBRD>
ATLRAT—HRAHLEEBEEXLEWICTF v I 52 ANT T, TITRWEAIK, Fzv IRy Y
ADFzvIEH LT, TORT—HR%E, HEEZIIBZIXRTOIVATLICERLET,

5. Save 27w LET,

382.CVEBLUVYVRTLARTDAT—4H ADETE

CVEEVRTLDRTDAT—HRAEERET 52T, LTOFEEZETLEY,

Fa
1. Security > Vulnerability > Systems ¥ 7IC#& L., BEIIHLCTOT1I Y LET,

2. YRATLAEEEL., YVATLZRE Yy LTCHREET,
3. UAMDSCVE%ZEIRL, CVEID DREICHBF TV IRY IV RICF Y I AFITET,

4. Y —)L/N\—HN®D more-option 74 A% v L. Editstatus Z#:#IRL £,

|g Iselected T CVE - wearch |D ption Q @ Remediate B H

Edit status
CVEID Publishdate |} Severity CV55 base score A

Expand allCVEs

¥ |g @::"»’E—:::C—'C?'E 29 July 2020 Meoderate 82 RHSA-2020-32T7
5 Ry F7vTHhH—KT, WFD792avaEERITLET,
a. OVEBLUVVRTLARTDAT—HAEHRELET,
Pz -
Useoverall CVEstatus Ry J RICF v IN—V % ANDE, RTDA

T—HRERETDHIEETEIEA,

b. REICHLT, AT—FAREDRMNZAALFT,
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%533 VULNERABILITY-SERVICE D Ri%

c. Savez=/V Yv o LZEY,

6. JANTCVEZRDIF. RAT—FADNREINTWSI L&A LET,

3.9.RFERY U ADFEH
Vulnerability 4t —E 2 DR ZRE#EE L. RAFDR—IY DIV TFAMTHEL T,

e CVER—Y, MERERY IV RIF. CVEYVRNDEERICHDY—IL/N—ICHYFET, CVE 714l
H—HMEEREINTWBIHGEIL CVEID &RBBZH®RELE T,

T CVE *  SearchID pticn Q

e SystemspagefRFTERY VT RIE. YA NDEBRICH DY —ILR—IZHYET, YVATLEZF
T UUID 2% LT T,

Filk W MAT o]

310.CVEJ R rT—H DY —F

Vulnerability ¥ —E XD Y — bEEIF, RARR—TJDAVTHFRAMILYERY FT,

FIE
1. CVEs ¥ 7 Tl UTFDINCY —hE2BRTE I,
e CVEID
® Publish date
® Severity
® CVSS base score
® Systems exposed
® Business risk
® Status
2. System#% 7 T, UFOOASLEY—KTEET,
® Name
® Applicable CVEs

® | astseen

3. Systems ¥ T TYRTLEERT D&, YVRATLEBEDCVEDY AT, UTFOY—~AZ

YavEMATEEY,

e CVEID

23



Red Hat Insights 1-latest FedRAMP IC##L L7z RHEL Y AT ATHEF 1Y 7 1 —aBH0FEMs L U548

® Publish date

® |mpact

® CVSS base score
® Business risk

® Status
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Red Hat Insights for Red Hat Enterprise Linux 24 3 &, EBEF I VI —F¥ T & FRALT. 1V
RY M) —AHDYRTLPELZDY—ERTYRTLDYTIV—T%2T74IY—TZXET, JIL—TI&,
Insights for Red Hat Enterprise Linux ND Y 27 L7 —4 DEYIAAFEICEL > THININE T,
Insights for RHEL Z {945 &, SAPT7—2 00— RZETLTWE Y RXT A, Satellite KA M T IL—
7. Microsoft SQL Server 7—2 00— K, 8L WIL— TV REEAFRH DOV AT LEBEN VAT LT
Insights 7 54 7> NaRET DLOICERBLIZARI LY TILE 2T, YRATLDIIN—T%T 1)L
F)ITTEET,

pa 3!

202 FHBEDEET, ARV NY)—, PRANAY— AVTSAT VR, BEEMHE.
NyF, RYT M, BLORYVS—T, JIV—TEXTICELB T4 v THERIC
RYFET, TOMBOF—ERIFZELIOHEZET,

BF

T ERAMICT MDY —EREEERY, AV TSATVRY—ERIE, av T
FGATVAY—ERUIDYVATLADY)AMNRNICY THFZRELE T, FMIE. ROotEs
2ay AVTSATIVRAY—ERDITIWN—T74NId—E5T 74005 — BB LTL
X,

JA—NILIR 24NV —FER Ry AEFREL T, SAP 77— 0— K, Satellite KA NFIL—TF, MS
SQL Server 7—2 00— R, &7/l Insights 7 A 7Y REETZ 7 A IVICEBIMINIZARY LH T T
T4 —NEBLET,

HIiR S

Red Hat Insights for Red Hat Enterprise Linux D% J{F 7 #eEA AT 5 I1C1&. UTORHREHE B L O
FUEBLLTWBRELNDHY T,

® RedHatlInsights 7 24 7Y MK AT LICA VA M—=ILEINTWS,
o HRYLYTEEMLIZY. letc/insights-client/tags.yaml 7 7 1 JLEZE L 72Y § BT,
I— MER., FIZAFEDOERIBETT,

AN AV TSZATVAY—ERDTIN—TELCY T 715 —
AVTSATVAY—EREFATZE. 21— —E AVTSATVRT—IERET DV AT AIC
BTBLCTIN—TT7 1 VY —%BAHATEET, /<7 L. Filterbystatus KOy 74UV AFEALT
BRETDIEIETEZE A, Insights for Red Hat Enterprise Linux 7 7Y 4 —> 3 v OfDIFEA ED
H—ERER@ERY, AVTSAT VAT —EREF. ROFHETTOIYRTLDT—YDHERRL F
-a—o

o VRATFTALIE, AVISIATVARAY—ERDEFa )71 —RYI—ICEAEMIFORTVET,

o ¥ R F AL, insights-client --compliance A~ > KAFERAL T, IV FSAT7VRT—9 %A1
YHAMIBRELTWVWET,

INLDEHEDESH, AV TSAT VYA —E2Q021—H—F, AV TSATFTUVAH—EIAUIDI R
FLDYVRAMNDEILHZTSAT)—T4 NV —EhVIF) T4 —%FRALT, 977415 —
ETN—=T 74N —%5RETEIHEIFHYZET,

AVTSGATVAY—ERDIRATANVAMEDY TELTCIN—TT714 15—
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Filter by status -

Compliance systems

o The list of systems in this view is different than those that appear in the Inventory. Only systems currently associated with or reporting against compliance policies are displayed.

O Oselected~ Y Tags w  Filter by tags - ~ 1-120f12 «

42.SAP 77— H0—R

2025 FIC Linux & SAPERP 7—2 O0— RDWEAAR L —T 4 VTV AT LIRS 7<%, RedHat
Enterprise Linux & & T Red Hat Insights for Red Hat Enterprise Linux T, Insights for RHEL %' SAP
BEEEIGEINIZEEY - ERBLIICMYBATVETY,

Z DIFARER Y A D—E & LT, Insights for Red Hat Enterprise Linux I, BEBEICLDHRAI T
A X%REEHETIC, SAPT7—70—REERITLTWEYRTAICSAPID (SID) IC& > TEHEIIZY
JHEMITET, 1—H—IE. FO—/NILFilterbytags KOy 74U X Za—%FEHAL T, Insights
for Red Hat Enterprise Linux 7 7)o —> a & TIhoD 77—/ 0— REBBICT 4 LY —EBT
XFEd,

4.3.SATELLITE/RRA N IL—T

Satellite 7R 2 b 7' )L — 7|& Satellite TERE X M. Insights for Red Hat Enterprise Linux T B 81#IC 535
IhEFd,

4.4, MICROSOFT SQL SERVER D7 —/7 00— R

YTICEBTO0—1I 7 1049 — BEE% A L T. Red Hat Insights for Red Hat Enterprise Linux 1 —
H'—(%. Microsoft SQL Server 7—7 00— RK&ERTLTWE Y RTLDTIN—THRBIRTEET,

2019 £ 5 B. Red Hat Insights ¥ — A&, Red Hat Enterprise Linux (RHEL) TE{TINTW3
Microsoft SQL Server [A(F D RHEL #ZEZEIHDH L W—&ED Insights ZBAL F L7z, IhbDIL—Ib
&, ARL—FT 4 VTV RTLLRIVDERED Microsoft $ & U Red Hat 55 XEL I N/ #EREIFI(IC
EMLTWAWI EZBEBEFICEELEY,

INSDIL—ILDFEIRIE. T—FIR—RBATIFRL, FIXARV—FTA VI RTLEDHT DL
T L7, Insights for Red Hat Enterprise Linux 3 & U' RHEL 8.5 ®&#1") J — X Tl&. Microsoft SQL
Assessment API BB A XN TWE T, SQL Assessment APl I£. MS SQL Server DF —49 R—RAZRED
RANTS 9T 4 R ETATZ2A NI LERFELE T, APIIZIE. Microsoft SQL Server F— A DR
KFTDIRANTSI9T4 A= EETIL—ILEY FBMFEBLTVWEY, TDIL—ILEy MEIFLW
N=Ta3rDY)—ATHRINTVWETH, APIHIEEICHRY YA XARETHARARERY ) 21—
avERBISZIEEZENE LTEBRERINTSY., 21— —R@F 774V DI —ILEZRFARLTHRED
W=V EERTEZXT,

SQL Assessment API I& PowerShell for Linux (Microsoft 55 AFAgE) THR— M I TH Y,
Microsoft I&. APl ZMUH L TZDHER%E JSSONFERD 7 7M1 ILE L TRETZLDIFERTES
PowerShell 24 1) 7 M %#B% L £ L7z, RHEL 85 Tl&. Insights 754 7> AT D JSON 7 71 )L
7w 7O—NKL. 2% Insights for Red Hat Enterprise Linux Ul ICHh DY P T WEXTRRIT S LD
ISV F L7,

Insights for Red Hat Enterprise Linux T® SQL Server I DEEHMIC DLW Tk, Red Hat Insights T#I
TEDEIICMR>72SQAL Server T—IR—ZADRANT S 9574 Z BB LTLIEIN,
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4.4.1.SQL Server SEMDEE

Red Hat Insights IC1EHR % 1R F % &£ 5 IC Microsoft SQL Assessment APl 2% E T B ICIk, T—9 R—
AEBEIUTOFIEEZRITT2HELHY FT,

FIR

1. e 2T —49R—RAT, SQLERE%MER L T SQL Server {EHADO T A ~ #4EK L £ T,
JRD Transact-SQL I&, OJ A v %=EHK L £9, <*PASSWORD*> A58 /R /X AT — RIZE X
BZET,

USE [master]

GO

CREATE LOGIN [assessmentLogin] with PASSWORD= N'<*PASSWORD*>’
ALTER SERVER ROLE [sysadmin] ADD MEMBER [assessmentLogin]

GO

2. VAT ALIICATA VT BI-ODRIMBERERDELDICRELE T, I TH <PASSWORD*>
ATy 1 TERLERRAT—RICBEEH®Z T,

# echo "assessmentLogin" > /var/opt/mssql/secrets/assessment
# echo "<*PASSWORD*>" >> /var/opt/mssql/secrets/assessment

3. mssql A—HF—DHMNERBERICT IV EZRATEZELIICLT, FHiY — L THERAIN 2 EKIE
WeRELIY,

# chmod 0600 /var/opt/mssql/secrets/assessment
# chown mssql:mssql /var/opt/mssql/secrets/assessment

4. microsoft-tools YR M) —H5 PowerShell 24 >vO— KL FEFd, Zhid. SQL Server A
VA RM=ILD—ERE L T mssql-tools & & U mssqglodbc17 /Xy 5 —2 %4 VA =)L L&
XIKRELEZEDERBLYRY NY =TT,

I # yum -y install powershell

5. PowerShell H®D SQLServer EVa—J)LAA VA N—=]LLET, TOET 2—JLICIE, 55 API
rEaFEFhTunEd,

I # su mssql -¢ "/usr/bin/pwsh -Command Install-Module SqlServer"

6. Microsoft MY > FJL GitHub ') 7R ) —H 5 runassessment A2 T h &4 vO—RLZE
T, mssql ICE>TRIBEIN, ETHRETHIIEZERLTLEIL,

# /bin/curl -LJO -o /opt/mssql/bin/runassessment.ps1
https://raw.githubusercontent.com/microsoft/sql-server-samples/master/samples/manage/sql-
assessment-api/RHEL/runassessment.ps1

# chown mssql:mssql /opt/mssql/bin/runassessment.ps1

# chmod 0700 /opt/mssql/bin/runassessment.ps1

7. Red HatInsights MEA T2 077 74 IVEREFTZ2T4 LI MN)—%ERLET, RYRLE
ITH, mssql ICL>TRAIN, EITAIRETHD I 2R LTI,
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# mkdir /var/opt/mssql/log/assessments/
# chown mssql:mssql /var/opt/mssql/log/assessments/
# chmod 0700 /var/opt/mssql/log/assessments/

8. mWDIMAEEKRTEDELDITARY FLAED, mssq I—H—E L TLYRLRIT cron £21d
systemd &1 L TGO %E BEMICEITTE S LD IC, 12— —mssql & LTHERKL
TLEIW,

I # su mssql -¢ "pwsh -File /opt/mssql/bin/runassessment.ps1”

9. Insights for Red Hat Enterprise Linux (&, JREIDRTHRICFHE A BEINICEOH X T, i, R
DAY RZRTLTnsights VA7V MR T2IEHTEET,

I # insights-client

4.411. 9 4 ¥ —TO SQL D& E

SQL Server OFHIXFE T T2 XTI 10 DU ENDZIHENH D0, THMETO LR 2EHBEEHNICE
TEBZENEBICHGE>TVWBRIFBEEZED TRVWEEDNHY ET, ThoZBENICETLEVWES
l¥. RedHatSQL Server X a2 =7 1 —HFMlY — /L THERT % systemd Y —EREFYSIT—T 74
WERERLTWET,

Fa

1. Red Hat public SQL Server Community of Practice GitHub %4 b DNSRODT7 74 ILEFT DY
a— I\\\ L/ i -a—o

® mssql-runassessment.service
® mssql-runassessment.timer

2. MADT7 74V ET 1LY b — Jetc/systemd/system/ (T4 VA =)L L ZE T,

# cp mssql-runassessment.service /etc/systemd/system/
# cp mssql-runassessment.timer /etc/systemd/system/
# chmod 644 /etc/systemd/system/

3. RODAYY RTHAT—%FAMILET,

I # systemctl enable --now mssql-runassessment.timer

45. VAT LY TRHTDHAREY L

VATLICARYLITIN—EV TS THITEERLT, BAMNOYRATAICAYTHFRAMNY—A—%E
L7 Y. Insights for Red Hat Enterprise Linux 7 7)) 5r—>a > CIhoDY TRICT7 4 ILE ) v T
LY, SYBRICEAEY AT AILEREETLYTEIENTEET, JOMEEIER. MBI AT
EDYRATALANEEINTLWSIRIET. RedHat Enterprise Linux D Insights % XiEEICT FO41 A >
N BBAICHEHICEELIDY T,

BH D Insights for Red Hat Enterprise Linux ' —E R ICHR Y LY JTHBINT 2HEEEEICINA T, EF

A THEBMTEET, advisor H—ERIE, Tho5Dy A5 FRALT. LYEBLWLRILODEFY
TA—A5MBETEIVATLRE, SYFEBEIBERYRATALAICHER S ICHREEHEZIFKRKTETET,
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R

NRY LY TEERFZH»Y JHEKT 511, /etc/insights-client/tags.yaml 7 7 1 JL
WBMELIIERET 570D root ¥R, F/2RE TN EBAFOERIBETT,

45.1. % JHEiE

% J7'1%. namespace/key=value DR 7 DIEEEFEAL £,
o ZEIZM, ZAIEMEIE. 1 YT A MRS > N TH S insights-client DEFITHY ., TET 3
ZEIFTEFEHA, tags.yaml 7 7 1 JLIFZRIZEFE D SHRIEI N, 7 v 70— REIIC Insights
DSATY ML THEAINET,

o F—, F—lF, YV -DNERLAF—FLEVRATLODERZFHFDXF—ICTHIENTEZX
¥, AXF. XF, BF, i85, L0 ZEAXFOHAEDLEZHATEXT,

o B, MEDERXFIEZEZELITT. AXF. XF. #HF. £5. B5LUZEAXFOHEIE
DEEFERATEEY,

y 13!
4
A advisor Y —EZ(ZIE, RedHat B’ R— NI 2 ERFEH»Y IDNEFEFNTVET,

4.5.2. tags.yaml 7 7 1 ILDEK & AR Y LTI — T DB

insights-client --group=<name-you-choose> % {#fH L T% 7 {Em L. /etc/insights-client/tags.yaml
ICBMLET, chid. UTERTLET,

e etc/insights-client/tags.yaml 7 7 1 L& {ER L £,
e group= ¥ —3& &£ U' <name-you-choose> D&% tags.yaml [TEML £ T,

o I T LN Insights for Red Hat Enterprise Linux 7 7U o —> a VICHRT7—hA 75T v
TO—RT2IET. RFOEREEEILFLVWIIDNT CICLRRINE T,

WNEITN—TF 9 T%ER LIS, BEICR U T lete/insights-client/tags.yaml 7 7 1 L& fRE L. ¥
JBMLET,

RDOFE|EIL, /etc/insights-client/tags.yaml 7 7 1 JLEMNER VIV — T A ER L. ZDH ' Insights for
Red Hat Enterprise Linux 1 XY M) —ICHFERET B I 2R T 2AE2RLTVWET,

T — T OFRERFIR
1. —-group= DRICHRY LTI —TEZ%ZBML T, root TLATFOIYY FEEFTLET,

I [root@server ~J# insights-client --group=<name-you-choose>

tags.yaml FTER D fI
RD tags.yaml 7 7 1 ILDFIE, FHLWITI—FITEBMINZT7 74 IIVEREBMDY TDOHI% R LT
\I\i-a—o

# tags

group: eastern-sap
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name: Jane Example

contact: jexample@corporate.com
Zone: eastern time zone

Location:

- gray_rack

- basement

Application: SAP

HRY LTN—THERI - &L 2 MRS 5F IR
1. WEITIS LT Red Hat Insights > RHEL > Inventory ICBEL. OY4 Y LE T,
2. Filterresults KOY 74O X =Za—%91) v LZET,
3VANERIO—ILT 2D, REBELFERALTYVERDITET,
4. 7% 0w I LTT4ILI—NEBETVWET,

5. YRATLD, PRIRAF =V RFTL)AMDERICEEFNTWVWE I E2HRALET,

SRATALADI TRHIFEINRTWS I L %2R T 5FE
1. WHEITR U T Red Hat Insights > RHEL > Inventory IC#&L, OJ4 v LZ 9,

2. Name 74 I8 —%T 0 T4 7L, YRATLDPRRINZETYRTLAEZEAALTHHE

3VRATLBDREICY T VRN T LAY, BRAINSY JTOERSE ERTHFIRT
I3 EzHRALET,

453. 9 JDEMELITER%EITD 2HD tags.yaml DiRE

TIW—=TT7 49 —%ER LIS, BHEILG LT lete/insights-client/tags.yaml DAB % REL T, ¥
TOEMELIEEZITVET,

FIR

LAYV RIAVT, WET2ITRET 7AIVEREET,
[root@server ~J# vi /etc/insights-client/tags.yaml

2. REICBLTIAVTUYERET 2D, BMEZEMLET. UTOHIE. ¥ RTLICEHRD
5 J%BINT 2D tags.yaml DEEAEEZRLTWVWET,

# tags

group: eastern-sap
location: Boston
description:

- RHELS8

- SAP

key 4: value
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R

B D key=value N7 ZEBML XY, AXF. XF. BF. i&L£5. BLUZE
HXFOMAEHLEZFERALITT,

3 EFEFFELTCITA9—%2HLET,

4. F 7> 3> T, RedHatEnterprise Linux @ Insights ~D7 v 7O— R&Z4£EK L F T,

I # insights-client

45.4. EEFHDY AT LY U %EMH L7z Red Hat Insights advisor ¥ —E X D#ERE
HOBEEEF1 )71 —0DHELE

Red Hat Insights advisor ' —EXDHREIRIE, I RXRTOYRTLZRAFICHRWVWET, L. ¥R T
LIZE ST BOYRATFLLIYEFEVLRILOEF2) T4 —DPBERIFEY. BR2xYy NT—7
NI =X VALRNIVDBERZEDNHY E T, WA LY TZEBINT 2HEEICIMA T, RedHat
Insights for Red Hat Enterprise Linux I3 EZFH Y V2R L £9, advisor Y —ERIFZThEFEAL
T JYUFENBERAREMEDHZ YV AT LICHNER > HREBAERTEET,

ERFHAYITICE > TIRBEINZIERINAZEF ) T4 —RIEEBIEINARE S L IBEKEES £
ThAYVLTEHEBTSICIE. 97E5BETHIUENDHY FT, ZEE. advisor T —ERIE, FAEIN
FERELRNILE, YATALAIGERINE XY ND)—O R —T UV RAREICE DV THREEIE A2
L/i-a_o

5 J%FRET BITIE, letc/insights-clienttags.yaml 7 7 1 LA FHL T, 1 YRV M) —H—ERT
VAT LI Tt T2 BEERAKRDAET, EREFAY T EFERALTIRATLILY T2 MHITET, &
BEEZHYTIE. DRI LY TOERICERINZDERE L key=value B:&E A2 FHA L THREINZE T,
Red Hat DEFEFH Y J DFMAERDORICRLET,

KANYER— PP I TVWBEREZEHIITDY R b
*— {& ba i

security normal (7 # )L ) / strict default ZEfM 9 % &, advisor
Y—ERE. YRATFLDYRI TS
O7 74 )%, RHEL D&HF/\—
TVavnTI I MNRES LU
BIFERAINBERNNY -5
BHINKR—R54 vV EHEL
F9, hICLY, HESHEDOE
mAH-o-THEY, 7o avage
T, BEROLTIENTEE
¥, strict lE=FERT 3 &,
advisor Y —ERlEtF2 1)
TA—DEEBRVATLTHDE
RAaL. REDHEEIRTLYE
BIRR—AS4 UHMFERAINE L
JICRY, FLWHHOD RHEL 1
VAR TEHERRENRRS
naagEELrHY £,
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*— {& ba i
network_performance null (7 #JL 1) /latency / FYNT—=ORT =T VRAEBE
throughput (EVXRBHIKCILATY

V—FEAN—Ty Mk v
AT LI T B advisor —E R
DWREFOEKREICHELZE
ER

pa )

EEFAITDF—ZREFHINTVWET, EBFADELIIELRDIBEEROF—
security Z 9§ TICERAL TW2IHE, HESIRICEFIMASNhIEA. BIFD
key=value "WIT NI DEZEFADF— LB LHEICOH. HEFHICEENSMA LN
9., /=& 21X, key=value 1 security: high D354, Red Hat DEZERFH Y 7 HRE
T, HRFHIZEINITHEA. key=value R 7 ' security: strict TH 2i551E. ¥R
TLAOWREREHICEEN M MAONET,

BaEEIR
o VAFTLYJEMALT, IRtEFa) T4 —BILOHREEEZBMICT S
o 4% EMA L T Red Hat Insights Advisor D#EMEEDIRIZERFH 2R LI 2

o VATLYTRIDARY A

455 . EFHFHY TDHRE
Red Hat Insights for Red Hat Enterprise Linux advisor t —EZDEHFRFAY V5 FHT 2 &, VAT A

DRRIROMEZRHE L, HERINAtEF 1) T4 —RIEERIEINAREE L VEEEELZEZZ
ENTEFTY, UTOFIRICHK>T. FRIEEINLY T ZRETEET,

AR
o VAT LADroot LRIVDT IV EADH S,
® Insights 7 A7V MDAV RAM—ILINTW3,
® Insights 7 54 7Y NRICVRATLDNEHINTWS,

o Y TICtags.yaml 7 7 1 L E/ERR L TW3, tagsyaml 7 7 4 ILDVER & R Y LTI —TD
EMZzSRBLTIEIVN,

FIR

LAY RSIAVERBDIT 19 —% AL T, /etc/insights-client/tags.yaml ZF X £ 7,
CROBITIE Vim ZFEALTVWET, )

I [root@server ~J# vi /etc/insights-client/tags.yaml

2. letc/insights-client/tags.yaml 7 7 1 L Z#R&%E L T, ¥ T DEREZHD key=value R 7 Z &N
L9, DAl security: strict & & U network_performance: latency ¥ 7' %3BiIN9 %75
EERLTVWET,
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https://www.redhat.com/en/blog/using-system-tags-enable-extended-security-hardening-recommendations
https://access.redhat.com/articles/6981482
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html-single/assessing_rhel_configuration_issues_using_the_red_hat_insights_advisor_service/index#con-insights-tagging-custom-system-tagging_insights-tagging
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html-single/assessing_rhel_configuration_issues_using_the_red_hat_insights_advisor_service/index#proc-insights-client-creating-custom-group-tags-yaml-file_insights-tagging
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# cat /etc/insights-client/tags.yaml
group: redhat

location: Brisbane/Australia
description:

- RHEL8

- SAP

security: strict
network_performance: latency

3 EEEFREFELET,
4. IT14 89— TLFET,
5. 7 3 :Insights-client 1% > K %347 L T. Red Hat Insights for Red Hat Enterprise

Linux ~ND7 v 7O— R&EERT DD, RORXT Y 1—)L I N Red Hat Insights 7 v 7O— K
FTHBET,

I [root@server ~J# insights-client

ERAHY IHREEREICH D Z & DHERR
Red Hat Insights ~ND 7 v 7O— K& £ L7k (F721E. XD Insights 7Y 7O—RKOR TV a—I)L %
> 72%). RedHatInsights > RHEL > Inventory IC7 27 2A LT, # VDEREREICHIHDEI A&
BMRTEEY, YATLERDIFIT. HLIERINALYTERLET., RO EETTRIRRTIN
i-a_c

o ARl

e fB

o 57— (fl: insights-client),

RDAA—=TNE, Z TR LIRICA ARV N —ICRERINDZABTDHZRLTVWET,

Q 1-60f6 ~
Name Value Tag source
group redhat insights-client
location Brisbane/Australia insights-client
security strict insights-client
description RHEL8 insights-client
description SAP insights-client
network_performance latency insights-client
1-60f6 ~ 1 of 1

EBEAEHEY T @A L - OHREFEHDH

RDBETIE, advisor % —E 2 |d network_performance: latency ¥ /W' S EI NP AT L%ERLT
WET,
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https://console.redhat.com/insights/inventory

Red Hat Insights 1-latest FedRAMP IC##L L7z RHEL Y AT ATHEF 1Y 7 1 —aBH0FEMs L U548

Recommendations Pathways ®

> Y Name - L Q &

Systemsimpacted 1ormore X Status Enabled X Name NICson Azure VMs % Reset filters

Different
“Total Risk”
Name Meodified Category Totalrisk | risk of change Syste...
> NICs on Azure VMs encounter high network latency 24 days ago 4 Performance # Important Moderate 1
issue due to a known issue in the NETVSC driver
> NICs on Azure VMs encounter network performance 2 years ago 4 Performance = Moderate Moderate 1

issue due to a known issue in the NETVSC driver

1-20f2 ~

Remediation

@ Playbook

@ Playbook

AT LIFE IRV (BEICHR) ’EVWHEREEIRZXRRL £79, network_performance: latency %
TDRWS AT LDIZA, ) AV EHREICOBRINE T, BURIDBIICEDIVWT, YRATLD

BEIBAMITICET DREEZTIIENTEIET,
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e Vulnerability Y —E X LR— FD4ERK
® Red Hat Insights for Red Hat Enterprise Linux K& a2 X > k

® Red Hat Insights for Red Hat Enterprise Linux & @t R— h R—
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https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest/html/generating_vulnerability_service_reports/index
https://access.redhat.com/documentation/ja-jp/red_hat_insights/1-latest
https://access.redhat.com/products/red-hat-insights/#whatsnew

Red Hat Insights 1-latest FedRAMP IC##L L7z RHEL Y AT ATHEF 1Y 7 1 —aBH0FEMs L U548

REDHAT RF¥a XY MADT 4 =K1y I (HEDH)

RedHat RF¥Fa XY MNIEETZ274—RKRNRNv O BFHELLEIV, WEEWEIEZITRRICHBTE
L&D, TEBRIFEHEMICTEHEALLETL,

Gl s
® RedHat h R4 ~v—R—=#%)LicOv14 > LTW3B,

FIR
74— RNy I %ZEETBICE. UTOFIEZERELI T,

1. Createlssue IC7 7 ALY,

2. Summary ¥R MRy U I, BREFIIHEEEIRICET 25BAEAANLET,

3. Description 7 Z MR v 7 2T, BB /2 ISBEEILRD CELEICET 25MA AN LE T,
4. Reporter 7T¥ A MRy 7 RIL, BEHDSEFIEANDLET,

5 Create R¥ %7 YUy LET,

CNICEY FFa XY MIBETEZFTY HMERS N, BYARF2 XY M F—LIKEKEINET,
74— RNy JORBICTHAVWELEEHY D ED TIVWF L,
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