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BITHTTP B MOHZNNMI VT4 v TDEF1Y T4 —

BIZEHTTP S EBMDHZNNA VF 1 TDEF1Y T4 —

BE

AETIE. Apache CXFHTTP RS Y RAR—MIL>THR—PbINZEF2 ) T4 —HEEICDOVWTER
BALEYT, choDtEFal 74 —#eeld. HTTP M5 Y RR— D EICFEEILTE % Apache CXF /N
1AVT4 VI THERATEET,

Bz

AtV avTlE, BEHTTPS EMIEh2HAFEHLETHBSSL/TLSEFa 71 —%2FEHT &
DICHTTP RSV RR—MNEERET B2 HEEHBAL F 9, Apache CXF Tld, XML FRE 7 7 1 IVICERTE
HIELT, HTTPSEFXa2 )T —%2K%ZELE T,

Digk

==
[=]

SSL/TLS ¥ a ) T4 —ZBMICT B5HE L. Poodle Mzg8M4 (CVE-2014-3566)

I L CIRET 570IC. SSLv3 70O M DL EBRMICEMICT 2HELHY &
¥, ML, Disabling SSLv3 in JBoss Fuse 6.x and JBoss A-MQ 6.x #ZHR L T<
IV,

AETIE, UTFOMEY ZIDWTERLET,

e [X509FEEAE DERK]

THTTPS OBk
o [EFAAZEDARWVWHTTPS 2547V M)
o [FBAZEAESLHTTPS V3547V M)

o [HTTPS H—/N—DKE]

X.509 FEERE D E K

SSL/TLS ¥ a ) 74 —%FERT 27D OERNRFRFMHIE. —N=TFF)r—> a3 v &#HT
272D X509 sIAEDAL VY aveE, FRTIIFATVNTT TS —2aVvaETHIETY,
X509 ;ERAZE . U TFOWTIhAIDAETENRTEET,

o FHHDY—RKNN—FT 4 —%FHLTXS09IFAEAEMBLIUVEELZET,
o EPD openssl 1—F 1 Y 7 14 — (http;//www.openssl.org ™54 U > O— RARE) B LV

Javakeystore 1—7 4 )74 —%Z AL T, SAEZEXLFT ( [CAZERA LK Java
F—ZA N7 TOERIMAEDEK] 25R).
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HTTPS 7O M IV URLEBERF I v 2170 E Y, Thilid, Y—"—p 7704
INTVWERRANGE—BT ZHMPEDTATVTATA—DPRBETT, #FL<
& THTTPS EEEAZ DFRILGEM] ZZRLTILEI W,

SEBAZ DR

Java S V¥4 LATlE, X509 FAEF t—V B L VMEFETEX S CASIFAZE % Java F— XA M7 DK T
FIOATEZRErHY FT, FLL X 3ZJHTTPS DFRE BB LTLIEIN,

HTTPS O &%t

WSDLIY RIRA Y NTHTTPS #BMICT 27-ODFHEEZHE LT, TVRRAV NP7 RL %
HTTPSURL & LTI EETHIMELrHYET, TVRRA VM7 RLADNREIN, @AEE HTTPS
URL A FRT2LDICERTTINELRHD 2 DDGAHAHLHY ET,

e WSDLIOY NS U NTHELLHTTPS T, 1.1 TWSDL T®D HTTPS MI8E] DL D IC,
WSDL Z#DITY KR4 > M7 KL X% https: FEFHEF D URL ILIEET Z2HEIHY F

ERS
$i11 WSDL T®D HTTPS DigE
<wsdl:definitions name="HelloWorld"
targetNamespace="http://apache.org/hello_world_soap_http"

xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/" ... >
<wsdl:service name="SOAPService">
<wsdl:port binding="tns:Greeter_SOAPBinding"
name="SoapPort">
<soap:address location="https://localhost:9001/SoapContext/SoapPort"/>
</wsdl:port>

</wsdl:service>
</wsdl:definitions>

soap:address E53 D location BMi&. HTTPSURL 2FHT 2 LI ICREINTVET,
SOAP LIAAD /N1 > T 4 >~ 7 DiFE. http:address B3R D location BHEICRKRIN 5 URL %
wmELXT,

o H—N—O—RTHEEINLZHTTPS A2 H—/""—0—RTOHTTPS DIEE] TERIN
% & 512, Endpoint.publish() ZMU'H T Z & TH—/N—O— RICAAIN TW3 URL
A, https: BEHTERZEINTWVWE I L ABRTIHELIHYET,

‘ BN.2 4 —/X—3— KTOD HTTPS DiEE

/[ Java
package demo.hw_https.server;

import javax.xml.ws.Endpoint;

public class Server {
protected Server() throws Exception {
Object implementor = new GreeterImpl();
String address = "https://localhost:9001/SoapContext/SoapPort";
Endpoint.publish(address, implementor);
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}
.

EFEAZD AR WVWHTTPS 754 7>V K

=&z, B3 TEERRZ DA WHTTPS 254 7Y hDOY Y TIL] ICRINB LIS, SEREZEDR VL
FaAFHRHTTPS V547 Y MDEREICDWTEATHEL &£,

P33 FAHAEBEORVNHTTPS V514 7Y bOY Y T
<?xml version="1.0" encoding="UTF-8"7>
<beans xmiIns="http://www.springframework.org/schema/beans"
+

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:sec="http://cxf.apache.org/configuration/security"
xmins:http="http://cxf.apache.org/transports/http/configuration”
xmins:jaxws="http://java.sun.com/xml/ns/jaxws"
xsi:schemalocation="...">

<http:conduit name="{http://apache.org/hello_world_soap_http}SoapPort.http-conduit">
<http:tisClientParameters>
<sec:trustManagers>
<sec:keyStore type="JKS" password="password"
file="certs/truststore.jks"/>
</sec:trustManagers>
<sec:cipherSuitesFilter>
<sec:include>.* WITH_3DES _.*</sec:include>
<sec:include>.* WITH_DES .*</sec:include>
<sec:exclude>.* WITH_NULL .*</sec:exclude>
<sec:exclude>.* DH_anon_.*</sec:exclude>
</sec:cipherSuitesFilter>
</http:tisClientParameters>
</http:conduit>

</beans>

DI ATV MEREICDODWTIE, UTFTHRALET,

TLSEF 1T 4 —BRERIFEDWSDL R—hTERINET, ZOHITIE, FZREIN D WSDL R—
N IZ1E QName {http://apache.org/hello_world_soap_http}SoapPort A& EINTWVWE T,

http:tisClientParameters E&(1d. 7514 7Y MDD TLSREDFHMA TR TCEETNET,

sec:trustManagers %3, SR TEX 2 CAAED—EZIEE T 2LOIERAINEZT (V7317 V
MIZDO—EBZFERALT, T—N—AIrSZRELIAZTLEEITINEIDZERELEXT),

sec:keyStore ER D file BMId. 1DLLLDEFETE 2 CASIRAEZENEFEND JavaF—RAMNT 774
JU truststore.jks #15E L £ 9, password Bifld, ¥F—RA KN T7ADT7 I ZRICHER/INRT— R%T5
7 L 9 (truststore.jks), [HTTPS OSSN/ CAIIBAZDIEE] #SRBRL T LI,
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file BEDR DY I, resource BN (7 T ANRRATHF—AMNT 774 LD REIN DI
B) FFul BEOWT A EZFRALTCF—ANTOGBMARETITET, FIC,
OSGIiAVFF+—IF7a4Xhhad7 7Y r—> 3 Tresource BM%FHTZ2HEN
HYFEFT, FEINTVWARAVWY —IDNSLMNSRAMNAMNPEFEHFATRWVE D ICHODE
BEIODBENHY T,

sec:cipherSuitesFilter EX%#FHT 2. 7547 M TLSERICHERT 2SR 1 — b DORIRE
ERURAD I ENTEET, FLLIE 4BHTTPS IEEER 17— FDRE SR LTI,

EERRZEA SO HTTPS 7S5A4 7V b

MBEDHMBRAENREINTWE R EXF A T7RHTITPS V54 7Y MIDWTEALTHEL LD, HN4 TEE
BAZAFERAT A HTTPS 254 7Y hOAIl & ZOELIBRY Y TINISATY NEBRET DAEET
LTWZET,

B4 SEAEEFEAT S HTTPS V54 7~ b DB
<?xml version="1.0" encoding="UTF-8"7?>
<beans xmiIns="http://www.springframework.org/schema/beans"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlins:sec="http://cxf.apache.org/configuration/security"
+

xmlins:http="http://cxf.apache.org/transports/http/configuration”
xmins:jaxws="http://java.sun.com/xml/ns/jaxws"
xsi:schemalocation="...">

<http:conduit name="{http://apache.org/hello_world_soap_http}SoapPort.http-conduit">
<http:tlsClientParameters>
<sec:trustManagers>
<sec:keyStore type="JKS" password="password"
file="certs/truststore.jks"/>
</sec:trustManagers>
<sec:keyManagers keyPassword="password">
<sec:keyStore type="JKS" password="password"
file="certs/wibble.jks"/>
</sec:keyManagers>
<sec:cipherSuitesFilter>
<sec:include>.* WITH_3DES_.*</sec:include>
<sec:include>.* WITH_DES .*</sec:include>
<sec:exclude>.* WITH_NULL .*</sec:exclude>
<sec:exclude>.* DH_anon_.*</sec:exclude>
</sec:cipherSuitesFilter>
</http:tisClientParameters>
</http:conduit>

<bean id="cxf" class="org.apache.cxf.bus.CXFBusImpl"/>
</beans>

DI ATV MEREICDODWTIE, UTFTHRALET,

sec:keyManagers £33, X509 ftBAE EMERZ V1 7V MIBIYH TS LOICFERINZE
9, keyPasswod BMETIEEINS /AR T — RiF, FIAEOMNKERZES T HHOIERAINET,



BITHTTP B MOHZNNMI VT4 v TDEF1Y T4 —

sec:keyStore 5%, Java F— A M T7ILRTFEINS X509 iIFAE E MBREEIBET 27DICFEAI N
9, ZOBITIE, F—R b7 D JavaKeystore Format (JKS) THB I EAEELF T,

file BM%lZ. ¥F—X M7 7 74 )L wibble.jks DIZFIEIEELEXT. ZNIllE. 25472 bD X509 ik
BEFrz—rve F—IVMN)— OMEFEREIESEINTVWE T, password BlElZ. F—X b7V T
VIANDT IV ERITHERF—IANTRAT—REBELET,

F—ARTI77ANIRBFBF—IVN)—D1DEFEFND D, TN —%2FNTE2F—TAYT7
REEBETIHERHY EFHA, BHOF—IVN)—%2FOF—ZANT 774077049 256
&, LLFD & S IC sec:certAlias £3% % http:tisClientParameters EXxDF & L TEMT 5 2 & T,
F—ABETDIIENTEET,

<http:tisClientParameters>

<sec:certAlias>CertAlias</sec:certAlias>

</http:tlsClientParameters>

F—RANT7T774IVDERAZEIG TCAZFERLE Java F—ZX M7 TOELIREDIER] ZS5HRL
TRV,

pa )

file BEDR DY I, resource B (7 T ANRRATHF—AMNT 774 LD REIN DS
B)FFul BEOWT A EZFRALTCEF—ANTOBMAEETITET, #FIC,
OSGi AV FF+—IF7aqA4Xnhad 7Y r—> 3 Tresource BME%FHT Z2HLEN
HYFEFT, FEINTVARAVWY —IDNSLMNSRAMNAMNPEFEHFAZRWVE D ICHDODE
BEEIOBENHY T,

HTTPS #—/\—D&E

54TV M X509 SBAE AR AT ZMELH B X2 7R HTTPS 4 —NN—IIDWTEALTHE
L&do BN5 THTTPS H—/N—D%EH] 1. TOLIBRY—N—%BETE2HEERLTVWET,

$1.5 HTTPS Y —/X— D& EHI
<?xml version="1.0" encoding="UTF-8"7?>
<beans xmiIns="http://www.springframework.org/schema/beans"

xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:sec="http://cxf.apache.org/configuration/security"
xmins:http="http://cxf.apache.org/transports/http/configuration”
xmins:httpj="http://cxf.apache.org/transports/http-jetty/configuration”
xmlins:jaxws="http://java.sun.com/xml/ns/jaxws"
xsi:schemalocation="...">

<httpj:engine-factory bus="cx{">
<httpj:engine port="9001">
<httpj:tlsServerParameters secureSocketProtocol="TLSv1">
<sec:keyManagers keyPassword="password">
<sec:keyStore type="JKS" password="password"
file="certs/cherry.jks"/>
</sec:keyManagers>
<sec:trustManagers>
<sec:keyStore type="JKS" password="password"
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file="certs/truststore.jks"/>
</sec:trustManagers>
+

<sec:cipherSuitesFilter>
<sec:include>. WITH_3DES .*</sec:include>
<sec:include>.* WITH_DES .*</sec:include>
<sec:exclude>.* WITH_NULL .*</sec:exclude>
<sec:exclude>.* DH_anon_.*</sec:exclude>
</sec:cipherSuitesFilter>
<sec:clientAuthentication want="true" required="true"/>
</httpj:tlsServerParameters>
</httpj:engine>
bus BMiZ. BEYT S CXFBus 1 Y RY VY R%ESRLET, 774 MTIE IDA exf @ CXF Bus A
VRHVRIE, Apache CXF V94 LICL > TEBNICERINE T,

</httpj:engine-factory>

</beans>

RO —N—REL, UTFDEHEYTT,

H—/N—@ITIE, TLSIEWSDL R—KMZEICREINT WEHA, EWSDLAR—ME2RET KDY
IS, TLSEFa T4 —RENFED TCPR— M (ZDAFITIX9001) ICERAINET, TDLH, D
TCPR—MEHBFITZIRTOWSDLAR—KE, ALTLSEFa714—RETHREINTWET,

http:tlsServerParameters BZRICI&, B —/N—D TLSBREDFMEN IR TEFNF T,

BF

Poodle i85 (CVE-2014-3566) hS{RET 7. —NN—fIT
secureSocketProtocol & TLSV1 ICERET DUELDHY F T,

sec:keyManagers £33, X509 ftFAZ EMBEBZ T —/N—ICEIY ETHLDIFERAINZE
9, keyPasswod BMETIEEINS /AR T — RiF, FIAEOMNKEREZES T HOICERAINET,

sec:keyStore 5%, Java F— A M T7ILRTFEINS X509 iIFAE E BB EIBET 2DICFEHRAI N
9, ZOBITIE, F—A bT7H JavaKeystore Format (JKS) THZ I EAEELE T,

file BMEId, ¥F—X M7 7 74)L cherry.jks DIBFiziEELF T, hilid, 7547 bdD X509 i
BEFrz—re F—IVMN)— OMEFEREIESEINTVWE T, password BlElZ. F—X b7V T
VINDT IV ERIIBEBERF—ANTNRNRAT—REIBELXT,
F—ARNTI7ANICREF—IVN)—1DEFEFND D, TN —%2FRTE2F—TAY7
AERETIHEEEHY FHA, BBOF—I VN —%2FOF—ANT7 7740277049 2546

. LLFD & S IC sec:certAlias £% % http:tisClientParameters EXxDF & L TEMT 5 2 & T,
F—HIBETDHIENTEET,

<http:tisClientParameters>

<sec:certAlias>CertAlias</sec:certAlias>

</http:tlsClientParameters>


https://access.redhat.com/articles/1232123
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pa )

file BHEORKHYIC, resource B F /= url BEOWIT A EFRALTEF—ANTD
BRFAEETTET, EEINTVWAVWY —ZINSMNSAMNAMNFPEFEMAATRVED
ICHIDDEREILDIBEIHY T,

CDEOIRBRF—ANT 774N EERT B HEIE. [CAZFERLKE JavaF—RA N7 TOELZIBAED
BRG] #SBLTLIEIW,

sec:trustManagers £5%(3. ST % CAIIREO—BZEBE T HLOIFERINI T (T—/1—F
CO—BZFEALT. 7747V MR T DAAEZFBEITI2NEINZHIBTL FT),

sec:keyStore ER D file BMId. 1DLLLDEFETE 2 CASIRAEZENEFEND JavaF—RA N7 77 4
JU truststore.jks #35E L £ 9, password Bffld, ¥F—RA KN T7ADT7 I ZRICHER/INRT— %15
7 L 9 (truststore.jks), [HTTPS OSSN/ CAIIBAZDIEE] #SRBRL T LI,

pa )

file BHEORKDHYIC, resource B F /= ul BEOWIT A EFRALTEF—ANTD
BB ETEEY,

sec:cipherSuitesFilter ER%A AT 5 &, H—N\—DTLSEGICHERAT 2SR — M DOBRE AR
YA ENTEET, FLLIE 4BHTTPS IEEER 17— FDERE SRR LTI,

sec:clientAuthentication %%, 754 7V MNIBAZEDRRICH T2 —N"—DUEBAERELZF T,
BRIWUTOBMELHY 7,

o want B — true (T 74V M) DIFE, Y—N—FTLS/N\Y R o4 JAIC. X509 iEAE %
RBRTRTDEIICIFATYMIERLET, false DFEIE. —/"—EI 54 7> M X509
AREDRTE BRKLIEA,

e required B — true DIFH. TLSNAY R A VHIZI T4 TV M X509 sEFAE %IRRT
ThWneE, Y—N—EFNEREIEET, false (T 74~ DIFHEIE. 75472 MY
X509 fEAE AR TEMRLLTH, Y —N"—F A EREIEI A,
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FH2E GIAEDEHE

BME

TLS uu.\uE‘ri 7 OU /T = /7.1_ 7‘/\1 7 |\ %:u:u\uIE-a_é ﬁRE’dextz\:l 7?1n$§'ﬁ@ﬂb\ X.509 uEE}ai
HFEALFT, RedHatFuse 7 74— 3 Vv &#BI9 5 X509 SFRAZEAERR T 7,

2.1. X.509 SsEFRE & 1

EERAZE o O—IL

X509 FFBAZ (., BRI ARBOEICNA Y KLE T, SEBAZDO—I)LIE, AR#E% X509 sEFRAEICE
FhaIDICEAEMIFTRZETT,

NEBOBEM

CXaTRT IV T—2avoRHE. TSV 5r—2a v OIREOARRBECESMHICE > TERY
F9, NEAREMBOLMBICEIMA DGR, true 7TV r—>a vOEREERAL. EXa2 7R
T—HILTIVERATEEY,

COEDOHEZR SIS, TNTORE%Z RBEER (CA) TERT2RENHYEY, CAL FAE
DRFAREOEAMZHIET HEMTESH/—FTY,

FIYIVEL

CAIZ, TUHIINEBLAIIAZICEML CAPREICEL LET, TUVILELIE. CAOMBHETIY
I—RINEAXAYyE—ITT, CADAREIL. CADIRELEBRHAETLZIETT Y r—2arTHA
TEEY, 77U r—ravid, CAORREBEAFERALTCCADT YA ILELAZTI—NL T, JREE
PEMTERINTWSEIEAHRALEY,

Digk

H
[=]

RMHINS T ARSI ECERIRAZE T, INHDARER. IRTDI—

F—DMBREICT IV EATESLHD, BRETIEIHOYFHA, VATLDEFY
TA—A5RETBICE. EEIND CAILEI>TELZLINLH LWIIRAEZAERT
ZNENHY T,

X.509 ZEEAZ DAR

X509 ;EBAZEICIE, FERREDY TV =/ N EFIFAEDHRITE FIAEZEZHKIT L7 CA) ICET 2 BEHRAE
FNTWVWET, dAZER. RYMT— IV LTERBTEBA v V2R T 2ODREEXTH S
Abstract Syntax Notation One (ASN.1) TZYd—RINFE T,

BEAEOO—IVIE, TATUT A T4 — 2 ARABOEICEENITZ I & TY, FHlIE, ERASBICIELUT
NE2FNIY,

o IBREDAAEZEZHMAT S YT Y MiBIH (DN)
o FITHRICEEMIT Ohic RER,

10



e X509 N\—Y 3 VIER,

o FIFAEEZ—RICHBIT D JYTILES

o FIBAZE A H1T L7z CA 55T 52F17%H DN,

o RITEDTVIIEL,

o NAEDERICHEAINZT7ILITY) XLICET 21E#RK.

o FT7 3 DX509vIHIRD—E, &AW CARBAZEEL I Y RI VT 14714 —fAEAK
BY BHERIEEENFEL T,

E Rl e
DN, EFaVYFT4—DaAVFTFAMNTHERAINSAE X500 #H3FTY,.

DN D&FMIE. MERAASNT L VFHFIE BB LTLIEIW,
2.2. 525 fE

221 REIROBE
CAlL, FIFAZZEMBLVEBEETZY -ty h&, ERINTZITRTCOIEBPEENEEFTNEZT—¥
R—ATHREINET, YRATLERETIEICIK. BEHICHDICRETHDEYRCAERIRT S
ENEETY,
FRATEXS CAICIK. UTD22084 ThHHYET,

o FHHCAIER., L DYATLDIRAEICELTHLETT,

o FSAN—hCAlR YRATLTHRBLE LY FPy L. BRTBERESNEL/ —RTT,
2.2.2. FHEREER

EREHE

METRELEECA’EREFEELE T, MECAZFRAL CIHRAEICER T I A N=XALIE, BIRLE
CAICL->TERVYET,

B CA RIS
EH CADHEIK, L DBE. ZHOI—HF—HIEELTVWBIETY, BFEVWOT7 TV r—ray
NEBADY AT ATHERATEDLDICESINTWVWEIESIE. BMACAAFERHLTCIREEICELLE
T 77NV —YavhREBRY N7—JRTHERINTVWEISZEICIE,. 751 X—KCANEYTH
DHEEMELHY T,
CA%ZZREIRT B-DDRHEE
MH CAZEIRT BRI, UTOEREZZRL TLEIL,

o HHECADIHAEEZELRY v—&IF

o 7T —=avIEREERY NT—V TOAFATED LI ICEETINTVWEHL?

1
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o FTSAR—NCADREICHNZEBIZ. MACAICYTRISATIBIRMEREKELTE
ITL &L DD,

223. 754 R— R/

CAV I b7y y—IDER

YRTLDMRAEDERETHIEENH2HBEF. TTAR—PMCAEZRELEFT, TTM1X—FCA
HERET DICIE, SIAEAERB L VBRI HHODI—FT 1 T 1 —%RHT2Y 70Ty
JT=IADT V) EADNBETY, TDIATONy r—I P ERFIARTEETT,

OpenSSLY 7 bz 7Ny y—

TZ5AR—NCADEREETREICT DY I NI T /Ry 5—2D12H OpenSSL
http://www.openssl.org T4, OpenSSL /8y 7 —IICik, SIBAZAERE L VEBLT 71D DEKM
BRIV RZAA—T14 YV T14—DEENTVWET, OpenSSL AY Y RZA V21 —FT4)T4—D
T2 RNFa AV ME http//www.openssl.org/docs O AFTEE T,

OpenSSL A L7514 R—k CADERE

TZAR—NCAZBRET ZICIE, NREDEAZDER] OFIEZSRLTILIV,

T34 R— b BEBDHRR b DFER

TSAR—NCARBZRETDZ LTI, RAMNDBRIEBELFIEICAY FF, CAKRZ MIBEERITS
NatEx2)T14—DLRIIFE, CAILL D TELRIN-IFAZEICEETZERFELRNILAERELET,

RedHatFuse 77—y a vORESLIVTRANTCHERAT R CAERET ZH8E. 7TUr— 3
VERENTIECRATERRANEFARALEF T, 72750, CASIRRECMEEAFERT 258F. &

*1)F4—NEERT T —YaVERTTERA T CAREREMATEZLSICLAVTL
I,

X)) T4 —DFHIEE

TIOA$BT TV r—2 a v DIAEICEL T 2HICCALEERET Bi561F. CARKARNETES
RITEFa17ICLET., £EAE CAZRETSHICIE. UTFORIEFRL TSI,

o CAZXRY NI—JICEHBELAVWTLLEIL,
o CANDT7 YV ER%A, EHETER1—H—0D#HIBEIhAty MIEIBRLET,

® RF-shield AL T, SVARYI VEENS CAERELFT,
23. 5 HEF T —V

SERREF Tz —V
SFAZEF = —Y IJFEHEDY — TV ATHY ., Fr—VOKIMPAEIIERHGOIAETELINE T,

B2 DR 2DEEEAEF = —> ] 1F, BELGABPEF -V OFlZRTLTVET,
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BI21EX 2 DFBAEF T —V

Peer | signs CA |, signs
Certificate Certificate
HOELIHE

Fr—VORROAASIEIRE. BER2ELT S HEEK T,

EBHEFz—

SFAAZEFz—VOBMIX. ETIIBRAENSEFETI S CAMIBAEANDEHEF I —VAHEIITHET
9, CAlE,. ETIBREICEL TR EICLY., ZOIDARIELFT, CANSETESL CATH D5
& U= MEAEF ALY MY —IC CASIBAZED I — A EHET I ETRINET). ThiEBLIh
ImETIBRELEHETIS 222K LET,

BED CA TELINT-GAE

CAGERAZIERID CA TERTEE Y, =& zIE. Progress Software DEAFEEFID CA DT TV & —
> 3 VEERAEICERA L. Progress Software AEHCOBRADEA CAICL > TELINZBENHY X
ER

(22 DRI 3DFHAETF = —V] W SAEF Iz — VDN EDLDICRZA B ERLET,

B12.2 R 3DFEIAZEF = —

. Finance . Commercial .
Ceftﬁ?c; . signs CA signs CA signs
Certificate Certificate

E$BTX 5 CA

FTI)Vr—oavid, BE&Fz— VRO CASERRZDD K ¢ 105 EFET I5HE. ETIIAZAS
FANDZENTETET,

2.4 HTTPS SFRFRZ DRI B4

BE
HTTPS X4 Tld. HTTPS VSA 7Y MDY —/N—D ID 2 REET X Z2MELNH B T EPFTEMITON

13
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TWEY, TNITEY, X509 SEREDEMAEICHEZRIFT ARSI HY Y, T—/—ID 2K
MITDAN=ZZLE, VATV MDOIATILEL>TERYET, —EHDISA4 TV ME, HEDER
TEBCAILE o’C%%i‘h?‘:ﬂ—/\—aﬁﬁﬂid)é’%%ﬁb‘)\hé EICE>THY—N—ID ZHRT 3
BENHYETT., ILIC. V5347V MIY—N—GIREDARZREL. BEDFINZE/ SRS
DHEZIFAND I ENTEXT,

TN r—2avBEAEDANZXLNBWGE, HTTPS % TlE, 4 —/N\— D 2T B7-HD
HTTPSURLEASHF T v I EENZ—MBHARX A ZXLDNERZINTVWET, Thid. Web 75
DY —DERTIEZEA N =_XLTYT,

HTTPSURL 2&M4F v ¥

URLESMF v 7 DEANABRE, Y—N—FIRAEDT7ATVT14 T4 — D —N"—DKRIANZE
—HTEIUENDHDIETT, COEBEMF Y VL. HTTPS D X509 FEBAEZEDEM A EICEE R
HEARIFLEY, AMAE IDEEEESIAEZY 7Y/ b DNOH#BER) (. HTTPS —/—HEREX
hTWBKRA MR E—BIZ2RELNHYZET,

URLESMF v 7k, PEERE 2L ICERFINTWET,

%

ﬁé\l
(=] *.l,
N

HTTPS URL &M F = v /& RFC 2818 TIEE I N, http;//www.ietf.org/rfc/rfc2818.txt M Internet
Engineering Task Force (IETF) IC& W RBEINE T,

SEBBETA T VT4 T 14 —DIEERE

URLEEMF v IV THERINDZIARETAT VT 1T 14 —1d UFOWTHADHETIEETEE
-a—o

e commonName DfFEA

® subectAltName D fE

commonName D{E

(URLESMF v VDEMT)IAEID 2EET 2BEDAHZEIE. SEBAEOH 77 N DNOHE
% (CN) 2ETBETY,

ez Y—NR=DUTFOURL TEFa 7R TLS EREZ Y R— T 3355
I https://www.redhat.com/secure

Mg Y —N—FREICIE. UTOHF T FDNDHY FT,

C=IE,ST=Co. Dublin,L=Dublin,0=RedHat,
OU=System,CN=www.redhat.com

Z ZT. CNIFFE R % www.redhat.com ICSEEEINTWE T,

HMUWEERZEICY 7YV P DN ZRET A EIE. [MEORAEDENR] 2SR LTI,

subjectAltName DFER (VILFR—LKZ M)
FEEAZEIDICH 7Y/ DN OHBEEZFERATZE. —EIC1IDD RAMEZLULMEETERVEWVD
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B2E AAZOEHE

RIEDBVHYET, L. YILFR—LRZAMIGIAEZERHEAT 25HBE61F. B OTILFR—LKZ b
ZCHAZAFERATEDLIILTZIENEANTHZBEL’HYET, ZDHE. EHOREB D %

FALTCHRAEA2EETI2VLENHY T, Inid. subjectAltName sIBAZET /X F VY 3 VA FER
T 5IHBEICBRY ATRET Y.

EZIE RDWINDDRR MEANDEHRETR— N TBTIVFR—LERZ N HBHE

www.redhat.com
www.jboss.org

RIS, TNHDDNS KRR MEZEDEA AZRRIC—ERRT % subjectAltName = EE T &
3'0 openssl 21—7 14 )71« — %A L CARELENT 255 E. LLTDL D IC openssl.enf 32 7E
7AIVICEET 32175 RE L. subjectAltName T/ X7 3 VDEEIEELE T,

I subjectAltName=DNS:www.redhat.com,DNS:www.jboss.org

Z Z T, HTTPS 70O b O /LI, subjectAltName ([C—EFRRINTWS DNS KR MEZDOWTHITH
LTH ==K MEH—HL £7 (subjectAltName (T BELZ LY EBEINET),

HTTPS 7O M JJLIE, RRAMEDTAIRA—RXFE M) B R—MLTVWET, & zxiE. UTOD
&£ 9 I subjectAltName = EETX X 7,

I subjectAltName=DNS:*.jboss.org

ZDFEAZE D IE. KX A v jboss.org AIDERD 3 AVR—RY MRAMEGE—HLEFT,

a8 H
= K

RXAVEZICTAI RA— szjﬂ:r FERALBVWTLEIW (RS VRO R Y
b.OXEY ﬁzjﬂ&)\ﬂ LENT, BoTHEALAVWEIISERTZ2HRENHY X

9), & Z I, *jboss.org é’:? Lt Z5a. LA jboss XFTikbh % *ER*
DRAAVTHERATEET,

2.5. B DEEBAEDERK
2.5.1. BiiR &4

OpenSSLaA—F 1 Y7514 —
DtV avTHREAYTZFIEIE. OpenSSL 7OV Y R OpenSSL AXYY KSA4 v aA—TFT 41 Y

TFA—ICEDVWTWET, OpenSSL AX Y RSAvaA—FT 14 )T 14 —DFMITDOVNT
l&. http://www.openssl.org/docs/ ZZHR LTI,

CAT14 L7 M) —#EDH

BUIDWTIE, CAT—IR—=RICIIUTOT4 LI MN) —EELFH B EERIIRELTVWET,
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X509CA/ca
X509CA/certs
X509CA/newcerts

X509CA/crl

ZZT. X509CAIECAT—I9IR—ADEFT1 LU MN)—T7,
2.5.2. B D CA DHETE

RITIBIYTRATY S

IOtV avTIiR, MEBDTSAR—NCAEZRETDHEICDODVWTHALET., EEORAIIC
CAZRETZHIC, [TIAR—IEEAR] OBMODIRFRZBHH LI,

MBDCAZRERET SICIE. UTOFIEZEITLET,
L ThinT4 L2 M)—%PATHICEBMLE T, |
2. TCAT4L I MY —FEEBDIER]
3. Topensslenf 7 7 1 LD I E— L HRE]
4. TCAT—9R—2DHHL]

5. TECE® CAGRAES L UHBEDIERK]

binT4 L7 b)) —% PATHIGEML Y,

R/ CARARNT, OpenSSLbinF4 Lo M) —%/NRITEMLET,

Windows

I > set PATH=0OpenSSLDir\bin;%PATH%

UNIX

I % PATH=0penSSLDir/bin:$PATH; export PATH

COFEICLY, ATV R4 Hopenssl 1—FT 4 ) T4 —%FATESRLDICRYET,

CAT4 L7 M) —RERBDIERK

FH CAZRFTBHMT ALV M) —X509CAZERLET, TDT4 LI MY—IiE, CAICBEEM
FTONETRTDTI7AIVERFTZDIEAINE T, X509CATA LI M)—DTFIC, LTFD
TALIMN)—DREBEFRLIT,

X509CA/ca

16



X509CA/certs
X509CA/newcerts

X509CA/crl

opensslenf 7 74 L DIAE—EiRE

OpenSSL 4 Y A h—JLH 5 X509CA T4 LU MY —IZH > 7 )L openssl.enf ZOE—L £7,

openssl.cnf ZiF&EL T, X509CAT A LI N —DF4 LV M) —EEERBL. ILWCAIZELS
THEAINZ 7714 Z2RELET,

openssl.cnf 7 7 1 )LD [CA_default] €/ > a v ZiREL T, LTFOLDICLEFT,

T T AT g e e
[ CA_default ]

dir = X509CA # Where CA files are kept
certs = $dir/certs # Where issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept

database = $dir/index.txt # Database index file
new_certs_dir = $dir/newcerts # Default place for new certs

certificate = $dir/ca/new_ca.pem # The CA certificate
serial = $dir/serial # The current serial number
crl = $dir/crl.pem # The current CRL
private_key = $dir/ca/new_ca_pk.pem # The private key
RANDFILE = $dir/ca/.rand

# Private random number file

x509_extensions = usr_cert # The extensions to add to the cert

ZDEEFET. OpenSSL BREDMDFMZRET DI EHLTET Y, Fifl
I&. http://www.openssl.org/docs/ &S8R L T I W,

CA T—4 R—Z2D#IHA{L
X509CA T4 L% N1)—T. serial & indextxtD2 2D 7 74 ILE¥EAL L FX T,
Windows

Windows T serial 7 7 1 L& #HA{b 9 5 I1C1E. LTFoaAY Y REAADLET,

I > echo 01 > serial

Windows TZ®D 7 7 1 Jb index.txt Z{EX T 2 ICId. LATFD L DICX509CAT A LI M) —Da< Y
K< 4 > T Windows Notepad %281 L £ 7,

I > notepad index.txt

17


http://www.openssl.org/docs/

Red Hat Fuse 7.6 Apache CXF ¥ a2 Y714 —HA F

¥4 70J KRy o ZIZCannot find the text.txt file. Do you want to create a new file?& W\ > 7F X b
NRRINKS, Yes %0 ) v LT Notepad ZFL £ ¥,

UNIX

UNIX D serial 7 7 1 ILE LV index.txt 7 7 1 LA HAL T B ICIE. LTFOOAR Y REAALET,

% echo "01" > serial
% touch index.txt

INSDT7 7ML, HBBET7 7AMILDT—IR—RA 5 MIFTTBLEHICCAICL>THERAINZE T,

= -1o)
index.txt 7 7 1 JLIZ, ZRFIZDICETRITNIEARST, THESATIIWITEEA.

BCE# CAGIRAE & L UBEROEK
UFoavy REFERLT, HILLVACSEL CATRBEREREERLET.

openssl req -x509 -new -config X509CA/openssl.cnf -days 365 -out X509CA/ca/new_ca.pem -keyout
X509CA/ca/new_ca_pk.pem

DAYy RiE, CARMBERBDNART7L—XE, CAHNEOFMZERLTT, UTICHZRLET,

Using configuration from X509CA/openssl.cnf

Generating a 512 bit RSA private key

e

A+

writing new private key to 'new_ca_pk.pem'

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be
incorporated into your certificate request.

What you are about to enter is what is called a Distinguished
Name or a DN. There are quite a few fields but you can leave
some blank. For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [J:IE

State or Province Name (full name) []:Co. Dublin

Locality Name (eg, city) []:Dublin

Organization Name (eg, company) []:Red Hat
Organizational Unit Name (eg, section) []:Finance

Common Name (eg, YOUR name) []:Gordon Brown

Email Address []:gbrown@redhat.com

R

CADtEFal)T4—Id, MWEBEEI7MILE, COFIETHERATIMBRONZITIL—X
ICE>TERY FT,
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CAZIBRZE & %4 (new_ca.pem & & U new_ca_pk.pem) D7 7 1 JL& & I57F A, openssl.cnf THg
ELEEERLTHD I 2R L TLLEIW FIROFIEEZ SR),

INT, CATIIHEICERL T 2 EBIEVNE LT,
253.CAAaffA L/ Java F— A N7 TOELZIRZEDERK

RITIBIYTRATFY S

Java ¥F— 2 N7 (JKS) THEFAE A ERK L TER T %113 (CertName.jks). U TFDOH TR 7 v T &ET
L/ i’a—o

1. TJavabinT4 LZ MU —% PATHITEMLE Y, |
2. TFEFAZE EREBDER]

3. TEEEREZER Y 7 T X b DERK

4. TCSRODEL]

5. TPEMERAANDZEH#]

6. 1774ILDER]

7. RERFAEF -V THF—RMNTOEH

8. IBEBEICHULTFIRZRYERLET, |
JavabinT4 L2 MY —% PATHIZEML X9,
FZEMLTOWARWESIIE, JavaD binT1 L7 M) —%/RRITEMLET,
Windows
I > set PATH=JAVA_HOME\bin;%PATH%
UNIX
I % PATH=JAVA_HOME/bin:$PATH; export PATH
ZOFEICLY, ATV R4 UL keytool I—FT 1 ) T4 —%ZFIHETESZ LD ICRYFT,

SEEAE E MER DL

ax v R7OV T RERAE. F—ZXA M7 7 71 )L KeystoreDir #%ET2T714 L2 M) —IIBHLF
T, UWFDav Y KEAALET,

keytool -genkey -dname "CN=Alice, OU=Engineering, O=Progress, ST=Co. Dublin, C=IE" -validity
365 -alias CertAlias -keypass CertPassword -keystore CertName.jks -storepass CertPassword
Z @ keytool ¥ > K%, -genkey # 7 3 v THUHI N, X509 FSIBAE L ChIl—HT 2ERE%E
AL ET, SERAZE CR#IE. FRICERINEF—ZAMN 7O F—IV M) — ICREINZET
(CertName.jks), ¥EEDF—Z b7 CertName.jks [dO~ > REFRTTIRIICEFEEL TWAL L
&. keytool [FBEEBIICHT LWF—A M7 EERLZE T,

19



Red Hat Fuse 7.6 Apache CXF ¥ a2 Y714 —HA F

-dname 7 5 7 E LUV ~validity 7 5 713, #FiICERI N7z X509 SIFAEDHRB 2 EH L., Y7V
7 N DN EEMHIREF TCOH#ZZENETNIBEEL £9, DN DFFEMIK. [FEKA ASN.T & £ P#FIE
ESRLTCEIY,

H72xy b DNODO—FIE. CARERAEDEIC—HT 2HENDHY £ (openssl.cnf 7 7 1 LD CA R
)o—t 92 aVTEE), 774/ D opensslenf 77 1 )LiE, UWTFOIY M) —&—HT 2HE
NHYFET,

e H%(C)

o JHFEAIFMHXH (ST)

o i (O)
p= o)
BIFIICHED R WIBE, OpenSSL CA IFSIBAEADBL AR L ET ([CSROEL] %
SHR),

SEEAEERY VT X M DERL
LLFD & 51C, CertName.jks sEFAZ D#1 L WEEEAEZE R EK (CSR) ZEX L £ 7,

keytool -certreq -alias CertAlias -file CertName_csr.pem -keypass CertPassword -keystore
CertName.jks -storepass CertPassword

ZDIAX YV RKIECSRAETZ 74 ILIZT Y AR— b L 9 (CertName_csr.pem),

CSRDEHA

UTFDELIICCAZMBALTCSRICEZLEY,

I openssl ca -config X509CA/openssl.cnf -days 365 -in CertName_csr.pem -out CertName.pem

FERZEICIERICEL T 5ICIE. CARMBRNARIL—XZANTERENHY XY ( [MMED CA D
El =ZR).

R

T7AIENDCALS O CAGIRAE A ERA L TCSRICERT 2HBAICIE, cert BLU -
keyfile # 7> a VA AL T CAIAE L TOMER I 7ML A ZThThIEELE T,

PEMERADZEH

UTD &SI, BRFEHEAE (CertName.pem) % PEM OHDERICEHR L F T,

I openssl x509 -in CertName.pem -out CertName.pem -outform PEM

7 74 IVDERE
LFD&SIC, CASIEAZ 7 7 1 )L & CertName.pem SFFAZ 7 7 M LA ERK L T,

Windows
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I copy CertName.pem + X509CA\ca\new_ca.pem CertName.chain

UNIX

I cat CertName.pem X509CA/ca/new_ca.pem> CertName.chain

SR RIAEF I — Y CXF—AMNT7OEH

DLTFD&LIIC, SIAEDRERIPAEF —V %M1 Y R— LT, ¥F—X M7 CertName.jks  FH L
i-a_o

keytool -import -file CertName.chain -keypass CertPassword -keystore CertName.jks -storepass
CertPassword

BEICHCTFIREZRYERLET,

2TV T 20 75BYRL, YVATLDZERRIMHAZEEY NEE/RLE T,
25.4.CA={FH L TEL L7 PKCS#12 SEBAZ DFERL

RITIBIYTRATY S

MEED CADHEE] THAINLTWELIIL, TTAR—NCAZRELLBEIX. T, HBED
AEBAEZ R L TER T 2 EMIBVE L,

PKCS#12 F53 CertName.p12 CIERAZA/EM L TER T 2ICIE. UTOH TR7y THERITLET,
L ThinT4 L2 M)—%PATHICEMLE T, |
2. TsubjectAltName HEARMEBEDFRTE (7> 3 V)]
3. TEEEREZER Y 7 T X b DERK]
4. TCSRDEH]
5 7274V 0DEHE]
6. [PKCS#12 7 7 1 JLDYERK]
7. TREICIGCTFIEZ#HEYIRLET, |

8. [subjectAltName HEERMEBEDERE (4 7> 3 V)]

binTa4 L% M)—% PATHIBIML 9,
FREMLTOWARWGEEIE, LTFDELDIZ OpenSSLbinT4 LI MY —%A/XZITEMLET,
Windows

I > set PATH=0penSSLDir\bin;%PATHY%

UNIX
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I % PATH=0penSSLDir/bin:$PATH; export PATH

COFIEICLY, ATV R4 Hopenssl 1—T 4 ) T4 —%2FATESLLDICRYET,

subjectAltName HiERBEBED R E (4 T a V)
FERAEDN, VATV M URLEBERF v V%EERT 5 HTTPS H—N—2R/RELTWEHE, &
LUV —N—%TINFER—LRANELIFEBDDNS ZIA ) 7RE2HEDODRANIBRAT 256 (&
ZE. BET2%BE) 1. TOFIEEZRTLET, VILFR—L Web H—/"—EDIIRE), T D5
A, HARE D IFEHDOKRR NEZGE—HT2RENDHY £IH. Ihid subjectAltName SEFHE TV R
T avEBMTEIETORMIIZIENTEZXY ( [HTTPSSEFAZ DRI AREH] Z5R),
subjectAltName 3R F AR ET 5 I1CI&. CAD openssl.enf 7 7 f LERDEDIIRELE T,
1. (openssl.cnf 7 7 1 JLIC/R W5 E)req_extensions 5% E% [reql 27 > 3 VICEBMLZF T,

# openss| Configuration File

[req]

reg_extensions=v3_req

2. [v3_reql EV > a Ay —%EBMLZET (openssl.enf 7 7 A JVICELEFE LR WG
&), [v3_req] 4 > 3 T, subjectAltName ;X E%EMF/<ITZEEL T. DNSHERA RED
—BICRELET, L&A, ==K MHRED DNS £ TH % www.redhat.com & &
U jboss.org ZHR— bk LTW3IHEE, LLFOD &L D IC subjectAltName ZE L 7,

# openss| Configuration File

[v3_req]
subjectAltName=DNS:www.redhat.com,DNS:jboss.org

3. WYX CAREL V2 3 ~IZ copy_extensions FHEZEML 9, FAAZEDEBRAICHERAINS
CARREEV Y avidk, LTFOWTFNNTY,

e opensslcad~Y > KD -name# 7> 3V THRET I I aYy
e [cal EY/ > 3D default_cafkETHREIND VL 3y @BEIL [CA_default]),
& zIE, BEYAR CAKRER Y >~ 3~ [CA_default] DIZE L. copy_extensions 7'00/%
TA4—%EUTOLIIERELET,
# openssl Configuration File

[CA_default]
copy_extensions=copy

CDREICLY, FBAZEREKRICHERY SR BN SEARAZICHERICOE—
INFEY,

SEEAEERY VT X M DERL
LFD & SIC, CertName.p12 EEFAZE D#T L WEEBAZEEREXK (CSR) Z1EB L £,

openssl req -new -config X509CA/openssl.cnf -days 365 -out X509CA /certs/CertName_csr.pem -
keyout X5609CA /certs/CertName_pk.pem
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DAYV RIE, GARZEOMBRD/INAR T L —X &, GFAZ0O#HANEICEAT 2EROANERDZ 70O
VIMNERRLET,

CSRE#BBZDIY M) —D—ERIE, CAFIBAZDEE —HT 2 ENH Y F9 (openssl.cnf 7 7 1 )L
DCAR)Y—EHI> 3 VTERE), T74/) hDopenssl.enf 771 JLIE, UTFOITY M) —H—H
LTWEBREIrHYZET,

o E#
o MELIFHMXA
® Organization Name

FERREDY 722 kDN OH@E&IE, FIEAEOMBEEZED D 2RI AHICAEFERAINSD 74 —IL K
TY, HiBEHA (CommonName) I&, ROFHICER L TWBRELNHY T,

o HEAIX, OpenSSLEREERICEL > TERINIITNTDIRAET KR $2H0ENHY T,

o HTTPS V54 7Y M URLEBAMF T v I A2RETIIHEIE. HBLNIBHAENEBEINS
RANDDNSEZER—THBDIEABRTIVELNHY ET ( [HTTPS SEBAZEDHFRI A E
1 %=BR),

pa

HTTPSURL DR &M F = v 7 DEH L. subjectAltName TV X 7> > avid #iEH
SYLBEINZET,

Using configuration from X509CA/openssl.cnf
Generating a 512 bit RSA private key
A+
A+
writing new private key to
'X509CA /certs/CertName_pk.pem'
Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
You are about to be asked to enter information that will be
incorporated into your certificate request.
What you are about to enter is what is called a Distinguished
Name or a DN. There are quite a few fields but you can leave
some blank. For some fields there will be a default value,
If you enter "', the field will be left blank.
Country Name (2 letter code) []:IE
State or Province Name (full name) []:Co. Dublin
Locality Name (eg, city) []:Dublin
Organization Name (eg, company) []:Red Hat
Organizational Unit Name (eg, section) []:Systems
Common Name (eg, YOUR name) []:Artix
Email Address [|:info@redhat.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password [|:password

An optional company name []:Red Hat
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CSRDE%
LTFDEHICCAAERLTCSRICBELZLEY,

openssl ca -config X509CA/openssl.cnf -days 365 -in X509CA /certs/CertName_csr.pem -out
X509CA/certs/CertName.pem

ZMav v RIZIE, new_ca.pem CASEFAZ ICEEMITONTWBMBRD/IR I L —IHNBETT,
UFIChERLET,

Using configuration from X509CA/openssl.cnf

Enter PEM pass phrase:

Check that the request matches the signature
Signature ok

The Subjects Distinguished Name is as follows
countryName :PRINTABLE!:'IE'
stateOrProvinceName :PRINTABLE:'Co. Dublin'
localityName :PRINTABLE:'Dublin’
organizationName :PRINTABLE:'Red Hat'
organizationalUnitName:PRINTABLE:'Systems'
commonName :PRINTABLE:'Bank Server Certificate'
emailAddress :IASSTRING:'info@redhat.com’
Certificate is to be certified until May 24 13:06:57 2000 GMT (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
Write out database with 1 new entries

Data Base Updated

ERZEICIERICEL T 5ICIE. CARMBRNARIL—XZANTE2RENHY XY ( [MMED CA D&
El #ZR).

ya 13!
openssl.cnf 7 7 1 JL(M [CA_default] £ 7 < 3 > T copy_extensions=copy % 5% L

B> 5E. BELFEAIAZICIXTO CSRICHHFEIHAEI VRT3 VIFEEFN
Tt A,

7 74 I DER

UTFD&LSIC. CAFIEAE 7 7 1)L, CertName.pem FEERZ 7 7 1 )L, CertName_pk.pem %8 % &
BWLET,

Windows

copy X509CA\ca\new_ca.pem + X509CA\certspass:quotes[_CertName_].pem +
X509CA \certspass:quotes[ CertName_]_pk.pem X509CA\certspass:quotes[_CertName_]_list.pem

UNIX

cat X509CA/ca/new_ca.pem X509CA /certs/CertName.pem X509CA /certs/CertName_pk.pem >
X509CA/certs/CertName_list.pem

PKCS#12 7 7 1 )L DYERX
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LR @D & S IC CertName_list.pem 7 7 1 LD 5 PKCS#12 7 7 1 IV EER L E 7,

openssl pkcs12 -export -in X509CA /certs/CertName_list.pem -out X509CA /certs/CertName.p12 -
name "New cert"

PKCS#R SIBAZE A ST BN RAT—REANTBLDICKROOLNFET, BE. TD/NNRT—RKE
CSRNART7—KRERAULTY (Thidk., ZLDFEREY R N —TRHRETT),

BEICHCTFIREZRYERLET,

27Y T3S 6 EBYIRL, YRTLORLRIAMPEE LY FEFERLET,

SUBJECTALTNAME #5REEBEDEEE (4 72 3 V)

BHEDKRRA MYV DIEBAEDEKZIC. openssl.cnf 7 7 1 JL T subjectAltName 5% E % B L T,
BIDFEAE LY MIEE S/ DNSEZER > TEIYHTRVWEDICT B I ENHREINE T,

openssl.cnf 7 7 4 JL T, (4T5RIC # XF %8101 L T) subjectAltName ZEZ I XAV A7V ML, 5
IC copy_extensions ERELIX Y 7O MLET,
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Red Hat Fuse 7.6 Apache CXF E¥a )54 —H4M4 K
e o~ =7, ==
B3ZEHTTPS D E

BME
AETIE, HTTPST VY RIRA VY NEBET D HFEEHIBALE T,

3.0 EREERE

31149 —% v NEREREE

BE=E
FTIVE—2avh9—45y NOHDRIAICHEEINTWBIEAIK, §— 71#@774 AN o)
L'CEEu:quE“TLiT?b‘ .3 |—9 "7/ |\nL.nJ_.E0)a7"J ‘\_TJSTL—C\/\%)J:’)‘\_\ 77’{ F‘i&_
FyhNATOxo MCHULTRIEINEE A
B314—4y MNREED H
= Secure Association A
Client . > Server (1|
I |
| |
Trusted CA Lists : I
T T T T T Authenticate
CA Cert List 1 Certificate Cert file

L1 O [

|
|
|
|
CA Cert List 2 |
|
|
|
|
|
|

XxaYys4—NnNV K49

TIVr—oavaERGIDBREIC. 974 T Y MY —NR—DPLUTOLD ICEET I2LENHY FT,

o MAEF— UMY —N—IlEEMITONET, FIAEF—VId. JavaF—RA KT (ee [7

TNV —=2av®Own it iEDIEE] ) OB TRHEINET,

o EHMTXZRI/(CAD—EBNIZA 7Y NTCHATEZT ([EFEINLCA
El EBR),
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33 HTTPS D%

L = el St AR DS 2 OH#LC\ Y—N—FFREF -V 27547V MIEBELET (K
31 15—y hRAEDH ] ZBR), TDER. 7747V MIEBRINDCAYXMERREL, ¥ —
N—DFERAEZEF = —VAD CA .&%%@L\T‘hb\t:—ﬁ?é CAGEBRZE ZMREL T T,

HTTPS Dfi

92472 MITIE, 9—7 Y NDHDEBELICBRERRY) O —BREIZHY FH A, X509 EIEEH %
HTTPS R— MIEEMITE 2&R<. VFA4 TV M ERETBLEIFTY, L. V347V MIE
FAIND CASIFAED—EZ2IBETHHENHY I T ( [EHEINL CASIRAZDIEE] Z=5R).

Y—N—fTlE, H—/8—D XML ZRE 7 7 1 JL T sec:clientAuthentication E&ZH YV 51 7 hiZ:
EHBELBWIEEBRELTCREIN, COERIFEBTEEY, TOHE., 774 MDRY) O —
7547 MREEAMEE L BBV 2 &TY, 2 L. sec:clientAuthentication E%&MFEY 515
Bl LTOEDICRET 2HEIHY FT,

<http:destination id="{Namespace}PortName.http-destination">
<http:tisServerParameters secureSocketProtocol="TLSv1">

<sec:clientAuthentication want="false" required="false"/>
</http:tisServerParameters>
</http:destination>

BF

Poodle i85 (CVE-2014-3566) hS{RET 72D, —N—fIT
secureSocketProtocol % TLSv1 ICERET D2 MELHY £ 9,

want B false (T 7 2L M) ICBREI N, TLS/A\Y R oA JBICH —/N—H 5 X509 SFEAEA B
KLABAWEDICIEELET., BELBMIL false(T 74 M ILREIN. 754 7 NIBAENEE
LABAWETLSNAY R A JBFICHADR N H—INABWI EMEBEINET,

A, required BIED false ICEREINTWBRY ., FEBAELIRVWISA TV MIRT 2

yz -1o)

want BEIE. true 7213 false DWITNNICEETIE T, true ICERET 5 &, want

. BREICEY, TLSNAY RV A JHRICH—N=DI 347> hERAZLZERLEY
BAIEFRELEE A,

F 7. X509 SEBAE A H—/N—D HTTPS R—  ( 7 FYr—2av®Oown IHEDEE] AB8)
ICBEERIF, Y—N—ICEFEINS CARIRAED—EZRHTI2VEELHY F7 ( [FFEINL CAGE
BAEDIEE] ZSRLTLEIV),

ESILRM — FNDBIRIZ, 9—45 v NOBDORIENYR— FINBHEIMHEER
| EFTRIBEMD DY F T (AEHTTPS lEEIEX 17— M DEEEBR),

3 1 2 *EED'[I\H

BE
TIVr—oavAEERERICREINTWSIGE, §—7 Y MEISA T2 MIR L TEZREES
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N, 9247 MNIFnBREY—T v MJQ‘L’CDWIELi“g“O ZDIF )AL, H3.2 THBEEEAE]
THBINTWET, TOFE. — =954 7V MNMIZFNFN, X2 UFa—N\VYRYT(4Y
L: X509 sSEEAENMEICRY £,

B43.2 {8 B 25
Trusted CA Lists
i’ _______________ —
| CA Cert List 1
|
Authenticate I D D D
Client |
| CAGCertList2
|
_ R ERERE
Cert file I
| | .
I ' ’
| L F—————————
' I
|
A Secure Association
Client | 1| > Server @

Trusted CA Lists
=== L - Authenticate
CA Cert List 1 Target Cert file

| |
| |
| |
| |
| |
| CACertList? |

|
| |
| |
| |
| |
| |

L OO

LXxaYsF4—N\YEKRITA4 Y
FTIN)Vr—2avaERIFTIBHIC. 953AT7 Y REY—NR—DUTOLIICKETINELHY FT,

o JSAT U NEY—N—IC, BEITZHAEEF z—VHIEERMITFONTWEST ([7TF) 5 —
2 av®OownitBAEDIEE] %25HR),

o UIATYMEY—N—DEAMMEFEINDFER (CA) D—ETHREINE Y ( [ERINh
CAGIEAZEDIEE] Z2ZRLTLLEIW),
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33 HTTPS D%

TLSNAY R A VDE, Y—N—RBEREF -V %7547V MIEEL. 75472 MIEEAE
Fr—VaHd—N—IEELET, E31 4= hEREEDH] ZZRL TSI,

HTTPS Dl

9247 MUTIE, BEREICHERR) Y —FREFHY A, X509IAEEZ I 1TV D
HTTPS R— MCEAEMIFZ LI T (77U r—2a > OwnitBAEDIEE] A#58HR), BT
2 CASIRAZED—BZ2 VA7V MNIRBTZ2RELHY FT ( [EHEINL CASIRAZEDIEE] %25
BLTLETW),

H—N—lTlE, H—/8—D XML BE 7 7 1 JL T sec:clientAuthentication E&EH12Y 514 7 MZ;
HBE CFTEIEEMBELTLLKEIVN, UTICHlERLET,

<http:destination id="{Namespace}PortName.http-destination">
<http:tisServerParameters secureSocketProtocol="TLSv1">

<sec:clientAuthentication want="true" required="true"/>
</http:tisServerParameters>
</http:destination>

BF

Poodle i85 (CVE-2014-3566) hS{RET 7. —NN—fIT
secureSocketProtocol & TLSV1 ICERET DUELDHY F T,

ZZT. want B true ICEREI N, H—N—DTLSNY ROz VRV ATV I~7b\b X.509
FIEAEZE KT DI EZIBELX T, required BHES true ICREINE T, 7754 7V MEBAEN R
WIBBICTLSNY R A VHRICBIADN N HA—IhB I E2BELET,

F 7. X509 iFBAZE A —/N\—®D HTTPS 1R— b ( FT T —2 320 Own SEFRZDIEE ] ﬁﬂﬂ)
(R HH H—N—(EFEIND CAIIBRED—E4 BRI 2UEELHY ET ( [EFEI N CALL
BREDIEE] =S5R),
=)

ES(L A — NORBIRIE. WARIEATR— NINZHE D MHEE RIFTATRENS

HY) TS AEHTTPS BEEIEX 1 — F DiRE=SRR),
3.2.EFI N/ CAEIFRZDIEE
321G TX S CAIFAZEA T OA4 929137

BE

TV —2arnSSL/TLSNY RY o4 VB5IC X509 SEBAEARET D E, 7TV r—T a3 VIdHE
ﬁ% CANERIICEZEIN CAIBAED 1 DTHEINEI DN EF vV LT, RIELLIIBELR(ERE
TEINEINERELET, ZE L7 XS09SAENBMNTT T r—>a v DEEIN CASIHE
DVWTNNMIEL>TERINTVWSIGE, IAEIEFFEETEZ25DEARINET, T TRVWGEIIE
BEEINET,

EHEINE CATSIRAEAIBEITZ 7SV r—>ay
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HTTPS NV R¥ 24V D—EE LT X509 sEAE A R ET 2 AL’ H D ITRTOT T sr—> 3>
. ERETEXD CAMIBAZED—EBA2BETIVNENHYET, I-EZIE. THIEUTOLI v 147
D7 TIVr—avhegiEhzxd,

e IRTDHTTPS IV Z47 7k,

o HESIE Y KR— M9 2B HTTPS H—/3—,
3.2.2.HTTPS MEFE I /= CASIBREDIIEE

CAGIEAZ DA
CASIFAZ(E Java ¥ — X N 7R TRHTIBELIHY F T,

Apache CXFERE7 7M1 JLTHD CASEBAZDF7O4 XV k

HTTPS RS Y RAR—MNBICEBEINZIL—MNCAZIDUEFTO4T3ICE. UTOFIEEETLE
_a—o

L 77049 2FE8INS CARIBAEDOL Vv av a7V TILLEY, S TE S CAGEHA
BlE, NTV Y I CAFLIETIAR—MNCADSEIETEET (MBED CASIRAZEAEKT S
FEDOFMICOWTIE, TEEDFIAEZDER] 28RLTKEIW, ERTE S CAIRE
l&. Javakeystore 1—7 1 )71 — (fl: PEMFR) EE#MEDHZ2EROHRICT B &N
TEEY, DERMHAEEX, WBERENRNRT—REFTTEIBHEHLY FH A,

2. PEM #23X D CA iEFAZE cacert.pem NEEINTWBIHFHEIIE. ULTDIa~Y Y K2 AN L TEEHA
£%5 IS FSAMZANPICEBMTEET (FLEFMONS A MR NP EERLET),

I keytool -import -file cacert.pem -alias CAAlias -keystore truststore.jks -storepass StorePass

CAAlias [EBFI 24 /T, ZhiZ&Y., keytool 1—F 1 YT 4 —%FHALT. ZORHEDCA
SIBAEICTVERTBIENTEEXY, 7 74J truststore.jks (& CAFEFAZEZ# S0 F— X b

TI727A4INTY, TDT7AIDELFELBRWEEIE, keytool 1—F 1 ) 74 —HER L

9, StorePass /NX T — Rk, ¥F—ZXA N7 7 7 1)L truststore.jks ~D7 VX ZRMH L £
ER

3. MBI UTFIE2 2# YR L., IXTD CAGRAEZ b5 X MRX M7 7 7 1)L truststore.jks
ICEBML FT,

4. EETBEXMLEEZ7 7M1V ERELT. NSRAMANT 774 ILDGAMEIRELET, BAEY
% HTTPS R— b MEXEIC sec:trustManagers EXR%=SH 2 EHLHY £,
ez UTFDOEIICIVZAT Y RR—MNERETEET,

<!-- Client port configuration -->
<http:conduit id="{Namespace}PortName.http-conduit">
<http:tlsClientParameters>

<sec:trustManagers>
<sec:keyStore type="JKS"
password="StorePass"
file="certs/truststore.jks"/>
</sec:trustManagers>

</http:tlsClientParameters>
</http:conduit>
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FIFTHTTPS D

ZZT., type B, PSRAMAPMTHIKS F—RNT7RE%FH L. StorePass H°
truststore.jks ¥F— XA R T ADT7 VL RICHBHINZAT—RTHB I EZEBELE T,

UFDESICH—N—R— P 2RELXT,

<!-- Server port configuration -->

<http:destination id="{Namespace}PortName.http-destination">
<http:tisServerParameters secureSocketProtocol="TLSv1">

<sec:trustManagers>
<sec:keyStore type="JKS"
password="StorePass"

file="certs/truststore.jks"/>
</sec:trustManagers>

</http:tisServerParameters>
</http:destination>

BF

Poodle i85 (CVE-2014-3566) hS{RET 72, —NN—fIT
secureSocketProtocol % TLSv1 ICERET D2 MELDH Y £ 9,

Digk

H
|
NSRARNRMNT7EEDLT 1 L7 MY — (ffl: X509Deploy/truststores/) (3.
Z2RTALIN)— (EBEDODHNEZIAATE) CTHEUEIHY F

o

<}

33. 77— 3>y ® OWNEEFRZDIETE
3.3.1.HTTPS H® Own ifFAZD T 704

BE

HTTPS RSV AR—NEEHETZHBE. 77V 5—> a3 VOiaBEERE XMLERE 7 74 ILAFRLTT
pARE G O

FI7

HTTPS RSV RKR—KMNDTF7 T r— 3 0HBE0

FARAEE T O4 9 2ICid. UTOFIEEETLE
-a—o

1. Java ¥F— X b 7K CertName.jks T, 7 U or—> a3 VAIBAEEZMBLE YT, JavaF—2R

NP THBRAZEZFERT 245EE. [CAZERA LK Java F—Z b7 TOELEAZDIE
Bl ZZRLTLEIW,

=

X
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32

R

—EDHTTPS V547> b Web 750 H—AE) IFURLBEMF v I %X
TLEYT, ThiTlE, H—N"—=HIFTO1INTVWBHER MR- T BEEAZE
DFATYTATA—DRBETT, FLIE THTTPS SEFAZE DRFRIRE 4]
ESRLULTLCEIL,

. SEBAEDF—Z k7 (CertName.jks) 57 FOA A ¥ hKRA FDIEEFEEF 4 L 2 kY — (f:

X509Deploy/certs) ICIE—L £ 9,
certificates T4 L7 N —l3, EEES LIV ZOMDHIELI—F—DHADINEZAHAREE LD
TWbtEXaT7RT14LIMN)—THIZRELRHYET,

. BAETLXMLEBRET7 7M1 Z#wm&E L T, GEEAEZEF—RX M7 CertName.jks DBz iEE L &

¥, FET S HTTPS R— b DR EIC sec:keyManagers EXR %2 SH 2 MEIHYE T,
ez UTFDOEIIKIZAT Y RR—MNERETEET,

<http:conduit id="{Namespace}PortName.http-conduit">
<http:tlsClientParameters>

<sec:keyManagers keyPassword="CertPassword">
<sec:keyStore type="JKS"
password="KeystorePassword"
file="certs/CertName.jks"/>
</sec:keyManagers>

</http:tlsClientParameters>
</http:conduit>

keyPassword B4 (FiIBIE DM BREESILT 27-DICNER/NR 7 — K (CertPassword) %
IBEL. type BHEITNSAMRARNPHRIKS F—RANT7REAFRTEIEAIETE

L. password Eff(d CertName.jks ¥F—A N T7ADT7 IV ZRITHER/INZAT— R
(KeystorePassword) #18%E L £ 7,

UFDESICHY—N—KR—FEEELFT,

<http:destination id="{Namespace}PortName.http-destination">
<http:tisServerParameters secureSocketProtocol="TLSv1">

<sec:keyManagers keyPassword="CertPassword">
<sec:keyStore type="JKS"
password="KeystorePassword"
file="certs/CertName.jks"/>
</sec:keyManagers>

</http:tisServerParameters>
</http:destination>

BF

Poodle i85 (CVE-2014-3566) hS{RET 72HIC. —N—fIT
secureSocketProtocol % TLSv1 ICERET D2 MELH Y £ 9,
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33 HTTPS D%

g

==
(==}

7 7)) r—< 3 VEEBAZE (: X509Deploy/certs/) LT 4 LY M) —

3. B2BRTALIMN)—(0FY, EEEDHANTHAHIRY/EZAHAEE)
THEIVEDDHY TT,

g

==
(==}

XMLEEEZ 7AIUDEEFNZTAL I N)—E BRETZ7ANMICTL—V
THEFAMNDNRRAT—RHPEEFNZ O, EFaT7RT1LI N — (BEH
NDHFHAIMY /EZAHARE) THEIVELHYET,
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HAFHTTPSHES{ERX 1 — M DERE

BE

AEZTIE, HTTPS EHOEIIABME LTI ATV N —N—THHEHTE3BSIELRAS—hD—
BEAIEETIHEABRPALET., EXaYFTFA—NYRITAIBEIC. 95472 MEY—N—TFHE
AREREERM —FDOWTINI—HT IEEAA—MERRLET,

41. Y R— M FROEBES A1 — K

Bz

BSILAXAM—bN &, SSL/TLS EHOEEA LA ERICRET S X274+ —7IT) XL Y
VENAS P

feEZIE SSL/TLS 7R MANTIEE, XyvE—VFA VT ANTILTY XLEFRALTAYyE2-IUH
EBLINDIEDPREINTWET, L. M4V R RMT7ILT) ZLDFRIE. BRICERAINT
WBRREDEERM —MIL>TREINET, B8, 77V r—>3avIEMD5 E/LIESHAY MV T
ARTZLTYZLDOVWTNHIERBIRTEZET,

Apache CXF D SSL/TLS ¥ a ) 74 —ILERATEBBEAM— NI, TV RRA Y MIEBEINEL
FED JSSE 7OANA F— ILL>TERY ET,

Java Cryptography Extension (JCE) & & U' Java Secure Socket Extension (JSSE) I& 75 J aJgE%: 7
L—LT7—0%BELET, ThiILLY, JavatFa )T —FE%, £FaV74—-7O/3q
F—EMENZERDY—RNR—=F 4 —Y—)LFy MNIBEBRADZIENTEET,

SunJSSE 7 O/NA 4 —

EFRICIE, Apache CXF Dt F a2 1) 7 1 —HEEIX. SunJSSE &\ D &ZETD SUN D JSSE 7O/31 4 —
TDHTANINTVET,

ZTD7&, SSL/TLS %S & U Apache CXF THIAATRERIES X4 — hD—EIE. SUN @ JSSE 7’00
NAGT—DOLAFETEBIRABICL > THRMITREINE T,

SunJSSE THR— I NBESX 1 —b

ROBEESRAA — ME, J2SE15.0JavaBFEF Y RO SUN D JSSE 7ONA ¥ —IC&>THR—MIh
TWET (SUNDISSE Y 77 LY RHA KD (3 A EBRBLT EI W),

o ZHEDIES:

SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
SSL_DHE_DSS_WITH_DES_CBC_SHA
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
SSL_DHE_RSA_WITH_DES_CBC_SHA
SSL_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_RSA_EXPORT_WITH_RC4_40_MD5
SSL_RSA_WITH_3DES_EDE_CBC_SHA
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FAZT HTTPSEESIELRX 1 — b DERE

SSL_RSA_WITH_DES_CBC_SHA
SSL_RSA_WITH_RC4_128_MD5
SSL_RSA_WITH_RC4_128_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5
TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA
TLS_KRB5_EXPORT_WITH_RC4_40_MD5
TLS_KRB5_EXPORT_WITH_RC4_40_SHA
TLS_KRB5_WITH_3DES_EDE_CBC_MD5
TLS_KRB5_WITH_3DES_EDE_CBC_SHA
TLS_KRB5_WITH_DES_CBC_MD5
TLS_KRB5_WITH_DES_CBC_SHA
TLS_KRB5_WITH_RC4_128_MD5
TLS_KRB5_WITH_RC4_128_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA

o nullBES{b, BEEMDHDIES

SSL_RSA_WITH_NULL_MD5
SSL_RSA_WITH_NULL_SHA

® Anonymous Diffie-Hellman B§& (825E7% L ):

SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA
SSL_DH_anon_EXPORT_WITH_RC4_40_MD5
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA
SSL_DH_anon_WITH_DES_CBC_SHA
SSL_DH_anon_WITH_RC4_128_MD5
TLS_DH_anon_WITH_AES_128_CBC_SHA
TLS_DH_anon_WITH_AES_256_CBC_SHA

JSSEY 7 7L YRAAANR

SUN D JSSE 7 L—L7—7 OFMIE. LLTDIEFTICH % JSSE Reference Guide #5HR L T 72X
LN,

http://download.oracle.com/javase/1.5.0/docs/quide/security/jsse/JSSERefGuide.html
42 BESIEAA1—bT 1)L —

BE

BE, BENRT TV r—2a v TR, AIRATERESZXMA — DY R N JSSE 7O/ =1
R—FT2ESOY Ty MIHRLET,

ﬁ%\ sec:cipherSuites Z%& D 1Y) IC sec:cipherSuitesFilter E&%FH L T, FHTIHBESA A1 —
BIRT2UENHY FT,

sec:cipherSuites ZRIFBEREN TIEAWVWEY Y T4 V2 &F DD, —BRIAERIE HEIhIH
h ZZHFAENZEF21Y T4 —TONM =D, DRl EE) R F“TL'C\A% ES A — MNatR—
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g BZEEBRTZEDIERTEEY, L. O—RIhdtEFa V74 —7ONM5—& 15
EINLEDLYELSDBEERA— MR- N 2A8EEAHYES, Lz >

T. sec:cipherSuites EX 4R T 2HE 3. ETRFICEDESZAA — MY R—MINTWBHIZER
TlEhY FtA,

Namespaces

T4 [BEEAA—F74ILY —DEREICFERHTZ2HEIE[] & 202723y TERINS XML A
BIZEEERLTVWET,

RANBESAA— M7 4V —DOXEICEAT 54012 MHE

BEREE HEIZ2ME URI

http http://cxf.apache.org/transports/http/configurat
ion

httpj http://cxf.apache.org/transports/http-

jetty/configuration

» http://cxf.apache.org/configuration/security

sec:cipherSuitesFilter 5

sec:cipherSuitesFilter ZRZ AL THBS X1 — 74 LY —%2EHZLEFT, Ih

I&. http:tisClientParameters £z % 7= |4 httpj:tisServerParameters ExDFIZY £¢, —iRA7A
sec:cipherSuitesFilter E5&(C (. f5l4.1 Isec:cipherSuitesFilter E5RDiEiE ] ICEBEINTWSE TV b
A VEBENDHY T,

<sec:include>RegularExpression</sec:include>

<sec:exclude>RegularExpression</sec:exclude>
<sec:exclude>RegularExpression</sec:exclude>

<sec:cipherSuitesFilter>
<sec:include>RegularExpression</sec:include>
</sec:cipherSuitesFilter>

‘ 4.1 sec:cipherSuitesFilter ERD#i&

LA 7§
UTFDtz< YT 14 v 7 )L—ILid sec:cipherSuitesFilter E&IGEAINE T,

1. sec:cipherSuitesFilter EXRAN T KR4 ¥ MOBREIC RRINABW (DFY, BET S
http:conduit & 7= (% httpj:engine-factory Z2&ICRWN) FE 1E. LTFOTF 74 T 4L 5 —
NERINET,

<sec:cipherSuitesFilter>
<sec:include>.* EXPORT _.*</sec:include>
<sec:include>.* EXPORT1024.*</sec:include>
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FAZT HTTPSEESIELRX 1 — b DERE

<sec:include>.* DES .*</sec:include>
<sec:include>.* WITH_NULL .*</sec:include>
</sec:cipherSuitesFilter>

2. sec:cipherSuitesFilter 2N T RKiR4A ¥ NDEREICRR™INDG BE. IXRTOBESRAM —
MEIFT 74 NTBRAINET,

ES{LA 1 — N %258 5ITIE. sec:cipherSuitesFilter £3:(C sec:include FEXR%ZEM L
¥, seciinclude ZER2DHAEIE. 1 DULDBESRAAM — MR E—HTZHERKETYT (I
[SUNJSSE THR—KFINBEEZA1M1—F] DEBEESRXM—NEE2SR),

BIRLEBBSAM— MDY MEXILICRYIADICIE. seciexclude ER%
sec:cipherSuitesFilter Z5& (B L 9, sec:exclude ERDOARIE. BESFhTWS
Ty MOSEOUEDEESRM — MR E—BTZERKKETY,

R

EFLLAVESERM - M ERLBVWESIER M — M ZBRRBICHRA T2 2
EIFEBICHIE>TVWET,

ERRBTD—H

sec:include & &£ U sec:exclude ERICKRTIIN D ERKRIROEIE, Java ERFXF1—7T1 1)

7 1 — java.util.regex.Pattern TEZINTWE T, SUEDFMICDOWTIE, Java ) 77 LV R AA
K http://download.oracle.com/javase/1.5.0/docs/api/java/util/regex/Pattern.html &8 L T £ X
LY,

A X GV N )= DAV RTRNY ]

DLFDOXMLEEIF. BERA—b 74 LY —%)E—PIVRERA Vb
{WSDLPortNamespace}PortName ICBEHAT 57 74 7Y bDOlZRLTWET, 7547V kA2
DIV RRAY MADSSL/TLSEREZRMI D ET &, FARTMREREBESRAI — M
sec:cipherSuitesFilter EXRMEIR L7ty MIHIRL XY,

<beans ... >
<http:conduit name="{WSDLPortNamespace}PortName.http-conduit">
<http:tlsClientParameters>

<sec:cipherSuitesFilter>
<sec:include>. WITH_3DES .*</sec:include>
<sec:include>.* WITH_DES .*</sec:include>
<sec:exclude>.* WITH_NULL .*</sec:exclude>
<sec:exclude>.* DH_anon_.*</sec:exclude>

</sec:cipherSuitesFilter>

</http:tisClientParameters>
</http:conduit>

<bean id="cxf" class="org.apache.cxf.bus.CXFBusImpl"/>
</beans>

4.3.SSL/TLS 7O R D/N—=Y 3V

Bz
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Apache CXF B’H7/R— 9% SSL/TLS 7O RN D= 3 ViF, REINLFED JSSE FO/34
HF—ICL>TERYET, TT74INKTIE, JSSE 7O/8A 4 —I|& SUN D JSSE FO/NA 4 —RE(C
BREINFET,

Digk

==
[=]

SSL/TLSEF a2 T4 —ZBMIT BHEIE. Poodle Mas5tE (CVE-2014-3566)

I L CIRET 570IC. SSLv3 70O M DL EBRMICEMICT 2HELHY &
¥, ML, Disabling SSLv3 in JBoss Fuse 6.x and JBoss A-MQ 6.x #ZHR L T<
IV,

SunJSSE THR—FMIN 3 SSL/TLS 7O ML= 3 Y

%42 TSUN @ JSSE 70/ ¥ —HHR— K9 % SSL/TLS 7O b TJ)L] &, SUN D JSSE 7O/3A
=Y R—rFBSSL/TLS 7ARINLN=VavERLTWET,

F4.2SUN @D JSSE 7ONA F¥—bYR— b9 % SSL/TLS 7O bl

Zobkan Bl

SSLv2Hello FALBEVWTLEXWI(POODLE %2 ) 71 —ff
59ME)

SSLv3 FALBEVWTLEXIWI(POODLE %2 ) 71 —ff
59M)

TLSv1 TLSNN—=Yav1%aHR—bLET,

TLSv1.1 TLS/NN—Ya v 11 (JDK7 M) #HR—KLE T,

TLSv1.2 TLS/N—2 3>V 12 (JDK7 L) #HR—bLET,

BED SSL/TLS 7’0 h AI/N—T 3 DR

T 74V NTIE, JSSE 7ONA F—IC& > TREIN S SSL/TLS A M IILIEFFTART, CXFITV R
RAY MNTHBATEET (27 L. SSLv2Hello 8 £ SSLV3 O M JLIEHEZF T, Thd

l&. Poodle DffEg8ME (CVE-2014-3566) ARE T, Fuse /X—23 Y 620 LUBE, CXF 54 V44 AIC
Lo THBICKRAIhTWEY),

B|EDSSL/TLS 7O KNI EBRHAT ZICI1E. TV RRA >~ M&E T sec:excludeProtocols EX % {#
L 9. sec:excludeProtocols 3<% httpj:tisServerParameters EXxDF & L THRETEXET
(B—"—=H41 K),

TLSN—=Va v 12HADITARTOTA NI EBRHAT BICIE,. LLTD &L S IC sec:excludeProtocols
BEREHRELETT (UDK7LIEEZFEALTWSIEZRAIIRELET),

<?xml version="1.0" encoding="UTF-8"?>
<beans ... >
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FAZT HTTPSEESIELRX 1 — b DERE

<httpj:engine-factory bus="cxf">
<httpj:engine port="9001">

<httpj:tisServerParameters>

<sec:excludeProtocols>
<sec:excludeProtocol>SSLv2Hello</sec:excludeProtocol>
<sec:excludeProtocol>SSLv3</sec:excludeProtocol>
<sec:excludeProtocol>TLSv1</sec:excludeProtocol>
<sec:excludeProtocol>TLSv1.1</sec:excludeProtocol>

</sec:excludeProtocols>

</httpj:tlsServerParameters>
</httpj:engine>
</httpj:engine-factory>

</beans>

BF

Poodle DRSS (CVE-2014-3566) B HR#ET 5 ICId. HIC SSLv2Hello & & U SSLv3
TORINEBRATEDIEEHMRELET,

secureSocketProtocol B %

http:tisClientParameters £z & httpj:tisServerParameters 3 D@ A5 ' secureSocketProtocol [
MEHR—FT2H, HEDOTORNIINERBETEET,

CHOEBMDEY YT« AKBRELLFITH., COBMIEENDTOMNIILEYR— N3 SSL AN

45 —%BIRT DL CXF 2#@®EINICERITLETH, Tasd—rgeIhi7ObaLDHs%EFE

AT3LIICHBRINFEFA, TDH, TVRRA YV MNIEEShA7OMNINEIFERZTOMND
IWAEFEALTRTLEY, TD7/ze®, O— KT secureSocketProtocol BH% A LW & & HH#EEE
IhEd,
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552 WS-POLICY 7L —L T —%

BE

AETIE, WS-Policy 7L—AL7—J DEFXFR, RUS—HTIzo R NERYS—TH—2avDE
F.BLIUVRN O —TH—2arREDLIITHAEDLETR) >—RXETHD0%HRALET,

5.1. WS-POLICY DO# =

BE

WS-Policy {14k &, Web Y —ER 7T 5 —> a3 v TCERITBICERBLVBEDEIY VYT 1V REE
B R)S—%HEAT I BRI L—LT—V %R HELET, Apache CXFEF 2 71 —IE WS-
Policy 7L—L7—2%FRALT. XvtE—VRELRIEHERELET,

RYVY—BLTR) O—DHR

R —AEETI2HRLEELA X, R Y—42BETIEMICEEEDAD I ETY, L& ZIE
WSDLOY bS5V FDEFER— MIRY O—EFEEMITBICIE. LTFOLIICEEELEY,

<wsdl:definitions targetNamespace="http://tempuri.org/"
xmlIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" ... >

<wsdl:service name="PingService10">
<wsdl:port name="UserNameOverTransport_|PingService" binding="BindingName">
<wsp:Policy> <!-- Policy expression comes here! --> </wsp:Policy>
<soap:address location="SOAPAddress"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

RYD—%BETIREFEELT RYY—%BALAEVWERICRY > —SRBRER
wsp:PolicyReference Z# A L. #iWT XML 7 7 1 L DMDIFZFTICR Y & —F & wsp:Policy Z#H A
LET, ezl RYY—BRBEFERALTRY O—2/FER— MIEEMITFZICIE. UTO LD A
EEFALET,

<wsdl:definitions targetNamespace="http://tempuri.org/"
xmlIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" ... >

<wsdl:service name="PingService10">
<wsdl:port name="UserNameQOverTransport_|PingService" binding="BindingName">
<wsp:PolicyReference URI="#PolicylD"/>
<soap:address location="SOAPAddress"/>
</wsdl:port>
</wsdl:service>

<wsp:Policy wsu:ld="PolicyID">
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<!-- Policy expression comes here ... -->
</wsp:Policy>
</wsdl:definitions>

R1) > —5 08 wsp:PolicyReference (. ID PolicylD # B L TSRINAR) O —&#HELET
(URI BMOD # BEEHITOEMICEE LT EIW), RY > —HEk wsp:Policy 1. B
wsu:ld="PolicylD" ZEIN L CTHET 2HEL’HY T,

RYy>o—HJ7oxU k
R)Y—DEEMITOLNTWEZI VT A T4—Id RV =TI/ b EENFT, 72& 21K R
) —%T YV RRAY MIEERMITBIENTEET, COHBE. TVERKRA VKM IR D—DRRE
RYET, BEOKRY S —5FBORY O —4&ICEEMT 22 ENTAETYT, WS-Policy 7L —4
D—01F, LTDESRRY)>—#EZE=HR—KNLET,

o [H—ERRYI—DHE] .

o [TYRRAVIRYS—HTITI M.

o [#ERVYI—HH] .

o Xyt—IR)I—HH].

Y—ERRY T —DHE

RYY—%H—ERICEEMIFZITIE. LTFTOWSDL1IEZDY TERE LT, <wsp:Policy> %R
7=1& <wsp:PolicyReference> 22D\ IThHhZHEAL X T,

e wsdl:service - COY—EXTREINDZITRTOR—FM (T RRA Y M IR O —%5EA
L/i-a—o

IVRRAVRRYS—HTI b

RV —%ITY RRA Y MIBEEMITZICIE. LFO WSDLITERDH T7EZHRE LT, <wsp:Policy>
ER F /2% <wsp:PolicyReference> EZOWI N %EEALE T,

e wsdl:portType - CDR— M9 A4 TEFRTZ2ITRTOR—M (ZV KR4V M ITRY>—%

e wsdlbinding—- ZONA VT4 VI EFERTEZIRTOR—MIR)—%2BRALET,
e wsdlport- TOITY RRA Y MIDARY V—5FHLET,

TEZE, R)V—%IT Y RRAV MMV T 4V TICEEMITZICIE. LTFOLIICLET (RY
¢/_§IEI7\DJ\%ﬁﬁ)O

<wsdl:definitions targetNamespace="http://tempuri.org/"
xmlIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" ... >

<wsdl:binding name="EndpointBinding" type="i0:IPingService">
<wsp:PolicyReference URI="#PolicylD"/>

</wsdl:binding>
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<wsp:Policy wsu:ld="PolicyID"> ... </wsp:Policy>

</wsdl:definitions>

BAER ) S — %

RS — & BIEICEEM T 2IC1E. LUF® WSDL11 BROY 7ERE LT, <wsp:Policy> BR % 7 (&
<wsp:PolicyReference> E2DWV\IFN N EZHAL X T,

e wsdl:portType/wsdl:operation
e wsdl:binding/wsdl:operation

EZWE UTFDESIENA VT4 VTR D —%2BEEEEMITFBIENTEET (R —5R
%ﬁﬁﬁ)o

<wsdl:definitions targetNamespace="http://tempuri.org/"
xmlIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" ... >
<wsdl:binding name="EndpointBinding" type="i0:IPingService">
<wsdl:operation name="Ping">
<wsp:PolicyReference URI="#PolicylD"/>
<soap:operation soapAction="http://xmlsoap.org/Ping" style="document"/>
<wsdl:input name="PingRequest"> ... </wsdl:input>
<wsdl:output name="PingResponse"> ... </wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsp:Policy wsu:ld="PolicyID"> ... </wsp:Policy>

</wsdl:definitions>

AvtE—IURYS—HEZ

RYY—% Xy =Y ICEEMITZICIE. LTDOWSDLITERDOY TERE LT, <wsp:Policy> 5%
F /=1 <wsp:PolicyReference> 220 WIFhHZHFALF T,

e wsdl:message

o wsdl:portType/wsdl:operation/wsdl:input
e wsdl:portType/wsdl:operation/wsdl:output
e wsdl:portType/wsdl:operation/wsdl:fault
e wsdl:binding/wsdl:operation/wsdl:input
e wsdl:binding/wsdl:operation/wsdl:output

o wsdl:binding/wsdl:operation/wsdl:fault
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fEzE, RVY—3BREFERALT "MUYTAVITDAYyE—VER) Y —2FEMITFEIENTE
i’a—o

<wsdl:definitions targetNamespace="http://tempuri.org/"
xmlIns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy" ... >

<wsdl:binding name="EndpointBinding" type="i0:IPingService">
<wsdl:operation name="Ping">
<soap:operation soapAction="http://xmlsoap.org/Ping" style="document"/>
<wsdl:input name="PingRequest">
<wsp:PolicyReference URI="#PolicylD"/>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output name="PingResponse"> ... </wsdl:output>
</wsdl:operation>

</wsdl:binding>
<wsp:Policy wsu:ld="PolicyID"> ... </wsp:Policy>

</wsdl:definitions>

5.2. R v—=

BE

ﬁ%\quMMyﬁim BHORRBRDIZRY Y —BRETHREINET (B2DRY > —DFREN R
—TFH—2av ELTEEINET), LA >T. wsp:Policy BERTEZINDIRY v —id, ER
WKIFEEZT T2V M TY, wsp:Policy ERDAAIF R P—RK ElETh, RS —KIFERWLR
)Y —TH—2avDIFIEFRBENLGEAESHLETREINE T, R —RXOEXEFAET S
ET. RIVY—2EFEZB/LITLOI. FVIMALEIIR) > —TH—rarvoEhzillaaht Tk
IRFNERSBWHEHITEET,

At av7Tld, R)DP—RKOBXELVTCEY YT AV RICDVWTEHLCEHBLET,

R)o—T7H— 3V

R —T7H—avidk, RYUD—F2ERTEIIEFIETRAETHAEGHLEDZ I ENTEEEAMNARE
WFao77ayvy 9T, RYY—FH =3 vilid, RYS—HTV ) MIEEDERBA%EI
L. ZFEICEEMINE T —ILET7Y—>avakLET, & ZIE WS-Security A—H—H h—2
VEBBETEUTDORY D —TH =23 VIlDWTEXATHFELL D,

<sp:SupportingTokens xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
<wsp:Policy>
<sp:UsernameToken/>
</wsp:Policy>
</sp:SupportingTokens>

IVRRAVIRYS—=HTI) MIEAETZHE. CORY—TH—2aViBUTICHELE
ER
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e WebH—ERIY KRS YV ME, UsernameToken 7 LF Vv )V —2 v )V T/ 7o —
YUY ITLET,

o ZE{TEFIC. UsernameToken ¥ |/T//‘\")l/7b\ (V2472 MIT)REI N B D FLEE (T—
N—HIT)ZEAvE—VELTREINDBA, /T\')/ TH—Tavidtrue ZRLET,
ThADHZEIR. R)—TFH—2 3 ‘/L;t false ZiR L £9,

RYY—T7H—Tavdfalse #IRTIBE, DT LEIT—DRETIDITTIHAVRICERLZLLE
IV, BEDORY—TH— 3D neteffect i, R —ADFEAFEE, BORY >—TH—
AavEEDEIICHAEDINTVWEINIL>TEARY T,

RS —DODREFE

RYY—E, R)2—T7H—2avaFRALTEEINET, Zhid, wsp:Optional B4ES & O
wsp:All £k & wsp:ExactlyOne E2DIFIFARAMNINHAEDLEEZFRAL T, ILICEHT
22EDTEFET, INOSDEFREERT B neteffect l&, IFIFLRHFBRRY—OREFER 24
MEBIETY, TNODHFFARELREBR) O — G)L\Thb\b‘,ﬁt NTW3RY., 268974KRY
=W INET (true EFHEI N EF T),

wsp:All £3&

RYS—=TH =23 VD—EBNwsp:AlBRICL >TSSy TINBIFE, YUAMD FRTOD R ¥ —
7#—/3/L;ttruetuﬂﬂﬁ“ﬂé%\%b\ Y&EF, ExE UTORERRR) O—D7H—
SavVOEAEDEICDVWTEZATHEL &£ D,

<wsp:Policy wsu:ld="AuthenticateAndAuthorizeWSSUsernameTokenPolicy">
<wsp:All>
<sp:SupportingTokens>
<wsp:Policy>
<sp:UsernameToken/>
</wsp:Policy>
</sp:SupportingTokens>
<sp:SupportingTokens>
<wsp:Policy>
<sp:SamlToken/>
</wsp:Policy>
</sp:SupportingTokens>
</wsp:All>
</wsp:Policy>

LEORY V—IF, ROFZHEN’ EAH RFINZGEIC. FEDZEFEEKRICH L THELINZET,
® \WS-Security UsernameToken 2 L TV v L EIET DHEIHYET, TLT

o SAML h—V VD EETEIHEL’HYZET,

R

wsp:Policy E5% &, EHRMICIE wsp:All EAETY, LA > T, gndflins
wsp:All ERZHIFRT 2 &, BHRAICAZFDHFIZELONET,

wsp:ExactlyOne 3%

RYP—=T7H—a>vD—EH wsp:ExactlyOne ZERICL>TS v FIN2BEIF. YA NADRY
—T7H =23 VD12 E N true EFHEINZBEDNHYET, ZVF 1 LId) X MR, true
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ZRYR)S—TH—2aVARONBET, RUP—TH—2avaflEiLES, JOFR
T. wsp:ExactlyOne X A%/ I (true MiRINB), YR MDEYDRY O—T7H—2 3 VIS
NEHA, LEAE UTORIARY >—D7H—2a VOMAEDEICDVWTEZATHEL £ D,

<wsp:Policy wsu:ld="AuthenticateUsernamePasswordPolicy">
<wsp:ExactlyOne>
<sp:SupportingTokens>
<wsp:Policy>
<sp:UsernameToken/>
</wsp:Policy>
</sp:SupportingTokens>
<sp:SupportingTokens>
<wsp:Policy>
<sp:SamlToken/>
</wsp:Policy>
</sp:SupportingTokens>
</wsp:ExactlyOne>
</wsp:Policy>

ERDOR) Y —id. UTORKED WFhd Z2FET 25510, FEOREERICH L TR
-3—0

® WS-Security UsernameToken SREEIEBRMEET 5, &
e SAML =Y U EET %,
IS, WA OFRIERY 1 THEETZHBE. 7H—2avyonWdFnrailssE. R >—niEk

INFETH, RUP—TH—2a VDENDPEBICTHAEINZANAEWDIRIETERWCEITEELT
CIEEW,

ZBEDR D —
Rl — &, ZORY > — (Fl: fI51 TZZDRY>—] ) TT,

Fs1ZZDRY) o —

<wsp:Policy ... >
<wsp:ExactlyOne>
<wsp:All/>

</wsp:ExactlyOne>
</wsp:Policy>

ZOREBRY) o — <wsp:All/> (F, RYS—TH—2ava@mlIbBEORVWREFEREEZRLTVE
T, DFY, Blltrue ZRLE T, <wsp:Alll> ZRXBFEBRE L THERATE2HBEE. true DR ¥ —
TH—=2a v RWEETEH, 2FHNARR) Y —%RTIENTEET,

null R > —

BEBIA S — Z4E null BY & — (f: BI5.2 TNUl R~ —] )T,

$l5.2 Null RY > —
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<wsp:Policy ... >
<wsp:ExactlyOne/>

</wsp:Policy>

null DB R 1) & — <wsp:ExactlyOne/> 1§, &I N2 I EPRVWREBFERATRLES, 2FY. B
IC false ZIR L £ 7,

BEOFN

EERITIE, <wsp:All> ER S L U <wsp:ExactlyOne> DEFZR% R A MET 2 EICL Y. il B
BRRY—KEERTEETH, TORBRY D —2ERTEIEEEELWEErHYET, R —
XNOLLBERBICT B7<H. WS-Policy H#kIERY) O —ROERF - IZ BEOHR #EHEL. R
S—REBY AN EPABICHAMB I ENTEET, BWAR) Y —RRBITRTCGAEOEAICHENTEZE
ER

BE, BEORAORY Y- HIS3 MBEEDT + —LIEBX] ICBEINTVWIEXERLET,

<wsp:All> <Assertion .../> ... <Assertion .../> </wsp:All>
<wsp:All> <Assertion .../> ... <Assertion .../> </wsp:All>

</wsp:ExactlyOne>

<wsp:Policy ... >
<wsp:ExactlyOne>
</wsp:Policy>

| BI53EED T + — AHEX

R <wsp:All>...</wsp:All> D&TIE, BMBERERY > —%2KLEFT, INHOR)—DREOW
TR LINDE, R Y—2ENBLEINET,
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FeE A vE—TRE
%6% Xy t_y{%gx

BE

CDETI, ROAYE—VREXAAZXLICDVWTHBLET., BRICHT 213#E (BESE7/ILTY
ALOHREBICEZ)BELIUA Y E—VDRIAICHTIRE (A vE—IFA VA MTIVT) XLODEK
BICL D), RiEIF. SEIFARNELANLSSLCEAZTOMILBICERATEEY, NSV RAR—
REICIE, XvE—20aVTUYREKRIIRL TRELERTZ2A S avrHy £9, SOAP L A
Y—TlE. AvE—VDIFIERIMH (AN, ~Nv¥F—, FLEIHMD ICRELERT 24T aod
HYFET,

61 NSV AR—KBDODAY E—VIRE

BE

FSYRAR—KRBOAYE—VREEIE. FSYRR—IBICL > TREI W B X v -V RE (BBS
ILEBLZ)AIELET, & AE HTTPS &, SSL/TLS AR LSS L UVUX v £ — Y ELHEEE
EIRMLF 9, EFR. HTTPS (& Blueprint XML 53 E%ZEHR L TI TICERICERERETH 5720,
WS-SecurityPolicy & HTTPS #gEt v MIZ < ZEBIML X HA BEHTTPS DRE = 5RR). L.
HTTPSD RSV RR—MNRA VT4V IR) O—%BET SFmE. WSDLAY M2 MEFa )
T4 —BEUAEBDIADIENTEBZETY, LA >2T, WSDLOY RSV hOOAEE—52BEBT 37
SATY NI, WSDLOAVY RSYTMDIVRRA VMDD ISV RR—KMNEBDEF 1) T4 —BHA2KRE
TEX,

Digk

==
[=]

NSYVAR—MLAY—TSSL/TLSEF2) T4 —%2BWIIT BHEIE. Poodle

ffz891% (CVE-2014-3566) ICxt L TIRET 5726 IC. SSLv3 7’0 b D)L A BARBIIC
EMICTE2RELHY £, ML, Disabling SSLv3 in JBoss Fuse 6.x and JBoss
A-MQex ZSHIRL T LI,

RITR S 14

WS-SecurityPolicy B L THTTPS hS Y RAKR— KNARET ZHBAIF. TIL—TY YV RRET
HTTPS ¥ a2l T4 —HBUICKRET D2HELHY T,

6.1 TBlueprint TV 54 7~ h HTTPS MFZE] HTTPS RSV RR—MFOMINEFERTE LD
ICOSA4T7 Y NaRETEHE%TR LT, secckeyManagers ExRiE. 754 7~ NBEDIIAE
alice.pfx Z15%E L. sec:trustManagers 2R (IEFHTEX2 CA Y XA MZIBEE L X7, http:conduit E
%D name BMEN, T4V RA—REFEBALTIVRRSA VM7 RLRIC—BIEZHEITEELTL
RIW, 95472 MITHTTPS 8% ET 2 AEDFFMICDWTIE, 3EHTTPS OFFE =S8R L TK
EX W,

<beans xmins="https://osgi.org/xmlins/blueprint/v1.0.0/"
xmins:http="http://cxf.apache.org/transports/http/configuration”

$16.1 Blueprint TMD %Y 54 7> b HTTPS D&%
xmlins:sec="http://cxf.apache.org/configuration/security” ... >
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<http:conduit name="https://.*/UserNameOverTransport.*">
<http:tlsClientParameters disableCNCheck="true">
<sec:keyManagers keyPassword="password">

<sec:keyStore type="pkcs12" password="password" resource="certs/alice.pfx"/>
</sec:keyManagers>

<sec:trustManagers>
<sec:keyStore type="pkcs12" password="password" resource="certs/bob.pfx"/>
</sec:trustManagers>
</http:tlsClientParameters>
</http:conduit>

</beans>

Ble2 TTIV—TY Y hTOY—/IN—HTTPS&E] HTTPS SV RR—FTORNINEFERT LD
ICH—N—%%ETEHE% L FT. secckeyManagers ExRlE. 754 7 NBEDIIAE
bob.pfx Z15%E L. sec:trustManagers EXRIIEFHTCES CAVRAMNEZEELE Y, H—/1"—fIT
HTTPS %58 E$ 2 Aikld. 3ZHTTPS OFE #BRB LTIV,

<httpj:engine port="9001">

Ble.2 TIW—FY v N TCOHY—/R—HTTPS 5%
<beans xmins="https://osgi.org/xmins/blueprint/v1.0.0/"
xmins:httpj="http://cxf.apache.org/transports/http-jetty/configuration”
xmlins:sec="http://cxf.apache.org/configuration/security" ... >
<httpj:tlsServerParameters secureSocketProtocol="TLSv1">
<sec:keyManagers keyPassword="password">

<httpj:engine-factory id="tls-settings">

<sec:keyStore type="pkcs12" password="password" resource="certs/bob.pfx"/>
</sec:keyManagers>

<sec:trustManagers>
<sec:keyStore type="pkcs12" password="password" resource="certs/alice.pfx"/>
</sec:trustManagers>
</httpj:tlsServerParameters>
</httpj:engine>
</httpj:engine-factory>

</beans>

8%

Poodle i85 (CVE-2014-3566) hS{RET 72D, —N—fIT
secureSocketProtocol % TLSv1 ICERET D2 MELH Y £ 9,

Ry —#4&

NSYRR—KMNRA VT4V ITR)O—E, TVRRAVINRYS—H TV MUERTZRENH
YEST(TZVRRA VIR —HB TV ] #BR), EZXIE D

UserNameOverTransport_IPingService_policy 2D 5V ZR— ML VT4 VIR O —Di5
AN

. LTFOEDICR) =TV RRAY MRNA VT4 VJICBRATEET,
I <wsdl:binding name="UserNameOverTransport_IPingService" type="i0:IPingService">
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FeE Ay E—IRE

<wsp:PolicyReference URI="#UserNameOverTransport_IPingService_policy"/>

</wsdl:binding>

B
TransportBinding 2R DEXIELUTO L S IC4Y £,

<sp:TransportBinding xmIns:sp="..." ... >
<wsp:Policy xmlns:wsp="...">
<sp:TransportToken ... >

<wsp:Policy> ... </wsp:Policy>

</sp:TransportToken>

<sp:AlgorithmSuite ... > ... </sp:AlgorithmSuite>
<sp:Layout ... > ... </sp:Layout> ?
<sp:IncludeTimestamp ... /> ?

</wsp:Policy>

</sp:TransportBinding>

Y FIVRY o —

163 ThZYRAR—brNA VT4 v TDEI] 1 HTTPS b5 RK— b (sp:HttpsToken EX&A'1E
E)BLU256 EY hDTILTY XALRA — b (sp:Basic256 EXRTIEE) 2 A LB ES L UES
MEABERRNS Y ZAR— ML VT4 v TORERLTUVET,

ple3 NSV RR—I A VT4 TDPI

<wsp:Policy wsu:ld="UserNameOverTransport_IPingService_policy">
<wsp:ExactlyOne>
<wsp:All>
<sp:TransportBinding xmlIns:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
<wsp:Policy>
<sp:TransportToken>
<wsp:Policy>
<sp:HttpsToken RequireClientCertificate="false"/>
</wsp:Policy>
</sp:TransportToken>
<sp:AlgorithmSuite>
<wsp:Policy>
<sp:Basic256/>
</wsp:Policy>
</sp:AlgorithmSuite>
<sp:Layout>
<wsp:Policy>
<sp:Lax/>
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp/>
</wsp:Policy>
</sp:TransportBinding>
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<wsp:Policy>
<sp:MustSupportRefKeyldentifier/>
<sp:MustSupportReflssuerSerial/>
</wsp:Policy>
</sp:Wss10>
</wsp:All>
</wsp:ExactlyOne>

<sp:Wss10 xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
</wsp:Policy>

sp:TransportToken

CDEBERICIE 2 DOMRIHY ET, HEDIA TOEF2 YT — b=V VBRETHY., PFVR
R—=IDEDEDITHREINTVWEINERLET, & 2 IE, sp:HitpsToken Z15ET % &. '
HTTPS 7R R JNICE > TRESI N, X2 YT —b—O VD XE098AETH D I ENRINF
-a—o

sp:AlgorithmSuite

CDEHRIF. BLEBSILICERTZ?—EORSE7ILT) ALZBELET., FIARER7ZILINX
LZA—MDFEMICOWTIE, 7T ZLZA—MDIEE] #SBLTLEIL,

sp:Layout

ZDEZRIE, EFa) 74— "V F—HNSOAP Ay E—JILEBMINBZIEFTCEREEERTZNEDI M
ZIRELET, spilax BXRIE. X2V T4 "NV Y —DIEFICEKHEBRIRVWEEEELE

9, sp:Lax DIXE (L. sp:Strict. sp:LaxTimestampFirst. % 7z(% sp:LaxTimestampLast T9,
sp:IncludeTimestamp

CDERNIRYO—ILEFNDIHE. V491 Lld wsu:Timestamp E5& % wsse:Security N ¥ —
WBIMLES, 774 RTIRE 1LV TREFH FHA
sp:MustSupportRefKeyldentifier

ZDERIE, WS-Security LOERTIEEINTWE LDIC, EFa )T 1 —F 891 LD F—HAF
N—VVBRENEBTEZIVNENDHDIEEZBELET, F—#HilFIF. BELILIIBSLERANTHE
FATE28 M=V %&HBANT B2A DXL TY, Apache CXF ICIEZ DHEBENLE T,
sp:MustSupportReflssuerSerial

ZDEFHRIE, WS-Security 1.0 T TIEE I v 7z Issuer & & T Serial Number bk —7 VSR & LIEBTX

ZRENHDIEHBELET, RITEEVVTILESIE, BELFLIIBESLLERATHERAINSTE
MOHZF— =V EBNTEDDXAHNZZXLTT, Apache CXF ICIZZ DHEBENBETT,

6.2.SOAP X vt —J{R&E
6.2.1.SOAP X v —J{REDHE

BE
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FSVZAR—KMEBTIFARS SOAP T Y A—T A VIEBTAY E—VRELBERIT B EICLY., SUXE
MAHEADRERY >—ILT IV EATEET, 5T, SOAP LAY —ldXvE—URBEERHBLTWS
e, & 2R, RBRICREIDERAY I —DHERESIELTERT S EILY., LUMILLLAR
IWTHREZBEATEET, COMBEICLY., JYUBERZET7—FT7/VFv—%2HR—NTEET, &
EZIENDDTL—VYTHFRAMMY ST —DHEB (ZEBRAI VTR Y NRILH D) 2/FEL. BS
I N~y §F—DRIRRBE (ZETHRWATY v IRy hD—0 %N LTELE) 2R/RET 255
NHYFET,

E¥aVTa =MV T4VT

WS-SecurityPolicy & CTEREAINTWAB L DI, SOAP X v E—YV % {RET BT=DITRD/INA VT4
VIIATOVWT D EFERATEEY,

e sp:TransportBinding — FS Y RR—bRA VT4 J &, (Fz& A2 HTTPS 2N LT)
FYURAR—=PMLRIVTREINDIAvE—VREEZSRLET, CONNM VT 1 VT3
SOAP 2 TR, FRDA Y E—I 91 T RETILDIFERTEET, ThilO>WT
i, siots>ay ThSUVRAR—KBOXAyvtE—VIRE] THUCHBALTWET,

e sp:AsymmetricBinding — JERHF/NA VT4 U J 1d SOAP Ay E—Y TV I—FT4 VJET
RMHEINDIAvE—JREZTBLET, REKEIL. FERTTES (AARBESE L TEHSN
) FEHALTEEINET,

e sp:SymmetricBinding — {#/N1 V7T 4 T &, SOAP XAy E&—Y TV a—T14 VJET]R
HEINDAvE—VREEBLET, REHREIL. OFBESE2FEAL TEEINE T, WRE
SDHIE. WS-SecureConversation 8 & U Kerberos h—7 VIl > TRBEINB =0T
ERR

Ay t—JR#E
LTOREMIZ, XvtE—YD0—8FEFLREITRTOA Yy EE—VICERATEEY,

e HES1k,

® signing+encryption (B SLEIDER).

® encryption+signing (B&RIDEESE).
D& RRERIE, 12DXA Yy E—VIERICHASHERZ I ENTEEY, LENF>T, Xvt—
TDO—EOEAIIESIEDATEETH, AvE—VDMOWBAICIIBELZDOADNFRAIN, Xvte—T
DOMDEFITBR EESIEOTMALTETT, XvE—YVD—BERELEATIEETEET,
AvE—YDREEBERATIHREFNAST TP avid. SOAP B (sp:AsymmetricBinding 7z 1%
sp:SymmetricBinding) CHIETE X9, > RXKR— ME (sp:TransportBinding) (&, X v t—
2K IUREABEATZ2A T avoAERELET,
REITIAYE—JO—HRDIEE
IRTE. Apache CXF = T2 &, SOAP X v E—Y DLUTOEAICERFIIBSIELTEET,

® Body:SOAP X v — D soap:BODY EXL A A EL/BEELLET,

o ANYyHFN—1DLLEDSOAP Ay —I ANy —DELELUVESILAEITVWET, EAYSY—0D
REREZBERICIEETAHIENTEET,
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o ARfSOAP Xy t—Y TIRTORMNDELS L VBESILZTVET,

o BR SOAP Ay E—UTHED XML ZERDELPESILEZITVWET,

FHREOO—I

Ay tE—VREICVBRINTOFMNRY) O —%2FALTEEINZDIITRHY FHA, R —
BEIC, Y —ERICVERREOMELZIEET 2 EZRMIZ I ZBENELTVWET., EFa Y
TA—Rh=0U0NRRAT—RREDOHR— FDOFMIE, BENOHBEEDA DW= L%ZFHAL TRHET
ZELNHY T, EBICIE. Apache CXF Tl Blueprint XML EEE 7 7 1 ILICW L DD HR— &
EDFMZRHTILENHY T, FMlE. BESEF—BLUBLEF—0RHE] Z2Z5RLTIELS
(A

6.22. EXMREBELZE L PBESIELY T ) A

BE

CITHIALEYTIVAR, 94T MN—NR=FFV5r—>3 T, IERMBRA VT4 ITRY
V=N VZATUNEY—NR—DEATERZEINDIA Y E—IDSOAP RT 1 —2BESLELVE
BITDEIREINIT,

T AH

Mol TEAMLGELS LUBESIEY T 4] 1k, BEXAMARELEESEOYF ) AOBEALRLTWL
9, InlE. FENRHNNA VT4 VTR —BEWSDLOAY RSV MDI Y RIRA Y MIEERITS
CETEEINET,

Be 1 EFXMLREBERAE L UHKSIES T YA

Initiator Recipient
Client - 'Alice’ Server - 'Bob’

WS-SecurityPolicy]

WS-SecurityPolicy

XML XML
T Client Configuration T Server Configuration
Client Keystore Server Keystore

>+ VADFIR

V4TV M6 TERANLAZELSLVESIEY T A4 ZEFDOI Y RRA Y N TREBZEFEZTFV
HY &, BRAVE-—VERBAYE—VIXRODLD ICABINET,
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1. EEERA v 2—I D WS-SecurityPolicy NV RS —%@BBT 2 &, NV RS—EI54T7>
NDIEIRNA VT4 VIR —THEEINLERY O—I>TX vy - 0B LET,
ZOFITIE. Ny RS—IZROMNIBAERITLE T,

a. Bob OAHEAFEHALT. XvtE—YDSOAP A AREE{LET,
b. Alice D ZE%=FERAL T, BSIEIN/ SOAP REICERALZX T,

2. BEERXA Yy =Y HH—/N—D WS-SecurityPolicy /N RS —%@1BF 2 &, NV RKS—IF
H—IN—DIERFRNA VT4 VTR —THEREINLZR) D —II>TA Y E—I%LEL
F9., TOPITIE. NYRST—IZTRODEBAEERITLET,

a. Alice DR ZFRA L TERLRZRIELF T,
b. Bob DMEHEAFH L TSOAP RT 1 —%ESLET,

3. EEIREX Yy E—IUHHY—/\—D WS-SecurityPolicy N\ RS —%2BBT D&, NV RT—IF
ROWEBHERITLET,

a. Alice DABREAEFALT, AvtE—YDSOAPRT 1 —5BESILLET,
b. Bob DMEEAFHAL T, BSIELIN/IZSOAP RT 14 —ICEBZLLET,

4. ZEBRBAvE—IDNYIS4 7 bD WS-SecurityPolicy /N RS —%@BF 578, /N K
S—IEUTONEERITLET,

a. BobDRrRAF—%2FERALTERERIELET,

b. Alice DT A B L T SOAP K7« —&BELE T,
6.2.3. AsymmetricBinding 7K ) ¥ — DI E

BE

IERIRNA VT v ITRY O —id, FERBE—TILT) XL (ABE/MBF—DHIEDLE) ZFERALT
SOAP Xy —I(REEEKEL, SOAP LAY —TERELFT, FERAMNNA VT4 VI THEAINSEE
FEBELVELT7IVTY XLIE, SSL/TLS THAINZBSES LUTEZT7INT) ZLICHUTWE
T, L. BEEWEWVNE, SOAP X v t—VRETIE, RETIAVE—JDORFEDED (L&A
i BrxDAY YT — AX HMET774)0) ZBRTEZDICF L. S VRAR—KNEDOEF2)
TA— @AY E—Y 2F ICHLTOHMERET S ETT,

RY—HH

RN VT AV ITRY Y —E, TYRRAVRNR) =Ty MIBERTZ2HVENHY ET
(TZY REAY MRS —HTI 1o ] 588), &xid D
MutualCertificate10SignEncrypt_IPingService_policy ##DIERHINA VT4 VTR o —Di5
B UTOEDICRYY—%2T VY RRAY MNRNA VT4 VJICERATEE T,

<wsdl:binding name="MutualCertificate10SignEncrypt_IPingService" type="i0:IPingService">
<wsp:PolicyReference URI="#MutualCertificate10SignEncrypt_IPingService_policy"/>

</wsdl:binding>
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AsymmetricBinding 2R DO#EXITLLTO L D ICRY ¥,

<wsp:Policy xmIns:wsp="...">

(

<sp:InitiatorToken>
<wsp:Policy> ... </wsp:Policy>

</sp:InitiatorToken>

) 1 (

<sp:InitiatorSignature Token>
<wsp:Policy> ... </wsp:Policy>

</sp:InitiatorSignature Token>

<sp:InitiatorEncryptionToken>
<wsp:Policy> ... </wsp:Policy>

</sp:InitiatorEncryptionToken>

<sp:RecipientToken>
<wsp:Policy> ... </wsp:Policy>
</sp:RecipientToken>
) 1 (
<sp:RecipientSignatureToken>
<wsp:Policy> ... </wsp:Policy>
</sp:RecipientSignatureToken>
<sp:RecipientEncryptionToken>
<wsp:Policy> ... </wsp:Policy>
</sp:RecipientEncryptionToken>
)
<sp:AlgorithmSuite ... > ... </sp:AlgorithmSuite>
<sp:Layout ... > ... </sp:Layout> ?
<sp:IncludeTimestamp ... /> ?
<sp:EncryptBeforeSigning ... /> ?
<sp:EncryptSignature ... /> ?
<sp:ProtectTokens ... /> ?
<sp:OnlySignEntireHeadersAndBody ... /> ?

</wsp:Policy>

</sp:AsymmetricBinding>

YU TIWRY > —

6.4 TIEF AL V74 Y T ORI 1E, BEEREBLICE B Ay t—VREEY K— b T BIEHT/N
{VFAVTOPERLTVEY, BALESLE, ABREWEROATEGERLT (DFY., FH
MBI AR L) RITSNET, ZORITIE. BELTHRIE 5 BEFBBA Y E—YD/S—Y
AEEL TV E A, HEE BESEBLVBET Ay t—YO—HOEE] #8BLTRS
(AN

<wsp:ExactlyOne>
<wsp:All>
<sp:AsymmetricBinding

Bl6.4 FERIFRANAL VT4 T DB
xmlins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">

| <wsp:Policy wsu:ld="MutualCertificate10SignEncrypt_IPingService_policy">
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<wsp:Policy>
<sp:InitiatorToken>
<wsp:Policy>
<sp:X509Token
sp:IncludeToken="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/AlwaysToRe:
ipient">
<wsp:Policy>
<sp:WssX509V3Token10/>
</wsp:Policy>
</sp:X509Token>
</wsp:Policy>
</sp:InitiatorToken>
<sp:RecipientToken>
<wsp:Policy>
<sp:X509Token
sp:IncludeToken="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/Never">
<wsp:Policy>
<sp:WssX509V3Token10/>
</wsp:Policy>
</sp:X509Token>
</wsp:Policy>
</sp:RecipientToken>
<sp:AlgorithmSuite>
<wsp:Policy>
<sp:Basic256/>
</wsp:Policy>
</sp:AlgorithmSuite>
<sp:Layout>
<wsp:Policy>
<sp:Lax/>
</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp/>
<sp:EncryptSignature/>
<sp:OnlySignEntireHeadersAndBody/>
</wsp:Policy>
</sp:AsymmetricBinding>
<sp:Wss10 xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">

<wsp:Policy>
<sp:MustSupportRefKeyldentifier/>
<sp:MustSupportReflssuerSerial/>

</wsp:Policy>

</sp:Wss10>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

sp:InitiatorToken

A1Z9T—9—b—I 2V E AZVIT—9—DRAETELHAB/MBERORT 25
JVIBUTOES ICHEAINET,

0y

LEd, TDh—

Ny

2l
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o N—UVDMERBIE, 1 ZVI—F—HDLREFICEEINDIAvE-—VICERALEY,
o NV VDRARRIE. ZEAIZELLBREZRIELIT,

o N—UVDARRIE. BEEINOLAZVI—FI—IEEINI AV E—VERBSLLLET,
o N—UUVDMBRIZ, 1 ZVI—F—DRELEAVE-IZESLIT,

D=0 VF A1 ZI—9—¢EZEBOMATEHERAINEY, L. 1 ZVI—9—DHHWE
BICTIVEATESRLIICTEED, b= VAT —9—ICFRET B2 ENRTEEY, [EEMW
RELELIUESIEYFT)A] TR A1 =T —49—~—2 VIZEEAZE Alice T,

ZDERITIF. UTFDLDICRR NI N7 wsp:Policy %= & sp:X509Token ERASEFNTWEIMNE
HY F9, sp:ncludeToken E %L AlwaysToRecipient ICEREI N, ZFEHIEEINDZTARTOD
Ay t—UIC Alice DRRBEEDDZ LIS VIMLITERLET, ZOF TV avid, ZEANS=
VI—Y—QiRAEEFEA L CRAEZITOIBEICENTYT, RER XA MNINELER
WssX509V3Token10 (&4 7> a v iliY) £, X509 sEBAEICENT 2 N—TYa v aEELE
To UTFOREAE (F/ldnone) 5 ZTRETEF T,

sp:WssX509V3Token10
CNIFERDERT, X509 Version3 h—V VA FAT2UENHZIEERT R —TH—
>3v7TY,

sp:WssX509Pkcs7Token10

ZDREEDERIE, X509PKCS7 b=V VA ERTZ2MENHZIEERIR) I —TH -3y
T9Y,

sp:WssX509PkiPathV1Token10
CNIFEEDEFRT. X509 PKlPath Version1 h—0 V&R 2MENHZIEERI R O —
PHY—3av7Td,

sp:WssX509V1Tokenll
CNIFEREDERT, X509 Version h—V VA FRITIZVENHZEERITRY O —TH—

>3v7TY,

sp:WssX509V3Tokenl
ZNIFEBDERT, X509 Version3 h—V V& FAT2UENHZIEERT R O—TH—
>3vTY,

sp:WssX509Pkcs7Token1l

ZDEBDERIF. X509PKCS7 h—V V2 ERAT2UENHZIEERIRY—TH—ay
T“’a—o

sp:WssX509PkiPathV1Token11

CNIFEERDER T, X509 PKl Path Version1 h—2 VA FRTZ2UENMNHB I EERTRY O —
7Y —23vTd,

sp:RecipientToken

ZEAMN—I Y . ZEAHI’FETILAMB/MBREORTESRBLET, COM—=IVIEUTDLD
ICERINET,

o N—UUVDRRARBIEK, 1 ZVI Y —HLREFICEEINDIAvE-—VZBESLLLES,
o MU UVDOMEBRIT. REAICI>TREINZIAvE-—VZESLLLIT,

o NV VOMERIE, ZTHEENOAZVI—FI—ICEFEINZIAVvE—JVILBRALET,

56



FeE Ay E—IRE

o N—UVDRARF—IF, 12T -9 —DRELLBGZRILFT,

D=2 ZEMEAZVI-F—DEATHERINEY, LLL. ZEADHDWERICT
VEATEDLD., TDHEEE M-IV EREBICEISIEHNTEITY, [EFANLELL LU
Sl FUA) TR ZERMM—2 VIZEERAZ Bob T,

ZOERICIF. UTDLDICRR NI N7 wsp:Policy %= & sp:X509Token ERASEFN TV ME
BHYET, VT54 Ay E—TIC Bob DAFEEEDHZHENRVDH, sp:IncludeToken B
Never ICEREINF T,

pa

Apache CXF Tl&, Bob DFERAE & Alice DIIFAENEMORE TIREIND /2D, X v
T—YICBob F/clid Alice D b=V VX ET2HRERDHY T HA, [BESEF—BL
UVELF— DR 25RLTIEIW,

sp:AlgorithmSuite

CDEHRIFZ, BREESEIERTZ—EORSE7IIT)XALZEELEY, FATRATILIVX
LZ2A —MDOFEMICOWVWTIE, T7LT)ZLZAA—MDIEE] Z5RBLTIEIW,

sp:Layout

CDEHRIF. X2V T 14—~V IT—DNSOAP Xy —VILEMINBZIEFTRGEZERTZ2H0E DD
ZIRELZET, spilax BXRIE, X2V T 14—~V Y —DIEFICKHEBRIRVWEEEELE
9, sp:Lax DXEE. sp:Strict. sp:LaxTimestampFirst. % 7z(% sp:LaxTimestampLast T9,

sp:IncludeTimestamp

ZDERMR)D—ICEEFNDIHE. T 491 LlL wsu:Timestamp 3R % wsse:Security N v ¥ —
IKBMULEY, 774IKMTIE. 91 LRV TIEEFh FHA.

sp:EncryptBeforeSigning

Xy E—URDNESLEBROMABICKRET B1561E. INODBRFENRTINIGIEFZEET 20
EN’HYIEY, TI7FIIDIEFRIE, BSERIICERTSIETY, L. ERHRI S —ICIDE
Feawds, BANICESLEI DL ICRFEIAEESINE T,

—

a3

CDERIIERNICESEE L VCELORRFOIEFICEREBLI T, LEAIE B
FERIICX vy E—YBEZDEBENEEINDIHZE. A v E—YDRERMIERLZREE
THRICESIET2REDHYEY,

sp:EncryptSignature

CDERIE., [ESEF—BLIUELF—DRM] THEESNTVWEIESIEN -7 VICE2T, Xv
t—VERLERBBLTIVELNHDIEEZE/ELFT, T 74/ M false TT,
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pa )

AyvtE—IBRIE. AvE—YDRT 41—, AvtE—IANvF— B2OERRLE.
AvtE—VDIFIERMPRICEL TSI ETCEENBINAERTYT ( [BESEHLV
BERTHAYE—IVD—EHDIEE] H#SHBLTREIV), WS-SecurityPolicy ft#kid 7
A —BADBR ILFERAINZBRT M=V VOB EYR—NT 27D, Xvt—
VDERZLETSAX) —BEHEMENZ I EAHYET, Lo

T. sp:EndorsingSupportingTokens E&A LY KR4 ¥ MUERAIN 2546, B4
FrI—Y (AvE—VBERKIIBETDZTSAT)—BRLETSAT)—EBRILELT DL
AVFY—BR)EFOIENTEET,

ZBEDODIVRY—IY ROYR—M =2 VICET Z5EMIE. [SupportingTokens 77
H—rarv] ZERLTILEIY,

sp:ProtectTokens

CDERIT. BENZTODELOERICFERAINE N—I VICHRTZ2HE DB LHICEELET. T
7 # ) MNF false TG,

sp:OnlySignEntireHeadersAndBody

ZDEHRIF. ANV Y —RT 1 —FLR@E Y TEROY TERTIEAL, AXERFLEAY F—2KIC D
#H. BREBRATEDIEABELET, COFTavaEMITEE. RENIC
sp:SignedElements 7 —> 3 VAFEHATERKRYET ( (BELELELUVEBERTEA Y E—JD—EB
DIEE] E=BR).

6.2.4. SymmetricBinding /R 1) & —DIEE

BE

symmetric binding R & —&, W#HET7ILTY XL (HXEWER) #FEHAL TSOAP X v —VRE%
FEHEL, SOAP LAY —TITWE T, [HNA VT4 v T DHIL. Kerberos 7O LB LUV WS-
SecureConversation 7O K LT,

pa 3]
IRTE. Apache CXF (EFRFR/N1 > F 1 ¥ 7D WS-SecureConversation h—2 > D& %
HR—MLZET,
RY>—H4
symmetric binding R Y —IFTY RARA VY NRY O —H TV MIERT Z2MENrHYET (T
RRA Y hRYS—HTIzo b 2BRLTLKEIW), L&A D

SecureConversation_MutualCertificate10SignEncrypt_IPingService_policy ## DR/ 1 > F 1
VIRYD—DBE, UTOLIICRYS =TV RRA VML VT4V TICERTEET,
<wsdl:binding name="SecureConversation_MutualCertificate10SignEncrypt_IPingService"
type="i0:IPingService">
<wsp:PolicyReference
URI="#SecureConversation_MutualCertificate10SignEncrypt_IPingService_policy"/>

</wsdl:binding>

58



FeE Ay E—IRE

B
SymmetricBinding 2R DOEXIEUTO L S ICAY £,

<wsp:Policy xmIns:wsp="...">
(
<sp:EncryptionToken ... >

<wsp:Policy> ... </wsp:Policy>
</sp:EncryptionToken>
<sp:SignatureToken ... >

<wsp:Policy> ... </wsp:Policy>
</sp:SignatureToken>
) 1 (
<sp:ProtectionToken ... >

<wsp:Policy> ... </wsp:Policy>
</sp:ProtectionToken>
)
<sp:AlgorithmSuite ... > ... </sp:AlgorithmSuite>
<sp:Layout ... > ... </sp:Layout> ?
<sp:IncludeTimestamp ... /> ?
<sp:EncryptBeforeSigning ... /> ?
<sp:EncryptSignature ... /> ?
<sp:ProtectTokens ... /> ?
<sp:OnlySignEntireHeadersAndBody ... /> ?

</wsp:Policy>

</sp:SymmetricBinding>

YU TIVRY > —

Bles TN A T4 7DHl 13, BEREBSEICLZ XAy E—IREZTR— T BN
TAVITDEERLTWET, BLEBESLIE. E—ONMREEERLT (2FY. IHESLEZER
LORGFTINET, ZORITIE, BELTHESE IS BEENHEIAvE-—IDNN-YZHEELTWE
HA. AER ESIEELUVERTEIAYvE—YD—HDEE] 2ZRLTILEIWL,

B6.5 WH/NA1 VT 1 >V TDH

<wsp:Policy wsu:ld="SecureConversation_MutualCertificate10SignEncrypt_IPingService_policy">
<wsp:ExactlyOne>
<wsp:All>
<sp:SymmetricBinding xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
<wsp:Policy>
<sp:ProtectionToken>
<wsp:Policy>
<sp:SecureConversationToken>

</sp:SecureConversationToken>
</wsp:Policy>
</sp:ProtectionToken>
<sp:AlgorithmSuite>
<wsp:Policy>
<sp:Basic256/>
</wsp:Policy>
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</wsp:Policy>
<wsp:Policy>

</sp:AlgorithmSuite>
<sp:Layout>

<wsp:Policy>

<sp:Lax/>

</wsp:Policy>
</sp:Layout>
<sp:IncludeTimestamp/>
<sp:EncryptSignature/>

</sp:SymmetricBinding>

<sp:MustSupportRefKeyldentifier/>

<sp:OnlySignEntireHeadersAndBody/>
<sp:Wss10 xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
<sp:MustSupportReflssuerSerial/>
</wsp:Policy>
</sp:Wss10>

</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

sp:ProtectionToken

CDERIF, AvtE—YDELREBSIEOMAICFERTIRIN—I VABELEY, L&A 22
T WS-SecureConversation hk—27 VA 8ETE X,

BRD M=V 52BAS L VCBESEIREICERT 25B681F. ZOEFROK DY IC sp:SignatureToken
E3R & sp:EncryptionToken EXR4FHAL 7,

sp:SignatureToken

CDERIF. AvE—VOERLIFERTIHMMN—V VEEELEFT, Ihid. sp:EncryptionToken
EREMEAEDETHERATILEDNHY XY,

sp:EncryptionToken

CDBRIFE, AvtE—YOBBILICERTINMHMN—IVZ2BELET, Ihid. sp:SignatureToken
BREMAPEDETERTZILEN DY FT,

sp:AlgorithmSuite

CDERIF, BELEBESLICERTZ—EOBSET7ILT) ALEZEBELET, FIATREAT7ILIYX
LR —PMDOFFAICOWTIE, 7T ZLZA—FDIEE] #BRLTLLEIN,

sp:Layout

ZDERIE, EF1YT4—~"YF—HDSOAP Xy —JICEBMINZIEFTHREEZERT 2H0EDH

ZIRELET, spilax BXRIE, X2V T 14— "NV Y —DIEFICKHEBRIRVWEEEELE
9, sp:Lax DXE(E. sp:Strict. sp:LaxTimestampFirst. % 7z(% sp:LaxTimestampLast T9,

sp:IncludeTimestamp
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ZDERMIR)O—ICEEFNDIHFAE. 5491 LlL wsu:Timestamp B3R % wsse:Security N v ¥ —
IBIMLET, T74I TR 914 LR TREFh THA.

sp:EncryptBeforeSigning

Xy E—URDHNESEBROMABICKRET B1561E. INOOBRFENRTINIGIEFZEET 20
EN’HYIEY, TI7FIIDIEFIE, BSLRICERTSIETY, L. WHR)O—ICZDER
ZEHdE. BERMICESET LD KIRFPEREINE S,

R

COBRIIERNICESLELELVCELORIHRFOIRFICEREL T, L&A B
SEFNICA Yy E—VBEDEEENERBINDHZE. X v E—YDREMIBLZRIL
THRICESET2RENHYEYS,

-

sp:EncryptSignature
DEREF, Avt—VERZBSILLTIVLENDHDIEEW/ELE T, T 74/ MM false TY,

sp:ProtectTokens

CDERIT. BENZTODELOERIFERAINE N—I VICHRTE2HE HBLHICEELET. T
7 # ) MNF false T,

sp:OnlySignEntireHeadersAndBody

ZDEHRIF. ANV Y—RT 1 —FLR@B Y TEROY TERTIEAL, AXERFLEAY F—2EKIC D
#H. BREHEATEZIEABELET, COFTvaveaEMIlddeE. RENIC
sp:SignedElements 7% —> 3 VAFEHATERKRYET ( (BELELELUVERTEA Y E—I D5
DIEE] E=BR).

6.25. ESILEIVELRT Ay -V D—HDIEE

BE

ESbEBRIF. ThENEEMHEEESMHD 2 BHDOREZRMHEL T, WS-SecurityPolicy DIR#E 7
H—oavid, AvE—20 ED B ARETINERET HLDIFERINET, —H. R#EXH
—XALDFFMIE. BETB/NA VT4 VTR S — (x [AsymmetricBinding R ') ¥ — D15

£l . [SymmetricBinding R > —DFEI . BLY TSV RAR—IEDXA v E—VRE] 25R)
TEICEEEINFT,

CZTCHBAT2RETH—>avIiE, SOAP Xy —Y DHEEICERAINSH. SOAP XY
T4 —EHAEDETHERTZIEDPEMINTWET, 2L L. IhHDRY Y—ik, BEDHHT
B Ay E—Y 2F ICH L TRELZBRIDZN I VRAR—MNA VT4 VT (HTTPS R E) IT& o
THER/INET,

RY>—H4

RETH—Yavid, AvE—IRIY—DHA IHERTZBENHYET ([ AvE—IR)—H
%1 &=BR), DFY., WSDL /N1 VT 1~ D wsdl:input. wsdl:output. 7-(3 wsdl:fault &R
WKEBET2REIMHYET, EXIE ID
MutualCertificate10SignEncrypt_IPingService_header_Input_policy % £ L 7={RE& KR ) > —TIl&.
BTFD&SICwsdliinput X v E2—JICRY O—%BRATZIENTEET,
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<wsdl:operation name="header">
<soap:operation soapAction="http://InteropBaseAddress/interop/header" style="document"/>
<wsdl:input name="headerRequest">
<wsp:PolicyReference
URI="#MutualCertificate10SignEncrypt_IPingService_header_Input_policy"/>
<soap:header message="i0:headerRequest_Headers" part="CustomHeader" use="literal"/>
<soap:body use="literal"/>
</wsdl:input>

</wsdl:operation>

RETF7H—>av
Apache CXF Tl&, LAR®D WS-SecurityPolicy DIRET7H—> 3 A R—MINE T,
e SignedParts
e EncryptedParts
e SignedElements
e EncryptedElements
e ContentEncryptedElements
® RequiredElements

® RequiredParts

B
SignedParts EXDEXXIILLTO L S IZRY £T,

<sp:Body />?
<sp:Header Name="xs:NCName"? Namespace="xs:anyURI" ... />*
<sp:Attachments />?

</sp:SignedParts>
EncryptedParts 2R DEXIILLTD L D ICRY £ T,

<sp:EncryptedParts xmins:sp="..." ... >
<sp:Body/>?
<sp:Header Name="xs:NCName"? Namespace="xs:anyURI" ... />*
<sp:Attachments />?

</sp:EncryptedParts>

YU TIVRY >—
ple.6 NEAMES LVBESER) ¥ —0FHEl X, BRFADWITH—2a v EBESEIN/AA—Y

TH—2avD2O00RETH—YavaHAEOEDIZR)Y—EZRLTWET, TOR)I—HNXy
T—VEBAICHEAINS S, BEEZITIAYE—IVRT 4 —IFBELIN, BELEINZET, &
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7=. CustomHeader & W) ZRID A v E—INY ¥ —1FBELZINZE T,

<wsp:ExactlyOne>
<wsp:All>
<sp:SignedParts xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
<sp:Body/>
<sp:Header Name="CustomHeader" Namespace="http://InteropBaseAddress/interop"/>
</sp:SignedParts>
<sp:EncryptedParts xmins:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
<sp:Body/>
</sp:EncryptedParts>
</wsp:All>
</wsp:ExactlyOne>

<wsp:Policy wsu:ld="MutualCertificate10SignEncrypt_IPingService_header_Input_policy">
</wsp:Policy>

‘ Bl6.6 BAMS & FRESERY & — DI

sp:Body

CNEHRIT, RE BESLIALAEIER) M A v E—VOAXIGERINS I EA2EBELE T, RE
Ay tE—YRT 14— 2k (DF Y soap:Body R, TOEM. BLTETDIVTUY)ITHE Hi““hi
-a—o

sp:Header

ZDEZHIL. Name BMEZFRA LAY ¥ —DO—HIL£E LU Namespace BHE%FH L /-
namespace CTIEE I N/ SOAP ANy ¥ —(CLRENMBERAINSZLDICEELEX T, REEF. BV
TUVEECA Y E—IANY Y — &K ICERAINIET,

sp:Attachments
CDEZRIE. REAT7 74 ITEDTRTOD SOAP (SWA) HfFT 7 7 A L HMREIND & AEBELE T,

6.26.lBESLF—BLVELRF—DRERMH

BE

D WS-SecurityPolicy R ¥ —i&, £F¥aYUFs—7ObMaN, EFa)FT4—7IT) XA,
N—=ovs4 7, REEEHRE, X271 —EHDOFMAER Téi?[&ﬁ*ﬂTViT s
L, BEDORYD—TH—ravik, F—PILTUov I RECHEETZEFa)T1—T—9%
BETZHODA NI LERBELFE A, WS-SecurityPolicy I&, BEBRAEF21) T4 —FT—4 M
HBOAAZXLZBUTRHBINZZEZHHFLTWET, Apache CXF TlE, BAET 2+
TA—T—FFTIWV—TYY M XMLEBREEZB L TIREINET,

BEStX¥—bLUBLT —ORE

9SAT VMDYV IARNIVTFFRAMNFLEIVRRA Y RAVFFAMNTTAONRT 1 —2BRET S
CtT\77U7—93V®ﬁ%k# EEBRFX—HIETEZTS ( [Blueprint READESIES LV
ELT70O0/RT 4 —DEN #8R), RETRELATONRT 1 —k K61 BESLTOXT1—BLUVESR
7ONT4—] ICRRINET,
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X6 1BEE{OnNT1 —bLUBELTONRT 1 —

FO/NRT 1 —

security.signature.properties BRAFX—ANTEBET 57<HD WSS4J 7O/
FA4—DEFENBWSSA) TONRF 1 —T 74 /F
Ty b (ESIICHER) 8L U Crypto £ 7
Tk,

security.signature.username AT aVv)FEATZIELZF—ZANTHOF—O
A—H—FZFLIFTA) TR, BEDRWSGEIE,
TONRTA =T 7AIICREI NI )T ADE
AINhZzd, IhHPREINTELT, F—RA LT
ICE—DF—DHNEZENDIIGFEIE. TOF—DME
HAXhZxzd,

security.encryption.properties ESIEF—RANTEERET B7<HD WSS4J AN
TA—5EOWSS4) 7ORTF1—T 74N/ F T
V)N (ELOKRILICEER) LU Crypto 4 7
Tk,

security.encryption.username AFYaVv)FRATIESEF—ANTROF—O
A—HP—ZFLEITA) TR, BEDRWISEEIF.
TONRTA =T 7AIICEREINLIA ) 7 RADME
AIhEzd, IhHPREINTELT, F—A T
ICE—DF—DHNEZENDIIHFHEIE. TOF—DME
HAXhZxzd,

FROT7ORT 1+ —DEFIE. FRAEMNEZERICKMLTWRW D, HFEYBETIGBRIWTLEY
A, security.signature.properties TIEEI N F—Id. RRICEEL LT ESLOBMAICFERS
nF 9, security.encryption.properties TIEEIN S ¥ —Id. BERADOESIL LU RIEOEA ICHEH
IhExFd,

Blueprint S EANDES{LE L UBRL7O/7 1 —DiBM

Apache CXF 7 7)) 5y —< 3 > T WS-Policy R & —%FHAT ZR1IC. R I—HEEZT 74 MDD
CXFIRRITEMT Z2HEIHYET, LUTFDBlueprint BRED 75T AV MIRINE LD
IC. p:policies X% CXF NZITEMLEY,

<beans xmins="http://www.osgi.org/xmlns/blueprint/v1.0.0"
xmins:jaxws="http://cxf.apache.org/jaxws"
xmlins:cxf="http://cxf.apache.org/core"
xmins:p="http://cxf.apache.org/policy" ... >

<cxf:bus>
<cxf:features>
<p:policies/>
<cxf:logging/>
</cxf:features>
</cxf:bus>

</beans>
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LTDflE, BESLIUBESLTONT A —2BEINELY—EXRS 1 TOTOF> —IBMNT 254E
HRLTVWET (P—E XA jaxws:client E3RD name BMETHEEINET), 7ONNTF 1 —&
WSS4J 7ONRTF 1+ —7 74 LTI N E 9§, alice.properties ICIZFBZF—DTO/NRTFT 1 —HEFE
. bob.properties ICIZFEES{LF—D7ONRT 1 —HEEFNET,

<beans ... >
<jaxws:client name="
{http://InteropBaseAddress/interop}MutualCertificate10SignEncrypt_IPingService"
createdFromAPI="true">
<jaxws:properties>
<entry key="ws-security.signature.properties" value="etc/alice.properties"/>
<entry key="ws-security.encryption.properties" value="etc/bob.properties"/>
</jaxws:properties>
</jaxws:client>

</beans>

EB, TONRT A —EDSERALHTREHYFEAD, ThoDd&F—IF. V547V MIT2DO0DR
RBPENICERINIT,

e alice.properties(security.signature.properties TIEEIN/F—) IELUTD LI ICI 4TV
MITEHERINZET,

o EEFEAVE—VIIERT LD
o REXvE—YDESI

e bob.properties(security.encryption.properties TIEEIN/F—) FLLTDL DIV ZM1 TV
MITERINZET,

o EEXYvE-—VERESIETHLDICERALEY,
°© REXYE-—VDELEZIRILT 572D,
InMBEL LB EIE. [EXNLRELSLIUVESEY T ) A THMEOHRAZSRL TSIV,

LUToflE, BESSLUVBEBSILTONRT 1 —% JAX-WS TV RRA Y MIEIMT 2AEE2RLTWE
¥, FO/XF7 14 —7 74)L bob.properties ICIFEZF—DTONT 4 —DEFh., TONRF1—T7
1 )L alice.properties (CIFFESELF—DTONRT 1 —DBEFINET (ThIFI T4 T MEREDHITA
YET),

<beans ... >
<jaxws:endpoint

name="{http://InteropBaseAddress/interop}MutualCertificate 10SignEncrypt_IPingService"
id="MutualCertificate 10SignEncrypt"
address="http://localhost:9002/MutualCertificate10SignEncrypt"
serviceName="interop:PingService10"
endpointName="interop:MutualCertificate10SignEncrypt_IPingService"
implementor="interop.server.MutualCertificate10SignEncrypt">

<jaxws:properties>
<entry key="security.signature.properties" value="etc/bob.properties"/>
<entry key="security.encryption.properties" value="etc/alice.properties"/>
</jaxws:properties>
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</jaxws:endpoint>

</beans>

InsDF—R@EEhEh, Y—N"—AIT2ODELSENTHEAINET,

e bob.properties(security.signature.properties TIEE I N7/=F—) (FLATD & S (T H—/N—{

THEAINZET,
o EFEAVE—VIIEBRTSHLD

o REXvE—YDESI

e alice.properties(security.encryption.properties TIEE I N7 F—) IFLULTD &L D ITH—/3—

BAITERINITT,

o EEXVvE-—VERESIETHLDICERALEY,

°© REXVE-VDELEIRILT 572D,

WSS4J 7O/R5F 14 —T7 7M1 IIVDEH

Apache CXF & WSS4J 7ONTF 4 —T7 74 L EFEA LT, BELEBRICVDELRARBEMTEE

AO—RLZEY, k6.2 TWSS4J Keystore 7O/3F 1 —]

Fq—EHBLET,

6.2 WSS4J Keystore 7O/ F 4 —

lE. TS T7 74 IICERETE SO

org.apache.ws.security.crypto.provider

org.apache.ws.security.crypto.merlin.keystor
e.provider

org.apache.ws.security.crypto.merlin.keystor
e.type

org.apache.ws.security.crypto.merlin.keystor
e.file

66

Crypto 1 9 —7 x4 ADEREEEBELEFT

( TWSS4J Crypto 1 49— x4 X] #5R), &
&, Crypto 7 7 )L kD WSS4J R
org.apache.ws.security.components.crypto.
Merlin Z18EEL £ 7,

ZDERDEDMDTO/F 1 —I&, Cryptof 4 —
74 R D Merlin ZBERICEAFDEDTY,

(AT aV)ERY 3 ISSERR N7 FONA 5 —
D&, 774N MDF—ZRT7TONA Y =&
Bouncy Castle T9, COTANT 1 —%
SundSSE ILERET D&, 7ANM Y —%Sun D
JSSE ¥ —Z M7 7ANA T —ICHYEZ B I ENT
EXR

Bouncy Castle ¥—X b7 7O/NN4 ¥ —E. JKS &
LUPKCS12DF—RAMNT7EHR—MLET, I5
IC. Bouncy Castle I&. BKS & & U' UBER DM E D
F—RAMNTHATHEHR—MLTVET,

O—RETB3F—ARNT I 71ILDGBFAEIEEL X
o BAAIX I SRNAEHEIILTIEEINET,


http://www.bouncycastle.org/specifications.html

FeE Ay E—IR

org.apache.ws.security.crypto.merlin.keystor (7> 3a>)*—X 7% 4 7HJKS (Java ¥—2R

e.alias A7) DGEIK. TAVT7REEBELTF—RA 7D
LREDF—ZERTEET, F—AMTICF—DN
DREIFEFINZHEIF. TAVTREEETHILE
iFHpY £t A,

org.apache.ws.security.crypto.merlin.keystor O 70O/7 1 —THEEINLIART—RIE, F—

e.password 2700y 0 %@BBRT D (F—AKRFT/IRRAT—N)
ELF—RAMNTICBHIN TWEMEBEXF—%2E51E
T35 MEBEF—1RRAT7—R)EWVWS 2 DO0BNTEHER
INFd, TOD. F—ANTD/NRRT— NIEHH
BRONIAT—RNEBLUTHIRENHY X,

=& Z2 &, etc/alice.properties 7 7 1 JLICIE. LLFD & D IC PKCS#12 7 7 1 )L certs/alice.pfx &= O —
K27 On74 —BENEEFNTVET,

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin

org.apache.ws.security.crypto.merlin.keystore.type=PKCS12
org.apache.ws.security.crypto.merlin.keystore.password=password
org.apache.ws.security.crypto.merlin.keystore.file=certs/alice.pfx

etc/bob.properties 7 7 1 JLICIE. LATFD & 5 I PKCS#12 7 7 1 )L certs/bob.pfx ZO0— R§ 5728
DOFTONT 4 —RENEFNTWET,

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.crypto.Merlin

org.apache.ws.security.crypto.merlin.keystore.password=password

# for some reason, bouncycastle has issues with bob.pfx
org.apache.ws.security.crypto.merlin.keystore.provider=SundSSE
org.apache.ws.security.crypto.merlin.keystore.type=PKCS12
org.apache.ws.security.crypto.merlin.keystore.file=certs/bob.pfx

BSt¥—6LU0BLX—DTOI53IV7

EE X —EBERF—20—-FIBROAEE. K63 BESA TV MiEET ST AT 14—
KR 7AnNT+—%FHALT. BETZ2F—%20—RKT5CryptoA 7V V NAIBETHIET
9, ik, WSS4J Crypto 1 >4 7 = — X org.apache.ws.security.components.crypto.Crypto ®
MEDEERZRETIHEDNHY T,

K6IW{BEA TV bafgEd 2 ONRT1—

=<

security.signature.crypto Xy tE—YDELSLVESILOEOO— NEEY
$5CryptoAd 72z hDAVRIVREREL
9,
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security.encryption.crypto Xy E—YDBESIEE L VCERDOKRIZ1TD
O—RK%#HLT 2 Crypto+ 7V bhDAVRY
VAEEELEY,

WSS4J Crypto {1 49— x4 R

516.7 TWSS4J Crypto 4 ¥ —T x4 A &, TAVSIVITHRESF—EBRX—%2RHTIIHBE
id, BERTESCrypto 1 V9 —T A ADEHZ=ZRLTWVWET, Fllld. WSS4J R—LALR—Y &5

BLTLCETW,

6.7 WSS4J Cryptof ¥ —7 x4 R
/I Java
package org.apache.ws.security.components.crypto;
import org.apache.ws.security. WSSecurityException;
import java.io.InputStream;
import java.math.Biglnteger;
import java.security.KeyStore;
import java.security.PrivateKey;
import java.security.cert.Certificate;
X509Certificate[] getX509Certificates(byte[] data, boolean reverse)

import java.security.cert. X509Certificate;

import java.security.cert.CertificateFactory;
public interface Crypto {
X509Certificate loadCertificate(InputStream in)
throws WSSecurityException;
throws WSSecurityException;
byte[] getCertificateData(boolean reverse, X509Certificate[] certs)
throws WSSecurityException;

public PrivateKey getPrivateKey(String alias, String password)
throws Exception;

public X509Certificate[] getCertificates(String alias)
throws WSSecurityException;

public String getAliasForX509Cert(Certificate cert)
throws WSSecurityException;

public String getAliasForX509Cert(String issuer)
throws WSSecurityException;

public String getAliasForX509Cert(String issuer, Biglnteger serialNumber)
throws WSSecurityException;

public String getAliasForX509Cert(byte[] skiBytes)
throws WSSecurityException;
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public String getDefaultX509Alias();

public byte[] getSKIBytesFromCert(X509Certificate cert)
throws WSSecurityException;

public String getAliasForX509CertThumb(byte[] thumb)
throws WSSecurityException;

public KeyStore getKeyStore();

public CertificateFactory getCertificateFactory()
throws WSSecurityException;

public boolean validateCertPath(X509Certificate[] certs)
throws WSSecurityException;

public String[] getAliasesForDN(String subjectDN)
throws WSSecurityException;

627. 7 TY) LR —NDIEE

BE

TITY XL —ME, BE BSE XvE—YF1A IR NDERBREDRIEEZREITT HESIL
FPLIYVXLO—ELELALY23VTY,

Z T TlE, WS-SecurityPolicy Ak TEZEINALTILTY ZLZAA —MIDWTEHBALEY, 7=EL.
BEDOTINITYXLZAA— EFATEZHNEI M, EREERZEF1Y T+ —TONM5—IT&o
TERYET, Apache CXF £F 2 1) 71—k, 7571 VAEEAR Java Cryptography Extension (JCE)
B & U Java Secure Socket Extension (JSSE) L4 V—ICEDWTWE T, 77 #JL b TlE. Apache
CXF & Sun @ JSSE 7ANA F—THREINTWET, 2OTONAF—IE, SunDISSE 77 L
VAHA K D F85kA TEHRBAINTWEBEESASM— MY R—MLTVWET,

538
AlgorithmSuite 2R DEXIILLTD L S ICRY £ T,

<wsp:Policy xmlns:wsp="...">
(<sp:Basic256 ... /> |
<sp:Basic192 ... /> |
<sp:Basic128 ... /> |
<sp:TripleDes ... /> |
<sp:Basic256Rsal5 ... /> |
<sp:Basic192Rsal5 ... /> |
<sp:Basic128Rsal5 ... /> |
<sp:TripleDesRsai5 ... /> |
<sp:Basic256Sha256 ... /> |
<sp:Basic192Sha256 ... /> |
<sp:Basic128Sha256 ... /> |
<sp:TripleDesSha256 ... /> |
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<sp:Basic256Sha256Rsail5 ... /> |
<sp:Basic192Sha256Rsai5 ... /> |
<sp:Basic128Sha256Rsail5 ... /> |
<sp:TripleDesSha256Rsail5 ... /> |
)

<sp:InclusiveC14N ... /> ?
<sp:SOAPNormalization10 ... /> ?
<sp:STRTransform10 ... /> ?
(<sp:XPath10 ... /> |
<sp:XPathFilter20 ... /> |

<sp:AbsXPath ... /> |
)?

</wsp:Policy>
</sp:AlgorithmSuite>

PIWI)ZILRA— b DOT7H—>avidk, ZBOKRE7ILTY XL (f: Basic256) #HHR— M LE T,
RETZILT)ZLRA—MDEMICOWTIE, K64 7T XLZAA—F] H#BRBLTLEIL,

PIVITY)ZXZLRAA— b

%64 T7)LTY XZLZA— K] WS-SecurityPolicy IC& 2 THR—MINZTILTY) LA — ~DHE
EaRLET, RHLIE ROLDICIFIFEFARYIA TOBESETILIT) ALz RLTWET, \Dig
XA ZAMNTILTY XL T, \EnclEESIET7ILTY XL T, \SymKW E#§E> Y 77T
) AL TY . \AsymKW IEIERFRF—S v T7ILTY XL TY, \EncKD &, BESEF—FH7/ILTY)
ALTY, \SigkD &, BRBEHT7IL T XLTT,

FK6ATZNLIY XLARALA— b

ZLIYX  \[Dig] \[Enc] \[SymKW]  \[Asym \[Enc KD] \[Sig KD]
LR — b KW]
Basic256 Sha1 Aes256 KwAes256 KwRsaOa PSha1lL25 PSha1L19
ep 6 2
Basic192 Sha1 Aes192 KwAes192 KwRsaOa PShailL19 PShai1lL19
ep 2 2
Basic128 Sha1 Aes128 KwAes128 KwRsaOa PShailL12 PShailL12
ep 8 8
TripleDes Shat TripleDes KwTripleD KwRsaOa PShaiL19 PShailL19
es ep 2 2
Basic256R Sha1 Aes256 KwAes256 KwRsa15 PShai1lL25 PShai1lL19
sal5 6 2
Basic192R Sha1 Aes192 KwAes192 KwRsai15 PShai1lL19 PShai1lL19
sal5 2 2
Basic128R  Sha1 Aes128 KwAes128 KwRsai5 PShailL12 PShailL12
sal5 8 8



FeE Ay E—IRE

FLITY X \[Sig KD]

\[Dig]

\[Sym KW] \[Enc KD]

LRM— b

TripleDes Shat TripleDes KwTripleD KwRsa15 PShaiL19 PShailL19
Rsa15 es 2 2
Basic256S Sha256 Aes256 KwAes256 KwRsaOa PSha1lL25 PSha1lL19
ha256 ep 6 2
Basic192S Sha256 Aes192 KwAes192 KwRsaOa PSha1L19 PShailL19
ha256 ep 2 2
Basic128S Sha256 Aes128 KwAes128 KwRsaOa PShai1L12 PShailL12
ha256 ep 8 8
TripleDes Sha256 TripleDes KwTripleD KwRsaOa PSha1L19 PSha1L19
Sha256 es ep 2 2
Basic256S Sha256 Aes256 KwAes256 KwRsal15 PSha1lL25 PSha1lL19
ha256Rsa 6 2
15
Basic192S Sha256 Aes192 KwAes192 KwRsa15 PShaiL19 PShailL19
ha256Rsa 2 2
15
Basic128S Sha256 Aes128 KwAes128 KwRsal15 PShai1L12 PShailL12
ha256Rsa 8 8
15
TripleDes Sha256 TripleDes KwTripleD  KwRsa15 PShaiL19 PShailL19
Sha256Rs es 2 2
al5

BESE7NVITVXLDYAT

WS-SecurityPolicy Tld. UTFDY 1 7OBESET7ILIT) XL R—MINZET,
o [WfF—FH]
o [IENHROES]
o 4T
o [EES1L]

o [WHFx—ZvEVY]
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o I[IEW[MHF*F—ZvEVY]
e [OVEa—Nx—]
o I[FESE*—FH]

o [ERFEEH)

NEF—FH

XFFF—FH 7O/NF7 1 — [Sym Sig] &, WIFF—%2FERALTEREZERT 27T XLEBELE
9, WS-SecurityPolicy I&. HmacShal 7/ T X L%x=EICFERTZLIICEELE T,

HmacShatl 7/)L.TJY) X AlE, LLFD URI THAINhE T,

I http://www.w3.0rg/2000/09/xmldsig#hmac-sha1

FIERFRRDER

IEFRBDER T O/8F 1 — [Asym Sig] 1&. FERMF—2FEA L TEREERT 27T Y X L%kig
ELEF, WS-SecurityPolicy I, RsaShal 7L I X L& FEIFERATILIICEELE T,

RsaShal 7)L.JY X Ald, LLFD URI THAIINE T,
I http://www.w3.0rg/2000/09/xmldsig#rsa-sha1

A B S

digest 7O/8F 4 — [Dig]ld. X v E—VF A VT XA MEDERICHEAINZ 7T ALEIBELE
4. WS-SecurityPolicy l&. 2 DDRES 1S T2 hT7ILTY XL (Shal & &£ U Sha256) & 4K — k L
F79,

Shal 7))L 3V X Lld, LATFD URI THAIINET,

I http://www.w3.0rg/2000/09/xmldsig#sha1

Sha256 7L O X Lld, LATFD URI THAIINET,
I http://www.w3.0rg/2001/04/xmlenc#sha256

St

g5t 70/XF7 4 —[Encl id. T—F9 DESEIFERAINZT7ILITY XL%xBELEFT., WS-
SecurityPolicy I&. Aes256. Aes192, Aes128. TripleDes DEES{ET7ITY A L%EHYR—MLET,

Aes256 7L 1) A Lld, LATFD URI THAIINET,
I http://www.w3.0rg/2001/04/xmlenc#aes256-cbc
Aes192 7)L ) A Ll LATFD URI THAIINET,

I http://www.w3.0rg/2001/04/xmlenc#aes192-cbc
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BB A vtE—IRE
Aes128 7I)L ) A Llk, LAFD URI THAIINET,
I http://www.w3.0rg/2001/04/xmlenc#aesi28-cbc
TripleDes 7)L.3') X Ald, LLFD URI THBISNE T,
I http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc
HHBF—>vEYT
WFFF—F v EY T T O/RT 14— [SymKW] I, RIMEOBLS L UBBSICERINZ 7T XL

HIEL FF, WS-SecurityPolicy (&, W#ES v 77ILTY XLD
KwAes256. KwAes192, KwAes128. KwTripleDes =4 R— kL XY,

KwAes256 7). T X Ald. LAFD URI THAII N X T,
I http://www.w3.0rg/2001/04/xmlenc#kw-aes256

KwAes192 7)L TV X Ald. LAFD URI THAII WX T,

I http://www.w3.0rg/2001/04/xmlenc#kw-aes192

KwAes128 7)L T X Ald. LAFD URI THAINZE T,

I http://www.w3.0rg/2001/04/xmlenc#kw-aes128
KwTripleDes 7). 31 X 4ld, LLFD URI THEBIINE T,

I http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc

¥R —ovEVT

FRFFF—F v FTO/RF 1 — [AsymKW] I1E, FERBTF—DBREBESEIERINZT7ILT) Aok
IEELET, WS-SecurityPolicy (&, FEXFRES v 7 7)LT 1) X LD KwRsaOaep & KwRsa15 % 4
R—MLZET,

KwRsaOaep 7/L0") X Al&, LLFD URI THEBIINhF T,
I http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgfip

KwRsa15 7)L3Y) X LlE. AT URI THAIINF T,

I http://www.w3.0rg/2001/04/xmlenc#rsa-1_5

aAvEa—bx—

Qv a— hF—F0/85 1 — [Comp Key] i, JRES NABOSFEICHERINS 7L TY ZLEEE
LET, EXFa70SmMENHLEMERD ID &BIFT 5% G (WS-SecureConversation Z A9 515
BRE) BEDH DY — RNRA—F 4 —ILLDDWMICERRT I D R2AINBVNE SIS, TOHE
F—DRDOYIGREF—AFHETEEHEINFT T, WS-SecurityPolicy I&. PShal 7L T XA
EEICERATRLDICEELET,
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PShal 7L 3 XA, LFD URI THBISN TS,

I http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/dk/p_shat

S+ —8H

ESILF—HH 7 0/8F 1 — [EncKD] . IRELEZBESEX—OHEICERTZ 7L T XLEEE
L& 9. WS-SecurityPolicy i, PSha1L256. PShallL192. PSha1lL128 DEES{L*—DiRET7IIL T )
ALZEFR-—MLET,

PShal 7))L 31 X LIFLAT® URI THRII N E 3 (PShalL256. PShallL192. & & U PShai1l128 iC
BL7LI)VXLANMERINET, F—DORIDAHDERY X)),

I http://docs.oasis-open.org/ws-sx/ws-secureconversation/200512/dk/p_shat

ERREH

ELF—EHTO/F 4 — [SigKD] IF, REESLF—DOHEIHERINZPILTY ZLEEBELET,
WS-SecurityPolicy IZ. PSha1L192. PShall128 DELZ*—DRETITY ok R—rLET,

F—Ro7anNF 41—

%65 [F—RD7O/8F7 1 —] &, WS-SecurityPolicy THR— M INZF—DRNELUVRRKDEI
ZRLTWEY,

K6s5xXx—ROFONRF1—

7anyq4— F—ORX
R/NRFRF—DRX [Min SKL] 128,192, 256
W F —DEmAR [Max SKL] 256

IR HRF —DHw/NR [Min AKL] 1024
IR F —DHRAK [Max AKL] 4096

BN FMEROME MInSKL (&, BIRINTWBFZILTY XLRA—NMNIE>TELRYFT,
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SB7% SRELE

Bz
AETIE, RYP—%FERALTApache CXF 7 ) r—>a Y CRILARET 2 A EERBALES, 1]

£, SOAP LA Y —THR—FINZHE—DI LTV ¥ LY A TIE WS-Security UsernameToken T
ER

7.1 SREE DR E

Bz

Apache CXF Tld, WSDLAY k34 hDRY & —FH—2 3 > & Blueprint XML DREREZHAE
HET, RAEFEATDLICT I r—2avERETEET,

Tt

pa 3]
HTTPS 7O b Zl)l/é’:n,.. SEDEME LTHERATSHIEEHTE BICEL> T, IhEsk
ETHANEELIEEBNRVTLREIL, mﬂtéﬂ %ﬁ,ﬂ.’é LTI,

ull.n\ HE % E j— % ima

BEE LT, BAEFERTIEIICT TN r—vavaRESTDICE. ROFIEERTTI2HELHY
i’a—o

LWSDLOAY SV MDIY RRA Y MIYR—MNN—=O VR O—%BIMLET., NITIE,
IVRERAVIDERXA v E—JIBEDYA TN =02 (V51472 NERIER) 259D 5
CEEBERTIMEIGHY £,

2. 7547 MAIT, Blueprint XML CTRIET BTV RIRA YV MNEBRET B &ICLY., EET
9L TV vILERELET,

3 (AFTav) ISATY MIT, A=Ay SNy RS—AERALT/RAT— RERET 15
BlE, Java TOA—ILNNY INVY RS—AEELZFT,

4, H—N—fT, A=Y INVYRS—ISRETI—FY) Y NXMLOITY KR4 v MNCEE

MFET, ZOFE. I—IWNRNYINYRSZ—@F)E—NIFAT Y IDORITR2LILTY
Dv)b%DILDIELli_a—O

7.2.REFR Y o —DIEE

Bz

IYVRRAVMNTRIEEYR— T 2HBEEF. Y R—b =S VR)O—TFH—>ay 2@ETZTY
RRA Y MRNA VT4 v TICEAERITET, YR—MR—O VRO —=TH =23 VITIEVWDOHNDE
RBZEELHY. TOERIETRTT +—»4 *SupportingTokens DEFI A > TWET
(SupportingTokens. SignedSupportingTokens % &), T2 A MIDWT

l&. [SupportingTokens 7H— 3> ] ZHRLTCEIV,

YR—KNMN—=OVT7H =23 V%IV RRA Y MIBERITZE, ROLDBURIHY T,
o IVRRAVRNEDAYE—VDRYEYITIE, BEINALN—O VA TESURELHY)
9 (=72 > DAMAIE sp:includeToken B IEHIEE).
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o FRTIREIINTOIN—VVERIIHLT, TVRRA Y MNIM—I VICBRILIIESL
TERENHEHZEDDHYET,

HR—MINB =0T —2avid, FVIMLDNINODEHEB/ELTVWARVWI EA2ERT 2
ZEEREBKRLEYT, LA L. WS-SecurityPolicy RS —IES VA LILI LTV v ILARBT S X
h=ZALzEHELEHA, Ob?/QVJb%TEETét‘ZLEL TI—TYV Y N XMLEREEFHATILE
"\ HYET (75147 MNREALIBERDIBE] )o

38

*SupportingTokens 3% (D Y. SupportingTokens EEFHDH 2T R TDOEHR
— [SupportingTokens 7H—< 3> ] Z25H) ICIE. LTOEBXIHY X7,

<wsp Policy xmiIns:wsp="...">

[Token Assertion]+

<sp:AlgorithmSuite ... > ... </sp:AlgorithmSuite> ?

(
<sp:SignedParts ... > ... </sp:SignedParts> |
<sp:SignedElements ... > ... </sp:SignedElements> |
<sp:EncryptedParts ... > ... </sp:EncryptedParts> |
<sp:EncryptedElements ... > ... </sp:EncryptedElements> |

) *
</wsp:Policy>
</sp:SupportingTokensElement>

SupportingTokensElement [ R— KN =0 VEFRD1DTH 3 *SupportingTokens =RLET,
i_.%\ t'=\'—:L'J7_'4 —AYF—IZID(FRFEB) D M=V Vv ESTREITOGFEIE. 1 DUED =2
74— 3 [Token Assertion] =R 1) > —IZEHF T, HFIC, A_TLLIDWFHMM\%ET’\’C’CT

=20 VBB RS 1 T (Fo& Z2I1E. X509 SEFAE & /- I T54R) TH 2HE. EBRHIC

I&. sp:AlgorithmSuite. sp:SignedParts. sp:SignedElements. sp:EncryptedParts. & & U
sp:EncryptedElements E:x%FH L T, REDA v E—V DB EDHDICEL T LIIBESET LD
IKhN—V VA FERTBIEEHETEEY, L. TDHBEILIRTE ApacheCXF TIEHR—FMINT WWZE
A,

Y TIVRY) o —

B71 THR=K =2 VR) =B F. £F2 )T 14—~y ¥ —IZ WS-Security UsernameToken
=02 (A—H—R/AT—RDERBEREZED) 25DV EFHZRY—DFIERLTWE
9, F72. b—72 V& sp:SignedSupportingTokens EXZHNTIHEEINZ DT, TDRY Y —TIE b—
VVREBLINDBEDNHYET, COPITIEMNSZVYRAR—MNA VT4 VT FERLTVWSED,
Ay E—INDELEHYUTIDIEEBERDI NSV RAR—MTTY,

EAR, BRERD |\5/7\TJ’3 hAYHTTPS D%B&. SSL/TLS 7O M )L (@IART7ILTY) LR

1—FTHREINTWB) D, BEINLMN—IVE2ECEFL)T A"V I —%2BLAvE—T 2
’ICEALET., Thid, *7“7J< Fh=OUDNBRINTVWEHEWI B ZHmATDICTATT,

<wsp:ExactlyOne>

BI71YR—b =22 RY>—DHI
<wsp:All>

| <wsp:Policy wsu:ld="UserNameOverTransport_IPingService_policy">
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<sp:TransportBinding> ... </sp:TransportBinding>
<sp:SignedSupportingTokens
xmlns:sp="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy">
<wsp:Policy>
<sp:UsernameToken

sp:IncludeToken="http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/Include Token/AlwaysToRe:
ipient">

<wsp:Policy>

<sp:WssUsernameToken10/>
</wsp:Policy>
</sp:UsernameToken>
</wsp:Policy>
</sp:SignedSupportingTokens>

</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>

sp:WssUsernameToken10 4 7EZ&D&EFEIE. UsernameToken N v 4 —H WS-Security
UsernameToken fE#RkD/N— 3 V10 ICENT 2EBELH B I EEHRLTVWET,

N—o 84T

FRIE LT, Y R—bMFB =0V T7H—> 3 THEED WS-SecurityPolicy h—2 V4 4 T%IBET
TFEF, LHL. SOAP LRIVDEBEEDIZE. sp:UsernameToken h—27 >4 4 TR IFHEEL TV

i’a—o

sp:UsernameToken

HR—

a2l

=2 o7H—>23 0DV TFRAMNTIE. ZOERIE. WS-SecurityUsernameToken H¥
T4 —SOAPAY S —ICEEND T EAIBELE T, EAMIC, WS-Security UsernameToken

IE. WS-SecuritySOAP A v &' —Ta1—H—% /X2 7 — ROBRIEREEET 2LOICERINE
9, sp:UsernameToken EXRDEXXIILLTDL S ICRY £T,

(

<sp:Issuer>wsa:EndpointReferenceType</sp:lssuers> |
<sp:lssuerName>xs:anyURI</sp:lssuerName>
) ?
<wst:Claims Dialect="..."> ... </wst:Claims> ?
<wsp:Policy xmIns:wsp="...">

(

)
(

)
(

<sp:NoPassword ... /> |

<sp:HashPassword ... />
?

<sp:RequireDerivedKeys /> |
<sp:RequirelmpliedDerivedKeys ... /> |

<sp:RequireExplicitDerivedKeys ... />
?

<sp:WssUsernameToken10 ... /> |
<sp:WssUsernameToken11 ... />

77



Red Hat Fuse 7.6 Apache CXF E¥a )54 —H4M4 K
) ?
<./;/-vsp:PoIicy>
<-/ép:UsernameToken>

sp:UsernameToken D% 7 EBRIXITARTA T a VT, BEDRIETIEIVNEHLHY A, BE. 0D
WX TH—EET 249 E sp:IncludeToken BT,

pa 3]

IR7E. sp:UsernameToken #E3X Tld. sp:WssUsernameToken10 % 7 ERDHH
Apache CXF THR—hINTWET,

sp:IncludeToken E 1%

sp:IncludeToken DfElE., TV O—Y Y J R ¥ —D WS-SecurityPolicy /N\— 3 YV &E—HBT ZME
BHYET, REDON—Y3VF12TETN. LHAY—WSDLEN=2a v 112 FRT 2560 HY X
¥, sp:ncludeToken BMEDEMREIIUTDEEY TY,
&L
h—=2o ik, BBEEZEEORTEEINI Ay E—JILETFATLTEAYEEA, T L 3.
=0 ~DOHESRAEFERTI2HELNHY FT. BWAURIEIFUTOESY T,

1.2 http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Never

1.1 http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/Never

Once

A= I =D OBERICEEINZ 1 DDAy E—VILDH =IO VEEBDHIBELHY T T,
h—2VADBRIZ, WBSEAN-XLAFEATEEYT, BEHLAI VI —9—HTREEIN
FISEOEET 2 A v E—U . ABBBANXLEFALT h—2 Y E5RT2BEDHY X
¥, BIHE URMERUTOEBY TT.

1.2 http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Once

1.1 http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/Once

AlwaysToRecipient

h—=2o 2k RBELOREBHRICEEBINDIIANTOAYE-—VICETNTWVWEIREDHY T,
h—o Vi REBDLOAZVI—FI—ICEBINBIA v E-—VICEFNTVWTERY FEA. B
MR URMEIRLLTDEEY TY,

1.2 http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/AlwaysToRecipient

1.1 http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/AlwaysToRe
cipient

AlwaysTolnitiator
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http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/AlwaysToRecipient

5573 FA5E

=V REBEVOFABEICEEINZIANTOAYE-—JICETNTWVWEIRELHY T,
A=V I—F—DoRBHEICEBFINIEAYE—JICN—VVEZEDDIELIETEEREA, BUWAR
URMEIZLTFDEEY T,

1.2 http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/AlwaysTolnitiator

1.1 http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/AlwaysTolnit
iator

Always

1=
-a_o

I—9—¢EREFORICEEINDZIIARTDOA Yy E—VICMN—V VEEBHIZRENHY X
DT 74V MDEMETYT, BMAURIERUTOESEY TY,

v\

1.2 http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/IncludeToken/Always

1.1 http://schemas.xmlsoap.org/ws/2005/07/securitypolicy/IncludeToken/Always

SupportingTokens 7 H—> 3 >~
ROFBEDYR—NN—=0 0 TH =23 VP R—FINTVET,
e [sp:SupportingTokens] .
e [sp:SignedSupportingTokens] .
e [sp:EncryptedSupportingTokens] .
e [sp:SignedEncryptedSupportingTokens] .
e [sp:EndorsingSupportingTokens] .
e [sp:SignedEndorsingSupportingTokens] .

e [sp:EndorsingEncryptedSupportingTokens] .

['sp:SignedEndorsingEncryptedSupportingTokens] .

sp:SupportingTokens

CDERIE. BEINLYA TD M= (BEFELIEEH) % wsse:Security Ny ¥ —ILED D E
AHYFET, BMEHREHY ZHA,
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Digk

H
[=]

ZORYY—Tl, b=V VZBATRMICERZLLEYBESLELAY T2HERIHY X

ThA, LEL. B, BEZ2ELUVESLICLIY =0 V% RETDHIEDREAEER
L) i—d_o

sp:SignedSupportingTokens

CDERIE. BEINLYA TD M= (BEFEIEER) % wsse:Security Ny ¥ —I([LEDDMHE
BHYET, IS, TORVY—TIEMN—IVOBREEERERT DHIC. h—IVIZELZINTL
ZRENHYET,

Digk

==
[=]

ZORY =TI, b=V VZ2RATHICESET 2VBEEHY THA, LEL, B
B, BEAELESLOWATrR—I V2 RETDIVENDHY XY,

sp:EncryptedSupportingTokens

ZDERIE. BEINLYA TD M= (BEFEIEER) % wsse:Security Ny ¥ —I([LEDDMHE

BHYET, IBIC, TORYY—TI, NI VOBEREEZRIET HHIC. b=V VEESIET 2
REDHY FT,

Digk

H
[=]

ORI Y—lF, b=V VERTHNICERTILERHYIEA, LEL. BE.
BEREBSILOMATR—I V2 RETDIVEN DY FT,

sp:SignedEncryptedSupportingTokens

CDERIE. BEINLYATD M= (BEFEIEEH) % wsse:Security Ny ¥ —I([LEDDME
BHYES, ILIC. TORYI—TIE, MO VDOEEMHEHBEEEZRIET DD, h—JUDE
ZELVBESEOEATHIUENHY T,

sp:EndorsingSupportingTokens

RBYR—MRh=OVE XvE—VBZ(TF7M47)—BR)ICBLITILDIFEAINET, Z0OF
£k, EKBER FF ZRELG EHENFT, LA >T BRYR—M =0 VR I—%EAT

22&IC4LY, —EOEBZAEEHRTEZ T, AvE—YBERBICBETETS5AT)—BZE, 754<
) —EBLZICELTDEHVY)—ELTT,
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87
pa 3]
NSUVRR=KNA VT4 VT (HTTPS 2 &) AL TW3HBE, XvtE—IYELE
ERRICIE SOAP X vy £—Y D—E TR WD, ZDHBERAYE—VERICELT S

ZEFTEERA, SYRR=MNA YTV T%FRALTIOR) Y—%EET 2
ECERMN—OUDPRDYICHIA LRIV TICEBLET,

DIk

H®

"
ZORYI—Tl, b=V VZRATRMNICBRZLLEYBESLELAEY T2HERIHY X
Th, L. BE. BERBELIUVESLEICEIY b—7 Y %F

BB ENUAER
L) i—d_o

sp:SignedEndorsingSupportingTokens

ZORVY—F, h—OVDEEUHERIETDEDICN—VVICBRTZUENHDIEERVT, B
R—=K =02 R)S—DERBERLTT,

==
[=]

>

ORI —TIE, b—IVZRATHICESET 2VBEEHY THA, L, B
B, BRLESEOMATrR—I V2 RETIVEDHY TT,

sp:EndorsingEncryptedSupportingTokens

ZORY)Y—F, =0V DOBENERIETDEDICN—V VEBESILTIZREN N H DI EERVT,
BR—MN—=O VRS —DERBERLTT,

Digk

H
[=]

ORI Y—lF, b=V VERATHNICERTILERHYIEA, LEL. BE.
BREBESIEOEMATR—I V%2 RETDIVEDHY T,

sp:SignedEndorsingEncryptedSupportingTokens

ORI Y—F, b=V DEAMERBEMREZRIETDLDIC—I VICEZ L TESLT Z2HELND
2ZEERVWT, Y R—MMN—=OVRYS—DERBERLTY,

73. 954 7 FNREFIBHRDIEE
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Bz

UsernameToken 7 54 7V N LTV v )V ARMT 2HEIG. BERANIC2DOHYET., /5347
N ® Blueprint XML B ETCA—H—RE/NRRATV—ROMAZBEERET D HEE. V77147V bDRE
T1—HY—R%EZHREL. A=Y INYRS—HRELTTOVSLTNRRAT— RNERHETEHED
22TY, BEO77O—F(FOTZIVTICEB)ITE, RRAT—RARZABVWEDICTZDOHBEE
THBEWDHmDHY T,

V547V NERIBHRO TO/RF 1 —

RKINVIOSAT7 Y NERBERD 7O/87 1 —] &, BlueprintXML T 54 7Y hDEXRIVFTFR b
IC WS-Security 2 —H—% /X237 — RERBREZBET 2LHOIFEATEZ O T 1 —%2RL TV
i_a_o

K71V 547V VERBEROONT 1 —

Properties SR

security.username UsernameToken R & —F7H— 3 vDa1—H—4
ZEELZEY.

security.password UsernameToken RY & —7H—>3 v D/ T7— K

EIRELET, IBELAWES, XRT7—REad—
IRy INY RS —UOHT &L > TRES
nEd,

security.callback-handler UsernameToken /R & —7H—2 3 VDN T— R
HEIBTHWSS4 A—INY INYRS—DI S
2EEFELET, A=Y INY RS—(FHho
BROEX1 T4 —ARXVNEMIBTESH LI
FABLTLESIWL,

Blueprint XML TD ¥V 54 7~ MERIBHRDETE

Blueprint XML T ZA4 7Y MDBRIAVFHFRANTA—HY—Z/NRNAT—RILTUVIVIVERET S
ICI&. LR D & S I security.username & & U security.password 7O/XF 4 — %R EL X T,

<beans ... >
<jaxws:client name="{NamespaceName}LocalPortName"
createdFromAPI|="true">
<jaxws:properties>
<entry key="security.username" value="Alice"/>
<entry key="security.password" value="abcd!1234"/>
</jaxws:properties>
</jaxws:client>

</beans>

XA — R 7% Blueprint XML ICEEFRELZKRVWEE (EF 2 ) 71 —LORBENRET S HEMED
HYUFET) RDOYICOA—IUNYINY RS—ZFAL TR —RERETEET,

NRRAT—ROO—ILNyINY RS—DTFOs53I09
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H
N
1k
N

J—Ib/Ny PN RS —%{FR L T UsernameToken ANy ¥ —MD/X2A 7 — RERHT 215513, KRAIC
Blueprint XML TV 24 7V hEEEZZE L. LLFD & S IC security.password 5% 7E %
security.callback-handler sXEICE XX 2EN’HY T,

<beans ... >
<jaxws:client name="{NamespaceName}LocalPortName"
createdFromAPI="true">
<jaxws:properties>
<entry key="security.username" value="Alice"/>
<entry key="security.callback-handler" value="interop.client. UTPasswordCallback"/>
</jaxws:properties>
</jaxws:client>

</beans>

EEofITIZ., T—IL/Ny P /n2 RS —|E UTPasswordCallback 7 5 R IC & > TEEINF T,
7.2 TUsernameToken /XA — RDOA—IL/NXy NV RS—] ICRIND LD

IC. javax.security.auth.callback.CallbackHandler 1 4% —7 4 R #RELTIA—IL/X\y I NV R
Z—%/EKTEZXY,

$17.2 UsernameToken /XA T — RFDA—IL/INy YNV R 5—
package interop.client;
import java.io.|OException;
import java.util.HashMap;
import java.util.Map;
import javax.security.auth.callback.Callback;
private Map<String, String> passwords =

import javax.security.auth.callback.UnsupportedCallbackException;
import org.apache.ws.security. WSPasswordCallback;

import javax.security.auth.callback.CallbackHandler;
public class UTPasswordCallback implements CallbackHandler {
new HashMap<String, String>();
public UTPasswordCallback() {
passwords.put("Alice", "ecilA");
passwords.put("Frank", "invalid-password");

/ffor MS clients
passwords.put("abcd", "dcba");

}

public void handle(Callback][] callbacks) throws IOException, UnsupportedCallbackException {
for (inti = 0;i < callbacks.length; i++) {
WSPasswordCallback pc = (WSPasswordCallback)callbacksi];

String pass = passwords.get(pc.getldentifier());
if (pass != null) {

pc.setPassword(pass);

return;

}
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throw new IOException();
// Add an alias/password pair to the callback mechanism.

public void setAliasPassword(String alias, String password) {
passwords put(alias, password);

J—)L/Ny V7 #4EEIT CallbackHandler.handle() XV v RICL > TREIhFE T, ZDHIT

i, handle() XV v RICEINZa—IN Ny o4 TS MEFTA

T. org.apache.ws.security. WSPasswordCallback ¥ 1 7 TH 2 Z EMNBEEINE T (L YIRENRHFIT
&, A=Y IATI I MDY A THBERLTLREIWV),

DA77 bA=ILINY INY RS—DLYBREHNREREIL, 86K 2—H—IINAT—RKDAT%
RKDHDBIETEREINZET,

WSPasswordCallback 7 5 X

UsernameToken /N2 7 — R4 EJT HEHHT Apache CXF 2 24 7> M T CallbackHandler H* [T
HE¥Nhz &, |59 % WSPasswordCallback 4 7> = 2 ~iC USERNAME_TOKEN O — RAE F
nxvd,

WSPasswordCallback 7 2 X DF#fild org.apache.ws.security. WSPasswordCallback Z&8R L T 23X
LY,

WSPasswordCallback 7 5 A IELLTD LD IC, BLZFEHAI—FE2EHEHELE T,

USERNAME_TOKEN

UsernameToken EfRIEIHRD/ART— R ZREBLE T, L_OJ{EFH%ZI—MI 92472 MU (B —
N—ITRETBHRRAT— RERBT 270) EH—N—f (V54T hHASBELERRT—RE
T BDICNAT—RZEIE T 2740) ODEATHERAINET,

-U-_/\_{,E\U—CH:\ c_o)zl_l\ti/ko)i CEQE“‘TL&TQ

o ¥4I AMNRRAT—K:UsernameToken ICH¥ A VT A MR —RKAEFNBHE, dI—
LNy 7% (WSPasswordCallback.getldentifier() 2’129 %) IEEI N1 —H—KITH
BT BRRT—RERTUBENHYET, NRAT— RO (AT AMIZT—RED
EEERIC L B) 1d, WSSAU SV 914 LICE>TIThhET,

o FL—UFTFAMIRTI—KRHAIVTRAMNRT—RDFBEEBELAETREINET
(Apache CXF 2.4.0 LAF%),

® Custom password type— org.apache.ws.security. WSSConfig @
getHandleCustomPasswordTypes() 7" true ICFREINTWBIHEIE. (Apache CXF 2.4.0
L) 4 2 ZARNRRAT—RDIFBEERULLDICEEINTWVWET, D THAWEEI,
BIADNRELZET,
H—/N—fAI TS L /= UsernameToken IZ Password E:RAS TN TULARWESE, JI—)b
Ny PN RS —[EHUPHINFE (Apache CXF 2.4.0 LUEF),

DECRYPT
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JavaF—A MDD OMEBERZERIGT 572DIC/INAT — KNHPUET
9, WSPasswordCallback.getldentifier() (. ¥F— X 7IV N —DIA YT REZRHELET,
WSS4J I, COMBERAFERALT, vy ay (F) #E2ESELZET,

E4

Java ¥F— A MNTPHOOMEREZEET 2/DIC/NAT—RHPBET
9, WSPasswordCallback.getldentifier() &, ¥F— XA M7 IV M) —DIA ) T7RZRHELFT,
WSS4J IFC DMERZFEAL TERZEXLET,

SECRET_KEY

TRy RATOBBEELIIER. £hEA N Y RMUITOESILELIFRIED DD
BRIMVETT, I—INy IV RS—IE, setKey(byte[]) XV v REFRALTF—%2%ET S
MDELFHY ET,

SECURITY_CONTEXT_TOKEN
setKey(byte[]) X Vv KU L THEET % wsc:SecurityContextToken D+ —HMETY,
CUSTOM_TOKEN

h—2>%DOMERE LTHBREELET, LEZE ThiE, AvE—JILEFhTLARL
SAML 7% —2 3 ¥ £ 7214 SecurityContextToken NDSRDIGHICERAINE T, J—IL/Nv INn
v K> —I&, setCustomToken(Element) XV v REFRAL T =V VARETIHELHY F

_a—o

KEY_NAME

(BELE) Apache CXF 2.4.0 LB&, ZOFERAZEI— NIFELEIhF LK,
USERNAME_TOKEN_UNKNOWN

(BELb) Apache CXF 2.4.0 LIB&, ZOFERAEI—NIFELEINhF LK,
UNKNOWN

WSS4J AMER L TULVRLY,

ZE I N B ERELF IR DERELE

Bz

H—N—@IT, A=Y IV RF5—% Apache CXF S V91 LTEHRIT DI ET, BELEILT
VUPIDRREINTWE I EZHRTEET, MEBOARY LAD— FZ/EK L TERALIEHROKREE 2 X
7§20 Y—RKNRX—=F 4 —DIT VI —TS54AXtF21YT 14— AT L (LDAP H—N"—R &) &#HE
THA—INYINY RS—HRKTEET,

Blueprint XML TOH—/—O—)L/Xy U /Y RS —DRE

9247 M 5ZEE LT UsernameToken 7 L7V vV EIREEYS 2 —/A——JL/Xy UV R
S—HERET BICIE. LLTD & D ICH—/3—0 Blueprint XML 5% % T security.callback-handler 7’00
N7 —%ZRELET,

<beans ... >
<jaxws:endpoint

id="UserNameOQverTransport"
address="https://localhost:9001/UserNameOverTransport"
serviceName="interop:PingService10"
endpointName="interop:UserNameQOverTransport_IPingService"
implementor="interop.server.UserNameOverTransport"
depends-on="tls-settings">

<jaxws:properties>
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<entry key="security.username" value="Alice"/>
<entry key="security.callback-handler" value="interop.client. UTPasswordCallback"/>
</jaxws:properties>

</jaxws:endpoint>

</beans>

ERofITIE, O3—IL/Ny U/ RS —(F UTPasswordCallback 7 S R ICL > TEREINF T,

INAT— REERT 20D — LNy I\ RS—DEE

H—N—ITRRAT—REFTY IRV INY RS—HRET BIC

I&. javax.security.auth.callback.CallbackHandler 1 % —7 =4 RAREL £9, H—/—IC
CallbackHandler 1 % —7 =4 R =EKT 5 —MBRAZEIE. 754 7 M CallbackHandler %
ERTDHIOEHLLTVWET, L, Y—NN—fAITRINENRZAT— ROBRIFERYET, 7574
TV NOEWRBEREWR T HLOIC. A—IUNYINYRT—DLDNRRAT—RD, ZELEIZAT
YERDRRAT—REHBRINZET,

TcEZE, ROELSBY VY TINEEAGFHTEEY, HI7.2 TUsernameToken /SA 7 — KD —)L/Ny
DNV RT—] H—N—BITNRAT—RZREBLET, Y——HITIE. WSS4) V¥ A Lk, O—
Wy UNBEBLIENRRAT—R%E, ZELLEIVZAT7 Y MERIBRONRR7—RELBELET, 2D
DINZAT— KA —HT 255, BERERIFEBICKRIEINE T,

HB—N=—O— RNy INY RS—DIYRENLERICIE, EFa1) T4 —T—IDORMIFERAIND
H—RR—=F 4 =T —IR—REDHE (F& ZIE. LDAP Y —/"— L DIEE) DIERIEENET,
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FE8EFUSEZLTYYVILAMT
FE8EFUSE VLTV v ILRAKNT

8.1 HE

Fuse VLTV v LA NTHREEZFERTZ2E. NAT7—RPZOMOBEBEXFINETR Y INEXF
FELTEDBIENTEET, INHDXFIIE. JBoss EAP Elytron SREEIEHRA M 7 DNOHARI N
i-a—o

JLT Y w LR NTICIE. Apache Karaf 8 & U Java ¥ ZA 7 LA 7O/ F 4 —[AIF D OSGI RIEDH
R—MDHEARAFEFNRTVWET,

7= & Z 14 javax.net.ssl.keyStorePassword 7 &, /X2 T— K& 27 LTORTFT4—& LTIV T T
FRAMTEELTWSIAEEAHYET, 2OTOVII MNTIE, ThOEDEEILTYYVILARNT
ANDBRELTEETEET,

Fuse VLTV vILANT TR, BBXFHNE I LTV VvILANTICREINZEADSRELT
BETEZET, JIVT7TFRAMNOEIRIANVTRBRICEIWAONE T, L&A, REFAHDI L
TV vILAMNT D alias FICREINTWSEEASIRT % CS:alias 2 & T,

CS:alias DA D REHLHY £§, JavaSystem T AT 4 —DIED CS: (FFEBFHET. TDHED
alias IJEDHRRICERAINZE T,

8.2. AR

e Karaf AV T F—IBELTVWIREI HYIT,

8.3.KARAF COFUSE VLTV vILANTDETE

1. credential-store:create Y >~ R {FH L TERIBEHRA M7 =R LE T,

karaf@root()> credential-store:create -a location=credential.store -k password="my
password" -k algorithm=masked-MD5-DES

In order to use this credential store set the following environment variables
Variable | Value

CREDENTIAL_STORE_PROTECTION_ALGORITHM | masked-MD5-DES
CREDENTIAL_STORE_PROTECTION_PARAMS |
MDKEKXNvbWVhcmdJpdHJhenlicmF6eXNOcmluZ3RoYXRkb2Vzbm90bWF0dGVyAgID6AQIsU
OEqvog6Xl=

CREDENTIAL_STORE_PROTECTION | Sf6sYy7gNpygs311zcQh8Q==
CREDENTIAL_STORE_ATTR_location | credential.store

Or simply use this:

export CREDENTIAL_STORE_PROTECTION_ALGORITHM=masked-MD5-DES

export
CREDENTIAL_STORE_PROTECTION_PARAMS=MDKEKXNvbWVhcmdJpdHJhcnlicmF6eXNO
cmluZ3RoYXRkb2Vzbm90bWF0dGVyAgID6AQIsUOEqvog6XI=

export CREDENTIAL_STORE_PROTECTION=Sf6sYy7gNpygs311zcQh8Q==

export CREDENTIAL_STORE_ATTR_location=credential.store

ZhniE, ¥—2 L vy MERET S JCEKS KeyStore O credential.store 7 7 1 L TH B HEHD
HyxEd,

2. Karaf A5 +—%8&7TLET,
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I karaf@root()> logout
3. VLTI HILA RN T OENBICRTIINIREEHEZHZELE T,

$ export CREDENTIAL_STORE_PROTECTION_ALGORITHM=masked-MD5-DES
$ export

CREDENTIAL_STORE_PROTECTION_PARAMS=MDKEKXNvbWVhcmdJpdHJhcnljcmF6eXNO

cmluZ3RoYXRkb2Vzbm90bWF0dGVyAgIDE6AQIsSUOEqvog6XIl=
$ export CREDENTIAL_STORE_PROTECTION=Sf6sYy7gNpygs311zcQh8Q==
$ export CREDENTIAL_STORE_ATTR_location=credential.store

BF

Karaf A7+ —% &Y % F1IC CREDENTIAL_STORE_*IRIREH%ZRET
BEIHY XY,

4, Karaf AvF+—%EEL T,

I bin/karaf
5. credential-store:store %A LT, >— VL v b 2L TV v IILARNTIEBMLET,

karaf@root()> credential-store:store -a javax.net.ssl.keyStorePassword -s "alias is set"
Value stored in the credential store to reference it use: CS:javax.net.ssl.keyStorePassword

6. Karaf AV 7 +—%#BEKRTLZEY,
I karaf@root()> logout

7. EDQRDYIC, ¥=I Ly bADSREEEL TKaraf AV T F—ZBRITLIT.

$ EXTRA_JAVA_OPTS="-
Djavax.net.ssl.keyStorePassword=CS:javax.net.ssl.keyStorePassword" bin/karaf

System::getProperty = L T7 7 £ X L 7235& @ javax.net.ssl.keyStorePassword D{EIC(E. XX
F% "alias is set" H’BENZ2EHDHY £,
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R

EXTRA_JAVA OPTS (4. VARAFLTANRT 4 —BHIBETEIAHAENDIDOTT, INHD
SRATFALATONRT 4 —IE, Karaf AV TFF+—DRBRFICEZEINE T,

BF

BREZHHIREAMCY—IINY, JLTVIYILARNT 77400V TV EE
HLIERAEMICERINAZYTEE, v—J Ly MO BRICILGINET, IMXEEET
TOERALEBEDTONRT 1 —DfEIE. XF7F "<sensitive>" ICE XA SN ET
A, System::getProperty & 7% 01— R/XZANSHHY £, =& 2 X BBFY —IL¥
EZH=N)TY—=IE. TRYTERNTY—RR—FT4—DY I M7 EHICZ
K70 ERTBBELHY T,



f18%A ASN.1 & L UEkEI &

{F8%A ASN.1 & & VBB &

Bz

OSI Abstract Syntax Notation One (ASN.1) & & T' X.500 Distinguished Names (&, X.509 FEEAE & L O
LDAPT4 LY MN)—%2EETDEFX1) T4 —RETEERO—ILERLLIT,

A.1. ASN.1

Bz

Abstract Syntax Notation One (ASN.1) I&, BHEDI I VYN—RO 77O IV JEEIKEL
BWTF—d R IEEATERT DA EHIRMET B720IC, 1980 ERHEEIC OSIZEEBKICE > TERE
INF Lk, ELORT, ASNIE, 7Y R 74 —LIKELAVWT—YBOERICERT S OMG
DIDL X WSDL R EDRIFTDA YV —T 4 AREEEBDERITERARTIENTEET,

ASN.T &, 1Z# (SNMP, X509, LDAP R &) DERETELKERAINTWS O, EETY, K,
ASNIEEFa ) 71 —ZREODPBHFTEKER L TWE T, X509 iAE & HAEDEXRERIE.
ASNI#EXEFRALTREBRINTWET, IhoDtEFxa ) T4 —1ZHEAFERT 5720IC ASNIEXD
FHAMFEIDEHY FHEADN, FEAEDEF2) T4 —BEET S BEOERWLERICIE ASNI A
FAINZZEICERET2RENMHYFET,
BER
OS| DEAFFEILIFA (BER) I&. ASNAT—BAEF I Tv MDY= VR (N1 F ) —FKRE) ILEH
T2HEEEHELET. LD >T, ASNITICELTBER A RATH—ILIE. OMGIDL ICEAL T
GIOP AR O0—ILERAKTT,
DER
OSI @ Distinguished Encoding Rules (DER) I&. BERIZHF{LL72£DTY, DERIEZ., BERE, T Od—
TAVIN—BTHBDIERRIETZHODODNL DHIDEMIL—ILTHREINTVWEY (BERTVO—
TAVITIE—ETIEHY EFHEA),
SEZEEN
ASN.T DEFAICDWTIE, ROBERF 1AV M ZSRLTLREIL,

® ASN.1IE X208 TEEZEINTLWET,

® BERIIZ X209 CEZRINTWZET,
A.2. R4

BE

FESRMIC, HRE (DN) 1. X500 F 4 L2 MY —HEDEF—& LTEEShTUWET, 7L, DN
i, BOE< DIV FTHFAMNTAABNFE LTERINS LI Y X L7, Apache CXF Tid. DN
EROIAVTHEFRAMNTRELE T,

o XS509FRAZE - 7z & A 1E, ABAENDO DN D 1D, SBAZDFIEE (EX2 T —TY VY
NIV EERILE T,
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o LDAP:DNI&. LDAPT A LI M) =Y ) —RDA T MR DOIFZHIFERINZE
-g_o

DN DX F5IKIT

DNIZASNI TERICERINTWVWETA, DND UTF-8 XFIRIRATEHRT 5 LDAPEXEEHY F T
(RFC 2253 =5 08), XFFIKREIE. DN OEEARRT 27O DFEFLEBFELRBEL T,

= -1o)
DN OXFFXKIKFIE, DERTITVA—RKIN/ZDNDO—EDOREAIRHFELFEFHA, TD
7=, XFHINFHAHN»S DERFERICEINSDNIE, BICTODERIYI—FT4 V0%
BRI BRTIEHY T A,

DN X ZF D1

UTFDOXF5IE. DN QBB TY,

I C=US,0=IONA Technologies,OU=Engineering,CN=A. N. Other

DN X5 DiEE

DN XF3E, UTDOEELBERDLBRINEY,
e OD
o EMSAT
e AVA

e RDN

oID

OBJECT IDENTIFIER (OID) (&, ASN.1 D EBEE —RICHNT 5/31 DY —F VA TY,

BEEY1 T

DN ICERINZAEMDH 2 IETIEABESY 1 Fid. BRKICITHEL DY THAN. EEICIE.
BHEYA TOTL —BOAFNEHEINET, BA —BHICERINIEEDY A 7] IEST 2T
ML ASREEVEMLY 1 TORRERLET,

KAI—BNICERAXh I BHDY 1 7

XPHIRHE X.500 @91 7 T—IDHAX RI% D OID
C countryName 2 2546
O organizationName 1..64 2.5.4.10
Oou organizationalUnitName 1..64 2541
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XPHIRHE X.500 @tk9 1 7 T—IDHAX RI% D OID
CN commonName 1..64 2543
ST stateOrProvinceName 1..64 25438
L localityName 1..64 2547
PIDGIN streetAddress
DC domainComponent
uiD userid
AVA

BHEO7Y—>3 > (AVA) IEMEEZBHEICEIYHTE T, XFHNRERTIE. LTOBXHHY X
-g_o

I <attr-type>=<attr-value>
UFICHZERLET,
I CN=A. N. Other

Freid, AEDOOD 2FALT. XFNRBEOBUES A TER/HETIEY (RAI [—BHICHERINS
BUHEDYA T Z5RLTLEIW), UTICHAlZRLET,

I 2.5.4.3=A. N. Other

RDN

HxIEBIE (RDN) (. DNODE—/ — K (XFHIRBOIAVIBTRRIINZEY M AERLET, &
MTB9ICIE. RDN ICIFEHD AVA L EEFNZ2HZELIHY ET (ZTHNIFAVADEY P& LTERXICEERS
nNEd), L. INREFEAETODhATWEEA, XFFRIFTIE. RDN DEXIILLTD L D IZ74
L) i-g_o

I <attr-type>=<attr-value>[+<attr-type>=<atir-value> ...]
T, GEBICENLR) BHIERDN DS TY,

I OU=Eng1+0OU=Eng2+0OU=Eng3

HUTFiE, &—{ERDN OHITY,

I OU=Engineering

o1
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