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ZFEEEZITANDZ A —T Y —2D5E1L
RedHat Tl&, O— K, RFa XYM Web 7ONRTF 1 —ICHBIFZEBEICRITDHEEDE A ICERY
HMATWET, £TIE. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1
Z b (whitelist) D 4 DORAEDEXMANSHBOHET, COMYBAIBERLMEEEZET DD, §&
DEHD) ) —ATERENICHZOEIBRAZERLTSY LY, #FMid. RedHat CTO T#H % Chris
Wright DX v t£—2 #S8BB LTI,
Identity Management Tl&, RO & D BAEBDEBEIWANTEINTWVWET,
o JSyJYRMNSL TOYIYRE
o KRIABMYRM DL FFAIYRB
o AL—T s thVvHY—
o YRHA—EWVWHEEIF, XMICHLUT, SYEHAEEICEIBMAONATVLET,
°© IdMYRY— H5 IdM H—/3—
o CAEHYARY—H5 CAEFHFH—/I—
© CRLYRY—M5 CRLNATY v v—H—/—

o VIFIRRY— I INFHTS54v—


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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REDHAT RF¥a XY MADT 4 —KNRNy I (HEDH)

RedHat R¥ 2 XV MIET B IBRERPIREZEF LIV, Tk WERDHNEBHOEK
TN,

Jira B BDT 4 — KXy J3EE (FAY Y FARBE)
1 JiraDWeb¥a MIOJA4 Y LET,
2. EBOFES—2 3 /N—TCreatex V') vV LET,
3. Summary 7 1 —JL RIZhHYPTWVWI A MLZABLET,

4. Description 7 1 —JLRIZ, RFa XV NORBIETZIEREZZALTLLEIY, R¥a
AV NDEZYMAADY V7 HBIMLTLEIWY,

5 Y4707 DTFERICH S Create 22 ) w7 LEF T,


https://issues.redhat.com/projects/RHELDOCS/issues

%513 IDM & ZDfttd RED HAT G 0#HEE

$1E3 IDM & Dt RED HAT &£ R DS

KD UIE 1AM EREINDZMD RedHat MED RF 2 XY bAD) VI TY, IdM 2 —H ="
P—ERIZTIVERATESRLDIL. INOLDERBERETDHIENTEET,
Ansible Automation Platform

Setting up LDAP authentication
OpenShift Container Platform

LDAP 7A TV T4 74 —7ANA T —DERE
OpenStack Platform

OpenStack Identity (keystone) & Red Hat Identity Manager (IdM) O#f&
Satellite

Red Hat Identity Management D {# A
Single Sign-On

SSSD & & T FreelPA Identity Management D&
R781t

Configuring an external LDAP provider


https://docs.ansible.com/ansible-tower/latest/html/administration/ldap_auth.html
https://access.redhat.com/documentation/ja-jp/openshift_container_platform/4.8/html/authentication_and_authorization/configuring-identity-providers#configuring-ldap-identity-provider
https://access.redhat.com/documentation/ja-jp/red_hat_openstack_platform/16.1/html/integrate_openstack_identity_with_external_user_management_services/assembly-integrating-identity-with-idm_rhosp
https://access.redhat.com/documentation/ja-jp/red_hat_satellite/6.9/html/administering_red_hat_satellite/chap-red_hat_satellite-administering_red_hat_satellite-configuring_external_authentication#sect-Red_Hat_Satellite-Administering_Red_Hat_Satellite-Configuring_External_Authentication-Using_Identity_Management
https://access.redhat.com/documentation/ja-jp/red_hat_single_sign-on/7.5/html/server_administration_guide/user-storage-federation#sssd
https://access.redhat.com/documentation/ja-jp/red_hat_virtualization/4.4/html/administration_guide/chap-users_and_roles#sect-Configuring_an_External_LDAP_Provider
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E2EANERID 7ANA ¥ —%FH L7 IDM IR 9 B EREE

Digk
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A—Y—RALNRTAT VT4 T4 —TANAT—ICERT B EF BERT

7o /0y —7FLEa—#ETHY, RE2IIHR—FIhTWEHA,

A——% OAuth2 7/N\A ZEBIA— &Y R—MFDAM7 ATV T4 74 =704 F— (IdP) I
EEMITZZENTEEY., IhoDa—H—» RHEL IR THIFAARE/AR SSSD /N—2 3 VTR
FE9 B &, AEB IdP TEREE & AFR & 21T L7212 1C Kerberos ¥4 v k& f# A L 7= RHEL
Identity Management (IdM) Single Sign-On ##8E % = (7B Y £ 7,

FRAEBRIILUTOEDHHY £,

e ipaidp-* <Y RICLBAERIdP ~DSRDEN. BE. & & UHIKR

e ipa user-mod --user-auth-type=idp I~ >~ R&FH L/c21—H%—0D IdP ZRELDERIE
ZDEVavTE UTFOMEY ZICDWTERIALET,

o |dM ZAER IdP ICHEEfT S B F =

o HAERID TANA T —~DSRDIEK

o HERIAP ~NDSRODERE

o ALRIdPRRATO M 21— —DRAEEMICT B HE

o [dPA—H—&LTIAMF7 vy hRBAFI vy NEEST A%

o |[dP1—H—ELTSSHBHATIIM V47 MIOJ4 v T2H%

o HEIDFOANA S —DFYTL—KYR N

2.1.IDM A4 ZR IDP IC1EHsd 2 F S

BEEIZ. 720K —ER7ONM F—REDHAEID V—RIFEEINTVWSEI—F—H Identity
Management (IdM) IREBICBIMI N RHEL Y AT AL TV ZRATERLIILT R ENTEET, £
@twu\:n%wl—ﬁ—wKamms%7vh%%ﬁ?émﬁaxvmjfntz%%wﬂﬂlz
TATA—ICEETEET,

CDHEEZMEAL T IdM OHEEZIER L. A8 ID 70/ ¥ — (IdP) IKRFESI R TWB I —H -
M ICE > TBEBIND Lnux YRATAILT IV ERATESLIILT I ENTEET,

211 1AM BAERIAP =N L TR 14 VA &AL AE

SSSD 2.7.0 123, idp Kerberos SERIRAL A% RET 5 sssd-idp /{y T —I D FENTVEY, D

EREE A EIE. OAuth 2.0 Device Authorization Grant 7 B —ICHE> T. SRA O HIET A= AL 1P ICR{FE L F
ERR
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LIAMOZSAT7y ha—H—ik, ARV RSA Y TKkinit2—714Y) 714 —%{FEHL T Kerberos
TGT DEEA#FHITT 52 E LT, OAUth2.0 T/ RIS 7 0—A2MIBLE T,

2. RO —REWeb ¥4 bD) Y IDRRBAY —/NRN=D5 IAMKDC Ny 7 TV RISEEINE
-a—o

B INAM I ZAT7 Y MNE, Vo Ed—REA—HF—ICRRFLET, COHITIE, IdM IS4 TV
MEax Y RSqa ) yoeEd—RaHEALET,

4, A—H—F, BIORRANCESEFELREDTSIVYF—TCWeb 1 DY VI EFHEET,
a. A—H—IFRHNAI—-REAALET,
b. REIIGL T, 2—H—Id OAUth20 R—XDIdP ICAJ 1V LZE T,
c. ==& VM4 T7VMILBDBHRADT IV ERZFATELIKRDLNET,

5. A—H—F, TOTNAROTAVFINTT I RAZHRBALET., ZOHITIE, 1—%—IE3
YV RKSATEnter¥—%5#LET,

6. IAMKDC /Sy 7 TV RiF, 22— —1BRICT VR T 57=HIC OAuth 2.0 BAH—/N\—% R—
Do LEd,
HR— b &R:

® Pluggable Authentication Module (PAM) 54 735 U —OMUH L =7 18EIC ¢ % keyboard-
interactive SRELAEABMICL T, SSHIRBATY E— M o074 V9 5548,

e logind Y —EXEZNLTavVY—/)bTO—AIICOTA VT B5HE,

e kinit 1—7 1 ') 71 —%{FEMAL T Kerberos TGT (Ticket-granting ticket) Z 139 %155,

WEDY R— b HRH:

o |[dMWebUlICEEQYV A VT 258, IdMWebUl ICAY A >~ F 5I1C1E. TRAIIC Kerberos F
Ty NERETIRELRHY FT,

e Cockpit WebUl ICE#O V1 »§ 33586, Cockpit WebUl ICE VM > § 5IC1E, &AIC
Kerberos F7 v =BG T 2 BN HY T,

BIER R

® Authentication against external Identity Providers

® RFC 8628: OAuth 2.0 Device Authorization Grant

22. 058 ID O/N ¥ —~DSBDER

AER ID 7 A/31 4 — (IdP) % Identity Management (IdM) IRIZICHERT T 5 ICIL. |dM T IdP S8 % fERR
LET, ThoDflld, SEIEFRIPPTYTL—MIEDVWTHEIAP ADSRBRAERET 2 HEE T
LTWEY, ROA T avaFERALTREELEELET,
--provider

BFEODID 7anNA F—DWThhDERFHAT Y TL—k
--client-id


https://freeipa.readthedocs.io/en/latest/workshop/12-external-idp-support.html
https://www.rfc-editor.org/rfc/rfc8628
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TV —2a v EFRBICIAP ICL > TRITINZ OAuth2.0 7 54 7V ME-BIF, 77—
aAVDEHFIRIEIAP TEICERSB O, FMICOVWTIERZIPORFa XY M aSRBLTLE
LY, 4ER IdP A Red Hat Single Sign-On (SSO) Mi5& &, OpenlD Connect 7 54 7 > b DYERK
EHSRBLTEIV,

--base-url

Keycloak & Okta TWER IdP 7~ 7L — kdD~R—2Z URL
organization

Microsoft Azure TIAER AP B5 D K X A ¥ 7/ 13#8# 1D
--secret

(FT2aVv) BB OAUth20 V54TV "RhoDY—I Ly NEBERT B LI, AERIP 2R E
LieBmald, COAFavaFERALEY, dPSRAEERTZEZICIOAF T avaFERAT 2
E. Y=Ly hERENICKDZ IOV T MDRRINET, V54TV M= Ly hERR
TJ—RELTHRELZET,

Pz -
RHELO.1MDSSSD &, 7547 b= Ly MEFERLAWVIEHED OAuth2.0 2
AT NOHEYR—MNLET, BBISAT Y IDSDIZAT VN —0 Ly
3 NEREETEHAEIAP 2 FAT 25EIE. RHEL 9.2 LAFE T SSSD # RT3 E
P rHY FT,

AR
o [dM% QAuth 77U r—2av & LTHERIdP ICESRL. V75147V MNIDERIELTWS,
o IIMEEET AV Y M LTEREEARETH B,
e |dM Y —/N—TRHELOIUEZFERALTW2,

e [dMHY—/N—TSSSD27.0 UEZFEALTWS,

FIR
LIdMYP—NR—TIdIMEEEE LTEREELFT T,

I [root@server ~]# Kinit admin

2. ROKRICRT L DIC, 1AM THRER AP ADSRZ/FR L E T,

PATVT1 BERA T ay

F4—70ONR

15—

Microsoft --provider microsoft

Identity --organization # ipa idp-add my-azure-idp \
Platform, --provider microsoft \
Azure AD --organization main \

--client-id <azure_client_id>


https://access.redhat.com/documentation/ja-jp/red_hat_single_sign-on/7.6/html-single/server_administration_guide/index#proc-creating-oidc-client_server_administration_guide
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BERA T ay

Google --provider google
# ipa idp-add my-google-idp \
--provider google \
--client-id <google_client_id>

GitHub --provider github
# ipa idp-add my-github-idp \
--provider github \
--client-id <github_client_id>

Keycloak, --provider keycloak
Red Hat --organization # ipa idp-add my-keycloak-idp \
Single Sign- --base-url --provider keycloak \
On --organization main \
--base-url
keycloak.idm.example.com:8443/auth
\
--client-id <keycloak_client_id>

pa )

Keycloak 17 LARE D Quarkus /X —
Y3 v TIE, URI @ /auth/ &9
¢ MEIBINhTWEST, 704
X > N T Keycloak M3IE Quarkus
FTA4AN)Ea—>avaE{FER
¥ 3551k, —-base-url 7
4 vavid/auth 580 %7,

Okta --provider okta
# ipa idp-add my-okta-idp \
--provider okta
--base-url dev-12345.0kta.com \
--client-id <okta_client_id>

feEzIE, kDA< Y K, Keycloak 7 7L — MIEDWT IdP A® my-keycloak-idp & L
SBRBEERLE T, --base-url = 7> 3 VL, Keycloak —/3—A®d URL % server-
name.$DOMAIN:$PORT/prefix DR TIREL T,

[root@server ~# ipa idp-add my-keycloak-idp \
--provider keycloak --organization main \
--base-url keycloak.idm.example.com:8443/auth \
--client-id id13778

Added Identity Provider reference "my-keycloak-idp"
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Identity Provider reference name: my-keycloak-idp

Authorization URI:
https://keycloak.idm.example.com:8443/auth/realms/main/protocol/openid-connect/auth

Device authorization URI:
https://keycloak.idm.example.com:8443/auth/realms/main/protocol/openid-
connect/auth/device

Token URI: https://keycloak.idm.example.com:8443/auth/realms/main/protocol/openid-
connect/token

User info URI: https://keycloak.idm.example.com:8443/auth/realms/main/protocol/openid-
connect/userinfo

Client identifier: ipa_oidc_client

Scope: openid email

External IdP user identifier attribute: email

i3
qEI-I.l

e ipaidp-show J< > RDOWEAIL, EK L7 IAP BBAKTZINTWE I 2R LE T,

I [root@server ~J# ipa idp-show my-keycloak-idp

BEEEIR
o HEIDFOANA S —DFYTL—KYR K

e ipa help idp-add I~ > N /]

2.3. 4E8 IDP ANDSBDEIE

HEBID FONA F— (IdP) NDBREMER LD, ZOSRERE. RTn. BHE. BLPHIRTE
¥, ZDHITIE. keycloak-server! &\ D ZRIDAER 1P ~DSRBRAEE T2 HE4R~LET,

AR
o IIMEEET AV Y M LTEREEARETH B,
e |dM Y —/N—TRHELOIUEZFERALTW2,
® |[dM Y —/X—TSSSD27.0 LIE%=ERALTW5,

e [dMTIAP ANDBBAEERL TWD, AZRID TO0/N4 5 —~DESBOER #8BLTLKES
LN,

FIa
LIAM Y —N—TIIM BEIEEHE LTEREELF T,
I [root@server ~J# kinit admin

2. dPZRZEELET,

o TV K—IIXFF keycloak *"EFEN 2 IIPERERDIFZITIE. UTEERITLET,

I [root@server ~J# ipa idp-find keycloak

10
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e my-keycloak-idp &\ 2 &ZFID IdP ZREZRTRT S5I1C1E. U TZ2ERITLET,
I [root@server ~)# ipa idp-show my-keycloak-idp

o |IPEBBAZLET SICIL, ipaidp-mod I~¥ Y RAEFALET., & AlE. my-keycloak-
idp E WO ERID IAPSRODY—I Ly NZEET 5ICIE. —-secret # 7> a VEBELT
=LYy NODANEKRDET,

I [root@server ~]# ipa idp-mod my-keycloak-idp --secret
e my-keycloak-idp & \\ 2 &ZFID IdP SRZHIFRT 51C1d. UTZ2ERITLET,

I [root@server ~)# ipa idp-del my-keycloak-idp

2.4. AR IDP 2B TD IDM 11— — DRI A HFIICT 2 5%

AL ID O/NA F— (IdP) AT IdM 21— — %R TE B & D ICF 2 ITId. LARTICYERR L 724+ EB IdP
SRE21I—F—T7HU Y MIEAEMITEY, ZOHITIE. 48 IdP &8 keycloak-server! %= 1 —4'—
external-idp-user ICEAERITET,
([} =355

o IdM US4 F7 Y &AM Y —/N—TRHELOILIEAZFERALTW3,

o MV SA 7Y MNEIAM B —/NN—TSSSD 270 LIEAZFERA L TW3,

e [dMTIAP ADBBAEERL TWD, AZRID TO0/N4 5 —~DESBEOER #B8BLTLKES
LN,

FIR
o [dMA—4H¥—ITVN)—ABZEELT, dPERBEI—HY—THho Y MIBEERMTET,

[root@server ~]# ipa user-mod external-idp-user \
--idp my-keycloak-idp \
--idp-user-id external-idp-user@idm.example.com \
--user-auth-type=idp

Modified user "external-idp-user"

User login: external-idp-user

First name: Test

Last name: User1

Home directory: /home/external-idp-user

Login shell: /bin/sh

Principal name: external-idp-user@idm.example.com
Principal alias: external-idp-user@idm.example.com
Email address: external-idp-user@idm.example.com
UID: 35000003

GID: 35000003

User authentication types: idp

External IdP configuration: keycloak

External IdP user identifier: external-idp-user@idm.example.com
Account disabled: False

1
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Password: False
Member of groups: ipausers
Kerberos keys available: False

o TMD1—H—Dipauser-show 1YY NEAICIAP ADOBSRAKRTIND &AL ET,

[root@server ~)# ipa user-show external-idp-user
User login: external-idp-user
First name: Test
Last name: User1
Home directory: /home/external-idp-user
Login shell: /bin/sh
Principal name: external-idp-user@idm.example.com
Principal alias: external-idp-user@idm.example.com
Email address: external-idp-user@idm.example.com
ID: 35000003
GID: 35000003
User authentication types: idp
External IdP configuration: keycloak
External IdP user identifier: external-idp-user@idm.example.com
Account disabled: False
Password: False
Member of groups: ipausers
Kerberos keys available: False

25.DP 22— =& L TIDMF& v "REF4S Yy MRS T 5 A&

AEBID ZA/NA H— (IdP) i S 1 —H— & L T Kerberos TGT (Ticket-granting ticket) #ER1§9 % IC
&, EH&D Kerberos F47 v k %%T L. Secure Tunneling (FAST) F+ ®ILEN L7 L F TILERE
HEMICL T, Kerberos 7547 h& Kerberos 74 A MY Ea—2 34— (KDC)EOEF 2
TiERERH‘LE T,

GErS Jaa
o MV SA4 7 &AM B —/N—TRHELOIUEAFERL TW3,
o |[dM IV SA 7Y hNEIAM Y —/IR—TSSSD 270 LA ERHLTW3,
o |dM TIdP ~NDBBAEER L TWS, AEID TONA T —~DSEOER #BBLTLEE
(AW
o AEIPERBAEI—Y—THD Y MIEEMITTWS, AEBIdP EBTO IdM 2 —H—D:3:
EHAWMICT BAE %%?!3”\ LTLIEIW,
Fa
1. Bf PKINIT Z{#MA L T Kerberos ¥4 v N %=EBE L. N % ./fast.ccache &\\\ D ZRID T 7
AIWICRELEY,
I [root@client ~]# kinit -n -c ./fast.ccache
2. 'T7J_7p¢/ 3 y%ﬁﬁﬁ l/fcl_-'jg_t LTDIL\DE%F’%&A l/ FAST ﬁ{na’_'\"?\}béﬁw‘ﬂ— l/i-a_o

12
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[root@client ~J# kinit -T ./fast.ccache external-idp-user
Authenticate at https://oauth2.idp.com:8443/auth/realms/master/device?user_code=YHMQ-
XKTL and press ENTER.:

3. 7\5'7#_—6\ avrv I\\\II:I:IIjJ‘:*IElEﬁi-Sn% Web -U_’f I\—C‘l_ﬁ_t L—Cnlb\uEbi_a_o

4, AV RKSA4AVTEnter¥—%#L T, REATOERAEKRTLET,

R

® Kerberos ¥4 v MEHRAERKT L. config: pa_type DITHAER IAP IC & 2 ERIFRAED 152 %~
LTWBZEZzMELET,

[root@client ~]# klist -C
Ticket cache: KCM:0:58420
Default principal: external-idp-user@!|DM.EXAMPLE.COM

Valid starting  Expires Service principal

05/09/22 07:48:23 05/10/22 07:03:07 krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
config: fast_avail(krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM) = yes

08/17/2022 20:22:45 08/18/2022 20:22:43
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

config: pa_type(krbtgt/IDM.EXAMPLE.COM®@IDM.EXAMPLE.COM) = 152

26.IDP 1—H%— & LTSSHEBATIDM 7 S4 7y MOy 4 V3 5 hH%
AEBID 7ONAF—(dP) I—H—E LTSSHBHTIIM 7 S4 7Y MIOJA V3 3IiE,. ATV

KSq4vcal14r 702 %MBELET, 7OV T IHBRTIINLS, P ICEEM T SN/ Web
4 NTEREE O X %247 L. Identity Management (IdM) 7 54 7> RO R KT LE T,

AR
¢ I[AM IV ZA4 7Y hEIIMH—/N—TRHELOILIEZERAL TW5,
¢ I[dAM UV ZA4 7Y &AM H—/X—T SSSD 2.7.0 LAEZfEAL TW3,

e [dMTIAP ANDBBAEERL TWD, AEZRID TO/N4 5 —~DESBOER #8BLTLKES
LN,

o AP SREI—H— bv/hh% FFTwsd, AL IdP BB TO IdM 2 —H —DEREE
%ﬁﬁh?éﬁ%%%ﬁbf<t

FIa
1. SSHBBETIIM IS4 7Y hADOTA v ERAET,
[user@client ~]$ ssh external-idp-user@client.idm.example.com
(external-idp-user@client.idm.example.com) Authenticate at

https://oauth2.idp.com:8443/auth/realms/main/device?user_code=XYFL-ROYR and press
ENTER.

2. 7\5'7#_—6\ avrv F\HjjJL:*IEEﬁi-Sné Web -U_’f I\—C‘l_ﬁ_t L—Cnlb\uEbi_a_o

3. YV RS4VTEnter¥—%#L T, BIETOEREZRTLET,

13
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®

EI-I;

® Kerberos ¥4 v MEHRAERKT L. config: pa_type DITHHNER IAP IC & 2 ERIFRAED 152 %~

LTWBZ ez LET,
[external-idp-user@client ~]$ klist -C
Ticket cache: KCM:0:58420
Default principal: external-idp-user@I!|DM.EXAMPLE.COM

Valid starting  Expires Service principal

05/09/22 07:48:23 05/10/22 07:03:07 krbtgt/IDM.EXAMPLE.COM@I|DM.EXAMPLE.COM

config: fast_avail(krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM) = yes
08/17/2022 20:22:45 08/18/2022 20:22:43
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM

config: pa_type(krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM) = 152

27. 88D 7ANA Y —DTTL—K YR b
RDID 7O/NA 5 — (IdP) &, OAuth2.0 TN\A RRBA ISV hoO0—%HR—KLTVLWET,
e Azure AD % & Microsoft Identity Platform
® Google
® GitHub
® Red Hat Single Sign-On (SS0O) % &1 Keycloak

® (Okta

ipaidp-add O~ REFHALTINSDHAE P DWTIN 1 DADBBREERT %3545, --provider
AFavTIP YA TEIBETEET., Chid. UTFTHRAT 28BMA FY a VITIERINET,

--provider=microsoft

Microsoft Azure IdP Tl&. --organization # 7> 3 > T ipaidp-add ICIEETZ % Azure 7+~ b
IDICEDLK /RS A=Y — (LM ABETT, livecomIdP DY R— M RERIFAEIL. --organization

common 4 7> avEEELET,
--provider=microsoft %&R 9§25 &, ROA T a Va2 FERATEZLIICILEINET, -
organization & 7> 3 Y OfElE. RADXFF ${ipaidporg} Z B XA X,

*Fay i

--auth-uri=URI https://login.microsoftonline.com/${ipaidporg}/oauth2/v2.0/
authorize

--dev-auth-uri=URI https://login.microsoftonline.com/${ipaidporg}/oauth2/v2.0/
devicecode

--token-uri=URI https://login.microsoftonline.com/${ipaidporg}/oauth2/v2.0/t
oken

--userinfo-uri=URI https://graph.microsoft.com/oidc/userinfo

14
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AFT>ay &

--keys-uri=URI https://login.microsoftonline.com/common/discovery/v2.0/k
eys

--scope=STR openid email

--idp-user-id=STR email

--provider=google
--provider=google %#&R§ 2 &, RDOA > avaFRATZLDICHEINET,

A7 av &

--auth-uri=URI https://accounts.google.com/o/oauth2/auth
--dev-auth-uri=URI https://oauth2.googleapis.com/device/code
--token-uri=URI https://oauth2.googleapis.com/token
--userinfo-uri=URI https://openidconnect.googleapis.com/v1/userinfo
--keys-uri=URI https://www.googleapis.com/oauth2/v3/certs
--scope=STR openid email

--idp-user-id=STR email

--provider=github
--provider=github % #iRT 2 &, ROA T a3V EFERT LD ICILRINZE T,

AT ay &

--auth-uri=URI https://github.com/login/oauth/authorize
--dev-auth-uri=URI https://github.com/login/device/code
--token-uri=URI https://github.com/login/oauth/access_token
--userinfo-uri=URI https://openidconnect.googleapis.com/v1/userinfo
--keys-uri=URI https://api.github.com/user

--scope=STR user

—

5
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*Fav &

--idp-user-id=STR login

--provider=keycloak
Keycloak 2T 2 &, BROLILAFLIEHBEEZERTIET., Z<DFE. ThEHRY LT
TOAAY MD—ETHBZH., R—RAURL ELILAID DEADBETYT, bk, ipaidp-
add O < > K® --base-url & &£ U --organization = 7> a v THEETZZET,

[root@client ~]# ipa idp-add MySSO --provider keycloak \
--org main --base-url keycloak.domain.com:8443/auth \
--client-id <your-client-id>

--provider=keycloak % ®iR§ 5 &, ROA TS a Vv AFERT B LD IIRINE T, --base-url
T2 avTHRELLEIR. RADXFES ${ipaidpbaseurl} =B X# 2, 8E L &L -
organization "option replaces the string "${ipaidporg} & 7Y £ 7,

*Fav &

--auth-uri=URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi
d-connect/auth

--dev-auth-uri=URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi
d-connect/auth/device

--token-uri=URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi
d-connect/token

--userinfo-uri=URI https://${ipaidpbaseurl}/realms/${ipaidporg}/protocol/openi
d-connect/userinfo

--scope=STR openid email
--idp-user-id=STR email
--provider=okta
Okta ICHT L W Z E8Rk 92 &, FTLLWAR—X URL H*EE[IFONFET, TDR—R URL L, ipa
idp-add O~ > KD --base-url # 7~ 3 VTCIEETEXZ T,

[root@client ~]# ipa idp-add MyOkta --provider okta --base-url dev-12345.okta.com --client-id
<your-client-id>

--provider=okta % &R 2 &, ROFA T avaEFRTH LI ICHRINE S, --base-url + 7
Y avIEE LLER. RADXFT ${ipaidpbaseurl} ZEEX#Z X7,

16
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AFTvav &
--auth-uri=URI https://${ipaidpbaseurl}/oauth2/vi/authorize
--dev-auth-uri=URI https://${ipaidpbaseurl}/oauth2/v1/device/authorize
--token-uri=URI https://${ipaidpbaseurl}/oauth2/v1/token
--userinfo-uri=URI https://${ipaidpbaseurl}/oauth2/v1/userinfo
--scope=STR openid email
--idp-user-id=STR email

B

o ERIAAINAIPFVYTL—H

17
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FI3EZIDM RA A VAV IN—TD SAMBA D& FE

Red Hat Identity Management (IdM) KX 4 IZSIML TWEHRRA M ETSambaxtzy b7y FTEX
o IdAMDA—H—, BLUARETHNIE. [FFEI N7 Active Directory (AD) KX A4 ¥ D2 —H—I(3,
Samba PRETIHES LT VI —H—ERILTIERATEET,

B

IdM R XA > XV /N—T Samba #{FH T 2L, 77/ 00— L E1—#ET. &
EDHRAZSENTWVWET, &z, IIMEFEI Y bO—5—I& Active Directory 7
O—/NAvOasH—ER&2HR—FLTELT, PBAVE21—FT 1 VIEBRE/Y E—
N7OY—Y v 3—)L (DCE/RPC) 7O NN EFEALZ 1AM JIL— T DR % R —
PLTWEHA, BRELT, ADI—H—F, IO IIM IS4 F7 > biCOT4 LT
WBIBE, M SA 7Y M THRAMINTWS SambaxBE T V4 —ICOHT I
ATEZEY, Windows ¥ IiCBTA Y LTWBAD I—H—(F, IdM KA AL U XAV
N—THRIAMNINTWS Samba HBICT IV EATETEHA,

[dM KX A Y A /N—|CZSamba 257704 L TWSEEHIF. TO RedHat il 7 14 —
RNy 7% BFHELLEIN,

AD RXA VDA —H—DSamba ICL > TRHINBZHEELS LT VY —H—ERICTIVERT 2
EXHBIBEIE. AESEESIEY A1 THAADICAR > TWB I EAERLTLEIW, FHlllk, GPO A&
F L 7= Active Directory TD AESBES1E4 1 TDERMIE 2SR LTI W,
AR

o KRANIF, V547V MELTIAM RXA VIZBMLTWS,

o MY —N—=E054 7Y hOEAN RHELO.O BBETERITINTVWIRENH B,

31L.SAMBA % RXA VA VIN=ICAVARMN=ILT B=DDIDM KXA4 D
i

IdM 2 54 77> M Samba Z5%E T % AIIC, |dM ¥ —/N—T ipa-adtrust-install 1—7 1 ) 71 — %
FALTIIM RXA Va2 EFETI2RENHY F T,

p= )

ipa-adtrust-install I~ >~ FZHEMICEITTH AT AIF. ADEFEIY hO—F—IC

Y F9, /L. ipa-adtrust-install (&, |dM Y —/NN—TI1BIDOHERITT2HENDHY
9,

[} =33
o [dMHY—NR=HA YR F—ILIhTW3,

o Nyhb—UhAVAM=)LL, MY —EREBIRENT BIIE. root HEEPVHETT,

FIR
L BNy T—=T%A VA M= LET,

I [root@ipaserver ~J# dnf install ipa-server-trust-ad samba-client

18
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F3ZE IDM KA AL VAV /IN—TD SAMBA D

X5

2. M BRI —H—& LTRELF T,
I [root@ipaserver ~]# Kinit admin

3. ipa-adtrust-install 21—7 1 ) 71 —%ETLF T,
I [root@ipaserver ~J# ipa-adtrust-install

BADNSH—N—¢ I IMDPAI VYA R=ILIhTW3EE, DNSH—ERLIO— RHPEH
BICERINE T,

IdM A& DNS H—/N—R L TIdM &4 Y X b—JL§ % &, ipa-adtrust-install I&, %179 5
BIICDNS ICFBTEMT 2HENDH DY —EXALI—ROYRM2EALET,

4. 29 FRIZ&L Y., /etc/samba/smb.conf "' TICFEEL. EXB IO EKRODOLNFE
-a—o

WARNING: The smb.conf already exists. Running ipa-adtrust-install will break your existing
Samba configuration.

Do you wish to continue? [no]: yes

5 ZDAYY T ML REDLinux 7547V MHEFETEZ1—H—EEBETEZLHILTS
BT S T4 2 THB slapi-nis 7574 VAERETELHICKDEZ IOV TN ERRLE
-a—o

Do you want to enable support for trusted domains in Schema Compatibility plugin?
This will allow clients older than SSSD 1.9 and non-Linux clients to work with trusted users.

Enable trusted domains support in slapi-nis? [no]: yes

6. 7OV IDRERINES, IdAM RX A 2D NetBIOS &A% AHNT 5D, Enter 3 L TIREX
h-ZaaFERALZEY,

Trust is configured but no NetBIOS domain name found, setting it now.
Enter the NetBIOS name for the IPA domain.

Only up to 15 uppercase ASCII letters, digits and dashes are allowed.
Example: EXAMPLE.

NetBIOS domain name [IDM]:

7. SDEKY RV ERTLT BELI—Y—ICSID 2T 2L D ICKOSNFT,
I Do you want to run the ipa-sidgen task? [no]: yes

IRV —RZEFNICERTEIRITHZ 7D, 2—F—HEDIZVWESREBIDOY 13V
TJTRITTEIY,

8. MEICKLT) T7 4/ KTl&. Windows Server 2008 LA T DENH) RPC R— b DEIF 1T
49152-65535 & L CEHINZE T, CHEADORIRICERZHPRPC R— MNEEEZERT D
ENHBHBEE. Samba NELRDZR—MNEFHATILDICHEL. 774774+ —ILERETE
DR— MR EIICERELET, UTOHITIE. R— MEEFE% 55000-65000 (CERXEL 9,

I [root@ipaserver ~]# net conf setparm global 'rpc server dynamic port range' 55000-

fitt
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65000
[root@ipaserver ~]# firewall-cmd --add-port=55000-65000/tcp
[root@ipaserver ~J# firewall-cmd --runtime-to-permanent

9. ipa—EREBERHLET,

I [root@ipaserver ~J# ipactl restart

10. smbelient 2—5 1) 51« —%{#FA L T. Samba H' IdM 55 D Kerberos FREFICIHE T 3 T &
EHERELET,

[root@ipaserver ~]# smbclient -L server.idm.example.com -U user_name --use-
kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type  Comment

IPC$ IPC IPC Service (Samba 4.15.2)

3.2.IDM 754 7Y NTDOSAMBAH—NR—DA VA MN—=ILBLUVEETE

[dM RX A VICBEHEINZI 54TV MISambaz A VA M—JLLTCERETEET,

[} =33
o MY —N—=E054T7 Y hOEAN RHELO.O BBETERITINTVWIRENH B,

o |IdM RAA UIE, RXA YA YN—|CSamba 24 VA M—=ILT D=0 DIdM R X 1 > O#lE
DERBBICHK > THEBINF T,

e |[dMICAD TEREINLEEIH BIFESIE. Kerberos D AESEESILY A4 THBRNICLET, /=
EZWE TIN—=TRY)O—FTTV ¥y b (GPO) HERAL T, AESEES{LDEEABMICL Z

¥, EMIX. GPO %M L 7z Active Directory TD AES EES{t DAL 2SR L TLKEX
LY,

FIR

1. ipa-client-samba /N\v 5 —Y %A VA =)L LE T,

I [root@idm_client]# dnf install ipa-client-samba

u“;l
Iy
~t

2. ipa-client-samba 1—7 1 V74 —% AL T, 7547 b%Z#{HL. #IH Samba
ER L ZE T,

BRTE

[root@idm_client]# ipa-client-samba

Searching for IPA server...

IPA server: DNS discovery

Chosen IPA master: idm_server.idm.example.com

SMB principal to be created: cifs/idm_client.idm.example.com@IDM.EXAMPLE.COM
NetBIOS name to be used: IDM_CLIENT

Discovered domains to use:

Domain name: idm.example.com
NetBIOS name: IDM

20
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F3FIDM KX A 2 A IXN—TD SAMBA DEE

SID: S-1-5-21-525930803-952335037-206501584
ID range: 212000000 - 212199999

Domain name: ad.example.com
NetBIOS name: AD
SID: None
ID range: 1918400000 - 1918599999
Continue to configure the system with these values? [no]: yes

Samba domain member is configured. Please check configuration at /etc/samba/smb.conf
and start smb and winbind services

3. 77 #JV N TId, ipa-client-samba (&, 1—HF—DE{FLALEZICEDI—HF—DKR—LT«
Lo N —%BHICHET 57280IC. /etc/samba/smb.conf 7 7 1 JLIC [homes] 7 > 3 U A
HEMICEBIMINE T, 2—F—HINZDH—N—ICKR—LFT 1 LI N)=DRWNBE, T

HE LK RWEEIL, /etc/samba/smb.conf i 5 XRDITEHIFRL £ T,

read only = no

I [homes]

4. FALORN)—ETY U —EHALET, Bk, ROEI Y3 VEBSRBLT LS

® POSIXACL Z{#F L 7= Samba 7 7 HEDHE
® Windows ACL THEDEE
o 1)U NY—/NN—& L TDSamba DEE

5. O—ANINT 74T T #—I)LTSamba 7 54 7Y MIMBERR—MNRETET,

[root@idm_client]# firewall-cmd --permanent --add-service=samba-client
[root@idm_client]# firewall-cmd --reload

6. smb H—EXE LV winbind Y—ERXRAEB#ICLTHEBLET,

I [root@idm_client]# systemctl enable --now smb winbind

BREEFIE

samba-client /Xy 7 —I B VA M =)ILINTWVWBHD IAM KX A U AV IN—TROBRIFIEEET
LEY,

® Kerberos iRifA#EHA L T, Samba b—N\—LtDHBEAY A MKRRLET,

$ smbclient -L idm_client.idm.example.com -U user_name --use-kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type  Comment

example Disk
IPC$ IPC IPC Service (Samba 4.15.2)

BIERHR
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ipa-client-samba(1) @ man R—

33.DMBFILWRK XA V&EFET 25HIE. IDYYEYVIREAFHT

BN

Samba Tld, I—H—DNNVVY—RIITIERTEERNAAVDIDIYYEVITERENVETT, IdM
47 M TEITLTWBEEED Samba % —/X—TIl&, BEEE D Active Directory (AD) KX A ITHT
LWEREZEMLZE, DYYEVIERELFHTEMT 2HENHY XY,

AR

FIR

[dM 254 7> N TSamba 25 ELTW3, ZTDE. IAMICFLWEFEISMEBMINTWS,

Kerberos DEES{tY 1 7 DES B LU RC4 X, [EFETEZAD RAA VY TEMICLTVWS, &
Fal)T4—LEOEBAMNS, RHELO I Z DL D ABFUVESIEY M FICHIGEL TWER A,

RARNDF—4 THFEALTRIAELET,
I [root@idm_client]# kinit -k

ipa idrange-find I~ > REMFAL T, FILWRX A Y DR—Z D & ID SEEDY (1 XDWEH %
KRLET, L& A2IE ROOT Y NI ad.example.com KX VDEEARTLE T,

[root@idm_client]# ipa idrange-find --name="AD.EXAMPLE.COM_id_range" --raw

cn: AD.EXAMPLE.COM_id_range

ipabaseid: 1918400000

ipaidrangesize: 200000

ipabaserid: 0

ipanttrusteddomainsid: S-1-5-21-968346183-862388825-1738313271
iparangetype: ipa-ad-trust

Number of entries returned 1

RDOFIET, ipabaseid Bt #$ & U ipaidrangesize B DENBHETT,
FRARARSDID Z5tET 21013, ROXEFERALIT,
I maximum_range = ipabaseid + ipaidrangesize - 1

BIOFIEDEAEAT 5 &, ad.example.com R X A >~ THEMAAIEEAERAK ID I& 1918599999
(1918400000 + 200000 -1) TY,

4. /etc/samba/smb.conf 7 7 1 JLAREL. RAXAVDIDYYEYJERE% [globall 7 > 3

22

VICEMLEY,

idmap config AD : range = 1918400000 - 1918599999
idmap config AD : backend = sss



$3EIDM KX A ¥ XV /X—TD SAMBA D%E

ipabaseid B4 DEZ&/MEE L THEL, RIOFIRTHEI W EZHBEDORKIEEL L THE
'-.E-'- L/ i’a—o

5. smbH—EXE LV winbind H—EXRZBE#H LTI,

I [root@idm_client]# systemctl restart smb winbind

IS ]
e Kerberos SRifA#fEHA L T, Samba b—N—LtDHBEAY A MKRRLET,

$ smbclient -L idm_client.idm.example.com -U user_name --use-kerberos=required
Ip_load_ex: changing to config backend registry

Sharename Type  Comment

example Disk
IPC$ IPC IPC Service (Samba 4.15.2)

3.4. EEIER

® |[nstalling an Identity Management client
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BA4ZE NIS 5 5 IDENTITY MANAGEMENT ~D#1T

2y M7= FHRY—ER (NIS) Y —/—Cid, 2—H—, JI—T. ;RZ I, netgroups. HLVH
vy by FICETREREZEBINTEEY, YVRATLEEEE, 21— —FEBRED 1AM —
N—TEFITIND LI, ThEDTY MY =547, . BLVER%E NIS —/X—H 5 Identity
Management (IdM) —/NN—(ZHBITTEZE T, NISH S IAM ICFEITT B &, Kerberos RED LY EF 2
TRIOMNINVEFHETEET,

4.1.IDM T®D NIS DEML
NIS & Identity Management (IdM) " —/X—ETRBETE 2 LD ICT B ITIE. 1AM F—/X—T NIS E#
WA T a v EBWMTINELRHY T,
Gl s
e [dM Y —/N—®D root 7V L AMERLH 5,

FIR
LMY —=—N—=TNISYRFT—,EBEBUETSTA Vv ETB/LET,

[root@ipaserver ~J# ipa-nis-manage enable
[root@ipaserver ~J# ipa-compat-manage enable

2. BMBICHUT, JYBRBRI7ATI4A—IILEREETOIICIF. BER—MERBELZET,
TcEZIE, R—KMEREBDOR— DN B514IIRETDICIE, ROAYY RERITLET,

[root@ipaserver ~J# [dapmodify -x -D 'cn=directory manager' -W
dn: cn=NIS Server,cn=plugins,cn=config

changetype: modify

add: nsslapd-pluginarg0

nsslapd-pluginarg0: 514

Digk

==
[=]

DY —EREDHEEZDORT 270, 1024 B2 2R— MESIEERL

BWEHITLTLEEIWL,

3 R—=hTyR—H—EREZBMILTEBLZET,

[root@ipaserver ~]# systemctl enable rpcbind.service
[root@ipaserver ~J# systemctl start rpcbind.service

4. Directory Server * BiE& L X7,

I [root@ipaserver ~J# systemctl restart dirsrv.target

24
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42.NISHS5 IDMADI—HF—IT YV M) —DFH1T

NIS @ passwd ¥ v 7Tk, £rl. UID. 754U —IL—7F, GECOS. Yz, R—LF14L Y
N)—"REDI—HY—ICETIBERIEENET, COT—FE2FERALT. NSI—H—THo V%
Identity Management (IdM) ICR1T L £ 9,

AR
e NISH—/—®Droot 77 ERMEREILDH S,
e |[dM TNISAEMIZAR>TWS,

o NISH—N—NIdMIZEHFINTW5S,

FIRr
1. yptools Xy r—Y %AV AM—=JLLET,

I [root@nis-server ~J# dnf install yp-tools -y

2. NISH—/N—T, L TORBAEZL /root/nis-users.sh 22 ) T hNA{EKL X T,

#!/bin/sh
# $1 is the NIS domain, $2 is the primary NIS server
ypcat -d $1 -h $2 passwd > /dev/shm/nis-map.passwd 2>&1

IFS=$"n'

for line in $(cat /dev/shm/nis-map.passwd) ; do
IFS="'

username=$(echo $line | cut -f1 -d:)

# Not collecting encrypted password because we need cleartext password
# to create kerberos key

uid=$(echo $line | cut -f3 -d:)

gid=$(echo $line | cut -f4 -d:)

gecos=$(echo $line | cut -f5 -d:)
homedir=$(echo $line | cut -f6 -d:)
shell=$(echo $line | cut -f7 -d:)

# Now create this entry

echo passwOrd1 | ipa user-add $username --first=NIS --last=USER \
--password --gidnumber=$gid --uid=$uid --gecos="$gecos" --homedir=$homedir \
--shell=$shell

ipa user-show $username

done

3. [dMadmin 1—%—& L CEREEL £ T,
I [root@nis-server ~J# kinit admin

4, 29 T EEFLET, UTICHlERLET,

I [root@nis-server ~J# sh /root/nis-users.sh nisdomain nis-server.example.com
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BF

DRI T RE, & BIN—RI—=RINAEEEFRL, X\AT7—K%
passwOrd1 ICEREL X9, 1—H—(F, REQOJV A VEFIC—R/NRRT7—RNEZE
BY2MENDHYET,

43. 1 —HF—=J)L—TD NIS H* 5 IDM ANDFE1T
NISTIWN—T < v Tk, JIb—T&, GID. JIN—TXAYNR=REDTIN—TERIZINFTT, Z
DTF—H%=FEHAL T, NIS 7)L— 7% |dentity Management (IdM) IZB1T L £ 7
IE =S5
® NISH—/X—=Droot 7V L RAMERMH %,
® IdM TNISAEMICE> T,

o NISH—N—NIdMIZEHFINTW5S,

FIR
1. yptools X\w r—o %AV AM—=JLLET,

I [root@nis-server ~J# dnf install yp-tools -y

2. UTORBEEHT. NIS H—/3—I(C /root/nis-groups.sh 27 ) 7 &R L E 7,

#!/bin/sh
# $1 is the NIS domain, $2 is the primary NIS server
ypcat -d $1 -h $2 group > /dev/shm/nis-map.group 2>&1

IFS=$"n'

for line in $(cat /dev/shm/nis-map.group); do

IFS="'

groupname=3$(echo $line | cut -f1 -d:)

# Not collecting encrypted password because we need cleartext password
# to create kerberos key

gid=$(echo $line | cut -f3 -d:)

members=$(echo $line | cut -f4 -d:)

# Now create this entry
ipa group-add $groupname --desc=NIS_GROUP_$groupname --gid=$gid
if [ -n "$members" ]; then
ipa group-add-member $groupname --users={$members}
fi
ipa group-show $groupname
done

3. [dMadmin 1—%—& L CEREEL £ T,
I [root@nis-server ~J# kinit admin

4, 29 T EEFLET, UTICHlERLET,
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I [root@nis-server ~J# sh /root/nis-groups.sh nisdomain nis-server.example.com

44, RA NIV M) —DNIS D5 IDM ANDFEAT

NISIRR b 2w FICid. RAMEPRIPT7 RLRABEDRR MCET2EBRIEEINET. ZDT—F
ZFEAL T, NISTRR b Y M) —% Identity Management (IdM) IZF1T L £ 7,

pa )

M THRR NI —T R T2 E. JHiET D2 v KUDNIS 7IL—TH EENBIICVERK
INFEFT, IhoD¥ v KNS ZI)L—FICipanetgroup-* A~ > R&EFEHLAWTL
72X\, ipa netgroup-* < >~ Ki&, netgroup-add O~ > RTERINAERA T4 TD
netgroups DERBICZIFFEAL X,

Gl s
e NISH—/N—®Droot 77 ERMERILH S,
e |[dM TNISAEMIZAR>TWS,

o NISH—N—NIdMIZEHFINTW5S,

FIR
1. yptools Xy r—o %AV AM—=JLLET,

I [root@nis-server ~J# dnf install yp-tools -y

2. LTORBEZH T, NIS H—/N—|C /root/nis-hosts.sh 27 1) 7 N &{ERR L 7,

#!/bin/sh
# $1 is the NIS domain, $2 is the primary NIS server
ypcat -d $1 -h $2 hosts | egrep -v "localhost|127.0.0.1" > /dev/shm/nis-map.hosts 2>&1

IFS=$"\n'
for line in $(cat /dev/shm/nis-map.hosts); do
IFS=""
ipaddress=$(echo $line | awk '{print $1}")
hostname=$(echo $line | awk '{print $2})
primary=$(ipa env xmirpc_uri | tr -d '[:space:]' | cut -f3 -d: | cut -f3 -d/)
domain=$(ipa env domain | tr -d '[:space:]' | cut -f2 -d:)
if [ $(echo $hostname | grep "\." [wc -I) -eq 0 ] ; then
hostname=$(echo $hostname.$domain)
fi
zone=$(echo $hostname | cut -f2- -d.)
if [ $(ipa dnszone-show $zone 2>/dev/null | we -I) -eq 0] ; then
ipa dnszone-add --name-server=$primary --admin-email=root.$primary
fi
ptrzone=$(echo $ipaddress | awk -F. {print $3 "." $2 "." $1 ".in-addr.arpa."}")
if [ $(ipa dnszone-show $ptrzone 2>/dev/null | we -I) -eq 0 ] ; then
ipa dnszone-add $ptrzone --name-server=$primary --admin-email=root.$primary
fi
# Now create this entry
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ipa host-add $hostname --ip-address=$ipaddress
ipa host-show $hostname
done

3. IdMadmin 21 —#—& L CEREEL £ 9,
I [root@nis-server ~]# kinit admin
4. R0V TR ERTLET, UTICAERLET,

I [root@nis-server ~J# sh /root/nis-hosts.sh nisdomain nis-server.example.com

bz ot 8]
' TDRIYTRTE, T YTREEDENAKRI NEEEBAINEEA,

4.5.NETGROUP T~ k) —® NIS 15 IDM ND#Z1T

NIS netgroup ¥ v 7ICId. netgroup ICEAT 21EHRMIEENET, COT—9%AFEALT. NIS

netgroup % Identity Management (IdM) ICB1TL £ 9,
(1} =355

o NISH—/N\—Droot 7V ZRAMERIH %,

e [dM TNIS ABERICE>TWS,

o NISH—N—=AIdMICEHIN TS,
Fa

1. yptools Xy r—o %AV AM—=JLLET,

I [root@nis-server ~J# dnf install yp-tools -y

2. LFOHB%EHTNIS H—/3—|C /root/nis-netgroups.sh 27 ) T KN & {ER L £ 7,

#!/bin/sh
# $1 is the NIS domain, $2 is the primary NIS server
ypcat -k -d $1 -h $2 netgroup > /dev/shm/nis-map.netgroup 2>&1

IFS=$"\n'
for line in $(cat /dev/shm/nis-map.netgroup); do

IFS="'

netgroupname=$(echo $line | awk {print $1}')
triples=$(echo $line | sed "s/*$netgroupname //")

echo "ipa netgroup-add $netgroupname --desc=NIS_NG_$netgroupname”
if [ $(echo $line | grep "(," | we -I) -gt 0 ]; then

echo "ipa netgroup-mod $netgroupname --hostcat=all"
fi

if [ $(echo $line | grep ",," | we -I) -gt 0 ]; then

echo "ipa netgroup-mod $netgroupname --usercat=all"
fi
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for triple in $triples; do
triple=$(echo $triple | sed -e 's/-//g' -e 's/(//"-e 's/)/I")
if [ $(echo $triple | grep ",.*," | we -I) -gt 0 ]; then
hostname=$(echo $triple | cut -f1 -d,)
username=$(echo $triple | cut -f2 -d,)
domain=$(echo $triple | cut -f3 -d,)
hosts=""; users=""; doms="";
[ -n "$hostname" ] && hosts="--hosts=$hostname"
[ -n "$username" ] && users="--users=$username"”
[ -n "$domain" ] && doms="--nisdomain=$domain"”
echo "ipa netgroup-add-member $netgroup $hosts $users $doms"
else
netgroup==$triple
echo "ipa netgroup-add $netgroup --desc=<NIS_NG>_$netgroup”
fi
done
done

3. IdMadmin 1 —#—& L CEREEL 9,
I [root@nis-server ~]# kinit admin
4. R0V TR ERITLET, UTICAERLES,

I [root@nis-server ~J# sh /root/nis-netgroups.sh nisdomain nis-server.example.com

4.6.NISH 5 IDMADBEIYY Y < v TDRBAT
BEY Y hYy Tl B @IV N o) BEOF - $LUTY TEERT S ANTHLCHEE

BEDIY M) —T9, NISEEIY V> Y v 7% Identity Management (IdM) IZF1T9 5 1C1E. LR
ZEITLEY,

AR
® NISH—/X\—®D root 77 &z AERL % %,
e [dM TNIS ABEZICE>TW S,
o NISH—N—=AIdMICEHFIN TS,
FIa
1. yptools X\ r—o %AV AM=JLLET,

I [root@nis-server ~J# dnf install yp-tools -y

2. LFTORBEZH T, NIS H—/N—|(C /root/nis-automounts.sh 27 ) 7 A {EK L X T,

#!/bin/sh
# $1 is for the automount entry in ipa

ipa automountlocation-add $1
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# $2 is the NIS domain, $3 is the primary NIS server, $4 is the map name
ypcat -k -d $2 -h $3 $4 > /dev/shm/nis-map.$4 2>&1
ipa automountmap-add $1 $4

basedn=$(ipa env basedn | tr -d '[:space:]' | cut -f2 -d:)

cat > /tmp/amap.ldif <<EOF

dn: nis-domain=%$2+nis-map=%4,cn=NIS Server,cn=plugins,cn=config
objectClass: extensibleObject

nis-domain: $2

nis-map: $4

nis-base: automountmapname=%$4,cn=$1,cn=automount,$basedn
nis-filter: (objectclass=\*)

nis-key-format: %{automountKey}

nis-value-format: %{automountinformation}

EOF

Idapadd -x -h $3 -D "cn=Directory Manager" -W -f /tmp/amap.|dif

IFS=$"\n'

for line in $(cat /dev/shm/nis-map.$4); do

IFS=""

key=$(echo "$line" | awk {print $1})

info=$(echo "$line" | sed -e "s"$key[ \t]*")

ipa automountkey-add nis $4 --key="$key" --info="$info"
done

R

ZDRYY)FTRTIE NSEEIYY Y MEROILIRAKR—b, BETD Y MDB
FrEREEY Y 7D LDAP 7— % X#f R (LDIF) D4RK. |dM Directory Server
ADLDIF 774 DA Vv R— M fThhEd,

3. [dMadmin 1—%—& L CEREEL £ T,
I [root@nis-server ~J# kinit admin

4, 29) T EEFLET, UTICHlERLET,

[root@nis-server ~]# sh /root/nis-automounts.sh location nisdomain
nis-server.example.com map_name
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5% IDM CEEIY Y~ hDfEH

5% IDM CHEIV Y~ NDFEH

BV Y ME, BEDIRTLICODIE>TT4 LI N —%EE, B, BLUOT7IVERTEHET
¥, Automountld, T4 LI M) —ADTIEADNEBERINZ I, TDTa4 LV N —%EHEMW
IOV RLET, ChiE, XA YVADISATYRNEDT ALY N —%2BRICHBETE 5720,
Identity Management (IdM) KX A4 VAT < #aEL 7,

ZOBITIE, LFDOYF ) F%=FERLET,

e nfs-server.idm.example.com (Z. XY N7 —2 7 74 IV A7 L (NFS) B —/R—DTR(ERM
kX4 % (FQDN) TF,

e EH L. nfs-serveridm.example.com (Z. raleigh BEI¥ Y ¥ NDIZFFOT Y T5 RT3
M 2247 hELET,

pa )

BEIvY Y NDIBRFIE. NFSYYy TO—2Dty NTT, Iz&ZE V547
VD EEEHROBREAZITOND LI, TRNOEDNFSTY THTRTHEL
HIBROII ICH B C E AIBENTT N, CHIINEBETIEHY FHA,

o NFSH#—/N\—|&, /exports/project 71 L 7 M) —%&FHmAHANY/EEZAHE LTIV RAR—h
LE9.

e developers Z)L—FIZBT % IdM 2 —H—|&, raleigh®BEIY VY MDIGZAAFERT % IdM
9547 hThHNnIE. /devel/project/ & LT, TIVRR—FINET4 LI MN)—DOVT
VIICT IV ERATEET,

e idm-client.idm.example.com &, raleigh DBEIYV >V NDFAMAFERAT 2 IAM 254 7> b
T9,

BF

NFS #—/—=DfbH Y IC Samba H—/N—% &AL TIAM 7 514 7> MIHBZRHT
31 E1E. LR D How do | configure kerberized CIFS mounts with Autofs in an IPA
environment? 2R L TKEIV, ZSRLTLEI W,

5.1.IDM @ AUTOFS & AUTOMOUNT

autofs Y —ERIE, 7IOERRABFIZTALI M) =% DY T 5LDIC automount 7 —E VICIERT
5ZEIC&Y, BEBIZIGSLTTALI2MN)—DY I hEaEEELET, T, LIESLKBFEETDR
W&, autofs (X, automount ICHEIYN U Y MINETA LI MN)—DYTY NEBRT B LD ICER
LET, BTV MEIEFERY, VTFIVRID VNIV RATLNY —AEFHHLET,

S PAVIEL: KA
autofs 2 AT 5> A7 LTI, automount SREISTEHD 7 7M1 IVIREINE T, TS51<)—

automount 5% 7 7 1 JLIE /etc/auto.master TY, ZHIllE, ¥ A7 LD automount ¥ >~ MR
AV MDA —TvEVTE, TOEE)Y —ZANEEFNET, COYvEVTIZTEHEYIV b
Iy ELTHShTWET,

/etc/auto.master E8E7 7 1 ILICIEX, RRY—I v T HEFhET, by TADBEEEDH B
ZENTEZET, Oy Fd, BEEFLEIEEZEOVWTRAMIAYET, Y4 L 7 kv TTIET
DY MNRA Y MIEHARBEFERAL, BEY Y TTRERESAAZEZE2FERALET,

IdIM DBV >~ MR
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automount [$BFE. O—7HJ/LD /etc/auto.master ERIE T 7 A LD BTy TTF—9 2BELET
B MDY —ZADSIY TT—9EBRBTHIEEHETEET, —BRIAY—D1 D5 LDAP H—
/IN—TT, Identity Management (IdM) @Y FF X kT, I hid 389 Directory Server T,
autofs ZEAT 2V RT LN IAM RXA VDU 547> NTHBIHE. automount FZEIEO—H
IWEBRET7AIVILREINEZEA, KDY, v 7. 5. F—74E D autofs B EIF. LDAP T
YAMY=ELTIAMTA LI M) —ICREINE T, & Z1E. idm.example.com |[dM KX A4 > D
BA. TIAIMDRARAY—Iy T ELUTOLI ICREINET,

dn:
automountmapname=auto.master,cn=default,cn=automount,dc=idm,dc=example,dc=com
objectClass: automountMap

objectClass: top

automountMapName: auto.master

BIER R

o FUTIURTDIF7AINYATLDITI VY K

5.2.NFSH—/1—®DIDM F*+—4% JDHETFE

ftt D Identity Management (IdM) 2 54 7> MOV 4 > Liza—H =D, TONFSH—NR—DF 1 L
JMN)=—BLVT7 74T IERTESDLDIT, Kerberos WIGD NFS H—N—%ZELE T,

Z T Tld. nfs-server.idm.example.com TNFSH—ER%ZETTELDICHRET D HEEHALE
ER

AR

e IMEEFELLTOJAYLTWS,

o NFSH—/N\—~®Droot 77V RHERLH %,

o NFSHEZIVRAR—ITZLEODIBER/NNYT—I%(A VA=)l LTW3S,

o (AT aNTFAT I A—IDOARAITETTSEELIICNFS H—N—%EE LTW3,
FiR

L IdMAZEFRINTWEBHRZARMT, NFSH—ER% IAM ICEMLF T,

$ ipa service-add nfs/nfs-server.idm.example.com

Added service "nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM"

Principal name: nfs/nfs-server.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: nfs/nfs-server.idm.example.com@I|DM.EXAMPLE.COM
Managed by: nfs-server.idm.example.com

2. NFSH—/NN—T, NFSH—ERODF—4¥ TExRMELET,

# ipa-getkeytab -p nfs/nfs-server.idm.example.com -k /etc/krb5.keytab
Keytab successfully retrieved and stored in: /etc/krb5.keytab
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3. NFSH—/N—T, NFSH—ERXRZBEHLFT,

I # systemctl restart nfs-server

4, NFSH—/N—T, NFSH—EREZBEMICLE T,

# systemctl enable nfs-server
Created symlink /etc/systemd/system/multi-user.target.wants/nfs-server.service —
/usr/lib/systemd/system/nfs-server.service.

53.IDM TONFSHEBEDIJ AR—k

Identity Management (IdM) ¥ 2 7 ABEBHE (X, NFSH—N—%FHAL T, *v N7—27HTIdM
A—H—ETFa LI MN)—EHBETEET,

AR

FIR

IdMEEZE LTRIAM Y LTW5,
NFS H—/N—A~®D root 7 7 C RHERELH %,
NFSHEEZIJVRAR—NTBLEDIBEBERNY T—IJ% 4 VA M=) LTW3,

(AT aV) 7747 94— ILORBITETTBLIICNFSH—NR—%5BE LTV,

TYVAR—bTBTALIN)—%FERLET,

I # mkdir -p /exports/project

CEEZEETIN=TIS. TALI M) —DHRFRY . EERH. BLUORTOERZMNEL X

ER

I # chmod 770 /exports/project

GSID RF14vFx—EyY MNEBMLT, T4aLY M) —RNICERINZT7 714D TIV— TR
BN, TALIN)—FBEEDT I —TRRBEICEEINDLDICLET,

I # chmod g+s /exports/project

FIBAYNR=—DBZDTA LI MN)—IZT IV ERATEDLIICIAM TIV—T %R LET, 1dM
JIV—TOHIE AREE TT.

I # ipa group-add developers

/exports/project 71 L 2 ) —D T )L — TFiEE% developers ICEE LT, JIL—THAD
ITRTDIIM A—HF—DBT7 IV ERATEBLDICLET,

I # chgrp developers /exports/project

dM 2 —H—=% ) —FIEBMLET, Y FILD1—H%—I idm_user TT,
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I # ipa group-add-member developers --users=idm_user
7. —EWDAVTUVEBLTALIN)—ICT AV EERLET,
I # echo "this is a read-write file" > /exports/project/rw_file

8. letc/exports.d/ T4 LI M) —DT7 74 ILIC, LTFDEHREZBMLET,
¢ TYUVRAR—KTBTFT4LIKNY—
o I—H—NNFALIMN)—HDOT7AINICT VRS BEDRISE

o 1—H—NNFT4LIKMN)—HDT7AIICKEDER
I # echo "/exports/project *(sec=krb5,rw)" > /etc/exports.d/project.exports

sec=krb5 (&, O—HJILD UNIXUID LTV GID Tld# <, KerberosV5 70O ML % {HFH
LCa—H—%FELET,

F721%. sec=krb5i F 7| sec=krb5p Z#FERA L 7.

sec=krb5i
I —4—5R5FIC Kerberos V5 Z{FAL, T—YDHIAEBSCTEDICERERF TV I T L%E
FRALTCNFSEBEDEEEF v I/ AERITLET,

sec=krb5p

O —4—3R5F. BAEMF T v UIC KerberosV5 A FHL. NS T4 v I DESZSARSED
NFS RS 74 vV DESIEAEITVWET, CHHARELZREREREICHK/YE TN, NT71r—7
VADF—N—Ay REFEEL<RYET,

9. /var/lib/nfs/etab ICIREFEINTWVWB XA VDIV AKR— KF—T )L % Jetc/exports & & U
letc/lexports. d D TFD 7 7ML EEBL T, IXRTOTFT4 LI M) —EZBIJRAR—KLE

_a—o
I # exportfs -r
10. /etc/exports IBE L /ZIREDITV AR—K) A MNERRLET,

# exportfs -s
/exports/project *
(sync,wdelay,hide,no_subtree_check,sec=krb5p,rw,secure,root_squash,no_all_squash)

BIER R
e krb5 XV v FOFMIE. nfs D man R—IZSHLTLLEIW,

=L

54.IDMCLI =B L7~ IDM TOBE~Y YV MDIGAET Y TDERE
WAk~ Yy 7Oty M T, §T auto.master ICREFEINE T, 1 DDIBRAICERDY Y TERETE
9, Fo BAIIEHOYY TERETTET, BAAODIVMN)—IF, v STV MN)—DaVF
FT—ELTOAMERELET, TNEEIE. BEIVI Y ARETIEIHY A,

Identity Management (IdM) ® > R 7 ABEE(E. |dM THEIN Y Y NDFRIEY Y TABRETEE

T CHICLY, IBELABAD IAM 2 —H—H, RAMNDEHEDY DY MRA ¥ MIHBEIL T, NFS
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H—N—DPITVZAR—PMLERBIITIEATESRLIICARYET, TVRAR—PMINNFSH—
N=FT ALY RMN)=EXDVMNRAY MOEAN, vy TTHREINET, ZDHFITIE. raleigh D%
&, M 2547 hdD/devel/ Y7V NRA > MMIH B nfs-
server.idm.example.com:/exports/project H B 2 FHAIY /EEAATA LI KN —&LTTI VNG
Yy TERETDAEEHBALET.,

(1} =355

o [dMICEHFINTWVWEBHRRAMNIIMEEEZE LTSI LTWS,

=2
1. raleigh DBEEY YV MDFFREFERLE T,

$ ipa automountlocation-add raleigh

Added automount location "raleigh”

Location: raleigh

2. raleigh®IZFFIC. auto.devel BEAIY DY by THERLE T,

$ ipa automountmap-add raleigh auto.devel

Added automount map "auto.devel"

Map: auto.devel

3. exports/HEEDF—Ev U MNMEREEBMLE T,
a. auto.devel ¥y F7DF—¢&<T UV NEREBMLE T,

$ ipa automountkey-add raleigh auto.devel --key=""' --info="-sec=krb5p,vers=4 nfs-
server.idm.example.com:/exports/&'

Added automount key "*"

Key: *
Mount information: -sec=krb5p,vers=4 nfs-server.idm.example.com:/exports/&

b. auto.master ¥ v 7DF—&v oV MNMEREEBML F T,

$ ipa automountkey-add raleigh auto.master --key=/devel --info=auto.devel

Added automount key "/devel"

Key: /devel
Mount information: auto.devel

55.IDM 7547 hTOBEEY YV FDERE
Identity Management (IdM) ¥ 2 7 LBEBEIL, M 754 7Y MIBEIYD Y MY —EREHREL

T V547V MIBMINIIBARICERE LIENFSEBIC, 2—Y—»o54 7> MOd1 Lk
EZWCIIMA—F—DBEENICT I EATESLDICTEIENTEET, ZOBITIE. raleigh D5
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FACHATRABEYY Y M —EXZFERTELIICIAMISA TV M eRET B AEZHALE
-a—o

AR
o I[dM U SA4 TV hADroot 7 ERAERLH D,
o [MEBEEEELTOVIVYLTWS,

o HEIVYY NDBANEFEL XY, ¥ FILDIFFIL raleigh TY,

FIR

1. IdM 254 7> M T, ipa-client-automount <> KA AN L THBAEEELE T, -UA T
YavEFMALT, RV TR EBATETLET,

I # ipa-client-automount --location raleigh -U

2. autofs U —ER&{EFEIEL, SSSD¥ v v 2% 1) 7 L. autofs—ERAZFIAL TH L LR
EHxO—KNLZET,

I # systemctl stop autofs ; sss_cache -E ; systemctl start autofs

56.IDM 7 547> hT, IDMA—H—NNFSHEBICT7 I/ EATESZ &
DHEE

Identity Management (IdM) ¥ 2 7 LBBEIZ, BHEDIIN—T DAV NR—=TH 3 |dM 21 —H =7, %F
EDIAM IS4 TV MIATA Y L EEIINFSHEILT IV EATERNEINETAMTEEY,

ZDFEITIE. UTOYFUAARTARMINTWVET,
e developers 7)L—FICET % idm_user &L\ ZEID IdM 2 —H —|(&, raleigh automount 0

T—2avilHdIdM V54 7~ M TH % idm-client.idm.example.com ICBEIT VY X h
7= /devel/project 74 LV N —ARD 7 7 A LVOARBREFHAHAEITEET,

AR
o NFSH—N—DIAMF—49T%%E L. NFSHEDITIVRAR—bM LTW3,

o [dMTHEHEIVvYYMNDAOY—Y 3V, YT XUVMNRAVMNERE L, EZTIldM 21—
HF—DNFSEBICTIVERATESLLDICEELTWS,

o MV SA TV MIBEVYYY MERE LTWS,

FIE
1. IdM 2—%—nread-write 7« L 2 N) —ICT7 VA TEB &R LET,

a. IdMA—%—¢LTIAM PS4 7Y MIERLET,

$ ssh idm_user@idm-client.idm.example.com
Password:

b. IdM 21— —® Ticket Granting Ticket (TGT) ZE#F L £ 7,
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5% IDM CEEY Y~ hDfEH

I $ kinit idm_user
c. [7Yav]IdMA—HF—DIIN—TANR—=2y THERRLET,

$ ipa user-show idm_user
User login: idm_user

[.]

Member of groups: developers, ipausers

d. /devel/project 74 LU M) —ICRBEIL F T,

I $ cd /devel/project
ee TALIKMN)—DRBZE)AMRRLET,

I $ls

rw_file

. T4LIRMN)—DT774ICT%EML, write \—X v >3 vaTFAMLET,

I $ echo "idm_user can write into the file" > rw_file

g [FF>av]774IVOEHFINARTERTLET,

$ cat rw_file
this is a read-write file
idm_user can write into the file

HAl, idm user B 7 7 A IIICEZADHBZEEERELE T,

37



Red Hat Enterprise Linux 9 Identity Management CTO#& Red Hat 1—7 1 Y 7 1 —DfEA

F6E=E ANSIBLE #FHLTIDM2I—H—0DO NFSEEHABE~Y Y
2 N )

B}V Y ME, BEDU AT LICODIE>TT4 LI N —%2EE, B, BLUOT7IVERTSEHET
¥, Automountld, T4 LI M) —ADTIEADNEBERINZ I, TDTa4 LV N —%BHEMW
IOV RLET, ChiE, RAAYVADISATYRNEDT ALY N —%2BREICHBETE 5720,
Identity Management (IdM) KX A4 VAT £<#aEL £,

Ansible #EERA LT, MO —>3a DM 2547 MIOJA4 Y LTWS M 2—H—|(Ix L T
NFS HEIEEMICT I Y FINBLHICHRETIET,

ZDEDHITIE, RO FIVAZFERALET,

e nfs-serveridm.example.com (&, XY KT —20 7 74V AT I (NFS) Y —/\N—DZ2(EHH
kXA >% (FQDN) T

e nfs-server.idm.example.com (&, raleigh DEEIY V> NDBZFICHZ IAM IS4 T~ T
ER

e NFSH#—/\—(d, /exports/project 714 L U ) —%ZFHmAIMY/EZIAAE LTIV AR—hK
LE9.

o RARE JIL—TICET B IdM 2 —H—I(E., NFSH—/N—&E L raleigh®BEI~Y 7 > b DGR
IKHB 1AM U254 7> hThHhhiL, /devel/project/ E LTIV RAKR—KMLETaL I N —
DAVFTFUVILTIERTEZET,

e idm-client.idm.example.com (&, raleigh DBEI¥ V> NDBFAICHZ 1AM IS4 TV KT
ER

B

NFS #—/—DfbH Y IC Samba —/N\—% &AL TIAM 7 514 7> MIHBZRHT
31 El1E. LR D How do | configure kerberized CIFS mounts with Autofs in an IPA
environment? ZSR L T LIV, ZSRLTCEIL,

AKEIIUTDOEI Y3V TCHREINZET,
1. IdM @ Autofs & automount
2. NFSH—/—D |dM ¥—% T D% E
3. IdAM TONFSHEBED TV RR— b
4. Ansible #ER L7 IdM TOBEEY VY FDIFAF. ¥ v 7. BLTF—DRE
5. Ansible 2B L TIdM 2—H#'—% NFSHEBEZfFET 2V IL—TIEMT 2
6. dM V547V hTOETY Y MDRE

7. 1dM O SAT7 Y RT, IAM A=Y —DBNFSHBICT IV ERATE 5 & DHESR

6.1.IDM @O AUTOFS & AUTOMOUNT
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$63 ANSIBLE AL T IDMA—Y—OD NFSHtH4a288~vY >V b T2

autofs Y —ERIE, 7IOERABFIZTALI M) =% DY T 3LDIC automount 7 —E VICIERT
5ZEIC&Y, BEBIZISLTTALIMN)—DY I MEEEELET, T, LIESLKBFEETDR
W&, autofs (X, automount ICEHEIYN U Y MINATA LI MN)—DIY O Y MBI B LD ICER
LET, BT O Y MNEIEFERY, VTFIVRID VNIV RATLNY —REFHHLET,

¥y 7OBREY VY b

autofs #FH 9 5> X7 ATIE. automount SREIFERD 7 7 M IVILREINET, T5317 Y —
automount %€ 7 7 1 /L& /etc/auto.master TY, ZhIllE, ¥ A7 LD automount ¥ 7 >~ MR
A1V MDIRY—TvEVTE, TOEE)Y —ANEEFNFET, COIYEVTITEHEYIV b

Iy T ELTHShTWET,

/etc/auto.master E8E7 7 1 ILICIX, YRY—I v T HEFhET, by TADBEEEDH B

ZENTEZET, Oy Fid, BEEFLEIEZEOVWTIAMNIAYET, Y4 L 7 kv TTIET

DY hNRA Y MIUEHARBEFERAL, BEY Y TTRERESAAZZEFERALET,

IdM DBV >~ MR

automount [$BFE. O—7HJ/LD /etc/auto.master ERET 7 A LD BTy TTF—9 2BELET
B DY —ZADSIYy TT—9EBRBTHIEEHETEET, —BRIAY—D1 D5 LDAP H—
/IN—TT, Identity Management (IdM) @ > FF X kT, I hid 389 Directory Server T,
autofs ZEAT 2V RAT LN IAM RXA VDU 547> NTHBIHE. automount FZEIEO—H
WEBRET77AIVICREINFHA, RDYIC, ¥y 7, B, ¥F—4ED autofs 52 EIE. LDAP T
YAMY=ELTIAMTA LI M) —ICREINE T, & ZIE. idm.example.com |dM KX A4 > D
BA. TIAIMDRRAY—Iy T IEUTOLY ICREINET,

dn:
automountmapname=auto.master,cn=default,cn=automount,dc=idm,dc=example,dc=com

objectClass: automountMap
objectClass: top
automountMapName: auto.master

BIER R

e FUTIURTDIF7AINYATLDITI VY K

6.2.NFS H—/X—D IDM *+—4% TDHTE

ftt D Identity Management (IdM) 2 54 7> MOV 4 v Liza—H# -, TONFSH—NR—DF 1 L
JMN)=—BLUVT7 74T IERTESDLDIT, Kerberos WIGED NFS H—N—%BEL £,

Z T Tld. nfs-server.idm.example.com TNFSH—ER%EETTELDICHRET D HEEHAL X
ER

AR
o [IMEEFELLTOJMLTWS,
o NFSH—/N—~®Droot 77V RHERLH %,
¢ NFSHEZIVRAR—ITZLEDIBER/NNYT—I%(A VA M—IL LTW3,

o (AT aNNTFATIA—IDOARAITETTSLIICNFS H—N—%EE LTW3,

FIR
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L IdMABEHFINTWBHRZARNT, NFSH—ER% IAM ICEMLF T,

$ ipa service-add nfs/nfs-server.idm.example.com

Added service "nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM"

Principal name: nfs/nfs-server.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: nfs/nfs-server.idm.example.com@I|DM.EXAMPLE.COM
Managed by: nfs-server.idm.example.com

2. NFSH—/N\—T, NFSH—ERODF*—4¥ TERMELET,

# ipa-getkeytab -p nfs/nfs-server.idm.example.com -k /etc/krb5.keytab
Keytab successfully retrieved and stored in: /etc/krb5.keytab

3. NFSH—/N—T, NFSH—ERXRZBEHL FT,

I # systemctl restart nfs-server

4. NFSH#—/N—T, NFSH—EREZBMILFT,
# systemctl enable nfs-server

Created symlink /etc/systemd/system/multi-user.target.wants/nfs-server.service —
/usr/lib/systemd/system/nfs-server.service.

6.3.IDM TD NFSHBDIT 7 R /R— b

Identity Management (IdM) ¥ 2 7 ABEBHZ (X, NFSH—N—%FHAL T, Xy N7—27HTIdM
A—H—ETFa LI MN)—EHBETEET,

AR

e IMEEFELLTOJAYLTWS,

o NFSH—/N—~®Droot 77V RHERLH %,

¢ NFSHEZIVRAR—ITZLEODIBER/NNYT—I%(A VA=)l LTW3S,

o (AT aNNTFAT I A—IDOARAITETTEELIICNFS H—N—%EKE LTW3,
Fia

L TVAR=KTZ2T4LIMN)—%FERLET,

I # mkdir -p /exports/project

2 IBEZEETIN—TIL. TALI M) —DHEHFRY ., EXRAH. BLUORTOERZNEL X
-a—o

I # chmod 770 /exports/project

3.GSIDRAT 4 yF—EvY hEBMLT, T4LI M) —RIERINET 74 ILDTIV—TFR
BEDN. TALIMN)—FBEDTIV—THBEEICREINDLIICLET,
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$63 ANSIBLE AL T IDMA—Y—OD NFSHtH4a288~vY >V b T2

I # chmod g+s /exports/project
4. —HOAVFTUVEBUCTA LI M) —IZT7 71 EERLFT,
I # echo "this is a read-write file" > /exports/project/rw_file

5. /etc/exports.d/ T4 LV M —DT7 714 ILIC. LTOBEHREEMLET,
¢ TYUVRAR—KTBTFT4LIKNY—
o I—H—NNFALIMN)—HDOT7AINICT VRS BEDRISE

o 1—H—NNFT4LIKMN)—HDT7AIICKEDER
I # echo "/exports/project *(sec=krb5,rw)" > /etc/exports.d/project.exports

sec=krb5 (&, O—HJILD UNIXUID LTV GID Tld# <, KerberosV5 70O ML % {HFH
LCa—H—%FELET,

F721%. sec=krb5i F 7| sec=krb5p Z#FERA L 7.

sec=krb5i
I —4—5R5FIC Kerberos V5 Z{FAL, T—YDHIAEBSCTEDICERERF TV I T L%E
FRALTCNFSEBEDEEEF v I/ AERITLET,

sec=krb5p

O —4—3R5F. BAEMF T v UIC KerberosV5 A FHL. NS T4 v I DESZSARSED
NFS RS 74 vV DESIEAEITVWET, CHHARELZREREREICHK/YE TN, NT71r—7
VADF—N—Ay REFEEL<RYET,

6. /var/lib/nfs/etab ICRFINTWVWE XA VDIV AR—KF—T )L % Jetc/exports & & U
letc/lexports. d D TFD 7 7ML EEBL T, IXRTOTFT4 LI M) —EZBIJRAR—KLE
ER

I # exportfs -r
7. letc/lexports ICE LIREDITVAR—KM) A MERRLET,

# exportfs -s
/exports/project *
(sync,wdelay,hide,no_subtree_check,sec=krb5p,rw,secure,root_squash,no_all_squash)

BIER R
e krb5 XV v FOFMIE. nfs D man R—IZSHLTLLEIW,

6.4.ANSIBLE Z{#F L7/ IDM TOBEEI~Y Y~ hDIGFM, ¥v 7. LT
*—DRE
Identity Management (IdM) ® > R 7 ABEE(E. |dM TEHEIV Y Y NDFRIEY Y TARETEE

T, ThiIZLY, BELEBADIAM 21— =0, KX MDRHEDY TV MRA >~ MIHBEIL T, NFS
P—N—DPITIVRAR—KLEHBIITIERATESRLDICRYET, TIXAR—PMINAENFSH—
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N=FALIRN)—EXTVMRAV NOEAN, vy TTIHEINFT, LDAP AETIE, O —
vaviREDEORTYIIVN)—DIAVFTF—TY,
ZDOFITIE, Ansible ZfEFH L T, raleigh DiFFrE. 1dM 254 7> K LD /devel/project ¥V > k

R4 >~ MIT nfs-server.idm.example.com:/exports/project £ G %= A Y /EXIAHT 1 LV M) —
ELTYI VNG By TARRET DHEERBALET,

AR
e [dMadmin ®/X27— R%ZBEL TV 3,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ~/MyPlaybooks/ 74 LV N)—Il, |dM H—/"—DZLEM K X 1 > & (FQDN) % {#H
LT Ansiblef YRV M) =T 741 ZEHRLTWS (ZDFIDIFE).

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

FIE
1. Ansible 3> bO—JL/ — R T, ~/MyPlaybooks/ 714 L7 N —IIBEL X7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/automount/ 7«1 L 7 k1) —I{Z# % automount-
location-present.yml Ansible Playbook 7 7 1 L& JE—L £ 9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automount/automount-location-
present.yml automount-location-map-and-key-present.yml

3. automount-location-map-and-key-present.yml 7 7 1 L ZiRERICHAZT £ 7,

4. ipaautomountlocation ¥ 277> a v TROEHAHREL T, 771V EFAELET,
e ipaadmin_password Z#d IdM admin D/XX 77— RIZEREL £ 9,
e name ZH % raleigh ICEREL X T,

o state ZT#Id present ICEREINTWE I & =R L EF T,
LT, SEOFTHEREY %L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Automount location present example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure automount location is present
ipaautomountlocation:
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$63 ANSIBLE AL T IDMA—Y—OD NFSHtH4a288~vY >V b T2

ipaadmin_password: "{{ ipaadmin_password }}"
name: raleigh
state: present

5. automount-location-map-and-key-present.yml 7 7 1 L DiRE %= fHIT £ T,
a. tasks 27> a v T, BEYV VMY TOEEEZRRETZIIRVEEBMLET,

[--.]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[--.]
- name: ensure map named auto.devel in location raleigh is created
ipaautomountmap:
ipaadmin_password: "{{ ipaadmin_password }}"
name: auto.devel
location: raleigh
state: present

b. IO AV EEBMLT, ¥O Y hRA Y MNENFSH—N—FRAYY FITBMLET,

[--.]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[--.]
- name: ensure automount key /devel/project is present
ipaautomountkey:
ipaadmin_password: "{{ ipaadmin_password }}"
location: raleigh
mapname: auto.devel
key: /devel/project
info: nfs-server.idm.example.com:/exports/project
state: present

c. auto.devel »* auto.master ICEHRINTWER I EEHERTIRDY RV EEBMLET,

[--.]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[--.]
- name: Ensure auto.devel is connected in auto.master:
ipaautomountkey:
ipaadmin_password: "{{ ipaadmin_password }}"
location: raleigh
mapname: auto.map
key: /devel
info: auto.devel
state: present

6. 7271 ERELET,

7. Ansible Playbook #3247 L. Playbook &4 Y RY M) =27 71 JLEIBEL T,
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$ ansible-playbook --vault-password-file=password_file -v -i inventory automount-
location-map-and-key-present.yml

6.5.ANSIBLE Zf#f LZ=-NFSHBZmMET 2V IL—T~AD IDM 1—H—
OPEYIN

Identity Management (IdM) ¥ 2 7 ABEH (. Ansible #FHA LT, NFSEAILT7 IV EZATE 31—
Y—DIN—THEX L, I[dM 2—H—%2 DT IL—FITEBMTEET,

Z DFITIL. Ansible Playbook % {#F L T idm_user 7 7177 > b A developers 7 )L—FIZB L TW3

Z & &R L. idm_user A* /exports/project NFS HBICT VR TE S LD ICT B2 AHEICDWTERA
LE9.

AR

e nfs-server.idm.example.com NFS H#—/X—A®D root 7 7 L AL H Y. Nl raleigh
automount DIFFICH B 1AM V54 7~ T,

e |[dMadmin D/X2 77— R%EIEE L TW 5,
o RODEHAMITLOICAnsble A bA—JIL /) —RAEEZRELTWS,

o Ansible /N\—Y 3 Y 214 LEAFERALTWS,

o

Ansible 3>~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW5,

o ~/MyPlaybooks/ 74 L7 ) —IZ. IdAM Y —/—DZELEE K X 1 ~ % (FQDN) % &
LT Ansiblef YRV M) =T 741 ZEHRLTWS (ZDHFIDIFE).

o ZODBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWSE I &%
ARE LTW3,

o ~/MyPlaybooks/ T. Ansible %M L T IdM T automount DHf. ¥ v 7, BLUVF—
HERTE TAEMNLDY RV HNT TICEEN TS automount-location-map-and-key-
present.yml 7 7 1 JLAER L & L7,

FIR

1. Ansible 3> bO—JL/ — R T, ~/MyPlaybooks/ 714 L 7 N —IIBEL T,

I $ cd ~/MyPlaybooks/

2. automount-location-map-and-key-present.yml 7 7 1 JL A iRERICBHT X 7,

3. tasks 27 > 3 VT, IdM developers 7L —7HEIE L. idm_user X D IIL—TITBINS
NTWBZEAMHERT IRV EBMLET,

[--]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[]
- ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
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user:
- idm_user

name: developers
state: present
77

4. 1INV eFmELEY,

5. Ansible Playbook #2347 L. Playbook &4 YRV M) =T 74 L EHEELET,

$ ansible-playbook --vault-password-file=password_file -v -i inventory automount-
location-map-and-key-present.yml

6. NFS #—/X—T, /exports/project 71 L 7 N —D )L — TFiEME% developers ICEFE L
T, FIW—THDTRTDIAM A—HF—HT 1 LI MY —IIT7 I ERATEBRLIICLET,

I # chgrp developers /exports/project

6.6.IDM US4 7Y N TOBHEIYY Y MDERE

Identity Management (IdM) ¥ 2 7 LBEBEIL, M 754 7Y MIBEY DY MY —EREHREL
T, 9547V bDEBIMINIIGRICERE L/ NFSHEBICL, 12— —D0Z5q14 7 MO 14 v L
EZRKIAM A—HY—DEENICT IV ERATESRLDICTEHIENTEEY., ZOHITI. raleigh D
MCHETRERBEY Y Y M —EREFRATEEDICIAM I SA TV N2RET DA EZHRAL X
-a—o

Gl s
o I[dM U SA TV hADroot 7 ERAERLH D,
o [MEBEEEHEELTOVIVYLTWS,

o HEIVYY NDBANEFELET, ¥ FILDIFFIL raleigh TT,

FIR

1. 1dM 254 7> M T, ipa-client-automount <> KA AN L THBAEEELE T, -UA T
YavEFMALT, RV PR EBATETLET,

I # ipa-client-automount --location raleigh -U

2. autofs H—ER&{FEIE L, SSSD¥ v v 2% 1) 7 L. autofs—ERAZRIAL TH L LR
EHxO—KNLZET,

I # systemctl stop autofs ; sss_cache -E ; systemctl start autofs
6.7.IDM V547> h T, IDMA—HF—DBNFSHEBICFT IV ERATESRZ &
DHEER

Identity Management (IdM) ¥ 2 7 LBBEIZ, HED TN —T DAV NR—=TH 2 |dM 21 —H =7, %F
EDIAM I 54TV MIATA Y LEEEIINFSHEILT IV EATERNEINETAMTEEY,

ZDFITIE. LTFOYFYADRTARMINRTVWET,

45



Red Hat Enterprise Linux 9 Identity Management CTO#& Red Hat 1—7 1 Y 7 1 —DfEA

e developers 7 )L— I8 % idm_user &\ D ZHID IdM 21— —(&, raleigh automount O
T—2avilHdIdM V54 7~ M TH % idm-client.idm.example.com ICBEIT VY X h
7= /devel/project 74 LV N —ARDT7 7 A VOARBREHZAHAEITEET,

AR
o NFSH—N—DIIMF—49T%%E L. NFSHEDITVRAR—bM LTW3,

o [dMTHEHEIVvYYIMDAOY—Y 3y, ¥V T XUVMNRAVMNERE L, FZTIldM 31—
HF—DNFSEBICT IV ERATESLDICEELTWS,

® Ansible #HLT. NFSEEZMETIHAFEEI/IN—TIIdAMA—HF—&BMLE LE,

o MU SA TV MIBEVYYY MEERE LTWS,

=S ]
1. IdM 2—%—nread-write 7« L 2 ) —ICT7 VA TEB &R LET,

a. IdMA—H%—&¢LTIAM PS4 7Y MIERLET,

I $ ssh idm_user@idm-client.idm.example.com
Password:
b. IdM 21— —® Ticket Granting Ticket (TGT) #EfE L £ 9,
I $ kinit idm_user
c. [F7Yav]IdMA—HF—DIIN—T A NR—=2y TERRLET,

$ ipa user-show idm_user
User login: idm_user

[.]

Member of groups: developers, ipausers

d. /devel/project 74 LV ) —ICBEIL X T,

I $ cd /devel/project
ee TALIMN)—DRBZE)AMRRLEY,

I $ls

rw_file

. T4LIN)—DT774ICT%EML, write \—X v >3 v%aTFAMLET,

I $ echo "idm_user can write into the file" > rw_file

g [FF2av]774IVOEHFINHARTERTLET,

$ cat rw_file
this is a read-write file
idm_user can write into the file
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HA, idm_user B’ 7 7 A IVICEZADB 5B LET,
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