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AT LlE. Playbook ICIE>TA YRV MY —DLEEBRRKANEERELET,

AR

® RHEL8.6LIEMNA VA M—ILINTWS, RHEL D41 X h—JLDFFHEIE. Performing a
standard RHEL 9 installation ZZ8B L T X W,

o VRATALIEARII—R—FILICEHFINET,
e Red Hat Enterprise Linux Server + 727 ) 7> a VBV AT LILTI v FINTWS,

o WRAX—R—=FIDT7HhY > THATEERBEIL Ansible Automation Platform # 7 2
DY) T a RN RATAIITIYFINTWS,

FIR
1. rhel-system-roles /X\v 5y —Y %A VA M—JLLZET,

I [root@control-node]# dnf install rhel-system-roles

Zmax > KNI, ansible-core /Xy o —Y % KEFHARELTI VA M—=ILLET,
y 13!
RHEL 8.5 LARIM/N—< 3 > Tld, Ansible /8w & — & Ansible Core Tl <
Ansible Engine Z B U CTIR#EtI ., IFIFRYR—FL RIS REEIN TV
L7ce /3w r—2 & RHEL 8.6 LAFE®D Ansible Automation I 7 >V & B
BRWAREME D B 72, Ansible Engine I&fFH LARWTL 72X W, 55

l&. Scope of support for the Ansible Core package included in the RHEL 9 and
RHEL 8.6 and later AppStream repositories #ZMR L T 72Xy,

2. Playbook # BB E L VERITT 576D ansible & WD ZEIDI—H—%EHR L 9,
I [root@control-node]# useradd ansible

3. #L<ERX L7z ansible 21— —ICtIUEZ £,
I [root@control-node]# su - ansible

ZDAI—HF—ELTHYDFIEZETLET,
4, SSH DB EMTRBZIFERLET,

I [ansible@control-node]$ ssh-keygen

1
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Generating public/private rsa key pair.

Enter file in which to save the key (/home/ansible/.ssh/id_rsa):
Enter passphrase (empty for no passphrase): <password>
Enter same passphrase again: <password>

F—I7MIDEEINDT 74 MNDOBFRAEFALET,

5. 7Y a v ERAEWILT 57T Ansible BSSH F—D/S R — RAEER LAWE DI, SSH
I—VIVhERELZET,

6. ~l.ansible.cfg 7 7 1 L EROREBITERL £,

[defaults]
inventory = /home/ansible/inventory
remote_user = ansible

[privilege_escalation]
become = True
become_method = sudo
become_user = root
become_ask_pass = True

R

. ~l.ansible.cfg 7 7 1 L DR EIFBEEIEL. FO—/NILAR
. letc/ansible/ansible.cfg 7 7 1 VD& EE A —/N\—F14 RLZX T,

INSDBEAFEAL T, Ansible IXXODT7 I avaEITLET,

o BEINLAVURYIN)—=T74ILTHRANEEBELET,
o EIXR ./ — KADSSHEREMIIT 5 & XTI, remote_user /X5 X —49 —THREIN
TAODYNEFERLET,

e sudo1—F4YUT4—%FHLT, root 21— —& LTBENR/ —RTYRIEZETL
i’a—o

® Playbook ZEAT /I, VE—FI—H—Droot N\AT—RKRDARNZERDHLENFT,
Zhix, a7 —LOERAISHREINET,

7. EBERRKRRAMNDKRR NEZ%E ) XA M B ~/inventory 7 7 1 )L % INI £721& YAML XX THERR
LET. A YRVYKN) =T 7AILNTHRAMNDIIN—TAERTBIEEHTETET, 12& 2
LTI 32DKRAMEUSEWVWIEZRIDIDDRANTI—TEEZL INIERDA VRV b
)—7 74T,

managed-node-01.example.com
[US]

managed-node-02.example.com ansible_host=192.0.2.100
managed-node-03.example.com

A hA—I/ —RIBRAMNEGZBRTEDVRED’HB I EITEFRELTSLEI W, DNS H—

N=—DFEDKRRA MNRERTERWEEIF. RA NIV M) —OD#IC ansible_host /35 X —
H—%BMLT. TOIPF7RLRAEEBELET,

12
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RDRFvy S

o FEWR/—REHEFELET., FMIEL. Preparinga managed node S8 L T XL,

BIER R

® RHEL 9 & & U RHEL 8.6 LAf&®M AppStream Y RY M) —IC&E N5 Ansible Core /Xy r—
DY R— M EEH

® subscription-manager 2 L T RedHat AR X —R—F IV R T LEZEHRLTH T RS
24793

e ssh-keygen(1) man R—<
® ssh-agent ZEALTSSH*—TYE— MY VIlERT 2FIR
® Ansible % E

o A URYKNY—DEERAX

22. BEWR/ — KD %E(H

BEWR/ —RIFA VYRV PMN)—IZVARNINRTWBYRTALTHY, Playbook ICfE>TaY hO—
I/ —RICL>THREINET, BENRAIANMIAnsible 54 VA MN—ILTIZREEFIHY FHA,

([} =355
e OvhO—J)L/—RE#fFELTWS, F#llld. Preparing a controlnode on RHEL S =SB L T
(I,

e O hA—IN/—KFKDBLSSHT7VERXATE S,

BF

root I —H—& L TCOEESSH 7/ ERIFEFa) T4 —) RV EB|EFIL
F9, COVRVEBRRTZICIE. EENR/ —REEFEITHEXI, 2D/ —
KElicO—Ahla—%—%4EHRL, sudo R >—%BELEFT, HKWT, TV
RO—JL/—R®DAnsible l&, O—HIL2A—HF—THo Y M aERAL TEENS
J—RiZaJd4 L., root’@EDRDI—H—& LT Playbook Z5RITTE X
ERS

FIE
1. ansible & W) &R I —H—%/EMR L X7,

I [root@managed-node-01]# useradd ansible
A hbA—I/—RIEETIDOI—HY—%ZFERALT. TORIAMADSSH#EfRZHEILET,
2. ansible 1—H%—D/NR2AT7—REZHRELZE T,

[root@managed-node-01]# passwd ansible
Changing password for user ansible.
New password: <password>

13
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Retype new password: <password>
passwd: all authentication tokens updated successfully.

Ansible B’ sudo AL Croot 1 —4%'—& L TH RV EETT BHBEIE. CDONRNRAT—R%
AT EZRELNHY T,

3. ansible Z1—%'—® SSH NEAFEAEEERR/ —RNICA VA M=ILLET,

a. ansible 2 —%—& L TCcavbhaO—Jb/—RiICAY A4 L, SSH AKBEEENR/ —K
ICaE—L &9,

[ansible@control-node]$ ssh-copy-id managed-node-01.example.com
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansible/.ssh/id_rsa.pub”

The authenticity of host 'managed-node-01.example.com (192.0.2.100)' can't be
established.

ECDSA key fingerprint is
SHA256:9bZ33GJNODK3zbNhybokN/6Mq7hu3vpBXDrCxe7NAvo.

b. 7OV MRRINLL, yes EANDLTERKLET,

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that
are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is
to install the new keys

c. 7OV IIBRRINESL, RAT—RKREAHALET,
ansible@managed-node-01.example.com's password: <password>

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '<managed-node-01.example.com>"
and check to make sure that only the key(s) you wanted were added.

d JdvhO—JIL/—KRTaATYREYE—-MTEITLT, SSHEGEERLF T,

I [ansible@control-node]$ ssh <managed-node-01.example.com> whoami
ansible

4. ansible 2—4%—® sudo BREEFEXK L 9,

a. visudo I< ¥ K%M L T. /etc/sudoers.d/ansible 7 7 1 L {ERB L REL X T,
I [root@managed-node-01]# visudo /etc/sudoers.d/ansible

BEDODIT 49—l ARTvisudo 2 FAT 2 mIE. COA—F14)FT14—DT7714)L%
AVAN—ILT BRENCEANAGBEMF IV I EBTIS—OF v I5BHTEIET
-a—o

b. /etc/sudoers.d/ansible 7 7 1 L. T, B#4ICHU7= sudoers R o —ABELF T, JRIC
FlERLET,

14
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e ansible 1——DNRX2XAT—REAHLEE., TORAMNETEEDI—F—BLVY
W—=TELTITRTOOAT Y KEETT SR % ansible 2 —H— (59 5 121&, LA
TEFEHRALET,

I ansible ALL=(ALL) ALL

e ansible 1 —H%—D/NXZAT7—KEZAHDETIC, COKRAMNETCEEDI—HY—BLVY
I—TELTIRTODOAY Y RAEETT SHER% ansible 21— — 53 5121, KL
TAFERALEY,

I ansible ALL=(ALL) NOPASSWD: ALL

Tk, X2 )71 —BHICEDETIYMIAVWRY >—%KREL XTI, sudoers R o —
DML, sudoers (5) man R—IUHBSBL TL XL,

L IRTOBEWRKR/—REDOI M O—IL/ —RHOSIAVY Y RERITTIDIEAMELE
£

[ansible@control-node]$ ansible all -m ping
BECOME password: <password>
managed-node-01.example.com | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python": "/usr/bin/python3"
b
"changed": false,
"ping": "pong"
}

N—RIOA—=—F AV ITINFZITRTORRANTI—TITIE, A RN =T 7A4I)LICY) AN
NTWBITRTODRRA MDEFNICESENE T,

2. Ansiblecommand EY 2 —)LAFH L TEERNRKRARA M LT whoami 21—5 1 )71 —%=E
7L, ¥ERFBHIELHEET I EEMEELET,

[ansible@control-node]$ ansible managed-node-01.example.com -m command -a
whoami
BECOME password: <password>

managed-node-01.example.com | CHANGED | rc=0 >>
root

aAv Y KA root Z#IRLABE. BENR/ —RFETsudo N ELLEREINTVWET,

BIER R

® Preparing a control node on RHEL 9

e sudoers(5) man R—

15
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BIBOALIYavVDAVAM—IBLVER

3.LANSIBLEOL 7Y 3 VOBE

Ansible AL 72 avid, FicRAETHENLZER. AVTFVR, BLUTHERLEY. Playbook,
A=), EVa—)b, 574 0RE, BEROYATD Ansible AV TV Y EAEDEZ I ET, £
RBEERT—ZEY T4 —DRALLET,

Ansible Collections &, f¢3£® RHEL ¥ R F AA—IHERICH T B4 T 3 2 TH, Ansible Collection
A TRHEL YR 7L0— I E2HEAT 20, RO RHEL Y RFAQ—ILERATOFEREFERBLT
¥, HERIE. Ansible Collections I& SEREMIAL V> a V& (FQCN) EWHBRAFERATZHTY,
ZmaL Y avg&iE, namespace & ALV avg THREINE T, AT % namespace I
redhat . aL 2> 3>4f & rhel_system_roles T9, L7=H > T. kernel_settings O — /L DHEE
®D RHEL ¥ 27 LO—J)LEKIE (¥ v ¥ 2 % 13 T) rhel-system-roles.kernel_settings & RmI L %
9 A%, kernel_settings O — )L O fully qualified collectionname I L 7> 3 VA FERT 3 &, (7
4 — 237 % {313 T) redhat.rhel_system_roles.kernel_settings & R RxINF 7,

namespace & AL V> avg zillaahbtE s s, MEILA TV M—RBICARYET, . 47
T Y MHEEAE I Ansible Collections $ & U namespace BITHEINE T,

BIER R

e AutomationHub IC7 27X L TRedHatisBEIL V> 3 v A&FEHET 5ICIE,. Ansible
Automation Platform (AAP 4 727 1) 72 3 V) KR ETY,

322V arvowEE
AL avidk Ansble AYFUYDNRYyT—IVFHATYT, T—IBEIXUTOLIICARYET,

o docs/:BIEEHTIAL I avIlDVWTEREDLO—AILRFaAY N, (A—ILDBRFIAY
bR T 2155)

® galaxy.yml: Ansible Collection /Xy o — |[C&F 15 MANIFEST json DY — R T —%
® Playbook/: Playbook I 5 L TCHIETEZ Y,
o tasks/:include_tasks/import_tasks D FARRICEE T % task list files R E L £ 7,

® plugins/:Ansible 7S 74 VB LVET 2 —ILIFTRTIELDEY TT14 LI MN)—DBAF
TEEY,

© modules/: Ansible ¥ 2 —)l

o modules_utils/: EY 2 —/)LEFEEOHEI— K

o lookup/: 7571 ¥ DI&RIR

o filter/:Jinja2 74 WI—FZ T4 >

o connection/: R TS TA VT I72IL M EFERL TVWARWGEILETT,
® roles/:Ansible O—JLBAT 1 LY M) —

® tests/: ALV avDRBEDT A K

16


https://console.redhat.com/ansible/automation-hub/repo/published/redhat/rhel_system_roles/docs

FEIZALYVYavDA VA M-IELUEH

33.CLIAfFALAZaLZ>a>vDA VA M=)l

aL Y ¥ avid, Playbook, O—Jb, EVa—)b, BLVTSTA VR E, Ansible AVFVYDT 4
Z I\ U l:“l_? 3 \/ﬂ%ﬁ—cj—o

JL 273 vid, Ansible Galaxy, 75V H#—F/Ea~x Y KA VA FERHLTA VA M—ILTEE
ER
(1} =355
o 1DULEDEBRR/—KADT7 I 2RENR—ZI v ay,
e OAvhO—IL/—FK (ZDYRTFTLH S RedHat Ansible Core (MDY A 7 L%EFEKTE) NDT ¥
TEABLUVNR—Iv 3y,
av ka—JL/— RTIE,

o ansible-core /N 5 —2 8 &L U rhel-system-roles /Xy 5 —I N4 VA M —)LINTW
%,

o YR—UR/—RABHINTVWEA YRV M) =T 7ML DH B,

FIR

e RPMNyF—IhoaLIvavef VA M—ILLET,
I # dnf install rhel-system-roles

A VAM=ILHTET T BE, O—JLid redhat.rhel_system_roles.<role_name> & L CTFIFET
XE9T, T, BO—ILORFa AV MK
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/roles/<role_n
ame>/README.md TSR TE XY,

BREEFIE

A VA M=)V ERRRT BICIE. O—HILRR M T check E— KT kernel_settings O—J)L%=R{TL £
¥, 7272 L. kernel_settings O— /LI --check E— R TIE#BE L EH A, ThEHEEIESITIE.
Playbook ™ service ¥ 27 & config # 27 %, --check E— RKD& XICZAF v TI2LIICEEL
TLZE W, Ansible package €Y 1 —JVICHEZ: -become NI X =5 —LFERATIHVENHY X
Yo KL, TONSGA=I—EVRATLZEELIEA,

LFoa~vv RKEAALET,

$ ansible-playbook -c local -i localhost, --check --become
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings/tests_d
ault.yml

aAv Y REDDOHEEDITICIE, {E failed=0 ’EFNTWVWBIRENHY T,

pa )

localhost DED IV TIFMHATT, YA MIKRIAM1DULAARWEETE, BINT S
DEIHY ET, IhdALE, ansible-playbook (£ localhost %= 7 7 1 L E 72 ld T 14
LI M) —&LTHEBLET,

BIER R

17
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e ansible-playbook ® man R—<

e ansible-playbook Y~ KD -iA S a v

3.4.AUTOMATIONHUB 5@ L 223>V DA VX =)

Automation Hub 2 L TW51HB A1, Automation Hub TIRA REI TN TW3B RHEL Y RFL0—J)L
ALY vavaA VAN TEET,
Gl s
o 1DUEDEBWR/—KADT7I/ERENR—-I v 3y,
e OAvhO—I/—FK (ZDYRTFTLH S RedHat Ansible Core (MDY R 7 L%EFEKTE) ~NDT ¥
TABLUNRN—=ZIvI 3,
dvbO—JL/ — KT,

o ansible-core /N 5 —2 8 &K U rhel-system-roles /Xy 5 —I N4 VA h—)LI N TW
%,

o YR—UR/—RABHINTVWEA YRV M) =T 7ML DH B,

FIR

1. ansible.cfgf%E7 74 TAYTVYDFT 7 #J)L bV —2R & LT Red Hat Automation Hub %
EELEFT, AVFUVICDOWTIE., 7547 —Y—2& L TO Red Hat Automation Hub
DETE ASRLTLEIWN,

2. Automation Hub A% redhat.rhel_system roles L 7> 3 Y4 A M—=JILLET,
I # ansible-galaxy collection install redhat.rhel_system_roles

A VAM=ILHTET T SE, O—JLiE redhat.rhel_system_roles.<role_name> & L CHIFAT
XEYT, T, BO—ILORFa AV MK
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/roles/<role_n
ame>/README.md TSR TE XY,

MREEF IR

A VANV EFRRT BICIE. O—HILRR M T check E— KT kernel_settings O—J)L=R{TL £
9, Ansible package € 1 —JLICINE: --become N A=Y —ELHERATI2UENHY ET, LK
L. "NOA—F9—FRTLEZELEHA,

UFoav Yy RE2EITLET,

$ ansible-playbook -c local -i localhost, --check --become
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings/tests_d
ault.yml

aAv Y REDDOHREDITICIE, {E failed=0 ’EFNTWVWBIRENHY T,
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FEIZALYVYavDA VA M-IELUEH

pz -1o)
localhost DED IV TIIMHETT, YAKMIFZANETDUHIRWNEESTE, BINT S

DEIHY T, IhdALE, ansible-playbook (£ localhost %= 7 7 1 L 72 ld T 1
LI M) —&LTHEBLET,

BIERHR

e ansible-playbook ® man XR—<

e ansible-playbook Y~ KD -iA S a v

35 LYY avAaRERALAETLOGRHEL Y A5 A0—I)LOF 704

UTFoFITIE, aL2>3vaFEALTPlaybook ## s L ER L. —EDEIDY> vicOxY
gYyVa—vaveEFIO4LTWET,

AR

o GalaxyAL72avhAM YA M—=)LINhTW3,

¥
L UTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- name: Deploy session recording
hosts: all
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- recordeduser

roles:
- redhat.rhel-system-roles.tlog

FHIELLTDL S ICY F£9,
® tlog_scope_sssd:

o some &, all 7|3 none TIZA< ., BEDI—HYV—BLPTIL—TDHEHFEET 3
ZEEIBELET,

e tlog_users_sssd:

o recordeduser (. v avEHFEIZI—H—%EELZFT, L. 21— —IF
BIMXINAVWEICEELTLAEIW, I—HF—A2MBICRETIVNELrHY XTI,

2. #7723 v:Playbook DIEX =R L F T,
I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v
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ZhiT& Y. Playbook IFFEE LAY AT AlICtlogA—ILAEA VA M=) LET, F. EELLI—
HP—BL P IIN—TTHEATESLSSSDRERAY 7774 L EERLET, SSSDIE., ThoDa1—
H—BLVOITN—TEBRLTHEARY, Y1 —HF—&LTtlogtyavedr—nN—LALZE
o IBIT, cockpit /Sy r—I DY AT ALIA VA M=ILINTWBIHAE. Playbook I cockpit-
session-recording /N v 7 —YE A VA M=) LET, INiF. WebAV YV —IbA V5 —T (AT
BERTNBSLUVTBETEDLDICT S Cockpit EV2—ILTT,

WREEFIR
1. /etc/rsyslog.conf 7 7 1 ILDEXZTAMLET,

# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config

/etc/rsyslog.conf
rsyslogd: End of config validation run. Bye.

2. VRFTLAOTICA v E—VFFEELTWE I EEERLE T,

VATFALATSSSDEREROY 7774 ILHBMERINDZ T E5MET BICIE. UTDOFIE%EETT
L/i-a—o
a. SSSDEREROY 7T 7AIDBERINZ T ALY —ICBELET,

3.

I # cd /etc/sssd/conf.d/
b. 771 IVOAB=ZMHEL T,
I # cat sssd-session-recording.conf

Playbook ICERE LT/ XA =9 =D T 74 IVICEEFNTWVWB I EHNHEERTEET,

20



854% RHEL @ ANSIBLE IPMI €Y a1 —JL

543 RHEL @ ANSIBLEIPMI Y 2 —JL

41.RHEL MGMT L /Y 3>
Intelligent Platform Management Interface (IPMI) (&, XR—XKR—REEIY bO—F— (BMC) 7/
REBET2HOO—EDEFEETO N IILDOHERRTT, IPMI EY2—ILEFEHATZE. N—KDI 7
EEOEEEEZBMCLTHR—NTEET, IPMI EY 2—LIXRDBACTHERATE X,

e rhelLmgmtadL 7> 3y, /Ny —T%ZId ansible-collection-redhat-rhel_mgmt T9,

e 1L\ ansible-collection-redhat-rhel_mgmt /Xy o — > D —3R T d % RHEL 8 AppStream,
RO IPMIEY 2—)bh rhelmgmt AL V> 3 Y THERATETT,

e ipmi_boot: 7— hF/\1 RDIEFDERE

® ipmi_power. ¥ v DENEE

IPMI EY 2a—VICERINBZHEBENTA =Y —ERODEHYTT,

e ipmi_boot /X5 X —%4 —:

EZa—0%E
name BMC ORRA RNEFEIZIPT7 KL A,
password BMC IC#EiR g 272D D/XZXT— R
bootdev REEERFICERT 2 7/854 R

* network

* floppy

* hd

* safe

* optical

* setup

* default
a1—4H— BMC (LT 57D 1—H—%

e ipmi_power /X35 X —4 —:

EVa—-I%

name BMCHRRAMNEZELIFIP7RLR
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EZa—M%E
password BMC IC#EiR g 272D D/XZXT— R
user BMC ICEfRT /D1 —H—%
State ROVHABHDAT—Y RIIHZEZNEI D EFERL
E3CN
*on
* off
* shutdown
*reset
* boot

42.CLI ZfH L/ RHELMGMT aL 7> a>vDA4 Y XA h—)b

AR Y RSAVEFERLTCrhelmgmtOL Y>3V %EAA VAN —ILTEET,

AR

e ansible-core /Ny T —IU N4 VA KM—ILINTWS,
FIa
e RPMNy g —=IUpbaLyoavedA 7 AM—ILLET,
I # yum install ansible-collection-redhat-rhel_mgmt

AVAM=IHITETTSE, IPMIEY 12—l redhat.rhel_mgmt Ansible AL 2> 3V TfE
ATEZLDICRVET,

BEE R

e ansible-playbook ® man XR—<

4.3.IPMI_BOOT £ 2 — )LD FEAHI
RDFIE. Playbook T ipmi_boot €Y a— VAR L T, REOEEBICEE T /N1 AA2ERET DA
EARLTWE T, HDHAYPT LT EEHIC, TZICRTHITIE Ansible 3 hO—ILRR MB LUV~

F—Y RFRRAMEBURR M ZFEALTWSH, Playbook NETINBZDERMURAMNTEY 12—
WERITLET,

AR
o rhelmgmtIL 7o a4V RAM=ILINTWS,

22



854% RHEL @ ANSIBLE IPMI €Y a1 —JL

e python3-pyghmi /Xy 77— D pyghmi 54 73 Y —H, ROWVWTNIHDODIFATICA Y A b—Jb
INTW3,

o Playbook #3179 %KX bk,

0 YR—YRKRAM, localhost 2 x—Y RIKRRA M & LTHERT 2HEIE. KD YIC,
Playbook %2479 %7K X b IC python3-pyghmi /Ny r—Y %4 VA M—=JLLE T,

e T % IPMIBMC (&, Playbook Z#ZE{Td 5HKRA M, F/ETR—Y KRR K (localhost &<
X—Y RKRAMELTHEALTLWAWSEE) DORY NT—IRBATT IV ERATEEY, £
Ja—)AIPMI ORIV EFERALTRY F7—JHATBMC ILERT 270, BE, £

Va—ILICE>TBMCABREINTWVWERAMIEY 2 —ILHAEFTINTLWSBHRZR M (Ansible

YER—YRKRRADN) ERERBIEIERLTILEIL,

o FIRLANILDTIEATBMCICTIERATBEDDILTYIvILAHY FT,

¥
L UTFToavFrYEELH LW playbookyml 7 7 1 ILEER LT,

- name: Sets which boot device will be used on next boot
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_boot:
name: bmc.host.example.com
user: admin_user
password: basics
bootdev: hd

2. localhost IZX L T Playbook #3247 L £ 9,

I # ansible-playbook playbook.yml

ZDFER. HAIIE success #:R L E T,

4.4.IPMI_POWER £ a2 —J)LD{FEAH
Z D&, Playbook T ipmi_boot €Y 2 —I)LZfERALT. YRATADF VICHR>TWBEHNE DI D
RTEZAHEERLTVWET, DHOYPTLLTBEHIC, TZICRTHITIX Ansible I hO—ILRR B
BIUOITR—IVRKRAMERBULRRAMEFERLTWS78®, Playbook AEITINBZDERUKARNT
TV - EEITLET,
ARG

o rhelmgmtIL 7o a4V RAM=ILINTWS,

e python3-pyghmi /Xy 75— D pyghmi 54 73 Y —H, ROWVWTNDODIFATICA Y A b—Jb
INTW3,

o Playbook #3179 %KX bk,

0 YR—YRKRAM, localhost 2 x—Y RAKRRA M&E LTHERT 2HEIE. KD YIC,
Playbook %2179 %7K X b IC python3-pyghmi /Ny 5r—Y %4 VA M—=JLLZE T,
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o M9 % IPMIBMC (&, Playbook Z#ZE{Td 5HKRA M, F/2ETR—Y KK K (localhost &<
F—Y RRRAMELTERLTWAWEE) DORY ND—IBBHTT7 I/ ERATEET, £
Ja—J)AIPMI ORIV EFERLTRY F7—JHATBMC ILERT 270, @&, £
Va1—IUICE > TBMCHREINTUVWERZAMEIEY 2 —ILARITINTWBHRZ K (Ansible
RER—YRRARN) ERFERDZEITERLTLLEIV,

o FIRLANILDTIVEATBMCICTIERTBEDDILTYIvILAHY £,

FIR

L UTFToavFyYEELH LW playbookyml 7 7 1 L EER L T,

- name: Turn the host on
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_power:
name: bmc.host.example.com

user: admin_user
password: basics
state: on

2. Playbook #ZfT L9,

I # ansible-playbook playbook.yml

HAIEE true R L F 9,
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%52 RHEL ® REDFISH €Y a2 —JL

TINA 2D E— MEEAD Redfish EY 2 —JLIE. redhat.rhel_mgmt Ansible L 22 3 v O—EBIC
72Y F L, Redfish ®EY 21— 2EATZE, REDHTTPS hS Y AR— b & JSONFERZERL

T, T—N—CAYT2BERENELELY., BEAOOB) I bO—F—ZNLTEhHZHELRELY

LT RPAINWNY—N=TS5y NI 4—LN—RI 7 CEEOHELZBEICFERATEET,

5.1. REDFISH > 2 —JL

redhat.rhel_mgmt Ansible 2L 7 > 3 >~ &, Redfish £L® Ansible TO/N— Rz 7EEBAZHR— N7
% Redfish EV a— )L &R#H L £, redhat.rhel_mgmt O L 7 > 3 V|4 ansible-collection-redhat-
rhe_mgmt Ny 5 —Y THRHIATEEX Y, 41 VA M—IILT BT, CLI Zf#EMH L /= redhat.rhel_mgmt 3 L
703 vDA VA= HEBRLTLEIN,

JR®D Redfish €2 2 —JLid. redhatrhel_mgmt aL 27> 3V THIATEEY,

1. redfish_info: redfish_info € 2 — L&, Y RT LA VYRV NY—REDYE—RNTIMNET
NV R(OOB)aY bO—F—ICEAT2IEHRZIMSEL X T,

2. redfish_command: redfish_command €< 1 —/lLi&, OV EEYI—H—EEL EDHEEHN
(OoB)av bO—ZF—#F&. PRTLDEEE). EROAVEATLREDERIEFEZEITL
7,
3. redfish_config: redfish_config €~ 2 —JLIZ., OOBFREDZEE BIOS FREDFREMRE D
OOBIaY hO—Z5—#FEZETLE,
5.2.REDFISH EY 2 —JLD/INT X —4 —

Redfish €Y 2 —JILITERAINZ /NS A =9 —ERDODESY T,

redfish_info /85 X —4% —:

baseuri (WHB)-00B Y bO—5—D~RX—2ZR URI,

category (%E)-O0BAY hA—5—TEFTIZHTTY—
DY) AN, 77 A MEWE["Systems"] TT,

command (WE)-00BAY hOA—F—TEIFTI2IAYV KD
)R b,

username OOBIdY hO—Z5—~DRIAADI—H—%£,

password OOBIOY hA—F—~ADRIAAD/NZXT— K,

redfish_command /X5 X —4 —:

baseuri (WHE)-00BaY hOA—F—DR—2 URI,

category (%E)-O0BAY hA—5—TEFTIZHTTY—
DY) AN, 774 MEWE["Systems"] TT,
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redfish_command /X5 X —4 —:

command

username

password

redfish_config /X5 X —%—:

(AB)-00BOY bPO—5—TR{ITI IV KD
)R K,

OOBIaOy hNO—5—ADEEGTRADI—H—4,

OOB Y hOA—Z—ADFBIAAD/ART— R,

baseuri

category

command

username

password

bios_attributes

5.3. REDFISH_INFO Y 2 —JLD{EH

(%ZE)-O00B I¥ hO—5—D~R—2 URI,

(WZE)-O0B Y hO—5—THRTI2HA7TY)—
DY) AN, 774 MEW["Systems"] TT,

(BWH)-OOBIY hA—F5—TEITT2IAYV KD
)R b,

OOBIaOy hNO—5—ADERGTRADI—H—4,

OOB Y hOA—Z—ADFBIAAD/ART— R,

B9 5 BIOS B,

RDBIIE. Playbook T redfish_info €Y 2 —)LAMA LT CPU A YRy Y — LT 2 IEWARET

2HEERLTVWET, DHhYUPTLLTBEDIC

ZZICRTHITIE Ansible Y MO—ILRRA M &

VEBEHRKRANEBURA M ZFEALTWSH, Playbook NEFTINZDERMUKRRANTE

Vai—-I)EERITLET,

AR

e redhatrhel mgmt L 7> a3 A1 VYA M—=)LINZET,

e python3-pyghmi /Xy 7 —2 D pyghmi 54 75 ) —HEEFRKEZAMIA VA M—ILINFE
T, BEMRHKZ M E L Tlocalhost AT 5155 1. Playbook #3179 57K R M
python3-pyghmi /Xy 5 —J %4 VA =)L LE T,

e OOBIY hA—Z—7VtAD

FIR

L UTFToavFrYEELH LW playbookyml 7 7 1 L EER L T,

26



#55% RHEL @ REDFISH €Y1 —JL

- name: Get CPU inventory
hosts: localhost
tasks:

- redhat.rhel_mgmt.redfish_info:
baseuri: "{{ baseuri }}"
username: "{{ username }}"
password: "{{ password }}"
category: Systems
command: GetCpulnventory

register: result

2. localhost IZX L T Playbook #2417 L £ 9,

I # ansible-playbook playbook.yml

FOWR, HAFCPUAS YRV N —DEFAERLE T,

5.4. REDFISH_COMMAND £ 2 —JLDf#E A

RDOBIE, playbook T redfish_command EY 12— LA FHA L TY AT LR VICT D AEETRLT
WET, DOWUP T T RDIC. TZITRTHITIE Ansible Y hO—ILKRZA MBS LUVEEFTREKER
FNERUKRRMEZFERALTWSEH, Playbook AEITINZDERMUEKRANTCEY 2 —ILEETLE
-a—o

AR
e redhatrhel mgmt L 7> avA1 VYA M—=)LINZET,

e python3-pyghmi /Xy 75— D pyghmi 54 75 —HEEFREZAMIA VA M—ILINFE
T, BEMRHKZ & L Tlocalhost AT 5i5H . Playbook #3179 57K X M
python3-pyghmi /Xy 5 —J %4 VA =)L LE T,

e OOBIOIxy bhA—Z5—7 U tADFHM,

¥
L UTFToavyFrYyEELH L playbookyml 7 7 1 L EER L T,

- name: Power on system
hosts: localhost
tasks:
- redhat.rhel_mgmt.redfish_command:

baseuri: "{{ baseuri }}"
username: "{{ username }}"
password: "{{ password }}"
category: Systems
command: PowerOn

2. localhost IZX L T Playbook #2417 L £ 9,

I # ansible-playbook playbook.yml
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ZORER. VRATLDERNAY T,

5.5. REDFISH_CONFIG EY 12— LD

RDFIE. Playbook T redfish_config €2 2 — L&A L T, UEFI CTREIT A LD IV AT LAERE
TE2AEERLTVWET, DU PTLLTEEHIC, TZIRTHITIE Ansible IV bO—ILRA NS
SUOBEBEYRAAMNEBURRANEFRALTWSH, Playbook AEITINDZDERUEKRNTE
Ja—IVEEREITLEY,

AR
e redhatrhel mgmtaL 7> a3 A1 VYA M=)LINZET,

e python3-pyghmi /Xy 7 —2 D pyghmi 54 75 ) —HEEGRKEZAMIA VA M—ILINFE
T, BEMRHKZ & L Tlocalhost AT 5155 1. Playbook #3179 57K X M
python3-pyghmi /Xy 5 —J %4 VA =)L LE T,

e OOBIOxv bhA—Z5—7 U tADFHM,

¥
L UTFToavFrYEELH LW playbookyml 7 7 1 L EER L £ T,

- name: "Set BootMode to UEFI"
hosts: localhost
tasks:

- redhat.rhel_mgmt.redfish_config:
baseuri: "{{ baseuri }}"
username: "{{ username }}"
password: "{{ password }}"
category: Systems
command: SetBiosAttributes
bios_attributes:

BootMode: Uefi

2. localhost IZX L T Playbook #2417 L £ 9,

I # ansible-playbook playbook.yml

ZTOWHRR, VAT LDEHE— NIZUEFIICREINF T,
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556Z KerNEL_SeTTINGS RHEL > A AO0— )L = FRH L/ Hh—FRIL/N
T A —H —DKIGEHRERTE

kernel_settings O— /LA LT, BHEDISA TV MIA—RINRSA—F—%5—EIIERET D
ENTEFET, ZOFREKIFLULTOELSY T,

o MEMABRANBREEFE DEVNVPTWVWA VY —T 1 A%RFELET,
o IRTDAH—FRIVNNFGA—=H—EI1HFTRFLET,

Y hAO—ILT Y U5 kernel_settings D— )L ZE{TT 2 &, A—RILNFTA—F—FTCICERY
ATLICERIN, BEFRIHFINIT,

BF

RHEL F+ RILTREI NS RHEL Y R F LO—J)LIE. T 7 %)L h®D App Stream Y 7R
VRMN)—DRPM IRy —UELTRHEL DBBEHFDAFETESD I EIEFELTLES
W, RHEL ¥ X F A O—JLik. Ansible Automation Hub 4T L T Ansible 47X 4 1) 7
savAFBLTWABEHKOOL 27> aveE LTHIETEET,

6.1. KERNEL_SETTINGS O—JL D&

RHEL > RF L=, BHDIRATLE)E—NTEET D, " BLIEREINVI—T 1A %R
Hez—EFEOO—ILTY,

kernel_settings ¥ X7 L0—ILEFEAL T, A—ILOBEEEREICRHEL Y A7 LAO0—)LABEAIN
F L7, rhel-system-roles /Xy r—(CId, TOYRFLO—-IILESERFa AV MNEEFNET,

A—FRINRS A= —E BRI DU LEDY R T LITERT %121, Playbook TEIR LcO—ILEH
Z1DLLEEAL T, kernel_settings O— /L&A L ¥9, Playbook (F ABAHIFETE. YAML X
TRERINZ 1 D2ULEDOTLADYXMTT,
kernel_settings O— /)L 2L T, U TFZ28&ETETET,

e kernel_settings_sysctl O— L& FHA L/ZA—RILIXFTA—4H—

o kernel_settings_sysfs O—JLAERA LI ZFIETR/A—FRIVYTIRTL, N—RUz 7T
NAR, BEUTTNAZARFTAN—

o systemd H—ERXAYR—Iv—DCPUT 714 =T14—
%Z. kernel_settings_systemd_cpu_affinity O—JLZ#EZFRAL 74— 0EL X T,

e kernel_settings_transparent_hugepages & & U

kernel_settings_transparent_hugepages_defrag DO —LEH A FRA LA —FRILXEY —
H# 7> 27 LD Transparent Huge Page

BIER R

e /usr/share/doc/rhel-system-roles/kernel_settings/ 7 1 L' ¥ b ') —® README.md 7 7 1 JL
& £ ' README.html 7 7 1 )L

® Playbook D&

o A URYKNY—DEEAX

29


https://docs.ansible.com/ansible/latest/user_guide/playbooks.html
https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html

Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

6.2. KERNEL_SETTINGS A—JLAFRA L/ BIR LA D —RIANST X =8 —DiE
i

LLFDOFIRICHE > T, Ansible Playbook ##{gH L EA L. BEMOEE Y X7 ATKGIEDHET
A—FINSIA =5 —% ) E—MIRELET,

GIErS a3
o root#ERHAH %,

e RHELHY 724 7> avD&ER%EEEL T, ansible-core & & U rhel-system-roles /¥
=23 bO—IIIVICA VA M=ILLTWS,

¢ YRXR=YRRALDAYRY M) =HHIET > VICEEL. Ansible M SEiRTE %,

BF

RHEL 8.0-85 Tl&. BID Ansible Y RT h ) —~ADT7 I/ ERAMELZIBEINTEY,
Ansible = ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook 72D~ Y RS54 > 1—F7 1Y) 74—, docker *
podman 2 EDIARIH—, TSTAVEET2a—LTRTHBEFNTUVE T, Ansible
Engine ZAF L TA VA M—=JLT B HEICDWTIE. How do | Download and Install Red
Hat Ansible Engine? Z&8R L T XL,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-coreRPM & L TIRE) ABEAI N F
L7z ZhITIE, Ansible AR Y RSA4vaA—FT4 ) 74—, ATV R, BLTHEAAH
D Ansible 7574 vty bRV LEFNTWET, App Stream YRY M) —|C

i&. ansible-core "EFENTWVWETH, Y R— NOHMEAIREINTWE T, FFifl

l&. RHEL 9App Stream IC& N T 5 ansible-core /X r—I DY R— NI #FEER
LTI,

Fa
1. HEIHLT, IOB®BTinventory 7 7 1 L ARREEL £ 9,

# cat /home/jdoe/<ansible_project_names>/inventory
[testingservers]

pdoe@192.168.122.98

fdoe@192.168.122.226

[db-servers]
db1.example.com
db2.example.com
[webservers]
web1.example.com

web2.example.com
192.0.2.42

7 7 1 )LIZ [testingservers] V)L —FEMD IV —TEHEHZLEF T, ChIlLY, BEDVR
ThLty MMIXL T Ansible & U IRMICEITTEET,

2. BEZ77A4ILEER LT, Ansible BIEDT 7 2L N EEEFKEZRELE T,

a. FILWYAML 7 7ML AERH L., ChETFARNITA Y —TCTHEET, UTICHIETRL
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%563 KERNEL_SETTINGS RHEL ¥ A5 L0— L&A L= —RILIRS X —9 —D kN EE

X9,

I # vi /home/jdoe/<ansible_project_names/ansible.cfg

b. MFORBZT7 74 ILICEWALZET,

[defaults]
inventory = ./inventory

[privilege_escalation]
become = true
become_method = sudo
become_user = root
become_ask_pass = true

[defaults] 227> a3 vk, IRXR—Y REAMDAI YRV N =T 74 ILADNREIRELE
9, [privilege_escalation] T2 > 3 >V Tk, BELAELTR—Y RRRA MDI—HY—HERA
root ICHRITINDIEEERLET., TNIE. A—FRILNRNSA—S—FZEBICKRET 21
DITHETTY, Ansible Playbook #FE1T79 % &, A—HF—/RZAT—RKODAANKDLNFE
To YRX—Y KRR MADOEREZIC. sudo iZL Y root ICHEIMICHIVEDLY T,

3. kernel_settings O— /L% {9 % Ansible Playbook Z/ER L £ 7,

a. FILWYAML 7 7ML AERHR L., ChETFARNITA Y —THEET, UTICHIAETRL
i’a—o

I # vi /home/jdoe/<ansible_project_names/kernel-roles.yml

ZMD7 74k Playbook #F&K L. BEIL. inventory 7 7 1 LA SBIR LB EDT R —
YRRZAMIFMLTETING, FLA EEFENZIRVDIEFFEY RN EEFNFE
-a—o

b. ULFORBZT7 74 ILICEWALZET,

hosts: testingservers
name: "Configure kernel settings"
roles:
- rhel-system-roles.kernel_settings
vars:
kernel_settings_sysctl:
- name: fs.file-max
value: 400000
- name: kernel.threads-max
value: 65536
kernel_settings_sysfs:
- name: /sys/class/net/lo/mtu
value: 65000
kernel_settings_transparent_hugepages: madvise

name ¥ —(IEETY, FEDOXFIESNILE LTI LA ICEAER T, L1 ORRE
RELET, FL1Dhosts ¥—Id, LA %E2RTTE2RANEBELFT, 2OF—D
EFEIFEIF, vx—Y RRZ MDOERZZ/AIL inventory 7 7 {1 L TEZEINTWS R
ZARNDTIN—TELTEETEET,

€
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vars t7 Y avid. RETDILENH D, BRLAA—RIVIASA—F—EHITEDE
FNEEBD)ANERLET,
roles ¥ —(&, vars £/ > a3 VTCHEAIN TWENRNSA -9 —BLEERET DV AT
LO—I)LZEEELET,
y 3!

MHEIZIH LT, Playbook DA—RIVIRSA—H —E ZDEELEEST B &
NTEET,

4. BMEBIHLT, TLAHOBIHNELWZ EERRLET,
# ansible-playbook --syntax-check kernel-roles.ymi

playbook: kernel-roles.yml

LT DOBITIE. Playbook DIREENKIN L/l & 2R LTWET,

5. Playbook #%21T L £ 9,

# ansible-playbook kernel-roles.yml

BECOME password:

PLAY [Configure kernel settings]

hhkkkhkhkkkkkhkkhhhhkkkhkhkhhhhhkhkhkhhhhhhkhhhhhhhhhkhkhhhhhhhhhhhhhhhkhhhdhhhrhrhhhhhhkhkhhddhhrxrx

PLAY RECAP

hkhkkkkkkkkkkhhhhkkhkhkhhhhhhkhkhkhkhhhhhkhhhhhhhhkhkhhhhhhhkhhhhhhhhhhhhhhhhhhhhhhhhkhhhdhhhdhdhdhhhhhhhhdhhhrrrhhhhhrkx

fdoe@192.168.122.226 :0k=10 changed=4 unreachable=0 failed=0 skipped=6
rescued=0 ignored=0
pdoe@192.168.122.98 :0k=10 changed=4 unreachable=0 failed=0 skipped=6
rescued=0 ignored=0

Ansible A Playbook #3179 %811, /N\AT—RODAANZRKDLNFET, InIZLY, Tx—
VRRZAMDIA—HF =D root ICIUEBE DY ET, Thid. I—RINNSA—F—DFREICLE
T,

recap EV7Vavid, IRTDOYRX—Y REAMNDTLADESICKT Lz & (failed=0). &
LVA4DDA—FRIVIRS A= —HEAIN/Z & (changed=4) 7R L TWE T,

6. VRX—YRRAMNZBEHLT, BERIZHA—FINASIX—F9—%Fzv L. TEEIE
AXh, BEFRIHERFINTVWEIEZHEALET,

BEEER
® RHEL System Roles #{fH$ 27O DHIE / — N EBENR / — NO%EfRF

e /usr/share/doc/rhel-system-roles/kernel_settings/ 71 L 2 b ') —® README.html 7 7 1
VB LU README.md 7 7 1 JU
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#56% KERNEL_SETTINGS RHEL ¥ 257 AO—IL & L h— RIS X — & —D ki sk

1RV N —DEE
Ansible D&% E
Playbook D& F
ZHOER

a—Jb
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B7ZERHC Y27 LO0—ILEFEALEY AT LDESK
rhc RHEL Y 27 L0— )L &EHAT % &, EEZEIL Red Hat Subscription Management (RHSM) & & T

Satellite ' —/N\—~"DEHDY AT LDEFAZBENELTE XY, 2DOO—JLiE. Ansible 2{FHYT 35
ET. Insights BEDHREY RV BLVEEYRIEYR—MLET,

71.RHC Y RFLDAO—)LDFE
RHEL ¥ R7L0—)id, BEDI A7 L% E—NTEBT S, —BELEREANVY—T7 1 A%1R
HTZ2—EDOO—ILTYT, VE—FKZAMERE (the) VAT L0—-IAFERT &, BEHIERHEL ¥
AT L% Red Hat Subscription Management (RHSM) H#—/3—& & UF Satellite % —/N\— (LB ICE SR T
XEd, T7A4IDMTE, rhe PRATLO0-IVEFRALTYRATLEZERT D E. ¥ AT AL Insights
ICERINET, IS5, the YRTLO0—-VEFRATIE. RO ENTREICAY FT,

® Red Hat Insights ~NDIEHDERE

o JRIMNY—DBEMELS &L VESE

o ERICHEATZOFY—DRE

® Insights Remediation & BB DL E

o VRATFLDY)—ZADEE

® |Insights ¥ 7 DF&E

72.RHC > RF LO—ILEAFERALLEY AT LDE

rthc RHEL Y RFL40—)L&FEHAL T, YRAF L% RedHat ICESFRTEE T, T 74/ MTiE, rhe
RHEL ¥ X7 LA—JbiE, Y AT L%ZEFKT S & T IC Red Hat Insights IC#E#R L £ 7

Gl s
e OVINO—JL/—REBERR ) —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—)b/—Kicarsq4rLTw
%,

o BIENR/—RADEKICERTZ2T7HUY MIE., FO/—RICXWT 5 sudo #EEHLH 5,

o Z D Playbook #E1T2EENR/ — NFLIZIBEEXTR/ — KD JIL—TH, Ansible 1 o~
YRY=TF7AIIC)ARINATWS,

FIa
1. BB RERTT D vault ZER LT,

$ ansible-vault create secrets.yml
New Vault password: password
Confirm New Vault password: password

2. ansible-vault create O~ Ri&, BES{tIhizvaut 771 IILEERL., ThExITF449—T
BEEY, vaut ILRBELEVWEBRT—9 %2 ANLET, UTFICHIERLET,
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activationKey: activation_key
username: username
password: password

3. BEEZRELT, T7449—%FALCZEY, Ansible & vault RDT—49 #BES{L L £ T,
#% T ansible-vault edit secrets.yml <Y > R #RA L T, vaut ROT—9 ZR/ETZZF T,

4. 73 vivault DRBAERRLET,

I $ ansible-vault view secrets.yml

5. Playbook 7 7 1 JL (f§l: ~/registration.yml) Z{Efk L. 17§27V a VI L TROA T
varvowsghhraFERLET,

a. PUFAR—Y 3 vE— 488D &AL TEET 3101 (#2E), XD Playbook % {#iF
L/i-a—o

- name: Registering system using activation key and organization 1D
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:

rhc_auth:

activation_keys:
keys:
- "{{ activationKey }}"

rhc_organization: organizationlD
roles:

- role: rhel-system-roles.rhc

b. A—H—FENRT—RFZEEALTERKT 2ICIE. JRD Playbook ZEA L X9,

- name: Registering system with username and password
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
roles:
- role: rhel-system-roles.rhc

6. Playbook ZZ1TL X7,

I # ansible-playbook ~/registration.yml --ask-vault-pass

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU
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73.RHC > A5 L0—)LA{FERA L7 SATELLITE AD Y R T LD EE

D Satellite # AL TV AT LAEXEE T 21545, Satelite EN LTV AT LEEFETDINELHY
F9, rhcRHEL > RFLO0—I)LEFALT. Y AT L% Satellite IC!) E—NTEHETEET,

AR

FIR
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A hO—=IL/—REBERR/ —RE#EELTWS,

BEIEWMR/ — KT Playbook #R{TTEd1—H¥—¢&LCcarybao—)b/—Kicasq4rvLTw
%,

BEWR/ — RKRADERKICERATZT7HI Y MIE, ZO/ —RICHT % sudo tERLH 5,

Z @D Playbook #FE{T9 2 EEWR/ — NFLIEEETR/ — KD IL—TH, Ansible 1 U~
VR)=T AN RARINT WS,

. BBBEREEREFY S vault ZERLE Y,

$ ansible-vault create secrets.yml
New Vault password: password
Confirm New Vault password: password

. ansible-vault create I~v > RIZBESEINLT7 7M1 IIVEERL, ThEaITTF4 9 —TCHIZ

To vault iKRFELAVEET -9 2 AN LET, UTFICHZRLET,

I activationKey: activation_key

THEAEREFELT, IT749—%BLCZ9, Ansible (Zvault ROTF—4 #BESELE T,
#% T ansible-vault edit secrets.yml <Y > K& HRA L T, vaut ROT—9 ZR{ETEZF T,

T avivault DREERRLET,

I $ ansible-vault view secrets.yml

Playbook 7 7 1 JU (f5l: ~/registration-sat.yml) % {ER L £ 9,

TOTAR=2avF—CEBID A#FERAL TV AT LEERT 5I2IL, ~/registration-sat.yml
TROTHFANEFRALEY,

- name: Register to the custom registration server and CDN
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:
rhc_auth:
login:
activation_keys:
keys:
- "{{ activationKey }}"
rhc_organization: organizationlD
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rhc_server:
hostname: example.com
port: 443
prefix: /rhsm
rhc_baseurl: http://example.com/pulp/content
roles:
- role: rhel-system-roles.rhc

7. Playbook Z#Z1T L& ¢,

I # ansible-playbook ~/registration-sat.yml --ask-vault-pass

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

7.4 RHC Y RFLO—)LAEFERA L &EFE D INSIGHTS ANDEHRDEMNIL

rhcRHEL YR F LAO—I)LEFERALTYRTLEERTDE, 2OO—ILIET 7 4 )L b T Red Hat
Insights ~ND#EfMZ2BMICLET, BEQWEEIF. rhe VAT LO0—IILZFERALTEMCTE &N
TEEY,
[} =355

o OV hO—L/—REBEFR/ —REEFELTWS,

o TIEWR/— KNTPlaybook #R{TTEd1—H—¢sLcarybo—jb/—Kicasq4rLTw
%,

o BIENR/—RADERKICERTZ2T7HUY MNMIE., FO/—RICWT 5 sudo #EREHLH 5,

o Z D Playbook #E1T¢2EEBHR/ — NFLIZIBEEHTR/ — KD IL—TH, Ansible 1 o~
YRY)=TF7AIIC)ARINATWS,

o URFALIFTTICEHRINTVWET,

FIR

1. Playbook 7 7 1 JU (~/dis-insights.yml 7 &) Z{ER L. TOHIRDAVT VY EEIML ZF
ER

- name: Disable Insights connection
hosts: managed-node-01.example.com
vars:

rhc_insights:
state: absent
roles:
- role: rhel-system-roles.rhc

2. Playbook #Z21T L7,

I # ansible-playbook ~/dis-insights.yml
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BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

75.RHC > A7 L0—J)LA&EFERALEY RS N)—DEMIE
thcRHEL Y RFL0—)LAFRAL T, BEWYR/ —RKREOYRIMN)—%1) TE—NTEWMEITED

ICTEET,
AR
o IvhO—IL/—REEERR/ —RKEEfELTWS,
o TIEWR/— KNTPlaybook #R{TTEH1—H—¢&LTcarybo—jb/—Kicasq4rLTw
60
o TEWR/—RKADEHKIFERTEZ7ATY ML, TD/—RIIRHT % sudo &R H %,
® (D Playbook #1792 BEERR/ — RFLIIBEERR/ — KD T IL—TH. Ansible 1 U~
YENY=TFAIICYRRINTWS,
o BENWR/—RNETHEFLIZEMTEIIVRI N —DFMAELIELTWS,
o JRATFTLEFEHLTWS,
FIg

Playbook 7 7 1 L& YER L £ ¢ (fl: ~/configure-repos.yml),
a. YR MY —%ZFBMITTBICE. UTFETVWET,

- name: Enable repository
hosts: managed-node-01.example.com
vars:
rhc_repositories:
- {name: "RepositoryName", state: enabled}
roles:
- role: rhel-system-roles.rhc

b. VIR N —%EMICTBICIE. ULTFEITVWET,

- name: Disable repository
hosts: managed-node-01.example.com
vars:
rhc_repositories:
- {name: "RepositoryName", state: disabled}
roles:
- role: rhel-system-roles.rhc

2. Playbook #Z21T L7,

38

I # ansible-playbook ~/configure-repos.yml
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BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

76.RHC Y RAFLO0—)LEFERALEY Y —ZAN—=U3 VORE
BHRN—Yar TR, BEDIYAFT—RHELA—CavD YRS N —DHEFEETZLEIICTR
TLEFIRTEET, COLIICLT, YVATALAERBEDYA FT—RHELNX—YavilAy I TXE
-a—o
s 3as

o OV hO—IL/—REBERR/ —RE#EFELTWS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&LTcarybo—jb/—Kicasq4rLTw
%,

o BIENR/—RKRADERKICERTZ2T7HUY MIE., ZO/—RICXWT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢ 2EEBHR/ — NFLIZIBEEXNR/ — KD JIL—TH, Ansible 1 o~
YRENY)=TF7AIIC)ARINATWS,

o VAT ALAAOYYITBRHELDIYA FT—N—=J 3V ABELTWS, YATAEOAYYITEDS
DiF, RAMPBEEEFTLTWBRHEL YA F—/N—Y 3y, FEEFNUBOYA F—/N—
TavVDAITHDIEITEELTLEI W,

o JRATLEFHELTWS,

FIR
1. Playbook 7 7 4 JL (fl: ~/release.yml) % EE L £ 7,

- name: Set Release
hosts: managed-node-01.example.com
vars:
rhc_release: "8.6"
roles:
- role: rhel-system-roles.rhc

2. Playbook #Z21T L £ 9,

I # ansible-playbook ~/release.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

77.RHC > AT LAO0—J)LAFALTHRAMNEEFTIEOTOF> —H—
IN—DEH
TXa)F4—HIRICEY., 7OF - —N—BATOIMN VI —XY hMADT I EADHFATINT

W25 EIE, rheRHEL Y27 LA0—IVEFRA LTI AT L% EHT 5 & EIT, Playbook TTHF L —
DREEHETETEY,
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AR
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢LTcarybo—)b/—Kicasq4vLTw
%,

o BIENR/—RKRADEKICERTZ2T7HUY MIE, FO/—RICWT 5 sudo ¥EEHLH 5,

o Z D Playbook #E1T2EBENR/ — NFLIZIBEENR/ — KD IL—TH, Ansible 1 v~
YENY=TFAINICYRRINTWS,

FIa
1. HRBRERTT D vault ZER LT,

$ ansible-vault create secrets.yml
New Vault password: password
Confirm New Vault password: password

2. ansible-vault create O~ RIEBESIEI N7 7M1 I AEEHRL. ThEIT4 9 —CHRXZF
T, vault ICIRTELIEWERT—9 2 AN LET, UTFICHIERLET,

username: username
password: password

proxy_username: proxyusernme
proxy_password: proxypassword

3. BEEZRELT, T7449—%FALCZEY, Ansible & vault RDT—49 #BES{L L £ T,
#% T ansible-vault edit secrets.yml <Y > R HRA L T, vaut ROT—9 Z{ETEZF T,

4. 7T a3 vivault DRBERRLET,

I $ ansible-vault view secrets.yml

5. Playbook 7 7 1 L& {ERK L & 9 (fl: ~/configure-proxy.yml),
a. 7OF Y —%FALTRHEL ARYT—R—FIILICEETDICIE. UTERTLET,

- name: Register using proxy
hosts: managed-node-01.example.com
vars_files:
- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_proxy:
hostname: proxy.example.com
port: 3128
username: "{{ proxy_username }}"
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password: "{{ proxy_password }}"
roles:
- role: rhel-system-roles.rhc

b. Red Hat Subscription Manager Y —EZDREHN S TOF ¥ —H—/N—%HIRT 5 11,
UFaETLET,

- name: To stop using proxy server for registration
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_proxy: {"state":"absent"}
roles:
- role: rhel-system-roles.rhc

6. Playbook ZZ1TL X7,

I # ansible-playbook ~/configure-proxy.yml --ask-vault-pass

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

7.8.RHC Y 257 ALO0—)LA{FER L7 INSIGHTS JL—/)L O BEIEH D EMIL
rhc RHEL ¥ 27 L0—)L% B L T, RedHatlnsights DEENUNEIN —ILBHREEMICTETET, T

7 4L M TIE, ¥R F L% Red HatInsights ICHE# S 2 &, DA T2 a v EMTRY £9, rhe
RHEL Y A7 L0—I)VZFEATRE. IhEEDIITETET,

pa )

CDHBEAEMICT ZHEIE. AWIL—ILEET7 7ML EERL. BERORIIEHRZE
BLAEW)ZIA”HY FT,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTER1—H—&Lcarybo—)L/—Kicasq4rvLTw
%,

o BIENR/—RKRADEMKICERTZT7HUY MIE., ZO/—RICXT 5 sudo #EEHLH 5,

o Z D Playbook #E1T2EENR/ — NFLIZIBEEXR/ — KD JIL—TH. Ansible 1 o~
VENY=TFAIICYRRINTWS,

o JATLEFHELTWS,

41
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FIa
1. HRIBRERTT D vault ZER LT,

$ ansible-vault create secrets.yml
New Vault password: password
Confirm New Vault password: password

2. ansible-vault create O~ RIEBESIEI N7 7ML AEEHRL. ThEIT4 9 —CHRXZF
o vault ICIRTELIEWERT—9 2 AN LET, UTFICHIERLET,

username: username
password: password

3. BEEZRELT, T7449—%FALCZEY, Ansible & vault RDT—49 #BES{L L £ T,
#% T ansible-vault edit secrets.yml <Y > R HRA L T, vaut ROT—9 ZR{ETEF T,

4. 7T a3 vivault DRBAERR-LET,

I $ ansible-vault view secrets.yml

5. Playbook 7 7 4 JU (f3l: ~/auto-update.yml) Z{E L. ROV F Y AEBIML £,

- name: Disable Red Hat Insights autoupdates
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
autoupdate: false
state: present
roles:
- role: rhel-system-roles.rhc

6. Playbook #Z1TL X7,

I # ansible-playbook ~/auto-update.yml --ask-vault-pass

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

79.RHCRHEL 27 AAA0—J)L%{#EA L 7= INSIGHTS REMEDIATION D
Ikl
rhc RHEL Y R 7 L40—)LZFEAL T, MR EZBENICEFTDLDICV AT LAZHRETCEET,

Y A7 Is% Red Hat Insights ICH&#ft 9 2 &, T 74 N TEMICAY F9, HELAWVGHIIEMICTS
ZENTEXT,
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Pz
rhc Y27 LO—I)LTEEZBMICT S E, RedHat ICEREERLZE ZICY AT LN
BERICBETEDLIICLET, Satellite £/l Capsule ICEHRINTWVWE Y AT LD

BEIE. BEZEWMITILOICDAEZERITT20ENH Y FJ, RedHat Insights
Remediation MEE#AIL. Red Hat Insights Remediations Guide #ZBR L T 72X W,

Gl s
e OVINO—JL/—REBERTR ./ —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o TEWR/ — NADOEKHERTZITHVY MIFE, ZD/ — NIZHT % sudo HERDH 2.

o Z D Playbook #E1T¢ 2EBENR/ — NFLITBEEXTR/ — KD IL—TH, Ansible 1 v~
VMNY=TFAINICYRRINTWS,

® Insights IBEDNBEMICR>TWET,

o JATLEFHELTWS,

¥
1. BEEZBMICT BITIE,. Playbook 7 7 1 JL (ffl: ~/remediation.yml) % {ER L £ ¢,

- name: Disable remediation
hosts: managed-node-01.example.com
vars:
rhc_insights:
remediation: absent
state: present
roles:
- role: rhel-system-roles.rhc

2. Playbook #Z21T L %9,

I # ansible-playbook ~/remediation.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU

7J10.RHC ¥ 257 L0—)L%Z{FEHL 7= INSIGHTS ¥ 7 D&% E

SUEFERALT, YATLDTANI )V TETIN—TIEFTIZENTEET., EFICEDWT, ¥
TEhAIRAXTBHIELTEET,

GlEE s
e OVINO—JL/—REBERTR . —RAEELTWVNS,
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o TIEWR/— KNTPlaybook #R{TTEH1—H—¢LTcarybo—jb/—Kicasq4vLTw
%,

o BIENR/—RADEMKICERTZ2T7HUY MIE., FO/—RICWT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢2EEHR/ — NFLIZIBEEXR/ — KD IL—TH, Ansible 1 o~
VENY=TFAIICYRRINTWS,

FIa
1. HRBRERTT 5 vault ZER LT,

$ ansible-vault create secrets.yml
New Vault password: password
Confirm New Vault password: password

2. ansible-vault create O~ RIEBESIEI N7 7M1 I AEEHRL. ThEIT4 9 —CHRXZE
o vault ICIRTELIEWERT—9 2 AN LET, UTFICHIERLET,

username: username
password: password

3. BEEZRELT, T7449—%FALCZEY, Ansible & vault RDT—49 #BES{L L £ T,
#% T ansible-vault edit secrets.yml <Y > R HRA L T, vaut ROT—9 ZR/ETEF T,

4. 7V avivaut DABERR-LET,
I $ ansible-vault view secrets.yml

5. Playbook 7 7 1 JU (f3l: ~/tags.yml) Z{EK L. ROV T VY ZEMLZE T,

- name: Creating tags
hosts: managed-node-01.example.com
vars_files:
- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
tags:
group: group-name-value
location: location-name-value
description:
- RHELS8
- SAP
sample_key:value
state: present
roles:
- role: rhel-system-roles.rhc

6. Playbook ZZ1TL X7,
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I # ansible-playbook ~/remediation.yml --ask-vault-pass

BIERHR

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JL

£, Red Hatlnsights DY AT LD T 4 IV ) T ETI—T #BRLTLEI W,

7N RHC > A5 LA0—=)L%FA LY R T LADEFER

HTRIY) T a v —EIADREILRSIHEIE. RedHat MOV R T LDEZKEMRTET I,

AR
o OV hO—JL/—REBEF[R/ —REEFELTWS,
o TIEWR/— KNTPlaybook #R{TTER1—H—¢LTcarybo—)b/—Kicasq4rvLTw
60
o TEHR/ —RADEKRICERTZT7HUY MIE TD/—RIZHT % sudo &R H %,
o Z M Playbook #E1T2EBEEHR/ — NFLIZIEBEEXNR/ — KD JIL—TH, Ansible 1 ¥
VRY)=TF7AIICYURMINTWS,
o VAT AT TICEHEINTWVWET,
FIg

B8R A MEMRT 51TIE. Playbook 7 7 4 )L (f§l: ~/unregister.yml) Z/Ef L. ROV TV Y %&
EBmLExEd,

- name: Unregister the system
hosts: managed-node-01.example.com
vars:
rhc_state: absent
roles:
- role: rhel-system-roles.rhc

2. Playbook #Z21T L %9,

I # ansible-playbook ~/unregister.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 7 7 1 JU
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FE8ERHEL Y RAFLO0—)LAEFERHLEZRY NO—UBE

EIEE (L, networkRHEL Y RFLAO0—)LEFEAL T, XY NV —VBEAEDRES L VBEEIR IV 5H
BgbTEFI,

8L XY NT—ZY RHEL Y RTFLO—LEA VY —T A RAELAEFRLLE
BIP7 RLATODA —H% Xy NERERE

network RHEL Y A7 ALA0—)IL%ZFEAL T, 41—y MElKZ ) E—MNTERETZET,

Ansible A bA—JL/ —RTUTDFIEAEAETLET,

AR
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—¢&LTcarybo—jb/—Kicasq4rvLTw
%,

o BINR/—RADEMKICERTZ2T7HUY MIE., ZO/—RICXT 5 sudo #EEHLH 5,

o Z D Playbook #E1T2EEBNR/ — NFLIZIEBEEXNR/ — KD JIL—TH, Ansible 1 ¥~
YRERY=TFAIIC) A RINATWVS,

o H—N—(l, MEILIREOA—HY Ry hTNHNAZANKREIN TS,

o EWXWR ./ — KH NetworkManager ZFERAL TRy hT—2%EEL TV,

FIR

1. ~/ethernet-static-IP.yml 72 & D Playbook 7 7 1 L & RDORNBETER L £ 7,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
include_role:
name: rhel-system-roles.network

vars:
network _connections:

- name: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:

address:

-192.0.2.1/24

-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200

- 2001:db8:1::ffbb
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dns_search:
- example.com
state: up

INSDRETIE, ROFZBEEFEALTenpls0 T/X1 2D —H 32y NEHRTO7 71 %
E&ELET,

FBHIPVA 7 RLR:H TRy NI RV H/24 D 192.0.2.1
#B91Pv6 7 KL Z - 2001:db8:1::1 (164 4 T Xy ARV HY)
IPv4 77 2L N7 — k7 24 -192.0.2.254

IPv6 77 4L NF— KD x4 -2001:db8:1::fffe

IPv4 DNS #—/N— -192.0.2.200

IPv6 DNS #—/\— -2001:db8:1::ffbb

DNS # 3 K X 1 > - example.com

2. Playbook O#XAMEEL £,

I # ansible-playbook ~/ethernet-static-IP.yml --syntax-check

CDAX Y NIIBXERIETZLETTHY ., ANEDPRABENLERENSRETZEDTIEAN
CEITEFRLTLKEIWY,

3. Playbook #Z2fT L7,

I # ansible-playbook ~/ethernet-static-IP.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

82. %Y NTJ—Z RHEL Y RFLO—ILETINA AR EFEAL -8 IP
7 RLRATDA —HY 3Ry NERETE

network RHEL Y A7 LA0—)IL%=FAL T, 41—y MEKZ ) E—MNTERETZET,

FINA ZNRRUE, ROOATY RTHUNTEZET,

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

Ansible 3V

AR

hO—I/—RTUTOFIRZRTLET,

e OV INO—JL/—REBERTR . —RAEELTWNS,

e
wi

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&LTcarybo—)b/—Kicarsq4rLTw

%,
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o BIENR/—RKRADERKICERTZ2T7HUY MIE., FO/—RICWT 5 sudo #EEHLH 5,

o Z D Playbook #E1TF2EEHR/ — NFLITBEENR ./ — KD IL—TH, Ansible 1 o~
YRY)=TF7AIIC)ARINATWS,

o H—N—(l, MEFLRIREBOA—HY Ry hTNAZANKREINTULS,

o EWXR ./ — KH NetworkManager ZERAL TRy hT—2%EEL TV,

=2
1. ~/ethernet-static-IP.yml 7 & D Playbook 7 7 1 L & RDORBETER L £ 7,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

INLDERETIH, ROBEAFEALTA -y MEHROT7 71 ILEERLET,
o FHHIPVAT RLR:H TRy NIV A /24 D 192.0.2.1

o FMIPv6 7 KL Z -2001:db8:1::1 (/64 H Ty kYR U HY)

o IPvATT7A#INT—KMD T4 -192.0.2.254

o IPv6 774V NT— b4 -2001:db8:1::fffe

® [Pv4 DNS #—/\— -192.0.2.200

e |Pv6 DNS #—/3— -2001:db8:1::ffbb
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e DNS#RZE KX A ¥ - example.com

Z DD match /35 X —4 — (&, Ansible ' PCIID 0000:00:0[1-3].0 IC—%9 327 /31 RILH
H£45ERAY 5H. 0000:00:02.0 ICITEARLABWC EZEEZELE T, FHTEX2EHRREMTS
LUVT714 I RA— RDFEHMIL. /usr/share/ansible/roles/rhel-system-
roles.network/README.md 7 7 1 JL—® match /X5 X —4 —DiREEAESR L T LI,

2. Playbook O#XAMEEL £,
I # ansible-playbook ~/ethernet-static-IP.yml --syntax-check

DAY NIIBXERIETZLETTHY ., BNEDPRBEYLERENSRETZ2EDTIEAN
CEITFERLTLKEI WY,

3. Playbook #Z2fT L £ 7,

I # ansible-playbook ~/ethernet-static-IP.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JL

83. XY NTJ—V RHEL VAT ALO—I)LEA VI —T x4 AZAFEARLE
HHIP 7 RLATDA —HYxy NERHRTE

network RHEL ¥ 27 AO0— L ZFERAL T, 1 —H Xy MMEHKEZJE— M TRETEIT, BNIPT
KL RE&E & DEMDIZE. NetworkManager (&, DHCP H—/R—DLEHED IPREEZERLE T,

Ansible 3> bA—=JL/ —RKRTUTDFIEAEAETLET,

Gl s
e OV IMNO—JL/—REBERTR ./ —RAEELTWNS,

o TIEWR/— KT Playbook #R{TTEH1—H¥—¢&Lcarybo—jb/—Kicasq4vLTw
%,

o BIENR/—RKRADERKICERTZ2T7HUY MNMIE., FO/—RICWT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢ 2EEHR/ — NFLITEBEEXNR/ — KD IL—TH, Ansible 1 o~
YRERY=TFAIIC)ARINATWS,

o H—N—(l, MBFLIREDA —U Ry NTNAAADEREINTWS,
e DHCPH—N—%X%Xy KO-V TEHETE 3%,

o EWXR ./ — KH NetworkManager 2R L TRy hT—2%EEL TV,

¥
1. ~/ethernet-dynamic-IP.yml 72 & ® Playbook 7 7 1 L = RORABRTER L £,

- name: Configure the network
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hosts: managed-node-01.example.com

tasks:
- name: Configure an Ethernet connection with dynamic IP
include_role:

name: rhel-system-roles.network

vars:
network _connections:

- name: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: up

INSDRETIE, enpl1sO T/NA ADA —Hxy MNEHRO7 71V EEELET, EHET
&, DHCP #—/\—& IPv6 T — ML A7 R L ZBEIERE (SLAAC) B, IPv4 7 KL R,
Pv6 7 RLR, T74#IWMTF—KhT x4, Jb—b, DNSH—1— BLIPRRRAA VZEE
LET.

2. Playbook O#XAMEEL £,
I # ansible-playbook ~/ethernet-dynamic-IP.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

3. Playbook #ZfT L £ 9,

I # ansible-playbook ~/ethernet-dynamic-IP.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JI

84. %Y NTJ—Z RHEL Y RFALAO—IETFNA ZANRZX&EFEHL-EMIP
7 RLATDA -y NERHRTE

network RHEL ¥ R 7 LAO0—ILZ2FERAL T, 1 —H Xy MEHKZ)E—PFTRETIIT, BNIPT
KL RE&E & DETDIZE. NetworkManager (&, DHCP H—/R—DLEHED IPREEZERL X T,

FINA RN, ROAX Y RTHNTEZET,
I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

Ansible A bA—=JL/ —RTUTOFIEAEAETLET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWNS,
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o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4rLTw
%,

o TEWR/ —FNADOERIFERTZT7HAIY MIFE. TD/— NIZHT % sudo RV H 3,

o Z D Playbook #E1T2EBEHR/ — NFLIZIEBEEHNR/ — KD IL—TH, Ansible 1 ¥~
YRY=TF7AIIC)ARINATWS,

o H—N—(l, MBEFLIIREDAS —U Ry NTNAAZADEREINTWS,
¢ DHCPH—N—% XXy KO-V TEHETE 3%,

o EIEWRAKER M, NetworkManager #FERL TRy hT7—J52%ELZE T,

¥
1. ~/ethernet-dynamic-IP.yml 72 & ® Playbook 7 7 1 L = ROABTER L £,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with dynamic IP
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
autob: yes
state: up

INLDRBETIE. 1 —HYRy MNEHRTO7 74 ILEERLET, EHETIE. DHCP H—/N—
EIPv6 AT — ML A7 KL ZABEHRE (SLAAC) 5, IPvA 7 RL A, IPv6 7 RL R, T+
AT —b DA, Jl—h, DNSH—1N—, BLUBREBERASA VERBLET,

Z DD match /35 X —4 —(&, Ansible ' PCIID 0000:00:0[1-3].0 IC—%9 27 /31 RILHE
£ %EBAY 5P, 0000:00:02.0 ICITBERLABAWCEEEEZELE T, ERTE2EHRLEBMTFS
LUVT71 I RA— RDFEHMIL. /usr/share/ansible/roles/rhel-system-
roles.network/README.md 7 7 1 JL—® match /X5 X —4 —DiREBAESR L T XL,

2. Playbook O#XAMEEL £,

I # ansible-playbook ~/ethernet-dynamic-IP.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFERLTLEXIWY,
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3. Playbook #Z2fT L9,

I # ansible-playbook ~/ethernet-dynamic-IP.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

85. %Y NTJ—Z RHEL Y25 A0—)LAEALEVLAN Y ¥V T DEE

network RHEL Y A F L 0—J)LEFEAL T, VLAN Y JFITEBJ/ETCEZFEzT, ZOBITIH. 1 —H Xy
NEfRE, 204 —H Xy MEFKEOLEICIDI0D VLAN ZEBIMLE T, F7/54 2D VLAN R IC I,
IP. 74 M=KDz 4, BELUVUDNSDEREINESFNET,

RIBICIELT, TLA=BEBABLET, UTICHAERLET,

o RVUTA VI REDMDERTR—ME LTVLAN 2FERHT 255E. ipBEEAKL. F&
ETIPEREEITVWET,

o VIANTF—L, FUvI, FLIRYT14VITTFNA A %FERT 3ICIL, interface_name &
VLAN TR 2 R— bDtype BIEAAELE T,

Ansible A bA—JL/ —RKRTUTDFIEEAETLET,

Gl s
e OVINO—JL/—REBERTR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢sLcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/—RKRADERKICERTZ2T7HUY MIE., ZO/—RICXWT 5 sudo #EEHLH 5,

® Z D Playbook #E1T2EEHR/ — NFLIZIBEEXR/ — KD IL—TH, Ansible 1 o~
VENY=TFAIICYRRINTWS,

FIa
1. ~/vlan-ethernet.yml 7 & D Playbook 7 7 1 L A ROABTHEK L £7,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a VLAN that uses an Ethernet connection
include_role:
name: rhel-system-roles.network

vars:
network _connections:
# Add an Ethernet profile for the underlying device of the VLAN
- name: enp1s0
type: ethernet
interface_name: enp1s0
autoconnect: yes
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state: up

ip:
dhcp4: no
auto6: no

# Define the VLAN profile
- name: enp1s0.10
type: vlan
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
vlan_id: 10
parent: enp1s0
state: up

INODEETIE, enp1s0 T/NA R ETEMET 2 VLAN ZEHELFT, VLANA V49—
A ZDEREIEUTOL D ICRY T,

o FHHIPVAT RLR:H TRy NIV 1 /24 D 192.0.2.1

o FHIIPV6 7 KL R -2001:db8:1::1 (/64 T2y R RV HY)

o IPvATT7A#IKNT—ND T4 -192.0.2.254

o IPVv6 774 NS — T A -2001:db8:1::fffe

e [Pv4 DNS #—/\— -192.0.2.200

e |Pv6 DNS #—/\— -2001:db8:1::ffbb

e DNSHRZE KX A ¥ - example.com

e VLANID-10

VLAN 707 7 1 LD parent E1£(&. enp1s0 7/31 R ETENMET 5 VLAN ZRELE T, F
TINAZDVLAN #E#GICIE, 1Py T74I T =R z4, BLUDNSDOERENEFNZE

ER

2. Playbook O#XAMEEL £,
I # ansible-playbook ~/vlan-ethernet.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEPRBEYLERENSRETZEDTIEAN
CEITEFRLTLKEIWY,

3. Playbook #%21T L £ 9,

I # ansible-playbook ~/vlan-ethernet.yml
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BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

86.%xY N7J—4Y RHEL Y AFLO0—)AEFRALERY NT—0TY v
DEXTE
network RHEL Y A7 LA0—)LAEFARALT, Ry h7—9T ) A ) E—-—NTERETETZET,

Ansible A bA—=JL/ —RTUTDOFIEEAETLET,

Gl s
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #RTTER1—H—¢&Lcarybo—jb/—Kicasq4rLTw
%,

o BIENR/—RKRADEMKICERTZ2T7HUY MNMIE, FO/—RICWT 5 sudo #EREHLH 5,

o Z D Playbook #E1T¢2BEENR/ — NFLIZIBEEXNR/ — KD IL—TH, Ansible 1 ¥~
YRERY)=TF7AIIC) A RINATWVS,

o H—/NN—(Z, 2DULDOYEBERY NT—0FNA RFLIFERERY NT—0F A A VR
h_)bﬁnrb\éo

FIR

1. ~/bridge-ethernet.yml 7t & @ Playbook 7 7 1 L & RORE TR L £,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a network bridge that uses two Ethernet ports
include_role:
name: rhel-system-roles.network

vars:
network _connections:
# Define the bridge profile
- name: bridge0
type: bridge
interface_name: bridge0
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
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state: up
# Add an Ethernet profile to the bridge
- name: bridge0-port1

interface_name: enp7s0

type: ethernet

controller: bridge0

port_type: bridge

state: up
# Add a second Ethernet profile to the bridge
- name: bridge0-port2

interface_name: enp8s0

type: ethernet

controller: bridge0

port_type: bridge

state: up

INLDEETIH, ROBETRY NTI—I TNV v IEEHRLEFT,
o BIIPVAT RLR:H TRy hYRIH /24 D 192.0.2.1

o EEIPV6 7 KL R -2001:db8:1::1 (/164 TRy N RUHVY)
o IPvaT 74T —KD T4 -192.0.2.254

e IPV6 774/ N5 — MDA -2001:db8:1::fffe

® |Pv4DNS #—/\Y—-192.0.2.200

® |Pv6 DNS H#—/3— -2001:db8:1::ffbb

e DNS#RZE KX A >~ - example.com

o J1)wIDKR—b -enp7s0 & & U enp8s0

' E
AY Linux 7Y vy YDR—FTEARL, TY v DVICIPEREEZEELET,

2. Playbook O#XAMIEL £,
I # ansible-playbook ~/bridge-ethernet.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEDNLERENSRETZEDTIEAN
CEITFERLTLEI WY,

3. Playbook =217 L7,

I # ansible-playbook ~/bridge-ethernet.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L
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87.% Y NTJ—Z RHEL Y RXFALO—J)LAEFEARALERXY NT—O RV T«
VU DEERTE

network RHEL Y X7 LAO0—I)LEFAL T, RY NTI—O RV T4 VT %) E—NTCHRETEET,

Ansible A bA—=JL/ —RTUTDOFIEAEAETLET,

Gl s
e OVINO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢&Lcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/—RKRADOEMKICERTZT7HUY MIE., FO/—RICWT 5 sudo #EEHLH 5,

o Z D Playbook #E1T2EENR/ — NFLIZIBEEHNR/ — RKDJIL—TH,. Ansible 1 o~
YRY)=TF7AIIC) A RINATWS,

o H—/N—(Z, 2DULDOYEBRY NT—0FNA RFLIFERERY NT—0F A A VR
I\_)l/-SnT\/\éo

FIR

1. ~/bond-ethernet.yml 7 & @ Playbook 7 7 1 L A RORE TR L £,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a network bond that uses two Ethernet ports
include_role:
name: rhel-system-roles.network

vars:
network _connections:
# Define the bond profile
- name: bond0
type: bond
interface_name: bond0
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
bond:
mode: active-backup
state: up
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B8ERHEL Y R7LAO— IV AFEALLERY FI—VE

# Add an Ethernet profile to the bond
- name: bond0-port1

interface_name: enp7s0

type: ethernet

controller: bond0

state: up

# Add a second Ethernet profile to the bond
- name: bond0-port2

interface_name: enp8s0

type: ethernet

controller: bond0

state: up

FBHIPVAT RL R Y TRy hYR VD24 D 192.0.2.1

BB IPv6 7 KL R -2001:db8:1::1 (/164 Ty R R U HVY))
IPv4 77 )L b — D x4 -192.0.2.254

IPv6 77 #JU N5 — D T4 -2001:db8:1::fffe

IPv4 DNS #—/\Y— -192.0.2.200

IPv6 DNS #—/X— -2001:db8:1::ffbb

DNS #3 K X 1 > - example.com

RYT 4V TDR—b -enp7s0 $ & U enp8s0

RV T 1 > E— K -active-backup

pa 3

Linux R T4 VI DR—MTIERL, RYTaVTICIPEREEXRELE

ER

2. Playbook O#XAMEEL £,

I # ansible-playbook ~/bond-ethernet.yml --syntax-check

DAY FRIIBXZRFLT 27T THY ., BNENTBEURERED SFRETDEDTIEAW

CEITFERLTLEIWY,

3. Playbook #Z21T L £ 7,

I # ansible-playbook ~/bond-ethernet.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JL
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88. %Y NO—4 RHEL Y AFA0—)LA{FEBLZ IPOIB EiEDEE

network RHEL ¥ 2 7 A 0—J)L %R L T, IP over InfiniBand (IPolB) 7 /31 X M NetworkManager &
wm7O774)L%EY)E—RNTERTEET, /=& ZIE. Ansible Playbook #%E17 L T, JRDERET
mix4_ib0 1 >4 —7 =4 ZD InfiniBand &%= ) E— M TEMLZE T,

® |PolB 7/31 X - mix4_ib0.8002

o N—F 4 3rvF— p_key- 0x8002

o FHEIPvA 7 RL R -192.021 & /24 4Ty kYR Y

o #HMYIPV6 7 KL R - 2001:db8:1::1 & /64 H T Xy k<R Y

Ansible 3> bA—=JL/ —RKRTUTDFIEEAEITLET,

AR E 4
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTEd1—H—¢&LTcarybo—jb/—Kicarsq4rLTw
%,

o BINR/—RADEKICERTZ2T7HUY MIE, ZO/—RIZWT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢2EEHR/ — NFLIZIBEENR/ — KD JIL—TH. Ansible 1 ¥~
YRY=TF7AIIC)ARINATWS,

e mix4_ib0 &\ D ZEID InfiniBand 7 /3 ABEEWR/ —RIZA VA M—=ILINhTW3,

o EWXWR ./ — KH NetworkManager 2R L TRy hT—2%EEL TV,

¥
1. ~/IPolB.yml 72 & D Playbook 7 7 1 L = ROABRTER L £,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure IPolB
include_role:
name: rhel-system-roles.network

vars:
network _connections:

# InfiniBand connection mix4_ib0
- name: mix4_ib0
interface_name: mix4_ib0
type: infiniband

# IPolB device mix4_ib0.8002 on top of mix4_ib0
- name: mix4_ib0.8002

type: infiniband

autoconnect: yes
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infiniband:
p_key: 0x8002
transport_mode: datagram
parent: mix4_ib0
ip:
address:
-192.0.2.1/24
- 2001:db8:1::1/64
state: up

ZDBIDE DI p_key /INT XA —4 —%RET BHEIE. IPolB 7/34 X T interface_name /X
FA—Y—HZFRELBVTLLEIW,

2. Playbook O#XAMEEL £,
I # ansible-playbook ~/IPolB.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z21T L £ 9,

I # ansible-playbook ~/IPolB.yml

1. managed-node-01.example.com /K2 k T, mix4_ib0.8002 7/N1 AD IPREAXR L F
ER

# ip address show mix4_ib0.8002
inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute ib0.8002
valid_Ift forever preferred_lft forever

inet6 2001:db8:1::1/64 scope link tentative noprefixroute
valid_Ift forever preferred_lft forever

2. mix4_ib0.8002 7 /X4 AD/XA—F 1 3V F— (PKey) XKL ET,

# cat /sys/class/net/mix4_ib0.8002/pkey
0x8002

3. mix4_ib0.8002 /X1 ADE— REXRKRLZFT,

# cat /sys/class/net/mix4_ib0.8002/mode
datagram

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

89. XY N7—ZY RHEL VAT ALO—LAEFRHLEFEDOH TRy MO 5
MOTFTI7AIWNNT—NDZTAANDINSTAYIDI—FT 4V

XE
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RY)Y—R=—2ADIN—TFT 1 VI 5FHALT. BEDHTRY DSDMZ T4 v 7IRHLTRDT 7 #
WRTF—RITA ABRETEFET, LA TI7HIML—rEFALT, IRTOINS T4 v 9%
AV =Ry N TAONA YT —AILTIFIVRNTI—FT 4 VT TBI—9—ELTRHEL 2R ETEE
T, 122 L. RBT7— OV RFT—2avHT7xy M oZELLNS T4y 2 E7a4 4 —BIZIL—
TAVITINET,

RN —R=ZADI—FT 4 T% ) E—NTEBD ./ — RIZERET ITIE. RHEL network &~ X5 A
O—J)LEERATEX£Y, Ansible Y hO—J)L/ —RTCUTOFIEEEFTLET,

ZOFIETIH, ROZXY 7= ROV —ZBELTVWET,

Internal Workstations Servers
10.0.0.0/24 203.0.113.0/24
10001 20301131
RHEL Router
default route
|7 198.51.100.1 m m— 192.0.2.1 —\
198.51.100.2 192.0.2.2
| |
Provider A Provider B
P v N E
A&

e OVINO—JL/—REBERR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook R{TTEd1—H¥—¢&Lcarybo—jb/—Kicasq4rLTw
%,

o BIENR/—RKRADEMBICERTZ2T7HUY MIE., FO/—RICWT S sudo #EEHLH 5,

o Z D Playbook #E1T¢ 2EBENR/ — NFLIZIBEEHNR/ — RKDJIL—TH, Ansible 1 ¥~
YENY)=TF7AIIC)ARINATWVS,

o EIEWR /— KX, NetworkManager # & U firewalld Y —EX 2 FR L 7,
o RETHEENR/ —RKITIK, RDA4DDRY NT—IA4 V=T A ADBHYET,

o enp7s0 1 VA —T A AFTANAFT—ADRY NT—VIlEHKINE T, FONA
F—Dxy NT—0DF—KJ x4 IPIE198.51.100.2 T, *v hT7—71E /30 xy b7 —
IRRAV%ERLET,

o enplsO 1 V¥ —T A2 TANAF—BDxYy NT—VILEHRINET, FONS
F—DRrYy NT—ODTF—F7x4IPIF192022 T, xv bT7—01FB830%xy hT7—7
YR EFERALEY,

o enp8s0 1 V¥ —7 x4 RlE, WET—IZXAFT— 37T 10.0.0.0/24 47T x v MMIERS
nTtwxd,
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o enp9s0 1 V¥ —7 x4 RE, KLEDY—/N—T 203.0.113.024 H T x v MIEHRINT
WE9d,

e AT —YURF—2avDH TRy NRDKRRAME, 74 MF—KrD x4 & LT 10.0.0.1
EFEALET, COFIETIK, COIPT7RLREIL—Y—Denp8s0 =y hT—0 448 —
TIARICEYHETET,

o H—N—HTRXYy NADKANI, T7AINMNF—r124ELT203.0.1131 5FHALE
¥, ZOFIETIE, TOIPTRLREIL—Y—Denp9s0 =y hT—94 5 —T7 x4 RICE|
YETET,

FIR
1. ~/pbr.yml 7 & @ Playbook 7 7 1 L & RDHABETHYERHR L £ 7,

- name: Configuring policy-based routing
hosts: managed-node-01.example.com

tasks:
- name: Routing traffic from a specific subnet to a different default gateway
include_role:

name: rhel-system-roles.network

vars:
network _connections:

- name: Provider-A
interface_name: enp7s0
type: ethernet
autoconnect: True
ip:

address:
-198.51.100.1/30
gateway4: 198.51.100.2
dns:
-198.51.100.200
state: up
zone: external

- name: Provider-B
interface_name: enp1s0
type: ethernet
autoconnect: True
ip:

address:
-192.0.2.1/30
route:
- network: 0.0.0.0
prefix: 0
gateway: 192.0.2.2
table: 5000
state: up
zone: external

- name: Internal-Workstations

interface_name: enp8s0
type: ethernet
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autoconnect: True
ip:
address:
-10.0.0.1/24
route:
- network: 10.0.0.0
prefix: 24
table: 5000
routing_rule:
- priority: 5
from: 10.0.0.0/24
table: 5000
state: up
zone: trusted

- name: Servers
interface_name: enp9s0
type: ethernet
autoconnect: True
ip:

address:
-203.0.113.1/24
state: up
zone: trusted

2. Playbook O#XAMIEL £,
I # ansible-playbook ~/pbr.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEI WY,

3. Playbook #Z21T L £ 7,

I # ansible-playbook ~/pbr.yml

i3
qEI-I'l

L AT —VRT7—>3avHTxy NORHELRRA T, UTFEITVWET,

a. traceroute Xy —V AV AMN=JLLET,

I # dnf install traceroute

b. traceroute 1—7 1 )74 —%FRALT. 1 V9 —%XY NEDKRAMANDIL—FERRL
i_a_o

# traceroute redhat.com

traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 10.0.0.1 (10.0.0.1)  0.337 ms 0.260 ms 0.223 ms

2 192.0.2.1 (192.0.2.1) 0.884 ms 1.066 ms 1.248 ms
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ARV ROHAIRIEE, V=9 =2TAN(F—BDFXY hT—0TH% 192.0.2.1 AT
N7y NeREET B ENRTIINET,

2. H—NR—DHY TRy NORHEL KA NT, UTFAETVWET,

a. traceroute /Xy —V AV AMN=JLLET,

I # dnf install traceroute

b. traceroute 1—7 1 )74 —%FAL T, 1 V99— Yy FEDKRAMANDIL—FERRL
i’a—o

# traceroute redhat.com

traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 203.0.113.1 (203.0.113.1) 2.179 ms 2.073 ms 1.944 ms

2 198.51.100.2 (198.51.100.2) 1.868 ms 1.798 ms 1.549 ms

aAvY ROBAIKIE, W= —DDTONRAF—ADXRY NT—-TH 35 198.51.100.2 {2 H
TRy NEZEETBIEDPRRIINET,

3. RHEL VA7 L0—)%FALTEELA RHELIL—49 —T, XOFIEEETLZET,

a. I—ILDYRAMNERRLET,

#ip rule list

0:  from all lookup local

5: from 10.0.0.0/24 lookup 5000
32766: from all lookup main
32767: from all lookup default

F 7 #J)U M T, RHEL ICi&. local ¥—7 /L. main 7— 7)., LV default ¥— 7)1
DIL=ILHEEFNZET,

75000 DIL—hERTLET,

0.0.0.0/0 via 192.0.2.2 dev enp1s0 proto static metric 100

7__
# ip route list table 5000
10.0.0.0/24 dev enp8s0 proto static scope link src 192.0.2.1 metric 102

c. —JIARET7AT 94—V —VERRLET,

# firewall-cmd --get-active-zones
external

interfaces: enp1s0 enp7s0
trusted

interfaces: enp8s0 enp9s0

d. external VY —Y TYRAL—RKHBPEPIZAR>TWB I EE=ERLET,

# firewall-cmd --info-zone=external
external (active)

target: default

icmp-block-inversion: no

interfaces: enp1s0 enp7s0
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sources:
services: ssh
ports:

protocols:
masquerade: yes

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

810. xY N7—4 RHEL Y RFL0O0—)LAEFEBRL/=802IX %Xy NT7—7%
SREEIC L 288091 —H Ry NERODERTE

network RHEL Y A7 LAO0—)LAFAL T, 802X xy N —VBEEICEL D1 —H xRy NERAE!) T—
NTCHRETEZET,

Ansible A bA—=JL/ —RKRTUTDFIEEAETLET,

AR
e OAVhA—I/—REBEERR/ —FeEHLTWD,
o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢Lcarybo—)b/—Kicasq4rLTw
%,
o TEHWR/—RADEBKIFEATZT7HIY MIE. TD/ —RIZHT % sudo &R H 5,
® Z D Playbook #R{TF 2EEHRD / — RFLIEEER/RKRD / — RO T —TFIE. Ansible 1
URVNY=T 7MY RARINTVWET,
o Xy MT7—UF802IXxy hT—V8REZHFR—FLTW5B,
o EIEYR ./ — KL NetworkManager R L £,
o TLSEREHICMEAUTODZ 74 hA—IL/ —RIZH B,
o 347> bhF—IL /srv/data/client.key 7 7 1 LICREINZET,
o U547 MNIBEEL /srv/data/client.ecrt 7 7 1 LICREINE T,
o ZRELfE (CA)ZEBAZ L. /srv/data/ca.crt 7 7 1 LICRBEINZE T,
FIa

1. ~/enable-802.1x.yml 7 & @ Playbook 7 7 1 L & RDHB TR LT,

64

- name: Configure an Ethernet connection with 802.1X authentication
hosts: managed-node-01.example.com
tasks:
- name: Copy client key for 802.1X authentication
copy:
src: "/srv/data/client.key"
dest: "/etc/pki/tls/private/client.key"



B8ERHEL Y R7LAO— IV AFEALLERY FI—VE

mode: 0600

- name: Copy client certificate for 802.1X authentication
copy:
src: "/srv/data/client.crt"
dest: "/etc/pki/tls/certs/client.crt"

- name: Copy CA certificate for 802.1X authentication
copy:
src: "/srv/data/ca.crt"
dest: "/etc/pki/ca-trust/source/anchors/ca.crt”

- include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ieee802_1x:
identity: user_name
eap: tls
private_key: "/etc/pki/tls/private/client.key"
private_key_password: "password"
client_cert: "/etc/pki/tls/certs/client.crt”
ca_cert: "/etc/pki/ca-trust/source/anchors/ca.crt”
domain_suffix_match: example.com
state: up

INSDRETIE, ROFZBEEFEALTenplsd T/X1 2DA —H 32y NEHRTO7 71 %
E&ELET,

o FHHIPVAT RLR:H TRy NIV 1 /24 D 192.0.2.1

o FHIIPV6 7 KL R -2001:db8:1::1 (/64 Ty R RV HY)
o IPvATT7#INT—ND T4 -192.0.2.254

o IPVv6 774 NS — T A -2001:db8:1::fffe

® [Pv4 DNS #—/\—-192.0.2.200

e |Pv6 DNS #—/\— -2001:db8:1::ffbb

e DNSHRZE KX A ¥ - example.com
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e TLS Extensible Authentication Protocol (EAP) ZfEF L 7= 802X X v M7 — V535

2. Playbook O#XAMEEL £,
I # ansible-playbook ~/enable-802.1x.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L9,

I # ansible-playbook ~/enable-802.1x.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

8.11. NETWORKRHEL ¥ X5 L0—)LZ{EAL 7= 802X *v N7 —U 85
IC& % WI-FI DR E

RHEL Y R7L0—)%EFEAT S &, wifi EROEKREBENLTE T, /=& A Ansible Playbook
ZHEALT, wip1sO 1 V9 —J A ADI7A VL AEKR O 74 %) E—MNTEBIMTEXZET, /£
MIN7O774)IE, SO2IXBEAFAL T, wifi xRy NT7T—JICRLTISA 7Y MERIELE
9, Playbook (&, DHCP 2T 2 L) ICER O 7M1 IILARELEF T, BMWIPREERET DI
&, ZRICHLCTIPT 49223 F)—DIRNSA—9—%AELET,

Ansible A A=)/ —RTUTDOFIEEAETLET,

GlEE s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/—RKRADERKICERTZ27HUY MIE., FO/—RICXT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢ 2EEHR/ — NFLITBEEXNR/ — KD JIL—TH, Ansible 1 o~
YRY)=TF7AIIC)ARINATWS,

o Xy MT7—UF802IX Y hT—V8REZHFR—FLTW5B,
o EIEWR ./ — KIZ wpa_supplicant /Xy r—I %44 VA h—ILLTW3,
e DHCP (&, BENKR/—KDXY NT—JTHERATES,
o TLSEREHICMEAUTDZ 74 hA—IL/ —RIZH B,
o 347> bhF—IL /srv/data/client.key 7 7 1 LICREINZET,
o U547 MNIBEE /srv/data/client.ecrt 7 7 1 LICREINE T,

o CAGZEBRZI(Z /srv/data/ca.crt 7 7 1 JLICRTEI N F T,
FIE
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1. ~/enable-802.1x.yml 7 & @ Playbook 7 7 1 L A RDHBTER L £ 7,

- name: Configure a wifi connection with 802.1X authentication
hosts: managed-node-01.example.com
tasks:
- name: Copy client key for 802.1X authentication
copy:
src: "/srv/data/client.key"
dest: "/etc/pki/tls/private/client.key"”
mode: 0400

- name: Copy client certificate for 802.1X authentication
copy:
src: "/srv/data/client.crt”
dest: "/etc/pki/tls/certs/client.crt”

- name: Copy CA certificate for 802.1X authentication
copy:
src: "/srv/data/ca.crt”
dest: "/etc/pki/ca-trust/source/anchors/ca.crt"

- block:
- import_role:
name: linux-system-roles.network
vars:

network _connections:
- name: Configure the Example-wifi profile

interface_name: wip1s0

state: up

type: wireless

autoconnect: yes

ip:
dhcp4: true
auto6: true

wireless:
ssid: "Example-wifi"
key_mgmt: "wpa-eap"

ieee802_1x:
identity: "user_name"
eap: tls
private_key: "/etc/pki/tis/client.key"
private_key_password: "password"
private_key_password_flags: none
client_cert: "/etc/pki/tis/client.pem"
ca_cert: "/etc/pki/tis/cacert.pem"”
domain_suffix_match: "example.com"

INSDERETIE, wip1sO 1 V9 —T A ADWi-FiER7O7 74 I)V2EHELET., DT
O774)biE, 802 IXZE#EAFEAL T, Wi-Fixy hO—2II]LTISA4 7Y MR EL E
T, EHTIE. DHCP Y —/NN—& IPv6 7 — ML A7 KL ZB#EKRE (SLAAC) B 5, IPv4 7
RLZ, IPVv6 PRLR, T7FIKS—RrDxA, Jb—b, DNSH—/—, BILIVHRERR A A
vERBLETD,

2. Playbook O#XAMEEL £,
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I # ansible-playbook ~/enable-802.1x.yml --syntax-check

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITFERLTLEIWY,

3. Playbook #ZfT L £ 9,

I # ansible-playbook ~/enable-802.1x.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JI

812. %Y NU7J—2Y RHEL Y AT ALO0—I)A2FRALILEFEOERTOT 7 4
IWKNTF—KD A4 DEE

network ® RHEL Y RFAO0—J)LAFHALT. T74IKMNTF— M D4 BB ETEET,

BF

network RHEL ¥ 27 LAO0—)L&FRAT 2 L1 DRTEIC. LA THEELIEEE
EEA—BLAWES., YZO—I)LIEZALCEAFIOREDEK O 7 7ML a4 —1N—5
ARLET, TROSDENT 72 MIIEY NEINABWEDICTBICTIE, IPERERE
DERENT TILHFEET ZHETEH, RY NT—IEERTO7 71 IILDRELAEKE T LA
TRHTIEELTLLEIL,

COFIETIE. TTIKHEETEINEINIGL T, UTDERETenpl1s0 EHRTOT7 7ML EERF
BEHRLET,

o FIIPVAT RLR-/28 4T Xy hY R Y %HD 198.51.100.20
o EMIPV6 7 KL R -2001:db8:1::1 (/164 TRy N RUHVY)
o IPv4F 7 A NTF—FMD 4 -198.51.100.254

e IPV6 774/ N5 — KD x4 -2001:db8:1::fffe

e |Pv4 DNS H#—/\— -198.51.100.200

® |Pv6 DNS H#—/\— -2001:db8:1::ffbb

e DNSHRZE KX A ¥ - example.com

Ansible A bA—=JL/ —RKRTUTDFIEEAETLET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&LTcarybo—jb/—Kicasq4rLTw
%,

o TEWR/ —FADOERIFERTZT7HAYY MIFE. TD/ — NI T % sudo RV H 3,
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o Z D Playbook #E1T2BENR/ — NFLITEBEEXNR/ — KD IL—TH, Ansible 1 v~
YENY)=TF7AIIC)ARINATWVS,

FIR

1. ~/ethernet-connection.yml 72 & ® Playbook 7 7 1 L = RORABTER L £,

- name: Configure the network
hosts: managed-node-01.example.com

tasks:
- name: Configure an Ethernet connection with static IP and default gateway
include_role:

name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

2. Playbook O#XAMIEL £,
I # ansible-playbook ~/ethernet-connection.yml --syntax-check

DAY NIIBXERIET 2T THY ., ANEDPRBEYLERENSRETZ2EDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 9,

I # ansible-playbook ~/ethernet-connection.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

813. %xYv NJ—4 RHEL Y RFL0— /L AR LEBMHIL—NDETE

network RHEL ¥ X7 AL0— )L =FAL T, #MIL—M2RETEET,
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BF

network RHEL ¥ 27 LAO0—)L%FAT 2 L1 DRTEIC. LA THEELIEEE
EEA—BLAWES., YXO—I)LIZACEAFIOREDEK O 7 7ML a4 —/1N—5
ARLET, CHOEDERT 72 MIIEY NEINABWEDICTBICTIK, IPERERE
DERENT TILHFEETZHETEH, RY NT—IERTO7 71 IILDRELAEKE T LA
TRHFTIEELTLLEIL,

Ansible A bA—=JL/ —RTUTDFIEEAETLET,

AR
e OVINO—JL/—REBERR . —RAEELTWNS,

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/—RKRADERKICERTZ2T7HUY MIE., FO/—RICXT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢2EBENR/ — NFLIZTBEEHTR/ — KD JIL—TH, Ansible 1 v~
YRERY)=TF7AIIC)ARINATWS,

FIR

1. ~/add-static-routes.yml 7 & D Playbook 7 7 1 L & RDORNBETER L £ 7,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP and additional routes
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp7s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
route:
- network: 198.51.100.0
prefix: 24
gateway: 192.0.2.10
- network: 2001:db8:2::
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prefix: 64
gateway: 2001:db8:1::10
state: up

ZOFIETIE, TTICHEETZIHEIMNMIKEL T, ULTOERET enp7s0 FEHTO 771 )L %
ERREITEHRLE T,

FBHIPVA T RL R Y TRy hYR VD /24 D 192.0.2.1

BB IPv6e 7 KL R -2001:db8:1::1 (/64 Ty R R U HVY))
IPv4 77 )L M — D x4 -192.0.2.254

IPv6 77 #JU K — kD =4 -2001:db8:1::fffe

IPv4 DNS #—/3Y— -192.0.2.200

IPv6 DNS #—/X— -2001:db8:1::ffbb

DNS # 3 K X 1 > - example.com

E#H9IL— b

o 198.51.100.0/24 D4~ — kU =4 192.0.2.10

o 2001:db8:2::/64 &4 '— b =4 2001:db8:1::10

2. Playbook O#XAMEEL £,

I # ansible-playbook ~/add-static-routes.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 9,

I # ansible-playbook ~/add-static-routes.yml

1L BENR/ - FTUTZTVET,

a.

IPva)l—hZERTZLEY,
#ip -4 route

198.51.100.0/24 via 192.0.2.10 dev enp7s0

b. IPv6 L—hERRLET,

BIER R

#ip -6 route

2001:db8:2::/64 via 2001:db8:1::10 dev enp7s0 metric 1024 pref medium
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e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

814. % v N7J—4 RHEL Y A5 L0—J)LAFER LA ETHTOOLA 70— K
HMERED R E

network ® RHEL ¥ 27 40— )L%EH L T, NetworkManager D ethtool #aE %X ETEXZ T,

BF

network RHEL ¥ 27 LAO0—)L&FAT 2 L1 DRTEIC. LA THEELIEEE
EENA—BLAWES., YXO—I)LIEZACEAFIOREDEK O 7 7ML a4 —/1N—5
ARLET, THOEDENT 72 MIIEY NEINABWEDICTBICTIEK, IPERERE
DERENT TILHFEETZHETEHE, RY NT—IERTO7 71 ILDRELAERE T LA
TRHRFTIEELTLLEIL,

Ansible 3> bA—=JL/ —RTUTDFIEEAETLET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—&Lcarybo—jb/—Kicasq4rvLTw
%,

o TEWR/ —NADOERIFERTZT7HATY MIFE. TD/ — NIZHT % sudo ERHLH 5,

o Z D Playbook #E1T¢ 2EEBWR/ — NFLIFIBEEHNR/ — RKDJIL—TH, Ansible 1 o~
YRERY=TFAIIC)ARINATWS,

FIR

1. Playbook 7 7 1 JL (f§l: ~/configure-ethernet-device-with-ethtool-features.yml) = R DAA T
ER LY,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with ethtool features
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
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-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
features:
gro: "no"
gso: "yes"
tx_sctp_segmentation: "no"
state: up

Z @ Playbook I, enp1s0#EH7O7 7 1 L ERDERETEXRLET, 7OT7 74D T TIC
BET A ROBREICEFLET,

o HWHVIPVA T RLR-/284 7y hY RV %D 198.51.100.20
o FHYIPV6 77 KL X - 2001:db8:1::1 & /64 Ty hT RV
e IPVATF 74 MTF—MU x4 -198.51.100.254
e IPv6 77 #J)LhS— KD x4 -2001:db8:1::fffe
e |Pv4 DNS #—/\— - 198.51.100.200
e |Pv6 DNS H—/\— - 2001:db8:1::ffbb
e DNS#RZ KX A ¥ - example.com
e ethtool ##E:
o SAAREA 70— K (GRO): #xf
o Generic segmentation offload(GSO): B%1t
o TXstream control transmission protocol (SCTP) segmentation: #&3

2. Playbook O#XAMEEL £,

I # ansible-playbook ~/configure-ethernet-device-with-ethtool-features.yml --syntax-
check

DAY NIIBXERIETZLETTHY ., ANEDPRBEDNLERENSRETZEDTIEAN
CEITEFERLTLEIWY,

3. Playbook #Z21T L £ 9,

I # ansible-playbook ~/configure-ethernet-device-with-ethtool-features.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

815.%*Y NTJ—J RHEL Y 27 L0— )L %Z#EHA L/ ETHTOOL &% ED
=JL =

ax AE
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network ® RHEL ¥ X7 40— )L% A L T. NetworkManager #&#t®D ethtool Z:ETEXF 7,

BF

network RHEL ¥ 27 LAO0—)L&FAT 2 L1 DRTEIC. LA THEELIEEE
EENA—BLAWES., YXO—I)LIZALCEAFIOREDEK O 7 7ML a4 —/1N—5
ARLET, THOEDERT 72 MINEY NEINABWEDICTBICTIE, IPERERE
DERENT TILHFEET ZHETEH, RY NT—IEERTO7 71 IILDRELAEKE T LA
TRHRFTIEELTLLEIL,

Ansible A bA—=JL/ —RKRTUTDFIEAEAETLET,

AR E 4
e OV INO—JL/—REBERTR ./ —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢sLcarybo—jb/—Kicasq4rvLTw
%,

o TEWR/ —NADOERIFERTZT7HATIY MIFE. TD/ — NI T % sudo RV H 3,

® Z D Playbook #E1T¢2BENR/ — NFLIZIBEEHTR/ — KD JIL—TH, Ansible 1 o~
YRY)=TF7AIIC) A RINATWS,

FIR

1. ~/configure-ethernet-device-with-ethtoolcoalesce-settings.yml 7 & ® Playbook 7 7 1 )L %
RDODARABTHERLET,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with ethtool coalesce settings
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
coalesce:
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e
wi

rx_frames: 128
tx_frames: 128
state: up

Z @ Playbook I, enp1s0#EH7O7 7M1 L ERDERETEXRLET, 7O7 74D T TIC
BET A ROBREICEFLET,

o HIIPVAT RLR-/28 4T Xy N XY %HD 198.51.100.20
o EMIPV6 7 KL R -2001:db8:1::1 (/64 TRy R R U HVY)
o IPv4F 7 A NTF—FMD T4 -198.51.100.254

e IPV6 774/ N5 — KT x4 -2001:db8:1::fffe

e |Pv4 DNS H#—/\— -198.51.100.200

® |Pv6 DNS H—/\— -2001:db8:1::ffbb

e DNS#RZE KX A ¥ - example.com

e ethtool coalesce ME&E:

o RX7L—L4A:128
o TX7L—LA:128

2. Playbook O#XAMIEL £,

# ansible-playbook ~/configure-ethernet-device-with-ethtoolcoalesce-settings.yml --
syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

3. Playbook #%21T L £ 9,

I # ansible-playbook ~/configure-ethernet-device-with-ethtoolcoalesce-settings.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 JL

8.16.NETWORKRHEL 25 A0—)LEEALT. aW4sry hRkaOv 7
RERBOTEDICY VTN T7—H A X HIEDT

Nry ROy TEPRETT TV 5r—2a v T—SDIBKR. 914 L7706 FLEFZTOMOEEE
WET2HEE. A —YRXRYNTNAZAD) VTN T 7—DH A X%BPLET,

)TNy 77— BRNY 77 —ThHY, 7—N—70— LI >THEDT—IHNLEXTINET,
FYRT—=UH—KRiE, ZETXN)BLURER) VY IRy 77 —5EYLHTET, BEYVINY
77—lF. TRARARSAN=—ERY NT—D A4V H—T 24RO AO—5— (NIC) DEITHEIN
9, T N—=RIzTEYRAAHFEIESoftRQ EEMFENZY T R T T TEIYRAAICELST
NICHSH—RILICBETEET,

75



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

A—RIWERX Y VTN 77 —%FALT. TRAZXARFAN=DEENNTY NWEBTEB LI
BRBETERBNT Y FEBWLET, THNARARTAN—F, BEIFSoftIRQ ZFERALTRX ) V7%
FLAYLET, Thic&Y, BE/NT v M sk_buff £713 skb EIFEN D H—RILT—FHEEIC
REIh, h—XIVERHLTEAET BV Y NefBETZT7 TV r—2a v ETOREEZRKLE
ER

A—FRIETX Y IRy 2 7—%FEALT. XY NIT—=VICEETEIREIHZRE/NTY MR
LET, INOHD) IRy T 7—ERY Y ID—FBETFICHY., Ny ROy THERETBZEELR
AVIMNTHY., RYMNT—IONRT3—TVRAICEFELRIFLET,

BF

network RHEL Y 27 LAO—)L&FRAT 2 L1 DRTEIC. LA THEELIEEE
EEA—BLAWES., YXO—I)LIEIALCEAFIOREDEK O 7 7ML a4 —1N—5
ARLET, ChOEDENT 72 MINEY NEINABWEDICTBITIE, IPERERE
DERENT TILHFEETZHETEH, RY NT—IEERTO7 71 IILDRELAEKE T LA
TRHTIEELTLLEIW,

Ansible A bA—=JL/ —RTUTDOFIEAEAETLET,

AR
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—jb/—Kicasq4vLTw
%,

o TEWR/ —NADOERIFERTZT7HAIY MIFE. TD/— NI T % sudo RV H 5,

o Z M Playbook #E1TT 2BENR/ — NFLIZIBEEHTR/ — RKDJIL—TH,. Ansible 1 o~
YMNY=TFAIICYRRINTWS,

o TNAZRNMYR—KTIRRIVINYy 77 —HA4 X%BEL TV,

FIR

1. Playbook 7 7 1 JU (f§l: ~/configure-ethernet-device-with-ring-buffer-sizes.yml) = X DNE
TR LZE Y,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with increased ring buffer sizes
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
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-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:

-198.51.100.200

- 2001:db8:1::ffbb
dns_search:

- example.com

ethtool:
ring:

rx: 4096

tx: 4096

state: up

Z @ Playbook I, enp1s0#EH 7O 71 L ERDERETEXRLET, 7O7 74 ILDT TIC
BET A ROBREICEFLET,

o FHIIPVAT RLR-/24H TRy YRV %ZHD 198.51.100.20
o EmMIPV6 7 KL R -2001:db8:1::1 & /64 Txv YRV
o IPVAT 74 KT—MU A -198.51.100.254
e IPv6 77 4L MNT— MU x4 -2001:db8:1::fffe
e [Pv4 DNS #—/\— - 198.51.100.200
e |IPv6 DNS #—/X— - 2001:db8:1::ffbb
e DNS#RZE KX A ¥ - example.com
o JUINyT7—ITV N —DRRE
o = (RX): 4096
o FEE (TX): 4096
2. Playbook O#XAMEEL £,

I # ansible-playbook ~/configure-ethernet-device-with-ring-buffer-sizes.yml --syntax-
check

DAY NIIBXERIETZLETTHY ., ANEDPRBEDLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L9,

I # ansible-playbook ~/configure-ethernet-device-with-ring-buffer-sizes.yml

BIER R

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L

817. v N7—4 RHEL Y AT LO—JLD Xy N T —7JREE

77



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

network RHEL ¥ X 7 A0 —)bidk, Playbook TT/N\M R%ERET H7-DDIREHREEZTR— P LTWE
¥, IhIliE. network_state THDOEZIREZREEFEHALE T,

Playbook T network_state Z# % A ¥ % F =

o RERECTESHOAEEFERTIE. 1 V9 —T7 4 A%HRETE. NetworkManager I£Z
NoDA VI —TA2QTAT7ANENY I TS0 RTERLET,

e network_state ZH %= FHT 2. EENMMERAF SV aVAEBETEET, tOTRTOA
ToavigrnEFEHRY F$, 272 L. network connections EHAFHEL T, *vy hT7—7
BER7O774IVEEETZICE. IRTORELEET 2LENHY T,

FEAE, BMIP7 RLARETA —F Ry MERZERT 2ICIE. Playbook TRMD vars 7Oy ¥
ZEALEY,

RREERE & ST Playbook B E DPlaybook
vars: vars:
network_state: network _connections:
interfaces: - name: enp7s0
- name: enp7s0 interface_name: enp7s0
type: ethernet type: ethernet
state: up autoconnect: yes
ipvé4: ip:
enabled: true dhcp4: yes
auto-dns: true auto6: yes
auto-gateway: true state: up
auto-routes: true
dhcp: true
ipv6:

enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
autoconf: true
dhcp: true

TeEZlE, EEBDEDITEMRLEFMIP 7 KL AREDERAT —Y ADHELET BT,
Playbook TRMD vars 7Oy V7 #FHAL XY,

RREERTE & ST Playbook B E DPlaybook
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vars:
network_state:
interfaces:
- name: enp7s0
type: ethernet
state: down

RS R

BE8ERHEL YR AO0—IVEfFALERY b —UFKE

vars:
network _connections:

- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: down

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 7 7 1 )L
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BFO9ZE RHEL Y A7 A0—J)LA{EMA L 7= FrRewaLo DERTE

firewall > X7 AO0— LRI 2 E. —EICEEDI 547V ML firewalld ¥ —EXZHRETEX
To COFRRRIEILUTDEEYTY,

o ANBENIPWENGRA VY —T 14 A%51RMHT 3,
o B firewalld /X5 X —4 —% | AR CREFT %,
v bhO—Jb/—RTfirewall A=)l A#ETd 3 &, Y RFLA—)LIF firewalld /X5 A —49—%~<

X—Y R/ —RICEIEICERAL. BEFHREMEFINES,

9.1. RHEL ¥ X5 A 0—)l FIREWALL DI E

RHEL ¥ X7 L 0O—)LiE, Ansible BEEtA—FT 4V F71—DaAVFTVYEY NTY, COAVTVY
¥, Ansible BEMEZI—FT 1 VT4 —&E&BHIC, BBDVRATLZ)E-—FTEETSLOD—ELL
BMEA VY —T A RERBLETS,
firewalld H—E XD BEEEREIC. RHEL ¥ X257 AO0—LD 5D rhel-system-roles.firewall O — )L H' &
AIN X L7, rhel-system-roles /Xy 77— CIE, TOYRATLAO—IVESERFIAVMEETN
£9,
firewalld /XS X —4% —%ZBEHLINLAETIDULEDY X FT ALAIZERBAT %11, Playbook T firewall
VAT LO—EHEFERALE T, Playbook l&, TFRAMR—AD YAML EX TiREiI /21D E
DFLLADY)RNTT,
AR NY =T 74 EFEALT, Ansible NEEETZ2VRTLEY NEERTEET,
firewall O— )L ZERAT 2 &, UTDOLDRERS firewalld /XS X —F —%RETEET,

o J—V,

o Ny MEFAIINBEH—EZR,

o R—KMADINZT74 v I T ADME, EE. TITHIFR,

o V—VDR—MFLIFR— FNEEDEIE,

BIER R

e /usr/share/doc/rhel-system-roles/firewall/ 1 L' ¥ k) —® README.md 7 7 1 )L & & U
README.html 7 7 1 JL

® Playbook D&

o A URYKNY—DEEAX

9.2.RHEL ¥ X7 LA0—)L%A A L /=FREWALLD SXED ) v b

firewall RHEL Y 27 LAO0—)LAFH9T 5% &, firewalld 5RE% T 7 4L NDRREICY Y bTEFE

9, previous:replaced /XT X —4 —AZHH) A MIEMTEE, PRATFLO0-VIEBEFEOI—Y—F
EDREETRTHIBRL., firewalld #5772 J)L Ity ML ZE Y, previous:replaced /85 X —4 —
DR EEHMAEDOE D &, firewall O—JLIZFH L WREZER T 5HIICBIFDREZ I NTHIRL
7,
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H$oZE RHEL > A7 A0O—)L% {6 L7 FIREWALLD D%3E

Ansible A bA—=JL/ —RTUTDFIEEAETLET,

AR
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—&Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/—RKRADOEKICERTZ2T7HUY MIE., FO/—RICWT 5 sudo #EEHLH B,

o Z D Playbook #E1T¢2EENR/ — NFLIZIEBEEXNR/ — KD JIL—TH, Ansible 1 o~
YREY)=TF7AIIC)ARINATWS,

FIR

1. ~/reset-firewalld.yml 7 & D Playbook 7 7 1 L A ROAB TR L £7,

- name: Reset firewalld example
hosts: managed-node-01.example.com

tasks:
- name: Reset firewalld
include_role:

name: rhel-system-roles.firewall

vars:
firewall:
- previous: replaced

2. Playbook O#XAMEEL £,

# ansible-playbook ~/configure-ethernet-device-with-ethtoolcoalesce-settings.yml --
syntax-check

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEITEFRLTLKEIWY,

3. Playbook #Z2fT L £ 7,

I # ansible-playbook ~/reset-firewalld.yml

o FIEWR/—NTroot& LTRDIYY REEFTL, IXTOY—VEHRLET,

I # firewall-cmd --list-all-zones

BIER R

e /ust/share/ansible/roles/rhel-system-roles.firewallREADME.md
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93.RHEL Y XAF LO0—I)LA{FEAL T, FIREWALLD DEE NS 714 v V% H
ZO—AIHR— b 530OO0—hILR— MIEXT S

firewall O— /LA FHT 5 &, EHOBETRHRRA N TERENKHEILIND DT firewalld /35 X —
H—%)E—NTERETZTZET,

Ansible 3> bA—=JL/ —RTUTOFIEAEAETLET,

=S5
e IvhO—JL/—FEEENR/ —F2ERBLTWDS,
o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢Lcarybo—jb/—Kicasq4rLTw
3
o TENR/— N ADEGIERTZT7HIY MIE TD/—RIZHT % sudo HERLH %,
® D Playbook 1T 2 EERR/ — NFLIIBEERR/ — KD T IL—TH, Ansible 1 o~
YE)=TF7AIICY)AREINTWS,
FIa
1. ~/port_forwarding.yml 72 & ® Playbook 7 7 1 L = RORABRTER L £,
- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Forward incoming traffic on port 8080 to 443
include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- { forward_port: 8080/tcp;443;, state: enabled, runtime: true, permanent: true }
2. Playbook O#XAMEEL £,
I # ansible-playbook ~/port_forwarding.yml --syntax-check
DAY NIIBXZRIET BT THY . BN TEYQBREN ORET SEDTIEARL
ZEIFERBLTLCREEI W,
3. Playbook #Z21T L £ 7,
I # ansible-playbook ~/port_forwarding.yml
o EEBWREKRAMNT, firewalld FREEZRTLET,
I # firewall-cmd --list-forward-ports
[EERG L )
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1IN AT I TR

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md

9.4.RHEL X257 L0O0—)L%{EHA L /= AIREWALLD TDR— M DEIE

RHEL firewall > 2 7 40— )% FERAT2E, BEENZ 74y 2l LTA—AILT 74T D 4—ILT
R—KNERLCHD, ALT. BEFRBICHFLVEREAKGILTEEY, L&A HTTPSH—ERDE
ENSTAvIEHATBEIIICTIHILNY —VERETEET,

Ansible A bA—=JL/ —RKRTUTDFIEAEAETLET,

Gl s
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢&Lcarybo—jb/—Kicasq4rLTw
%,

o TEWR/ —NADOERIFERTZT7HTY MIFE. TD/ — NIZHT % sudo ERHLH 3,

o Z D Playbook #E1T 2EEHR/ — NFLIZIBEEXNR/ — KD JIL—TH, Ansible 1 o~
YRY=TF7AIIC)ARINATWS,

FIR

1. ~/opening-a-port.yml 72 &M Playbook 7 7 1 L = RORABTER L £,

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Allow incoming HTTPS traffic to the local host
include_role:
name: rhel-system-roles.firewall

vars:
firewall:
- port: 443/tcp
service: http
state: enabled

runtime: true
permanent: true

permanent:true 7 7> 3 VA FEAT 5 &, BREBZREHLVEREIMHREINET,

2. Playbook O#XAMEEL £,
I # ansible-playbook ~/opening-a-port.yml --syntax-check

CDAXR Y NIIBXERIETZLETTHY ., BNEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L7,

I # ansible-playbook ~/opening-a-port.yml

83



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

o EWWR/— KT, HTTPS H—ERICEHEM T SNz 443/tcp R— MAFAWVWT WS Z & = HERR
L/ i -a—o
# firewall-cmd --list-ports
443/tcp
BEEEIR

e /ust/share/ansible/roles/rhel-system-roles.firewallREADME.md

95.RHEL Y A5 L0—)L%A{#EH L 7= FIREWALLD DMZ ¥V — > D&% E

V2T LBEEIL, firewall > RFLO—I)LEFEALT, enplsO( V¥ —T7 x4 XA Tdmz V-V %5
EL., V=UANOHTTPS NS 74 vV %HFATEZET, ThIZLY., AEI—H—5 Web H—/3—
KT EATEDEIICLET,

Ansible A bA—=JL/ —RKRTUTOFIEAETLET,

Gl s
e OVINO—JL/—REBERTR . —RAEELTWS,

o TIEWR/— KNTPlaybook #R{TTEd1—H¥—¢LTcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/—RKRADEHKICERTZ2T7HUY MIE., FO/—RIZXWT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢2EENR/ — NFLIZIBEENR/ — RKDJIL—TH, Ansible 1 o~
YRERY=TF7AIIC) A RINATWVS,

FIR

1. ~/configuring-a-dmz.yml 7 & @ Playbook 7 7 1 L & RDORBETHER L £ 7,

- name: Configure firewalld
hosts: managed-node-01.example.com

tasks:
- name: Creating a DMZ with access to HTTPS port and masquerading for hosts in DMZ
include_role:

name: rhel-system-roles.firewall

vars:
firewall:

- zone: dmz
interface: enp1s0
service: https
state: enabled
runtime: true
permanent: true
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2. Playbook O#XAMEEL £,
I # ansible-playbook ~/configuring-a-dmz.yml --syntax-check

DAY NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZEDTIEAN
CEIEFRLTLEIWY,

3. Playbook #Z21T L £ 7,

I # ansible-playbook ~/configuring-a-dmz.yml

i3
qEI-I.l

o T/ —KRT, dmzV—VICHAYTZFMERERTLET,

# firewall-cmd --zone=dmz --list-all
dmz (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0
sources:
services: https ssh
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:

BIER R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md
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$F10ZRHEL Y 27 L0—)LA{EA L 7~ POSTFIX MTA D% E

postfix O—JL%ZEAT 2% &, Postfix U—EXDBEIREZ—B L THELLTE T, Postfix —E
2lE, BEVAT—REABSLVIFIEARELS SV a3 Va2 EA T Sendmail BED A —JLVERET—V T
v N (MTA) T, rhel-system-roles /Xy 77— (CId, TOYRTALO—ILESERFI AV MNEEF
nxd,

10.1.POSTFIX > AT L0—)L % FEA L 7=EAXH 74 POSTFIXMTA BEDH
;b

postfix RHEL ¥ 27 AL 0O0— /L&A L T, BERR / — NIC Postfix Mail Transfer Agent &4 >~ X h—
AR
e OYhA—JL/—REEENR/ —FZHERFBLTWS,

o TIEWHR/— KNTPlaybook #R{TTER1—H—¢&LTcarybo—jb/—Kicasq4rvLTw
%,

o TEWR/ —FADOERIHERTZT7HAVY M, ZD/ — RIIHT 3 sudo tERD H 5,

o Z D Playbook #E1T2EENR/ — NFLIZIBEEHTR/ — KD IL—TH,. Ansible 1 o~
YRY)=TF7AIIC)ARINATWS,

FIa
1. postfix O— L% E&H T % Playbook Z{ERK L £ 7,

a. ;LW YAML 7 7 1 )L (f5l: ~/postfix-playbook.yml) Z{Ef L. TF XA MIF 4 9 —THX
F9. UFICHERLET,

I # vi postfix-playbook.yml
b. relay_domains=$mydestination & relayhost=example.com Z# %% E L £,

- name: Manage postfix
hosts: all
vars:
postfix_conf:
relay_domains: $mydestination
relayhost: example.com
roles:
- linux-system-roles.postfix

c. gethostname() BA#UC L > THRINZTLEM N X1 % (FQDN) EIFELRZ KA M %
Postfix TEAT 2155 1&. 7 7 1 )LD postfix_conf: 77D T IZ myhostname /X5 X —
Y—%ZEBMLET,

I myhostname = smtp.example.com
d. RXA >&D myhostname /XT A —49—D KX A v ZERILZIHEIZ. mydomain /X5

A—45—%BMLEFT, ThUADHZEIZ. $myhostname N SRAMDIAVR—F > b %&
PRONENMERSINE T,

86


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles

$10Z=E RHEL ¥ A7 A0— )L %M L 7= POSTFIX MTA D%

I mydomain = <example.com>

e. postfix_manage_firewall: true 8z ERAL T, —"N—LEDT7 7472 #—J)LTSMTP
R—MEREETET,
SMTP BE®DR— b T#H % 25/tcp. 465/tcp. H LUV 587/tcp A BB L £9, EH ' false
ICEREINTWBIGA, postfix O—ILId 7 74 74— IVEBEBLEFEA. 774V MK
false T9,

Pz
postfix_manage_firewall ZHDHERITR— MDEBMICREINTWVWET,

R— NDHEIRICIKFERATEEF A, R— M2HIRT 235513, firewall RHEL
VAFLAO—ILEBEEFERLET,

f. BEUADR— b EFERT 515412, postfix_manage_selinux: true Z# %% E L T.
R— M —/8—_ET SELinux BISEIC T NILFIFIND L DICLET,

Pz
postfix_manage_selinux Z# 0D A&, SELinux RY) ¥ —~DIL—ILDIE

MICRESNTVWET, RUL—DOHIL—ILEHIRTEIEETEEEA,
W—ILZHIRY 23581, selinux Y27 L0 LEEREFERLET,

2. BEDA RV N —T Playbook 1T L £ 9,
# ansible-playbook -i <inventory-file> </path/to/file/postfix-playbook.ymi>
ZITIE UTFDED LAY ET,
e <inventory-file> (&1 VXY N =T 7 A JVICBEEMAFT

e <postfix-playbook.yml> (%, A3 % Playbook ICEEE# X T,

BIER R

e RHEL YZ2FALO—)LDEMIZ. RHEL AT AO0—ILDEE #SBLTLEIL,

® Ansible Automation Controller & Z D#EBEDEEM X, Automation Controller DER—T &5
BLTLEIWL,

e RHEL Y RF7AL0O—ILHIE/ — K& LT Satellite 2B % A5EDEMIL. Automating host
configuration with Red Hat Satellite and RHEL System Roles Z8H R L T X W,

10.2. POSTFIXRHEL ¥ A 57 AO—J)LD—ED L

postfix RHEL ¥ 2 7 LA 0O—JLDZE# % E L T. Postfix Mail Transfer Agent (MTA) DEREEZ A RAH T
1 XTEEY,

EXWLGREICITROEH 2HEALET, TOMDEKICDOWTIL, rhel-system-roles /Xy r—2 &
EBICA VARV INBERFaAAYMNESRLTLEIY,

postfix_conf
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ZDEHEFAL T, YR—PFINTWVWBITRTD postlix FRE/NRNTA—F —DF—FIZEDRT
ZBIMULET, 774/ bTlE, postfix_conf ICIZEIREINTLEEA,

postfix_conf:
relayhost: example.com
previous: replaced
COEHAEFAL T, BEOREEHIK/RL. 71— postfix 1 VX b—ILICBHDREEER L
9,

postfix_conf:
relayhost: example.com
previous: replaced

postfix_check

COEHH=FEAL T, postfix O—I)LZLET BR1IC. RELREZMRILT 27-DDERENRITINE
hESIHHEHRLEST, T 7 4 MEIX true TY,
PFICHZERLET,

I postfix_check: true

postfix_backup

DT A true ICREL T, BEDONY I 7y 7IE—%2 12K LZET, T 74/ MEIT false
T9,
DEIONYy 9Ty T LEX T8 UTOITY Y REAALET,

I # cp /etc/postfix/main.cf /etc/postfix/main.cf.backup

postfix_backup DfE% true ICEE L7235 4& (3. postfix_backup_multiple DEE false ICERET S
MHENHY FT,

postfix_backup: true
postfix_backup_multiple: false

postfix_backup_multiple

DLW A true ICREL T, Y1 LRY VY TIREDHREDONY Ty 7aIE—%EHRLET., T
7 #JU MEIX true TY,
BEONy o7y TAE—52RFE T3, koA REAALET,

I # cp /etc/postfix/main.cf /etc/postfix/main.cf.$(date -Isec)

postfix_backup_multiple:true 5% i€ |3 postfix_backup =74 —/N\—Z4 KL X9, postfix_backup
% FHEY 2355 L. postfix_backup_multiple:false 233 €3 2 HEHIHYET,

postfix_manage_firewall

CDEHEFEAL T, postiix O—J)L% firewall D—J)LEFEE L. R— 7V XA BELET, T
74 MTIE, ZHT false ICEREINZE T, postfix O— /LWL R— K7/ R Z2BHMNICERT
i5HEE. B % true ICRELX T,

postfix_manage_selinux

88



$10Z=E RHEL Y A7 AO0— )L %A L 7= POSTFIX MTA D% 5E

CDEHAEFEAL T, postiix O—J)L% selinux O—J)LEFHEE L. R—r7IV XA BELEYT., T
7 4 M TlE, TS false ICEREINFE T, postfix O—ILHASLR— N7 IR =HENICEET
i5AEE. B % true ICREL XY,
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ENEVRFTLO—)LAEFERAL = SELINUX D% E

selinux RHEL Y 25 A0—)LAEBL T, DY AT AT SELInUX HEREZRES L VBETEEY,

M1 SELINUX ' AT LA O—JLDBE

RHEL Y AFLO0—Jbid, EBORHEL VAT L% E—NCBEITZ—ELLZREIN VY—T (1R
IR T B Ansible A— LB LV EV 2 —ILDEE T, selinux ¥ RAFLO0—I/ILTlE. UTDEREN
AREICARY XY,

e SELinux 7—JILE., 7740V FFR M, R—h, BLOTAVICEAETZO—HILRY
V—DEBEEHEELET,

o SELinux RYY—T—JLl, Z74ILAVTFFAI R—r BLPOTAVDRE
o BEINLEI7ANELRETALIN)—TI774)AVTHFANEETLET,
® SELinux EYa—JILDEE

UTDFxRIF. selinux ¥ A7 L0 )L THRAATREGANEROBEZRLTWVWET,

ENMiselinux ¥ AFALAO0—IIVEH

CLIOREFB

selinux_policy Y=y N TOERFRLIEEHL  /etc/selinux/config @
NDtEFal) T4 —IRE%IRE  SELINUXTYPE
TER)—%ZFBIRLET,

selinux_state SELinux E— RZIYEZZFT, /etc/selinux/config ®
setenforce and SELINUX

selinux_booleans SELinux 7—ILiE%=BEMFE-I13E  setsebool
MLET,

selinux_fcontexts SELinux 774 )3V FH X b semanage fcontext
Ry EVTEBMELIFHIERL F
ERS

selinux_restore_dirs 774V RATLY)—HAD restorecon -R

SELinux SNILEETLET,

selinux_ports R—MIZSELinux INL%ZEREL  semanage port
9,
selinux_logins a1—4%—% SELinux 2—%—<v  semanage login

EVTICRELET,

selinux_modules SELinux E¥Ya—JLDA VR M— semodule
L, BE. EWb. FIZEIR
HITWET,
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BNE AT ALO—I)L %R L 7= SELINUX DRE

rhel-system-roles /Xy 7 — (2 &Y 4~ X h—J)LE 13 /usr/share/doc/rhel-system-
roles/selinux/example-selinux-playbook.yml M4 > )L Playbook I&. Enforcing E— K T¥%—4"v
FNRYD—%BETEHEETRLTVWET, Playbook (&, EHOO—HILKRY) > —DEEAEA

L. tmpitest dit/ T4 L2 MY —D 774N AVTFAMNEETLET,

selinux O—/)LZEH DML, rhel-system-roles /X\v s —Y % 4 >~ X h—)L L. /ust/share/doc/rhel-

system-roles/selinux/ 71 L 7 b ') —® README.md % 7= (& README.html 7 7 1 LA S8R L TK
72X,

RS

e RHEL YRFLO0—-ILDEHE

1M.2.SELINUX Y AT LO0—JLEFER L. BHD Y AT LA TO SELINUX 3%
EDEA

selinux VA7 L0—)LAEFERT 2 &, RIEFHA®D SELinux 58 E % #F L T Ansible Playbook % #1{& &
SUHEATEETY,

AIREH
e OV INO—JL/—REBERTR . —RAEELTWVNS,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢sLcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKRADERKICERTZ2T7HUY MIE., ZO/—RICXT 5 sudo #EEHLH 5,

o Z D Playbook #E1T¢ 2EBENR/ — NFLIZIBEEHNR/ — KD IL—TH, Ansible 1 o~
YRERY=TF7AIIC)ARINATWS,

FIR

1. Playbook Z#f® L £9, €ONSRIAT 55 rhel-system-roles /Xy 57— D—E& L TA
VA M=ILENF=HY Y TIL Playbook Z#ZE L TLEX Y,

# cp /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml my-selinux-
playbook.yml
# vi my-selinux-playbook.yml

2. FVAIZEDHE T Playbook DABREZZEEBLE Y, & AKX ROEEHTIE. AT LY
SELinux €% 2 —JU selinux-local-1.pp Z 1 Y A h—JL L THEMICLF T,

selinux_modules:
- { path: "selinux-local-1.pp", priority: "400" }

3EFEEFBFEL, TFAMITA9—%RTLEY,

4. hostl, host2 &£ U host3 ¥ X7 AT Playbook 1T L £ ¥,

I # ansible-playbook -i host1,host2,host3 my-selinux-playbook.yml

RS
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o ¥#fiE. rhel-system-roles /Xy — %1 VX h—JLL T, /usrishare/doc/rhel-system-
roles/selinux/ 7 1 L 7 k1) —& &£ U /usr/share/ansible/roles/rhel-system-roles.selinux/
TALI M) —ZSRLTLEI,

o FLvIAN—2FHE SELinux hardening with Ansible
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#1253 SYSTEMD RHEL Y A7 AA— )L %&{FEHA L7 SYSTEMD 1=y hDEHE

E12Z systebo RHEL Y A7 L40— )L =EAL /< systempo 2= b
DEIH

systemd ¥ X7 L0—)LAFEHY % &, Red Hat Ansible Automation Platform Zff L Ta=v k
774NV ETTOA L, BHOY AT L ETsystemd 2=y NAEETEEY,

systemd > X 7 A0 —)JL Playbook T systemd_units Z#H 4 ERd2&. 94—y N RATFLLED
systemd 1=v NORT—Y R%&BBTEZET, COBRIT1 723 F)—DYVAMERRLE

T &T4902aFr)—IUMN)—F, IRXR—YRKRAMNEICFEET 212D systemd 1= DR
REREREESTD L T, systemd_units THUEL, Yy RIETORKRATYy 7ELTEHFIN, O—ILH
TRTCDYIRVERTLEEOREEZ XY TFv—LZET,

12.1.sYSTEMD RHEL ¥ 25 A0 — )L DZ#

systemd RHEL ¥ A7 LAO—JLITRD ANERHZRET 5 & T, systemd P RAFLEHY—ERT
2=V —DEMEFENRAITAXTEET,
systemd_unit_files

H—4y NRAMIT7O4 TS systemd 2=y b7 71 ILEZDY A MEIBELET,
systemd_unit-file_templates

FTUTL—=RELTHROIDENH S systemd I=y R T 7M1 ILEDY) A MEEELET., ThTh
DEFNE, JinjaT Y TL—R 774 VICHIGELTWBRELAHY ET, & X

IX. <names.service 1=v k7 7 1 JLDIHE. <names>.service Jina 7Y FL— K771 ILE K
I <names.service.j2 Jinja TV L — b 77 M ILOWT NI EFERATEET, O—HILTFV L —
N7 714 ILIC JRERENATVWTVWSIES. Ansible IF&FEHRI=Zy N7 71 LB %E/ERT HIIC
EEHZHRLET,

systemd_dropins

systemd KOy A VEET 74 ILDOY R MEIBEL T, A=y M7 74 IIVICEEERLZMATIC
systemd 1= v NOEMEFZZEB FIFMRL X T,

Playbook T systemd_dropins = <names.service.conf 2% % E 9 % &. Ansible (xO—AJ)IL D
<name>.service.conf 7 7 1 L ZB{E L. BEXR / — N LICEIC 99-override.conf & L\ D ZHEID
KOy 1472740 %KL, COROY TA4 Y7714 I%ERL T, <names.service
systemd 1=y FNEZHELET,

systemd_started_units

systemd H'iE2EI T2 1=y FEDY R MEEBELZE T,
systemd_stopped_units

COEHEFEAL T, systemd MEILETZ2HRENHZ21=-v FED)AMEEBELZT,
systemd_restarted_units

systemd »*'BE#} T Z2NELNHZI1=-y NED) AN EEBELXT,
systemd_reloaded_units

systemd ') O— R 2MELNHZ1=-y hEDYRMNEIBELZET,
systemd_enabled_units

systemd »BEMICT Z2NELNHZ1=y NED) AN EEBELET,
systemd_disabled_units

systemd V"EWICT ZNEAH D1y NED) AN EEBELET,
systemd_masked_units

systemd 'Y RV §ENELNHZ1=—Y NED) AN EEBELXT,
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systemd_unmasked_units

systemd B"Y RV BRI BZMENHBI1 -y PEDY A M EIBELE T,

12.2.sYSTEMD ' AT LO—J)LA{FERA L7zsystTEMD 1=y DT 7 0O4 & {&EH)

systemd RHEL ¥ 27 L40—)L&#EAL T, 4—4 v hARAMLET systemd 2= NEBICEET 2
YAV HRITTEEY, Playbook T systemd ¥ 27 LAO—)LEHAELE L T, systemd *ED
ZYyRITFANEEEL, BEIL., BHICTEINZERELET,

AR
o HHEl/ —REEE/ —FZERBLTWDS

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&Lcarybo—jb/—Kicasq4vLTw
%,

o BIENR/—RADEMKICERTZT7HIY MIE., FO/—RIZWT 5 sudo #EREHLH 5,

o Z D Playbook #E1T¢ 2EBENR/ — NFLIZIBEEHNR/ — KD JIL—TH, Ansible 1 o~
YRERY)=TF7AIIC)ARINATWS,

FIR

L UTFToavyFryEELH LW playbook.yml 7 7 1 LEER L E T,

- name: Deploy and start systemd unit
hosts: all
vars:
systemd_unit_files:
- <name1l>.service
- <name2>.service
- <name3>.service
systemd_started_units:
- <namel>.service
- <name2>.service
- <name3>.service
systemd_enabled_units:
- <name1l>.service
- <name2>.service
- <name3>.service
roles:
- linux-system-roles.systemd

2. #7723 v:Playbook DIEX MR L E T,
I # ansible-playbook --syntax-check playbook.yml -i inventory_file
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

12.3. BE B R
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%128 SYSTEMD RHEL Y A7 40— JLA{EHA L/ SYSTEMD 1= v hDEE

e ansible-playbook(1) ® man R—<
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BI3ERHEL YR FALO0—)LAFERLAAOX Y TDETE
AT LEEEIE, Logging Y AT LO—I)LEEAL T, RHEL KRR b EOFX Y JH—n"—& LTEE
L. Z<DISATY RN RTFADSOVERETEET,
13.1. LOGGING > A 7L O—)J)U

Logging ¥ A7 LAO0—I)VAEAT2E, O—ALBLICYE—PMNRAMIOF VIR EET SO TS
F9,

Logging ¥ A7 LO0— L% 1 DUEDY XA T AICEAT 3121, Playbook TOFX v VR EEZEERL F

9. Playbook (&, 12l ED play D) X kT, Playbook (£ YAMLTER TRIRI h, AHLHIFETE 2

EIITR>TWET, Playbook MEEfIL. Ansible K¥F 1 X > k® Working with playbooks 2588 L T
I,

Playbook ICIED TERET BV AT LDEY ME, 41 IRV M) =T 74 TEEINET, 1 IRV
MY —DERMS L OMERICET 25MI&. Ansible K& 2 X~ b ® How to build your inventory &8 L
TLEXTWY,
AFX>Jy)a—ravik, OJEEROOX Y THAE5HAMBPEROAEEZRELET,
fEzE OF VIV RTLEBUTOANEZITRE I ENTEET,

o O—AILT7A4I

e systemd/journal

o Xy hNTJ—/ EOROOFY T RT A
IS, AF VIV RATATIRUTEHATEET,

o NarllogT 1 L2 MNY—DO—ALT 74 NIREIhTWEOY

® CElasticsearch ICEEIN/zOY

o HOOFV IV AT AICEEINIOY
Logging > AT LO—ILTk, >FVFICEDETALENEZHAEGDOEZIENTEIET, L& X
i, journal ’SDAANEO—AILDT 7AIICRFELDDE, BHOT7 74 ILHOFHRAAATEAN %
MOOFXY IO AFLIKEELTZOO—ALOOT 774 IVICRETZLHICOF VIV ) a—2 3
VERETEET,
13.2.LOGGING ¥ A T LO—I)LD/INT A —4H —
logging > A 7 /40—l Playbook Tld. logging_inputs /X5 X —4% —TAH%. logging_outputs /\
FA—4H—THHN%, ZLTlogging_flows /X5 X —4 —TAANEHENDOEFR%EEHRLFJ. Logging

VAFLO—)i, OF VTV RTFLDBMBEAS T a v T, LEBOTHAENELET, BSIELE
FR— NEBAEMICT R EETEET,

pa 23]
IRE. Logging ¥ AT LAO— )L CRIAABERK—DOF Y I X T Ll Rsyslog TY,

e logging_inputs: A¥ >V Ya—23vDAAY R K,
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FI3BRHEL Y A7 AO0—)LAEFEHEALEZOX Y TD

X5

o name: AID—EDEHI, logging flows TDER: AA) X b LVTEM I N7z config
T77ANED—HTHERAINETT,

o type: ANEFRDHY A 7, type . roles/rsyslog/{tasks,vars}inputs/ DT 1 L 7 ~!)—%
RIS T 2920894 THIBELES,

® basics:systemd Vv —FILFEIE unix VI Y RHDSDANEERET B AN,

e kernel_message: true ICEREINTWBIHBEIC imklog ZFAAHE T, T 74
& false TY,

e use_imuxsock: imjournal TlZ7: < imuxsock #fFH L £9., 77 # /L b false
T9,

o ratelimit_burst: ratelimit_interval HICH AN TEZ A vy E—YDHRAK
#, use_imuxsock 7" false DZ&E. T 7 #JL b T 20000 ICEREI N ZF
¥, use_imuxsock 7 true DIZE., T 74 N T 200 ICEREINF T,

e ratelimit_interval: ratelimit_burst % ;1fi 9 % @, use_imuxsock 7' false D5
B, T7A4IKNT600MITEREINZE T, use_imuxsock A true DIFE. 77 #
JIWETOICEREINET, OlL—MHIRAA 7 THEZZEERLET,

e persist_state_interval: ¥ v+ — 7L DIREE(IZ, value X v E—Y T EICKHFHEI N
9, 7724 ME10TT, use_imuxsock 7 false DIFEDH, BT,

m files O—AL T 71 LUDSDANERET DA,

® Remote: %Y N 7— VAN L THOOF Y IO AT LNLDANERET AN,
o REE:FRTET 71 ILDIKEE, present 7=iL absent, 77 #JL b i& present TT,
logging_outputs: OF¥ > /Y1) a—>3vOHEAYI R K,
o filess A—ANLT7 7M1 I~DHA%EFZRET DH A,
o forwards: BlOOFX > IS RTLANDHAEERET HHE N,
o remote_files: BIDOF >V I AT LDLDOHAZO—HILT 74 IVIERET HH.

logging_flows: logging_inputs & & U* logging_outputs OE %A E&HT 2 70—0DY R
h. logging_flows ZHUIZLLTAEENF T,

o pame: 7 O—ND—E D&,
o inputs: logging_inputs ZD{ED ') X k~,
o outputs: logging_outputs ZDED ') X k,

logging_manage_firewall: true IC5%E 9 % &, logging 0 —JL (3 firewall O—JL &AL T,
R—MN7 IR ZEENICEELIT,

logging_manage_selinux: true (3% E 9 % &. logging O— /L& selinux O—J)L %R L T,
R—KT7OER=BHNICEERLET,

fit

BIER R

e rhel-system-roles /XY 57— TA VA M—)LINFERFa AV b
(/usr/share/ansible/roles/rhel-system-roles.logging/README.html)
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13.3. 0— A )LD LOGGING > AT LA O—)LDiEA

Ansible Playbook ##{# L TERB L., o~y vicOxy sy ) a1—vaveERELET, &YV Uid
OJ%0O0—AILICEHRLET,

=50

® Logging VAT LO—ILERET 2 BENR/—FR1D2UEADTI/ERABLUVIR—3 v 3
Vo

e OAvhO—IL/—FK (ZDYRFTLH S Red Hat Ansible Core (MDY A7 L%EFEKE) NDT ¥
EXABLUVNRN—=3vvay,
drvbdO—J)b/—RTIE.

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —IDNA VA h—)LINTW
%,

BF

RHEL 8.0-8.5 Ti&, BID Ansible Y RIS Y —~ADT7 I L RAELZBEINTE Y,
Ansible = ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 > a1—7 4 )71 —. docker *
podman REDIARI Y —, TSTAVEET1—IDNELEETNTWVWET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIF. FTLYIR—RDT7—FT 414 JIIEEE
How to download and install Red Hat Ansible Engine &R L T 72X W,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X 7 — & L TRMH) AAEA
IhF LAk, TNICE Ansible AYY RSA42A—FT4UFT4—, ATV R, BLVE
M1 Y Ansible 75714 Dty MAEENTWET, RHEL (X, AppStream ') RY
M)—ZNLTZONRNy r—Y%RHL, YR— FERIZRENTY, FMICDWT

&, FL v R—=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories Z#ZMR L T 72X Ly,

o YR—UR/—RARBHINTVWEA YRV M) =T 7ML DH B,

5T

T7O4 XY MFICY R T LO— LD rsyslog &4 > 2 h—JL 9 %728, rsyslog /v
T—U%AVAMN-LTEIREBEEDHY TEA

. RELO—-IL%EEET % Playbook Z#/ERK L £ 7,

a. FILWYAML 7 7ML AERHR L., ChETFARNITAY—THETET, UTICHIETRL
i’g—o

I # vi logging-playbook.yml

b. LTORBTZHEALIT,

- name: Deploying basics input and implicit files output
hosts: all
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FI3BRHEL Y A7 AO0—)LAEFEHEALEZOX Y TD

roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: system_input
type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

2. BEDA RV N —T Playbook 1T L £ 9,
# ansible-playbook -i </path/to/file/inventory.ini> </path/to/file/logging-playbook.ymi>
ZITIE UTFOEDICRYET,
e <inventory.inis> (. 1 YRV N =T 7M1 JVICBEEH]ZIZ T,
e <logging_playbook.yml> (&, £ % Playbook ICE XX ¥ 7,
MREE
1. /etc/rsyslog.conf 7 7 1 ILDEXZTAMLET,
# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.

2. VAT LDNATICA v E—Y %X EBELTWHI L ZHELET,
a. TAMNAYwE—UARZEELZET,
I # logger test
b. /var/log/messages 07 ZXR AL F¥J, UTFICHZRLET,

# cat /var/log/messages
Aug 5 13:48:31 <hostname> root[6778]: test

<hostname> (Z0 54 7V N RATLDKRANGICBEMZF T, OV, logger O~

YREAALEA—Y—D1—H—Z (ZDFEE root) "EFNhTWVWBZ EIERELTK
Ve Y A

13.4. 0—AIDLOGGING VAT ALAO—)LTOOTDT4ILEY ) VT

rsyslog 7ONRT 1 —R—AD T4 INF—%£ &0 % T Y—F50FX0 7Y )a—>avEeET
TO4TEEY,

AR

X5

fit
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® lLogging VAT LO—IEFZRET 2 BENK/ —R1DOUEADT I/ EABLUVNRN—3I v 3
Vo

e OAvbhO—I/—FK (ZDYRFTLH 5 RedHat Ansible Core (MDY A7 L%EFEKTE) NDT ¥
EXABLUVNRN—3vvay,
drvbsO—J)b/—RTIE.

o RedHatAnsible Core &’/ Y XA h—JILINTW3,
o rhel-system-roles /Xy 57— N4 VA h—ILINTWB,

0o IX—YK/—KABEINTLVEA YRV NY—T7 A LDBB,

R

T70O4 XY MFIZYRTLO—)Lh rsyslog 1 Y A h—ILF %72, rsyslog /XY
F—2%AVRAMN—ILTE2REEHY FE A

¥R
L UTFOREBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- name: Deploying files input and configured files output
hosts: all
roles:
- linux-system-roles.logging
vars:
logging_inputs:
- name: files_input
type: basics
logging_outputs:
- name: files_output0
type: files
property: msg
property_op: contains
property_value: error
path: /var/log/errors.log
- name: files_output1
type: files
property: msg
property_op: "lcontains”
property_value: error
path: /var/log/others.log
logging_flows:
- name: flow0
inputs: [files_input]
outputs: [files_outputO, files_outputi]

CODEREEFEHAT D E. error XFEINEESL X v E—U1E$ T /var/log/errors.log IC R8RS
n. TOHBDA Y E—T1E9F T /varlog/others.log ICEESFRI N E T,

error 7ONRF A —DEIXT ALY ) VT EIXFINNCEZIRZIDZENTEET,

REICEDETCEREZEETEIT,
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2. #7723 v:Playbook DIEX MR L E T,

I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

WREE
1. /etc/rsyslog.conf 7 7 1 ILDEXZTAMLET,

# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.
2. VAT LN error XEFEET A v E—VEOJICEE L TVWR I EAERLET,

a. TAMAwE—VEEFLET,
I # logger error

b. AF®D & S (T /var/log/errors.log O 7 %=X RxLE T,

# cat /var/log/errors.log

Aug 5 13:48:31 hostname root[6778]: error
hostname (37 A 7Y N AT LADKRAMNZICEZI#|AEFY, AOJICIE. logger ATV
REAALA—H—D1—H—Z (ZDFEE root) "EFNTWVWB I EITERELTLE
T LY,

RS

e rhel-system-roles /XY 5 —Y TA VA M—)LINFRFa AtV b
(/usr/share/ansible/roles/rhel-system-roles.logging/README.html)

13.5.L0GGING ' AT LO0—J)LEFRALAZ)E—bOX> oY )a—3200
1E A

LUFDOFIEICH > T, RedHat Ansible Core Playbook ##fg& L O&EB L., VE—bOFV IV 21—
avERELEYT, D Playbook Tlk, 12U EDY 54 7> b H systemd-journal 75 0O 7 % Y
BL. VE—MY—N—(l&XLE T, ¥—/ =L, remote_rsyslog & & U remote_files n*5 ') €—
PAAZEZFEL, YE—FMRAPMEILE > TR T ONAETAL I N)—DO—ALT74)LICOT %
HALFET,

AR
® Logging VAT LO—IEFZRET 2 BENK/ —RF1DOUEADT I/ ERABLUVNN—3I v 3
Vo

e OAvhO—I/—FK (ZDYRFTLH S RedHat Ansible Core 1D A7 L&FEKE) ~NDT ¥
EXABLUVNRN—3vvay,
drvbsO—J)b/—RTIE.
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o ansible-core /XY 7 — 28 L U rhel-system-roles /XY 5 —I B4 VA b—=)LINTW
%,

0o IX—YK/—RABEINTLVEA YRV MI—T 7 LDBB,

pa

T70O4 XY MFIZYRTLO—)Lh rsyslog 1 Y A h—ILF %72, rsyslog /Xy
F—2%AVRAMN—IULTE2REEHY FE A

FIg
. RELO—-IL%EEET % Playbook Z#/ERK L £ 7,

a. FILWYAML 7 7ML AERH L., ChETFARNITA Y —THEET, UTICHAETRL
i-g_o

I # vi logging-playbook.yml

b. MTFTORBZT7 7 A IVICHEALET,

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- hame: remote_udp_input
type: remote
udp_ports: [ 601 ]
- name: remote_tcp_input
type: remote
tcp_ports: [ 601 ]
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: flow_0
inputs: [remote_udp_input, remote_tcp_input]
outputs: [remote_files_output]

- name: Deploying basics input and forwards output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: forward_outputO
type: forwards
severity: info
target: <host1.example.com>
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udp_port: 601

- name: forward_outputi
type: forwards
facility: mail
target: <host1.example.com>
tcp_port: 601

logging_flows:

- name: flows0
inputs: [basic_input]
outputs: [forward_output0, forward_output1]

[basic_input]
[forward_output0, forward_outputi]

<host1.example.com> (FOF > JH—N—ICEEZHWA XY,

y 3!
AN BEIZIGE LT, Playbook DINFZA =8 —%BEETBHIENTEZXT,

gk

H
[=]

OFyTyYa—vavid, $—NR—FEEI5AT7Y N RTLD

SELinux R —TEEIN, 7747 04— ILTHRHBRINALER—b
TULHIEREELFEF A, T 740 MO SELinux R —ICid, R— b
601, 514, 6514, 10514, 8LV 20514 AEFENF T, BDOR— hEfE
BT2ICE. 75AT7 VN RATLABLVY—N—VRFAT
SELinux R ¥—%%E&E LET,

2 Y=N=BLVIFATY M )RAIRTT ARV MY =T 74 IVEERLET,
a. HLWI 7MLV EEHRLTTFRANITA Y —TCHZET, UTFICHAlERLET,
I # vi <inventory.ini>
b. MTFDOAVFUVEA VYRV N =T 74 ILICEALZET,

[servers]
server ansible_host=<host1.example.com>

[clients]
client ansible_host=<host2.example.com>

ZITE, UTFOESICRY FT,
e <hosti.example.com> (FOF >V JH—N—|CEXH|MZFT,

e <host2.example.com> (FOF¥ V7V 54 T7Y MIBEEHMAET,

3. 41 RV N —TPlaybook #£1TL X7,
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I # ansible-playbook -i </path/to/file/inventory.ini> </path/to/file/logging-playbook.ymi>
I T UUTFOLDICRY FT,
e <inventory.ini>_ (34 YRV N =T 7 JJLICEZHMAF T,

e <logging-playbook.yml>_ (F{ERK L 7= Playbook ICE X#: 2 ¥ 7,

L 9347V MY —N—=2 T LDEAT, letc/rsyslog.conf 7 7 1 IILDEXZT A ML E
ER

# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

2. VATV RN RT LAY —N—[IA v -V %X EFETHIE2HRLET,
a. VATV MY RATLT, 7AMXyvE—V%EELET,

I # logger test

b. #¥—/X—< X7 LT, /var/log/<host2.example.com>/messages 07 =&~ L £9, JRIC
BlzRLET,

# cat /var/log/<host2.example.com>/messages
Aug 5 13:48:31 <host2.example.com> root[6778]: test

<host2.example.com> (&, V54 7Y M AT LDKRAMRICEEHRA TS, OJICIE,
logger ARV REAALAEI—HY—DI1—H—Z (ZDHFEIE root) "EFNTWVWB I &I
FRELTLCEIY

BEEER
® RHEL System Roles #{fH$ 27 DHIE / — N EBENR / — NO%EfRF

e rhel-system-roles /XY 5 —Y TA VA M—)LINFERFa AV b
(/usr/share/ansible/roles/rhel-system-roles.logging/README.html)

e RHEL Y25 LA0—)L DF Ly IR—2EE

13.6. TLS TD LOGGING ¥ R T LO—)LD{FEH

Transport Layer Security (TLS) (&, AV E1—49—Xy N7 =V L TEF a1 7RBEEZABEICT 5720
ICERET SN BESE70O I TY,

EEEIL, logging RHEL ¥ X7 L4 0—)L%fEMA L. Red Hat Ansible Automation Platform % {f L 7=
X AT ROVEGEEERETCEET,

1361 TLSAFRHL/7S54 7> hOxX Y TDE
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logging >~ X7 L0 —J)L%Z D Ansible Playbook Zf#FB L T. RHEL 754 7Y hTORF VY T %HRE
L. TLSEStEFERALTYE—MNOF VI RATAICOVEGETEET,

CDFIETIE, WBBEABEZEFEK L. Ansible 1 YRV N —DISATY N TIL—THRDITART
DRAMITLS 2R ELZF T, TLS A RINIE, XAy E—IUZEEEESEL. XY NT7—JHT
ORI EELET,

pa )

SFBAZ A ERR T 7= IC. Playbook T certificate ¥ 27 40— )L MU THELH Y
Ft A, logging v AT ALAO0—)LIEINEBENICECHELET,

CAMNERINAIBAZICELTEDLHICTBICIE,. BENR/ — KA I1AM RX AV
ICEBEINTWEIRELHY £,

AR
o TLSARETZEEHEK/ — KT Playbook DEITHERN 5 5.
o YRX—UR/—RAAVIO—IL/— KDL YRV N —D 7 LICBHINTWS,

e ansible /Xy 7 — 8 LU rhel-system-roles /Xy oy —o N2 vO—J)L/ —RIZA VA M=)
IhTW3,

o TIEWR/—KDIAM RXA VICEFINTWDS,

o TEWR/—NETRETZOFXFYITH—/N—HDRHELO2 LIEAEZEITL. FIPS E— KAEW
ICR > TWBIHE. 754 7> bH Extended Master Secret (EMS) ¥iaRIERE R HR— b L TWL
Zh, TLS13AFEALTWS, EMS AR L AW TLS 1.2 #Efmid kL £9, s8MiIE. L v
INR—AMEEE TLS extension "Extended Master Secret” enforced S L T 72X W,

¥
1. LTFOREEET playbook.yml 7 7 1 L EER L £ T,

- name: Deploying files input and forwards output with certs
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_ certificates:
- name: logging_cert
dns: ['localhost’, 'www.example.com']
ca: ipa
logging_pki_files:
- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem
logging_inputs:
- name: input_name
type: files
input_log_path: /var/log/containers/*.log
logging_outputs:
- name: output_name
type: forwards
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target: your_target_host
tcp_port: 514
tls: true
pki_authmode: x509/name
permitted_server: 'server.example.com’
logging_flows:
- name: flow_name
inputs: [input_name]
outputs: [output_name]

Playbook (FEATD/IRS A =4 —%FHALET,

logging_certificates

ZDIRT A =4 —DfEIL. certificate O — )LD certificate_requests (JE I, FEE &S
BREDERICERINET,

logging_pki_files
CDNFA—F—%EATZE, TLSICHERAT 2 CAl SEAE. BLUVRBI 7M1 ILEZRERT
2HDICAOF VI THERTEZNNREZTOMDEBE (M TNRNFTA—4—
ca_cert. ca_cert_src. cert. cert_src. private_key. private key src. & & U'tls TIg
E)ERETEET,

R

logging_certificates #{FHA L Ty —7 v N/ —RIZT 71 IV EERT %35
&%, ca_cert_src. cert_src. & &£ private_key src ZfFH LARAWVWTLK
IV, INhbiE, logging_certificates IC& > TERIN TWARWT 74 )L
DOAE—ICHERAINET,

ca_cert

=Yy N/ —REDCAFIBAE 7 7M1 ILADNIRRERLET, T 74/ bDNRRF
letc/pkiltls/certs/ca.pem T, 7 7 A LR I—HF—DRELZF T,

cert
=y N/ —REDIAET 7 A INADRRERLES, T 74 MD/RARIF
letc/pki/tis/certs/server-cert.pem T, 7 7 A L &ZIE1—F—HDEREL X T,

private_key
=Ty N —RLEOMBRI7AINADIRRAERLET, T74ILbD/RRIE
letc/pki/tls/private/server-key.pem T, 7 7 (L& IEI—HY—DERELX T,

ca_cert_src
=47y NRAMD ca_cert TEHEEINLBMAICIE—INS, I hO—J)L/—KRLED
CASIBRE 7 7 1 L~D/RA %KL T, logging_certificates %A 2H51E. h%
FRALAVWTCEIW,

cert_src
=7y bRZ LD cert THREINAHBAICIE—IN%, J¥ bO—JL/— N LD
E7 74 ~DIRRA%FKLZET, logging_certificates % FH T 2H551E. ChEFRALA
WTLEILW,

private_key_src
% —%45v NRZ MO private_key CIEEINBAAICIE—3N3, avhO—JL/—KLE
DMBEHET 74 IL~D/IRA %KL ET, logging_certificates A3 21551E. ChEE
ALBRVWTLEIWN,

tls
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X5

CDINTA—=F —%true ICERET D&, 2y M=o LA EFa7ICEEINE
T, EXaT7RSyNRN—DRELWNGEEI, tls:false ICERELE T,

2. Playbook O#X AL £,

I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file playbook.yml

BEfEI

® Requesting certificates using RHEL System Roles ,

13.62.TLSAFHLAY—"—OFX 2V JDEE

logging & 2 7 L0 — )L %Z D Ansible Playbook Zf#f L T, RHEL ¥ —/X—TORAFV J%E&RE L.
TLSHESEEFERLTYE—MOF VIO RTLADLOT2ZETILDICEETEET,

CDFIETIE, WBBEMBEZEEFEK L. Ansible 1 YRV MY —DH—NR—F)L—THRDTRTDKR
AMITLS#FZELE T,
= -1o)

SFBAZ A ER T 5 7-IC. Playbook T certificate ¥ 27 40— )L UHTHELH Y
Ft A, logging ¥ ATFALAO0—)LIEINEBEMICECHELET,

CADMERRINEIBAZICEL T D LDICTBRICIE. BENE ./ — KA IAM RX A >
ICEBFEINTWEIRELHY £,

AR
o TLSARETZEEHEK/ — KT Playbook DEITHERN 5 5.
o YRX—UR/—RAAVIO—L/— KDL YRV N =D 7 LICBHEINTWS,

e ansible /Xy 5 — 8 LU rhel-system-roles /Xy y—o N2> vO—J)L/ —RIZA VA M=)
IhTW3,

o TIWR/— RN IAM KX A VICEFEINTWDS,
o BEWR/—FNETRETZOXYITH—/NN—HARHELI2LIEZEITL. FIPS E— RHEH
ICR > TWBIGE. 754 7> b Extended Master Secret (EMS) ¥iaRIERE R HR— b L TWL

Zh. TLS13ZFAHLTWS, EMSZFRALARWTLSI12 #EHIXKM LU F 9, ¥, 7Ly
IR—ZADMEEE TLS extension "Extended Master Secret" enforced &ML T I L,

¥R
1. MTFOREEED playbook.yml 7 7 1 L EER L £ T,

- name: Deploying remote input and remote_files output with certs
hosts: server

fit
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roles:
- rhel-system-roles.logging
vars:
logging_ certificates:
- name: logging_cert
dns: ['localhost’, 'www.example.com']
ca: ipa
logging_pki_files:
- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem
logging_inputs:
- name: input_name
type: remote
tcp_ports: 514
tls: true
permitted_clients: ['clients.example.com’]
logging_outputs:
- name: output_name
type: remote_files
remote_log_path: /var/log/remote/%FROMHOST%/%PROGRAMNAME:::secpath-
replace%.log
async_writing: true
client_count: 20
io_buffer_size: 8192
logging_flows:
- name: flow_name
inputs: [input_name]
outputs: [output_name]

Playbook (FEATD/IRS A =4 —%FHALE T,

logging_certificates
ZDIRT XA —4—DEIL. certificate O — )LD certificate_requests (JE I, FEiE &S
BREDERICERINE T,

logging_pki_files
CDNFA—=F—%EATDE, TLSICHERAYT 2 CA iHRE. BLVPRBI 71 ILEZRRT
2HDICAOF VI THERTEZ/NNREZTOMDEE (M TNRNFA—4—
ca_cert. ca_cert_src. cert. cert_src. private_key. private key src. & & U'tls TIg
E)ERETEET,

R

5 logging_certificates #{FHA L Ty —7 v N/ —RIZT 7M1 IV EERT %35
&l&. ca_cert_src. cert_src. & &£ private_key src ZfFEH LAWVWTLK
IV, INnbiE, logging_certificates IC& > TEHRIN TWARWT 74 )b

» DIAE—ICFERAINIT,

ca_cert

=Yy N/ —REDCAFIBAE 7 7M1 ILADIRRERLET, T 74/ bDNRRE
letc/pkiltls/certs/ca.pem T, 7 7 A LRI —HF—DRELZF T,

cert

108



FI3BRHEL Y A7 AO0—)LAEFEHEALEZOX Y TD

X5
wit

=Ty N/ —RLEDIAET 7 A IWADNRRERLET, T 74 MD/RARIF
letc/pki/tis/certs/server-cert.pem T, 7 7 A L ZE1—F—DERELZX T,

private_key

=Ty N —RLEOMBRI 7 A INADIRRAERLET, T74IL bD/RRIE
letc/pki/tls/private/server-key.pem T, 7 7 ()L AIEI—H—DERELX T,

ca_cert_src

Y=y NRZA D ca_cert THESINAGAICIE—ShNS, A bA—IL/—RED
CASIBRE 7 7 1 L~AD/RA %KL T, logging_certificates AT 2H51E. h%x
FRALAVWTCREIW,

cert_src

H—7y NRZAMD cert TIREINALBAAICIE—IN3, J¥ bO—JL/— K LD
E774I~DIRRA%EFKLZET, logging_certificates % FH T 2H551E. ChEFRALA
WTLEIW,

private_key_src

& —4w NRZ N private_key THEINABAICAE—3NB, v hO—IL/—RE
DMBEHET 71 IL~D/IRA%KLZET, logging_certificates AT 2H51E. ChEE
FALABWTLEIW,

tls

CDINTA—=F—%true ICERET D&, 2y M=o ETcOAEFa7ICEEINE
T, EXaT7RSyNRN—DRELWNGEEIX, tls:false ICERELE T,

2. Playbook O#X AL £,

I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file playbook.yml

RS

® Requesting certificates using RHEL System Roles ,

13.7.RELP TDLOGGING > AT L O—)LD{EA

Reliable Event Logging Protocol (RELP) &i&, TCP ®v D=V %FHT 2. T—9 & Avt&—>0O
FUTADRY NT—=F77ORINDIETT, ANV MAYE—VZREEICEFETHDT, XV
-V OBRIIFINBVWRIETCHERATEET,

RELP OXfEMIIZa~v Yy fEXTcO/ TV M) —%85X L. ZEAIFNEBRICHEEIGELE Y., RELP
&, —BMERDEZOIC, EEEINZOATR Y RTEICANS Y I a3 VvESAREL. BEXyvE—Y
DEBELEY,

RELP Client & RELP Server ®f&IC. VE—MOAX VIV RTFTLERE TR ENTEET, RELP
Client i) E—bAOFXF VIV RFALICOY AEEL, RELPServer i3 E— hOFXF VTV AT LD DE
FEXxnfzIRToOJ7%==ZI7ERY £9,

EEEIL logging Y A7 LO0—)VAFERALT, OJITY MY —DHBEIEZEINZ LS ICOFXF VTS
AT LERETDIENTETET,

13.71.RELP 2R LS54 7> hOXV TDERTE
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logging Y 257 LA0—)LAFRALT, O—ALIIVICOYT4 Y LTWBRHEL Y AFATAOFX Y V%
FZ7E L. Ansible Playbook #%£47 LT, AY %2 RELP CY E— M NOF VIV R T ALILEGEETEE T,

ZDOFIETIE. Ansible 1 ¥R M) —D client V)L —TADLKE X MIRELP 258 %E L £9, RELP
FXE (L Transport Layer Security (TLS) Zf#H L T, XvE—YXFzESL. *vy NT7—JHET
OV ARSICEELE T,

AR
® RELP ZRET HEENR / — N T Playbook DEITHERN % 2,
o YXR—YR/—RPparhA—I/—RDA IRV N)=T7A4IICEEHIN TN,

e ansible /Xy 7 —< 8 L U rhel-system-roles /Xy 7y —I A2 hO—J)L/ —RIZA VA =)L
IhTW3,

¥
1. MTFOREREET playbook.yml 7 7 1 L EER L £ T,

- name: Deploying basic input and relp output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- hame: basic_input
type: basics
logging_outputs:
- name: relp_client
type: relp
target: logging.server.com
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/client-cert.pem
private_key: /etc/pki/tls/private/client-key.pem
pki_authmode: name
permitted_servers:
- ".server.example.com’
logging_flows:
- name: example_flow
inputs: [basic_input]
outputs: [relp_client]

Playbook I&., U TFDEREAFERAL X9,

o target: ) E—NOF VI RTLIPBHBLTVWEKRRAMNEEIBET Z2MNB/INTA—FH—T
-a—o

o port VE—PMOAFVIIRTLDNY YAV LTWEBR—MNESTY,
o TLS: Xy b7 —/LtTOV%EFaT7Il&EELET, EFa 7RSS YN—DRERWNGE

. tiIsZTH % false ICRELE T, T 74N MTIEtIs /85 A—F — (T true ICBEINZE
I, RELP 2#{FH T 258 ICI38/RES LN LY b
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BI3TERHEL YR 7 AO0—LEFALLOFX Y /D
{ca_cert. cert. private_key} ¥ {ca_cert_src. cert_src. private_key src} A’HET
ER
o {ca_cert_src., cert_src. private_key src; D) FL v NEERET D E. T74IL b
DGR (/etc/pkiltls/certs & /etc/pkitis/private) A, I hO—JL/ — KBS T7 74 )L

ZEET DO, BENKR/ —FOEEE LTERINIT, JDHE. 771 L4&IR
N)TLy hOTOEZFERLTY,

o {ca_cert. cert. private_keyt M) L v AREINTWBIHEIF. 770/LEOF
VIBREDFNCT 74V MDNRRAICBEEINTWBRHELNHY £T,

o NYZLy NOEANREINTWBIFAICIK, 77/ )Favyba—IL/—Roa—
HILDNRANSLEERR ) — ROEED/INAANGEEINT T,

e ca_cert CASEFAEAD/XREZXRLF T, T 7 4L bD/YR X /ete/pkiltls/certs/ca.pem
T, 7274 0&RI—HY—DRELET,

o certiIAAZADNRREXRLZFT., T 74/ ~D/IRIL /etc/pkiltis/certs/server-cert.pem
T, 7274 0&RI—HY—DERELET,

e private_key: ThEBRAD/NINXEKXKLF T, 77 4L ~D/IR L /etc/pkitis/private/server-
key.pem T, 7 7ML ZIF1I—H—DEELEXT,

e cacertsrc:¥—4 Y MRAMIOE—INZO0—AI CAGERRE 7 7M1 ILIXRERLE
9, cacert ZI/EL TWBIHFEIF. TOHBFAICIE—INZET,

o cert src: ¥ —4 'y NERAMIOAE—3N2O0—HIWVERET 7M1 IR ERLET, cert
ZIEEL TWRHEICIE. ZORENBMICIE—INET,

e private_key src: O—AHINF—T7 74 IR2AERLET, ThiFy—4v bRZAMI3
E—XN X ¥, private_ key %35 L TW2IHEIE. TOGMRICOE—INZET,

e pki_authmode: name 7z fingerprint D3I E— RAFRATE XY,

e permitted_servers: OFX > 7V 547V M, TLSRATOERS L VOO T EEEFHFTT
2H—N—DY Rk,

e inputs: OFX Y JANT4 023+ )—DYRK,

outputss ¥V JHAT 1423+ )—DJ R K,

2. #7723 v:Playbook DIEX =R L F T,

I # ansible-playbook --syntax-check playbook.yml

3. Playbook #%21T L £ 9,

I # ansible-playbook -i inventory_file playbook.yml
13.7.2.RELP Z A L = —\—0O J DERE

logging ¥ A7 L0—J)LEFERA LT, RHEL VA7 L0074 V&Y —N—E LTHREL. Ansible
Playbook #%4T L CRELP T E— M AF VI AT LHDSLOTEZETEET,

m
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LLFOFIETIX. Ansible 1 Y RY N —D server 7 IL—THDLIKRAMIRELP 2% E L F T,
RELPEREIX TLS AR LT, XvtE—YEEFAESEL, Xy M7 —I2RRHATAOZLZLICEELE
-a—o

(=S
® RELP Z%ET HEENR / — N T Playbook DEITHERN % 2,
o YRXR=YR/—=RPAVMO—IN/—RDAI YRV IM)=T 7/ ILICERBIN TV,

e ansible /XY 7 —2 5 LU rhel-system-roles /Xy o —o N2 vO—J)L/ —RIZA VA M=)
IhTW3,

¥
1. MTFOREEET playbook.yml 7 7 1 L EERHR L £ T,

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: relp_server
type: relp
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/server-cert.pem
private_key: /etc/pki/tls/private/server-key.pem
pki_authmode: name
permitted_clients:
- "example.client.com'
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: example_flow
inputs: relp_server
outputs: remote_files_output

Playbook I LA T D EEFARAL 9,
o port VE—PFAFVIIRTLDNY YAV LTWEBR—MNESTY,

o TLS: Xy N7 —/EtTOV%EFaTICERELET, EFaT7RITYN—DURELWVGE
&, tis E# % false ICERELE T, T 7AW KNTIE S /ST A—F =L true ICREINZE
I, RELP 2 {FH T 258 ICI38/RES LN LY b
{ca_cert. cert. private_key} ¥ {ca_cert_src. cert_src. private_key src} AHET
ER

o {ca_cert_src., cert_src. private_key src; D) FL v NEERET D E. T74IL b
DA (letc/pkiltls/certs & /etc/pki/tis/private) A, O~ hO—J)L/ — KNS T7 74 )b
HERIET B7-H. BEENR/—RKDEEE LTHERINET, OHFE. 7714IL4AIE
N)ZLy hOTOEZRIERALCTY,

12



FI3BRHEL Y A7 AO0—)LAEFEHEALEZOX Y TD

X5
wit

o {ca_cert. cert. private_keyt h') L v A REINTWBIHEIE. 770/LidOF

VIBEDRICT 74 MONRRAICEEBEINTWBRELHY T,

o NYZLy NOEANREINTWBIFAICIK, 77/ )Favyba—IL/—RoOo—

AIVDNRZADNSEERR — ROBFED/INAANEGEINET,

e ca_cert CASEFAEAD/RREZKRLF T, T 7 4/ bD/YRIF /ete/pkiltls/certs/ca.pem

T, 72740 EIF1—H—HIEZELZXT,

o certiIAAZADNRREZXRLZFT., T 74/ ~D/IRIL /etc/pkiltis/certs/server-cert.pem

T, 72740V EIF1—H—HIEZELZXT,

e private_key: ThEBRAD/NNREKLF T, 77 4L ~D/XR L /etc/pkitis/private/server-

key.pem C. 774 NEZIE2—HF—DERELZXT,

e cacertsrc:¥—%4 Y MRAMIOE—INZO0—AI CAGERREZE 7 7M1 ILIXRERLE

9, cacert ZIEL TWBIHFEIF. TOHBAICIE—INZET,

o cert src: ¥ —4 vy NERAMIOAE—3N2O0—HIWVHERET 71 IR ERLE T, cert

ZIEEL TWBIGEICIE. ZTOMBEENGMICOIE—INET,

e private_key src: O—AHINF—T7 74 IR 2AERLET, ThiEFy—4 v bRZAMI3

E—Xh %7, private_ key ZiEE L TWBHHIE. TOHBMICOAE—INZET,

e pki_authmode: name 7z fingerprint D3I E— KA FRATEZ Y,

e permitted_clients: OFX >~ J/H—N—ATLSRETOERS L POV EEELHFTTE7 5

172V hDY) R K,

e inputs: OFX Y JANT4 023+ )—DYRK,

outputs OF¥F >V JHAT14 V23 )—DJ R K,

2. # 7> av:Playbook DIEX =R L F T,
I # ansible-playbook --syntax-check playbook.yml

3. Playbook #Z21T L £ 9,

I # ansible-playbook -i inventory_file playbook.yml

13.8. FE TR
e RHEL System Roles 23 27/ DHIfH / — N & BEEBWR / — KD EfE

e rhel-system-roles /XY 5 —Y TA VA M—)LINFRFa AV b
I%. /usr/share/ansible/roles/rhel-system-roles.logging/README.html ([CH Y £ T,

e RHEL X740V

e ansible-playbook(1) ® man R—</,

13
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514Z JourNnalD RHEL Y A7 40— )L % {ERA L /= systemp & ¥ —F
ILDERTE

journald > 27 LA0O0—LEFEHET 5 &, systemd ¥+ —F /L% BHEML L. Red Hat Ansible Automation
Platform 2 L TkEMNAOJVZRETEE T,

14.1. JOURNALD RHEL ¥ 257 A O —JLDZEH

journald > 27 A 0—JLiE, journald OF¥ Y JH—EXDEMEEHRAITA X 21-HDEHDEY
MERELET, O—LITIKROZEEIEENET,

journald_persistent COT—NVEEHEZFERLT, T4R2IKQTT77
1)V % {R%F 7 % journald % /var/log/journal/ 7 «
LOKM)—ICERELE Y, TOEH% true ICRET
2& OTRTARVICREINE S, ThUAD
HBEE, BREXATY—IREINET, T4
NE(Z false T9,

journald_max_disk_size COEHAEFALT, Dv—FIIT 714D T1R
JETHBETESZRATA XX HNA NEAI TR
E L X9, journald.conf(5) ® man *— T&iiBA
INTVWBTI7AILMDYA TV IEEZSRLT
KT,

journald_max_files COEHEFEALT, Yv—FILOD
journal_max_disk_size X E 4 EE L R SRFF
TEIVv—FTILIT7ALDRRBERELET,

journald_max_file_size COEHAEFALT, B—2v—FILI7 711 Dx
KUY A X%AHNA NEMUTIEELE T,

journald_per_user COT—NEEHEFRALT, OJ/TF—4¥%1—

P—TE IR TRIFT 5 & 5 IC journald #5&E L
¥9., 774/ MEldtrue T, FHEOLWI—H—
iE. BEOA—H—H—EIANSI AT LOV %5
HAWMBIENTEFTY, A—HF—-T&DVv—FI
7 71 JLiE. journald_persistent Z%A true (Z
BREINTLWIHBEILOH FATEZIEICER
LTI,

journald_compression COT—NEEHEFRLT, 774 D512/
14 hEYXREWjournald 7—4% 4 7> o MIEHE
HZBEALET, 774/ MElEtrue T,

journald_sync_interval ZOEHEFEAL T, journald AREFEHAI L TWL
Vv —FINIT7ANETARVICEABRTEZETD
BEZ2BATEELEY., 774/ TR, O—
WIEREDEZZEELFEA,

14



X5
wi

#$14Z= JOURNALD RHEL ¥ A5 AO0—J)V%{EA L7/ SYSTEMD ¥ ¥ —FIL D

BIER R

e journald.conf(5) ® man XR—<

14.2. JOURNALD Y A T AO— )L AR L-XkEO T/ DEE
Y RT LEEEIE, journald Y AT LAO—IILEMEAL TKEMAOX Y JE2RETETET, ROBIIE,
LTOBEEAENRT 5728IC. Playbook T journald & R 7 AO— LB AERET D HEERLTVWE
_a—o

o KiEMIAOFXY DT

o Vv —FITFAINDT AR AR—ADRAY A XDIEE

o NJF—¥%1—H—T&IERICHREFT S journald DEEE

o ABEmEOES
AIRE 4

o Oy hO—I)L/—REBENR/ —REEFELTWS,

o TIEWR/— KNTPlaybook R{TTEH1—H¥—¢&LTcarybo—)b/—Kicasq4vLTw
%,

o EEHWR/ —RKRADERKIERTLEZTHAHIY MK, ZTD/—RNIZHT % sudo #ERHLH %,
® (D Playbook #1792 EERR/ — NFLIFEERR/ — KD T IL—TH, Ansible 1 U~
YRERY)=TF7AIIC)ARINATWVS,
FIa
L UTFToavFrYyEELH LW playbook.yml 7 7 1 LEER L E T,

- hosts: all

vars:
journald_persistent: true
journald_max_disk_size: 2048
journald_per_user: true
journald_sync_interval: 1

roles:
- linux-system-roles.journald

ZDFER, journald Y —EXEOJ %7 4 27 LIZERKA 2048 MB £ TARGEMICFREEL., O
T EA—F—TEIPFTRRELEY, B 12Z&IKThbhET,

2. #7723 v:Playbook DIEX =R L F T,
I # ansible-playbook --syntax-check playbook.yml -i inventory_file
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

115



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

14.3. EEE#HR

e journald.conf(5) ® man XR—<

e ansible-playbook(1) ® man R—<

16



F158B SSH B LU SSHDRHEL Y AT AO0— LA FALERELBEDEE

F15EZssH B LU ssio RHEL Y R FLA0— )L A FHLLZLLEE
=n o

axX AE

BIEHIX, sshd VAT LO0— )L AFALTSSHY—/N—%BEL. ssh>XAFLO0—J/LAEFRAL.
Ansible Core Xy r—J % FER L TRRBFICERDHED RHEL Y AT ALTSSH IS4 7 Ma—BL T
BRETETET,

15.1.ssH SERVER O 2 5 LA O —J)LEH

sshd ¥ X7 L 0—)Jl Playbook Tld, BREEHIRICIEC T, SSHERETZ 7AILDNFTA—5 —%TEH
TEET,

INLDEHHIBEINTUVAWESICIK., YAFLAO—IFZRHELDFT 7 4L MNMEER L
sshd_config 7 7 1 JL&ERR L £,

EDLIBIBETEH, 7—IVEIZ sshd FRETHEYICYesE no& LTLVYF YV IInxd, VR b
AL TEBITOREEBZERTEET, UTICAlERLET,

sshd_ListenAddress:
-0.0.0.0

Lo JIRUTOLSICRY £,

ListenAddress 0.0.0.0
ListenAddress ::

sshd > 257 L0—IILDOZEH

sshd_enable
false ICFRET D&, O—IILIETZRICEMIIRYEFT, T 74/ ME true TG,
sshd_skip_defaults
true ICERET D&, YRTLO-LTIET 74 MEDBERINERHA. KHDYIT, sshd T4 7
v 37+ —F /| sshd_<OptionName> ZHOWT IO AFERAL T, REDT 74 hDTLR
Ty NEEBELET, 774/ ~id false TT,
sshd_manage_service
false ICERET B &, Y—ERFBEINFI LA, DFVY., T—ERIFEERFICEMICAS T, FHiA
FhiF)O—RIhFH A, Ansible Y —EREY 2 —)LIZIRE. AIX D enabled %4 7KR—h L TL
BWSHD, AV THF—FLIEAXATEITTBHE%RE. T74/ MEtrue ICRY T,
sshd_allow_reload
false ICERET 5 &, RENEHKICsshd ) O—RIhFtHA, THhIFNSTILYa—F1v Y
TRIIBET, BRELALKREZBERAT 2ICIE, sshd #FHTHFGAAALET, AXERE, 7
7 # )l b & sshd_manage_service &[F C{EIC7Y £9, AIX Tld. sshd_manage_service D7
7 %)L ~i& false T3 H'. sshd_allow reload ®5 7+ JL b (E true T,
sshd_install_service
true ICERET 2 &, B—ILiE sshd Y —EXDH—ERT7 7ML EA VAN =L LET, ThIlL
Y, ARL—=TFT A VI RTLATREINZ 77141 IUHDLEEEINET, 2BFBDSA VRV A %R
£ L. sshd_service ZHEZLE T 2HFEERE. true ICRELARWVWTLKEI W, T4 ME
false T9,
O—JLiE. UTFOEHTT Y L—bhELTSRIZ2 771V EFERLET,

17
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sshd_service_template_service (default: templates/sshd.service.j2)
sshd_service_template_at_service (default: templates/sshd@.service.j2)
sshd_service_template_socket (default: templates/sshd.socket.j2)

sshd_service
ZDEHICELY sshd T—EXENEEINE T, hid, 2D0BD sshd ¥ —EXAA VRSV %
RETHDICHIIBET,
sshd
BRENEFENDT4OVaF)— UTFICHZERLET,
sshd:
Compression: yes

ListenAddress:
-0.0.0.0

sshd_config(5) i&. sshd 71 7> 3+ ) —DITRTDA TV a v E—ERRLET,

sshd_<OptionName>

T402aF)—DKDHYIC, sshd_EEFHEA T a VETEBRIN S BMAREHEZFERL T,
AT aVvEERTEET, BELAEHIE, sshd 71723 F ) —DfEEF—/1—F14 RLET,
UFICHZERLET,

I sshd_Compression: no
sshd_config(5) . sshd DT RTDF > avs—EBRRLET,

sshd_manage_firewall

FIFIWMDR—K 2UHNADR— R NEFRALTWSIHBEIF. ZOZTEH%E true ICEEL FJ, true
ICERET D&, sshd A—JLid firewall O— )L EFBALTCR— N7 7R 2BENICBELE T,

5 Pz -
sshd_manage_firewall IR — NDHZEBIMTEF9, R— MIBIRTESEE
5 Ao R— NEHIRT BICIE, firewall > AT ALAA—I)LEEEFRALE T, firewall >

ATLO0—)VEFERALER— NEEOFMIE. Configuring ports by using System
Roles ZZH LTI W,

sshd_manage_selinux
T72IRDR—K 2UADR— b EFERALTWVWEHEIE. ZOZH% true IEREL T, true

ICERET D&, sshd A—JLid selinux O—J)LEFRALTR— N7 7R 2BENICBEELE T,
pz o-1o)

5 sshd_manage_selinux Z#dR— hDAHEZBIMTEZE T, R— MIHBRTEEH
. Ao R— NEHIBRT 21T, selinux Y R7LO0—)LEBEREFERALET,

sshd_match andsshd_match_1 tosshd_match_9

18
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F158B SSH B LU SSHDRHEL Y AT AO0— LA FALERELBEDEE

TA4723aFTV—DYRAb, FlcEMatch®723a>VDTF4 LI M)—DdH, TNHLDOEE
id, sshd 74723+ ) —TEEZINTWE—BTAYIEF—N—F4 RLARWZ EITERELT
IV, IRTOY—RFERINLRET7 7M1 IVICRREINFE T,

sshd_backup

false ICERET 5 &. Jtd sshd_config 7 7 1 ILIE/N\y o 7y TEINFEHA, T 74/ M true T
ER

sshd VAT LO—ILDEAVYY) —ZTH

INLDEHAEFAHALT, YR—KMINTWBEBETSY NI —LICHIET 2T 74 2 EEXTS
ZENTEET,

sshd_packages
OB EFALT, A VAN —VEHNNYT—VDTITAIVN) AN EEEETEET,

sshd_config_owner. sshd_config_group. sshd_config_mode
Z0O—)bid, INODOEHEFERL TERT % opensshiZET7 7 1 ILDFFBES LU/ —3 v
YaAVERETEET,

sshd_config_file
ZoO—JUHERK L 7= openssh 1 —/N\N—REAREFET 5/8Z,

sshd_config_namespace
COEHEDT 74 MER Ul TY, Thid, O—LUAYRTLADT 74N EBTRET 74
PHBLAEEHTHIEERKLET, SR, TOBHEFALT, OO—L2S, ki
ROy T4V 74 LI M) —%HR-bMLBRWI 2T LD DD Playbook ADEHDIZFMN S,
DA—ILEFUPHT I EMNTE XY, sshd_skip_defaults ZHIIER I N, IDHFBA. VAT LD
TI7AIMNIFERAINEEA,
COEHNBREINTWVWBIHE, O—ILIKIEE I N7 namespace D FDEEEFEDRET 7 1 ILDERE
AZRyY MIEEETSREZERELF Y, YT AICO-LZEROERT 2LENH 55EIE.
TV —2 a3y TEILEREAD namespace 2&IRT Z2MEIHY 7,

pa 3

’ openssh & E 7 7 1 LOFIRIFFI SHmIBRAINE T, LEZE RET7 7ML T
o’ EELEBAOA TY a VRN, BEAEDRES T a v TEMTT,
RMMICIE. O—bido—H70v 7/ hEFNhTVWARWERY, =Ry M "Matchall' 70 v ¥
ICEBEB L. BEOREZ7 74 IILVHOUEIO—H 70y 7ICBARACEEREINSLSICLEYT, Ch
L&Y, B30 )VFCELAOHEELRVWA T a VERETEET,

sshd_binary
openssh @ sshd E{TRIGET 7 1 ILADINZ,
sshd_service
sshd Y —ERDEHE, T7 4 MTlE, TOERICE, 99—y TS5y b7+ —LNMERT S

sshd  —EXDEZRIAEFEFNE T, O—J)L1D sshd_install_service EH A FERT 215AI1E. h
BHERALTHRY LD sshd T —ERXDERIERET R EEHETEET,

sshd_verify_hostkeys
FT7#4)MTauto TY, auto ICERET D&, ERINIBRET 7 M IVICEETBHRANF—HT
RTYAMRRIIN, BELAEWRZADNERINE T, T/ N—IvarvBLU0T7 71O
BEIEFITI74IVMEICREINET, Chid, Y—EXDNZVORAITTHIATED I 2RI S
DICTTOA4 XY NEBETO—IILAFERAINIBAICENTY, TOFzv I 5EMTBIC
&, COERZEZD) AM[ICERELET,

19
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sshd_hostkey owner, sshd_hostkey_group, sshd_hostkey _mode
INSDEH=FEHL T, sshd_verify_hostkeys " S5HR A M F—DFiEHEE/RA—I v a Vv ERE

L/i-g—o

sshd_sysconfig

RHEL 8 URID/N—Y 3 Y &ENR—2ET BV AT LTI, TOEHIE sshd F—EZDEMDFM %
BRELET, true ILERET 5 &, 2DO—)LiE sshd_sysconfig_override_crypto_policy & & O
sshd_sysconfig_use_strong_rng ZHUIZE DL T, /etc/sysconfig/sshd R E7 7 1 L EEEL £
¥, T 74J M false TY,

sshd_sysconfig_override_crypto_policy

RHEL 8 TlE. Ih% true ICFRET 5 &, sshd 71 72 37+ Y —F /=& sshd_<OptionName>
RNTROBEF TV avEFERALT, PATLREOBESILR) Y —%2F—N—54 RTEET,

120

Ciphers

MACs

GSSAPIKexAlgorithms
GSSAPIKeyExchange (FIPS-only)
KexAlgorithms
HostKeyAlgorithms
PubkeyAcceptedKeyTypes

CASignatureAlgorithms
T 7 #)U b false T,

RHELO TlE, COEHRIHEEZRIFLEFHA, KDYIL, sshdT1 V>3 F ) —FkiF
sshd_<OptionName> XX TROEEAF T a v EFRALT. Y ATLEEDESERY
Y—%A—N—F54 RTEXT,

Ciphers

MACs

GSSAPIKexAlgorithms

GSSAPIKeyExchange (FIPS-only)

KexAlgorithms

HostKeyAlgorithms

PubkeyAcceptedAlgorithms

HostbasedAcceptedAlgorithms

CASignatureAlgorithms

RequiredRSASize

sshd_config file ZH TEEZINLZ ROY A VT4 LI N —DHRILERET 71 )
. IhoDA T avaEANT 3561 BSIER)>—%280

letc/ssh/sshd_config.d/50-redhat.conf 7 7 1 JL & W FHEZIRICAIICH D 7 71 L EBEFERAL
7,



#815% SSH 8L UF SSHD RHEL ¥ R F AO— LA L R WBEDHE

sshd_sysconfig_use_strong_rng
RHELS LIBIDN—=Y 3 VY AR—REFT BV AT ALTIE, TOEHICELY., sshd A5, BlEE LT
EINT/NA MIUEFERALTopenssl (LB = XL —4 —%&HINICEY—RTEEY, 774/
MNIOT, COBEEZEMCLET., PATLICN—=RITZTEEY XL —9—DRWEEIZ,
CDMBEEEAMICLABRVTLCEIN,

15.2.ssHD Y A7 L0—)L%{FH L 7= OPENSSH H#—/X\— D& E

sshd ¥ 27 L0—)L%EMA L T, Ansible Playbook #3179 % Z & THED SSH H—N—%RETX
£9,

5

sshd Y 27 L0—)biE, SSHE LU SSHD EAEET MDY RFLO0—)L (IDE

BRHEL Y RTLA—IILAE) EEBIFEATEET, RENLEZIINARVEDICTS
IZIE, sshd O— LR —LAR—Z (RHEL8 LFION—Y a V) Fld ROy 71>

T4LIMN)—(RHELO) AL TWVWR I E&2MAL T LI,

=55

o 1D LEDEHMNR/)—K (sshd VAT LAO—ILTRETEIVATL)ADT I EAB LV
NR—Ivyvay,

e OAvhO—IV/—FK (ZDYRFTLH S RedHat Ansible Core (D> A7 L%EFEKTE) ~NDT ¥
EABLUVNRN—3vvay,

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —IDNA VA h—)LINTW
%,

BF

RHEL 8.0-8.5 Ti&, BID Ansible Y RI Y —~ADT7 I L RAELZBEINTE Y,
Ansible = ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 >~ a1—7 4 )71 —. docker *
podman R EDIARI Y —, TSTAVEET1—IDNELEETNTWVWET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIT. FLYIR—RDT7—FT 4 JIIEE
How to download and install Red Hat Ansible Engine &R L T 72X W,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X 7 — & L TRMH) AAEA
INF L, THICE, Ansible AR Y R4 Ya1—TFT4)7T4—, OITV R, BLUVE
M1 YV Ansible 7S5 714 Dty MAEFENTWET, RHEL IZ. AppStream ') RY
M)—ZN LTINS —2%R#L, Y R— MEEIRENTY . #FMICDWNT

&, FL v R=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories &R L T 72Xy,

¢ YR—UR/—RARBHINTVWEA YRV M) =T 7ML DH B,

FIR

1. sshd ¥ 257 A0—)L®D Playbook ®flZ=IE—L £ Y,
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# cp /usr/share/doc/rhel-system-roles/sshd/example-root-login-playbook.yml path/custom-
playbook.yml

2. UTOBIDE DI, TFAMIT 49 —TIE— L7 Playbook R E £,

# vim path/custom-playbook.yml

- hosts: all
tasks:
- name: Configure sshd to prevent root and password login except from particular subnet
include_role:
name: rhel-system-roles.sshd
vars:
sshd:
# root login and password login is enabled only from a particular subnet
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

Playbook I&. ATFD LI I, ¥x—Y R/ —KR&ESSHY—NR—ELTHELZET,
o NAJ—RKR&root1—H4—0OJAVHEMNTHB

e 192.0.2.024 DY TRy hHLDNRRAT—RKBL P root 21— —0AOT A VDADEMT
H5

REILEDETERZEETIET, FMllId. sshd VAT LO0—IEH ZSRLTLEI W,
3. # 7> av:Playbook DIEX =R L T,

I # ansible-playbook --syntax-check path/custom-playbook.yml
4, £ RV N)—T 74 )L T Playbook #E£1TL XY,

# ansible-playbook -i inventory_file path/custom-playbook.yml

PLAY RECAP

hhkkkkkkkkkkhkhhhkkkhhkhkhhhhkkhkhkhhhhhkhkhhhhhhhhkhkhkhdhhhkkxxkx

localhost : ok=12 changed=2 unreachable=0 failed=0
skipped=10 rescued=0 ignored=0

i3
qEI-I.l

. SSHY—N—cOy14 > LET,

I $ ssh useri@10.1.1.1
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HMIEIUTOLIICRY T,
e userl|f, SSHH—/NN—D1—%—TT,
e 10.1.1.11%, SSHHY—N—DIP 7KL ATY,

2. SSH #—/X—® sshd_config 7 7 1 L DAB %R LT,

$ cat /etc/ssh/sshd_config.d/00-ansible_system_role.conf
#
# Ansible managed
#
PasswordAuthentication no
PermitRootLogin no
Match Address 192.0.2.0/24
PasswordAuthentication yes
PermitRootLogin yes

3. 192.0.2.024 4 TRy b S root ELTH—N—ICHER T EE2HRLET,
a. P7RLRZHRLET,

$ hostname -I
192.0.2.1

IP7 KL ZA192.0.2.1 - 192.0.2.254 i ICH B I5EI1E. —N"—IlEKTIZET,
b. root CH—/N\—ICEHELFTT,

I $ ssh root@10.1.1.1

BIER R

e /usr/share/doc/rhel-system-roles/sshd/README.md 7 7 1 /L,

e ansible-playbook(1) ® man R—</,

15.3.8sH V' A T LA O—ILZEE

ssh ¥ 27 L0— )l Playbook Tld, BRES L VCHIRICIEL T, 54TV MSSHRET 71 ILD/N5
XA—H—%ERECTEZET,

INODEHMABREINTUVAWESICIE, YAFALAO—IZRHELDF 74 MEERLZO—/N)L
ssh_config 7 7 1 JL&EERR L £,

EDLIBBETE, T—IEIZ sshBZRETEYMICyes F/zldnos LY F YV IE3hEzd, VA M%E
FRALTERBITOXREEBA2EEZTEEY, UTFICHERLET,

LocalForward:
- 22 localhost:2222
- 403 localhost:4003

Ly IO LSICRY £,

123



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

LocalForward 22 localhost:2222
LocalForward 403 localhost:4003

. ¥
N BEL TV a VTR AXTENMTEARRSNET,

ssh Y 257 L0O0—IILDZEH
ssh_user

VATLO-INTA—Y—EBEEDEREEZERETZLOIC. BEOI—HF—HKEZEHETEFET, 1—
H—EEDREIE. IBE LI —Y—D ~/.ssh/config ILREINE T, T 74/ MEE Ul T, ¢
RTCDA—H—IIWTZ 70— NILEEEZZEELET,

ssh_skip_defaults

T7#4)MFauto TY, auto ICERET D&, YRATLAO—INWEY AT LREKDERET7 714 L
letc/sshissh_config # &5t A#HXY. T CEZLAZRHELD T 7 4L M &2 RFL X
¥, ssh_drop_in name ZH = E&HZLTCROY TA VERETZ 7M1 IV EEKRT S
&. ssh_skip_defaults ZH A BEHICEMEI N E T,
ssh_drop_in_name

VRTLRFEOROY A VT4 LI M) —ICBDINEROY TAVEBRET 7M1 ILDARIEEEL
F9., COAFIE. EBETIRET77MIVESRBRTZTVTL—h
letc/ssh/ssh_config.d/{ssh_drop_in_name}.conf TERINE T, YRXFLD ROy T4 VT4
L2 M) —ICHIELTWAWSEE, 774 MEE null TS, YXAFLBRAY P4 YFT4 L7 b
)—IZm L TWBIEE. T 7 4L MEIE 00-ansible TY,

DRATFLADRROY AT LI M) =B LTWARWESIE., 04T

7__
avERETDE., TLAICKBLET,

gk

H
[=]

\" X

WRINSEAIENN-name T, NN L, RET77MIILDIBEICHERT 2 2HTOES T, name &
AVFUVEREE 7 7MIIVDFRBEE ZRTARICARY 7,

ssh
BREATVavETDENEEN S dict,
ssh_OptionName

dict DH Y IZ, ssh_ FEEHEA TP a VETREINDIEMAETHEFR L TH TV avEeEES
TXZEY, BELLTHIL. sshdictDEEEEXLET,

ssh_additional_packages

ZoO—Ibid, —&HNRI1— T —RICEX openssh /Ny 7 — U 8 & U openssh-clients /%
F—YEBEIMICA VAN —ILLET, KRR MR—XDFREEAIC openssh-keysign 72 & DEMD
Ny p—=S% 4 VAN T2RENHZHEIR. COEBTEETIET,

ssh_config_file

A—IHAEMRLEZRET 7AMIVERET B/, T7 4L ME:
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o VRFLIIRAYTAVTALIN)—DHBHBE. T 74 MEIE
letc/ssh/ssh_config.d/{ssh_drop_in_name}.conf 7> 7L — N TCEZINZ T,

o VRAFALIIKAOAYTAI VT 1LY NI —=DRWEE, T7 4L MEIX /etc/ssh/ssh_config
IKRY XY,

e ssh_user EHAEZINTWBIHE. 77 #4J)L MEIE ~/.ssh/config IC72Y) £7,

ssh_config_owner, ssh_config_group, ssh_config_mode

ERR LI E 7 7M1 IVDFIEE. JI—7F, BLTE—R, 774 MTIE. 771 ILVOREEIE
root:root ©. £— KX 0644 T3, ssh_user "EHEINTWBIHFE. £— Ki& 0600 T. owner &
group I& ssh_user ZH CIEE L /e —HY—EHSREL X T,

15.4.ssH VAT LO0—)LA{ERA L7 OPENSSH 754 7> NDERE

ssh > X7 L0—)L%EAL T, Ansible Playbook Z3R{TL THEDSSH IV A4 7V M 2RETEZE
ER

R

ssh Y27 L0—)bid, SSHE LV SSHD REEZZERET BN X7 L0—)L (ID BE
RHEL YR 7 LO—LRE) EEHIFEATEET, FENLEZINAVELDICTSIC
&, sshO—IA ROy T4V Ta LI MY —(RHEL8 AL T 7 4L M) ZFERA LTV
IEEMRBRLTLEIY,

AR

o 1DULEDEEMNR/)—K (ssh VAT LAO—ITRETDIVATL)ADT IV EAE LU/~
Ivrary,

e OAvhO—I/—FK (ZDYRFTLH S RedHat Ansible Core [EMtED > A7 L%EFEKE) ~NDT ¥
EABLUVNRN—3vvay,
drvbsO—J)b/—RTIE.

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —IDNAf VA b —)LINTW
%,

BF

RHEL 8.0-8.5 Ti&. BID Ansible Y RI K —~ADT7 I ERAELZBEINTE Y,
Ansible = ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 > a1—7 4 )75 1 —. docker *
podman REDIA RV Y —, TSTAVEET21—IDNELEETNTWVWET, Ansible
Engine ZAFLTA VA M= T BHEDFHEMIT. FLYIR—RDT7—FT 4 JIIEE
How to download and install Red Hat Ansible Engine &8 L T X,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X o — & L TRMH) AAEA
IhF LAk, TNITE Ansible AYY RZIA42A—FT14UFT14—, ATV R, BLUVE
JVhA ¥ Ansible 754Dy MHIEFEFNTWET, RHEL I&. AppStream ) RY
M)—ZNLTIDONRNy r—Y%RH L. YR— FEREIZRENTY, FMICDWT

&, FL v I R=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories ZZ8B L T 72X W,

o YR—UR/—RABHINTVWEA IRV RN =T 7ML DH B,
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¥
. LTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- hosts: all
tasks:
- name: "Configure ssh clients"
include_role:
name: rhel-system-roles.ssh
vars:
ssh_user: root
ssh:
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
ControlPath: ~/.ssh/.cm%C
Host:
- Condition: example
Hostname: example.com
User: user1
ssh_ForwardX11: no

Z
Y hMREEITWETY,

o [EfEABMICAR>TWS,
e ControlMaster multiplexing A% auto IZEREI N T W 3,
e example.com KR N ZHEHTT B7-5HD example T4 ') 7 2" user!t TH %,

o KRAKNIAYT7RDexample MERINT WS, (IhiEa1—H—%D usert ©
example.com R X hADEHREFRLE T, )

o XNEEMNEMEINTWS,

D Playbook I, U TFDEREAFERA LT, ¥Xx—Y K/ —RKTroot2—H%—DSSH Y547
N

MHEBIZIHEL T, TNODEMIIREICEDETEETEE T, FMIX, ssh>¥ A7 LO0—ILE

HEBRLTIESIW,

2. #7723 v:Playbook DIEX =R L E T,
I # ansible-playbook --syntax-check path/custom-playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T LE T,

I # ansible-playbook -i inventory_file path/custom-playbook.yml

i
EI-I;

¢ FXANIFTAHY—TSSHEBET77MILEEVNT, YRX—Y R/ —RAPELLEREINTWVWDS

JEERBLET, UTICHIZRLET,

I # vi ~root/.ssh/config
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£EED Playbook DBIDEAEIC, BRETZ7 7 A IILDORABIFILUTOL D ICARBIETTY,

# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example

Hostname example.com

User useri

15.5. JEHE YRR ED /=D D ssHp ~ AT L O— )L D{FEF

BE, sshd Y27 L0—-)LZHEATSHE, RESUIPLEESINEY, Thid, LEXERIOYRT
LO—)L¥ Playbook 2 &% AL T, URIICREZHAE L TV SEICEENRE S DAEMEIH Y
Y, DA T avEZDEIMHRFLAA S, BRLARES T3 v DHICsshd YR F7LA—)
ZERAYTBICIE, FFPHBNREZFEATEET,

RHEL 8 ARI Tl BRER =Ry MM L CHEHFMIREZER Y2 I EATITIY, Fillld.
RHEL 8 K& 21 X~ b ® Using the SSH Server System Role for non-exclusive configuration Z&8 L T
TV,

RHELO TIE., ROV TAYF4 LI RN —DT7 741 %EFERL T, FHEMNEREEZBERT I &N T
XFET, 774N DMDERET 71 )LIE. letc/ssh/sshd_config.d/00-ansible_system_role.conf & L T
ROy T4 VT4 LI M) —ICITIKBEBEINTVWET,

=S5

o 1DULEDEEMNR/)—K (sshd VAT LAO—ILTRETEIVATL)ADT I EAB LV
R—Ivyay,

e OAvhO—IV/—FK (ZDYRFTLH S RedHat Ansible Core (MDY A7 L%EFEE) NDT ¥
EABLUNRN—3vvay,
drvbsO—J)b/—RTIE.

o ansible-core /XY 7T —IUMNA VA M—ILEINTWD,
o YFX—YR/—RHPBEINTVNEA IRV KN)=T74LDH 5,

o BI®D RHEL ¥ A5 A 0O—)LMD Playbook,

FIr
1. sshd_config_file T % ST HRER =Y M % Playbook ICEBIIL £ 7,

- hosts: all
tasks:
- name: <Configure sshd to accept some useful environment variables>
include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_file: /etc/ssh/sshd_config.d/<42-my-application>.conf
sshd:
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# Environment variables to accept
AcceptEnv:

LANG

LS_COLORS

EDITOR

sshd_config_file Z#T. sshd Y 2T LAO—IUDREL TV a v EEEZRAL conf 77 1)L
EEELET,
=p o

BRETZ7ANDBERINBIEFZIEET 5 CIE. 2 HTDESREE (H: 42-) 2EAL X T,

Playbook 24 Y ~_R> M) —|T#EBET % &, O—JLiL sshd_config_file EH TEHEIND 7 7
AIVICRDEBREA T avEBMLET,

# Ansible managed

#
AcceptEnv LANG LS_COLORS EDITOR

o 7+ 3 :Playbook DIEX MR L F T,

I # ansible-playbook --syntax-check playbook.yml -i inventory_file

B EfE R

e /usr/share/doc/rhel-system-roles/sshd/README.md 7 7 1 /L,

e ansible-playbook(1) ® man R—</,
156. Y RF7 0= )EZFEHRALEZSSH Y —/R—LDY AT LLEDESILR
) —DF—/"—F 4 R

sshd RHEL Y 257 L440—J)LAFHL T, SSHY—NN—LEDY AT LLEKDESER) —%F—/N—
S4RTEFT,

Ansible A bA—=JL/ —RKRTUTDFIEEZETLET,

AR
o HEl/ —REEE/ —FZERBLTWS

o TIEWR/— KNTPlaybook #R{TTER1—H¥—&Lcarybo—)b/—Kicasq4rLTw
%,

o BIENR/—RKRADEKICERTZ2T7HUY MIE., FO/—RICWT 5 sudo ¥EEHLH 5,

o Z D Playbook #E1TT2EBEBHR/ — NFLITEBEEHR/ — KD JIL—TH, Ansible 1 o~
YERY)=TF7AIIC)ARINATWS,

FIa
. RELO—)L%EFEAT % Playbook Z#/ERK L £ 9,

Al . Ns AR AL — T IR S ) S EN | - e — L = = — AR . - NI == T+~ — 1
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a. HATUWYAML J 7AIVZETEXR L. CALZ2TFTFADPLTAY —CHITIEX I, KADICHIZETUL
Y9,

I # vi <cryptographic-playbook.yml>

b. LTORBZHALIT,

- name: Overriding the system-wide cryptographic policy

hosts: all

become: true

roles:
- rhel_system_roles.sshd

vars:
sshd_sysconfig: true
sshd_sysconfig_override_crypto_policy: true
sshd_KexAlgorithms: ecdh-sha2-nistp521
sshd_Ciphers: aes256-ctr
sshd_MACs: hmac-sha2-512-etm@openssh.com
sshd_HostKeyAlgorithms: rsa-sha2-512,rsa-sha2-256

RHEL O BEWR / — RTIE. Y RAFLO—)LICL > TEREND letc/sshisshd_config.d/00-
ansible_system_role.conf 7 7 1 JLICE XA Fh, BESA 7L 3 VABEBMIGERI O
F 9. sshd_config_file ZHAFRA LTI 7 M IILEEETIET, 7L L. REEHREIC
BWICT B0, BREINLESIERY > —HEF N 3 /letc/ssh/sshd_config.d/50-
redhat.conf 7 7 1 L&Y HEFHERIEFCTRICEK D LI AR T 7ML EFRALTLEI W,
ML, YRATLREDESIERY) V—%RATEH ESRBLTLEIV,

RHEL 8 B &R / — K TlE. sshd_sysconfig_override_crypto_policy Z%{ &
sshd_sysconfig 3% true ICEREL TAH—/N—F 4 REBMICTIBENHY FT,

rhel_system_roles.sshd RHEL ¥ 257 AO—LDRDEH AFEH L T, SSH H—/\—D%
EEILICHRAITAXTEET,
sshd_Ciphers

o & Z I, aes128-ctr. aes192-ctr. F7-If aes256-ctr 7 & DIES % BIRTXF T,
sshd_MACs

7= & Z ¥, hmac-sha2-256. hmac-sha2-512, Z7-(% hmac-shal 72 & ® MAC % &3R
TXZEY,

sshd_HostKeyAlgorithms

=& Z1¥. ecdsa-sha2-nistp256. ecdsa-sha2-nistp384. ecdsa-sha2-
nistp521. ssh-rsa. F7-(d ssh-dss RED AP T I T) ALEZFIRTEET,

sshd_KexAlgorithms

=& 2 1. ecdh-sha2-nistp256. ecdh-sha2-nistp384. ecdh-sha2-nistp521. diffie-
hellman-groupi4-shal. 7z(d diffie-hellman-group-exchange-sha256 73 & D H23X
B7INTY A LEBIRTEET,

ZTDMDOEE E FRTRERMEICDWTIE. sshd_config(5) D man R—Y A SR L TL
I,

2. Playbook #Z21T L9,

I $ ansible-playbook <cryptographic-playbook.ymi>
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®

EI-I‘

L A0 %ERTY 2 SSHERZFERL TFIRNRDLADE D HERIEL. EELEHZ
UTOHNTHEETEET,

$ ssh -vvv localhost

debug?2: peer server KEXINIT proposal

debug2: KEX algorithms: ecdh-sha2-nistp521

debug?2: host key algorithms: rsa-sha2-512,rsa-sha2-256
debug?2: ciphers ctos: aes256-ctr

debug?2: ciphers stoc: aes256-ctr

debug2: MACs ctos: hmac-sha2-512-etm@openssh.com
debug2: MACs stoc: hmac-sha2-512-etm@openssh.com
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%163 VPNRHEL Y 27 AO0— L&A L IPSEC & D VPN D

X5

F16ZVPNRHEL > R F 40— )LAFER L7 IPSEC & D ven G
MDERE

vpn Y A7 LO—)L%EAT % &, Red Hat Ansible Automation Platform &£ L T RHEL & 27 A
TVPNEHRAEZRETZEY, cnEFEHALT. RAME, Xy h7—28. VPNUYE—- 7L 2R
H—N— BLOXY V1% EEEZY NPTy TTEET,

AR NEEROBE, O—ILiE, BBIGLCTXF—ZEMTE2RE TI4IMDNRFTA—5—%FH
L T. vpn_connections ') Z NHDHKRRA MDERFEICVPN bV RIVEFRELET, Fid, V2R
FENTVWERITRTORRAMNEIICARFAIZRATAVIA YV ARELFERTDEIICERET DI EE
TEXFEd, 2OO—J)LiE, hosts DTFICHBHRRANDEZRFID Ansible 1 YRV N —TERAINTWVS
RAMNDERIEALTHY, ThODABEZFERAL TR Y RILERETE S L2FIRELTVET,

% EaT
Cand ™y vpn RHEL ¥ 27 A0 —JVIFIRTE. VPN 7ANA ¥ —& LT IPsec EETH %
' Libreswan D& & HR—FMLTWET,

16.1L.vPN Y AT LAO—JLAEA L TIPSEC TR X ME VPN OERK

vpn Y A7 LO0—)LZFEALT, I¥ hO—JL/ — KT Ansible Playbook Z%1T9 5 Z &L Y, KR
PEBERARETEET, INICEY., ARV RN)=T 7AWV ZARINTWVWEITRTOEETR
J/—RHABREINZT,

=S5

o 1DULEDEHNR/—FK (vpn Y RAFTLAO—ILTRETEIVATL)ADT I EAE LU/~
Ivrary,

e OAvbhO—IV/—FK (ZDYRTFTLH S Red Hat Ansible Core (MDY A7 L&FEKE) ~NDT ¥
EXABLUVNRN—3vvay,

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —IDNA VA M —)LINTW
%,

BF

RHEL 8.0-8.5 TI&. BID Ansible YR Y —~ADT7 I L RAELZBEINTE Y,
Ansible = ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 v a1—7 4 1) 7571 —. docker *
podman R EDIARI Y —, TSTAVEET21—IDNELLEETNTWVWET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIT. FLYIR—RDT7—FT 4 JIIEEE
How to download and install Red Hat Ansible Engine &R L T 72X,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X s — & L TRMH) AAEA
IhF LAk, TNITE, Ansible AYY RSA4aA—FT14UFT14—, ATV R, BLVE
IWhA Y Ansible 75714 Dty MAEFENTWET, RHEL IZ. AppStream ') RY
)—ZNLTZDNRNy r—Y%RH L, YR— FERIZRENTY, FMICDWT

&, FL v R=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories Z#ZMR L T 72Xy,

o YR—UR/—RARBHINTVWEA YRV N =T 7ML DH B,

131


https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

¥
. LTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- name: Host to host VPN
hosts: managed_node1, managed_node2
roles:

- rhel-system-roles.vpn
vars:
vpn_connections:

- hosts:
managed_node1:
managed_node2:

vpn_manage_firewall: true
vpn_manage_selinux: true

Z @ Playbook t&, Y AT LO—LICEL>TEBBERINF—%ZFALLETIHEF i %
f£FA L T. managed_node1’*5managed_node2 ~ DG AR E L £

9, vpn_manage_firewall & vpn_manage_selinux (Zfi5 & % true ICEREINTWS /-

&. vpn O—)Lid firewall O—JL & selinux O—JLAER LT, vpn O—ILAMERT 2 R— K
EEEBLET,

2. MEIZIHGL T, A MOD vpn_connections ') A MIRDEI Y 3 v%ZEMLT, ¥x—Y R
RAMDE, ARV RN) =T 74 VICEBBINTUOVARVWATRZ MADEREZFZELEX T,

vpn_connections:

- hosts:
managed_node1:
managed_node2:
external_node:

hostname: 192.0.2.2

ZhiE. BINOES (managed_nodelh Hexternal_node) ~ & (managed _node2h
Hexternal_node) #:%EL £,

P
' BRI R—Y R/ —RTOHREIN, AH/ — FTEREINIEA.

3. HEILH LT, vpn_connections ADEME/ Y ay @y bO—LTFL—VoT—49 L —
VERE)EFALT. YR—Y R/ —RIZEHOD VPN EREABEETETET,

- name: Multiple VPN
hosts: managed_node1, managed_node2
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed_node1:
hostname: 192.0.2.0 # IP for the control plane
managed_node2:
hostname: 192.0.2.1
- name: data_plane_vpn
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X5
iy

hosts:
managed_node1:
hostname: 10.0.0.1 # IP for the data plane
managed_node2:
hostname: 10.0.0.2

4. REIHE LT, BREIKEDETERALTETE £, ##llE. /usr/share/doc/rhel-system-
roles/vpn/README.md 7 7 1 JLZ SRR L T 2L,

5. # 7Y av:Playbook DIEX =R L F T,
I # ansible-playbook --syntax-check /path/to/file/playbook.yml -i /path/to/file/inventory_file
6. 1 YRV N)—T 74 LT Playbook 1T L ¥,

I # ansible-playbook -i /path/to/file/inventory_file /path/to/file/playbook.yml

L. YX—Y R/ —RT, EEAERICO—RINTWBR I EZMHELET,
I # ipsec status | grep connection.name

connection.name%., Z M./ — RH5OEHDEH (/= & 1. managed_node1l-to-
managed_node2) ICE XX £7,

R

FT7AIRTIR, O—IiE, EYRATLOBERNSERTIERIEICHHLY P
TUWEEIZER LT, & Z2I1E. managed_nodel & managed_node2 & M
BOERZIERT % & X, managed nodel LD ZDEHFEDHLHY P TWVE
BIl& managed_node1-to-managed_node2 Td 4. managed_node2 Tl&. &
DEFHDEHEIIE managed_node2-to-managed_nodel & 7Y £ 9,

2. YRX—YR/—=RT, BERAEBICHIRIN I EZHALIT,
I # ipsec trafficstatus | grep connection.name

3 ATV avi ERAERICO- FIRAWESIE, ROITY REAANLTFEICTHEHKEZEML
FY, INICLY, EmOMEILICKBLULALERZTY., LYEBKNQLBRIMEHRINIT,

I # ipsec auto --add connection.name

pa 3

BEHROO—RBLUBBOTOCRATRET ZARMEOH DTS —

(&, /var/log/pluto.log 7 7 1 ILICREINE T, ThoDOJIEEMTAEEL L
eh, KbYICERKZFETEMLT, REENDLOTXA v E—YZEELT
IV,
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16.2.vpPN Y 27 LO— )V ZfERALTIPSEC THRF1ZRT 4 v I Xy
> 1 VPN D VER

vpn Y A7 L0—)LEFEALT, 3> bO—JL/ — R T Ansible Playbook #E1T9 2% Z &L Y. 52;
ICEEBRZE A FR T2 A RF a2 AT 4 v 7 XAy Va2 VPNERERETIET, ThICLY, 1Ry
M= 7A4IIC) APMINTVBRIRTOEERR/ — RBREINE T,

FFBAZ(C & % E35EIE. Playbook T auth_method: cert /XS X —4 —AEHET DI EICL>THREI O
F9, vpn ¥ A7 L0O—)LIE, /letclipsecd T4 LU N —TEHZEINTWS IPsec kY hT—7 ¢
Fa)T4——ERANSS)BEZA4TZ) —ICHBRIAZENIZFNTVWE I LEFIHIRELTVE
T, T7AINTIE. /—REDHAEO=Y IV X—LELTERAINEY, ZOHITIE. Thid
managed_nodel T9¥, 4 XY h1)—T cert_name BMAFEAL T, IEIFLAMPAELREEET
XFE7,

RDFENEFITIEL. Ansible Playbook #1792V AT ATHS AV hAO—IL/—KiE, BADITR—
K/ —NK(192.02.0/24) EEACIVZRALARAA VEII—FT 14> (CIDR)BEEEZHEBL. P77 KL R
1192027 1LY ET, LA >T, O hA—IL/—KiE, CIDR192.0.2.0/24 FICEEIMIC/ER S
N27SAR—FMNRYD—ITEZHELET,

BEFDSSHEROEELRA/C/HIC, I hO—IL/ — RKOBREERRY >—DKRY>—D!) X MIC
EFENTVWEY, RUTY—URMIE CDRATZ7AIMEFLVWEBEHD I EITEFRLTLEE
W, ZNiE. ZDPlaybook BT 7 )L R ¥ —DIL—)L%& EEX L T, private-or-clear Tl <
private ICT 57T,

=55

o 1DULEDEHNR/—K (vpn VAT LAO—ILTRETDIVATL)ADT I EAE LU/~
Ivrary,

o IRTDIYRX—Y R/ —RT. letclipsecd 71 LU M) —DNSSF—4HR—=2(ZIF, E
TERIHCREBELRINTOIERAENEFTNTVWET., T74INTIE. /— REHNEEHRED
—v I R—LELTHERAINEY,

e OAvhO—I/—FK (ZDYRFTLH S RedHat Ansible Core (MDY A7 L%EFEKTE) NDT ¥
EXABLUVNRN—3vvay,

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —I N4 VA h—)LINTW
%,

BF

RHEL 8.0-8.5 Ti&. BID Ansible Y RI K —~ADT7 I ERELZBEINTE Y,
Ansible = ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 > a1—7 4 1) 71—, docker *
podman REDIARI Y —, TSTAVEET1—IDNELEETNTWVET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIT. FLYIR—RDT7—FT 414 JIIEEE
How to download and install Red Hat Ansible Engine A& L T Xy,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X 7 — & L TRMH) AAEA
IhF LAk, TNICE Ansible AYY RZA42A—FT14YFT4—, ATV R, BLUVE
IWhAY Ansible 75714 Dty MAEFENTWET, RHEL IZ. AppStream ') RY
M)—ZNLTZDONRNy r—Y%RHL, YR— FEREIZRENTY, FMICDWT

&, FL v I R=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories 28R L T 72Xy,

134


https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

88163 VPN RHEL ¥ 27 A0 —JL%&{E L7 IPSEC & D VPN B D E
o YTRXR—YR/—RHPRBEINTWVWBRSI IRV N) =T 714 DH B,

¥
1L UTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- name: Mesh VPN
hosts: managed_node1, managed_node2, managed_node3
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default
- policy: private-or-clear
cidr: 198.51.100.0/24
- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32
vpn_manage_firewall: true
vpn_manage_selinux: true

ya 53!
vpn_manage_firewall & vpn_manage_selinux (&5 & 6 true ICEREINT

W2 728, vpn O—JLi firewall O—JL & selinux O—/LAFER LT, vpn
A—IILAMERTZR—MNEEEBLET,

2. REICHLUT, BREICEDETEHALEETCE Y, #MiL. /usr/share/doc/rhel-system-
roles/vpn/README.md 7 7 1 JLZ SRR L T I L,

3. # 7> av:Playbook DIEX =R L F T,
I # ansible-playbook --syntax-check playbook.yml
4, A YRV N)—T 74 )L T Playbook #E£1TL XY,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

16.3. EEIE#HR

o VPNYRFLAO—LTHEATEZNSA—9—0DFME, vpn PR T L0O—ILICET 2EBINER
I&. /usr/share/doc/rhel-system-roles/vpn/README.md 7 7 1 L Z SR L T LI W,

e ansible-playbook O~ > KDi¥#llid. man R— D ansible-playbook(1) #5B L T £ X
W,
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55172 crypro poLicies RHEL > A7 00— )L AFERH LD R Y LG
SIER Y O —DE&RE

EIEEIL. crypto_policies RHEL ¥ 27 AL 0—JL ZfEFA L T, Ansible Core N\w s —Y%FEHAL., %
KDERBBZVATLTHRY LBESIERY) Y —RAEND—BLTHRETZZET,

17.1. CRYPTO POLICIES ' AT LAO—IILZEHE LT 7 74 b

Ccrypto_policies & X7 A0 —JL Playbook Tld, BES L UHIRICEHLE T, crypto_policies 5% 7E
T7ANDNRNFIA—I —%HEHRTEET,

THABRELRWESICIE., YATALAO—ITREYRATALADREEINT, 777 NOADPREINE
EP

crypto_policies ¥ 27 AO0—ILDO—ERDEH

crypto_policies_policy

BENR/— NIV AT LA—- LV EBERY2ESERY Y —ZRELEY, ELBESERNY >—
DFMIE. VAT LALRDESER) Y— ZZRLTIREIW,

crypto_policies_reload

yes ICERET B &, BBIERY Y —DERARIC. ¥B%EZT5H—EX (REipsec. XMV K, &
LUsshdH—ER)TY)O—RINZEd, 774/ M yes TY,

crypto_policies_reboot_ok
yes ICREINTHY, YRATLO-NTHESIERY Y—%2ZE LELRICBESHIVERBZEIC

)

i&. crypto_policies_reboot_required % yes ICEREL F T, T 74/ NI noTT,

crypto_policies Y 27 LO0—VICLYBREIND 779 b

crypto_policies_active

WEERINTWERY Y —%YRAMNRTLET,
crypto_policies_available_policies

V2T ALATHAARERINRTOR) P—%2KRLET,
crypto_policies_available_subpolicies

AT ALATHRAARERINRTOY TRYY—%ERRLET,

BaEE IR
o *HNRYLVRTLLEKDESILRY > —DEMREHE
17.2. CRYPTO POLICIES > AT LO— )L {FH LA R Y LSRR O—D
BN —!
EX XE
crypto_policies ¥ 257 LA0—LEFERAL T, E—0ay bO—IL/— RO SZHOBEERR/ — K%
—BLTHETEZEY,
AR
e crypto_policies Y A7 LO— I THRETEVRATALATHZ 1D2ULED EEBREK/ —K D7

PEREN—ZIvI 3,
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#5173 CRYPTO_POLICIESRHEL Y A5 AO— L&A LIH R Y ABES{ERY) > —DH

e OvhO—JL/—RK(ZDYRTFTLH S RedHat Ansible Core (D> A7 L%EFEE) NDT ¥
EXABLUVNRN—3vvay,
drvbsO—J)b/—RTIE.

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —I N4 VA M —)LINTW
%,

BF

RHEL 8.0-8.5 TI&. BID Ansible YR Y —~ADT7 I ERAELZBEINTE Y,
Ansible % ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 > a1—7 4 1) 7571 —. docker *
podman R EDIARI Y —, TSTAVEET2—IDNELEETNTWVWET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIF. LY IR—RDT7—FT 4 JIIEE
How to download and install Red Hat Ansible Engine &ML T 23,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X 7 — & L TRH) AAEA
ThF LAk, TNICE Ansible AYY R4 2A—FT14YFT4—, ATV R, BLVE
IWbhA Y Ansible 75714 Dty MAEENTWET, RHEL (X, AppStream ') RY
M)—ZNLTZONRNy r—Y %R L, YR— FEREIZRENTY, FMICDWT

&, FLvIR=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories ZZ8B L T 72X W,

o YR—UR/—RARBHEINTVWEA YRV M) =T 7ML DH B,

¥
L. UTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- hosts: all
tasks:
- name: Configure crypto policies
include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

FUTURE DfEl, EEDIES{ERY) > — (f5l: DEFAULT. LEGACY. & & U FIPS:OSPP) ICE
IMZBDIENTEET,

crypto_policies_reboot_ok: true EH %= ET 2 &, P RATLO—ITHSIERY V—%2ZHE
LIZRICV R T LD BREEINET,

MBS DWTIE, crypto_policies Y 27 LAO—)LDEHET7 77 b #SRLTLEI L,

2. #7723 v:Playbook DIEX =R L F T,
I # ansible-playbook --syntax-check playbook.yml
3. ARV N)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file playbook.yml
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MREE
1. av ba—Jb/ — KT (f: verify_playbook.yml) &\ ZHIDBID Playbook % ER L £ 9,

- hosts: all
tasks:
- name: Verify active crypto policy
include_role:
name: rhel-system-roles.crypto_policies

- debug:
var: crypto_policies_active

Z @D Playbook Tld, Y AT LDFREWREEINT, YR—I K/ —RDT7I 74 TRKR) > —
RIzHR&ELET,

2. ACAYRY MY =T 74 )LT Playbook #RT LT,
# ansible-playbook -i inventory_file verify playbook.yml
TASK [debug] Fhkkhkhkkkkkkhkkkhkkkhhkhhkhhkk
ok: [host] => {
"crypto_policies_active": "FUTURE"
!

"crypto_policies_active": &, YRX—Y KN/ —RTT7I0 74 TRR)—%RRLET,

17.3. B E B

e /usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md 7 7 1 JU
e ansible-playbook(1) ® man XR—</,

® Preparing a control node and managed nodes to use RHEL System Roles
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X5
wi

#5183 RHEL ¥ 257 L0O—)L %[ L7- NBDE @
$18%= RHEL Y A 57 LA O0— /L% {#H L7~ NBDE D& E

18.1. NBDE_CLIENT & & U NBDE_SERVER & A 7 L O— )L DMEE (CLEVIS L U
TANG)

RHEL Y AFL0—Jbid, EHORHEL VAT L% E—NCBEITZ—ELLZREI VY—T (4R
HIRMT D Ansible O—ILB L UVEY 12— ILDEETT,

Clevis & U Tang % L 7= PBD (Policy-Based Decryption) Y 1) 2a—> 3 VOBEET 7O4 XV K
FA Ansible O— L AERT 5 Z &N TE XY, rhel-system-roles /Xy r—J (21, TNHDY AT A
O—J)b, BAET2ZH., VDI7LYARFIAVINDEEFNET,

nbde client > X7 AL0—JLIZ& Y, D Clevis 7 54 7> NEBEMICT 04 TX
9. nbde_client O—JLi&, Tang/ N1 VT 1 VT DHEHR—KMLTHY., RWEFSTIETPM2 /81 >~
TAVIIIFERTEAVLVRICEBELTLEIY,

nbde_client O—JL(CId, LUKS # A L THRESILEADRY) 2 —LHNBRETY, ZOO—JLIE, LUKS
SR Y 2 —LD1DLLED Network-Bound (NBDE) #—/X— (Tang H—/3—) AD /N1 ¥ RITH G
LEd, "2R7L—X%FALTHREORY 2 —LDESILZRIFT E0, BIRTEEY, NZAT7L—
X%HIBR LS, NBDEZIFAFEALTRY 2 —LDAY VY ABKRTEET, Thid. YAFL070O
EY a3V RICHIRT Z2RELNH D —BEFTLIEINRNRT7—REFALT, RY 1—L2RMICESE
INTWBRGHICRIIBET,

NRATL—XEEBT7AIOEAEIEET DHEAICIK. O—ILIZHEMICEEL-RABE2FALET., A
N, VT4 VITHRRODLRWGEIE, BEONNA VT4 VIR T L —XDEEA2RA#F
£

PBD Tl&. TNAR%EZXAOY MIXYEYTTZ2EQELTNNA VTV TA5EHZLET, DF Y.,
BUTFNNARICEBONA VT4 VI ABETEEY, 74/ 02Oy ME1TY,

nbde_client 0—JL Cid. state EHEIR/ETEET, FILWANI VT 1 VI EEHRT 2D, BEFEON
A1VT4 VT 58T 2%BEE. present Z{FEFH L £9, clevis luks bind & [3E7:Y), state: present
HHEALTTNARZROY MIHIBREDONA VT4V V% EEEXTSHIEETEET, absent IT5%
ETDE BELENA VT4V IDEBRINETS,

nbde_client > 27 LO0— L2 ERAT 2 &, BET 1 RVBESEY Y a—23avD—E& LT, Tang
H—N—%F704 LTCBEETEEY, COO—LIFLUTOMEEYR—NLET,

e Tang@®NO—FT— 3V

o TangBDTFOABLUNY I TS

BIER R

e NBDE (Network-Bound Disk Encryption) O —JLZ# DML, rhel-system-roles /Xy or—<
4 >~ X h—JL L. /usr/share/doc/rhel-system-roles/nbde_client/ & /usr/share/doc/rhel-
system-roles/nbde_server/ 74 L b') —® README.md & README.html 7 7 1 )L %25
BLTSEIW,

o J-& ZIE. system-roles Playbook MiZ& &, rhel-system-roles /X r—2% 4 V2 h—)b
L. /usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/ 71 L. 7 N ) —% %5
BLTCEIWY,

® RHEL ¥YZRFAQ—I)LOFMIE, RHEL YA FLAO0—IVEFEATZHOIY hO—IL/ —R
EEENR /) — FOEF 25RLTILEIW,
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Red Hat Enterprise Linux 9 RHEL ¥ 257 40—V FRA LY A7 LABEBO AL

18.2. BH D TANG H—/N—% v N7 v 73 % /= DNBDE_SERVER & A T
LO—J)LDFEA

LUTFOFIEICHE> T, Tang Y —/N—5ZE% S Ansible Playbook % %fmd & OERA L £ 7,

AR

o 1DLEDTR—Y K/ —FK (nbde_server > A7 LAO—ILTERETDIVRATLYANDT IR
BLUPNR—3Ivay,

e OvhO—JL/—R(ZDYRTFTLH S RedHat Ansible Core (MDY A7 L%EFEKE) ~NDT ¥
ERABLVTNR—3 Y */El‘/

v hA—=IL/— KT

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —IDNA VA M —)LI N TW
%,

BF

RHEL 8.0-8.5 Ti&. BI®D Ansible Y RIS Y —~ADT7 I L RELZBEINTE Y,
Ansible = ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 > a1—7 4 1) 757 1 —. docker *
podman REDIA RV Y —, TSTAVEET2—IDNELEETNTWVWET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIT. FLYIR—RDT7—FT 414 JIIEE
How to download and install Red Hat Ansible Engine &8 LTI W

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X 7 — & L TRMH) AAEA
ThF LAk, TNICE Ansible AYY RSA4aA—FT14YFT4—, ATV R, BLVE
Vb > Ansible 754Dy MHIEEFNTWET, RHEL I&. AppStream ) RY
M)—ZNLTIDONRNy r—Y%RH L, YR— MEREIZRENTY, FMICDWT

&, FL v R=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories ZZ8B L T 72X,

o YR—UR/—RABHINTVWEA YRV N =T 7ML DH B,

FIR

1. Tang Y —/N\—DREHNEEN S Playbook ##fE L ¥, EOL SBT3
M. /usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/ 71 L 7 1) —IlH
% Playbook DWEFNHI DY Y IV EFRTZIENTEET,

# cp /usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/simple_deploy.yml
./my-tang-playbook.yml

2. BIRLAETFRANIT 49 —TPlaybook ZiREL 9., UTFICHERLET,
I # vi my-tang-playbook.yml

3. MERNRSA—H—%BIMLET., LLFD Playbook OHITIE, Tang H—/"—DF70O1 &4
DOO—F7—YavalEICEITLIET,

- hosts: all
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$818% RHEL ¥ R 7 A0 —JL%{§ M L 7= NBDE OF%E

vars:
nbde_server_rotate_keys: yes
nbde_server_manage_firewall: true
nbde_server_manage_selinux: true

roles:
- rhel-system-roles.nbde_server
)z 6
nbde_server_manage_firewall & nbde_server_manage_selinux [&i@A & %

true ICEREINTWS 728, nbde_server O—JL (3 firewall O—/JL & selinux
O—J)L%{#EE L T, nbde server O—J/LAMERHT 3 R—NEBELET,

4, $£7 L7z Playbook ZEHEL £ 7,
I # ansible-playbook -i inventory-file my-tang-playbook.yml
ZIT UTDLDICRY XY,
e inventory-file &4 YRV N =T 74 IJVICEZHZFT,

e logging-playbook.yml (&, ¥ 9 % Playbook ICEX# X X7,

BF

Clevis M Y Z M—ILEINTWB Y RT LT grubby YV —I)LAFEAL T, X7 ARE
BFORWERET Tang EY DXy M=V ZFATESRLDICT BICIE. ROOIT VR
EERITLET,

I # grubby --update-kernel=ALL --args="rd.neednet=1"

BIER R

o ZEffiL. rhel-system-roles /Xy r—< % 4 >~ X2 h—JL L T. /usr/share/doc/rhel-system-
roles/nbde_server/ 14 L 7 k |) —& & U usr/share/ansible/roles/rhel-system-
roles.nbde_server/ 74 L7 b —ASBR LTI,

18.3. NBDE_CLIENT RHEL ' 27 A0 —/)LA{FA L7=1E%®D CLEVIS 7 54 7
ity NTYT

nbde_clientRHEL Y X7 L0—)L&FEHAT 2 &, Clevis 754 7> M&E % ST Ansible Playbook %
BEOY AT LTERBSLICERTEEY,

TR

nbde_client ¥ 27 A0—)Lik, Tang/N\M VT 1 VT DHEHR—MLET, Zhid.
RERTIETPM2 AL VT4 VJIERATERVWI EZBHKRLE T,
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FIR

142

o 1DLED TEX—Y K/ —F (nbde client V27 LO—ILTREETDZVRATL)ADT IR

BLUN—Zvyvay,

A bO—JI/—FK (ZDY AT LM S Red Hat Ansible Core [3ftiD > R 7 L%FRE) NDT Y
EABLUVNRN—3vvay,

Ansible Core /Ry —I A MO—ILI I VICA VA MN=ILINTWS,

rhel-system-roles /Xy 7 — A% Playbook #ZEfT§ 2V AT LICA VA M—ILINTW3,

. Clevis 7547V NDERENE TN S Playbook ##fHEL T, EONSEIKRT S

M. /usr/share/ansible/roles/rhel-system-roles.nbde_client/examples/ 71 L 7 h ) —IZdH
% Playbook DWEFNHIDH Y IV EFRTZIENTEET,

# cp /usr/share/ansible/roles/rhel-system-roles.nbde_client/examples/high_availability.yml
./my-clevis-playbook.yml

. BIRULETHFANIT 449 —TPlaybook Z#FE L £7., UTFICHAIZRLET,

I # vi my-clevis-playbook.yml

. MBS A—H—%EBMLET, LLTOD Playbook DEITIE, 2 DD Tang H—/"—DH B4

RLEH 1A’ FIAFTRLIGEIC. LUKS TESIELZ2D0ORY) a—AZzE8MICT7 Oy
J99BEIICClevis V5147V MERELET,

- hosts: all

vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- http://server2.example.com

- device: /dev/rhel/swap
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- http://server2.example.com

roles:
- rhel-system-roles.nbde_client

. 87 L7 Playbook %##MA L £ 9,

I # ansible-playbook -i host1,host2,host3 my-clevis-playbook.yml



#518%E= RHEL Y A5 AO0—J)L % L 7= NBDE D& E

BF

IRIED nbde_client ¥ X 7 A0 —)LiE, BIHIARR MEE D b OJL (DHCP) 2 EAT %
BEDHEYR—MNLET., BHIPEREDY 47 MINBDE #FRT 35I2IE,. RD
WIFNHIDT7 o avEEFTLET,

o Xy NJ—UH%FEAdracut IV RIELZE T, RICHIERLET,

# dracut -fv --regenerate-all --kernel-cmdline
"ip=192.0.2.10::192.0.2.1:255.255.255.0::ens3:none"

o HBHWIE, MRy NT7—21EHR%ZST .conf 7 7 1 JL % /etc/dracut.conf.d/
FTALIMN)—=ITERLET, RICHAZERLET,

# cat /etc/dracut.conf.d/static_ip.conf
kernel_cmdline="ip=192.0.2.10::192.0.2.1:255.255.255.0::ens3:none"

RIC, EERAM T4 RVA A=V 5BERLET,

¢ RDA=ARvy N% Playbook ICIBINT 2 I EHTEET,

tasks:
- name: Configure a client with a static IP address during early boot
ansible.builtin.command:
cmd: grubby --update-kernel=ALL --

args='GRUB_CMDLINE_LINUX_DEFAULT="ip={{
<ansible_default_ipv4.address> }}::{{ <ansible_default_ipv4.gateway> }}:{{
<ansible_default_ipv4.netmasks> }}::{{ <ansible_default_ipv4.alias>
}}:none™

LEOR=ZRvy N T, XF75 <ansible_default_ipvd.*> =y NT—VDIP 7
KL ZICEEMAFT (B ip={{ 192.0.2.10 }}::{{ 192.0.2.1 }}:{{ 255.255.255.0
}}::{{ ens3 }}:none),

BIER R

NS A—4H—DFFHE. NBDE Client ¥ A5 A 0—)LICEIT %3EN1E#RIZ. rhel-system-roles
Ny lr—I% A4 > M=)l L. /usrtishare/doc/rhel-system-roles/nbde_client/ & & U
/usr/share/ansible/roles/rhel-system-roles.nbde client/ 71 L 7 b ) —% S8BT X
AN

Red Hat Enable Sysadmin D32 Looking forward to Linux network configuration in the initial
ramdisk (initrd)
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8195 RHEL ¥ R 7 A0 — )L & {EMA L/<FERAEDEK
certificate ¥ X7 L0—J)LZERAL T, sAEZRITELVEETEIY,
AETIH, UTFOMEY ZICDOWTERBALET,
e certificate > X7 LA0—)b
e certificate Y A7 A0V ZFERALH L VWECELIIAZTOEK

e certificate Y X7 L0O0—)LEFER L IAMCA DS DHF L WEEBAEZDEXK

19.1. CERTIFICATE > A7 A A0—)J)U

certificate > 2 7 L0 —J)L%ZfEFA L T. Ansible Core Z{EM L. TLS 8L U SSL DEFFAEZEDRITE &£
VEHZEETEET,

A—JL& certmonger ZEIBAZE TONA ¥ —& LTERA L. BCERMAZORTEEH. LU I1dM
AR (CA) DERZBREIFRTYR—MLTVWET,

certificate ¥ 257 LO0— )L A {FEHT 5 &, Ansible Playbook TUUTOZEHAFHTEET,

certificate_wait

SRAVNEREZRITT 2T THBT N E > ZHBELET,
certificate_requests

HITTDRIAAT L ETDNIA—F—%KRTITIFE. ROATY RNZEETLET,

B EfE R
e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 L2 SR L T £
T LY,

® RHEL System Roles 2§ 27 DHIE / — N EBENR / — NO%EfRF

19.2.CERTIFICATE Y A 7T LAO— )L ZEALFH LV B S ERIAHASTOEK
certificate > 2 7 A0 — )L TlL, Ansible Core 2R L CHCERZDIIAEERKITTEXET,
OOt RIE, certmonger 7O/N1 ¥ —%{HH L. getcert v NTHAZEAZERL X7,

Pz

77 #J)U K Tld, certmonger [ZBEMIARIIN B RIICGIFAZ D EFH 2 BEINICHITL X

9. Zhik, Ansible Playbook @ auto_renew /X5 X —4 —% no ICERET 5 & EMWICT
XET,

AIREH
® Ansible Core /Ny —IAay MO—IIIVICA VAN —=ILINTWS,

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy 5 —I A4 VXA h—)LI N TW3,
Fa
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1. 7> a>:inventory.file REDA VRV N =T 74 L EERLE T,
I $ *touch inventory.file*

2. AR N) =D 74V RE., (FAEZEXRTEHHRAMNAEEEZLE T, UTICHAlZRLZE
-a—o

[webserver]
server.idm.example.com

3. Playbook 7 7 1 L& {ERK L & 9 (fl: request-certificate.yml),
e webserver 72 &, FIRAEAZERTZ2HRA N EEL L DIC hosts ZHEL X7,
e certificate_requests T 5% E L TLATZEML 7,
o name NTAXA—4—%FHLET ZAEDHAI (mycert 2 &) ICREL X T,
o dns/NT X—4% —% *.example.com 72 EDFAEZICEL N A A VICERELZF T,
o ca/NTA—4—% self-sign ICERELE T

o roles M TIZ rhel-system-roles.certificate O —JL 5% EL £ 7,
PAFIE. ZDBID Playbook 7 7 1 ILTY,

- hosts: webserver
vars:
certificate_requests:
- name: mycert
dns: "*.example.com"
ca: self-sign

roles:
- rhel-system-roles.certificate

4. 7714V ERELET,

5. Playbook #%21T L £ 9,

I $ *ansible-playbook -i inventory.file request-certificate.yml*

RS

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 L Z SR L T £
T LY,

e ansible-playbook(1) man R—Y 2SR L T LI,

19.3.CERTIFICATE ' AT L0 — )L = {FH L7 IDM CA ™ 5D L WEBAZE D
3k
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certificate > 2 57 40O — )L Tl&, HAEEREBE (CA) TIAM B —N—%FEH L TW3 & ZIZ, anible-core
ZFEALUCEERAEZRITTELX T, LEF>T IdMAE CAE LTHERT3HEIC. EHDOYRATLD
FAERAE R SR N F I —VEDEHUNDOD—BELTEETEET,

ZO7OtRIE, certmonger 7O/NA ¥ —%fHEMA L. getcert Y NTARAEAERL T,

i

Pz
77 #J)U K Tld, certmonger [EBEMIARIUIN S EIICGIFAZ DO EFH 2 BEINICHAITL X

9. Zhik. Ansible Playbook @ auto_renew /X5 X —4 —% no ICERET % & |EWICT
XE9,

Gl s
® Ansible Core /Ny —IAar NO—IIIVICA VAN —=ILINTWS,

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy r—I A4 VX h—)LINTW3,

¥R
1. A7 av:inventory.file REDA VRV N) =T 74 IV EERLE T,

I $ *touch inventory.file*

2. AR N =T 74 IV ERE., SFAEZEXRTHHRAMNAEEHZLE T, UTICHAlZRLZE
_a—o

[webserver]
server.idm.example.com

3. Playbook 7 7 1 L& ERK L & 9 (fl: request-certificate.yml),
e webserver 2 &, FIFAEZERTZ2HRRAMNEEL L DIC hosts ZREL £ T,
e certificate_requests T 5% E L TLATZEML 7,
o name /NTAXA—4—%FHLET ZAEDHAI (mycert 2 &) ICREL X T,

° dns /NS A—H—% RXA VITERE L. sEAZFITEML 7 (B
www.example.com),

o principal /35 X —#% —%Z%E L. Kerberos 7 /X)L EIBELE T (HI:
HTTP/www.example.com@EXAMPLE.COM),

o caNTA—H—% ipallFEELZXT,

o roles M TIZ rhel-system-roles.certificate O —JLZ5%E L £ 7,
PAFIE. ZDHBID Playbook 7 7 1 ILTY,

- hosts: webserver
vars:
certificate_requests:
- name: mycert
dns: www.example.com
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principal: HTTP/www.example.com@EXAMPLE.COM
ca: ipa

roles:
- rhel-system-roles.certificate

4. 7714V ERELET,

5. Playbook #%2fT L £ 9,

I $ *ansible-playbook -i inventory.file request-certificate.yml*

BIER R

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 L2 SR L T £
T LY,

e ansible-playbook(1) man R—Y A SR L T LI,

19.4. CERTIFICATE Y A 7 LO—)LAERA L T, SEBAEDRITRIF 2 IEFKITER
EIFTBIATY RDIEE

certificate 0 —JL Cl&. Ansible Core Z{FA L T, SEFAZEDORT I L IEEFOFIRICOTY KEEITT
xFd,

UTFoFITIE, EEED www.example.com DB ERFIAE 2 RITX /2 IEEH T SH1IC httpd —
EX%ZELEL, #THEHLIY,

Pz
77 #J)U K Tld, certmonger [EBEMIARIIN S RIICGIFAZ DO EFH 2 BBINICHITL X

¥, Zhik. Ansible Playbook @ auto_renew /X5 X —4 —% no ICERET % & EPICT
XE9,

AR

® Ansible Core /Xy —IAIY hO—IUIIVICA VA PM=ILINTWS,

® Playbook #3179 %~ XA 7 AIC rhel-system-roles /Xy 7 —I A4 VA h—)LINTW3,
¥

1. 7> av:inventory.file REDAI VYRV N) =T 74 IV EERLE T,

I $ *touch inventory.file*

2. AR N) =D 74V ERAE., (FAEZEXRTEHHRAMNAEEEZLET, UTICHAlZRL X
-a—o

[webserver]
server.idm.example.com

3. Playbook 7 7 1 L& {ERK L & 9 (fl: request-certificate.yml),
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o webserver 2 &, FAEZEAEKRTBHRANEETL L DIC hosts ZFREL F T,
e certificate_requests T =% E L TUATZEML 7,
o name /NTAXA—4—%FHLEY ZAEDHAI (mycert 72 &) ICREL X T,

o dns NS X—4—% RXA VICEREL., SASICEML XY (B
www.example.com),

o canNTA—H—%IIAEERITTIBRICHERT 2 CAILREL £7 (4 self-sign),

o ZDIIFAEARITELIIEH I BH1IC. run_before /XS5 A—4—%FT§ 27TV K
ICERE L £ 9 (f5l: systemctl stop httpd.service),

o ZDIFFAEARITEITEHLEIC, run_after /XS A —4H—%F£1T7F 57V KIC
%€ L £ 9 (fl: systemctl start httpd.service),

e roles M TIZ rhel-system-roles.certificate O —JL 5% EL £ 7,
LAFIE. ZDBID Playbook 7 7 1 ILTY,

- hosts: webserver
vars:
certificate_requests:
- name: mycert

dns: www.example.com
ca: self-sign
run_before: systemctl stop httpd.service
run_after: systemctl start httpd.service

roles:
- rhel-system-roles.certificate

4. 7714V ERELET,

5. Playbook #%2fTL £ 9,
I $ *ansible-playbook -i inventory.file request-certificate.yml*

BIER R

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 7 7 1 L2 SR L T £
T LY,

e ansible-playbook(1) man R—Y A SR L T LI,
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%203 KDUMP RHEL Y R25 40— )AL/ Sy 19 Y TOHRE

$F20=Z kouvp RHEL > R FALA0—I)VA{ERLZE&E Y Sy a2 ¥
TDERTE

Ansible Z{#F L T kdump 2 & ¢ %(lId. RHEL O CERAEEA RHEL Y A7 L40—/)LD1DTH B
kdump O— L2 EHTE XY,

kdump O—ILZFEAT2 &, BTAMITBLDICVATLDAE) —DABRZFRET 25 %ZEET
TET,

RHEL Y RFL0—)bE, ZOBEAAEDFHMIE. RHEL VAT LAO0—I)LOEBE #8B LTIV,

20.1. kpumP RHEL > X774 A8—)b

kdump YRAFLO—ILEGATZE, ROV AT LAICERANBA—IILIT Y TR A—5 —5BE
TEZXY,

20.2.kpump O—J)LD/IXS A — 4 —

LTFoO—IZEHAFERLT, OV AT ATRHEL Y AT LAOA—=ILDH—RILY Y TIRS A —4 —
ERELET,

kdump_target 92y adrTT774)L (vmeore) EIL— kT 7
LI 2T LUANDZAICRET 27201, ¥ —
Ty NDBARES 24T av, 94 Thraw
F =i filesystem DFE. ¥ —7 v b DGR,
TNA R/ — R4, label. £7E uuid R & D/—
T4avESRLEY,

kdump_path vimcore AEXAEN 5/VZ, kdump_target »°
null TIABWSEE, RREZDI Y THIY—5y hAD
BX/RZICRY £Y, £ THRWEEIE, root 77
AN RT LDOWEHINATHI2UVENDHY £T,

kdump_core_collector 9ZvadrT (vmeore) 77N EIE—T 3
av 2 K, null DFE. kdump (&
kdump_target.type IC&kFT 24 T 3 v EIEE
L T makedumpfile 7O/ > L% EALE T,

kdump_system_action kdump 274> 77 74 )L (vmcore) = 75 4
RY—=F =45y MLRETIRWEEICETT 5K
B, BIMDERIEIC
I&. reboot. halt. poweroff. & & U shell »*'5
FnEd,
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kdump_auto_reset_crashkernel crashkernel [E%=# LW TF 7 4L MEICY Y b T
247 av, & zE. kexec-tools *F 7 # L
k@ crashkernel {E% #7 L \MEICE#H T 2355,
FRBEOH—RILDPEFVWT 74 MDA—RILD
crashkernel &% # > T\ %3541&. crashkernel
Bty MLET,

kdump_dracut_args kdump initrd Z B9 % & X ITEMO dracut 7
ToavaEESA T ay,

kdump_reboot_ok V29T aA—RIAICTRRAE) —DFHIN
TWAWEERR/ — KNTO—I)LA2RTT2HBEIC
reboot 7V a vERETEA S av, EA
IE. 7 7 1)L /sys/kernel/kexec_crash_size IZ5
EFNd75vattAIN0DGEE. EEBER/ —
KBRS L . kdump #BERE L AFHIER
SIRWATREMES DY £ T,

BaEE IR
e makedumpfile(8) M man R—
e kdump THERAINZ/NSA—F—0DFFHE. kdump > X7 LAO0—LICET 2EMER
I&. /usr/share/ansible/roles/rhel-system-roles.kdump/README.md 7 7 1 L2 S8R L TK
EEW,

20.3.RHEL Y257 L0—)LA{ER L 7= KDUMP D& E

Ansible Playbook & 521F L T kdump ¥ 257 AO—/)LAGFERA L. EHOY 27 AICERNWR D —RILY
VITIRGA—H—ERETEET,

DIk

H
[=]

kdump O—JL &, /etc/kdump.conf 7 7 (L ZBEXHMZ B & T, YRx—Y KRR

A MDD kdump BRELHRZEZIRAE T, /. kdump O—ILHBERIND &,
/etc/sysconfig/kdump 7 7 1 L Z B XX T, O—ILEHTEEINTWGEWG
BTH, LAIDO kdump DEREL TN TEIBALNET,

(1} =355
® AnsibleCore/Xw s —IUHMNAY FO—ILIYIVIZA VA M=ILEINT WS,
® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy r—I A4 VA h—)LINTW3,

o kdump £F FOATBYRATLLE YA NKRT B4 URY NY =T 74 LDH B,
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¥
1L UTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- hosts: kdump-test
vars:
kdump_path: /var/crash
roles:
- rhel-system-roles.kdump

2. #7723 v:Playbook DIEX MR L F T,
I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

RS

o kdump O—/)LEEDEEMIL. /usr/share/doc/rhel-system-roles/kdump 71 L 2 b —®D
README.md 7 7 1 JL & 7=1& README.htm| 7 7 1 JLAESRB L TLZI W,

® Preparing the control node and managed nodes to use RHEL System Roles Z&MR L T X
(A

e rhel-system-roles /XY s —< % 4 > X h—JL L. /usr/share/ansible/roles/rhel-system-
roles.kdump/README.html D K ¥ 2 XV FZSRB L T LI,
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F2IZERHEL > X7 AA0— /L= FRAL/-O—HILAKMNL—DD
pi:)

B

Ansible Z#fFE L TLVM EO—AILT 7M1 IY AT L (FS) #EE$ 5 ICI&. RHEL7.9 TERTRER

RHEL ¥ R7L0O—J)LD1DTdH 5 storage A— L EFATEET,

storage A—I/LEFAT2E. TARVEDT7 7MY RAT A, BEOTI VICHDZMEBRY 12— L4,

BLURHEL7.7UBEDEN— 3y TOIT 74 IV RTLADEEABEILTEZT,

RHEL ¥ RFAL0—)L &, ZOEAAEDFMIZ, RHEL VAT LAO0—)LDOEHE #SB LTIV,

21.1.sTORAGE RHEL ¥ X 57 A O0— )L D E

storage O—JLIFLA T ZEBETE XY,

storage O— /L 2T 5 &, RDIRVZERITTEET,

21.2.STORAGE VAT LAA—J)LTA ML =V FNA ZA%HANT B/85 A —

&_
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MDRAD R 2 —LEZFDT7AIY AT A

T7AIWVY AT LEENRT S
774N AT LEHIRT %
T7ANYRTLEYIV NT B
T7ANYRTLETVYIDIVNT S
LVMARY 2 —LTI—T%ERT S
LVMARY 2 —LTI—T%HIRY S
WERY 2 —LEERT S

WERY 21— L%HIBRT 2

RAID RY 2 —L%EEHT 3

RAID RY 2 —L%HIRYT 3

RAID TLVMARY 2 — LTI —THEERT S
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PATBERHEL Y A7 LAO0-)LaFALO—AIANL—VDER

storage O—J/LDREIE. UTOZEHICRE INTWE I 7MLV AT A, R)a—4L, LTI
ICDHZELET,

storage_volumes

RR=—VYRONR=FT42aVPPREINTVWRVWERT ARV LEDT7 74V AT LD) X b
storage_volumes |l raid R 2 —LA52EHBIEHTEET,

BE. R=F12aviEHR—bIhTWEEA,
storage_pools
EEITLZS—ILDY R b

BWE. YR—MINTWBEHE—DT—ILY A TIELVM T, LVM TlE, T—ILIFRY) 2 —4LYT
W—=T VG ERLET, EF—ILOTICIE. O—ILTEEINSEZR) 1 —LDYRAMHYET,
LVM Tld, &RV a—LlE, 774NV RATLEFOREBERY 2—L (LV) ICHIGLE T,

213. 7AY I TFTNNA RICXFS 7 74 IV R T L% VER S 5 ANSIBLE
PLAYBOOK D5l

Ansible Playbook M5l T, storage A—I/LZEAL T, T 74N MDNRZA =4 —%FHLTTAOY
DTINAREICXFS 774 IV AT L&EERLET,

DIk

H
[=]

storage O—JLiE, /X—=FT 1 2 a UAREINTVWRWT 4 R 2F X I35RER
Jai—L(LV) TDHTF7FANY AT LEZFRTEXY, N—T423VIlT7A
WORT L% ERT DI EIFTEIEA,

$121.1 /dev/sdb IZ XFS % {ER 9 % Playbook

- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: xfs
roles:

- rhel-system-roles.storage

o IRE., RYa1—L%K (ZDFITIE barefs) (FEETY, storage O—JLiE. disks: BMHEICY
AMNRKRERINTWBETARITNARATRY) a—L%Z=HFELET,

¢ XFSIERHELODT 74NN NIT 7AWV RTLTHSZ7-85. fs_type: xfs T2 LT Z I &
NTEXT,
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o MMIBRNYA—LICT7AIVYRATLZERTSICE. T 90—V PR) a—LTIL—T
B0 disks: BHEDOTICLVMBREZIEEL T, Mk, #RER) 1 —LZEET S
Ansible Playbook D]l Z58R L T ZX L,

LV 7/ ZADNZAEBELRBRWVWTLEI W,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

214. 7 7 A IV AT L% K#EMIICY U >~ b % ANSIBLE PLAYBOOK D

Ansible DI TIL, storage O—JL%&EAL T, XFS 7 7MLV AT L%BIBEANDAGHICT TV ML
i-g_o

- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_user: somebody
mount_group: somegroup
mount_mode: 0755
roles:
- rhel-system-roles.storage

Z D Playbook Tl&, Z 7MY AT Lh fetclistab 7 7 1 JLICEBIMIh, TICT 7ML
VATLEIVVNLET,

/devisdb T/NA A ED T 7 A IV AT L, FLWEXIOVMNRAYMDTa4 LI M) —H%F

$121.2 /dev/sdb D7 7 4 L AT L% /mnt/data iC¥ ™ > b § % Playbook
ELARWEEIE, Playbook ICEWIERINZE T,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

215. /IR 2 — LA B 5 ANSIBLE PLAYBOOK D5

Ansible Playbook D ff Tld. storage O—JLABEAL T, RY a2 —LTI—FICLVMBER) 21— LA
e LT,

F121.3 myvg RY 2 —LTI—TFIZ mylv HEBRY 1 —L%EEKT % Playbook
- hosts: all
vars:
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PATBERHEL Y A7 LAO0-)LaFALO—AIANL—VDER

e myvg R a—LJIL—TE RDTA RV THREINET,
o /dev/sda
o /dev/sdb
o /dev/sdc

e myvg R a—LTIL—THTTICHEHET BHEIE. Playbook IC& WERERY 2 —LALHK
)a—ALTI—FIBMINET,

e myvg RY 1—ALTI—THEELLWVEEIF. Playbook ICLWIERINE T,

® Playbook (&, mylv iR 2 —AL EICEXt4 77 A IV AT LEERL, mnt 774 I)LY
AT LEXKEMICTIYMNLET,

storage_pools:
- name: myvg
disks:
- sda
- sdb
- sdc
volumes:
- hame: mylv
size: 2G
fs_type: ext4
mount_point: /mnt/data
roles:
- rhel-system-roles.storage

BEEE R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

216. 724D 70Oy JHEEABRICT 5 ANSIBLE PLAYBOOK Dl

Ansible Playbook DI Tld, storage O—J/LABEAL T, #3407 0y JHEEZFMICLTXFS
T7AIWVVRTLEIRTDYRMNLET,

disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_options: discard
roles:

#121.4 /mnt/data/ COA >V SA DT Oy I BEEHFNICT 5 Playbook
- rhel-system-roles.storage

- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
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B =S
o J7AINYRTALEXKEHICTY Y Y k3 B Ansible Playbook Dl

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

21.7.EXT4 7 7AWV AT L%&ERHR LT~ b3 % ANSIBLE
PLAYBOOK Dl

Ansible Playbook D3I Tl storage O—J/LZEAL T, Ext4 77 MV AT L%ZERLTY O ML
x7,

- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: ext4
fs_label: label-name
mount_point: /mnt/data
roles:
- rhel-system-roles.storage

$5121.5 /dev/sdb IZ Ext4 Z4EB L. /mnt/data ic~¥ > b9 % Playbook

® Playbook I&, /devisdb 74 RV ICT7 7 A IV AT LEEHRLET,
® Playbook (X, /mnt/data 74 L 27 M) —ICT7 74 LY AT LEXKGHICI IV MLET,
o J7AINYATLDINIIE label-name TY,

BaEE R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

218.EXT3 774 IV AT L%EERMR LTV M9 % ANSIBLE
PLAYBOOK Dl

Ansible Playbook Ml T (&, storage A—I/LZEA L TEXB3 77 A IV AT LZERHRLTY UV ML
x7,

- hosts: all
vars:

$121.6 /dev/sdb IZ Ext3 Z4#ER L. /mnt/data IZ~< " > b § % Playbook
storage_volumes:
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mount_group: somegroup
mount_mode: 0755
roles:
- rhel-system-roles.storage

- name: barefs
type: disk
disks:
- sdb
fs_type: ext3
fs_label: label-name
mount_point: /mnt/data
mount_user: somebody
® Playbook &, /devisdb 74 RV ICT7 7 A IV AT LEERLET,
® Playbook X, /mntidata 74 L7 N =T 7 ALY AT LEXKGHICII Y MLET,
o J7AINYATLDINIIE label-name TY,

BEEE R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

21.9.sTORAGERHEL Y A5 L0—I)LAFHL TLVM LOBED 7 714 ILY
AT LD A4 X&ZEE 4 % ANSIBLE PLAYBOOK Dl

Ansible Playbook Ml Tl&. storage RHEL ¥ A5 LAO0—)LABEAL T, 774V RATLAEFERALT
LVMBIERY 2 —LDHY A XAEZELET,

Dig¥
il

—_

D7 7M1 I AT ALTResizing 77> avaFRTZE, FELTWET NS
2DT—8 EWHET DHREENHY T,

F21.7 myvg KY 2 — LT N—TDEED myM BL T myvi2 SHIEBARY) 2 —LDH (A X%EZEHT S
Playbook

- hosts: all
vars:
storage_pools:
- name: myvg
disks:
- /dev/sda
- /dev/sdb
- /dev/sdc
volumes:
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- name: mylv1
size: 10 GiB
fs_type: ext4
mount_point: /opt/mounti

- name: mylv2
size: 50 GiB
fs_type: ext4
mount_point: /opt/mount2

- name: Create LVM pool over three disks

include_role:
name: rhel-system-roles.storage

o Z®DPlaybook i, UTFDEEEDT7 74 IV AT LDY A XEEBLET,

o Jopt/mountl ICX VY FEINZ mylvi R 2 —LDExXt4 77 AILY AT LIE. ZDY
1 X%10GBIKEBLZ Y,

o Jopt/mount2 ICY VY hEINZ mylW2 R 2 —LDExt4 77 AIY AT LlE, ZDY
1 X%50GBICERLET,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

21.10. sTORAGE RHEL SYSTEMROLE AR L TRV v 7R 2 — L& {ERK
3 % ANSIBLE PLAYBOOK D3l

AtV 3T Ansible Playbook Dl Z#8/T L £9, I D Playbook I&. storage O—JL% &M L
T RA79 TR 2a—LHABEELABAVWBEIFMEHR L. X7y TR 2—LDTTICEET 2HEIE. T
T7AIDNDONRSA=S—%FALTTOYITNSARIIEBLET,

$5121.8 /dev/sdb TBEFE®D XFS ZER L /= I&ZHE I % Playbook

- name: Create a disk device with swap
- hosts: all
vars:
storage_volumes:
- hame: swap_fs
type: disk
disks:
- /dev/sdb
size: 15 GiB
fs_type: swap
roles:
- rhel-system-roles.storage

o IRE., RYa1—L%Z (IDFITIE swap_fs) IFEETY ., storage O—JLIk, disks: BHIC
JAMKRINTWBETARITNARATRY) 2a—LERELET,
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BaEE R

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

21.11. STORAGE Y R F LO0— /)L A{EHA L/ RAID R 21 —LDEE

storage ¥ A7 L0O—J)L%fEAT % &. Red Hat Ansible Automation Platform & Ansible-Core % {3
LTRHELICRAD RY 2 —L%ZBRETEET., BEHICEDETRADRY) 2 —LZRES B7HD/N
S A—%—%FEAL T, Ansible Playbook #/Ef L 7,

(1} =355
® Ansible Core /Xy —IAY NO—IUIIVICA VA PM=ILINTWS,
® Playbook #3179 %~ XA 7 AIC rhel-system-roles /Xy 7 —I WA VA h—)LINTW3,

e storage A7 LO— I AEFEALT. RADRY 2a—L%&2FTOM4T2Y AT LDOFMAELERL
ARV N) =T 740U DH %,

¥
L UTFToavFrYEELH LW playbookyml 7 7 1 L EER L £ T,

- name: Configure the storage
hosts: managed-node-01.example.com
tasks:
- name: Create a RAID on sdd, sde, sdf, and sdg
include_role:
name: rhel-system-roles.storage
vars:
storage_safe_mode: false
storage_volumes:
- name: data
type: raid
disks: [sdd, sde, sdf, sdg]
raid_level: raid0
raid_chunk_size: 32 KiB
mount_point: /mnt/data
state: present

Digk

==
[=]

BEORR T RENEET BIBANBY E T, &AL, FLu

TARDEVATALIEMT 3 EERETYT, LEN>T, T—9DIEX
ERE<CT2IT, Playbook THREDT 41 AV Z&EFEBALAWVWTLL IV,

2. #7723 v:Playbook DX MR L F T,

I # ansible-playbook --syntax-check playbook.yml
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3. Playbook #Z2fT L £ 9,

I # ansible-playbook -i inventory.file /path/to/file/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

® RHEL System Roles 2§ 27O DHIE/ — N EBENR / — NO%EfRF

21.12. sTorAGE RHEL SYSTEM ROLE % {#f L T RAID T LVM 7—)L %5
EY 3

storage > A7 L0—)L%ZfEHY % &. Red Hat Ansible Automation Platform % 8 L T RHEL IZ
LVM pool with RAID Z5%ETEXF 9, FIAAIEER/NZ XA —4 —%{FMH L T Ansible Playbook =t v k
7w 7 L. LVM pool withRAID 2% ETZ £ 7,

(1} =355
® Ansible Core /Xy —IAaY hO—IUIIVICA VA PM=ILINTWS,
® Playbook #3179 %~ 2 7 AIC rhel-system-roles /Xy 7 —I A4 VA h—)LINTW3,

e storage VAT LO—)L%FEHAL T, LVMpool with RAID %258 E ¥ %Y R T LoD %8R L
AR RN) =T 74D H %,

¥
L LTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £F,

- hosts: all
vars:
storage_safe_mode: false
storage_pools:
- name: my_pool
type: lvm
disks: [sdh, sdi]
raid_level: raid1
volumes:
- name: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
state: present
roles:
- name: rhel-system-roles.storage

pa )

LVM pool with RAID % {ERX 3 % ICI&. raid_level /X5 X —#% — % L T RAID
Y4 TER/ESTDUEIHYET,
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2. 7 3 v:Playbook DEX %R L 7,
I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory.file /path/to/file/playbook.yml

RS

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

2113.STORAGE RHEL Y AR5 40—l A FH L7/~ RAIDLVM R!) 2 —L®D
ANSA T XADERE

storage > A7 L0—)L%ZfEHY % &. Red Hat Ansible Automation Platform % L T RHEL @
RADLVM RY 2 —LDA NS FHA X ERETEET, FIATRERNRSA—9—%FHALT
Ansible Playbook Z#t v k7w 7L, LVM pool withRAID 2 ETXZ 7,

AR

Ansible Core /Ry —I A MO—ILIIVICA VA MN=ILINTWS,

Playbook #3179 % ¥ X T Al rhel-system-roles /Xy 5 —I B4 VA M—=)ILINTW 3,

storage Y A7 LO— L&A L T LVM pool with RAID #38E T2 AT LADFMAEEHEL
ARV N) =T 74D H B,

¥
L UTFToavFrYyEELH LW playbook.yml 7 7 1 LEER L E T,

hosts: all
vars:
storage_safe_mode: false
storage_pools:
- name: my_pool
type: lvm
disks: [sdh, sdi]
volumes:
- name: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
raid_level: raid1
raid_stripe_size: "256 KiB"
state: present
roles:
- name: rhel-system-roles.storage

2. # 7> av:Playbook DX MR L F T,

I # ansible-playbook --syntax-check playbook.yml
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3. ARV N)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory.file /path/to/file/playbook.yml

RS

e RAID DEIRE

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 7 7 1 )L

21.14. sTORAGE RHEL > A5 40— )L A{FEHL. LVM EO VDO RY 12— LA
HEMES L OEEHRT 5 ANSIBLE PLAYBOOK M5l

Ansible Playbook M| Ti&. storage RHEL > 257 A 0—)L% &M L T. Virtual Data Optimizer (VDO)
ZEALHRERY 2—L4 (LVM) OEBEEEHREEDNICLET,

F121.9 myvg RKY 2 —LTIV—TFIZ. mylvi LVM VDO RY 1 —L%{ERKT % Playbook

- name: Create LVM VDO volume under volume group 'myvg’
hosts: all
roles:
-rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- /dev/sdb
volumes:
- name: mylv1
compression: true
deduplication: true
vdo_pool_size: 10 GiB
size: 30 GiB
mount_point: /mnt/app/shared

Z DFITIL. compression 7'—)L & & U deduplication 7—JL % true ICEREL 9., Zhidk. VDO A
FRAINDZIEAEBELET., UTFTIE, CONRSA—Y—DFERAEEHBLET,

e deduplication &, A hL—Y R 2 —AIKRFINTVWEIEET Y DEEHRICERAIN
i-a—o

o EiEF. AML—YR) 1—LIKEEINTVWET Y EZEHRET 2LHIERAINET, h
IKEY, JYRERAMNL—VBREDNFELNET,

® vdo_pool_size l&, Y 2 —LDBTF/NNA A TERT Z2EEOT 1 X52BELZXY, VDO R

) 2 —LDREH 1 XL, size /NS A—H—THRELZFT, FEL:LVMVDO IR ML —YO—
IWTEHERING O, TV EICEREEEHRAFRATEZRY) 2 —LRK1D2EIFTY,

21.15.sTORAGE RHEL Y R 7 A0 —J)LAFA L7z LUKS2 BEES{ERY) 2 —LD
YR
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storage D—JL%Z M L. Ansible Playbook #3217 L T, LUKS THES{EIN/R) 2 —LZFRE L
VRETEZET,

=S5

e crypto_policies VAT LAO—ITHRETEIVRATALATH D1 D2ULDOEERR ./ —RKADT
TERENR=ZIVvI3UDH B,

o BHEHR/—RKIEBHINTWBAI YRV N)—=T 71 hH %,

o IvhO—IL/—KR(ZDYATFTLH S RedHat Ansible Core (FMBD Y AT L%EFRTE) NDT
EABELP/N—Z v 3, ansible-core /XY 7 — 5 L U rhel-system-roles /X 7 — I HY
b=/ —=RIZAVAM=ILENRT WS,

BF

RHEL 8.0-8.5 Ti&. BI®D Ansible Y RIS K —~ADT7 I L RAELZBEINTE Y,
Ansible = ~R— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 > a1—7 4 )57 1 —. docker *
podman R EDIARY Y —, TSTAVEET21—IDNELEETNTWVWET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIF. FTLYIR—RDT7—FT 4 JIIEEE
How to download and install Red Hat Ansible Engine &R L T 23,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X 7 — & L TRMH) AAEA
INF L, TNICE, Ansible ARV R4 Ya1—TFT4)T7T4—, OITV R, 8LUVE
M1 Y Ansible 75714 Dty MAEENTWET, RHEL IZ. AppStream ') RY
M)—ZNLTZDONRNy =2 %RHEL, YR— MNEEIXRENTY . #FMICDWNT

&, FL v R=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories &R L T 72Xy,

¥
1L UTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
encryption: true
encryption_password: your-password
roles:
- rhel-system-roles.storage

playbook.yml 7 7 1 JLIZ. encryption_key. encryption_cipher. encryption_key size. &
& U encryption_luks N\—2 3 VIR EDMDIESIL/NTA -9 —%BIMNTHIEETEET,

2. # 7> av:Playbook DX MR L F T,

I # ansible-playbook --syntax-check playbook.yml
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3. ARV N)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory.file /path/to/file/playbook.yml

i3
qEI-I'l

1L BSIERT—9RX%ERTLET,
# cryptsetup status sdb

/dev/mapper/sdb is active and is in use.
type: LUKS2

cipher: aes-xts-plain64

keysize: 512 bits

key location: keyring

device: /dev/sdb

[...]

2. FERE N LUKSEESIERNY) 2 —L%ZMHRBLET,
# cryptsetup luksDump /dev/sdb
Version: 2
Epoch: 6

Metadata area: 16384 [bytes]
Keyslots area: 33521664 [bytes]

UulID: a4cbbe82-7347-4a91-a8ad-9479b72c9426
Label: (no label)

Subsystem:  (no subsystem)

Flags: allow-discards

Data segments:

0: crypt

offset: 33554432 [bytes]
length: (whole device)
cipher: aes-xts-plain64
sector: 4096 [bytes]
[--]

3. storage O— /LM R— K9 % playbook.yml 7 7 1 JLAD cryptsetup /X5 XA —4% —%& KRR L
9,

# cat ~/playbook.yml

- hosts: all
vars:
storage_volumes:
- name: foo

type: disk
disks:
- nvmeOn1
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
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encryption: true
#encryption_password: passwdpasswd
encryption_key: /home/passwd_key
encryption_cipher: aes-xts-plain64
encryption_key_size: 512
encryption_luks_version: luks2

roles:
- rhel-system-roles.storage

BIER R

o |UKSHEFALAEZTOYITF/INA ZADESIE

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md file

21.16.STORAGERHEL v A7 A 0— )L AERHL. 7—ILDORY 2 —LH A4 X
H/IN—t > F—I KT ANSIBLE PLAYBOOK Dl

Ansible Playbook M Ti&, storage > 27 LO0—/LAEEAL T, HREIYR—Y v —RY) 2—54 (LVM)
DRY) 2 =LY A X% T—IVDEEY A XADNRN—t Y TF—JE LTRRTESDLDICLET,

$12110 KY 2 —LDY A X5 T—IVDEFH A ZADNR—t > F7—I TKB Y % Playbook

- name: Express volume sizes as a percentage of the pool's total size
hosts: all
roles
- rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- /dev/sdb
volumes:
- name: data
size: 60%
mount_point: /opt/mount/data
- name: web
size: 30%
mount_point: /opt/mount/web
- name: cache
size: 10%
mount_point: /opt/cache/mount

ZOBITIE, LVWMARY 2a—LDH A X%, T—ILHAXDNR—EYF—ITHEELET (B "60%"),
Freo LWMARY 2 —LDOH A4 X%, NEDPHFETEZ 774V AT LDH A X ("M0g" % "50 GiB" 7
T, T A XDNR—E Y T—ITEETDIEETEET,

21.17. FAEEER

e /usr/share/doc/rhel-system-roles/storage/
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e /usr/share/ansible/roles/rhel-system-roles.storage/
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55225 timesyne RHEL Y R LA0— )V A2 {#EH L AEBXREEDEE

timesync RHEL ¥ X7 A0 —)L%{FEHAY % &, Red Hat Ansible Automation Platform Z & L T
RHEL DIEBD Y —4y x>V CHRAURAPAEETEET,

22.1. imMesYNC RHEL > X4 8—)b

timesync RHEL Y X7 AO0—)LZ2fEAL T, DY -4 v b U TRZIEHZEETEXT,

VRFLIOYINNIP Y —N—FLIEPTP RAXA VDTSV RIYRI—ICEATBLD
IC. timesync O—JLASNTP ERF/IF PTPEEEZA VA M—IL L. NTP US4 TV MNEEIEPTP
L7 HELTEMESTBLDICKRELET,

timesync O— /LA FRAT2&. YATALAHNNTP 7O MIILDEEIC ntp & chrony DEE S AFRT

ZMMCD D 5T, RHEL 6 LUIBED I RTD/N—Y 3 D Red Hat Enterprise Linux TR U Playbook %
FETE 37O, chrony ~DO#1T BBEZICRYET,

222.H—/1N—D 12D T—ILADTIMESYNC > AT L0O—)L D@

UTOBIE, H—/"—IZT =LA 1D LHARWSEEIC, timesync O— )L AEAT 2 HEA2RLTVWE
ER

gk

==
[=]

timesync O—JLIE, YRXx—Y RRAMNTEEZLFREINLZTONS Y —H—

EXOBREEABEIMAET, UFIOREIF. O—IILEHTEHEEINTLWASTER
HhFxFd, timesync_ntp_provider EHNEZINTLWAWEHEIE, TO/NS 45—
DHE—DFRENBEBRINE T,

(1} =355
® Ansible Core /Xy —IAIY hO—IUIIVITA VA PM=ILINTWS,
® Playbook 232179 %~ XA 7 AIC rhel-system-roles /Xy 7 —I A4 VXA h—)LINTW3,

o timesync VA7 LO—)V AT TOA T BV RTLE) ARNKRRT DA VURYN) =T 74 )LH
%60

FIR

1L UTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- hosts: timesync-test
vars:
timesync_ntp_servers:
- hostname: 2.rhel.pool.ntp.org
pool: yes
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iburst: yes
roles:
- rhel-system-roles.timesync

2. # 7> av:Playbook DIEX MR L F T,
I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

223. 954 7Y MY —/N—TD TIMESYNC > AT LA O—)LDE A

timesync O—J)L%EAd 5 &, NTP 2 54 7>~ b T Network Time Security (NTS) Z#BWICTE X
9, Network Time Security (NTS) &, Network Time Protocol (NTP) T EEINZEREA =X LT
T Y—NRN— 054 TV M NETRBEINBENTP ATy RHAEBEINTVWARAWT EA2HERLET,

Digk

H
[=]

timesync O—JLiE, Yx—Y RRXAMNTEEZLFREINALZTONS Y —H—

EXADNHREABEHRAET., UAIOREIR. O—LEHTHEEINTLWARLLTEE
HhF T, timesync_ntp_provider EHNEHZINTULWAWEEIK, O/ 45—
DHE—DRENERAINE T,

AR

e timesync V! 1—> 3 v %7704 ¢ %> AT LIC Red Hat Ansible Automation Platform %
AVARN—IVTZRERHY FH A,

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy 5 —I A4 VXA h—)LI N TW3,

o timesync VA7 LAO—) AT TOMATEVRATLD) ARNERTA VYRV N) =T 74 ILDH
%,

e chrony ® NTP 7O/NA ¥ —/— 3 (% 4.0 LU,

¥
1. MTFOREEED playbook.yml 7 7 1 L EERHR L £ T,

- hosts: timesync-test
vars:
timesync_ntp_servers:
- hostname: ptbtime1.ptb.de
iburst: yes
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nts: yes
roles:
- rhel-system-roles.timesync

ptbtime1.ptb.de (3. ARV —/N—DFITT, BDNT) v I —R—FLZBEDOY—/—
ZEATEEY,

2. #7723 v:Playbook DIEX MR L F T,
I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T LE T,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

L VA7V MYV TTRAMNERTLET,
# chronyc -N authdata

Name/IP address Mode KeyID Type KLen Last Atmp NAK Cook CLen

ptbtime1.ptb.de NTS 1 15256 157 0O O 8 100
2. REI N cookie DEAEOLYEZ VNI EAERLET,

BEEE R

e chrony.conf(5) D man R—<

22.4.TIMESYNC & AT L O —I)LZH

UTOZE# % timesync O—JLIET ZENTEET,

e timesync_ntp_servers:

O— L EHDHR

hostname: host.example.com Y—NR—DKRZAMNEGFELET KL R,

minpoll: number &NR—Y v JER. T7#4I N6

maxpoll: number BAR—Y VI ORER. 774/ K10

iburst: yes BRAMNPRBEEBEMICTE75Y, 74 bno
pool: yes RANEOERINIET KL IAHBID NTP H—

N—=THdIE%RTTZY, 774 b no
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O—IVEBDRE

nts: yes Network Time Security (NTS) Z#B%ICd 575 7,
7 7 # )L b:no. Supported only with chrony >= 4.0.

BaEEIR
e timesync O— /L DML, rhel-system-roles /Sy r—Y% 4 VA h—)L

L. /usr/share/doc/rhel-system-roles/timesync 7 1 L 7 b 1) —®D README.md X 7z (&
READMEhtml 7 7 4 JLESBRL T I,
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F23= metRicsRHEL Y A5 AO0—J)LAFRALAENR T A —T 2V AD
BLfE

VAT LAEEHEIE, metricsRHEL AT LAO—)IAFAL T, YATLDN T =TV AABERTE
F9,

23.1.METRICS > AT LAO— )LD E

RHEL Y27 L0—)bid, D RHEL >R T L% Y E— N TCEBIZ—BLLREI VY —T7 1R
HIRMET B Ansible O— LB LV EY 2 —ILDEATY, metrics > A 7L0—)LiE, O—AILY AT
LDNRT =X VADHT—ERERELET, ChIlE, 7> a vy TO—ALYRATLICE>TE
BINBYE—PMRTLO—EBNEEFNFET, metrics VAT LO—I)LEFHTZE. pep PEREE
T704 A2 MH Playbook IZ& > TALIBI NS 78, pep ZEBICEREETIC. pep ZFHAL TR
FTLNRIA—TVALEERTEET,

F23.1metrics ¥ AT AO—ILEE

metrics_monitored_hosts

metrics_retention_days

metrics_graph_service

metrics_query_service

metrics_provider

Y=y NRA MDD HT B Y
E—FMRRARDYZR b, TNHD
IRARMZIEE =5y FARZ MTX
N oDEHERINDLOH, &K
Z h® /var/log D FIZ+9 7%
TARAVEBNHD &R L
TLETW,

HIRRBID /IR 7 4 —< VY RAT—H D
RERBERELE T,

pcp & & vgrafana =/ L T/\
T+—X VAT DHEELD
HICKRRA N &Y —EXTHRETE
3E0IKFTBT—IEDSY., T
74 )L N Tl false ICEREINFE
ES

redis ¥ TEEHZFI N pep X b
Vw9 u)IT)—F 2HODER
BIT)—H—EXTDRRAID
HREAXABEICT DT —IVET S
Je T 7 #I) hTIE false ICRE
INET,

XN)y O RETHHICER
$HANY)w AL YIS —%IBE
LET, |E. ¥R—FIhTL
ZHE—DANY Yy TONA S —
& pep T,

metrics_monitored_hosts:
["webserver.example.com",
"database.example.com"]

metrics_retention_days: 14

metrics_graph_service: no

metrics_query_service: no

metrics_provider: "pcp"
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metrics_manage_firewall firewall O— /)L & {ER L metrics_manage_firewall:
T. metrics O—/LSR—K7  true
VEREEREELIT, 774
LN TIE false ICEREINZE T,

metrics_manage_selinux selinux O—J)L %A L metrics_manage_selinux:
T. metrics O—/LASERER—  true
NT7OEREEELEY, 774
LN TIE false ICEREINZE T,

p= =)
metrics_connections THEAIN /X5 A —4 —DF M &, metrics ¥ A7 L 0O—)LIC

B89 2 EBMIERIL. /usr/share/ansible/roles/rhel-system-roles.metrics/README.md
774NV ESRLTIEIL,

23.2.METRICS VAT LO—)LEFHAL/HEELRICLEZ2O0—AIL AT LADE:
g}

ZOFIETIE, metrics RHEL Y 27 AO0— &AL TOA—AI Y AT L% L, Grafana T7—
SEREERBICOEY a v I3 552 HBLET,

Gl s
® Ansible Core /Ny —IANar NO—IIIVICA VAN —=ILINTWS,

o EIfRY %< VIC rhel-system-roles /XY r—I N4 VA R—=ILEINT W3,

FIR

L UTFTDaAVYFTFUYEA Ry N —|TEML T, /etc/ansible/hosts Ansible 1 XY M) —®D
localhost %3 E L 9,

I localhost ansible_connection=local

2. LTFTORAB%ED Ansible Playbook Z4ER L £,

- name: Manage metrics

hosts: localhost

vars:
metrics_graph_service: yes
metrics_manage_firewall: true
metrics_manage_selinux: true

roles:
- rhel-system-roles.metrics

3. Ansible Playbook M %17:
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I # ansible-playbook nhame_of_your_playbook.yml

R

metrics_graph_service ® 7 —JL{EA" value="yes" ICEEEINTW S /=

&. Grafana [ZBEMICA VA M—ILIh, T—9YV—R&LTEMNINE
pcp TFOEY a=r/InE 9, metrics_manage_firewall &
metrics_manage_selinux (@A & £ true ICEREINTWSH, X MY IR
O—JLi firewall 5 & U selinux ¥ 257 A0—)LEFRALT, X M) 20O0—=)L
NERTEZR—PMEEELET,

4, I VTPREINB XNV RAER/ERT BICIE,. GrafanaWeb UIADT7 V2 DERBAESH Y
IC grafanaWeb 1 49 —J7 A RICT7 VA LZET,

23.3.METRICS VAT LAO—)LEFHL-BEEHEDOLODERNY AT L7
)— hORE

CDFIETIE, metrics VATLAO—ILAEFRALT, ThBEREERTZIYI V7 —NDOERELESE
MBAL 9,

AR E 4
® Ansible Core /Ny —IANar MO—IIIVICA VAN —=ILINTWS,

® Playbook DEFTICHEAT 57 > VI rhel-system-roles /Xy 7 —I WA VA h—)LINTL
%,

e SSHEmAMMIILTWS,

FIR

1. Playbook ¥ TCEERTEII VDERE/IEIP 7 KL R %, FEIMTHEHIEFNWALEN/IL—T4
D FIZH % letc/ansible/hosts Ansible 1 YRV N =T 74 JLITEML 9,

[remotes]
webserver.example.com
database.example.com

2. LTFTORAB% ST Ansible Playbook Z4ER L £,

- hosts: remotes
vars:
metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true
roles:
- rhel-system-roles.metrics
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R

metrics_manage_firewall & metrics_manage_selinux (&5 & true ICEEE
INTWBH, X M) U 2O0—)LiF firewall O—)L & selinux O—JLAFER L

T. metrics A—/ILMFET2R— b A2BELET,

3. Ansible Playbook M 2%17:
I # ansible-playbook name_of_your_playbook.yml -k

U t— I‘DZ?A‘:%,;ET%TC&)@/\OZU_ I\\\%s_k&) ‘511%) 'k —G-g_o

23.4.METRICS VAT LAO— )V ZFERALAO—AHITUyBBATOY VD
) — N D—ITEER

ZOF|IETIE, grafana N LT —YOREALDTOEY a =V 7B LV redis BETDT—Y DY
TY—% L5, metrics VAT LA ZFERALT, v U7 ) —bae—nERBTHO0—-HILTY
VDBREREEHRALETT,

AR E 4
® Ansible Core /Ny =AY NO—ILIIVICA VAN =ILINTWS,

® Playbook MEFTICHEAT 57 > VI rhel-system-roles /Xy 77— A VX h—)LINTL
%,

FIg
1. LTFTOABR%REE Ansible Playbook Z4ER L £ 9,

- hosts: localhost

vars:
metrics_graph_service: yes
metrics_query_service: yes
metrics_retention_days: 10
metrics_monitored_hosts: ["database.example.com", "webserver.example.com"]
metrics_manage_firewall: yes
metrics_manage_selinux: yes

roles:
- rhel-system-roles.metrics

2. Ansible Playbook M 3%17:

I # ansible-playbook name_of_your_playbook.yml
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R

metrics_graph_service & & U metrics_query_service D 7 —)L{E(E
value="yes" [CEEEINTW S/, grafana d. redis IC1 VT v I I
Topep 7T— Y DEEFDH BT —49 YV —RE L TEIMIN pcp THEIMIZA ~
ZAh=lbBLvFOEYa v IEhET, ThIZLY, pecp VT —5E%E
T—ADEMR I T) —IERATET X9, metrics_manage_firewall &
metrics_manage_selinux (@A & £ true ICEREINT WS 728, metrics
H—JLi firewall O—JL & selinux O—JL%A# R L T, metrics O—LAMERT
ZR—MEBELET,

3. XUVNEL 2 T—TMICREINBEAN) VADT S T4 Vv IRRET—HIYDIIT) —%1(TD
ICIE. GrafanaWeb UIADT7 72 THBAINTWS LD IC, grafanaWeb 1 4 —T7 x4
2T EALET,

23.5.METRICS VAT LAO—)LEFERA LY AT LABEBRPDEREIRE

PCP (&, Simple Authentication Security Layer (SASL) 7 L —A 7 —% %1 L T scram-sha-256 525 *
A= X LIS L E T, metrics RHEL ¥ 257 A0 —JLIE. scram-sha-256 FREEX H = X L&{FEARAL T
RAARETHFIEABEEMELE T, ZOFIETIX, metricsRHEL Y RFL0—)LAFEARAL T, 523
ERETDHEEHRPALET,
GlEE s

® Ansible Core /Ny —IAar MO—IIIVICA VAN =ILINTWS,

® Playbook DEFTICHEAT 57 > VI rhel-system-roles /Xy 77— VY h—)LINTL
%,

FIR

1. SREE%AERE T B Ansible Playbook 2. UUTOZE#HAEEML £,

vars:
metrics_username: your_username
metrics_password: your_password
metrics_manage_firewall: true
metrics_manage_selinux: true

R

metrics_manage_firewall & metrics_manage_selinux (&5 & true ICFEE
INTWB7&H, metrics O—)LIT firewall O—JL & selinux O—)L%&ER L
T. metrics —I/LAMERT2R— M EEBELZET,

2. Ansible Playbook M %17:

I # ansible-playbook name_of_your_playbook.ym|

BREEFIR

o sasliXREEMHRLET,
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# pminfo -f -h "pcp://fip_adress?username=your_username" disk.dev.read
Password:

disk.dev.read

inst [0 or "sda"] value 19540

ip_adress &, RAMDIP 7KL RICBEEBZIZ2BELIHY ET,

23.6.METRICS VAT LO—J)LEFHLAZSQLY—/I"—D XA K)o 2Z23L 7%
a3 vVDREEEME

ZDFIETIE. metricsRHEL Y R T LAA—I)LEFEAL T, A—AIY AT LD pep ZFEAL T
Microsoft SQL Server O X M) v JIREDREEBMILEZBEILT 2 A E%ZHAL X9,

AR
® AnsibleCore/Xw & —IUHMNAY FO—ILIIVITA VA M=ILEINTWS,
o B9 57> VIC rhel-system-roles /Xy r—I A4 VA h—)LINTW3,
® Red Hat Enterprise Linux IZ Microsoft SQL Server 4 > X k—JL L. SQL Server ~D{E$E T
XDEMAEMILL TWS, RedHat ICSQL Server &4 Y 2 h—JL L TTF =9 R—Z&/ERT
2 ZBRLTLEI,
® Red Hat Enterprise Linux FE® SQL Server M Microsoft ODBC RS 4 /XA—H14 VA h—)L I 1
TW3, RedHatEnterprise Server & £ U Oracle Linux &R L T XL,
Fa
L UTOaAYTYY%EAURY M) —|TEML T, /etc/ansible/hosts Ansible 1 X M) —D
localhost 5% E L £ 7,
I localhost ansible _connection=local
2. LTORBDEEN S Ansible Playbook Z4ER L £ 9
- hosts: localhost
vars:
metrics_from_mssql: true
metrics_manage_firewall: true
metrics_manage_selinux: true
roles:
- role: rhel-system-roles.metrics
pa 3]
metrics_manage_firewall & metrics_manage_selinux (&5 & true ICFRE
INTWB7&H, metrics O—)LIZ firewall O—JL & selinux O—)L%&fER L
T. metrics —ILAMERT2R— M EEBELET,
3. Ansible Playbook M %17:
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BREEFIR

e pcp AV Y RAEMAL T, SQL Server PMDA T—Y x> b (mssql) BFmHdEF N, EITINT
Wb EaERLET,

# pcp
platform: Linux rhel82-2.local 4.18.0-167.e18.x86_64 #1 SMP Sun Dec 15 01:24:23 UTC
2019 x86_64
hardware: 2 cpus, 1 disk, 1 node, 2770MB RAM
timezone: PDT+7
services: pmcd pmproxy
pmcd: Version 5.0.2-1, 12 agents, 4 clients
pmda: root pmcd proc pmproxy xfs linux nfsclient mmv kvm mssq|
jbd2 dm
pmlogger: primary logger: /var/log/pcp/pmlogger/rhel82-2.local/20200326.16.31
pmie: primary engine: /var/log/pcp/pmie/rhel82-2.local/pmie.log

BIER R

® Microsoft SQL Server T® Performance Co-Pilot DfFEAICEE Y 2 5£#(E. Red Hat Developers
Blog ZZH L T XL,
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F24= 1log RHEL Y 27 A0—)VA{EAL-EY Y 3 v DEEsRH
DY AT LDERTE

tlog RHEL ¥ R 7 L O—)L %A % &. Red Hat Ansible Automation Platform % {8 L T RHEL Tif
RKEv aveFRBET ALKV AT LAZRETEIT,

24.1.1LoGc A7 LALAO—)b

tlog RHEL ¥ 27 A0—L%FER L T, RHEL TOimARE Y > 3 v OFEAIC RHEL ¥ AT A%RET
TET,

SSSD H—ERAZFAL T, 1—H—T¢&, FLBA—HF—JIL—TTEIHGBEEITILIIC
i—g_o

RETE

on

RS

e RHEL TODt v 3 vOixEICEY 25F#I&. Recording Sessions Z58 L T 72X L,

242.TL0G Y AT LO—)LDIAVER—FXY MNBLUVNTA—4—
Ty avoFEY ) a—Yavilid LTFTOAVR—V M HYFT,

e tlog1—714Y)714—

® System Security Services Daemon (SSSD)

o AT 3v:WebIVVY—ILAVH—T AR

tlog RHEL Y A7 LO—LICERAINB /NI A =S —EUTDEEY TY,

O—JILEH A

tlog_use_sssd (default: yes) SSSD AL Ty Y avDiEEERELFT (8
BlL1—Y—Fk@I/IV—TOBEEAERE LTH
),

tlog_scope_sssd (default: none) SSSD £%E A 01— 7 DELIE: all / some / none

tlog_users_sssd (default: []) HBETZ1—H—DVYAML ) R K

tlog_groups_sssd (default: []) $Ed 57 —TDYAML ) R b

e tlog THEAINSZ NS A—F—DFME. tlog ¥ AT LO—IVICEAT %EMER
I&. /usr/share/ansible/roles/rhel-system-roles.tiog/README.md 7 7 1 L Z SR L T X
(A

24.3.7L0G RHEL > X F 40— )LOF70OA

LLFOFIRICHE > T, Ansible Playbook % #{g&5 & &M L. RHEL ¥ X7 Ah systemd ¥ v —FJLIC
Ty avDERBET Y EO7ICRERTELIICERELET,
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F24EZ TLOGRHEL > A7 O FHLEEY > a VvOEHEHDY AT LADEKE

=55

o OvihO—J)L/—Rhbtlog Y RTLO—IHIEREINZY—T YN RTLATIERATS
THDSSH F—%HELTWD,

e tlog VAT LO—IERETZVRATLNIDULDH B,
® Ansible Core /Xy —IAa MA—ILIIVICA VAN —ILINTWS,

e rhel-system-roles /Xy 4 —IANIY O—ILITIVITA VA M=)LEINTWS,

¥
L LTFOREBEETLH L\ playbook.yml 7 7 1 LEERR L £F,

- name: Deploy session recording
hosts: all
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- recorded-user

roles:
- rhel-system-roles.tlog

FHHIELLT DL S ICY F£9,
e tlog_scope_sssd:

o some &, all 7|3 none TIEA<., BEDI—HY—BLPTIL—TDHEHFEET 3
ZEEIBELET,

e tlog_users_sssd:

o recorded-user (¥, v avAEEETAHA1I—HF—%=EELEFT, L, 2—H—IF
BIMXINAWEICEELTLEIW, I—HF—A2MBAICRETIVNELrHY XTI,

2. #7723 v:Playbook DIEX =R L F T,
I # ansible-playbook --syntax-check playbook.yml
3. ARV N)—T 74 )L T Playbook 1T L XY,
I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v

ZDFER. Playbook IF3EE LY AT AICtHlogRHEL Y R 70— LA VA KR—=ILLET, D
O—JLiZid, 2—H—0oO/4 o) LTHEET 29— by vavyonxy /70754
T#H 5 tlog-rec-session B*'EFNFd, Fe. ERLAI—HF—BLPVIN—TTHEBATE S SSSD
BREROY TT7 74 IEERLET, SSSDIE. ThoD1—H—&JIL—TA@BiT L THRARY.,
d—%—< 1 )L% tlog-rec-session [CE XA FT, I HIC. cockpit /Ny I —IHBY AT ALICA VR
F—ILINTWBIHE. Playbook I& cockpit-session-recording /Xy 5y —Y 4 VA =L L T,
INE, Web AV —IbA VI —T 1A ATHBEZRTE L VBEBETES L DICT S Cockpit £
Ja—J)LTY,

BREEFIE
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YATFLTSSSDREROY TT7 74 MDMERIND Z &R T 2I01E. ULTOFIEEZERTLET,
1. SSSDERERAY TI7 7 A ILDMERINZ 7 2L —ICBBILE T,
I # cd /etc/sssd/conf.d
2. 771 IVDRABZHR LI T,
I # cat /etc/sssd/conf.d/sssd-session-recording.conf

Playbook ICERE LT2/NS A =9 =D T 7 A IVICEEFNTWVWB I N R TEET,

244. TN —TFF1——D—EBZHRNAT B7<DDTL06 RHEL ¥ R T L
O—)Lo7F704
tlog v A5 LO0—)LAFERAT S E, SSSD Y ¥ 3 vV OFEREL T 3~ exclude users & LU
exclude_groups 4/ R— hTE&FF, LTFOFIEICHE > T, Ansible Playbook % % & UNEH L.
A—H—FIFTIV—THEy > a v EFEL Tsystemd Vv —FI)ILIOF >V J LAV D IC RHEL
VRTLEERELET,
(1} =355

o OV ihO—IL/—RKDHtlog P AT LO—IERETEI—4TY NI ARTLANTIEZRT B

HDSSH F—%ZELTWS,
e tlog VAT LO—-IIEZRETDVARATLNIDULDH 2,
® Ansible Core /Xy —IAIY hO—IIIVICA VA PM=ILINTWS,

e rhel-system-roles /Xy —I NI hO—ILIIVIZA VA M—ILEINTWS,

FIA
1L LTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- name: Deploy session recording excluding users and groups
hosts: all
vars:
tlog_scope_sssd: all
tlog_exclude_users_sssd:
- jeff
- james
tlog_exclude_groups_sssd:
- admins

roles:
- rhel-system-roles.tlog

FHIELLT DL S I Y 9,
® tlog_scope_sssd:

o all A —H¥—BLVITIN—TE2IRTEFETDLDICEELET,
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$248 TLOGRHEL Y AFL0— Va2 FALAEEY Y a3 VORBEHADS AT LDETE

e tlog_exclude_users_sssd:

o Username: v a vOHFEDLEATEZ1I—F—D1—HF—-RBZEELITT,
e tlog_exclude_groups_sssd:

o admins (%, Ev Y avOFENSKRATEITIL—TEIBELET,

2. 72 3T Playbook DEX %R L 9,
I # ansible-playbook --syntax-check playbook.yml
3. ARV N)—T 74 )L T Playbook 1T L XY,
I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v

T DFER. Playbook IFIEE L7V AT LICtHlogRHEL Y R F440—)LEA YA M—=ILLET, D
A—LiZid, 2—H—0oOJ4 vz LTHEET 29— )by vavyonxy /70754
T# 5 tlog-rec-session "EFENFT, F/. RARFAOI—HF—BLPITIL—THFERTZS
letc/sssd/conf.d/sssd-session-recording.conf SSSD % & KO 77 7 1 L& ERR L £9, SSSD
. Ihs1—H—& V-T2 L THARY., 21— — )L % tlog-rec-session (LB X x
F9, IHIC. cockpit /Ny r—IU NV AT LICA VR M—=ILINTWBIHE, Playbook I& cockpit-
session-recording /N v 7 —YE A VA M=) LET, INiF. WebAV V=LA V5 —T (AT
BAERTELUVBETESDLDICT S Cockpit EV2—ILTT,
MREEFNE
YRATALATSSSDERERNOY T77MIVHMERIND Z & 5MHRT 2I1C1E. UTOFIEEZRITLET,
1. SSSDEERAY 7 7AILDMERINE 7 2 LT —ICBEILE T,
I # cd /etc/sssd/conf.d
2. 7Z74IVDRB=HR LT T,
I # cat sssd-session-recording.conf

Playbook ICERE LT/ XA =9 =D T 7 A IVICEFNTWVWB I ENHERTEET,

RS

e /usr/share/doc/rhel-system-roles/tiog/ 7« L ¥ k |) —& & U /usr/share/ansible/roles/rhel-
system-roles.tlog/ 74 L 7 M) —%2SHR LTI,

® Recording a session using the deployed Terminal Session Recording System Role in the CLI ,

245.CLITTFO4 XNk To06 VAT LO0—)LAFERLEZEY >3 VD
[}

BELEYRATALICHOg Y RATLO— IV ETFOA LS, ARV RZIA VA9 —T 24X (CL) %
FRLTCI— YRy avaRETEET,

=S5
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FIR

hICEY, 2V -ty avRFESIVCEREIN, Vv—F I 2ERALTBETDIEHNTERX

ER

Y=y N RAFALICHog Y AT LO—)LEF7O4 LTV,

SSSDE&E KOy 77 7 4 )L letc/isssd/iconf.d 71 L U M) —ITER I TW3B CZ
&, Deploying the Terminal Session Recording RHEL System Role &R L T X\,

CA—Y—EERL. IO —IRRT—REEYHTEY,

# useradd recorded-user
# passwd recorded-user

CER LA —t—E LTIV RFALICOTA YV LET,

I # ssh recorded-user@localhost

C EREEAICyes F/lEd no EANT BEDICV AT LADNKDESL, yesE AN LET,

. recorded-user M XA —RAFEALZF T,

AT LI, FELTWREY Y aVICEATEAYE—VAERRLET,

I ATTENTION! Your session is being recorded!

LBy YavORENTET LS, UTFTZ2AALEYS,

I # exit

VATLREA-H -7 T7U ML, B—ALKR N EDOEREZEFALTT,

BEEF IR
v —FINTHELEEY Y aYERTTBIE. UTOFIRERBLET,

L UTFOOYY RZ2ETLET,

I # journalctl -o verbose -r

BB LY y—F IV MY —tlog-rec ® MESSAGE 7 1 —J)L RERZRL £,

I # journalctl -xel _EXE=/usr/bin/tlog-rec-session

246.CLI =B LB LIzty > a vy DERR

ARVYRZFAVAVI—T AR (CLY) ZFEALT, Yv—Fipb1—H¥—tviarvDxEzEE

TEEY,

AR
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o 1—H—ty avERFELTWS, CLITT 704 Ihictlog P AT L0—)LaERALE

Yy arvDEE 2S5RLTLLEIW,
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FIR

IhiZdY, 23— —tv o a Vv ORERROEADBEIND Z EA”DHY HT,

$248 TLOGRHEL Y AFL0— Va2 FALAEEY Y a3 VORBEHADS AT LDETE

. CLIIHART, 21— —ty arvoiFEsEsE LT,

I # journalctl -o verbose -r

. tlog XEIZ1RFE L £ 7,

I $ /tlog-rec

LUTFD& D REFEEARRIINE TS,

o 1—H—ty arvDHFERDI—Y—%

e out txt 741 —ILR B LY avDraw B AT O—NK)

o HRIFEHFS TLOG_REC=ID_number

. HBIF&ES TLOG_REC=ID_number #JE—L E 7,

. HBBIFES TLOG_REC=ID_number 2B L THEZBEX L F T,

I # tlog-play -r journal -M TLOG_REC=ID_number
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2252 HA CLUSTERRHEL YA FL0—I)L&aFHLA-ETAM
D5 RAY —DEERTE

ha_cluster ¥ 27 L0 — L% AT % &, Pacemaker DEAIAK I S RY—) Y —ATX—Iv—%
FRT2eTREI SR —%REL. BETEIT,

25.1. HA_CLUSTER ¥ A 7 L O — L

ha_cluster > 27 4 0—)L Playbook Tl&, 73R4 —F7O4 XY NOEHIK>T, 2TAKY S
A —DEHEEHELFTT,

ha_cluster ¥ 27 A0 —JLICERETE 2ZHUILLTDEB Y TY,

ha_cluster_enable_repos

ha_cluster Y 27 LAO0— )L TREBEANRy T—IJH5EGL VR N) —52BMITET—ILET TV,
CDEHNT 74 METH S true ICEREINTVWBRBEIE. V5RAI—AVN—ELTERATS
¥ 27 IsT RHEL & & U RHEL High Availability Add-On D7 7 7 1« 7RY T2 ) 7> a v E
T9. TITRWEE, YAFLO0-LIFKBLET,

ha_cluster_manage_firewall

mHH92uﬁHmjmﬂm91?AD—wﬁ774J71—»%”@?6#85#%%%?6?—
VBT S 5, ha_cluster_manage firewall ' true ICEREINTWBIHE., 77147 94—ILD5F
A A —E R & fence-virt R— M AAEMICAY £, ha_cluster_manage_firewall 7' false (Z5%
EXINTWSIHAE, ha cluster VAT AO—=IET7 7470 4—ILABEBLEFFA, YATLD
firewalld Y —E X #3E1T L TW3I5E1E. Playbook T/XS X —4 —% true ICRET Z2MENH Y
£9,

ha_cluster_manage_firewall /X5 X —4% — %R L TR— M ZEBIMTE I EIETEEIH, DN
FA—H—HFALTR—N2HIRTZIERETEEFEA, R—MNEHIRT ZICIE, firewall > 25
LAO—ZEEFEALET,

RHELO2 LR, 77470 43—IET 74 NTCREEINRLSARYFELE, ThiZ, 7747
7+ —ILHEREIN S DIL. ha_cluster_manage_firewall * true ICEREINTWVWBIZGEDHTH
57HTTY,

ha_cluster_manage_selinux

(RHEL 9.2 LA[%) ha_cluster & X 7 L0 —)L A selinux ¥ A7 L4O0—)ILEFRALTI 74 74—

SAAMY—ERICBTE2R— N 2BETINEDDEZRET ST —IIETS

7. ha_cluster_manage_selinux #' true ICEREINTWBIBE, 7717V —I)LaadA%Y—

EXIZBT 5KR— M&E. SELinux R— k4 1 7 cluster_port_t ICEE(TIF SN FE

9, ha_cluster_manage_selinux 7" false ICEREI LT W 515 E. ha_cluster > 27 L0— )L

SELinux ZEEB Lt A,

VAT LD selinux Y—ERXEFETLTWBIGEIE. Playbook TTD/IRNFT A —4 —7% true ICERET
ZRELADHYET, 77470 4—ILREIL. SELinux BB T B7-ODRIRFE T, 77147

A —ILDM VR F—)b“‘TL'C WA WIZE, SELinux R —DEEBIIRF v 7“511&3'0

ha_cluster_manage_selinux /X5 X —4 —%ZFHLTR) Y —%ZEBMT2ILETETETHL. 2D
N XA—=F—%FHALTR)D—%HIBRTE2IEETEEFEA, RYV—%HIKRT 5ICIE, selinux
VAT LAO-IEEEREALET,

ha_cluster_cluster_present

true ICERET5E. O—IILICEINAZHUICKEDTHA YV SRAYI—DNRAMNLETEHREINE I &%
RETZT—IETISY, O—IILTEEINTEST., O—JILIlL>THR—FINABEWVWI SR
H—REIXERDNZE T,
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ha_cluster_cluster_present % false I[CERET D&, IRTDHA YV S RY—BRENY—F v bR
A MDLHIRINET,

CDEHDT 7 4 ) MBI true TT,

LLF @ Playbook DI T, nodel 8LV node2 DI RTDY SR —REZHIBRLET,

- hosts: node1 node2
vars:
ha_cluster_cluster_present: false

roles:
- rhel-system-roles.ha_cluster

ha_cluster_start_on_boot

EBEFICI SR —H—EADNBENTELDICEREINEINEOINERETET—IWETSY, &
DEHDT 7 4 )L MBI true TT,

ha_cluster_fence_agent_packages

AVAN=IWNTBZBTIVRI—VzV My 5—=ID) A NZOEHDT 7 2 )L MEIZ fence-
agents-all, fence-virt T9,

ha_cluster_extra_packages

AVAMN=ITBEMNNYT—ID) ANZOEHDT 74V MEIF/XRY =2 TlEHY FH A,
COZEHIZ, O—JIVICE>TEIEMNICA VA M —ILINTWAWEBNNRY S —SA A VA MN—=ILT
ZEOICFERTEET (Bl HRIYL)Y—RI—=TU VM),

TIVRAI—VTVMEIDYRAMDAYN—=ELTEMTEEY, L
L. ha_cluster_fence_agent packagesid. 7TV AI—Y YV MNDIEEICHERTIHEINS
O—IWEHTHZH, T74IMENPLEEXINFT,

ha_cluster_hacluster_password

hacluster 21 —%'—®D/X\X 7 — RZ2EET 2 XFHDIE, hacluster 1—F—I(lI1F. V53R —~D
RETIEADNHYET, BT —49 %2{RET ITI&. Encrypting content with Ansible Vault T§%
BAINTWE LI, NRAT—R%Evault TEESIELE T, T 74 hD/RRT— REDNRWO,
CDEREIRET 2HENHY T,

ha_cluster_hacluster_qdevice_password

(RHEL 93 LUB&) ¥ # —5 LT /N1 2D hacluster 21 —H#'—D/X2A 7 — K%ZBET Z2XFEIDE, =
DINTA—H —HREICARZDIE. ha_cluster_quorum /X5 XA —49—h45 (1 T netDV +—S LT
NAREFETEELIICEREINTEY., 74—FLFT/31( X2 LD hacluster 1—H'—D/X2 7 —
K%Y ha_cluster_hacluster_password /X5 X —#% —TiEE I vz hacluster 1 —H'— D/ 27— R
ERRDIGEDHTTY, hacluster T—H—IlIE, VS RIY—~A"DRET IV EADHY T, #E
T—4 &R T B ITIE. Encrypting content with Ansible Vault TEREAI N TWB LI I, /XA T —
K% vault THEBILLET, TONRRT—RIZT 74 MEEHY FH A

ha_cluster_corosync_key_src
Corosync authkey 7 7 1 JLAD/NR, Zhilk, Corosync BIEDFEIH L UVBESHEHTY., &I
& —IC—E®D authkey EZIEET 5 Z EMBSHERINZT T, F—Id. FVFLBRT—HD256 /N
4 M TRIFNIERY FHA,
CDEBDREZIBET 23FEIE. Ansible Vault ZFHA L2272V DIESIE THEINTWS &
DS, BZE vault BESIE T B ENHREINF T,

BMEEINTUOWARWEEIE., /— NI TIKEREYSF—MNMEASINET., /— NICALCEI A

WEE., 5/ — ROREIMED/ — RIZFBIN, IRTO/—FPELCF—ZFO2LIICLFE
¥, /= RICEDPRWEEIE. FILLEIERI N, /— FICOHINTET,
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CDEHMNZREINTUVWBIBEEIL. TDF—T ha_cluster_regenerate_keys "EHEINE T,

ZDEHDT 7 4 MEE null TG,

ha_cluster_pacemaker_key_ src

Pacemaker @ authkey 7 7 1 JLAD/NATY, TNk, Pacemaker B{EDEREEH & VHESHE T
T BV TRY—IC—ED authkey [EAIEET DI EMBCHREINE T, F—I1F. FVF LA
T—4®D 256 N1 KTRIFThIERY FH A,

CDEHDEREZIEET 2HEIE. Ansible Vault ZEA LY 7Y DEES{E THREAINTWS L
DS, BE vault BESET 5 Z EAHREINF T,

BMEEINTUOWRWEEIE., /- NI TIKEREYSF—MNMEASNET., /—NICALCHEI A
WEE., 5/ — ROEIMED/ — RIZFHEIN, IXRTO/—FPELCF—ZHFOLIICLE
¥, /= RIZEDPBRWHEEIE. FHLWEIERIN, /—FII9BINET,

ZOEHNREINTVBIHEEIX. TDF—T ha_cluster_regenerate_keys B BRI N F 7,

ZDEHDT 7 # ) MEE null TG,

ha_cluster_fence_virt_key_src

fence-virt £ 7z |3 fence-xvm OERIHER T 7 1 ILAD/INR, Zhid. fence-virt %73 fence-
Xvm 7 TV RAI—V TV MNORIEF—DGFRICKRY £,

CDEHDEEAIBET 2156 1E. Ansible Vault ZFR LY 7 Y DEES{L TERBEAINTWS &
DI, % vault BES{ET 2 EAHEINI T,

BMEEINTVWAWGEIE, /— RIS TICEETS2F—MEREINET., /—RICAUELR
WGE., 5/ — KOO/ —RIZOBIN, IXTO/—KHPELCF—%2FEDLDICLE
9, /—RIZEPRWEEIE, FILWENERIN., /—RIZOBINET, TOAET
ha_cluster Y X7 LO—)LAFHILWF—AEWT 25, B85/ — KON /NX—=NAH—(Z0
E—LT. 72z V7D BETELDICTIHELNHYET,

ZOEHDREINTVSIHEEIX. TDF—T ha_cluster_regenerate_keys B EHRI N F 7,

ZDEHDT 7 # ) MEE null TG,

ha_cluster_pcsd_public_key_srcr. ha_cluster_pcsd_private _key_src

pcsd TLSSEFAE S L URMEBEAD/AR, INMIBEINTULWARWESIE, /— RLEIZT TICEIRAE

F—DRT7HMERINE T, SAAEF—RT7HPEELLVIGEIE. BEAICHLLF—DPERIN

i-a—o

CDEHICHBRBEOEEIEE LAEAIE. Ansible Vault #FER LAY T VY OEEE{L THEAIHN
TWBEDHIT, BAERESET DI ENHREINET,

INLDEHNREINTWVWRIHEIK. ZDIEAE D RT T ha_cluster_regenerate_keys (&
BRINET,

INSDOEHDT 7 # IV MEI null TT,

ha_cluster_pcsd_certificates

(RHEL 9.2 LA[#) certificate > XA 7 L0 — /LA L T, pesd B F+— EFEAAEZER L X,
YRAT LD pesd MEF— CEAIAZEEZFEAL TEEINTWARWEEI, RO2D2DAEOVWTH
NTERTEZET,
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e ha_cluster_pcsd_certificates Z# %% E L £ 9, ha_cluster_pcsd_certificates Z# % 5%
Ed 5 &, certificate ¥ AT LAO—IILHAWREWICHERAI N, EFRICHE> T pesd ORE +—
EEERREMER I NE T,

e ha_cluster_pcsd_public_key src. ha_cluster_pcsd_private_key src. F7l&
ha_cluster_pcsd_certificates ZH Z B E LRV T LIV, ThLDEHE WTHEFRE
L7AaWGEIE, ha_cluster ¥ 27 L 0—)bidk pesd BiE% FH LT pesd SERAEZ A ER L &
9, ha_cluster_pcsd_certificates D{Eld. certificate ¥ R 7 LAO— /L THEEINTVWBRE
#4 certificate_requests DEICEREINE T, certificate > 27 L O — LD
l&. Requesting certificates using RHEL System Roles &8 L T XL,

ha_cluster_pcsd_certificate ZEHDOFEHICIZ. ROEFLOEBEEI A ERAINE T,

o IPAARFEARAL, YATAL%ZEIPA RXA VIZSMIETWARWERY, certificate > A7 L0—
ISECEBRIREZEMLET, CDHFBAE. RHEL Y A 740—)LOAVTHFRAMTHE
A TEARARMICKERET I2NE HY EFT, YAFTLO0—ILIK, EEREAYR—MLTWV
Tt A

e ha_cluster_pcsd_certificates Z# %% E 9 %2355 (&, ha_cluster_pcsd_public_key_src
Z# & ha_cluster_pcsd_private_key src ZEHABRELRWVWTL IV,

e ha_cluster_pcsd_certificates ZH %% ET 5 &, JDHAEEF—DRT7 Tl
ha_cluster_regenerate_keys A" EHINF 7,

ZOEHDT 7 4 MEE[1TY,

SARM Y SAY—TTLSEBAEEF—7 71 ILEVEHT % ha_cluster > 25 4 0—JL Playbook
DB DWTIE, Creating pesd TLS certificates and key files for a high availability cluster S8 L T
IV,

ha_cluster_regenerate_keys

true ICERET D&, BRIHEF—& TLSIHAENBERINDIIEEZRETEZ T —IET S/,
F—BLVHAEN’BERIND Y1 I VT DFFH

l&. ha_cluster_corosync_key src. ha_cluster_pacemaker_key_src. ha_cluster_fence virt_k
ey_src. ha_cluster_pcsd_public_key src. # & 0" ha_cluster_pcsd_private_key src Z# D3}t
BIESRL TSIV,

ZDEHDT 7 4 MEL false T,
ha_cluster_pcs_permission_list

pecsd AL TISRY—4BETEZNN—I v avaRELET., COEHAEFRALTRET S
TATLELTOESY TY,

e type - user X 7=|Z group

e name- 1—H—FLFTIL—TDEHE

o allow list-IEEI NI —HY—FEI/IN—TOHFETINE TSI aV:
o read- V7RI —DAT—H ABLUVEREDRTR
o write-/X—3I v avBLUPACLEZRS VS RAI—BREDERE
o grant- 7 529 —/NR—3I v aVBLVPACLDER

o full- /—RDBEMBLVYIR., F—BLVEBREADT I ERBE, J5RAT—~D
\EIRT7 7R
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ha_cluster_pcs_permission_list ZHD#EEE T 7 4 )L MEIKUTODEH Y TY,

ha_cluster_pcs_permission_list:
- type: group
name: hacluster
allow_list:
- grant
- read
- write

ha_cluster_cluster_name
952 —DLZHE, IhlE. T 7 1) ~H my-cluster DXFIETT,
ha_cluster_transport

(RHELOILARR) ¥ SR —drxAEZREL T T, COEHZFALTERET 271 T LIZUTD

o type (7> av)- N VRR—MH A 7 knet. udp. F7(F udpu, udp & & U udpu
NSYRR—=KGA4 LI 1DDY VI DH%EHR—DMLEFT, udp & udpu DEESLIEE
ICEMICA>TWET, BELRWES. T7 4/ MTknet IC72Y 7,

e options (F 73 V)- RSVRAR—MNATVaVvaEUCEFEEOT1+ I3 FY—D)
Z I\Q

o links (A 7> av)-ARIEEDT 43+ )—DYR b, ZEMET 1> 3+ )—DF
) Z MIZIE, 12D Corosync ) I DA T avhEFhTWwWEd, Voo T&IC
linknumber {E45&ET 2 A2 HBELE T, THUADHZE. 714023+ ) —DRAD
DAMIT7AINTRAD) 2ICEIYHTOS N, 2FBEHDOY A ME2FEBDY v 7ICE
YLETEhET,

e compression (# >3 V)- NS VRR— MNEMERET 2RAMEEOT1V>aF)—0D
)X b, knet NSV RAR—b S A4 TTOHYR—PINET,

e crypto (F F¥av)- NSVRAR—MNOBESILERET 2EAEEDT1 V23 F)—DY)
ZAbe T7AINBMNTE, BEEEBEMLR>TVWET, knet N\SVZAR—K~o 4 TTOH
-lj-/_.ﬁ_l\-énia—o

HFAINTWEA T arD) 2 MIDWTIE, pes -h cluster setup DAL TFR—T 0 F i
pcs(8) N a7 R—=TYDcluster £/ avd £y N7y S OHRBAESREL TSIV, FillkA
FREBIC DWW TIL, corosync.conf(5) D man R—IABIRL TL LI,

ha_cluster_transport ZHDHEEILRDEH Y TY,

ha_cluster_transport:
type: knet
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
links:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
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- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
compression:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
crypto:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

NSV RR—MAREERET % ha_cluster System Role Playbook DHIICDWTIE, SRAMKS S 2
& —T®O Corosync [EDETE 2SR LTI,

ha_cluster_totem
(RHEL 9.1 LAB#) Corosync h—T LZFJRELE T, FFAINTWE A T3 VDY X MIDWT
I&. pcs -h cluster setup DAL T R—T 0 F/ld pes(8) ¥ =27 ILR—U D cluster /> 3>
DOty b7y OFRBAESRLTCLEIVL, FlARAICDWTIE, corosync.conf(5) @ man
R=V%ZSRLTLEIW,
ha_cluster_totem ZH DEEIZRDEEY TT,

ha_cluster_totem:
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

Corosync b —7 L% E&E 9 % ha_cluster System Role Playbook ®HIICDWTIL, A AN T 2
& —T®D Corosync [EDFETE SR L T LIV,

ha_cluster_quorum
(RHELOILURE) VSR — VA —SLEZELET, VI RY—VF+—FALICIE. ROIEE%HE
TEXY,

e options (F 7> aV)- UV 4—FLERETDRAMEMEDT 173+ Y—DY R, A
InzA T3y
I&. auto_tie_breaker. last_man_standing. last_man_standing_window. & T
wait_for_all T3, 7+ —5 LA 7> a v OFFMIE. votequorum(5) D man R—T &SR
LTI,

o device (4 73 V)-(RHELO2 L&) V # —S LT NA REFERATEILIICI TR —%
BRELET, TI7A4INTIE. 74—FLTNM AEFEAINEEA,

o model (WZB)- V3 —FLTNARAETIERELE T, net DHFHIHR—KINhTL
i’a—o

o model_options (# 7> 3 V) - §EINLI A —FLTNA RAETIVERET 2HF1TE

BOTF4 23+ Y—DY RN, EFIL net DA, host & & U algorithm 7+ 72 35
VERETILEN DY ET,
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pcs-address &+ 7> a v AFRA LT, qnetd KRR MNIERT 272HDH Y L pesd 7
RLRER—KERELET., COF TP avaEREELAWEEA, O—/LIiL host LD
T7AIMD pesd R— MIEHKLET,

o generic_options (7 7> 3 V) - EFTIEBTRBRWI #—FLTNAAA T avi
BRETDRAMEMEDT A3+ )—DY R,

o heuristics_options (7> 3 V) -4 —SLTNAADL1—YRT 1 v I ERET
ZEEEMEDT 173+ )—DY) AR,
P —FLTINA AT a v DFEMIE. corosync-qdevice(8) M man R— T &SR
LTLEXIW, — i 4 7> 3 ~id sync_timeout & timeout T3, ETJ/L net+ 7
23 vIZDWTIE, quorum.device.net 7> a v ESBL T IV, Ea—I R

TAYIF T3 vIZDOWTIE quorum.device.heuristics 27> 3 VSR LT
T LY,

PA—SLT/NA 2D TLSAIAE=BEMK T 5ICI1E. ha_cluster_regenerate_keys &
% true ICRELZE T,

ha_cluster_quorum ZHDO#EEIFRDEHY T,

ha_cluster_quorum:
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
device:
model: string
model_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
generic_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
heuristics_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

VS RY—9 +—5 L%FERET % ha_cluster System Role playbook DFIICDWTIE, &l AMES S
245 —T®D Corosync EDERTE #SRLTLKEIWV, V4—FLTNA REFALTIZRAY—%
)

iXE 9 % ha_cluster > X7 A0 —JL Playbook Dflli&, Configuring a high availability cluster using a
quorum device ZBRR L T LI,

ha_cluster_sbd_enabled
(RHELOILIE) VS A9 —HSBD / —RI7 VIV I XA XL EFRATEZNEIDNERET S
T—=IW73Y9, COEBDT 7 +)L MBS false T,

SBD #A&%IZ9 % ha_cluster System Role Playbook ®FIICDWTIE, SBD / — K7z Vv v J%(E
ALAEETREI S A9 —DHRE #BRLTLEIN,
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ha_cluster_sbd_options

(RHELO.ILBB)SBD A 7> a Vv ABET 2R EEDT 173+ )—DY R b, Y R—KINT
WBF T avidRoEHY T,

e delay-start - 77 #JL h& no
e startmode - 7 7 # JL k(& always
e timeout-action - = 7 # JL b (Z flush,reboot

e watchdog-timeout - 77 #JL M E 5

NSO T 3 v DFMIE. sbd(8) man R— D Configuration via environment = 7
2 avESRLTIEIW,

SBD %= A&%1Z9 % ha_cluster System Role Playbook D12 W Tldk. Configuring a high availability
cluster with SBD node fencing &8 L T 72X,

SBD #ffHY 2%BE. #7723V T, A YRV N)—AD/—RT&ICT74yF Ry J&SBD TN
AREHRECTEET, ARV KNY=T7ANLTIAYFRYITELPSBD TNA REHRETDH
EDFEMICDOWTIE, ha_cluster VAT LO—ILDA YR KN —DIEE #BB LTI,

=z nn

ha_cluster_cluster_properties
Pacemaker 7 5 29 —2FEDRED Y S AY—TOANRT 1 —DEY kDY R+, 7525 —7ON
TA4—DEY MI1DEFHR—bINET,
PSR —=7TONRT1—Dty NOEEIZRDESY TT,

ha_cluster_cluster_properties:
- attrs:
- name: property1_name
value: property1_value
- name: property2_name
value: property2_value

FI7AIIMTIE, 7O0RF 4 —EBREINFEA,

LUF D Playbook M TlE. nodel &L node2 THREINSE Y T RY —%F&E L. stonith-
enabled & & U no-quorum-policy 7 5 24 —70O/RF7 4 —%BELE T,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_cluster_properties:
- attrs:
- name: stonith-enabled
value: 'true'
- hame: no-quorum-policy
value: stop

roles:
- rhel-system-roles.ha_cluster

ha_cluster_resource_primitives
ZDEHUL, stonith )V —R4E, Y RAFLO—ILICLYEREINT Pacemaker )V —RX A ESH
LET, VY—RITEITRDIEHZHETEZXT,
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o id(WA)-YV—RDID,

e agent () - ")V —RFILstonith T—Y x> bDEHET (F: ocf:pacemaker:Dummy
7= & stonith:fence_xvm), stonith T—Y > MZId, stonith: 28 E T2 HELHY F
¥, VY—RI—I v hDIFEIE. ocf:pacemaker:Dummy Tld7 <. Dummy 72 & D
EiEEZFERTHIENTEEY, ZLL, ABLEAFIOEHRDOT -V MM VX =)L
INTWBeE, FRTZI VIV MERETEAQVWESD, O—ILIFKBLET, ZDEL
H, VY—RI—V YV NAEETIHBEETINI—LAEFERTZIENHREINET,

e instance attrs (A 7> 3 V) Y —ADA VY RYVABMEDEY bDY R b, RBIE. 12D
Y NOADPHR—FINTVWET, BHEORBIEE. BEANEI DN, BLTY YV —RFE
I stonith T—Y x>V MIL>TERYET,

e meta attrs (A 7> a3 V) YUY —RDAYBHEDEY hDY R b, BRE. 1D2DEY hOHH
HR—FbIhTOWET,

e copy_operations_from_agent (4 7> 3 >)- (RHELO3 L&) YY —XIT—Y v MMELB
B BEOI—Yzv MaHIx#EEIN/, interval ¥ timeout 2 E DY) YV —RBEEDT
THIVNEREEEEZLE T, COZEHN true ICREINTWRHE, ThOLDERENY
Y—ARAREICAE—INFET, TITRWEE, V7RI —2EKDT 74D YV—RIC
BWHAINF 9, ha_cluster_resource_operation_defaults O—/LZ#HZFEHALTY YV —X
DYY—RBEOT 74 MNEERT DHEIE. Ih%k false (CRETEEYT., ZOEHOD
7 7 # ) MEIE true TY,

e operations (fEX): ) V—RDFEED) X K,

o action (W7H): pacemaker &, YV —RXF/ld stonith T—Y Y N TEHEINTWS#E
E7o>av,

o attrs (WIR): DK EHE 1 DDA T aVEBETIHEIHYET,
ha_cluster > 27 LO0—)LTCHRETZ Y —AEEDBEIIUTDESY T,

- id: resource-id
agent: resource-agent
instance_attrs:
- attrs:
- name: attribute1_name
value: attribute1_value
- name: attribute2_name
value: attribute2_value
meta_attrs:
- attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
copy_operations_from_agent: bool
operations:
- action: operation1-action
attrs:
- name: operation1_attribute1_name
value: operation1_attribute1_value
- name: operation1_attribute2_name
value: operation1_attribute2_value
- action: operation2-action

192



#5255 HA_CLUSTERRHEL Y AFAO— A ALESTAYLI SA Y —DEE

attrs:
- name: operation2_attribute1_name
value: operation2_attribute1_value
- name: operation2_attribute2_name
value: operation2_attribute2_value

FTI7AILRTIE, VY—RFIEZEINFHA,

)Y — R EE ST ha_cluster ¥ 27 LAO—JL Playbook DfllE, 7z v IBL0) Y —2%
FRALAETAMISAY—DRE #SRBLTLEIW,

ha_cluster_resource_groups

COEHIT., AT LO—IVICE>TEHREIND Pacemaker VYV —R T IWV—TEEHZLFT, V)
V—RTIWN—TTEITRDIER.RHRETEET,

o id (WAE): FIL—TD D,

e resources (WMA): JI—TDYVY—ZAD) A K, EVY—REIDICL>TSRIN,

Y — 2% ha_cluster_resource_primitives ZHICEZT 20BN HY F T, 1DLLEDY)
V—R%&)ANKTRTIVEDNHY FT,

e meta_ attrs (A 7> a3 V). JIL—TOXYBHEDEY hDY R b, BE. 12DEY hOHH
HR—FMIhTOLET,

ha_cluster Y 257 LAO0—)LTRETZ VY —RTI—TEZDEEIIUTDEHYTT,

ha_cluster_resource_groups:
- id: group-id
resource_ids:
- resource-id
- resource2-id
meta_attrs:
- attrs:
- hame: group_meta_attribute1_name
value: group_meta_attribute1_value
- hame: group_meta_attribute2_name
value: group_meta_attribute2_value

FI7AILRTIE, VY—RTIL—THEFEINTVWEHA,

)Y =TIV —THREE ST ha_cluster ¥ A5 L 0O—)JL Playbook DIk, 7> TELVY
V—2%=HERALAETRAEI SR —0DRE 2SRLTLEIL,

ha_cluster_resource_clones
COEHIE, YRTFLO—IIZEL>TEREINSL Pacemaker Y Y —2 70—V EEHLET, Y
V—Z270—VICRHLTRODIEEZHZRETCEET,

e resource id (MAE): /7 O—VEERTDYY—R, YVY—2RI&
ha_cluster_resource_primitives Z#{ & 7= & ha_cluster_resource_groups Z#HICE&HT
DHENDHYET,

e promotable (# 7> 3 V) ERT 2 )Y —RVO—VHEKARERIO—VTHZHED H
HRLET, Ihid, true £/ false ERINFE T,
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e id(fER):/70—YDARYLID, IDEEINTVWARWESEIF, ERINET, DX
AV I S RI—THR—MINBRVEEIF, BENRTIINET,

e meta_attrs ((TX): VO— VDX YEMDEY hDY R K, IRIE. 120ty hOHHIYR—
hEXhTWEY,

ha_cluster VX7 LAO—)LTHRET SV Y —RI/O—VEEDESIIRODESLY TT,

ha_cluster_resource_clones:
- resource_id: resource-to-be-cloned
promotable: true
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone_meta_attribute1 _name
value: clone_meta_attribute1_value
- name: clone_meta_attribute2_name
value: clone_meta_attribute2_value

FTI7AILKTIE, VY—AD7O0—-VHEHRINRTWEHA,

)y —2490—VEREAST ha_cluster ¥ 25 L 0—)L Playbook Dk, 7> JELVY
V—REFEALLBETAM IS AI—DHRE #SB LTIV,

ha_cluster_resource_defaults
(RHELO3 L&) COZHUE, VY —ZADTFT 74 bDEY MEEELET, BHOT 74 bD
Tty bZ2EEL, WLV ZFERALTENLZRHEDI—V IV MDY Y —RITHEATEX
9, ha_cluster_resource_defaults ZETIEE LT 74/ ME. BBICEERL/ETHET 74
WhEaF—NR=F4 RTBH)Y—RZIFTEBINIHEA,
TI7AIVNELTIEETEZDIEIXAIBEDHTY,

T2 MY NTEIORDIEBEHZRETETET,
o d(ATvaV)-FIAI MYy bDID, BELARWGSIEEBERINE T,

e rule(#7¥av)-wo, EDNY—RICty NEBERTENAEEERT S pes BXAFEAL
TERIn/Ib—Ib, IL—ILDIBEICDWTIE. pcs(8) man X— D resource defaults
setcreate T/ > 3 VASRLTLREIW,

e score(F T aV)-FTI7xILbhtEY NDEH,

o attrs (A 7> aV)-FTI7AINMELTYY—RIZHERINS XY EM,
ha_cluster_resource_defaults ZHDEEIZRDEHY TY,

ha_cluster_resource_defaults:
meta_attrs:
- id: defaults-set-1-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
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- id: defaults-set-2-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute3_name
value: meta_attribute3_value
- name: meta_attribute4_name
value: meta_attribute4 value

)Y —Z2DFT 7 #4I)L b%EERET % ha_cluster & 27 L O—JL Playbook DFNUZDWTIE, )YV —2R
BLIONY—RBEDT 74NN EFEFRLIEETRAMEI SRY—DHRE 2SR L TLEIN,

ha_cluster_resource_operation_defaults
(RHEL 9.3 LIf&) C0ZHUE, VY —ABEOT 74 DLy NaERELET, BEHOT 74 b
DEYy b eEHEL, -V ZFERLTENSZREDI—VI VMDY Y —RABLVTREDN) VY —
ZBEIERATE 9, ha_cluster_resource_operation_defaults T TIEE LT 7 # )L M,
MBICEELAETHXT 74V MNEaA—N—F54 KT Y —RBEICITERINEEA, T
7 #JV N T, ha_cluster > X7 L0—)LiE, VY —RBRIEAOHBBDEEZEET LI Y —
AEHRELEFT., IN5DT 7 4) M% ha_cluster_resource_operations_defaults T ¢4 —
N—Z4 RFBHEICDWVWTIE, ha_cluster_resource_primitives D
copy_operations_from_agent DIRE DFAZ S L T I L,
TI7AINELTHRETZDIDIIXAIBEDHTT,
ha_cluster_resource_operations_defaults Z# D#EiElE. IL—ILDIBEFE %R
. ha_cluster_resource_defaults ZHDEEERALTY, £y MEREINSZ )Y —RBEEST

g ZIL—ILDI/EICDWTIL, pes(8) man *X— @ resource op defaults set create 27 > 3 ~
ESRLTCEIY,

ha_cluster_constraints_location

ZOEHIE, VY —ADGFHAOFENEZERZLE T, YV —RDOBHROFMIE. VYV —REETTE
3/—RERLET, EHD)Y—RII—HTH08E8MHEDHB) Y —RID FLIENY—VTREX
NEYY—RERBETEET, /—REFLEIL—ILT/ —REEBETEET,
)Y —ZDGBAOHERICT L OROIBEE AR ETEET,

e resource (WR) - HIMAERAINS Y VYV — XDk,

e node (WAB)- Y —ANBEFIIEETINELNH D/ — KDEHIL

o id(A7F>av)-Hl¥DID, IBELAWEE., BEERINET,

e options ( 7> a V) - ZREIEEDT 1V aF Y=Y R b,

o score- flHDEA%EFRELET,
m EDscorefBldE, YY—RD/—RTOETEEETZIEEEKLET,

m EDscorefEid, VY —AN/—RTRITINBLVWLDIICTIVENHDIEER
RLEY,

m -INFINITY @ score fEid. )V —ZAN/ —RTEFTINBVWEDILTIRENDH D
JEERKLET,

B score MEEEINTUWLWAWES, RO7{EIFZT 7 4J)L N TINFINITY (IZ/42Y £7,

T7AIRTE. VY —ZRDGMOFIRIIERINTVEEA,
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)Yy —2AID&E/—REEI/ET D) Y —ZADBAFICH T 2HHOBEILRDESY TT,

ha_cluster_constraints_location:
- resource:
id: resource-id
node: node-name
id: constraint-id
options:
- hame: score
value: score-value
- name: option-name
value: option-value
VY =N —V%BETE) Y —ADBAOHMICK L TERET 2EBIE. VY —XID%ZEET
%)Y —ZADGAOHEMICK L TEETSEBERALTY, £EL. YV —ALEKRZDEDIERE
9, VY —AARICEET 2EHBIIRODEBY T,

e pattern (W 7H) - POSIX #LARIEEFRKIRY V—X D BREINF T,

)Y —RNNG—2 &) —REZEIEETD Y —ZADBAAICH T 24HWDBEITRDESY TT,

ha_cluster_constraints_location:

- resource:
pattern: resource-pattern
node: node-name
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

)Y —RID EI—IVEEET S )Y —ADFAOHEHICH LT, ROBEBZHRETEET,
e resource (WR) - HIMAERAINS ) VYV — XDk,
o id(A)-YVY—2ID,

o role(# 7> av)-HMAHIRINGY Y —2DO—
JU, Started. Unpromoted. Promoted.

o rule (W) -pes BX AR L CERBINAHEIIL—IL, FEMIZDOWTIL, pes (8) D man
~R— T constraint location 27> a v ASB LTI,

o EEIDHTOMDIRBI. I—ILZEHELLWI Y -RFNERAULEKREZFLEET.

JY—=ZID EI—ILEBETZ) Y —RADBAAICH T BHEHOEERDEEY T,

ha_cluster_constraints_location:
- resource:
id: resource-id
role: resource-role
rule: rule-string
id: constraint-id
options:
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- name: score
value: score-value

- hame: resource-discovery
value: resource-discovery-value

)Y =R =V E—ILEEBET DY —ADGAOFHEKICK L TERET 2EBIE, YY—XID
EI—ILEIEETD) Y —ADBAAOEIMICH L TERET S EEERLCTY, 7L, VY-t
BREZOEDIIMBRETET, VY —RAERIIEETSEHIRODESY T,

e pattern (W 7E) - POSIX #LARIEEFRKIRY V—X D BREINF T,
)Y =R =V EN—ILEIRETZ Y —ADFHRICH T 2HHOBEILRDESY TY,

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

)y —ICHKDH B 5 XY —%1EHRT % ha_cluster > 25 L 0—)L Playbook D&, 1)V —
Z2ICHDOH 2SR AMI SR —DHRE 2SR L T EIL,

ha_cluster_constraints_colocation

ZOEHE, VV—22045—ravosNEEELET, YVY—2045—> a3 vOFIIE. H
Y)Y —2DFEABDY Y —RADBAMIKET B EERLTVWET, AT — 3 VERIC
X, 220 Y —RIHTHEMALIOr—> 3 VEKE, B Y-/ T Ry haos—
avHo 2@ EmrHY FT,
Bih)y—2307—2a VN L TOROIBEBEZRETE XY,

e resource_follower (,78) - resource_leader |[CEAE L CTERREB T 2MELIH D) Y —2Z,
o id(%E)-YY—2ID,

o role(# 7> av)-HIMAHIRINZYY—2DO—
JU, Started. Unpromoted. Promoted,

e resource_leader (W) -V S RY —IF. |RAICIDY) Y —R%ZBET 2HMZREL TH
5. resource_follower ZE2EY 2B ZREL X7,

o id(A)-YVY—2ID,

o role(# 7> av)-HMAHIRINDY Y —2DO—
JU, Started. Unpromoted. Promoted,

o id(AF>av)-#HMDID, IBELAWEE, BEIERINET,
e options (7> a V) - ZREIEEDT 1V aF Y=Y Rk,

o score-fIHDEAXFZRELET,
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m EDscorefEld, JY—RANEL/—RRTEITINZBEIHBIEERLET,

m EDscorefEid, VY —ANRLD/—RFRTETINZVENHBIEZTRLE

E

® + INFINITY @ scorefElx, VYV —RAHDREL/—RTEITINZHRENHB AR
LEY,

m -INFINITY @ score fEiZ. VYV —ANERDZ /) —RTEITINZIBEI’HZ &%
~LET,

B score MEEEINTUVLWAWES, RO7{EIFZT 7 4J)U N TINFINITY (IZ42Y £7,

FTI7AIRTIE, VY—2O3O045—Y 3 VEIHEEEREIN TWEHA,
gAYy —20045—2 3 VEIROESIZTRODEBY TT,

ha_cluster_constraints_colocation:
- resource_follower:
id: resource-id1
role: resource-role1
resource_leader:
id: resource-id2
role: resource-role2
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

Y=ty hOIO7—2 3 VHEMICH L TROERAZRETIET,
e resource_sets (WE)- )V —XAtYy hDY R K,
o resource_ids (WB) -ty NHDYY—ZD) R K,

o options (# 7> 3 V)-ty NADY Y =AML >TEDL D ILHRDONZ D %W
AESDZEREEDOT a3 F )= )R,

o d(A7vav)-BArIOs—arvilNoBse R LE,

e options (# 7> 3 v)-EfALIOr— 3 VENDBEE &R LE,
Y=ty MIXT 23045 —> 3 VEIROBEIXRDESY T,

ha_cluster_constraints_colocation:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
id: constraint-id
options:
- name: score
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value: score-value
- name: option-name
value: option-value

)y —ILHKDH B 529 —%/EHKT % ha_cluster > 27 40— )L Playbook DfliE, 1)V —
Z2ICHHOH 2B TAMI A —DRE #BRBLTLEIV,

ha_cluster_constraints_order
ZDEHIZ. VYV —RADIEFICH T 2HWEERLE T, YV —REFOHIKIE. HED)Y—2X
T avhRETBIEFERLET, VYV —XEFOFRICIE, 22D V—RIIHT B EHLIE
FHlfE, B V-T2 Y MERFIKD 2 FEEIHY £,
Big) Y —REFHFIRICH L TORDIEEZHZETE XY,

e resource_first (W78) - resource_then ')V —ANMKET B ) YV — 2,
o id (%A -"Y—2RID,
o action(# 7> 3 V) -resource_then )V —RIIF{LTT V> avaRIAT 2R1ICTET
TEIMBEDHDT V3V, FAJIN3(E: start. stop. promote. demode.

e resource_then () - &k&FY VYV —2Z,
o id(%A)-YY—2ZID,

o action (# 7> 3 V) -resource_first ) V—RII/TZT7 I a3 VT LERICDOH
)Y —ZANETTEBRT7I 3y, FAIIN3(E: start. stop. promote. demode.

o id(FTYav)-HHDID, EELARWVEGE., BEBERINFT,

e options (F 7Y a3 V) - ZRIEEDT1 V> aF)—)R K,

T7AINTIE, VY —RBEFOHIMITEEINTVWEEA,
B )Y —RNEFDOFFOBEIEIROESY TY,

ha_cluster_constraints_order:
- resource_first:
id: resource-id1
action: resource-action1
resource_then:
id: resource-id2
action: resource-action2
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

VY =Xty FOIEFHIFICH L OROIEEZZETET T,
e resource_sets (WR)- )V -ty hDY R K,
o resource_ids (WH)-tv NHDYYV—ADY X b,

o options (73 V)-ty NADY Y —ZAHMHICL >TEDL D ILHRDONZ D %W
AESDIEREEDOT a3 F) =R,

199


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#configuring-ha-cluster-with-constraints_configuring-a-high-availability-cluster-by-using-the-ha-cluster-rhel-system-role

Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

o id(F 7> av)- BiRIEFFIKOEGEE &R UE,
e options (# 7 3 V) - BRIEFFHINDIEE &R UE.

VY =2ty FNOIEFHHOEBEIRRDEEY TY,

ha_cluster_constraints_order:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

)y —ICHDH B 5 XY —%1EHRT % ha_cluster > 25 L0 —)L Playbook ®fli&, 1)V —
Z2ICHMOHZ2EAEM I TR —DRE 2SR L TLEIL,

ha_cluster_constraints_ticket
ZOEHE, VY —RAFTry hOHNZERZELET, VV—XFT7 v bOFIRIE. BEDOFT v b
ICKET BN Y —RERLET, VY—RFF vy MIKICIE, 12D Y —RUIRT 8MRF Ty
Pl &, BEDY Y —RICHT 2 F 7 v MEFOFIKD 2 EEIHY £9,
BiR) Y —XF 7y MEIRICH L TORODIEEZEETI XY,

e resource (WR) - HIMAERAINS Y VYV — XDk,
o id(A)-YVY—2RID,

o role(# 7> av)-HMAHIRINGY Y —2DO—
JU, Started. Unpromoted. Promoted.

o ticket (WE)-YY—ANKETZFHT v fDEEI,
o id(A7F>av)-#HMDID, IBELARWEE, BEIERINET,

e options (7> a V) - ZREIEEDT 1V aF Y= R b,

o loss-policy (A 7> av)-F7y hARMYBINLBEICY Y —RIIHLTRTTET
o3y,

TI7AIETE, VY—ZRFT vy ORI EZRINLTUWEEA,
BA)Y—ZAF7y MIKOBEIRDEBY TY,

ha_cluster_constraints_ticket:
- resource:
id: resource-id
role: resource-role
ticket: ticket-name
id: constraint-id
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options:
- name: loss-policy
value: loss-policy-value
- name: option-name
value: option-value

Y=ty hFIy MIKICH L TROIBEBEZZRETEE T,
e resource_sets (WE)- )V —XAtY hDY R K,
o resource_ids (VB -ty NHDYY—ZD) R K,

o options (# 73 V)-ty NADY Y —ZAHMHRICL >TEDL D ILHRDONZ D %W
AES LR EEDOT a3 F) =R,

ticket (W7R) - BftzaF 7 v MIKDIZSE B UlE,

id (7Y av)-gfihFry MIKOBE &R UE.

options (# 7> a V) - Bfi4F v MMIWDIEE & A UE,
Y=ty hOFT v MIKOEBEIZRDEEY T,

ha_cluster_constraints_ticket:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
ticket: ticket-name
id: constraint-id
options:
- name: option-name
value: option-value

)Y —ZILHKDH B 5 R —%/EHKT % ha_cluster > 27 40— )L Playbook D, 1)V —
Z2ICHEWOHZE AN A —DRE 2SR LTLEIN,

ha_cluster_gnetd

(RHEL 9.1 LARE) COEHUE. V53R —DHAEI #—S5 LT /N4 & L THBEET X % gnetd R X b
HERELET,
gnetd "R MWL TROIEBEZRETE XTI,

e present (# 7> 3 V) -true DHAE. RAMLEICqnetd 1 VRV XA %&HREL T, false

DFE. RAMDL qnetd SREZHIBRLE T, 774/ MEI false TY, Ih#% true IC
RET B15EIL. ha_cluster_cluster_present % false ICERET 2 HEHLHY £,

e start_ on_boot(F 7> 3 V)-T— MBI gqnetd 1 Y R 9 YV A EBEMICBIBTINE I H
HRELET, 774/ MEIE true TY,

e regenerate_keys (47 7> 3 V) - qnetd TLSSEBAZE A BEKR T 5 1CIE. T DEH % true I

HRELEY, iAEEBENT 258 &7 79 —0O—)IL%EBE{TL T gnetd KR
MIBEREKRT ZH). FEITpes 2ERTIT2LENHY T,
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72z JICE&Y gnetd BIEDFBII NS /2D, VSR —/—KLETgnetd £179 252 &1d
TXZXEHA,

DA—SLTNAREFERALTY S RY —%&%ET % ha_cluster > X7 50— )L Playbook M5l
l&. Configuring a cluster using a quorum device 2S8R L T ZX W,

25.2.HA CLUSTER Y AT LAO—I)LDA U RV N —DIETE

ha_cluster > 25 5 0—JL Playbook AL THA VSR Y —4.BRET DHEIK. 1 RV M) —K
DY ZRAY—DEZFET RLRAERELET,

25214 YRV N —TD/)—RZET RLADHE
ARV MN)—HDE/—RICIFE, BEBEISLUCTUTOERZEBET S IENTEXT,
e node _name- 7 S A4%—HND ./ — KDEZHI,

e pcs_address- / — R EBIET Z7HIC pes MEHRATZ7 KL R, &I, FQDN, F7/iLIP
PRLRAZIBETE, R— I ESZEDBIEHNTEIT,

e corosync_addresses: Corosync BMERAT 27 RLZADY A b, HEDI ZRY—%2FHRT 2
TRTO/—RiE, BLEOT7 RLABRBRET, 7KL RADIEFHFEETT,

LLFOFIE. #—4 v b nodel 8L U node2 D14 RV M) —%ZRLTWE T, nodel LU
node2 (ZTZREBEI R A A VREDODWIT NN THIZUELHYET, £OTRWVWE, &2, EZEid
/etc/hosts 7 7 1 IV THERAIEETH BIGEREIL, /—RIEHKTTIUNELrHY X T,

all:
hosts:
node1:
ha_cluster:
node_name: node-A
pcs_address: nodel1-address
corosync_addresses:
-192.168.1.11
-192.168.2.11
node2:
ha_cluster:
node_name: node-B
pcs_address: node2-address:2224
corosync_addresses:
-192.168.1.12
-192.168.2.12

2522. A YRV KN —TDI4vF Ry ITHBELVSBD T/N1 RDERE

(RHEL 9.1 LAB¥)SBD 2 235a. BEICIELT. A YRV N —AD/—RZT&IZTAvF Ry
JESBD TNARERETEET, IRTOSBDTNA RAEITRTD/ —RIZHBELTT7I/ERTE
DEDICTIRENHYFEIN, &/ —RNEBTNNA RIELRZELREFEATEES, 94y F Ry
TINARE )= RTEICBRZBENHY EFT, ¥ AT ALO—)L Playbook TERETE % SBD ZH D
#lE. ha_cluster & 27 AO—JLZEZL @ ha_cluster_sbd_enabled & & U ha_cluster_sbd_options
DIV R)—%ZBRLTILEIV,

ARV MN)—HDE/—RICIFE, DEBEISUCTUTOERZEBET S IENTEXT,
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#5255 HA_CLUSTERRHEL Y AFAO— A ALESTAYLI SA Y —DEE

e sbd watchdog_modules (# 7' 3 ) - (RHEL 9.3 LA[%) /dev/watchdog*

TINA R EHRT

50ICA—RT209429vFRYTH—RIVET 21—, BEINTWLWARWES., 774

TZEDYAMIRYETY,

e sbd_watchdog_modules_blocklist (4 7"~ 3 V) - (RHEL 9.3 X&) 7
D920V FRYTHA—FKILEI 21—,

IRy 9,

e sbd_watchdog - SBD WMERT 23U+ vF Ky JF/31 X,

b IE /dev/watchdog T,

e sbd_devices-SBD X v =YV DXMEERIFERTET/81 X,

TAINTEDY A MIRY FT,

Yh)—%RLTWEY,

all:
hosts:
node1:
ha_cluster:
sbd_watchdog_modules:
- module1
- module2
sbd_watchdog: /dev/watchdog2
sbd_devices:
- /dev/vdx
- /dev/vdy
node2:
ha_cluster:
sbd_watchdog_modules:
- module1
sbd_watchdog_modules_blocklist:
- module2
sbd_watchdog: /dev/watchdog1
sbd_devices:
- /dev/vdw
- /dev/vdz

SBD 7z VoV aERTI2adRAMI SRAY—DFERICDWTIEX, SBD/—K7xT vy
LAY A9 —0DFHREESRBLTLEIW

25.3. 50 A% Y 2 A4 —HD PCSD TLS
(RHEL 9.2 LAB%)
ha_cluster Y X7 L0—)L%ZEALT. SAM I A —HNICTLSHAEEF—T7 74 L EEKT

XE9., D Playbook #%E1T79 % &. ha_cluster ¥ X7 LA O— /LI certificate > 2 7 40— )L % RER
BICEARALT, TLSAIRAZEZEE LY,

AR

e ansible-core /N r—< & rhel-system-roles /X /7 —3

\/Z I\_)b-éhfb\éo

7vO—RKRsL070Ow
BREINTVWAWGE, 774 NTEDY R b

BREINTUVWAWES., 574
BEINTWAWES., 7

ROFIE, —4v b nodel BLU node2 DI #vF Ry TELIVSBD T/NA REERET DA N

v 7% %A

EERRE S X — T 71 IILDERKR

. Playbook #3179 %/ — NIZA

203



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

pa )

ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M=ILTBDREIIHY FH
A’Q

o USRH—XAYN—=ELTHERT S RFTALICIE. RHEL & & U RHEL High Availability Add-
ONDTITFATHRYTRY ) Toavrbhs,

DIk

H
=

ha_cluster Y 257 L0—)LiE, BEINKL/ —ROBEEDI SRY—REXBEIH

ZFT, O—ILTEEINTVWAVWEEIXEDONE T,

FIR

1. ha cluster Y 25 LO—ILDA VRV M) —DIBE THEINTWSE LI, V5R9—KHD
J—REEETZA VRN ) =714 E5ERLET,

2. Playbook 7 7 4 )L L £ 9 (f5l: new-cluster.yml),

R

EBREIA D Playbook 7 7 1 L &= ER T % & T Id. Encrypting content with
Ansible Vault TEREAINTWB LD IZ, /AR T—R%&Z vault THESELZE T,

RD Playbook 7 7 4 LDHITIL, firewalld H—E X & selinux Y —EX%ZETT 59 7R
Y—%FZEL., BEEL pesd SIAELMEFX—7 7 1 )L % /var/lib/pcsd ICERX L £9. pesd
FEBAE D 7 7 1 )L 4E FILENAME.crt ©. ¥— 7 7 1 LD AAIIE FILENAME.key T9,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_pcsd_certificates:
- name: FILENAME
common_name: "{{ ansible_hostname }}"
ca: self-sign
roles:
- linux-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIEA YRV M) —T 74 )Linventory ~D/XRA%¥ETE L T, Playbook %17 L
i-g_o

I # ansible-playbook -i inventory new-cluster.ymi
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#5255 HA_CLUSTERRHEL Y AFAO— A ALESTAYLI SA Y —DEE

RS R

e RHEL YRFLO—)A&{FEALKLIEBEZEDEKR

25.4. )Y —25FEFTLTVWARAVWETAMI SAY—DETE

LTOFIETIE. ha_cluster > A7 L40—)LZFEALT. 72z V2V IAREINTVWARVWSTRANY
S2H—&, VY—REEGFTLAVETREEISAY—%ERLET,

AR
® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LE N TW3,
pa

ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M=ILTBREIIHY FH
A’O

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy r—I A4 VXA h—)LI N TW3,

¢ VIR —AYN—ELTHERTBY AT AICIE RHEL & & U RHEL High Availability Add-
OnDF I T4 TRY TR )T avhsb,

Digk

==
[=]

ha_cluster ¥ X7 L0—)Lik, IEEINL/ —ROBEFEDI SR Y —%

REZBEIH
ZFd, O—ILTEEINTVWAVWEREIXLDNE T,

FIR

1. ha_cluster V2T LO—ILDA YRV M) —DIEE THIAINTWSE LI, V75R9—HD
J—REEETDA RV N) =T 714V EEKRLET,

2. Playbook 7 7 4 L& L £ 9 (f5l: new-cluster.yml),
P2

EBREIFA D Playbook 7 7 1 L& {ER T % & X Id. Encrypting content with
Ansible Vault TEREAI N TWSB LD IS, /AR T—R%&Z vault TESELZE T,

JR®D Playbook 7 7 A WDFITIE, 72z VIV IRREINTELT., VY—RERTIhTWL
2\, firewalld H—E X & selinux Y —EREEFTTE2I9S5RAY—42BELFT,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
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roles:
- rhel-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIEA YRV M) —T 74 )Linventory ~ND/XZA%ETE L T, Playbook #E1T L
i-g_o

I # ansible-playbook -i inventory new-cluster.ymi

255. 78L& —REAFERALALETRAM I SR —DERTE
LUTFOFIETIE, ha_cluster > 27 LO0— I EFHRALT, Z2Z2VRATNAR, V9ZR9—)Y—2Z, Y
Y—2RT)NV—T, BL®vO—rIhhizYY—RAEES0E

SR AN SR —%ERLET,
AR
® Playbook #3179 % / — NIC ansible-core /*1 Y A h—JLEINTW 3,

pa

ansible-core 4 7V S A9 — AV N— ) —=KRIZA VA M= T BDREIIHY FH
A’O

® Playbook #3179 %~ X7 AlC rhel-system-roles /Xy 5 —I A4 VXA h—)LINTW3,

o USRH—XAYN—=ELTHERT S RFTALICIE. RHEL & & U RHEL High Availability Add-
ONDTIFATRHRYTRY YT avrbhd,

DIk

H
=

ha_cluster ¥ X7 L0—)Li, BEINh/ —ROBEGFDI RS —
AEYT, A—ILTHEEISNTUWRWERE

REEBE IR
BREIFEDLNE T,

FIR

1. ha cluster Y 257 LO—ILDA RV M) —DIBE THEINTWSE LI, V75R9—KHD
J—REEETZA VRN ) =T 714 E5ERLET,

2. Playbook 7 7 4 L& L £ 9 (f5l: new-cluster.yml),
p= T

EBREA D Playbook 7 7 1 L& {ER Y % & T &, Encrypting content with
Ansible Vault TEREAI N TWB LD I, /AR T—R%Z vault TESELET,
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#5255 HA_CLUSTERRHEL Y AFAO— A ALESTAYLI SA Y —DEE

RD Playbook 7 7 4 JLDAITIE, firewalld H—E X & selinux Y —EX%ZET$T57 7R
H—HBELET, VSRY—ITE, 72V T, WOHhDYY—R, 8LV Y—2RY
W—=ThHEFhTWEd, £ VY—RITIL—TDYY—2/0-VEE5FNET,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm'
instance_attrs:
- afttrs:
- name: pcmk_host_list
value: nodel1 node2
- id: simple-resource
agent: 'ocf:pacemaker:Dummy’
- id: resource-with-options
agent: 'ocf:pacemaker:Dummy’
instance_attrs:
- attrs:
- name: fake
value: fake-value
- name: passwd
value: passwd-value
meta_attrs:
- attrs:
- name: target-role
value: Started
- name: is-managed
value: 'true’
operations:
- action: start
attrs:
- name: timeout
value: '30s'
- action: monitor
attrs:
- name: timeout
value: '5'
- name: interval
value: "Tmin’
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: simple-clone
agent: 'ocf:pacemaker:Dummy’
- id: clone-with-options
agent: 'ocf:pacemaker:Dummy’
ha_cluster_resource_groups:
- id: simple-group
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resource_ids:
- dummy-1
- dummy-2
meta_attrs:
- attrs:
- name: target-role
value: Started
- hame: is-managed
value: 'true’
- id: cloned-group
resource_ids:
- dummy-3
ha_cluster_resource_clones:
- resource_id: simple-clone
- resource_id: clone-with-options
promotable: yes
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone-max
value: '2'
- name: clone-node-max
value: '1’
- resource_id: cloned-group
promotable: yes

roles:
- rhel-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIEA YRV M) =T 74 )binventory ~D/XZA%¥EE L T, Playbook #%1TL
ia_o

I # ansible-playbook -i inventory new-cluster.ymi

256. )YV —RXABLPYVY—RBEOT 74N MNEFRAL-ETHEEI SR
H—DETE

(RHEL 9.3 LAB%) RDFIETIE. ha_cluster v A7 LAO0—)LAEFALT, YY—RENY—BEDT
T7AI N 2ERT2adAMEI SR —%ZFHRLET,

AR

® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LENTW3,

p= -
ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M=ILTBDREIIHY FH
A’O

® Playbook #3179 %~ X7 AlC rhel-system-roles /Xy r—I A4 VX h—)LI N TW3,
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#5255 HA_CLUSTERRHEL Y AFAO— A ALESTAYLI SA Y —DEE

o USRAH—XVN—=¢LTHEAT Y AT AT, RHEL & & U RHEL High Availability Add-
ONDT7ITFATRHRYTRY Y Toavrhd,

DIk

==
=

ha_cluster ¥ X7 L0—)Lik, BEIN/ —ROBEEDI SRy —5%

REABIH#H
AZFT, O—ILTEEINTVWAVWEEIXEDONE T,

FIR

1. ha cluster Y 257 LO0—ILDA VRV M) —DIBE THEINTWSE LI, V5R9—KHD
J—REEETEAVURYN)—T 74 EEHRLET,

2. Playbook 7 7 4 )L L £ 9 (f5l: new-cluster.yml),
Pz

EBREBIFA D Playbook 7 7 1 L &= {ER T % & E &, Encrypting content with
Ansible Vault TEREAI N TWSB LD IS, /AT —R%&Z vault TESELZE T,

RD Playbook 7 7 4 JLDAITIE, firewalld H—E X & selinux Y —EX%ZET$T50 7R
H—EBRELET, VIR —ITE, YVY—REVY—RBEDTIHILIDEEFNET,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
# Set a different "resource-stickiness’ value during
# and outside work hours. This allows resources to
# automatically move back to their most
# preferred hosts, but at a time that
# does not interfere with business activities.
ha_cluster_resource_defaults:
meta_attrs:
- id: core-hours
rule: date-spec hours=9-16 weekdays=1-5
score: 2
attrs:
- name: resource-stickiness
value: INFINITY
- id: after-hours
score: 1
attrs:
- name: resource-stickiness
value: 0
# Default the timeout on all 10-second-interval
# monitor actions on IPaddr2 resources to 8 seconds.
ha_cluster_resource_operation_defaults:
meta_attrs:

- rule: resource ::IPaddr2 and op monitor interval=10s
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score: INFINITY
attrs:

- name: timeout
value: 8s
roles:

- linux-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIEA YR M) —T 74 )binventory ~D/XZA%¥ETE L T, Playbook #E1T L
i-a_o

I # ansible-playbook -i inventory new-cluster.ymi

257. )V —RICHWOHZ2EAIAMS T A5 —DFRE

RDOFNETIE. ha_cluster > A7 LO0—)LEMERALT, VY —ROBFAOHEK., YV —231075— 3
YOHK., VY —RBEFOFER., BLCYY—FTy bOFINESUCETRAME I SR —%/EHRL Z
ER

AR

® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LE N TW3,
pa T

_ ansible-core 4 7V S A9 — AV N— ) —=KRIZA VA M=ILTBDREIIHY FH
= A’Q

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy r—I A4 VXA h—)LI N TW3,

¢ VIRY—AYN—ELTHERTSY AT AICIE, RHEL & & U RHEL High Availability Add-
OnDF I T4 TRY TR )T arvhsb,

DIk

H
[=]

ha_cluster > 257 L0—)LiE, BEINKL/ —ROBEDISRY—RELXBEIH
AFYT, O—ILTEEINTLWARVWEREIREDNE T,

FIE
1. ha cluster Y 257 LO—ILDA VRV M) —DIBE THEINTWSE LI, V5RA9—KHD

J—REEETZDA VRN ) =714 EERLET,

2. Playbook 7 7 4 L& L £ 9 (f5l: new-cluster.yml),
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#5255 HA_CLUSTERRHEL Y AFAO— A ALESTAYLI SA Y —DEE

pa )

EHREA D Playbook 7 7 1 L& EK Y % & T &, Encrypting content with
Ansible Vault TEREAI N TWB LD IS, /ART—R%Z vault THESELE T,

R®D Playbook 7 7 4 LDFITIL, firewalld —E X & selinux Y —EX%=ET9 59 7R
H—HRELET, /7R —ITE. VY —ROBFAOFK, YV—203045—> 3 ¥ Ol
W, VY —ROIEFOHK. BLTVY—RFTy NOFIMIEENET,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
# In order to use constraints, we need resources the constraints will apply
# to.
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm'
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: dummy-4
agent: 'ocf:pacemaker:Dummy’
- id: dummy-5
agent: 'ocf:pacemaker:Dummy’
- id: dummy-6
agent: 'ocf:pacemaker:Dummy’
# location constraints
ha_cluster_constraints_location:
# resource ID and node name
- resource:
id: dummy-1
node: node1
options:
- name: score
value: 20
# resource pattern and node name
- resource:
pattern: dummy-\d+
node: node1
options:
- name: score
value: 10
# resource ID and rule
- resource:
id: dummy-2
rule: '#uname eq node2 and date in_range 2022-01-01 to 2022-02-28'
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# resource pattern and rule
- resource:
pattern: dummy-\d+
rule: node-type eq weekend and date-spec weekdays=6-7
# colocation constraints
ha_cluster_constraints_colocation:
# simple constraint
- resource_leader:
id: dummy-3
resource_follower:
id: dummy-4
options:
- name: score
value: -5
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
- resource_ids:
- dummy-5
- dummy-6
options:
- hame: sequential
value: "false"
options:
- name: score
value: 20
# order constraints
ha_cluster_constraints_order:
# simple constraint
- resource_first:
id: dummy-1
resource_then:
id: dummy-6
options:
- name: symmetrical
value: "false"
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
options:
- name: require-all
value: "false"
- hame: sequential
value: "false"
- resource_ids:
- dummy-3
- resource_ids:
- dummy-4
- dummy-5
options:
- name: sequential
value: "false"
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# ticket constraints
ha_cluster_constraints_ticket:
# simple constraint
- resource:
id: dummy-1
ticket: ticket1
options:
- name: loss-policy
value: stop
# set constraint
- resource_sets:
- resource_ids:
- dummy-3
- dummy-4
- dummy-5
ticket: ticket2
options:
- name: loss-policy
value: fence

roles:
- linux-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIEA YRV M) —T 74 )b inventory ~ND/XZA%¥EE L T, Playbook #E1T L
ia_o

I # ansible-playbook -i inventory new-cluster.ymi

25.8. 50V S XY —TD COROSYNC {EDETE

(RHEL 9.1 LA%) R DFIETIX. ha_cluster > 257 L0O0—L%&FER L T, Corosync {B%%ET =0
ISR —%EHRLET,

=S5

® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LENTW3,

p= -
ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M=ILTBREIIHY FH
/‘JO

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy 5 —I A4 VA h—)LINTW3,

¢ USARH—XVN=¢LTHEAT Y RAT LI, RHEL & & U RHEL High Availability Add-
ONDTITFATRHRYTRY ) Toavrhd,
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DIk

==
[=]

ha_cluster Y 257 L0—JLiE, BEINL/ —ROBEDI SRY—RELXBEIH
AFT, O—ILTEEINTLWARVEREIREDNET,

FIR

1. ha cluster Y 257 LO0—ILDA VR M) —DIBE THEINTWSE LI, V75RAY—KHD
J—REEETEAVURYN)—T 74 ILEEHRLET,

2. Playbook 7 7 1 L& L £ 9 (f5l: new-cluster.yml),

pa 3

EBREA D Playbook 7 7 1 L& EK T % & T &, Encrypting content with
Ansible Vault TEREAI N TWSB LD IS, /ART—R%&Z vault TESELET,

JR®D Playbook 7 7 4 LDHITIL, Corosync F7A/NXTF 4 — %R ET 5 firewalld H—E R &
selinux Y —EXRZETI 209 5R9—%2BELZET,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_transport:

type: knet
options:
- name: ip_version
value: ipv4-6
- name: link_mode
value: active
links:

- name: linknumber
value: 1
- name: link_priority
value: 5
- name: linknumber
value: 0
- name: link_priority
value: 10
compression:
- name: level
value: 5
- name: model
value: zlib
crypto:
- name: cipher
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value: none
- name: hash
value: none
ha_cluster_totem:
options:

- name: block_unlisted_ips
value: 'yes'

- name: send_join
value: 0

ha_cluster_quorum:
options:

- name: auto_tie_breaker
value: 1

- name: wait_for_all
value: 1

roles:

- linux-system-roles.ha_cluster

37 7AINEREFELET,

4. FIB1TERLIEA YRV M) —T 74 )Linventory ~D/XRA%¥EE L T, Playbook #%E1T L
Y9,
I # ansible-playbook -i inventory new-cluster.ymi

259.SBD /— K7z V0% ERALIEETREEI S RY —DRE

(RHEL 9.1 LARZ) RDFEIETIE. ha_cluster VA5 40— )LAFEHALT, SBD/—R7x VYV T % &
AT25A%YI S RY—%2FRLET.

Gl s
® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LENTW3,
Pz -
ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M=ILTBDREIIHY FH
Ao

® Playbook #3179 %~ XA 7 AIC rhel-system-roles /Xy 7 —I A4 VXA h—)LINTW3,

¢ USARH—XVN—=¢LTHERAT BV AT LI, RHEL & & U RHEL High Availability Add-
ONDT7ITFATRHRY TR Toavrhd,

Digk

==
[=]

ha_cluster Y 257 L0—)LiE, BEINKL/ —ROBEDISRY—REXBEIH
ZFT, O—LTHEEINTLWARVWEREIREDNhE T,
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Z D Playbook & 1 YRV KN —=TD I+ vF Ry TELVSBD 7/31 ZDHKRE TERBAIhTWB L
DI, DAY FRYTEDa2—)L (RHELOZLIETHR—N) Z20—RT 24UV N) =T 710 )L%
FERLEY,

FIR

L AVYRYKNY)—TDI4YF Ry ITHLVSBD T/8 ZDHTE DSRAICHK-LT, O vF
Ry JBELUVSBD TNNA RAERET DI TAY—HND /) —REBETZA RN —T 74
IWAEERLET,

2. Playbook 7 7 4 )L {Em L £ 9 (f5l: new-cluster.yml),

R

EBREBIFA D Playbook 7 7 1 L& {ER T % & E &, Encrypting content with
Ansible Vault TEREAINTWSB LD IS, /AR T—R%&Z vault TESELE T,

-

JRD Playbook 7 7 1 LDHITIE, SBD 7z v v AFEA L., SBD Stonith 1) YV —R & {EE{
T35, firewalld H—E X2 & selinux Y —ERA2ETT2ZI95R9—5BELFT, 20D
Playbook & 1 YRV M) —=TD U4y F Ry THELVSBD 7/34 ADERE TRAINTWS
£, VAYFRYTEY2—I)V (RHELOSUETHR—MN) ZO0—RKTB4 RV K —
774NV EERALET,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_sbd_enabled: yes
ha_cluster_sbd_options:
- name: delay-start
value: 'no'
- name: startmode
value: always
- name: timeout-action
value: 'flush,reboot’
- name: watchdog-timeout
value: 30
# Suggested optimal values for SBD timeouts:
# watchdog-timeout * 2 = msgwait-timeout (set automatically)
# msgwait-timeout * 1.2 = stonith-timeout
ha_cluster_cluster_properties:
- attrs:
- name: stonith-timeout
value: 72
ha_cluster_resource_primitives:
- id: fence_sbd
agent: 'stonith:fence_sbd'
instance_attrs:
- attrs:
# taken from host_vars
- name: devices
value: "{{ ha_cluster.sbd_devices | join(',") }}"
- name: pcmk_delay_base
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value: 30

roles:
- linux-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIA YRV M) —T 74 )b inventory ~D/XZA%¥EE L T, Playbook #%E1T L
i-g_o

I # ansible-playbook -i inventory new-cluster.ymi

25.10. 7 #—S LT NA R =FERALIETRAM%Y 2 A9 —DF%E (RHEL 9.2
LARE)

ha_cluster Y X7 L0—)L%ERL., BED Y + —S LT N\A R &ERLI-ETRAM%EY S RY —%5&%E
T2 FTI94—FLTNAREEY NTYTLES, V4—FLTNA R %Yy N7y T LEE
. EEDOBDYIZRI—TTNA RAEFHTEET,

25.10.1. 7 # —S LT /N{ ZADEE

ha_cluster Y X7 LO—)LEFERALTI A —S LT /N\A RA%AHRET BICIE. ROFIRICHEWET, 75
29—/ —RETEIA—FLTNARERITTERVIEITEFRELTLEIN,

=S5

e ansible-core /X /r—< & rhel-system-roles /X r — A%, Playbook #3179 %/ — KIZTA
\/Z I\_)l/-SnT\l\éo

pa

ansible-core 7 S A —XVN— /) —RICA VA MN—ILTEZREETHY FH
A’Q

-

o UA—SLTNARDETIHERT B Y AT ALICIE, RHEL & & U RHEL High Availability Add-
ONDT7ITFATHRY TR Toavrbhd,

gk

==
[=]

ha_cluster > 257 L0—JLiE, BEINKL/ —ROBEDI SR —REXBEIH
ZFT, O—ILTHEEINTLWARVWEREIREDNhE T,

FIR

1. Playbook 7 7 4 JU (f§l: qdev-playbook.yml) =/ L £ ¥,
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pa )

EBREIFA D Playbook 7 7 1 L= {EE T % & X Id. Encrypting content with
Ansible Vault TEREAINTWB LD IZ. /NRT— K% vault THEBI{EL X7,

R®D Playbook 7 7 4 LDFITIL, firewalld —EX & selinux ¥ —EXZETLTWE TR
TLAETOA—FLTNAREZRELET,
- hosts: nodeQ
vars:

ha_cluster_cluster_present: false

ha_cluster_hacluster_password: password

ha_cluster_manage_firewall: true

ha_cluster_manage_selinux: true

ha_cluster_gnetd:

present: true

roles:
- linux-system-roles.ha_cluster

2. 774NV ERELET,

3. VA—FLTNAADKAN/ —RK%EIEL T, Playbook #E1TL X7,

I # ansible-playbook -i nodeQ, qdev-playbook.yml

25102. VA —S LT NA R%=FRATBEDICIVTRAI—%/RET D
HDd—SLFNA REFATELIICISAY—ABRETZICE. ROFIBICRVNET,

AR

® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LE N TW3,

pa

ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M= T BDREIIHY FH
A’O

-

® Playbook #3179 % ¥ X7 AlC rhel-system-roles /Xy 5 —I A4 VXA h—)LINTW3,

o USRH—AYN—=ELTHERT S RFTALICIE. RHEL & & U RHEL High Availability Add-
ONDTIFTFATRHRY TR Toavrbhd,

o JA—FSLTNAANREINTWS,
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gk

o
[=]

ha_cluster ¥ X7 L0—)LiE, EEINE/ —NOBRFEDI S RY—

REEBE I
ZFd, O—ILTEEINTVWAVWEEIZLDhE T,

FIR

1. ha cluster V2T LO—ILDA YRV N)—DIEE THIAINTWSE LI, V75RY—HD
J—REEETEAURVYN) =T 74 I %ERLET,

2. Playbook 7 7 4 L& L £ 9 (f5l: new-cluster.yml),
pa T

EBREIFA D Playbook 7 7 1 L &= {ER T % & X Id. Encrypting content with
Ansible Vault TEREAI N TWSB LD IZ, /ART—R%&Z vault THESIELE T,

RD Playbook 7 7 1 ILDBITIE, & F—Z LT/INA R %EFEAT 3 firewalld H—E X &
selinux Y —EXA5FE1T792 7R —%FKZELZT,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_quorum:
device:
model: net
model_options:
- name: host
value: nodeQ
- name: algorithm
value: Ims

roles:
- linux-system-roles.ha_cluster

3. 774NV ERELET,

4. FIB1TERLIA VRV M) —T 74 )binventory ~D/XZA%¥EE L T, Playbook #E1TL
ia_o

I # ansible-playbook -i inventory new-cluster.ymi

25.11.HA CLUSTER Y AT LA—)L A FH L /-ETBE4E I SR 49—TD
APACHE HTTP H—/\—DH{E
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ZDFIETIE, ha_cluster > X7 L0—J)LZFERL T, 2/ — KD Red Hat Enterprise Linux High
Availability Add-On 7 S R4 —TTF7 V74 7//Nv > TR Apache HTTP H—N—% &% EL X7,

=S5

® Playbook #3179 % / — KIZ ansible-core *1 Y XA h—J)LE N TW3,

pa

ansible-core # 7V S A9 — AV N— ) —=KRIZA VA M=ILTBREIIHY FH
/‘JO

® Playbook #3179 % ¥ X7 AlZ rhel-system-roles /Xy r—I A4 VXA h—)LINTW3,

o USRH—AYN—=ELTHERT S RFTALICIE. RHEL & & U RHEL High Availability Add-
ONDTITFATHRY TRV )T avrbhd,

o T LI Apache ICRHAERNRTY Yy VRIBIP7 RLZANEFhTWS,

o T ALITIE, iISCSI, Z7AN—=F v, FLEFOMORERY b= 7Oy 257/
2AEFARATSE, V75A9—D/—RIIRTIHERAMNL—=IUHEEFNTWS,

® Pacemaker 7S RAY—TXFS 774 IV AT LEE D LVMRY 2 —L%EHRET D DRAIC
2T XFST7 74NV RTLEFERALTLUMBRIERY 2 —L%KRELTWS,

e Configuring an Apache HTTP Server MFEERICHE > T. Apache HTTP #—/N—%FZE L TW
%,

¢ VRATALILF, VFRI—/—RETTVRTHDIFEAIND APCERRAA Y FHAEENT
W3,

DI

==
(==}

ha_cluster Y 257 L0—JLiE, BEINKL/ —ROBEDISRYI—REXBEIH
AZFd, O—/LTHEEINTLWARVWEREIIRDONE T,

FIR

1. ha cluster Y 257 LO—ILDA VR M) —DIBE THEINTWSE LI, V5R9—KHD
J—REEETEAVURVYN)—T 74 EEHRLET,

2. Playbook 7 7 4 JLZ&AERK L £ ¢ (fl: http-cluster.yml),
p= =)

EHRENA D Playbook 7 7 1 L& ER Y % & T &, Encrypting content with
Ansible Vault TEREAINTWB LD IS, /AR T—R%&Z vault THESELE T,
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R®D Playbook 7 7 4 LDFITIL, firewalld —E X & selinux Y —EX%ZETT 27771
T/ TD2/)—RKHA YV ZRH—RIC. LABIYER L 7= Apache HTTP #—/\—% & E L £
ER

ZOBITIE. RR M&D zapc.example.com D APC EBRAAM v FAFRALET, V5 R9—
MEDT7 T VATV Y h2ERALARWGERIE. UTOFDL D

IC. ha_cluster_fence_agent_packages ZH = EH T 2 E XL, VI RI—DUEETS
TJIVRAI—VIV hDHZEEBRTYVRARMRRTEIXT,

- hosts: z1.example.com z2.example.com
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_hacluster_password: password
ha_cluster_cluster_name: my_cluster
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_fence_agent_packages:
- fence-agents-apc-snmp
ha_cluster_resource_primitives:
- id: myapc
agent: stonith:fence_apc_snmp
instance_attrs:
- attrs:
- name: ipaddr
value: zapc.example.com
- name: pcmk_host_map
value: z1.example.com:1;z2.example.com:2
- name: login
value: apc
- hame: passwd
value: apc
-id: my_lvm
agent: ocf:heartbeat:LVM-activate
instance_attrs:
- attrs:
- name: vgname
value: my_vg
- name: vg_access_mode
value: system_id
-id: my_fs
agent: Filesystem
instance_attrs:
- attrs:
- name: device
value: /dev/my_vg/my_Iv
- name: directory
value: /var/www
- name: fstype
value: xfs
- id: VirtuallP
agent: IPaddr2
instance_attrs:
- attrs:
- name: ip
value: 198.51.100.3
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- name: cidr_netmask
value: 24
- id: Website
agent: apache
instance_attrs:
- attrs:
- name: configfile
value: /etc/httpd/conf/httpd.conf
- name: statusurl
value: http://127.0.0.1/server-status
ha_cluster_resource_groups:
- id: apachegroup
resource_ids:
-my_lvm
-my_fs
- VirtuallP
- Website

3. 774NV ERELET,

4. FIB1TERLIA YRV M) —T 74 )b inventory ~ND/XRA%¥EE L T, Playbook #%E1T L
i’a—o

I # ansible-playbook -i inventory http-cluster.yml

5 apache )V —RI—Y v M4aER L TApache 2B Y 21551 systemd AMERAI N EFH
ho TDT&, Apache TIREIN 2 logrotate 27 ) 7 M & #RE&E L T, systemctl ZFRA L T
Apache EZBO— R LAWEL D ILTHZ2RENHY ET,

95 A9 —HNDE /— KT, letc/logrotate.d/httpd 7 7 1 LHSLUTDITEHIBRL £,

I /bin/systemctl reload httpd.service > /dev/null 2>/dev/null || true

HIBR L7272 RD 3{TICEZM A, PID 7 7 4 JL/XR & L T /var/run/httpd-website.pid % 15
ELEFT., T ZD website I&, Apache ) YV —ZADEZHIIZAY F9, ZDHITIEL. Apache !
Y — 24 1E Website T9,

/usr/bin/test -f /var/run/httpd-Website.pid >/dev/null 2>/dev/null &&

/usr/bin/ps -q $(/usr/bin/cat /var/run/httpd-Website.pid) >/dev/null 2>/dev/null &&
/ust/sbin/httpd -f /etc/httpd/conf/httpd.conf -c¢ "PidFile /var/run/httpd-Website.pid" -k graceful >
/dev/null 2>/dev/null || true

BREEFIR

L V329 —HD/—ROWTIDLDNSE, VSR —DRT—9R%&HRALET, 420DV —
AMNFTARTEL / — K (z1.example.com) TETINTWVWB I EITEFRE LTI,
BRELREY Y —RBEFTLTULWRWESIL, pcs resource debug-start resource 17 > K%
EITLT VY—RDBEETAMLET,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 16:38:51 2013

Last change: Wed Jul 31 16:42:14 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum
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Version: 1.1.10-5.el7-9abe687
2 Nodes configured
6 Resources configured

Online: [ z1.example.com z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com

Resource Group: apachegroup
my_lvm  (ocf:heartbeat:LVM-activate): Started z1.example.com
my_fs  (ocf:heartbeat:Filesystem): Started z1.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z1.example.com
Website (ocf::heartbeat:apache): Started z1.example.com

2. VSR —DBmELIZS, 759 —T, IPaddr2 )V —RELTCEHLEZIPT7 RLRAEE
LT, Hello EBENKRRIND Y Y TILRTAEERALET,

I Hello

3. zl.example.com TETLTW3 ) Y —Z 7 I)L—TH z2.example.com / — RNIZT = LA —
N—=FBNEIDETARNT SICIE, /— K z1.example.com % standby (C3 5 &, / — KA
)Y —2A%RANTERLRY FT,

I [root@z1 ~]# pcs node standby z1.example.com

4. /—Rz1 % standby E— RICL7ZH, V5RI—HAD/—ROVWTIHODNLIFTRAI—DR
F—HAEMRELET., YY—REITRT 22 TEFTLTWBIRT T,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 17:16:17 2013
E

Last change: Wed Jul 31 17:18:34 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Node z1.example.com (1): standby
Online: [ z2.example.com ]

Full list of resources:
myapc (stonith:fence_apc_snmp): Started z1.example.com
Resource Group: apachegroup
my_lvm  (ocf::heartbeat:LVM-activate): Started z2.example.com
my_fs  (ocf:heartbeat:Filesystem): Started z2.example.com

VirtuallP (ocf::heartbeat:IPaddr2): Started z2.example.com
Website (ocf::heartbeat:apache): Started z2.example.com

ZLTVWBIP7RLRAD Web Y1 M, FFETRRINTWSIXTTY,
5 A9 R4 T—RKH5 21 28IBRT 3. UTFoav Yy REERITLET,

I [root@z1 ~]# pcs node unstandby z1.example.com
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25.12. BEE SR

R

J—R%&E R4 E— RO LHIKRLTE, VY —RIEZED/—RIZT7 ML
F—N—LFHA, ThiL. )Y —RZD resource-stickiness fBICL Y EALY F
9, resource-stickiness X ¥ BHICDWTIE, BED/ —REEHXRTELIIC
)Y —2%EBRET S HSRLTLEIN,

® Preparing a control node and managed nodes to use RHEL System Roles

e rhel-system-roles /XY 5 —Y TA VA M—)LINFERFa AtV b
(/usr/share/ansible/roles/rhel-system-roles.logging/README.html)

o RHEL Y25 L4L0—)L DF Ly IR—2EE

e ansible-playbook(1) ® man R—<
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#5265 COCKPITRHEL ¥ A7 AO0—J)LEEHALAZWEBOYY—ILDA VA M—ILER

$26%= COCKPITRHEL Y A5 AO0—J)LA{FEHL/-WEBO VY —
DA VRARN—JLEERTE

CcockpitRHEL ¥ A7 AO0— I ZFEAT I E. Y RATALICWeb AV Y —IL%EA VA MN—JLLTERETE
Y9,

26.1. cockPIT > A7 L0—)b

cockpit v 27 LO—)LAFEAL T, Web AV Y —I)LZBBMNICT 7O4 LTEMITEEY, TOHE
£, Web 759 H—HNSRHEL VAT LABETES LD ICRYET,

26.2.cockPITRHEL & R F A O0— )L DZEEY

CockpitRHEL ¥ A7 AO—JLICEAINZ/NNSA—F— RO EBEYTT,

cockpit_packages: (default: default) FREEINLRy =Tty b (default,
minimal, ful) D 1 D2&BREL T,

* cockpit_packages: (default: default) - &€ — #9772
R=VEFVFIVRA VA M=) UI

* cockpit_packages: (default: minimal) - &£, 4 —
TN, AU, THOVM BLUAN)YID
R—IDH, HNROEKFER,

* cockpit_packages: (default: full) - FIFATEEA T~
To)/\o_:/“o

WMEICIHL T, 1 VAMN—=JILT By Y hXy
T—UEMBEIGERLET,

cockpit_enabled: (default:true) Web O3>V —JL Web % —/N—1\EEIFFICEBEET
TENEIDEBRELET,

cockpit_started: (default:true) Web AV Y —ILEEETEINEIDERELET,

cockpit_config: (default: nothing) /etc/cockpit/cockpit.conf 7 7 1 )L T E % #E A

TEEY, IR UAIORET 71 VIFKDNET,

cockpit_port: (default: 9090) Web OV —JLIEFT 7 #JL h TR— k 9090 TZEfT
IhEFd, COFTYavaFERLTR—NEER
TEZEY,

cockpit_manage_firewall: (default: false) cockpit O—JL At firewall O—JL = FIfE L TR— K

EEBITESLDICLEYT, R— MNOBEIRICIZER
TEXFtA, R—MEHIBRTZHEIE. 77147
D=LV RTFLAO—I AEEERTIZLELIHY
E3C I
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cockpit_manage_selinux: (default: false) cockpit A—JLA selinux O—JLAEAL T
SELINnUX Z5RETE S LDICLET, 774D
SELinux R 1) & —TIl&, Cockpit A7R— b 9090 LL4t
TVYRVETBIEFFHFAIINTVWERA, R— b
HEEY 3EEE. selinux O—JLAELWKR— b
N—3v >3 (websm_port t) #BETEDLD
I, ZOF T avitrue ITRELET,

cockpit_certificates: (default: nothing) cockpit O— /L7 certificate O— /L&A L T, #
LWEEBAE M TE 2 LD ICL &
¥, cockpit_certificates Of&(L. certificate
O —JL D certificate_requests ZHUICEIh F
¥, Z0O—)LiE cockpit O—JL Il & > THERHIIC
HUOHI N, EFX— CAREENMTERINET,

BEEE R
e /usr/share/ansible/roles/rhel-system-roles.cockpittREADME.md 7 7 1 )L

® Cockpit configuration file @ man R—<

26.3.CoCKPITRHEL Y A5 L0—I)LAFEHL/AWEB IV —ILDA VA
N—JL

cockpit > AT ALAO—)LAFERAL T, RHELWeb AV Y —JILAEA VAN =)L LTEMICTTEZIENTE
7,

T7 ) MTIE, RHELWeb VY —JLISBECERIAZEAFRLEY., X2 )T 1 —LOEHAD
5. Kb YICEBEINLRIERICL > TRITINLHBEELIEETCXF T,

Z DFITIE, cockpit*‘/lv_-L\EI—)lx%ﬁFH LTRDZEAEITWET,
e RHELWeb VY —ILEAVAN—=IT B
e WebIdvVY—JLh firewalld #EETEX3LHICT S

o BCERIMPAEEZFEATARDYIC, ipa DEFEINLRIAF/HNSDIAEEZFERT S LI
Web VY —ILABET S

o NRHLR—FOI050 2FAHTZLIICWeb IV Y —ILEFRET S
p= =)
7747 04— IVaBEBLLYIREEZEX LY 57812, Playbook T firewall %

7l certificate DY A7 LAA— IV = NHT BEIFH Y FH A, cockpit v X7 L0—
WiE, BDEICHLTENLZBHMNICHETHLET,

AR
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https://cockpit-project.org/guide/latest/cockpit.conf.5.html

#5265 COCKPITRHEL ¥ A7 AO0—J)LEEHALAZWEBOYY—ILDA VA M—ILER

o 1DUEDEBENR/ —KADT7IERENRN—I VI T3,

e OAVMO—NW/—KRADT7IERABLPIN—Zv I3y,
dvbO—J)L/ — KT,

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —IDNA VA h—)LINTW

%,

o BIE/—RPRBEINTVWES RV N) =D 714 IDEET %,

¥
L LTFORBEETLH L\ playbook.yml 7 7 1 LEERR L £,

- hosts: all
tasks:
- name: Install RHEL web console
include_role:
name: rhel-system-roles.cockpit
vars:

cockpit_packages: default
#cockpit_packages: minimal
#cockpit_packages: full
cockpit_port:9050
cockpit_manage_selinux: true
cockpit_manage_firewall: true
cockpit_certificates:

- name: /etc/cockpit/ws-certs.d/01-certificate
dns: ['localhost’, 'www.example.com']
ca: ipa
group: cockpit-ws

2. #7723 v:Playbook DIEX MR L F T,

I # ansible-playbook --syntax-check -i inventory_file playbook.ymi
3. ARV NY—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

RS R

® |nstalling and enabling the web console ,

® Requesting certificates using RHEL System Roles ,
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/getting-started-with-the-rhel-8-web-console_system-management-using-the-rhel-8-web-console#installing-the-web-console_getting-started-with-the-rhel-8-web-console
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/automating_system_administration_by_using_rhel_system_roles/index#requesting-certificates-using-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles
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#2752 PODMANRHEL X5 A0—)VAE{ERALALOYTF—D
=18
podman RHEL ¥ 27 L0—)L%{FH9 5 &, Podmani&E. AV 7+—. 8LV Podman AV 7+ —
%3279 % systemd H—EXREAEETEET,
27.1.PODMAN RHEL > A5 4 0—)b

podman RHEL ¥ 27 40— J)LAEA L T, Podmani&E. IvF7+—. LUV Podman AV T+ —%
F179 % systemd Y—EREBETIT X,

RS

e podman THERAINZ/NFA—5—DFFH&. podman RHEL ¥ X7 A0—JLICEET %EME
ICDWTIE, /usr/share/ansible/roles/rhel-system-roles.podman/README.md 7 7 1 JL %
SRLTLEIV,

27.2. PODMAN RHEL ¥ 25 LA O0—JLDZH

podman RHEL ¥ A7 AO—JLICHEAINZ/INSA—F—[ROEEYTT,

P3¢ B
podman_kube_specs Podman Pod & & U5 % systemd = MID
WTERBAL Y,

e state: (77 # /L h:created) - systemd
Y—ERE Pod TEITINDEBMEZRLE
ERS

o created: Pod & systemd 7 —EX %
e LETH. EITLIEHA

o started: Pod & systemd +—EX %
e L TEEIL £,

o absent Pod & systemd —EX %
HIFRL X9,

e run_as_user. (77 #J K
podman_run_as_user)-Pod ZT&D1—
Y— I—HF—%EELRAWVEEIE root

MERAINET,
= -13]
7
I—H—EITIEELT
) WBEBERHY ET,

e run_as_group (77 £/ k:
podman_run_as_group)-Pod Z& DY
W=7, A—HF—%Z/ELRBVESE
&, root MERINZET,
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KK, WBRBEABHY £,

e systemd_unit_scope (77 # /L k:
podman_systemd_unit_scope) -
systemd 1= v MNIfEAT 20—, 15
ELRWSE, L—bhIVFF—ICiE
system AMERAI N, 21— —avFF—
ICiduser MEAINZET,

e kube_file_src- EEWR/ — KD
kube file ICOE—Xhza3vhvO—5—
/ — R_E® Kubernetes YAML 7 7 1 LD £

2

Ao

pa 3]
¢ kube_file_content Z#%
BET 25%E
i&. kube_file_src Z#i %
¢ BELARWTLES
W, kube_file_content
i%. kube_file_src &Y
BREINZET,

e kube_file_content - Kubernetes YAML
RDXFF, F/ld Kubernetes YAML 4=
® dict, EERR / — K LD kube_file ®
NEZEELZFT,

ya 13!
¢ kube_file_src Z# % i57%E
ER=Y =
ix. kube_file_content %
¢ HaEELRWTLES
L\, kube_file_content
i%. kube_file_src &Y
BEINZET,

o kube file- Y75+ —F7%lE Pod ®
Kubernetes ft## S U EERR/ — NLD
774\ D&FL, BE. kube_file 7 7 1
WeO—ILADEENE ./ —RICOAE—T
ZREHMNRVRY., kube_file T % i5E
TEIMEE>HY FH A, kube_file_src %
7% kube_file_content D\ Fhh & 5E
T25BEIF. CNEBETIVERIHY F
A,

pa

kube_file #&B5 L. Kb
Y IZ kube_file_src £7l&
kube_file_content #5%E
L. O=LIZ7 74 LD/
AEZEEBEBIES &
ERSHERELIET,
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230

=8

podman_quadlet_specs

o VAFTLY—ERODTa4 LY MN)—IF
/etc/containers/ansible-
kubernetes.d T¥,

o 1—H¥—H—EXOFTa4 LY M)—I&
$HOME/.config/containers/ansibl
e-kubernetes.d ¢9 .

o IhnlF, BENK/—FLED
/etc/containers/ansible-
kubernetes.d/<application_name>
yml 7 7 A LI E—3XhET,

Quadlet £ DY Xk,

Digk

==
[=]

Quadlet (. RHEL 8 Tl —

N7V TFF—TDHEEE
L %9, Quadlet i¥. RHEL 9
TOHIN—NLROVTF—
TEMELET,

Quadlet iZ1=v hDERIE Y A FICL > TEERS
hEzd, 1=y hDy¥ A TFIC

(. container. kube. network. & & volume
RHY EF, name & type ZBITRMISET Z &

. name & type % file. file_src. ZF7id
template_src TIEEINZT7 71 ILENLEHT
5Z&HTEEY,

o JL—hIAVFF—T7AIE, BEERE
/=Ko
/etc/containers/systemd/$name.$type
IKhY £7,

o JL—KLROAVTF—T7 74V EBIEX
%/—Fo
$HOME!/.config/containers/systemd/$
name.$type iCH Y £9,

Quadlet X#RkDMED 7 7 1 ILICHRTF T Bi5E. k&
Z ¥ quadlet.kube »* Yaml 7 7 1 )L /=&
ConfigMap IC&k7F T 2356, KEEXEDT7 71

I¥. podman_quadlet_specs ) XA NT. £D7 7
AINVEFERTZ 774 ILORICIEET 2HENH Y
9, & zlE. my-app.kube 7 7 1A H B &
LEY,

I [Kube]


https://docs.podman.io/en/latest/markdown/podman-systemd.unit.5.html

%275 PODMANRHEL Y25 AO0— )V A&EHALEOY T F—DEHE

Z D%4E&. my-app.kube DI my-app-
config.yml & my-app.yml 2159 2 HELH Y
9,

podman_quadlet_specs:
- file_src: my-app-config.yml
- file_src: my-app.yml
- file_src: my-app.kube

& Quadlet XD /IRT XA =4 —DIF & A E1E. kube
NGRA=H —=PHR—FINTVWRWNWI EERE,
Li2?D podman_kube_spec D/X5 XA —4—&[E
LTY. RDNFA—=F—PHR—KFINTWE

ERS

e name-1=v hDH&HF, ZREIZEELR
WwWig&id, file. file_src. F7zid
template_src "5 EHIN F T,

o 7=& zld. file_src:/path/to/my-
container.container 5% L 7215
4. name (& my-container (C72Y) £
ER

o type-1=v hDY A FIC
£, container. kube. network. volu
me BHY F9, ZEIEZEELLRWES
%, file. file_src. ZF7 (3 template_src
NoBHINET,

o =& zl&. file_src:/path/to/my-
container.container 15 L 7215
#&. type (& container iZ%2 Y 9,

R

g D7 AN
Quadlet 1= v FER
T. B%7% Quadlet 1

4 —y MNEREIH D15
&1&. Quadlet 1= v
FELTERINZE

¢ ¥ ThSoBE
(&, BlcaE—3nhzx
ER

o file_src-Quadlet 1=y hDYV—2&ELT
FRTIHDICEEGSR ./ —RiIcCaAE—7
3, AvhO—IL/—REDT77A4IDE

RV

Ao
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. =4 L
—v MERT. WA
Quadlet 2= v MEREN
, H BHEIE. Quadlet 1
—w hELTHEASINE
¥, ThLUADHZEIE. B

IKCAE—TNIFY,

e file-Quadleta=v DY —R & LTHEHA
THBEENR/ —REDT7 74 IILDEHR

p=-13]

<
D7 74 ILD Quadlet 2
—v MR T. Baa

¢ Quadlet 2= v MEREN
H BHEIE. Quadlet
—w hELTHEASINE
¥, ThLUADHZEIE. B

4 KIE—ShEd,

e file_content - EEWK /—NIIOE—7
27 741 LVDOARE (XFIFR). Zhid.,
A4V TRHBIIEBETEZNIRT 7
IV EET DICEFTY, name & type
EIRETILENHYET,

e template_src - Jinja *template 7 7 1 JL
ELTAREIN, Quadlet1=v kDY —
AELTHERTZHOICEERR/ — NI
aE—3InsarhbOo—IL/ —KEDT 7
1 IV DR,

pa 3

ZD7 74D Quadlet
—v MM T. Baa
Quadlet 1= v MEREN
HBHmE . Quadlet 2
Zy b LTHERINZE
¥, ThLUADHZEIE. B
ICaE—Xhxd, 774
IS 2 BEFENMTLTW
356, TOERHIE
quadlet 7 7 1LY 1 T%
RET BDICHIBRINE
ER

o &R, ROELDHICEETDELE
ER

podman_quadlet_specs:
- template_src: my-
app.container.j2

ZDBE. A—ALT 74
templates/my-app.container.j2 A
Jna7v7FL—h7 71L& LTUE
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podman_secrets

podman_create_host_directories

podman_host_directories

%275 PODMANRHEL Y25 AO0— )V A&EHALEOY T F—DEHE

app.container ICJE—3hZd,

podman_secret CERI N 2D ERALTEADI —2
Ly Mk 2 b, 7L, BESINDI—H—
DTAIVNTY—0 Ly MEERT 272DICFER
INZEBIMDT7 14 —JL Krun_as_user *#%H % mhH
BRYZFET, TOT714—ILRPEEEINTVLRWNEG
&. ¥—7 L v hidpodman_run_as_user Ti5
EINETATY MUERINET, 7740 ME
I& "root" T3, Ansible Vault #{#F L T data 7 « —
IWRDOEZESELET,

true M¥z&E. O—JLiE, podman_kube_specs T
EE I N7 Kubernetes YAML @ volume.hostPath
ERRORANT DV NTEEINLRAN T4 LY
N)—%HRICLEY, 774/ MBI false TY,

R

O—)TT4 LY MN)—5BERILE
B3I, TaL9 M) =&
K2 L—hAVFF—DEa) i
lEHR—LFT1a LI M) —ITWT B4
WMARR (FEL—RAVTFF—DBE)
ELTHEETILENHYET,

ZoO—=)vidg, 774 MOFFEEZIFN—3 Y
vavEFTALYZMN)—ICBALEY. REEZL
BNR=3Xv2aVaRETIVENHDIHE

I&. podman_host_directories #5MR L T< 12X
(A

ZNiE dict T

9, podman_create host_directories #f&f L
T R)a—L<TIOYNHDOKANTA LY N —
HEMRT5ELICO-ILICEERL. ThSDERS
NERZARMTA LI M) —ICERAINE/IA—3 Y
LaVIELISMEEEZEET DVENH BHE

I&. podman_host_directories # L £3., &
F—liF. BEITZHRAMT4LI M) —DHERF/NZ
TY, ElE. Z77ANET2—IADISTX—4 —
DX TY, EEIEELAWVEES. O—JLIdHEAA
HADTIT AN MEZXFERALET, IRTODKRI b
TALIN)—IERINZ 1 DDEEREY 5156
&, $55%+—DEFAULT 2R L 9.
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https://docs.ansible.com/ansible/latest/collections/containers/podman/podman_secret_module.html#ansible-collections-containers-podman-podman-secret-module
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£

podman_firewall

podman_selinux_ports

podman_run_as_user

podman_run_as_group

podman_systemd_unit_scope

234

B4

IhEdict DYRARNTY, 727472 4+—ILNT
O—)IHEBITZR—PMEEELET., IhiL,
77479 4—J)VRHEL Y AF LAO—)LTHEEAIH
5OEELHEREFERALET,

IhiEdict DY RARTY, O—ILTHERAINZR—
N®D SELinux R >—A2O0— )L CEEIT ZR—M%A
BELEY, Ihid. selinux RHEL ¥ R FL0—Jb
THEAINZ2OEALCEAEZFEALET,

FTRTCDI— ML ROAVFF—IERT 21— —
DEFZEEL &

¥, podman_kube_specs. podman_quadlet_
specs. Z7-l¥ podman_secrets O

run_as user ., A7 F—/az=v /=0 LV
NTEDI—H—ZEHBEIDIEHLTEET,

pz o-1o)
§ A—HY—F T TICBEELTVWIRE
VS

FTRTCDI— ML ROAVFF—IERTZIIV—T
DHFI%EIBEL £9, podman_kube_specs % 7=
I podman_quadlet_specs @ run_as_group %
FRALT, IvFr—FhiEazvy bZEDTIL—
TREIETDHIEETEET,

< p=-10]

TI—TETTICEELTWARE
P rHYFET,

gRTOsystemd 1=y MR LTFT 74 MT
R 5systemd RI—752E&ELZ

¥, podman_kube_specs & & U
podman_quadlet_specs @
systemd_unit_scope ZEAL T, av7F+—&F
A=y NZTEDROA—T%BETHIEHTE
F9, 774 MTRE —FLROAVFTF—IF
user #fEA L. JLl—hIVFF—ILsystem % fE/H
LEd.



£

podman_containers_conf

podman_registries_conf

podman_storage_conf

podman_policy_json

BIER R

#5275 PODMANRHEL Y27 AO— ) &FRA LAY T FHF—DOEHR

B4

containers.conf(5) 2 E % dict E LTEZRL F

¥, ZDKEIE. containers.conf.d 7«1 L 7 k
J—AOROY AV 774 TRESINET,
root & L TEITLTW3I5E, system ENER
INEY, podman run_as_user #5R L T &
IV, ThUADBZE. user ZENEEINE T,
TALI RN —DIFRIICDWT

I&. containers.conf ® man R—T &S8R L TL
72X\,

containers-registries.conf(5) % % dict & L T
E&ZLET. TOERER. registries.conf.d 71 L
JhN)—ROROY AV 774 TRESNZE
¥, root & L TETLTLWBIFA. system ZEH
BEINZET, podman run_as_user =SB L T
IV, ThUUADIZA, user REIZEEINZE
o T4 LI MN)—DBAICDOWVT

I&. registries.conf ® man R—YASRBL T L
I,

containers-storage.conf(5) (2 E % dict & L TE
FLZET, root & LTEITLTWBIHA, system
BRENEEINFET, podman run_as_user =%
BLTLEIV, ThIUADIZE, user REITER
InFd, T4 LI MN)—DBMAICDODVWT

I&. storage.conf ® man R—T SR LT EX
(A

containers-policy.conf(5) 5% & % dict & L T&E
LET, root & LTEITLTWBIHE
(podman_run_as_user = £8R). system s&ED
BEINEYT., ThUADIFE. user ZEITFES
nNEd, 74 L7 M) —DIFAFICDWT

I&. policy.json ® man R—Y%#SBL T X
A%

e podman TEAINZ/NSX—4—0DFFl&. podman RHEL & X7 A0—)LICEY 2EMIE
ICDWTIE, /usr/share/ansible/roles/rhel-system-roles.podman/README.md 7 7 1 JL %

SRLTCEI W,

27.3. BEhEIER

e podman THERAINZ/NFA—45—DFFH&. podman RHEL & X7 A0—JLICEET %EMIE
IICDWTIE, /usr/share/ansible/roles/rhel-system-roles.podman/README.md 7 7 1 JL &

SRLTLETW

e ansible-playbook O~ > KMi¥#llld. man R— D ansible-playbook(1) #5R L T £ X

(AN

235



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

F28EZ RHEL ¥ A5 L 0O—J)L%{EH L T ANSIBLE T RHEL > X
F L% AD ICEERET 5

ad_integration > 27 AL 0—)L%{FH9 % &. Red Hat Ansible Automation Platform % f#F L T RHEL
¥ AT In& Active Directory (AD) DEEKE*BHEETEE T,

AETIH, UFOMEY ZICDWTERBALET,
e ad_integration > X7 L0—)L
® ad_integration RHEL ¥ 27 AO—JLDZEE

e ad_integration X7 A0 —J)L%Z{EM L7 RHEL ¥ X7 LD AD ~ D B #E#ix

28.1. AD_INTEGRATION > A 7 L 0O—Jb

ad_integration ¥ 27 A0 — L&A T 2 &, RHEL & 25 L% Active Directory (AD) (< BT =
9,

O—J)LIExRDIAVER—2V M aERALET,
o FRDIDBLVERIEY —RETEET B7HD SSSD

o FRHTMAAAD RAA VAR L, EBE4 S RHEL Y AT LAY —E R (ZDIFEIE SSSD) %
BRELT, BIRLAZAD KX A VIl#ERT % realmd

ot

pa

ad_integration 0 —)JL(E. Identity Management (IdM) IRIE%#FERA B ICEE AD 46
FAT2T7704 XY NATY, IIMIRIEDIZAIE. ansible-freeipa O— )L &AL £
ER

BEEE R

® SSSD #{#A L TRHEL ¥ X7 A% AD Il BE##ER

28.2. AD_INTEGRATION RHEL ¥ XA 5 LA O — L DZEE

ad_integration RHEL ¥ R 7 AO—JLIZRDNRS A =4 —%FHLET,

ad_integration_realm SHNA D Active Directory LIL L FZIE KX A V£,
ad_integration_password ROV ELVIVAICSMIE 2 & SICREICERIN

21— —ONRRAT7—K, FL—rFFXMNIFEA
LAEWTLEIWL, Kb YIZ, Ansible Vault Z{F
LCEEEBSILLET,
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/integrating_rhel_systems_directly_with_windows_active_directory/index#connecting-rhel-systems-directly-to-ad-using-sssd_integrating-rhel-systems-directly-with-active-directory

F28% RHEL Y A7 AL0—J)LA#H L T ANSIBLE CRHEL YR F7 A% AD ICEESEAT 2

ad_integration_manage_crypto_policies true %4, ad_integration O— /L%, BEITIS
LT
fedora.linux_system_roles.crypto_policies %=
FEALZXT,

F 7 # ) b false

ad_integration_allow_rc4_crypto true ®%4&. ad_integration O— /LI, BESRY
V—HRE L’C RCABESILZEFAL T,
CDEHEEET 2
&. ad_integration_manage_crypto_policies
NEBMNICtrue ICREINE T,

F 7 # )L b false

ad_integration_timesync_source DRFLOv VEREBTEZIMNLY —ADKA M
BERIFIPTRLR, COEHAEIEET S
&. ad_integration_manage_timesync »*true
ICBEMICEREINE T,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 7 7 1 JI

28.3. AD_INTEGRATION > AT LO—J)L%{FH L7/ RHEL ¥ X 5T LD AD ~D
[ERESES o

ad_integration > 27 LA 0— )L %{FH9 % &, Ansible Playbook #5179 5 Z & T, RHEL Y R T AL
AD RX A VEIDEHEMEEZRETEIET,
pa 3]

RHEL8 A%, RHEL &7 7 #JL N TRC4BES{LAEYR—F LA RYE L/, AD KX
4 VT AES 2BMICTERWESIEZ. AD-SUPPORTBES{ERY > —%HFMICL.
Playbook T RC4 BES{bZFFAI 9 2 MENHY X7,

BF

RHEL #r—/N\—& AD BIOBZIIEREIEA T Z2HELHY £, CHEHERERICT BT,
Playbook T timesync ¥ 27 L0—)LEFHALET,

ZDEITIE. RHEL ¥ X7 Alk. AD Administrator 21 —H#— &, Ansible AV 7 F—ILREFINTWVS
ZDA—H—D/NNRA7—R%FEHL T, domain.example.comAD KX A IZSIMLEY., Fi.
Playbook & AD-SUPPORT BE S bR ¥ —%5&E L. RCABESIEEZFAILET, RHEL VAT AL
AD R DBF%IEHE = FEEICT 7201, Playbook | adserver.domain.example.com t—/\—%
timesync V—2X & LTEHRELZE T,

AR

237



Red Hat Enterprise Linux 9 RHEL ¥ 257 AO— L&A LY AT LAEHBOHENL

o 1DUEDEENR/ —KADT7IERENRN—I Vv a3y,

e OAVMO—NW/—KRADT7IERABLPIN—Zv I3y,
dvbO—J)L/ — KT,

o ansible-core /N 5 —2 8 & U rhel-system-roles /Xy 5 —IDNA VA h—)LINTW
%,

o IX—YK/—KABEINTVEA YRV NU—T7 A LDBB,

e AD RXA v hO—F—LDROR—IPEVTEY, RHEL Y —NR—D6TF7 IV X TEE
ER

#<28.1ad_integration > 27 LAO0—JLAffA L T Linux ¥ A7 L% AD ICBEERE T 57-0IC
WHELRR— b

EfETR— b EELER—H Zokan

1024:65535 53 UDP &L U TCP DNS

1024:65535 389 UDP &L U TCP LDAP

1024:65535 636 TCP LDAPS

1024:65535 88 UDP &L U TCP Kerberos

1024:65535 464 UDP &L U TCP Kerberos M/ A7 —
NEE/RE
(kadmin)

1024:65535 3268 TCP LDAP 7 O—/NJL A%
miE7)

1024:65535 3269 TCP LDAP 7 O0—/N)L A%
0% SSL/TLS

1024:65535 123 UDP NTP/Chrony (4 7
>av)

1024:65535 323 UDP NTP/Chrony (4 7
>av)

=2
1. ROWBE=STH L L ad_integration.yml 7 7 1 JLE/ER L T,

- hosts: all
vars:
ad_integration_realm: "domain.example.com"
ad_integration_password: lvault | vault encrypted password
ad_integration_manage_crypto_policies: true
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ad_integration_allow_rc4_crypto: true

ad_integration_timesync_source: "adserver.domain.example.com"
roles:

- linux-system-roles.ad_integration

2. # 7> av:Playbook DIEX =R L 7,
I # ansible-playbook --syntax-check ad_integration.yml -i inventory_file
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/ad_integration.yml

i
EI-I;

e administrator 1—H—R DO AD 21— —DFEMERTLE T,

getent passwd administrator@ad.example.com
administrator@ad.example.com:*:1450400500:1450400513:Administrator:/home/administrator
@ad.example.com:/bin/bash

28.4. FEEEHR

e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 7 7 1 JL

® man ansible-playbook(1)
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5293 POSTGRESQLRHEL Y A5 AL0—I)LA&{FERL
POSTGRESQL WA YA N—JL LB TE

VAT LEEEIL, postgresql RHEL ¥ A5 LA0—)L %A L T, PostgreSQL H#—/X\—D4( Y R h—
)l/\ EQE\ %E“-EE\ EE’J\ /<7#_7y10)ﬁi%?ﬁ-5:t7§{?3§?0
29.1. RHEL > 25 4 0—)L POSTGRESQL DO E

Ansible % L T PostgreSQL H—/\—% 4 Y X h—)b, RXE. BE, T 57D, postgresql
RHEL ¥ 2 FLO0—)LEFEATEET,

postgresql D— L2 AL TTF—9XR—AY—N—REEZZBEILL. "T7+r—TVREAMLEIESZZ
EHETEZXY,

ZoO—J)biF, RHELS 8L U'RHELO BIENWSEK ./ — KETIHRED ) —XAINPR— I TWB/NN—
23> ® PostgreSQL A R—MLF T,

BEfEI

® RHEL ¥ RTLO—ILDOBE

® rhel-system-roles /Xy 5 —2 & & HICA VA M—)LEI NS RF 21 XV K~ /usr/share/doc/rhel-
system-roles/postgresql/ 7« L ¥ b ') —N®D README.md % 7= (& README.html 7 7 1 )L

® PostgreSQL D{FEH

29.2.RHEL ¥ 257 L0—/)L%{EH L 7= POSTGRESQL % —/X— D& E

postgresql RHEL ¥ R 7 L 0O0— )L %A L T, PostgreSQL #—/N\—D4 Y R h—)b, RE. BE, &
EAETOENTEET,

Digk

==
[=]

postgresql O—JL ik, BEEXNRK R b D /var/lib/pgsql/data/ 71 L 7 1) —RAD

PostgreSQLERE7 7 MV ZEX#MA F9, LAIOREIF. O—ILEHTEEIN
EREICEEIN, O—ILEHTEEINTLWAWGEREDNhET,

AR E 4
e I NO—JL/—RESENGE/) —REEELTWLWD,

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢LTcarybo—jb/—Kicasq4rvLTw
%,

o Z D Playbook #E1{T¢2EEHR/ — NFLITBEEXNR/ — KD IL—TH, Ansible 1 o~
YRY)=TF7AIIC)ARINATWS,

FIR
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X5
Ly

#5293 POSTGRESQL RHEL Y A5 A0— V&AL POSTGRESQL DA VXA h—JL &

1. ROWB%=STH L L postgresql-playbook.yml 7 7 1 L EERK L £ 7,

- name: Manage postgres
hosts: all
vars:
postgresql_version: "13"
roles:
- rhel-system-roles.postgresq|

2. #7723 v:Playbook DIEX MR L F T,

I # ansible-playbook --syntax-check postgresql-playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T LE T,

I # ansible-playbook -i inventory_file /path/to/file/postgresql-playbook.yml

BEEER
® RHEL System Roles 2§ 27O DHIE / — N EBERNR / — NO%EfRF

® rhel-system-roles /Xy 5 —2 & & HICA VA M—)LEI NS RF 21 XV K~ /usr/share/doc/rhel-
system-roles/postgresql/ 7« L ¥ b ') —N®D README.md % 7= (& README.html 7 7 1 )L

e ansible-playbook(1) ® man R—

29.3. POSTGRESQL O— /L Z#

postgresql RHEL ¥ 27 A0 —ILDRDEH % HA L T, PostgreSQL H—N—DEIFEZHRI <A X
TEEY,

postgresql_verison
PostgreSQL #—/N—®D/X—2 3 (310, 12, FLIFBICKETEFT, UTICHAZRLET,

I postgresql_version: "13"

postgresql_password
MHEIH LT, postgres T— I R—ZADA—N—21—HF—DNRAJ—RKEZRETEZEYT, T 74/
NTIENRRT—RIFBREINTELT. UNX YTy &N LT postgres Y AT LT HT Y MO S
T—IR—RIZTVERATEZEY, Ansible Vault ZERA L T/XRT7— REESLT DI & &HEL
F9, UTICHlZRLET,

postgresql_password: vault |

$ANSIBLE_VAULT;1.2;AES256;dev

postgresql_pg_hba_conf

postgresql_pg_hba_conf Z## DA ZEIL. /var/lib/pgsql/data/pg_hba.conf 7 7 1 LADT 7 # )L
DTy FANY) —LBREEBEIMAET, UTICHAlERLET,

postgresql_pg_hba_conf:
- type: local
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database: all

user: all

auth_method: peer
- type: host

database: all

user: all

address: '127.0.0.1/32'

auth_method: ident
- type: host

database: all

user: all

address: "::1/128'

auth_method: ident

postgresql_server_conf

postgresql_server_conf ZEH DA RIL. /var/lib/pgsql/data/postgresql.conf 7 7 1 JLDKEITE
mInfd., TOBR., 774 MERENLEEEIINET, UTICHERLET,

postgresql_server_conf:
ssl: on
shared_buffers: 128MB
huge_pages: try

postgresql_ssl_enable
SSL/TLS ##ix v b7 v 74 %I1CIE. postgresql_ssl_enable Z#(% true ICEREL 7,

I postgresql_ssl_enable: true

ROWTNDDOFEEFRAL T, H—N\—FIRASCHERERBELE T,
o MEDIIAELMEREFERAT 2551F. postgresql_cert_name T #FHA L 9,

o HLWIIBAZEZ#4EM T %ICIE. postgresql_certificates T A FRA L £,

postgresql_cert_name

MEDIIRE TR EFHT 255X, postgresql_cert_name (%= FH L CAIFAEZ R % 18T
LET, sEBAZE 7 7ML EF—T 74 LIE. ALCARNIC .ot BEL U key BEFENFTWEDE L.
BLTF4LIMN)—ICRETIHEN DY FT,

fe& Z2 £, SERAZE 7 7 1 L1 Jetc/certs/server.crt ICH Y . TEHED /etc/certs/server.key ICH %
&, postgresql_cert_name DE%RD L D IREL T,

I postgresql_cert_name: /etc/certs/server

postgresql_certificates

postgresql_certificates Z#4(C (. redhat.rhel_system_roles.certificate O— /L CHEAINZ D &
B CHAD dict D list "B ETI, PostgreSQL A—JLIC & 2 TERE I N7z PostgreSQL H—/3—
DIEAE % certificate O— L THEK T 25 E (&, postgresql_certificates T % IEEL £9, RD
BlTlx. BB RIIAE postgresql_cert.crt A /etc/pkiltisicerts/ 71 L 2 b —ICERINF
$, T4 T, HEREEEBRCERINEEA (D).

postgresql_certificates:
- name: postgresql_cert
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dns: ['localhost’, 'www.example.com']
ca: self-sign

postgresql_input_file

SQL R4 Y 7 M EEITT 511, postgresql_input_file T AFEHA L TSQL 7 7 1 LAD/AR %
E&LET,

I postgresqgl_input_file: "/tmp/mypath/file.sql"

postgresql_server_tuning

77 #J)U KTl PostgreSQL Y RFLA—LICEY . PRATFTLY Y —RICEDWHY—N—RED
RBEENEMICARY T, Fa—=V I EEMITT BITIE,. postgresql_server_tuning %
false ICEXEL ¥,

I postgresql_server_tuning: false

BaEE R

® rhel-system-roles /Xy 5 —2J & & HICA VA M—)LEI NS RF 1 XV K~ /usr/share/doc/rhel-
system-roles/postgresql/ 7« L ¥ b ') —N®D README.md % 7z (& README.html 7 7 1 )L
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