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RHELO UIRIS M) —EFNODRETZ2RNvyr—TJ0FMIZ,. Ny yr—yUv =72 M A2SBLTK
XV,

3.3. APPLICATION STREAMS (APPSTREAM)

BEON—Y 3021 —H -2V R—% > hH Application Streams & L TR I 1, BaseOS !
RYM)—LYEERICEHFINET, ThiTLY., TSy M7+ —LPRHEOTIOM AV MOEKE
ERDEEMICHEARIFITIC. RHEL ELYFRBICHRITA XTEET,

Application Streams I&, BHED RPM X T, EVa1—ILEMIEN 2 RPM EXADILRE L T,
Software Collections & LT, F7Id Flatpak & L CFIHTEZ Y,

% Application Streams AV R—% ¥ MIIE, RHELO UM, L WEWSA THA VIDIEBEINT

WEd, RHEL DZ 4 754 7 JVIEERIL. Red Hat Enterprise Linux D54 7% 4 7))L #5BRLTLE
Iy,

RHEL O Ti&, fEkD dnfinstall A< RZFEALTRPM Ry 5= & LTA VA M=V TEZEH
® Application Streams /N\—2 3 V%129 5 Z & T, Application Streams T9 ZAXRYY TV X%\ LI
TTWEY,

pa )

RPM K % (£ F 3 % #0HA Application Streams M AT I&. Red Hat Enterprise Linux 9 &
YERWSA 7H17LDEDHHY T,

IBIND Application Streams /N\—2 3 Y OHICIE, FRDYAF—RHEL9 Y —RX T, ZA4 7947
IHREWEY 12— E LTEREGEINZEDLIHYET, EVa—ILiE, wEBI=v N (T TV r—>3
V., BEBRAIVYI, TIR=, FLEY—ILEy N ERITNNvTr—JDEFYTYT., IhHD
Ny =@ FEHTEILREINh, TAMIh, ZELTYY—XINZET,

Application Streams DEDN—=2 a3 V&4 VA M—=ILTBZMTDVWTRD B ICIE, F 9 Red Hat
Enterprise Linux Application Streams 24 7H4 7L ZFEEE L T EI W,

REIAVNAS—aVTFF—Y—IRE RAELBEHFZVLEETZAVFTUVIE, KENN—-Ya V%
TITLTERHELAVWVO—-Y VY ITRAN)—LATRETEZT, O—Y VTR N)—L4LIE. RPM FLIEE
Va—)lELTNRy =TI hTWbaAEEMEIrHY T,

RHEL O Tf#F 8274 Application Streams & Z DT ) r—>a VEBEL RILICDOWTIE, /Ny o —
URZTTAMEBRLTLLEIN, PV 5= a3 vOE#BEMEL RJVIE, Red Hat Enterprise Linux
7T r—ravE#BESTA RN RFa XY MNTHRIAINTVWET,

3.4.YUM/DNF Z R L7/N\y r—IEHE

Red Hat Enterprise Linux9 Tld, Y7 M7z 74 YA M—JLIEDNF ICL YREES N ZF T, Red Hat

&, LD RHEL DXL v —N—=T 3 v EDEEHEZRDLSH, yum I ROFER%Z5|SHEE
R—=MLET, yyum DEDLYIZAnf EAALTH, EBLERMEDLOHDIA Y 7RADT, AT
Y NIZHIRFEY ICEELE T,

RHEL 8 & RHEL 9 I(IDNFZR—XICLTWETA, RHEL7 THEAB L TWYUMEDE#RMEAH Y F
-a—o

ML, DNF Y —ILAGEHLAEY 7 b2 70O8E 2#5BLTLEIW,
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BAE FikEE

Z T Tld. RedHat Enterprise Linux 9.4 |SBIII N7 FBERES K OB RMREIR %A L £ 9,

A1 A VAN —=—F—EBFLPM A =T DIERKR

SCAPEXxaVUF4—TAT7Z7ANDHRIIAXINIE=ZT7ANETIL—FY Y MBINT
3D R— b

CDOMBEIERICE Y, ROF TV avaFERLT. 7A7 7M1 IVDARIIAIINT—Z )V IF
7> 3 V% osbuild-composer 7)L—T7) Y RDAHRITA XITBIMTER LI ITRY F L,

e EMTBIL—ILD') R MICIX selected
o HIRYT Z)IL—ILD') X ~IZIL unselected

7 7 # )L b @D org.ssgproject.content L — )L DEZFIZEDIHE. T DRARIEBICH B IL—)L DIEFEEE
HERTEEY, & 2L, org.ssgproject.content_grub2_password & grub2_password (EHERER
ICA%TY,

ZDTN—=TIV VIS4 A=V %EILRTZE, HILWT—3) 770774 ID%EFHIT—7
)77 74 IVHER I 1. /usr/share/xml/osbuild-oscap-tailoring/tailoring.xml & L T4 X —|C
REINET, ILLWIOT7 7ML IDICIE. R—RT7O7 714 ILDERFE LT _osbuild_tailoring
NEBMINET, L&A cisR—RATOT7 7 IIVAFERT 355

I%. xccdf_org.ssgproject.content_profile_cis_osbuild_tailoring & 7Y £ 9,

Jira:RHELDOCS-177921]
B&/NBR®D RHEL 1 > X b—JLClE. s390utils-core /Xy r—J DHHA VA M—IIhhB LD
I3

RHEL 8.4 LABE T, s390utils-base /N 77— 13, s390utils-core /N 7 — < & B s390utils-base
Ny F—=IJILREINTVWEY, TDAH,. RHEL 1 A k—JL % minimal-environment [CE8ET %
&, EL s390utils-core /Xy —I DADA VA M—ILE N, #B) s390utils-base /Xy I —Tid A
VARN=ILEINFEFRHA, TRNDEDRHEL 1 >~ X2 h—JL T s390utils-base /Xy r—Y A FHT 3155
& RHELA YA M —ILDRTRERICNNY T—VZFBTIVAN—ILTEDN. FYIRI—rT 74
%z L T s390utils-base ZEARMIICA Y A M—IL T BHELAHYFET,

Bugzilla:1932480!]

42. X154 —

Keylime verifier 8 & U registrar A~ 7 F—bFIAATREICAR S

Keylime Hf—/X—O Y R—FR > I (verifier B L Uregistrar) &, AT+ —& L THRETE S LI ICA
YFE L, AVTTF—ATETINSD LD IEKELELBE. Keylime registrar IZR R MI/NA F U =B
BLTCHAVYTF—DOT TV M RATLAEZERLEY, AT F—DTF O AV MILY,
Keylime Y R—3x>Y NODBEME. EPa—)L% BEREMIALELET,

Jira:RHELDOCS-167211]

libkcapi &', Ny AB/EDHETY— Ty b I 7MLV ERET AT avaRitds s
IRV FLEL

Z @ libkcapi (Linux 1—RJLEESIL AP) Xy S —J OBHTIE, Ny 155 DFETY -5 v b
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T77AINEEIRETZODHFELWA T3y -THEAINFT, TOAF TP arvofEld, WIEEH
DHMAC 7 74 IVTEREINI T 7AINVEEF—NR—SA RLFT, TOFTVavid, cF T3
VEDHBETOMMFATEET, UTICHlERLET,

I $ sha256hmac -c <hmac_file> -T <target_file>

Jira:RHEL-15298l1

crypto-policies % {#f L 7= SSH ® MAC @ & Y #iH LI

2T L2EDEESERY) & — (crypto-policies) T, SSH 7O M JJ)LD X v —IYFREEI— K (MAC)
DEMA T avaERETEZLIICRYE LEL, ZOEHICLY. crypto-policies 7 7>~ 3~

ssh etm . PS4 XF— K etm@SSH 4 7> a VICE#INF L7z, LEID ssh etim A > a3y
EIEHERICAY F LT

ssh_etm (3. ROWTNHODIEICERETE DL ICRY F L,

ANY

encrypt-then-mac & encrypt-and-mac D50 MAC Z5FaI L £ ¢,
DISABLE_ETM

encrypt-then-mac MAC #3FaT L & A,
DISABLE_NON_ETM

encrypt-then-mac = {#EfH L 2L MAC ZEFAT L £H A,

AV F) 2y MeMAC 2 ERY 2BESIE, RSN BESILEFERT 2O, BICHFAINZZ &I
FRLTLEEWL,

Jira:RHEL-15925

semanage fcontext AY Y RAO—HILDEBEEZAERFA R RY X LE

semanage fcontext - -C O < > K&, file_contexts.local 7 7 1 JLICREINTWBO—AILT 74
NWAVTFRANDEEAY A MKRIRLET, restorecon 1—7 1 ') 7 1 —I&, file_contexts.local A
DTV M)—ZREHFLVWIV M) —DOREHEVWI Y M) —AEREFICLEL XTI, LA
semanage fcontext-1-C (&, TV MY —%fEE>LIEFTY A MRRILTWE LA, LEIEFE Y R
FRERIBEFOR—FICEL Y. SELinux L—ILDOEBRFICEABENFEEL TWE L, ZOEHICL

). semanage fcontext-l-C &, ZREFWIL—IDOSLREFLWIL—IbAE, BIFESYDIELWIE
FTIL—ILERRTDLDICARYF L,

Jira:RHEL-24462!]

SELinux RY ¥ —ICHIRBXhTWEBIMY—EX

CDEFICLY, RD systemd Y —ERXZHIRT 2EIMDIL—IL A SELinux R Y ¥ —IZEBIMINFE
_a—o

® nvme-stas
e rust-afterburn
® rust-coreos-installer

e bootc
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ZTOHER., IhbDHY—E XIE unconfined_service t SELinux SNV TIIETINALCAY,
SELinux enforcing E— R TIEEHICEITINE T,

Jira:RHEL-12591!1]

SAP HANA Y —EZH®D#H L\ SELinux RY>—FTa—JL

ZOEHFICLY., SAPHANA H—E XD SELinux R Y ¥ —ICEBMDIL—ILABIMINET, TOHE
R. Y —E X sap_unconfined_t K X4 > ® SELinux enforcing E— R TEEICERITIND LD ITR
YFE L7,

Jira:RHEL-21452

glusterd SELinux €< 2 —JLIXBID glusterfs-selinux /Xy 5 — I ABH)

ZDEFICE Y. glusterd SELinux €2 2 —J)LIEBID glusterfs-selinux /Xy 75—V TEEBIND £ D
ICRYE L, LEA>T. TOEY 1—ILid selinux-policy /Xy r—J O—ETIER<ARY F L
7eo glusterd ¥ 2 —JLICEART 272> 3 VIZDWTIE, glusterfs-selinux /Xy 5y — % 4 V2
M—ILLTHERALEY,

Jira:RHEL-1548

OpenSSL A® fips.so 54 7V —ERNRy r—I & LTREII S

OpenSSL (&, FIPS 7ONA #—& LT fips.so B TS5 —%FALET, TOFEHMIELY., B
ED = DI KEIIEAEF MR (NIST) ICIRE I 1z fips.so DRF/N—T 3 VS BID/y r—JI(C
EFENDEOICRYFE LA, ThITLY, OpenSSL DFFED/N—T 3 v TlE, BEFAHOI—RFE
FEREFOI—RMEAINDLDICARYET,

Jira:RHEL-23474l]

chronyd-restricted —E X [& SELinux R ¥ —ICL > THIPRX 3

ZDOEHFTIE. #F L\ chronyd-restricted %y —E R & FIR 9 2 BIMDIL—IL A SELinux R & —IT8B
mInzxzd, TOFER. Y —ERIESELinux TEBICETINB LD ICRY F L,

Jira:RHEL-18219

OpenSSLAAZANA ¥ —FEAO KOy 1 vFT4 LY MY —%BIMT S

OpenSSLTLS Y —JLF¥ v ME. BEATILITY ALEZRETZIEV2—ILDA VYA ML B LUVEE
DD TONAFT—APIZHR—PMLTWVWET, COBHICLY., X4 >2D OpenSSLEZEZ7 71 )L

EEBEHTIC, TONA Y —EEDRE% /etc/pki/tls/openssl.d 71 L 7 ) —RDERID .conf 7 7
AIVICBETES LD IRV FET,

Jira:RHEL-17193

SELinux 1 —Y—ZE QY R—X Y MDD 3.6 ICYR—

SELinux 1—%—ZE I VR—% v b
libsepol. libselinux. libsemanage. policycoreutils. checkpolicy. & & U mcstrans 51 75
)=y r—IN36ICYR—AINFE Lk, TON—=U 3 VT, IFIFRNTEIE, HEb. #
BRIRERDMT O TUVWE T, FITFEIAREIRITRDEBEY TT,

e CIL®deny )L—)LDHR—MABIMINZE L7,

e CIL @ notself & £ other ¥—7— KDY R— kD BIMINhF L7
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o WEDYRATATEFFTINALRY Y—DBO— FOE%ZHY % getpolicyload /X1 F!) —%
BmLF L

Jira:RHEL-16233

GnuTLS A*3.8.3 IC) RX—2X

GNUTLS Ry —J 7y TARKNY —LN—32383ICYR—22XNF Lk, TON—V3 VT
&, IFXIFNTEBEEHEILEENMTHONTVWE T, HISFEITRERIIRODEBY TY,

e gnutls_hkdf_expand FE#i&. RFC 586923 ICEMT Z7/HIC, Ny adA I A M YFA X
D255 BUTORIDEIHDAEZITAND LD ICRY F LI,

e TLSPSK1—%—HZDRIMHRA 65535 XFICHEMINE L1,

e gnutls_session_channel_binding API E8%i&, RFC96224.2 ICfit> T
GNUTLS _CB_TLS EXPORTER A" EXRI N/ & ZICEMDF v I/ 52FETLET,

e GNUTLS_NO_STATUS_REQUEST 7 57 & %NO_STATUS_REQUEST B E(E8FF A%E M
IN., 75472 MAT status_request TLS TV ATV a3 VAEMICTEDRLIICARY ZE
L7,

e GnuTLS &, TLS/N—Y 3 A3 LY FHWIHE,. Change Cipher Spec X v £—Y DHRAD T
WKELWAFIvITDHEIICAYFE LT,

e ClientHello TV AT avDIEFIX. 772NNV MNTIUFLIEINET,

e GnuTLS &, LIRTISHEBE L D 272 PKCS#11 h—2 Y TD EIDSA ¥ —4 K& HR— M35 &
Y F L7

Jira:RHEL-14891("]

nettle % 3.9.1IC Y R—2X

nettle 54 75—y Hm—IRN391ICYR—RZDN—=Va VT, SFIFHRNTEE. &8
b, BBEILREAITTHONTUVWETH, HISEFEITREIRIIRDESY TY,

o NIL—V/IRRT7—RK/Ny 1B
e S|V-GCM RGBS 1EE— KDEM
e Offset Codebook Mode REERS =1L E— KDEM

e 64EY NIBMZ, AMD. Intel64 EY N7 —FF U F v+ —T®D SHA-256 /\v ¥ 2 D/
J4—<VADMAEL

® |BM Power Systems, Little Endian, AMD, Intel64 EY N7 —FF 7 F v —IZBIT S
Poly1305 /Ny ¥ 2B D/NT # —< 2V ADRA L

Jira:RHEL-14890!]

p11-kit A8 0.25.3 [T R— 2R

pii-kit/Xvr—IM, Py TRAMNY—=LN=Ua3 V0253 ICEHINE L, TD/yFr—I ik,
PKCSHN BV a—I)LAEE T 570D p11-kitV—Ib, EFERY Y —ANTEIRETZHOD trust
Y=, BLVpHIkit 1 TS —DEFNET, FEHIRNIHEENRITRDESYTT,

® PKCS#N/N—23 v 300 R—MEEBMLF LK,
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e pkcstt.hAy ¥ —T7 74 )L
o ChaCha20/Salsa20. Polyl1305. BMEBEBEDA H=_XLEEMEZEML F L7,
0 Ayt—IR—ZADIEBILICAES-GCM X A= XLNFA—F—%EBML X L7,
e pli-kity—JL:
o N=VVDFTVxzI M) ANKTRBELVERTZHDDI—FT1)T4—aAT VR
(list-tokens. list-mechanisms. list-objects. import-object. export-object. delete-

object. generate-keypair) ZEMNL % L 7=,

o h—UVDPKCSHN 7O 74N EEET 2/HDI—FT 1Y T 14— K (list-
profiles. add-profile. delete-profile) % Ei0L % L 7=,

o YX—UINLEREAHNT 576D print-config AT~ RZEML F L7
e trust' —Jb:
o .pl1kit 7 7 1 IO %I T 57D check-format A~ > REZEML ZF L7
Jira:RHEL-14834l]

libkcapi A% 1.4.0 ICY) R"—2Z
Linux I —RIVEESIE APIAD T 7 £ R %12 HET % libkcapi 51 75—, 7y TR MY —L/N—
Tav140IC)R=22INF Lk, TOEMICIE, IXIFLMENRENTEBE ZFNTVE
T, EREDIIRDEBYTY,

e sm3sum H & U sm3hmac Y —JLZEML £ L7,

e kcapi_md_sm3 & & U kcapi_md_hmac_sm3 APl #EML % L 7=,

o SM4 DEFILHEEZEML £ L7,

o VUBEREI (LTO) DY R— FEBELZE L7,

o LTOYJ Ly avFRAMNEEBELFLE,

e kcapi-enc IC & 2EEY 1 XD AEAD BES{LDHYR— M EEBELF L.
Jira:RHEL-53671"]

OpenSSH TOA—H—& J I —TDYERRIC sysusers.d ERAFAL X

LA, OpenSSH (3###7% useradd X7 ) 7R E AL TWE Lz, TOEFHICL Y. OpenSSH I
sysusers.d X ZFAL T RTLI—HF—%2EFTTHLDICRY, YATFL1—F—%44> b OR
RYP2avTEBLIIIRY F L,

Jira:RHEL-5222

OpenSSH IXERELICH 1T 2 NAMAEEAHIRL 9

A74 VRBED OpenSSH DB lE, 1—H—FEREEZHSTLDICABNISEEINF T, JOE
HTIE. HHET V2 RERE (PAM) QALIIER E T E— MNREEICERBEAIHIY TXZIHEIC. TDLD
IHEEIC L TEREEALET,

Jira:RHEL-2469!1]
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stunnel B 5.71ICY R—RAX¥NF3L L

stunnel TLS/SSL b R YV TH—EZN, Py TRANY—LN=Ia3 U 571IL)R=AINFEL
7=

ERHFHEEILRDEBY TT,
o FH D PostgreSQL 7 54 7V kDY R— M EBMINF L7,

e protocolHeader 4 —EX L R)LA T2 a v &FALT. # X% L connect 7O kLRI
I—>avnNyd—%aHATEET,

e protocolHost + 7> 3 VAFERALT, V547 MOSMTP 7OMI XTI —23 0D
HELO/EHLO fEZHIHITE X7,

o USA4T7 M)A RD protocol =Ildap ICEAT 20 5147 M4 RYR—KPEMINEL
7o

o H—ERLARILD sessionResume 7 7> aVAFRALT. By aVvEHEABRETESLD
[y F L7,

o CApath £ Lic—"—FE— RTDI 54 7V MNERBOERICHT 24 7K— hASEMS
nE L7 (LUBTIE CAfile DAAH K— hXhTWE L),

o J7AIIDFEARY EAXFVITONTr—vVADELELF L,
o retry A 7L aVDREAMRLBEDY R— M EMINZFE L,

o U547 MNE—RTIE verifyChain B EINTWBIFAICOCSP 27— Y T DEKX
BLURIEN’TTDONE T,

o H—N—F—RTIE, OCSPRAT—FY U JILEICFHBETRETT,
o THEE®D OCSPHEEICEY TLSRXRIVI—> a v hiIhEzd, ThEJEMICTSIC
I&. OCSPrequire=no &REL X7,

Jira:RHEL-2468!]

Rsyslog CHEE%R KOy 9 5720 DFHF L WA TS a >

ROTA—NIvA T avaFERLT, #EEE ROy 7925 & X0 Rsyslog DEMEARETESLDIC
Y F L,

libcapng.default

HEED ROy THRICIS—DRELLIBEDRsyslogDT7 I aVvaERELET, 774 ME
onTY, ZDIFH. libcapng-related BED TS5 —HF4E L72HBEIC Rsyslog BT LE T,

libcapng.enable

Rsyslog AREIFRICHERER ROy T 20 EINERELE T, COF TP ava\B/\IICTS
&, libcpng.default I$FE% 52 FH A,

Jira:RHEL-943[]

audit A 3.1.2ICY R—2

Linux D Audit Y AT LADN—=2 3 V312 ICEFHFINFE LA, ChickY, BENHICY Y —RInfz/\—
a3V 307 ICWTBNTIEBIE, MR, LU T+—< YV RAENER L F Lz, EHHEEILR
iE. ROEHBYTT,
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e auparse 71 73 Y —&, BEIORWY Y NEBRHY T Y MEBRTZEDICARYF L,

e ausearch & U aureport YV —ILD start # a3 end A T3V T FiLLWEF—7—KR
this-hour ZEATE X7,

e io_uring JEEH I/OAPI DY R— MAEBIMINZE L7,
o VIUFIHDAI—H—TL YN —AF—7— R auditctl 7O 5 LICEBMINZE LT,
e auparse TOWELAOVDUNEINREINZE LT,
e auditd —E X T, ProtectControlGroups &+ 7> a U H 7 7 # )L b TEMICAY F L1,
o MATANI—DI—ILFzvIMEEIhF L,
e OPENAT2 7 1 —J)L NOBIRAHEINF L 1,
e audispd af unix 7> 74 VARY Y RT7AOVYTOTSLICBRELE L,
o Python /N1 U F 4 YV THEEIN, Python API D5 Audit L—ILHRETEI AL ARY FE L,
;‘EG)EELJ\ Simplified Wrapper and Interface Generator (SWIG) /X7 D7=HIZfThhE L
Jira:RHEL-14896(']
Rsyslog A% 8.2310 IC ) R— R
Rsyslog AV LB A5 LD Ty TA M) —LN—=2 32 82310 IL)R—RAINF LA, TOEHT
&, EEAEEIRE NNTBENMBAINE L, ETABELRIE. ROEBY T,
HRAY <A X[k TLS/SSL BE SR E

Pgid/N—2 3 v Tld, ERDEREICH T 5 TLS/SSL BEEEEREL 7 O—/NILEREICREI N TWL
F L7, &F/N\— 3 U Tld. Rsyslog HDE 4 DEHRZTNETNICEEG®D TLS/SSL :RE% EHET =X
LKV F LR, THICIEK, EFa2 YT —ERRMEEZBIET DDIC, IFIF4R CAERA
£ WERE ARHR. BLUPCRLIZFAIVERBETDIIENEINET, FHlABREFERAEIC
DWTI, rsyslog-doc /Ny F—Y TREINZ RFa AV M ESRLTLEIW,

Baeoo FOoy THEEOH B
Beeo ROy FICEEY 28MA T2 avaRETEDLDICAY F L7, libcpng.enable 7' 00—
NWIVA T arvkaEoff ICERETHIET, #MeEo ROy THEWMICTEET, FMIE. RHEL-943
ESRBLTLEIL,
Jira:RHEL-937, Jira:RHEL-943
SCAPtEFxa V54 —HA KH01.72IC) R—2R
SCAP ¥ 2T 14 —HARKGSSG) RNy T—IH, 7Yy FTARN)—L/NR=23 Y 0172ICYR—Th
Flhk, TODN=UarTlh, NTBEEIFIELREELENMTObhTWET, TREDIIRDES
YT9,
o CISTO77ANEIRFDODRYFI—VICEDLETCEHRINET,
e PCIDSS A7 74 JLix, PCIDSSHRY —N—=I 32 40 ICHERLZFT,
o STIG7AZ7 74, BREF®DDISASTIGRY o —IC#EMWL F T,

ML, SCAP Security Guide release notes A5 L T 72Xy,
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4.3. RHEL FOR EDGE

FIPS 34 iix RHEL for Edge 1 X —Y D EI ROHR— b

C DHEBEIRERICE Y, RDA X =254 FIZx L T FIPS {IGD RHEL for Edge 1 X —Y % EIL KE 3
THODYR—MBMINFET,

e edge-installer

e edge-simplified-installer
e edge-raw-image

o edge-ami

e edge-vsphere

BF

FIPSE—REBPICTEBDIE, 1 A—207AEYa=r 70 AhOATT, I
FIPSA A—YDEIN RERRIBLZRICFIPS E—RICEET A2 EIXTEZHA,

Jira:RHELDOCS-17263("]

44. vz )sLvav >y KSM42Y—)b
openCryptoki B8/X—</3 > 3220 L) R—2R
opencryptoki /8y 7 —I NN —T 3 Y 3220 ICEHINF L, TREERIK. UTFTDEHYTT,

e CPACF CREINAFT—%2HHTHIET, AESXTS ¥—4 14 TDHR—rEBMLEL
7=

o J[BAEA TV IV NEEBOYR—IIBIMINF LT,
e nollogind 7> avic&aNTYv sty avoR—MPENINE L,
o EXal)F4—FT714H—(SO)&LTATAVTZLHOHDYR—MABIMINE LA,

e Edwards ¥— & Montgomery ¥— DA YV R—MBL VIV RAR— MDY R— MBI NZE
L7

e RSA-PSS ¥ —tEFERZED A Vi R— hDOYR— MBI NE L7,

o txal)F4—LDEAEID, AES-XTSHF—D2 DDF—Eo4AaE—ICTHI LIFTEFHE
ho COEIFTIE, BI—ICHRDZDOEHEIGRIFTEZZOIC. F—ERBELVTAIVR—bTOER
IR 5Fzy I BMINET,

o XFIXFARNTEBENEREINFLL,

Jira:RHEL-11412[1
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A5, 1 VIS AN IVFv—H—ER

syncedl HX/X— 3 1.0.0 ICYR—2R

syncedl 7O R JHBN—=Ua V100 ICEHINE Lz, TOFHTIE. H—RILO Digital Phase
Locked Loop (DPLL) 4 ¥ —7 =4 ADHR— M EBIINZET,

Jira:RHEL-10089[1]

chrony B’/X—< 3> 45(|1CYR—2R

chrony 24 — MHN—=U 3 VA5 ICEHINFE Lz, ERZEERIE. UTFTDEHYTT,

A9 —%y NEDNTS DEFEMEZBE LI Z75HIC. Network Time Security (NTS) 7 v
F—%5EMET %5 AES-GCM-SIVEESDHR— M ABIMINEF L (A VF—% vy NTlE, —88
D 7O/NA F—hHKL Network Time Protocol (NTP) X wt&—Y % 70w 7 F7iEL — MR
L/i-a—)o
RANEGTIREINALNTPY—ZADIP7 KL ZADEHNLREHREEBMLELEL, T74)L b
DfEEIE 2 BB T, chrony.conf 7 7 1 JLIC refresh 0 /X5 X —4% —%BINT 5 2 & THEM
ICCTEZXTY,

EERELRNTP Y —20OBEHERIBEINF L,

chronyc 1—7 4 )74 —ICL > TITHONBZEERZFOOFXF Y /HAHEINFE LT,

Y —2BIRDKBE falseticker DAF Y IHREINZ LT,

BIEN—RY I TEEIA LRIV TDIA LTI NaZRET 27-HD hwistimeout 7« L ¥
T4 7ZBMLE L,

N=RITTHA4 LRG>V TTPTP DEEICEET 2729, Precision Time Protocol (PTP)
BB Oy VDN RET ZEEICHT 2ERBRNLYR— MAEMINE L,

root #[R7: L C chronyd H —EX 4 REITEZ 2R/NED IV 4 7Y NEARERORE Y —E
2 & LT, chronyd-restricted H—E X ZEBINL £ L7,

interleaved E— R presend 7 7> 3 VAEEL F L1,

IP7RLRATHEEINLZZEFHY—XADsourcedir74 LI M) —D 5D O0—RAEEBEL
F L7,

Jira:RHEL-6522

linuxptp DB8/8— 3> 42 ICYR—2R

linuxptp 7O RJIAN—=U 3 V42 ICBFHINFE Lz, EREFERIE. UTOEHYTT,

phc2sys 1—7 1 U T 4 —ICEBD KA VDY R— MBI ZE L,

Precision Time Protocol (PTP) @ TF—4 vy M (/Av 7 IS RABE)ILEFTZ /0y I DE
FELUOERICAT2BHMOYR— MEMINZE L7,

PTP Power Profile (IEEE C37.238-2011 & & U' IEEE C37.238—2017)@"j’7ﬁ— AHOVEIMINZEL
7=o

Jira:RHEL-2026
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46. %2y NDO—7

nft 1—5 4 Y514 —5D% nftables L—ILICEFhBREE) Y hTEXBEIICBRYFELE

C DHBEIRARIC K Y., nftreset I~ RA{FAL T, nftables L—JLICEFhD2REEX) Y N TX3
EOICRYF L, &2 COMBEEAFERALT, AoV d9—,04—9RFT—MLV NDEE)
Tty hLET,

Jira:RHEL-5980!"]

Marvell Octeon PCle Endpoint Network Interface Controller K5 A /XA—H'FIAAEEIC A 5
Z DHEBEHLARIC K Y. octeon_ep KT A /N—AEBINI N & L7z, Marvell ® Octeon PCle Endpoint
XYRNT—DAVI—T A RA—RORY NT—VIERATEZEY, "AKNKSA4 /=& PCl
Express (PCle) LY RIRA VY RRYy NT =045 =T A Z(NIC) & LTHEBEL, 24N23T7 DA v
7Z2AMNS9Fv—TOYy Y —T773IY) —T#H 3 Marvell OCTEON TX2 CN106XX %= HR— b L
9, OCTEONTX2 RZA4/N\N—%PCleNICE LTHERTSIET, EFa T4 —T7 747 04—
Jl. 5G Open Radio Access Network (ORAN) & Virtual RAN (VRAN) 7 7Y r— 3>, T—4 4B A
JO—R7FY5—yavikd, SEIFRER/DOPCle TV KR4V & LTOCTEONTX2 %A
TEEY,
BE. UTFOTNA ATTHREWLEETET,

® Network controller: Cavium, Inc.Device b100

® Network controller: Cavium, Inc.Device b200

® Network controller: Cavium, Inc.Device b400

® Network controller: Cavium, Inc.Device b900

® Network controller: Cavium, Inc.Device baOO

® Network controller: Cavium, Inc.Device bcOO

® Network controller: Cavium, Inc.Device bdOO
Jira:RHEL-9308!]

NetworkManager &, SEA/\N—K7J 74 70— KA® switchdev E— FRDFZEEHKR— k
T5EIICRYFLE

Z DHEBENLARIC K Y. NetworkManager i 7O 7 71 L TROFTLWTONT 1 — %R ETED LD
ICRY FY,

® sriov.eswitch-mode

® sriov.eswitch-inline-mode

® sriov.eswitch-encap-mode
Ihon7ONT4—%&FRALT. AR— K RY ND—9 4V —T 4RV bO—F— (Smart
NIC) D eSwitch ZFRETEX T, L&A BER/N—RY 74 70— FEZFERT 2IC
I&. sriov.eswitch-mode ;% E% A L T. £— K% legacy SR-IOV 5 switchdev ICZEE L £7,

Jira:RHEL-1441
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NetworkManager I3 ethtool F ¥ RILEKEDEHZHR— ML X T

XY RNT—=0A4 05 —=T x4 RITIE, EHDEIYAAEK (IRQ) &, channels & IFIEN &/ T v
Pra—%BRETCEET, TOBBEINIRICE Y. NetworkManager #7007 7 (1 JLiE, Ei7ON
7 4 — ethtool.channels-rx. ethtool.channels-tx. ethtool.channels-other, & & U
ethtool.channels-combined #EAL T, 1 Y9 —7 x4 RICEIYHTHF v+ RILDBAEIBETES &
2ICRY T L7,

Jira:RHEL-1471"]

Nmstate IXBEELZTICR I 72D YAML 7 7MWV AEERTCEX S LH IV FE LE

C DHEBEIRARICEK Y. Nmstate (F, IREDRY N7 —2F%EE., BETZHLVEREEST YAML
T7AIVEDEEREED "TICETLODERET 7ML #ERTEDLDICRYET, YAML 774
WEBERLE. RESMBEESYICKHE LLBRWGEIE, TICRIODERET7 74 L &ER L TLUE]
DEEZBTTIET,

. BRTZREESE YAML 7 714 )L (f& Z1E. new.yml) Z{ER L F 7,

2. new.yml HOER LR E L REDKEBOEEREZET., TICRILODERET 71 L& EMK
LE9.

I # nmstatectl gr new.yml > revert.ymi

3. new.yml DFEEEFEHALEX T,
4. LIRIOREICE TIHEE. revertyml ZEA L F 7,

HBWE, Nmstate APl ZEH L CRICRIRELZEXRT 155
I&. NetworkState::generate_revert(current) MU' LA FHET 5 &HTEET,

Jira:RHEL-1434

Nmstate APl IZ IPsec SR EICETWT VPN EHGERELF T

Libreswan 2—7 4 U7 4 —I&. VPN ZRET 57D IPsec DEXETY, DEHICL

Y. nmstatectl #FRAL T, REE—N (MY RIVERSVRAR=MNBELVRY NT—2L AT b
(host-to-host. host-to-host. subnet-to-subnet) ICIN1A. IPsec R—ZADFRFAY 1 TEBRETEX D &L
2ITRY F L L,

Jira:RHEL-1605

nmstate &* priority RV 7«1 7 FONRT 1 —%YR—bTBL5ICRYFLE

ZDEHTIE. F’RET 71 LD ports-config 27 > 3 > D priority 7O/857 1 —%{FH L T. nmstate
TL—LT7—OHRDRYT 4V IR—MDBEIRMLZZETESDLDICRYELE, YAMLT7 74ILD
BUIRD & S IT7RY T,

interfaces:
- name: bond99
type: bond
state: up
link-aggregation:
mode: active-backup
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ports-config:
- name: eth2
priority: 15

ROTAVITINFEA V=T A RARNDT VT4 TR—IDY I §BE, RHEL h—FRILIE, TR
TNy Ty TIR=bDT =I5, priority TO/NRT 1 —DEEIRESVROT VT 14 TiR— K
ERERLET,

priority 7O/ F 1 —iF, RV TA VT4V —T A ZDRDE—RICEAELZET,
e active-backup
e balance-tlb

e balance-alb
Jira:RHEL-1438[1

NetworkManager Wi-Fi DI LW MAC 7 RLAR—ZRAD T SA NI —F T avady
R—bLET

C DBEBEIRARICEK Y, BIEAICERINIEMACT7 KL REZ Wi-Fixy N7 —2 DY —EXtvy M5
F (SSID) ICRAEAT I % & 5 IC NetworkManager 8% ETE 2 LD ICARY E L, ThiT&Y., &R
07714 %BIBRLTCBERLEBETE, wifi xRy NT7—2ICS5 VY LT—EMHDHSZ MACT7 KL
REXGRICHERATEET, COFWEEFERT 2ICIE. Wi-FigR7O07 7400 802-11-
wireless.cloned-mac-address 7 0/%5 1 —% stable-ssid ICEXEL £ 9,

Jira:RHEL-16470

VLAN A % —7 x4 ZADOH L\ nmstate BHEDEA
S [E@ nmstate 7L —LT—JDEHFICLY., LLFDO VLAN BENEAINZE L,

e registration-protocol: VLAN Registration Protocol, B%I7:{&ld gvrp (GARP VLAN
Registration Protocol). mvrp (Multiple VLAN Registration Protocol). & &' none T9,

e reorder-headers: H /X7y hAY Y —%HOEZFTT., BWRMEIL true £ false TT,

e loose-binding: 754 %) —F /A ZDBIEREICH LTS V9 —T 24 RAEF LI/,
RLEY., BWNAMEIL true B LU false TT,

YAMLEREZ 7 A WIELLTFDBID &L S IR Y £,

interfaces:
- name: eth1.101

type: vlan

state: up

vlan:
base-iface: eth1
id: 101
registration-protocol: mvrp
loose-binding: true
reorder-headers: true

Jira:RHEL-19142
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ipv4.dhcp-client-id & none ICEXEY % &. client-identifier AEFEINF A

NetworkManager T client-identifier # 7> 3 VA EI N TULAWEES, EEOEIX. FAIh TV
52 DHCP 754 7> D% A 7 (NetworkManager @ internal DHCP 2 5 4 7 > k% dhclient 7 &) I
FoTERYET, BE. DHCP ¥ 514 7 hi& client-identifier Z3({EL %9, LA >T. FEA
EDHZE. none F T aVEBRETIMERHY EFHA, LEDN>T, 2OFTVavid, 7547
> kD Jclient-identifier Z3XXE LW EZ2BKY B, —EDRFRE DHCP ¥ — /N —REDIZFHICD
HEIBET,

Jira:RHEL-1469

nmstate 2 MACsec 41 ¥ — 7 x4 ADEREYR— M TBEDIICHRYFLE

ZDEFHFICL Y, nmstate 7L —LT—7D1—H—IE, Open Systems Interconnection (OSI) €7 I
DLAY—2THBEEZRETSZELDIC. MACsec A VI —T A RERETEDLIICRYF L, £
DIcH, BNLLAY—7 TEADY—ERZESLTI2LEEHY TEA, Th. JOBWEICEY.
BET 2B (T RRA Y N EICKREDAZEEEIET 24E) i< RY FT,

ML, nmstatectl A#FEH L7z MACsec #Efi DR TE 2SR L TL I,
Jira:RHEL-1420

netfilter O BT

RHEL 9 Tl&. kernel /Xy 55— HN/IX— 32 514.0-405 27y T L —REhF Lz, TOER, U
R—22& Y, RHEL A—RILD netfilter IV R—FR Y MIBWTERDEEEILRE /NTEBEETHON
FlLz, LTI, ERZEEATY,

e nftables 4 7Y RFALlE, NYRILAT Y NOIFIEFHRRPBAYSY —T 4 —ILRIZTYFT
XFT, ThICLY., HBICh R 7OMNIMVDFERINBBEICEWT, Xy N7 —7
NS T714v D&Y FEMADODMENALFNEAATREICARY X9,
Jira:RHEL-16630l"]
firewalld B’ AR BRI 7A 794 —ILI—IDITSy 1Rl YIELE

firewalld 7 —EX &, UTOFRKZMEARKZTHE. iptables SRED SEEFDIL—IL T RTZHIFRL
Ft A

e firewalld »* nftables /XY 7 TV RA&{FEHRL TW5,
o directA T avEFALTERINGLZT 74 77 4+—ILIL—ILHTETE LA,

ZDERIF, FERBRE(Z7AT774—IIL—ID75v>a)&HEL. OV 7 hY 7 EDHKE
HEWETDIEEBHNELTVET,

Jira:RHEL-427("]

ss1—TAYYTA—DNTCPRA Y REINEHTITA TV Y bOARMEERET S

iproute2 4 — h&, TCP/IPRY N7 =V NS 74 vV &HlfEIT2dD1I—FT4)FT4—0DaL Y
IavERBLET, TCPRAA Y RINEFETIT1TVYTY MME IPT7 RLRER— MNESITER
INTVETH, MAEE TCPR—MIEHREY v RAVEINTWERA, VI vy b —E X (ss)
A—FT 14 )T 4—IE, TCPRA Y RINEIITIT1TVTY NV TTBDDAH—FRILDYR—
NEEBMLET, ROAXY RA TV avEFRALT. hbsDVY 4y y NERRFTEET,

e ss-all TCPNA Y RINEFRTITATITY REELITRTOY Ty NS YT LET,
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e ss--bound-inactive: /N1~ RENEFETIT4 TVYry NOABEY VYT LET,
Jira:RHEL-21223["]

Nmstate APl #* SR-IOV VLAN 802.1ad D ¥ Jfti3 =Y R—br B LS5ICHRYFEFLE

Z DHEEHAERIC L Y. Nmstate API 2R LT, N— ROz 772 €35 L —Y 3 »3Ihik Single-Root

I/O Virtualization (SR-IOV) RO —AITY 7Ry kT —2 (VLAN) 802.1ad D ¥ J{F 17 & BRICTE
2EIICRYFEL, CDITRHIFIE, 77—LD T TIOMENYR—MINTWEH—RTEN
ICCTEXETY,

Jira:RHEL-1425

TCP llinois IgE7Z I TY) XL A—XINETV a—IHABEAMEINFLE

TCP lllinois (& TCP ORI DNY T Y RTT, 41 VF—Fy hYF—ERTONS F—(ISPYREDSH
ERklE, TCP D lllinois 7L T XL L TIHEETRWR 7 A —T VY RAERERL, LA4TVY—HIK
¥ L\ Bandwidth and Round-trip {c#&BE(BBR) 7T Y XL ZFHL TWBEIHFEETH, xRy hT7—7J b
ST4v IR LEREA. LA >T, TCPlllinois 7IVTY XLBmFERHTZIET, FHRIL—Ty
AAEFELEL, X2Y M7= )Y —2ZADBKLYRARFEICEY BTN, BEEEERIBTIET,
Jira:RHEL-5736l]

iptables 1—7 1 Y74 —H/N—I 321810 I R—2R

iptables 1—7 1 VT4 —&. 7747 04— IVEEETZLDODDNTY NT4IWI )V TDIL—I%
E&LET, 2DA— T4 VT14—RRIR=—AZINF L, FLEERIF. UTOEHYTT,

FEET AR IR
o sctpYYFTOHFLWF v 794 TDHR— DB

® ipGtables # 7'M VB EZEDHFEICEH A D&, HA% je —~iptables IC/X4 7§ % & X ITH&IL
D

o JYRELALBADALDICT, ~-numeric THE 7O N INBESEHNT S
o HA7+—<v bDWEIZL 2 *tables-translate 1—7 1 U 7 1 —DEIFRDIEN
¢ man R—J D\ DHDHE
FEHIANIEBER:
e iptables-restore TS5 — X v t—Y M COMMIT {74582 >TIELTW3
® cbtables T®D -p Length D—EAENTW3S

o BHDI—ITHEAINTWBIFEE., ¥vv FREITENT ebtables 1" ebtables-restore [ & > T
BrxiIhs

o T TCILBEETAFI—VOHIIHLTFI—VDLFIAEZERT R E, 7OV LNIS5voa
I HAEAEENDH D

o ERTHRWVWXEY—1)—¥
e nft-variants ~DEIY & % %, ebtables T broute T — 7L DY R— M dkbh 3

o ''HTFTavilkBipbtables L—IL AT VI —FRENENTWS
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o FHELAVWFI—VEYARNTZEZILFHLAVWIS—AvE—IUNRRIIND
® among match MEA I N TV 3IHE. ebtables L —)L DL TERMRHEARET Z2HEMENH S
o Fr—VDEAMEENLEAAICERTTEHIL%2RIETD

o EMMAFI—VEERET S7HIT, iptables-restore AJID "chainlines" % & W BHICF T v
79 %

o HELRVWEI MM YFI—VRYY—HDIVEH—
Jira:RHEL-14147

nftables 2/8—> 3> 1.09ICYR—2R

nftables 1—7 4 )74 —HNN—=U 31097 v FIL— RIh, ERONTELE & #EEILRN R
{/\unfh\ij—o EE \WEELJ: LJ\-FO)tBL)T-a—Q

e -optimize AYY KA T arvnhE
® Python nftables 7 5 X DLk
o iptables-nft IC& > THER I NI —ILEIE T ZEROE;EDNE
® vxlan-encapsulated NV ¥ —D 7T 1 =)L RADT V2RI T B HHR— b
® GRE. Geneve, GRETAP 7O b JJLD#IHAH R— b
o JL=IATVE— V=B &)ty NTBLHDHF L\ resetrule(s) A< K
o ML\Wdestroy IV Y RIZEFEHETZEDLEITEHIRT S
o RBIC/NTY MW LAEEIC, FHLWlast AT — M XV M%ZEEHT S
o netdev-family Fx—V M5 F7 /M R %ZEBMB L CHIRT %
® cbtables @ broute ##6% T X 2 L — b9 % %7 L L\ meta broute =X
o XFIFMAEN-V—VEEBETS
¢ I—F—4 T —RATDIS—AvE—YDEE>LOTr—> 3 VEEBETS
o JSONHAICset BL U map A7 — M X MH W

Jira:RHEL-14191

firewalld B/S—2 3 > 1.3 ICYR—2X

f|rewaIId YT —=INN=I3 13Ty T L —RIh, ERONTIEBE EHEETLRNMREINZE
¥, EREESF. UTOEBYTT,

o L\ --reset-defaults CLI A 7> 3. DA T a i, firewalld Y —ERDEEET 7 #
MUY MLET, ThiCLY, 22— —IT firewalld DEREAEHEEL. T 7 4 MEEED
LYYETIENTEET,

e Ingress-zone=ZONE DR Y ¥ —IIxf L T --add-masquerade CLI A 7> a v AFMIC L £

4, T ZT. ZONE ICIZ --add-interface CLI # 7> a v TEIY L TOHNIA VI —T A AN
HWYFET, TNICLKYFIRN GRS QY, — QRS FIVAT(V—RADRDYID) A5 —Tx
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A RAEFRATEDLIICRYET,
INSOKEEZEAT ZEA:
. 7? FAT 04— ETT2IVREREICY Y T 2780IC -reset-defaults HAEEZLI N F L
o (VH—TJIAREFERTEIE, 774704 LDREILHEBESIATICIPZ RLRAEZER
TEEY,
ZORER., I —IERODT7 V> aVERTTEET,
o XEEYEY NT B,
o RI)>—%FEHT BMIC --add-maquerade & --add-interface = fiAEht THERT %,

Jira:RHEL-14485

4.7. h—=xIb

RHEL9.4 D Ah—RI/IN—T 3
Red Hat Enterprise Linux 9.4 |&, A—3RJL/X—2 3> 514.0-427131 CEBHEINZE T,

rteval &, 77 4L FDBEIEE CPU Y X MMTHRT 2FEED CPUDEBEMS L UHIBREY R— M9
5E5ICRRYFELE

rteval 1—5 1 Y574 —%FHT % &, --measurement-cpulist /X5 X —4% —DFEABFIC, FrTLWU R
NREAEEETZOTIELRL. T 74 FOBEIE CPU Y R NI CPU %3810 (+ BB & M) F7idH
PR(-BBEFEA)TE2IENTEET, ILIIC, DREINLEIRTOCPUDEY FET T 2L MDA
E CPU 1) R MTEMT %7 IC --measurement-run-on-isolcpus ' EBEAINFE Lz, DA TP a>v
&, DBEIN/ZCPULTRITINDYTILIALT V=23 VvORE—RHNRI—AT—2%H
N=LFT, TOMDI—RT—RATIE, & Y—BHLHEEIBEICRYET, LEXE —5D) 7
WEIALT T ) r—2avTlE. NVRF—EVITDOLDICHBECPU Z 1 DFERALTWE L, HiX
CPUIE, T7A4IMNDBIECPUY A MDSBRATZ2RENHY F L7, TORER., 774V bDRIE
CPU )R MIZEED CPU ZEMMT 5721 TR, RMARFETHERD CPU ZHIRRT 22 &HTES
EOITRY F Lk, HIBRIZEMEY EBEINET, CDIL—IIE, +/-EBE5%FEAHL TEE L CPU
&. --measurement-run-on-isolcpus CE#Z L 7= CPU DB AICERAINE T,

Jira:RHEL-9912[1]

a7y F7AMY—L kernel V—RAA—KD/X—T 32 66ICY)R—2R

tlal—FT14Y)T4—DBHFOTY TAKN)—LN=a3avIlT7yTTL—RIh, EHONTEES
S OBEEHL R BIMNINFE L, ERZTFERIF, UTDEBYTT,

o XA vDrtlaRAL Yy REEFFIC, T TS rtlaXLy ROEMIY hO—ILTI—TEIEET
-CATavhrBmMInzE Lk,

e laXL vy RENDRF—EVJCPUICEEEL. MIEALY RZE%4% CPUICEEET % -
house-keeping & 7> 3 VA" EBIMI N F L /=,

e timerlat hist 5 £ U timerlattop AL v K% 1 —H—ZEETERITTE S LD IC, timerlat b
L—H—0DHR—MBEMINF L7

Jira:RHEL-10079(1]
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cyclicdeadline B’L 41 7 —DERA M S LDEREYR— T BEIICRYFLE

Z?DY ') —RTIE. cyclicdeadline 1—7 4 )74 —lEL ATV —DERA NI S LDERETR— K
LET, COMELAFERTZE. KBOT—ROHEEZ 1 DLITERIBT 2D TIARL, IFIFRYA
ZADLATYY—ZRNRA VDEEILDVWTLYFMARABEREBIIENTEET,

Jira:RHEL-9910["]

SCX PRI R— b IhhBLH5ICRYFELE

Software Guard Extensions(SGX) I, V7 h x7A—RBLUVRHEBLPBENSLDT—4 % (RE
T3Intel® 7o /0OY—TTY,

RHEL A—RJLIE, SCGXN—=Ya v 1B8L V2 DHEEZREL T, /N—T 3 V1Tl Flexible
Launch Control A h =X L% FEATZ TS Y N7+ —LTSCGX TV / OV —%FRATERLIICRY
9, /N\—Y 3> 2 TlE. Enclave Dynamic Memory Management(EDMM) 2V BIIINTWE T, £
REBRICIEUTOEDAHY £,

o WHELIN/IZTVIL—TILBTR2EEDI VI L—TR—VUDEPCMHERAZEELZT,

o HHEINAEIVIL—TADBEDIY Y L—TR=IJDEREN.

o JUZBLDALY RERNABTEDLIICHELINAT VI L —T5IRLET,

o MHEINAIVIL—THhSBEDR—IE TCSR—IEHIRLET,
ZDYY)—ZTlE, SCXIET//O0YV—FLEa—HIOREICYR— M INDHEICBITLET,
Bugzilla:2041883l]

Intel T—9 A MY —IVT70ESL—F9—RSANR—DBRBICHR—FEINBL5ICHRYF
L

Intel 7T—% ANV =3IV I T7 UL —4%—RKZ4/3—(IDXD) (&, Intel CPUET /EZ L —%—
ERETZHA—RILKRSAN=TF, ChillE., 7OER7 KL XZE[E ID (pasid) DEEH L UHEIR
BAEY—(SVM) DHBT—VFa—DEFENFET,

ZDYY—RTIE, IDXDIFTFo /00— L E1a—NHDoORDIIHR— NI BHEEICHBITLET.
Jira:RHEL-10097!"]

eBPF #8ED Linux h—RIL/NX—T 3>V 66 ICYR—R
FEHITAREZEREMETRITRDEBY T,

o BPF 7OVSATDT—9BLVARY A XDT IV ERICLD, &Y ABIZHTHIEEDD
BRWREDATEEICA D skb B & U xdp ¥ 1 TDH L WEIIR A > 4 — (dynptrs),

o # L\ BPF netfilter 7O 7S AL% 4 &, FRIN—T 1 > TPEERED netfilter 7 v 7 IC
BPF 7OV S L% 7Yy 93 5-ODRNMNEDYR— K,

o H—XILRA V49— (kptrs) I T 2 EHDAER:
o kptrsid, LWUZ<Dmap ¥4 FTHERATEET,

o ¥RV kptrs ICFLTRCUEY YT 14 2 ADBEMEINET,
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o BPFlist 5L U rbtree DM AIC/ — RZEBIMT BDICRIID, FTLWSERAY Y MO—5h
JU kptrs,

o O—NKRBFIC, BPF 7OV S LIIBEDKIunc " EET I E I ERETEET,
e dynptr. cgroups. sockets. cpumasks Z{EH T 27=HDL DHDH L L kfuncs,

o EBH D uprobes & usdt 7O—T 4579 v FFBHDDHFLWBPF YV, Chit&Y, FE
ARIBICEEL, ROBT7 74 ILERF (FD) HEIRNINE T,

e BPFmap BEXRANV Y KNI, TRTOTOATSLYA TTHMICARYET,

o IRTDBPFmap ¥4 7OAE) —EAELR— ML YIERIZAY XY,

e bpf_fib_lookup BPF NJL/AX—IZIE, W—FT 14 VI T—TILIDAEFNET,

e BPF_OBJ PIN &£ ¢ BPF_OBJ_GETI< > Rid O PATHFD 24 RK— kL Z T,
Jira:RHEL-10691L"]

libbpf-tools /Xy r—IH IBMZ CHIA®EEICARY F L

BPF Compiler Collection (BCC) DAY Y RS 4 > —)L%ZRHT 3 libbpf-tools /Xv 7 — I A, IBM
Z7—FTU0Fv—THETZZLIIIRYF L, ZOFHER. IBMZ T libbpf-tools DAY K% f#
ATEdLDICRYFE LK,

Jira:RHEL-16325[1

48 . J—hO—4%—

B HIRREE TD DEP/NX HR—

Data Execution Prevention (DEP). No Execute (NX). Z7zI& Execute Disable (XD) &IN5 X E
) —{REMEEIL, RTATELTCY—IINEZI—ROETE7TOv Y LEFT, DEP/NX I, RHEL @
ARL—=—FT A VIO RFTLLRIITHATREICAY F L.

ZDY) Y —RTlE, GRUBE LU'shim 7—rO—4—IIDEP/NX Y R— kD BMINFE LA, Th
IC& Y, DEP/NXRER L CTREDKREAFRAT DAEENHZ2BEDH S EFI RS4 /1= E, &F
AIDEECTHEDIEMEEZIC I ENTEET,

Jira:RHEL-10288!1]

49. 77 AWV AT LB LR NL =Y

T77ANWN AT ALADY A XHIBRDFREN Y R—bEINBLHICHRD

COEFICLY, I—F—@FT7 7MWV AT LEERELEERT ZRIC. 774NV RTLDY A X
HIRERETEDLDICHRY F LT, stratisd T —ERIZ, BT 7MY R T LDHRERIREIC L
FITN. XFST77A NV AT LEZBEICINET 2 EERBN T+ —<T VY ADBBEIREET B AL H
UET, COMEEDBIMICEY, XFST7AILY AT ALADNEED L EVMEEBA THRINZBICEE
TERAREMEDHZ /T +—< V ADBEI TR INE T, 771V ATLDY A XFHRERET D
ET, A—Y—E DL REEEZLE L, RER/NNTA—IVRAEBRTEET, I5IC. O
IC&Y, A=Y —DT7 7MLV RTLDY A XICEREZZRETE D LI ILRY., RPR) Y —REY
WIHREINZ =D, T—ILDEZI YV TEAVYTFFUAAAELET,

Jira:RHEL-12898
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BA% Hrhlae

Ivconvert A AL CEAE LVA S Y LV ICERTEXS LD ICRY FELE

BEREBRY1—L WV EYYT—ILT—HELTEETHIET. Ivconvert A7 R&EFER L TE
HEIVAEYYLVICEBRTESLSICRYE LAE, TOEHICKY., BFEOLVE2E# LTy 7OE
VaZ U MBEAFERTESLIICRYET,

Jira:RHEL-8357

multipathd 5. NVMe /314 D FPIN-Li 1 XY hD#EHEZ Y R— b T2 EIICRYFLE

LR, multipathd O~ > K& SCSI 7734 X _E® Integrity Fabric Performance Impact Notification
(PFIN-L)) 1 RY DA EEFR L TWE L, multipathd (&, 774 X—=F v RILT7 7TV v IHhEE
BNV IBEEHARY N EY YAV L, ThZFRALTNRREZY—IUFTINELTY—IFTBIEDT
TFE L, TO#EEIE. SCSITNAREDRIVFNRRTNA ATOHYR—rINTWELE, D
HEEEDFEADFIBRIC L Y. multipathd (& Non-volatile Memory Express (NVMe) 7/3f R/ A& —
FILNELTY—DVTBIENTEEFEATLE,

ZOEHICL Y., multipathd I&. SCSI T/34 X & NVMe T/34 DM AT FPIN-Li 1 R hDORE %
HR—MT2LIICRYFE LI, TOHER, TILFRARE, ORI HAFBEATETHIEIE. 777

)y VEGARFTRVWAREZFERALACRY E L, ChIZLY, ZOL IR TO 10 EE% (O]
BWTEET,

Jira:RHEL-6678

max_retries 4 7’ 3 > H* multipath.conf @ defaults £ > 3 v IEMXIhF L L

Z DOHBENLARIC & Y. multipath.conf 7 7 1 )LD defaults £ > 3 > IC max_retries & 7> 3 U Hh%E
MINFLrk, TI7ANITRIDAI T aVERBREINTEST. SEDBRATEZEET S SCSI L
AY—DOF7 74 MENERINES, ZOF T avOEDNREFZONSE5TY, TOAFTVaviE
RET D E. SCSI T/31 2D max_retries sysfs BHEDT 7 # )L MENF —/N—F 4 RIhFT, Z
DOEMIE. HEDIZ—F4 THRELLIFZEIC. SCSIBARRZRTHNCI/O ATy REBHATT
O EFRIELET,

RIVFIRZADIRZAF Y A—DEHERTEDD, T/ ZADI/ODBNY T LTWSEEWD BEICE
BLEBE, COFTavaERELT, JONRRTI/OFABRITINS ETORBEERTEET,

Jira:RHEL-1729[1

auto_resize 4 7’ 3 > H% multipath.conf @ defaults 27 > 3 VITBMIhFE L

Panld, SILFNRRFNA 20H 1 X%ZEEY 521, multipathd resize map <name> A<~ K& F
BHTROIHI2MHELHY F L, TOFEHICELY. multipath.conf 7 7 1 )LD defaults 7 > 3 >
auto_resize 7 7> a Vv ABMINE L, TOF T 3 vid, multipathd 37 Y RHETILF/RZRFN
A ADHY A XAEBEMICEETER9M4 IV /%L XY, auto_resize DI X I FRMEAELLTICR
LE9.

o T 7 A4JUKTIL, auto_resize (d never ICEREINTWVWE T, ZDIFAE. multipathd IFEE AR
LTEELET,

e auto_resize #* grow_only ICFRE I N T W BI5E. multipathd (&, 7/84 ZD/XRDH A4 IH
IERLUEBICIIVFIRATNA Z2DOY A4 X =HEHICERLZE T,

e auto_resize »' grow_shrink [CERE I N T W 3I5E. multipathd (&, 7/31 ZD/XZ2DH A X
BN LBRICRILFIRR TN, R = BEICHENL F T,

Lo T ZOA T avaBAMIITRE. JIVFRATNAZADY A4 X FETERT 2HENA
KRYFET,
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Jira:RHEL-986l"]

Arcus NVMeoF C multipath.conf BtEDEEN H—RIVICEFhD LS ICRYELE

Device-mapper-multipath IZ, HPE Alletra 9000 NVMeFC 7 L 1 DR ENAFAEN B L S IAY
F L7, Arcusid. NVMeoFC M ANA GER#ARIZE 7 VX)) DY R—b&=BMLE L, Thid
SCSI D ALUA IZITWE T, RHEL RR MO DREEZERA L. FIARRERIGZE IE ANA &b/ SR
DH /0 %3EfET % ICIE. multipath.conf ODEENNUETYT, TOEERL T, T/N1 AT v/ =&
ANA F&i#1b/X 2 & ANA FEEE(L/XADEAIC1/0 #EELTWE L,

pa )

ZDEEIE NVMeoFC DAICEAIN X T, FCP multipath.conf I~ 7> VIllE, D

7 ALUA ZHR— KT 2RENURIDOEEFNTVWE LT,

Jira:RHEL-1830

stratis-cli 5’/YX— 3> 3.6.0ICYR—2R

stratiscli /Xy 4 —IMNN—=I 30 360ICT7y T L—RINFE Lz, TR/NTIBIE & HEETLRIL.
UTDEHY T,

o stratiscli AVNY RSA VA VI —TzARIF, T77ANYATLDERBEICT 7AILY AT
LDY A XGIRERET DHODEBMA T avaYHR—MLET, set-size-limit & unset-
size-limit E WY 2 DDHLWI 7AWV RAFLARY RIE. 774V AT LDERIEZICT 7
AWV AT LD A XHIREZEXISHERERLET,

e stratis-cli Tld. FEAAAZFERALTH—RILFT—Y 2V TICF—42BETDEXIC. NRT—
RIREENHAAFTND LD ICRY F L,

e stratis-clild. 7—I/LEEILTHEZICEZMELIFUUD TT—ILEHRRET DI EAYR—NT
LI YFLE,

o stratis-cli DEFEHFICIEIFIFRHAFREBES I, Ny IF—IBRETHMRC EH Python 3.9
N=TavVDEHEIERHIND LD IZRY F LT

Jira:RHEL-2265!1]

boom AX/X— 3 1.6.0ICYR—2R

boom /Xy 4 —INN—I 3V 360ICFTyTIL—REINF L, TLMEEIEIX. ROEHY T
£

e systemd AXY Y RAYR—MNFTEZIILFR) 2—LRFvToay NT—MEXDYR—h,

o J—hNIVKNY—TVYIOYVINTBEBIMDARY) 2—LEIEET S, new-mount+ > avb &
' --no-fstab 4 7'~ 3 ~ D&,

Jira:RHEL-16813

SAN D 5D NVMe-FC 7— hBR2ICHR— M I B LD ICRY FLE

Red Hat Enterprise Linux92 T7 %/ OY—7L Ea—& L TEAI N7 Non-volatile Memory
Express (NVMe) over Fibre Channel (NVMe/FC) 7— h D', |BRICHR—PMIhd LD IZRY F L1
—E8D NVMe/FC R R RNRT7H TH —I&, NVMe/FC 7— hgEAHR— KL ZEF, NVMe/FC 77—
NEBEABMICT DL DICKRAMNNRTE T4 — (HBA) A 7005 IV 79 2/ EDFHMIL.
NVMe/FC KRR RNRATHTH—DHETD RFa XY hESRBLTIEIL,
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AT Frikae
Jira:RHEL-1492[1

410. 5 A LTI SRS —
pes KB 7 0/85 1 —ICBAL T ISO 8601 ®D duration ftikaHR— KL

pcs AXY RS54 VA4V ¥ —7 x4 AT, Pacemaker DBFZI 7' O/3F 1 —D&E% I1SO 8601 M duration
HRRIREICR > TIRETE LD LAY F L,

Jira:RHEL-7672

# L\ pscd Web Ul B gED HR— |

pscd Web Ul Tld, ROBEEN Y R—MIN B LD ITARY F L7,
o VSRH—YY—RDBWERTHD/ — KHLDH%E
o /—RETOD)Y—AETDEIL

¢ VISRY—RT—HADRBREE VTR —DREN)O—RFINBI91IVT%RT.
SRY—RAT—H ADRR

o VSRH—RAT—HAKRKD)O—RKDEX
Jira:RHEL-7582, Jira:RHEL-7739

TLSESY AT I7AI M TCYRATLALEDESIER) > —4&2FHIZLIICRYELE

LARTIE. pesd TLSEES ' X MEFT 7 # )L kT DEFAULT:!RC4:!3DES:@STRENGTH IZERE X 1T L
Flrk, COEMILY, BEVRAMNIT 7AWV NTYRTLEHEDEESILR) P—ICL>TERI N
L0108V FE L, REZREINTWREE(R) O—IlLoTIE. 2Ty FIL—RIZLY
pcsd T—EVARIFTAND TLSEEATEINIAEEIHY FT, BEERYS—TL—LT—7
DEFHMIZ. crypto-policies(7) D man R—I A SR L TL LI,

Jira:RHEL-7724
AN BN TOTSIVIEE. WEBY—N—, BLUVPTF—IR—H—
IN—

Python 312 A* RHEL 9 CRIHTX 3 &S ICAY F L L

RHEL 9.4 TlE. FiLW/ Xy & — python3.12 & ZDEOHICEBEINLNY r—I 24— b, LV
ubi9/python-312 A5+ —A A —JICL > TRHI NS Python 312 B BAINTVET,

BIRTICY ) — R E N Python 311 & LB L TOERHBEILRIRD EH Y TY,

® Python TlE, xRV Y I IV FZREBHUKHLTH L type AT — M AV M EFHLWERNS
A= —BYXHABAINTVET,

o J#—< v MINLEXFEFY T FI (f-strings) BGETERbLI N, N—H—ILEEKETE
2E0ICRYF LT,

o Python B, 41 V4 —T) ¥ —Z&ICEEOI/O—N)A V¥ —T)5—0Ov Y (GIL) 2R#ET
5E£DICRY F LT,

e Python I—RKHASNy 7 7—ORINEFATEELIICARYE L,
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o tXxal)FT4—ZmELEIEBLHIC. SHALL SHA3., SHA2-384, SHA2-512. & & U MD5 Bj
vaﬂ:?)b:l“ 1) Z LD AHAH hashlib REHN, HACL* 7OV 7 "HSDERICHRIEI i
—NICEESHAONF L7, OpenSSL MEEI N TVLWAWEE, MHARAAEREIET +—Ib
Ny 7 & LTHARRATXICAY XD,

e CPythonD7T 1> a+)— YR, vy hOREKRELI VM I nF L, ThiC
Y, AEREDRITEENKBICALLITT,

e CPython A Linux perf 707 74 S—%HR—bF 2L ITAY F L7,

e CPython ', Y R—MRRDTSY N7+ —LTRYVIA—N—T7O0—DREEXRHET D&
2ICRY F L,

Python 3.12 & ZFD7HICEIL RIN/Ny 5F—JF, ALY R T L LEIC Python 3.9 $ & U Python 3.11
EWITLTAVRAMN—=ILTEET,

python3.12 24 v 4 S/ y r—U x4 VR h—IL T BICIE, e xld, UTFEEALET,

# dnf install python3.12
# dnf install python3.12-pip

AVI—=TNI—%RTTBIE. ExE UTFEFERLEFT,

$ python3.12
$ python3.12 -m pip --help

FEMICDOWTIE, Python DA Y ZA h—)LEER #8B LTI,

Python 3.12 DY R — MEBRIIC D W TIE. Red Hat Enterprise Linux Application Streams 54 744 7 )L
HESRLTCEI Y,

Jira:RHEL-14941

A—IL7 KL RO =T 572D Python O L WERIEZEH

CVE-2023-27043 DEBABBT 5701, X—ILT7 RLRAELYBBICRITT 27-0ODEBAFEHEN
DIBEWEBENH Python 3 ICEAI N F L7,

CDEHFTIE, L L PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING IRIEZHAEAINZ
L7ce TOZEE % true ICERET 5 &, HLBEHEB TIEARWLBIORTENMELN, Y RATLEEDT 7 +
JLMICRY XY,

I export PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING=true

722 L. FHETHEHEENCIEVCET E, L YBBRREENBNICARZEAREELHY T,

RDOART letc/python/email.cfg SRE7 7 1 ILEER L TEH. ALHEREB/DIENTEET,

[email_addr_parsing]
PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING = true

M. FL v P R—REEE Mitigation of CVE-2023-27043 introducing stricter parsing of email
addresses in Python Z&8 B L T X W,

Jira:RHELDOCS-17369[1
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BA% Hrhlae

HFLWEY21—ILA MY —LA:ruby:3.3

RHEL9.4 TlE. #LWruby:33 EYVa—JLA MY —LAICRuby33.0 A EAINFE L, TD/N—
23 VT, RHELOITEARINS Ruby 3.1ICHT BN T -V AOALE, NTELTEF2Y
T4 —BE BLUFREIEFEMINF L,

FEAMEEIERIE. RDEBYTY,

e Ripper DXHO Y ICH L\ Prism X—H—%EHETE XY, Prism (&, BETET, TS5
MhHY., XVTF Y AEICENT Ruby SEEOBRTEA—Y—TT,

® Ruby @ just-in-time (JIT) AV /34 S—RETH 2 YIIT &, BIFPCERIBEETIEARL, KIg
BNRNTA—TV2ADALEZELZLLET,

e Regexp =7 /)N TV XLHBEI N, BENLERKIFEY —EXIES (ReDoS) DHEFEMED R
ENFBINFK L7,

o L UWEBRRIAR RIT (M2 Ruby D JIT) AV/NRAS—DAMIT 2BE A FT, EREERE
TIREYJIT ZFERALTLEIW,

e ILLWMINRL Y RRSYVa—F—"FIHEAREICAY F LT,
ZOMDEREER:
o 541X, Bison DXH Y I LramaLALR/X\—H—J R L —4—%FEHTI2HEN’HY £,
o LS ONDIEWREDXAY Y REEHMHIFRINF L,
e Raccgem ET 7 I MDD gem HhHENY RILE N/ gem ICHEHKLF L7,

ruby:3.3 EXa—J)LA N —LEAVAM—ILT BT, ROATY REFALET,

I # dnf module install ruby:3.3

PAID ruby EV2—ILA N —LDSTYy FTL—RT3ICE, BEORAN —LADEYUEZ 25
BLTLEIW,

Ruby 3.3 @OH#7R— MARBIIZDWTIE, Red Hat Enterprise Linux Application Streams 54 744 7L %
SRLTLEIV,

Jira:RHEL-17089!']
WLWEY 2—J)LR MY —L:php:8.2
RHELO4 &, PHP 82 2 LW php:82 EVa—)ILA M) —LELTEBMLET,
ID)Y—RATORERIFRDESYTT,
e HAMYEFERI SR
o LWLOADFHLWRY Y RFTOVHAT
e # L\ Random ¥LaRHEAE
o REDHIK

php:82 EV1—ILAKNY—LEAVZAKN—ILTBITIE ROITY FEFERALET,
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I # dnf module install php:8.2

phpB81 A N —LAS TPy FIL— KT 2BEE. BEDA N —LADEYEL #BBL T LS
Uy,

RHEL 9 T®D PHP DEAAEDEEMIL. Using the PHP scripting language ZZMR L T XL,

php E¥ 2 —JLRA M) —LDOHR— MBI DML, Red Hat Enterprise Linux Application Streams M
FATHA VI EBRLTSEIL,

Jira:RHEL-14699[1]

perl-DateTime-TimeZone EZ 2 —J)L®D name() AV Y RiZ, 94 LYV —VZ&EERT L ICHRY
F Ll

perl-DateTime-TimeZone €Y 1 —/ILA/NN—U 3V 262 ICEHF I N, name() XV v RICL>TERI N
BEDIA L=V IAN)TADLAAYDIA LY —VEBICERINFE L,

FEMEFICOWTIE, F Ly PR—XDEE Change in the perl-DateTime-TimeZone API related to
time zone name and alias 2R L T XL,

Jira:RHEL-35685
FLWEY2—ILRA MY —A:nginx:1.24
nginx 124 Web 8& 0 7OF ¥ —H—/N—=H, nginx:1.24 EV 21— LA KN —LELTHEATES LD

ICRYFE Lz, TOEHRTIE, LENICY Y —RAINAEN—U a3 V122 I8 T B/NNTEBE, €52 )
T4 —IBIE. #FikeE. &L UEEERIENEFEMINE L,

e ssl session cache 74 L 774 7THEAE) —%FEHY 254, TLSEYy> avF4o vy b
DESEIAEFMICO—FT—>aryIndLDICRYFE LA,

® Secure Sockets Layer (SSL) 7OF > —%FRALAERETAEYY —FRE RBELELINEL
7o

e resolver 74 L7714 7D ipva=off /NT A —% —%FER L T, BREFICIPv4 7 KL ZADKRFER
EEMICTEDLDICAYFE L,

® nginx I&, PROXYV2TLV 70O k JJLIZRRI N B Type-Length-Value (TLV) 7 4 —JL RD{E
% 1&#09 % $proxy_protocol_tiv *ZEH = HR— K T2ELDICRY F L7

e ngx_http_gzip_static_ module €2 2 — LI/ MNEEEEZYR— M T LI ICRY F LT
ZTOMOEEA:
o ANy H—TIE, REAPITY VIINLEYAMELTRINBLDICRY FE L,
® nginx (&, ngx_http_perl_module @ $r->header_in() XV v K
&, $hitp_.... $sent_http_.... $sent_trailer_.... $upstream_http_.... HL
$upstream_trailer ... ZEHDRFIEFIC. FastCGl. SCGl. L Wuwsgi /Ny I TV RITEIh
2E—DEAFDANY ¥ —XFHEEETDLDICRY F L,

o nginxlE, VA=YV y hO7ORINMNRIA—FI—HIBEEINDEEEERTTDLD
IC7Y £ L7,
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BA% Hrhlae

nginxld&. 7547V ML TRAI T4 VUHERINALES. BHREZEBEELTHLSLDIC
mY & L7,

IFIFARSSLIS—oOF VT LRILD, 7= & Z I Critical 55 Informational IC8] X TS
S5hZE L7,

nginx:1.24 A k) — L&A VA M—ILT2ICIF. UTFEEITLET,

I # dnf module install nginx:1.24

nginx1.22 A N —LHDST Yy 7L — KT 2T, BFEOR M) —LITYEZET,

EMICDOWTIE, NGINX Dty h 7y TEHRTE ASBLTLLEIL,

nginx E¥ a2 —JLA MY —LDHR— MABIZDWTIE, Red Hat Enterprise Linux 7 7 1) 7 —> 3 &~
AN —=LDZATHA VI ZBRLTLLEIV,

Jira:RHEL-14713[1]

HLWEYa2—J)LA MY —L: mariadb:10.11

MariaDB10.11 A% #LWEY 21—V R b)) — LA mariadb:10.11 E LTHATE R LS 1LY F LE,
LIENCRIBRBETH o c/N—T 3 2 105 IC Y 2 ERMEEHERIE, UTDEBYTY,

# L\ sys_schema #AE,

PRIV T—HEREFZ(DDL) RT— M XAV K,
#7L Ly GRANT ... TO PUBLIC %1&,

SUPER #5# & READ ONLY ADMIN $F+& D 23 B,
FLWLWUUID 7—49R—2F7—4 8,

Secure Socket Layer (SSL) 7A AL D/NN—= 3> 3 DY R— Kk, MariaDB % —/\—Di2Ep
ICIE, ELLKEREINLSSLABREICAY F LT,

natural_sort_key() B#IC L 2 BR%RY — MEFDHR— K,

FEEDTFRAMN 7A=Y bD=HDFH L L SFORMAT B,

UTF-8 XFt v b & UCA-14 REDEE,

lusr/share/ 74 L 7 ) —CHAARER systemd V7Y RDT7 OV F4R—=>3 T 74)b,
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e gitcheck-attr <Y RTH L\ -source # 7> a v aFALT. WEDFEET LI KN —
TRAL, #EINhEY Y —ROF TV M5 gitattributes 7 7 1 L& FHZHED 2 DT

TLOIKRYF L,
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BMEMICIE., ThSDEV2—IILAEFERALT. ADA—H—HPRY—MNAO—RAFEHALTCIAMICOYA
VTEDBLDIIRYET,

Jira:RHEL-16934

idpAnsible E2V 21— V& AT 3 &, IAMA—HF—2AEIdP ICEAEMIF B ENTEEY
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ZDOEFICL Y, idp ansible-freeipa € 12— L& L T, Identity Management (IdM) 2 —4'—
., OAUth2 TN\A ZARAI 7 O0—% Y R— N 2NBTA TV T4 714 —70O/A F— (IdP) ICBEESS
722 ENTEEY, [AMIZ 1P BRB L UVEEMIT LN AP 2—H— ID B FET 2581, Th
S5ZFERALTIAM A—HY—DIdP R ZEBEMICT I ENTETET,

HER 1P CEREFE A ZET L%, IdM A —H—E> v T ILY A V7 U #eE% i A 7= Kerberos F
Ty bNEZITRYEY, 2—H—I(&. RHEL 8.7 UM THEAAREMR SSSD /N— 3V TRIALT H2HEN
L) i’a—o

Jira:RHEL-16939
getcert add-ca &, FEBAEN T CICEAE T H2NEHINTWBIBAICHLWVWRY O—F%RL
F3r

CDEHFICLY, TTIKFELETINEMINTVWSIARAEZEMEFITEIHL LD &5 &, getcert
ARV RIEFENDRY I—RF2%ZBRLET, LENE. TS—REFRETZE. 20T Y RERY
I—F1%ZRLTWE L%,

Jira:RHEL-22302

DNS V—VEBNDZEZED ansible-freeipa THMICAY F L1

dnszone anSIbIe-freelpa EVa—I)%EFERALT. DNSY—VEBAEREZETIDLIICARYFEL
7z, dnszone £ 1 —)L M permission % 7z|& managedby Z# A FH LT, V—rIT&DT7 IR
TEERERELET,

Jira:RHEL-19134

$TRTDLDAP V547V MCOTP DfEA%3EIT 3

RHBA-2024:2558 7 R/INA H#'1) —D Y 1) —RIT LY, RHEL IdM Tlk, 2 E3% (OTP) BREIHNHREI 1
dA—H%—THhOY RO LDAP H—N—ZREICH 32T 72 I NOEMEERETEBLOICARYEL
oo OTP A BEIINTWBIHE, LDAP V54 7V M, BEEMITSNAOTP =Y v BaFDOa—

_LL.-)H-L/—C % g%nwum (/\1'7 h)%{iﬁq L'C LDAP -U-_/\_‘n_ﬁb—CmunIE-a_é t‘ifﬂ?i
Hh, TOHZEKIK, T—472 LD OID2.16.840.1.113730.3.8.10.7 % {FHF L /=454 LDAP HIE A FER ¢
52 &T, Kerberos/ N\ TV REBLTCIT TICEBINTWVWET,

o IRTDLDAP VA4 T7 > MIOTP DERA%AEHEIT 2L, BEHEIIROIOTY KA2ERHT
xFd,

I $ ipa config-mod --addattr ipaconfigstring=EnforceLDAPOTP

e TARTDLDAP 754 7Y MIULTLEIO OTPEMEICETICIE. DY Y REFRHLE
-a—o

I $ ipa config-mod --delattr ipaconfigstring=EnforceLDAPOTP

Jira:RHEL-23377L1

runasuser_group /¥ X —#% — 7" ansible-freeipa ipasudorule CHIICX 3 L5 ICH 3

ZDEFH TIE. ansible-freeipa ipasudorule €~ 2 —JL%{EM L T, sudo /L—)L® RunAs 1 —H'—D
TIV—THBETEDLDICRYF LE, TDA T a3 vk, Identity Management (IdM) IX ¥ RS
A4V =T 24 REIIMWeb Ul TE TICFIAAIRETT,

Jira:RHEL-19130
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389-ds-base H*/X— 3> 245 (|CYR—2R

389-ds-base /Ny T —IMNN—=U 3 U 245 ICEFHIINF L, N—=U 3 V234 ADERNTEES
S OHEBEILERIZ., LT EBY T,

® https;//www.port389.org/docs/389ds/releases/release-2-3-5.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-6.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-7.html
® https://www.port389.org/docs/389ds/releases/release-2-4-0.html
® https;//www.port389.org/docs/389ds/releases/release-2-4-1.html

® https;//www.port389.org/docs/389ds/releases/release-2-4-2.html
® https;//www.port389.org/docs/389ds/releases/release-2-4-3.html

® https;//www.port389.org/docs/389ds/releases/release-2-4-4.html

https://www.port389.org/docs/389ds/releases/release-2-4-5.html
Jira:RHEL-15907

ns-slapd 7’0+ X Cl&. Transparent Huge Pages 5*7 7 #JU b CTEMICARY E L

KIRERTFT—IR—2AF v v 1%FHT % &, Transparent Huge Pages (THP) IC& > T, BVWET
DO > 72 JRBED Directory Server /N7 # =X V AICBHENE L2 AREMENHY FT., &2 I
AXEY—=T7y NTFYY DB, CPUBEREDLER., LATYY—RRA 9 BRENBETFLNET, &
DOHEBEIRARICEL Y. dirsrv systemd 2= kD
/ust/lib/systemd/system/dirsrv@.service.d/custom.conf KO v 74 VE&E T 7 1 JLIZ. ns-slapd 7
OtEXD THP #EMICT 23 L WEREA 7> 3 ~ THP_DISABLE=1 A" B3I % L7,

X 5|, Directory Server NVLAF v VY —ILA THP REEZMRET LD IRV E LR, YATLE
A& &£ V' Directory Server 1 Y R V2T LT THP #8MICLBE. NLRAF v oY —ILIEAE
IR TWB THP ICDOWTEBA L., EMICT 2 AKICETIHREEEAHALET,
Jira:RHEL-5142

# L L lastLoginHistSize s EBM D Account Policy 7574 Y CHIATE 3L IRV FEL
=

Hanld, 2—H—20N\A1 Y RZEBICERITLAEBE. REBEOOJTA VORI LHIFARRETIEEIEAT
L. ZOEFHTIE, #H L\ lastLoginHistSize B2 EEMHZFEAL T, L7074 Y DEREZERE
TEEJ, T74IMTIE RBILAZOTA VDI EREDSANMREEINE T,

lastLoginHistSize B THRIN L7071 >~ D#EHER % INE T 5 ICI&. Account Policy 75714 > @
alwaysRecordLogin B ZEMICT 2 BN HY £,

FEHAIE. lastLoginHistSize #5 8 L T XL,
Jira:RHEL-5133(1]

MFANRA > R&HNT B, 72207 HNDOEH L notes=M X v =—
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ZDEHICELY, MFATSTA VREDERMNA Y RRBAET 74 Vv eALTA——TAHO VK
D_BRFPIA%HZRET 5 &, BIND ZIEFIC, Directory Server AT 7 7 4 JLITRD A v £— I HEC 8%
INBEIICRYZFELE,

o 72OV ICIE., F L\ notes=M note X v E— I HEBHEINT T,

[time_stamp] conn=1 op=0 BIND dn="uid=jdoe,ou=people,dc=example,dc=com" method=128
version=3

[time_stamp] conn=1 op=0 RESULT err=0 tag=97 nentries=0 wtime=0.000111632
optime=0.006612223 etime=0.006722325 notes=M details="Multi-factor Authentication"
dn="uid=jdoe,ou=people,dc=example,dc=com"

e Xal)F4—O7IliE FLWSIMPLE/MFA /XA Y KXYy RINEHRINET,

{ "date": "[time_stamp] ", "utc_time": "1709327649.232748932", "event": "BIND_SUCCESS",
"dn": "uid=djoe,ou=people,dc=example,dc=com"”, "bind_method": "SIMPLEVMFA",
"root_dn": false, "client_ip": "::1", "server_ip": "::1", "ldap_version": 3, "conn_id": 1, "op_id": 0,
llmsgll: nn }

TOoEA2OQ7EEFa1) T4 —ATICIDEDIBA Yy E—VU %IRRT DICIE. N1 Y RHBAFRINA VR
REET T4 D—ETHDI5E. BRINA Y RBIETZ 74V TSLAPIAPI #FBA LTI 5 V%% E
TERELHY FT,
Jira:RHELDOCS-17838!]
# L\ inchainMatch ¥ v F > 7 IL— LA RIAEBEICR B
CDEHICEY, 9547V N7 T) =3 v LV inchainMatch vy 7> 7 )L—I)L&EB L
T. LDAPZ YV M) —DHEEERERTETBLHICAY 9, inchainMatch ¥y F> 7 J)L—IL T
I&. member. manager. parentOrganization. memberof BN FERAATRETH Y. ROMER%EET
TEF9d,

¢ I—H—HMNAVN—|[IHRO>TVWBIRTOEEZEFLIEBEO/IL—TEaHRELET,

o BENDI—H—-NMNIR—Iv—ThHI2IRTCOEEFTLIFEZELI Y —E2RRELZET,

o TVN)—ABIZIRTODEEFTIIEENLEBEZRELET,

o BEDIVIL—TDITRTOEEFLIEEEAVNN—ERRLET,
NI 4= VALEDODEBERANS, V54T N7 FY) 45— 3 vh inchainMatch ¥ v F > J)L— L% {F
ALTINLDBEMICHET 2MFR4E1TT 23545 1E. member. manager. parentOrganization. & &
U memberof BMA A VT v I RILTEUENDHD I EITEELTLIEIL,
Directory Server i&., &7 #JL K TERICAR > TW3 InChain 75414 %A L T. inchainMatch
TYFUTI—IAEERELZTT, /=72 L. inchainMatch DEEICIEOR DD B, 72Ut RE]
HBS (ACHICE > TR Y F U IIL—ILOFERMFIRINET,

ML, inchainMatch ¥~y FY 7 I)L—I)ILAERALTLDAP TV M) —D#EEEHEZET D 25 L TL
7230,

Jira:RHELDOCS-17256(]

HAProxy 7’00 b JJL A 389-ds-base /Xy r—IJ CHR— b INBES5ICRYFLE
LIRTIE. DirectoryServer i 7OF > —0 547V hNEFRTOFO—0 54 7Y MNEOEEERE X
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LTWEEATLE, COEMICLY. 3 LUWE{ERERM nsslapd-haproxy-trusted-ip % £ L

T, BRTE270FY—4—N—DYRARNEBRETEELDICRY F L7, cn=config T~ b)) —D
T IZ nsslapd-haproxy-trusted-ip 2'3% € X N TW %35 A. Directory Server (& HAProxy 70 kJ L %
FALTBMO TCPAY Y —REATIZATYMNPT7RLREZELEY, ThiZLY, 7R
Ea D (AC) ZIEELKFHMiIL. 2547V MMNT 7490 %207ICRIETEDLDICRY FT,

FEInTVWARVWTOFY —H—N—820N1 Y NER%ZFA L 7235HE. Directory Server IFER & IEH
L. I5—O7774IIRDA Yy =V %EERLET,

I [time_stamp] conn=5 op=-1 fd=64 Disconnect - Protocol error - Unknown Proxy - P4
M. nsslapd-haproxy-trusted-ip ZZBB L T I W,
Jira:RHEL-5130

samba A/8—T 3> 4194 ICY R—2R

samba /Xy T —JE Ty TRAN)—=LN—=I 3V 4194 ICT7y T L—RIN, DRION—Y 3 V(C
g B/NTIEE EHEIRMREINTVWEY, EREFREIUTOESY T,
e BlLAA—Y—IIVARYIVRZRIRTSHDIC, smbget 1—FT 4 ) T4 —DIATV R
SA VAT IaVIFEZRHPEREIN, BIBRIhFE LA, L. chickY, 2—F1 1)
TA—%FRATIEEDRV) T MNELEYaTHHREBETZ2HESE HYET, FiLLWA T
2 a3 v DiFFHMIE. smbget --help 1< > K& smbget(1) D man R—IESBL TLEI W,

e winbind debug traceid # 7> 3 VAEMICAL > TWBIHE. winbind ' —E 2 IZRD 7 1 —
IWREOTICEHRT DL DICRY F L1,

o traceid ALY VTR MIBTALI—REBIHLET,
o depth: W VIR RDRAMLANILEZEHLZET,

® Samba (IMBDESIEEELZFERALAL<LRY, KDYICGNUTLS 54 73— RHT BES
L2 2EMNICERT LS ICRY E LT,

e directory name cache size 7 7> 3 VABIBR I E L7,

Samba 411 AEIEH— /=X v =270y I/8—2 3 2 1(SMB1) 70O M D)LHFEHREE Y, 51
DY —ZATHIRINZ ZEITSERELTLEI W,

Samba ZRENT DHIICT —IR—R T 7AIDBNY I Ty FINFEFT, smbd. nmbd., F7-
[Ewinbind U —EZANEENT D&, Samba D tdb T —9R—XT7 7/ ILEBERICEF LE 9., Red
Hat X, tdb T—9RXR—XA 774 IWVDIF IV T L —REHR—KFLTWEHA,

Samba ZE# L 71, testparm 1—7 1 ') 7 1« —%{EF L T /etc/samba/smb.conf 7 7 1 JL =52 L
7,

Jira:RHEL-16476

Identity Management API 2 ICHR— b I3 LI ICRYELE

Identity Management (IdM) APl i&, RHEL92 TF 7/ OY—F L Ea—& LTHARETL .,
RHEL O3 BB TIRZERICHR— M INhTVIET,

IdM API D EEE I N T API OX Y ROEHEDN— 3 VAEWICA 88 TH., 12— —I12EBED
Y—=I)LERY) T MNEFERTEE T, CThOOMEEILRICE Y., Oy ROEENEBREDLRWAZET
TEINDZZEEHYFEHA, TNITIRDHELDHY T,
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o TIEZ, BELTWEIZA4T7 Y MNTIRAELKY—NR—LET, IAMDUEID/NN—=Y 30 L<
EBEDN—Ya Vv AFERTEEY,

o H—N—TIIMDON—YaVAEZBRELTH, HREFEIFEN—23 VD IAM O—I)LAFHTE
F9,

TcEZIE, —ADEEOHRLWA TSV avEBALLHFLWA—Ya vEFEHRALTWSIBETH, U—
N—EDBEIFTEETTY,
=
IdM APl 1& JSON-RPC A V¥ — T A AR LI TN, TDYA1 TOT7 IV RIIHR—IbINT
WEz A, RedHat Tl&, KDY IZ Python ZERALTAPIICT VR T B EAHELET,

Python T 25 &, H—N—DLDAS TS DMFLREDEELRRIVEE LI N, FHATEE
BRINRTODAYY REYAMRERTEDLDICRY FT,

Bugzilla:1513934

414. WEB O >/ =)L

RHELWeb O Y —JL T, Ansible BLUY TRV T MNEERTEBSIDICRYEFLE

Web Y —ILT, kdump sRER—YDBEER V) T MIEEICT VAL TAE—TE3LDIC
BmYFELE, ERINARIY TR EFEALT. HED kdump SREELEHDOY AT LICRETEZE
-a—o

Jira:RHELDOCS-17060[1

Storage TOR ML —JEBB L UNR—FT 12 a i (4 XZLHDEHKRIE

Web OV —JL®D Storage £V ¥ a VA BEREINE Lz, FILLWFHA VLY, §RTOE2—
DORBUEHIAELELFE L, BMER—IUTIE, IRTODRAMN—IUF TV M EBENLBT—TILICEK
TINDEDICARY, BEEREEEZETLYIKRYET, FREDTEV ) v I35 &, FMllERSEM
D72 avhARRIINET, IHIC, Storage V2 arvnoNRX—FT42a VDY A X%ZEETES
£ Iy F LI,

Jira:RHELDOCS-17056(1

4.15. RED HAT ENTERPRISE LINUX > A7 4 08—)1
ad_integration RHEL ¥ A7 AO0—)JLiX, B DNS EBFHA T a VvORELEYR—bTB LD
iKY FLEL

ZOEHICL Y., ad_integration RHEL > X 7 L 0—)LI&, Active Directory (AD) & D& RFIC,
SSSD %M L EMI DNS BH DR EA SV avaHR—bT2L5ICRYELEL, T74ILKT
l&. SSSD AT DIFBEICDNS LO— RDOBEEEFHFAHAAE T,

o TATYUTATA—TANAT=—NF US4 VIIRDBEE (FBID)

o IBELLMER(EEDERE), 774/ MTIE. AD 7ONA ¥ —(E 24 BT EICTDNS L O—
FEEIHLET,

ad_integration ¥ 27 AO— )L TH LWEHZFEAL T, LEDEBREPZTOMDEEEZEETEET,

=& z £, ad_dyndns_refresh_interval % 172800 ICE%E 3 1L, DNS L O— KO E#HER% 48 B
BICEETEEY,
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Jira:RHELDOCS-17372(1]

Storage RHEL ¥ 27 LAO—ILHARF LVM T4 REB 2 Y R— b9 2EL5ICRYFLE

RHEL Y RFL0—)Lh, £BREBRY 2—LER) 2 —LITN—TOEMEBEAYR— T BLD
[y F LA,

Jira:RHEL-1535

Microsoft SQL Server 2022 A RHEL 9 CHIAAHEICA D

mssql-server & 27 AO—J)UHRHELO TRIATE S LD LAY E Lk, 2OR—ILIE2 DOEH %
BIMLEY,

1. mssql_run_selinux_confined (&, SQL Server 2#IfRI N7 Y5 —> a3 v & LTETTS
NEIDEHIELE T, true ICRET 5 &, O—JLIiE mssql-server-selinux /Xy or — 2 % A
VARN=ILLET, false ICFERET % &, O—ILiL mssql-server-selinux /X 47— % Hllfk L
F9, T7HIIEEIE. RHELO Y R—Y K/ — RDiFHE I true. TOMOIYR—Y K/ —
KDiz& S false T,

2. mssql_manage_selinux (&, SELinux 2588 EJ 2N EIDZHIEL XJ, true ICRET D &,
Z#3 mssql_run_selinux_confined ZH DEICE D W T, Enforcing E— F&F 7
Permissive E— K& EL £,

Jira:RHEL-16342

thc VAT LAO—JIVHARHEL7 Y AT LEYR—M 2L

rthc VA7 L0—)LEFRALTCRHEL7 Y AT ALAZBEBTESLDICRYFELE, RHEL7 YR T L%
Red Hat Subscription Management (RHSM) & & U Insights IC&E$k L. rhe Y R T L0O0—)LAFAL T
VATLDEERERBLIT,

IR7E RHEL 7 TI& Insights Remediation #88 % FIIFH T X 4L /=&, rhc_insights.remediation /X5 X —
Y —%FERALTHRHEL7 Y AT AICIEHELF A,

Jira:RHEL-16976

fapolicyd 2 5% E 9 57/ DH L\ RHEL ¥ A FL0—JL

# L L fapolicyd RHEL ¥ 27 40— )L %{FEHY % &, Ansible Playbook % f&F L T fapolicyd 7 L —
L=V EBBLIUPRETEET, fapolicyd V7 b7 7L —LT7—7F, 21— —FEHDRY
V—IlEDOWTT TN =y a3 v RTEHELE T,

Jira:RHEL-16542

RHEL > R7AO—IUHNKLVMRFy T ay NEBAEYR—PMIBLIICRS

C DOHBEMLARICE Y. FTL L snapshot RHEL Y A7 AO0—J)LAFERALT. LVWMRFvFoay MafE
K. BE. BETEIXT,

Jira:RHEL-16552

Nmstate APl & network RHEL Y RAF ALAO—IDEFHLWIL— MY A4 TEHR— M B LD ICh
YxLiZk

Z DHEBEHLARIC K Y. Nmstate APl & network RHEL ¥ 27 LAO—I)LTRDIV— MY A THFERATES
£2ICRYFLE,

e blackhole
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e prohibit
e unreachable
Jira:RHEL-19579L]

ad_integration RHEL > 27 A0 —Jbik, hRAH L SSSD KA VEEEYR—bFTBLDIC
RYFL,

IYEN=N ad _integration RHEL > X7 A0— )L ZEHY 23546, O—J/ILZEAL T sssd.conf 7 7 1 )L
DRAAVEBREEI D AVICARILREZEBMT DI EIETEERFAT L, TOBBEILRICE

Y, ad_integratlon O—Jlid sssd.conf 7 7 ILEEETE DL DICRY, HERELTHRHY L SSSD
REZFATESLIICARYET,

Jira:RHEL-17668

ad_integration RHEL ¥ A7 LAO0— VAW R Y L SSSDERELEYR—bTBLDHIC44 3

LARTIE. ad_integration RHEL ¥ R 7 AO0— /L ZfEAT 51%B&. O—I/IL%ZEAL T sssd.conf 7 7 1 )L
D[sssdl LI aVICHRILEBREZEMTZIEIETEFEFEAT LE, JOBBEILRIC K

Y. ad_integration O—JL (% sssd.conf 7 7 (1 JLAEETE B LD ICARY, HRELTHRHY L SSSD
REEFERATERLDICRYET,

Jira:RHEL-21133

rhe A—JLIC, RERBERET 572D H L\ rhe_insights.display_name 4+ 7 3 » ANBINX
hfxlL L

#1 L\ rhe_insights.display_name /N5 X —% —7%f#H L T. RedHat Insights ICEHINTWVWBE Y R
TLADKRTNAERETZIEEHFTIDLIICRYE L, TONRFTA—S—%FHATDIE, FEIKIGL
TY AT LICERI AT T, Insights Inventory IO Y A7 LA HEICEE TSN TEET, YR T
LHF TIC Red Hat Insights ICERINTWBIGHEIE, NIX—49—%2FRAL THRFEOXRTEEZEHL
F9., BRFICKRTEPATHICHEINTVWARWES, RTEART 72V N THRRAMRICEREINZE
T, RABERANRZICEFMNICRT CEIETEZEADN, FEITHRAMNRIERET 52 &IEA8E

ER

Jira:RHEL-16964

fapolicyd 2 5% E 9 57/ DH L\ RHEL > A7 L0—JL

# L\ fapolicyd RHEL ¥ 27 AO0—J)L%&{ER$ % &. Ansible Playbook % f#F L T fapolicyd 7 L —
L=V EBBLIUPRETEET, fapolicyd V7 b7 7L —LT7—7F, 12— —FEHDRY
Y—IKEDWTTF Y =2 avORTERIELE S,

Jira:RHEL-16541

logging RHEL > 25 A 0O—JVA®H L L logging_preserve_fqdn 23

LARIIE. logging Y A7 LO0— )L AR L TELEMNA A VE (FQDN) 25 ETH I EIFTETEHA
Tlk, ZOEHFHILY., 2L7°/E|/0)Iogg|ng preserve_fqdn ZHAEBMINTWVWEY, Ih%EfE
A9 % &. rsyslog @ preserveFQDN (2 E4 7> a VAR E L T, syslog T M) —TRWERITIE

TR FQDN 2#EHTE XY,

Jira:RHEL-15932

logging A—JLiE. HAET 21 —IDO—EHNAF1—E—BEATIaVNFIA—9—%Y
’_.ﬁ_ I\ l/i‘j-o
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LARTIE. logging O— )L T—ERF 21— /IRSA—F —E—BERT V2 a VINSA—Y—%BRET D
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EIDEFETZ2EHDSHY FHATLEL, TOEFHTIE. mssql_ha_prep_for_pacemaker 1% ENN X
NEY, Y RA7 L% Pacemaker AICEREE T, BIOHAV Y 21— a3 v aERT 358 2%
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PWT O AEE, BMER, EFEEENMREINDH, SSHERIAN L UYEREICRY ET,
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IC. logging_max_message_size /X X —4 —%&FRALF T,
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nNaEHICRYET,

Jira:RHEL-15037
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IZ. AERFy Toay MBAFRAINDEDICRYE LR, AERFTY To 3y MIEFESED
=<, qeow2 [ X —=IRIF TR, raw M A=Y THEMELE T, EITHDRETI VDX E
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® rootless 1 —H'—DiFE: $HOME/.config/containers/containers.conf.modules
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e podman --module <your_module_name> 1< > R%f#fH L T Podman TEYa— /L& F >~
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R=ZANy TV KiE, RHEL9A4 DFHMA VA R—=ILDT 74 by U TV RTY, LLEID RHEL
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HEFRIEL. ERORUNTA LIV T A TERITTEIETRETDAA—I LAY —DEERST T
ENTEET,

7=& Z X, JTD Containerfile "’ XD RUN T4 L V571 7580 LET,

RUN dnf update
RUN dnf -y install golang
RUN dnf -y install java

BHEDODRUINTA LYT 4 TDRHYIZ, HereDoc RizAFATEZET,

RUN <<EOF

dnf update

dnf -y install golang
dnf -y install java
EOF
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gvisor-tap-vsock /X r—J &, libslirp 21— —E— KXy N7 =054 735 —& VPNKit Y —JL
BLPY—ERDRBFETY, TONYT—IFE Go TEMTEY, gVisorDRY NT—U % vy
JICEDWTWET, libslirp &tE# L T, gvisor-tap-vsock 51 735! —I&, :REAHEEA DNS H—

N—EBIHR— PEREAHR— M L X9, podman-machine DIR}E~ > >~ T gvisor-tap-vsock v b
D—05473)—%FHATEZET, REYIVE2EET 5726 podman machine < > K&, ]
1£ Red Hat Enterprise Linux TIEH# R— M IhTWEHA,

Jira:RHELPLAN-167396!1]
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ESEAMA—RIVINGA—F —~DEERRER
ZDETIE, YRATLEEEMITIC, RedHat Enterprise Linux 9.4 TERAINZ H—RILDEERER
ROBMEEFALET, INODERICIE, EZE, BIMFAIIEHRFRINL proc T b+
)—, sysctil TV M) —, LV systs DT T IV ME. T— MRS A—=H— A—FRIEBREF T 3
V. FLFBFEBIAREIHFOEELENEFINET,
HLWA—FRIIRSA—H—
accept_memory=
[MM]
f&:

lazy (77 4L K)

T4 NTR, EBREANRSLRZOZEITEEHIC. ZHFANLNGWXE) —IHEELTE
FANLNET, lazy F 7> aviE, IRTOXAEY) —DHREMICZIFANSON D F T, RITFOD
F—=N=~y REWSKDONEMLET, FEAEDHE. T—N—AY RFIL<LHTNTT,

eager

—EDT7—- 00— K»F/N\y JOBEKT. accept_memory=eager % FFH L T. BEBFICTRTD
AN —%Z—EIlZITANDIENTEET,

arm64.nomops
[ARM64]
AEY—AE—BLUTAE)—ty b FOYR— M ZERGICEDICLET,
cgroup_favordynmods=
[KNL]
favordynmods =B F 7 (FEICL T,
f&:
e true
e false

7 7 # )L k DfElIE CONFIG_CGROUP_FAVOR_DYNMODS T4,

early_page_ext

[KNL]

SYBWT—REY HTHEHN—F 57HIC. page_ext DINHL%E B WERBE TigHl L £ 9,
BURMIFEE LT, INZENRT 2DIC—BORELHIEMICARD ML H DI EITEFELTLE
IV, Fc&EzE, WIHEI Nz X Y —#EENEDICARY T, LA >T. HIIXE) —BT=2D%
WY RTFATIE, BE7O0CRICEENDIDEAREELNHY T,

CONFIG_PAGE_EXTENSION=y CHIFHAIEET T,

fw_devlink.sync_state=

[KNL]
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TO—THABERIRTOTNA AN TO—TERT LEEZIT, TD/NFX—4—I(E, sync_state() T
VCHLEFAEZELTVWAVLWTAS I L TEAETIDNEHEEL X T,
f&:
strict (77 #JL 1)
AV a—x—NATO—TICHINT 2 ETRHRELKTITET,

timeout
Ay a—<—DFE%EH X 55, deferred_probe_timeout DEREARA TN 2%, FHIE
CONFIG_MODULES 7* false M35 & & late_initcall() IC& > T. sync_state() FU'H L &2 £ 2215
L TWARWF /N1 X T sync_state() #FUH L F 9,

ia32_emulation=

[X86-64]

f&:

true

RNEY NTOVSLDO0—RKE32EY K~ syscall DERTEEFAT L, EKRMISERENEFIC
IA32_EMULATION_DEFAULT DISABLED ##—/X—54 KL XY,

false
A2 TIal—>avaEKHICEMILET,

kunit.enable=

[KUNIT]

KUnit 7 A MDETZBMCLET, TRICEMICT SICI1E. CONFIG_KUNIT 258 ET 2 HENH Y
i’a—o

KUNIT_DEFAULT_ENABLED 2l L CT 7 # )L ME%E A —/N\—5 4 RTXET,
T A NETEWEFH) TY,

mtrr=debug
[X86]

BHRFICMTRR LY ZAY —ICEAET TNy JIEREHATESELDICLET,

rcupdate.rcu_cpu_stall_cputime=

[KNL]
Yo7 v JEEHR O CPU KR, EYAABLIUVCYRIOHICET 2HEtARHLE T, EHOER
L7ZZRCUR M—=ILDIFE, TRTOY YT Y THEIERMID RCUR N—ILY A1 LT DX TH
mxnzxd,

rcupdate.rcu_exp_stall_task_details=

[KNL]

=iE RCUCPU R h—)LEEHHIC, REDOEZERCUMFHEZ 7OV I LTVWETRTDIXIDAR
SO TERALET,

spec_rstack_overflow=
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[X86]

AMD Zen CPU ED RAS #—N\—7 O—BpEEHEL F 9,

f&:

off
BREREEMICLET,

microcode

Y4700 —ROEBROAZBMLETT,
safe-ret (77 4JL 1)
VINIZT7DHDRELHRET BBREZBMICLET,

ibpb
A—RIWVITVM)—TIBPBZRITL TERRZBEMNCLET,
ibpb-vmexit

VMEXIT TOH& IBPBEHITLFE T, COBRFIFTI ST RBEEBICEEDEDTT,

workqueue.unbound_cpus=

[KNL,SMP]

NAY RINTWAWT =V X1 —THERATZ 1 DELITERED CPU AHIRT 2L D ICIBEL £,
fB:CPUD Y R K,

TI7FIWENTR, TRTDFYZFA Y CPUNNA Y RENTWAWT =V F 21— ([IERATEET,
BHINZA—RIINT A= —

amd_iommu=

[HW, X86-64]

VAT LRADAMDIOMMU RS A N—ICNRS A =9 —%FLET,

f&:

fullflush
JEH#EEE, iommu.strict=1 *A%ETY,
off
V2T LANTRDA o7 AMD IOMMU Z#HRE LZRW T2 W,

force_isolation

TRTDTNARADTNA ZBEEEH L F T, IOMMU R4 N—F, REICHLCTOBMER%ZB]

FLEFRIENTELQALLAY F LA, ZOF TV avidiommu=pt 54—/ \—F14 RLE A,
force_enable

IOMMU Z#BRICT 2 ENTRRET LI EDDHON>TWVWE TS Y N7 +— LT, IOMMU A&

IKEMICLES, CTOF TV avIFERELTHERLTLEIW,
#i8: pgtbl_v1 (7 #JL 1)

DMA-API ICIEN—=Ta v 1 R—=IUF—TEFHRALET,
3 pgtbl_v2
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DMA-API ICIEN—T 30 2 R—IF—TIEFRALET,
3 irtcachedis
HYAABIYEYITT—TIL(RT) Fvvaz\BICLET,

nosmt

[KNL, PPC, $390]

WIHTILFAL Y R (SMT) ZEMICLF T, smit=1 ERAETT,
[KNL, X86, PPC]

SHRTILF AL Y K (SMT) 2EMICL E T

nosmt=force
SMT % SRFIBIICEMIC L X T, sysfsHlfHl 7 7ML EFEALTRICRT Z EIFTEEHA,

page_reporting.page_reporting_order=

[KNL]
BNMR—=JDLR— NERF,

&: B3

BNM=—YDLR—MNEFZHFAELET,

$3: MAX_ORDER 28X % &ER—Y L R— M HEMICHRY T,

tsc=

TSCOr7Oy Y —RALEMF v 7 EEDLET,
=R

[x86] reliable
tsc/OY VY —REFRTEBZEDELTY—ILET, hICLY, REFOI/OY VY —IKR
AEEEBFFICRITINDIRESRF v INMEDICAYET, FUWN—RFRD I 7ELTRBILIRIET
BAREIA T —E—FZBAMCTHHICERAINIT,

[x86] noirqtime
irqQ7A0 T4V TDETIC, TSCEZFEALARVWTLC LIV, RDTSCHENRTSY., TDT7HY
VTAVITILE D TH ==~y RBPBMINZAEEEDRHZD TSy b7+ — LT, EITHEHIC
IRQ_TIME_ACCOUNTING = EMICT 57 DICERAINI T,

[x86]unstable
TSC/AYIY—RERREELTY—ILET., TNICELY., BEFRICTSC NMERGICFRET
HdEX—UIN, TSCOAYFRYINENEZRANTDE, TAULOFREI ARSI N F
_a—o

[x86] nowatchdog
oY IY—R0 AV FRY TEEPLET, LATVY—BHPIELVWKRR(ZVOY IV —R
DAY FRY ITNLDENYIAADNFEINAWGS) THEAINIET,

[x86] recalibrate

MSR & 7z 13 CPUID(Ox15) & f#F L T TSC BRI HW /2 IZ FW A LB INZ Y AT LA LT,
HW & 4 < — (HPET £IEPM YA T ) ICHT2BFv ) JL—yava@bllLxd, =5°500
ppm 2B X 2HRIEESELE T,
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#1138 [x86]watchdog

TSCEVAvyF Ry IOy oY —RELTHERL, BOHW &4 ¥ — (HPET £74&IE PM & 1
R)EFzv I LET, 7220, TSCHERTERLHIINEIRTLATOAERLET,
LAI®D tsc=nowatchdog (. ThZ#HI L 9, &D tsc=nowatchdog I&. ThzFd—/N—F4
FLET, AV —ibAvE—=Yld 2O BIMEIFE A —N=F4 FATSITRIFINZE
ER

usbcore.authorized_default=

[USB]
T 7 AL MDD USB F/31 RAEREE,
f&:

.1 (740 8)
AEREH (1 ERL),

3F%le
HERIAE P

TINA ZDAREBR— MMIER T 5B IRERINE T,
HIFRI e A— RIS A —48 —
e cpu0_hotplug
o sysfs.deprecated
L\ sysctl /85 X — 4 —
io_uring_group
(=l

1

io_uring 1 Y R9 VY REERT BITIE. O ZAH4EHE (CAP_SYS_ADMIN) #3F>TW3
M. io_uring_group ZIL—FILB L TWBRELHY £,

A(FT74ILK)
CAP_SYS ADMIN#ERAFED> 7O ADHH io_uring 1 VA9 Y RAEFRTEZET,
numa_balancing_promote_rate_limit_MBps

BRZXAE) =94 TEDTAETE—"BLVTE—PMDRIL—Ty "D ETEBE, 7TV r—>3v
DLATVI—ICEBHENEDIAREELHY FT, TONSA—Y—%FAHLT, 7OE—Y3 VDR
W—Ty REL—MIBRTEE Y, /—RHAEYDORERTOE—T 3V RIL—Ty b (MB/) IX, BRE
INEUTICHRBRINZE T,

RERRIE L TIE. i PMEM / — RDEZAABIEHIED 1/10 KiFICEREL X T,

sysctl /XT A —4 —DEFH

HPEGRN RGN | Ry By R |
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10_uring_«aisdapiea

TRTCODTOEZADHFH L Wio_uring 1 YV RAY VY AEERTE2DEBHETET, ChEBEMITE L.
A—RIIOHEHFRBHIEBNINET,

f&:

0
TRTCODTOCRITBEEESY io_uring 1 Y RY VY AEERTEET,
i1
io_uring_group ZIL—FICE I A WIERME T O X TIlE. io_uring DIER IEEMICALY £
9, io_uring_setup() & -EPERM T L X ¥., BIFD io_uring 1 Y X ¥ >V XI5 X EAT

I,
FEMlIE. fo_uring_group D RF a2 XY FESRL T I,

.27 74 0)

io_uring DEKIE. TRTOTOEZRATEMEINTWE T, io_uring_setup() I+ &IC -EPERM
TRBLET., BEEDio_uring M V249 Y ALBIEHmEFEHATETET,
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61LIHLWVLWRS A /N—

FKEIESIE RS A /X—

—

T/

SAARZA/N—

T—F%TIFv¥—ICRE

IAA Compression Accelerator Crypto Driver

Intel® QuickAssist Technology - 0.6.0

Intel® QuickAssist Technology - 0.6.0

Intel® QuickAssist Technology - 0.6.0

Intel® QuickAssist Technology - 0.6.0

Intel® QuickAssist Technology - 0.6.0

Intel® QuickAssist Technology - 0.6.0

Intel® QuickAssist Technology - 0.6.0

Intel® QuickAssist Technology - 0.6.0

FE62RXY MT—U KF4 /13—

iaa_crypto

intel_qgat

gat_4xxx

gat_c3xxx

gat_c3xxxvf

gat_c62x

gat_c62xvf

gat_dh895xcc

gat_dh895xccv
1:

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FFT 7 F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FF 7 F v —

AMD 7 —FF7 7 Fv—8LV
Intel64 EY N7 —FF 7 F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FF 7 F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FF 7 F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FF 7 F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FF 7 F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FFT 7 F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FF 7 F v —

F—¥70F v —KRE

bcm-phy-ptp

mt7925-
common

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 Ey b7 —
¥FTOFv—

64y NARM 7 —F%577
F¥—. AMD & &L U Intel 64
Ey NP—FFT0Fv—

69



Red Hat Enterprise Linux99.4 Y)Y —X/—}

T—F%TIFv¥—ICRE

70

PCI/NZA E®D BoschM_CAN O bA—5—H CAN
IRARS A 18—

BoschM_CAN O hO—5—FH CANNRNZA RS A
IN—

8ABMDT/NA X USB2CAN 1 49 —7 =4 ZF CAN
FSA/R—

EMS Dr.FH CAN K< 4 /X—Thomas Wuensche
CANJUSBA ¥ 9 —7 x4 R
Kvaser CAN/USB 5 /84 ZF® CAN K51 /8—

PEAK-System USB 74 74 —F CAN K54 /X—

Intel® Infrastructure Data Path Function Linux Driver

Marvell 88Q2XXX 100/1000BASE-T1 Automotive
Ethernet PHY driver

Marvell Octeon EndPoint NIC Driver

Microchip 251x/25625 CAN driver

Microchip MCP251xFD Family CAN controller driver

mt7925e

mt792x-lib

m_can_pci

m_can

usb_8dev

ems_usb

kvaser_usb

peak_usb

idpf

marvell-
88g2xxx

octeon_ep

mcp251x

mcp251xfd

64y NARMT7—%577
F¥—. AMD & &£ U Intel 64
Ey NP—FFT0Fv—

64y NARMT7—%577
F¥—. AMD & &L U Intel 64
Ey NP—FFT0Fv—

IBM Power Systems, AMD.
Inteled EY N7 —FF 0 F v —

IBM Power Systems, AMD.
Inteled EY N7 —FF 0 F v—

IBM Power Systems, AMD.
Intel64 EY N7 —F T Fv—

IBM Power Systems, AMD.
Inteled EY N7 —FF 0 F v —

IBM Power Systems, AMD.
Inteled EY N7 —FF 0 F v —

IBM Power Systems, AMD.
Inteled EY N7 —FF 0 F v —

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 EY b7 —
FTrIOFv—

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 EY b7 —
FTrIOFv—

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 Ey b7 —
¥TO0Fv—

AMD7—FF7 7 F ¥ —BLV
Intel64 EY 7 —F TV F v —

AMD7—FF7 7 F ¥ —BLV
Intel64 EY 7 —F TV F v —
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NXP imx8 DWMAC Specific Glue layer dwmac-imx 64EY NARM7—% 570 Fv—

bcm-phy-ptp 64EY NARMT7—%T5T7
F + —. IBM Power Systems.
AMD 8L Uintele4 EY 77—
FTIOFv—

Realtek 802.11ax wireless 8852C driver rtw89_8852c¢ 64y NARM7—F572
F¥—. AMD & &L U Intel 64
Ey NP—FFT0Fv—

Realtek 802.11ax wireless 8852CE driver rtw89_8852ce 64y NARM7—F57
F¥—. AMD & &L U Intel 64
Ey NP—FF0Fv—

SYUTFIZAVCANA VI —T (R slcan IBM Power Systems, AMD,
Intel64 EY N7 —F TV Fv—

PEAK PCAN PCle/M2FD 77 Iy —H—REY 4 vy  peak_pciefd IBM Power Systems. AMD.
N CAN KRS A /X— Intel64 EY N7 —FF 0 Fv—

bcm-phy-ptp 64EY NARMT7—%T5T7
F + —. IBM Power Systems.
AMD 8L UIntele4 EY 77—

FTI0Fv—
mt7925- 64EY NARM7—F572
common F+v—,. AMD & &L W' Intel 64

Ey b P—%7 5 Fv—

mt7925e 64y NARM7—F57
F¥—. AMD & &L U Intel 64
Ey NP—FFT0Fv—

mt792x-lib 64y NARM7—F572
F+v—,. AMD & & W Intel 64
Ey NP—FFT0Fv—

K6I3TSIY M ITIA—LKSA/3—

T—F%TIFv¥—ICRE

AMD HSMP Platform Interface Driver - 2.0 amd_hsmp AMD 7 —FTF 0 Fv—BLT
Intel64 EY N7 —FF 0 Fv—

AMD Platform Management Framework Driver amd-pmf AMD 7 —F7 V7 Fv—ELT
Intel64 EY b7 —F T 0 Fv—
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T—F%TIFv¥—ICRE

Intel TPMI enumeration module intel_vsec_tpmi AMD 7—FF7 V7 Fv—B LV
Intel64 EY N7 —FF U Fv—

Intel TPMI SST Driver isst_tpmi AMD 7 —FTF 0 Fv—BLT
Intel64 EY N7 —FF U Fv—

Intel TPMI UFS Driver intel-uncore- AMD 7—F 77 Fv—64LTV
frequency- Intel64 EY N7 —F T Fv—
tpmi

Intel Uncore Frequency Common Module intel-uncore- AMD7—F 77 Fv—64LTV
frequency- Intel64 EY b7 —F T 0 Fv—
common

Intel Uncore Frequency Limits Driver intel-uncore- AMD7—F 77 Fv—64LTV
frequency Intel64 EY N7 —F TV Fv—

Intel WMI Thunderbolt force power driver intel-wmi- AMD7—F 77 Fv—B4LTV
thunderbolt Intel64 EY N7 —F T Fv—

Mellanox PMC driver mlixbf-pmc 64EY NARM7 —% 570 Fv—
intel-hid AMD7—*% 70 Fv—8B&LT

Intel64 EY 7 —F TV F v —

isst_tpmi_core AMD 7 —FTF 0 Fv—BLV
Intel64 EY N7 —FF 0 Fv—

K6ATZT4 v I RFAIR—EFDMD KF 1 /83—

F—%7IF v —KBRE

AMD XCP Platform Devices amdxcp 64EY NARM7—%77
F + —. IBM Power Systems.
AMD & Uintel64 Ey b7 —

¥TO0Fv—
DRM execution context drm_exec
Range suballocator helper drm_suballoch 64 EY NARM7—x%57
elper F ¥ —. IBM Power Systems,
AMD 8L W intel64 EY k77—
¥TO0Fv—
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Arm FF-A interface driver

NVIDIA BlueField-3 GPIO Driver

IRZAZN—F /N4 2D /O 7 KL A ZEHEE

CS421L.43 Core Driver

CS42L.43 SoundWire Driver

MEI GSC Proxy

regmap-ram

regmap-raw-
ram

regmap-ram

regmap-raw-
ram

regmap-ram

regmap-raw-
ram

ffa-module

gpio-mixbf3

jiommufd

cs42143

cs42143-sdw

mei_gsc_proxy

pwrseq_emmc

pwrseq_simple

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 Ey b7 —
¥TO0Fv—

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 Ey b7 —
¥TO0Fv—

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 EY b7 —
¥TO0Fv—

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 Ey b7 —
¥TO0Fv—

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 Ey b7 —
¥TO0Fv—

64EY NARM7—%77

F + —. IBM Power Systems.
AMD & Uintel64 EY b7 —
FTrIOFv—

64EY NARM 7 —FF 9 F v —

64EY NARM7—F T Fv—

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —F TV F v —

AMD 7 —FF7 0 Fv—8LV
Intel64 EY N7 —FF 7 F v —

AMD 7 —FF7 7 Fv—8LV
Intel64 EY N7 —F TV F v —

64EY NARM7—F 7T Fv—

64EY NARMT7—%F 9 F v —
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T—F%TIFv¥—ICRE

SDHCI platform driver for Synopsys DWC MSHC

NVIDIA pinctrl driver
NXP i.MX93 power domain driver

Intel RAPL TPMI Driver

Mellanox BlueField power driver
NXP i.MX93 src driver

Provide Trusted Security Module attestation reports
via configfs

6.2 B INIZ RS A /8—

RK65ANL—Y RSAN—DEHEE

sdhci-of- 64EY NARM 7 —FFT U F v —

dwcmshc

arm_cspmu_m 64EY NARM 7 —FF 0 F v —

odule

pinctrl-mixbf3 64EY NARM 7 —% 570 Fv—

imx93-pd 64y NARM 7 —FF 0 F v —

intel_rapl_tpmi AMD 7 —F TV Fv—BLT
Intel64 EY N7 —FF U Fv—

pwr-mixbf 64EY NARM 7 —% 570 Fv—
imx93-src 64EY NARM 7 —F T F v —
tsm AMD 7 —*T7 V7 Fv—H LV

Intel64 EY N7 —FF U Fv—

T—F%TIFv¥—ICRE

Broadcom MegaRAID SAS Driver megaraid_s 07.727.03.0
as O-rcl
Driver for Microchip Smart Family Controller smartpqi 2.1.24-046

Emulex LightPulse 7 7 4 /N\—F v ®JL SCSI  Ipfc
NS A/N—

MPI3 Storage Controller Device Driver mpi3mr

74

0:14.2.0.16

8.5.0.0.50

64EY NARMT7—F77
F ¥ —. IBM Power

Systems. AMD & & U Intel
64EY N7 —FT UV Fv—

64EY NARMT7—F77
F ¥ —. IBM Power

Systems. AMD & & U Intel
64EY NT7—=FFTIF v —

64EY NARMT7—F77
F ¥ —. IBM Power

Systems. AMD & & U Intel
64EY N7 —FT UV Fv—
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$£7%Z F A 8E/: BPF #%8E

ZDETIE. RedHatEnterprise LinuxQ D Z DY A +—/"—2 3 v DH—R)LTHIARBEA Berkeley
Packet Filter (BPF) #BEDTL2 ) A NERHLEFT, RICIERDY XA MDEFNET,

o VATFTLBRELETDMODA T ay
o FIAAREATOVZLOBREFR—FINTVEAIL/N—
o FIFATEEA~ Y TDFESR
ZDEITIE, bpftool feature 7YY RKOBEEEMRINZHANEEFNTWVWET,

RINVDATALAREEZTDMOA T3y

AFvav &

unprivileged_bpf_disabled 2 (BHEDL—Y—ICRE I N bpf() syscall, BIEEITERAHE
JTavirR45— 1(B%)

JIT aAv14 S—nisib 1T(HERD W —H—IIR L THER)
JIT a2 /81 5 —kallsyms T4 Z7R— b 10V— hTHE)
EFEI—F—DIT D AT —HIR 528482304

CONFIG_BPF y

CONFIG_BPF_SYSCALL y

CONFIG_HAVE_EBPF_JIT y

CONFIG_BPF_JIT y

CONFIG_BPF_JIT_ALWAYS_ON y

CONFIG_DEBUG_INFO_BTF y

CONFIG_DEBUG_INFO_BTF_MODULES y

CONFIG_CGROUPS y
CONFIG_CGROUP_BPF y
CONFIG_CGROUP_NET_CLASSID y
CONFIG_SOCK_CGROUP_DATA y
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*Foav

CONFIG_BPF_EVENTS

CONFIG_KPROBE_EVENTS

CONFIG_UPROBE_EVENTS

CONFIG_TRACING

CONFIG_FTRACE_SYSCALLS

CONFIG_FUNCTION_ERROR_INJECTIO
N

CONFIG_BPF_KPROBE_OVERRIDE

CONFIG_NET

CONFIG_XDP_SOCKETS

CONFIG_LWTUNNEL_BPF

CONFIG_NET_ACT_BPF

CONFIG_NET_CLS_BPF

CONFIG_NET_CLS_ACT

CONFIG_NET_SCH_INGRESS

CONFIG_XFRM

CONFIG_IP_ROUTE_CLASSID

CONFIG_IPV6_SEG6_BPF

CONFIG_BPF_LIRC_MODE?2

CONFIG_BPF_STREAM_PARSER

CONFIG_NETFILTER_XT_MATCH_BPF

CONFIG_BPFILTER

CONFIG_BPFILTER_UMH
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AFvav &
CONFIG_TEST_BPF m
CONFIG_HZ 1000
bpf() syscall available
RKER7O7Z LY XOHIR available
BRIL—TOYR—K available
ISA HiARAEEE v2 available
ISA HiARASEE v3 available

K72FATELR OV S LAOBBREYR—MIhTWBAIL/IR—

pAR A IN) L FIFAEEAR AL/ —

socket_filter bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_load_bytes_relative, bpf_get_current_cgroup_id, bpf_map_push_elem,
bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol,
bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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kprobe bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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sched_cls bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_vlan_push, bpf_skb_vlan_pop,
bpf_skb_get_tunnel_key, bpf_skb_set_tunnel_key, bpf_redirect, bpf_get_route_realm,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_get_tunnel_opt,
bpf_skb_set_tunnel_opt, bpf_skb_change_proto, bpf_skb_change_type,
bpf_skb_under_cgroup, bpf_get_hash_recalc, bpf_get_current_task,
bpf_skb_change_tail, bpf_skb_pull_data, bpf_csum_update, bpf_set_hash_invalid,
bpf_get_numa_node_id, bpf_skb_change_head, bpf_get_socket_cookie,
bpf_get_socket_uid, bpf_set_hash, bpf_skb_adjust_room, bpf_skb_get_xfrm_state,
bpf_skb_load_bytes_relative, bpf_fib_lookup, bpf_skb_cgroup_id,
bpf_get_current_cgroup_id, bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_sk_fullsock, bpf_tcp_sock,
bpf_skb_ecn_set_ce, bpf_get_listener_sock, bpf_skc_lookup_tcp,
bpf_tcp_check_syncookie, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_tcp_gen_syncookie, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_current_ancestor_cgroup_id, bpf_sk_assign,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_csum_level, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_skb_cgroup_classid, bpf_redirect_neigh,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_redirect_peer, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_check_mtu, bpf_for_each_map_elem, bpf_snprintf,
bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_skb_set_tstamp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_tcp_raw_gen_syncookie_ipv4, bpf_tcp_raw_gen_syncookie_ipv6,
bpf_tcp_raw_check_syncookie_ipv4, bpf_tcp_raw_check_syncookie_ipv6,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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sched_act bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_vlan_push, bpf_skb_vlan_pop,
bpf_skb_get_tunnel_key, bpf_skb_set_tunnel_key, bpf_redirect, bpf_get_route_realm,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_get_tunnel_opt,
bpf_skb_set_tunnel_opt, bpf_skb_change_proto, bpf_skb_change_type,
bpf_skb_under_cgroup, bpf_get_hash_recalc, bpf_get_current_task,
bpf_skb_change_tail, bpf_skb_pull_data, bpf_csum_update, bpf_set_hash_invalid,
bpf_get_numa_node_id, bpf_skb_change_head, bpf_get_socket_cookie,
bpf_get_socket_uid, bpf_set_hash, bpf_skb_adjust_room, bpf_skb_get_xfrm_state,
bpf_skb_load_bytes_relative, bpf_fib_lookup, bpf_skb_cgroup_id,
bpf_get_current_cgroup_id, bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_sk_fullsock, bpf_tcp_sock,
bpf_skb_ecn_set_ce, bpf_get_listener_sock, bpf_skc_lookup_tcp,
bpf_tcp_check_syncookie, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_tcp_gen_syncookie, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_current_ancestor_cgroup_id, bpf_sk_assign,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_csum_level, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_skb_cgroup_classid, bpf_redirect_neigh,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_redirect_peer, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_check_mtu, bpf_for_each_map_elem, bpf_snprintf,
bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_skb_set_tstamp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_tcp_raw_gen_syncookie_ipv4, bpf_tcp_raw_gen_syncookie_ipv6,
bpf_tcp_raw_check_syncookie_ipv4, bpf_tcp_raw_check_syncookie_ipv6,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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tracepoint bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

xdp bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_redirect, bpf_perf_event_output, bpf_csum_diff, bpf_get_current_task,
bpf_get_numa_node_id, bpf_xdp_adjust_head, bpf_redirect_map, bpf_xdp_adjust_meta,
bpf_xdp_adjust_tail, bpf_fib_lookup, bpf_get_current_cgroup_id, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_skc_lookup_tcp,
bpf_tcp_check_syncookie, bpf_strtol, bpf_strtoul, bpf_tcp_gen_syncookie,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_check_mtu, bpf_for_each_map_elem, bpf_snprintf,
bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_xdp_get_buff_len,
bpf_xdp_load_bytes, bpf_xdp_store_bytes, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_tcp_raw_gen_syncookie_ipv4,
bpf_tcp_raw_gen_syncookie_ipv6, bpf_tcp_raw_check_syncookie_ipv4,
bpf_tcp_raw_check_syncookie_ipv6, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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perf_event bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_perf_prog_read_value, bpf_get_stack,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_send_signal, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_send_signal_thread,
bpf_jiffies64, bpf_read_branch_records, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

cgroup_skb bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_load_bytes_relative, bpf_skb_cgroup_id, bpf_get_current_cgroup_id,
bpf_get_local_storage, bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_sk_fullsock, bpf_tcp_sock,
bpf_skb_ecn_set_ce, bpf_get_listener_sock, bpf_skc_lookup_tcp, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns,
bpf_sk_cgroup_id, bpf_sk_ancestor_cgroup_id, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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cgroup_sock bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_current_cgroup_id,
bpf_get_local_storage, bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_netns_cookie,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop,
bpf_strncmp, bpf_get_retval, bpf_set_retval, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

[wt_in bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id, bpf_lwt_push_encap,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

83



Red Hat Enterprise Linux99.4 Y)Y —X/—}

pAR A IN)Y L FIFAREAR AL/ —

Iwt_out bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

[wt_xmit bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_get_tunnel_key,
bpf_skb_set_tunnel_key, bpf_redirect, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_get_tunnel_opt, bpf_skb_set_tunnel_opt,
bpf_skb_under_cgroup, bpf_get_hash_recalc, bpf_get_current_task,
bpf_skb_change_tail, bpf_skb_pull_data, bpf_csum_update, bpf_set_hash_invalid,
bpf_get_numa_node_id, bpf_skb_change_head, bpf_lwt_push_encap,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_csum_level, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_ktime_get_coarse_ns, bpf_for_each_map_elem,
bpf_snprintf, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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sock_ops bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_socket_cookie, bpf_setsockopt, bpf_sock_map_update, bpf_getsockopt,
bpf_sock_ops_cb_flags_set, bpf_sock_hash_update, bpf_get_current_cgroup_id,
bpf_get_local_storage, bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_tcp_sock, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_load_hdr_opt, bpf_store_hdr_opt, bpf_reserve_hdr_opt, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

sk_skb bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_tail_call, bpf_perf_event_output, bpf_skb_load_bytes,
bpf_get_current_task, bpf_skb_change_tail, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_skb_change_head, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_adjust_room, bpf_sk_redirect_map, bpf_sk_redirect_hash,
bpf_get_current_cgroup_id, bpf_sk_lookup_tcp, bpf_sk_lookup_udp, bpf_sk_release,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_skc_lookup_tcp, bpf_strtol, bpf_strtoul, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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cgroup_device bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

sk_msg bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_cgroup_classid,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id,
bpf_msg_redirect_map, bpf_msg_apply_bytes, bpf_msg_cork_bytes,
bpf_msg_pull_data, bpf_msg_redirect_hash, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_msg_push_data,
bpf_msg_pop_data, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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raw_tracepoint bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_copy_from_user_task, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

cgroup_sock_addr bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_setsockopt, bpf_getsockopt,
bpf_bind, bpf_get_current_cgroup_id, bpf_get_local_storage, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_skc_lookup_tcp, bpf_strtol,
bpf_strtoul, bpf_sk_storage_get, bpf_sk_storage_delete, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_get_retval, bpf_set_retval,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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Iwt_seg6local bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_lwt_seg6_store_bytes, bpf_lwt_seg6_adjust_srh, bpf_lwt_seg6_action,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

lirc_mode2 HR— MR

sk_reuseport bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_skb_load_bytes, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_socket_cookie, bpf_skb_load_bytes_relative, bpf_get_current_cgroup_id,
bpf_sk_select_reuseport, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_get_current_task_btf, bpf_ktime_get_coarse_ns,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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flow_dissector bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_skb_load_bytes, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

cgroup_sysctl bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_sysctl_get_name, bpf_sysctl_get_current_value,
bpf_sysctl_get_new_value, bpf_sysctl_set_new_value, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_get_current_task_btf, bpf_ktime_get_coarse_ns,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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raw_tracepoint_wri bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,

table bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_copy_from_user_task, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

cgroup_sockopt bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_tcp_sock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop,
bpf_strncmp, bpf_get_retval, bpf_set_retval, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

tracing

struct_ops

ext
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sk_lookup bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_current_cgroup_id, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_sk_assign, bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve,
bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_ktime_get_coarse_ns, bpf_for_each_map_elem,
bpf_snprintf, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

syscall bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_get_socket_cookie, bpf_perf_event_read_value, bpf_get_stack,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_send_signal, bpf_skb_output,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_send_signal_thread, bpf_jiffies64,
bpf_get_ns_current_pid_tgid, bpf_xdp_output, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_get_task_stack, bpf_d_path, bpf_copy_from_user, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_sock_from_file, bpf_for_each_map_elem, bpf_snprintf,
bpf_sys_bpf, bpf_btf_find_by_name_kind, bpf_sys_close, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_skc_to_unix_sock,
bpf_kallsyms_lookup_name, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_xdp_get_buff_len, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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netfilter bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_task, bpf_get_numa_node_id, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

K73MATRARY Y TOBEE

< v JOEE Available

Ny a [F4A
array =40
prog_array [
perf_event_array =40
percpu_hash =40
percpu_array =40
stack_trace =g
cgroup_array =40
Iru_hash =g
[ru_percpu_hash =40
[pm_trie =g
array_of_maps =g
hash_of_maps =4
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devmap [ZqW
sockmap [=qW
cpumap [=qW
xskmap =40
sockhash =W
cgroup_storage =40
reuseport_sockarray =40
percpu_cgroup_storage =40
queue =40
stack =W
sk_storage =40
devmap_hash =g
struct_ops =g
ringbuf =W
inode_storage =g
task_storage =40
bloom_filter =g
user_ringbuf =g
cgrp_storage =40
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TEBELDIKTBIL—IUDHYFHEAT LR, TOMRER. omprog T4 L7714 TDB|IHE LTETI
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nEaATY RIKBMLULE LR, TOEHICEY, SELinux R 2 —IZIL—ILAYMEIIX 1. omprog D 5|
& LTETINS lusr/libexec/rsyslog 714 L7 ) —ARADETERET 7 1 )LD
syslogd_unconfined_script_t DHFIEDRWVWR A A VICEEFNDLDICRYET, TOFER. omprog
DEFELTETINAZOAT Y REEBICKRTLEY,

Jira:RHEL-11174

SELinux ARY > —IC & Y rsyslogd A FIRX h/za~v > K&RTTX 3

BARTIE. SELinux R Y ¥ —ICI&. rsyslogd 7—E > H' systemctl 72 & D SELinux fIfR I~ >~ K& E1T
TEBELOIKTBIL—IUDHYFHEAT LR, TOMHER. omprog T4 L7714 TDB|IEE LTEITI
Na Y NIFEKBRLFE LR, TOFEHICEY. SELinux RY ¥ —IZ)L—ILASBEIIE ., omprog D3|
& LTETINS lusr/libexec/rsyslog 714 L7 ) —ARADETERET 7 1 )LD
syslogd_unconfined_script_t DHEIRDRWVWR A A VICEEFND LD ICRYET, TODOFER. omprog
DEFELTETINAZOT Y REEBICKRTLEY,

Jira:RHEL-10087

kmod A* SELinux MLS R > —TRfTX N 3

PARTIE. SELinux (& /var/run/tmpfiles.d/static-nodes.conf 7 7 1 JLIZ TS A R— M 1 THEEY HT
TWEHATLE, TORR. kmod 1—F 1 Y 7 4 —I& SELinux YL F LR EF 211 F 1 — (MLS)
RS —TEELAVWARESHY EY, TOFEHICELY. SELnux R ¥ —IC
/var/run/tmpfiles.d/static-nodes.conf ® kmod_var_run_t S NLAEINI N, ZDHER. kmod A
SELinuxMLS RY ¥ —TIEEICERITIND LD ICRY F L1,

Jira:RHEL-1553

selinux-autorelabel 2 SELinux MLS 7R)) & —TZf7Xh 3

BARTIE. SELinux 7R 1) & —(& /usr/libexec/selinux/selinux-autorelabel 21— 1 1) 57 4 —Il 54 R—
oA THEENYHUTTVWEEATLRE, TDHE. selinux-autorelabel.service (£ SELinux ¥ JLF L
NtEFa) T4 —MLS) RY S —TEELGKRZEEELHY T, TOEFHICL

). semanage_exec_t 5 ~NJLH' /usr/libexec/selinux/selinux-autorelabel (ZEMNI 1. ZDiE

. selinux-autorelabel.service #* SELinux MLS R !) ¥ —TIEEICETIND LHICARY F L,

Jira:RHEL-14289

/bin = /usr/bin Z 74 DAVTF A MRAFHI—ILH SELinux R —ICBINXN 3

PR, SELinux AR ¥ —ICiE /bin=/ust/bin 7 7 A LAV TFF XA NEFEEIL—IHINEETNTVEEA
TlLk, ZD#ER. restorecond T—EVIFEL<S<FHELEFHFAT LA, TOEFICLY., R P—IC
TRLTWZIL—ILHEINEI N, ZDFER. restorecond I& SELinux enforcing E— K TIE L < #1F ¢
EIICRYFE L

B

CDZEEIZ, binHONY—VDT77A4INAVTFANFEEFRATEZTRTOA—AHIRY) >—
EVa-IEA—NN—FA1AKLZET,

Jira:RHEL-5032

SELinux RY ¥ —ICIXB MDY —ERETZ TV r—2a VICAT - EEFhTWET

selinux-policy /Xy 5 —2 DI D/N—2 3 VITIFEMDIL—ILAEFNTVWET, FITSFEITAE
(&, sysadm_r O—J)LDI1—H—(FZROIAT Y REETTEBZETY,

e sudo traceroute (RHEL-14077)
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BeE NTEILE

o sudo tcpdump (RHEL-15432)

Jira:RHEL-15432

SELinux RY—HBR QAT 77— L x 7 DIEREZEINT 5

LRETE, Intel VT-d h—RILA T2 3V &FIZ L T Intel QuickAssist Technology (QAT) #E# 5 %
&, SELinux #ERABWEHICEEINTWE LE, TOFEMILY., gat —ERITHER|MEMI N
F9., TOER, QATEZELKEHTESELDICARYET,

Jira:RHEL-19051("]

Rsyslog X omprog Z# A L CRHEOY Y K&ERITTEET

LIFTIE. Rsyslog @ omprog €Y 2 —JLik, HEOHASTOT S AL, HIFEIT Y R2E50 7003
LERTTEFVATLE, TORKR, BEIAST VY RESTRY Y 7% omprog N L THERAT S Z
EIEFFRINTWE L, ZOEHTIE, SELinux R Y —HREINE Lz, AEINK SELinux R
) —EDHEMMARIRT 2701, X9 7T % jusr/libexec/rsyslog 71 L 7 MY —ICEEE L TL

XV, €59 BIZET. Rsyslogid omprog EV 2 —I)LAFAL T, HEIT Y REESLR VY T

HETTEET,

Jira:RHEL-5196

semanage fcontext AY Y RAAO—HILDEBEEZWERFA R RY X LE

semanage fcontext - -C O < > K&, file_contexts.local 7 7 1 JLICREINTWBO—AILT 74
NWAVTFRAMNDEEAY A MKRILET, restorecon 1—7 1 ') 7 1 —IE, file_contexts.local A
DIVHM)—ZHREHLWIVMN)—DOREHVWI VM) —ACIEFICLEL XTI, HUaID
semanage fcontext-1-C (&, TV MY —%fEE>LIEFTY A MRRILTWE LA, LEIEFE Y R
FRERIBEFOR—FICEL Y. SELinux L—ILDOEBRFICEABENFEEL TWE L, ZOEHRICE

). semanage fcontext-l-C &, ZREFWIL—IDOSLREFLWIL—IbAE, BIFESYDIELWIE
FTIL—ILERRTDLDICARYF L,

Jira:RHEL-25263[1

7ty MIED CardOS 5.3 h— KA OpenSC CRIEABIZIRI XL ARYFLE

LRI, B—DPKCS#5 7 7AIVDERZ A 7y NMIEIBAZEAREFET 5 —E2D CardOS53 A1— KR
TlE. 77400 DF vy anELKHELEFEATLRE, THiE, 7274 ILDF vy >ad774J)L
DA 7ty MEOEERL, HRELTEFvYy vy a2aDF—/NN—54 RHIBRYRIN, 7714)LDF+v v
VANLENRT—IDNRIMONDZIEHNERREATLE, COBERT7Y 7AMN)—ATHESLVE
FXhF L, TOEHFHLUE, CardOSS53 H—RIET77MIILDF v+ v aICBALTEEICEMET 3 &
ST hkY F Lk,

Jira:RHEL-4079[]

83. TRV YT avnER

subscription-manager XK ICFERTF A M EFRF LA LAS

RHEL 9.1 LAF%. subscription-manager (332 /EDLIBAISETIRRERZRTLF T, LETE. —8D
EECBRIIIETTVEE) TR BEFORTRICETRRAA v -0 ) —v Ty TEIhEFHATL
foo COBEFICLY., BEFEOKRTEICTIRTOA Yy E—IYMBEUICI Y-V Ty TINET,

DRNSETRRAA v £V 2B LI ENH BRI, ROATY R AALTBEBEMCTERX
ER
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I # subscription-manager config --rhsm.progress_messages=1

Bugzilla:2136694!]

84.V 7 Ny T7ER

librhsm 54 7351 —I&, liborhsm DAY FF—RHTRITINTWBIZEIC. IEL L /etc/rhsm-
host A IRT LIICHRYVELE

librhsm YT F—RTEITINTWBIHEA. libthsm 5414 75 —I&. CAGIRAEAD/NRIETEFE
% Jetc/rhsm H* 5 /etc/rhsm-host /XA ICEX#Z F9 ., LIAIE. XFHNREOBEZEWICEL Y, librhsm
I& /etc/rhsm-host-host & WD R 7 EEEREARL TWE L, COEHICLY., COMBIFEBES
1. librhsm 54 75 1) —4° Jetc/rhsm-host & WD IE L WEEEREART LD ICAY F L,

Jira:RHEL-14224

systemd & librepo DEB L 7= /runjuser0 74 L7 MY —%2IEL<KEEBI B LS ICRY I LE

LARIIE. root TAJA ¢ BHEIIC Insights 7 54 7~ M5 librepo BEMNFUOHIN S

&, /runjuset/0 T4 LY N —hBES A SELinux AV TF A MY A TTERINZHZEDHY F L
o THITEY., rootHhSDATT7 0 MEICsystemd BT A LI M=% )=V Ty TITHeh
TEFEHATLEL,

ZOEHFICLY, librepo /Xy I —T Ik, SELinux R ¥ —TERZINLET 74 MNDT 74V RT
LDZRIAFFIN—IVIZHES T, TIAILNDENRY A TEHREST DL ICAY E L, ZDHE
R. systemd (& librepo DER L 7= /runfuser/0 74 L 7 M) —A2EL<KBEBIT S LDICRY F L1,

Jira:RHEL-11240

systemd (& libdnf D*ER L 7= /runjuser/0 74 LV M) —%ZIELK BRI B LIICRYFLE

LARTIE. root TAJA ¢ BHIIC Insights 7 54 7> M5 libdnf BENFUOHEI NS

E. /runjuset/0 T4 LY N —hBES A SELinux AV TF A MY A TTHERINZHZEDHY F L
o THITEY., rootHhSDAT T MEICsystemd BT A LY N —% 0 )=V Ty TITHeh
TEFEHATLEL,

ZDEFICLY, libdnf /Xy 5 —2 1, SELInux R P —TERBINLT 72V ND T 7MY AT A
DIZRIVFFIL—IIZHES T, TI7AIVNDERY A THERET DL DICHRY F L, TORE
R. systemd (& libdnf 2*ER L7 /runfuser/0 74 L 7 ) —%ZE LK BET LD ICRY F L7

Jira:RHEL-11238

dnf needs-restarting --reboothint A< > Ki&, CPU~Y4 /00— KRZ8H I 57/-HICHEE %~
WEIDLIIRYFELE

CPURA 70— RERL2ILEHTZITE. YRATLABRETIHENHY £, LaNE. BHFI
N=CPUTA4 -7 03— KF%2EL microcode ctl /Ny —2 %4 VA RM—)L L7 EZIC, dnf needs-
restarting --reboothint < > NIZBEEZHE LFEATLE, COEHMILY., TOMBEIFEBIES
1. dnf needs-restarting --reboothint [ CPU Y4/ /00— K2 BEH T 2 7-DICHRHE#HET S &
DICRY F L7

Jira:RHEL-4600

85. T IBELVIANTYRZA Y=
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BeE NTEILE

top-u AX Y K&, 7OEREAEY —JRICHERTFAZEXZIIC, PR EH 12070 %
KR¥TBLIICBYFELE

DaTIE, -u<users /X5 X —4 —%IEEL Ttop AV Y KERITTHHEIC, user AT Y RERITLT
WEA—H—E BB >TVWEIGE, TOEREATY —JBICHEREZZHDICMEF—%2#HF &TART
DTOEZAINEATWE L, COFFHICLY, topaA~T Y Ridk, 7OEREXE) —|BICHEREZ S
EFIIL. MR EBIDDTORRERTTDLIICRY FE LE,

s

H—YINDLEBERET DD, IRTOTOCVANRTIINEHITTIEHY FHA,
BRELIIZR7O-ILT2E, BRYDTOEANERRIINET,

Jira:RHEL-16278

ReaR . BIOS BL T UEFI 7—hO—49—D@ADA YA F—ILEI N TWBIFAIC. BIOS
T—hNO— 45 —DEHEERETDLIICRYF L,

BIETE. AN T Yy RT— hO—4 —BE(UEFI & & U BIOS)T UEFI A8 IC RS hi- 158,
Relax-and-Recover (ReaR)IZ UEFI 7— b O—4—D#%1Ex L. BIOS 7—hO—4%— B TINZE
HFATLE, IhICLY, Y RF ALK BIOS 7— hO—4—TI&% <. GUID Partition Table
(GPT). BIOS Boot Partition 288 2 &ICY F9, ZORRTIE. ReaRIFL RAFa—A A=Y D
BICKB L. rear mkbackup % 7z rear mkrescue X Y REFERLTNY I 7y TELIEL R
Fa—AA—VEFERLLIETRE, ROIZ—AVvE—IDBRFIINTEBLTVE L,

I ERROR: Cannot autodetect what is used as boot loader, see default.conf about 'BOOTLOADER'.

SEIOEHICLY., ReaRIFUEFIH L BIOS 7—hO—49—OWAIEET DI 5L, Zh
5 %185t L. GPT IC BIOS Boot Partition DY XAF AL LE®D BIOS 7— hO—4—HFELLWGZGE
KRB LERA, ZTORER. "M 7YYy RUEFISLTUBIOS 7—bO—4%—ty N7y TEEALY
AT LWL, EBEINY Ty TELVETTETET,

Jira:RHEL-16864L1

ReaR (&) h/5Y —d(C logbsize. sunit. swidth ¥V hA S avaFRALASAY FLE

LARTIE. MKFS_XFS_OPTIONS s2E%Z{FHA L T, TTD/NNIA—F — & (FR/Z/X5 X —%—T XFS
774NV AT L%EBITY 23546, Relax-and-Recover (ReaR) I&, TtD 7 7 A IV AT LICIFEAT
FZLDDEFTINET7ANYRATLILIRBEBRATERWIY VY MF T aVvEFERLT 20774
WORTLEIDYMLTWE L, TORER, ReaRHM mount A7V RARTLALEZIL, T4 RY
LAT7 77 NOBEKRIERBL, RODIZT—AvE—IUNRFIINTWE LA,

I wrong fs type, bad option, bad superblock on and missing codepage or helper program, or other
error.

A—xOTIIE. ROVWTHHIDA Yy E—IBARRINTVE LT,
I logbuf size must be greater than or equal to log stripe size

I alignment check failed: sunit/swidth vs. agsize
CODEHICEY., ReaR IFBERINIXFS 7 7 A IVV AT LAY IV NT B EX

IC. logbsize. sunitt &LV swidth~v o> b 7o avaFRLACRYES, 208
R. MKFS_XFS OPTIONS 2 EAFEHAI5E. T1 AV LA 77 NOBERIKIIL XTI,
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Jira:RHEL-10478[1

ST DAYT—I YA XIDRNEWS AT LATReaR Y ANY =DM LA RY F LE

LIETIE. ReaRE. YV T—ILAEESL ILVMARY 2a—LTIN—TDLA 79 N RETEEXIC. T
A9TF—FR) 2a—LDYA XEREFELTWEEFAT L, YRATADRT 7L MNUANDT—IL X %

F—IH A X EFALTWEBEETE, ReaRIZ) AN —BICTF 74 YA XTT—ILEBERK L
TWE L7,

FOHER., TDT—IAYT—IHAZIDNT T4 M YA ILYENIL, RY a—LTI—TITZE
SEENBWGEE., YVATLADY AN —EFICZLA T NOBERNKBEL, ROBFIOLI Ay -
MrAOJICEEINTWE L,

I Insufficient free space: 230210 extents needed, but only 230026 available
T, UTFZEETLET,
I Volume group "vg" has insufficient free space (16219 extents): 16226 required.

COEHFICLY, VAN —BOYVRAT LD, TOVRTFLAERYAZXDAYT—FR) 2 —LEZD
EIICRYFT, TOBER, DV T—ILDAYT—=HH A XHNNEIL, R 2a—LTI—TIBIMDZE
TEEA WS AT LD AN =D, EEICETLET,

Jira:RHEL-6984

ReaRiE, LAF 21— RAFLE) ANY—ENT AT AT NetBackup @ bprestore A¥ >/
Rhoon/zFEIdESCBYELE

LAATiE. NetBackup #t& (BACKUP=NBU) =¥ 2355, ReaR (&) #/3!) —BFIC, bprestore Jv
YROLDOVEMRTEICHIRINDTA LI M) —IZEBMLTWE LA, I5IC, ReaRiF, a7V
NIZE o TERINBMOO %2, YAN) —INEIRTLOD
/usr/openv/netbackup/logs/bprestore/ 71 L 7 ) —ICRTFELTWEHATL,

ZOFER. ) H/\1) —BFIC bprestore IY Y RWVKRBLABEIE, dFLE-DATPavaigELT

rear recover 17 Y RZRTLAWRY., OJEFHBRINTWE LA, 51 VAN —DEEICTE

T L73B & TH. /usr/openv/netbackup/logs/bprestore/ 71 L - ) —E T 0O VIS HEEIRICKD
h, AETETFEFHATLL,

ZDEHICLY. ReaR Idbprestore ¥ KOOV %, L XF 21— 5 LD /var/lib/rear/restore
TALIMN)—ICRETDLDICAYFE L, OFIE rearrecover XYY RAERT L. LR
Fa1—PYRTLD’BEBITZ2ETRFINE T, PRTLDNYANY) —IhFE. ISRZBPEI’ Y
ERIGEICIHEA T, /usr/openv/netbackup/logs/bprestore/ D3 X T DO J A /var/lib/rear/restore D
074 & & $1C /var/log/rear/recover/restore 74 L2 M) —ICOE—3NhF T,

Jira:RHEL-17393

FREZ 74T TMPDIRZEHBIHREINTWSBIZFA. ReaR I AN —dhiZKBLAEL Y
LKL
LATIX. ReaR ®F 7 # )L NE&E 7 7 1 )L lusr/share/rear/conf/default.conf IC (Z XD FIEHNEEEH I
TWZE L7,

# To have a specific working area directory prefix for Relax-and-Recover
# specify in /etc/rear/local.conf something like

#

# export TMPDIR="/prefix/for/rear/working/directory"
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BeE NTEILE

#

# where /prefix/for/rear/working/directory must already exist.

# This is useful for example when there is not sufficient free space
#in /tmp or $TMPDIR for the ISO image or even the backup archive.

LEROFIBIFEL#ELFEATLE, Thid. TMPDIRZH AL A ¥ 1 —BIETCHELCEEF>TW
7272 TY, TMPDIRZEHTCIEEINALTA LI M) —DBLRAF2—AA=JIIBEELAWVGE., 0D
EIEAEYTL L,

TORR, LAFa1—A A= %EFH LA EZIT, /ete/rear/local.conf 7 7 1 )L TMPDIR %% E L
TIVRR—=ITBE, ROIZ—DEELFLL,

mktemp: failed to create file via template '/prefix/for/rear/working/directory/tmp. XXXXXXXXXX'": No
such file or directory

cp: missing destination file operand after '/etc/rear/mappings/mac'

Try 'cp --help' for more information.

No network interface mapping is specified in /etc/rear/mappings/mac

F7-I&. rearrecover =T 3%&, ROIS—TETFrEILET,
I ERROR: Could not create build area

SEDEH T, ReaRIFIL A F 1 —EBIETCTMPDIRZ#H %27 ) 735L5I1CAY E LA, ReaR

I%. /etc/rear/local.conf TEHMNBREINTULBEDNEIDNEMRE L., ZEHEAREINTWVWIIHEIFES
HAL 9, /usr/share/rear/conf/default.conf RMD I X~ MMIZE X Hh, TMPDIR %
/etc/rear/local.conf TERET 2D Tl <., rear XTI 3FICRIEANTERELTCIVIRAR—bT B &L
I/ TRTBELOICRY F L,

/etc/rear/local.conf T < > K export TMPDIR=... #ffH 9% &, ReaR IZIRDEEEZHALET,

Warning: Setting TMPDIR in a configuration file is deprecated. To specify a working area directory
prefix, export TMPDIR before executing 'rear'

TR, SRALEZETY AN —DRHILET,

/etc/rear/local.conf R EDBZET7 74 IV T TMPDIR 238 F 9 2 2 & (I FEHEE Y, T OBAEIESE
DY) —ATHIBRINZET, KH YIS, /etc/rear/local.conf 15 HEREEHIFR L., ReaR ZMEUH T
BIICEBENTTMPDIR 28 EH L UVIT VIV AR—NT B EAMELET,

Jira:RHEL-24847

86.rvy ND—7
wwan_hwsim (& kernel-modules-internal /Ny 5y —JIC&Fh b L5 ICRY X LE

wwan_hwsim A—RJILET a2 —)bid, T4 YL REERY bT7—2 (WWAN) 71N R%&FEATHIF
TFERRXYNTI—=I2F YA %EDIal—2arvBLUVOTANTZO0T7L—LT7—0%R#LE
9, LLEIIE,. wwan_hwsim (& kernel-modules-extra /Xy ¥ —> O—#TL7%, LAL. ZDYY—2
Tl&, AkDEAOMHDI—T 1Y) 71 —HE FN 5 kernel-modules-internal /Xy r—J [CRE L &
L7zo PCIETLD WWAN #EEIXZ AT/ OV —TLEA—THBIEITEFELTLEIY,

Jira:RHEL-24618[1

xdp-loader features A< >~ RAHAFH@Y ICEMES 2L HICRYELE
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xdp-loader 1—7 1 ') 7 1 —I&, libbpf OLFIO/NN—Y 3 I LTIV NNMIILIhTWELE, %
DFER. xdp-loader features (T > —TERB L TWF L7,

Cannot display features, because xdp-loader was compiled against an old version of libbpf without
support for querying features.

IDA—=FT4YYT4—E ELWIibbpf X—= a3 VIIHLTIAVARAILEINELIICRYFE L, ZD
BR. AV NIHBFEBYICEFET LD IRV FH L,

Jira:RHEL-3382

Mellanox ConnectX-5 7 ¥ 74 —»' DMFS E— K CEI{Ed %

PEiE. 41—y RRA v FTFNAZXARZA/NX—FFT)L (switchdev) E— RAFRAL TV & X
IC. ConnectX-5 74 74 —DF /N4 ABE70—XF7Y V%Y (DMFS) E— KRTREINhTW3S
E.mix5 RSAN=—DRBLTWE LA, LEDF>T. ULTFOIS—AXyvE—IHMNRRIINTULEL
7o

mix5_core 0000:5e:00.0: mIx5_cmd_out_err:780:(pid 980895):

DELETE_FLOW_TABLE_ENTRY(0x938) op_mod(0x0) failed, status bad resource(0x5), syndrome
(Oxabe70a), err(-22)

FDHER, ConnectX-5 74 9 —DT77—L9TF7/N—2 3% 16353006 LIEICEHFT &, T
S—AyvtE—VR@FRRINLGLLABYET,

Jira:RHEL-9897!!]

8.7. h—=xI

crash IZ/X—2 3> 8.04 ICYR—2R

crash1—5 14 )T 4 =M= 3280417y T L—RIh, NTEEIEFEMINE L,
FREEIIRODESY TT,

o H—XINRZy IVRIINRZY IDREL TWARWLWCPUNMBIEICKBLEBZGED, BT AYT—
vavEREBELZE LKL,

e panic_on_oops N—RIL/INF X =85 —PNEPRIFE. EXLAIZ—DPELCTEA—FRILIZY
IBRELTVWEEATLE,

e crash 1—7 1! 5 4 —I|&. CONFIG_SLAB_FREELIST HARDENED=y ;%4 7~ 3~ CO
VIR ILINTEA—FID, Ny PalbInicT7Y—)RARNRA VI —EBNHRLELA
TLl7,

¢ N—RIVEV2A—-IDAE)—LATUMNREZEELI LA, TOEEICLY, crash 1—
TAUTA—DXEY—EEOERE L YFEYIIFT2HIC. module_layout H°
module_memory ICEZX#bHY FE L/, TOEEZITHAWV E, LTOLIBRIT—Xvt—
Tty aviEREBTEER A,

crash: invalid structure member offset: module_core_size
FILE: kernel.c LINE: 3787 FUNCTION: module_init()

Jira:RHEL-9009

tuna ¥, HEICH LU CGUIAEEILF T
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BeE NTEILE

PEniE, 73 RARLTtunal—71 Y74 —%ET9%&, GUIBEILTWELE, T4 2R
TLADHDIHE. COEBEIREZFLVWEDTLE, HDFE, TAATLADRVWITY VO tuna 1
BT LEHATLRZ, TOEHICLY, tunaldT 1 AT LA DHBENEI I EREL., ZhIC
ISCTGUI RBETZEIDERETBLIICARYFE L,

Jira:RHEL-8859']

Intel TPM F v THAELLLMHEIN B LSS

LARTIE. AMD Trusted Platform Module (TPM) F v 7O/ JIEIEDELREIFSED Intel TPM F v FIZH
HEERIFLTVWE L, TOKER., RHEL FZFFED Intel TPM Fv TR TEFEAT L,

CDEHTIE. AMDTPM DNTEBENHRETINFE L, TOHR. RHEL (X Intel TPM Fv A IEL
<HMETDELIICRY FL

Jira:RHEL-18985!1]

VMD BEBMICE > TWBIgE. RHEL IXLLEIIE NVMe T4 RV 2B/ TEX b o1

RSAN—%Yty NELIZFET7Y v F935E. Volume Management Device (VMD) K X 1 >/ [ LART]
Y 7h) Yy RENFEATLE, TORBR, N"— ROz 7@ TNNA A=BICHRE L THETEZE
HATLE, COEHMICLY, HICH—N—%ty T 2EIPRBIIUERET B EZIC, VMD
DEMR>TWBEARL—FT A VIV ATLADNNMe T4 AV EELLLRB#TEELOICARYFEL
7=o

Bugzilla:2128610("]

88. 77AINVATLBLUVANL—Y

multipathd I&. ¥ 1 —ICANTShI=FRKBEBD I/O 2 FH DT /N\M R EZEFEICHIBRTES LS ICR
YE Lk

P&, multipathd I< > N, 734 X% HIBRS 2 E1IC queue_if_no_path /X5 X —4% — % f&4fIC
LEBATLE, 2OLDREIMEIE. Fa—ICANONEZRLED I/OD, =T 4>3VFNLAT
FIRLSTIVFNRRATNA ZBRICH L TEET 2HEZRWTHAIRET L, #RE LT multipathd
DNV TL, RIVFNRRATNA ZEHFTERR>TVWE L, TOFEFHITELY. multipathd

l&. multipath -F. multipath -f <device>. multipathd remove maps. multipathd remove map
<device> R EDHIRIT Y NERITT BRI, Fa1—AVTEEBMITEEDICRYF L, ZTOHE
R. multipathd [, F21—ICANSNERLED I/O ZR/HDOTNA AEZERBICHRTE 2L DI Y
L7,

Jira:RHEL-4998l(]

dm-crypt 8 & T dm-verity 7/31 2D
no_read_workqueue. no_write_workqueue. try verify in_taskle 4 7’ 3 V(3 — BRI HESIC
BoTWFd

LETIE. no_read_workqueue  7z|& no_write_workqueue & 7> 3 VA FH L TER I iz dm-
crypt 7/34 R &, try verify_in_tasklet # 7> 3 V& EH L TER I e dm-verity 7/31 R IT& -
TAE)—BEIRELTVWELEL, ZTORR, SUYLICA—RILAE) —HIBIEL, IFIFLHY
ATLDBEIRELE L, TOBFHICLY, IhH5DA T a VIE—RFHICEMICRYET, 20D
BEICELY., —Z0D7—%2 00— KT dm-verity & dm-crypt D/X7 # —< Y ADMET T 2 AEEMENH B
ZEITFRBLTLETWY,

Jira:RHEL-23572[1
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Multipathd (X7 /31 ADE>TI/0OEFa—A VL TVWRWHIAF Vv ITBELIICRY X
L7

PEIE, ROFHETTIE, RIVLFRATNRA IR (KRBT B EIICREINTVWEILEIDNDST)I/O
DF¥Fxa—AVJ7%=BRLTVWELE,

o TIF/NRAFNA RIE, queue_if no_paths /X5 X —4 —TCEBOBATICREINFE L.

o EMERDIAZDRL, 1/ O&EFa—A VT LRLBRFNRATNA AN, TILFIRATFTNA R
MHHIFRI N,

SEOEHFICE HEMEEINFE Lz, TORR, T2 —a VI EMEIN, FHAIBER/NZD
&mhﬁtﬂzﬁm%*ntﬁu\7»%A17A41mvow#1 A1V EBRLALARYEL
7=.

Jira:RHEL-17234["]

nvmf_log_connect_error S5 DEHE LTV k) —DHIER

PAiiE, EaIy hYx—YI5—I& Y, nvmf_log_connect_error A—XJ)LEBTCAOI Ay 22—
MRYBINTWE L, TORR. 77 7V v VILERGINATEREXEY—IIRTL R
(NVMe) /31 ZUZHA— IV R T ERh > 7215E. Connect command failed X v — A 2 A%k
TINTWE LA, COBEFHICLY, BEELAOTAYE—IUDNA—FRILHLHIBRIh, T5—T&IC
1207 Ay E—YDHINRRIINDLIICRYE L,

Jira:RHEL-21545("]

LR OBMCHIBREICH—RILD ISy a iKY FLE

LafiE. NVMe ZEIEEAREBCEMINAEZVEIRINAY T2&. ARIZEAEZTO0—-T9570I1F
AXIhzEHKELAZITY ROBI, BEIEBESEATWE LA, BEDT—ATIE, A ML—YEFIE
invalid namespace T5—%iRX ¥, Kb UICEOTED SNy 7 7—%RLE LI, TOHE
R. divide-by-zero IC& > TH—FRID I Sv>alF Lk, TOEFHICLY, H—FRIIE. AL —
TITH L THRITI NI Identify Namespace T — 9 S ICH T R IGENODT—F ZREET B £ D ITAR
VE Lk, TOHER, A—xNWEFI2 5y >a LR RYF L,

Jira:RHEL-147511]

T—I9TNAZADHF LBV HTONAEI S a VHIBENICBEANIhE LS ICRYILE

LARIIE. Stratis 7—ILDMEERI N E &, T—ILDF LW —2a Vv %EYETE I ENTRETLE, L
ML, FILCEYHTONE) —Yavid, URICEIVETLOhA) —Ya v EELKEANLTWEY
ATLT, TDH, sysfs D SSF &~ F—IL®D lignment_offset 7 7 1 JLICH B EOUADT Y b
J—&&HIT, N7 —XVAMPMBTT2AEMEAHY F Lk, TOEHFICLY, T—IDHEEI NS
ECT=AIATNARADHF LLEYHTO AL =23 vd, UaNcElYETohi) —Yay &@thic
BIHTDLIICRYELL, TORER, "7+ —IVADETIXMETET., sysfs >V F—ILDA
lignment_offset 7 7 1 JLICEOUADI Y N —EHY FH A,

Jira:RHEL-16736

letc/stab ICY 7> hIRA4 >~ b &E LT NVMe-FC 7/ R%&BIMT D&, VAT LADIEEICEE)
43

L RiIIE. nvme-cli nvmf-autoconnect systemd #— E X DEERIDEREIC & Y. Non-volatile Memory
Express over Fibre Channel (NVMe-FC) 7/31 X % Jetc/fstab 7 7 1 LD T > hiR4A >~ ~ & L TEM
THE VATLDWEBETEIFHEATLL, TORR, YATALARERE-—RICA>TWELEL, D
BHICEY,. NVMe-FCTNA R%&ET DY MLEEIC, YRATLDPBBACESNTZLIICRYFL
7o
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BeE NTEILE

Jira:RHEL-8171L"]

ARLV—FT A VITIRTLDA VA M —=ILHIC LUNBERRIND LIICHES

LARIE, %FICiSCSIIBFT (Boot Firmware Table) ICHREINT WS CHAP (Challenge Handshake
Authentication Protocol) ZREEIC & % iISCSIN— Rz 7A 70— RABE{RT 25E. Y RATLE 77—
LYY —ADNSDRAEREFALTVWERFATLE, TOER. 41 VX M—JLHIZiSCSIOY A
YINREL F L7

udisks2-2.9.4-9.el9 7 7 — L7 T PERAIDBIEICL Y. TORBIRERIN, 41 VA M=ILBLVHE
BHFICLUNDARRIND LD ICRY F L

Bugzilla:2213769!]

8O. B AMELVITRY —

-force 157 L A2\ tIs & & T keep_active_partition_tie_breaker 7 # —5 AT /Xf XX T 3
VD%

DN, 92— LT NARAERETDEXIC, ~forceF TV aVAEIRERTICI A —F LT /NA R
ET )L net D tls & & U keep_active_partition_tie_breaker + 7> 3 VAR ETEZ I ENTEFHA
TLlhk, COEMLY., ThHDAF T aVEHRET ZMIC ~force ZIEET 2VENMRCARY FL
7=

Jira:RHEL-7746

90—V VY —RABIUNRY VY Y —ADBES LI UTRILICEYT SBEEIMEEI NI LE

CONTEBEICELY., RYRILINEYY—2&E90—V )Y —AOBECET 2 2 DOHIRIRE X
hi_a—o

o I—H—HNNRNYRILINLYY—RENVRNILHILRBEILLDELEY, NV RILATORET
ZEELEDELEYT SR E, pes A RIEERL TWE LA, LAL., TOHIKIENRLH
VEHATLE, CDEH, T53—AvE—IDRRRINTEIIEKBRLTVWELE, ZDE
EIZE&Y, pesid. N RILEINEYY—RDNRY RILHSDBENPY, NV RILIh)Y—
ZADEEAFAT LR BRYE L, 2. NV RILINEYY—RENY RILHASBETEA
W EHERTIS—AvE—VEHATEEIICAY F LT

o 1I—H—HMNURNILYY—RFAiFr7a—v)Y—R&BELLIETEBE, NVRILYY—
AFEEFI/O-—2VIVY—REBETERVWIEERT IS — Ay E—INKRRIN, pcs A&
TLTWELAE, TOEEICELY. move AR Y ROWREENEMINET, 70— Y —2R
BLUONYRLYY— Z%%ﬁf*é&vhﬁUibtoﬁm V)Y —REBENT BIHE.
JO0—VDA VAV ANEBEITINTWVWSIEEIE, B/ —NEBETH2HLENrHY F
T, BEITZZDIEL T AT DDV RILDHTT,

Jira:RHEL-7744

pcs status A7 Y FOW AL, HRUNOBIWICET 3ESEIFRRIIN A< ARY I LE

Hanld, 25289 =)V —R%=%ET % & —RFHNQIBAOFEIRAER I N, SINOBERN M I 1%
T% pesstatus AV Y RICE > TEENRTIINTWVWE L, TOBIEICEY., pesstatus ATV K
EHIRI N OFIREZRA L. I Y RHAIKEEXA v I PNERIhAR<AY F Lk,

Jira:RHEL-7669

SBD 7 x>V TCHELRIZGA. auto_tie breaker 7 # —S LA T a v EEPICTI R
YIELL
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DETE, SBD 7z VYV IDELKHEET 57U 5 XY —5XE T auto_tie_breaker ¥ + —5 L
T avhERIGAETE, pcs TIDA TV a VEEMIITZIENTEE LEL, TOBEILLY,
SBD 7 =¥ v Tauto_tie_ breaker + 7> 3 VA BMILT INEINHDV AT AT

auto_tie breaker ZEMICL LD ET D&, peslEIT—XvE—VURERTDLIICARY F L1,

Jira:RHEL-7730

810. BT O/ S IV /EE, WEBH—N—, BLUT—FR—2H—
JIN—

DAV YRY M) —DIZGAHNAERKBO—H AL THREINTWSIFE. hitpd IFIEFE ICH)
ELEY

L R, Apache HTTP Server TIEFFRIED— (LocationMatch 72 &) % {8 L T Distributed
Authoring and Versioning (DAV) ') /RY M) —HEEEI N TUW B E. mod_dav httpd €2 2 —JLE/
ZEMNBYRI M) —DIL— M ERFETCEEFHAT L, TOHER, httpd & — KX—F 4 —7ON
4 ¥ —(Sub-version ® mod_dav_svn E2 a2 —)LR LD VTR N ENEBLEFHATLE,

ZDOEHFICL Y. hitpd.conf 7 7 1 JLDF L\ DevBasePath 71 L 77«14 7%=ERAL T, YARY b
)—DIL— MR EFETEDLIICRY F L, UTFICHlERLET,

<LocationMatch "/repos/">
DAV svn
DavBasePath /repos
SVNParentPath /var/www/svn
</LocationMatch>

Zhic&Y. DAV URY N —DFAAHNERKRBO—HE2FAL TEEINTWSIHETEH, httpd (&
DOIRAMNZEBICNELFT,

Jira:RHEL-6600

8N IVNRAS—ELUVHEFEY —I

SATALTY T — ROHEREIC Ideconfig 7 v a LB AYFELEL

PEIE. YRT LTy 7T L— RO, /ust/libbd T4 L7 KN —IlKRIhETRATE2REzES T
Uy MNENETBRERIC, Ideonfig 1—T 4 T4 — D EIAVT—2aVERTFHETKRT LTWL
Flh, COBEFHICLY., Idconfig (L RTLDT Y 7L —RAILEZAFhA—BEI7 71 ILEEER
TEEIICRYFELE, TOHER. YRATLT7 v 77— RKOHhEEIC Idconfig i’y 5 v > a Ll
BmYFE LK,

Jira:RHEL-14383

glibc & malloc 7Y —FDFa—=—VJICEEINTOLy Y —DHEFRAT LS ICRS

PR, glibc ldAL Y RTEDCPUT 714 =714 —<Y AV %ERLT. malloc DK7Y —F#%
AELTWELE, ZTORER, ALY RTPI4ZT4—XRAIVEVATLARND CPUDNISRY Ty
NICKHIERET D&, RO 43—<T Y RAMMET T 2EBEMLDHY T,

glibc &, RAT7 Y —FHERETDLDIEREINLZ CPUDHAFERTZLOICEREINFELEL, %
DIER, ALY RTEDCPUT 74 =ZT 4 —RRAIDEIRINARETETINTWEIBEETE, 7
TVr—2aviddVEBL D7) —FAERTE0H, N7 4—TVRADETIEREELLLSARY ET,

Jira:RHEL-1715711]
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BeE NTEILE

KEFREFROY A VIVICER I BZHEA TV Y Ml diclose 237V 5r—>aveED
glibc Bt m ELF L L

LARiIE. glibc @ diclose B# % M L TIRERGRY A VIILAOHREA T/ 42 7v0—K$ 3
ELEFDATVTIOMDELFTRNS V=D, DI RTDA TV A7 O—RKINBET
MUOHINABAWGELRHY E Lz, ELFTRANS V9 —DERTHIELRZZET, PV r—>3 VT
ISy a1vTOMDIS—HIREELF LA, ik, RUICT7yA—RNLEEEF T NOKE
BRA T TICHE LRI N TWB I ENRATL &,

ZDEHFHTIE, glibc BMEEIN, MO ELF T A NS V9 —%RTI 31, 7YO—RT3EHDS
TYVTYIVRDELFTAMNS VA —5UHETLIICAYE L, ZORR. KERB/RY A Z7ILICERK
TEHEA TV MIdiclose #FAT27 T r—>aveEDEBRENIEEL. 75y Y ahHEE
LadiaY FE Lk,

Jira:RHEL-2491[1

makelX T4 LYV M) —DERTEBELLLC 1S

LIRTIE. make (FETLEDELTWBETHARET 7M1 ILH. ERICEITARE I 7ML THD I &%
BLTWFEFHATLE, TORBR., RNRIETHARETI7MILERLCARIDOTA LI N —DEZThTW
31546, make IEIXHYVICZDT ALV M) —%RTLELDELF L, TOEHICEY. make &R
TR 7 7AWV ERRT D EZICEBMOF v I %TILIICRYE L, TDHFER, make &7 1 L
JhN)—=RfTLEDELARLCAY F LT,

Jira:RHEL-22829

glibc 74 RXFEZAHNRT+—<v 2V ADAEL

LUAnE. glibc @74 K stdio A b —LAERTIE, T74INMDONY T 7—H A XD T4 RXFOE
FRAAREICTTDRREITH D EWEHEHONT. KDYIC16 /X1 bDTH+—IL/Xy VXY 7 7 —HE
AINTWEED, RI7A—IVRAILEBXEIHYE LEL, COEHFICLY, Ny 77 —FEMEEX
N, EXRAINY 77 —2EPFAIND LD ICRYFE L, TORER. glibc 71 RXFEEZAH/N
TJ4A—<VANELELET,

Jira:RHEL-19862L1]

glibc getaddrinfo BIZH% ncsd ¥ ¥ v ¥ 1 tEREZE L SiAMB L HICh B

LIafiE. glibc @ getaddrinfo B D/ 7 IC&Y. YA M7 KL RIEREEFRICEDERNRIND Z
EHYFELE, COFEHFHICLY. getaddrinfo EHABEIN, nesd Fv v a1T7—9%ZELLEHR
AHEY), BTEDEDICARY, BRELTELWZ FLRABHRMIMBRIND LD ICARY F L,

Jira:RHEL-16643

KEFREFROY A VIVICER I BZDHEA TV Y Ml diclose 237V 5r—>aveED
glibc Bt m EL E L

LARTIE. glibc @ diclose B# % R L TIREBRGRY A VIILAOHREA T/ 42 7v0—K9 3
ELEFDATVTIOMDELFTRANS V=D, DI RTDA TV A7 O—RKINBET
MUOHINABAWGELRHY FE Lz, ELFTRANS V9 —DRTHIELRZZET, PV r—>3 VT
ISy 1 TOMDIS—HIEELF LA, ChiE, RUICT7yA—RNLEEEFT TV NOKE
BRA T TICHE LRI N TWB I ENRAT L,

ZDEHFTIE, glibc BMEEIN, MO ELF T A NS V9 —%5RTI 31, 7YO— KRNI BEHDS
TVTVRDELFTAMNS V9 —5UHETLIICAYE L, ZORR. KERB/RY A Z7ILICERK
TEHEATV Y MIdiclose #FAT27 T r—aveEDEBRENFEEL, 75y Y ahHEE
LaciaY Lk,
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Jira:RHEL-12362

v vy 1AWHREROARA—BUC LY ncsd DREINEKBML L 2D

Danld, k¥ v v a7 74IVADF vy ¥ 2 BHHRERS—BE L TLWARWE®, glibc Name
Service Switch Caching Daemon (nscd) DEEENICKK T 2 AIREMEAHY F L7z, TOEFHICE

Y, nesd Z9 1 I VIERIFI—BLTVAVWF vy 2TV MY —%HIBRERELTY—2 L. R
FYTETBEIICRYE L, TORBR., Fv v 2 BWHERBEBROF—HICL Y ncsd DEENH KK
TBIEN R RY F LT,

Jira:RHEL-3397
—&BLtaELglibc ALY KO—AILAML—INRTA—T VR

g, glibc ¥4 F+3v o) vH—I&, diopen() B FERALTTLS 2FO>HEAF TP/ M O—
FInhikER. FEDAL v |\“I:I—73)l/7\|\l/—°/“(TLS)X&?—’yﬁgﬁ?éb@b\jfck&b\ TLS 701
ADELR>TWE L, TOEHICLY, ¥4 F+3Iv o) vA—I& dlopen() FUH LICEK > THRE
LZTLSOEREICT LT, TLS X497 — 9%E¥ﬁ'§'6$7‘;7¢'dib7lo ZTDFER., TLST7 7RI
—EBELTERIIRAYET,

Jira:RHEL-2123

8.12. IDENTITY MANAGEMENT

AYVHTHSNIAE) —DPBRERTRICBBINS LKAV IELEL

Panid,. BBEICHFLTKCMICE > TEIYHETOHNAEZXEY) —E, BEEIEAL2 I THMRINIEA
Tlk, TOHR. EREZHVCALERCTEKDREERITIZISAT7NT7T)r—2 3T

&, BERAQFACZETEIVHTONEAT) —DERINBAWVWED, ATV —DPEFELIEMLE L
CDEFICLY., BEICEYHTONAEAE) —E, BEPETIZETCIERIND LD ICARY
L7,

Jira:SSSD-7015

M 254 7 b, EEETEXSZAD A— T —DRRIICANFENLEINEELTWBIFEAT
. YZAD 1 —H—DiEHREEICHE T 3

LA, 12— —DRFF 7 IFFREE %2 51T L<BRIC. £ DSFETE % Active Directory (AD) 1 —H—®D
BRICAXZFENMLFMNREELTEY ., D IdM TH == 4 RPBREINTWEBE., TR
I, A—HP—EIdM VY —RICT7 IV EZRATEFHATLE,

COEHFICLY, AKXFENXFEXBTE2HRIT, ANFENMNIFEXBLAVWERICESRZ SN
Fllize TOHER, M VA4 T7 YV ME, 22— —RICKXFENXENRIELTE Y, |dM TH—

N=F4 RHPBREINTWVWBIHAETE. ADDEFEFA RS VDI—HF—42RRTEXBLIICRYZE
L7=.

Jira:SSSD-6096

SSSD I, NRAT—RZEBERIHFOTA VK> TVWAWGESICTIS—4%ELERLFT

PEiE, 2—H%—®D LDAP XX 7 — ROBMEARAIN/ZIFE, MFOT 1 U HFK > TOWRWEHIC
A—H—DRPID/NA Y RHBKBLETH, SSSDIF/NXRT—RDEFEAHATWE Lz, LaL.
A—H—IORINIZIS—ICIEEBMOEBANARINTVWERATLRZ, TOEHICELY, /N1 ¥ Khk
BMLUEBE., NAT—REEEKRIEHIINDLDICAY E Lz, SSSD I, #HFOTA A% ->TW
BWeH, BIOAETIRRAT—REERESTIMENHZIEARTIIS—AvE—I%RLET,

Jira:SSSD-6184
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BeE NTEILE

realmleave AV Y REFEA LI KA AL U DH5DY AT LHIR

LUEIX, sssd.conf 7 7 1 )LD ad_server 7> 3 VICEHDELRIN R EINTWLWSIHE,. realm
leave OV Y RERTIBEMPAIS—DREL., PATLDBRAA UL SHIRINFEATLE, 2
DEHFICEL Y. ad_server £ 7> a VHBEYIFTEMINZ LHICRY, ELWRXSA>vaybO—5—
BNMERAIN, DRTLDNRAA UDLEICHIRINZ LD IZRY F LA,

Jira:SSSD-6081

KCM IEIE L\ sssd.kemllog 7 7 A bicOJ && L E S

L R, logrotate |& Kerberos Credential Manager (KCM) O/ 7 74 )LZIEL<O—F—>3 v L TW

FLAEN, KCMIEOJ AR >ThHWAOY 7 74 )L sssd_kem.log.1 ICEXIAATWE LA, KCM 25
EBELABE, ELVWOVI77MIILERINE L, COFEHICLY. logrotate KNEUHI NS &

77740 0—7—23 >IN, KCM [dsssd_kem.og 7 71 ILICIELK OV %88 T 5L DI
Y F L7,

Jira:SSSD-6652

realm leave --remove 1<V Y~ KA RIIEHRAEER L <&t D

L&, realm 1—7 1 1) 57 4 —I&. realm leave i#{F A 3R1T9 % & X I, R4 Kerberos F4 v MY
FMEATENEINEELLHEALTVWEFEATLE, TOER., WA Kerberos F4 v kB F AT BE
THOEILEDIDIDLT, I—H—FRRAT—ROAAEKRDOLNFE L, TOFEHICELY. realm (X
BR7R Kerberos F7y M HBHNEDINZIELKIRIET 5L D IC/R2 Y. realm leave --remove 1< >~
REERITITZEZICA—HY—IINRRAT—ROANEER LA ARY FE L,

Jira:SSSD-6425

KDC &, — AR HIHAEEZEAV VT AN EMBIZEZIEBMDF v I 52RITIBEIIC
RYFLEL

LARTIE. Red Hat Enterprise Linux 8 TETH® KDC A*H41T L 7= Kerberos ¥4 v b @ forwardable 7
SUTICHBEMELI DY, REISNDIERAPERERZMAS I ENATRET L, TOMRHEEIZ. BE
DFEERFLBVWI—Y—TH>TH, BYTHLHRBEICDLNZARMELIHY F T, JOEHMICE
Y, KDC &, —MAHIMAIZRE) VIR N EZLEBTZEZICEBMOF v I EETTDLDICKR
YFE L, ThICEY, FERIVSITEEEZRES SCESR L., MEHEEHEZERLET,

Jira:RHEL-9984l(]

RAA IR LTSID BERINTWBIFGA., forwardable 757 DF v 71 XEhicARY X
-j—

LLRI, CVE-2020-17049 MIBIE# 1Rt 2 EH Tld, KDC BA—RHAHIMM T HRE) VTR M &L
95 & X, KerberosPAC ZFEA LT, F47 v MDD forwardable 75 JICEAT 3B EDF v I AE
TLTWE LA, 727 L. PACIE, BEICSIDERI R IDNETINIZ KAV TORERINE
T, TDH¥ RYIE. Red Hat Enterprise Linux (RHEL) 85 BIBE TR I N TRTD 1AM KX 1 VITH
LTIEEFMICETINE T, WA= 3V THHEINIZERAASA VT, TDYRIVEFHTE
TTIRELrHYET,

RHEL 8.4 LI THIHEAIEI N/ 1AM R XA IC LT SID £ERY RV =FETEIT LA > T2IGA.
Kerberos ¥4 v kD5 PACHRZEL, — B AFHHWASHZFE) VTR M IRTEESINET, N1
ICIE, — AT EEREICEET S IAM DO HTTPAPIA S ENE T,

COEHFICLY, RAA IR LTSID MERI NN >7235E. forwardable 757 DF v 7 H#E

ALY T, —RILFIHNAEEEICKET 2 —ERX (IAMHTTPAPI 2 &) IZB| EHMEIEEL £
¥, 7272 L. RedHat Tl&, BICR XA VICHRY LD—RAHEHNAERBEL—IUIPREINLTWVS
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BEIX., TEDRIFRCRXAAVTSIDERYRIVARITTBIEEHBELTVWET, TOYRIDRE
TT2FTIE. RXA VIE CVE-2020-17049 I L CHess e F F &Y £ 9,

Jira:RHEL-22313

FIPS E— FTCIdMVault St L TCESIICKBL A BV X LE

LAEIE. 1dMVault i&, 7274V DRF 4 2T ZvEY I T7IIT) e LT OpenSSL RSA-
PKCSWVI5 AR LTWE L, LHAL. RHELOFIPSREEY 2 —/IIEVWTFht FIPS THEBEINL
TILTY XLELTPKCSHIVIS ZHR—K L TWah 2727, IdM Vault I& FIPS E— R TREL T
WE L, TOEHICELY., IdMVault I, RSA-OAEP XT 4 IS5y EV I T7ILITY X L% T +—Ib
Ny DELTHR=—ITBLIICRY LA, TOHFER. IdM Vault DEESILEBSIENFIPSE—RT
ELLLEMET B LDICRYFE L,

Jira:RHEL-12143!1]

R—IERMFEAHIE L 7-#8IC Directory Server AkBIL < 2Y F L&

Danld, BERELN, R—ILINBERDOBRBRE D IET BHEICE — T8 & Directory Server [EED
FRER>TWE LA, TOEHICEY., BEKREBHIMBIEI N, Directory Server EEIEFE LRI
VY x L7,

Jira:RHEL-16830[1

nsslapd-numlisteners BEEDS 2 &K Y KX WIHFE. Directory Server IdKB LA 25

LARIE. nsslapd-numlisteners BHEEDY 2 & Y KX LWIFHE. Directory Server EZIF AN ST 74
WERFTIEAL, VRAZVIHRD T 7MIVERFZRALBIENHY £ L, TDORER. Directory
Server CEIAVTF—YavIS—DEELTLEFVWE LA, TOEHICEY. Directory Server (& 1E
LWtk FA#FAL, R—rZELKY YRV LGEITET,

Jira:RHEL-17175

BEINA Y FEEDY. hOoEBGTROIINSBEICRELES A%

LETIE,. BENI/NA V REBEDHETHIZ, Directory Server I$IEmRBFEDH L WMRIED Y v AV &EIEL T
WE L7k, COBEHFICELY., BNV FRERIMOEG TETINBREICHEES I A RY X
-a—o

Jira:RHEL-51T1

IdM 2547 hM VA M—5—IE, Idap.conf 7 71 IV CTLSCARELTRELARLL 4B

PEiE. IdM 2547 b YA M—F—|d Idap.conf 7 7 1 LT TLSCAREZIREL TWE L,
CDEHICELY, OpenlDAPET 7 AN MDMNZZAMNA NP ZFEAL. MV ZA TV M VXA b—
Z—Id Idap.conf 7 7 1 JLICTLSCARZRE= Y N7y T LEHA,

Bugzilla:2094673

813.WEB 1>V —Jb

VNCOVY—IDIFEAEDRRETHEET BL OIS

LETE. BEDT 1 R T L A fBIRE T Virtual Network Computing (VWNC) I Y — )L FHRT 5 &, <
DRA 7Yy NOBEIRELLY, 1 V9 —T A AD—EBLHIARTIINAI>LLY LFLE, TOD
e, WNCOAVY— I EFEHTZIEIFTEEEATLL,
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BeE NTEILE

COEHFICLY ., BMBIFBEIN, 3840x2160 BV IR EDBESRIGEERE. TEAEDRRE
TVYNCIOVY—IDELLEETBLDICRY F LT,

H—YILDFE L I-ABERRUBDORBICIE. NSWA Ty MBI EHEGFEETIHREMELHD &
ISEELTLEIW, 2L, THIEFVNCOVYY—ILOaA—H—EY T4 —IlKkILhTELEE5252
clEHY FHA,

Bugzilla:2030836

8.14. RED HAT ENTERPRISE LINUX ¥ X 7 A0 —JU

SBD M delay-start fEDR S WFAIC. 75 A9 —DORADBYSA LTI M LB RYFILE

AN, 2 —%—n" ha_cluster > A7 L0—)LZERALTYVSRY—TSBD 7z VI VT AERE

L. delay-start # 7> 3 > % QO MHIAEWMEFZ IE Q0 W EBA ZEILRET D E. VT RAY—DiEEE
DNYALALTIMLTVWELE, Thik. T7 20 MO systemd &ENY 1 LT MDA THY., ¥
R T LD SBD OEENEEME L YATNICZ DRENY A LT 7 MIELTWEELZDHTY, TOBEICE

Y. ha_cluster > X7 L 0—/LIE, delay-start DfE% £[E% & 5 IC systemd ? sbd.service {2&) 5 1
LTI MNeA—N—=54 RKLET, hICLY. delay-start # 7> 3 VDEFABVWEETE. YR T
LEFEBICEBETEELIICAYET,

Jira:RHEL-18026[1

Xy h7—2 O—JLH, 0.0.0.00 F7=IE 0DI—FT 4 TI—I AT S

ik, W—7 1 7 )IL—ILT from: /=13 to: BREH* 0.0.0.0/0 £7/21d ::/0 7 KL RICEREINTW
723%E. network RHEL Y 27 AO0—J)LIdI—F 1 VT IL—ILERETE T, RENEWE L TEEX
NTWE L=, COEFHICELY., network O—JLTlE, IL—F 1 V7 IL—ILDIREET from: & to: I
0.0.0.0/0 & =/ONHFAINBLIICARY F L, TOFER, O—ILIERIEIS—%2REI TR &<
=T 14V TI—=ILEEBICEKRELET,

Jira:RHEL-1683

HHAIY T —ILY S5 XY —DRITE mssql-server-ha DA VX M —ILICKEDZERHIFEIC
%

LAETIE. mssqlRHEL Y 257 40— /LAEFEAL T, BEDEHK

(mssql_ha_virtual_ip. mssql_ha_login. mssql_ha_login_password. & & U
mssql_ha_cluster_run_role) 72 L THAMY AT —IL ISR —%E&ET S E. O—ILIEKRKL.
“Variable not defined” E WO I 73— X v E—YNKRRINF L, L. ThH5OEHITFHEHERY R
T=IWY) SR —%ETTHLDIIBETEDLY FHA, 2OA—ILIE, TZHRYRT—ILIZREH—
ICLEDRL mssql-server-ha DA VA b—I)LERAF LT, TOEEICEIY. TNODERDOEHIZE
HIfRINE Lk, TORR. HARYRT—ILIZRAI—E, T53—AvE—JRQRLTERICETIN
x7,

Jira:RHEL-3540
kexec_crash_size 77 M WHAEY—REDEXTH., Kdump P AT ALAO—IILHEEICEET
5

/sys/kernel/kexec_crash_size 7 7 A JVid, 05y aA—RIAE) —ICEIUHETONAEXEY —
)—oa vt X =RBLET,

LIaTiL. /sys/kernel/kexec_crash_size 7 7 1 L HE Y —IREED & FIZ Kdump ¥ A F LA O— LA KKK

LTWE LR, TOEHICLY., YRAFLA—ILIET7 74 ILDFIABEREICRD E T 714 ILDERAHEY &
BRITLET, TOHR, 7714 HPES—REDEZICVRATLO-IDEBLALLRY F LT

m
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Jira:RHEL-3353

selinux O—JUIL item W —TEHAFAL AR AY ELEL

LlaiiZ. selinux RHEL ¥ R F L0—J)LiF item L—TZ#HEFHLTWE L, Zhicky, gloOo—
DS selinux O—JLEEUH LE I, ROBEEA Yy E—IDNRTINDIBELHY FT,

[WARNING]: TASK: fedora.linux_system_roles.selinux : Restore SELinux labels on filesystem tree:
The loop variable 'item' is already in use.

You should set the “loop_var' value in the “loop_control” option for the task to something else to avoid
variable collisions and unexpected behavior.

ZD) ) —2TIE, selinux O—JLIE __selinux_item Z)L—7Z#HE LTHEALE T, ZOHER. 3
DOO—)LH 5 selinux O—J)LEFUH L TH, item BEHA T TIERAINTLSE E W) BEENRRI
N Ry FELE,

Jira:RHEL-19040

ha cluster > 27 L0—ID qnetd KA M ED 774 72—V EELKERETDHLIICRY
FLL

PaiiE. 2—%—25 gnetd R X b %% E L. ha_cluster > X7 L0—)L%&FEHALT
ha_cluster_manage_firewall Z#(% true ICBRE L TH., TOO—NWICE>TITZ 74TV #—ILDEHA
AN —EXDNBEMIRYFEATLE, TOEBEICLY. ha_cluster ¥ 27 L 0—)Lid gnetd R R
NEDT7 7470 4#—IVEELKRETDLDICARYF L,

Jira:RHEL-17875

postgresql RHEL ¥ 27 A0—JbiE. IELWI—2 3D PostgreSQL =1 VA M—IL 93 &
dICRkYF L,

LaTl&, RHEL ¥ *—¥ K/ — KT postgresql_version: "15" Z# % £ L T postgresql RHEL > X
TLO—)LEERTLED ET B E. PostgreSQL/N—2 3V 15 TR N=Y 3V B3RS VA =)L
INTVWELE, TONTIFHBIEIN, postgresql O—IJLIFEHUIREINN—Ya Vv EL VR
N—=ILTBEDICRY F L,

Jira:RHEL-5274

keylime_server O—JL" registrar Y —EXADRAT—Y REEL<HRET S

LIETIE. keylime_server O —)JL Playbook AR > 7B AR T 5 &, O—ILIEER > THBHIHRINL &
ERELTVWE LA, TOEMIKY. O—IVIFBR BRI RESINLIGEICKBREELCRET S
EOICARY, BOWTWRR—MN2FHTIEDI M LTV MHH 3300 WIS I0MICEBINEL
7o

Jira:RHEL-15909

podman RHEL ¥ 27 AO—)bi&, I— L ROV FF—II L T linger Z@YICHRES LU
FroEITEBZLSICDYELE,

A&, podman RHEL ¥ X7 L0—)bik, Jb—hL ROV FTF—IIW LT linger ZBIICHRES LV
FrUEILLTWEREATLE, TOHBR. - ML R2A—H¥—DY—S Ly b ELEFIVTFT—%T
TO492E, BRICES>DTRIZ—DHEEL, BEICL>TR) VY —R%EHIRT % & Xl linger &
FrUEITEEEATLE, TOEFHICLY, podman RHEL ¥ X FL0—)Lik, ¥—2 L v hFE
WAV FHF—VY—RAOEBETIANIIN—PML A= —IIF/H L T linger BEMICAR>TWB I &%
MREL. BBIRY—VLy bEARIAYT )Y =AD& EITI— ML RA—H—(ITH
LTlinger B’ ¥+ EILINBLDICLET, TOHER., 20O0—IILIEI— L RI—HY—-DEE%EIE
LKBEBLET,
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BeE NTEILE

Jira:RHEL-22228

nbde_server A— LAY Ty hA—NR—S A4 KTEMET B LD IS

L#ild. nbde_server RHEL ¥ X7 LH—JLiE, tangd Vv A —N—=F4 RF4 L J N)—HNDHE
—DI77AIIEHREY LR—MD override.conf 77 A L THBEBMELTWE L, ZOFER, R—
PDARY<A AW BWE, O—NVIFHEDT77A NV EFzv IE8FTICT4 LI M) —%HIFRL., AT
LIZTDEDETTTALI N —5BERLFE LT,

ZDNY)—RATlE, R— A—NR—=SA RT7 74 ILDOBHEDEERLHRD I 7 A ILHIHBFEEDT 1LY
N)—DHIFREIET 2720ICO—IILNMBEINF L, TOMHER. tangd Vv hA—/1R—F 4 K
T77A4IHAAO—IILONBTEEIEINTWSE, O—JLIFELLS#EELEX T,

Jira:RHEL-25508

RY 1—L4 quadlet Y —ERZHEKB LA 2D

PaiiE. RY) a—LHY—EXLERIAT 5 &. "Could not find the requested service NAME.volume:
host' DEIRIZT—DEELF L, TOEFHICELY., RY 1—L4 quadlet —E X &5 basename-
volume.service ICEEINF L/c, ZORR, R 1—LY—ERRFIZ—RLTHEBEINET,

ML, R a—LAL2=Zvy b DOmanR—IYESBLTLLEIL,
Jira:RHEL-21401

Ansible iE>—2 Ly NTCEHERAT 37-0IC JSSON XA FRET B LIHICHS

LT, EARIL—TTEAIN, data: "{{ value }}" ICFEBLLL - XXFFTH %% E. Ansible & JSON
XEHNERIGET D ISONA TV MIE#HLTWE L, TOHERE, JSSONXFEIE—I Ly M &
LTELTEARETEFEFEATLLE, COEHICELY., podman_secret EY 2 —JLITET & X (T,
T—YEIXFIICF v A NINET, TORBR., JSSONXFIET—I Ly NTHEATZLHICED
FERTFEINET,

Jira:RHEL-22309
rhc auth IC7 7574 R—> a3 VF—HEFhTVWBIHE. rthe VAT AOQ—IUDEFEEFHA R
TLTKRBMLAGL 2D

LA, rhe_auth /XS X —49 —TIREINLT7 I T4 R—2a v F—%FRALTEREHAV AT LT
Playbook 7 7 1 IV ZZETd &, T7—DHEELTVWE L, COMBIRBRAINTVE

9, thc auth/XS A =9 —|CT7 VT4 R=2 3 VF—DPREINTVWTE, §TICEHFINTVWEY
AT LT Playbook 774 IV EERTTEBLDICRY F L

Bugzilla:2186218

8.15. (R84t

FIFOR D a—5— %Al RTRET UVHNELLEFHTZLOHICARS

PETE. Y794 L RDRETY Y (VM) TVCPU R4V a—5—ICfifo S REEZFHT 5 L D ICEK
ELE RETYVEREILELD ETHEMRELAKARY F L, KbYIZ, RIET> VIC Guest
has not initialized the display (yet) St W) TS —HRR"INFE L, TOEHMICLY, TF7—MELE
IN, HBALAKRRITVCPU RS Y2 —S5—AICTifo 2R ETHIENHFEBVICHET LD ICAH
YFE L7,

Jira:RHEL-2815[1

> TORMICE > TIBMZVMs with Secure Execution 70Oy 2 Xh#ix{ LY F L1 .
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LARTIE. IBM Z virtual machine (VM) with Secure Execution D% > 7HRK T2 &, RETY VIZ—B
BIEREBOEFICAY, REFIHFATOYvIINTVWE LA, LEXE T4 RVICEDRAR—=ZDRL
%A, virshdump 7Y REFERLTURBY Y V2V T2 & 3ERBLET,

HEEE 20— RKMBEIN, ¥V TRB%ED Secure Execution IREY Y VIZIEREICIRFEBRL F
-g—o

Jira:RHEL-16695[1]

AVAM=NTOTSLIE, VMICRHELAA VA M= B-DICFRINBIRATLTA
AV %RRLET

LaTi, virtio-scsi 7/81 2 &#A L TRV VICRHEL #4 Y X h—JL 3 % &, device-mapper-
multipath D/XJICE Y, TNEDTNA AN VA M=)V TATSAICKRRINABWARESELGHY F
L7ze LD 2T A VRAM—ILHIZ, YU TItEY NEFOTNRARED ) TILEY NaFERWT
NA XD H B3HE. multipath AT Y RIEZITRTOTNAZADNV Y PIVEFIOEFRLTWE LA, &
DD, 41 VA= TOVZLIE VMICRHEL 24 Y A M=V T 2DDFHINLY AT LT 1
AV ERDIFBIENTEFZFHATL,

SEOEHICL Y. multipath (£ ) 7LD WT /84 R % World Wide Identifier (WWID) 7% 7z 78 Ly
HFEDELTELLKEREL, BELE T, 1 VX b—JLBEIC, multipathd ¥ R ILF/RR T84 2D /A
YRIERTETNAIRDOAEERL, A VA M=) TOTZ LI VMICRHELZA YA =)L 3
EDICFHINBZ Y RATALATA RV ERRLET,

Bugzilla:1926147L1]

ZROX1—42FALTCHREYY VCREFFRELALSAYFELE

LARGIE. Virtual Trusted Platform Module (VTPM) /34 DB BM T, T ILF F 1 — virtio-net BEEED
250 B2 5 X1 —4FHATHLIICKREINTVWEIFA, RETY Y (VM) TEENRETEZ I ED
HYFLL,

CDEREIZ. VIPM TS ZDFIRARERTEEL TWE L, COFEHICELY., BEIMEEIN,
250 5B A ¥ a1 —%HEHT 5. vIPM ABWRIREYT //ﬁ‘ﬁﬁéékiﬂﬂ??_%ct SIICHRY F LT,

Jira:RHEL-13335[1

AMD EPYCCPU & L /=KX b T v2vEH & 1T o7&, Windows ' X b Di2EIHN & Y Z5E
Lxd,

virtev2v 1—5 1 ) 574« —%{FEH L T, Windows 11 7zl% Windows Server 2022 #4552 h OS & L T{#
B3 2REY Y (VM) 2T L%, UEHERET Y v oREICKBLTWE Lz, ik, AMD
EPYC Y —XCPUAFAHATEZRANTERELTWE LA, BE, EFEELZ2I—-RMIMBEIN., K
MY VIR LR CHFEBYICESLE T,

Bugzilla:2168082!']

nodedev-dumpxml . FFEDHNT /N1 ADBHEELK YA MLET,

ZDOEH L YFEIE. nodedev-dumpxml 1—7 1 ') 7 4 —I&. nodedev-create I~ R%ZfA L T/
B hfcﬁﬂﬂi-“/\‘ff ZDEMHEELSC YR MLEFHATLE, ZOBBEIKEEIN, nodedev-
dumpxml (. HEAZFBHENT NI ROBMEEZBEICKRTT DL ICRY F L,

Bugzilla:2143158

virtgemud X 7= (& libvirtd = EEE) L /1%, virtiofs T/\1 R &R TCEXEHATLEL
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https://bugzilla.redhat.com/show_bug.cgi?id=2143158

BeE NTEILE

LARTIE. virtgemud H—E X £7 (3 libvitd H—EX 2 BEEHT 5 &, virtiofs A ML —TF/NNA 2%
RAMNLEDRETS Y (M) IZERTERSRY FE LA, TONJTIFMEEINTEY., HBAINTWS
FHUFATHFEL Y IC virtiofs T/NA R&ETHYFTEBLDITRY F L,

Bugzilla:2078693

k187> v ~AD Watchdog H— RDKRy b TS THRRMLELS RS

DRIIE. FRAFEER PCI 2Oy ARWESE, ETHDORET S Y (VM) IZ Watchdog 1— R ZEBMT
&, UTFTOIZ—HAFEEL, KBELTWE LA,

Failed to configure watchdog
ERROR Error attempting device hotplug: internal error: No more available PCI slots

SOOEFTHBEMEEI N, RITHDREY L VIC Watchdog hi— FZEMT &, BEESY ICH
BETBHLDICAYE LT,

Bugzilla:2173584

IBM Z £ virtio-gpu T blob YV —ZADELLKEET B LS ICHD

LARTIE. virtio-gpu 7T/81 RILIBMZ Y RTLLED blob X EY—YY—REE#ELHY FHATL
oo ZTDFER. IBMZ KR M ET virtio-gpu ZHA L TREY> > (VM) ZRE L. blob )V —X%f#
Aese, RETVIZTZ 71 ANMEANHY FHATL,

CDEHICL Y., virtio T/NA RICA T 3D blob BN EIMINF L7z, blob % onIlRET S
E. TNARAADblob VY —ZABMFEATE S LI ICRYET, InITLY. virtio-gpu 7/31 X THR
BALABEEHIBLEIN, YA MNERZAMNEDOEI ZILTF—9DOAE—DBER T IIHRI NS0,
TARATLANRZREEEEINZE T, blob )V —RDYR—MIIE QEMU N—T 3 Y 6.1 UIEAMBE
THDZEITERLTLEIWL,

Jira:RHEL-7135

virtio-win RS A NRN—&ZBA VA M= LTH., FAMDDNSEEN) zy FXhR<ARY X
L7

Windows # XA NARL —F 4 VIV AT LEFERT2REY VT, LETERY NT—014 V45—
74 23Y hO—F—(NIC)D virtio-win K51 /NN—%FBA YA N—ILE/FT7YyFIL—KT3
E. HAMDDNSEREN )Yy hENhF L, TOER. Windows Y2 DRy M7 —2EmHMNKD
haBEahHdY £ L1k,

CODEHICLY, LEDOBEMEEINZF LA, LA > T, virtio-win D&#Hi/N\—2 3 v =HBS VR
N—=ILELET7Yy T L —RK92E, BREREREELLRLSARY FT, 7L, virtio-win DLIETD/N—
VavhHsTy T — R L TEBBIEERINT, Windows YA KTDNS ) zy MHB| I RE
THARMEDIHZ I EITEFELTLETY,

Jira:RHEL-1860!]
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FoEF/OV—TLEa1—
Z T TlE. RedHatEnterprise Linux 9 TRIAAgER T2 /O —TLE2a—DY XA MERRLET,

TU/8Y—=FLE1—IINY S RedHat DY R— MEEEODFEMIE, 77/ 0V—TLE1—DHR—
hEOEH ZZHR L TS ET L,

QLA VAN —F—BLVA X =T DK

RHELA YA F—JVAH®D NVMeover TCP 574 /A —FL Ea—& L TCHIATEEICKR S

ZOFY /A9 —7LEa—ic&Y., 77—LITTDEEH. NVMeover TCPRY 2 —AL&E{FAL
TRHELZA VRAM—=JLTEBLDITAY ZF L7z, Installation Destination BIEMN 5T 4 XY ABINT
% & %, NVMe Fabrics Devicest7 2 3 >~ T NVMe LRI AZBIRTI T,

Jira:RHEL-10216["]

BEEIEEER OSTree X1 T4 7AVFF— DA VAN =D Fo /A5 —TFLEaA—&LTH
ArgEIc i3

ostreecontainer ¥ v 7 24— K<Y KM, Anaconda TF4 ./ Oy —FLEa2—&LTHATES
£ ICRYFELE, COaATY REFARATSZE, OClA X=JILATEIEIN OSTree A X v kD
5, ARVL—TFT A VIV RTLEA VAN =IVTEET, FVYIRI—M VAN —IVEETT S5
&. ostreecontainer & & HIROIAT Y RAFIATEZE T,

® graphical, text. F7zld cmdline

® ostreecontainer

® clearpart, zerombr

® QJutopart

® part

® [ogvol, volgroup

® reboot & &£ U shutdown

® lang

® rootpw

® sshkey

® bootloader---append # 7> 3 VRS A -9 —%IBETIHTCOHMEATEZET,

® user
user XY RRTIIN—THEBETZHE. 1—H—THIO Y MEIOVTF—A X—=VRICT TILEE
TE27N—TICOAEY Y TEZIENTEET, TR MNIRTVWAVWTFY IR — ATV R E
ostreecontainer Y Y REHRATZIEETEE TN, ZThoDIATY RARY T —=IR—=AD( V
AN—ILTHEEBYICEET ZREIEHY THA,
722 L. ROF v U R4 —hO<7 Y KD ostreecontainer & DHFHIFYR— I TWEHA,

e Y%packages (BB T —IPNAVTF—AX—YICTTICFEELTWBRENHY FT)
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https://access.redhat.com/support/offerings/techpreview/

Foxm5y/O—SLEa—

o URL (Fz&&xE, PXEA VYR KM—ILT, FvIRI¥—K~T7 74 J)LAICstage2 D URL Z AT
2RDYIC. BI—FRITinst.stage2= ZFAT 5RE, 41 VA M—JLAIC stage2 1 X —P %
R8T 2UMENDH ZHE

® liveimg

® vnC

e authconfig # & Wauthselect (KDY ICT VT F—A A -V TEAETIRELRMELET)
® module

® repo

o zipl

o zfcp

MAWRFY VR — I T 7 AN EFERT IHBHADA VX h—ILTIE, BEIAFER OSTree =1
TATAVTFT—DA VA ML R— b IhTHA,

HE: VIO YVRNRAVINEARITAXTBFEIFT. OV MRAVYMNE ImntTa L2 M) —RICESR
L. ¥OYMRAVRTALIN)=DOAVTFF—AX=UD varimnt RICTFEET B & %2ERT 5
WEIrHY ET,

Jira:RHEL-2250!"]

Anaconda @ bootupd / bootupctl ICL B T—hO—45—DA1 VA M—IVELUEREDN. 77/
AY—7LEa—& LTHAMEICRS

ostreecontainer ¥ v 7 X4 — k<> KN Anaconda 72/ AV —TFL Ea—& L THERABEIC
Bofelch, ZOAX Y REFALT, OCIA X—=JIChTEIMEI N OSTree AI Y kS AR
L—F 4 VI RTL%AVANMN=ILTEZXY, Anacondald, ¥Fv VR4 —NCHRMAT—bO—
F—RENRLKTH, AVTTF—A A—YIZEEN S bootupd / bootupctl YV —JLAFERA LT, 77—+
O—4—0DA14 VA= ILBELVREZBEMICHEL 7,

Jira:RHEL-17205[1

bootc image builder Y —JLiZ7 2 /O —FLEa1—& L THATREICARS

WET7/0Y—7LEa—& L THAREER bootc image builder 'Y —JL &, bootc I~ 7 +—AK]
DOBEBMEDH DT A RVAXA—VEBBIERLTT 7OA4 200V T7H—& LTHELE
9, bootcimage builder 2R LTIV T F—A A=V AET LR BELRT—FTI0Fv—0DA
A—TUHEERTEET, TOHR, ERNINIA A=V EREBYI Y, V59K, FhiEY—N—iI77
O4TXFd., HLLWEHIVEICA S U bootc image builder 2R L TCaAVF VY EBERT
ZDTIEMR<, bootc ZFRALTA XA —VABBICEHRTTET,

Jira:RHELDOCS-17468[1

# L\ rhel9/bootc-image-builder AV 7 F—A A—Ih 7o /O —FLEa—& LTHAT
4 AN

BEIC7R D

RHEL @A X —YE— RE® rhel9/bootc-image-builder A FF—4 X —J|Ci&, EEITRERI Y T

F—4 X — (rhel-bootc 72 &) % QCOW2, AMI, VMDK, ISO R EDIFEFIFERT 1 AV M4 X —IF
NICEBT A A—VENY—DRN=TVaVHREEFNTVET,

Jira:RHELDOCS-17733("]
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92. x5 14—

gnutis B7 2 /O —FLEa2—¢ LTKTLS AT B LIRS

BFHFIN/cgnutis Xy r—2E, 7O/0V—TLEa—& LT, BELEFYRILTOT—YimE%s
MRS B72DICH— IV TLS (KTLS) ZFEHTE X9, kTLS ZBMICT 5ICI1d. modprobe <7 > K
ZHEALTtsko H—RIVEZ 2 —ILZEBIML., RORNBEZELY AT LLERDESIERY) O —AOH
L WE&RE 7 7 1 )L /etc/crypto-policies/local.d/gnutls-ktls.txt = /Em L £ 7,

ktls = true

I [global]

WHEDN—T 3 ViE, TLSKeyUpdate X v 2—JILED S T71 v 0 F—DEFEHR—MLTVLE
thA, IHiE, AES-GCMEEBRA = DEF 1) T4 —ICHEESZDZZEIEFELTLEIWN,
MiZ, RFC7841-TLS13 RFa XV hEBRBLTLEIWL,

Bugzilla:2108532!]

iouringf{ ¥ —7xAADFy /0 —FLEar—& L THATRE

io_uring (Z. L < EMAIEFH /O v F—T A RATHY., WEFTV/OP—FLEa—&LT
FARBETT, T74II T, COMEIEMNICINTVWES, TOAVY—T (M AEEMIITS
ICI&. kernel.io_uring_disabled sysctl EH A XRDOWFTNHODEIZREL T,

0
TRTCODTOERIGBEESY io_uring 1 Y RY VY AEERTEET,

io_uring DYERKIE. FEDRWTOEZIIH L TFEMEIhTWET, MU L 7O
CAP_SYS_ADMIN #EEIC & 24FHEN S 2 5N TWRWRY ., io_uring_setup (&-EPERM T35 —T
KBLET, BEFEDio_uring 1 VA9 VY RAIBIEmEFERTEET,

io_uring DERKIE. IRTOT7OCATEMEINTWE S, io_uring_setup (& & IC -EPERM T
KBMLEYT, BEFED o uring 1 VRV RIEB|ESHMEFEATEET, T 74 MERETT,

COMEEAFERATZICIE. BRI/ —RFTmmap YR 7LI—I)LEEMICT 578D SELinux R Y
S—DEHFN—YaVEBLETT,

io_uring IY Y RRZAZAN—%FEATRE, 77V r5—Yavidnvme REDEBERZN—RKD T
TICATY Rz EERITTEET,

Jira:RHEL-1179201]

9.3. RHEL FOR EDGE
F905—7FLEa—&LT. FDONSQL/NY 2 TV KH 5D Owner Voucher DiRfEE
1Y) —%ERHITBELSICAB

DTy /0Y—=7FLEa—TIlE SQL/NY 2 I Y KH 5 OwnerVoucher ZRES LTI T —F3
7= |2, FDO manufacturer-server. onboarding-server. & & Uf rendezvous-server AT X %
T, TOMHR., FDOY—N—DF T 3T, BIABRPZTOMD/IRZA—H—EEHIISQALT—%
A N7 %BEIRL T, Owner Voucher #RETZED L DICRYET,

Jira:RHELDOCS-17752L"]
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https://datatracker.ietf.org/doc/html/rfc8446#section-5.5
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o04. v x )b Lvav RS A4Y—I)L
RHELO G5/ /0O —7L EFa—¢& LTCHATRESL GIMP

GNU Image Manipulation Program (GIMP) 299.8 #*, 74/ 0OY—7L Ea—& L TRHELS THIAT
FBLDICRYFE L, gimp/ Xy r—I/N—23229981F, BHEINE—EDODHBREZEL) Y —X
AIDNR—Y 3 VTN, DY MFIRI N, ZREMORIERIEIESNIEA. ARD GIMP 3 D
JY—2%F I SEIOY ) —RFION—Y 3 VOEHFE LTRHELI ICEAI N E T,

RHEL 9 Tld. RPM Ry r—2 & LT gimp #fE&EICA VA M—IILTEET,

Bugzilla:2047161.1]

O5. A VISANZ IV Fv¥—HY—EZXR

TuneD DY 4 vy M APID TV /0 —FLEa2—& LTHAQTREICARS

UNIX RXA Y4y NEBLT TuneD 25119 2726060V ry NAPID T2 /O —TFLEa—&L
THAATEICARYFE L, Y4y NAPIIZD-BusAPI E 11 TY vy EY SN, D-Bus hFIETE A
WBEAICREBEAZEZEZIRHLET, VI Yy NAPI2EHT 2 &, TuneD T—E V& &I L T/
T4—<IVRAERBEELEY, IFIFRF1—ZVINRSIA—Y—DEEZEERELLYTEET, V
Ty MNAPIHEZT 7 24 )L M TIREMIZA > TWE § A% tuned-main.conf 7 7 1 L TEMICTEE T,

Bugzilla:2113900

9.6. xv NT—7

WireGuard VPN IZ572 /0 —7LEa—& L THIATREICAE S

RedHat A R— ML TWAWTFY /O —TFLEa—& LTEHELTWS WireGuard 1E. Linux 71—
RIVTEFTTEZENTA—TVADVPNY ) 21—23VTY, BROESEFERL. ZOMmO VPN Y
Ja1—yavEYEBBICKRETEET, I5IC, WireGuard DI— RR—IANI LAY, HEDE
ENEDHD, X2 TFs—PEELET,

#EHIE Setting up a WireGuard VPN SRR L T 23,
Bugzilla:1613522!]

kTLS A5/ /0 —7FLEa—& LTHATEICARS

RHEL &7 — % JL Transport Layer Security (KTLS) 277 /OY—7FL Ea—& LTRELET, kTLS
& AES-GCMBES DA —RIILADTMREESL T IZESE7NTY XL FALTTLS LO—RKEL
BLEFY, £k, kTLSIZIEK, COBBEZRH®ETZIRY NI —0A4 V9 —TJ 43 hO—5—
(NI ICTLS LO—KRBEStEAT7O—RT2LOD1 VI —T x4 ADEFRAEFNRTVET,

Bugzilla:1570255!]

systemd-resolved Y —E XN T /AT —TFLEa1—& L THATREICARS

systemd-resolved t—E R &, O—AILT FUTr—2 3 VICERIBRERHELEST, 2OY—EZR
&, DNS 2% 7'1) V' )L/¥—_ LLMNR (Link-Local Multicast Name Resolution), & U< ILFF+ 2 b
DNS ) VILNR—=ELRRY I —DF v v a1 ERiIERELE T,

systemd-resolved I&. 7 R—MINTWRWTFV /O —FLE21—THB I EITFRLTLES
(A
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https://bugzilla.redhat.com/show_bug.cgi?id=2113900
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/assembly_setting-up-a-wireguard-vpn_configuring-and-managing-networking
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Bugzilla:2020529

PRPBLUHSRZ7ZOMINDETFY /O —TFT L Ea—¢ LTHATREICAS
COEHTIE. XOTONIIVERHET S hsr hi—RILET a—IILDEMINF T,

® Parallel Redundancy Protocol (PRP)
o S A A Seamless Redundancy (HSR)

[EC 62439-3BE I NS5O 7OMNINEERLTHY., ZOMEAFALTA—Y Ry ARy kD —
JTCEOBRKTRMEARZRETCTET,

Bugzilla:2177256!']

NetworkManager & Nmstate APl & MACsec/N\— Koz 74 70— K&ZHYR—bLET

N=RITT7HMACsec/N\— ROz T7HF 70— REHR—FLTWBHEEIEX. NetworkManager &
Nmstate API DB A % FER L T OMEEZBMICTEET., TORBR. BESLRED MACsec BF %
CPUNLFRY NT—DA VI —TIAAA—RICATA-RTEDLIICRYIT,

ZOMEEIZ, HYR—FMINTWAWT Y/ OV —TLE2—THBZEITEFELTLEIL,
Jira:RHEL-24337

NetworkManager CHSREB L U'PRP A V¥ —J T4 A& R[/ECEXZT

= A A Seamless Redundancy (HSR) & Parallel Redundancy Protocol (PRP) (£, B—D Xy k7 —%
AVR—FY NOBEBIIRLTY—LLARTI AN A—N—%2RHT2xy kD=2 T7OMILT
T, E5507ORNINETTYr—2aVEBIRLTEBNTY, T4bb, XA VAR ERR/AZR
BOYYEBZIEI—F—IRET 2 ERFERBICREICTOND O, 2—HF—DBEDHETPT—
YDEKERBRT D EI1EHY FH A, NetworkManager t—E X T nmcli 2—7F 1 ') 57 4 —& DBus
A=YV 2FLEFEALT. HSRELUPRP A V9 —TJ 24 ADBMMELB L VBREEITI &N
TEZEY,

Jira:RHEL-5852

NICA®D IPsec h TEIEDA 70— KT /00— L Ea—& LTHEAREICRS

SEIOFEH T, IPsec/N7ry hA 70— REENA—RIVITEMI N FE L, LEINE,. BSEERy b
D=4V =742 A== (NIQ) ICAT7O—RFTZZELNTELEEATLE, SEHDHE
BEMRARICE Y. A—FRIIE IPsec AT EIMETOERA2EZ NICICAZ70O—KL, 7—70— RE8R
TEBEDICRYF LT,

IPsec A 7EIE7OERAENICICAT7O—RTBE, A—RIICLDZDELI RNy NOERE &
V714V THEEET T EITERELTLEIL,

Bugzilla:2178699!]

RHELDETFTLHADRY NT—Y RSANR—R@EFo/a05—FLEa—& L THIATTHEE

TNAZA—=A—E, TIAINIEREE LTERBEZER(FCO QY72 R—MLTVWET,
FCCld, ETLEBETZHDDF ¥ RILE WNAN RS A N—HmREFETIHEDY X T LIC. WWAN
RSAN—=%NRA Y RTZOvIERBLET, A—h—IlE. ETLPCIIDIZEDVWT,
ModemManager FAD O v 7 f#FR'Y —JL % Red Hat Enterprise Linux IC#i& L &9, 7272 L. WWAN K
SAN—ICEHBRENHY., BELTWRHBAETH, BRNICOY V7 E2BRLTVWAVWE ETALIFFERATE
BMWE FICARY £9, Red Hat Enterprise Linux I&, #EENREINIROETLARZAN—%2FT7
JAY—7FLEa—& LTE#LET,
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https://bugzilla.redhat.com/show_bug.cgi?id=2020529
https://issues.redhat.com/browse/RHEL-24337
https://issues.redhat.com/browse/RHEL-5852
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® Qualcomm MHI WWAM MBIM - Telit FN990Axx
® Intel IPC over Shared Memory (IOSM) - Intel XMM 7360 LTE Advanced
® Mediatek t7xx (WWAN) - Fibocom FM350GL

® Intel IPC over Shared Memory (IOSM) - Fibocom L860GL modem

Jira:RHELDOCS-16760LY, Jira:RHEL-6564, Bugzilla:2110561, Bugzilla:2123542, Bugzilla:2222914

Segment Routing over IPv6 (SRv6) &7 /O —FL Ea—& L THIAAHEE

RHEL A—XJLik, 72/ 0OY—7L Ea—& LT Segment Routing over IPv6 (SRv6) R L £ 7,
COMEEAFRATSE, Ty YOV a—FTa Vv IDNSTav o 7O—42REILLEY, T—Y Y
Hy—Dxy No—o7O7S<EY) T —5@ELELEYTEET, L. REEELFAMIL. 56
TTOA AN F)AICBIFBDIVRY—I VR (E2E) XY NT—V RS54 VT TE, ZOHEET
&, SRv6 7O NI, BEDT IV r—2avEkdv—ERDXR Y N =V BHICH0LT 5728
IS, 7ATSLTRBARILRY NT—U RS54 RE)Y—AFHERBLET., BARFIC. 2DV

21— avidBE—BHOT7 TSATVRCT A4 TE, LYNSVWHEIY N YV hD=Z—X%
wmeLET,

Bugzilla:2186375!]

kKTLS B’/X—T 3> 63ICYR—2R

Kernel Transport Layer Security (KTLS) #gEId7 2 / OY—7FL Ea1—T7Y, RHEL 9.3 Tlk, kTLS A
637 Y TAN)—=LN=I3VIIYR=RINF Lk, ERLEERIIRDEEYTT,

o TXTFNRARF7O0—RNIC&B 256 By hF—DHR—bEBMLZ L,

o IFTFLUNTBEERHELELE,

Bugzilla:2183538!]

9.7. h—xI

Soft-iWARP KSA N—HAFs /a0 —FLEa—& L CHATREICKS

Soft-iWARP(siw) (&, Linux BOY 7 kD7, 41 V% —Fv kD74 KIT!)7RDMA 7O ML
((IWARP). #1—X%JI RS54 /N—TT, soft-iWARP I, TCP/IP v hT—2 X% v & TIWARP 7O b
WAL —bERELEFT, COFOMINAA— NIV IRV I T7TCREBILREINTEY., HED
JDE—FNITALIMAEY—TVEA(RDMA)N—RIz7HBHEELLFEFHA, soft-iIWARP = {FEMHT
&, BEDA—H Xy NTHTY—BEIIY AT LANIWARP 74 74 —F /- 3thD > 25 AICHE
BTE, T TICSoft-iIWARP D1 YA M —ILEINTWBBDY AT LICERTEET,

Bugzilla:2023416!']

rvu_af. rvu_nicpf. LU rvunicvi AT /0 —F L Ea—& LTHATRE

RDA—FIVEY 2—JLiE. Marvell OCTEONTX2 A Y 7SR NSV Fv—FAtyH—773I)—D
FTo/00—FLEa—&LTCHETEEY,
rvu_nicpf
Marvell OcteonTX2 NIC ¥JIB#EEE K S 1 /N —
rvu_nicvf
Marvell OcteonTX2 NIC {RE#EEE K 5 1 /8 —
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rvu_nicvf
Marvell OcteonTX2 RVU BIEHEEE K5 1 /N —

Bugzilla:2040643!]

python-drgn 5’72 /O —FL Ea—& LTHATREICRS

python-drgn /Xy r—2 i3, 70753 74 —2BRLEBERT Ny J1—T1 )71 —%iRH
LEFd, Python ARV R4 VA V=T A R%&FRALT, SATA—RIVEA—RVEI Y TOME
FaTNyJTEET, I5IC, python-drgn (. 7/Ny V9 X0 %BE1ML L. Linux A—RILDEH
BROWNERITTDLODRI ) TIEREERBLET,

Jira:RHEL-6973!]

IAABS KA NRN—0Fo/00—FLEa—& LTHIATREICRY FLE

Intel® In-Memory Analytics Accelerator (Intel® IAA) (&, 7'V I 57 1 TADHHEEE & BIC. FEBICR
W=7y hOBVWEMREBRAERHET 2N\— KDz T770€5L—49—T7,

RHEL 9.4 Tld. E#Ed L CRMADEFZ CPUNSF 70— RT3 Ziaa_crypto K1/ /X—=»'F72 /0
J—TLEa—E L TEAINF L, TDRSA /=&, RFCI1951 ICEBEH I N TS DEFLATE [E#E
BRESHEHMDOHZ2EBB LUCERRAEZYR—MLET, ijaa_crypto R4 /3—id. &L NIVERT /A
Z (zswap R E) DTFDL A ¥ —& L THRET 2L D ICERETINTWVWE T,

IAABES RS A4 /N—DFFMIE. LTFEZSRLTCEIV,
® Intel® In-Memory Analytics Accelerator (Intel® IAA) User Guide

® |AA Compression Accelerator Crypto Driver

Jira:RHEL-20145[1

98. 77 ANV AT LBLUR ML —

DAXHAF2 /A0 —FLEa—&LTextd BLUXFS THIRAAREICARD

RHELO Tld. DAX 77 A IV AT LNTF I /A —TFLEa—E LTRBEINTVWET, DAX X, 7
TV —2arpkiEAE) —%2FDT7 NLAEEICEEY Y 75O OFERERHELEFT, DAX %
FATZICE. YRATLIALHDOERADKEXE) — BEIX 1 ODULOFREREET 2 T7IL1 V54
YAEY—FYa21—J)L (NVDIMM) OFR) B ETHY. DAXE# T 74 )L X7 L% NVDIMM EIC
ER T B2HELRHYET, )o F. 774V RATLIEEdax YO Y MNA TS aVTIYV Y NTEME
BHYET, ThiZLY, daxEIXIV VY MLET7ANTATLDT 74ILDO mmap B, 7Y 7r—
avOT7 RLRAEBIZAML—VEEHZETYEYTINET,

Bugzilla:1995338!']

NVMe-oF Discovery Service gD 72 /O —F L Ea—& L TCHEARMEICAR S

NVMexpress.org Technical Proposals (TP) 8013 & & U 8014 TEZ X 11 T\L\% NVMe-oF Discovery
Service DHEEIE. 77/ OV —FLEa2—ELTHATEEY, ThoDHEEE L Ea—F 31
&, nvme-cli2.0 /Xy 5r—I % FRAL T, TP-8013 71X TP-8014 2#3%9 % NVMe-oF ¥ =47 v K
TIARICRAMZEY HTEY., TP-8013 LU TP-8014 DEFHfl

l&. https;//nvmexpress.org/specations/ Web t4 b 55 NVM Express 20 828 TP #&HB L T X
LY,

Bugzilla:2021672!"]
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https://cdrdv2-public.intel.com/780887/354834_IAA_UserGuide_June23.pdf
https://docs.kernel.org/driver-api/crypto/iaa/iaa-crypto.html
https://nvmexpress.org/specifications/
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NVMe-stas X\v o —h5Fs7 /00— L Ea—& L CHATREICKE S

Linux @ Central Discovery Controller (CDC) ¥ 24 7>~ N T#% % nvme-stas /Ny 77— A7 /0O
V—FLEa2—ELTHATESRLDICRY Lk, IhiE. FEEHA RV MBI (AEN), BEIESh
7= NVMe % 7Y 27 LEGHIE, T5—REBELR—K &L Automatic (zeroconf) FEIZR E % AL
BLET,

2D/ r— 3, Storage Appliance Finder (stafd) & Storage Appliance Connector ( stacd)®D 2 DD
T—EVTERINTWETY,

Bugzilla:1893841l!]

NVMe TP 8006 4 /Ny RSN T/ /O —TF L Ea—& L TCHEATREICA S

Non-Volatile Memory Express (NVMe) D 3% NVMe over Fabrics (NVMe-oF) DA >~ /XY RFREET#H %
TP 8006 IF., B R—FINTLWAWTFY/OYV—FLE2a—ELTHRATERLDICRY FLL,
NVMe $kAiTiS 8006 TlE. NVMe-oF ® DH-HMAC-CHAP 1 /XY REBSEZAO M JILAEZINT
BY., ZOIEREEICLEYVIRTEINET,

4. nvme-connect(1) @ man X—® dhchap-secret & & U dhchap-ctrl-secret = 7> 3 > ®
MEBAZSRLTCEIV

Bugzilla:2027304L!

99. VNS S—BLUVHEY—I

jmc-core & T owasp-java-encoder 572 /O —FL Ea—& L THIAREE

RHELO I&. AMD 8&Wintel64 EY N 7—FF o0 Fv—FHADT /0 —TFLEa—& LT, jme-
core H £ U owasp-java-encoder /XY 5 —T & EHICEBHEINE T,

jmc-core (&, Java Development Kit (JDK) Mission Control DOA7 APl 2Rt T 25473 )—TT,
ZNiZiE. JDKFlight Recording 7 7 1 VDB B L VEZAAHHADZ 4 73 —*, Java Discovery
Protocol (JDP) IZ & % Java Virtual Machine (JVM) *ﬁ.‘:l:'.@? 173 —DEENZET,

owasp-java-encoder /N — I, Java DE@/NT =YV RABEF —/N—Ay FAVFTHFRA IV
JA—4—@oalL s avERHELET,

RHEL 9.2 LAB#. jmc-core & & U owasp-java-encoder (& CodeReady Linux Builder (CRB) ') /R b
Y —TEATE 270, BRNICEMICT ZRENHS T EISERL T LIV, ##lid. CodeReady
Linux Builder ATV T Y ZEBMILTCHIAT 2 AHEZSRBLTCLEIWL

Bugzilla:1980981

libabigail: TR A BN EBROEEMFENA TV /O —F L Ea—& L THETREICAES

COEFICLY, N4 F)—%LETEEXIC, ROWMFIEHREFERALT. EO7 LY TIVEHICE
BMINBEOILXFY TIVEIICEET 2EE2IHITEF T,

[suppress_type]
type_kind = struct
has_size_change = true
has_strict_flexible_array data_member_conversion = true

Jira:RHEL-16629[1]
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https://access.redhat.com/articles/4348511
https://bugzilla.redhat.com/show_bug.cgi?id=1980981
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9.10. IDENTITY MANAGEMENT

DNSSEC A IdM 54 /0> —7L Ea—& L CHIATRE

& DNS D% % Identity Management (IdM) #—/3—(&, DNS 7O MJ)LDEF 1Y 71 —%iE(LT
% DNS IZX 9§ %33Rtz v b Td % DNS Security Extensions (DNSSEC) A% 35 L HICARVE L

Teo 1AM H—/X—THKRRA MEN 2 DNS YV — I, DNSSEC 2 L CTEBMICERLTE XY, BSH
. BEINICERSLO—T— I ET,

DNSSEC TDNS V—> % {R#T 21551 UTORF1 XY b 2SRRI B IENMHERINIT,
® DNSSEC Operational Practices, Version 2
® Secure Domain Name System (DNS) Deployment Guide
® DNSSEC Key Rollover Timing Considerations

MEDNS D#H % |dM H—/N—(F, DNSSEC Z{FAH L T, D DNS H—/X—H5E4E L 7= DNS [EZ
ZRAET DI EITEFRELTLKEIV, I, #HEINZGEAEICKE > TEREINTULARLDNS
V-V OTRYICHEAS Z DAL DY T,

Bugzilla:2084180

ACMEWXF4/0v—7LEa—& LTHATRE

Automated Certificate Management Environment (ACME) #—E XA, 79/ 0O —7FLEa—&L
T Identity Management (IdM) THIFRIBEICA Y £ L7z, ACME (&, BEMEFERIFORIES & VEIEAE
ORTIFEATZ27O0MINTY, COENIE. FREOEMBELZEMREL. AREOCSA1 7HM 1L
EETOFHOLRE2EBTZI&ICLY, EFa2 VT —%2ALIEZIETY,

RHEL Tlf. ACME #—E RI% Red Hat Certificate System (RHCS) PKIACME L Z/R> ¥ —%fFAH L
F9., RHCSACME Y 7Y 27 Al M T 7 04 XY MDFTRTOFRELRF (CA) H—/—ICBEIMIC
F7OAMAINETH, BEEI’EMCTEETYIVIRAMIMNIGLEFHA. RHCS 1. ACME SEEAZE %
179 2BRIC acmelPAServerCert 7O 7 74 L AFRALE T, RITINAIIBAEOEMEREIL 90 H
TY, ACME H—EZXDOBEMEE/IFEMEIE, M F 704 XY M2EKRICRELE T,

BF

ACME &, §RTOHY—/NN—HRHEL8ALUEAEITLTWVWSIAMFTFOA XY N TD
AHEMCTBIEIHBEINE S, UEIO RHEL N—Y 3 VICIK ACME H—EXNEF
NTWRWD, N=YaVvSEETZT 704 A N TRENRET 2HAEEMLHY
£9, L&A E. ACME DRRW CAH—N—[F, BERZDNSH TV I MBS
(SAN) ZEAH L TWB 7LD, 751472 MNERIPKRHNT Z2HT8EEIHYET,

==
[=]

>

IRTE. RHCS (ZHARRYIN DEFEAZ %= HIFR L £ A, ACME FEBAZ(E 90 HT.ICHAIR
P37z, HRVNDIEREENEREIN., N7+ —I VYV RIIHEERITTH
BEEMIDHY ET,
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https://datatracker.ietf.org/doc/html/rfc6781
http://dx.doi.org/10.6028/NIST.SP.800-81-2
https://datatracker.ietf.org/doc/html/rfc7583
https://bugzilla.redhat.com/show_bug.cgi?id=2084180
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o [dMT7O4 XY M2{ATACME ZF%IC9 5ICIE. ipa-acme-manage enable <~ K% {§
ALEY,

# ipa-acme-manage enable
The ipa-acme-manage command was successful

e [dMFT7O4 X 2T ACME % ENICT I1CIE. ipa-acme-manage disable I< > K%
FALZXT,

# ipa-acme-manage disable
The ipa-acme-manage command was successful

o ACMEH—EZNA VYR KM—ILIh, BWELITEWTHZH) 2MHERT 511, ipa-acme-
manage status A< REFARALE T,

# ipa-acme-manage status
ACME is enabled
The ipa-acme-manage command was successful

Bugzilla:2084181L!]

ONTARYI by

64EY FARM7—*%7VFv—DGNOMEN T/ /O —TFLEa—¢ LTHATES L
2V F Lk,

GNOME FR 4 hy 7BiEIX. 70 ./0—FLEa—&¢LT64EY NARM7—FF 4 F v —TF
HATE%d,

VNCZfERALTEe4EY hARMY—N—DTRI by Ty aVIKERTEISLIKARYE L,
ZTDRER, VI T4ANT TV r—2avea@RLTY—N—%2BEBTELY,

64EY NARMTIE, REINIITS T4 ANT T ) r—ravoty MaERTEEYT, UTICH%E
7.|__\L/i-a—o

® Firefox Web 75 7 #—
® Red Hat Subscription ¥ % — < + — (subscription-manager-cockpit)
o J7A 7 +—ILERRE (firewall-config)
o T4 RYUFERIKRT F S 4 H— (baobab)
Firefox ZA L T, ¥ —/N\—_LE®D Cockpit Y —ERICEKTEET,

LibreOffice R EDEED T TV r—oavid, AR VY RSA VAV I—T 4 ADHEERHEL, 75
TAHINAVI—T o4 RNTEMTR>TWVWET,

Jira:RHELPLAN-27394l[1

Fo/0—7LEa—& LTHARERIBMZ7—%7T 7 F+—H®D GNOME

GNOME 7R7 by 7RI, 740 /0YV—7FLEa—ELTIBMZ7—FF79F+—CHRETEE
EE
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VNCAFERHLTIBMZY—NN—DFRI My Ty avVICEHETILLIICRY F L, TOH
B USTAANVT IV r—vavaERELTY—NRN—452BEBTEET,

IBMZ Tk, BREINETSTAANT TV r—a3avDty NaERTEEXT, & 21E RDLD
IRy x99,

® Firefox Web 75 7 #—
® Red Hat Subscription ¥ % —< + — (subscription-manager-cockpit)
o J7A 7 +—ILERRE (firewall-config)
o T4 RVFERARRT +Z 1 H¥'— (baobab)
Firefox ZfA L T, % —/N\—_LE®D Cockpit t—ERICEKTEET,

LibreOffice R EDEED T TV r—oavid, ARV RSA VAV I—T 4 ADHERHEL, 75
TAHINAVI—T o4 RNTEMTR>TWET,

Jira:RHELPLAN-27737(1]

9.12.WEB 3>V —J)l

RHEL Web 3~V —JL T WireGuard R4 BEEB X&) IV F LE

RHEL 9.4 LI TIlE, RHELWeb OV —I)L%{FA L T WireGuard VPN #im 2 ERR B L VBB TEX
T, BB, WireGuard 77 /O —EFD Web VY —LEESIK. EBE06EHR—MNIRADTY /
OY—7LEa—7T7%,

Jira:RHELDOCS-17520L]

9.13. R781t

ANFRE~Y> >V DOERK

ANF KVM {R#81E1E. RHEL O Tlntel. AMD64, LUV IBMZERAMTEITLTWVWS KVMRIET Y
YAOTF /0 —FLEa—&E LTREINhEY, COMEEFERT S, MERHELO KRR M TE
THR® RHEL 7, RHEL 8. FZ&IZ RHELORET Y U BNA IR—NAHF—& L THEEL. BB DRE~T
VUERANTEEY,

Jira:RHELDOCS-17040!1

KVM {R38~ > >~ ®D AMD SEV & & U SEV-ES

RHELO I, 7 ./0Y—7LEa—&LT. KIMNAR—NAHF—%5EHT S5 AMDEPYC KRR k¥
DU, EFXF A TESREL (SEV) BEZRELE T, RETI VY TEMICR>TWBIHEEIF. SEV
MRETSVDAEY —ZRESELT, RAMDOSRETS UOADTICRZHREFET, IhITLY.
RE<>YDEF2)7F1—HDPEELET,

X 52, #IEX N7z SEV (Encrypted State) /A—Y 3 VD SEV (SEV-ES) 574/ OV —7 L Ea—¢&
LTIRHEINZE T, SEV-ES I, RETYVOERTNMELET EE, TRTODCPULYRY—DREB%
EEELET, ThICLY, RAMMREYY VYD CPULVRY—BZEHRLRZY, TIHhDIERET
Ao YTERLSRY T,
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SEV 8 & U'SEV-ES &, % 2 XD AMD EPYC CPU (d— KX —/, Rome) DA TEET 5 Z &I
FRLTLEIVY, &7, RHELO ICIE SEV 8 LU SEV-ES OEEBIENEENE T A, SEVE LY
SEV-ESDtEFal) 74 —fERAIEEEThEE A

Jira:RHELPLAN-65217(]

RHEL A @A >~ 7 JL TDX

77 /0Y—7FLEa—& LT, Intel Trust Domain Extension (TDX) #8840 RHEL 9.2 LIBED & R b A
RU—=FTAVIIVRATLTHEATESZLDICLRYFE L, RAMNRATFLNTDX ZHR—MLTWDS
malE. FZZAMRKXA Y (TD) EFENS, N—RI T T7HH0BES N RHEL O RIE< 2 ¥ (VM)
T 7OATEEY, 7L, TDXIXIRE kdump TlIHEEE . TDX EZBMICT S & VM LT
kdump "5k T 2 Z L IERE L TLEIL,

Bugzilla:1955275!!]

RHEL @ Unified Kernellmage 577 /O —7 L Ea—& L CRIAREEICA S

F4/AY—FLEa—& LT, RHEL A—RILERET S ¥ (VM) D Unified Kernel Image (UKI) & L
TAFTEBELDICARY F L7, Unified Kernel Image I&. 71—FJL, initramfs, B8LTAH—F)LOT
VRIAVEBE—DEZNENAFT ) =T 7AIICHKEELET,

UKI 1, IRIEBILIREBEYV S0 RRE, BHICBHAREF 1277 — MEIVELEE VM CTERATEZE
4, UKIlE, RHEL9 YRY MY —dD kernel-uki-virt /Xy —2 & LTRIATE 9,

B, RHELUKI &, UEFI 7— FREDHTHEATE XY,
Bugzilla:21421020"]

IntelvGPUA T2 /0 —7LEa—& LTHAATREICARS

Fo/AY—7LEa—& LT, ¥ Intel GPU 7/31 X %, mediated devices & (X 2 EHDIR
BFNARIIDEITEDEDICARY FE Lz, TDHNT/NA RUE, RFE GPU & L TEHBODIREY > >
ICEIYYHTHIENTEZEYT, ChIZLY, ZORBITY VA, 1 DOWE Intel GPU D/ T +—<T v
A=HBLET,

T OMBEIZIEHRE S ARY ., RHELO3 Y — A THRAICHIBRI N EIEELTLEIL,
Jira:RHELDOCS-17050![1

ARM64 ED CPU VS RY—

Fo/AY—7LEa—&LT, CPU MROY—THEHD ARM6E64CPU ¥ S RAY —%{FHAT 5 KVM
RETY VHEERTEDEDICRY F L,

Jira:RHEL-70431]

Mellanox @ Virtual Function Ic & 2R~V DSA T4 7L —>avdrFooao—7
LEa—¢& LTCHRIARREICRY X LE

T2 /0Y—FLEa—& LT, Mellanox & b7 —%2 7 /34 2O Virtual Function (VF) B’ 7 4 v F X
NERETSY (VM) DZATRA 7L —2a Vv aEFIRTEREDICRY LA,

BE. ZOMEEIX Mellanox CX-7 %Y KT =0 FNNA A TOAFBTETE Y, Mellanox CX-7 & v b
D= FNRAZEDVF I, 54 TIATL— 3 VICHERHEEE BT 2% L L mix5_vfio_pci K
SAN—Z%FALET, TOFLWKZA/8—=F, libvirt IC& > TVFICBEMICNS Y RINFET,

Jira:RHEL-13007L1]
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9.14. 7 27 RIRIED RHEL

RHEL 2574/ 0OY— 7L Ea—& LT Azure Confidential VM THIFBIBEIC/ D

BHINAZRHEL h—R IV %EFEHAT 5 &, RHEL BBRIE~Y > > (VM) % Microsoft Azure ETF7 4 /
AY—7LEa2a—¢LTHERLTEITITESEIICRY F Lz, 3L EBMX N7z Unified Kernel
Image (UKD IZ& Y, BEBIEINAEBE VM A X —I% Azure L TREITEZ LD ICAY F LA, UK
&, RHEL9 JRY ~!) —d kernel-uki-virt /Xy 5 —2 & LCHIETEE T,

IBIE. RHEL UKl IZ, UEFI 7— M REDHCHEATEZ T,

Jira:RHELPLAN-139800L("]

915. Y7 77—

podman-machine AV > KixHR— FHKRHATT,

RIEYY Y %EET 576D podman-machine IY Y Rix, 77 /0Y—7FLEa—&LTOHFHE
ARETY, KHYIL, ATV KT VD SERE Podman 2T LTLEIL,

Jira:RHELDOCS-16861L"]

RIVFTP—XTI9F¥y—AA—YVDEINKDRTF /00— Ea—& LTHARBEICARY F
L

RVFT7—FT0Fv—20TFT—A A=Y DEKICERTE % podman farm build I3~ KDY, T
H)av—FLEa—¢LTCHETEET,

7 7—AlE, UNIXpodman V47 v RDEITINTWBEIYVYDIIN—TTY, 727—LAD ./ —KIC
X, IEIFLT7—FFTI9Fvy—DOIFIFAIVUNEET ZHEINHY £F. podman farm build
O~ > Ki&. podman build --arch --platform ¥ > K& Y EFETT,
podman farm build ZEAL T, RO7 /> a Vv =ETTEET,

o J7—LADIRTD/ —RIZA A=Y %ZEIRLEFT,

¢ /—REXZTIAM)AMINYRNILEYS,

e INRTMDI77—LAL/—RKRTpodmanbuild v REETLET,

o tag AT aVEMALTEEINALLIZAN =LA A=V E Ty valLET,

e YZJIRMNYRMEO—AIIERLET,

¢ YZJ7xAMNYRAKELYZAN)—=IZTYy2alLET,

RZT7TARNYRMIE, 77 —LRICBEETDZDRATATT7—FTFI0Fv—94 &1
DDA A—=IHEENZET,

Jira:RHELPLAN-154436!']

# L\ rhel9/rhel-bootc AV T FH—A X —I W Fo /A —FLEa—& LTHIATATREICL S

rhel9/rhel-bootc IV FF+—4A4 X—=I N, ¥4 /0OY—TL Ea—& LT RedHat Container Registry
THATEZLDICAYELL, RHELO 77— NARBAAY T F—A XA —Y%FERT2E. IVvTFH—
EFSRKALEIIC, ARV—TFT A VI RTLEREE, TAM L7704 TEET, RHEL
T—MNAERAYTF—A A =Tk, ROMEEREDEOHIC, BBEDT T 75— 3 > ® Universal
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Base Images (UBN & IEEAY ¥, RHEL 7— bV T+ —A A —=JITIE. A—FIb, initrd, T—k
A—4%— 77—LVIT7REDEEMEMEBMIAVR—FY MEEFNATVWIEY, BFOIVT
F—AA=VILEBIIHY FH A, FEMIL. RedHat Ecosystem Catalog #ZR LTI W,

Jira:RHELDOCS-17803[1

composefs 77 ANV RAFLNTY /AT —FLEa—& LTHETREICAES

composefs AU BRT7 7 A IV AT LN, 77/ 0V —FLEa—& LTHBAIEICAY F LK,
IRIE. THIE—M&REIIC bootc/ostree 8L W podman AV TV hTOAMFEAINDZ I EEBMELT
WE T, composefs AT 2&, chosn7OYV Y MaFRALT, HAFRYEBERDOA X —Y &R
LTEALEY, A X=—YBTI774IT—952HBLEY., EOFICAA—VERIELEZYTEE
T, TOHRR, BRICKRIEINLZ T 7AWV ZATLY)—HNIo hEh, A—7 714 ILAEEEOM
MEEINDZELIICRYET,

Jira:RHEL-1815711]
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BR10ZE FEHEBE (/R o F#BBE
Z Z T, RedHatEnterprise Linux 9 T JEHER &R o T BE DB ZE %A L £ 7,
FEHREDOHEEIE., FERBDSEDAT v —) =X TR YR—FINQWTREESE . FitIilEET
DIEIFHEINTIEA, FEDOATv— U ) —RICHE T ZIFHEMEORIIBTRIE. TOATv—1)
) —ZDRFHRDY) V=R /) —rESBLTLLEIW,
JEHRDIBED Y R— M AT —4 AL, Red Hat Enterprise Linux 9 TIRZEEINTWEHA, HR—K
HAEIC D W TIE. Red Hat Enterprise Linux DS 4 744 7). & & U Red Hat Enterprise Linux 77 7'1)
T—=23aVAN)—=LDZATHA 7L ZSRLTLEI W,
REIBLVSEDAD v— 1)) —RTE, FEHEEDON—RIz7IAVR—V NOFHHFREIHEI N
FtAe N—RIOZTPZRFAN—DFEHFIE, €F21V T4 —EERBJEBEDHICTHONET, RedHat
Tl TDEIB/N—RI T 7ORATMEHELFT,
Ny =D FEHEERY, FROMEIMEEINLRVWGEL’HY XY, HEHLL/NNY F—I D HIBRS
N32&tHYFET, TOHFEICIE, HEDRF 1AV MNT, EHEREE G-\ =Y E ARk B
—, FLERIYVBELBEZRETIHROEDONNy F—UMEEIN, FLWERSENEHINE T,

RHEL 8 ICIETFEET 2D RHEL O TIX HIBR SN 7a#eEICDWTIE, RHELO ZE8 AT 3[EDEREEIE &
BEBLTLLEIL,

1014 YA M=5—BLVA X =Y DK
FHREDOFy Y RH—bIATUF
UTFOFxy 728 —baT Y RHOFEHEICRY T LT,

e timezone --ntpservers

e timezone --nontp

® logging --level

® %packages --excludeWeakdeps

® %packages --instLangs

® %Anaconda

® pwpolicy
REDF T aviEiINM) AMRRINTVWSRIGER. BRI RBLVPZOMDF T 3 v IFBIE
MEFATE, FERETIIBVWIEITEFRELTCEIW, FYIRI— T 74V THEHEEDIT VR
HERATZE. QOFICEENHEAINE T, instksstrict B84 > a v AFERAL T, ROy
FEEZLIZ—ICTBIEHETEEY,

Bugzilla:189916711]

edge-commit & & U edge-container 7IL—FY Y hDA—HF—ETIN—TDhRY <1 X
HERICR D

TI—TN) Y N TCA—Y—FLEITIN—TDHRITA X %IEET % Z &iE. edge-commit & & U
edge-container 1 X —J 4 4 FTCIFIEHRICRYE L, Thid, 1 A—=Y&TvTJL—KL., 7
W=7V Y hTCa—HF—2BEEELAVE, 2—HF—-DHRITA IDEKDNELHTT,
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https://access.redhat.com/support/policy/updates/errata
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103 JEHER (T /p > T-#aE

BEZD OSTree Xy DT 7O ICERAINZ TN—T) Y N TOI—HF—FLETIV—TDHRY
<1 XDIETE (edge-raw-image. edge-installer, edge-simplified-installer 1 X —> % A 772 &) &,
BIEHmEHR— P INBZEITERELTLLREIL,

Bugzilla:2173928

initial-setup /Xy r — U HIEHERICAR D

initial-setup /¥ 7 — < |&, Red Hat Enterprise Linux 9.3 TIEHEIZRY, JRORHEL X T v —1) 1) —
ATHIBRINZFETT. RDYIL, VY5714 hLaA—H—4A 24 —7T x4 XD gnome-initial-setup
ZEALET,

Jira:RHELDOCS-16393(

inst.geoloc 7— M A 7 3 > D provider_hostip i & provider_fedora_geoip {EH FEHEIRE I/ B

inst.geoloc= 7— b4 7> 3 > @ GeolP API %2387 L 7= provider_hostip & &
provider_fedora_geoip BN FEHEIRIZ A B Y IC. geolocation_provider=URL & 7> 3 v &R L
TCAVRAMN=UTATSLERET 7 A IVICBEBERUBEREHRETEE T, inst.geoloc=0 + 7 3
VEFERALTAEBREZENICTEZIEETEET,

Bugzilla:2127473
JO—nNI)biky hx—%EA L7 AnacondaGUI NS DR YY) —> 3y fOEUSHIEREEEIC
RYFLL,

LEnik, Z/O—/N)biky NE¥—%2@FEHL T, AnacondaGUI DRV ) —> Y3y Naxv TFv—TX
FlLk, 2FY, 2—H—FA VAN —IEBEINSRI) =V ay NEaFEHTHEL, FE0RAKRT
FRTBIENARRTLRE, T OMEEIIIEHRICAY F L,

Jira:RHELDOCS-17166L"]

Anaconda D AAHZNIL THIEHRICH S

Anaconda M4 VA M —JUBFICRIEABEA, £ Anaconda 1—H'—A V¥ —T A ADAKR—IE LV
INT D AIAF RF 2 XY MEIFEHRICAY F L, KDYIC, Anaconda —HF'—A V9 —T x4 R
iFECEREICARY, - —ZFEDORHEL AV v+ — 1 ) =X TRRADRHEL RF a2 X b =50
TXX9,

Jira:RHELDOCS-17309[1

NVDIMM 5784 ZDYR— M D FEHEICH S

PN, 41 YA M=0TOaTSLIC&Y, 41 VA M=ILFIINVDIMM T/ R EBERET B ENT
XFE Lk, FVIRI—FBLUVGUI M VR M—=ILHFD NVDIMM F/84 R ICHTHd % H5%0R— M3k
WERIZRY, RORHEL XY v+ —Y )—ATHIRINZFETY., 2749 —F— KD NVDIMM 7/34
2lE, AVAM=LTOTFLTEIEHmERTIN, FHAETT,

Jira:RHELDOCS-17702

AVAMN VBB CRSAN—EHFTA RAIDOBHINERSA/—%20—-KTEXHW

AVAMN=ILOFERAM T4 RVICHBE L RSAN=—PFTTICO—RINTWBIFEE., KT14/8—
BHTARIDSDHFLWA—I3 VD RSAN—PO— RINBWEEIrHY FT, ZTDRH, K5
AN—DRFN—avaesA VAN BEICERATEIHA,

B85 & L T. modprobe.blacklist= 1 —X I IAXY RSAvFTvavEinstdd 4+ 7o a v eE—#
IKFERLET, 2Exld. RSAN—FHT 1 AU H 5 virtio_blk KA N—DEH/N—T 3 VHFER
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https://bugzilla.redhat.com/show_bug.cgi?id=2173928
https://bugzilla.redhat.com/show_bug.cgi?id=2127473
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/
https://issues.redhat.com/browse/RHELDOCS-17702
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ICO— KX N3 EIICF%ICIE. modprobe.blacklist=virtio blk #FHE L. BEDFIEEHKEITLTHK
FAN—BHTARIDLRZAN—%ZBALET, TOHBR. YRATLERFAN—DEHR/NN— 3
vEO—RL, ThEaA VA M- ILBRETCERTES LD ICRY ET,

Jira:RHEL-4762

102. %254 —

SHA-1 X SIEO BN CIEHEICK S

ES{bEEME LEESHA-T Xy E—Y 44V 2 X MOFERIE. RHELO TIXIEHREICAY F L1,
SHA-NICE 2 TERINIY A VT A ME, Ny Y 1BFBROBRBICED K %< ORBDRINFIDEEEFIL
INTWDBED, EXFa7TH3EERAINFRHA, RHELATZHESIAVER—XY ME, 720+
TSHA-1 &AL TEREER LALCRY F LA, RHELOD7Z )= a vhEHI N, 52l
T4 —FEAEDI—AT—ZATSHA- I MERINAWE D ICARY F L,

BIHDHETE, HMAC-SHAT X v £—UFR8E 0 — K & Universal Unique Identifier (UUID) {& Ik, SHA-T
BERALTERTEZT, Chidk, ThoDI—RT—ADBEEFIVFTFA—JRIVEELLIHRN
72T, SHA-1IE. Kerberos ® WPA-2 72 &, HHEERMS FUOEHRMEICET2EELRRIFIEICE
BEIBERONT—RATEFEETEEYT, FMIE. RHELOEFa )71 —D#@{ERFa AV b D
FIPS140-3 ICEH L TWAWESILAEREIT B RHEL 7 75— avD ) A M #8BLTLEX
Uy,

BHFEIFLEEY—RF—=FT 1 —DESELREZRILET 2LDICSHA- I ZFEATI2VELNHBHEIE. RO
YU RZEAALTAMICTEETY,

I # update-crypto-policies --set DEFAULT:SHA1

F/zld, VAT LLEDIESERY S —% LEGACY R —ICIYEZ 223 TE%d, LEGACY
I, EX a7 TRAVMBOZ<DTZILITY ZLEBMITEIEITEFELTLIEIL,

Jira:RHELPLAN-110763[1

fapolicyd.rules H*FEHERIC /2

EITIN—ILDHFAEEFTEESL 7 7 1 LD letc/fapolicyd/rules.d/ 714 L 7 k1) —

i&. /etc/fapolicyd/fapolicyd.rules 7 7 1 L = EX#x 9, fagenrules X7 ) T ME, DT 1L
JM)—ADITRTOIAVR—FY ML—IL7 74 )L % [etc/fapolicyd/compiled.rules 7 7 1 JLICY —
TEBLDICRY F L, letc/fapolicyd/fapolicyd.trust D JL—)LIEE| Z#E X fapolicyd 7 L — A7 —
JICE>TUREBINT T, MIEBREZBRERT DDODDOHIEAINETT,

Bugzilla:2054740

RHEL 9 C SCP »'FE#RIC 43

SCP (Secure Copy Protocol) ICIZBEHIDZF 1Y) 7 14 —Me55ENH B 726, FEHERE ALY F L7/, SCP
APIIERHELO 4 7H A VI TEIZHmIFATELZ TN, YRAT7LEFa )T+ —NMETLET,

o scpl—T 4 )T 14—Tlk, SCPIET 74 NTSSH 7 74 JLERET O MIJL (SFTP) ICE X
BAZOLNET,

® OpenSSH A4 — MIE, RHELO TIZSCP #FAHL Ft A,
e libssh 51 75 —TSCPAFEHRICAY F L1,

Jira:RHELPLAN-99136(]
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https://issues.redhat.com/browse/RHEL-4762
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/security_hardening/index
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#ref_list-of-rhel-applications-using-cryptography-that-is-not-compliant-with-fips-140-3_using-the-system-wide-cryptographic-policies
https://bugzilla.redhat.com/show_bug.cgi?id=2054740

103 JEHER (T /p > T-#aE

OpenSSL Tl&. FIPS E— KT®D RSABESILIC/AT 4 VI HBRETT,

OpenSSL &, FIPSE—RTO/NRT 4 VIR LD RSABESILE Y R—M LA RYE L, T4V
TERALBEWRSAESIE—RHUTIEAEW D, FEAEFRINIEA, RSA(RSASVE) ICL 3
F—DATEIEIFRT 4 VT FERLEEAD, BIEHMEFR—PFPINTVWBZEITERLTLES
W,

Bugzilla:2168665

OpenSSL T Engines APl H*JEH#EERICH S

OpenSSL 3.0 TLS Y —JLF v K Tld. Engines API BFEHERICAY FE LA, TVIVA VI —T (R
X 7ONA T —APIHILBEMZAONFE L, 77V r—ya v eEBEQOI YYD 7an §—~0%
TIIETHTYT, FEHED Engines APl IE, SHEDA T v—1 ) —XATHIRINDAREMELHY T,

Jira:RHELDOCS-17958!1

openssl-pkcs11 D' IEHERICA2 B

FEHERRIC/R 57 OpenSSL T ¥V D 7O/ 5 — API ~NDikGEH 2 #1T0—RE LT, pkesli-
provider /X 4 — A" openssl-pkcs11 /3y 4 —< (engine_pkcs11) ZEX# X £9, openssl-
pkes11 /X8y o — U (ZIEHERR (T4 Y £ L7z, openssl-pkes11 /Xy r—JE, SHEDAT v—1Y1)—2R
THIBRI N 28N HY X7,

Jira:RHELDOCS-16716L"]

RHEL8 8& U9 OpenSSLAFAZ S LU BRIV T TH—HIEHEICL S

Red Hat Ecosystem Catalog @ ubi8/openssl # & U' ubi9/openssl ') R ) —THI HATREAR
OpenSSL R—4 FIVEIBAES L VB ROV T —Id. FEMNMEVWOHOIEHRICAY F L,
Jira:RHELDOCS-17974l1

Digest-MD5 SASL CldIEH#HRE Y F L,

SASL (Simple Authentication Security Layer) 7 L — /A7 — % @ Digest-MD5 FR5E X 71 = X L ldFEHERR
ICiRY, JEA—=I3DATv—1) 1) —RTIld cyrus-sasl /Xy r— U M SBIBRI NS ATEEEH Y
Bugzilla:1995600L"]

OpenSSL (&, MD2, MD4. MDC2., Whirlpool. Blowfish. CAST. DES. IDEA. RC2,
RC4. RC5. SEED. &L U'PBKDF1#JEHRICLZ T,

OpenSSL 7OV 7 ME, £FaT7TIERL, —IITIERW, FLEZTOEATHS E WD EH
T, —EOBS7IIYALEIEHEICLFELL, RedHat EZN 5D 7ILT Y XLDFERA % HEH
9. RHELO T, FILWZILTY XL AFAT Z-OICEBSELIN T Y 5RBITTEHICETRS
ERHELTVWET, 21— —1F. BODYRATLDEXF 2T 4 —DEHICINLDOT7ILTY) ZALITK
FLTIEWTEEA,

7T XL MD2, MD4, MDC2, Whirlpool. Blowfish, CAST. DES. IDEA. RC2. RC4, RC5.
SEED. & U PBKDF1 DEE(E, OpenSSL DL AY—7ONA ¥ —IIBITINFE LT,

LAY —ang ¥—%0—RK L., EHBOT7ILTY ZLDYR—MNEBEMITZHEICONT
(&, /etc/pki/tls/openssl.enf B8E7 7 1 L SR LTI,

Bugzilla:1975836

letc/system-fips HYFEHESE I
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https://bugzilla.redhat.com/show_bug.cgi?id=2168665
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letc/system-fips 7 7 1 L TFIPS E— RMHIBRIN B I EA2RTHR—MIEY., 771 ILIESED
RHEL N\—=Y a vIlgFhia<RYEd, FIPSETE—RTRHEL%ZA YA M=ILTBITIE, YRATLD
AV RARN—=IVBEEIC fips=1 RS X =4 —%H—FIINAX Y KSA VIEML T, fips-mode-setup --
check Y Y &AL T, RHELAFIPS E— RTEIMEL TVWEAAEI N EHRTEET,

Jira:RHELPLAN-10323211]

libcrypt.so.1 HSFEHESEIC

liberypt.so.1 54 75 ) —FIREFEMBETHY ., RHEL DIFED/N— 3 V THIBRI B EHEEELHY
i-a_o

Bugzilla:2034569

103. 4720 ) 7o avnER
subscription-manager register DFEHEIRD --token &+ > 3 iE, 2024 F£ 11 BARICHREL 42 <
BRYFET

subscription-manager register 1< > K DIEHEED --token=<TOKEN> # 7> 3 v i3, 2024 F 11 B
RUBBEYR— MEROZBIAAFETIHRLKRYET, TIANLMDIVIA MLAY MF—N—
subscription.rhsm.redhat.com T3, b—7 U R—XDRHAIFATINL<RY FF, Lih >

T. subscription-manager register --token=<TOKEN> Z#fffl 3% &, ROITS—X v E—YHNRR
INTEEDNKBLET,

I Token authentication not supported by the entitiement server

VAT LEFFRT BHICE. YR— MR ROMOBAIAEEZFEALF T, =& x I, subscription-
manager register 1< > RICRF7DF 7> 3 > --username / --password ¥ 7= (£ --org / --
activationkey Z 2 7,

Bugzilla:2163716

104.>z)sLvavxv >y K4 2Y—)b

dump D50 dump 1—F 1 V) T4 — DI EHBICRY FE L L,

T77AWYRTLDNY Ty TIERAINS dump 1—F 1 U7 4 —HFEHEREIC/AR Y, RHELO Tl&
FERHTER<RY ET,

RHELO Tl&., FAHAKRICEDWT, tar. dd. F/zld bacula®/Xy o7y F1—F4 )54 —%{FEH
TRDIENHREINTWVWET, TNICEY., ext2, ext3. BLVext4 DT 7M IV AT LTREETEH
RNy Ty THRHEINF T,

dump /Xy & — D restore 1—7 1 1) 7 4 —I&, RHELO CTHIZHmXFBETEEL T, Y R—rINTH
Y, restore /Xy —TE LTHETEEY,

Bugzilla:1997366!"]

Bacula® SQLite T— 49 RXR—ZANv I TV RIFEIEXINF L

Bacula/X\w V7w TV AT L, BHODT—9R—X/\vy I TV K (PostgreSQL. MySQL. & &V
SQLite) #HR— ML TWE L7z, SQLite /Ny /T KIZBEIEI N, RHEL DSEDY) Y —XTIEH
R—hINMBRLARYFES, KDY, #D/Ny 2T R (PostgreSQL F72lE MySQL) DWW ICTE
7L FILLEMATIESQLite Ny VTV RAFRALABVWTLEI W,
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Jira:RHEL-6856

sysstat /Xy 5 — D %vmeff X M) 7 ZFIEMRICHEYV FLE

R—YBHEWERZRET % sysstat /Xy 77— D %vmeff X M) 7 21, FHFEDRHEL A T+ —/N—
TIavVTIRYR=—IINRRYFT, sysstat iF. FILWA—RIN—=2 3V TREINZTRTO

B9 9 % /proc/vmstat & % fEiT L 2 W /28D, sar-B OV Y RIZL 2 TRIN S %vmeff FIDMEIXIE L

KHYFEEA,

Iproc/vmstat 7 7 1 LD 5 %vmeff (EZ FETEHETE 9, FFMIE. Why the sar(1) tool reports
%vmeff values beyond 100 % in RHEL 8 and RHEL 9? Z#ZSBRL T XL,

Jira:RHELDOCS-17015("]

ReaREETZ 7M1 ILTD TMPDIR ZH DB EMNIEHRICA S

export TMPDIR=... e EDRXT— M XV M %fEA L T, /etc/rear/local.conf % 7| /etc/rear/site.conf
ReaREEE 7 7 1 L T TMPDIR IRIEZM %2R ET 2 & IFFHRE LY X L1,

ReaR—BE 77 A IDHRI LT ALY M) —%IBET BICIE. ReaR ZEITT ZEIICY T IVRETEH
HETJAR—MLET, &AL export TMPDIR=... A7 — h XV hEERIFTLTHS, ALY IV
tyvavEkERYY) FhTrear A Y REEFTLET,

Jira:RHELDOCS-180409l1]

cgroupsvil IX RHEL O TIEH#EREICAY F L

cgroups (&, F7OEREH, YRATFTLYVY—RDEYHT, BLUNN—FT1 P a VEEILERIND
A—FRIWY TV RAFLTY, systemd —ERXTR—I v —I[&, cgroupsvl E— K & cgroups v2 E—
RToiegixHHR—k LZET, RedHat Enterprise Linux9 Tl&, 7 2L bDE—KRIZv2TY., Red
Hat Enterprise Linux 10 Tl&. systemd I cgroups vl E— R TOEEH AR — M3, cgroups v2 E—
FOAHDFARTREICAY £T,

Jira:RHELDOCS-17545(]

105. 1V I7S5AMNS IV Fv—H—ER

D947V bA RBELCTY—/NN—H A RO DHCP /Ny S — I FIEHRICRY F L

Internet Systems Consortium (ISC) &, 2022 FK%Z € > CISCDHCP DAV T F VR % TT BT &
HRERLFE LK, TDRH, RedHatld, RHELO TD IS4 7Y b A RBEL VY —N—H4 KD
DHCP Ry r—Y OFEREFHREE L, SBORHEL AP v —N—=TYa v TIEERLABRVWIEEREL
F Lk, BEHIE. dheped > ISCKea 72 &, FIAAREAKEBFBRANDBITZEFETI2HNENHY X
ER

Jira:RHELDOCS-17135!1]

sendmail. libotr. mod_security, spamassassin /Ny 7 —J3IEHRICHRY L

PAFD/Ny 5 — [ RHELO TIIFEHRE QY SEORHEL XY v —N"—Y 3 U CRERINZEHE
Ao

® sendmail - Red Hat TlE. postfix X —ILT—E > (Y R— b HR) NDOBITEHRELTVET,
® |ibotr

® mod_security
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® spamassassin

Jira:RHEL-22385[1]

10.6. *v hT—7

RHELO TXx v M7 —9 F—AHFEHEIR(IC

teamd H—E X & £ U libteam 5 1 75 ') —I&. Red Hat Enterprise Linux 9 TIZIEHERE (TR Y, R[]
DA v —) 1) = TIFBIKRINZFETT,. RBEELT, xRy NI F—LDODKRDYICKRYT 1V
JHEEFBELET,

Red Hat I&. HEEN LT AR Y T4 VT EF—LDEREA 2 DBIBLACTEVWVEDIZ, A—FIL
R—ZADKRYTFAVITITFALTWET, RVT a4/ — Kk, BEORBENE ., BET, FH
RAZIaz=FT4—RAEIMMTOhTVWET, ZTOHER, RryT14 72— RIEHER, BEFHINE T,

RYT 4V TICF—L%=#I1TT 5H%IE. Migrating a network team configuration to network bond %
SRLTLEIL,

Bugzilla:1935544!]

ifcfg TG D NetworkManager #8707 7 1 LD FEHERIC

RHEL 9.0 L& T, ifcfg R DI T O 7 7 1 JVISFEHRICAY F L/, RORHEL XY v—1) 1) —
ATlE, COBROYR—MIEIBRINET, /L. RHELO TlX, BIEO 7O 771 IV EEET S
&E. NetworkManager IEB|Z#HE COHATHREO IO 7 71 VLB L UVEHLET,

77 #JU N Tl NetworkManager 3 707 71 L2 F—7 71 LK T
/etc/NetworkManager/system-connections/ 74 L 7 M) —ILRET B L 1LY F Lz, ifcfg B
EFERY, F—T7 74 ILFRIE. NetworkManager BRIt T 2 IR TCOERREEYR—MLET,
F—T7 74V ERETOT7 71 IVOBITHEDFHMIE. NetworkManager connection profiles in keyfile
format ZZR L TLEI L,

Bugzilla:18948771]

firewalld @ iptables /X 2 T KA FEHESE(C

RHEL O Tid. iptables 7 L —A 7 — 7 [3FEHEICAY £ L, #ERE LT, iptables /Xy VTV K
&, firewalld D BEEA V9 —7 x4 X HIFHRICAYE L, BEAVY—T1 X DRHDY
IC, firewalld D1 7«1 THEEFERAL T, BRERI—ILERETEET,

Bugzilla:2089200

firewalld DOy 7 5 UHEEITIEHRICARY FE LE

firewalld DO 7 4 VHEEIZIEHRICARY F L, BRAIE, root & LTETHOTOERPEE SR
BRI R MCEMT2DAFIFRWVWEHTT, Ov I Fo U iEEld. SEBORHELOX S v—1) 1) —2
THIRINZAEELIHY £7,

Jira:RHEL-17708

connection.master, connection.slave-type. connection.autoconnect-slaves 70/35 1 —H'JE

HWRICAD

Red Hat Tld. EHBMNASENFERICRYMBATHWEY, ZOMYBEHICET M. ZHEMEEZH
AMdF—TV—20iElL 25RLTLLEIW, LD
T. connection.master. connection.slave-type. connection.autoconnect-slaves 70/35 1 —®
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SE10E FEHESRIC /3 o o HBE
ZRINEEINE L, THEBRMEERRT 27HIC. 07O T —&EHLWIONRT 1 —RIC
RYTETBIA)TRERINE LT,
e connection.master (3 connection.controller D TA ') 7 A TY
e connection.slave-type |& connection.port-type DT A 'J 7 X TY
e connection.autoconnect-slaves |&. connection.autoconnect-ports DT A ) 7 X TY

connection.master. connection.slave-type. & &£ U' connection.autoconnect-slaves T 1 ') 7 X (&
JEHBREE QY. SEORHEL N—Y 3 Y TIREIBINZ ZEIERELTCREI W,

Jira:RHEL-1761901]

PF_KEYv2 h—XJL APl H*FEHESRIC

FT)r—2 3 viE. PV_KEYV2 8L UH L\ netlink APl Z{FEB LT, h—XRILOD IPsec REARZTE
TXF9, PVKEYV2EZT7 Yy 7R NY —LTEBHIRETFINTE ST, RFOES. £ 70— K,
RS — TV ABEHYR— MR EQEEREF 2 714 —HBENSRITTVWEY, TOFHER., RHELO9.3
LIB%, PV_KEYV2 API [33EH#3EE Y, RORHEL XY v —1) ) —ATHIRINEFETT., 77
T—2aVTIDA—RIVAPI ZFEAT 2G5, REE L TEHD netlink APl ZERAT 5L ICH
TLTLEIY,

Jira:RHEL-1015("]

10.7. A—=xIb

ATM h 7tJL{ti& RHEL 9 CIEHERICAY F L

JEREEEE— K (ATM) A7 E=ILEICEY, ATM 7Y 77— a3 LA —5AAL-5) DL A1 ¥ —
20RA Y MY —Rav bFOMI, 41 —H Ry M) FELA¥—3(P) FEHAAREICARY £, Red
Hat (&, RHEL7 LA ATMNIC RS A4 N—DHR— M E2REFEL TVEHA, ATMREDHR— ME
RHELO TRELEINTWET, chosDFOMINIEERE, ADSLTV/OY—%HR—FL, X—
A—ICE > TERBENICELEINTVWEFYy T2y NOFTERAINMTVWEY, LEN>T, ATMA T
+JL1bIE Red Hat Enterprise Linux 9 TIXIEHETT,

FF#li&. PPP Over AAL5. Multiprotocol Encapsulation over ATM Adaptation Layer 5. 3 & U Classical
IP.and ARPoverATM ZZHR L T 23 L,

Bugzilla:2058153

kexec-tools M kexec_load ¥ A5 Ad—JUITFEHERICARY F LT,

2BEBEDH—RINEO— RT3 kexec load VAT ALAD—)LIE, FERORHEL Y ) —RTIFHR—KX
nia< Y F£3, kexec file load > 25 A 3—)LE kexec_load ICRH B E DT, BIEFTRTD
T—FFTI9Fv—DTFT 7N MDY RAFLIA—ILTT,

M. Is kexec_load supported in RHEL9? ZSHBRL T LI W,

Bugzilla:2113873L"

RHELO TXx v M7 —9 F—AHFEHEE(IC

teamd H—E X & £ U libteam 5 1 75 ') —I&. Red Hat Enterprise Linux 9 TIZIEHERE (TR Y, R[]
DA+ —) 1) = TIFBIKRINZFETT,. RBEELT, xRy NI F—LDODKRDYICKRYT 1V
JHEEBEELET,
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Red Hat I&. HEENEU T AR Y T4 VT EF—LDEREA 2 DBIBLACTEVWVEDIZ, A—FJL
R—ZADKRYTFAVTITFALTWET, RUT 470 — Kk, BEORBENE ., BET, FH
RBRAZIaz=F74—RAENMMTOhTVWET, TOHER, RryT14 72— RIEHER, EFHINE T,

RYT 4V TICF—L%=#I1TT 5A%IE. Migrating a network team configuration to network bond %
SRLTCEIV,

Bugzilla:2013884l']

108. 77 (VY AFLBLUVR ML —Y

Ivm2-activation-generator $ & T ZDER I /= —E XH RHEL 9.0 THIBRX N 3

Ivm2-activation-generator 707 5 A & T DERK S 7= — E X lvm2-activation. Ivm2-activation-
early. & &£ U lvm2-activation-net (£, RHEL 9.0 THIFRIhTWE T, Y —ERXRZT7 VT4 X— (T
%7-HICfEA I % lvm.conf event_activation SX EISHAE L < Y E L, R a—LJIL—T%
BENT7 VT4 TS DHE—DHEERF, ARV IMR—=ADT VT4 TITT,

Bugzilla:2038183

RHEL 9 Cl&. XX EY —BEXY N (pmdk) EHR—NS4 TS Y —HFEHRICAS

pmdk (&, YRFLBERBEET TV T —2aVEAREOKGAE) —TNA ADEBET VR 5 BHR
£ 2DDS4TS)—&Y—IDAL I3 VTE, pmdk BL VY R—NS4 TS5 —Id,
RHEL O TIEHEEICAY F Lz, ZhiTiL, -debuginfo /Xy r—YtEFhZE T,

pmdk IC& > TERINIZUTO—BDNNAF Y =Xy 75— (nvml V=Y F—I % E0) HIEH
BIIRY XL,

® libpmem

e |ibpmem-devel

e |ibpmem-debug

® Jibpmem2

® libpmem2-devel

e |ibpmem2-debug

® libpmemblk

e libpmemblk-devel
e |ibpmemblk-debug
e libpmemlog

e libpmemlog-devel
e libpmemlog-debug
® |ibpmemobj

e |ibpmemobij-devel
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e libpmemobj-debug
® |ibpmempool

e libpmempool-devel
e libpmempool-debug
e pmempool

e daxio

e pmreorder

e pmdk-convert

® libpmemobj++

® libpmemobj++-devel

® libpmemobj++-doc
Jira:RHELDOCS-16432[1

md-linear & U° md-faulty € 1 — LD FEHERIC A D

LLFDOMDRAID A—RIVEDV 2 — LA FEHEE LY, SEDORHEL XY v—1) ) —XTHIRIN 3 F
ET\‘TO

e CONFIG_MD _LINEAR F7zl& md-linear E¥ 1 —JLid, EHD RS/ TAEHL T, BE—DX
VIN=FT A RV EWVNICR T EFIL, TRTDT A RPN IENICRDZETT—IN
RDTARAVICEZAEFNDEDICLET,

o FAHMYFLEFEZIAAIS—ZRHLABRTTOVITNARETANT 27DD
CONFIG_MD_FAULTY ZF /(3 md-faulty €~ a1 —JL, Ihik, TR MIBRILIEET,

Jira:RHEL-30730!]

VDO sysfs /X5 X —4 —Hh'FEHEREICAK D

Virtual Data Optimizer (VDO) sysfs /X5 X —4 — (3 FEH#IR &Y, SEDRHEL XY+ —Y )= T

HIFfX N B FETT., log_level ZFRX, kvdo EV 2 —ILDFTRTDEI 2 —ILLRILD sysfs /X5

A—4—MHIBRINET, 4D dm-vdo ¥ —% v FTld. VDO ICEIBEDTRTD sysfs /35 X —

Y—HHIRINET, IRXRTODMI—Fy MIHBTENNTA—F—ICRERIIHY FEA, R

éﬂﬁ%“fht%/l—)blﬂ\)b@/\7x H—%BHTEHIEILEL>TEREINTLWS dm-vdo ¥ —4F' v
DEREEIE, EETERIAR/YET,

dm-vdo ¥ —#%'v N DIREHBEHREHREMEIE. sysfs BATE 7/ R TERLARYET, LML, Th
5MfElE. dmsetup message stats. dmsetup status. & & U dmsetup table @ dmsetup A< > K
ZHEALTEIEMETIERATEZY,

Jira:RHEL-30525

109. M7 OS5 IVIEE WEBHY—/1N\—, BLUVPTFT—IR—H—
JN—
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libdb AAFEHER ICHY F L7,

RHEL 8 8 & ' RHEL 9 (&, IRTE. LGPLV2 54 ¥ X THEEH I 15 Berkeley DB (libdb) /N\— 3 ~
5328 HIRELTWET, 7y FAKY—L®DBerkeleyDB/X—Y 3>V 61F, LYELWAGPLV3 5
1V ATHRATEEY,

libdb /Xy o — (&, RHEL O TIEHEERICAY, FME/NN—2 3 VD RHEL TIRHABATIRVWEREMELH
YFxd,

F7=. RHELO T, libdb " SEST7IL T X LD HIBRI N, RHEL O TIZEE D libdb {K7ZREHRHHE!
BRINTWVWET,

libdb D1 —H—(&, FIORET —HN—RUIIHITT I AHRINE T, FMllIE. FLyIN=2
MDEEE Available replacements for the deprecated Berkeley DB (libdb) in RHEL %#ZBBL T 72X,

Bugzilla:19277800"),  Jira:RHELPLAN-80695, Bugzilla:1974657

10.10. AV /N\A S—B L UVREY —I

2048 L Y INXWH A XD F—IE Go D FIPS E— KD openssl 3.0 CIEHRICA S

2048 Ew b & W NI WY A X openssl 3.0 TEELEI N, Go D FIPS E— R TIIMEEL A< il F
L7,

Bugzilla:2111072

—ERD PKCS1v1.5 E— KA Go D FIPS E— K CIHERICL S

—E8dD PKCS1 v1.5 T— Ki&. FIPS-140-3 CHESEIERINTH ST, EWDIL>TVWET, GoD
FIPS E— R Tl L < RY £ 9,

Bugzilla:2092016L"]
32Ey bRy S —IBHHERICI B
32 £y bO multilib /Sy 7= JISHY B Y V0 IZIREEICARY F L, %i686 /$Y 7 —V1d Red Hat

Enterprise Linux 9 D54 7% 4 JJVEEHRIEH R— M IiEIF £ T, RHEL DIRD A Y v+ —/X— 3
Y TIRBIRINZF T,

Jira:RHELDOCS-1791711]

10.11. IDENTITY MANAGEMENT

OpenDNSSec @ SHA-1 % JEH#ER1{L

OpenDNSSec I&, SHA-1 7)Y A L& FERA LT VI NEBRBLIURIELI—RFDIT I AR—MIC
HISLTWET, SHA-1 7T ) ALDFERICHIBE LA &Y E Lz, RHEL9 Y ) —X T,
OpenDNSSec @ SHA-1 BAIEHEEICAY . S1EDTAF—1 Y —RATHBRS W2 T DY T T, =
7=. OpenDNSSec M R— M £, Red Hat Identity Management & DFEEICREINFE T,
OpenDNSSec (X4~ R7AOVTIERIGE L TWEH A,

Bugzilla:1979521

SSSDEEEMAB T 7ANLTANRA YT —RKAA VI, TI72IMNTCEPICHE>TWET,
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letc/shadow 72 EDO—AN T 7A I HS1I—H—I1FRZIE T 5 SSSD BERHNQR 774 7O/NA
F—RKAA Y, 8LV letc/group 15 T IV — T1ER % IS T % SSSD BEEMIR <gid="1">T 7 1 JL</g>
TANAT—=RAAVIE, TT7AINTEDIRYFE L,

SSSD A#FALTA—AL I 7AIDSI—F—BLC VI —TBREWME T ZICE,. kOAT Y K%
E2TLFET,

1. SSSDARELE T, LTFOWThADF T a v EBERLET,

a. sssd.conf:&%E 7 7 1 JL T id_provider=files =@ H L T. O—HhJI KA A ¥ %BRIICEE
ELEY,

[domain/local]
id_provider=files

b. sssd.conf:%E 7 7 1 JL T enable_files_domain=true #:8E L CT. Z74JL 7O/
F—HBMLET,

[sssd]
enable files_domain = true
2. RF—LHY—ERZAM v FEERELZET,

I # authselect enable-feature with-files-provider

Jira:RHELPLAN-100639("]

SSSD files 7O/N4 ¥ — X IEHEREICAHRY F L 1,

SSSD files 7’A/34 4 —|& Red Hat Enterprise Linux (RHEL) O TIEHESRICAY F L, files 7O/ A
& —I&. RHEL DfFED ) 1) —ZADSHIBRI NS AgEELHY £7,

Jira:RHELPLAN-139805!']

AD & & U IdM @ enumeration #EEIZIEHERICAY X L1

enumeration #8E% 9 % &. Active Directory (AD). ldentity Management (IdM). & & U LDAP
7O/ F—IIx LT, 3184 L T getent passwd F 7= 1% getentgroup O~ > K&FEHT 5 2 & T,
TRTCOA—F—FETIV—T%) A MRIRITEZE T, RedHat Enterprise Linux (RHEL) 9 Tl&. AD
H &V NdM T3 T % enumeration #EEDH R— MNEFELEINZE L7, RHEL10 TlE. AD 8L U 1AM
ICxt 9" % enumeration #EEIZHIRI N E T,

Jira:SSSD-6596

libsss_simpleifp Y 7 /3y r —J (3IEHRICHRY F L

libsss_simpleifp.so 51 735 ') — %129 % libsss_simpleifp H 7/3y o — (&, Red Hat Enterprise
Linux (RHEL) O TIEHEEE(IZA Y X L7z, libsss_simpleifp 7 /Xy s —T k. RHEL DSEDY ) —2X
NOHIBRI N2 AREMENHY X7,

Jira:SSSD-6601

SMB1 70 b OJLI& Samba TIEIEHERIC

Samba 4.11 LA, &2 TR Server Message Block /X—< 3 >~ 1(SMB1) 70 f )V IEFEHER LY,
SHBDY) ) —ZATIRBIRINZFETT,
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tXal)TFT14a—%RALEIETZHIC. TT7FINTIE, Samba b—N"—BLV0IV 5147V 21 —FT41
1) 74 —TSMBI A EMICR>TWVWET,

Jira:RHELDOCS-16612("]

10122 7RV by 7

GTK 2 BIEHERICAY X L
LAY —GTK2Y—ILbF¥x v &, UTOREEN Yy y—I D IEHRICARY F L,

e adwaita-gtk2-theme
e gnhome-common

o gtk2

e gtk2-immodules

® hexchat

IRE. BICEEHONRNy T —INGTK2ITEREFELTWET, SO RHEL X v —1) ) — R TIEifEE
Ny = NDREIPRELLEWVWLD, THHIFETEINET,

GTK2 2T 27TV r—>avaifiEd 21848, RedHatld, 77U —2 3 v %A GTK4 ICHE
THREIEEWELEY,

Jira:RHELPLAN-131882[1

LibreOffice DNIEHERICAY F L7,

LibreOffice RPM /8w r — U (3FEHEE E LY, SEDRHEL XYV v — 1) ) —XATHIRIN B FETT,
LibreOffice I&, RHEL 7. 8. LUV 9ODZA 7Y A VI 2k E2 B L CBIEMITRICHR—bINE
£

Red Hat IX. RPM /8y 4 —I MKH Y IC, The Document Foundation DMEET B xDWTFhH DY —
A5 LibreOffice 24 VA M—IL T BT & HELFT,

e Flathub ) RY MY —DRR Flatpak /8w Fr—<:
https://flathub.org/apps/org.libreoffice.LibreOffice

o /NI RPM /X r—: https://www.libreoffice.org/download/download-libreoffice/

Jira:RHELDOCS-16300!']

1013. 7574V 94V TSANS O F v—

Motif [XIFHRICAY I LE

Ty TAN)—=LDMotif AT 2=F 4 —TCORRIIIIET VT4 T THDH, Motif 74Pz v b
Y—ILF v ME RHEL TIEHERR(ICAY F L7,

BREN)TUYRNBELIOTNRNYINY T NEED, LUTFD Motif /8y r—I D IEHEICAY £ L7,

o motif
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o openmotif
e openmotif21
® openmotif22
X 5|2, motif-static /Xy —IUMHEIBRINE L7,

RedHat &, GTKY—ILF* v hAREBEE L THFERATE I EEHMELFEF T, GTKIE Motif &LEER L T X
VFTUAMDNEL., FEERHELET,

Jira:RHELPLAN-98983[1]

10.14. RED HAT ENTERPRISE LINUX > A -4 B8—)J)b

mssql_ha_cluster_run_role I£BEIEX 1 %

mssql_ha_cluster_run_role ZHULIEHERICAY F L, KDY IZ. mssql_manage_ha_cluster Z#{
HERALET,

Jira:RHEL-19092

RHELO / — R CF—LAEHZETDE. network VAT LAO—IILAEHBOELEARTLE
EP

2y M= F—I U JHEEIL. RHELO TIFFEHRICAY L, TOMHER. RHELSHIE / — KT
network RHEL Y R F LA O0—J)LAFEHALTRHELY / — RTRXY N —OF—LAEBRETDE. FEHEE
ICDWTHDEENARRIINET,

Bugzilla:1999770

10.15. {x 781k

SHAIR—ZADEZ%FH L 7= SecureBoot 1 X — JIRIEHDIEHEREIC

UEFI (PE/COFF) 1T 7 7 1 JLTD SHAIR—ADEZ ZF A L 7= SecureBoot 4 X —IHREEDEITIE
IEWRICAYZFE L, KDYIS, RedHat I, SHA2 PILT ) XL F I FNUBRICE DK ELA2EH
THRIEAEMELEY,

Bugzilla:19354971]

RFE7Ov E— KRS A /83— FEHEE(C

REZ7OvE—F 14 RITF/N1 2 &4IHT % isa-fdc K54 /N—HFEHIR(ICAY, 5% D RHEL Tldt
R—RMINGBLLRYFET, TOLD, BILAREYY Y EDRTARBMAHIRERT 5726, RedHat T
&, RHELO TRRAMINTWABRETI VY TOI7AYE—FT A RITNA ADFERAHELIH A,

Bugzilla:1965079

qcow2-v2 4 X —I A D IEWERICAY F L,

RHEL O TlE. RET 1 RV 4 X =2 D qcow2-v2 FRADIEHESE ALY | Fk/NN—2 3 D RHEL Tl
HR—MINR<ARY £9, F/. RHEL 9Image Builder (&, qcow2-v2 FER DT 1 RV A4 A =T % AE
KTEEtHA,

Red Hat Tl&. qcow2-v2 DHH Y IZ, qeow2-v3 DFEAEHEL TWE T, qcow2-v2 1 X =V %, Z
NLUBEOERICERT 23558 1E. gemu-imgamend I Y REFERLE T,
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https://issues.redhat.com/browse/RHEL-19092
https://bugzilla.redhat.com/show_bug.cgi?id=1999770
https://bugzilla.redhat.com/show_bug.cgi?id=1965079
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Bugzilla:1951814

virt-manager B FEHERICAY F L1,

Virtual Machine Manager 7 7Y) 7 —< 3 > (virt-manager) ($FE#E IR > TWE$, RHEL Web OV
Y —Jl (Cockpit) I4. #EDY Y —ATEXRAONBZFETT, LEA>T. GU TRELEEET
iAEE. Web AV Y —IILABRAT B EMHEREINE T, /272 L. virt-manager THI AR BE AR BERE
IC&>TlE, RHELWeb VY —I)LTRIATERVWSEENHY T,

Jira:RHELPLAN-10304L"]

libvirtd HXJEHESR(C

T/ YTy libvit 7—T YV libvirtd (£, RHEL O TIE#EEICAY, RHEL DFED AT v—1) 1) —2R
THIRINEFETY., NANN—NNA HF—TREILEBEET Z7DIC libvitd 28| XIxIFHETE S
EITERBLTLEIVY, 7L, RedHat TlE. FILKBEAINAZEY 25— libvit 7—EVICPYE
ABIEEWMBELEY, FIEBEFMIZ, RHELO OREIEDEREEERE ICATZRFa XAV MESRL
TLEEW,

Jira:RHELPLAN-113995[1]

LAY— CPUETIVIZIEHRICRY ELE

HRY DD CPU EFILHFEHERICAY . RHEL DFRD AP+ —1 ) — XA TRET YV (VM) TD
FASYR— PINACRYET, FEROETIIIROESY T,

o Intel MIBA: Intel Xeon 55xx B LU 75xx AL v H—7 7 I 1) — (Nehalem & ELIHEIEN F )
SYRIDETIV

o AMD Di5F#: AMD Opteron G4 & YRIDET IV
e IBMZ D3%E:IBMz14 KYRIDET IV

VM D IEHEEED CPU ETILEFERA L TWEHNE DI D AHEET % 12IE, virsh dominfo 2—F 1 1) 74 —
FEAL. Message 27> a v TRODEL D RITERLET,

tainted: use of deprecated configuration settings
deprecated configuration: CPU model 'i486'

Bugzilla:2060839

RDMAR—ZDSA T4 L —>avidIERICARY L,

COBEHFICLY, VE—RIA LI MAEY—T7 VX (RDMA) 2FA L RTHORET S v D#B1T
IEHESEICAY F Lz, TDORER. rdma:/ 1T URI 2EA L T RDMA BHDBITEERT 5 & EH
BETYA, ZOMBEEIERHEL DFRDA Y v— 1 ) —RATEYR—PFIhAG<RY FT,

Jira:RHELPLAN-15326711]

Intel vGPU #EEDHIBR X T 5

LIaIlE. 527/0 —7LEa—& LT, ¥ Intel GPU /34 R %, mediated devices & (ENh 3
BHORETNNA RIDETEHIENTEZE L, HWVWT, ThosDMmNT/N1 Rk, REGPU & L
TEHDOREBI I VICEYYHTEIENTEE Lz, ZTOHER, TS5 DRETY VIZE—DYIE Intel
GPUDN T #—I Vv REHBLE LA, TOMEEBBRMELH S DIE—ED Intel GPU DA T L7,

RHEL 9.3 LAB&, Intel vGPU #EEIXSZERICHIBRI N ZE L &,
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https://bugzilla.redhat.com/show_bug.cgi?id=1951814
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/configuring_and_managing_virtualization/optimizing-virtual-machine-performance-in-rhel_configuring-and-managing-virtualization#proc_enabling-modular-libvirt-daemons_assembly_optimizing-libvirt-daemons
https://bugzilla.redhat.com/show_bug.cgi?id=2060839
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Bugzilla:2206599L!]

pmem F/84 Z/R ARV —IXFEHERICARY F L

COEHICLY, FEREUEAT)—F4 T3 — (nvml) Xy r—I [FIEHR SR Y, RHEL DSED
ATV —N=U 3 VTIIHIBRINEZFETY, TORER., Ny T—IUDHIBRINEBE, KX ED —
(pmem) TN REREI S VIGET I ENTERCRYET, BREUEXEY —FLIE 774 TNy
97y T Lz TTalL—PMINEZNVDIMM TS RIB|EMEFEFATETE TN, KENICEKRET S
CERERTERVLWRITEELTLEIW,

Jira:RHELDOCS-17989

Windows Server 2012 7= 1& Windows S DS A M AR L —F 4 VTV AT A E L TOERIIF
HR— MRS

Microsoft LA TFD/S— 3 D Windows DY R— M AT L7278, RedHat ESEIDEFHTINS
DN—=VaVETFRANARL—F 4 VIV RFTLAE LTHERT Y R—FERTLE L,

® Windows 8

® Windows 8.1

® Windows Server 2012

® Windows Server 2012 R2

Jira:RHEL-11810

1016. Y FF—

RHEL7 RA M TORHEL9 OV FF—DEGTHIAYR— M EFH

RHEL7 RRA MTIE, RHELO OV T+ —DETICHBH L TWERA, EEBICEHFETZ2MELNFHA
M. REINFHA,

FF#il%. Red Hat Enterprise Linux Container Compatibility Matrix Z&8B L T ZX W,
Jira:RHELPLAN-1000871"]

Podman A®D SHAT/\Y > a7 TY LD IEHEICH B

IW—KMLR%Y NT—% namespace D7 7 A IV EEERT BHDICFERAIN S SHAT 7T ) L
Podman TlEHR— b IhA<RY F Lk, LI >T. Podman 411 LEICEHT 2E0ICEH I i
=KL ROAVTF—IE. 2y bT7—=2IZ5ML TWBIHEE (slirpdnetns Z AT 2727 TR B
EEILT, 7y 7L —RBICGEHLAI YT F—ICERTIDLDICTINELNHYET,

Bugzilla:2069279(1]

rhel9/pause D IEHERICE B

rhel9/pause IV T F—4 A —IDFEHEBE ALY F L1,

Bugzilla:2106816

CNIRY NI—YU % vy hIEHERD

Container Network Interface (CNI) 2w 7 —2 24 v 7 (3 IR E Y, RHEL DSHDT A F—
|) =X Tl Podman M SHIBRINZFETY., HUaNE. IV TF—IEDNSRBEDATE—D
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https://issues.redhat.com/browse/RHELDOCS-17989
https://issues.redhat.com/browse/RHEL-11810
https://access.redhat.com/support/policy/rhel-container-compatibility
https://bugzilla.redhat.com/show_bug.cgi?id=2106816
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Container Network Interface (CNI) 75 74 VIZEH L TWE L7, Podmanv.4.0 Tl&, LWL
Netavark XY N7 —9 X7 v I HNBAINZE L7, Netavark *Y N7 —0 % v V1%, Podman & &
V' Z DD Open Container Initiative (OCI) AV FF—BB7 FYU I r—2 3 Ve EEILERATEET,
Podman FA® Netavark *vy N7 —2 2% v &, BEM Docker s L EEMLHY T, BEOD
XY NIT—=JARADIAVTF—E TENHDRY NT—JDWTNDNCH B AV TF—ICT IV ERATERE
ER

SR, CNI DS Netavark ADRYy N —20 25w O DYYUEZ #HBLTLEIW,
Jira:RHELDOCS-16756[1

Inkscape & & T LibreOffice Flatpak 1 X —U H'IEHEICK S

T /0Y—7LEa—& L THETEER rhel9/inkscape-flatpak # & U rhel9/libreoffice-flatpak
Flatpak 1 X —J [FIEHEE IR Y X L7,

RedHatld, TNHDA A=V ICRDZRORBFEREHELET,
e rhel9/inkscape-flatpak % & X #2 X % ICI&. inkscape RPM /Xy 5y —TJ % FERALE T,

o rhel9/libreoffice-flatpak % & X#1 X % (I, LibreOffice FFHREICEAT ) ) -2/ —F %&
SBLTLEIY,

Jira:RHELDOCS-17102(]

XYy b7 —042ELTD pasta IEFEHRICRY F LE

XY RT—0ZDEE L TO pasta ICBHT 2 HR— MIFEHERIZAR Y, Podman DRD AT +—1) 1) —
ATHBN—Y 350 TIHEATERCRY XY, pastas W I xry NT7—7&DEIF. podman
run --network 1< >~ K & podman create --network <> R L T. Podman RIC—ED xR v b
T—JF—REEHRTHDICERTEET,

Jira:RHELDOCS-17038l1

BoltDB F— 49 R— RNy I TV RIZIEHRICKL D

BotDB ¥ —# X—2Z/\v 7 T Rk, RHEL 9.4 LIfETIZIEHETY, RHEL DESED/NN—I 3T
&, BotDB T—49 X—X /w7 TV RHHIBRI N, Podman TIRFIFATE < ARY F9, Podman ®
BAIE. RHELOA LB TIET 74 &R >TWSD SQLite T—IR—ZANY VTV RAEFALTKL
IV,

Jira:RHELDOCS-17495[1

CNIRY NT—9 29y O HIEWELS

Container Network Interface (CNI) & N7 —20 X5 v V7 IFIEHRE L LRY, SED) ) — A TIFHIFRS
N3FETT., KbYIZNetavark *y N =225 vV &FERALTLLEIWN, FMIE. CNIHNS
Netavark ND Ry D=0 25y VDUV EZ #SBLTLIEIW,

Jira:RHELDOCS-17518!1]

Podman v5.0 ICE 1T 35 DIEHRIEH

RHEL95 8 LU RHEL10.0 R—FIRTH ) —ZAINDFED Podman v5.0 Tld, LUTHAIEHEREICAY
9,

® BotDBT—4R—ANy I TV NIFIEHBEICARY ET, FTL UL SQLite T—IR—RAN\w /T
v RAFIAEABEICARY F L,
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/building_running_and_managing_containers/index#proc_switching-the-network-stack-from-cni-to-netavark_assembly_setting-container-network-modes
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/building_running_and_managing_containers/index#proc_switching-the-network-stack-from-cni-to-netavark_assembly_setting-container-network-modes
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e containers.conf 7 7 1 JLIdERAIMY ERICAY F9, YA T LERE 7 7 — LIBRIE.
Podman IC& > TOAHEE X1 % podman.connections.json 7 7 1 LILRTEINZE T,
Podman I, [engine.service_destinations] ¥ [farms] Z /> a VR EDHWEREA T a >
EEIEmMEYAR—PMNLET, BEICH U TCFHTERILIZT77—L%ZEBMTHIEIETEE
9 A, podman system connection rm O~ > K% {#F L T containers.conf 7 7 1 /L) 5 3%
HEBIRT B EIETEEEA,

RHEL1I0O.O R—F R TIEUTOEENAFEINTWVET,

e pasta xry NT7—VE—RIE, I—FLRAVFTF—DT 72 bDRY NT—VFE—RIIR
Y E9, slirpdnetns xv N7 —20 E— NIEFEHEERY FT,

e cgroupvl [FFEHERE LY FT,

® CNIRY NT—D 28y VITFHHRELRYET,
Jira:RHELDOCS-174621]
rhel9/openssl HIEHERICA D
rhel9/openssl O 77+ —4 XA —IUDIEHEEICARY F LT

Jira:RHELDOCS-18106(]

10.17. 3EEED /NNy r—

DtV arTIE, FEHEEALY, Fk/N—T 3 2D Red Hat Enterprise Linux IC I3 & i WAl EE
MERHBNRYyT—VDYRAMNERLET,

RHEL8 & RHELO E DTNy F—I A ZXE T 3551E. RHELODEBAILHITHEESEIE RF 1 X
VRD NI DEERE ESRBRLTLEIL,

BE

RNy —I DY R— MRRIE, RHELOR TEZEEINEFA. YR— NI D

#Hl&. Red Hat Enterprise Linux D54 744 7)1 & & T Red Hat Enterprise Linux 7 7
V=23V ZARMN)—=LDZA4ATHA 7L ZSRLTIEIV,

ROy r—D|d RHEL O TR ICAY F LT,

® aacraid

® adwaita-gtk2-theme

o af key

® anaconda-user-help

® autocorr-af

® autocorr-bg

® autocorr-ca

® QJqutocorr-cs
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/considerations_in_adopting_rhel_9/index#assembly_changes-to-packages_considerations-in-adopting-RHEL-9
https://access.redhat.com/support/policy/updates/errata
https://access.redhat.com/support/policy/updates/rhel-app-streams-life-cycle
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® autocorr-da
® autocorr-de
® autocorr-dsb
® autocorr-el
® autocorr-en
® autocorr-es
® autocorr-fa
® autocorr-fi

® autocorr-fr
® Jutocorr-ga
® autocorr-hr
® autocorr-hsb
® autocorr-hu
® autocorr-is
® autocorr-it

® autocorr-ja
® autocorr-ko
® autocorr-lb
® autocorr-It

® autocorr-mn
® autocorr-nl
® autocorr-pl
® QJutocorr-pt
® autocorr-ro
® autocorr-ru
® autocorr-sk
® autocorr-sl
® autocorr-sr

® QJutocorr-sv
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autocorr-tr
autocorr-vi
autocorr-vro
autocorr-zh

cheese

cheese-libs

clutter

clutter-gst3
clutter-gtk

cogl

daxio

dbus-glib
dbus-glib-devel
dhcp-client
dhcp-common
dhcp-relay
dhcp-server
enchant
enchant-devel

eog

evolution
evolution-bogofilter
evolution-devel
evolution-help
evolution-langpacks
evolution-mapi
evolution-mapi-langpacks
evolution-pst

evolution-spamassassin
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festival

festival-data
festvox-slt-arctic-hts

flite

flite-devel

firewire-core

gedit
gedit-plugin-bookmarks
gedit-plugin-bracketcompletion
gedit-plugin-codecomment
gedit-plugin-colorpicker
gedit-plugin-colorschemer
gedit-plugin-commander
gedit-plugin-drawspaces
gedit-plugin-findinfiles
gedit-plugin-joinlines
gedit-plugin-multiedit
gedit-plugin-sessionsaver
gedit-plugin-smartspaces
gedit-plugin-synctex
gedit-plugin-terminal
gedit-plugin-textsize
gedit-plugin-translate
gedit-plugin-wordcompletion
gedit-plugins
gedit-plugins-data
ghostscript-x11
gnome-common

gnome-photos



gnome-photos-tests

gnome-screenshot

gnome-themes-extra

gtk2

gtk2-devel
gtk2-devel-docs
gtk2-immodule-xim

gtk2-immodules

highcontrast-icon-theme

inkscape
inkscape-docs
inkscape-view
iptables-devel
iptables-libs

iptables-nft

iptables-nft-services

iptables-utils
libdb

libgdata
libgdata-devel
libpmem
libpmem-debug
libpmem-devel
libpmem?2
libpmem?2-debug
libpmem?2-devel
libpmemblk
libpmemblk-debug

libpmemblk-devel
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® libpmemlog

® libpmemlog-debug

® |ibpmemlog-devel

® |ibpmemobj

® |ibpmemobj-debug

® |ibpmemobj-devel

® |ibpmempool

® |ibpmempool-debug

® |ibpmempool-devel

® |ibreoffice

® |ibreoffice-base

® |ibreoffice-calc

® |ibreoffice-core

® |ibreoffice-data

® |ibreoffice-draw

® |ibreoffice-emailmerge
® |ibreoffice-filters

® libreoffice-gdb-debug-support
e libreoffice-graphicfilter
e |ibreoffice-gtk3

® |ibreoffice-help-ar

e libreoffice-help-bg

® |ibreoffice-help-bn

® |ibreoffice-help-ca

® |ibreoffice-help-cs

® |ibreoffice-help-da

® libreoffice-help-de

® |ibreoffice-help-dz

e libreoffice-help-el
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libreoffice-help-en
libreoffice-help-eo
libreoffice-help-es
libreoffice-help-et
libreoffice-help-eu
libreoffice-help-fi
libreoffice-help-fr
libreoffice-help-gl
libreoffice-help-gu
libreoffice-help-he
libreoffice-help-hi
libreoffice-help-hr
libreoffice-help-hu
libreoffice-help-id
libreoffice-help-it
libreoffice-help-ja
libreoffice-help-ko
libreoffice-help-It
libreoffice-help-Iv
libreoffice-help-nb
libreoffice-help-nl
libreoffice-help-nn

libreoffice-help-pl

libreoffice-help-pt-BR

libreoffice-help-pt-PT

libreoffice-help-ro
libreoffice-help-ru
libreoffice-help-si

libreoffice-help-sk
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® |ibreoffice-help-sl

® |ibreoffice-help-sv

® |ibreoffice-help-ta

® |ibreoffice-help-tr

® |ibreoffice-help-uk

® |ibreoffice-help-zh-Hans
® |ibreoffice-help-zh-Hant
® |ibreoffice-impress

® libreoffice-langpack-af
® libreoffice-langpack-ar
e libreoffice-langpack-as
e libreoffice-langpack-bg
® libreoffice-langpack-bn
® libreoffice-langpack-br
® libreoffice-langpack-ca
® libreoffice-langpack-cs
® libreoffice-langpack-cy
® libreoffice-langpack-da
e libreoffice-langpack-de
® libreoffice-langpack-dz
® |ibreoffice-langpack-el
® libreoffice-langpack-en
® libreoffice-langpack-eo
® libreoffice-langpack-es
® libreoffice-langpack-et
® libreoffice-langpack-eu
® libreoffice-langpack-fa
® |ibreoffice-langpack-fi

® |ibreoffice-langpack-fr
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libreoffice-langpack-fy
libreoffice-langpack-ga
libreoffice-langpack-gl
libreoffice-langpack-gu
libreoffice-langpack-he
libreoffice-langpack-hi
libreoffice-langpack-hr
libreoffice-langpack-hu
libreoffice-langpack-id
libreoffice-langpack-it
libreoffice-langpack-ja
libreoffice-langpack-kk
libreoffice-langpack-kn
libreoffice-langpack-ko
libreoffice-langpack-It
libreoffice-langpack-Iv
libreoffice-langpack-mai
libreoffice-langpack-ml
libreoffice-langpack-mr
libreoffice-langpack-nb
libreoffice-langpack-nl
libreoffice-langpack-nn
libreoffice-langpack-nr
libreoffice-langpack-nso
libreoffice-langpack-or
libreoffice-langpack-pa

libreoffice-langpack-pl

libreoffice-langpack-pt-BR

libreoffice-langpack-pt-PT
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® libreoffice-langpack-ro

® libreoffice-langpack-ru

® |ibreoffice-langpack-si

® libreoffice-langpack-sk

® |ibreoffice-langpack-sl

® libreoffice-langpack-sr

® libreoffice-langpack-ss

® libreoffice-langpack-st

® libreoffice-langpack-sv

® libreoffice-langpack-ta

e libreoffice-langpack-te

® libreoffice-langpack-th

® libreoffice-langpack-tn

® libreoffice-langpack-tr

® libreoffice-langpack-ts

e libreoffice-langpack-uk

e libreoffice-langpack-ve

® libreoffice-langpack-xh

® libreoffice-langpack-zh-Hans
e |ibreoffice-langpack-zh-Hant
® libreoffice-langpack-zu

® |ibreoffice-math

® libreoffice-ogltrans

® |ibreoffice-opensymbol-fonts
® |ibreoffice-pdfimport

® libreoffice-pyuno

® |ibreoffice-sdk

® |ibreoffice-sdk-doc

® |ibreoffice-ure
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libreoffice-ure-common
libreoffice-wiki-publisher
libreoffice-writer
libreoffice-x11
libreoffice-xsltfilter
libreofficekit
libsoup
libsoup-devel
libuser
libuser-devel
libwpe
libwpe-devel

mcpp
mod_auth_mellon
motif

motif-devel
pmdk-convert
pmempool
python3-pytz
gladxxx

qgts

gt5-assistant
qt5-designer
qt5-devel
gt5-doctools
gt5-linguist
qgt5-qdbusviewer
qt5-qt3d

qt5-qt3d-devel
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qt5-qt3d-doc
qt5-qt3d-examples
qgt5-gtbase
qgt5-gtbase-common
qgt5-gtbase-devel
qgt5-gtbase-doc
qgt5-gtbase-examples
qt5-gtbase-gui
qt5-gtbase-mysql
qt5-gtbase-odbc
qt5-gtbase-postgresq|
qgt5-gtbase-private-devel
qgt5-gtbase-static
qgt5-gtconnectivity
gt5-gtconnectivity-devel
gt5-gtconnectivity-doc
gt5-gtconnectivity-examples
qgt5-qgtdeclarative
qgt5-qgtdeclarative-devel
qgt5-qgtdeclarative-doc
qgt5-qgtdeclarative-examples
qgt5-qgtdeclarative-static
qt5-qtdoc
gt5-qtgraphicaleffects
gt5-gtgraphicaleffects-doc
gt5-gtimageformats
gt5-qgtimageformats-doc
qt5-qgtlocation

qt5-qgtlocation-devel
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qt5-gtlocation-doc
qgt5-gtlocation-examples
gt5-gtmultimedia
gt5-gtmultimedia-devel
gt5-gtmultimedia-doc
gt5-gtmultimedia-examples
gt5-qgtquickcontrols
qt5-qgtquickcontrols-doc
qgt5-gtquickcontrols-examples
qt5-gtquickcontrols2
qgt5-gtquickcontrols2-devel
gt5-qtquickcontrols2-doc
qt5-gtquickcontrols2-examples
qt5-qtscript
qgt5-qgtscript-devel
qt5-qgtscript-doc
qt5-gtscript-examples
qt5-qtsensors
qt5-gtsensors-devel
qgt5-qgtsensors-doc
qgt5-gtsensors-examples
qt5-gtserialbus
qt5-gtserialbus-devel
qt5-qgtserialbus-doc
qgt5-qgtserialbus-examples
qt5-gtserialport
qt5-gtserialport-devel
qt5-qgtserialport-doc

qgt5-qgtserialport-examples
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® t5-qgtsvg

® qt5-qtsvg-devel

® qt5-qtsvg-doc

® qt5-qtsvg-examples

® qt5-qttools

® (t5-gttools-common

® (t5-qgttools-devel

® (t5-qgttools-doc

® qt5-qttools-examples

® qt5-qttools-libs-designer

® qt5-qttools-libs-designercomponents
® (t5-qgttools-libs-help

® qt5-qttools-static

® (t5-qgttranslations

® (t5-gtwayland

® (t5-gtwayland-devel

® qt5-qtwayland-doc

® (t5-gtwayland-examples

® (t5-gtwebchannel

® (t5-gtwebchannel-devel

® (t5-gtwebchannel-doc

® (t5-gtwebchannel-examples
® (t5-gtwebsockets

® (t5-gtwebsockets-devel

® (t5-gtwebsockets-doc

® qt5-qtwebsockets-examples
® qt5-gtxllextras

® (t5-qgtxllextras-devel

® (t5-gtxllextras-doc
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gt5-gtxmlpatterns
qgt5-gtxmlpatterns-devel
qgt5-gtxmlpatterns-doc
gt5-gtxmlpatterns-examples
qt5-rpm-macros
qt5-srpm-macros

team

tigervnc

tigervnc-icons
tigervnc-license
tigervnc-selinux
tigervnc-server
tigervnc-server-minimal
tigervnc-server-module
webkit2gtk3
webkit2gtk3-devel
webkit2gtk3-jsc
webkit2gtk3-jsc-devel
wpebackend-fdo
wpebackend-fdo-devel
xorg-xl11-server-Xorg
yp-tools

ypbind

ypserv

103 JEHER (T /p > T-#aE
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HBNE BEA DR

Z T Tld. Red Hat Enterprise Linux 9.4 OBEHIDOBERBICDOWTEHRBAL F T,

NLAVAN—=—S—BFLPM X—=VDIER

v Y RXH—bAY Y KD auth & & U authconfig T AppStream Y RI b —DBREICAR S

AVAM—=ILHIZ, FYy VR — b7V KD auth & & U authconfig T authselect-compat /X
T=UNEICARY £9, auth F7/2IJ authconfig ZERA L& SIS, 2Oy T—IM0nEA VR
P—JLIZKERL 9, 7=72L. §&5tL. authselect-compat /X r— (& AppStream ) /R MY —T
LAFIACTEE A,

COEEELEYT 5 IC1E, BaseOS VRY MY —B LU AppStream YRV M) —H 4 Y X h—)L 7O
TSLTHRHTESI MR TED. A VA M—ILHRICF Y IV X5 — 372 KD authselect I~
YREERLET,

Bugzilla:16406971"]

reboot --kexec AV~ KB LW instkexec A7 KA., FHIERELR S AT AREAIZH LV

Fv PR — b7 K reboot --kexec F 7= lx H—RIVEF/NS X —4% — inst.kexec T RHEL 1 R
N—ILEZERITLTEHE, YRATLDRENREABESHERALICAZDIFTIEHY FHA, THITEY,
VATFLEBREEETICA VAN —IFEADYRATAICHYIYEZZ E, FHLAWERIRETSZ L
nHYFET,

kexec HEEEILIEHESEIC ALY . Red Hat Enterprise Linux D5 D) 1) —RTHIRINZ Z EITEFELT
CRIW,

Bugzilla:1697896!'!

Anaconda B 7 TNV 5—>a v E LTEFINTWBE Y RATFATOFH L AL SELinux R Y
\‘/_

Anaconda B TICA VA M—ILINTWB Y RTALTT Y r—2 3V E LTEITINTVWSREES
(=& Z21E, —image anaconda # 7> a VAFA L TA XA =Y 7 74 IILICRIDA Y R M—ILERITT S
BE) VATALIEA VA M=ILHIZSELInUx DY A TEBUAEERT R EA2RIEINTVEHA,
ZTD7&H, SELinux RY ¥ —DREFEDESRIL. Anaconda N"EITINTWE VAT ALATERINDIH
MAHY FT,

COMBEALOET BICIE. EREY AT LT Anaconda ZETLABVWTLKEIW, KbYIZ, —BFMA
R~ > T Anaconda #ETL T, EHE Y AT LD SELinux R Y—2FBLAVWELSICLE
¥, boot.iso ¥ dvd.iso "S5DA VA M=)l E, YATFLA VAN =)TOERAD—EELT
anaconda #ETLTH. TORBOHEZIXZITFHA,

Bugzilla:2050140

Y—RKRNR—F 14 —DY— I EFRALTERLIEZUSBHISS VA M—IL&EBEIT BERIC. Local
Media DM YA h—JILY —ZAHBHEI N

Y—RNR—F 4 —Y—ILEFRLTHERLIZUSBHS RHELA YA M—ILAZENIT R E, 1 VA M—
V704 Z Lh Local Media 1 Y A b—)LY —RERETEEFHA(RedHat CDND AW HHI N FE
_a—)o

OB, T7 4 bDEEA T 3 int.stage2= 1" is09660 1 X — A DRBREHA D7D T
T, L. Y= RR=F 1 =Y =)L, BIOHRDISO 1 A —I%EMT BRIEEELHY £T,
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EERE LT, UTFOV ) a—yarvounwsnsrazERHALET,

o {VRAM—JLDEENFICTab F—% V) v I LTH—RIIATY RZM VE2REL. 84 7
> 3V inst.stage2= % inst.repo= ICEBELF 7,

e Windows CTREIHEEAR USB T /31 R &{ERK T % ICI&. Fedora Media Writer #fFH L £ 9,

® Rufus REDHY—RNN—F 4 —Y—J)L%FERL TEENFTRER USB T/X1 A% EKT 215513,
BRI Linux Y AT ALATRHELISO A A=Y 5#B4EM L, Y—RRX—F 14 —DY—IL%EFERL
TRBARELRUSB T NS REFERLET,

IBEDEMEK ZETT 2 FIEDOFFEMIL. Installation media is not auto-detected during the installation
of RHEL83 ZZRL T LT W,

Bugzilla:1877697!!]

USB CD-ROM K54 7H AnacondadDMf VA R—ILY—RE LTHIATE AW
USB CD-ROM RS 4 7HY—R T, ¥v U X% — | ignoredisk --only-use= A7~ RAIEET 5 &,
AVRANMN=IVIZKBLE T, TDHBA. Anaconda IXT DY —RTF 4 AV ARDIF. FHRHTEIFHA,

Z DO E% B9 5 ICIE. harddrive --partition=sdX --dir=/ A~ > K% {EFf L T USB CD-ROM K5
ATDOA VA= LET, TOHER. 1 VAN —ILEEKBLAELLRY F L,

Jira:RHEL-4707
509660 7 7 A IV AT LT, N—RKRZATBENR—FT42araEIhicA VA M—ILDHK
By 5

N—RKRSA4T1is09660 7 7 A1 LY AT LATIR—F 4 aVARBEINTWSE Y AT AICIF, RHEL
HEAVARN—ITEFEFEA, TNIE, 1509660 7 7 M LY AT LN—=F 42 aVEELN—RKT1RY
EEBTELIICEEINTVWS, BEHINAEA VYA M—=)LO—RABERTY, Zhid. RHEL A DVD
EHEATTICA VAN —ILINTUVWRIEETERELET,

CORBEAEET BICIE, 1 VA M—JLOBBEIIC. FYIRI—KT7AILITRODR YY) T~ &E
LT, T4aRV%74—<v MNLET,

A E:EERERITTDRIIC. T4 RV THAABERT =YDy 27y THEERLET, wipefs (£,
TARARIVADET—9%ET74—< v NLET,

Yopre

wipefs -a /dev/sda

Y%end
ZTORHER, A VAN —LVTIS—DRETEIER, BEESYICHELETT,
Jira:RHEL-471

Anaconda NEEREI—HF—TFTHU Y NOGFEOHIRICKET 3

TS24 AN —A VY —T A RA%FHLTCRHELA A VA M—=ILLTWBIFEIL, EEETH
DY RDMERRINTWS &, Anaconda BREERICKEALF 3, ZDHR, BBELI—Y—THo VD
BRLTH, VRATFLEA VAN —ILTETCLEY AREEL DY F T,

COBBEAENET 2ICIE, BEBEIL—Y—THO VY MNERET DD, root/NAT—K%EE&EL T, root

TADV DAY VR LET., TOHER, A VAN —IVFHAV AT LATEBI RV 2RTTER
-a—o
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Bugzilla:2047713

HLULWXFSH#EEICLY, X"—T3r510&YHEFHWVWT 7—LD 7 %D PowerNV IBM
POWER Y AT ANBEIL AR LD

PowerNV IBM POWER ¥ R F Ald., 77 —AL9 T 712 Linux A—XI)ILAFERA L. GRUB DL Y IC
Petitboot AL E T, TNICLY., 77—LITTT7H—IILDTI N /boot BAFELE L. Petitboot
M GRUBBREZFHAEY. RHEL Z&&# L £ 9,

RHEL O A—XJILTI&. XFS 7 7 1 )L 25 LT bigtime=1 #E£ 5 &£ U inobtcount=1 #EEN B A X1
TWEY, Thid. XN=YaV510LYEEVWI 7—AD T TOA—RILHERTEEHA,

CORBEZEET BICIE. /boot ICHID T 7 A IV AT L (ext4 18 E) ZHERATEETY,
Bugzilla:1997832!]

rpm-ostree RA O— K% VA=) % &, RHELforEdge 4 YA M—F—A4 XA—IH'~
7 hRA Y bOERICEKRT B

&z, RHELforEdge 41 YA =5 —A A=Y CERAINS rpm-ostree R4 O— KA F 7049
2HBEB. AVAN—IWTATSLEARI LIN—FT 1423V D—EDY TV MRA ¥ N &BENIT/ER L
FtHA, TOFER A VAN IVEUTOIS—THIEINZET,

I The command 'mount --bind /mnt/sysimage/data /mnt/sysroot/data’ exited with the code 32.

COMEALDOET BICIE. UTEEITLET,

o BEIN—FTAYaVERERAF—LZFEAL. FETYIVY MRSV MEZBMLRBRWTLES
LY,

o YUVNRAVINE NarTA LI NI —HOAICFETEYHETEY, & z2IE. /var/my-
mount-point . /. /boot. /var R EDE#ET 1 LU M) —TT,

ZTORR, A VANV TOERFEBICKT LET,
Jira:RHEL-4741

XY M7=V ICEGEINTWBA, DHCP FEHEMIP 7 KL ADEHEI N TLRWEE,
NetworkManager &4 > 2 h—JLZICRBENICKBT S

RHEL 9.0 LIf#, HFED ip= F/2EF Vv IRI— MRy NT—VBRENEREINTVRWEE,
Anaconda &Ry N7 —0F A A%=B8MICT7 VT4 7L LZF T, Anaconda lE. 1 —H vy kTN
ARTEIWLT 74N MDKGHIRZET7 7ML EEKRLE S, HEHSOT7 74)LICIE. ONBOOT &
autoconnect DfEN true ICEREINTWVWET, TOFER, 1 VA M—ILINEY AT LDEEIFIC,
RHEL ARy N7 —2 7 /84 X% 7 7 71 71t L. networkManager-wait-online # —E X MK L %
ERS

EEEE LT, UTFOWThhEETLET,

e FATZIDOERMEMRVT, nmcli 2—FT 4 VT4 —Z2FERALTIRTOERZHRL X
¥, UTFICHZRLETS,

a. IRTOEHRITOT7 74 IV E—EBRRLET,

I # nmcli connection show

b. A ELAEHKE IO 74 ILEHIKBRLET,
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I # nmcli connection delete <connection_name>

<connection_name> %, HIf 9 2EGDOELEIICEIHBAE T,

o BEDip=FLIFFYIRAIY—PRYy NT—IVHREMNREINTULWARWEEIL, Anaconda D
BEEGRy N — O BEEAEMICLET,

a. Anaconda GUI ©. Network & Hostname ICRZEI L £ 7,

b. BMICTERY NT—UFT NS REERLZET,

c. Configure z2 ) v 7 LEY,

d. General ¥ 7T, Connect automatically with priority F T v 7Ry V254 7ICLE T,

e. Save =V v o LET,

Bugzilla:2115783!]

¥YIRY—FM VAP =ITRY M7=V EGOREICKHT 5

Anaconda I%. NetworkManager API Z B L TDHF Y IRI— bRy NT—OUBREEZEITLET,
Anaconda I&, %pre ¥ v VR4 —hrtEI2 a3 vDREICKY N7 —VHREEZNEBLEY, TOER.
FYVRI—DN%pre 20> avO—EOHY RO TAOY I INET, lLEZIE. %pre s avh
SOy F—IOF 7 vO—RiE, 2y NI—URENMFATERVZODRBLET,

COBBZEET 5ICIE. UTFZ2ERITLET,

o oz, Wpre RV ) T RD—EELT nmeli VY —ILEFRALT, XY M7= %R ELE
-3—0

o {VAN—LTOVSLDREF T aVaFERALT, %pre 2 Y FREICRY hT—0 %
BRELET,

TDHER, %pre I/ aVDIRTICEY NT—V%EATEDLDICRY, FYIRI—FM VR
h—L7OEANETLET,

Bugzilla:2173992

RHEL Image Builder% {#fi L T rpm-ostree 1 X —2 % EJL K9 315K, FIPS E— KOERME
Y R— b &4

IR7E. RHEL Image Builder% £ L T rpm-ostree 1 X —2 % EJL K9 % & X FIPS E— K &EBMIC
THRIERYR—FINTVLEEA,

Jira:RHEL-4655

stig 7O7 7M1 WEBEETEIN RE¥hicA A—U D FIPS TS —TCREENICKKT 5

FIPS €— K&, RHEL Image Builder TIEHR—hIhTWEH
A, xccdf_org.ssgproject.content_profile_stig 707 7 1 JMEETHRAY Y1 XX N7 RHEL Image
Builder ¥ 2 &, YRTALIXRODIS—TEIICKKLET,

Warning: /boot//.vmlinuz-<kernel version>.x86_64.hmac does not exist
FATAL: FIPS integrity test failed
Refusing to continue
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boot T4 LYV MNY—=DRIDNR—FT1>aVIilHdd, YATLLXA—=IDA VR M—JLRIC fips-
mode-setup --enable <Y > R%&EHA L TFIPSRY Y —42FEITEML TEMELFEA, FIPSH
BOICR>TWBIGE, YATLRERICEELET, HE. FHAAELOREIHY ZHA,

pa 3

A A=IDA4 VR M—JLIRIC. fips-mode-setup --enable I <> R%&=EHL T, FIPS %
FEITAMCTHIENTEXT,

Jira:RHEL-4649

RSAN—F 4RI A=a—HFaAVY—ILTCaA—YHYF—ADERRTILWN

RSAN=—F 4 RI%FRALT, h—RILAIYXYRKSA U Tinstdd + > 3 v A& FHLTRHEL 1~
AMN=ILERBTZE, VY —ILILA——AAPRTINFFA, TDOH, 7TV 5—avn
A—HF—ADIKIGEET, IEBFEZFLELTVWERLDICRAEFTA, HARKKRRIINFET, Ihida—

HF—ITIEDOMYICTK WEMETY, 7L, COEITHEEICHEERZES XY, Enter g & a1—H—A
ADNEHEINZET,

ek s LT, FRINDERAHERTZICIE,. VY —ILTA—HF—ADNEFEELBWVWT &5 HEE
L. ABDEMAET L5 Enter 2L E 9,

Jira:RHEL-4737

%packages 27> 3 VIC systemd Y —ER 77 M IV EZECNRy F—IDRRWEDH, Fv IR
Pl N 7 8 e |2\ S R

*v 28— K7 74J)LT services —-enabled=... 71 L V7 1 7% ERA L T systemd ¥ —EX%H

L. BELEY—ERT7714ILEESL /NNy 5—I B %packages T7 > 3 VICEENTULARWE
A. RHELDOA YR b= 7O RIERDITS—TRKRLE T,

I Error enabling service <name_of_the_service>

COMEZEEET BICIE. FY I RY—ND %packages 27> a v ICHBY—ERT7AILIC/NY
T—U%BMLET, 2OFBZET, A VAMN—ILARICEHAFINDZ Y —EZXDEMITARY,. RHEL @
AVAN=ILHRETLET,

Jira:RHEL-9633[

bootc-image-builder I 7S A R— KL I AN —DS5DM A —TDOBEEYR—MLTWEHE
A

I1E. bootc-image-builder #FA L TF A R— LI AN —HDERMBINIR—ZT 1 RV 4
A—VEBRETIIEETIERA, COMEEZORTZICEF. TIARX— LY N)—%2DO—A)
RAMIOE—L., ROB|IHEZFALTAA—YZEIRLET,

o --local

e |ocalhost/<image name>:tag as the image

TcEZIE, AX=VBEEIRTDICIEK, ROLIICLET,

sudo podman run \
--rm \

-it\

--privileged \
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--pull=newer \

--security-opt label=type:unconfined_t\

-v ./config.toml:/config.toml \

-v ./output:/output \

-v /var/lib/containers/storage:/var/lib/containers/storage \
registry.redhat.io/rhel9/bootc-image-builder:latest

--type qcow2 \

--local \

quay.io/<namespace>/<image>:<tag>

Jira:RHEL-34054

N2.tt¥al) 54—
OpenSSL X PKCS #11 b—% > H' raw RSA 71X RSA-PSS BRDEREYR— ML TW3S
MeE L Aawn

TLS13 7O MO JLITIE, RSA-PSS BEZDYR— MHARBRETT, PKCS#11 h—2U U HED RSA £/ 14
RSA-PSS EZ % HR— KM L TWARWEE., F—DPKCS#1 h—I VILL>TREINTWVWSIHA.
OpenSSL 54 75 ) —%FRTZ2H—NN—T7T) 5= 3 VIERSAF—452BIETETE A, THICE
Y, LDV F) AT TLSEEICKBKLET,

CORBEELET 2ICIF. FATEAKREOTLS 7OMANAR=Y a3V ELTTLS A=Y a v 12 %f&
BIaLdICH—NN—E054AT7 2V NAEBRELEFT,
Bugzilla:1681178!]

OpenSSL A%, 4D RSA F 7/ l& RSA-PSS DEAICHIHNL TWRWPKCS#1N1 h—9 YV %&E ST
p /U5 g

OpenSSL 1 75—, PKCS#IN b—2 v DEBEEOHEELRHELEFEA, LED>T. £0D
RSA 713 RSA-PSS DERZICH KB LAWN—2 Y TELHIERINS &, TLS EHMOBEILICKE L £
-a—o

Z OB =EEY 5 CId. /etc/pki/tls/openssl.cnf 7 7 1 )LD crypto_policy 7> 3 VOREILH B
.include 1TD#&IC. LLTDTZEMLZET,

SignatureAlgorithms =
RSA+SHA256:RSA+SHA512:RSA+SHA384:ECDSA+SHA256:ECDSA+SHA512:ECDSA+SHA384
MaxProtocol = TLSv1.2

ThICEY, TOVF YA TTLS EfMmAERITEET,
Bugzilla:1685470!]

HEDHX AT 5L, scpld BFICAE—XNET 7MLV EZEICT S

scp 1—7 1 ') 7 4 —H* Secure copy protocol (SCP) Mo & W F 2 7R SSH 7 7/ )LEEE 7O M
JW(SFTP) IKEBEINFE L, LD >T, H2GMPL T 7MIVERUGBMICIE—d2E, 774
IWORBNMEEINE T, COMERUTORBXICHELET,

scp localhost:/myfile localhost:/myfile

COMBEAOETBICIE. COBXEFRALT, V—ADGBARERUBEICT 74ILEIE—LARWT
IEIW,
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ZOBEIE. LTOBXICH L TEBEIhE LK,
e scp /myfile localhost:/myfile
e scp localhost:~/myfile ~/myfile
Bugzilla:2056884

OSCAP Anaconda Z KA V&, VS 714ANWNA VA M —ILTHEXINEZ7O0771 )%
ZxyvFLAEW

OSCAP Anaconda 7 R# > ICIE, RHELYZ S 74 ANA VA R=ILTEFa)FT4—7O7 711D
AR ABIREFILBIRBIR T 24 T avhhY FtH A, RHELSSLUE, 7 RAVIET7—H4A4 Tk
ERPM IRy r—I MBS VYV RARN—=IVTBEZICTIAINNTHREEZEZERE LEFHA, TORR, 1R
N—ILTlE, OSCAPIZEDLEALZTOT7 74 ILEREBTZ2RDYIC. ROIS—XAvE—IHKRRIN
N

I There was an unexpected problem with the supplied content.

COBBEEEET BICIE. FYv PRI — KT 74)LD %addon org_fedora_oscap 7 > 3 v IZ/NR
EIRETILENHYET., RIHERLET,

xccdf-path = /usr/share/xml/scap/sc_tailoring/ds-combined.xml
tailoring-path = /usr/share/xml/scap/sc_tailoring/tailoring-xccdf.xml

FOHER., OSCAPREEITOT77A4ILDITS T4 HILA VA MN=ILIE, KT DF v I RY— MNMEEFED
HTHERTEET,

Jira:RHEL-1824

Ansible EEICILEMDAL VY 3 Y HBBE
ansible-core /Xy 7 —(C & % Ansible Engine DEBEX# X ICL Y, RHELY TRV ) 7o 3 v TRES
N3 Ansible EVa—I)ILOY A MPBEIRINZE L, ThiIZLY. scap-security-guide /N 7 — |
BEND Ansible AV T VY ZERAT BEEZETT 5ICIE. rhe-worker-playbook /Xy 7 —IH 5D
LYY avhMmETY,
Ansible IEEDIBEIE. UTOFIEERTLET,

. MBANYF—I% AV AMN—ILLET,

I # dnf install -y ansible-core scap-security-guide rhc-worker-playbook

2. /usr/share/scap-security-guide/ansible 7 1 L. 7 ) —ICRBEIL X7,

I # cd /usr/share/scap-security-guide/ansible

3. BID Ansible AL V2 a3 VADNR R A EERT IREZHAFAL T, BET % Ansible
Playbook #Z1T L % ¢,

# ANSIBLE_COLLECTIONS_PATH=/usr/share/rhc-worker-
playbook/ansible/collections/ansible_collections/ ansible-playbook -c local -i localhost, rhel9-

playbook-cis_server_I1.yml

cis_server 1 %, VAT LAEBETZ7O774ILDIDICEETAET,
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BNE BERMDORRE
IHICEY, Ansible AV F U VIRIEELLKNEBINZE T,
Pz -

rhc-worker-playbook TiIRftE 2L V> 3 v DY R— hi&, scap-security-guide
NHEEYT % Ansible AV T VY DEMELIFICREINE T,

Jira:RHEL-1800

Keylime &E#EfE X /- PEMEIBAZ % 27 A

Keylime BN8—D 7 7 4 JLITEFE I N PEM R OERDIIRE L L CAIRAEF = — V2 ZET 3

&. keylime-agent-rust Keylime AV R—3R v MIEBRARIEPICIREINAL TN TOMBAEEZELLLHE

AEY. TLSNAY R A IDNKRBLET, ZORBR. V7472 haAVR—x> b (keylime_verifier
H &£ U keylime_tenant) I Keylime T—Y ¥V MIEHKTEEHA, COMBELBET 201X, BHO

AEBAE T AR 1 DDIRAER T AFER LT,

Jira:RHELPLAN-157225!1]

Keylime g, ¥4z A MDBNRY VRS9 aTHRESD I VIA LRI —%ERFTS

SUHALRY—EEMRT BIREDRY ) 7 create_runtime_policy.sh (. SHA F = v 7 L8
# (sha256sum B2 E) A FRAL TCI7ANNIA VT ANESHELE T, L. AAT7AILEICNY
GRSy a1FIEnDAEEFNTWSEHAE. Fy 7Y LBBIIHEADY A VT A MDREIIC/NY I R
SyvanrBMLET., TOLIBRGFE ERINLR) =T 74 IILOBREFREICRY FT, FIE
BEAXAODRY =T 714D RHEINDE &, Keylime TF ¥ MME, T5—Xv+— me.tenant -
ERROR - Response code 400: Runtime policy is malformatted (£ 7z IZEAKDITZ—A v E—2) %
EHRLET, CORBEAEDET 5 ICIE. sed -i 's/A\V/g' <malformed_file_name> I< > K&EAAL

T. FEBEARADORY =T 7AIUD6NY IRy 15FEITHIRLET,

Jira:RHEL-1186711]

Keylime T—Y =~ P DYEHEIC verifier hS5DY VTR M EIEERT S

Keylime T— = > I (keylime-agent-rust) D API N\—2 3 VB ENEHFINDZ &, T—2 ¥ MEEI
DN—=2 3V aEFRTZYIIZANEERTLET, TOHER. Keylime T— =7 b2 verifier IZEN
INTEHFIND &, verifier FHWAPIN=Y a3 VAFRLTI—Yz Y MIERLEDELET,
I—YxzVMIZDY VTR M%EEL, REEICKBRLET, COBMEZORYT ZICE, T—Y b
(keylime-agent-rust) % &7 3 5 R IC verifier (keylime-verifier) #E#H L ¥, ZOHER, T—Y v
MAEFIND &, verifier (EAPIOZEEZRE L., ThIZIGCTREINTWST—92EHL X

ER

Jira:RHEL-1518["]

trustdb IC7 7 1 WHAXR DD SR W/=8, fapolicyd i'EEZ I NS

fapolicyd /' Ansible DISASTIG 7O7 7 A ILEEEHITA VA M=ILEND &, HAKRREIZELY trustdb
T—IR=2D rpmdb T — I R—REEB LR ARY FT, TOHFER. trustdb KO 7 7 1 ILHRD
NoRWE, YRTALATHEGIRELE T, COMEADOET %ICI1E. fapolicyd = BESHT % H\.
Ansible DISASTIG 7O 7 74 ILZ=BEERITLE T,

Jira:RHEL-24345!1]

fapolicyd 1—7 1 Y 74—k, ZEEINELT7MIVDETEE>TFHITIT S

ELLIE 774D IMANY S 2T 7AIVICEED A SNZICEHFTI N, fapolicyd [FEFE X
NE771VORTEBELETZHENHYET, L. IMARYD—DEY M7 v 7 & evetml 21—
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TANTA—ICEBT7AINY Y 1IDEWVICEY, ThiFECYFHA, TOHER, EEINLT 7
AIVDIERBHET IMANY Y2 EEHFINFE A, TOHER. fapolicyd i, EEINLT 71 ILDE
THBR>THAILET,

Jira:RHEL-520("]

F 74 D SELinux R —Ick Y., FIROLRWET I 7MILDRY v I HRTAEEICT S

SELinux R 1) & —® selinuxuser_execstack 7 —JLED T 7 # )L b DIREIL on TY, ik, HIRD
BWRIT T 7AUMDRY Y D ERTARRICT 2 E2BRLEYT, RTARET7 7 LIEIOA TV a Y
EFEALBVTLKEIN, Fo A= RI—F4 VI INTVWARVWERT I 7ML PHEDHREMEZRL
TWBEEEEAHY ET, =L, BDY—IL, Rusr—, BLUHY—RN—F 4 —8R - DEHM
D&, RedHat ZT 74 MRS —DT—IMEEZEETETE A, TOL D LEBREORAIEICKT
LARWE&EIE. O~ K setsebool -P selinuxuser_execstack off *x A 1L T, O—AHINKR > —T
T—IEEATICTBIENTEET,

Bugzilla:2064274

STIGFAZ77AINDSSHIA LTI ML= DB AT aveaRETD

OpenSSH OE#H &, ROKEEFERY AT LEDOEF 1) 71 —FMEREH A K (DISASTIG) 7O
T77A4ILDIL—IVIIHEESZ F LT,

e RHEL 9 i DISA STIG (xcedf_org.ssgproject.content_profile_stig)
e RHEL 9 AH. GUI ® DISASTIG (xcedf_org.ssgproject.content_profile_stig_gui)

INLDETOT7AILTIE. RO2DODIV—IHAEEEZITET,

Title: Set SSH Client Alive Count Max to zero
CCE |dentifier: CCE-90271-8
Rule ID: xccdf_org.ssgproject.content_rule_sshd_set_keepalive_0

Title: Set SSH Idle Timeout Interval
CCE Identifier: CCE-90811-1
Rule ID: xccdf_org.ssgproject.content_rule_sshd_set_idle_timeout

SSHHY—N—ILEBATE, ThoDEIL—ILIE, DEIOLIICEELARL Aot T ay
(ClientAliveCountMax & & T ClientAlivelnterval) #:2E L £ 9, ZTDHER. OpenSSH &, Th oD
IW—ILTEREINLEIA LTI MIIELELEEZIL, 74 RIVREBO SSH A—H—%tIkf LR RY F
L7, EREELT, ThoDIL—ILik, V) a—>avhBEFEINSBFE T, DISASTIG for RHEL9 &
& U DISA STIG with GUI for RHEL O 7B 7 7 1 JLH 5 —BEFICHIBR I & L 7,

Bugzilla:2038978

GnuPG (& crypto-policies IC & > TEHFAI I TWARWEETH. SHA-1 BRADEHAE > CEF
1 )

GNU Privacy Guard (GnuPG) StV 7 b D 2 7. Y AT ALALEKDESIERY V—CTEHEINTL
BEREICAMRARL, SHA-T 7V TY AL 52 ERT2BLAERB L ORIETE XY, Lzr >

T. DEFAULT OFES{ERY) > —THESIELOBBWTSHA-1 2FHTEEY., chid, BRAIKRHTDZD
X217 TRAEVTZILIT) LD AT LALETOIHEELIZT—HLIFEA,

COREALOET BICIE. SHA-1ZEL GnuPG A 7Y a v aFERALABVWTKEIL, ZhickY, &

F1T7THRVWSHA-TZELEZFERALTGNUPC T 74N MNDY AT LEF2) T4 —%2TIF2D%[HE
i’a—o
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Bugzilla:2070722

OpenSCAP D X EY) —HEDREE
AEY=DPROENTWVWDE Y AT ALTIE, OpenSCAP AF v+ FHERFTEIETEIH, ERI7 71 ILH4E

BRENBWATREMA DY FT, CORBEEEET 2IC1E. AF vy TOT7 704V ERARITAXLT, /
774N AT L2EDBRZEEEIV—IIVOBEREMRLI T,

e rpm_verify_hashes

® rpm_verify_permissions

e rpm_verify_ownership

e file_permissions_unauthorized_world_writable

e no_files_unowned by user

e dir_perms_world_writable_system_owned

o file_permissions_unauthorized_suid

e file_permissions_unauthorized_sgid

e file_permissions_ungroupowned

e dir_perms_world_writable_sticky bits
e ZOMDEREKICOVWTIE, BEYTS FLyIN—2DREZSRLTIEIL,

Bugzilla:2161499

¥YvIRY—FM VA M =IEOY—ERXBEEDI —ILDEENKET 066 LH S

FvIRI—bMDA VA M—=ILARIZ, OpenSCAP 1—7 1 )71 —T, H—E X enable £7% (&
disable KEDEENTETHZ I ENB>TRRINDZ I EDHY EFT, ThiZLY,. OpenSCAP A
A VAMN=IBEHRY AT LDY—ER ZIFEJIREBICKRET 2 NI HY T, ORKEL T, v
PDAI—RA VAN —=IWVREICVATLEZRAF v+ LTBETEEY, ChilLY, Y—EXEEDHE
MEEINZET,

Jira:RHELPLAN-44202[1

CNSA1.0IC& Y FIPS:0SPP h A DB ZERAMUIZELAZITD

OSPP # 77K 1) & —I&, Commercial National Security Algorithm (CNSA) 1.0 ICEH L TWE T, <h
&, FIPS:OSPP R) > —&H TR —DAEDLEEFERTE2RAMNOEEERMICHELET,
FICHEEZZTD2RIIRODEBYTY,

® RSAF—DHR/NFAXIE3072EY hET DI ENRETT,

o FITNALRIYI— 3V Tld, AES-128 BES. secp256r1 ¥5MEI#R. & & U FFDHE-
2048 JI—FhHHR— b IhA{ Y F L1,

Jira:RHEL-2735!1]

SELinux RV > —IIL—IL DW=, SQL T —IR—ZAADIERATOY /X hn 3
SELinux R ¥ —DIERIL—ILDIRZEL TWB E, SQL T—IR—AADEHRN 7OV IINET, %
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D#ER. FIDO Device Onboard (FDO)H — E X fdo-manufacturing-server.service. fdo-owner-
onboarding-server.service. & & U fdo-rendezvous-server.service (&, PostgreSQL *° SQLite 7t &
DFDO T—HR—ZIEMTITELEA. LEED>T. YRATLIE, FIBEENTF v —OREREDR
SEERP T DMD/INSA—H —[THR—FINTVWBET—IR—XAEZFEHALTFDO 2 RE#;HT ZZ &N
TXZXEHA,

COBBEALOET BICIE. ROFIEICHEWNE T,

1. local_fdo_update.cil & WD ZEIOFH LW T 71 IILEERK L. REL TWS SELinux R & —
W—ILEAHLET,

allow fdo_t etc_t (file (write)))

allow fdo_t fdo_conf_t (file (append create rename setattr unlink write )))
allow fdo_t fdo_var_lib_t (dir (add_name remove_name write )))

allow fdo_t fdo_var_lib_t (file (create setattr unlink write )))

allow fdo_t krb5_keytab_t (dir (search)))

allow fdo_t postgresql_port_t (tcp_socket (name_connect)))

allow fdo_t sssd_t (unix_stream_socket (connectto)))

allow fdo_t sssd_var_run_t (sock_file (write)))

~ o~~~ o~ o~ o~ o~

2. R)Y—FVa—INR\y =S4 VARMN—=ILLET,
I # semodule -i local_fdo_update.cil

T DFER. FDO & PostgreSQL 7 — 4 X— R [Z#E#x L. /var/lib/fdo/ =9 L T SQLite /83— w3 v
ICEAET 2REABETEEY, TDHBA. SQLite T—IR—R T 7 /f)b?b‘/'(_"f_?'é ENFREIN
%,

Jira:RHEL-28814

11.3. RHEL FOR EDGE

open-vm-tools /Xy r— (&, edge-vsphere 1 X —J CIIfFAHTE AW

IR1E. open-vm-tools /Xy r— ik, 77 # )L b Tl edge-vsphere f X —JIZ4 VA M—ILI TV
FtHA, COMBELOET ZICE. TI—TY Y MDARITA XNy r—U%BMLE T, edge-

vsphere 1 X —Y % 4 75 FEAT 5B &%, RHEL for Edge Container 1 X —¥ & 7zI& RHEL for Edge

Commit 41 X—Y D7 I)L—7F1) >~ NI open-vm-tools BN L 7,

Jira:RHELDOCS-16574l[1

n4.V 7 b0 xz7EHE

AVAM—LTOERADBBRELGRLSBRBZIEHHD

RHELZA YA M=ILTBE, A VAM=ITOECANBBE LR LB IEIHY FE
¥, /tmp/packaging.log 7 7 1 JLIE, REICUTOXy -V %2RRLET,

I 10:20:56,416 DDEBUG dnf: RPM transaction over.

COMEALDOMTSICIE. 1 YAMN—IL7OERE2BREELFT,

Bugzilla:2073510
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O—hJIYRT MY) —T createrepo_c 2179 5 &. FH L/ repodata 7 7 1 LD ER I O
3]

A—AJYKRY K —T createrepo_c AV RZETT 5 &, repodata 7 7 1 JLDEER I E—D AR
INFT, IE—DID2EEBINTHEY., £ D2FEMINTVELA, BEEEHY FHAD.
BEELE7 74 VIXEERL CEBEHY £ A, createrepo_c I< >~ KiL, createrepo ¢ #FHL T
FERINI)RI M) —ITRETZ2EH MOV —ILDEWCLY, EELALIE—24ERLET,

Bugzilla:2056318

Nns. yxiskvtav k42—
ifcfg 77 ANV EFALERY NT7—94 29— x4 ADZFMERICKMT %

RHEL 9 Ti&. initscripts (3T 7 A M TA VR M= INFEHA, TOHER, ifcfg 771 L EFEAL
XYy RT—=0AV9—T 14 ADBAEERICKRLEY, COBBZART ZICIE, udev IL—IL%
FRTEZN J7ALE) VI LTAVI—T 24 ADERELERET LI ENHREINTE T, M
&, —BELERXY NT—0A4AV9—T x4 A7 /34 2ZDt# & & U systemd.link(5) D man R—< %
SRLTLCEIW,

WEINZHEOWTNEFATETRWESIZ. initscripts Rybr—ShAVAM—ILLET,
Bugzilla:2018112L"]

RHEL 9 T, chkconfig /8y 5 —IHRF T 4 hTA VR h—IL X hipn

VATLY—EZADZVILNIVEREZEHFE LV VT —F % chkeonfig /Ny o —U &, RHELO T
WETFT7A2ILNTAVAMN=ILINFERA,

Y—EXZEET SICIE. systemetl A7 RZEFEHAT 25D, chkeonfig /Xy r—Y ZFETAI VR
I\_)bbi-a—o

systemd DML, systemd DEE%Z SR L T LIV, systemctl 2—F 1 ) 71 —DFEAAEIC
DWTIL, systemctl Z#FHA LAY AT LAY —EZDEE #5B LTI,

Bugzilla:2053598(]

initscripts XY S —IBRF T A M TA VA M—=ILI W

T 7 #J)V N T, initseripts /Xy S —JIFA YA M—)LIhEHA, THICLY, ifupa—FT1Y)
T4 —BLVifdown 1—5 4 )74 —HDHATEFEA. 5lDOAHZEE LT, nmcli connection up 1
¥~ K& LU nmcli connectiondown Y > FZFERAL T, ERZzEWSICEDNLET, BES
NIERERDLD L WHAWEEI, BE%Z#HE L. NetworkManager-initscripts-updown /X 7 —
DA VAM=ILLTLEIY, &, ifup B&L U ifdown 1—F 1 ') 7 1 —F®D NetworkManager
Y )a—ravERELET,

Bugzilla:2082303

a2V —Jb keymap Z&ET B ICIE. mIBDA > X b—IL T libxkbcommon 54 75 Y —H
WETY,

RHEL O Tld. HED systemd 1 73 ) —DKEFFFRA/BNY) v/ oBHPO— RIZE#BI N, &
AT LDRITEFICTA TS —2FAVTERATEZ LD ILRY E LEL, SEADERICLY., BELSA
T2V —%AVAM=ILLRBRWRY, TOLIATATZ)—ICEKET HEEIIFERATIACRYZE
¥, Zhid. RNMROA VAN —IVEEEZFERATEIVRATLICEFE2F—KR—RNLAT7 7 MNDFREICE
HELFT., TOREE. localectl --no-convert set-x11-keymap gb A< > NICTKBL T,
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COBBEALOET 5I121E. libxkbcommon 54 7351 —%4 VA M—=JLLZET,

I # dnf install libxkbcommon

Jira:RHEL-6105

sysstat /XY T —I D %vmeff XA Y v J LR TENRRRIINDS

sysstat /Ny 7 —21d R—UBFRAWNEZANET 270D %vmeff X ~) vV ZRHE L XT, sysstat
. FILWA—RIN—= 3 VY TREINZ T RTOREET % /proc/vmstat & % 2T L 72 LN 2, sar
-BOTYRICL>2TRIND %vmeff SIDEIFELLS HY FHA, TOBBEZDOET 5 IC

I&. /proc/vmstat 7 7 1 L5 %vmeff [EAX FETEEL £9, FFMIE. Why the sar(1) tool reports
%vmeff values beyond 100 % in RHEL 8 and RHEL 9? %#&BRL T XL,

Jira:RHEL-12009

Service Location Protocol (SLP) I UDP # 1t LW EICW L TS TH %

OpenSLP &, YV H =T 74T —N—REDO—AILITYTRY NO—IRDT7 T)r— 3
VICHMEREA DXL EZRBELET, L. SLPIE, 1 V59— vy MIERINLY AT AT
UDP Z N L e RSB /IERE H —EXEBHEICH L THEFETY. SLPZ2FEAT 5 &, RIS TLAR
WRHEE(E, SLIPREBICL > THREINLFRRLTHLVWH —ERAEHRTEET, WEEHILUDP
AL, EETT7RLRAEBETSZIET, Y—EX—BZEXRL, RYTELINET KL RIC
Y—EREEEERTHIENTEET,

NEDOMBEENSLP H—ERICTIVEATERVWEIICT I, 19—y MIEEERINT
WBRE, EETELRVRY NRTD—VTETINTVWEIITRTOYRATALATSIPAEMICLET, X
i, CORBEAEET BICIE, UDPBLVTCPR—MN427 ThS 74 v 05T Oy ERHIET14I
) TTBEIICT7ATIO+—ILERELET,

Jira:RHEL-6995(]

X a7 T AWML >TWB UEFI VAT ALALEDReaRLAFa—aA X—Tk, T7 4
U MERETIEENIC KT B

rear mkrescue Z 7|3 rear mkbackup 17> R%Z{FEH L7z ReaR 1 X — Y DIERMA KL, RD A v
TE—IDNRTEINZT,

grub2-mkstandalone may fail to make a bootable EFl image of GRUB2 (no /usr/*/grub*/x86_64-
efi/moddep.lst file)

(..)

grub2-mkstandalone: error: /usr/lib/grub/x86_64-efi/modinfo.sh doesn't exist. Please specify --target
or --directory.

ARLTWS 7 7 14)Lid. grub2-efi-x64-modules /Xy 5 —Y D—ETY, DNy T—J% AV R
F—ILT2E TF5—RLTLRAF2—AA—IDNEBICERINET, UEFIEFXa2 77— 0B
KRS TWBBEIEF, LAF1— A A—YREZINTWAWT - NO—Y—%2FHT2LHOEHMTE
FthA.

COREEA O S BITIE. /etc/rear/local.conf & 7z X /etc/rear/site.conf ReaR:RXE 7 7 1 JLITRDZE
BAEEBMLET,

UEFI_BOOTLOADER=/boot/efi/EFIl/redhat/grubx64.efi
SECURE_BOOT_BOOTLOADER=/boot/efi/EFIl/redhat/shimx64.efi

REINLEEEREFEHRT 5 &, grub2-efi-x64-modules /XY T —I DRWI AT LATEHEA A—VAIE

174


https://issues.redhat.com/browse/RHEL-6105
https://access.redhat.com/solutions/7027076
https://issues.redhat.com/browse/RHEL-12009

BNE BEANORE

BICERTE, EXa7 77— "D EMIA>TWE IV RTLATREITESLDICARYFET, IHIC, ¥
ZATLDY) ANY =, YANY —INY A TFLDT—bO—4—IF EFlshim 7—hO—4%—I(C
BREINET,

UEFI, E¥a7 77—k, shim 7—bhO—%— OF#MIE. T L v I X—XDEEHE UEFI: what happens
when booting the system Z&BR L T 7ZI L,

Jira:RHELDOCS-18064(1

sarbLUiostat T—FT 1 Y 7 1 —IC & > TERI Nz %util FIHERD

sar¥/-ldiostat 1—F 1 )71 —AFRAL TV AT LAERIRROKEEREZINET 21548, sar /-
I& iostat IC& > TEMRINT %util FUICEDRT—IDNSENE &L HY T,

Jira:RHEL-26275[1

Isb-release /X1 7 1) —|& RHEL 9 CIXfIH X &L

/etc/os-release D& L. LAFTIL Isb-release /N1 7)) — 52 UHT I ETAFTEE L, 2D/NA
F ') —I& redhat-Isb package ICEFENTWE LA, ZD/RyF—U I RHELO TIEHIBRI N E L
oo IRTEIL. /etc/os-release 7 7 1 IV HmHAH B I ET, ARL—T 1 VIV RTALICEAT B1BR
(TAAMN)E2—Y3a3y, XN=Y3ay, O—FRE, BETIAIT—IRE)ERRTEDELDICRY
Flk, TDT7 74 )VIERedHat MRFEL TH Y., TD 7 7ML T 2ZH IS redhat-release /¥ v
T—JEBEHTHEALECICEEETINET, 7714 ILOFKIE KEY=VALUE THY., YT ILRI YT
DT—HERLICBTEEY,

Jira:RHELDOCS-16427(1

N6.A2VIZARNSIVFv—H—ER

bind & & T unbound DA D SHA-1- R— 2 DELZ D% ENELT

bind & U unbound OV R—X ¥ &, TRTD RSA/SHAT (7L TY XLES 5) H & U RSASHAI-
NSEC3-SHAN(7 IO AL HE S 7) BLDORIEY R— b2 EWIC L. BRD SHA-1{EAIE DEFAULT
YRTLREDOBERY) O—THIRINE T,

ZDFER. SHA-1. RSA/SHAL. & & V' RSASHAI-NSEC3-SHAI ¥4 Yz A R 7ITY XLTERZI N
7<HEE D DNSSEC L O— Ri&. Red Hat Enterprise LinuxQ THRIETX T, HEERITZ KXA V&N
fEssIcRY £9,

ZOMBEAELEY % ICIE. RSA/SHA-256 PHEMMIRF —REDRDELZTINTY XLIZT vy TJL—
I\\\lJia—O

HEEZITRBR Sy TLNILRAA VOFME ) A MSDOWTIE, RSASHAT TEH I 117z DNSSEC
LA—=RAV V21— aVeREETERWVW 2SR L TILIL,

Bugzilla:2070495

EULEXAAAAEY -V I 7AULDEBOYV -V THEHINTWS E. named H5E2EIL AL
BIND Tlt, B#ODY —VICRALEZAAFTREY -V I 7M1 IV AFRATDZIZENTEERHA, TDEL
. named TEERRER T 7A1ILADNRRAEHET DY -V EHEHET 5 &, named BNEENTI A

RYFET, CZOBBEZEET 2ICIE, inviewHiZEAL T, #BOE21—FTI>OV—r2HE
L. A3V —VICRRDZNRAZFEATELOICLET, LEARE RNRICE2—RZEHIET,

EXAAARERY =V T 74 ILIKEE,. BMEFRIFTINLY -V, EHAVY)—V—2, Fi&
DNSSEC BT 2V -V THEAIND I EIERLTLEI W,
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Bugzilla:1984982

libotr t& FIPS ICHEHL L TULN Ly

libotr 54 75 )—&A7HLA—ROTR) AvE—IJVTHDY—ILFy ME, 1 VRAI VR XA Y
=YV IDREFEICIVRY—IV FOBESEERHBLET, 7L, libotr 54 735 Y —IZ
gery_pk_sign() & & U gery_pk_verify() B %= FEHA L TW 578, ERIFHRNIBZRE (FIPS) ICERL
TWEHA, TORER, FIPST— KTl libotr 214 75 —%FHETIFEH A,

Bugzilla:2086562

N7.xvy k7—7

kTLS I, TLS1.3®D NICADA 70— K&HR—bF LAV

Kernel Transport Layer Security(kTLS) (&, TLS13 D NICADF 7O—RK&EHR—bMLTWEEA, %
D=H, NICHTLSA 70— KREHR—PLTWVWTH, TLSI13ICLBDY 7 b7z 7HESENMERAIN
9, COBEZORT SICE. 7 70— RPBEBELRIFEIETLSI3 ZEMICL TLLEIW, DI
R TLS1I20H%A70—RTBIEHNTEZET, TLSI3AFERAINTWSIFE, TLS13 454 70—
RETBIENTERWED, NTF—TVAMETFTLET,

Bugzilla:2000616("]

vy avxF—DEHITKMT 5&. EEHI’UIINS

A—RIRSYRR—NLAV—tF2)FT4— (KTLS) 7O FTIE. WHESTERINS LY
YavEF—OEHFEYR—MLTWVWERA, TORBR, 1 —F—REF—%2FHITHIEHNTET. HEH
NI NTLEVWEY, COMEEDET ZICIE, KTLS ZE\MICLTLEIWL, ZOHER, 2o
BRICEY, By avF—%2FEEICEHTIET,

Bugzilla:2013650!]

1n.8. h—=xJb

H—RIWR—I YA XN EKETDIBEET TV r—avidk,. R—ISYAL XH—XI%& 4k D5
Ak ICBIT I 2 L JICEFHIREICRZIGELH S

RHEL (&, 4k & 64k DEADR—IH A XDH—FRILEBBRELIHY T, 4K h—RILR—=IUH A4 X
ICIRET BB T TV —avid, KD 5 64K R—IH A ZH—RIICHBITT 2 EZICEHFIBE
LR BIBEDHY T, ZOBEMDAFICIE. jemalloc BLMEKET T r—ravhrEiEFhnzxd,

jemalloc X E)—70O45 =954 73—, YRATLDZVHA LRETHERAINZR—IUHA4 D
HEEZITES, IDTM4T ) —Id. & AE --with-lg-page=16 % 7=id env
JEMALLOC_SYS WITH _LG_PAGE=16 (jemallocator Rust 7 L. — b DIFH) THREINTWBIFE.
Ik BLVLR=—I YA XDA—RIVEBBENH DL ICEBETEET, TOR/R. V91 LR
BOR—IH 4 X&, jemalloc ITIKFET 2/84 F ) —DAVNRAVBFICEELER—VUH 4 X EDREIC
T—BHARETIAEEIHY ET, TOER. jemalloc R—RADT7 SV r—oavaEFERTDIE, R
DIS—HINEELIXT,

I <jemalloc>: Unsupported system page size

COMBEALOET BICIE. ROWThHADAEEFALET,

o BUALEIRBREFABREA T avaFERALT. 4kBLV64kR—IH 4 XEEHMEDH
NRNAF) - LET,
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ENE BRI DOR=A
o RNk H—RILBELUVZT VI M4 LRIETRELAE. jemalloc ZERAT % 1—H—2Z2F
Ny bb—I%E)NRLET,

feE zIE, BLL jemalloc %= #FEHE T % fd-find 'Y —)L %, cargoRust /Xy r—I v 32— v — %[
LTHETEET, REDG4KEETIE. cargo A¥ Y REAAL T, TRTOKREERDOEFLLWEI
Kar)H—L, R=I P4 XTOF—BEBRLET,

I # cargo install fd-find --force

Bugzilla:2167783!]

dnf AL TEHFOYV ZILIALH—FRIICTYyTITL—RLTH. EHOH—FRIL/IN—
TaviREFLTA VA M =L hiEW

dnf Ry 5 —I I R—V v —%FRALTERFTDYTFIVIALA—RIVES VA MN=ILTBITIE, Ny
= DIRERRERRLT. TLWHA—IIUN=U3 V EIREOD—RILNN— 3 VA RBFICETT
ZUMENHYFT, TT74INTIE, dnfld, 7v 75 L — RPIZHW kernel-rt /Xy 5 — I & HIRR L
i’a—o

EhEk e LT, IRED kernel-rt /Xy r — T % Jetc/yum.conf 53 7 7 1 )L @ installonlypkgs #+
2 3 VIZEML £ (f: installonlypkgs=kernel-rt),

installonlypkgs & 7> a &, dnf TERAINZT 74/ hD ) Z M kernel-rt %3810 L %
¥, installonlypkgs 71 L 77 4 TICY A RINTWB Ry =TI ZEFHNICITHIBRI AW,
BEOA—RIN=T 3 VDREFEA VA M= R—FINZET,

BHDOAD—FINEA VAN —ILTDE FILWA—RIWN—Va Vv aFHTRZEEZICTL—ILNY I F
ToavEFRETILIICARYET,

Bugzilla:2181571L"]

7 7 # )V Cl&. Delay Accounting #¢#ElE SWAPIN & & T 10% $E5HFl =R L2

MEDN—U 3V EIFEAY . Delayed Accounting #8E(1Z7 7 # )L M TEMICAR>TWE T, ZOFE
R, iotop 77— 3 VIiL SWAPIN 8 LU 10% #5151 2R mE T, ROEEEARTLET,

I CONFIG_TASK_DELAY_ACCT not enabled in kernel, cannot determine SWAPIN and 10%

taskstats 1 9 —7 =1 X% {FH 3 % Delay Accounting #8E(Z. AL v RTIL—TICET BT RT
DIRYERIFAL Y ROEBEFHEGZRELFE T, FRIVETOEEIF. A—FILY) Y —IADFIAERE
IKRDDEFDODEZICRELET, LEAIFE, BEECPULNERTINZDAEF >TWVWEHIRITY, £
FHiE. 9 RV D CPUBEE. JOBKRE. 8LV rssHIREAXBEICERET 2DICKRIEET,
EhEESRE LT, RITRELIEEEEIC. delayacct 7— A T a Vv EBMICTEIEHNTEET,

o ZE1TBFIC delayacct ZBRICT BICIE. ROLHICAALET,
I echo 1 > /proc/sys/kernel/task_delayacct

ZDAXTY RFPRATLLETHEEZAMCLETAS, TOIYY ROERTERICEHBLEY R
JICHLTOABEMTHDZ EITFELTLEIL,

o EHEFIC delayacct ZKIGHICAMICT BICIE, ROVWTNADFIEEFERAL T,

o Jetc/sysctl.conf 7 7 A ILEREL T, TI7AINNDNRNSA—Y—%A—N—F54 KL Z
ER
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a. RODIY ') —7% letc/sysctl.conf 7 7 A JLICEML F T,
I kernel.task_delayacct = 1

FFffIL. Red Hat Enterprise Linux T sysctl Bz ET 5 A% 2SR LTLEI LW,
b. VAT LZHBREEL T, EEEARMIETZET,

o A—FINAXY KM Vil delayacct+ 7> a3 v EEBMLET,
ML, H—FILAR Y RTA VNG A—H—DERE BB LTIV,

ZD#ER. iotop 77 75— 3 ik SWAPIN & & O 10% #EtFl 2 ERLE T,
Bugzilla:2132480!]

A7HDBZVWIRTLALEDY FPIVI A LH—RIVDN— K = PEREICIE. skew-tick=1 7— b
NFGA—Y—%ETIEDNDVEICRDZIGEDH S
SOV NEAT AV Y MHREVKRBELRY AT LFZEFREEDS AT LTI, 9414 LF—FKE
VIV AT LATHEATINS xtime_lock DO Y 7FEARICEY., LATYI—DREDFELET DAEMD
HUET, TOHER, LATVY—DEBSIUN—RIZT7RIAOLITVI—E IILFFOEY
VTV RATLATHRETDHEENDHY £T, OEEKE LT, skew_tick=1 77— h/XZ X =4 —% BN
TBH5IET, CPUZEIIAMN—TavP%F 7y ML, BIOFAI VI THIATEZT,
Oy 7 DmasDhEd %Ik, skew _tick=1 #BMICL £,

1. grubby T skew_tick=1/3X5 X —4%—%BMICLF T,

I # grubby --update-kernel=ALL --args="skew_tick=1"

2. BEEZBMCT2HICERELET,
3. 7= MRISETA—RINFTA—F—%KRRLT. FLLERELHRLET,
I cat /proc/cmdline

skew_tick=1Z8GMICT 2 &, HEEBANKIEBITEMT 27D, LATVI—DREEZITB)T7ILY
ALT7—70—RZEFTLTWVWBIERICOABEMICT IHENHY XT,

Jira:RHEL-9318[1

kdump X A= X AlE. LUKSEESIEY —4Y T vmcore 77 M IV ax+ TFv¥—TCEHW

Linux Unified Key Setup (LUKS) THS{EIN//\—F 1> 3 V% FEHAT 5> X7 AT kdump %317
TRHEA. VRATALILE—EEDFEATREAAETYY —HPRETYT, FRAATERXE) —DPBRELRXE

) —2& Y DARWESEE, systemd-cryptsetup U —ERE/NR—F 4 >arvDIU Y MIKBLET, *
DIER, 2BBOH—FIVELUKSESEY -y NEDI Sy a8V T 774D F v TFv+—IC
KMLET,

&% & LT, Recommended crashkernelvalue #7 T!)— L., XE!) —H 4 X% @UMEX TR~
ICH#EX L 9, Recommended crashkernel value (3. HEBLRXE) —H A XERETD-ODEEE
LTH/IBET,

L 9591 h—RIDHEEBEERALET,

I # kdumpctl estimate
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2. crashkernel DEZIEP LT, BELXE) —EZRELFTT,
I # grubby --args=crashkernel=652M --update-kernel=ALL
3. VAT LEBEHLT, BEZRMIEXT,
I # reboot
Zhit&Y, LUKS THESIELANR—F 1> avhH bV AT AT kdump BNEFEICHAEL X9
Jira:RHEL-11196L"]

kdump 4 —E XD IBMZ A5 AT initrd 7 7 1 L DEEICKRT 3

64 EY RDIBMZ Y RT AL TIE, s390-subchannels 7 &M znet BEDREBRNIET V7 1 T4
NetworkManager #i% 707 7 1 JLICIFET 53546, kdump H— E X (EHH RAM 7« X ¥ (initrd) @
O—RICKBLET, TOHER., kdump X A Z X ALIFROTS—TERBLET,

dracut: Failed to set up znet
kdump: mkdumprd: failed to make kdump initrd

EEERE LT ROVWTNHODEBREEZFALTILEIW,

o znet REBRAF OER IO 7 7ML EBHALT, XY MNI—VRVYTAVITFELIET v
VERELET,

I $ nmcli connection modify enc600 master bond0 slave-type bond

o T ITATRERIOTIFALDLT I T4 TRERTOT7 7M4ILIC znet R EBRE IE—
LEY,

a. nmcli <Y Y KA%EfTL T. NetworkManager #7077 71 ILEREL T,

# nmcli connection show

NAME uuliD TYPE Device

bridge-br0 ed391a43-bdea-4170-b8a2 bridge br0
bridge-slave-enc600 caf7f770-1e55-4126-a2f4 ethernet enc600
enc600 bc293b8d-ef1e-45f6-bad1 ethernet --

b. k7 VT4 TIREHRHSDRERRCTT VT4 7RTOT7AIVEEHLIET,

#!/bin/bash

inactive_connection=enc600

active_connection=bridge-slave-enc600

for name in nettype subchannels options; do
field=802-3-ethernet.s390-$name

val=$(nmcli --get-values "$field"connection show "$inactive_connection")
nmcli connection modify "$active_connection" "$field" $val"

done

c. EEEEMICTZHIC kdump H—EREZBEFLET,
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I # kdumpctl restart

Bugzilla:2064708

iwl7260-firmware IC & Y. Intel Wi-Fi 6 AX200. AX210. & L U Lenovo ThinkPad P1Gen 4
T Wi-Fi 't h %

iwl7260-firmware Z 7z iwl7260-wifi K5 1 /N\—% RHEL Q.1 LA TCIRHEINBZNN—Ua VICEHT S
E. N=RIT7HARERREIREICRY T, TOREBEER>THRELF T, TOHBR. Intel Wifi 6
A—RHIPHEELRLCARY, ITS5S—AvE—IPNKRTFINDIBEELHY FT,

kernel: iwlwifi 0000:09:00.0: Failed to start RT ucode: -110
kernel: iwlwifi 0000:09:00.0: WRT: Collecting data: ini trigger 13 fired (delay=0ms)
kernel: iwlwifi 0000:09:00.0: Failed to run INIT ucode: -110

RHEZDOEEERIL, AT LDEREZZICLTHOBEAVICTSIETY., BEBLAVWTIES
LY,

Bugzilla:2129288!]

kmod @ weak-modules DA€Y 1 —JL DB KIFEA % CTHERE L oLy

kmod /Xy 7 —I Il & > TR I 5 weak-modules 27 Y 7 hE, EQOEVa—ILHM VYA M=)
INcA—FRIVEKABIEBETH 2D Z2HRILET, EL. EV21-ILDOA—XIVEEMEZFT VD
L TW3ME. weak-modules & Y a— LY VRILDEKERFRZ. ThodEILRINZA—RILD
L)) —ZADSTAN Y —AANEMEBLET, HRELT, BELQZ2H—IL) Y —RITH L THEES
NEHEEKRERRAEF DODEY 2 —ILIXEBENA LW EBIRIN B EI8EMNH 5 /-6, weak-modules (&
DT ) ATIIHELZHA,

COMBEALDOMETBICIE. ILWA—RILEASA VA MN=ILTBHEIC. EFOANY I H—RILICHTLT
EBIMOES2—ILAEEINRFEEREBLET,

Bugzilla:2103605!]

Intel® i40e 77 4 74 —H% IBM Powerl0 CkiEMIckBd 3

IBM Powerl0 ¥ 27 L Ti40e 74 T4 —IZ1/O TS5 —hF4ET % &, Enhancedl/O Error Handling
(EEH) h—RIWH—ERBRXY bT—I RSAN=—D) Yy b AN —% R N)H—-LFT, L&
L. EEH &, i40e RS A N—AFFIEZINCRKNEEH ABRBEEZFELETZET, I/OITFT—%#YR
LBELET, TORBR. 7/8 R EEH IT& > TEEHITKK L E T,

Jira:RHEL-15404[1

64EY NARMCPU CIEELL OAYNRAMIWIEINEERSANR—TOTATS LKBICEAL T dkms
RS EELEZHT

HHA—FRILEY 2 =LY R—bMdkms)1—F7 1 ) 71—l 64 EY N ARMCPUDA—FRILAY
=M 4kB & 64kBDR—IH A XOEATIMET B & a2RBLIEEA, TOFER. dkms (.
H—XILOEFEEIC kernel-64k-devel /Xy 5 —I D4 VA M—=J)LENTWARWEE, ELL OV /A
WENERSAN—TTOTSLPKBUAERICEALTELEE2HLFET, COREEEET S
ICIE. kernel-headers /Xv sr—J %A VA KN=)LLET, 2Dy Hr—Jk, @441 7D ARM CPU
T—XTF 0 Fv—HDAY Y =T 74 )ILEESLEDT, dkms EZDEHICEHELZEOTIEHY T
Ao

Jira:RHEL-2596711]

180


https://bugzilla.redhat.com/show_bug.cgi?id=2064708

BNE BEANORE

N9. 774V RTFLABLVANL—

TNRA AR Y IR—TIJLF/RRIE NVMe/TCP TlEYR— b IXhTWEHA

nvme-tcp K5 4 /X— T Device Mapper Multipath Z{FfE 9% &, A—ILMNL—RDEEEV AT LD
TEEMEDNRET 2L HY T, COMBEZDER T ZII1E. NVMe/TCP A—H—EXx(4 714 7
NVMe Y ILF/RR&=EGMICT Z2EHLH LY. NVMe T device-mapper-multipath Y —)L % FFH L 2L
TLEIW,

TI7AIWBMTIE, X1 T 47T NVMe JILF/RRIERHEL O TEMICAR > TWET, FF#llL. Enabling
multipathing on NVMe devices ZZHR L T XLy,

Bugzilla:2033080!]

blk-availability systemd Y —E X3, BHLRT NI ARY YV 5¥ T7IT71 7T 3

systemd Tl&, 74 DTAY VTV T4 TI—RiE RETOY I T/NA ADEHRR
P EBICELKNIEYT S EEFBRY FEA. —BORETIE. vy MU URITRET /N XHMHI
BRINBWEEDHY, TS5 AvtE—IPOJIKREREINET, COMEEZDORT ZICE, ROV
YREERFTLT, BELATOVYITNARARY v V5T VT4 T LET,

I # systemctl enable --now blk-availability.service

ZOHER, BHBRBRBTNARARY v 7@ vy MU VHRICELKET VT4 TIh, T5—Xv
E-YIRERINIEA,

Bugzilla:2011699!]

DJA—FEBHICLTIIV VY MNINEXFS T 7AWV RATALTIE, 94—89T7hov7140T
ZEYMETCER< RS

RHELO2 LIf&, V4 —9%ZBMILTI I Y NINIEXFS T 7AIVYRATALT, V94—89T7hov
TAVITEBENNTEIEETERAARY LA,

CORBEEOETBICE, 74— 9F T aVEHRLTI 7MLV RTLEBIYIY ML, V9 4—%
ThAO T4 VT %EHLET,

Bugzilla:2160619]

NVMe /84 Z2® udev IL—IILDZEE

NVMe 7 /34 2D udev JL—ILICEEAH Y. OPTIONS="string_escape=replace" /X5 X —4% —H%iB
MmIhF L, TNICEY, TRA ROV ZILBESOHRBICEANH DHE. —BORY Y —TlE
TA4RYVIDICLBEADERINET,

Bugzilla:2185048

NVMe/FC 7/83f RIEF v VX9 — b7 7ML THREICIEFERTIE AW

NVMe/FC T/ Rk, ¥ Y I RI—K 771 I DORBFHREIEIEFTRAV ) T hOERTHICFETEAR
KIRBAEABEMELIHY., FYIRI—MM VAMN=ILHBKBRTBEEELHYEY, COBEEZDOEET S
IZiE. 7— MBI# % inst.wait_for_disks=30 ICEH L E T, DA T2 a3V TIE 30 WDOEENFEEL
FIH. NVMe/FC 7/N1 ZDEBICTRAFFEIERINE T, JOOEKEZEHAL. NVMe/FC 7
NA ADBFEARICEREINS S, FY I RI—MM VA M- VIEEERSHETLET,

Jira:RHEL-8164(1
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qedi RSA N—FHKOA—XI/R=y Y

gedi iSCSI R4 N—DEAFR., OS DEHEICA—FRILANRN=Zy 2ICRYFET, ZORBEEZDOET S
ICiE, A—FIT— b7 RS54 VI kfence.sample_interval=0 Z3ENN L T. kfence T4 1 L X
T IS5 —MREKEEEMCLET,

Jira:RHEL-8466("]
vio XM YA M—ILIhTWBIHEE., ARMR—ZADIY AT LN 64k R—IHY AL XDh—FRI
THEHFTELHLW

vdo /Ry —I MDA VA M—JUBIC, RHEL I& kmod-kvdo /Xy 7 —S & 4k R—IH A4 XD H—FIL
FIRERHRELTA VA M= LET, ZDHER. kmod-kvdo »* 64k h—RILEFEET 5720,
RHELO3 ML OIXNDEFHMNKBMLEY, COFMEZLET 5ICI1FE. Bz H2H1IC vdo /Ny 7 —
VEZFTDKRFRAREHBRLET,

Jira:RHEL-8354

lidpad A* qedf 7 ¥ 74 —CH HENICEMICARS

QLogic Corp ZfEH ¥ %3154, FastLinQ QL45000 > 1) —X10/25/40/50GbE, FCOE Controller (.
Red Hat Virtualization #=T L TW3 Y AT AT lldpad T —EV ZHEHICEMICLET, TOHE
R JOBREETZ—THETL £ (fI: [gedf_eh_abort:xxxx]:1: Aborting
io_req=ff5d85a9dcf3xxxx).

C DR %EEY % I, Link Layer Discovery Protocol (LLDP) Z#&%5IC L TH S, vdsm FZE L NI
THREAMRERSA VI —T7 A AL TEMICLET, F#i
I&. https://access.redhat.com/solutions/6963195 Z#SH L T 72X L,

Jira:RHEL-8104!1]

iommu BEMEI N TVWBIHFRET AT ADEE LAV

BNX2| 74 749 —DFERFICAMD 73 v b 7 # — AT Input-Output Memory Management Unit
(IOMMU) #8MICT B &, ¥ AT Lld Direct Memory Access Remapping (DMAR) # 4 L7 b T
S—CRENCKBLEY, COBEEZLOET 2ICE. A—RIVITY RSM4 UF T 3 Y iommu=off
ZEAL T, EBEEIICIOMMU ZEMICLE Y, TORR, YATLRIS—QRLTEELIT,

Jira:RHEL-25730!]

N10. B 7005 IV EE. WEBY—/1N—, LUVF—9XR—AH—
IN—
python3.11-Ixml (& Ixmlisoschematron H 7 EY 1 —JL &L L ALy

python3.11-Ixml /Xy =3, #—FV Y-S54 Y ROTFICHAWH, Ixmlisoschematron
TEVa2—IVALTEGINET, Y TEY 21—/ I1SOSchematron Y R—hEFRELFT, KDY
IC. 1SO-Schematron BID#REE % Ixml.etree.Schematron 7 5 A CTFIETE X9, python3.11-Ixml
Ry F—=U0KYOAVTFVYIIHEEZITE R A,

Bugzilla:2157708

MySQL & & T MariaDB @ --ssl-fips-mode & 7> 3 ~ CIL FIPS E— KAZTE I h W

MySQL O --ssl-fips-mode & 7> 3~ & RHEL ® MariaDB (&, 7v 7ZA N —LEIFERDEMEE L
F9,
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RHEL 9 TlZ. --ssl-fips-mode % mysqld 7 —E > 72 |% mariadbd T —E > DB & L THERT %%
A%, MySQL Z 7= (Z MariaDB t—/N\—Z&%E 7 7 1 JLIC ssl-fips-mode %A % &, --ssl-fips-
mode (FZNE5DT—IR—XAY—/N—DFIPSE—RFEZZEBLZHA,

KHYIL, LTFOELSICRYFT,

e --ssl-fips-mode %= ON ICERET % &. mysqld % —/N\—F—F >~ £ /2| mariadbd HF—/X—
T—EVIREELEEA

o FIPS A"B#7A Y X 7 AT --ssl-fips-mode %= OFF ICEXET 5 &, mysqld F—/N—F—FE V&
=& mariadbd 4t —/X—F—E VX FIPS E— R THE L £ 7,

ZhiEx, HFEDODOVR—Y MTIEARL, RHEL Y RTFLLEKTFIPS E— RAaBMFIEERICT S
WENHD-HTT,

btb“—:’c RHEL ® MySQL Z 7z |& MariaDB T & --ssl-fips-mode # 7> 3 VA A LRV T X
o KHYICT, FIPST— RN RHEL Y R TFALARKTEHMICAR>TWBR I EEHERLFT,

o FIPSETE—RAEMBRHELZA VARN—ILTBIEDNHEINET, 1R M—JLEFIC FIPS
E—REBMCTRE, VRATALEFIPS TEBEIND 7T AL EMEGEHRERTIANTY
RTOBEEEMRTEDLIICHRYET, FIPSE—RTRHEL 24 VXA M—JLT B AEIK. FIPS
TF—RTOVARATLDA VA=l BZSRBLTLEIW,

o F/IE, FIPSTE—RADYRTLDYIYEZ OFIEICHK > T. RHEL ¥ AT LLEKD FIPS
E—RAEYYEZZZENTIET,

Bugzilla:1991500

N1 IDENTITY MANAGEMENT

MIT Kerberos I PKINIT @ ECCiEBHZEA Y R— M LI HA

MIT Kerberos &, FIHAZREE (PKINIT) DABREESLICH (T 2 BHBRES L (ECC) ¥ R— M DE&RET &
BT HIX Y M RFa XY MI, RFC5349 BRZFERE L TWEHA., LA >T. RHEL 'cﬁﬁﬁ*
% MIT krb5-pkinit /3y 7 — 213 ECCREFAZ ICHIG L TWEH A, FFflllE. Elliptic Curve
Cryptography (ECC) Support for Public Key Cryptography for Initial Authentication in Kerberos
(PKINIT) ZBBR LTI,

Jira:RHEL-4902

PKINIT A ADKDC it L CTHEBET 5 L 5 IC. DEFAULT:SHA1Y 7R >~ —%& RHEL9 ¥ 54
7 MIERETIHELHS

SHA- 1442 2 R M7)LT1) A Lld RHEL O THEHEE(IC/ARY . HHIFREE (PKINIT) O ABEES{ED
CMS X wtE—E, LYBHR SHA-256 PILTY XATEZIND LD ICARY F L,

Lm L. Active Directory (AD) Kerberos Distribution Center (KDC) (5| X #;X SHA- 144 YT A N7
INI) A L%EFHLTCMS Xy E—VICBELET, TDFER., RHEL 9 Kerberos 754 7 > M&,
ADKDCIZXW LT PKINIT 2R L T1—HY—%28R8CEEtH A,

COBBEAEET ZICIE, ROAY Y REFEBAL T, RHELO Y RF ATSHA-1 7L 3 XLDHR—
NEBICLET,

I # update-crypto-policies --set DEFAULT:SHA1

Bugzilla:2060798
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RHEL 9 Kerberos T—Y x> M RHEL-9 U S LK T AD IA D Kerberos T—J x> b ER
£§9%5&. 11— —0 PKINITSREFICKT %

54 7> b FE7I& Kerberos Distribution Center (KDC) W g 1A D RHEL 9 Kerberos T—Y =¥ k
M. Active Directory (AD) T—Y =~ kTl L\ RHEL-9 Kerberos T—Y x>V h&v Y e YT 3 &,
A—H—DPKINITEREEICKBRLE T, CORBEZERT HICIE. UTOWThADT VY 3 v &RT
LET,

e RHEL9 T—Y x ¥ KD crypto-policy % DEFAULT:SHA1 ICE&8E L T. SHA-1 ELZ DML % &
ALET,

I # update-crypto-policies --set DEFAULT:SHA1

o RHELOUAB LIV ADUADI—V Y MEEH LT, SHA-I 7T XL %FHLTCMS
F—HEBZLBRVWEIICLET, FDLEOHICIE, Kerberos /XwHr—I % SHA-TDRD Y I
SHA-256 {35/ N\— a3 VICEHLET,

o CentOS 9 Stream: krb5-1.19.1-15
o RHEL 8.7: krb5-1.18.2-17
o RHEL 7.9: krb5-1.15.1-53
o Fedora Rawhide/36: krb5-1.19.2-7
o Fedora35/34: krb5-1.19.2-3
ZORER, 1—HY—DPKINIT BN EL K HBEL F T,

MOARL—F 4 VTV RAFALATIE, T—Y Y MHSHA-1TIE7% < SHA-256 TCMS T—49 2 EZ
T5LIITkb5-120) ) —RATHBZEITFELTLEIL,

PKINIT 2 AD KDC (33 L THEBES 2 & S IC, DEFAULT:SHAIH 7R ¥ —% RHEL9 ¥ 54 7 hIC
RETDUENDHDEHETERL TILIL,

Jira:RHEL-4875

AD fS$8D FIPS % R— M iCI&. AD-SUPPORTE§SH 7R o —HihE

Active Directory (AD) &, AES SHA-THMAC BBt 4 1 72 EAL£T, Ihnid. 77 4JL M TRHEL
OMDFIPS E— RTIEHFAINTWEHA, AD MNSAPMNTRHELO KRR MAFERT 25BEIE. IdM Y 2
RO T7%%A4AVRAMN=ILT BEIIC, AESSHA-THMAC BBt Y 141 7DHR— M EBHICL TLEI L,

FIPS 2SI EMM AR HBMEEOmMAA D 7O XATH 3786, AD-SUPPORT H77R!) ¥ —
EAIC L TR FEDL AESSHA-THMAC St 9 1 T2 R— KN TE 3L HICT BRIIC, FIPSE
BEANHEHKLTHS, RHELIAM A4 Y A M—JLLTLEI W,

I # update-crypto-policies --set FIPS:AD-SUPPORT

Bugzilla:2057471

Heimdal 7 54 7~ M&. RHELO9KDC IZ¥ L TPKINIT Z A L C2—Y— %5 T E AW

7 7 # )L M TlE, Heimdal Kerberos 7 54 7~ ~ . Internet Key Exchange (IKE) | I Modular
Exponential (MODP) Diffie-Hellman Group 2 =R L T, |dM 2 —H—® PKINIT ZR5E =Bt L £ 9,
7272 L. RHEL 9 @ MIT Kerberos Distribution Center (KDC) (&, MODP Group 14 & & U 16 D & (XX Ity
LTWEY,
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L7=n"> T, Heimdal ¥ 4 77> b T krb5_get_init_creds: PREAUTH_FAILED =5 —H» %4 L.
RHEL MIT KDC Tl& Key parameters not accepted A" F4E L £ 9,

COEEEEET 5 ICIE, Heimdal 254 7>~ KA MODP Group 14 AL TWS 2 & &R L TL
EIW, 75472 NRETZ 74D libdefaults 7 > 3 ~ T pkinit_dh_min_bits /X5 X —% —%
1759 ICEREL F T,

[libdefaults]
pkinit_dh_min_bits = 1759

FDHER. Heimdal 754 7> Mk, RHEL MITKDC X9 % PKINIT ERisREE252 T LE 9,
Jira:RHEL-4889

FIPSTE—FDIdM &, WABD T 4 L X NEHSTEA ML 9 57-D NTLMSSP 7O ka)L®D
ERZYR—F LAV

FIPS E— KA B 7% Active Directory (AD) & Identity Management (IdM) &E DRI TRAMBRD 7 + L X b
IDEFE %L 5 &. New Technology LAN Manager Security Support Provider (NTLMSSP) E25E A"
FIPS ICHEHLL TWa Wz, KL E T, FIPSE— KD IdM &, FRIEEDFHITEICAD KX/ >V b
O—5—MFEAT 2 RCANTLM Ay Y2 %5ZIFANEE A,

Jira:RHEL-1215411]

SIDDHEWIA—HF—F, 7y T L—RgICIAMICOY A4 v TELRW

IdM L 7)) A% RHEL 9.2 IC7 v 74U L — K L7#. IdM Kerberos Distribution Center (KDC) &, 7 7
7Y MItEF ) T4 —FHBIF (SID) BEIY HT 5 TLWARWI—H —(C Ticket-Granting Ticket
(TCT) ZRITTIRWZEENHY LT, TOHBR., 21—V —REZDOT7 Ay MIOTA Y TELLLR
YEd,

COMEALDOET SICIE. PAROY—RDBDIAM L 7Y ATIAMEBEEE S L TROOYT Y RAET
LTSIDEEKLET,

I # ipa config-mod --enable-sid --add-sids

FTO®REI—Y—HIOTAM 2 TERWVWIEEIL DirectoryServer DTS —AJAFHRTLL LIV, 1—
HF—DPOSIXID 253 LDICIDSEHAZFAELTINENHZIGELHYET,

M., FLyIR=—ADY ') 12— 3 VEEZE When upgrading to RHELY, IDM users are not able to
login anymore ZZRR L T EX L,

Jira:RHELPLAN-157939!]

KRXAYSIDDA—HUcLY., BoLEIAMA—HF—AOJ4 v eEXhWilaEl,rH S

ipa migrate-ds 2 7Y 7 A FRALTIAM F7O4 XY M SRIOTFFOA4 XY M- —%71T¢
356, TOI—HY—OLURIOEFx a2 ) 71 —FH5F (SID) ICIFIRED IAMIRIED K X A > SID AR
O, A—HY =D IdM Y —EREZFATIEICEEIRET 2TEEIHYET, LEZE. ThHD
dA—H—EKinit 1—F 1 )71 —%FALTKerberos ¥4 v NEREBTEEIH, OJM Y TEEE
ho CORBIEZEBET 5ICIE. Ly IYN—XDEEE Migrated |dM users unable to log in due to
mismatching domain SIDs 258 L T 7ZI L,

Jira:RHELPLAN-109613[1]
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1—Y—PAC 24K T BB 1 FTICHBMEL R W, MIT krb5 21— —(E AD TGT D
MBICKEY B

MIT krb5 1.20 LIBED /Ny r—I Tld, T 7 4L M TITRTD Kerberos F47 v MIFERBMEIIAZ
(PAC) "EFNTWE T, MIT Kerberos Distribution Center (KDC) I&. PAC TKDC Fx v /¥ L%k
BT B-OIFEFRATEIRVBARESILY M TERBIRLET, ThIZIRIE. RFC8009 TEHEINT
L% AES HMAC-SHA2 551t 4 1 7T, 77 L. Active Directory (AD) I£Z D RFC #HR—h L T
WEHA, ZTORER., AD-MIT VAR LILARETIE. MITKDCIZE > TEKRINAZI7ORLILA
TCT ICHEBMDRWKDC F v VY LY A4 THPACICEEFNTWSLH, MITkrb5 21— —I(3 AD
F4oy MRAFT Y b (TCT) EMBTET XA,

Z O E%EE Y 5 ICIE. /var/kerberos/krb5kdc/kdc.confE2E 7 7 1 )LD [realms] 2> 3~ T
MIT LJL LD disable_pac /N5 X —% —7% true ICEREL T, ZDHER. MITKDC [ PACZLTF
Ty beERLET, Thid. ADDKRBLAF Ty VY LRIEEE AT Y L. MITkrb5 21— —4°
ADTGT ZESTEX 22 & ERBKLE T,

Bugzilla:2016312

Idap_id_use_start tis 4 7> a > DT 7 4 MR AT ZI5EDFBENLY RV

IDILy 27y FICTLS AT IC Idap:// AT 2 &, BRI MLDY RO DE L ZE8EMELH
YEF, FFIC. PEE MITM) XL, REED, & ZE LDAPRETRINAA TV bD
UDF/ZIEGIDZ#ZER TSI EINEI 2 TA—HY—IIRYTEIT I EETRICT NI HY £T,

WTE. TLS %59 % SSSD 2 E4 7> 3 v Idap_id_use_start_tls |, 77 # )L kT false ICERE X
NTVWEYd, By N7y THEHETEZRIETEFELTVWS I & %M L. id_provider = Idap ICHES
EINTVWARAWBEEZFERALTERENE DI NEHIETL T IV, EiC: id_provider = ad & & O
id_provider = ipa i&. SASL 8L U GSSAPI ICL > THREINALESLEREZFERT 220, HE%2%
ITEEA,

ESIEINTUVWAWEEAERT 52 ENLLTIERWSEAIL, /etc/sssd/sssd.conf 7 7 1 )L T
Idap_id_use start tis+ 7> 3> % true ICERELTCTLS 2K LE . T 74 bDEMEIE. RHEL
DFEDN ) —ATEEINDFETT,

Jira:RHELPLAN-155168["]

RHEL 8.6 LRI CHIHM{EL I /= FIPSE— KD IdMF70O4 A~ MCFIPS E®E— KO RHEL9 L
T h%&EEBINT % EKMT B

FIPS140-3 ND#EMAE B E LT 7 #J)L MDD RHEL 9 FIPS BES{t R 1) & —Tld. RFC3961 Dt 4
a3V 51 TEREINT WS AESHMAC-SHAIRESIEY 1 7D+ —iREBBOFERAIFTINTOEH
Ao

ZOHEIMIT. DY —/N—HRHEL 8.6 ¥ AT LLRIICA VA M—ILENTW3B FIPS E— KD RHEL
8 IdM IRIEIC, FIPS E— K@ RHEL 9 Identity Management (IdM) L 7’ A% 3BT 2B DEE &Y
F9., Ihid. AESHMAC-SHAIBES{EY 14 7% —fZHIICER L. AESHMAC-SHA2 BS99 1 7%
A LAV, RHELO9 &LFTD RHEL N— 3 Y ORBICHBEDRERILY 4 THARWEHTT,

H—N—TRODAT Y REANTBE, MY RY —F—DES(LY A TARRTCEZZXT,
I # kadmin.local getprinc K/M | grep -E '""Key:'
CORBEAOET BICIE, RHEL9 L 7)) # T AESHMAC-SHAI DEREAMICLE T,

I update-crypto-policies --set FIPS:AD-SUPPORT

WARNING
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BNE BEANORE

C DELEFRIT FIPS ENIER T A EMELHY £9,
FOHER., RHELOL 7Y ADIMF7OA4 XY hADEBMANELLL ETLET,

RHEL 7 8 £ ' RHEL 8 #—/N\—ET/R%E L T % AES HMAC-SHA?2 B 5S4t Kerberos ¥ —% 4% 7 %
FIEERETIEEIEITHFTHDIEITERELTLEIL, ZhIZ&Y, RHELO9 L 7)) ATFIPS
140-3 #EMAZERINE T, 7275 L. Kerberos ¥ —HES{LDRETICLY . BEOF—%FDRESILY 1
FTIEBMT DI ENTERVZD, 2OTOEARERZLICIEAEEINEFEA, B—DAEIE, 21—
YP—ICNNRAT—ROE#FH%EKDHBZETTY,

Jira:RHEL-4888

SSSD & DNS &&= #tNIc &84 5

LATIE, DNS A'IE L K BREINTWARWIEE, SSSD (& DNS ZDEFDORHMDAITTHICKBKL TV
Flr, COMELEZLOET 270D, TOFHRTEFLWATA—4—
dns_resolver_use_search_list "2t X F 9, DNSHRERY X bDFER%EHET % I

I&. dns_resolver_use_search_list = false #5%E L £ 9,

Bugzilla:1608496L']
EMS&HIICEL Y. FIPS E— KT RHEL 9.2 LABED IdAM Y —NR—% AL/ RHEL7IdM 7 5
17V hDA VR M—IHEBT B

TLS Extended Master Secret (EMS) #L5R#EEE (RFC 7627) I&. FIPS 3IHMD RHEL 9.2 LAFED >~ X 7 L
TODTLS 12 BFICHAILRY E Lz, THIEFIPS-140-3 BHICERLTWET, 7L, RHEL79

LRI CH AR BE/R openssl /N\—Y 3 VIFEMS 2 R— ML TWEHA, TOMRER, RHELO.2 LIET

EITINTWVWS FIPS WIH®D |dM H—/X—(Z RHEL 7 Identity Management (IdM) 2 54 7>~ h &1 V' R
P—ILTBERBMLET,

M IS4 T haA VA MN=ILTBRICKARNERHELSICT7 Y 74 L — RKRTERWESIE. FIPS
ES1ERY) > —ITIATNO-ENFORCE-EMS 4+ 77R!) ¥ —%®A L T, RHEL9 Y —/N\—T® EMS {#
FAOEHAYIMRTHZECRBABRLET,

I # update-crypto-policies --set FIPS:NO-ENFORCE-EMS

CDHIRIZFIPS140-3 BHICR T D EISERELTLEIN, ZOHRE, EMS #FARALAWTLS1.2
BEHABILTZIIAND I ENTE, RHEL7IAM 254 7Y hDA VA M—JLIERIIL T,

Jira:RHEL-4955

FAVSAINRY I Ty TEFAYSAVEHIMAYN—y THEWL RS R 7K, 22009 9%
mEL. Sy Oy &as|lEBZ I HY F,

FUVSAVNY DTy TEFAVSAVEIAYN=Vy TEEIRSIZRIAEL 2200y 75 ED|E
FTHEBLLYETEE, OERELTY KOV IDRREL, Y—N\—%FIL L THESTIHENE
CRAeEMLHY £9, CORBAELORT ZICIE. FYSA VN ITyTEAVSAVEEX V/IN—
Ty TBEINRY RV ELTLTRELARVWTLLEIN,

Jira:RHELDOCS-18065(1

NR2727 8y 7

RHELO A"D7 v 74U L — K#IC VNC ARITIhTLARWL

RHEL8 ™5 RHELOICT7w UL — R L7A#%, LEICAERICIhTWEELTE, VNC H—"— (i
BlKBLET,
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COBEBEELRYT 5ICIE,. Y RTLDT Y TJL— RRIC vneserver F—EX = FEITHEMICL T,
I # systemctl enable --now vncserver@:port-number

ZOFER. VNCHABERMICAY, PRATLNRET 2-CICHFESYICERLET,
Bugzilla:2060308

User Creation BIHIAGE LW

TZ5274hN1—HY—A V95— A R%FEALTRHEL 214 Y A h—JL 9% &, User Creation DH
EABELRLARYZET, TFDEH, A VA MN—IHICA—F—A52ERT2ONPEETT,

COMBEELOET ZICE. UTOYY)a—YarvonwdFhhaERALTCA—Y—%2FERLET,
¢ WNCE—RTAVRAI—ILERTL, INCU4 Y RUDH A XEZEBLET,
o (VAN TOERDETHICA—F—ZERLET,

Jira:RHEL-11924(']

WebKitGTK 28 IBM Z C Web R—J DRRFICEKKT 5

WebKitGTKWeb 75 oH—T oI ViE, IBMZ7—F%5F 90 F vy —TCWebR—VERRLLDIET D E
KBMLET, Web R—VIFEHDFEFE T, WebKitGTK 7O AN FHE TR T LE T,

TR, WebKitGTK ZFARAL TWeb R—=VAERRTBT7 TNV I—2 3 VDRDE D BRIEEEDHREE
FHTERLL LY ET,

® FEvolution X—JILO A4 T7 > bk
e GNOMEAYSA VT Hhov MNEE
e GNOMEANIVT T r—ay

Jira:RHEL-4157

N13. 7574904V ISANS 0 F v —

NVIDIA K54 /X—5% X.org ICRRZ AR D D 5

BEDRETTIX, 7OTS14 T4 1) —NVIDIA KRS 4 X—[E Wayland T4 2 7L 4 70 F 3L EEW
ICL. Xorg T4 RAFLAH—NR—ICRYE T,

e NVIDIA RSA N—D/IRN— 3 UM 470 KEDIES.
o VRAFTLMNNATY Y RTS T4 v I REFEATEZSY TNy TDHBE,
o MELNVIDIA RSAN—FTFTarvaFMILTUVWERWES,

F 7. Wayland IZBICR>TWETA, NVIDIA RS A NRX—D/N—T 3 VA 510 KFDHZEICIE. T
A9 by Ty avIETI74IL T Xorg ZFERALE T,

Jira:RHELPLAN-119001["]

+4 54 FiE. NVIDIA ® Wayland TRFIFTZX AW
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BNE BEANORE

Y2FLTHREADNVIDIA RS N—AEMICAR>TWDBIEBE. GNOME D F4 FS4 b #EEi
Wayland v > 3 v CIREFATE A, NVIDIA K51 /8—if, BIE Night Light £ K— k LTW
Tt A

Jira:RHELPLAN-119852L[1]

Wayland Tl X.org XE1—7 1 Y71 —DEHEL W

EEERIET B72DD XorgI—FT 4T 14 —I& Waylandzvy > 3 v TIIHEELEF A, &
IZ. xrandr 2—7 1 Y 71—, NI, BIRE. O BLPLATIMMOT7TO—FHERS
&, Wayland TIXHEEEL FH A

Jira:RHELPLAN-12104911]

N14.WEB >V —J)b

RHEL Web >V —JLD VNC OV Y —JLH ARM64 CIEL < EfEL AW

IRE. ARM64 7 —F 5TV F v+ —EDRHELWeb VY —JLICRIETY Y (VM) 24 ViIR— b L. VNC
AVY—=ITZDRETYVERFELELDETSE, AVY—IDPABNIIRIGLER A,

X5, ARMBA 7 —FFT 0 Fv—DWeb AVY—ILTRETY VEERT D&, VNCOAVY —ILIC
ANDRBEDIDPRTIINIHA,

Jira:RHEL-31993!1]

11.15. RED HAT ENTERPRISE LINUX > XA 74 080—)Jb

firewalld.service XY X 7 XhTW3IZ4. firewall RHEL Y A7 AO0—I)LDFERIZEKKT B
RHEL ¥ R 5 A _E T firewalld.service 'Y X 7 SN TW3BIFE., firewall RHEL ¥ 257 A0—)LIT KK
LEd, ZOFMBEAELOET 5 ICIL, firewalld.service DY RV 5B LE T,

I systemctl unmask firewalld.service

Bugzilla:2123859

BELTCYATLAEERTELRWV

rhc_environment ICIRIBEZA2IEET S &, rthe VAT ALAO—ILIEY AT LDEGFICKEL F9, EhHEE
E LT, BEEREFICRERORDLYICRIEID Z#FAL XY,

Jira:RHEL-1172

S Y E— KD Microsoft SQL Server 2022 i, SELinux CHIEEXIh/A=7 V45— a3 e
LTERIT TN

RHEL 9.4 LAFE® Microsoft SQL Server 2022 I&, SELinux CHIFBRI W77 U5 —2a v & LTDE
TFNYR—RMINhTWET, /=7 L. Microsoft SQL Server DHIRICL Y. STAME—RKRTIE. H
H—ER% SELinux THIRI N7 TV 5r—2a3 v E LTEITIRIENTEE A, TOREEDOHR
TBICE, Y—EX2FTRELE TE2HELNDH BHBE. Microsoft SQL Server ZHIRDRWT 1) &r—
YavELTEITLET,

mssql RHEL Y 27 40— FHRALTCEAY—ER%EAM VA M=ILT 256, I DHEIRIX Microsoft
SQL Server DA YA M —JLICERET DI EIER LTI,
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Jira:RHELDOCS-17719M1]

mssql RHEL ¥ 27 AO0—JLA, AD $i& %M L T Microsoft SQL Server % 5% %E T X /&L

Microsoft SQL Server tt—E X (&, Active Directory (AD) & D& ICHER adutil YV — L Z2 L £t
Ao LTch'>T. RHELOBENR/ —RKRTIDY TV F5BET 57<HIC mssql RHEL ¥ XA F A0 —
IWAEFERTDEIETIERA, OEEIIHY FHA, TORHEL YRFLA—J)LIE, RHEL9 TAD
A&7 L T Microsoft SQL Server & E T 2IGRICOAFERATE X,

Jira:RHELDOCS-17720L"]

n.16. {R781t

https 7z sshiBEHTDREYS VDA VA M—ILICKBT 23880 H 5

IR7E. virtinstall 2—5 1 V) 7 4 —I&, https £/l sshEHEAENLTISO Y —ADNSLT A MARL —
TAVIVRATL(OS)EAVAM=ILLEDETHERKRLET, /& A&, virt-install--
cdromhttps://example/path/to/image.iso ZfEA L £9, REY V2 EKT 50 YIS, LB DERE
I internal error: process exited while connecting to monitor &\ 5 X v £—IARRINTFHE
THRTLET,

E#kIC. https F 7213 ssh URL, % % L\ id Download OS #gt % L 72354, RHELOWeb OV Y —
WEFBRLETANERL—=FT A VIV RATLDA VA M—ILHKK L. Unknown driver 'https' T
S—HIRRINZET,

OB EEEY B ICIdE. KR T gemu-kvm-block-curl & & U' gemu-kvm-block-ssh % 1 >~ 2 k —
JWLT, https B&Wssh 7O RNINDHR—MEBMILET, BOEHKTOMILEREROA >
A=Y —R%EFEATEIEETEIEY,

Bugzilla:2014229

k¥~ > > T NVIDIA R4 /X—% MY % & Wayland B HERIICR B

WE. NVIDIA RS A /N—lEWayland 757 1 Ay a v EBEBRENHY EFHA, ThITLY,
NVIDIA RS A N—%FRAT 2 RHEL YA A RL—F 1 VT AT LI, Wayland % BEIBICEMIC
L. fbYICXorgzy Y avaHmdiddEd, CNEFEEICLTOYF)AFTELET,

e NVIDIAGPU F/834 R % RHEL IRFEEX > VIETHE

e NVIDIAVGPU It T /84 A% RHEL R~V > VICE|Y YT BRIEE
Jira:RHELPLAN-117234[1

Milan {28~ > > ®D CPU # 14 71X, AMDMilan > AFATHIHATEXLRWZ EHAHY T,

—EBD AMD Milan ¥ 2 7 AT, Enhanced REP MOVSB (erms) & & U Fast Short REP MOVSB
(fsrm) #EET S U DT 7 2 )L N TBIOS TEMICA>TWEY, LAN>T. MilanCPU %A FiE, &
NODYRTLTHEATERVWHEELGHY FT, I 51T, #ET S VRENEARS Milan KA MEOD
RIS VDA TIATL—2a N RBIT B2HEEIrHYET, ChOoDOBBEALDRY 5ICIE, K
A MDBIOS Terms 8LV fsrm #FEITEMICL T,

Bugzilla:207776711

TTAIWA—NN—FEDH S hostdevl V¥ —T A RIE. Ry VTPV TFSTIN=EICKY
NTSTTBERFTELRN
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BNE BEANORE

TTAINF—/N—RED hostdev XY hT—0 A V5 —T 24 AERTHDORET TV (VM) H 5B
L7z, BE. A V99— 724 RZELEITHOVMICHEERT S EIITEIEA,

Jira:RHEL-7337

TJTANA—N—VFEFALEVMODOAE—1BDSA14 T4 7L —>a vkl s

RE. VM DMRIBHEBE (VF) 7 = A IV A —N—EEDNBMICA>TVWET /NS R ZFEA L TV SI545.
ETHRORETS Y (VM) DOAE—ERBITORTIFKBLEY, COMEALOET 2ICIE. JE—ED
Biacldal., EEOBRTYM TEERLET,

Jira:RHEL-7335
FATRATL—>a VKR AMRY 7= D VF & VM IZ ping TERW
BREFHDIREMEE (VF) TIREY Y Y REESR-IOVY 7 b0z 75 FRTHRETI VRE) DS A
TIATL—2avaEITI5BE. REIXYYDXY NT—J DT /N1 RITKRRINT, ping 2 &
DAY RTRETI VICEETET A, L, BIIH’KRT T2, BBIREE LR ARYET,
Jira:RHEL-7336

AVX 2 E3hIcd &, REVI UIBEITERL LD

Advanced Vector Extensions (AVX) ZH%R— N9 2% CPU ZfEAT2KR MY VT, IE. AVX =8
THICEMICLTVYM ZRBEILED ETHERML. KDYICVM TH—RILRZy IDBRELET,

Bugzilla:2005173!]

XYBNT—D429—T A ADY v FEIC Windows VM B IP 7 KL ZOWBICKBT S

XY NT—=DA V=T x4 ADOEEFY) Y FEIC. Windows RIEEY > UHIP 7 KL ZADEVEICKER
TEIELPHYFET, TOER, VMIERY M7=V ICEHRTEEHA, CORBEEEET 5013,
Windows TNXA A X2 —V v —TRY ND—OFHFTH—RSAN—BZEMLTHOBERICLE
£

Jira:RHEL-11366

vCPU A 7ky M54 L7=1%. Windows Server 2016 VM h'&i{ff &1t 352 & h'H 3

IRTE. Windows Server2016 A A RL —F 1 VY AT ATERITHORET > > (VM)IZ vCPU % E|
YHTBE, RETYURFHETEIELEZY., BBELALC ALY, BEHLALYTIAE, IFX
FRBEIRET DREELIHY £T,

Bugzilla:1915715

NVIDIA/RRZIV—FNA R %&@A VM TCORTRIZ—Avt—,

RHELO2 LIEDARL —F 4 VIV AT LEEEH L Intel RA MYV EFERALTWSIGAE, /VNA R

JL—NVDIAGPU F/N1 R &HATRIET S Y (VM) T, RDIS—X v E—IUDEEICEHEINZE
ER

I Spurious APIC interrupt (vector OxFF) on CPU#2, should never happen.

72720, TOIS—AvtE—J1F VM OBEEICITHE LRV, EBERELTHFVWEHA, FH
&, RedHat 7L v I R—2 LB LTLEIW,

Bugzilla:2149989']
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RAMNCOVSH—ERZHBEETSE. ETHPOVMTRY h7—2&ENXTOv /XN 3
ZEDHD

R R N T OpenvSwitch (OVS)  —ERABEEIX/LIFI Ty a1d5E, TORAMNTEITIATY
REBTY (VM) IERY T =0 F NN AOREEZLOERTETEHA. TOBER, RET U Ty
NaERICZETEIRRITREENHY £,

ZOREE, virtio Ry NT—0V 2% v U TEMINT virtqueue XX EFERT 22 AT LDIHICFHE
LE9.

COREBEEEEY B I1CId, virtio *Y M7 —20 F/\{ REEH T packed=off /X5 X —4 —%{FRHL T,
FE#EI N7z virtqueue ZEMICL £ 9, EMEI N/ virtqueue ZEMICT 2 &, WRICE> T, Rv
N7—0FN\A 2ORKEEZ RAM A LEETEET,

Jira:RHEL-333

IO E—RO VM BITORIEI KRBT ZZEDH S

RE<T>Y (VM) DIE—ROBITHFEIINZE, ALZER—FTICICBEINS &, BT
Address already inuse DTS5 —CTXH T 2HEMELHY £7,

COREEZLOEYT 2ICIE. AE—ROBITZBRATIRICHREE 10MEFON BTOEEDKD
ICBIDR— MIUIYEBZZET,

Jira:RHEL-7096

AMD EPYCCPU CNUMA /— K3y EYIHRIEL < #EE LW

QEMU &, AMDEPYCCPU®D NUMA / — R v EVJAELKAEBLERA, ThiCLY. NUMA
/—FREZFEAT2HBE. INHDCPUZRDRIBYI Y (VM) DIRT 4 =T YV RUICERZEN KRR
RN HY FF, THIC. VM ITERERFICUTOL I BREFEZRTLIET,

sched: CPU #4's lic-sibling CPU #3 is not on the same node! [node: 1 != 0]. Ignoring dependency.
WARNING: CPU: 4 PID: 0 at arch/x86/kernel/smpboot.c:415 topology_sane.isra.0+0x6b/0x80

COBEEAENET 5 I2IE, NUMA / — REREICAMD EPYC CPU 2R LAWVWT KXW,
Bugzilla:2176010

VMBITHDNFSEEILLY., BTHEBLTY—RAREBY>vOAT7T Y THFKET D
WE. RETYY (VM) DBITHICNFS Y —ERFEY—N"—D> vy ROV LEBE V—2R
VM D QEMU &, RTZ2BRALLEZICNFS Y —N—ICBERKTIIHA. TORBR. BITITKK
L. YV=ZRAVMTATZ7Y U THREBEINE T, IRIE. ERTELLEEKIEIHY FHA,
Bugzilla:2058982

PCle ATS 7734 2 H* Windows {R38~ > > CEIEL A&t

Windows F A R ARV —F 4 VI AT L% ERAL TREBYY Y (VM) D XML EZET PCle 7 KL X
TG —ER (ATS) T/NA ZAERELTEH, YA MDRET SV DEEERICATS T/NA R EBMICL
FtA. TNk, Windows A IRTE virtio 7 /X1 R ED ATS AHR— K L TWARWEHTT,

ML, RedHat 7L vy INR—2 AHBLTLEI,

Bugzilla:2073872

virsh blkiotune --weight A<~ KHIE L\ cgroup /O Y hO—S5—lARETEX RV
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BNE BEANORE

IR7E. virsh blkiotune --weight 1< > RAZFRA L TVMweight #5%E L TH., HFEHYVICHELE
Th, 2OIAYY NI cgroupl/OTAY MA—=5—A 25— x4 X7 74 JVICIE L\ io.bfg.weight
EZBRETTIEA, REFR/TIREEEKEIHY FTHA,

Bugzilla:1970830

NVIDIAAI6 GPU 2R L TRV > V&8 5 &, KA M GPUEMEAEIET 156D
Hd

IRTE. NVIDIAAI6E GPU NRRJ)L—FT /N1 A% FRATRRETI V%28 TDE. RAMNRATALLED
NVIDIA A16 GPU #1385 /81 AW ENMEABIET BIEENHY F T,

COBBEEET BII1E. N NN—=NN(HF—%FBEE L. GPU 7/314 XD reset_method % bus 5%
ELET,

# echo bus > /sys/bus/pci/devices/<DEVICE-PCI-ADDRESS>/reset_method
# cat /sys/bus/pci/devices/<DEVICE-PCI-ADDRESS>/reset._method
bus

ML, RedHat 7Ly IR—2MEiE=E A#S5BLTLCEIL,
Jira:RHEL-7212(1

AML—YITS5—HBEET Windows RAEY > U E LA B3 gEtED H B

Windows 72 RARL —F 4 VIV AT L% FERAT2RETI Y (VM) TR, /O BEIMEWVWE XITY
ATLADBBELRCARBZZENMHYET, DL AHFAE. ¥ AT ALlL viostor Reset to device,
\Device\RaidPort3, was issued T>—% 07 |CEE8xL £,

Jira:RHEL-1609!1]

KED PCl 7/31 A% $# L 7= Windows 10 (RIEEY > VA BERICIKSZ LR BB EHH D

TE. Windows10 SR RNARL—FT 4 VIV RTLEFERATZREYY Y (VM) &, O—AILT 4 R
Ny 9 TV R%&{EZ T2 virtio-win-scsi PCl /31 AMRIBI O VICT Y v FINMTWBIHE, E8HIC
ISE LR 22N HY £9, CORELZDE T 2ITIE. multi_queue 7 7> 3 V& HFMIC L TR
BY U vzEELET,

Jira:RHEL-1084!1]

virtio-win K4 7/X—H® virtio-win-guest-tool DEEHEEHHERE L AL

IRTE. Virtio Balloon Driver 7 & @ virtio-win K5 4 /X— (%t L T virtio-win-guest-tool @ Repair 7~ %
VEFRALTE. ORI VIEIIRIDY FEA, TDEH, FIANRX—% 45X M ETHIBRLRIZE
AVAMN—ILTEFEA,

Jira:RHEL-15171"]

XEY—=I—YFRL Rty FHBREI N Windows 1N{kZB~ > v H EicEirh i FHE T
BTIDEDHB

IRTE. Windows NT A RARL —F 4 VTV RFLEXE)—NIL—VFNA A& FRTHIRET Y
(VM) OFEi2E A, DRIVER POWER STAT FAILURE 7)L—2 7YY=V I5—TkRT 2560 HY
F9,

Jira:RHEL-935(]
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AE—DOREY UBITOBRIKMY 2560'H D

BE, REYYYOIE—#OBITEERITTZEXIC. BITORECOVER 7z —XTFOFx>—X v k
T—OIIBENRETDZE, RETI UGB LA ARY, BIT2BRATEIA<CAYEYT, KbYICT,
recovery AX Y RIFRDIS—%KRRLET,

I error: Requested operation is not valid: QEMU reports migration is still running

Jira:RHEL-7115

virtio /NIL—Y KRS A4 /83— Windows 10 {RA8~7 >V CEMEL Wi SHH B

BEDIRR T T, virtio-balloon RS54 /8—H Windows 10 52 RARL —F 4 VIV AT LEEHT
ZREYY (VM) LETELKEELEE A, TORR., TOLIIRREIIVIEEIVETONEAE
) — A MRMIFERTERAVITEELIHY ET,

Jira:RHEL-12118
Windows R~ > > @D virtio 77 A IV AT LDINT #—<3 7 RAIXRE Tl
WE. Windows YA MARL =T 4 VIV AT L%ZERAT2REYY Y (VM) £ Tvirtio 77 4L X

T I (virtiofs) BEREINTWBIFA, RIET Y VAD virtiofs D/8T7 +—< > AlE, Linux &R M & &
A2 REYY VLY EKRIBIETLETD,

Jira:RHEL-121211]

Windows RV VDA ML —IFT NS ZADKRY NP TS TR T DA 5L H 2
Windows FA R ARV —F 4 VIV AT L% AT 2REBYY Y (VM) T, REYY VOERITHICZ b
L—UFNA R%HIBRTEBE(TNAADKRY NFYFSTEEMRIENS). KBTEBE1HYET,
ZTORR, AML—=—YTFTNRNARIREIY I VICTIYFINFTFILRY, TARITR—V v —H—
EANBE LR RZEAEE DY ET,

Jira:RHEL-869

CPU % Windows [RIEEY > VIR y N TS5 9 2V AT LAEELNFEE T ZRlEMELH S

Huge Page N"EIC/AR > T W% Windows (RIEXY ¥ VICRARED CPU ARy N TS5 5&. b
ARV —=FT A VIV RATLINRD Stop T5—TYV v ad3Ba0HYET,

I PROCESSOR_START_TIMEOUT

Jira:RHEL-1220

Windows {R2E~< > > @ virtio K51 /XA—DEFHA KRBT B algetEd H S

Windows 1R~ > > (VM) T KVM #{R81L (virtio) RS A N—%2FHT D&, BFHICLIYUTTAHLE
FELRLSRY FILKA VAR =ILEINTE RFTAN—DEZINGWAREENHY XTI, TDOFRE
(&, virtio-win.iso 7 7 1 JL(O—ER T % virtio-win-guest-tools /Xy 5 —I N6 A4 VA =)L L

T, virtio FSAN—ZEIHTBERICKEELET,

COREEEEY 5 TI1E, Windows Device Manager %z & L T virtio NS4 N—%2B#H L F 7,
Jira:RHEL-574["]

vhost-kernel 23 2REV VY TCTXF 212 —DY A XAETRATCI LV
IRTE, virtio *rY N7 —2 RSA/NN—D/Ny - T K& LT vhost-kernel AT % KVM kB~ > v
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BNE BEANORE

Tld. XFa2a—HA Xy NPTy TTBIEDNTEEFRHA, LIED>T, IXFa2—-ICET 7406
BD 256 LMEHETET, REYVYDOXRY NT—922)—Ty NaFZBETERVWATREELHY F
ERS

Jira:RHEL-1138[]

{x*8~< < > H* AMD SRSO DfeS8tE %238 > CHRET S

AMDZen3 8L U4 DCPUT—F TV F v+ —%#BH L/ RHELO RZA M ETEITLTLWS RHEL 9.4
RET> Y (VM) 1k, B Y S —2 Ry U4 —/"\—270— (SRSO) WEBICXH T BHEHEME AR > TR
%L}ij—o

# Iscpu | grep rstack

Vulnerability Spec rstack overflow: Vulnerable: Safe RET, no microcode

ZORBEIE cpuid 75 TDRZFICE >THREL, ROFETTIHREY SV THHEIIERICTELICE
BINET,

o RAMICIE, TITHIEINTWSE LD IZ, EFHFINL linux-firmware /Xy 5 —I B HY F T
(cve-2023-20569),

¢ RAMA—RINTIHBNESBMICA>THY, ThDBT 74 NOBETT, BNENER
ICAR>TWBIGEIE. RAMLED Iscpu I RHEAIC Safe RET AARRINFE T,

Jira:RHEL-26152L"]

AKED VCPU ERIET 1 A7 &R DOREYI VKRBT 35380 H 5

RE. RHELRET LY (VM) ICKED vCPU ERIET 4 RV &Y H TS &, RIEYY VOEEICK
BT 2HEarHY T,

CORBEEEET B ICIE, ARETHNIE. TOv 7T /N1 2D H Y IT Small Computer System
Interface (SCSN) IRBA ML —CFNA R &FEAL XY, FFMIE. CLIZFEHALTVHBA 7/8( AT
SCSIR—ZADA ML =Y T—)LDER #8B LTI,

RETOY V714 R%&FERAT 2RENH BI5HEIE. -global virtio-blk-pci.vectors=<number-of-
vectors> QEMU # 7> 3 VA FER L TRET D VARE L, BVIAARII—DHAERST I EET
TEY, REYIUDNEBICEHTES, +0ICPRBRVBDEIYIAANI I —%ERBDIFHLIICLTL
EEW,

Jira:RHEL-32990!!]

e1000e X7/zIX igb ETINA V¥ —T A ADAT—H A down DIFETH, YV IRT—%
A REI> V EICup EXRRINFET,

RIEE~Y >V % RENT ZE1IC. 1000 £k igh ETIDRY N7 =04V —T x4 2D —H xRy b
DY ODRAT—H X% down ICERELE T, RELLICEIMDDHST, RETY VY OEEER. Xy b

T—DA V=T TAREUPpRT—YR&MF/FLET, Thid, 1 —HURy MN)VIDRT—H %
down ICERE L. RETI VAELLTHERET S, BFNICup ICREINDLHTY, TOHH

RAXYNT—VA4V9—T A ADELWVWKRENMHRFINEHA, BREKE LT, ROOAT Y K%EE
BALT. REYYYADRY NT—0A4 V9 —T A ADRAT—H A% down IZERELZF T,

I # ip link set dev ethO down
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Frold, RETYVOETRICZORY NI =949 —T 1A 2 %5HKRLTBEEBMLTH#BIED
TXZEY,

Jira:RHEL-21867

NBD #f@AH L C TLS #E&HGBHATREYI VA ML —CaBT T2 EELSEELAW

IRTE. TLS #F##Hi % L T Network Block Device (NBD) 7O K QL FERA L TRET > ¥ (VM) &EZD
ZARL=YFNAREBITTBHERIFE. TLSNAY R IA I TOT—IHAICEY ., BITHIR LI
IICRZABZENHYFT, 2L, ThiZLY, BEREYS VY EDQEMU 7O ETRIULD
PYRYIIRE LA RY £7,

XY RND—VBEBETEDHEIF. RESY VAN —YOBTHRICERINS NBD 70O LI
TLSEHR TR L=V TFAMNEFERTEIET, COBEELRETEET,

Jira:RHEL-33440

AMD SEV-SNP %### L 7-{R#3E~ > > T Kdump B’ kM9 %

IRTE. Secure Nested Paging (SNP) ##E % & 2 7= AMD Secure Encrypted Virtualization (SEV) % {# B
% RHEL 9 {fR#8~< > > (VM) Tl kdump iR L 9,

Jira:RHEL-10019["]

1.17. 7 57 RIRIED RHEL

Nutanix AHV CLVM 2§92 RHELO{RET > D/ O— 2 &R F I ETtd % &,
IW—BMNUADNR—F 4 ahRRINELLAS

Nutanix AHV N IR—NNA HF—%RRA N EFTZREYS Y (VM) TRHELO S A MARL—FT 1 VT
AT LERTTEHBE. ATy Toavy bASVMEETTZDVMAEIO—V9 58, R KNDRE
R 1—LBEB(LVM) ZFEALTWBIGEEIREVMADI L —MNR—F 4 2 aVEBERIEEIENH
VET, INICLY, LTFTOMEIEELET,

o 2Fw T ay " SREYTYVEETTSIE, RETYVIFEETET. BREE—RICAY
F9,

o J/O—VERMEMLTERLEREYS VIEEBTET. BRE—FNICAYET,
INSOBBEEDOET ICIE. RETYVOBRIRE— RTUTETVWET,
1L LUTFDLVM Y 27 LT N4 X7 74 )L %ZHIER L % 9: rm/etc/lvm/devices/system.devices
2. LVM 7/31 RE&E = BYERK L £ §: vgimportdevices -a
3 REBYY v EBEREELIT,
IhICEY, 70— VMEERIBETINLCVM ZELSEESTEEY,

Folk, BEIPRELAVEDICTRICIE. VMO O—VAERHRT 5R]. £2IEVMORFTy S
vay NEERT BEIIC, ROFIEEERTLET,

1. /etc/lvm/lvm.conf 7 7 1 JL® use_devicesfile=01{TOIX >V &AL F T

2. REYYVAEBEELET,

Bugzilla:2059545(]
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BNE BEANORE

ESXiCRHELO A N2 HRITAXTDE, XY NTI—VDRBEIRRET B EDH D

IRE. VMware ESXiNA N—NAHF—TDRHELO T RAMNARL—FT A VI RATLDARIIA X
(=& NetworkManager *— 7 4)b’C£1IEL (HBELEEA. TORBR. YA EDEL B F—T 7
1L EFERLTWBIHE, PRLART =N zAREDRY NT—VRENELL AL RYFT,

M E ERERIE. VMware T Ly INR—Z2 ABRBLTLEIN,
Bugzilla:203765711]

cloud-initic&>T7FAEYa=>rsXh, NFSV3V¥I Y hNIV MY —TCHEINIZ
Azure CRHEL 1 Y A4 VA EE LW

RE. REYY D cloud-initY —Lic&>T7OEYa=vi3hn, REYY VDT RANAERL —
FA VYTV RTALT lete/fstab 7 71 JLICNFSV3I YO Y TV NY —DH BB E. Microsoft Azure ¥
SYURTSY NI A—ALATRHELREEY Y Vv OREICEKBLFT,

Bugzilla:2081114!"]

VMware R A @D RHEL R8>V CHEM IP A/ ETCIX AW

IRE. VMware KA NCRHEL 2{REYY VDT RAMNARL—F A VTV RATFLE LTHERT S L,

DatasourceOVFﬁE EITELSKEELFEA, TNICEY., cloud-init2—F41 Y51 —%AFALT. K
I UDRY NT—VAFBENIPICHEREL., REYY VAEBREETZE, REYIVYORY NTD—2
#M{Pk TEIXNET,

CORBEALE T BI21E, VMware DF L wIR— ZHBLTLIEIW,

Jira:RHEL-12122

kmemleak & 7> 3 Y EMICHR > TWB &, KIRERRETS VBT /Ry Jh—FRILTieE
TEXRWIGELDH S

RHELOREEY I VETNY T H—XILTEELLD ETBE &, ¥V hH—FRILD kmemleak=on 3|2
EEEALTVWSIHBE. ROIS—CEENKKTZIELHY FT,

Cannot open access to console, the root account is locked.
See sulogin(8) man page for more details.

Press Enter to continue.

COMBIREIL, T—h—TVRARCZCOEBZEPTARRLREBY I VICKELT S,

COBBEALOET 3ICIE,. ¥V ED lete/istab 7 7 1 IV EfRE L. BIMODY A LTI MNA TV avkE
/boot B LU /bootlefi ¥ NRA Y MZEMLET, ULTFICHARLZE T,

UUID=e43ead51-b364-419e-92fc-b1f363f19e49 /boot xfs defaults,x-systemd.device-timeout=600,x-
systemd.mount-timeout=600 0 0

UUID=7B77-95E7 /boot/efi vfat defaults,uid=0,gid=0,umask=077,shorthame=winnt,x-systemd.device-
timeout=600,x-systemd.mount-timeout=600 0 2

Jira:RHELDOCS-16979l1]

1.18. i R— M
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https://kb.vmware.com/s/article/88199
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IBM Power Systems (Little Endian)  sos report #R{79 %591 LTI M S

E X IEET D CPU %128 L 7= IBM Power Systems (Little Endian) T sos report 1< > KA E1TY
% &. /sys/devices/system/cpu T4 L7 N —DEEXZIV TV ERET B0 Oy -7
TA VT I7ANINDIALTIRNTHZ300MIGELET, EERELT, ThITHSLCTTS 74
YDIALT I RN EBPLET,

e OfRY DEREDHZEIF. REEITLET,
I # sos report -k processor.timeout=1800

o KIEMARZEEZ1T ICIE. /etc/sos/sos.conf 7 7 1 )LD [plugin_options] 7 < 3 » & RS
LE9.

[plugin_options]

# Specify any plugin options and their values here. These options take the form
# plugin_name.option_name = value

#rpm.rpmva = off

processor.timeout = 1800

EDOFIL 1800 ICREINTWVWET, BEDIA LTI MEIZ. BEDV AT ALAICKELIKEFELET,
TSTAVDIALTI NEBYICEKRET ZICIE,. ROAT Y REERITLT, Y1 L7282 LTID
DTSTAVERET BEDICHERERERNICREBL I ENTIET,

I # time sos report -0 processor -k processor.timeout=0 --batch --build

Bugzilla:1869561!!]

n19. A5+ —

HWIAYTFF—A A—IJ RN T systemd 2RTT 5 EEMELAW
HWIA YT F—Aa A= (fl:centos:7) Tsystemd T L CEIMELEH A,
$ podman run --rm -ti centos:7 /usr/lib/systemd/systemd

Storing signatures
Failed to mount cgroup at /sys/fs/cgroup/systemd: Operation not permitted

COEBEZLEEYT HICIE, UToavY ReERLET,

# mkdir /sys/fs/cgroup/systemd

# mount none -t cgroup -0 none,name=systemd /sys/fs/cgroup/systemd

# podman run --runtime /usr/bin/crun --annotation=run.oci.systemd.force_cgroup_v1=/sys/fs/cgroup -
-rm -ti centos:7 /ust/lib/systemd/systemd

Jira:RHELPLAN-96940!!]

W=7 7ANI AT LT 7 4L N TRBEI AL

cloud-init = Z FLWNR—X3V 7T F—4A4 A=Y %FEAL T, bootc-image-builder ZfEH L T AMI X
I QCOW2 AV TF—A A=V %I D& BEFKICIL— NI 7MY RTLADOY A A TAE
TVAaZVIINERETARIDT I A XETEMICILRINFE A,
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COBEEEET ZICIE, ROFMBAELAA Toavyonwshhz@EALET,
o A A—C cloud-init #5HF 9,

¢ AVTFT—AAXA=IJIRARY LAY Y IV EDT, =T 7MY AT LEIRLET, KR
ICBlERmLET,

/usr/bin/growpart /dev/vda 4
unshare -m bin/sh -c 'mount -o remount,rw /sysroot && xfs_growfs /sysroot’

e /var/lib/containers DAV F ) —T 7 AN AT LIBIMDAR—RAEFRETE7-HD
AR LAV Y I HEHET,

Pz
TI7AINBNTIE MEBIL—BMRAML—TL sysroot /X—TF 13 VIl Y MINME

ER

Jira:RHEL-33208

199


https://issues.redhat.com/browse/RHEL-33208
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MEA A VR—FR Y MplOF Ty MR B

SEDREDHIT, Bugzila BLPJIIRAFTY POV AN EZDRFa XY MNMIBEHLET, Voo %ED
Vv o92&E FIy MIDWTEBALEZDORFa XY MDY Y—R/—MNITIERATEET,

aAvR—xk2 b FHy b

389-ds-base Jira:RHEL-15907, Jira:RHEL-5142, Jira:RHEL-5133, Jira:RHEL-5130,
Jira:RHEL-16830, Jira:RHEL-17175, Jira:RHEL-5111

NetworkManager Jira:RHEL-1441, Jira:RHEL-1471, Jira:RHEL-16470, Jira:RHEL-1469,
Jira:RHEL-24337, Jira:RHEL-5852, Bugzilla:1894877, Jira:RHEL-17619

Jy)y—xR/—» Jira:RHELDOCS-17841, Jira:RHELDOCS-16861, Jira:RHELDOCS-
16760, Jira:RHELDOCS-17520, Jira:RHELDOCS-17803,
Jira:RHELDOCS-16756, Jira:RHELDOCS-16612, Jira:RHELDOCS-17102,
Jira:RHELDOCS-17166, Jira:RHELDOCS-17309, Jira:RHELDOCS-
17545, Jira:RHELDOCS-17518, Jira:RHELDOCS-17989,
Jira:RHELDOCS-17702, Jira:RHELDOCS-17917, Jira:RHELDOCS-16979

anaconda Jira:RHEL-11384, Jira:RHEL-13150, Jira:RHEL-4766, Jira:RHEL-5638,
Jira:RHEL-10216, Jira:RHEL-2250, Jira:RHEL-17205, Bugzilla:2127473,
Bugzilla:2050140, Bugzilla:1877697, Jira:RHEL-4707, Jira:RHEL-4711,
Bugzilla:1997832, Jira:RHEL-4741, Bugzilla:2115783, Jira:RHEL-4762,
Jira:RHEL-4737, Jira:RHEL-9633

ansible-collection-microsoft-  Jira:RHEL-16342, Jira:RHEL-19092, Jira:RHEL-19091, Jira:RHEL-3540
sql

ansible-freeipa Jira:RHEL-4962, Jira:RHEL-16934, Jira:RHEL-16939, Jira:RHEL-19134,
Jira:RHEL-19130

audit Jira:RHEL-14896
bacula Jira:RHEL-6856
bcc Jira:RHEL-16325
bind Bugzilla:1984982
boom-boot Jira:RHEL-16813
bootc-image-builder- Jira:RHEL-34054
container

certmonger Jira:RHEL-22302
chrony Jira:RHEL-6522
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clang

cloud-init

cmake

cockpit-appstream

cockpit-machines

crash

createrepo_c

crypto-policies

cyrus-sasl

device-mapper-multipath

distribution

dnf

dnf-plugins-core

edk2

elfutils

fapolicyd

firewalld

gcc

gcc-toolset-13-binutils

gcc-toolset-13-gcc

gimp

AV R—F Y FIOF Ty FY R b

Frv b

Jira:RHEL-9346

JiraRHEL-7278., Jira:RHEL-7311, Jira:RHEL-12122

Jira:RHEL-7393

Bugzilla:2030836

Jira:RHEL-17434. Bugzilla:2173584, Jira:RHEL-31993

Jira:RHEL-9009

Bugzilla:2056318

Jira:RHEL-15925, Jira:RHEL-2735

Bugzilla:1995600

Jira:RHEL-6678, Jira:RHEL-1729, Jira:RHEL-4998, Jira:RHEL-986,
Jira:RHEL-1830, Jira:RHEL-17234, Bugzilla:2033080, Bugzilla:2011699,
Bugzilla:1926147

Jira:RHEL-17089. Jira:RHEL-6973, Jira:RHEL-18157. Jira:RHEL-
22385

Bugzilla:2073510

Jira:RHEL-4600

Bugzilla:1935497

Jira:RHEL-12489

Bugzilla:2054740, Jira:RHEL-24345, Jira:RHEL-520

Jira:RHEL-427, Jira:RHEL-14485, Jira:RHEL-17708

Jira:RHEL-17638

Jira:RHEL-23798

Jira:RHEL-16998

Bugzilla:2047161
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aAvR—%V b Fov b

git Jira:RHEL-17100

git-lfs Jira:RHEL-17101

glibc Jira:RHEL-14383, Jira:RHEL-17157, Jira:RHEL-2491, Jira:RHEL-19862,

Jira:RHEL-16643, Jira:RHEL-12362, Jira:RHEL-3397, Jira:RHEL-2123

gnupg2 Bugzilla:2070722

gnutls Jira:RHEL-14891, Bugzilla:2108532

golang Jira:RHEL-11871, Bugzilla:2111072, Bugzilla:2092016

grafana Jira:RHEL-7505

grub2 Jira:RHEL-10288

gtk3 Jira:RHEL-11924

httpd Jira:RHEL-6600

ipa Jira:RHEL-11652, Jira:RHEL-23377, Bugzilla:1513934, Jira:RHEL-9984,

Jira:RHEL-22313, Jira:RHEL-12143, Bugzilla:2084180, Bugzilla:2094673,
Bugzilla:2057471, Jira:RHEL-12154, Jira:RHEL-4955

iptables Jira:RHEL-14147
jmc-core Bugzilla:1980981
kdump-anaconda-addon Jira:RHEL-11196
kernel Jira:RHEL-

11597, Bugzilla:2041883. Bugzilla:1613522, Bugzilla:1995338, Bugzilla
:1570255, Bugzilla:2177256. Bugzilla:2178699, Bugzilla:2023416. Bug
zilla:2021672, Bugzilla:2027304, Bugzilla:1955275, Bugzilla:2142102,

Bugzilla:2040643, Bugzilla:2186375, Bugzilla:2183538, Bugzilla:2206
599, Bugzilla:2167783. Bugzilla:2000616, Bugzilla:2013650. Bugzilla:
2132480, Bugzilla:2059545, Bugzilla:2005173, Bugzilla:2128610, Bu
gzilla:2129288. Bugzilla:2013884, Bugzilla:2149989

kernel / BPF Jira:RHEL-10691
kernel / Crypto Jira:RHEL-20145
kernel / DMA Engine Jira:RHEL-10097
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kernel / Debugging-Tracing /
rtla

kernel / Kernel-Core

kernel / Networking / IPSec

kernel / Networking / NIC
Drivers

kernel / Networking /
Netfilter

kernel / Networking /
Protocol / tcp

kernel / Platform Enablement
/ NVMe

kernel / Platform Enablement
/ ppc64

kernel / Security / TPM

kernel / Storage / Device
Mapper / Crypt

kernel / Storage / Multiple
Devices (MD)

kernel / Storage / Storage
Drivers

kernel / Virtualization

kernel / Virtualization / KVM

kernel-rt

kernel-rt / Other

kexec-tools

keylime

AV R—F Y FIOF Ty FY R b

Frv b

Jira:RHEL-10079

Jira:RHEL-25967

Jira:RHEL-1015

Jira:RHEL-9308, Jira:RHEL-24618, Jira:RHEL-9897

Jira:RHEL-16630

Jira:RHEL-21223, Jira:RHEL-5736

Jira:RHEL-21545, Jira:RHEL-14751, Jira:RHEL-8171, Jira:RHEL-8164

Jira:RHEL-15404

Jira:RHEL-18985

Jira:RHEL-23572

Jira:RHEL-30730

JiraRHEL-8466, Jira:RHEL-8104, Jira:RHEL-25730

Jira:RHEL-1138

Jira:RHEL-2815, Jira:RHEL-13007. Jira:RHEL-7212, Jira:RHEL-

26152, Jira:RHEL-10019

Bugzilla:2181571

Jira:RHEL-9318

Bugzilla:2113873, Bugzilla:2064708

Jira:RHEL-11867. Jira:RHEL-1518
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kmod Bugzilla:2103605

kmod-kvdo Jira:RHEL-8354

krb5 Jira:RHEL-4902, Bugzilla:2060798, Jira:RHEL-4875, Jira:RHEL-4889,
Bugzilla:2016312, Jira:RHEL-4888

libabigail Jira:RHEL-16629

libdnf Jira:RHEL-11238

libkcapi Jira:RHEL-15298, Jira:RHEL-5367

libotr Bugzilla:2086562

librepo Jira:RHEL-11240

libreswan Jira:RHEL-12278

librhsm Jira:RHEL-14224

libsepol Jira:lRHEL-16233

libvirt Bugzilla:2143158, Bugzilla:2078693

libvirt / General Jira:RHEL-7568. Jira:RHEL-7043

libvirt / Storage Jira:RHEL-7528. Jira:RHEL-7416

libxcrypt Bugzilla:2034569

libzip Jira:RHEL-17567

linuxptp Jira:RHEL-2026

llvm-toolset Jira:RHEL-9283

lvm2 Jira:RHEL-8357, Bugzilla:2038183

make Jira:lRHEL-22829

mariadb Jira:RHEL-3638

maven Jira:RHEL-13046
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mysq| Bugzilla:1991500

nettle Jira:RHEL-14890

nfs-utils Bugzilla:2081114

nftables Jira:RHEL-5980, Jira:RHEL-14191

nginx Jira:RHEL-14713

nmstate Jira:lRHEL-1434, Jira:RHEL-1605, Jira:RHEL-1438, Jira:RHEL-19142,
Jira:RHEL-1420, Jira:RHEL-1425

nvme-cli Jira:RHEL-1492

nvme-stas Bugzilla:1893841

open-vm-tools
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Bugzilla:2037657
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opencryptoki Jira:RHEL-11412

opensc Jira:RHEL-4079

openscap Bugzilla:2161499

openslp Jira:RHEL-6995

openssh Jira:RHEL-5222, Jira:RHEL-2469, Bugzilla:2056884

openssl Jira:RHEL-23474, Jira:RHEL-17193, Bugzilla:2168665, Bugzilla:1975836,
Bugzilla:1681178, Bugzilla:1685470

osbuild Jira:RHEL-4655

osbuild-composer Bugzilla:2173928, Jira:RHEL-7999. Jira:RHEL-4649

oscap-anaconda-addon Jira:RHEL-1824, Jira:RHELPLAN-44202

p11-kit Jira:RHEL-14834

papi Jira:RHEL-9333

pause-container Bugzilla:2106816

pcp Jira:RHEL-2317
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pcs JiraRHEL-7672, Jira:RHEL-7582, Jira:RHEL-7724, Jira:RHEL-7746,
Jira:RHEL-7744, Jira:RHEL-7669, Jira:RHEL-7730

php Jira:RHEL-14699
pki-core Bugzilla:2084181
podman JiralRHELPLAN-167829, Jira:RHELPLAN-167796, Jira:RHELPLAN-

167823, Jira:RHELPLAN-168180, Jira:RHELPLAN-168185,
Jira:RHELPLAN-154436, Bugzilla:2069279

policycoreutils Jira:RHEL-24462, Jira:RHEL-25263
postgresql Jira:RHEL-3635

procps-ng Jira:RHEL-16278

python3.11-Ixml Bugzilla:2157708

gemu-kvm Jira:RHEL-11597, Jira:RHEL-

16695, Bugzilla:1965079, Bugzilla:1951814, Bugzilla:2060839, Bugzill
a:2014229. Jira:RHEL-7335. Jira:RHEL-
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333, Bugzilla:2176010, Bugzilla:2058982, Bugzilla:2073872, Jira:RH
EL-7478. Jira:RHEL-32990

qgemu-kvm / Devices Jira:RHEL-1220

qgemu-kvm / Graphics Jira:RHEL-7135

qgemu-kvm / Live Migration Jira:RHEL-13004, Jira:RHEL-7096. Jira:RHEL-7115

qgemu-kvm / Networking Jira:RHEL-7337, Jira:RHEL-21867

qgemu-kvm / Storage / NBD Jira:RHEL-33440

realtime-tests Jira:RHEL-9910

rear Jira:RHEL-16864, Jira:RHEL-10478, Jira:RHEL-6984, Jira:RHEL-17393,

Jira:RHEL-24847

restore Bugzilla:1997366

rhel-bootc-container Jira:RHEL-33208
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rust

s390utils

samba

scap-security-guide

selinux-policy

SO0s

sssd
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stratis-cli

stratisd

stunnel

subscription-manager

synce4l
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19046, Jira:RHEL-18026, Jira:RHEL-1683, Jira:RHEL-
3353, Jira:RHEL-19043. Jira:RHEL-19040. Jira:RHEL-
17875, Jira:RHEL-5274. Jira:RHEL-15870, Jira:RHEL-
15909, Jira:RHEL-22228. Jira:RHEL-25508. Jira:RHEL-
21401, Jira:RHEL-

22309, Bugzilla:1999770, Bugzilla:2123859. Jira:RHEL-
1172, Bugzilla:2186218

Jira:RHEL-943, Jira:RHEL-937, Jira:RHEL-5196

Jira:RHEL-9912

Jira:RHEL-12963

Bugzilla:1932480

Jira:RHEL-16476

Jira:RHEL-21425, Jira:RHEL-1800, Bugzilla:2038978

Jira:RHEL-12591, Jira:RHEL-21452, Jira:RHEL-1548, Jira:RHEL-18219,
Jira:RHEL-14246, Jira:RHEL-1551, Jira:RHEL-11174, Jira:RHEL-10087,
Jira:RHEL-1553, Jira:RHEL-14289, Jira:RHEL-5032, Jira:RHEL-15432,
Jira:RHEL-19051, Jira:RHEL-11792, Bugzilla:2064274, Jira:RHEL-28814

Bugzilla:1869561

Jira:SSSD-7015, Bugzilla:1608496

Jira:SSSD-7015

Jira:RHEL-2265

Jira:RHEL-12898, Jira:RHEL-16736

Jira:RHEL-2468

Bugzilla:2163716, Bugzilla:2136694

Jira:RHEL-10089
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sysstat Jira:RHEL-12009, Jira:RHEL-26275

systemd Bugzilla:2018112, Jira:RHEL-6105

systemtap Jira:RHEL-12488

tigervnc Bugzilla:2060308

tuna Jira:RHEL-8859

tuned Bugzilla:2113900

udisks2 Bugzilla:2213769

unbound Bugzilla:2070495

vdo Jira:RHEL-30525

virt-v2v Bugzilla:2168082

virtio-win Jira:lRHEL-11810., Jira:RHEL-11366. Jira:RHEL-1609. Jira:RHEL-869
virtio-win / distribution Jira:RHEL-1517, Jira:RHEL-1860, Jira:RHEL-574

virtio-win / virtio-win- JIRA:RHEL-1084, JIRA:RHEL-935, JIRA:RHEL-12118, JIRA:RHEL-
prewhql 1212

webkit2gtk3 Jira:RHEL-4157

xdp-tools Jira:RHEL-3382
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