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RYM)—LYEERICEHFINET, ThiTLY., TSy M7+ —LPRHEOTIOM AV MOEKE
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LIAfiE. RHEL Image Builder i&, LAY —T— 494 TDH%EHR— N9 % EC2AMD F 7 Intel 64
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ROFLWA TV avaEEL network ¥ v VR4 — ATV RAEFAL T, DNSUIBAFIEHTE
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Audit B FANOTIFY LO— K274 —ILR&EHYR—FFBLDHICHS
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FIZXRBITIL—ILDES% fanotify API ILTEFETE S L DICRY FT, ZDORER. fapolicyd ICEHET
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i’a—o

o SHA-I 7TV XLHDYZ4 7 MUTEHERATIEARWEE, OpenSSH I SHA-2 Z R L £
ER

18


https://bugzilla.redhat.com/show_bug.cgi?id=2157950

BA% Hrhlae

o US4 T MUTIE, F—iBY VTR MTSHA I WMFERINLIGE, FhidNny>a7iLd
JZLDPEEINTUVWAWEGSE (T 7 4/ MEEE). OpenSSH IdH—/N—D 5D SHA-2 R—
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Bleichenbacher D& 9 MK EICXT T % API LRILDREHNBEAINTWE T, PKCS#1v15ESIEHIC
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o fdo-client-linuxapp

e fdo-owner-onboarding-server

ZTOHER., IhbDHY—E XIE unconfined_service t SELinux SRV TIIETINAR LAY,
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PailiE. QEMUZZAMI—Yz Y M TF—Ev 7OV S L% BLTREINAZIVTHFRANTETIND
DT K (mount R E) A, PV EARIVIY—F v v a (AVO)EETEHMLTWELE, Th
LDITY REEITTESLDICT5ITIE. guest-agent A unconfined_t KX A4 Y TEITINTWS
WMENHY XY,
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LA > T, ZOEFHTIE. guest-agent HHIRD AW R A A U ICKRITTES LD ICT % SELinux R Y
> — 7 —)L{#& virt_gemu_ga_run_unconfined ZEML £9., I 5I. gemu-ga 7 —E > DHBITICH
ZERIL—ILH SELinux RY ¥ —DT—)LEIEMI N E L,

T DHER. virt_gemu_ga_run_unconfined 7 —JL{EZBMICT BT & T, AVCHEFARLTQEMU Y
AMNI—VzV MEBULTHIRBINAZOAT Y REERTTESLIICRY F L,

Bugzilla:2093355

OpenSCAP H¥1.3.8ICUYR—2R

OpenSCAP Ry r—I BTy TAKY —LN=T 3138 ICYR—RXINFLEL, TONRN=Y 3V
. SEIFXBNTEBEEHEEIERZIREL T, FIL. ROEBYTT,

o —IMDsystemd 1=y BB LARVWELDIC systemd 7O—TABELFELL
e shadow OVAL 7O—7IlA 754 viRExBMLE L.

o sysctlOVAL 7O—7IlA 754 V#eesBmLE L

¢ XRYKNT—V T 74V RATLD') R M auristorfs ZEML £ L7z

e autotailor 1—F 1 )T 4 —ICL > TERINIZT 74 ILDFAEICET 2RBEDLIEE % ERK
LZFL7,

Bugzilla:2217442

SCAPEFxa )74 —HA KHNR—=I 3> 01.69IC) R—2R

SCAPEFaYF4—HAK(SSG) Ry Tr—IH, Py TRARN)—LN—=U320169IC)R—2X
hFELk, TON=UaviEd, SEIFLBWEBINRENTBEZRHLET, REFETANIRIE.
National Cryptologic Center of Spain A% 2022 % 10 B ICH1T L 7= CCN-STIC-610A22 i1 NIZHEHM L
RHELO D 3 DDHLWSCAP 7O 7 74 ILABAINTVWE I ETY,

o774 % o774 1D

CCN Red Hat Enterprise Linux9 -  xccdf_org.ssgproject.conten  2022-10
Advanced t_profile_ccn_advanced

CCN Red Hat Enterprise Linux9 -  xccdf_org.ssgproject.conten  2022-10
Basic t_profile_ccn_basic

CCN Red Hat Enterprise Linux9 -  xccdf_org.ssgproject.conten  2022-10

Intermediate

Bugzilla:2221697

t_profile_ccn_intermediate

ANSSI-BP-028 X a2 Y54 —O7 74D, /S—T a3V 20ICEHINS

SCAP ¥ a2V T4 —7H4 RHDLLUT® French National Agency for the Security of Information
Systems (ANSSI) BP-028 I3, /A—Ya v 20 ICAbETEHRINE L e,

® ANSSI-BP-028 Minimal Level

® ANSSI-BP-028 Intermediary Level
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o ANSSI-BP-028 Enhanced Level
e ANSSI-BP-028 High Level
Bugzilla:2155790

python3-greenlet-devel »* CRB CHIF A #EICA S

python3-greenlet-devel /X 47— ' CodeReady Linux Builder (CRB) Y RY M) —THIATE 3 LD
WY F L, Thid. BRNICERNICT Z2BENHY T, FMlE. FL v IR—REE How to
enable and make use of content within CodeReady Linux Builder #88R L T Z£XW, CRB URY k
J—IZE8FNhBRy =YY R—FINTUVWRWVWZ EITERELTLEIL,

Bugzilla:2149497

pam_wheel.so EV 12— )L CHAINBZIIN—T2F v 9% SSGII—IHERLELINS

CISBenchmark Tl&, sudo vV RAEHXRL TCsudI~v Y REGHIRTIZMVEINHY FF, SCAP T
Fa1YF4—HAK(SSG) Ik sud~v Y RERED I I —FICHIBRT % pam_wheel.so €221 —IL T
CDEHEBLLTVWET, TOEFHICLY, TOTIL—THEEL. XVNRN—DBEELAEVHLE
FrvlTB3IL—IDREINFT L, TORBR, L—ILIxLYshERMICAY, ML R— N DERL
BREINET,

Jira:RHEL-1905

4.3. RHEL FOR EDGE

# L L\ FIDO Device Onboarding Servers AV 77+ —4A A —J A HATEEICR S

T HLVTYyPAVEaLa—FT A Y ITNAR%EAVR— R B7HDRD FIDO Device Onboarding
Servers AV T+ —4 A—IH, RedHat Container Catalog THIETE 3 LD ICAY F LT,

e rhel9/fdo-manufacturing-server AV 57+ —4 X =2
® rhel9/fdo-owner-onboarding-server AV 77+ —A X —%
® rhel9/fdo-rendezvous-server AV T+ —A X —

e rhel9/fdo-serviceinfo-api-server AV 7T+ —A XA —
Jira:RHELPLAN-163133[']

minimum-raw 1 X— 494 64 EY NARM7—x5F 99 Fv—%5HYR—bTBELDICH D
ZOWBEIRICE Y, 64 EY NARMT7—F 70 Fv—, AMDB & Wintel64 EY N 7—FF75

F ¥ —%YR—MF 2 minimal-raw 1 X =29 A TEERTEZLDICRY £, minimum-raw 1
A=I xz2BRATEBINL, BRIy —Ib3INiT— MNATERR/INED RPM A X—I T
To AA=T%T—PTBICE, AA—VEBEL, SDA—RREDT—MAIBERT /NN RICOE—
TEI2REPHYFET, A A—TYERERMATZICE. ROATY RZAHLET,

I $ xz -d <_uuid-minimal-raw.img_.xz>

Jira:RHELPLAN-1636651]

X v b ID A composer-cli CLI @ --parent S| DEE L THR— b RRELS
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AA—=YDXy MID%. composerclid~> K4 D --parent 5| DEE L THEATES LD IC
BYFLE, A A=YD33Iy MID ZESY %121, RHEL for Edge Commit 4 X—Y %4> O— R
LTERRALEY, BREIN/AZ tar 774 Tref &IV MNIDERDIFZIENTEET,

Jira:RHELDOCS-16386l1]

RHEL for Edge .ami 41 X —J % EJ R 372D YR— |k

Z DMEBEILARIC K Y. A~ 7L T X RHEL Image Builder % {#f L T, RHEL for Edge @ .ami { X —
HEIWRTBIENYR—PMINDZELIICRY F L, HEEEIRFIC, Ignition ZERALTTIL—TY
YhNEHRITA XL, RIABEREA A—JICHATEET, amifA X—J% AWS 7y 7O—R
L. AWSTEC2A VRI VRERBENTEET,

Jira:RHELDOCS-16708!1

RHEL for Edge @ .vmdk 1 X —Y & EJL K§ 27 DY R— b

Z DHEBEILARIC K W, A > 7L T X RHEL Image Builder % £ L T. RHEL for Edge @ .vmdk 1 X —
VEEIRTBIEDNYR—IINBLDICRY F LT, Ignition Z#ERLTIIN—FT) Y hE2hRS
VA XL T, WEREFICRIERERE M A —VICHATEEY, 41 X—I% vSphere ICA— R L, VM
vSphere TA A=V % T—RMNTEET, DA A—Jlk, ESXi7.0U2, ESXi8.0 LUfgEE BN H Y F
T VMIEN—Ua v 19 8L 020 EERMELNHY £7,

Jira:RHELDOCS-16709[1

NR2AT—FEREEFTICPMAL—Y—& LTEdge VAT AIKATA Y TER LI ICRD
PEE, FDOA VYR—FT 4 77O RAFICERINHNP1I——& LTaAsM VY TEFEHATL
7z /NATJ— K% useradd 7Y RTEHREL TWREWEATEH., YRATFARNRRT—RAEERLTWL
7272 TF, TDBEIERICE Y, XAV —RDEBREMNMEEE Y., LIEIIC useradd O~ > K& {FH
LTHRRT—=REZRELTWADI D LBETEOTA VY TEDLIICARYE LIz, NRAT—READE
FICSSHF—AFALTOVA VTR EETEFIN, KBLAEBERIZNAT—ROAADEKRKD S
N3 EITERELTLEIW,

Jira:RHELDOCS-171011]

4.4.°) 7 bz T7ER

7y T —REICHEHEE T 576 DH L s DNF BE) reboot 4+ > 3 >~

Z DHLEEYRERIC L Y. DNF BEfreboot 4 7> a v AFERALT, Py 7L —RBICEEAEHET -
DIV AT LANEINICBEINTALDICKRETEELIICRY F L,

reboot + 7> 3 VITRDEEAE Y R—MLTWVWET,
e neverl IVATLEBEHLIFEA., CNHIREDENETT,
e when-changed (37 v 7/ L — NZICBREEEN)HA—LET,

e when-needed |3, ZE%ZEAT 27-DICERBMNVERIBE (systemd FLEH—RILHT v
TIL—RINEBERE) ICOABREE N H—-LET,

reboot_command # 7> a v AFEAL T, BREICFERITZIAY Y KEHRITAIIXTEEYS, T
7 #JU b®D reboot A<~ Kid shutdown -r T,

Bugzilla:2124793
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L\ —poweroff 7 T a v aFRAT &, BHROA VAN IWVRICORTLES vy MY
v TCED

Z DOHBEMRARICE Y. FT L\ --poweroff F 7' 3 >~ ' dnf system-upgrade 7> 71 >~ @ reboot I <
vRIZEBMIhFEz L, COFTYavaFERTZE. BHOA VA M—IVEICHEESTI2RDYICY
ATLEY Yy NI O UTEET,

Bugzilla:2157844

# L\ dnf leaves & & Tf show-leaves 75 41 > H° DNF API CRIFA&EICA D

CDMBEIRERICE Y., UTDOEFH LWDNF S 54 U FIARREICARY F3, ThickY, YRFALIC
AVRAN=IVBEHFDINY T —IT, DA VA N=ILFHANNy T —I DIKREFERRE LTFAREREDONY)
ANKRRINET,

e dnfleaves I, TRTONYHy—IA YR RMNRRLET,

e show-leaves IZ. FiILK A VR M= I Nz hr—T 8, NSUTIT a3V EICHBDALA VR
N—IWBAHNY =Y DIKRERRE L TARBICR >Ny —V% ) A MRRLET,

Bugzilla:2134638

45 v )IBLvaAx R4 Y=L

NetBackup y—ER TNy I 7 v THETLAEEICAR S

NetBackup (NBU) /X 2 7 v TARX #ER T 2B E. ReaR Id& NetBackup H—EZ/X—=23 21011 D
AZY R IT7ANELRAF 2 —A X—=VITHAHRAH, LAF21 -V AT LDREFICINZREET S &L
ICARYELE, TOER. BETOECRFRIINBUNY I 7y THEEFERALTYRTLNYIT Y
THEITL, BTEEREICETTEEY,

Bugzilla:2188593

opencryptoki A* 3.21.0 [T 1) R— R

opencryptoki /Xy 7 —2(F/N—2 3 2 3210 IC) R—Z 3N, < OBEIRIRE N TIBIENRME I 1
;C_L\i?'o BEEBETANEIRIE. opencryptoki DRDHEEEE HR— M T B LD ICM>72EVNWDITET

o N—RYz7EFa)T4—FEVa21—IIL(HSM) Y RY—F—DEKEER

o BERLAF—ZREINLF—ICEMT 272D protected-key = 7> 3~

e DH. DSA. JRAY—JL vy hE—9 A TREDEBMDF—9 14T

e EPNEKRARARZATZ)—nN=324

® AES-XTSH—0D¥%4 7

e IBMEAE®DKyber ¥—DH¥ A TEANZX A

e EM® IBMEED Dilithium ¥F—Z2 Y R2EELT3DN) 7k

I 5T, pkesslotd ROy h v R—Y v —(droot & LTEITINRLCAY, opencryptoki X 5723
BMALERELET, COFEHFICLY., ROFLWIATY ROy NEFRATES LI ICAY FE L,

p11sak set-key-attr
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F—Z2EXET 56
p11sak copy-key
F—%Z22E—9 3546
p11sak import-key
F—%AVR—MNTBIHE
p11sak export-key
F—AHIYVAR—NTBHE

Bugzilla:2160061"]

BH X /- systemd-udevd A%, InfiniBand 1 ¥ —7 x4 RIC—BHDHZ Ry hT7—UF N
1 2%5%28YHTS

RHEL 9 TEAIhizsystemd /Xy 77— DF L WA= 3 v iTid, EF I iz systemd-udevd 7/
AAREX =V v —DEFNTVWET, TN A R—TI v —I&, InfiniBand 1 V¥ —T 1 ADT 7 +#
IV &%, systemd-udevd NMERL7-—BMDHZERINICEEL X T,

systemd ) VU 7 7 AL EFERA L7 IPolB 7/31 ZDEZEIEE OFIEICHE > T, InfiniBand 1 ¥ 4 —
T4 RCERERTZ2DDHRAY LERAEERZRTEET,

BERAF—LDFHMIZ. systemd.net-naming-scheme(7) D man R—T A SRR L T LI,

Bugzilla:2136937

46. 1 VI Z2ANTVFv—H—EX

Postfix SRV ILY 2 7 v THYR—MNTBLIICHD

Z DBENLARIC K Y. Postfix DNSH—E XL J— KRR (SRV) 2R LT, X—ILVS54T7 >V b&B
BMICEREL, Y—N—DEFEPHTEDLDICARY F L, I 5IC, Postfix 58E TXRD SRV BEE
DA T avaEFRATEIET, —HEMALDNS OREP SRV L I—RKDEREI RICLZ X —IVEED
hr AR C I ENTETE T,

use_srv_lookup
DNSSRV L O—RZFERAL T, HELALY—EXDREZEMICTEET,
allow_srv_lookup_fallback
AAT—R77O0—FA2FEALTH—ERERDIFZIENTEET,
ignore_srv_lookup_error
SRV L OA—RAFATELRWGECPI I —HDRELALBETH., Y—EXARBIEKELKITEZ &
NTEET,
Bugzilla:2134789

Generic LF-to-CRLF K354 /X—7%% cups-filters CHIFARIEEICR S

C DHEREIARICE Y, CRILF XZEEZEL 7 7MWV EZIFANDE T V9 —T, LF XF % CR+LF XF
ICZE#S % Generic LF-to-CRLF RS A N—%FHTEXSLIICRYE LA, F¥ Uy sd—V
(CR)EZA VT 14— R (LF) &, TORDLY A RITHEXLFETY, TOFER, CORSAN—%FEHFT
28, LFXFETRTTD774IWVET T Yr—3 005 CRILF XFOREZIFANS T v —IC
EETEF I, GenericLF-to-CRLF K54 /8—(&, RHEL 7 D text-only KRS A4 N—DEZFHEEIN
=23 rTE, ILLWERIIEEBROMEARML TWET,

Bugzilla:2229784
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47. %y N7 —7

RHELon ARM . RHELO9.3 Cwifi 7¥ 79 —4RICYHR—bTBLHICHS

C DHEREILARICE Y, arm64 75 v M7 —LDEBDH— KD wifi 7 TH—~DT7 I X =HFMIC
TEHIENTEBLDICRYF L,

wifi BT E IR T ML, wifi EROEE 28R LTI W,
Bugzilla:2208365(]

NetworkManager %, resolv.conf C no-aaaa 4+ 7> avaH4R—br§3L5ICRB

NetworkManager |4, resolv.conf 7 7 4 JLT®D no-aaaa DNS # 7> 3 VDEMAE Y R— 5L IC
7MY FE L7/, DNSH* 7 3 VE&E T no-aaaa [E4fEfA9 5 &, IPV6 DNS R BMICTE £ T,

Bugzilla:2176137

nmstate &, # DNS R EEHMW DNS R— LAY —N—DBREEYR—FTBLIICHD

nmstate 7 L — A7 — 7 (&, &8 Domain Name System (DNS) #FTE R X 1 ~ &, EIHIDNS R— Lt —
N—DEAFEYR—MTBLII7Y £ L7, BB DNS *— L —/3—(F, nmstate /' Dynamic Host
Configuration Protocol (DHCP) 7z & autoconf X AZ X LN SLEE L2 DICRY £9, LEINE. &)
BIERED nmstate ICL > THEI N TV, FBIDNSHRFE N X A VIEEIHI DNS R— LY —/N—
EHRHETEFRHATLE, ThIZLY, XY NT—0Dty N7y TEBRBIIAEREMH S SHIRAE
LB ENEKHY F L, TOMBEILIRIZ. DNSHREDEEOEXREE"mHZ I EEEHNELTY
¥9. TOHER. nmstate (&, RDIEFTDONSBREZFRFETDIRY NTI—V 45 —T (A RX%ERD
FT&>&LET,

1. BEA VY —Tx(4 R, IREDNSEREAXFRFLTHY., DNSICH L TEXLEBWTT,
2. BEM M9 —T 4R
BIPHEMBRA VY —T (4R

Z DHEEEHLEETIX. DHCP S5 F B L7 DNS R— ALY —/N—[FHIBRINBWZ SICEFEELTLES
LN,

AR, COMEEEBERTZ7-HDYAML 72 714 ILOBITT,

dns-resolver:
config:
search:
- example.com
- example.org
interfaces:

- name: eth1
type: ethernet
state: up
ipvé4:

enabled: true

dhcp: true
ipv6:

enabled: true

dhcp: true

autoconf: true
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Bugzilla:2179916

nmstate |&. bridge.vlan-default-pvid NetworkManager 884 7> avaHR— b3 LIIC
A

COEHICELY, nmstate 7L —LT—2 %FEHAL T, bridge.vlan-default-pvid NetworkManager %
EA TV aVvERETERLIICAYE L, TOF TV avaFERATSE, Linux 7Y v ¥ VLAN
T4 ) TEFBERATEEEIC. VIANEZYR— 2TV DA V9 —TzA R LDYTRLES
T4 v IDTITHIMDKR—F VLAN#BIF (PVID) 2#8ETEE T, COREREERT BICIE. RD
YAML&BZEZFEALZXY,

interfaces:

- name: linux-br0
type: linux-bridge
state: up
bridge:

options:

vlan-default-pvid: 5

port:

- name: eth1
stp-hairpin-mode: false
stp-path-cost: 100
stp-priority: 32
vlan:

mode: access
tag: 100

bridge.vlan-default-pvid 7 7 # JU MEIZ 1 THZ I EITEBELTLEI W, VLAN 7405 )0 T
EBEMICLTOIKRET D&, 972 LMNZ 714 v 2ROy FINET,
Bugzilla:2180795

dbus —EXHBRE I NS EF <IZ. NetworkManager H—EZXLBEEEII NS

PRTE. Mo DERT dbus = Hi2E) L /%, NetworkManager 2*Z1E L TWE L, ZOEFIEEH
BTIEARLC, BEROEBELXES|IZRBILEF LA, LEN>T. ZOHEENIRICE Y NetworkManager /'
BEFIN., LYBREILAY, dbus DEEERICEFNICEREIINZ LD ICAYET,

Bugzilla:2161915

nm-cloud-setup 1—7 14 Y 74 —D IMDSV2 SREEZ Y R— K TBLHICHD

3 —%—I&, nm-cloud-setup 1—7 1 ') 7 14 —% £ L T. Instance Metadata Service Version 2
(IMDSV2) % {# 9 % AWS Red Hat Enterprise LINnUXEC2 1 Y A9 VY R EBRETEE T, EC2 X9 T—
TOHRBEANDAET VLR ZHRT S EFXa ) 74 —5&EICENT ZICIE,. SELEEZRHET S
HICAWS & RedHat DY —ERAEET 2HENHY £9,  DHEEEILFRICE Y. nm-cloud-setup
A—T4 )71 —I3RESNIIMDSV2 b=V VAT S I & T, IMDSV2 h—7 V2B L TIRTF
L. ECCIRIEAREIIL T, FIATRERI VY —TJ A REIPEREICEATIHEREMBTEELIICR
YEY,

Bugzilla:2151986

FEHEIR D ifcfg TR & 9 % & NetworkManager D5@H19 %

ifcfg XRDEHE 7O 7 7 1 JLid. RHEL O TIEHERRICAY F L 2 (ifcfg XD NetworkManager ##
TO7 7 AL IEHEIC 2S5 HR), TOFHITEY. NetworkManager (& Z DR DIEHBEIC DWW T
A-—HF—-ICBMLEY,
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e NetworkManager IZ. /etc/sysconfig/network-scripts/ 71 L 2 b 1) —H®D ifcfg X CTER 7
A7 74V z03ET 555, ROEEF%Z systemd ¥ v —FILICEEFKL T T,

Warning: the ifcfg-rh plugin is deprecated, please migrate connections to the keyfile format
using "nmcli connection migrate"

o ifcfgiURATHR—PbIhTVWAWTONRT—%2ZBLELD>ETDE, nmeli 2—F 1 Y
TA—ITRDIZ—E/ELET,

Error: Failed to modify connection '<name>": failed to update connection: The ifcfg-rh plugin
doesn't support setting '<property>'". If you are modifying an existing connection profile saved
in ifcfg-rh format, please migrate the connection to keyfile using 'nmcli connection migrate
<connection_uuid>' or via the Update2() D-Bus API and try again.

IN S DOEEIERDIER. NetworkManager (&, FFHRED ifcfg KX OER IO 7 71 L &2 LLEFERF
IREBELTWREBAIL., A—Y—ICBHTLDICRY F LT,

ifcfg 1° 5 keyfile ERAD O 7 7 1 L OFRATICET 25X, NetworkManager 7O 7 7 4 JL D ifcfg
M5 keyfile EXADFEIT 2SR LTIV,

Bugzilla:2190375

NetworkManager I&. R 7T 14 ~ JRET lacp_actived T avaHYR—br 5L/ B

NetworkManager = {942 &. RV T4~ JRED lacp_active 7 7>~ a v IZ& Y, Link
Aggregation Control Protocol Data Units (LACPDU) 7 L —AICX 9 % I H#IA WFHIEA TREIC ALY F
¥, lacp_active # 7> 3 V&, LACPDU 7 L —LDEEELREL, RVTa4 v T2y N7y TTDZ
NoDT7L—LDOERMNGEFZHELEFT. XY MNT—IBREZHDRITA XTSI

I%. lacp_active % ON F 7z (& OFF IZERE L CT. LACPDU 7 L —LDEHEEEEMEIEEMICL
7,

Bugzilla:2069001

NetworkManager &, RV T 1V J 19 —T x4 AD ns_ip6_target+ 7> 3 VDFREEY
R—bTBLIICAB

CDHEEILIRICE Y. RV T4V T4 V9 —T 24 XD ns_i6_target 7 7> 3 VOEREICDL

T. NetworkManager TEHRET7 & L THRAI6ED IPv6 7 KL R %EEY 5 & T, arp_interval 7
ToavaERETEZLDICAY 9, LT, NetworkManager T IPv6 BE{RE 7 2 EETXFHA
TlL7, COEFHFHICELY. nmeli1—7 17«4 —%{FEMHL T Bond.options /X5 X —% —D
ns_ip6_target 7 7> 3 VABRETE 5L D ICAY £ L%, NetworkManager I&. &K 16 {E®D IPv6 7
NLZRDIEEEZEMICTEIET, COREERYTAVITAVI—T oA RIERLET., DR
HRARIE. IPv4 & IPVE DRREICRRICERIN I T,

Bugzilla:2069004

NetworkManager i&. RILXY hT7—9 (4249 —T7 x4 A LTHM IP&REE DHCP IP HED
mMAEYR—bTBLIICRD

nmstate 1—75 1 ) 74 —% AT S I & T. DHCP X 7=I& Ad-Hoc Network Autoconfiguration
(autoconf) B"EARA 49 —7 =14 XA T, dhep: true 7213 autoconf: true [E%=FH L THMIP 7 K
LRAEEIYHTRIENTERLDICARYFE L,

C DHEEEIRERICE Y., nmstate (X IP 7 KL 2D 220 7FONRFT4 —%&HR—bMLET,

e valid Ift (3. WBEATOENLEDPREZEKL I T
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o preferred_lft (&, MBI TOEETZ2EWHEBEZEKRLET
WAHADINTA—8—DFT 7 # )L MEIL forever T, BMZEKL XY,

rERoT7O/RF 4 —%FAHT % &, nmstate (& DHCP/autoconf R—ZADIP 7 KL A%EBL T, 7
T —3SNREAZTICEARALARICENIP 7 RLADBEMIPICEBRIND I EA2OETEET, &)
BIP 7 KL XA %D DHCP/autoconf 58 EA EMICT Z2MNEHNH 5354, nmstate (X, Zh 5 DEIN
IPAEERIIIP 7 KL RICE#BRLET,

Bugzilla:2177733

nmstate IX. MAC 7 KL AR elgE Ry ND—9 49 —T x4 A& R— T3
nmstate 1—7 1 V74—, 1 V9 —T x4 RETIERLMACT RLRZFERALT, xy h7—2
AV =T ITAANDRY ND)—VZEEEEYR—MNLET,

ZDOMEBEMERICL Y, BEXA VY —T A RIC22007ANRT 4 —HEBAINF LT,

e jdentifier: v N7 —% E® name F 7=/ mac-address ##FI L FT., T 7 4/ MBI
name T4,

e profile-name : X+ 7!

identifier Z#{A' mac-address fEIZERE I N TV 554, nmstate (£ interface.name Tl& 7

<. interface.mac-address =L CT. HEDXY N7 —IREDRXY NTI—I 1V —T (%
BIRLET, Ry NT—VBRELEREFET % & XIC. interface.profile-name ZHHEY HTHhTLA
LWi%4E. nmstate (X, interface.name & Y) £ interface.profile-name #@%&£ L £¥, BEDOR Y K

7 — 7 REEFEEET % &, interface.profile-name 7' interface.name &% L W HFE. THIXIERTD
FFEICRYET,

Bugzilla:2183214

NetworkManager (&, ARP Fx v 7 BMAEIKBM UL IRICKRY T4 VT R4 NR—HFR— %
o) ELTI—V9BDDEZEEYR—MT3

Z DHEBENLERIC & Y. NetworkManager DR Y 7 4 ¥ V#5707 7 1 JLIC arp_missed_max 7 7
TaVvHEMINEY, PRLZABRTOMNI (ARP) EZ4—%5FRALTRY T 1 VI DKR— KD
BLTWELEIDEF Ty I T5IBA, arp_missed max X EL T, MEF v VKK L%
WKRYTA VI RZAN—DBR=—REIIVELTI—VTEINEERETEDLIIIARY F LI
Bugzilla:2148684

NetworkManager (&Y v V7BEED 7O/ 57 1 —DIEEEYR— b T3

Z DHMBEILARICE Y. RDXRY T —2 1Y Y9 70O/RF 4 —H NetworkManager #7007 7 1 JLITE
mInxd,

e link.tx-queue-length - /X4y NEITRLIEE (TX) F21—DRIDY A X,

e link.gro-max-size - 7/31 AN |+ AL % Generic Receive Offload (GRO) /34 v M D&ZKY
A4 X (/N MBI,

¢ link.gso-max-segments - 7 /31 X 1'% (F At % Generic Segmentation Offload (GSO) /¥
Ty MNDET AV NDHRKRE,

e link.gso-max-size - GSO /X7 v ND&RKY 1 X (/N1 MBI,
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LAE. ShoDA—RIVERER. ipA~Y Y FEFEAT 5D, NetworkManager 74 R/8y Fv¥ 27 1)
ThRTEZEDLOIRAT Y RAFRHT B EICE > TOARETETFE LIz, TOMEEIRICEY., Thb
DEREEFER IO 7MITEERETIDLIICAYF L.

NetworkManager I&. T 5D FO/8F 1 —% keyfile EROEHE 7O 7 741 IILTDOHAYR—M L, FE
HESEOD ifcfg ER TIRYR— b LANC EICER LT E X,

Bugzilla:2158328

nmstate T DHCP # 73 3 - dhcp-send-hostname & & U dhcp-custom-hostname M API 4
R— MO FIAATEE

CDMEEIRERICE Y, nmstate 2 —F 14 ) T4 —E, BHEI7AMIVNTRO2DODDHCP A 7Y a Yy
NDEREETR—IMNLET,

e dhcp-send-hostname: true Z 7|3 false D&, DHCP BXKICKR A hZFIETREBE R X A >

% (FQDN) # 7> 3 VAREBELRIZEIZ. TOF T2 avDERAMNEHBREINET, 774/
N iE true TY,

e dhcp-custom-hostname: <string>.C DA 7> a VA FEBH LT, DHCP Y VIR MDKRRAMEE
7ZIEFQDN# 7> a v aRELET, EDOY 1 TIEXFITY,

DHCPv4 xv k77— 70 AW DIGE

o R MENFQDN DFZEIE. RFC 4702 DA 7 3 > (81) Fully Qualified Domain Name
(FADN) =& L T 23 L,

o RANEZNFQDN THRWHEIE, RFC2132 D4 7> 3> (12) Host Name # 8RB L T 12X
LY,

DHCPv6 Xv 77— 70O NJLDIFE

ARE LXFH, ZORALVEZEYR—ML, DHCP YV T RXAMDKRRA NG EF—/N—F 1
KLZE9$., RFC 4704 O# 7> a > (29) Fully Qualified Domain Name (FQDN) % %88 L T <
72X,

Bugzilla:2187622

NetworkManager H8/X—2 3> 1.44.0 ICY R—2R

NetworkManager /XY 77— 137y A KNY —L/NN—=2 a3V 144017 v T L—RIh, LEIOD
N=T 3 VICHT 2N TEECHEBILRN W DB E L,

)V OBED 7 O/NF 1 —5H NetworkManager IZBIII N E L 7=,

e arp_missed_max. lacp_active. & ' ns_ip6_target 7ONTFT 1 —H RV T 1 v JEHK IO
Z7AIIISEMINE L,

e ipv6.dhcp-pd-hint i 7' 0/3F 4 — T DHCPv6 EEHEFEL Y M ERETE LAY E
L7,

o /etc/NetworkManager/NetworkManager.conf 7 7 1 JL D [keyfile] 22 2 3 > TH L L
rename /X5 X —H —%HWIIT B E, FO7T 74 I)L% (connection.id) 5EFE T 5 &,
NetworkManager IZ & > T /etc/NetworkManager/system-connections/ RO 707 7 1
IWOERDPEREINE T, AT TV r—2avFzhBERI) TR 7714 ILRICKELTV
2HAIE. DRI A=F—ZB T LAVWTSLEIL,
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o ENRTNYIDIMYTLRILRAALY (TLD) STV R MEERET % E. NetworkManager
FR2BRZAMNEDRHOYICIDTLD ZDNSHRRERAAVELTHERTEZLDICRYFEL
7o

o NetworkManager I&. /etc/NetworkManager/NetworkManager.conf 7 7 1 JL M [global-dns]
O avVDDNS AT avEBERATILIICARY F L.

o MDIKEFEH—EREDHEEIREAELONET 575HIC. NetworkManager (& D-Bus Y 1) —IZT7—%
HERELLBETDHAD-BusHERRBTHLDICAY FE LA, ThiZLY. NetworkManager @
EERFIOGEENRET ZAEMENH DI EITERLTLEI W,

® NetworkManager I&. 707 7 1 JLORBFEE%BH <7 HIC. Update2() D-Bus FEUVH L I
version-id 3|1 ZEMT 5 &£ D I F L7,

® NetworkManager I&. DNSW OV R T LADKRRA NBEFRT B1-DIC—RFHR IPv6 7 KL R
EEALBRCRY T LK,

o BHRUIERIOT7MIDGBEICFHLAVEENFEET ZD%ERC®HIC. NetworkManager
. BRCETIEALC, TRNMRBLVERIEICE> TW2 EEERBATONEZ BT 2
EOIKRYF L

e NetworkManager I&. sysfs 7 7 1LY AT LDRKDYICH—FRILD netlink 1 ¥ —T7 4 R
ZEHEALT VLAN ALY TA T a v aBRELET,

o nm-cloud-setup 1—7 1 ') 7 1 —Ii&. Amazon EC2 E®DInstance Metadata Service Version 2
(IDMSV2) ZHR—hFT B LD ICRY F L7,

o I1—H—{& nmtui 77 5—= 32T wifi B & UWireless Wide Area Networks (WWANSs) %
BRNFEEMITEELDICRY F L,

o RyTA4VJ, TVvy, BLUVF—LERT
l&. /etc/NetworkManager/NetworkManager.conf 7 7 1/ JL® [main] £ > 3 >~ @ ignore-
carrier=no FREMNMFERAIND LD ITRY F L1,
Bugzilla:2180966
SCTPIE RHELO DA—XRI Ry hT7—F VIV —DHHFF/A—TJavIic)R—2R

Stream Control Transmission Protocol (SCTP) & N7 —F YV JH T X7 LADFE IR EERULR
DEBYTY,

o BMAXY NI)—VBEBHNTSCTP NS 74 v 950 AY MEBLUVDBET 30D DRAE
W—TF 1 V7 LVERE (VRF) HR— K,

o Xy hNT—JRTHERMNDHFERY Y -REY L TE2ERICTHZODH LV M) —LR
4 ¥ 21— 35— (fair capacity & & U' weighted fair queueing).

Bugzilla:2189292
MPTCP X RHELO D h—RIL Ry R —F 2V IV ) —DBRF/A—T 3 VICYR—2R
Multipath TCP (MPTCP) 7’00 k JJLIEERIEBEICH 13 BFEH T REEFERIIRDEBY T,

o V54TV MIDYR—K%EEL, TCP fastopen (TFO) MLARMEBED HR— b, Z DHEEIC &
Y, Xy NT—UDEE, K, NT74—-TVADEELET,

o BWHMEAIPV4/IPv6e T 70—%HR—ML, MADIPAN=Y 3 UAFERINDZRY N7 —
JTCOFRRMEEFISEEZTDOET,
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Bugzilla:2193330!]

xdp-tools /Xy 5 —IHh/X—T 32140 ICYR—2R

xdp-tooIS/\°//7' ‘/“tat/\‘—‘/“H/MOL:J vy T —=RIN, ZThiTkY., EHRONTEIE & HRIRE
BENMEHINTVWET, FLZTERE. UTOEBY TY,

e xdp-bench 1—7 1 714 —I&. <ILF/Nv T 7— eXpress Data Path (XDP) &. H1— ?\)lzlj\]
® xdp_load_bytes() NL/IS—DRYFI—I DY R— N E2EFLFE L, TDHEEEIC
RIRBEQRARGEEEM MTU) ZFERALTRY NT— IRV FI—ITRANEERTE iﬁ'o

e xdp-tools DAY Y RZAVA—FT4)T4—DAY IHHEIN, 1—FT 4V FT4—DEE
IIRT LD - BEICOy I 0ELLALRVE I ILRY F L,

o libxdp 51 735 —ICiE&. §TICFAWTWS AF XDP V4o v hDEBIID 7 7 4 ILEgid F% %17
ANB#H L\ xsk_umem__create_with fd) API A& FhTWEd, ORI

CAP_NET_RAW #ERHI R WZE, T O AEE D xsk_umem__create() BB DR b Y IC(FE
BTEXY,

Bugzilla:2218500

iproute B/X—3 > 6.2.0 ICY R—2R

iproute /XY 7 —J Ty TARN) —LN—=2 3V 62017y TIL—RKIn, UEIO/N—2 3 Vi
WY BNTEBECKEILRS VW DNEBMINF L, REFEIANIEERIL

o HiLWipstats AV Nid, 1 V9 —T A AR 2EBBLUVRRLET, 774 KT
l&. ipstatsshow YV Ki&, TNV Y IRPRYTAVITHEDIRTDRY NT—0F /(4 R
DRETERERTLET., devbs LV group A 7> a v aFHALTHA%Z 749 Y VI TE
9., ML, ip-stats(8) D man R—U ASRRL T LI,

¢ ssI1—T4YTFT4—IlE. ALY NBERERTTZ7HD -T(~threads) 7 7> 3 V2R 2
£OICRY F LA, Thid, -p(-processes) 7 T a v EIERLAEDTY, FHMiE. ss(8)
D man R—TESHBL TLEIL,

e L\ bridge fdb flush O~ > RaFERAT 2 &, BEINAA T aVIC—HT 2RHED
forwarding database (fdb) T b U —%HIBRCE F 9, F#llE. bridge(8) D man R—TY %5
BRLTLEIW,

Jira:RHEL-428["]

H—IWE. BEDIEFETORYTAVIR— DT I571 TEYR— T3

Z DHEENARIC & Y. active-backup. balance-tlb., 723 balance-alb €E— R TRV T 1 Vv T 5 &KE
T3BE. A—FR)LDnetlinkf V¥ —7 214 AFKR— N TOBEIBMDEREEYR—MLET, 1%
HEDEIFR2EY NOBREZFERAL, EXRKIWVEIEBEE,BKRYET, TOBER, RVT4
JR—MNERFEDIEFTT V74 TTEDLDICRY F LT,

CDHEEAEAT % ICIE. NetworkManager R— MER 7O 7 A VAR FIFEET 5 & X1
bond-port.prio 7O/XF 1 — %X EL T, BEIBEMEZHZRETEET,

Bugzilla:2092194!"]

firewalld XA EBL T 74 TP I94—ILIL—IDIT Sy 15RTFLAEL LS

RHBA-2023:7748 7 RI\AH1) =D 1) —2Ic& Y, firewalld f —EZXH2' 7 v 77 L —FEh, RD
M5 DRMA 2SI NIIFEIC iptables SENSEREFDIN—ILETNTHIFRL A< RY LT,
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e firewalld »* nftables /XY 7 T RA&{FERHL TW5,
o directF T avEFALTERINLZT 74 704+ —ILIL—ILHTETE LA,

CDEBIF, FERBE(Z7AT0+—ILIL—ILD75y>a)%HEL. DY 7 b7 EDHBEE
HERETLIEEBHNELTVWET,

Jira:RHEL-14694[1]

4.8. h—=xI

RHELO9.3 DAh—RJIL/IX—T 3V
Red Hat Enterprise Linux 9.3 (&, 1—%JL/X—23 > 514.0-362.81 CRHRHAEINET,

Bugzilla:2232554

NVIDIA Grace CPU O¥HR— b ASEMIhF L.
Red Hat Enterprise Linux 9.3 Tl&. NVIDIA Grace ARM 64 E'v h CPU OHR— MBI N F L7,

Jira:RHELDOCS-17055[1

RHEL H— XD AutolBRS 2 R— b 935 L 5127423

Automatic Indirect Branch Restricted Speculation (AutolBRS) I&. AMD EPYC 9004 Genoa 7Ot v
H—T73I)—BLVZRUED CPUN=Y a v ICL > TRBEINZHEETT, AutolBRS IE Spectre
v2 CPU DIfESHEICH T 2T 7 4L FOBERERTHY, N7 -V RZ2AELEIE, R7—5EY
TA—ZRALIEET,

Bugzilla:1898184(']
perf BX/X—T 3V 6.2ICYR—2R
perf /X7 =V APV —ILIEN—=2 3V 62ICYR—RAINFE Lz, ZBOYA FT—RNTEBIEE
B EIERIC, perflist 37> Rid, A Y P T WEHI & EREA % ST Performance Monitor Unit (PMU)
ARV MNERTTBELIICARYELL, IS, ZOFFHICLY, ROTOtYy H—DHKR— MHEN
IhExFd,

o Intel 5513 tH4X Core 'Ot v H— (Intel Raptor Lake-S)

o Intel 14 A 7Ot v H— (Intel Meteor Lake)

o |Intel 28 5 #{{ Xeon % —/3—70O+ v % — (Intel Emerald Rapids)

Bugzilla:2177180L"]

IntelP QAT H—RIVKRSAN—DBFY FTRANY—LNRN—I3 2 62ICYR—2R

Intel® Quick Assist Technology (QAT) I&. 7Y AN —ALN—=IU 3V 62 ICYR—AINFE LT,
Intel® QAT ICId, W#idS L UIENFEESIL, EfENNT -7V R ZOMD CPU ZEHNICHERT S
YRV RBICRBIEINEZT IS L—F—DEETNTVIET,

UNR—RITIEE DN TEBECREIRNEINTUVEY., &EIETNEIHEENRIE. QAT GEN4
DRODN=RIT7T7 IS L—=9 TN ADHR-MHHAATEICHE >/ ETY.

® Intel Quick Assist Technology 401xx 7 /34 &
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® Intel Quick Assist Technology 402xx 7 /34 X

Bugzilla:2144528!]

vIPM#EEDS Linux OV FF—CEAEAREICA D

ZDEERRIBICE Y. Linux YT F—8 LU FDOMDIRIEEZER DRI Trusted Platform Module
(VIPM) ABAINFE T, VIPMF, RELRTRRBICERTIERAD TPM A VR YV A %1RHT 2
TPM OR#E{IE/N—2 a3 v TF, VIPM 7OF > —RSAN—%FEET 2. TAT S LIIYE TPM &
WEETHDERMUAET, TIaL—hMINATPMERELET,

TOR/R., BRETY VDB INBESIEINZERHDOVIPM A Y RY VREFDODIENTESELDIC
By FE L,

Bugzilla:2210263!"]

crash BX/X—< 3> 8.03ICYR—2R

crash . RITHDYRATLE, H—FII S5y 2D kdump ICE > THERINZAT7Y T
774NV ERWTBRERILI—FT 1T 4 —T9, crash1—T 4 )5 1—I& /A—2 328031
R—ZIN, TNITIEZ L DNTEBEEHBEILRAESINTVWET, EFBE I RNEEEEIRRIE. IPv6
HR—NDBIMNTTY,

IPv6 7 R—NT 2Ry ND—0A4 V5 —T x4 ADIHEE. crashid. net £/=ld net-s I<v > K&(#
BLTIPv6 7PRLRZEALZET,

e netdAY Y RIE, Ry MIT—UFTNAR, &Hl. BLPIPT7RLADY) A b ERTLET,
e net-s IY Y RiE, UTDREHERTLET,
o FA—FURYNI—U YTy RNEYTYRNTRLZR
o Yy hEYTYNTFRLRADTZ 73 =947
o INETELWINET6 77 X —DEFTELUVBEDT LR ER— K
Bugzilla:2170283

LvM >y FaeEda=vJE¥hiAMN—YKRY) a—LbD vmcore ¥V TH—45y NELTY
R—hXN3

kdump X h=XA4lE, 7O a =V JIhiwmER) 2—L% vmcore ¥ —47'y h&E LTH
R—=hTBEIICRYELL, LWMP Y TOEY I ZVIARETSICE. ROFIEEERTLET,

LLVWMARY 2—LTL—TEERLET,
I vgcreate vg00 /dev/sdb
2. FIRAREARSEEAIOMBD LVM > Y F—IL & ER L £ T,
I Ivcreate -L 10M -T vg00/thinpool
3. 300MBD7 7 A IV AT LMHEFHERD LVM Y VR a—L%EHRLET,

Ivcreate -V 300M -T vg00/thinpool -n thinvol
mkfs.ext4 /dev/vg00/thinvol
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4, LVM PV 7—=ILDOLEWMEZREL T, AR—RAEBEEMICIERL 9,

cat /etc/lvm/lvm.conf

activation {
thin_pool_autoextend_threshold = 70
thin_pool_autoextend_percent = 20
monitoring = 1

}

5 BHIOA—RILDLVM Y T—ILEHY—EXEBIMICLF T,

systemctl enable lvm2-monitor.service
systemctl start lvm2-monitor.service

6. JRD1T% kdump.conf 7 7 1 JLITEIIL T, LVM YV RY 2 —L% kdump ¥ —4%v & LT
BRELET,

ext4 /dev/vg00/thinvol
path /

7. kdump 4 —EX%EEIL X7,

I kdumpctl restart

8. N—RIN=wv & MN)H—LTEEZHFR L. vmcore 1* /dev/vg00/thinvol ICRFI N TL
HERLET,

ZTORER., TOMEEILIRICE Y. kdump X H =X ALF> v TOEY I Zv Ik ML =YK
Ja—LAiCvmeore ¥V 77 74 IV % R1FT DHEEA LR L F L 7=,

Bugzilla:2083475

makedumpfile 57 Y A MY —LNR—T 32173 ICYR—RXhhF L,

makedumpfile YV —JLA, 7Y TARNY)—LNR—=T 3 V173 IC)R=AXNF Lk, Thik, =Y
EEMET DD, REBLRATY —R=VEBRNTDZIETISYad VT I74INENILKTEBY—)
TY, VR=RITIFELL DNTEIE EHBEIRASENTUVWET,

BHIEEITAREILEAIF. AMDB LW Intel64EY N7P—FF I F v —LDRY VY RKF7OVE VT
(sadump) X AZZXLICS5 LRILDR=Y VY JTE—RPEBMINILZIETT, 5LRILDR=I VY
E—RIE, 7Oy H—0Y =77 RKLRDEEERL, 77V 5r—>avRNEYREOAEYY —ICT
JERATEBLDICLET, 5LRILDR—=IVTIZEY, RET7ZRKLZADY A XM 48 EY M5 57
Ey MIERI N, MEBT7RLZADYA AN 46 EY MBS E52EY MIIERINET,

Bugzilla:2173815

Red Hat Enterprise Linux I& ARM @ SystemReadyES 8L U IREB%ZYR—bF 3

Red Hat Enterprise Linux Tl&. LLATIZ ARM D SystemReady SR/XY RDAMNHR— I TWELE
N ESBELVPIREYR—FTBLDICARY F L7, RHEL 9.3 Tl&. NVIDIA Orin. NXPiMX8M, &
LU NXPIiMXEMMini EZ 2a—ILABEMICR>THY, RHELN—RI =z 7REDERFER>TWE
To N—FRIxzT7/X—FF—IE RedHat N\— Rz 7REIV v —Z—IlBHRT DI ETRELIRH
TXFd, BEHKIE. HYOTIKEREINTVWEYR—MHRON—RD 27 5FERL T, ERERE
TOIVRARYIVREBALEIGEEIENTEET,
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Bugzilla:2195986!']

RHEL on ARM A% Bluetooth Y R— k935 LI D

CDMEEINERICE Y, O Y RSA4 V449 —7 x4 AT bluetoothetl *Y —JL % {#F L T Bluetooth &
NARABEBETEDLIICRY F LA,

Bugzilla:2187856!"]

RHEL on ARM [, RHEL9.3 CUSB#HGIMA S E#REICHR—bFBLIICRS

CDMBEINERICE Y., AMD B LW Intel64 EY N7 —FF 9 F v —T5 v N7 4—LEDRHEL D
CONFIG_MEDIA SUPPORT 1—RIEREIEMICAY FT, ThiCLY., AMD BLUWIntel 64 EY
N7P—FF9Fv—VRTALATUSBAASAFHTESLDICARYET,

Bugzilla:2192722]

bpf H/8— 3> 6.3 1KY X—2

Berkeley Packet Filter (BPF) #$8E(&. Linux A—RI/NN—=2 3> 63ILYR—AINF Lk, FEITAN
ILEERERBEHGRIRDEB Y TY,

e BPF hZ VR UNG4EY NBMZT7—FT I F v —CTHEATEZLDICARYF L,

o HILWY v 447 -BPF_MAP_TYPE_USER_RINGBUF - & & U'BEAIL/A—, BPF EH
DIV ITNRy T7—%ftLlcl——EHEN—FRIBEAOBERICEREINI L,

e BPFIL, UvoEhim)ZXAMErbtree EWIFILWEMHALT—IBEAIRBETELDICRYFE
L7z,

o JOUSLBHENL—RTDBBPF hSVURY VN struct BIEEHR—MTBEDICHRYFL
7=o

® BPFIE, NICTHR—FMINTWE XDPHEEEAT I AR— NS DHEERBETELDICARY
F L7,

¢ N—RIITFAIT—HIE RXNYZa2aBLUVIAM LRIV TAYT—9 DMEAYR— N % f&
Z 7= BPF H— 3 JVLEA%K (kfuncs) AT 2 2 &IC& Y., XDP 7OV Z AICABEINE LI
Y F L7,

e BPF X, BPF 7O S5 LMEF LWvconntrack EY a2 — LT Y MY —ITEETE L UBEED
NAT 7 RLRER—MERETEIANINN—ERBHTE L ICRY F L,

e BPF &, netfilter /X7y N7 49 YV T T L —L7—9Dnf_conn:mark Eii~— 7 ICEE
EXADIENTEDLIICRY F LI,

Bugzilla:2178930!]

49 . J—bhO—4—

grub2-mkconfig D7 7 # JU FEIHHEDZER

LUETlE. grub2-mkconfig -o /path/to/grub.cfg I~ >~ K& A9 % &. /etc/default/grub 7 7 4 JLITAN
ALNEIRTOEREEZSUH LW grub.cfg 7 7 1 ILAAERINFE L7, ZOFER, 2OITV R

i, IRTOBLS R=Ry DAY Y K54 V5|# %, letc/default/grub 7 7 1 JLICH %
GRUB_CMDLINE_LINUX Z#CLt&% L% L7,

37



Red Hat Enterprise Linux99.3 Y Y—X/—}

COEHICELY., GRUBEHDIAENRDELDICEEINF L7,
e GRUB_ENABLE_BLSCFG=/\3 X —% —7% true ICFXE L 72354, grub2-mkconfig -o
/path/to/grub cfg AV REETTZE. A—XIIATY RS 4 VEUAND /etc/default/grub
FAIICATZTRTOEED grub.cig 7 7 1 LICIMA B hET, DL ABA. BLS
Z Ry NIEFINEHA,

e GRUB_ENABLE BLSCFG=/NX5X—% —7% false ICERET 5 &, BLS A=y MIEF I
FHAD, EEIE grub.cfg 7 71 ILICIIA SN E T,

A—RNWVAR Y RIA VZEEHT 25EIE. RDELIICAALIT,

I # grub2-mkconfig -o /path/to/grub.cfg --update-bls-cmdline

F7. grubby #FRA LT, BALXDH—FRIDBLS A=Y MIEBAMADIENTEZRICEEBE
LTLEIW,

I # grubby --update-kernel /path/to/kernel --args "new args"

Jira:RHELDOCS-16752L]

410. 77 ANV AT LELUVR ML —

NFS Y —/X—[&. nfsd FH® Courteous Server A— RK&RE T B LIHICHSB

Z DEFTIE. RHEL 73 IV NFS H—/3—|(Z nfsd FH® Courteous Server 1— RDEENEA I
TWET, COFBEEICEY, NFSH—NR—F, 7747V D EHRLTVWRWEZIZT IV EADRE
MNRWERY "f—/\—tw?ﬁﬁb“ﬁ,ﬁﬂﬁﬁ%bhkﬁ54 TURDY—RERYBIRRYET,
Bugzilla:2180124

DAXYO Y NA T aveE reflink X EEMAEEH LS ICRYELE

COEHFICLY., reflink SNT7 74 IVIE—RBIICDAX E— REEBEAFOLIICAY F L1
774NV AT LDDAX YUY M4 T 3> -0 dax=always &, reflink B"EMRT 7ML AT LE
B#MELHY 9, reflink ST 714ILIL, inode 757 %FHALTDAX E—RNICERETEZEY, %
L. xfs(5) D man R—T & S8 L'C keI AN

Bugzilla:2192730!"]

RPCSEC GSS Kerberos V5 O L WSS9 1 7
RPCSEC GSS Kerberos V5 X 71 = X Isld, RFC 6803 (Kerberos 5 M Camellia Encryption) & & U' RFC
8009 (Kerberos 5 M HMAC-SHA2 %l L 7= AESEES1t) CEEINLBESLY (A T2 HR—KT3
FHICRYF L,
/ko) %'ﬂ:&’f 707’3\3_3[]{11& L/T;o

e camellia128-cts-cmac

e camellia256-cts-cmac

e aes128-cts-hmac-sha256-128

® aes256-cts-hmac-sha384-192
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BAE FHkae
INICEY. NFSOZA TV MENFSH—N—F, GSSAVFFRAMNERIVI—MTBHEEIC. &
YRBNIREESILY 1 TEFERATIZLDICAYET,
Bugzilla:2178741

fuse3 TlX. umountZ M) H—EFICTA LI M) —IT VM) —&EBCTEXDEDICHS
CODEFICLY, FILWX A= LD fuse3 /Ny r—IBMINFELE, ThickY, TV MY —IC
FHETDZYOY MDD umount #BEMICMN ) H—F 22 &RL, TaLI R )= N —%EHICT
B5ZEDNTEET,

Bugzilla:2188182

Stratis A NL—I v Rx—J v —DFIAAEEICAR D

Stratis (FA—HAINA ML=V X—V v —TF, I—HF—~DEBIMEREERKATZA ML =Y T—ILILE
BINEZT77AIVRTALAERBLET,

o X FwrFvav LU ryTOoEEYa v iagETS

MEBIZIBRCTIZ7ANYRTFLDY A X EEHEMWICKEL TS

774NV AT LEHMETT S

o T—I)LLRIDES
e TMP2 8L U'NBDE DHR— bk

Stratis A AL —U A EEBI BIC1E. /Ny I TS5 R —E X stratisd & 1859 5 stratis 1—5 1 V)
T4 —%5FALEY,

FFMI&. Stratis K¥F a2 X >~ b ® Setting up Stratis file systems ZZMR L T XL,
Bugzilla:2041558

GFS2 7 74 IV AT LDKE EBIEOHE

GFS2 774 IV AT LICR L TOROEFHHINEREI N F L,

e mkfs.gfs2 AV KNiF, ILW-UA T avaHYR—PMFTEELIICRYELE, ThITLY,
T 277 ANV RTLDT 7AIVYRTLUUD ZIBETESLDICRYET, 20X
YavEBRLEGE., 774V RATLDUUD RS VI LICERINET,

e gfs2 jadd I< > Ni&, LLRIDOY ) —RELYEHEEEZNMNIREVWRETY v—FILZEKRLFT,

o GFS2MD manR—IBHEINZ L1,

Bugzilla:2170017
dmpd H¥/3— 32 1.0.2ICYR—2R

dmpd Xy 5 —INN—=I3 V10217 vy T L—RIhFE L, FREFRIE. UTFTOEHYT
ER

o AXE—DLZ2M%EHEL, BHOAL Yy REFAL TN I 4A—IT VR ZREIHEZHIC
Y—I)l% Rust S8 CEXELZF L/,
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o URTLBENIHED LVM T—ILDT7 V714 TILOEE Z &Y 7= I(C thin_check VY —IL &
cache check V— /L& L F L7z, INHDY—ILDORTICHERBEEIX, LEIO/N— 3
VEHRBLTIOEUEHREINE L,

e XF v T3y hDAYT—4 btrees DHEEMNKDNLRWVE D IZ, thin_dump YV —IL &
thin_restore YV —J)LAZEHFH L F L7/, INT, EXINLAIT—FITIE. IHRBEIAR—2R
PMERLCRY F L,

e 7L \L\ thin_metadata_pack Y —JL & thin_metadata_unpack Y —J)LZEML T, ¥ X%
T—HERE, 00D 1OHA XICERBLEST, ChIEAEIY Ly —kUEEBhTVE
T, IDY—IEFERTZE, WBLEAI TV EZREDEOITET I EA/BEICRY FE
_a—o

Bugzilla:2175198

SCSITNA ZRAICHFLWT NS RATEDAhY V¥ —DEINXTh S

SCSIEHDI/OF A LTI MBIC. FILWTFNRNARZTEDHAT V4 —iotmo_cnt NEMINZF L7,
l/O 1) 2 TZ b® iorequest_cnt #1. iodone_cnt |/O & T #. ioerr_cntl/O TZ>—#UTMx<T. V&
IZANDYA LTI MNIERERTEET, UTICHERLET,

/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/iorequest_cnt
/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/iodone_cnt
/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/iotmo_cnt
/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/ioerr_cnt

Bugzilla:2171093[]

mpathcleanup I&. device-mapper-multipath DIV FNRRAFTNA R %ET75v> 193

mpathcleanup *V —JLI&, SCSIR—ZDTILFNRATNA ZETEEL. SCSINRATNAREEEIC
RIVFIRRATFNA REHIBRLES, —BOI—H—E, YILFNRZATNAREFDNRRATINA X% EH
BICHIRRT Z2ELAHY T, LATE. TILFRRTNA REHIRT2HDIFERTE S Y —ILIEA
., ZOBREICEI—F—FEBEORV ) TEDPRBRET LT,

CDHFHLWY —IILAEFERATDEE, I—HF—ETILFNRATNAREFOEBEARDZAN L —J HEE(C
HIlgTE2LHICY, ZOREDEEODR YY) T NA2ERTB2HEITHY FHA,

Jira:RHEL-782["]

nvme-cli BX/X— 3> 24 (CYR—2R

nvme-cli /Xy —JF, N—= 3V 2417y 7L —RIN, BHONTIBIE EEEETRNIREI N
TWEd, ERZTELIF, UTOESYTT,

® TLSoverTCPAHR—KMLZET,

letciistab 7 7 A IV EFERA LTI 7AWV AT LEI DY NT 578D systemd B EjIEHHY —
EXDESKIEFEEELF LK,

U EEDOHA%EELF LT,

ARML=U85TD4X%ZELLKRIEL T,

7771y -aY O—5—®0 nvme effects-log A¥ > REHR—MLZE T,

Bugzilla:2159929!]
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AN. ETEES LIV SRY —
YR 2 —ADRRZELTWS LVMARY 2 —LTIL—TD T A NA—/—DYR— K

LVM-activate ) V—RXIT—I Y M. RY 2a—AF I —FICWEBRY) 2 — AN WNESIC, R
Da—ALTIN—TDITTANA—NRN—%HFTTTE2D00HLWATVavadR— 2L F
L7z,

e majoritypvs 7 S a VAEFERT I E, R a—LTI—THOYWEBRY 2a—LHMARELTWL
55 TEH. KEBOOYWER) 1 —LDFETBZRY., RY1—LIN—TDIRTLIDEZE
BTXZEY,

e degraded_activation 7 7> a VA FRT 2 &, MEBERY 2 —LRDITRTOT—4F 2R HT
DI+ T /N4 XD RAID THARBETHBRY., Ly IHBRELTWVWEEZICRY 12—
LTIV—THDRAD®RIBRY 2 —LET VT4 TILTEET,

Bugzilla:217491!"]
IPaddr2 &5 & T IPsrcaddr 7 529 — )Y —RI—I Y MHPRY S —R—ADN—FT1 VT %
YR—bFTBED5IC3

IPaddr2 8 &' IPsrcaddr 7 S 24— Y —RT—S v ME, RYS—R—Z2DI—F 4 VT &Y

R—KT2E5ICRYFELE, ThICEY, BRI —FT 1 VIO FT VA ERETEDLIICAYE

To R)VY—R=ADIN—FT 4 VT TlE, VY—RI—VxzV  Dtable XS A—9—%BRETINE
NHYET,

Bugzilla:2142518

Filesystem Y Y —ZXIT—YxV M EFS 7 7AWV AT LAYA THYR—MTBEHICRB

ocf:heartbeat:Filesystem 7 5 X4 —1) YV —2XIT—2 =~ ME. Amazon Elastic File System (EFS) %
HR—MTBLIICAY F LA, Filesystem )V — X %5RET % & XIC fstype=efs I EETEX 5 LD
IC7Y £ L7,

Bugzilla:2142002

LW pes BT, XYBHD/O—V%ABEETBEZIC meta¥—7— KHBRE

pcs AV Y RERD—BM%ZHET 270HIC, meta ¥—7— RZIEEE T IC pes resource
clone. pcs resource promotable. & & U pcs resource create <Y RA2FHAL TAXAYEMER D
A—Y 9 2REFFHEEICRY T L1,

L RIIE. pcs resource clone $ & Uf pcs resource promotable 1< > K Tld, meta ¥—7 — KNV
BINhTWE LA, =& L. pcsresource create < > KTld, clone ¥—7— RIliR < BE

IZ. meta ¥—7— RORIIBEINLXAYEMIF. 70—V TIERCYY—RIEYHTLhEL
Tco COBEFINBHRT7ILTY XLTIE, metaF¥—7— KH clone ¥F—7— KIS IFHIC, TD
BIEBEINLAYBEELS7O—VICEIYETONET, sVWERITKETZBEEDOR VY T NEDE
Bl & MRS 5 1CI1d. pes resource create AV Y R THO/O—V )Y —RA&ERT % & X IC --future 1
RYRAT2avaERELT, ZOHFLVLBIHOULEBEEMIITILELNHY T,

KOOV RIF, X9BMEmv=vl 28D Y —REXAYBRBME mv=v2 2> 00—V AERT 5L D
Iy F L7,

pcs resource create dummy1 ocf:pacemaker:Dummy meta m1=v1 clone meta m2=v2 --future

Bugzilla:2168155

FHEINL) Y —RAHHEBEHRT H7-DD pcs A7V FOERR
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#7 L L —-output-format=cmd #+ 7> 3 %A $8E L T pcs constraint I7¥ Y R&FERT 22 &ICL Y,
MDY AT LETEHRERAD) Y —AHHNZBIERT 27<DICERATE S pes constraint A7 K%
RRTIDLDICBYE L, T74)bOHEAERIE, BEIOY ) —REBBRICTL—VTFR b
T. --output-format=text 7 7> 3a VTHEETEET, FL—rY7FXMERIE. D pecs ATV KD
HEARRED—BERERDLDICHOTNMNIEEINE L,

Bugzilla:2163953

Pacemaker Ry r—IHBR—I 3> 216 IC)R—2R

Pacemaker Xy i —JE 7y TARNY —LN—3 021617y 7oL —RIh, UEIONRN—Y a3y
ISR B /N MEIEEPHEEHRERS W DMEMINE L 72,

ROWENEBMINF L7,

o LIFjIX. Pacemaker Remote #H M kb 5 &, Pacemaker IEEIC—BF ./ — KEMEZ/S—J L
TWE Lk, EHENAT CICEETE., ZOBICY E— N —EUBEEBINAI >LIBE.
CHNIEARET L%, Pacemaker Remote / — Ki&, [EIfERIREREREOERELOERTE K
i/ —REMHEZRFIBLDICRYF L,

e alert_snmp.sh.sample 75— hIT—Y =¥ | (Pacemaker ICFBOY Y T T7S5—hI—Px
Y M) i&k. SNMPV3 7O MJJLE SNMPWV2 AHR— NG5 EDICARYE L, TOFHICE
Y. alert_snmp.sh.sample T—Y =V N EZBEHTICIE— LT, Pacemaker 75— KT
SNMPV3 2 TE 5 LD ICRY ET,

® Pacemaker 75— h&ET7S5— MNZEHIL, enabled X9 A TV avatyR—MNTBLDITHRY
Fli, 75— MIRLTZIDA TV avEfalse IIRETDE. 75— MEMCAYE
T, TDFATavaETS—MIWLTtrue ICREL., BEDZEHICT LT false ICERET
25, TDZREBEOT7S—MDEMIRYET, COA T3 >vDTF 740 MEWK true TT,
CDFATVavaEFRATDIE, STEINAAVTFTFVAREDEHTT 5 — M —RICED
KT BT ENTEET,

UTFDNRTHMEEINFE LT,

® Pacemaker Designated Controller DEH &, REFADT I/ avNIRTETL, 7o av
DIERDPRDONAGWVWRY, EINRL QY X L,

devices BN BREINTVLWAWEE, fence_scsi T— ¥ MEHAG Ivmlockd 7/31 X %
BERETESLIICAY F L,

)Y —ZDRATAwHFRXANAOr—oa vy 2aA7&@EUICLERIND LD ICARY F L,

e crm_resource AX Y KT, 7O T4 TRLTYANMIDEGFHZNY RILEZIEF - IEBE
TERLIICRYF LI,

g, 7OF— MAIEER V2 O—VA VRV RIE, 7AOF—MINFA VR VAN R &
BRZESIEICEY Y TOShTWELE, ZORR, 7OTE—MShA/7O0—VA VRV R %E
EETIVNELNDHDIFE. 1 VAYVABSHEEINLLD, 7OT—bIhTUVRVNS Y
A9V ANFEHETBEREHTI2HE’HYFE L, CDEBEIZLY, /—RIZA VAV RE
SEEYLHTREXICO—IIDEBEIND LD ICAY, ZOHR, FELBREFHIFFEEL AL
BYFET,

Bugzilla:2189301

pcs property 1< > K OHEEHLTE
pcs property 1< K&, ROBEENRZ Y R— b T2LD 1KY F Lk,
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e pcs property config --output-format= 4 7> 3 >~
o --output-format=cmd 215EJ 2 &, HWEDI S RY—FONFT 1 —REISEXRI N
pcs property set <X Y RARRINE T, DAY Y RAEFERAT R E, REFAHDY S
29—=TONRT 1 —%DOY AT LEICBERTEET,

o --output-format=json 21EE T % &, BREEFADY T RY—TO/F 1 —H ISON R T
RRINZET,

o REFHDYVSAY—TOANT 4 —%5TL—VFF XA MNEATERRT 5ICIE. output-
format=text ¥ 6 €L F3d, ThiF. TDFT>a3vDFI74ILNMETT,

® pcs propertydefaults A< > K, Zhid, FEHEEE & 7572 pes property --defaults + 72 3 &~
IKKh2EDTY,

e pcs property description I<Y > K, Zhid, /5 R4—7ONXF 1 —DEKEZHALET,
Bugzilla:2163914
4. 87OV S5IVJEE. WEBY—NN— BLUVT—94R—H—
IN—

A—=IT7 KL AD@RFT%HHT 57-6HD Python O L WEREZH

CVE-2023-27043 OREBEAEBT 27=0I1C. X—ILT7 RLA&E L YBBICEITT 27-00% FHEHRM
DIHEWERND Python 3 ICEBAINF L,

RHSA-2024:2024 OEFH TIE. #FTL WRIEZH

PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING "EAINTWE T, TOEH % true ICFRTE
T2E. HBHEE TIRAVLRIORITEMEDS. Y AT LAREDT 7 AL MIRYET,

I export PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING=true

2L, ZET2EBEERICHECET & LYRBLREENBDICADAREMELHY T,

RDOART letc/python/email.cfg SRE7 7 1 ILEER L TEH., ALHEREB/ZIENTEET,

[email_addr_parsing]
PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING = true

FHIE. F L v ¥ X—REFE Mitigation of CVE-2023-27043 introducing stricter parsing of email
addresses in Python Z&8 L T XL,

Jira:RHELDOCS-17369[1

#F L\ nodejs:i20 EV A —ILA M) —ADRRRICYR—FIhBESICARYF LA,
LRNET2/0Y—7LEa—& LTHATERLF L nodejs:20 €Y 21— LR M) — A&, RHEA-
20237252 ZRNAH) =D ) —ATELBICHYR— M INTWVWET, nodejsi20 EXa—JILA N —
LTIE, LTS (Long Term Support) /¥—< 3 > D Node.js 20.9 MM EEIN D LD ICARY F LT

RHEL 9.3 IC& & 1% Node.js 20 I&. RHEL 9.1 LARETHIFAIBE/: Node.js 18 ICLEANT, S DFHE
BE. NJBE. EFXaVUT4—BE LU T+—IVADHEERBELET,

FREERIF, UTFOEHYTT,
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https://access.redhat.com/articles/7051467
https://access.redhat.com/errata/RHEA-2023:7252

Red Hat Enterprise Linux99.3 Y Y—X/—}

e V8JavaScript LYY UAN—=U 3V N3IKTy T L—RKIhZE Lk,

o NnPMNRYT—IIR—Tv—HPN—=I32 980Ty FIL—KRIhZF Lk,

e Node.js I, $TLWEBRHWAGERETILAEAINTWET,

e Node.js ICT. #L LEERMIZAR Single Executable Application (SEA) #4EENBAINTWVWET,
e Node.js I&. Experimental ECMAScript E¥ 2 —JL (ESM) O—4 —DHER%RHELF T,

e Node.js 18 TEERHI/: nodeitest EV 2 —IILE LTEAINAERMI T4 TT ANV F—I,
RAEIRFRLELTVWREEZZALNTWVWET,

® Node.jsld, IFIFR/NT74—ITVROELEEELLLET,

nodejs:i20 EV a1 —IAKY—LEAVARN=ILTBIIE. UTEFERLET,
I # dnf module install nodejs:20

nodejs:18 A h ) —ANST v FUL—RT2HAIF. BDAN)—LAADYPYEZL 2BRLTES
LY,

nodejs Application Streams D4R — MR DFFMIE. Red Hat Enterprise Linux Application Streams
DA T4 EBRLTLEIW,

Bugzilla:2186717

Python tarfile it} BIZI~ DHT L L filter 512

CVE-2007-4559 MORIEE BT 5726 IC, Python I tarfile i BEIEIC filter 318 A BML F 9., &
DE|FICLY ., RetiasEHdcdIltarlez 4 7I1ICT 5 EMNTE XY (CVE-2007-4559 71 L
JRN)=RSNR—HIKEOTOY I EED), 74 —DTHBEINTLWARWES, RHEL TIET 7+
IWRT, RELRLTIHPHIEIZFEE WV data’ 74 LY —dDFAINET, ILHIC, 7TUyr—yay
NEEEZITDE, Python IFEEARITLET,

ZEAIRTICT D2FIEREDFMIE. FL v IRN—RDEEE Mitigation of directory traversal attack
in the Python tarfile library (CVE-2007-4559) &8 L T X W,

Jira:RHELDOCS-16405[1

HTTP::Tiny Perl E¥V a—JLi&, 74N M CTLSABHE2RIATBLIICAD

HTTPS DfEFARFIC TLS sERAZE A MREE T 572 IC. HTTP::Tiny Perl €2 2 —JL® verify SSL 4 7' 3
YDTI7AIWMENODOSL1ICEBRINE L, TODEREIZELY., HTTP:Tiny @ CVE-2023-31486
& CPAN Perl €2 2 —JL D CVE-2023-31484 pMEIEI N X T,

TLSHRFED Y R— b 2FIATERLDICTELHIC. ZOFEFHTIHROKERE S % perl-HTTP-Tiny
Ny r—JBmLES,

e perl-lO-Socket-SSL
e perl-Mozilla-CA

e perl-Net-SSLeay

Bugzilla:2228412!']
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https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/articles/7004769
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httpd B8/8— 3> 2457 ICYR—2R

Apache HTTP H#—/N—(3/N\—2 3 > 2457 ICEFH I, RHEL 91 LETHIAARE/R/N—2 3> 2453
ICANTIEIE, HEEEILAR, EF¥ YT+ —BEN MALONhTWET,

FEREEILERIE, RO EBY TY,
e httpd TRt I N 3 rotatelogs 1—7 14 ) 714 —IlId, RADOAT T 7 A IV ZRS TRTD
O—7—>avInkOl 7740V ENYEDZZODHLW-TA T a VvHEAINTWE
-a—o
e mod_Idap £~ 2 —/L®D LDAPConnectionPoolTTL T 1 L 75 1 7id. BDE%IEET S
& BRINAFRICARRCEREZBIRATE 2L ICAaY F LA, Hald. aofEIET
S—ELTUREINTWE L,

e mod_proxy_hcheck E¥ 2 —IDT7—h—H, 7T—H—DYA LTI EREICHES>TIELLS
ALT7IMNTBEIICRY F L,

e mod_proxy_hcheck €2 1 —J)L® hcmethod /X5 X —% —(&, HTTP/11) J T X MIHFH LW
GET11. HEAD11., B LU OPTIONS11 XV v RZRHET B LD ICRY F L1,

Bugzilla:2184403

httpd D #H L L mod_authnz_fegi E¥ 1 —JL

Apache HTTP Server ICI& mod_authnz_fegi EV a—ILA'EFENZ LD IRV F L, ThITLY,
FastCGI A —Y ZA ¥ =TSV r—2avha—HF—%RiL. VY—ZANDT7 I ER%EEKRBTE3 &
DICRYFT,

mod_authnz_fcgi EV 2 —ILIET 74 M TIRAO—RINFHA, COEYVa21—ILEO—RTBIC
I&. /etc/httpd/conf.modules.d/00-optional.conf 7 7 1 JJRDRDITDAXA Y M &R L X9,

I LoadModule authnz_fcgi_module modules/mod_authnz_fcgi.so

Bugzilla:2173295!]

nginx:1.22 D% L \L\ ssl_pass_phrase_dialog 71 L2714 7

nginx:1.22 EYa—JLA M) —LDZDOEMICE Y. # L\ ssl_pass_phrase_dialog 714 L 77 14 7
HFEALT, BEEINAMBEFXF—T&IC nginx DREFICHCEINZARTOI S LERETES
£2ICRYFT,

FLWT AL OT74 THFERTZICIE. ROWTNHADIT% /etc/nginx/nginx.conf 7 7 A JLIZEEM L
7,

o BELINAMEF—T7 AN EIIARTOISLERTETICE, ROLIICAALF
_a—o

I ssl_pass_phrase_dialog exec:<path_to_program>;

nginx (&, RO 2 DDBIHAFRALTCIOTAT S LEFTHELET,

o server_name ;X ETIREIN/H—/1—4£,

o RDTIITYXLDWTFhhH: RSA, DSA. EC. DH. F7/IE UNK (BES 7L T XLHER
BTERLWESR),
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o BEES{LINIMEXF—T7AINITEIINRTLVL—XEFETANTBIHEIEF. ROLIICAS
L/i-a—o

I ssl_pass_phrase_dialog builtin;

Zhid. ssl_pass_phrase_dialog B3 EINTWRWEGEDT 7 4L NOEMHETT,
COFEEFALTE, PRLEDTIDDOMEBF—DNNNRATL—XTREINTWNSIE
A, nginx Y —ERIFEBICKNT 2 LIERLTLEIW, ZOBER. thonwThsrod
FEEFERALTLEIW,

o systemctl 1—7 1 T4 —%FEHAL T nginx t—EX%FAAT % & XIC. systemd THES{t

INEMBF—TEIKNRRIL—XDANERHZTOV T R ERRTDIIE. ROELDICA
ALET,

I ssl_pass_phrase_dialog exec:/usr/libexec/nginx-ssl-pass-dialog;

nginx O ssl_pass_phrase_dialog 7 1 L 7 7 1 7l&. Apache HTTP Server ®
SSLPassPhraseDialog 7 1 L 7 7 1 7ICHTWB Z &ITEB L TLEIL,

Bugzilla:2170808

L\ rhel9/squid AV T F—A4 A —3

Red Hat Container Registry T rhel9/squid > 7 F—4 X—YUDFATES LD ICRY F LA, Squid
& Web V547V MaEFDBNT7+—< Y 2O7OF Y —F v v ath—/N\—T, FTP. gopher.
BELUVHTTPOT—49F TV MY R—NLET, RERKDOF v+ v a1V T RIITERER

Y, Squid T RTDOY IV TAMNE—DIIETOY /D I/ORETOEZATUEL T, Squid (X, X
HTF—8. FICRAMIZF vy yadhicRy hATV I MaREFL. DNSILY I Ty ThF vy
Yal, /7Ry FVIDNSIY ITy TEHR—MLT, KRLEVIZRMNDRAT 1T
FryviamxEELET,

FLOWIYTF—AA=—VB TG BITIE,. RERTLETS,

I # podman pull registry.redhat.io/rhel9/squid

Bugzilla:2178953
FLWEY21—ILA MY —A:redis:7

SELREX—NY)a1—XMT7DRedis7h. ILWEYa—ILA M) —Lredis:7 E L THATESD LD
2Ry x L7k,

Redis 6 &L LG EDELEERIF, ULTFDEHEYTT,
® Redis Functions APl D% —/X—H# 41 KX 1) Tk
o XHOMALT UV EAFE) X b (ACL) DY R— b
o UVSRI—DHBNRTY v a/H TR 54 T (pub/sub) HR— k
o XFXFAFLLWIATYREOTY RBIH

Redis 7 Tlid. BAEBMOLVWEEAVK DNABAINTVWET, RICHERLET,
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https://bugzilla.redhat.com/show_bug.cgi?id=2170808
https://bugzilla.redhat.com/show_bug.cgi?id=2178953
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e Redis7 (&, BIMEA 7714 (AOF) 7+ LY —ROEBD 7 71 ILELTRET D LI
BmYFE LK,

e Redis 7 I&. LIEID/N—T 3 v & B#MED 7L Redis Database (RDB) 7 7 1 JLDFT L L\ /X —
VarvkEHEFERLTVWET,

HEEEHEBMEDRVWERDTELR)ZANME, 7Yy TZARN)—LD))—2 /=K Z8RLTLEIY,

redis:7 EV 21— LA N —LEAVAMN=ILTBICIFE. UTAFALET,
I # dnf module install redis:7

redis Application Streams Ot R — MR DFEMIL. Red Hat Enterprise Linux Application Streams @
FATHA7I ZSRLTLEI W,

Bugzilla:2129826

413. AV INA S —BLUCHEREY—I

IBMZ CORBILINFIN—F U OFERAICKEESZA5H LW glbc A F>a >

IBMZ7—%7 9 F+—TIl& glibc 514 731 —IE. hwcaps ¥ stfle £ M2 ED/N— KD = 7HEE
ICEDVWTHEHEERABRLE T, COFEHMLY., glibc.cpu.hwecaps AEE/NS X —4H—%KET S
ZET, Z4TF3)—ICL B BREZBRTED LD LAY F L,

Bugzilla:2169978!']
glibc @D Intel® Xeon® vVE R—ZADN— KD T 7 COXFHNE LA E) —I—FVDNRT 4 —
<V AHMEE

PaTE. XFRNELVCAE) —IL—FVAICglibc ICL > THERINZT 74 bDF vy agildk
Y. Intel® Xeon® VE R—ZADY AT LT, NI7A—T VAR FEBLYEETLTWE L, SOOEH
TlE, N7 43— VR %ZELEIEZLEHIFERITIZF v 1DENABINF L,

Bugzilla:2213907

YRAFLGCCAVIRAS—DNR—=Ta Y N41ICEHINS

CGNUOYNRA45—aL 7 3Y (GCC)ITIE, C. C++, B&L U Fortrand7OYVSIV Y
V—2avaERET OOV —ILDIEEFNET,

77

il
aul

VRATAGCCAVIRAZ—DN=U 3V NA4NIKEHFINF LA, Thilik, 7y A MY —L4A GCC
THARRRZSED/NTBIE LRI EFNTVWET,

FRAEIE. RHELOTD CH LUV C+H+ 7T r—ra voREE #8RLTLEIN,
Bugzilla:2193180

GCCRLIRY —BIBDRFEYR-—FTELIICAS

SEOEHFICLY. BIL YV ZASY—DABTERY v 7ILEE L. #H% Call Frame Information (CFI)
EEMRLT, PYIAVT—DNRTA—IIVRICBHEBEESAD LR CRIZHETES LD ICRY
F L7,

Bugzilla:2168204!]

64EY Mintel 7—*¥ 7V F+— LD GCCDHF L\ -mdaz-ftzA T~ 3>

47


https://github.com/redis/redis/blob/7.0/00-RELEASENOTES
https://access.redhat.com/support/policy/updates/rhel-app-streams-life-cycle
https://bugzilla.redhat.com/show_bug.cgi?id=2129826
https://bugzilla.redhat.com/show_bug.cgi?id=2213907
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/developing_c_and_cpp_applications_in_rhel_9/index
https://bugzilla.redhat.com/show_bug.cgi?id=2193180
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64 Ev N Intel 7—F 72 F ¥ —_L®D GNU Compiler Collection (GCC) DY R T L/IN—2 3 VI,
MXCSR Control & Status Register T flush-to-zero (FTZ) & & U denormals-are-zero (DAZ) 7 5 V' %
BMITE -mdazftzA 7> avEYR—bNTBLIICARYFE L,

Bugzilla:2208908

# L\ GCC Toolset 13

GCCToolset 13 l&, &F/NN—Ta v OREY - ZRHTETZIVA5—Y—)ILEY FTY, ThidL
AppStream Y R Y K1) —HD Software Collection D, T Application Stream & L THIETE £ 9,

GCCAVIRA F—HANR=Y 3V BIIKEHIN, 7y TR —LDGCC THATE S DNY
BIE EBEHIGR MR I N TV T,

KDY —)LEIN—T 3 M GCC Toolset 13 ICL > TIRHINF T,

Y=

GCC 13.11
GDB 12.1
binutils 2.40
dwz 0.14
annobin 12.20

GCCToolset13 %4 VA M—=ILT BICIE, root&E LTRODOYY REETLET,

I # dnf install gcc-toolset-13

GCCToolset13MBY —IL =TT HICIE. UTAERLEY.

I $ scl enable gcc-toolset-13 tool

GCCToolset 13 DY —ILIN= 3 U NZINEDY—ILDY AT LN—a3avatr—N—5(A RT3 T
Ity avaERITT3ICE. UTEFERLET,

I $ scl enable gce-toolset-13 bash
FHflIE. GCCToolset13 & U GCC Toolset DfEA 2SR L T LI W,

Bugzilla:2171919",  Bugzilla:2171930

GCC Toolset13: GCC A /S—T a3V 13.11IC Y R—2R

GCC Toolset 13 Tl&. GNU Compiler Collection (GCC) NM/X—T a3V BLICEH INE L, ERE
BERiE, UTFOEEYTY,

— R el E

® OpenMP:
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https://bugzilla.redhat.com/show_bug.cgi?id=2208908
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/developing_c_and_cpp_applications_in_rhel_9/index#gcc-toolset-13_assembly_additional-toolsets-for-development-rhel-9
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/developing_c_and_cpp_applications_in_rhel_9/assembly_additional-toolsets-for-development-rhel-9_developing-applications#gcc-toolset_assembly_additional-toolsets-for-development-rhel-9

B4 Fikkae
o OpenMP5.0: Fortran &, WS DHODIERABI—TRRAMNEHR—KNT B LI ICAYEL
Teo TDEIMRYR—ME GCCNTC/CHITEBMINE LT,
o %< D OpenMPLIBEENEBIMINE LT,
o OpenMP 52 #aeD#EHR— MAEBMI N E L7,

o HLWFNy JIEREHA 7> a Vg -gz=zstd "FIATE LD ICRY F L7,

e -Ofast. -ffast-math. & & U -funsafe-math-optimizations + 7> 3 >~ Tl&, -shared #+ 7
YavEFEALTHEA TV MEENT 2 &I, FENBRREAZEETH7HODR
Y—r7yFaA—RKPEMINALAY F L,

o GCC ., #MDIY—IL (GCC D -fanalyzer 72 &) ODFERE X+ TF vy —3F5DICHE L
JSON R—Z A D, Static Analysis Results Interchange Format (SARIF) =8 L T. #Zki%
HATEZEDICRY F LK, SARIFZFEAL T, D GCCEEFEP IS —Z2HBImHEAT
FrTFv—9252EHTEET,

o VUM ARBILOBENEEINE LT,

FLLWSRESEEAEOUE
C773Y—:

e H L\ -Wxor-used-as-pow # 7> 3 vid, 2 —H—H158% BRI L - wT8EME L H 2 B B9ER
HH (M BEFOFRICOVWTESELET,

o J7AINBRFTHS IntBIEAENEZLTZDLHDIC. 3D20FLVEHBEIEMINE LT,
o attribute((fd_arg(N)))
o attribute((fd_arg_read(N)))
o attribute((fd_arg_write(N)))

INSDEEIE. 77MIIVERTFORAZKRET 57DIC fanalyzer ICL > THFERAINZE
_a—o

o MLWRTFT— KXY KB, attribute((assume(EXPR))); 7%, C++23 BIEMDEHRD 7= IB
mInF Lz, TOBMIE. CFALEUBID C+ TEHR—KMINTWET,

o GCClE., FIDERICT VAT ZEHNT., BERDREDERT A2FHRAEBIIA V/N—ELT
WHOVAIVITBFHETEDELDIIRYFELE, T72IMTIE, EEFROREDEIILT AR

TERBBIA VY N=E LTHRDLDNET, FrLWIATY RS A v F T 3 > -fstrict-flex-
arrays #fEA L T, EDEIIA VN—%AFHAERIE L THR I D EHIEL 9,

o W DOHDCBHENERINE LT,
o nullptr E#HMEAINZE L1,
o HifLn2RARETDLOICHEIREINE LT,
o HAZEEBIHE/NIA—S—) X NOEHMEMINF LT,

o FTTYIV MNERDEMMEBWICT % auto EENEAINF L,
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o FT7TVxV MNERIC constexpr IEEFHNEAINE L1,
o BEUTIIHDRAML—V IS RIEEFIEAINE LT,

o typeof A 7V ¥V N (LBIEZ IV RT VY3 E LTHR—N) & typeof _unqual + 7
VIV MHBAINFE LK,

o #FLWF—7— K alignas. alignof. bool. false. static_assert. thread_local. & & U
true ZEML F L7,

o BEBHIMUH LTICEITERIR/WVW & AIEET S [[noreturn]] BIEAEEML F L7,
o DA =¥ A F—HFEIDYR-FEMINE L,

o STDC VERSION * HAY ¥ —NR—yarv /Ot R—MEMINE L,

o ATOMIC VAR INITY /7 O7%HIBRL £ L7,

o <stddef.h> ~v 4 —|C unreachable ¥ 7 0% EML & L /=,

o NSAUSTEHIKRLE L,

o FOKYAFEINTVWAVERAEHIKRLZE L.

o %WN & & U %wiN R DR X B8FF D -Wformat 4 7> 3 > % FRH L % printf $ & O
scanf EXDF v v &EBIMLE LT,

o Unicode Standard Annex (UAX) 31 DRI FEX DY R— MBI N ZE L7,

o C23 TEAINTWLWIHFOMEEIX. C23EHICKD LD ICABINTSHY., -std=c2x -
Wpedantic # 7> a VAR LTI N2 2 &dHY FH A

e #7 L\ -Wenum-int-mismatch #+ 7> 3 v (3, FIER EBHADBOAR—RIODWTESELZE
_a—o

C++:
e -fexcess-precision 4 7> 3 V% #H L T, excessprecision Y R— M ERELFE LK, Ch
(&, -std=c++17 R EDBBRIBELEE—RTRET 74N M TEMEINRTVWET, 7714V ME
-fexcess-precision=standard (C7Y) £ 9, -std=gnu++20 72 & D GNUZEHEE— K TIX, 7

7 # )L b L -fexcess-precision=fast & 72 Y, LIFIOEMENETINZE T,
-fexcess-precision 7 7> a vid, ROT7—FF IV F v —IIHELZT.

o x87 EEAFAT S Intel328LV64 EY b, HEICL > TIE Motorola 68000 T
I%. float & double 1" long double #5E Tl I N 7,

o 64EY NIBMZYRFALTIE., float X1 double FFE CIHEINZF T,

o std::float16_t % 7= std::bfloat16_t BAHR— T2V DHDDT7—FFVF+—T
. I oDBIT float BECIMEINE T,

o UTEZEL C+23 DEBRNYR—MDIREINF L1,
o BARAT—MAYVIMDRRICINILOYR—IIEMINF LT,
o —lRATVIIMDBRENA VT A VI EBRET SO0 FEEBEML F L,

o ERMEARFOYR—IMBEAINILL,
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o #warning T4 L VT4 TDHR—IDEMINF L,
o RYLNAEIRT—TI—r v AOHR— MBI NEF L,
o ZEIXIZN—HYIIXFIRT—TOYR-FEMINZF L,
o char8 t¥ 1 7OEMMEEBEMICRET ZBELAEMLE L,
o Em operator() A 7/ MEEBMLF LT
o WEMLL—T AL E L,
o NADHFEMUEDEIHAIF, AL YEBRMEZRELICKKAY F L,
o IVIA—KRFRARELATA RXFE)TFTINETA NERXFY 7SIV EHIBRL F L.
o constexpr B DHIR%Z W< DA L F L 7,
o NRFENERM EIREL,
o MiEFRELEIIRFRMHERE LT L,
o MBHEREERY —RT77AIDIYI—NEREELTUTF-8 DY R—bMZEMLF L7
o #M operator[] DIARFEEEF DL RTYR— M E2BMLF L7,
o FLLESE:
o -Wself-move &, std::move Z{FMH L TEAZNBERICBEIND EEELET,

o -Wdangling-reference (&. BREIBENMRT Lic—RAF 72 20 MIBRANA Y RINT
WBBAILESLET,

o -Wpessimizing-move & & ' -Wredundant-move £&£(8, &YW < DAY THF R NTE
HEIDELDICIRINF L,

o H L\ -nostdlib++ 4 7> avaERTZE. CHIZESA TS —THERNICY V8T
I g+ EDY Y IDEREICARY £T,

libstdc++ 791 LS54 TS) —DER
o LUTAED C++20 DEBRMY R— " HREINF LT
o <format> Ny ¥ —¢& std::format BAZAEEML F L 7=,

o <chrono> ~v ¥ —|C, std::chrono::utc_clock 7Ov 2., ZDhdsOv o, 94 A
V—r, 8L stdformat B DY R— kDPEBEMI N F L7,

o UTEZEL C+23 DEBRNYR—IDIREINF L1,

o <ranges> N\ ¥ —ADiEN:
views::zip. views::zip_transform. views::adjacent. views::adjacent_transform. vie
ws::pairwise. views::slide. views::chunk. views::chunk_by. views::repeat. views::
chunk_by. views::cartesian_product. views::as_rvalue. views::enumerate,
views::as_const

o <algorithm> ~ v 4 —A DB
ranges::contains. ranges::contains_subrange. ranges:iota. ranges::find_last. ran
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ges::find_last_if. ranges::find_last _if not. ranges::fold_left. ranges::fold_left_first.
ranges::fold_right. ranges::fold_right_last. ranges::fold_left_with_iter. ranges::fold
_left_first_with_iter

o std::expected 7 S X TV L —hDEF REIEDHYR— b,

o constexpr 8 F % std::bitset. std::to_chars. & & 0" std::from_chars BB L £
L7z

o HERFENVNERBEDISA TS —HR—bZBMLE L,

® Library Fundamentals Technical Specification (TS) M/X—< 3 >~ 3 H* 5 <experimental/scope>
ANy HF—DHYR— MBI ZE L,

e Concurrency TS D/N—< 3 > 2 H 5 <experimental/synchronized_value> ~v ¥ — D4 R —
MAEMINF L7,

o 7)Y VT4 VIVRIETLURIEFIATEARN 2L OBEDT R— MABEMINZEL
Teo UTFICHIZRLEYS,

o stdituple VS RTY T L—b a7 Y —RYVT4VITREBETOIAVARAIIIERTES L
2ICRY F L,

o libstdc++ 51 75 ') —I&. std::array % std::string_view 2 EDIAVR—R Y h &7 Y —
A9V T4V TREOY Ty MTEMLE T,

o libstdc++ 51 75 ) —I& -ffreestanding I/ S —F T 3V ABET L LD I
o7z, libstdc++ 514 TS5 )—DIT7 ) =RV T4 VIRIETDA VA =)L &ZFIREIL
R BZMEBENRLCARY F L, -fireestanding #38E L TV /N1 )L T % &, libstdc++ 5
4173 —DRELKRAMNUEEL LTEINRINAELGETE, 2V—R9 VT4 VIR
BOY Ty N THRAAREAKENHIRINE T,
FLWSY—Fy hEY—Fy NEREOBE
64EY NARM 7 —F TV F v —

e -march=#4 7> 3 >® armv9.1-a. armv9.2-a. LU armv9.3-a 8| DHHR— MBI N
F L7k,

RNREYNBELVE4EY NOAMD LW intel 7—F TV F v —:

o C&C+DEADZE. __bf16 (L, Streaming SIMD Extensions 2 MIEABMICAR > TWS
VATLTHR—PMINZET,

o MM _ bf16 BAH AVX512BF16 M SilAAAICERINSE LD ICRY £ Lz, LA,
short @ typedef Tdh % __ bfloat16 MEAINTWE L7/, GCCI2 % GCCBIKFTYy ST L—
Rg & X1, AVX512BF16 B EDY — XA O— RAFE L T X

o RD Intel 3H &Y R— NF B7HDFH L Winstruction Set Architecture (ISA) TV X7V < 3
VHAEBMINFE L,

o AVX-IFMA Ofp G A IE. -mavxifma IV /N S -4 v FZB LU THERATEZET,

o AVX-VNNI-INT8 D5l AIAA L. -mavxvnniint8 3V /N1 S —XA( v F &@LU THERHT
X9,

o AVX-NE-CONVERT DO#pSiAAMIE, -mavxneconvert AV /X1 5 —X4 v FA5BEL T
FHTEZEY,
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BAE FHkae
CMPccXADD D4 i iA &, -mempeexadd OV /84 5 — A4 v F & B LU THERATE
F9,

AMX-FP16 DS HlAIAM L, -mamx-fp16 AV /X1 S—RA( v FEBLTCHERATE X
ER

PREFETCHI D54 AH &, -mprefetchi IV /4 S—24 v FABULTHERTEE
ER

RAO-INT D ap Sl iAH &, -mraoint AV /N1 S —XA/ v FZBULTHERATEZET,

AMX-COMPLEX D5l iA &, -mamx-complex I /8 5 —2 4 v F %@ L TEHER
TEEY,

e GCC &, -march=znverd IV /X4 5 —XA4 v F %@L T, znverd 7 IZE D AMDCPU %
YR—MNTDELIICRYZFLIZ, TORAYFICLY., GCCIEEEINRY MILERFICSR2 EY b
R PMIDEFEREEBELET,

BT A Y—0HE

o T FIAY—IF 20D LWESZNFLF L,

(o}

o

-Wanalyzer-allocation-size
-Wanalyzer-deref-before-check
-Wanalyzer-exposure-through-uninit-copy
-Wanalyzer-imprecise-fp-arithmetic
-Wanalyzer-infinite-recursion
-Wanalyzer-jump-through-null
-Wanalyzer-out-of-bounds
-Wanalyzer-putenv-of-auto-var
-Wanalyzer-tainted-assertion

7AIWERRFORABICEATSZ 7 DDHLWE

m -Wanalyzer-fd-access-mode-mismatch
m -Wanalyzer-fd-double-close
m -Wanalyzer-fd-leak

m -Wanalyzer-fd-phase-mismatch (fl: ¥V v K T listen ZIFUHTRIOY 7Y K TD
accept DM UH L)

m -Wanalyzer-fd-type-mismatch (§: 7—45 7S LV 7y NTODRX N =LYV Ty NEE
DfEA)

m -Wanalyzer-fd-use-after-close

m -Wanalyzer-fd-use-without-check
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e F /-, open. close. creat. dup. dup2. dup3. pipe. pipe2. read. &L
write B OIEDRHKR T —> V JDUMBEEEINF L,

o <stdarg.h>~v ¥ —DEAICET 2 4 DD L LWEE:

m -Wanalyzer-va-list-leak (&. va_start ¥~ O % 7z(d va_copy ¥ 7 O D& IC va_end ¥
JONBRVWT EEEELET,

m -Wanalyzer-va-list-use-after-va-end (&, va_end ¥ 7 ON M UH I N7 va_list + 7
VIV MNIATTHERINTWS va_arg £/cld va_copy ¥/ OICDWTEELE
ER

® -Wanalyzer-va-arg-type-mismatch ¥ 1 7l&, 70> —Y + —FEDRT/NATD
va_arg ¥ 7 ODFERAKREZ., ERICHEESIHFCE LICEINNFIX—45—DE
EBALTCFIVvILET,

m -Wanalyzer-va-list-exhausted |&. 70> —Y v —BEIT/ARAAD va listF 7o ¥
N4 FTva argw /7 ONMAEEFERAINTVWRIHBRICESELET,

* TOMBHDNE.
gHERMEOLWER

C++ DIBA. std::cout. std::cin 2 E DY O—/N)b jostream TV TV M DIEBEIL. <iostreams
ANYF—EEBUIRTDY—RT77AILTIIRL, BESATI)—HNTITHLNELDITRYF L,
CDEEICLY, C+ TOTSLDBHN T A —TVANEELFTA, SUYAALICELWAN—T 3
> @ libstdc++.s0 AFHAINAWGEE, GCCIBITIAVRAILINLZA—RINITv2ad3B &I
BYFET, T84 LICELLW libstde++.s0 Z AT 2 HEDFMIE. FFa XY b Z8RLTKE
IV, FEDGCC Y —RATIEZOBBEHIERI N, BEREDLZVLEIO libstde++.s0 Tl 7075
LEF LK EITTERCARYET,

Bugzilla:2172093!"]

GCC Toolset 13: annobin h*/¥—< 3> 1220 IC Y R—2X

GCC Toolset 13 &, annobin /Xy & —IJM/NN—T 32 1220 212 L ¢, EAMEEILERIZ. ROES
YT9,

e annobin / — NEBIOT /Ny JIER T 7 A IICKRENT 27-2ODYR— MDA EMINF Lz, T
niIc&Y, ETHENM T ) —DH A4 AN BNENFET,

o FLWhI/Enote 74#—< v MDY R—KMPEBIMIN/AIET, @ED debuginfo 7 7 1 LD
YA XIHHENIN, TNS5DT 74 ILDERICH D > FBFEIERI N E L,

Bugzilla:2171923["]

GCC Toolset13: GDB HA*/X—T 3 > 121ICY R—R
GCC Toolset13 &, GDB/X—Ya v R1ERHELET,
FANTEBE EHEEILRIZ. UTDEBY T,
¢ GDBTIE T7#4INKTY—ROA—RNEHTEVTI—DRIMIDEREINDLDICAYZE
L7co R94 YYD GDBDEEMLEIER VY 7 MEKZIEIF 254 (&. maint set gnu-

source-highlight enabled off & & U' maint set style disassembler enabled off 1< > K% {§
ALTRYAMBRELZEDICTEIT,
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BA% Hrhlae

e GDBIF. ABMIS—DRHETZLTIINY I RNL—RERRTDLIICARYFLEL, ThHR
7)) T MERIEBEEICKE T 2355 1L. maint set backtrace-on-fatal-signal off I < > K%
FALT. COBBEEZBBNICTIIENTEET,

C/C++ DENE:

o GDBIE, C++FVFL—MNIBEFET 2B FEABHROAF—/"—0O— RERBEICERD £
ICRYFE L, N"SIA—F—)RANEEBLT, EROT Y TL— 91 TTERINZEP
BB EDT Y TL— NERD 7 7I)—ICTL—ORA VN ERETEET, 9T @7EICE
BEDBENMMAONF LT,
—IFNaA—HY—A VI —T 4 R (TUI):

e tui layout
tui focus

tui refresh

tui window height

Insid, Ho layout. focus. refresh. & & U winheight TUI O <> RO L WHERITY,
HUWERIE., IhoDHLWVWIATY RDIA ) FPRELTELEFEELTVWET,

e tui window width
winwidth

DAY RIDKEE-RTLATI MINTWBIFE, L L tui window width 17> K7
(& winwidth T4 U7X %Z2ERALT, TUID 4 Y RUDRZRFAELET,

® jinfo win
DAY ROEAICIE, TUI D 1Y RODIBICEAT 2BHRAEENDLDICARYFELE,

Machine Interface (MI) DZE&:
e MIAVH—=TNH—=DFT T A M= 3 Uh4(-i=mi4) IRY F LT,

o 7S /JMA\ -add-inferior A< N, BEDO T IYY ROEHRAMETEZLIICAYEL
oo THICEY, N=U 3210 L YREID GDB DEMENETINE T,

e .add-inferior A<v Y N, #HEALTHLWTFZIAY Y REEEH IS --no-connection 7 5
THEZIFTAND LI ICRHRY F L,

o JL—URAYMNEAD script 7 4 —JL K (MI3 BT TIZEXHICRIER) (&, MI4TIEY R
MIRYFELE, ThIROATY REARY MIFELET,

o -break-insert

o -break-info

o =breakpoint-created

o =breakpoint-modified
PEID MIX—=2 3 v TOFH L WEMEAEBRICT 51213, -fix-breakpoint-script-output 1
v REFERLET,

wmLWnwav Y R

e maint set internal-error backtrace [on|off]
maint show internal-error backtrace
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maint set internal-warning backtrace [on|off]
maint show internal-warning backtrace

GDBlE. WERLS—F/IXAEENRELLEXIC, BEONY IV NL—REHATES L
Y F Lz, ThiE. RBIS—DHBAIEXT 74 b TEMEIN, AREEDHBAIET
T4 NTEMEINTWET,

e exit
BEDOquit ATV RIZMAT, HFrilWwexitOYx Y NEFHALTGDBARTTEXET,

e maint set gnhu-source-highlight enabled [on|off]
maint show gnu-source-highlight enabled
Y—2OA—RIZR& A4 ) VT %BINT 57<HIC. GNU Source Highlight 24 75 ) —%#8BMZ
IEEMELET, BAICTDE. 473 —@FFIAAETH>TEHEFERAINEIEA, GNU
Source Highlight 4 72 1) —pMER IR WEEIE. K Y IZ Python Pygments 54 75
)—DERAINZT,

e set suppress-cli-notifications [on|off]
show suppress-cli-notifications

CLICH L TEBAOE N ZIHEITE2NEI N ZHEL XY, CLIBAIE. #ERLEZOVYTFEAN
(BREDOTA. ALY R, FJL—LGRE)YEERLELEE, FLE TN\ ITHROTOT S LDME
IELEZIT(TL—ORA YV MIERELRE, V—RATYEVYIDRT. FLIFEIYIAHRE
IKEUYRELZET,

e set style disassembler enabled [on|off]
show style disassembler enabled

BT B & GDB A Python HAR— K TIA /XM LI NTH Y, Python Pygments /8y 4 —
UHFAEEERGE. A Y RRET Y TS —HAIKRY1 Y v T =BRALET,

ZELALOTV R

e set logging [on|off]
JEH#ERR S 72 Y. setlogging enabled [on|offl ¥~ NICBX#A SN ZE L,

® print
IXBREDERLEER XN ZFEALIFBNEREOEAND, EOEHE LS/ M BELREHY
TRRTDLIICEEINZF L,

e clone-inferior
clone-inferior A< > KIZ& Y, TTY. CMD. & & ARGs DREH. TTDO FHEREN SF L
WEREICOAE—INB LD 7Y £ L7, setenvironment J< > KX 7=(& unset
environment AY Y REFEHA L TMA SGNAEBREBEEHADIARTOEEL, il WFIREZL
IAE—3IhZET,

Python API:

e #7L\\ gdb.add_history() B3%kiE. gdb.Value # 7> x4/ hEHY., ZhHhKRT{E% GDB D
BEYZMIEMLES, ZOBEKIE. BEY X MNHOHFLWEEDA VT v I ATHDEHN
RLULET,

e L\ gdb.history_count() BE%ti3. GDB DEEREARDEDEZRL 7,

e #7L\\ gdb.events.gdb_exiting 1 X M, GDB#TI— RDEEZELHAIY EABEME
exit_code % 1D gdb.GdbExitingEvent 7 7> =/ N FH L THUOEINEF T, DI RV
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BA% Hrhlae

Mi&. GDB #8779 2HID. GDB ARERRED V) —v 7y TaRBT 2RIICKN ) H—3h
i’a—o

#1 L\ gdb.architecture_names() E# (3. & X 5N %9 X TD Architecture.name() [E%= &
CYRAMZRLET, BTV M) —@FXFITY,

# L U gdb.Architecture.integer_type() Bz, H1 XEFSREIMEI M ETFE L TEHR
RLET,

#1 L \\ gdb.TargetConnection + 72 = 7 b4 14 I, (info connection 1< > RTHRERI N
)EHRERLET., Y725 gdb.RemoteTargetConnection &, remote Efid & U
extended-remote AKXk L £ 7,

gdb.Inferior # | (%, gdb.TargetConnection = 7>tV DA >~ X% > X T#H % connection
TANRT4—DHY., COTMEICL > THERAINIERICAY FT., TEICERIRWEG
A, INIE NonellT B2 ENTEXT,

#7 L L\ gdb.events.connection_removed 1 X kL IR M) —d, D GDB H HHIFRS
1% & gdb.ConnectionEvent 1 XY b &FITLEFT, DA RV MIIE, connection 7'O/X
T 14—, DFEYHIKRINBEHED gdb.TargetConnection 7 7 x4 hBH Y £ 7,

#1 L Ly gdb.connections() BE%tid. RET7 V714 TRIRTOTE D) A MERLET,

#7 L \» gdb.RemoteTargetConnection.send_packet(PACKET) X vV v K&, BX#F® maint
packet CLIOY Y REEETY, IhEFEALT BELENSY b EYE—MY—F v MIC
EETEET,

# L\ gdb.host_charset() B#iZ. IREDKA MXZFEEY NOZRIEXFEIELTRLET,

%1 L L gdb.set_parameter(NAME, VALUE) F8#%i3. GDB /83 X —% — NAME % VALUE (Z%
ELEY,

# L\ gdb.with_parameter (NAME. VALUE) B8%i&. GDB /X5 X —4 — NAME % —BYIC
VALUE ICERELTHS, AVTHFRAMNKRTITZEVEY NI 2V TFRANIR—TVv—%
BLET,

gdb.Value.format_string XV v RiZ, 7—ILET#H % styling 51 EZBMB LD ICHRY FL

7zo true MIFE. BINDZXFIIE. RIA4) VT EBRATILODIRT—TY—r V2R
EEDBIENTEET, R4 )V JIE. GDBTRYA )V INFUICR>TWBIHBEIZD
HFEL F T (help set styling HBRBLTLCEIV), false DHBE (RY M BIBMNEEEIN
TUWARWEEDT 74K, BINBZXFIER Y4 ) v 7 I3@ERIhEEA,

#L WA Y EAEM gdb.InferiorThread.details (&, EBMNDY —4 v NEBD R L v KK
REREZFUXFIN. TDL D REMERI A WHEIE None [TV £7,

FLWHEARY EAEM gdb.Type.is_scalar . R h S5 —EDIFEIE True, ZDMTRTD
B D& False TY,

#;FLULWHARY EAREMN gdb.Type.is_signed (Z. Type.is_scalar »* True DIHE IC D & 55 d»
BoNZRELSHY., FSAXEDIFEIE True. TOMTRTOEDIBEIL False IC7Y F
o FRAZ—BICHLTZIDEREZHFAINS D &9 % &, ValueError " FEEL X7,
Python TEEINAZGDBELUM OV Y RAEBMTEZ LS ICAYF L,

TYTRAN)—=LDYY—R/—FEBSRLTIEIW,

What has changed in GDB?
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Bugzilla:2172096!]

GCC Toolset 13: binutils 2/8—> 3> 240 ICY R—2R

GCC Toolset 13 &, binutils /Xy 7 —I/1N—U 30 240 212 L F T, FAMEETERIZ. ROEBY
T9,

) h—:

o UYH—DHLL -w(-no-warnings) AX¥Y RS VAT avid, EEXvE—IPIT5—
Xy =Y DEREIFILE T, Ihid, BELAVWIENDA > TWE/NS F U —%/FKRT
DWEDNDHBIGRICRIEET,

o ELF U VA—IE, ROBEILEEXA v E—VEERTELDICAY F L,

o RHwIMNEITHERIZE,

o Read Write. eXecute D 3 DD/X—I v avty NETRTEALAE) —BEES
I\%{/Eﬁi_a—é 74I_I:lo

o eXecute /' N—3Ivyv¥avtEy NAFAHALTALY RO—AILT—9 T AV NEERT 3
i7'll_I:|c>

--no-warn-exec-stack ¥ 7z |% --no-warn-rwx-segments + > a VA FHETZ &, Ihb
EEABYMICTEET,

o Uh—IF, ERT BN FT ) —ITEBEDISONFERDAXA I T =Y BBATIDLDIIRY FE
L7,

ZDMDY —Ib:

® Portable Executable (PE) R 7 7 AL DT 7AIbAy =02 a Ay d—DT 1 —JLR
%R~ T . objdump Y —ILDF L\ —-private # 7> 3 >~

® ELF 774ILDLELFEIYavyAy ¥ —%HIBRT 272D, objcopy 1—F 1 )71 —5&
Ustrip1—7 1 )7 1« —FHOD#H L\ --strip-section-headers A<~ K4 v F+ S>3y

e objdump 1—7 1 )7 14 —D# L\ --show-all-symbols A > KSA4 VAT avig, 7R
LRIC—BTIHRMDY VRILDAHERTT 2T 740 MEREE IR, 7Y TILE
IKHBEINLZT RLRIC—HTH2IRTOY VRILERRLET,

e nmI1—7 4 YT 4—ICFH LWL -W(-no-weak) 7 7> 3 v AEEBIML., BV VRILEERELE
-a—o

e objdump1—F1 )T 14—l —BOTF7—FTI/Fv—OHT YT —HOOEERART

EHYHR—NTBLHICHRY F LT, --disassembler-color=MODE ¥ Y KRS VAT a Yy
AL X9, MODE &, JROWFTIhMIARY T,

o off
o color-ZDATvavid, IRTODY—IFINIIalL—4¥—THR—IMIhTWET,

o extended-color- ZDF T avik, IRTODY—IFINIIal—¥—THR—KrIh
TWRWSEY NAZ—%FERALET,

Bugzilla:2171926!"]

libabigail h%/X— V23IIYR—2R
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libabigail /Xy 7 —INN—=2 3 V23 ICEFHINF Lz, LTI ERBEKR T,

BTF debuginfo KRN H R—hI N2 LD ICRY F L7

Ada #iE Y 1 TOHR— MHPREI N F LT,

IHEIEEROF LW [allow_type]l 71 L VT4 THAYR—bI B LD IRYF L,
[supress_type] MMHIEARICI I FAFHLWITONRFT 4 —%BML F L7,
ABIXML 7 7 4 LA DN—=T 3V 22 ICEHFIIh & L7,

54 751)—®OSONAME |Z, BMED ABIZEAKRMT 2-HDICEEINF L,

libabigail /X r—</ 1%, CodeReady Linux Builder (CRB) YRY M) —TAFTEEY, CodeReady
Linux Builder Y RY M) —IZE&FEN 21Ny 5—Y I Y R—MRFATHZZEITEFRELTLEIL,

Bugzilla:2186931

debugedit D find-debuginfo 2 7 Y kb, -q (-quiet) 75752 P R—bT2L5ICRD

ZOEHFICL Y. debugedit 1—F 1 ) 7 4 —T find-debuginfo X 7 ') 7" kD -q (--quiet) 7 5 7 % (&
ALT. RV TSSO —LUADHEANEY ALV RICT DI ENTEET,

Bugzilla:2177302

Valgrind 58/3—2 3> 3210 IC) R—2R
Valgrind B/X—2 3 ¥ 3210 ICE#FH I N F Lic, EAMBEIGRITZ. ROEBYTT,

--vgdb-stop-at=eventi,event2,... + 7> 3 V DF L L\ abexit B, LOLLUADKT I— KR4I
ETTOTVSLIEERT LEXIT gdbserver 1—F 14 ) 714 —IIBHLE T,

e 37 L \\ --enable-debuginfod=[yes|no] = 7"~ 3 (&, DEBUGINFOD_URLS IRIZEZHICY R

h ¥ H T3 debuginfod #—/Y—%{EMA L T, Valgrind TETINTWS TOT T ALILRE
L T\ % DWARF debuginfo 18R Z B89 2 & 5 IC Valgrind ICIERLET, TDF T avd
77 A4 MEIL yes TT,

o s 0
¢
: DEBUGINFOD_URLS BIEZ#(d. T 74/ hTRHBEINEH A

e Valgrind (& GDB Python A% Y RZRHT 2 LD ICRYE L, ThHDGDB7AY hITY

RaA<T Y RICKY, GDBAXY Y RSA VAV —T A ATDHEDBEINET, D=
ELTE, GDBDOA—hIAYFY— o, ERRBIC—BTZITY RFELIEFEITY RALT
ERFRTZIATY REEDAILTRENBETFONFE T, BETIEHRITY RITDOWTIE,
GDB 3B|# AT L CERIY Y ROEAABHREILELLET,

vgdb 1—F 1 UF 4 —lk, —-multiZ+ 7> a v EEELTHUCHINLGEIC, R E—H
F7ORANEYR—FTZELIIIRYELELZ, COE—RTIEGDBrun ¥ Y RAHR—pX
NTW37%iH, 1209 —IFI)LH 5 GDB & Valgrind #E{TTEE T,

--realloc-zero-bytes-frees=[yes|no] = 7> a v A2 FH$ % &. malloc() EUIHEL%E1 V¥ —
7RI BY=ILDHA X0 Drealloc() EHDOHEELTETEET,
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e memcheck YV —JLid, ¥4 X 0 D realloc() EHDERDF v I A5RITTHLIICARYFL
Too T DREBEANICT B ITIE. #F L\ --show-realloc-size-zero=[yes|no] 21 v F & EMA L
i _a—o

e helgrind 'V —JLD#7 L L --history-backtrace-size=value # 7> 3 V& FH L T, LEIDT ¥
TADRG Yy I ML —RICEBHEIT DIV N —DHEERETETET,

e --cache-sim=[yes|no] cachegrind # 7> 3 VIEF 7 )L KT no Il Y, TDHER. 774/
NTIIAEFr Yy PamARYUARY ROADMIEINE LD ITARY F L,
e cg_annotate. cg_diff. & & U cg_merge cachegrind 1—5 1 Y74 —DY—XO— RHE
BEXNfikd, —FT4VT4—DIAXYRSA VAT a v ONEBILYFTRICKRY FL
feo To& Z UL, --show-percs & --no-show-percs & 7'~ 3 >, & L UVBEED --show-
percs=yes & --show-percs=no & 7> 3 U HHR— I NBLIITRY F L1,

e cg_annotate cachegrind 1—7 1 ) 7 1 —Id. E=% (--diff. --mod-filename. & & U --mod-
funcname # 7> 3 VAFER) E¥—Y (BROT I T7 7MLV EET I EICL D) BHR—b
TEHEIICRYFE LA, I5IT. cg_annotate (. 771 ILELVEBLARILTELYZDIE
RERHTBLIICRYF L,

o DHAT Y —)LIZ®ITBHLWI—HF—FEKIZLY, XEYV—TAOAVvIDTF7IERATIVMNER
NTSLDI024 XA MNEIRE A —/N—F5 4 RTEZLDICRYFET,

ROFLWT —F TV Fv—BEEDOGRSEY MY R—FMINZELDICRYF L
e 64 v N ARM:
°© VB2 AN T—BLUNRY MILD Floating-point Absolute Difference (FABD). Floating-
point Absolute Compare Greater than or Equal (FACGE). Floating-point Absolute
Compare Greater Than (FACGT). & & U Floating-point Add (FADD) 4,
o v8.2 Floating-point (FP) LLER 5 & AT X LhE &R,
o v8.2 Floating-point (FP) Lt DERQ /N 7V K,
e 64-Ev ~IBMZ:
o miscellaneous-instruction-extensions facility 3 & & U' vector-enhancements facility 2
DY R—b, ThiZ&Y, -march=arch13 7% -march=z15 + 7> a VA FR LTIV
RANWEINETOYZ L% Valgrind TEITTED LD ICRYET,
® |BM Power:
o ISA3TDOHR—IDIETLF L,
o ISA3.0 &, deliverarandom number (darn) g & R— T2 LI ICARY F LT
o ISA3.0 &, System Call Vectored (scv) A R— M BLDICRY FE L7,
o ISA30Ik, JE—. BEYMRIF., BL W cpabort i ftaEHR—KTBLIITRYF L,
Bugzilla:2124346
systemtap B*/X— 3 49 LY R—2R

systemtap /Xy 7y —IUDBN—=2 30 49ILT7 v FUL—RIhF Lk, EREEREF. UTOEHYT
ER
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HAE FHae
e 37 L \\ Language-Server-Protocol (LSP) /Ay 2 TV RIZL Y, LSPREITT 1 ¥4 —TD
systemtap 27 ) T hNDA VIS 0T 1 TR T MERD BB ICRY T,
® Python/Jupyter 1 ¥ 505747 /—hTwv o270V NIV RADTIEZR,
e DWARF5EY N7 4 —JIL ROEBAHREZEINZE L1,
Bugzilla:2186934
elfutils */3—< 3> 0.189 ICY R—2
elfutils /Xy r—IHAN—=U a3V 0189 ICEFHINF Lz, ERWEBRENTEBEIRDESY TT,

libelf

elf_compress 'V —)l &, ELFCOMPRESS_ZSTDELF Efg¥ 1 752 Y R— b FTE5LDICRYFEL
7o
libdwfl

dwfl_module_return_value_location FE#{/&. DW_TAG_unspecified_type ¥ 1 7D ¥ I %3157
DWARF Information Entries (DIEs) IZXf L T O (RYBD S 1 7R L) ZRT LD ICARY F L,

eu-elfcompress

tHB LUV type= A4 T aviE, zstd BIE AN L T Zstandard (zstd) EfEHRE2H R— b2 LD
IC7Y £ L7,

Bugzilla:2182061
libpfm H8/X— 3> 413 ICYR—2R
libpfm /Xy r—IBN—=Ua v 4B ICEHINE Lz, TOFHICELY, libpfm &, ROTOtEY
Y=< 4007 —FTI0Fv—DNRT A= VRABERN—RIVITRATATARY MIT I ERATZ
BEIICRYTT,

o AMD Zen?2

e AMD Zen3

e AMD Zen4

® ARM Neoverse NI

® ARM Neoverse N2

® ARM Neoverse V1

® ARM Neoverse V2

e |IBMzl6

o A4 Intel® Xeon® Ry —Z 7Oty H—

Bugzilla:2185652, Bugzilla:2047720. Bugzilla:2111940. Bugzilla:2111924, Bugzilla:2111930.
Bugzilla:21M933, Bugzilla:2111957, Bugzilla:2111946

papi &, FiLwrOntvyy—~1/07—F79Fv—%HYR—-F+93

COMBEILRICEK Y, ROTOLyH—~<4 /07 —FT70Fv—LDpapi 1RV M)y h&(E
FALT. RI4—TVREBEN—RITFICTIEATEIDLDICHRY ET,
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o AMD Zen?2
e AMD Zen3
® ARM Neoverse NI
® ARM Neoverse N2
® ARM Neoverse V1

® ARM Neoverse V2

Bugzilla:2111923  Bugzilla:2111947, Bugzilla:2111942

papi l&. 64EY M ARM 7Oty Y —DFENR T —IVRARY AUV MGmHIY BIEE
YR—bBE5ER3

LEID 64 EYy M ARM 7Oty H—Tld, TRTDNRT = VRAARY NAT VY —DimHERY
ETC. VWW—RZXREIEET DV AT LI ZFHETILENHY LA, papild. 64 EY K
ARM BICEHIS N, N7 —IVRAAV VI —TEHEEZERTZOEAD, X7+ -V RARY
NAD VS —DLYERRI—F—EEHZGANY ZFEATESLDICRY EL

7=, Iproc/sys/kernel/perf_user_access /N7 A —4 —% 1IIRET D E. papi B2 DDAV VI —%
FHAWMBDODIEE IOy 5 A DIV 724 44 JILD 5 29 A JILITED L E T,

Bugzilla:2186927!!]

LLVM Toolset X/3— 3 16.06 ICYY R—R
LLVM Toolset B5/N\—< 3 2 16.0.6 ICEFFINE L 7,

F IR, ROEBEYTY,
o RE(LDNREH
e FTL UL CPULEERD Y R— b
o HILWC+ N—=I 3 UyADYR— KDOWE
BAEBEOLWVEBIANZIZERIIROEEYTY,
o Clang D7 7 # )L b D C++ 1Z# (L, gnu++14 TIEA < gnu++17 ICAY F L7,
e -Wimplicit-function-declaration. -Wimplicit-int. & & U' -Wincomplicit-function-pointer-
types 7 7 avid, CA—RDTI7AIKRTIS—IIRDBEIICARYE L, Thidk,
configure 22 ) 7 N DENMEICHE %R 5 2 2R REMENAHY £7,

T 74 MTIE, Clang16 (Z. GCCToolset13 IC& > TIRHEI NS libstde++ 51 75 ) —/n"—Ta >
13 & binutils 240 #fFAL £ 7,

M. LLVWM Y Y =2/ —k 8LV Clang V) =2/ —h 2R LTLLEIN,
Bugzilla:2178796

Rust Toolset A/ X— 3 >V 1.711ICY R— X

Rust Toolset N/ X—Y 3 V1711ICEHFINFE Lz, ERZTESEE. UTFTOEHBYTT,
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BA% Hrhlae

o NI A=V RA%EMALEIHB7HD multiple producer, single consumer (mpsc) F ¥ RJLDOFT L
LR

cratesiio LY A M) —& L UHEKRMITHERT 57HDFH L\ Cargo sparse 1 7 v 7 270
(NP

VYA LMEOHEIED=HDF L Ly OnceCell &£ ' OnceLock ¥ 1 7

Foreign Function Interface (FF) IERICE D288 7> 74 > ROFERZABEICT 25 L W
C-unwind ABI X7

HME. —EDT Y TRAMN)—L) ) —ZARERESRLTLEIL,
® Announcing Rust 1.67.0
® Announcing Rust 1.68.0
® Announcing Rust 1.69.0
® Announcing Rust 1.70.0
® Announcing Rust 1.71.0
Bugzilla:2191743

Rust profiler_builtins 5% 4 AV R—3x ¥ NHFIAAEEICAR S

Z DOHEBENLRIC & Y. Rust profile_builtins 5> % 4 AV R—3 Y MHDFAETEELDICARY L
o TDZVHALAVER—FY ME, ROAVIRA S—F T avEBMMLET,

-C instrument-coverage
ALy TaAT7A) T EBMILET,
-C profile-generate
TOa77AIVAM4 RMEEORBELEBMCLET,

Bugzilla:2227082[1

Go Toolset A*/X—< 3> 1.20.10 ICY R—2R
Go Toolset BX/N—2a vV 12010 ICEFI N F L7,

FAREILRIEZ, ROEBYTY,

o NERIBICKBEETICATA A EXFEIN%ENIET Z/-DDHFH L WEEAH unsafe /Xy r—(C
EBmMIhZEz LR,

o LLEHEEAEE. WEAREARINZRLT I ENTESLIICRY F L,
e 3L\ crypto/ecdh /Xy r—3,
e gobuild 5&Ugotest AV NiE, -i 737 %2Z T ANGK QY F L,

e gogenerate 3 £ U gotest <Y Kid, -skip pattern + 7> 3 Vv #ZIF AN B LD IIRY FE
L7,

e go build. goinstalll. BLTZDMOEIL REEIYY NiE, -pgo 757 & -cover 757 %
HR—MTZLIICRY F L,
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¢ goIXY YV RIE CY—IFI—VDRWIRATALTIEFT74ILMT cgo ZEMCTELDIC
Y FLT

e goversion-m IV RiE, LWUEBLDGoNAF) =941 TOFmAHARY AHR—KTE5LD
IC7Y £ L7,

¢ goIX YV RIE CY—IFI—VDRWIRATALTIEFTZ74ILMT cgo Z#EMICTELDIC
Y F L7,

o O—RANLYIYTAT7AIVEBEBEKTAMNDISOAETEDOTIERL, 7TV r—3v
EHBETAMNDLRET DHHODYR— M EMINE L,

Bugzilla:2185259L"]
pecp H/8—T 3> 6.05IC) R—2R
pep Ny T—IMNN—=2 3V 605 ICEFHINE L, EAEFERIE. UTFTOEBYTY,
L Y8 —Y—ILDOBkEE
e pmdaproc -
o EHDA—FRILTcgroup TEDIRQPSI X MY ZZDHYR— MBI NFEL L,
o ¥ L\ proc.smaps.pss_dirty X b v IAEBIMINF LT,
e pmdasmart: NVME 7 4 2 7188 & BFIREX MY 2 2B MI N F L7,
e pmdalinux:
o RHDA—FRILTYRATLLEDIRQPSI X MY I ZDYR— M EBMINZE LT,
o NUMAAERXE —BTREX M) v IMEMINF L,
o HILWRY NT—F Y J(TCP, ICMP) X M) ZZABMINZF L7,
e pmdaoverhead: 7O XDV IL—TF DA —/N\—~v RZFIET S5 L L PMDA
e pmdahacluster: Pacemaker 2.1.5 crm_mon HADEE A BT 5 7-DICEFHINFE L.
BERRY — L DHEE
® pmieconf:
o Webhook 77 3 vdDHR— MBI N ZE L7 (Event Driven Ansible),
o 77ANRBRFOHEREF Y VT 2HLL pmie L—ILAEIMINE LT,
® pcp2json: HTTP POST %3%(59 %4 7> 3 ¥ % {E 2 735K pcp2json
® pcp-atop: cgroup. NUMA X E!)— 8L NUMACPU HR— kBN NZF L7,
e pcp-htop: HTL WA —T > 7 7 4 JLEEHF Meter DY R— M AEIMI N ZE L7,
o pep-ps: EBDT —HA TH Y TV ERRT DHEEIBININE L.

Bugzilla:2175602
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PCP @ pmie 1—5 1 1) 57 14 —H* Webhook 1 R NDEREYR— 2L ICHS

Performance Co-Pilot (PCP) @ Performance Metrics Inference Engine (pmie) 1—7 1 ') 7 14 —I&.
Webhook 41 XY NDEREHR— T BLIICAY F L, TOFEHMILY., BREINL pmie )L—
JLIE. Event-Driven Ansible (EDA) IC& > THEARIBEAGHATIANY h2EMLF T, TORKER. EDA
& PCPIIL—ILICRIGTE XY,

COWEEEBMICT 2ICIE. IRTOA—AJ)L pmie )L—IL%E, HEDIY KRS~ (URL) T
Webhook ICEET 2 & D ICEREL £T,

# pmieconf modify global webhook_endpoint https://localhost:443/<endpoint>
# pmieconf modify global webhook_action yes

Bugzilla:2185803
grafana AX/X— 3> 9210 ICY R—2Z
grafana /Xy = NN —=U 3V 9210 ICEFHINE L, EREERE. UTOEHYTY,
® heatmap /X)L & Grafana £ THEAIN B LD ICY X L K,
e Geomaps (FEEBEE EBOEAZRETI DL DICARY F L,
® Alertmanager &, Prometheus Alertmanager/X—23 > 024 ICE DK LD ICRY £ L1,

® GrafanaAlerting Jb—Jbl&, RITIS—F7/lE¥ 1 LT MEFIZT 7 )L N T Error IREEZIRT
£IICRY F L,

o XENHIYYaAR—RTHEATEZLDIICRYE LA,
o EALTHMTAIKEEN Y R—IMINhBLHICRYFL
o NJTYwHH vy aR—RTGrafana ¥y Y a2 R— RaHETELZLHICHRY F L,

o L\ Prometheus A N =S VI NR—H =N F TS VHlgEE LTHRHIATE S LD ICRY
F L7,

HME. 7Yy TRAMN)—LD) )R/ = ESRLTLEIL,
® What's new in Grafana v9.1
® What's new in Grafana v9.2

Bugzilla:2193018

Grafana XIBWVWESE2BWELL A< 2B

ZOEHICL Y, Grafana (FLREWBEDOESILICHVWEEZONIESZ2AME LK RY X L,
HEERITHIBESIERDELEYTT,

e AES128-GCM-SHA256
e AES128-SHA
e AECDHE-RSA-AES128-SHA

e AES256-GCM-SHA384
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e AES256-SHA

e ECDHE-RSA-AES256-SHA
Bugzilla:2190025!"]

.NET 8.0 h*fIFHAIREIC/ %

Red Hat Enterprise Linux 9.3 (ZI& NET X—2 3 Y S0 AEMINTWET, UTFIE, EAHERT
ER

o CHRBLUFHSEEN—YVavoHR—IMEBMINE L,

o NETYZ7 M DU z7PHEXTY NEEEFRALTCOVYTFTF—AA—VBENNRTBEODOHR— K
MPEMIhZF L,

o HR—IOAL V4 —(GC). Just-In-Time (JIT) AVXM F—, BLUVR—=F4 TS )—DN
TA—IVANELDRTHEHLELZE LT,

Jira:RHELPLAN-164399("]

4.14. IDENTITY MANAGEMENT

samba /N — 3> 4186 ICYR—2R

samba /XY A —JE Ty TARNY—LN—T3 24186 1Ty TOL—RKRI N, LEION—T 3 VIC
W B/NTIEEEIREEMEHRHINTVET, REFEITREITES:

o LIEIDY Y —RTDOEF2)FT1—DALIF, X¥T—FDEVNT—-O— KD Server
Message Block (SMB) ' —/\—D/NR 7 3 —I VYV RICHEASZF Lk, TOEHICLY, D
SFNVATONRT A=<V ADELELET,

e 37 L \\ wbinfo --change-secret-at=<domain_controllers I< > R, IEEIh/A KX 1 >0
YhO—5—DFEBET7HI Y bDORRAT—ROEEEBF LE T,

o FT7#JLNTIE Sambald 7/ REI#Y 2 k (ACL) % 7 7 1 LD security.NTACL 3535 B M
ICR#E L £ 9., /etc/samba/smb.conf 7 7 1 JL®M acl_xattr:<security_acl_names 3% % (£
LTEMREARITAXTEDLDICAY L, ARY LILREMSSIE. security.NTACL
DEDIREINLIBATIFARVWI EITERLTLLEIV, ZOHER, H—"—IiIZO0—HILIC
POERATERA—H—ZHRAYLBEEOIA VT VY AEZEEL, ACLAZETDREEMELHY
9,

Samba 411 A —/N—X v =2 70Oy /=T 3V 1(SMBY) 7O M DL FEHEE LY, 5%
DY —ZATHIRINZ ZEITSERELTLEI L,

Samba ZRENT BRIICT —IR—R T 7AIUDBNy I Ty TEINFEFT, smbd. nmbd, F7/z
[Ewinbind U —E XN EENIT D&, Samba D tdb T —9R—XT7 7/ ILEBERICEF LE 9., Red
Hat X, tdb T—9RXR—ZXA 7 7MWV DI IV T L —REHR—KLTWEHA,

Samba ZE# L 71, testparm 1—7 1 ') 7 1« —%{£F L T /etc/samba/smb.conf 7 7 1 JL =5 L
7,

Bugzilla:2190415

ipaclient O—JLICL Y, 1AM LRIV TCA—H—D sublD AR ETX 2L ICR D
ZOEHICL Y., ipaclient ansible-freeipa O —JLIC & Y ipaclient_subid 7 7> 3 VAR I h, &
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N % {#EF L T Identity Management (IdM) LRV TH T ID EHEAZBRETE LD ICAY F LA, LW
F 7Y a v HBRRMIC true ICERE L AW &, ipaclient O—JLIET 7 # )L NOEMEE#IFL, |dM 21—
P—ICBREINsubID BEBRLTYISA 7Y A VA M—ILLET,

LIRTIE. 2@ 0O —JLiE sssd authselect 707 71 LA EL. FNil L > T /ete/nsswitch.conf 7 7
AIDARITA ZINTWE L, sublD T—FR—2 L |dM %= FHEE . /etc/subuid & L
letc/subgid DO—HIL 7 7 A ILDIHEKEFELFE L,

Bugzilla:2175767

BRODIAM T IN—TEH—EREH—O Ansible Y RV CEEBCX3LDICh D

ansible-freeipa @ Z OHEEILIRICE Y. B—D Ansible ¥ 2 7 %A L T, B D Identity
Management (IdM) 2 —H#— 7 )L —F&H—EX%EBI. £H, BIRTE2 L5V FELEL, ZDE
®IZIE. ipagroup ¥ 1 —JL & ipaservice Y 1 —J)LD groups & services 7 S 3 v AEMFRALE
ER

ipagroup CERATX % groups 7 7> a v ERT2E. HEDTIL—TICOHBERINZEHD Y
W—TEHEBETEET, COJIL—TIE, name BRI L > TEEINE T, Zhik. groups &
ToarvDH—DORAZTHTTY,

BE#RIC. ipaservice CTEATX % services 7 7> a v FHAT5E. BREDOH—ERICOABERIN
ZEBOY—EREHAEEETEET, ZOY—ERIE name ZEHICL > TEREINE T, Th
I&. services # 7 3 v OM—DUBHBAZTHTT,

Jira:RHELDOCS-16474[1

ansible-freeipa ipaserver 0 —JL A* Random Serial Numbers ZHR— b 95 L5 ICi 3%

ZOEHFICL Y, ansible-freeipa ipaserver 0—)L T ipaserver_random_serial_numbers=true 7 7
IaVEFATESZLIICARYFELEL, TDLIITLT. Ansible % L T Identity Management
(M) H—N—% A VA M=V T B E XL, PKITAHAEE Y VIR NDREIL T VI LRV Y TILE
SEEMRTEZET, RSNV ZFAT 2 &, KEERIIMA VA M=)V TCOHHEEEZLOE L, |dM %
BAYVAMN T EEO—BHBHEEEHSIENTEET,

BF

RSNV3 iZ. BILWIAM A VA =L TOHF Y R—KMINZE T, BMILEBE. T
DPKIYH—EZXTRSNVI 2 FRTZ2HEIMHY 7,

Jira:RHELDOCS-16462L"]

ipa B/8—T 3> 41021 R—R

ipa/ Xy T —IUMNN—=U 3V 410217y I L —RIhFELk, EATERIE. LTFTDEHYTT,
e [dMCLI 8L T Web Ul TORERAEZEDKRFEE VA MKRRDN T+ —< v Z2”AELF L,

ML, Ty TAN)—LDFreelPAD YY) —2/— bk HBBLTLEIL,

Bugzilla:2196426

ipaserver_remove_on_server 4 7 3 > & ipaserver_ignore_topology disconnect & > 3
b, ipaserver O— )L CRHIAATCE 2L ICARY F L,
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ipaserver ansible-freeipa 0 —JL M remove_server_from_domain # 7> 3 V%A L T, Identity
Management (IdM) hROY =05 L T Y A%HIKRYT 2 &, RO —DEMIhES, I T, KA
1 VDERFLIEVWVHDZIBET Z2HENHY XTI, EFMICIE. ROZEEZITIBEINHY XD,

e ipaserver_remove on_server fEZEEL T, PROD—DEDEDERITFIE2NEEELF
-a—o

=)

e jpaserver_ignore_topology disconnect % True ICBREL £,

remove_server_from_domain # 7> 3 VAFER L TIAIM DS L FY A%HIBRLEZBEIC. ERIN
ANROY—DPREINDIFEIE. TNO5DA TP aVIFEELERBERVI EITERLTLEIY,

Bugzilla:2127903

IdM (& min_lifetime /X5 X —4—%HYR—FF2L5I1CR3

Z DOBELIRIC & Y. min_lifetime /X5 X —4% — 7' Jetc/gssproxy/*.conf 7 7 A JLITEBIII N E L
7z min_lifetime /XS X —4 —{&, Y—EXF& v hOKY OEMHELZDEL Y EEWNGEICH —
EXFTy NOBEFHFEN)A-LET,

TI7AILNDIEIXISHTT, NFSBREDRY NT—I R 2a—LUVS54 T MDIHAE. KDC B —BFH
ICHBTERLL R 2IZBEICT I AN RDOND YRV T DICIE,. CDIER 60 FICREL X
£

Bugzilla:2181465

ipacert Ansible E2 21— )L &AL CIIMEIBAEA#EBCX 5L HICRS

ansible-freeipa ipacert €~ 1 — /L& L T. Identity Management (IdM) Z1—H#'—, R b, B &
UCH—EZXDSSLAAZEZ Y VT RAMELIEREBETES LAY FELE, 12— — ®A M B&
UCHY—EXRIF. INODREZFERALTIAMICH T 20272 &N TEET, SRS ZMYEL
eV, REBINLAREZETLAYTZIEETEE,

Bugzilla:2127907

optional_pac_tkt_chksum &+ 7> 3 VT, kb5 DEAZ/N\—Y 3 VEOHEEERY = #F

options_pac_tkt_ chksum # 7> 3 VA FRAL T, BAZ2NX—=I3 VD kb5 /8y r—I%FETL TV
% RHEL Kerberos Distribution Center (KDC) % —/N\—EOHEEERAMZ I TI 2 LD ICAY F L,
BHEICIE. FEBMRE (PAC) F7 vy NOEBELKRILICEAT 2HE2EETCEET, F7 v MIE
292 ENFHINS Kerberos 71 ¥ 73)LICHE L T optional_pac_tkt_chksum XZ5IE M %
true ICERET D&, KDC X, PACF U v RBEZDARWF v N %&EE Service for User (S4U) 1) ¥ T
ARNEEELERA, FIry MIBEZTZTY VY NLIE, FUy bDY =4y NF—EXDLILAIC
ISCT. F4Uy MREEY—ER (TGS) DT VNIV FELIFVIVAB TGS S oL TT,

krb5-1.20 ') ') — 2 LAF&E, MIT Kerberos KDC Tld, S4U N VTR MNAEBICNETESZ LD I,
Kerberos ¥4 v N DEESLEDICE DK FU vy NEEHN PACILEFEETZHENHY F L, LLETIE.
BE®D KDC ' krb5-1.19 LIgT A L. fhd KDC »° krb5-1.20 LI A FH T 2 BENLRT Yy 7L —
R+ )AT, BEIPRELTWE L, TILWAR—U3 VD kb5 A5 S4U ) VTR MCERT S
KDClE, H—ERANSAU Y I T A RMIEWNN—=U3 v DOkbs A#ER L TWAEAIC., YEZhLw/N—
VavaEFRATBKDCHERMETEZH—ERFry hEERFLTVWE LT,

Z DHEBED Identity Management (IdM) TED L D ITHERINZNMIDOWT, FlE 25607 ILY 2
T2 EZBRLTLEIW,

Bugzilla:2178298

M B Y —ZAR—2DFRHG ETEFEEYR—FTBLDHICRS
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COEHICLY, 1AM IEY) Y —ZR—ZDFHFTEEE (RBCD) & HR— T 2L IRYF L,
RBCD #{FfHd % &. UY—RALRILTEEEZ DN CHETE, FABBRIEZEEIND T —ERD
MEENT7VERERETCEET,

RBCD (£, IdM & Active Directory (AD) &R EICIRIBE T, Chid. ¥—45v M—ERETO
FO—H—EXOmMANERZ T4 LA MIBLTWSIHBAICAD B RBCD OFEA %I T 5720 T
ERR

BF

IR7E. RBCDIL—ILTHRETEZDIE, IdM KA VYHDOY—ERDHTE, 9—45v
F—EZXDAD RXAVD—ETHBHE. N\—Iv > aVIFADRHTOHMIETE
F9, AD KX Oy bO—F—F 1AM Y —ERBEREFEEL TIL—ILEERT 5
EDNTERWSD, TOBEIFIBEYR—MIhTWEHA,

FEYF ) FOFMIE. FreelPA DEEEIR—Y ZSRLTKEI W,
Bugzilla:2165880

RHEL 9.3 X 389-ds-base 2.3.4 iRt L F ¢

RHEL 9.3 [Z. 389-ds-base /N\v —I/NN—U 30234 EHICEBAEINET, /N—TY 322340
FRNTEES L OHEERIEIE. UTDEHYTT,

® https;//www.port389.org/docs/389ds/releases/release-2-2-8.html
® https;//www.port389.org/docs/389ds/releases/release-2-2-9.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-0.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-1.html

® https;//www.port389.org/docs/389ds/releases/release-2-3-2.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-3.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-4.html

Bugzilla:2188627

bind #EED KB L 72358, DirectoryServer B’ 54 7 MEREZBRAL 2 I ENTESB LI IC
A

LIRTIE, bindB1EN.KET 5&, bindRY A— KA EBITZ—EOT7 TV r— a3 v, X543
2 T A T Director Server #0— K 2 AgEMELHY F L7,

cn=config T~ ) —DTDH L L nsslapd-close-on-falled -bind SR EBMZFERATHE. T—/1—F
bind BENKRLILEEZIC, V547V MEREZRL DI ENTEE T, TORR., Y—N—0D&H
EBRTDEIENTEET,

Bugzilla:1987471

Automembership 75741 v DXE, T7AIWINTRIN—T%20) =7y T LAELARS

LARTIE. automember BEIL K& X 7 1&, T RTD automember L—ILEFARTITRTDA V/IN—=
THEHIR LB, A=y THRUIASBEIRLTWE LA, LED 2T, FICHED be_txn 7
STAVRAEMR>TWEIBEE, BEILRIZRVZEEVWIRX MDY F L1,
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ZDEHIZL Y, Automembership 75 74 VITIZROBENMA b F L7,
o —EILEFAIXINEBEIRYRVIE1DEIFTY,

e Automembership 7574 V&, T 74 NTIREUBIOA Y NN—=% D)= Ty FLRLARY
Fl7, FILWLWCLI A TY 3 —cleanup ZEA L T, RAHSBEEIL R BHENICA /=
Yy TEBRMICV) -V Ty T LET,

# dsconf slapd-instance_name plugins automember fixup -f objectclass=posixaccount -s sub
--cleanup "ou=people,dc=example,dc=com"

o BEDETKRZRTT ZHOOITDVBEINF LT,
Bugzilla:2149025

#1 L L™ passwordAdminSkipInfoUpdate: on/off X4 7> a3 VA FIHAAREIC A S

#1 L L passwordAdminSkipinfoUpdate: on/off 5% E % cn=config T b ') —I(ZEBMYT 5 &, /R
J— RNEEBENETITEINRT - RFREHFZIOMNKHETETET, COREZBMITEE, AR
7 — RKDOEFHT

|&. passwordHistory. passwordExpirationTime. passwordRetryCount. pwdReset. & &£ U
passwdExpWarned 72 E DR EDBHIFEFHF I NI E A,

Bugzilla:2166332
#1 L\ slapi_memberof() 75 71 VB8 Directory Server 7S A VB LVISA TV NT
TYV5—>a v TCHEATESR LIRS

# L\ slapi_memberof() BIUL, FEEI NIV M) —HAEENFIIBEENICET Z7IL—TDH
A% (DN) #EUfS L £ 9, LLETIL. MemberOf, Referential Integrity, 8L WACL 7S 71 Vik. =D
EIBRITN—TEMETEIHEDANXLERELTWE LEL, ZOBHICLY, JIL—T DN %R
TIODHEEANZXLEEANT 5 slapi_memberof() B AFRATES LD ICRY F L1,

Bugzilla:2189946

Directory Server I&. {R?8EH nsRole &, ¥ x—Y KO- ET 1Y —XhizO—IL DA
VI Y AREEHICBIRADLOICRB

LIRTIE. 1RZEE™ nsRole # 7 1 JLY —ICEE LDAP #R3FRIZ. TOBMICA VT Y IR A[MITBH I EN
TERWEO, BEIAIDNMYE L, TOEHICLY., 7149 —HNDORERBM nsRole #FHAL T
Idapsearch #32179 % &. Directory Server &’ RD 5T nsRole BB X2 £,

o Yx—IRNO—J/LDIHE. nsRole B!t nsRoleDN EBHEICEZT#HASNE T,

o T4 )L —XNO—)LDIHZE. nsRole EMIL nsRoleFilter BEICEZI#MAONE T,

ZORER. REBICA VT v I AT 5N 378, nsRole BiZFMH L RROBEBEREIHEI N
i’a—o

COBEHIE, FRAPMINEZO—VICEERINAVWI EIERLTLEI W,
Bugzilla:2189954

#1 L \™ nsslapd-numlisteners 58 €4 7' 3 VA FIAAREICA S

nsslapd-numlisteners 1% (&. HEII I M7z Z B80T 2728 Directory Server MERTX %) R
FT—ZAL Yy ROBAERELEF T, BREAZEBYTIET, Y—N—TZ2HDOI 517V MERIREEL
A DINEREENETEEY,
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Bugzilla:1975930

IdM X, PACOERICERAXNZBSIbLY M TaHHATIA T aveadR— 3

7 7 # ) b Tl&, Kerberos Key Distribution Center (KDC) &, Privilege Attribute Certificate (PAC) @
AES HMAC-SHA2 BEEEK L T, 7272 L. ZDBEE{LS 1 7I& Active Directory (AD) TlEH R —
FEINTWERA, TORBR, ADVARLILLADHMWNZTZRE) VI A MIELLUEIhIEA,

Z DOHBEMLARICE Y. TGS 71) > /X)L krbtgt/[realm]@[realm] T pac_privsvr_entype Bt % 4 —
9 MUILLICREREESESY A FIRET S & T, PACOERZILFERAINZESILY 1 TA2HET

THLIIKRYFEL, 1AM Tk, AD EENIEFET 2156, COXFIEMIEBHHICKREINE
_a—o

WARNING: This update is about standalone MIT realms. Do not change the Kerberos Distribution
Center (KDC) configuration in RHEL Identity Management.

feEZIE MITLILAE AD LILADIZE,. 2 ORIV LA Ticket-Granting Ticket (TGT) T AD H#tD
ESEYA THERIND LDICTZICIE. EEHFIEIMTEITIOALILATGES ) o)L RD
EHICHRETIMEIHYET, ThITLY. LILAR TGT I& AES 256 HMAC-SHAI B St 4 1 7%
FRL. FNHEREE)V IR ELLUBINE LS ICRYET,

kadmin.local <<EOF

setstr krbtgt/AD@IPA pac_privsvr_enctype aes256-cts-hmac-shai-96
setstr krbtgt/IPA@AD pac_privsvr_enctype aes256-cts-hmac-shai-96
EOF

Bugzilla:2060421

415. T2 74V IAVIZARNT I Fv—

Intel Arc A ) — XTS5 749 I ADBRLICYR— M INBEDHICHD

Paiid72o /0 —7LEa—& LTHIAREETH > 7= Intel Arc A-Series 757 14 v 2 X (Alchemist
2L DG WEENTRICHR— M INBLDITAY F L7, Intel Arc A-Series 757 4 v 7 Al
N—=ROTT7TF7oESL—Y3aV%A8ICT S GPUT, EICPCH—LTHERAINET,

Bugzilla:2101598L']

416. WEB >V YV —Jb

Podman ANIVARAF v O 79> avHhFATEICR S

HLWIAVYTFF—A2EHRTBEEFIC, RO Podman NIVAF T I T3 vOWTO A BIRTEE
_a—o

® Noaction(TZ7#IN):T7o2avIiFETLEREA,

® Restart AVTFF—%ZHBEELFT,

o Stop: AVFF+—%ELLET,

® Forcestop: AVTFF—%ARBHEIMICEFELLEY, AVFTF—DPRTIZ2DE[FEEHA,

Jira:RHELDOCS-16247(1
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Stratis i RHEL Web a >V — L CHIATIREICL 5

CDEFHITL Y. RedHat Enterprise Linux Web 3> Y —JUI&, Stratis A NL—VABETED LI IC
By FE L,

Stratis MEEMIE. Web 3>V —JLEHEHE L7 Stratis 77 A IV AT LDy N7y 7 #HBBLTLE
Ty,

Jira:RHELPLAN-122345!1]

4.17. RED HAT ENTERPRISE LINUX & X7 A 0—Jb

systemd 1=y N2 EE T 5HDDHF LW RHEL Y A7 AO0—)b

rhel-system-role /v 7 —(CId, systemd RHEL Y R 7 ALAO—IAEFEFNZLDICRYFLE, D
O—LAFEALT, 2=y b 77407704 L. O AT LLETsystemd 1=y NEEET
XFEY, systemd 1=y R 774 ETYTL—MEREL, Tho5Da1 =y MOKRRE (AR, =1k,
RRAVRRE) ZIBET ST & T, systemd DHEE= BEIELTE XY,

Bugzilla:2224384

XENRY I Ty TEENCT S sshO—ILDFILWA T aY

# L\ ssh_backup # 7> 3> % false ICERET DI E T, AVWRE T 7 M IIDAEEZINZEIIC/NY
DTy TEINBZEEZMETEDLIICARY E L, MRTHE. Ny o7y TERET 71 L BEIMIICHE
MEINTWE LD, ChIEFRERBEDNHY F L7z, ssh_backup 77> 3> DF 7+ )L MEIK true
T. TOBENFRFINET,

Bugzilla:2216753

keylime_server RHEL > X7 LA 0—J)b

# L L keylime_server RHEL ¥ X7 AL0— )L % AT % &, Ansible Playbook Zf#Ff L T. RHEL9 ¥
AT In ET verifier & & U registrar Keylime AV R—3R Y M &RETE X9, Keylime l&, Trusted
Platform Module (TPM) 77 / BY —% RT3 ) E— Y2 VEEAY —ILTY,

Bugzilla:2224385

F L\ ha_cluster > A7 AO—JLEEED Y R— b

ha_cluster & 27 L0—)bid, ROMEEETR—KF T 2L ICRYF LT,

o NY—2ABIUVNY—RBREDTI7#IMDERE (JV—IVEELERDT 74 DEY b2E
L\)O

e SBDwatchdog A—XRIETa—)bOO—RETOY I, THILLY, 1 VA M—ILINTL
BDBN—=KOxT7 04 FRYTEIDSRY—THERATEDLDICRYZET,

o VSR —RARNED A—F LT NA ZANDEBD/INRAT—RKDEY KT, chilLY, BAL
PA—S LKA NDPEROEBDI SAY—IZESML. ThbDY S5 R4Y—_LED hacluster
A—H—DNRAT—RABRLRZT O XV N ERETEET,

INODEEEARET B-DICKRET /8T A —9—DFFMIL. ha cluster RHEL ¥ 257 AO—)L % (&
FLIE-EATRAMISAY—DFRE ESBLTLLEIL,

Bugzilla:2185065, Bugzilla:2185067, Bugzilla:2216481

72


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/managing_systems_using_the_rhel_9_web_console/setting-up-stratis-file-systems-using-the-web-console_system-management-using-the-rhel-9-web-console
https://bugzilla.redhat.com/show_bug.cgi?id=2224384
https://bugzilla.redhat.com/show_bug.cgi?id=2216753
https://bugzilla.redhat.com/show_bug.cgi?id=2224385
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#configuring-a-high-availability-cluster-by-using-the-ha-cluster-rhel-system-role_automating-system-administration-by-using-rhel-system-roles
https://bugzilla.redhat.com/show_bug.cgi?id=2185065
https://bugzilla.redhat.com/show_bug.cgi?id=2185067
https://bugzilla.redhat.com/show_bug.cgi?id=2216481
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storage Y AT LDAO—)UiE, RADLVMEKRY 2 —LDA S THA XDEREEYR— T
5

CDEHICELY., RAIDLYM F/NA ZDERIFIC, DAY LRARNSA THAXHEF/ETEDLDICHY
Fllo WNIA—TVRAEMBLEIESICIE. SAPHANADHRY LA NSA THA X AFALTLES
W, RADLVM AR 2 —LD#ER NS 1 T4 XL 64KB TT,

Bugzilla:2181656

network RHEL ¥ XA 57 AO—JLiE. DNS L O— ROBEBRHFEFHEHT 3 auto-dns + T3>~
HHR—NT B

CDOBEEEIRERICE Y, BEBEINLR—L Y —N—EBRBRNAAVOYR— NDREINFE S, DHCP H
5® dns record 7 &, BEIMICEREIN-R—L Y —/NN—CMRBRBRNAAS VEEDICLAEHL S, dns
£U'dns_search 7O/NRT 4 —THREINLR—L Y —N—EMRBRAAN VDHEFRATETD LD ICA
UFE L7, TOMEENLRICE Y., auto-dnssREAZEE T 52 & T. BEIDNS B8R %Z BEIRIICHEMICT
LZlENTEET,

Bugzilla:2211194

network RHEL > X 57 A0 —JlLiX. no-aaaaDNS#* > avaHR—Kkd 3

no-aaaa 4 7> avAFEHAL T, YRX—Y R/ —RTDNSERELZRETIELDICAHY F LAz, LAl
I&. getaddrinfo RED NSSR—ZADA VI —T A AL >TMNYA—INBAAMALY I Ty T
EED, R TYVYVILN—=IIE>TERIND AAAA YT — 54T D4 T avidhYFEFEATL
Tco DNSILY Ty TORDEEEZITTWE Lz, TOMEEIRICEY., R TYVILNN—=ITLD
TERINIZAAMA YT —5MFEITEZLDICRY F LK,

Bugzilla:2218592

ad_integration RHEL ¥ 257 AO—JLHAD KX A VICBEMTE3LHIChS

ZDEFICE Y. ad_integration RHEL ¥ X7 A 0—)L%{EF L T Active Directory (AD) KX A VIZH
SMTEZLDICARY F LA, ThiETDICIE. ad_integration_force_rejoin Z# % true IR EL £

9, realm_list DEAT, RAMDNTTICAD RAM VICEELTWVWAB I ENRINTUVSRIFEE, KR

MEIBSIT 281ICBIFEDO R XA USRI L XY,

Bugzilla:2211723
certificate RHEL ¥ 257 A0 —JLC, certmonger D{E AR ICSIEAZ 7 71 I E— KEZEHBETX
3£51Ck3

LIRTIE. certmonger 7O/\4 ¥ —%{# M L T certificate RHEL > 2 7 A0 —)LIC & > TER I N 7/3E
BEIE. T74NLMDT7AILE—REFALTWE L, L. - —RITE>TE, L YH
[RDOHZBE— RDPBEICRZBENHYET, COFHICELY. mode /X5 XA —4%—%FMH L THIDIE
REEF—T77MILE—REZRETIDLDICRY I L,

Bugzilla:2218204

postgresql RHEL ¥ 257 LA O— LA RIFAREEICAE

# L\ postgresql RHEL ¥ 2 7 A 0—)LiE., PostgreSQL #h—/N\—% 4 VX h—JL, BE. BE. i
BLET, 20O—NIE, T—INR—RY—N—REZHFELL TNT -T2 2B LIEIT,

ZOO—J)biE, RHELS 8L U RHELO Y RX—Y R/ —RETHREV Y —RAIhHPR—FbINTWS
N—2 3 7D PostgreSQL =4/ R— ML ZF T,

FFMi&. postgresql RHEL ¥ X7 AO—)L%&#A L7z PostgreSQL DA Y A h—JLEFRE SR L TL
I,
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https://bugzilla.redhat.com/show_bug.cgi?id=2181656
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Bugzilla:2151373

podman RHEL ¥ X7 A0—J)LH Quadlets,. NVAFTv I, Y—I Ly baYR—bT 3L
o) A

Podman 4.6 L& TlE. podman RHEL ¥ 25 A 0—)L T podman_quadlet_specs Z# % FHTX %
EIICHRY F L, Quadletld, 2=y N7 7ML EIBETEZH. 1 YRV N)—RHNTEREL, 1=v b
DYA T, TFRERELTCERTEEYT, 1=y hDYA FITROEBY TY:

container. kube. network. & &' volume, Quadlet (I RHEL 8 EDJL— bV T F—TDHHERE
ZZEIERLTLEIT W, Quadlet i, RHELO EDJIL— ML ROAVFTH—TEHELE T,

ANIVRAF Ty P&, Quadlet AV TFH—9 4 FTIIRLTDAYR— I FT, [Container] Z7 > 3
v T, HealthCmd 7 1 — /L REHEL TAINRF v /A7 Y REEZHL. HealthOnFailure 7 1 —
IWRERELTCIVTF—DEBRIZEDT IV aVveEERLET, AgEAA TV ay

I&. none. Kkill. restart. & & U stop TY,

podman_secrets EH 2 FAL T —I L v NEBETEEY, Fllld. 7y T7AN)—LDRFa X
vk ZZRLTESWL,

Jira:RHELPLAN-1544411

restorecon -TO Z{EfA L 7= selinux Y AT LA—IILD/INT #—<I 2V ADHE L

selinux ¥ 27 AO0—)biE, ZETEIITRTDT—RT, restorecon AX Y RT-TOA TV 3 V%G
AT2EL2IK0YFELE, ThiZEY, 7274 ETT 74 MDSELinuxEF2YF4—aAVFFR
NaBITTBIRIDIRT =XV ANALLET,

Bugzilla:2179460

rhe 27 LO0—WHBTOF Y —Y—NR—S5 1 TOFEEYR—FTDLIICRS

rhc_proxy /X5 A= —DTICH LK BAINELEYE AF¥—L 1LY, rhe AT L0—LEFEAL
T7OFY—H—N—9 A THBETEDLIICRYET, 774/ D hitp & hitps D 2 DDEA
BRETEET,

Bugzilla:2211748

firewall RHEL ¥ 27 A0—JLIX, ipsets ICBET 32 EHEHR— T3
firewall RHEL ¥ X7 AO—J)LDSECIDEFHICL Y, ipsets ZEFE. £H. HIRTESLHICRYEL
o oo IhoDipsets 57 7470+ —ILY—VIBMLEY., 2747 04—)LYV—Vh5Hl
BRLAEYTZIEETEET, H2WE 774704 ILD) v FIL—ILEEHRTDEXIC, Thbd
D ipsets ZFHATEHIEHTEET,
ROEE%FEAL T, firewall RHEL ¥ 257 AO0—)L T ipsets # BB TX X7,

® jpset

® jpset_type

® jpset_entries

e short

e description

e state: present Z /- |3 state: absent
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® permanent: true
Z DMBEIERD ERFURIERDEHB Y T,
¢ ZLDIPP7RLADI—I%ZEETD )y FI—ILOBEMIZERTETET,
o BHOI—IEEEETIC, BEICHLTEY MIIP7RLRAEEBMEFLIZEIBRTEET,

F£#l(%. /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 ) —HD) YV —ZA &SR L T X
W,

Bugzilla:2229802

II9VIMNRAYIMARITA ZHOTHLWARY 2 — LA T3 VD RHEL Y RAFLO—ILISE
mxhz

ZOBEHFICLY, ¥V KT 4 L2 M) —IZ mount_user. mount_group. LV
mount_permissions /N7 X —4 —%ZiEETE 2 LD ICRY F L1,

Bugzilla:2181657

firewall RHEL > 27 LAO0—JLICIX, AT B2V —EREZEWNICT DA T aviHh
Y. firewalld Y A7 INTWBIBATEERB LA 2D

PUETIE. O—JLDETEFIC firewalld T —EZAAT RV INTWEEES., FHEEBETIH—EZNE
ELBAIIC, firewall Y A FLAO—JLIFEBLTWE L, TOEHTIE., KD 2 DOELHEENLR
MREINZET,

linux-system-roles.firewall O—/L{&, O—JLDERTHIFICEIC firewalld —EXDA YA b—Jb, <
AV R, BLUEMEERAEZT., FLWLWEH firewall_disable_conflicting_services % Playbook
ICEML T, AT 2BHMDY—E X (iptables.service. nftables.service. ufw.service 72 &) % &3
IETE3LHICRY F L7, firewall_disable_conflicting_services £ 7 7 # JU b T false IZFRE
INFET, MATHIY—EREEMICTZICIE. % true ICREL T,

Bugzilla:2222761

firewall RHEL Y 257 ALAO—I)EEDY) v Mk, R/INEDY I V5 A4 LDRE

LIaTIL. previous: replace Z# % L T firewall O—LEREE ) £v T 5 &, firewalld —E X
NEEEINE L, BEETZEI VY4 LMEBIMIN., firewalld 5’7 77 1« TREHFEHSD K
S74v7%70Ov I LRV —TVEGOHBIRCRY ET, ZOMBEEILIRICEL Y., firewalld
H—ERAEBENTIIA<KBO—RTZIET, FED)EYy MEETLEY, VO—RNIZLYSII Y
A LDRNRICHZ SN, Z7AT 04— ILIL—ILENANRZATIEEMNEY T, TORER. LLaI
D:replace ZEH A FEA L T firewall D—JLEEEEZ Y Y T2 &, 791 ADRMRTELELD
IC7Y) £ L7,

Bugzilla:2223764

4.18. k181t

sevctl 5 AMD EPYC Rome 8 & U Milan & RLICE#MAE>LSICHRY X L1,

SONEHT. sevetl 1—F 1 1) 7 4 —IE. AMD EPYC Rome 8 & U'AMD EPYC Milan ¥ 1) — X% &
ORHFOAMDEPYCO7AELLKRHBTEHLOIICAYE Lz, ThIZLY, sevetl 2FHLT. Th
5 CPU THIF® 884 AMD Secure Encrypted Virtualization (SEV) DHEE# R E T 7,
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7272 L. SEV-ES ¥ SEV-SNP 2 ¥ DEE 4 SEV #EEIL. RHELO TldF 4 /Ay —7 L Ea—&LT
DHREINTWVWB LD, YR—MRFATHDZZEITEFELTLEIW,

Bugzilla:21048571"]

virtio-vga & & U virtio-gpu /34 AHblob YV —R%EHYR— I, $BLIICRB

virtio-vga & & U virtio-gpu 7/341 XA blob X EY — 1)V —RAZFHATE LD ICRY, FEDT T

DATONT A=<V AHNEMELET, blob!)YV—X%E virtio 7574 v I RATNA AT I YFE

ZITiE. RET> VD XML EREARADIIGT % <video> £ 2 3 ~IT, blob="on"# 7> 3 > %EML
F9. UFICHERLET,

<video>

<model type="virtio" heads="1" primary="yes" blob="on"/>

<address type="pci" domain="0x0000" bus="0x00" slot="0x01" function="0x0"/>
</video>

72 L. ZOOBEEEIFIRTE. BMZARAPMTIREELARWVWI EITERELTLEIL,
Bugzilla:2032406

& 4 48 Intel Xeon Scalable 7Ot v H—D{R*8{HR— b

SEOEH T, RHEL 9 ORIBIIZE Y. 5 4 Intel Xeon Scalable 7O+t v #— (IBFF Sapphire
Rapids) D% R— h ASBIME hE L, TR, RHELO THRA M ShaRE< Y v

i&. SapphireRapids CPU EF /LA FA L. 7Oy H—1RET IHEELAFRATESLIICARYE
L7

Bugzilla:1880531l"]

Secure Executionon IBMZ D X £ ) —[EAIROH=E

Secure Executionon IBMZ TRIEY > v (VM) ZEAT 3B EE. REYI UV TRIEINAXE) —E
INAEEY NPy TTEBZLIICHRYF L, RETYUNAII2GBLUEDRAM ZFERALTWBEA, &
DEREICLY., RETYVYOBEFFLIFELEDONRNTr— 2D EELET,

RETY VTRIEINIXTEY —EREEY k7 v T 3IC1E. XML RED <features></features>
¥ 2 3 v IT <async-teardown enabled="yes'/> {7 ZEML £,

Bugzilla:2168499!]

RHEL Web >V —IJLO#H L WMRA8{b#aE

SEOEHFT. RHEL Web O Y —JLIC Virtual Machines R— U |[CETHERENEBIMINFE L7z, UTFEZE
T332 ELTEET,

o USYURAXA=UER=RIITBRET TV (VM) @ Create and edit K% > %3&RT % &,
VM %A VARN=)LTBRENCTRTOVM 7ONRTF 1 —%REETEXET,

o RIETIVDEKRBICraw A ML —Y R 2a—LA%ERKLET,

o RIBYA Yk (vsock) EBRELT. Y47y MERTOHRR b & VM EOEELTHEICLET.
Ry NTREZBIMICT BITIE. socat W ED vsock WKV 7 NV 2 7 HAMRETH D Z
EISFERLTLET Y,

Jira:RHELDOCS-16487L1
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4.19. 7 27 RIRIED RHEL

cloud-init I&. NetworkManager ¥—7 7M1 L&Y R—b$ 3

ZDEHICL Y, cloud-init 2—7 1 ') 7 1 —I& NetworkManager (NM) ¥—27 7/ L AFERA L T, £
BRINIZIORAVRIVADRY NT—VEBRETEDEDICARYF L,

77 #J)V N Tl cloud-initi&, KA &E L TRy h7—2tv b7 v 7T sysconfig XV v R&FEHAT
BZIEITERLTKEIV, KDYICNMF—T 71 I %&EAT 3 &L D IC cloud-init Z5%ET 2 IC

I%. /etc/cloud/cloud.cfg % #®5 L. network-manager % 754 <) —%x v N7 =0 L V¥ 55— LT
BRELFT,

# cat /etc/cloud/cloud.cfg

network:
renderers: ['network-manager’, 'eni', 'netplan’, 'sysconfig’, 'networkd']

Bugzilla:2118235!']

cloud-init A ESXi E CT 74 N CVMware T—49 YV —A&2{FHATELDICHLD

VMware vSphere 7 5 RS v N7 # — L% ED VMware ESXi /N /A=A HF—%FHTZHKEX b
FICTRHELRBET > Y (VM) 2ERT 23HBE6,. hildk Y. cloud-init Z{FEMH L T RHEL @ ESXi 1 ~
2 VAT BEDNT +—I VAEREENMEELF T, 7272 L. ESXi & Open Virtualization
Format (OVF) T—#% VYV —R &5 EmE EHWMMEAH Y. VMware DT —4F YV —AMNMERATIXRWEET
HLOVFT—9Y—R&EFATEIRUCEBRELTILEIL,

Bugzilla:2172341l"]

4.20. HR— M4

sos DXNN—T 3> 46ICYR—2R

BRE. P, BLUONSI T a—FTa4 00 7—9%R&ETD/-HDDsos I—FT 14 )T 14—h, /N—
Tav46IlYR=RAINFE Lk, TOFEHTIE, ROMEEILRSIRBEINE T,

e sos LAR— MK, BENCETIBMED NS TNV a—T4 VJILEERBERIEETN ST
%H% % /boot/grub2/custom.cfg 7 7 1 JL & /boot/grub2/user.cfg 7 7 1 JLDEHDHABEH
BENDLDICRY F L, (BZ#2213951)

e OVN-Kubernetes M sos 75 71 Vid, HEEGREBEOEBMNOOVEZRELFT, SOOEH
IZ& Y. ovnkube-node & & U° ovnkube-controller D A IV FFH—N1DIv—I N D
& x|, sos & ovnkube-controller AV FF—a 53075 IRELEFT,
IHIC, FREIRENTEEICIIUTIEENZET,

® sos [&. OpenShift Container Platform 4 :RIZET cgroup 7—49 ZIELKIN&ET B LD ITRY F
L 7= (BZ#2186361),

e sudo 7S VA VEBMILTsos LR—MEIELTWS & X, sos d bindpw F 72 3
VEBEYICHIBRT 24 D ICRY F L, (BZ#2143272)

e subscription_manager 7S 71 V&, /var/lib/rhsm/ /X 2D 5 TOF > —DaA—HF—FE /R
D— REIRE L AL AY F L, (BZ#2177282)
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e virsh 75 74 V&, virt-manager Q7 HADSPICEY E— b T4 AT LA RZAT—REREL
MLIRYF L, TNICELY, sos DL R— M TRRAT—REFEARTERSRYET,
(BZ#2184062)

e sos &, /var/lib/iscsi/nodes/<IQN>/<PortallP>/default 7 7 1 JUICLARIICRRII N TW 1 —
P—BENRRAT—REIRIV)TDELHICRY F LT,

BF

ERINET—HA TR BBEARINDZT—INEENDTRMELHY X
T LED>T. 7T—AM T2E=FBICETRIICHTHRNEEHERT 2HELNHY
i’a—o

(BZ#2187859)

e sosidE, OV 774 DYA AN BELILBECTSTAUDYA LTI NLESZEATE.
TIOJPREETT LEY, (BZ#2203141)

® Pacemaker 75249 —/—RTsoscollect AV RAANTBE, sosidk. ALYV SRY—
J— KD 5 sos LIR—MZINEL X9, (BZ#2186460)

® OpenShift Container Platform 4 IRIEDHR X M o7 —4 %2 UIN&ET 515, sos I& sysroot /¥
ZEFEATELDICHRY, ELWT—YDHDBTEYTILINDLIICRY T,
(BZ#2075720)

e sosreport--clean <Y Kig, BRILAZEBYICTRTOMACT RLZAE#5LLET,
(BZ#2207562)

e hpssm 7574 U EBMCLTEFINERE LR RY F L, (BZ#2216608)

e sosclean OV KiE, =944 XXINET7AILDIN—=I v a3 VICRVWET,
(BZ#2218279)

sos DEN ) —ADFMIE. 7y TAMN)—LD))—2/)—K EBBBLTLLEIL,

Jira:RHELPLAN-156196[1

421. AV T T —

Podman &, zstd CEfEI A XA —SDFINETy>akYR—bT 3

StA A TEBINIA A=V ETINELVC Ty 2 TEET, zstd EfEIE. gzip LW EMERMTH
BTT, AA—VDTINET YV AIEHETERY N TI—I NS T4V I ERNL—YDEEHIKTE
7,

Jira:RHELPLAN-154314[1

Podman ® Quadlet A*FIARIREIC/E D

Podman v4.6 LIETI&, Quadlet #@ERA LT, IV T F—DHEAN S systemd H—ER T 7 A ILEH
BHIICERTEE Y, Quadlets (&, BIET 2OV T F—DHMICERZ LU TTEHRBALTS

Y, systemd TAVTF—%ZFETTHEVIRMUGEHIZEZREL TLWAWLWEDH, podman
generate systemd A< >V K& Y EFENPTWATREMEDNHY £,

FF#ii&. Quadlet upstream documentation & & U' Make systemd better for Podman with Quadlet M2
EESRLTLEIW,
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Jira:RHELPLAN-15443211]

Container Tools Xy & —I AEHFIN S

Podman. Buildah, Skopeo. crun, runc VY —J)LZ&E, BH I N7z Container Tools RPM X 4 /%y
F—UMNMARREICRY F Lz, TOEHRTIE. URIDON— 3 VIITT 2 —ED/NJEIE & #aeHhR
NMEAINET,

Podmanv4.6 DB I ARILEERIIRDESY TT,

e podman kube play < > K&, Pod DIV FF+—RTHEAINZBRELH % Kubernetes
YAML 7 7 1 JLICIREE T % --configmap=<path> # 7> 3 V& HR— b T LRV FL
7o

e podman kube play I~ > K&, --configmap 7 7' 3 FHDEE D Kubernetes YAML 7 7
AIWEYR—NTBLIICRYFE L,

e podman kube play < > K&, liveness 77O — 7R ® containerPort £ & R— MBS & HR—
heBLDICARYFELE,

e podman kube play A< > K&, ctrName ZI A4 ) 7RXR& LT Pod vy hT7—2IZBINT 5 &
IITARY F LT,

e podman kube play & & ' podman kube generated 1< > Ki&, SELinux 7 711541 73
NbEdimit 7/ T avEYR-—rFBLDICRYF L,

o EBEINLARDY—V Ly NIFHETZIHN%ERIET 5. FHLLWIT > K podman secret
exists BNEMINF L7,

e podman create. podman run. podman pod create. & &£ U podman pod clone I<¥ > K
& FILWA TS 3> —-shm-size-systemd = R— b g 2L HICR/Y F LA, ThiZkY,
systemd EBEDY VY bD tmpfs 4 X&FIRTEBLDICARY T,

e podman create & £ U podmanrun A< ¥ KiE, FL WA 7> 3> --security-opt
label=nested ZHR— M2 LDICRYFE L, TNICLY, FIRIN/AZIVFTF—HT
SELinux @ Z NILFIF A EREICRY £,

e Podmanld, Pod I CERITINTWR AV T F—OBEFEHFAEYR—MTBLIICARYFEL
7=o

® Podman &, REMLZEHBLHICSQLite T—IR—RE=NY I IV RELTEHERTES L
DIKBYF LT, T74IMEBMDBT—9XR—RDFETY, T—IN—R&EEIRT BIC
I&. containers.conf 7 7 1 JL M database _backend 7 1 —JL KA EL X7,

® Podman &, AV T F—DFANS systemd —ERX 7 71 LA BERICEKT % Quadlets
EYR—ITBLIICRYE L, COFHATIE, BETZ2IVTF—OFMICEREZETT
Y. systemd TIAVTFT—%ZHITT 2EORMNGEHI IR LTVWERT,

EEIAREEEROFME. 7Yy TAN)—LD) ) =2/ = ZBRLTLEIY,
Jira:RHELPLAN-154438l1]

Podman A Podmansh O 44 Vo x I a Y R—MNTBLDICHD

Podmanv4.6 L%, PodmanshO 74 V2 )AL T. I—H—T7 IR EHHEZEETES L

TR Y F Lk, ZEDD )LOY > K (Jusrbin/bash 72 &) D H Y IC, /usr/bin/podmansh O< ~
FeOJ4 v o) LTHEATZEDIIKEELEFT, 21— DY RFLty b7y FiIcndq4 v
% &, podmansh O Y Kiga—H—D+ v > 3> % podmansh &\ ZEID Podman AV 7+ —A
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TEIFLET, 12— —20OJ 41 >F2%32F7F+—IL letc/containers/systemd/users/ 71 L 2 b
) —ICERINS Quadlet 7 7 M L EZERALTEREINET, oD 7 74 )T, [Container] &7
< 3 ~ @ ContainerName 7 1 —J)L K% podmansh IC3RE L 9, systemd &, 2—HF—tv> a3
DFIREFIC podmansh Z BEIMICEEH L., IRTOA—HF—ty > a v T T2 TERITERITE
ER

FF#lX. Podman v4.6.0 Introduces Podmansh: A Revolutionary Login Shell ZZ&8B L T XL,
Jira:RHELPLAN-163003!']

Fulcio & & Ut Rekor % [l L /= sigstore BEAD YV 54 7~ MO RIATHEICAR S

Fulcio 8& U Rekor —N\—%FAT 2 &, MEBERZFHTEERT S0 Y I, OpenlD Connect
(OIDC) H—N—FREEICE DK BHifIAE 2R L CEREZERTE D LD ICAY F L, LRIETZ
/JOY—7FLEa—& L THBETEETH o7, Fulcio & U Rekor #fEMA L 7 sigstore BEZD Y 514 7
VD, BEICHR—PFINDZEIICRYFELEL, ZOBMEEEIXI AT MIOYR—NDATH
Y. Fulcio —/X—% Rekor —N—lFEFENFH A,

policy.json 7 7 1 JLIC fulcio £V > a v ZEBMLET, IV T F—A XA —JICEBRTBIC
I&. podman push --sign-by-sigstore=file.yml Z 7= |& skopeo copy --sign-by-sigstore=file.yml 1~
YREFERALEFT, T, fileyml & sigstore BEZ/XTA—H—T74ILTT,

ELEWIET 5IC1%. policy.json 7 7 1 JLIC fulcio £ < 3 >~ & rekorPublicKeyPath % 7z (&
rekorPublicKeyData 7 « —JL RZEN L £9, FF#lL. containers-policy.json @ man XR— =5
LTLEIW,

Jira:RHELPLAN-160660L"]

pasta xY N7 —F Y/ E— KHFIATREICLS

Podmanv4.4.1 LA, pasta *v hT7—JE—REFATEZLDICRYFLE, Thid. 77406
DOy N7 —72F— N slirpdnetns ODEHELRKEBERTHY. IPv6ErXaEH/R— ML ZF T, pasta *v
NT7—0FE— R&EBIRT ZICIE, passt /Ny r—Y% 4 VX M=)V LT, --network=pasta &+ 7> 3~
ZIEEL T podmanrun I R&#A L £9, Podmanv4.6 Tlk, [network] /<3~ D
default_rootless_network_cmd 7 1+ —JL R%Z{#fH L T. /etc/containers/containers.conf ;%€ 7 7 1
WTCTFI74IMDIL—MLRARXY NT—UE—REERETEET,

Jira:RHELDOCS-16240!1

UBI 9 Micro Container Image ICI&. tzdata IC&k > TA4 X b—JL XN /z zoneinfo B T hix
%3

COEHICLY, tzdata /Xy T —TICL > TREINBE 5 1 LYV —VI1FHRA UBI 9 Micro Container
Image ICEF AL ARY, TORRA A —IH 1 XHMENINZF T, UBIO Minimal Container & UBI 9
Micro Container [ UTC D& TH Y., I —HF—IMEBICE LU T tzdata /Ny 5¥—YZ2FHA VA =)L L
TREL7 zoneinfo ZEVE T 2 MELHY F T,

Bugzilla:2223028
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FESE NEBA—RIVINSGA =Y —~DEEREE

ZDETI, YRT7LEEEMITIC. RedHat Enterprise Linux 9.3 TEEHAINDIHW—RILOEERER
REBHELET, ChODERICEK, & A, BMFLEEHFIN/A proc TV M —, sysctl TV
M)—, BELWsysts DT 74 I ME, T— I RSA—=9— A—FRIEEATVar, FLIEEFET
REEEDEFERENEFNE T,

HLWH—RILIRSA—H —

amd_pstate=[X86]

CDA—RIVNRNS A=Y —%FHTEE. AMDCPUD/NRT #—T VY RA%EIERTE T, FIFARARE
BBRRDEEY T,

e disable- H R—hXhTWB7OCYHY—DTFIFILINDRAYT—) VT R4 1R=ELT
amd_pstate ZBWIC LRV TLEI W,

e passive- AT —Y VI RSAN=ELTNYITE—RNT amd_pstate =FHLFI, &
DE—RKTIE. BEMDOBRIIEDNEINTVWET, RSAN—R@GBRELRNRT7r—<T VL
RIVEBRLET, TSV NI+ —LIETONRTA—TVRALRVIC—BIELIELET
(REEI N/ T =V ALRNIICE > THAEINBIFER),

e active - amd_pstate epp RZA NN—A VRV REZRT—) VT RSANR—& LTHEAL
X9, VZMNITTHNCPPC T 7—LVT7ICHLTNNT =TV R (0x0) £IFTRIL
F—WE OxFH) IRY 7=WTEE. RTAN—@FN—RI7zT7ICey hER#ELE T, RIC,
CPPCEBATZINITVALNZVIALT— O—REFEL. Y74 LATEKEH %R
ELZET,

e guided- M RHEERE—FZBAMILET., FIAN—RBERNESLTRARD/INT +—

TUVRALNIVEERL, 759 N7 4—LRZOEBERNTIREDT7—20— RISEL /N
TA—X VAR AEBENIGRIRLET,

arm64.nosve=[ARM64]

CDH—RIWIRS A —8H—%FHT 5 &, Scalable Vector Extension DY 7R— N & EZ A ICEML
TXZEY,

arm64.nosme=[ARM64]

CDH—RIWINS A —8H —%FHT 3 &, Scalable Matrix Extension DY 7R— N & EZHEICEMICT
B5ZEDNTEET,

gather_data_sampling=[X86,INTEL]

CDA—RINRNFA—49—%FERAT % &, Gather Data Sampling (GDS) DEBEREFIE T E 7,
GDS &, R ML Y RY—ICHBICEHINTW AT =9 A NDEED R WREHN T 7 2 2 % 30
$TB5N\—RKRU T ORBHETT,

COBBIF. BEFINAEEYA 70— RTRTI7IAIMNTERINTVWET, BRFEEFINN T+ —~%
VAL EASZ DAEREMNAHY FTH, EWMITEZIENTIET, V47003 — RBEREDA
WY RT LD, BREELTAX ZEMICLTWEY, FIAFTREMMEIRDESY T,
o force-AVX ZEMICL T, ¥4 7 00— FBFEREZFAETICVRATLAERBLET, ¥
47 030— REREDEFEETIHBEITHRLIHY FHA, NTDOHD AVXFIZEICLY 22—
HP—BE TSy A RETEIEPMOENTVWET,

o off - GDS EHER=EMELL T T,

nospectre_bhb=[ARM64]
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ZDH—FRINRS A= —%FHT B &, Spectre-BHB (TS VFEBEA VI ay) DfHEM
ICHTEITRTCOEBEREBMETEES, COF TV avaEFERTDIE. YRATALILLIYT—4
RN RET DEEEMELSHY T,

trace_clock=[FTRACE]

CDA—FRIWNSA—=H—%ERTEE, BIFOARMDOMNL—RIERINZ 70y V%%
ETXFEY, FIBTEREIRDESYTY,

e local-CPUT EDHALARY VY ThHo Uy —%FHLET,

e global- 1 XY DY A LRY Y TIECPULGTREIINEY, O—AILrOvILYUE
BUWATEEMDHY £9H. —HOBESREICITEL TWET,

e counter- 1 RY MDEMARATV RN 20 D)o 1VIFZANTVF v —DNARY NTEIC
BHEE /IOy VERBT SO, —SOATY M RFy TINDAREEDLGH DT EITER
LTLEIW,

o uptime- 491 LRY >V TELTjiffies #FERALET,

o perf-perf MERTZOEAL 7O I AFERLET,

e mono- %1 LR%>TIT ktime_get_mono_fast ns() B E=FHALE T,

e mono_raw - ¥ 1 L% > 7T ktime_get_raw_fast ns() B E=FHRALE T,

e boot- ¥ 1 L R4 > 7T ktime_get_boot_fast ns() B A FERL 9.
T—FTI0Fv—Il&oTE, IBICEZLLO7OY INBMINZHELHY £, M
I&. Documentation/trace/ftrace.rst z S8 L T XL,

BHINLED—RILNRSA—H—

cgroup.memory=[KNL]

CDA—RINRGA—H—%FRATZE, cgroup X EY—AV hO—F—IXAF>avaEETE
7’3“?3&’3—0

o ZDINFA—H—DHRIFRDEHY TY: <string>
FIFAAREAREIXRDEHY TT,

e nosocket- VY NAEY—=THO VT4V ITHERDICLET,
o nokmem- A—RILAXAEN—=ThoVT4 VT EDLET,
o [HInobpf -BPF XEY—THo VT4V THENMILET,

hugetlb_free_vmemmap=[KNL]
ZDA—=RIIRFG A= —F, T— MFIZE hugetlb R—JIIEER T S5 KFEHD vmemmap
RV BN DWEZEDICLE T, TDONTA—F—DHEET B IC
I&. CONFIG_HUGETLB_PAGE_OPTIMIZE_VMEMMAP (X4 7> a v = BMICT 2HENH Y
7,
ZDINF A= —DFRILRD & H Y TY:{on | off (default) }
FATREREIRDESY T,
e on- COWEZBMLET,

o off - COMBEZEMICLETS,
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pa )

memory_hotplug.memmap_on_memory €2 1 —JL/N5 X —4 —NEWK
124, vmemmap R—VIZEMINAXE) =7 0Oy 7 B&DISEY HTS
N2BEaNHYEY, CORENBIICLE>TVRHEAETE, IhHD
vmemmap R—J I RBEETETE A, BIMINEZXAEY—TOvIBHED
S5EY BTHATWARWNED vmemmap R—V XHEAZITEH A,

intel_pstate=[X86]

CDH—FRIWINSA—H—H CPUNRTA—TVRADAT—Y) U IERATEXET, FIATRERMEIX
RDEHY TY,

e disable- 7 R—hIhTWB 7Oy —DFI7AINMNDRT—Y VT RSAN=ELT
intel_pstate ZBWIC LAWVWTLEI L,

e [##i] active - intel_pstate K51 /N—%Z{FA L T, cpufreq DR — ) Y THNFT—E%
INA IR L, p-state BIRAOHMBO7IVITY ALEZRHFELET, 7974 7E—NKRT
intel_pstate IC & > TR I N % P-state :BEIR 7L T Y X LICIE, powersave &
performance M2 DH'H Y £, MADEFEAEIF. 7Oy H—T, ZLTHBEICEST
70ty —FEFILT, N— KDz 7EEP-state (HWP) #EEABMICR > TVWEHED
MIEL>TERY I,

e Ny>7J -intel_pstate & R —) VI RZAN—& LTHEALZITA, (RFANFT—%
BMCTZOTIEAL)ABED cpufreq HNF—EEELTEMETZLDICERELET, &
DE— KNI, N—KID = T7EBE®D P-state (HWP) #gE & —#ICERT 2 & IETETEHA,

e force - acpi-cpufreq =25 L T intel_pstate 27 7 # L N TREIELTWE Y RF LT, T
nx=BMEL 9., acpi-cpufreq D Y IC intel_pstate K5 1 /N—%58%]9 % &,
OSPM IZ7RE 1% ACPI P-States IBIRICIKTF T 2 75 v b 7 # — LR CRERIEE 1
FR7 &) BMEMICRDAREMN H 270, EFRELTHERIZ2HVEIHYET, OF T3
Vi, intel_pstate K54 /N—THR—rIhTLwAWFOt Y H—*, acpi-cpufreq DX
H Y I pcc-cpufreq 2 ERAT 275y M7+ —ALTIEHEELEE A,

¢ no_hwp-N\—RKDUx7PRF—bIY bO—)L (HWP) K FIAREERIGEITEMICLEE
Ao

e hwp_ only-/N\— K2 7 Pstate 3> bO—JL (HWP) AFIBEERERIGE L. ThEHR—
NI B2 AT LICDFH intel_pstate #0— KL £ 9,

e support_acpi_ppc - ACPI_PPC /X7 +—< > RHIR%#3H L £9, Fixed ACPI
Description Table TBAEEBREE O 7 7 MV E "TY 9 —T 54 AP —nN="F k("X
T3—TVAY—N—="E LTHEELTVWEIHE, COBEIITI7HILITHVICRYZE
ER

e per_cpu_perf_limits - cpufreqsysfs 1 9 —7 x4 A%=HERAL T, wWECPU T &D P-
State /N7 # —< V AHIEDHIRZFFAT L 7,

kvm-arm.mode=[KVM,ARM]

CDHAH—RIWNRS A=Y —%FHT BE, KVM/armb64 DEEE—RD 1 D% BIRTXFXd, FIAT
BEERMEIXRDEBY TT,

® none- KVM ZR&aHFIRIICHERNICLE T,

e nvhe - =D nVHE X—XDE— K, protected ¥ X MIHR—FINnFEA,
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protected - JREN KA M DS TS5 A4 R— MR BHT X M EHR—MF 2 nVHE R—2X
DE— K, E— K% protected ICFXET 5 &. KA MD kexec ERIERENEMICALY X
ER

[F#fllnested - R X b IN/RIBILEYR—PbT B VHER—ZDE—R, i EH
ARMVB3 /N\N—R I T 7HHETT, nested + 7> 3 VIIRBRHUREDTHD7H. HLD
FREI S THERATZILENHYFT,

N=RDTT7DYR—MIEIWT, 772U NI VHE/nVHE IL72Y £,

libata.force=[LIBATA]

CDA—RIWINSA—Y—%FHT &, RELXEFTEET,

B IE [IDJVAL" DIV REIY Y R KT, ZDIHED ID I PORT[.DEVICE] IC%& Y £9, PORT
EDEVICE &, R— b, UV P, FWETNARIC—HT 210 EHTT, EEAWIC, Zhidlibata
ICE2TaAVYY—IICHAINSE ATAID XFAE—BLF T,
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D SRR NEBINIHZEIE. &1ED PORT & DEVICE DEMERAINET,

DHAFELEEBEINTVWAWGE, BREXIARTOR—K VYo, TAARITERINE
_a—o

DEVICE ED A5 BB LFZE. NI A—F—FR—KMNEZDBERICHZBIRTOY VIS
SUTNA RICEAINE T, DEVICEES O l&. DT /NA ZF/2IE PMP 784 2D
BRIDDRAD7 7T IoM) VI EBRLET, RAM)VIIRERLEEA,
DEVICEEZS 5. RARMNY VI EZFNICERINTWVWSE TN ZERBIRLET,

VAL IE, 58HI 3 2R EAIBELE T, BERINLWRY, Ya—Mhy NREPHFITINZE
T, LEZIE 15&15G1FEBE 5% 1.5Gbps TEMEL £,
libata.force= /XS X —4 —%{FHT 2 &, ROBEZEHTZET,

r—7I% 4 7:40c. 80c. short4Oc. unk. ign. sata, —E ¥ % PORT Z#HFDEE®D ID
AERINET,

SATA Y v 4 3£ HIRR: 1.5Gbps Z 7= & 3.0Gbps.

5% E— R pio[0-7]. mwdma[0-4] & & ¢ udma[0-7], udma[/][16,25,33,44,66,100,133]
REEHFEAAETY,

nohrst. nosrst., norst /N\— R, Yo7k, BLUCEAO) Y MEIFILE T,
rstonce: Ky NP7V FSTY o YAN) =Rl Ey hE1EEFRITLET,

F# [noldbdelay: ') > 7 PHY &7 /N4 RAFHEMRHET/NV Y 29 BHE1IC. EBIID 200 X
JROBEEBME < IEEMICLET,

[nolncg:NCQ =4 > E/cld4 Z7ICL T,

[nolncqtrim: ¥ 2 —IC AN 5N/ DSMTRIM B3 F /2 X |IICL T,
[#3R] [nolncqati: ATI Fv 7Y FONCQ M) LEBMFITEMLET,
[#F3R] [no]trim: TRIM 2B L IZEN (Fa—D 54 ) ICLE T,

] trim_zero: TRM O Y KA F—4 %2 0OkT 22 5RLET,

[#F3R] max_trim_128m: &K b Y Lt 4 XZHIBR%E 128M ICRREL X T,

[H#l][noldma: DMA SriX & A v F/zldA 7ICL T,
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e atapi_dmadir: ATAPIDMADIR 7Y w VDY R— K E2BMILET,

e atapi_mod16_dma:16 /N1 FDFEHTIE AW T Y RIZXd 5 ATAPIDMA OfERA2BIIC
LE9.

e [no]ldmalog: O/ IC7 V2R F%7H®DREAD LOGDMAEXT aAx Y ROFERA2EME L IE
mMICLET,

e [noliddevlog: 7/31 RADH/RIFT—F O T~DT7 IV R EBMEITEDICLE T,

o [nollogdir ROV T4 LY N)—ADT7 I EAEFMEITEMCLET,

o [#¥f] max_sec 128 ikt 1 XHIR%E 128 £V 4 —ICREL T,

o [H¥l] max_sec_1024: &rEH A XHIR% 1024 £V 4 — LR EFIFV YT LET,

e [H#l] max_sec_lbad8: ExiXt 1 XHlIfR% 65535 U/ ¥ —ICRREX =XV V7 LE T,
o [H#][nollpm: ) VIV EREEZEMIIFEMICLE T,

o [H#M][nolsetxfer B EXFEEE— REREEZRF Y TN EINERLET,

o [H¥i][nolfua: Z DHLEEA HR— N9 5T /34 2D FUA (Force Unit Access) #7R— h % #&
MELIFEMLET,

e dump_id: IDENTIFY T—4% %4>V 7L XY,

o disable: CDFT /N1 A E=EMICLE T,

X e
»
FALEBRAZET2RENEN—KT 2581, SEROEDOAERIAE
_a—o

mitigations=[X86,PPC,S390,ARM64]
CDA—FIVNRFA—9—%FRATZE. CPUDKBHEICRT 24 7Y a3 vOBRBKREFIHTE X
¥, ChiFE. BEOT7—FT7 V0 Fv—BEOA T avoENELD, —ED, T—FTIFv—
IKERELRWA T2 30T, AIAATRERMEIRODESY T,

o off-F T avDCPURBREZINTEMILES, ThICLYIRFLNRTF—T VR
AAELETH., I—HF—ZHHD CPUDKETHMHEICI ST rgEMEHY FJ, off [EIFLLT
ERFTY,

o nokaslr DIHZAE. kpti=0 [ARM64]
o gather_data_sampling=off [X86]
o kvm.nx_huge_pages=off [X86]
o |tf=off [X86]

o mds=off [X86]

o mmio_stale_data=off [X86]

o no_entry_flush [PPC]
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o no_uaccess_flush [PPC]

o nobp=0[S390]

o nopti [X86,PPC]

o nospectre_bhb [ARM64]

o nospectre_v1[X86,PPC]

o nospectre_v2 [X86,PPC,S390,ARM64]

o retbleed=off [X86]

o spec_store_bypass_disable=off [X86,PPC]

o spectre_v2_user=off [X86]

o srbds=off [X86,INTEL]

o ssbd=force-off [ARM64]

o tsx_async_abort=off [X86]
B4 kvm.nx_huge_pages=force D&, Zhid kvm.nx_huge_pages ICIFHZE L £
A,

e auto (T 7#JIKN)-FTRTDCPUDHETEHEZERKL XTH. MEETH>TE SMT 2B
DEFICLET, Thid, A—RILDT vy T L— RKTSMT B EEINICEDEINRNE
DJICLenwI—H—P SMTR—ZADHEAZMOAETCOBTE 21— —E2[{RICLT
WE9,

e auto. nosmt- I XTD CPU DfEFFHEZERL. BEICHLUTSMT Z2EMICLET, T

NiE. SMTHAEDLNZZEAEBEKRT RIEETE., BICREABEERDDZ I —F—A2THR
ELTWETY, auto. nosmtF 7> 3 VU T ERETT,

o 1tf=flush,nosmt [X86]

o mds=full,nosmt [X86]

o tsx_async_abort=full,nosmt [X86]
o mmio_stale_data=full,nosmt [X86]
o retbleed=auto,nosmt [X86]

nomodeset

CDAH—RIWNRFGA =9 —%FRATEE. H—FI) modesetting ZEEMICT B ENATEET, 1T
EAEDYRTLD I 7—LVTTIERRE—REEY M7y L, HABRDIZL—LNNy T 7—
AEY—ZEMHLFT, nomodeset ZFAT 2 &, FRHHEINAHENZEZHRZ Z8EEIDH
5355, DRM RS A4 /8—¢& fbdev RS A /N—lgO0—RIhFtHA, YVRATFLIL—LNRNY T7—D
ADMFERAATREICRYET, RSANN—F, RRE—RODZEEPEEL VY Y VI ERITLEEA,
CDNRGA=F—F, T53—DT7+—IN\yv7ELT, FLETRAMETNY JICRICKRIBE
ERR

rdt=[HW,X86,RDT]
CDH—RIWIRSA—F—AEHTEE, BAAXADORDTHEEA AV FHIEA TICTBIENTEF
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. UAKIC
(&, cmt. mbmtotal. mbmlocal. 13cat. 13cdp. 12cat. 12cdp. mba. smba. bmec H*'EFh Z
E

TEZIX. emtEZAICL T mba s A 7 5I1IC1E,. REFHLET,

I rdt=cmt,!mba

rodata=[KNL]
CDA—RIWNFA—I—%FRHTIE, FTARYVERA—RILTYEV TEZEMITEHIENT
X9, MIATRELALT T a virRDESBY TT,
o on-FHAMYBERAN—FILAETY —Z2HANYERELTI—ILET (T 71,
o off-FNY TRHICEANMYERN—RILAE) —5EXAHAEDEFICLET,

o [HRIfull-FHAMYERA—RILAEY —EITA VTR amAMYERE LTY—YLE
9 [arm64],

BRI hi=h—FRILIRSA—4H—

nobats=[PPC]
CDA—RIWNSA—F—%FHTEE, "V5yY"PPCAT7TCH—XI) lowmem &<y EV Y
T3HDBAT DERAZIETXET,

noltlbs=[PPC]

TDH—RIWIRSAXA—FH —5&FHTSBE, PPCA0Xx 8 LTV PPC8xx TDH—XJIL lowmem ¥ v EYV
JThugepage BLUth TV M) —DEFERAEZEIETEET,

swapaccount=[0|1]=[KNL]

CDA—FINRZA—H—%FRATDE, AEY—YY—RAYMNO—F—TODRITYTDT A
VTA VT EBEMELITEMICTEX T, FHlE. Documentation/admin-guide/cgroup-
vi/memory.rst zSR L T EI L,
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B6E T/INA ARTA/N—

61LEFELWRSA/N—
XY RT—9 BSA1R—

88

MediaTek MT7601U (USB) ##— k (mt7601u) T, MT7601U R—Z D7 A ¥ L Z USB K
TILDYR—REBIN(64EY NARM 7 —FF 7 F ¥ —D&H)

MediaTek MT76xOE (PCle) # K — k (mt76x0e) T. MT7610/MT7630 X—2ZMD7 4 ¥ L &
PCle F/84 ZDYR— hABIM (64 EY N ARM 7 —FF I F v+ —D&H)

MediaTek MT76x0U (USB) # £ — k (mt76x0u) T. MT7610U X—Z D74 + L 2 USB 2.0 K
YINDYE— RNEBM (64 EY NARM P —% 570 F + —D&H)

MediaTek MT76x2E (PCle) 4 7R— k (mt76x2e) T. MT7612/MT7602/MT7662 R—A D7 A
YL ZPCle 7/ ZADYR—K%ZBM (64 EY NARM 7 —F 77 F v —DH)

MediaTek MT76x2U (USB) # 7R — k (mt76x2u) T, MT7612U R—Z M7 A ¥ L X USB3.0 K
VIILDYR—NEBIM(GAEY NARM 7 —FF I F £ —DH)

MediaTek MT7921E (PCle) # K — k (mt7921e) T. MT792IE 802.1lax 2x2:2SS 7 1 ¥ L R F/\
A ZADYR—FEBI (64 EY N ARM 7 —F 54 F v —D&H)

Atheros K54 /X— 8021 INHTC R—R D7 4 ¥ L A7 /34 R (ath9k_htc) (64 £~ k ARM
F—%TIF v —DH)

Broadcom 802.1In 74 ¥ Lo X LAN K5 4 /X— (brecmsmac) (64 £Ev N ARM 7 —F7 7
Fv—DH)

Broadcom 802.11n 74 ¥ L X LAN RS A4 /N\—2—F 1 ') T 1« — (brecmutil) (64 Ev b ARM
T=FXTIFv—DH)

Broadcom 802.11 7 1 7 L X LAN fullmac K5 4 78— (bremfmac) (64 £ b ARM 7—F 77
Frv—DH)

Qualcomm Atheros 802.11ac 74 ¥ L X LAN 1— RA®D® I 7 E< 2 —)JL (ath10k_core) (64
EYy NARM 7 —F 70 F v —D&H)

Qualcomm Atheros 802.11ax 74 ¥ L XA LAN A— RE® 7 EY a1 —JL (ath11k) (64 E v b
ARM 7 —FF U F v —D&H)

WWAN 7 L—LT7—9DF/NA X2 X 2L —4%— (wwan_hwsim)

Qualcomm Atheros 802.11ac WLAN PCle/AHB 7 /34 2D K S A /X—+4R— K (ath10k_pci)
(64EY NARM 7 —FF 42 F v —D#H)

Qualcomm Technologies 802.11ax WLAN PCle 7 /34 2D K5 A /X—+4R— k (ath11k_pci)
(64EY NARM 7—FF 7 F v —DH)

Linux FA Intel® Wireless Wi-Fi K5 4 /X— (iwlwifi) 64 EY NARM 7 —F 77 F v —D&H)

Linux F Intel® Wireless Wi-Fi Link AGN K5 4 /N— (iwldvm) (64 EY bk ARM 7 —F 77
Frv—DH)

|OSM Driver (iosm)



BOETNAARF (/11—

Marvell WiFi-Ex Driver /8—</ 3 > 1.0 (mwifiex) (64 EY N ARM 7 —F TV F ¥ — D)

Marvell WiFi-Ex PCIl-Express Driver /A—<7 3 > 1.0 (mwifiex_pcie) (64 Ev N ARM 7—F 7/
Fv—DH)

Marvell WiFi-Ex SDIO Driver /A—<7 3 > 1.0 (mwifiex_sdio) (64 EY N ARM 7 —FF 0 F v+ —
D)

Marvell WiFi-Ex USB Driver /8—< 3 > 1.0 (mwifiex_usb) (64 Ev k ARM 7 —% 5 9 F v —
DH)

MediaTek PCle 5G WWAN EF A T7xx K Z 4 /X— (mtk_t7xx)

Network/MBIM over MHI (mhi_wwan_mbim) (64 £+ k ARM 7—* 77 F ¥ —. IBM Power
Systems, Y NILIZIVF4 7Y, AMDELWintel64 EY N7 —FF I F v+ —DH)

rtiwifi A PCI EA KS4 /8— (rtl_pci) (64 EY N ARM 7 —FF 7 F v —DH)

Ralink RT2800 54 75 1) —/8—< 3 > 2.3.0 (rt2800lib) (64 v k ARM 7 —FF 2 F v+ —D
)

Ralink RT2800 PCl & PCMCIA 74 ¥ L' Z LAN RS54 /\—/8— 5> 2.3.0 (rt2800pci) (64
v hARM 7—%F 7 F v —D&)

Ralink RT2800 USB 7 4 47 L' 2 LAN K5 4 /S—/X—%/ 3 ¥ 23.0 (rt2800usb) (64 £ v k ARM
F—%TIF v —DH)

Realtek 802.11ac 71 ¥ L X 8821c K5 1 /X— (rtw88_8821c) (64 Ev K ARM 7 —F 7T ¥
Fvy—DH)

Realtek 802.11ac 71 ¥ L X 8821lce K54 /\— (rtw88_8821ce) (64 EY N ARM 7—FF ¥
Fvy—DH)

Realtek 802.11ac 74 + L 2 8822b K5 1 /\— (rtw88_8822b) (64 v k ARM 7 —FF ¥
F v —DH)

Realtek 802.1lac 71 + L 2 8822be K5 4 /\— (rtw88_8822be) (64 £y h ARM 7 —F 5 ¥
F v —DH)

Realtek 802.1Mac 74 ¥ L X 8822c K54 /N— (rtw88_8822¢c) - (64 EY N ARM 7 —F T ¥
Fvy—DH)

Realtek 802.11ac 71 ¥ Lo X 8822ce K5 1 /N— (rtw88_8822ce) (64 EY N ARM 7 —F T ¥
Fvy—DH)

Realtek 802NMac 74 YL A7 E2 2 —J)b (rtw88_core) (64 EY N ARM 7 —F TV F v+ —D
)

Realtek 802.1lac 74 ¥ L' 2 PCl K54 /S— (rtw88_pci) (64 E'v N ARM 7 —*F U F ¥ —®D
)

Realtek 802.11ax 7 1 +7 L X 8852A K54 /X— (rtw89_8852a) (64 E'v k ARM 7 —F 5%
F v —DH)

Realtek 802.11ax 7 1 7 L X 8852AE K5 A /N— (rtw89_8852ae) (64 E'Y M ARM 7 —F T ¥
F v — D)
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Realtek 802.1lax 7 1 +7 L' 2 8852B K 73— (rtw89_8852b) (64 E'v h ARM 7 —FF ¥
Fr—, AMD BLUIntel64 By R7P—FF U F v+ —D&)

Realtek 802.1ax 7 1 ¥ L X 8852BE K 1 /3— (rtw89_8852be) (64 £'v k ARM 7 —* 5%
Fr—, AMDB LU Intel 64 Ew K7 —FF I F v—DH)

Realtek 802NMax 74 YL X7 EY 2 —J)L (rtw89 _core) (64 EY N ARM 7 —F TV F v —D
)

Realtek 802.1lax 74 ¥ L 2 PCl K51 /3— (rtw89_pci) (64 Ev N ARM 7—*F U F ¥ —®D
)

Realtek 802.1In PCI 74 7 L X 27 (btcoexist) (64 EY NARM 7 —F 7TV F v+ —D&H)
Realtek 802.1In PCl 74 ¥ L 2 3 7 (rtlwifi) (64 EY N ARM 7 —FF U F v —D#H)

Realtek 802.1In 74 47 L' 2 8723d K5 4 /\— (rtw88_8723d) (64 E'v h ARM 7 —* 5 ¥
F v —DH)

Realtek 802.11n 74 47 L' 2 8723de K54 /S— (rtw88_8723de) (64 E'v h ARM 7 —F 5 ¥
F v —DH)

Realtek 8188E 802.1In PCI 71 v L  (rtI8188ee) (64 v h ARM 7 —FF U F v+ —D &)

Realtek 8192C/8188C 802.11n PCl 7 1 47 L Z (rtI8192c-common) (64 £ v k ARM 7 —* 5%
F v —DH)

Realtek 8192C/8188C 802.1In PCl 74 47 L Z (rtI8192ce) (64 E'v h ARM 7 —FF 4 F v —®D
)

Realtek 8192C/8188C 802.1In USB 7 4 47 L X (rtl8192cu) (64 E'v k ARM 7 —FF 4 F v —
D)

Realtek 8192DE 802.11n Dual Mac PCI 7 1 +7 L X (rtI8192de) (64 EY bk ARM 7 —F T 7
F v — D)

Realtek 8192EE 802.1In PCI 7 1 7 L X (rtl8192ee) (64 EY NARM 7 —F 7V F v —D&H)

Realtek 81925/8191S 802.1In PCl 7 4 47 L Z (rtl8192se) (64 v k ARM 7 —FF U F + —D
)

Realtek 8723BE 802.1In PCI 71 7 L X (rtl8723be) (64 EY N ARM 7 —F TV F ¥ —DH)
Realtek 8723E 802.1In PCI 7 4 ¥ L X (rtl8723ae) (64 EY N ARM 7 —F T U0 F v —DH)
Realtek 8821ae 802.11ac PClI 71 ¥ L X (rtl8821ae) (64 EY N ARM 7 —F TV F ¥ —DH)

Realtek RTL8723AE/RTL8723BE 802.1In PCI 7 1 ¥ L X Hi@)L—F > (rtl8723-common) (64
Ev hARM 7 —%5 9 F +—D&)

rt2800 MMIO 54 75 1) —/\—% 3 ¥ 2.3.0 (rt2800mmio) (64 Ev k ARM 7 —FF 4 F v+ —
D)

rt2x00 4 735 Y —/X—< 3> 23.0 (rt2x00lib) (64 EY N ARM 7 —F T 7 F ¥+ —DH)

rt2x00 mmio 24 75 1) —/8N—< 3 > 2.3.0 (rt2x00mmio) (64 EY N ARM 7—FF U F v —
DH)
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rt2x00 pci 54 75 ') —/"—< 3> 2.3.0 (rt2x00pci) (64 EY NARM 7 —F 7V F v+ —D&H)

rt2x00USB 54 75 1) —/8—2 3> 23.0 (rt2x00usb) (64 EY N ARM 7—F TV F ¥+ —D
)

RTL8XXXu USB mac80211 Wireless LAN Driver (rtl8xxxu) (64 EvY 8 ARM 7 —F 77 F v —®D
)

Atheros 74 ¥ L 2 802.11n LAN A— READHE S A 75 ') — (ath9k_common) (64 £ v b
ARM 7 —%F 9 F v —DH)

Atheros 74 ¥ L X LAN A— ROHESA 75— (ath) (64 EY N ARM T —FF U F v —®D
)

Atheros 802.1In 74 ¥ L' 2 LAN 1— R K —  (ath9k_hw) (64 Ev k ARM 7 —FF ¥
F v —DH)

Atheros 802.11n 714 ¥ L X LAN A— RD#R— k (ath9k) (64 EY N ARM P —FF & F v —
DH)

Linux FADH L W Intel® 74 ¥ L 2 AGN RS A /83— (iwlmvm) (64 Ev h ARM 7—F 5 2
F v —D3H)

Thunderbolt/USB4 & v k7 —% R3S 4 /N— (thunderbolt_net)

rtiwifi D USB &EA K5 4 /X— (rtl_usb) (64 EY NARM 7 —FF7 U F v — D)

T4 RIANR—EZDMD KRS A /13—

Atheros AR30xx 7 7 — LA™ T 7 K54 /18— 1.0 (ath3k) (64 EY N ARM 7—FF 4 F +—D
)

BlueFRITZIUSB K54 /A—/N— 3 ¥ 12 (bfusb) (64 EY k ARM 7 —* 54 F v —D k)

Bluetooth HCIUART KRS 4 /N\—/X—2 3> 23 (hei_uart) (64 EY NARM 7 —F% 7V F v —
DH)

Broadcom 7 /X4 Z/8—<) 3 > 0.1 @ Bluetooth #/R— k (btbcm) (64 EY N ARM 7 —FF 74
Fv—Da)

Intel /X4 Z/X—< 3 ¥ 0.1 D Bluetooth # K — k (btintel) (64 E'v k ARM 7 —FF 4
F v —DH)

MediaTek /34 2/8—< 3 > 0.1 @ Bluetooth 4R — k (btmtk) (64 ¥ k ARM 7 —% 5%
F v —DH)

Realtek 7/X4 Z/3—< 3 ¥ 0.1 D Bluetooth K — k (btrtl) (64 £ k ARM 7—F 5%
F v —D3H)

Bluetooth k%8 HCI K54 /A\—/N\— 3 > 15 (hei_vhei) (64 EY K ARM P —F 54 F v —D
)

Broadcom Blutonium 7 7 — LD T 7 K54 /N—/N—2 3 >~ 1.2 (bem203x) (64 £~ ~ ARM
T=XTIFv—DH)

Digianswer Bluetooth USB K5 4 /N\—/X—< 3> 0.11 (bpal0x) (64 EY N ARM 7 —F 77
Fvy—DH)
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JNA Bluetooth SDIO K54 /8—/X—< 3> 0.1 (btsdio) (64 EY NARM 7 —F TV F v+ —OD
)

AP Bluetooth USB K5 4 /8—/X—3 3> 0.8 (btusb) (64 EY N ARM 7 —FF 9 F +—D
)

Marvell Bluetooth K54 /8—/8—< 3 1.0 (btmrvl) (64 EY h ARM 7—F 52 F + —D &)

Marvell BT-over-SDIO RS 4 /X—/X—< 53> 1.0 (btmrvl_sdio) (64 Ev N ARM 7—F* 77
Fvy—DH)

BMCIPMISSIF 4 ¥4 —7 T4 Z® Linux /31 X K5 A /3— (ssif_bmc) (64 Ev k ARM
F—%TIF v —DH)

VTPM Driver /8—</ 3 > 0.1 (tpm_vtpm_proxy)

AMD P-state K54 /N\—F X M EY 2 —)l (amd-pstate-ut) (AMD & & W Intel 64 E v 77—
FTIFv—DH)

Compute Express Link (CXL) ACPI K5 A /X— (exl_acpi) (64 EY NARM 7 —F 7 7 F ¥ —,
AMD B4 U intel 64 Ew k7 —%F 9 F v —DH)

Compute Express Link (CXL) 37 K54 73— (cxl_core)
Compute Express Link (CXL) IR— b K5 4 73— (cxI_port)

NVIDIA Tegra GPC DMA Controller K< 4 /X— (tegra186-gpc-dma) (64 £~ M ARM 7 —F 7
JFv—DH)

DRM Buddy Allocator (drm_buddy) (64 EY  IBMZ 7 —F 70 F v —D&)

DRM T 1 2L A 74 74 —~)L/X— (drm_display_helper) (64 £~ NI BMZ7—%F 7%
F v —D)

EVision 7/34 ZF® HID K54 73— (hid-evision) (64 £ k ARM 7—F 52 F + —, IBM
Power Systems, J NILZVT 147V, AMDBLWIntel64 EY K7 —FF I F+—DH)

Texas Instruments INA3221 HWMon Driver (ina3221) (64 EY N ARM 7 —F 77 F v —D &)
I3C 37 (i3¢) (64 £ h ARM P —%F 0 F v —D&H)

Silvaco 72 7JLA—JLI3C ¥ X% — K5 A /X— (svc-i3c-master) (64 Ev N ARM 7—F 77
Fvy—DH)

Microsoft Azure Network Adapter IB K5 4 /N— (mana_ib) (AMD & W intel64 EY 7 —F
FOFv—DH)

Soft RDMA k5~ Z7R— b (rdma_rxe)

iIMXBMP A & =X K RZA/N—-iMXSOC HDNAA VY —aAXRI M RKZA4 /=
(imx8mp-interconnect) (64 EY N ARM 7 —FF 0 F v+ —DH)

Linux USB Video Class (uve) (64 Ev b ARM 77—* 77 F+ —. IBM Power Systems, ') hJL
IVF47Y, AMDBLUIntel64dEY N7—FFT 0 F v+ —DH)

videobuf2 M@ X £ ) —LIE)L—F > (videobuf2-memops) (64 EY N ARM 7—FF 4
F ¥ — D)
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o cec NZAN=—DTFNA R/ —RZEEk(cec) (64 EY NIBMZT7—F TV F v —DH)
¢ AXTATRIAN—DTNAR/—REEFZF(mMe)(64EY NARMT—F TV F v —DH)

e Video for Linux2 M RS A4 /X—=~JL/N\—T L — L7 —7% (videobuf2-v4l2) (64 Ev b ARM
—FTI9Fv—DH)

¢ XFAFNyT7—277L—LT—7% (videobuf2-common) (64 Ev b ARM 7—F 7 ¥
F v —DH)

® USB Video Class K54 /8—/X—< 3 > 111 (uvevideo) (64 EY N ARM 7 —FF U F v+ —®D
)

® V412 DV Timings Helper Functions (v4l2-dv-timings) (64 Ev k ARM 7 —F% 77 F v —DH)
e Video4Linux2 37 K54 /\— (videodev) (64 Ev k ARM 7 —F 54 F v —D &)

® videobuf2 @ vmalloc X € ') —ALI¥)L—F > (videobuf2-vmalloc) (64 £~ bk ARM 7—F 774
F ¥ —DH)

® SPINORMD7 L —L7—% (spi-nor) (64 £y N ARM 7 —*FF 0 F v+ —D&H)

e Marvell CNIOK DRAM # 7'& 2 5 4 (DSS) PMU (marvell_cn10k_ddr_pmu) (64 £ v k ARM
—%F 5 F v —DdH)

e Marvell CN1OK LLC-TAD Perf K5 4 /S— (marvell_cn10k_tad_pmu) (64 £~ k ARM 7 —%
FUOFv—DH)

® Intel Meteor Lake PCH pinctrl/GPIO K5 4 7/N— (pinctrl-meteorlake) (AMD & & U Intel 64
By RP—FF0Fv—D&H)

® IntelIn Field Scan (IFS) /34 R (intel_ifs) (AMD 8 & UWintel64 EY R 7 —FF7 U F v —OD
)

e NVIDIA WMI EC Backlight K5 4 /X— (nvidia-wmi-ec-backlight) (AMD & & ' Intel 64 E' v k
—FTI9Fv—DH)

e QMIT>YO—4—/F7a—4—~JL/X— (qmi_helpers) (64 EY NARM 7 —F 7TV F+—D
)

e AMD SoundWire KZ 4 /X— (soundwire-amd) (AMD & & W intel64 EY N7 —F T I F v —
DH)

e NVIDIA Tegrall4 SPI Controller Driver (spi-tegra114) (64 EY N ARM 7 —F 77 F v —DH)

® STMicroelectronics STUSB160x Type-C d ¥ hO—35— K Z 4 /N— (stusb160x) (64 Ev b
ARM 7 —FF 9 F v —D&H)

e MLXS5VFIOPCI-MLXS FNRART77IY—BHODI—HF—LRILOXY RS54 /8— (mix5-vfio-
pci)
6.2. BFiIXNI NS A /8—
XY MNIT—Y RSANR—DFEG

e Realtek RTL8152/RTL8I53 R— XD USB 4 —% v N 745 74 — (18152) BNA—S 3 ¥
v1 RIBICEFHFINE L (G4EY NARM TP —F 77 F v —., IBMPower Systems, ') LT

L= L 2N, ARAMN N L2 10 1m0 1L 2 A= kT ™ 7N
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ST 1 ) /v RANVID oo~ O INTElO4 T Y I‘J'_’\'T’/T‘\"_UJﬁ)o
AMNL— RSANRN—DEH

® Broadcom MegaRAID SAS Driver (megaraid_sas) »'/X—< 3 > 07.725.01.00-rcl ICEFH I F
L72®4EY NARM 7—FF7 2 F+—. IBMPowerSystems, ') NLIVF 47>, AMD&
SWintel64d EY N7 —F T F v —DH),

® Microchip Smart Family Controller @ K5 4 /X— (smartpqi) n'/X—27 3 > 2.1.22-040 ICEH
nElLGLIEY NARMT7—F 727 F v —., IBMPowerSystems, ) NILIVTFT 1T,
AMD & U Intel 64 EY 7 —FF 4 F £ —D &),

e Emulex LightPulse Fibre Channel SCSI K5 A /83— (Ipfe) #/8— 3 ¥ 0:14202 IKEH I h %
L7z®4EY NARM 7—F7 27 F+—. IBMPowerSystems, ') NLIVF 47>, AMD&
SWintel64d EY N7 —F T F v —DH),

® MPI3 Storage Controller Device Driver (mpi3mr) 28/3—2 3>~ 84100 ICEHFINFE L7,
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$£7%Z F AT 8E/: BPF #%8E

ZDETIE. RedHatEnterprise LinuxQ D Z DY A F—/"—2 3 v DH— L THIATEEA Berkeley
Packet Filter (BPF) #8022 A R L X T, RIIRDY X MDHEEFNET,

o JATFTLBRELETDMODA T ay
o FIAAREATOVZLOBRAEFR—FINTVEAIL/N—
o FIMTEEA~Y Y TDFER
ZDEITIZ. bpftool feature I¥ Y ROBEER I NAHANEZTEFNLTVE T,

RINVDATALAREEZTDMOA T3y

AFav &

unprivileged_bpf_disabled 2 (BHED—Y—ICRE I N7 bpf() syscall, BIEEITERAHE
JTaAvRA 55— 1(8%)

JIT aAv14 S—nisib 1T(HERD R W —H—II8 L THER)
JIT 3> /"4 S —kallsyms T AR— K 1Tb— hTHR)
EREI—F—DITDAE —HIER 528482304

CONFIG_BPF y

CONFIG_BPF_SYSCALL y

CONFIG_HAVE_EBPF_JIT y

CONFIG_BPF_JIT y

CONFIG_BPF_JIT_ALWAYS_ON y

CONFIG_DEBUG_INFO_BTF y

CONFIG_DEBUG_INFO_BTF_MODULES y

CONFIG_CGROUPS y
CONFIG_CGROUP_BPF y
CONFIG_CGROUP_NET_CLASSID y
CONFIG_SOCK_CGROUP_DATA y
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*Foav

CONFIG_BPF_EVENTS

CONFIG_KPROBE_EVENTS

CONFIG_UPROBE_EVENTS

CONFIG_TRACING

CONFIG_FTRACE_SYSCALLS

CONFIG_FUNCTION_ERROR_INJECTIO
N

CONFIG_BPF_KPROBE_OVERRIDE

CONFIG_NET

CONFIG_XDP_SOCKETS

CONFIG_LWTUNNEL_BPF

CONFIG_NET_ACT_BPF

CONFIG_NET_CLS_BPF

CONFIG_NET_CLS_ACT

CONFIG_NET_SCH_INGRESS

CONFIG_XFRM

CONFIG_IP_ROUTE_CLASSID

CONFIG_IPV6_SEG6_BPF

CONFIG_BPF_LIRC_MODE?2

CONFIG_BPF_STREAM_PARSER

CONFIG_NETFILTER_XT_MATCH_BPF

CONFIG_BPFILTER

CONFIG_BPFILTER_UMH
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AT av &
CONFIG_TEST_BPF m
CONFIG_HZ 1000
bpf() syscall available
RKER7O7Z LY XOHIR available
BRIL—TOYR—K available
ISA HiARHEEE v2 available
ISA HEARASAE v3 available

K72FATELR OV S LOBBREYR— NI TWBAIL/IR—

pAs A IN)Y L FIFABEAR AL /X—

socket_filter bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_load_bytes_relative, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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kprobe bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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sched_cls bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_vlan_push, bpf_skb_vlan_pop,
bpf_skb_get_tunnel_key, bpf_skb_set_tunnel_key, bpf_redirect, bpf_get_route_realm,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_get_tunnel_opt,
bpf_skb_set_tunnel_opt, bpf_skb_change_proto, bpf_skb_change_type,
bpf_skb_under_cgroup, bpf_get_hash_recalc, bpf_get_current_task,
bpf_skb_change_tail, bpf_skb_pull_data, bpf_csum_update, bpf_set_hash_invalid,
bpf_get_numa_node_id, bpf_skb_change_head, bpf_get_socket_cookie,
bpf_get_socket_uid, bpf_set_hash, bpf_skb_adjust_room, bpf_skb_get_xfrm_state,
bpf_skb_load_bytes_relative, bpf_fib_lookup, bpf_skb_cgroup_id,
bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp, bpf_sk_lookup_udp, bpf_sk_release,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_sk_fullsock, bpf_tcp_sock, bpf_skb_ecn_set_ce,
bpf_get_listener_sock, bpf_skc_lookup_tcp, bpf_tcp_check_syncookie, bpf_strtol,
bpf_strtoul, bpf_sk_storage_get, bpf_sk_storage_delete, bpf_tcp_gen_syncookie,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_sk_assign, bpf_ktime_get_boot_ns,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_csum_level, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_skb_cgroup_classid, bpf_redirect_neigh, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_redirect_peer, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_check_mtu, bpf_for_each_map_elem, bpf_snprintf,
bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_skb_set_tstamp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_tcp_raw_gen_syncookie_ipv4, bpf_tcp_raw_gen_syncookie_ipv6,
bpf_tcp_raw_check_syncookie_ipv4, bpf_tcp_raw_check_syncookie_ipv6,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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sched_act bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_vlan_push, bpf_skb_vlan_pop,
bpf_skb_get_tunnel_key, bpf_skb_set_tunnel_key, bpf_redirect, bpf_get_route_realm,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_get_tunnel_opt,
bpf_skb_set_tunnel_opt, bpf_skb_change_proto, bpf_skb_change_type,
bpf_skb_under_cgroup, bpf_get_hash_recalc, bpf_get_current_task,
bpf_skb_change_tail, bpf_skb_pull_data, bpf_csum_update, bpf_set_hash_invalid,
bpf_get_numa_node_id, bpf_skb_change_head, bpf_get_socket_cookie,
bpf_get_socket_uid, bpf_set_hash, bpf_skb_adjust_room, bpf_skb_get_xfrm_state,
bpf_skb_load_bytes_relative, bpf_fib_lookup, bpf_skb_cgroup_id,
bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp, bpf_sk_lookup_udp, bpf_sk_release,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_sk_fullsock, bpf_tcp_sock, bpf_skb_ecn_set_ce,
bpf_get_listener_sock, bpf_skc_lookup_tcp, bpf_tcp_check_syncookie, bpf_strtol,
bpf_strtoul, bpf_sk_storage_get, bpf_sk_storage_delete, bpf_tcp_gen_syncookie,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_sk_assign, bpf_ktime_get_boot_ns,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_csum_level, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_skb_cgroup_classid, bpf_redirect_neigh, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_redirect_peer, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_check_mtu, bpf_for_each_map_elem, bpf_snprintf,
bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_skb_set_tstamp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_tcp_raw_gen_syncookie_ipv4, bpf_tcp_raw_gen_syncookie_ipv6,
bpf_tcp_raw_check_syncookie_ipv4, bpf_tcp_raw_check_syncookie_ipv6,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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tracepoint bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

xdp bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_redirect, bpf_perf_event_output, bpf_csum_diff, bpf_get_current_task,
bpf_get_numa_node_id, bpf_xdp_adjust_head, bpf_redirect_map, bpf_xdp_adjust_meta,
bpf_xdp_adjust_tail, bpf_fib_lookup, bpf_sk_lookup_tcp, bpf_sk_lookup_udp,
bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_skc_lookup_tcp, bpf_tcp_check_syncookie,
bpf_strtol, bpf_strtoul, bpf_tcp_gen_syncookie, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve,
bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_ktime_get_coarse_ns, bpf_check_mtu,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop,
bpf_strncmp, bpf_xdp_get_buff_len, bpf_xdp_load_bytes, bpf_xdp_store_bytes,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_tcp_raw_gen_syncookie_ipv4, bpf_tcp_raw_gen_syncookie_ipv6,
bpf_tcp_raw_check_syncookie_ipv4, bpf_tcp_raw_check_syncookie_ipv6,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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perf_event bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_perf_prog_read_value, bpf_get_stack,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_send_signal, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_send_signal_thread,
bpf_jiffies64, bpf_read_branch_records, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

cgroup_skb bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_load_bytes_relative, bpf_skb_cgroup_id, bpf_get_local_storage,
bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp, bpf_sk_lookup_udp, bpf_sk_release,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_sk_fullsock, bpf_tcp_sock, bpf_skb_ecn_set_ce,
bpf_get_listener_sock, bpf_skc_lookup_tcp, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_sk_cgroup_id, bpf_sk_ancestor_cgroup_id,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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cgroup_sock bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_current_cgroup_id,
bpf_get_local_storage, bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_netns_cookie,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop,
bpf_strncmp, bpf_get_retval, bpf_set_retval, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

[wt_in bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id, bpf_lwt_push_encap,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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Iwt_out bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id, bpf_map_push_elem,
bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol,
bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

[wt_xmit bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_get_tunnel_key,
bpf_skb_set_tunnel_key, bpf_redirect, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_get_tunnel_opt, bpf_skb_set_tunnel_opt,
bpf_skb_under_cgroup, bpf_get_hash_recalc, bpf_get_current_task,
bpf_skb_change_tail, bpf_skb_pull_data, bpf_csum_update, bpf_set_hash_invalid,
bpf_get_numa_node_id, bpf_skb_change_head, bpf_lwt_push_encap,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_csum_level, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_ktime_get_coarse_ns, bpf_for_each_map_elem,
bpf_snprintf, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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sock_ops bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_socket_cookie, bpf_setsockopt, bpf_sock_map_update, bpf_getsockopt,
bpf_sock_ops_cb_flags_set, bpf_sock_hash_update, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_tcp_sock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_netns_cookie, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_load_hdr_opt,
bpf_store_hdr_opt, bpf_reserve_hdr_opt, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_get_current_task_btf, bpf_ktime_get_coarse_ns,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop,
bpf_strncmp, bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

sk_skb bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_tail_call, bpf_perf_event_output, bpf_skb_load_bytes,
bpf_get_current_task, bpf_skb_change_tail, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_skb_change_head, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_adjust_room, bpf_sk_redirect_map, bpf_sk_redirect_hash, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_skc_lookup_tcp, bpf_strtol,
bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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cgroup_device bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

sk_msg bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_cgroup_classid,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id,
bpf_msg_redirect_map, bpf_msg_apply_bytes, bpf_msg_cork_bytes,
bpf_msg_pull_data, bpf_msg_redirect_hash, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_msg_push_data,
bpf_msg_pop_data, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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raw_tracepoint bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_copy_from_user_task, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

cgroup_sock_addr bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_setsockopt, bpf_getsockopt,
bpf_bind, bpf_get_current_cgroup_id, bpf_get_local_storage, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_skc_lookup_tcp, bpf_strtol,
bpf_strtoul, bpf_sk_storage_get, bpf_sk_storage_delete, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_get_retval, bpf_set_retval,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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Iwt_segb6local bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_lwt_seg6_store_bytes, bpf_lwt_seg6_adjust_srh, bpf_lwt_seg6_action,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

lirc_mode2 HR— MRS

sk_reuseport bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_skb_load_bytes, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_socket_cookie, bpf_skb_load_bytes_relative, bpf_sk_select_reuseport,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_get_current_task_btf, bpf_ktime_get_coarse_ns,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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flow_dissector bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_skb_load_bytes, bpf_get_current_task, bpf_get_numa_node_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

cgroup_sysctl bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_sysctl_get_name, bpf_sysctl_get_current_value,
bpf_sysctl_get_new_value, bpf_sysctl_set_new_value, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_get_current_task_btf, bpf_ktime_get_coarse_ns,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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raw_tracepoint_wri bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,

table bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_copy_from_user_task, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

cgroup_sockopt bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_tcp_sock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop,
bpf_strncmp, bpf_get_retval, bpf_set_retval, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

tracing HR— hIFHRH
struct_ops HR— hIFRHA
ext HR— IR
Ism HR— IR
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pAs A IN)) L FIFEABEAR NI /X—

sk_lookup bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id, bpf_sk_release,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64, bpf_sk_assign,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

syscall bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_get_socket_cookie, bpf_perf_event_read_value, bpf_get_stack,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_send_signal, bpf_skb_output,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_send_signal_thread, bpf_jiffies64,
bpf_get_ns_current_pid_tgid, bpf_xdp_output, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_get_task_stack, bpf_d_path, bpf_copy_from_user, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_sock_from_file, bpf_for_each_map_elem, bpf_snprintf,
bpf_sys_bpf, bpf_btf_find_by_name_kind, bpf_sys_close, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_skc_to_unix_sock,
bpf_kallsyms_lookup_name, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_xdp_get_buff_len, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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<y JOBEH Available

Ny a [F
array [=qW
prog_array [=qW
perf_event_array [=qW
percpu_hash [=qW
percpu_array [=qW
stack_trace =g
cgroup_array [=qW
Iru_hash =g
[ru_percpu_hash [=qW
[pm_trie [=qW
array_of_maps =g
hash_of_maps [=qW
devmap [=qW
sockmap [=qW
cpumap [ZqW
xskmap =40
sockhash =W
cgroup_storage [=qW
reuseport_sockarray [=qW
percpu_cgroup_storage [=qW
queue [=qW
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<y JOBEH Available

stack

sk_storage

devmap_hash

struct_ops

ringbuf

inode_storage

task_storage

bloom_filter

user_ringbuf

cgrp_storage

=W

=W

=W

[

=W

=W

=W

=40

=W

=W
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BBE NTJEIE

Tl A—HY—ICERRFTEZS5 X %5/ N7 T, RedHatEnterprise Linux 9.3 TBEIEI N/ DIZD
WTEBRL F 9,

BLAVARN—F—BLTA X—IDIERK

AVAM=TO7ZLE ¥y IR —FATV KD -proxy A T a v %IEL K NREY
380K

PaiE, 41 V2= 7075 L ul ¥y PR —FITXY RO —-proxy 4 7> a v EZELCULEL
TWEHATLE, TORR. BEINATOFV—%2FRALTA VA=A A—VERBTEEE
ATL, COEHICLY, ZOMBEIFEBEIN, —-proxy 7 7> a UHEFEBYICHET S LD I
7wy F L7,

Bugzilla:2177219
liveimg @ --noverifyssl 7 7> a ik, HTTPSA#FAL TY¥ v rO— KX hicA A—T DY —
N—DFFAZEF v I L A3

LA, 4 Y2 M=) 7073 Ald liveimg ¥v 7 249 — b7 RO --noverifyssl & 7> 3 v % &
BLTWE LA, LAAST, HTTPS 7O ML EFRALTY o yO— RIS A—J IR/ LT
H—N—DIAEERITEIARWVGEES., A VA M- TOEREERLE L, SEOEFHICLY, &
DOREBIXBEIN, liveimg v I X4 — K< KD --novetifyssl + 7> 3 VA IEL K #EET B &£ S
ISV F L7,

Bugzilla:2157921

Anaconda A%, FIPSZE#4®D LUKS XA 7L —XEZRKRIFTBLIICh D

VgL, BEREEQ2Y =LA ZOF v I %ETLTWTH, Anaconda lF LUKS XX 7 L —XDKRX
DNFIPSEH®AF L TWENEIDEZF v I LEFHAT LR, ThiZLY, "ZAT7L—XH8XF
JYBEWFIPST—RTA VAN =ITBIET, A1 VAMN—=—F—DRPTCEFELELTWVWE LT,

COEHICLY, RRATL—XDOHRNMNRERIEL THRAEITELIICAI VA N=LTOTSLDPEREIN
Flk, ZORR., 1 VAM=ITOTSLIE LUKS/RRT7L—XHFIPS E— RTHERT 3ICIFE
TEBZLEIHIEBAML., FHLAWSLEEBETET,

Bugzilla:2163497

FLUWI— 3 D xisprogs B /boot Y1 Xafa/hLia< A%

BARIIE,. RHEL 9.3 M 519 /N—< 3 > D xfsprogs /Xy 7 —TIZ& Y, /boot ¥4 AW HEMLTWEL
oo TDHER, RHELO2 NN—=U 3V & T B &, /boot /N\—F 1 & 3 v EDFERAATREARFEIEWD
£ LFLR, TOBEICLY., TRTODA A—ID /boot /X—F 14 > 3 VA 500 MiB Tld7: < 600
MiBIZIEII L. /boot /X—F 4 > a3 VIFAR—ZADBBEDOHEAZ (TR BY F L,

Jira:RHEL-7999

82 txal)F5q4—

OpenSSL AV Y K cms 8L U smime . FIPSE—KRKTCI7 7M1 IV E2BEBIETEE Y

L ETIE. cms LU smime OpenSSL A Y KD T 7 # )L MERETIE, 3DES % PKCS #1v15 & D
LAY —BEE27ILT) TLAMNMFERINTWE L, Th507ILTY) XA FIPS E— R TIHERIC
BRYFEFT, TOER, FIPSE—RDYATALTIE, T7A4IPERET smime AX Y REFRALTT7 7
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BeE NTEILE

1IN EBESETEIFEATLL, COEFTIIROEENBAINTVET,

e FIPS E— KTIE. OpenSSLAPIIE5 7 #JL T OAEP & RSA ¥ —A AL TCMS F—4 %
ERLZE T,

® FIPS E— KR Tl&. RSA F—HMBEIN/LIHFE. cms OpenSSL A< ~ Kid aes-128-cbc & &
' OAEP CHRES{EIN/IZCMS 7 74 L =R L £ 9,

ECDSA ¥ —DFERIEHEAZITEHA. FEFIPS E— R TIL, OpenSSLAPI & ecms O Y Kk, T
74 N TPKCS#HIVIS XT 1 & 3DESKESILAB SHmIFEALE T,

ZTDER, FIPSET— K Tcems 8LV smime OpenSSL XYY R&EFRAL T, 771 2EBSETEE
ER

Bugzilla:2160797

SELinux T Dovecot TX—JILDL Y H5r— 3 U HalgEICE D

WABEL )y —>avty &AL T Dovecot &MBEX —IVEBET—Y v MaFAAMKRE T IC
BRETITFIN, LBEID SELinux R o=k, SVIA LT 7AINTYATLDNA TENLTEET
% dovecot-deliver 1—7 1 ) 74 —ICEET B IL—ILDBEFNh TWEHATLE, %@‘F%\ Dovecot
TOA=IDL TN r—o a3 VIEHMELEFEATLE, TOEHICELY. SELinux R o —IT/A—3 v
a3 VHEMIN., ZOHER. Dovecot TOXA—ILL Y Hr—o a3 UheEdTaLdI1IChY F L,

Bugzilla:2170495!]

NFS 7 7AWV AT LDSDT— ME. enforcing E— FICERE X7z SELinux CHEET 5 &
DT D

Paiid. NFSZIL—F 774V RATLE LTHERT B &, SELinux SRV Y—N—D5EEI N
9. SELinux A* enforcing E— RICEREINTWB EZICEH TS —HIRELTWE L,

CDEBIEICLY., SELinux i&, &#ID SELinux R ¥—00O— REHTEMRINIZNFS T > MMTH
R=PFEFa2)T1—IRIVELTELLI7STEIATEHEDIBEINFE L, ZOHER., NFS<T
VMNEY—=R—=&0F54T7 Y PDRBITSELinux INIVEERET B & D ICARY . enforcing E— NIZERTE
XN/ SELinux TT— M EaWMIHIEDZ I ENTEET,

Bugzilla:2218207!"]

rabbitmq A% IPv6 TRBL &< 23

LIgfiE. IPv6e ZF%0IC L T rabbitmq #—/N\—% 7704 9 % &, inet_gethost <7 > K&
/proc/sys/net/ipvé/conf/all/disable ipv6 7 7 1 JLICT7 VAL LD & LF L, TORER, AT 4
I& /proc/sys/net/ipv6/conf/all/disable_ipv6 ~D7 IV LA EEBLEX L, TOEHICLY., AT A
I /proc/sys/net/ipv6/conf/all/disable_ipv6 % A#H 5 Z &N TE S &£ S IC74 Y. rabbitmq A IPv6 T
EETBLDICRYF LT,

Bugzilla:2184999

cloud-init Z4Y L 7= Insights ~NDEHH SELinux ICL>TT7 Oy 2 ¥ hi 13

PUTIE,. SELinux R 1) ¥ —ICi&. cloud-init 2 7 ') 7' MZ & % Insights-client  —EZDER{TAFFA T
ZIL—IDEFEFNTVWEHATLE, TDER. cIoud-init 2% 1) 7 b1 insights-client --register 1
YU RDETERABDERBMLTWE L, TOEMICEY, RELTWIL—ILARY O—ITEMS

. SELinux % enforcing €E— K T{#HA L T cloud-init % 1 b'C Insights ICESRTE 2 LD ICRY FEL
oo

Bugzilla:2162663
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staff_r SELinux A—JL M1 —¥H—[X scap_workbench 7O—J%2R{TTX B LI LK D

L&, selinux-policy /X or—(CIE, scap-workbench 1—7 1 V) 74 —%R{T9 2 7DICBER
staff r SELinux O—J)LDI—H—|IWTZIL—ILDBAEFNTVWEHATLR, TDHFER, staff r
SELinux A—J)LD1—H—AE1T¥ % &, scap-workbench 7O—T7HKKLTWE LA, TOEHIC
&Y. RELTWIL—ILA selinux-policy ([CEEINI 1. SELinux 1 —4'—Id scap_workbench 7
O—J%ARTTEBLIIRY F L,

Bugzilla:2112729

SELinux /R Y > —IC insights-client D/ X—X v > 3 UHEIMI X L

Insights-client Ht — E X CIE. LLEID/N— 3 D selinux-policy ICIE D > HERDMHETY, £
D7z, insights-client D—ED AV R—F Y PHELKHEET, 7/ EARIIY—Frva
(AVO) T —AvtE—V%BELTWE L, SODOFEHT. SELinux RY S —IZHLWAI—I v T3
YIEMINhFLE, TOER., AVC TS5 —%]|EE T IC insights-client " IEEEICETINZE T,

Jira:RHELPLAN-163014l", Bugzilla:2190178, Bugzilla:2224737, Bugzilla:2207894, Bugzilla:2214581

Keylime 5Fal Y A MERR VYY) T hHEHI NS

Keylime 2% 1) 7 b create_allowlist.sh (£, Keylime /R > —®DFFaI) A &4 L 9, RHEL9.3
TlE. create_runtime_policy.sh 27 ) 7 MNZEE|AOhFE Lk, TORI)TFME FAYRME
JSONSVHA LR O—IIEBLELD ETHERBMLTVWE L

SEDEHFHICELY. 27 7 ~iE create_allowlist.sh ICEY Z L7, keylime_create_policy 2 7 ')
ThEFEALT, FAVRAMEBRAY X RNEJISON SV 1 LR —IHIAEDEZIENTES &
IITRY F L

Jira:RHEL-11866("]

Keylime #* tis_dir = default CRHED 7 7 A Ve T E LR 2D

LARIIE. Keylime verifier & 7z & Keylime registrar %7€ T tls_dir 234" default ICEREI N T W5
A. Keylime I&. 7 7 1 JL&D cacert.crt TIERWHR Y LADEREER (CA) SEFAZAIEEZ L TWEL
Tco SEIOEHICL > TIOMBEIFRE LA ARY, tis_dir=default EEREINTVWTEARY LD
CASIRRE 7 7 M V2 EATE S LD ICRY F L1,

Jira:RHELPLAN-15733711]

BRIBZEMN. Keylme I—S Y MDA T ava7 ¥ —RAF7 CTCA—/1N—541 RAREIC
DETIE. Keylime T—Yx Y MREA T avEILTVH—RAT7 () DEFNTWBIEAR. BELTH
ABERALTCIDOA T avEead—N—S54 RTBZEIETEFHEATLE, SEOEHFICLY., 7
AVRILT U —RATHEEFNTWVWBEIFETE, BEZRICEL DA —/NN—F14 RHAELCH#EET S
EOICBmYF Lk,

Jira:RHEL-395[]

Keylime registrar I£ IPv6 7 KL Z%ZIE L < HHT 3

LA, Keylimeregistrar (£ IPv6 7 RL ZZEE LK BETE Do /c/ctdh, VRZVJR—MaENA
YRTEFHATLRE, TOEHFHITEY. Keylime registrar (£ IPv6 7 KL R &@ENICERI L. ZDfE
R, ZTOR—=RMIELLKNNA Y RINBEIICRY F LT

Jira:RHEL-392("]

Keylime T—J x>V MO IPV6E 7 KL ZRZIEL K T 3

16


https://bugzilla.redhat.com/show_bug.cgi?id=2112729
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BeE NTEILE

PAniE, B[] CHENRTWARWIPYG 7 KL A ZERHAL T Keylme T—2 Y N2 &89 %

&E. keylime_tenant 1—7 1 )74 —HAIT5—TERELTWE L7, SOIDEFHICE

Y. keylime_tenant(d, IPv6 7 KL AW EIMTHENTULWARWEETE, ELKAETESLD IR
YFE L7,

Jira:RHEL-393("]

QEMUVM DHF L WA RV MZL Y., Keylime (&8I T — MEEEICKBIL R D

edk2-ovmf /Ry A —J DEIFICEL Y., QEMU ICE » TIEREI N BREY AT LADBIET— MO T ICH
LWL TDARY MDPBAINRFE L, ThEDARY MILY, Keylime DBIE T — NREEICES
NEELFE L, SEDOEHICLY. KeylimeldINS5DARY MAEELKUEBLET,

Jira:RHEL-947"]

Keylime Webhook Notifier B TLS vy > a v %IEL<<KTT S

LUETIE,. Keylime Webhook Notifier iE TLS vy a3 VA ELKT LEFHATLE, ThiZLY, YR
F—AITEENREINFT LIz, TOEHICLY ZOREIEIEIN. Webhook Notifier 28 TLS £ v
DAaVEELKKRTIBELDICARY F L,

Jira:RHEL-1252[1

gpg-agent X FIPSE— R TSSHI—Yxz v hELTHETEEDICHS

LREIE. FIPSE—RKTMD5 ¥4 Y TR MDEDICAR>TWBIHBETEH. gpg-agent Y —JL L ssh-
agent 7O S AICF—%2BMTREZIIMDS 74 Y H—TFTY Y MEERLTWE L, TODHE
R.ssh-add 1—7 1 )74 —HPRET—V Y bADF—DBIICKKLTWE L7,

ZD')Y—XTIE, gpg-agent I MDS Fx v I HLnEFRALASRYELE, TOHER., gpg-agent
IEFIPSE—RTRITINTWVWEIVRTALATESSHRII I -V hE LTHEET D LDICRYEL
7o

Bugzilla:2073567

tangd-keygen 57 7 4 JU FLLA D umask Z1EL < MBI 2 L 5 ICH D

Danik, tangd-keygen 27 1) F M, £RINIF—T 7M1 ILDT 7 IIVEREZELZFHATL
o TORR. O —~DF—DFHAMY Z/HLETZT 74 DI—HF—T 74 IILERE— N
T 2% (umask) NEREINTWS Y AT LTIE, tang-show-keys <Y RigF—%2RRTE2RDYIC
IZ—Xvt— Internal Error 500 Z3R L TWE L7z, SEIOFEHICL Y. tangd-keygen (F. 4K
INF—T7ANDT7AINNR—I v aVEREST DO, V) TMNIFT 74 NUAAD
umask ZEHATE2ATALATELLEFETBLDICRYE L,

Bugzilla:2188743

fapolicyd Y —E RN, FHINLET—IR—ZADSHBRINAETOTSLE5RTLAELLRS
LIETIE, fapolicyd H—E 2, TOV S5 AREBEINET—IR—2DSYBRINABKTE, 707
TLEERTEZ2HEDELTERL>TUELTVWE L, TDFHER, fapolicyd-cli -update I 7v > K%
ABLTHEMRIZAL, TOTSLIBHIBRINZETHLERTINIATESEIHY ELk, COFEHICE
Y). fapolicyd-cli --update ¥ > RICL > TEBEINALTOT S LT —IR—ZHDELCEBHFH I,
BRI N2 7075 LIEEETTERLARY FE LT,

Jira:RHEL-622

fapolicyd IC& Y. mount 8L U umount&ICY AT ALADBNY T LR LD
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LARTIE. mount £7 (3 umount 7 72 3 UM 2 EERTI . EDIRIC fapolicyd-cli --update A< > K
RTINS &, fapolicyd F—EXDERIL—FICADEREELHY £ Lk, TORKR., AT LN
ISEEELELE LA, COEHICELY. H—E RIS fapolicyd-cli --update I~ > K&IE L < E47L.
EEDED mount F7/<iF umount 7 72 3 VEMIBTES LD ICAY E LT,

Jira:RHEL-817

Keylime [&E#EfE I h7- PEMAIBAZE A2 Z AN D L HICAS

LUETIE, Keylime D81 DD 7 7 1 JVIERE I N/ PEMEROEMDIIAZ S L CHIAEF =z —V 525
¥ % &. keylime-agent-rust Keylime IV R—3X Y MIL>TTLSNY R A4 VDKRBHAFEEL TV
Flhk, TOHER. /547> haviR—%> b (keylime_verifier & & U keylime_tenant) 4.
Keylime T—Y ¥ MIERTEXEF A, TOEHICELY. keylime-agent-rust (£, A& CA SIEAZE %
BUOBEBOIAELZELKLEBTESLDIICRY F L, TORBR, EEINE PEMIIEAE %
Keylime THERETE3 L5 ILARY FE L,

Jira:RHEL-396(]

Rsyslog I capabilities A% < T+ 2B aJAE

Rsyslog MREDI—H—& LTEITINDHE., FLEIAVTF—IEINALRIETETINDS

A, rsyslog 7O+ R ICI& capabilities B’ Y £ A, TDIER. Rsyslog I capabilities # KO v 7T
XY, BEBFICKRTLE LA, SEOEHICLY. FOERIE capabilities B WHEIC capabilities
ZROyFLEIELALKARY F L, ZTOFER, Rsyslog lE capabilities B WGETHRETE F

ER

Jira:RHELPLAN-160541L"]

io_uring I& SELinux B L CEHET 2 & 5 IC2 B

LARIIE. fo_uring hi—RIA V& —7 24 RITIE SELinux RY o —D map /X—I v > arvhhHy
ATL, TOHER. mmap Y A7 LI—)LAKEL., jo_uringf 49 —T7 x4 AAELCEMEL X
HATLE, COEHFHICEY, SELinux R —Tmap /X—I v a VAT Ih, 1 9 —Tx1
AL SELinux BB L TEIFI 2L D ICaY F LT,

Bugzilla:2187745

oscap-anaconda-addon TCISDRY b7 —I Y —N—%@{TEBLHICAS

LITIE. Network Servers /8w r —I JIL—THBIRINTWBHE, CISEFaF74+—7O774
JU (cis. cis_server_I1. cis_workstation_I1. Z7z(& cis_workstation_I2) % {8 L T RHEL Network
Servers ZA VA RM—ILT B EIETEFEATLL, ZORREIF. RHEL 9.3 TRtI 1 % oscap-
anaconda-addon-2.0.0-17.el9 D titp /N v T —Y ZRA T2 I ETEBEINF T, TDHER. Network
Servers Xy —I J)—T%FHA L T, CIS Tii{fb X117z RHEL Network Servers &4 > X h—JLTX
x9,

Bugzilla:2172264

R—ALAT4LIMN)—%Fzv o3IO —AL1—F—ICOHERAINS

scap-security-guide /Xy m —J L > TRFEINZEHROAV FSA4 72707 714 VIR, 21—
P—DR—LTA LI N —DELWEEEZF TV ITEIRDI—IHDEFNTVET,

® accounts_umask_interactive_users
® accounts_user_dot_group_ownership

® accounts_user_dot_user_ownership
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BeE NTEILE

® accounts_user_interactive_home_directory_exists

e accounts_users_home_files_groupownership

® accounts_users_home_files_ownership

® accounts_users_home_files_permissions

e file_groupownership_home_directories

o file_ownership_home_directories

o file_permissions_home_directories
INSDIL—ILIF, O—ANI—HF—DFREEZELLFzv I LET, LAENHE. BEXIY T
E—PI1I—HY-—DREZERETCIRVEETHE, AF Vv FT—ENSSBREDRY NT—0 Y —ANDLIR
HINLZYE—PI—HF—DEREER >TFzv I LTVWFE L, INiE. OpenSCAP X F v F—A
LIRIIC getpwent() Y AT AD—I)LEFERALTWALZDTYT, TOEHICLY. ThS5DIL—ILDORER
ELZEN letc/passwd 7 7 A ILDT—H DIHKFTEDEDICEEINE T, TOFBR, L—LidOo—5h
WI—HF—DREICOHABERAIND LD ICAY F LT,
Bugzilla:2203791

NRRA7— ROAMPEICET 3 IL—LidOo—hIl1—Y—IICOHBERHINS

CIS® DISASTIG R ED—EDAY TSA TV RATAT7AIIIE, 2= —=THV Y hD/IRRT—FR
DEWHRBMENRRT—FOBWHREF TV I THRDODIL—LUIHNETNTUVET,

® accounts_password_set_max_life_existing

® accounts_password_set_min_life_existing

accounts_password_set_warn_age_existing

® accounts_set_post pw_existing
INSOIL—ILIF, O—HANI—HF—DFREEZELLFz v I LET, LFENE. BEXIY T
E— M1V -—DEREZZEETEILQWVEETE., AFvFT—IENSSREDRY NT—0 YV —ZAH LR
HEINALVE—PI—H—-DHREEZBZ>TFzvILTWVWELE, ThiE, OpenSCAP ZF v+ —7N
LURIIC getpwent() Y AT AD—I)LAEFERAL TWAELZDTT,

ZODEHICLY., TNHS5DIL—ILDOREREEL /etc/shadow 7 7 M ILDT—Y DIHIKEFET 2L DICE
BXhFd, ZOHER. L—LiEO0—AHIL1—HF—DBEICOAFHAIND LD ICHRY F L,

Bugzilla:2213958

RedHatCVE 7 1 — KB H I N B

https://access.redhat.com/security/data/oval/ IC# % Red Hat Common Vulnerabilities and Exposures
(CVE) 74 — RD/NN—2 3V 1IFELLI N, https:;//access.redhat.com/security/data/oval/v2/ IZ# %
CVE74—RON=Y a3V 2IlBEMAONE LT,

Z DFER. scap-security-guide /Xy —JICL > TIREINSZ SCAP Y —XF—9 XA M) —LKHDY
Y 21E. RedHatCVE 74 — RDF LWA—U a3 VIt Vo $3 LI ICEHINE Lk,

Bugzilla:2223178

journald B2 EICEE YT I —IIL CROBEIAFTIEBMI NG LS
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LRI, SCAPF2Y) 74 —7 4 RDJL—JL journald_compress. journald_forward_to_syslog.
H & U journald_storage DIEE RV ) T MINTHEEFNTH Y., /etc/systemd/journald.conf 5% E
T77AIWDEREL T a VICKRDBBIAFTIEMINTUWE L, TDHR. journald ¥ A7 At —E
RIBREA TV a Vv OBTICKBL, Thoa\BRLELL, LED>T, BEA T avIidBEWTIE
HYFHEATLE, INITEY. OpenSCAP X ¥ v+ VDIERMNER - IfERTH % pass &Y X LT,
COEFICEY, W=V EBERY ) T MTRAWBEIAR/EMINRSRYFLE, ZORER. Th
5DIL—ILIE, journald DBEMREEEZEMT DL DI F L1,

Bugzilla:2193169

/var/lib/fdo B8 FD 7 7 4 JLICIE L\ SElinux SRIVAII SN EHICH D

LRIE. FDO 7O AN KA MLEKICT IV ERATEZEVW X2 ) T4+ —DREEIFHYFE L, 5
BIDEFIC L Y. SElinux T service-info-api #—/N\—% 9% Z & T, /var/llib/fdo 71 L U bV —
BETOTNARICERFETE 774V EEBIMTESLDICRY, ZOFER. /var/llibfdo BEFD 7 7 1)L
[EIE LW SElinux ZNILZERE T 5 LD ICY £ L7,

Bugzilla:2229722

83. TRV YT avnER

subscription-manager XK ICFERTF A M EFRF LA AS

RHEL 9.1 LAF%. subscription-manager (332 {EDLIBAISETIRRERZRTLF T, LETIE. —8D
ERECBRIIIFETTVEE) TR BEFORTRICETRRAEA v -0 ) =0Ty TEIhEFHATL
foo COEFICELY, BEFEOKRTEICIRTOA Yy E—IYDNBEUICI Y-V Ty TINZET,
UANCEITIKREX vy E—Y 2 E ML EDHBHBEE. ROATY Y FZ AN L TBERAMICTERX
-a—o

I # subscription-manager config --rhsm.progress_messages=1

Bugzilla:2136694!]

84.V 7 My 7EHE

dnf need-restarting-s 1<% > KT systemd —EXDY A MPELKERRZINBELDHICRSB

LIETIE. needs-restarting 1< > K% -s F/-|d --services 7 7> 3 v & & HILFERT % &, systemd
PADTOEREIEBEELTVWS O RAPREINAEZICIS—DRELTWE L, SEO
BHICL Y. dnfneed-restarting-s IY Y RIZZDELHATOEREHEEL. RDYILREEZITS
systemd Y —EZXDY A M & EHICEEERTLET,

Bugzilla:2203100

dnf-automatic A¥Y KBNS U I a VDR TRAT—IYREZELLRETZDLHICHRS
Llgiix. dnf-automatic A~¥ > Rk, NS YUY avdmD—EOT7 I a v ESICET LAadro7z
BETH, NSUT I I VORI TI—RERLELE, ThiCLY, TS—Y0EFHFIOA X
v MIC dnf-automatic #FHE T2V TCXxa T4 — R I RETDIHEELHY ET, SEHD

BHICLY., ZORBEIRXBEIN, dnf-automatic iZ. NSV o a vty yr—JICET TR
TORBEERETBEDICRY F L,

Bugzilla:2212262
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BeE NTEILE

R 7 7AIIVBHOLRW I PAILY AT AICIMAZG A ONY S —SHA VA M—=ILTH
LML

LIEIIE, RPMIE, 774D IMAZBEZEZHR—MLTWAWEETH., 774 NNICIMAEZLZEAL
FHELFEL, ZORR. "Ny bb—YDAVAM—IVITKEELZF Lz, SEOEHFICELY. RPMIE
IMAZZDBEREZAX Yy T LET, TOHER., N"ub—IDA VA M =ILIFEKBLALRY F L,

Bugzilla:2157836

85. vz )lbLvaxry R4 Y=
rsyslog AX Y FH—EZADNR L AX 21—V AT LADORBHFICHAKBRIND LS ICRS

PaiE,. XvE—YOJ7 D rsyslog —ERNL AF 21— AT ALATHENICESHIINEFEATL
fzo /devilog Vv M, BIEETOEAFICA Yy E—VERELKITELLEY,. ZOVYSY KTV R
VEBRY—EREIHYFHATLE, TOHER, /devilog VI v DXy E—IUTUoIEWCARY, B
E7OERN’EFELETZRERREARY E Lk, 7z& 2. GRUBREABERT % grub2-mkconfig O <~
NiZ. SOV MINET 7MY RTLOBICIECTREDOO I Xy E—IU%EK L EFT, ReaR Z1F
ALT. BROT7ANIRATANIDIY NINEVRTLEYANY—FBE, ZEOOT Xy t—
U idevilog VY REBHRLS L, YANY—=TOINT7Y—-XLFE L%,

CDEBEICEY, LAFa2a—RTFLDsystemd 2= MIiE, 7= FIRICVT Y M9 =5y B
BEND LAY, T MFICAFV IV Y MDPBEIBT2LDICRY F Lz, TOBER, BEICH
CTrsyslog ¥ —EZXAN L AF 21 —RIBETREREIN, VAN —FIIXAyE—2%207IC8ERT 20E
BHZTAOLAMELETZ AR RYET, YANY—TOLRABERICETL, LRAF1—
RAM 7 1 XU O /var/llog/messages 7 7 1 JLICOJ A v E—IUDNRRINE T,

Bugzilla:2172912

which A< Y KAEWRATHEM LA B

LRGE,. /R2AD 256 XF%BA 5T 14 L7 M) —Twhichdv> K%=3E{T9d 3% &, Can’t get current
working directory E WD IS5 — XA v E—IDNKRRFIINTITY KRB L TWE L, TOEEICE
Y. which <Y RIZ/RXRADRIDHEIERE LT PATH MAXEAERT 2 LDICRYELE, TODE
ATV FREKBLAACRY FX L,

Bugzilla:2181974

ReaR X OUTPUT=USB CUEFI X177 —br &Y R—F TBLDHICH D

LENE. T7—9 TINT AR RSATICLAFa—A A—T%5{FFT 5 OUTPUT=USB ReaR H 11 X4
Y v K&, SECURE_BOOT_BOOTLOADER#EAEEL FHATLL, TORER., UEFIEFXa27
T—=IDEMIHA>TWVWBEVRATATIE, 7—FAO—49—DBEINTVARWVED, LAFa—a A—
VEESLT4 RV IEEBBLEHATLE,

CODBEICLY, OUTPUT=USBReaR HAX Yy KiEk, LRAFa1—FT 14 R DEKREFIC
SECURE_BOOT _BOOTLOADER :%ECHEE L 2 T—hrO—4%—%FRATZLOICRYFLE, L
4% UEFIshim 7—hO—4%—%{EHE 9 %1213, /etc/rear/local.conf 7 7 1 L TROBEALTEL F
E

I SECURE_BOOT_BOOTLOADER=/boot/efi/EFI|/redhat/shimx64.efi

ZOER. UEFIEF a7 7— MEMICA>TVWREBE, LAF21—FT 1 R FEENAREICARY X
T EFaT7 T bDEMCL > TWARAWGETH, UEFI ZRATCINTDOY AT LATEREZZDfE
IKRBICKRETEET, " BUEZRDAODICEHEINE Y, UEFI 7— MFEE shim 7—hO—4—
DEEMIE. UEFI: what happens when booting the system ZZBR LTI,
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Bugzilla:2196445

ReaRICE > TY ANY =X AT AL, IRTOVGHERY 2 —LDT YV MKW
LA i3

/etc/lvm/devices/system.devices 7 7 1 JLIE. Logical Volume Manager (LVM) ¥ 27 LT /N4 R &K
L. LVMICNY BT /81 AOEEMEEATREZRELE T, 77240 MTIE. RHEL9 T
system.devices #EENBMICR>THY ., 7714 TILRBE, ZOMBEIFLVM TNRA R T 1 ILY —
TEIMZIET,

P&, ReaR Z#EAL T, OV RATLNMERA L TWEN—RIz7ID &IFEREN—RKITT7ID
ERDTARVICVATLE)AN)—=TF2E, VAN —INEIRATLDNTRTDLYM R 21—
LERHTEY, BHFKBLTWELL, TOBEICEY. ReaR ' system.devices 7 7 1 LA R
DTGB, ReaRIFZDT7 7AW %) AN —DREICH B
letc/lvm/devices/system.devices.rearbak ICHEI L £, ZOHER. BEXINLIRATLIFT/NAR
DORREEFIRT 27DICLVM TNRA R T 74V EFRAEY, Y RT7LARIEBRICETINER
Ja—L%EBRELET,

A72av:TI74IMOEEABETLTCLYM TNRA R 74 IVEBENRT 2HBE&1E. VANY =70
CRADFHIT 4 AV &P LIZZEITEA T, VAN —INY AT L%RBEIL. BEDREICLE
BRIRTDT 14 AV T/ A% #EfR L7=#&. vgimportdevices-a <Y > N&ERAL XY,

Bugzilla:2145014

8.6. Y hNTJ7—7

Intel Corporation 1350 Gigabit Fiber Network Connection I&. h—RILEHEIC) v %17
#HesdLS5I1IC3

LARIIE. External Thermal Sensor (ETS) M7\ Small Formfactor Pluggable (SFP) b 5> ¥ —/X—E
Va—IVEFBRALEN—RFRIZT7EHREICLY., igbh NTA/N—DETS ZFHAES 720D Inter-
Integrated Circuit (12C) Z32> T#HIHH{E L TWE L7, TORER. #FEHIEY VI 2B TEEFHATL
Teo TONTEEICELY., igb R4 /N—(&, ETS %{E A 7= SFP NMERAATRERIFGEICDH 12C = #HA{L
LET, TORBR. #EHRIEIVVIZEBLET,

Bugzilla:2173594]

nm-cloud-setup  —E R, FEBTHREINLEAVI)—IPFRLRAZLA V9 —T (4R
MOBIBRLAELS RS

7570 RRIENSZITE > LBERICEDWVWT, nm-cloud-setup H—EZXAN Ry NT—0 445 —Tx
A A%ZHBELET, FE}A V9 —T 114 Rd E@twhnmdwdwwp%ﬂwkiéjfza/ﬁﬁ
YELED, BEDVFTVATEBREIRELFE L, BRICL>TE, RRA M LOMOH—EZN,
tt)ﬁU—P?FbZ@Emmt\4y&—?:%Z%EﬁLT%ET%Ztﬁ%UiTOmr
cloud-setup I&. systemd ¥ 1 ¥—1=v MIL>THEMN) H— *ntt%ﬁ\;n6®tﬁ/ﬁ
J)—IP7RLR%5R> THIBR L £ L7, NetworkManager /Xy 77— D DEFHIC L BRENMELE
InFEd, systemd ¥ 1 ¥—1=v b5 nm-cloud-setup % k') i— Té@%ﬁDtHTﬁ&iT
AT —%2/FELLRBRWERIF. ROOAT Y R%FEMA L T nm-cloud-setup ZFEHTHEMICT &N
TEEY,

I # systemctl enable nm-cloud-setup.service

ZD#ER. nm-cloud-setup 1. FEITHREINIEHAV IV —IPF7RLREA VI —T 4 AD5H|
BRLARCARY £ L7

Bugzilla:2151040
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BeE NTEILE

8.7. A—=xJ

VMD BEBEMICE > TWBIE. RHEL IXLLEIIE NVMe T4 AV 2B/ TCELb o1

RSAN—%Yty NELIZET7Y v F935E. Volume Management Device (VMD) R X A1 > [ LLRT]
BY 7Rty PEINFEEATLE, TOHER. N— RO T7IRTNA R ZEYICKRE L THETEE
HATLR, TOEHICLY, HFICH—N"—%)Ey bFTREEPRRBIIVERETZEXIC, VMD
DEMICR>TWEARL—TFT A VIV RATLDBNMe T4 RV EELKRHTDLIICRYFEL
7o

Bugzilla:2128610("]

88. 7—hO—4—

GRUB &, TNy THh—FRINY TP MEIEELKREBYTSZLIICAD

LIRTIE. RO A —FIRPM A VA M—ILINTWB Y AT AT, dnfinstall kernel-$VERSION
7ziZ dnfupdate I Y REANT B E. RBRICA VAN —ILINEA—RIIDBT 7L NDA—FIL
ELTRHREINTWE L, Thik, & AIE. AMDB & UWIntel6d EY N7—FF U F v+ — LODIZ
EH—FRIWEYTILIALA—FRI, FiZ64EY NARMT—FF 9 Fv—LDH—FIL (4k) B&
U kernel-64k g A 7c Y AT LATREL T L, TORR., Y AT LXKV LBEBFRICATER
A—XIVERENT Z2AREMELHY FT., COFEHICLY. GRUB IE /etc/sysconfig/kernel 5RE 7 7 1
JLA®D DEFAULTKERNEL Z# AR 2 LD ICAY. T 74 MDA—FIVIGETRN) 7Y hB&
VEHFN—SavnERICRYET,

FHHE, FLyIR=—ADYV Y a— 3 VEEE Changing the default kernel in Red Hat Enterprise Linux
8&OZSMLTKEI,

Bugzilla:2184069!']

89. 77 ANYATLBLUR ML —

Ipfc RSANR—=HBD IDR—FRD Yy ThiCHENLREICHD

LAETIE. SAN 7— R KRR MDA NetApp F TNy O FARL—2 3 VEFETLEE. LWMNAYTIRID
EBEEZAM—ILLEI/OEBIERBILTWE LA, COMEIK. 774 NN—F+RILD IDKR—FZR
7y IHRET, DM-Multipath IRIEETRE/NRZAD’FAATRETH > LBETERELFE L, BERE
DERELT, DIDR—PMRTy FITLY Ipfc RSAN—TRESRRENREEL. /O DRITHH
IFonhE Lk,

SEDEBEICELY., Ipfc RSA/1N—E, DIDR—K XDy THRETZ L, HTEMDREICAS &
IICRYFELE, ZTORER, 774 NX—=F v RIUDIDR—MRTy ALY, NVTLEI/ODREE
LY &L,

Bugzilla:2173947!1]

multipathd Bk FEFHEZRF -2 TR TONRRITENMT 3

LRETIE. multipathd 7 —E VAR L T, BEEDTILF /RTINS 2D 1D D/NR _EDKGTFHEEH
F—ARBHLLEE, TOTRARADITRTDNRRICEFRF—D"H2HDITREIHYFEATLE, TD
R, multipathd M= 1L L TWBEICKEFNEZRDOTILF /IR T /NS ZUHFH LWAZR DR N5
B, TNOSDNRARITEKBTFHNIEEY b7y TINFHATLE, ThICLY, FHF—ICL>TELE
INTVWBIETD/RRETO IO LEBAEREICARY F L7,

ZDIEEICEL Y. multipathd 27 /N4 Z/NXZ ETRGFHNERF—E2RDOIFLHBE. TOF—%FAN
TOT7 VT4 7HRNRRIEMLET., TOER, multipathd ARTINTVWARWE ZITNRTFT /NS R
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DRACKRTINLIBETH. multipath T/XA A TR IARTONRRETKBIFUNELL EY T Y
TINDEIICARY FE L,

Bugzilla:2164869

ARL—FT A VITIRTLDA VA M —=ILHIC LUNBERRIND LI ICHES

BARIIE. %FICISCSIIBFT (Boot Firmware Table) ICHREINT WS CHAP (Challenge Handshake
Authentication Protocol) ZREEIC & 2 iISCSIN— Rz 7A 70— RHPBE{RT 256, Y RATLE 77—
LYYV —ADSDRIAEREFEALTVWEEATLE, TOHER. 41 VX M—JLHIZiSCSIAY A
YINREL F L7

udisks2-2.9.4-9.el9 7 7 — LD T PERAEDEBEICLY. CORBBIFERIN, 41 VA M=l B LT
BHFICLUNDARRIND LD ICRY F L

Bugzilla:2213769!]

letc/stab IC¥ 7> h R4~ & LT NVMe-FC 7/ R%&EBIMT D&, VAT LDIEEICEE)
ERA

L RiIIE. nvme-cli nvmf-autoconnect systemd #— E X DEERIDEREIC &L Y. Non-volatile Memory
Express over Fibre Channel (NVMe-FC) 7 /31 X % /etc/fstab 7 7 1 LD T > hiR4A >~ h & L TEMN
TBHE VATLAWEBETEIFHEATLL, TORR, YATALARERE-—RICA>TWELEL, D
BHICEY. NVMe-FCTNAR%&ET DY MLEEEIC, YRATLDPBBACESNTZLIICRYFL
7o

Jira:RHEL-8171L"]

810. 5 AME LUV I T RY —
pcs config Checkpoint diff ¥ >~ KRB IRTDFREELI > a Vv CELKBEET B LDHICRS

RHEL 9.0 U 1) —XMBEF=T. pcs config checkpoint diff 1< > Ki&. Fencing Levels, Ordering
Constraints, Colocation Constraints, Ticket Constraints. Resources Defaults, & & U Operations
Defaults DFEL I a v DEWVWEZRRLAC QY F LA, RHELIT Y ) —XDEF=RT. pes config
checkpoint diff 1< > KiE, Resources & & U Stonith 7/31 RBRELZ V72 a VDEWVWERRLALLA
YFE L, Thid, SEIFRREEIVaVEETNETNERRTZ2I—RKPCBI7 7420 —KRT 3
TEODHFLWA ALY E DL D, O—RIhAaAVTUIYNFv v vaInkI EDRER
TY, EQEBRICERAINAZ2FEHO 7 74)03E0—-—RIhT, RIDT7 7ML DF vy aIhid
‘/7_-‘/“/ MRHOYIFERAINFLE, ZTOFER. diff AT RIFHEADZERLEFEATLEZ, ZDEE
ICEY, CB77M4ILOARABIEEF v v aInx<Y, pesconfigcheckpoint diff 1< > KT3I~
TOHRELI VI VOERNKRTIINDLDICAY F L,

Bugzilla:2175881

pcsd Web UL IZ 7 T VAL RIVHDBEINTWREZILITFRAY—DAT—HYRERRT DL
IR B

PEIE. 22V RALRIHDEEINTVSRIHE, pecsd Web Ul IZIFV TR Y —DRT—H ANKRRIN
FHATLE, TOBEICLY., JZVRALNILHPBREINTWSHEIC. WebUI ZFERALTYI Z R
I—DRAT—HRAERRL. V7RI —RBECEBTIDLDICARYF L,

Bugzilla:2182810

2BBO 7V ITFNRARE LTEEINIZT 7 X watchdog &, mFDT /X1 AHDH
ALT IR 2IEEZIC/—FRE2T7xVRTBEHICRD
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BeE NTEILE

DaTl&, watchdog 7z VoV IFNRA R 7oy b ROAYV—D2BBDTNA RE L THREX
NTW2EE. 7z VYV IRIEODIA LTV N %EtET % & &I watchdog ¥ 1 L7V MEEEI
FHATLE, TORR. RNDTNNAZADYA LTI N BE, watchdogh/ —RE=T7 VAL T
H, TV TRBEERIA LTI MIRYES, TOBEICLY., watchdog ¥ 1 LTI M7V
SVTBEDIA LTI MIEEFN, RTUDTNAADNIA LTI MIBRSTEHBEICT VIV T#E
WA LT,

Bugzilla:2182482
YRR/ —RZEITN—TINRTWBIEE, LI eS8UBARORHNIRRIN A A
)

W= EECOTF—2aVERICiE/ — REBYETEZENTEERHA, MaTNE. /—RZ&EICUR
NETIL—TbTDE. W= EEUHBRAOFENIAED /) — RKOTFICRRFTINRTWE LE, TOEIEIC
LY. W= DHBFRDHFHEIRTIINGALLCARY, L—ILOHBHHNHIRRIINBVW EERTES
PRRINFET,

Bugzilla:1423473

RIVFNRRASCSITNA RA%=EH TS pecs AV KHBELKEMET B LIRS

Pacemaker CIB 7 7 1 LDZEREIC & Y. pcs stonith update-scsi-devices A< > RAERETEH Y ICES
ELRLSRY, — 8DV ZRY—1) YV —ZAHDLEX LK RVWEBREZ3IZIRILELL, JOBEICE
Y, 2OATVNRFELSHEEL, AL/ —RFRETETINTVWBRMOI SRS )V —RZHEET
22 ERSCSITNAREBHFHTEDLDICRYF LK,

Bugzilla:2177996
pscd Web Ul BBV T W% & X pesd-ruby T—EVDAEY—T7 v T Y MHEIEBX N 2
N o ) Ml A )

LARTIE. pesd Web Ul AW T W3 &, pesd-ruby 7—EV DA EY) —FHEEA’HFEICHZ > TEE
ICHEIMLTWE LA, TOEIEICELY. pesd-ruby 7—E Y TERITINS Web H—/N—2EHRIC Y
L—R7IVYRI—NERTTEEIICRYFE L, ThICLY, BUHTONRIXE) —DEBHRX
he XEV—7y MUY IDHERINET,

Bugzilla:1860626!']

azure-events-az ') V—RAI—T 1V MH Pacemaker 2 1 IETCIS—A24m, L3

azure-events-az ) YV —RI—Y v & crm_simulate-Ls A< Y RAERTL., HAZBHLE T,
Pacemaker 2.1 AB¥ &, crm_simulate O~ >~ KD HAIC Transition Summary: & W5 FF 2 MO'E
FNRCRY, IS—DRELFELE, TOBEICLY., TOTFAMRELTVWSRIFATEI—
Vv MIIZ—EERLBRCRY F L,

Bugzilla:2182415

mysql YV —RI—JxzV MATOFE—MARERIO—VY)Y—RATCELLEETZ LD ICR
3]

RN, 7OFE—FMSWAEETOE—FINATUOVAWNMEDBTOE—Ya Y RIAT7HELRT 2L
&, mysql VYV —RI—Y v Md Promoted O—)LTEMELTWR I O—> )Y —R% /— RKETH
BILTWELRZ, TDBIEICLY. Promoted O—JL®D ./ — RKid Promoted A—ILDF FICRY FT,

Bugzilla:21779003!'!

fence_scsi T—Y T MH'HE lvmlockd /X1 R4 HBRHETCX 3 LS5ICh S
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L, fence_scsi T—2 =V MdHEA Ivmlockd /31 2= BEH LEFHATLRZ, SEIOEHIC
&£V, fence scsild. devices BMENREINTWAWSAIC, lvmlockd /N1 REBEHRETE 3
EIITRY F L,

Bugzilla:2187327

8N.AVNAS—BLUHEREY—I

glibc system() BAEUL. LBIDEBSVY RV & H|MEMICETIDLIICRD

L&, glibc system() A EHD R L v RO LREFICFECHINZBEE, SIGCHLD > 7 FI)ILD Y
TFIWRRAIVDNELLBITINBWIENHY L, TORBR. —EDR L v KTl glibc system()
BN SLRE>K%EE. SIGCHLD > /7Oy o3 hicfzxz Tl

SEDEHFICE Y. glibc system() BEUL. W5 system() BB U H LAERITINTVWBIHBETH.
DRIDEBSIY AV #H|EMGICETTELOICAY F LA, TOHER. glibc system() BEEAEE D R
Ly ROSERFICFEUHEINAIBEIL, SIGCHLD Y 7 F AR > TT7AY I INE I ENBLCRY F
L7,

Bugzilla:2177235

eu-addr2line -C Db DBIFEIE LK BEIT B LHICAH S

PAaiid. elfutils @ eu-addr2line <Y > KT -CE|8%ZEHAT 5 &, RDI1TXFDEIHIHEITWEL
7=o TDHER. eu-addr2line -Ci I~ ~ KiZ eu-addr2line -C &[E U & 5 ICEfF L. eu-addr2line -iC
IFERFEBYVICEMELE L, TONTIFBIEI N, eu-addr2line -Ci I A D3| EEH T B LD IC
By FE L,

Bugzilla:2182059
eu-addr2line-i ¥, GCC Y VI 94 LARBIETOAYNRAMILINEZO—REZELLAMETZ LD
IC72%

LRTiE. elfutils ICEFE N 3 libdw 51 75 ) —®D dwarf_getscopes B#iid. GCC VU ¥4 LRxE
BTV NRNAIINEEROHRA YV VEEERDIFTZIENTEFEFEATLE, LEN ST, eu-
addr2line O~ > R T -i 5|1#%FEH9 % &. eu-addr2line |& gcc -flto TV /XM LI NAd— KD
VoA VAN ERTICTEFEAT LR, SEIOEHICLY. libdw dwarf_getscopes BE#IE 1 >S5 1 ~
ERA—=TOELWI VR LB %#EZFR L., eu-addr2line -i (& HifFE B YWICEMET 2L ICARY
L7,

Bugzilla:2236182

papi {9250 LD vy MY U UVEICELELARC RS

LEiiE, papi B—ED IV R—x > M &ML T BH1IC, papi ldAL vy RE#HELTWE LA, &
D78, BIHNDERDOE AR T H2HENIVR—X Y MOIY M) —HDNELWMEICEREINT., €
A4 XDOXAE)—FYHETHHAITINFE L, ZTOHER. TORT7I/EALTIhS50EOYA XD
XEY—BYHTEMBRT D&, 7OTSLM”ELELTLEVE LA,

CONTIHMEEIN, papi 2FERTZ2 7O Z LS vy MU VBEICEIELRCARY F LE,
Bugzilla:2215582

OpenJDK XML ELZ7O/NA ¥ —H FIPS E— K CH#gET 5L Ik B

LUETIE, OpendDK XML EZ7O/NA ¥ —ILFIPS E— R TEETEEFHATLK, FIPSE—KDYH
R— MBI NAFER. OpendDKXML BLZ7ONA F—HFIPS E— RTEMICARY F L1,
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E8E NJTEIL
Bugzilla:2186647

8.12. IDENTITY MANAGEMENT

BEOLI—Y—ICLBDR—BRFBIFINTA—TVRICEELEE {3

LIRTIE. Directory Server ICHRZBARA NI > TWBIHBAE, AV INRY NIT—IARY NER—- Y
TJE2ALY REFRETREHD, BEOI—HF—HILDOR—IBRI’Y—N—DNRT -V RIIHE
EEZZAEMENHYF L, IBIC, R—URBEOEFHRICRY NT—VDBEIFEE L5

A. nsslapd-iotimeout /X5 X — 4 —DHIRATIN D FTH —N—2EARBE LR R>TVWE L,

SEOEHTIE, XY RT—JARY NEDHBREERITDHIC, OYv 7DV DIDDEAICHEIIN
Fll, TOHER, BRI —DODR—IBRRFPDNT =TV IANOHEEIHY £ A,

Bugzilla:1974242

AFXF—DL FY) r— 3 H Directory Server CIEL < BEET B L D ICA S

LARIIE. Directory Server B AF =T Z#FH L WH —N—ICERT B E XL, TRTORF—IHY E—

ML 7 A LD 99user.ldif 7 7 1 JLIEBIMINFE L7, X-ORIGIN F—7 — RAFTRTDEET user
defined ICEREINTWVWBLD, IRTHRAYLRAF—ITHBLIICRAF Lz, TOHER., Web 3
VY —IVICHEENRET BHEELNHY., AF—TEEH L. X-ORIGIN ¥—7— NIIEFEEDENEF

N3 AT 26BRICEBBEIRET 2AEEMLHY E L, TOEFHICLY., ZF—TDL T
o= avhiFEBYICHEEET LD ICRY F LA,

Bugzilla:1759941

Directory Server C referral E— RO EEL<KEET B LS ICR S

LaTi&. CLI & nsslapd-referral S8 EBMEAT Y EY IV ) —TIR>AKNAY IV RIERELTWEL
Teo TDFER. referral E— RIIHBELFEATLR, TOEHICE Y. nsslapd-referral BMHEADIE L
CEREIN, referral E— RO EBYICHBET LD ICRY F L,

Bugzilla:2053204

LMDB A Y R— ML Y SRICEHFITSHLIICHRS

LIgIiE. entryrdn 1 V7 v V) A% BET 57O, LMDBA Y R—KhT7—H—XL v RiE, IV b
) =D HERICMEBIND I ITHBDT—H—RLy REFELTWE LA, Chil&Y Oy ImEaHNH
EL. A1 VR—IMDPKRIBIGE /Y F L7, SEIOEHICELY., LMDBFT—49RX— % L7 LDIF A
VIR— MBEREIN, OIS =Ly RiEZ, TV K —RDN &EZDRICEATEZT—9 %, 7—
A—AL vy Rdentryrdn 1 7 v J ADBRICEAT2—RT—IXR—RRELET, TOHBR.

T—Hh—RAL vy FORBEIMBRERSRY, FH14 v R—MRE A LELE L,

LMDB [FEIBEZZAH NI avaEHR—MLTVWARVWEZH, LMDBA VY R— DA VR—h&E
BIXKAELTBDBA ViR— &Y IBEVWT EISEELTLEIL,

Bugzilla:2116948

BEEEIC dirsrv Y—EXADRELLKRABINE LI ICLS

LURTIE. dirsrv H—E X 5° systemd-tmpfiles-setup.service DI T % BRRAICEHR L e > 728,
BEBEIC dirsry T—EXDRENICKRTZIEDNHYFE L, ChICLUBREREIRELEL
fco SEIOEHFICELY. dirsrv —E 2L systemd-tmpfiles-setup.service 7’58 7 9% £ TR L.
BEBRICEBICKRTZ I LN RAY L,

Bugzilla:2179278

EXaVT14—NRSA—FY—DEEHNELLHEETSDLIICHS
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L R, dsconfinstance_name security set v > RZFEHALTEF 1) T4 —NIA—F—%ZEH
5L RDIZ—DFEELTEREIPRBRLTWVWE L,

I Name 'log' is not defined

COEHICEY, EF2 VT4 —R"SA—9—DEENIEEESYICHET I LD ILAY F L,
Bugzilla:2189717

SSSD H¥ GPO R—ZRD 7 ¥ = A Hilil % F{fi 4~ % & X IC sAMAccountName %= 9 % & 5 T4

%

LREIlE. AD 7 51 7~ b Tldap_user_name /' sAMAccountName A DIEICEREI N T W35

B, GPOR—ZD7 7 AHEARBL £ Lz, SEIDEHICLY, SSSD N GPOR—RDT I X
HlfE % 5HE 9 % & X ICH I sAMAccountName Z{#fH9 2 £ S IC4Y F L7, ldap_user_name 7A* AD
754 7> b®D sAMAccountName & [EELRZEICEREINTWVWSIHAETE, GPOR—ZADT IR
TN EL <HBET DL DICARYE LT,

Jira:SSSD-6107
SSSD I, 21— —%WE 9 5 & XIC user attributes 7 7> a vV CEHE LB EZUET B &
KD

LUEiIX. sssd.conf 7' user_attributes = 7> 3 VICEB LEBHAESATWIBA, SSSDIEIh S
NDERZELKUMELFREATLE, ZORBR. TNOOEMZRHR ODI— Y —ZEETIIHATL
Tco TDEHFICELY, SSSDIFEBAZELKUEBTEDZLDICRYELL, TORER., EELEME
FOoa—4¥—%2BR3TEsLHIRYF L,

Jira:SSSD-6177

M Kerberos PACF 47y NEBZMEIA D =X LIZELY ., IdM TO/NR— 3 VREIOIER ML
BEXHh3

LARTIE. Identity Management (IdM) & 7’04 X~ hDH—/S—A'RHEL 9 & RHEL 8 Dl 5 TERITX

NTW25E. FEBMAE PAC) F7r vy hBEYR—MDTY FARNY —LEEICLE>THL D

FEEBEICLY., FEDRENKBLTWE L, SOOEH TIE. RHELO ICBINF 7 v N ELEH
AAZXLDOEENEEIN, CON—Ta VEDHEBRMEMEEINhE L, JZOBELZERICEM
IKT2ICE. UTFEITOBE DY FT,

L RAMYHOITRTOY—N—%2FEHLET,

2. §RTD IdM Kerberos Distribution Center (KDC)  —E X = HBiE& L £ 7.
INL2DODREDIEFIFEETY, KDC IFREIFFIC. KX VYHADMBDIRTOH—/R—D X%
T=HIFLTITY—%ETL, TNROEDOHY—N—DNFRTPACFI v hEZEYR—ILTWS
MEIDERRELZETT, TR—bFLTVLWARWES, BRFEFINIEA,

FHRETEEY VTR MDHIRE, EIBIZ Kerberos PAC F47 v hEZBHEIX A= X LDFMICDOWNT
i ZBLD FLYy IR—ZADEFEESRLTIEIL,

Jira:RHELDOCS-1701Y, Bugzilla:2182683, Bugzilla:2178298

SHA-1EZRIIHN FIPS E— RCHFaAII N3 LdICh 3D

LARIE. Identity Management (IdM) &' FIPS € — RDIFH. SHA-1 BELRIEDHERAHFAITETEFHAT
L7, Zhid, IdMAS, SHA-1EZ%ZEFA LRV FIPS-140-3 BEAZFH L TWSLHTY, DRI
IC& Y. Active Directory (AD) OMEEERMICEENFHEE L TWE L7z, AD IEH L FIPS-140-2 2%
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BeE NTEILE

DHEHRLTEY ., SHA-1BLZZREETBHLHTT,

CDEHICL Y., PKINIT BLREEIC FIPS FIANBEAINZE L, |dM TFIPS E— RABMICA ST
WaBiHE., YFHNEEEINhFE T, 774NN E—RDHEHHNOANEREIN, FIPS E— KDIFAT
H SHATBES{EEY 2 —ILOFEA’FAINE T, TOFHER. FIPSET— RTD AD OHEBEERMIFE
LB YICHEL XTI,

IdM/AD EFED > F ) A, F/IERHELO2LIBEDERRANE AD IS4 T7 Y & LTERT 2T YA
ICBEWTFIPS E— RTPKINIT 2HR— K9 3ICI1%, BES{ERY > —% FIPS:AD-SUPPORT:SHAT IZ5%
ETEILEIHYZET,

Bugzilla:2155607

IdM admin 21— —DHIBRAFFI I hi &%

Lainl&, admin 7)L—7 DX Vv /X—THNIE, Identity Management (IdM) @ admin 21— —%HI}R T
XF L, admin I —H—AEFELRWE, |dM & Active Directory (AD) DREIDIEFEHIE L < H#EEE
FthA,. COBHFHICLY, admin I —H—%ZHIRTEAC QY L, HRELT. IAM-AD FEIFE
LSHBEL 9,

Bugzilla:2229712

ipa-kdb IC#2E Y % krbSkdc DEENFE LR S

Danid. ipakdb RS A N—gH—/N—KA ATV hORMEFBHDRHERXF L TVWELEAT
L7z TDHER. LDAP H—/NN— DEHOBRBICE > TERI N/ NULLLDAP OV T X X MO RE
T. krb5kde —/N\—AFHIE FEILET D EDHY F LT,

SEIDOEHICE Y. ipakdb N5 A N—(ZEHMDKKZEL <HHI L. FRORMEY —/NN—KZ A
TV bPORMERFITER LAY E L. TDHER, krbSkde F —/N—TERENFEE LR A
YFEL7,

Bugzilla:2227831

IdM 2547 b VA M—5—I&, Idap.conf 771 ILCTLSCARELTRELALL A3

PEiE. IdM 2547 b YA M—F—|d Idap.conf 7 7 1 LT TLSCAREZIREL TWE L,
CDEHICELY, OpenlDAPET 7AW MDMNZZARMNA NP ZFEAL. MV ZA TV M VXA b—
Z—Id Idap.conf 7 7 1 JLICTLSCARZRE= Y N7y TLEHA,

Bugzilla:2094673

M2 S54 7V ME, EHETES AD A —Y—DERIICAXFENIENRBEL TWBIBEAT
. YZAD 1 —HF—DiEHREEICHE T 3

DRIE. 22— —DORBEFIEFREEZ 31T LEEIC. £ DIERE T X % Active Directory (AD) 1 —H'—®D
ZBRICAXFENXEMNBELTEY, DD IdM TH—/N—F 4 RAREINTWIEE., T5—5NR
I, 2 ——F M Y)Y —=RICT7IVEATEFEFHEATLA,

RHBA-2023:4359 M) ) —RICL Y., ANFENMNNFEZXFTBHHERIE, AXFENLFEZXR LA
WHEICEXHZONFE Lz, TOER. M V547V ME, 22— —RICKXFE/NIENRIEL
TEY, IdAM TH—=/N—=S5 4 RHABREINTWVWBIHFETHE., ADDEFEFH KA DI ——%R5EK
TEXBEDHICRYF L

Jira:5SSD-6096

813.WEB 3>V —Jb
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WebdYY—IDNBDE/N VT4 VITFEN. W—b 774NV AT LAZRFDORY 1 —A
TJIN—TTHEET DL DICHD

RHEL92 Cld, A —H—DI—F 774 I AT LICTang F—%EBML A E D A& IS 20—
RONRTHRERREAT, LUKS AV T F—EIKT 7MY AT LD E 2K FELBRWEE, Web VY —
WONRA Y RFOAN ISy aLFE L, Verifykey ¥4 707D Trustkey RY %7 1)wv oL
7=%. Web 3V YV —JLICIT S5 — X v t— TypeError: Qe(...) is undefined A*FRRmI N7=7=. FHEA
INTWEYFIVFDAT Y RIA VA VI —T 1A ATUERFIRE IR TERITTILENHYFL
7o

COEHFICLY, Web AV Y —ILIEIN—F T 7A IV AT LAD Tang F—DEMEIE L NETE S
EDICRY F Lk, TOER, Web OV YV —Jbik, IFIFRTF YA T Network-Bound Disk
Encryption (NBDE) 2 L7z LUKSBES{bARY) 2 —LDBEO Y 7 BRICHER/NA ¥ RFIEZE TN
TETLET,

Bugzilla:2203361

VNCOAVY—IHIEEAEDRIEETHEEET D LIRS
Lanid, HEDT 1 R 7L A fiRKE T Virtual Network Computing (VNC) AV YV — LA ERAT 3 &, <

DAFX Ty NOB@EIRELLY, 1 V9 —T2A RAD—EPLHIARTINGHD>LY LFLE, ED
e, WNCOAV Y — I ZEHTHIEIFTEEREATLE,

SOOEFR THEMEEI N, 3840x2160 R EDBEBREARE, VNC AV Y —ILARKBIRET
FELLH#EET 2L ICRY F L1,

A—YVILDIFELABERTMABOBICIK. NSWATEY MBI EHEIBEET DAL’ HBZ &
ICEBLTLEIWY, 2L, THIFEVNCOAYY —ILDA—H—E) T4 —ICKEIRFELEZ 32
SlEHY FHA.

Bugzilla:2030836

8.14. RED HAT ENTERPRISE LINUX ¥ X 7 A0 —JU

storage A—JLDS, PRIV MEFICYI YR INET7AINIRTLADOY A X EETE
VY S X b A

Panld, 274V RTLDF Y ZA4 A XEBEZHR—MLTWTH, storage A—ILIETT >V K
INLETNAZADY A XEZEBETEEFATLL, TORER. storage O—JLiFH 4 XEEDREIICT R
TDIF7ANYRTLEZT IV MLELED, ETHROVRATLAD /T4 LI N)—DY M4 XEE
hRE, FRBDTZ 7MY AT ALATIEFREBLE L,

COEHICLY, storage O—JLid. XFSP Ext4REDF VY 54 v H A XEFA Y R— T 5B, TV
VENINTEZTFANATLDY A AEEEZYR—bNT2LIICRYELE, TOHER. YOV hEh
7 7AW AT LET YR MEFILHA XZBETESLIICRY F L,

Bugzilla:2168692

podman_registries_conf Z#{C unqualified-search-registries 7 1 —JL KA IELKREI N 3 L
dICB

LIRTiE. podman_registries_conf Z#(% % & L /2%, podman RHEL ¥ 27 A0O0—/LAKKL TWZE

L7, ZD#ER. unqualified-search-registries = ["registry.access.redhat.com"] :% &
I&. /etc/containers/registries.conf.d/50-systemroles.conf 7 7 1 LICEKINFHATLE, SED

BH T, COB@EIMBEINTVWET,

Bugzilla:2211984
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BeE NTEILE

kdump O—JLA® authorized_keys A REFEM 2R/ TEIMT %

L R, authorized_key %#3EMT %29 RV X BLAIRD BN ITXFZEMLTWE L, DD,
A—JLIEREEMEZFEFHEATLE, TODBIEICELY. #F L\ authorized_key DEMILIE L < #EEE
L. B—DF—EQOHERZERHEZFLETEMLET,

Bugzilla:2232241

kdump_authorized_keys H*72 W 5HE . kdump ¥ A7 LA O—JLIEKBL 2w

LAETIE. kdump_ssh_userEHCEZEIN/Z1—H—H2 homeT 1LV h)—HAD .sshT1L 2 b
|) —F 721£Z2 D .ssh/authorized_keys 7 7 1 JLICT7 VA TERWEE, kdump ¥ A5 L0—)biE
SSHEAAF—A2BIMTEFEATLL, TOEBEICLY., kdump ¥ RFLO—)LIERBATIhicF—%
SSHEEICELCEMTZLDICAYE LA, TORFR, F—RX—RDOREEE. FBALELYF VAT
MEEICHKELI Y,

Bugzilla:2232231

EREIICA Y IR—FT A A9 DO T— Y ZHIBRTELb > BEE LI EEI N D

LIRTIE. RAIDRY 2 —ABEKRT B EZIC, YATALIXRAIDARY 2 —LAZFKT BEIICA V/N—
FARIDOEEDT—9 2hRMICHIKRLEFREATLRZ, TOEHFICLY., RADKRY 2 —ALEHE
WKL TAYN=F A RIDSEBEOT—Y EHIBRLET,

Bugzilla:2224090
FELARWY—FEREZ#ALT firewall RHEL Y A7 LAO0— LA F vV E— KR TCRIFTLTH
KM LA RS

DENE, ZELAVWVY—ERAFRALTFz v I E—RTfirewall O—J)LERTTZEERKBMLTVEL
oo TOEBEICEY, FTYvIE—RDAnsible RANTS U574 ANDEAMEI A ELFE L, ZD
fER BELRVWH—EXNEMEILEEENTE, FzvI7E—RFOO—LIEERBLACRY £ LA,

KUY, H—EZXHDLLFID Playbook TEZEINTWB I EZHERTIEENRRINE T,

Bugzilla:2222428

RHEL 7 @ firewall RHEL ¥ R 7 AA—JVLHELE LRV Python Ny 55— DA VA b—IL %
Tl %

LaTi&, RHEL 7 @ firewall O—JLABIOO—)LASMUH I, ZOO—/LA python3 ZEH L TWL
=3%&. firewall O—)LIEED/X—2 3 D Python @ python3-firewall 514 75 —% 1 VXA b—JL
LEd&LTWwWELAE, £EL. TDF4 75 —IFRHEL7 TERFIATEIEA, TDL

&®. python3-firewall 24 75 ) —DRONSH T, ROIZ—AvE—IDRRINTWVWE LT,

I No package matching 'python3-firewall' found available, installed or updated

SO OEH T, firewall O—JLiE. python-firewall & /(& python3-firewall 51 735 !) —DA Y X h—
WERATLARCRY F Lk, TOHER, Y=Y K/ —RIZ python3 i1 VA h—JLEINTW3Bi5

A. RHEL 7 T firewall D—JLIZKB L FE A,

Bugzilla:2216520

kdump RHEL ¥ R 57 AO—JLOEH
kdump RHEL ¥ 27 40— LA L WA= 3 VICEHF I N, RO EREEEILENTTHONRE L.

e kexectoolsz4 VA N—ILT D&, CDT7AIVEEEBTIUNENRSRDLH, 1—T 4
) 74 — 24 — MZ /etc/sysconfig/kdump 7 7 1 L= ER LR Y £,
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e ZMO—JLIE, auto_reset_crashkernel £#{ & dracut_args Z#H = H/R— ML TWET,

F£#0(%. /usr/share/doc/rhel-system-roles’/kdump/ 71 L 27 N —HAD) YV —X &S L T X
W,

Bugzilla:2211187

rhe O—JL &AL TER I T/ Insights # THIEEL K BRAIN D LS ICRD

PRI, rhe O—I)L %A L Tlinsights # V2 ER L 2B3E. 9 7IFELWIT 74 VILREI NI EA
Tlk, ZDH, ¥ 7 Insights ITEFINT. ZOHER., ¥ 7 E Insights 1 YRV M) —RHDY R
TALICERAINFEATLE,

ZODEBEICEY, #TDELLSEREFEIN, Insights 1 YRV N —ICHFEET BV RATALAISERAINS &
IITRY F L

Bugzilla:2209200
raid_chunk_size/ XS A—F —HBRIS5—AvE—I%RIGLRS
PgETiE. raid_chunk_size BMi&. RAID 7—ILELVRY) 2 —LIKR L THAINTWEHATL

fco TOEHFICELY., FIREZIFZ I E4R < RAID =B L VR 2 — LD raid_chunk_size B4 %
BMETEDLIICRY F L,

Bugzilla:2193058

certificate RHEL Y X7 A0—)LiE, FILWSIAEEXREZRITI D EI I ERET D E XIC
SAEDXF— YA XAEFzvIdBEdIChD

LUFlE. certificate RHEL & X7 A0—)bid, HILWEEAEZEKT 2D EI N2 M T 2 & (T, &
BEDXF—HA1XE2Fzv I LEFFATLEL, ZTORR. BO—ILIE. FLWRAEERERTIANE
BEIC, BITLAWZ ENHY F Lz, TOEMICLY. certificate (X key_size /X5 X —4 —%
Frv /LT, FILWIIAEEREZETITDIMENH IO EDIDEHMT DL D ICAY X L,

Bugzilla:2186057

kdump O—JUI&, #EE D ¥ —% authorized keys ICRXFEM &K TBINT %

LARGIE. authorized_keys 7 7 A JLICEEID SSH ¥ — 42 EFICEINT 2 &, HBHRA MDF—(EL
DRAMIBEZAONTWE L, ZOEHTIE, lineinfile T2 —ILEFERALT
authorized_keys 7 7 1 VA BT 5 Z & TEEMEEINZ T, lineinfile (34 XV % EHFICIEY IR
LREL, BFEOF—%2Fzv I L, 1DORANT—EICHLVWEF—%21D207 hI v VRETEZ
AHET, TORBR, ERORAMISSHF—%ZEMITHEELLHEREL., BIORI MDF—DIEZ
BXHMAFEEA,

SE5C: serial: 1 play serial ¥—7— K% play LRXITHEAL T, 1EIKEITINTWVWSBHRR MDA HIFH
Lji-g—c

Jira:RHEL-1499[1]

kdump O—JLIC& Y. kdump_ssh_server 535F®D .ssh/authorized_keys N IEFEICEHF I N F
ER

PAETE. kdump O—JLA ssh 71 L2 MY —IZ7 2R LT. kdump_ssh_server ICOJ 1 >V F 3%
DI —HY—%RPIRIATETEHATLE, ZTOFER. kdump O—JLIE, kdump_ssh_server H*
KB L7 & %R T 75HD .ssh/authorized keys 7 7 1 L& SSH AW ZXLEZBHLEFLEATL
o SEIOBEHTIOBBMEEINTVWET, IhilLY,. kdump_ssh_server O
kdump_ssh_user F25EMNMEEICHEBEL £ T,
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https://bugzilla.redhat.com/show_bug.cgi?id=2211187
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BeE NTEILE

Jira:RHEL-139711]

AT LA LT kdump ZBRICT BI1CIE. RHEL 9 LABE®D/X— 3 T failure_action
BENTA—Y—%FHTIHELGHYET,

LIRTIE. kdump 2 EAFIC default 7 7> 3 VAFEAT 2 EMIET. UTOESEIOJICHAINT
WwWZ Lz,

kdump: warning: option 'default' was renamed 'failure_action' and will be removed in the future.
please update /etc’kdump.conf to use option 'failure_action' instead.

ZOHER. default 7 7> a UAMERI W TWHE, O—ILiE kdump ZEFBICEMICLEEATL
oo SEIOEHTHRBHIMEIEI N, failure_action /XS5 X —9 —AFRAL T, EHDOV AT ALICH—X
WE Y TRGA—F—HBETEDELIICAYE L, ThITLY, ERDYF ) F T kdump DER
DN ESICHELET,

Jira:RHEL-906[]

firewall > 25 A0 —JL M previous: replaced /X5 X —4 —(X, LIRIDRE % Bkt 9 I1C A —
N—Z4FRTBEIICRYFLE,

LARTIE. &) X M previous: replaced /X5 X —4% —%3EMNT % &, firewall > 27 AL0—)LIZBEE
DIA—H—FERZEZTRTHIRL. firewalld 277 #JL FREICY Yy PLTWE L, TDEILE
TlE, EL7 V)Y —RTEAINL firewalld D7 # —JL/Ny VEREAFHAL T, UBIOXREERFLE
T, TDER. ZE' X N T previous: replaced /X5 X —4% —%FHY % &, firewall.conf&E 7 7
AIE) 2y MERICHIBRINERAD, 774ILET7MIVRADIXY MARBEINE T,

Jira:RHEL-1495[1

firewall RHEL ¥ 27 A0—JLi&. F v Y E— KT previous: replaced 2 fffl 425 ¢. TE%A
ELLHBELEY,

LIRilE. previous: replaced O—JLi&, ¥ v ¥ E— KT previous: replaced /X5 X —% — % FHT
2EXIT. T7AINDERIODVTF Vv I LTVWERATLE, TR, O— /I TRERAERZDEH
WKEATZ2IS—DRELFT L, TOEIEICLY. previous: replaced /XZ X —%—(CLBT7 74D
EREAHAT2HLWF v IEBIFv IV E—NICBIMINFE LA, firewalld.conf 7 7 1 )LD
FryvITIE, rppm T—9R—2%&ZFML T, 774Dy F—JICAMIATWENN=Uauhs
ZEINTVLWAMELE T, TOER. firewall O—)LIE. previous: replaced /X5 X —4 —% [
T5%A. BREEZELSHRETDLOICARYF L,

Jira:RHEL-898l
firewall RHEL >~ 2 7 A0 —JLI&. Network Manager{ ¥ —J7 x4 RV —V%EYHTS

BRIC. ZHAZIELSKHRELIT,

L RIIE. Network Manager 1 4 —7 24 REYEH T, EENGFELALAWVWGETEERZHREL TV
F L, TOEBEICLY. library/firewall_lib.py 7 7 1 JLA®D try_set_zone_of_interface €2 1 —JL
. A=A RADY = UDNEBRINEHNEINERT 2HFEBDEEZRLET, TOHER.
Network Manager iIC& > TREBINZ A VI —T A ALY —VEEIY L TR E S, EV21—IFE
BEZELKHRETHLDICRYFE L,

Jira:RHEL-885(]

rhc_ auth IC7 7574 R—> a3V F—HEFhTVWBIHE. rthe VAT AQ—IUDEGEEFAT X
TLATEKBLARL 23
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LA, rhe_auth /XS X —49 —TIREINLT7 I T4 R—2a v F—%FHALTEREHAV AT LT
Playbook 7 7 1 IV ZETd &, T7—DFHEELTVWE L, COMBIRBRAINTVE

9, thc auth /XS A =9 —|CT7 VT4 R=2 3 VF—DPREINTVWTE, §TICEHRINTWVWEY
AT LT Playbook 7 74 IV EERTTEBLDICRY F L

Bugzilla:2186218

8.15. (R84t

NVIDIAYS 74 Y I RARTNRARAIVMDU vy NIVt EELEITS

BEID RHEL A—RILTlE, 7/N1 ADBREBEBELEIL PCle TR TERIN D EEE & YEEIC—H
LTWFE L, TOHER, —ZBDNVIDIAGPU E, ZH vy FINLREBII VDI vy NI U1RICT
NAREY HTIHERAINS &, RBELARLKARZTREMEIHYET, TOEFHICELY. NVIDIA A —
TAZTNA ZBEDTNA ABREBREENERINE T, BHRELT. NVIDIAGPU IFZ DY+ 1Y)
FTEBIEXmMEELCEMELET,

Bugzilla:2178956!]

7 4 JbA—/3— virtio NICs ICIE, Windows RV VY TIP 7 RLADELLLEY HTHH
E5ICHYFEL,

PRTE. 7 =4 )bA —/3— virtio NIC D&% fFEF L T Windows fRIEEY > > (VM) ZEET % &, RIE~
UUVIENICICIPZRLRAZEYYHTEIENTEFHATLE, TORER. NICIERY M7 —7 ik
Hy N7y TTEFHATLE, COBBEIFBEIN, VMNIC X, FHBAINTWSEYF) A TEE
INBEBYIL, Ry MNIT—VEREEY N7y TITBEIICRYE L,

Bugzilla:1969724

AVAM—=F—ICIX, VMICRHEL%ZA VA M= BE=DICFHINDIATLTARAID
E ey (X3

LaTid, virtio-scsi 7/81 2% FA L TVMICRHEL #4 Y X h—JL 3 3354, device-mapper-
multipath D/XJIZE Y, INSEDTNA AN VAN =5 —IIRRIINBRVWAEENHY F L, L
B> Te AVAM=ILARIZ, YUTILEY REFDOTNRAREDYTILEY MEFLAWT /A D
H %A, multipath AT Y RIEITRTOTNA RNV ) P EFDIOEFRLTWE L, TDEH,
AVARM=F—F VMICRHELZA YA M=V T 2DDFHRINLIRATLTA RV ERDITZ
ENTEFHATLE,

SEIDEFHICE Y. multipath (> ) ZILDRWT /N4 X% World Wide Identifier (WWID) % 7= 72 L)
HtDELTELLKEREL, BELE I, 1 X b—JLEFIC. multipath (£ multipathd &< )L F /X2 F
WNAZDNA Y RILERATZ2TNNARADAEERL, 1 VAM—=F—IFVMICRHEL 24 Y A h—JL T
EOILFHINZVATALATA RV ERRLET,

Bugzilla:1926147(]

Broadcom XY N7 —9 FPH TH—x. 5S4 T4 L — 3 #IC Windows {Ri8~v> >~ L
TELLLEETBEIICARYFLE, o

LARTIE. Broadcom. Qlogic. Marvell 2 E® Broadcom 7 7 S ) —DT/NNA ADRY ND—0 T 57
& —I. Windows [RIEX > (VM) DS A T4 FL—>a viicky hPY TSI TEEHATL
oo TR, BITHWRT LR THYTHY—IFELKEELEEATLREZ, ZDMREIE. Single-root
I/O virtualization (SR-I0V) % £ L T Windows RBEX > VICT I v FINTWETY TH—DHILHE
BLTWE Lk, COFEHFICLY, EFEERLZ20—RNMBEIh, BBERELAKRY F L,

Jira:RHEL-910. Bugzilla:2091528. Bugzilla:2111319
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BeE NTEILE

nodedev-dumpxml i&. FEDHNT /NI ADEHAEELKYAMLET,

ZDOEH L YFEIIE. nodedev-dumpxml 1—7 1 ') 7 4 —I&. nodedev-create I~ K%z L T/
MINHmNT NN ROBMEEZELSVRAMLERFATLE, ZOBBEIXEIEIN, nodedev-
dumpxml (. HEAZFBHENTNNA ROBEEBEICKRTIT DL ICRY F L,

Bugzilla:2143158

virtgemud X 7= & libvirtd ZEEE) L /1%, virtiofs T/\1 A& TCEXEHATLEL

LARTIE. virtgemud H—E X £7 (3 libvitd Y —EX 2 BEEHT 5 &, virtiofs AL —TF /N 2%
RAMNLEDRETS Y (M) IZERTEGRSRY FE LA, TONTIFMEEINTEY., HBAINTWS
) ATHFES Y IC virtiofs TNA A& TH Y FTEDLDICRY F LT,

Bugzilla:2078693

k187> v ~AD Watchdog H— RDEKRy b TS THRRBMLELS RS

DRIIE. FAFEEG PCI A0y ARWEE, ETHDORET S ¥ (VM) IC Watchdog 1— R ZEBMT
&, UTOIZ—HAFEEL, KERLTWE LA,

Failed to configure watchdog
ERROR Error attempting device hotplug: internal error: No more available PCI slots

SOIOEFTHBEMEEI N, RITHDREY T VIC Watchdog Hi— FZEMT &, BEESY ICH
BT BHLDICAYE LT,

Bugzilla:2173584

IBM Z O virtio-gpu T blob ') V—ZA'IE L < EE L A&\

virtio-gpu 7 /31 RIFIRIE. IBMZ Y RFTLD blob X EY—)YV—REFBRELHY FHA, TORK
. IBMZ KR b _ET virtio-gpu #FRA L TIRET > >V (VM) 25%E L. blob )V —X %5 FERT 515
B REB O VICE TS 714 AVRBEANRTIINEEA,

Jira:RHEL-7135
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FosFy./Ov—JLEa—
Z ZTl&. RedHatEnterprise Linux 9 THIRARERT /7 /OY—FLE2a—D) A MERRLET,

79 /AY—=FLE1—ICHT B Red Hat DY K — NEEDFMIE, 77/ 0V —TLE21—DHK—
NEE ABRL TRV,

OLA VAR —F—BLTA XA =TV DERK

NVMe over Fibre Channel /8 AN RHELA YA M=) FAYVSLTTFY /05 —FL
Ea—& LTHATEICARS

NVMe over Fibre Channel T/XA R&F 49 /O —F L Ea—&LTRHELA YR M—JLICEBIITE S
IR YF LA, RHELA YR M=) 7 O% 5 L TIE, Installation Destination BIEI CT 4 RV &8
g % & X1, NVMe Fabrics Devices 723 Y TCINLDT/NA A& EIRTEZET,

Bugzilla:2107346

92. x5 44—

gnutis B7 2 /O —FLEa2—¢ LTKTLS 2FHT B LIRS

BFHFINnfcgnutis Xy r—2E, 7O/0V—TLEa—¢& LT, BEILEFrRILTOT—YinE%s
MRS B72DICH— IV TLS (KTLS) ZFEHTEF 9, kTLS ZBMICT 5ICI1d. modprobe <7 > K
ZHEALTtsko H—RIVEY 2 —ILZEBIML., RORNBEZELY AT LLEDESIERY) O —AOH
L WERE 7 7 1 )L /etc/crypto-policies/local.d/gnutls-ktls.txt = /Em L £ 7,

ktls = true

I [global]

WHEDN—U 3 ViE, TLSKeyUpdate X v 2—JILED S T71 v 0 F—DBEFEHR—MLTVLE
HthA, IHiE, AES-GCMEEBRA — R DEF 1) T4 —ILHEESZDZZEIEFELTLEIW, #F
M, RFC7841-TLS13 RFa XV hEBBLTLEIW,

Bugzilla:2108532!!]

o3.vxIBLUvav R4 Y —IL
RHELO G5/ /0O —7L Ea—& LCHATRESLR GIMP

GNU Image Manipulation Program (GIMP) 299.8 #*, 74/ 0OY—7L Ea—& L TRHELS THIAT
XLV FE L, gimp/ Xy r—I/RX—2 32299813, AEINA—EOHREZSLY ) —2X
BIDN—2 3V TYEH, #BeED Y FHAFIRI N, REMDOFRIEFIRIEINFZEA, XKD GIMP 3 D
)) —2%F<IC. SEDY ) —RFIONRN—=Y 3 VDEHELTRHELI ICBAINE T,

RHEL 9 Tld. RPM Ry r—2 & L Tgimp #fE&EICA VA M—IILTEET,

Bugzilla:2047161.1]

4. 1M VIZAMNTVFv—H—EX

TuneD HOV Sy FAPIDF2 /00 —FLEa—& LTCHATREICES
UNIX RXA Y4y KEBLCT TuneD 24T 270DV 7y NAPIDNTY /O —F L Ea—&L
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Foxm5y/O—SLEa—

THIAATREICRYE LKL, Y4 Y NAPIIZD-BusAPI & 11 TY vy EY 3N, D-Bus "FIFETE 4
WIBBICREBBERAREIEBMHLET, YVIyY MAPIAFHT 2 &, TuneD T—EV A&IFEIL T/
TA—IVRAEBRBEELEY., IFIFARFa1—oVINRSA—9—DEEZTBELLEYTEEY, V
Ty NAPIHEZT 7 2L N TIREMIZA > TWE § 5% tuned-main.conf 7 7 1 L TEMICTEE T,

Bugzilla:2113900

95.xvy hT7—7

WireGuard VPN iZ54 /0 —L Ea—& L TCHIBAREICR S

RedHat B’ R— KL TWAWTFI ./ OV -7 L E1—& LTRMHL TWS WireGuard (E, Linux 11—
KIWTEFTIEHNTA—IYYZADVPNY Y a21—>3 v TY, RFTOBESEFERAL. TOMD VPN vV
J)a—oa Vi Y EBBIRETEET, I5IC. WireGuard DO — RR—INNI L RY, HEODOF
ENXRDHD, EXaY T —DPALLET,

FFHIE Setting up a WireGuard VPN ZZHR L T XL,

Bugzilla:1613522L]

kTLS A5 /0 —7FLEa—¢ LTHETREICKS

RHEL (&7 —®JL Transport Layer Security (KTLS) =77 /OY—FL Ea—& L TREL £, kTLS
X AES-GCMBES DA —RIILADT MBS T IZESE7ILTY XL FRALTTLS LO—KEL
BLEYT, o kTLSIZIE, ZOMEZRHTT IRy VT =04 V9 —TJ 4R b A—F—
(NI ICTLS LO—KRBEStEA7O—RT2LHOD1I VI —T x4 ADEFRAEFNTVET,

Bugzilla:1570255!"]

systemd-resolved Y —EZAD 7T /O —F L Ea—& LTHATREICRS

systemd-resolved t—E R &, O—AILT FYUTr—2 3 VICEZRIBRERHELEST, TOY—ER
&, DNS 2% 7'1) V' )L/¥—_ LLMNR (Link-Local Multicast Name Resolution), & U'<ILFF+ 2 b
DNS D VILNR—=ELRRY I —DF v v a1 ERIERELE T,

systemd-resolved I&, 7 R— M INTWRWTFI /O —FLE21—THB I EITFRLTLES
AW

Bugzilla:2020529

PRPBLUHSRZ7OMINDEFY /O —TFLEa—¢ LTHHAHITREICRD
COEHTIE. XOTONIINERHET S hsr hi—RILET a—IILDEMINF T,

® Parallel Redundancy Protocol (PRP)
o S A AM Seamless Redundancy (HSR)

IEC 62439-3B# IS5 7OMNINEERLTHY., ZOMEAFALTA—Y Ry hRxy kD —
JTCEOBRKTRMEARETCTET,

Bugzilla:2177256!"]

NICAD IPsec h 7EIEDA 70— K2 Fo /a0 —F L Ea—& L THETREICRS

SEIOFEH T, IPsec/Nry MA 70— REENA—RIVITEMI N FE L, LEIE, BSEERy b
D=4V =T 4R O—F5—(NIQ) ICAT7O—RTZZELDNTELEEATLE, SEHDHE
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BEMLARIC K Y., H—RIIF IPsec h 77O RALEAE NICICA7H0—KL, 7—20— RE&8&RE
TEBLHICRYF L,

IPsec h 7 EZIE7OERAENICICAT7O—RTBE, A—RIICLDZDELI RNy NOERE &
V748V THEEET T EITSERELTLEIL,

Bugzilla:2178699!']

RHELDETFLHDERY NI7—I KSAN—@F5F /05 —FLEa—& L THETRE

TNAZA—=A—E, TIAINIEREE L TERBEZFER(FCOOYIEYR—MLTVWET,
FCCld, ETLEBETZHLDDF ¥ RILE WNAN RS A N—H1RIEFETIHEDY AT LIC. WWAN
RSAN—%NRA Y RTZOvIERBLET, A—h—IlE, ETLPCIIDIZEDVWT,
ModemManager FAD O v 7 f#FR*Y —JL % Red Hat Enterprise Linux IC# & L F 9, 7272 L. WWAN K
SAN—ICEHBRENHY., BELTWRIHBATH, BRNICOY V7 E2BRLTVWAVWE ETLIFFERATE
BMWEFITAY F9, RedHat Enterprise Linux (&, #EENREINIZRDETLARSAN—%T)
JAY—7LEa—& LTE#LET,

® Qualcomm MHI WWAM MBIM - Telit FN990Axx
® Intel IPC over Shared Memory (IOSM) - Intel XMM 7360 LTE Advanced
® Mediatek t7xx (WWAN) - Fibocom FM350GL

® Intel IPC over Shared Memory (IOSM) - Fibocom L860GL modem

Jira:RHELDOCS-16760LY, Bugzilla:2123542, Jira:RHEL-6564, Bugzilla:2110561, Bugzilla:2222914

Segment Routing over IPv6 (SRv6) &7 / O —FL Ea—& L THIAAHEE

RHEL A—XJLik, 72/ 0OY—7L Ea—& LT Segment Routing over IPv6 (SRv6) 1R L £ 7,
MR FRATRE, Ty YAV —FAVIDINS 74wy 70— %F@ElkbLEY, -4tV
Hy—Dxy NI—o7OT7S<EY) T —5@ELELEZYTEET, L. REEELFAMIL 56
TTOAAY N F)AICBIFZDIVRY—IVR(EE) XY NT—V RS54 VT TE, ZOHEET
&, SRv6 7O NI, BEDT IV r—ravEhdv—ERDXRY N =V BHICH0LT 5728
IS, TATSALRRBERARYILRY KT—IRASAREYY—RAFHERHBLIT T, BRI, 2OV

)a1—2avidE—BHOT7 TSATVRCT A4 TE, LYNSVWHETIY N YV hD=Z—X%
wmeLET,

Bugzilla:2186375!]

kKTLS B’/X—T 3> 6.3ICYR—2R

Kernel Transport Layer Security (KTLS) #gEld7 2 / OY—FL Ea1—T9, RHEL ®5SE®D Y 1) —2R
T kKTLSH 63 7Y TRARN)—LNR=U 3 VII)R=AINF Lk, ELEFERIE. UTOEHYT
ER

o TXTNARAT7O—KIZLDB 256 EY h+—DHR—bMEEMLZE LT,
o IFXFANJTEBEZRELELL,

Bugzilla:2183538!]

9.6. 1—XxJb

Unified Kernel Image #{§ A 7 kdump X h=XALEF7 /00— L Ea—& LCHRATE
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Unified Kernel Image (UK ICEEN2H—RILA A=V %EAT S kdump X h=X Al 742 /0
V—TFLEa1—&ELTHETEZT, UK I, initramfs, vmlinuz, 8L UCH—RILATY RSA V%]
D7 7ANICEEDIC I DDORITABET 74 IV T, UKl DERF&EIE, SecureBoot DEESILER %
ITARTOIAVR—FRY MI—EICHRTES2&TY,

CDMEEAFERT ZICIE. UKIICEEN D H—RJILOT Y RS A 2V Tcerashkernelz /85 X — 4 —|25E
MREERELET. THICELY., kdump ICHERXE) —HIFIHINZET,

FES: IRE. Linux A—RILD S D kexec_file_load ¥ A7 L3—J)LId UKl 20— FTEFHA, L
N> T, kexec_file_load ¥ A7 A=)V TOZSv2ah—I 20— RNT3HFEIF. UKIICEEFNS
A—FIAX =TI DHVMERINITT,

Bugzilla:2169720!]

SGXHAFo/avs—FLEa—& LTHATRE

Software Guard Extensions(SGX) &, V7 Uz 71— RBLUVLABLVEBENSDT—F & R#E
T2Intel° 72 /0OY—TF, RHEL I—RJLIE. SCGXVI B LU V15 OBEREZERDRIICIREL X,
/N—3 3> 1 TlE, Flexible Launch Control X h Z X L% FHTZ Sy N74—ALTSGX T4 /0O
—HFEATESRLDICRY FT, /A= a3 Y 2 TlE. Enclave Dynamic Memory Management
(EDMM) B'EMINTWVWE Y, EFAZRITIUTOEDLHY X,

o WHEINATIVIL—TIKBTIZREDNDIVIL—TR—IUDEPCMEREZEELET,
o HMHMEINAEIVIL—TADBEDI VY L—TR—IDEREN,
o JYUZKDALY RERNBTEDLDICHHEIN ATV I L —T%4RLE T,
o MHELINAIVIL—THhoBEDOR—IETCSR—IYLEHIRLET,
Bugzilla:1874182L1]
A—XIWDIntel 7T—9 A M) =3IV JTHTLYy bRZANR—DBFo/0d—FLEa—-&L
THHAMTEICAS

A—FIDintel T—F RAN) =3IV ITT70ESL—9—RKRS4/3—(IDXD) \&. BETF/ /0¥ —TL
Ea—&LTHRATEET, INE IntelCPURET 275 L—49THY. 7OECAT7 KL RZEHEID
(pasid) EE EHBREBAE) — (SYM) ZHEAHEBET— U F 1 —DNEFEFNhTVET,

Bugzilla:2030412

Soft-iWARP KSAN—AFs /a0 —FLEa—& L CHATREICK S

Soft-iWARP(siw) (&, Linux HOY 7 kD7, 41 V% —%v k74 KT!)7RDMA 7O ML
((IWARP), B—X%JIL RS54 /X—TF, soft-iWARP I&. TCP/IP %y kT —4U X% v & TIiWARP 70O k
WAL —bERELEFT, COFAOMINAA— NIV IRV I T TREBILREINTEY., HED
JDE—FNFALIRMAXEY—TVEARDMA)N—RI =z 7HNHEELLFEFHA, soft-IWARP Z{FEAT
&, BEDA—H Ry NTHITY—B5EIY AT LANIWARP 74 79 —F /- 3thD > 25 LICHE
HTE, TTICSOft-iWARP DA YA M—=ILINTWVWBRIDY AT ALICERTETET,

Bugzilla:2023416!]

SGXHAFo/avs—FLEa—& LTHMATRE

Software Guard Extensions(SGX) . Y7 NIz 71— B LIV REBLTEENLDT—4 % (R5E
T2Intel° 79 /OY—TY, RHEL I—RJLIE. SCGXVI B LU V15 OBEREZERDRIICIREL X,
/N—3 3> 1 TlE, Flexible Launch Control X h Z X L% FHTZ Sy N 74—ALTSGX T4 /0O
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V—%ERATESLDICRYZET, /N—Y 3 ¥ 2 Tk, Enclave Dynamic Memory Management
(EDMM) 2SBMI W TWEY, EATRICIUTOLOHHY S,

MEBEINEZIV I L—TIKBT2BEDI VI L—TR—IDEPCMEREZZEELZF T,

MEIEI NIV I L—TAOBEDI VI L —TR—I DERIEN,

FUZKDALY RERBETEZ LD IS NAT VI L —T2H5RLET,

Bugzilla:16603371]

rvu_af. rvu_nicpf. LU rvunicvi AT /0 —F L Ea—& LTHATRE

ROHN—FIEY 2—I)bIiE, Marvell OCTEONTX2 A Y 7SR NSOV Fv—TOtyH—2773I1)—D
FH oA —7FLEa—¢LTCHAETEXT,

® rvu_nicpf - Marvell OcteonTX2 NIC #JEBHEEE K S o /X —
e rvu_nicvf - Marvell OcteonTX2 NIC {RABHEEE K S o /X —

e rvu_nicvf - Marvell OcteonTX2 RVU EIBHLEE K 5 1 /N —

Bugzilla:2040643!]

0.7. 77 ANV AT LELVTAKMNL—

DAXHAF2 /A —FLEa—&LTextd BLUXFS THIRAAREICARD

RHELO T, DAX 7 7 A IV AT ALANT 2 /O8—T L Ea—& LTRHEINhTVWE T, DAX X, 7
T)r—oavhkiEAE) —A2FTOT7 RLRAEBICEEYY T2 ODFERERHBELET, DAX &
FATZICE. YRATLIALHDOERDKEXE) — BEIX 1 ODULOFREREET 2 7IL1 V54
YAEY—FETa—IL(NVDIMM) ODFRX) "hETHY. DAXE#E T 71 )L AT L% NVDIMM LI
ERT 2HERHYET, ) Fo. 774V RATLIEEdax YO Y MNA TS aVTIYV Y N ERE
HUET, chITLY, daxEIXDO YN LETZ 7AWV RTLDT 74O mmap A, 7 71) r—
YavOTRLAEBEICANL—VEEEIYYEYTINET,

Bugzilla:1995338!']

NVMe-oF Discovery Service BgEN 77 /O —F L Ea—& LCHRIATEE

NVMexpress.org Technical Proposals (TP) 8013 & & Uf 8014 TEZ X 11T\ % NVMe-oF Discovery
Service DHEEIE. 77/ OV —FLEa2—ELTHATEEY, ThoDHEEE L Ea2—F 3
&, nvme-cli2.0 /Ny 5 —Y%FEHAL T, TP-8013 £721% TP-8014 = 3%E%% 9 5 NVMe-oF ¥ —4 v b
TNARICRA N ZEIY B TEY, TP-8013 & &£ U TP-8014 Da¥if

l&. https://nvmexpress.org/specations/ Web t4 b5 NVM Express 20 88 TP 5B L T X
LY,

Bugzilla:2021672!"]

NVMe-stas Xv o — A5 /0y—FLEa—& L CHIATREICKR S

Linux @ Central Discovery Controller (CDC) ¥ 24 7>~ N T#% % nvme-stas /Ny 77— A7 /0O
V—FLEa2—ELTHATESRLDICRY Lk, ThiE. FEEHA RV MBI (AEN), BEIESh
7= NVMe 472 27 LEGHIE, T5—REBELR— K &L Automatic (zeroconf) FEIZR E % A
BLET,
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2Dy =T, Storage Appliance Finder (stafd) & Storage Appliance Connector ( stacd)® 2 DD
T—EVTEHRINTWETY,

Bugzilla:1893841l!]

NVMe TP 8006 4 /XY RGN T/ /0o —F L Ea—& L CHRIARRE

Non-Volatile Memory Express (NVMe) D 3% NVMe over Fabrics (NVMe-oF) DA >~ /XY REREETH %
TP 8006 IF., HR—FINTLWAWTFYI/OYV—FLE2a—ELTHRATERLIICRY FLL,
NVMe #7322 8006 Tlx. NVMe-oF @ DH-HMAC-CHAP 4 V/\Y REREE 7O M QLD ERZRINT
BY., ZOHEEEICIVIRHINET,

F£#l(Z. nvme-connect(1) @ man X—® dhchap-secret # & U' dhchap-ctrl-secret = 7> 3 > ®
REAESBL TLIEIW,
Bugzilla:2027304(]

iouringfA ¥ —7 x4 ADFy /a0 —FLEa—& L THATRE

io_uring (X, FL < EMAIEFH /O v H—T (AR THY., WEFT//OP—FLEa—&LT
FARBETT, T74I T, COMEIEMNICINTVWES, TOAVY—T (4 AEEMIITS
ICIE. kernel.io_uring_disabled sysctl % ROWTNHODEICEREL XY,

0
TRTCODTOERIGBEESY io_uring 1 Y RY VY AEERTEET,

1
io_uring DERKIE. FEDRWTOEZICH L TFEMEIhTWET, MU L 7O
CAP_SYS_ADMIN #EEIC & 24FHEN S Z 5N TWARWRY ., io_uring_setup (&-EPERM T35 —T
KBMLET, BEFEDio_uring 1 V29 YV RARFB|IEMEFERTEET,

2

io_uring DERKIE. IRTOTOCRATEMEINTWEY, io_uring_setup (& EIC -EPERM T
KBMLET, BFEDIo_uring 1 V29V RFB|IEHMEFEATEET, CThETIAILIRETT,

COMEEAFERATZICIE. BRI/ —RFTmmap YR 7LI—I)LEEMIIT 57D SELinux R Y
Y—DEHN—TaVELETY,

io_uring AY Y KRR ZIN—%FERATRE, 7V r—>avidnvme REDEBEAZN—RKRD T
TICAY Y REBEERITCTEE Y, /A o uring A Y KRR —%FATZICIE. HRY A
SELinux R Y —FEYV 21— ILHRETY, ARAY LSELnux R Y—FEVa—ILEEKLET,

1. JRD1T% io_uring_cmd_passthrough.cil 7 7 1 JLE LTRELE T,

---cut here---

( allow unconfined_domain_type device_node ( io_uring ( cmd )))
( allow unconfined_domain_type file_type (iio_uring (cmd)))
---cut here---

2. RYyv—ETa—)lAO0—RKLZET,

I # semodule -i io_uring_cmd_passthrough.cil

Bugzilla:2068237L]
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9.8. AVNA S—BLUTHRHEY—I

jmc-core & T owasp-java-encoder 272 /O —FL Ea—& L THIAREE

RHELO I&. AMD 8&Wintel64 EY N 7—FF o0 Fv—FADTo /0 —TFLEa—& LT, jme-
core H £ U owasp-java-encoder /XY F—T & EHILEBHAEINE T,

jmc-core &, Java Development Kit (JDK) Mission Control @7 AP| ##t9 2554 75 1) —T9,
ZNiZidE. JDKFlight Recording 7 7 1 LD B L VEZIAAHHADZ 4 73 —*, Java Discovery
Protocol (JDP) IC & % Java Virtual Machine (JVM) RHED S 4 735 ) —AEFhZ T,

owasp-java-encoder /Ny —U I, Java DE/NT =YV RABEF —/N—Ay RAVFTHFIA IV
A—4—oalL s> avaERELET,

RHEL 9.2 LAF%, jmc-core & & U owasp-java-encoder & CodeReady Linux Builder (CRB) ') /R b

) —TCHEATE2%S. ARNICEMICTZ2BENH S I EITEFR LT LIV, #Fillld, CodeReady
Linux Builder RCAYTF VY B L THATEAE ZSRLTLEI WL,

Bugzilla:1980981

9.9. IDENTITY MANAGEMENT

DNSSEC A IdM G54 /0> —7L Ea—& L CHIAETRE

& DNS D% % Identity Management (IdM) % —/3—(&, DNS 7O MJ)LDEF 1Y 71 —%iE(LT
% DNS IZX 9§ 235k tz v b Td % DNS Security Extensions (DNSSEC) #%R#£ 35 L HICARYVF L

Teo 1AM H#—/X—THKRZA MEN 2 DNS YV — I, DNSSEC #FH L CEBMICERLTE XY, BSHE
. BEINICERSLO—T—rINET,

DNSSEC TDNS V—V % R#ET 2HEI1E. UTORFa XY NSRRI ENHEEINET,

® DNSSEC Operational Practices, Version 2

® Secure Domain Name System (DNS) Deployment Guide

® DNSSEC Key Rollover Timing Considerations
RE DNS D#H % IdM H—/N—(F, DNSSEC Z{£FH L T, fthd DNS y—/N—H 5 EF L 7= DNS @&
EMREET B EITER LTIV, Ihd', HEIhDZHREHEICHE > TREINTLEL DNS
V=V OHRRICRHEAS Z DS HY T,
Bugzilla:2084180

Identity Management JSON-RPCAPI #'F ¥ /O — L Ea—& L CHIATR

Identity Management (IdM) TIX API B FIATE X T, API ZRRT 2LHIC, [dMIE, 77/ —
TLEa2a—ELTAPI 7SO —H1RH#LET,

PEITIE, BHON—=Y3 VO APIOAY Y REBMICT 57HIC. IAMAPI MRS ELAL, b
DHEEILERICE Y, MO WAHETIOYY ROEMEPERETEZEMHY FE L, IIMAPI 2ZE &
LTHE. BEOY—ILBELIVRV Y TN EF|ESHIFEHTEDLIICARYE L, ThiZLY, UTFA
AEEICiRY £,

o TEZ BELTWEIZM4 7Y MNAAHDY—/N—=T, IAM DLEID/NN—Y a3 v E L IEE&
SEDINN—= 3V EFRTEET,
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https://datatracker.ietf.org/doc/html/rfc6781
http://dx.doi.org/10.6028/NIST.SP.800-81-2
https://datatracker.ietf.org/doc/html/rfc7583
https://bugzilla.redhat.com/show_bug.cgi?id=2084180
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o H—N—TIIMDON—YaVAEZBRELTH, AREFEIFEN—23 VD IM O—I)LAFHTE
F9,

FTRTDT—RTH—N—EDBENTEICAYET, & 2E. HOMERITOHA TS 3 VvHHL
WA= 3 VICEBMIATUT, BEEO—FORITINAEFRALTWAEE LT, HICHEEHY ¢
/‘JO

API DfER A EIE Identity Management APl 2 L T 1AM B —N—(lExT 2 (77 /0y —7 L
Ea—)ZSRLTLEIW,

Bugzilla:2084166

sssd-idp TRy r—Ih5Fo /Ay —FLEa—& LTHATE

SSSD @ sssd-idp # 7 /3w r—J|CIE, Identity Management (IdM) H—/3— (T3¢ L T OAuth2 525 %=
EITT29547 Y MIDOAYR—FY NTH S oide_child 7S 71 v E LV kb5 idp 77 74 VB
ZFENFTY, TDOHBEIE. RHELOILURE®D M Y —R—DHTHATE XY,

Bugzilla:2065693

SSSD MR krb5idp TS /M4 7Ty /Oy —FLEa—& LTHATHE

SSSDkrb5idp 72 74 VA FEHT 5 &, OAuth2 7O M AL EZFRAL TCHASBTA TV T4 T4 —70
NAF—(dP) ICF U CEREETEE T, T DHEAEIZ. RHEL Q1 LABED IAM H—/NN—DATHERATEX X
-g—o

Bugzilla:2056482
RHEL IdM Cl&. 21— —if 279/ 05—LEa—& LTHEID 7OaNSA ¥ —ICEET
X3

RHEL IdM Tld., OAuth2 7/\A R 70 —%HR—KN$ 245D FO/NA ¥ — (IdP) IC21—H—%
BEMITRIENTEELDICARYF L, ThHD1—H—H RHEL 9.1 LARE THIA R 887 SSSD
N—=U 3V TRIET 5 &, AERIdP TEREEE a3 &2 R1T L /218, Kerberos ¥4 v b % {EA L 7= RHEL
IdMSingle Sign-On 88 % Z (FEXY £ 7,

FRERICIUTOEDOLHY £7,
o ipaidp-* XY RICLBAE8IdP ~DSRDEN. BE. & & UHIKR
e ipa user-mod --user-auth-type=idp I~ > K% {FH L7212 —%—0D |dP ZREED AWML
BANERICDOWTIE, AERID TR/ F—%EA L7 IdM ~DFFEE 25 LTI,
Bugzilla:2069202

ACMEXF4 /0y —7LEa—& LTHATRE

Automated Certificate Management Environment (ACME) #—E XA, 7o/ 0O —7FLEa—&L
T Identity Management (IdM) THIFRIBEICAR Y £ L7z, ACME (&, BEMEFERIFOREES & VEIEAE
DOETICEATZ7OMNINTY, COENR, SAZE0EMHAREEZERL. SRAEOSM1 711
EETOFHOLRAE2EBTZI&ICLY, EFa2 VT —%2ALIEZIETY,

RHEL Tlf¥. ACME #—E R I% Red Hat Certificate System (RHCS) PKIACME L Z/R> ¥ —%fFAH L
F9., RHCSACME Y4 7Y 27 Al IdM 7704 XY MDFTRTOFRELRF (CA) H—/—ICBEIMIC
FT7OAINFETH, BEEIEWNCTEETY VT RAMIFELEFE A, RHCS I, ACME SEFAZ %
179 2BRIC acmelPAServerCert 7O 7 7ML AFRALE T, HRITINAIIBAEOEMERIL 90 H
TY., ACME H—EZXDOBEMELEIFEMEIE, M F7O4 XY M2EKRICRELE T,
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https://bugzilla.redhat.com/show_bug.cgi?id=2056482
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/managing_idm_users_groups_hosts_and_access_control_rules/assembly_using-external-identity-providers-to-authenticate-to-idm_managing-users-groups-hosts
https://bugzilla.redhat.com/show_bug.cgi?id=2069202
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BF

ACME &, §RTOY—/NN—HRHEL8ALUEAEITLTWVWSIAMFTFOA XY N TD
AEMCTBIEIHBEINE S, IO RHEL N—Y 3 VICIF ACME H—EXNEF
NTWRWD, N=YaVUSEETZT 704 A N TRENRET 2HAEMLHY
F9, LE&ExE. ACME DWW CAH—N—[F, BERZDNSH TV I MBS
(SAN) R L TWB7H., 75472 MNEBRNKRKRT 2T HY T,

Digk

H
A
IRTE. RHCS (ZHARRYIN DEFEAZ %= HIFR L £ A, ACME SEBAZ(E 90 HILICHAIR

PNl 2 csd, HRINOPAENER/IN, N7 -V RICHEEZRIFTH
BEMLHY T,

o [dMF7Oq XV N2{ATACME #EMICT %ICIL. ipa-acme-manage enable I < > K& ff
ALEY.

# ipa-acme-manage enable
The ipa-acme-manage command was successful

o |dMTFOA A MN2{ATACME 2 &EMICT %ITIE, ipa-acme-manage disable < > K%
FALZET,

# ipa-acme-manage disable
The ipa-acme-manage command was successful

o ACMEH—EZNA VYR KM—ILIh, BWELITEWTHZH) 2MHERT 51, ipa-acme-
manage status A< REFRALE T,
# ipa-acme-manage status

ACME is enabled
The ipa-acme-manage command was successful

Bugzilla:2084181l!]

910. 7RV hv 7

64EY FARM7—*%7VFvy—DGNOMEN T/ /O —FLEa—¢ LTHATES L
2V F Lk,

GNOME FR 4 hy 7BiEIR. 70 ./0—FLEa—&¢LT64EY NARM7—FF 4 F v —TF
HATE%d,

VNCHFRHLT6E4EY NARMY—NN—DFRI My Ty a3 VICEHETESLIICRY FE L.
FOHR., VS T4V T TV r—oavaERALTY—N—52BEBTXZXT,

64EY NARMTIE, REINEITS T4 ANT TV r—ravotwy MaERTEET, UTICH%E
a_—\Lli-a—O
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® Firefox Web 75 7 #—
® Red Hat Subscription ¥ % — < + — (subscription-manager-cockpit)
o 7747 +—ILERRE (firewall-config)
o T4 RVFERRRT +Z 1 ¥'— (baobab)
Firefox ZfA L T, H#—/\—_LE® Cockpit Y —ERICEHRTEET,

LibreOffice R EDEED T TV r—oavid, ARV RSA VAV I—T 4 ADHEERHEL, 75
TAHINAVI—T o4 RNTEMTR>TWVWET,

Jira:RHELPLAN-27394L1]

Fo/09—7LEa—& LTHARERIBMZ7—%7T 7 F+—H®D GNOME

GNOME FRZ by 7EBIEIZ, 72 /00—LEa—&¢LTIBMZ7—*%549Fv—TCHEBETEZE
£

VNCAFERHLTIBMZY—NN—DFRI Ny Ty avICEHETILLIICRY F L, TORE
R IUSTA4AVT TV r—yaveaERLTY—NN—428EBTEET,

IBMZ Tlt. BREINETS T ANT TV r—a3avDty NaEERTEET, & 21E RDLD
IRy E9d,

® Firefox Web 75 7 #—
® Red Hat Subscription ¥ % — < + — (subscription-manager-cockpit)
o TJ7A 7 +—ILERRE (firewall-config)
o T4 RVFERARRT +Z 1 H¥'— (baobab)
Firefox ZfA L T, H%—/\—_LE® Cockpit Y —ERICEHRTEZET,

LibreOffice R EDEED T TV r—oavid, ARV RSA VAV I—T 4 ADHEERHEL, 75
TAHINA VI —T o4 RNTEMR>TWET,

Jira:RHELPLAN-27737(1]

o.1. %81k

ANFRE~Y> >V DOERK

ANF KVM {R#81bIE. RHEL O Tlntel. AMD64, LUV IBMZERAMTEITLTWVWS KVM KI8T >
YAOTF /0 —FLEa—&E LTREINhEY, COMEEFERT S, MERHELI KRR M TE
THR® RHEL 7, RHEL 8. FZ&IZ RHELO RS UBNA IR—NAHF—& L THEEL. BB DRE~T
VUERANTEEY,

Jira:RHELDOCS-17040l]

KVM {R38~ > >~ ®D AMD SEV & & U SEV-ES

RHELO X, ¥4 ./0Y—7LEa—¢LT. KIMNANR—NAH—%FHTSAMDEPYC KA KT
UL, EFXF 2 TREESRELE (SEV) BEEREBELE T, RETY VY TEMITR > TWBIHEIE, SEV
MRETLVDAE) —%ZBEILLT. RAMDLRBIYSUADTIERAEZREET, JhiCLY,
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REY>vDOEFa2 )T —bPERELET,

X 5T, #{bXI N7 SEV (Encrypted State) /A—Ia YD SEV (SEV-ES) 77 /0 — L Ea—¢&
LTREINFE T, SEV-ESIFE. RETVOETMELETEE. IRTOCPUL Y RY—DAR%
EEELET, ThICLY, RAMMREYY VD CPULVRY—BZEHRLRLY, TIHhDIEREH
HFE oY TELRLLARY FET,

SEV 8 & W' SEV-ES &, % 2 XD AMD EPYC CPU (d— KX —/, Rome) MDA TEET 5 Z &I
FRELTLEIW, £/, RHELO ICIE SEV & U SEV-ES DESENEEFNE TA, SEVE LY
SEV-ESDtEFal) 74 —fERAIEEEThEE A

Jira:RHELPLAN-65217(]

ARM 64 C{IB{HFIATREICE S

F9/0Y—7FLEa1—&LT. ARMG4CPUAFAHALTYRATALAICKVMREBY Y VA ERTE % &
;Y x L7,

Jira:RHELPLAN-103993("]

AMDG64. Intel 64, & & U ARM 64 T virtio-mem DFIHBIREIC/E D

RHELO Tl&. 2./ 0O0Y—7L Ea—& LT, AMD64., Intel 64, 8 LU ARM 64 < 2 F LI virtio-
mem BEEMNEBMINFE L7z, virtio-mem 2FH3 2 &. RIEYY VY TEHRAMAEY —2EMIEME
TZISHIBRTE T,

virtio-mem Z{FEH T %Ik, R VD XML ZE T virtio-mem X ) —F /N1 A% EZH L. virsh
update-memory-device <X~ R&FERA L T, RETI VORTHICAEY —T NN RAOY 1 XEEF%
BRLET, COEIRBRAEY =T ABERTHDREIV VICRARAINZBEDOXE) — 1 X%
RERTDICIF, REYYVYOXMLEBEERRLET,

7272 L. virtio-mem [$IRIE. Windows R L —F 4 VIV AT LA ERATZREYY VTIEEMEL &
WZEITFRLTLETY,

Bugzilla:2014487. Bugzilla:2044162, Bugzilla:2044172

RHEL A b®D A > 7JL TDX

77 /0Y—7FLEa—& LT, Intel Trust Domain Extension (TDX) #8840 RHEL 9.2 LIBED & R b A
RU—=FTAVIIVRATLATHEATESZLDICLRYF L, RAMNRAFTLNTDX ZHR—MLTWDS
mald. NZAKMRXAAL Y (TD) EMIEND, N—ROZT7HLPEEI N/ RHELO RIE<Y >~ (VM)
T 7OATEEY, 7L, TDXIXIRE kdump TlIHEEE 9. TDX AZBMICT S & VM LT
kdump B"5kT 2 Z L IERE L TLEI L,

Bugzilla:1955275!!]

RHEL @ Unified Kernellmage 577/ OY—7 L Ea—& L CRIATREEIICA S

70/0Y—7LEa—& LT, RHEL A—XILE{RIET > > (VM) D Unified Kernel Image (UKI) & L
TAFTEBELDICARY F L7, Unified Kernel Image I&. 71—FJL, initramfs, B8LTAH—)LOT
VRIAVEBE-—DEZNENAFT ) =T 7AIICKHKEELET,

UKI 1, IRIEBILIREBEYV S0 RRIE, HICBHAREF 1277 — MEIVELEE VM CTERATEZE
4, UKIlE, RHEL9 YRY MY —dD kernel-uki-virt /Xy 5 —2 & LTRIATEE T,

IR7E. RHEL UKl %, UEFI 7— N BEDATHEATETZXT,

Bugzilla:21421020"]
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https://bugzilla.redhat.com/show_bug.cgi?id=2014487
https://bugzilla.redhat.com/show_bug.cgi?id=2044162
https://bugzilla.redhat.com/show_bug.cgi?id=2044172

Foxm5y/O—SLEa—

IntelvGPUA T2 /0 —7LEa—& LTHAATREICARS

FU/0Y—7FLEa1—& LT, ¥ Intel GPU 7/31 2 %, mediated devices & I iXh 2 EEHDIR
BTN RIDEITED LD ICRYFE LI, TOMNT/NA RE, RIE GPU & L TERBDREBY >V
ICEIYYHTRBIENTEEYT, ChICLY, TORETS VD, 1 DDOYIE Intel GPU D/INT +—T
A=HBLET,

CDKEBEITIEHE L Y, RHELO3 ) ) — A TRABICHIBRINAZ EISTEFELTLEI L,

Jira:RHELDOCS-17050![1

9.12. 7 5 RIRIED RHEL

RHEL 2574/ 0OY— 7L Ea—& LT Azure Confidential VM CTHIFBBEIC/ D

BHINARHEL h—R IV %EFEHAT 5 &, RHEL BBRIBE~Y > > (VM) % Microsoft Azure ETF7 4 /
OY—7LEa—ELTHERLTEITTEDLIICAY FE Lz, #FL <EBIMIN7 Unified Kernel
Image (UKDN IZ& Y, BEBIEINABEBE VM A X —I% Azure L TREITEZ LD ICAY F LA, UK
&, RHEL9 YR bMY) —d kernel-uki-virt /Xy r—J & LTHEBTEEY,

IRfE. RHEL UKl %, UEFI 7— N BEDATHERATEZX T,

Jira:RHELPLAN-139800L"]

013. V77—

Podman @ SQLite T— 9 R—ZANY VTV RKHFFH /a5 —FLEa—& LTHATRE

Podman v4.6 LIfE, Podman @ SQLite T—4RXR—ZAN\y VTV RigF /Ay —7 L Ea—& L TH
FAAEETT, T—9R—R/N\y I TV K% SQLite ICERET % ICIE. /etc/containers/containers.conf
%% 7 7 1 JLIC database_backend = "sqlite" # 7> 3 Y AEML £9, SQLite T—FR—I/N\v
TV RICHIYEZ SHIIC. podman systemreset 1YY RERITLTANL—VAWEPREIC) &Y
MLET, TRTOOAVTF—E Pod EBERTIBENH D &ITEFRL T LIV, SQLite 7—
IR—=2E, Bhi-REME—BEUARIELET, VT FT—RI Y IVADMDT—IR—EFEHRIC
SQLite ICBENINFE T, BotDBIEBIEmMET 74N RDT—HIRXR—ZANY VTV KTT,

Jira:RHELPLAN-154429l1]

podman-machine AV~ KidHR— F KA TT,

RETS Y EEET 576D podman-machine AY Y K&, 79 ./0YV—7LEa—&LTOHFA
ARETY, KHYIL, ATV RS VD SERE Podman 2T LTLEIL,

Jira:RHELDOCS-16861L"]
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BR10ZE FEHEBE (/R o F#BBE
Z Z T, RedHatEnterprise Linux 9 T JEHER &R o T BE DB ZE %A L £ 7,
FEHREDOHEEIE., FERBDSEDAT v —) =X TR YR—FINQWTREESE . FitIilEET
DIEIFHEINTIEA, FEDOATv— U ) —RICHE T ZIFHEMEORIIBTRIE. TOATv—1)
) —ZDRFHRDY) V=R /) —rESBLTLLEIW,
FMREDTNA RARPRRICHR—PFIhTVWET, DFY, TIhOEDT NS REFTRAMNBLTRTI N
TH Y. RedHatEnterprise Linux O I TDHR— MRRIFEBEINFZFHA, HR— MNIBOFEEM
I&. Red Hat Enterprise Linux D24 744 V)L & & U Red Hat Enterprise Linux 7 7Y r—< 3 v 2
N)—=LDZAT7HA 7L ZBRLTLEIV,

BITHELVESEDAT v —1) ) —RATlE, FEHRON—RIz7AVR—2 MOFBEREIHEIL
Ft A, RedHat Tld, TDEIBN—RIzT7ORBAZHRAHELE T,

Ny r—UDEHEEQY, EROMBNMMEEINLZWGESNHY T, Hado/\y F—I D HIRS
h32EEHYET, TOHEICIF, BEORF2 XY MNT, FEEE LGNy -V LA B
— FRRBIYSELEEZRHIZIZED/N\y y—IUDEESh, FLWERSEI ZEHINE T,

RHEL 8 ICIETFEET 2D RHEL O TIX HIBR SN 7a#eEICDWTIE, RHELO ZE8 AT 3[EDEREEIE &
BEBLTLLEIL,

1014 YA RM=F—=BLTA A= DEK
FEHERRD Kickstart Av > K
UTFDxy VR — b7y ROFEHERICRY X L,
e timezone --ntpservers
e timezone --nontp
® logging --level
® %packages --excludeWeakdeps
® %packages --instLangs
® %Anaconda
® pwpolicy
REDA T2 avEFN) AMNKRRINTVWRHER, ERXIYY RELUZOMOF T 3 v IFEE
MEFATE, FHETIEAVI EITERL T EIW, Kickstart 7 7 1L THHEE DY >V K% FEH

IT3&, ATICEENHEADINE T, instksstrict B4 > a v AFAL T, EHEDOIYT Y NESE
EIS—IlTB2ELTEET,

Bugzilla:189916711]

edge-commit & & U edge-container 7IL—FY Y hDA—HF—ETIN—TDhRY <1 X
HERICR D

TI—TN) Y RTCA—HY—FLEIIN—TDHRITA X %IEET 5 Z &iE. edge-commit & & U
edge-container 1 X —J 4 4 FTCIFIEHRICRYE L, Thid, 1 A—=Y&TvTJL—KL., 7
W=7V Y hTCa—HF—2BEEELAVE, 2—HF—-DHRITA IDEKDNELHTT,

148


https://access.redhat.com/support/policy/updates/errata
https://access.redhat.com/support/policy/updates/rhel-app-streams-life-cycle
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/considerations_in_adopting_rhel_9/
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BEZD OSTree Xy DT 7O ICERAINZ TN—T) Y N TOI—HF—FLETIV—TDHRY
<1 XDIETE (edge-raw-image. edge-installer, edge-simplified-installer 1 X —> % A 772 &) &,
BIEHmEHR— P INBZEITERELTLLREIL,

Bugzilla:2173928

initial-setup /Xy r — U HIEHERICAR D

initial-setup /¥ 7 — < |&, Red Hat Enterprise Linux 9.3 TIEHEIZRY, JRORHEL X T v —1) 1) —
ATHIBRINZFETT. RDYIL, VY5714 hLaA—H—4A 24 —7T x4 XD gnome-initial-setup
ZEALET,

Jira:RHELDOCS-16393(

inst.geoloc 7— M A 7 3 > D provider_hostip i & provider_fedora_geoip {EH FEHEIRE I/ B

inst.geoloc= 7— b4 7> 3 > @ GeolP API %2387 L 7= provider_hostip & &
provider_fedora_geoip fBEIZFEHEEICARY £ L7, K4 Y. geolocation_provider=URL # 72 3 ~
EFEALT. A VA=V TOVILRET 74 IICBHRERMEBEREZZRETE XY, inst.geoloc=0
A7 avEFEAL TNEBREBWMCTSZIEETEET,

Bugzilla:2127473

102. %254 —

SHA-1 X SIEOENCIEHEICK S

ES{EEEME LIESHA-T Xy E—Y 44V 2 X MOFERIE. RHELO TIXIEHREICAY F L1,
SHA-NICE 2 TERIN/Y A VT A ME, Ny Y 1BFBROBRBICED K %< ORBDKRINFIH EEEFIL
INTWDEED, EFa7TH3EERAEINFRHA, RHELATZHEBSIAVR—XY ME, 720 b
TSHA-1 &AL TEREER LALCRY F LAk, RHELOD7Z )= a v EHI N, 52l
F4—EAEDI—AT—ZATSHA- I MMERINAWE D ICARY F L,

BIHDHETE, HMAC-SHAT X v £—UFREE 0 — K & Universal Unique Identifier (UUID) {& Ik, SHA-T
BERALTERTEZT, Chidk, ThoD1I—RT—ADBEEFIVFTFA—JRIVEELLIHLN
72T, SHA-1IE. Kerberos ® WPA-2 72 &, HHEERMS JUOEHRMEICET2EELRRIFIEICE
BEIERONT—RATEFEEATEET, FMIE. RHELOEF a7 —D#{bERFa AV b D
FIPS140-3 ICEH L TWAWESILAEREIT B RHEL 7 75— avD ) A M #8BLTLEX
Uy,

BRI —RF—=FT 1 —DESELEZRILET 2LDICSHA- I ZFERATI2VELNHBHEIE. RO
YU REAALTEAMICTEIY,

I # update-crypto-policies --set DEFAULT:SHA1

F/zld, VAT LLEDESERY S —% LEGACY R —ICIYEZ 22 & TE%d, LEGACY
i, EX a7 TRAVMBOZ<DTZILITY) ZLEBEMIITEIEITEFELTLIEIL,

Jira:RHELPLAN-110763[1

fapolicyd.rules H*FEHESRIC

EIFIV—ILDHFAEEFTEEL 7 7 1 )LD letc/fapolicyd/rules.d/ T4 L 7 k1) —
i&. /etc/fapolicyd/fapolicyd.rules 7 7 1 L = BEX#x 9, fagenrules 27 ) T hE, DT 1L
IJM)—ADITRTOIAVR—FY ML—IL7 74 )L % [etc/fapolicyd/compiled.rules 7 7 1 JLICY —
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https://bugzilla.redhat.com/show_bug.cgi?id=2173928
https://bugzilla.redhat.com/show_bug.cgi?id=2127473
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/security_hardening/index
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TEBLDICRY F L, letc/fapolicyd/fapolicyd.trust D JL—)LIEE| Z#E X fapolicyd 7 L — A7 —
DICE>TUREBINT TN, TMIEBREZBRERT DDODDHIEAINETT,

Bugzilla:2054740

RHEL 9 T SCP HJEHER(IC

SCP (Secure Copy Protocol) ICIZBEHIDZF 1Y) 7 14 —Me55ELH 576, FEHERE ALY F L7/, SCP
APIIERHELO 4 7H A VI TEIZHmIFATELX TN, YRAT7LEFa)T1—NMETLET,

o scpl—T 4 )T 14—Tlk, SCPIET 74 NTSSH 7 74 JLERET O MOJL (SFTP) ICE X
BAZONET,

® OpenSSH X4 — M&, RHELO TIZ SCP 2R L £ A,
e libssh 54 75')—T SCP A IEHEIC
Jira:RHELPLAN-99136(]

OpenSSL Cl&. FIPS E— KT® RSABESILIC/AT 1 VI HBRETT,

OpenSSL &, FIPSE—RTO/NRT 4 VIR LD RSABESILE Y R—M LA RYE L, T4V
TR LBEWRSAESIE—RHUTIEAW D, FEAEFRINIEA, RSA(RSASVE) ICL 3
F—DATEIEIFRT 4 VT FERLEEAD, BIEHMEFR—PFPINTVWRZEITERLTLES
(A

Bugzilla:2168665

NTLM & Krb4 i& Cyrus SASL CI3FEH#EE RY F L,

NTLM & & U Kerberos 4 5REE 70 kN JJLIEFEHE E A2 Y | RHEL DSEDA Y v+ —/N—T 3 >~ TIIH|
BRINDIEREMEIHYET, Iho07ORNINEEFITTHEIERBRINASARY, Py TN
) —LDEEHINSIET TICHIBRINTWE T,

Jira:RHELDOCS-17380L1

Digest-MD5 SASL T3 IR LY X L

SASL (Simple Authentication Security Layer) 7 L — /A7 — % @ Digest-MD5 F85E X 71 = X L [ IEHESE
ICAY, JEA—=I3DATv—1) 1) —RTIld cyrus-sasl /Xy r— U Hh SBIBRI NS AR H Y

Bugzilla:1995600L]

OpenSSL (&, MD2, MD4. MDC2., Whirlpool. Blowfish. CAST. DES. IDEA. RC2,
RC4. RC5. SEED. & U'PBKDF1#JEHRICLZ T,

OpenSSL 7OV 7 ME, £FaT7TIERL., —BITIERWL, FLEZTOEATHSEWDEH
T, —EOBS7IIYALEIEHEICLFELL, RedHat EZN 5D 7ILT Y XLDFERA % HEH
9. RHELO T, FILWZILTY XL AFAT OIS ELINT Y 5RITTEHICETRS
ERHELTVWEY, 21— -k BODVRTFTLDEF2Y T4 —DEDICINSDTILIY X ALITK
FLTIEWTEEA,

7T XL MD2, MD4, MDC2, Whirlpool. Blowfish, CAST. DES. IDEA. RC2. RC4, RC5.
SEED. 8 & U'PBKDF1 DEE(E, OpenSSL DL AY—7ONA ¥ —IIBITINFE LT,

LA —ang¥—%0—RK L, EHBOT7ILTY ZLDYR—MNEBMITZHEICDONVNT
i&. /etc/pki/tls/openssl.enf 58ET7 7 1 L SR L TSIV,
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https://bugzilla.redhat.com/show_bug.cgi?id=2054740
https://bugzilla.redhat.com/show_bug.cgi?id=2168665
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Bugzilla:1975836

letc/system-fips HYFEHESE I

letc/system-fips 7 7 1 LT FIPS E— KM HIBRINZ I & A2 RTHR—MTEY., 771 ILIESED
RHEL NX\—=Y a vIlgFhia<RYZEd, FIPSETE—RTRHEL%ZA YA M=ILTBITIE. YRTLD
AV RARN=IVBEEIC fips=1 NS XA =4 —%H—FIIAX Y RSA VIEML T, fips-mode-setup --
check Y Y &AL T, RHELAFIPS E— RTEIMEL TVWEAAEI N EHERTEET,

Jira:RHELPLAN-10323211]

libcrypt.so.1 HSFEHESEIC

libcrypt.so.1 54 751 —(FIRMEMETH Y, RHEL DIFRDN—C 3 v THIRI W2 HREMLNH Y
x7,

Bugzilla:2034569

103. 7R ) T avpEHE

subscription-manager 1<% > KD --token & 7 3 VI FEHERICAY F L,

subscription-manager register 1< > KD --token=<TOKEN> # 7> 3 V3, ¥ X7 A% Red Hat IC
BT DDICRIL DRI AETT, TDATVavid, TUHA MLAY M —N—HRET ZHEEIC
ISCTERYES, T74ILMDIVH A ML XY MF—/3— subscription.rhsm.redhat.com (£, Z
DHEEE A TICT D FETT., TDIEER. subscription-manager register --token=<TOKEN> % {# [
LEDETRE RODIT—AVvE—IHRRINTERRT ZAEMELHY £,

I Token authentication not supported by the entitiement server

subscription-manager register 1< > KD 7D+ 7> 3~ --username / --password & &£ U --org /
--activationkey Z 2 570, MORAMAEZFRA L T AT LDEREZMRMITEIIENTIET,

Bugzilla:2163716

1V4.vx)bsLvax K40y =)L
dump ™S5O dump 1—F 1 V) T4 —DIEHBICHRY FE L,

T77AWYRTLDNY Ty TIERAINS dump 1—F 1 U7 4 —HFEHEREIC/AR Y, RHELO Tl&
FRTEARCAYET,

RHELO Tl&., FAHAKRICEDWT, tar. dd. F/ld bacula®/Xy o7y F1—F4 )54 —%{FEH
TRDIENHREINTWVWEY, TNICEY., ext2, ext3. BLVext4 DT 7M IV AT LTREETEH
RNy Ty THRHEINhF T,

dump /Xy 4 — @ restore 1—7 1 1) 7 4 —I&, RHELO CHIZHmXFIBETEEL T, YR—KINTH
Y, restore /Xy —TE LTHETEEY,

Bugzilla:1997366!]

Bacula ® SQLite T— 4 R—ZANy I TV RiIFEILXhZF LE

Bacula/X\w 97w TV AT L, DT —9R—/\vy I TV K (PostgreSQL. MySQL. & &V
SQLite) #HR— K LTWE L7, SQLite /Ny V7 T RIFBEILEI N, RHEL DSHEDY ) —ATlEH
R—hINABR<ARYFES, KDY, #D/Ny TV R (PostgreSQL F72IE MySQL) DWW ICFE

151


https://bugzilla.redhat.com/show_bug.cgi?id=1975836
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Red Hat Enterprise Linux99.3 Y Y—X/—}

7L HLLWEATIESQLite Ny VTV RZBALABRVWTCEI W,

Jira:RHEL-6856

105. %y b7 —7

RHELO TXx v M7 —9 F—AHFEHEIR(IC

teamd H—E 2 H & U libteam 5 1 75 ') —I&. Red Hat Enterprise Linux 9 TI&IEHER (ALY, RO
DA v —) 1) = TIFBIRINZFETT,. KBEELT, xRy NI F—LDODKRDYICKRYT 1V
TEZRELET,

Red Hat I&. HEEN LT AR Y T4 VT EF—LDEREA 2 DBIBLACTEVWVEDIZ, A—FJL
R—ADKRYTFAVITITTFALTWET, RVT 4 v/ — Kk, BEORBENE ., BET, FH
RAZIaz=74—RAENMMTOIhTVWET, ZTOHER, RryT14 v Fa— Rk, BEFHINE T,

RYT 14V TIF—L%=#1TT 5 A%IE. Migrating a network team configuration to network bond %
SRLTCEIV,

Bugzilla:1935544!]

ifcfg TG D NetworkManager #8707 7 1 LD IEHESRIC

RHEL 9.0 LTI, ifcfg R DB T O 7 7 1 JVIKFEHRICAY F L, RORHEL XV v —1) 1) —
ATl ZOEKXDHYR—KDBIBRINET, 7L, RHELO TIX. BEFEO7O7 7M1 ILEEET S
&E. NetworkManager IEB|Z#HmE COHATHREO IO 7 71 VLB L UVEHLET,

77 #JU N Tl NetworkManager 3 707 71 L2 F—7 7 1 LK T
/etc/NetworkManager/system-connections/ 74 L 7 M) —ILRET B L IRV F L7z, ifcfg B
EFERY, F—T7 74 ILFRIE. NetworkManager BRIt T 2 IR TCOERXEEYR—MLET,
F—T7 74V ERETOT7 71 IVOBITHEDFHMIE. NetworkManager connection profiles in keyfile
format ZZB LTI W,

Bugzilla:18948771]

firewalld @ iptables /X 2 T KA FEHESE(C

RHEL 9 Tld. iptables 7L — A7 — V7 (3IEHBICARY £ L7, ERE LT, iptables /Xy 7TV K
&, firewalld D BS99 —T x4 X LIFMRICAYFELE, BEESAVY—T 41X DRDY
IC, firewalld D41 7«1 THEEFERAL T, BRERI—ILERETEET,

Bugzilla:2089200

PF_KEYv2 h—XJL APl H*FEHESRIC

FT)r— 3 vk, PV_KEYV2 8L UH L\ netlink APl 2{FEB LT, h—XRILOD IPsec REARTE
TXF9, PVKEYV2(ZT7 Yy 7R NY —LTHEBHIRTFINTE ST, RFOES. £ 70— K,
R — TV ABEHYR— MR EDEEREF 2 714 —HBENSRITTVWEY, TOFHER., RHELO9.3
LIB%, PV_KEYV2 AP [33E#3EE Y, RORHEL XV v —1) ) — A THIKRINEFETT., 77
T—2aVTIDA—RIVAPI ZFEAT 2G5, REE L TEHD netlink APl ZERHT 5L ICH
TLTLEIY,

Jira:RHEL-1015("]

10.6. H—xJL

ATR -h P4 11.Ab I+ DUl o =AEWERFI—+Fs L1 EF 1

152


https://issues.redhat.com/browse/RHEL-6856
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/configuring-network-teaming_configuring-and-managing-networking#proc_migrating-a-network-team-configuration-to-network-bond_configuring-network-teaming
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/assembly_networkmanager-connection-profiles-in-keyfile-format_configuring-and-managing-networking
https://bugzilla.redhat.com/show_bug.cgi?id=2089200
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MNI1LIYI Jd 7 Vv MTNIECL J U7FTESKYIC ' 77 A U/

JEREEEE— K (ATM) A7 E=ILEICE Y, ATM 7Y 77— a3y LA v —5AAL-5) DL A1 ¥ —
20RA Y MY —Ra4av bFOMIN, 41 =By M) FELAV—3(P) FEHAAREICARY £, Red
Hat l&. RHEL7 LABE ATMNIC RS A N—DHR— R E2RFELTVWEFHEA, ATMEEOHYR— ML
RHELO TELEINTWEY, Iho5D7ONINIEIRE, ADSLT27/OY—%HKR—ML, X—
A—ICE > TEBMICELEINTWEFy Ty NROATHERAINTVWEYT, LN >T. ATMA S
2 )L1E I Red Hat Enterprise Linux O TIZIEHIETY,

FF#li&. PPP Over AAL5. Multiprotocol Encapsulation over ATM Adaptation Layer 5. & & U Classical
IP and ARPoverATM ZZHR L T 23 LY,

Bugzilla:2058153

kexec-tools M kexec_load ¥ A5 Ad—JUITFEHERICARY F LT,

2BEHDA—RI%EO— RT3 kexec_load ¥ 27 Ld—)LiE, FEORHEL ) ) —RTIEFHYR—IX
ni< 7Y 9, kexec_file_load ¥ 27 L3 —)LI kexec_load ICH 2 DT, REETRTD
T—¥T0Fv—DTFT 74 MDY RAFLI—ILTT,

FFflI. Is kexec_load supported in RHEL9? ZZSHRL T EI L,
Bugzilla:2113873!]

RHELO TXx v M7 —9 F—AHFEHEIR(IC

teamd H—E X & £ U libteam 5 1 75 ') —I&. Red Hat Enterprise Linux 9 TIZIEHERE (TR Y, R[]
DA v —) 1) = TIFBIKRINZFETT,. KBEELT, xY NI F—LDKRDYICKRYT 1V
JHEEBELET,

Red Hat I&. HEEN LT AR Y T4 VT EF—LDEEEA 2 DBIBLACTEVWVEDIZ, A—FRJL
R—ZADKRYTFAVTITFALTWET, RVT 4 v/ — Kk, BEORBENAE ., BET, FH
RAZIaz=74—RAENMMTOhATVWET, TOHER, RyT14 72— Rk, BEFHINE T,

RYT 14V TICF—L%=#I1TT 5A%IE. Migrating a network team configuration to network bond %
SRLTEIL,

Bugzilla:2013884l]

107. 77 ANV ATFLBLUVRNL—

Ivm2-activation-generator 8 K UZTDEK I /=Y —E XD RHEL 9.0 CHIBRXh F L =

Ivm2-activation-generator 707 5 A & T DEK I 7= — E X lvm2-activation. Ivm2-activation-
early. & &£ U lvm2-activation-net (£, RHEL 9.0 THIFRINhTWE T, Y—ERXRZT7 VT4 X— (T
27-HICfEA I3 lvm.conf event_activation SR EISHRE L M< Y E L, R a—LJIL—T%
BENT7 VT4 TS DHE—DHEERF. ARV IMR—ZADT VT4 TITT,

Bugzilla:2038183

RHELO Tid. XX EY —BRX Y b (pmdk) EYR— NS4 TS5 —HFEHRICAYEL
Tzo

pmdk iZ, YRTFLBEBEET SV r—Ya VEARBEOKGX T —TN\A AOBEBET IV R &2 BHR
£ 2DDS4TZ)—&Y—IDAL I3 VTY, pmdk BL VY R—NS4 T35 —Id,
RHEL O TIEHEREICAY F Lz, ZhiTiL, -debuginfo /Xy r—IYtEFhZE T,

153


https://www.rfc-editor.org/rfc/rfc2364
https://www.rfc-editor.org/rfc/rfc2684
https://www.rfc-editor.org/rfc/rfc1577
https://bugzilla.redhat.com/show_bug.cgi?id=2058153
https://access.redhat.com/solutions/7039498
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/configuring-network-teaming_configuring-and-managing-networking#proc_migrating-a-network-team-configuration-to-network-bond_configuring-network-teaming
https://bugzilla.redhat.com/show_bug.cgi?id=2038183

Red Hat Enterprise Linux99.3 Y Y—X/—}

pmdk IC& > TERINEZUTO—ED/NA F ) =Ry r—2 (nvml YV — RNy T =T % BE) HIEH
RITRYE LT,

® libpmem

e |ibpmem-devel

® |ibpmem-debug

® Jibpmem2

e libpmem2-devel

® libpmem2-debug

® libpmemblk

e libpmemblk-devel

e |ibpmemblk-debug

e libpmemlog

e libpmemlog-devel

e libpmemlog-debug

e libpmemobj

e |ibpmemobij-devel

e libpmemobj-debug

® |ibpmempool

e libpmempool-devel

e libpmempool-debug

e pmempool

e daxio

e pmreorder

e pmdk-convert

® libpmemobj++

® libpmemobj++-devel

e |ibpmemobj++-doc
Jira:RHELDOCS-164321]

108. MOV S IV IEE. WEBHY—/1\— BLUVT—9IXR—IH%—
IN—
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libdb A JEHERIC A Y F L=,

RHEL 8 8 & ' RHEL 9 (&, IRTE. LGPLV2 54 ¥ X THEEH I 15 Berkeley DB (libdb) /N\— 3 ~
5328 HIRELTWET, 7y FAKY—L®DBerkeleyDB/X—Y 3>V 61F, LYELWAGPLV3 5
1V ATHRATEEY,

libdb /Xy o — (&, RHEL O TIEHEERICAY, FME/NN—2 3 VD RHEL TIRHABATIRVWEREMELH
YFd,

F7=. RHELO T, libdb " SES7IL T X LD HIBRI N, RHEL O TIZEE D libdb {K1ZREHRHHE!
BRINTWVWET,

libdb D1 —H—(&, FIORET —HN—RUIIKITT I AHRINE T, FMllIE. FLyIN=2
MDEEE Available replacements for the deprecated Berkeley DB (libdb) in RHEL &SRR LTI,

Bugzilla:19277800"),  Jira:RHELPLAN-80695, Bugzilla:1974657

10.9. AV S =B LVHEFEY —I

2048 L Y INXWH A XD ¥ —IF Go @ FIPS E— K®D openss| 3.0 CIEHEIRIC

2048 Ew b & W NI WY A X openssl 3.0 THELEI N, Go D FIPS E— N TIIMEEL A< il %
L7,

Bugzilla:2111072

—ERD PKCS1 v1.5 E— K& Go @ FIPS E— K CIEHERE(IC

—E8dD PKCS1 v1.5 T— Ki&. FIPS-140-3 CHSEIERBINTH ST, EHIL>TVWET, GoD
FIPS E— R Tl L < RY £ 9,

Bugzilla:2092016!"]

10.10. IDENTITY MANAGEMENT

OpenDNSSec @ SHA-1 % JEH#ER1{L

OpenDNSSec I&, SHA-1 7T AL FER LT VI NEBRBLIURIELI—RFDIT I AR—MIC
HIELTWET, SHA-1 7LD ) ALDERICHIG L &Y F Lz, RHEL9 Y ) —R T,
OpenDNSSec @ SHA-1 ASEHEICHRY . SEDTA +F—1) ) — 2 THRI W B TEEMAHY £§, =
7=. OpenDNSSec M R— hiE. Red Hat Identity Management & DFEEICPREINFE T,
OpenDNSSec R4 > R7OY TIEFIGL TWEH A,

Bugzilla:1979521

SSSDEEEMAB T 7ANLTANRA YT —RKAA VI, TT72IMTCERICHE>TWET,

letc/shadow 2 EDO—HIL T 7 A I 1—H—IFHREES T 5 SSSD BEMNAG Z74J)L 7O/
F— KA1V, BLUV letc/igroup H 5 V)L — TEHREZES T 5 SSSD BERMIAL <gid="1">7 7 1 JL</g>
TANAT—=RAAVIE, TT7AINTEDIRYFE L,

SSSD A#FALTA—AL I 74D —F—BLC VI —TBEREMET 2, kOAY Y K%
2TLFET,

1. SSSDARELE T, ULTFOWThADF T a v EBERLET,

a. sssd.conf:%E 7 7 1 JL T id_provider=files =@ H L T. O—HhJI KA A ¥ %BRIICEE
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https://access.redhat.com/articles/6464541
https://bugzilla.redhat.com/show_bug.cgi?id=1974657
https://bugzilla.redhat.com/show_bug.cgi?id=2111072
https://bugzilla.redhat.com/show_bug.cgi?id=1979521
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ELZY,

[domain/local]
id_provider=files

b. sssd.conf:%E 7 7 1 JL T enable_files_domain=true #:%E L CT. Z74JL 7O/N1
F—aBMLET,

[sssd]
enable files_domain = true
2. F—LY—ERRA v FEHRELE T,

I # authselect enable-feature with-files-provider

Jira:RHELPLAN-100639(]

SSSD files 7O/8A ¥ — I3 FEWRICAY X L=,

SSSD files 7'MA/34 4 —|& Red Hat Enterprise Linux (RHEL) O TIEHESRICAY F LA, files 7O/NA
4 —Iid. RHEL DFFRDY) ) —IADSHIBRI N B8N HY £7,

Jira:RHELPLAN-139805("]

nsslapd-ldapimaprootdn /X5 X — & — A JEHEE (T4 B

Directory Server Tl&. nsslapd-ldapimaprootdn 58E/XZ X —4% —%FALT. YATLI—rIV
N)—%I—KDNIVRMY—IZTvy FLET, BH. nsslapd-ldapimaprootdn /X5 X —4% — D&%
nsslapd-rootdn /XS X —4 —¢ RLTY, IHIC, —ADEBHEZZEELTE) —ADEHEZERE LA
WISE. BEI/NA Y RERESHEEELRCARY, dsconf I—FT 1 ) T4 —& Web AV Y —ILADT I
ZDFETINE T,

ZDEHICL Y, Directory Server I& nsslapd-rootdn /X5 X —4 —DAH&EFERAL T, Y AFLIIL—b
IVRY—%IL—FDNIVRM)—IITyFLET, ZDFER. nsslapd-ldapimaprootdn /35 X —

H—(IEHREELQY, L—FDNOEFRILE>Tdsconf 1—F 14 )T 1 —& Web IV Y —ILADT
I AN I R ARY F Lk,

Bugzilla:2170494

nsslapd-conntablesize FXE /35 X —4 —#* 389-ds-base M HHIRI N 3

nsslapd-conntablesize X /X5 X —4 —{&. RHEL 9.3 ® 389-ds-base /\v 7 —U M S HIBRINEL
7= LAETIE. nsslapd-conntablesize ;%2 EEM T, I I N/ ERE2BET2ERT —JILOY (1 X%
BELTWE L, BIAINEGOEEZNETZVILTF) AT —HEEDEBAIZL Y. Directory
Server (3T — TV OY A AZ2EMICEHET D LD ICRYELEL, ThiIZLY., ERT T4 X
DRENNITEC, Y—N—DHR-— N CEIERBCHEBLESAHBEOBBELRAINE T,
RHEL 9.3 LA TI&. Directory Server B’ 7R— N TX % TCP/IP & D= EE Y % (ZIL. nsslapd-
maxdescriptors & & U' nsslapd-reservedescriptors B A= FAL X7,

Bugzilla:2098236

SMB1 70 b 3JLIE Samba CIEIEHERIC

Samba 4.11 LAE, &L T Server Message Block /N\— 3 > 1(SMB1) 70 h DL IdFEHEIR & A2 Y |
SHD) ) —ZATIFHIRINDFETT,
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https://bugzilla.redhat.com/show_bug.cgi?id=2170494
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TXal)FT4—%RALEIETZEHIC. TTFINTIE, Samba b—NN—BLV0IV 5147V 21 —FT 41

)7 4 —T SMB1 AN EMICA>TWET,

Jira:RHELDOCS-16612("]

10N TR by T

GTK 2 BIEHERICAY X L
LAY —GTK2Y =¥y &, UTOREEN Yy y—I IR ICAY F L,

e adwaita-gtk2-theme
e gnhome-common

o gtk2

e gtk2-immodules

® hexchat

IRE. BICEEHONRNy T —INGTK2ITEREFELTWET, SO RHEL X v —1) ) — R TIEifEE
Ny = NDREIPRELAEWVWLD, ThOHIEETEINET,

GTK2 2T 27TV r—>avaifiEd 21848, RedHatld, 77U —2 3 v %A GTK4 ICHE
TEHEIEEWELEY,

Jira:RHELPLAN-131882[1

LibreOffice DNIEHERICAY F L7,

LibreOffice RPM /8w r — U (3FEHEE E LY, SEDRHEL XYV v — 1) ) —XATHIRIN B FETT,
LibreOffice I&, RHEL 7. 8. LUV 9ODZA 7Y A VI 2k E2 B L CBIEMITRICHR—bINE
£

Red Hat IX. RPM /8y 4 —I MKH Y IC, The Document Foundation DMEET B xDWTFhH DY —
A5 LibreOffice 24 VA M—IL T BT & HELFT,

e Flathub ) RY MY —DRR Flatpak /8w Fr—<:
https://flathub.org/apps/org.libreoffice.LibreOffice

o /NI RPM /X r—: https://www.libreoffice.org/download/download-libreoffice/

Jira:RHELDOCS-16300!']

1012. 7274V IA VT SANSVFv—

Motif [XIFHRICAY I LE

Ty TAN)—=LDMotif AT 2=F 4 —TCORRIIIIET VT4 T THDH, Motif 74Pz v b
Y —ILFx v NI RHEL TIEHERR(IZAY F L1,

BREN)TUYRNBELIOTNRNYINY T NEED, LUTFD Motif /8y r—I D IEHEICAY £ L7,

o motif
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https://flathub.org/apps/org.libreoffice.LibreOffice
https://www.libreoffice.org/download/download-libreoffice/

Red Hat Enterprise Linux99.3 Y Y—X/—}

o openmotif
e openmotif21
® openmotif22
X 5|2, motif-static /Xy T —IUMHIBRINE L7,

RedHat &, GTKY—ILF* v hAREBEE L THFERATE I EEHMELFEF T, GTKIE Motif &LEER L T X
VFTVAMDNEL, FEERHLET,

Jira:RHELPLAN-98983[1]

10.13. RED HAT ENTERPRISE LINUX ¥ X 7 A0—Jb

RHELO / — R CF—LAEHZRETDE. network VAT LAO—IILAEHBOELEARTLE
EP

2y NTD—0F—I U JHEEIL. RHELO TIFFEHRICAY L, TOMHER. RHELSHIE / — KT
network RHEL Y 257 LAO0—J)LAFEHALTRHELY / — RTXY N —OF—LAEBRET DL, FEHEE
ICDWTDEESNARRIINET,

Bugzilla:1999770

10.14. k#81k

SHAIR—ZADEZ%FH L 7= SecureBoot 1 X — JIRIEHDIEHEREIC

UEFI (PE/COFF) 1T 7 7 1 JLTD SHAIR—ADEZ ZF A L 7= SecureBoot 4 X —IHREEDEITIE
IEWRICAYZFE L, KDYIS, RedHat I, SHA2 PILT ) XL FIFFNUBRICE DK ELA2HEH
TEHEIEAEMELEY,

Bugzilla:19354971]

REYUYRFyToay hOYR—-IDPREIhILE

REYYVYDRFy T3y hOEKIK, IRTE. UEFI 77 —AD 2 7EFRALTVWARWNMRETS VO
ATHR—IFINTWVWET, ISHIC, ATy Tyay MEERICQEMU E=Z4—A7JOv o 3Ih3sa
BEMENHY, CHIFBED7—270—RKRDONANR=NRNAHF—DRT7+—I VRAILEBHXEEZRIFLET,
T, REDOREID VAT Yy T3y NOERA D ZXLIEIEHEE LY, Red Hat IXFEHREIRIET
DRIV VAT Yy Toay NOFEBAEHELTVWAVWI EICEEELTLEIW, =L LWL
VMRAFYy T3y MAAZZXLIZRAREFTHY ., RHELO DFEDYA F+—1) ) —ATRDICEEX
NaFETY,

Jira:RHELDOCS-16948LY, Bugzilla:1621944

REZ7Ov E— RS A4 /X—DIERESE(IC

RE7O0vE—F 14 RIF/N1 2 &4IHT % isa-fdc K54 /N—HFEHIR(ICARY ., 5% D RHEL Tldt
R—PMINGL<RYEFET, T0LD, BILAREYY Y EDRTARBMAHIRT 5728, RedHat T
&, RHELO TRRAMINTWABRETIY VY TOI7AOYE—FT A RITNA ADFERAHELIH A,
Bugzilla:1965079

qecow2-v2 4 X —I A D IEWERICAY F L,
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https://bugzilla.redhat.com/show_bug.cgi?id=1999770
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RHEL O Tld, RIEET 1 XV A4 X—I D qcow2-v2 FERADFEHERE(IC/RY . f§k/N—2 3 D RHEL Tl
HR—PMINR<RY £9, F/. RHEL 9Image Builder (&, qcow2-v2 FER DT 1 RV A4 A =T %AE
MTEEHA,

Red Hat Tl&. qcow2-v2 DHH Y IZ, qeow2-v3 DFEAEHEL TWE T, qcow2-v2 1 X =T %, F
NLUBEOERICE#RT 2155 1E. gemu-imgamend IV REFERALZE T,

Bugzilla:1951814

virt-manager B FEHERICAY F L1,

Virtual Machine Manager 7 7Y) 7 —< 3 > (virt-manager) ($FE#RE IR > TWE$, RHEL Web OV
Y —Jl (Cockpit) I$. %D Y —ATEXRADNBZFETT, LEA>T. GU TRELEEET
iAEE. Web AV Y —IILAMBRAT B EMHEREINE T, /272 L. virt-manager THI AR BE AR BERE
IC&>TlE, RHELWeb VY —IILTHIATERVWHEELNHY T,

Jira:RHELPLAN-10304("]

libvirtd DY FEHEZE(C

T/ )Ty 2 libvit 7—E V libvirtd (3. RHEL O TIEHEEE(IC/A Y, RHEL OFRD AV ¥+ —1 1) —R
THIRRINEFETYT., N /N—NAF—TREILEBET Z7DIC libvitd 28| XHEIFHETET B
EIERLTLEIWL, L, RedHat Tld, #ILLKBAINAZEY 25— libvit T—FEVICHPYYE
ZABZEEWRLET, FIESFHEMIZ, RHELO OREILDHREEEE ICATERFa XY NEBEL
TLIEI W,

Jira:RHELPLAN-113995[1

LAHS— CPUETIVIFIEHRICAYELE

DY DD CPU ETFILHFEHERICA Y, RHEL DDA+ —1 ) — XA TRET YV (VM) TD
EANYR— PINABCRYET, FEROETIIIROESY T,

o Intel MIBA: Intel Xeon 55xx B & U 75xx AL v H—7 7 I 1) — (Nehalem & ELIEIEN F 9)
SYRIDETIV

o AMD MDi5FE: AMD Opteron G4 & YREIDET I
e IBMZDZE:IBMz14 L YRIDET IV

VM D IEHEEED CPU ETILEFERA L TWEHNE DI D AHEET % (12IE, virsh dominfo 2—F 1 1) 74 —
ZFEEAL. Message 27> a v TRODEL D RITERLET,

tainted: use of deprecated configuration settings
deprecated configuration: CPU model 'i486'

Bugzilla:2060839

RDMAR—ZDSA T4 L —>avidIERICARY L,

COBEHFICLY, VE—RYA LI MAEY—T7 VX (RDMA) 2FA L RTHORET S VDT
IFFEHERICARY F L, TDOHEERE. rdma:// 4T URI 2#{FA L T RDMARBORITEERT B2 & 1FH
BETI A, ZDHEEIZ RHEL DFEDA T v —1) ) =R TIEHYR—MINABLARY FT,
Jira:RHELPLAN-15326711]

Intel vGPU #EEDHIBR X T 5
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https://bugzilla.redhat.com/show_bug.cgi?id=1951814
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/configuring_and_managing_virtualization/optimizing-virtual-machine-performance-in-rhel_configuring-and-managing-virtualization#proc_enabling-modular-libvirt-daemons_assembly_optimizing-libvirt-daemons
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ik, 527 /805—7LEa—& LT, ¥ Intel GPU /314 X %, mediated devices &M iEh %
BHOREBTNNARIIDETEIENTEELE, VWT, ThS5DHNT/NM RUE, REGPU &L
THEHORBI I VICEY L TR ENTEFE LE, TORR, ChoDRETY VIZE—DOYE Intel
GPUDNRT7 #—IVREHBLFE LD, ZOHBEEBEBMELH S DIE—ERD Intel GPU DH T L 7=,

RHEL 9.3 LAB&, Intel vGPU #EEIXSERICHIBRI N ZE L 7,

Bugzilla:2206599L!]

10.15. a5+ —

RHEL7 RA M TORHEL9 OV FF—DEGTHIAYR— M EFH

RHEL7 RRA MTIE, RHELO OV T+ —DETICHBH L TWERA, EEBICEHETZ2MELNFHA
M. REINFHA,

FF#il%. Red Hat Enterprise Linux Container Compatibility Matrix &8 L T ZX W,

Jira:RHELPLAN-1000871"]

Podman A®M SHA1/ANY > a2 ZILTY X LD IEHEREIC

IW—KMLRXY NT—7% namespace D7 7 A IILEZEENRT Z72DICHEAINS SHAT 7L T XL
Podman TIEHR— M I A< ARYFE LE, LN 2T, Podman 411 LIEICEFH T ZRIICES I iz
=KL ROAVTF—IE. 2y bT7—=2IZ5ML TWBIHEE (slirpdnetns Z AT 2727 TR B
EALT, 7y 7L —RRICBE LAY TF—ICERTEELDICTIHRENHY FT,

Bugzilla:2069279(]

rhel9/pause H¥FEHEIRIC
rhel9/pause IV T F—4 A —IDFEHBE ALY F L1,

Bugzilla:2106816

CNI XY NT—9 29 v 9 HIEHERIC

Container Network Interface (CNI) %y N7 —2 X% v 7 [$IEHEE L Y. RHEL DS ED~< 1 F+—1)
') =X TlE Podman B SHIRI N2 FETY, LAIE, IV T F—IE DNSBRHDHA TE—D
Container Network Interface (CNI) 75 74 VIZE#H L TWE L7, Podmanv.4.0 T, LWL
Netavark v N7 —9 X7 v IV HNBAINZE L7, Netavark Ry N7 —0 % v V1%, Podman & &
U Z DD Open Container Initiative (OCI) AV F+F—BB7 FU I r—2 a3 Ve EEILERATEET,
Podman FA® Netavark *vy N7 —2 2% v &, BEM Docker s L EEMLIHY T, BED
XY NIT—=JARADIAVTF—E TENHDRY NT—JDOWTNNCH DAV TF—ILT IV ERATER
ER

MBI, CNI DS Netavark AD Ry N —20 25w O DYYUEZ #SBLTLEIW,
Jira:RHELDOCS-16756[1

Inkscape & & T LibreOffice Flatpak 1 X — I H'IEHESRIC

T /0Y—7LEa—& L THETEER rhel9/inkscape-flatpak & & U rhel9/libreoffice-flatpak
Flatpak 4 X — 3 FEHEICY F L1,

RedHatld, INHDA X=VICRDEZROREFRZHELES,
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https://access.redhat.com/support/policy/rhel-container-compatibility
https://bugzilla.redhat.com/show_bug.cgi?id=2106816
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/building_running_and_managing_containers/index#proc_switching-the-network-stack-from-cni-to-netavark_assembly_setting-container-network-modes
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e rhel9/inkscape-flatpak % B X#: X % CI£. inkscape RPM /Xy o —I % FREALE T,

o rhel9/libreoffice-flatpak % & X#1 X % (I, LibreOffice FEHREICEATZ) ) -2/ —F %&
SBLTLEIN,

Jira:RHELDOCS-17102(]

10.16. IEHRD /Ny r—

ZDEVYavTIk, FEHEEAQY, E/N—T 3 2D Red Hat Enterprise Linux ICI&&E i WA AE
MHBHBRyT—YDYRAMNERLET,

RHELS8 & RHELO & DTNy F—I A ZXE T 355E. RHELODEBAILHITHEESEIE RF 1 X
VD NNy =V DEE AESRBLTLIEIN,

BE

RNy F—JDHR— MRRIFE, RHELORTHZEEI NI A, Y R— NEABDEF

#Hl&. Red Hat Enterprise Linux D24 744 7 )L & & T Red Hat Enterprise Linux 7 7
V=23V ZARMN)—LDZA4A T4 7L ZSRLTLEIV,

ROy 5 —D|d RHEL O TIHEHERICAY F LT,
® adwaita-gtk2-theme
® autocorr-af
® autocorr-bg
® autocorr-ca
® autocorr-cs
® autocorr-da
® autocorr-de
® autocorr-dsb
® autocorr-el
® Jautocorr-en
® autocorr-es
® autocorr-fa
® autocorr-fi
® autocorr-fr
® Jutocorr-ga
® autocorr-hr

® autocorr-hsb
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html-single/considerations_in_adopting_rhel_9/index#assembly_changes-to-packages_considerations-in-adopting-RHEL-9
https://access.redhat.com/support/policy/updates/errata
https://access.redhat.com/support/policy/updates/rhel-app-streams-life-cycle
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autocorr-hu
autocorr-is
autocorr-it
autocorr-ja
autocorr-ko
autocorr-Ib
autocorr-It
autocorr-mn
autocorr-nl
autocorr-pl
autocorr-pt
autocorr-ro
autocorr-ru
autocorr-sk
autocorr-s|
autocorr-sr
autocorr-sv
autocorr-tr
autocorr-vi
autocorr-vro
autocorr-zh
cheese
cheese-libs
clutter
clutter-gst3
clutter-gtk
cogl

daxio

dbus-glib



dbus-glib-devel
enchant

enchant-devel

eog

evolution
evolution-bogofilter
evolution-devel
evolution-help
evolution-langpacks
evolution-mapi
evolution-mapi-langpacks
evolution-pst
evolution-spamassassin
festival

festival-data
festvox-slt-arctic-hts
flite

flite-devel

gedit

gedit-plugin-bookmarks

gedit-plugin-bracketcompletion

gedit-plugin-codecomment

gedit-plugin-colorpicker
gedit-plugin-colorschemer
gedit-plugin-commander
gedit-plugin-drawspaces
gedit-plugin-findinfiles
gedit-plugin-joinlines

gedit-plugin-multiedit
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gedit-plugin-sessionsaver
gedit-plugin-smartspaces
gedit-plugin-synctex
gedit-plugin-terminal
gedit-plugin-textsize
gedit-plugin-translate
gedit-plugin-wordcompletion
gedit-plugins
gedit-plugins-data
gnome-common
gnome-photos
gnome-photos-tests
gnome-screenshot
gnome-themes-extra
gtk2

gtk2-devel
gtk2-devel-docs
gtk2-immodule-xim
gtk2-immodules
highcontrast-icon-theme
inkscape

inkscape-docs
inkscape-view
iptables-devel
iptables-libs

iptables-nft
iptables-nft-services
iptables-utils

libdb



libgdata
libgdata-devel
libpmem
libpmem-debug
libpmem-devel
libpmem?2
libpmem?2-debug
libpmem2-devel
libpmemblk
libpmemblk-debug
libpmemblk-devel
libpmemlog
libpmemlog-debug
libpmemlog-devel
libpmemob)j
libpmemobj-debug
libpmemobj-devel
libpmempool
libpmempool-debug
libpmempool-devel
libreoffice
libreoffice-base
libreoffice-calc
libreoffice-core
libreoffice-data
libreoffice-draw
libreoffice-emailmerge
libreoffice-filters

libreoffice-gdb-debug-support
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e libreoffice-graphicfilter
® |ibreoffice-gtk3

® |ibreoffice-help-ar
e libreoffice-help-bg
® |ibreoffice-help-bn
® libreoffice-help-ca
® |ibreoffice-help-cs
® |ibreoffice-help-da
® libreoffice-help-de
e libreoffice-help-dz
® |ibreoffice-help-el
® |ibreoffice-help-en
® libreoffice-help-eo
® libreoffice-help-es
® |ibreoffice-help-et
® |ibreoffice-help-eu
® libreoffice-help-fi
e libreoffice-help-fr
® libreoffice-help-gl
® |ibreoffice-help-gu
® |ibreoffice-help-he
® libreoffice-help-hi
® libreoffice-help-hr
® |ibreoffice-help-hu
® |ibreoffice-help-id
® libreoffice-help-it
e libreoffice-help-ja
® |ibreoffice-help-ko

® |ibreoffice-help-It
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libreoffice-help-Iv
libreoffice-help-nb
libreoffice-help-nl
libreoffice-help-nn
libreoffice-help-pl
libreoffice-help-pt-BR
libreoffice-help-pt-PT
libreoffice-help-ro
libreoffice-help-ru
libreoffice-help-si
libreoffice-help-sk
libreoffice-help-sl
libreoffice-help-sv
libreoffice-help-ta
libreoffice-help-tr

libreoffice-help-uk

libreoffice-help-zh-Hans

libreoffice-help-zh-Hant

libreoffice-impress

libreoffice-langpack-af
libreoffice-langpack-ar
libreoffice-langpack-as
libreoffice-langpack-bg
libreoffice-langpack-bn
libreoffice-langpack-br
libreoffice-langpack-ca
libreoffice-langpack-cs
libreoffice-langpack-cy

libreoffice-langpack-da
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e libreoffice-langpack-de
® libreoffice-langpack-dz
® libreoffice-langpack-el
® libreoffice-langpack-en
® libreoffice-langpack-eo
® libreoffice-langpack-es
® libreoffice-langpack-et
® libreoffice-langpack-eu
® |ibreoffice-langpack-fa
® |ibreoffice-langpack-fi
® |ibreoffice-langpack-fr
e libreoffice-langpack-fy
® libreoffice-langpack-ga
e |ibreoffice-langpack-gl
® libreoffice-langpack-gu
® libreoffice-langpack-he
e |ibreoffice-langpack-hi
® libreoffice-langpack-hr
® libreoffice-langpack-hu
® |ibreoffice-langpack-id
® libreoffice-langpack-it
® libreoffice-langpack-ja
e libreoffice-langpack-kk
® libreoffice-langpack-kn
e libreoffice-langpack-ko
® |ibreoffice-langpack-It
® |ibreoffice-langpack-Iv
® libreoffice-langpack-mai

® |ibreoffice-langpack-ml
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libreoffice-langpack-mr
libreoffice-langpack-nb
libreoffice-langpack-nl
libreoffice-langpack-nn
libreoffice-langpack-nr
libreoffice-langpack-nso
libreoffice-langpack-or
libreoffice-langpack-pa

libreoffice-langpack-pl

libreoffice-langpack-pt-BR

libreoffice-langpack-pt-PT

libreoffice-langpack-ro
libreoffice-langpack-ru
libreoffice-langpack-si

libreoffice-langpack-sk
libreoffice-langpack-sl

libreoffice-langpack-sr
libreoffice-langpack-ss
libreoffice-langpack-st
libreoffice-langpack-sv
libreoffice-langpack-ta
libreoffice-langpack-te
libreoffice-langpack-th
libreoffice-langpack-tn
libreoffice-langpack-tr

libreoffice-langpack-ts
libreoffice-langpack-uk
libreoffice-langpack-ve

libreoffice-langpack-xh
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libreoffice-langpack-zh-Hans
libreoffice-langpack-zh-Hant
libreoffice-langpack-zu
libreoffice-math
libreoffice-ogltrans
libreoffice-opensymbol-fonts
libreoffice-pdfimport
libreoffice-pyuno
libreoffice-sdk
libreoffice-sdk-doc
libreoffice-ure
libreoffice-ure-common
libreoffice-wiki-publisher
libreoffice-writer
libreoffice-xI11
libreoffice-xsltfilter
libreofficekit

libsoup

libsoup-devel

libuser

libuser-devel

libwpe

libwpe-devel

mcpp

mod_auth_mellon

motif

motif-devel

pmdk-convert

pmempool



python3-pytz

qts

gt5-assistant
qgt5-designer
qt5-devel
gt5-doctools
qt5-linguist
qt5-qdbusviewer
qt5-qt3d
qt5-qt3d-devel
qt5-qt3d-doc
qt5-qt3d-examples
qt5-gtbase
qgt5-gtbase-common
qgt5-gtbase-devel
qgt5-gtbase-doc
qt5-gtbase-examples
qt5-gtbase-gui
qt5-gtbase-mysql
qt5-gtbase-odbc
qt5-gtbase-postgresq|
qgt5-gtbase-private-devel
qgt5-gtbase-static
qgt5-gtconnectivity
gt5-gtconnectivity-devel

gt5-gtconnectivity-doc

gt5-gtconnectivity-examples

qgt5-qgtdeclarative

qgt5-qgtdeclarative-devel
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gt5-qgtdeclarative-doc
qgt5-qgtdeclarative-examples
qgt5-qgtdeclarative-static
qt5-qgtdoc
gt5-qtgraphicaleffects
gt5-gtgraphicaleffects-doc
gt5-gtimageformats
gt5-qgtimageformats-doc
qt5-qgtlocation
qt5-qgtlocation-devel
qt5-qgtlocation-doc
gt5-qgtlocation-examples
gt5-gtmultimedia
gt5-gtmultimedia-devel
gt5-gtmultimedia-doc
gt5-gtmultimedia-examples
qgt5-qgtquickcontrols
qt5-gtquickcontrols-doc
gt5-qgtquickcontrols-examples
qt5-qtquickcontrols2
qgt5-qgtquickcontrols2-devel
qgt5-qtquickcontrols2-doc
qgt5-gtquickcontrols2-examples
qt5-qgtscript
qgt5-qgtscript-devel
qt5-qgtscript-doc
qt5-qgtscript-examples
qgt5-gtsensors

qt5-gtsensors-devel



qt5-gtsensors-doc
gt5-gtsensors-examples
qt5-qgtserialbus
qt5-qgtserialbus-devel
qt5-gtserialbus-doc
gt5-gtserialbus-examples
qt5-qgtserialport
qt5-qgtserialport-devel
qt5-gtserialport-doc
qgt5-gtserialport-examples
qt5-qtsvg
qt5-gtsvg-devel
qt5-gtsvg-doc
qt5-gtsvg-examples
qt5-gttools
qgt5-qgttools-common
qt5-gttools-devel
qt5-gttools-doc
qt5-gttools-examples
qt5-gttools-libs-designer
qt5-gttools-libs-designercomponents
qt5-gttools-libs-help
qt5-gttools-static
qgt5-qgttranslations
qt5-gtwayland
gt5-gtwayland-devel
qgt5-gtwayland-doc
gt5-gtwayland-examples

qgt5-gtwebchannel
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qgt5-gtwebchannel-devel
qgt5-gtwebchannel-doc
gt5-gtwebchannel-examples
qgt5-gtwebsockets
qt5-gtwebsockets-devel
qgt5-gtwebsockets-doc
qgt5-gtwebsockets-examples
qt5-gtxllextras
qt5-gtxllextras-devel
qgt5-gtxllextras-doc
gt5-gtxmlpatterns
qgt5-gtxmlpatterns-devel
qt5-gtxmlpatterns-doc
gt5-gtxmlpatterns-examples
qt5-rpm-macros
qt5-srpm-macros
webkit2gtk3
webkit2gtk3-devel
webkit2gtk3-jsc
webkit2gtk3-jsc-devel
wpebackend-fdo
wpebackend-fdo-devel

xorg-xl11-server-Xorg



BNE BEANORE

2NE BERoR&E

Z Z Tk, RedHat Enterprise Linux 9.3 OBEHIDERBEICDWTERIBL T,

NLAYVAN=—S—BLPA A= DER

v Y RXH—bAY Y KD auth & & U authconfig T AppStream Y RI b —DBREICAR S

AVAM—=ILHIZ, FYy VR — b7V KD auth $ & U authconfig T authselect-compat /X
T=UNEICARY £9, auth F7/2IJ authconfig ZERA L& SIS, 2Oy T—IM0nEA VR
P—JLIZKERL 9, 7=72L. §&5tL. authselect-compat /X r— (& AppStream ) /R MY —T
LAFIATCEE A,

COEEELEYT 5 IC1E, BaseOS VRY MY —B LU AppStream YRV M) —H 4 Y X h—)L 7O
JZLTHHATESZZEE2HRTE2D. A VAN —ILHIZFY VRS — TV RO authselect 1<
YREERLET,

Bugzilla:16406971"]

reboot --kexec AV~ KB LW instkexec A7 KA., FHIERELR S AT AREAIZH LV

Fv PR — b7 K reboot --kexec F 7= lx H—RIVEF/NS X —4% — inst.kexec T RHEL 1 R
N—ILEZERITLTEHE, YRATLDRENREABESERALICAZDIFTIEHY FHA, THITEY,
VATLEBREEETICA VAN —IFEADYRATAICHIYEZZ E, FHLAWERIRETSZ L
nHYFET,

kexec HEEEILIEHESEIC ALY . Red Hat Enterprise Linux D5 D) 1) —RTHIRINZ Z EITEFELT
CRIW,

Bugzilla:1697896!'!

Anaconda B 7 TNV 5—>a v E LTEFINTWBE Y RATFATOFH L AL SELinux R Y
\‘/_

Anaconda B TIZA VA M—ILINTVWB Y RTLTT FUYTr—2 3V e LTETINTVWBRES
(=& Z21E, —image anaconda # 7> a VAFA L TA XA =Y 7 74 IILICRIDA Y R M—ILERITT S
BE) VATALIEA VA M=ILHIZSELInUx DY A TEBUAEERT R EA2RIEINTVEHA,
TN, SELinux RY ¥ —DREFEDESRIL. Anaconda N"EITINTWE VAT ALATERINDIHE
MAHY FT,

COBBEALDOET 5IC1E. EBE Y AT AT Anaconda 2T LAVWTLKEIL, KbV I, —EMR
R#E< > > T Anaconda #E{TLT. EHREI AT LD SELinux R v—EBLRWVWELDICLE
¥, boot.iso ¥ dvd.iso "S5DA VA M= E, YRATLAAVAM=)LTOEZAD—EE LT
anaconda #ZETLTH. ZOMEOHEIZITEEA,

Bugzilla:2050140

Y—RKRNR—F 14 —DY— I EFRALTERLIEZUSBHISS VA M—IL&EBEIT BERIC. Local
Media DM YA h—JILY —ZAHBHEI N

HY—RNR—=F 4 —Y—ILEFRLTHERLIZUSBHS RHEL A YA M—ILAEENT R E, 1 VA M—
Z—Id Local Media 1 Y A h—JLY — XA RHTEZFHA (RedHat CDNDAHREI N F 9),

CORBEIE. T7 4 bDEEF TP 3 int.stage2= 1" is09660 1 X — A DRBREHA D7D T
T, L. Y= RR=F 1 —=Y—JLiF, BIOHRDISO 1 A—I%EMT BRIEEELHY £T,
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OEE LT, UTFOV Y a—yavonwgnssFERALET,

o {VRAM—JLDEEFICTab F—% V) v I LTH—RIIATY RZM VEREL. 84 7
> 3V inst.stage2= % inst.repo= ICEBEL 7,

o Windows CTRENAEEAR USB T /31 R &{ERK T % IZI&. Fedora Media Writer #fFHE L £ 7,

® Rufus BEDHY—RNN—F 4 =Y —JL%ERL TEETRER USB T/X1 A %K T 255 1E.
BHIC Linux Y AT ALATRHELISO A A=Y 5#B4EM L, Y—RRX—F 14 —DY—JL%EFERL
TERBARELRUSB T NS REFERLET,

IBEDEEEK ZETT 2 FIEDOFFEMIL. Installation media is not auto-detected during the installation
of RHEL83 A& L T EX Ly,

Bugzilla:1877697!!]

USB CD-ROM K54 7H AnacondadDMf VA R—ILY—RE LTHIATE AW
USB CD-ROM RS 4 7HY—R T, ¥v 2 X% — | ignoredisk --only-use= A7~ RAIEET 5 &,
AVRANMN=IVIZKBLE T, TDHBA. Anaconda IXT DY —RTF 4 AV ARDIF. FHRHTEIFHA,

ZDOERE% B % ICIE. harddrive --partition=sdX --dir=/ 1~ > K% {EF L T USB CD-ROM K5
ATDOA VA= LET, TOHER. 1 VAN —ILEEKBLAELLRY F L,

Jira:RHEL-4707

509660 7 7 A IV AT LT, N"—RRFATHNR—F 14> avpBINEA VA M—ILD K
i )
IN—RRSA4THis09660 7 7 A I AT LTIR—F 4 a3 VABEINTWVWSE Y AT ALK, RHEL
BAVARN—ITEFEA, ThiL, 1509660 7 7 ALY AT LNR—F 4 aVEEON—RKT1RY
EEEATELOICEEINTUVS, BFFINAEA VAN —)LO—RRPERTY, Ihid. RHEL A DVD
EHERAETICA VAN I INTVWBIEATERELZET,

CORBEAOET BICIE, 1 YA M—JLOBBEIIC. FYIRI—KT7AILITRODR YY) T &8
LT, T4aRV%74—<v MNLET,

A E:EERRERITTDREIIC. T4 RV THAABERT =YDy 27y THEEKRLET, wipefs (£,
TARARIVADET—9%ET74—< v NLET,

Yopre
wipefs -a /dev/sda
Y%end

TR, 1 VAN—ITIS—DIEETDZIERL, BEESYICHKELET,
Jira:RHEL-4711

Anaconda ERFHFI—HF—ThDU Y FOEEDHERICKHMT S

TZ274AWN1A—HY—A VY —T A RA%FEAHLTCRHEL A2 A VA M—=ILLTWBFEIL, EEETH
TV RBMERRINT WS &, Anaconda BFEERICKML 9, TORR, BBELI—HY—THU VY Y
BLTH, VRATFLEA VAN —ILTETCLEYAREEL DY F T,

COBBEAENET 2ICIE, BEBEIL—HY—THO VY MNERET DD, root/NAT—K%EEZEL T, root

THADV b DAY VR LET., TOHER, A VAN —IVFHV AT LATEBI RV 2RITTER
-a—o
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Bugzilla:2047713

FLWXFSHEEICKL Y, X—TYar510LYEFHVWT 7—ADT 7% D PowerNV IBM
POWER Y AT ANBEIL AR LD

PowerNV IBM POWER ¥ R F Ald., 77 —AL9 T 712 Linux A—XI)ILAFERA L. GRUB DL Y IC
Petitboot AL E T, TNICLY., 77—LITTT7H—IILDTI N /boot BAFELE L. Petitboot
M GRUBBREZFHAEY. RHEL Z&&# L £ 9,

RHEL O A—XJILTI&. XFS 7 7 1 )L 25 LT bigtime=1 #E£ 5 &£ U inobtcount=1 #EEN B A X1
TWEY, Thid. XN=YaV510LYEEVWI 7—AD T TOA—RILHERTEEHA,

CORBEZEET BICIE. /boot ICHID T 7 A IV AT L (ext4 18 E) ZHERATEETY,
Bugzilla:1997832!]

rpm-ostree RA O— K& VA bM—)9$%&. RHELforEdge 4 YA M—F—A4 XA—IH'~
7 hRA Y bOERICEKRT B

RHEL forEdge 1 YA R—5—A X =V QR ETHEMAINS rpm-ostree XA O— K& F 704§ 3535
BAVAMN=F=EHRILNR=FT 42 avD—EBOIIV MRA Y MNEBYIERLEREA, TOD
BWR.AVAMNWVIEULATOIS—THIEINZET,

I The command 'mount --bind /mnt/sysimage/data /mnt/sysroot/data’ exited with the code 32.

COMEALDOET BICIE. UTEEFTLET,

o BEIN-FTAYaVERERAF—LZFEAL. FETYUVY MRSV MEZEBMLRBRWTLES
LY,

o YUVNRAVINE NarT A LU N —HOAICFETEYHETEY, & X, /var/my-
mount-point . /. /boot. /var R EDE#XET 1 LU N —TT,

ZORR, A VANV TOERFEBICKT LET,
Jira:RHEL-4741

XY M7=V ICEGEINTWBA, DHCP FEHEM IP 7 KL ADFHEI N TVLRWEE,
NetworkManager &4 > 2 h—JLZICRBENICKBT S

RHEL 9.0 LIf#, HFED ip= F/2EF Vv IRI— MRy NT—VBRENEREINTVRWEE,
Anaconda &Ry N7 —0F A A%=B8MICT7 VT4 7L LZF T, Anaconda lE. 1 —H vy kTN
ARTEIWLT 74N MDKGHIRZET7 7ML EEKRLE S, HEHSOT7 74)LICIE. ONBOOT &
autoconnect DfEH true ICEREINTWVWET, TORER., 1 VA M—ILI NI AT LDEEIFIC,
RHEL B’y N7 —2 7 /84 X% 7 7 71 71t L. networkManager-wait-online 4 —E X MK L %
ERS

EEEE LT, UTFOWThhEETLET,

e FATZIDOERMEMRVNT, nmcli 2—FT 4 VT4 —Z2FEALTIRTOERZHFRL X
¥, UTFICHZRLETS,

a. IRTOEHRITOT7 714 IV E—EBERRLET,

I # nmcli connection show

b. A ELAEHKE IO 74 ILEHIKBRLET,
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I # nmcli connection delete <connection_name>

<connection_name> %, HIf 9 2EGDOELBIICEIHBAE T,

o BEDip=FLIEFYIRAIY—FbRYy NT—VHREMNREINTUVWRWEEIL, Anaconda D
BEEGRy N — O BEEAEMICLET,

a. Anaconda GUI T, Network & Host Name ICBEI L £ 7,

b. EMICTBRY T =0T /RNA RERBRLFT,

c. Configure z2 ) v 7 LEY,

d. General ¥ 7T, Connect automatically with priority F T v 7Ry V2% A4 7ICLET,

e. Save =V )yv o LZET,

Bugzilla:2115783!]

AVAMN VBB CRSAN—BEHT A RAIDOBHINERSA/—%20—-KTEXHW

AVAMN=ILOFERM T4 RAIDSEL RSAN=DRFTTICO—RINhTWBIHBE. RSANN—8F
FARIDSLDFHLWARA—=I 3 VD RSAN—DPO—RINBWNEELIHYET, TOLD, K54
N—DEFN—JavaA VAN I)LBEBICERATEEEA,

OE5 & L C. modprobe.blacklist= 1—XJ)LAX Y RS vATavkinstdd At T ave—#
IFERALET, EAE. RSAN—BFHT 1 AU H5 virtio_blk K54 NN—DEHFH/NN—T 3 UHHER
IO0—KRIN3 LD %ICIE. modprobe.blacklist=virtio blk Z#fRA L. BEDFIEEZHKEITL TR
FAN—BHTARIDLRZIAN—%ZBALET, TOHEBR. YRATLERFAN—DEH/NN— 3
vEO—RL, ThEA VAN LVBRETHERTEZLDICRYET,

Jira:RHEL-4762

¥YIRY—FM VAP =ITRY M7=V EGOREICKHT 5

Anaconda (&, NetworkManager APl 2B LTDHF v IV AY—bxy NT—UEEEEITLET,
Anaconda l&, %pre ¥ v VR4 —hrtE02 a3 vDREICKY NT—VHREEZNEBLEY, TOHER.
FYVRI—N%pre 20> avO—EOHYZROATAOYIINET, lLEZIE. %pre s avh
SOy F—=IDFora—Rid, Ry NT—IFRENFATEIRVEZHERBLET,

COMBEALDOET BICIE. ULTEETLET,

o 7oz, Wpre RV ) T hD—EELT nmeli VY —ILEFRALT, Ry M7= 5RELE
3—0

o (VAN—=S5—DOREF T aVEFRLT, %pre RV YT AICRY NI —V5RELZE
3—0

TDMRER., %pre 272 aVDIRVIIRY NT—VZFHATEZELDICRY, FYIRI—KM VR
_)l/7°|:|t7\75\ Tl/ia—o

Bugzilla:2173992

RHEL Image Builder% f§f L T rpm-ostree 1 X — % EJL K94 3354, FIPS E— FOHME
EHR— bI&HA

IRTE. RHEL Image Builder%f#f L T rpm-ostree 1 X —Y % EJL KF % & ZICFIPS €E— R&EBMIC
THIERYR—PINTWEHA,
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Jira:RHEL-4655

stig 7O7 7M1 WEETEIL RE¥hicA A—U D FIPS TS —TCREENCKKHT 5

FIPS £— K&, RHEL Image Builder TIEHR—hIhTWEH
A, xccdf_org.ssgproject.content_profile_stig 707 7 1 JMEETHRA Y Y1 XX N’ RHEL Image
Builder ¥ 2 &, YRTALIXRODIS—TEIICKKLET,

Warning: /boot//.vmlinuz-<kernel version>.x86_64.hmac does not exist
FATAL: FIPS integrity test failed
Refusing to continue

boot T4 LI MNY—=DRIDNR—FT1>aVIilHdld,. YVATLALXA—=IDA VR KN—JLIRIC fips-
mode-setup --enable <Y > R%&EHA L TFIPSRY Y —42FETEML TEMELFEA, FIPSH
BERICH>TWVWBRHEE, YATLRERICEEL XY, RE. EATERQLOERKIEHY A

y 3!
A A=IDA4 VR M—JLIRIC. fips-mode-setup --enable I <> R%&EHL T, FIPS %
FEITAMCTHIENTEXT,

Jira:RHEL-4649

RSAN—F 4RI A=a—HFaAVY—ILTCaA—YF—ADERRITILWN

RSAN=—F 4RV %FRALT, h—RILAIYXYRKSA U Tinstdd + > 3 & FHLTRHEL 1~
AMN=ILERBTZE, JVY—ILILA—Y—AAPRTINFETA, TDOH, 7TV 5—avn
A—HF—ARIKIGELET, IEBFEZFLELTVWERLDICRAEFTA, HARKKRRIINFET, chida—

HF—IZIEbMYICK WEMETY, 7L, TOEIIHEEEICHKELAS XY, Enter 2T &1 —H—A
ADNEHEINZET,

OEEE LT, FERINZERAHERTZICIE,. VY —ILTA—HF—ANREELALWVWT &5 EE
L. ABDEMAET L/=5 Enter 2L X9,

Jira:RHEL-4737

N2.tt¥al) 54—
OpenSSL X PKCS #11 b—% »H' raw RSA 71X RSA-PSS BADEREYR— ML TW3S
MeE LAawn

TLS1.3 7’8 F3JLICIE, RSA-PSS BLZDHR— MHUBETY, PKCS#11 h—2 U HED RSA 721
RSA-PSS ELZ % HR— KM L TWARWEE., F—DPKCS#1 =0 VILL > TREINTWVWSIHA.
OpenSSL 54 75 —%FRTZ2H—NN—T7T) 5= 3 VIERSAF—452BIETETEFHA, THICE
Y, LEOYVF)FTTLSEEICKBKLET,

COBREAELET I, %UFH_IH RESOTLS 7ARMNINMNR—=I3 Y ELTTLSNN—U3 V12 51(#
Bd3LDIC—N—=E0514T7 0 MERELET,

Bugzilla:1681178!]

OpenSSL A%, 4D RSA F 7 l& RSA-PSS DEAICHINL TWRWPKCS#N1N1 h—9 YV %&E ST
mIed 3
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OpenSSL 1 73—, PKCS#IN b—2 v DEBEEOHEERHELEFEA, LD >T. £0D
RSA 713 RSA-PSS DERZICH B LAWN—2 Y TELHIMERINS &, TLS EHOBEILICKE L £
-a—o

Z OB =EEY 5113, /etc/pki/tls/openssl.cnf 7 7 1 )LD crypto_policy 7> 3 VOREILH B
.include 17D IC. LLTDTZEMLZFT,

SignatureAlgorithms =
RSA+SHA256:RSA+SHA512:RSA+SHA384:ECDSA+SHA256:ECDSA+SHA512:ECDSA+SHA384
MaxProtocol = TLSv1.2

ThICEY, TOVF YA TTLS EMmMAERITEET,
Bugzilla:1685470!]

BHEDHX AT 2L, scpd BFICAE—XNET 7MLV EZEICT S

scp 1—7 1 ') 7 4 —H¥ Secure copy protocol (SCP) Mo & W F 2 7R SSH 7 7/ )LEEE 7O M
W (SFTP) IKEBEINFE L, LD >T, H2GMPL T 7MIERUGBMICIE—T2E, 774
IWORBNMEEINE T, COMERUTOBXICHELET,

scp localhost:/myfile localhost:/myfile

COBBEAORETBICIE., COBXEFRALT, V—ADGBARERULUBEICT 74 EIE—LARWT
CIEIW,

OB, LITOEXIIH L TEBEINFE L,
e scp /myfile localhost:/myfile
e scp localhost:~/myfile ~/myfile

Bugzilla:2056884

OSCAP Anaconda Z KA k. Y5714 hIWVA VA M= TCHREIN 07714 )%

ZxyvFLAEW

OSCAP Anaconda 7 K7 > ICIE, RHELZ S 74 AIA VYA R=ILTEF21)FT4—7O7 711D
AR A BIREILBIRBIR T 24 T avhhY gt A, RHELSSLUE, 7 RAVIET7—HA4 Tk
IERPM IRy r—I WS VRARN—=IVTBEZICTIAINNTHREEZEZERE LEFFA, TORR, 1R
N—ILTlE, OSCAPILEDLEALZTOT7 74 ILEREBTZ2RDYIC. ROIS—XAvE—IHKRRIN
9,

I There was an unexpected problem with the supplied content.
COBBEEEET BICIE. FYv I RI— KT 74)LD %addon org_fedora_oscap 7 > 3 VIZ/NR
ZHRETDIRLENHYIET, RIHZRLET,

xccdf-path = /usr/share/xml/scap/sc_tailoring/ds-combined.xml
tailoring-path = /usr/share/xml/scap/sc_tailoring/tailoring-xccdf.xml

FOHR., OSCAPIREITOT77A4ILDITS T4 HILA VA M=, WRIHETDF v I RY— MNMEEFED
HTHERTEET,

Jira:RHEL-1824
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Ansible BEICIZEMDIL V> a v HRE
ansible-core /Xy 7 —(C & % Ansible Engine DEX#ZICL Y, RHELY TRV ) 7o 3 v TREFS
N2 Ansible EVa2a—ILDY) X MPHIEINE L, ThiZL Y. scap-security-guide /Xy 77—
BEND Ansible AV T VY ZERAT HEEZETT 5IC1E. rhe-worker-playbook /Xy 7 —IH 5D
ALy avhrETY,
Ansible EEDIZEIX. UTOFIEEERTLET,

L. MBANRNYT—I% AV AMN—ILLET,

I # dnf install -y ansible-core scap-security-guide rhc-worker-playbook

2. /usr/share/scap-security-guide/ansible 71 L. 7 ) —ICRBEIL £ 7,

I # cd /usr/share/scap-security-guide/ansible

3. BIID Ansible AL V2 3 VADN A= EEHZT IREEHAFRHL T, BEET % Ansible
Playbook #Z1TL ¥ ¢,

# ANSIBLE_COLLECTIONS_PATH=/usr/share/rhc-worker-
playbook/ansible/collections/ansible_collections/ ansible-playbook -c local -i localhost, rhel9-
playbook-cis_server_I1.yml

cis_server 1 %, YRTLAEBETZ7O774ILDIDICEEHAET,
ZhIC&Y, Ansible AV FUYIRELKREBINET,
Pz

rhc-worker-playbook TRIEI N 2L 72 3 v DHR— M. scap-security-guide
MNBHEET % Ansible AV F Y DAL IFIREINE T,

Jira:RHEL-1800

Keylime XEfE X hi- PEMIBAZ %2 %2 (T AL

Keylime BN8E—D 7 7 4 JLITEFE I N PEM R OEROIIRE L L CAIRAEF = — V2 ZET 3
&. keylime-agent-rust Keylime AV R—3R v MIEBRARIEPICIREBEI N TN TOMAEEZELLE
AEY. TLSNAY R A IDNKRBLET, ZORBR. V7472 haAVR—x> b (keylime_verifier
H &£ U keylime_tenant) I Keylime T—Y Y MIEHKTEEHA, CORBELBET 201X, BHO
AERAZE T A 1 DDIRAE LT AFER LT,

Jira:RHELPLAN-157225l1]

Keylime . ¥4 AMDBNRY I RFy 2 aTHED I VIMALRY Y —%EET S

SUHALRYY Y —EEMRT BREDRY ) 7 create_runtime_policy.sh (. SHA F = v 7% LFH
£ (sha256sum B E) AFRALTI77IINIA VT A MNAEELE T, L. ABT7AILEICNY
P2y 2aFzEnAEENTWEEE, Fov I/ LBRIIHEHADY AP A MDREIIC/NNY J R
Sy arBMLET, TOLIRIFE. ERINLRY =T 74 LOBREAREICRY FT, TIE
BEAXAODRY =T 71D RHEINDE &, Keylime TF ¥ ME, T5—Xv+E— me.tenant -
ERROR - Response code 400: Runtime policy is malformatted (£ 7z I3EAKDITZ—A v E—2) %
EWRLET, CORBBEAEDNET 5 ICIE. sed -i 's/A\V/g' <malformed_file_name> I< > K&EAAL

T, FERELOR) =T 7AIUD6NRNY I RSy S 1%FETHIRLET,
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Jira:RHEL-1186711]

Keylime T—Y = ¥ M D'EHEZIC verifier h 5DV VTR M 2EFT 3

Keylime T— = > I (keylime-agent-rust) D API N\—2 3 VB EINEHFINDZ &, T—2 Y MR
DN—=2 3V aEFRTZYIIZANEERTLET, TOHER. Keylime T— = 7 b2 verifier IZEN
INTEHFIND &, verifier FHWAPIN—=Y a3 VAFRLTI—Yz Y MIERLEDELET,
I—YxzVMIZDY VTR M%EEL, RAEICKBRLET, COBMEZORYT ZICE, T—Y b
(keylime-agent-rust) % B #73 5 R IC verifier (keylime-verifier) #E#H L ¥, ZOHER, T—Y v
MRAEFIND &, verifier (FAPIOZEEZRE L., ThIZIGCTREINTWST—9Z28HL X
ER

Jira:RHEL-1518["]

fapolicyd 1—7 4 Y71 —l&, EEINLZT7 7M1 IVDRTEBR->THAT S

ELLIE 774D IMANY S 23T 7AIVICEED A SNZICEHFTI N, fapolicyd [FEFE X
NE771VORTEBELETZHENHYET, £LL. IMARYD—DEY M7 v 7 & evetml 21—
TANTA—ICEDT7AINY T 1DEWVICEY, ThiFECYFHA, TOHER, EEINLT 7
AIVDIERBHET IMANY Y2 EEHFINFE A, TOHER. fapolicyd i, EEINLT 71 ILDE
THBR>THAILET,

Jira:RHEL-520("]

F 74 @D SELinux R —Ick Y., FIROLRWET I 7AILDRY v I ERTAEEICT S

SELinux R 1) & —® selinuxuser_execstack 7 —JLED T 7 # )L b DIREIL on TY, ik, HIRD
BWERIT T 7AUMDRY Y D EETARRICT DI EA2BRLEYT, RTARET7 7 LIEIOA TV a Y
EFEALBVTLKEIN, Fo A= RI—F 14V IINTVWARVWERT I 7ML PHEDHREMEZRL
TWBEEEMAHY ET, =L, DY —IL, Rusr—, BLUHY— RN—F 4 —8R - DEHM
D&, RedHat ZT 74 MRS —DT—IMELZEETITE A, TOL D REBREORAIEICKT
LARWE&EIE. O~ > K setsebool -P selinuxuser_execstack off *x A AL T, O—AHIKR > —T
T—IVEEA DICTBIENTEET,

Bugzilla:2064274

STIG7AT77AINDSSHIA LTI ML—IDBEB AT aveaRETD

OpenSSH OE#H &, ROKEERFERY AT LEOEF 1) 71 —FMREH A4 K (DISASTIG) 7O
T77AILDIL—IVICEESZF LT,

e RHEL 9 i DISA STIG (xcedf_org.ssgproject.content_profile_stig)
e RHEL 9 FH. GUI @ DISASTIG (xcedf_org.ssgproject.content_profile_stig_gui)

INLDETOT7A4ILTIE. RO2DODIV—IHAEEEZITET,

Title: Set SSH Client Alive Count Max to zero
CCE Identifier: CCE-90271-8
Rule ID: xccdf_org.ssgproject.content_rule_sshd_set_keepalive_0

Title: Set SSH Idle Timeout Interval

CCE Identifier: CCE-90811-1
Rule ID: xccdf_org.ssgproject.content_rule_sshd_set_idle_timeout

SSHHY —N—(TEAT &, INoD&IL—ILiE, BEIOLD ICEELRLS RT3y
(ClientAliveCountMax & & T ClientAlivelnterval) #:2E L £ 9, ZTDHER. OpenSSH &, Th oD
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IW—ILTEREINLYALTIMIHIELIZEZIC, 74 RILIRED SSH - —%24Jr LA Y &
L7z, EREE LT, SNSDI—ILid, VY a1—>3 A BEEINBE T, DISASTIG forRHEL9 &
&L U DISA STIG with GUIforRHELO 7O 7 7 4 ILH S —BEICHIBRINE L=,

Bugzilla:2038978

GnuPG (& crypto-policies IC & > TEHFAI I TWARWEETH. SHA-1 BEADEHAE > CEF
1 )

GNU Privacy Guard (GhuPG) BBtV 7 bV 2 7d. Y AT LREDES{ELRY) >—TEHEIN TV
REICEFBRARLC, SHA-I 7 TY L% FHAT2BREZERBLURIETEFY, Lich >

r DEFAULT OFS{tRY) ¥ —CHESIEOBMTSHA- I 2FHATEEY, Ihid, BELIIRTEID

X217 TRAEVWTZILIT) LD AT LALETOIHEEIZT—HLIFEA,

CORBEAOET BICIE, SHA-TASL GnuPG A 7Y a v aFRLAVWTLCEIY, Thitky, &

X217 THRUVWSHA-IEZELAEFALTGNUPG AT 74IL MDY RTF LX) T4 — 5T IF2D%HFE

7,

Bugzilla:2070722

OpenSCAP D X EY) —HEDREE
AEY=DPROENTWVWDE Y AT ALTIE, OpenSCAP AF v+ FHERFTEIETEIH, ERI7 71 ILHE

BRENBEWATREM A HY F T, COREEEET 2IC1E. AF v TO7 704V ERARITAXLT, /
774N AT LERDBREZTCIN—IVORREZHFRLI T,

e rpm_verify_hashes

e rpm_verify_permissions

e rpm_verify_ownership

o file_permissions_unauthorized_world_writable

e no_files_unowned by user

e dir_perms_world_writable_system_owned

o file_permissions_unauthorized_suid

e file_permissions_unauthorized_sgid

e file_permissions_ungroupowned

e dir_perms_world_writable_sticky bits
e ZOMOERERICOVWTIE, BEYTSE FLy IN—2DREZSRLTILEIL,

Bugzilla:2161499

¥YIRY—PM VAP —IVEOY—ERBEEDI —ILDEENKRRT ZI5E5LHY X7,

FYIVRI—bDA VA M—)LEFIC, OpenSCAP 1—7 1 Y714 —T. % —EX enable £7/=I&
disable RKEDBENMNE TRV ENR>TRRIINDZEAFHYET, INICLY., OpenSCAP
B AVAN—IEHY AT LDY —EREFEEPIRRRICERET 2 00EMELIHY F9, EEEKE LT,
FYIRI—M VAN —IVRIVRATLERF vV LTEETEEY, INICLY, Y—EZEED
BENMEEINE T,
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BZ#1834716

11.3. RHEL FOR EDGE

open-vm-tools /Xv r— (&, edge-vsphere 1 X —J CIIfFAHTE AW

I1E. open-vm-tools /Xy r— ik, 77 # )L b Tl edge-vsphere f X —J Il VA M—ILI TV
FthA, COMBEZLOETZICIE. TL—TVYMDARITA RNy =Y %BIMLET, edge-
vsphere 1 X —I % 1 T%EHAT %354 1&. RHEL for Edge Container 4 X —< & 7z |& RHEL for Edge
Commit 41 X—Y D7 I)L—7F1) > NI open-vm-tools B L £7,

Jira:RHELDOCS-16574l1

N4.VYI bz T7ER

AVAM=TOCADRBE LR RBIELHD

RHELZA YA R—=ILTBE, A VAMN=ILTOELADPBRELRLL BB EIHY F
¥, /tmp/packaging.log 7 7 1 JLIE, REICUTOXy t—IY%ZRRLET,

I 10:20:56,416 DDEBUG dnf: RPM transaction over.

COMEALDOMTSICIE. 1 YAMN—IL7OEREBREELFT,

Bugzilla:2073510
O—AhJIYRT MY —T createrepo_c 2179 5 &. F#H L/ repodata 7 7 1 LD ER I h
3]

A—AJYKRY K —T createrepo_c AV RZETT 5 &, repodata 7 7 1 ILDEER I E—DHERK
IhEd, IE—DIDEEBINTHY., I 1D2FEMINTUVE A, BIEEKIEHY ZTHEAD.
BEELE7 74 VIAEERL CEBEHY £ A, createrepo_c I< >~ KiL, createrepo ¢ #FH L T
ERRINZ)RY MY —ILKETI2EH MOV —ILDEWIELY, EELAZIE—ZERLET,

Bugzilla:2056318

ns. yxiskvtav k42—
ifcfg 77 ANV EFALERY N7—94 29 —T x4 ADZFMERICKMT %

RHEL 9 Ti&. initscripts (3T 7 A M TA VR M= INFEHA, TOHER, ifcfg 771 L EFEAL
XY RT—=0AV9—T 1A ADBMERICKRLEY, COBBZART ZICIE, udev IL—IL%
FRTIZN J7ALE) VI LTAVI—T7 24 ADERELERET LI ENHREINE T, M
& —ELERXY NT—0A4 V5 —T x4 A7/34 2D &% 8 LU systemd.link(5) D man R—T %
SHBLTEIV,

HESNBHEOVWTNEEATI RS, initscripts /Sy 5 — Y& 1 Y2 =L LET,
Bugzilla:2018112L"]

RHEL 9 T, chkconfig /8y 5 —IHRF T 4 hTA VR h—IL X hipn

SRTLY—EZRADS VILRIVIEREBEFH LV T —9 % chkeonfig /XY r—21&, RHELO T
ETF7AINKNTAVARAMN=ILINEEA,
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H—EXZEET SICIE. systemetl A7 RZFEHAT 25D, chkeonfig /Xy r—Y ZFE T VR
I\_)bbi-a—o

systemd DML, systemd DEE%Z SR L T LIV, systemctl 2—F 1 ) 7 1 —DFERAAEIC
DWTIL, systemctl Z#FA LAY AT LAY —EZDEE 2#5B LTI,

Bugzilla:2053598(]

a2V —Jb keymap Z&ET B ICIE. mIBDA > X b—IL T libxkbcommon 54 75 Y —
WE

RHEL O Tid. HED systemd 1 73 ) —DIKEFFFRA/BNY) v/ oHHPO— RIZE#BIN, &
AT LADRTHFICTA T —2FAVWTHEATEZ LD ILRAY F L, SEOERICLY, BELTA
T2V —%AVAM=ILLRBRWRY, TOLIATATZ)—ICEKET ZHEEIIFERATIACRYZE
¥, Ihid. RDMBROA VA N—IVEREEFEAT IV RATALAILEITZ2F—R—RLA 77 hDOEEICE
HELFT., TOREE. localectl --no-convert set-x11-keymap gb < > NICKBL T,

COBBEALOET 5I121E. libxkbcommon 54 7351 —%4 VA MN—=JLLZET,
I # dnf install libxkbcommon

Jira:RHEL-6105

sysstat/ XY T —I D %vmeft X MY v JICRR S T-EDRERIN S

sysstat /Ny 7 —2 13 R—UBFRAWNEZANET 27HD %vmeff X ~) vV ZRHE L XT, sysstat
. FILWA—RIN—=2 3V TREINZ T RTOREET % /proc/vmstat & % 2T L 72 LN 28, sar
BIATYRICE>TRINDG %vmeff FIDEIFELLS HY FEA, TOMEEZLET IS

I&. /proc/vmstat 7 7 1 LS %vmeff [EAFETEHEL £9, FFMIE. Why the sar(1) tool reports
%vmeff values beyond 100 % in RHEL 8 and RHEL 9? %#&BRL T XL,

Jira:RHEL-12009

Service Location Protocol (SLP) I£ UDP &/t L7=BEICH L TS TH %

OpenSLP &, YV H =T 74T —N—REDO—AILITYTRY ND—VRDOT7 T)r— 3
VICEIMEREA DXL EBRHBLET, L. SLPIE. 41 V9 —%y MIERINIZV AT LT
UDP Z Nt L= R EY/IBIEEI Y — ERIEBREBICHT L THESETY ., SLP 2#FHT 2 &, BRI TLWAR
WRHEEIE, SLPREEICL>DTHREINALFRLRLTHLWH—EREZEHRTIET, WEHILUDP
BEEAL, XEETXTT7RLRERTS—T74 059352 T, Y—ERXR—BEEKRKL, RT—714 v 5Xh
7 RLRICH—EREREEHRTEET,

NEOBEENSLP H—ERICTIVERATIRVWEIICTBICIE. 19—y MIEEERINT
WB4RE, EETELAVRY M=V TEFTINTVWBRITRTOVRATLATSLPEEMICLET, F
72iE, COREERLRETSICIK,. UDPBLVPTCPR—K427 TS 74 v o7 Ov o FkF74)L
) TTBEIICT7ATI4—ILERELET,

Jira:RHEL-6995(]

N6.A12VI72ARNSIVFv—H—ER

bind & & T unbound DA D SHA-1- R— 2D ELZ D% EMNELT

bind & U unbound OV R—X ¥ ME. TRTD RSA/SHAT (7L TY XLES 5) H & U RSASHAI-
NSEC3-SHAN(7 IO AL HE S 7) BLORIEY R— b2 EWIC L. BRD SHA-1{EMAIE DEFAULT
YRTLREDOBEERY) O —THIRINE T,
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ZDFER. SHA-1. RSA/SHAL. & & V' RSASHAI-NSEC3-SHAI ¥4 Yz A R 7ITY XLTERZI N
7-#EE D DNSSEC L O— Ki&. Red Hat Enterprise Linux QO THRIETX Y, HEEZITZ KXA V&N
fEssIc iRy £9,

COFEEERET 5 ICIE, RSA/SHA-256 LHEABIEEF —R EDRDELZT7ILITY) ALILT Yy T L —
I\\\Lli_a—o

FEEZIRBR LYy TLNILRAAA VOFME ) A MTOWTIE, RSASHAI TEH I 7z DNSSEC
LA—=RAV Y a21—-2aVBREETERWVW 2SR LTI,

Bugzilla:2070495

FAUCEXAAAAREY—V I 7M1 UMDEROY —YTTHEAINTWS E, named H5EEIL AL

BIND TlE. DY —VICALEZAATREY -V I 7M IV EFHTZIENTETEHA, TDE
&, named CERARER T 7 A IADNRREHETZYV —UHEREET 5 &, named H'EEITE AL
KRYFEY, CORBEZDRT ZICIE. inview 2 FRAL T, EHOEL1—BETI20OV—VaHE
L. ER2YV—VICERBZNREZFERATZEELEDICLET, L&A, RRICE2—FEEDFET,

EXAAABERY =V T 74 ILIREE,. BMEFRIFITINLY -V, EHVY)—V—2, FhiE
DNSSEC BT 2V -V THEAIND I EIERLTLEI W,

Bugzilla:1984982

libotr t& FIPS ICHEHL L TUL Ly

libotr 54 75 ) —&A7HLA—ROTR) AvE—IJVTHDY—ILFy ME, 1 VRAI VR XA Y
=YV IDREICIVRY—IV NOBESEERHBLET, L. libotr 54 735 Y —IZ
gery_pk_sign() & & U gery_pk_verify() Bz FEHA L TW 578, ERIFHRNIBZRE (FIPS) ICHERL
TWEHA, TORER, FIPST— KTl libotr 24 75 —%FHETXFEHA.

Bugzilla:2086562

N7.xvy h7—7

mix5s R4 /X—%EAL. MTUD 3498 /31 M BAT-RETXXDPYILF /Ry 7 7—FE—FK
A Y 511X, RX StridingRQ #EMNICT 2 HELH S

RDFEBEIZTRT—HTBHRRAMIBVWT, ILF/NY 7 7—FE— RK%&FMA L 7z eXpress Data Path
(XDP) 24 Y T N DERIFHIEBLET,

o RAMIMIXSE NS4 N—%FHLTWET,
o HKRREHM (MTU) DED 3498 /N1 MEBATWET,

® Mellanox 1 ¥ —7 x4 AT, BEANTA T 14 ¥V Z{EF 21— (RX Striding RQ) #EEL BN
ICIR> TWET,

TRTCDEEDPUTIEE BHE. XY ) 7 M link set xdp fd failed T —CTEXB L Fd., MTUNE

WHRZXMTXDP R4 1) 7 N &RTT BICIE. Mellanox 1 4% —7 =4 AT RX Striding RQ % &I L
9,

I # ethtool --set-priv-flags <interface_names> rx_striding_rq off

ZhickyY, mixs RSANN—%&FHL, MTUEN 3498 N( NEBZ DA V9 —T A ATXDP~
IWFNRNy IJ7—FE—RAEFHTEET,

186


https://access.redhat.com/solutions/6955455/
https://bugzilla.redhat.com/show_bug.cgi?id=2070495
https://bugzilla.redhat.com/show_bug.cgi?id=1984982
https://bugzilla.redhat.com/show_bug.cgi?id=2086562

BNE BEANORE

Jira:RHEL-6496(]

kTLS I, TLS1.3®D NICADA 70— K&HR—bF LAV

Kernel Transport Layer Security(kTLS) (&, TLS13 D NICADA 7O—RK&EHR—bLTWEEA, %
DD, NICHTLSA 70— KREHR—PMLTWVWTH, TLSI13ICLBY 7 bz 7HESENMERAIN
9, COBEZOET SICE. 7 70— RPBEBELRIFEIETLSI3 ZHEMIC LTIV, EODHE
R TLS1I20H%A7O0—RTBIEHNTEZET, TLSI3AFERAINTWSIFE, TLS13 454 70—
REBIENTERWED, NTF—TVAMETFTLET,

Bugzilla:2000616("]

vy avxF—0DEHITKMT 5E. EEHI’UIINS

A—FRIW NSV RR—MLAV—F2) T 14— (kTLS) 7O b I)LIE, RHBESTCHEAIND Y
YavEF—OEHFEYR—PFLTWVWERA, TORBR, 1 —F—REF—42FHITHIEHNTET. &
NI NTLEVEY, COMEELET ZICIE, KTLS ZEMICLTL IV, ZOHER, 2O
BRICEY, By avF—%2EEICEHTIET,

Bugzilla:2013650!]

initscripts XY S —IBRF T A M TA VA M—ILI W

T 7 #I)V N Tl initseripts /Xy S —JIFA YA M—ILIhEHA, THICLY, ifupa—FT1Y)
T4 —BLVifdown 1—5 4 )74 —HHATEFEA. 5lDOAHZEE LT, nmcli connection up 1
¥~ K& LU nmcli connectiondown Y Y FZFERAL T, ERzEWSICEDNLET, BES
NEREBRDLD L VWA ARWEEI, BE%#HRE L. NetworkManager-initscripts-updown /X 7 —
VA VARM=ILLTLEIL, 2, ifup &LV ifdown 2—F 1 ') 7 1 —F D NetworkManager
Y a—ravERELET,

Bugzilla:2082303

Mellanox ConnectX-5 7 ¥ 74 —D{FERAIC mix5 RS54 N—H kBT 3

A=Y R4 Y FTFNAZARSA/X—FET)L (switchdev) E— R Tl&, TN\A RAEBT7O—RT7
\)> 7 (DMFS) /835 X —% —¢& ConnectX-5 75 749 —hHR— T 2N—RKOxT7%FRLTHRES
nTWsE, mIxs RSAN—DEKBLET, TORBR, ROIZ—AvE—IDBRRINDZIELDH

l’) i’a—o

I BUG: Bad page cache in process umount pfn:142b4b

COBBEEET BIC1E. DMFSORDYICY 7 MUz 7EBIO—XFTT7Y) VT (SMFS) /X5 X —
Y—ZFERALEY,

Jira:RHEL-98971!]

Intel® i40e 77 4 74 —H% IBM Powerl0 CkiEMIckBd 3

IBM Powerl0 ¥ 257 L Ti40e 74 74 —IC1/O TS5 —HHLET % &, Enhanced I/O Error Handling
(EEH) A—RILY—EZADRRY D=V RZA4AN=D Yy hEYANY—%ZN)AH—-LZET, LD
L. EEH X, i40e RS A N—HFFIIEEINLEEH 7 ) —XDRKEIETDE T, BYERL /0
IS—%H/RELET, TOBR., 7/31 AT EEH ITL > TEBAITKBRLZF T,

Jira:RHEL-15404[

xdp-loader features 1< >~ KAKT %
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xdp-loader 1—7 1 1) 7 14 —(&. libbpf DLIFION—Ta i LCaAVRAAIILINFE L, TOHE
%. xdp-loader features A<Y > KIFTS—TKkBLZF T,

Cannot display features, because xdp-loader was compiled against an old version of libbpf without
support for querying features.

CERIEHY THA. TORE. xdp-loader features AY > REFHALTA V9 —7 =14 AeEER
REBIEEFTEZEHA

Jira:RHEL-3382l1]

1n.8. h—xJb

H—RIWVD kdump A H=ZXALICLY, 64KHA—RITCOOMIZ—HEELFI,

64EY NARM7—F T F v —LD 64K H—RIR—=IH A X, 4KBH—FRILYUESEDAE
)—%AFALEFT, TOER. kdump 3 H—RIL/I=Zv U %EB|ERI L. XE)—FE (OOM) T
S—TAE)—BYHTHRKLZFI, BHEEKE LT, crashkernel {E% FET 640 MB ICEREL £
9, & zIE. crashkernel= /X5 X —% —% crashkernel=2G- :640M & L TEREL X7,

BRELT, SBAINTWEYF YA TIE, kdump X AZXLIE 64K A—FRIVTERBLEFHE A
Bugzilla:2160676!'!

H—FRIWR=I YA XK EFETDIBEETZ TV r—avik, R4 ZXH—FI%E 4k DB
Ak ICBIT I 2L JICEFHIREICRZIGELH S

RHEL (&, 4k & 64k DB ADR—IH A XDH—FRIVEBBELIHY T, 4K h—FRILR—=IUH A4 X
KBTI 2EET7 TV —avid, KOS 64K R—IH A A A—RIICBTT 2 E I ICEHFIRE
LR BIBEDRHY T, ZOBEMDAFICIE, jemalloc BLMEKET T r—rarvhrEiEFhnzxd,

jemalloc X E)—70O45—4951473)—ld. YRATLDZVHA LBRETHERAINEZR—IUHA4 D
HEEZITES, IDTM4T ) —Id. & AE --with-lg-page=16 % 7=id env
JEMALLOC_SYS WITH _LG_PAGE=16 (jemallocator Rust 7 L. — b DIFH) THREINTWBIFE.
AhBELVAKR=—IYPA ZDA—FXIVEEBENH D LD ICHEBETEET, TOHER., 7091 LR
BOR—IH 4 X&, jemalloc ITIKFET Z/N4 ) —DAVNRAIVBFICEELER—UH 4 X EDEIC
T—BHARETIAEEIHYET, TOER. jemalloc R—RADT7 SV r—oavaEFERTDIE, R
DIZ—DRELET,

I <jemalloc>: Unsupported system page size

COMBEALDOET BICIE. ROWThHIADAEEFALET,

o BEUILMEINREREFLIIRREA TV avaEALT, 4kBLV6AR—I YA T EHEHBRMEDDH
BNRAF)—%Z R LET,

o RNk H—RILELUVZT VI M4 LRIETRELAE. jemalloc ZERAT %1 —H—2Z2[F
Ny bb—I%E)RLET,

feE zIE, ALK jemalloc = #FHE T % fd-find 'Y —JL %, cargoRust /Xy 75— 32— v — %[
LTHETEET, REDG4KEETIE, cargo A¥ Y REAAL T, TRTOKREERDOEHFLLWEI
KaRM)H—L, R=I P4 XTOF—BEBRLET,

I # cargo install fd-find --force
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Bugzilla:2167783!]

dnf AL TEHFOYV ZILIALH—FRIVICTYyTITL—RLTH. EHOH—FRIL/IN—
TaviEiiTLTA VA ML RGN

dnf Ry 5 —I v Rx—V v —AFRALTERFOYTZINIALA—ILEAL VA N=ILTBITIE, /Ny
=Y DIRERBRAERRLT. iILWA—RIUN—=U a3V EREOA—RILAN—U 3 VA RBFICEFT
EZRENAHYETT, TT7AHINTIE, dnfld. v 75 L— RAEIZHW kernel-rt /Xy 5 — I 2 HIR L
i‘a—o

EhEk e LT, IRED kernel-rt /Xy r — T % Jetc/yum.conf 53 7 7 1 )L @ installonlypkgs #+
2 3 VIZEML £ (f: installonlypkgs=kernel-rt),

installonlypkgs + 7~ 3 V&, dnf THEAINZ T 7 4L bDY X MC kernel-rt %380 L &
¥, installonlypkgs 71 L 77 4 TICY A RINTWB NNy =TI ZEFHRICITHIBRI AW,
BEOA—RIN=Y a3 VDREFA VXA M= R-—FMINETS,

BEOD—FINEA VAN —=ILTDE FILWA—RIUN—Va Vv aFHETEZEEZICTL—ILNY I F
ToavEFRETIEZLIICAYET,

Bugzilla:2181571L"]

7 7 #J)U f Cl&. Delay Accounting #¢#ElE SWAPIN & & T 10% $E5HFl =R L 2L

MED/N— 3 v EIFEAY ., Delayed Accounting #8177 # )L M TEMICAL>TWET, ZTOHE
R. iotop 77— 3 VIiL SWAPIN 8 LU 10% #5512 R mE T, ROEEARTLET,

I CONFIG_TASK DELAY_ACCT not enabled in kernel, cannot determine SWAPIN and 10%

taskstats 1 9 —7 =1 X% {FH 3 % Delay Accounting #8E(Z. XL v RTIL—TICET BT RT
DIRYERIFAL Y ROEEFHEFZRELE T, FRIVETOEEIF. A—FILY Y —IDFIAERE
IKRDDEFDODEZICRELET, LEAIF, EXCPULNERTINDZDAEF>TWVWEHIRITY, £
FHiE. 9 RV D CPUBEE. JOBKE. 8LV rssHIfREAXBEICEET 2DICKRIEET,
EhEERE LT, RITRFELIEEEEIC. delayacct 7— A T a Vv EEMIITEIEHNTEET,

o ZE{TB¥IC delayacct ZBMICT B ICIE. RDOLIICAHALFT,
I echo 1 > /proc/sys/kernel/task_delayacct

ZDATY RV RATLLETHEEZAMCLETA, 20Ty ROERTERICEHBLAEY R
JICHLTOABEMTHDZ EISFELTLEIL,

o EHIEFIC delayacct ZKIGHIICAMICT BICIE, ROVWTNADFIEEZFERAL T,

o Jetc/sysctl.conf 7 7 A L EREL T, TI7AINNDNRNSA—Y—%A—N—F54 KL Z
ER

a. RODIY ') —7% letc/sysctl.conf 7 7 1 JLICEML T,
I kernel.task_delayacct = 1

FF#lX. Red Hat Enterprise Linux T sysctl B AR ET 2 HE #SBL T LIV,

b. VAT LZHEEL T, EEZRMIETXT,
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o A—FINAXY KA Vil delayacct 4 7> 3 v EEBMLET,
ML, D—FRILAR Y RTAVIRGA—H—DERE ZSBLTILEIL,
ZTDHER. iotop 75— 3 VI SWAPIN B L U 10% #iE5t1# R =" LE T,
Bugzilla:2132480L]

AT7BDZVWIRTAEDY ZILI A LA—RIDN— KD T PREICIE. skew-tick=1 7— I
NFGA—Y—%ETIENDREICRDZIGEDH S
ZHDV Ty NEAT ATV MDREVWKBELY AT LFZLIIHBFED AT ALATIE, 914 LF—FE
VIO RTLATHERAINDS xtime_lock DOy 753EICEY., LATY Y —DRBHIRET B AIEEHED
HUET, TOHER, LATYVY—DEBSIUN—RIzT7RIAOLAITVI—F, IILFFOEY
DUV RTLATRETHUREMENHY T, OEKE LT, skew_tick=1 77— M/ XS5 X —4 —% 3B
$BH5IET, CPUZEIIAMINYN—TavP%F 7y ML, BIOYAI VI THIATEZT,
Oy DazmkY 3Ii1E. skew_tick=1 ZBMICLET,

1. grubby T skew_tick=1/85 X —%—%&HBMILZF T,

I # grubby --update-kernel=ALL --args="skew_tick=1"

2. BEEABMICTBAEHICBEFHLET,
3. T—MHRITETH—FRILINTA =9 —%RRLT. FILLWERELEIELZET,

I cat /proc/cmdline

skew tick=1 ZBWICT 2 &, HEENDKEICENT 57O, LATV—OHEEZZITB)TILY
AL7—0O0—REETFTLTWBIBEICOABENICTIHELHY T,

Jira:RHEL-9318[1

kdump X h =X ALldk, LUKSEES{LY —4'y FCvmcore 77 M IV aF v TFv+—TERWV

Linux Unified Key Setup (LUKS) THESEINNN—T1 23V %FERAT S5 X7 AT kdump %317
5568, YVATALIES—CEEDFERTRELAT) —HANBRETY, FHARELXT) —DRELALE
) —E2& U DLBWIES, systemd cryptsetup F—ERE/NRN—F12a DoV MIKBRLET, Z

DIER, 2BFBDH—FRIVIFLUKSBEBILY =4y NEDI Sy a ¥ TI774)LDF+v TF v —IC
KBLEY,
% & L C. Recommended crashkernel value #7 T!)—L, X&) —H A X &@FEREF THR~A
ICH#EX L 9, Recommended crashkernel value (3, HEBLRXE) —H A XERETD-ODEEE
LTH/’IBET,

L 75y Yah—XIDHEEEEAHALET,

I # kdumpctl estimate

2. crashkernel DE%EP L T, BDERAT) —E252KXELET,

I # grubby --args=crashkernel=652M --update-kernel=ALL

3. VRATLEBEEHLT, EELZRMIEET,
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BNE BEANORE

I # reboot
ZhiT&Y, LUKS THESIELANR—F 1> avhHd Y AT AT kdump BNEFEICHAEEL X7
Jira:RHEL-11196[1

kdump 4 —E XD IBMZ A5 AT initrd 7 7 1 LDEEICKRT 3

64 EY KD IBMZ Y RT A TIE, s390-subchannels 7 &M znet BEDREBRMNIET V7 1 T4
NetworkManager #i% 707 7 1 JLICTFET 53546, kdump H— E X (EHH RAM 7« 27 (initrd) D
A—RICKBLET, ZTORER, kdump A A Z X ALIRODIS—TERELET,

dracut: Failed to set up znet
kdump: mkdumprd: failed to make kdump initrd

EEERE LT ROVWTNHODEBREEZFALTILEIW,

o Znet XREBRAF OER IO 7 7ML EBHALT, XY MNI—=VRVYTAVITFELIET Y
VERELET,

I $ nmcli connection modify enc600 master bond0 slave-type bond

o T ITATRERIOATIFALDLTIT 4 TRERTOT7 7M4ILIC znet R EHBRE IE—
LEY,

a. nmcli ¥ Y KA3EfTLT. NetworkManager #7707 71 ILEREL T,

# nmcli connection show

NAME uuiD TYPE Device

bridge-br0 ed391a43-bdea-4170-b8a2 bridge br0
bridge-slave-enc600 caf7f770-1e55-4126-a2f4 ethernet enc600
enc600 bc293b8d-ef1e-45f6-bad1 ethernet --

b. k7 VT4 TIREHRHSDREBRCTT VT4 7RTOT7AIVEEHLIET,

#!/bin/bash
inactive_connection=enc600
active_connection=bridge-slave-enc600
for name in nettype subchannels options; do
field=802-3-ethernet.s390-$name
val=$(nmcli --get-values "$field"connection show "$inactive_connection")
nmcli connection modify "$active_connection" "$field" $val"
done

c. EEREEMICTZHICkdump H—EREZBEEFLET,
I # kdumpctl restart

Bugzilla:2064708

iwl7260-firmware IC & Y. Intel Wi-Fi 6 AX200. AX210. & L U Lenovo ThinkPad P1Gen 4
T Wi-Fi b’ tIBrXh 3
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iwl7260-firmware Z 7z (3 iwl7260-wifi K5 1 /N\—% RHEL Q.1 LA TCIRHEINBZNN—Ua VICEHT S
E. N=RIT7HARERREIREICRY T, TOREBEER->THRELF T, TOHBR. Intel Wifi 6
H— RAEERE T, ROIS— A v E—INRRINBZEEIHY FT,

kernel: iwlwifi 0000:09:00.0: Failed to start RT ucode: -110
kernel: iwlwifi 0000:09:00.0: WRT: Collecting data: ini trigger 13 fired (delay=0ms)
kernel: iwlwifi 0000:09:00.0: Failed to run INIT ucode: -110

REZDOEREKIL, Y AT LDEREZZICLTHOBEAVICTSHIETY., BEBLAWVWTILES
LY,

Bugzilla:2129288!]

kmod @ weak-modules DA€Y 1 — L DB KIFE % CTHEAE L oLy

kmod /Xy 7 —I Il & > TR I 5 weak-modules 27 Y 7 ME, EQEVa—ILbHMI VYA M=)
INA—RIVE KABIEBETH 2D Z2HRILET, EL, EV21-ILDOIA—XIVEEEZFT VD
L TW3ME. weak-modules & EY a— LY VRILDEKERFKRZ. ThodEILRINZA—RILD
L)) —ZADSTAN Y —AANEREBLET, HRELT, BELQZH—IL) Y —RITH L THEES
NEHEEKRERRAEFODEY 2 —ILIXEBENA LW EBIRIN B8N H 5 726, weak-modules (&
DT ) ATIIHELZHA,

COMBEALDO®ETBICIE. ILWA—RILEASA VA MN=ILT BRI EFOANY I H—RILICT LT
EBIMOES2—ILAEEILRFEEREBLET,

Bugzilla:2103605!']

NO. 7274MIRATLBLVTARANL—Y
CHAP SREEDAITICKB L 7=, no authentication XV v K&{FHA L CiSCSIY—/—icO%
AV TERW

CHAP SRS A#FA L TISCSI T4 RV %=EINL. BESABIBHRICLY DT 1 VETICKBLEEZE
I&£. no authentication AR TDT 1 RAIVADBOTA VICKBLFET, COREALET SICIF, ]
Tty arvaE LT, noauthentication XV v REFELTOYVM Y LET,

Bugzilla:1983602!]

TIRA A Y IR—T I F /R IE NVMe/TCP TlEHR— b X hizwn

nvme-tcp K54 /X—T Device Mapper Multipath Z {92 &, I—ILL—RODEEEVRATLD
FEEMENRET ML HY FT, COMEEZDE T ZII1E. NVMe/TCP A—H—EXx(4 714 7
NVMe RILF/IRAEZBMICT Z2HENH LY. NVMe T device-mapper-multipath Y —JL A& FEFH L 72
TLEIW,

TI7AIWNBMTIE, X1 T 47T NVMe RILF/RRIERHEL O TEMICAR > TWET, ML, Enabling
multipathing on NVMe devices ZZHR L T Xy,

Bugzilla:2033080!]

blk-availability systemd Y —E X3, BHLRT NI ARY YV %5¥ 7V 71 7T 3

systemd Tl&, 774/ bDOTOY VTV 74 7I—RIE RETOY I 71 ZDOERMLRR
Iy IEBICELKAEBT S EERY A, —EORETIE. vy MO UHRITRET /N ZHHE]
BRINBVWBELRHY., T5—AvtE—IHFOJICREEINET, COBEELORT 5ICIE, ROIT
YRERITLT, BHARTOVYITNA AR Y U &FETIT14TILLET,
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BNE BEANORE

I # systemctl enable --now blk-availability.service

ZDHER, BHBRRBTNAARY v 7@ vy NI VRICELLKET VT4 TIh, T5—Xv
E-YIRERINIEA,

Bugzilla:2011699"]

DA EBMMLTIIYMNINEEXFS T PANIRATATIE, 97— 9T7HhoF740T
HEMILETELRC LS

RHELO2LIFE, 74— %BWMLTIY VY NINAEXFST 7AWV RATLT, 94—9THhov
TAVITEEWNITDIEIETERLARY F LT,

CORBEAOET BICIE, 74— 9F T aVEHRLTI 7MLV RTLEBIYIY ML, V9 4—%
THAO VT4 VT %EHLET,

Bugzilla:2160619"]

NVMe /84 2 M udev IL—IILDZEE

NVMe 7 /34 2D udev IL—ILICEEAH Y., OPTIONS="string_escape=replace" /X5 X —4% —H% 1B
MmIhF L, TNICEY, TRA ROV ZILBESOHRBICEANH DIHE. —BORY Y —TIE
TA4RYVIDICLBEADERINET,

Bugzilla:2185048

NVMe/FC T/ XM RIEF v IV R9— M7 7MLV TCHRIRICEKFERATE AV

NVMe/FC T/ Rk, ¥ v I RI—K 771 IIDORBFHREIIETRAY ) T hOERTHICFETEAR
KRBAEAEEELGHY., FYIRIY—MM YV ARN=ILHBKBRTBEEELHYFY, COBEEZDOET S
IZiE. 7— MBI# % inst.wait_for_disks=30 ICEH L FT, DA T2 a3V TIE 30 WDEEHNFEEL
FIH. NVMe/FC 7/N1 ZDEMBICTRAFFEI/ERINE T, JOOEKREZEHAL. NVMe/FC 7
NA ADFFEARICEREINS &, FY I RI—MM VA M- VIEEERLSHETLET,

Jira:RHEL-8164(1

qedi RSA N—FHKOA—XI/R=y Y

qedi iSCS| RS A4 /N—DFEAP, OS DEEIRICA—RILDNNN=Zv ZIZRYET, COBBEZLORT S
ICiE, A—FIT— b7 Y RS54 VI kfence.sample_interval=0 Z3EfN L T. kfence T~ 4% 1 L X
T I —MREKEEEMCLET,

Jira:RHEL-8466("]

kernel-64k R—IH A4 XD ARMR—ADY AT LA BE TRV

vdo Ny 5 —YDA VA M—=ILARIZ, 4k R=TI YA XADH—RIVDMKERFBRELTAI VR M=ILEN
F9, TOFR, Software SelectionEE T 64k R—IH A4 X&BIRLALBETEH., VAT LI 4k
R=IYA ZDA—FRITEEILEXT., ZOFEZEET 5ICIE. Base Environment T Minimal
Install %#3#3R L. Kerneloptions TR—IYH 1 XE L T4k ZBIRLET, YRATLZMOTEHT
BEZIIC. DNFRy =Y x—Yv—%2FRALTEMDODY I M7V AM—ILLET,

Jira:RHEL-8354

N10. M7V 5 IV JEE. WEBY—/NN—, LUVF—IR—AH—
IN—
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python3.11-Ixml (& Ixmlisoschematron Y 7 EJ 2 —JL &2t L ALy

python3.11-Ixml /Xy r =3, F—FV Y-S54 Y ROTFICAWH, Ixmlisoschematron
TEVa2—IVALTEREGINET, Y TEY 21—/ I1SOSchematron Y R—hEFRELFT, KDY
IC. 1SO-Schematron BID#REE % Ixml.etree.Schematron 7 5 A TFIETEX £ 9, python3.11-Ixml
Ny F—=IDFYDIAVT VIR EEZRITEEA.

Bugzilla:2157708

MySQL & & T MariaDB @ --ssl-fips-mode & 7> 3 ~ CIL FIPS E— KAZTE I h W

MySQL O --ssl-fips-mode 4 7> 3>~ & RHEL ® MariaDB &, 7v 7ZA N —L EIFERDENMEE L
F9,

RHEL 9 Tlf. --ssl-fips-mode % mysqld 7 — > 72 |% mariadbd T —E > D5 & L THERT %5
&%, MySQL Z7-(& MariaDB #—/X—3%E 7 7 1 JLIC ssl-fips-mode = {# A9 % &, --ssl-fips-
mode (FZNS5DT—IR—XAY—/N—DFIPSE—RFEZZEBELIZHA,

KHOYIL, LTFOLSICRYFT,

e --ssl-fips-mode %= ON ICERET % &. mysqld % —/N\—F—F >~ £ /2| mariadbd H—/X—
T—EVIREELEEA

o FIPS A"B#7%A Y X 7 AT --ssl-fips-mode %= OFF ICEXET 5 &. mysqld F—/N\—F—FE V&
=& mariadbd 4t —/X—F—E VX FIPS E— RTHE L £ 7,

Zhix,. HFEDOOVR—Y MTIEARL, RHEL Y RTFLLEKTFIPS E— RAaBMFIEERICT S
WENHD-HTT,

L7h">T. RHEL ® MySQL ¥ 7| MariaDB Tl& --ssl-fips-mode # 7> a v AFA LRV T X
W, D YIZ, FIPSE— KD RHEL YR T ARAKTEMIA>TWE I & 2HRELET,

o FIPSE—RABMWARRHELZA VA PM=ILTBIENIHEINET, 1A M—JLBFIC FIPS
TE—REAMITDE, VATALAIXFIPS TEREINZ 7T XL EMGHAERTANTT
RTOBEEEMRTDLIICHRYET, FIPSE—RTRHEL 24 VA M—JLT B AEIK,. FIPS
F—RTOVRATLDA VA= BZSRBLTLKEIW,

o /I, FIPSETE—RADYRTLDYYEZ OFIRICHK > T, RHEL ¥ RT7 LL2EKD FIPS
E—RAEYYEZZZENTEET,

Bugzilla:1991500

N1 IDENTITY MANAGEMENT

MIT Kerberos I PKINIT @ ECCiEBHE A Y R— KM LI HA

MIT Kerberos &, #IHAEREE (PKINIT) O AREIESLICH 1T 2 e MIRES{L (ECC) 7 R— b DE&ET %
AEBATHaX Y M RFa XY MI, RFC5349 BRZFRE L TWEHA., LAD>T. RHEL THEAT
% MIT krb5-pkinit /3y 7 — 213 ECCEEFAZ ICHIG L TWEH A, FFflllE. Elliptic Curve
Cryptography (ECC) Support for Public Key Cryptography for Initial Authentication in Kerberos
(PKINIT) #2858 LTI W,

Jira:RHEL-4902

PKINIT »* AD KDC o3 U CH#gEd 5 & S IC. DEFAULT:SHA1H 7 RY >~ —% RHEL9 V54
PV MIRETDIUNRELHS
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BNE BEANORE

SHA-1 A4 Y 2 X M 7I)VOY) X AIE RHEL O TIEHER(IC/A Y #IHAEREE (PKINIT) O AREES{ED
CMS Xy t—Jld, LYBHRSHA-256 IO XLATELIND LD ILARY F LT,

Lm L. Active Directory (AD) Kerberos Distribution Center (KDC) (5| X #;X SHA- 144 YT A N7
WV ZLEFERALTCMS Ay —VICBLLEY., TDMRER. RHEL 9 Kerberos 754 7 M,
ADKDC ICX L TPKINIT 2R L T2 -4 —%28RETET A,

COBBEAEET ZICIE, ROAY Y REFEHAL T, RHELO Y RF ATSHA-1 73 XLDHR—
NEBMICLET,

I # update-crypto-policies --set DEFAULT:SHA1
Bugzilla:2060798

RHEL 9 Kerberos T—Y x> M RHEL-9 LU L T AD LIA D Kerberos T—J x> b ER
§95&. 31— —0 PKINITSREEICKT %

54 7> b FE7I& Kerberos Distribution Center (KDC) W g 1AM RHEL 9 Kerberos T—Y > k
A, Active Directory (AD) T—< ¥ h TIE7R W RHEL-9 Kerberos T—Y z v hEP Y EY T B &,
A—H—DPKINITEREEICKBRLE T, COREZERT HICIE. UTOWThADT VY 3 v &RT
LET,

e RHEL9 T—Y x ¥ KD crypto-policy % DEFAULT:SHA1 ICE&8E L T. SHA-1 ELZ DML % &
ALET,

I # update-crypto-policies --set DEFAULT:SHA1

o RHELOUAB LIV ADUADI—V Y MEEH LT, SHA-I 7T XL %FHLTCMS
F—HEBZLBRVWEIICLET, FDOLEOICIE, Kerberos /XwHr—I% SHA-TDRDY I
SHA-256 {35/ N\— a3 VICEHLET,

o CentOS 9 Stream: krb5-1.19.1-15

o RHEL 8.7: krb5-1.18.2-17

o

RHEL 7.9: krb5-1.15.1-53

o

Fedora Rawhide/36: krb5-1.19.2-7

o

Fedora 35/34: krb5-1.19.2-3
ZORR, I —F—DPKINITERIEEAE L <HEEEL X7,

MOARL—F 4 VTV RAFALATIE, T—Y Y MHSHA-1TiE7% < SHA-256 TCMS T—49 2 EZ
TBEIICkD5-120) ) —RATHBZEICEFELTLEI L,

PKINIT 2 AD KDC (33 L THEBES 2 & 5 IC. DEFAULT:SHAIH 7R & —% RHEL9 ¥ 54 7 b
RETDUENDHDEHETHRL TILIL,

Jira:RHEL-4875

AD {S$8D FIPS % R— M iCI&. AD-SUPPORTE§SH 7R o —HihE

Active Directory (AD) t&. AESSHA-THMAC BBt 4 1 72 EAL£d, IhniE. 77 4JL M TRHEL
OMDFIPS E— RTEHFITINTWEEHA, AD MNSAPMNTRHELO KRR MNAFERT 25BE8IE. IdM Y 2
RO T7%H%AVRAMN=ILT BEIIC, AESSHA-THMAC BSBEY 14 7DHR— M EBHICL TLEI L,
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FIPS LIS HEMM AR HBMEEOmMAA D 7O XATH 576, AD-SUPPORT H+77R!) ¥ —
EAIC L TR FERD AESSHA-THMAC St 9 1 T R— KN TEX 3L D ICT BHIIC, FIPSE
BEANHEHKLTHS, RHELIAM A4 Y A M—JLLTLEI W,

I # update-crypto-policies --set FIPS:AD-SUPPORT

Bugzilla:2057471

Heimdal 7 54 7~ M&. RHELOKDC IZ¥ L T PKINIT Zfff L C2—HY— %R T E AW

7 7 # ) b Tl&, Heimdal Kerberos 7 54 7 > M. Internet Key Exchange (IKE) IZ Modular
Exponential (MODP) Diffie-Hellman Group 2 Z &M L T. |dM 21— —® PKINIT 8RaEZ BB L £ 9
7272 L. RHEL 9 @ MIT Kerberos Distribution Center (KDC) (&, MODP Group 14 & & U 16 D & (XX it
LTWET,

L7=h"> T, Heimdal ¥ 4 77> b T krb5_get_init_creds: PREAUTH_FAILED =5 —H" %4 L.
RHEL MIT KDC T3 Key parameters not accepted " E4E L 7,

COEEEERET 5 ICIE, Heimdal 254 7>~ KA MODP Group 14 AL TWS 2 & &R L TL
EIW, 75472 NRETZ 74D libdefaults 77 > 3 ~ T pkinit_dh_min_bits /X5 X —% —%
1759 ICEREL ¥ 7,

[libdefaults]
pkinit_dh_min_bits = 1759

FDHER. Heimdal 754 7> bk, RHELMITKDC X9 % PKINIT ERIEREE252 T LE 9,
Jira:RHEL-4889

FIPSE—FDIdM &, MABD T 4 L X NEHSTEA ML I 57-D NTLMSSP 7O ka)L®
ERZYR—F LAV

FIPS E— KA'E%)74: Active Directory (AD) & Identity Management (IdM) & DB TR ABD 7 # L X b
FIDEFE %ML % &. New Technology LAN Manager Security Support Provider (NTLMSSP) E35EAY
FIPS ICHEHLL TWa Wz, KL E T, FIPSE— KD IdM &, FRIEEDFHITEICAD KX/ >V b
O—5—MFEAT 2 RCANTLM N\y Y 25 ZIFANEE A,

Jira:RHEL-1215411]

FIPS E— KT IdM Vault E5{tE L TESEICKHT 5

FIPS E— RA'EMAIHEIZ. OpenSSL RSA-PKCSWIS XT 1 Y JEESENTOv VI hFE T, TDE
R. BEFIIM A PKCSVE NT 1 VT A FERALTEY Y3 v F—%2 NSV RR—NIBFETI Y 7T
%78, Identity Management (IdM) Vault A’IE L < #EEL T H A,

Jira:RHEL-12143!1]

SIDDHEWA—HY—F, 7y T —RgICIAMICOY A v TELRW

IdM L 7)) A% RHEL 9.2 IC7 v 74 L — K L7%. IdM Kerberos Distribution Center (KDC) &, 7 7
DY MItEF ) T4 —FHBIF (SID) BEIY HT 5 TLWAWI—H —|C Ticket-Granting Ticket
(TCT) ZRITTIRVWHZENDHY ET, TOHER, 21— —IFBFDOT7AV Y MIOTA Y TEALR
YEd,

COMEALDOET SICIE. PAROY—RDBDIAM L 7Y ATIAMEBEEBE S L TROOYT Y RAET
LTSIDEERLET,
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BNE BEANORE

I # ipa config-mod --enable-sid --add-sids

ZTO®REI—YF—HIOTAM U TERVWIEEIL DirectoryServer DTS —AJAFHRTLLEIN, 1—
HF—DPOSIXIDZEZH3LIICIDEHZFETINELHIIGELNHYET,

FHHE., FLyIR=—ADY Y 21— 3 V5% When upgrading to RHELY, IDM users are not able to
login anymore ZZMR L T XL,

Jira:RHELPLAN-157939!]

RXAYSIDDA—HUcLY., BoLEIAMA—HF—AOS4 v eXhVWiTitElsrH S

ipa migrate-ds 2 7Y 7 hEFRALTIAM F7O4 XY M SRIOTFFOA4 XY M- —%71Td
356, TOI—HY—OLURIOEFx 1) T 1 —FH5F (SID) ICIFIRED IAMIRIED K X 4 > SID AR
e, A—H—DNIIMY—EREZFEATIEICEEIRET SAEMEIHY FT, LEXIE ThHd
A—H—FKkinit 1—F 1 )71 —%FEMALTKerberos F7 v NERBTEXETHA, OV VTEEYR
ho COREZLORT BICIE. FL v IR—ZXDEEE Migrated |dM users unable to log in due to
mismatching domain SIDs 258 L T 7ZI W,

Jira:RHELPLAN-109613[!]

a1—H— PAC 4R T 5Ly 1 FICEBEN BV, MIT krb5 21— —(X AD TGT D
MBICKEY B

MIT krb5 1.20 LARED /Xy r —I Tldk, T 7 4L N TETRTD Kerberos F4 v MMISMERBMEIIEAE
(PAC) "EFEFNTWE T, MIT Kerberos Distribution Center (KDC) (&, PAC TKDC Fx v /¥ L%4k
MY ZDIFRATEIREBHAESILY M TERBIRLET., ChIFRE. RFC8009 TEHINT
W3 AES HMAC-SHA2 B§ St 4 4 7T, 7272 L. Active Directory (AD) IdZ D RFC 2#H#R—FML T
WEHA, TORER, AD-MITVORLILARETIE, MITKDCICL > TEKRIN/ZI/ ORIV A
TGT ICEBMDRWKDC F v I L9414 THPACIZEEFNTWS/H, MIT krb5 2 —H'—|& AD
F4oy hRAFT Y b (TCT) EMBTET XA,

ZORE%EEY %I, /var/kerberos/krb5kdc/kdc.confERE T 7 1 LD [realms] £2 >3~ T
MIT LJL LD disable_pac /N5 X —% —7% true ICEREL T, ZDHER. MITKDC I PACZLTF
Ty baERLET, i, ADDKRBLAF Ty VY LMRIEEE AT Y L. MITkrb5 21— —4°
ADTGT ZESTEX 22 & 2RBK LT,

Bugzilla:2016312

Idap_id_use_start tis+ 7> a > DT 7 4 MR FRAT ZI5EDFBENLY RS

IDILy 27y FICTLS #EAE$IC Idap:// AT 2 &, BRI MLDY R IDE L ZH8EELH
YEF, FFIC, PEE MITM) KB, REED, & ZE LDAPRETRINAA TV D
UD F/4IFGIDAZEEFTEZIEILEL>TA—HY—ICRYTET I EETREICT ZRIEEMENHY £,

RTE. TLS %5@%l9 % SSSD 2 E4 7> 3 v Idap_id_use_start_tls |&. 77 # )L kT false ICERE X
nNTVWEYd, By N7y THEHETEZRIETEMFELTVWS I &2 L. id_provider = Idap ICHES
EINTVWARWBEEZFERALTERENE DI N EHIETL T XV, EiC: id_provider = ad & & O
id_provider = ipa i, SASL 8L U GSSAPI ICL > THREINALESILEREZFERT 220, EE2%
FEHA.

ESIEINTUVWAWVEEAERET 32 ENLLTIERWGAIL. /etc/sssd/sssd.conf 7 7 1 )L T
Idap_id_use_start tis4 7> 3> % true ICEREL T TLS #3&%I L& 9., 77 4L b DEMEIE. RHEL
DFEDN ) —ATEEINDFETT,

Jira:RHELPLAN-155168[1
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RHEL 8.6 LLEI CHIHA{L X /= FIPSETE— KD IdMTF704 X~ MCFIPS E— K® RHEL9 L
T h%&EBINT % EKMT B

FIPS140-3 AD#EMA B E LI=T 7 4#J)L D RHEL 9 FIPS BE=21b7RY) & —Tl&. RFC3961 D&%
vaV5ITEREINTWVWS AESHMAC-SHAIEESIEY 1 7O —REBBDFEAIHFIINTVWEHE
Ao

ZDHEIIIE, BHWDHY—/N—HRHEL8.6 Y AT ALHEIICA YA M—JILEINTWS FIPS E— KD RHEL
8 IdM IREEIC, FIPS E— K@ RHEL 9 Identity Management (IdM) L 7’ A1 %3BINT 2B DEE &Y
¥9., Ihid. AESHMAC-SHAIBESEY 14 7% —fZMICER L. AESHMAC-SHA2 BES1E4 1 7%
A LA, RHEL9 ELETD RHEL /N—S 3 Y ORICHBORESIEY 1 THRWEHTT,

H—N—TROATY REANTBE, AMTRY—F—DEBLY M TARRTEXZT,
I # kadmin.local getprinc K/M | grep -E '""Key:'
COBBEALDOET 5I121E. RHELO L 7)) AT AESHMAC-SHAI OfEREE=B®ICLE T,

I update-crypto-policies --set FIPS:AD-SUPPORT

WARNING
C DELERIE FIPS #ERUER T ZAREEADHY T,

FOHER., RHELOL 7Y ADIMF7AOA4 XY hADEBMAELLLETLET,

RHEL 7 8 £ ' RHEL 8 #—/N\— ET/R¥%E L T % AES HMAC-SHA2 B 51t Kerberos ¥ —% 43 %
FIEERE T IEEN/EITHFTHDIEITERELTLEIL, ZhIZ&Y, RHELO9 L 7)) ATFIPS
140-3 EWMAERINE T, 7 L. Kerberos F—ESILDREHICELY., BEEOF—%FDESIELY 1
TILEBMT DI ENTERV D, COTOEARERZLICIEAEEINEFEA, B—DAEIE, 21—
P—ICNN AT —ROE#FH%EKRDHBZETT,

Jira:RHEL-4888

SSSD & DNS &&= #tNIc &84 5

LIATIE. DNS AE L K FEINTULARWEE, SSSD (& DNS ZDEFZDORADAIT TEICKBL T W
Flr, COMELEZLOET 270D, TOFHRTIEFLWATA—4—
dns_resolver_use_search_list "2t X 3, DNSHRERY XA MDFER%EHET % I

I&. dns_resolver_use_search_list = false #5%E L £ 9,

Bugzilla:1608496L']

EMS#&#HlIck Y. FIPSE— KTRHEL9.2+IdM Y —/N\—4A{@FAHL/A~RHEL7IdM 2 S4 7>
DAV MN—ILDEKBT B

TLS Extended Master Secret (EMS) #L5R#EEE (RFC 7627) I&. FIPS SIGMD RHEL 9.2 LAED >~ X 7 L
TODTLS 12 EBICHAILRY E Lz, THIEFIPS-140-3 BHICERLTWET, L7 L. RHEL79

LRI CH AABE/R openssl /N\—Y 3 VIFEMS 2 R— ML TWEHA, TOMRER, RHELO.2 LIET

EITINTWSB FIPS FHIE®D IdM H—/8—(Z RHEL 7 Identity Management (IdM) 2 54 7> b &4 Y R
P—ILTBERBMLET,

M IS4 T haA VA MN=ILTBRICKRARNERHELSICT7 Y 74 L — RKRTERWESIE. FIPS
ES1EAR) > —ITATNO-ENFORCE-EMS 4+ 77R!) ¥ —%®EA L T, RHEL9 Y —/N\—T® EMS {#
FAOEHAYIMRTDIECRBABRLET,

I # update-crypto-policies --set FIPS:NO-ENFORCE-EMS
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CDHIRIZFIPS140-3 BHICR T D EISERELTLEIWN, ZOHRE, EMS #FEARA LAWTLS1.2
BHABILTCZIANDZIENTE, RHEL7IAM 254 7Y hDA VA M—IVIERIIL T,

Jira:RHEL-4955

nsslapd-numlisteners BHED 2 & Y KX \WFH. Directory Server kT %

nsslapd-numlisteners B {ED 2 & Y KX WIEE, Directory Server (&, ZIFANELT 74 ILEBRFT
Bk, Dy AV LTW3 770 )i Fa2FAL2BEaIHYET, TOFER, LIESTBRLE,
Directory Server [d—EDR— M TDY) v AV %EIEL, BENMRELET,

ZDOMEAOEY % ICIE. nsslapd-numlisteners BIEEA 1 ICEREL T,

Jira:RHEL-17178l1]

NR2727 8y 7

RHELO AD7 v 77 L — K#IC VNC ARITIhTLWARW

RHEL8 ™5 RHELOICT7wy UL — R L7A#%, LENCARMICIhTWEELTHE, VNC H—1— (i
BlKBLET,

COBBEELOEYT 5ICI1E,. Y RTLDT Y T L— RRIC vneserver F—EX &= FEITHEMICL T,
I # systemctl enable --now vncserver@:port-number

ZOFER. VNCHABERMICAY, PRATLNRET 2-CICHFESYICERLET,
Bugzilla:2060308

User Creation BIHIAGE L &L

574 AN A—H—A V9 —T A A% FEHLTRHEL %241 Y A h—JL B &, User Creation DIE
E’RELRLBRYET, ZOLO, A VAMN—ILHICA—Y—%ERTE2ONREETT,

COBBEADOET ZICE. UTFTOV ) a—vavonwsgnsraEELTCA—F—%2ERLET,
o WCE—RTAYVRAM=IWEEITL,. INCOA VY RODYA XEZELET,

o AYAM—LTOCRDETHRICA—F—%FEHRLZET,
Jira:RHEL-11924!]

WebKitGTK 2 IBM Z T Web R—J DRRFICEKKT 5

WebKitGTKWeb 750 —T oI ViE, IBMZ7—F%5F 9 F vy —TCWebR—VERRLLDIET D E
KBMLET, Web R—VIFEHDFEFE T, WebKitGTK 7O AN FHE TR T LE T,

TR, WebKitGTK ZFARAL TWeb R—=VAERRTBT7 TNV I—2 3 VDRDE D BREEEDHEEE
FHTEARLLRY ET,

® FEvolution X—=ILO A4 7k

e GNOMEAX Y ZA VYT ho Vb

JL ==
X AE

=]l

e GNOMEANIVT T Hr—ay
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Jira:RHEL-4157

NB.ITSTA4VvIAVITISZANT I F v —

NVIDIA K54 /X—5% X.org ICRRZ AR D D B

BEDRETTIX, 7OTS14 T4 ) —NVIDIA RS54 N—[E Wayland T4 2 7L 4 70 f 3L EEW
ICL. Xorg T4 RAFLA Y —NR—ILRYE T,

e NVIDIA RSA N—D/IN—3 U470 KEDIBS.
o VRAFLMNNATY Y RTS T4 v I REFEATEZSY TNy TDHE,
o WMELNVIDIA RSAN—FTavaEMILTWERWES,

F72. Wayland IZBEICR>TWETAHA, NVIDIA RS A NX—D/N—T 3 VA 510 KFEDHZEICIE. T
A9 My Ty avIETI74IL MNT Xorg ZFEALE T,

Jira:RHELPLAN-119001["]

+4 54 FiE. NVIDIA ® Wayland TRFIFTZX AW

Y2FLTHREADNVIDIA RS 4 N—HEMICAR>TWDIEBE., GNOME D F4 FS4 b+ #EEi
Wayland v ¥ 3 v CIRMEFATE A, NVIDIA K51 /3—if, B1E Night Light £ K— k LTW
EtA.

Jira:RHELPLAN-119852L[1]

Wayland Tl X.orgf&&E1—7T 1 Y71 —DEELARWV

EEERIET B7DD XorgI—FT 4 )T 14 —Id. Waylandzvy > 3 v TIIHEELEFEA, &
IC. xrandr 1—7 4 ) 74 — i3, LI, BRE, OEx. BLLATIMNOTTIO—FHRELD
&, Wayland TIZHEEEL FH A

Jira:RHELPLAN-12104911]

11.14. RED HAT ENTERPRISE LINUX ¥ X7 A 0—Jb

firewalld.service 5% X 7 IhTW 354, firewall RHEL > X F AO0—JLDOFERIZLKT B

RHEL ¥ R 5 A _E T firewalld.service 5’ ¥ X 7 SN TW3BIFE, firewall RHEL ¥ 257 A0—)LIT KK
LET, ZOFMBEAELONET 5 ICIL. firewalld.service DY RV 5L E T,

I systemctl unmask firewalld.service

Bugzilla:2123859

BELTCYRATLAEERTELRWV

rhc_environment ICIRIBEZA2IEET S &, rthe VAT ALAO—ILIEY AT LDEGFICKEBL 9, EHEEEK
E LT, BEHREFICRERORDYICRIEID Z#FAL XY,

Jira:RHEL-1172

11.15. R84k
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https 7= 1X sshiBRATORIEYS VDA VA M—IVICKHT 3158053

IR7E. virtinstall 2—5 1 V) 7 4 —I&, https £/l sshEHEAENLTISO Y —ZADNST A MARL —
TAVIVRATL(OS)EAVAM=ILLEDETHEERKRLET, /& AIE, virt-install--
cdromhttps://example/path/to/image.iso ZfEA L £9, REY V2 EKT 50 YIS, LR DEE
I internal error: process exited while connecting to monitor &\ 5 X v £—IARRINTFHE
THRTLET,

E#kIC. https F 7213 ssh URL, % % L\ i& Download OS ##gt % L 72354, RHELOWeb OV Y —
WEFBRALETANERL—FT A VI RATLDA VA M—ILHKK L. Unknown driver 'https' T
S—HIRRINET,

OB EEEY 51, KR MIC gemu-kvm-block-curl & & U' gemu-kvm-block-ssh % 1 >~ 2 k —
IWLT, https B&Wssh 7O RNINDHR—MEBMLET, BOEHKTOMILEREROA >
A=Y —R%EEATEIEETEIEY,

Bugzilla:2014229

{k38< < >~ T NVIDIA R4 /X—%{EHY % & Wayland H*#EIC 5

WE. NVIDIA RS A4 /N—lEWayland 7571 Ay a vy EERENHY FHA, ThITLY,
NVIDIA RS A N—%FRAT 2 RHEL YA A RL—F 1 VTP R T LI, Wayland % BEIBICEMIC
L. fbYICXorgtzy Y avaHmdiddEd, CNEFEEICLTOYF)AFTELET,

e NVIDIAGPU F/834 R % RHEL IRFEEX > VIETHE

e NVIDIAVGPU It T /84 A% RHEL R~V > VICE|Y YT BRIEE
Jira:RHELPLAN-117234[1

Milan {R38~< > > @D CPU ¥ 14 7. AMD Milan Y AT ATCHIHATXRWZ EAH S

—EBD AMD Milan ¥ 2 7 A TlE. Enhanced REP MOVSB (erms) & & Uf Fast Short REP MOVSB
(fsrm) #EET S U DT 7 2 )L N TBIOS TEMICA>TWEY, LAN>T. MilanCPU % A FiE, &
NODYRTLTHEATERVWHEELGHY FT, I 51T, #MET S VRENERS Milan KA MEOD
RIS VDSATIATL—2a N RRT B2HEEIrHY ET, ChOoDOBBEALDRY 5ICIE, K
A MDBIOS Terms 8LV fsrm #FEITEMICL T,

Bugzilla:207776711

TTAIWVA—NN—BEDH S hostdev, V¥ —T A RIE. Ry VTV TFSTINEEICKY
NTSTTBERITELRN

TIAINF—/IN—RED hostdev XY hT—0 A V5 —T 24 AERTHDORET TV (VM) H 5B
L7ctg, RE AVI—T2A RZRALCETHOVM ICBERKTHI LTI IEA,

Jira:RHEL-7337

TJTANA—N—VFEFALEVMODOAE—#BDSA1A T4 7L —>arvhkimd s

RTE. VM DMRIEEBE (VF) 7 = A VA —N—EEDNBMICA > TVWET /NS R &2FEA L TV SI545.
ETHRORETS Y (VM) DOAE—ERBTORTIFIBLET, COMEALOET 2ICIE. JE—ED
BirTldal, EEOBRTYM TEERLET,

Jira:RHEL-7335

FATRATL—a VKR AMRY M7= VF & VM IC ping TERW
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BREFHDIREMEE (VF) TREYY Y REESR-IOVY 7 bz 75 FRTRRETI VRE) DA
TIATL—vavaFI Ba, RETYYORY NT—2 @G OF/NAL RITRRTINT, ping 2 &
DAY RTIREI IV VICBEETEFHA, 727 L. BITHKRT T2, BBARERELRSAQAYET,
Jira:RHEL-7336

AVX Z#EICT B &, REVIUNBEITE AL LS

Advanced Vector Extensions (AVX) ZH%R— M9 2% CPU ZfEAT 2K MY VT, IR7E. AVX =8
THICEMICLTVM ZRBEILED ETHERML. KDYICVM TH—RILRZy IDBRELZET,

Bugzilla:2005173!"]

XYBRNT—D4 29 —T A ADY v FEIC Windows VM B IP 7 KL ZOWBICKHT 3

XYRNT—=DA V=T x4 ZADBEEFY) £y FEIC. Windows RIEEY U UHIP 7 KL ZADEVEICKER
TE5IELPHYFET, TOER, VMIERY M7=V ICERTEEHA, CORBEEEET 5ICI1E,
Windows T/NA AR R =V ¥ —TRY ND—O9FHTH—RSAN—BEPICLTHOSBEAMICLE
E

Jira:RHEL-11366

vCPU &#7Kky M54 L7=1%. Windows Server 2016 VM A'8i{ff &1t 3252 & h'H 3

IRTE. Windows Server 2016 XA hA XL —F 4 VIV AT ATRITHDRET > > (VM) IZ vCPU %
AYHETZE, VMDA FHETKRT LAY, BRELACARSKY, BREELALYTIA4E, IFIFEAR
BEN’FEET ZHEELGHY X7,

Bugzilla:1915715

ZBDOX1—%FHATHE. REYI U TREIRETDIIELDHS

{R#8 Trusted Platform Module (VTPM) 7 /34 DB/ T, TILFF 21— virtio-net #HEAS 250 % B A
2F1—%FATEILDICEEINTWVWREHE. REYIY (VM) BERRT DI EDHY £,

ZOREEIX, vVIPM TS ZDFHEIBRABRERTHRELF T, vIPM F/31 RUICIE, AWTWB 7 71 JLEE
BFORREBUCETZN—RA—TFT 1 VI INEEHRBRIHYET, FILLWFa2—TEILEHDT7 71
SR FHAREIND =D, RED VIPM IR ZB A T VM BRI ZRREEIHY £ 7,
COBBEAOET ZICIE. RO2DDFToavonwThsraBRLET,

o VIPMTNA R=EBMODFEFICLETH, FRHTSZF2—IE250KBICLET,

o 250 AHBADFa—AFHTBICIE. VIPM TN R EEpICLF T,
Jira:RHEL-13335!']

NVIDIA/RRZIV—FNA R %&@A VM TCORTRIZ—Avt—,
RHELO2 LIEDARL —F 4 VIV AT LEEEH L Intel RA MYV EFRALTWSIHE, /VNRA R

JL—NVDIAGPU F/N1 R &HATRIET S Y (VM) T, RIS —XA v E—IUDEHICEHEINZE
ER

I Spurious APIC interrupt (vector OxFF) on CPU#2, should never happen.

72720, TOIS—AvtE—J1F VM OBEEICITHE LRV, EBRELTHFVWEHA, FH
£, RedHat 7L vwIR—2 LB LTLEIWV,
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Bugzilla:2149989!']

AMD EPYC CPU ### L /=R X b T v2v ZE#12 I —EB D Windows 4 X b ANEENIC KT 5

virt-v2v 1—5 4 ) 574 —%{FH L T. Windows 11 7zl% Windows Server 2022 #4552 h OS & L T{#
A 2REYTY Y (VM) 2T L%, IBRE VM IGRBEICKKLET, Thik, AMDEPYC Y ) —X
CPUAEHTBRAMNTRELET,

Bugzilla:2168082!']

RAMNCOVSH—EREZHBEEBT S, ZTHOVMTRY h7—2&ENXTOvIEND
ZEDHD

R R N T OpenvSwitch (OVS)  —ERABEEIX/IFITv>a1d5bE, TORAMNTEITIATY
Ry (VM) IERY NT—0F N\ AOREEZLOERTETEHA. TOFER, RET U7y
NaERICZETEIRRITREENHY £,

ZOREE, virtio Ry NT—0V 2% v U TEMINT virtqueue XX EERT 2 AT LDIHICFHE
LE9.

COREBEEEEY B ICId, virtio *Y M7 —20 7 /N1 REEH T packed=off /X5 X —4 —%{FRHL T,
E#EI N7z virtqueue ZEMICL £ 9, EMEI N/ virtqueue ZEMICT 2 &, WRICE> T, RV
N7—0FN\A 2RORKEEZ RAM A LEETEET,

Jira:RHEL-333

IO E—RO VM BITORIEI KRBT ZIEDHD

RE<T>Y (VM) DIE—ROBITHFEIINEZE, ABLZER—FTICICBEINS & BT
Address already inuse DTS5 —CTXH T 2A5EMELHY £,

COREEZLOEYT 2ICIE. JE—ROBITZBRATIRICHRSEE 10MEFON BTOEEDKD
ICBIDR—MIUIYEZZET,

Jira:RHEL-7096

AMD EPYCCPU CTNUMA / — K<y EVIHAIEL <HEEL AW

QEMU &, AMDEPYCCPUMD NUMA / — R v EVJAELKAEBLERA, ThiCLY. NUMA
/—REREZFEAT2HBE. INHDCPUZFRDREBYI Y (VM) DIRNT 4 =TV RUICERZEN KRR
RN HY T, IHIC. VM ITEERFICUTOL I BREBEFEZRTLET,

sched: CPU #4's lic-sibling CPU #3 is not on the same node! [node: 1 != 0]. Ignoring dependency.
WARNING: CPU: 4 PID: 0 at arch/x86/kernel/smpboot.c:415 topology_sane.isra.0+0x6b/0x80

CORBEAOET BITIE. NUMA / — REREIC AMD EPYC CPU A B LAWT L 72X,
Bugzilla:2176010

VMBITHRDNFSEEICLLY., BTHAEBLTY—RAREBY>vOAT7Y Y THFKET D

WE. RETDY (VM) DBITHICNFS H—ERFEY—N"—D> vy KUV LEBE V—2R
VM @D QEMU (F, ET2BRELEEZIINFS Y —N—ICBEGTIFITEA. TOBER., BITICKK
L. YV=RVMTOAT7YVTIHHEBINET, IBE. FATERLOESEKIIHY FHA,

Bugzilla:2058982

PCle ATS 7/34 2 H Windows {k#8~< > >~ CEI{EL Z L
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Windows Z A R AR L —F 4 VI AT L% AL TREBYY Y (VM) D XML EEET PCle 7 KL X
MY —ER (ATS) TNNA ZAEZRELTH., YA MDRETS U DEEIRICATS T/84 A5HBMITL
FHA, ThiE. Windows AIRTE virtio 7/3f R ED ATS #HR— M L TWARWEHTT,

FHMlld. RedHat T Ly INR—2 ZBRLTLEIL,
Bugzilla:2073872

virsh blkiotune --weight A<~ KHIE L\ cgroup /O Y hO—S5—flARETEX RV

IR7E. virsh blkiotune --weight 1< > RZFRA L TVMweight #5%E L TH., HEFEHYVICHEELE
Th, 2OIAYY R cgroupl/OTY MA—=F—A 25— x4 X7 74JLICIE L\ io.bfg.weight
EZRETCITFE A, REFESATIHOEEEFIHY THA,

Bugzilla:1970830

NVIDIAAI6 GPU 2l L TRV > V#8535 &. KRR M GPUEMEAEIET BI56D°
Hd

IRTE. NVIDIAAI6E GPU NRRI)—FT /N1 A %=FRATRREITI V28T DE. RAMN Y ATALALED
NVIDIA A16 GPU #1385 /81 AW ENMEABIET BIEENHY F T,

COBBEEEY BITIE. N NN—=N(HF—%FiEE L. GPU 7/34 XD reset_method % bus 5%
ELET,

# echo bus > /sys/bus/pci/devices/<DEVICE-PCI-ADDRESS>/reset_method
# cat /sys/bus/pci/devices/<DEVICE-PCI-ADDRESS>/reset._method
bus

ML, RedHat 7Ly IR—ZMEEE 2#SBLTLLEIL,
Jira:RHEL-72121

FIFOR S a1a—5—%@A-RT{RIEY> U ABEBITE AW

[WE. VCPURT YV a—F— Il fifo iR EEZFERTE2EIICUTILIA L RNHREYYVERET S
ERETYUVERBEILEDELTERBELEFEA. KD VYIT, RFEY P VIC Guest has not
initialized the display (yet) W) TS —ARRINF T,

Jira:RHEL-2815[1

AML—YIT5—HBEET Windows RAEBY > U E LA B3 gEtED H S

Windows 72 RARL —F 4 VIV AT L% FERAT2REYS Y (VM) TR, /O BEIMEWVWE XITY
ATLADNBBELRCARBZZENMHYET, DL AIFE. ¥ AT ALlL viostor Reset to device,
\Device\RaidPort3, was issued T>—% 07 |CEEixL £ 9,

Jira:RHEL-1609!1]

RED PCl 7/31 A% $E# L 7= Windows 10 (RIEE~Y > VA BERICIKZ LA RB 2 EHH D

TE. Windows10 SR RARL—FT 14 VIV RTLEFERATZREYY Y (VM) &, O—AILT 4 RS
Ny 9 TV R%&{EZ T virtio-win-scsi PCl 7/ AR I VICTH v FINTWBIHE, E8HIC
ISE LR R38N HY £9, CORELZDE T 2ITIE. multi_queue 7 7> 3 V& HFMIC L TR
BY U vzEELET,

Jira:RHEL-1084!1]
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virtio-win K5 4 /X—R® virtio-win-guest-tool DIEEHEEENHERE L £\

IRTE. Virtio Balloon Driver 7& & @ virtio-win K5 4 /X—|Ixf L T virtio-win-guest-tool ® Repair 7~ ¥
VEERALTE. ORI VIR HDY FEA, TDEH, FIANRX—%5 XM ETHIBRLERIZE
A VA= TEEHA,

Jira:RHEL-1517L"]
AFEY—NRIL—VF NN, Rty FHBREI NI Windows N{RIE Y > A BREIHICFTHE T

RTIIDZEDHD

IRTE. Windows NT A RZARL —F 4 VTV RTFLEXE)—NIL—VFNA A& FRTLRET Y
(VM) OFEi2E A, DRIVER POWER STAT FAILURE 7)L—2 7YY=V I5—TkRT 2560 HY
F9,

Jira:RHEL-935[']
Xy h7—27AfFHEWREET Windows 11 £7=1& Windows Server 2022 {r38~v > v 48179

LRI B EDDHD

Windows Server 2022 F7zi& Windows T 25 XA A RL —F 4 VIV AT LE LTHERAT SREYY
(WM ESATIATL—>3 VT 3580 2y M7=V Yy VORICLEHEEZTDE,
A=y avdRELaiaoky, FHEITRT LAY TR DY ET,

Jira:RHEL-2316l1

—ROREY Y UBITOBRNKNT 25560H S

BE. REYYYOIE—#ROBITEERITTZEXIC. BITORECOVER 7z —XTFOFxy—Xk v k
T—OIIBENRETEE, RETI UGB LA ARY, BIT2BRATIACAYEY, KbV I,
recovery AX Y RIFRDIS—%KRRLET,

I error: Requested operation is not valid: QEMU reports migration is still running
Jira:RHEL-7115

virtio /N)L—Y KRS A4 /83— Windows 10 R8> V CEMEL Wi S5HH B

BEDOIRR T T, virtio-balloon KRS 4 /A—H Windows 10 52 RARL —F 4 VIV AT LEEHT
ZREYY (VM) LETELKEELEEA, TORR., TOLIRRBEIIVIEEIVETONEEAE
) —%RMICFER TSRV, HY 7,

Jira:RHEL-12118

Windows R8> VD virtio 77 AWV AT LADINT A —< Y AFRBETIEAHW

WE. Windows A MARL =T 4 VIV RT L%ERAT2REYY Y (VM) £ Tvirtio 771 ILY X
T L (virtiofs) BNEEEINTWBIGE. REY S VHD virtiofs D/NT7 #—< >V &, Linux 5 R & &
AYT2REYY VY EYEKRIBIETLETD,

Jira:RHEL-121211]

Windows RIET S VYDA ML —JFNA ZADHRY VNPV TS THRKKT B alpetEnH B

Windows XA AR —FT 4 VTV AT L%ZFERAT2REYY Y (VM) T, RETY VOERITHICRA b
L—=UFNA REHIBRTDE (TNAADKRY N7V TS T7EEMIEND), KRBT 2557 HYET,
TR, APL—UFNARBRBI D VICTI Y FINLEFRICRY, TARIIRZ—Vv—H—
EANGE LR ARZABEELIHY £,
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Jira:RHEL-869

CPU % Windows (RIEEY > VIR y NS5 792V AT LAEELNFEE T ZalEMELH S

Huge Page N"EIC/AR > T W% Windows (RIEXY ¥ VICRARED CPU ARy N TS5 3%&. b
ARV—=FTA VIV RTLDNRD Stop T5— TY v a1 2508 HYET,

I PROCESSOR_START_TIMEOUT

Jira:RHEL-1220

Windows {R38~ > > @D virtio K54 N—OEFH KM T S 066 H 5

Windows {R1E~< > > (VM) T KVM #{RA81L (virtio) RS A N—%2FHT D&, BFHICLIYUTT AL
ELRKRY, FILLKA VRN —ILINEERTAN—DEBZINGWTREELIHY FT., OBE
(&, virtio-win.iso 7 7 1 JL(O—ER T % virtio-win-guest-tools /Ny r—I N6 A4 VXA =)L L

T, virtio RSAN—ZBHTIEICKELZE T,

COR@EEEEY 5 1ZI1E, Windows Device Manager %z & L T virtio NS4 N—%2BH L F 7,

Jira:RHEL-574[]

11.16. 7 57 FIRIE®D RHEL

Nutanix AHV CLVM 2§92 RHELO{REY > YD/ O— 2 &I IEEtd % &,
IW—BMUADNR—F 4 aDRRINELLCAS

Nutanix AHV /N /IX—=/RA HF—% KA NEFTBRETS Y (VM) TRHELO XA MARL—F 4 VT
AT LERTTEHE. ATy Toavy MhASVMEETTZ2DVMAEIO—-—V9 58, R KD RE
R 1—LBEB (VM) ZFEALTWRIEEIEVMADI L —MN—F 4 > a VEBERIEZIENH
VEY, IhICLY, LTOMEIREELET,

o XFyTFray hhoREYIVEETTZE, REYIVEBEITET. BRAE—NICAY
9,

o J/O—VERMEMLTERLAEREYY VBB TET. BRE—FNICAYET,
INODMBELOET ZICIE. RETYVORBE—RTUTAITVWET,
1L LUFDLVM Y 27 LT N4 X7 74 )L %HIER L % 9: rm/etc/lvm/devices/system.devices
2. LVM 731 RE&E %= BYERK L £ §: vgimportdevices -a
3 REBYYvEBEREELIT,
IhiCEY, 70— VMEERIBETINLCVM ZELSESTEEY,

Tk, BEIPRELAVEDICTRICIE. VMO O—VAERHRT 5R]. £2IEVMOR Ty S
vay NEERT BRI, ROFIEEERTLET,

1. /etc/lvm/lvm.conf 7 7 1 JL® use_devicesfile=01{TOIX Y &AL F 9
2. REY U EBEREILET,
Bugzilla:2059545(]

ESXiCRHELO A N2 HRITAXTDE, XY NITI—VDRBEIRET B EDH D
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BNE BEANORE

IRTE. VMware ESXiNA IRN—NNAHF—TDRHELO T A MNARL—FT A VIV RATLDARIIA X

l&. NetworkManager ¥ —7 7 A L TIRIELKHEEL F A, TORR. TAMDEZDLIBF—T 7
AIWVEFERALTWREHEE, P7RLAPT—R NI A REDRY NT—VBRENELL RS RYET,
S EhERIE. VMware T Ly UNR—=2 ZSRLTLKEIW,

Bugzilla:2037657!!]

cloud-initic&»T7AOEY a=—v4JXh, NFSV3AaVIVMIV NY—TCHREINEEZBAE.
Azure CRHEL 1 Y R4 VA EE LW

RE. REYY D cloud-initY —Lic&k>T7OEYa=-vi3hn, RESYY VDT RANAERL —
FA VT RATAT lete/fstab 7 7 A ILICNFSVI YO Y RIT Y NY —DH BIEE. Microsoft Azure 2
SURTSYy NI+ —ATRHELIREYY VY OREEICKBLET,

Bugzilla:2081114L']

VMware 8 A F®D RHEL {RIEE~Y >V CTHNIP 2R ETEHWL

IRE. VMware KA NCTRHEL 2RIV VDT RAMNARL—F A VT RATFLE LTHERT S L,
DatasourceOVF #fEIdIF L<#EEL F B A. 2L Y., cloud-init2—F7 4 V574 —%2FEHALT. R
IV UDRY NT—UAEFBENIPICKREL., REYYVAEBREETZE, REYVYORY NTD—7
NDHCP ICEBEINET,

CORBEAELOET DICIE. VMware DF Ly IOR—2 A#SBLTLIEIL,

Jira:RHEL-12122

kmemleak = 7> 3 Y HAEMIC A > TWB &, KBEREFREYY VBT /NRy Jh—XI Cied
TIXIRWIZEIDH D

RHELOREBVY Y VAT Ny T H—RILTRIALLD &ET D&, ¥ Vv hH—XIH kmemleak=on 3%
EHEALTWRIEES, ROIS—CEINKRRTEIENHYET,

Cannot open access to console, the root account is locked.
See sulogin(8) man page for more details.

Press Enter to continue.
COBBIFEIL, 7= o=V RAILEZLL DBEEEZEY T REERREY VICHELET,

COBBEALDOET 3IC1E,. ¥V ED lete/istab 7 7 1 IV EfRE L. BIMDY A LTI MNA T avk
/boot B LU /bootlefi ¥ NRA Y MZEMLET, ULTFICHARLE T,

UUID=e43ead51-b364-419e-92fc-b1f363f19e49 /boot xfs defaults,x-systemd.device-timeout=600,x-
systemd.mount-timeout=600 0 0

UUID=7B77-95E7 /boot/efi vfat defaults,uid=0,gid=0,umask=077,shorthame=winnt,x-systemd.device-
timeout=600,x-systemd.mount-timeout=600 0 2

Jira:RHELDOCS-16979l1]

N17. 4 R"— M

IBM Power Systems (Little Endian) T sos report %R 5 & 91 LTV T3
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A F 2IET D CPU %328 L /= IBM Power Systems (Little Endian) T sos report 1< > K &R
% &. Isys/devices/system/cpu T4 L7 N —DERZIV TV ERET B0 Oy -7
TA VT I7ANIDIA LTI RNTHZ300MIGELET, EERE LT, ThITHELCTTS 74
YDIALT I N EEPLET,

e TERY DREDZEIF. REeETLET,
I # sos report -k processor.timeout=1800

o KEHMARZERE%E1T ICIE. /etc/sos/sos.conf 7 7 1 )LD [plugin_options] 7 < 3 >~ % iRE
LE9.

[plugin_options]

# Specify any plugin options and their values here. These options take the form
# plugin_name.option_name = value

#rpm.rpmva = off

processor.timeout = 1800

EDOFIL 1800 ICREINTWVWET, BEDIA LTI MEIZ. BEDV AT ALAICKELIKEFELET,
TSTAVDIALTI NEBYICKRET ZICIE. ROAT Y REEIFTLT, Y1 LF7 282 LTID
DTSTAVERET BEDICHERERERNICREBL I ENTIET,

I # time sos report -0 processor -k processor.timeout=0 --batch --build

Bugzilla:1869561L!]

1N18. AV 57+ —

HWIAYTFF—A A—IJRNTsystemd 2RT9 S EEELAW
HWIA VT F—A A= (ffl:centos:7) Tsystemd T L CEIELEH A,

$ podman run --rm -ti centos:7 /usr/lib/systemd/systemd
Storing signatures
Failed to mount cgroup at /sys/fs/cgroup/systemd: Operation not permitted

COMEEZET BICIE. UToaY Y R&2ERLEY,

# mkdir /sys/fs/cgroup/systemd

# mount none -t cgroup -0 none,name=systemd /sys/fs/cgroup/systemd

# podman run --runtime /usr/bin/crun --annotation=run.oci.systemd.force_cgroup_v1=/sys/fs/cgroup -
-rm -ti centos:7 /ustr/lib/systemd/systemd

Jira:RHELPLAN-96940!!]
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MEA A VR—F Y MplOF Ty MR b

SEDHIT, Bugzila BLPIRAFTIY hDYRMNEZDRFa XY MIE&HLET, YV I%D
Vw09 FryMODWTEHRBALEZIDORFIAY MDY )—R/—MNIT7IEATEET,

aAVIR—V b Fhryk

389-ds-base Bugzilla:2188627, Bugzilla:1987471. Bugzilla:2149025, Bugzilla:216633
2. Bugzilla:2189946. Bugzilla:2189954, Bugzilla:1975930, Bugzilla:19
74242, Bugzilla:i1759941, Bugzilla:2053204, Bugzilla:2116948, Bugzill
a:2179278. Bugzilla:2189717. Bugzilla:2170494, Bugzilla:2098236. Ji
ra:RHEL-17178

NetworkManager Bugzilla:2176137. Bugzilla:2161915, Bugzilla:2151986, Bugzilla:2190375
. Bugzilla:2069001, Bugzilla:2069004, Bugzilla:2148684, Bugzilla:21
58328, Bugzilla:2180966. Bugzilla:2151040. Bugzilla:1894877

Jy)y—xR/—» Jira:RHELDOCS-16861, Jira:RHELDOCS-16760. Jira:RHELDOCS-
16756, Jira:RHELDOCS-16612, Jira:RHELDOCS-
17102, Jira:RHELDOCS-16979

anaconda Bugzilla:2171811,  Bugzilla:2164819, Bugzilla:2177219, Bugzilla:2157921,
Bugzilla:2065754, Bugzilla:2107346. Bugzilla:2127473. Bugzilla:20501
40, Bugzilla:1877697, Jira:RHEL-4707. Jira:RHEL-
4711, Bugzilla:1997832, Jira:RHEL-
4741, Bugzilla:2115783. Jira:RHEL-
4762, Bugzilla:2163497. Jira:RHEL-4737

ansible-freeipa Bugzilla:2175767. Bugzilla:2127903. Bugzilla:2127907
audit Jira:RHELPLAN-161087

bacula Jira:RHEL-6856

bind Bugzilla:1984982

cloud-init Bugzilla:2118235, Bugzilla:2172341, Jira:RHEL-12122
cockpit Bugzilla:2203361

cockpit-appstream Bugzilla:2030836

cockpit-machines Bugzilla:2173584

crash Bugzilla:2170283

createrepo_c Bugzilla:2056318

crypto-policies Bugzilla:2216257. Bugzilla:2193324, Jira:RHEL-591, Bugzilla:2225222
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cups-filters

cyrus-sasl

debugedit

device-mapper-multipath

device-mapper-persistent-

data

dnf

dnf-plugins-core

edk2

elfutils

fapolicyd

fence-agents

fuse3

gcc

gcc-toolset-13

gcc-toolset-13-annobin

gcc-toolset-13-binutils

gcc-toolset-13-gcc

gcc-toolset-13-gdb

gfs2-utils

gimp

glibc
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Bugzilla:2229784

Bugzilla:1995600

Bugzilla:2177302

Jira:RHEL-782, Bugzilla:2164869, Bugzilla:2033080, Bugzilla:2011699,
Bugzilla:1926147

Bugzilla:2175198

Bugzilla:2124793, Bugzilla:2212262. Bugzilla:2073510

Bugzilla:2157844, Bugzilla:2134638. Bugzilla:2203100

Bugzilla:1935497

Bugzilla:2182061. Bugzilla:2182059

JiraRHEL-624. Jira:RHEL-622, Jira:RHEL-
817, Bugzilla:2054740. Jira:RHEL-520

Bugzilla:2187327

Bugzilla:2188182

Bugzilla:2193180. Bugzilla:2168204. Bugzilla:2208908

Bugzilla:2171919

Bugzilla:2171923

Bugzilla:2171926

Bugzilla:2172093

Bugzilla:2172096

Bugzilla:2170017

Bugzilla:2047161

Bugzilla:2169978, Bugzilla:2213907. Bugzilla:2177235



A AV R—X Y FAIDF Ty RY R b

AVKR—FV b FTy b

gnupg2 Bugzilla:2073567, Bugzilla:2070722

gnutls Bugzilla:2157953, Bugzilla:2108532

golang Bugzilla:2185259, Bugzilla:2111072, Bugzilla:2092016

grafana Bugzilla:2193018, Bugzilla:2190025

grub2 Bugzilla:2184069

gssproxy Bugzilla:2181465

gtk3 Jira:RHEL-11924

httpd Bugzilla:2184403, Bugzilla:2173295

ipa Bugzilla:2196426, Bugzilla:2165880. Bugzilla:2229712, Bugzilla:22278

31, Bugzilla:2084180. Bugzilla:2084166, Bugzilla:2069202, Bugzilla:2
094673, Bugzilla:2057471, Jira:RHEL-12154, Jira:RHEL-
12143, Jira:RHEL-4955

iproute Jira:RHEL-428

java-17-openjdk Bugzilla:2186647

jmc-core Bugzilla:1980981

kdump-anaconda-addon Jira:RHEL-11196

kernel Bugzilla:1898184, Bugzilla:2177180, Bugzilla:2144528, Bugzilla:2210263,

Bugzilla:2180124, Bugzilla:2192730, Bugzilla:2178741, Bugzilla:2195986,
Bugzilla:2208365, Bugzilla:2187856, Bugzilla:2192722, Bugzilla:2171093,
Bugzilla:2189292, Bugzilla:2193330, Bugzilla:2178930, Bugzilla:2092194,
Bugzilla:2101598, Bugzilla:2218207, Bugzilla:2173947, Bugzilla:2178956,
Bugzilla:2173594, Bugzilla:1613522, Bugzilla:1874182, Bugzilla:1995338,
Bugzilla:1570255, Bugzilla:2177256, Bugzilla:2178699, Bugzilla:2023416,
Bugzilla:2021672, Bugzilla:2027304, Bugzilla:1660337, Bugzilla:1955275,
Bugzilla:2142102, Bugzilla:2068237, Bugzilla:2040643, Bugzilla:2186375,
Bugzilla:2183538, Bugzilla:2206599, Bugzilla:2167783, Bugzilla:2000616,
Bugzilla:2013650, Bugzilla:2132480, Bugzilla:2059545, Bugzilla:2005173,
Bugzilla:2128610, Bugzilla:2129288, Bugzilla:2013884, Bugzilla:2149989

kernel / Networking / IPSec Jira:RHEL-1015

kernel / Networking / NIC Jira:RHEL-6496, Jira:RHEL-9897, Jira:RHEL-15404
Drivers
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kernel / Platform Enablement

/ NVMe

kernel / Storage / Storage

Drivers

kernel / Virtualization / KVM

kernel-rt

kernel-rt / Other

kexec-tools

keylime

keylime-agent-rust

kmod

kmod-kvdo

krb5

libabigail

libotr

libpfm

libvirt

libxcrypt

llvm-toolset

lvm2

mysql
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Jira:RHEL-8171, Jira:RHEL-8164

Jira:RHEL-8466

JiraRHEL-7212, Jira:RHEL-2815

Bugzilla:2181571

Jira:RHEL-9318

Bugzilla:2083475, Bugzilla:2173815, Bugzilla:2169720, Bugzilla:21606
76, Bugzilla:2113873, Bugzilla:2064708

Jira:RHEL-595, Jira:RHEL-11866, Jira:RHEL-392, Jira:RHEL-
393, Jira:RHEL-947. Jira:RHEL-1252. Jira:RHEL-11867. Jira:RHEL-
1518

JiraRHEL-476., Jira:RHEL-395. Jira:RHEL-396

Bugzilla:2103605

Jira:RHEL-8354

Bugzilla:2178298, Bugzilla:2155607. Jira:RHEL-
4902, Bugzilla:2060798, Jira:RHEL-4875. Jira:RHEL-
4889, Bugzilla:2060421, Bugzilla:2016312, Jira:RHEL-4888

Bugzilla:2186931

Bugzilla:2086562

Bugzilla:2185652

Bugzilla:2032406, Bugzilla:2168499, Bugzilla:2014487. Bugzilla:21431
58. Bugzilla:2078693

Bugzilla:2034569

Bugzilla:2178796

Bugzilla:2038183

Bugzilla:1991500
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nfs-utils

nginx-1.22-module

nmstate

nodejs

nss

nvme-cli

nvme-stas

open-vm-tools

opencryptoki

opensc

openscap

openslp

openssh

openssl

osbuild

osbuild-composer

oscap-anaconda-addon

pacemaker

papi

pause-container

pcp

AV R—F Y FIOF Ty FY R b

Frv b

Bugzilla:2081114

Bugzilla:2170808

Bugzilla:2179916, Bugzilla:2180795, Bugzilla:2177733, Bugzilla:2183214,
Bugzilla:2187622

Bugzilla:2186717

Bugzilla:2157950

Bugzilla:2159929

Bugzilla:1893841

Bugzilla:2037657

Bugzilla:2160061

Jira:RHEL-280

Bugzilla:2217442. Bugzilla:2161499

Jira:RHEL-6995

Bugzilla:2070163, Bugzilla:2056884

Bugzilla:2216256. Bugzilla:2153471, Bugzilla:2188180, Bugzilla:216079
7. Bugzilla:2168665., Bugzilla:1975836. Bugzilla:1681178, Bugzilla:168
5470

Jira:RHEL-4655

Bugzilla:2173928, Jira:RHEL-7999. Jira:RHEL-4649

Bugzilla:2172264, Jira:RHEL-1824

Bugzilla:2189301, Bugzilla:2182482

Bugzilla:2111923. Bugzilla:2186927, Bugzilla:2215582

Bugzilla:2106816

Bugzilla:2175602, Bugzilla:2185803
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pcs Bugzilla:2168155, Bugzilla:2163953, Bugzilla:2175881, Bugzilla:2182810,
Bugzilla:1423473, Bugzilla:2177996, Bugzilla:1860626, Bugzilla:2163914

pcsc-lite-ccid Bugzilla:2209457

perl-HTTP-Tiny Bugzilla:2228412

pki-core Bugzilla:2084181

podman Jira:RHELPLAN-154314, Jira:RHELPLAN-154432, Jira:RHELPLAN-

154441, Jira:RHELPLAN-154438, Jira:RHELPLAN-
163003, Jira:RHELPLAN-160660, Jira:RHELPLAN-
154429, Bugzilla:2069279

postfix Bugzilla:2134789
python-greenlet Bugzilla:2149497
python3.11-Ixml Bugzilla:2157708
gemu-kvm Bugzilla:1880531, Bugzilla:1965079, Bugzilla:1951814, Bugzilla:2060839,

Bugzilla:2014229, Jira:RHEL-7335, Jira:RHEL-7336, Bugzilla:1915715,
Jira:RHEL-13335, Jira:RHEL-333, Bugzilla:2176010, Bugzilla:2058982,
Bugzilla:2073872

gemu-kvm / Devices Jira:RHEL-1220

qgemu-kvm / Graphics Jira:RHEL-7135

gemu-kvm / Live Migration JiraARHEL-7096. Jira:RHEL-2316. Jira:RHEL-7115

qgemu-kvm / Networking Jira:RHEL-7337

rear Bugzilla:2188593, Bugzilla:2172912, Bugzilla:2196445, Bugzilla:2145014
redis Bugzilla:2129826

resource-agents Bugzilla:2174911, Bugzilla:2142518, Bugzilla:2142002, Bugzilla: 2182415,

Bugzilla:2179003

restore Bugzilla:1997366
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rhel-system-roles

rpm

rsyslog

rust

s390utils

samba

scap-security-guide

selinux-policy

setools

sevctl

SO0Ss

squid-container

sssd

stratisd

subscription-manager

sysstat

Frv b

A AV R—X Y FAIDF Ty RY R b

Bugzilla:2224384, Bugzilla:2216753. Bugzilla:2224385. Bugzilla:21850
65. Bugzilla:2181656. Bugzilla:2211194, Bugzilla:2218592, Bugzilla:2211
723, Bugzilla:2218204, Bugzilla:2151373, Bugzilla:2179460. Bugzilla:2
211748, Bugzilla:2229802, Bugzilla:2181657. Bugzilla:2168692, Bugzill
a:2211984. Bugzilla:2232241, Bugzilla:2232231. Bugzilla:2224090. Bu
gzilla:2222761, Bugzilla:2223764., Bugzilla:2222428, Bugzilla:2216520
« Bugzilla:2211187, Bugzilla:2209200, Bugzilla:2193058., Bugzilla:2186
057, Jira:RHEL-1499. Jira:RHEL-1397. Jira:RHEL-906. Jira:RHEL-
1495, Jira:RHEL-898. Jira:RHEL-

885, Bugzilla:1999770. Bugzilla:2123859., Jira:RHEL-

1172, Bugzilla:2186218

Bugzilla:2157836

Jira:RHELPLAN-160541

Bugzilla:2191743, Bugzilla:2227082

Bugzilla:1932480

Bugzilla:2190415

Bugzilla:2221697, Bugzilla:2155790, Jira:RHEL-1905, Bugzilla:2203791,
Bugzilla:2213958, Bugzilla:2223178, Bugzilla:2193169, Jira:RHEL-1800,

Bugzilla:2038978

Bugzilla:2080443, Bugzilla:2093355, Bugzilla:2170495, Bugzilla:2184999,
Bugzilla:2162663, Bugzilla: 2112729, Jira:RHELPLAN-163014,
Bugzilla:2187745, Bugzilla:2229722, Bugzilla:2064274

Bugzilla:2231801

Bugzilla:2104857

Bugzilla:1869561

Bugzilla:2178953

Bugzilla:2065693, Bugzilla:2056482, Bugzilla:1608496

Bugzilla:2041558

Bugzilla:2163716, Bugzilla:2136694

Jira:RHEL-12009
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systemd

systemtap

tang

tigervnc

tuned

ubi9-micro-container

udisks?2

unbound

valgrind

virt-v2v

virtio-win

virtio-win / distribution

virtio-win / virtio-win-

prewhql

webkit2gtk3

which

xdp-tools
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Bugzilla:2018112,  Jira:RHEL-6105

Bugzilla:2186934

Bugzilla:2188743

Bugzilla:2060308

Bugzilla:2113900

Bugzilla:2223028

Bugzilla:1983602, Bugzilla:2213769

Bugzilla:2070495

Bugzilla:2124346

Bugzilla:2168082

Bugzilla:1969724, Jira:RHEL-11366. Jira:RHEL-910, Jira:RHEL-
1609, Jira:RHEL-869

Jira:RHEL-1517, Jira:RHEL-574

JIRA:RHEL-1084, JIRA:RHEL-935, JIRA:RHEL-12118, JIRA:RHEL-
1212

Jira:RHEL-4157

Bugzilla:2181974

Bugzilla:2218500, Jira:RHEL-3382
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Z Dt Bugzilla:2232554, Jira:RHELDOCS-17055, Jira:RHELPLAN-
163133, Jira:RHELPLAN-163665, Jira:RHELDOCS-
16405, Jira:RHELDOCS-16247, Bugzilla:2136937, Jira:RHELDOCS-
16474, JiraRHELDOCS-16462, Jira:RHELDOCS-
16386, Jira:RHELPLAN-156196. Jira:RHELDOCS-
16708, Jira:RHELDOCS-16709. Jira:RHELDOCS-
16339, Jira:RHELDOCS-16877. Jira:RHELPLAN-
122345, Jira:RHELDOCS-16487, Jira:RHELDOCS-
16752, Jira:RHELDOCS-17101, Bugzilla:2236182, Jira:RHELDOCS-
17040, Bugzilla:2020529, Bugzilla:2030412, Jira:RHELPLAN-
103993, Jira:RHELPLAN-27394, Jira:RHELPLAN-
27737, JiraRHELDOCS-16861, Jira:RHELDOCS-
17050, Bugzilla:1927780, Jira:RHELPLAN-
110763, Bugzilla:1935544, Bugzilla:2089200. Jira:RHELDOCS-
16948, Jira:RHELPLAN-99136. Jira:RHELDOCS-
17380, Jira:RHELPLAN-
103232, Bugzilla:1899167, Bugzilla:1979521, Jira:RHELPLAN-
100087, Jira:RHELPLAN-
100639, Bugzilla:2058153, Jira:RHELPLAN-113995. Jira:RHELPLAN-
98983, Jira:RHELPLAN-131882, Jira:RHELPLAN-
139805, Jira:RHELDOCS-16756. Jira:RHELPLAN-
153267, Jira:RHELDOCS-16300, Jira:RHELDOCS-
16432, Jira:RHELDOCS-16393. Jira:RHELDOCS-
16612, Jira:RHELDOCS-17102. Jira:RHELPLAN-
157225, Jira:RHELPLAN-
157337, Bugzilla:1640697, Bugzilla:1697896. Bugzilla:2047713, Jira:
RHELPLAN-96940, Jira:RHELPLAN-117234, Jira:RHELPLAN-
119001, Jira:RHELPLAN-
119852, Bugzilla:2077767. Bugzilla:2053598, Bugzilla:2082303. Jira:
RHELPLAN-121049. Jira:RHELPLAN-157939. Jira:RHELPLAN-
109613, Bugzilla:2160619, Bugzilla:2173992, Bugzilla:2185048, Bugzil
[a:1970830, Jira:RHELDOCS-16574

217



Red Hat Enterprise Linux99.3 Y Y—X/—}

E%B N E] B FE

0.1-6
2024 %3 A 4 H (B). Gabriela Fialova (gfialova@redhat.com)

o NJYEIE Jira:SSSD-6096 (7A TV T4 74 —EBE)ABMLELE
0.1-5
2024 % 2 A 28 B (K). Gabriela Fialova (gfialova@redhat.com)
o NJIEIE RHEL-8171 (A ML —2) OBMMIORBEEZEHLE L
0.1-4
2024 % 2 B 7 H (K). Lucie Varakova (lvarakova@redhat.com)
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