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RedHat R¥ 2 XV MIET B IBRERPIREZEF LIV, Tk WERDHNEBHOEK
TN,

JirahoDT7 14— KRy IEEFE(FTHhD Y FHIRE)
1 JiraDWeb¥a MIOJA4 Y LET,
2. EBOFES—2 3 /N—TCreatex V') vV LET,
3. Summary 7 1 —JL RIZhHYPTWVWI A MLZABLET,

4. Description 7 4 —JLRIZ, RFa XY MOBREBEIAIZTEREZRBALTLCLEIL, K¥a
AV NDERYIAADY) VI EHEBMLTLEIN,

5 Y4707 DTFERICH S Create 22 ) w7 LEF T,
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%1% ANSIBLE M FREE

AEDETIE. 2D Ansible AEEAFH L 9., Ansible DEZEICEN TWLWAWGEIX, 2D
Ansible 7Y 72N —LRFaXAV RN BICROEISaVEFRATHOLHRITLTLIEIL,

10

Ansible Dt 27 ¥ 3 VOERER 1Z. Ansible TRE—RMNICERINIBESOMEARBAL
-a_o

A—H—HA KT AV RSAVOER, A RV MN)—OFER. T—9D#HEE. §2R
2. Play & £ U' Playbook Mi2ik, Playbook ME{T/AE, Ansible DFEHA AT 2BOKD
— BRSPS IC DWW TSR L TWE T,

ARV N —DIEEFE T, 41 RV N)—DFRETAEODEY MDBHYFET, 1 RV b
) —I&, Ansible B’ VY I7SRA NSV Fvy—HOBEHDEE /) — NFAIFHRR MIN L THEE
5-HICEHTZVRNDTIL—T T,

Intro to playbooks T, REDEE, v vDTF7O4., LUVEMLT SV r—>a>vnT
704 DDDREFTETHEFBETRERY AT L E LT, Ansible Playbook D& %=#BN L £
ER

Ansible O—JL £ a v T, BHDOT7 7M1 IVEBEICEDVWTEEDETH,. Y7, 8L
N RS—DZHrAHEEINET DA EEHRBALET,

FHEEE (2. 8D Ansible RF¥ a2 XY N CERINZHEETY,
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52Z ANSIBLE PLAYBOOK T IDENTITY MANAGEMENT t—
IN—DA VA MN—=JL
Ansible 2L T AT LZ MY —N—¢ LTERET D2 HEZHBALET, PR TL% IdM H—
N—C LTERETDE, 1AM RASVEBIIL, YZATLDNIAM I 54 7Y M IdM H—E R %124
TX2LII1IRY ET, ipaserver Ansible O—J)LAFRALTCTF 7O/ XY NAEETEET,
([} =355

o Ansible& |dM DS %22 L TW 5:

o

Ansible A —JU

o

Ansible / — K

o

Ansible 1 YRV MN1) —

o

Ansible ¥ 9

o

Ansible EY 2 —)1

o

Ansible 7L 1 & & U* Playbook

21.ANSIBLE &, IDM %4 VA h—JLF B F=
Ansible I, YRATFLDEE. V7 oz 7OF704,. O—) Vv IVBEHOERTICHERT 28E1LY —
JLTY, Ansible (ZI& Identity Management (IdM) D% R— M EEN B 7D, Ansible EV 2 —ILAfE
LT, dMY—=nN— LTYH, 9547V  FEIdM RO —2EDEBEREDA VA M—
IRV EBEETEET,
IdAM DA > A b—JLIC Ansible Z# A3 3 FlS
LFDY Z ME. FEIM4 VX b—)L EIETERIIC, Ansible Z{# A L T Identity Management = 4 > X
NI BFEmERLTWET,

o E/—NIIOVAVIBZREIHY FHA,

o FOATHBERANMIMBRICKRET ZHEIIHY FHA. RDYIL, BERISRIY—5TFT
TOA4FT20ODA RN =D 74 IV EI1DEHRETEEY,

o 1—H—BLUVRANEEBINTBRE, BTEEBYRVICA RV N) =T 74 IVE5BIET
XFE9, AMIZIFERDBVWIRITH>TE, ARV KN) =T 74 I =BIETETEY,

BIER R

® Automating Red Hat Identity Management installation
® |dentity Management DT E|

® AMHY—NR—%A V2 M=ITBLHDY AT LDER

2.2. ANSIBLE-FREEIPA /X 51— DA VA M—)b

UTDOFIRICHE> T, Identity Management (IdM) =4 Y X h—IL B L TEET % Ansible O—JLEE
T a1— L %RHT % ansible-freeipa /Xy r—V A4 VA =L L E T,

1
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AR
o YR—IYKR/—F TUTFZITo>TWS,
o B/ RN BIPT7RLRAEERNSNy F—ITRx—Y v —%{HA 7% Red Hat
Enterprise Linux 8 ¥ X7 LA TH %,
e A hA—F— TUTFZT>TW%,

o aAvbhO—F—», BMRYTRIY T 3 %A Red Hat Enterprise Linux ¥ X 7 A
THd, T2 TRWEEIKX, 2D Ansible KF 2 X~ b Installation guide T, KB D A
VAM—IWEEESRL TSI,

O—5—m»5, SSH 7O NI TEE/ —RICEETEZ, BE/— M, OV b

v b
— 3> —® /root/.ssh/known_hosts 7 7 1 LD ) A MICEEHEINTWE I %R L Z

|
|
-a—o

FIE

Ansible Y NO—S5—TLUTOFIBEAFERALET,

. YAF AN RHEL 85 LUFITEITINTWVWBRIESIE. BEALRYRIYN)—E2FGRILET,

>
I # subscription-manager repos --enable ansible-2.8-for-rhel-8-x86_64-rpms

2. 2T AN RHEL S5 UBITEFINTWVWBIESIE, ansible /Sy yr—S A4 V2 M=)LLE
£

I # yum install ansible
3. ansible-freeipa /N 5 —Y %A VA =L LET,
I # yum install ansible-freeipa

O—JL&EY a—JLid. /usr/share/ansible/roles/ & & U
/usr/share/ansible/plugins/modules 71 L 2 Y —IZ4 Y A h—=ILI N F T,

23. 774 AT LAND ANSIBLE O— )L DIFZFR

T 7 # )L b Tl ansible-freeipa 0 — /L |4 /ust/share/ansible/roles/ 74 L 27 M) —IC4 VA k=)L
I N Fd, ansible-freeipa /Xy 7 —Y DBEEIFLLTDEH Y TT,

e J/usr/share/ansible/roles/ 71 L' 7 b 1) —IZI&, Ansible 3> hO—5—0 ipaserver 0 —
JU. ipareplica O0—JL, & Wipaclient O—/LORMREINTVWE T, &EO—IT14 LI MY —
I, B 7Ib, EXRMABEE, 514 YR, LU Markdown 7 7 1 )LD README.md @

AO—JLICEY 2BEHRNMREINTWVWET,

[root@serverl# Is -1 /usr/share/ansible/roles/
ipaclient

ipareplica

ipaserver

e /usr/share/doc/ansible-freeipa/ 71 L 7 b ') —ICI&. Markdown 7 7 4 )LD README.md
I, EA—LUBLIPMNROY—ICET IERIMREINTWE T, F/. playbooks/ 77 «
L2 M) —8FEINTVET,

12


https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

8525 ANSIBLE PLAYBOOK T IDENTITY MANAGEMENT ¥ —/X—®D (1 Y X h—JL

[root@serverl# Is -1 /usr/share/doc/ansible-freeipa/
playbooks

README-client.md

README.md

README-replica.md

README-server.md

README-topology.md

e /usr/share/doc/ansible-freeipa/playbooks/ 7 1 L 7 k') —I&. Playbook ®H# > FIL & {REFL
x9,

[root@server]# Is -1 /usr/share/doc/ansible-freeipa/playbooks/
install-client.yml

install-cluster.yml

install-replica.yml

install-server.yml

uninstall-client.yml

uninstall-cluster.yml

uninstall-replica.yml

uninstall-server.yml

24 %5 DNS &, ROOTCAE L TOEAECAARFERALETOAM XV N
DINS A —4H —DERTE

LLTFOFIBICHST, IAMBEAEDNS Y ) 12— a VA EHTIIEIET. i CAEHED IdM H—/—
HrootCAELTA VRN =T BEIICAVURYN) =T 74 ILEEZRELET,

yz o-1o)
CDFIBEDA R M) —E, INIFEXZ2FRBLZFT, /&, YAMLER £/ JSON
FREFERATEET,

FIa
1. ~/MyPlaybooks/ 7« L ¥ M) —%{ERK L £ 7,

I $ mkdir MyPlaybooks

2. ~/MyPlaybooks/inventory 7 7 1 LA {ERR L £ 9

3MWEITBA NV =T 7ANEREET, MY —N—E LTERT DK FDTLEM
NX4>% (FQDN) ##8E L £9, FADN AL TOEEZH L L TWS I & 2HRL T ES
W,

o FEHEBLIUNATY () DHDFERTES, ez, 79 —Z4 VIIFERTE RV
. DNS DEENIFKET ZRAERZAEELIHY T,

o RANEHNIRTIINXFETH S,
4. IdM RXA VB LV LILLDIERAIEELE T,

5 UTFOA T avaEBIMLT, ADNSA2FRATS I EA2BELET,

I ipaserver_setup_dns=yes

13
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6. DNSERERBRTELBELEFT. UTFOVWThADA T a v aBIRLET,

o VR M—=F—7H/etc/resolv.conf 77 A ILDSDT 7 —45—%FEHET %56
i&. ipaserver_auto_forwarders=yes & 7> 3 V&AL £9, /etc/resolv.conf 7 7 1
JLTIEE T % nameserver M localhost 127.0.01 7 KL A TH 356, I RETS1
R—KRxy h7—=21ZHY., FHALTWSDNS H—N—BENTY v 29429 —Fy b
NOEETERWGEEIE. COF TV aVIFERLAVWTCEIL,

e ipaserver_forwarders %A L T, 747 —4—%2FETHEELEZT, 1 VA =IO
TRICLEY, 1 A M=JL LK IAM H—/N—OD /etc/named.conf 7 7 1 JLIC, 7 #+7T—
H—DIPT7 RLADEBMINZET,

o KbHYIZFEMAT % rootDNS H—/\—%ERET 2355 d. ipaserver_no_forwarders=yes
A7 avEFERALET,
pa 3]
DNS 7 #7—4—h7%aW&, RIEEFQBIN, AV I7FRANZIVFv—A
DD DNS KX A U5 DEFNIRRINFH A

7. DNSO#B|E L A—REYV—VDREEBELE T, ROVWThHhDA T avaRIRLE
_a—o

o J—UNY TICHRTIEETH > TH. ipaserver_allow_zone overlap=yes + 7> 3 v %
FARALTMWINA=)Y—=VDEREHFTLET,

e ipaserver_reverse_zones 4 7 3 VAEFERAL T, FHTYN—RAY—VERELZET,

o {VRANMN—F—HDNSV—r%&iH5ETHERLLRWEEIL. ipaserver_no_reverse=yes
A7 avaEFERALET,

pa )

7 avT, WEIEYV—VOBBICIIMAFERTEIET., fbYIZ. D
B THAEDNS H—ER % {FHRAIT B EETIET,

8. admin & Directory Manager D/X2 7 — R%Z#5E L ¥#9, Ansible Vault ZfA L T/XZXT7—RK
HIRTEL. Playbook 77 4I5S Vault 77 M IILEBRBLE T, HDWVIE, TEHIFELRY
FIH, AVURYIN) =T 7AILICRRAT—REBEEREELET,

9. WEICHLT)IAM H—N—THERAT @5 D firewalld V—V ABELET, hAIY LY —
EERELBRWVWE, H—EXDNT 7 4L KO firewalld V—VITEIMINE T, $HUE%'§1’LT\_ T
74V MYV —2IE public T,

BE
¥8E T B firewalld V' — 2V IEFEE L, KN TRIThIEARY FHA,

MNERY—NR—EREECAI IRV M= 714 LDH (RRT— R ERL)

[ipaserver]
server.idm.example.com

14
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[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[..]
WMNERY —N—BRESCA IRV M) =T 714 VDHI (1RRA7— KREEE)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

HRAY LD firewalld aEFALIEA RV M) =T 714 ILDHI

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

Ansible Vault 7 7 1 JWICRETFEX Iz admin /827 — K& & T Directory Manager /8 X
7—KR%EAL TIAM Y —/R—%3%ET % Playbook DAl

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipaserver
state: present

AR M)—=T 74D admin /8X T — KH L T Directory Manager /X277 — K %
HEAL TIdM Y —N—%REJ % Playbook Dl

15
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- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:
- role: ipaserver
state: present

BIER R

o 747 —RKRYI—DFT 7 #I)LMREIE. ipa-dns-install(1) man R—JCEBHINTWND --
forward-policy DFBAZ SR L TSI W,

e ipaserver O—/LAMEAT % DNS B DFF#lIL. /usr/share/doc/ansible-freeipa 71 L 7 b
|) —®D README-server.md 7 7 4 JLIC# % DNS Variables 27> a v 2SR L T X,

o AURYKNY—=T7A4I)LDOFMIE. How to build yourinventory ZZBB L T I W,

25. 45k DNS &, ROOTCA & LTOHMAECAAFEARA LT O4 XV b
DINT A —H —DERTE

LTFTOFIEICE>T, AEDNS Y ) 12— a v FERTRRIET. e CADIIM H—/N—7% root
CAELTAYVRAMN=IWTEBLELIICTA RN =T 74 ILEFZRELET,

yz o-1o)
CDFFEDA R N)—=T 74L&, INFERA2FRLEY, £4E& YAMLEXRF
X JSONFXAFHATEZET,

FIa
1. ~/MyPlaybooks/ 74 L ¥ M) —%{ERK L £ 7,

I $ mkdir MyPlaybooks

2. ~/MyPlaybooks/inventory 7 7 1 L&A {ERR L £ 9

3MWEIT DA NV IN) =T 7ANEREET, MY —N—E LTERT DK FDTLEM
NX4>% (FQDN) ##8EE L £9, FADN AL TOEEZH /L L TWBH I E2HR LT LS
W,

o FEHEBLIUNA TV () DHDFERTES, ez, 79 —Z4 VIIFERTE RV
. DNS DEENIRKET ZRAERZAEEIHY T,

o RANENTRTUNIFETH 5,
4. 1dM RXA U BLVPLILLDBREBELE T,
5. ipaserver_setup_dns 7 7> a UM no ICEREINTWE A, BELAWI EAERLE T,
6. admin & Directory Manager D/X2 7 — R%Z#E L ¥#9, Ansible Vault ZfA L T/XZXT7—RK

IRTEL. Playbook 77 4I5S Vault 77 M IILESBLET, HDWVIE, TE2MIFEL Y
FIHN AVURYIN) =T 7AILICRRAT—REBEEREELET,

16
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7. (LZ\%‘CFE'T\ CO)IdM Y—NN—TEHERATSED firewalld V —> & EELEF T, hAILY—V
EHRELRWE, Y—EXDT 72 MO firewalld V—VICEBIMI N F T, FRIERINT
74V MYV —2Id public TY,

B5E
IEET % firewalld V— 2V IEFEE L. KEHTRIFhIERY FH A,
WMERY —N—BRESCA IRV M) =T 714 VDHI 1RRA7— K&RL)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]
WMERY —N—BRESCA IRV M) =T 714 VDHI (1RA7— KREEE)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]
HRAY LD firewalld EaEFALIEA RV M) =T 714 ILDHI

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

Ansible Vault 7 7 1 JWIZREFEX Iz admin /X2 7 — K& & T Directory Manager /8 X
7—KR%&EALTIAM Y —/—%5%ET % Playbook DAl

- name: Playbook to configure IPA server
hosts: ipaserver
become: true

17
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vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaserver
state: present

AR M)—=T 74D admin /8X T — KH L T Directory Manager /A2 7 — K %
HEAL TIdM Y —N—%KET % Playbook Dfl

- name: Playbook to configure IPA server
hosts: ipaserver
become: true

roles:
- role: ipaserver
state: present

BIER R

o AURYKNY—=T 74 ILDFMIE. How to build yourinventory Z58BL T I,

2.6. ANSIBLE PLAYBOOK #{#H L T. ##8 CA%Z ROOTCA & LTlEA
7ZIDMHY—NR—%F7OA4 Xk

UTDOFNEICHE > T, Ansible Playbook 2 L T, Mi&IN/<FRELRB (CA) Zim A 7= |dM —/R"—%
F7a4LFET,

= -1o)
CDFIBEDA R M) —E, INIFEXZ2FRBLZFT, /&, YAMLER £/ JSON
FREFERATEET,

FIE=S 0
o LUTOVWTHADFIEEZZIRL T, PFVAFICHBTZ/RITA—F—%BFEL TV,
o A& DNS =&AL FIE
o A& DNS =& L=FIE
e ipaserver O— /L CHEHATX 2ZHITDWT, /usr/share/doc/ansible-freeipa/README-
servermd 7 7 1 JLDERBA%Z A, EEL TWS,

FIR

1. ansible-playbook O~ > K%, Playbook 7 7 1 JLMD &) (install-server.yml 72 &) TETL F
o A A T3 VTAIURYIN) =T 74 ILERELE T,

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
~/MyPlaybooks/install-server.yml

18
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vATav, wHTvav, FhF-vwATUarvaEFERLT, FHOLNILAEIEELE
_a—o

A Y RZ4 24> —7 x4 X (CLI) T Ansible Playbook 27 ) 7 hDHA%ERRTEFE
T, ROEAK, KBRLAEYRIDBO0OBEDEDH, A2 ) TR EBICETINZZEEZTRLT
\I\i_a—o

PLAY RECAP
server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

2. UTFowFhbh o4 T avaEREIRLET,

e [dMFT7O4 x> hTHEDNS %7 5154 /tmp/ipa.system.records.UFRPto.db
T77ANICEEFNSBDNS )V —ZXLOA— K%, BEFOHAEDNS H—/1"—(TEBMLE T,
DNSLIO—ROEHTOERIE, HEDDNS V) 12— avIld>TEAYFT,

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

BF

BEFEDDNS H—/NX—|CDNS LO—K%AEMTBF T, b—1"—D1 VR I—
WIEFETLEHA,

o [AMFT7AA A Y NTHADNS A FAHALTWAHAIF. XROOY Y REERTLET,

o HRAALUMSIAMDNS KX 4 VICDNSZELZBMLET, =& Z2IE IdMDNS K
X4 75 idm.example.com DFEIE, F—LHY—/N—(NS)LOA—RERRKX A1V
example.com (ZEML 9,

BE
IAMDNS % —/"R—% A VA KM=l T BT, COFIEEZEYIRL ZF
_a—o

o ¥4 LH—/—OD ntp._udp ¥—E X (SRV) LOA—K#% [dIMDNS IZEML X T, IdM
DNS ICHf72ICA Y A =)L L2 IdAM H—/N—=D ¥ 1 LH—/N—®D SRV L O— R EFTE
T2E, ZDTZA)—IAM Y —N—1FRHT 291 LH—N"—sEHHTZ LD
I, SHEOL TV HBLVISAT Y MM UYRAN=IHDBEENICKREINET,

BIERHR

e L—FCAELTHABMCAZFERLTIAMY—NR—%T 704 2HEICDVWTIE Ansible
Playbook ZfF L T, A& CA%Z root CAE L TEALLIIM B —N—=DFFOM AV N 25
RLTLCEIWY,

27.F5ADNS &, II—RNCAELTOASRCAZFERA LT SO0 XV N
DINS X —H —DERE
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LLTFOFIBICHST, IAMEBEEDNS Y Y 12— a VA EHTIIEIET, A CAEFHED IdM H—/—
HrootCAELTA VRN =T BEIITAVURYN) =T 74 ILEEZRELET,

pz -1o)
CDFFEDA R N)—=T 74L&, INFERA2FRLEY, F4E YAMLEXF
I JSON XA FHETEZET,

FIa
1. ~/MyPlaybooks/ 7« L ¥ M) —%{ERK L £ 7,

I $ mkdir MyPlaybooks

2. ~/MyPlaybooks/inventory 7 7 1 LA {ERR L £ 9

3. WMETBA RN =T 74NV ERAETET, M —N—& LTERAT SRR MDELEM
RKXA4>% (FQDN) #38E L 9, FADN DU TFTOEEEHm L TWEH I AR L T REE
W,

o FEHEBLIUNA TV () DHDFERTEDS, ez, Ty —Z4 VIIFERTE RV
. DNS DEENIFKET ZRAERZAEELIHY T,

o RANEHNIRTINXFETH S,
4. 1dM RXA VB LV LILLDIERAIEELE T,

5 UTFOA T avaEBIMLT, BADNSA2FRATEZEA2BELET,

I ipaserver_setup_dns=yes

6. DNSEEBRELIBELEFT. UTFOVWThADFT T a v aBIRLET,

o {YVAM—=)LTOERT letc/resolv.conf 77 1D T 7 —4—%FHT BIHE
i, ipaserver_auto_forwarders=yes Zf#f L £J, /etc/resolv.conf 7 7 1 L TEET
% nameserver B localhost 127.0.01 7 RLATH 3BA. TLIFRE TSI R—KkXxv b
T—0I1lHY., FHLTWEDNS Y —NR—BENRT Vv 45—y hDHEFETE
BWEEIR., COFTYavaEFERTZIENHERINEIEA,

e ipaserver_forwarders %A L T, 74 7—4—%2FEBTHEELET, 1 VA =IO
TRICLY, 1 A M=JLLEIAM H—/N—OD /etc/named.conf 7 7 1 JLIC, 7+ 7T—
H—DIPT7 RLADEBMINZET,

o RbHYITHEMAT 5 rootDNS H—/N\N—%&ET %A (3. ipaserver_no_forwarders=yes
A7 avEFEALET,
P2
DNS 7 #7—4—h7%Wwe, RIEEFQBIN, AV I7FRANZIVFv—A
DD DNS KX A DS DEFNIRRINFH A
7. DNSO#B|ELI—REYV—VDREEBELET., ROWThHIDA T 3 v EBRLE
-a—o

o J—UNY TICHRTIEETH > TH. ipaserver_allow_zone overlap=yes + 7> 3 v %
—_— s L -_ o »

==rma ~ o~ e ST —_
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AL C(J/N—K) /— VUIERZERAI L& I,
e ipaserver_reverse_zones 4 7> 3 VAEFERAL T, FHTYN—RAYV—VEERELZET,

o AYAN—)LTOEZXTDNSV—rDHEEEEKLABWVEGE
Ix. ipaserver_no_reverse=yes + 7> 3 VAEFRHLE T,

pa )

7 avT, WEIEYV—VOBRBICIIMAFERTEET., fbYIZ. D
B THEDNS H—ER % {FRAIT B EETIET,

8. admin & Directory Manager D/XX 7 — R%Z#E L ¥#9, Ansible Vault ZfA L T/XZXT7—RK
IRTEL. Playbook 77 4I5S Vault 77 M IILEBRBLE T, HDWVIE, TE2MHIFELRY
FIN, AVURYIN) =T 7AILICRRAT—REEEREELET,

9. (BEILIELT)IAM H—N—THERT Z2@EED firewalld V—V ZIEEL X T, hRYLY—V
EERELRBRVWE, Y—EZDT 7 4L KDfirewalld V—VICEMINE T, BRIEEINAET
74V MYV —2Id public T,

B5E
1EET % firewalld V—V [EFEE L. KEHTRIFhIERY FH A,
WMERY—N—BRESCA IRV M) =T 74 VDHI (1RRA7— K &R<L)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes

[..]
WMNERY —N—BRESCA IRV M) =T 714 VDHI (1RA7— KEEE)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

HRAY LD firewalld aEFALEEA RV M) =T 714 ILDHI
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[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=yes
ipaserver_auto_forwarders=yes
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[..]

10. 1 VA N—=ILDRFAT v THD Playbook #4ER L £, FEAZELRER (CSR) Z4ERmRK L.
Thuady hO—5—D6IYX—Y K/ —RICOE—F2EREADLET,

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: yes

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: yes

N AYAM=ILORKERT v THIZ. BID Playbook Z4ERK L £7

- name: Playbook to configure IPA server Step -1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files: "/root/chain.crt"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] + -chain.crt' }}" to /root/chain.crt on node
copy:
src: "{{ groups.ipaserver[0] + '-chain.crt' }}"
dest: "/root/chain.crt"
force: yes
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roles:
- role: ipaserver
state: present

BIER R

o 747 —RKRYI—DFT 7 #I)LMREIE. ipa-dns-install(1) man R—JCEBHEINTWD --
forward-policy DFBAZ SR L TSI W,

e ipaserver O—/LAM#EAT % DNS B DFF#lIL. /usr/share/doc/ansible-freeipa 71 L 7 b
|) —®D README-server.md 7 7 4 JLIC# % DNS Variables €7 > a v 2SR L T XL,

o A URYKNY—=T7A4I)LDOFMIE. How to build yourinventory ZZBB L T IV,
28.A4EDNS &, I— R CAELTOAMCAEFERLAETIOM AV b
DINTZG A —8 —DERTE

LUTDOFIBEICK>T, #EDNS VY 12— avaFRATIRET. #ECAEZFE D IIMUY—/1—%
rootCAELTA VAN =ILTBELIICAURY N — D74 ILEERELET,

yz o-1o)
CDFFEDA R MN)—=T 74L& INFERA2FRLEY, F4I1E& YAMLEXRF
X JSON XA FHATEET,

FIa
1. ~/MyPlaybooks/ 7« L ¥ M) —%{ER L £ 7,

I $ mkdir MyPlaybooks

2. ~/MyPlaybooks/inventory 7 7 1 L&A {ERR L £ 9

3MWEIT DA NV =T 7ANEREET, MY —N—E LTERT DRI FDTLEM
NX4>% (FQDN) ##8E L £9, FADN AL TOEEZH /L L TWH I E2HR LT LS
W,

o FEHEBLIUNATY () DHDFERTES, &z, 79 —F4 VIIFERTE RV
. DNS DEENIFKET ZRAERZAEELIHY T,

o RANENITARTINXFETH 2,

4. 1dM RAA VB ELPLILLDBEREIBEL X T,

5. ipaserver_setup_dns 7 7> 3 VA  no ICREINTWE D, BELALVWI LA LET.

6. admin & Directory Manager O/X2 7 — R%Z#5E L ¥#9, Ansible Vault ZfA L T/XZXT7—RK
HIRTEL. Playbook 77 4I5S Vault 77 M IILABRBLE T, HDWVIE, TEHIFELRY
FIH. AYRYRNY =T 7AIIIIRRAT—RAEBEEEELE Y,

7. (BEITHELT)IAM H—/N—TERT @R D firewalld V— > &38ELET, HRILY—Y

ERELLBVWE, Y—EXDNT T 2 KD firewalld V—VIEMI N E T, FRIEEINT
74V MYV —2Id public T,
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BERY —N—fFReICT1

18E T B firewalld V' — 2V IEFEE L, KN TRIThIEARY FHA,

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[..]

8. 1 VAMN—IDRIMNAT v THD Playbook K L £ 7
FNAEIVMNO—F5—DBHIYRX—Y R/ —RICOE—TFBIET-E2ADLET,

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:

MNERY—N—EREECAI RV M) =T 714 LDOH (RRT— K &ERL)

RYM)=T7ANDH (RRAT— RKEED)

HRAY LD firewalld aEFALIEA RV M) =T 714 ILDHI

AEBAEE LR EK (CSR) 24K L.
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ipaserver_external_ca: yes

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: yes

9. 1 VAM=ILDTRMERT v THIZ. BID Playbook Z{Em L £7,

- name: Playbook to configure IPA server Step -1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files: "/root/chain.crt"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] + -chain.crt' }}" to /root/chain.crt on node
copy:
src: "{{ groups.ipaserver[0] + '-chain.crt' }}"
dest: "/root/chain.crt"
force: yes

roles:
- role: ipaserver
state: present

BEE R
o HEZEDNS BLUHNBELD CAEFRALTIAM Y —N—A2 44 VR M—IILT BEEICFIATE
54T avoiEME. MY —NN—DA4 VXA =)L - A& DNS #FEHLARWES. 458 CA
ZIL— R CAELTHERZSBLTLKEIV,

o AURYKNY—=T7A4I)LDOFMIE. How to build yourinventory ZZ8B L T I W,
2.9. %8 CA %= ROOT CA & L TlE A 7= IDM H—/X—®D ANSIBLE
PLAYBOOK Z#{FH L7704 XAV K

LARDFIRICHE > T Ansible Playbook Zf#F L T, #EBEREER (CA) 2@ A7z IdM H—/—%F 70
1LFET,

= o-1o)
CDFFEDA R MN)—=T 74L&, INFERA2FRLEY, F4E& YAMLEXF
X JSONFXAFHETEZET,
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=S5
o UTOWTNAIDFIEZRRL T, YT VFICHIETBNNIA—F—%FREL TN,
o #t& DNS Z A LAFIR
o S DNS &M LFIR

e ipaserver O— /L CHEHATX 2ZHITDWT, /usr/share/doc/ansible-freeipa/README-
servermd 7 7 1 L DA ZFHH. BELTWS,

FIR

1. ansible-playbook ¥ > KIZ., 1 YA M= DRHRAT v TDIgR%EEZT Playbook 7 7 1 JL
D %Hi (install-server-stepl.yml 4 &) Z#BEL TETLET, -i ATV a vy TAURVY M) —
T77ANEEELEY,

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
~/MyPlaybooks/install-server-step1.yml

vA T av, wHTvav, FhFvwATUarvaEFERALT, FHOLNILAEEELE
-a—o

AV RZ4 24249 —27 x4 R (CLI) T Ansible Playbook 27 ) 7 hDHA%ERRTEFE
T, ROEAK, KBRLAEYRIDO0OBEDDH, RV ) TR EBICETINZIEEZTRLT
\I\i_a—o

PLAY RECAP
server.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

2. Ay bhO—5—L0ipa.csrifFAZEERZRER 7 7M1V ERDIF. ThEAEBCAICEEFELET,

3. AERCADEBRA LA IMCASIRREZ I NO—5—T7 74 IV AT AICEREBEL T, ROR
Fv 7D Playbook TRDIFS5NBLIICLET,

4. ansible-playbook <> KIZ, 41 YA M—ILDRR AT v TDIETR%E S Playbook 7 7 1 )L
DA (install-server-step2.yml 4 &) Z#BEL TETLET, -i AT a vy TAURVY M) —
T77ANEEELEY,

$ ansible-playbook -v -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-server-
step2.yml

5 UTFoWwWFhbhOA4 T avaEIRLET,

e [dMF7O4 x> hTHEDNS % EH 7 5154 /tmp/ipa.system.records.UFRPto.db
T77ANICEFEFNSBDNS )YV —ZRLOA— K%, BEFOHAEDNS H—1"—I(TEML XY,
DNSLIO—ROEHTOERIE, HEDDNS V) 12— avVIld>TEAYFT,

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server
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BF

BEFEDDNS H—/N—|CDNS LO—K%A2EMTBF T, —1"—D1 VR I—
WIEFETLEHA,

o [dAMTFT7OAA A Y NTHADNS A#FAHL TWAHAIF. XROOY Y REERTLET,

o RAALUMSIAMDNS KX A VICDNSZEEZBMLEY, =& Z2IE IdMDNS K
X4 75 idm.example.com DF &L, F—LHYP—/N—(NS) LOA—RERRKX A1V
example.com (ZEML 9,

BE
IAMDNS % —/"RN—% A VA KM=l T BT, COFIEEZEYIRL ZF
-a—o

o #4 LH—/N—@ ntp._udp H—E R (SRV) L I— K% [dMDNS (ZBML F T, 1dM
DNS ICHi7zICA YA M—=I)L L2 M H—/N\—D ¥ A LH—/N—D SRV L O— KA EFE
T3&E ZDTS3ATY—IAM B —N—DFHT B9 L,HY—N"N—EREEHTZ LD
IZ. SBBOL T HBELVPISATY M VA N—ILABEFMICREINE T,
B SR
IW—FCAELTEHAECAZFERLTCIAM Y —N—%2F 704§ B HEICDWTIE Ansible Playbook
HFEALT,. BE&CARr0otCAELTHATZIAM Y —N—A2FTO/4 AV N BB LTLEIW,
2.10. ANSIBLE PLAYBOOK =R LA IDM Y4 —/1—DF7 A4 VA M=)l

R

BE#Z D Identity Management (IdM) 7704 XV b Tld, LTV H & Y—nR— FEXH
A FIRETR AR T Y,

LTFDFIEICHE > T, Ansible Playbook #FE L TIAM L Y H%ETF7 VA VA =L LET., ZDHIT
. UTFDEDICEREINTWVET,

o [dMEREIL. serveri23.idm.example.com ™57 VA4 VA R—ILINFE T,

e serveri23.idm.example.com EBEFTZHRA NIV MY —A1dM bROY =D SHIBRINE
_a—o

AR
e v hO—JL/—RTI,
o Ansible N\—Ya v 214 UEEFERALTWS,
o ansible-freeipa /Xy 5 —Y %A VA M—JLLTW5,
o ~/MyPlaybooks/ 74 L7 ) —IZ. IAM Y —/—DZELEE K X 1 ~ % (FQDN) % &
LT Ansible 1 YRV h)—=T74)L ZERK LIz, TDOHITIE. FQDN (&

server123.idm.example.com T,

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,
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o ipaserver_remove from_topology 7 7> 3 U AHEEIH 2 ITIE. Y AT AN RHEL 8.9
DBETEITINTWIRELNHY T,

o YRAFLMNRHEL76UETEITINTWS,

FIR

1. Ansible Playbook 7 7 4 JL uninstall-server.yml Z X DABZTER L £ T,

- name: Playbook to uninstall an IdM replica
hosts: ipaserver
become: true

roles:

- role: ipaserver
ipaserver_remove_from_domain: true
state: absent

ipaserver_remove_from_domain 7 7> a vid, IdM h ROV —H5KRA M EERER L E
ER

pa

serverl23.idm.example.com ZHlIfR 9 3 & RO T —AUITI N B1HE . HIFR
kit 9, FEMIL. Ansible Playbook Z B L7z M H—/—DT7 > (1 >~
ZR=IL(FROY =D INIGETE) ESRBLTLEIL,

2. LTV HETFUVAVRAM—=ILLET,

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/uninstall-
server.yml

3. serveri23.idm.example.com 3§ L TW % X —LHY—/N— (NS)DNS L I— RA T RTDNS
V—UDBLHIBRINTWRZEEBRELTCEIW, FHTZDNSHIAMICLYEEINS
HEDNSTHZH., AEDNS THHEMNMEADLLT, BRETR>TLLEIW, IdM D5 DNS
La— R%HIRd %2 A%kIE. Deleting DNS records in the IdM CLI &8 L T X\,

2.11. ANSIBLE PLAYBOOK AR L7 IDM Y —N—D7 A4 VA k=)L
(FROY— DM S N BATSH)

P2

BEF @ Identity Management (IdM) 7 704 XY R Tldk, LTV h & H—R— [FEXH

AFRERIRMETY,

[dM MAROY =Xz & LTH. Ansible Playbook #FHALTIIM L Y A&7 VA4 VA =)L
T2ICIE. UTOFIEERITLET, ZDHFITIE. serverd56.idm.example.com ZFEHA LT, L 7Y
A&, bROY—H5 serveri23.idm.example.com @ FQDN 2 #&F DEEMIF O NAKRA NIV N —

28
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HHIBRLET, ChickY., HEDL T AH serverd56.idm.example.com 8L UHEY D hROY —
MO INET,

p= =)

remove_server_from_domain D&% FRAL TR ROY -6 L 7Y A%HIBRLTH,

MROYV—@EIrI AW, tDF T a VidBEHY FEA, MROT—HGIK
INZBBERELASLBEIF. RAXAVORFLEWSHD2IBET 2MEN’HYET, T
DFE. UTERITTIBRENHY X,

e ipaserver_remove on_server fEAIEEL £,

e ipaserver_ignore_topology_disconnect % True IZZREL £ 7,

=35
e OvhO—JL/—RTIE
o Ansible N\—Ya v 214 UEAEFERALTWS,
o YRFTLNMNRHEL8ILIETRITINTWS,
o ansible-freeipa /Xy 5 —Y %A VA M—JLLTW5,
o ~/MyPlaybooks/ 74 L7 ) —IZ. IAM H#—/—DZELER K X 1 > % (FQDN) % &

LT Ansible f YRV M) =T 74)L HEHR L7z, TDHITIE. FQDN (&
server123.idm.example.com T,

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,
o TR—YR/J—RTIL

o YRAFLMNRHEL76 UETEITINTWS,

FIR

1. Ansible Playbook 7 7 4 JL uninstall-server.yml Z X DABZTER L X7,

- name: Playbook to uninstall an IdM replica
hosts: ipaserver
become: true

roles:

- role: ipaserver
ipaserver_remove_from_domain: true
ipaserver_remove_on_server: server456.idm.example.com
ipaserver_ignore_topology_disconnect: true
state: absent
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Pz
BEORTTIE, server23 ZHIFRL TH M AROY —DHIETI MR WVIES
T. ipaserver_remove_on_server DENEEE I N TULWRWEEIE, server23

MEIBRI ML T Ak server2ZZ DL 7Y hEEAFAL THBMICREI N
i_a_o

2. LTV HETFUVAVRAM—=ILLET,

$ ansible-playbook --vault-password-file=password_file -v -i

<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/uninstall-
server.yml

3. serveri23.idm.example.com 3§ L TW % x— LY —/8N— (NS)DNS L I— RA T RTDNS
V—UDLHIBRINTWE I EEERELTLEIW, FHTZDNSHIAMICLYEEINS
HEDNSTHZH., AEEDNS THHEMNMEADLLT, BRETR>TLREIW, IdM D5 DNS
La— R%HIRd %2 A%IE. Deleting DNS records in the IdM CLI &8 L T X\,

=Znn

2.12. BEIER
o L7YAKMROY—DEFE
® Ansible Playbook 2R L7 IdM H——DNv I 7 v TE L VETT
o AUNYKNY—DEKFBA, KAM LTI —T

o [dMY—N—%A 2V RAKN=ILTBDDY > TILD Ansible Playbook &. ansible-freeipa 7 v
TZAMN)—=LDRFa1AY N THEATEZZEHDY AN ERRTEET,
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253% ANSIBLE PLAYBOOK T IDENTITY MANAGEMENT L 7
VADA VA M=)

Ansible AL TYRATLEIM L Y AELTERET S &, 1AM KX A VICEHF I, RXSA VD
M H—NN—ICH B IIM Y —EREV AT LAMNERATE R LD IRV ET,

7704 X M. Ansible D—JU ipareplica TEEINFET, OO—/id. BERHE— REFEHA
LT IdM == RAA Y, BLPZDOMDEBELHNTEET, L. BROL 7)) Hh%&EE

DEIBREFTILTTTOA L, ZOL TV HOIN—TAEBRBIAIVITTITOA4TBHEEICITE.
TIN—TTEIWEEDY—N—FEL T hEEHETINENHYET,

AR
® Ansible A~ bO—JL/ — R ansible-freeipa /Xy F—=IDNA VA R—ILINTW3B,
e Ansible& IdM O#ERZEBFEL TW3:
o Ansible O—JU
o Ansible /—F
o Ansible f YRV N —
o Ansible ¥ X%
o Ansible E¥a1—Jb

o Ansible 7L 1 & & U Playbook

REEER

o LY AMROY—DEHE
3LIDML 7Y ABA VRN =T BLODR—IALEH, Y—/IN—ZTH. &
TNV SAT7 Y NEHDIEE

M L 7Y HEAVRAN=ITBEODA VRV KN)—T 74 I)VEERETDICIF. ULTOFIEERET L
i’a—o

AR
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, MY —N—DZREEH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWBE I &%
ARE LTW3,

FIR
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L BETZA RN =T 74V EREET, ML TV HERZEANDTLERHRN XA >
% (FQDN) #1EE L X9, FODN IEBWRDNSEZTHB2RELNHY 7,

o HF TIIFRYIN BIUNATY () DHEFATES, LEZE 79— 1>
WEATERWED, DNSDEENRET Z2ERELZTEELIHY T,

o RANEHIRTINXFETH S,

L) HDFQDN DA DN EZINTWBEHILS IRV M) —KAMZ 714 ILDHI

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

[dM H—NN—HAF a4 INTHEY. SRVLI— KA IAMDNS V— U ICEYICEEINT
W3I5E. A7 Y T MNEZOMICHELEETRTEHEMNICKREL X,

2. [A 72 av] MROV—ORHAEICEDVT, 1 YRV N) =T 74 LIENEREAAL
i’a—o

YA
BHEMRE = EE L. [ipareplicas] 7> 3a VILEEINTWEITRTOL Y ADEED

M Y —N—%FHT D LT BITIE, 1 RV N —T 74 )LD [ipaservers] 27 > 3
VICEDY—N—ZHRELXT,

MY —nR—¢L ) HDFADNHAEBEZEINTWBAL IRV NY)—KA M7 74
DHI

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

VA2
ik, BEREEZLOEL T, FEOY—N—THEDL FYhEaTF704F2581F. 1
YRV N =T 74 )LD [ipareplicas] E7 > a vIil, HEDL T hDH—/"—%{@EZIIC
BRELEFT,

BEDOL ) HAIKBED IIMY—NR—BERINLA IRV M) =T 714 IILDHI

[ipaservers]
server.idm.example.com
replical.idm.example.com

[ipareplicas]

replica2.idm.example.com
replica3.idm.example.com ipareplica_servers=replical.idm.example.com
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LEEDFITIE, replica3.idm.example.com A', §TICTF7O4 Ihic
replical.idm.example.com = #&te L THERALE T,

VA3
12Oy FICERBOL 7)) Hha7704$2561E. ZELTYHDOT 04 AV MH'%
ICBET, A YRV N) =T 7L T) hDEE T IVL— 7 (fl: [ipareplicas_tier1] &
& U [ipareplicas_tier2]) %= E% L. Playbook install-replica.yml T& 7 )L — 7| {@RID 7
LM%t LET,

L) AEBBAEZRINTWBS YRV M) —T 714 IILOSHI

[ipaservers]
server.idm.example.com

[ipareplicas_tier1]
replical.idm.example.com

[ipareplicas_tier2]
replica2.idm.example.com \
ipareplica_servers=replical.idm.example.com,server.idm.example.com

ipareplica_servers D&FID LY ) —DMEAINE T, ROTY MY —E, 7x—IL/\y
VFToavELTHERINES, ML) A7 704 ICEBOBAERT 2HBE1E.
M tien S LY AZETFTTOA L, RiTtien hSL Y AHETFTTOA4TELDIC,
Playbook IZfEBID Y XV NAETT,

LF7VAITN—TZEICRRZ T A %EZ L Playbook 7 7 1 LD

- name: Playbook to configure IPA replicas (tier1)
hosts: ipareplicas_tier1
become: true

roles:
- role: ipareplica
state: present

- name: Playbook to configure IPA replicas (tier2)
hosts: ipareplicas_tier2
become: true

roles:
- role: ipareplica
state: present

3. [# 7 3 v]firewalld & DNS ICBAT 2 BINERE=ADLET,
>F VA1

LZVAD, T74L DYV —VDROHYICIEE L firewalld V—Y 2 FHET25LDICT

BIGEE. AVURYN) =T 7AIVITIBETEEY, Thid, &zl 774ILbELT
BREINTWVWBART) w2V —rDRHDYIZ, IdM A~ 2 M—JLICRER firewalld V' — > %

FRTBAICRIBEET,

[ AR D L T I PPO I | [N} TS 18— . L e S~ = Shls v dl
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TDAY L) —VZERELIELWVWCE, T—EAD T /JFAJvpwtirewvalld / — /iciEJHSTLEX
T, BRIEEINLT 74/ MY —2IF public TT,

HFE
BET 5 firewalld V—VIZEFEEL. KEMTRITNIERY FHA,
HRY L firewalld 5O Y TIVBA IRV N —KRA M7 74 IILOHI

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

[ipareplicas:vars]
ipareplica_firewalld_zone=custom zone

>FIA2
LY AN IAMDNS H—ER%EZKRZA MF 5L DICT 25 EIL. ipareplica_setup_dns=yes
17% [ipareplicas:vars] 7 < 3 VICEBMLFY, F. ¥—/—TEDDNS T+ 7T —
Y—%FHTIHNEDIDEEBELET,

o H—N—TEDT+T7—¥—%RET SICIL. ipareplica_forwarders Z# & XFFID
1) 2 N % [ipareplicas:vars] 2 >~ 3 VIZEML 9 (4
ipareplica_forwarders=192.0.2.1,192.0.2.2),

o H—N—TEIlT7 37 —H—%EKELRWIHEIL ipareplica_no_forwarders=yes D 1T
% [ipareplicas:vars] 7 <> 3 VIZEML £ 9,

o L) AD letc/resolv.conf 7 7 A JLIZ) A RRRINTWE 74T —4—ICEDWT
P—N—=T&EILT 7= —%FHRET BICIE. [ipareplicas:vars] 7 > 3 |
ipareplica_auto_forwarders ZE/1L £ 9,

L7YAICDNS EY—NR—T¢,D T 27— —%FBEITDFIRESLA IRV B
)—774I1LDH

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

[ipareplicas:vars]
ipareplica_setup_dns=yes
ipareplica_forwarders=192.0.2.1,192.0.2.2

VA3
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ipaclient_configure_dns_resolve & & 1" ipaclient_dns_servers # 7> 3 > ({FHEEEA
HBA)ZFERALTDNS Y VILNR—%IEEL., V75 R9—DF7 704 A MaBRIELZE
T, ZhUE. IdM T TOA XY MDEEA DNS 2EA L TLW BRI ICRICEN T,

DNS ) Y IWIR—%&IET DA VYRV M) —T7MILAZ=ZRY |k

[...]

[ipaclient:vars]
ipaclient_configure_dns_resolver=true
ipaclient_dns_servers=192.168.100.1

N s 0

ipaclient_dns_servers ) A MZIZIP 7 KL ZADHEEDZRELNHY F
T, RAMNGEEDDZEIETTETEHA,

BIER R

e ipareplica Z#DF¥#iE. /usr/share/ansible/roles/ipareplica/README.md Markdown 7 7
WEBRLTIEIW,

3.2. ANSIBLE PLAYBOOK #{#FFHLTCIDM L 7Y hEaA4 VA N—ILT B
HDERELFERDIEE

ZOFIEIE, ML Y HDA VR M—JLICRATABZELE T,

AR
o ROEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—5—I(C ansible-freeipa /Ny T —I DA VA R—ILINTWS,

o ZODOBITIE, ~/MyPlaybooks/ 74 Lo b —IT, IAM H—/NR—DZLEE KA1V F
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L M LTcZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,
FIRr

L L7V hEFIOA4T2EBOHZ1—F—D/NRXT—FK (IdM @ admin 2 &) #38E L &
_a—o

® RedHat &, Ansible Vault L T/Y27— K%&{R#E L. Playbook 7 7 1 JLH 5 Vault
774 )V %ESBY % (install-replica.yml 72 &) T & &##ELF T,

Ansible Vault 7 7 1 ILDA IRV M) =T 7ANVELCRRAT—RKDTFY) )L
%M L 7= Playbook 7 7 1 JLD#I

I - name: Playbook to configure IPA replicas
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36

hosts: ipareplicas

become: true

vars_files:

- playbook_sensitive_data.yml

roles:
- role: ipareplica
state: present

Ansible Vault OfERAEIX. 2D Ansible Vault RFa XY MESRBLTLEI L,

HEYVLRETEHDHYZTEAD., 1RV KMN) =T 74)LT admin DEREEERZ BIFREL
F9, 1RV KN)—=T74)LD [ipareplicas:vars] 7 > 3 > T ipaadmin_password
AT avEFERALET, 1 YRV M) =T 74)L &, Playbook 7 7 1 )L install-
replica.yml (FLLTFD & D IZRY FT,

ARV M) —O hosts.replica 7 7 1 JLDAI

[...]
[ipareplicas:vars]
ipaadmin_password=Secret123

AIRYR) =T 7ANDT) RV BELT/IRRAT— K% L7 Playbook @
B

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:
- role: ipareplica
state: present

Freld, REMRBESAYETL, LTVAZSA IRV N =T 74 IVICEETOM4 T
22 EEFTINTVWBHOI—Y—DRAERZRHELEX T, ORI —F—ZEE
T 3ITIE. 1 —H—%IC ipaadmin_principal 7 7> a v A FRA L., /SXAT7—KIC
ipaadmin_password # 7> a v AEFERALEF T, 1 YRV MY—T 71L&, Playbook
7 7 4 )l install-replica.yml (JLATFD L S ICRY £9,

ARV M) —O hosts.replica 7 7 1 JLDAI

[--.]

[ipareplicas:vars]
ipaadmin_principal=my_admin
ipaadmin_password=my_admin_secret123

AIRYRY =T 7ANDT) RV BELT/IRRAT— K% L7 Playbook @
B

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true


https://docs.ansible.com/ansible/latest/user_guide/vault.html
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roles:
- role: ipareplica
state: present

B EfE R
e Ansible O—)l ipareplica TERTE 34 7> a > DML, Markdown 7 7 1 JL

/usr/share/ansible/roles/ipareplica/README.md = &R L T< 23 L,
3.3.ANSIBLE PLAYBOOK TIDM L ) AdDF 704 A~ k

LUFDOFIEICHE > T, Ansible Playbook 2R L TIdM L 7Y A% 7704 LE T,

Gl s
o ML 7Y HAEAVAKN=ITZEHDA IR RN)—T74)L #/ELF L,

o ML TN AEAVRAMN=ITBLODR #ZELF L,

FIR

® Ansible Playbook Z{ER L TIAM L 7Y A% 4 ~ X h—JL 9 %ICIE. ansible-playbook 1<~
NI Playbook 7 7 1 JL D& (install-replica.yml 2 &) #FRALET, -iA F>a v Ta R
YR)=T 74V ERELET,

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts.replica <path_to_playbooks_directory>/install-
replica.yml

vATav, wHTvav, FhF-vwATUarvaEFERLT, FHOLNILAEELE
-a—o

Ansible IZI&. Ansible Playbook X 7 1) 7 N DRTMBHINE T, ROHEAIE, KELAEI R
IR0 EDEDH, RV Y TMHPEBICEITINALZIEERLTVWET,

PLAY RECAP

replica.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

INT, ML 7Y APA VR M=ILENF L1,
3.4. ANSIBLE PLAYBOOK #{#RHL7IDM L 7Y HhDOF7 A4 VA M=)l

pa 3

BEF @ Identity Management (IdM) 7704 X~ KR Tldk, LTV h & H—R— [FEXH
ZFBERIRAETY, MY —NR—2T7 U4 VA M=)V T BEDFEMIE. Ansible
Playbook ZFR L7z [dM H—NR—DT7 VA4 VA h—=)L /13 h ROV —DI N 3
%A TH Ansible Playbook Z#FH L TIM Y —N—%2F7 VA VA N—=)L T2 #HBL T
KTV,

BIER R
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o MDY —N=—BLVIZ14T7Y NOBE
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54%Z ANSIBLE PLAYBOOK T IDENTITY MANAGEMENT 7 <
AT7NDA VAN
Ansible Z{#H L T, ¥ X5 A% Identity Management (IdM) 2 54 7> b & L CERET % A% % 5 AR
LET, YATLZIAMIZA TV RELTEET D E, 1AM KX A VICEHRIN, Y RATLDNRNAA
YDIAM Y —NR—TIAM Y —EREZFATE D LD ICRY FT,
7704 X M&. Ansible O—)L ipaclient IC& W EBBINET, T 74/ bTlE, O—ILIZBEHRH
E—REZFEALT MY —NR— ALY, BIVPZOMDBRELRFELFT, O—JLiE. Ansible
Playbook Y1 YRV K =T 7 A VR EIEELAREZFRT L DICEETEET,
AR
® Ansible A~ bO—JL/ — R ansible-freeipa /Xy F—=IDNA VA R—ILINTW3B,
e Ansible& IdM O =B L TW 5!
o Ansible A—JU
o Ansible /—FK
o Ansiblef YRV NI —
o Ansible # X%

o Ansible EYa—JL

o Ansible 7L 1 & & U Playbook

41. BEMEIVSA TV MM YVAMN—=ILE—RTA IR KN =T 74)LD
INTX—=5 —DRE

Ansible Playbook %@ L T Identity Management 7 54 7> a4 Y A =)L T BITIE. 41 YRV K
)= 74ANTEY =45y NRAMNSA—49—%&KFE L F T (ff: inventory/hosts).

o R MNICET BIFR
o Y RYUMDER
AR KN) =T 74, FRIBETZA YR N)—TSTAVICRLT. ZHHDITEROVNTIIC
7Y £, INI-like I Ansible DF 7 #JL T, LTOBHITHEAINLTWET,
yz o-1o)

RHEL TV 274 AN A—YHY—A VI —T A ATAY—MNI—REFEHRT BICIE,
Ansible Playbook IC ipaclient_mkhomedir Z#%# &b 2 LI ICL T,

Pt

[} =355
e IvhO—JL/—RTOTFO414FIEEZMHER L7, install-clientyml 7 7 1 JLD/XZ A —5—D
R 2RI BT &,

FIR
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LM 254 T Y MCADERRA NDRLEHAR N (FQDN) 218ELE T, RRBHIR X ¥
2L, BWADNSEZTHBIRELNHY T,

o HF. FLIFRYM BLUON TV () DHEFEATES, L&z Fy¥—314>
EERTERWVD, DNS DIEENRET ZREA L R 2ARMELIHY FT.

¢ RANENIRTUNLFTHD, AKXFIIFERATETI A,

SRVLO—=RANIAMDNS V=V TIELLKEREINTWBIHEIE. X2 MNP EBMICKHE
BEAETRNTHRELET,

954F7 MO FQDN DA DFEZINTVWBHEHLA YRV N —KAMNIZ74ILD
Bl

[ipaclients]
client.idm.example.com

[..]

2. 75’( 7 h%ﬁﬁ%j—éfcwwnlquEIE%E%* Ebi'ﬁ'o Lj\-FO)DILDIEﬁlf%ﬁFHT%iTO

o VATV MaBHRITBIHEROHDZAI—YF—D/IRT—K, UTETFTI7HIL M DA T 3
VIiChRY ET,

o RedHat I&. Ansible Vault R L T/NXX7— K%&{&EFL. Playbook 7 7 1 JL
(install-client.yml 7 &) S Vault 7 7 1 IV BESRI 2 &2 HEL X T,

Ansible Vault 7 7 A VDA VIRV M) =7 7 A NLVBLCRRAT—KDTY) >
NIV %AEA L7z Playbook 7 7 1 JLDHI

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

o HFEYRELTIEHY FHEAND. inventory/hosts 7 7 1 JLD [ipaclients:vars] 7 > 3
v ipaadmin_password # 7' 3 V& {EH L T, admin OFRFHEREZRMH L F T,
Fre. BIORRI—F—%8ET %IC1E. 12— —%KIC ipaadmin_principal + 7'~ 3
v, /Y27 — RI(C ipaadmin_password 7+ 7> 3 V% FB L £ 9., inventory/hosts 1
YRV N)=T74)bE. Playbook 7 7 4 JU install-client.yml (AT D & D ICRY F
E

AR RNY)—=KRAMNZ 714 ILDHI

[...]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

AIRYRY=T7ANDT) RV BELT/IRRAT7— K% L7 Playbook
DB
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- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

o LIFIBR LA VA7V MX—49 T HFRHATEZHEE. UTETVWET,
DA T avid, ¥ RT LN Identity Management 7 54 7 b & LTEHEINLE
DH2BEIFERATEEY, CORMAEEMEAT 2ITI1E. #ipaclient_keytab 7> 3~
DAXY MEBRLT, F—9TZREITDT7MAIADNIAZEELET (B
inventory/hosts @ [ipaclient:vars] 2 < 3 ),

o EERBFICERINDG UV LRIVIALIRRT—K (OTP), ZDRIAHFEEFERT 3IC
&, 41 RV M) =7 74 )LD ipaclient_use otp=yes # 7> a v EFHALET, L& x
I&. inventory/hosts 7 7 {1 JL® [ipaclients:vars] £7 > 3 > T ipaclient_use_otp=yes
F7avDIAY MNERRTEES, OTP TlE. UTFOVWTIHADA T avEIBET
DHENDHYET,

o VA7V MNaFBRTIHERDHZ1—HF—D/NX7— K (. inventory/hosts 7 7 1
JL® [ipaclients:vars] £ 7 > 3 > IT ipaadmin_password D&% I57E ).

o EEHX—4 T (ffl: inventory/hosts M [ipaclients:vars] £2 < 3 ~IC
ipaadmin_keytab D& % 15 7E ),

3. (# 7Y 3 ) ipaclient_configure_dns_resolve & & U ipaclient_dns_servers + 7> 3 > (ff

FAaRERIGE) ZFEBALTDNS Y VILN—%EEL., 75 R9—DF7704 X2 M BEREL
F9, ThiE, IdAMFTT7EA ALY MDA DNS 2#FAHAL TWBGBAICEIENTY,

DNS ) Y IWIR—%BIBET DA VRV M) —T7AIVA=ZRY |k

[.-.]

[ipaclients:vars]

ipaadmin_password: "{{ ipaadmin_password }}"
ipaclient_domain=idm.example.com
ipaclient_configure_dns_resolver=true
ipaclient_dns_servers=192.168.100.1

- s 0

ipaclient_dns_servers ) A MMZIZIP 7 RL ADHEEHDIHELHYET,
RANREEDBIEWETEERA,

4. RHEL 8.9 LAFETIZ. ipaclient_subid:true 7 7> a v %EEL T, IdM 2—H—DH% 7 ID &
% IdM LRIV TRET B IEHTEET,

BIER R

e /usr/share/ansible/roles/ipaclient/README.md

e sublD SEEFEDFEITIE
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A42. 9S5A TV NDA VA M=ILEICEESHRENTEAWVESICEATT v
RYRKNY)=D7A4ILDINS A —H —DEETE

Ansible Playbook %@ L T Identity Management 7 54 7> a4 Y A =)L T BITIE. 41 YRV K
)= 74ANTHY =45y NRRA MG A—49—%KFE L F T (ff: inventory/hosts).

o KRAME, IAMY—=N=FLVIIM RAA Y F/=IF 1AM LILAICET 215k
o Y2 MEKER
AR KN =T 74, FRIBET A URYN)—TSTAVICRLT. ZHHDITEROVNTIIC
7Y £9, INI-like 2RI Ansible DF 7 #J)L T, LTOBHITHEARAINTWET,
Pz -
RHEL TV 274 AN A—YHY—A VI —T A ATAY—MNA—REFEHRT BICIE,
Ansible Playbook IC ipaclient_mkhomedir Z#%# &5 2 LI ICL T,
s 3as
e IV hO—JL/—RTOTFO414FIEEZMHER L7, install-clientyml 7 7 1 JLD/XZA—5—D

MR 2RI B &,

FIR

LM 254 7Y MCADRRA NDRLEHAR N (FQDN) 218ELE T, RRBHIR X ¥
2. BWADNSEZTHBIUELHY T,

o HF TIIFRYIN BLIUNATY () DHEFHATES, LEZE 7V9—51>
EATERWED, DNSDEENRET Z2ERE L2 ELIHY X7,

o RANENITARTUNXFETHZ, AXFRIFEHATTFHEA,
2. inventory/hosts 7 7 1 LDRAEE I a VIl HOF T a v EBELET,

o [ipaservers] 27> 3> DY —/NN—DFQDN &, 7547 MHEHFINS IAM H—/3—
=nLET,

o UTOWThHIDA T avaFERATEEY,

o VZATYVIINEFZRIND IAM P —/N—DDNS KX VEZEIBET 2
[ipaclients:vars] 27 > 3 > @ ipaclient_domain & 7> 3 >

o |dM H—/"—1'FfH 9 B Kerberos L )L LD #RF]%ART [ipaclients:vars] 2> 3 > D
ipaclient_realm + 7> 3 >~

27547 NFQDN, Y—/X—DFQDN. BLU KX UDREFRINTWDA
IRV MNY—=KRABMZ 714 ILDHI

[ipaclients]
client.idm.example.com

[ipaservers]
server.idm.example.com
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[ipaclients:vars]
ipaclient_domain=idm.example.com

[..]

3. 95’( 7 h%ﬁﬁ%j—éfcwwnlquEIE%E%* Ebi'ﬁ'o Lj\-Fo)nmuiEjj_/f%ﬁﬁq—c%ij—o

o VATV MeBHRITIHEROHDZLI—YF—D/IRT—K, UTEFTFTIHIL MDA T 3
VICRYEY,

o RedHat I&. Ansible Vault L T/Y27— K%&{R#E L. Playbook 7 7 1 JL
(install-client.yml 7 &) S Vault 7 7 1 IV BESRI 2 &2 HEL X T,

Ansible Vault 7 7 A VDA VIRV M) =7 7 A NLVBLCRRAT—KDTY) >
NIV %E{EA L7z Playbook 7 7 1 JLDHI

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

o ZLEMIFEL ARY £T A inventory/hosts 7 7 1 )LD [ipaclients:vars] 7 > 3 > ®
ipaadmin_password & 7> 3 V& A L T, admin OFRFERIREINE T, £k,
BIDFRIEL—H—%IBET 2 ICIE. 12— —4FIC ipaadmin_principal 7 7> 3 >, /X2
7 — RIC ipaadmin_password + 7> 3 VAFERLEY, IhilkY. Playbook 7 71 )L
install-client.yml (&, UTFD LD IZRY 7,

AR R —=KRA N7 714 ILDHI

[..]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

AIRYRY =T 7ANDT) RV BELT/IRRAT— K% L7 Playbook @
vl

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

o LFIESRLIEZ V47 MX—49 T HFAETZZHEIE. L,L'F% TUWET,
DA T aviE, ¥ AT L Identity Management 7 54 7 h& LTEHEINLE
DRHBGEIFERATEEY, CORIAAEEFEAT 5ICIE. ipaclient_keytab + 7> 3 >
HFOXAY MRMRLEY, 7z& 2L, inventory/hosts O [ipaclient:vars] 2> 3 v IlH B
£, F—HTERMLTWB 77 M IL~ADNRREBELE T,
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o EERBFICERINDG TUYLRBRIVIALIRRT—K (OTP), ZDRIAHFEEFERT 3IC
&, ARV M) =T 74 )LOD ipaclient_use_otp=yes + 7> 3 VAFERALET, & x
(¥, inventory/hosts 7 7 1 JL O [ipaclients:vars] =7 > a3 >~
T. #ipaclient_use otp=yes + > a v %XV MRRTEZET, OTP Tk, UATFOW
TNHDA T avERET D2VENHY FT,

o VA7V MNaFBRTIHERDHZ1—HF—D/NX7— K (. inventory/hosts 7 7 1
JL® [ipaclients:vars] £ > 3 (T ipaadmin_password D&% 35 7E ).

o EEHX—4 T (fl: inventory/hosts M [ipaclients:vars] Z2 < 3 »IC
ipaadmin_keytab D& % 15 7€),

4. RHEL 8.9 LAFETIZ. ipaclient_subid:true = 7> a v #EEL T, IdM 2—H—DH 7 ID &
7% IdM LRI THRET DI EEHETETET,

BIER R

e Ansible O—JU ipaclient TERATE 24 7> 3 v DM
I&. /usr/share/ansible/roles/ipaclient/README.md Z &R L T< 72X Ly,

e sublD SEFEDFEIFIE

4.3.INSTALL-CLIENT.YML 7 7 1 JLMD/X5 X —4&H —DHEER
Playbook 7 7 1 JU install-client.yml (Ci&, [dM 254 7> bOF 704 XY MFEFEEFNTUVE
ER

FIR

74 I %EBE, Playpbook DMENT TOAA XY ND TSV ZV TARBRICHIGT 2HhEDI %
abiToﬁ%\WémuTwivh&UiTo

hosts: ipaclients
become: true

roles:
- role: ipaclient

7
i
- name: Playbook to configure IPA clients with username/password
state: present

LTI, BA2z0Ty M) —DEKTZEDTY,

o hosts T k1) —IZ, ipa-client-install 27 ') 7" N #3179 %7K X b®D FQDNs % ansaible
27 1) 7 MH'HRZRT B inventory/hosts Dt > 3 VEIRELE T,

o become: true T b ') —|&, ipa-client-install X 7 ') 7"k DE4THFIC root DERELIEIRA ML
VCHEINDLHICEELET,

o role:ipaclient T b ) —(E, A MIA VA M=ILINBZO-LERELET, ZDIFE
i&ipa 7 24 7> bO—)LIZiY F7,

o state:present T h)—{&, 74X M=)l (absent) TERLIZA T NEA VR
N—ILTBELDICEELET,

44


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/configuring_and_managing_identity_management/index#assembly_managing-subid-ranges-manually_configuring-and-managing-idm

8#54% ANSIBLE PLAYBOOK T IDENTITY MANAGEMENT 254 7Y DA VA b—Jb

4.4. ANSIBLE PLAYBOOK TIDM ¥ 54 7V NBERDFRAIA T2 a v

ARV MY =B LU Playbook 7 7 A ILDBIEFER L7 1AM 2 54 7> M EFOERIFRIEA 7> 3 >

WU TDEHYTY,

4.1 Ansible TIdM 2 54 7> MEHFOEaA T a v

ARV =T 714 DH

Playbook 7 7 1 JU install-

client.yml o6l

94TV
hEZHRY
SHERDBH
1—%—
DIRRT—
k-77

a3l

94TV
hEZFRY
SHERDBH
1—%—
DIRRT—
k-77

av?2

SV L
W VN
AVEVESEN
(OTP) - #
Toavi

SV L
W VN
AVEVESEN
(OTP) - #
Toav2

Ansible
vault IR
BIhTW
BN —
ke

A VHIRY
N)—77
A IVICHEHR
INd/NR
7—FK

OTP B &
UEEEN
27 —R

OTP &
VEEE
*—57

I [ipaclients:vars]
[...]

[ipaclients:vars]
ipaadmin_password=Secret123

[ipaclients:vars]
ipaadmin_password=Secret123
ipaclient_use_otp=true

[ipaclients:vars]
ipaadmin_keytab=/root/admin.ke
ytab

ipaclient_use_otp=true

- name: Playbook to configure
IPA clients with
username/password

hosts: ipaclients

become: true

vars_files:

- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

- name: Playbook to configure
IPA clients

hosts: ipaclients

become: true

roles:
- role: ipaclient
state: true

- name: Playbook to configure
IPA clients

hosts: ipaclients

become: true

roles:
- role: ipaclient
state: true

- name: Playbook to configure
IPA clients

hosts: ipaclients

become: true

roles:
- role: ipaclient
state: true
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ARV Y—D 74 ILDHI Playbook 7 7 1 JU install-
client.yml ol
IjEkes=153
DIZ47T [ipaclients:vars] - name: Playbook to configure
Y hx—% ipaclient_keytab=/root/krb5.keyt IPA clients
7 ab hosts: ipaclients

become: true

roles:
- role: ipaclient
state: true

= o-1o)
RHEL 8.8 LIf&, LD 2 DD OTP AR F ) A TIE, kint I~ RAFHLA-BEE
DTCT DEXKIE, FRIHEEFAIIREINAZIAM Y —NR—TTFbhFd, Lo
T. Ansible A> bO—JL/ —RZEBINEET2HEEFHY FHA, RHEL8.8 L YA
lE. &I/ — RiC krb5-workstation /X v A — I BANBRET L 7=,

4.5. ANSIBLE PLAYBOOK A L7 IDM V>4 7> DT 704

Ansible Playbook A L TIIMBRBICIAM 754 7Y a7 7049311, COFIEEZRETLE

_a_o

Gl s

¢ [MUSATYIMNDTFTOAX Y NDNRS A=Y —% FTOAAY N F ) FITHIHT B &
IICERELTWS,

o HEMHBISATUYMNAYVARN—IVE—RTAIURYN) =T 7L4IDINS X —8H—D:&%
E

o VATV MDA VARN—ILRICEHMREN TELRWGEIBATI YR N)—T 714
IWDIRNT XA —8H —D’RTE

o install-clientyml M/N5 X —4% — %FER L F L7,

Fa
® Ansible Playbook ZfERA L TIdAM 7 24 7> b a4 v X h—I)L T 5355 IL. ansible-playbook

O< >~ KIZ Playbook 7 7 1 )LD £&H( (install-client.yml 2 &) 2 8E€ L £ 9, -iA S>3~ T
AVURYN) =T 74V EBELET,

$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory/hosts install-
client.yml

vA T av, wHTvav, FhFvwATUarvaEFERALT, FHOLNILAEELE
-g_Q

Ansible IZ1&. Ansible Playbook 27 1) 7 N DR{TMBHINE T, ROHEAIE, KELAEI R
IHRWED, RV Y T RPEBICERITINALZIEERLTVET,
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PLAY RECAP
client1.idm.example.com : ok=18 changed=10 unreachable=0 failed=0 skipped=21
rescued=0 ignored=0

pa 3

Ansible l&, IEIFERBEFRAL T RTFOTOCRICETZ2IFIEE
wAERME L 9, /etc/ansible/ansible.cfg 7 7 1 JL®D [colors] £ > 3 ~ T,
TIAINDBEBEEETEIEY,

[colors]

[...]

#error = red

#debug = dark gray
#deprecate = purple
#skip = cyan
#unreachable = red
#ok = green
#changed = yellow

[..]

Ansible Playbook R L T, FA MM IS4 7V a1 VA M=)LLF LT

4.6. ANSIBLE 1 > X k—JL12®D IDENTITY MANAGEMENT 7514 77> b
DT A b

ARV RZA4 9 —T 24X (CL)IZL Y. ansible-playbook O % > RO KINL /2 Z & KRR S
nEITH BEOTRAPMZITIZEELTEET,

Identity Management 7 54 7Y hH, H—NR—ILEHFELLI—Y—ICEATIEREMETIZ %

TARNTBITE, Y—NR—ICEBE LI —%RATXDEEHRALET, LEAK 7740
D admin 21— — &R T3ICE. ROV REETLET,

[user@client1 ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

FREEAEUICHEL TWA I EEZTAMNTBICIE,. HIOBREFEIIM A—H—Tsu-Z2ETLET,
[user@client1 ~]$ su - idm_user

Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[idm_user@client1 ~]$

4.7. ANSIBLE PLAYBOOK TD IDM 7 247> bDT7 VA VX M—Jb

LLFDOFIEICHE > T, Ansible Playbook R L TIAM 254 7 M EBBEL TWERA N ET VA Y
Z I\_)l/bi-a—o

Gl s
o |dM BEIEHE DRIIER
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FIR

o MU ZA TV NET VA YA M—)LT BT, uninstall-client.yml 72 & Playbook 7 7 1 JU
D&FI%=1EE L T ansible-playbook ¥~ RERTLET, -i AT a vy TA RV MY —
774V EBEL. BEIGLT-v, -w Eild-vwwwA 7> avaFERLTEHEBLARNILEEE
LET,

I $ ansible-playbook --vault-password-file=password_file -v -i inventory/hosts uninstall-
client.yml

BF

DSAT VN ETUVAVAMN=ILTRE, EXHRIMBEDHD R MO LHIRI N
FIDN, VATV INDBAVAN—ILEITD ZEILR2GBEIHA. RmAMIKE
T77ANWDPEINET, . PUA VAN ILIZIZLUTOHIREELHY 7,

¢ [AMLDAP H—NN—D050 54TV M RAMIZY M) —FHIBBRI AW, 7oA
VAMN=ITBE, FRRANDEEZENMERINDEIFTTH S,

o USATYNMIHBY—ERIZ, IdM D SHIBEI N,
o V54T YRDDNS TV MY —I&, IdM H—/R—DSHIBRI AL,
o /etc/krb5.keytab %=, LIATD Keytab D 7Y » 2 /LIZHIBRI 1z Ly,

VAVAM=IETD E, IAMCADRR MEIFICFEIT L/EEEREN T RN THIREI N B
EITFBLTCREEI W,

')7
-
(S

BTG IR
¢ MU SA TV RDTUAVAN—IL ABRBLTLEIV,
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5555 ANSIBLE PLAYBOOK Z{#A L T IDM =B ¢ 2 IRIED %
lim

Identity Management (IdM) 2 B33 % ¥ X 7 LEEEIE. Red Hat Ansible Engine Z A9 S FRICLL
TEITD ZEDHRERINET,

o R—LTF 4 LY MY —ICT Ansible Playbook ERHDY 77 1 L 2 b 1) — (f3l: ~/MyPlaybooks) %
ERLZET,

e /usr/share/doc/ansible-freeipa/* & /usr/share/doc/rhel-system-roles/* 71 L 7 h ) —B &
UHTTF14L 2 M)—H5 ~/MyPlaybooks 71 L ¥ b ) —IZH > 7L Ansible Playbook % 3
E—LTHELET,

e ~/MyPlaybooks 74 L J M) —IZA VYRV N) =T 74 )L &EBMLET,

DTSV T4 A%FERTDE. TRTOD Playbook Z 1 DFITROIFTZZENTEET,

4 s 0]

Y x—Y K/ —RTroot ¥R %A MFU'H X 7 IC ansible-freeipa Playbook #3417 TX %
¥, FIAIC

I&. ipaserver. ipareplica. ipaclient. ipasmartcard_server. ipasmartcard_client.
H & 1" ipabackup ansible-freeipa O— /L% Y % Playbook & FENFxd, chHdD
A—LiZiE. TA4LI M) —=8LFdnf Y I RNz T7 Ry 5—ITx—2 v —~DFHE
TOEANRBETY,

-

Red Hat Enterprise Linux IdM K ¥ 2 X > K@D Playbook (&, JRD ¥+ 2! 71 —5&7E ZFiIRE LTW
x7,

e |dMadmin (3, B/ —K®D!Y £— h Ansible 2—%'—T79,
e Ansible vault ICEEE{bI N7z IdM admin /XX 7 — RA&REFELZET,
® Ansiblevault #32# 3§25/ XA —RKEZ=NRXXAT7—KT7 714 )LICEEL F L7,

o O—AHIDansible I—HF—%F{R<LEICT LT, vaut /XRRAT—RI72 74 IADT VR % T
Oy L9,

o vault/ "\AT7—R 774 )L =EMRICHIFR L TBEMRL XY,
ADEF2) 74 —RE ERFLTLEIL,
5.1. ANSIBLE PLAYBOOK #{#H L CIDM A2 EEd 5 /H0a> hO—JL
J—REBEB ) — NDEF

~/MyPlaybooks 74 L 7 ) —%{ER L. TN %&{EMA L T Ansible Playbook Z{RFH L VEITTX 2
EDICERET BICIE. ROFIBICHWNE T,

=50

o FTHEWR /— KIZIdM H—/X— (server.idm.example.com & & U replica.idm.example.com)
é—:’f V7\ I\_)l/ L/T\/\éo
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FIR

50

o DNSBLURY NT—2AFZEL, AV hO—JL/—RHLBEESEEBEER/ — K

(server.idm.example.com & & U replica.idm.example.com) ICO 74 v § 5 &N TX 3B,

IdM admin ®/X2X 7 — RK%&{LEFE LTV S,

. ~/MyPlaybooks/ 71 L7 N —ICBEIL X7,

I $ cd ~/MyPlaybooks

. ~/MyPlaybooks/ansible.cfg 7 7 1 L =LA FOHRBTHER L 7,

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory
remote_user = admin

. ~/MyPlaybooks/inventory 7 7 1 L A LI FORBTER L £,

[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

ZDHREIF. TNSDBRAICHBKRAMD2DODKRAN V=T (eu & us) EEHELF T, &
5. ZOREIF. eu BELP us VI —TDIRTDKRR M%EED ipaserver KA M I —7F
EEHLEFT,

(AT aV]SSH RS L UOMBREFEHRLET. TAMNRETOT7 VR 2/RILT 3IC

(. MERIC/NKZAT— FZRELBAVWTLEIL,

I $ ssh-keygen

CBYxX—YR/J—FKRDIdMadmin 7A 2 MISSH AREZIE—LE T,

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com

Ins@aAT Y RTR. IAIMEBE XXT7—-RZAALET,

. Vault /Y27 — R % & password_file 7 7 1 L EER L £,

I redhat

7 T7ANEERY BEREEELEY,

I $ chmod 0600 password_file

. 1dM @ admin /X2 7 — R % {R1F 9 % secret.yml Ansible Vault Z{ER L £ 9,
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a. Vault /SR 7 — R {REFET S &L D IC password_file #5828 E L X7,
I $ ansible-vault create --vault-password-file=password_file secret.yml

b. 7OV T IHRTRINSES, secretyml 771 ILORBEAALET,

I ipaadmin_password: Secret123
a4

Playbook THES{t X 117 ipaadmin_password % FH ¥ % IlIE. vars file 71 L ¥

TATEFERATILENDY T, L& 1AM 2I—H—%HIFRT % B4 Playbook
WERDEDICHRY T,

- name: Playbook to handle users
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Delete user robot
ipauser:

ipaadmin_password: "{{ ipaadmin_password }}"
name: robot
state: absent

Playbook #3479 % & X (C. --vault-password-file=password_file # 7> 3 > %#EiL

T. Ansible I Vault /X2 7 — K% L T ipaadmin_password #1859 % &£ 5 ICIER
LEd. UTFIHlERLET,

I ansible-playbook -i inventory --vault-password-file=password_file del-user.yml

==
[=]

>

X274 —LOEHANS, LY 3 VORTEICVaut X XT—RFT7 74
ZHIERL. STILWEY > 3V ORBIFICFIR7 ~9 2R YR L X T,

BEER

® ansible-freeipa Playbook ICHERERFIEHR A IRM T 2 I X IFRFE
® Ansible Playbook T Identity Management % —/N—MD 4 Y X k—Jb

o A URYKN—DEERZE
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5.2. ANSIBLE-FREEIPA PLAYBOOK ICWHEAREREIERAIBEH T A2 IF X
FRAE

ansible-freeipa O— /LB LV EY 12— IV A FERT % Playbook DETICHERERIIIEREIRMET 27280
D2 IEFEICIERMMEERRDHY 7,

Playbook IC/X2A 7 — K& EXTRET 3
IP=%
® Playbook #E4TT 3/t TOVY T MARRINFH A,
o EENMEH,
yCI7iR
o J7ANNIITIVEATEDITRTODA— Y —DPNRAT—REFZAHNBIENTETET, AEZE
EABDY) R N) - ETHRESEREZRELTI 7ML ERETZE, 1)
T4 DN ERDLONSHEEENHY £T,

o SWAVTFUREE NV —RRHPEBEINLFEIE. TXTD Playbook TEET ZEN
HYET,

Playbook DE{TRFICHEERIC/IRT— KEANT S

Fl=:
¢ NRAT—RFETIKBREINGBWVWED, #ENRT—RZHLIERFTEIIHA,
o NRATV—REBBEICEHRTEET,
o EENEE,

yCI7iR

e 27417 KT Ansible Playbook 2 L TW3I5&EIE. N2V — REXNFENICAAT ZHREN
HdERBRIGEDNHY T,

IRA 7 — K% Ansible Vault IC&F L. Vault /SR — K& 774 IVICEFELZE T,

Fl:
o 1—H—NRRAT7—REIESELINTREINFET,
o #H L\ Ansible Vault #4322 & T, 2—H—NRRATV—REBGHREICEHFTIET,

e ansible-vault rekey --new-vault-password-file=NEW_VAULT_PASSWORD_FILE secret.yml
O Y R&EEA LT, ansible Vault #{RET 2 XAT— R 7 7/ L AGRICEHTEE T,

e 2% 7 KT Ansible Playbook Z A L TW3I35&I&. Ansible Vault & X5EBIICIRET B /82
D—READTZ2HRENBRVDIEENTY,

y ST B

o HMBMDFWTL—VTFFAMRATD—REEL I 7A4IIE, 774ILVDT7 I CAFTPZED
HotEFa1)F1—WEICLS>OTIRET B ENEETT,

INA ) — K% Ansible Vault IZ#R7F L. Vault /X237 — KE&WEZEMICANT S
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=
e 1—H—NAT7—RFIESILINTHREINET,
e Vault DR T7—RNFEZICHRFEINTUVWARWED, #EBOIEWETEEEA,
e 3L\ Ansible Vault ZFf{ 952 & T, 2—H—/RRAT—NEBRICEHFTEIT,

e ansible-vault rekey file_name <> RZFHA L T, Vaut /RRT7— NEEHEICEHFTEX X
ER

y ST B

e 27417 KT Ansible Playbook A L TW3IF&IE, Vault /SR 7T — RA&ANFEMICANT
DENH D ERBERIGEDHY FT,

B 1SR
® Ansible Playbook ZffA L T IdM # BB 9 276D hO—J)L/ — NEER / — RDOE(F
o Whatis Zero trust?

® Ansible Vault IC & 214 F — 4 DI{RE
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56E ANSIBLE PLAYBOOK TD /' O—/\JL IDM E& &

Ansible 5% €Y a2 — /)L &#HEAT % &, Identity Management (IdM) DV O—/N)LEEE/NT A —F —%
BB L UVERETEET,

® Ansible Playbook T® IdM 5% E D EX1F

Ansible Playbook T® |dM CA B#iH—/X— D& E

Ansible Playbook T®D IdM 2 —H—DF 7 # )L b ¥ T )LDERTE

Ansible ZHE L7z IdM KX 4 > ® NETBIOS L£DE&E

Ansible 2L TIAM A—H—& I —FICSIDHH B T &5 HERT S

6.1. ANSIBLE PLAYBOOK T® IDM & DB 15

LLTFDOFIETIE. Ansible Playbook 2B L T, IRED/O—/N)L IAMBREICET 2 BHRZIET 5 A
EEHRBALET,

AR
o [AMEBEEE/NZRT—NEBELTWS,
o ROBHAEBALTLIICAnsible AV hO—JIL/ —RERELTWS,
o Ansible /A—Y3 > 214 UEAFER L TW5,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZODfITIE. ~/MyPlaybooks/ T4 LZ Y —Il, IdM Y —N—DZLEM RN A A V&
(FQDN) Zf#ER L T Ansible 1 XY M) =T 74 )L ZER L2 & &RFIIRE LTWS,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWBE I &%
ARE LTW3,

FIR

1. Ansible Playbook 7 7 1 JU /usr/share/doc/ansible-freeipa/playbooks/config/retrieve-
config.yml ZBWVWTIHREL £,

- name: Playbook to handle global IdM configuration
hosts: ipaserver
become: no
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Query IPA global configuration
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
register: serverconfig
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- debug:
msg: "{{ serverconfig }}"

2. UTFZEBL T2 74 IVERELET,
o [AMEBED/IIRT— K,
o ZDMODIE (BELIZE).

37 7AINEREFELET,

4. Ansible Playbook #2317 L £9, Playbook 7 7 1 )L, secretyml 7 7 1 L %= {RFE&ET /N7 —
RERMT 277140, BLTA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/config/retrieve-config.ymi
[--]
TASK [debug]
ok: [server.idm.example.com] => {
"msg": {
"ansible_facts": {
"discovered_interpreter_
b
"changed": false,
"config": {
"ca_renewal_master_server": "server.idm.example.com"”,
"configstring": [
"AllowNThash",
"KDC:Disable Last Success"
1,
"defaultgroup": "ipausers”,
"defaultshell": "/bin/bash”,
"emaildomain": "idm.example.com",
"enable_migration": false,
"groupsearch":
"cn",
"description”
1,
"homedirectory": "/home",
"maxhostname": "64",
"maxusername": "64",
"pac_type": [
"MS-PAC",
"nfs:NONE"
8
"pwdexpnotify": "4",
"searchrecordslimit": "100",
"searchtimelimit": "2",
"selinuxusermapdefault": "unconfined_u:s0-s0:¢c0.c1023",
"selinuxusermaporder": |
"guest_u:s0$xguest_u:sO$user_
1,
"usersearch": [
"uid",
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"givenname",

"sn",
"telephonenumber”,
"ou",

"title"

]
}

ailed": false

6.2. ANSIBLE PLAYBOOK T® IDM CA Bt —/X— D3R E

$AIAHDEREER (CA) % {F BT % Identity Management (IdM) & 704 X ¥ N Tldk, CAEBHFHH—/\—
MIdM P 27 LFIFAE A MBS L UCEHLE T, M TTOM A Y NEBRICERFELLF T,

IdM CA Bt —/\—O—J)LOFEMIE, IdIMCAEFHY —/N—DEHA Z2SBLTKEI W,

LFDFIETIL. Ansible Playbook #{#fH L T IdAM CABH Y —/N\—%%ET 5 HEEHBALE T,

AR
o [AMEEE/NZRT—NEIBELTWS,
o ROBHAEBALTLIICAnsible AV hA—IL/ —RERELTWS,
o Ansible /N\—I 3V 214 LIEEFERAL TV,
o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA R—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ &£ &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

FIa
1L BEICHLT, BEDIIMCAEHRY —N—ZHFHELFTT,

$ ipa config-show | grep 'CA renewal’
IPA CA renewal master: server.idm.example.com

2. inventory.file 2 ED A VRV N) =T 74 VAR LT, D7 74 JLIC ipaserver = EZ L
F9,

server.idm.example.com

I [ipaserver]

3. Ansible Playbook 7 7 1 JL /usr/share/doc/ansible-freeipa/playbooks/config/set-ca-renewal-
master-server.yml ZFWTIREL £ 7,

- name: Playbook to handle global DNS configuration
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hosts: ipaserver

become: no

gather_facts: no

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: set ca_renewal _master_server
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
ca_renewal_master_server: carenewal.idm.example.com

4. UTFEZEBELTCI 7ML ERAELET,

e ipaadmin_password Z# Ti&E L7 M EEBEED/ART— K

e ca_renewal_master_server EH CTi&E L 7= CA BH Y —/\—D &AL,
5. 774NV EREFELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILEERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/config/set-ca-renewal-master-server.yml

MREEF IR
CAEHIY—N—DEEINLILEZHRALETT,
1. IdM EEE & L Tipaserver ICOJ 1> LET,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. IMCAEHHY—N"—DIDEEKRKLZET,

$ ipa config-show | grep ‘CA renewal’
IPA CA renewal master: carenewal.idm.example.com

ZDWEAICIE. carenewalidm.example.com H—/N—D 3 LW CAEHFY—/N—TH2 I &N
DY ET,

6.3. ANSIBLE PLAYBOOK TD IDM 2 —H%—®DF 7 #JIL NP T ILDERTE
vEld, ARV REZIFANTERT 327055 LT, RedHat Enterprise Linux (RHEL) T
i&. bash. sh. ksh. zsh, fish 72 &, #HOY T ILHFIHTE F 9, Bash (7 /bin/bash) (£,
FEAED Linux Y AT LT—RIARY TILTYT, BEIF. RHELOI—HF—T ATV DT 7 4L b
I )LTY,

LUFDOFIETIE. Ansible Playbook #fFH L T, IdM 2 —H—DF 74 > z)E LTHOY TILT
HbshzBRETDHHEZHRALETT,
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AR
o [AMEBEEE/NZT—RELEL TV,
o RODEHAHITLIICAnsible Y bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA R—ILINTWS,

o ZODFITIE. ~/MyPlaybooks/ T4 L Z Y —Il, IdM Y —N—DZELEM RN A A V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWBE I &%
ARE LTW3,

FIR

1. MEITIH LT, Ansible Playbook retrieve-config.yml #{#fH L T, |dM 2 —H#—D{RED> =
WEHELX T, FMiE. Ansible Playbook TD IdM FREDEfE #SB L T EI W,

2. inventory.file 7R ED A VRV N) =T 74 JVEER LT, D7 71 JLIC ipaserver = EZ L
F79,

[ipaserver]
server.idm.example.com

3. Ansible Playbook /usr/share/doc/ansible-freeipa/playbooks/config/ensure-config-options-
are-setyml 7 7 1 LEFAWVWTIRELE T,

- name: Playbook to ensure some config options are set
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:

# Set defaultlogin and maxusername

- ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
defaultshell: /bin/bash
maxusername: 64

4. UTFEEBLTCI7 7MLV ERAELET,
e ipaadmin_password Z# T E L7 IdM BEEED/ARXT— K

o defaultshell ZH THREINTWSB IAM A —H—DFT 7 4L hD > LD /bin/sh ICERE X
nEd,

5, 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RFE&ET H/N AT —
RERMT 277140, BLVA YRV N) =T 74 ILEERBELE T,
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$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/config/ensure-config-options-are-set.yml

BT FIE

M THLWEY Y a3 VARKTEE, T7AIMDAI—HF—V A EEINTWE I EA2ERTE
F9,

1. IdMEEE & L Tipaserver ICOJ7 1> LET,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. REDY T IV ERRLET,

[admin@server /]$ echo "$SHELL"
/bin/sh

a4y L Twda—H—nsh>z)IEZFHLTWS,

6.4. ANSIBLE #{#F L 7= IDM R XA > ® NETBIOS LD FE

NetBIOS #ld. Microsoft Windows (SMB) ¥ 1 7OHREB LU A v —Y Y JILERINE T,
NetBIOS &% FHLT. K14 7a<x vy LY, TYUVI—ICERLLZYTEET,

LT DOFIEICHE > T, Ansible Playbook % {#F L T Identity Management (IdM) K X 4 > D NetBIOS %

HERELET,
AR
o RODEMHABELTLIICAnsble I A=/ —REERFELTWS,
o Ansible/N\—Y 3V 214 LEAFERALTWS,

o ansible-freeipa /Xy 5 —Y %4 VA M—JLLTW3,

BERN

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 3,

o ZDHITIE. secret.ymlAnsible R—JL kT ipaadmin_password BMREINTHE Y. "—JL
F7Z7ANDNRRAT—RZH>TWBH I EZRIHIRELTWVWET,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBELXT,

I $ cd ~/MyPlaybooks/

2. netbios-domain-name-present.yml Ansible Playbook 7 7 1 L&A {ERR L £ 9,

59


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-idm

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

3. UTOREZT7 74 ILISEMLET,

- name: Playbook to change IdM domain netbios name
hosts: ipaserver
become: no
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Set [dM domain netbios name
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
netbios_name: IPADOM

4. 774NV ERELET,

5. Ansible Playbook #2317 L &9, Playbook 7 7 1)L, secretyml 7 7 1 L Z{RET /XX T —
REBRMT 27714, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory netbios-
domain-name-present.yml

AV IBERRINSEZS, R—=ILh 774 ILDNRRAT—RKEAADLET,

BTG IR
® NetBIOSZ%ERET BHDHA KAV

6.5.ANSIBLE #{FH L TCTIDM 1—%—& 7 IL—FICSID B’H B Z & %8R
ERS

Identity Management (IdM) 4t —/X—{&, O—AI KX VD IDSEEDT—FICEOVWT, —BEDt
Fal)T14—#BF (SID) % IdM 2 —H =B LV VI —FICHRERICEIY B TEZENTEET, SID
W, A—HY—F TSI NETIN—TF TV MIERINE T,
IdM 2 —H'—& TI—FIZSID B’ 5 Z & 22T 5 BMIE. HHEBMEIAZE (PAC) DEKREFAI T
52&TY, ZhiE, IAM-IAM EEADRVDRATY FTT, M A—HF—B LV T I—TFHSID %
BoTW3BA., IdMIZPACT—4 %{EA L TKerberos F7 v M&FRITTIZET,
ROBEEEERT BICIE. ROFIEICE>TLEIL,

o BEDIIMA—HY—8L0a—4—JI—TDSIDEERLET,

o IdAMDFHLWA—H—BLTTIL—TDOSIDDEKREBICLET,

AR
o RDEBEHAFBLTLIDICAnsible A bO—JIL/ —REEELTWS,

o Ansible / N\—C 3V 214 EAFERALTWS,
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#5623 ANSIBLE PLAYBOOK T® 4~ 0 —/%JL IDM 5%
o ansible-freeipa /Xy 5 —Y %4 VA M—JLLTW5,

BERN

o ZDHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZDHITIE. secret.ymlAnsible R—JL kT ipaadmin_password BMEREINTHE Y., "—JL
F7Z7ANDIRRAT—RZH>TWBH I EZRIHRELTWVWET,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. sids-for-users-and-groups-present.yml Ansible Playbook 7 7 1 L &{ER L £ 9§,

3 UTOREZ 7 7AILISEMLET,

- name: Playbook to ensure SIDs are enabled and users and groups have SIDs
hosts: ipaserver
become: no
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Enable SID and generate users and groups SIDS
ipaconfig:
ipaadmin_password: "{{ ipaadmin_password }}"
enable_sid: true
add_sids: true

enable_sid Z#t., HED IIM 21— —B L VT IL—TDSID ERE=BHMICL F
¥, add_sids Z#iE. BED M 1—F—B LV IL—TDSID HER LT,

Pz
add_sids: true 2R3 315 5(E. enable_sid Z# % true ICRETIHNELH
L) i’a—o

4. 774NV ERELET,

5. Ansible Playbook =347 L &9, Playbook 7 7 1)L, secretyml 7 7 1 L Z{RET /XX 7T —
REBRMT 27714, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory sids-for-users-
and-groups-present.yml

AV IBERERINIZS, R—=ILR 774 ILDNRRAT7—RKEAADLET,
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B SR
o [AMIDEHEICHSIFTZ X2 T4 —BLCHEABRNFOO—IL.

6.6. BEF IR
e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-config.md #5HR L T 23X
L

e /usr/share/doc/ansible-freeipa/playbooks/config 71 L 2 b ) —DH > 7LD Playbook %%
BLTLEIWL,
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57%Z ANSIBLE PLAYBOOK Z L2 —HY—7hHDO 2V NDE
i

Ansible Playbook ZfA L TIdM QA —H—%2EETEFzd, 1—H—DZ1 717 &=Lk
%, KETIXLLTDIEEIC Ansible Playbook 2B 2 &% L £ 9,

o YML77AJIVICEEYIAMNINTWS 1—H—A 1 DEFEIE2 FIB
o YML77AINICEEYRAMNINTWS 1—F—52EHEFEIES FIE

o YML77AILHDSLBEBINBISON 77 IVICYURMNINTWSG I—H—52EHEFEIES
FIig

o YML77AIICEEYAMNINTWS 21— —D"7WZ &5/ LET,

7. 1—H—DZA4 7147
Identity Management (IdM) (&, JRD 3 D2DI—H—THo Y MNREICHIGL T

e 25—I 1—H—(FFATIFHA, THIIWERETT, 7IVT74 T21—H—IIHELRI—
HY—THOY N TONRT 4 —%FTRTCEETED2DIITEHY FEA Bl TIL—T A N—
AR

o PUF 47 A—H—IREANTRETY, BEBERI—Y—THO Y N TONRTF 1 —IFTRT,
DRETHRETINEIHY XY,

o REEFH 11— —IF. UFIICT VT4 T CChHholc1—H—T. WEIFHET7IT1 T THDEH
BRINTHY., M ANDFBEINTE FHA, FREBFHAI—H—IZIE, 77974 721—H%—-0D&
XILBEMIIR>TWAETAD Y N TARTF 4 —DRELONMREFINTVE TS, 12— -4
W—THhSIEBRAIhTVET,

___________________________________________________________________________________________

i
g
Preserve
Activate | @0 9><L 03} >
Stageusers =~ --------------- | 4 < Preserved users

Active users Restore

lDe.’e te

Delete Delete
Deleted users

v

A

M F—=HR=Z2H51—H—IV b)) -2 R2IHKRTEET,

BF

HIRRL 22— —7Hh oV b 2BRI DI ERFTEIRA, 21—F—T7HU >V bZHIR
THE ZDTAVY MIEEYTHBERNIARNTERICKDNEYS,
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MREBREE, 774N MNOBEI—HY L, EEEEREZFODI—F—DHMERTIEY, X
TDEBETHV Y M%aiR> THIBR L72354& &, Directory Manager A%, Directory Server ([ZH L WELE
BEEFUTHERTIHEDHY FT,

Digk

==
=

admin ©—H— &I LW T < 25, admin i 1M CHEAERES1—

H—TH2H, CORETREFENIYY NTREHIELE T, 5D admin
1—H—%2EELTEAT 58I, EEEERZDQACEE 120 —H—IIH
5 LTH» 5. ipauser-disable admin ZfA L T, FERIEHEI N/ admin 1—
H—EB|ALET,

Digk

H
=

A—A)L2A—H—% IdM ITEM L AW T < £33 L\, Name Service Switch (NSS)

&, OA—ANA—HY—ETIN—T%FRTDEII. IIMA—HF =& TIL—THEIC
RLET, 2FY., 2EZEIIMITIV—TDAYN—2w FiE, O—AHI 21—
H—TIIHEL T A,

7.2. ANSIBLE PLAYBOOK #f#FH L TIDM 2 —H%—%4FE I3 F/E
L TFDFIETIL, Ansible Playbook #fFH L TIAM ICA—H—% 1 DEEI 2 AEEZHBALE T,

AR
e [dMadmin /X277 — R%ZBEL TV 3,
o ROBHAEBALTLIICAnsible AV hA—IL/ —RERELTWS,
o Ansible /A\—Y3 ¥ 214 LIEAFER L TW5,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IAM Y —N—DZREEHH N A1 V£
(FQDN) Zf#ER L T Ansible 1 XY M) =T 74 )L ZER L2 & &RFIIRE LTWS,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

FIR

1. inventory.file WEDA VXY N =T 7 AL EER LT, EDT 74 JLIC ipaserver = E# L
F9,

[ipaserver]
server.idm.example.com
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2. M ICEEIE 22— —D7T—49 %18%E L T Ansible Playbook 7 7 1 L&A {ERR L F 3, T D
F|EIZ. /usr/share/doc/ansible-freeipa/playbooks/user/add-user.yml 7 7 1 L DY > T )L %
OE—LTEEL, BHRIETEZFT, £EXIE idm_user EWD ZRID I —H—%EER L.
Password123 Z 1 —H—/X2T7— R & L TGEMT SICIE, ROOATY REETLET,

- name: Playbook to handle users
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create user idm_user
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
name: idm_user
first: Alice
last: Acme
uid: 1000111
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
update_password: on_create

A—H—%BMT2ICIE. UWTFOA T avaERTIHNELNHY XT,
o ZELOTAVH

o first &al (&) DXFT

e last: &AEI () DXFF

FAAgER1—Y—4 7> 3 v DmELAY X M. /ust/share/doc/ansible-freeipa/README-
user.md Markdown 7 7 1 LSRR L T I,

pa )

update_password: on_create # 7> 3 V= FH T 2I55ICIE. Ansible (&1 —
YP—EREFICOAL—F— /AT — R LET, NRT—FZEELT1—
PF—PNERINTWBIFEICIE. Ansible TIEFTLWARRT7—RIFEKRINFHE
Ao

3. Playbook =217 L7,

$ ansible-playbook --vault-password-filez=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-ldM-
user.yml

BREEFIR

e ipauser-show I7v Y REFAL T, FHILVWIA—HF—TAHI Y AP IAM ICFET 2D ED D%
MRETEET,
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1. admin & L T ipaserver ICO7 1 >~ L %9,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. admin @ Kerberos ¥4 v h&2ERL X,

$ kinit admin
Password for admin@IDM.EXAMPLE.COM:

3. idm_user ICEAT 32 1BHREEKRLZET,

$ ipa user-show idm_user
User login: idm_user
First name: Alice
Last name: Acme

idm_user&E WO ZRIDI—H— M IAM ICEFEELTWE T,

7.3. ANSIBLE PLAYBOOK #{#H L CIDM 1 —H#— A2 EHNEFEIESFIE
UTFDFIETIE, Ansible Playbook #FH L T IAM ICA—H — A EHMEEI T2 HEEHBALET,

AR
e [dMadmin /X277 — R%ZBEL TW 3,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZODFITIE. ~/MyPlaybooks/ T4 L7 Y —Il, IdM Y —/R—DZLEM RN A A V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEM L7cZ & &RifRE LTW 5,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
AIRE LTW3,

FIR

1. inventory.file WEDA VRV N =T 74 I EER LT, TDT 74 JLIC ipaserver = E# L
9,

server.idm.example.com

I [ipaserver]

2. M ICEEIE 22— —D7T—49 %18%E L T Ansible Playbook 7 7 1 L&A {ERR L F 3, T D
FIEX. /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 7 7 1 )L
OHY TN EIE—LTERL, BRIETESEY, LE&xld 1—H—

idm_user_1, idm_user_2, idm_user_3 Z/Ef L. idm_user_1M/YZA 7 — K% Password123 &
LTEMLETY,
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- name: Playbook to handle users
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create user idm_users
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
users:
- name: idm_user_1
first: Alice
last: Acme
uid: 10001
gid: 10011
phone: "+555123457"
email: idm_user@acme.com
passwordexpiration: "2023-01-19 23:59:59"
password: "Password123"
- name: idm_user_2
first: Bob
last: Acme
uid: 100011
gid: 10011
- name: idm_user_3
first: Eve
last: Acme
uid: 1000111
gid: 10011

pa 3

update_password: on_create 4 7> 3 Y #IEE LWL &, Ansible I& Playbook
NRITINBLEPICI—F -7 —RZBHREL £, mEIC Playbook A3
TINTHLA—F—DNNRT—RZZELLIFEICIE. Ansible (F/827T7— K
HHEELET,

3. Playbook #Z2fT L9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-
users.yml

BREEFIR

e jipauser-show IV Y RZFEAL T, 21— —T7HT Y M IAMIZFEET 2N E I N EHEERT
XFE9,

. EEEE L Cipaserver IOV 14 Y LET,

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$
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2. idm_user 1ICEAT 3BHRAERTLET,

$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

idm_user_ 1E W) IO I—H =M IdM IZFEELTWE T,

7.4. ANSIBLE PLAYBOOK #ffH LT JSON 7 71 JILICIEEL TH DEH
DIDM 21— —%EFEIESFIE

UTDOFEIETIE, Ansible Playbook ZFB L T IdM ICERD 1 —HY — 4 FHEIE D HEEHBALET,
A—H—IFJSON 7 7 1 LICRFINE T,

AR
e |[dMadmin /X277 — R%ZBEL TV 3,
o ROBHAEBALTLIICAnsible AV hA—IL/ —RERELTWS,
o Ansible /N\—I 3V 214 LIEEFERAL TV,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —IH A VA R—ILINTW5,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
AfRE LTW3,

FIR

1. inventory.file WEDA VXY N =T 74 ILEER LT, EDT 74 JLIC ipaserver = E# L
9,

[ipaserver]
server.idm.example.com

2. BWERY RV MNEENS Ansible Playbook 7 7 1 VAR LE Y., BEIEZ1—HF—D7—
IMBEINIZISON 7 7M1 L ESRLET, ZDFIEIE. /usr/share/doc/ansible-
freeipa/ensure-users-present-ymlfile.yml 7 7 1 JLDOH > FIL I E— L TEEL, BRET
I,

- name: Ensure users' presence
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

- name: Include users.json
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include_vars:
file: users.json

- name: Users present
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
users: "{{ users }}"

3. users.json 7 7 A LA L., IdM A—H—%BINLET., COFIEABEHRILT BIC
I%. /usr/share/doc/ansible-freeipa/playbooks/user/users.json 7 7 1 L DY > F)L = JE—
LTZERETEXZEY, & AIE, 22— — idm_user_1. idm_user_2. idm_user_3 % {ER
L. idm_user_ 1M/XZA 7 — K% Password123 & L TEMLE T,

{

"users": [
{
"name": "idm_user 1",
"first": "Alice",
"last": "Acme",
"password": "Password123"
2
{
"name": "idm_user_2",
"first": "Bob",
"last": "Acme"
2
{
"name": "idm_user_ 3",
"first": "Eve",
"last": "Acme"
}
]
}

4. Ansible Playbook #2317 L £9, Playbook 7 7 1 )L, secretyml 7 7 1 L %= {RF&ET /N AT —
REBRMT 27714, BLPA IRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-users-
present-jsonfile.yml

BREEFIR

e jipauser-show OY Y REFEAL T, 21— —T7HT Y M IAMIZFEET N EI N EHEERAT
XFE9,

. EEEE L Cipaserver IOV 14 Y LET,

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

2. idm_user 1ICET 3BHRAERTLET,
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$ ipa user-show idm_user_1
User login: idm_user_1
First name: Alice
Last name: Acme
Password: True

idm_user_ 1&E W) IO I—H =M IdM ICFEELTWE T,
7.5. ANSIBLE PLAYBOOK #{FH L Ca1—%—D2EFEELALWVW & 5 HERT
5F|E

LLTFODOFIETIE. Ansible Playbook 2L T, HEDI—H—DNIAMICEELAWI L 2RI 5 A
EEFRBALET,

Gl s
e |[dMadmin ®/SRX 77— RAIEELTW 3,

o RDEBEHAFBILTLIDICAnsible A bO—JIL/ —REEELTWS,

o

Ansible /N\—Y 3V 214 A FERLTWS,

o

Ansible 3~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW3,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) ZfF L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

FIR

1. inventory.file WEDA VXY N =T 7 AL EER LT, EDT 74 JLIC ipaserver = E# L
F9,

[ipaserver]
server.idm.example.com

2. IAMICEEI RV —H—%$EE L T Ansible Playbook 7 7 1 LEERK L E ., T DFIE
I&. /usr/share/doc/ansible-freeipa/playbooks/user/ensure-users-present.yml 7 7 1 LD
YINEIE—LTERL, BRIETEEY, LE&xld 1—H—
idm_user_1. idm_user_2. idm_user_3 ZHIR9 BICIE, ROOAT Y REEITLET,

- name: Playbook to handle users
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Delete users idm_user_1, idm_user_2, idm_user_3
ipauser:
ipaadmin_password: "{{ ipaadmin_password }}"
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users:
- name: idm_user_1
- name: idm_user_2
- name: idm_user_3
state: absent

3. Ansible Playbook =317 L &9, Playbook 7 7 1)L, secretyml 7 7 1 L Z{RE&ET /XX 7T —
RERMTZ277140. BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/delete-
users.yml

MREEF IR
ipauser-show Y Y REFERALT, 2—H—THO Y M IAMICEELAVWI EABRETEET,

. EEEE L Cipaserver IOV 14 Y LET,

$ ssh administrator@server.idm.example.com
Password:
[admin@server /]$

2. idm_user_ 199 2 ERIFH:

$ ipa user-show idm_user_1
ipa: ERROR: idm_user_1: user not found

idm_user_ 1E W) ZRIOI—H—IF M ICEFEEL T A,

7.6. BELEIB R

e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') —® README-user.md Markdown 7 7 1 JL %
SRLTCEIV,

e /usr/share/doc/ansible-freeipa/playbooks/user =1 L 7 K1) —dD 4> )LD Ansible
Playbook ZZH L T I L,
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558% ANSIBLE PLAYBOOK # B L7z —%—J I — T DEHE
At >3V TlE Ansible Playbook A L7 1—H—JIL—TOBEBICOVWTIBNLE T,
A—HF—TI—Tld. HBORKE. RKRT7— KRR —REOFUENMEEIN—EDI—H—TT,
Identity Management (IdM) @ 1 —H— )L —FITIFLLTAEENE T,

o |[dMIa1—H—
o fBdIdM 21— =TI —F
o HAEIL—H— (IdM OABICHEET 21—H—)
D7 avIiiE, LTORMEY IREEFNET,
o [MDIFIXRIIN—TH47
o BERESIVEEDII—TAYN—
e Ansible Playbook 2R L TIAM JIL—TE L VT —T AV N—DEEEERT 5
e Ansible ZEALTAD 2—H—DNIdM ZBETEX 2L D ICT B FIR
® Ansible Playbook AL TIDM A—H =) —TIIXA VY N—I 2= v — %5 EFHEIE L F|E

® Ansible Playbook A L TIDM A—H—J )L —FICA VY N—IR—I v — A FEI TRV L
I BFIE

SILIDMDIFXFRIIN—THA4T
[dM IE. LTIV —T4%4 THaHR—MNLET,

POSIX I —TF (T 74 K)

POSIX 7 )b— &, X > /X—® Linux POSIX BHICX IS L £ 9, Active Directory & X559 % 7 IL—
TIEPOSIX BMEAFRTEALAVWI EISGERLTLEI L,

POSIX BM(Z., 2 —H—%@OITYT1T71—& LTHENLET, 21— —ICEAET 3 POSIXE
MEDFIICIE. uidNumber (21— —&S (UID)). & & U gidNumber (7 )L—7&S (GID)) B'&Fh
x9,

JEPOSIX T N—TF

FEPOSIX ZIL—TE, POSIX BHEICHIRLTWERA, & ZIX. ThoDJIL—FI1CiE GID A
EHZFINTLWEE A,
ZDIATDITIN—TDITRTDAYN—IE, IdM RAA VICBLTWBRELNHY T,

ABITN—T

NEITIN—THFRALT, UTDOEIRIAIM RAXALAVYADID A NTICFEET D TIN—T XA N—%
EBIMTEZEY,

o O—HIYAT A
® Active Directory KX A >

o F4LUVKN)—H—EZR
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NETIL—TF1F,. POSIXBHICHIELTWEHA, LEAZIEX. Th5DTIL—TICIXGID AEHRS
nNTWEtA,

K8IT7AN MR NIz —Y—TN—TF

TIN—T4 FTIAZIVNDTIVN—FT A 13—

ipausers TARTO IdM 2 —H—
admins BEEREZE>DI—Y— (T 74/ bD admin 21— —%51)
editors

REDRWL A —TIL—T

trust admins Active Directory 552 B2 § 2R =HD>1—H—

A—HY—%1—HY—JI—TIBMT D&, I—HF—RBIIN—TICEHER T ONERERY) > —%E
BLEY, e, - ICEBERENSTSICIE. 12— —% admins 7)L—7I3EML &
-a_Q

Digk

H
[=]

admins 7 )L— 7 &l LABAWT LK IV, admins X IdM THERERIER Y
IW—TThHdid, COBETIIEENDIYY RCRBIrELET,

IS, IAMTHLWA—HY—DMERINZ /NS, [dMIE, T 720 T A—F—DFSAR—FMY

W—T EERLET, TITAR=KNTIL—TDFEME. T4 R=MTIL—TDHRWVI—HF—DIENN
ESRBLTLEIL,

S22 BEESLIUVHEEDTIL—T AV /IN—

INFEY,

dM DA —H =T IL—TEMIE, BEAVN—EBEXVN—DOEAICERINEY, FIL—TBHY
W—TADAVYN=—THZHFE. JIL—TBODIRTOI—HY— T —TADBEEAVNN—EBR

rEZE, ULTORDSZE:

o 1—H—1&1—H—2 JIL—TADEEAVIR—TT,

o 1—H#—3 1—H¥—4 LI —5F FTIL—TADOBEEAYIR—TY,
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ESI1EESLURBEIN—T A NRN—y S

Group A
Group B
User1 User 2 User 3 User 4 User 5

A—H—=TI—FAINRAT—RRY O —45ZETRE. TRV —Fa—F—TIL—TBDTAR
TOAI—H—ICHLFARAINET,

8.3. ANSIBLE PLAYBOOK #{H L CTIDM JIL—TH LV TIL—T AV
N—DEE=HRT S

LFDFIETIL. Ansible Playbook Z#fFH L T, IdM ) —FE T —F AV N— (A —H—&1—
=TI —TOEA) 2 FEIE2HEEHALET,

AR
o |[AMEEE/NZT—NEIEBELTWS,
o ROBHAEBALTLIICAnsible AV hO—IL/ —RERELTWS,
o Ansible /N\—3 3V 214 LIEEFERALTW5,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTW5,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEM LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWSE I &%
AIRE LTW3,

® Ansible Playbook THRYT 21— =D 1AM ICFEET %, Ansible 2FRA L T2 —Y—DEE%

B9 B AEIE. Ansible Playbook #FRAL/-2—H—7hHDU Y hDEE 28R LT X
LY,

FIR

1. inventory.file WEDA VXY N =T 7 AL EER LT, TDT 74 LI ipaserver = E# L
9,

I [ipaserver]

server.idm.example.com

2. MERIA—HY—BLVTIVL—T1EHR%EA L T Ansible Playbook 7 7 1 L &ERK L £ 9

- name: Playbook to handle groups
hosts: ipaserver
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vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create group ops with gid 1234
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: ops
gidnumber: 1234

- name: Create group sysops
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: sysops
user:
- idm_user

- name: Create group appops
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: appops

- name: Add group members sysops and appops to group ops
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: ops
group:
- Sysops
- appops

3. Playbook #Z21T L £ 7,

$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-group-

members.yml

BREEFIE

ipa group-show <Y >~ R%&FHT 2% &, ops 7 I)L— 7T sysops $ & U appops BT A L 7 h XV
N—& LTEMIN, idm_user BNEEA VN—E LTEMINTWVWENE DN EHERTIET,

. EEEE L Cipaserver IOV 14 Y LET,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. ops ICDVWTDEHRERRLET,

ipaserver]$ ipa group-show ops
Group name: ops
GID: 1234
Member groups: sysops, appops
Indirect Member users: idm_user
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appops 8 £ U sysops 7 IL— 7 (A& ITIK idm_user 1 —H'—%2EL) A IAM ICEFEHEL T,

BIER R

e /usr/share/doc/ansible-freeipa/README-group.md Markdown 7 7 1 LSRR L T X
AW

8.4 ANSIBLE #{#FH L CTEBE—DH R U TEHDIDM VI —T5EBMNT 5

ansible-freeipa ipagroup €2 1 — )L ZFEHAT 25 &, BE—O Ansible ¥ X 7 THEE D Identity
Management (IdM) 2 —H#'— 7 )L— 7% 8. EH. HIRTEEY, TD7/HITIE. ipagroup £
Ya—)lDgroups A I avEFERALET,

groups 7 7> avEBFATIE. BEDIIN—FILOFERINIEHO /I —TERHEEET S Z
EETEFYT, OV —TlE name EHTERLFT, ZNid. groups 7> 3 v OME—DIHNEE
i&f“’a—o

CDFIEEBE—DHY RV TET LT, IdM IC sysops 7 IL— T & appops VI —THEETE I &4
BLET, sysops ZIb—FIEIE posix FI—FE L TEZE L. appops FIb—TIEHE T IV —T & LT
E&ELET,
([} =355
e O hO—J)L/—RTIE,
o Ansible /N\—I 3V 214 LIEEFERALTW5,

o ansible-freeipa /Xy 5 —Y %4 VA M—JLLTW5,

o ~/MyPlaybooks/ 74 LV N)—Il. IdM H—/"—DZLEM K X 1 > & (FQDN) % {#H
LT Ansible 1 XY M) =T 74) ZERL 7=,

o RHELS8OULEAFERALTW3,

o ipaadmin_password % Secret.yml Ansible Vault IZ{R7F L TW 3,

FIR

1. SROAB % ET Ansible Playbook 7 7 1 JL add-nonposix-and-external-groups.yml % {EEX L
x7,

- name: Playbook to add nonposix and external groups
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Add nonposix group sysops and external group appops
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
groups:
- name: sysops
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nonposix: true
- name: appops
external: true

2. Playbook #ZfT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/add-nonposix-
and-external-groups.yml

BIER R

e ansible-freeipa 7Y 7A N —LRF 2 XAV NDITIL—FTED 21—l

8.5.ANSIBLE #{#FHL CTAD 2 —H—HNIDM A2 EEBTEX 5L DHICT B FIE

Ansible Playbook Zff L T2 —4— ID # —/X—5 4 K% Identity Management (IdM) 7' )L — 7 IC1F7E
BRI BHICIE, ROFIRICHEWE YT, 21— —IDA—/N—F 4 RiE, Active Directory (AD)
EDRNSANERILLZRIC. T7 40 D Trust View TYER L7< AD 2—H—DF—/"—5 4 KT
9, Playbook #3179 % &. ADEEBEREDAD A—H—I&. 2DDERBZTHIV NENRRAT—FR
EREACTEIIMERRILEEBTES LAY ET,

AR

e |[dMadmin ®/SRX 77— RAIEPELTW3,

ADEDKMZRAMZA VA M—IL LTWS,

dMICAD A—H—Da1—H—IDA—/N—F4 KRBT TICHFEET %, FELABWEEIE. ipa
idoverrideuser-add 'default trust view' ad_user@ad.example.com <> K TEK L X7,

o 1—H—DA—N=ZA4A REBMLELDELTWVWBTIL—TD, IAMICT TICEET D .

o [dM487 N—=Y 3 VLEDIAM ZFRALTWS, == YA FM—ILINTWVS M D
N—2 3V %AFKRRT BICIE, ipa--version =BT L XY,
o RNDEMHAEMITLIICAnsible A hO—JIL/ —REFZRELTWS,
o Ansible /A=Y 3> 214 LUIEAEFER L TW5,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,
o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) ZfF L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,
o ZDHITIE. secret.ymlAnsible R—JL ~IC ipaadmin_password BMREFEINTWVWE I &%
AifRE LTW3,
Fa

1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. JROAZAET add-useridoverride-to-group.yml playbook % #ER L £ 9,
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- name: Playbook to ensure presence of users in a group
hosts: ipaserver

- name: Ensure the ad_user@ad.example.com user ID override is a member of the admins
group:
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: admins
idoverrideuser:
- ad_user@ad.example.com

LEDHTIE. UTFDEDICRYFT,
® Secretl23 |Z IdM admin /XX 7 — KT,

e admins (&, ad_user@ad.example.com|D #—/X—S5 41 K%&3EMT % IdM POSIX 7 )IL—7
DEZATT, TDTIN—TDAVN—ICIE. BRELRBEEERN DY 7,

e ad_user@ad.example.com &, AD EEBEDI—H—IDA—1N—54 RKTY, 21— —
&, EEI/EIIINLZAD KA VILREINET,

3. 774NV ERELET,

4. Ansible Playbook #2317 L £9, Playbook 7 7 1 )L, secretyml 7 7 1 L Z{RET /37T —
RERMT 27714, BLTA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
useridoverride-to-group.yml

BIER R

e ADAI—H—DIDDA—/N—F4 K

/usr/share/doc/ansible-freeipa/README-group.md

/usr/share/doc/ansible-freeipa/playbooks/user

Using ID views in Active Directory environments

IdM =& 942 AD 21— — DAL
8.6. ANSIBLE PLAYBOOK #{#FH L TIDM 21 —H%— I —FIT AV /N—%
XV v —Z=GFEIESFIE

LTFDOFIETIE, Ansible Playbook ZEA LT, 2—H¥—& 21— —JI—THEHAD IdM X /=<
F—V v —HEEIEIZHEEHRBALET,

Gl s
o [dMBEE/NRRT—RAEIEELTWS,

o RDEBEHUHAFBILTLIDICAnsible A hO—JIL/ —REEELTWS,
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Ansible X\— 3 v 214 LIBEAFERA L TW 5,
Ansible 3~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW3,

ZDBITIE. ~/MyPlaybooks/ 74 LV b ) —IZ, IAM H—NN—DZLEBE N X 1 V£
(FQDN) ZfF L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

ZDBITIE, secretymlAnsible R—JL b IZ ipaadmin_password ""REINTWE I &%
ARE LTW3,

o AUN—TR—Tv—ELTEMTEZA—H—FLIFTIN—TDERTE, X VN—TR—
v —hIEEITIZII—TELEAET B,

FIR

1. inventory.file WEDA VXY N =T 74 ILEER LT, TDT 74 JLIC ipaserver = E# L
F9,

[ipaserver]
server.idm.example.com

2. RERA—HY—BLPTIV—T AV N—ERBIER%ZFEH L T. Ansible Playbook 7 7 1 L & {F
’J&L/i-a—o

- name: Playbook to handle membership management
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure user test is present for group_a
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_a
membermanager_user: test

- name: Ensure group_admins is present for group_a
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_a
membermanager_group: group_admins

3. Playbook #ZfT L9,

BREEFIE

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-member-
managers-user-groups.ymi

ipa group-show O >~ RAFHAT 2 &, group_a FIL—TICA VY NRN—T =TI v —D test 'S FN T
HY. group_admins 2 group_a DAV NN—THBIENHERTEET,

. EEEE L Cipaserver IOV A4 Y LET,
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$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. managergroupl ICDWTDIFEHRERTLET,

ipaserver]$ ipa group-show group_a
Group name: group_a
GID: 1133400009
Membership managed by groups: group_admins
Membership managed by users: test

BB
e ipa host-add-member-manager --help Z & L T< 23 W,

o ipadmanR—YESRMLTLEI,

8.7. ANSIBLE PLAYBOOK #{#FH L CTIDM 1 —H— I —FIT XV /IN—~7
F—I v —ABFEIELRWVWEIICTSFIE

LTFDOFIETIE, Ansible Playbook ZEA LT, 2—H¥—&a1—HF—JI—THEHAD IdM X /=<
F=V v —DEEIERVEIICTEIAEERBALET,

AR
o [AMEBEEE/NZIT—RELELTWS,
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZODOBITIE, ~/MyPlaybooks/ 74 L2 b —IT, IAM H—/R—DZLEE RN A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & %RifRE LTW 5,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o HIRT BBBFEDAYN—TRX—I v —DI—HF—FLBFITI—TDERE. TDAV/IN—=T
X—Iv—IEETDTIN—TEIVLETT,

FIR

1. inventory.file WEDA VXY N =T 74 ILEER LT, TDT 74 LI ipaserver = E# L
F79,

[ipaserver]
server.idm.example.com

2. RERA—Y—BLPTIV—T AV N—EBIER%ZFEH L T. Ansible Playbook 7 7 1 L & {F
’J&Lji-a—o
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- name: Playbook to handle membership management
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure member manager user and group members are absent for group_a
ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_a
membermanager_user: test
membermanager_group: group_admins
action: member
state: absent

3. Playbook #Z2fT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
member-managers-are-absent.ymi

BREEFIE

ipa group-show O~ >~ REFHAT 2 &, group_a JIL—TICA VY N—T =TI v —D test 'S FN T
H 57, group_admins 1* group_a DA VY /NN—THB I EHNERTIET,

. EEEE L Cipaserver IOV 4 Y LET,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. group_a iKW TDIEREZRTLE T,
ipaserver]$ ipa group-show group_a

Group name: group_a
GID: 1133400009

BIER R

e ipa host-remove-member-manager --help Z S8R L T 23,

e ipadmanR—YEZSRMLTLEIL,

81



Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

FOE ANSIBLE #{EAHLZIDM DY IL—T XV IN—2y TOBEE)
1t

BEIVIL—TXAN=2y TPHFERTEZE, A——ERAMNDA—YF =T I—TERANTIL—TF
., FOBRMICEDVWTHEMICEIY YU TEIENTEZTT, &2 UTAEFIZENTEET,

o MEBDI—H—IVMN)—% REBOIX—Vv—. Hf. BELAEOBMHICEDOWTY
W—TICHBILET, IY Y RS54 Vilipauser-add --help E AN TEE, TRTOELEEY
ZARNKRRTEET,

o KAN%E, V3R, B, FLEFBZOMOBHICEDWTIIL—FICRELEFT, IV KT
4 > IC ipa host-add -help E AT 2 &, TRTOEMHE) A MNKRRTEES,

o 2I—H—FLERKRRMNE1DD/O—NILTIL—TFIEMT 5.

Red Hat Ansible Engine {9 % &. Identity Management (IdM) THEIZIL—TA Vv R—2 v TD
EEZAYLTEIT,

ZDEVavTRE, LTOMEY ZICDWTERLET,
® Ansible ZffM L7 IdM 2 —H#'—J)L— 7D automember L—ILHDFIET % T & DHEFR
® Ansible ZffM L7 IdM 21— — 7))L — 7 D automember L—ILICEKHEDFIET % T & DHER
® Ansible ZfFA L7 IdM 2 —H— 7 J)L— T D automember JL—IVICFK BN RV T & DFERR
e Ansible Zf#M L7 IdM 7' )L— 7 ® automember JL—)L AW T & D#EER
® Ansible Zff L7 IdM KRR b 7 )L —F D automember JL—IVICERHEDFEIET 5 T & DHER
9.1. ANSIBLE %={#/A L 7= IDM 2 —%'— ' JL—7® AUTOMEMBER /L — /L
DERET S EDHER
L FDFIETIL, Ansible Playbook % L T. Identity Management (IdM) )L — 7'M automember

W=D ERETDHIEZHETHHEICODVWTHALET ZOHITIE, testing_group 1—H—J)L—
ZIIxt L T automember L — )L DEENMRIEINE T,

AR
e [dMadmin /X277 — R%ZBEL TW 3,
® testing_group 1—H—J I —THIAMICEFEELZE T,
o ROBHAEBALTLIICAnsible AY hA—JIL/ —RERELTWS,
o Ansible /N\—I 3V 214 LIEEFERAL TV,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ 74 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) Zf#ER L T Ansible 1 XY M) =T 74 )L ZER L2 & &FIIRE LTWS,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

-0 Wi&
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=)

1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,
I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/automember/ 71 L 7 K1) —IZH %
automember-group-present.yml Ansible Playbook 7 7 1 L= JE—L X9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
present.yml automember-group-present-copy.ymi

3. automember-group-present-copy.yml 7 7 1 LW TIRE L £ 7,
4. ipaautomember ¥ 2 V0> a VY TCROZEHAHREL T, 771 IV EFAELET,
e ipaadmin_password Z#d IdM admin O/XX 7 — RIZEREL £ 9,
e name ZH % testing_group ICEREL E T,
e automember_type Z# % group ICEREL X7,
e state Z#Id present ICEREINTWE I &R LET,

T, SEOFITHERY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Automember group present example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure group automember rule admins is present
ipaautomember:
ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: present

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILEERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
group-present-copy.ymi

9.2. ANSIBLE M L7, IDM 1 —%—%7)L— 7D AUTOMEMBER /L —
IVICHEE LICRHBDNEFET 5 2 & DOMERR

BIER R

L FDFIETIL. Ansible Playbook % L T. Identity Management (IdM) )L — 7'M automember
W=, BBELERGDPEET DL 2MRTI2AEICOVWTCEHBALET ZOFT
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I%. testing_group 7 J/L—7ITH L T, automember JL—)LIC UID BEEDRENEET 5 2 E MRS
NEY, *FHEEETDHIET, SEFERT S 1AM 2 —HF =D TR TEHEBIC testing_group D X v
/{_‘:t’:%}c}: 5 ‘: L/i-a—o

AR
e |[dMadmin ®/SR2 77— RAIEPELTW 3,

® testing_group 1—H—)IL—TH & U automember A —HF— T IL—FIL—ILH IAM IZFFEFEL
xY,

o ROBUHAEILTLIICAnsible AV bO—IL/—REEZRELTWS,
o Ansible A=Y 3V 214 LEAEFERALTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, MY —N—DZREEH N A A V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
AfRE LTW3,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/automember/ 71 L 7 K1) —IZH %
automember-hostgroup-rule-present.yml Ansible Playbook 7 7 1 L& O E— L T, &A% (T
|7 £ 9 (automember-usergroup-rule-present.yml 72 &),

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-usergroup-rule-present.ymi

3. automember-usergroup-rule-present.yml ZFHWTHEEL £ 7,
4. RONSGA =Y —%ZELT, 771NV %ERHELIT,

o 1—2A7—RITHIHET B & S I Playbook DERIAZE L 9 (: Automember user
group rule member present),

o 1—RAJ—RIIEDLET, RV DEAFZZERE L XY (fl: Ensure an automember
condition for a user group is present),

e ipaautomember ¥ R /£ 3V T, UTOEHERELET.
o ipaadmin_password Z#d IdM admin D/XX 77— RIZEREL £ 9,
o name Z# % testing_group ICEREL E T,
o automember_type Z# % group ICEREL X7,

o state Z#Id present ICFREINTWEH I & 2R LT,
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o action Z#H member ICEREINTWEH I EAHERELET,

o inclusive key Z# % UID ICERE L 7,

=

o inclusive expression ¥ % * ICEREL X7,

LTI, SEOFTHEREY %L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Automember user group rule member present
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure an automember condition for a user group is present
ipaautomember:
ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: present
action: member
inclusive:
- key: UID
expression: .*

5 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET B /N AT —
RERMT 277140, BLPA IRV N) =T 74 ILEERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
usergroup-rule-present.yml

BREEFIR
L IdIMEEBEZELTOIM VY LET,

I $ kinit admin
2. A—H%—%=EMLET, UTFICAZRLET,

$ ipa user-add user101 --first user --last 101

Added user "user101"

User login: user101
First name: user
Last name: 101

Member of groups: ipausers, testing_group
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9.3.ANSIBLE #f#f L 7= IDM 2 —%'— 4 )L— 7 ® AUTOMEMBER /L —JL

ICRBMN RN & DRERR

BEEER

L FDFIETIL. Ansible Playbook % L T. Identity Management (IdM) %)L — 7'M automember

W—IVICRHED W & 2R T 2 AEZHmBALET. JOFITIE, automember JL—JLICEHED 78N
CEMREEINTH Y, initials B’dp THZ1—HF—%2ZDZBUEN’HBZIEEZEBELTVET,

automember JL—JL " testing_group ZIL—FITERINE T, REEZER T2 &ICLY. S,
4 Z2 v I)LBdpTH % IdM I —H —Htesting_groupD A Y /N— (TR BLBRWVWESICLET,

Gl s
e |[dMadmin ®/SR 7 — RAIEELTW3,

® testing_group 1—H—)IL— T & U automember A—HF—JIL—FIL—ILH IAM IZFFEFEL
x7,

o RODEHAMITLIICAnsble A bA—JIL /) —RAEEZRELTWS,
o Ansible/N\—S 3 V214 LIEAEFRALTWS,
o Ansible 3~ kO—735—IC ansible-freeipa /Ny T —IH A VA R—ILINTWS,

o ZODOBITIE, ~/MyPlaybooks/ 74 L2 b —IT, 1AM H—/R—DZLEE RN A1 V£
(FQDN) ZfF L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWSE I &%
ARE LTW3,

FIR

1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/automember/ 71 L 7 K1) —IZ$H %
automember-hostgroup-rule-absent.yml Ansible Playbook 7 7 4 JL &= O E— L T, &A%
|7 £ 9 (automember-usergroup-rule-absent.yml 7% &),

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-absent.yml automember-usergroup-rule-absent.ymi

3. automember-usergroup-rule-absent.yml ZFAWCTREL £ 7,
4. RONSGA =Y —%ZELT, 771NV %ERHELIT,

o 11— —RIIFIET B & DI Playbook DEZRETZZEE L £ 9 (fl: Automember user
group rule member absent),

o 1—RAJ—RICEDLET, FRVDEAFZZERE L XY (f: Ensure an automember
condition for a user group is absent),

e jpaautomember ¥ RVt 3 VT, UTOEHARELET.
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o ipaadmin_password Z#d IdM admin D/XX 7 — RIZEREL £ 9,
o name Z# % testing_group ICEREL F 7,

o automember_type Z# % group ICEREL X7,

o state Z#d. absentICREINTWS I &R LET,

o action Z# ' member ICEREINTWE & %=ELE T,

)

o inclusive key Z#( % initials ICEXEL ¥,
o inclusive expression Z#% dp ICEREL X7,

LT, SEOFTHEREY 3L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Automember user group rule member absent
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure an automember condition for a user group is absent
ipaautomember:
ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: absent
action: member
inclusive:
- key: initials
expression: dp

5, 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
usergroup-rule-absent.yml

BREEFIR
L IdIMEBEZELTOITA VY LET,

I $ kinit admin

2. automember IV —FAHARRLET,

$ ipa automember-show --type=group testing_group
Automember Rule: testing_group

H 771 Inclusive Regex: initials=dp T~ b ) =D W5E1E. testing_group automember JL—JLIC
BELEZENEFNTVWARWT EEERLET,

87



Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

9.4. ANSIBLE #{#H L7 IDM 1—H%—%J)L.— 7 ® AUTOMEMBER /L —JL
MW & DRESR

BIER R

L FDFIETIL. Ansible Playbook % L T. Identity Management (IdM) %)L — 7'I automember
W=D W EAHERTZAEEHRBALET. ZDHITIL testing_group 7 /L— 7 IC automember
W=DV EMMREESNE T,

pa 3]

automember JL—IL%BIRT 2 &, ZTDOIL—ILICEAERMIFONLEZES T RTHIKRIN

F9, IL—ILDOOLBFEDFEDHEHIRYT 5I1CIE. Ansible Z{FH L7 IdM 12— —74
JL— 7D automember JL—JVICEHEDRWT & DREER #SB L TL I,

AR
e |[dMadmin ®/X27— R%ZBEL TV 3,
o RODEHAHEITLIICAnsibleAY bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ b O—35—I(C ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZODFITIE. ~/MyPlaybooks/ T4 LY YU —Il, IdM Y —N—DZELEM RN A A V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

¥R
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/automember/ 71 L 7 K1) —IZH %
automember-group-absent.yml Ansible Playbook 7 7 1 L= JE—L 9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-group-
absent.yml automember-group-absent-copy.yml

3. automember-group-absent-copy.yml W THREL £,
4. ipaautomember ¥ 2 V0> a Y TCROZEHAHREL T, 771 IV EFELZET,
e ipaadmin_password Z#id IdM admin O/XX 7 — RIZEREL £ 9,
e name ZH % testing_group ICEREL E T,
-

e automember_type Z# % group ICEREL X7,

o state ZT#IL. absent ICEREINTWB I &R LET,
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LTI, SEOFTHERYT 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Automember group absent example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure group automember rule admins is absent

ipaautomember:

ipaadmin_password: "{{ ipaadmin_password }}"
name: testing_group
automember_type: group
state: absent

5 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET H/N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
group-absent.yml

BIER R

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-automember.md 7 7 1 JL % &8
LTI,

e /usr/share/doc/ansible-freeipa/playbooks/automember 71 L 7 1) — %S T 72X

(AN

9.5.ANSIBLE #{#A L7~ IDM KX k7' )JL— 7 ® AUTOMEMBER JL—JLIC
FEDEFERET DI EDHER
LTFDFIEICHE> T, Ansible #FB LT, IdM KR k7 IL— 7D automember L—JLICKEDEFEET
5Z&EBRELET, ZDHITIE. FADN A° .*.idm.example.com DR R bk
A, primary_dns_domain_hosts KRR K 7 )L—TD AV /IN—TH% Z & &. FQDN H* *.example.org T
% %R R M primary_dns_domain_hosts KA M 7 IL—TF DAV N—TIERWZ & BRI 2 HE%ER
BALEY,
AR

e [dMadmin D/X2 7 — REBEL TW 5,

e primary_dns_domain_hosts 7R X b 7 )JL—7'$ & U automember IR X b ZIL—TFIL—IJLHY 1AM
IKEELET,

o ROEHABL-TLIICAnsble Iy hAO—IL/—REERFELTWS,
o Ansible N\—Y 3V 214 LEAFEALTWS,

o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTW 5,
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o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,
o ZDHITIE. secret.ymlAnsible R—JL ~IC ipaadmin_password BMREFEINTWVWE I &%
ARE LTW3,
Fa
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/automember/ 71 L 7 ~ 1) —IZH %
automember-hostgroup-rule-present.yml Ansible Playbook 7 7 4/ L2 AE—L % ¢,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automember/automember-hostgroup-
rule-present.yml automember-hostgroup-rule-present-copy.yml

3. automember-hostgroup-rule-present-copy.yml ZfWTiRE L £ 9,
4. ipaautomember ¥ 2 V0> a Y TCROZEHAHREL T, 774 IV EFELET,
e ipaadmin_password Z#id IdM admin D/XX 77— RIZEREL £ 9,
e name Z#% primary_dns_domain_hosts ICEXRE L £ 9
e automember_type % hostgroup ICFREL £ 7,
e state Z#Id present ICEREINTWS I &R LET,
e action Z# A member ICEEINTWS I E2HERLET,
e inclusive key Z# %' fqdn ICEREINTWSH Z & ZHRL T,
e X593 inclusive expression Z# % .*.idm.example.com|ZF&E L £,
e exclusive key Z£# % UID ICEREL £,
e XJitxd % exclusive expression Z# % .*.example.org ICFERE L £ 7,

LT, SEOFITHEREY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Automember user group rule member present

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure an automember condition for a user group is present

ipaautomember:

ipaadmin_password: "{{ ipaadmin_password }}"
name: primary_dns_domain_hosts
automember_type: hostgroup
state: present
action: member
inclusive:
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- key: fqdn
expression: .*.idm.example.com
exclusive:
- key: fqdn
expression: .*.example.org
77

5. 1INV emRELEY,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RF&ET B /N X T —
RERMT 277140, BLPA YRV N =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory automember-
hostgroup-rule-present-copy.yml

BIER R

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-automember.md 7 7 1 JL % &4
LTI,

ik

e /usr/share/doc/ansible-freeipa/playbooks/automember 71 L 7 1) — %S T 72X
AN

o1
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%510%E ANSIBLE PLAYBOOK #{#H L7~ IDM TOtEIL 7 H—E
2I)IL—ILDEE

AtV 2 3V TIE, Identity Management (IdM) D)L 7 H—E ZJ)L—)L%#B L. Ansible Playbook
EFEALTCEILIY—ERT7 V2R = E2ERELVORET DA EEZHBALET, BILIT7H—ERD
TOEREEIIL—ILIZE Y., IdM TV F 4 F 14 —IE |dM Directory Server T M) —TIREDRIEEE
TTEFEd,

o [dAM TOEILZH—ERT It XHIHE

o Ansble #FRALTEIL 7YV —ERI—IE2EFEIEZFIE

o Ansible AL TEILIJH—ERIL—ILH W & 5HET DFIE

o Ansble #FAHALTEILIH—ERIL—ILICEEDEMAESHZFIE

o Ansble #FAHALTEIL I —ERIL—ILICEEDEMAESOHWVEWVWLDICTBFIE

10..IDM TOEI 7H—ER 7 7 & A #IH

T TH—EZRDT U EZAFHEIL—IVIE, Identity Management (IdM) T 7 4 7 4 — 5" |dM Directory
Server LY M) —TEITTEZREFEZEZLET (Bl 1M 21— —DHBEDNNXT—REZEHTEHR
Eo

COHEIEAETIK, BIAINZIAMI VT A T4 —DZDLDAP Y M) —HNOBEDEMARET
XETHA. TN —2ETOE N HIER ORFEIFFTIINEEA,

DIk

&
=
LI —ERDT7 I AFIERA 2 ERT 2BRIERILETY, 77 R

HIL—IZBROTHRETDE, TVT AT 1 —DRFENR> THEBT 2N D
YEZ,

10.2. ANSBBLE 2L TEIL 7Y —ER N —I ZHFEIE S FIR
LUFDFIETIE. Ansible Playbook ZfFH L TEIL7H—ERIL—ILEEEZ L. Identity Management
(IdM) B —NR—ICFEEI B D HEEZFALET, ZOHITIE. 2 —YF—DIBELORZFDRHREEERTE

5 HLWIL—ILTIE, 2—H%—IZ, B9 D givenname. displayname. title. & & U initials Bt %
EECTEDLEREMELET, LEAE, RREPHARELAEFTTHIENTEET,

AR
o [IMEBEBENRT—RNEZEELTWS,
o RNDEMHAEMITLIICAnsible Ay hO—JIL/—REFZRELTWS,
o Ansible /A=Y 3> 214 UIEEFER L TW5,

o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,
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o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ. 1AM H—NR—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,

¥
1. ~/ MyPlaybooks/ 74 L 7 ) —ICRBEIL T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/selfservice/ 71 L 7 k1) —IZ# % selfservice-
presentyml O E—%ERL XY,

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-present.yml
selfservice-present-copy.ymi

3. Ansible Playbook 7 7 1 JL (selfservice-present-copy.yml) 25X £ 7,

4. ipaselfservice ¥ R 772 a VI TFOEHEZREL TCI7 7M1V ZHELET,
e ipaadmin_password Z#d [dM BEIEED/XX T — RNICBEREL X T,
e name B, HLWELITH—ERIL—ILOZFNEELF T,

e permission T, [F592/1—Iv a3 vEIVIEPYDY R b+ (read $ £ U write)
THRELET,

e attribute 3. 1 —F—HNEETX 2EM (givenname. displayname, title., & &V
initials) # ) A P& LTEELE T,

LT, SEOFITHEEY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Self-service present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is present
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"
permission: read, write
attribute:
- givenname
- displayname
- title
- initials

5, 7740V ERELET,
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6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RFE&ET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
present-copy.yml

BIER R

o (M TOEILIH—ERT7 I REH #HB LTI,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-selfservice.md 7 7 1 JL =5 8R
LTI,

e /usr/share/doc/ansible-freeipa/playbooks/selfservice 71 L 7 b —A SR LTI,

10.3.ANSIBLE 2L CEIL 7H—ER I —IILH W & AR T DFIE
LLTFODOFIETIE. Ansible Playbook 2B L T, #EELAEIL 7Y —ERIL—ILH IAMEBEICFELR
WZ EABRTZ2AEZHBALET, UTOHITIE., 22— —HDFELOLZEDOF#H Oz T7H—EX

W=D IIM ICFEELBRW I E 2R T 2 E%HMALET. JhICLY, -V —EEDDRTEY
MR EEEBTERVWELIICLETS,

AR
o [AMEBEEE/NZT—RELELTWS,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZODOBITIE, ~/MyPlaybooks/ 74 L2 b —IT, 1AM H—/R—DTLEE RN A1V F
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEM L7cZ &£ &RifRE LTW 5,

o ZDOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
AIRE LTW3,

¥
1. ~/ MyPlaybooks/ 74 L 2 M) —ICREIL 7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/selfservice/ 71 L 7 k1) —IZ# % selfservice-
absentyml 7 7 (1 JLOOAE—AFRLZF T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-absent.ymi
selfservice-absent-copy.yml

3. Ansible Playbook 7 7 1 JL (selfservice-absent-copy.yml) B X &7,
4. ipaselfservice ¥ 27 V2 a3 VICLLTOEHEZREL TCI7 7M1V ERELET,

e ipaadmin_password ZHE IdIM BEEED/NNXAT7—NIZERELE T,
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e name T, BIL 7Y —ERIL—ILOLBIICEELXT,
o state ZT#Z absent ICREL T,

LT, SEOFITHEREYT 3L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Self-service absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure self-service rule "Users can manage their own name details" is absent
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"
state: absent

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RFE&ET B /N X T —
RERMT 27714, BLVA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
absent-copy.yml

RS

o (M TOEILIH—ERT7 I REH 2B LTIV,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-selfservice.md 7 7 1 JL =5 0&
LTI,

e /usr/share/doc/ansible-freeipa/playbooks/selfservice 71 L 7 k1) —DH > 7 )LD Playbook
EHRLTLLEIV,

10.4. ANSIBLE #FAHL CEI 7Y —ERIL—IICEEDEHASHDFIE
UTDOFIETIE. Ansible Playbook Z{ER L T, BEFO I I —ERI—ILICHEDREZEINT %

HEEHRPBLET, CDBITIE., I—YF—IXBDDEZFFHEEECES O/ 7 —ERIL—IL
IC. surname D XA VN—BHENEEFNELDICLET,

[} =355
o [AMEBEEE/NZT—RELEL TV,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,
o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) ZfEA L T Ansible f YRV M) =T 74 )L ZEHR L7 E%&RIRE LTWS,
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o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AiiRE LTW5,

o 1—H—HAHBADKZFODOFEN I 70 —EZIL—ILA 1AM ICEET %,

=2
1. ~/ MyPlaybooks/ 74 L 2 M) —ICRBEIL 7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/selfservice/ 71 L 7 k1) —IZ# % selfservice-
member-present.yml 7 7 {1 LD E—%ER L 7,

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
present.yml selfservice-member-present-copy.yml

3. Ansible Playbook 7 7 1 JU (selfservice-member-present-copy.yml) ZH X £ 9,
4. ipaselfservice Y R 772 a VI TFOEHEZREL TCI 7M1 IV ZHELET,
e ipaadmin_password Z#d [dM BEIEED/ARX T — NICBREL X T,
e name £, EET I L7 —ERIL—ILOZRENEELF T,
o attribte Z#1/d surname IZEREL £,
e action %13 member IZEREL T,

LT, SEOFITHEREYT %L D ICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Self-service member present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure selfservice "Users can manage their own name details" member attribute
surname is present
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"
attribute:
- surname
action: member

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET H/N AT —
RERMT 27714, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
member-present-copy.yml
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#5103 ANSIBLE PLAYBOOK % L7 IDM CTOEIL 7 H—ERIL—IDEHE

RS

o |[AMTOEIITH—ERT7 IV REHE #SBLTLEIWL,

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ b ') —T#If8E7% README-selfservice.md 7 7
AIVESRLTLEIW,

e /usr/share/doc/ansible-freeipa/playbooks/selfservice 7«4 L 7 k1) —DH > 7 )LD Playbook
EHRLTLLEIV,

10.5.ANSIBLE # @ LTI 7Y —ERIL—ILICEBEDEEEZSH W EW
£OICT BFIRA

LTFDFIETIL. Ansible Playbook ZfFH L T, I 7H—EZRIL—ILICHEEDREHNEY B TEIA
WEDICTBHEZFRBALET, TDPlaybook ZERAL T, I 7Y —ERIL—ILTRRELRT It

ZAHEREMELRBVWEDIICLET, 20T, A—F—rRADZAOFHMEEERTXS L7 —
EXJL—JLIC givenname & surname D X Y NN—FBUENSFEFNBVWELDICLET,

[} =355
o [AMEBEEE/NZIT—RELELTWS,
o RODEHAHEIZTLIICAnsible Y bO—IL/—REFRELTWS,
o Ansible X\—Y a3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—NR—DZL2EBH R X1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,

o I1—HY—IAHMEDOEZRMDFN LI 7Y —ERIL—ILA 1AM ICFET 5,
Fa
1. ~/ MyPlaybooks/ 74 L7 ) —ICRBEIL 7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/selfservice/ 71 L 7 k1) —IZ# % selfservice-
member-absent.yml 7 7 1 LD IE—%/ERK L £,

$ cp /usr/share/doc/ansible-freeipa/playbooks/selfservice/selfservice-member-
absent.yml selfservice-member-absent-copy.yml

3. Ansible Playbook 7 7 1 JU (selfservice-member-absent-copy.yml) ZF & £ 7,
4. ipaselfservice § R 772 a VI TFOEHEZREL TCI7 7M1 IV ZHELEXT,
e ipaadmin_password Z#& IdIM BEEBEED/NNAT—NIZEREL XY,

e name Z# . TEIT B I T7H—ERIL—ILDOERIICEELZET,
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o EH ZTHUL givenname # £ U surname ICEREL T
e action Z#/Z member IZREL F 7,
e state Z#MId absent ICEREL T,

LT, SEOFTHERYT %L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Self-service member absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure selfservice "Users can manage their own name details" member attributes

givenname and surname are absent
ipaselfservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "Users can manage their own name details"

attribute:

- givenname

- surname
action: member
state: absent

5 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RF&ET B /N X T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory selfservice-
member-absent-copy.yml

BTG IR
o M TOEILIH—ERT7 I REH #HB LTI,

PiN|

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-selfservice.md 7 7 {1 JL % 5§
LTI,

e /usr/share/doc/ansible-freeipa/playbooks/selfservice 71 L 7 k1) —DH > 7 )LD Playbook
ZSRLTCES W,
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511Z ANSIBLE PLAYBOOK Z{# L Ta1—%—JIL— 1T/ —
IvvaveEREL A —%Z2EEITSFIR

FEIEZ. L I7Y—ERL—IELVAO—IR—Z2DT V& AF# (RBAC) 72 ED |dM D 7 & 2 2 HllfH
XYy RD1D2TY, EFAFALT. H21—H—DIIL—FIR=I vy avaEYLTTHOD
A—HY—DIN—TOITV N)—%EEBTEET,
ZOtI2avTiE. LTFTOMEY ZICDWTERRALET,

o FEIL—I

o |dM D Ansible 1 R ) —7 7 4 JLDIERK

® Ansible ZERA L TEZEBIN—IN2EFEIESFIR

® Ansible ZH L TEEIL—IHARRW & ZHERT 2 FIE

® Ansible #FA L TEBI—IIIHFEDEMESD 2 FIE

® Ansible ZFRH L TEEZEIL—NICEEDEEEZEDRWVWLDICT BFIE

ML ZEIL—IL
FIZEN—NW EERLT, 22— =TI —FIINR—3Iv > avaFELC1—H—%2BEETZET,
ZEBELN-NVEFERTZE BEOI—HF—TIL—TH, HOI—H—JI—THROI—F—DRHEDE
MICH L TESAA (RE) BFE2EITTEET, ZOLDBT I ERGHEEIL—ILIE. FEIL—ILTEE
INEBEBEOY Ty NOREICREINTE Y., TV M) —2F0EBMVHIFR. KRIEEDREMEDHIEH
ETEZXHA,
FEL—NLICEY, IAMOBEFEOI—HYF - IL—FICNN—I v avFE5InEd, EEEFEAT
&. managers 1—H#— 7 )L— 7T employees 11— — I —FTCa1—H—DRIRINELBEELEE
TETEY,
11.2.IDM @D ANSIBLE 1 X2V ) =T 74 JLDERK
Ansible 2T 31541F. F—LF 1 L2 b)) —IC Ansible Playbook ERHDY 774 LY N —%4E
B L T. /usr/share/doc/ansible-freeipa/* & /usr/share/doc/rhel-system-roles/* 774 L o Y —
MOLAE—LTHETESZLDICLET., COFZEICIE. UTOMRNHY £,

o TARTDPlaybook # 1 HFFTRDIF B &N TS,

o root H#ERAMUH X 9 Playbook #E{TTE %,

FIg
1. Ansible 38 & & U Playbook DT 4 LI M) =% R—LT4 LI M) —ITEKRLET,

I $ mkdir ~/MyPlaybooks/

2. ~/MyPlaybooks/ 74 LV ) —ICREEIL T,

I $ cd ~/MyPlaybooks

99



Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

3. ~/MyPlaybooks/ansible.cfg 7 7 1 L ZLLTDHABTEMR L £ 7.

[defaults]
inventory = /home/<usernames/MyPlaybooks/inventory

[privilege_escalation]
become=True

4. ~/MyPlaybooks/inventory 7 7 1 L= LA FOHRBTER L F T,

[eu]
server.idm.example.com

[us]
replica.idm.example.com

[ipaserver:children]
eu
us

ZDHREIF. TNSDBAAICHBKRAMD2DODKRAN I IV—T(eu & us) EEHELF T, X
512, ZOREIF. eu BELP us JI—TDITRTDKRR M%EED ipaserver KA M T —7F
EEHLEFT,

1N.3.ANSIBLE Z#R L TEZBIN— I ZEEIELFIE

UTDFIRTIE. Ansible Playbook ZfEH L T, FILWIIMZBIL—ILDFFEZEZL T, TOHFE%
WERd 5 A EZHBALET., ZDFITIE. F L\ basic manager attributes £5Z /)L —JLIC &

Y. managers 7' /)L— 71" employees 7 IL— T DAV N—|IH L TUTOBHEDFHARY & EXAH
HITDZENTEET,

® businesscategory

departmentnumber

e employeenumber

employeetype

[} =355
o [AMEBEEE/NZIT—RELEL TS,
o RODEHAHEIZTLIICAnsible A bO—IL/—REHRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—=ILINTW S,

o ZODOBITIE, ~/MyPlaybooks/ 74 L2 b —IT, IAM H—/R—DTZLEE RN A1 V£
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR LI Z & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

= s
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1. ~/ MyPlaybooks/ 74 L 2 M) —ICRBEIL T,
I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/delegation/ (% % delegation-present.yml 7 7
AINDOIE—%ZEML T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-present-copy.yml

3. Ansible Playbook 7 7 1 JL delegation-present-copy.yml ZFH X £ 7,

4. ipadelegation ¥ 2 7 0> a VIZUTOZEHAHREL T, 774V EFAELET,
e ipaadmin_password Z#d [dM BEIEED/XRX T — RICBEREL X T,
e name ZHUIFH L VWEZBIL—IILOZRENEREL T,

e permission ZHt, 592 /1—Iv a3 vAEIVIREPYDY R b (read $ £ U write)
THRELET,

e attribute . FEINLI—Y—VIL—THEETEIIBEHEDY X
(businesscategory. departmentnumber. employeenumber & & U' employeetype)
EHERELET,

e group 3. BHEDORTPEREREZMS LTI —TORFNZEL X,
e membergroup L. BHEDORTILIIEBEN AR IIN—TRIEELET,

LT, SEOFITHERYT 3L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage a delegation rule
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure delegation "basic manager attributes" is present
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
permission: read, write
attribute:
- businesscategory
- departmentnumber
- employeenumber
- employeetype
group: managers
membergroup: employees

5. 7740V ERELET,
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6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N X T —
RERMT 27714, BLVA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegation-present-copy.yml

BEEE R
o ZEIL—ILETRLTILEIW,

e /usr/share/doc/ansible-freeipa/ = 1 L b 1) —® README-delegation.md 7 7 1 L =58 L
TLEXIW,

e /usr/share/doc/ansible-freeipa/playbooks/ipadelegation 71 L 7 ) —DH > F)LD
Playbook ZZH L T ZE L,

1.4. ANSIBLE (L TEEBIL— LD W & 2R T 2 FE
UTDFIRTIE, Ansible Playbook Z{#H L T, EELAZZBIL—IDNIIMBEICFEELRWVWI &2

RIBAEEHBALET., UTOHITIX. H R4 LD basic manager attributes Z:&/L— )L A 1AM IC
BELABVWC BRI 2AEZHBALET,

AR
o [AMEBEEE/NZT—RELBEL TV,
o RODEHAHITLIICAnsible AV bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZODOBITIE, ~/MyPlaybooks/ 74 Lo b —IT, IAM H—/NR—DTZLEE KA1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI Z & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

FIR

1. ~/ MyPlaybooks/ 74 L2 M) —ICRBEIL 7,

I $ cd ~/MyPlaybooks>/

2. /usr/share/doc/ansible-freeipa/playbooks/delegation/ 71 L - b ') —IC#% % delegation-
absentyml 7 7 (1 JLOOAE—A/ERLZE T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-present.yml
delegation-absent-copy.yml

3. Ansible Playbook 7 7 1 JL delegation-absent-copy.yml Z X £ 9,
4. ipadelegation ¥ 2 V0> a VICLUTOERHAHREL T, 771V EFELET,

e ipaadmin_password ZHlL IdIM BEEBEED/NNAT7—NIZERELE T,
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e name ZHIIFZZI—IILDZFIEELE T,
e state Z#Md absent ICEREL T,

LT, SEOFITHEREYT 3L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Delegation absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure delegation "basic manager attributes" is absent
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
state: absent

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RFE&ET B /N X T —
RERMT 27714, BLVA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegation-absent-copy.yml

Bt
o EHL—ILEBRLTIEI,

e /usr/share/doc/ansible-freeipa/ = 1 L b 1) —® README-delegation.md 7 7 1 L =58 L
TLEXIW,

e /usr/share/doc/ansible-freeipa/playbooks/ipadelegation 71 L 7 1) —DH > F)LD
Playbook Z&HR L T 72X Ly,

1.5.ANSIBLE #{FAH L CEZIL—IILICEEDOEMAESH L FE
LT DOFIETIE. Ansible Playbook 2B L T, ZEIN—NVIKHEDREZEET 2 HE%=HALZE

. Z®D Playbook AL T, UENCERLAZZEO—IILEZTETEET, ZDHITIL basic
manager attributes £/l —JLIC departmentnumber X V /X—BHOA N EENZ L IICLET,

[} =355
o |[dMEBEEE/NRRT—RNEBEL TV,
o ROBHAEBALTLIICAnsible AV hA—IL/ —RERELTWS,
o Ansible /A=Y 3> 214 IEEFER L TW5,
o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,
o ZDHITIE, ~/MyPlaybooks/ T4 L7 k1) —IZ, IAM B —R—DELEBH R XA V&
(FQDN) ZfEA L T Ansible f YRV M) =T 74 )L ZEHR L7 E%&RIRE LTWS,
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FIR

104

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,

basic manager attributes Z5&/)L — LAY IdM ICTFTET %,

. ~/ MyPlaybooks/ 71 L7 ) —ICBEL X T,

I $ cd ~/MyPlaybooks/

. lusr/share/doc/ansible-freeipa/playbooks/delegation/ IC 4 % delegation-member-

presentyml 7 7 1 JLOAE—%ERL XY,

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
present.yml delegation-member-present-copy.yml

. Ansible Playbook 7 7 1 JL delegation-member-present-copy.yml ZFH X £ 7,

. ipadelegation ¥ 2 7 0> a VICLITOZERZHREL T, 771IVERELFET,

e ipaadmin_password Z#d [dM BEIEED/ARX T — NICBREL X T,
e name ZHL, EEIZ2HFF/I—ILOEHNIKREL T T,

o attribute Z#/% departmentnumber ICEXE L £ 7

e action %13 member IZEREL T,

LT, SEOFITHEREYT %L D ICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Delegation member present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure delegation "basic manager attributes" member attribute departmentnumber
is present
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
attribute:
- departmentnumber
action: member

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET H/N AT —

RERIMT D770, BLVA IRV N —T74ILEEEELET,

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegation-member-present-copy.ymi
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BOEfE 4R
o ZFIL—ILEBRBLTIEIW,

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ & ') —® README-delegation.md 7 7 1 L =58 L
TLEXIW,

e /usr/share/doc/ansible-freeipa/playbooks/ipadelegation 71 L 7 1) —DH > F)LD
Playbook ZZH L T I L,

11.6.ANSIBLE 2l L CTEEIL— I EDODRMEAEESH LWL D ICTEDF
JI&

LLTFDOFIIETIE. Ansible Playbook ZfEHB L T, ZEIN—IVICKHEDERENFYEHTOLNAGWEDICT
2HE%ZHALET, TDPlaybook ZEAL T, FEOA—IHDFRERLRT IV EAEREZMS LARWVNE

SLEY., ZDOHITIE basic manager attributes Z:&)L— )L I employeenumber & & U
employeetype X Y/ N—BHINZFEFNLBVELDICLET,

AR
o [AMEEE/NZRT—NEIEBELTWS,
o ROBHAEBALTLIICAnsible AV hO—IL/ —RERELTWS,
o Ansible /N\—=I 3V 214 LIEEFERAL TV,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—NR—DZL2EBH R X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L M LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,

® basic manager attributes REE/L— LAY IAM IZTFETET %,
¥
1. ~/ MyPlaybooks/ 74 L7 ) —ICRBEIL 7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/delegation/ [Cd % delegation-member-
absentyml 7 7 (1 JLOOAE—A/FHR LT,

$ cp /usr/share/doc/ansible-freeipa/playbooks/delegation/delegation-member-
absent.yml delegation-member-absent-copy.yml

3. Ansible Playbook 7 7 1 JL delegation-member-absent-copy.yml Zf X £ 7,
4. ipadelegation ¥ 2 V0> a VICUTOERHAZHREL T, 771V EFELET,
e ipaadmin_password ZHL IdIM BEEED/NNXAT—NIZERELE T,

e name B L. EEITEHHRFN—IINDEZAIKRELZET,
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e attribute %13 employeenumber & & U' employeetype ICEXE L £
e action Z#{|% member IIFREL T,
o state Z#id absent ICEREL £,

LT, SEOFTHERYT %L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Delegation member absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure delegation "basic manager attributes" member attributes employeenumber

and employeetype are absent
ipadelegation:
ipaadmin_password: "{{ ipaadmin_password }}"
name: "basic manager attributes"
attribute:
- employeenumber
- employeetype
action: member
state: absent

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RF&ET B /N X T —
RERMT 27714, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
delegation-member-absent-copy.ymi

Bt
o EHL—ILEBRLTIEIW,

e /usr/share/doc/ansible-freeipa/ = 1 L b 1) —® README-delegation.md 7 7 1 L =58 L
TLEIW,

e /usr/share/doc/ansible-freeipa/playbooks/ipadelegation 71 L 7 ) —DH > 7LD
Playbook ZZH L T 2E L,
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#5128 ANSIBLE PLAYBOOK 2{#H L7= IDM TOO—IILR—RA 7 7 = R HHDOEHE

5512E ANSIBLE PLAYBOOK Zf#FH L7 IDM TOO—JLX—X 7
7 AEEHDEE

A—ILR—27 72§ (RBAC) &, A—ILELVCIERBEEZEERT 2. RYP—IEKELABWT Y

T RHEA H=ZZXLTE, Identity Management (IdM) ® RBAC @AV R—x ¥ M, O—Jb, R,

N—3Ivy23vTY,

o R—Ivyravid, A—Y—0BMILFHR JTIL—TOEE, ZHAIY 77 EXDOEME
RE. BWEDY RV #RTIHHEREMNELET,

o KFHE 3. FRI—Y—DBMICLELLERZE, #REZHEAGDLEIT,

e O—JLix, 2—H—, 21— —TIL—T, RAM, FLEFEANTIN—FIHEDEY N &
5L%x9,

FFICKERTIE, RBACZEHY 5 &, BEDREZERICKRES 2EBEES AT LZENTEZX
-g_o

AZETIE, Ansible Playbook % f#f L 7= RBAC DEERFICITI L FDBRIEICOWTERELE T,
o I[dMD/N—=Xvay
o FTIUAIKNDEENA—3Ivay
o |dM D4FHE
e [dMDO—J
e |[dMDEFIEEINAO—I
® Ansible #fEfA L THH1EDH % IIMRBAC O— L= HFHEIE 2 FIE
® Ansible #EH L TIIMRBAC O—J)LARELRBRWVWEL D ICT B FIE
e Ansible #FRAL T, 2—%—7JI—TFITIIMRBAC O—/L%E|Y ¥ T3 FIE
e Ansible AL THEDI—H—ICIIMRBAC O—ILHA'EIY HTHhAWL D ICT 2 FIE
® Ansible #FALTH—EX% IIMRBAC O—JLICFIEBIE 2 LD ICERET 2 FIE
® Ansible #EALTHR M% IIMRBAC O—JLICFTEIE 2 LS ICERET 2 FIE

e Ansible AL THRRA NI —T% IUMRBAC O—JLICFRB IS5 LD ICERET 2FIE

12.1.IDM D/N—3I w3y
N—=3ZIwaviEk, O—=IR—ADT7 I EZAFHDOFATREBEVNLRIVOEAMT, BEZERT S
LDAPI Y MY —¢EALETEEE2ERLT T, 7OV IVDBELRARKRIC. N—I v a VIIREICH
CTEZLDIERICEIYH TR ENTEET,
1TD2UED#ER #2FAL T, FAINIBEEEZEELZT,

o write

® read

® search
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e compare

® add

e delete

e all
LEROEER, 3DDOEFNL Y-y MITERINIT,

e subtree: KX A >%& (DN) (ZD DN DY TV —)

e target filter. LDAP 7 1 JL& —

e target:DN, 74 I RA—RTITY MY —%IEEATHE,
g, UTOEFAA T avid, RET2EHEEZRELET,

o type. ATV MNDYA T (A—H—. JI—T7 &) (subtree & & U target filter 5% 7E L
i’a—)o

e memberof: 7 IL—T DX > /X—, targetfilter 5XEL 7,

e targetgroup: HED VI —TEEEY BER (VI —TAYN=2 9 TOBEBERDGSRE)
5 LET (target X EL ).

M IR—Z v avaFRTDIE, EOA—HY—DREDA TV TV MITIEATESD, ILHICID
EORBATO IV MDBHICT IV ZRATEZHNE DL AFHETEET, IMAEFEHRAT 3 &, BrOEME
EHFAFEAIEEST LY., 32— — JI—7 sudo R EDEFED IdM H#EEE, 2EZ1—H—, £
REEEALI—Y—, FLIBEDEELI—Y—TIL—THRERE L, 2HRNLBRRRELLTELALYT
R
rEZWE, ZOT7TO—F TR A—I v aVIERILREELH DD T, 7OV CANBLERFEEDEY
AV A—Y—F LB IIN—TOT7 IV ER%EFIRL, oI/ avaEIhoDI—HF—F/F
TI—FIRERRICRTIINBVE D ICRET 2HBEIC. BEEFICE >TEFTY,

Pz -
NR=IvoavilidoNR—IvoarvagHdl i TETEREA,

122. 7574 NOEBEEBNN—Iv 3V

BEN—Iv2avid, dMIZT 74 P TEFNRTWENR—Ivy2 a3V TY, TON—Ivavid
A—F =R LD/ —I v o a v EERICKRELZ TN, UTORERI’HY T,

o ZDEEN—IvIYavVFHIRRTE T, &Hl. B, 97 v NOBUHZZEETETIHA,
o ZDN—3IvavIIE3IDOEEEY MHYFET,

o FI7AIDM DEM, IIM TEEINTWSEH., 1—F—IFEBETEF A,

o Az El., 21— —1RIEEMT BEM.

o BRA B, 1—H¥—1HIRYT 2B,

BEEN—Ivavid TI7ALMBLIVCEERELY MIRFINTVLWIEBEIANTIGERINIET
N BRAtEY MCRRINTVLWEERICITERINEEA,
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pz o-1o)
BEN—IvYavaHIRTIEEADN, R—I v aVIINA Y RYA TEERE

TRTDFIENLGEBN—Iv > a Vv aHRLTEEBN—Iy Y 3 Vv ENRMICE J7JL
TEFd,

BE/N—Iv 2 avDERIET T System: N S15F Y £ 9 (f5: System: Add Sudo rule 7z (&
System: Modify Services), LIGID/NN—> 3> DIAM Tld, T 74 bDNR—I v 3 VICERZ R
F—LEFALTVWE LA, KA 22— —@FR—Iv > a VOHIRIETET, FEICEYHTS
LNTEFHEATLE, INHDT 74 EMR=IvoarvDiFEAER, EEB/NXA—I vy 3 V(IlHY
BhoTLWETHA, UTFDONR—I v aviE8EmEILBIORF—LE2FALET,

e Automember Rebuild X ¥ /X\—< v 4 20 DEM

o LEHITITVINY—DEM

o LTYAEBEDEM

o CIEAEHIPRRE

o CANGIAIAED R T—4 AEE

e DNASIHEDFHHINY

o DNASIEODER

® PassSync Manager D& E DFtHELY)

® PassSync Manager 58 EDE R

o L) AERDHMAH

o LTYAHEREDELE

o L) HERDHIKR

® LDBM T—49N—BREDFTHIY

o FIEAEDER

o CAACL Z#MRY 2AHEDEK

o BIDKRR NS DIBAEDERK

o CANLDIIFAZ OIS

o FEEAZDEYIEL

o IPARRENETAH

pa 3]
ATV RZAUDNHEEBN—Iv I aVvEEELLD EL, ERAALREHOERZ Y

2T LRIDEHFAT LRWGEICIE, O Y RICKBLET, WebUIDSEE/IR—I v I3
VEERELLD ELEBAIKIE. EETIAVWEELSEMICAY T,
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12.3. IDM D4FtE

gL, O—)LIGERAINE /=3Iy arvynJIL—7TY,
NR=Iv2aviFBE—DREEETIZERZRELZT TN MY RV ERIHI B2 ICIE, BED
NR=—IvoavhBEREDOIrHYET, LN >T. HFHEIX. BEDIRIAEETTE-OICHER
BRIN—IvyvoavailadabttictdTT,

EZE FILWIAM A—H =7 h T Y M ARET BICIE. LLTOERIBVETT,

o ¥{a1—H4—TU N —DIERK

o 1—H—NR2AT7—KDYtEv K

o MIRI1—Y—DFT 74 MNIPALI—H—TIL—TADEN
INLED3IDDELRILVDY RV %, A—F—DBEMN &V EEIDHRY LFEDOER T, ERHI &L
UEWLRILDY RV ICHAEDLEDZET, YRATLBEEIO-IILEBELYIL<AY ET, IdM
IZIE. T TICWLS DD DT 74 MFIEXAESEFNTWE T, 21— —¢a1—HY—JIL—T&FBIC. ¥
FRIZRRANBLIVRARNITIL—T, BLUVRY NT—IH—ERICHEEYYHTONET, ThITLY.,

BEDRY NT7—JH—ERZFRATEIRAMEY hOI—F—tvy MIL 2T, #FZEDHMH < H
HTEZXT,

P2
FHEICIE, thDREZEHD I EIITEE A,

12.4.IDM o O—J)b

O—Jbid, O—JLICEBELZaA—Y—DFET 2H#RDY X NTT,

ERRITIE, R—3 v arTlE BEDEREBOY RV (A—H—TY N)—DEK. JIL—F~DIT
YRNY—DEMERE) EEITT DHEREMNS L. HETIE. BEEBDY R BED VI —TADHR
A—H—DERBRE) ITHERINLDNRA—Ivo a3 VD I2UEEE&EDLEET, O—ILITHEIC
INCT, EEEZEO—ILTI—F—0DEM ZE, HIRATE 2L, FEZIEHIT,

BE

A—lid, ST I aVveRBT5OICERINIY, O—Lid, FHEFS
INRBVESICLEY., HFEODDBZREKT DY I ELTRHERLIEA.

' Pz -
O—)LilfeoO—ILEZEHB I EIETEEHA,

12.5. IDENTITY MANAGEMENT CERIEEIN/cO0—JL

Red Hat Identity Management ICl&. U FOHERIERFHFDO—IHIEETNTVET,

#12.11dentity Management DEZiFHO—JL

ao—J e L
EREEE R~ DEF V34TV MELIFIRZ b DESR
EITWET,
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o—J R

helpdesk Modify Users, Reset
passwords, Modify Group

membership

IT Security Specialist Netgroups Administrators.
HBAC Administrator, Sudo

Administrator

IT Specialist Host Administrators. Host Group
Administrators, Service
Administrators. Automount

Administrators

Security Architect Delegation Administrator,
Replication Administrators, Write
IPA Configuration. Password

Policy Administrator

User Administrator User Administrators. Group
Administrators, Stage User

Administrators

B4

BRI —Y—EEYI I ZRET
LEY,

RARMR=ZDT Y = A HIHE,
sudo Jb—ILREDEF )
F4—HR)O—%EEBLET,

RANDODEERZTWET

Identity Management BRIEDE
B, EEOEMR. L) hER%E
ERLZE T,

A—H—BLVTIV—T DR %
TWEY

12.6. ANSIBLE #{#FH L C{5H#¥EDH 5 IDMRBAC O— /LA FIEIH 5 FE

T7ANbDOO—ILUAT, O—ILR—Z2DT ¥t A4 (RBAC) % {FF L T Identity Management
(IdM) D) Y — 2 &FMBICHZY RIS 2I1C1E. ARSI LO—ILEERLET,

UTDFIRTIE. Ansible Playbook ZfEH L T, $iILWIAM AR AO—ILDFEZEHZEL. TOFEE
HWERTDAEEHRALET, ZDBHITIE, #F LU user_and_host_administrator O—JLICIE, T 7 #
IWKTIAIM THEET2UTORFEEZ —EICHAEDELEDIEENET,

o Group Administrators
® User Administrators
o Stage User Administrators

® Group Administrators

AR E 4
o |[dMBEE/NRRT—RAEIEELTWS,

o RDEBEHUHAFBILTLIDICAnsible A hO—JIL/ —REEELTWS,

o Ansible /N\—Y 3V 214LEAFERALTWS,

o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

m
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o ZDOHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—/R—DZL2EBH R X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEM LTcZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWBE I &%
AfRE LTW3,

¥R
1. ~/<MyPlaybooks>/ 714 L 7 M) —IZBEIL X7,

I $ cd ~/<MyPlaybooks>/

2. /usr/share/doc/ansible-freeipa/playbooks/role/ IZ# % role-member-user-present.yml 7 7
AINDOIE—%ZEMLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-present.yml role-
member-user-present-copy.yml

3. Ansible Playbook 7 7 1 JU (role-member-user-present-copy.yml) Zf X £ 9,
4. iparole 9 RV UL a VICLLTOERZREL T, 771V ZHELET,
e ipaadmin_password Z#/d [dM BEEBED/AX T — RNIZREL £ T,
e name ZHIHFHO—ILOLZRIERELE T,
o K URNIE HLLWO—IICEINT 5 IIMERDZRIICKREL T
o MEILKUT, userZEHUE., FRO—ILA2RFE5T21—H—DARNIEELE T,
o MEIIHKLUT, group B, R O—ILAERE5TZTIL—TOEENCEKRELET,

LT, SEOFTHEREYT %L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: user_and_host_administrator
user: idm_user01
group: idm_group01
privilege:
- Group Administrators
- User Administrators
- Stage User Administrators
- Group Administrators

5. 7740V ERELET,
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6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N X T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-user-present-copy.ymi

B EtE R
o AnsibleVault #FR L3V F VY DESIE #5B LTI,
o [dMDO—)L ZSRL T LI,

e /usr/share/doc/ansible-freeipa/ 71 L 2 b ') —® README-role 7 7 1 LSRR L T 72X
AW

e /usr/share/doc/ansible-freeipa/playbooks/iparole 71 L 2 k1) —D 4 > 7 )LD Playbook %
SRLTCEIV,

12.7. ANSIBLE #{#FH L CTIDMRBAC A—J)LZ R E LWL D ICT B F|E
Identity Management (IdM) ® O —JLR— R 7 7 & 2%l (RBAC) A BIE T 2 AT LEEEIX, 8o
TEBENI—HF—ICHYHTEIENBVEDIC, BRALAKA2ZO—ILAEHRKRINTWS I L%
WRTILEN DY XT,

UTFDFIETIE, Ansible Playbook Z#FH L TAO—ILHAHIBRINTWS I & 2HRT 2 HE%2HBALE

T, UTFDHTIX, BHRAHY LD user_and_host_administrator O—JLA 1AM ICTEE LR WT & &SRS
5HE=RPALET,

[} =355
o [AMEBEEFE/NZIT—RELEL TV,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —IH A VA R—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—NR—DZL2EBH N X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L M LTcZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AIRE LTW3,

FIR

1. ~/<MyPlaybooks>/ 714 L 7 M) —ICBEIL X7,

I $ cd ~/<MyPlaybooks>/

2. lusr/share/doc/ansible-freeipa/playbooks/role/ |24 % role-is-absent.yml 7 7 1 )LD I E—
ZERLEY,

I $ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-is-absent.yml role-is-absent-
copy.yml
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3. Ansible Playbook 7 7 4 JU (role-is-absent-copy.yml) 25X £ 7,

4. iparole ¥ RV UL a VICLLTOERZREL T, 771V %ZHELETT,
e ipaadmin_password Z#d [dM BEIEED/XRX T — NICBEREL X T,
e name ZHUL, O—ILDRBNCHRELZE T,
o state T3, absent ICREINTWS I AR LET,

LT, SEOFITHEREYT 3L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: user_and_host_administrator
state: absent

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N X T —
RERMT 27714, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-is-absent-copy.yml

RS

o AnsibleVault 2LV TV YDESIE 2#8BLTLEIWL,

e [MDA—I ZBZRLTEIW,

&%
pl=a]
204
c

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ k') —® README-role Markdown 7 7 1 JL %
TLEEI W,

e /usr/share/doc/ansible-freeipa/playbooks/iparole 71 L 2 k1) —DH > 7 )LD Playbook %
SRLTCEIV,

12.8. ANSIBLE #{#fH LT, 1—%—2J)L—7ICIDMRBAC O—/L %%V
LTCHFIE

Identity Management (IdM) @ O—JLRX—X 7 7 & R (RBAC) 2 BT 5> XA 7 LEEBEIE. junior
administrators 72 &, HEDI—HF—JIL—FICO—ILEFYHTET,

UTFDFITIE. Ansible Playbook Z A L T, EH#®D IdM RBAC helpdesk 0 —JL % junior_sysadmins
WCEIY B THAEZHRMALET,

14


https://docs.ansible.com/ansible/latest/user_guide/vault.html

#5128 ANSIBLE PLAYBOOK 2{#H L7= IDM TOO—IILR—RA 7 7 = R HHDOEHE

(1} =355
o [AMEBEEE/NZT—RELEL TS,
o RODEHAHEIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L AR LI & &RIIRE LTW 3,

o ZDHITIE. secret.ymlAnsible R—JL ~IC ipaadmin_password BMEREFEINTWVWE I &%
AIfRE LTW3,

¥
1. ~/<MyPlaybooks>/ 714 L 7 M) —ICBEIL X7,

I $ cd ~/<MyPlaybooks>/

2. /usr/share/doc/ansible-freeipa/playbooks/role/ [C# % role-member-group-present.yml
Z27ANLDAE—%EERLEFT,

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-group-present.yml
role-member-group-present-copy.yml

3. Ansible Playbook 7 7 1 JU (role-member-group-present-copy.yml) Zf & £ 9,
4. iparole 9 RV UL a VICLLTOERZREL T, 771V ZHELETT,

e ipaadmin_password Z#d [dM BEIEED/ARX T — NICBEREL X T,

name Z#E., EY LU THO0—JILDOLRIICEELX T,

group I TN —TRICKRELE T,

action Z#/% member IZSZEL X T,

LT, SEOFITHEREY %L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: helpdesk
group: junior_sysadmins
action: member
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5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET B /N X T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-group-present-copy.yml

BTG IR
® AnsibleVault #FR L3V TV YDES{E #5B LTI,

o [dMDO—JL ZSRLTLKEIWL,

e /usr/share/doc/ansible-freeipa/ 7 1 L k') —® README-role Markdown 7 7 1 JL %
TLIEI W,

&%
pl=z]
-0d
c

e /usr/share/doc/ansible-freeipa/playbooks/iparole 71 L 2 k1) —DH > 7 )LD Playbook %
SRLTCEIV,

12.9. ANSIBLE #{#H L THEDI—H%—IC IDMRBAC O—JLAYE|Y H T
LNBWEDICT BFIE

Identity Management (IdM) @ O—JLR— 2 7 7 &z Z#lff] (RBAC) A BIET %> A T LAEEE L. |t
ATRHOEBICES LB AE, BEDI—HY—ICRBACO—/IAEIYLETOARVWELDICTSRIED
TXXE9,

LUTFDFIETIE. Ansible Playbook Z{FH L T. user_ 01 8L user_ 02 & WD LFIDI—H—H
helpdesk O—JLICEIY HTHNABRWEDICT B AEEHRBALET,

AR
o [AMEBEEFE/NZT—RELEL TV,
o RODEHAHITLIICAnsible Y bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZODOBITIE, ~/MyPlaybooks/ 74 Lo b —IT, IAM H—/R—DTLEE RN A1V F
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R L2 & &RIIRE LTW 3,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

¥
1. ~/<MyPlaybooks>/ 714 L 7 M) —ICREIL X7,

I $ cd ~/<MyPlaybooks>/

2. /usr/share/doc/ansible-freeipa/playbooks/role/ IZ# % role-member-user-absent.yml 7 7 A
)l/o): lf_’é_:'ﬂ;ﬁz L/ i’a—o

16


https://docs.ansible.com/ansible/latest/user_guide/vault.html
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-idm

#5128 ANSIBLE PLAYBOOK 2{#H L7= IDM TOO—IILR—RA 7 7 = R HHDOEHE

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-user-absent.yml role-
member-user-absent-copy.yml

3. Ansible Playbook 7 7 1 JL (role-member-user-absent-copy.yml) Zf & £,
4. iparole ¥ RV a VICLATOERZREL T, 771V %ZHELET,
e ipaadmin_password ZHL IdIM BEEBEED/NNXXAT7—NIZERELE T,

e name ZHL., Y Y TZO—-IILDLZRICEELZET,

e user' ) ANEI—H—DERINIIEZELFT,
e action Z#(EX member ICEEL T,

state Z#{/3 absent ICEREL X T,

LT, SEOFITHEEYT %L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: helpdesk
user
- user_01
- user_02
action: member
state: absent

5. 774V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N X T —
RERMTZ277140. BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-user-absent-copy.ymi

B EtE R
o AnsibleVault 2R L=V T Vv YDESIE 2#8BLTLEIWL,

e [MDA—I ZBRLTEIW,

N
pl==]
2oy
I

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-role Markdown 7 7 1 JL &
TLEIW,
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e /usr/share/doc/ansible-freeipa/playbooks/iparole 7« L 7 kY —®DH > 7 )LD Playbook %
SRLTLEIV,

12.10. ANSIBLE Z# A L CH—EX%Z IDMRBAC A—JLICFREI 3 L D
ICEREY B FIR
Identity Management (IdM) @ @ —JLRX—2 7 9 = 2§l (RBAC) 2 BT 2 Y A7 LABEEIE. |dM
IEBINTVAREDH—ERD, HEDOO—IDAYN—IIR>TWEIEA2BRTIVLENH D
BENDHYET, LTOBITIX, HRY LD web_administrator O—JLAFAL T
clientOlidm.example.com % —/N\— E CTETHD HTTP ' —ER BB TE 3 L D ILT 2 HE%5REA
L/i-g—o
AR

o |[dMEBEBENIT—REEELTWS,

o RDEBEUHAFBILTLIDICAnsible A hO—JIL/ —REERELTWS,

o

Ansible /N\—Y 3V 214 IEAFERLTWS,

o

Ansible 3~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW5,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) #fEA L T Ansible 1 YRV M) =T 74 )L R LI Z & &RIIRE LTW3,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

e web_administrator A—JLA' |dM ICEFET %,

e HTTP/clientOlidm.example.com@IDM.EXAMPLE.COM H#—E X A* IdM ICFFIET %,

FIR

1. ~/<MyPlaybooks>/ 714 L7 M) —ICBEIL X7,

I $ cd ~/<MyPlaybooks>/

2. /usr/share/doc/ansible-freeipa/playbooks/role/ IZ# % role-member-service-present.yml
774NN OIE—%EHRLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-service-present-
absent.yml role-member-service-present-copy.yml

3. Ansible Playbook 7 7 1 JU (role-member-service-present-copy.yml) ZfE X £ 7,
4. iparole 9 RV UL a VICLATOERZREL T, 771V ZHELET,

e ipaadmin_password Z#d [dM BEIEED/ARX T — NICBEREL X T,

e name ZHUL, FY LB TZ2O0-IILOZREIERELET,

e service ) A MNIH—ERZICEELZXT,

e action Z#E member ICEEL T,
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#5128 ANSIBLE PLAYBOOK 2{#H L7= IDM TOO—IILR—RA 7 7 = R HHDOEHE

LTI, SEOFTHERYT 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: web_administrator
service:
- HTTP/client01.idm.example.com
action: member

5 774V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-service-present-copy.yml

BIER R

Ansible Vault R L7237 VY DEES{E #5B LTI,

o [dMDO—JL ZSRLTLKEIW,

N
pl=z]
-0
c

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ k') —® README-role Markdown 7 7 1 JL %
TLIEI W,

e /usr/share/doc/ansible-freeipa/playbooks/iparole 71 L 2 k1) —DH > 7 )LD Playbook %
SRLTCEIV,

12.11. ANSIBLE #{FFH L TR X % IDMRBAC O—JLICFREIH 3 LD IC
REY BFIE
Identity Management (IdM) TO—JLR—XA 7V R FlH%ZERBT 2P X7 LEERBEIE. FEDKRZ b
FREERRA NI —THEEDOO—ILICEERMTONTWE I EEHRTIUNELNHDIHELNHY X
T, UTDHTIX, HRAY LD web_administrator A—JLA HTTP H—EXEETLTW3
clientOlLidm.example.com @D IdM R A M BB TE S LI ICT 2 HEEHRBALE T,
GRS 3aa

o [dMEBEEENIT—RNEEELTWS,

o RDEBEHAFBILTLIDICAnsible A bO—JIL/ —REEELTWS,

o Ansible/N\—Y 3V 214LEAFEALTWS,
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FIR

120

o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ. 1AM H—NR—DZL2EBH N X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZERH L7cZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
AfRE LTW3,

web_administrator A—JLA' IdM ICETET 5,

clientOlidm.example.com R X kA% IdM IZHEIET %,

. ~/<MyPlaybooks>/ 74 L 7 ) —ICRBEIL £ 7,

I $ cd ~/<MyPlaybooks>/

. lusr/share/doc/ansible-freeipa/playbooks/role/ | % % role-member-host-present.yml 7 7

ANDOIE—ZFEL T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-host-present.yml role-
member-host-present-copy.yml

. Ansible Playbook 7 7 1 JU (role-member-host-present-copy.yml) ZFHE £ 7,

. iparole 9 R 7V a VICLITOERZREL T, 771V %ZHELEXT,

e ipaadmin_password ZHL IdIM BEEBEED/NXAT—NIZERELE T,
e name ZHUL, BY L TZO—-ILDOELENIHRELET,
e host U R NAKRAMDERNCERELZET,

LT, SEOFITHEREY %L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: web_administrator
host:
- client01.idm.example.com
action: member

5. 7740V ERELET,
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#5128 ANSIBLE PLAYBOOK 2{#H L7= IDM TOO—IILR—RA 7 7 = R HHDOEHE

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RFE&ET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-host-present-copy.ymi

B EtE
o AnsibleVault #FR L3V TV YDESIE #5BLTLIEIL,
o [dMDO—)L ZSRL T LI,

e /usr/share/doc/ansible-freeipa/ 7 1 L k') —® README-role Markdown 7 7 1 JL %
TLIEIW,

N
pl==]
2oy
c

e /usr/share/doc/ansible-freeipa/playbooks/iparole 71 L 2 k1) —DH > )LD Playbook %
SRLTLEIV,

12.12. ANSIBLE #{#fFH L CT/RA N I)L— 7% IDMRBAC O—JLICRRE S &
5LIICEKRET DFIE

Identity Management (IdM) TO—JILR—XA 7V R FlH%ZERBT 2P A7 LEEBEIE. FEDKZ
FHEWERRAN I —THEEOO—ILICEAEMITONTWE I EA2HERTINENHIBENHY X

T, UTFDOHTIX, HRAY LD web_administrator O—JLA HTTP Y —EXZETLTW3B IAM KRR
N web_servers I —TA BB TEX3LIICT B AEEHBALET,

[} =355
o [AMEBEEEF/NZT—RELELTWS,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z h)—IZ, 1AM H—/R—DZL2EBH RN X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR L2 & &RIIRE LTW3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

e web_administrator A—JLA' IdM ICEFET 5,

e web_servers KA N TIL—FHD M ICTETES B,
FIg
1. ~/<MyPlaybooks>/ 714 L 7 M) —ICBEIL X7,

I $ cd ~/<MyPlaybooks>/

2. /usr/share/doc/ansible-freeipa/playbooks/role/ [C# % role-member-hostgroup-present.yml
27ANLDAE—EERLEFT,
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$ cp /usr/share/doc/ansible-freeipa/playbooks/role/role-member-hostgroup-
present.yml role-member-hostgroup-present-copy.yml

3. Ansible Playbook 7 7 1 JL (role-member-hostgroup-present-copy.yml) Zf X £ 9,
4. iparole 9 RV a VICLATOERZREL T, 771V ZHELET,

e ipaadmin_password Z#d [dM BEIEED/ARXT7— NICBEREL X T,

e name ZHUL, FY LU TZO0—IILOZREIERELET,

e hostgroup ) A MERA NI —TFRICERELE T,

LT, SEOFTHEEY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to manage IPA role with members.
hosts: ipaserver
become: true
gather_facts: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- iparole:
ipaadmin_password: "{{ ipaadmin_password }}"
name: web_administrator
hostgroup:
- web_servers
action: member

5. 7740V ERELET,

6. Ansible Playbook 31T L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET H/N X T —
RERMTZ277140. BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
~/<MyPlaybooks>/inventory role-member-hostgroup-present-copy.yml

B EE R
o AnsibleVault 2R L=V TF Vv YDESIE #8BLTLEIWL,

o [dMDO—IL ZZRLTLEIL,

&%
pl=a]
-0
I

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ k') —® README-role Markdown 7 7 1 JL %
TLIEILW,

e /usr/share/doc/ansible-freeipa/playbooks/iparole 71 L 2 k1) —D 4> 7 )LD Playbook %
SRLTCEIV,
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25133 ANSIBLE PLAYBOOK % {#ff L /= RBAC tEfEDEIE
A—ILR—27 7§ (RBAC) . A—Jb, RS L PR —Iv > a3V TEHT S, R I—ITK
FLARWTFIVERGEADZXLTYT, FICKELETIE, RBACAFRT 3 &, SEFEOHEE%ERICEE
ETHHEBEEATLAERTEET,

AZTIL. Ansible Playbook % f#F L T Identity Management (IdM) T RBAC #E[R = B2 2 LL T D#
EICDWTERBAL 9,

® Ansible #HLTHRAY LD RBAC HEAFEEIE S FIE

® Ansible 2R LTHRY LD IAMRBACFHEICA Y NR—NR—I v aVeFEIESFIR
® Ansible ##HA L TIIMRBACHHEIC/RA—I v o a v HAEFNRVWEDICT ZFIE

® Ansible #EH L THRY LD IAMRBAC HERD LRI AZEET 5 FIE

e Ansible A L TIdMRBAC HHENEEFNRWVL D ICT B2 FIE

=55

o RBAC DB LVREAI ICDWTERLTWS,

13.1. ANSIBLE # L CTH R Y LD IDMRBAC {FEA FEIE 2 FE

Identity Management (IdM) @ O —J)LR—R 7 ¥ & 24l (RBAC) THARY LHERATRICHEIE S
I, AT =Y ZEICEDHTWKRELRHY FET,

L N=IvoavAEYLBTONTVWARWEEEERLZE T,
2. BIRLANR—I vy a v aHEICEBMLET,
LTFOFIETIE, BTNR—=—Iv2av%BIMTESLIIC, Ansible Playbook % L TZEDRFEA 1F

MY 2HEEFHBALET, COBITIE. RAMNEEBICEAETZIRTDIAMNN—I v aviailladhd
#5135 &SI full_host_administration & W\ D ZRIDEEAER T 2 A EEHBAL T,

AR
o [dMEBEE/NRRT—RAEIEELTWS,

o RDEBEHAFBILTLIDICAnsible A hO—JL/ —REEELTWS,

o

Ansible /N—< 3 214 LAREAER L TW 3,
o Ansible 3~ b O—5—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IAM Y —N—DZREH N A1 V£
(FQDN) Zf#ER L T Ansible 1 XY M) =T 74 )L ZER L2 & &FIIRE LTWS,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AIRE LTW3,

¥
1. ~/ MyPlaybooks/ 74 L7 ) —ICREIL T,
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I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/privilege/ [C# % privilege-present.yml 7 7 1 JL
o): lf_’é_:'ﬂ;ﬁz L/ i’a—o

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml privilege-
present-copy.yml

3. Ansible Playbook 7 7 1 JU (privilege-present-copy.yml) ZFE £,

4. ipaprivilege Y A7 7 a VICLLTOEREZREL T I 7ML ZHELE T,
e ipaadmin_password Z#d [dM BEIEED/AR T — NICBEREL X T,
e name Z# L. # L LM full_host_administration D ZRIICEREL T,
o EITH LU T, description Z#H ZEHA L THHEZER L X T,

LT, SEOFITHEREYT %L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Privilege present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure privilege full_host_administration is present
ipaprivilege:

ipaadmin_password: "{{ ipaadmin_password }}"

name: full_host_administration

description: This privilege combines all IdM permissions related to host

administration

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RF&ET H/N X T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
present-copy.yml

13.2. ANSIBLE # AL THRY LD IDMRBAC HEFHEIC A Y /IN—/X—3 v
vavaEBFEEIESFIE

Identity Management (IdM) @ O —J)LR—R 7 2 & 24l (RBAC) THAR Y LHERATRICHEIE S
I, AT —IZEICEDHTWLKBELRHY XY,

L R=IvoavhElYBETONTUWRWFEZERL T,

2. BRLANR—I v a v aREICEBMLET,
LUFDOFIETIE. Ansible Playbook #{FH L T, BIOFIETIER L/<FFHEIC/N—I v a v %&BINT S
FHEEHBALET, COBITIE, RAMNBEBICEET S IdAM/RXA—I v aviadN
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T. full_host_administration &\ ZEIDFMEICEBINT 2 HE%EHBLET., T 7 4L MTIE, /31—
X v < 3 7|3 Host Enroliment. Host Administrators & & U Host Group Administrator 4+ D T
PEINFT,

(1} =355
o [AMEBEEE/NZIT—RELEL TV,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—RN—DZL2EBH RN X1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR LI Z & &RIIRE LTW3,

o ZDOBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AIRE LTW3,

o full_host_administration #ERHNFIET %, Ansible Z{FEA L TEHEEIENRT % HEDFEM
. Ansible 2L THRY LD IIMRBAC HHEEZGFEIEIFIE 2SR L TLEIW,

FIR

1. ~/ MyPlaybooks/ 74 L2 M) —ICREIL T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/privilege/ IZ# % privilege-member-present.yml
774N OIE—%EFHRLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-present.yml
privilege-member-present-copy.yml

3. Ansible Playbook 7 7 1 JL (privilege-member-present-copy.yml) ZH X £ 7,
4. ipaprivilege Y A7 0 a VICLLTOEREZREL T I 7ML ZHELE T,
o HAHLTWE1—RS—RICELET, FRID &hil ZRHHLF T,
e ipaadmin_password Z#d [dM BEIEED/ARX T — RICBEREL X T,
e name ZHUL. FEDARICEELF T,
e permission (&, $FEICENT 2/ X\—I v a vORARERELE T,
e action Z# ' member ICBREINTVWSH I &AL T,

LT, SEOFTHEREYT %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Privilege member present example
hosts: ipaserver

vars_files:
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- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that permissions are present for the "full_host_administration" privilege
ipaprivilege:
ipaadmin_password: "{{ ipaadmin_password }}"
name: full_host_administration
permission:
- "System: Add krbPrincipalName to a Host"
- "System: Enroll a Host"
- "System: Manage Host Certificates”
- "System: Manage Host Enrollment Password"
- "System: Manage Host Keytab"
- "System: Manage Host Principals”
- "Retrieve Certificates from the CA"
- "Revoke Certificate"
- "System: Add Hosts"
- "System: Add krbPrincipalName to a Host"
- "System: Enroll a Host"
- "System: Manage Host Certificates”
- "System: Manage Host Enrollment Password"
- "System: Manage Host Keytab"
- "System: Manage Host Keytab Permissions"
- "System: Manage Host Principals”
- "System: Manage Host SSH Public Keys"
- "System: Manage Service Keytab"
- "System: Manage Service Keytab Permissions”
- "System: Modify Hosts"
- "System: Remove Hosts"
- "System: Add Hostgroups"
- "System: Modify Hostgroup Membership"
- "System: Modify Hostgroups"
- "System: Remove Hostgroups"

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET B /N AT —
REBRMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
member-present-copy.yml

13.3. ANSIBLE #{ffH L TIDMRBAC FHEIC/N—I v 3 UAEF LW
£OICTBFIE

Identity Management (IdM) @ 2 7 ABBE (I, IAM ODO—IR—R TV Rf#HEHRY<TAXT
TET,

LUFDFIETIE. Ansible Playbook Z{#A L T, FHENG/NR—I v a3V ZHIRRT 2 AE%ZHALF

T, ZOBITIE, BEENEF1YT A —LEDYVRIEZERERT 278, T 7 #J)L bOD Certificate
Administrators 1545 5 Request Certificates ignoring CA ACLs % Bk 9 2 A& %L 7,

Gl s
o |[dMBEE/NRRT—RAEIEELTWS,
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o ROBUHAEHLTLIICAnsible AV bO—IL/—REEZRELTWS,
o Ansible A=Y 3V 214 LBEAEFERALTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZERM LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

¥
1. ~/ MyPlaybooks/ 74 L 7 ) —ICRBEIL 7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/privilege/ IZ# % privilege-member-present.yml
774NN OIE—%EFRLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-member-absent.yml
privilege-member-absent-copy.yml

3. Ansible Playbook 7 7 1 JU (privilege-member-absent-copy.yml) ZfE X £ 7,
4. ipaprivilege Y A7 7 a VICLLTOEREZREL T I 7M1 I ZHELE T,
o HAHLTWS1—RS—RICELET, FRID LAl ZRHHLF T,
e ipaadmin_password Z#d [dM BEIEED/ARX T — NICBEREL X T,
e name ZHUL. FEDARICEELF T,
e permission M) X MME, FFEDLHIFRT 2/ —I v a VOARICEREL X T,
e action Z# ' member ICEREINTWSH I &AL T,
e state 3 absent ICEREINTWB I 2B L X T,

LT, SEOFITHEREY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Privilege absent example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "Request Certificate ignoring CA ACLs" permission is absent from
the "Certificate Administrators" privilege
ipaprivilege:

ipaadmin_password: "{{ ipaadmin_password }}"

name: Certificate Administrators

permission:
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- "Request Certificate ignoring CA ACLs"
action: member
state: absent

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N AT —
RERMT 27714, BLPA YRV N) =T 74 ILERELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
member-absent-copy.yml

13.4. ANSIBLE #f#FH L THR4Y LD IDMRBAC ¥E[ED LRI A ZLE T 5F
2]

Identity Management (IdM) @ 2 7 ABBE (. IIM ODO—IR—R TV R{#HEHRY<TAXT
TET,

LUTROFIRTIE, 7EAE N—IvoarvO—EzHRLAREDEBRANS, FEDEZRZEET S

HiEEFHBALET, N—I v aVvaHRLUER, FEORZRIEERTIER<ARY F L, ZDHIT
I, BIEHEIL full_host_administration D &R % limited_host_administration ICZEE L £ ¢,

[} =355
o [AMEBEEFE/NZIT—RELELTWS,
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y a3 v 214 LIEEFERLTWS,
o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L J M) —IZ. 1AM H—NR—DZEL2EBH RN X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI & &RIIRE LTW3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWBE I &%
AIRE LTW3,

o full_host_administration RN FIE T %, FHEDEMAEIE. Ansible ZFEHALTHRAY LD
IdM RBAC 512 FHEIE 2 FIE 2SR L TL XL,

FIR

1. ~/ MyPlaybooks/ 74 L 7 M) —ICRBEIL 7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/privilege/ [C# % privilege-present.yml 7 7 1 JL
o): lff_’é_:'ﬂ;ﬁz L/ i’a—o

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-present.yml rename-
privilege.yml

3. Ansible Playbook 7 7 1 JU (rename-privilege.yml) #FWTHRE L £,
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4. ipaprivilege Y A7 7 a VICLLTOEREZREL T I 7ML ZHELE T,
e ipaadmin_password Z#d [dM BEIEED/ARX T — NICBEREL X T,
e name ZHUL, RMIEDHERICEELE T,
e rename B ZEBML T, FHEOHLWVWAFNREL X T,
o state Z#H %EML. renamed ICEREL X,

5 UFD & SIT, Playbook BADERIZ#ZEELE T,

- name: Rename a privilege
hosts: ipaserver

6. LTFD&LIIC, Playbook DY RV DEBIZ#ZEBELE T,

[--]
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:

[..]

LT, SEOFITHEEY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Rename a privilege
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the full_host_administration privilege is renamed to
limited_host_administration
ipaprivilege:
ipaadmin_password: "{{ ipaadmin_password }}"
name: full_host_administration
rename: limited_host_administration
state: renamed

7. 72740 %ERELEY,

8. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RF&ET H/N AT —
REBRMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory rename-
privilege.yml

13.5. ANSIBLE #{&FH L T IDMRBACHfENE T NAEWVWL D ICT B FE

Identity Management (IdM) @ 2 7 ABBE (. IIM OO—IR—RT7 IV Rf#HEHRY<TAXT
TFET, LTOFIETIE, Ansible Playbook Z {8 L T RBAC fFEMHIBRI N TWB Z & %2R T %A
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EERBBLET, ZDOHITIE. CA administrator iHHENFE L AW & AR T 2 AEAHBLE
¥, COFIEI DB E, IIM TRIERAEBETE 21— —(dadmin 2 FICRY T,

AR

FIR
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IdM BEEE/NR 27— REIEELTW3,

ROBEHASI-TLOICAnsble A bA—JL /) —RAEEZRELTWS,

o

Ansible /N—Y 3V 214 IEAFERLTWS,

o

Ansible 3~ b O—Z—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW3,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z h)—IZ. 1AM H—R—DZL2EBH R X1 V&
(FQDN) Zf A L T Ansible 1 YRV M) =T 74 )L ZERH LTcZ & &RifRE LTW 5,

o ZODBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

. ~/ MyPlaybooks/ 714 L7 M) —ICBEL X T,

I $ cd ~/MyPlaybooks/

. /usr/share/doc/ansible-freeipa/playbooks/privilege/ 71 L 7 b ') —IZ#% % privilege-

absentyml 7 7 (1 JLOOAE—A/EHRLZF T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/privilege/privilege-absent.yml privilege-
absent-copy.yml

. Ansible Playbook 7 7 4 JU (privilege-absent-copy.yml) ZF X £ 7,

. ipaprivilege # 2720 a VICUTOERHAHZRELTCI7MIVERELZET,

e ipaadmin_password ZHL IdIM BEEBEED/NNAT7—NIZERELE T,
e name ZHUIL. HIRT 2HEROEZRNICHRELE T,

o state ' absent ICEREINTWB I & =R LE T,

. LUTFDEHIC, Playbook DY RV DERIZ#ZEBELE T,

[.-.]

tasks:

- name: Ensure privilege "CA administrator” is absent
ipaprivilege:

[..]

LT, SEOFITHEEYT %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Privilege absent example
hosts: ipaserver
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tasks:
- name: Ensure privilege "CA administrator" is absent
ipaprivilege:
ipaadmin_password: "{{ ipaadmin_password }}"
name: CA administrator

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
state: absent

77

6. 1INVeFmELEY,

7. Ansible Playbook %47 L £, Playbook 7 7 1 )L, secretyml 7 7 4 L Z{RE&ET /XA T —
RERMT 27714, BLPA YRV N) =T 74 ILERELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory privilege-
absent-copy.yml

13.6. EEIE#HR
o [dM DEFHE Z#SRLTLKEI WL,
o |[dMD/IN—Z w3y HHRBLTLEIL,

e /usr/share/doc/ansible-freeipa/ 7«1 L ¥ b ) —THIF 8874 README-privilege 7 7 1 )L %
SBLTLEIN,

e /usr/share/doc/ansible-freeipa/playbooks/ipaprivilege 71 L 7 b ) —DH% > FILD
Playbook ZZH L T I L,
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514Z ANSIBLE PLAYBOOK A#{E/H L 7= IDM T® RBAC /X—
ISy avoEE
A—ILR—27 72§ (RBAC) . A—Jb, RS L PR —Iv > a Vv TEHT S, R I—ITK
FELAWT IV ELREIEA A =ZXLTYT, FICKEETIE, RBAC2FHT 3 &, EEOMHEE%ERIICER
ETHHEBEEATLAERTEET,

AZETIL, Ansible Playbook % f&f L T Identity Management (IdM) T RBAC /8A—3X v ¥ 3 ~ DEIER
IZITS. UTFOREICOVWTEHIALE S,

® Ansible AL TRBACNN—3I v 3 VvaFEEIELFIE

® Ansible AL TEBMEASHDTRBAC/N—I v > avaENT 2FIE

® Ansible #EHLTRBAC/A—I v avaNA Y RTEF|E

e Ansible AL CEM%A IAMRBAC /R—I v a3 v A X VYN—|LT B FIE

e Ansible AL TEBMUNIAMRBAC /R—I v > a3 VDAY N—|IE&FNABWVEIICT ZFIB

o Ansible #FELTIAMRBAC /S—3I v avDLRAZET 3E|E

=S5

o RBAC DB LVREAI ICDWTERLTWS,

141. ANSIBLE #{ffFHL CRBAC/N\—3I v o a VA GEIE 3 F|E

Identity Management (IdM) @< X7 ABEFIE, |dM OA—ILR— 7 7 & Xl (RBAC) ZH R4
YA AXATEZXT,

UTDFIRTIE. Ansible Playbook ZfEH L T, /N—I v a v ZFEIEBIMTES L DI 1AM I2/8—
Ty avEBMYT2AEEHALET, COfITIE. BRETBHUTOREEERT 2HE%HRAL
i—g_o

e MyPermission /X—3 v > 3 U HEFEHET %,

e MyPermission /X—3I v 3 VEIFARA MIBERTE %,

o N—IvyaveaUFEEZMANEIN/I—F - TVM)—ICHLTUTOREIARTE
EITTEET,

o Write

o Read

o Search

o Compare
o Add

o Delete

AR
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o [AMEEE/NZRT—NEIBELTWS,
o ROBHAEBALTLIICAnsible AV hA—IL/ —RERELTWS,
o Ansible /N\—I 3V 214 LIEEFERAL TV,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,
FIr
1. ~/ MyPlaybooks/ 74 L 2 M) —ICRBEIL T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/permission/ 71 L 7 k') —|ld % permission-
presentyml 7 7 1 JLDOIAE—%ER LT,

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-copy.yml

3. Ansible Playbook 7 7 1 JL (permission-present-copy.yml) Zf X £,
4. ipapermission ¥ 2 7V a VICLLTOEREZREL T, 771V ERELET,
o HAHLTWSI—RS—RIZELET, FRID LAl ZRHHLF T,
e ipaadmin_password Z#d [dM BEIEED/AR T — RNICBEREL X T,
e name ZHUIN—I v aVDARICKRELE T,
e object_type Z#Id host ICEREL X7,
o right Z# all ICERELZE T,

LT, SEOFITHEREY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Permission present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "MyPermission” permission is present
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
object_type: host
right: all
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5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET H/N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
present-copy.yml

142. ANSIBLE 2§l L TER4YA2&EH TCRBAC/X—3I v 3 VABMNT 3
FE

Identity Management (IdM) D X7 ABEFIE, |dM OO —ILR—R 7 7 & Xl (RBAC) ZH R ¥
YA XATEZXT,

UTDFIRTIE. Ansible Playbook Z{EH L T, N—Iv 2 a3V ZfEIEBIMTES L DI 1AM I2/8—
Ty avEBMYT2AEEHALET, COfITIE. BRETRHUTOREEERT 2HE%HRAL
i-a—o

® MyPermission /X\—3 v 3 YA EFEHET B,

® MyPermission/N\—3 v > 3 VEIFTMNERIANDEBMICERTE %,

o N—IyyaVEABUEEAMEINEI—F—E FRROIY Y —ICH L TUTORE
TRTERTTE B,

o Write

o Read

o Search

o Compare
o Add

o Delete

® MyPermission/N\—X v a VEEUREOH 21— —DMERLIZKRA NIV M) —IC
description D{E% BN T X %,
Pz
IdAMLDAP 2 F—<X TlE, N—3Iv 2 a VOFRELIIEBRICIEETE2BHEDY 1
T IhEFE A, 272 L. object_type #* host DIFZEIC attrs: car_licence %35 7E
THE BTN—IvavaEGFLT BEOFMEVREZRZMIBMERET S

& ipa: ERROR: attribute "car-license” not allowed & W) TS5 — X v E£— Y HNKRRX
nF¥d,

AR
o [IMBEENRRT—RKEEELTWVWS,
o ROEHAMITLOICAnsble A bA—JIL /) —RAEEZRELTWS,

o Ansible/ N\—C 3V 214 LEAFERALTWS,
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o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ. 1AM H—NR—DZL2EBH N X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZERH L7cZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

¥
1. ~/ MyPlaybooks/ 74 L2 ) —ICRBEIL T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/permission/ 71 L 7 ) —|l 4 % permission-
presentyml 7 7 1 JLOIAE—%ER LT,

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-present.yml
permission-present-with-attribute.yml

3. Ansible Playbook 7 7 4 JL (permission-present-with-attribute.yml) ZF X £ ¢,
4. ipapermission ¥ 2 7V a VICLLTOEREZREL T, 771V ER/ELET,

e HAHLTWS1I—RS—RICELET, FRID &hil ZRHHTLF T,

e ipaadmin_password Z#d [dM BEIEED/ARX T — RICEREL X T,

e name ZHUIN—I v > a VDARICKRELZE T,

e object_type Z#Id host ICEREL X7,

o right Z all ICERELZE T,

o attrs 4 description I[ZEREL £,

LT, SEOFTHEREYT %L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Permission present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that the "MyPermission" permission is present with an attribute
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
object_type: host
right: all
attrs: description

5. 7740V ERELET,
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6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET H/N X T —
RERMTZ27714. BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
present-with-attribute.yml

RS

® RHEL 7 @ Linux Domain Identity, Authentication and Policy Guide® User and group
schema ZZHRB LTIV,

14.3.ANSIBLE 2 L TRBAC/\—X v > 3 v /NN( v KT BFI|E

Identity Management (IdM) @< X7 ABEFIE, IdM OA—ILR—X 7 7 & Xl (RBAC) ZH R %
YA ATEZET,

UTDFIRTIE. Ansible Playbook Z{EH L T, /N—I v > a v ZfEISEBMTERVWE D ICIAM A5
N—3IvoaviaHlRdT2AEZHALET,

[} =355
o [AMEBEEEF/NZT—RELEL TV,
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR L2 & &RIIRE LTW 3,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

¥
1. ~/ MyPlaybooks/ 74 L2 M) —ICREIL 7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/permission/ 71 L 7 ) —|ld % permission-
absentyml 7 7 (1 JLOOAE—A/FRLZE T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-absent.ymi
permission-absent-copy.yml

3. Ansible Playbook 7 7 4 JL (permission-absent-copy.yml) Z5 X £ 9,
4. ipapermission ¥ A7 7 a VICLLTOEHZREL T, 7714V EZRBLET,
o FALTWRI—XRT—RIZEDET, RVD AhI AL E T,

e ipaadmin_password Z#d [dM BEIEED/AX T — NICBEREL X T,
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%5143 ANSIBLE PLAYBOOK #{#H L7~ IDM TD RBAC/X—3 v a v DEHE

e name ZHII/NX—I v avDLRICEELZ T,

LTI, SEOFTHEREY 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Permission absent example
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

- name: Ensure that the "MyPermission” permission is absent
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
state: absent

5. 774V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N X T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
absent-copy.yml

14.4. ANSIBLE #{#FH L CTEMA IDMRBAC /X—3I v 3 vAa AV /N—|C
ERAES

Identity Management (IdM) @< X7 ABEFIE, IdM OA—ILR—X 7 7 & Xl (RBAC) ZH R %
YA ATEZXT,

LLFDOFIETIE, Ansible Playbook A L T, BMEMNIIM D RBAC/X—I v 3 VDAV /IN—TH 5
CEERRTBDAEEHRALET, COFEETH>E. N—IviavohHzi—H—id BEOHS
IVRY—%ZEHRTEET,

ZDBITIE. MyPermission/N\—X v > 3 VEEUREZFOI—HY—ICLYERINIRZA NIV b
1) —IZ. gecos & & U description DIE% R ET 2 HE%HALE T,

pa T

IdAMLDAP 2 F—<X TlE, N—3Iv 2 a VOFRELIIEBRICIEETE2BEDY 1

T IhEFE A, 272 L. object_type #* host DIFZEIC attrs: car_licence %357
T2& BTN—IvoavaRTLT BEOFMEVREEZRZMIEBNERET

& ipa: ERROR: attribute "car-license” not allowed & W) TS5 — X v E— I HNKRRX
n¥xd,

AR
o [IMBHEENRRT—RNEEELTWVWS,
o RODEHAMITLIICAnsble A bA—JIL /) —RAEEZRELTWS,

o Ansible/N\—Y 3 Y 214 LEAFERALTWS,
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o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ. 1AM H—NR—DZL2EBH N X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZERH L7cZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%

AiiRE LTW5,
® MyPermission /X\—3 v ¥ 3 YAEFEHET B,
FIa
1. ~/ MyPlaybooks/ 74 L 2 M) —ICRBEIL T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/permission/ 71 L 7 k) —|ld % permission-

member-present.yml 7 7 {1 LD E—%ER L E 7,

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-

I present.yml permission-member-present-copy.yml

3. Ansible Playbook 7 7 1 JL (permission-member-present-copy.yml) = £ 7,

4. ipapermission ¥ A7 7 a VICLLTOEHZREL T, 7714V EZRBLET,

o HAHLTWS1—RS—RIZELET, FRID LAl ZRHHLF T,
e ipaadmin_password Z#d [dM BEIEED/ARX T — NICBEREL X7,
e name ZHUIN—I v aVDERICKRELE T,

e attrs ') 2 k% description & £ Uf gecos ZHUIREL £,

e action Z# ' member ICEREINTWSH I &AL T,

LT, SEOFTHEREYT %L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Permission member present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:

- name: Ensure that the "gecos" and "description" attributes are present in

"MyPermission™
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
attrs:
- description
- gecos
action: member
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%5143 ANSIBLE PLAYBOOK #{#H L7~ IDM TD RBAC/X—3 v a v DEHE

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET H/N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
member-present-copy.yml

14.5. ANSIBLE #f#FH L CTEMAIDMRBAC /X—3I w3 v MDA V/N—|C
EFEFNBVWEDICTBFIE

Identity Management (IdM) D X7 ABEFIE, |dM OO —ILR—R 7 7 & Xl (RBAC) ZH R ¥
YA XATEZXT,

LFDOFIETIE. Ansible Playbook #fFH L T, BMEMN IAM D RBAC/X—I v avIlEFhARVWLD
LT 2AE%HBALET, COFIEEERITTEE, N—IvoavDHda1——HIAMLDAP ICT YV
N)—%ERRTHE. TDI VN —T, BILBEZFEEMTTERETEIEHA,

ZDFEITIE, BHETBUTDREZENRT B2 HEERBALET,

® MyPermission /X\—3 v ¥ 3 YAEFEHET 5,

® MyPermission/N\—X v a VEEUREOH 21— —DMERLIZKRA NIV M) —IC
description B2 AT I 20,

(1} =355
o [AMEBEEE/NZT—RELEL TV,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—/R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L AR LI Z & &RIIRE LTW 3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

® MyPermission /X\—3 v ¥ 3 UAEFEHET B,
FIa
1. ~/ MyPlaybooks/ 74 L 2 ) —ICRBEIL T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/permission/ 71 L 7 ) —(l 4 % permission-
member-absent.yml 7 7 1 LD IE—%ERK L £,

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-member-
absent.yml permission-member-absent-copy.yml
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3. Ansible Playbook 7 7 1 JL (permission-member-absent-copy.yml) ZF & £,
4. ipapermission ¥ 2 77 a VICLLTOEREZREL T, 771V ERELET,
o MAHLTWRI—XRT—RIZTEHLET, RV D A8 ZAEHL XTI,
e ipaadmin_password Z#d [dM BEIEED/XRX T — RNICBEREL X7,
e name ZHUIN—I v > a VDERICKRELZE T,
o attrs 4 description I[CEREL £,
e action Z#{i& member IZREL 7,

state Z#( " absent ICEREINTWB I EAERLE T,

LT, SEOFTHERY 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Permission absent example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure that an attribute is not a member of "MyPermission"
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
attrs: description
action: member
state: absent

5 774V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET H/N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
member-absent-copy.yml

14.6. ANSIBLE #{@EH L TCIDMRBAC /S—3I v a vVDLZRI LRI BF
JI&

Identity Management (IdM) @ > X 7 ABBE (I, IIM ODO—IR—RX TV R{#HEHRY<TAXT
TET,

LFODOFIETIL. Ansible Playbook #FH L T/R—I v avDRARAZERT 2 AEEHRBALE T, &
DI TIE. MyPermission D&% MyNewPermission ICEE T 55 E%BAL £,

AR
o |[dMBEE/NRRT—RAEIEELTWS,

o RDEBEUHAFBILTLIDICAnsible A hO—JIL/ —REEELTWS,
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FIR

%5143 ANSIBLE PLAYBOOK #{#H L7~ IDM TD RBAC/X—3 v a v DEHE

o Ansible /N\—I 3V 214 LIEEERALTW 5,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —I DA VA M—ILINTW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—NR—DZEL2EH RN X1 V&
(FQDN) ZfF L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

MyPermission A° I[dM (CE1ET %,

MyNewPermission ' IdM ICfF7E L 720N,

. ~/ MyPlaybooks/ 714 L7 M) —ICBEL X T,

I $ cd ~/MyPlaybooks/

. /usr/share/doc/ansible-freeipa/playbooks/permission/ 71 L b ') —|C#% % permission-

renamed.yml 7 7 {1 JLDOAE—%EFRLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/permission/permission-renamed.yml
permission-renamed-copy.yml

. Ansible Playbook 7 7 1 JU (permission-renamed-copy.yml) Zf X £ 7,

. ipapermission ¥ 2 77> a VICUUTOERAREL T, 771V EHELET,

o FALTWRI—XRT—RITEDET, YRV0D AhI AL E T,
e ipaadmin_password ZHL IdIM BEEBEED/NNXXAT7—NIZERELE T,
e name ZHUIN—I v avVDELMICKRELE T,

LT, SEOFTHEREY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Permission present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Rename the "MyPermission" permission
ipapermission:
ipaadmin_password: "{{ ipaadmin_password }}"
name: MyPermission
rename: MyNewPermission
state: renamed

5. 7740V ERELET,
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6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFET /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory permission-
renamed-copy.yml

14.7. FEAE B
o |[dMD/IN—Zway HHRBLTLEIL,
o [dM DEFHE Z#SRLTLKEI WL,

e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') — T#IfH 887 README-permission 7 7 1 )L
ESRBLTCLEIW,

e /usr/share/doc/ansible-freeipa/playbooks/ipapermission =1 L 7 b ) —DH% > FILD
Playbook ZZH L T I L,
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$153 ANSIBLE 2 HL/= IDM COL Y 5r—>a v hRAS—DEH

%158 ANSIBLE 2 L IDMTOL 7)Y s5—> a3 v bRO
T—NDEE

BE D Identity Management (IdM) Yy —/\—Z##F L. TRMEOBNTHEEICER L T, Y—/1—0D1&
KEBBELIGHLETZIENTEET, LEAIE 1BOY—N—IIEEN’RELTH. TOMD
P—N=—DPRAA VI —ERZRBELFETE T, EEIREL TRV —RN—D1EMSGHFH LWL
T AEERL, Ebhl—NR"—%0ETEIEETEET,
M H—NR—([CREINTVE T, LTV AERICEIDVTERINIT, 280 —1—TL
TYVAEENREINTVWEHEIR. T—9&2H#HBELET, LAV TF— SN2 7—9EMROY—0
suffix ICREFEINE T, 2D0DL Y AICEREFETL Y hEENHZ &, BEFHIEIMNROY—
segment ZFZE L £ 7,

AZTIE. RedHatAnsible Engine2EBALTIIM L 7Y HER. b ROY—EIT XV~ BLUV IR
OY-—BRHEEET2EEHPLEYS, FERUTOEI Y 3 v TREINETS,

e Ansible 2R LT, LTYAGENIAMICHFET 5 & &R

e Ansible ##R L THEKDIM L 7)) hETL 7 hEBEEEIE 3 FIE

e Ansible ZEALT220L 7Y ABTL T AEEDFET 0 E D HOHER
e Ansible ZFEALTHMNROY—DEEFHD 1AM ICFET 52 & 2R

e Ansible ZEA L7 IdM L 7)) H OB

® Ansible Z2EFRLTIAMICL 7Y AEEIBW &5 ERT 2 FIE

151.ANSIBLE AL T, L7)AEGENIDMICFET 2 I & =R
Identity Management (IdM) Hr —/N—CREFEINTWVWE T =4, LY HERICEDVWTHEEINZE
T, 2BDY—N—TLTYHEEIPREINTWEIBERF. T—9%2H£BLET., LTYHEERE
IKRNAEDEDTY, RIDL T ADSH—NR—WS55DL TY AILT—9DEEINS T TA
. BlODLTYADSRMDL TY HICET—INERINET,

ZDFIRICHEL. Ansible Playbook Z{#F L T. server.idm.example.com &
replica.idm.example.com & DT domain ¥ 1 7DOL 7)) hEBINFEHET 2 & #EERFRMALE T,

=55

o NROV—TIAML T hEEHETDZLODHA RSAV ICBEINTWSIAM ROV —%
RETT 2O DHREIFAMEICIEEL TWD,

e [dMadmin /X277 — R%ZBEL TV 3,
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) Zf#ER L T Ansible 1 XY M) =T 74 )L ZER L2 & &FIIRE LTWS,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,
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¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible -freeipa/playbooks/topology/ 71 L 7 k1) —IZ 4 % add-
topologysegment.yml Ansible Playbook 7 7 4/ L2 AE—L & ¥,

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegment.ymi
add-topologysegment-copy.yml

3. add-topologysegment-copy.yml 7 7 1 L ZFRAWVWTIREL XY,
4. ipatopologysegment ¥ 2 7 27> a VICUTOERAEREL T, 77MILERBELZET,

e ipaadmin_password Z#& IdM admin D/XX 7 — RIZEREL £ 9,

BMTEEITXY bDYA FITIE LU T, suffix £#(% domain £7/-i1X caDWLWFNHICEKRE
L/i_a—o

left DEHZ L ) AEBDE/ — RICKET S M H——DERENHEL FT,

L7 AEEDER /) — RERS 1AM Y —"— DRI right EHEZRELF T,

state Z#Id present ICEREINTWE I & 2R L T,

LT, SEOFITHEEY 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Add topology segment
ipatopologysegment:

ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
left: server.idm.example.com
right: replica.idm.example.com
state: present

5 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RFE&ET H/N X T —
RERMT 27714, BLTA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
topologysegment-copy.yml

BIER R

o LT7)ABRE., MROV—EERH. 8LUOMROY—EIT AV MDA ZSRLTIEIWL,
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$153 ANSIBLE 2 HL/= IDM COL Y 5r—>a v hRAS—DEH

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-topology.md 7 7 1 L 2S8R L
TLEXIW,

e /usr/share/doc/ansible-freeipa/playbooks/topology 71 L 2 b U —DH > 7LD Playbook
ZSRLTCESI W,

15.2.ANSIBLE 2§ L CTEHDOIDM L 7Y ABETL 7Y hEEAEES
B 3FE

Identity Management (IdM) # —A— ICREI M TV B F—F it L 7Y HAEIKESWTERINE
T, 2BDH—N—TL Y AEENEEINTWVWEESIE. T—952HBFLEFT, LY HEEIEE
ICWABEDEDTT, RIDL TY ALY —N—S5BDL TY AT —INEEINBZEITTR
<, BloDL ) AL SBRADOL 7Y AICET—9NEEINTT,

LUTOFIRICHE ST, 1dM OEBDL T ADORTFETL TY AEBIGFET S & a2mALET,

AR

o NROD—ADL T ADOER ICEBHEINTWS IAM MROY —%RE T 2ODOHEEIRA
BELTE <,

e |[dMadmin /X277 — R%ZBEL TV 3,
o ROEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3V 214 LIEEFERLTWS,
o Ansible 3>~ kO—5—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z h)—IZ, 1AM H—/R—DZL2EH RN X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible -freeipa/playbooks/topology/ 71 L 7 k1) —Il 4 % add-
topologysegments.yml Ansible Playbook 7 7 1 L= JE—L X9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegments.yml
add-topologysegments-copy.yml

3. add-topologysegments-copy.yml 7 7 1 LW TIREL £,
4. vars BV aVICLITOEHZREL T, 771V EZRELET,
e ipaadmin_password Z#d IdM admin O/XX 77— RIZEREL £ 9,
o IRTDKIRAY—EI AV MIDWT, ipatopology_segments 7 > 3 VIZ{T% 810
L. UTOZEEZHZRELE T,
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o BMTZEIXY I NDYA TITH LT, suffix £#H % domain 71 caDWWFhhic
HRELEY,

o left DEHZL T HEBDE/ — RICKRET 2 1AM P —N—DERNEEL X T,
o LTYHERDEAR/ —RKERE 1AM Y —N—DERIIC right B EHREL T,

5. add-topologysegments-copy.yml 7 7 1 )LD tasks £7 < 3 > T, state 1" present (C
BREINTVWEIEAREALET,
T, SEOFITHEREY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Add topology segments
hosts: ipaserver
gather_facts: false

vars:
ipaadmin_password: "{{ ipaadmin_password }}"
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com , right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replicad.idm.example.com , right: replical.idm.example.com }

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Add topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: present
#state: absent
#state: checked
#state: reinitialized
loop: "{{ ipatopology_segments | default([]) }}"

6. 771 ERELET,

7. Ansible Playbook #2347 L &9, Playbook 7 7 1 )L, secretyml 7 7 4 L % {RE T /XA T —
REBRMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
topologysegments-copy.yml

B R
o LT7)ABRE., MROV—EERH. 8LUOMROY—EIT AV NDOFAE ZSRLTIEIWL,

e /usr/share/doc/ansible-freeipa/ 7 1 L b ') —® README-topology.md 7 7 1 L 2S8R L
TLIEIW,
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$153 ANSIBLE 2 HL/= IDM COL Y 5r—>a v hRAS—DEH

e /usr/share/doc/ansible-freeipa/playbooks/topology 71 L ¥ b U —DH > 7LD Playbook
EHRLTLLEIL,

153.ANSIBLE Z AL T22DL 7)) ABETL 7Y hEEDIEET BN E
2 DDHERR

Identity Management (IdM) H—/\—(ZREINTVWET—F X, L 7Y AERICEODVWTERIWE
T, 2BDY—NR—TLTYHEEDPBREINTWVWEIHEER. T—92HEBELET, LTV HEREE
IKMAEADEDTE, RIADOL TYADNSH—R—DSBDOL T HICTF— 9 NERHINZ LT TH
< BODOLTYADNSRIMDOL T) AICET—IPERINFT,

LTFOFIRICHE>T, IdMDL T ADRTETL ) hEBIEET S 2HALE T,

AR

o NROV—HWDL T HDER ICEBEHINTULS Identity Management (IdM) bRO Y —% 5%
ST BHODHREEEZERZLTHL,

e [dMadmin /X277 — R%ZBEL TV 3,
o ROEHAHIZTLIICAnsible Y bO—IL/—REFRELTWS,
o Ansible X\—Y 3V 214 LIEEFERLTWS,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —I DA VA M—ILINTWS,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A A V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L M LTcZ & &RifRE LTW 5,

o ZODBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AIfRE LTW3,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible -freeipa/playbooks/topology/ 71 L ¥ b ') —IZ#% % check-
topologysegments.yml Ansible Playbook 7 7 1 L= JE—L X9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/check-topologysegments.ymi
check-topologysegments-copy.yml

3. check-topologysegments-copy.yml 7 7 1 L =BV THREL £ 9,
4. vars £V a VICUTOEREZHZRELT. 77 MIVERELET,
e ipaadmin_password Z#(Z |dM admin D/S2T7— NIZERELE T,

o IRTDKIRAY—EI AV MIDWT, ipatopology_segments 7 > 3 VIZ{T% 810
L. UTFTOZE#HZHZRELXT,

o BMTZEIXYMNDYA TITH LT, suffix £#H % domain 7/l caDWWFhhic
BRELEY,
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o left DZE#HAEL T HEBEDE/ —NICRET S MY —N—DERIEKELF T,
o LFAYNBEDENLE/ — RERS IAMH—N—D AR ight ZHAEBELE T,

5. check-topologysegments-copy.yml 7 7 1 JL® tasks 7 > 3 ~ C. state Z##H* present
:EQA—E_JS*L—C\/\é t%ﬁ&nm\bia—o
LTIk, SEOFITHERY 3L DICEE LK Ansible Playbook 7 7 1 JLTY,

- name: Add topology segments
hosts: ipaserver
gather_facts: false

vars:
ipaadmin_password: "{{ ipaadmin_password }}"
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com, right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replica4.idm.example.com , right:
replical.idm.example.com }

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Check topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: checked
loop: "{{ ipatopology_segments | default([]) }}"

6. 7271 ERELET,

7. Ansible Playbook 2347 L £ 9, Playbook 7 7 1 JL, secretyml 7 7 1 L %= {R5& T /327 —
REBINT 2774, BLVA YRV N =T 74 ILEERELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory check-
topologysegments-copy.ymi

RS

e NROV—ARE., BEH. LUV EIAV NOBROFEMIZ. LT AEE. MROYV—ER
B BEUNROT— LYo N EBRLT RS

P

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-topology.md 7 7 1 L 2S8R L

TLREEIW

e /usr/share/doc/ansible-freeipa/playbooks/topology 71 L 2 b U —DH > 7LD Playbook
ZSRLTCESI W,
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15.4.ANSIBLE ZfEA L C b ROV —DEEFHN IDM ICEHLET 2 & 5tk
S

Identity Management (IdM) DL 7)) AEEDI Y TF R MTIK, MROV—EEFHEIL T r—HbX
N327—9%RELZET, M, domain & caD 2FEED MROY —EEFICHIGELET., ThT
NOERHEIE. B0y 2TV RTHBEJNDOL TV r—vavhROovy—a2&KkLES, LTV HE
BOIREINDE, ALYMI TOMNROY—EFEEFHEZ 2 DORBRZH—N—IIHEELET,

domain #EFICIZ, 1—H— JI—T. R)I—REDRKAA VEEDT—IHITRTEEFNE
9, cafEREFFICIE. Certificate System AV R—RY hDTFT—4DEENET, TNIEEFREER (CA) B
AVAR=ILEINTVWEY—N—ILOHFELET,

LUFDOFIEICHE > T, Ansible Playbook A LT, MROY—FHEFNIMICEET S & 5HEAL
¥9. ZOHFITIE. domain EREEN IIM ICHEET B I EAWRT 2 AE%HBALET,

(1} =355
e |dMadmin D/X2 7 — RZIBEL TL B,
o RODEHAHEITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible N\—T 3V 214 EAFERLTWS,
o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—/R—DZL2EBH RN X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/topology/ 71 L 2 b ') —IZ% % verify-
topologysuffix.yml Ansible Playbook 7 7 1 L ZQE—L 9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/ verify-topologysuffix.yml
verify-topologysuffix-copy.yml

3. Ansible Playbook 7 7 1 JL verify-topologysuffix-copy.yml #5 & £ 9,

4. ipatopologysuffix T2 > a VICLITOZEREZREL T, 771IVERELZET,

e ipaadmin_password Z#id IdM admin D/XX 7 — RIZBREL £ 9,

o suffix Z# I3 domain ICEREL £9., calZEHNERET I & 2HIET 25018, BT %
callsRELX T,

e state T verified ICREINTWB I EAHEALET, oA T avidFETEFE
AIO

LTIk, SEOFITHERY 3L D ICEE L7 Ansible Playbook 7 7 1 JLTY,
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- name: Playbook to handle topologysuffix
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Verify topology suffix
ipatopologysuffix:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
state: verified

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L = {RFE&ET /N AT —
RERMT 27714, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory verify-
topologysuffix-copy.ymi

B
o LT7)ABRE., MROV—EERH. 8LUOMROY—EIT AV MDA ZSRLTIEIWL,

e /usr/share/doc/ansible-freeipa/ 7 1 L~ k') —® README-topology.md 7 7 1 L 2S8R L
TLIEIW,

e /usr/share/doc/ansible-freeipa/playbooks/topology 71 L ¥ b U —DH > 7LD Playbook
ZSRLTCESI W,

15.5. ANSIBLE #{EAH L7 IDM L 7 1) h OEBE#ER1L
L7 AW RABA 754 VY THZIBEY. TOT—IR—IANEEL TWBIESIE. TS

¥, MHLICLY, BFVRANDT—HTL ) ADPEHINE T, LEZE Ny o7y THLDHE
BETHALERIZEICERTEEY,

R

L) r—2avEHEFHRBAIIC, LTY)VADPEEIY M) —DAH%EEEFET /.
T—IN—REFEBPILELET,

OAY Y REERTIZO0-HIKRRAMNE, BIELEINAL Y ATT, T—YDEBTERBZL T AH
HIRTET BT, direction A 7Y avAFRHLET,

UTDFIRICHE> T, Ansible Playbook Z{#F L T server.idm.example.com H* 5
replica.idm.example.com ® domain 7 —#% Bt L £7,

AR
e |[dMadmin ®/SRX 77— RAIEPELTW3,

o RDEBEUHAFBILTLIDICAnsible A hO—JIL/ —REEELTWS,
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FIR
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o Ansible /N\—=Y 3V 214 LIEAFERAL TV,
o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —IH A VA R—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfF L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

. ~/MyPlaybooks/ 71 L7 M) —IZBEIL T,

I $ cd ~/MyPlaybooks/

. lusr/share/doc/ansible -freeipa/playbooks/topology/ 7 1 L 7 b ') —IZ# % reinitialize-

topologysegment.yml Ansible Playbook 7 7 4/ L2 AE—L & ¥,

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/reinitialize-
topologysegment.yml reinitialize-topologysegment-copy.yml

. reinitialize-topologysegment-copy.yml 7 7 1 L AW TIHRE L £ 7,

. ipatopologysegment Z 7 > 3 VICLUTOEHEZHZEL T, 771V ERABLET,

e ipaadmin_password Z#d IdM admin D/XX 7 — RIZEREL £ 9,

o suffix Z# ¥ domain ICEREL £9., caT— 9 2BHWHILLT 25E8IE. % callRXE
L/ i-a—o

o left DEHEL T AhERBDE/ —RICERELE T,
o LT HEED right’a / —NIZELWEHARELET,

o direction ZHIIBMHLINZT—YDAMICEKEL T, left-to-right (. £ZD ./ — K
NoBYIR/ —RICT—4970—-b0H3&%x=EBHKLET,

o state " reinitialized ICEREINTWB I & &AL E T,
LT, SEOFITHEREYT 3L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Reinitialize topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
left: server.idm.example.com
right: replica.idm.example.com
direction: left-to-right
state: reinitialized
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5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RF&ET B /N AT —
RERMT 27714, BLPA YRV N) =T 74 ILEERBELE T,

$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory reinitialize-
topologysegment-copy.yml

BAER R
o LT7)ABRE., MROV—EERH. 8LUOMROY—EIT AV MDA ZSRLTIEIWL,

e /usr/share/doc/ansible-freeipa/ 7 1 L k') —® README-topology.md 7 7 1 L A S8R L
TLEXIW,

e /usr/share/doc/ansible-freeipa/playbooks/topology 71 L 2 b U —DH > 7LD Playbook
ZSRLTCESI W,

15.6. ANSIBLE # @ L CTIDMICL 7Y AEEN RV AR T 2 FIE
Identity Management (IdM) Hr —/N—[CREFEINTWVWE T =4, LY HEBRICE DWW THEEINZE
T, 2BDOHY—N—TLTY AEBELBREINTWBIESIZ. —95aHBELFT, L) HEEEE
IKMABDEDTT, BHDOL TYHDNSH—N—mSRDL TY HILF— 9P ERIND LT T
K, BODLT)ADSRADL T AILET—IDNERINF T,

UTDOFIBEICK-T, 220OLFTYABDOL T AEENIAMICEELABWZ EEHERELE T, DA

TlE. domain ¥ 1 7D L 7)) h&ED. replicaOlidm.example.com & replica02.idm.example.com
BTEEIERVWEIICTZ2AEEHBLETS,

AR

o FNROD—ADL T ADOER ICEBHEINTWS IAM MROY —%RET 2ODOHEEIRE
BELTE <,

e [dMadmin /X277 — R%ZBEL TV 3,
o RODEHAHEITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—NR—DZL2EBH RN X1 V&
(FQDN) #fA L T Ansible 1 YRV M) =T 74 )L MR LI & &RIIRE LTW 3,

o ZDBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,

FIR

1. ~/MyPlaybooks/ 71 L2 b —ICBEL X T,

I $ cd ~/MyPlaybooks/
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2. /usr/share/doc/ansible -freeipa/playbooks/topology/ 71 L' 7 k1) —IZ# % delete-
topologysegment.yml Ansible Playbook 7 7 4/ L2 AE—L & ¥,

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/delete-topologysegment.ymi
delete-topologysegment-copy.yml

3. delete-topologysegment-copy.yml 7 7 1 L =W TIRE L £ 9,
4. ipatopologysegment ¥ 2 7 27> a VI TOERAEREL T, 771ILERBELZET,
e ipaadmin_password Z#d IdM admin O/XX 7 — RIZEREL £ 9,

o suffix Z# 3 domain ICEREL £9, £/, caT— 49 ER/ —RERFD/ — NETER
INBWVWEDICTBICIE, BE%E calldRELET,

o left DZE#E, LT HEEDE/ —RTHZIAM Y —N—DERIEKRELF T,
o HAl DLEHAE, LTV HEBEDEAD ./ —RTHZIAM B —N—DELFNIEELE T,
o state ZT#L. absent ICEREINTWB I EAHRALET,

LT, SEOFTHEREY 3L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Delete topology segment
ipatopologysegment:

ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
left: replica01.idm.example.com
right: replica02.idm.example.com:
state: absent

5, 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N AT —
REBRMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory delete-
topologysegment-copy.yml

RS

o LT7)ABRE., MROV—EERH. 8LUOMROY—EIT AV MDA ZSRLTIEIW,

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-topology.md 7 7 1 L A S8R L
TLIEIW,

e /usr/share/doc/ansible-freeipa/playbooks/topology 71 L 2 b U —DH > 7LD Playbook
EHRLTLCEIV,

153


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/assembly_managing-replication-topology_installing-identity-management#assembly_explaining-replication-agreements-topology-suffixes-and-topology-segments_assembly_managing-replication-topology

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

15.7. BA:E1E ¥R
® Planning the replica topology #& B L T 72X,

e |nstalling anIdMreplica &8 L T 72X,
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5816% ANSIBLE Z{#f L 7= IDM % —/X—DEIE

Red Hat Ansible Engine % ¥ % &. Identity Management (IdM) hZAROY —DH—/N\—%EFETX
¥ 9. ansible-freeipa /XY 7 — ® server EV 1 —)LAFEAL T, IdM ROV —ICH—N—DHE
HRERTEET, FEDOL TYHEFERTICLEY, LTV AHERRLEYTEZIEETEET,
Dt vavIiliE. LTFOMEY IREENET,

® Ansible ZfFM L 72 IdM % —/X—DEIE DR

e Ansible ZFA L7 1AM bRAOY—IC 1AM B —NR—DFE L AWV & DR

o FEDIAMH—N"—O—JLERZAKMLTWBIZEDDD ST 1AM H—/R—=H7R W\ T & DHEER

o [dMH—N—HAHFEELBRWVH, BT LEMD IAM B —NR—DSHEI N TRV T & DR

® Ansible Playbook Z A L72BEFD 1AM H—/N—HDFERRTH 5 T & DFER

® Ansible Playbook Z A L 72BEFD IdM Hr —/N—AFRRIN TV B Z & DHERR

o EIFED IdM H#—/X—|CZ IdM DNS DIZAIHEIY HTHHTWS I & DFERR

o BEFED IdM H—/X—|Z |dM DNS DIFFIHEIY HT 5N TWARWT & DR

16.1. ANSIBLE # £ L 7= IDM H—/N\—DEFEEDFER

Ansible Playbook T ipaserver ansible-freeipa £~ 2 — /L% {#F L T. Identity Management (IdM)
Y—N—DEETDHIEEHRTEET,

< R
ipaserver Ansible ¥ 2 —JLi&, IdM Y —N—% A4 VXA h—=)JLL EH A,

AR
e [dMadmin /X277 — R%ZBEL TV 3,
o ROBHAEBALTLIICAnsible AV hA—IL/ —RERELTWS,
o Ansible /N\—Y 3V 214 LIEEFERAL TV,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDHITIE, ~/MyPlaybooks/ T4 LJ ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) Z R L T Ansible 1 XY M) =T 74 )L ZER L2 & &FIIRE LTWS,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

o HlfH/ =Ko URYMN) =T 7A4IVICEEZ LT IAM H—/N—A~ D SSH #EHEH IEFE ICH)
ELTW3,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,
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I $ cd ~/MyPlaybooks/

. /usr/share/doc/ansible-freeipa/playbooks/server/ 7 1 L 7 ') —|Zd % server-present.yml

Ansible Playbook 7 7 1 L= JE—L %9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-present.yml server-
present-copy.yml

server-present-copy.yml ZFHWTHREL £ 7,

ipaserver 9 27tV 3 VTROBEHEZHRELTC I 7AINERAEL, 771 %EFRKELE
-a—o

e ipaadmin_password Z#d IdM admin O/XX 7 — RIZEREL £ 9,

e name &Y —/N—D FADN IZFREL 9, > FILH—/1—D FQDN (&
server123.idm.example.com T,

- name: Server present example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server server123.idm.example.com is present
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com

5. Ansible Playbook #3247 L. Playbook 7 7 A JLEA VYRV N =T 71 JLEBEL T,

I $ ansible-playbook --vault-password-file=password_file -v -i inventory server-present-
copy.yml

BEEER
® Ansible Playbook % & L 7= Identity Management —/S—®D 4 Y A h—JL #HBRL T X
(A
e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-server.md 7 7 1 L &SRR L T
(I,
°

/usr/share/doc/ansible-freeipa/playbooks/server = 1 L 2 k1) —DH > )LD Playbook % £
BLTLEIWY,

16.2. ANSIBLE Zf#H L7 IDM /RO —IZ IDM B —N—H2EFEFE LW
& DHESE

Ansible Playbook % {#f L T. Identity Management (IdM) #—/X—#', KRR M ELTH IdM bRO
V—ILFEELBRVWEDICLET,

ansible-freeipa ipaserver O—JL & (& BBAYIC. T D Playbook TEMA 9 % ipaserver € 1 —JLIE,
P—N—DSIIMYP—EREZT7VA VA =)L LEE A,
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(1} =355
e [dMadmin /X277 — R%ZBEL TW 3,
o RODEHAHEIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—NR—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L AR LI & &RIIRE LTW 3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWSE I &%
ARE LTW3,

o HfH ./ —KhoAURYN) =T 7A4IVICEEZ LT IAM H—/N—A D SSH #EHEH IEFE ICH
ELTWB,

FIR

1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/server/ 71 L 7 k') —IZ#% % server-absent.yml
Ansible Playbook 7 7 1 L= JE—L £ 9,

I $ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent.yml server-absent-
copy.yml

3. server-absent-copy.yml ZFAVWTHIREL X7,

4. ipaserver 9 R0 a3V TCROEHEZRELTCI7AIVERHEL, 771V 2R EFLE
-a—o

e ipaadmin_password Z#d IdM admin D/XX 7 — RIZEREL £ 9,

o name &Y —/N—D FADN IZFREL 9, > FILH—/1—D FQDN (&
server123.idm.example.com T9,

o state ZT#L. absent ICEREINTWB I EAHREALET,

- name: Server absent example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure server server123.idm.example.com is absent

ipaserver:

ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com
state: absent

5. Ansible Playbook #3247 L. Playbook 7 7 A JLEA VYRV N =T 71 JLAEBEL X,

157


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-idm

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

$ ansible-playbook --vault-password-file=password_file -v -i inventory server-absent-
copy.yml

6. server123.idm.example.com Z3§E L TW B R—LH—/X—(NS)DDNS L I— KA FTRT
DNS V—VMBHIBRIN TV I & 2R L TSIV, FAT S DNS A IdM ICL Y BRI
N5FEEDNS THBEN. HEDNS THEIMNMI B LT, HREITA> TILEIL,

B SR
o |[AMH—N—DT7 A4 VA=) ZBRBLTLEI,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-server.md 7 7 1 L &SRR L T
<RI,

e /usr/share/doc/ansible-freeipa/playbooks/server 71 L 2 b ) —DH > 7LD Playbook %%
BLTLEIWL,

16.3. 2D IDM Y —NN—O—J)LEKRAMLTWVWBICEDI DD ST IDM H—
IN—DIRWNT & DRESR
Ansible T3 &, REDIAM P —ERA Y RI VAN —N—TEITLTWVWBIHETH. Identity

Management (IdM) —/NN—DRWZ & ZHERTE X7, BB (CA). F—1) AN —FREERB (KRA).
FIEDNS H—N—EFXTIIM Y —EZXDHITT,

Digk

==
[=]

CAH—/N—, KRAH—/N—, F/IEDNSH—/N—¢& L THBET D RIED Y —

N—%ZHRT 5 &, IAMBEEICERANBRFEENE L X T, ipa service-find Z A
T5E. EQOY—ERDNEDIAM Y —N—TEIFTINTWVWIH 52 FEITHIATEE
¥, mAEY—/1N—0D7T") >N\ )L£IE dogtag/server_name/REALM_NAME T
ER

ansible-freeipa ipaserver O—JL & & BBAYIC. T D Playbook TEMA Y % ipaserver € 1 —JLIE,
HP—N—DSIIMYP—EREZT7VA VA =)L LEE A,

AR
e [dMadmin /X277 — R%ZBEL TV 3,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible /N\—2 3V 214 LIEEZFERA L TW5,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) Zf#ER L T Ansible 1 XY M) =T 74 )L ZER L2 & &FIIRE LTWS,

o ZODBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,
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FIR

#516%= ANSIBLE #{@H L 7= IDM Y —/X—DEHE

o HlfH/ —KbhoAURYMN) =T 7A4IVICEEZ LT IAM H—/N—A D SSH #E#HmH IEFE ICH)
ELTWB,

. ~/MyPlaybooks/ 71 L7 N —IZREIL X7,

I $ cd ~/MyPlaybooks/

. /usr/share/doc/ansible-freeipa/playbooks/server/ 1 L ¥ ') —|Cd % server-absent-

ignore-last-of-role.yml Ansible Playbook 7 7 4/ L= E—L £ 9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent-ignore-last-of-
role.yml server-absent-ignore-last-of-role-copy.yml

. server-absent-ignore-last-of-role-copy.yml 7 7 1 L =W THREL £ 7,

. ipaserver 9 20t a3 VTROEHEZRELTC I 7AINERHAEL, 771V %=FRELE

ER
e ipaadmin_password Z#id IdM admin D/XX 77— RIZEREL £ 9,

e name &Y —/N—D FADN IZFREL 9, > FILH—/1—D FQDN (&
server123.idm.example.com T,

e ignore_last_of role /' yes [CEEINTWBH I & 2R LF T,

e state Z#MId absent ICEREL T,

- name: Server absent with last of role skip example

hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure server “server123.idm.example.com” is absent with last of role skip

ipaserver:

ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
ignore_last_of_role: yes
state: absent

5. Ansible Playbook #3247 L. Playbook 7 7 A JLEA VYRV N =T 71 JLAEBEL T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory server-absent-
ignore-last-of-role-copy.yml

6. serveri23.idm.example.com ZE T 5 R— LY —/X—(NS)DDNS L O— KD, §T

DNS YV —VHhLHIBRINTWE I EEBERLTLKEIY, FHITSDNSHIAMICL Y EBEX
NZHEEDNS THDH, HEEDNS THEINCEADL LT, HERATHR>TLEIL,

BIER R

[dM S —/IN—DT7 VA VA M=) BB LTLLIEI,
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e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-server.md 7 7 1 L &S8R L T
<RI,

e /usr/share/doc/ansible-freeipa/playbooks/server 71 L 2 b ) —DH > 7LD Playbook %%
BLTLLEIWY,

16.4.IDM H —/N=HDFE L QWA T LEMD IDM H—/N—H SIS
NTWARWT & DRERR
bR O Y —H 5 Identity Management (IdM) # —/X—% Bk 2B & 1. Ansible Playbook TL 7'1)

T—=2avTF7I)— XU NEFDEFERIFITEZLEY, Playbook TIE, IAMH—NR—HAKRAKMELTE
M ICTETELARWZ EHEELE T,

BF

HIFR T BBRICH —N—DL T WERZERT 2 ENMHEINZDE. HIREFEL
TWBHDY—N—DBEREDY —N—THBHEDHTT, hROYV—DHRDLRE
LTHBET 2 —N\—%HIfRT 2 &, MROYV—D2D0UINE) TR —ICHE]
SNBABEMENDHY T,

HEER 2 DY —/N\—I(L, ipaserver-del ¥ REFRALTMROYV—HIOYIKBRTEZE
ER

pa 3

FRELE (CA). F—Y AN —FBEER (KRA), F7zIE DNS H#—/N—& L THBET 2 &x1%
DY —/IN—%HIR9 % &, Identity Management (IdM) #EEITEZI R RESENEL E T,
ZDOEEERG 8. Playbook (F. CAH#—/N—, KRAH—/N— F/IEDNS H—
N—E L THEET DY —NR—%T U4V RAM=ILTBHENII. TNEDOH—EZADRRKXA
YORMDY—N—TETLTVWBIEZHELET,

ansible-freeipa ipaserver O—JL & & BBAYIC. T D Playbook TEMA Y % ipaserver € 1 —JLIE,
P—N—DSIIMYP—EREZT7VA VA =)L LEH A,

AR

e |[dMadmin ®/SRX 7 — RAIEPERELTW3,

o RDEBEUHAFBILTLIDICAnsible A bO—JIL/ —REEELTWS,

o

FIR
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ZDBFITIE, ~/MyPlaybooks/ 74 L7 M) —IZ, 1AM H—/R—DZLEBH KA A V£
(FQDN) #fEA L T Ansible 1 YRV M) =T 74 )L AR LI Z & &RIIRE LTW3,

ZDBITIE, secretymlAnsible R—JL b IZ ipaadmin_password "REINTWE I &%
ARE LTW3,

W — KDoA R N) =T 74 IVICEEZ LT 1AM H—/N—A~D SSH ZHEHA IEE ICE)
ELTWB,
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1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/server/ 71 L 7 k1) —IZ# % server-absent-
ignore_topology disconnect.yml Ansible Playbook 7 7 1 L= JE—L X9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-absent-
ignore_topology_disconnect.yml server-absent-ignore_topology disconnect-copy.yml

3. server-absent-ignore_topology disconnect-copy.yml ZFEWTREL 7,

4. ipaserver 9 R 720 a3 V TCROEHEZZRELTCI7AIVERHEL, 774V 2REFLE
-3—0

e ipaadmin_password Z#& IdM admin O/XX 77— RIZEREL £ 9,

e name &Y —/N—D FADN IZFREL 9, > FILH—/1—D FQDN (&
server123.idm.example.com T,

e ignore_topology_disconnect Z#(A* yes ICREINTWVWB Z & 2HRAL X T,

o state ZT#L. absent ICEREINTWB I EAHRELET,

- name: Server absent with ignoring topology disconnects example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server “server123.idm.example.com” with ignoring topology disconnects
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
ignore_topology_disconnect: yes
state: absent

5. Ansible Playbook 34T L. Playbook 7 7 A JLEA VYRV N =T 71 JLAEBEL X,

$ ansible-playbook --vault-password-file=password_file -v -i inventory server-absent-
ignore_topology_disconnect-copy.yml

6. [# 7 3 v]serveri23.idm.example.com 38T TR TDR—LH—/X—(NS)DNS L O— K
DDNS V—UHLHEIRINTWE I E2HRALET, FHTSDNSHAIAMICLYEERINDS
MEDNSTHZDH, AEMDNS THEIMIEHL LT, BERETAR > TLLEIL,

B EtE R
o [MH—N—DF7 VA VAM—)L ZBBLTLLEIV,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-server.md 7 7 1 L &SRR L T
<RI,

e /usr/share/doc/ansible-freeipa/playbooks/server 71 L 2 b ) —DH > 7LD Playbook %%
BLTLEIWL,
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16.5. ANSIBLE PLAYBOOK % {#FH L 7=BX1Z D IDM Y —/N—H IR TH
52 &EDHESR
Ansible Playbook @ ipaserver ansible-freeipa €~ 2 —JL %A L T. BI7E® Identity Management
(IdM) == FERRICE>TWB I E B LEX T, T D Playbook TlE. IdM Y —/—=H1 U X
R—=ILINBWZ EITERELTLIEEI L,
AREY

e |[dMadmin ®/SRX 7 — RAIEPELTW B,

o ROEHABL-TLIICAnsble Iy hAO—IL/—REERFELTWS,

Ansible /N—Y 3V 214 AR LTWS,

o

o

Ansible 3>~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW3,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A A V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI & &RIIRE LTW3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o FlfH/ —KbhoAURYMN) =T 7A4IVICEEZ LT IAM H—/N—A D SSH #E#HEH IEFE ICH)
ELTWB,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/server/ 71 L 7 k) —I(Z#% % server-hidden.yml
Ansible Playbook 7 7 1 L= JE—L %9,

I $ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-hidden.yml server-hidden-
copy.yml

3. server-hidden-copy.yml 7 7 1 L AW TIREL X T,

4. ipaserver 9 27tV aV TROEHEHRELTCI7AINEREL, 7712 REFLE
-a—o

e ipaadmin_password Z#d IdM admin O/XX 7 — RIZEREL £ 9,

e name &Y —/N—D FADN IZFREL 9, > FILH—/1—D FQDN (&
server123.idm.example.com T,

o hidden Z#H* True ICEREINTWB Z & =MEEL X9,

- name: Server hidden example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
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tasks:
- name: Ensure server server123.idm.example.com is hidden
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com
hidden: True

5. Ansible Playbook 34T L. Playbook 7 7 A ILEA VYRV N =T 71 JLAEBEL X,

$ ansible-playbook --vault-password-file=password_file -v -i inventory server-hidden-
copy.yml

RS

® Ansible Playbook % f&F L 7z Identity Management H—/X—®D 41 Y A h—)L SR L T X
LY,

® The hiddenreplicamode ZZ8B L T I W,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-server.md 7 7 1 LSRR L T
CIREW,

e /usr/share/doc/ansible-freeipa/playbooks/server 71 L ¥ b ) —DH > 7LD Playbook %%
BLTLEIWL,

16.6. ANSIBLE PLAYBOOK % L =BX%EF®D IDM H—/X—HRRINT
W5 Z&DHESR
Ansible Playbook T ipaserver ansible-freeipa €~ 2 —JL %A L T. BI7E® Identity Management

(IdM) H—/N—DRRINTWB I EZHRE L F T, 2D Playbook Tld, IdM H—/R—D4 VX k—
IWEINBWT EITEELTLIEIWL,

(1} =355
e [dMadmin /X277 — R%ZBEL TW 3,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZODOBITIE, ~/MyPlaybooks/ 74 Lo b —IT, IdM H—/R—DTLEE KAV F
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

o HlfH/ =Ko URYMN) =T 7A4IVICEEZ LT IAM H—/N—A~ D SSH #EHEH IEFE ICH)
ELTW3,

¥
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,
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I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/server/ 71 L 7 k') —Il#% % server-not-
hidden.yml Ansible Playbook 7 7 1 L= JE—L £ 9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-not-hidden.yml server-
not-hidden-copy.yml

3. server-not-hidden-copy.yml 7 7 1 LW TIREL X T,

4. ipaserver 9 R 720 a3 V TCROEHEZRELTCI7AIVERHEL, 7742 R EFLE
-3—0

e ipaadmin_password Z#d IdM admin O/XX 7 — RIZEREL £ 9,

e name &Y —/N—D FADN IZFREL 9, > FILH—/1—D FQDN (&
server123.idm.example.com T,

o hidden Z#HN no ICREINTWB I &R LE T,

- name: Server not hidden example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:

- name: Ensure server server123.idm.example.com is not hidden
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: server123.idm.example.com
hidden: no

5. Ansible Playbook #3247 L. Playbook 7 7 A JLEA VYRV N =T 71 JLAEBEL X,

$ ansible-playbook --vault-password-file=password_file -v -i inventory server-not-
hidden-copy.yml

RS

® Ansible Playbook % f#f L 7= Identity Management 4t —/X\—®D 41 Y A b—)l BB L T X

=Znn
(AN

® The hiddenreplicamode ZZ8B L T I W,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-server.md 7 7 1 LSRR L T
CIREW,

e /usr/share/doc/ansible-freeipa/playbooks/server 71 L 2 b ) —DH > 7LD Playbook %%
BLTLEIWL,

16.7. X5 D IDM 4 —/X— | IDM DNS DOIBFAZEIY ETENTWVWBR I &ED
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Ansible Playbook @ ipaserver ansible-freeipa €~ 2 —JL %A L T. BI7E® Identity Management
(IdM) ' —/N—ITHFED IdM DNS DIZFIAEIY B THNTWS I & 2B L F T,

ipaserver Ansible €Y 2 —JUIE, 1AM == A VA =)L L7@WVWZ EITFRBLTLEI W,

AR
e [dMadmin /X277 — RAEBPELTWS,
e |[dMDNS DFZFAMVEFELEL X T, H FILDBFTIE germany TY,

o H—/NN—ADroot 7V ZAERINH B, Y FILH—/3—I(Z serveri23.idm.example.com T
%60

o ROBUHAEILTLIICAnsible AV bO—IL/—REEZRELTWS,
o Ansible A=Y 3V 214 LBEAEFERALTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDHITIE. ~/MyPlaybooks/ 74 L J k) —IZ, 1AM H—/R—DZL2EBH RN X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZERH LTcZ & &RifRE LTW 5,

o ZDBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o HlfH/—KbhoAURYMN) =T 7A4IVICEEZ LT IAM H—/N—A D SSH #E#HmH IEFE ICH)
ELTWB,

FIR
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/server/ 71 L 2 b ) —IZ#% % server-location.yml
Ansible Playbook 7 7 1 L= JE—L %9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-location.yml server-
location-copy.yml

3. server-location-copy.yml 7 7 1 L =W TIREL £ 7,

4. ipaserver 9 R0 a3 V TCROEHEZRELTCI7AIERHEL, 771V 2REFLE
_a—o

e ipaadmin_password Z#(Z IdM admin D/S2T7— NIZERELE T,
e name Z# % server123.idm.example.com ICERE L £ 7
e location £# % germany ICEREL F 7,

LT, SEOFTHEREYT 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Server enabled example
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hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server server123.idm.example.com with location “germany” is present
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
location: germany

5. Ansible Playbook 34T L. Playbook 7 7 A ILEA VYRV N =T 71 JLAEBEL T,

I $ ansible-playbook --vault-password-file=password_file -v -i inventory server-location-
copy.yml

6. SSH %#fEMA L T, root & L T server123.idm.example.com ICEfiE L £ 7,

I ssh root@server123.idm.example.com

7. B AT CICEMICT BICIE. —/X—T named-pkcs11 H—EXZBEHL XY,

I [root@server123.idm.example.com ~J# systemctl restart named-pkcs11

BEEER
® Ansible Playbook % f&F L 7z Identity Management H—/X—®D 41 Y 2 h—)L #SBB L T 7ZX
LY,

® Ansible Z{FREL T IdM OGN FEET DI EA2MHERT S 2SBLTLEIL,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-server.md 7 7 1 L &SRR L T
<RI,

e /usr/share/doc/ansible-freeipa/playbooks/server 71 L 2 b ) —DH > 7LD Playbook %%
BLTLEIWY,

16.8. BE%F M IDM #—/X—(Z IDM DNS DIZFiA'EIY B THohTWaWnI &
DR

Ansible Playbook @ ipaserver ansible-freeipa €~ 21 —JL %A L T. BI7E® Identity Management
(IdM) H#—/X—(Z IdM DNS OFFAHAEIY HTONTWARWZ & AR L, HMIBMNARIGMZMEEICE

B9 5HY—/N\—|IDNS DIFfZElY HTRWTL LIV, Playbook TiE 1dM #—/R—Hf Y X k—Jb
TNV EITERLTLLEI W,

Gl s
e |[dMadmin ®/SRX 77— RAIEPELTW 3,

o H—/NN—~ADroot 7V ZAERINH B, B> FILH—/I—I(ZL server123.idm.example.com T
%60

o RDEBHAFBLTLIDICAnsible A hO—JIL/ —REEELTWS,

o Ansible / N\—C 3V 214LEAFERALTWS,
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#516%= ANSIBLE #{@H L 7= IDM Y —/X—DEHE

o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ. 1AM H—NR—DZL2EBH N X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

o HE /) —RKIhSAURYRN) =T 74 IVICEELZIAM H—/N\—A~ D SSH EHEA IEFE ICE)
ELTWS,
FIa
1. ~/MyPlaybooks/ 71 L7 b —ICBEL X T,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/server/ 71 L 7 b ') —Il#% % server-no-
location.yml Ansible Playbook 7 7 1 L& E—L 9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/server/server-no-location.yml server-no-
location-copy.yml

3. server-no-location-copy.yml ZFAWVWTHREL £ 7,

4. ipaserver 9 R0 a3V TCROEHEZRELTCITI7AIVERHEL, 771V 2REFLE
-3—0

e ipaadmin_password Z#id IdM admin D/XX 7 — RIZEREL £ 9,
e name Z# % server123.idm.example.com ICERE L £ 7,

e |ocation TN " ICBEINTWVWBR I EEHRALTLIEIW,

- name: Server no location example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure server server123.idm.example.com is present with no location
ipaserver:
ipaadmin_password: "{{ ipaadmin_password }}"
name: serveri23.idm.example.com
location: “”

5. Ansible Playbook 34T L. Playbook 7 7 A JLEA VYRV N =T 71 JLAEBEL T,

$ ansible-playbook --vault-password-filezpassword_file -v -i inventory server-no-
location-copy.yml

6. SSH %#fEMA L T. root & L T server123.idm.example.com ICEfiE L £ 9,

I ssh root@server123.idm.example.com
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7. B AT CICAMICT BICIE. —/X—T named-pkcs11 H—EXZBEHL XY,

I [root@server123.idm.example.com ~J# systemctl restart named-pkcs11

BEEE R
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Ansible B L7= IdM T?D DNS DIZFTOEE #SB LTIV,

/usr/share/doc/ansible-freeipa/ 71 L 7 k') —®D README-servermd 7 7 1 LSRR L T
CIREW,

/usr/share/doc/ansible-freeipa/playbooks/server = 1 L 2 k1) —DH > )LD Playbook % %
BLTLEIWL,
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2173 ANSIBLE PLAYBOOK #{#H L7=7h X hDEE

Ansible I&, Y RFLDHRE, V7 MUz TFOTF7OA4, O—) Y TEHRORTICERT 28V —
JLTY, Ansible ICId Identity Management (IdM) D R— kA& F N, Ansible EYV 12—l &FRALT
RANEEBZHEETEEY,

Ansible Playbook Z A L THRRA MBS LVRRA NIV M) —%2EE T ZHEIC. UTFOOAYET MIED
T BENRTINET,

e FQDN COHFEHZINTWVWBIAMIRRA NIV N —AFEIEZFE
o P7RLRAFEHLTIAMAA NIV NY) —AEFEIEZFIE
o EEADINAT—RMEEINALIIMEAR NIV N —AEREEIELFIE
o EHDIP7RLANEBEINALZIAMKIA NIV N —A2EFEIESFIB
o [dMKRRAKNIV RN —DRWT &E%MERT SFIE
17.1. ANSIBLE PLAYBOOK %#{#FH L TFQDN NMEEXI N/ IDMAKRR M T
VEN)—EGFEEIESFIE
LT DOFIEICHE > T, Ansible Playbook Z &M L T. Identity Management (IdM) IC/RA M IV b1 —
NEETDIIEEERLET, RAMIV MY —F, BL2EBHRASL VB (FQDN) ICL > TOHEES
nij_o
LUTFOEREOWTNIIDYTIEFEBE5EIFE. FAMDFADN &2 45EET BLIFTTHL T,
o [dMHY—/NN—HADNSZEBEFTDLIREINTLARL,
o RANMICEWIP 7 RLADARWHA, RRAMNDERERICIP 7 KL ADXRBETH S, FADN 7Z1F
TEHZEINIZHRANEENTSE. EXBICIAMDNS H—ERICTL—R KLY —TV N —
PERINZET, 7= 2E. SYy7hy TIEIAMOISAT7 Y MELTERBEINTWBIES

NHYFEFTH, BERICIKIPTRLADNHY FHA, DNSH—EZXD L I— REFHMICEDR
IT5& RANOBEDIP 7 RLZAMHKREIN, DNSLO—RAEHFINE T,

pa 23]

Ansible 72WBEIC, ipahost-add IY Y RZERAT 2 &, RA NIV MY =D 1dM I
ERINET, KA M%Z IAMITEINT % &, |dM TORZ b DIRRED present IZ72 Y F
¥, Ansible FEZFMHICKFEL TLWSBDT, Ansible ZERA L TIAM ICKRX M ZEINT %

ICI&. R bDIREE%E Present (state: present) & L TEZF L 7= Playbook Z{ERK 9 % b
ENHY ET,

AR &M
o [IMEBEBENRT—RNEZEEL TS,
o RNDEMHAEMITLIICAnsible Ay hO—JIL/—REFRELTWS,
o Ansible /A=Y 3> 214 IEEFER L TW5,

o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTW 5,
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o ZODFITIE. ~/MyPlaybooks/ T4 LY YU —Il, IdM Y —N—DZELEM RN A A V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
AIRE LTW3,

FIR

1. inventory.file WEDA VXY N =T 74 ILEER LT, EDT 74 JLIC ipaserver = E# L
9,

server.idm.example.com

I [ipaserver]

2. [dM ICTEIEXH 57K R D FQDN %A L T Ansible Playbook 7 7 1 W EER L ¥, T DF
g%, /usr/share/doc/ansible-freeipa/playbooks/host/add-host.yml 7 7 1 LD > )L % 3
l::)_ L/TEE L/\ %%'ﬂ:?% i’a—o

- name: Host present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Host host01.idm.example.com present
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
state: present
force: yes

3. Playbook #ZfT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-

is-present.yml
p=a-13]
LUTDOFIETIE, IIMLDAP H—/NN—|ZHRRARIZ YV MY —DMERI N FIH. KR ME
IdM Kerberos LILAICIEEHFINFH A, BEINBLDICTBICIE. RAMZIAM S

SATVRNELTTTOMTIRELNHY £, ML, Ansible Playbook Z{#FEH L 7=
Identity Management 7 24 7Y DA VA M=)V SR L TLEIW,

BREEFIR
1L admin &ELTIAM == (COJ14 v LZET,

$ ssh admin@server.idm.example.com
Password:

2. ipahost-show ¥ KZAHL., RAMDEFIZEELZXT,
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$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Principal name: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

ZDOHA T, hostOlidm.example.com N IdM ICEET I & #ERELE T,

17.2. ANSIBLE PLAYBOOK %= L T DNS ¥k IDM KRR hT v b
) — A FHEIESFE

LT DOFIEICHE > T, Ansible Playbook Z &M L T. Identity Management (IdM) IC/RA R I Y b1 —
DNEETZIEEMALET, FAMIVRMN)—id, RRAMD ZLEM AL V% (FQDN) 8LV IP
7RLRATEHINZET,
¢ = )
Ansible 72 WB&EIC, ipahost-add IY Y RZERAT 2 &, RA NIV MY =D 1dM IC
ERINE T, RAMZ IAMITEMT % &, 1AM TDOHRR M DIRRED present (IZ72Y) &
¥, Ansible [FEFMICKFL TWB DT, Ansible ZFER L TIAM ICKRZ hZEBINT %
ICI&. R b DIREE%E Present (state: present) & L TEF L 7= Playbook % {ERK 3 % b
ERrHYET,
AR
o |IMEBEEENRZAT7—REBELTWS,
o ROBHAEBALTLIICAnsible AY hO—IL/ —RERELTWS,
o Ansible /A=Y 3> 214 IEAEFER L TW5,

o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH RN X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R L Z & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

FIR

1. inventory.file WEDA VXY N =T 74 ILEER LT, EDT 74 JLIC ipaserver = E# L
F9,

[ipaserver]
server.idm.example.com

2. M ICEEIE 2 RR MDD T2 K A4 >4 (FQDN) T Ansible Playbook 7 7 1 JL & #ERK L
F9, o, IAM P —NN—DDNS ZEBHEIT B LI ICEKEIN, RAMDIP 7 KL AN 9H >
TW35BEIE. ip_address /X5 XA —9 —DEZEELFT, "RAMEZDNSYY—XLIO—K
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ICFEREIESICIE. PP RLADBETYT, ZOF|REIE. /usr/share/doc/ansible-
freeipa/playbooks/host/host-present.yml 7 7 1 LDH > FIL - LTEE L, BRIET
TET, T, TOMDEMBERZEDDIEELETEIXT,

- name: Host present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure host01.idm.example.com is present
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
description: Example host
ip_address: 192.168.0.123
locality: Lab
ns_host location: Lab
ns_os_version: CentOS 7
ns_hardware_platform: Lenovo T61
mac_address:
- "08:00:27:E3:B1:2D"
- "52:54:00:BD:97:1E"
state: present

3. Playbook #Z21T L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-
is-present.yml

pa )

LTFDOFIETIE, IdMLDAP H—/N—IZKRRA MY MY —DEERINEFTH. KRR ME
IdM Kerberos LIV AICIEEFZKINFEF R A, BEHRINDLDICTBICIEE. RAMEZIAM 2
SATVRNELTTTOMTIRELNrHY £, ML, Ansible Playbook Z{#FEH L 7=
Identity Management 7 24 7Y hDA VA M=)l BB LTLEIW,

BREEFIR
1L admin & LTIAM H—R—=(COJ14 v LZET,

$ ssh admin@server.idm.example.com
Password:

2. ipahost-show I7v > KZAHNL., RAMDEFIZEELZXT,

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
Description: Example host
Locality: Lab
Location: Lab
Platform: Lenovo T61
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Operating system: CentOS 7

Principal name: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@I|DM.EXAMPLE.COM
MAC address: 08:00:27:E3:B1:2D, 52:54:00:BD:97:1E

Password: False

Keytab: False

Managed by: host01.idm.example.com

ZDHA T, hostOlidm.example.com N IdM ICEET & #ERELE T,

17.3. ANSIBLE PLAYBOOK = {#f L THEAD/IXR 7 — RMEEINL
IDM/RR IV N —ZBEBEETIEZFIE
ipahost E¥ 2 — /L Cld, Y AT LBEEILZ, Ansible ¥ RV 1DEIF&EFEAL T, IdM ICEBDKZ b
IVRMNY)—DEETZID. BELRVWHIEZERTEET., LLTOFIRICHE > T, fully-qualified domain
names (FQDN) TOHEHEINDZIHRAMNIV N —2BHEFET S & 2HALF T, Ansible
Playbook #1795 &, RAMDIRRAT— RN EEBICERINET,
Pz
Ansible 72WBEIC, ipahost-add I7 Y RZERAT 2 &, RAMIY MY =D 1dM I
EREINE T, RAMZ IAMITEMT % &, 1AM TDHRR M DIRRED present (Z72 V) &
¥, Ansible FBEFMHICEKFEL TWS DT, Ansible ZERAL TIAM ICKRR M EEBINT %
ICI&. R DDIREE%E Present (state: present) & L TEF L 7= Playbook Z{ERK 9 % b
ErHYET,
AR
o |IMEBEEENRZAT—REBELTWS,
o ROBUHAEILTLIICAnsible AV bO—IL/—REEZRELTWS,
o Ansible A=Y 3V 214 LIBEAEFERALTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—R—DZEL2EBH R X1 V&
(FQDN) #fEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWBE I &%
ARE LTW3,

FIR

1. inventory.file WEDA VXY N =T 7 AL EER LT, TDT 74 JLIC ipaserver = E# L
F79,

I [ipaserver]

server.idm.example.com

2. M ICFEHEIE B RRA MO TLEM KA1 > % (FQDN) T Ansible Playbook 7 7 1 JL & {ERK L
£9, IdMIZKR R M H'BE7E L. update_password 7* on_create ICHIRI N TWBIHEICEH.
Ansible Playbook Z I L T&HR A MIX L TEEARIC/INZAT— RZ{ENT 5 IC1&. random:
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yes & force:yes DA 7> a v EEBMLEYT, COFIEABRIET SIC
I%. /usr/share/doc/ansible-freeipa/README-host.md Markdown 7 7 1 LS H > FIL %D
l::)_ L/ T EET\‘ 3 i -g_o

- name: Ensure hosts with random password
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Hosts host01.idm.example.com and host02.idm.example.com present with random
passwords
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
hosts:
- name: host01.idm.example.com
random: yes
force: yes
- name: host02.idm.example.com
random: yes
force: yes
register: ipahost

3. Playbook #ZfT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
are-present.yml

[--]

TASK [Hosts host01.idm.example.com and host02.idm.example.com present with random
passwords]

changed: [r8server.idm.example.com] => {"changed": true, "host":
{"host01.idm.example.com": {"randompassword": "OHolRvjUdHOYcbfeuYdWTxH"},
"host02.idm.example.com": {"randompassword": "5VdLgr{3wvojmACdHC3uA3s"}}}

p= =)

BEABICERINEZT VYA LIRZAT—RK (OTP) ZEALTIAM 2547V ME L TR
A MEFFOA4 T BICIE. Ansible Playbook 2R L7 IdM 2 54 7~ NESFROEREA

ToavELRE IVIALNRRT—REFRALIEIZATY MDA VR M—)b: xF5EEY

AVZAM=IL ZSRBLTLEIV,

BREEFIR

1L admin &ELTIAM H—R—=(COJ14 v LZET,

$ ssh admin@server.idm.example.com
Password:

2. ipa host-show <Y R&ZAAL. FAMDODWTIADEZFEEEL X,

$ ipa host-show host01.idm.example.com
Host name: host01.idm.example.com
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Password: True
Keytab: False
Managed by: host01.idm.example.com

ZDHAT, hostOlidm.example.com NEERBICERINZ/NNRT— RMEEI N IAM ICFEET S
JEEHELET,

17.4. ANSIBLE PLAYBOOK =@ L THEH#DIP 7 KL ADIEEINL
IDMARRA NIV RN —ZEFEIESFE

LUFOFIRICHE > T, Ansible Playbook % {#f3 L T Identity Management (IdM) ICZRA T MY =A%
BFRETDHIEZHEBLET, RRAMIV R —F 2B KA A 2% (FQDN) EEBDIP 7 KL R
TEHEINXT,
pa 3]
Ansible ipahost €2 2 —JLTId, ipahost 1—F 1 U7 1 —EIEFIRAIC, R MD
IPv4 BLTIPV6 7 KL ADEBGFEIBLY. FREEEIEAN LY TEE
9, ipahostmod AY Y RIFIP7RLZAEZNEBETEEHA,
AR
o |[dMEBEEE/NRRT—RNEBELTWS,
o RNDEMHAEMITLIICAnsible A hO—JIL/ —REFRELTWS,
o Ansible /A=Y 3> 214 UIEAEFER L TW5,
o Ansible 3>~ kO—5—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R L2 & &RIIRE LTW3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

FIR

1. inventory.file WEDA VXY N =T 74 ILEER LT, EDT 74 JLIC ipaserver = E# L
F9,

[ipaserver]
server.idm.example.com

2. Ansible Playbook 7 7 1 LA {EE L £ 9, ipahost Z# D &ail & LT, M ICEEIEZ KRR
ND ELEM KX A% (FOQDN) Z#18E L £9 ., -ip_address XA ERH L T, ERIDITICE
HDIPv4 8LV IPv6ip_address fEZIEEL £9 ., ZDFEIE. /usr/share/doc/ansible-
freeipa/playbooks/host/host-member-ipaddresses-present.yml 7 7 1 LD > )L % O
E—LTERL, BRIETTET, BMERESHDIIEELETEET,

- name: Host member IP addresses present
hosts: ipaserver
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vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure host101.example.com IP addresses present
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
ip_address:
-192.168.0.123
- fe80::20c:29ff:fe02:a1b3
-192.168.0.124
- fe80::20¢:29ff:fe02:a1b4
force: yes

3. Playbook #Z21T L9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-
with-multiple-IP-addreses-is-present.ymi

pa
ZOFIETIE, IdMLDAP H#—/N—|ZFHRRA IV MY —FERINFTHA. FR M
IdM Kerberos LIV AICEHZRINFH A, EHRINDLDICTEICIF. KA MZIAM IS
A7V RELTTTOMTEHEIHY T, ML, Ansible Playbook Zf#F L 7=
Identity Management 7 24 7Y hDA VA M=)l ZHBLTLEIW,
WREEFIR
. admin & LTIAM Y —R"—iCOJ1 > LET,

$ ssh admin@server.idm.example.com
Password:

2. ipahost-show ¥ FZAHNL, RAMDERIZEELZXT,

$ ipa host-show host01.idm.example.com
Principal name: host/host01.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: host/host01.idm.example.com@IDM.EXAMPLE.COM
Password: False
Keytab: False
Managed by: host01.idm.example.com

ZDOHA T, hostOlidm.example.com N IdM ICEETZ & 2R LE T,

3. IAMDNS L O—RIZKRA PDEBDIP 7 RL AHNEFHET 5 Z & 2R T 501, ipa
dnsrecord-show I<¥ >~ KA AAL, UTDIEREIEELZ T,

e |dM KX A vDE&R]

o KA MDEZH]

$ ipa dnsrecord-show idm.example.com host01

[..]
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Record name: host01
A record: 192.168.0.123, 192.168.0.124
AAAA record: fe80::20c:29ff:fe02:a1b3, fe80::20c:29ff:fe02:a1b4

ZDOHATIE, Playbook THEINLZIPVA T RLABLUIPVE 7 RL AN TART
hostOlidm.example.com RA NIV MY —ICIELKBEEMITONTWE Z L 2R LT,

17.5. ANSIBLE PLAYBOOK 2L TIDM/RR b IV b ) =MW & %
fEER 9 2 FIR

LT DOFIEICHE > T. Ansible Playbook % {#H L T Identity Management (IdM) ICIRRA KT Y M) —A°
MW =R LET,

AR
o |dM BEIEHE DRIIER

FIR

1. inventory.file WEDA VXY N =T 74 JLEER LT, TDT 74 JLIC ipaserver = E# L
F9,

I [ipaserver]

server.idm.example.com

2. M ICEEIERWVWERR MO Z2E86 KX 1 >4 (FQDN) %18 L T Ansible Playbook 7 7 4
WEERLET, IdM KX 4 22 DNS BMEEINTWBI54E(1E. updatedns: yes 4+ 7> 3>
ZHEALT. HOWBEHEDOKRZAMIEAETZLI— RZDNSHLHIFRLZET,

ZDFEIE. /usr/share/doc/ansible-freeipa/playbooks/host/delete-host.yml 7 7 1 LD H >~
T EIE—LTEEL., BRIELTEES,

- name: Host absent
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Host host01.idm.example.com absent
ipahost:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host01.idm.example.com
updatedns: yes
state: absent

3. Playbook #Z2fT L9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-host-
absent.yml
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pa 3]
CDFIEDHERIFLULTDL S ICRY FT,
o |dMKerberos L JLAIZRR M ASETEL TWRLY,
® [dMLDAP H#—/N—(ZHKRZX FT v M) —=AFE LR,
SSSD (System Security Services Daemon) 7R ED Y AT LAY —EXDFED IdM R E %
7547V MRRANEBEMNLHIBRT ZICIE. 7 514 7~ M T ipa-client-install --

uninstall <Y > R&ZETIB2MENHY F T, I M IS4 T bDT7 AV 2R
h—JL ZSBRBLTLLETY,

WREEFIR
1. admin & L Tipaserver iCO7 1 >~ L %9,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. hostOlidm.example.com ICEA T 3 1BEHRERTL T,

$ ipa host-show host01.idm.example.com
ipa: ERROR: host01.idm.example.com: host not found

ZOHEATIH, RAMNNIAMICEELRWZ EAERLE T,

17.6. EE B

e /usr/share/doc/ansible-freeipa/README-host.md Markdown 7 7 1 JLZSBR L T 72Xy,

O

e /usr/share/doc/ansible-freeipa/playbooks/host 71 L 7 k1) —IZ% % 3BIND Playbook % 3%
~LET,
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5518Z ANSIBLE PLAYBOOK Z#{FAH L/7=HRA N IL—TDEE

Identity Management (IdM) MR 2 k7 )L—7 &, Ansible Z{#F L T Identity Management (IdM) D7k
ANTI—TIRRT 2BEERTIDHEICODVWTHLIGBALET,

e IAMDKRRANTIV—TF

o IdMKRR N IN—THEEIEZFIE

¢ M RR NIV —FITKRRANEBFEEIESFIRE

o IdM KRR M TIL—FDRZ ML

o [AMKRRANTIN—=TIIXA I N—TRX—=V v —5FEIEZFIE

o [AMKRRMNITIN—TIZRA N EFEIBRVELDICT 2 HE

o XAMEINALKRRANIN—TZHIAM KRR N TI—TICEEIELAWVLDICT 2HE

o [AMARRANITIN—=—TIIA Y N—TR—=—V v —EFEIERVELIICT I AE

18.1.IDM DR R b T IV—T
M AR NN —TEERT 2L, BEELERI R BICT /2 26M) A —TEBTEET.

RKANITN—TOEE

RARNTIV—T &, —BHLT7 I EREEHIL—ILPZDMhOFEEEFEDIIM AR MY MAEFEFN BT
VIFATA4—TY, L&A XD, MBS, FLE 77 AGEHEBEGHICEDWVWTEHER M
TJIV—TEEETEET,

[dM DR R N T IL—FICIFUTAEE N E T,
o |[dAMHY—N—=BLV®ISM4T7 K
o FDMDIAIM KA NTIL—TF

TI72AIMTCER XN RA NN —TF

T7 A4 NTIE IAM B ==&, £ 1dM ==K MDEKER b J)L— T ipaservers % {ERk L %
ER

BESLUCBEDO IV —T A /N—

M D Z I —TEM L, BEEAVN—CBEAN—DEAICERAINET., KA MNTIL—FTBHINEKR
RTIW—TADAYN—THBBE. RANTIL—TBOITRTOI—H—IFHRANTIL—T ADRE
BAVN=—CERBLINET,

18.2. ANSIBLE PLAYBOOK #{#FH L TIDM KA N I —T A5 FHEIEZF
Ji&

LUFDOFIEICHE > T, Ansible Playbook % L T. Identity Management (IdM) IZFR R kN 7 IL—TFHY
BETDIIEERALET,
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R

Ansible % L 2L 5&ICIE, ipa hostgroup-add I<¥ >~ RTHRRA N IL—TTV b
)—% M ITERRLE T, RA ML —T% M ITEBINT 5 &, IdM TDHRR M IL—
TDIREED present 1T/ Y £9, Ansible [EBZHEMICEKIFEL TWB DT, Ansible % # A
LTIAMIZRR M I —T%BINT 5 121d. R N DIRAE% Present (state: present) &
L CE# L7z Playbook Z{ER T 2 MENHY F T,

AR

FIR
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ldM BEHE/NZT7— R&BEL TV,

ROBH AT LIICAnsible A hEA—JL/ —RERELTWS,

o Ansible X\—Y 3 v 214 LIEEFERLTWS,

o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L J ) —IZ, IdM Y —N—DZREH N A A V£
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR L2 & &RIIRE LTW 3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AIRE LTW3,

1. inventory.file REDA YRV MY =T 74 )L HER L. TDT 74T, §—4 v MIERE

TEIAMY—NR—D) A h&EDHE Tipaserver aE&HL £,

[ipaserver]
server.idm.example.com

. MEBRKRANTIL—TER%EA L T Ansible Playbook 7 7 1 L AR L T, & %

I¥. databases & WD ZREIDKRRA NI —TA2EFEIE SICIE, -ipahostgroup ¥ 2V T
name: databases #¥§E L £9., ZDFIEIE. /usr/share/doc/ansible-
freeipa/playbooks/user/ensure-hostgroup-is-present.yml 7 7 1 LY > F)L = E—L T
ZEL, BRIETEET,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
state: present

Playbook T state: present MEEINTWB &, IAMIZKRR M T IL—THBWBEDKRRA N
W—TDEMEREVNDIEKRTY,

3. Playbook #Z2fT L £ 9,
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$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
hostgroup-is-present.yml

WREEFIR
1. admin & L T ipaserver icO7 1 >~ LZE 9,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. admin @ Kerberos ¥4 v h&2ERL X,

$ kinit admin
Password for admin@I|DM.EXAMPLE.COM:

3 IAMICEEIEEZRA NIV —FICEAT 3 ERARTLET,

$ ipa hostgroup-show databases
Host-group: databases

F—HIR—ZAKANTI—THIAMICEFEELE T,
18.3. ANSIBLE PLAYBOOK #{#fH L CTIDM KR NI —FICRRA N A F
EIE3FE

LUFDOFIEICHE > T, Ansible Playbook %M L T. Identity Management (IdM) @R R k Z)L—FIC
RAMNDNGFEET DI EAHRLET,

AR
o [AMEEE/NRT—NEIBELTWS,
o ROBHAEBALTLIICAnsible AV hO—JIL/—RERELTWS,
o Ansible /A\—Y3 ¥ 214 LUIEAFER L TW5,
o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDHITIE, ~/MyPlaybooks/ 74 L Z ) —IZ, IAM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

® Ansible Playbook THB$ 27K RA MY 1AM ICTFETES 5, FE#IL Ansible Playbook % {#F L 7=
M RZ R TV ) —DFEDHSE 2SR LTIV,

® Ansible Playbook 7 7 {1 WD B BBT KA N JIL—TH 1AM ITEINI N TWS, 4
l&. Ansible Playbook 2 L TIIM KRR NI —TA5EFEIEZFIE 28RB LTIV,

FIR
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1. inventory.file REDA IRV N) =T 74 )L HER L., TDT7 74T, 99— v MIERE
B IAMY—NR—D) X~ &EDHE Tipaserver zE&L 7,

[ipaserver]
server.idm.example.com

2. MERKRZ MEHR%ZFEE L T Ansible Playbook 7 7 1 L= /ER L £, ipahostgroup Z# ®
name NS X —4 —%FHALTKRRA NI —TDEFI%2EEL X9, ipahostgroup Z# D
host RS X—49—%FERALTHRRAMNDEZRIZIRELET., COFIE
l&. /usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-
are-present-in-hostgroup.yml 7 7 1 L DY >V T JE— L TEHRL, BRILTEET,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure host-group databases is present
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
host:
- db.idm.example.com
action: member

Z @ Playbook I, db.idm.example.com R h & F—HR—X KA N JIL—FITEML &
¥, action: member D1T(E. Playbook MEFTHFIC databases 7 )L —TBEDEIMZEFRIT LA
WZeERLET, KHYIZ, db.idm.example.com @ databases ~DEM%AITT 57T T
ER

3. Playbook #Z2fT L £ 7,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-present-in-hostgroup.ymi

WREEFNE
1. admin & L Tipaserver iICO7 1 >~ L %9,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. admin @ Kerberos ¥4 v h&2ERL X,

$ kinit admin
Password for admin@I|DM.EXAMPLE.COM:

3ARANIN—TICET BERERTLT. EQORRAIMDEFEET I EHERLET,
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$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com

db.idm.example.com 7K X b &, database KA M IL—T DAV N—E LTHEHELET,

18.4. ANSIBLE PLAYBOOK Z{#H L7 IDM KRR M JIL—T DR A Mt

LUFDOFIEICHE > T, Ansible Playbook % L T. Identity Management (IdM) /KRR b )L —FIT X%
AMEINIERRAN TN —THEETEIE2ERLET,

AR
o [AMEEE/NZRT—NEIBELTWS,
o ROBHAEMBALTLIICAnsible A hO—IL/ —RERELTWS,
o Ansible /N\—Y 3V 214 LIEEFERALTW5,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 5,

o ZODBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWBE I &%
AIRE LTW3,

® Ansible Playbook 7 7 1 WD B BRT ZHEA N TIL—THIAM ICFFEET B, #FHIL. Ansible
Playbook R L TIAM KRR NI —T2EHEIEZFIE 2SR L TLEIW,

FIR

1. inventory.file REDA VRV N) =T 74 )L HERHR L. TDT77A4ILT, =57 v MIERE
T3 IAMY—1R—D) 2 h&EDHE Tipaserver aE&HL £,

I [ipaserver]

server.idm.example.com

2. BWERERZA NI —TI158%FH L T Ansible Playbook 7 7 1 V&R LE T, XA I
RANTI—T AN, Ansible Playbook DIRRA NI —T BILFEHET DI EAHERT DI
i, - ipahostgroup Z# T name ZH A FEA L T. mAMNJIL—T B DERIEIBEL £
¥, hostgroup TR A MEINEZRZA NI —T ADERIAIBELE T, ZOFIE
l&. /usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-
are-present-in-hostgroup.yml 7 7 1 L DY >V T JE— L TEHRL, BHRILTEET,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure hosts and hostgroups are present in existing databases hostgroup
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
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name: databases
hostgroup:

- mysql-server

- oracle-server
action: member

Z @ Ansible Playbook (%, database 75 X b &' )JL—7IC myqsl-server & U oracle-server 7=
ANTIN—THEET B E%MHBLFT, action: member 1713, Playbook AAE{TIN 3
&. databases 7L —7B&E%Z M IZEBML LD &ELER A,

3. Playbook #Z2fT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-present-in-hostgroup.ymi
RREEF IR
1. admin & L T ipaserver iCO7 1 >~ L %9,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. admin @ Kerberos ¥ v h&2ERL X,

$ kinit admin
Password for admin@IDM.EXAMPLE.COM:

3 XRAMEINIRARNTIN—THEFEFNZHRANIN—TICBAT 2 ERERZRLET.

$ ipa hostgroup-show databases
Host-group: databases
Member hosts: db.idm.example.com
Member host-groups: mysql-server, oracle-server

mysql-server & & U oracle-server IR X k 7' )L— &, databases KA M I —FICHEELE T,

18.5. ANSIBLE PLAYBOOK =L TIDM KRR K JIL—TITA v N—<
F—Vv—HFEIESLFIR

LTFDFIETIL, Ansible Playbook ZfFHE L T, IdAM KA MBI VRRA M TN —FITA Y N—T X —
r—hEEIEIZAEEHBLET,

AR &M
o [IMEBEBE/NXT7—RNEZEELTWS,
o RNDEHAEMIATLIICAnsible Ay hO—JIL/—REFZRELTWS,
o Ansible /A=Y 3> 214 LUIEEFER L TW5,

o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA R—=JLINhTW3,
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o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

¢ AUN—IR=—Vyv—ELTEMTEZRRANFLFRRARNTI—TOERIE. BEITDKRR L
TJIW—TEZNVETT,

FIR

1. inventory.file WEDA VRV N =T 74 ILEER LT, EDT 74 JLIC ipaserver = E# L
¥,

[ipaserver]
server.idm.example.com
2. MERERAMNBSLIVRRANTIL—F AV N—BEBIFER % FH L T Ansible Playbook 7 7 1 JL %
fER L E Y

- name: Playbook to handle host group membership management
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure member manager user example_member is present for group_name
ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_name
membermanager_user: example_member

- name: Ensure member manager group project_admins is present for group_name
ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_name
membermanager_group: project_admins

3. Playbook #Z2fT L7,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/add-member-
managers-host-groups.yml

BREEFIE

ipa group-show < >~ K%M L T group_name JIL—TD XAV N—T 2=+ —& LT
example_member & project_admins S FNTWBE I & 2R TEET,

. EEEE L Cipaserver IOV 14 Y LET,
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$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. testhostgroup ICE T 215HREZRRLET,

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup?2
Membership managed by groups: project_admins
Membership managed by users: example_member

BB
e ipa hostgroup-add-member-manager --help Z S8R L T 72X W,

e ipadmanR—YEZSRMLTLEIL,

18.6. ANSIBLE PLAYBOOK #fH L TCIDM KRR N JTIL—FITHR A M & 1F
EXIELRWEDICTEBAE

LUFDFIEICHE > T, Ansible Playbook %Z{#F L T. Identity Management (IdM) DR R b FIL—FIC
RAMNDPRWZ EEBERLET,

(1} =355
o [AMEBEEFE/NZT—RELELTWS,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

® Ansible Playbook THR9 27K RA MY 1AM ICTFEIES %, FE#IL Ansible Playbook % L 7=
M RZ R TV ) —DEFEOHESE 2SR LTIV,

e Ansible Playbook 7 7 1 WD BBRT ZHEA N TIL—THIAM ICFFEET B, #E#IL. Ansible
Playbook R L TIAM KRR NI —T2EHEIEZFIE 2SR L TLEIW,

FIR

1. inventory.file REDA IRV N) =T 74 )L HER L. TDIT 74T, =5 v MIERE
T3 IAMY—NR—D) X ~h&EDHE Tipaserver aE&L £,

[ipaserver]
server.idm.example.com
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2. REREKRAMNBLVRRA N IL—TEHR%FER L T Ansible Playbook 7 7 1 L& VER L &
¥, ipahostgroup Z# D name /XS A —4 —%FRALTHRZA NI —TOARIEIEEL &
¥, ipahostgroup Z#® host /XS X —4 —%FRAL T, RA KT =TI, FEIEAVE
DICTEHRAMNDEZRIZIBELE T, TDOFIEIE. /usr/share/doc/ansible-
freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-are-absent-in-hostgroup.ymi
774NV OY Y FILEIE—LTEEL, BRIETETET,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
# Ensure host-group databases is absent
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
host:
- db.idm.example.com
action: member
state: absent

Z ®D Playbook Tld. databases " Z b 7' )L— 7T db.idm.example.com KRR N A FEI H 74
WL D ICTEZET, action: member D17 T, Playbook ME{THEFIC databases 7 /L— FBIED

B AT LARVWED ICEBELE T,
3. Playbook #Z2fTL £ 9,
$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-absent-in-hostgroup.yml

WREEFIE
1. admin & L T ipaserver ICO7 1 >~ L%,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. admin @ Kerberos ¥4 v h&2ERL X,
$ kinit admin
Password for admin@IDM.EXAMPLE.COM:
3 ARARNTIN—TE, FORANTIL—TFICEFNZHRAMIBATIERER-LET,

$ ipa hostgroup-show databases
Host-group: databases
Member host-groups: mysql-server, oracle-server

db.idm.example.com "R b F—FR—ZX KRR M IL—FICHEEL TV EE A
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18.7. ANSIBLE PLAYBOOK Z{#fiL TIDM KRR b Z)L—=TI2, KA ML
INLKRRANITN=TBFEIERVELIICT BTHE

UTDFIRICHE> T, Ansible Playbook Z{#F L T. Identity Management (IdM) D#ERHR R b 7L —
THOOERAMEINIZERRANTN—THRVW &AL ET,

(1} =355
o [AMEHEE/NZT—NEIBELTWS,
o ROBHAEBALTLIICAnsible AV hOA—IL/ —RERELTWS,
o Ansible /N\—Y 3V 214 LIEEERALTW5,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —I DA VA R—ILINTWS,

o ZODfITIE. ~/MyPlaybooks/ T4 LY Y —Il, IdM Y —NN—DTELEM RN A A V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
AfRE LTW3,

e Ansible Playbook 7 7 1 WD B BRT ZHEA N TIL—THIAM ICFFEET B, #F#IL. Ansible
Playbook R L TIAM KRR NI —T2EHEIEZFIE 2SR L TLEIW,

FIR

1. inventory.file REDA VRV N) =T 74 )L HERHR L. TDT7 74T, =57 v MIERE
5 IAMY—NR—D) X h&EDHE Tipaserver =z E&HL £,

[ipaserver]
server.idm.example.com

2. BERKRAMNTIL—TIEHR %A L T Ansible Playbook 7 7 1 L E/ERR L ¢, -
ipahostgroup Z#(® name ZH A FA L T. AWRAMN I —TOEFIZEEL Z
¥, hostgroup ZHTRA MEINIZERA N IL—TOLEIEIEELET., ZOFIE
l&. /usr/share/doc/ansible-freeipa/playbooks/hostgroup/ensure-hosts-and-hostgroups-
are-absent-in-hostgroup.yml 7 7 1 JLDH Y P AE—LTCEE L, BHRETEZET,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure hosts and hostgroups are absent in existing databases hostgroup
- ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
hostgroup:
- mysql-server
- oracle-server
action: member
state: absent
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#5183 ANSIBLE PLAYBOOK #f#H L7/=/KRA M IL— T DEH

Z M Playbook (. mysql-server & & U oracle-server IR X k 7' )L— 71" databases KRR k&
=TIV & AR L £ 9, action: member 1T71&. Playbook ME{THFIC., databases ¥/
IW—TBHD IdM D5 DBIBRIGETINBVWE D ICLET,

3. Playbook #ZfT L £ 7,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-hosts-
or-hostgroups-are-absent-in-hostgroup.ymi

WREEFIE
1. admin & L Tipaserver iCO7 1 >~ L %9,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. admin @ Kerberos ¥4 v h&2ERL X,

$ kinit admin
Password for admin@IDM.EXAMPLE.COM:

3 RAMEINARRA N N—TE2HEEIERWER NIV —TICET B ERERTLET,

$ ipa hostgroup-show databases
Host-group: databases

ZDOHATIE. mysql-server & & U oracle-server DR X MEINZRR N T IL—TH, HE
databases DR A M T I —TICHRWC E#ERELET,

18.8. ANSIBLE PLAYBOOK Zfffi L TIDM /R R M JIL— T FHEI B4
WL I IZTBHE
LUFDOFIEICHE > T, Ansible Playbook % L T Identity Management (IdM) IZFR R k 7 IL—TFH' 73
WZEeZzHRLET,
pa 3]
Ansible % L 2 W5&ICIE, ipa hostgroup-del Y > RTHRRA NI —FITV K
)—% IdM D SHIBRLE S, dAMDSRA N TIL—T%HBRT2 &, AMIZKRR NS
IW—THFE LRVIRRRICAR Y £9, Ansible IZBEMICKFEL TLWSDT. Ansible &
FRALTIAM D SRR M TIL—F%BIBRT 2I1C1d. KRR b DREEE Absent (state:
absent) & L TE# L 7z Playbook #E T 2 ELHY £ 7,
AR
o |[dMEBEEE/NRRT—REBEL TV,
o ROBHAEBALTLIICAnsible AV hA—IL/ —RERELTWS,

o Ansible/N\—Y 3V 214LEAFERALTWS,

189



Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—/R—DZL2EBE R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

FIR

1. inventory.file REDA IRV N) =T 74 )L HER L., TDT7 74T, 99— v MIERE
5 IAMY—1R—D) XA h&EDHE Tipaserver aE&L £,

[ipaserver]
server.idm.example.com

2. MERKRR NJ I —F1ER%EH L T Ansible Playbook 7 7 1 L EER L £, ZDFIE
l&. /usr/share/doc/ansible-freeipa/playbooks/user/ensure-hostgroup-is-absent.yml 7 7
WOH YT EIE—LTEEL, BRILTEET,

- name: Playbook to handle hostgroups
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- Ensure host-group databases is absent
ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: databases
state: absent

Z @ Playbook Tld. I1dM m 5 databases KA M I — T A EFHEI LWL IICLE T, state:
absent (&, IAM DSHRRA M TIL—THEIBRINTVWAWRERY, RA NI —TOHIBRERER
KLET,

3. Playbook #ZfT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
hostgroup-is-absent.yml

WREEFIE
1. admin & L Tipaserver ICO7 1> L %9,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. admin @ Kerberos ¥ v h2ERL X,
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#5183 ANSIBLE PLAYBOOK #f#H L7/=/KRA M IL— T DEH

$ kinit admin
Password for admin@IDM.EXAMPLE.COM:

3 BEIERVEDICTZRA NI —TOERERTLES,

$ ipa hostgroup-show databases
ipa: ERROR: databases: host group not found

databases KRR NI —THNIAMICEELEFH A

18.9. ANSIBLE PLAYBOOK #{FFH L TIDM KA M TIL—THBHRA M &
FEIERWVWEDICTBAE

LFDOFIETIEL. Ansible Playbook #FH L T, IAMERAMB L VRA M T —FITA YV IN—T R —
A —EFEIERVWELDICTEAEERBALET,

(I} =355
o [AMEBEEE/NZT—RELEL TS,
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—5—I(C ansible-freeipa /Ny T —I DA VA M—ILINTW S,

o ZDOHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R L7 Z & &RIIRE LTW3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

¢ AUN—IR=—Vyv—DbLHRTZ1I—HF—FF1—H—-—JIL—TOERIE. EET DK
NTWN—TDERIDBETT,
FIR

1. inventory.file WEDA VXY N =T 7 AL &R LT, TDT 74 JLIC ipaserver = E# L
F9,

[ipaserver]
server.idm.example.com

2. MERERAMNBSLIVRRANTIL—F AV N—EBIFEHR % FH L T Ansible Playbook 7 7 1 JL %
ER L ZE T,

- name: Playbook to handle host group membership management
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:
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- name: Ensure member manager host and host group members are absent for
group_name

ipahostgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: group_name
membermanager_user: example_member
membermanager_group: project_admins
action: member
state: absent

3. Playbook #Z2fT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
member-managers-host-groups-are-absent.yml

BREEFIE

ipa group-show ¥ > K% {#FH L T. group_name %' /L.—7IC example_member 7z (&
project_admins WA VY /NN—TRX—Y v —E LTEEFNTWVWEINEI N ERRETE XY,

. EEEE L Cipaserver IOV 14 Y LET,

$ ssh admin@server.idm.example.com
Password:
[admin@server /]$

2. testhostgroup ICE T 2 15HREZRRLET,

ipaserver]$ ipa hostgroup-show group_name
Host-group: group_name
Member hosts: server.idm.example.com
Member host-groups: testhostgroup?2

BIER R

e ipa hostgroup-add-member-manager --help Z SR L T 72X W,

e ipa®dmanR—YEZSRMLTLEIL,

192



FE19EIDM/XRT—KRY > —DESH

F19Z IDM /XA T — KRR O —DERH

AZETIE, Identity Management (IdM) /XX 7 — KRR & —|CDWT, F7. Ansible Playbook % & g
LTIAMIZFIRNRZAD—RRY O —%BIMT 2 HEEHRBALET,

191 /3R — KR —& &

INZAT—RRYD—IE, RAT—=K@EIHEDOHZ—EDI—ILTT, LEZIE /XAT—RRKRY
=TIk, "NRAT7—ROHRNMREZGAEMPEEZEETEET, CORYV—DOFRELZEI—H—
I, T2ICRWAARTD—REBREL T, BEDERGZHI-ITHETNRAT—RNE2EETI2MHENHY
T, COLIICNRRAT—RRYY—%5FHTZIET, A—H—DNRXRAT—RPREINWTERAIN
2YRIDNERBRINET,

19.2.IDM D/XZ2 T — KRR o —
/X277 — RiE, Identity Management (IdM) Z—+4—#%% IdM Kerberos KX A4 VI L CEREET b —
BERHETY, NRAT—RRYS—TlF, ZOELIQRIAM 2—H—D/IRT7— KT RERG%
EEHELXT,

pa 3]

IAM /X2 — RR) o — (BB E /2B LDAP T4 LI MY —THREINFTH
Kerberos Key Distribution Center (KDC) (/327 — KR 1) & —%s&HIICFER L 7.

e

NZAT—RR)—EHE X, [dM TONRRT—KRR) —DERIFEATET2BEZY A MKRRLE
£

KIOINRRAT—FKRY) >—DEH

Bt ELL] ]l
Max lifetime NZAT—KDYty NDAREILARBZET Max lifetime =180
D, N7 —RNOBEMHERE (H) DLERT
¥, 74 MEIZOOHTY. A—Y—/X2T— K& 180 HEDH B

TY., BWHRAZET 2 &, IdM IFE
CDEMAOICKREINTWVWSIGA, /N Bakovda Oy haRRLET,
27— ROEMERIFTIN AW &I15E
BELTLEETWY,

Min lifetime NRRAT—REZBLTHSRICERIRE Min lifetime =1
IO ETICR/DMRBETZ2HEDH B85
Mo I—H—HNRRAT— ROEEKIC, RIC

EEY I TIKRETE 1REFHRY 2
BEIHYET,

History size REINZLEID/ART7— R, /X2 History size = 0
7— RNDOBREICHZ/XRA7— RE=BFH
TEFHAN., REISNTUVWAVLFEID ZDBE, NRAT— NERIEZISEY,
EDIREATEET, A—H—EURID/IRAT—REENTE
BRATZZEY,

193



Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

Bt

Character classes

Min length

Max failures

Failure reset
interval

194

B4

NRT—RTERTIVDEDHEIXFEY
SADHE, XFIVSRAERDEBY T
ER

*RKXF

* N

* =

*3vw () EUL K () PRYYRY
(*) R EDEEHRXE

*fthad UTF-8 X=F

1DDXFAEHOEFZTHERT S &, X

FISAMIDOBPLET. UTICHZ
~LEY,

*Secretl (I3, KXF., IXF, HF
D3IDDXFEIZADHYET,

*Secret111 (C1X. AX=F. IXF.
FASEFNTVWETA, 15 BYIRLIE

RAEA LD, RFILT 4D -1 TXF

DIAD2DICRYYET,

/\OZ '7_ Fo)%d\ﬁo

BIDNRRAT—RRY—FTaryn
WIFNHPREINhTWBE, XA T—
Kog/NRIZ6XFTT,

M A L—H—Fho Y 2Ov 7T 3
FTOOTA VERAITORAKREH.

KB LOT4 vEITERZ IdM )
Yy M2 X TORE (WEA),

&

Character classes = 0

WERIZADT 74 IZ0TY,

BSERET BICIE. --minclasses 7+
7> a3 v %$gE L Tipa pwpolicy-mod
aAY Y RERITLET,

ZDRDOFICEEHINTWS EE DEE
FEEEHETSRBLTLEIWN,

Min length =8

SNFERBD/NRAT— RIFFAHTEFE
Ao

Max failures = 6

I—H—HNRRT7—KEE>T7EAN
T5E, MFA—H—7Ho v M
Oy L&,

Failure reset interval = 60

Max failures TEZ I /071 V&7
M1 AU EREBET 2 &, 12— —&
A—HY—T7ho v A0y I EINBOHE
BREBOTAVERAABIENTERE
ER



FE19EIDM/XRT—KRY > —DESH

B S #l

Lockout duration Max failures TEZ I h/z@#Fn 0O 741 Lockout duration = 600
VATICKB LRI AT HD Y
RSOy & X B BER (DB, ThAUY IOV INBE, 10 2RO

T4V TEFEEA.

BE

EfXECESE2FATERVWN—RY 27y M'EEHZFEICIE. XFIVFTRE
HICHEEHBEESEFALTLEIW, XRT—ROXFEI S AKY ¥ —DFHMIL,
Red Hat 7L v ¥ X— M What characters are valid in a password? ZZB L T X
LY,

19.3. ANSIBLE PLAYBOOK ZfF L TIDM IC/XRX T — KR ) ¥ —%F &
IHEBFIE

Ansible Playbook % {#f L T Identity Management (IdM) IC/XX T — KRR O —%FEIH B ITIE, R
DFIRICHENET,

IdM IZ81F 5T 7 1)L bD global_policy /X277 — RRY S —Tldk, "RAT7—RKHDERBZXFI SR
DEIFOICHREINTVWEY, BETM XL OICHREINTVWET,

LUTFOFIEICHE > T, Ansible Playbook 2R L T, IdM ZIL—FICL WVBADHR/IRRT7—RKRY > —%

pa )

dM I —TDNRRAT— KRR —DHEEHETEET, BRI —Y—IT/XAT7— KK
) —%=EHETIEHA,

AR
o ROBHAEBALTLIICAnsible AY hA—IL/ —RERELTWS,
o Ansible /N\—I 3V 214 LIEEFERALTW 5,
o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTWS,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A A V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o |[dMBEE/NRRT—RAEIEELTWS,
o [dMICIRRT—RRY Y —DBEETEIIEEERET B TIL—T,
FIE

1. inventory.file MEDA XY N =T 74 )L &EERK L. [ipaserver] €2 > 3 Il I1dM H—
/{_0) FQDN %E% lJ i-g_o
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[ipaserver]
server.idm.example.com

2. Ansible Playbook Z{ER L T, BEHEIEZNRAT7—RRY—%2E&HLET. ZOFIE
&, /usr/share/doc/ansible-freeipa/playbooks/pwpolicy/pwpolicy_present.yml 7 7 1 JL. D
BlzaaEE—LTEREL, BRILTEFT,

- name: Tests
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure presence of pwpolicy for group ops
ipapwpolicy:
ipaadmin_password: "{{ ipaadmin_password }}"
name: ops
minlife: 7
maxlife: 49
history: 5
priority: 1
lockouttime: 300
minlength: 8
minclasses: 4
maxfail: 3
failinterval: 5

EEHOEKRICDOVWTIE, NRAT—RRYY—DOEMH 2#BBLTLLEIL,

3. Playbook #%2fT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file
path_to_playbooks_directory /new_pwpolicy present.yml

Ansible Playbook Z{FH L T, ops ZIL—FDNRRAT—RKRRY O —% M ICEFEEIHZIENATEFL
7o

BF

ops /N2AT7— KRR L —DBEEIF UEREINF T global_policy /X277 — KR 1)
V—ICIIBEENIREINT A, LROEHAMNS, ops R ¥—IF ops FIL—T
(MDglobal_policy & Y BEIHICELEI N, T CICAMCRY T,

global_policy (&, 2 —H#—ICRY Y —DBREINTVWARWEED T + —IL/Ny ViR
U—ELTHBEEL, JIL—TRNVO—LYVEBEINDZEIEHY £HA,

BIER R

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-pwpolicy.md 7 7 1 L A S8 L
TLEIW,

® Password policy priorities Z58B L T I,
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FE19EIDM/XRT—KRY > —DESH

19.4.IDM TOEMD/RXRAT—RRY > —F T a v

Identity Management (IdM) EI2& &, libpwquality #gEtz v MIED CEBMD/NNRT—RKRY o —F
ToavEBMITEIET, TIAIMMDORRT—NEHEZBIETEET, BMD/IKRT—RKRY
—F T avitiE, UTFAEFENET,

--maxrepeat
FLWARRT—RICERATES, EMI2A—XFHEROLRZEEL T,
--maxsequence

FLWARTD—RICBT2BARNFY— TV ADRARZEELE T, 2D LD REIOH
&, 12345 F7/ld fedcb TY, TDEIBRNRRT—RDIFEA LR, BREF v IICERLEE
/‘JO

--dictcheck

TOLADHZEIK. RRT7— N (BERRE) ’HEOREE—BITI2HEINEHRALET, R
1£. libpwquality (. cracklib 54 73 ) —%FALTT(4 0> a7+ ) —DEREETLTVE
-3—0

--usercheck

EOUADIGEIR. /NZAT— R (BEAE) I, A52OBATLI—HF—EZDEITNTVEINED D
ZHRALET, - —ENIXFLYEWGEREITINI A,

BEDO/IRRT—RIZIE, BMONRRAT—RRYY—A T ava@ERTIEzHA, BMMATavown
ThhaBEATZE. [dMIE. KR — RORNXFHTH % --minlength + 7> 3 %= BEINIC 6 X
%‘h Ebi’g—o
pz o-1o)
RHEL 7 #—/8—¢& RHEL 8 H—/N—HYBIET 2IRIETIE, RHEL8 4 UM TEITINT
WBH—NR—|CDHEBMD/NAT— KRR O—REEBHETEET, 2—F—»HI1dM 2
SATF7vNMIOTA4 YL, M54 7Y A RHEL 83 LRITETLTWS [dM H—
N—=CEBELTWEIBEIR., YATLBEBENRELLZFLLUWARTD—RKRY)Y—DE

HIEREINEFEA, —ELLEMFZERT BICIE. IRXTOY—/N—% RHEL 8.4 LA
BICTy T L—REFLIIEHFLET,

B e IR:
o [dM JI—TADBIMD/NRAT— KRR —DEA

e pwquality(3) man R—<

19.5.IDM )L —TADEBIMD/INZAT— KRR > —F T2 3 v DEHR
Identity Management (IdM) TEMD/XR 7 —RKRRY > —F T a v &#ERAT 5I1C1E. ROFIBICHEL
FY, TR IILWART—RIZZ—H-EFZNFFThTLnRanI &, NRT—RICAUXFINE
BMLT2XFURICARZEIICTEBIET, Ix—TJv— TI—TONRRAT—RKR)o—%igtd 3
HiEEGHBLET,

A& H
o |[dMEBEHESLTOVM Y LTWS,

o IRX—T¥v— JIN—THIIMICFEEL TV,

197



Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH
¢ YR—I¥v—/NRAT—=RRYI—=DIdM ICHFELTW 3,

FIR

L YXR=—T¥— I —TD1—H—HIRETIZIRTOHFLWAAIRT—RIZ, 2 —HF—Z DR
EEALET,

I $ ipa pwpolicy-mod --usercheck=True managers

Pz
NRR7—RRY—DEZRIEEELRWE, T 74 bOD global_policy A"Z &
IhExFd,

2. IR=I¥— NRAT—RRY>—T, @—DEHRLEXFOLREZ 2 ICRELFT,
I $ ipa pwpolicy-mod --maxrepeat=2 managers
NRAT—=RIS, B—DEHLEXFN 2XFEZBA2HAE. NAT7—RFMERTERLAAY

F9, =& 2L eR873mMUIMYJQ DIEAEDLEIX, EHLT3ID2D 152804, FHTSE
FtHA,

1. test_user E WO ZRIDT A MI—H—%BMLFT,

$ ipa user-add test_user
First name: test
Last name: user

Added user "test_user"

2. TAMNA—H—% Ix—TIv— JIL—TITEMLFT,
a. I[dM Web Ul T, Identity -» Groups - User Groups =7 ') v 2 L9,
b. managers #7 ') v 7 LE Y,
c. Adddz2 v I LZET,
d. Add usersinto user group 'managers'X—< T, testuserFz vV LZET,
e. >KHZ/2') v - LT, 1—%—% Prospective ZIICBEL X7,
ffAAdZ2 Uy I LZET,
3 FAMNI—H—DNRZRT—REYEYMNLZET,
a. ldentity » Users ICBBEIL 7,
b. testuserz27 )y LZY,

c. Actions X =21 —T, ResetPassword #7') v L7,
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d 21— —D—BNXAT7—KE2ADLET,

4, O K54 VT, test_user M Kerberos Ticket-Granting Ticket (TGT) ZEXf8 L THTK 2
YA

I $ kinit test_user

a. —RNZAT7—RFRZABDLEY,

b. RATD—REZZEEFTINENHDIEDNVRATLADNSBEMINE T, test_user D1—H—
2EESUCNRRAT—REAALET,

Password expired. You must change it now.

Enter new password:

Enter it again:

Password change rejected: Password not changed.

Unspecified password quality failure while trying to change password.
Please try again.

R

Kerberos ICI&. MR TS —/NRAT— KRR O—DIREIFTHRL. BEDT —
ATl NRAT—RKPMEEFIN-EHZRAEICRLTVWEREA,

C. AMULERRAT—RPMEEFEINLEIEAVRATAILBHNINE T, EHL TIXFUL
DE—XFEEC/INRAT—READLFT,

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

d AALERRT—RFMEBINLIEN VAT LD LBEBRNINE T, YRX—TIv+— /"2
T— KRR —DEEER/LITINRAT—REANLEY,

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

5 BfGLATCT Z2RALET,

$ Kklist
Ticket cache: KCM:0:33945
Default principal: test_user@I|DM.EXAMPLE.COM

Valid starting Expires Service principal

07/07/2021 12:44:44 07/08/2021 12:44:44
krbtgt@I|DM.EXAMPLE.COM®@IDM.EXAMPLE.COM
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VER=—I¥— DNRRAT—RRY =D Ix—Iv— JIN—TO1—HF— IR LTELLHETSZ L
JIKRYF L,
RS

o 1dM TOEMD/RRT — KK & —

19.6. ANSIBLE PLAYBOOK A L TEBIMD/XRAT— KR —F T 3
vEIDM I —FIERT S

Ansible Playbook Z{#H L TEBIMD/ART—RRY > —FF> a3 vEFERL, HED IAM FIL—TD/N
27— RKRRYY—EHEBIETEET, TOBEMNICIL. maxrepeat. maxsequence. dictcheck. & &
U usercheck /X277 —RKRY>—FF>avaFRTEET, ZDFITIE. managers 7IL—TITR
DEHEFZRETDHEEHRALET,

o 1—H—DHLWART—RIZ, A—HF—DENZThDOI—HF—ZNEIN TR,

o NRT—NRILEFNIEHRT I2EA—DXEN 2 XFUTTH S,

o RRAT—RILEFNZERALXFINNIXNFUATH S, Ihid, ¥R FTLH 1234 % abed 72
EDXFNZEONRAT—REZIFANGWI EZBKRLET,

=35

o RNDEMHAEMITLIICAnsible Y hO—JIL/—REFZRELTWS,
o Ansible N\—Ya v 214 UEAEFERALTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ~/MyPlaybooks/ 714 L2 b —IT, IdM H—/N—D5ZLIERM K X 1 >~ % (FQDN) % fEH
LT Ansible f YRV M) =T 74 )L &KL T

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,

o [dMIC/IRRT—RRY Y —DBEETDIIEEERET B TIL—T,

FIR

1. Ansible Playbook 7 7 4 JL manager_pwpolicy_present.yml Z{Ef L T, HEEIE2/827—
FR)S—%EELET., COFIREBRILTZICE. ROFIZIE—LTEELET,

- name: Tests
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure presence of usercheck and maxrepeat pwpolicy for group managers
ipapwpolicy:
ipaadmin_password: "{{ ipaadmin_password }}"
name: managers
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usercheck: True
maxrepeat: 2
maxsequence: 3

2. Playbook #Z2fT L7,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file
path_to_playbooks_directory /manager_pwpolicy present.yml

WEE
1. test_user E WO ZREIDT A MA—H—%BMLFT,

$ ipa user-add test_user
First name: test
Last name: user

Added user "test_user"

2. TAMNA—H—% Ix—TIv— JIL—TITEMLFT,
a. I[dM Web Ul T, Identity -» Groups - User Groups =7 ') v 2 L9,
b. managers #7')v 7 LE Y,
c. Adddz2) vy I LZET,
d. Add users into user group 'managers'X—< T, testuser2F T vV LZET,
e. >KH=Z=/7') v - LT, 1—%—% Prospective ZIICBEL X7,
ffAAdZ2 Yy I LZET,
3. TANI—Y—DNRRAT—RZYty hLET,
a. Identity » Users ICBBEIL £ T,
b. testuserz2 ) v LZY,
c. Actions X =1 —T, ResetPassword =7 ') v 7 L&Y,
d 2—4%—0O—RKXRAT7—-FZAALEY,

4, ATV RZ4 T, test_user M Kerberos Ticket-Granting Ticket (TGT) ZE§ L TA T &
Ty,

I $ kinit test_user

a. —RNZAT—RFRZABDLEY,

b. N2V —REZBFTIBENHDIEN VAT LADLBHMINEY, test_user D1 —H—
ZEEONRAT7—READLET,

I Password expired. You must change it now.
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Enter new password:

Enter it again:

Password change rejected: Password not changed.

Unspecified password quality failure while trying to change password.
Please try again.

pa 3

Kerberos ICI&. MR TS —/NRAT— KRR O—DIREIFTHRL., BEDT —
ATl RRAT—RAEEFINALERAPEICRLTVWE R A

C. ANMALERRAT—RPMEEFEINLEIEAVRATAILBHNINE T, &L TIXFUL
DE—XFEEC/INRAT—READLFT,

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

d AALENRZT—RMEEINLIEN VAT LADLBMINET, 3XFZBZHHEFALR
XFNEBUNRAT—REAALET, LEAE 1234 % fedc B EDXFIITT,

Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.
Please try again.

Enter new password:
Enter it again:

e. AALENRRAT—RMEFINLIEDNVRATLANLGBAINET, vX—Iv+— /X2
D— KRR —DEEEFHTINAT—REANLET,
Password change rejected: Password not changed.
Unspecified password quality failure while trying to change password.

Please try again.

Enter new password:
Enter it again:

5, TCT =R/ LIz &=L ET., Ihid, BWEB/NRRT—KZAALEEBICOAAEEETT,
$ klist

Ticket cache: KCM:0:33945
Default principal: test_user@I|DM.EXAMPLE.COM

Valid starting Expires Service principal
07/07/2021 12:44:44 07/08/2021 12:44:44
krbtgt@I|DM.EXAMPLE.COM®@IDM.EXAMPLE.COM

BIER R
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e [dM TOEMD/INRT— KRR —
e /usr/share/doc/ansible-freeipa/README-pwpolicy.md

e /usr/share/doc/ansible-freeipa/playbooks/pwpolicy
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F20=EIDMISAT7MDODIDMA—H—ADSUDO 77 EAD
& Al

Identity Management Ta1—H—|lsudo 7V R #EAZ 5T 2 HEEZF L<FHBALET,

201.IDM 7 247> k@D SUDO 77 R

VAT LEEBEIL, root UMADI—H—IZ, BE root I —H—HICFHINTWBREEIOT Y KEE
TCEBLDICTDsudo 7V ERAZFETEET, TOHER, 12— —». BE. root 21— —HIC
FHINZBEIOTY REETTBZHEE. AT Y RORNIC sudo 241752 ENTEET, /ARAT—
REAHNTZE, 2TV Ridroot 21— —& LTEITINET, T—9R—AHY—ERXT7HDV
N EDRIDI—H—F/E /I —TELTsudo 7Y RAEEFTTBICIE. sudo )L—ILD RunAs T
AV7RXERETEET,

Red Hat Enterprise Linux (RHEL) 8 78 X b A% Identity Management (IdM) 7 54 7>~ & L TEHI N
TWBGEEIE. LTOAET, EQOIAMMA—HF—NRKANTEDITY REZET TN E2EET S
sudo }b—)lx%?‘éﬁé’@% 9,

e O— )LD /etc/sudoers 7 7 1 )L
o |dM TO—IGERE

ARV RSA VAV —T 4 X (CLI) & IdMWeb Ul 2ERA LT, IdM 254 7> h® sudo £
W= ZFTEZET,

RHEL 8.4 LABETl&. Generic Security Service Application Programming Interface (GSSAPI) &/ L
Tsudo D/IXRT—RLRABHEHET DI EETEFRT, N, UNXR—ZRDFARL—F 1T
VAT LDFRAT 1 T T Kerberos t—ERICT V2R L TCERILET 5 HETYT., pam._ SSS_gss.s0
Pluggable Authentication Module (PAM) Zf& A L T SSSD #—E X % L T GSSAPI 525 %= U H
L. B4 Kerberos F4 v M FEHA L Tsudo A< Y NI L CEREEZ 1T ZEATEE T,
BEEER

o sudo 77 EADEE A#BBLTLEIW,

20.2.CLITDIDM 754 7> k@D IDM 21— —A®D SUDO 7 ¥ & AFFH

Identity Management (IdM) Tld. HFEDIIM KA M TIIM A—H—ThHD Y hOFEIAT Y NI
sudo 77 R AETEZXT, MICsudo ATV REEBIMLTHA S, 1D2FLIEEHODI<T Y RICH
LTsudo/L—ILEER L T,

7= & Z X, idmclient ¥ < > T /usr/sbin/reboot I~ >~ KA E179 ¥R % idm_user ICT 5T 3
idm_user_reboot @ sudo L—IILAZERRT B ICIE. LTOFIEZETLET,

AIRE 4
o |[dMEBEHESLTOVM L TWS,
o |dM Tidm_userD1—H—7HD Y MaEER L. 21— —DIRXRAT—REZERLTEDT A
ovh0OY I ERBRLTWS, CLIZFERALTHLWIAM 22— —% BT % HEDFFHM
&, AV RSA Vv EFRLEZZ—Y—0EBIN 2SR LTLEIN,

e idmclient R MZO—AJL idm_user 7H D >~ MAEFEEL ARV, idm_user 1—H—(&, O—
AL D letc/passwd 7 7 1 ILICIFRRINEH A,
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FIg
1 1dM @ EEE & L TKerberos F7 v bEEFLET,
I [root@idmclient ~]# kinit admin
2. sudo A%~ KD IdM 7—# R— 2| /usr/sbin/reboot 1%~ RK&EML £,

[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot"

Sudo Command: /usr/sbin/reboot

3. idm_user_reboot & \\ D ZFEID sudo IL—ILEERR L £ T,

[root@idmclient ~]# ipa sudorule-add idm_user_reboot

Added Sudo Rule "idm_user_reboot"

Rule name: idm_user_reboot
Enabled: TRUE

4. Just/sbin/reboot 1< > K% idm_user_reboot JL.—JLIZEML X9,

'lusr/sbin/reboot’
Rule name: idm_user_reboot
Enabled: TRUE
Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

‘ [root@idmclient ~]# ipa sudorule-add-allow-command idm_user_reboot --sudocmds

5. idm_user_reboot JL—JL % |dM idmclient KX MTERA L F T,

idmclient.idm.example.com

Rule name: idm_user_reboot

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

| [root@idmclient ~]# ipa sudorule-add-host idm_user_reboot --hosts

6. idm_user 7 A7 >~ k% idm_user_reboot/L—JLICEIML £,

[root@idmclient ~]# ipa sudorule-add-user idm_user_reboot --users idm_user
Rule name: idm_user_reboot

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot
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Number of members added 1

7. WEICIH LU T, idm_user_reboot L—ILDBEZIMEAEHZLF T,

a. sudo L—ILHAEMTH ZEBAEEET 5 I1CIL, --setattr sudonotbefore=DATE # 7> 3
> %187 L T ipa sudorule-mod sudo_rule name I<Y > RAFRA L 9., DATE &
&, yyyymmddHHMMSSZ F=0ICER L, BARMICIEEIN2MWETHE2RELNH Y £
9, & zlE. idm_user_reboot JL—ILDBEMIEDREIA % 2025 12:34:00 F 12 A 31 ICERE
TBICE, ROAT Y RERTLET,

[root@idmclient ~]# ipa sudorule-mod idm_user_reboot --setattr
sudonotbefore=20251231123400Z

b. sudo JL—ILHERN =LA EHRT 5 I1C1E. --setattr sudonotafter=DATE 4+ 7> 3
HEALFET, /=& AIE, idm_user_reboot JL—ILDEREIRI D &% % 2026 12:34:00 &F
12 A3NICERET SICIE. ROAT VY REETLET,

[root@idmclient ~]# ipa sudorule-mod idm_user_reboot --setattr
sudonotafter=20261231123400Z

pa )
Y—NN=DEI7 ATV MADEEDEBICIEIHI I D 2HZEDHY X,

WRELFNE
1. idmclient KR MZ idm_user 7 Ao v hELTAYTA YV LET,

2. idm_user 7 AU Y M HEITEHEEAR sudo L—I)LE=RRLE T,

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",
env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",
env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",
env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE",
env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY
KRB5CCNAME",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

3. sudoAfFAHLTY Y VEBRELIFT, 7OV IMBRRIINSZS, idm_user D/XR T — K
EABDLET,

[idm_user@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for idm_user:
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203.AD TOIDM Y74 7> MNDIDM 21— —AD SUDO 77 = RAEFH
Identity Management (IdM) ¥ 2 7 LABEBHE L, IdM 2 —H—J I —TA2FEAL T, 72 ZRFFA. K
ARNR=2DT7 U AHH, sudo)b—I, BLVIIM A —H— I/ T D ZDMDFHEAFZETETF
o M 2—HF =TI —TF1F, IdM KX A V)Y —ZAANDT IR &HTSLCHIRLET,

Active Directory (AD) 1—H— & AD FIV—F OfiA % IdM 1 —HF—J I —FITBMTEET, Th
ERITTBICIE. LTFETWET,

. ADaA—H%—F iz IL—7% JEPOSIX AER IAM FIL—FICEMLE 9,
2. 3EPOSIX HEB IdM ' IL— T % |dM POSIX ZIL— 7 I1BML £ 9,

Z D%, POSIX VI —TDHERAEETZIET, ADAI—YV—DHERAZBETEET, flAX. BE
DAYV RDsudo 77 tR%, BEDIIM KR D IAMPOSIX 2 —H—JIL— S5 TEF T,

R

AD A—H—J)—T%, IdMAEB I —FITA VY N—E LTEBMTEIEETEET,
IHIZEY, 1D2DAD LIV AICA—Y—BL P TIN—TOEBE#HIET 5 & T,
t;cﬂ}{ N Windows 2 —H#'—®DRY) > —DEEHNBZICRY T,

B

BF

IdM @ SUDO JL—JLICAD A—H—D ID A —/"—54 R&FER LW TLEXIW, AD
A—H—DIDA—/N—F 14 RiE, AD2—H—BEFTIEAR <., AD 2—%—0D POSIX &
MEDHERLET,

DA—=N—=SA RETI—TAVNRN=E LTEBMTEET, L. TDHEEIL IdM
APITIAM )Y —2 5 EB I ZDICOMKMEATEET, JIL—F A= LTID
F—=N—=S4 REBINT 3R IL POSIX REBICIGARI N TWAWAD, sudo 721
RAMR=Z2DT 72 2EHME (HBAC) L—ILD AV /N—=2y FIRFERTEEE A

ZDFIETIE. ad_users_reboot sudo /L —JL%{EEK L T. administrator@ad-domain.com AD 1 —
H#—(Z. idmclient IdM 7R X kT /usr/sbin/reboot I~ Y KA ETT 2/ X—IvavaeaRf5LFT,
ZHIFEE. root 21— —BICFHINTULWE T, administrator@ad-domain.com (&
ad_users_external 3E POSIX ZIL—T DA v /IN—THY . Zhid ad_users POSIX FIL— T DX > /N—
TEHYET,
GRS Jia

e |dMadminKerberos ® F47 v RFFRIF47 v b (TGT) ZEEL F L7,

o |[dM KX A v & ad-domain.com AD KA A VOBICT7 2L X NEDEFEHIMEFELE T,

o idmclient RAMNICO—AI EBET7HO Y M EELEFEA, EBE I —HPO—-H/ILD

letc/passwd 7 7 1 JLIC) A RINTWEHA,

Fa

1. administrator@ad-domain X ~/N\—%3%D ad_users_external 7 /L— 7% &¢ ad_users &
W—T%ERLET,
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208

a. AFT>av:AD RAA VTHRIGT DT —THEMEITEIRL T, IdM LILLATAD

1Y EEETELOICEALET. EHDOAD FL—TEFALT, ThdE IdM A
DEBZIIN—FIBMTEET,

b. ad_users_external 7)L— 7% {E L. —external # 7> 3V ABIML T, IdM KX A1 U4

DAYN=PFENTVWBEIEZRLET,

[root@ipaserver ~J# ipa group-add --desc='AD users external map'
ad_users_external --external

Added group "ad_users_external"

Group name: ad_users_external
Description: AD users external map

pa 3

I TIERETBINETIL—TH, Active Directory EFa ) 74 =5 IL—7
R¥FaxXY MTEREINTWSLDIT, global %7 (& universal 7' /)L— 72
O—T%FHEDOAD X2 ) T4 —JI—TTHDIEEBERLTLEIL,
=& ZIE. JIV—FZ23—75 domain local T# %7-%. Domain users &
72l Domainadmins AD E¥ 2 574 —JIL—FIIFERATETFH A,

c. ad_users ZIL—F &R L ZE T,

[root@ipaserver ~]# ipa group-add --desc='AD users' ad_users

Added group "ad_users"

Group name: ad_users
Description: AD users
GID: 129600004

d. administrator@ad-domain.com AD Z—H'—% 4 & X > /N—¢& L T ad_users_external I

EBMLEY,

[root@ipaserver ~J# ipa group-add-member ad_users_external --external
"administrator@ad-domain.com"”
[member user]:
[member group]:
Group name: ad_users_external
Description: AD users external map
External member: S-1-5-21-3655990580-1375374850-1633065477-513

Number of members added 1

AD 1 —%'—|(&, DOMAIN\user name Z 7=|{% user_ name@DOMAIN 7 & DL IEE T
BRI EZBELHY FT, RIC. ADIDHI—HF—DADSIDICYY TIhFT, AL
ENAD TIL—TOBMICEETIEEFY T,

. ad_users_external % ad_users ICA VY /N\—& LTEMLET,

I [root@ipaserver ~J# ipa group-add-member ad_users --groups ad_users_external


https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups
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Group name: ad_users
Description: AD users

GID: 129600004

Member groups: ad_users_external

Number of members added 1

2. ad_users D X ~/X—(Z, idmclient 7" X T /usr/sbin/reboot = £{T9 2R {5 L X7,

a. sudo A< Y KD IdM &F—# RXR— R |Z /usr/sbin/reboot I~ KEEBML X T,

[root@idmclient ~]# ipa sudocmd-add /usr/sbin/reboot

Added Sudo Command "/usr/sbin/reboot"

Sudo Command: /usr/sbin/reboot

b. ad_users_reboot &\ ZEID sudo IL—IL=ER L £ 9,

[root@idmclient ~]# ipa sudorule-add ad_users_reboot

Added Sudo Rule "ad_users_reboot"

Rule name: ad_users_reboot
Enabled: True

c. /usr/sbin/reboot ¥ >~ K% ad_users_reboot JL—JLIZEML T,

[root@idmclient ~]# ipa sudorule-add-allow-command ad_users_reboot --sudocmds
'lusr/sbin/reboot’

Rule name: ad_users_reboot

Enabled: True

Sudo Allow Commands: /usr/sbin/reboot

Number of members added 1

d. ad_users_reboot JL—JL % |dM idmclient "X M ITEB L £,

[root@idmclient ~]# ipa sudorule-add-host ad_users_reboot --hosts
idmclient.idm.example.com

Rule name: ad_users_reboot

Enabled: True

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

e. ad_users 7' )L— 7% ad_users_reboot JL—JLIZEBIML T,

[root@idmclient ~]# ipa sudorule-add-user ad_users_reboot --groups ad_users
Rule name: ad_users_reboot
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Enabled: TRUE

User Groups: ad_users

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /ust/sbin/reboot

Number of members added 1

- Y—N=DEI7 ATV MADEEDEBICIEIHINID2HZELHY X,

WREEFNE
1. ad_users 7 )L— T DREEA >~ /N\—T# % administrator@ad-domain.com T idmclient 7K X b
KaoJ4 > LEd,

$ ssh administrator@ad-domain.com@ipaclient
Password:

2. 77 3T, administrator@ad-domain.com "E{TTX % sudo IV RERRLZE T,

[administrator@ad-domain.com@idmclient ~]$ sudo -l
Matching Defaults entries for administrator@ad-domain.com on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",
env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",
env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",
env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE",
env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY
KRB5CCNAME",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User administrator@ad-domain.com may run the following commands on idmclient:
(root) /usr/sbin/reboot

3. sudo 2L TR VABEHLET, 7OV T MHRERINKE S, administrator@ad-
domain.com /XX 7 —RK&EAALZET,

[administrator@ad-domain.com@idmclient ~]$ sudo /usr/sbin/reboot
[sudo] password for administrator@ad-domain.com:

BaEE R

® Active Directory 21— —& & UF Identity Management 7' JL— 7

® Include users and groups from a trusted Active Directory domain into SUDO rules

20.4.IDMWEBUI #EAL~IDM 754 7> hTOIDM 1 —%—AD
SUDO 7 ¥ Z RAtEDRT S
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Identity Management (IdM) Tl&, HFED IAM KA KT IdM 21— —TF7Ho Y bDEFEIT Y RIC
sudo 77 A AMETEZXY, ZMICsudo ATV REEBIMLTHA S, 1D2FLIEEHODIT Y RICH
LTsudo/L—ILEER L T,

idmclient ¥ 3 > T /usr/sbin/reboot I~ >~ R % £173 2HE[R% idm_user IC[f57 3
idm_user_reboot @ sudo L —ILZ{ER T B ICIE. LTFOFIRZETLET,

AR

o dMEEEELTOVAI Y LTWS,

e [dM Tidm_user D1—H—7HDU Y baE L. 21— —D/IRXRXAT—RZEHRLTEDT A
Dvh0OY I ERBKRLTWS, ARV RSA VAV —T A REFRALTHLWIAM 21—
H—ABMTEHEDHEMIT. ATV RSAVAFRALAI—Y—DEMESRBLTLES
LY,

e idmclient /KX MCO—7AJL idm_user 7 hH VY MHEEL ALV, idm_user 1—H—(d, O—
AL D letc/passwd 7 7 1 IVICIEFRRINFH A,

FIa
1. sudo I¥ ¥ KD IdM 7—4 R—X T /usr/sbin/reboot I~ > KZBIML £7,
a. Policy » Sudo —» Sudo Commands DIEICFEEIL £ 7,
b. 5LICHB Add %2 1) v~ LT, Addsudocommand ¥4 7O KRy V AEMEXT,
c. sudo: /usr/sbin/reboot Z{FA L T1—H—NETTEXZ2IY Y REZAALET,

B120.11dM sudo O~ > KDEM

Add sudo command x

Sudo Command * fusrishin/reboot

Description

* Required field

Add || Add and Add Another | | Add and Edit || Cancel

d Addz2Yvy I LZET,

2. #wlLWwsudoav Yy RV M) —%FBEL Tsudo Lb—ILAE/ER L. idm_user #* idmclient ¥
VUEBRETETSLIICLET,

a. Policy » Sudo - Sudo JL—JLICBEIL £ 7

21
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b. LICHB Add% VY vV LT, Addsudorule 51 7OV Ry V A=ME £,
c. sudo JL—ILDERIZ AN L F T (idm_user_reboot),
d. AddandEditZ=2 ") v/ LZET,
e. A—Y—ZEELXT,
i. Who %< 3a>T., SpecifiedUsers and Groups D7 #A R4 V& ERLZE T,

ii. User category the rule appliesto®#% 74> 3> TAdd%x7 ") v - LT, Add
users into sudo rule "idm_user_reboot" ¥4 7OV Ry V A 5T F T,

iii. Add usersinto sudo rule "idm_user_reboot" 41 7O 7R U XIZdH % Available I
T. idm_userFxv 7Ry V7 R%EIRL. IN% Prospective JIICHEIL T,

iv. Adddz2 v LFET,

f. RAMZHEELET,

i. Accessthishosttz2 2 3> T, Specified Hosts and Groups 5 7 7R %9 >~ %53 L
x7,

ii. Host category this rule appliestob 773> TAdd %% ') v LT, Addhosts
into sudo rule "idm_user_reboot" ¥4 7OV Ry V A =HX £ 9,

iii. Add hosts into sudo rule "idm_user_reboot"4' 1 7O 7R U XIZ#H % Available %I
T. idmclientidm.example.com F v 7Rv ¥ XA %E R L. IN% Prospective 5l
ICBEILEY,

iv. AdddZz2 YUy 2 LET,
g AYVREEELZFT,

i. Run Commands 2% > 3 ~ M Command category the rule appliestotf 7/ > 3
> . Specified Commands and Groups 7 A RI VICF v I ANET,

ii. Sudo Allow Commandst% 7+ 3> TCAdd%=% ") v % LT, Addallow sudo
commands into sudo rule "idm_user_reboot" ¥4 7OY Ry V A 5T F T,

ii. Add allow sudo commands into sudo rule "idm_user_reboot"¥' 4 7A YRy U R ILH
% Available 5T, /usr/sbin/reboot F v 7Ry 7 A %&IR L. ITN% Prospective
FICFHREILE T,

iv. Addd&Z=21) v 2 LT, idm_sudo_reboot R—JICREY £,
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B120.2 IdM sudo JL—JL DB

Who

User category the rule applies to: O Anyone (@ Specified Users and Groups
O users External +Add
O id
] p: +4dd

Access this host

Host category the rule applies to: O Any Host @ Specified Hosts and Groups
O Hosts External @Delete #Add

O | idmdientidm.example.com

() Host Groups @Delete +Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups.

Allow

[ Sudo Allow Commands BDelete 4 Add

O | jusr/sbin/reboot

() sudo Allow Command Groups @Delete +Add

h. ZEBICH D Save =0 ) v I LET,

HLWL—ILIZT 72 NTEICARY 7,

pa )
, Y—N=DEI7 54TV MDEEDEBICIEIHI NI 2HELHY X,

WREEFIR
1. idmclient IC idm_user & LT 4 v LET,

2. sudo 2FALTCYYVA2BEELEY, 7OV T IMHRFIINLS, idm_user D/XRT—R
ZAHALET,

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

sudo JL— LA E LK EBEINTWBRIBEICIE., v UrBREHLFT,

205.IDM YV SA4 7V N TCH—ER7AD Y NELTOY Y RAEETT S
CLI T®D SUDO JL—ILDYERK

[dM Tl&, RunAsTA YF R AFHALT. sudo)L—JLAEERTEL. MOI—HF—FLIFTIN—TELT
sudo OV Y REEFTTEFT, EZIE. T—IR—RAT7TV5—23 Vv ERANTBIAM IS4 7T
VEADREEL, FOT7 TV =y avii@ihesO0—AIlY—ERT7 AU NELTOYY REEFTT
ZNELrHBELFET,

ZDFI&FEA LT, run_third-party-app_report & EN 27~ K54 VI sudo JL—IL & VERR
L. idm_user 7 A7 > k%" idmclient 78 X k@ thirdpartyapp H—E X7 A7 > k& L T /opt/third-
party-app/bin/report 1Y~ KER{TTE3LDICLFT,

=S5

o |[dMEBEEHESLTOVM L TWS,
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FIR

214

IdM T idm_user D1 —%—=7 NV Y b &R L. =P —D/NRAT—REERLTETDT N
Y h0AY I EBRLTWS, CLIZERLTHLWIAM =% —% 387 % J5EDF
I ARV RIA YV ZFERLELI—T—0EBM 28R LTIV,

idmclient KX MZO—H)JL idm_user 7 H 7V > MHEFEEL ARV, idm_user 1—H—(Z, O—
AL D letc/passwd 7 7 1 ILICIFRRINEH A,

idmclient R X k(. third-party-app & WD ERID ARSI LT TV r—>a B4 VA =L
IhTW3,

third-party-app 7 7Y — 3 > @ report A< >~ KA, /opt/third-party-app/bin/report = 1
LK) —=ICA VA M=ILEINhTWES,

third-party-app 7 7\) 7 —2 a3 »ICa< Y REFETT 57<HIC. thirdpartyapp &\ D ZEID
A—ALMY—EXT7HO Y bEERLTWS,

CldM D BHEE & LT Kerberos ¥4y NEEBLE T,

I [root@idmclient ~]# kinit admin

. lopt/third-party-app/bin/report 1< > K%, sudo A< > KD IdM 7—4 RX—ITEML &

ER

[root@idmclient ~]# ipa sudocmd-add /opt/third-party-app/bin/report

Added Sudo Command "/opt/third-party-app/bin/report"

Sudo Command: /opt/third-party-app/bin/report

. run_third-party-app_report &L\ 5 ZFID sudo )L —IL = ER L £ T,

[root@idmclient ~]# ipa sudorule-add run_third-party-app_report

Added Sudo Rule "run_third-party-app_report"

Rule name: run_third-party-app_report
Enabled: TRUE

4. --users=<users> 7 7 3 v &{FAHL T. sudorule-add-runasuser I~ > K(Z RunAs 1 —H—

ZHRELET,

[root@idmclient ~]# ipa sudorule-add-runasuser run_third-party-app_report --
users=thirdpartyapp

Rule name: run_third-party-app_report

Enabled: TRUE

RunAs External User: thirdpartyapp

Number of members added 1

A—Y— (FkE ~groups=*F T a VTHRELLINL—)E, O—ANY—ERTHI YV
k%> Active Directory T—H#'—74ED |dM OAEICEBETE FT., JIL—TRICIF % EEFA
BIILAWTL IV,
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5. /opt/third-party-app/bin/report 1< > K% run_third-party-app_report JL—JLIZEDI L £

[root@idmclient ~]# ipa sudorule-add-allow-command run_third-party-app_report --
sudocmds '/opt/third-party-app/bin/report’

Rule name: run_third-party-app_report

Enabled: TRUE

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

6. run_third-party-app_report JL—JL % |dM idmclient R X MER L 9,

[root@idmclient ~]# ipa sudorule-add-host run_third-party-app_report --hosts
idmclient.idm.example.com

Rule name: run_third-party-app_report

Enabled: TRUE

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

7. idm_user 7 7177 >~ b —% run_third-party-app_report L—JLIZEML £ 9

25

REEFIR

[root@idmclient ~]# ipa sudorule-add-user run_third-party-app_report --users idm_user
Rule name: run_third-party-app_report

Enabled: TRUE

Users: idm_user

Hosts: idmclient.idm.example.com

Sudo Allow Commands: /opt/third-party-app/bin/report

RunAs External User: thirdpartyapp

Number of members added 1

pa

Y—N=DEI7 54TV MADEEDEBICIEIHINID2HZELHY X,

1. idmclient K2 Ml idm_user 7ho v k& LTOJM4 YV LET,

2. \HLWsudo L—ILAETFRAMLET,

a. idm_user 7717V Y MAETHEER sudo )L—ILERKFLET,

[idm_user@idmclient ~]$ sudo -I

Matching Defaults entries for idm_user@idm.example.com on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
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LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

b. report 1< > K% thirdpartyapp 7 —EX7 AUV bE LTEFTLET,

[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...

Report successful.

206.IDM Y7 S5A4A 7V NTH—ER7AO9 v NELTOY Y RAEFTT S
IDM WEBUI T® SUDO JL—ILDYERK

IdM TlZ, RunAsTA Y 7R A#FRAL T, sudo/L—ILEREL. BlOI—HY—FLiFTIL—TELT
sudo AX Y RER[TTEET, LEAIE T—IR=—RT7T) =23 %KAMNTZIAM IS4 7
VRDPEEL, ZOT TS —vavIiIlHihTAO0—AIY—ERT AU MNELTATYY RERTT
INELrHDELET,

Z DB %FEE LT, run_third-party-app_report &L\ 5 1dM WebUI IZ sudo JL—JL & {ERK
L. idm_user 777 > k%' idmclient 78 X kT thirdpartyapp Ht—E X7 A7 > b & L T /opt/third-
party-app/bin/report 1Y~ K%ER{TTE3LDICLFT,

AR

FIR
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IdIMEEZE LTR T4 LTW5,

|dM T idm_user D1 —H%—7Ho Y b &{EK L. 22— —DNRXRXAT7—REZ/ERKLTEDT A
T hOOY VEMRLTWS, CLIZERALTHLWIAM 2 —F—% 80017 2 HEDFH
&, IV RSIAVEFERLAEI—T—0EM Z#8RLTLEIW,

idmclient KX MZO—7A)L idm_user 7 77 > MAFEFE LAV, idm_user 21— —(F, O—
AL D letc/passwd 7 7 1 ILICIEFRRINFH A,

idmclient R X k(. third-party-app & WD ZRID ARSI LT TV 5= a4 VA =L
IhTW3,

third-party-app 7 7Y — 3 > @ report A< > KA, /opt/third-party-app/bin/report = 1
LI R)—=ICA YA M=ILEINRTWES,

third-party-app 7 7\ 7 —2 a3 »ICa< Y REFETS 57<HIC. thirdpartyapp &\ D ZEID
A—ALMY—EXT7HD Y bEERLTWS,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/managing-user-accounts-using-the-command-line_configuring-and-managing-idm#adding-users-using-the-command-line_managing-idm-users-using-the-command-line
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1. /opt/third-party-app/bin/report 1< >~ K%, sudo A< > KD IdM 7—4 X—ITEML &

ER

a. Policy » Sudo —» Sudo Commands DJIEICFEEIL £ 7

b. 5EICHB Add %Y 1)y - LT, Addsudocommand ¥4 7OV Ry VR &2HTZET,

c. O~ > K /opt/third-party-app/bin/report # AL £9,

Add sudo command

Sudo Command * foptithird-party-app/binire pu}r‘tl

Description

* Required field

Add | | Add and Add Another | | Add and Edit

d Addz2 vy 7 LET,

2. FilLWwsudo v RT U M) —%FALT, LW sudo JL—ILEERR L 9,

a. Policy » Sudo - Sudo JL—JLICEEIL £ 9,
b. ALILHB Add %2 1) v - LT, Addsudorule ¥4 POV Ry J R %=HEXZT,

c. sudo JL—JLD AT run_third-party-app_report x AL £ 9,

Add sudo rule

Rule name * run_thiru:l-partj,f-app_repm‘tl

* Required field

Add | | Add and Add Another | | Add and Edit

d. AddandEdit=2'Y v 2 L%,

e. I—HY—ZEELIT,

i. Who %< 3a>T. SpecifiedUsers and Groups D> #A R4 V= ZERLZF T,
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ii. User category the rule appliesto®#% 74> 3> TAdd%x7 ') v - LT, Add
users into sudo rule "run_third-party-app_report" ¥4 7OV KRy 7 AT £ Y,

iii. Available M Add users into sudo rule "run_third-party-app_report" ¥4 7074
Ry P XT, idm_user Fx vV Ry P RA%FICL T, Ih% Prospective 5l ICFE)

LEY,
Add users into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
[  uUsers > (] Users
[J | admin | idmuser
<
External
Add || Cancel

iv. AdddZ27 1)y 7 L&Y,
f. RAMERELET,

i. Accessthishosttz2 2 3> T, Specified Hosts and Groups 5 7 7R%9 >~ ZfE53 L
x7,

ii. Host category this rule appliestot# 742> 3> TAdd%7Y v - LT, Add
hosts into sudo rule "run_third-party-app_report" ¥4 7OV KRy V AT £ Y,

iii. Available 5® Add hosts into sudo rule "run_third-party-app_report" ¥4 7074
Ry P X T, idmclientidm.example.com F Tz v V7 Ry V9 RA%=FVICLT, Ihzx
Prospective FIICHEIL £ 7,

Add hosts into sudo rule ‘run_third-party-app_report’ X
Filter
Available Prospective
[J  Hosts > (]  Hosts
[ | client2.idm.example.com [+  idmclientidm.example.com
£
External
Add | | Cancel

iv. Adddz2 Yy LFET,
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g AV KREBELZEY,

i. Run Commands % > 3 M Command category the rule appliestotf 7/ > 3
> T. Specified Commands and Groups 5 VA RI VICF Tz v V2 ANET,

i. Sudo Allow Commandst# 742> 3> TAdd%%2 ') v % LT. Addallowsudo
commands into sudo rule "run_third-party-app_report" ¥4 7OV Ry V A& E %
ER

iii. Available %/ Add allow sudo commands into sudo rule "run_third-party-
app_report" ¥4 7O 7Ry U AT, /opt/third-party-app/bin/report ¥ = v VR U
A%AVITL T, INh% Prospective JUICKEIL £,

Add allow sudo commands into sudo rule 'run_third-party-app_report’ b 4
Filter
Available Prospective
[J  Sudo Commands > [ Sudo Commands
[ help & Joptithird-party-app/bin
< freport
Add | | Cancel

iv. Add %= %2 Y v % L. run_third-party-app_report DX—JIZRY F T,
h. RunAs 1—H—%#EEL X7,
i. AsWhom T, 8ELEA—YF—EITN—TF DSIFRY U EHRALET,

i. RunAs 1—H'—H T3 TAdd% 7' v % LT, Add RunAs users into sudo
rule "run_third-party-app_report" ¥4 7OV Ry V) A5RAE XY,

ii. Add RunAs users into sudo rule "run_third-party-app_report" ¥4 707 KRy 7 R

T. External /R 2 ZIC thirdpartyapp Y —EX7H VY h = AL, Ih%
Prospective FIICTBEIL £ 9,

219



Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

HLWL—ILIZT 720 NTEICARY 7,

220

Filter available Users

Available
(0  users
(J ' admin
(J  employee
(J | helpdesk
(J | manager
External

thirdpartyapp

Add RunAs users into sudo rule 'run_third-party-app_report'

Prospective

O

Users

Add

X

Filter

Cancel

iv. Add %2 ') v % LT, run_third-party-app_report DX—JICRY F T,

i. £LBICHB SavexV ) v LET,
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B120.3 sudo JL—ILDFEH
Who
User category the rule applies to: O Anyone @ Specified Users and Groups
[J  Users External W Delete 4 Add
O | idm_user
[J  UserGroups i Delete <4 Add

Access this host

Host category the rule applies to: O AnyHost @ Specified Hosts and Groups

Hosts External i Delete +Add

] | idmclientidm.example.com

[J  Host Groups @ Delete <+ Add

Run Commands

Command category the rule applies to: O Any Command @ Specified Commands and Groups

Allow

Sudo Allow Commands BiDelete +Add

] | Jopt/third-party-app/bin/report

[J = Sudo Allow Command Groups @ Delete <+ Add
Deny

[J  Sudo Deny Commands WDelete <+ Add

[J  Sudo Deny Command Groups [ Delete = Add
As Whom
RunAs User category the rule applies to: O Anyone (@ Specified Users and Groups

[J  RunAs Users External i Delete «+Add

(0 | thirdpartyapp True

[(J  Groups of RunAs Users i Delete = Add

RunAs Group category the rule applies to: O Any Group (® Specified Groups

(J  RunAs Groups External W Delete «+Add

pa
Y—N=DEI7 54TV MADEEDEBICIEIHINID2HZELHY X,

WREEFIR
1. idmclient KA MZ idm_user 7ho v heELTOY1 v LET,
2. iLWsudo L—ILEFRAKMLET,

a. idm_user 7717V Y MAETHEER sudo )L—ILERKFLET,

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idm_user@idm.example.com on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
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env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",

env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",

env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",

env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER
LC_TELEPHONE",

env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET
XAUTHORITY KRB5CCNAME",

secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user@idm.example.com may run the following commands on idmclient:
(thirdpartyapp) /opt/third-party-app/bin/report

b. report 1< > K% thirdpartyapp 7 —EX7 AUV bME LTEFIFTLET,
[idm_user@idmclient ~]$ sudo -u thirdpartyapp /opt/third-party-app/bin/report
[sudo] password for idm_user@idm.example.com:

Executing report...
Report successful.

20.7.IDM 7 54 7~ b T® SUDO M GSSAPI F2FED A 1L
LUTFOFIETIE, pam_sss_gss.soPAM EV a2 —J)LEZN LT, sudo AYY REL U sudo-i ATV K
D 1dM U 54 7>~ KT, Generic Security Service Application Program Interface (GSSAPI) 523 % B %0

ICTB2AEEHBLET, TOREICEY. |dM 2—H—|E Kerberos F47 v MEHHL Tsudo I~
v NICR g ZEREEAHEEICARY £,

GIErS Jia
o |[dMARRANMNIEAHT S IAM 2 —H—D sudo JL—ILEERR L TW3B, ZDFITIE. idmclient
R A N T /usr/sbin/reboot A< Y K%&ETT 2/N—I v av% idm_user 7AV Y MIf4E
9 % idm_user_reboot sudo JL— L HEREH TT,
e jdmclient "R A MA RHEL 8.4 LIFEAZETLTW3,

e /etc/sssd/sssd.conf 7 7 1)L &, Jetc/pam.d/ T4 LV RN —DPAM 7 7 A IVEEET 578
D root FFHENH 5,

FIR

1. /etc/sssd/sssd.confE:XE7 7M1 I ZHAT Y,

2. [domain/<domain_names>] /> a VICUUTFOT Y MY —&EBML T,

[domain/<domain_name>]
pam_gssapi_services = sudo, sudo-i

3. /etc/sssd/sssd.conf 7 7 1 LR EFELTCEHLE T,
4, SSSD Y —EREHBEEF L T, REDLEEEFZHIAAFFT T,

I [root@idmclient ~]# systemctl restart sssd
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5. RHEL 8.8 LA E{TLTW3IFHE

a. (# 7> av)sssdauthselect 7O 7 7 A LA RBIRL D EDI D EERLE T,

# authselect current
Profile ID: sssd

HAHIZ, sssd authselect 7O 7 7 A ILDBIRINTWB I EDNRINTE T,

b. sssd authselect 7O 7 7 1 ILASBIRI N TWBIFE L. GSSAPIRiE#EMICL F T,

I # authselect enable-feature with-gssapi

c. sssd authselect 7O 7 7 1 ILAABIRINTVWAWESIZ. FhEIEIRL T GSSAPI 526 A
AMLET,

I # authselect select sssd with-gssapi

6. RHEL 8.7 LIAETLTW 355

a. /etc/pam.d/sudo O PAMERE 7 71 IV ZRAE £,

b. MTFDITY h!)—%. /etc/pam.d/sudo 7 7 1 JLD auth £ > 3 V DHRHFDITITEIML F
ER

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include  system-auth

account include  system-auth
password include  system-auth
session include  system-auth

c. /letc/pam.d/sudo 7 7 1 ILERTFELTCEHALZE T,

WREEFIR
1. idm user 7AHD Y MELTRANMIOTA VY LET,

[root@idm-client ~]# ssh -l idm_user@idm.example.com localhost
idm_user@idm.example.com's password:

2. idm_user 7 717 >~ b T Ticket-Granting Ticket "% 2% Z & #ER L £ 7,

[idmuser@idmclient ~]$ klist
Ticket cache: KCM:1366201107
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
01/08/2021 09:11:48 01/08/2021 19:11:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 01/15/2021 09:11:44

3. (AT av)idm_user 7717 b®D Kerberos SREEIFERA R WG E L. IRIED Kerberos 525
BHRZEIRL. ELWVWEREHERZEKRLEX T,
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[idm_user@idmclient ~]$ kdestroy -A

[idm_user@idmclient ~]$ kinit idm_user@IDM.EXAMPLE.COM
Password for idm_user@idm.example.com:

4. NKRAT7—REEEETICsudo #FHL TV A2BEELET,

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot

BEEEIR

o [dMDMAHFE —&E®D GSSAPITY K1) —

o |[dMWebUITIAM 2754 7> hDIdM I —H—AD sudo 77 Z XA DEFH

o CLITDIAMZZ4 7Y hDIdM A —H—AD sudo 77 Z AFFH

® pam_sss_gss(8) D man R—Y

e sssd.conf (5) D man R—
20.8.IDM 7 54 77~ N T®D GSSAPI ZREEDEREH LK U SUDO D
KERBEROS St 1 ~ ¥ — 4 —DEMIL
LTFDFIETIE., pam_sss_gss.soPAM £ 21— )L/ LT, sudo AT Y RELY sudo-iav~ N
DIdM 2 54 7> KT, Generic Security Service Application Program Interface (GSSAPI) 825 %= B %f

I BAEEHRBALEY, T, AN—bAH—REFEHRALTCOVA Y LA ——DHD Kerberos F
Ty RhTInsOaAY Y NICRHLUTEREINE T,

= o-1o)
:@%luﬁ?&%/ﬂ/ N LTERL, thd PAMJIGHY—E I LT SSSD T

GSSAP' fAits DIE% E L/—c\ 6L:ﬁio)u:b uIE’f v //7 'y 73\ Kerberos 9:7 v I\ <7
FyFINTWBHI—H— 7‘:“")":77'&7\75:@&3'6 ENTEXEY,

AR
o |[dMARRANMNIEAT S IAM 2 —H—D sudo JL—ILEERR L TW3B, ZDHITIE. idmclient
R A NT /usr/sbin/reboot A< Y K%ZETT2/N—Ivav%iidm_user 7AV Y MIf4E
¥ % idm_user_reboot sudo JL— L HMERGEH T,
o jidmclient KA MIAY—RMNA—REREEZEREL TW3,
e jdmclient "X MA RHEL 8.4 LIFEAZETLTW3,

e /etc/sssd/sssd.conf 7 7 1)L &, Jetc/pam.d/ T4 LV M) —DPAM 7 7 A IIVEEET 578
D root FFHENH 5,

FIR

1. /etc/sssd/sssd.confE:XE7 7M1 I ZHAT Y,

2. [domain/<domain_names>] /> a VICUTFODI Y M) —%BMLET,
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[domain/<domain_name>]
pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:pkinit

3. /etc/sssd/sssd.conf 7 7 1 LR EFELTCEHLE T,

4. SSSD -'j-_ E‘Z %EE@J lJ T\ EQE@QE%E}%&Q&& j_o
I [root@idmclient ~]# systemctl restart sssd

5. /etc/pam.d/sudo O PAMERE7 71 IV ZRAE £,

6. LFOITY M)—%, /etc/pam.d/sudo 7 7 1 )LD auth £ > 3 Y OHRHMDITITEBMLET,

#%PAM-1.0

auth sufficient pam_sss_gss.so
auth include  system-auth

account include  system-auth
password include  system-auth
session include  system-auth

7. letc/pam.d/sudo 7 7 1 L ZRFLCHLZF T,
8. letc/pam.d/sudo-i D PAMERET7 7 1 L EBEZT XY,

9. U FOIT Y b —%, /etc/pam.d/sudo-i 7 7 1 )LD auth 7 > 3 v ORADITITEML &
ER

#%PAM-1.0

auth sufficient pam_sss_gss.so

auth include  sudo

account include  sudo

password include  sudo

session optional pam_keyinit.so force revoke
session include  sudo

10. /etc/pam.d/sudo-i 7 7 1 L = RFLTCHAL XY,
WREEFIE
. idm user 7ADU Y hELTHRRRMNIATA VL, AR—MA—RTRIAELZET,

[root@idmclient ~]# ssh -l idm_user@idm.example.com localhost
PIN for smart_card

2. AN—bMAH—R2—H—%FEMH L T Ticket-Granting Ticket 5% % Z & # MR L £ 9,
[idm_user@idmclient ~]$ klist

Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: idm_user@IDM.EXAMPLE.COM

Valid starting Expires Service principal
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02/15/2021 16:29:48 02/16/2021 02:29:48
krbtgt/IDM.EXAMPLE.COM@IDM.EXAMPLE.COM
renew until 02/22/2021 16:29:44

3. idm_user 7 hU ¥ MAETHEEEA sudo L—ILERRL T,

[idm_user@idmclient ~]$ sudo -I
Matching Defaults entries for idmuser on idmclient:
lvisiblepw, always_set_home, match_group_by_gid, always_query_group_plugin,
env_reset, env_keep="COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR
LS_COLORS",
env_keep+="MAIL PS1 PS2 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE",
env_keep+="LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT
LC_MESSAGES",
env_keep+="LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE",
env_keep+="LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY
KRB5CCNAME",
secure_path=/sbin\:/bin\:/usr/sbin\:/usr/bin

User idm_user may run the following commands on idmclient:
(root) /usr/sbin/reboot

4. XRAT7—REEEETICsudo 2#FHL TV A2BEELE T,

I [idm_user@idmclient ~]$ sudo /usr/sbin/reboot

RS

o PAM Y —E XD GSSAPI R = HIfHY %5 SSSD A+ T a v

e |[dMDHE YV AMD GSSAPI TV M) —

o ¥ — hA— REBELAD Identity Management DE&E

e Kerberos 8&t1M I 7r—4 —

o [dMWebUITIAM 254 7> b®DIdM 2 —H'—A~D sudo 77 Z XA DEFA
o CLITDIAM 754 7> h®DIdM A —H—A®D sudo 7 U £ REFH

® pam_sss_gss(8) D man R—Y

e sssd.conf (5) D man R—

20.9. PAM % —E X D GSSAPI FR5E = #lfH1 9 % SSSD # 7 3

letc/sssd/sssd.confSE3E T 7 A IVICULTDA T a v AaERET 5 &, SSSD H—EXRND GSSAPI 3%
EEFETIET,

pam_gssapi_services
SSSD % fEF L7 GSSAPIFREEIE T 7 # )V h TEMICA>TWET, DA TYavaEAT
&, PAM EY 21—l pam_sss_gss.so = {#fH L T GSSAPIRELZHT I &N TE S PAMH—ER
HOVIREPYDY R NTIBETEE T, GSSAPI REL % BARIICEMICT ICIE. DA TS 3
VaE-ICERELET,
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pam_gssapi_indicators_map

ZDA T a v, Identity Management (IdM) KX A VICOAHBRAINET, COA T a v %fE
ALT. Y—EXANDPAM D7 VR % 5T 5 DICWNER: Kerberos 5851 5 —4—% 1) X
PRRLZE T, R7DFNIE <PAM_service>:_<required_authentication_indicator>_ TR IFhif
Y FHE A

BWREREA V= —FUTDEHY TY,

e OTP-2E%H%:R:
e radius - RADIUS 523
e pkinit- PKINIT, R¥— KA— R, FLIFFEHEZTDRE

e hardened - #{L/X 27— K

pam_gssapi_check_upn

IDATaviET 74 N TEMER>THY, true ILEREINTVWEY, DA T aviER
Jﬁt:?ét SSSD H—E X Tld Kerberos SRAFIEHREB LA —H—RDPREICRY £, false D

AIZIE. pam_sss_gss.so D PAM £ a— )Lk, HERY—EXFHI v NZRIETIHIANT
o)j— -|j- %DILDIELli-g—O

i
RODOA T a3 v TlE, sudo & sudo-i H—E XD Kerberos SRELEAIICLE Y., CDEREETIE. sudo
A—HY—ET VYA LR — R TCERET EI2HENDH a1—H—%Z & Kerberos 7Y R UhE L

TRITNIERY FEA, TORER [pam]tﬁza/ki)ék&)\ TRTDRAA VICERINET,

[pam]

pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:otp
pam_gssapi_check_upn = true

INSDOF T 3V E@ERD [domainl />3 Y THRELT, [pam]l 22> a>vo/O—N\)LE% L
EXTBHIEETEET, ROA TV avik, BLAD GSSAPIREEEZE RAA VIGERLEY,

idm.example.com KX 1 > Diz&
e sudo & sudo -i Hf—E 2D GSSAPI SR BRICT B,

e sudo O~V RICIE, BEFAEFAIFAY—NA—REBA—T VT4 55— —DPRETH
%)O

o sudo-i AV YV RNICIET VA LINAT—REBIAHDVETH B,

o I1—H—Z& Kerberos 7Y VNIV EBIC—BIEINELNH D,
ad.example.com K X { > Diz&

e sudo H—ERIIX L TDH GSSAPI SREE A BMICT %,

o I—H—HETY VIS EREIBIC—BS AL,

[domain/idm.example.com]
pam_gssapi_services = sudo, sudo-i
pam_gssapi_indicators_map = sudo:pkinit, sudo-i:otp
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pam_gssapi_check_upn = true

[domain/ad.example.com]
pam_gssapi_services = sudo
pam_gssapi_check_upn = false

RS

e Kerberos 8351 Y —4 —

20.10.SUDO M GSSAPISREED b S TV a—FT 4T

IdM D5 Kerberos F4 v M&EFARA L Tsudo H—ERICH T BRI TEXLHWESIZ. ULTFO>F+ YA+
HAFEALTEEDN S TNV a—FT14 VT 5TVWET,

AR

e sudo H—E XM GSSAPI muuﬁb\*ﬁ“ﬁﬂ:* nNTW3, IdM 2754 7> hTO sudo D GSSAPI 52
SEDAEME #SRLTLKES

e /etc/sssd/sssd.conf 7 7 1)L &, Jetc/pam.d/ T4 LV RN —DPAM 7 7 A IVEEET 578
D root FFHENH 5,

FIR

o PUTDIZ—HIRRINLEBE. KerberosH—ERIEFHFRAMNEEE &I, Y—ERXF4H v MC
EHETELWLILLAARBRTERWVWAREELHY £7,

I Server not found in Kerberos database

ZD& D RIFEIL. /etc/krb5.conf D Kerberos 38 7E 7 7 1 )LD [domain_realm] £ > 3 ~IC
RAMNBZEREEMLET,

[idm-user@idm-client ~]$ cat /etc/krb5.conf

[domain_realm]

.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM
server.example.com = EXAMPLE.COM

o LITOIS—ARRINDBAICIE. Kerberos BREFIEHRIHY FH A,
I No Kerberos credentials available

ZDEDRIFEIE, Kinit 2—F 1) T 1 —%FAL T Kerberos FRELEHR A EIS T 5 H. SSSD
DIL\DIE L/ i-a—o

[[dm-user@idm-client ~]$ kinit idm-user@IDM.EXAMPLE.COM
Password for idm-user@idm.example.com:
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e /var/log/sssd/sssd_pam.log 07 7 7 1 JLICUIFDO IS —DWTFhHAREIINBIHEITIE,

Kerberos 8RR &, MEQATA v L1 —H—Da1—H—-ZEDN—BLFHEA,
User with UPN [<UPN>] was not found.

UPN [<UPN>] does not match target user [<usernames].

D& DRIGEIE, SSSD TR IN/=Z & =R 9 %5 H . /etc/sssd/sssd.conf 7 7 1 JL T
pam_gssapi_check_upn 4 7> 3 VA BMICT B & ERET LTI W,

[idm-user@idm-client ~]$ cat /etc/sssd/sssd.conf

pam_gssapi_check_upn = false

o MDNSTINYa—F4T5TD
AEAEMLTLEIN,

Ald. PAM €Y 2 —)L pam_sss_gss.so DT /\y JH

o /etc/pam.d/sudo *° /etc/pam.d/sudo-i 71 &, PAM 7 7 1 )L IC pam_sss_gss.so DTV
M) —D&EICdebug A 7> av&EBMLET,

[root@idm-client ~]# cat /etc/pam.d/sudo
#%PAM-1.0
auth sufficient pam_sss_gss.so debug

auth include  system-auth
account include  system-auth
password include  system-auth
session include  system-auth

[root@idm-client ~]# cat /etc/pam.d/sudo-i

#%PAM-1.0

auth sufficient pam_sss_gss.so debug
auth include  sudo

account include  sudo

password include  sudo

session optional pam_keyinit.so force revoke
session include  sudo

o0 pam_sss_(gss.S0 :ED“:L—)VCDWE%“”W% AVY—ILOHN%=HRBLET, ZDOHIT
&, I—H—ITIk Kerberos SREEIEHRI H Y FH A

[idm-user@idm-client ~]$ sudo Is -I /etc/sssd/sssd.conf

pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:
pam_sss_gss:

information

Initializing GSSAPI authentication with SSSD

Switching euid from 0 to 1366201107

Trying to establish security context

SSSD User name: idm-user@idm.example.com

User domain: idm.example.com

User principal:

Target name: host@idm.example.com

Using ccache: KCM:

Acquiring credentials, principal name will be derived

Unable to read credentials from [KCM:] [maj:0xd0000, min:0x96c73ac3]
GSSAPI: Unspecified GSS failure. Minor code may provide more
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pam_sss_gss: GSSAPI: No credentials cache found
pam_sss_gss: Switching euid from 1366200907 to 0
pam_sss_gss: System error [5]: Input/output error

20.11. ANSIBLE PLAYBOOK #{#FHLTCTIDM 254 7> N T®D IDM 11—
H—DSUDO 7V ZRAAMERT 5

Identity Management (IdM) TlE. FED IAM KRR D I[dM 2—H—7 H D > M sudo 7 7 £ A AT
EX3N3LDHICTEET,

ZDFETIE. idm_user_reboot & WD ZEID sudo IL—ILHFET D LIICKELFT, TDIL—IL
I&. idmclient ¥ > T /ust/sbin/reboot <Y R&EE{TT35/A—I v 3 V% idm_user ICF5E L ZF

ER

AR

FIR
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ROBHAHB-TLIICAnsible I bO—IL/ —REHZRELTWS,
o Ansible A=Y 3V 214 LIEAEFERALTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZODOBITIE, ~/MyPlaybooks/ 74 L2 b —IT, IAM H—/R—DZLEE KA1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI Z & &RIIRE LTW 3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWBE I &%
ARE LTW3,

IdM [ idm_user DA —HF—F7HO Y M FRETZ I ZHR L., TOI—HF—D/IRKZXT—FR
EERRLTT7HD > boOy J%#ELTWS, ARV RSIA VAV —T A A %FALT
HFHLWIAM 2—H—%BINT 2 AFDOFMIE. IV RS VvEaFHLZI—Y—0EN %5
BLTLLEIWY,

idmclient ICO—7JL®D idm_user 7 17~ KAV, (idm_user 1 —4 —|& idmclient D
letc/passwd 7 7 1 JLICRRI N TULAW),

. inventory.file 2 EDA YRV MY =T 74 )LEERH L. £ ZIC ipaservers #E&HL 9,

[ipaservers]
server.idm.example.com

.sudoOv Y RAEI1DFIEEHEML T,

a. ensure-reboot-sudocmd-is-present.yml Ansible Playbook Z#Ef L. sudo A< > KD
|dM & —#4 _— 2 |C /ust/sbin/reboot A< Y RAFEET B LDICLEFT., TDFIE
l&. /usr/share/doc/ansible-freeipa/playbooks/sudocmd/ensure-sudocmd-is-
presentyml 7 7 A LDHY Y T EIE— L TCEEL, BHRIETEZET,

- name: Playbook to manage sudo command
hosts: ipaserver

vars_files:
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- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure sudo command is present
- ipasudocmd:
ipaadmin_password: "{{ ipaadmin_password }}"
name: /usr/sbin/reboot
state: present

b. Playbook ZZ1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-
reboot-sudocmd-is-present.yml

3. AV RABSIBT % sudo)L—ILEERLZET,

a. sudo YV RIV M) —%FERAL Tsudo L—ILHDEFEHET S & %A5ERT 5 ensure-
sudorule-for-idmuser-on-idmclient-is-present.yml Ansible Playbook Z#ER L £ 9, sudo
JL—ILIE. idm_user »'idmclient ¥~ YV ABR#}TEZIEAEFALET, ZOFIE
l&. /usr/share/doc/ansible-freeipa/playbooks/sudorule/ensure-sudorule-is-
presentyml 7 7 1 JLDH Y FIEIE—LTEEL, BRETEET,

- name: Tests
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure a sudorule is present granting idm_user the permission to run /usr/sbin/reboot
on idmclient
- ipasudorule:
ipaadmin_password: "{{ ipaadmin_password }}"
name: idm_user_reboot
description: A test sudo rule.
allow_sudocmd: /usr/sbin/reboot
host: idmclient.idm.example.com
user: idm_user
state: present

b. Playbook ZZ1TL X7,

$ ansible-playbook -v -i path_to_inventory_directory/inventory.file
path_to_playbooks_directory/ensure-sudorule-for-idmuser-on-idmclient-is-
present.yml

BWEEFIR

idm_user #* sudo % L T idmclient A BEEEITEZ 2 & &AL, MY —N—|IHFEET DL IC
RE L7z sudo JL—ILA idmclient THEET D EATRAMLET, Y—N—IIMASNAEEZELR Y S
A7V N TRIND ETHOIDZIZEDLHYET,

1. idmclient IC idm_ user & LCOY 14 Y LET,
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2. sudo2fFAHLTY Y VEBRELIFT, 7OV T IMBRRIINSZS, idm_user D/XR T — K
EABDLET,

$ sudo /usr/sbin/reboot
[sudo] password for idm_user:

sudo "ELKEREINTWBIHAICIE., v UIABEEILEd,

B E R

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-sudocmd.md 7 7
JL. README-sudocmdgroup.md 7 7 1 JL. & & ' README-sudorule.md 7 7
LTLEEEW,

1 I 5 58
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2521Z ANSIBLE PLAYBOOK %#{#FH L TIDM ICIRA RR—Z2 D7
D 2EEIL—IEEFEEIESFE

Ansible I, AT LDERE. V7 bhoz7OF7O4, O—) VY BEHOERTICERT 2BEMLY —
ILTY, ZhillE, Identity Management (IdM) DY R— KA EFENE T,

Identity Management (IdM) IRRA RAR—Z2DTF7 VAR v —&, Ansible AL TZENEEERT DA
EEEBALET,

211.IDM DR R fAR—Z2D T 7 &z AHIEIL—IL

RARR=DT 7 £ ZHHH (HBAC) L—ILiE, ¥ —ERTI—TROH—EZXEFERBLT. £Da1—
YP—FhEITIN—TDREDRANELIIRRAN I N—=TILT IV ERATEIN2EHZLET, VRATLE
HEE, HBAC L —IL &AL TUTOEMZENRTEET,

o IBEDI—HY—TIL—TDAVN=FIFBRAAVHDOEBEDYRATLICTIEATES LD
ICHIBR S %,

o RAAVHDYATLILT VAT BEICEEDY—EREITAFRTESLDICT 5,

FTI7AILKNTIE, IdM T allow all EWD ZEIDOT 74 MDD HBACIL—ILTCEREINET., COHRTE
Tld, ED1—H—TEEAEDHIZ Y —EREENTEHEFERALTIAM RAXA VREKICHDITRTDKRR
MIEEBRICTZ IV EATEET,

F7FI MDD allow all L—ILEHRBED HBACIL—ILtEy NIBEHZ DI ET, IFIFHRKRRAMA
DT VA EWALTEET, BROI—H—, KRN, FLEFY—EITEARL, 2—H—FIIL—

7. RANTI—T, FlEY—ERTIL—FICHBACIIL—ILAEA LT, 77 R4EHEEAEHL
BLUBEHRETEET,

21.2. ANSIBLE PLAYBOOK #{#H L CTIDM ICHBAC )L —I)L A FEIHE 3
=]

UTDOFIRICHE > T, Ansible Playbook Z{#F L T Identity Management (IdM) ICTRZA kR—ZD 7T
T ZHH (HBAC) W— IO EET D& A2BEREL T,

([} =355
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—NR—DZL2EBE R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R L2 & &RIIRE LTW 3,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

e HBAC I —ILICEARTZ21—H—&21—H—JIIL—TDIdM ICTEET . L. Ansible

Playbook 2R L1 —H—T7Hho v hDEHE $ L U Ansible Playbook ZFEH L 7= IdM &
W=TEELCTIN—TAVN—DEFEDORER 2SRLTIEIW,
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o HBACIW—IZEHTE2HRANELVRANTIL=TDIAM IZIFTET 5, FFMIE. Ansible
Playbook Zf#F L 7z=7/R A FDEE $ & U Ansible Playbook R L7z RA M IL—TDERE
HSRBLTLREIW,

FIR

1. inventory.file WEDA VXY N =T 74 ILEER LT, TDT 74 JLIC ipaserver = E# L
79,

[ipaserver]
server.idm.example.com
2. Ansible Playbook 7 7 1 L &ERX L T, FEIEZ HBACKR) >—%2E&ZLET., TDFIE

I&. /usr/share/doc/ansible-freeipa/playbooks/hbacrule/ensure-hbacrule-allhosts-
presentyml 7 7 A JLDY Y P AE—LTEEL, BHRETEET,

- name: Playbook to handle hbacrules
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure idm_user can access client.idm.example.com via the sshd service
- ipahbacrule:
ipaadmin_password: "{{ ipaadmin_password }}"
name: login
user: idm_user
host: client.idm.example.com
hbacsvc:
- sshd
state: present

3. Playbook #Z2fT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory/ensure-new-
hbacrule-present.yml

REEFIR
. EEEELTIAMWebUINICAYAV LET,
2. Policy » Host-Based-Access-Control » HBAC Test DJIEIT:EIR L £ 7,
3. Who ¥ 7' Cidm_user #3&RL £7,
4. Accessing ¥ 7 T client.idm.example.com %:#IiRL £ 9,
5. Viaservice ¥ 7T sshd Z:ZRL £ 7,
6. Rules ¥ 7T login #:#IRL £,
7. Runtest¥ 7 C Runtest R9 %' v LEJ, ACCESS GRANTED 'R Ih 5 &,

HBAC IL—ILAEEICEEINhTWE T,
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#5213 ANSIBLE PLAYBOOK Z{#fHL T IDMICIRR MAR—ZD 7 7 L RFIHI — I A FHEI B 5 FIE

BaEE R

e /usr/share/doc/ansible-freeipa 7 1 L- ¥ b ') —® README-hbacsve.md 7 7 1
7

JL. README-hbacsvcgroup.md 7 7 1 ). & & 1" README-hbacrule.md 7

1V ESRL
TLEIW,

e /usr/share/doc/ansible-freeipa/playbooks 71 LV N —DH TF4 LV KN)—IlH B
Playbook Z&HR L T 72X Ly,
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55225 ANSIBLE #f#f L 7= IDM SEFRE D EIE

ansible-freeipa ipacert €~ 1 — /L& L T. Identity Management (IdM) Z—H#—, R b, B &
VY —EZXDSSLIAEZZE R, RYBL., BLUVBREBTEEY, REINLIAPELBETI S
£ETEEY,

221.ANSIBLE 2= L7 IDM KRR b, ¥ —E X, 21— —0D SSL jtAZE
DEK

ansible-freeipa ipacert €~ 1 — /L& L T. Identity Management (IdM) Z1—H#'—, R b, B &
UCY—EXDSSLARAEZEKRTEZXT, TOR. INODMAEZFERAL TIAM ICHT 53R8 % 1T
DIENTEEY,

Ansible Playbook % {#f L T IdM B5E/E (CA) B 5 HTTP H—/N\—DIIAE A ERT 21X, ZOFIE
EETLET,

(1} =355
e v hO—JL/—RTIL
o Ansible /N\—I 3V 214 LIEEFERALTW5,
o ansible-freeipa /Xy 5 —Y %A VA M—JLLTW5,

o ~/MyPlaybooks/ 74 L7 ) —IZ. IAM H#—/N—DZELEE K X 1 >~ % (FQDN) % &
LT Ansible f Y _RY M) =T 74)L &BEK LT,

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,

o |[dMFFOq XAV MIHEE CADDH B,

FIR

L A—%— KA b, FLEFT—EXROHPASBFLBEKR(CSR) ZEMLF T, LEX
I&. openssl 1—7 1 ') 71 —%{FEMAL T clientidm.example.com TE{TIN T3S HTTP
P—EXDCSREERT BICIE. RDELIICAALET,

# openssl req -new -newkey rsa:2048 -days 365 -nodes -keyout new.key -out new.csr -
subj '/CN=client.idm.example.com,0=IDM.EXAMPLE.COM’

FDFER. CSR I new.csr ICIREINZE T,

2. MOABR%EL Ansible Playbook 7 7 1 JL request-certificate.yml Z/Em L £ 7,

- name: Playbook to request a certificate
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Request a certificate for a web server
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
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state: requested
csr: |

MIGYMEwWCAQAWGTEXMBUGA1UEAwwOZnJIZWIwY SBydWxIcyEwKjAFBgMrZXADIQBs
HIiglr4b/XNK+K8QLJKIzfvuNKObuBhLz3LAzZY7QDEgAAMAUGAyYtIcANBAF40SCbA
5alPukCidnZJdr491G4LBE+URecYXsPknwYb+V+ONnf5ycZHyaFv+jkUBFGFeDgU
SYaXm/gF8cDYjQl=

principal: HTTP/client.idm.example.com
register: cert

EFRAZER %A new.csr D CSRICB XA 7,

3 AAEEEKRLIT,

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/request-
certificate.yml

RS

e ansible-freeipa 7Y 7A N —LRF a2 AV MDcert EVa—JL

22.2.ANSIBLE #{#AH L TIDM KR b, H—E R, 1—H— SSL ifAAE
=EYHY

ansible-freeipa ipacert €~ 1 — /L% L T. Identity Management (IdM) Z1—H#'—, R b, B &
VY —EZXD 1AM ANDFREEICHER T % SSLARREZMYET I &N TEET,

Ansible Playbook Z 8 L T HTTP #—/\—DiIBAZEZBYBETICIE. COFIEZRT LF T, sEAE
=H Y SHYEHIE "keyCompromise” TY,

(1} =355
e OV hO—JL/—KRTIZE,
o Ansible /N\—=Y 3V 214 LIEEFERAL TV,
o ansible-freeipa /Xy 5 —Y %4 VA M—JLLTW5,

o ~/MyPlaybooks/ 74 LV N)—Il, |dM H—/"—DZLEM K X 1 > & (FQDN) % {#H
LT Ansiblef YRV M) =T 74 )L &KL T

o ipaadmin_password % Secret.yml Ansible Vault IZf#7F L TW 3,

o openssl x509 -noout -text -in <path_to_certificate> I~ > K&E= A9 5% & LT, 5EHA
EDV)T7INBEBSERIEFLTWS, ZOBITIE, SEBAEZEDY ) 7IILESIL 123456789 T
ERS

o |[dMF7Oq XV MIHEE CADDH B,

FIR

1. JROWABE% S L Ansible Playbook 7 7 1 JL revoke-certificate.yml Z{ER L £ 7,
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- name: Playbook to revoke a certificate
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Revoke a certificate for a web server
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
serial_number: 123456789
revocation_reason: "keyCompromise"
state: revoked

2. SEAEZEMYELE T,

$ ansible-playbook --vault-password-file=password_file -v -i

<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/revoke-

certificate.yml

B EfE R
e ansible-freeipa 7Y 7A N —LRKF 21XV MDcert EVa—JL

® RFC5280 D Reason Code

22.3.ANSIBLE Z{#AHA L TIDM 1—%'—, RA M, BLVHF—ERD SSL

ABAE =BT %

ansible-freeipa ipacert €~ 1 — LAY % &. Identity Management (IdM) 21— —, KRRA k., F
ol 3 —EZXD 1M ADEREEICLARNICER Lz, BRYEI N7/ SSLARAEZEITTE X T,

pa )

BRLTEDZDIX,. REINFIABPAEDHTY, L&A MBF—2HELIEHLEIHL
PO LRWREDEHT, MBEF—%2FBLATREELHY £, L. F—%[0
BL., OEFTOBICHEEZDF—ICTIEALTUVWARWVWEEELTWS D,

HETLIEWEEZTWET,

Ansible Playbook Z{#f L T, IdM ICESRIN Y —EXDIRELREHN OSBRI 5I1C1E. ZOFIRE
EETLET, TOBITIE. HTTP Y —EXDFIRAZEDRBEZMIRT 2 AEICDODWVWTEHBALE T,

AR
e OvhO—IL/— KTl
o Ansible / N\—Y 3V 214LEAFERALTWS,

o ansible-freeipa /Xy 5 —Y %A VA M—JLLTW5,

o ~/MyPlaybooks/ 714 L2 b —IT, IdM H—/N—DZLIERM K X 1 > % (FQDN) % £

LT Ansible 1 YRV M) =T 74)L %4ERKR LT,

238


https://github.com/freeipa/ansible-freeipa/blob/master/README-cert.md
https://datatracker.ietf.org/doc/html/rfc5280#section-5.3.1
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-idm

55222 ANSIBLE #fff L 7= IDM SFBAZDEE

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,
o [dMFFOA XY MIKEA CADDH B,

o /=& ZIE. openssl x509 -noout -text -in path/to/certificate I~ > KA ANd 542 E LT, iE
BEDY ) 7ILESZERFELTWS, ZOFITIK, SERAEDY ) 7ILESIL 123456789 T
ER

FIR

1. JROWABE% ST Ansible Playbook 7 7 1 )L restore-certificate.yml Z/Ef L £ 7,

- name: Playbook to restore a certificate
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Restore a certificate for a web service
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
serial_number: 123456789
state: released

2. Playbook #Z2fT L9,

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/restore-
certificate.yml

RS

e ansible-freeipa 7Y 7A N —LRF 2 XY MDcert EVa—JL

22.4. ANSIBLE #f#FHLTCIDM 2 —%—, KA b, BLUVH—ERXD SSL
AEAAE ST %

ansible-freeipa ipacert €2 1 — /L Z#H Y % &. Identity Management (IdM) Z—H'—, KAk, F
T —ERICH L TRITINASSLAAEZMEL, YRXR—Y P/ —RFEDT 7 VICREFETER
-a—o

(1} =355

e O hO—JL/—RTIE

o

Ansible /N—Y 3V 214 IEAFERLTWS,

o

ansible-freeipa /Xy 5 —Y %4 VA =)L LTW 5,

o

~/MyPlaybooks/ 714 L' 7 K1) —IZ, IdM #—/\—D5ZEL{E8 N X 1 ~ % (FQDN) % &4
LT Ansible 1 XY N =T 74) ZERL 7=,

o

ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3%,
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e openssl x509 -noout -text -in <path_to_certificate> <Y > RE ANT 574 E LT, SEBHED
DTN ESZRF/LTWS, ZOFITI, SEBAEDY ) 7ILESIL 123456789 T, BEL L
SIEREARFT 5 7 7 1 )L cert.pem TT,

FIR

1. JROWABE% S L Ansible Playbook 7 7 4 JU retrieve-certificate.yml Z{Ef L £ 9,

- name: Playbook to retrieve a certificate and store it locally on the managed node
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Retrieve a certificate and save it to file 'cert.pem’
ipacert:
ipaadmin_password: "{{ ipaadmin_password }}"
serial_number: 123456789
certificate_out: cert.pem
state: retrieved

2. SIAEEMRILET,

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/retrieve-
certificate.yml

BaEE R

e ansible-freeipa 7Y 7A N —LRKF 21XV MDcert EV 21—l
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%233 IDM @ VAULT

523% IDM O VAULT

AETIL. Identity Management(IdM) @ vault IKDWTEREAL £ 9, KETIX, UTD MEY 75BN
LE9.

e vault D#ER,

e vault ICEERMIFONZR&EDO—IL,

o |[dM THIAFRERERE vault- EF 2 ) T4 —BLUCT7 7 ZRHED L NIVH,
e |dM THIARRERRTE vault - FTEHER! .

o vault AVTFF—O#R,

e |[dM TD vault EEBREITOEARMAZIOT Y K,

|dM T vault =T % DICWHER KPA (Key Recovery Authority) D4 XA h—)Jb ,

23.1.VAULT 8 L V7D FI =
vault &, BET—9 2T TEFaTILERELDDE. 1EFATEE & < Identity Management (IdM)
HEATEOICEFNALMEET T, vault ICIRIFIFEZ LY A THHY., BEHIHLCTHFERT % vault &
EIRTIVENHYET,
vault &id, =2 Ly hDRE. BE. #£A8. 8L VEIREITOILDHD (1AM D) £F 1 7RIGF%TE
L. ¥—2Lwv NI, BEIFE—ZO1I—HF—F/HETVT14T14—IN—TDOIDNT7IERATE3, &
SFERAEDEBRT— 9 5IELET, L&A Y=Ly MIEUTHAEENET,

e /XRATJ—NK

o BEIES

o SSH fmmiE
vault [ENR AT — R Rx—J v — UL TWE T, valut 2FRT 31558, 88, N\AT7—RKRTx—
Uy —ERBKIC, OV I EBRTZZODTSAT)—DIRAT—RE1DEK L, EEL T, vault I
REINTVWBBERICTIECRATIVELRrHYET, L. BEDvault ZI8ET DI EELHEET

9, BEDvault TlE. vaut ILTRBEINTWBEY—2I Ly MIT7IV9ERATEHDITNRNAT—REANT
ZHEEHY FHA,

pa

IdM @ vault I&, REEEHRZEREFEL T, M BEEUADAERY —E R U CTEREE% AT RE
KB &Ex=HMELTVWET,

-~

IdM vault IZIFRICE. RO & D BEZLR/HIHY T,

e Vault IC7 V7 ERATEBDIE, vault DFFEZE &. vault X v /N\—& LT vault OFFEEEIR L
721dM 2 —H% =723 T9, £/, IIMBEEZEL vaut L7 VR TE X,

o I1—H—ICvault ZERY HHERALWVFEICIE, 1AM BEED vault 2K L. TDI1—H—
EFRAEELTRETEET,
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o I—H—FLIUHY—ERIL IdM RXA VIZEFINTWE I UL THNIE, vault ITRTE
INTWBY—ILy MITIVERATEZET,

e vault1 DICEMTEZY—ILy ME1DDATY (Bl 774I1D), L. 7Z74IER
IKiE. NRT—R, £—4 7 FIAELEERDY—IL Y hEaBHBIENTEET,

p= =)
Vault (&, 1dMWeb Ul TId7 <. 1M ITY RSA Y (CL) A5 LAFIBETE ZH A,

23.2.VAULT OFiEE. A VN— BLUEESE
Identity Management (IdM) TEBIXI 1% vault I—HF—4 1 FIXUTDEH Y T,

Vault i E#&

vault ffE&E L. vault DEXRW L EEERDH D1 —H—F/2IdHH—ERXTY, & AIE, vault D
FAEHEIE vaut D7 ONRT 4 —%ZEBLRY, FiLWvaut X NN—%BIMLAYTEET,
Zvaut ICIXRBETERAEBEN T AMBETT, vaut ICIIEROMMEEZE.2IBET D IEHETEET,

Vault X > /X—

vault X v /\—F, BloaA—H—FE—EIAMMER Lcvaut IC7 V2R TER1—H—FKkiE
-lj-_ E‘ZT\‘TO

Vault EBH
vault BIBE XL vault ICKIRRK 7V A TE, vault DRFEEITRTEITTEET,

pa 3

XHF & FEMFR vault (&, /N2 T— R ERFBTHREINTE Y., FhAT 7 =X HH#E
IW—IHERINEY (Vault ¥4 7 25R), BEEFIX, UTZ2T2DICIDRH
BRIV EwmcyBEIHY XY,

o WMHBLUVIENMvault D—2 Ly NMITFIERT 3B,

o vaut/ "\ _RT7—RKRFhEF—%2ZFFLIE) Y hT 3,

vault EI2#& (L. vault administrators 54 F D1 —H%—T9, IdM DA—ILRXR—R T U & A HIfH
(RBAC) DAV T HFANTOHRFHEEIF, O—ILIKERATESA—Iv2avDJIL—TDIETY,

Vault 1—H%—

vault I—H—I{&, vault ®H 3V 7F—ARADI—H—T7, Vault 1—H— 1F3Id. ipa vault-
show REDEENIATY ROHAICRRINZE T,

$ ipa vault-show my_vault
Vault name: my_vault
Type: standard
Owner users: user
Vault user: user

vault AV 7 F—8 L1 —H —vault OFFMIE. Vault OV 7+ — 2SR LTI,

BIER R

242



%233 IDM @ VAULT
o vault DY A TOFMIE, ZH, WS L OIENF vault ZBIB L TLEI W,

23.3. 1&# WIS L UIERFR VAULT
IdM TlE, EFX a2 ) T4 —BLUOT7IVREEDLRNILEE EICvaut ZLLTDY A FICHELE T,

Z#E vault
Vault DFFEE & vault X U N—F, "R —RKPx—42FRHETICO—IL vy  ET—H14TLT
mETEEY,

X HR vault
vaut D> —2 Ly NIRRT —%2EHA L TREINET T, Vaut ODFFEBEE A VY NN—F, ¥—7
Ly NET—HA T LTEHETEZETN, vaut RRAT— REIEETINELHYET,

JEXRFR vault
vaut D> —2o Ly MIIERITF—%2EHAL TREINET T, 21— —EFREBETY—I L v b %

TF—hHA4T L. MBETY—ILy MNERBLET, vaut A VNN—F>—0 LYy DT —HATD
HDOAEETT A, vaut FRBEEIFZ>Y— I Ly NDT7—HA4 T EREOmANTRETT,
23.4. 1—%—, H—EXBLUVPHEEF VAULT

IdM T, FIBEH#EZD &ICvault Z8EEDY 1 FTICHELE T, LTFOXRICIEK, 8947 mMAEE. &
JUERGEICAYT BBERIAZEINET,

K231 AHEICE T < IdM vault

947 Bl mAasE wE

31—y — 1—H—DTS5( R— I—H—x1 dM EEEAHFATHIE, T —H—IL1

vault N vault DELIEHRDI—Y— vault EFRE
TXFEY,

H—EXR H—ERDTSA R— H—E X x1 [dM BEHEIHFATThIE, 2 —F—I(F1

vault N vault DEFLITEHRDOY —E R vault ZFRE
TXFEY,

HBvault BHOI—HY-BL vault & EBX L 7= vault IdM EEENFATIIE, 1 —F—8
TJI—TTHEINS DEEE SO —ERF 1 DFELFEHDI—
vault H—vault EFAETEE 9, vault DIE

BELAAMC, vault EEE D vault IR
LTRERT IV EREDGHY FT,

23.5.VAULT OV 77—

vault AV FF—Evault ®aL 2> 3> TY, LUFDER &, Identity Management (IdM) D29 57
AN MDvault AV TF—DY R KNTT,

RK232IAMDF 7 AN MDD vault AV FFH—

547 B4
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947 B BK

A—Y—avF+— A—H—DTSAMR—F HFEI—V—01—F—vaut ZHMHLET,
aAvsrr+—

H—ERaAVFF— Y—EADTSAR—FN HEOY—ERADY—E R vault &L 9,
aAvsrr—

HEIVFF— BEHODI—H—BLV BHO1I—Y—F 3 —EXTHBETREL vault &

Y—E2OaVFF— wLEY,

IdM Tld, 21— —FEFH—ERDTSA R— N vaut MO THERIND &, 21— —F/=ixH—
ExZ&Elila—4—avsr+r—sLU0Y—ERaVFF—2BHMNIERLET, 21— —Fl3H—
EXNHIBRINZE, MIFayFF—EZ20aV T UV EHIBRLET,

23.6. EARQAIDMVAULT O< Y R

DTFICEER T 2EANALOT Y R FH L T, Identity Management (IdM) vault BB TXE¥, LT
D ICIE, ipavault* I¥ Y REZDEMNRHINTVWET,

pa

ipavault-* < >~ RZZET9 BRI, |dM KX A VDY —/N—1HLLEIC Key Recovery
Authority (KRA) sEFAZE Y A7 LAV R—3X Y M4 Y A b—=J)L L E T, ML IdM TD
Key Recovery Authority (KRA) D41 Y A k=)L #BB LTI,

K233 HAMA IdM vault A~v Y K& L USEEA

av vk Hi

ipa help vault [dMvault ¥ Y RBLUH Y Tl vault A Y ROBR LR EDHERERTL £
ER

ipa vault-add -- HEDipavault-* 2~ > RiZ-—-helpA 7> av%EBMd5&, 2OAXYRT

help. ipa vault-find -  FIRAREEMRA 7> a v LFlANILTIHRRIINE T,

-help

ipa vault-show vault X V/N—& LT vault ICT7 7 22T 31581E, vaut TEE.IBET 2HEDN

user_vault --user HYFET, vaut MEZEZIBELRWBEICIE, 1AM IZE Y vault BNR DD 57430

idm_user ENBMINET,

[admin@server ~]$ ipa vault-show user_vault
ipa: ERROR: user_vault: vault not found
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avw vk Hi

ipa vault-show HBvaut ICT7 7 ERTB2HEICE,. 77X T S vaut BB vault THZ Z &
shared_vault - HIRETILENHYET, THALUADBEE. 1AM IZLY vault AROH SR
shared WENBRINFET,

[admin@server ~]$ ipa vault-show shared_vault
ipa: ERROR: shared_vault: vault not found

23.7.1DM T® KEY RECOVERY AUTHORITY (KRA) D1 ~ X k—Jb

LTFOFIBICHE> T, FFED IdM H—/3—(C Key Recovery Authority (KRA) Certificate System (CS) O
YiR—%Y MeA VA b—=JL LT, I|dentity Management (IdM) ® vault ZB%IC L £,

AR
o |[dMHY—/N—(Croot& L TATA Y LTWS,
e IdMEREEEA 1AM H—/IN—ICA VA M—=ILINTWS,

e Directory Manager ;2L EHR A H %,

FIR
e KRAZAVRAM—ILET,

I # ipa-kra-install

B

FRROL TV AIC, IAM ISR —DHRMDDKRA %A VA M—=ILTEET, =KL,
BMDKRA %A VA M—=ILT3ICIE, IERRL T AE—BHNICTIT14R—KLTH
5, RRINTWBLTYAHICKRADZO—VAEA VA N—ILTZRERHY FT,
DEIT. BRWIHERTL ) W EBEIERTICTEET,

R

vault t—EXDO AT BN EMEEMESHZICI1E,. 28UED IdM H—/N— |2 KRA 2 A
VAR=ILET, EHROKRAY—NR—%REFITSZIET, T—YDEKEHEZTET,

BIETR R

® Demoting or promoting hidden replicas &8 L T X W,

o ERTDODLTIVAE—FRZBRLTIEIW,
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5242 ANSIBLE #{EH L7/ IDM 1 —H%— VAULT OE&EIE: > — ¥
Ly NDRES LUOEE

AZTIE. Ansiblevault €2 12 —J)L%{FEH L T Identity Management Ta1—%— vault # B8 ¥ 3 A%
HERBAL 9, BAMICIEZ, 21— —D" Ansible Playbook 2R L TUTD 3 D2DF7 I ¥ 3 VA ERITT
DHEEFBLTUVWET,

o M TCaAa—4v¥—avF+r—4aERKT 5,

o V—pLv NAvaultIliRET 5,

o vautm™Hy—2o Ly NZ2EEBT 5,

BERBIAMISA TV F 2B SREFEENTETT,

Gl s
® Key Recovery Authority (KRA) Certificate System AV R—FR Y KA 1AM KX AL VD 1D LD
H—N—ICA VA P=ILINTWDB, FMliE IdM TD Key Recovery Authority (KRA) D4 >~ R
=L ZBRL TSI,
24.1. ANSIBLE Zf#F L T IDM ICEE 1 —H— VAULT 2 FE S & 5 FIE
LFDOFIBICH > T, Ansible Playbook AR L TID2UED T4 R— M vault D vault IV 7
FT—%ERL. BEBRZ2LZE2IREFELET, UTOFIETHEAT 2B T, idm_user 1—H— (I
my_vault &\ D ZREIDIZHES 1 TD vault #ER L T, BEY A TDvault TIE. 7 74IL~DT Y
+ ZABFIC idm_user 3R T A2 MHELNDHY FH A, IdM_user iE, 21— —HOJ/1 > LTWBIdM ¥
ZATURDL T 7AINEREBETEXY,
Gl s

® Ansible Y hO—F— (FIEOHNBEZETT SRR KN) IC ansible-freeipa /Ny T —I DA VR
I\_)l/-SnT\l\éo

® idm_user D/XRAT—REH>TW3,
FIa
1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICBEIL £ T,
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2. inventory.file REDA YRV N =T 74 LEFERLE T,

I $ touch inventory.file
3. inventory.file #F3%. [ipaserver] ZV > 3 VIl, RET B IAMY—N—%EHLFT, &

ZIE. Ansible IZ¥ L T server.iidm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com
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4. Ansible Playbook @ ensure-standard-vault-is-presentyml 7 7 {1 DI E—%/EH L £ 7,
UFICHZERLEYS,

I $ cp ensure-standard-vault-is-present.yml ensure-standard-vault-is-present-copy.yml
5. ensure-standard-vault-is-present-copy.yml 7 7 1 L ZFHWTIRE L £ 7,
6. ipavault 9 R 702 a VICLITOERZREL T, 771V ZRHELETT,

e ipaadmin_principal Z#{/d idm_user ICEZEL £,

e ipaadmin_password Z#/d idm_user D/XX 7 — RIZEREL £ 9,

user Z#Z idm_user ICEREL T,

name Z#HE my_vault ICEREL F T

e vault_type Z#Id standard ICEREL X T,
SEOFTERYT %L D ICEE L7 Ansible Playbook 7 7 1 JL:

- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:

7

- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
vault_type: standard

7. 774NV ERELET,

8. Playbook #Z1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
standard-vault-is-present-copy.yml

24.2. ANSIBLE #{#fH L T IDM OZE# 31—+ — VAULT C>V—2 L v h%&
T7—h4ATTDFIE
LUFDOFIEICHE > T, Ansible Playbook Z{FH L T/N—Y F b vault ICHERIEREZRELET. ZDfF)

T, idm_user 1 —H—|[& my_vault &\ D ZHID vault IC password.txt &\ ) LRI CHBRERHIS
FN3774IWVET—hH4A4TLET,

AR

® Ansible AY hO—F— (FIEOHNBEZETT SRR KN) IC ansible-freeipa /Ny T —I DA VR
I\_)l/-SnT\l\éo
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o idm_ user /XA 7 —RKRAEH>TW3,
o I|dM_user 'FREZETH S D, my vaut DX Y N—21—HF—TH 3%,

e password.txt (my_vault IC7—HAA T$2—V Ly NIZTIEATES,
¥
1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICRBEIL £ T,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. ARV N =D 74 )L EBEE, RET S IdM B —/"—1'[ipaserver] 7 > 3 VILEEH I 1
TWBZEEBRLET, 72& AIE. Ansible ICH L T server.idm.example.com %% E ¥ % &£
SIICEERT B, kOO RERTLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook ® data-archive-in-symmetric-vaultyml 7 7 1 LD O E—%{ERK L T
symmetric & standard ICE XA XY, UTICHlZRLET,

I $ cp data-archive-in-symmetric-vault.yml data-archive-in-standard-vault-copy.ymi

4. data-archive-in-standard-vault-copy.yml 7 7 1 L ZFAWVWTHREL X7,
5 ipavault ¥ R0 7 a VICLITOZERH 2R EL T, 774V ZRELZXT,
e ipaadmin_principal Z#& idm_user ICEREL £,

e ipaadmin_password Z#/d idm_user D/XX 7 — RIZEREL £,

user Z#Z idm_user ICEREL T,

name Z#HE my_vault ICEREL F T

in ZHIIHRBERDISEIND T 7 MIADNRITKRELZX T,

action Z#03 member ICEREL X9,
SEOFITHERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
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in: /Jusr/share/doc/ansible-freeipa/playbooks/vault/password.txt

name: my_vault
action: member
27

6. 1INV emRELEY,

7. Playbook ZZ1T L ¥ ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-standard-vault-copy.yml

24.3. ANSIBLE %#{#fH L T IDM DZE# 11— — VAULT 6> —2 L v K
=B Y 5FIE

LUFDOFIEICHE > T, Ansible Playbook Zf#H L Ca—H%—D/X—Y Fibvault 62— L v M %ZE
BLET, UTOFIETHERT ZH/TIL, idm_user T—H—IE, my_vault &\ ZRIDIZHES 1 TD
vaut B SBET— 9 2S5 7 71V EERF LT, hostOl E WD ZFID 1AM 7 54 7> MIEEEL &

To Z7AINADT YV EZABEIC IdM_user %R 2 HEIIHY FH A, IdM_user |E Ansible Z{FEA L
T. Ansible " YA R —=ILINTWBIAM I ATV "L T 74 ILERBTEXY,

AR
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ b O—35—I(C ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE, ~/MyPlaybooks/ T4 L J ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L M LTcZ & &RifRE LTW 5,

o ZDHITIE. secret.ymlAnsible R—JL ~IC ipaadmin_password BMREINTWVWE I &%
AIfRE LTW3,

® idm_user D/XRAT—R%EH>TW3,
e |dM_user &' my_vault DFfE&ETH %,
e [dM_user A my vaultiC¥—2o L v hEREFELTWS,

e Ansibled’, ¥—IL v hEBREGELTERET ZEDIAMKIRA DT 4 LY ) —ICEZRAHD
TE %,

o |dM_user g —27 Ly FERBLTEREBET 2D IAMKRAMDT 4 L7 MY =D 55HEY
NTE3B,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICRBEIL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
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2. ARV N) =D 74 ERAE, BRICEEINEYIY3 VT, P—JLy NERIGT 5

dM 254 7> baRBELET, 7z& Z2IE. Ansible IZX L T hostOlidm.example.com I —
Ly heBELTERET 2L D2ERTSHICIE, ROIYY REERITLET,

host01.idm.example.com

I [ipahost]

. Ansible Playbook 7 7 4 JU (retrive-data-symmetric-vaultyml) DA E—%{ER L £ 7,

symbolicmetric % Standard ICE XX £9, UTFICHZRLET,

I $ cp retrive-data-symmetric-vault.yml retrieve-data-standard-vault.ymi-copy.yml

. retrieve-data-standard-vault.yml-copy.yml 7 7 1 LW TIRE L £ 9,
. hosts Z#J ipahost ICEREL T, 7 7ML Z2REELFET,

Cdpavault # 277 a VICUITOERZHREL T, 771V 2RELIET,

e ipaadmin_principal Z#& idm_user I[CEREL £,

e ipaadmin_password Z#E idm_user D/XAT7— NIZERELE T,

user Z#UZ idm_user ICEREL X T,

name Z#UE my_vault ICEREL XY,

outZ#it, >— VL vy rNEITHVRR—PbTBZT77MILDREEL/INRIKELET,

state Z#/X retrieved ICEREL X7,
SEOFHTHERT % & D ICERE L% Ansible Playbook 7 7 1 JL:

- name: Tests
hosts: ipahost
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_principal: idm_user
ipaadmin_password: idm_user_password
user: idm_user
name: my_vault
out: /tmp/password_exported.txt
state: retrieved

7. 72740 %ERELET,

8. Playbook #Z£1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-standard-vault.yml-copy.yml

BREEFIR
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1. hostO1C user01& LT SSH & L £ 9
I $ ssh user01@host01.idm.example.com

2. Ansible Playbook 7 7 1 JLICOWt EH TIEE L7 7ML 2RTLE T,
I $ vim /tmp/password_exported.txt

INT, TVRAR—PINLY—I Ly MPRRINZET,

o Ansible #FHL CIldMvault 8L V21— —>—2o L v NEBEBT D HES LU, Playbook &
HDIERIL. /usr/share/doc/ansible-freeipa/ 74 L 7 ') — THIFA A 8E7 README-vault.md
Markdown 7 7 1 )L & & U /usr/share/doc/ansible-freeipa/playbooks/vault/ THIF eI gE/2H
> 7LD Playbook #ZHR L TL XL,
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5255 ANSIBLE #{#fH L 7= IDM % —E X VAULT OEE: > — ¥
Ly NDRES L UOEE

AtV arTlk, EEED ansible-freeipavault EP 21—/ AFRALTY—ERY—I Ly ba—T3
MICEXFa2T7ICRETSAAEEZHALES, COBATHERINDS vault (ZIERITTH 7D, Izl
Bd 3558k EEBEFIUTOFIEEZETIZNELGHY FT,

1. openssl 1—7 1 )74 —RREAFERL THEBEREENRT 5,

2. MBEAE S ICARBEAEERNRT B,
Y—ERY—27 Ly NI, BEE  vault ICT7—hHA T332 AREAFALTCEESEINET., £
DE. XA VAHADEEDYY VY THRANINDZY—ERA VR VAN, BEEFRALTY—7
Ly hERBLET, Y—FL Yy MITIERATEZDIE, Y—EREEHEEDHTT,

Y=o Ly bRBLAEZEICE, BEERIY—EIAVaut TY—2 Ly F2BIHWAT, ®EINT
WRWH—ERA VRV RIKEHBLBET I ENTEET,

([} =355
® Key Recovery Authority (KRA) Certificate System IV R—FR Y kD 1AM RAX AL VD 1D LD
P—N—IZA VA P=ILINTWDB, F#llE IdM T®D Key Recovery Authority (KRA) D4 >~ R
=L ZBRB LTI,
ZDEIVavTRE, LTOFEICOWTEHRBALET,
e Ansible ZfEA L T IdM ICHERHY —E R vault ZHFEEI S FIR
e Ansible #EA L IR/ vaut AD M H—EZRY—o L v NORE
® Ansible 2R LA IM Y —EZDHY—EZRY—U L v FORE
o U—JLv MRRLABED Ansible TD M H—E X vault > —2 L v NODEE
AFIETOUTOREBICOWTEHRBALET,
e admin &, Y—ERRRAT7—RKN2EEBTIEEETY,
® private-key-to-an-externally-signed-certificate.pem (&, ¥—EX>—J L v hNE2EL T 7
LI TE (I I TRABELIAEADOWER), ZORTRE, vault ASDY—2 L v FDOI
BICHERYSIMEBEEBLABAVELIICLTLLEIW,
e secret vaultld, Y —ERXY—2 Ly MEREBREIFICERI L vault T,

e HTTP/webserverlidm.example.com & vault DFfE&E R —ERTT,

o HTTP/webserver2.idm.example.com & & ' HTTP/webserver3.idm.example.com (& vault
AVIN—HF—ERXTT,

® service-public.pem (&, password_vault ICREINTWSE/AZ2T7— NOBESEICERT S
H—ERDORRETY,

® service-private.pem I, secret_vault ICREINTWVWENRNRT— RDOESICFERT 2 —
EXDMBEETY,
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25.1. ANSIBLE 2R L T IDM IZIER#iH—E X VAULT =2 EZEIE 5 FE

LUFDOFIEICH > T, Ansible Playbook @R L T12MUED TS 4 R— bk Vault 2FDH—E X vault
AVTFF—%FRL. BBRERELZLSIREELE T, UTOFIETEHERAT ZHTIE. BEEL
secret_vault & WD ZRIDIET M vault ZER L E T, T D& T, vault X V/8—[F, vault D
=Ly NEREBTHEIC. MBREEZEALTCHTRIET S EICAY T, vault XV /N—(F, |dM
DAT VMDD T 7MLV ERIBTEET,

(1} =355
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI Z & &RIIRE LTW3,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o IdMEHHZ X7 — KA >TW3,
¥
1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICBEIL £ T,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. Y—ERAVRYVRADODPHEBERBLET, =& AIE openssl 21—F7 1 )74 —%FHT
2HBERUTEITVWET,

a. service-private.pem MFEEEEKL 7,

$ openssl genrsa -out service-private.pem 2048

Generating RSA private key, 2048 bit long modulus
A+

e is 65537 (0x10001)
b. #E$E% £ & IC service-public.pem AFEEEHR L T,

$ openssl rsa -in service-private.pem -out service-public.pem -pubout
writing RSA key

3. # 7Y 3V inventory.file &, FHELBWERIEA YRV MY =T 7ML EFERLET,

I $ touch inventory.file

4. A YRV N =T 74 JLERE, [ipaserver] TV > 3 Vil, RET B IAM Y —N—%FHLZ
9, 7z& AL, Ansible IZXF L T server.idm.example.com %5 E T 5 & D IR T B ITIE, R
DaATY REETLET,

253


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-idm

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

[ipaserver]
server.idm.example.com

5. Ansible Playbook 7 7 1 JL ensure-asymmetric-vault-is-present.yml @ A E—%{ER L £ 7,
UFICHzERLET,

$ cp ensure-asymmetric-vault-is-present.yml ensure-asymmetric-service-vault-is-
present-copy.yml

6. ensure-asymmetric-vault-is-present-copy.yml 7 7 1 L ZFHWVWTIREL £ 7,

7. Ansible 1~ kO—35—H 5 server.idm.example.com 1 —/X—|C service-public.pem D/~
BEIAE—T29RV%EBMLET,

8. ipavault ¥ R 772 a VICLITOEHZREL T, BYDT 7M1 IV EZEELET,
e ipaadmin_password Z#J IdM EEEE /XX T — RICEREL X7,

® secret_vault /2 &M name B, A FH L Tvault DEFIZEEZELE T,

vault_type Z#E asymmetric ICEREL 7,

service ZHUE. vault ZFRIET 2 H—EXD ) > /X)L (4l
HTTP/webserverl.idm.example.com) IZZRE L £ 7,

public_key file (&, QBB OBATICREL £,
LT, SEOFTHEEY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,
- name: Tests
hosts: ipaserver
gather_facts: false
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Copy public key to ipaserver.
copy:
src: /path/to/service-public.pem
dest: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem
mode: 0600
- name: Add data to vault, from a LOCAL file.
ipavault:

ipaadmin_password: "{{ ipaadmin_password }}"

name: secret_vault

vault_type: asymmetric
7

service: HTTP/webserveri.idm.example.com
public_key_file: /usr/share/doc/ansible-freeipa/playbooks/vault/service-public.pem

9. 77 MV ERELET,

10. Playbook ZZ1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
asymmetric-service-vault-is-present-copy.yml
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25.2. ANSIBLE % (£ L 7= 3EX 5 VAULT AD X > /X—H—E X DEM
LUFDFIEICHE > T, Ansible Playbook ZfH L TA VY /NN—H—ERXZH—E X vault IZEINL. Zh
HIRTHAvault ICRFINTVWEY—I Ly hZEIETESLDICLET, UTOFIETHERT 26
Tl&. 1dM DEEE L HTTP/webserver2.idm.example.com & HTTP/webserver3.idm.example.com

DY —ERT) VL% HTTP/webserverlidm.example.com A'Fi & § % secret_vault vault (B0
LET,

(1} =355
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI Z & &RIIRE LTW3,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o IAMEHE AT — KA MN>TW3,
e F—EXRY—UL v MNDRFED I vault ZER L TWD,
FIR
1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICRBEIL £ T,
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
2. 77> av:inventory.file &, BEHELAWGEIFA VRN =D 74V EFERLET,

I $ touch inventory.file

3AVYRYRN) =T 71 IILEBE, [ipaserver] 7> 3 VIl RETZIIM P —N—%EFHLZE
9, 7z& ZIE, Ansible IZXF L T server.idm.example.com % E T 5 & D IZIEBTRT B ITIE, R
DAYV RZERTLET,

[ipaserver]
server.idm.example.com

4. Ansible Playbook 7 7 4 JL (data-archive-in-asymmetric-vault.yml) % {E L £ 9, LLFICHI
ERLET,
I $ cp data-archive-in-asymmetric-vault.yml add-services-to-an-asymmetric-vault.yml
5. data-archive-in-asymmetric-vault-copy.yml 7 7 1 LW TIRE L £ 7
6. 77MINELETBICIE, ipavaut Y R 720> 3 VICUTOERARELZE T,
e ipaadmin_password Z#J IdM EEBEE /XX T — RICEREL X7,

e name ZHUZ vault DEFT (fl: secret_vault) ICEREL X7,
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o service L vault DY —ERXFFEZICEREL X T (B

HTTP/webserverl.idm.example.com),
services EMAMFAL T, vaut ¥ —J Ly M7V ERATES H—ER 2EHZLZET,

action Z#{/3 member ICEREL 7,
SEOFITERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
services:
- HTTP/webserver2.idm.example.com
- HTTP/webserver3.idm.example.com
action: member

7. 72740 %ERELEY,

8. Playbook #Z1TL XY,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file add-
services-to-an-asymmetric-vault.yml

25.3. ANSIBLE A {#F L 7=3E# VAULT AD IDM Y —ERXR>Y—o L v b

DIRTF

LT DOFIEICHE > T, Ansible Playbook AL T, ¥—ERXvault iZ¥—2 L v hafREFEL. ¥—FE
ANETERETESLIICLET, UTOFIETHEAT ZHTIE. EEEIL secret_vault &\ D ZEID
FEFFR vault I —2 Ly RHDEFNBIPEM 7 7ML= RELET, TOF52ET. —ERIL,
vaut 6> —2 Ly MRS 2RIC. MERAFERA L TR IRIET S &ICRYET, vault X >
NR=F, 1AM I ZA TV DL T 7AIVERETEET,

AR

o RDEBUHAFBILTLIDICAnsible A bO—JIL/ —REEELTWS,

o

o
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Ansible 3~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW3,

ZDBITIE. ~/MyPlaybooks/ T4 LV b ) —IZ, IAM H—NN—DTLEBE N X 1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH L7cZ & %RifRE LTW 5,

ZDBITIE, secretymlAnsible R—JL b IZ ipaadmin_password "REINTWE I &%
ARE LTW3,
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o IAMEHEZ X7 — KA >TW3,
o H—EXRI—U Ly NDRFHED IENF vault Z/ERK L TW 3,
o I —/ L v kA Jusr/share/doc/ansible-freeipa/playbooks/vault/private-key-to-an-

externally-signed-certificate.pem 7 7 1 )L &, Ansible Y hO—5—OH—AILICREFS
nTtwa,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICBEIL £ T,
I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. 7Y 3V inventory.file &, FHELBWERIEA YRV N =T 7ML EFERLET,
I $ touch inventory.file

3AVYRYINY) =T 74 ILERE, [ipaserver] ZV 2 3 Vi, BRET D IAM Y —N—%2E&HELZE
9, 7z& ZIE. Ansible IZXF L T server.idm.example.com %#E&E 9 5 & D IR T B ITIE, R
DAY REEFTLET,

[ipaserver]
server.idm.example.com

4. Ansible Playbook 7 7 1 JL (data-archive-in-asymmetric-vault.yml) %= {E L £ 9, LLTFICHI
RLET,

I $ cp data-archive-in-asymmetric-vault.yml data-archive-in-asymmetric-vault-copy.yml

5. data-archive-in-asymmetric-vault-copy.yml 7 7 1 L AW TIRE L £ 7,

6. 77MINELET BICIE, ipavaut ¥ R0 3 VICUTOERARELE T,
e ipaadmin_password Z#J IdM EEEE /XX T — RICEREL X7,
e name ZHUZ vault DEFT (fl: secret_vault) ICEREL X7,

e service ZHd vault DY —ERXFREHEICKEL T (fI:
HTTP/webserverl.idm.example.com),

o in Z# I "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem")|
b64encode }}" ICRREL £T . TDFERETIL, Ansible ¥ IdM #—/X—T (37 <. Ansible
AV MA—F—DEETA LI N —DOMBROHZ T 7ANERETELICRY X
ER

e action Z#{/3 member ICEREL F T,
SEOFTERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Tests
hosts: ipaserver
gather_facts: false

vars_files:
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- /home/user_name/MyPlaybooks/secret.yml
tasks:
- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
in: "{{ lookup('file', 'private-key-to-an-externally-signed-certificate.pem’) | b64encode }}"
action: member

7. 72740 %ERELET,

8. Playbook #Z1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml

25.4. ANSIBLE #f#FH L7 IDMHY—E2DH—ERX>—2 L v NOEE

LLFDFIEICHE > T, Ansible Playbook Zf#H L TH—EXDRKDbYICH—E X vault o> —2o L v
NEERIBLET., UTOFIBETHERT 26 TIE. Playbook 31T L T secret_vault &\ ZE]D PEM
774 EREL. Ansible 1 YRV M) —7 74 LI ipaservers & L CEREHINTWE LK bDIE
EDGATICREFELE T,

H—ERF, F—FTZ2FEALTIAMICHL T, ISICHMEREZMEA L T vault I8 L TEREEZRITL

9, ansible-freeipa 1’1 VA M —ILINTWVWBIAM IS4 TV hDb, H—EZXRDRDYICT 741
IWERRBSTEET,

AR
o RDEBEHUHAFBILTLIDICAnsible A bO—JIL/ —REERELTWS,

o

Ansible /N\—Y 3V 214 IEAFERLTWS,

o

Ansible 3~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o |[dMEBEEENAT—RKEEELTWS,
o H—EXY—UL v NDREFELD IEFTFR vault ZEK L TW3B,
o vauticy—2I Ly h&aT7—H47 LTW3,

® Ansible 3~ hO—3—T private_key_file ZHE M EE T 2HMICHT —EX vault DY —7 L v
NDOESICERYT 2MBRAMMREINTL S,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICRBEIL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault
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2. # 7Y 3 viinventory.file 7 &, BELBRWHEEEA YRV M) =T 74 IILEEHRLET,
I $ touch inventory.file

BAUYRYIN) =T 74 ERE, LTORAMZEELET,
e [ipaserver] TV 3T, FRATSIAMY—N—ZEHLZXT,
o [webservers] T/ >3 VT, Y=V Ly NeRBITEZRANEERZELET, L&A
Ansible 2% L T webserverlidm.example.com. webserver2.idm.example.com & & U

webserver3.idm.example.com ([C¥— 7 Ly N ZRET 5L D ILHERT B ICIEU T ZET
LE9.

[ipaserver]
server.idm.example.com

[webservers]
webserver1.idm.example.com

webserver2.idm.example.com
webserver3.idm.example.com

4. Ansible Playbook 7 7 1 JU (retrieve-data-asymmetric-vaultyml) DI E—%/EK L 9, KA
TICHlERLET,

I $ cp retrieve-data-asymmetric-vault.yml retrieve-data-asymmetric-vault-copy.yml

5. retrieve-data-asymmetric-vault-copy.yml 7 7 1 L =W THREL £ 7,
6. 77MINELETBICIE, ipavaut ¥ R 720> 3 VICUTOERARELE T,
e ipaadmin_password ZH$ IdM BEZE /N7 —RIZRELZF T,

e name ZHUZ vault DEHI (fl: secret_vault) ICERE L X7,

o service L vault DY —ERXFFEZICEREL FT (Bl
HTTP/webserverl.idm.example.com),

e private_key file Z#it., Y—ERvault D> —27 L v MOBREICHERT 2WEBEOIBATIC
BRELET,

o outZHUL, MEDEZET 1LV M) —72 &, private-key-to-an-externally-signed-
certificate.pem ¥ — 27 L v NOERBEE A2 1AM H—/—DIFFAICEEEL £ 7,

e action Z#{id member IZREL T,

SEOFTHERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:
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- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: private-key-to-an-externally-signed-certificate.pem
state: retrieved

7. Playbook IZ, IdM % —/X—M5 Ansible AY NA—5—IIT7—49 774 L EBET 2> 3
vEEMLET,

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false
tasks:
[--]
- name: Retrieve data file
fetch:
src: private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

8. ARV KNY—=T74)LD webservers 7 > a3 VICEBEINTWS Web H—/3—(C,
Ansible 2~ b O—35—H 5E4F L /= private-key-to-an-externally-signed-certificate.pem
T7AIEEET B 3% Playbook IEBML 3,

- name: Send data file to webservers
become: no
gather_facts: no
hosts: webservers
tasks:
- name: Send data to webservers
copy:
src: private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444

9. 7714 I ERELET,

10. Playbook Z#Z£1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml

255.>— 2L v NDSER L7 S D ANSIBLE TOD IDM H—E X VAULT
=Ly NOZEHE

LTOFIEICES>T, Y—ERA VRV ZADBIRICIT 5 I Nfc & EIZ Ansible Playbook ZBFIA L.
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HP—EXvault IKREFEINTWEY—I Ly h2ZEEBELEY, UTFOBIOSFIFTIH, Y=o Ly b
HRTFT 2IEET vault ~NDERITREINTH 59, webserver3.idm.example.com TEE LY —7
Ly NOBHRNMRELAEBEZAIRE LTVWEY, ZOBITIEH, EEEE ESfivault T>—2 L v b
EIRTFETHEHICIIM AR MIFERFR vault 5> —2 L b EES T % EF IC Ansible Playbook %
BHALEYT, COFIEDIELHIC, IIM BEBEFIIHFR— I Ly NEETCHLWPEM 7 7 1 LA JE
X vault ICIRTFEL. RIET7 2 ERD&H > 7= Web H#—/3— (webserver3.idm.example.com) IZ#7 L LY
=Ly MEREBELABWEDICA YRV N) =T 7V ZRBEL, 32—EID2D20FIEEZEFTL
ia—o
(1} =355
o ROEHMZHILTLIICAnsible A bO—IL/ —RERELTWS,
o Ansible /A\—Y3 ¥ 214 LIEAFER L TW5,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—/R—DZL2EBH R X1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L R L2 & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AfRE LTW3,

o |[dIMEBEH IKXATJ—RKHAah->TW3B,
o H—EXRYV—U L v MNDOREFELD IEFFR vault ZERK L TW 3B,

o [AMRRA N TEITHD Web H—EZXD httpd SBZF 7= ICEM L. RET VXD dH > FZLARID
BEEITIATVS,

e #7L \\ hitpd £ —72' /usr/share/doc/ansible-freeipa/playbooks/vault/private-key-to-an-

externally-signed-certificate.pem 7 7 1 )L &, Ansible Y hO—5—OHO—AIVICREFS
ncTwa,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/vault 71 L 7 ) —ICBEIL £ T,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/vault

2. ARV IN) =T 74N ERE UTORAMDPELSEREINTWS I L ZHELET,
e [ipaserver] 27 < 3> ® |IdM H—/3—
e [webservers] E/ a3 v =Ly NRGEDHRR k., 72& ZIE Ansible (X LT

webserverlidm.example.com & webserver2.idm.example.com (C¥—7 L v N &EET
2L£DICERTBICE. UMTFEAALET,

[ipaserver]
server.idm.example.com

[webservers]

webserver1.idm.example.com
webserver2.idm.example.com
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BF

ZDYRAMIARETIVEADH>T=Web H—N—DEFhBVEIICLTLE
T W (BRIEDHITIE webserver3.idm.example.com),

3. data-archive-in-asymmetric-vault-copy.yml 7 7 1 L AW TIRE L £ 7,
4. J7AIELETDICIE, ipavaut ¥ RV 2072 a3 VICUTOEHARELE T,

e ipaadmin_password Z#HJ IdM EEEE /XX T — RICEREL X7,

name Z 3 vault D&FT (Bl secret_vault) ICEEREL X7,

service Z# L vault DY —ERAFREBEHEICKRELET (B
HTTP/webserver.idm.example.com),

in 23 "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’)|
b64encode }}" ICFREL X T, TDHRETIL. Ansible ¥ IdM H#—/X—T(Z7% <. Ansible
A bO—F—DEETA LI N —DOMBEROHZ 7 7AINERFTELDICRY ZF
E

action Z#{/3 member ICEREL 7,
SEOFTHERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Tests

hosts: ipaserver

gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault

} n

action: member

7

service: HTTP/webserver.idm.example.com
in: "{{ lookup('file', 'new-private-key-to-an-externally-signed-certificate.pem’) | b64encode

7AWV ERELET,
6. Playbook ZZ1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file data-
archive-in-asymmetric-vault-copy.yml

7. retrieve-data-asymmetric-vault-copy.yml 7 7 1 L =W THREL £ 7,
8. 77AINELETBICIE, ipavaut ¥ RV I 3 VICUTOERARELE T,
e ipaadmin_password &L IdM BEZE /N7 —RIZRELZX T,

e name ZHUZ vault DEHI (fl: secret_vault) ICEREL X7,
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service 3 vault DY —EZAMBZFICKEL T (AU
HTTP/webserverl.idm.example.com),

private_key_file Z#id, H—E R vault D> —7 L v MOBREBICHERT 2WEBEEDOIBATIC
BRELEFT,

out Z#id. IMEDEET 1 LU M) —72 &, new-private-key-to-an-externally-signed-
certificate.pem ¥ — 27 L v NOEBEE A2 1AM H—/—DIFFATICEEL £ 7,

action Z#{/3 member ICEREL 7,
SEOFTERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Retrieve data from vault
hosts: ipaserver
become: no
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Retrieve data from the service vault
ipavault:
ipaadmin_password: "{{ ipaadmin_password }}"
name: secret_vault
service: HTTP/webserveri.idm.example.com
vault_type: asymmetric
private_key: "{{ lookup('file', 'service-private.pem’) | b64encode }}"
out: new-private-key-to-an-externally-signed-certificate.pem
state: retrieved

9. Playbook IZ, 1AM H—/X—H"5 Ansible AV MOA—5—ICT7—49 7 7M1 IV EBBT 50 3
vEEMLET,

- name: Retrieve data from vault
hosts: ipaserver
become: true
gather_facts: false
tasks:
[--]
- name: Retrieve data file
fetch:
src: new-private-key-to-an-externally-signed-certificate.pem
dest: ./
flat: yes
mode: 0600

10. 41 YRV N) =T 74)LD webservers £7 < 3 VIZEEHINTLWS Web Hr—/3—(C,
Ansible 2>~ b O—35 —H 5E4F L 7= new-private-key-to-an-externally-signed-
certificate.pem 7 7 1 L A#5iX 9 510 > 3 ~ % Playbook IZEBML £ T,

- name: Send data file to webservers
become: true
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gather_facts: no

hosts: webservers

tasks:

- name: Send data to webservers

copy:

src: new-private-key-to-an-externally-signed-certificate.pem
dest: /etc/pki/tls/private/httpd.key
mode: 0444

N 7274 ERELET,

12. Playbook ZZ1TL X7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file retrieve-
data-asymmetric-vault-copy.yml

25.6. EAE 5k

e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') —® README-vault.md Markdown 7 7 1 L &%
BLTCEIWY,

e /usr/share/doc/ansible-freeipa/playbooks/vault/ 7« L 2 k1) —DH > 7 )LD Playbook %%
BLTLEIWL,
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F26E=E ANSIBLE #FAH L TCIDMICH—ERA2REIE2FIES
SFOIELZWFE
Ansible Y —ERX EY 21—V %FHT % &, Identity Management (IdM) EEE (L, IdM XM 74 7T
ERWEFEDOY—EXADN M ILEET D, BEELAVWHIEZHERTEET, £EAE, Y—EX E
Va—I)VEFERETDZIEUTEITIENTETET,

o FENTCAVARN—=ILLAEY—EZARIAM IS4 TV MIBFETWEZIEE=HEALET, —F
AW EFEELBWERICIEEEMICA YA M—=ILIhF T, FMIE. XRESBLTLEIWL,

o MU SA 7Y MDIAM THTTP Y —EXNEET BT & &HRT 5,
o IAMUADYISA TV MDIAM THTTP Y —EANEET D & 5HRET 5,
o DNSODAHRWIAIM 7S5 A4 7Y MCHTTP Y —EANEET DI &E5HRT 5,

o |[dMICESFELAY—ERIC, SEBAENTIY Y FINTWB I EAEFEL T, SABEENTWEES
ICIZEEIMICEDIERAZEN A YR M—IILINE T, FEMIE. RAESBLTLEIWL,

o MY —ERITV N —THAEEBRDILAENFHET D & 2HERT 5,

o [AMIA—HF—ERAIMY, $—EXF—FTZREL TERTEZLDICLET, Fllld. R
EHRLTCESI,

o IdM A —%—, JI—7F, RA M, FLWEFHRANITIN—THHY—ERDF—49 THEKT
X54L£5IC9 %,

o IdMaA—%—, JI—7F, FA M, FLWEHRANITINL—THHY—ERDF—4 THREBET
X54L£5IC9 %,

o |[dM 1 —H—ERR MW Kerberos TA Y 7R A —ERIEBNMTESLDICLET, FMMIE.
RESBLTLEIY,

o H—ERDKerberos 7Y Vo NILIA) TP RAEEFEEIETZFIE

o H—EXNIAM I SAT7 Y MIRWHEEZEL T, TOH—EXADNEET IHEIXIBEEMNICE
DH—ERXZHIBRLET, sFMllE. RESBLTLEIW,

°© IdM I ZA47 Y hDIdM THTTP H—EXNRWZ & ZMHERT %,

26.1. ANSIBLE PLAYBOOK # A L T IDMICHTTP 4 —EXRZHFEIH
5F|E

LUFDFIEICHE > T, Ansible Playbook 2B L TIAMIICHTTP H—/N—HAEFHET B & 5#HALF
-a_c

AR E A
o HTTPH—ERERARNTBZVRFLNRIAM 254 7> N TH 2,

o IIMBERENRRT—RKIH 5B,

¥
1. inventory.file R EDA YRV MY =T 7 AL EFERLET,
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_configuring-and-managing-idm#ensuring-the-presence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_configuring-and-managing-idm#ensuring-the-presence-of-an-http-service-on-an-idm-client-without-dns-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_configuring-and-managing-idm#ensuring-the-presence-of-an-externally-signed-certificate-in-an-idm-service-entry-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_configuring-and-managing-idm#using-an-ansible-playbook-to-allow-idm-users-groups-hosts-or-host-groups-to-create-a-keytab-of-a-service_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_configuring-and-managing-idm#using-an-ansible-playbook-to-allow-idm-users-groups-hosts-or-host-groups-to-retrieve-a-keytab-of-a-service_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_configuring-and-managing-idm#ensuring-the-presence-of-a-kerberos-principal-alias-of-a-service-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ensuring-the-presence-and-absence-of-services-in-idm-using-ansible_configuring-and-managing-idm#ensuring-the-absence-of-an-http-service-in-idm-using-an-ansible-playbook_ensuring-the-presence-and-absence-of-services-in-idm-using-ansible

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

I $ touch inventory.file

2. inventory.file #Fi%. [ipaserver] ZV > 3 VIl, RET B IAMY—N—%EHLFT, &
ZIE. Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (/usr/share/doc/ansible-freeipa/playbooks/service/service-is-
presentyml) DI E—Z{EK L T, LLTFICHZTRLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-copy.yml
4. Ansible Playbook 7 7 1 JI (/lusr/share/doc/ansible-freeipa/playbooks/service/service-is-
present-copy.yml) B X %7,

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
# Ensure service is present
- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com

5 774 ERHELZET,
e ipaadmin_password ZH TEZEINTWVWS M BEEENRXT—RKEZLELZF T,

e ipaservice ¥ 27 M name ZEHTEEZEINTWVWE LI IC, HTTP Y —EZNERITIATL
52IdM O Z54T7Y NDEZRIZEBLET,

6. 771 EREL. TLET,

7. Ansible Playbook #2347 L £ 9, Playbook 7 7 1 )L, secretyml 7 7 4 L Z{RET /XA T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-is-present-copy.yml

B F IR
. BEEZEELTIAMWebUIICETA Y LET,

2. Identity — Services IC#EIL £,
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Services ') X M T HTTP/client.idm.example.com@IDM.EXAMPLE.COM A% %37 & 1. Ansible
Playbook I& IdM ICIEBEICEMINTWE T,

RS

o HTTPH—N—&TS59H =054 7 NEDBIEARFRET D5E L. Apache HTTP Server ~
DTLSESEDENM ZSBL TLEIW,

o HTTP H—ERDIBAEAERT Z3H5E L. certmonger ZfEA L7t —E 2 ® IdM FEBAZ DEY
FICREINTVWBRFIEZSRL TSI,

26.2. 5—D ANSIBLEY RV % {FAHL T, IDMY2 547> M EDIDM IZE
BDOY—EZADNGFET B E%HRT S

ansible-freeipa ipaservice €2 1 — L Z{FEHAY 2% &, BE—O Ansible ¥ X 7 THEED Identity
Management (IdM) H—E X %Bil. Z&E, HIBRTE X9, TD7HICIL, ipaservice €2 a2 —I)LD
services # 7> a v EFRALET,

services 7 7 avAEERTIE,. BEDY—ERICOAEAINZEROY —EATHAEIEET D
EETEFEY, TOY—ER%E name ZHTEEL T T, Ihid, servicesF 7> a v DOM—DNE
EHTT,

ZDOFIE%EZT LT, B—4 X4 TIdM IZ HTTP/clientOlidm.example.com@IDM.EXAMPLE.COM

H—E R & ftp/client02.idm.example.com@IDM.EXAMPLE.COM 4 —EXNEHET B I & 2R L £
ER

=S
e v hO—IL/—RTI,

o

Ansible /N\—2 3 Y 214 IEEFERA L TW 5,
o ansible-freeipa /Xy 5 —Y %4 VA M—=JLLTW5,

o ~/MyPlaybooks/ 714 L2 b —IT, IdM H—/N—DZLIERM K X 1 > % (FQDN) % £
LT Ansible f YRV M) =T 74 )L KL T

o RHELSOULEA{FERALTWS,

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,

FIR

1. JROWABE% S E Ansible Playbook 7 7 1 JL add-http-and-ftp-services.yml Z{Ef L £ 7,

- name: Playbook to add multiple services in a single task
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Add HTTP and ftp services
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/restricting-an-application-to-trust-only-a-subset-of-certificates_configuring-and-managing-idm#proc_adding-tls-encryption-to-an-apache-http-server-configuration_restricting-an-application-to-trust-a-subset-of-certs
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/using-certmonger_configuring-and-managing-idm#obtain-service-cert-with-certmonger_certmonger-for-issuing-renewing-service-certs
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-idm

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

services:
- name: HTTP/client01.idm.example.com@I|DM.EXAMPLE.COM
- name: ftp/client02.idm.example.com@I|DM.EXAMPLE.COM

2. Playbook #Z2fT L7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory add-http-and-
ftp-services.yml

s R
e ansible-freeipa 7Y 7A N —LRF 2 AV MDY —ERET 21—

26.3. ANSIBLE PLAYBOOK 2 L T. IDMUHND Y 14 7> D IDM

THTITPH—ERA2EFEIESFIE

LLUFDOFIEICHE > T, Ansible Playbook Z AR L TIAM 254 7> M TIEERWHRZ D 1AM IC HTTP

Y—N—DEETEEEERLETT, HTTPH——% M ICEBIML T, RRAM%E M IZEINT 2
EHTEZET,

(=S
¢ RAMIHTTPHY—ERZA VR F—IL LTW3,

e HTTPARELEZHERAMNIIM V54 7V hTidiaWw, ZRLUADIBEIT HTTP H—E %
IdM ICE4%9 % FIBICHEWE T,

o IIMBEERENRRT—RIH 5B,

o RAMEIFTODNSALI—NKR (£ IPv6 ZFA L TWSIHEIE AAAA L O—RN) 2'H 5,
FIa
1. inventory.file R EDA YRV MY =T 7 AL EFERLET,

I $ touch inventory.file

2. inventory.file %%, [ipaserver] Z/ > 3 VIl, RETHIAMY—N—%EHLFT, &
ZIE. Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (/usr/share/doc/ansible-freeipa/playbooks/service/service-is-
present-using-host-check.yml) D I E—%# R L T, UTFICHIERLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-without-host-
check.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-
without-host-check-copy.yml
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https://github.com/freeipa/ansible-freeipa/blob/master/README-service.md
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4., AE— L7 7 7 1)L (lusr/share/doc/ansible-freeipa/playbooks/service/service-is-present-
using-host-check-copy.yml) =5 & £ 9, ipaservice ¥ X ¥ T ipaadmin_password &
name ZHDGMERFELF T,

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/www2.example.com
skip_host_check: yes

5 774 ERHELIET,

e ipaadmin_password Z#J IdM EEEE /XX T — RICEREL X7,

e name I, HTTP H—EZXHPRITINTLWSIHRR MNOERIERELF T,
6. 771N %ZFREFL. BTLET,

7. Ansible Playbook #2347 L £, Playbook 7 7 1 )L, secretyml 7 7 4 L Z{RET /XA T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-is-present-without-host-check-copy.ymi
RREEF IR
1L EEEELTIAMWebUIIZOATA Y LET,
2. Identity — Services IC#EIL £,

HTTP/client.iidm.example.com@IDM.EXAMPLE.COM 7' Services ') A MIRRINTWVET,

B SR
o BEDRELEEZMIRT 2AEIL. Apache HTTP Server ~MD TLS BESELDIEN 2SR L T EX
LY,

26.4. ANSIBLE PLAYBOOK %#{#F L T. DNS Z{FHHE3ICIDM 7 514 7
Y NCHTTPHY—ERA2GFEIETSFIE

LUTFDFIEICHE > T, Ansible Playbook ZfFH L TDNS TV MY =AW IdM 254 7>~ K THTTP
YP—N—DEETZIEEHALET, COVFVATIE AMEAERMIDNSAIY MY =AW T
EEAHRE LTWVWET (IPv4 DD YIC IPv6 Z BT 2355121 DNS AAAA TV b Y =DV 7)),

AR
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/restricting-an-application-to-trust-only-a-subset-of-certificates_configuring-and-managing-idm#proc_adding-tls-encryption-to-an-apache-http-server-configuration_restricting-an-application-to-trust-a-subset-of-certs

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

e HTTPH—ERXR%ZRANTBZYRATLNIAMIZEHRINTWS,

o RANMDDNSAF/IEDNSAAAA L O—RAHFHEIEARWL, RAKMDDNS L 3— KHETE
TBHEICIE. RAKDDNS L O— KAFRET 235G, Ansible Playbook Z & L T I1dM
ICHTTP YU —ERAZBFEEIEZFIE IS LDICLTLEIL,

o IIMBERENRRT—RKIH 5B,

FIA
1. inventory.file R EDA RV MY =T 7 AL EFERLET,

I $ touch inventory.file

2. inventory.file %3 %, [ipaserver] ZV > 3 vIl, RETHIAMY—N—%EHLFT, k&
ZIE. Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICHERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (/usr/share/doc/ansible-freeipa/playbooks/service/service-is-
present-with-host-force.yml) DO E—%ER L F T, UTFICHAlERLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-host-
force.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-is-present-with-
host-force-copy.ymi

4. AE— L7 7 7 1)L Jusr/share/doc/ansible-freeipa/playbooks/service/service-is-present-
with-host-force-copy.yml =& £ 9, ipaservice ¥ X ¥ T ipaadmin_password & name
EROGRERELE T,

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

# Ensure service is present

- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/ihavenodns.info
force: yes

5 774 ERHELZET,
e ipaadmin_password ZH$ IdM BEZE /N7 —RIZRELZF T,
e name I, HTTP H—EXHNRITINTUVWSIHRR MNDOERNIERELF T,

6. 771 EREL, TLET,
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7. Ansible Playbook #2517 L ¥9, Playbook 7 7 1 )L, secretyml 7 7 1 L = {RF&T 5/N AT —
RERMT 27714, BLTA YRV N =T 74V EBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-is-present-with-host-force-copy.yml
REEF IR
1L EEEELTIAMWebUIICATAI VY LET,
2. Identity — Services IC#EIL £,

HTTP/client.idm.example.com@IDM.EXAMPLE.COM 7" Services ') X MIRIZINTWVWET,

BEEER
o BEDRLAEWRT BDAZEIL. Apache HTTP Server ~D TLS BESL DB #SB L T X
LY,

26.5. ANSIBLE PLAYBOOK #{H L CIDMHY—EXT Y M) —ICHERE
ZEIIBAE = FEEIE 5 FIE
ZDFIEICHEL., ansible-freeipa service EY a2 —/LAFRA L T, AEBDEREER (CA) B HTTP ¥ —E

ADIAM IV N —=IZT7H Yy FINTWB L ZHELET, IMCAHNBCELDIIBAEAERT 3
BAICIE, M CA TR AECANEBLZ LI HTTP Y —ERDIIBREAFAT % & EFITT,

AR

RAMIHTTP Y —ERXZA VA =)L LTW3,

HTTP 4 —EX % M IZ&S LTW3,

o |[IMEBEEENRT—KIH5B,

o EITTMNHTITPH—ERDTY Vo LICIET 2HEBELIIAELH B,
Fa

1. inventory.file R EDA YRV MY =T 71 ILEFERLET,

I $ touch inventory.file

2. inventory.file %3 %, [ipaserver] ZV > 3 vIl, RET B IAMY—N—%EHLFT, &
ZIE. Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

server.idm.example.com

I [ipaserver]

3. LL'F D & 5 IZ /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
certificate-present.yml 7 7 {1 LD E—%ER L 7,
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Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
certificate-present-copy.yml

4. F 7> a v sEBAZEDOH A Privacy Enhanced Mail (PEM) D& ICIL, SEBAE##BIE T >
A—F 4 v ZIL—IL (DER) BRICEH L, ATV RSA VA V9 —T 14X (CLI) TLYRHE
ICEBTEDLDICLET,

I $ openssl x509 -outform der -in cert1.pem -out certi.der

5. base64 #{FAHLTDER 7 7ML &2EBILLET, SvEVITEEMCT BICIE, -woA T
vaveEFERLET,

$ base64 cert1.der -w0
MIIC/zCCAeegAwWIBAgIUV740+4kXeg2104vxfRRtydm...

6. BEHANS V) v TR— NICEEAEZIE—-LE T,

7. lusr/share/doc/ansible-freeipa/playbooks/service/service-member-certificate-present-
copy.ym 7 7 A )L ERE. COT7 7M1 INORBERES LUVERTLET,

- name: Service certificate present.
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

# Ensure service certificate is present

- ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}
name: HTTP/client.idm.example.com
certificate: |

- MIICBJCCAW8CFHNnm32VcXaUDGfEGADL,...

[--]
action: member
state: present

8. 77AIN%ERHELET,

o certificate T A FHA L CEZE L/IAEIE. CLINSOE—LAIRAEICESHRAZET,
FEDOLDIT| /XS TXF & certificate: EHAHAT 2HBEE. 1{TICAAETIC. 2D
EOICEERAEZ AN L TL XV, INT, ABHEDOHEARNYDIABRZICRY X7,

e ipaadmin_password ZH TEZEINTWVWS M BEEENRXT—RKEZLELZF T,

e HTTPH—ERA2EITTZIAM V54 7 hDELR] (name T TER) 2LBEL T,

o TOMODEETIZEHNEEELET,

9. 77MINEHFREFEL, BTLET,
10. Ansible Playbook #3217 L 9, Playbook 7 7 1 JL. secretyml 7 7 { L A {RFE&ET H/X AT —

REBINT 2774, BLTA YRV N =T 74 ILEERELE T,
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$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-certificate-present-copy.yml

BEEFIE
. BEEELTIAMWebUIICE YA Y LET,

2. Identity — Services IC#EIL £,

3. HTTP/clientidm.example.com 72 &, L <EMLUAAZENMEESI Ny —ERZZ I ) v
9 L/ i 3—0

BROY—ERGEAE £/ 3 VT, FAICEMLUAIREZHETES LD ICRY T L.

26.6. ANSIBLE PLAYBOOK #{#fHLTCTIDM 1—YH%—, ZIL—7, ;KX

N FHRIEKANIINVN—TTCH—ERDXF—Y THERTEDLDHICT S
Fg

F—4 TI&. Kerberos ) VNIV EBESILBORTEESL 774 TT, ¥F—9 T 7714 ILITEE.
ADNARLT, FEETL—VTFRAMN I 7AMNVIREINLARART—REFRAETIC. R2 ) T H
THEMIC Kerberos TR A TAD L DICTBDICHERALET, TDE. RV Y T MNIEREBLALR
IEREFRA L TYE— RN RTLIREINTWE 7 74TV ERATEET,

Identity Management (IdM) EEE &, tROI1—H—H, IAIM TEFTLTWEH—ERDF—4 T%E
BLRZY, ERLAEYTESZEDICLET, BEODI—HV—BLV01—F—JIL—THF*—9 TEHEK
TEBEOHILTRE AMEEBENRRAT—REHAEETICH—EADERBAZRETEET, DL
FEITDET, YVRATLEFHMIIHODALYEETEET,
UTOFBEICK-T, BEDIIM A —Y—, 22— =T IL—T, KR M, BLVKRANTIL—TD,
dM 254 7Y R TEITLTWBHTTPY—ERDF -9 TAHERTETEEIICLET, EFEMICIE,
|dM . —1— user0124%, client.idm.example.com &W D ZHID IdM 7 54 7> N TRITHD HTTP
YP—ERADF—F THEERTEDLIICKRETDAEEHBALET,
Gl s

o [dMBEENRRT—RNEERELTWVWS,
o RDEHAMITLIICAnsible Y hAO—J)L/—RKRERELTWS,
o Ansible/ N\—=I 3V 214 LIEAFEALTW3,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—/R—DZL2EBH RN X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEM LTcZ & &RifRE LTW 5,

o ZDBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWBE I &%
ARE LTW3,

o HTTPH—EX% IAMICESR LTW3,
o HTTPH—ERAKRANTBVRTLANIAM I SA TV NTH D,

o XY TDEMEHAT S IAM I—HF—BLP1—H =TI —THIdM ICFEET %,
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o X— S TDEREHATTBIAM KR MBS LVRANTIL—TH 1AM ICIFIET %,

¥
1. inventory.file R EDA YRV MY =T 7 AL EFERLET,

I $ touch inventory.file

2. inventory.file %A%, [ipaserver] ZV > 3 VIl, RET B IAMY—N—%2EHLFT., &
ZIE. Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (/usr/share/doc/ansible-freeipa/playbooks/service/service-
member-allow_create_keytab-present.yml) O IE—% R L ET, UTFICHERLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_create_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_create_keytab-present-copy.yml

4. Ansible Playbook 7 7 1 JI (lusr/share/doc/ansible-freeipa/playbooks/service/service-
member-allow_create_keytab-present-copy.yml) ZF X £,

5 UTFAZEBLTI77MIVERELET,
e ipaadmin_password Z#CTIEE L7z IdM BEEE /XX T — R,

o HTTPH—ERAEFTINTWVWSIAM VT4 7 hDEH], REDHFT
l&. HTTP/clientidm.example.com TY,

o allow_create_keytab_user: 27> 3 VICEHINTWS IdAM 2 —H—%, WEDHITIE
userO1 9,

e allow_create keytab_group: 27> a VICRBEHEINTWS IAM 21— =T IL—T 4,

e allow_create keytab_host: 27 > a VICEBEHINTWS IAM KR M,

e allow_create_keytab_hostgroup: 7> 3 VIIEEHINTWS IIM KRR M T IL—TE,

e tasks /> 3D name EHTEHEREINTWBE IRV 4,

WEDOHICEDLETHRE T 2L, AIE—INET7AIVEUATOL S ICRY XT,

- name: Service member allow_create_keytab present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Service HTTP/client.idm.example.com members allow_create_keytab present for
user01
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
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allow_create_keytab_user:
- usero01

name: HTTP/client.idm.example.com
action: member
77

6. 1INVemFRELEY,

7. Ansible Playbook #2347 L £ 9, Playbook 7 7 1 )L, secretyml 7 7 4 L % {RET /XA T —
RERMT 277140, BLPA YRV N) =T 74 ILEERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_create_keytab-present-copy.yml

BREEFIR

L BEDHTTP Y —ERDF—4 T%=ENRT 2HERDH % |dM 2 —H—T, |dM H—/3— | SSH
EHRLET,

$ ssh user01@server.idm.example.com
Password:

2. ipa-getkeytab <Y Y RAFAL T, HTTPH—EZXDHFRF—9 T2ERLF T,

$ ipa-getkeytab -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab

SsATvavid, F—YTEERTBF—EHEEYY— (KDC) H—"—%BELET,
pATavid, FRTZ2F—9TOT) I RILERELET,

kAT avid, FRX—ZBMTE2F—9TI7MIERBELET, 771 IULDBFEELEWV
BEICIE. FRINET,

ZDIAXY RTIZ—HIRRINBWEEIL. userO1 T, HTTP/clientidm.example.com ¥ —% 7
DEBICERINTVET,

26.7. ANSIBLE PLAYBOOK %= L TIDM 2 —H%—, J)L—7, KR
M FRERZANIIWN—TTH—ERDF—9 TZRETEXDLIICTS
FIg

F—4 TlE, Kerberos Y VI /N EBBILBEORTEEL 774 TT, F—9 T 771 ILILEE.
ADNARLT, FLEETL—VTFRAMN I 7ANVIREINLARRT—REFRETIC. R2 ) T H
THBIMIC Kerberos TEREEAITADLDICT BHDICFERALET., ZDHE. X7 T MNIEE LA
SEREFHALTCYUE— M RATALAIREINTWE 774 ILICT IV ERATEEY,

IdM BIEZE X, D1 —HF—A, M TETLTVWEH—ERDF—4 THBELEY. fERRLAEZYT
X3LDICLET,

DUTFOFIBEICHE>T, HFEDIAM 2 —H—, 2—H—JI—TF, KA, BLVKRRAKNTIL—=TH,
M IS4 T7 Y R TRITLTVWBHTTP Y —EXDF—49 J2MBTE2LIICLET, EFRHICE
|dM 1 —4'— userO1#4%, client.idm.example.com TE{TF 5 HTTPH—ERDF—9 TERIETX 3
SOICRETD2HEEHRBALES,
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(1} =355
o [AMEBEEE/NZT—REBELTWS,
o RODEHAHEITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZODOBITIE, ~/MyPlaybooks/ 74 Lo b —IZ, IAM H—/R—DZLEE RN A1V F
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L AR LI & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

e HTTPH—EXR% IAMICESR LTW3,
e X— 9 TOMEBAELATSIAM 1—HF—BL P TI—THIdM ICEET 2,

o X—HTODEBEHFATSEIAM KA MBS LVRANTIL—TH 1AM ICIFIET %,

FIR

1. inventory.file R EDA YRV MY =T 71 ILEFERLET,

I $ touch inventory.file

2. inventory.file %3 %, [ipaserver] ZV > 3 VIl, RETHIAMY—N—%EHLFT, k&
ZIE. Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (/usr/share/doc/ansible-freeipa/playbooks/service/service-
member-allow_retrieve_keytab-present.yml) D IE—%ERK L ET., UTICHERLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present.yml /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-allow_retrieve_keytab-present-copy.yml

4. AE— L7 7 7 1)l Jusr/share/doc/ansible-freeipa/playbooks/service/service-member-
allow_retrieve_keytab-present-copy.yml ZF X £ 7,

5. 774V ERELET,
e ipaadmin_password Z# IdM BEEBEEZE /XX T — RICERELZF T,

e ipaservice ¥ 27 ® name &, HTTPH—EXDFY VTN JLICERELE T, RED
5l Tlx. HTTP/clientidm.example.com T9,

e allow_retrieve_keytab_group: 27> 3> TIldM 2 —H#—D&R1%2EEL T T, REDH
Tl& userO1 T,
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allow_retrieve_keytab_group: 27> 3> T, IdM A —%—7JI)IL— T D&RIZEEL X
ER

allow_retrieve_keytab_group: 27> 3V TIIM KR hDOEZRIZIEEL X T,

allow_retrieve_keytab_group: 227> 3V TIIM KRR NI —T O &R A#IEEL T,

tasks 27> 3 >v®D name B AFAL T, YRV %ZEBELZT,
WEOHICEDLETCHRAETZE, AE—INEZT77A4IVEUTOLIICHRY T,

hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Service HTTP/client.idm.example.com members allow_retrieve_keytab present for
user01
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com
allow_retrieve_keytab_user:
- user01

- name: Service member allow_retrieve_keytab present
action: member
7

6. 771NV ERELET,

7. Ansible Playbook #2347 L £, Playbook 7 7 1 )L, secretyml 7 7 4 L Z{RET /XA T —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i

path_to_inventory_directory/inventory.file /usr/share/doc/ansible-

freeipa/playbooks/service/service-member-allow_retrieve_keytab-present-copy.yml
RREEF IR

. HTTPH—ERXDF—4% TJEEH¥ER, H 2 IdM 21— —& LT, IdM H—/N— |2 SSHEH L £
-a—o

$ ssh user01@server.idm.example.com
Password:

2.+ 7> av%EIEEL T ipa-getkeytab IV RAFR L TCF—9 TE2BMIBLE T,

$ ipa-getkeytab -r -s server.idm.example.com -p HTTP/client.idm.example.com -k
/etc/httpd/conf/krb5.keytab

SsATvavid, F—YTORBTERDIF—EHEEYY— (KDC) H—N"—%BELZT,
pATaviE, F—HTERBTEZT) I RNILERELET,

kA TVavid, BLAEBEEBMNTSXF— 49T 774 EHBELET., 774D EFELA
WIZEITIE, ERRSNE T,
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DAY RTIZ—HIRRINBWIEEIL. userO1 T HTTP/client.idm.example.com D ¥ —% 7 A
EBICREBINTVWIET,

26.8. ANSIBLE PLAYBOOK %#{#FH L Tt —E X® KERBEROS 7'!) > /N
IWDIA ) FRAEFEIESFIE

SFYAFICE>TIE, M A—H—, RANZFLIEH—EZXMNKerberos 7 ) r—oavicw LT
Kerberos 7Y VIV IA YY) PRAEFA L TCRIETEZSELIICIAMEEENRET D EENTT, K
DEHIBRYF)AFITHRYET,

o 1I—H—ZOLTERIC, I —F—ALBIDI—HY—ZEHLWI—HF—LZDEATY AT AIC
AJAYTEBLDICT 3,

e [dMKerberos LILAD X =)L KA VERRDIBETEH, I—HF—IAXA—ILT7 RLAEFERAL
TaOJA4 vV 20%ELDH D,

LFOFIEICHE > T, client.idm.example.com TE{TIN 2 HTTP H—EX®D
HTTP/mycompany.idm.example.com D7) V2 /)L TA ) 7 REERLE T,

AR
o [AMEBEEE/NZIT—RELEL TV,
o ROEH%HEITLIICAnsible AV bO—IL/—KREEZRELTWS,
o Ansible N\—T 3V 214 EAFERALTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDOHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

e RANMIHTTPH—ERZEE LTW3,
e HTTPH—EX% IdM ICEER LTW3,

¢ HTTPZBEELTWBKRAMDNIIM VATV N TH B,

¥
1. inventory.file R EDA YRV MY =T 7 AL EFERLET,
I $ touch inventory.file
2. inventory.file %A%, [ipaserver] Z/ > 3 vIl, RETHIAMY—N—%EHLFT, k&

ZIE. Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com
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3. Ansible Playbook 7 7 1 JU (/usr/share/doc/ansible-freeipa/playbooks/service/service-
member-principal-present.yml) DI E—%{ERKLE T, UTICHERLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-member-principal-
present.yml /usr/share/doc/ansible-freeipa/playbooks/service/service-member-
principal-present-copy.yml

4. Ansible Playbook 7 7 1 JI (lusr/share/doc/ansible-freeipa/playbooks/service/service-
member-principal-present-copy.yml) ZF X £ ¢,

5 UTFAZEBLTI77MIVERELET,
e ipaadmin_password Z#TIEE L7z IdM BEEE /XX T — R,

e name B THEL LY —EREL, Thid, Y—ERDERET) VI NILETY, RED
51 Clx HTTP/client.idm.example.com T,

e principal Z# T8 L 7= Keroberos 7 /LT A ) 7 R, Ihld. name EHTER
Lt —ERICEMTSIAM4) PRATY, REDHIT
l&. host/mycompany.idm.example.com T7Y,

o taskstz/ a3 v®dD name BEHTIEEINTWBEY RV 4L,
WEOHICEDLETCHRAESTZE, AE—INEZT77A4IVEUTOLIICHRY FT,

- name: Service member principal present
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Service HTTP/client.idm.example.com member principals
host/mycompany.idm.exmaple.com present
ipaservice:
ipaadmin_password: "{{ ipaadmin_password }}"
name: HTTP/client.idm.example.com
principal:
- host/mycompany.idm.example.com
action: member

6. 771 ERELET,

7. Ansible Playbook #2347 L £, Playbook 7 7 1 )L, secretyml 7 7 4 L Z{RET /XA T —
REBINT 2774, BLVA YRV N =T 74 I)LEERELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-member-principal-present-copy.ymi

Playbook #3179 5 &, EETEARWVWIRINOMH. KM LAY R IVD 0 HICARBIHEIC
I&. HTTP/client.idm.example.com #—E X ® host/mycompany.idm.example.com Kerberos 7'!) -
IIVHEBICERINTVWET,

BaEE R
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® Managing Kerberos principal aliases for users, hosts, and services &R L T ZX W,

26.9. ANSIBLE PLAYBOOK #f#fFH L CTIDMICHTTP H—ERX &2 FEIH
TWEDICT BFIE

UTOFIRICHEST, M DS —EXDEFRERERLET, L WEEKMIZIEZ. Ansible Playbook % f&
LT, IdM IZ# % HTTP/client.idm.example.com & W\ ZHID HTTP #—/\—%HIfR$ % Ak %51
BLEY.

=S5

o IAIMBEERE/NRRT—RKIH 5,

FIR

1. inventory.file R EDA RV MY =T 7 AL EFERLET,

I $ touch inventory.file

2. inventory.file %%, [ipaserver] Z/ > 3 VIl, RETHIAMY—N—%EHLFT, &
ZIE, Ansible IZ¥ L T server.idm.example.com Z5%E T 5 & D ICIERT B ICIE, ROV
FERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (/usr/share/doc/ansible-freeipa/playbooks/service/service-is-
absentyml) OO E—%ZFEMRLFT, UTICHZRLET,

$ cp /usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent.yml
/usr/share/doc/ansible-freeipa/playbooks/service/service-is-absent-copy.yml

4. Ansible Playbook 7 7 1 JI (/lusr/share/doc/ansible-freeipa/playbooks/service/service-is-
absent-copy.yml) 2l X £ 7,

5 UT2ZEBELTC7 74 IV ERAELET,
e ipaadmin_password ZH TEHIN TV 3 IdM BEEE/NNZXT— K,

e ipaservice ¥ 27 M name ZHTEEINT WS, HTTP H—E XD Kerberos 7'1) > /%
s
BEOHICEDLETRETSE, AE—INEZT7AMILIELTOL D ICRY £,

- name: Playbook to manage IPA service.
hosts: ipaserver
gather_facts: false

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

# Ensure service is absent

- ipaservice:
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name: HTTP/client.idm.example.com

ipaadmin_password: "{{ ipaadmin_password }}"
state: absent
77

6. 1IVeREL. BTLEY,

7. Ansible Playbook #2347 L &9, Playbook 7 7 1 )L, secretyml 7 7 4 L Z{RET /XA T —
RERMT 27710, BLTA YRV M) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file /usr/share/doc/ansible-
freeipa/playbooks/service/service-is-absent-copy.yml

WREEFIE
1L EEEELTIAMWebUIICOATAI VY LET,
2. Identity — Services ICFBEIL £ 9,

Services ') X M T HTTP/client.idm.example.com@IDM.EXAMPLE.COM —EZXNKRRINTLAR
WEEICIE. [dM DS EBICHBRINTWET,

26.10. BEEIE R

e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') —® README-service.md Markdown 7 7 1 JL
ZSRLTCESI W,

e /usr/share/doc/ansible-freeipa/playbooks/config 71 L 2 b Y —DH > 7LD Playbook %%
BLTLEIWL,
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8275 ANSIBLE PLAYBOOK #{#H L7/ IDM O/ O—/\)L
DNS ;8 EDEIE
Red Hat Ansible Engine @ dnsconfig :E*‘/“:L—}W&EFH L T. Identity Management (IdM) DNS @ %'
O—NILEREERETCITET, VJO—/NNILDNSEHETERELALA T avid, §XTDIIMDNS H—
N—|TEBINEY, 2L, F7O—/NLERE. ﬁm@ IAMDNS V' —V DEREL Y HBLEHIE <
Y FEd,
dnsconfig €Y 1 —ILIZUATOEHE Y R— L X T,
o JO—N)LT7 47— — (FICBEICERTZIPT7RLRAER—H)

o JO—/NJVERERY ¥ —:only, first, £7IE noneDNS EmiER Y > —D LD Y 1 T DEEH
i 1[dM D DNS ERiER ) ¥ — ZSRLTLEI W,

o FRIZINYITyTELCHBIZILY YTy T —VDEHE

=S5

e DNSH—EZANIIMH—NR—[CA VA M=ILINhTWVWB, HEDNSDH S IdM H—/N\—% 4
VAN=ITBHEEZ UTOY Y I70WThHLESIBLTLEIL,

o I[dMYH—NR—DA4 VA ~M—JL: G DNS &£#E CA%Z root CA & LTHERAT 256
o |[dMH—/R—DA4 VA h—JL: #EE DNS E4ER CA %Z root CA & LTHERT 256

o [dMH—/NN—DA4 VA b—JL: & DNS B H Y AER CA B WNIGE

AETW, UTFDOEIYavasiBALEYS,

e |dM &R L T /etc/resolv.conf D F' O—/3N)L 7 #+ 7 —4 —H NetworkManager IZHIFR I T 74
WEIILT B A&

® Ansible AL TIIMICDNS V¥ O—N\IL 740 —4—%EFEIE S FIE

® Ansible AL TIIMICDNS /7 O—NIV 747 —49—%2FEIERWVLIICTZFIE

® ipadnsconfig ansible-freeipa €< 2 —JL M action: member + 7> 3 >~

e |dM D DNSEERY ¥ —D BE

® Ansible Playbook Zf#f L T forward first K1) & —% IdM DNS /' O0—/\)LERE TIEET 2 FIE
® Ansible Playbook R L TIAMDNS T/ O—/NIL 7 # 7 —4 —%|\ICT B FIE

® Ansible Playbook % L TIdIMDNS CIEBIE S LUVHBIEILy 77 v TV —> DREE % E
ICY 3FIE

27.1.1DM % {EMH L T /JETC/RESOLV.CONF @/ O—/N)L 7 7 —4—H
NETWORKMANAGER ICHIBR I B WEL D ICT B AE

¥4 DNS T Identity Management (IdM) 24 > 2 h—JL§ % &. /etc/resolv.conf 7 7 1 JLAH
localhost 7 KL X (127.0.0.1) 2SR T2 LD ICEREINF T,
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# Generated by NetworkManager
search idm.example.com
nameserver 127.0.0.1

DHCP (Dynamic Host Configuration Protocol) 2 {3 2% v h7 =07 &E, BRIEICE ST

I&. /etc/resolv.conf 7 7 1 LANDZEEA NetworkManager H —E R ICL Y TICRINTL XD HED
HYET, AIMDNS DA Y R b—)L 7O TlE, LLTFD & S IC NetworkManager H—E 2 £ 5% &

L. DNSE®EZKifmIL L X T,

L. DNSA YR M=JLRVY T MaEFERLT, /etc/NetworkManager/conf.d/zzzz-ipa.conf
NetworkManager 58 € 7 7 1 L 2 {ERB L. MRFRDIEF & DNSH—/— 1 XA hZHEL 7,

# auto-generated by IPA installer
[main]
dns=default

[global-dns]
searches=$DOMAIN

[global-dns-domain-*]
servers=127.0.0.1

2. NetworkManager # —E X' Bit#iAH I 1, /etc/NetworkManager/conf.d/ 7+« L ¥ b 1) —
ICHBLUFIDT 714 IILDERE%FER L T letc/resolv.conf 7 7 1 VAR LE T, SEIDHE
l&. zzz-ipa.conf 7 7 1L TT,

BE
letc/resolv.conf 7 7 1 JLIEFFHTEBRELARVWTL I W,

27.2. ANSIBLE #{EFH L TCTIDMICDNS Y A—/N)L 7 # D —4 —4&FEI &
3 FIig

LUFDOFIEICHE > T, Ansible Playbook Z{EH L T, IAMIZDNS /7 O—"N\)L7 7 —4—%EML %
T, UTOHITIE, M BEEBHEIE, R— K534 V¥ —3xy h7OMIIL (IP)v4 7 KL D

7.7.9.9. IPv6 77 KL X %' 2001:db8::1:0 THEIN TS DNS H#—/N—(C, DNS 7 O—/N)L 7 #
T—S—HIBEINDLIICLET,

AR
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3V 214 LIEEFERLTWS,
o Ansible 3~ b O—5—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L M LTcZ & &RifRE LTW 5,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o |[dMBEE/NRRT—RAEIEELTWS,
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. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L. 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

L AVYRYRNY =D 74N ERE, BRET S IAM Y —/N—H[ipaserver] £ > 3 VILEHEH I N

TWBZEEBRLET., /& AIE. Ansible ICH L T server.idm.example.com %233 E 9 %
EDICERTBICIE, ROITY FZEERITLET,

[ipaserver]
server.idm.example.com

. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) D O E—%{ER L F 9., UTFICHIETL

i‘a—o

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.yml

. ensure-presence-of-a-global-forwarder.yml 7 7 1 L ZFAWVWTIREL XY,

CUTOZEHEZZRELTCI7MIVERELET,

a. Playbook ® name Z#{(Z. IdMDNS /' O—/8)L 7 7 —4 —%3BINY % Playbook @
BREICERELET,

b. tasks 7> 3>~ T, # X% ® name = Ensure the presence of a DNS global forwarder
to 7.7.9.9 and 2001:db8::1:0 on port 53 ICEE L £ ¢,

c. ipadnsconfig @ forwarders Z7 > 3V CUTATVWE T,

i. RFOD ip_address DfEIZ., V7 O—/N)LT7 47— —DIPv4 7 KL R (7.7.9.9) ICER
LE9.

i. 2% B D ip_address OfEIE., /7 O—/NILT7+T—4—DIPv6 7 KL R
(2001:db8::1:0) ICEE L £ 9,

iii. port DIEMN BIICEREINTWVWSILZMEAELET,

d. state % present ICZEEL T,
SEOFITHERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port
53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53
state: present
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[ |
6. 771 ERELET,

7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
of-a-global-forwarder.ymi

B =Sk
e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-dnsconfig.md 7 7 1 L = SR L
TLIEIW,

27.3.ANSIBLE Zf#H L TIDMICDNS /O—/N\) 7 # 7 —4 —%=FHEIE
BWEDICT BFIE

LUFDOFIEICHE > T, Ansible Playbook Z{#FH L TIAM TDNS 7/ O0—/N)L 7 47 —4—%HIR L £

T, LTFOFIETIE. IdM BEEEHD, R— b 53 T, IP (Internet Protocol)v4 7 KL X 8.8.6.6 H & T

IPv6 77 KL X 2001:4860:4860::8800 #3F D DNS / O—/N)ILT7 ATV —4F—HDEFEELLAVW EZEEL
F9,

AR
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z M) —IZ, 1AM H—/R—DZL2EBH RN X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZDHITIE. secret.ymlAnsible R—JL ~IC ipaadmin_password BMREINTWVWE I &%
AIfRE LTW3,

o IIMEBEEENRT—REZIBEL TV S,
¥
1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 74 L 7 b —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
2. ARV N) =D 71V EBEE, RET S IdM B —/N—1'[ipaserver] 7 > 3 VILEEEH I 1

TWBZEEBRELEY, 7z& ZIE. Ansible IZX L T server.idm.example.com %% E 9 %
EDIKIERTBICE. ROOAT VY REEFTLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) DO E—% R L9, UTFICHIZRL
i -a—o
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I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.ymi

4. ensure-absence-of-a-global-forwarder.yml 7 7 1 L ZFAWVWTIREL X7,
5 UTOZEHAEHZRELTCI7MIVERELET,

a. Playbook ® name Z#{(Z. IdM DNS T4/ O—/3N)L 7 # 7—4 —%E&iE& L %4\ Playbook
DEREICEELTT,

b. tasks 7> 3~ T, # X% D name = Ensure the absence of a DNS global forwarder
to 8.8.6.6 and 2001:4860:4860::8800 on port 53 ICEE L £ 7,

c. ipadnsconfig @ forwarders Z7 > 3 v CUTATVWE T,

i. XFOD ip_address DfEIZ., V7 O—/N)L 747 —45—DIPv4 7 KL X (8.8.6.6) ICER
LE9.

i. 2% B D ip_address DfEIE., /7 O—/NILT7+T—4—DIPv6 7 KL R
(2001:4860:4860::8800) ICEE L £ 7,

iii. port DEDN B3 ICEEINTWSI E2HERLET,
d. action Z#{/X member ICEEEL F 7,
e. state 7' absent ICEREINTWB I EAMERELET,

SEOFITERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Playbook to ensure the absence of a global forwarder in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

BF

Playbook T action: member % £t 9°IC state: absent + 7> 3 V7 1F & E
I5E, FD Playbook IEEKK LT,

6. 771 ERELET,

7. Playbook Z#Z1T L & 7,
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$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-of-
a-global-forwarder.ymi

B
e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-dnsconfig.md 7 7 1 JL

® ipadnsconfig ansible-freeipa €< 2 —JL M action: member + 7> 3 >~

27.4. IPADNSCONFIG ANSIBLE-FREEIPA £ 2 —JL (DACTION: MEMBER 7
Toayv

ansible-freeipa ipadnsconfig €< 1 — /L% L T Identity Management (IdM) @7 O—/N)L 7 #

7 —4—%RHNT BICIE, state: absent 7T 3~ DMhIC action: member Y 3 VAFEAT B
ENHY FT, Playbook T action: member % HFHH 7 IC state: absent 7211 = FHT 5 &, £D
Playbook Ik LE T, ZTD7/=®, §RTDOI/O—/NI)LT7 7 —4—%BIKRT % IZ1E. Playbook TZ
NoETRTERNICIEET 2HENHY £, —F. state: present 4 72 3 > |C action: member (&
MHEHY A,

JRDFE 1T, action:member 4 7Y a Y DIE LWMERZEERTDNS /O—N\)L T T —45—DEMEH!
BROMmADBEMNETRLET, TORDZTICIK. UTHARENFT,

® Playbook #E{T§ 2RICHREINAL/O—NILT+T—4—
® Playbook H* 5 Dik#E
® Playbook DRITRIEREINALI/O—NILT 4+ T—4—

#2717 0—/\)V7 #7—4 —® ipadnsconfig B

a7 # Playbook Dik#;

7—5—
8.8.6.6 8.8.6.7
[.-]
tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:

- ip_address: 8.8.6.7
state: present

8.8.6.6 8.8.6.6.
[.] 8.8.6.7

tasks:
- name: Ensure the presence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.7
action: member
state: present
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a7 # Playbook Dik#}

7—5—
8.8.6.6, Playbook %
8.8.6.7 [..] EITLLD
tasks: ETBE,
- name: Ensure the absence of DNS global forwarder 8.8.6.7 I5—H%
ipadnsconfig: £LEY,
forwarders: TCDRE
- ip_address: 8.8.6.7 (8.8.6.6.
state: absent 8.8.6.7) I&
EEINZK
T A,
8.8.6.6. 8.8.6.6
8.8.6.7 [...]
tasks:
- name: Ensure the absence of DNS global forwarder 8.8.6.7
ipadnsconfig:
forwarders:

- ip_address: 8.8.6.7
action: member
state: absent

27.5.IDM T®D DNS #53E7R ) & —

IdM (Z. first 5LV only D BIND EriER Y ¥ — &, IAM BB DEER') > — none ZHR— b L F
ER

forward first (77 2 JL )
IdMBIND —E X (&, DNSV T — %R EFHD T 4+ T —4F—IlELF T, H—NN—IT5—»
HALTIRMNDPERTYIIY—ICRkTSBE, BINDIFA VY —Fy hEDY—N—AFRLTHR
FRICT A —IL/Nw U LE T, forward first R > —IEF 74 MDKRY)>—T, DNShZ 714 v
JDEBEEICEL TWET,

Forward only
IdMBIND —E X, DNSV T — %R EFHD T 4+ T —4F—IlE L F T, —NN—IT5—»
SALT I MNDERERTIITY) —ICKHT &, BINDIFTS—%29754 7Y MORLET, DEISH
7- DNS R END®RIETIL, forwardonly R > —HHEINE T,

None (¥x3X D #EZh1L)
DNS 7 T!) —i&. none#sixR!) O —TEEINFTFEA, FJO—NIVEEEREAXY —VRIICA —
N=Z4 RTZGEICDH, EBREDEMIIERATYT, TOF T avik, |dM D BIND (2E T2
DI7AT—F—)RANEBETBHDERALTY,
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R

BEEAEFEALT, IMOTF—4% &, D DNSH—N—DF—9 EHEETIFEH A, IdM
DNSDFS5A4<T) =V —VRIIHBEEDY TV —VDIIT) —DIHEEGRETIET,

T 74 MTE 1AM —N—DERF T — =R >TWBY -V, 7T —3hik
DNS &AFRrE T %% &ICIE. BIND YH—ERIZ, /) —%BDH—N\—|C8E L FH
ho TDEIRIBEIF., 7T —IN/=DNSENIAIM T—IR—R IR DD SR WNIEG
&lX. NXDOMAIN & DBEEMNRINE T, GBEIFFRAINEHA,

B27aY%> T+ A

IdM H#—/X—(&, test.example DMEE 1 —/X—T9, DNSYV—>, BINDI&, IP7 KL R
192.0.2.254 TY L) —% DNS H—N—IlEET 2L D ICREINTUVET,

224 7 > M nonexistent.test.example DY ') —%3%{§ T 235EDNS £ Tdh % BIND (&, 1dM
H—/N—7" test.example. V—V DR —/N—TH B &A2HRHE LT, /T —% 192.0.2.254.

Y—NN—=[ZIFEELEEFA, TOER, DNSV 4 7 MMENXDomain TS5 —X v tE—%F(F
BY, 7T)—ENERAAUDAFEELRVWC EZI—F—ICBHMLE T,

27.6. ANSIBLE PLAYBOOK % {#F L T FORWARD FIRST ;R ') & —% IDM
DNS /O—/NJLERETIEE T DFIE

LLFDOFIRICHE > T, Ansible Playbook %R L T. IdMDNS @27 O0—/\)LErER Y ¥ —7 forward
first ICREINTWE I EEBRLET,

forward first DNS 537K ) & — A FAHT BIHEICIE. DNS U T —IFREFAD T # 7 —4 — 85k
INFIT, = N—IS—I9M LTI M RATIIT)—ICKKRTZE, BINDIFSA vy —Fy M E

DY —N—%FHLTBREBRICT7A—IL/Ny I LZET, Forwardfirst R > —IFFT 7 4L kDR
V—TF, NS T14vIDRBELICELTWVWET,

AR
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible N\—T 3V 214 EAEFERALTWS,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —IH A VA R—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L J ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,

o |[dMBEEE/NRRT—RNEBEL TV,
o IIMBRIRICHEE DNS H— =D EFFhTW5B,
Fa
1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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2. ARV N =D 71V EREE, RET S IdM H—/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEAEBRLET, /& AIE, Ansible IF L T server.idm.example.com %% E ¥ % &£
DIKERTZICE, ROAT Y REERTLET,

server.idm.example.com

I [ipaserver]

3. Ansible Playbook 7 7 1 JU (set-configurationyml) D AE—%ER L 9, UTFICHERLZE
-a—c

I $ cp set-configuration.yml set-forward-policy-to-first.yml

4. set-forward-policy-to-firstyml 7 7 1 L EBEWVWTIREL 7
5. ipadnsconfig ¥ R 77> a VICLUTOERAREL T, 771V EHELET,
e ipaadmin_password Z#HJ IdM EEEE /XX T — RICEREL X7,

e forward_policy Z#UZ first ICREL X T,

oD Playbook TRIEMDMDITIZ T RTHIFRLF T, LU, SEDOFITHERTZ LI
758 L 7= Ansible Playbook 7 7 1 L TY,

hosts: ipaserver
become: true

tasks:
- name: Set global forwarding policy to first.
ipadnsconfig:

ipaadmin_password: "{{ ipaadmin_password }}"

- name: Playbook to set global forwarding policy to first
forward_policy: first
7

6. 771NV ERELZET,

7. Playbook Z#Z1T L ¥ ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file set-forward-
policy-to-first.yml

RS

o |[dM TODNSEER) v— AHSHBLTLEIW,

e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') —® README-dnsconfig.md 7 7 1 L =S8R L
TLEXIW,

e H > 7LD Playbook &, /ust/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L & b
)—%ZSRBLTLEIWL,

27.7. ANSIBLE PLAYBOOK % & L TIDMDNS TS/ O—/\JL 7 o 7 —
¥ —=EMICT BFIR
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LLFDOFIRICHE > T, Ansible Playbook Zf#f L T, IAMDNS T/ O—/N)L 7 4 7 —4 — N EWICA S
TWBZEAEBRALET, /7O—NIL7 47 —4—DEMbik. forward policy Z# % none IZRE L
£9,

Ja—mNIL 77— —%EHPICTBE, DNSHUV T —E3EEIhF A, FO—/NIVEREREA

V=Vl F—NN—=54 RTDI[EICDH, EEDEWEIIERATT, 2OAF T avik, dAM®D
BINDRRETZED I 47— —ARNEIEETDDERLTT,

AR

o RDEBEHAFBILTLIDICAnsible A hO—JIL/ —REEELTWS,

o

Ansible /N\—Y 3V 214 AR LTWS,

o

Ansible 3~ b O—Z—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW5,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z h)—IZ, 1AM H—/R—DZELEBH RN X1 V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZDHITIE. secret.ymlAnsible R—JL kT ipaadmin_password BMREFEINTWVWE I &%
AIflRE LTW5,

o |[dMEBEEENRIT—RNEBEL TV,
o IAMBRIRICHEE DNS H—R—DEFFhTW5,
¥
1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ARV N) =D 74 IILEREE, RET S IdM B —/X—1'[ipaserver] 7 > 3 VILEEH I 1
TWBZEEBRLET, & AIE. Ansible IH L T server.idm.example.com %% E ¥ % &£
IR T B, ROAT VY RERTLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 4 JU (disable-global-forwarders.yml) D O E—%{Ep L 9, LATICH]
ZRLET,

I $ cp disable-global-forwarders.yml disable-global-forwarders-copy.yml

4. disable-global-forwarders-copy.yml 7 7 1 LW TIREL £ 9
5. ipadnsconfig ¥ R 702 a VICLLTOEHEREL T, 771 ERABLET,
e ipaadmin_password ZH$ IdM BEZE /N7 —RIZRELZE T,

e forward_policy Z#% none I[CBEEL X7,
LT, SEOFITHEEYT %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Playbook to disable global DNS forwarders
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hosts: ipaserver
become: true

tasks:
- name: Disable global forwarders.
ipadnsconfig:

ipaadmin_password: "{{ ipaadmin_password }}"
forward_policy: none

6. 771 ERELET,

7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disable-
global-forwarders-copy.ymi

BTG IR
o |[dM TODNSEERY v— A#SHBLTLEIV,

e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') —® README-dnsconfig.md 7 7 1 L = SR L
TLEXIW,

e /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b —IlH B Z DD Y > 7
JU Playbook ZZ&HR L T 2L,

27.8. ANSIBLE PLAYBOOK %#{#fi L T IDMDNS TIEB|EH L UWB| =
Wy o7y -V DRI EICT BFIE

LUFDFIEICHE > T, Ansible Playbook ZfFH LT, EBIEE LRI XLy I Ty TY—UH 1dM
DNS CTHRHE I N AVWELDICLET,

(1} =355
o RODEHAHEIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, MY —N—DZREH N A1 V£
(FQDN) ZffA L T Ansible 1 YRV M) =T 74 )L MR LI & &RIIRE LTW3,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWBE I &%
AIRE LTW3,

o |[dMBEE/NRRT—RAEIEELTWS,

o |dAMBREBIHEAEDNS H—1R—2SFhTW5,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b —ICBEL £ 7,
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6.

#5273 ANSIBLE PLAYBOOK %#{#H L 7= IDM T®D 4 O—/3JL DNS X EDEH

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

AR N) =T 74 IV ERAE, BRET S IAM H—/N—H'[ipaserver] TV > 3 VILEBHI N
TWBZEEBRLET, & AIE. Ansible ICH L T server.idm.example.com %% E ¥ % &£
IR T BT, ROAT VY RERTLET,

[ipaserver]
server.idm.example.com

Ansible Playbook 7 7 1 JL (disallow-reverse-sync.yml) DI E—% K L £3., UTICHI%ZR
L/ i -a—c

I $ cp disallow-reverse-sync.yml disallow-reverse-sync-copy.ymi

disallow-reverse-sync-copy.yml 7 7 1 L ZFHE X7,
ipadnsconfig ¥ 27 20 a VICUTOEHAREL T, 771 EFAELET,
e ipaadmin_password ZH$ IdM BEEZE /XX T —RIZRELZX T,

e allow_sync_ptr Z#% no ICERE L X7,
LT, SEOFITHEEY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

hosts: ipaserver
become: true

tasks:
- name: Disallow reverse record synchronization.
ipadnsconfig:
ipaadmin_password: "{{ ipaadmin_password }}"

- name: Playbook to disallow reverse record synchronization
allow_sync_ptr: no
7

TANERFLET,

7. Playbook Z#Z1T L ¥ ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disallow-
reverse-sync-copy.yml

BAEE R

/usr/share/doc/ansible-freeipa/ 1 L ¥ k |) —® README-dnsconfigmd 7 7 1 L 2588 L
TLIEIW,

O

H# > 7LD Playbook I&. /ustr/share/doc/ansible-freeipa/playbooks/dnsconfig =1 L 7 bk
)—%ZSRBLTLEIWL,
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5528Z ANSIBLE PLAYBOOK %#{#FH L7~ IDMDNS V— D&

Identity Management (IdM) Ei2# (3. ansible-freeipa /Xy 7 —IZ&F N % dnszone EV 21— )L %
FALTIAIMDNS V—V OBI{FAEETEX XY,

e M TCHR—KNINBDNSY—Vv914 7
o |[dM TERETZ % DNSEM
® Ansible Playbook R L TIAMDNS ICF 54X ) =YV —V RS 2 5%

® Ansible Playbook A L TEBDEMHIEENZ T4 ) —IdMDNS V=V 2 HEEIE 5
FIE

o P7RLAMBEINTWSBIHEIC Ansible Playbook ZERA L THFIE DNSILY 27y 7D
VU EBFEIESFIE

AR

® DNSH—EXNIAM H—/"—I{Z4 VX F—=JLEINTW3, RedHatAnsible Engine Zf&f L
T, BIEDNSDH B IdM H—NN—% 4 V2 b—JLF B HEKIE, Ansible Playbook Z R L 72
Identity Management ' —/N\—D A4 Y XA h—J)L ZSR L TLEI W,

281 R—MARDDNS YV —2 894

Identity Management (IdM) (&, 2 #&E$8®D DNS /' — (primary 8 & U forward) ZHR—KL X7, &
ZTld. DNSEZEDYF Y FFl%EED. 2FEDY —VICDWTEHRMALET,

R

AHARTIE, V=44 FITIEBIND OFEZEAFEA L. Microsoft Windows DNS Tf&
BAY3HEESRERYET, BNDDTSSA4< ) —Y—2IlE, Microsoft Windows DNS @
EBIXNY I Ty TI—> & HBIENY I Ty TV—Y EEACEBNTERINET,
BIND MIEB|E YV — i, Microsoft Windows DNS D £#ftE 77 —4— AL EM
TERAINZET,

734<Y—DNSY—>
T4 —DNSV—IlId, EREDNS F—o D EFN. DNSZBMICEH T T, ZOE
i, 1ZHE BIND B ED type master REER L TY, 754 <Y —Y—>VId, ipadnszone-* 7~
FeERLTEERTEEY,
EHEDNS IL—ILICHEW T B ITIE. 754 <) =Y —2FRTIT start of authority (SOA) &
nameserver (NS) L I— R E0H20ENHY £9, |dM Tld, DNS V—VDEMBFICIN LD L
O—RAPBEFHICERINETNS. NSLI—RERY—VICFETIE— L CEUARRZELIERT
ZRENHYET,

ZEOD BIND DENMEICEDLE T, ERBY—/N\—TIXAWERIOY T —IF, fthd DNS H—/N—|ClEz

EIXNET, DNSH—N— (B 747 —F—) . VTU—Ici LTHERAH2BEE. WG
N LES

%1281 DNS #rX D > 7 1) 7

IdM H—/X—I(Z(Z test.example. 7S A< =V —UhEFNTVET, DY —IC
I&. sub.test.example. ZRID NSZEL I— KAEENE T, I 5T, test.example. V' —V
i&. sub.text.example 4 7V —>D7 7 —4%—IP 7 KL X 192.0.2.254 CTHREINZX T,
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224 7 > b nonexistent.test.example. D&FjZ= 7 ') —3 % &, NXDomain DIGE % 3% (7
BRYFTH 1AM Y —NR—FZDOEZFNH L THERD’H D7D, EmERFFEELFZHA,

R¥$C. hostl.sub.test.example. DEZFEIZ I L) —F 2% &, IdM F—/N—(FZDHZBICH L T
RO RWDT, BREFHDT 4+ 7—4—(192.0.2.254) ICEEINE T,

IE5|XDNS V-V

IdM DERm A 51E, EEBIE DNS YV —VICIIERT—YIIE8FEFnFEH A, EBE. EBIETDYV—VIC
X, BEUTER2 DOANZENET,

o RAAVE

o RAAVICEAEMTIONIZDNSH—NN—DIPF7 KL R

EBRBEADRAAVICFABT 2BBIDI T —EITART, HEDIP 7 FLRICEEINE T, ZDE)
fEl. 12 BIND 2 E D type forward 5% E &R LU TY, 1E5|E YV —VId, ipa dnsforwardzone-* O <
YREFERALTCEETEEY,

1EEB| X DNS V' — V&, IdM-Active Directory (AD) {§38MD 3> 7 F X N THICEFITY, IdMDNS H—
/N—7' idm.example.com ¥/ — > {Ix L T, AD DNS #—/X—2#" ad.example.com V' — > IIft L THERL
' 5155 ICIE. ad.example.com 7' idm.example.com 754 <) —Y—>® DNS [E5| &YV — T/
YEY, 2F Y., IP7 KL XH somehost.ad.example.com D IdM 7 54 7> hH S T —HiEE
Ih &, ad.example.com IIMDNS IEEBI XY —VICIBEDAD KX Oy hO—5—Il&EEINE
ER

28.2. 754 <')—IDMDNS YV —YDEERBM

Identity Management (IdM) (&, BE#THAME. X E. F v v P aELRE. FEDT 74 MREE
BELTHLWY —VAEHRLET, IIMDNS YV —VEM IZIX. T 74 MNDY—VEEERBRYNH Y
x99, 2hiE. L TFOATavyonwdThrs2EBLTERECEZZXT,

o IXVKRZA VA48 —T x4 R (CLI) D dnszone-mod <~ REFMIL M CLI TD 75 4
< !)—DNS V—rDHREDRE 2SR LTIEIL,

e |dM Web UIz¥#llIZ IIMWeb Ul TD TS5 4 <) —DNS Y —VDEREDRE #BBLTLKEE
LN,

e ipadnszone £ 21— /L %@ % Ansible Playbook&¥ffliZ. |dM TD DNS V—> DEE %25
BLTLEIW,

ZITRY—VDEBOERERET 2I1EH. DNS H#—/3—7h" start of authority (SOA) LOA— R >
M) —%MNEBYZHEE., DNS R—LY—N—D5DRHKEEHITI2HEEEHZLE T,

&28.11dMDNS V—EHt

ansible-freeipaZ M

- 4
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4
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B4

A Sl Ny

/IN—

EEEDEFA—
VT RLZR

SOA serial
SOA refresh
SOA retry
SOA expire
SOA minimum

SOA time to live

TI7AIMDTTL

BIND EHFR Y

S —

Dynamic update

296

name_server

admin_email

serial

refresh

retry

expire

minimum

ttl

default_ttl

update_policy

dynamic_updat
e=TRUE|FALSE

T54% ") —DNS x—Lt—/—0D K X1 v& (BIFF: SOA
MNAME) 284 E L £ 7

FI7 4 MTHEE, &I1dM Y —/N\—[Z SOAMNAME 7 4 —JL R T
BO7 RNY A X LFET, D=, --name-server =HFHE L
TLDAP ICIRBEIN TWBEIFEREINE T,

VU EBENMIRTIEFA—NTRLRAEZRELET, T
T7AINTIE, FAMNDroot 7HD Y MIRYET,

SOAL =RV T7NESERELE T, IdM TIE/N=Y 3
VESHITEBNICKRESIN. COBSOI—HF—ILLPERR
BEINhTLWEEA,

thHYE)—DNSH—NR=0T354< ) —DNS H—/"—=H5
BB RT DI TOREIEZDBEMTRELIT,

KB LAEFRFEEBHATIZITICHET 2REZMEAT
RELEY,

EhYF)—DNSH—N—BEDOHTERTI2ETIC, B
HRFERITTIREZVEMTRELEY,

RFC 2308 ICH#EML, X AT 4 T¥v v adTTL(TTL) %
MBATRELET,

V=2 apex DL I— KD TTL #MWEBEMTHRELET, &EX
¥, example.com V' —> Tld., #Ri’example.com D~
THOLI—K (A, NS £/l SOA) HEREINE T

M. test.example.com 72 EDMD K X 1 Y ZITIEHEIZH Y
FtH A

INFE TITERID Time To Live (TTL) EAREI NI EDRL
WY—=VT, IRTCOEDXAT A TFxvv>adT74IL b
TTL Z2MBATHRELF T, EEZEMICT ZICE. TRTO
|IdM DNS #—/3—T named-pkcs11 4+ —EX = HiE& 9 % ih
ERrHYET,

DNSY—VTI5AT7 Y MIFAINE/NR—I v avaRE
LET,

547 MDDNS L O— RADEMNEHFABMICLET,

false ICERET D&, M I SA T AT VIEIP 7 RL R %&B
MEAIEEHFTERLLAIRITTEELTLLEIWN,


http://tools.ietf.org/html/rfc2308
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ansible-freeipa &

-
Allow transfer allow_transfer=s $EEDYV—VAERETEZIP7RLRAFLERY NT—04D
tring EXOO0VREPYDYRMEBELET,

T4 NTIE, V—VERXIIEMNTY, allow_transfer D7
7 #JU MElE none TY,

Allow query allow_query DNS/ I —%FITTEBIPTRLRFLIFRY NT7—08D
EXIO0VREPYDY R MEBELET,

Allow PTR sync allow_sync_ptr= V—YDAF/IEAAAA L I— R (EBIELO—R)AEHHIC
110 PTR#BIZ) L I—REABINZHNEIDERELE T,

Zone forwarder forwarder=IP_ad DNS YV —VEIFICEIICEREIN/ 7+ 7 —49 —%EELZF
dress T, ZHE IdM RAA Y TERINZ I/ O0—NIL T 47—

F—ERFBDEDTY,

BEOI A7 -5 —%BETZHEICIE. 7> avEEHDO

FEALET,
BRERY) o — forward_policy= #(ER)Y—%Z8BELIT., TR—IHROR) O—ICET S
none|only|first BiRIE. M TODNSERERY ¥ — 2SR LTI,
B 1SR
e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-dnszone.md 7 7 1 L =S8R L
TLIEIW,

28.3. ANSIBLE #{#FH L7 IDMDNS TO 754 <) ——2VDIERK

LIFDFIEICHE > T, Ansible Playbook LT, 754~ !)—DNSY—VUHNEFEET D & &R
LEd. UTOFIETHERT 26| TlE. zone.idm.example.comDNS YV —VAEETZLIICLET,

AR
o ROBHAEMBALTLIICAnsible AV hA—IL/ —RERELTWS,
o Ansible /N\—I 3V 214 LIEEERALTW5,
o Ansible 3~ kO—35—I(C ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEHH N A1 V£
(FQDN) Zf#ER L T Ansible 1 XY M) =T 74 )L ZER L2 & &FIIRE LTWS,

o ZDBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWSE I &%
ARE LTW3,

o |[dMBEE/NRRT—RAEIEELTWS,

FIR
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1.

6.

/usr/share/doc/ansible-freeipa/playbooks/dnszone 71 L 7 b ) —ICHBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

AR N) =T 74 IV ERAE, BRET S IAM H—/N—H'[ipaserver] TV > 3 VICEBHI N
TWBZEEBRLET, & AIE. Ansible ICH L T server.idm.example.com %% E ¥ % &£
IR T B, kOO VY RERTLET,

[ipaserver]
server.idm.example.com

Ansible Playbook 7 7 4 JLM 3 E— (dnszone-presentyml) Z{E L 9., UTFICHlERLE
_a—o

I $ cp dnszone-present.yml dnszone-present-copy.yml

. dnszone-present-copy.yml 7 7 1 LEZFRAWVWTIREL XY,

ipadnszone ¥ 27 VY a VI TOEHAREL TCI 7M1 IV ERAELET,
e ipaadmin_password Z#J IdM EEEE /XX T — RICEREL X7,

e zone_name Z#{|& zone.idm.example.com ICERE L £ T,
LTI, SEOFTHERY 3L DICERE L7 Ansible Playbook 7 7 1 JLTY,

become: true

- name: Ensure dnszone present

hosts: ipaserver

tasks:

- name: Ensure zone is present.

ipadnszone:

ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: zone.idm.example.com
state: present

7

7TANERFLET,

7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-
present-copy.yml

B E IR
o HR—KMERDDNS V=447 #BRLTLEIWN,
e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-dnszone.md 7 7 1 L A S8R L
TLEIW,
e /usr/share/doc/ansible-freeipa/playbooks/dnszone =« L 7 k1) —D 1> 7LD Ansible
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28.4. ANSIBLE PLAYBOOK % L T, Z#NIEHH D IDMICT 14~
) —DNS Y —V A EFIEIESFE
LUFDOFIEICHE > T, Ansible Playbook R LT, 754 <Y—DNSY—UHWEET I & &R

LEd. UTOFIETHERAYT 26 TIE. |dM EEEIE zone.idm.example.com @ DNS ¥V — > %3B10 L
F 9, Ansible Playbook &, V=Y DIRSA -9 —%EHRELZFT,

(I} =355
o RODEHAHITLIICAnsible Y bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI Z & &RIIRE LTW3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o |[dMBEE/NRRT—REIEELTWS,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnszone 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

2. ARV N =D 71V EBEE, RET S IdM B —/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEEBRLET, & AIE, Ansible IF L T server.idm.example.com %% E ¥ % &£
DIKERTZICE, ROAT Y REERTLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL® 3 E— (dnszone-all-params.yml) Z/Ef L £9, UTFICHIZRL
i-a—c

I $ cp dnszone-all-params.yml dnszone-all-params-copy.yml

4. dnszone-all-params-copy.yml 7 7 1 L =W TIREL £ 7

5. ipadnszone ¥ R 70 2 a VI TFOEREZZEL T I 7M1 IV EFAELET,
e ipaadmin_password Z#HJ IdM EEBEE /XX T — RICEREL X7,
e zone_name Z#{/& zone.idm.example.com ICERE L £ T,

o FR|ELIO—REWHFIZLI—RERABTEELIIHBEIFIABLVTAAMALI—RE
PTR L O— K &[EHA). allow_sync_ptr Z# % true ICEREL X7,

e dynamic_update &, true ICEREL T IAM IS4 7Y b2 U IP 7 KL X %ZEM
FEEEHFTEDLIICLET,
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dnssec . true |

ALFET,

)

wAEX AE

LT, V—

YHADOLOI—KRDA V54D DNSSEC EL%EF

allow_transfer i3, V—YADOEAV S ) —R—LHY—N—DIPT7 RLRIHELZF
ER

allow query Z8id, /T —4%FTE3IP 7 RLRTLIERY hT—2ICBELE
¥,

forwarders Z#x., /7 O—/"N\)ILT7 27— —DIPT7RLRIEKRELZXT,

serial ZHUZSOA L OI— ROV ) I ESICEELZE T,

Y —>YHA®DDNS L J— RO refresh, retry. expire. minimum, ttl & & ¢* default_ttl D
EzEHELET,

nsec3param_rec Z#HAFHAL T. Y—Y®DNSEC3PARAM L O—K&EHELZ T,

skip_overlap_check Z#/&. true IC5%
HIBICIERR L F T

skip_nameserver_check . true IZ5%
DNS V— v Z @& IR L F 9
LTI, SEOFTHEEY %L DICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone is present.

ipadnszone:

ELT, BBFOV—v&EHLTWTH DNS z58

ELT, F—LY—NR—DRTIRWNEETD

ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: zone.idm.example.com

allow_sync_ptr: true
dynamic_update: true
dnssec: true
allow_transfer:
-1.1.141
-2222
allow_query:
-1.1.141
-2222
forwarders:
- ip_address: 8.8.8.8
- ip_address: 8.8.4.4
port: 52
serial: 1234
refresh: 3600
retry: 900
expire: 1209600
minimum: 3600
ttl: 60
default_ttl: 90

name_server: server.idm.example.com.
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nsec3param_rec: "1 7 100 0123456789abcdef"
skip_overlap_check: true
skip_nameserver_check: true

admin_email: admin.admin@idm.example.com
state: present
77

6. 1INV emRELEY,

7. Playbook Z#Z1T L ¥ 7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-all-
params-copy.yml

BaETE R
o HIR—KrTRDDNSY—v44 T A#BBLTLEIL,
o 54T —IdMDNS YV —VDERERME #5BLTLEILL,

e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-dnszone.md 7 7 1 L S8R L
TLIEIW,

e /usr/share/doc/ansible-freeipa/playbooks/dnszone =« L 7 b 1) —D 1> 7 )LD Ansible
Playbook Z&HR L T 72Xy,

285.IP 7 L ADNEEINTLWSIHFHEIC ANSIBLE PLAYBOOK Zf£R L
THB|EDNSILY I Ty TV —VaEFEEIELFIE
LUFDOFIEICHE > T, Ansible Playbook Z{#H L T, HE|XDNSV—UAEET I E%BALE
T, UTOFIETHERAT ZHTIE. IIMBEBEIZ, IMKZAMDIP 7 KL 2B L VEBEEREZFHAL
T. #BIEDNS Iy I Ty TYy—VEBMLET,
name_from_ip ZHAFEHA L TDNSH—N—DIP 7 KL ADEFEBHORIEEET D&, V-V &%
FEHTEEYT, BEEFORIEZBELAWVGEICIE, YRATALADDNS H—N—(IY—VICET 37T
)—%H L. 192.168.1.2 ® name_from_ip DA &IC, TDVITY—T, LFODNS V—rDWT
nhrziRLEY,

® 1.168.192.in-addr.arpa.

® 168.192.in-addr.arpa.

® 192.in-addr.arpa.

DI —DRTY—VIIEBELTWBRY -V ERERDARENH DD, V—UHRo THIFRIh A
W& D IC state + 7> 3 V1 present ICEREINTWBIFAEDH. name_from_ip #FHETEXZ T,

AR
o ROEMHABELTLDICAnsble I bA—IL/—REERELTWS,
o Ansible/N\—Y 3V 214 LEAFEALTWS,

o Ansible O~ kO—7—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,
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FIR

302

o ZDOHITIE. ~/MyPlaybooks/ 74 L Z h)—IZ, 1AM H—/R—DZEL2EBH RN X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI Z & &RIIRE LTW 3,

o ZDHITIE. secret.ymlAnsible R—JL ~IC ipaadmin_password BMEREINTWVWE I &%
AIfRE LTW5,

IdM EEE/NRZ2T7—RKEIBELTW3,

. /usr/share/doc/ansible-freeipa/playbooks/dnszone 71 L. 7 b ) —ICBE L £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnszone

L AVYRYNY =D 74NN ERE, BRET S IAM —/N—H[ipaserver] £ ¥ 3 VICEHEH I N

TWBZEEBRLET, /& AIE. Ansible IH L T server.idm.example.com %% E ¥ % &£
IR T B, kOO RERTLET,

[ipaserver]
server.idm.example.com

. Ansible Playbook 7 7 4 JL® 3 E— (dnszone-reverse-from-ip.yml) Z{E L £ 9, LLTFICHI

ERLET,

I $ cp dnszone-reverse-from-ip.yml dnszone-reverse-from-ip-copy.yml

. dnszone-reverse-from-ip-copy.yml 7 7 1 L =W TIHREL £ 7,

. ipadnszone ¥ 27V a VICUTOEHAZRELTCI7MIVERELZET,

e ipaadmin_password ZH$ IdM BEZE /NN T —RIZRELZX T,

e name_from_ip ZHL |dM R—LH—N—D IPICREL. BEEHORIZEELET.
LT, SEOFITHEEYT %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Ensure dnszone present
hosts: ipaserver
become: true

tasks:
- name: Ensure zone for reverse DNS lookup is present.
ipadnszone:
ipaadmin_password: "{{ ipaadmin_password }}"
name_from_ip: 192.168.1.2/24
state: present
register: result
- name: Display inferred zone name.
debug:
msg: "Zone name: {{ result.dnszone.name }}"

Z @ Playbook (., IP 7 KL 2 192.168.1.2 & #FEiEFHR 24 26 &IC, WBIEDNSILv I T v S
DY —VEERLET, RIC. Playbook IFEMRI NV —V&ERTLET,

. I77ANVERELED,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-idm

#5282 ANSIBLE PLAYBOOK #{#f L7~ IDMDNS V— Y DEH
7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file dnszone-
reverse-from-ip-copy.yml

BIER R
o FR—KFWHRDDNS V=247 Z#L5RLTIEIWL,

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-dnszone.md 7 7 1 /L %5

SHRL
TRV,

e /usr/share/doc/ansible-freeipa/playbooks/dnszone =« L 7 k1) —D > 7LD Ansible
Playbook ZZH L T I L,
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529% ANSIBLE #{#FH L 7= IDM T® DNS OB frDEIE

Identity Management (IdM) &% (3. ansible-freeipa /v & — > THIFA 874 location €2 12— )L
ZEALTIIMDNS DG EETE XY,

o DNSAR—Z2DHY—ERIRH

o DNS DIFFIOT 704 ICET 2EREIR

e DNS O Time to live (TTL)

® Ansible ZERL T IdM DIBANFET 5 I & 2R T 5

e Ansible #{#RA L T IdM OB & IR T 5 FIE

29.1.DNSR—Z2DH—E X H
DNSR—Z2DY—ER®RHBIE., 7547V MDDNS 7O NI AEFEAT SO X T, LDAP %
Kerberos 72 &, BEDH —EREZRMHTEZRY N —ITH—N—%5BDIFHLFT., —BBLREEE
DID2ELT, VATV IMDERBYORY NT—IVAVITISANS IV Fv—RNICH BRI —/N\—%
BETIXLLDICTEHIENBETFONE T, BRIF. RAIVL—Ty MPEAELELTRY NTI—OLATY
VI EEINZOTREMNAL IR MNIBREREZ I ENTELLEHTT,
Y—EARHBOERFRIIUTOEESY T,
o X ICHBY—N\—DRFIZARBIERET DHEHNRL,
e DNSH—N—%R)—DARARTONA Y —E L THERET S, ALCDNSH—NN—%FHT S
94TV ME Y—ERT7ONA Y- BEIEFICEATZEALCR) Y —ICTIVEZATEE
—a—o
Identity Management (IdM) K X 4 > (Zi&. LDAP. Kerberos. & & UGZDMDH—E X IZ DNS H—

EXALI—RKRSRVLI—R)PHYET, £ExE ROITY KiE IAMDNS KX >~ T TCP
NR—2D Kerberos ' —ER =R T ZHRAMNDDNS H—1N—%2 T —LF7,

$129.1 DNS DIZmICET 2L L &R

$ dig -t SRV +short _kerberos._tcp.idm.example.com
0 100 88 idmserver-01.idm.example.com.
0 100 88 idmserver-02.idm.example.com.

HAOKE, UTOB®mIAEENET,
o 0(BEE)S—Ty MR MDBEE, ENNIVWEERBEENESRY ET,

e 100 (INE), BEIEMABELIY MY —OENHNREA%ZIEEL £9. #F#ll& RFC 2782,
section3 ZZB L T LIV,

o 88(K— FEE) Y —ERDK— FES

o H—ERXREZRHTEERANDIERSA,

ZOPITIE. 2DDHRAMEDNRIN, EEHLERAUBEIRMEEHAT LEL, ZOBRICIE. 7547
YMIBRIVZAMDOEFR/ICTVMN) —Z2EALET,
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#2935 ANSIBLE #{#f L 7= IDM C® DNS DB DOEH

KoWYIZ, 7547 hEREL T, DNSDIEICEEINTWS DNSH—N—%2 0T -5 &,
HARERY XY, HALEIYHToNE IAM Y —N—0DFEIF. hRITA X LEE RINET,
LTFDHITIE. 75472 M. SFTFgermany (H 5 DNSH—/N—% VT —F2LDICEREIN
TWET,

_kerberos._tcp.germany._locations.idm.example.com.
0 100 88 idmserver-01.idm.example.com.

$ dig -t SRV +short _kerberos._tcp.idm.example.com
50 100 88 idmserver-02.idm.example.com.

‘ $129.2 DNS DIBFi~<— 2 DR

IdAM DNS #r—/\— &, O—HhIHY—/"—%8% T %5 DNS DZAEARED SRV L I— K% 589 % DNS
IA1) 7R (CNAME) #BHEMICRLF 9., 2D CNAME L d—RiE, HADKRUWDITICKRRINFE
T, ZDHFITIE, KR Midmserver-Olidm.example.comDBEEDEIRZREBE WO, BEINZE
¥, idmserver-02.idm.example.com DELEEDELNGE . HEINDZKRZ MEATEAWVGEIC
Ny 9Ty TELTORMERAINET,

29.2.DNS DZrrDT 704 (AT 2 EZEEIE

Identity Management (IdM) (F. #i& DNS ZfA 9 3FRIC. BAAEEDH—EX (SRV) La— Rz 4%
TEZXT, BIAMDNS H—N—3O 5 —2a VEBDSRY LOA— RZ4EMNT 5786, DNS DG
TEIWTDUEDIAMDNS H—N—% A Y A M=)V T BHELHYFET,

D9ZAT7 Y MNDDNS DFBRRICRT DT 74 =ZT4—lE. 2547 MDZITE>7DNS L I—KTOD
HEEINET, TDLH, DNSOY—ERBEZITIV A4 7V MDY, IAMDNS H—/—H5Di5
FEEDOL O— RERLIBEICIE. IAMDNS H—/N—& M UADDNS OV a—v—H—/N—
& recursor Ef A EDLEB T ENTEET,

M H—EXBE LU IAMDNS H—EZRALUADIFEA EDT FTOA A > M TlE. DNSrecursor 5 >~
RNy TEALRTT) A MNY v I %FEALT. RFYDIIMDNS H—"—%2BHERIGERL T,
BE. AMDNSH—N—%FEHAT2754 7 M. RFYDDNSDIFFAOL I—RKEZREL. &5
YD DNSH—N—DR@ERtEYy NEFERTZELIICRYET,

29.3.DNS @ TIME TO LIVE (TTL)

DS54 T7VME, V—VDREIEEINLBPBODNS )Y —ALA—REFXv vy a1 TEFET, 2

DF¥Fvvalldy, 7547 ML TimetoLive (TTL) [EQOEMEARNINZ T TEREAZITRNL
WZEDHY £, Identity Management (IdM) DF 7 4L kD TTLEIE 1 H T9,

9547 hNAVE2L—=9—HYA NETAO—I VT TBHFEICIE. IIMDNS YV —> @ TTL E% HE

TEIUREIHYET, CDEIF. 747V DA MEOO—IVJICKHEE T BEBLY HEWE
ICERELE T, CnICLY., BIOY A MIBERTZEIICISAT YA TEFryyYaINEDNS TV

N1 —AHARREINICARY . DNSH—N—IIW LTI/ T —%2ETL. BAABEBDO SRV L I— KA2EH
L/i-g—o

RS

o J35A4<!)—IdMDNS V—VDHEREREME 2BRLTILEIW,

29.4. ANSIBLE #{EFH L C IDM DIBAANEET A I & A HERT 3
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Identity Management (IdM) DY R 7 LBEBEIX, VATV MRBFYDORY NT—0A4 VTR B
SUOFv—CRAY—N—ZRHETETBLDICIIMDNS DBFAZFZRETET T,

LUFDOFIETIL. Ansible Playbook % L T IdM IC DNS DG &EBINT 2 AEEHRALET, D
5l TiE. DNS DIZAT germany H' IdM ICTFTET 5 2 & AR T 2 AE%AHRBAL 9, |dM IC DNS D5
FrEBmLT. B—ALDIAM I 54 7Y MO —N—DREREEZEBTE 5L IC. FED IAM
P—N—%EZDFMICEIYHETEIENTEET,

AR

FIR
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IdM BEE/NXZT7— REZBEBELTWS,

ROBH AT LIICAnsible I hAO—JIL/ —REFRELTWS,

o Ansible A=Y 3V 214 LIBEAFERALTWS,

o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —I DA VA M—ILINTW S,

o ZDHITIE, ~/MyPlaybooks/ T4 L J ) —IZ, IdM Y —N—DZREH N A A V£
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR L2 & &RIIRE LTW 3,

o ZODBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
AIRE LTW3,

DNS DBFIDT 704 X v MIEAYT2EEEE 2EBELTWS,

. ~/ MyPlaybooks/ 714 L7 b —ICBEL XY,

I $ cd ~/MyPlaybooks/

. /usr/share/doc/ansible-freeipa/playbooks/location/ 7« L b ') —|C % % location-

presentyml 7 7 1 JLDOAE—%ERL XY,

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-present.yml location-
present-copy.yml

. Ansible Playbook ® location-present-copy.yml 7 7 1 L W TIREL £ 9,

. ipalocation ¥ 7 7 a VICUUTOEHZHREL T, 771V ZRHELZXT,

o FAHLTWEZI—XT—RITEDLET. §RVD &h 2AHBLET,
e ipaadmin_password Z#d [dM BEIEED/ARX T — RNICBEREL X T,
® name ZHUIL, HATDARNICEREL X T,

T, SEOFITHEEY 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

- name: location present example
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
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ipalocation:
ipaadmin_password: "{{ ipaadmin_password }}"

tasks:
- name: Ensure that the "germany" location is present
hame: germany

77

5. 1INV emRELEY,

6. Ansible Playbook 31T L £ 9, Playbook 7 7 1 JL. secretyml 7 7 1 L %= {RF&ET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory location-
present-copy.yml

RS

e |[dMWeb Ul Z{#H L 7= DNS DIBFFAD [dM H—/N—DE|Y BT F/IE IdMCLI #FER L -
DNS DIZFAAD |dM H—/N—DE|Y HT A#SBBLTL LI,

29.5. ANSIBLE #{&H L T IDM DR = HI& 3 % FIE

Identity Management (IdM) DY R 7 LBEBEIX, VATV MRBFYDORY NT—0A4VTF XK
SUFv—CRAY—N—ZRHETETSLIICIIMDNS DIBFFIZZRETE T,

LUFDFIETIL. Ansible Playbook Z{#H L T, IdM H5 DNS DG % HIRT 2 A% %5 L £ T,
ZDFITIE. DNS DIZFT (germany) B IdM D SHEIBRINTWE 2R T 2 A EEZHRBALE T,

DNS DIBFiaHIRT 2 &, ZDFMAIC. BED MY —N—%2FY K5, O—HILDIdM IS
A7 N TCEDGAEFRTERLRYET,

(1} =355
o [AMEBEEFE/NZIT—RELELTWS,
e germany DNS DIZFIC 1AM H—NR—=AFY HTH5RTUWEH A,
o RODEHAHITLIICAnsible AV bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible ¥ kO—73—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDHITIE. ~/MyPlaybooks/ 74 L Z h)—IZ, 1AM H—/R—DZL2EBH RN X1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR L7 Z & &RIIRE LTW 3,

o ZODBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o ZORITIE, ¥ TILD Playbook DI E—%RET 2 —mEEIFA & L T ~/MyPlaybooks/
TALO M) —% ERLTEEE LTWBZ & %aRiiRELET,

FIR

1. ~/ MyPlaybooks/ 74 L2 M) —ICRBEIL T,

I $ cd ~/MyPlaybooks/
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2. /usr/share/doc/ansible-freeipa/playbooks/location/ 7 1 L' 7 k) —IZ4 % location-
absentyml 7 7 (1 JLOOAE—A/FHRLZE T,

$ cp /usr/share/doc/ansible-freeipa/playbooks/location/location-absent.yml location-
absent-copy.yml

3. Ansible Playbook 7 7 4 JU (location-absent-copy.yml) 25X £ 9,
4. ipalocation ¥ R 720> aVICUTOEHEHREL T, 771V ARBELET,
o MAHLTWRI—RT—RIZTEHLET, RV D A8 ZAEH LT,
e ipaadmin_password Z#d [dM BEIEED/XRX T — NICBEREL X T,
e name Z#E DNS DIFFRDLRIICEREL T,
e state i3 absent ICEREINTWE I 2B L X T,

LT, SEOFITHEEYT 3L D ICERE L% Ansible Playbook 7 7 1 JLTY,

- name: location absent example
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Ensure that the "germany" location is absent

ipalocation:

ipaadmin_password: "{{ ipaadmin_password }}"
hame: germany
state: absent

5. 7740V ERELET,

6. Ansible Playbook #2317 L £ 9, Playbook 7 7 1 JL. secretym|l 7 7 1 L %= {RFET B /N AT —
RERMT 277140, BLPA YRV N) =T 74 ILERBELE T,

$ ansible-playbook --vault-password-file=password_file -v -i inventory location-
absent-copy.yml

29.6. FEIE IR

e /usr/share/doc/ansible-freeipa/ 7 1 L' 7 ~ !) —® README-location.md 7 7 1 L =58 L T
{IREW,

e /usr/share/doc/ansible-freeipa/playbooks/location 71 L 7 b 1) —DH > 7LD Ansible
Playbook Z&HR L T 72X Ly,
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#5303 IDM TOD DNS i D EH

$30%= IDM T® DNS &2 D EE

LR DOFIEICHEL, Identity Management (IdM) Web Ul, I1dM CLI, & & U Ansible % {#F L T DNS
A—/N)L7 47— —ELUDNSEFIEV—VaZRELET,

® [IMDNSH—nN—D220HO—/

IdM T®D DNS gxiER ) & —

o [dMWebUI TDZO—/NLT 7 —4—DE10

o CLITOD/O—/\ILT7+7—4—DEM

® |[dMWeb Ul TD DNSIE5|E Y —> DB

e CLITDODNSIEZ I EYV—>DiEN

® Ansible #EA L7 I1dM TO DNS /' O—/N)L 7 # 7 —4 —DFEIL

® Ansible #EHA L TIIMICDNS V¥ O—N\IL 740 —4—%EFEIE S5 FIE
® Ansible AL TIIMICDNS /7 O—NI 747 —49—%2FEIERWVLDIICTEFIE
® Ansible ZfEA L7 IdM TD DNS 7' O—/\N)L 7 #+ 7 —4 —DEM1L

® Ansible AL TIIMICDNS E5|E YV -V A2 BEEIEZFIR

® Ansible #fEH L TIdM TDNS E5|E YV —V 2 EHEET 2 FIE

® Ansible #fEH L TIdM TDNS E5| XYV — >V = E\MICT 2FIB

® Ansible #ERALTIAM A5 DNS EB|XY — Y 52 HIRdT 5FE

30..IDMDNS #—/N\—m 2 >0 O—)b

DNS #5iXld, DNSH—EZXNDNS /L) —ICET2HAEEEALET, 774/ MTIE 1dM &
A XN TWL 3 Berkeley Internet Name Domain (BIND) #—E R (£, ¥R & & U B¥E DNS —/3—
DEFE L THELET,

HEEY DNS H—/8—

|dM H—/N—HHERDH S DNS V— VIR T 2ERIDYV ) —% DNS V54 7V "D L35
AT, BIND IZEREFAHDY —VILEFNET—YThHBELET, EET—YITEICHDT—9 LY
HEEINZET,

H% DNS H—/X—
IdM % —/N—HIEBD R WEZRID I T ) —% DNS V54 7 D LAIFEIC. BIND (D DNS
HY—N—AFARALTIDIIT) —%52@RLLHOELET, 74279 —DNEXRINTLVARWES
IZ. BND DM V9 —%y hEDIL—Rh Y —N—1C/ ) —5H L. BRERT7ZILI)ILAEFERL
TDNSZ7T—ICELEY,

BIND A {#fH L THtD DNS H—/NN—ICEEBWEDLE T, 1 V¥ —X vy NTRIATTRERT -9 %5 & IC
BREETILZIEIIHEEINETA. BIODNSHY—N—TH3 72427—4F—A2FAHALTIIT)—%
ARG DHELIICBIND AZETEX T,

T4 —5—%FHITELDICBIND 2R ETDE, VT —ERBNIAMY—NR—ET 47— —D
BITEZEIN, MY —N—DEBT—YUHNDDNS Fvvra & LTHEBEL F 9,
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30.2.IDM T®D DNS 853X R ') & —

IdM &, first 5L only D BIND 855K ) > — &, IAM BB DEERY — none ZH/R— ML &
ER

forward first (7 7 #JV b)

IdMBIND H—E X, DNSV T —%REFAD T4+ T—F—IliXELFET, —NN—IT5—%
HALT I MNDPREATYIITY —ICKET L&, BINDIZA V9 —%y hEDY—N—%FRHLTHIZ
BRICT A —IbNy 2 LE T, forward first R >—IEF 72 MDRY>—T, DNS kST 4 v
I DRBEISELTWETY,

Forward only

IdMBIND —E X, DNSV T — %R EFHDIT 4+ T —4F—IlELF T, —NN—IT5—»
&4A)7hﬁﬁltalu—uiwﬁét BINDIEZTS—%59S5A4A7 Y MNIRLET, DEIXH
7- DNS R END®RETIL, forwardonly R > —HHEINE T,

None (¥3X D #E2h1L)

DNS 7 T —Il&. noneifmERY ¥ —TCEHEINFHFA, FO—/NIVERXERTEAY —VRIICA —
N=54 RTBHBEICDH. BEDOEMLIIERTY., TOF T avid, IdM D BIND ZETZE
DI7AT—F—YARNEEBETBDODERLTT,

pa 3

BEEEFALT, IMOTF—4% &, D DNSH—N—DF—9 EHEETIFEH A, IdM
DNSDFS5A4<T) =V —VRICHBEEDHY TV —VDIIT) —DHEERETIET,

T2 2 MTIE, 1AM Y —NRN—HP BT — /=R >TWBY =L, 7T)—3Xhfz

DNS &HFiE T 2B &aICIE. BIND H—ERIE, 7T —%5BDOH—N"—|CEmEL T H

Ao TDEOIRIFEIFZ. V7T —INZDNSENIAM T—IR—ICE DL WIEG

&1%. NXDOMAIN &EDGEEMNERINF T, EXFFERAINEFEA.
BIZOAY YT F YA

IdM H#—/X— (&, test.example DR —/X—T9, DNSYV—>, BINDI&, IP7 KL R
192.0.2.254 TY L) —% DNS H—/N—ITERET 2L D ICREINTUVET,

2 54 7> b nonexistent.test.example DY L) —%X{ET 2I5ADNS £ TdH 5 BIND (&, I1dM
H—/N—7" test.example. V—V DR —/N—THB I &A5RHE LT, VT —% 192.0.2.254.

HY—NR—IJIREmELF A, TDHER, DNST 54 7 MENXDomain TS5 —Xvt—Y%%(F
BY, 72) =S RXA D FELAVWIE 21— —(IBAMLET,

30.3.IDMWEBUI TD Y O—/N)L 7 7 —4—Di1B1

LUFDFIEICHE > T, Identity Management (IdM) Web Ul T4 0—/N)UDNS 7 # 7 —4 —%BIML £
ER

(=S
o IAMEEEZEE LTIAMWebUIICAT A Y LTV,

o VI —%EETBDNSH—NN—DA Yy —Fy hTFOMIIL(P) 7 RKLR%EH>TW3,

FIR
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1. IdM Web Ul © Network Services —» DNS Global Configuration - DNS DJEIZZEIRL 7,

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones

DMS Servers

< Refresh || @ Delete | | 4 Add

— DNS Global Configuration i
[0 | Location

O | default

Showing 1to 1 of 1 entries,

2. DNS Global Configuration 2> 3> T, AddZ7 Yy I L XY,

RED HAT IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DNS ~

DNS Global Configuration

 Refresh || D Revert || X Save | Actions ~

Options
Allow PTR sync O
Global forwarders Add
Forward policy (@ Forward first O Forward only O Forwarding disabled

IPA DNSSec key master

IPA DMS servers server.example.com

3 EEEIN/ZDNS VT —AZ(ETBHDNSH—NN—DIPF7RLRAEIEELZT,
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RED HAT IDENTITY MANAGEMENT

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders | ‘ID.1D.‘ID.‘I| Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

4. Forward policy #3ERL 7,

RED HAT' IDENTITY MANAGEMENT & Administrator ~

dentity Policy Authentication Network Services

Automount DMS «

DNS Global Configuration

< Refresh | | ‘D Revert || X Save || Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy @ Forward first O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

5 94V RODLEEICHS Save =7 v I LET,

BREEFIR

1. Network Services —» DNS Global Configuration - DNS DJEIZZERL 7,

312
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RED HAT IDENTITY MANAGEMENT & Administrator ~

Identity Policy Authentication Network Services

Automount DMS

DMS Zones
AUtomou N DMS Forward Zones

DS Servers < Refresh || @ Delete | | 4 Add

— DNS Global Configuration i
] Location

O | default

Showing 1to 1 of 1 entries,

2. MEULEEZERYS—T, /O—"NILT7 27— —HIdMWeb Ul THEEL. BMMEINTWVWDS
EEHERELET,

RED HAT" IDENTITY MANAGEMENT & Administrator v

Identity olicy Authentication MNetwork Services

Automount DMNS ~

DNS Global Configuration

< Refresh | | "D Revert || X Save | | Actions ~

Options
Allow PTR sync O
Global forwarders 10.10.10.1 Undo
Add || Undo All
Forward policy (® Forward first (O Forward only O Forwarding disabled
IPA DNSSec key master
IPA DMS servers server.example.com

304.CLITOZO—/NN)L 7 #7—4—DEN

ARYRSA VA VI —T A R(CLHAEFERLTY/O—/N)LDNS 747 —4—%8I7 5ICiE, LT
DFIEICHNET,

[} =355
o MEBEEBEELLTATJAVYLTWS,
o VI —%EETBDNSH—N—DA Yy —%y hFORINL(P)7RLREH>TWS,

FIR

e jpadnsconfig-mod I<¥ Y RZFEAL T, FiLW/O—\ILo7x7—%F—%EBMLET, -
forwarder £ 7> 3V TCDNS 74 7—4—DIP7RLREZEBELET,

I [user@server ~]$ ipa dnsconfig-mod --forwarder=10.10.0.1
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Server will check DNS forwarder(s).
This may take some time, please wait ...
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

BREEFIR

e dnsconfig-show ¥ Y FZFEAL T, /O—NILT747—48—%2KRRLET,

[user@server ~]$ ipa dnsconfig-show
Global forwarders: 10.10.0.1
IPA DNS servers: server.example.com

30.5.IDMWEB Ul T®D DNS I[E5| XV — > D3ENN

LUFDOFIEICHE > T, Identity Management (IdM) Web Ul IC DNS IEB| &YV —V %#EBML £ T,

BF

EXICBBERIGEZERE, EISYV—VIRFERLAVWTCEIWV, E5IEV -V &
EHNRERKRTIIRVDT, EBIEYV—V2aERT2EFHLAVEFENREES 58
MArBHYEY, EBIZV—VEFERTIVENHZHEIE. 7 O—/NIVERERENBE
INBLHIC, E5EYV—VOFEAZFIRLET,

FFLWDNS V=V A EKT 355 1CI1E. RedHat &, R—LHY—/A—(NS) L OI—RKT
EAEDDNS EEAFICFEAL, EBIXY—VALOETLZIEAHELET, 2 DIF
B, 70— 74— —%FRTZEITTHoRLD, EBISYV—VIIREHY F
A,

(=S
e [AMEBEEEZEE LTIAMWebUI ICAT A Y LTV,

o VI —%EETBDNSH—N—DAVH—y hFORINL(P)7RLREH>TWS,

FIR

1. IdM Web Ul T Network Services - DNS Forward Zones » DNS DJEICEIR L F 7,

RED HAT IDENTITY MANAGEMENT & Administrator

Identity Policy Authentication Network Services IPA Server

Automount DNS

DMS Zones
Automoun

DMS Forward Zones i

DS Servers < Refresh | | @ Delete || +Add

DNS Global Configuration

| Location

O | default

Showing 1 to 1 of 1 entries.

2. DNS Forward Zones 22> a> T, Addx2 )y LET,
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RED HAT IDENTITY MANAGEMENT P

dentity Policy Authentication MNetwork Services

Automount DNS

DNS Forward Zones

Search Q  Refresh | @ Deletej | +Add | = Disable || « Enable

O | Zone name Status Zone forwarders Forward policy

No entries.

3. Add DNS forward zone 7« ~ KU T, EB|IEYV—V&%EIBELE T,

Add DNS forward zone

() Zone name * forward.example.com.

() Reverse zone
IP network

Zone forwarders * Add

Forward policy (@ Forward first O Forward only O Forwarding disabled

skip overlap (]
check &

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

4 Add R > %0 )y LT, GeEBKRKEZETBDONSH—N—DIPT7RLZAEZIBELXT,
EBIEY -V TEILEBRD 7+ —4—%EETEET,
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Add DNS forward zone x

(® Zone name * forward.example.com.

() Reverse zone

IP network
Zone forwarders * 10.10.0.14 Undo
Add
Forward policy (® Forward first O Forward only (O Forwarding disabled
skip overlap O
check @

* Required field

Add | | Add and Add Another | | Add and Edit || Cancel

5. Forward policy &R L £ 7,

(® Zone name * forward.example.com

() Reverse zone
IP network

Zone forwarders * 10.10.0.14

Add

Forward policy {® Forward first © Forwardonly O Forwarding disabled

Skip overlap O
check @

* Required field

Add | | Add and Add Another | | Add and Edit | | Cancel

6. VAV RUDTEICHZ AAdZT ) v LT, MILWEBIEY—VZEBMLET,

REEFIE

1. IdM Web Ul T Network Services — DNS Forward Zones -» DNS DJEICEIR L F 7,
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RED HAT' IDENTITY MANAGEMENT & Administratarnt

Identity Policy Authentication Network Services

Automount DMS «

DNS Zones
AUtomoun DMS Forward Zones i
DS Servers < Refresh | | @ Delete || +Add
— DNS Global Configuration
[J | Location

O | default

Showing 1 to 1 of 1 entries.

2. BELET7 47— —BLTPEERY —T, E|EV =D 1dMWeb Ul THEL. BMES
NTWBZEzMaBLET,

RED HAT IDENTITY MANAGEMENT & Administrator +

Identity Policy Authentication Network Services IPA Server

Automount DMNS

DNS Forward Zones

Q ' Refresh | | wDelete || +Add || —Disable || + Enable
[J  Zone name Status Zone forwarders Forward policy
O | forward.example.com. « Enabled 10.10.0.14 first

Showing 1to 1 of 1 entries.

30.6.CLI TD DNS IE5| XYV — > DB

ARVYRSA VAV —T 24 R(CLNAERLTDNS EEF|IE YV —V%EBINT 5I1CiE. LTOFIEICH
\I\i_a_o

BF

BRICBBERIGEZ/RE. EBISYV—-VRERALABRWTEIW, EBIEV -V &
EHNRERKRTIIRVWDT, EBIEYV -V 2aERT2EFHLARVEFENREES SR
MArBHYEY, EBIZYV—VEFERTIVENHZHEIE. 7 O—/NIVERERENBE
INBLHIC, E5EYV—VOFEAZFIRLET,

FFLWDNS V=V AERT 355 1CI1E. RedHat &, *—LH—/A—(NS) LOI—RKT
BEDDNSEZEZEAFICHERAL, EBIXY—VaRBT2IEeHBELEY, 2<DB
B, JO—N) 740 = —%FETILEFTHoRLD, E3IEXY—VIIREHLHY F
_ti-/\lo

Gl s
o |[dMEBEEHESLTOVM L TWS,

o VI —%EETBDNSH—N—DA Yy —%y hFORINL(P)7RLREH>TWS,

FIR
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o dnsforwardzone-add I~ RAFEAL T, HTILWESIEYV—V%ZEBMLET, EERY > —
P none TIXRWIBAICIX, -forwarder -7 7> a VA FRHLTCRETE 747 —49—% 1 D35
E L. --forward-policy # 7> 3 V CEER) O —%EBELE T,

[user@server ~]$ ipa dnsforwardzone-add forward.example.com. --
forwarder=10.10.0.14 --forwarder=10.10.1.15 --forward-policy=first

Zone name: forward.example.com.
Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first
REEF IR
e dnsforwardzone-show <> R%ZERAL T, fER LA DNSIESIEYV—VERRLET,
[user@server ~]$ ipa dnsforwardzone-show forward.example.com.
Zone name: forward.example.com.

Zone forwarders: 10.10.0.14, 10.10.1.15
Forward policy: first

30.7.ANSIBLE #{EAH L7 IDM TODNS FO—/N)L 7 # 7 —4 —DFEIL

LUFDOFIEICHE > T, Ansible Playbook Z{#FH L TIAM TDNS /O0—/N)L 7 47 —4 —%MHII L £
-a—c

UTOFEIEDFTIE, |dM BEEZEIIR—KNE3I1IC4 ¥ —Fy hTOMIIL (P)Vv4 7 KL AN

8.8.6.6. IPv6 77 KL %' 2001:4860:4860::8800 TIEE XN T L% DNS H#—/8—[Z DNS /'O —/\)b
T7AT7—9—%FERLETS,

(1} =355
o RODEHAHITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible ¥ kO—73—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZLEHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZDHITIE. secret.ymlAnsible R—JL ;T ipaadmin_password BMREFEINTWVWE I &%
AIfRE LTW3,

o [IMEBEENNZAT7—RKAEEBLTWS,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 714 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig
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%303 IDM COD DNS I EDEHE

2. ARV N) =D 74 )L EBEE, RET S IdM H—/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEAEBRLET., /& AIE Ansible ICH L T server.idm.example.com %23 E 9 %
EDICHETRTBICIFE, ROAYY REETFTLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (set-configuration.yml) D AE—%{ER L 9, UTFICHERLZE
-3—0

I $ cp set-configuration.yml establish-global-forwarder.yml

4. establish-global-forwarder.yml 7 7 1 L #BWTHREL £ 9,
5 UTOZEHAEHZRELTCI7MIVERELET,

a. Playbook ® name Z#{(Z. IdM DNS T4/ O—/N)L 7 7 —4 —%He3L 3 % Playbook ®
BREICERLET,

b. tasks 273> T, ¥ X7 ® name % Create a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 [cZE L ¥ 7,

c. ipadnsconfig @ forwarders Z7 > 3 v CUTATVWE T,

i. XFOD ip_address DfEIZ., V7 O—/N)LT7+T7—4—DIPv4 7 KL X (8.8.6.6) ICER
LE9.

i. 2% B D ip_address DfEIE., /7 O—/NNILT7+T—4—DIPv6 7 KL R
(2001:4860:4860::8800) ICEE L £ 7,

iii. port DIEMNBIICEREINTWVWSILZMEAELIET,

d. forward_policy % first ICZEEL XY,
SEOFTHERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Create a DNS global forwarder to 8.8.6.6 and 2001:4860:4860::8800
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
forward_policy: first

- name: Playbook to establish a global forwarder in [IdM DNS
allow_sync_ptr: yes
7

6. 771NV ERELZET,

7. Playbook Z#Z1T L ¥ 7,
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$ ansible-playbook --vault-password-file=password_file -v -i inventory.file establish-global-
forwarder.ymi

B EfE R
e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') —® README-dnsconfig.md 7 7 1 L = SR L
TLEIW,

30.8.ANSIBLE L TIDMICDNS VO—/N\)L 7 # 7 —4 —%FHES
T 5FIR

LUFDOFIEICHE > T, Ansible Playbook Z AR L T, IAMIZDNS Z/O—N\)L7 7 —4—%EBML %
T, UTOHITIE, IdMBEEBHEIL, R— K534y —3xy h7OMIIL (IP)v4 7 KL D

7.7.9.9. IPv6 77 KL X %' 2001:db8::1:0 THEIN TS DNS H#—/N—(Z, DNS 7 O0—/N)L 7 #
T—S—HIBEINDLIICLET,

AR
o RODBEHAEM/ALTLIICAnsible AV hO—IL/ —RERELTWS,
o Ansible /N\—Y 3V 214 LIEEERAL TV,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWSE I &%
ARE LTW3,

o |[dMEBEEE/NRRT—RNEBEL TV,
Fa
1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ARV N =D 71 IILEBEE, RET S IdM B —/N—1'[ipaserver] 7 > 3 VILEEH I 1
TWBZEEBRLET., /& AIE. Ansible ICH L T server.idm.example.com %% E 9 %
EDICERTBICIE, ROITY FZEERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) D E—%{ERl L9, UTICHIEZRL
i _a—o

I $ cp forwarders-absent.yml ensure-presence-of-a-global-forwarder.yml

4. ensure-presence-of-a-global-forwarder.yml 7 7 1 L ZHWTIRE L £ 7,

5. UTFTOEHZRELTCI 7M1V ERELET,
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a. Playbook ® name Z#{(Z. IdMDNS I/ O—/8)L 7 7 —4 —%3BIN19 % Playbook @
BREICERLET,

b. tasks 7> 3> T, # X% ® name = Ensure the presence of a DNS global forwarder
to 7.7.9.9 and 2001:db8::1:0 on port 53 ICEE L £ ¢,

c. ipadnsconfig @ forwarders Z7 > 3 v CUTATVWE T,

i. RFOD ip_address DfEIZ., V7 O—/N)LT7 47— —DIPv4 7 KL R (7.7.9.9) ICER
LE9.

i. 2% B D ip_address DfEIE., /7 O—/NILT7+T—4—DIPv6 7 KL R
(2001:db8::1:0) ICEE L X J,

iii. port DIEN 53 ICEREINTWSILEZHRLET,

d. state % present ICEEL T,
SEOFTHERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a DNS global forwarder to 7.7.9.9 and 2001:db8::1:0 on port
53
ipadnsconfig:
forwarders:
- ip_address: 7.7.9.9
- ip_address: 2001:db8::1:0
port: 53

- name: Playbook to ensure the presence of a global forwarder in IdM DNS
state: present
7

6. 771NV ERELET,

7. Playbook Z#Z1T L ¥ 7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
of-a-global-forwarder.ymi

£3pC
e /usr/share/doc/ansible-freeipa/ 71 L b ') —® README-dnsconfig.md 7 7 1 L =S8R L
TLIEIW,

30.9. ANSIBLE #f#FA L TIDMICDNS 7 O—/N\)V 7 # 7 — ¥ —%FES
HTRWEDIZT B FIE

LUFDOFIEICHE > T, Ansible Playbook Z{#H L TIAM TDNS 7/ O0—/N)L 7 47 —4—%HIR L £
T, LTFOFIETIE. |dM BEEEHD, R— b 53 T, IP (Internet Protocol)v4 7 KL X 8.8.6.6 H & T

IPv6 77 KL X 2001:4860:4860::8800 #3F D DNS / O—/N)IL 7 A7 —F—HDEFEELLAVW EZEEL
F9,
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(1} =355
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y a3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—/R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI Z & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o [dMBEE/NRRT—RAEIEELTWS,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ARV N =D 74 )L EBEE, RET S IdM Hr—/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEAEBRLET., & AIE, Ansible ICH L T server.idm.example.com %% E 9 %
LDIKERTBICE. ROATY RZEETLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) D E—%ERR L3, UTFICHIZRL
i -3—0

I $ cp forwarders-absent.yml ensure-absence-of-a-global-forwarder.ymi

4. ensure-absence-of-a-global-forwarder.yml 7 7 1 L ZFAWVWTHIREL XY,
5 UTOZEHAEHZRELTCI7MIVERELET,

a. Playbook ® name Z#{(Z. IdM DNS T4/ O—/N)L 7 # 7—4 —%E&i& L A4\ Playbook
DEREICEELETT,

b. tasks 7> 3~ T, # X% ® name = Ensure the absence of a DNS global forwarder
to 8.8.6.6 and 2001:4860:4860::8800 on port 53 ICEE L £ 7,

c. ipadnsconfig @ forwarders 7> 3 Y CUTATVWE T,

i. FOD ip_address DfEIZ., V7 O—/N)LT7 47— —DIPv4 7 KL X (8.8.6.6) ICER
LE9.

i. 2% B D ip_address DfEIE., /' O—/NILT7+T—4—DIPv6 7 KL R
(2001:4860:4860::8800) ICEE L £ 7,

iii. port DIEMNBIICEREINTWVWEIEZMELET,

d. action Z#(/X member ICEEEL F 7,
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e. state 7' absent ICEREINTWAB I EAERELET,

SEOFTHERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Playbook to ensure the absence of a global forwarder in [dM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the absence of a DNS global forwarder to 8.8.6.6 and
2001:4860:4860::8800 on port 53
ipadnsconfig:
forwarders:
- ip_address: 8.8.6.6
- ip_address: 2001:4860:4860::8800
port: 53
action: member
state: absent

BE

Playbook T action: member % £t 9°IC state: absent = 7> 3 V2 1F & E
T5E, ZD Playbook IEEKK LT,

6. 7271 ERELET,

7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-of-
a-global-forwarder.ymi

BIETR R

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-dnsconfig.md 7 7 - JL

® ipadnsconfig ansible-freeipa ¥ 2 —JL ® action: member + 7> 3 >~

30.10. ANSIBLE #{@H L7 IDM TD DNS 7/ O0—/\)L 7 # 7 — 4 —DE%)
1t

Ansible Playbook R L T, IdM TDNS Z/O—/\JL 7 # T —45 —&HEMICT BI1CIE. LLTFDFEIEIC
WET, LTOFIEOHTIE, IdM DEBEN I/ O—/NIL T 47— —DErER Y & —H none 158
EINTWRIZEEERL, /70— NI 747 —45—%Z2BMICEWICLET,
Gl s
o ROEMHABL-TLDICAnsble Iy hAO—IL/—REERFELTWS,
o Ansible /N\—Y 3V 214 LEAFERALTWS,

o Ansible 3~ b O—35—IC ansible-freeipa /Ny T —IH A VA R—ILINTW 5,
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o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREEH N A1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

o |[dMBEE/NRRT—RAEIEELTWS,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ARV N =D 71 IILEBEE, RET S IdM H—/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEEBRELEY, 7z& Z2IE. Ansible IZX L T server.idm.example.com %% E 9 %
EDIKIERTBICE. ROOAT Y REEFTLET,

[ipaserver]
server.idm.example.com

3. 2DNS 7 O—N)L7 47 —4—%EMWICT 5 & D ICEREFHD Ansible Playbook 7 7 1 )L
(disable-global-forwarders.yml) DA %R L 9, UTICHlERLET,

$ cat disable-global-forwarders.yml
- name: Playbook to disable global DNS forwarders
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Disable global forwarders.
ipadnsconfig:
forward_policy: none

4. Playbook #Z21TL %7,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file disable-global-
forwarders.ymi

B 1SR
e /usr/share/doc/ansible-freeipa/ 71 L ¥ b ') —® README-dnsconfig.md 7 7 1 L = SR L
TLIEIW,

30.11. ANSIBLE #{#H L CIDM ICDNS EB|EYV — VA FEIE 2 FE

LUFDFIEICHE > T, Ansible Playbook B L TIAMICDNS EE5|E YV —VA&EBMLEY., UTDF
IEDFITIE, IdM BEHEIE, 41 49—y bFORIJL(P) 7O M3JL1 8.8.8.8 D DNS H—/3—(C
example.com O DNS EB| &V —UABBEIND LDICLET,

=S5
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FIR

%303 IDM COD DNS I EDEHE

ROBHAEHB-TLIICAnsible I bO—IL/ —REHZRELTWS,
o Ansible A=Y 3V 214 LEAEFERALTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA R—ILINTW 5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—/R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI & &RIIRE LTW3,

o ZODBITIL, secretymlAnsible R—JL b I ipaadmin_password "REINTWE I &%
ARE LTW3,

IdM BEEE /N7 — REIEELTW3,

. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

L AVYRYNY =D 74N ERE, BRET D IAM —/N—H[ipaserver] 2V > 3 VICEHEH I N

TWBZEAEBRLET., & AIE, Ansible ICH L T server.idm.example.com %% E 9 %
EDICERTBICIE, ROITY FZEERITLET,

I [ipaserver]

server.idm.example.com

. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) D O E—%{ER L F 9., UTFICHIETL

i’g—o

I $ cp forwarders-absent.yml ensure-presence-forwardzone.yml

. ensure-presence-forwardzone.yml 7 7 1 L AW TIHREL X7,

CUTOZEHEZZRELTCI7MIVEZRELET,

a. Playbook ® name Z#Z. 1dM DNS I DNS E8|%X Y —> %3819 % Playbook D& E (<
TELZXY,

b. tasks 7> 3>~ T, # X% ® name = Ensure presence of a dnsforwardzone for
example.comt0 8.8.8.8 ICZHEL ¥,

c. tasks 47 > 3 >~ T, ipadnsconfig D7 1 > 7 % ipadnsforwardzone I[CZE L £ 7,
d. ipadnsforwardzone =/ > 3 v CUTEZETLE T,
i. ipaadmin_password Z#%EML T, IIMBEBE X7 —RNIRELZF T,
ii. name Z# % 3B/ L T example.com IZFREL £ 9,
ii. forwarders 2> 3> T, UTFA2ERITLET,
A. ip_address & port DITEHBIFRL £7,

B. BsixEREZETEXDLIICDNS H—NN—DIPT7RLRAEY vy a2DEICIEEL
TEMLETY,
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I -8.8.8.8

iv. forwardpolicy Z#%E51L T first (CREL X T,
v. skip_overlap_check Z#¥ %EML. true ICREL X T,
vi. state Z#/d present ICEEL XY,

SEOFITERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Playbook to ensure the presence of a dnsforwardzone in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure the presence of a dnsforwardzone for example.com to 8.8.8.8
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
forwarders:
-8.8.8.8
forwardpolicy: first
skip_overlap_check: true
state: present

6. 771 ERELET,

7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
forwardzone.yml

B EfE R
e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ k') —® README-dnsforwardzone.md 7 7 1 JL %

SBRLTCEIV
30.12.ANSIBLE #{#FH L CIDM CDNS [EB|EYV — V2 EHEE T 2 FE

LLFDOFIRICHE > T, Ansible Playbook A L T, IdM D DNS EZ|E Y —VICEED 7+ 7 — 4 —
NHdZeazWRLET, LTOFIEDOHFITIE. |dM EIFEE A example.com @O DNS I[E5| &V —V A
8.8.8.8 & 4444 ICEEINBLIICLET,

Gl s
o RDEHAEHITLIIICAnsble I bO—JIL/ —KREEZRELTWS,
o Ansible /A= 3y 214 LIEAEFERALTWS,

o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,
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%303 IDM COD DNS I EDEHE

o ZODOBITIE, ~/MyPlaybooks/ 74 Lo b —IZ, IAM H—/NR—DZLEE KAV F
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI Z & &RIIRE LTW 3,

o ZDHITIE. secret.ymlAnsible R—JL ~IC ipaadmin_password BMEREINTWVWE I &%
AIfRE LTW5,

o [IMEBEENNXT7—RKAEEBLTWDS,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ARV N) =D 71 IILEBEE, RET S IdM Hr—/"—1'[ipaserver] 7 > 3 VILEEH I 1
TWBZEEBRLET., & AIE. Ansible ICH L T server.idm.example.com %23 E 9 %
EIICERTBICIE, ROITY FZEERITLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) D E—% R L3, UTFICHIZRL
i -a—o

I $ cp forwarders-absent.yml ensure-presence-multiple-forwarders.yml

4. ensure-presence-multiple-forwarders.yml 7 7 1 L W TIREL £ 9,
5 UTOZEHAEHRELTCI7MIVERELET,

a. Playbook ® name Z#{(Z. IdM DNS @ DNS IE5|X YV —VILEBD 7 47— —%KBEY
% Playbook DR EICEREL XY,

b. tasks 7> 3>~ T, # X% ® name % Ensure presence of 8.8.8.8 and 4.4.4.4
forwarders in dnsforwardzone for example.com ICZE&E L £ 9,

c. tasks 47 > 3 >~ T, ipadnsconfig D7 1 > 7 % ipadnsforwardzone I(CZE L 7,
d. ipadnsforwardzone 7 < 3 Vv CUTAEITLE T,

i. ipaadmin_password Z# % EML T, IIMBEEBENRZT—RNIERELZE T,

ii. name Z# % 3B/ L T example.com IZEREL £ 9,

ii. forwarders £ 3> T, LTFEETLET,

A. ip_address & port DITZHIFR L £ 7,

B. BBET2DNSH—N—DIPT7RLR%Z, BIICY Y2 a2%&DIFTEMLET,
-8.8.8.8
-44.44

iv. state Z# % present ICEBEL XY,

SEOFTERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:
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- name: name: Playbook to ensure the presence of multiple forwarders in a dnsforwardzone
in IdM DNS

hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure presence of 8.8.8.8 and 4.4.4.4 forwarders in dnsforwardzone for
example.com
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
forwarders:
-8.8.8.8
-4444
state: present

6. 7271 ERELET,

7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-presence-
multiple-forwarders.yml

RS

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ k') —® README-dnsforwardzone.md 7 7 1 )L %
SHRLTLEIV,

30.13. ANSIBLE #f#FH L CIDM CTDNS EB|xYV — a2 @MICT BF|E
Ansible Playbook HFERALTIAM TDNS EB|E Y —V 5 8EMICT DI, UTOFIEICKENE T, LU

TOFIEDOHITIE. 1dM EIEE L example.com D DNS I[E5| XY — U MMEMICAR > TW D I & %R
LET,

AR
o ROBHAEBALTLIICAnsible AV hA—JIL/ —RERELTWS,
o Ansible /N\—3 3V 214 LIEEFERAL TV,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDHITIE, ~/MyPlaybooks/ 74 L Z ) —IZ, IAM Y —N—DZREEH N A1 V£
(FQDN) ZfF L T Ansible 1 YRV M) =T 74 )L M LTcZ & &RifRE LTW 5,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWBE I &%
ARE LTW3,

o |[dMBEE/NRRT—RAEIEELTWS,

FIR
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%303 IDM COD DNS I EDEHE

1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ARV N) =D 74 )L EBEE, RET S IdM Hr—/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEEBRLET., 7c& AIE Ansible ICH L T server.idm.example.com %% E 9 %
LDIKETRTBICIE. ROATY REETLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) DO E—%{ER L9, UTFICHIZRL
i -a—o

I $ cp forwarders-absent.yml ensure-disabled-forwardzone.yml

4. ensure-disabled-forwardzone.yml 7 7 1 L =BV THREL 7,
5 UTOZEHAEHZRELTCI7MIVERELET,

a. Playbook ® name Z#/Z. IdM DNS IC DNS E8|¥ YV — > ##E#IC$ % Playbook D& E
ICEEBELEY,

b. tasks 7> 3~ T, # X% ® name %z Ensure a dnsforwardzone for example.com is
disabled ICZE L ¥ 7,

c. tasks 47 > 3 >~ T, ipadnsconfig D~7 1 > 7 % ipadnsforwardzone I[CZE L 7,
d. ipadnsforwardzone £/ > 3 v CUTEZETLE T,
i. ipaadmin_password Z# % EML T, IIMBEBENRZT—RNIZERELZF T,
ii. name Z# % 3B/ L T example.com IZREL £ 9,
iii. forwarders 27> 3 2EEHIKRLET,
iv. state %% disabled ICEEL £,

SEOFTHERYT % & D ICEE L7 Ansible Playbook 7 7 1 Jb:

hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure a dnsforwardzone for example.com is disabled
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com

- name: Playbook to ensure a dnsforwardzone is disabled in [dM DNS
state: disabled
7

6. 771NV ERELET,
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7. Playbook Z#Z1T L ¥ ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-disabled-
forwardzone.yml

BIER R

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ k') —® README-dnsforwardzone.md 7 7 1 JL %
SHRLTCEIV,

30.14. ANSIBLE #{#FH L TCTIDM 5 DNS EB| XY — Y A2 HIRT BFE

Ansible Playbook Zf#f L T IdM ICDNS IEB| XV — Y ZHIR T 2 I1CI&. UTOFIBEICKWVWE T, UTF
DT, |dM EIEE X example.com @ DNS [E5| XYV —V &HIBRL £,

(1} =355
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—I(C ansible-freeipa /Ny T —IH A VA R—ILINTW S,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L R LI & &RIIRE LTW3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o |[dMEBEEE/NRRT—RNEBEL TV,
¥
1. /usr/share/doc/ansible-freeipa/playbooks/dnsconfig 71 L 7 b —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsconfig

2. ARV N) =D 74 )L EBEE, RET S IdM Hr—/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEEBRELEY, 7z& Z2IE. Ansible IZX L T server.idm.example.com %% E 9 %
LDIKIERTBICE. ROATY RZEETLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL (forwarders-absent.yml) DO E—%{ER L9, UTFICHIZRL
i -3—0

I $ cp forwarders-absent.yml ensure-absence-forwardzone.yml

4. ensure-absence-forwardzone.yml 7 7 1 L =W THREL 7,

5. UTOEHZZRELTTI7MILERELET,
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%303 IDM COD DNS I EDEHE
a. Playbook ® name Z#1/3. IdM DNS IC DNS E8| XYV — > %HIkk 9 % Playbook D& EIC
TELEY,

b. tasks 2> 3 >~ T. ¥ X% ® name % Ensure the absence of a dnsforwardzone for
example.com ICEE L X,

c. tasks 47 > 3 >~ T, ipadnsconfig D7 1 > 7 % ipadnsforwardzone I[CZE L 7,

d. ipadnsforwardzone 7 < 3 v CUTAEITLE T,
i. ipaadmin_password Z# % EML T, IIMBEBENXZT7—RNIERELZF T,

- =L

ii. name ZH %3E0L T example.com ICEREL 7,
ii. forwarders 7> 3 v&EEEIBLET,
iv. state Z# % absentDF FXICLF T,

SEOFTERYT %L D ICEE L7 Ansible Playbook 7 7 1 Jb:

- name: Playbook to ensure the absence of a dnsforwardzone in IdM DNS
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml

tasks:
- name: Ensure the absence of a dnsforwardzone for example.com
ipadnsforwardzone:
ipaadmin_password: "{{ ipaadmin_password }}"
name: example.com
state: absent

6. 771 IV EREFELET,
7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-absence-
forwardzone.yml

BIER R

e /usr/share/doc/ansible-freeipa/ 7 1 L ¥ k') —® README-dnsforwardzone.md 7 7 1 JL %
SRLTCEIV,
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2$31= ANSIBLE #{@H L7 IDM TODNS L O— RDEE

AZETIL, Ansible Playbook % f#F L T Identity Management (IdM) TDNS L O— KA EE 9 3 Ak
EHRBALET, M BEEZEIE. M TDNS L O— ROEM, ER, I THIRATEETT, REIFLL
TotEI a v THREINET,

e Ansible Z#EALTIIMICAB LT AAAADNS L O— RABFEEIE 2 FIE
® Ansible AL TIAMICAB L PTRDNS LO— KA FEIE 3 FIE
e Ansible ZEA L TIIM ICHEBDDNS L OA— N2 FEIE S FIR

® Ansible ZfEMA L T IdM ICHEEID CNAME L O— K2 BFEEIE 5 FIE

e Ansible ##ERALTIAMICSRV L O—REFEIESFE

31..IDM®DNS LO— R

Identity Management (IdM) (&, ZFEDDNS L O—RICHBLE T, UTD 4 DN RESEEICHERI
ni-a_c

A
Zhix, RRAMNEBLVIPVAT RLADEARYY TTT, ALIO—RDOLI—RZIE. www 2
DRAPMEZTT, ALIO—RKDIP7ZRKLR{EIX, 192.0.21 2D IPv4 7 KL ATY,
ALIO—ROFMIZ. RFCI035 #BBLTLEIW,

AAAA

Zhix, RRAMNEBLVIPVE 7 RLADERYY TTT, AAAALO—RDL I— RZIE www 722
EDKRAMNEZTY, IPPZKRKLRDfEIX. 2001:DB8::1111 2D IPv6 7 KL A TY,
AAAA L O— RDE#IZ RFC 3596 # B L T XL,

SRV
H—ERX(SRV)VY—RLIOA—FKE, BFEDH—EREZRHETE2H—/\—DDNSKZIZH—ERH
EIvEVILET, LEZIE DA TDLA—RIFLDAPTFA LI M) —DELH R —ER
EEEBTEZY—N—|L, TOY—EREYYEVYILET,

SRVLIO—RDLI—RHZIE, _Idap._tcp 72 &, _service._protocol DA ZEY £9, SRV L
O—RDORBREL T avilidx, y—4y N —ERDBEIBR. ME. R—rES, BLUPHRR K
BAHEENET,

SRV L O— RODE#MIE. RFC2782 #SHBLTLKEI WL,

PTR

RAVHZ—LIA—=RPTR)IF IPT7RLRERAAVRICTYEY T 2HE|EDNSLOI— K%
BmMLET,

R

IPv4 7 KL ZD#B|E DNS Ly 2 7 v FIE$RT, in-addrarpa. KX 1 Y TEEI
ha¥sIETV M) —%ZFEALET, AEANHIBIHTRRFEAOET KL X, BED
IP&F 57 <# T, in-addrarpa. KX 1 VHREICFVWTWET, LEZIE Ry
F7—27 KL X 192.0.2.0/24 D5 XV —>I&, 2.0.192.in-addr.arpa IC7R Y &
E
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#5313 ANSIBLE #{#FHL 7= IDM CD DNS L. O— KDEH

PTR L O— K£&l&, RFC1035 (RFC 2317 8 & U RFC 3596 THLiiR) TIREDZEH R A E#T 5
ErHYET, FANEDEIFR. LI—REZEHRTE2HRRANDERDKRANETHZIZRENHY X
_a_o

T

R

» 7. IPv6 7 KL ZD#BE| XY —VId, .ip6.arpa. KX VDY —V%FERLTERE
TEEY, IPvo#5|EY—VDFFMlIE. RFC3596 8RB L T XL,

DNS Y —LO—RKDEMEIZIE, LOA—RKRDEZEL TERDZT—IDPBEBIIARZZEIEELTK
W, L&A CNAME L O— RICIEFAANEDBETTN, ALIO—RIZEFEIP7RLADBRET
o [dMWeb Ul Tl&, FTLWLO—KRZEMTZ 74 —LDT 1 —I)L ROAEEWICEHF I N, REE
RINTWBLOA—RIA TITUERT—IDNRMINF T,
31.2. — %972 IPA DNSRECORD-* # 7> 3 >~

Identity Management (IdM) Tl & —f&M7ADNS )V —2 L O— K& 1 T% 8. EE. BLVHIRT
%8, LTFOA T avaERATEEY,

o A(IPv4)
e AAAA (IPv6)
e SRV
e PTR

Bash Tld. --option={vali,val2,val3} 72 &, RFMOFICOAVIXEY TEEZIEEL T, EHOTV
N)—%ZEETZET,

RINLEHALI—RDA T ay

*Fav 501z

--ttl=number La—RoEMEEZREL T,

--structured rawDNS L O—RZ#Hf L. ZNnoa2@ELIhEk
EXTRLET,

xR312"A"LA—KRDAFay

*Fvav B B
--a- ALI—REI1DFLIZYRMNTEELET, ipa dnsrecord-add
rec=ARECORD idm.example.com host1 --a-

rec=192.168.122.123

BEDIP7RLATI74)RA—RKALI—K%4%  ipadnsrecord-add
RCTEET, idm.example.com """ --a-
rec=192.168.122.123 (2]

333


http://tools.ietf.org/html/rfc1035#section-3.5
http://tools.ietf.org/html/rfc2317
https://tools.ietf.org/html/rfc3596#section-2.5
http://www.ietf.org/rfc/rfc3596.txt

Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

*Fvav StEA B

--a-ip- LO—KDIP7RLZR%EZELZEY, LO—KODEK  ipa dnsrecord-mod
address=strin  BIC. ALO—RDEAIEET 24 S 3 vid--a- idm.example.com --a-rec
g recCcd, ZZLALI—REZZLET BHFIC. -—-a- 192.168.122.123 --a-ip-

recA 7 avaEFERLTCALI—ROREDESE address 192.168.122.124
BELET., HLLEE, --a-ip-address 7> 3
VTHRELEY,

[a] SPBITIE, IP T RLRA19202123 D74V RA—RALI—-REERLET,

K31.3"AAAA"LO—KDAT>ay

AFvav She &l

--aaaa- AAAA (IPv6) LO— K& 1D&F/kIFV A NTHEELZE  ipadnsrecord-add
rec=AAAAREC 1, idm.example.com www --
ORD aaaa-rec

2001:db8::1231:5675

--aaaa-ip- LO—KDIPV6e 7RLR%EZELZY, LO— KD  ipadnsrecord-mod

address=strin  FRBFIC. ALO—RDEEEET 24 T avid-- idm.example.com --aaaa-rec

g aaaa-rec T9, 7z72L. ALO—REZLET BHF 2001:db8::1231:5675 --aaaa-
I, —-aaaa-rec # 7> avAFEHLTALI—KD ip-address
MEDEEZE/ELFT, #HLMEIX, --a-ip- 2001:db8::1231:5676

address # 7> a v TCHRELET,

XK314"PTR"LOA—KDAF>ay

*Fvav StEe B

--ptr- PTRLO—KREZ1DFAIFYANTIEELE YT, ¥ ipa dnsrecord-add
rec-PTRRECO B|Z DNS L O— KR%&3EBHNY 28FICIE. D DNS L 122.168.192.in-addr.arpa 4 --
RD J— RDEMDAEE LA, ipa dnsrecord-add ptr-rec

ARV RTHEAT IV -V &I HICRYET, B server4.idm.example.com.
B, RAMDIP7RLREFE, BEDRY hT—7I(C

BH’% P 77 I\ I/Z@E%?ﬁ@j—o v I\ %1%% lJ i $ Ipa dnsrecord'add

3. BRORAOHTE, Pv4 7 KL 2D 0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.i
192.168.122.4. D server4.idm.example.com @ PTR p6.arpa.1.1.1.0.0.0.0.0.0.0.0.0.
LOd—KzEBmMLET, 2FBODHIT 0.0.0 --ptr-rec

(&, 0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa. |Z# 5]
EDNSIYVhY—%EBMLEY, IPT7 RKLAN
2001:DB8:1111 D server2.example.com KX kD IPv

server2.idm.example.com.

6MB|EY—,
--ptr- LI—RFROKRZANEEEBELET,
hostname-=str
ing
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K315"SRV"LA—KDA T3y

*Fav

B4

&

--Srv-
rec=SRVRECORD

--SIv-
priority=number

=-=-SIrv-
weight=number

=-=Srv-
port=number

=-=Srv-
target=string

RS

SRVLI—R%E1DF7/kIF)ANTEE
LEd, GRAIOHEITIE. _Idap._tep IE.
SRVLI—RDY—ERY A TEEHKS
OhaNEEZLET, --srv-rec + 7
vavid, BEIEA. mE. R—b &
Y=y hOEEERZELET, 2D
BITIE, INEESI & 49 &K 100 £T
MEIh, FEDOLI—RIMERINS
WMEAE % TRLET,

LaO—RKDBEIEMNEZHZRELEY., D
H—ERY A FITEED SRV L a— K
HaGEEHYET, BEIEA (O-
65535) &L 01— K ORBEMAERZE L. BF
NPNIWEFEEBRIBAIESRY ET,
H—EXRE. BEIEAOKREEWVLO—
REZUICERTIHELNHY ET,

LO—ROMEAZELET. i,
SRV L d— RDBEIEMAE UFEICIE
Fadtrd 2BICRIBET, REIN
TMEEHZRKRI00 &L, ZThidBEDL
A—RHIMERINZAREEE /A —E

F—YTRLTWET,

=45y NRAMEDH—EZXDR— b
EELET.

S—T Yy MRAMDRAA VB ZRHL
FY, BET—ERDN AL VATHAA
ARETRWERI, B—DEYF R ()&
LTEESNZBENHY XY,

e ipadnsrecord-add --help Z# 1T L £ 9,

# ipa dnsrecord-add
idm.example.com _ldap._tcp --srv-
rec="0 51 389
serverl.idm.example.com."

# ipa dnsrecord-add
server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com.”

# ipa dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="1 49 389
server2.idm.example.com." --srv-
priority=0

# ipa dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 49 389
server2.idm.example.com." --srv-
weight=60

# ipa dnsrecord-mod
server.idm.example.com _ldap._tcp
--srv-rec="0 60 389
server2.idm.example.com." --srv-
port=636

31.3.ANSIBLE # L CIDMICA B LUV AAAADNS L O— RAEFEEI

% FIR

Ansible Playbook ZFH L T, BHEDIIM KA MDA B LIV AAAA L OI— RHAEET 5 T & 1R
B, LTOFIRICEWNE T, UTOFIETHEAT 2HTIE. 1dM EXEEIF idm.example.com DNS
V=Vl hostt DAL O—RBELUVAAMA L O—REZEMLETY,
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(1} =355
o RODEHAHIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y a3 v 214 LIEEFERLTWS,
o Ansible 3>~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW5,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J h)—IZ, 1AM H—/R—DZL2EBH R X1 V&
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI Z & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o |[IMEBEBEENRZAT—REBELTWS,
e idm.example.com V—VHAEELTEY. IIMDNS A*EET %, IAMDNSIZTZA <) —

DNS V—Y %3EBMY %2 A%EIE. Ansible Playbook Z{#H L7 IdMDNS V—> DEE 258 L
TLIEEW,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 71 L 7 b ) —ICRBEIL £ T,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. ARV N =D 71 IILEBEE, RET S IdM B —/X—1'[ipaserver] 7 > 3 VILEEH I 1
TWBZEEBRLET, /& AIE. Ansible ICH L T server.idm.example.com %% E ¥ % &£
IR T B, kOO RERTLET,

[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JL (ensure-A-and-AAAA-records-are-present.yml) @ 1 E—% {ERK
LEJ. UFICHZRLET,

$ cp ensure-A-and-AAAA-records-are-present.yml ensure-A-and-AAAA-records-are-
present-copy.yml

4. ensure-A-and-AAAA-records-are-present-copy.yml 7 7 1 L =W THREL X7,
5. ipadnsrecord ¥ 270> a v CUTOEHEHREL T, 771 ERBLET,

e ipaadmin_password Z#J IdM EEEE /XX T — RICEREL X7,

e zone_name Z#{|d idm.example.com ICERE L 7,

e record Z# T. name Z#id hostl IC. a_ip_address Z#id 192.168.122.123 ICRE L &
ER

o record Z# T. name Z#{/& hostl IC. aaaa_ip_address & =1 ICREL X9,
LT, SEOFITHEEY %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Ensure A and AAAA records are present
hosts: ipaserver
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become: true
gather_facts: false
tasks:
# Ensure A and AAAA records are present
- name: Ensure that 'host1' has A and AAAA records.
ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: idm.example.com

records:

- name: host1

a_ip_address: 192.168.122.123

77

- name: host1
aaaa_ip_address: :1

6. 1NV eFRELEY,

7. Playbook Z#Z1T L& ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-A-
and-AAAA-records-are-present-copy.yml

BIER R

e [dMTODNS L O—K #HHBBLTLEIWL,

e /usr/share/doc/ansible-freeipa/ 71 L ¥ k') —® README-dnsrecord.md 7 7 1 JL &5
TLEXIW,

ik
=

e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord = 1 L 7 b ) —DH > T )LD Ansible
Playbook ZZH L T I L,

31.4.ANSIBLE Zf#F L CTIDMICAB L UPTRDNS L O— RZFHEI &
5 FIE

LUFDOFIEICHE > T, Ansible Playbook AR L T, HEDIAMERA DAL I—R&, ®IET S
PTRLO—RAIFETEHIE2MHALET, UTOFIRTHEAT 2HTIE. IdM BEIEH

I&. idm.example.com V' —>TIP 7 KL A% 192.168.122.45 @ hostl DAL Jd— K& PTRL O—NK
ZEMLET,

AR
o RODBHAEMBALTLIICAnsible AV hO—IL/ —RERELTWS,
o Ansible /N\—I 3V 214 LIEEFERALTW5,
o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW 5,

o ZODFITIE. ~/MyPlaybooks/ T4 L Z Y —Il, IdM Y —/—DZLEM RN A A V&
(FQDN) 2 L T Ansible 1 YRV M) =T 74 )L ZEH LTcZ & &RifRE LTW 5,

o ZODOBITIL, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o |[dMEBEE/NRRT—RAEIEELTWS,
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FIR

338

idm.example.com DNS V=Y A FEL TH Y., IIMDNS H"EET %, IIMDNSIZ TS5 4 <
1) —DNS YV —Y%3EBINY %A%lE. Ansible Playbook Z{#FfH L7 IIMDNS V—> DEE %25
BLTCESIWY,

. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 71 L 7 b ) —ICBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

L AVYRYNY =D 74N ERE, BRET B IAM Y —/N—H[ipaserver] £ > 3 VICEHEH I N

TWwW3ZeE %EEEM L x9, & Zti Ansible IZ3%f L T server.idm.example.com %% E ¥ % &
IR T B, ROAT VY RERTLET,

[ipaserver]
server.idm.example.com

. Ansible Playbook 7 7 4 JU (ensure-dnsrecord-with-reverse-is-present.yml) @ 3 E— % {ER{

LEY. UTICHlZRLET,

$ cp ensure-dnsrecord-with-reverse-is-present.yml ensure-dnsrecord-with-reverse-is-
present-copy.yml

. ensure-dnsrecord-with-reverse-is-present-copy.yml 7 7 1 L =W THIREL £ 7,

. ipadnsrecord ¥ 27 0> a Vv TUTOEREZREL T, 771IVERELZET,

e ipaadmin_password ZH$ IdM BEEZE /NN T —RIZRELZX T,

name Z#($ hostl ICEREL £,
e zone_name Z#3 idm.example.com I[CFREL 9,

e ip_address Z#d. 192.168.122.45 ICFREL 9,
e create_reverse £ yes ICREL 7,
LT, SEOFITHEEYT %L D ICERE L7 Ansible Playbook 7 7 1 JLTY,

- name: Ensure DNS Record is present.
hosts: ipaserver

become: true

gather_facts: false

tasks:
# Ensure that dns record is present
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
name: host1

zone_name: idm.example.com
ip_address: 192.168.122.45
create_reverse: yes

state: present

6. 771 ERELET,
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7. Playbook Z#Z1T L ¥ ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
dnsrecord-with-reverse-is-present-copy.yml

BIER R

IdM TODNS LOd—RK ZSBLTLEIW,

/usr/share/doc/ansible-freeipa/ 1 L k') —® README-dnsrecord.md 7 7 1 L =58 L
TLEXIW,

/usr/share/doc/ansible-freeipa/playbooks/dnsrecord 71 L 7 b 1) —DH >~ 7LD Ansible
Playbook ZZH L T I L,

31.5.ANSIBLE Z{EH L CIDM ICEBDODNS L O— R A2 FEIE 5 FE

Ansible Playbook & L T, EHOENMEED IAMDNS L O— RICEAEMIFTONE LD ICT BIC
. LTFOFIRICHENE T, LTOFIETHEAT 2HTIE. 1dM EXEZE(E idm.example.com DNS V' —
ViZhostt DAL O— REEHEMLET,

AR

FIR

ROBHAS T LOICAnsible A bA—JL /) —RAEZRELTWS,

o

Ansible /N—Y 3V 214 IEAFERLTWS,

o

Ansible 3>~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW3,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—R—DZL2EBH RN X 1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR LI Z & %RIIRE LTW 3,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

IdM BEEBE/NRXZT7— REBELTW S,
idm.example.com V—YHEELTHE Y. IIMDNS A*EE T %, IAMDNSIZTZ1M4 <) —

DNS V' — > %81I19 % AiklE. Ansible Playbook Zf#fH L7z IIMDNS V—VDEE 2#88R L
TLEIWL,

. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 71 L 7 b ) —ICHBEL £ 7,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

AR N) =T 74 IV ERAE, BRET S IAM H—/N—H'[ipaserver] 7 > 3 VICEBHEHI N1
TWBZEEBRLET, /& AIE. Ansible IZH L T server.idm.example.com %% E ¥ % &£
DICERT BICIE. ROATVY REEFTLET,

[ipaserver]
server.idm.example.com
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3. Ansible Playbook 7 7 1 JL (ensure-presence-multiple-records.yml) ® A E—%/EfK L £,
UFICHzERLET,

$ cp ensure-presence-multiple-records.yml ensure-presence-multiple-records-
copy.yml

4. ensure-presence-multiple-records-copy.yml 7 7 1 L ZFWTHREL X7,

5. ipadnsrecord ¥ 270 a3V TUTOERHAHREL T, 7741V EFHELET,

e ipaadmin_password Z#HJ IdM EEEE /XX T — RICEREL X7,

records 4 > 3 > T. name Z# % host1 ICEREL F T,

record 7 2 3~ T, zone_name Z# % idm.example.com [CFRE L X7,

record 27 > 3 T, a_rec B % 192.168.122.112 IZ, 192.168.122.122 ICREL 9,

records £/ avD2&FBOLI-FZEHLET,
o name ZHUZ hostl ICEREL X T,

o zone_name Z#{|d idm.example.com ICERE L £ 7,
o aaaa_rec BHUL :ICRELZF T,

LT, SEOFITHEREYT %L D ICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Test multiple DNS Records are present.
hosts: ipaserver

become: true

gather_facts: false

tasks:
# Ensure that multiple dns records are present
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
records:
- name: host1

zone_name: idm.example.com
a_rec: 192.168.122.112
a_rec: 192.168.122.122

- name: host1
zone_name: idm.example.com
aaaa_rec: ::1

6. 771 ERELET,

7. Playbook ZZ1T L ¥ ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
presence-multiple-records-copy.yml

RS
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e [AMTMODNSLIO—R A#HBBLTLLEIL,

e /usr/share/doc/ansible-freeipa/ 7 1 L' 7 k) —® README-dnsrecord.md 7 7 1 LA S8R L
TLIEIW,

e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 7« L 7 b ) —DH > T )LD Ansible
Playbook Z&HR L TL 72X Ly,

31.6.ANSIBLE A L T IDM ICEH D CNAME L O— K2 FEIHE 2 F
[z

Canonical Name L 3 — K (CNAME L 3 — K) (&, DNS (Domain Name System) @)V —ZX L J—RK®
—fET. BIDEZEI(CNAME) IR A V&, T4 YT R%ETvEVYITLET,

CNAME L O—RiE, FTPH—ERE Web H—EZXDNZFNEFNRIDR— N TETINTWVWBREER
EIDDIP7RLANSERBDY—ERARTTIIHEIC. BIUDAEMEIHY X,

Ansible Playbook Z & L T, ##® CNAME L 33— R IdMDNS ICTFHES 5 T & & HEERT B ICId.
DLTOFIBEICEWEYT, UTOFIETHERAT BH/TIE. host03 (& HTTP H—/N—& FTP H—/X—Dlf

FHELTHBELET, IdM EEEIL. idm.example.com Y —IC hostO3 A L JI— K®D www 8 LV
ftp CNAME L O— R%Z8IML £7,

(I} =355
o RODEHAHEIZTLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y a3 v 214 LIEEFERLTWS,
o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—/R—DZL2EBH R X1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L R LI Z & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o |[IMEBEEENRZAT7—REBELTWS,

e idm.example.com V—YHAEELTEY., IIMDNS H*EET %, IAMDNSIZTZA <) —
DNS V' — > %381I19 5 AikIE. Ansible Playbook Z#fH L7 IIMDNS V—>DEE 2#88R L
TLEXTWY,

® hostO3 A L Od— K%' idm.example.com V—VICEELTW3,

FIR

1. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 71 L 7 b ) —ICRBEIL £ T,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord
2. ARV N) =D 74 )L EBEE, RET S IdM Hr—/N—1'[ipaserver] 7 > 3 VILEEEH I 1

TWBZEEBRLET, & AIE. Ansible IZH L T server.idm.example.com %% E ¥ % &£
IR T B, kOO RERTLET,
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[ipaserver]
server.idm.example.com

3. Ansible Playbook 7 7 1 JU (ensure-CNAME-record-is-presentyml) DI E—%/Em L £,
UFIChERLET,

I $ cp ensure-CNAME-record-is-present.yml ensure-CNAME-record-is-present-copy.yml

4. ensure-CNAME-record-is-present-copy.yml 7 7 1 L =BV THREL £ 7,
5. ipadnsrecord ¥ 270> a v CUTOEHEHREL T, 771V ERELET,
e ({£FX)Play ® name TIRIRIN/EBAZHEL XY,
e ipaadmin_password Z#J IdM EEEE /XX T — RNICEREL X7,
e zone_name Z#{|d idm.example.com ICERE L 7,
e recordZH /a3 v T, UTOEHBELMMEZHRELZF T,
o name I www ICEREL XY,
o cname_hostname Z#{3 hostO3 ICEREL £,
o name ZHUL ftp ICEREL F T
o cname_hostname Z & hostO3 ICEREL 7,

LT, SEOFTHEREYT 3L DICERE L% Ansible Playbook 7 7 1 JLTY,

point to 'host03.idm.example.com'.
hosts: ipaserver
become: true
gather_facts: false

tasks:
- ipadnsrecord:
ipaadmin_password: "{{ ipaadmin_password }}"
zone_name: idm.example.com
records:
- name: www
cname_hostname: host03
- name: ftp

- name: Ensure that 'www.idm.example.com' and 'ftp.idm.example.com' CNAME records
cname_hostname: host03
7

6. 771NV ERELET,

7. Playbook Z#Z1T L ¥ ¢,

$ ansible-playbook --vault-password-file=password_file -v -i inventory.file ensure-
CNAME-record-is-present.yml

BIER R
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#5313 ANSIBLE #{#FHL 7= IDM CD DNS L. O— KDEH

e /usr/share/doc/ansible-freeipa/ 7 1 L' 7 k) —® README-dnsrecord.md 7 7 1 LA S8R L
TLEIW,

e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 7« L 7 b ) —DH > FILD Ansible
Playbook Z&HR L TL 72X Ly,

31.7.ANSIBLE #ffFH L CIDMICSRV L O— R&EFEIE 3 FIE
DNSH—EX (SRV) LI—RiE, KA U THAAREGRY—ERDKRZ M, R—rES, VR
R—hN7ORJ)L, BEE. BLUOMEELEEZL £T, Identity Management (IdM) Tl&, SRV L J—
REFRALT, MY ==L ) hEHETETET,
LR DOFIEICHE > T, Ansible Playbook A L T, SRV L I— KA IAMDNS ICFET % Z & ZHER
LEd. UTOFIETHERT 26 TIE. IdM DEEEH 10 50 88 idm.example.com DIEAIEE L T
_kerberos._udp.idm.example.comSRV L O— RZEML £, ZDHITIE. UTDEZIEBELZET,
o H—EXDEHXEZI0IKRELZET,
o H—LEXDME%ZS0IRELZT,

o H—EXNERTEIR—PF%8BICHELET,

AR

o RDEBEUHAFBILTLIDICAnsble A bO—JIL/ —REERELTWS,

o

Ansible /N—Y 3V 214 IEAFERLTWS,

o

Ansible 3>~ b O—3—IC ansible-freeipa /Xy 7 —I DA VA =)L I N TW3,

o ZDOHITIE. ~/MyPlaybooks/ 74 L J M) —IZ, 1AM H—R—DZL2EBH RN X 1 V&
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR LI Z & %RIIRE LTW 3,

o ZDOBITIE, secretymlAnsible R—JL b I ipaadmin_password ""REINTWE I &%
ARE LTW3,

o |dMEBEEENRZAT—REBELTWS,
e idm.example.com V—YHAEELTHEY. IIMDNS H*EET %, IAMDNSIZTZA <) —

DNS V' — > %81I19 % AiklE. Ansible Playbook Zf#fH L7z IIMDNS V—VDEE 2#88R L
TLEIWL,

¥
1. /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 71 L 7 b ) —ICRBEIL £ T,

I $ cd /usr/share/doc/ansible-freeipa/playbooks/dnsrecord

2. ARV N) =D 7L EBEE, RET S IdM Hr—/N—1'[ipaserver] 7 > 3 VILEEEH I 1
TWBZEEBRLET, /& AIE, Ansible ICH L T server.idm.example.com %% E ¥ % &£
SIICRT BT, kOO RERITLET,

server.idm.example.com

I [ipaserver]
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Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

3. Ansible Playbook 7 7 1 JL (ensure-SRV-record-is-presentyml) DI E—%{/EH L £3., UTF
WBlERLET,

I $ cp ensure-SRV-record-is-present.yml ensure-SRV-record-is-present-copy.ymi

4. ensure-SRV-record-is-present-copy.yml 7 7 1 LW TIRE L £ 9,

5. ipadnsrecord ¥ 270> a v CUTOEHEREL T, 771 ERELET,
e ipaadmin_password Z#J IdM EEEE /XX T — RICEREL X T,
o name Z# I _kerberos._udp.idm.example.com |ZE&E L £ 7,
® srv_rec %% "0 50 88 idm.example.com' ICERE L £ T,

e zone_name Z#{|d idm.example.com ICERE L £ 7,
SEIDFITHERAYT 5 & D ICEE L7 Ansible Playbook 7 7 1 JL:

- name: Test multiple DNS Records are present.
hosts: ipaserver

become: true

gather_facts: false

tasks:
# Ensure a SRV record is present
- ipadnsrecord:

ipaadmin_password: "{{ ipaadmin_password }}"
name: _kerberos._udp.idm.example.com
srv_rec: 10 50 88 idm.example.con’
zone_name: idm.example.com
state: present

6. 771 ERELET,

7. Playbook Z#Z1T L & ¢,

$ ansible-playbook --vault-password-filezpassword_file -v -i inventory.file ensure-SRV-
record-is-present.yml

BIER R

o [dMTODNS L O—FK Z#HBLTLEIWV

e /usr/share/doc/ansible-freeipa/ 7 1 L' 7 k) —® README-dnsrecord.md 7 7 1 LA S8R L
TLEIW

O

e /usr/share/doc/ansible-freeipa/playbooks/dnsrecord 7« L 7 b ) —D 4> FILD Ansible
Playbook ZZH L T I L,
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HE32E ANSIBLE #{FHE L TIDM A—H%—0O NFSHEXEEZBE~ Y
2 N )

BV Y ME, BEDURTLICODIE>TT4 LI N —%EE, B, BLUOT7IVERTEHET
¥, Automountld, T4 LI M) —ADTIEADNEBERINZ I, TDTa4 LV N —%BHEM

IOV RLET, ChiE, XA VADISATYRNEDT ALY N —%BRICHBETE 5720,

Identity Management (IdM) KX A4 VAT < #aEL £ 7,

Ansible #ERA LT, MO —>3a DM 2547 MIOJ4 > LTWS M 2—H—|(Ix L T
NFSHENBEMICY VY NINBEDHICEETEET,

ZDEDHITIE, ROV FIVAZFERALET,

® nfs-server.idm.example.com &, XY N7 =27 74> R F L (NFS) H—/N—DE2(EL
kXA >% (FQDN) T,

e nfs-server.idm.example.com (&, raleigh DEEIY V> NDBZFICHZ 1AM IS4 T~ T
ER

e NFSH#—/\—(d, /exports/project 74 LU ) —%ZFHmAIMY /EZIAHE LTIV AR—hK
LE9.

o RARE JIL—TICET B IdM 2 —H—I(E, NFSH—/N—&E L raleigh®BEI~ 7 > b DG
IKHB 1AM U254 7> hThHhIL, /devel/project/ E LTIV AKR—KMLETFT4L I M) —
DAVFTFUVILTIERATEZET,

® idm-client.idm.example.com (&, raleigh DB&I¥ 7V > NDGFFRICH B 1AM V54 7> N T
ER
HE

NFS #—/N—0DRHYIC Samba H—N—%FEALTIAM IS4 7> MIHBAZRHT
3158 1E. LT ® How do | configure kerberized CIFS mounts with Autofs in an IPA
environment? 2R LTIV, ZSRBRLTLEI W,

AERFUTOEIYa VTREINET,
1. I[dM @ Autofs & automount
2. NFSH#H—/—®D |dM ¥—% T D% E
3. IdAM TONFSHEBED TV RR— b
4. Ansible #ER L7 IdM TOBEEY VY FDIFAF. ¥ v 7. BLTF—DRE
5. Ansible 2B L TIdM 2—H#'—% NFSHEBEZfFET 2 /IL—TIEMT 2
6. dM V547V hTOETY Y MDRE

7. 1dM 2 ZAT7 Y RT, IAM A=Y =B NFSHBICT IV ERATE 5 & DHESR

32.1.IDM @ AUTOFS & AUTOMOUNT
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Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

autofs —ERIE, 7IOERRBFIZTALI M) =% DY T 5LDIC automount 7 —E VICIERT
5ZEIC&Y, BEBERZIGLTTALI2MN)—DY I MEEFELET, T, LIESLKBEETDOR
W&, autofs (&, automount ICHEIYN U Y MINETA LI MN)—DIY T Y NEEBRT DL DICER
LEJT. BHTO Y MNEWRERY, FVFIVRII VY MNIVRATLA) Y —REGHHLET,

v~y 7ToaE< I b
autofs AT %> A7 ATIE, automount FREIXEBD 7 7 M1 IILREINET, 753147 —
automount 5% 7 7 1 JLIE /etc/auto.master TY, ZHIllE., ¥ A7 LD automount ¥ 7 > MR
A1V hDIRY—TvEVTE, TOEE)Y —ZANEEFNET, COIYEVTITEHEYIV M
Iy T ELTHShTWET,
/etc/auto.master E8E7 7 1 ILICIX, YRY—I v T HEFhET, by TADBEEEDH B
ZENTEZET, Oy Fid, BEEFLEIEEZEOVWTRANMIAYET, Y4 L 7 kv TTIET
TV MNRAY MIMRAAZZEFERL, BEYY FTIIESAREE2FRALE T,

IdM D&YV >~ bR
automount [$BFE. O—7HJ/LD /etc/auto.master ERET 7 A LD BTy TTF—9 2BELET
B MDY —ZADSTYy TTF—9EBRBTHIEETEET, —BIAY—D1 DA LDAP H—
/IN—TT, Identity Management (IdM) @Y FF X M T, I hid 389 Directory Server T,
autofs ZEAT 2L RAT LN IAM RXA VDU 547> MTHBIHE. automount ZEIEO—7H
WEBRET7AIVICREINFEA,. RDYIC, ¥y 7, B, F—4HED autofs SxEIE. LDAP T
YAMY=ELTIAMTA LI M) —ICREINE T, & ZIE. idm.example.com |[dM KX A4 > D
BA. TIAIMDRRAY—ITy T IEUTOLI ITREINET,

dn:
automountmapname=auto.master,cn=default,cn=automount,dc=idm,dc=example,dc=com

objectClass: automountMap
objectClass: top
automountMapName: auto.master

BEfE

o FUTIURTDI7AIVYATLDITI YV K

32.2.NFSH—/1—D IDM *—4% JDHEFE

ftt D Identity Management (IdM) 2 54 7> MOV 4 v Liza—H# -, TONFSH—N—DF 1 L
IJMN)=—BLUVTT 74T IERTESDLDIC, Kerberos HIGD NFS H—N—%REL £,

Z T Tld. nfs-server.idm.example.com TNFSH—EREZE[TTELDICRET D HEEHAL X
ER

A& H
IdIMEBEZE LTRIAM Y LTW5,

NFS H—/N—AD root 7V L AHERIH %,

NFSHEZIVRAR— NI BLEDIBERNYT—IV% A VA =)L LTW3,

(AT aV) 7 7AT I+ —ILORBITETTBLIICNFSH—NR—%FE LTV,

FIR
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L IdMABEHFINTWEBHRZARNT, NFSH—ER% IAM ICEMLF T,

$ ipa service-add nfs/nfs-server.idm.example.com

Added service "nfs/nfs-server.idm.example.com@IDM.EXAMPLE.COM"

Principal name: nfs/nfs-server.idm.example.com@I|DM.EXAMPLE.COM
Principal alias: nfs/nfs-server.idm.example.com@I|DM.EXAMPLE.COM
Managed by: nfs-server.idm.example.com

2. NFSH—/NN—T, NFSH—ERODF—4¥ TExRMELET,

# ipa-getkeytab -p nfs/nfs-server.idm.example.com -k /etc/krb5.keytab
Keytab successfully retrieved and stored in: /etc/krb5.keytab

3. NFSH—/N—T, NFSH—ERXRZBEHLFT,

I # systemctl restart nfs-server

4. NFSH—/N—T, NFSH—EREZBMILFT,
# systemctl enable nfs-server

Created symlink /etc/systemd/system/multi-user.target.wants/nfs-server.service -
/usr/lib/systemd/system/nfs-server.service.

323.IDM TONFSHEDIT I AR— K

Identity Management (IdM) ¥ 2 7 ABEBHE (X, NFSH—N—%FHAL T, Xy N7—27HTIdM
A—HF—&T4LIMN)—ZHBETEET,

AR

e IMEEFELLTOITAYLTWS,

o NFSH—/N\—ADroot 7V ZAMERLH 5,

o NFSHEEZIIVRAR—NTBEDICBBERNY T—V% AV AM—)L LTW3,

o (AT aNTFAT I A—IDORAAITETTSEELIICNFS H—N—%EE LTW3,
Fia

L ZVAR=KTZT4LIMN)—%FERLET,

I # mkdir -p /exports/project

2. IBEEIIV=TIL. T4LY M) —DmABRY . EXRH. BELURTOEREZMNESL F
-g—o

I # chmod 770 /exports/project

3.GSIDRAT 4 yF—EvY hEBMLT. T4LI M) —RIERINET 7AILDTIV—TF
BEDN. TALIMN)—FBEDTIV—THBEEICREINDLIICLET,
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Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

I # chmod g+s /exports/project
4. —HOAVFTUVEBUCTA LI MN)—IZT7 71 EERLET,
I # echo "this is a read-write file" > /exports/project/rw_file

5. /etc/exports.d/ T4 LV M —D7 714 ILIC. UTOEHREEMLET,
e TJVRR—KTBZFaALIKN)—
o 1—H—HLF4L I NI—RHNDT7AIILT V2R ZEDRIAE
o I—HF—HNT4LIM)—RADT 7 IITFKEOHER

I # echo "/exports/project *(sec=krb5,rw)" > /etc/exports.d/project.exports

sec=krb5 (&, O—HJLD UNIXUID LUV GID Tld# <, KerberosV5 70O N JL%{FF
LCa—H—%FELET,

F72l%. sec=krb5i F 7| sec=krb5p ZFERA L 7.

sec=krb5i
I —4—5R5FIC Kerberos V5 Z{FAL, T—YDHIAEZBSCTEDICERERTF TV I T LE
FEHLTCNFSEBEDEEEF v I/ AERITLET,

sec=krb5p
A—H—5R5F. BEMF v VI KerberosV5 &2 FHL. NS 714 v I DESERSED
NFS RS 74 v IDESEEITVWET, CTNIARERZERBREICRYETN, XT71r—7
VADA—=IN—~y REREELRYET,

6. /var/lib/nfs/etab ICRFINTWE XA VDIV AKR— bT—T )% [etc/exports & & U
letc/exports. d D TFDT7 7 AV EREAL T, §RTDT4 LI MY —ZBIVRAR—KLE
ER

I # exportfs -r
7. letclexports ICE LZIBENDT IV RAR—M) A MERTLET,

# exportfs -s
/exports/project *
(sync,wdelay,hide,no_subtree_check,sec=krb5p,rw,secure,root_squash,no_all_squash)

BIETR R
e krb5 XV v FOFMIE. nfs D man R—TIZSHRLTLLEIW,

32.4.ANSIBLE Z{#FH L7 IDM TOBEEIY Y~ b DFAF. v 7T, 8LV
F—DERTE
Identity Management (IdM) ® > R 7 ABEE(E. |dM TEHEIV Y Y NDFRIEY Y TARETEE

T, ThiZLY, BELEBADIAM 21— =D, KX MDRHEDY IV MRA >~ MIHBEIL T, NFS
P—N—DPITIVRAR—KFLEHBIITIERATESRLDICRYET, TIRAR— NI NFSH—
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N=F A4 LI N)=EXIVMNRAY NOEAD, v TTHEEINEY, LDAP AHEETIE, Oy —
vavikEnLHdRvy TV N)—DOAVFF—TT,

ZDBITIE, Ansible Z{H L T, raleigh DIZATE. I[AM 2 54 7> b ED /devel/project ¥ 7 > bk

R4 >~ MIT nfs-server.idm.example.com:/exports/project £ G %= HEY /EXIAHT 1 LV M) —
ELTYIU VNG BTy TERETDHEERBALET,

([} =355
e |[dMadmin /X277 — R%ZBEL TW 5,
o RODEHAHEITLIICAnsible A bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L INhTW3,

o ZDHITIE, ~/MyPlaybooks/ T4 L Z ) —IZ, IdM Y —N—DZREHH N A1 V£
(FQDN) ZfEA L T Ansible 1 YRV M) =T 74 )L MR LI Z & &RIIRE LTW 3,

o ZODOBITIE, secretymlAnsible R—JL b I ipaadmin_password "REINTWSE I &%
ARE LTW3,

=2
1. Ansible 3> bO—JL/ — R T, ~/MyPlaybooks/ 714 L7 N —IIBEL X7,

I $ cd ~/MyPlaybooks/

2. /usr/share/doc/ansible-freeipa/playbooks/automount/ 7«1 L 7 k1) —I{Z4 % automount-
location-present.yml Ansible Playbook 7 7 {1 L& JE—L £ 9,

$ cp /usr/share/doc/ansible-freeipa/playbooks/automount/automount-location-
present.yml automount-location-map-and-key-present.yml

3. automount-location-map-and-key-present.yml 7 7 1 L ZiRERICHAZT £ 7,

4. ipaautomountlocation ¥ 279> a v TROEHEFREL T, 771V EFAELET,
e ipaadmin_password Z#id IdM admin O/XX 7 — RIZBREL £ 9,
e name ZH % raleigh ICEREL X T,

o state ZT#Id present ICEREINTWEH I & 2R L EF T,
LT, SEOFITHEEY 3L D ICERE L% Ansible Playbook 7 7 1 JLTY,

- name: Automount location present example
hosts: ipaserver
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure automount location is present
ipaautomountlocation:
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ipaadmin_password: "{{ ipaadmin_password }}"
name: raleigh
state: present

5. automount-location-map-and-key-present.yml 7 7 1 L DiR&E % fHIT £ T,
a. tasks 27> a v T, BEYVY MY TOEEEZERETIIRVEBMLET,

[--]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[--]
- name: ensure map named auto.devel in location raleigh is created
ipaautomountmap:
ipaadmin_password: "{{ ipaadmin_password }}"
name: auto.devel
location: raleigh
state: present

b. BIDH RV EEBMLT, YTV MRA Y MENFSH—N—1EHREYY TIEBMLET,

[...]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[...]
- name: ensure automount key /devel/project is present
ipaautomountkey:
ipaadmin_password: "{{ ipaadmin_password }}"
location: raleigh
mapname: auto.devel
key: /devel/project
info: nfs-server.idm.example.com:/exports/project
state: present

c. auto.devel »* auto.master ICEHRINTWB I EEHERTIRDY RV EEBMLET,

[--]
vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
[--]
- name: Ensure auto.devel is connected in auto.master:
ipaautomountkey:
ipaadmin_password: "{{ ipaadmin_password }}"
location: raleigh
mapname: auto.map
key: /devel
info: auto.devel
state: present

6. 7271 ERELET,

7. Ansible Playbook 2347 L. Playbook &4 YRy M) =27 71 JLEIBEL T,
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$ ansible-playbook --vault-password-file=password_file -v -i inventory automount-
location-map-and-key-present.yml

325.ANSIBLE 2 L= NFSHEE%ZmRET 3 JIL—TADIDM 1 —H—
DB

Identity Management (IdM) ¥ 2 7 ABEH (. Ansible #FHA LT, NFSEAILT7 IV EZATE 31—
HF—DIN—THEXL, M 2—H—%2 DT IL—FITEBMTEET,

Z DBITIL. Ansible Playbook % {#F L T idm_user 7 7177 > b A developers 7 )L—FIZB L TW3

Z & &R L. idm_user A* /exports/project NFS HBICT VR TE S LD ICT B2 AHEICDWTERA
LEd.

AR

® nfs-server.idm.example.com NFS H#—/X—A®D root 77 AL H Y. Nl raleigh
automount DIFFICH B 1AM V54 7~ T,

e |dMadmin D/XZXAT7— REEBIELTWD,
o RODEHAMITLOICAnsble A bA—JIL/ —RAEEZRELTWS,

o Ansible/ N\—Y 3V 214 LEAFERALTWS,

o

Ansible 1>~ b O—3—IC ansible-freeipa /Xy 7 —I N4 VA =)L INTW3,

o ZODOBITIE, ~/MyPlaybooks/ 74 Lo b —IT, IAM H—/R—DZLEE RN A1V F
(FQDN) ZfA L T Ansible 1 YRV M) =T 74 )L MR LI & &RIIRE LTW3,

o ZDHITIE. secret.ymlAnsible R—JL ;T ipaadmin_password BMREFEINTWVWE I &%
AIRE LTW3,

o ~/MyPlaybooks/ T. Ansible %M L T IdM T automount DHff. ¥ v 7/, BLVF—
HERTE THENLDY RV NT TICEEN TS automount-location-map-and-key-
present.yml 7 7 1 JLAER L & L7,

=2 |

1. Ansible 3> bO—JL/ — R T, ~/MyPlaybooks/ 714 L 7 N —IIBEL X7,

I $ cd ~/MyPlaybooks/

2. automount-location-map-and-key-present.yml 7 7 1 L ZiRERICHAZ £ 7,

3. tasks 22 > 3 T, IdM developers 7 )L—THEIE L. idm_user T DT IIL—FITEMS
NTWBZEaMRBIT IRV EBMLET,

[..]

vars_files:

- /home/user_name/MyPlaybooks/secret.yml
tasks:

[--]
- ipagroup:
ipaadmin_password: "{{ ipaadmin_password }}"
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Red Hat Enterprise Linux 8 Ansible %Z {8 f L 7= Identity Management D ~ X b —JL & EH

name: developers
user:

- idm_user

state: present

4. 771NV ERELET,

5. Ansible Playbook #3247 L. Playbook &4 YRV M) =T 74 L EHEELET,

$ ansible-playbook --vault-password-file=zpassword_file -v -i inventory automount-
location-map-and-key-present.yml

6. NFS #—/X—T, /exports/project 71 L ¥ N —D )L — TFiEME% developers ICEE L
T I—TADIARTDIIM 2—HF—=DBTF A LI M) —ICT IV ERATESBLIICLFET,

I # chgrp developers /exports/project

326.IDM V547 NTODEEY VY NDERE

Identity Management (IdM) ¥ 2 7 LBEBEIE, M 754 7Y MIBEY DY MY —EREFREL
T, 9547V bDEBIMINIIGRICERE L/ NFSHEBICL, 22— =054 7 MO 14 v L
EZRKIAM A—HY—DEENICT IV ERATESRLDICTEHIENTEEY., ZOHITI. raleigh D
MCHETRERBEY Y Y M —EREFRATEEDICIAM I SA TV N2RET DA EZHRAL X
-3—0

Gl s
o I[dM U SA TV hADroot 7 ERAERLH D,
o MEBEEEELTOVIVYLTWS,

o HEIVYY NDBANEFELET, ¥ FILDIFFIL raleigh TY,

FIR

1. 1dM 254 7> M T, ipa-client-automount <> KA AN L THBAEEELE T, -UA T
YavEFMALT, RV PR EBATETLET,

I # ipa-client-automount --location raleigh -U

2. autofs H—ER&(EIEL, SSSDF¥+ v a5 7L, autofs U —EZAREEB L TH L LR
ExO—KNLZET,

I # systemctl stop autofs ; sss_cache -E ; systemctl start autofs
327.IDM US4 7Y b T, IDMA—H—DNNFSHBFICT I/ ERATESZ
& DHERR

Identity Management (IdM) ¥ 2 7 LBBEIZ, HEDIIN—T DAV NR—=TH 3 |dM 1 —H =, %F
EDIAM IS4 TV MIATA Y LEEEIINFSHEBEILT IV EATERNEINETAMTEEY,

ZDFITIE. LTFOYFYADRTARMINTVWET,

352



#5328 ANSIBLE 2#{@HLTCIDM 21— —0O NFSHEA2HEBIYIV T3

e developers 7 )L— I8 % idm_user &\ D ZHID IdM 2 —H —(&, raleigh automount O
T—2avilHdIdM Y 54 7~ M TH % idm-client.idm.example.com ICBEIT VY X h
7= /devel/project 74 LV N —ARDT7 7 A VOARBREHZAHAEITEET,

AIRE 4
o NFSH—N—DIIMF—49T%%E L. NFSHEDITVRAR—bF LTW3,

o [dMTHEIVvYYMDOY—Y 3y, ¥V T XUV MNRAVMNERE L, 2 TIldM 31—
HF—DNFSEBICT IV ERATESLDICEELTWS,

® Ansible #FRALT. NFSHEEMAETIHAEEI/N—TITIAM - —%BMLELE,

o MV SAT7 Y MIBEVYYY MERE LTWS,

FIE
1. IdM 2—%—n"'read-write 741 L2 M) —ICT7 VA TEB A LET,

a. IdMA—H%—&¢LTIAM PS4 7Y MIERLET,

$ ssh idm_user@idm-client.idm.example.com
Password:

b. IdM 21— —® Ticket Granting Ticket (TGT) #EfE L £ 9,
I $ kinit idm_user
c. [F7Yav]IdMA—HF—DIIN—T A=y THERRLET,

$ ipa user-show idm_user
User login: idm_user

[.]

Member of groups: developers, ipausers

d. /devel/project 74 LV M) —ICRBEILE T,

I $ cd /devel/project
ee TALIKMN)—DRBZ)AMRRLET,

I $ls

rw_file

f. 74O M) —DT77AIVICITZEBML. write /\—3Iv>aY%TZAMLET,

I $ echo "idm_user can write into the file" > rw_file

g [F#72av] 774 IVOEHINZHABTERRLET,

$ cat rw_file
this is a read-write file
idm_user can write into the file
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HAE, idm user 7 7 A JVICEZIADDZEA#HEAELET,
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F33FTFEANSIBLE AL TCIDM&Z NIS KX VB LURY NN —TEHEET S

$F33E=Z ANSIBLE #{#FHLTIDM A NIS RXA VB LUVRY N
IW—TEHET S

33.1.NIS & ZDFI R

UNIXIREETIE, *y b7 —2BHRY—EX(NIS) X ID &R A —TEBET 52— RNALAETT, U
I& Yellow Pages (YP) &E WD ZRIMTIF SN TWAENIS IZ. UTDL I REBFAS LV IDERE—TTE
BLEY,

o 1—H—-—BLUONZXAT—FK

o RANEHLVIPTRLR

e POSIX ZI—7
SHDRY NI—UA4VITSAMNSIFv¥—TIE. NISIE, RRAMNRIAERHELTES T, T—9HEE
SIEETICRY RT—2I0EEINE LD, EFa) T4 —DFEREIEVWERARINEY, CORES
BT 570, NISIFtEFa1 T4 —%2BETHLHDICHBOTONINERZTEINBZIENEZLHY F
3—0
Identity Management(IdM) Z{EA 3 3B & & NISH—N—TFS 71 VA FERL T, IdM IZEL2ICBIT
TEIENTELRWISAT Y MIERGTEET, M, 2y NI —TBLVZDMHD NIS T—%
HIAM RXAVICHEAELE T, T/, NIS RXA UL IAMICA—YH—BLVPHRRA MDD ID 2 F8ICH
T932&EHETEET,

2y MNTW=TE NISTI—THBEINDHLP BB THERTETET.

BTG IR
e |[dM D NIS
e [AMDNIS %Xy NTIL—TF

e NIS A5 Identity Management ND#1T

33.2.IDM @ NIS

IdMDNISA T b

NIS#A 7Y ¥ hMd, RFC2307 ICHEM L. Directory Server Xy VTV RILHEAIN, REINE
o IdMIE. LDAP T4 LZ MY —IINISHA TV bR L. 7547 NI, 7=& ZIE System
Security Services Daemon (SSSD) 7= &l St I 7= LDAP #E#i 4 9 % nss_Idap ZB L TZ®D
Tz NERRBLET,

dM ik, Ry NTIL—=T, ThoV Kk TIb—T, KA, LV ZOMHDT—9%2BELZE T, IdM
ENISYRF—AFRLTIRRT—R, JIL—7, 8LVRYNTIL—THIIMIV M) =Ty EY
O‘Lli-a—o

IdM D NIS S 514 >

NIS % R— M DIFE. IdM I slapi-nis /Xy Iy —Y TIREINBUTO TS 74 V= FRALET,
NISHY—R—FS 51>

NISH—NR=TZ T4 VIZ& Y, IdM#EE LDAP H— =DV 54 7V D NISH—/N—& L T
BETZDLOICRYET, 2DOO—ILTIE. Directory Server [ZEREICIHCTNIS Ty T2 BMICAE
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KL, BHLET, 7S5TAVAFERTZE, IMIENIS 7O NI AEERTZ 54 7Y Mo
LTNISH—NN—&ELTHEBELF T,

AxX—<HEEETSS 71V

AF—THBMETS T4 v 5FERT S &, Directory Server /Ay 7TV Kig, T4 LI MY —1ERY
)—OIT) D—FITRFEINEZIVN) —DRBE2—%ZRETE 2L IRV ET, ThITiE,
EBMEEDEM. ROy, &RIEERE. 8LU0FF2a VTV ) —HOEROTIY M) —D5DEMN
EORENIEENET,

FF#Hi&. /usr/share/doc/slapi-nis-version/sch-getting-started.txt 7 7 1 L Z SR L T I L,

333.IDMDNIS *v T I—7

NSTVFA4TF14— Ry NTIL—TIRETEZFT, UNIX TIL—TEUBTEE, Ry NTIL—T
WEUTOHR—NERHELZET,

o XAMEINAEITN—THDITIN—TDAYN=ELTDTIL—T),
o KAMDITIL—T1b

XYy NTI—T1F, TR, 2—H— BLIUORXAVBREO—EDFREERZLEFT, DY M
YT EFIENRTWVWET, LTFDO3IDD 74 —ILREEHZIENTEZET,

° &,
o [BAMARERL] ZEETEF v a(-)

o {ERL, ZZDT74—ILRIETAIRA—RAEEELZXT,

(host.example.com,,nisdomain.example.com)

(-,user,nisdomain.example.com)
DZATYEDENISRY NTIN—THERT D E, IAMIEZUTDEBICLDAP T M) —%2ZF#LE
EP

o WMEKDNISTY IAELTHL, TNENS TSTAVAEFALTNS ZOMNINEEHTY SA
7V MIZEELEY,

e RFC 2307 F7=1& RFC 2307bis IC## 3 5 LDAP XK ICEH L F 7,

33.4.ANSIBLE #ffFHL CRY NI —THEFEIET DI E5MHERT S

Ansible Playbook ZfFH L T, IdM Xy NI —THEHXETZ I E%BRETEET, ZDHIT
i&. TestNetgroupl VIL—FHEHET 2 I & 5MHRT 2 HEEHBAL XTI,

AR
o RODEH#AHEITLIICAnsible Y bO—IL/—REFRELTWS,
o Ansible X\—Y 3 v 214 LIEEFERLTWS,
o Ansible ¥ kO—3—IC ansible-freeipa /Xy r—I N4 VA =)L I TW3,

o ~/MyPlaybooks/ 714 L2 b —IT, |dM H—/N—D5TLERM K X 1 >~ % (FQDN) % £
LT Ansible f YRV M) =T 74 )L &KL T
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F33FTFEANSIBLE AL TCIDM&Z NIS KX VB LURY NN —TEHEET S

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,

FIR

1. JROWABE% ST Ansible Playbook 7 7 1 JL netgroup-present.yml Z{Em L £ 9,

- name: Playbook to manage IPA netgroup.
hosts: ipaserver
become: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure netgroup members are present
ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: TestNetgroup1

2. Playbook #%fT L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory /netgroup-
present.yml

BEEE R

e |[dM D NIS
e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup

335.ANSIBLE ZfFH L TAX Y N=D%y NI —TICHFEELTWSR Z &
“HERT B
Ansible Playbook ¥ 2% &, 1M A—H'—, JI—T, 8Ly NTIL—THBRy NTIL—TD
AVYN—THDBIEEBRTEET, ZOHITIE. TestNetgroupl ZIL—TITRD XAV N—INEFENT
Wb LR T 2R EZHMBALET,

o userl 5L user2 IdM 21— —

e grouplldM ZI)L—7

e admins *v N JIL—7

e |[dM V547 NTH5 idmclient1 IRRX b

AR E 4
o ROBHAMITLIICAnsible AV FA—JIL/ —RAEEZELTWS,

o Ansible/ N\—Y 3V 214 EAFEALTWS,
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o Ansible 3~ kO—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTW S,

o ~/MyPlaybooks/ 74 L7 N)—ICT, |dM H—/"—DZLEM K X 1 > & (FQDN) % {#H
LT Ansiblef YRV N =T 74 )L &ERL T,

o ipaadmin_password % Secret.yml Ansible Vault IZf#7F L TW 3,
e TestNetgrouplldM v NI —THEELET,
e userl & user2 @ |dM A—H—HHEEL X T,
e grouplldM ZIL—THEHELZE T,

e admins!|dM Ry N TIL—THEELET,

FIR

1. RDAWAE%ET Ansible Playbook 7 7 4 JL IdM-members-present-in-a-netgroup.yml % {E%
LEY,

- name: Playbook to manage IPA netgroup.
hosts: ipaserver
become: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure netgroup members are present
ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: TestNetgroup1
user: useri,user2
group: group1
host: idmclient1
netgroup: admins
action: member

2. Playbook #Z21T L9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory /IdM-
members-present-in-a-netgroup.yml

BIER R

e |dM D NIS
e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup

33.6,ANSIBLE #{FH L TA VY NN—2ZXy NI —TICEELLEWVWZ E A
TR 9 %
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F33FTFEANSIBLE AL TCIDM&Z NIS KX VB LURY NN —TEHEET S

Ansible Playbook ZfR L T, IdM 2—H =Ry NI —T DAV N—THD I &5 ERATEET,
ZDOBITIE, TestNetgroupl ZIL—T DXV /X—|T|dM 2 —H'— userl NEF N TWARWT & #FEER
TEAEEMBALET,
AR E A
o RNDEMHAEMITLIICAnsible Ay hO—JIL/—REFZRELTWS,
o Ansible /A=Y 3> 214 IEAEFER L TW5,

o Ansible 3>~ b O—35—IC ansible-freeipa /Ny T —IH A VA M—ILINTWS,

o ~/MyPlaybooks/ 714 L7 b —IT, IdM H—/N—DZLIERM K X 1 >~ % (FQDN) % fEH
LT Ansible 1 YRV M) =T 74)L %4ER LT,

o ipaadmin_password % Secret.yml Ansible Vault IZf#7F L TW 3,

e TestNetgroupl XY M JIL—THEELET,

FIR

1. JROWABE% ST Ansible Playbook 7 7 4 JL IdM-member-absent-from-a-netgroup.yml % {F
BLZET,

- name: Playbook to manage IPA netgroup.
hosts: ipaserver
become: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure netgroup user, "user1”, is absent
ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: TestNetgroup1
user: "usert"”
action: member
state: absent

2. Playbook #2417 L %7,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory /IdM-
member-absent-from-a-netgroup.yml

BAEE R

e |[dM D NIS
e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup
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33.7.ANSIBLE # AL Tx Y hJIL—THEFELRV L 2HERT 2
Ansible Playbook % {#f L T. Identity Management (IdM) ICR v M T IL—THBEEL LW & 2FER
TXF9, ZOBITIE TestNetgroupl ZIL—THIdM KX A VILEELABWZ E%2BRT 2 HE%
MEALE Y,
([} =355

o ROBHAEBALTLIICAnsible AY hA—IL/ —RERELTWS,

o

Ansible /N—Y 3V 214 AR LTWS,

o

Ansible 1~ bk O—3—IC ansible-freeipa /Xy 7 —I N4 VA =)L INTW 3,

o

~/MyPlaybooks/ 714 L 27 b —IT, |dM H—/N—D5TLE8H K X 1 > % (FQDN) % £
LT Ansible f YRV M) =T 74 )L KL T

o

ipaadmin_password %* Secret.yml Ansible Vault IZ{R7F L TW 3%,

FIR

1. JROWBE% ST Ansible Playbook 7 7 1 JL netgroup-absent.yml Z/Em L £ 7,

- name: Playbook to manage IPA netgroup.
hosts: ipaserver
become: no

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Ensure netgroup my_netgroup1 is absent
ipanetgroup:
ipaadmin_password: "{{ ipaadmin_password }}"
name: my_netgroup1
state: absent

2. Playbook #Z21T L £ 9,

$ ansible-playbook --vault-password-file=password_file -v -i
path_to_inventory_directory/inventory.file path_to_playbooks_directory /netgroup-
absent.yml

BaEE R

e |[dM D NIS
e /usr/share/doc/ansible-freeipa/README-netgroup.md

e /usr/share/doc/ansible-freeipa/playbooks/netgroup
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#5343 ANSIBLE #{#f L 7= IDM T® HBAC JL—IILE L T SUDO JL—IL D&

%34 ANSIBLE #fFFH L 7= IDM T® HBAC JL—JL & L U SUDO
JIL—ILDEE

Identity Management (IdM) TR hAR—Z2D 7 7 &z Al (HBAC) 2#FHT % &, UTICEDVWTHK
ANFLRRBY—EINDT7 IR ZHRTZR) O —%ZEFHETIET,

e NJAVEHGTLTWEAI-HY—BLVIDI—H—DIIL—T
o 1—H—NDNF7IVEALLIELTVWBRRANBLIVEDRRANDBETEHRRAMNTIN—T
o RAMADT7 IV RRAIERAINEH—EZR
sudo Zf#HAT 5 &, 1—H—I(3 root R EDRIDHERT, HOI—HF—& L TTAIFLERTT

XEY, M T, sudo =L E—TEETEET, sudob—ILiE, 1 —H—JIL—T KRN

W=7, AV RTIL—=—TDIEHI, BxD1—H— FHL4DHKIAN BH2DATY RICEDVWTERT
xFd,

LFOFIEAZEITL, M A —H—ICRH L TUTD HBAC IL—ILE L UVsudo L—ILHEREINTWS
ZEEBRELEY,

® jane IR X b clientOlidm.example.com D#HICT 7 EATEZXT,
e john(d. KR K client02.idm.example.com DAHICT IV EZATEE T,

e FI7A)MDadmin 1 —H—E@ED alice 21— —% 5L admins 7 IL— T D X v /N—|(F,
FEDIAM KA MIT7 V9 ERATEZET,

e admins JIL—7D XV N—F, FEDIIM KRR M TUTOIYY REFEAL T sudo #E1T
TXEY,

o /usr/sbin/reboot
o /usr/bin/less
o /usr/sbin/setenforce

UTFORIE, EROBERREEZTLTVWET,
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E434.11dM HBAC & & U SUDO JL— LD

replica.idm.example.com clientd1 idm.example.com clientD2.idm.example.com

sUpo SUD SUb
N

I/_ .

admins (group)

N S
AR

e I hO—I/—RKRTIE

o Ansible /A\—3 ¥ 214 LUIEAFER L TW5,
o ansible-freeipa /Xy 5 —Y %4 VA M—JLLTW5,

o ~/MyPlaybooks/ 714 L2 b —IT, IdM H—/N—DZLIERM K X 1 > % (FQDN) % £
LT Ansiblef YRV N)—=T 74 )L ZER LT,

o ipaadmin_password % Secret.yml Ansible Vault IZfR7F L TW 3,
e [dM I, I1—%—jane. john. alice ’"FET D, INLDT ATV MIF/INRT— RHIRE
INET,
FIE

1. Ansible Playbook 7 7 4 JL add-hbac-and-sudo-rules-to-idm.yml L FOABTIER L £
ER

- name: Playbook to manage IPA HBAC and SUDO rules
hosts: ipaserver
become: false

gather_facts: false

vars_files:
- /home/<user_name>/MyPlaybooks/secret.yml
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module_defaults:

ipahbacrule:

ipaadmin_password: "{{ ipaadmin_password }}"
ipagroup:

ipaadmin_password: "{{ ipaadmin_password }}"
ipasudocmd:

ipaadmin_password: "{{ ipaadmin_password }}"
ipasudocmdgroup:

ipaadmin_password: "{{ ipaadmin_password }}"
ipasudorule:

ipaadmin_password: "{{ ipaadmin_password }}"

tasks:
- name: HBAC Rule for Jane - can log in to client01
ipahbacrule: # Creates the rule
name: Jane_rule
hbacsvc:
- sshd
- login
host: # Host name
- client01.idm.example.com
user:
- jane

- name: HBAC Rule for John - can log in to client02
ipahbacrule: # Creates the rule
name: john_rule
hbacsvc:
- sshd
- login
host: # Host name
- client02.idm.example.com
user:
- john

- name: Add user member alice to group admins
ipagroup:
name: admins
action: member
user:
- alice

- name: HBAC Rule for IdM administrators
ipahbacrule: # Rule to allow admins full access
name: admin_access # Rule name
servicecat: all # All services
hostcat: all # All hosts
group: # User group
- admins

- name: Add reboot command to SUDO
ipasudocmd:
name: /usr/sbin/reboot
state: present
- name: Add less command to SUDO
ipasudocmd:
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name: /usr/bin/less
state: present
- name: Add setenforce command to SUDO
ipasudocmd:
name: /usr/sbin/setenforce
state: present

- name: Create a SUDO command group
ipasudocmdgroup:
name: cmd_grp_1
description: "Group of important commands"
sudocmd:
- /usr/sbin/setenforce
- /usr/bin/less
- /usr/sbin/reboot
action: sudocmdgroup
state: present

- name: Create a SUDO rule with a SUDO command group
ipasudorule:
name: sudo_rule_1
allow_sudocmdgroup:
-cmd_grp_1
group: admins
state: present

- name: Disable allow_all HBAC Rule
ipahbacrule: # Rule to allow admins full access
name: allow_all # Rule name
state: disabled # Disables rule to allow everyone the ability to login

2. Playbook #Z21T L £ 9,

$ ansible-playbook --vault-password-file=password_file -i inventory add-hbac-and-
sudo-rules-to-idm.yml

i
EI-I;

1. jane A—H—& L TclientO1 ICEER L £ 9,

~]$ ssh jane@client01
Password:

Last login: Fri Aug 11 15:32:18 2023 from 192.168.122.1
[[ane@client01 ~]$

ZDOHATIE, jane M clientO1ICAT A VY LTWB I EABIRTET X,
2. jane 1—H—& LT clientO2 NDEHREHAF T,

~]$ ssh jane@client02
Password:
Connection closed by 192.168.122.47 port 22

ZDOHEATIE, jane A clientO2 ICAT A Y TERWI ENFERTEET,
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3. alice a—%—& L TclientO2 ITEfHR L £ 9,

~]$ ssh alice@client02
Password:

Last login: Fri Aug 10 16:13:43 2023 from 192.168.122.1
ZDHEATIE, alice B clientO2 IcAT A Y L TWB I ELERTEFET,
4, Z—/N—1—HF—tERZFVUOHI I less #HH L T. /etc/sssd/sssd.conf 7 7 1 LOHRE

DRTEAAFZET,

[alice@client02 ~]$ less /etc/sssd/sssd.conf
/etc/sssd/sssd.conf: Permission denied

T774IE T 7 AIVDOFREBEE(root ) LA EFTEA BN LW, ATICKBLET,

5. root R ZMU'H L, less #{FMA L T /etc/sssd/sssd.conf 7 7 1 IDAHRABERRLE T,

[alice@client02 ~]$ sudo less /etc/sssd/sssd.conf
[sudo] password for alice:

[domain/idm.example.com]
id_provider = ipa
ipa_server_mode = True

[..]

ZDOHEATIE, alice b /etc/sssd/sssd.conf 7 7 1 JL T less AV Y RAEETTIX 5T EHMESR
TXEd,

BIER R

o I[dMDKRA RR—DT U X&IEHIL—IU

e [dM VUS4 F7 Y hMDsudo 77X
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5355 RHEL > 257 AL 0—J)L%{EH L T ANSIBLE T RHEL > X
T L% AD ICBEERET

ad_integration > 27 AL 0—)L%{FH9 % &. Red Hat Ansible Automation Platform % f#F L T RHEL
¥ AT In& Active Directory (AD) DEEKE*BHEETEE T,

BF

ad_integration > X 7 40— )L & ansible-freeipa /N v r—2ICIFEENTWEH A,

Z DY A7 LO—)bi& rhel-system-roles /N 7 —2 D—EBT T, rhel-system-roles
I&. Red Hat Enterprise Linux Server 727 1) 7> a UHEIY U TLNTWEYRT
LIZTAVARN—IVTEZT,

AETIE. LTOMEY ZICDOWTERRBALET,
e ad_integration > X7 L0—)1
® ad_integration RHEL ¥ R 7 L0 —JLDZEE

e ad_integration ¥ 257 L 0—)L%{FH L7z RHEL ¥ X7 LD AD ~ND BEER

35.1. AD_INTEGRATION ¥ A 7 L 0O—)b

ad_integration ¥ 27 A0 — L&A T 2 &, RHEL & 25 L% Active Directory (AD) < BT =
9,

O—J)LIExRDIAVER— M aFRLET,
o FRDIDBLVERIEY —RERTEET B7HD SSSD
o FRHTAAEAAD RAA VAEMRH L, EBE4S RHEL Y AT LAY —E R (ZDIFEIE SSSD) %
BELT, BIRLAEAD RX A VICEHT % realmd
p= -

ad_integration O0—)JL(E. Identity Management (IdM) IRiEA FERE I ICEE AD 4
FRETZT704 XY NATY, IIMEREDISFE . ansible-freeipa O— L&A L £
ER

-

BEEEIR
e SSSD &AL TRHEL Y RF L% AD ICEHERERT 2

35.2. AD_INTEGRATION RHEL ¥ XA 5 A0 — L DZEE

ad_integration RHEL ¥ 257 L0 —JLIZRDNS A =4 —%FHLE T,

O—ILZEH B
ad_integration_realm SHNA D Active Directory LIL AL F I KX A V£,
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ad_integration_password

ad_integration_manage_crypto_policies

ad_integration_allow_rc4_crypto

ad_integration_timesync_source

RS

RIOVELIVAILSIMIE S & ZICRILICERI
31— —ONRRT7—R, TL—rFFZMNIER
LAWTLREIWL, KD YIZ, Ansible Vault Z{#H
LTEEBSELET,

true ®% 4. ad_integration O—JLi&, HEITIG
LT
fedora.linux_system_roles.crypto_policies %=
FERALET,

F 7 # ) b false

true ®%4&. ad_integration O— /LI, BESRY
V—%HBRELTCRCABESILETFTLET,

CDEHEEET D
&. ad_integration_manage_crypto_policies
NEEMNICtrue ICREINE T,

F 7 # ) b false

YRTLVOY I ERBTEIMA LY —RADKRR K
BFELEZIPT7RLR, COEBEERET 2

&. ad_integration_manage_timesync #*true
ICEEIRICEREINE S,

e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 7 7 1 JI

35.3. AD_INTEGRATION ¥ A T LAO—JLA{EA L7/ RHEL ¥ X 57 LD AD ~D

[EEE3E300

ad_integration > 27 LA 0—J)L%{FH 9 % &. Ansible Playbook #5179 5 Z & T, RHEL Y R T AL

AD RA A VEIOEERE%RETEET,

pa )

RHELS LAB%, RHELIET 7 2L N TRCA4BESILEYR—KMLAa<ARYF L], AD KX
1 VT AES #B#MICTETARWESIX. AD-SUPPORT EES1bRY) —&EBMIC L.
Playbook T RC4 BES{bZFFAI§ 2 MENHY X7,

BF

RHEL —/NX—& AD EIORZIISRAEH T2 HELAHY ET., CNEERIZT BT,
Playbook T timesync ¥ 27 L0—)L=FHALET,

ZDOBITIE. RHEL ¥ X7 AlE. AD Administrator 1—H'— &, Ansible AV 7 F—ICFEREFINATWVWS
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ZDA—H—D/INRA7—R%FEHL T, domain.example.comAD KX A VIZSIMLEY, Fi.
Playbook (& AD-SUPPORT BE St R1) > — % EL. RCABSILAEFALET, RHEL VR T AL
AD BIDBSZIEE 2 ERICT 57T, Playbook I& adserver.domain.example.com #—/\—%
timesync V—2X & LTEHRELZE T,
[} =355

o 1DLUEDEEBHR/—RKADT7IEREN=I v ay,

e OAVhMO—NW/—KRADT7IERABLPIN—Zv I3y,
Jv hsO—JL/ — RTIlE,

o Red Hat Ansible Engine "1 Y X h—JLI N TW3,
o rhel-system-roles /Xy 57— N4 VA M—JLINTWB,
0 YIRXR—VYR/—RHPBHEINTVWEI YRV N) =T 74 ILHH 5,

e AD RXA vy hA—F—LDROR—IPEVTEY, RHEL Y —NRN—D 5T IV XA TEFE
ER

#35.1ad_integration ¥ 27 A0— )L %A L T Linux ¥ A7 L% AD ICEERE T 57-0IC
WHERR— b

EfETR— b EELER—H Jokan

1024:65535 53 UDP &L U TCP DNS

1024:65535 389 UDP &L U TCP LDAP

1024:65535 636 TCP LDAPS

1024:65535 88 UDP &L U TCP Kerberos

1024:65535 464 UDP &L U TCP Kerberos M/ A7 —
NEE/RE
(kadmin)

1024:65535 3268 TCP LDAP 7 O—/NJL A%
miE7)

1024:65535 3269 TCP LDAP 7 O0—/N)L A%
0% SSL/TLS

1024:65535 123 UDP NTP/Chrony (4 7
>av)

1024:65535 323 UDP NTP/Chrony (4 7
>av)

FIR
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1. ROWBESETH L L ad_integration.yml 7 7 1 LR LT,

- hosts: all

vars:
ad_integration_realm: "domain.example.com"”
ad_integration_password: !vault | vault encrypted password
ad_integration_manage_crypto_policies: true
ad_integration_allow_rc4_crypto: true
ad_integration_timesync_source: "adserver.domain.example.com"

roles:
- linux-system-roles.ad_integration

2. # 7> av:Playbook DIEX =R L F T,

I # ansible-playbook --syntax-check ad_integration.yml -i inventory_file
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory_file /path/to/file/ad_integration.yml
e administrator 1—%—7QED AD A —F—DFMERTLE T,

getent passwd administrator@ad.example.com
administrator@ad.example.com:*:1450400500:1450400513:Administrator:/home/administrator
@ad.example.com:/bin/bash

35.4. FEEIEHR

e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 7 7 1 JI

® man ansible-playbook(1)
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