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FIPS €— N® RHEL 8.6 (6 & T NLUE) A—RILIE, FIPS140-3 ICEMT B &£ 5 ICE&
IR TVWETA, FREKEEIRERMARA (NIST)BESEY 2 —ILRIETOT 5 A
(CMVP) ICL > TREINTWVWEFA. FIOREHN—RILEY 2 —I)LIE. RHSA-
202114356 7 RINA ') — BB DEH IN/Z RHELSS h—RITT, TDREIF
FIPS140-2 ZE#IEAINE T, BEILEY 2 —ILDFIPS140-2 £/41E140-3 D ES
SICERNT 2O ERIRT B EIETEEHA, Compliance Activities and Government
Standards 7 L v Y R—REBED FIPS140-2 and FIPS140-3 2> a v Tld, BIRL
RHEL YA 7 — ) —RICHBIFBEBLES 12— ILDORIERT— 9 ADBENHBAI N
TWEY,

BIERHR

o F}LvIAN—EE Compliance Activities and Government Standards @ FIPS 140-2 and FIPS
140-3€0>vav

® RHEL system-wide cryptographic policies
® FIPS publications at NIST Computer Security Resource Center

® Federal Information Processing Standards Publication: FIPS 140-3

22.FIPS E— RHIPBERWRVRATLDA VA M=)

EIRIEMALIBIRAEG (FIPS) 140 THEHM T ONTWEESIEEY 2 —ILDBESF v 7 2BMICT BIC
lE. YRTFLDA VA N=ILEEICFIPSET—REZBAWICLET,

BE

RHEL D4 Y XA M—=J)LAICFIPS E— RZBMICT BLEIT T, Y RATALIXFIPS THEEREX
NEZT7ILTY ZLEWGHRERT AN TIRTOELEERTELIICHRYFT,

. YRATLDA VA M=)LBFIC fips=1 A > avaEA—FIATY RSA4 VIZEBMLET,

2. VI RND T ORBIREBET, Y —RRX—F 4 —DYIMNIDTT7HA VAN =L LAEVWTLEX
W,

3 A VAMN=ILBIC, YRATALIKFIPS E—RTHEBMWICEFSHLET,

o VATLNIEELES, FIPSTE—RDPEWICAE>TWEIEAHERALET,

$ fips-mode-setup --check
FIPS mode is enabled.

1


https://access.redhat.com/articles/2918071
https://access.redhat.com/articles/2918071#fips-140-2-and-fips-140-3-2
https://access.redhat.com/articles/2918071
https://access.redhat.com/articles/2918071#fips-140-2-and-fips-140-3-2
https://csrc.nist.gov/publications/fips
https://doi.org/10.6028/NIST.FIPS.140-3
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BEE R

o EEARRHELA VAMN—ILDEITRFAAXVINOEEA TVavDiRE LRI Y

2.3. EEER
e FIPSE—RADYRFLDYIYEZ
o IVFF+—TDFIPS E— ROERL

e List of RHEL 8 applications using cryptography that is not compliant with FIPS 140-2
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/performing_an_advanced_rhel_8_installation/kickstart-and-advanced-boot-options_installing-rhel-as-an-experienced-user#assembly_editing-boot-options_kickstart-and-advanced-boot-options
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#switching-the-system-to-fips-mode_using-the-system-wide-cryptographic-policies
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#enabling-fips-mode-in-a-container_using-the-system-wide-cryptographic-policies
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#ref_list-of-rhel-applications-using-cryptography-that-is-not-compliant-with-fips-140-2_using-the-system-wide-cryptographic-policies

BIE VAT LALKDEBSERY >—DfER

FIZEVRTLELEDESIERY) > —DFEH

VAT ALAREDOEESER) D—E, AT7BSIY TORTLAEZRET SV RATLAVR—RY NT,
TLS. IPsec, SSH. DNSSec, & W Kerberos DE7AOMILICHIGELEF T, Thicky, BEEN
BIRTEBNEEEY NORY Y —ABHLET,

3L Y RAT LARKDESIERY ¥ —

VRATAREDRY) V—%HFRETBE, RHELOTZ TV 5= 3 VIFFDRY O— IV, RV —%
WELTWAWTZILIY XL TOMNINNEFERT 2 LD ICHTRHICERINRVWRY, ZOFERA%EE
BLET, D2FY, YRATLNRBLARETERITIZRIC. 774N MNDOT ) r—> a3 v OEHIC
RVO—%@BRALETH, BDEQBRFILEXTEET,

RHEL 8 IZIE, UTFOEEFHRY V—DEFNTVWET,

DEFAULT

FIAILMNDYRATFALALEDEESLRY O—LRNILT, WEOEBBETINICK L TREALEDT
I, TLS7ORILD12 E13, IKEV2 7O KRNI, BELVSSH2 7O M JIHIFEAHATEET, RSA
$# & Diffie-Hellman /X5 X —4 — i3RI N 2048 Ey NUETHNITHFARAINF T,

LEGACY

Red Hat Enterprise Linux 5 AR & OB #M 2 R ARICHEFRL F T, HEURBEM/MIEZA D7D, &
Fal)T4—METFTLET, DEFAULT LRI TOTZILTY X LEZ7OMNINICINAT, TLS 7O
NIWIOBLT LI AHFTLET, 7ITY XL DSA, 3DES. BLUVRCAHNHFATIN, RSAFEE
Diffie-Hellman /X5 X —4 —DRI A 1023 Ey NALETHNILHFRIN F T,

FUTURE

NEDBHEMNARR) S —ETANTZIEEEME L, JYBKRREEZREA /X2
T4 —=LR), TORY =TIk, BELT7ILTY XLTHSHA-TDFERIFHFTINEETA, TLS T
ORILDI12&E130 IKEV2 7RI, BLVSSH2 7O MNJLDFEATEE T, RSAFEE
Diffie-Hellman /85 X —4 —ld., Ew FEANIO72ULEFEEHFTINET, VAT LD HDA
Y—3xv NETHERIET %G, HEERAMOBENRET Z2RELIHY XY,

FIPS

FIPS140 E4ICEN L £ 9., RHEL ¥ R T L% FIPS E— RIZHIY E X % fips-mode-setup Y — /L
&, TORY —ERBIFERBLET., FIPSRY O —ICHIUE X TH. FIPS140 ZEADENIE
RIEINFCTA, T YATLEFIPSTE—RICKRELZE. IRTOBSF—42BERT I2DE
\HYET, ZLOVF VAT, THIEFRFTETY,

Red Hat &, LEGACY R > —% AT 2BEERE. IRTDIA TS —DNEFaT7RT74I
MEZIRETZEIIC, IRTODRY VO — |/’\)l/§ﬂ7_|=jf“‘l‘,ﬁ"”:§@?§bi'§'o LEGACY 7O 7 71 )Ligt
FATRTI7AIMEEZRBLERAD, COTOT7/0ICIE, BRICEATESZ7ZILIYILIERE
FNTVWEHA, TDEH, REEINLR) O—TEHEMNABTILI) XLOEY M FIGHFETREREY
4 ZXl&. Red Hat Enterprise Linux DF#ABERICEE T 5 8MEN"HY £,

CDEDBEREEFE, FiLnwEFa )74 —FEPHFLVWEF2I) T —FAEZRRLTVWET, Red
Hat Enterprise Linux D54 7H 4 JILREKICHE>TRHREDY AT LEDHEEERAY#HBRT IHNE
BHBHEEIE. TOVRATLENFETZ2IAVR—RY MDY RTLLEDOBEELR) —NoF T N7
T hTED. ARSI LESER)D—2FRALTRHEDT7IVI) ALEBEENCT 2HENHY &
ER

13



Red Hat Enterprise Linux 8 ¥ 1Y) 7 1 —Di&{k

BF

AR —R—4 )L API| DFEEAENER T 2518 (E FUTURE O 2 7 ALKDIES
bR O —HDEETI2EGHEZRIRVDT, HEFRT redhat-support-tool 1—7 1
V71—l TORYI—LRILTIIEELEEA,

COBBEAOET BICIE. HRYT—R—4 L API ADEHF IC DEFAULT EES{ER 1)
9_%{%FH L/i-a—o

R

R)Y—LRLTHAINTWSERBEINTVIHEDTIN I X LEESIE, 77
Vr—2arvhiEno e R— ML TVWRBEICOAERTEIT,

BSR)S—%2EHRTLHDY—I
BWEDY AT LLEDESIERY) O —%RRFLIEEET %I, update-crypto-policies Y — L % f§
BLEYT, UTFIHlERLET,

$ update-crypto-policies --show
DEFAULT

# update-crypto-policies --set FUTURE
Setting system policy to FUTURE

EELRY) S —DEREZERIGERT 2ICE. YRATLZEREELIT,
RETRWESAA—METOMINEBIBRT 22 EICEZBORBEST 74U b
LUTFD—EICIE, RHELOOATESILSA 73— SHIBRINAESZA— L0700 NILDE
FhEYT, COBSRAM—bBLTORNINIE, V—RIIEELAZVDA, EILRBEIZZOYR— I
B> TWBED, PV S—avidIhoA2FRATEEEA,

e DES (RHEL 7 LAB&)

o IRTDIVAR—KITL—RDBESIERA — I (RHEL 7 LAF)

o EHZW®D MD5 (RHEL 7 LAR#)

® SSLv2 (RHEL 7 LAR%)

® SSLv3 (RHEL 8 LAF#)

o 224w PEYPNIWTRTDECC Hi#R (RHEL 6 L)

o TRTDNAF1)—74—)L KD ECC #i#f (RHEL 6 L)
FTRTORY) =L RIVTCEMMIB>TWEBESRI— Lo ran
ROBBERA—hETOMINIE, TRTOBER) O—TEMIR>TVET, Zhid. &7 7Y
F—2a Y CHTRMICEMICLASAICRYMATEICTEEY,

o NI A—=H—H%1024 Ev k&L YNNI DH

BOY A4 XA 1024 Ew b & VYNNI LY RSA

Camellia

o ARIA

14
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e SEED

e IDEA

o ELMDADEESTAA—hK

e SHA-384HMAC #{#R L7 TLSCBC £— REESLR 1M — K
e AES-CCM8

o TLS13 EEMMEMNLWTRTD ECC iR (secp256kl 2 51)
e [KEvI (RHEL 8 LAB%)

BEE{RY S —CAMCBE>TVWBRAEER(— 7O Man
ZESER)O—TIk, BEOESA/—rE7OMNILDPERHICR>TVWET,

LEGACY DEFAULT FIPS FUTURE
IKEV1 (AR (AR (AYRYS (ANAY-4
3DES [=qW (AYAY-S (AYRYS (AR
RC4 [=qW (AYAYS (AYAYS (AYAYS
DH K 1024 Ew k =& 2048 Ew b =% 2048 E'w K 3072 Ew b
NE]
RSA K 1024 Ew k =& 2048 Ew b =& 2048 Ew b K 3072 Ew k
DSA [=qW (AYRY-S (AYRY- (AYRY-S
TLS v1.0 [=qW (AYAY-S (AYAY- (AYAY-
TLS v1.1 (YR (AYRYS (AYRYS (AYRYS
FOINEBEILH (=g (=g W Z W Z
% SHA-1
CBC E— FBES [=qA [=qA [=qA Lz [b]
256 Evy F&Yih [=qW [=qW [=qW (AYAY-4
IVEEFFORTR
Bs
SFAEICH TS (=W (=W (=W (AYAY-4
SHA-1 B4 U

SHA-224 DE#4

15
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LEGACY DEFAULT FIPS FUTURE

[a] RFC 7919 & & U RFC 3526 TEZE I N T\ 3 Diffie-Hellman /) — 7 DH%EFERTE XY,

[b] TLS @ CBC BESAEMICA > TVWE Y, TLSA DY+ U Tid, AES-128-CBC IFEMIC>TWET
#*. AES-256-CBC n'&#hic ey 9. AES-256-CBC £ EMICT 31C1E. hRYLDOHTRY Y —%BALET.

BIER R

e update-crypto-policies(8) D man R—

3.2. VAT ALALFEDEBSIER) o—%, g0 ) —REHEBRMEDH % E—
NICHIYUEZ

Red Hat Enterprise Linux 8 ICH 72T 7 4L hD Y R F LALEDES{ERY ¥ —Tld, WEEREHLL TR
2TEARVWTO M INVIEFTINEFH A, RedHat Enterprise Linux 6 8L U ZhUFin ) ) —REDE
BENBERIZEICIE, RETHWVWLEGACY RY Y—LRILEFIATEET,

s
E =

LEGACY R Y —LNIVICRET D&, YRATLABLVT TN A= avnk:e
MMETLEYT,

FIa
. YRTLL2EDOES{ERY) > —% LEGACY LRILICHIYE Z 3ICIE, root TUATFODOT VR
ZERITLET,
# update-crypto-policies --set LEGACY
Setting system policy to LEGACY
BEEEIR

o FUFAREEARSIERY >—DLNJLIL, update-crypto-policies(8) D man R—TJ & SHR L TK
Jhe AW

o ARHLEESIER)—DERICDWVWTIL. man R—I D update-crypto-policies (8) D

Custom Policies 77 2 3 > &, crypto-policies(7) @ Crypto Policy Definition Format = ¥
YavESRBRLTIREIW,

33.WEB OV Y —ILTYRTALALEDESIER) V—452EBET S
RHELWeb A YY =LAV H—T T4 AT, YATLLEKDESLR) >—EHTR)>—DWnWTFhh
HAEESRTETCEXIT, 4 D0EFMIEZEINLEV AT ALALEDOEESLRY) O—ImMA. 574 HILA4 Y
H—TIARAENLT, RORY =B TR —DHAEDLEAERTZIEHTETET,
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DEFAULT:SHA1
SHA-1 7)L TV XLDEMICA>TWS DEFAULT R & —,
LEGACY:AD-SUPPORT

Active Directory Y —EXDOHEEERLEA2BE LEIE S, EFal) 71 —DEWVERESSE LEGACY
/—J_s U ¢/_o

FIPS:OSPP

Common Criteria for Information Technology Security Evaluation Z2# D82 % % | TREI N,
ILRBHEBEESE FIPSRY & —,

AR

¢ RHEL8Web AV Y —ILAA VYA M—=ILINTWD, FMlE. Web AV —ILDA VA M—)JL
BLUAEME #SRBLTLLEIL,

o sudo #FALTERBIOT Y REANT 575 D root HER X - ISHERDL H B,

FIR

L. Webavy—icos4 v LET, M. WebavvV—lbA0Ov4 Yy #SBLTLKEX
LN,

2. Overview R— M Configuration 71— KT, Crypto policy D#EICHBIREDRY) > —(E% Y
Vv LET,

example.user@

localhost Administrative a ® Help ~ n Session
Q  System s up to date cPu — 28%0f 2 CPUs
System + Insights: Mo rule hits I'_,/' Memory S 22/3.8GiB
Syste:

& Last successful login: May 09, 04:13 PM
Overview on tty2

View login history

Logs View metrics and history
Networking System information Configuration
Podman containers Model QEMU Standard PC (Q35 + ICH9, 2009) Hostname localhost edit
Accounts Machine ID 6eb7a9401d2d4730bf4c70789b916948 System time May 9, 2023, 5:28 PM @

Uptime about 1 hour Domain Join domain
Services

Performance profile none
Tools Crypto policy Default
e View hardware details Secure shell keys Show fingerprints

Applications

3. Change cryptopolicy ¥4 70704 RUT, YRATLTHEAZBBTZR)—%20 )y
7 l/i_a_o
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/getting-started-with-the-rhel-8-web-console_system-management-using-the-rhel-8-web-console#installing-the-web-console_getting-started-with-the-rhel-8-web-console
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/managing_systems_using_the_rhel_8_web_console/getting-started-with-the-rhel-8-web-console_system-management-using-the-rhel-8-web-console#logging-in-to-the-web-console_getting-started-with-the-rhel-8-web-console
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Change crypto policy ® x
Default  recommended = active v
Recommended, secure S;Z-I'.'I]CJS for current threat models.

Default:shal

DEFAULT with SHA-1 signature verification allowed.

Legacy

Higher interoperability at the cost of an increased attack surface.

Legacy:ad-support

LEGALCY with Active Directory interoperability.

FIPS

Only use approved and allowed algorithms when booting in FIPS mode.  Learn more
Fips:ospp

FIPS with further Common Criteria restrictions.

Future

Protects from anticipated near-term future attacks at the expense of intercperability.

Apply and reboot Cancel

4. Apply andreboot K9 > %20 ) v 7 LET,

o HEEIR. WebdVV—ILICBEO/JA YL, BSIER)>— OENIBIRLEZEDE—HLT
Wb ZezHERLET., H5LIE. update-crypto-policies --show 1<~ K= AAL T, I]#E
DY AT LEEDEBIER) O—% 5 —IFIIIKRRTBHIEETEET,

3.4.FIPS E— RADY AT LDY Y E 2

Y RAT LAREDOESERY) O —ITid, EHIFHRULIEZEE (FIPS) Publication 140 D EHICHE > THES1E
TILTN)ZALEZFWMITEZRYD—LRIDBEENTVWEY, FIPSE—REEMNFEIEEMICT S
fips-mode-setup 'V —JLIE. WEMIIC FIPS DY R 7 ARKDESIERY > —42FHALE T,

FIPS > A F ALEDESIER) O —A2FHAL TV RATLARFIPSE— RICYYEZTE, FIPS140 &
EADEIIFIRITIINFEFHA, YVATLEFIPSET—RICRELZBICIRTOBSXF—2BERT S
ZElE, AJETRWEELNHYET, LExE. I —F—DESF—%28CBEED IdM LILLADIFE.
IRTCDF—EFBERTEEETETEHA,

fips-mode-setup Y —JLid. FIPSARY > —2REHICHERALET, 727ZL. ~setFIPSF 7> 3 v %
#87E L 7= update-crypto-policies 17> NAEITT 2HAARICIA. fips-mode-setup (. fips-finish-
install 'V — )L AR L CTFIPSdracut E2Y 2 —J)L&EICA VA M—ILLET, £/, fips=1 T— A
ToavEA—FNATY RSAVITEML, FERAM T4 RV =BERLFT,

BF

RHEL D4 Y Z b—JLAICFIPS E— K 28B%MICT BT T, AT LIEFIPS THEERX
NEZ7ILTY ZLEPGHRERT AN TCIRTOF—E2ERTEILIICRYET,

FIR
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. VAT L%ZFIPSE—RNICYIYEZSICIE. LTFTOOAYY RZEITLET,

Kernel initramdisks are being regenerated. This might take some time.
Setting system policy to FIPS

Note: System-wide crypto policies are applied on application start-up.
It is recommended to restart the system for the change of policies

to fully take place.

FIPS mode will be enabled.

# fips-mode-setup --enable
Please reboot the system for the setting to take effect.

2. VAT LEBEEILT, h—RILEFIPSE—RICOOYEZF T,

I # reboot

i3
qEI-I.l

o UAFALNBEELLED, FIPS E— ROBIEDREAERATEET,

# fips-mode-setup --check
FIPS mode is enabled.

BIER R

e FIPS-mode-setup(8) ® man R—<
e FIPSE— RO EMBRRHEL8 Y AT LDA VA M—JL
® List of RHEL applications using cryptography that is not compliant with FIPS 140-2

e NIST (National Institute of Standards and Technology) @ Web # 4 k ® Security Requirements
for Cryptographic Modules,

35. Y7+ —TDFIPS E— ROAFMIE
Federal Information Processing Standard Publication 140-2 (FIPS €— K) TE&E#H{T I 5 h TWBEES1E
EV2-NDELIFIvIDREBEY BT BICIE. KA MY RATLDA—FRILD FIPS

E—RTEFTINTVWBREI HYFET, RANRFLON=U3 VIl CT. IV T F—TFIPS
E—REZAMITZIEDNRLICBFHTITONE D, AXY KRNI DEIFTREICRY FT,

p= =)
3> 57 —T fips-mode-setup I<¥ ¥ RAELKH#EEET. covFUtTcooaxy

KaERALTFIPSE—REZBMILEYBERTZ2IENTEEHA,

[} =33
¢ RANYRATALNFIPSE-RTHILENHYET,

FIR
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#ref_list-of-rhel-applications-using-cryptography-that-is-not-compliant-with-fips-140-2_using-the-system-wide-cryptographic-policies
https://csrc.nist.gov/publications/detail/fips/140/2/final
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e RHELS81BJLU82AZELIFTLTCWBARRAMDIFPE XOIAY Y REFALTCIYTFF—RAD
FIPSEEBIELRY) o — L R %EXE L. fips-mode-setup AY Y REFHAT B E WD T K/N1 R
IEEELET,

I $ update-crypto-policies --set FIPS

® RHEL8.4LEEA#ZEITLTWAKRRMFIPS E— RABMIIR>TWSE Y AT ALTIE, podman
A—T 14 ) T4 —IEFYR=—FINTWBEIYTF—TFIPSE—REBHMICEMLE T,

BTG IR
e FIPSE—RADYRFLDYIYEZ

e FIPSE—RMIBERARHEL8 Y RAFLDA VA N—IL

3.6. LIST OF RHEL APPLICATIONS USING CRYPTOGRAPHY THAT IS
NOT COMPLIANT WITH FIPS 140-2
FIPS140 R EDREET 2 R TDBEBILREICEKRT 2ICIE, A7EBSELIVEA—V MY hOS4

TSY—AFRALET, ThoDS54 TS5 —(d, libgerypt #f8%. RHEL ¥ 25 ALKDREELR
) —ICHREWVWE T,

A7BSEIVE—RY NOBE, ZOOAVKR—3Y NDBIRAEK, 7L —FT 1 VTV RTLANDE
BhAE N—=—FROxz7EFx2) T4 —FEV1—IBLVRAIY— M AI—FRDHR—NAZE, BSEICLD
REDERAEDOHMEIZ, RHEL 37 crypto AV R—F > b DEFEEZSRLTLLEIN,

LUFDRICINA T, —E®D RHEL 8 Z-stream ') ') — X (fj: 8.1.1) Tl Firefox 75 9 H# =Ry 5r—I W&
F#IN, BIONSSESESA TS —IEFhTVWET, TDOLHIC, RedHat Tk, Ry F Y1) —
ATIDEIBREMLARIILDAVER—R Y M2 )R—FEZHREDRIZLBBTENITEELITVE
T, TD=&, T D Firefox /8y T —IJ I FIPS140-2REEY 12— IILEFRHLFE A,

FIPS140-2 ICHEM L TWAVWES{tEFERA TS RHELS 7 ) 5y—>a v X b

FreeRADIUS
MD5 &{#HY % RADIUS 7O k3L,

Ghostscript

R¥axXy NaESIEELIVESET BDDHRY LD cryptogtaphy R (MD5, RC4, SHA-
2. AES)

iPXE

TLSDEEZR Yy 7 AV NRA LI TVWETH, FRINEEA,
Libica

CPACF (s S5 RSAV ECDH REDI FIFRTIVIVZLDY I NI T 7 4#—ILINv Y,
OVMF (UEFI 7 7 — A 7). Edk2. shim

TLREFTRAY v Y (OpenSSL 54 751 —DIBHIAHFTE—),
Perl

HMAC. HMAC-SHAI. HMAC-MD5. SHA-1, SHA-224 732 &
Pidgin

DES & RC4 =EELF T,
QAT VIV
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https://access.redhat.com/articles/3655361
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EEETVITATON—RIT7ELVY 7 MUz T73EE (RSA. EC. DH, AES & &),
Sambal?]

AES. DES. BLURC4EZEELFT,
Valgrind

AES. /v a (3]

BTG IR
o FLYINR—REBEIAVTISA 7V AFEEBFIZEE D FIPS140-2 and FIPS 140-3 £ ¥ 3
v

o ;L v IAN—EE RHEL core cryptographic components

3. VAT ARBDESIERY O—IlEDLRBRWVWEDIIT TN r—2 3 VAR
A

TIVr—oa v THERAINIBSIEEAEDREENRIVA XTI2HENHZHEIF. YR—FIh
DEBSAA—RNETONINETT) 5= a3V TEREBRET 2 ENHREINET,

letc/crypto-policies/back-ends 71 L7 N =D F7 FUsr—o a VvEEDY VRY w7 ) v %&H|
PRI2EETEET, NRAIVAXLABBLREICEIMA DI EETELT, JOREICLY,

BAINIENY I IV RAEFERTAT7 ) r—a Vit T3 AT LAEKDESERY O—NFEHAT
IR RYET, TOBEIE. RedHat TIEHYR—MIhTWEHA.

371 Y AT LEBDESIERY & — %[N T 26

wget

wget xy NT—20 8o vO0—49—THEAINIESILEEEHDRYYA XT SICIE, -—-secure-
protocol = 7> a v & LU —~ciphers 7 7> a VA FERALET., UTFICHAlERLET,

I $ wget --secure-protocol=TLSv1_1 --ciphers="SECURE128" https://example.com

L. wget(1) man R—T D HTTPS (SSL/TLS) Options D7 3 v ASRL T LI,

curl

curl V=)L CHERT S A2IEET 5ICIL, —~ciphers+ 7> a v aFHRAL T, TOEIC, IOV TK
oSO A M 2BELEFT, UTICHZRLET,

I $ curl https://example.com --ciphers '@SECLEVEL=0:DES-CBC3-SHA:RSA-DES-CBC3-SHA'

FHlIE. curl(1) D man R—IZSBLTLLEIW,

Firefox

Web 75 7 H#'— Firefox TY AT ALKDESERY > —%2F T 7O N TERVWBEETE,
Firefox DEELT 4 ¥ —T, WHLTWRBEEE TLS A=Y a3 Vv AE I SICFHMICHIRTE XY, 7R
L X/X—|(C about:config & AA1L. HEIZI U T security.tls.version.min DEZZEL 9, &

Z &, security.tls.version.min % 1 |[CERET 2 &, HIETH TLS1.0 B EITA
Y. security.tls.version.min 2 AA TLS11ICRY £7,

OpenSSH

21


https://access.redhat.com/articles/2918071
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OpenSSH == 9 32 R 7 LLEKDOESERY > —%RHN T 5121, /etc/sysconfig/sshd 7 7
4 )LD CRYPTO_POLICY=Z#ITOOA Y N ERALET, TDEFER. /etc/ssh/sshd_config 7 7
A4 JLD Ciphers 27> 3>, MACs 272 3>, KexAlgoritms /> 3>, 8LV
GSSAPIKexAlgorithms 27> a v CIRE LLEIR EEETIhFHA,

FE#liE. sshd_config(5) ® man R—IESBR L TL LI,

OpenSSH 7 54 7Y DY AT LLEDEBILR ) >—%2F T N7 MT2ICIE ROVWTIhHDS
RV EETLEYS,

o IEBENI—HY—DIFAIE. ~Lsshiconfig 7 7 1 I DI—HF—EHFDHRET/O—/NLD
ssh_config z EEXL XY,

o VAT LLIKDIFEIL. letc/sshissh_config.d/ T4 LI N —IlHZ ROy TS VERET 7
AIVICESER) Y —%2BELE T, D& X, FH#ERXIEFT 05-redhatconf 77 1L LU L
BICRD LD IS, SKRBD 2HOEEFF S, .conf & WD FEEF% T J (6l 04-crypto-
policy-override.conf),

FEHliE. ssh_config(5) D man R—IESBR L TL LI,

Libreswan

X, Ry MND—0DtEX AT —RED VRTLLAEDOESERY) Y —BF T RNTORNT S
IPsec #H R DERTE SR L TLEXI W,

BTG IR

e update-crypto-policies(8) @ man R—

38 TR —AFRALEY AT AEADEEILRY Y —DHRITA X
COFIEAFEHALT. BAESAET7ZILI) ALFAE7OMNILOEY NEFEELET,

BEDOY AT LLEDESILR) Y—DOEICARSI LY TR —%BATEIN TDLIRR) I —
ERONOERTDIENTEEY,

2OA—THBEINLZRYS—DBRTEY., Ny IV RTEICERZT7ILTY XLty NEBEWIC
TEFT, FB/ETALIVT«47 HFEOZ7OMNIIN, S4T5Y—, FLEY—ERICRETEZ
£

Tl TALITA4TTR, T4V RA—REZFERALTERBDEZEET 2HBICTRAY ) RV = EH
TEEY,

letc/crypto-policies/state/ CURRENT.pol 7 7 1 JLICI&. 74 I RA—RF70O4 A2 MERICIRIEER
INTVWEBYRATLREKDESERY —DIRTOERENY A MNKRRINET, BSR)>—%&
YBEEIC 9 B ICIL. /usr/share/crypto-policies/policies/FUTURE.pol 7 7 1 JLICY A hI N TW B {E
EHEATHIEERETLTLEIL,

H7RY > —DHFlI&. /usr/share/crypto-policies/policies/modules/ 74 L 2 ) —ICHY ET, D
FTALIRN)=DHTRY =T 7AIICIE, TAYNT I RNINETICHBANESERTVWET,

pa 3]
YRTLREDOBEEIR) Y —DHhRI YA XIE, RHEL82 M oFATEEFEY, RO—

THRER) —DOBRE, RHELSS LU TIA I RA—RA2FRT 24T avaFEH
TXZEY,
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FIR

4.

5.

BIE VAT LALKDEBSERY >—DfER

. letc/crypto-policies/policies/modules/ 74 LV N) —%2F v 77 b LET,

I # cd /etc/crypto-policies/policies/modules/

RERADOYTR) Y —% R LET. RICHZRLET.

# touch SCOPES-AND-WILDCARDS.pmod

BE
RY)VY—FETa—ILDT77ANEICIEAXFAFERALET,

FEOTHFRANITAY—TRYIY—FEVa—ILEHRE PRATLEFHDESERY Y —%2%
B934 avERALEY, RICHZERLET,

I # touch MYCRYPTO-1.pmod

# vi MYCRYPTO-1.pmod

min_rsa_size = 3072
hash = SHA2-384 SHA2-512 SHA3-384 SHA3-512

# vi SCOPES-AND-WILDCARDS.pmod

| # Disable the AES-128 cipher, all modes
E

cipher = -AES-128-*

# Disable CHACHA20-POLY1305 for the TLS protocol (OpenSSL, GnuTLS, NSS, and
OpendDK)

cipher@TLS = -CHACHA20-POLY 1305

# Allow using the FFDHE-1024 group with the SSH protocol (libssh and OpenSSH)
group@SSH = FFDHE-1024+

# Disable all CBC mode ciphers for the SSH protocol (libssh and OpenSSH)
cipher@SSH = -*-CBC

# Allow the AES-256-CBC cipher in applications using libssh
cipher@libssh = AES-256-CBC+

BAEYV2—-ILT77M4IVICRELET,
RYY—DFFEE, VAT ALALEDESIERY) >—L X)L DEFAULT ICERL T,
I # update-crypto-policies --set DEFAULT:MYCRYPTO-1:SCOPES-AND-WILDCARDS

BESILEEERTHROY—ERP T FYr—2a v TEMCTZICE. YATL2EBREELF
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e /etc/crypto-policies/state/CURRENT.pol 7 7 { LICEENEFNTWE I L 2R LT,
UTFICHlERLETS,

$ cat /etc/crypto-policies/state/ CURRENT.pol | grep rsa_size
min_rsa_size = 3072

B
e update-crypto-policies(8) man *— <’ M Custom Policiestz/ > 3>~
e crypto-policies(7) man ~*—'®D Crypto Policy Definition Format =7 > 3~

e RedHat 7O %752% How to customize crypto policies in RHEL 8.2

3. VAT LALEKDOESILRY O—H HRY T A X LT SHA-1 %= ESh1L

SHA-1/Ny & 2 BAEUIABEMICERETE TH <. BESEAEEICL > THREZZIT P T LW e, RHELS
TWT 74N TSHA-TAFERALTWERA, L. —EOY—RKR=F 1 —=F7TYs5—ar (R
HELRE) IESHA I AFRALEFT., YRATLDELT7IITY) XL TSHA-1 OFEREEMICT 2 IC

&, NO-SHA1R) > —EYa—ILEFERATEXZY,

BF

NO-SHA1 R Y —FEVa—ILHAEMICTEDIF. BELDSHA- /Ny 18 IFTZ
NUAITEDICARY FHA, I, NO-SHA1 TV 2—ILTH, Ny arR—ADX Y
=Y — K (HMAC) L& BICSHA- T AFATEE Y, HMACEF a2 YT 14—
O/8F 4 —F. ®ind /Ny 2 1 EHOBFEREMMICEKT LAWDT, HMAC IZ SHA-1 %
FRALTWBHBEICREED SHA-TANDKEICL ZHEIFIKRBIELS A>TVWET,

FEDHERE (KEX) 7T XLOEAEDHE (: diffie-hellman-group-exchange-shal) % &I §
DNENHZDEDOD, BETZKEX E7INIT) ALOMEAHEMEL THERAYT 25E1E. SSHOY X7
LREDEEILR) > —%F T N7 ML TSSHZBE#HRET 2FIRICDWT, SSH T diffie-
hellman-groupl-shal 7L 3 X L& BENICT HFIE 2SR LTI L,

R

SHA-1 ZEMICT B EY 2 —J)UiE, RHELB3 THATEE Y., Y AT LLKDESLR
) —DAHRI<A XL, RHEL82 MO FATEXT,

FIR

1L RVY—DRE%E, AT LLEDESERY) ¥ — L ~)L DEFAULT ICEA L F Y,
I # update-crypto-policies --set DEFAULT:NO-SHA1

2. BELRELETHOY—ERRT ) r—oa v TEMITZICE. PATLEBEEL F
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https://www.redhat.com/en/blog/how-customize-crypto-policies-rhel-82
https://access.redhat.com/solutions/4278651

BIE VAT LALKDEBSERY >—DfER

BIER R

e update-crypto-policies(8) man *—<’ M Custom Policiestz/ > 3>~
e crypto-policies(7) man ~*— D Crypto Policy Definition Format =7 > a3 >
® Red Hat 7074525 How to customize crypto policies in RHEL

310. VAT LREDARY LEESIERY > —DIERS L VRE

LTOFIEIZ. Z2BR)—T7AIVTYRATLALEDESIER) Y —52HRITAXTBHEER
LTWET,

= -1o)
i VAT LALBEDOESIER) Y —DHRY YA XIE, RHEL82 W HFIATEZE T,
FIE
. ARITAZXDR) =T 74 EHERLET,

# cd /etc/crypto-policies/policies/
# touch MYPOLICY.pol

FrolEk, EBEINTWE4D20RYY—LR)ILOWTNAEIE—LZET,

# cp /usr/share/crypto-policies/policies/DEFAULT.pol /etc/crypto-
policies/policies/MYPOLICY.pol

2. BEIKIGLT, TFARNITAY—TI774LERELET, UTOLIICLTHRY LBES
feR) Y —%FALET,
I # vi /etc/crypto-policies/policies/MYPOLICY .pol

3. VAT LLEDESIERY V=5 AR LLRIVICTIYEBEZZET,
I # update-crypto-policies --set MYPOLICY

4, EELBEEEITHOY—ERR T Y r—oa v TAMICTSICIE. YRATLEBEREELF
-a—o

I # reboot

BIER R

e update-crypto-policies (8) ® man _X—<' M Custom Policiesz7 > 3> &, crypto-
policies(7) @ Crypto Policy Definition Format 227> 3 V2SR LTI,

® Red Hat 7047525 How to customize crypto policies in RHEL

3.01. EEER
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o FLvIN—XMDEE System-wide crypto policies in RHEL 8 & & U Strong crypto defaults in
RHEL 8 and deprecation of weak crypto algorithms

[2] RHEL 8.3 LAB%, samba (& FIPS ERDOBES % FEAL 7,

[3JAES-NIZREDY 7 bz T7/N—= ROz 7AT70— FEEICBRELET,
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%543 CRYPTO_POLICIESRHEL Y 27 AO— )V &FRALEH R Y ABES{ERY) > —D%

55 4% crypro PoLicies RHEL > A7 LAO0—J)LEAFH LD R Y LG
bR o —DERE

EIEEIL. crypto_policies RHEL ¥ 27 AL 0—JL ZfEFA L T, Ansible Core N\w s —Y%FEHAL., %
KDERBBZVATLTHRY LBSIERY) Y —E2RAEND—BLTHRETEZET,

4.1. CRYPTO POLICIES Y AT LO—ILEHMB LTV 779 b

Ccrypto_policies & X7 L0 —Jl Playbook Tld, BES L UHIRICEHLE T. crypto_policies 5% 7E
T7ANDNRNIA—I —%EHZTEET,

THABRELRWESICIE., YATALAO—ITREYRATALADREEINT, 777 NOADPHREINE
EP

crypto_policies ¥ 27 AO0—ILDO—ERDEH

crypto_policies_policy

BENR/ —RNICVRATLO0-VEZEATIESER) Y —ZRELET. ELBESLERY O—
DFMIE. VAT LALRDESER) Y— ZZRLTIREIW,

crypto_policies_reload

yes ICERET B &, BBIERY O —DERARIC. ¥B%EZ(T5H—EX REipsec. XMV K, &
LUsshdH—ER)TY)O—RINZEd, 774/ M yes TY,

crypto_policies_reboot_ok
yes ICREINTHY, YRATLO-NTHESIERY Y—%2ZE LELRICBESHIVERBZEIC

i&. crypto_policies_reboot_required % yes ICEREL F T, T 74/ ME no TT,
crypto_policies Y 27 LO0—VICLYBREIND 775 b

crypto_policies_active

WEERINTWERY Y —%YRAMNRTLET,
crypto_policies_available_policies

VAT LATHAARERIRTOR) P—2KRRLET,
crypto_policies_available_subpolicies

AT ALATHRAARERINRTOY TRYY—%ERRLET,

BTG IR
o VAT ALLEKDARY LSRR O —DERS L VEERE

4.2. CRYPTO POLICIES V AT LO—I)LAFHA LA R Y LSRR O—D

21—

A% A&
crypto_policies ¥ 257 ALA0—LEFERAL T, E—0ay bO—IL/— RO SEZHOBEERR/ — K%
—BLTRETEET,
AR
o HIEl/ —REBE /) —RE#EFELTWS
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FIR

28

BEIEWMR/ — KT Playbook #R{TTEd1—H¥—¢LCcarybao—)b/—Kicasq4rvLTw
%,

BEWNR — KRADERKICERATZT7HI Y M, ZO/ —RICHT % sudo &R H 5,

Z D Playbook #E{T9 2 EEWR/ — NFLIEEETR/ — KDY IL—TH. Ansible 1 o~
YRNY—=TFAIICYRRINTWS,

. ~/crypto-playbook.yml 7 &M Playbook 7 7 1 L &= RORABRTER L £,

- hosts: all
tasks:
- name: Configure crypto policies
include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

FUTURE DfEl, EEDIES{ERY > — (f5l: DEFAULT. LEGACY. & & U FIPS:OSPP) ICE
IMZBIENTEET,

crypto_policies_reboot_ok: true % & Ed 5 &, Y AT LAO—IILTHESER) P —%2ZH
LERICVRATLADBEEIINET,

L. crypto_policies VAT AO—ILDEHEER 2SR LTI W,

. Playbook DIEX =ML £9,

I # ansible-playbook ~/crypto-playbook.yml --syntax-check

-
«
-
«

DARY FIIBX RIS BT THY ., BNENTBEURRED SFRETDEDTIEAL
EIERLTLETL,

. ARV N) =T 74 )T Playbook #2217 L £ 9,

# ansible-playbook ~/crypto-playbook.yml

. Ay hO—J)b/— KT, &z verify_playbook.yml & L5 ZEID B D Playbook % ER L

i’a—o

- hosts: all
tasks:
- name: Verify active crypto policy
include_role:
name: rhel-system-roles.crypto_policies

- debug:
var: crypto_policies_active


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/security_hardening/setting-a-custom-cryptographic-policy-by-using-the-crypto-policies-rhel-system-role_security-hardening#crypto-policies-system-role-variables_setting-a-custom-cryptographic-policy-by-using-the-crypto-policies-rhel-system-role

%543 CRYPTO_POLICIESRHEL Y 27 AO— )V &FRALEH R Y ABES{ERY) > —D%
Z @D Playbook Tld, Y AT LDFBEREEINT, IR—I K/ —RDT7 V74 TRKR) > —
RTa®RELET,
2. ACA VYRV MN) =T 74 LT Playbook #£1T L ¥,
# ansible-playbook verify_playbook.yml
TASK [debug] *kkkkkkkkhkkhkkkhkkhkkkkkhkkhkkhkhkhkkk
ok: [host] => {
"crypto_policies_active": "FUTURE"
}

"crypto_policies_active": £#ld, YRx—Y KN/ —RTT7I 74 TRR) O —%RRLET,

4.3. FEEER

e /usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md 7 7 1 JL
e ansible-playbook(1) ® man R—</,

® RHEL System Roles 2§ 27O DHIE / — N EBENR / — NO%EfRF
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E5Z PKCSH#N THRESIEN—RD 7% FEHTZLHICTTY
Fr—avVaERE

AX—MA—K¥», TV R2—HY-FHAOESIL =0, Y—N=TF) =23 VEHDN—FK
JxT7tEFa) T4 —FETa—)L (HSM) &, ERHDBESETNNA A THEBBERO—HA2 0BT 22
ET, EX2YT4—BMNEMINF T, RHEL Tld, PKCS#ITAPI #FR LAESIEN—RKT7zT7A
DR{EHBT T r—2avBETHE—Ih, BSEN— ROz 7 TCOMBODBMIERLRYI XV TlERR
YFEL,

5.1.PKCS #NM IC &L BBEFIL/N— KD = 7 ANDX Ik

Public-Key Cryptography Standard (PKCS) #11 i+, BES{bIEHR%=RF L. Btz ET7T 5B51k
TINAZRANDT TN r—23 070053071409 —7x4 X (AP) 2E&LE T,

PKCS#N T, BN—ROzT7FLIFYVIRNIITTNA R eHFE—INLAETT TV r—>avic
RBRRIBA TV MNTHBIEBSIEN—V Y NEAINTWET, LED>T, 7TV r—yay
&, BERI—Y—ICL>THERAINZAY—MNA—RBEDTNNA AP, BEIFXIVE1—49—IC
SO THEHAINEN—RIDzT7EXF2) T4 —FJa1—I)LEPKCSHNBESIELN—2 V& LTERELE
ER

PKCS#11 h—2 v ITIE, BIBRE. T—49A4 7YV b, NEHE MEE FLEMEREASUIFEY
FRATITIONIATHBREETEZT, ThoDA TV MME. PKCS #11 Uniform Resource
Identifier (URI) RF—L%ZBLT—EICHEHATEEY,

PKCS#ITDURIE, #7297 MBHICE> T, PKCSHNEYV 2 —ILTHEDA TV TV M a#ERT
DIEEEMLHETT, TNICEY., URIOER T, §RTCDSATZ)—7 ) r—2avaERALHE
EXFITHRETEET,

RHEL Tlk., T 7 2L N TAY— b H—RKFAIC OpenSC PKCS #11 RS A4 N—HARHEINhTWET, =
ZL. N—=FRDxT7 b= 2VEHSMITIE., AT LICHD VY —IR— N aERWHEB O PKCS #11
EVaA-IUDHYET, TOPKCSHNIEY a—I)LiEpl1-kit Y —ILTEHTXET, Thid. ¥R 7T
LDEFEAAT—MNA—RRSAN—IIEFTESv/R—E L THRELZT,

VATLATHREDPKCSH#N EYV 2 —ILZBMCTZICE, FILWTFFAMNT 7ML %
letc/pkecs11/modules/ 74 L7 ) —ITEIML F 9,

letc/pkes11/modules/ 74 L7 M —ICHILWTFF A M7 7ML EERT 2 &, B D PKCS #11 €

S1—LEVRTAICEBINTEET, =& 2IE. pli-Kit® OpenSCB/ET 7 1 JLid. MUFDLS LA
WET,

$ cat /usr/share/p11-kit/modules/opensc.module
module: opensc-pkcs11.so

BIER R

® Consistent PKCS #11 support in Red Hat Enterprise Linux 8
® The PKCS #11 URI Scheme

® Controlling access to smart cards

52. A¥—KMNA—KIIREIN/-SSHEDEH
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https://www.redhat.com/en/blog/consistent-pkcs-11-support-red-hat-enterprise-linux-8
https://tools.ietf.org/html/rfc7512
https://access.redhat.com/blogs/766093/posts/1976313

P53 PKCS#N CHRESIEN—KI 74 ERATIEIICT IV r—>avesE

Red Hat Enterprise Linux Tl&, OpenSSH 7 54 7> N TCAY— M A—RNIZREINTWVWS RSAES
LV ECDSA BAFRATEZ L LAY FE LE, ZOFIBICHK>T, RRAT—RORDLYIZRT— K
A—REFEALLRIEZEMLET,

([} =355
e U547 VKT, opensc /Ny r—I% A4 VA M—=)LL T, pecsed T —EREEITLTWS,

FIR

1. PKCS#11 @ URI # &8 OpenSCPKCS#N EV 2 — L RETZHEDY A MERTL. TOH
% keys.pub 7 7 A WICRTFELZE T,

$ ssh-keygen -D pkcs11: > keys.pub

$ ssh-keygen -D pkecs11:

ssh-rsa AAAAB3NzaC1yc2E... KKZMzcQZzx
pkcs11:id=%02;0bject=SIGN%20pubkey;token=SSH%20key;manufacturer=piv_II?module-
path=/usr/lib64/pkcs11/opensc-pkcs11.so

ecdsa-sha2-nistp256 AAA...JOhkYnnsM=
pkcs11:id=%01;0bject=PIV%20AUTH%20pubkey;token=SSH%20key;manufacturer=piv_II?
module-path=/usr/lib64/pkcs11/opensc-pkcs11.so

2. )E— MY —/N— (example.com) TRAY— M H— REZFH LA EEDICT B, AR
Z)E—MY—N—(CEREL XY, RIDOFIETIEH S N7z keys.pub T ssh-copy-id v K
EFEALEY,

I $ ssh-copy-id -f -i keys.pub username@example.com

3. FIE 1D ssh-keygen-D A7 > RDHHIZH % ECDSA % £ L T example.com IC#E#Ed
ZICIE, BE—RICBRTZURIOY Ty hOHEFEATEET, UTICAERLET,

$ ssh -i "pkes11:id=%01?module-path=/usr/lib64/pkcs11/opensc-pkcs11.s0" example.com
Enter PIN for 'SSH key":
[example.com] $

4. ~/.sshiconfig 7 7 1 L TEIL URI XFAZFERAL T, REZKKILTEET,

$ cat ~/.ssh/config

IdentityFile "pkcs11:id=%01?module-path=/usr/lib64/pkcs11/opensc-pkcs11.s0"
$ ssh example.com

Enter PIN for 'SSH key":

[example.com] $

OpenSSH (& p11-kit-proxy T v /X\—%ffH L. OpenSC PKCS #11 €Y 1 —JL A PKCS#1 F v
MIEHZINTWS D, LRIOATY R2BRIETETET,

$ ssh -i "pkcs11:id=%01" example.com
Enter PIN for 'SSH key":
[example.com] $

PKCS #11 D URI @D id= DED % RIET &, OpenSSH A, 7OFL—EJa— )L THETEEAHEE T
THAPRAAET, ThICEY, RERANOEEZROTIENTEET,
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$ ssh -i pkcs11: example.com
Enter PIN for 'SSH key":
[example.com] $

BIER R

® Fedora 28: Better smart card support in OpenSSH

e p11-kit(8). opensc.conf(5). pcscd(8). ssh(1). & & U ssh-keygen(1) D man R—

53. A¥V—MAO—REDIBRE#FA L CRELET D7 TV r—> a3 VDERE

TFV5—23 Vv TARY—MA—REFERALCRIAT R &ICLY., EFa )71 —D5bIh, BF
1|:7’J‘F§$4|:“‘1’L%>i72— Y ET, ROAEAEMAL T, Public Key Cryptography Standard (PKCS)
#NURI &7 ) r— PIvVIHAETEZY,

o Firefox Web 75 7 H#—Id, p1i1-kit-proxy PKCS#11 €Y 21— )L ZBEMICO—RNLEJ, D
FY, VATLATRIGBLTVWRITRTOAY— M= RPBFMICKREINE S, TLSV 54
7Y NRAEERT ZIH5E. B0y b7y TIIBEHY FHA, Y—N—DERLLE X
IKAT— N A— ROPBEFAENBBNICHERAINET,

o 77— 3 A GnUTLS £7/2IENSS 4 75 ) —% AL TWBIHE, PKCS #11URI I
TTICHR—PINTVWES, £/, OpenSSL 1 73U —ICKETZT7 TV r—>ay
I&. openssl-pkcs11 /Ny r—J Tk > TRHEINS pkes11 TPV EBLT, Av—hMA—
REEOBSIEN—RKRI T 7ES2—ILICT IV ERATEET,

¢ AX—MA—REOREREZRETIHENHY. NSS. GnuTLS. OpenSSL % {FHF L 2Ly
TN r—yavid, BEDPKCS#TEY 2 —I)LD PKCS#1MAPI #FAT 2D TldA
<. pH1-kitAPI 2 BEFEA L T. AN— M H—REEUBESIN—RIT7EIa—ILEERE
T% i’a—o

o wgetry N7 —0 4o vO0—¥—%FRAT2E. O—DIIREISNAERBREGIHAE~DON
ZDRHYICPKCSHNURI AIBEETEET, TNICLY., BRIREIN-MEELIAES

DBEETZIRIVDRYY) TEOERIERIEIN DT’ HY EY, UTICHAERLZF
_a—o

$ wget --private-key 'pkcs11:token=softhsm;id=%01;type=private?pin-value=111111" --
certificate 'pkcs11:token=softhsm;id=%01;type=cert' https://example.com/

o F/ curlV—ILAEERATZHEEIE. PKCSHNTURI 2IEET BT TEFT,

$ curl --key 'pkes11:token=softhsm;id=%01;type=private?pin-value=111111"' --cert
'pkes11:token=softhsm;id=%01;type=cert' https://example.com/

BIER R

o curl(1). wget(1). &V p11-kit(8) man R—<

5.4. APACHE TH®H% {9 %5 HSM D{FFH
Apache HTTP Hr—/N\—(&, N— Ko z7EFa) 71— %91—»mgmuﬁr*nrmémgﬂt

BETEFET, ChitLY, BORAVWPHEEREZAHSIENTEEY, BE. IhE1TDICE
EY—RY—N—C8NR T+ —<T YV ADHSM B EIC Y £,
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P53 PKCS#N CHRESIEN—KI 74 ERATIEIICT IV r—>avesE

HTTPS 7O M JILOFERTEF 2 7ABIEAEITD 72HIC. Apache HTTP +—/3Y— (httpd) (£
OpenSSL 4 75 —%ERAL Y. OpenSSL &, PKCSH#NIZRA T 1 FIIR L EFH A, HSM %
FATRICE, TV A V=T A RN LTPKCSHN EV 2 —IADT IR %&RHET S
openssl-pkcs11 /Ny =S %A VAN —)VTZREBENHYET, BEDT 71 ILEATIEA < PKCS #11
D URI ZfEAY % &. /etc/httpd/conf.d/ssl.confiXE 7 7 1 L TH—/N—DREFPAESZI/ETE X
T, UFICHZERLET,

SSL CertificateFile  "pkcs11:id=%01;token=softhsm;type=cert"
SSL CertificateKeyFile "pkcs11:id=%01;token=softhsm;type=private?pin-value=111111"

httpd-manual /XY 5 —Y% A VXA b—J)L LT, TLSEEZZL Apache HTTP H—/X\—DEL£ K¥ 2
XY N L XY, /etc/httpd/conf.d/ssl.conf3&XE 7 7 1 L THIARIBERT 4 L U 7 14 7 DFEH
I&. /usr/share/httpd/manual/mod/mod_ssl.html Z&E L T 23 W,

5.5.NGINX THZ# % R#E 9 % HSM OfERA

Nginx HTTP Hr—/N—{d, N— Rz 7EFa )71 —FV 21—l (HSM) ICRBEIN TV ITEHEE
EETEET, NICLY, BORAVWCPHEEREBEZHCIEATEET, BE. ThiEiTd I
EY—RY—NR—IIENT =TV ADHSM DREICRY 7,

Nginx (£BES{LIRVEIC OpenSSL %R %728, PKCS #11 ~DXfiI% openssl-pkes11 TV I Y %
NLTITIRENHY £, Nginx IZIRE. HSM H S DMBEEDFHAADH TG L FT, Fik.

FSFEREZIFBED 7 7ML E LTEBICIRET 2HENHY £, /etc/nginx/nginx.conf FZE T 7 1 LD
server £ > 3 T ssl_certificate = 7> 3 >~ & £ U ssl_certificate_ key # > a Vv AZEBL T,

ssl_certificate  /path/to/cert.pem
ssl_certificate_key "engine:pkcs11:pkcsi1:token=softhsm;id=%01;type=private?pin-value=111111";

Nginx ;2 7 7 1 JL®D PKCS #11 URI IC#E58EE engine:pkes11: MR ER I EITEFRELTLEI W, &
i, b pkes11 HBEEN T VIV REBRT BLHTT,

5.6. BEEIER

e pkcsii.conf(5) D man R—
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F6EPOLKITAFRHLIZATY—MNA— RAD T 7 22D

PIN PIN/Sw R, WNAAARNY 9w IREDAT— M A—RICHPRAFNAEX A ZXLTIHBESZ ED
TERVWBBICHNT 278, BLUEYFMARREODZHIC, RHEL (& polkit 7L —AL7— 2 % {FH
LTAY—MA—R~NOT7 72 25IEEHELET,

VAT LAEEEIL, E¥ELI—Y—PEO—HLI—H— Y—ERIIHTEIATI—MH—RT7IER
BRE, BEDYFTVAILEDET polkit zEETEE T,

6.1. POLKIT Zft LIcA~Y— M h— K7 ¥ & X1

PC/SC (Personal Computer/Smart Card) 70 3 JLiE, AX—bMAH—KEZD) —4F -2V Ea1—
TAVIDRATLICRAET 27-ODIEXE%EIEEL X9, RHEL Tl&, pesc-lite /Xy 7 —I A PC/SC
DAPI AT Z2RAY—MNA—RNICT7 IV ERTZI RV TERBELET, 2Oy =Y D—ET
%% pesed (PC/SCAX—MA—R)T—EVICLY, YRAFALHNPC/SC7ORINEFEALTR
I—MA—RIZF7IVEATERLDICRYET,

PINe PIN/Xw R, WA ZAARY v IREDAT— M A= NIHEAAEFNLT IV ERFEA D= L
i, ZAONZTRTOBREEZAN—FTZEDTIERWH, RHEL (X, LYEAHART V& RHIEIC
polkit 7L —L7— 0 %FRALET., polkitZRAI Y R—I v —Id, BERENDT IV ZRAAHFATEE
To TARIANDT IV ERA%EHFATHIEICMAT, polkit #FERALT. AN—hA—FKDEF+a )
TA—%5RETIRY—ABETDIIEETEEY, e xld. AN—MH—NTEREEEITTES
1—H—%ZEHTEET,

pcsc-lite /Xy r— %A VA=)V L. pcsed T—EVERETEE, VAT A

i&. /usr/share/polkit-1/actions/ 714 L2 N —TEHZEINTWVWER) >—%@HLEd, PRT7L2
KDOFT 7 #IL hDRY 2 —I&, /usrishare/polkit-1/actions/org.debian.pcsc-lite.policy 7 7 1 JLIC#
YET, Polkit RS —T 74 ILIE XML XA L. £ DHEXXIE man R— D polkit(8) TEREAS
nTWwWEY,

polkitd (&, /etc/polkit-1/rules.d/ 7 1 L 7 k') —& & U /usr/share/polkit-1/rules.d/ 71 L U bV —
T, INB6DTALI N —ICREINTVWRIL—L I 7AIVOEBRLZERLET, 771,
JavaScript HRDRBAN—ILAEFNTVWET, YATLEBEIX, MADTALIMN)—ICTHRY A
W=7 74 IL%EEBIML., polkitd 5’7 7 A LEZICEDWTTIL T 7Ry MEICEAAD I ENATEE
T, 220774 IHRECARITH3HBEIE. &I /etc/polkit-1/rules.d/ AD 7 7 1 L H G+ A F
7,

B EfE R
e man XR—I D polkit(8). polkitd(8). & & U pcscd(8)

6.2. PC/SC & & U' POLKIT ICFEE EgEBEDNSZ TN a—FTa T
pcsc-lite /Xy r—2 %4 V2 R—J)L L, pesed T—E Y EEE) L /2% ICHEIMICHETI I N B Polkit R

Jo—lE, A=Y —DAY— P AH—-FEEENRELAWGETE, 21— -0ty >3V TRAZKRD
LNz EDHYFET, GNOME Tl LTFDIZT— XA v E—IDNRRINIET,

I Authentication is required to access the PC/SC daemon

opensc REDAY— M A—RNICEAETZMHDNRNv 5 —U% 1 VA M—=ILT BHEIE. AT LDKE
k& LT pescilite Sy r—I %A VA M=)V TEDZIEITERLTLEI N,
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AR—MNA— R EDODHEEERIPBRERL, PC/SCT—EVDRABRARRIINAWVWELDICT B5E
&, pesc-lite Ny =TV ZEIRTEEY, REBERQNY T—YZ2RNRICEEDHDZ &N, £F 1Y
T4 —LDOWRSEIFETT,

AX—MAh— RNEFERT %5513, /usr/share/polkit-1/actions/org.debian.pcsc-lite.policy FFIC. &

ATLDNRBT DR =T 7 A LDIV—I%Z#BLT, STV a—FT4 T 2RBLES, HR
Y LII—IL T 74 )Lid. /etc/polkit-1/rules.d/ 7«1 L ¥ b —DR1) > — (03-allow-pcscd.rules 7 &)
WBMTEEY, IL—ILT 74 J)bid JavaScript BXEFEAL, RV —T7 74 ILIEXMLEXTH S Z
EITFRLTLES Y,

VATLICRTIEINZBIBERZERT 2T, UTOHIDE SIC Journal AT 2R L £ T,

$ journalctl -b | grep pcsc

Process 3087 (user: 1001) is NOT authorized for action: access_pcsc

Prion s Ty M) =ik, 2—HY—HRY>—ILLBT I aVveERTTIERER >TLWAVWI E %
TLTWET, ZOEBFZMHRT 5121, Wid 5)L—IL % /ete/polkit-1/rules.d/ (TEML £,

polkitd 1= v MIEHETZA07 TV M) —HRRTEET, UTICHZRLET,

$ journalctl -u polkit
polkitd[NNN]: Error compiling script /etc/polkit-1/rules.d/00-debug-pcscd.rules

polkitd[NNN]: Operator of unix-session:c2 FAILED to authenticate to gain authorization for action
org.debian.pcsc-lite.access_pcsc for unix-process:4800:14441 [/usr/libexec/gsd-smartcard] (owned
by unix-user:group)

COHATIE, RADIY RN —=DIL—IL T 7AINICEX IS —HIHEEFNTVWEIEERLTVWET,
2BBDIV M) =&, 21— —Dpescd NDT IV EZRERMEBTERIN >/ EERLTVWET,

Frzo BWRIV YT MEFERLT, PC/SC7OMNINEFERTZIRTOT Y r—3vEY X b
RRTDHIELTEET, pesc-apps.sh@EDETTI 74 I EEH L. LTFOI—RZEALZET,

#!/bin/bash
cd /proc

for p in [0-9]*
do
if grep libpcsclite.s0.1.0.0 $p/maps &> /dev/null
then
echo -n "process: "
cat $p/cmdline
echo " ($p)"
fi
done

root TRV YT hEERIFTLET,

# ./pcsc-apps.sh
process: /ust/libexec/gsd-smartcard (3048)
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I enable-sync --auto-ssl-client-auth --enable-crashpad (4828)

BIER R

® man RX— D journalctl. polkit(8). polkitd(8). & & U pcscd(8)

6.3.PC/SC ~® POLKIT 2o O MIBFR DR
TI7AINBMERETIE, polkit B 7 L—L7—71F, RonBEROAZIv—FHIIOJTIEEFELE

To ILWIL—ILAEBIMTSZ&T, PC/SCTOMILEED polkitO /Ty ) —%HRTEZE
-a—o

([} =355
e U RT LI pesclite Ny T—U%A VA MN—ILLTWS,
e pcscd T—EVHEITHTH 3,
¥
1. /etc/polkit-1/rules.d/ 74 LV M) —ICHR 7 7 1 IIVEER L ZE T,

I # touch /etc/polkit-1/rules.d/00-test.rules

2. BRUEITA9—TO740VERELET. UTFICHIZRLET,

I # vi /etc/polkit-1/rules.d/00-test.rules

3 UTOITEHEALEY,

polkit.addRule(function(action, subject) {
if (action.id == "org.debian.pcsc-lite.access_pcsc" ||
action.id == "org.debian.pcsc-lite.access_card") {
polkit.log("action=" + action);
polkit.log("subject=" + subject);
}
D

774N %ERELT, TFT149—%58TLET,

4. pcsed H—ERXB LU polkit t—EXEBESH L 7,

I # systemctl restart pcscd.service pcscd.socket polkit.service

1. pcscd DERAI) VT A M EER L £ T, 7=& ZIE. Firefox D Web 75 7 #—%F<
M. opensc M2 9 % pkesii-tool -L #FERHL 9,

2. isRATITY M) —ZRRLET, UTFICHZRLET,

I # journalctl -u polkit --since "1 hour ago"
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polkitd[1224]: <no filename>:4: action=[Action id='org.debian.pcsc-lite.access_pcsc']
polkitd[1224]: <no filename>:5: subject=[Subject pid=2020481 user=user'
groups=user,wheel,mock,wireshark seat=null session=null local=true active=true]

B ETE R
e man R— O polkit(8) & & ' polkitd(8)

6.4. BEFR

e AT—hMA—RADT 7t ZAD4 RedHat 704 Di2E
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BIEZERTFEIAVTSATUVRABLUVHRBEERF v > ORI

AVTSATVREEIR, BELLA TV D, AVTSAT VAR O—=IHBEINTWSE TR
TOIL—ILILRE > TWBEDEI AT Z2TOERATY, AV TSATVRARY)Y—iF, AvE1—
T4 VIRETHERAINIVERRELAEETS2EX2 Y 71 —EMRIERELZTT., INEZDIH
BlEF. Fzv I YA MDOEHLERY 7,

AVTSATVARY D—IFHBICE Y KIBICERZ ZEDDHY, A—HBATEVYRATLANERD E
R)Y—DERDZAREIHYTT, R I—F EVXATLOENY, HBICBT2VRATLEEN
ICLYERYFET, hRIRAALEVI NV T7REPEADEHICL>TE, ARIITA X LER
)o—DF v 7 ) AMDPREILR>TEET,

71 RHEL ICB TR EAVYTSATVARAY—I

ROFBEAV T4 TV RAY—I7%FHT S &, Red Hat Enterprise Linux CREICHEMEI AT
TS2ATVREEERITTEZET, DY —ILIE SCAP (Security Content Automation Protocol) 384%&
IKEDWTHY, AV TFATVRR) S —DEEMEICEDE S LD ICEGINTVWET,

SCAP Workbench
scap-workbench /57 4 ANaA—FT 14 )74 —IlF. BE—OO—AINIRTLFLEFYE—IIR
TLETRESSVCHBEBURAF v v ERTTHLIDICEKFAINTUVWET, ThOHDRF v &7
ICEDCEFa) 71— LR—PMOERICEFERATE XY,

OpenSCAP

OpenSCAP 514 75 1) —i&, T % oscap A¥Y RSAva1—F1UF4—&&HIC. O—NH
WORTALATHREAF VYV ERBEAF vy VE2ETTHLDICHGINTVET, INICLY., &
EAVTZATVRADAVT VY ERIEL, AF v VB LOFHAEICEOWTLR—MBLVHCI K
EERLET,

BF

OpenSCAP DfEAAICA T —HEDHBBENRET AN HY FT, Thilk
Y, 7OTSLDERTELEL, BRI 71 IVPERINBVATESELAHY £3, 5+
MICDWTIE, 7Ly YR—REEE OpenSCAP DX E ) —HEDME #8RB L TL
X,

SCAP Security Guide (SSG)
scap-security-guide /Xy 7 — &, Linux Y AT LAOEFa) 74 —R)>—DaL V> avi
RHLET, COHMFVRIF, £F2) T4 —RICICATIERNLT RN 2DHSH DT THE
MINTVWEYT (AT 256 EFHHEGEADY YV IREEFNET), coFOV )y ME, —
BRERRY) O —BHERBEDORENA RSAVEDBICHZDF vy THIBHZIEEABMELTYL
i’a—o

Script Check Engine (SCE)

SCAP 7’0 b Q)L D¥ERIEEE TH % SCE 2 fFAT % &, HEHEIL Bash. Python, Ruby RED R Y
DI REBEFERALTCEF 2T —aVFTVYAEERTE XY, SCE LaR#EHEEIL. openscap-
engine-sce /\v 7y — U CIREINE T, SCE BIFIE SCAP ZERBO—EHTIEHY £ A,

BHDY)E— N RATALATEHHIAVISA TV RAEEAERTTINENH BIHEIE. Red Hat Satellite
FA® OpenSCAP VY 2 —>a v %aFETEEY,

BIER R

e oscap(8). scap-workbench(8). & & U scap-security-guide(8) D man R—<
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F7EHEAVTSA TV ABICHEIEER+ v >~ ORA

® Red Hat Security Demos: Creating Customized Security Policy Content to Automate Security
Compliance

® Red Hat Security Demos: Defend Yourself with RHEL Security Technologies

® RedHat Satellite DEEAHA RODEF1)V T4 —aAVTSA TV RADEHE
7.2. 58X F v~

7.2.1. Red Hat Security Advisories OVAL 7 1 — K

Red Hat Enterprise Linux Dt ¥ 1Y) 74 —EEKEIE. BEHKEX ) 71 —REHBLFIR
(Security Content Automation Protocol (SCAP)) Z&IC L TWEJ, SCAP &, BIMEINERE. M
S LUy FOREE., BTN AFHEIY TSA T VAT IT1ET1—, LVEFa2)FT1—D
AIEICHIG L TWBZEMNRHEROTIL—LT—VTT,

SCAP fT#kid. RF v+ F—FLIERY P —I T4 9 —DEREFEHFITFOLATVWALTE, %2
FA—AVFVYDOHRANLCHAONTEELLINTVWAIAVATLAEERLET, ThickY.,
BiE. FALTWSEXa )74 —RUS—DFICEFKERLS, EF¥2YF71—RY>—(SCAPI VT
VY BEETIDIE—ETERET,

¥ a2 71 —REEFEE OVAL (Open Vulnerability Assessment Language) I&. SCAP ICRA R T
HWAVR—RYMNTT, TOMDY—ILPHRITA XINZAY ) ThNEIFERY, OVALIZ, B
EETYY—ZADRERREATDARLET, OVAL I—Kid, ZF¥F+F—EMENS OVALA v 9 —7
)& —Y—I)LEFERALTEERTINDIEIFRLTHY FHA, OVALLEFTHTH DD, FHES
N2V AT LDRENMBREBESND I EEHY FEA,

MBDOTRTOSCAP AVR— Y MERKRIC, OVAL IE XML ICEDWTWE T, SCAP ZEHIRIE(IE,
WSODDRFaAXAVIMEREERELETT, CORRIE TN ThELZIBROBHRIEHIN. BEQ
ZEMNICERINET,

RedHat #GtF2) T4 — %2FHTSHE, RedHat R ESF VDS ERICHEARIFT XY
T4 —REBAEIRNTEHLTHELF I, RedHat hRI T —R—FILTRERLR/NNy FPExa1 )
FA—T RNAH ) —AFEHREMELF T, RedHat I OVAL Ny FEFREFKR L THR—ML, ¥V
MYFAREREF 1) T —T RRA ) —2RHLET,

TSy M7 —L, N=Yav, BLUCZTOMOEBERIRRD/KH, RedHat BAEF 21U T 1 —IT&
HHEEMEOEREEMETHEIE. Y — K/N—F7 1 —H242# 9 % Common Vulnerability Scoring System
(CHC) DR—RF 4 VEHfiE TFL2I—BLTWEbIFTEHY FA, LD >T, =K —F 1 —
NIRRT ZEETIFARC. RHSAOVAL EEAFRA T &N HEINE T,

& RHSAOVAL B Iy =Y LTHIETE, fiLWwEFa 714 —7 KN4 HF ) =3
RedHat h A9 ¥ —R—4 )L CREABEICAR>TH S 1BERURICEHRINE T,

£ OVAL Ny FEZIE, RedHat 2F a2 )74 =7 RNAH)—(RHSA) & 11Ty EYILTW
F9. RHSA ICIFERDIRBEICH T ZBENEZEFNZ0, ZHESEMEE. HBHESEMERERF
(Common Vulnerabilities and Exposures (CVE)) & Z & ICRTFI N, RFEANT T —9 R— A DL Y ERT
ADY)VIDBRINET,

RHSA OVAL EFlt. YRAFTALICA VAN =ILINTWB RPM Ny 5 —I THER/N— 3 v AHSR
TEHEIICEREINTVWET, COERIILRETE, RvT—IPBBEARETHERAINTVLEHNED
NERDIFZRE, ISICHERATEDLIICTEIENTEET, TOERHIE. RedHat HRtT 2 Y
Tz T7BLVCEHRICHBRTELIICKTINTVWET, Y—RKRX—F 14—V T b7z T7D/y FIR
BERETZICIE. BIMOEEN’VETY,
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pa 3

Red Hat Insights for Red Hat Enterprise Linux A Y 754 7V AH—EX &, ITEF2a
74 —B&LAY T4 7 REEED Red Hat Enterprise Linux Y A7 LADtEF 1Y)
T4—R)Y—DAVT ATV A%, BER. SLPLR—MT2DICEKEILZE
T, Fleo AVISATVAY—ERUIRATREICSCAP EF 1T 1 —RY S —%1F
MELVEETSHIEHTEIET,

BEEHR

Red Hat and OVAL compatibility

Red Hat and CVE compatibility

BREF1Y T4 —OBE O BHSLCT KA1 —

Security Data Metrics

722. VAT LDHEFEDRF v >

oscap AXY RSAVaA—T14)T14—%FERATZE. O—AILYRATLDRAFvY, REIVTSA
TYRAVTVY DR, BOPICAF v VB FIVFTEZEREICLIELR—MEHA NOERIATEET
T, IDA—FT 14 )T 14—I& OpenSCAP 4 75)—D7OY IV RELTH—ERERHEL.
TOMEEENIEST ZSCAP AV TYYDIA TICEDWTEYa—)Lb(H7Tax Y M) ILJIL—7L
i_a_o

AR

e openscap-scanner 3 & U bzip2 /Xy 5 —I N4 VA M—=ILINZET,

=S ]
2T LICEHFTRHSAOVAL EEHEAY o vO—RKLET,

_\
\”

# wget -O - https://www.redhat.com/security/data/oval/v2/RHEL8/rhel-8.oval.xml.bz2 | bzip2 -
-decompress > rhel-8.oval.xml

2. VAT LDMETEM%E X F ¥ >~ L. vulnerability.html 7 7 1 LICHEREREL T,

I # oscap oval eval --report vulnerability.html rhel-8.oval.xml

i3
qEI-I'l

o BRETIUVY-—THRALETT, UTICHZRLET,

I $ firefox vulnerability.html &

BEER

e oscap(8) M man R—<
® RedHat OVAL E%

® OpenSCAP DX E!) —HEDRIE
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B7E

723. VE— M RTLDHRETFHEDR F v >

SSH 7’0 b JJL T oscap-ssh Y — L&A L T. OpenSCAP RF¥+F+—TY E— MY R T LDHEFEME
EHRTHIEETEET,

([} =355
e openscap-utils 8LV bzip2 /Ny F—2id, AF¥ v VIERATEZVRATLICA VAN —ILEN
7,

e !)E— NIRRT AIT openscap-scanner /Ny T —IU QA VA R—ILINTWS,

e JUE—RNIYRFALTSSHY—NR—HPETFTLTWDS,

. VAT ALAICRHF RHSAOVAL EEA Yo vO—RKRLET,

# wget -O - https://www.redhat.com/security/data/oval/v2/RHEL8/rhel-8.oval.xml.bz2 | bzip2 -
-decompress > rhel-8.oval.xml

2. MEgEMEIC LT, KRR M£ machinel, R— 22 TETT 25 SSH, 8LV1—H—4F joesec
TUE—PMRTLERF v L, #ER% remote-vulnerability.html 7 7 1 LIZREL XY,

I # oscap-ssh joesec@machine1 22 oval eval --report remote-vulnerability.html rhel-
8.oval.xml

B EfE R
® oscap-ssh(8)
® RedHat OVAL E%

® OpenSCAP M X E!) —HEDRIE
73.BEAVTSATVARFT vV

731LRHEL DEREIVY TSAT VR

BREAVIZFATVARAF v v EFALT. REOHEBTERINTVWEIR—FA VICENTEF
T, e A, KEBFEHAL TWBIHEIE. & AT L% Operating System Protection Profile
(OSPP) ICEMI &, ZTINWNEBEEDIFEIL. ¥ AT L% Payment Card Industry Data Security
Standard (PCI-DSS) ICERI B R IFTNIERSRVWBEERHYET, REIV IS4 TV RRF v U %
EITLT YRATLEF2) T4 —%BIETBHIEHTEET,

Red Hat ld. WRIVAKR—RY hAIFD Red Hat DRR N TSV 7 4 RIS TW BT, SCAP
Security Guide /X r — Y THRH I 1 % Security Content Automation Protocol (SCAP) ¥ 7 VW IC
MO EZHWELET,

SCAP Security Guide /Xy o —J &, SCAP1.2 8L U SCAP 13 ZEMRIGICENT 20T Z1Z2#t
L £9 ., openscap scanner 1—7 1 ') 7 4 —|&, SCAP Security Guide /Ny Iy —Y TRHEI NS
SCAP12 B&LUSCAP13 AV T VY YDEAEEHRMENHY F T,

EBAVTSA4 7V ABLUHEBHER X v >~ OFA
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BREAVISATUVRARF YV AEERFTLTE, YVATLADNERLTWS EIFRY &

SCAPEFxaUF4—HARAA— I, T—YZAN)—LDRF2 AV IMNERT, EHOTS Y b
7A—LDTOAT77AINERBLET., T—FRAMN)—L4LF, EE. RVFIY—7, 7O774), &
SWMELXDIL—ILHBEEFNDE T 7AINTT, FEIL—ITIK, AVTSATVAOERAMEEHEIEEL
F9. RHELIE. EFa )74 —RUP—%Z{OIEBOTOT7 7MLV ERHELET, RedHat 7T—4% R
MU —AITiE, EREEDMIC, KBELAL—ILOBEICET2EREEEINET,

AVTSATIVRARFT Yy Y Y —RADEE

Data stream

— xccdf

|  — benchmark

| — profile

| | F—rule reference

| | L—variable

| F— rule

| —— human readable data
| —— oval reference
— oval — ocil reference
— ocil — cpe reference
L cpe L— remediation

707 74 JLi&. OSPP. PCI-DSS. Health Insurance Portability and Accountability Act (HIPAA) % &
DEF1)T4—RI)Y—ICEDK—EDIL—ILTT, ThiZLY, EFa Y71 —1RERIQICENT
DI, VAT LZBEITEETEEY,

TO774INEZEREGAR) LT, RATD—RORIBEDHEDIN—IVEHRITAXTEET, 70O
774 IVOREDFMIE. SCAP Workbench 2B L7EF¥2 71 —7O7 74 ILDARIITA X
ESRBLTLEIL,

7.3.2. OpenSCAP R % v VR DA
OpenSCAP 2 ¥ ¥ VICEAINET—YAN)—L 707740, BLUVVRATLDIEFIFRTS

ANT 4 —ICH LT, EL—LHOBEDRRNMERINEZEDIHY ET, UTICEAShBEHERE
ZTORKROEELGHPAZTLET.

Pass

AF¥ v VTR, ZOL—ILEDHENRDONMY FHATLE,
Fail

AF¥Y VT, ZOIL—ILEDFREVREINE L,
Not checked

OpenSCAP IZZ DI —ILOBE#FHTMERITLEREA. YATADNZDIL—ILICFETERLTWS
DEIDERBLTLEIW,

Not applicable
ZDI—ILiF, WAEDOEREICIEERINIEA,
Not selected

ZDI—=EZ7O7 74 ILICIEFEEFNFH A, OpenSCAP IFZDIL—ILAFHEIHE . HERICZD &
DIIL—ILIFRIINFIE A,
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X5

B7E

Error

AFX v VY TIS—HIRELFE LA, ML, --verbose DEVEL 4 7> 3 v %#EL T oscap O
YRTHRTEET, NJLR—F ZERTDIEERIFTLTLEIL,

Unknown

2F v U TFHLAWKREIREE L F L, ###id. "--verbose DEVEL # 7> 3 VAIBEL T

oscap AX Y REANTEZFYT, NJLER—F EZERTEIEEREFTLTLLEIN,
733.BEIVTSAT7VZAOTOT 74 ILDERT
2F v VELIFBEICTOT7 74V AEFERT R I EERET HHIIC. oscapinfoty 7YY RAFEAL
T, 7O774 05 —8BFRNL. FHAHRBEERTIET,
([} =355

e openscap-scanner /N 77— 8 & U scap-security-guide /XY S —I N4 VA M —=ILINT
W3,

Fa

. SCAP Security Guide 7AY =¥ MY RET 22X YT —aVFS547R7A7 74
THHEITRER 7 7MILETARTERRLET,

$ Is /usr/share/xml/scap/ssg/content/
ssg-firefox-cpe-dictionary.xml ssg-rhel6-ocil.xml

ssg-firefox-cpe-oval.xml ssg-rhel6-oval.xml
ssg-rhel6-ds-1.2.xml ssg-rhel8-oval.xml
ssg-rhel8-ds.xml ssg-rhel8-xccdf.xml

2. oscapinfo 7 7YY RAMAL T, BRRLAET YA M) —ALICET2FMBEREERTLE
To T—HRAN)—=LEESL XML 7 7ML, BHEIIC -ds XFEFTRINE Y., Profiles z2
vavTik, FIAEREATO77M4ILE. ZDOIDDY A NAHERTEET,

$ oscap info /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml
Profiles:

Title: Health Insurance Portability and Accountability Act (HIPAA)
Id: xcedf_org.ssgproject.content_profile_hipaa

Title: PCI-DSS v3.2.1 Control Baseline for Red Hat Enterprise Linux 8
Id: xcedf_org.ssgproject.content_profile_pci-dss

Title: OSPP - Protection Profile for General Purpose Operating Systems
Id: xcedf_org.ssgproject.content_profile_ospp

3T—HIRAMN)=LTFANILTAT7AIINERRL, BRLATOT 74 ILICET 2EMIE
WERTLET, TDRHITIE. oscap info IZ —-profile £ 7> 3 v &RE L&IC. BFIDI
XY ROBATRRIINLID DREDOEIaVERELE T, L&A HPPATO7 74
JL®D ID I xcedf_org.ssgproject.content_profile_hipaa T. --profile = 7> a3 > D&l
hipaa T9,

$ oscap info --profile hipaa /usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml
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Profile
Title: Health Insurance Portability and Accountability Act (HIPAA)

Description: The HIPAA Security Rule establishes U.S. national standards to protect
individuals’ electronic personal health information that is created, received, used, or
maintained by a covered entity.

BIER R

scap-security-guide (8) ® man R—

OpenSCAP D X £ —HEDRE

734 FEDR—RZAVICLBHREAY T4 7 ¥ RO
VAT LDMFEDR—XZA VIZERL TWENE D DN EHRT BICIE. ROFIEICHEWNE T,

AR

FIR

openscap-scanner /N 77— & U scap-security-guide /XY S —I N VA M —=)LINT
W5,

VAT LADERNT EINENHDIR—RASAVADTOT774ILDID ZH>TWBRELDHY F
T, IDERDIFBICIE. BEIAVTSATUVAOTOT774ILDOERR Z#SBLTLEIV,

BIRLATOT77ANTEDYRATLANEDEL D ICRMETHZ D AFTMEL. RF+ VRHREER
BET2E. LTFDELDITHTML 7 7 4 )L (report.html) ILIERARTIINE T,

$ oscap xccdf eval --report report.html --profile hipaa /usr/share/xml/scap/ssg/content/ssg-
rhel8-ds.xml

MHEIIGLT, AV T4 7V RICH LT, "R % machinel, R— b 22 TETT 2
SSH., 8&Ua—H%—F%joesec T E— MV RATLERF+ VL. {ER% remote-
vulnerability.html 7 7 1 JLICIREL £ 9,

$ oscap-ssh joesec@machine1 22 xccdf eval --report remote_report.html --profile hipaa
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml

BIER R
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/usr/share/doc/scap-security-guide/ 71 L 7 b ') —IZd % SCAP Security Guide K 1 X
vk

/usr/share/doc/scap-security-guide/guides/ssg-rhel8-guide-index.html - scap-security-
guide-doc /XY 7 —I T4 ¥ A h—JLE N7z Red Hat Enterprise Linux 8 Dt ¥ 2 7 REREH 1
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B7E

X5

EBAVTSA4 7V ABLUHEBHER X v >~ OFA

7A4. BEDR—ZASA VICEDLEEY AT LADIEE

BEDR—IASA VICEDETCRHEL Y AT LAEEBETEZXT, ZDOHITIE Health Insurance
Portability and Accountability Act (HIPAA) 707 7 1 L &EH L TWE A, SCAP Security Guide T
REINTVWRMEOTOT7 7M1 VICEDLETEBETZ2EEHTEEY, FHTEATO7714ILDY) R
NDEFMIE, ZEIAVTSATVADTAOT74IILDRET H#SBLTLEIL,

Digk

=

BE £+ 7> arvhEMRRETOY AT LAFEEIX. BEICTHOAWE Y AT LD
BELRLICHREZIBEDHY £T, RedHat ld, EF¥2 T4 —%58IELIZEBIETIA
bhi-ZHEA2TICET BAFRIIRBRHELTVWEEA, BEIE. T7FILMERED
RHEL Y ZFATHIELTWET., 41 VA N—ILRICV AT LDZER L EBEIE.

BEAETFTLTE, RELREX2) T4 —7O7 74 IICERLAEVGEDHY X
E

AR

e RHEL ¥ X7 AIT. scap-security-guide /Xy 77— N VA h—J)LINTW3,

FIR

1. oscap I< ¥ KIC —-remediate # 7> a Vv AIRE L THERALZE I,

I # oscap xccdf eval --profile hipaa --remediate /usr/share/xml/scap/ssg/content/ssg-rhel8-
ds.xml

2. VAT LEBEHLEY,

L YAFLDOSPP 7O7 7AIADAY T4 TV R%EFiL. RF v ViER%E
ospp_report.html 7 7 1 JLICREFELE T,
$ oscap xccdf eval --report hipaa_report.html --profile hipaa
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml
B

e scap-security-guide(8) & & U oscap(8) M man R—

o FLvIN—AMDEE Complementing the DISA benchmark using the SSG content

7.5.SSG ANSIBLE PLAYBOOK = L T. HEDR—RZ A VIlEHE
TCYVATALARIEBIET S

SCAP Security Guide 7O Y £ 4 b ® Ansible Playbook 7 7 1 LA L T, HEDR—ZASA4 VILE
HDETIVRTLEBIETEEY, ZOHTIE Health Insurance Portability and Accountability Act
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(HIPAA) 707 7 1 L EFER L TWE § A, SCAP Security Guide TIREIhTWatho 707 74 )L

ICEDETEBETZIEETIXET, FAHAAUREATO774IILO) A MNOFEMIZ. ZEIVTSAT7 Y
20TOT774ILDFRR ESBRBLTLLEIW,

DIk

H
[=]

BIE 47> a UhAMRRETDY AT LML, EEICTHRARWVWE Y R T LD
BERLIMRDIZEDHY T, RedHatlE, ¥ 71 —%58ELABETINA
bhiZEA2TILRTEFFRIFRHELTVWEEA, BEIX. T7A4ILMNRED
RHEL VAT ATHBLTWET, 41 VA M—JLBICY AT LDETE LB,
BEAERITLTE, REREF2) T4 =707 74 IVICERLRBRWNGEDLHY F
ER

AR
e scap-security-guide /XY S —I B VA M—=ILINT W3,

e ansible-core /XYy —IUDNA VR MN—=ILINTWD, FillE. Ansible 1 VA M—ILAA K %
BRBLTLEIL,

pa 3

RHEL 8.6 LA Tlk, Ansible Engine (&, EJL b Y EY 2 —)LDH % ST ansible-core
Ny = ICBEMZI 6NFE L, Ansible BIEDZ < &, community AL V>3 v
& U Portable Operating System Interface (POSIX) AL 2> 3 VDEY 2 —IL%=FRT
BZIEITERLTKEIY, ChIFEARAAEY1—ILILEEFNTVWEEA, J0DH
A&, Ansible EEDHRDHYIC Bash BEZFEMATEX Y, RHEL 8 D Red Hat

Connector ICIE. Ansible Core TI&18 Playbook Z#EEX t 5 /=D ICWHE/ Ansible E
Ja—IHhEEFRTWET,

FIR

1. Ansible ZEA L TOSPP ICELE T AT LZEBELEY,

# ansible-playbook -i localhost, -c local /ust/share/scap-security-guide/ansible/rhel8-
playbook-hipaa.yml

2. VAT LEBEHLEY,

L YAFLDOSPP 7O7 7AIADAY T4 TV R %L, RF¥ v ViER%E
ospp_report.html 7 7 1 JLICRELE T,
# oscap xccdf eval --profile hipaa --report hipaa_report.html
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml
BEfEIR
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EBAVTSA4 7V ABLUHEBHER X v >~ OFA

X5

B7E

e scap-security-guide(8) & &£ U oscap(8) M man R—

® Ansible K¥Fa Xk

7.6. VAT ALAEFEEDR—ISA VIZEHE31=-HDEER ANSIBLE
PLAYBOOK D{EEK

UTDOFIEICHE> T, BERBEDH% ST Ansible Playbook ZERK L. Y AT LEHEDR—R 54
VICEDbEET, ZDFITIE. Health Insurance Portability and Accountability Act (HIPAA) 7’07 7 A
WEFEALEY, COFIETIK. BE%EHEEZ L TOWRWNIED Playbook ZEK L 9, LLTFDFIRE
KRS & YRATLEEBRETIC, BOT TV r—2aVvRIK7 7M1 IVOERFEEZITIEITTY,

R

RHEL 8.6 Tl&. Ansible Engine (&, fiAAHEY 1 —ILD#H % ZL ansible-core /%
T—UICBEIEAONE L, Ansible BEDZ <&, community ALY avELT
Portable Operating System Interface (POSIX) AL 2> avDEYVa—IAFERTE &
ICERLTLEIY, ZhIFBAHFRAHAEY1—LIEEFRTVWEEA, TOHEIL
Bash {18 % Ansible EEDRH Y ICFEATEF 9, RHEL 8.6 @ Red Hat Connector IZ
I&. Ansible Core TI&18 Playbook Z#EE X B 2 /=D ICMHEALL Ansible EV 2 —ILHAEF
nTWEd,

L

AR

e scap-security-guide /Ny T —I A4 VA R —ILINTW S,
¥
L YRATLEZF vV L THREZEREFELET.

# oscap xccdf eval --profile hipaa --results <hipaa-results.xml>
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml

2. RNEFINZT7M4ILT, HBRIDDEZRDIFTET,

I # oscap info <hipaa-results.xmi>

3. FIE1TERINZT 714 ILICEDWT Ansible Playbook 4 L £ 9,

# oscap xccdf generate fix --fix-type ansible --result-id <xccdf_org.open-
scap_testresult_xccdf_org.ssgproject.content_profile_hipaa> --output <hipaa-
remediations.yml> <hipaa-results.xml>

4. ERINTT7ANEHR LI T, ThICIE, FIB1TTEITINLZRAF v VARICKERLIL—
LD Ansible BIENEFEFNTWET, TOERINLT 71 L 52HER L7, ansible-
playbook <hipaa-remediations.yml> I~ > K& {FH L CERATE XY,

HREE
o BHEVWDTFRAMNITAY—T, FIRITERITLERAF v Y TRELIIL—ILA, ML
<hipaa-remediations.yml> 7 7 { LICEFEFNTWE I &R LE T,

BIER R
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e scap-security-guide(8) & &£ U oscap(8) M man R—

® Ansible K¥Fa Xk

77.1%8TCT77T)r—>2a3 v aBETDZZODBASH RV ) 7 N DIERK
COFIEAEFEHALT. YRATALAEHPAAREDEX 1) T4 —T 0774V ERAETIBEELSD

Bash 27 ) 7 hAEMLZET., ROFIETIE., YATALICEREAMADZERL., BOTTY r—
avAIR I 7ANEEET B ALEERBALET,

AR

e RHEL ¥ X7 AIT. scap-security-guide /Xy 77— Nf VA h—J)LINTW3,

FIR

1. oscap AV Y REFERALTIYRTLAERF vV L, BREXML 7 71 VICRELET, UTF
DPITIE, oscap |F hipaa 7O 7 7 A IICH L T AT LEFHEL £,

# oscap xccdf eval --profile hipaa --results <hipaa-results.xml>
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml

2. IRNEFINZT7M4IT, HBRIDDEZRDIFTET,

I # oscap info <hipaa-results.xmi>

3 FIET CERINEHER T 7 A IVICEDWTBashR2 Y 7 hAEKLE T,

# oscap xccdf generate fix --fix-type bash --result-id <xccdf_org.open-
scap_testresult_xccdf_org.ssgproject.content_profile_hipaa> --output <hipaa-
remediations.sh> <hipaa-results.xml>

4. <hipaa-remediations.sh> 7 7 1 JLICIE. FIE1 TERITINZAF v Y HRICKBLEZIL—ILD
BENEIFNIT, COERINLT 7ML EHEBLES, ZOT77/4ILEBLTA LY b
I) —AT. ./<hipaa-remediations.sh> <Y RAFRALTCI7 71 LA BETEET,

o BHEVWDTHFRANITFTA4H4—T, FIR1TEFTLERAF+ Y TRE LI —ILD <hipaa-
remediations.sh> 7 7 1 JLICEFEFNTWB I & &2MEELE T,

BIER R

e scap-security-guide(8). oscap(8). & & U bash(1) D man R—

7.8.SCAP WORKBENCH AR L7 ARAYLTOT77AINTYRTLDR
Fr Y

SCAP Workbench (scap-workbench) /Xy 5 — (372574« ANI—FT 4 ) T4 —T. 1650OO—AHI
VATALAFRRBYYE-— RN RATLATERERF Y VEMBIHEIAF v Vv E2ETL, YRATLDEBEZZETL
T, AF v VHEICE DK LR—bZ2ERLET, oscap IV RTA4vaA—FT4 )71 —EDHE

IZ. SCAP Workbench ICIZfRERAREEE L NV EIFE L TL XV, SCAP Workbench .
F—HZANY) =L T FAILDOERTEFIYF —aAVFUYENEBLET,
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F7EHEAVTSA TV ABICHEIEER+ v >~ ORA

7.8.1. SCAP Workbench 2 LY AT LDRAF v VB L VEE
BIRULEEX2) T4 —RY Y —ICH L TY R T AETET 21013, UWTFOFIBICRENE T,

AR
e scap-workbench /Xy r—I N ZAFLICA VA R—=ILEINTWS,

FIR

1. GNOME Classic 72 7 b v 7I&RiEH 5 SCAP Workbench %3179 % ICI&. Super F— % 1#
LT7971E71—DOHE %5 X. scap-workbench * A LT Enter2#L 9., £k
X, ROIXY RERITLET,

I $ scap-workbench &

2. UTFoFTyavonghhrasFEALTEFa) 74 —RYD—%FIRLET,
e BHIEY 14~ KU D Load Content K% ~
® Open content from SCAP Security Guide

e File X —21—® Open Other Content T, XCCDF, SCAPRPM, FZX&IET—4% A MY —LA
T77ALDET7AIVERELET,

Open SCAP Security Guide X

SCAP Security Guide was found installed on this machine.

The content provided by SCAP Security Guide allows you to quickly
scan your machine according to well stablished security baselines.

Also, these guides are a good starting point if you'd like to customize
a policy or profile for your own needs.
Select one of the default guides to load, or select Other SCAP

S Ec U R I TY G U I D E Cantant antinn tn laad vnor mam contant

Select content to load: RHEL8 -

Close SCAP Workbench | | Load Content

3. Remediate F v V7 Ry Y A%5BIRL T, YATLREDEHFHEBEEITOIENTEET, 2
DA T arvaEAMICTBE, SCAP Workbench i, R Y—ICLYERAINhZ X2
TA—I—IRHS T RATLAREDEER4HAE T, 2OTOCRIE, YRATLRF v VH
KK L-BEEF v VA BIETZ2HENHYET,

Digk

==
[=]

BIE &+ 7> a v BYRRETOY AT ALAFEIX. EEICTHARVWES R

TLADEBERRICKEDBEDHY £F, RedHat ld, EF¥a )71 —%5&
{ELIBETMAONAZER2TICR T BEIFRIFRELTLWEEA, B
@m\?71»#&E®MELDZ?ATﬁmLTM§TQ4?1#—»
BRIV AT LDWERLLBEIL. 1P<E7:zaéﬁlxc% WERtEFXa1
T4—7077 4whﬁﬂbaut HYET,
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4. Scan R VAEIYw oL, ERLETOT7Z7AM4IVTIYRTLERAX vy LET,

ssg-rhel8-ds.xml - SCAP Workbench x
File Help
Title Guide to the Secure Configuration of Red Hat Enterprise Linux 8
Customization ‘ fhome/joesec/ssg-rhel8-ds-tailoring.xml v ‘
Profile ‘ Protection Profile for General Purpose Operating Systems (151) v ‘ ‘ Customize ‘
Target (») Local Machine (_) Remote Machine (over SSH)
Rules ‘ Expand all

> Extend Audit Backlog Limit for the Audit Daemon

» Enable Auditing for Processes Which Start Prior to the Audit Daemon

» Enable auditd Service

o

»  Configure SSSD to Expire Offline Credentials

3
@

> Configure SSSD's Memory Cache to Expire

o
&

» Disable SSH Root Login
» Disable SSH Access via Empty Passwords
» Disable Kerberos Authentication

» Disable Host-Based Authentication

o
n

o

> Disable SSH Support for Rhosts RSA Authentication

100% (151 results, 151 rules selected)

» Disable SSH Support for User Known Hosts

‘ Clear ‘ ‘ Save Results ¥ | | Generate remediation role ¥ ‘ |§how Report ‘

5 AF v U#ER%E XCCDF 774, ARF 774 )b, FIEHTML 7 71 LOFHRATRET B I
I&. Save Results IV /KRRy I X%2 Y v Y LEY, HTML Report + 7> 3 » %:&IR L T,
AFx v VL R—bE, NBNHZTEZHATERLET. XCCOF HRB LU ARF (F—4 R
M=) BXiE, BINOBSUEBIELTWET, 3204 T2 aVIFIRTHEYIERLEBIRT
XE9,

6. BRR—ADEBEE I 7AIICTIVRAR—bTBICIE. KRy F7v T XA =21—0D Generate
remediation role Z{#H L 7,
7.8.2. SCAP Workbench #fFAH L7t *2 ) T4 —70O77M4IDHRITA X
X2V T —FOT7 74N ENRITA T BITE. FEDI—IL (RRT—RKDTRNRRE) D/RS
A= —%6EBL, JOAETCHRETZIL—ILEHRL, BMDOIL—ILEFERL TRERY >—%F
HETXFT, A7 7ML EHRITAALTHLVWIL—ILOERIETEEHA,
LUTFDFIETIL. SCAP Workbench #FH L T7O7 7ML A HRHYTA4 X (GAE) LET, oscap O

IURSAVA—FT4 ) T4 —THEHTLIZILIICHRITNAALAETO 774 IV ERETDHIEETE
F9,

=S

e scap-workbench /Xy r—I B A F LICA VA M—=)ILINTW3,

FIR

1. SCAP Workbench #3217 L. Open content from SCAP Security Guide X 7=(& File X =1 —
@ Open Other Content 2 AL THRIXA X932 7O07 71 LA RBIRLZET,

50



F7EZXEAVTSAT7 U RABLIUHESER* v > OB

2. BRLAEXF2 T4 —7O7 7ML EBLEILHGLT
Dy LEd,
ZNICEY, TOT—FAN)—L 774V EEBEFTICREBERIMATVWS 707714 %
EHATIXDHLWHARITA X4V RO HEEEST, HHLWITOT 740 ID %BIRLE T,

%Y BICIE,. Customize KRY V&5

Customize Profile

x

Choose the ID of your profile.

Warning: Choose it wisely. It cannot be changed later and may be required if you choose to
use command line tools or various integrations of OpenSCAP.

The ID has to have a format of "xccdf_{reverse DN5}_profile_{rest of the ID}.

For example "xccdf_org.mycorporation_profile_server”.

Mew Profile ID

xccdf_org.ssgproject.content_profile_ospp_customize d|

| Cancel | OK

3.HREBIIN—TICD SN —ILEFE DY —EEaFEHRT 5H. Search 71 —JL KAEFEAL
TEETZIL—IERBELET,

4. W) —EEDF v IVRy U A&EFEALT= include JL—IL F /= 1E exclude IL—JL, FIFHE
IKHCTIL—ILDEEZERLET,

Customizing "Protection Profile for General Purpose Operating Systems [CUSTOMIZED]" x

A s
5 i

Undo History

Select Al Deselect All | password

” Search ‘ Showing match 1 out of 71 total found.

.
#% remember

v (= Set Password Quality Requirements

v [= Set Password Quality Requirements with pam_pwquality
:;K leredit
‘;K fail_unlock_time
% maxclassrepeat
f% retry
f% deredit
% fail_deny
% ucredit
% ocredit

,

‘;K maxrepeat
¢ difok
% fail_interval

5 .
2% minclass

< _minlen

Selected Item Properties B\ X

O D Set Password Maximum Consecutive Repeating Character
(¥ [Z] Ensure PAM Enforces Password Requirements - Minimum

O D Ensure PAM Enforces Password Requirements - Minimum

| Delete profile |

| Cancel || OK

Title |minlen |

D iect.content_value_var_passwcrd_pam_minlen |

Type |xccdf:Value |

Meodify Value

Only takes effect when this profile is used for evaluation.

IlS | - ‘ (number)
Description

Minimum number of characters in password

Affects Rules

* Ensure PAM Enforces Password Requirements -
Minimum Length

5. 0KRS V%0 ) v LTEREZHIEL T,

6. EERREKBHICEET 21K, UFOWThADS 7o 3V EFALET,

e File X —1—® Save Customization Only ZffA L T, ARXR4 <A1 X7 71 L& IERF

l./ij_c
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o File X=Za1—Save All z:ZIRL T, IRTCOEFa)Fr—aVv7FrVeE—EIRELZE
_a_o
Into a directory &+ 7’2 3 >~ %#3®iR§ % &. SCAP Workbench i, T—% AN —LT 7
AINEBELVAREITAXT7AIVDOEEZ, HELLGMICKELET., ThidNy
FyITY)a1—vavELTHERATEZY,

As RPM #*+ 7> 3 v %32iR4 % &, SCAP Workbench (. T—% AN —LT 74, 2
SMICHRIIA X T 7AIVEEL RPM Ry S —I DIER IR TEE T, hid. Y

E—FMTCRFY VY TERVWIRATALICEF2Y T —aV T VYRGB LEY., AL
BOEDICAVT VY EERET 2DICEMTT,

= -1o)
SCAP Workbench lZ. H R4 XA X L7707 74 IILAITOERR—IDEEICHTIG

LTWAWESD, oscap ANV RSAYA—TFT 1) T4 —CITIRR—MLEBEAE
ﬁbi?o

7.8.3. BEIFHR

e scap-workbench (8) D man R—

e scap-workbench /Xy 75— TR I 1 5 /usr/share/doc/scap-
workbench/user_manual.html 7 7 1 )l

® HRYTAXINTSCAP R ¥ —% Satellite 6xKCS TTF7O4 9§ % iEE

anl

79. 1A M—IVERICEF 2 YT+ —TOT77MIVICENTZO AT LD
F7O04 X b

OpenSCAP 24 — M &AL T, 1 YA M= T7OEXDERIC. OSPP ¥ PCI-DSS. HIPAA 7’00
T7ANBREDEF 1) T4 —TOT7AIICENT D RHEL VAT LT OATEET, DTS

A4 XY NAEEFERATZE. BERVY T 2FERALTETEATERVWVEEDIL —IL (XX T7—FR
DBEEN—T 42 a VDI —ILRE) ZBHATEET,

791 GUl g A= —N—EHBEDRWTIOT7 71
SCAPtEXaYFT14—HARKRDO—EE L TREINEZ—HOEXF21)F14—FO7 74 ILIE. Server
with GUIR—ZDIREBDILR/Ny r—Y v N EBREALBRWGELSHY E T, LI >T, ROFO
T77ANDVWTNNMIENT DV RATLES VA M=ILT BIFEIE. Server with GUI%EEIR L AW T KL
EEW,

K7IGUI &fgal-Y—nN—¢tHEMOLZWIOT7 741
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x11-server-
common. xorg-x11-
server-utils. & &V
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Ny ir—3 xorg-x11-
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xorg-x11-server-
Xwayland (&, Server
with GUINNy r—
FO—BETY A, KR
S—TRENSZHIRY
IREIHYFT,

nfs-utils /Xy r—<
(EServer with GUI/N v
=Tty NO—ETY
M. RY T —TIEZEDH
BROMBETY,

nfs-utils /Xy r—<
(EServer with GUI/N v
=Tty NO—ETY
M. RY S —TIEZEDH
BROMETY,

Ny ir—< xorg-x11-
server-Xorg. xorg-
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common. xorg-x11-
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xorg-x11-server-
Xwayland (. Server
with GUINN Yy r—
FDO—BETY A, KR
Y—TRENSZHIRY
IREN’HYFT,

e

RHEL /A—< 3> 8.4 1L
[£T, RHEL YR T L%
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792. 274 ANA VAN —=ILEFRALAER—ASA4 VHEHD RHEL > AT LDT T
A4 XYk

COFIEEFEALT. BFEDR—RAFAVICEDELRHEL Y A7 %7704 LET., ZOHITIE,
OSPP (Protection Profile for General Purpose Operating System) Zf#H L £ 7,

Digk

==
[=]

SCAP £ 254 —#1 K D—He LTSN —H0tEal) >4 —70

7 71 I)UIE. Server with GUIR—ZXDRBEDILFR/Nv o —Y 2y M EBBRENLR
WEEHIHY £9, FMIE. GU HT—R—FHEDORWTOT7 740 28R LT
CIEEW,

AR
o TS 74ANAVRAN—ITOVSLTYARATLEREHL TS, OSCAP Anaconda 7 K#
VWA VISITATRTFFRANDADA VA M=ILEYR—FMLTWAEWZ EIFEELTK
I,

o fVAM—IBEEEmEAWVNTWNS,

FIR

LAYVAM—IBIEBHHCT, YVZ2hO708RR 27y I LFET, V72O 70RR BE
MPETET,

2. R=ZABRE RA VT, Y—N"—RIREZERLTT, N—RRREE, 1DLFBERTEET,
3T 27V I LTEEZERAL, 1AM IBEEBIICRY XY,
4. OSPP (CId, ERT Z2MRENHDIBBR/N—T 12 a Vv REEHIH B
&. /boot. /home. /var. /tmp. /var/log. /vartmp. & & U /var/log/audit iZZhEt/{—
Ta4avaEFERLET,
5. EFXaVFT4—RYS—%0Yv I LET, EXaVT1—RY—EBEIAIZFT,

6. YVATLTEXF AT A —RIVY—ZFMITBICE. EFa )74 —RY>—0#EH %2 ON
IKHYEAFT,

7. 7’07 71 JLRA > T Protection Profile for General Purpose Operating Systems 7’07 7
1IVEBRLET,

8. 7OA77MINDER V) v I L TRIREEELE T,

9. HE FERICEK I N % Protection Profile for General Purpose Operating Systems D Z&F %
HELET, RYDFEEEEZZTTLEFT,

10. Y574 hIWA VA M=) TORERTLET,
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T274ANWAVZAN=UNTOTILIE. A VAN—IVIZKIT D&, /LT 2
FYIRI—bT 742 BEMICEK L £T, /root/anaconda-ks.cfg 7 7 1
IWEFEALT, OSPP MDY R T LEBEICA VA M—ILTEET,

REE

o (VAN —IRTEBILVATLDBEDRAT—YRAEMRET ZITIE,. YPATLEBEHL TH
LWRF+ VAERBLET,

# oscap xccdf eval --profile ospp --report eval_postinstall_report.html
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml

BIER R

o FFN—F 4T avDRE

793. Vv IRV —MEFRHLIER—RASM4 VENDO RHEL Y AT LDFT7O4 XV b

COFIEEFEALT. BFEDR—RAFAVICEDELRHEL Y A7 %7704 LET., ZDOHITIE,
OSPP (Protection Profile for General Purpose Operating System) Zf#H L £ 7,

AR

e RHEL 8 ¥ 27 AIC. scap-security-guide /Xy 77— Nf VA h—J)LINTW3B,

FIR

1. ¥v X% — k7T 74l usrishare/scap-security-guide/kickstart/ssg-rhel8-ospp-ks.cfg
L BRLEITA9—THETET,

2. REBHZ®/LTEIIIC, X"=FT 4 YaVEBERAT—LZEHLET, OSPP ICERMT B
I&. /boot. /home. /var. /tmp. /var/log. /varitmp. & & T /var/log/audit DERID/N—F 1
AVERFIDMENHYET, X"—FT 423 VDU A XADAEETEIENTEET,

3. FVIRI—MNUVRAMN—IVERBTZAERIE. FYIRY—M VAMN—I)LDOFEBESEL
TLEIW,

BE
FYIRY—NT7AIDI/INRAT— RKTlE, OSPP DEHUHIHRINTVWEE A,

BREE
LAVAM—IUETRICVATLDREDRAT —Y RA%EWRT 5101, VAT LZHBERE L TH
LWRFvVERBLET,
# oscap xccdf eval --profile ospp --report eval_postinstall_report.html
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml
BEEEIR
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® OSCAP Anaconda Add-on

700. VT F—BLVAVTF—A A=Y DIEBHERF v~
LTFOFEZFEALT, AV FF—FA@EaAVTF—AA—2DEFa) 71 —EHEEZRELET,
s

oscap-podman 1< > R(F, RHEL82 CHIFHTEZJ, RHEL81H LU 8.0 DIHzE

&, FLvIR=AMDFE Using OpenSCAP for scanning containers in RHEL 8 TEREAX
hTVWsOERZFALET,

[} =355
e openscap-utils B LV bzip2 /Xy 5 —IMNA VA M —=ILEINET,

FIR

2T LICEIFFTRHSAOVAL EHEAY o vO—RKLET,

[

# wget -O - https://www.redhat.com/security/data/oval/v2/RHEL8/rhel-8.oval.xml.bz2 | bzip2 -
-decompress > rhel-8.oval.xml

2. 3

VTFFT—FEEAVTFF—AA=JDIDEREFLET, UTICHEZRLET,
# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
registry.access.redhat.com/ubi8/ubi latest 096cae65a207 7 weeks ago 239 MB

3. AT F—FLEAVTF—A AU THEMEZZXF*+ > L. ¥ER% vulnerability.html 7 7
1TIVICRFELEY,

I # oscap-podman 096cae65a207 oval eval --report vulnerability.html rhel-8.oval.xml

oscap-podman I <~ RIiZ|& root RN MET, IV TFT—DID FHHDBIETHB Z &I
FRELTLEI Y,

R
« BRETSOF-THRLET. UFEAERLET,

I $ firefox vulnerability.html &

BIER R

o :¥HHlX. oscap-podman(8) & & U oscap(8) D man R—Y ASHRL T LI,

INEEDODR—ASA VAEFHALAEOYTFF—FALIFaAVYTFF—A XA =D
txaF4—aVTS54 7 RADOEM

LUFOFIRICHEL. OSPP (Operating System Protection Profile) ¥ PCI-DSS (Payment Card Industry
Data Security Standard). Health Insurance Portability and Accountability Act (HIPAA) 72 & D4 ED -
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oscap-podman 1< > K3, RHEL82 CHIFHTEZJ, RHEL81H LU 8.0 DIHzE

&, FL v IR=AMDFEE Using OpenSCAP for scanning containers in RHEL 8 TEREAX
hTVWsOERZFALET,

AR

e openscap-utils /N o — & & U scap-security-guide /Ny 5 —I A VA M—=)LI N TW
%,

FIE
L AVFF—FAEarvsr+7—AX—Y0IDaREBELET, UTICHERLET,

# podman images
REPOSITORY TAG IMAGE ID CREATED SIZE
registry.access.redhat.com/ubi8/ubi latest 096cae65a207 7 weeks ago 239 MB

2. HPAA 7O 7 7AINTAVYTF—AXA—=VDAVTSA TV AL, RF¥ v VER%E
report.html 7 7 1 JLICRTFL XY,

# oscap-podman 096cae65a207 xccdf eval --report report.html --profile hipaa
/usr/share/xml/scap/ssg/content/ssg-rhel8-ds.xml

OSPP £7/ & PCI-DSSR—R A VY TEFa) T4 —AV T4 7V R %S 255
l&. 096cae65a207 #A VT F+—4 X—TDID IC, hipaa DfE% ospp F 7zl pci-dss ICE X
#Z £, oscap-podman O< > RICIE, root HERAMEARI LITER LTIV,

REE
o ERETSUHY—THRALET, UTICAERLET,
I $ firefox report.html &
Pz
notapplicable AW T W2 J)L—)LiZ, AV T F—IbINLI AT AIITERINARL

IL—=ILTT, INEDIL—IliE, RFPAIILELIEREIEL AT LICOABERINE
£

BEEEIR
e oscap-podman(8) & & U* scap-security-guide(8) @ man R—/,

e /usr/share/doc/scap-security-guide/ 714 L 7 b ') —,

712.RHEL8 THH L TWA SCAP ¥ a T4 —HA RK7OT7 74
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RHEL 8.7.2 LAB&: VIR9

RY>—nR—3>

RHEL 8.6.0 & 8.6.10:1.2
RHEL 8.6.11 LAR#: 2.0

RHEL 8.6.0 & 8.6.10:1.2
RHEL 8.6.11 LAR#: 2.0

RHEL 8.6.0 & 8.6.10:1.2
RHEL 8.6.11 LAR#: 2.0

RHEL 8.6.0 & 8.6.10: 1.2
RHEL 8.6.11 LAR#: 2.0

RHEL 8.6.0 » & RHEL 8.6.2:1.0.0
RHEL 8.6.3 » 5 RHEL
8.6.15:2.0.0

RHEL 8.6.16 LAB#%:3.0.0

RHEL 8.6.0 » RHEL 8.6.2:1.0.0
RHEL 8.6.3 » 5 RHEL
8.6.15:2.0.0

RHEL 8.6.16 LAB#%:3.0.0
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CIS Red Hat Enterprise Linux 8
Benchmark for Level 1-
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CIS Red Hat Enterprise Linux 8
Benchmark for Level 2 -
Workstation

Unclassified Information in Non-
federal Information Systems and
Organizations (NIST 800-171)

Australian Cyber Security Centre
(ACSC) Essential Eight

Health Insurance Portability and
Accountability Act (HIPAA)

Australian Cyber Security Centre
(ACSC) ISM Official

Protection Profile for General
Purpose Operating Systems

PCI-DSS v3.2.1 Control Baseline
for Red Hat Enterprise Linux 8

The Defense Information Systems
Agency Security Technical
Implementation Guide (DISA
STIG) for Red Hat Enterprise
Linux 8

The Defense Information Systems
Agency Security Technical
Implementation Guide (DISA
STIG) with GUI for Red Hat
Enterprise Linux 8
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xccdf_org.ssgproject.conten
t_profile_cis_workstation_I1

xccdf_org.ssgproject.conten
t_profile_cis_workstation_I2

xccdf_org.ssgproject.conten
t_profile_cui

xccdf_org.ssgproject.conten
t_profile_e8

xccdf_org.ssgproject.conten
t_profile_hipaa

xccdf_org.ssgproject.conten
t_profile_ism_o

xccdf_org.ssgproject.conten
t_profile_ospp

xccdf_org.ssgproject.conten
t_profile_pci-dss

xccdf_org.ssgproject.conten
t_profile_stig

xccdf_org.ssgproject.conten
t_profile_stig_gui

RY>—nR—I3>

RHEL 8.6.0 » & RHEL 8.6.2:1.0.0
RHEL 8.6.3 »* 5 RHEL
8.6.15:2.0.0

RHEL 8.6.16 LAB%:3.0.0

RHEL 8.6.0 » & RHEL 8.6.2:1.0.0
RHEL 8.6.3 »* 5 RHEL
8.6.15:2.0.0

RHEL 8.6.16 LAB#%:3.0.0
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4.2

3.21

RHEL 8.6.0:VIR5

RHEL 8.6.1 & & U' RHEL
8.6.2:VIR6

RHEL 8.6.3 5 RHEL 8.6.6:VIR7
RHEL 8.6.7 - RHEL 8.6.10:VIRS
RHEL 8.6.11 - RHEL 8.6.15:VIR
RHEL 8.6.16 LAB#:VIR13

RHEL 8.6.0:VIR5

RHEL 8.6.1 & & U' RHEL
8.6.2:VIR6

RHEL 8.6.3 »* 5 RHEL 8.6.6:VIR7
RHEL 8.6.7 - RHEL 8.6.10:VIRS
RHEL 8.6.11 - RHEL 8.6.15:VIR
RHEL 8.6.16 LAB#:VIR13
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Security of Information Systems

(ANSSI) BP-028 Enhanced Level

French National Agency for the
Security of Information Systems
(ANSSI) BP-028 High Level

French National Agency for the
Security of Information Systems
(ANSSI) BP-028 Intermediary
Level

French National Agency for the
Security of Information Systems
(ANSSI) BP-028 Minimal Level

CIS Red Hat Enterprise Linux 8
Benchmark for Level 2 - Server

CIS Red Hat Enterprise Linux 8
Benchmark for Level 1- Server

CIS Red Hat Enterprise Linux 8
Benchmark for Level 1-
Workstation

CIS Red Hat Enterprise Linux 8
Benchmark for Level 2 -
Workstation

Unclassified Information in Non-
federal Information Systems and
Organizations (NIST 800-171)

Australian Cyber Security Centre
(ACSC) Essential Eight

Health Insurance Portability and
Accountability Act (HIPAA)

Australian Cyber Security Centre
(ACSC) ISM Official

Protection Profile for General
Purpose Operating Systems
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xccdf_org.ssgproject.conten
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xccdf_org.ssgproject.conten
t_profile_cis
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t_profile_cis_server_I1

xccdf_org.ssgproject.conten
t_profile_cis_workstation_I1

xccdf_org.ssgproject.conten
t_profile_cis_workstation_I2

xccdf_org.ssgproject.conten
t_profile_cui

xccdf_org.ssgproject.conten
t_profile_e8

xccdf_org.ssgproject.conten
t_profile_hipaa

xccdf_org.ssgproject.conten
t_profile_ism_o

xccdf_org.ssgproject.conten
t_profile_ospp

1.0.0

1.0.0

1.0.0

1.0.0
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PCI-DSS v3.2.1 Control Baseline
for Red Hat Enterprise Linux 8

The Defense Information Systems

Agency Security Technical
Implementation Guide (DISA
STIG) for Red Hat Enterprise
Linux 8

The Defense Information Systems

Agency Security Technical
Implementation Guide (DISA
STIG) with GUI for Red Hat
Enterprise Linux 8
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xccdf_org.ssgproject.conten
t_profile_pci-dss

xccdf_org.ssgproject.conten
t_profile_stig

xccdf_org.ssgproject.conten
t_profile_stig_gui
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Security of Information Systems
(ANSSI) BP-028 Enhanced Level

French National Agency for the
Security of Information Systems
(ANSSI) BP-028 High Level

French National Agency for the
Security of Information Systems
(ANSSI) BP-028 Intermediary
Level

French National Agency for the
Security of Information Systems
(ANSSI) BP-028 Minimal Level

CIS Red Hat Enterprise Linux 8
Benchmark for Level 2 - Server

CIS Red Hat Enterprise Linux 8
Benchmark for Level 1- Server

CIS Red Hat Enterprise Linux 8
Benchmark for Level 1-
Workstation

o774 1D

xccdf_org.ssgproject.conten
t_profile_anssi_bp28_enhan
ced

xccdf_org.ssgproject.conten
t_profile_anssi_bp28_high

xccdf_org.ssgproject.conten
t_profile_anssi_bp28_interm
ediary

xccdf_org.ssgproject.conten
t_profile_anssi_bp28_ minim
al

xccdf_org.ssgproject.conten
t_profile_cis

xccdf_org.ssgproject.conten
t_profile_cis_server_I1

xccdf_org.ssgproject.conten
t_profile_cis_workstation_I1

RHEL 8.5.0 5 RHEL 8.5.3: VIR3
RHEL 8.5.4 LLf&: VIRS

RHEL 8.5.0 5 RHEL 8.5.3: VIR3
RHEL 8.5.4 LLf&: VIRS

RHEL 8.4.4 LAB#: 1.2

12

12

RHEL 8.4.3 LA#i:1.0.0
RHEL 8.4.4 ~ RHEL 8.4.10:1.0.1
RHEL 8.4.11 LAB%:2.0.0

RHEL 8.4.4 ~ RHEL 8.4.10:1.0.1
RHEL 8.4.11 LAP#:2.0.0

RHEL 8.4.4 ~ RHEL 8.4.10:1.0.1
RHEL 8.4.11 LAB%:2.0.0
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CIS Red Hat Enterprise Linux 8
Benchmark for Level 2 -
Workstation

Unclassified Information in Non-
federal Information Systems and
Organizations (NIST 800-171)

Australian Cyber Security Centre
(ACSC) Essential Eight

Australian Cyber Security Centre
(ACSC) ISM Official

Health Insurance Portability and
Accountability Act (HIPAA)

Protection Profile for General
Purpose Operating Systems

PCI-DSS v3.2.1 Control Baseline
for Red Hat Enterprise Linux 8

The Defense Information Systems
Agency Security Technical
Implementation Guide (DISA
STIG) for Red Hat Enterprise
Linux 8

The Defense Information Systems
Agency Security Technical
Implementation Guide (DISA
STIG) with GUI for Red Hat
Enterprise Linux 8
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xccdf_org.ssgproject.conten
t_profile_cis_workstation_I2

xccdf_org.ssgproject.conten
t_profile_cui

xccdf_org.ssgproject.conten
t_profile_e8

xccdf_org.ssgproject.conten
t_profile_ism_o

xccdf_org.ssgproject.conten
t_profile_hipaa

xccdf_org.ssgproject.conten
t_profile_ospp

xccdf_org.ssgproject.conten
t_profile_pci-dss

xccdf_org.ssgproject.conten
t_profile_stig

xccdf_org.ssgproject.conten
t_profile_stig_gui
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CIS Red Hat Enterprise Linux 8
Benchmark

Unclassified Information in Non-
federal Information Systems and
Organizations (NIST 800-171)

o774 1D

xccdf_org.ssgproject.conten
t_profile_cis

xccdf_org.ssgproject.conten
t_profile_cui

RY>—nR—I3>

RHEL 8.4.4 ~ RHEL 8.4.10:1.0.1
RHEL 8.4.11 LAB%:2.0.0
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N=I 3 UiFRL

RHEL 8.4.4 LAB&: /IN\— 3 VT 1F
A

N=I 3 iR L

4.2

3.21

RHEL 8.4.3 LART:VIRI

RHEL 8.4.4 ~ RHEL 8.4.7:VIR3
RHEL 8.4.8:VIR5

RHEL 8.4.9 ~ RHEL 8.4.10:VIR6
RHEL 8.4.11 ~ RHEL 8.4.14:VIR7
RHEL 8.4.15 LAF&:VIR9

RHEL 8.4.4 ~ RHEL 8.4.7:VIR3
RHEL 8.4.8:VIR5

RHEL 8.4.9 ~ RHEL 8.4.10:VIR6
RHEL 8.4.11 ~ RHEL 8.4.14:VIR7
RHEL 8.4.15 LAF%:VIR9

1.0.0
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Australian Cyber Security Centre xccdf_org.ssgproject.conten /X— 3 VfHiFAL

(ACSC) Essential Eight

Health Insurance Portability and
Accountability Act (HIPAA)

Australian Cyber Security Centre
(ACSC) Essential Eight

for Red Hat Enterprise Linux 8

XR7ZNRHEL8.O CHIxd B SCAPEXaYF1—HA4 K7 az140

t_profile_e8

xccdf_org.ssgproject.conten
t_profile_hipaa

xccdf_org.ssgproject.conten
t_profile_e8

t_profile_pci-dss

N=I 3 IR L

N=I 3 iR L

Protection Profile for General xccdf_org.ssgproject.conten  4.21
Purpose Operating Systems t_profile_ospp
PCI-DSS v3.2.1 Control Baseline xccdf_org.ssgproject.conten 3.2
for Red Hat Enterprise Linux 8 t_profile_pci-dss
[DRAFT] The Defense xccdf_org.ssgproject.conten KZ7 b
Information Systems Agency t_profile_stig
Security Technical
Implementation Guide (DISA
STIG) for Red Hat Enterprise
Linux 8
FR79RHEL82 CSCAP X aVF1+—HA KFOaz714 )
7O 7404 7O7 741D RYS—nR—=Tav

Protection Profile for General xccdf_org.ssgproject.conten  4.21

Purpose Operating Systems t_profile_ospp

PCI-DSS v3.2.1 Control Baseline xccdf_org.ssgproject.conten 3.2

for Red Hat Enterprise Linux 8 t_profile_pci-dss

[DRAFT] DISA STIG for Red Hat xccdf_org.ssgproject.conten KZ7 b

Enterprise Linux 8 t_profile_stig
K7IORHEL8I1TSCAPEXaYFr4—Ha14 K774

7O7740% 7O7 741D RYS—nR—=Tay

Protection Profile for General xccdf_org.ssgproject.conten  4.21

Purpose Operating Systems t_profile_ospp

PCI-DSS v3.2.1 Control Baseline xccdf_org.ssgproject.conten 3.2
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OSPP: A RL—71 72X xcedf_org.ssgproject.conten KZ7 b

TLDORETOT7 714 t_profile_ospp
PCI-DSS v3.2.1 Control Baseline xccdf_org.ssgproject.conten 3.2
for Red Hat Enterprise Linux 8 t_profile_pci-dss
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RHEL D SCAP £F a2 VT 1 —HA FTHHLTWEN=Y 3V

OpenSCAP 7O 9 h_R—Y Tld, oscap 1—7T 4 V74—, TOMDIAVKR—FV b,
BLUVSCAP ICEET 27OV Y MIBT 2 MERERHLTVETS,

SCAP Workbench 7O =7 h_— &, scap-workbench 7 7)) r—< 3 VLT 2515
WERHELEFT,

SCAP Security Guide (SSG) 7O Y =7 h—< (&, Red Hat Enterprise Linux D&#H Dt F 2
DF4—aVvFUYERHBELET,

X2 TFT4—aAVTSA TV REMmEMERF v~ IZ OpenSCAP % {FH9 %:RHEL TO OV
TZ2AT7VREMRBUERF v > DHD Security Content Automation Protocol (SCAP) #Z#E|C
EOKY—IDORTICETEZNVY XA VTR,

Red Hat Security Demos: Creating Customized Security Policy Content to Automate Security
Compliance -RHEL IC&EN 2 Y — I aFRALTEF 2 74—V 54 T7 VXA %BENE
L. #AEEDEF1) T4 —RI)I—EARIYLEF2 YT —RYP—OEAICERNT S
DNV XF VIR, hb—=Zv TP, COFREBANDT IV LR EHET 25HEE. Red
Hat 7AW Y M F—LICBEVEDLECZI L,

Red Hat Security Demos: Defend Yourself with RHEL Security Technologies - OpenSCAP % &
O RHEL THAFRREEREF21 Y71 —KMTZEAL T, RHEL X TLADELANILTE
Fal)T4—2RETIHEEZERCODNVIF VTR, NL—ZU TP, TOTREBAN
D7V R HLET2HEIE. RedHat 7AD Y M F—LAICBREVWEDELLEI W,

National Institute of Standards and Technology (NIST) SCAP M R— Ti&, SCAP D HARY.
Tk, SCAPRETO VS L7 ED SCAP HEDERNEHIREINT T,

National Vulnerability Database (NVD) I&. SCAP AV 7V B LUV ZDMD SCAP EAER—2
DOlEHHUEET Y ICATI2HRD)RI KN —TT,

RedHat OVAL AV F YW )RY M) — IZ1&. RHEL Y AT LADMETMEICT T 5 OVAL EFEN
EENTVWET, 2OR—JE, B DIERZFDDICHERIHERINER—IU T,

MITRE CVE - Zh i, MITRE corporation DM@t g 2BEMDEF 2 ) 71 —Mfe5stEDT—4%
N—2TY, RHEL DB &EIE. RedHat 1R T2 OVALCVE AV T VY AFHT 2 T &
VBINET,

MITRE OVAL - ZMDR—Y Tl&. MITRE corporation 2129 % OVALEED 7OV =7 b A
BAINTWET, OVAL DEAEER. & AIXOVAL S, HFICH45 OVAL ERHLAE
INZOVALOAVTVYYDYRY MY —2HY F£F, RHEL DA F + ~IZIE,. Red Hat H¥if#
TBHOVALCVE A VT VUV AFERTREIENHEINET,


https://access.redhat.com/articles/6337261
http://www.open-scap.org
https://www.open-scap.org/tools/scap-workbench/
https://www.open-scap.org/security-policies/scap-security-guide/
https://lab.redhat.com/tracks/openscap
https://2020-summit-labs.gitlab.io/rhel-custom-security-content/
https://github.com/RedHatDemos/SecurityDemos/blob/master/2020Labs/RHELSecurity/documentation/README.adoc
http://scap.nist.gov/
http://nvd.nist.gov/
http://www.redhat.com/security/data/oval/
http://cve.mitre.org/
http://oval.mitre.org/

F7EZXEAVTSAT7 U RABLIUHESER* v > OB

® RedHatSatellite ICHITZD X2 T —AVTSATVRADEE - ZOHA Kty MTld.
OpenSCAP 2 L TEBDY RATALATY AT LozFa) T4 —%HF T 2 5ERENRP X
nTwWxEd,
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https://access.redhat.com/documentation/ja-jp/red_hat_satellite/6.6/html/administering_red_hat_satellite/chap-red_hat_satellite-administering_red_hat_satellite-security_compliance_management
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558% AIDE TEAMDHEER
Advanced Intrusion Detection Environment (AIDE) (&, Y RF7ALICT7 7AINDT—9 R—R%/ERK L.

TDF—IN—2EFALTI 7M1 VOEESHERRL., YT LOBAERETZ1—F1 YT 1 —
T“’a—o

8.1.AIDEDA VX b—Jb

ADE%ZA VAN—JILL, ZOT—IR—AEFBTBICIE. ROFIEFVETT,

AR

e AppStream Y RY M) —HABRITAR>TWS,
¥
1. aide Ny =AYV ARM—ILLET,

I # yum install aide

2. YHAT—IN—EERLFT,

I # aide --init

= -1o)
F7#4I)L NEETIL, aide —init A< > RiZ. /etc/aide.conf 7 7 1 I TESH
5374L I RMN)=ET774ILDEY NOFHEEDRLEFT, TaL I MN)—FiF

774 )% ADE T—49 R—ITEIM L, BERNSA—9—%ZTET I
I%. /etc/aide.conf *5ZE L X7,

3T IN—ADFERAZRBT ZICIE, BT —INR—ADT 71 IEDNSRKED .new % Hfk
L/i-a—o

I # mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz

4. AIDE T—H9R—ADIFZMELEET 5ICI, /etc/aide.conf 7 7 1 L% iRE L. DBDIR{EAZLHE
LEY., BIlDEF2) T4 —DTF—HR—2R, BRE. /ust/sbin/aide /X1 F+)—T 714 )L
B, mARYEBERXT A T7REDRERIGARICRELE T,

8.2.AIDE #{#FH L/-EBAMF v I DEIT

AR

o AIDE MWEHICA VA R—=ILIh, T—IR—ZADMEPILINTWVWSB, ADEDA VA M=) &
BEBLTLLEIL,

FIE
. FETFzv I 2HBTHICIE. UTEITVWET,
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# aide --check
Start timestamp: 2018-07-11 12:41:20 +0200 (AIDE 0.16)
AIDE found differences between database and filesystem!!

[trimmed for clarity]

2. D &t ADEEBEEITITALIIICVRATLAERELEF T, BELRRES LTI, AIDE
EFERHEITLET, EZIE cronaIY Y RAFERL TEHSFRI 04:05 IC AIDE #2179 5 &
AT T a—I)LT BIIE. /etc/crontab 7 7 1 JLITRDITAEEML F T,

I 05 4 * * * root /usr/sbin/aide --check

8.3.AIDE T —49 R—XDEH

RedHat (&, YZATLDEE Ny T—YDEH, BRET 7AIVDEBELRE) 2HABLTHL, ERER
ADET—IR—REZEHIDIEEHELET,

AR

o AIDE MWEHICA VA R—=ILIh, T—IR—ZADMEPILINTWVWSB, ADEDA VA=) &
BEBLTLEIL,

=S ]
. ERXERDADET—9R—RE=EEHLET,

I # aide --update

aide --update O~ > K%, /var/lib/aide/aide.db.new.gz T—9 X—X 7 7 1 JL&{ERK L £
ER

2. BEMF Vv ITEFLET—IR—RE[FERIT ZITIE. 771 ILEDSKED .new % HIFR
l./i-a_o

8.4. 7 7 A ILEAMY —JL:AIDE 5 £ U IMA

Red Hat Enterprise Linux l&, Y RTLEDT77AINETA LI N)—DBEMHEF v I BLTRE
THHODIFIEARAY—IERBLET, ROKIF. YFVAITELALY —ILERETDHDICHEILS
i-a_o

#X8.1AIDE & IMA DL

Advanced Intrusion Detection Integrity Measurement

Environment (AIDE) Architecture (IMA)

R R ADE (., YRATLLEDT7 74 IMA IE, LARETICREINILERE
ETALIRMN)—DT—HIR—=2R MELELTT 7 1 IILEIEE
HERTB1—T 1) T14—T Ny 1B EFIzvITRILE
To TDT—IR=RIE, 774 IC&Y, 274D ZEEEINTYL
IWOBEMAEFIVvI L. BAE  2HEIDERELET,
METZDICERIEET,
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Advanced Intrusion Detection

Environment (AIDE)

Integrity Measurement

HEER T E

HHH

HR7AE

6

8.5. FEEIF R

72

e aide(1) D man R—

® Kernel integrity subsystem

AIDE (Z)IL—I)LEFRALT, 77
AINETa LI M) —DESMHIR
EatkBLEY,

M- AIDE (&, JL—ILEIRIET B
ZEILEY, T7AIDEEIQ
TWEMEIIERELET,

ADE &, 774 NELIFIT 1L
I N)—DEEINLESICBRE
ERELET,

ADE I, B—AIRFTLED
T77AINETALY N)—DES
HEFzvILET,

Architecture (IMA)

IMAIZ, 774Ny afEafE
ALTEBAEZRELET,

MHEEBFLE-IMAE, 774D
IREMABEE A I EICE
YU, HBEARBESLIUMHIELF
ER

MDD T FAIINEEDEREEHH
7=B5IC, IMAIXERZRE L F
ER

IMA I, B—ANYRTLEY
E-FNYRTFLDEFIYTA—
EHIRLET,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/managing_monitoring_and_updating_the_kernel/enhancing-security-with-the-kernel-integrity-subsystem_managing-monitoring-and-updating-the-kernel

FOE N —FRNEBEEHY T RAFTALILEZEX21Y 71 —D5E(E

FOE N—RINEBEAEMY TORATFALICLDEX2Y) 714 —DiR1E
A—RIWVEBEEY TORTLQAVR—FV MEFBLT, YRATLDREABETEEY, BETS
AVR—FRV NEZTDREDFHFMAE CEL LI,
Ol h—RIVEERHY TV AT A
BEMYTVRATALIF, YDRATLT—Y9DELFNREEYZHETIH—XILD—ETYT, COH TV
AT AL, YRTLDREBEEERFER CREBICRDODICEIEEYT, COYTYVRTLR2HERAT 2
ELBEDVRATLI7AINDEF LK BRWEEEFSIENTEET,
D—FRIBEEYTVRT LI, 2D20FERAVER—RV MNTEREINTWET,
Integrity Measurement Architecture (IMA)
e IMAIL, Z77AIHDETINZIHIEINDECIC, BEENIC/NYY 1T D, BEES{b¥r—
TELTDEICLEY, 72714ILOHRBTERELES, F—IF. A—RILF—=N 2 IH T
AT LICHBHINE T,

o IMAIZ, BIEMEZN—FRILDOAEY) —ZFERICKMLET, ChIZEY., PDATLD2—
HF—DAEEEERETCIALLRYET,

o IMAIZ, A—AHAIELV)E—FDI—HF—DHEEEARIETITEHLIICLET,
o IMAIE, H—RILAEY—HDEIEY 2 MILANCHEMINAEICTH LT, 7274 IILDORE

DARBZA—ANTRIEL EY, ZOIRRMEX. RAEDRAE & URTOREN—FL RWiG
BIS. BEDT77MIICH L THRFZRITIBIE2RIELET,

Extended Verification Module (EVM)
e EVM I, IMABIZEE® SELinux BHERE, YRTLEF2 T4 —ICEETZT74)LD

IREREBME (xattr EEMIEN F ) 2 REL X I, EVMIE, RIS T 2EEBESHIC/NY 2
T5H) BEESETELLIET, ¥—. I—RIULF—) VIS TORFALICERINE T,

H—RIVEEMY T X5 b, TPM (Trusted Platform Module) 2R LT, Y X FLtEFal)
FTA—EILICRIELTEES,
TPM &, BSEEITEEINAN—RD T, 77—L9x7, FLEEFREIVER—XV T, BEE
RBESLHEBE D 7= I Trusted Computing Group (TCG) IZ& 5 TPM HHRICHE > THBEINTVLE T,
TPMIEBE, 75v N7 —LDYH—R— NICERINZERAN—RFY 27 & LTERERINIT,
N=ROzT7F v TOREINLHRIABFLEEI SESEEELRMT I EICEY, TPMIEY 7
RIZTTFR—ZADHENMSREINTT, TPMITROBEEZIRBELET,

o EAHMIIRL—H—

o BEF—DIVIRL—F—ERERAMNL—Y

o Ny avIRL—4H—

e )E—hEIE

BIER R

o Xal)F 1 —DiElt
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® SELinux (Security-Enhanced Linux) DEXRERES L UVBERERTE

0.2 EHTEZ2RBIVESILI N/
EETE3R 5LUBBLB X YRTLAEF1YT(—5HLT 3 LCEEAERTT,

EHETI2REBBEINALRIE. H—FRIVF—) YV IH—EREFRTI2H—FIPERT I2TER
DOFFETT, F—DEEMARIETEET, DFY, RTHDVRATLDEREM AL L UHERT
% 7=®IT. Extended Verification Module (EVM) 2 ETH—%FHTEXZF 9, 21— —L X)L 7O4
SLDNT UV ZRAAEEARDIE, BEEINhZ 707 OB TOREDIATY,

ERCcx5&

BRTIRIE. BOEKEESL (5RE) ODEAICHEAI N S Trusted Platform Module (TPM)
FyTEBBELET, ETPMICIE. AML—YI—hF—EENBZTRY—SvEVY TN
HYFET, ThiETPM BERIREINE T,

R

y Red Hat Enterprise Linux 8 I&, TPM12 & TPM20 DlAA2HR—bLTWE T, &
L. Red Hat &5 TIE Trusted Platform Module (TPM) B’ R— kX 9H? %
SRLTLEIL,

ROOATY REAATRE, TPM2OF Y ITHEMCR>TWEBIEAEHEATITET,

I $ cat /sys/class/tpm/tpm0/tpm_version_major
2

TPM2OF v THAMIIL, I VDI7—ALIITTDEEEBLTTPM20 TN A5 EBIET 3
ZEETEEY,

X 5(C. TPM D platform configuration register (PCR) fED4EEL Y M= FEHA L T, EETX %
ZRETEEY, PCRICIE, 77—L0zx7, 7—hO—¥9— BLVFRL—FT A VIV RT A
AR ZEBAEMEEREOLY MIEENET., DF Y. PCRTREINLBEIZ. BSEEToL
BALYRATALLICHZ TPMTLOMESTEEHA, 27 L. PCR CREINLEETE2EI S
HAENDE (F—YVTIEMIND E), FiLWA—FRILREEZRETETD LI, BEET S
PCRENRIEI N, FHILW (FLIEBSERD)PCREICEHRINF T, E—DF—%, ThThELRD
PCRIEZFODEBOTOTE L TRETZIELTEET,

S{ba

& 51t (L5 — %)L Advanced Encryption Standard (AES) 2R 5728, TPM #REE LFH
Ao THIZEY ., BELRBIEIEETIZ2RLVEERICRYFT, BEEREIE. H—FILDERKL
A EFERLTERIN, 22— —ZEO7OTADI Y RAR—MFIZ Y RY—F— ICLYES
bIhzxd,

TRAY—F—IEETEZEI), 1 —H—F—0DVWITIHTT, YRAY—F—DEFEINTLVARWVEES
ICIE, BE{bEOEX1) T4 —F, BESEIFERIh I ——F—EEALLDICREINTT,

O3.EFECX BT

keyctl 1—7 1 V74 —%EALT, ERTIZ2RZEM. TI/RAR—F, O—F BEFTZI&ICE
Y, YA7L0DEF2YT1—%RALTEXT,

AR
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e 64EY NARMT7—FXF 0 Fv—LUVIBMZDIZEES. trusted h—RILEY 2—J)LHAO—K
IhxEd,

I # modprobe trusted

A—FRIEYV21—I)IxO—RITI2HEDFEMEI. AT LTV ALFOA—FRILEY 2—)L
DiiArihd+ HSRLTLREEIL,

® Trusted Platform Module (TPM) BB TT7 V74 7 TH b, h—FIEEHETTORATL B
SUGEHTEIRERSIUVBESLE ZSRLTILEI W,

R

Red Hat Enterprise Linux 8 &, TPM12 & TPM20 O@A%EHHR— ML TWEY, TPM
12%FERAT 2B FIE122Fy FLET,

-

FIR

L ROA—FT 1) T4 —DWIFhHAEFERL T, K/ KL (Fz& 21, 81000001 ##D
SHA-256 754 <Y —AML—VF—AFHALT2048 Y NRSAF—%/ERR L T,

a. tss2 Ny —U A FRT BI54:

# TPM_DEVICE=/dev/tpm0 tsscreateprimary -hi o -st
Handle 80000000
# TPM_DEVICE=/dev/tpm0 tssevictcontrol -hi o -ho 80000000 -hp 81000001

b. tpm2-tools /Xy ¥ —L AR 354!

# tpm2_createprimary --key-algorithm=rsa2048 --key-context=key.ctxt
name-alg:

value: sha256

raw: Oxb

sym-keybits: 128
rsa: XXXxxX...

# tpm2_evictcontrol -c key.ctxt 0x81000001
persistentHandle: 0x81000001
action: persisted

2. EETEDF—Z/FRLET,

a. keyctl add trusted <NAME> "new <KEY_LENGTH> keyhandle=<PERSISTENT-
HANDLES> [options]” <KEYRING> DX D TPM 2.0 AL ¥9, T OHITIE, K/
>~ RJLIE 81000001 T9,

# keyctl add trusted kmk "new 32 keyhandle=0x81000001" @u
642500861

ZOATY RiE, kmk &V BEIDEETE 28% 32/81 (256 Ev b)) OEI THERK

L. 2—4¥—F—) 7 (@u)ICERELEXT, BORIIF32H15128 /34 k (256 15
1024 Ev ) T,
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b. keyctl add trusted <NAME> "new <KEY_LENGTH>" <KEYRING> DX D TPM 1.2 =&
ALET.

I # keyctl add trusted kmk "new 32" @u

3 A—RIF—YVITDREDOHEEE—ERRLET,
# keyctl show
Session Keyring

-3 --alswrv - 500 500 keyring: ses 97833714 --alswrv 500 -1 \ keyring: uid.1000
642500861 --alswrv 500 500 \ trusted: kmk

4. EHETEZROVIT7ILESEZFALT B2z1—4¥—ZHOT7OTICTIVRAR—MLET,
I # keyctl pipe 642500861 > kmk.blob

ZDIAYY RIE, pipe#7aATY RE kmkDY Y PLESEFERLET,
5. 1—HY—ZEOTOTASEECESREO—RLET,

# keyctl add trusted kmk "load "cat kmk.blob™"' @u
268728824

6. TPM TIREIN/LEFETI 2R (kmk) 2FHT 2 X2 7RBESIEREZERLFT. keyctl
add encrypted <NAME> "new FORMAT <KEY_TYPE><PRIMARY_KEY_NAME>
<KEY_LENGTH>" <KEYRING> & W) BXXICHEWE T,

# keyctl add encrypted encr-key "new trusted:kmk 32" @u
159771175

BIER R

e keyctl(1) D man R—
o FEHMTIIRBIVESLINRE
® Kernel Key Retention Service

o H—XRIEBEUHYTIATA

0.4.FESLEBTODEE

ES{LiEAEE T 5 I & T, Trusted Platform Module (TPM) BMERTERVWI AT LD Y AT At
Fa)7T4—%2ALTEET,

AR

e 64EY NARM7—F TV Fv—8 LU IBMZ DA, encrypted-keys 1—RILEY 2 —)b
AO—RINZXT,

I # modprobe encrypted-keys
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A—FRIEYV21—)Ix0O—RITI2HEDFEMEI. AT LT VYA LFOA—RILEY 2—)L
DiiArihd+ SR LTLREIL,
FIE
. BEEARBIAFERLCA—Y—F—E2ER LT,

# keyctl add user kmk-user "$(dd if=/dev/urandom bs=1 count=32 2>/dev/null)" @u
427069434

DA< K&, kmk-user & WD ZRIDI—H—F—%4EM L., TSIV —F— &L TEH
ExE, A4 —F—%FHAL TEZBOBSLEZRELET,

2. FIDFIETRELATSA<v)—F—%2FALT. BSBEERLIT.

# keyctl add encrypted encr-key "new user:kmk-user 32" @u
1012412758

3MEBINLT, BELAA—Y—F—VVTIIHBINTORE) X IRTLET,

# keyctl list @u

2 keys in keyring:

427069434 --alswrv 1000 1000 user: kmk-user
1012412758: --alswrv 1000 1000 encrypted: encr-key

BF

EETELZTS5A47T) —F—TREINTVWAVESLETIX, BSICFERINE
A—HY—DTS47 ) —F— (BEF—) EAREDOEFa) T+ —LOBONEHA,
FDRD, T5AT)—2—HY—F—FTEBLFEX2TIL. YATLOEE IO
ZDBRVWEETO—RLTLEIL,

B EfE R
e keyctl(1) D man R—

® Kernel Key Retention Service

9.5.IMA & EVM O & ®IE

Integrity Measurement Architecture (IMA) & Extended Verification Module (EVM) ZBMIC L CTERET
5Z&ET. ARV—FTA VI RTLDEF2YYT1—%2MALTEET,

Gl s
o tXaTFT— I A—BICEMIR>TWVWS,
p= -

TF 27T — MDEMICTA > TVWSIHE. ima_appraise=fix i—xJ)LOAT Y R
FAVNIA—S—DRELF A
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e securityfs 7 7 1 JL> X7 LN /sys/kernel/security/ 74 L7 M) —ICX DY FEINTH
Y. /sys/kernel/security/integrity/ima/ 714 L 7 ) —HDFELTW3, mount A< K% {§
LT, securityfs "YU Y hINTWBIGFIZERETEET,

# mount

securityfs on /sys/kernel/security type securityfs (rw,nosuid,nodev,noexec,relatime)

e systemd H—EXTRX—Iv—Il, T—FRKICIMA E EVM ZHR— 32/ FRAERI N
TW5, ROy RERAL THELET,

I # grep <options> pattern <files>

UFICHZERLET,

# dmesg | grep -i -e EVM -e IMA -w

[ 0.598533] ima: No TPM chip found, activating TPM-bypass!

[ 0.599435] ima: Allocated hash algorithm: sha256

[ 0.600266] ima: No architecture policies found

[ 0.600813] evm: Initialising EVM extended attributes:

[ 0.601581] evm: security.selinux

[ 0.601963] evm: security.ima

[ 0.602353] evm: security.capability

[ 0.602713] evm: HMAC attrs: 0x1

[ 1.455657] systemd[1]: systemd 239 (239-74.€l8_8) running in system mode. (+PAM
+AUDIT +SELINUX +IMA -APPARMOR +SMACK +SYSVINIT +UTMP +LIBCRYPTSETUP
+GCRYPT +GNUTLS +ACL +XZ +LZ4 +SECCOMP +BLKID +ELFUTILS +KMOD +IDN2 -
IDN +PCRE2 default-hierarchy=legacy)

[ 2.532639] systemd[1]: systemd 239 (239-74.€l8_8) running in system mode. (+PAM
+AUDIT +SELINUX +IMA -APPARMOR +SMACK +SYSVINIT +UTMP +LIBCRYPTSETUP
+GCRYPT +GNUTLS +ACL +XZ +LZ4 +SECCOMP +BLKID +ELFUTILS +KMOD +IDN2 -
IDN +PCRE2 default-hierarchy=legacy)

FIR

L IREDT—RrIZV M) —DFfix E—RTIMAE EVMEZBZICL, ROA—FRJIIAT VKRS

AVRGA—=F—%BMTSHIET, A—F—DIMARIEBEZRES L VEHRTETELD
IKLEY,
# grubby --update-kernel=/boot/vmlinuz-$(uname -r) --
args="ima_policy=appraise_tcb ima_appraise=fix evm=fix"

IV RIF, BEDODT—RFIVR)—Dfix E—RTIMABLTEVM ZHF#ICLT
A—HF—HNIMARIEEZNEL, BEFTEELIICLET,

ima_policy=appraise_tcb 1— )LV RS VRS XA—=45—(C&Y, h—FIIF. T
7 # )L kD TCB (Trusted Computing Base) JAIER ) & — EFEFIEEZFERT 2L DI Y
F9. dMEFIETIE. LFIOREEREDMEN—BLABWT 7AIADT I X ZEIE

LFEY,

. BEHLTEEZEALIT.

ATV av B L T, NSA =Y —DH—XIN ATV RSAVIEBMINhTWEZ &

EHERLET,
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# cat /proc/cmdline

BOOT_IMAGE=(hd0,msdos1)/vmlinuz-4.18.0-167.el8.x86_64 root=/dev/mapper/rhel-root
ro crashkernel=auto resume=/dev/mapper/rhel-swap rd.lvm.lv=rhel/root
rd.lvm.Ilv=rhel/swap rhgb quiet ima_policy=appraise_tcb ima_appraise=fix evm=fix

ARV RY—F—EFHR LT, EVWMBEEZRELZT,

# keyctl add user kmk "$(dd if=/dev/urandom bs=1 count=32 2> /dev/null)" @u
748544121

kmk (&, §RTAHA—RIVEEXAE) —RICEFEINEZ T, kmk D 32 /314 D Long {8
(&, /dev/urandom 7 7 A JLDEEK/NA MO SERM L, 1 —H—D (@u) ¥—1) » JICHE
BELEzY. BOVYT7ILESIE. GIOEADITEICHY £,

Ckmk ICEDWTHESIEINEVMBZER L F T,

# keyctl add encrypted evm-key "new user:kmk 64" @u
641780271

kmk Z{ER L T64 /81 bD long Ba1—H—F— (evm-key) Z4 L T1—H— (@u) D
F—UVIICRBLET, BOV ) TILESIE. SIOHAD1TEICHY £,
BE

dA—H—F—DHEHIE evm-key (EVM B T 27 LHMEEL THEALTW
BEENICTIRENHY XY,

LTV RAR—RNTBREDOTALI N —ZERLET,
I # mkdir -p /etc/keys/

. kmk #R%E L. TOBSIEINTVWARAWNMEEFRFLWT AL I M) —IZTZVRR—MLE
_a—o

I # keyctl pipe $(keyctl search @u user kmk) > /etc/keys/kmk

. evm-key Z#FEL. ZTOBSEINEZHLVWTA LI M) —ICZIVRAR—MLET,
I # keyctl pipe $(keyctl search @u encrypted evm-key) > /etc/keys/evm-key
evm-key (&, T TICA—RILDIRAY—F—ICLYBSEINTVIET,

AT AV LKER I R —2RRLET,

# keyctl show

Session Keyring

974575405 --alswrv 0 0  keyring: ses 299489774 --alswrv 0 65534 \ keyring:
uid.0 748544121 --alswrv 0 0 \ user: kmk

641780271 --alswrv 0 0 \_encrypted: evm-key

#Is -l /etc/keys/
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total 8

-rw-r--r--. 1 root root 246 Jun 24 12:44 evm-key
-rw-r--r--. 1 root root 32 Jun 24 12:43 kmk

10. 77> av: v RATFLOBREELE., BAF—) VU IHLHEIBRINhTWSIGEIE. :rLw
kmk & evm-key Z/FEEIC. TTICTVRAR—RMINTWVWEEDEA VR—FTEFE
-a_o

a. kmkix4 Vi R—hMLZET,
# keyctl add user kmk "$(cat /etc/keys/kmk)" @u
451342217

b. evm-key &#14 YR— ML ZF T,

# keyctl add encrypted evm-key "load $(cat /etc/keys/evm-key)" @u
924537557
N EVMZ79 7147 LET,

I # echo 1 > /sys/kernel/security/evm

2. AT LLEDOIRIVAEMITELE T,

I # find / -fstype xfs -type f -uid 0 -exec head -n 1 '{}' >/dev/null \;

Digk

==
[=]

VRATFLDSNI)IAELTBEETICIMA E EVM ABEMICT 2E, YR T
LEDT7AINDRERCT IV ERATERL LDEEELHY FT,

i3
qEI-I'l

e EVMAHIEAIEIhTWBZEAHEALET,

# dmesg | tail -1
[...] evm: key initialized

BEEIR
® grep(1) manpage
¢ N—XNBEUTTORT LA

o ERMTIZIREIVESILIN R

9.6. INTEGRITY MEASUREMENT ARCHITECTURE IC& B3 7 71 ILD/\Y
> a1 DINE
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AE 7x—XTl, 774Ny a%ERL. DT 71 ILOILREM (xattrs) ELTT7 74
NYYA1EREFTEEFT, 774Ny 21%FHATEE RSRAR—RDTIVIIINEREIFNy P2
N—=2Z2D A v —YFRFI— KN (HMAC-SHAD) Z4 M T X 2728, ILEBHICRT 24754 VBT A
REEHSCIENTEET,

AR

o IMA & EVMABEMIZA>TWS, ML, BEMNET —FT7 7 F v —ERBREEEY 12—
DEME #SRBRLTLEIVN,

o BYLERMTELRILIESERED. H—RILF-YVTIRESNTWS,

e ima-evm-utils, attr. BL U keyutils /Ny 5r—I N4 VA M—=)LINhTW3,

FIE
L. TAMNZ 74NV EERLE T,

I # echo <Test_text> > test_file

IMA & EVM I, test file > TILT7 7 A IIC/NY Y 2 {ELEIY HTEHH, ZDILEREMHE L
THERMINTWA I EAERALET,

2. 771 IVDIEEMERELE T,

# getfattr -m . -d test_file

# file: test_file
security.evm=0sAnDIly4VPAOHArpPO/EqiutnNyBq|
security.ima=0sAQOEDeuUnWzwwKYk-+n66h/vby3eD

HABNZIE, IMABELTEVM /ANy 2 afEE SELinux AV TF X M EETIRREBMENTRIINT
WEz 9, EVM &, DB ICEE S % security.evm ILARBIEAEML 9. D=
T. security.evm Cevmctl 1—F 1 U714 —%FAL T, RSAR—ZADTFTIVYIELF T
NY S AR—ZADA Y E—URFEI— R (HMAC-SHA) 4R TE £ T,

B EfE R

o ttxal)Fq14—DiEl
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FI0E LUKS A L/=70Y 757/ ADOES1L

TARVEESCEFERTZE. 7OV ITNARLEDT—92EBEL L TRETEES, 7/31 AD1E
FINOAVTUVILT I ERTZICE, RBEEELTNARTIL—XFREREANDLET, Zhid,
TINAZDY R T LD OYEMICERY AINABETE, TNMRQOAVT UV % RET ZDITHILD
D, ENANTAVEL—F—PYL—=—NRTIVATATICE>TEETY, LUKSFRIE. RedHat
Enterprise Linux IC& 1727 0Y 2 F7/1N1 ADBEFILDT 7 4L NEEKTT,

10.1. LUKS 7 1 XV DEES1L

Linux Unified Key Setup-on-disk-format (LUKS) &, BES{LINZT7 /N1 RAOEB=ERILT 2V —IL
y NERBELET, LUKS2FERTEE. JOv I TFN\1 REBESEL, RO —H—F—T< 2R
H—F—%BETEZLIIIRYVET, X—FT 12 aVO—HFEESLIZIE. COYRY—F—%FH
Lji-a—o

Red Hat Enterprise Linux I&. LUKS 2R LT7AOY 757/ ADKESEAEERITLET., 774 KT
A YR M=ILBFIC, 7OV I TFNA 2%&BEBETIA T aVvMEEINTVWERA, T1 RV %M
BT 2T avaEBERTZE. AVE1—9—%FRIHTILPCIT/NNRTIL—XDAANKRD N ZF
To TONRRTL—RIE, N=T42aveESET2NIVIBSROOY I EMELET. T74)
NONR=F42avT—TIVEERTIHER. BELELTEZN—FT12aVEaRIRTEET, TORE
. N=FT12aVT—TIRETITONET,

Ciphers

LUKS ICERI N 2T 7 # )L b DBES 13 aes-xts-plain64 T3, LUKS DT 7 #JL b DEEH 1 X 512
Ev hTY, Anaconda XTS E— FZFERA L LUKS DT 7 #JL DY 14 XE 512y hTY, FH
AREAESIERDELBY T,

o SERES/LIZAE (Advanced Encryption Standard, AES)

e Twofish
® Serpent
LUKS IC& > TRITI N B14F

o LUKSIE, 7Ov I FN\A A5 T DD, MBARRANL—IXFT4 T/ —hN
PCOTARIRSATEWD, ENAIMTNAZADAVT VYA IRETDHIDICE L TWE
_a—o

o EESINALTOYITNS RADERNLBLARIIEETHY., X7y TTFNN(1 ADESEICEK
UBFET, Fh EYDIFTFT—YRAMNL—YVRICTA— Yy MLETOVYITNA XA EFERT
DEEDT—IR—ICEALTEHEATY,

o |LUKSIE, BEFEDTNA AT Y IR—DH—FIW G TORATFLAEFERALET,

o |UKSIEINRRT7L—ADEFal) 71 —%mmfbtL,. HEREISKFRELZT,

o LUKS TNA RICIFEHDOF—ROY MHEFNTWBRH, Ny I Ty Tx—01RR 7L —
XEBIMTEET,

82



F10EZE LUKS ZFEHLA=70Y 257114 ADEES 1L

BR
LUKS RO+ ) A ICIRERIhEE A,

o LUKSHREDT 4 RAVESEY)a—Yavid, YATLADELERICLAT—4
HARELTFHFA. YVRATLDERNAVIZKRY, LUKSHT 1 RV EESIELT S
ECEDTARIDTI7ANIE. ZTOT7AIWICT I EZRATEDZTRTDIL—
Y—NMERATEET,

e ELTFNARICHTBERMNDODT IV ERAFXF—5EHOLI—F—HIEFORENH B
+TUF, LUKSIFERIEF—ROy % SEIRH L. LUKS2FERIEF—ROY b
ERAIERBELET,

o Jr7AINLRIDESLEVNEETZTSYr—ray,

BTG IR
o LUKS 7OV IV NDIKR—LR—Y
o |UKSH VYT AR 74—y MDDk

® FIPS197: Advanced Encryption Standard (AES)

10.2. RHEL @ LUKS /X\—2 3 &~

Red Hat Enterprise Linux Tl&, LUKSBESIED T 7 # )L bR IE LUKS2 TY, BL LUKSTERIEE| &
BERRICHR—RINTHY. IO Red Hat Enterprise Linux ) ) —XR & BE#ED H 3 B TR
INFET, LUKS2 BRESbIE, LUKSTBRESEELBE LT, JYBRETRRIFEATEZ2HANEER
LbNTWET,

LUKS2 B AFERTDE, "M FT)—BEEZEFTHIERL, SEIFRWBAEZRICEFHFTEE

¥, LUKS2 1&, WEBERMICA S T—FICISON THF R MERZFEAL. X9 T —9DRRMEZRME L.
A TS DWIBERE L, X9 T—HDIAEE—DSEBNICEBELET,

BE

LUKS2 & LUKS1IZT 4 RV DEESILICERZ2 AT Y REFAT 5740, LUKSI DA%
HR—PMNFTBVRATALATIELUKS2 H#FALAVWTL I, LUKSIN—=Y 3 VIiliko 7
A9V REFRTRE, T—9DKbNhDFEELIHY T,

KIOILUKS /XS—T a VI CEEBS{ba~v Y K

LUKS /x— 3 > BEsSika~v> K

LUKS2 cryptsetup reencrypt

LUKST cryptsetup-reencrypt
US54 OBEEEL

LUKS2 BRI, /81 ADMERFBDOEIC, BSIELAETNNS ROBESILICRHIELET., & A
LUTFDIRIBEREITTBICHIY., TNARTI7FANIATLET YYD Y NTZ2HEEHY FH
/\JO
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o R)a1—LFXF—DZHE

o BEEATIITYXLDER
%m«nn\m\wwz% ESb T 2BEE. 771V RATLDIY I Y MBS 50
ELrHYFET, BEELODBEWIHEZIC T 7MLV RATLAEBYY Y NTEXET,

LUKSTFERIE, #5414 VEBRESEICHELTWERA.

%

BHEDIRRTIE, LUKST % LUKS2 ICE#BTEE 9, BEARMICIEZ. UTDOYF YA TREERDNTEEE
Ao

e LUKSI1F /31 ZH, Policy-Based Decryption (PBD) Clevis ¥V 1) 2 —> a VICL WFERAINTL
2&EX—7XNTW3S, cryptsetup 'V —JLi, luksmeta X ¥ T— 9 HHRHEIND &, ZDT
NAREEB|T DI EEEETLET,

o FNAZANT VT4 TICHE>TWD, TNARANET VT4« TIRETRIThIE, THhIT B &
FTcEFEHA,

10.3. LUKS2 BRES1th DT — Y {REDA T 3 >

LUKS2 Tlt. BRESETOER T, "I+ =TV APT— Y REODBEELRTET 2EBOL T 3
VEBIRTEE T, LUKS2 IE, JRDE— RDresilience 7 7~ 3 v &{HATWE Y., cryptsetup
reencrypt --resilience resilience-mode /dev/sdx <Y~ K& FERAT 2 &, TNH5DE—RDOWTFhH
ZERTEFY,

checksum

FIAIWMDE—R, T—YREENRTA—TVRADNSVRAERY ET,

ZDE—RTI, BESEEROEII—DF v 7 HALAPERNICEEINET, FIv iU LA
lE. LUKS2 IC& > TBRES{ILINAEAEYY—ICDWT, EIHOERATHRETEET, TOE—NR
Tl 7OV I TNA ALV 9—DEZAADNT NIV ITHBIRENHY T,

journal
BRHERERT—RFRTIHN, HREEVWE—RTEHYET, COE—RTIE, BESIHEEEZ/N1F
—MEFIC vy —F I T BH. LUKS2 IET—49 %2 2QEXAHF T,
none

none T— RTIEINT =TV ANMEBEIN, T—YREBEIREINFTFHEA. SIGTERM > 7 FI)L¥
A—H—IC& D CrI+C F— DI TR Y, Z2LhTO0ERARTHIODAT—YARELETT, FHL
BWYRTFLBERPT )y —2a VvEENRETDE, T—IDRIETIHEELHY T,

LUKS2 OBESE 7O X @EINICRART LBE. LUKS2 IZULTFTOWTF A DAETEIRASE
TCTEZF9,

BE

ROWTNHADT I avaEFTTRE, ROAIOLUKS2 TN, ZABELK 7o avhIiCEFHEIRT
goavhphN)AHA=—INET,

e cryptsetupopen I< Y KARTT 3,

e systemd-cryptsetup I<¥ > REFRALTT/N1 R &#EiRT %,

F&)
LUKS2 7 /34 R T cryptsetup repair /dev/sdx A< > KA FEHT %,

84



FI0OF|LUKS #EAHLATOY ¥ 57/8514 ADEES1E

BIER R

e cryptsetup-reencrypt(8) & & U cryptsetup-repair(8) man R—

10.4.LUKS2 ZERA L7270y 7714 ADEFT—49 DEES1L

LUKS2TERAFEAL T, FEESEINTUVWAWTNS ZOBEDTFT—Y5RESIETEET, LWL
LUKS Ay F—lE. T4 2D~y RICREINET,

Gl s
o TOVIOTFNARICT 7AWV AT LD H D,

o F—HADNY YTy THEEKLTWS,

DIk

==
[=]

N—=RO 7, A—FI), FELEEAWIRIILY., BEt7OEREIC

F—9 nEDNBZBANDY ET, T— 9 OESLERET BHIC. FH
HEDFNNY I Ty TEERL TR,

FIR

1. BRIt T 3T NARICHDIT7FANYRATLDIIY NEaETRTEBBRLET., RICHERLE
_a—o

I # umount /dev/mapper/vg00-lv00

2. LUKSAY Y —%RETDIOOEZIRTEEZHELETT, YFHVAICEHLET, ROVWThnh
DATavaEFRALET,

o MERY1—LZESILTBHERIE. UTDLIIC, F77MANYRTLDOYA X 2EEE
TS, MEBRY 2 —LAZIRTEX Y, UTICHlZRLET,

I # Ivextend -L+32M /dev/mapper/vg00-lv00

o parted REDN—F 4 aVEBY—ILEFERLTAA—FT1r>availskL T,

¢ ZDTNARADT 7AINY AT LERENLET, ext2, ext3, Tl ext4 DT 7L R
T LlllE resize2fs 1—F7 4 )74 —%EATEEX T, XFST7 74 IV AT LIIEHENTE
MW EITEFR LTSRS W,

3 BEtedHtLET,

# cryptsetup reencrypt --encrypt --init-only --reduce-device-size 32M /dev/mapper/vg00-lv00
Iv00_encrypted

/dev/mapper/lv00_encrypted is now active and ready for online encryption.

4. FINARAEYIVMNLET,
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I # mount /dev/mapper/lv00_encrypted /mnt/lv00_encrypted

5 kMR TyEYIDI Y b —% Jetc/crypttab 7 7 1 JLISEIL £ 9,
a. luksUUID =R D7 %7,
# cryptsetup luksUUID /dev/mapper/vg00-lv00

ab2e2cc9-abbe-47b8-a95d-6bdf4f2d9325

b. FEDTFAMI T 14 —T letc/crypttab ZBIE, TDT7 7 ILICT /A R %&EML F
ER

$ vi /etc/crypttab
Iv0O_encrypted UUID=a52e2cc9-a5be-47b8-a95d-6bdf4f2d9325 none

a52e2cc9-a5be-47b8-a95d-6bdf4f2d9325 (&, T/ A A D luksUUID ICE X Z £ 7,

c. dracut T initramfs ZEB#H L £ 7,
I $ dracut -f --regenerate-all
6. /etc/fstab 7 7 1 JLICKIGMART IV DIV MY —%BIMLE T,
a. 7O9T47RLUKS 7OV I TNARADT7 7AIY AT LDUUID 2#RDIFTE T,
$ blkid -p /dev/mapper/Ilv00_encrypted

/dev/mapper/lv00-encrypted: UUID="37bc2492-d8fa-4969-9d9b-bb64d3685aa9"
BLOCK_SIZE="4096" TYPE="xfs" USAGE="filesystem"

b. FEDTFANIT 144 —T letc/fstab ZFEX. D7 74 IICT/NNA R &BMLET,
RICHIZ=RLET,

$ vi /etc/fstab

UUID=37bc2492-d8fa-4969-9d9b-bb64d3685aa9 /home auto rw,user,auto 0

37bc2492-d8fa-4969-9d9b-bb64d3685aa9 (k. 7 7 ALY AT LD UUID ICE X
Y9,

7. AV VESEEBRLIT,

# cryptsetup reencrypt --resume-only /dev/mapper/vg00-lv00

Enter passphrase for /dev/mapper/vg00-Iv00:
Auto-detected active dm device 'lv00_encrypted' for data device /dev/mapper/vg00-Iv00.
Finished, time 00:31.130, 10272 MiB written, speed 330.0 MiB/s

IR
L BEOF— 9 MRS TLEHE > HERBLET,
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# cryptsetup luksDump /dev/mapper/vg00-lv00

LUKS header information

Version: 2

Epoch: 4

Metadata area: 16384 [bytes]

Keyslots area: 16744448 [bytes]

UUID: a52e2cc9-a5be-47b8-a95d-6bdf4f2d9325
Label: (no label)

Subsystem: (no subsystem)

Flags: (no flags)

Data segments:

0: crypt

offset: 33554432 [bytes]
length: (whole device)
cipher: aes-xts-plain64

[...]
2. BEEINAEEDTOYITNA ZADRAT—H R 2RRLETS,
# cryptsetup status Iv00_encrypted
/dev/mapper/lv00_encrypted is active and is in use.
type: LUKS2
cipher: aes-xts-plain64
keysize: 512 bits
key location: keyring
device: /dev/mapper/vg00-lv00
BaEE IR

e cryptsetup(8). cryptsetup-reencrypt(8). lvextend(8). resize2fs(8). & & U parted(8) man
R—

105. WML L7=~Av ¥ —AH B LUKS2 AFALT7OY Z25/N14 ZDEEE
F—4 DSt
LUKSAY H—%RIFTHHOHOEXEHAERESTIC. 7Oy 9711 RADOBEEOT—9 5BSET

XFET, AvEY—lE, BMOEFXFa) T —BELTHFERETES, B LAEEMICEEINFT, &
DFIETIE, LUKS2BESItEXZFERLE T,

Gl s
o JOVIOTFNARICT 7AWV AT LD H D,

o F—HADNY YTy THEEKLTWS,
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Digk

==
[=]

N—=KRO 7, A—FI), FEEAWIRIILY., BEt7OEREIC

TFT=IDKRbONZZFEIHYET, T—YDESIEEFHBT ZHEIIC. 55
HEDFWNNY Ty THERLTLIEIL,

FIR

i3
qEI-I'l

88

LUTDESIC, ZOTNRNAZADT 7AWV RTLETRTTUIIVMLET,

I # umount /dev/nvmeOn1p1

2. Sttt LET,

# cryptsetup reencrypt --encrypt --init-only --header /home/header /dev/nvmeOnip1
nvme_encrypted

WARNING!

Header file does not exist, do you want to create it?

Are you sure? (Type 'yes' in capital letters): YES
Enter passphrase for /home/header:
Verify passphrase:

/dev/mapper/nvme_encrypted is now active and ready for online encryption.

/home/header |&, MIZ L7 LUKSAY F—%EF DT 7 A ILADRRAICBEEH]MA LT, R TH

SIELETNNA 200y V% BRT 57D, MIILELUKSAY Y —ICT7 IV ERATEEZRE
rHY FT,

3. FNA ATV MNLET,
I # mount /dev/mapper/nvme_encrypted /mnt/nvme_encrypted
4. T4 VESLEBRALET,

# cryptsetup reencrypt --resume-only --header /home/header /dev/nvmeOnip1

Enter passphrase for /dev/nvmeOn1p1:

Auto-detected active dm device 'nvme_encrypted' for data device /dev/nvmeOnip1.
Finished, time 00m51s, 10 GiB written, speed 198.2 MiB/s

L MIZI LAYy S —DH2 LUKS2 AT 270y V71 ROBEFEOT—9 HPES{EINTL
ZHEIDEHERLET,

# cryptsetup luksDump /home/header

LUKS header information
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Version: 2

Epoch: 88

Metadata area: 16384 [bytes]

Keyslots area: 16744448 [bytes]

UulID: c4f5d274-f4c0-41e3-ac36-22a917ab0386
Label: (no label)

Subsystem:  (no subsystem)

Flags: (no flags)

Data segments:

0: crypt

offset: 0 [bytes]
length: (whole device)
cipher: aes-xts-plain64
sector: 512 [bytes]
[--]

2. BElbINE=ZOT7AOY I TNA ADAT—YRA%=RRLET,
# cryptsetup status nvme_encrypted

/dev/mapper/nvme_encrypted is active and is in use.
type: LUKS2
cipher: aes-xts-plain64
keysize: 512 bits
key location: keyring
device: /dev/nvmeOnip1

RS

e cryptsetup(8) & & U cryptsetup-reencrypt(8) man X—<

10.6. LUKS2 2 LAZED 7Oy 7 7/ ZADESL

LUKS2 FERAFEAL T, Z0o70v 957N\ 1 2A%5ESEL T, BESIELANL—YELTHERATEE
-a—o

=S5

o EDTJOYYITNAR, IsblkZaEDAYY RAEFHLT, TOTF/NA A LICEBOT—4
(Z7ANWYATLRE)DNRUVWNE DD EERTEET,

FIg
1L BBIELELUKS =T 12av e L TR—FT12aVERELET,
# cryptsetup luksFormat /dev/nvmeOnip1

WARNING!

This will overwrite data on /dev/invmeOn1p1 irrevocably.
Are you sure? (Type 'yes' in capital letters): YES

Enter passphrase for /dev/nvmeOn1p1:

Verify passphrase:
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90

2. BB LI LUKS =T 1 2 a Vv ERETET,
# cryptsetup open /dev/nvmeOn1p1 nvmeOnip1_encrypted

Enter passphrase for /dev/nvmeOn1p1:

IhiZ&Y, X—=F1¥avoOy Is@EEIN, TNA Ay NR—%FRALTN—F 1> 3
VBT LWT NS Ry EVTINET, BSEINAT—9%2LEILARVEDIC, 20D
AV RIE, 711 ADBEBIEINZT/N1 A THY. /dev/mapper/device_mapped_name
NREFHALTLUKS ZB LTV RLRABEINSZ &2 A—RILICESELET,

3 BB btINAT =95 =T 1423 VIIEZIRALTEDDT7ANY AT LEERLET, D
NR=F42avilid, TNARAIY TEZAENLTCT IV ERATIRELHY T,

I # mkfs -t ext4 /dev/mapper/nvmeOn1p1_encrypted
4. TNAR&EIIVMNLET,

I # mount /dev/mapper/nvmeOn1p1_encrypted mount-point

L ZOT7OYITNAZADPESEINTWELE D D EERLET,
# cryptsetup luksDump /dev/invmeOn1p1

LUKS header information

Version: 2

Epoch: 3

Metadata area: 16384 [bytes]

Keyslots area: 16744448 [bytes]

UulID: 34ce4870-ffdf-467c-9a9e-345a53ed8a25
Label: (no label)

Subsystem:  (no subsystem)

Flags: (no flags)

Data segments:

0: crypt

offset: 16777216 [bytes]
length: (whole device)
cipher: aes-xts-plain64
sector: 512 [bytes]
[--]

2. BEEINEEDTOY I TNAADRAT—H A =RRLETS,
# cryptsetup status nvmeOnip1_encrypted

/dev/mapper/nvmeOn1p1_encrypted is active and is in use.
type: LUKS2
cipher: aes-xts-plain64
keysize: 512 bits
key location: keyring
device: /dev/nvmeOnip1
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sector size: 512

offset: 32768 sectors
size: 20938752 sectors
mode: read/write

RS

e cryptsetup(8). cryptsetup-open (8). & & U cryptsetup-lusFormat(8) man XR—</

10.7.STORAGERHEL ¥ A7 L0 —J)LA{#FRA L7/ LUKS2BE51bRY) 2 — LD
ERX

storage D—JL%Z M L. Ansible Playbook #3217 L T, LUKS THES{EIN/RY) 2 —LZFRE L
VHRETEZET,

=S5

e crypto_policies VAT LAO—ITHRETEIVRATALATH D1 DULDEERR/ —RKADT Y
ERENR=ZIvI3UDH B,

o BHEWHR/—RKIPEBHINTWBAI YRV N)—=T 71 hH %,

e OvhO—JL/—R(ZDYRTFTLH S RedHat Ansible Core (MDY A7 L%EEKTE) NDT ¥
EABELP/N—Z v 3, ansible-core /XY 7 — 85 L U rhel-system-roles /X 7 — I WY
b=/ —=RIZAVAM=ILENRT WS,

BF

RHEL 8.0-8.5 Ti&. BID Ansible YR Y —~ADT7 IV L RAELZBEINTE Y,
Ansible % ~RX— 229 % BEIMLA D Ansible Engine 29 & F N TWE J, Ansible Engine
ICI&. ansible. ansible-playbook & DAY K54 > a1—7 4 1) 7571 —. docker ¥
podman R EDIARI Y —, TSTAVEET21—IDNELEETNTWVWET, Ansible
Engine ZAFLTA YA M= T BHEDFHEMIF. FLYIR—RDT7—FT 414 JIIEEE
How to download and install Red Hat Ansible Engine &8 L T XLy,

RHEL 8.6 & 11 9.0 Tl&. Ansible Core (ansible-core /X o — & L TRMH) A’ EA
IhF LAk, TNICE, Ansible AYY RSA42A—FT14UFT14—, ATV R, BLUVE
JVhA > Ansible 754Dy MHIEEFNTWET, RHEL I&. AppStream ) RY
M)—ZNLTZDONRNy r—Y%RHL, YR— MEREIZRENTY, FMICDWT

&, FLvIR=D Scope of support for the Ansible Core package included in the
RHEL 9 and RHEL 8.6 and later AppStream repositories ZZHR L T 72Xy,

=2
L. LTFOREBEETLH L\ playbook.yml 7 7 1 LEERR L £F,

- hosts: all
vars:
storage_volumes:
- name: barefs

type: disk
disks:
- sdb
fs_type: xfs

o1


https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611
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fs_label: label-name

mount_point: /mnt/data

encryption: true

encryption_password: your-password
roles:
- rhel-system-roles.storage

playbook.yml 7 7 1 JLIZ. encryption_key. encryption_cipher. encryption_key size. &
&£ U encryption_luks N\—2 a3 VR EDMDIESIE/NT A -9 —%BMNT B EETEET,

2. #7723 v:Playbook DIEX =R L E T,
I # ansible-playbook --syntax-check playbook.yml
3. ARV NY)—T 74 )L T Playbook 1T L XY,

I # ansible-playbook -i inventory.file /path/to/file/playbook.yml

i
EI-I;

L BSERT—9XAZRRLET,

# cryptsetup status sdb
/dev/mapper/sdb is active and is in use.
type: LUKS2

cipher: aes-xts-plainé4

keysize: 512 bits

key location: keyring

device: /dev/sdb

[...]
2. FERE N LUKSEESIEARNY) 2 —L%ZMHEBLET,
# cryptsetup luksDump /dev/sdb
Version: 2
Epoch: 6

Metadata area: 16384 [bytes]
Keyslots area: 33521664 [bytes]

UulID: a4cbbe82-7347-4a91-a8ad-9479b72c9426
Label: (no label)

Subsystem:  (no subsystem)

Flags: allow-discards

Data segments:

0: crypt

offset: 33554432 [bytes]
length: (whole device)
cipher: aes-xts-plain64
sector: 4096 [bytes]
[--]
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3. storage O— /LM R— K9 % playbook.yml 7 7 1 LD cryptsetup /X5 A —4% —%& KRR L

i—g_o

# cat ~/playbook.yml

- hosts: all
vars:
storage_volumes:
- name: foo
type: disk
disks:
- nvmeOn1
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
encryption: true
#encryption_password: passwdpasswd
encryption_key: /home/passwd_key
encryption_cipher: aes-xts-plain64
encryption_key_size: 512
encryption_luks_version: luks2

roles:
- rhel-system-roles.storage

BEEE R

o |UKSEFALAZTOY VTN ZADESIE

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md file
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ENERY D —R—ADESLEFHLAL, BEEINR) 12—
LOBEOY JERBRDERTE

RS —R—ADEF (PBD) &, MBI VHIMREBYIVIZEWT, N"— KR4 TTHESEL
Tcroot R a—LBLVEHVFYY =R 2—L0OAY VMR TEDLDICTZ2—EDEMTT,
PBD &, 21—#—/X2 7 — R, TPM (Trusted Platform Module) 7/314 R, ¥ X F LIZHERRT % PKCS
HNTNAR (P2 ZEAT— M A—R) REDIFIFAOY 7 O@BBRAK. L LIFEHRATRY b
T—oH—N—%FALET,

PBD 2R T2 &, RUY—ICIXFIFROY VDRBRAEEEAEDLE T, IFIFRAETHEL
R)a1a—L0Ov I 5BRTEDZLIICTZIENTETET, RHEL ICH TS PBD DIREDREIL,
Clevis 7L—L7—2&, BV EIENDZ TS 74 VTHERINET, EEVIL BROT7>OY 71
BEERHLET, BEFMETEZEVIIUTOESY TY,

tang

2YRT—=OH—N—%FAHALTR) 2—L0OY VEBRTEZLIICLET,
tpm2

TPM2RY S —%FERALTRY 2—L0OY VABRTESDLIICLET,
sss

Shamir's Secret Sharing (SSS) BEBEA ¥ — L% FEA L CHIRAKY R TLET77O1TEET,

11.1. NBDE (NETWORK-BOUND DISK ENCRYPTION)

Network Bound Disc Encryption (NBDE) &, R ¥ —~X—22DES (PBD) DY T A7) —THY.
ESIEINTRY) 2 —LEZFHNRRY NT—OH—NR—INA Y RTEBLDICLET. NBDE DIRTE
DEREZICIE, TangP—/N—B&KE, TangH—/A—FHD Clevis EV D EFEFN F T,

RHEL Tld, NBDEIXRDIAVR—FX Y hET I/ OV —ILL>TEEINZET,

BA11.1LUKS1 CHRES{E LR ) 2 — L% AT 23550 NBDE 2 ¥ — A(luksmeta /8y 5 —J 1,
LUKS2 R 2 —AICIIEAIhIHEA)

CLEVIS FRAMEWORK TANG SERVER

Clevis Pin for Tang

A
v

Jose Crypto Library Jose Crypto Library

!

LUKSmeta

!

LUKS

Tang . XY MNT—ODTLEVRICT—9%NA Y RTZLHODOY—/N—TF, £F¥a 71—
REINEFEDORY NT—VICV AT LENA Y RTBRICHIRAARERT -9 2802 LDICLE
9o Tang lE AT — ML AT, TLS FLIEFRARBEDY FEA, TRAIO0—X—XADY)21—->3YV
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FNEERY Y —R—ZADESLEFEALE. BESIEIhERY 2a—L08EOY 7 BRBROERE

(== %ﬁ\féﬁ"\f{%rb FRAINLIEDNHZ2IRNTORICEAT2NHEZET ) SIFER
Y, Tang d 747 hOREMEFERTZ I EERVED, 77470 M oEERZTS
NHYFEA,

Clevis IZ, BEMEtINAESHO TSI A4 VAR I L —LT—2T9, NBDE Tl&. Clevis I&.
LUKSRY a—L0BEHT7 Ay IV %RMELE T, clevis /Xy r—JE, 7547 NTHEBEIN#
BEERMLET,

Clevis EV [E, Clevis 7L—LT7—9~A"DTFZ 74T, TDLIREYD1DIE, NBDE H—/3—
(Tang) E DHEEEA%RETZTSS714VTY,

Clevis 8& U Tang I&, —MHIR I SA 7Y MBLVPH—NR—DIAVR—RV NT, XY NT—=UHN
1Y RENEESIEERMHELFT, RHEL Tld, LUKS EHAEDLETHERAI N, IL— B LTIEIL—
FRAMNL—YRY 2—LEBSEELVCESLT. XY NT—=JIINNM VY RINET 1 RAVESIEESE
BLEY,

DIAT Y RBLUVY—NR=—DIVR—RV MIEHEIC José T4 TZ ) —%FHAL T, BELELELT
BEESDBRFERTLEY,

NBDE D 7OEY 3=V J%BIAT &, Tang Y —/3—®D Clevis EV &, Tang Hr—/X—®D, 7 K/\%
AXINTVWBIENIREBO) AN ZIRELET, B LLIFE. BOEGHTH S8, Tang DLFHED

JDZNETFHICEHBE LT, 75347 MDD Tang —N—ICT7 VA LA TEHETEELDICL

F9, COE—REA7534vFaea -y sy tHEhzE7d,

Tang FA® Clevis EV &, XFRABOVWIT L ZEAL T, BB T, BSRINICRIREE %%%%iﬁﬁbi
T, COREFERALTT—Y%2ESLTDE. CDRBIFHEINE S, Clevis 774 N = - TR o
TWIGFRIC, 07O a =V JRETER LIZREZRETILE HYE T, T—F2BESET
2Z07O0tRF FAEYa =V IFIE EEERTWET,

LUKS /A=< 3> 2(LUKS2) I, RHELDF 7 4L kDT 14 RVBESEHRX THB7H. NBDED T O
EYaZ v TREIR, LUKS2AY Y —ICh—29 Vv E LTIREINZ T, luksmeta /Ry —JIl& B
NBDE d7OEY a =y JiREIE. LUKSI TEESIELAZRY 2 —AICOAMERAINE T,

Tang FI® Clevis EV &, #HEENEEH T LUKSI & LUKS2 O A% S R— K LEF, Clevis &7
L=YFFARNT7 74 IVERESIETEZ TN, 70v 757/ ZDEESEICIE cryptsetup Y — )L % fF
B 2RELN,HY T, FMICDOWTIE, Encrypting block devices using LUKS &8 L T XL,

D2AT VIR EDT—FILT IV ERAT2EENTEZE, 7OV a =V JFIRTER LAY T—
SEmiridH. BELTHESEEZRLEY, COTOERIZEBFE EFEhFEzT,

Clevis &, NBDE TIEEYZFH L TLUKS R 2 —L%E /N4 Y RLTWBRH, BEMICOY 7R
BRINET, NMYRTOCIADPEEICKRTTSE, BEINTWS Dracut 7vAv 7 & EALT
FTARYETVAYITEET,

pa T

kdump I1—RIN ISy aDI YV TAAZILD, YRATLAE)—DAVTIUY%E

LUKS TRESIELEZTNA RIIREFETBEDICEEINTWLWDIHEAICIE. 2FBDODH—F
IWEEBFICNRAT—REAANTEEDITKOLNET,

BIER R

® NBDE (Network-Bound Disk Encryption) 7% / OY—® L v IRN—EHE

e tang(8). clevis(1). jose(1) & & U clevis-luks-unlockers(7) @ man R—
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o FLvIN—XMEE How to set up Network-Bound Disk Encryption with multiple LUKS

devices(Clevis + Tang unlocking)

N2.BEEL2 54 7 b (CLEVIS) DA Y & h—JL

CDFIEICHK>T. AT ALICClevis 7SVHEIL—LT7—VAFRALTT 7O/ ERBBEITVE

ER

FIR

1L BESEINR) 2 —L%Z/HDOY AT LICClevis EEDEYZA VA M—ILT BICIE, RO

YU RERFTLEYS,

I # yum install clevis

2. T—H9%HESY BITIE. clevis decrypt 7 Y R&EZEFTL T, JWE (JSON Web Encryption) %

ATHESXZHEELTT. UTICAHlZERLET,

I $ clevis decrypt < secret.jwe

BEEER
o clevis(1) ® man R—

o BIHMAIEEE T ICclevis AV Y REETLABDHEMAMA CLINILY

$ clevis
Usage: clevis COMMAND [OPTIONS]

clevis decrypt  Decrypts using the policy defined at encryption time
clevis encrypt sss Encrypts using a Shamir's Secret Sharing policy
clevis encrypt tang Encrypts using a Tang binding server policy

clevis encrypt tpm2 Encrypts using a TPM2.0 chip binding policy

clevis luks bind  Binds a LUKS device using the specified policy

clevis luks edit Edit a binding from a clevis-bound slot in a LUKS device
clevis luks list  Lists pins bound to a LUKSv1 or LUKSv2 device

clevis luks pass Returns the LUKS passphrase used for binding a particular slot.

clevis luks regen Regenerate clevis binding

clevis luks report Report tang keys' rotations

clevis luks unbind Unbinds a pin bound to a LUKS volume
clevis luks unlock Unlocks a LUKS volume

11.3. SELINUX % ENFORCING E— RTH#IC L7 TANG H—/1—DF 7
A4 X2 b

Tang Y —N—%FAL T, Clevis®IHT7 54 7> N LD LUKSBES{ERY) 2—LD0OY 7 %= BEMIC
RIRTEEYd, RIROIFT)ATIE, tang/Nvr—T %14 X M—)LL. systemctl enable
tangd.socket --now ¥V RAEANT B &IlLY, R—b80ICTang H—NN—% 7704 LE T,
RDFIEDHF TlE, SELinuxEHIE— FDREH —ERELTHRY LR—PMTEITINTWS Tang
H—N—DFTO4 AV FERLTVWET,

AR
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FIR

PBNERY D —R—2ADESLEFALE. BSEIhiRY a—L08EOY 7 EERO

policycoreutils-python-utils /Xv 7 — U 8 L KREFEREF{EHI A VA =L INhTW3,

firewalld H—EXARETLTWVWS,

ctang Ny r—T & T DKREFERKREA VA M—ILT BITIE root TUTOIOY Y REERTLE

ER

I # yum install tang

. 7500/tcp R EDAFAERR— M 5BIR L., tangd Y—EZXADBZFDR—MINA VY RTEB LD

IKLEY,
I # semanage port -a -t tangd_port_t -p tcp 7500

R—HMI1DODH—EZXDHT—EICFERATESH, ITIFERALTWSR—bEFRALE
5 &9 % &, ValueError: Port already defined TS5 —A"FEE L £ 9,

I TFATIFA—IDR—MNERETET,

# firewall-cmd --add-port=7500/tcp
# firewall-cmd --runtime-to-permanent

. tangd —EXEBMIILE T,

I # systemctl enable tangd.socket

A== A R T 7 AIEERLET,

I # systemctl edit tangd.socket

. UTFOIT 1% —EET. /etc/systemd/system/tangd.socket.d/ 71 L 7 b —IlHBED

override.conf 7 7 1 JLZF X, RDOITEZEML T, Tangy—"N—DF 7 I hDKR— h %,
80 M. LIAINGLABESICEELET,

[Socket]
ListenStream=
ListenStream=7500
5E

# Anything between here & # Lines below this TiaZ 2 17DORICLABIO O —
FRX=ZRy NEEALET,. BALBRWEE, YATLRERZHELITT,

. Ctrl+O & Enter 2L, ZEZREFELZF T, CtrI+X 2L TCIT1 94 —%2KTLZET,

BB LICREZBHRADAHLET,

I # systemctl daemon-reload

CBRTEIEBEL TWAZEEESRELET,

X5
ai
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# systemctl show tangd.socket -p Listen
Listen=[::]:7500 (Stream)

10. tangd Y —ERERBLE T,
I # systemctl restart tangd.socket

tangd A%, systemd DV Y N7 VT4 R=2 a3V AAZALEZFRALTWS LD, RIDICE
MTBETCICY—N—EHFLET., RPWORBERFIC. —HOBSENEHNICERINE
T, BOFEERDREDESLBRIFARTTZICIE jose1—FT 1 U T4 —%FALET,

B EfE R
e tang(8). semanage(8). firewall-cmd(1). jose(1). systemd.unit(5) & & U

systemd.socket(5) D man X—

N.4. TANG H—N—DFEOO—FT—2a3 VLTI ATV KNTONL Y
T4 YT DEH
UTOFEICHE>T, Tang—N—0DEEO—F—>3 v L, VA7V NOBREONNA VT4V
EEHFLET, BAEO—FT— I 2DIELEERIE. 77V 5—ray, oY1 X SLTHEBO
RYS—ICLYERY ZXT,
L7»">T. nbde_serverRHEL ¥ 27 L0—J)L&FERA LT, TangfgZO—7—>3 v TEXT, &
M B D Tang H—/N—ERETD nbde_server Y A7 ALO0—)LDER #SR LTIV,
(1} =355
e Tang H—/NN—AFETLTW3,
o clevis /Ny 5 —I B LU clevis-luks /Xy 5 —I D) SA4 TV MIA VA M=ILEINTWS,
e RHEL 8.2 IC. clevis luks list. clevis luks report. & & T clevis luks regen HEIII L TLY
BT EITERLTLESI,
¥

1. ivar/db/tang BT — 9 RXR—ZXT 4 L7 MY —DFTRTOEDOERIDRIIC . ZIEL T, 7 KN
FAZXAYPMIFULTHERRICLET, UTDFIDT7 714 ILEAIK, Tang b—N—DET—%
NR=ZTALIN)—ILHZ—BDIT77AINREFERYFT,

# cd /var/db/tang

#ls -l

-rw-r--r--. 1 root root 349 Feb 7 14:55 UV6dgXSwe1bRKG3KbJmdiR020hY .jwk
-rw-r--r--. 1 root root 354 Feb 7 14:55 y9hxLTQSiSB5;SEGWnjhY8fDTJU.jwk

# mv UV6dgXSwe1bRKG3KbJmdiR020hY .jwk .UV6dgXSwe1bRKG3KbJmdiR020hY .jwk
# mv yOhxLTQSIiSB5;SEGWnjhY8fDTJU.jwk .y9hxLTQSiISB5;SEGWnjhY8fDTJU.jwk

2. ARINEEIN, TangP—/""—DT7 RN AL IR/ L TITRTOEDNIFERTICHE>TWVWE &
EHERLET,

#ls -l
total O
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X5

3. Tang %—/X— /var/db/tang T /ust/libexec/tangd-keygen O~ > K% {FH L TH L WEEE
BLZET,

# /usr/libexec/tangd-keygen /var/db/tang
# Is /var/db/tang

3ZWS6-cDrCG61UPJS2BMmMPU4154.jwk zyLuX6hijUy_PSeUEFDIi7hi38.jwk

4. Tang == UTFDEDICHRF —RT7HILEBEZLF—2R/HALTWB I &R LET,

# tang-show-keys 7500
3ZWS6-cDrCG61UPJS2BMmMPU4154

NBDE 2 54 7> b Tclevis luks report A< > RAEFERAL T, Tang b—/A—TT7 KRN¥ 14 X
INEIPECEFENE I EHELET, clevislukslist A~ RAEFAHT &, BAET S
NAVTAVTDHBRAOY NERFETEET, UTICAERLET,

# clevis luks list -d /dev/sda2
1:tang {"url":"http://tang.srv"}’
# clevis luks report -d /dev/sda2 -s 1

Report detected that some keys were rotated.
Do you want to regenerate luks metadata with "clevis luks regen -d /dev/sda2 -s 1"? [ynYN]

6. FTLWEOD LUKS X9 F—4#BEKT 2ICIE, BRIOIAYY ROV M Ty =7
M. clevisluksregen O~ R&AFERAL X,

I # clevis luks regen -d /dev/sda2 -s 1

7. IRTOHFWI ATV I LWREZFER TSI EZ2HEA LS, Tang T—/N—D5HLVE
HHIRTEE Y, RICHERLET,

# cd /var/db/tang
#rm " jwk

Digk

==
[=]

VATV MPMERLTVWERFICHEWREZHIRT 2&, T4 Kbh 35680
HYUFET, ZDLDRBER> THIRLEZEIE. U547 MT clevis luks
regen O R%&EFETL, LUKSIRRT—RAEFEITIRELET,

BIER R

e tang-show-keys(1). clevis-luks-list(1). clevis-luks-report(1). & & U clevis-luks-regen(1)
D man R—

NS5.WEBIJIYY—I/LTCTANG ¥—%2FHLABEO Y 7 EKRDEE
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Tang % —/S— AR T BREMA LT, LUKS THSBLAZ L—Y7/5( 20E80 Y 7 @K%
RETEET.

=55

¢ RHEL8Web AV Y —ILBA VYA MN=ILINTWD, FllE. Web AV —ILDA VA M—JL
EHBRBLTLEIL,

e cockpit-storaged & clevis-luks /XY 5 —I DN AT LIZA VA M—=ILEINTWS,
e cockpit.socket t —E X AR — k 9090 TEITINTW 3,

o TangH—N\—%FIFATE S, F#MlE. Deploying a Tang server with SELinux in enforcing
mode ZIR LTI,

FIR

1L Web 75 0H—ICUUTFO7 RLR%ZABDLT, RHELWeb AV Y —ILEZRETF T,
I https://<localhost>:9090

) E— MY RTFALICERT BRI, <localhost> DR %E ) E— M —/N—DHKRRA MEF 2T
IP7RLRICEE]RZZET,

2. RiIEHmEEEL T, AML—Y %2 )w Y LETY, Filesystems 7> 3> T, BENIC
Oy %BRT 27OICEBMT 2 FEDESIER) 2 —LNEFENE2T1RV%EI Yy I LE
-3_0

3BRLAETARIDNIR—T12aVERSAITOFEME)ZANTZROV 4> RUT, S
INET 7AWV RTLDEICHD >%0) v LT, Tang—"—%FEHRALTOY 7 %Rz
THESER) 2 —LDFFEMAERREL. Encryptionz2 1) v 7 LXY,

4. KeysZ7>avD+%7)y I LTTangF—%BMLET,

example.user@

localhost Administrative access ® Help - a Session ¥
Storage > VirtlO Disk
> /devfvdal xfs filesystem /boot | 027/11GB
v /dev/vdaz LVM2 member (encrypted) thel | 20/20GB
Partition Encryption
Encryption type LUKS2
Cleartext device /dev/mapper/luks-94e1a007-8744-4354-ad95-948586d8fbecc
Podman containers
Stored passphrase none edit
HEELTIE Options discard edit
Keys | + |
Passphrase Slot 0 ‘ =z ‘ —
Applications

5. Key source & L T Tang keyserver Z:EiR L. Tang —/N\—D7 FL X &, LUKS THES1L
INTNA 200y VEBRTB/IRAT—REAALET, AdddEZo ) v 7 LTHEELZE

ER
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PBNERY D —R—2ADESLEFALE. BSEIhiRY a—L08EOY 7 EERO

X5
ai

Add key
Key source O Passphrase @ Tang keyserver
Keyserver address localhost: 7500
Disk passphrase (TT1T11]
Saving a new passphrase requires unlocking the disk. Please provide a current disk passphrase.
Add Cancel

UFDFA4707 94 RIid. BNyl —HT2IL52HERT2I7 Y FERHELE
-a—o

. Tang ¥ —/X—D 4% —3IF )L T, tang-show-keys ¥ R&fERA L T, LEBD/ZHICTF—/1Y
vaxmRRLET, TOHITIE. Tang H—/N—IFR— K 7500 TEITINTWVWET,

# tang-show-keys 7500
fM-EwYeiTxS66X3s1UAywsGKGnxnplI8ig0KOQmMroCM

. Web VY —JLERIROOATY ROBADF—/1Ny > a @ UHEEIE. Trustkey 20 v o
LE9.

Verify key

Make sure the key hash from the Tang server matches one of the following:

SHA256
1IDRvVOHM44Z6y0Y2Y4xK-vFZpb tytxDYWVZdB5Njss

SHA1
MNblrJl3wfqB3eUWrKkTevjy6PtI

Manually check with SSH: ssh localhost tang-show-keys 7500 LM

Copy to clipboard

8. RHEL 8.8 LAFETIE, BEEEINLIL—bT7 7MY AT L& Tang H—/N—%FR L 7214,

A=AV RZ A4 U AD rd.neednet=1 /X5 X —4% —DiEN. clevis-dracut /X 75— D
AVRARN=Ib, BLUVHE RAM 7 1 27 (initrd) DBERERAFY TTEXZET, FIL—FhT 7
AW AT LDIFE,. Web IV —JLid, remote-cryptsetup.target & ' clevis-luks-
akspass.path systemd 1= FZH®IC L. clevis-systemd /Ny 75— %4 VA ~—)b

L. _netdev /S5 X —4% —% fstab 5L U crypttab 2 E 7 7 1 LICEBIMT B LD ICARYFL
7o
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1. FRIEMI iz Tang ¥ —1% Keyserver ¥ 1 7D Keys 272 3 VICY A MKRRINATWS
JEERBLET,
v Jdev/vdaZz VM2 member (encrypted) rhel
Partition Encryption
Encryption type LUKS2
Cleartext device Jdev/mapper/luks-94e1a007-8744-4354-ad95-948586d8fbce
Stored passphrase none edit
Options discard edit
Keys
Passphrase Slot 0
Keyserver http://localhost: 7500 Slot 1

2. NAVTA VI NEAT - FTHEATE2 I 2MABLET, RICHZEZRLET,

# Isinitrd | grep clevis

clevis

clevis-pin-null

clevis-pin-sss

clevis-pin-tang

clevis-pin-tpm2

Irwxrwxrwx 1 root  root 48 Feb 14 17:45
etc/systemd/system/cryptsetup.target.wants/clevis-luks-askpass.path...

RS

e RHELWeb YV —ILDER

1.6. EANS NBDE B LU TPM2EESIL Y 5S4 7 Mgk

Clevis 7L—L7 =213, TL—YT7F X774 I)L%ESIE L. JSON Web Encryption (JWE) 6=
DESIETFRAME LUKSKESETOY VTN 2AOBEAEESTEET, Clevis 754 7 M, B
SALAEIC Tang * v b7 — 2% —/"—F 74 Trusted Platform Module 2.0(TPM 2.0) Fv 7O W3§'h
NafEATEET,

ROOATY RIF, TL—VTFFERARNT7A4ILDEFTNBHIT Clevis MRt T 2 EAMAMEEARL TW

F9, F/2. NBDE £/ IE Clevis+ TPM DT 7AA AV MDD RS T a—F 14V JICHEFERTEE
£
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PBNERY D —R—2ADESLEFALE. BSEIhiRY a—L08EOY 7 EERO

X5
ai

Tang V—NR—CNRA Y REXhEBES{EISA 7V b

o ClevisBEEEV 47 M Tang —/N—IINNA >V RYN B & AR T BITIE. clevis
encrypttang ¥ 7O~ Y R&FERAL T,

$ clevis encrypt tang '{"url":"http://tang.srv:port"}' < input-plain.txt > secret.jwe
The advertisement contains the following signing keys:

_Oslk0T-E216gjfdDiwVmidoZjA

Do you wish to trust these keys? [ynYN] y

LEEDHID hitp://tang.srv:port URL (&, tang B’1 Y A h—JLINTWBH—/N—D URL & —
BMIBLIICERLET, secretjwe HA7 71 LICiE, JIWEHRATHESELAESXIEZE
nNEY, ZOBESXE input-plaintxt A7 71 ILHSHEARAENE T,

Fl. BEICSSHT7 VR LT Tang B —/N—E DIEHFERDBENBBERIBEIE. 7 RN
HDAZXA Y RNEY D O—RLTITZ 74 IVICRETEET,

I $ curl -sfg http://tang.srv:port/adv -o adv.jws

adv.jws 77 1 LADT KNG AV ME T7 AP Ay -V DESLGRE, BHEOY
AVICERLEY,

I $ echo 'hello’ | clevis encrypt tang '{"url":"http://tang.srv:port","adv":"adv.jws"}'

o F—HEESTBHITIE. clevisdecrypt I¥ Y REETL T, S (UWE) 2R#LE T,

I $ clevis decrypt < secret.jwe > output-plain.txt

TPM2.0 #fFAYd 55147 K

o TPM20Fv F%EALTHESITZICE. JSONKREA TV TV MUXDBIHDANERS
nTWaclevisencrypttpm2 717V RAFERALZE T,

I $ clevis encrypt tpm2 '{}' < input-plain.txt > secret.jwe

BIDRERE, /Ny a, BLTERT7ILIT) ALEBIRTDICIE. UTOLH IS, BHETON
TA4—%BELET,

I $ clevis encrypt tpm2 '{"hash":"sha256","key":"rsa"}' < input-plain.txt > secret.jwe
o F—H%EST BITIL. JSON Web Encryption (JWE) ERDES X %#1IRELE T,
I $ clevis decrypt < secret.jwe > output-plain.txt
E> &, PCR (Platform Configuration Registers) JREEADT—4 DY — ) V JICEMIGLET., D&

IS, PCP NNy Y oD, o=V ITBEICERALERY Y —&—HT2HEICOH, T—IDY—Y Y
JeRTEEY,

Fe& ZIE SHA-256 XV IR LT AV TY I RO0OBELUV7DPCRICT—F %2 —ILT BITIE. KL
TaTVWETY,
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I $ clevis encrypt tpm2 '{"pcr_bank":"sha256","pcr_ids":"0,7"}' < input-plain.txt > secret.jwe

gk

H
[=]

PCRDN\Y Y aAZEZXIMZBIENTE, BEEINALRY) 2—L00OY V%R

TBH5IEETERSRY T L, DD, PCROENEEINLIZFETE, BS
EINLR) 2 —LDAY Y 2FETHRIFTESRNDBENRT L —X%ZEML &
—g_o

shim-x64 /Xy 5 —S D7y T L —RRICV AT LADBESLINLRY 2—LD

Av o %= B BEMNICARIR T RWIEEIL. KCS DEEEClevis TPM2 no longer
decrypts LUKS devices after a restart D FEICHE > T E XLy,

BEEE R

e clevis-encrypt-tang(1). clevis-luks-unlockers(7). clevis(1). & & U clevis-encrypt-tpm2(1)
D man R—

o LITD&LDICBIBIEEL T IC clevis. clevis decrypt & & U clevis encrypttang <Y > K%
AALIEZICRRIINDHAHIAHA CLL,

$ clevis encrypt tang
Usage: clevis encrypt tang CONFIG < PLAINTEXT > JWE

11.7.LUKS THESI1E L72RY) 2 —LDFENFEFDRTE
Clevis 7L—L7—0%FEEAT 5&, BIRLAE Tang —NN—DERAITEARIFEIC. LUKS BESER
)a1—LALDAY V5BERBRTZEIDICIVTATUVRNERETEET, ZhiZLY., Network-Bound
Disk Encryption (NBDE) 7 704 X ¥ HMERI N E T,
AR &Y

o Tang $—N—HAEFINTVT, FRATEZLII1CLTH 2,

FIR

1. BEED LUKSEES{ERY) 2 —LDOY U 2 BEIRNICEERT 5 ICI1L. clevis-luks 7 /Xy sr—
%’f V7\ I\_)l/bi-g_o

I # yum install clevis-luks

2. PBD A LUKS BEBIERY) 2 —LEZFELEF T, ROFITIX, 7Ov 7731 ZIE /dev/sda2
EMENTWET,

# Isblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 80 0 12G 0disk
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BIERY S —R—2OESLEEALE, BSEIhAKY 1—L0BBO Y 7 BROZE

sdat 81 0 1G 0 part /boot
L-sda2 82 0 11G 0 part
L|uks-40e20552-2ade-4954-9d56-565aa7994b6 253:0 0 11G 0 crypt
|—rhel-root 253:0 0 9.8G Olvm /
L—rhel-swap 253:1 0 1.2G 0lvm [SWAP]

3. clevisluks bind <> FA2FEAL T, R a—L%Z Tangh—"—NNA1 Y RLZET,

# clevis luks bind -d /dev/sda2 tang '{"url":"http://tang.srv"}'
The advertisement contains the following signing keys:

_Oslk0T-E216gjfdDiwVmidoZjA

Do you wish to trust these keys? [ynYN] y

You are about to initialize a LUKS device for metadata storage.
Attempting to initialize it may result in data loss if data was
already written into the LUKS header gap in a different format.
A backup is advised before initialization is performed.

Do you wish to initialize /dev/sda2? [yn] y
Enter existing LUKS password:

Zoav Y Rk, UTO4D2DFIEEEITLET,
a. LUKSYRY—EEELCIbAOE—%2FBRALT, FTILWEEZEKRLE T,
b. Clevis THrL WEARES{L L T,

c. LUKS2AY H—K—2ICClevisJIWE A TV TV MNERIFT DD, T 740 MNUHD
LUKSIAY F—DMEAINTWBIHEAIX LUKSMeta 2 EHALE T,

d LUKS #fEHE7T 2 LVWEZBEMICLE T,

pa )

NA Y RFIETIE, ZZELUKSARZRT7—R20O0Y DK EB12HB TN
AREAR>TWVWET, TDROY D 1D% clevis luks bind 3~ RAERL
9,

RY 21—k, BRIE. BEORRT—REClevis RY —4FALTOY VERRTEET,

VAT LADRE IO RADINEERETT A RINA VT4 VT ENBTZEDICT BRI A
VARN—IEAIADY AT LATdracut Y —ILAERLET,

I # yum install clevis-dracut

RHEL TlE. Clevis IR A NEEDREA 7> 3 v ZIBEE T INE initrd (18 RAM 74 2

Y EERL., A=) ATV K54 ViZ rd.neednet=1 2 ED/RS X —49 —EBEHITEM L
FtA. MIHIORHEFICRY N7V —0%ZREET S Tang EV ZFEAT 23551, --hostonly-
cmdline 3|84 /A L. dracut »* Tang /N\{ V5T 1 V% #RH T % & rd.neednet=1 %BH0L
7,

I # dracut -fv --regenerate-all --hostonly-cmdline
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F7ld. Jetc/dracut.conf.d/ IZ .conf 7 74 ILZ={ERK L. LATFD & S IC hostonly_cmdline=yes
A7 avaEEMLES,

I # echo "hostonly_cmdline=yes" > /etc/dracut.conf.d/clevis.conf

g oaw

E ' Clevis B4 Y2 h—JLENTWB Y RF LT grubby V—ILAEERALT, Y27
: LRBEEORVERT Tang EVY DRy hT— 0 ARATEZLDICTEIEN
o TEXEY,

c;“m ™ I # grubby --update-kernel=ALL --args="rd.neednet=1"

JRIZ. --hostonly-cmdline 7% L T dracut 2 TE £ 7,

I # dracut -fv --regenerate-all

1. Clevis JWEZA 7Y 9 RHLUKS Ay F—ICETIICEDNNTWS Z &EAHERT 5I121E. clevis
lukslist A~ REFBRLZET,

# clevis luks list -d /dev/sda2
1:tang '{"url":"http://tang.srv:port"}'

BF

(DHCP 2R LAV B IPREEF DI SA 7V MINBDE #FRAT 5101k, M
TDEIIC, FETRY NT—U5&E% dracut YV —JLIEL XY,

# dracut -fv --regenerate-all --kernel-cmdline
"ip=192.0.2.10::192.0.2.1:255.255.255.0::ens3:none"

HLLIE, By bU—21EHREFEA L T /ete/dracut.conf.d/ 714 L 2 k1) —IC .conf
T77A4IVEERLET, UTICHZRLET,

# cat /etc/dracut.conf.d/static_ip.conf
kernel_cmdline="ip=192.0.2.10::192.0.2.1:255.255.255.0::ens3:none"

MEBARAM T A RVA A=V EBEMLET,

I # dracut -fv --regenerate-all

BEEER
e clevis-luks-bind(1) & & U dracut.cmdline(7) ® man XR—</,

o Xy NIJ—URERFYIRY—FIATVNK
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BNERY D —R—2ADESLEFALE. BSIEIhiRY 2 —L0BEEIOY 7EEROD

X5
ai

N.8. TPM20/RY v—AFA L/ LUKSESILRY 21 —LDFEFHEHFODE

A
RDFNE%FEA L T, Trusted Platform Module 2.0 (TPM 2.0) R Y) & —% R L T LUKS BES bR
Jai—LDOy VBRERELE T,
AR
o 7Ot REEEMR TPM2.0 BT /N1 2,
o URAFLNG4EY MNintel 7T—FFVFv—, £LE64EY NAMD 7—FF7 9V F v —Th
%,

FIR

1. LUKS TSI LABREDOR) 2 —L288NICT7Ov 29 5ICE, YTy 5—20
clevis-luks #1 YA =)L L £ T,

I # yum install clevis-luks

2. PBD A LUKS BEBIERY) a—LEZFELF T, ROFITIE, 7Ov U731 ZIE /dev/sda2
EMENTWET,

# Isblk
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda 8:0 0 12G 0disk
sdat 81 0 1G 0part /boot
Lsda2 82 0 11G 0 part
L uks-40e20552-2ade-4954-9d56-565aa7994b6 253:0 0 11G 0 crypt
|—rhel-root 253:0 0 9.8G Olvm /
L—rhel-swap 253:1 0 1.2G 0lvm [SWAP]

3. clevisluks bind A~ RAFHAL T, RYa21—LETPM2OTF/NA RIZNA Y RLET, UL
TICHIERLET,

# clevis luks bind -d /dev/sda2 tpm2 '{"hash":"sha256","key":"rsa"}'

Do you wish to initialize /dev/sda2? [yn] y
Enter existing LUKS password:

Zoav Y Rk, UTO42DFIEEEITLET,
a. LUKSYRY—EEELCI Y bAOE—%2FBRLT, TILLWEEZERLE T,
b. Clevis THrL WEAES{L L T,

c. LUKS2AY H—K—2UICClevisJWE A TV TV NERIFT DD, T 740 NUHD
LUKSIAY F—DMEAINTWBIEAIX LUKSMeta 2 EHALE T,

d LUKS #fEHEdT 2 LVWEZBEMICLE T,
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pa )

NA Y REETIE, ZBXLUKS /SR — K20y RV e 10H53 2
ERRHRER>TWET, FOROY D 1D% clevis luks bind <> K
MMERLEY,

HB WL, FFED Platform Configuration Registers (PCR) DRREICT—4 %> —IL§ %15

&, clevis luks bind O < > NI per_bank & per_idsfE%=EBML ET, UTFICHIZRL
7,

# clevis luks bind -d /dev/sda2 tpm2
'{"hash":"sha256","key":"rsa","pcr_bank":"sha256","pcr_ids":"0,1"}'

gk

==
[=]

PCRNY Y NS —ILBFICHEAINE R Y—&—HL, NyPa

HEXWMZBZIENTEDBBICDI, T—YEBTU—IVTESB
&, PCROEIAZEINLIFE. BEEIN/AR)2a—L0Oy V%
FECHRBRTIZRABLNRRTIL—XEEMLEFT,

shim-x64 Xy 45— D7y 7L — REBICV AT LADPES(ELI R
)a1—LADAY Y% BENICERT I ARWGEIX. KCS DEEEClevis

TPM2 no longer decrypts LUKS devices after a restart D F|EIZHE > T
XV,

4, R a—LlE, RE. BEONRRATD—KEClevis R Y—%5FHALTAOY VA2 RBRTEET,

5 VAT LDEBEN O ADIEABRETT A RINA VT A VT HMIBTEEDICTBICIE. 1
VAN—IEAIADY AT LTdracut VY —ILAERLET,

# yum install clevis-dracut
# dracut -fv --regenerate-all

i
EI-I;

1. ClevisJWE A7V RHLUKS Ay F—ICETIICENMNTWS Z &EAHERT 5I121E. clevis
lukslist A~ REFBRLZET,

# clevis luks list -d /dev/sda2
1:tpm2 '{"hash":"sha256","key":"rsa"}'

BEER

o clevis-luks-bind(1). clevis-encrypt-tpm2(1). & & Uf dracut.cmdline(7) ® man R—<

11.9. LUKS TEES{L L7=RY) 2 —AHD 5D CLEVIS E > DFENHIFR

108


https://access.redhat.com/solutions/6175492

PBNERY D —R—2ADESLEFALE. BSEIhiRY a—L08EOY 7 EERO

X5
ai

clevis luks bind A< Y RTERINIX Y T—4 =FHTHIRT 25EP. Clevis N BIIL7/7=/YX 7
L—XZz80RIOY M&—ET5ICE. UTOFIEZTWET,

BF

LUKS THES(L L7=R Y 2 —LALH D Clevis EV & HIRT 21545 1d. clevis luks unbind
AV Y RAEFHTLZZEIHEINT T, clevis luks unbind = L 7-HIBRFIEIE. 1
BIORTy TTHERIN, LUKSIRY 2 —LABLVLUKS2 R 2 —LDEE THEEL F
o RDAX Y RBE, N4 Y RFIETERIN/A Y T—4 %HIR L. /dev/sda2 7
NAZDE2OY M1 2HIKRLET,

I # clevis luks unbind -d /dev/sda2 -s 1

AR

o Clevis/ \A VT4 V7 %MEALELLUKSESIERY 2 —L4,

FIR

1. /devisda2 7 EDRY) 2 — LD ED LUKS IN—V 3V TH DI EFEE L. Clevis I2/8f Y KX
nTtwza20v hELV M=V Vv ERHELET,

# cryptsetup luksDump /dev/sda2
LUKS header information

Version: 2

Keyslots:
0: luks2

1: luks2
Key: 512 bits
Priority: normal
Cipher:  aes-xts-plain64
Tokens:

0: clevis
Keyslot: 1

LRRDOHITIE, Clevis k=27 >IZ 0 THBISh, EEMFLONIF—ZOY ME1TY,
2. LUKS2 BBt DiFEIF. b=V ZHIBRL X T,

I # cryptsetup token remove --token-id 0 /dev/sda2

3. 7/34 2% LUKSI THESME L, cryptsetup luksDump 1% > ROHFIIC Version: 1 XF 54
TINTWBIGEIL. luksmetawipe O RTZDBIMFIEEZITVWET,

I # luksmeta wipe -d /dev/sda2 -s 1
4. Clevis SR 7 L —X =g A0OY MZHIBRLZF T,

I # cryptsetup luksKillSlot /dev/sda2 1
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BIER R

clevis-luks-unbind(1). cryptsetup(8). & & U luksmeta(8) @ man R—

N10. ¥v I 29— MAFEHALE LUKSES{ERY 21— LDOBEEHEHFDETE

CDEIBICHST. LUKS THES{LINERY 2 —LDESRIC Clevis #EHT 2884 VA =)L 7O

2%

FIR

1.

110

RELET,
—B/XRAT7—REFEAL T, LUKSESENBMICR>TWET 4 R %, /boot UIADT AT
DIVYRRAYNTREITDEDIC. FYvIRI—MIIBRLET., X7 —NiE, BT
AtEROFIRICHERT 57HDO—FNREDTT,
part /boot --fstype="xfs" --ondisk=vda --size=256
part / --fstype="xfs" --ondisk=vda --grow --encrypted --passphrase=temppass
OSPP #EHD Y AT LICIE, FYEBMARENVETHZ I EITERLTLEIV, RICH%
~LET,
part /boot --fstype="xfs" --ondisk=vda --size=256
part / --fstype="xfs" --ondisk=vda --size=2048 --encrypted --passphrase=temppass
part /var --fstype="xfs" --ondisk=vda --size=1024 --encrypted --passphrase=temppass
part /tmp --fstype="xfs" --ondisk=vda --size=1024 --encrypted --passphrase=temppass
part /home --fstype="xfs" --ondisk=vda --size=2048 --grow --encrypted --
passphrase=temppass
part /var/log --fstype="xfs" --ondisk=vda --size=1024 --encrypted --passphrase=temppass
part /var/log/audit --fstype="xfs" --ondisk=vda --size=1024 --encrypted --
passphrase=temppass
BEE ¥ % Clevis /Ny s —I % %packages 22> 3 VIZEBMLT, 1 YAM—=ILLET,
Y%packages
clevis-dracut
clevis-luks
clevis-systemd
Y%end
A7 avT, BREIXBLTHESEINARY 2—L0OY V5 FETHRIRTEELIICT 3
IKiE, =R RT7 L —X%ZHIBRT BRIICEEAR/NR T L —XZEBMLE T, FMlICDOWT
I&. How to add a passphrase, key, or keyfile to an existing LUKS device DEFEZSRL T L
Ty,
. clevis luks bind ZIF ' LT, %post Eo/ > avDNA VT4V T2ETLET, TDIE,

—BRRNRAT—RFZHIRLEY,

Yopost

clevis luks bind -y -k - -d /dev/vda2 \

tang '{"url":"http://tang.srv"}’ <<< "temppass"
cryptsetup luksRemoveKey /dev/vda2 <<< "temppass"
dracut -fv --regenerate-all

Y%end


https://access.redhat.com/solutions/230993

BNERY D —R—2ADESLEFALE. BSIEIhiRY 2 —L0BEEIOY 7EEROD

X5
ai

RENEEWHICKRY N7 =02 NEET D Tang EVICEKEL TVWBIHE. T/ Id5M 1P &
EDNBDE 72547 baFEALTWSIHEEIE. Configuring manual enrollment of LUKS-
encrypted volumesiCit > T dracut ¥ Y REZEHGT ZNENHY 7,

clevisluks bind ¥ > KD -y # 7> 3 vid, RHEL83INLMEATES I LITERLTLE
XL\, RHEL 8.2 LLBITIE. clevisluks bind ¥ > KT -y % fICBX# X, Tang —/\—
MOETRNRIALA XAV NES D O—-—RKLET,

Yopost

curl -sfg http://tang.srv/adv -0 adv.jws

clevis luks bind -f -k - -d /dev/vda2 \

tang '{"url":"http://tang.srv","adv":"adv.jws"}' <<< "temppass"
cryptsetup luksRemoveKey /dev/vda2 <<< "temppass”
dracut -fv --regenerate-all

Y%end

Digk

H
[=]

cryptsetup luksRemoveKey O < > Ni&, ZhZEHAT % LUKS2 7/3 4

ADRZNULICEEBINDIDEFETET, LUKST T/ UL TDH
dmsetup I7¥ > RAEFAL T, BIRINATRY—F—%OETEET,

Tang —N"—DKDHLYICTPM20 R ¥ —%FHHT 21551, BAROFIEEZFEATETET,

BEEER
o clevis(1). clevis-luks-bind(1). cryptsetup(8). & & ' dmsetup(8) D man R—

o v /U 24—N%{FEMAL T RedHat Enterprise Linux8 D4 ~ XA h—JL

N1 LUKS THRESIEINEZY L—NTIVRANL—=—UFNRA 208870
9 DERTE

CDFIBICHK>T. LUKSEBSIELUSBA ML —SFNA 20OBEFHOY /BB 7TOERABELET,

FIR

1. USB RS A4 774 E, LUKSTHESIELIZY LA—NTIVRANL—YFNA R2EFHICT7OY
29 BIIE. clevis-udisks2 /X r—I A VAN —ILLET,

I # yum install clevis-udisks2

2. VAT LEBEEIL, LUKS TEEB{EL7zRY) 2 —LDFENESHFOHRTE ICHE> T, clevis luks
bind A~V REFRLENA VT VI FIEEERITLET, UTFICHIERLET,

I # clevis luks bind -d /dev/sdb1 tang '{"url":"http://tang.srv"}’

m
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3. LUKS TS L7c) L—/NTILT /N X1E, GNOME TRV by Ty a2 TEEBICT
YAV I TEXDLIICHRYFE L, Clevis R o—IZ/8 ¥ KT BFT/814 ZlE, clevis luks
unlock ¥ RT7>vOv I TEET,

I # clevis luks unlock -d /dev/sdb1
Tang H—N—DRDHOYICTPM20 R > —%(FHET 255 E. AROFIEEZFERATEET,

RS

o clevis-luks-unlockers(7) man X—<

NR2. S0 AMNBDE VAT ALDT7AA XV N
Tang . BTAMT 7O AV N EBETIHEE 2 DRELET,

77477 bOTTRMYE (#HE)

54T ME BHO Tang b —N—IINNA4 U R T 2HEAXFR L TRETI2HELIHYET, &
DFRETIE, & Tang —N—IIHBEOEIHY. 7547V ME. ZOHY—N—DH Ty MIE
WMIBDIETESTEEY, ClevislZTTIC, sss TS VAM VAFRALTIOT7—270—ICx/mL
TWEY, RedHatld, EATAMDTTOA XY MIZDAEEHBELET,

goity

TRMEAZERT D7HIC, TangDA Y RAY VYV RAIERT TO/4TEEd, 2 OBUEDS Y RY Y
A%ERETDICIE, tang Xv 5 —T %A VA M—)L L, SSHEMT rsync AL TZDHET 1
L7 M) —ZFBERAMIIE—LET, BEZHETIERANDRET I ERDY R IDNEEY.,
BIMOBEEES Y75 A RSV F v —DREICRD/D, RedHat (I DHEEHEL TLEY
Ao

Ty IT7OMEBESEEERH LS T NBDE

T I T OMBOEL(SSS) &, MBEAEBEHOBEEDNN—VICDETEESAT—LTYT, WEEHESE
TBICIE. WSODDNR=YDPRBEICRY FT, HUEIEXL SWMEEMHEIEN, SSSIELESWMERF—LAE
HEEENE T,

Clevis [, SSSDREZRHEL T T, BZEMRL. ThZeWI2DDNR=YIIREILEXT, /Y
I, SSSEBFENICESTHDEY ZEAL THESIEINE Y, T, LEWVMEtEEELT Y. NBDE
TTAA RV M TORLELLDEDEEST DL, BSERI|METIN. ESTOEIN/EIILZ
¥, Clevis N LEWMETEREINTVLREIYENIVWERZMREHTDE. T5—AvE—IDHAE
nE9,

Bl1:2E50 Tang Y —"—%Z A LA RYE
RDOAX Y RiE, 28D Tang Y —/"—DHI D4 &£ 1 BANMEATEERIZAIC. LUKS THESI{EI N
T4 2%B5LET,

# clevis luks bind -d /dev/sda1 sss '{"t":1,"pins":{"tang":[{"url":"http://tang1.srv"},
{"url":"http://tang2.srv"}1}}'

FROITYRTIR, UTFORERF—LEFERALTVE LE,

"t":1,
"pins":{
"tang":[
{
"url":"http://tang1.srv"

12
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"url":"http://tang2.srv"

CDFRETIE. VRAMIRBEINTWE 25D tang —/NN—DO 5D EH1DAFAHAIETHN
(£, SSSLEWMEt N 1ICEEEIMN. clevisluksbind Y Y RAMBAEEEICEEBELTT,

Bl 2: Tang Y —/X— & TPM F/RA ATHEL TV E

RDAT Y RIE, tang H—/"—& tpm2 7/ ZOEAHFIAATRERIBEIC. LUKS THESELEZTN
A AEEEICESLET,

# clevis luks bind -d /dev/sda1 sss '{"t":2,"pins":{"tang":[{"url":"http://tang1.srv"}], "tpm2":
{llpcr_idsll:llo’7ll}}}l

SSSLEWEt A2 ICREINTWVWEIRERAF—LIXUTOLS ICRY XY,

{

"t":2,
"pins":{
"tang":[
{
"url":"http://tang1.srv"
}
1,
"tpm2"{
"pcr_ids":"0,7"
}
}
}
BAER R

e tang(8) (High Availability =7 > 3 »). clevis(1) (Shamir's Secret Sharing />3 >). &
& U clevis-encrypt-sss(1) D man XR—<

M13.NBDE *v N7 —V TRE~Y>YOTF7O4 AV b

clevis luks bind I~ > Ni&, LUKSTRY—REZZBLEFEA, Ihik, REYIVFLEIZVKR
IRIETHERT 5. LUKSTHRESIELIZA A=A FERT 2BEIC. COAAXA—VEERTTEIIRTOS
VR VANRARAY—RBERBEISLIEEEKRLET, ChiliFtEFa Y74 —DHEATKIREED
HB=H, BICOET2RENHY T,

ZhiE. Clevis DHFIRTIEA <. LUKS DREFRETY, ¥ F VATV RADIL— I RY 2—L%
ESET 2RELH BHFEIE. 757 KAD Red Hat Enterprise Linux D& Y R VAT LTE &
BlEFvIRI—PEFRALOAVYAM=LTOEREZETLET, TDA1 A=V, LUKST R
Y—RAEHBLRTNIEHRETEEEA,

RFE{RETEBEOY VEKRET 704 X M 3I2I1E, lorax ¥ virt-install R EDT AT LEFY Y

A= 774 (FY I RI—MEFERALE LUKSEBESIERY) 2 —LDBEEEHFORESR) £
TOMOBEETOEY 3=V Y —ILAEFERALT. SBSLVMICEEDYRY —F—%5HRIH5L

13
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i’a—o

RS

o clevis-luks-bind(1) man R—¥

N14.NBDE Z{FRH L7 27 NIRIEEFAOBEEFRAREARETI V1 XA —
T DIEE

BEIERARELESIbA XA —YA2 VSO RBREBICT IO4 35, HEDRENRETIHEELHY
F9, MOREIULRIBEERRKIC, LUKSTRY—RBZHBLAVWELDIZ, 1DDAM X —=UDSEEENIT S
AVRAIY VAR ERLT I ENHRINET,

L7z 2T. RRANTSOVF4RIE, EONRTY v )R N)—TEHEHBEINT, BRoNni1 2V R¥
VADTTOAAA Y MDR—=RER BT LI, AA=—VBHRITYAXTEHIETT, FEFRT A
VA VADEIE, TTOAAMAX Y MNDEFI) T —R) O —TCEETIVNELIrHYEFT, F/-.
LUKS ¥R Y —BDKENRY MNUICBEETZ ) RIVFREICEDVWVTRETIHENHY T,

LUKS ICR T 2BE8T 704 XY NEFEET BI1CI1E. Lorax. virt-install RED Y RAFLEF VIR
A=K7 74N E—BICERAL, (I XA—VEBETOCRAFICTRAY—BO—EHEHBRETINELNHY
i’g—o

759 RRIETIE, CITHREFT2 220D Tang—N"—F 704 XY bA T aVHFBATEET,
F9. VUV RBREZOEDICTang Y —N—%F7O/4TEFET, L LI 2D0DM VT3S
O9F v —BTVPN Y VI RFRLEMILAA VY ISAMNSIF¥—T. 257 ROHIC Tang ¥ —
N—%FTO4TEET,

P92 RICTang XM T4 7770495 &, BRICTIOMTEET, L. IOV RFLD
EEXDT—YKGILETA VIS ANSVFv—%HBLES, Tang Y —\—DOMERS L O
Clevis X9 7—% &, AUYMEBT 1 RIVILRETEZHEIHYET, COWMEBT 1 RV TIE, BEX
T—INDWHDRBRIET V2 ADEEEICRY £,

BF

ZD7=&®, RedHatld, T—9 % RETDHAE. Tang BERITLTWBR VR T L%, ¥
EWICOBEI T2 ZMCHELEY, V77 RE Tang—NN—%29BT 2T &
T. Tang H—/"—DMBEHHED, Clevis X ¥ T —F ER>THEET B I EDBVEDIITL
F9, ILIT, THITLY, V5TV RAVYISRAMNSVFv—HRIRICISINTWVS
BEIIC, Tang —N"—DO—HILFIEHERELE T,

M15. A7 F7—&ELTOTANG OF 704

tang O 77+ —41 A —2 &, OpenShift Container Platform (OCP) ¥ 5 24 —F 7 IdBIDIRE~Y > >~ T
E179 % Clevis 7 514 7~ b®D Tang-server ESbiee #RHE L 7,

AR
e podman /Ny 7 —2 & ZDEREFERFBDN AT LICA VA M—=ILEINTWS,

e podman login registry.redhat.io 1~ > K%z {£f L T registry.redhatio > 7+—h4%07
IKAJ74 2 LTW5, FFfild, RedHat A7 F—L Y AN —DFREE 25RB LTSIV,

e Clevis 7247 M. TangH—N\—%FERALT. BEWICT7 O V9% LUKS THES{EL
R 1—LEEOYRATLIA VA M=ILINTWS,

14
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BIERY S —R—2OESLEEALE, BSEIhAKY 1—L0BBO Y 7 BROZE

FIR

1. registry.redhatio LY XA MY —HD S tang IV T F—A X—Y % FILLET,
I # podman pull registry.redhat.io/rhel8/tang

2. AVTFHF—%ETL. TOR—MEBELT Tang BAD/NIREZBELET, LEROHIT
&, tang IV T F—%FETL. KR—h 7500 %45E L. /var/dbtang 714 L 7 b —D Tang
BADNRRERLET,

# podman run -d -p 7500:7500 -v tang-keys:/var/db/tang --name tang
registry.redhat.io/rhel8/tang

Tang &7 7 # I N TR—b 80 #FA L £ 9 5. Apache HTTP H—N—"pEDDH—E R
ERETITRMUIHBIEITEFRELTLREIL,

3WMEBIKBLTO) EFa2Y T4 —%IET2%BEE. TangBZEHANICO—FT—>a v LE
¥, tangd-rotate-keys 27 ) M EFERATE £, UTFICHIERLET,

# podman run --rm -v tang-keys:/var/db/tang registry.redhat.io/rhel8/tang tangd-rotate-keys -
v -d /var/db/tang

Rotated key 'TZAMKAseaXBeOrcKXL1hCClg-DY .jwk' -> .'rZAMKAseaXBeOrcKXL1hCClg-
DY.jwk'

Rotated key 'x1Alpc6WmnCU-CabD8_4q18vDuw.jwk' -> .'x1Alpc6WmnCU-
CabD8_4q18vDuw.jwk'

Created new key GrMMX_WfdgomIU_4RyjpcdIXbOE.jwk

Created new key _dTTfn17sZZqVAp80u3ygFDHtjk.jwk

Keys rotated successfully.

o Tang H—N—AEHELTVWRLHICEE 7Oy Z7HICLUKS THES{IELEZRY 2 —LNEFE
NTWBYRTALT, Clevis 7547V M Tang ZFERALTTL—VTHFRA MDA Yy £—Y
HRESESLUVESETES I 2HRALET,

# echo test | clevis encrypt tang '{"url":"http://localhost:7500"}' | clevis decrypt
The advertisement contains the following signing keys:

x1Alpc6WmnCU-CabD8_4q18vDuw

Do you wish to trust these keys? [ynYN] y
test

EEDav Y RElIE. localhost URL T Tang ' —/\—AFIHT X 2B EICTDHIDDHRREKIC
FAMXFHAERL, R—b 7500 XHATEELET,

RS

e podman(1). clevis(1) # &£ Uf tang(8) M man R—

11.16. NBDE_CLIENT 3 & U NBDE_SERVER > A 7 LA O — )L DMEE (CLEVIS & &
' TANG)
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RHEL Y AFLO0—Jbid, EBORHEL VAT L% E—NCBEITZ—ELLZREI VY—T (1R
HIRMT D Ansible O—ILB L UVEY 12— ILDEETT,

RHEL 8.3 Tl&. Clevis # & Uf Tang Zf#f L 7= PBD (Policy-Based Decryption) ¥ ) 2 —> 3 VD BE&}
7704 X~ M Ansible O—J)LAABAINE L7, rhel-system-roles /Xy 7 —(2iE, ThobDy
AFL0O—)b, BETZH, YI77LYARFa AV MDIEEFNET,

nbde client > X7 L0—JLIZ&Y ., BED Clevis 754 7> NEBEMICT O4 TX
9. nbde_client O—JLi&, Tang/N\M VT 1 T DHEHR—KMLTHY., RWEFSTIETPM2 /81 >~
TAVIIEFERTELAVLVRICEBELTLEIY,

nbde_client O—JL(CId, LUKS Z A L THESILEADRY) 2 —LHNBRETY, TOO—JLIE, LUKS
ES{LARY 2 —LD1DLLED Network-Bound (NBDE) #—/X— (Tang H—/3—) AD /N1 ¥ RITH G
LEJ. "RITJL—XEFALTEEDORY) 2 —LDES{bLERETEH. BIKRTEET, R T7L—
X%5HIBRLAS, NBDEZIFEFEALTRY 2 —LDAY VABBRTEET, Thid. YAFL070O
ESazy JRICHIRT I2RENH D —FREAIINAT—REFALT, R a1—L2BRNICESE
INTVWBRBAICKIEET,

NRRATL—XEFEBT7AIDOEAEIEET DHAICIK. O—ILIZHEHMICEEL-RABA2FALET., A
N, VT A VITHRRODNLRWGEIE. BEONNA VT4 VIR T L —XDEEA2RA#F
£

PBD Tl&. T/NAR%EZXOY MY EVYTTZ2EQELTNNA VTV TA5ERZLET, DF Y.,
BULTFNNARICEBONA VT4 VI ABETEEY, 74/ 02Oy ME1TY,

nbde_client O—JL Cid. state EHEIR/ETEET, FILWANAI VT 1 VI EEHRT 2D, BEFEON
A1VT4 VT %5BHT 2%BEE. present Z{FEH L £9, clevis luks bind & [$E7:Y) ., state: present
EHEALTTNARZROY MIHBIBREDONA VT 1V V% EEEXTSHIEETEET, absent 1I5%
ETDE BELENA VT4V IDEIBRINETS,

nbde_client > 27 LA0— L2 #RAT 2 &, BET 1 RVBESEY Y a—23avD—E& LT, Tang
H—N—%F7 04 LTCBEETEEYT, TOO—LIFLUTOMEEYR—MNLET,

e Tang@®ONO—FT— 3V

o TangBDTFOAMBLUNY I TV S

RS

e NBDE (Network-Bound Disk Encryption) 0 —JLZ# DML, rhel-system-roles /Xy /r—<
4 > X h—JLL. /usr/share/doc/rhel-system-roles/nbde_client/ & /usr/share/doc/rhel-
system-roles/nbde_server/ 74 L b ') —® README.md & README.html 7 7 1 )L 525
BLTLSEIW,

o 7o& ZIE. system-roles Playbook MiZ& &, rhel-system-roles /X r—2% 4 V2 h—)b
L. /usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/ 71 L. 7 N ) —% %5
BLTCEIWY,

® RHEL ¥YRFAQ—I)LOFMIE, RHEL VA7 LAO0—IVEFEATZHOIY hO—IL/ —R
EEENR /) — FOEF 2ZRLTILEIW,

NI17. 8D TANG —/N\—% v N7 v 79 % 7=8DDNBDE_SERVER > A T
LAO—I)LDEHA

UTFOFIEICHE> T, Tang Y —/N—E%Z ST Ansible Playbook = #fHH L ERA L £ 7,
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BNERY D —R—2ADESLEFALE. BSIEIhiRY 2 —L0BEEIOY 7EEROD

X5

AR

FIR

I/ —FEBE/ —RZzERFELTWS

BIEWMR/ — KT Playbook #R{TTEd1—H¥—&LCcarybao—)b/—Kicasq4 L Tw
%,

BEWR — RADERKICERATZT7HO Y M, ZO/ —RICHT % sudo tERLH 5,

Z D Playbook #1792 EEWR/ — NFLIEEETR/ — KD IL—TH. Ansible 1 U~
VRY)=T AN RARINT WS,

. Tang Y —/N—DERENEEN S Playbook ##FL 9, LOMNSEIET 2

M. /usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/ 71 L 7 b 1) —IlH
% Playbook DWEFNHIDH Y IV EFRTZIEHNTEET,

# cp /usr/share/ansible/roles/rhel-system-
roles.nbde_server/examples/simple_deploy.yml ~/my-tang-playbook.ymi

Playbook Zi#R&E L. MBERNFA—F—%ZEBML X T, LLTD Playbook ®FITIE. Tang H—
N—DF7O4 EBOO—FT—2aVEREICETLET,

- hosts: all

vars:
nbde_server_rotate_keys: yes
nbde_server_manage_firewall: true
nbde_server_manage_selinux: true

roles:
- rhel-system-roles.nbde_server

pa

nbde_server_manage_firewall & nbde_server_manage_selinux 2’5 & £

— =

true ICEREINTWBI5E. nbde_server O—)L (3 firewall O—)JL & selinux
O—J)L%{#EE L T. nbde server O—J)LAMERHT 3 R—MNEBELET,

Playbook DX = MRFEL £,

I # ansible-playbook ~/my-tang-playbook.yml --syntax-check

ZDAXRY RIIBXZRIET LT THY . BHEHITEYRRENSRETHEDTIEAL
k_ t LH/EIE\ L/T < 7‘-\_-): \:\o

4. #27 L7z Playbook @A L 7,

I # ansible-playbook ~/my-tang-playbook.yml

1

[yl

7
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Red Hat Enterprise Linux 8 ¥ 1Y) 7 1 —Di&{k

BE
Clevis ' M Y Z M—JLEINTWB Y RT LT grubby YV —J)LAFEAL T, X7 ARE

BFORWERET Tang EY DXy M=V ZFATESRLDICT BICIE. ROOIT VR
EEITLET,

I # grubby --update-kernel=ALL --args="rd.neednet=1"

RS

F£#li%. rhel-system-roles /Xy r—2 % 4 >~ 2 h—JL L T. /usr/share/doc/rhel-system-
roles/nbde_server/ 1 L ¥ k |) —3& & U usr/share/ansible/roles/rhel-system-
roles.nbde_server/ 74 L7 b —ASHRLTLLEIW,

11.18. NBDE_CLIENT RHEL ' R 57 L0 — )L A{EH L =EEHD CLEVIS V54 7
Nty Ny S

nbde clientRHEL ¥ 27 LA0O0—)L&FEET 5 &, Clevis 754 7> MRE% ST Ansible Playbook %
BHROY AT LATEBSLCBEATEIY,

.J . ':
.\__é % _ \.‘_.g é

pa 4!

nbde_client ¥ 27 A0—)Lik, Tang/N\M VT 1 VT DHEHR—MLET, Zhid,
RERTETPM2 AL VT4 Y JIERATERVWI EZBHKRLE T,

=S5

FIR

18

HE/ —FEBE/ —RZzERFELTWS

EIEWMR/ — KT Playbook #R{TTEd1—H¥—&Lcarybao—jb/—Kicasq4rLTw
%,

BENR ./ — RAOERICERTSZ7AHY Y MIE, 2D/ — RICHT % sudo R H 5,

Z @ Playbook #FE{T9 2 EEWR/ — NFLIEEERR/ — KD IL—TH. Ansible 1 o~
YRNY—=TFAIICYRRINTWS,

Clevis 7 54 7>~ MDREEED Playbook ##fEL 3, EONSEIKT 2
M. /usr/share/ansible/roles/rhel-system-roles.nbde_client/examples/ 71 L 7 k) —IT&H
% Playbook DWEFNHIDHY Y IV A FRTZIENTEET,

# cp /usr/share/ansible/roles/rhel-system-
roles.nbde_client/examples/high_availability.yml ~/my-clevis-playbook.yml

CBIRLAETHFAMNIT 449 —TPlaybook #fR&ELE T, UTICHIERLET,

I # vi ~/my-clevis-playbook.yml

MERNFGA—F—%BIMLET, LD Playbook DFITIE, 2 DD Tang ——D > B4
BRLEBTADVFATRRIFEIC. LUKS THES{IELAL2DDRY 2 —AZBHMICT7 Oy
V95ELIICClevis V54TV MERELET,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/automating_system_administration_by_using_rhel_system_roles/assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles

BNEKY S —R—2OESLEFHALE, BSEInLRY 1—A0ABO Y VBROZE

- hosts: all

vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- http://server2.example.com

- device: /dev/rhel/swap
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- http://server2.example.com

roles:
- rhel-system-roles.nbde_client

4. Playbook D#EXAMEIL £,
I # ansible-playbook ~/my-clevis-playbook.yml --syntax-check

ARV NIIBXERIETZLETTHY ., BENEDPRBEULERENSRETZEDTIEAN
CEITEFRLTLEIWY,

5. #87 L7z Playbook # @B L £ 7,

I # ansible-playbook ~/my-clevis-playbook.yml
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BF

IRIED nbde_client ¥ X 7 A0 —)LiE, BIHIARR MEE D b OJL (DHCP) 2 EAT %
BEDHEYR—MNLET., BHIPEREDY 47 MINBDE #FRT 35I2IE,. RD
WIFNHIDT7 o avEEFTLET,

o Xy NJ—UH%FEAdracut IV RIELZE T, RICHIERLET,

# dracut -fv --regenerate-all --kernel-cmdline
"ip=192.0.2.10::192.0.2.1:255.255.255.0::ens3:none"

o HBHWIE, MRy NT7—21EHR%ZST .conf 7 7 1 JL % /etc/dracut.conf.d/
FTALIMN)—=ITERLET, RICHAZERLET,

# cat /etc/dracut.conf.d/static_ip.conf
kernel_cmdline="ip=192.0.2.10::192.0.2.1:255.255.255.0::ens3:none"

RIC, WEERAM T4 RVA A=V 5BERLET,

¢ RDA=ARvy N% Playbook ICIBINT 2 I EHTEET,

tasks:
- name: Configure a client with a static IP address during early boot
ansible.builtin.command:
cmd: grubby --update-kernel=ALL --

args='GRUB_CMDLINE_LINUX_DEFAULT="ip={{
<ansible_default_ipv4.address> }}::{{ <ansible_default_ipv4.gateway> }}:{{
<ansible_default_ipv4.netmasks> }}::{{ <ansible_default_ipv4.alias>
}}:none™

LEOR=ZRvy N T, XF75 <ansible_default_ipvd.*> =y NT—VDIP 7
KL ZICEEMAFT (B ip={{ 192.0.2.10 }}::{{ 192.0.2.1 }}:{{ 255.255.255.0
}}::{{ ens3 }}:none),

BIER R

o NS XA—4—DFHME. NBDE Client ¥ 27 LAO—JLICEAY 2EMERIL. rhel-system-roles
Ny lr—I% A4 > M=)l L. /usrtishare/doc/rhel-system-roles/nbde_client/ & & U
/usr/share/ansible/roles/rhel-system-roles.nbde client/ 71 L 7 b ) —% S8BT X
AN

® Red Hat Enable Sysadmin M 2% Looking forward to Linux network configuration in the initial
ramdisk (initrd)
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128 AT LADER

BRE AT LDESR

Audit &, BIMDtEF 1) T 1 — e AT ALAICREITZOTREHY FHA, VATLTEHERINS
LXal)FT4—R)—DEREFKEKREITZLEDIERATEEYS, 2OLDAERIE. SELinux 72 & D5
DEF21) T4 —WEKTHSIENTEET,
12.1. LINUX @ AUDIT
Linux D Audit > A7 ALlE, YRT7LDEF2 ) 74 —FEEBERZEHT A E=RHELFT I, Fa%
EINII—ILIZEDE, Auditid, ATV M) —Z4ERKL. PRATALATEELTWVWSEARY MNMIFE
TRIERATEBRLIFZLLEHLET, CTOERIZ. ISvyvaviI)TF1ahLRBRBETESX2) T4 —
RYVY—DEREE, EREILELDT772aVvEHTZETHEDEDTTY,
LAFIE, Audit O T 7 74 IVICEESRTE B BEHROMETT,

o ARV NDHK, 947, R

o T THONEATITYU NOMBHEDSN)L

o ARYVKNAERBEBLAZI—Y—DIDEARY NDOFEEM

o AUdItBREDNDEBES LIV AWtOT 7 7AIADT I ERART

® SSH, Kerberos R EDFREEA N =X LDTRTDFEH

o FRTEXBT—H~R—2 (letc/passwd 72 &) ~NDEH

o VATLMILDIFTRDA VR—K, BLUVVATLADBEROLT Y A R— NDRT

o 1—H—ID, YTV EATIVTIVMNDIRIVEBEDBHICED AR MDEMERKRA

Audit > 2T LDFERIE. Z<DEF2) T4 —FFEOREICETZEHTEHY £9, AuditiE., LT
DREFLIFZAVTSATVAHA ROBHICERT DD, ThEBIDEDICKIFINTVWET,

e Controlled Access Protection Profile (CAPP)

® | abeled Security Protection Profile (LSPP)

® Rule Set Base Access Control (RSBAC)

® NISPOM (National Industrial Security Program Operating Manual)

® Federal Information Security Management Act (FISMA)

® PCIDSS (Payment Card Industry Data Security Standard)

o ¥xal)F 1 —HMEEHLA K (Security Technical Implementation Guide (STIG))
Audit AT THREINTUVET,

e National Information Assurance Partnership (NIAP) & & U Best Security Industries (BSI) IZ & %
A

e Red Hat Enterprise Linux 5 IC& 1+ % LSPP/CAPP/RSBAC/EAL4 LAFEDERE

® Red Hat Enterprise Linux 6 IC8 17 % OSPP/EAL4 LA (Operating System Protection Profile /
Evaluation Assurance Level 4 LIf%) DERE
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A—RT7—2R

T274ANVT I EADER
AuditiZ, Z74IWLPT4 LI N =T O1R, BE. FLEETINED, ELLIET77M1LE
MALTEINLHNEEBHTIEET, ThiFEAE BEER I 7MILADTIVERAERHEL, Zh
SD77AIVHIIE LG E BTN = AFaREE T 5BICKRICIIEET,

SAFALAI—ILDER
Audit iZ, —BBDY AT ALAA—IILAMERINZ/ZNICAT IV M) —E2ERTDEDICKRETEE
T, IhZEFEHET 5 &, settimeofday * clock adjtime. ZDtDOBFEREED Y A7 L0 —IL 5B
HIBET, VAT LEBBANDEREZEBIMHTEET,

A—Y—HRIFTLEIAYY FDORE
Audit X7 7 A ILDETINIHEINE B TES L, BEDIAYY NOETAEDORHET DL
ITI—ILEERTEET, &AL bINnTALIMN)—AHDITRTOETHABETZ 74 I)LICIL—
IWEESTXET, ChICLYERINZOFIV N —421—H— D THRETZE, 1—H—2
CICETINAEIYTY ROEBIHEEHRTEET,

S AT LDINZAZDRITDE
=IOV LEFIC/SRA % inode ICE#T 27 7AWV T IR ED 4y F§BLUHMIC, IL—ILD
MUOH LEFICEELBRWGEY. IL—ILOEVHELRICTZ Z7AIULHIPEZIBZASNIIFETH,. Audit
DNRADEFTEIAFYFTEBEIICARYF LIz, ThiICLY., IL—ILiE, OIS LETI7A
WETy TTL—RLUEE, FEEAVAMNILINFIICEEREAHRETEET,

EXaVr1—aA R DR
pam_faillock F2EEE Y 2 —JLid, KB L7OJ1 VERTTEZEHFTETET, Audit TERERLAZOTA
VARATOEHETELIICKRET D E, OV Vv ERA I —Y—ICEAT ZEBMERIIREINE
-a—o

ARV NDBRFER
Audit i3 ausearch 1—7 1 VT 1 —%ZRHELFT. IhEERATLHE, OJTIV M) —%T 1)
F—IChMF. W DD DEEICE DK R ERTHA 12 TXET,

< —LR— bDERT
aureport 1—7 4 V74 —%FEATEIE. BHBEINLEARYINDTAY—LR—MEEHRTEE
To YVATLEBEIE, COLR—PMEDHL, BOLWTIIT1ET 1 —23ILICARBZEDN
TXXE9,

XY MI—OTF 7 ERADESR

nftables. iptables. & &£ U ebtables 1—7 14 )7 1 —(&. Audit A1 XY M ZRET D LD ICEKRTE
TIXBD, DRATLEBENRXY NI — VTV ERAZEHR/TESLIIIRYET,

P2
VAT LDIRT A=V AE Audit IRET BIFWEICK > TRHEI NS ARELNDHY
7,

122.AUDIT Y AT LDT —FF 9 F v —

Audit Y27 L, A—HF—FEET7 TV 5r—>avsLfa—F1)T1—&. A—RIAIDOY 2T A
O—ILAEBEWD 2 DDEERATERINE T, A—RILIVER—XV ME, 2—HF—Z[FT7 Y
T—2avhbYRATFLI—IVEZ|F, IN% user, task, fstype. Xl exitDWLWITNHDT 1)L
Y—TiIRYDITET,

VAT ALOd—)bD exclude 74 LY —%BBT D E, BIRD T 1LY —DVWTFIMNIESNET, D

T4 —IC&Y, Audit L—ILEREICEDWTY AT A= D AUdit T—EVIEEI N, I5IC
MIBINZET,
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I—H—ZFD Audit 7T—EVIE, h—FRILHSBEHRZREL., A7 74 ILDITV M) —%ERLZ
T, BOI—Y—ETEI—FT 1 )T —IF. Audit T—EFY., BI—RIDAuditIVR—V b, Fk
EAditOTZ 774 IVEHEBERBLET,

e auditctl Audit I —F 4 ) F 4 —lFH—FRJIV Audit AV R—F Y FNEHEBEBL. L—IL%E
BETELEITTRLLARY MERTOERADEZ DBERNRSA—Y—FLHHLET,

e BYUDAuditI—T4 VT4 —E AudtAT 7740 DAVTYVEANELTEIFERY,
A—H—DEBEHICEDWTHAZERLET, & ZIE, aureport 1—7 1 V) 71 —IF. ECsx
INEEARYNDLR—PMEERLET,

RHEL 8 Tld. Audit dispatcher 7—¥ ~ (audisp) #gEl&. Audit 7—E ~ (auditd) ICIHEEINTWE
To BEEARVINE, VLI LOAMTOT S LOBEERICERINSG TS 74 VEET 71l
&, 77 #JL M T letc/audit/plugins.d/ T4 L 7 M) —ILREINZET,

123. BIEARET B7-HD AUDITD D& E

T7AIbDauditd FZEIE. FEAEDREICELTWE Y, L. BRE EBEERAEF2I) 71—
RS —&JBLETRELND BIHEIE. /etc/audit/auditd.conf 7 7 1 JLAD Audit T —F VEREDRDEE
EALTETIET,

log_file

Audit O 7 7 4 )L GBE X /var/log/audit) ZRFT 2714 LI ) —E BIOTT Y MRA Y MC
RIVRARINTVWIRERAHYES, ThiITLY, T 7O OT1 L7 M) —HOHE
HAEFRALARWEDICL, Audit T—EVDRKRY OEBAERICRELE T,

max_log_file

12D Audit AT 7 74 IVDRAY A XEEBELEF T, Audt AT 7 7ML ERFETE/NN—FT 143
VTHATREARBIEE IR TERTDLDICKET 2RENDHY 9, max_log_file' /35 X —4% —
& RRZ7 7AW A XEXANA NERITIEELE T, IBET ZEIX. BUEICTIHELHY F
-a—o

max_log_file_action

max_log_file I(CERE L/ZHIRICET 2 &RTIT5772aV%EEELEFT, AuditO g7 74 ILA
EEXINALWVE I IT keep_logs ICRETIMNELRHY T,

space_left

space_left_action /XT3 X —4 —|CBRELLT VYV a Vv RETETA RAVDEIRELZEBELZE
T, BEEIZ. TARVOEEERML TRRT2DIC+2LEREZRET 2HENHY X

¥, space_left DfEIL, Audit OV 7 7 A ILHIEMINZREICL > TERY FJ, space_left DIE
DEHE LTIEEINTVLWBRIEEIK. XAH/NA b (MB) BADMRH 1 X& LTRIRINET, E
N1~ 99 DHUEDRERICNN—tEY FMEBEMTTEEINTWSEIHE (5% R E). Audit 7—E Y
&, log file 5L 7 7MLV AT LD A ZITEDWT, X HNA NEMTHEEY 4 X=5ELE
ER

space_left_action

space_left_action /N5 X —% —(&, BEHLBHI L (email L7213 exec) ICERET 5 T & NMHEES
nxd,

admin_space_left

admin_space_left_action /XS XA =4 —(IBRELT IV a VD RETET 1 AV DEXEEHEDR
WA X, BBENETTZ772a V007 %88 T 5DIC+DRY A XE2HRITHENHY X
To TDNFTA—F—DEYEIE. space_left DBUEL YNNI K TEIMEIHY XY, o HEIC
N—tY M NEBEEBIM(1%2E) LT, Audit T—EVYD, TARINR=F 142 arvHA ITHEDW
T, BEEZFETDLHICTEIEETEET,

admin_space_left_action
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single 2, AT L%V 71— —F—RFIZL, EEEDNT A RIVBHEBRTETELIICL
i’a—o

disk_full_action

Audit AT 7 7 A IDEFENDZ/NN—FT 4 2 aVICEZEEIALTWESICERETE 7o avEIEEL
9 (halt £7/2Id single ICERETIHEIHYET), ChiZLY. Audit IRV MEOJICEEER
TERLKRBE, YVATLIEF, DNV A—YHF—F—RToVrvy N VERIZEELE T,

disk_error_action

Audit AT 7 74D EEFNEZN—T 13V TIZT—DPREINLBEIIRETE T3 V%I
ELET, TONRITA=Y—F, N—=ROzT7OHREFALLEICREIZA—-AILDEF21) T4 —
R T—ICTEDWT, syslog. single. halt DWIFNNIRETIHELNHY T,

flush

incremental_async ICERET ZHELNHY EF T, Chidfreq/ST XA —F—tHFEDLETHELE
¥, Thid, N"—RRSATEDN—REHZBREITZRIICT 4 AV ICEETESLI— RO %
BELEY, freq/XTA—49—IF 100 ICFERETE2MENHYET, TONRSIA=—F—ITLY, 775
TAETA—DERLEBICEWRN 7 A —I VY RAEZJREDD, Audit ARV F—49DF 407 DO
TI77AIERERICABEINE LD ICAYET,

BYDEKREA Tavid, O—ALDEFa Y74 —R)I—IEDLETHRELE T,

12.4. AUDITD DR H L UHIH

auditd "EBEINLDS, Y—EREZREEIL TAUditBREZINEL, OV 771 IIICEEFELE T, root
A—H—TxrkOaAT Y REETL, auditd =#&EEIL £ 9,

I # service auditd start
VAT LDEEEEIC auditd »EENT B EDICKRETBICIE. ROAV Y RERTLET,
I # systemctl enable auditd

# auditctl -e 0 T auditd &= —BBYICERNIC L. # auditctl-e 1 THEAWICTEF T,

service auditd <action> I~ >~ R EHAT % &, auditd THD 7V > 3 Vv &ZRITTE XTI, <action>
RDODVWETNNTT,
stop

auditd Z{21EL X7,
restart

auditd ZzBEEL X7,
reload & 7= I force-reload

/etc/audit/auditd.conf 7 7 1 LA 5 auditd DEREEZBO—RKLE T,
rotate

ivar/log/audit/ 74 L2 N —0O 774 ) &O0—F7—> 3V LET,
resume

Audit 1R hoOIHN—BEIELAE. BRALET, EXIE AuditAT 771D EENS
TARIN=T142aVORFEREEIFRLTVWERIHFERETT,

condrestart & 7= | try-restart
auditd "9 TICEEL TWBIFRICOH. IhZzBRELET,
status
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auditd DB R ZRTLE T,

pa

service I<Y ¥ Nid, auditd 7—EV & ELKHEEERT 2H—DAHETT, auid {ED
BHICEERIND LD IS, service AV Y NEFRT IHNENHY £79, systemctl I<
Y RiE, 22079 3 (enable & & U status) ICOAERATEET,

125.AUDIT AT 7 74 ILICDWT

T 74 MTE, Audit ¥ R7AEOT TV M) —% /var/log/audit/audit.log 7 7 1 JLICRTFL X T,
AJ/O—7—YarvaiEMcA>Twhid, O—F—YarIhiauditlog 771 ILIFELCT 1 LS
M)—IRTFINZET,

TEED Audit L—IL%BIIL T, /etc/ssh/sshd_config 7 7 1 L DFHEAERY F /2 IFBIEDRITETRT
BJICExLET,

I # auditctl -w /etc/ssh/sshd_config -p warx -k sshd_config

auditd T —EVHAEITLTWBIHBAIEE., &R0 Y REFEALT, Audt A7 7 714 ILICHL
WARY MNEERLET,

I $ cat /etc/ssh/sshd_config
ZDARY ME, auditlog 7 7 1 L TIELULTD L S IZRY £,

type=SYSCALL msg=audit(1364481363.243:24287): arch=c000003e syscall=2 success=no exit=-13
a0=7fffd19c5592 a1=0 a2=7fffd19c4b50 a3=a items=1 ppid=2686 pid=3538 auid=1000 uid=1000
gid=1000 euid=1000 suid=1000 fsuid=1000 egid=1000 sgid=1000 fsgid=1000 tty=pts0 ses=1
comms="cat" exe="/bin/cat" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023
key="sshd_config"

type=CWD msg=audit(1364481363.243:24287): cwd="/home/shadowman”

type=PATH msg=audit(1364481363.243:24287): item=0 name="/etc/ssh/sshd_config" inode=409248
dev=fd:00 mode=0100600 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:etc_t:s0
nametype=NORMAL cap_fp=none cap_fi=none cap_fe=0 cap_fver=0

type=PROCTITLE msg=audit(1364481363.243:24287) :
proctitle=636174002F6574632F7373682F737368645F636F6E666967

FROARYMEIADOLOA—RTHERINTEY., 91LRYVTE)TILESEHEBLET. L
O—KRiE, Biltype= THEVYET, ELI—RICIK, AR—RF LAV I TRYSN-BRIEED
~R7 (name=value) " EHFEAINTVWE T, LLBDI XY MOFHADTIIUTOL D ICRY £,

12HBOL3—FK

type=SYSCALL

type 74 —ILRICIE, LI— KDY 4 THREINET, ZDOBHID SYSCALL EIE, H—FILAD
YRAFLIA—IICEY TNARBINAEIEERLTVET,

msg=audit(1364481363.243:24287):
msg 7 1 — )L RIZIXL A RHEINE T,

e audit(time_stamp:ID) XX DL I— KDY 1 LRIV THELVC—ED ID, E#HOL I—K
HPEILC Audit A R FD—EE L TERINTWBIHEIE. BLYMI LRIV THELVID
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HHRHETEES, 94 LAYV TIE Unix DEFEIFR TS (1970 &1 H 1 H 00:00:00 UTC
S DFE),

o N—XINZTEBLVAI—F—ZEOT7 TV Ir—a Vv iRHTZIFIFZTRARY NEEFD
name=value X 77,

arch=c000003e

arch 7 1 —J)LRICIE, PRATLDCPUT—FTIF+v—ICEATRBEHRIFPEENZT T, c000003e D
BlE16 EHMRITTRBEINE T, ausearch IY Y RTAudit LO— REBRET2EAIE. -i 47
vavEkid ~interpret £ 7> a v AFEAL T, 16 EHOEE ABNHFETZ 2 EICEEBNICER
L %9, c000003e {EiL x86 64 & L TEERRINF T,

syscall=2
syscall 7 1 —JL KiZ, A—RIVIZEBEINALI AT LIA—LDYA TEEBHELET, BN 2056
(&, /usr/include/asm/unistd_64.h 7 7 1 JLIC. AEIDHIGETESEEZIBETCEET, TDHFED 2
&, A—FY BRORAFLTI—ITY, ausyscall 1—F 1 )71 —Tlk, YATFTLO—-ILES%,
AEDHFZTEZEICEBRTEZE Y, ausyscall --dump IV REFERAL T, YRX7LI—ILDY)
ANEZDOEHEERRTLET, ML, ausyscall(8) D man R—IEBIBL T LI,

success=no
success 7 1 — L Rid, ZDRHEDAANY NTERBMINLV AT LD LIENE D D%
ZLET, 2OBITIER. MUHELAKILEEATLE,

exit=-13
exit 74 —J)LRICIF, YRATLA—LUNRLAEBRTI-—REZEETZENEEINTT, TOEIR.

VRATFALADA=IVILYERYET, ROAVY REETTEE, COEEABIHGFETEREDIC
THTEET,

I # ausearch --interpret --exit -13

ZOFITIE, BEEOJIC. TOA—R-13TREMLEARY IDPEFNTVWBR I EPFIHRERY X
-g_o

a0=7{ffd19¢5592, a1=0, a2=7fffd19¢5592, a3=a

a0 N5 a3 ETDT14—ILRIZ, TOARYKMNIBFZVRATLA—IDEID 4 DDE|8 %, 16
HETEHFBELET, TOB|HK. FHINDZVATFTLAO—IVICLIYERY FT, ausearch 1—F 1
)54 —THRRTEEY,

items=1

items 74 —JLRICIE, YRTFLAD—I)LDLI—RIIFHEL PATHEBILO—ROEHPEFNET,
ppid=2686

ppid 7 1 —JL Fig, #7022 ID(PPID) 258 L &Y. ZDBITIE. 2686 (4. bash & DT
A€ AZ®PPID T,
pid=3538
pid 7 1« —JLRIE, 7O ID(PID) %#&E8kL£d., ZDHID 35383 cat 7OEZXDPID TY,
auid=1000
auid 7 1 —JU RICI&, loginuid T#h % Audit T—H— ID AREFRINFE T, D IDIE. BT A VB

ICA—H—ICEYYHTEHN, I—F—DIDHIHEBRELAETEIRTOIOERIIBEHINET
(fcEZIE su-john A Y RTCA—H—THO Y NEPYBZIGE).

uid=1000

uid 7 1 —JILRiZ, L TWS 70X 2@A L2 ——Da1—Y—ID #5ZE&KLFd., 1—
#— D |Z. ausearch-i--uidUID DO~< Y RAFRHETZE1I—HF—ZICTBRINTT,

gid=1000
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gid 74 —JLRIE, BTLTWB7OEREZMBLAEI—Y—DJIL—TID 258K LET,
euid=1000

euid 71 —JLRIF, BTLTVWE7OEREZMBLAEAI—Y—DEHI—H— D ZEHZLFT,
suid=1000

suid 74 —JLRiF, BLTVWRT7O0ERE2MBLAEI——Dty 21— — D %EREHKLFT,
fsuid=1000

fsuid 7 1 —JL K&, BHFL WA 70 &MBLAZI——DI7 7MY AT LI—HY—ID %
soERLEd,

egid=1000

egid 74 —JLRIE, BTLTWAORAZMBLAI—Y—DEMIIL—TID KL ET,
sgid=1000

sgid 74 —JLRIF, BHLTVWETOERE2MBLIAEI—Y—DEYy NJIL—T D ZR&HKLFT,
fsgid=1000

fsgid 7 1 —JIL NiF. BILTWB O REMIBLEI—F— DT 7M1V AT LTIL—TID %
mELET,

tty=pts0

tty 714 —ILRIE BAHLTVWATOANBEB LAY —IFILERHELET,
ses=1

ses 71 —JLRIE BIFLTVWROZAL LAYy a3 yDEy Y a3V ID ERERLET,
commz="cat"

comm7 1 —JLRIZ, BALTWBTOCRAEHATEHOIERLAZIAYY ROIATY RSM Y
ZHEEHELET, ZOFITIE., TOAUditARY NEFRETZDIC, cat AX Y RAMFEREINFL
7=o

exe="/bin/cat"

exe 74 —JLRIF, BTLTVWETOCRERBT 27ODIHERALALETITREI 71 ILAD/NRR %
L ET,

subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023

subj 7 1 —JL RiE, BT L TWS 7O XDRTEICS RILTIF I N7 SELinux Y 7 > & 5ok
LE9.

key="sshd_config"

key 7 4 =L RiE, Audit AT TZDAXRY M EER LIIL—ILICEEMITONTWREEREICL S
EEDOXFI%ZEsxk L T,

2DOHODODLO—FK

type=CWD

2DOBOLO—RDtype 71 —IL RDEIZ., CWD(BREDEXETA LI KNY—)TY, ZDF¥AF
. ROLIA—RTHEINAYRATLAI-INERBLAZTOCROEET L7 M) —% B8k
THEDICFERINET,

ZDEEOBEMIE. BX/NZAHDEET B PATH BEFRICRFINLBEIC, RITTOELRDOMAE%
BT EIKHYET, ThiTkY, BRI EBEETEET,

msg=audit(1364481363.243:24287)

msg 71— /)L R, BRHIDOLI—REBLYA LRIV TEIDDEEFHLET, Y91 LRIV T
id Unix OBFEIRTY (1970 &1 A 1 B 00:00:00 UTC H* 5 DFE),

cwd="/home/user_name"
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cewd 7 1 —J)LRIE, AT LOA—ILHBEBLETAL I M) —DNRRIIRY ET,

32HOLO—F

type=PATH

3DB®DLO— KTl type 74 —/IL RDfEIX PATH TY, Audit4 XY MNIIE, Y XFL0—)L
ICBIEE L TEINAZTRTD/NRRICPATHY A 7OLI—RAEFEFNET, D Audit 41 RV K
TlE. 12D/8R (/etc/ssh/sshd_config) DHHBIEE L THERAINE T,

msg=audit(1364481363.243:24287):
msg 74— LRI 1DBE2D2BDPLI—REBLYSM LRIV TEIDICRY T,
item=0

item 7 4« —JLKiE, SYSCALLY A4 L O— R TEBINTVWET7A TLDEEHDS B, BIED
LO—RDBREDTATLTHDDA2RLET, COHIEOR—RAT, 0IZFZHDIEETHD I &%
~LET,

name="/etc/ssh/sshd_config"

name 7 4 —JLRE, YRATAI—VIBIEE L TEINET7 74ILELIETAL I MY —D/RR
ZELET., ZDBE. ik letec/ssh/isshd_config 7 7 1 ILTT,

inode=409248

inode 7 4 —JL RICIE, TOARY NTEEBEINLZT7AILFERLIEFIT4LI M) —ICEET % inode
BENEFNZET, UTDIAT Y RIL, inode HS 409248 ICREET B 77 M IILFIETa4 L2 K
)—%=RRLET,

# find / -inum 409248 -print
/etc/ssh/sshd_config

dev=fd:00

dev 74 —JILRIF. TOARY NTEBEINLET7AILFELZIEFZTALIMN)—A2Z0T /N1 ADT
1 F—BLVATVY—DIDEEELZFT, TZTiE, ED/devifd/0 T/814 R A RLTWET,

mode=0100600

mode 7 4 —JLRIE, 774 INFEEETA LI MN)—D/IN—3X v 3%, st mode 7 1 —JL KD
stat I Y RASRIHFERIC TR L £ 9, FMlE. stat(2) D man R—YESRBLTCEIW, T
DiFE. 0100600 (& -rw------- ELTEHRINET, DF Y., root —H—IZD

#. letc/ssh/isshd_config 7 7 1 JVICFHRARY B L VEZRAAD/NN—I v a3 UIMFEINET,

ouid=0

ouid 74 —JLKIF, 77V NOFRBEDI—H—ID %R LET,
ogid=0

ogid 71 —JILRIE, ATV NORRBEZEDTIL—TID 2588 L £ T,
rdev=00:00

rdev 7 4« —JL RICIE. BETZ7 7 A IICOHFEEHEINIT/NNA ABRFHIEENET, T TlE, 3
BINZT7AINVEIEBEBED 7 74N THDEDH, COT74—ILRIFEREINEHA,

obj=system_u:object_r:etc_t:s0

obj 7 1 —JU KiE, ETFFIC. BHEINTVWE 774 ELETAL I M) —IZSRIVGIFT S
SELinux AV 7FH R MEEHRLZF T,

nametype=NORMAL

nametype 7 1 —JL Kit, FBEELAYRATLOA—ILDAVFFRAMNTE/NRRADL I— REEODER
HEoEk L E T,

cap_fp=none

aul
cu
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capfp 714 —ILRIE. 774N ELEFETALIN) =TI NTHAINEZT7AIVY AT A
N—2DHEEDREICREET 2T -y =@kl 7,

cap_fi=none

cap_fi 74 —ILRIE, 77ANELETALIN)—FTI2) NOBMEINIZT 74V AT A
N—2DHEEDHREICETZT—9 2R LT T,

cap_fe=0

cap_fe 714 —ILRNIZ. Z7ANFLETALIRN)I—F TSI RNDIT7AINY AT LR—IDKE
BEOAMEY NOREEZEEZLET,

cap_fver=0

cap_fver 74 —JLRIE, 774N FLETALIRN) ATz IO RMDIT 7MY AT LR—ZAD
MEEDN—Ya v LET,

4DOHDLO—F

type=PROCTITLE

type 7 1 —ILRIZIE., LO—RDY M THRHEINET, ZDFID PROCTITLEEIZ, cDLd—
RiCkY, A—RIWADYRTLAOA—INIILYRETDIIDEETEARY MAaREIHAARLAOY
VRSAVERBT B EMNMBEINSEZEEZRLTWVWET,

proctitle=636174002F6574632F7373682F737368645F636F6E666967

proctitle 7 1 —JL Ri&, BTL TV 7O A2RAT 2HDIERLALIYY ROIOT Y K51
vEGEHLET, TDT7 14 —ILRIZ16 EBORETREFRI N, Audit BT /A= —(ICHEIRITD
WEDIKLET, ZOTFRAMEI, COAuditI XY MaRELIEOT Y NIESLE

¥, ausearch 1< KT Audit L O— REBRRT 25E1d. -i 77> 3 v F7/d —~interpret £ 7
vavEFMALT, 6 EHOELZ AEIHIFETE 2EICEENICERL X

9, 636174002F6574632F7373682F737368645F636F6E666967 {E(L. cat /etc/ssh/sshd_config
ELTHRINET,

12.6. AUDITCTL TAUDITIL—ILEZEEZEB L UVET

Audit VAT ALE, O 774 TSI 2HEDAEET 5 EDIL—IILTEIMEFLZX T, Audit)L—IL
&, auditetl 2—F 1) T4 —%2FRALTIAYY RSA4 VTERET %H. /etc/audit/rules.d/ 71 L 7 b
) —CHRETZET,

auditctl A~v Y RAFHT 3 &, Audit VAT LAOEFRNAHEEEEHIEL, O Audit4 R h20OY
ICERER T D AIBET BN —ILAEHRTIET,

T7AIN AT LDIL—ILOBI

L IRTDEZIAAT VR E letc/passwd 7 7 A LD TR TOBEMER%Z O JICGEEEHRT 5)L—
IWAEEET ZICIE, ROOAXY RERTLET,

I # auditctl -w /etc/passwd -p wa -k passwd_changes

2. TRTCDEXAHFT IR E, lete/selinux/ T4 LI M) —HDELT 7AIANDT IR E,
TOEBMEREAZ TR TCAOJICERTIN—ILAEEET HICE. ROAT Y REERITLET,

I # auditctl -w /etc/selinux/ -p wa -k selinux_changes

SRAFALAO—-ILDIL—ILDFI
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L YATLTEAEY NT7—FFT I F¥—0FEHIN. AT LI3—J)LD adjtimex T 7zld
settimeofday /707 S AICLYFERAINZZMICOV IV M) —42ERT 2L —ILEES
ZICiE, kOO RERITLET,

I # auditctl -a always,exit -F arch=b64 -S adjtimex -S settimeofday -k time_change

2. A—H—IDHMN1I000 U LDV AT LA—HF—D T 714 IEHR LY 7741 IIVEEEET B
WIS, BTV N —BERTBIL—ILEEERT DICIE, ROOAYY RERTLET,

# auditctl -a always,exit -S unlink -S unlinkat -S rename -S renameat -F auid>=1000 -F
auid!=4294967295 -k delete

-F auid!=4294967295 #+ > 3 H, OJ4 V UD AR EINTVWAWI—H—5RHNT B
HIFHRINTWET,

2TEEER T 7AILIL—IL

bin/id 7O 5 LADETRTODERITEOVICERET 2 —ILEERET 2ICIE, ROIATY REETLE
ER

I # auditctl -a always,exit -F exe=/bin/id -F arch=b64 -S execve -k execution_bin_id

BIER R

e auditctl(8) man R—

12.7. X §HB97% AUDIT L—ILDESH

BEEZEHEERETDE2LDICAUitIL—ILAEERT BIIE. /etc/audit/rules.d/audit.rules 7 7 1 JLICE
BT % H . /etc/audit/rules.d/ T4 L U M) —IZH B IV—IL % 5EHAT augenrules 7O 5 L%k
FRIZHLEIHYET,

auditd Y —E X ERIAT % &. /etc/audit/audit.rules 7 7 1 ILHBERINBZ T EICFELTLES
W, /etc/audit/rules.d/ D7 7 A JLix, BL auditctl A~V RS54 VEXAFERALTIL—ILAEEELE
T NYYITE @) I ZOFETF R MNIEBEINET,

F7/=. auditetl Av Y RiE, UTOELIIC-RA T avaFRALTEELLEZ 7AILDLIL—IL A
ARALDICFERAT S EEHETIET,

I # auditctl -R /usr/share/audit/sample-rules/30-stig.rules

128 1ZHICHENT B /-ODERREIN/ZAUDITIL—ILT7 71 )L

Y EDEREIZAE (OSPP, PCIDSS, STIG 2 &) ICH#EWT B & 5 I Audit Z5&ET B ICiE. audit/Sy
T=UEEBIA VAN —IILINZEFEREEFAI—IVT7AILDEY heHERE L THEATER
¥, BV FILIL—ILIL,. /usr/share/audit/sample-rules 74 L 7 ) —IZHYET,
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Digk

==
[=]

X2 T4 —FEFENTHY, EEINDAEMEDH D78, sample-rules

FT4L2MN)—RD Audit > TILIL—ILIZHERNARE D TIERL., BHFOEDT
EHYERA. TNOHDIL—ILIE, Audit L—ILDED L D ITHEELLS LVERS
NN ZRTEDICDHAREINTVWET, Ihbld, FFOtEFal) 71 —12%#
ICENBFICHEMT B2 EARITTDEDTIIHY FEA. FEDOEXF2I) T 1 —HA
RSA VIO TV RTLERFDEF 1) 74 —1ZBEICENIHE B ITIE,. SCAP
R=2DEFa)FT14—AVTSATVRAY—=IL ZFRALTLLEIN,

30-nispom.rules

NISPOM (National Industrial Security Program Operating Manual) @ Information System Security M
ETEELTW2EHZELT Audit L—ILERE
30-ospp-v42*.rules

OSPP (Protection Profile for General Purpose Operating Systems) A7 7 4 JL/A\—2 3> 42 1C
EEINTWIEHZHATERIVL-IERE

30-pci-dss-v31.rules

PCI DSS (Payment Card Industry Data Security Standard) v3.1 ICEREINTW B EH M T ER
IV—ILERTE

30-stig.rules
X271 —FKMEEH A K (STIG: Security Technical Implementation Guide) TEREINTW3
EH AT Audit L—ILERTE

LEROEBRET7 7AIINEFERAT BICIE, letc/audit/rules.d/ T4 L7 MY —ICOE—L T, UTFD&LDIC
augenrules --load <Y > R&fFAL £,

# cd /usr/share/audit/sample-rules/
# cp 10-base-config.rules 30-stig.rules 31-privileged.rules 99-finalize.rules /etc/audit/rules.d/
# augenrules --load

HEESEEAFXF—LZFEALTERIL LV ZIEFMIFTTEET, FH#lE. /usr/share/audit/'sample-
rules/README-rules 7 7 1 L 2SR L T EI L,

BEE R

e audit.rules(7) man R—

12.9. k)L —IL = EFH T 5 AUGENRULES DO{FEFH

augenrules 2 7 ') 7 M&, Jetc/audit/rules.d/ 74 L 7 MU —ICH B I —IL & FiHAFH. audit.rules
T7AMICAVIRLILET, TORIY T ME. BRABY — MEFORHEDIEE T, .rules Ti&hH 2
IRTDIT7ANERBLES, TOTALIMN)—DT7 740 UTOBRKERDJIL—TICHEE
IhExFd,

10
A — X)L & auditctl DEBRE
20
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—MERI—IL & —BT BEEEMEDL H 2D, BIO—BHARERIL—IL
30
FRI—Ib
40
FTarvol—i
50
Y—N—EFDI—I
70
YRAFLOAO—HIIL—I
90
774 Z4XAZIa—8TI)
W—=IbiE, TRTCE—EIFATRZIEREERINTVERA, L—ILIEEBIRER) O —D—ET

HY. BxD7 71)iE letc/audit/rules.d/ ICTIE—INF T, & xIE. STIGKRETYRATLERE
L. 10-base-config. 30-stig. 31-privileged. 99-finalize D& —ILZJE—L F T,

letc/audit/rules.d/ 74 L 7 M) —ICI—ILEEWS, -load T 1 L ¥ 7 14 7T augenrules X7 1)
ThNEeRTTEIETENETHZAHAAHET,

# augenrules --load
/sbin/augenrules: No change
No rules

enabled 1

failure 1

pid 742

rate_limit O

RS

e audit.rules(8) & U augenrules(8) M man X—

12.10. AUGENRULES D #%h1t

augenrules 1—7 1 ) 74 —ZEMWICT BICIE. LTFOFIFICKWVWE T, ThiCLY., Audit A
/etc/audit/audit.rules 7 7 1 L CEZINLIL—IIAEFRTELHICOYEZZ T,

FIR

1. /usr/lib/systemd/system/auditd.service 7 7 { JL % /etc/systemd/system/ 71 L & k1) —|C
: l:o_ L/ i -a—o

I # cp -f /usr/lib/systemd/system/auditd.service /etc/systemd/system/

2. FBDTFR KNI T 14 —T letc/systemd/system/auditd.service 7 7 1 L &fREL £, LU
TICHlERLET,

I # vi /etc/systemd/system/auditd.service
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3. augenrules 22T A Y 7T ML, auditctl-R AT Y REESTTOIX Y MNREL R
BRLEY,

#ExecStartPost=-/sbin/augenrules --load
ExecStartPost=-/sbin/auditctl -R /etc/audit/audit.rules

4. systemd 7 —E > A HBiHiAiAH LT, auditd.service 7 7 1 ILDZEEEZIRMBL X,

I # systemctl daemon-reload

5. auditd Y —EXABEEBLE T,

I # service auditd restart

RS

e augenrules(8) & & U audit.rules(8) ® man XR—

® auditd service restart overrides changes made to /etc/audit/audit.rules .

RNYIMNIZTTDEFHAEIRT 576D AUDIT DERTE

RHEL 8.6 LIED/N— 3V Tlk, FBRIREIN/IL—IL 44-installers.rules ZFAHL T, Y7 o x
TaAVAN=ILTBERODA—T 1) T4 —%EHITBLIICAUdit ZRETTET,

dnf [4]

® yum

® pip

® npm

e cpan

e gem

® |uarocks
TI7AINTIEE, rpm Xy 5= DA VA =)L T EHEFICEEE SOFTWARE_UPDATE 1 XYV
P TICRHLTWET, INb%ZY X PSRRI BICE,. IY Y K54 T ausearch -m
SOFTWARE_UPDATE E AZILE Y,

RHEL 85 LARID/S—Y 3 Y Tld, FFTIL—ILAEIL T, /etc/audit/rules.d/ 74 L 2 M) —D
zules 77 ANV I NI T7AHAVAN=ITE21—FT1 )54 —%5EHTEET,

pa
BRIREINIL—ILT 71 )LiE, ppcbdle B &V aarch6d 7—F TV F v —% KA1
VRATLTRERATEEEA,

AR

e auditd ', RIEZIRET 57D D auditd DERE TREINBREICK > TERINTW S,
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FIR
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. RHEL 8.6 LARg T, EJRIREIN/=IL—IL 7 7 1 )L 44-installers.rules %

/usr/share/audit/sample-rules/ 7«1 L ¥ b Y —H' 5 Jetc/audit/rules.d/ 71 L 2 b —(ZO
l::)_ L/ i _a—o

I # cp /usr/share/audit/sample-rules/44-installers.rules /etc/audit/rules.d/
RHEL 8.5 LIRITId. /etc/audit/rules.d/ 71 L 2 b 1) —IC. 44-installers.rules & \\ D ZHID

HR 774N =FEBRL, LTFOIL—ILEHRALEY,

-a always,exit -F perm=x -F path=/usr/bin/dnf-3 -F key=software-installer
-a always,exit -F perm=x -F path=/usr/bin/yum -F

BUEXEFERALT, pip® npmBREDY I NI TA2A VA N—ILTBMODI—FT 1)
T4 —RIC, ISIKIL—ILEEBINTEETY,

CBEEN-IVERAHFLAAETT,

I # augenrules --load

CmARENTN—IIE) A RNRRLETS,

# auditctl -1

-p x-w /usr/bin/dnf-3 -k software-installer

-p X-w /usr/bin/yum -k software-installer

-p x-w /usr/bin/pip -k software-installer

-p X-w /usr/bin/npm -k software-installer

-p X-w /usr/bin/cpan -k software-installer

-p X-w /usr/bin/gem -k software-installer

-p x-w /usr/bin/luarocks -k software-installer

2. AVARM =V EEGFTLET, UTFICHZRLET

I # yum reinstall -y vim-enhanced

3. Audit A TRIEDA VA RN—ILARY NERBELET, RIHAERLET,

# ausearch -ts recent -k software-installer

time->Thu Dec 16 10:33:46 2021
type=PROCTITLE msg=audit(1639668826.074:298):

proctitle=2F7573722F6C6962657865632F706C6174666F726D2D707974686F6E002F75737

22F62696E2F646E66007265696E7374616C6C002D790076696D2D656E68616E636564
type=PATH msg=audit(1639668826.074:298): item=2 name="/lib64/Id-linux-x86-64.s0.2"
inode=10092 dev=fd:01 mode=0100755 ouid=0 ogid=0 rdev=00:00
obj=system_u:object_r:ld_so_t:s0 nametype=NORMAL cap_fp=0 cap_fi=0 cap_fe=0
cap_fver=0 cap_frootid=0

type=PATH msg=audit(1639668826.074:298): item=1 name="/ust/libexec/platform-python"
inode=4618433 dev=fd:01 mode=0100755 ouid=0 ogid=0 rdev=00:00
obj=system_u:object_r:bin_t:s0 nametype=NORMAL cap_fp=0 cap_fi=0 cap_fe=0
cap_fver=0 cap_frootid=0
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type=PATH msg=audit(1639668826.074:298): item=0 name="/usr/bin/dnf" inode=6886099
dev=fd:01 mode=0100755 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:rpm_exec_t:s0
nametype=NORMAL cap_fp=0 cap_fi=0 cap_fe=0 cap_fver=0 cap_frootid=0

type=CWD msg=audit(1639668826.074:298): cwd="/root"

type=EXECVE msg=audit(1639668826.074:298): argc=5 a0="/usr/libexec/platform-python"
al="/usr/bin/dnf" a2="reinstall" a3="-y" a4="vim-enhanced"

type=SYSCALL msg=audit(1639668826.074:298): arch=c000003e syscall=59 success=yes
exit=0 a0=55c437f22b20 a1=55c437f2c9d0 a2=55c437f2aeb0 a3=8 items=3 ppid=5256
pid=5375 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0O ses=3
comms="dnf" exe="/usr/libexec/platform-python3.6"
subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="software-installer"

1212. AUDIT IC & B2 —H—0O0 1 VBRI DER
WEDORZICOJA Y LA —Y—%2E8H9 57012, FHAAETAUdt ZZETI2HEIHY £
Ao BLBHRAERTT 2EMLSHE%IRMT % ausearch £ 7|3 aureport YV —ILZFEHATEE T,
iR

o auditd »°. RIFEZRET E7-HOD auditd DERE TIREINZEREICR>TEEINTWS,
FIE
A—H—0OJ74 VRERHERRITDICIE. ROWTFhHhoaAY Y REFHALET,

o EEEFEMNOJTUSER LOGIN Xy —2 8414 THRELET,

# ausearch -m USER_LOGIN -ts '12/02/2020' '18:00:00' -sv no

time->Mon Nov 22 07:33:22 2021

type=USER_LOGIN msg=audit(1637584402.416:92): pid=1939 uid=0 auid=4294967295
8es=4294967295 subj=system_u:system_r:sshd_t:s0-s0:c0.c1023 msg="op=login acct="
(unknown)" exe="/usr/sbin/sshd" hosthame=? addr=10.37.128.108 terminal=ssh res=failed'

o tsA T avEFHALTCAMNEEAUEIEETEEYT., COF T arvaFERLAVGEA.
ausearch IS HODERZRME L. XA AR T 5 &, ausearch [EFRI OIS DER%
REFELET,

o LAV A VEAITERATZICIEsvyesF T avE, KLOV A VETER
N9 BICIE-svno %, TNENFEAT LI ENTEET,

e ausearch AV Y ROEDHEN% aulast 21—F 14 VT4 — XA TTELEFT, 2DI—F 4
74—, last A Y ROHAERAHKDEATHAZRRTLET, UTICHAERLE T,

# ausearch --raw | aulast --stdin

root ssh 10.37.128.108 Mon Nov 22 07:33 - 07:33 (00:00)
root ssh 10.37.128.108 Mon Nov 22 07:33 - 07:33 (00:00)
root ssh 10.22.16.106  Mon Nov 22 07:40 - 07:40 (00:00)

reboot system boot 4.18.0-348.6.el8 Mon Nov 22 07:33

o -login-iZA 7> arvaIEEL Caureport AX Y RAEFEHL, OJA VARV DY A MER
ZT_\L/i-a—o

# aureport --login -i

Login Report
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1.11/16/2021 13:11:30 root 10.40.192.190 ssh /usr/sbin/sshd yes 6920
2. 11/16/2021 13:11:31 root 10.40.192.190 ssh /usr/sbin/sshd yes 6925
3. 11/16/2021 13:11:31 root 10.40.192.190 ssh /usr/sbin/sshd yes 6930
4.11/16/2021 13:11:31 root 10.40.192.190 ssh /usr/sbin/sshd yes 6935
5. 11/16/2021 13:11:33 root 10.40.192.190 ssh /usr/sbin/sshd yes 6940
6. 11/16/2021 13:11:33 root 10.40.192.190 /dev/pts/0 /usr/sbin/sshd yes 6945

RS

e ausearch(8) ® man R—,
e aulast(8) ® man R—,

® aureport(8) M man R—,

12.13. BEIF
e FLYIYNR—=ZDT—T 4 7 IVEEE RHEL Audit System Reference
o FLYIYNR—ZDT—T 4 ¥V JEEE Auditd execution options in a container
o LinuxAudit RK¥axXryho7Ovzy pR—=Y

o audit/Ny T —IUMEMT B R+ 1 XV Mid, /usr/share/doc/audit/ T4 L2 KN —ICHY F
E

e auditd(8). auditctl(8). ausearch(8). audit.rules(7). audispd.conf(5).
audispd(8). auditd.conf(5). ausearch-
expression(5). aulast(8). aulastlog(8). aureport(8). ausyscall(8). autrace(8). & & U
auvirt(8) M man R—,

[4]dnf [T RHEL TIE VAR w0 ) v o THDH, dnfAudit L—ILDINZITIES VYR Y o) oDY =4y
AAEBENTWIRENHY FF, ELWAudit 1 RV M 2FZEFT 2ICIE. path=/usr/bin/dnf /XX %
/usr/bin/dnf-3 ICZ&E L T. 44-installers.rules 7 7 1 ILEZEBLZE T,
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F13E= FAPOLICYD A L7 7YV yr—aryo7ay v &5F
Gl
=Lty MCEDWTTZ Y Tr—2a v DOETEHTFLIIESTT 2R —42BELTEMICTS

ZET. EMICEZDHD2—BHICHONTUVWAWY I N T 7P, 22 RIFTHEMEOHZY T N
D7 DETEOBETEET,

13.1. FAPOLICYD DO} E
fapolicyd V7 R T 7 7L —L7 =2, 2—HF—FHFDRY —ILEDWTTF U r—vavnx
TEeHELET. TOT7L—LT7—0F RERFET, YATLAETERINWTWRWT T 7r—
YAVRPEBREOHDZT S r—avERTINBRVEIICLET,
fapolicyd 7L —L 77—, UTFOAVF VY AERHBLET,

e fapolicyd H—EX

e fapolicydA~¥> S/ aA—FT4YY7T14—

e fapolicyd RPM 75 71 &

e fapolicyd L —ILEFE

e fagenrules 27 ') 7

BEHEIZ, R, Nyva, MIMEYA 7, GHEICEDVWT, §RTODT7 ISV r—2a VILETIL—IL
alow 5LV deny Dl A ZBEETHIERCIET,

fapolicyd 7L —L7 =212k Y, FBROBIVBEAINET, 7TV Ir—ravid, YRFLRY
T=IF—=I v —ILL>THUA VAN —ILINZEEBRIND D, PATLDRPM FT—4
N—2LEFINE T, fapolicyd T—E VI, RPM F—IR—RAEBTEXDZNA(F) =29 1) T
PDOYRMELTEALEY, fapolicydRPM 75 74 Vid, YUM Ry r—I v Rx—Yv—F 7
RPM Package Manager DWIFNDOTURIEBINZ VY AT LAEH A IRTCEHFRTHLOICAYELE, 7
STAVIE ZDT—IR—ZADEE% fapolicyd T —EVIGBMLET, 77V r—>avaENT
ZDAETIE. AR LIL—ILEERK L. fapolicyd Y —ER = BRETZ2HELHY T,

fapolicyd 4t —E XX E L. ROEE %D Jetc/fapolicyd/ T4 L7 M) —IZHYET,

e /etc/fapolicyd/fapolicyd.trust 7 7 1 JLICIE, BRETZXZ2 774D Y A MDEFNATVE
¥, /etc/fapolicyd/trust.d/ 7«1 LV N) —CEBDEFE 7 7M1 IV EFERATZIELETEET,

e allow & U deny DETIL—ILEEZL T 7 1 )LD /etc/fapolicyd/rules.d/ 71 L 7 b+
I)—, fagenrules 27 ) Fhid, Tho5DAVKR—FY ML= T 74 )%
/etc/fapolicyd/compiled.rules 7 7 1 JLIZ—Y LE T,

e fapolicyd.conf 7 7 1 JLICIE, T—EVDREA TV avrEaFhTVWEST, TO771)
. EICNT =TV AFAEDODENTRICIIEET,

letc/fapolicyd/rules.d/ DIL—)LiE, TNETNERZRY S —T—ILERTEBDOT7 71 L TEEI O
F9, WT 2771 IVEDEEOHFICL > T, /etc/fapolicyd/compiled.rules TOIEFEARFE Y &
ER
10

SEIL—I
20
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dracut BEEDIL—)L
21
Ty TTF—85—DIL—I
30
NG —>
40
ELFIJL—JL
41
HEA TV ML—IL
42
EREIN/ELF L—I
70
BEINLEEIL—I
72
s xI)LIb—Ib
90
EITHERIL—IL
95
F—TUEHHIL—I
fapolicyd B&MEF v 7 I1CIE. ROWTNHIDHEAFEHRATEET,
® File-sizeFxTv?
® SHA-256 /Ny ¥ 21 DB
® Integrity Measurement Architecture (IMA) % 7> 27 A
77 4 )L M T, fapolicyd IEEMF v /A2 TVWERA, 77140 H A XEDVWEEGEF Y
JIRIEETIN, REERBT77M1IVDOABTZEIRZ. TONS M A XZRFITHIENTEET,
SHA-256 Fx v VY LDEHBEEF TV INKYRETIN, YRATLDNT#—IVRAICHELE

¥, fapolicyd.conf @ integrity =ima + 7> 3 v TlE, RITAEK I 7ML EELITRTDI 71T R
TALAT7 74 IVIEREMY (xattr & LI FET) DY R— MNABETT,

BIER R

e fapolicyd (8). fapolicyd.rules (5). fapolicyd.conf (5). fapolicyd.trust (13). fagenrules
(8). & & U fapolicyd-cli (1) man R—</,

® Managing, monitoring, and updating the kernel @ Enhancing security with the kernel integrity
subsystem DEZSRL T LI,

e /usr/share/doc/fapolicyd/ 7 1 L 7 k') —3& &£ U /usr/share/fapolicyd/sample-

rules/README-rules 7 7 1 JUIC fapolicyd /Xy 7y — & & HICA VA M—)ILEN B RF a2 X
b,

13.2. FAPOLICYD 7 704

RHEL IC fapolicyd 7 L —A7—2 %7 7043 5I101E. ULTRETWET,
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FIa
1. fapolicyd /Xy 5r—2 %4 VA M—=ILLET,

I # yum install fapolicyd

2. fapolicyd H—EX&ZBMICL THIBLET,

I # systemctl enable --now fapolicyd

Wit
1. fapolicyd ¥ —EZAE L EFSNTVWE I EERBLET,

# systemctl status fapolicyd
e fapolicyd.service - File Access Policy Daemon

Loaded: loaded (/usr/lib/systemd/system/fapolicyd.service; enabled; vendor p>

Active: active (running) since Tue 2019-10-15 18:02:35 CEST; 55s ago

Process: 8818 ExecStart=/usr/sbin/fapolicyd (code=exited, status=0/SUCCESS)
Main PID: 8819 (fapolicyd)

Tasks: 4 (limit: 11500)

Memory: 78.2M

CGroup: /system.slice/fapolicyd.service

L8819 /usr/sbin/fapolicyd

Oct 15 18:02:35 localhost.localdomain systemd[1]: Starting File Access Policy D>

Oct 15 18:02:35 localhost.localdomain fapolicyd[8819]: Initialization of the da>

Oct 15 18:02:35 localhost.localdomain fapolicyd[8819]: Reading RPMDB into memory
Oct 15 18:02:35 localhost.localdomain systemd[1]: Started File Access Policy Da>
Oct 15 18:02:36 localhost.localdomain fapolicyd[8819]: Creating database

2. root ERDAEWI—HF—& L TATA L. LTD &L IC fapolicyd B HEEEL TW B Z & % FE
RLET.

$ cp /bin/ls /tmp
$ /tmp/ls
bash: /tmp/Is: Operation not permitted

13.3. 68V —R&ZFHALT. 774 5EHETEEY—VLET,

fapolicyd 7L —L7—71&, RPM FT—9R—IIEFNZ 771V EEFBELET, WiETZITV b

|) —% letc/fapolicyd/fapolicyd.trust 7L —> 7% X b 7 7 1 JL £ % |Z /etc/fapolicyd/trust.d/ 7 1 L
JMN)—ITEMT DI EICEY, BIMDOT7 7ML ZEREEFEHAE L TY—I TEXT, fapolicyd.trust £
7= /etc/fapolicyd/trustd AD 7 7 A JLid, TFRANIT 1 ¥ —%BEFEFERT 55 . fapolicyd-cli J
RYREFERALTEETEET,

Pz
fapolicyd.trust 7z (& trust.d/ AL T7 7M1 IV EFEREEAE L TI—VT 5L

&, N7 =< VA LEDEHEMNS, XY LD fapolicyd L—IL AR T 5L YU HEBN
TWEY,

AR
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e fapolicyd 7L —LT—O NV AT LICTTO4INET,

FIR
L ARG LNAF ) —%ZRERT4A LI M) —ICOE—-LFT, UTICHZRLET,

$ cp /bin/ls /tmp
$ /tmp/ls
bash: /tmp/ls: Operation not permitted

2. ARAZLNAF ) —%FRFHELTY—7 L, WiET BTV M) —7% /etc/fapolicyd/trust.d/
@ myapp 7 7 1 ILICRTFEL X9,

I # fapolicyd-cli --file add /tmp/Is --trust-file myapp

o -trustfile4A 7> avaF¥yF95E, gIOIATY NIIRBET21T%
/etc/fapolicyd/fapolicyd.trust IZEN L £ 9

e TALIKNY—RNDIRTORETI 7M IV EFREHAELTY—VF DI, ~filed T
avDBIBELTTAL I M) —NRREB/ELE T, &z, fapolicyd-cli --file
add/tmp/my_bin_dir/--trust-file myapp T79,

3. fapolicyd 77— X—X&ZEBH L X7,

I # fapolicyd-cli --update

R

BRINLEI7ANELETALIMN)—DABREEETDE, TNOHDF v IH A
NEBEINS/-&, fapolicyd IFZN L% FREAERD LA RYET,

FLLWIAVFUYEZBWGERTESLDI1C9 5IC1E, fapolicyd-cli --file update O~ ~
FEaFRLTI77MILEET —IXR—REZEHLET, 5I8EMEIEE LRVIGE,

T—IR—ALEDIEHRINET, T FEO T 7MILFLETAL I N)—~OD
IRRAEIBETEET, KRIZ, fapolicyd-cli --update %A L CF—9R—X&EHL F

-a—o
B®EE
L 72EZE. ARILNAF ) —PRTTEBIE=MELET,
$ /tmp/ls
Is
BTG IR

e fapolicyd.trust (13) man R—/,

13.4. FAPOLICYD WA R Y LDHFATH L TIETIL—ILDEN
fapolicyd /Xy 57— DT 7 #IL hDIL—IbtEY ME, YR TLKBEICHELIFEA, NMFU—PR

P) TN EREPUADT A LI N)—ICRET S, FREyum F2E rpm A Y R M—5—%FHET
WK r—2avEBMT2REDARY LS FT)ATIE, BMOT7 7ML A5 EEEHELTI—Y
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TEM FLOWARYLIL—ILEEBINT Z2RENHY £,

BEXNGSF VA TIE, EEOEBMY —A2FALTI7 7MLV EEEBEAELTY—79 5 J&EiER
LET, HEDI—HF—BLPITIL—TIDICRLTDAARYI LN F ) —DRTEHFATT HRLE,
SYUBERYFT)ATIE. FTLWAHRY LJL—IL% Jetc/fapolicyd/rules.d/ 74 L 2 M) —ITEINL &
_a—o

ROFIEIZ, FLWIL—ILEEBIMLTHRY LA F ) —%HATD2HFERLTVWET,

=50

e fapolicyd 7L —ALT—O NV RAFALICTTOM4INET,
¥
L ARG LNA T ) —%RBRT4 LYV M) —ICOE—LEXYT, UTFICHAERLET,

$ cp /bin/ls /tmp
$ /tmp/ls
bash: /tmp/Is: Operation not permitted

2. fapolicyd t—EX&EZIELE T,
I # systemctl stop fapolicyd

3. TNV ITE—REFERALT, WIiEd2/L—IL%E#HE L £, fapolicyd --debug A~ > KOH T
ETTRT. Ctrl+C 2 gH, WET 2 TO LR EMHEIERT T2 FTELETESZLD, T5—
HAZT774MICUFA LI MNLET, TDIHFA. —-debug DD Y IC --debug-deny # 7
YaveEFHALT, 77 ERAEEDOHICHAZHRTEIXY,

# fapolicyd --debug-deny 2> fapolicy.output &
[1] 51341

F7zlE. BIDIHAKT fapolicyd 7/8Ny JE— R &ETTEE T,

4. fapolicyd AMEEZ L7cO~v > R&#gYRLZE T,

$ /tmp/ls
bash: /tmp/ls: Operation not permitted
5 TNV JE—RET747759 Y RTHERHAL., Cri+C Z#H L TELL T,

#fg
fapolicyd --debug 2> fapolicy.output
rC

F7zl&. fapolicyd 7Ny JE— RO 7O R %EEHRT LE T,
I # kill 51341

6. 7TFVr—2avDEITEERTZI—INVERDFFET,
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# cat fapolicy.output | grep 'deny_audit'

rule=13 dec=deny_audit perm=execute auid=0 pid=6855 exe=/usr/bin/bash : path=/tmp/Is
ftype=application/x-executable trust=0

7. DRI LINAF ) —DETEIFIF N —IWVEEL T 7AILERDIFET, TDH
#. deny_audit perm=execute /L — /L (3 90-deny-execute.rules 7 7 1 JLIZE L £,

# |s /etc/fapolicyd/rules.d/

10-languages.rules 40-bad-elf.rules 72-shell.rules
20-dracut.rules  41-shared-obj.rules 90-deny-execute.rules
21-updaters.rules 42-trusted-elf.rules 95-allow-open.rules
30-patterns.rules 70-trusted-lang.rules

# cat /etc/fapolicyd/rules.d/90-deny-execute.rules
# Deny execution for anything untrusted

deny_audit perm=execute all : all

8. letc/fapolicyd/rules.d/ T4 L 7 N) —RDARY LA F Y —DERITEEETZIL—ILEET
W=7 7A4IIDENCHD 7 714 ILIC, FTLWallow)L—ILEBINL T,

# touch /etc/fapolicyd/rules.d/80-myapps.rules
# vi /etc/fapolicyd/rules.d/80-myapps.rules

LUF®DIL—)L % 80-myapps.rules 7 7 1 JLICEALZE T,

I allow perm=execute exe=/usr/bin/bash trust=1 : path=/tmp/Is ftype=application/x-executable
trust=0

F7zId. /etc/fapolicyd/rules.d/ DIL—IL 7 7 A JLITRDIL—ILZEML T, tmp T4 L U K
—ADIRTDNAF ) —DERITZHAIT2IEELTEET,

I allow perm=execute exe=/usr/bin/bash trust=1 : dir=/tmp/ trust=0

9. AR LNAF)—DAVFVYDEREEFCICIE, SHA-256 Fx v VU A%FRHAL THEL
I—ILEEELET,

$ sha256sum /tmp/ls
780b75c90b2d41ea41679fcb358¢c892b1251b68d1927¢80fbc0d9d148b25e836 Is
W—ILEL L TOERICEELEY,

allow perm=execute exe=/usr/bin/bash trust=1 :
sha256hash=780b75c90b2d41ea41679fcb358c892b1251b68d1927c80fbc0d9d148b25e83
6

10. IV IRAIFEHDY R K Jetc/fapolicyd/rules.d/ ICEREINTWBIL—ILERRD I & &HE
# L. /etc/fapolicyd/compiled.rules 7 7 1 JLICREFEINTWVWB ) A MNZEHL T,
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# fagenrules --check
/usr/sbin/fagenrules: Rules have changed and should be updated
# fagenrules --load

. AR LIL—ILH, EITEHIFZIL—ILOFEIIC fapolicyd )L—ILD ) A MMIH B I & #FEERL
7,

# fapolicyd-cli --list

13. allow perm=execute exe=/usr/bin/bash trust=1 : path=/tmp/Is ftype=application/x-
executable trust=0

14. deny_audit perm=execute all : all

12. fapolicyd Y —EX%#RB L £ 9,

I # systemctl start fapolicyd

AL
L 72EZE. ARILNAF ) —HPRTTEBIE=MELET,
$ /tmp/ls
Is
BTG IR

e fapolicyd.rules (5) & & Uf fapolicyd-cli (1) @ man R—/,
e /usr/share/fapolicyd/sample-rules/README-rules 7 7 1 )L ® fapolicyd /Xy 5 —2 TA VR
F=ILIND KXoV,
13.5. FAPOLICYD &M% F = v 7 DBFRIL
77 #J)U K Tld, fapolicyd 3BEMF v IV ERTLERA. 77T A XFEIE SHA-256 /Ny

SADWITNOELBLTEEEF Ty IV 2ETT 5L DI fapolicyd 5 ETE FJ . Integrity
Measurement Architecture (IMA) Y 7Y A7 L= FRA L TEEUF v IV EZRETDHILETEET,

AR

e fapolicyd 7L —ALT—O NV AT ALICTTOM4INET,

FIR

1. FEDTF A NI T 14 —T /etc/fapolicyd/fapolicyd.conf 7 7 1 L ZFAEX 9, LUTICHI%
ZT_\ L/ i’g—o

I # vi /etc/fapolicyd/fapolicyd.conf

2. BEM AT a3V DESE noneh D sha256 ICEE L, 77 M ILERELTIT 49 —%5KT
L/i-a—o
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I integrity = sha256
3. fapolicyd t—EX#BEHLE T,

I # systemctl restart fapolicyd

L RECERT 2771 0LDNY Ty THEHRLET,
I # cp /bin/more /bin/more.bak
2. lbinf/more /N1 + ) —DABEZEEL T,
I # cat /bin/less > /bin/more
JIEELINMF ) —%— MR- - LTERALZEY,

# su example.user
$ /bin/more /etc/redhat-release
bash: /bin/more: Operation not permitted

4. EEZTICRLET,

I # mv -f /bin/more.bak /bin/more

13.6. FAPOLICYD ICEEST 2BED NS T a—FT4 Y

RDEY D arTlE, fapolicyd 7 ) r—2a v I L—L0—0DEKRNB NS TN a—FT4 VY
DevhE rppm IR Y REFERLTCTZ IV 5—2a v BN 2DDHI YV AERLET,

rpm &2 FALET7 IV 5—>avDA4 VA =)L

e rpm XY REFALTPZ U r—vavaA YR M—ILT BHAE. fapolicyd RPM 7 —%
N—RZFETEHTILENHY LT,

L7V 5—2arv 4R M=ILLET,
I # rpm -i application.rpm

2. TINR—REEHLET,
I # fapolicyd-cli --update

COFIEERIETESRAT LN T —XTEAEMEDH DD, BEBTIHENHY X
-a—o

Y—EXADRAT7T—4H R

e fapolicyd A’ IE L < #BEL 2 WEEIF. Y—ERXRRXRT—49 R 2R LF T,
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I # systemctl status fapolicyd

fapolicyd-cliFxvy 27 &)X b
e --check-config. --check-watch_fs. & & U'--check-trustdb + 7> 3 vix, BXT>5—,

FEHEINTUWAWI 7MLV RT AL, BELVT7MILDEA—HE=BDIF5DICKZIIBET,
RICHIERLET,

# fapolicyd-cli --check-config
Daemon config is OK

# fapolicyd-cli --check-trustdb

/etc/selinux/targeted/contexts/files/file_contexts miscompares: size sha256
/etc/selinux/targeted/policy/policy.31 miscompares: size sha256

o istA 7 arvAEMEEALT, L—IDBREDYRAMNEZDIEFEERLET,
# fapolicyd-cli --list

9. allow perm=execute all : trust=1

10. allow perm=open all : ftype=%languages trust=1
11. deny_audit perm=any all : ftype=%languages
12. allow perm=any all : ftype=text/x-shellscript

13. deny_audit perm=execute all : all

TNy JE—FK

o FTNYJTE—NRNIE, —BLEL—I, T—IR—IART—HRAREICET 2FHMBEREZRHEL
9, fapolicyd =7 /\y JE—RICYPYEZZITIE. UTFETVWET,

1. fapolicyd t—EZX&FIELZF T,
I # systemctl stop fapolicyd

2. TNy TE—RZ2EALT, MIST2)L—LZE#HILET,
I # fapolicyd --debug

fapolicyd --debug I~ > ROHAETRTH 270D, T7—HAE T 74N TAL Y
hTEZET,

I # fapolicyd --debug 2> fapolicy.output

F7zld, fapolicyd 7V R ZEB LBEICOAENEIY M) —ICHIRT 51C1E, -
debug-deny + 7> a v AFERHLZE T,

I # fapolicyd --debug-deny

fapolicyd 7—4% ~X— X DHIER
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e fapolicyd 7 — 9 XN—RCEET 2BBEBERT BICIE. T—I9R—RT7 74 EBIRLTLE
-S\'\O

# systemctl stop fapolicyd
# fapolicyd-cli --delete-db

DIk

H
[=]

/var/lib/fapolicyd/ 7«4 L ¥ b ) —%HIBR L 72T 72X W, fapolicyd 7

L—LT—21F, ZDTALIN)—RADT—IR—RAT 7ML DH%H
FMICETLEY,

fapolicyd 7 —49 R— 2D ¥ > 7

e fapolicyd ICIE. BNRITRTODEREY —IANLDIY MN)—HIEFINFET, T—IR—%ES
VITLERICIV N —2HBRBTEET,

I # fapolicyd-cli --dump-db
FrVr—>avnq4S
o Fhil, fapolicyd N1 FT7 7 A ILEZHIRT 2E0v 07y THERT BHZBEDHY T,
I # rm -f /var/run/fapolicyd/fapolicyd.fifo

BEER

e fapolicyd-cli(1) ® man R—<

13.7. BEE B

e man -k fapolicyd v > R%&{FEHA L TY R hFRRI N3 fapolicyd BEED man R—,

e FOSDEM 2020 fapolicyd FLE¥vF—v a v,
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BE14Z RABIUSB 7/N1 RIIRT 52 AT LDIRE
USB 7/ ZITIE, RRNAM 07, JIox7, FLE MO DKRENHZHAEFN, T—YERBAL
Y, YATL%EEETEHREELDHY £§, Red Hat Enterprise Linux BEIEE L., USBGuard TI D&
DIMUSBHEAEBS I ENTEET,
14.1. USBGUARD
USBGuard YV 7 bz 7 7L —LD7—V % FRATBE, A—RILDUSB T/31 AHFAIHEREICEDWT
HFAINTNAABLVRLEINTVWE TN, ZDEERY A MEFRAL T, BARUSB /84 2 hH
LYRATLERETEET,
USBGuard 7L —L 77— &, RERHELZET,

o EIIEES L VR o —i&HIME T D IPC (inter-process communication) 1 ¥ ¥ —7 4 XA %{F
ALAEYATFLAY—ERAVER—FV b

o =fTH® usbguard Y AT LAY —EREWFETHARY RTA VIV —T (R
o USBF/NA RFFAIRY v—%EEihd 2IL—ILEE
o HESA TS —ILREINLVRTLAY—ERIVR—RY MEFEET S C++ API

usbguard ¥ X 7 L% —ERXFRE 7 7 1 )L (/etc/usbguard/usbguard-daemon.conf) (i, IPC 1 ~
=T A R%EFERT 2001 —BLPITIV—T42RAT24 T aVvNEENET,

BF

VAT LAY —ERE, USBGuard /8T Y v I IPCA VI —T x4 A%RMHLE T, Red
Hat Enterprise Linux Tl&, TDA VI —T 24 ANDT I EZAIET 7 #J)L b Troot 1—
P—IIREINTVET,

IPCAYH—T x4 ANDT V22X %H|RY %IZI1d. IPCAccessControlFiles 7+ 7> 3
v (#32). IPCAllowedUsers &+ 72 3>, & & U IPCAllowedGroups # 7> 3 > &%
ETDHIEERFTLTLLEIN,

TOEREEY AN (ACL) ZERBEDEFICLAVWTLEIW, RELRVLWE, TRT
DO—ANI—HF—IZIPCA VI —T 4 ADRNEI N, USBF/NA ADFFaIRES IR
ELTUSBGuard R Y —%EETEXDLHICKRYET,

14.2. USBGUARD D1 > X b —JL

CDFIBAFERALT, USBGuard 7L—LT7—0 A5 A VA M—IJLLTCHRABLET,

FIa
1. usbguard /Xy r—Y %AV AM—=JLLET,

I # yum install usbguard

2. MBI —ILtEYy NEERR L E T,

I # usbguard generate-policy > /etc/usbguard/rules.conf
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3. usbguard 7 —EVEEEL. YR TLOEHFICHINICKEEI TSI EEAERLET,

I # systemctl enable --now usbguard

MREE
1. usbguard H—EXHAEITLTWB I E2HERLET,

# systemctl status usbguard
e usbguard.service - USBGuard daemon

Loaded: loaded (/usr/lib/systemd/system/usbguard.service; enabled; vendor preset:
disabled)

Active: active (running) since Thu 2019-11-07 09:44:07 CET; 3min 16s ago

Docs: man:usbguard-daemon(8)

Main PID: 6122 (usbguard-daemon)

Tasks: 3 (limit: 11493)

Memory: 1.2M

CGroup: /system.slice/usbguard.service

L6122 /usr/sbin/usbguard-daemon -f -s -c /etc/usbguard/usbguard-daemon.conf

Nov 07 09:44:06 localhost.localdomain systemd[1]: Starting USBGuard daemon...
Nov 07 09:44:07 localhost.localdomain systemd[1]: Started USBGuard daemon.

2. USBGuard H'88&% 9 5 USB T/N1 ZDY XA M E2RRLE T,

# usbguard list-devices
4: allow id 1d6b:0002 serial "0000:02:00.0" name "xHCI Host Controller" hash...

RS

e usbguard(1) & & U usbguard-daemon.conf(5) @ man R—

143.CLI B LA USB 7/X1 2D 7 Ov U &

—XFJ)VCusbguard 7YY REFATZ &, USBTNNA REZFAS LV TOYITEEDIC
USBGuard Z8&ETE X J,

AR

e usbguard ¥ —EZXHNA VA M—ILINTEY, ETLTWVWS,

FIa
1. USBGuard '@ T2 USBTNA AD) A M aKXRRLET, UTICHIERLET,

# usbguard list-devices

1: allow id 1d6b:0002 serial "0000:00:06.7" name "EHCI Host Controller" hash
"JDODbOBIktYs2ct3mSQKopnOOV2h9IMGYADwhT+oUtF2s=" parent-hash
"4PHGcaDKWtPjKDwYpIRG722cB9SIGZz9191ea93+Gt9c=" via-port "usb1" with-interface
09:00:00

6: block id 1b1c:1ab1 serial "000024937962" name "Voyager" hash
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"CrXgiaWIf2bZAU+5WkzOE7y0rdSO82XMzubn7HDb95Q=" parent-hash
"JDODbOBIktYs2ct3mSQKopnOOV2hOMGYADwhT+oUtF2s=" via-port "1-3" with-interface
08:06:50

2. TIAR> DV RTLERNFET B EETFATLET,
I # usbguard allow-device <6>

3TN R<6> DEFATZMRRL. TN R ZHIBRL E Y,

I # usbguard reject-device <6>

4. FIRAZ<6> DFFTEMB L. T8 1 AERFLET,

I # usbguard block-device <6>

Pz
USBGuard Tl&. block & & U reject (FLL TFOEKRTHERINE T,

block
SIEIDTNAIRAETELEFEA,
reject
DTN RAEEFEELRVWEDE L TERLET,

B SR
e usbguard(1) ® man XR—<

e usbguard --help A< >~ K

14.4.USB T/ Z DKM 7 Ay 78 L CFFA

pA T avEMERETEZE USBT/NNA RAKGENICTOY VBLVOHFAITEET, chickY, 7
NAZRAEEDIL—ILHAREDRY —ITEMINET,

=S5

e usbguard ¥ —EZXHNA VA M—ILINTHEY, ETLTWVWS,
=2

1. usbguard T —E VDI —ILDEZAAEFFAIT S L D ICSELinux & E L F T,

a. usbguard ICE3#E 3 % semanage 7 — /L EZRRLE T,

# semanage boolean -1 | grep usbguard
usbguard_daemon_write_conf  (off , off) Allow usbguard to daemon write conf
usbguard_daemon_write_rules (on , on) Allow usbguard to daemon write rules

b. HEIZIG LT, usbguard _daemon_write_rules ® 7 — LEHIEMICA > TWBIHE I,
BMICLET,
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I # semanage boolean -m --on usbguard_daemon_write_rules

2. USBGuard H'885% 9 5 USB T/N1 ZDY XA M E2RRLE T,

# usbguard list-devices

1: allow id 1d6b:0002 serial "0000:00:06.7" name "EHCI Host Controller" hash
"JDODbOBIktYs2ct3mSQKopnOOV2hOIMGYADwhT+oUtF2s=" parent-hash
"4PHGcaDKWtPjKDwYpIRG722cB9SIGz9191ea93+Gt9c=" via-port "usb1" with-interface
09:00:00

6: block id 1b1c:1ab1 serial "000024937962" name "Voyager" hash
"CrXgiaWIf2bZAU+5WkzOE7y0rdSO82XMzubn7HDb95Q=" parent-hash

"JDODbOBIktYs2ct3mSQKopnOOV2hOMGYADwhT+oUtF2s=" via-port "1-3" with-interface
08:06:50

3TNAREDVRTLAENET B E2KMNICHFTLET,
I # usbguard allow-device 6 -p
4. TINA R 6 DFFA & KGRIICERR L. T/81 R ZHIBRLZF T,

I # usbguard reject-device 6 -p

5. FINA 26 DEAEKBHICER L. SNA A ARFELET,

I # usbguard block-device 6 -p

Pz
USBGuard Tld. block & £ U reject (LA TOEKRTHERAINZE T,
block

SIIDTFNAREREFELE A,

reject
ZDTNARARFBFEELRVWEDE LTEEKLET,

1. USBGuard L —JLICIIAEENEFNTVWE I EZHEALET,
I # usbguard list-rules
BaEEIR

e usbguard(1) ® man XR—<

e usbguard --help ¥ RK&EFERA L TY R MRERINDHEAHAANIL T,

145.USB 7/Nf ZFDHR Y LR > —DIERK
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UTOFIETIK, T FDEHZRIRY S USBT/NA ZBDI—ILbty h%FRT 2FIBZRA L
i’a—o

AR
e usbguard ¥ —EZXHNA VA M—ILINTEY, ETLTWVWS,

e /etc/usbguard/rules.conf 7 7 1 JLIZIZ. usbguard generate-policy I~ > K T4 L 7= #1H8
W=ty hAEFNET,

FIR

L IREEHELTWBUSBT NS REHFATBRYO—5ERHR L. £RIN//L—IL% rules.conf
774IVICRELE Y,

I # usbguard generate-policy --no-hashes > ./rules.conf

--no-hashes # 7> avid, TNAADNy 1B EERLFEA. BRED/NY Y 1BMEIE
KGRI TIXARWATREMED D B 720, EEL T LI,

2. BIRLIETHFANITFT 49 —Trulescconf 77 ILERELE T, RICHAERLET,

I # vi ./rules.conf

3. MEIICIH LT, ILb—ILEE. Bk, FAEERELE T, &2 . UTOIL—ILEFERT 3
. KBEAMNL—=VUAVIY—TITAZANTIDOHDITNARADHDE VAT LAENETXET,

I allow with-interface equals { 08:*:* }

AR — L ERE DA E T DMDAIIE, usbguard-rules.conf(5) D man R—T &S8R L TL
720,

4. BEILERYY—%ZA VA M—ILLET,
I # install -m 0600 -o root -g root rules.conf /etc/usbguard/rules.conf
5. usbguard T —EV2HREEL T, EREEZEHALET,

I # systemctl restart usbguard

L ARG LIV—=IWDT I T4 TR —ILHBIEEHERLET, UTICHAERLET,
# usbguard list-rules
4 allow with-interface 08:*:*
B EfE R

e usbguard-rules.conf(5) man XR—<
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14.6.USB 7 /N1 ZBICESEIEINIZHRYI LR O —DERK

HA A% L USBGuard 7R 1) & —I&, /etc/usbguard/rules.d/ 71 L 2 b 1) —RDEHRD .conf 7 7 1 LT
EI|TX XY, RIC. usbguard-daemon (&, X1 D rules.conf 771 )L%&, 4L U MN)—RHD
conf 774 ) %ETILT7 7Ry NETHAEGHLEZT,

AR

FIR
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e usbguard ¥ —EZXHNA VA M—ILINTEY, ETLTWVWS,

CREERKLTWBUSBTNA RZHFTTBRY) O—%EM L. £ERINIL—IL%E, FLL

.conf 7 7 1)L (f§l: policy.conf) 7 7 1 LIZIREL E T,
I # usbguard generate-policy --no-hashes > ./policy.conf

--no-hashes # 7> avid, TNAADNy Y 1BHEEERLFEA. BRED/NY Y 1BMEIT
KGRI TIZARWATREMED D B 70, EEL T LI,

 EEDTFFANIT4Y—Trulescconf 77 M ILERELE T, RICHAERLET,

# vi ./policy.conf

allow id 04f2:0833 serial "™ name "USB Keyboard" via-port "7-2" with-interface { 03:01:01
03:00:00 } with-connect-type "unknown"

CBIRLAETERO .conf 7 7 A ILICEEIL F T,

yz o-1o)
T7AINEDEBICHDZ 2 DODHFIE, T—EUDNRET7 7M1 I E=HEHFADIER
HIEELET,

feEZIE, F—HR—RKRDOIL—ILEHFHR conf 774 J)LICOE—LZET,

I # grep "USB Keyboard" ./policy.conf > ./10keyboards.conf

. #TLWKR ¥ —% Jetc/usbguard/rules.d/ 714 L2 b —IZA VA M—=ILLET,

I # install -m 0600 -o root -g root 10keyboards.conf /etc/usbguard/rules.d/10keyboards.conf

. BERYDITE XA VD rules.conf 7 7 A ILICKEEIL T,

I # grep -v "USB Keyboard" ./policy.conf > ./rules.conf

CBRYDIL—ILEA VAN =ILLET,

I # install -m 0600 -o root -g root rules.conf /etc/usbguard/rules.conf

. usbguard T —EVZHEBL T. EELZEALXT,
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I # systemctl restart usbguard

1. 7974 7 USBGuard L—ILETRTHRRLET,
# usbguard list-rules
15: allow id 04f2:0833 serial "" name "USB Keyboard" hash
"kxM/iddRe/WSCocgiuQlVs6Dn0VEza7KiHoDeTz0fyg=" parent-hash

"2i6ZBJfTI5BakXF7Gba84/Cp1gsinNc1DM6vWQpie3s=" via-port "7-2" with-interface {
03:01:01 03:00:00 } with-connect-type "unknown"

2. rules.conf 7 7 1 )L &, /etc/usbguard/rules.d/ 714 L 2 b —R®D .conf 771 ILOARET%.T
NTRRLET,
I # cat /etc/usbguard/rules.conf /etc/usbguard/rules.d/*.conf

3. PUOTFATRHRIL=IIZ, Z774ILDTRTDIL—ILAELL, ELWEFRTEEFNTWSEZ &
EHRELET,

BEfEI

e usbguard-rules.conf(5) man XR—<

14.7.USBGUARDIPC 1 V¥ —J 1A R %={FHT 21— —BLV0TIL—
AL

COFEAFRALT, BEOI—HY—FLIEXTIL—FHUSBGuard D/XT Y v J IPCA vy —T A
2%FHETEELIOICARTLET, T74IMTIE, root —H—FEFHRZDA V9 —T 4 A%FHT
xFd,

(1} =355
e usbguard ¥ —EZXHNA VA M—ILINTEY, ETLTWVWS,

e /etc/usbguard/rules.conf 7 7 1 JLICIE. usbguard generate-policy 1< > R THERK L 7= #1H8
W=ty hAEFNET,

FIR

. FEDOTF A NI T 14 —T letc/lusbguard/usbguard-daemon.conf 7 7 1 L= REL X7,

I # vi /etc/usbguard/usbguard-daemon.conf

2. =& X wheel JI—TDE£I1—H—NIPCA VI —T A R%=FATEEBELIIC, L—I
HBITEEBMLT. 771V EREFELET,

I IPCAllowGroups=wheel

3. usbguard Y Y KT, A—HY—FL@FIIN—T%2BNMTZIEEHETEFET, L& AxIE RD
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IV N%&ERAT 2 &, joesec 1—H —7" Devices 27 > 3 & LU Exceptions 02 3>~
ICEET7 IV EATEEYT, IHIC, joesec FIRTARND—DYRAMNEKRBELUVERELETOIZE
NTEET,

I # usbguard add-user joesec --devices ALL --policy modify,list --exceptions ALL

joesec 1 —H—ICRE5EIN//N\—3 v 3 U %HIFRY 511, usbguard remove-user joesec
aAvY FEALEY,

4. usbguard 7 —EV 2 BEEL T, EEEZEHALET,

I # systemctl restart usbguard

BaEE R

e usbguard(1) & & U usbguard-rules.conf(5) ® man X—

14.8. LINUX E5Zx 0 /' A M USBGUARD 58] 1 N> N DER§R

LTFOFIRICHE> T, USBguard F a4 XY OO Y E1ZED Linux BEEO VA 1DICFEHXET, T
7 #JU b Tl&, usbguard 7—E V& /var/log/usbguard/usbguard-audit.log 7 7 1 JLICA X N &5
LET,

AR
e usbguard ¥ —EZXHNA VA M—ILINTHEY, ETLTWVWS,
e auditd t —EZXANEITLTWS,
¥
1. usbguard-daemon.conf 7 7 1 L%, BRLETHFRAMNIT1 ¥ —TRELZX T,
I # vi /etc/usbguard/usbguard-daemon.conf
2. AuditBackend + 7> 3 ~ % FileAudit 5 LinuxAudit (CZE L 7,

I AuditBackend=LinuxAudit

EEZBEALIT,

]
&l

3. usbguard ¥ —E > &= HBi2E# L T,

I # systemctl restart usbguard

L audit 7 —E>O7% USBRERHARY M LTI TY—LFd, RICAZETRLET,
I # ausearch -ts recent -m USER_DEVICE
BEEER

e usbguard-daemon.conf(5) D man XR—<
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14.9. BEE B R

e usbguard(1). usbguard-rules.conf(5). usbguard-daemon(8). & & U usbguard-
daemon.conf(5) M man XR—<

® USBGuard Ih—LR—
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