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RedHat TlE, O— K, FFa XY h Web 7ONRF 4 —IIHIFBEEICRITZHEEBOBZHRZICERY
HMATWET, £TIE. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1
Z b (whitelist) D 4 DORAEDEXMANSHBOHET, COMYBAIBERLMEEEZET DD, §&
DEBD') ) —ATEENICHEOEIHMAZERL TSY T, FMIE. RedHatCTO T#H % Chris
Wright DX v £—Y 2 ZEL LI,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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REDHAT RF¥a XY MADT 4 —KNRNy I (HEDH)

h
RedHat R¥ 2 XV MIET B IBRERPIREZEF LIV, Tk WERDHNEBHOEK
TN,

JirahoDI7 4 — KRRy IEEFE (THhO Y FHRE)
1 JiraDWeb¥a MIOJA4 Y LET,
2. EBOFES—2 3 /N—TCreatex V') vV LET,
3. Summary 7 1 —JL RIZhHYPTWVWI A MLZABLET,

4. Description 7 1 —JLRIZ, RFa XV NORBIETZIEREZZALTLLEIY, R¥a
AV NDEZYMAADY V7 HBIMLTLEIWY,

5 Y4707 DTFERICH S Create 22 ) w7 LEF T,


https://issues.redhat.com/projects/RHELDOCS/issues

FIE2HDY A7 LBT OPENSSH %[l L = 2& i@ {5 D

BIE2EDY AT LBITOPENSSH 2l L 7I-LL£ A BEDER

SSH (Secure Shell) i&. 75 A 7Y MY —N—T—F 7V Fv—%5FEHTZ 200 AT LETRSE
RBEERHL, 2 —H—PYE—PFTH—N—FKA M RFALICOATAVTEZLIICTZIOMD
ITT, FTP, Telnet R EDMDY) E—MBE7O NI EIFERY, SSHIFOVA vy avsE
EST B0, BAENMEHRL TESLEINTOVARAWIRT—REAFTIONAR#EICAY XT,

Red Hat Enterprise Linux ICI&, EAM A OpenSSH /3y oy — (—ikB97%: openssh /3w /r —

. openssh-server /Ny 5 —< B & U openssh-clients /Ny 5y —I) AEFEN F 9, OpenSSH
Ry r—2ICIE, OpenSSL /Yy r—< (openssl-libs) W ETY, DNy IF—Tld, EERESE
ATV =W DM VA M=V LT, BESLBE%EIRMHT 2 OpenSSH ZBEMIC L F T,

1.1. SSH & OPENSSH

SSH (Secure Shell) (&, VE— b2 2ICOJA4 Y LTCZEDOYY Y TARY RERTTZTOY I LT
¥, SSH 7O MILIE, BETRWVWRY N7 —7 LT, EEINTLVAVWRZ NETEZEMBELZRHE
LEd, /. XNEHGEEED TCP/IP R—MNERE2LRF v+ U RIVTERET B EETEET,
SSHZa haLid, VE— b2 zOOTA VP T 74 IE—RBICERT 2HBEIC. Y AT LEDBE
EOEZPHERRA NOBERE, EXxa) T4 —DEREZBRLET. Ihid. SSH ’774 A s
P—NR—DTFIINEBELEZFRALTENTNDOID 2HRT2LHDTY, ILIL. VATV NV RT
LEY—N=V 2T LEDEDBEIRRIRTESIELINET,

RAMF—IE, SSHZ7OMINDRR MZFRFEL EF T, KRR MRIE OpenSSH DFIEA ¥ R b—)L
Bf. R b OYEEEFFICEBICERINDESHRTY.

OpenSSH I, Linux. UNIX, 8L UVEHEDARL —FT 1 VIV AT ATHR—MINTWS SSH 70O
NIAIWDEETYT, OpenSSH I A 7V MEHY—N—EAHICBLERAT 774 ILDBEENET,
OpenSSH 24 — ME, UTFOI—H—ZEY—I)LTHERINE T,

e SSHiZ. UE—hOSAYFOTSLSSHISATY M) TY,

e sshd &, OpenSSHSSH F—E > TY,

o scpld. BE2RVE—MI7740IE=TOTSLTY,

o sftpld. RER I 7AIERETOISLTY,

e ssh-agent (. MERAEAF v+ v 1T 2RAT—YT Y MTT,

e ssh-add (X, F4ZH D ID % ssh-agent ITEBIML T,

e ssh-keygen ', ssh OFRFI¥—%4%mM. BE. BLUVEHLLET,

e ssh-copy-id (&, O—HILDOARAEHE%Z ') E— b SSH H—/Y—D authorized_keys 7 7 1 JLIC
BMT2R7Y)FRTY,

e ssh-keyscan-SSH /X7 Y v I RAMF—%IRELZET,

BE. SSHON=I 3 vilid, N"=Yav1EHLWA=Ua v 20228HY £9, RHEL D
OpenSSH 24 — M, SSHN—=Y a3y 2D HEHYR—MLET, TORM— ML, N—=Y 3V 1TH
S5NTWBEITIRA7OA ML THESTIFARWERESF—BET7ILIT Y XLEHATWETD,

RHEL O 7HES{tY T RTLDI1DTHS OpenSSH &, Y AT ALALKDESILRY >—%2FHLZE
T, ZHIEY, BUBSAA—bSLUBSETILITY) ZLNT 74V MNRETEMCAY EFT, KR
) —%ZEY 3II1E. EEED update-crypto-policies IY >V RAFH L CHREXHFETZH. VR
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TLREROBESIERY Y —%2FBTHTNT I NTI2RENHY FT,

OpenSSH 24 — M, 2y NDEREZ7 7AWV AFEALES, 12130547 NTOTS 4L (DF
Y. ssh, scp. BLUsftp) AT, £ 12 HY—/—(sshd T—EV) HTY,

Y RAT LEED SSH B EIREMN lete/ssh/ T4 LV M) —ILFREINET, 12— —FEHD SSHERE
BIRIE, 21— —DHR—LTA4 LI MN)—D ~/ssh/ ICERFEINZF T, OpenSSH FEE 7 7 1 )L DEFFH
) A&, sshd (8) D man R—YD FILES 2> a v ZSRLTKEI W,

BIER R

e man-ksshad<v Y RAFEHALTYRMKRRINSG manR—Y

o URTLLEFDESILR) L —DFEH

1.2. OPENSSH % —/N\— DR EH & U'EE)

BFEVDIRIEE OpenSSH H—/N\—DEEICHEE RZERREICIE. UTOFIEAFERLET. T
THAIMDRHELA VA M=IL%1TS &, sshd T—EUD T TISEEIL, —/N\—DHRX NEHNBEH
BIICHERRIND Z EITEFELTLEI L,

AR

e openssh-server /Ny T —I QA VA R—=ILINTWS,

FIE
. BTty aryTsshdT—EVZRKBL. 7—MNSICBENICEE TS EDIEKELE T,

# systemctl start sshd
# systemctl enable sshd

2. /etc/ssh/sshd_config %% 7 7 1 LD ListenAddress 74 L 771 7. T 74 kD
0.0.0.0 (IPv4) &F7zId s (IPv6) EIEERZT RLAAIEBEL., LJYBKERFHRY N7 -V
EZ{EHAT %ICIE. network-online.target ¥ —%' v h 1= v b D&FFE{% % sshd.service 1
ZYRTFANICEMLET, ThETHICE LTORAT
letc/systemd/system/sshd.service.d/local.conf 7 7 1 LA {ERR L £ 7

[Unit]
Wants=network-online.target
After=network-online.target

3. /etc/ssh/sshd_config 2 7 7 1 )LD OpenSSH % —/\—DHREN T T T DEH %L T
WBHEI D ERRELET,

4. MBICH LT, Jetclissue 7 7 1 IIVERRE L T, 754 7~ MNEREE% 1T D BIIC OpenSSH H—
N—|IRTIND welcome X v E—YEZTHELET, UTFICHERLET,

Welcome to ssh-server.example.com
Warning: By accessing this server, you agree to the referenced terms and conditions.

Banner # 7' 3 > ' /etc/ssh/sshd_config TOX Y M 7O RINTHE ST, TODIEIC
letclissue "EFNTWB I &AL T,


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening

FIE2HDY A7 LBT OPENSSH %[l L = 2& i@ {5 D

# less /etc/ssh/sshd_config | grep Banner
Banner /etc/issue

A4 VICHINT B ERTIINBDAYE—VZEET BICI1E,. H—/N—D /etc/motd 7 7 1 )L

ZIRETHIRENHY T, FFEMIE. pam_motd D man R—TEHBL TLEI W,

5. systemd R EZBinAAH L., sshd zBEH L TEEZHEHALET,

# systemctl daemon-reload
# systemctl restart sshd

. sshd T—EVDNEITLTWB I EAERALET,

# systemctl status sshd
e sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2019-11-18 14:59:58 CET; 6min ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 1149 (sshd)
Tasks: 1 (limit: 11491)
Memory: 1.9M
CGroup: /system.slice/sshd.service
L—1149 /usr/sbin/sshd -D -0Ciphers=aes128-ctr,aes256-ctr,aes128-cbc,aes256-cbc -
oMACs=hmac-sha2-256,>

Nov 18 14:59:58 ssh-server-example.com systemd[1]: Starting OpenSSH server daemon...
Nov 18 14:59:58 ssh-server-example.com sshd[1149]: Server listening on 0.0.0.0 port 22.

Nov 18 14:59:58 ssh-server-example.com sshd[1149]: Server listening on :: port 22.
Nov 18 14:59:58 ssh-server-example.com systemd[1]: Started OpenSSH server daemon.

2. SSHIZA 7V 2B LTSSH Y —N"—IlERLET,
# ssh user@ssh-server-example.com
ECDSA key fingerprint is SHA256:dXbaS0RG/UzITTku8GtXSz0S1++IPegSy31v3L/FAEc.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'ssh-server-example.com' (ECDSA) to the list of known hosts.

user@ssh-server-example.com's password:

BIER R

e sshd(8) & & Uf sshd_config(5) D man R—</,

1.3. AN — X DFREEA D OPENSSH H—/N\— D& E

*‘/27_-/—\0)t'=\'—1 )74 —%&@Ed 51Tk, OpenSSH H—/N—T/X 27— REREE & E3NIC L THRNR—
DORFEEFMICLET,

AR
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e openssh-server /XYy T —I QA VA R—=ILINTWS,

o H—/X—Tsshd T—EVHEITLTWS,

¥
. T¥F XA NI T 14 —T letc/ssh/sshd_config X EEEZT X T, UTICHERLET,

I # vi /etc/ssh/sshd_config

2. PasswordAuthentication -7 7> a3 A no ICZEL X T,
I PasswordAuthentication no

FLWT 74 b VA M=ILEA DY T AT PubkeyAuthentication no A'Z8E X h TL &
Ly : & &. ChallengeResponseAuthentication 71 L 77 4 A no ICEREINTWBR I & %
MmLET, VE—FTEHRLTVWSEHEIR., VY —ILE LLIEFEEAT /X2 HERAYE

. NRRT7— NRAEZENICT BR1IC. BR—20O74 070X %ETFAMNLET,

3. NFS 75“7'7 4 t\ 'C‘TLT:/T\—L\?"T |/7 t\ U _—Gﬁ}g/\\‘_zo)ulb\DE%ﬁﬁqjétuti SELInUX 7_
JU{E use_nfs_home_dirs #BMICL X T,

I # setsebool -P use nfs_home_dirs 1

4, sshd T—EVEBHirdAH L. ZEEABEALEY,

I # systemctl reload sshd

BIER R

e sshd(8). sshd_config(5). & & U setsebool(8) D man R—/,

1.4. SSH 8B 7 DL

DTOFIEAFERALT, O—AIY AT ALICSSHERTEERK L. ERINLFHE% OpenSSH
H—N—aE—LFd, Y——DELLEREINTVWSEHEIX. /SA7— K74 L T OpenSSH #—
N—icay4vTcxEd,

BE
root CROF|IEA5ZTI5E, EAFERTETSDIEroot ZlF&ERYET,

FIR

. SSHZ7AMIIWDN—=U 3 2 HDECDSAERTEERT BICIE, ROOTY REERTLE
_a—o

$ ssh-keygen -t ecdsa

Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/joesec/.ssh/id_ecdsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/joesec/.ssh/id_ecdsa.

10
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BIER R

F1ET 28DV AT ARBT OPENSSH 2 {#H L /-2 BEDHEA

Your public key has been saved in /home/joesec/.ssh/id_ecdsa.pub.
The key fingerprint is:
SHA256:Q/x+gms4j7PCQ0qFd09iZEFHA+SqwBKRNaU720ZfaCl
joesec@localhost.example.com

The key's randomart image is:

+---[ECDSA 256]---+

|.00..0=++ |

|..0.00. |

|...o0.0 |

l....0.+... |

|0.00.0+S. |

|.=.+. .0 |

[EX+. . .. |

.=+ +. 0 |

| . o0*+0. |

+----[SHA256]-----+

ssh-keygen < > R F 72 |& Ed25519 R T7IC -trsa 74 7> a3 U %38E L C RSA SR T & £
9 3ICIE. ssh-keygen-ted25519 v R&ETLET,

2. NEEAYE—MTIUICAE—T BT, ROOYY REEITLET,

$ ssh-copy-id joesec@ssh-server-example.com

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that are
already installed

joesec@ssh-server-example.com's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh joesec@ssh-server-example.com™ and check to
make sure that only the key(s) you wanted were added.

v arTsshagent 7OV S L% FEALRVESIE. EEBOITY RT, RRICEELEL
~l.ssh/id*.pub AFEEZIE—LET (1 YA M= INhTVWARWGE), BOARF—7 74
IWERELZY, ssh-agentiC&Y., XEY—ICFvvaInBLUET 71 ILRADED
FNBEIEMEE $2I01E, -i+ T2 3V %BELT ssh-copy-id AY Y REFEALET,

R

VRATLEBA VAN —IVT BRI, ERLTEVWERBRT7Z5|E{GIHEAT 256
&, ~lssh T4 LI N)—DNRy o7y THERLEFT, BA VA M—ILEIC, TD
FTALIRN)—=BKR—LT14 LI RN)—=ICOE—=LZET., IhiE. (rootZ2EL) VR F
LDEI—HY—TRITTEET,

1. XA —KRAQRLTOpenSSH Y —N—OJ4 Vv LET,

$ ssh joesec@ssh-server-example.com
Welcome message.

Last login: Mon Nov 18 18:28:42 2019 from ::1

1
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e ssh-keygen (1) & & U ssh-copy-id (1) D man R—

15. AV — M A—RITREIN/-SSHEDER

Red Hat Enterprise Linux Tl&, OpenSSH 7 54 7> N TCAY— M A—RNIZREINTWVWS RSAES
L UECDSABAFATE DL ICRY E L, COFIREICH>T. RRT—FORDYICRAT— b
A—RZEFEALLRIEZEMLET,

(1} =355
e US5A4AF7 VKT, opensc /Ny r—I% A4 VA M=)LL T, pecsed T —EREEITLTWS,

FIR

1. PKCS#11 @D URI # &8 OpenSCPKCS#N EV 2 — LA RETZHEDY A M ERTL. TOH
% keys.pub 7 7 A JLICRTFEL XY,

$ ssh-keygen -D pkcs11: > keys.pub

$ ssh-keygen -D pkes11:

ssh-rsa AAAAB3NzaC1yc2E... KKZMzcQZzx
pkcs11:id=%02;0bject=SIGN%20pubkey;token=SSH%20key;manufacturer=piv_II?module-
path=/usr/lib64/pkcs11/opensc-pkcs11.so

ecdsa-sha2-nistp256 AAA...JOhkYnnsM=
pkcs11:id=%01;0bject=PIV%20AUTH%20pubkey;token=SSH%20key;manufacturer=piv_II7?
module-path=/usr/lib64/pkcs11/opensc-pkcs11.so

2. VE— MY —/— (example.com) TAY— M H— REZFH LB EEDICT B 1I1E, AR
Z)E—MY—N—(CEREL XY, RIOFIETIEH S N7z keys.pub T ssh-copy-id v K
EEALEY,

I $ ssh-copy-id -f -i keys.pub username@example.com

3. FIE 1D ssh-keygen-D A7 > RDHHIZH % ECDSA % L T example.com IC3E#K T
ZICIE, BE—RICBRTDZURIOY Ty hOHEFEATEET, UTICAERLET,

$ ssh -i "pkes11:id=%01?module-path=/usr/lib64/pkcs11/opensc-pkcs11.s0" example.com
Enter PIN for 'SSH key":
[example.com] $

4. ~/.sshiconfig 7 7 1 L TEIL URI XFAZFERAL T, REZKKILTEET,

$ cat ~/.ssh/config

IdentityFile "pkcs11:id=%01?module-path=/usr/lib64/pkcs11/opensc-pkcs11.s0"
$ ssh example.com

Enter PIN for 'SSH key":

[example.com] $

OpenSSH (& p11-kit-proxy T v /X\—%ffH L. OpenSC PKCS #11 €Y 2 —JL A PKCS#1 F v
MIEHZINTWSD, LRIOATY RE2BRIETETET,

$ ssh -i "pkcs11:id=%01" example.com
Enter PIN for 'SSH key":
[example.com] $

12



FIE2HDY A7 LBT OPENSSH %[l L = 2& i@ {5 D

PKCS #11 M URI @D id= DED %= RILT &, OpenSSH A, 7OF L —EJa— )L THETREAHEE TN
THAPRAAET, ThICEY, RERANODEEZROTIENTEET,

$ ssh -i pkcs11: example.com
Enter PIN for 'SSH key":
[example.com] $

BIERHR

® Fedora 28: Better smart card support in OpenSSH

e p11-kit(8). opensc.conf(5). pcscd(8). ssh(1). & & U ssh-keygen(1) D man R—

1.6.OPENSSH Ot * 21 1) 5 14 —D#&1L
UTDEY M, OpenSSH ZERATHEICEXF 1) T4 —%2mHDDICHKICIIB X T, OpenSSH 5%

E 7 7 1) letc/ssh/sshd_config #ZFE 9§ 5213, sshd T—EV E2BHAAH L TEMCTI2HED
HBIEITFRELTLEI W,

I # systemctl reload sshd

BF

FEAEDEF1Y) T4 —BIEDOREERICLY., RFOTINITY XLFTLIEFESZ
A—=MIHBELTWRWISA T NEDEBREMETLET,

ZETRLVESE 7O ML OESL

o SSHAARYDEKRTHMABEDIZT 5728, OpenSSH R4 — MIBXH|ZI SN E2RELTIEA
WERZ7OMNILAEFALAVWEIICLEY, COLHAERIONILAEFRETZE, 21—
H—DNRRAT—REKIZSSHAFRLAZ1EDEY >3 Y TREINTE., ZDEIC Telnet &
FRALTATA Y LEBILESINTLEILDTYT., DD, telnet. rsh. rlogin, ftp &
EDZLTIFABRWTORNINEBEBNCTEIEEREFTLTLEIN,

BR—2ADFZELDEMES S T/RR T — KR—ZX DD ERE

o FBFEANRT—REZEMILTRORTDOAHAEZHFTT 2 &, RERRBEFHI B> T1—H—0D
BB AN T2 HYET, 75147 MIBWT, ssh-keygeny —IILEFEAL T
BORT7Z=4Em L. ssh-copy-id 1—F 1) 714 —%fERALTOpenSSH Y —/1—DI 547
YEADLRARMBEIE—LZX T, OpenSSH H—/N\—T/RR T — RR—X DR = EMICT S
ICIL. /etc/ssh/sshd_config ® PasswordAuthentication + 7> 3 V% no ICEE L X7,

I PasswordAuthentication no

2oy47

e ssh-keygen Y Ni&, 774V N TRSABDORTEERLETH, tF T avaFERL
TECDSABF/<IX Ed25519 B ZENT 5 & D ICIEETE F 9, ECDSA (Elliptic Curve Digital
Signature Algorithm) I&. BEEFOWIMEEE TRSA LYV EBN /N T+ —< VA ERELE
T, T, BOUF—EERLE T, Ed25519 NFAET7IL T X LlE, RSA. DSA. &LV
ECDSA & W ERETHERRQGEMI M7 —XIFDERETT,

H—/N—FRX MDHFED RSA. ECDSA. & £V Ed25519 AR WIHEIL. OpenSSH A*EEIMIIC/E
L&Y, RHEL TRR FDREDIEKZRET 2 ICIE, 1 Y RF V2L LAY —E X sshd-
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keygen@.service R L £ 9, 7z& ZIE. RSAEY 1 TOBEHEER % E/EMICT B ITI1E. RD
Av Y RFZERTLEY,

I # systemctl mask sshd-keygen@rsa.service

R

cloud-init ’EMICR > TWB A X —I Tlk, ssh-keygen 1= v MHEEIMIC
|mMICAY ¥, Zhik. ssh-keygen template t— E 2 A cloud-init 'Y —JL
IKFHL, RAMTF—DENTHEEINRET SFREMDIHZHTT, INHD
BRE% O Y % ICIE. cloud-init "EfT L TW 354

2. etc/systemd/system/sshd-keygen@.service.d/disable-sshd-keygen-if-
cloud-init-active.conf KO v 74 V& E 7 7 1 JLICL V) ssh-keygen 1= k
NEMICRY £,

o SSHIEBDREDRSY 1 THRNT 5ITIE. /etc/ssh/sshd_config TEHTEIAX Y M7 U b
LTsshd Y—EREBHMAHFLEFT, L&ZIE, Ed25519 KA M F—7 T %A T 3IC
X, ROIXY RERITLET,

# HostKey /etc/ssh/ssh_host_rsa_key

# HostKey /etc/ssh/ssh_host_ecdsa_key
HostKey /etc/ssh/ssh_host_ed25519 key

8%

Ed25519 7L O X Lsld FIPS-140 (CHEHL L TW R W&, OpenSSH (& FIPS
T— KD EJ25519 F—TIlIeE L FHA.

T 72 MAADR— b

o TI7AINKTIE sshd 7T—EVIETCPR—F2%2) v AV LEY, R—M2ZEETZ L,
HEIRY NT—UXF v VICEDKHBILVRATLANISINSAREMDNB S 2D, HLLFEW
LY EFa)T1—HPELELEFT., R— NiE. /etc/ssh/sshd_config 2E 7 7 1 )LD Port
TALIT4TaERALTEETEET,

Tz, TI7FNIMNYUADR—KNEFRATEDELIIC, T72IMDSELinux R —HEBHT

ZELRHY FT, TDHICIE. policycoreutils-python-utils /¥ /7 —< D semanage
‘y_)l/%ﬁﬁﬁ L/ i’a—o

I # semanage port -a -t ssh_port_t -p tcp <port_number>
X 52, firewalld EEEZEHRLE T,

# firewall-cmd --add-port <port_numbers/tcp
# firewall-cmd --remove-port=22/tcp
# firewall-cmd --runtime-to-permanent

BIDOT Y KD <port_number> (&, Port 74 L V74 7AFERALTIHBELLFLLWR—E
SIKBEIH]MZAET,

root A1 &L

o BFEDFEABTroot A—H—&LTHTA VT I2RENDWGZEIL, /etc/ssh/sshd_config

14



FIE2HDY A7 LBT OPENSSH %[l L = 2& i@ {5 D

7 7 4 )L PermitRootLogin 5% E7 41 L 774 7% noICERETE XY, root A—H—& LT
AJA V20 ZENICTZIEICELY, BEFR BF01—¥—&LTATM1 L,
root R ZEZ L72RIC, EDA—H—DEDIFEITY RERTITINEEETEET,

F 7z1%. PermitRootLogin % prohibit-password ICEXE L £ 7

I PermitRootLogin prohibit-password

ZhICEY, rootELTATA Y LTARART—REFEATIRDY ICEN—XORENMERS
h, TI—h 743 —2ABEBZHSCIETIRIDPERLIT,

XE¥a) 71 —HhsREEDHERH

® RedHatEnterprise Linux 7 24 7Y hD XY —N—F, XtEFa )71 —HEzRELIFE
ho TEDIO., VATV MEXNEREZFERAL TEETEIQRWVWSSH Y —/N—|IHEidT 5 & &
IKBDEF 1Y T4 —BEERTEERA, FEAEDTT) r—avid, ZOHLRMEEE
AWML TEERITTTEEA,
T 7 # )L M TlX, /etc/ssh/ssh_config.d/05-redhat.conf 7 7 1 )LD ForwardX11Trusted 7 7
P avhyes |IZERE I, ssh-Xremote_machine I7 > K (fFRETEAWARRK) & ssh-Y
remote_machine <> K (S TE 2K A M) ITIXEVWDHY FH A,

o) AT XNEEEeEZ M E & LAWEHIE. /ete/ssh/sshd_config 52 E 7 7 1 LD
X11Forwarding 74 L 7714 7% no ICERE L £ 7,

BED1—Y—, FJI—TF, FLERKRALAIADT7 I ERGIR

e /etc/ssh/sshd_config s5%%E 7 7 1 )LD AllowUsers 7 1 L 7 7 1 7 & & U AllowGroups 7 1
LOT717%ERT2E, BEDI—H—. KXA Y, FETIL—TDHH OpenSSH H—
N—|IERTHIEEHFTTEET, AllowUsers & £ U AllowGroups = fiAEHE T, 774
E2ELYERICHRTEET, UTICHAlERLET,

AllowUsers “@192.168.1.* *@10.0.0.* "@192.168.1.2
AllowGroups example-group

ZDERETIE, 1921681 H TRy hELV10.00* DY TRy KDY RATLDEI—H—H5
DEFEHFATLE T (19216812 7 KL ADY AT L %R ), §RTODI—H—|L, example-
group JIL—FICBLTWBHENHY £F, OpenSSH H—/3—(F, ZDMD TR TDERHE
EEELET,

OpenSSH % —/X—|&, /etc/ssh/sshd_config HDTRTD Allow 8L WP Deny 74 L V7147
HEETEROAEHFTLET, & x1E. AllowUsers 71 L 77 14 71, AllowGroups 7 1
LT 4TI ARINTVWERTIL—TO—EBTIERVWI—HF—DNYZIFNIhTWEHE. %
DIA—H—FO/14 v TEFEHEA,

AR ME, FIIhTVWAVNFLWI—Y—FE /-7 0y 054D, FTY
Z K (Allow THEZTAL V714 7)DERIE. EEY X b (Deny TIE2 4T a V) &fE
A32&YUELELTT,

YRATLALEDOBSERY S —DER
® OpenSSH &, RHEL DY R T LALEDEESILR) Y—%ZFHAL. T74IL MDY AT LLHED

EELRY S —L NI, BEOEBETIVICRERBEARBMLET, BELOBEELY
BEREICT BICIE, BEDRY V—LARNILEEELF T,

# update-crypto-policies --set FUTURE
Setting system policy to FUTURE
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Digk

==
[=]

VRATLADNA VI =Ry NETEET 2%HE. FUTURE R ¥ —DERER

REICLY, HEERMOBENRET SHEEI DY T,

VAT ALALEDESIER) O—IC&Y, SSH 7O NIV DEEDHESDHEEMICTEIEETEE
T, FHMlE. EXa) 74—k RFa XY b Y TRY S —%FRALAEY AT LLEKOBES{ER
VO—DHAIIAZX I avasRLTILEIWL,

OpenSSH == 9 32 27 LLEKDOE SR > —%RHN T 5121, /etc/sysconfig/sshd 7 7
4 )LD CRYPTO_POLICY=Z#ITOOIA Y N 2RALET, TDEFER. /etc/ssh/sshd_config 7 7
A4 )LD Ciphers 27> 3>, MACs 272 3>, KexAlgoritms /> 3>, 8LV
GSSAPIKexAlgorithms 27> a v CIRE LLEIR EEXIIhFHA,

FE#liE. sshd_config(5) ® man R—IESRL T LI,

OpenSSH 7 A4 7Y DY AT LLEDEBILR) >—%2FT N7 MT2ICIE, ROVWTIhHDY
RV EERFTLEYS,

o IEBEDNI—HY—DIFAIE. ~Lsshiconfig 7 7 1 L DI—HF—EHFDHRET/O—/NILD
ssh_config z EEX L XY,

AT LEEDIGZE L. /ete/ssh/ssh_configd/ T4 L7 M) —IlH2 ROy A VERET 7
AIVICESER) Y —%2BELE T, D& X, F#ERXIEFT 05-redhat.conf 77 1L LU L

BICRD LD IS, SKRBD 2HOEEFF S, .conf & WD FEEF% I J (6l 04-crypto-
policy-override.conf),

BIER R

e sshd_config(5). ssh-keygen(1). crypto-policies(7). & & U' update-crypto-policies(8) ®
man R—

o tXxalTa4—Mk F¥xaxXY D YRTLLEDESIERY) —DFEHA

® sshtf—EXDAIHLTRHEDTZINI) AL LBESEEMET 255 ORRE

17Z.SSHY v V7R A M &EFRLTY T— MF—NN—|lER

CDFIBEICK-T, V¥V THRAMNEERENZHFEHY—N—ENLTAO—HAILIRATLEY E—H
#_/{_‘:*ﬁﬁ L/ i’a—o

AR
o Vv VTRANTA—AIYRTLDLD SSHEFHERICHTHR L TL S,
o JE—RY—N= v UTRAMDLDH SSHEHERfREZITANS,

FIR
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FIE2HDY A7 LBT OPENSSH %[l L = 2& i@ {5 D

L. O—HAIY AT LD ~[.sshiconfig 7 7 A LEREL T+ THRAMNEERZLE T, UTICH
=RLET,
Host jump-server1
HostName jumpi.example.com

® Host/XTA—4—|d, sshAV Y RTHEETETEZRAMNDERIFZIZITA ) TFTRE=EHRL
F9, BEITEEDODRANGE—RAETIN, FEDXFIICTEIEHETEET,

e HostName /XS X —4—(F, vV THRANDEBORANEFLIZFIP7RLRAEREL
F9,

2. Proxydump 74 LY 574 7HFERLTY E— M H—N—DTV vV THEE, O—HILVRT
LD ~/.ssh/config 7 7 1 JLICEMLET, UATFICHZRLET,

Host remote-server
HostName remote1.example.com
ProxyJump jump-server1i

3. A—ANYARATLEFALT, Vv TH—N"—HTY E—MF—N"—[IEHKLZET,
I $ ssh remote-server

ZOaATY NI, BREFIE1HLUV 2 2E88 L 7z & X D ssh -J jump-server1 remote-server
avrY REELTY,

pa 3

oV TH—N—AISIEETDIELETEZET, -, RELKRAMNEAIEET S
BEE. RET77ANADEKERA NEZEDEBMERIETIEEHETEET, UTICHAESRL
i’a—o

$ ssh -J jump1.example.com,jump2.example.com,jump3.example.com
remotel.example.com

v T —NR—Qa1—H—ZFIESSHR— D, YE—IM G —N—DEZRIE LV
R—KEERZHBER. LRBOATY FORZA MNEDADREEZZELF T, LUTICH
ERLET,

$ ssh-J
johndoe@jumpi.example.com:75,johndoe@jump2.example.com:75,johndoe@ju
mp3.example.com:75 joesec@remote1.example.com:220

BIER R

e ssh_config(5) & & U ssh(1) D man R—

1.8.SSH-AGENT 2L CSSH*—TU E— NI VICEHKT LFIE
N7 L —X% SSH#ERZRIET 2-CICAA LA TEL LD ICT BICIE. ssh-agent 2—F 1 1)

TA—ZHALTSSHMEREZXF vy a1 LET, BEREARTIL—IDEF 1) T4 DRI
hi-a—o
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BRI
® SSHTF—EVHRFTHT, Xy bT—IEHTEETRA)E- MR M'H B,

o YUE—KNKRAMIOTAVTBEOHDIPTRLRAFLIFIHKRANES JORIFREIEELTWL
60

o NATJL—XTSSHF—RT7EEML, PHEEE)E—MIIVICEELTWS,

FIE
L. BMEICIHLCT, ¥F—A2FHALTYE—FMRAMIN LTI TESE52HALET,
a. SSHAFERLTY E—FMRAMIEHKLET,

I $ ssh example.user1@198.51.100.1 hostname
b. MBEADT IV L AEZNET 2HOEMRFICIEELLNRNATIL—X%ZAALET,

$ ssh example.user1@198.51.100.1 hostname
host.example.com

2. ssh-agent Zi&& L £,

$ eval $(ssh-agent)
Agent pid 20062

3. ssh-agent ICF¥—%EBIMLF T,
$ ssh-add ~/.ssh/id_rsa

Enter passphrase for ~/.ssh/id_rsa:
Identity added: ~/.ssh/id_rsa (example.user0@198.51.100.12)

o F 7 av:SSHAEMALTHRRA MY VIZAVA Y LET,
$ ssh example.user1@198.51.100.1
Last login: Mon Sep 14 12:56:37 2020

NRATL—RXEANTBIBENRV EITEFR LTI,

1.9. BEEIER
e sshd(8). ssh(1). scp(1). sftp(1). ssh-keygen(1). ssh-copy-
id(1). ssh_config(5). sshd_config(5). update-crypto-policies(8). & & U crypto-
policies(7) D man R—<

® OpenSSH DR—LR—Y

Mo
[l

o FEELTFTOFT T r—aveEH—ERDSELinux i

® Controlling network traffic using firewalld
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B2ESSH Y AT LAO— IV AFALEEFXF 1 7RBEOKE

F28 ssH VAT LO— ) EZFRALAEF 2 T7LHBEDERE
EIEEIL, sshd AT LO0—)LAFRLTSSHY—NN—%%EL. ssh>RXRFLAoO0-)LEFERHLTHE
BEHDORHEL Y AT AIICEBICE CRED SSH 7 54 7 >~ k% Red Hat Ansible Automation Platform
THRETZTZET,
2.1.ssHD RHEL ¥ 2 7 LADZEHO— )L

sshd ¥ X7 40—l Playbook Tld, HEPHIRICISCTSSHEETZ 7AILD/INFTA—8 —%FEHT
JESC I

INODEHNBEINTUVWAWESICIE. AT AO—JLIEFRHELDFT 7 #J)L MEER L
sshd_config 7 7 1 L &ERK L £,

EDLIBBETEH, 7—IVEIZ sshd FRETHEYICYesE no& LTLYFYIInExd, VR b
AL TEBITOREEBEZERTEET, UTICAlERLET,

sshd_ListenAddress:
-0.0.0.0

LyS ) JIRUTOLSICRY £,

ListenAddress 0.0.0.0
ListenAddress ::

BIER R

e /usr/share/ansible/roles/rhel-system-roles.sshd/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/sshd/ =« L 7 1) —

2.2.ssHD RHEL ¥ 2 7 A0 —)L%{EMA L 7= OPENSSH H#—/N\— D& E

sshd ¥ 27 40—)L%EA L T, Ansible Playbook #3E1T L. D SSH H—N—%ZETEZET,
p= o)
sshd Y27 A0—)LiE, SSHBELVSSHD REALET 2DV RAFALO—IL (IDE
BRHEL YRTLA—IIAGE) ELBIFEATEET, RENLEZIINARVEDICTS

IZiE, sshd O— LA R—LZAR—Z (RHEL8 LUIFION—Y a V) Fld ROy 714~
T4LIMN)—(RHELO) AL TWVWR I & &2MA LTI,

AR
o HEl/ —REEE/ —FZERBLTWVS

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/)— RKRADEMICERTEZT7HIY M, TD/—RIINT 5 sudo HERENH 5,
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¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: SSH server configuration
hosts: managed-node-01.example.com
tasks:
- name: Configure sshd to prevent root and password login except from particular subnet
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd:
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

Playbook I&. A TFD LI IC, ¥x—Y R/ —R&ESSHY—N"—ELTHELZT,
o NAJ—KR&root1—H—0OJAVHEMNTHB

e 192.0.2.024 DY TRy hHLDNRRAT—RKBL P root 21— —0OT A1 VDADEMT
H5

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEIEFRLTLKEIWY,

3. Playbook #%2fT L £ 7,

I $ ansible-playbook ~/playbook.ymi

i3
qEI-I.l

1. SSHY—N—iZOJy4 v LET,
I $ ssh <username>@<ssh_server>

2. SSH #—/X\—_Et M sshd_config 7 7 1 LOARB &AL 7,

$ cat /etc/ssh/sshd_config

PasswordAuthentication no
PermitRootLogin no

Match Address 192.0.2.0/24

PasswordAuthentication yes
PermitRootLogin yes

20



B2ESSH Y AT LAO— IV AFALEEFXF 1 7RBEOKE

3. 192.0.2.024 H T x Y kDS root &E LTH—N—ILEHGTI DI L 2HRALET,

a. P7RLRAZHERBLET,

$ hostname -l
192.0.2.1

IP7 KL ZA°192.0.2.1 - 192.0.2.254 SEFH I H BI5E L. —N"—|CEKETEXT,

b. root CTH—/N—|lEHRELE T,

I $ ssh root@<ssh_server>

BIER R

e /usr/share/ansible/roles/rhel-system-roles.sshd/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/sshd/ 5« L 7 ') —

2.3.sSHRHEL ¥ 257 LA 0— )L DZEH

ssh ¥ X7 LA 0—)JL Playbook Tld. BHEXRHIRICIECTIZA TV NSSHERET 74 ILD/INT X —
Y—ERETEIET,

INLDEHIBEINTUVAWESICIK., YATFALAO—JLIZRHEL DT 74 NMEEB L/ O—/N)L
ssh_config 7 7 1 JL&ERR L £,

EDLIBIBETEH, T—IVEIZ sshBRETHEYICYes F/zldno& L V¥V I3hxd, VA%
FRALTERBUITOXREEB2EHZTEEY, UTFICHERLET,

LocalForward:
- 22 localhost:2222
- 403 localhost:4003

Ly TIRUTOLSICRY £,

LocalForward 22 localhost:2222
LocalForward 403 localhost:4003

' P
BREA T a VTl AXFENIFNRFINET,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ssh/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/ssh/ 714 L 7 ') —

2.4.ssHRHEL > 257 L0—)L%{FH L7 OPENSSH 7 514 7>~ ND3&E

21
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ssh 27 L0—)L %A L T, Ansible Playbook #24TL. D SSH V54 7V hZRETE X

ER
P2
ssh Y27 L0—)bid, SSHE LV SSHD REEZZERET HMthD X7 L0—)L (ID BE
RHEL Y R7LO—)7RE) EEHIFEATEET, FENLEZINAVELDICT SIS
&, sshO—AROY T4 VT4 LI N —%2FEALTVWSZ & (RHEL 8 IETIET
TN EHERLTLEIW,

([} =355

o HHEl/ —REEE/ —FZERBLTWDS

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&Lcarybo—jb/—Kicasq4rvLTw
%,

o BIENR/)— RKRADEMICERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

¥R
1. ROWAB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L % ¢,

- name: SSH client configuration
hosts: managed-node-01.example.com
tasks:
- name: "Configure ssh clients"
ansible.builtin.include_role:
name: rhel-system-roles.ssh
vars:
ssh_user: root
ssh:
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
ControlPath: ~/.ssh/.cm%C
Host:
- Condition: example
Hostname: server.example.com
User: useri
ssh_ForwardX11: no

Z @ Playbook I, UTDHREEFALT, Y*—Y K/ —KTroot2—%—DSSH IS4 7
VIENEREETVWET,

EWNBMICR> T WS,
e ControlMaster multiplexing A% auto IZEREI N T W 3,
e server.example.com KX M IHEEHRT 27O D example T4 ') 77 X% userl TdH 5,

e example RAMITA )T ZAMMERFEHT, TODITA Y TF7ANLI—F—% user! ZHD
server.example.com "X hADEFHEERL TW S,

o XNEEMNEMEINTWS,
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F2ESSHY AT O EFRALEEX 7@ REFED

X5
wi

2. Playbook D#XAMREEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZ2EDTIEAN
CEIFRLTLEIWY,

3. Playbook #Z21T L £ 7,

I $ ansible-playbook ~/playbook.ymi

® SSHREZ7 7 /N ERTLT. BEENR/ —FORENELWI EZMREBLIT,

# cat ~/root/.ssh/config
# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example

Hostname example.com

User useri

BIER R

e /usr/share/ansible/roles/rhel-system-roles.ssh/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/ssh/ 714 L 2 b —

2.5. JEHEfbEIEE EIC ssHD RHEL Y A7 AO0— )L A {FHT %
BE, sshd Y RA7L0—I)LEEAT?E, RELBRPLEEXIINE T, chid, EEAREHOY AT
LO—)L* Playbook 7 E =R L T, LANICEREAZFAEL CWBZEICHEZE L2 AL HY X
T, AT avaEHBFELANS, BIRULARELS 7 avIilod sshd Y AT L0V EEET 3
ICIE, FEHMRER EAFERATE XY,
FEHEHBIEREIE. UTAFERL TEATEEY,

o RHELSLIEITIX, FRER=ZRy MEFRHLZET,

e RHELOUBETIZ, RAY T4 VT4 LI MN)—AD 774 EFRLET, T7 4L DK

E7 71 IE. letc/ssh/sshd_config.d/00-ansible_system_role.conf & LT KOy 74 >~
TALI M) —ICTTICRBINTVET,

AR
o HHEl/ —REEE/ —FZERBLTWDS

o TIEWR/— KNTPlaybook #R{TTEH1—H¥—¢&LTcarybo—)b/—Kicasq4vLTw
%,
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o TEWR/ —RKADOERIFERTZT7HAVY M, ZD/— RIIHT 3 sudo HERDH 5,

FIR

1. ROWAB%EL Playbook 7 7 1 JU (fll: ~/playbook.yml) % {ER L % ¢,

e RHELS URI%ZXRTTI2EERR/ — NDIFE:

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure SSHD to accept some useful environment variables>
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_namespace: <my-application>
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

e RHELO LA RITTI2EENE ./ — NDIFAE:

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure sshd to accept some useful environment variables>
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_file: /etc/ssh/sshd_config.d/<42-my-application>.conf
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

sshd_config_file Z# Tlt. sshd Y AT LAO—JLICLBREL T a Vv DEZRAHFKED
conf 77 M EEHELET, REZ7 7ML NBEBEINZIEFEIBET 2 ICIE. 2HTODEEEE
(Bl 42-) AERLE T,

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

ARV NIIBXERIETZLETTHY ., ANEDPRBEYNLERENSRETZEDTIEAN
CEITFERLTLEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi
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B2ESSH Y AT LAO— IV AFALEEFXF 1 7RBEOKE

o SSHHY—/NN—DHFREEHRLET,

o RHELS8 URI%#X{TII2EERR/ — NDIFE:

# cat /etc/ssh/sshd_config.d/42-my-application.conf
# Ansible managed

#

AcceptEnv LANG LS_COLORS EDITOR

o RHELO LEZZXRTTIEENR/ — KDFA:
# cat /etc/ssh/sshd_config
# BEGIN sshd system role managed block: namespace <my-application>
Match all

AcceptEnv LANG LS_COLORS EDITOR
# END sshd system role managed block: namespace <my-application>

BIER R

e /usr/share/ansible/roles/rhel-system-roles.sshd/README.md 7 7 1 JI

e /usr/share/doc/rhel-system-roles/sshd/ 5=« L 7 ') —
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FEIFTLS ¥ — EFAIBAZ DER & B

TLS (Transport Layer Security) 7O KDL AFEAL T, 22DV R T LB TEEINZBEEESLET
XY, COREF, BEREELRE TUIINER. BLVIBAELAVCIERMBSLEZFERALE
_a—o

3.1. TLSEFFRZE

TLS (Transport Layer Security) &, 254 7Y MY—N=FF ) r—> a3 v HNERERLICZITET Z
EAHETEICTZIOMIINTY, TLSIE. RHRBERBRORTOVATLEFERLT, 75347V 6
EY—N—FTEEINZBEEBESILLET., TLSIE. SSL (Secure Sockets Layer) D&t 70 b 3
IVTY,

TLS (F. X509 SIEAZA#FEHAL T, FRAMEPHBAEDID %2, TUVVNEBELZFERT 25BN
4V RLET, X509 F. NEHEFHMAEDHX %= EET DIZHETT,

tE1TRTIY5—2 3 vORBIE. PFYS—> 3 v OEREOABREDEAMICL > TERY
FT. WEEHNAMEEREOANBCESRAZE, BOT FUr—>avichY T3 LTREA
FoHILTIERTEB LAY ET, COBOBEER CICIE. TRTOIEHENEHR (CA) I
FoTBLINTVIBELHY ET, CAE. FHEOABBEOEAEAERAT HEETES /) —
KTd,

CARTIHINEBLZEBIML TARREICER L., (AZEEZRTLET, TVFIERIE. CADORMEHET
IvIA—RINAvE—ITYd, CAORREIZ. CADIIBREAERH TSI EICL>T, 7T Uy —
VaVTHERATERLIICARYET, PV r—2avid, CAOLARBAEFERLTCADTIVYILE
£2%7F2A—RKL T, (AEI’EMTERINTVWEL I EAERELET,

CAILL > TERLAINPRELIMET 2. 2AREER L. BELDLDICCAILEFTIREDN
HYFET, hik, GIBAEZBLKLEKR (CSR) EMIENFF., CSRICIL. SIBAZDHFIE (DN) H#5Fh
TWET, EE509 4 TOIAEICEHERTETE S DNIBRICIK. BA4XRT 2XFOEI—R, MFk
FBRDTLAELE. TELIGE., HEBORAIL. X—ILT7RLRAZEDHDBIEH, BILTBHIEETEE
¥, IRIEDEA CA D% < 1L, Subject Alternative Name ¥:3k % ¥, CSR D DN #8\EE L 7,

RHEL I&., TLSEIFAEZRET 27D D 2 DDEERY —ILF v b (GnuTLS & OpenSSL) =M L &
9, openssl /Xy — D openssl 1—7 1 )71« —%FEAL T, AT ZEK. FTHIY. ER.
BLUTRIETEF T, gnutls-utils /Xy r—Y TIRIFEIN S certtool 1—7 1 U 714 — . BA2HEX
EERALTRALCEBEETOI CEDNTE, BIINYITIVRDERZSATS)—ty NAFERTEZE
ER

BIER R

® RFC5280: 1 %9 —%Y XS0 RNHAFXF—AVISANT IV Fv—EAES L VEEFAZE KRN
ZN(CRL)Z7OZ7 74

e openssl (1). x509(1). ca(1). req (1). & & certtool (1) D man R—

3.2.OPENSSL 2R L7754 X— r CA DIERK

T5A4R— NERAHERE (CA) &, Y F VA THERY NI —JRDI VT 1T 1 —5RIETEI2HENH
BBEBICRIBET, E2E, BETICHD CAILL > TELINAIRAEICEDCRIAAEFRALT
VPN =KDz A 2ERT %58, FHLEEHE CANDIZINWAEFELRWGESEIZ. 7514 RX—KCA
EFHEALET, COLIRI—RT—ATIREILELTHLDI. 5714 R— KN CAIXECERIH
ExEALEY,
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B/IETLS ¥ —EAIAZE DR & EHE

AR

o sudo #{FALTEBIEIOVYT Y REANTS7D D root R F /- IIERLH B, TDL D RIFHE
EWEETHIATVRNIE, # TY—I3INTVWET,

FIR

. CAORMBEBAENRLET, & 2IE ROOAT Y RIE, 256 By NOEABET Y ILVELT
T XL (ECDSA) ¥—%/ER L £ T,

I $ openssl genpkey -algorithm ec -pkeyopt ec_paramgen_curve:P-256 -out <ca.key>

F—ERTOERAOREIE, RRAMDN—KYzF7ETV MOE— BRLAETILIY X A,
BLUVF—DRIICEL>TERYET,

2. IO Y RTERINAMWERZER L TERINIARIFRLI T,

$ openssl req -key <ca.key> -new -x509 -days 3650 -addext
keyUsage=critical,keyCertSign,cRLSign -subj "/CN=<Example CA>" -out <ca.crt>

I N caert 7 7 A ILIE, 10 FRE. MOABAEDERICFERATES2ECEL CASIIAET
T 754 R— K CADIHBAE. <Example CA> #HEL (CN) & LTEEOXFHICEZHZ D
ZENTEET,

3. CAOMERBIILRERT IV ERFUZRELEFT, RIHAERLET,

# chown <root>:<root> <ca.key>
# chmod 600 <ca.key>

RORATYy S
o HOEEXRCABREZISAT YN ATLDIN AN Y AH—E LTHERAT SICIE. CASERA

ZAEVSATYMIOAE—L, V54TV MDY RTFLEED NS A M M7 ICroot & LTE
mLEd,

I # trust anchor <ca.crt>

AL, ABHE S X T LFIIZEDEH SR LTSI,

1. BEEAEERER (CSR) Z1E L. CAZERLTEXRICEZLLFT, CAIEL. CSRICEDWT
AEREZEEICHEXRT 2HENHY FTT, RIHZRLET,

$ openssl x509 -req -in <client-cert.csr> -CA <ca.crt> -CAkey <ca.key> -CAcreateserial -
days 365 -extfile <openssl.cnfs> -extensions <client-cert> -out <client-cert.crt>
Signature ok

subject=C = US, O = Example Organization, CN = server.example.com

Getting CA Private Key

X, 754 R—PMCAZFEALK OpenSSL T?D CSR DIFBAZDHIT] #BRBLTLKE
T Ly,

2. BEERA CAIKET 2 E&FXBRERTLIEY,
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$ openssl x509 -in <ca.crt> -text -noout
Certificate:

X509v3 extensions:

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Certificate Sign, CRL Sign

3 MEEO—BMERRELIT.

$ openssl pkey -check -in <ca.key>
Key is valid

MIGHAgEAMBMGBYgGSM49AgEGCCqGSM49AWEHBGOwawIBAQQgcagSaTEBN74xZAwO

18wRpXoCVCvcPki7WIT+gnmCl+hRANCAARbINxIvkaVjFhOoZbGp/HtIQxbM78E
IwbDPOBI624xBJ8gK680gSaqg2x4SdezFdV1gNeKScDcU+Pj2pELIdmdF

BIER R

e openssl (1). ca(1). genpkey (1). x509(1). && U req (1) D man R—

3.3.OPENSSL #f#f L 7= TLS Y —/N\—iIBAZ D% HE & CSR DIERK

SREER (CA) DS DA TLSSFFAEN H BI5HICDH,. TLSHESILBEF v RIVAEFERATE XS, i
BEZEET 2T, |RMICY —N—OMEREFAAZTERLENR (CSR) 2 1ERT 2HELNHY £T,

FIE
L UTFOELIICH—N—YRAFLATHEREERLET,

$ openssl genpkey -algorithm ec -pkeyopt ec_paramgen_curve:P-256 -out <server-
private.key>

2. A7 aviROBIDESIC, BRUETFRAMNIT 49 —%FEAL T, CSRDIEMR%E BRI
TEREI AN EERBLIET,

$ vim <example_server.cnf>

[server-cert]

keyUsage = critical, digitalSignature, keyEncipherment, keyAgreement
extendedKeyUsage = serverAuth

subjectAltName = @alt_name

[req]
distinguished_name = dn
prompt = no

[dn]
C =<US>
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O = <Example Organization>
CN = <server.example.com>

[alt_name]

DNS.1 = <example.com>
DNS.2 = <server.example.com>
IP.1 =<192.168.0.1>

IP.2 =<::1>

IP.3 =<127.0.0.1>

extendedKeyUsage = serverAuth + 7> 3 > (&, FIEAEDFEAEFIRLE I,

3. HNCHERR L/cMERZFER L TCSRZMFERL XY,

I $ openssl req -key <server-private.key> -config <example_server.cnf> -new -out <server-
cert.csr>

-config 7 7> avaEETRE. req1—T 1 )T 4 —IXRODL D RENMBERDOANE KD £
-a—o

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [XX]: <US>

State or Province Name (full name) []: <Washington>

Locality Name (eg, city) [Default City]: <Seattle>

Organization Name (eg, company) [Default Company Ltd]: <Example Organization>
Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []: <server.example.com>
Email Address []: <server@example.com>

RDRFTvy S

o EXDIHOIERLIZCAICCSREZEEFELE T, F/id, FETEEXRY NT7—VATORER
FRYFIVATIE, BRICTSAR—MNCAZFERALET, M. (754 _—hCAZ(E
FA L7z OpenSSL T® CSR MIFEAZEDHEIT] ZSBRL T LI,

R

1L BRINLIASZZE CADSEIELEDL, ROFIDL D IC, FEEAZEDOHRTABIHIEETE 288
DN EHE—RITDHIEMIELETT,

$ openssl x509 -text -noout -in <server-cert.crt>
Certificate:

Issuer: CN = Example CA
Validity
Not Before: Feb 2 20:27:29 2023 GMT
Not After : Feb 2 20:27:29 2024 GMT
Subject: C = US, O = Example Organization, CN = server.example.com
Subject Public Key Info:
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BIER R

Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)

X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment, Key Agreement
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Subject Alternative Name:
DNS:example.com, DNS:server.example.com, IP Address:192.168.0.1, IP

e openssl (1). x509(1). genpkey (1). req(1). & & U config (5) Dman XR—

3.4.OPENSSL Z#{FH L7 TLS 7 54 7 NFBAZ DT HE & CSR DERK

SREER (CA) DS DA TLSSFFAEN H BI5HICDH,. TLSHESIBEF v RIVEFERATE XS, i
BREZIET2ICE. RISV FA TV NOMEREFIAZSTERENK (CSR) 2ERT 20BN HY F

ER

FIa
1L ROBFDEDIC, VATV N AT LATHERZENRLET,

$ openssl genpkey -algorithm ec -pkeyopt ec_paramgen_curve:P-256 -out <client-

I private.key>

2. A7 aviROBIDE SIS, BRUETFRAMNIT 49 —%FEAL T, CSR DR %E BRI

ITERET AN EERBLET,

$ vim <example_client.cnf>

[client-cert]

keyUsage = critical, digitalSignature, keyEncipherment
extendedKeyUsage = clientAuth

subjectAltName = @alt_name

[req]
distinguished_name = dn
prompt = no

[dn]
CN = <client.example.com>

[cInt_alt_name]
email= <client@example.com>

extendedKeyUsage = clientAuth & 7' 3 V&, FERAEOFER%ZHIRL £,

3. HNCHERR L/cMERZFER L TCSRZFERL XY,

$ openssl req -key <client-private.key> -config <example_client.cnf> -new -out <client-

I cert.csr>
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-config 7 7> avaEETRE. req1—T 1 )T 4 —IXRODL D REMBERDOANE KD £
-a—o

You are about to be asked to enter information that will be incorporated
into your certificate request.

Common Name (eg, your name or your server's hostname) []: <client.example.com>
Email Address []: <client@example.com>

RDODRATY S

o EXDIHOIERLIZCAICCSREEEFELE T, F/hid, EETEEXRY NT—VATORER
FRYFIVATIE, BRICTZAR—MNCAZFERALET, M. (754 ~—FCAZ(E
FA L7z OpenSSL T® CSR MIFEAZEDHFEIT] ZSBRL T LIV,

&
qEI-I;

L ROBIDESIC, GEBAZDH TABI G TESMONEHE—HIT DI EZ2HALIT,

$ openssl x509 -text -noout -in <client-cert.crt>
Certificate:

X509v3 Extended Key Usage:
TLS Web Client Authentication

X509v3 Subject Alternative Name:
email:client@example.com

BEETEIR
e openssl (1). x509(1). genpkey (1). req(1). & & U config (5) Dman XR—

35. 754 ~R— K CAAFEHLZ OPENSSL T®D CSR DiEFRAZ D HEIT
SATLNTLSBEELBEF v RIVEFEILTE DL DICT 511, FREER (CA) AEMARIIRAEE P R
FALICIRBRETINRELADYET, TSAR—NCADPHBBESIE. VAT LADNSDIIAEZELE K
(CSR)ICBEZT BRI EICLY, ERINAITAZEERTEET,

BRS¢

o JSAR—NCANWREEFEH»THD, sEMlL. [OpenSSL #FRALAETZ 14—k CADIE
Bl H#SRLTLEIN,

o CSREEBL 774D H%, CSR DIEMMBIIE. [OpenSSL ZERH L7 TLS #—/N—3ERAED
s E CSRDIERK] ICHY ET,

FIR

L A72aV FBROTHFRAMNITA Y —%FERAL T, ROBID L ST, FEEAEICHLAREEHRE % BN
T27HDD OpenSSLEE7 71 IV = EFELET,

$ vim <openssl.cnf>
[server-cert]
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extendedKeyUsage = serverAuth

[client-cert]
extendedKeyUsage = clientAuth

X509 1—F 4 T4 —%FEALT, CSRICEDVWTAIAEZER LT, RIHEZRLE

ER

$ openssl x509 -req -in <server-cert.csr> -CA <ca.crt> -CAkey <ca.key> -CAcreateserial -
days 365 -extfile <openssl.cnf> -extensions <server-cert> -out <server-cert.crt>
Signature ok

subject=C = US, O = Example Organization, CN = server.example.com

Getting CA Private Key

T¥aUT1—%EbTBICIE. CSRAOSRIDIEREZEKT ZR1IC. YV TILEST 7ML
ZHIBRLTLKEIW, 293932 ET, VUTILBSHBICEEAICRDEDICLEYT, AR
SLT7AIVEBEIEET D CAserial 7 T 3V AEBELAEBE. V) T7ILESDT7714ILEI1T
FEBAEZED 7 7 M IIVBERUTT A, TOILRFIE SsAILEFICEZTRAONE T (RIDOHITIE
server-cert.srl),

BIERR

e openssl (1). ca(1). LU x509(1) Dman R—

3.6.GNUTLS #fFAA L7754 X— r CA DIERK

T5A4 R— NEBAHERE (CA) &, Y F VA THERY NT—JRDI VT 1T 1 —5RIETEI2HENH
DEAICERIEET, EAIE BETICHD CAICEL > TELINLIREICEDCRIFAFEALT
VPN — RNz 5T 258, FLIEEACAANDTINWAFTELARWESIE. 7514 ~X—KCA
EHEALET, COEIRI—RT—ATHREILELRTZLDIL. T4 R—NCAIXIBCELRIH
EXFERALEY,

AR

FIR

32

sudo AL TEEIOTY REANT 370 @ root tEFR X/ ISHERLH D, TD L D NIFE
EWEETHIATVRNIE # TY—IINTVWET,

DRATFLICET TICGAUTLS MM Y A M—ILINTW3B, 1 VRAM=JILLTWaRWESIE. &
DAYV REFHATEET,

I $ yum install gnutls-utils

CADMBRAEERLET, L& 2IE ROOAT Y RIE, 256 EY NOBEAET Y ILEZT
LT XL (ECDSA) ¥—%/ER LT,

I $ certtool --generate-privkey --sec-param High --key-type=ecdsa --outfile <ca.key>

F—ERTOERAOREIE, RRAMDON—KRYzF7ETV MOE— BRLAETILIY X A,
BLUVF—DRIICEL>TERYET,

EERREDTF Y L — M7 7ML EERLE T,
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a. FEDOTHFRANITAY—TI77M40N%EERLEFT, UTICHZERLET,

I $ vi <ca.cfg>
b. 7714 ZRELT. RERMAEDFEMZZHET,

organization = "Example Inc."
state = "Example"

country = EX

cn = "Example CA"

serial = 007

expiration_days = 365

ca

cert_signing_key
crl_signing_key

3. FIE1TERLAMEREZFRA L CERAINARELERLET,
ERI NI <cacrt> 7 7ML, 1 FEMOREICER T 2LOICFERATE282ER CALE
BAE T, <cacrt> 7 7 1 LI AR (FEFAE) T9., O— FINALT 7 1)L <cakey> D' HH
BTY, TOT7MIVEREBIGAAICRE LTI L,

I $ certtool --generate-self-signed --load-privkey <ca.key> --template <ca.cfg> --outfile
<ca.crt>

4. CADMERICRERT VEAHT2RELTT, RIChlZERLIT,

# chown <root>:<root> <ca.key>
# chmod 600 <ca.key>

RDODRATY S
o HOUEZLCANMMREA IV SATY N RATLADNS ANV A—ELTHERTSICIX. CAEERR

BEEVZAT7MIOE=L, 94TV MDYV RTLEED NS A NI MNTICroot & LTE
mLErY,

I # trust anchor <ca.crt>

AL, ABHE X T LFITIZEDEH SR LTI,

i3
qEI-I.l

. BEEEL CAICEYT 2EARBREZRTLIT,

$ certtool --certificate-info --infile <ca.crt>
Certificate:

X509v3 extensions:
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Certificate Sign, CRL Sign

33



Red Hat Enterprise Linux8 v b 77— D+ Y71 — 7%

2. GEAEERER (CSR) Z/F L. CAZERLTERICELZLET, CAIZ, CSRICEDWT
AEREZERICHEXRT 2HENHY FTT, RIHZRLET,

a. CADMBBEERLIT,

I $ certtool --generate-privkey --outfile <example-server.key>

b. FBRDTFANITA I —THLLWRETI 7ML EZRATET., UTICHZRLET,

I $ vi <example-server.cfg>
c. 7714 EREL T, LERIMPASOFME2HES,

signing_key
encryption_key
key_agreement
tls_ www_server
country = "US"
organization = "Example Organization"
cn = "server.example.com"
dns_name = "example.com"
dns_name = "server.example.com"
ip_address = "192.168.0.1"

ip_address = "::1"
ip_address = "127.0.0.1"

d LENCHER LB REERALTY I TR M 2ERLEY

$ certtool --generate-request --load-privkey <example-server.key> --template
<example-server.cfg> --outfile <example-server.crq>

e. SEFASZZEM L. CADOMERTELLET,

$ certtool --generate-certificate --load-request <example-server.crq> --load-ca-
certificate <ca.crt> --load-ca-privkey <ca.key> --outfile <example-server.crt>

BIER R

e certtool(1) & &£ U trust(1) D man R—

3.7Z.GNUTLS #{FH L 7= TLS 4 —/N—ZFRRZ DM ZE & CSR DIERK
SIBAEAREY B ICIE. MY —N—DMEEEAAEBLEXK (CSR) 2K T 2ELNHY £,

FIE
L UTFDELIICH—N—V AT LATHEREERLET,

I $ certtool --generate-privkey --sec-param High --outfile <example-server.key>
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2. A7 aviROBDE SIS, BRULAETFRAMNIT 49 —%FEAL T, CSR DR %E BRI
TEREI AN EERBLIET,

$ vim <example_server.cnf>
signing_key

encryption_key
key_agreement

tls_ www_server

country = "US"
organization = "Example Organization"
cn = "server.example.com"

dns_name = "example.com"
dns_name = "server.example.com"
ip_address = "192.168.0.1"
ip_address = "::1"

ip_address = "127.0.0.1"

3. HNCHERR L 7cMERZER LT CSRZMFERL £,

$ certtool --generate-request --template <example-server.cfg> --load-privkey <example-
server.key> --outfile <example-server.crq>

~template 7 7> 3 VA2 &#&R T 5 &, certool 1—F 1 ) T4 —IXRD & S RENMIERDOAS
HRDET,

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Generating a PKCS #10 certificate request...

Country name (2 chars): <US>

State or province name: <Washington>

Locality name: <Seattle>

Organization name: <Example Organization>

Organizational unit name:

Common name: <server.example.com>

RDODRAFTY S
o BZDIOHILBIRLALCAICCSREZZEELE T, T/, EBFETIZ XY NT7—JHRTORHER
FEYFTVATIE, BRICTSAR—KNCAZERLET, FMiE. [TS5A4RXR—KCAZEE
FI L7z GnuTLS T®MD CSR MIERREDFIT] A#SHRL T XL,
B®EE

1L BRINLIAEZZ CADSIEGELEDL, ROFIDL D IC, EEAZEDOHRTABIHIFETE 258
DN EHE—RITBHIEzMELETT,
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$ certtool --certificate-info --infile <example-server.crt>
Certificate:

Issuer: CN = Example CA
Validity
Not Before: Feb 2 20:27:29 2023 GMT
Not After : Feb 2 20:27:29 2024 GMT
Subject: C = US, O = Example Organization, CN = server.example.com
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment, Key Agreement
X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Subject Alternative Name:
DNS:example.com, DNS:server.example.com, IP Address:192.168.0.1, IP

BIER R

e certtool(1) D man R—<

3.8.GNUTLS #fH L7/ TLS V54 7 MNEEAZE DM ZRHE L CSR DIERK

AEBAEZEVG T 2ICIE. BRIV A7V NOMBEREIAEZELEKR (CSR) ZFNT 2LENHY &
-a—o

FIa
1L RDBDEIIC, VATV N AT LATHERZENRLET,

I $ certtool --generate-privkey --sec-param High --outfile <example-client.key>

2. A7 aviROBIDE SIS, BRUETFRAMNIT 49 —%FAL T, CSRDEMR%E BRI
TEREI AN EERBLIET,

$ vim <example_client.cnf>
signing_key
encryption_key

tls._ www_client

cn = "client.example.com”
email = "client@example.com”

3 HNCHER LIcMERZFER L TCSRZFERL £,

$ certtool --generate-request --template <example-client.cfg> --load-privkey <example-
client.key> --outfile <example-client.crg>
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~template 7 7> 3 V&2 &B8 T 5 &, certtool 1—F 1 YU 7 1 —IERD &L D AEMERD AL
HRDET,

Generating a PKCS #10 certificate request...
Country name (2 chars): <US>

State or province name: <Washington>
Locality name: <Seattle>

Organization name: <Example Organization>
Organizational unit name:

Common name: <server.example.com>

RDODRATY S

o EBZDIOHILBIRLALCAICCSREZZEEFELE T, T/, EBFETISXRY NT7—JHRTORHNER
FEYFTVATIE, BRICTSAR—KNCAZFERLET, FMiE. [TS5A4AR—KCAZE
FA L7z GnuTLS T®D CSR DIEFREDHIT] 2SR L T XL,

&
qEI-I.l

L ROBIDELSIC, GEBAZ DR TABI G TESMONEHE—HIT DI EZHALIT,

$ certtool --certificate-info --infile <example-client.crt>
Certificate:

X509v3 Extended Key Usage:
TLS Web Client Authentication

X509v3 Subject Alternative Name:
email:client@example.com

BIER R

e certtool(1) D man R—<

39. 754 ~R—NCAA{ERHL/7 GNUTLS T®D CSR DiFRRZ D HET
SATLNTLSBEEILBEF v RIVEFEILTE DL DICT 511, FREER (CA) AEMARIIAEE P R
FALICIRBRTEINRELADYET, TSAR—NCADPHBBEEIE. VAT LADSDIIAEZELE K
(CSRYICBET B EICLY, ERINAITAZEERTEET,

BRS¢

o TSAR—KNCADVREEZFAHTH D, #FMllE. [CGnuTLS ZFEA LT Z4 R—k CADIE
Bl ZZRLTLEIW,

o CSREEZBLIZ7A4IIH3B, CSRDEMMIE. TGnuTLS ZEFHE L7z TLS —/N—ZFBEZE D
e CSR DIERR] ICHY FT,

FIR

L 723V FEDTFANITAY—52FEALT, ROBIDEL D IC, SEEAEICHLRMEEE A BN
TBHODGNUTLSERE7 71 IV =ERLE T,
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$ vi <server-extensions.cfg>
honor_crg_extensions
ocsp_uri = "http://ocsp.example.com”

2. certtool 1—F 14 )T 4 —%A{EHALT. CSRICEDWTEERAZAEMLE T, RICHAERLE
-3—0

$ certtool --generate-certificate --load-request <example-server.crq> --load-ca-privkey
<ca.key> --load-ca-certificate <ca.crt> --template <server-extensions.cfg> --outfile
<example-server.crt>

BIER R

e certtool(1) D man R—<
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RAE HEB Y R T LGEEAZ DA

HEY AT LFEBAE X ML —Y1E, NSS, GnuTLS. OpenSSL, & U Java bty Y AT LDIAE T
vh—&, EREVAMNERENBIZT 74NNV —REHBELET, PSAMAMNTICIE. T72)L
FNT. MozilaCAY RN (EEETZZVRMNBLVEBRTEAVWYZIMNIAEFATVWET, VAT AT
&, 37 MozillaCAYRNEEH LY, BIOFRAE) A M EEIRLAEZYTEET,

4 . AT LEERKDNZ A NI KNT

RHEL TlE, &I NAEY AT LLED NS X MZ M7 jetc/pki/ca-trust/ T4 L7 M) —B LV
/usr/share/pki/ca-trust-source/ 7 1 L 7 b 1) —ICEH N TWE T, /usr/share/pki/ca-trust-source/ D
b X MEREIL. /etc/pki/ca-trust/ DEREL Y HLEWEBEIRAI TUREIN XS,

SERE 7 7AILIEE, A VAR —LINTWBRHYTTA LI MN)—ICE o TRONANERRY FT, &
ZIE. bZ R b7 h—IF /usrishare/pki/ca-trust-source/anchors/ % 7z | /etc/pki/ca-
trust/source/anchors/ 71« L2 NU—IZB L T,

pa )

BEERESIEY AT ATIE, NSAMNTFPYA—EE BDONR—F 4 —DEETEBEEE
TRERBHDIYTAT4—TCF, X509 P—FFT IV F¥—Tlk, JL— NEBRZEIF NS
AMNFI—VDTERBINZANTVA—TY, Fx—VORIEEMCTZITIE 5
TN EFTNSAKNTYVA—ILT IV EATEZRENHY T,

BIER R

e update-ca-trust(8) # & U trust(1) ® man R—<

4.2. %1 LWEEERZE DB NN

FLWY—RTYRTLDT IV r—2 3V aERT 5101, WIS T 2HAEE AT LEEKDANT
ICEBIN L. update-ca-trust I~ Y R&EFAL T,

AR

e ca-certificates /N T —IU DV AT LICA VA M =ILEINTWS,

FIR

L YATLTEBRINTVWECADY ZARMI, YV TIVIRPEM £7/2IE DERD 7 7M1V 7 # —
Ty MIEFNBIABEE%BINT %ICIE. /ust/share/pki/ca-trust-source/anchors/ 5 1 L ¥
N 1) —ZF 7 |& /etc/pki/ca-trust/source/anchors/ 71 L 7 N —ICEEBAEZE 7 7 M LA JE—L
F9. UFICHERLET,

# cp ~/certificate-trust-examples/Cert-trust-test-ca.pem /usr/share/pki/ca-trust-
source/anchors/

2. VATLLED NS AMNANTEREAEHT 5IC1E,. update-ca-trust I¥ > RE2ETLET,

I # update-ca-trust
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Pz
update-ca-trust #=E/1ICEIT LA TH. Firefox 750 —IHBINII N BEE % fF
HTEETH. CARZEHET 57/-UIC update-ca-trust I<¥ Y RAEAADL T LI,
Firefox, Chromium & U GNOMEWeb R ED TSI H —E 7 7ML aF v v 193
DT, 729 —DFvv>a%mxs)T7$5h 720F—52FBEHL T, BEDOVR
TLBAEDREEHAAOMELNHDIFEDNHY £T,

B EfE R

e update-ca-trust(8) & &£ U trust(1) ® man R—<

43. EEEINTWB Y AT LSIBAZDEE

trust AV RZEATSE. YATLAEFRDOHBEN S A MZA MNP DFIAZE 2 EMNLRHTETEETERX
-a—o

o NSRANFPUVA—DY R RMKRR, W, B HIFR, LEZEEATHICE, trustaAT Y K%z
FARALEFT, ATy NOHMBPRAANILTERERT BICIE, BIBE[FIFTIC. £/ —-help
TALIT1TEFIFTEITLET,

$ trust
usage: trust command <args>...

Common trust commands are:

list List trust or certificates

extract Extract certificates and trust
extract-compat Extract trust compatibility bundles
anchor Add, remove, change trust anchors
dump Dump trust objects in internal format

See 'trust <command> --help' for more information

¢ INTDYRATLADISAMNPVA—ELVERAEDY A M ERFT BT, trustlist A~ >
FeRTLEY,

$ trust list
pkcs11:id=%0d2%87%b4%e3%df%37 %627 %93%55%6 %56 %ea%81%e5%36%CCc%8c%1€%3
f%bd;type=cert

type: certificate

label: ACCVRAIZA1

trust: anchor

category: authority

pkcs11:id=%a6%b3%e1%2b%2b%49%b6%d7%73%al1%aa%94%t5%01%e7%73%65%4Cc%
ac%50;type=cert

type: certificate

label: ACEDICOM Root

trust: anchor

category: authority

o NSANTPUYH—%BIRATLEERD NS RN NTIRET I1CIE, trustanchor 737>
Ke@EHRL., SEAED/NNRX%IBE LT, <path.to/certificate.crt> %, (IBAZH LVZDT 7
AIVEANDNRAICBEBRIET,
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I # trust anchor <path.to/certificate.crt>

o FAAZAHIRT BICIE, SIFAED/SR, FAIIFTHEDID #FEALET,

# trust anchor --remove <path.to/certificate.crt>
# trust anchor --remove "pkcs11:id=<%AA%BB%CC%DD%EE>;type=cert"

BTG IR
o trust IV Y RDIARTOHTAVT Y RIE, UTDL D BFMAHEAAINIL T EHIRBELET,

$ trust list --help
usage: trust list --filter=<what>

--filter=<what> filter of what to export
ca-anchors certificate anchors

--purpose=<usage> limit to certificates usable for the purpose
server-auth for authenticating servers

BIER R

e update-ca-trust(8) & &£ U trust(1) ® man R—<
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ES5ZE TLS DEtE S L UEHE

TLS(RSYRR=FEBEF2VT1) I XY MNT—VBEOEF2) 71 —REIFERT ZHESE
7ORINTY, BETZ2EMTONIN, BHAAE BLUCBESETILI) ALEZEZRELTYRT
LDtEFa2Y T4 —FREEZBIELTDEICIE. /ISTBI54T7 > MOEEIPLEIFNIEEWNZE, 2%
T4 —DLRIVIMESRZZEEZRBL THMENHYET, RFIC. EF 1Y T 1 —BRELEHT
I 2E, 9547 MNEDEBREDFIRI N, PATFLoh60v 277 MENZA—HF—HPHTLS
AEEEEHY FT, TEELARYBBRBRELER L. BEREICHELIBEICRY . RELEDD LI
LTLEIW,

51.SSL ORI BLTLS 7O ML

Secure Sockets Layer (SSL) A b LIk, TR IEA VI —F Y FENLIELRERBEA NI LER
#9278 IZ. Netscape Corporation ICL WRHFEINE L, TD&E. 2070 KNIJLIE, Internet
Engineering Task Force (IETF) IC & YW #B XN, Transport Layer Security (TLS) ICRBIANEHREICAY F
L7

TLSZ7ObMaE, 77— avyFObMaLEE. TCP/IPREDFEREEDEWVW NS Y AR—NE
DEIICHYET, ThiE. ZFVr—rary7ObJH6HMIILTWS2®, HTTP, FTP. SMTP
RE, XFIFHLTOMNINLOTICEBILTETZET,

70 k3D R— HRIXhZEAAE

=

SSL v2 FRALARVWTLEZEIWN, BAREFa) T4 —LDREELHY £9, RHEL 7 LU,
ATEESA TS5 —D6HIBRINE L,

SSLv3 FRLARVWTLEIWN, BHREFa) T4 —LOMRSEELHY 9, RHEL 8 LU,
ATEESA TS5 —DoHIBRINE L,

TLS1.0 FRIIHEIhEHA, BEEAMAFRILAAETEERTEAVENOBELH
Y, BEHOESZA — MIIEXIGLFH A, RHEL 8 TlE. LEGACY ¥ R F LD
ESIER)>—TO7 74 TOARENTT,

TLS 1.1 MEIISCTHEEEREOBENTHERLE Y, RFOBESAA — MIIEHTHLEE
Ao RHEL 8 Tli&. LEGACY R > —TOHEMICHY FT,

TLS 1.2 BHDOAEADESAA —MIWTHLET, TON=Tavid, YDATLALEDITART
DESIERY O—TAMIR>TWETH, 2070 MJILDORBETIERWVERDICHE
FHELAHYET, T, TLSI2 TEEWFZILITY XLEFATEET,

TLS13 WRINZN—Y 3V, TLS131E. BHNOBMEBEI ' D24 T avaRYKRE, £VUE
ORIV IT—2aVNVY R AV 5BEBILTEHIETTIM4 N\ —%EEL, &
FOBSTILIT) ALt LYMRNICHERTZIETREERDDIENTEET,
TLS13 &, Y RTLLEDITRTOESIERY >—TEBFMTR>TVET,

BEE R

® |ETF: The Transport Layer Security (TLS) Protocol Version 1.3
52.RHEL8 ICHIFT B TLSDEFal) 71— LDWRETEE
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5% TLS OEHEb L Ul

RHEL 8 Tld, Y AT ALALEDEHIERY >—IC&Y. BSEICET 2REBEIKBICEREINT
WY, DEFAULTEESERY O —IE TLS12 B L 1 3DOHEHFALET, YRATLDLURID/N—T 5
VOTLS AL TERERTISI—RNTEDLDICTRICFE. 7TV —2 3 VATROBESER
) o —H 549 5 h . update-crypto-policies 1< > KT LEGACY R ¥ —ICHIU B X Z2EHLH
YET, #Fllid. PATLEEDESIER) >—DOFRA 28R LTIEILWL,

KBOTFFOA4 AV ME, RHELSICEFNZ A TS =D REIT 2T 74 MRETHOICREX
NEd, TLSEEIL, TeEAGZAIX. X2 7L X L5 FRATE—AT, LAV—RISATV
FrE—N"— s OBDERIIHITEEA, X2V T4 —DFREINATILITVILFETORNT
WITHRISELRBWL A =BS54 T7 Y MELRY—N—DEGIRF TCERVEALRFTINAWNGE
I, BEBARtEX1) T —BEHOEET, BIEREAERLITT,

TLS R EAMIL T 2R EE A AEIE. update-crypto-policies --set FUTURE O~ >~ KA&RE{TL T,
VAT LEEDOESIER) —LR)L%E FUTURE ICBIWVE A Z T,

Digk

H
[=]

LEGACY E5S{t R o —TEMICIhTWB 7ILTY X Ald, RedHat ® RHEL 8

tFXa)F4—DEYIVIERLTEST, ZhdbDEFa )T —70ON
?4—@Eﬁﬁﬁiﬁhozh6®7ij1A%ﬁFﬁme6®fia< &
FALAEWEDICTBIEEZRETLTLKEIWY, LEAIE, HWN—=RT7 7 &DHE
HE%@@E@E%%B%EEE%%T%:t%%wt Bld. ThoERETR
WEDELTHRW, 2y M7=V DOHEEERZERNORY KO —0€T AV M
BMIDREDOBMDREFERAFALE T, NTUv IRy NTD—U 24 TIEER
LABWTL I,

RHEL ¥ A7 ARMKDESERY O—IlbiRWGE., Tty b7y FITBELAEHRY LBESER
)Y —% T 2581, DAY LHZRETRELAOMNIIL, BSR4 —M BLUBOERIICDOWV
T, UTOHESHAFEALET,

521.7O0Ma)

BHN—Ua VDTS, ZadtXxa T4 —AHW=ZXLERHEELEFT, HFWOWNAN—=I3 VD TLS I
TS LARWE WFRWE D BREFRIAEENLWVWERY., VAT AWK, TLSA=Y a3 V12U EAFRLT
BHEERIYI—MTEDLIICLTLEIL,

RHELS X TLS N—Y 3 V135 HR—FMLTWVWETH, 2OTOMINDTRTOMEEN RHEL 8 I
VER—RX YV M TREBICHR—FINTVEDITRAVEISEELTLLEIW, L& BRLAT
VY —7%3@Had % O-RTT (Zero Round Trip Time) B48EId&. Apache Web #—/N—TEXLZLICIEY
R—hIhTWEHA,

522.B5{LX 1M1 —b

HX T, L2 TIEHABVWESIERM —FNTIERL, ED., FYREREDEFEHRALTLEIVL, BES
A4 —hF®DeNULL 8L aNULL I&, BESEPERILAIRELAWZH, BICEMWICLTLKEIWL,
RC4 » HMAC-MD5 &#~R—2 & L 7= %m14—hkm ERN R REED B B 128D, T%E%ém;ht

ML TLEIVL, WbhipBIT I AKR— SERA—MNEEKTYT, TYRR— A4 — K
H%H%K%<@ofbék®\@lﬁﬁ%[@ofbiTo

128y hRBDEF 2V T4 —LHIRELLBVESIERM—FTRESBICEF2Y T4 —DMRESN
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@(@6&m5bHTH%U§ﬁAﬁ\ﬁﬁ?%é%ﬁﬁﬁmtw%FTN*Tm%Uiﬁho7wj
DZXLN128EY NALEDEF2) T4 —%2FALTWBEEEIK. DAL EEHERBITIBRTAARETH
IENFINTWS D, MCHEHEINE Y, 3DESHES L;t168 Ey NaFEALTWREE #on'c
WETHA, ERICREINTVDZDIFMEY MOEF2) T4 —THBTEITFELTLEIL,

H—N—DREIPBRICISINALIBETE, BELLLAET—YDOREMZRIIT S (B2R) sIAMEN
(PFS) ICHIGT 2SR — M E2EICEBELET, TITIE. BV RSABEZIEIIRA I N E T,
ECDHE 8L U'DHE IXfFAHTEFd, TD2D%LtkRB &, ECDHE DA REW/OHEREINE T,

it\A5(£M&t®AHD ESE. NTAVIASOINKEBOREIZ W =®H, CBCE—NK
SLYUEHEINTET, ISHIC. ZLDBAE. BFIN—RKRIJTT7ICAESHOBSIET7 7S L —
& NH DB E. AES-GCM IZ CBC E— RDAES LY EEETT,

ECDSAGFBAZ C ECDHE XA RT3 &, NSUHT I a3 VIdM A RSAEIHRLIYEISICE

BICRYET, LAY—IF4 7Y MIHINT 278, —N—I(JIFEEAEEHORTZ 2D F LW
9547 NADECDSAEE, LAY —HADORSAE) M1 VA M—ILTEZET,

523. AHBDOKRE

RSAE%#FEHAT 5L, SHA-256 LETELZI N, BORIN3072EY MULEDEDHEICHR X
NEFT (ThiE, ERICIZ8EY M THEIZEFa) T4 —IIRLTHLRAZIITY),

Digk

==
[=]

DRARTFLDEXFAY T4 —RBEIE. F—VOHROHKREHEVWY VIATRTEDER

CickhYEd, & z2E BARESELETTRERTChAEET ) 70 — I3RS
NEtA, BEIFELEARICEET, R (CA) WMBOEBERIFERT 5/ vy
ValRECBEFLAEEICRYET,

BIER R

® System-wide crypto policiesin RHEL 8 .

e update-crypto-policies(8) D man R—/,

53. 77U — 3T TLS BHED®RIL

RHEL Tl&, Y AT LLEDESIER) >— 13, BEILSA TS —2EET2T7T)r—a v,
BHoZze2TcihrwyOMNal, B, FAETZILIT) XLEFTLEWVWEDICT OO @ENLAE
EIRHLET,

ESLREZNRAITAXLT, TLSEEDHREZRILT 53551, OV Y3V THIAYTHESE
BREFTVavEFRALT, VERNMNETYRATLEHOBESLLRY > —%2LEXTEXIT,

WIFNDBREERRLTEH, U—N—TF TV 55— 3o H—NR—AIDEE LEIEF CHESA2FIAT
B EEMRAL, FRINZBESIERAM—MNDBBRSG—NN—TODREIBEICTHNELDICERELTKL
Y e Y AW

5.3.1.TLS #f#fH 3 % & 5 IC Apache HTTP #—/N\—% % &
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening

5% TLS OEHEb L Ul

Apache HTTP Server (£, TLSD=—XIZ OpenSSL 514 75 1) —B8LUNSS 51 73 ) —DEAH %
FATEET, RHEL 8 Tlk., mod_ss /Sy 4 — T mod_ssl #EEN R I N E T,

I # yum install mod_ssl

mod_ssl /Yy o —2 (&, Jetc/httpd/conf.d/ssl.conf 38 E7 71 L&A VA M—ILLET, Th
i&. Apache HTTP Server ® TLSBEDHREEZZEET 2DICHEHATEZ Y,

httpd-manual /XY 5 —2% 4 VXA b—JL LT, TLSE&E%ZZL Apache HTTP Server DEE K ¥ 1 X
v NEERELZ Y, /etc/httpd/conf.d/ssl.conf&2E 7 7 1 IV TRIAAEERT 1« L V7 1 T DFFM

l&. /usr/share/httpd/manual/mod/mod_ssl.html Z#5B L T 72XV, I FIXLREREDH

I&. /usr/share/httpd/manual/ssl/ssl_howto.html 7 7 1 JLICEEEH I N TWVWE T,

/etc/httpd/conf.d/ssl.conf 3R E 7 7 1 LDREEBIET 3155 1E. PR EETRDIDDT ALY
TATERRELTLEIN,
SSLProtocol

CDTAL I T4 T FERLT. FHTBTLS FLIFSSLON—2 a3 v ERBELET,
SSLCipherSuite

BETZ2HSLRAA—FEEET D, SLIEHFITLBVWRA — N EENICTZTALIT4TT
-a—o

SSLHonorCipherOrder

AXVNEBRLT, ZDTALIT14TZonllBRETDE. BEREDI ZA4 72 MIBE L
SIEDIEF ICTEVNE T,

FEZIE TLS12 7ML Lt13 7O INEFEFRAT IHBAIE. UTA2EGFTLET,
I SSLProtocol all -SSLv3 -TLSv1 -TLSv1.1

FF#i&. Deploying different types of servers M Configuring TLS encryption on an Apache HTTP Server
DEZSRBLTLLEIW,

532.TLS #FHT 2 &L D ICNginx HTTP 8L 7OF ¥ —H—N—%%RE

Nginx T TLS13 HR— M ZBRIZT 51IE. /ete/nginx/nginx.conf F2E 7 7 1 )LD server £ > 3
> T. ssl_protocols # 7> a3 IC TLSVI.3{EAEBML X T,

server {
listen 443 ssl http2;
listen [::]:443 ssl http2;

ssl_protocols TLSv1.2 TLSv1.3;
ssl_ciphers

}

FF#lX. Deploying different types of servers M Adding TLS encryption to an Nginx web server OE %
SRLTLCEIW,

5.3.3.TLS #{#AHT % & 5 IC Dovecot X — )L H—/N— AL E

Dovecot X — )L —/N—DA VA M—ILATLS A EHT B L IICKET BIC
I%. /etc/dovecot/conf.d/10-ssl.confZET7 7 A IILABELZF T, TDT7 74 I TCHEAATELREARANL
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https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/index
https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/setting-up-and-configuring-nginx_deploying-different-types-of-servers#adding-tls-encryption-to-an-nginx-web-server_setting-up-and-configuring-nginx
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BRET 1 LY T 1 TD—EIL. /usr/share/doc/dovecot/wiki/SSL.DovecotConfiguration.txt 7 7 1 JL
THBAINTWEYT, TD7 71k Dovecot DIZ#EAS Y A M—JLIZEFNTWVWET,

/etc/dovecot/conf.d/10-ssl.conf 2R E 7 7 1 L DEREEIEBIET 2iHEIE. PRCEETEDIDDT 1
LOT 14 7L TLLIEIN,

ssl_protocols

CDTALIT1TEFERALT, HFATFLIXEMCTDTLS FIESSLDNN—=Ya Vv EEEELE
£

ssl_cipher_list
BEITIHEBIERA—FE2IEET D, ELLEFHFITLAVWRS —NEENCTET1LIT14TT
-g_o

ssl_prefer_server_ciphers

OAYMNEBIRLT, CDTAL I T4 7% yesIlERET DL, HBEREAEDISA T MIBELE
ESILDIERF ICHWVE T,

7= & Z 1L, /etc/dovecot/conf.d/10-ssl.conf RDRDITH, TLSLILELE T &HFT LT,

I ssl_protocols = ISSLv2 ISSLv3 ITLSv1

BIER R

® Deploying different types of servers on RHEL 8
e config(5) & & U ciphers(1) D man R—<

® Recommendations for Secure Use of Transport Layer Security (TLS) and Datagram Transport
Layer Security (DTLS)

® Mozilla SSL Configuration Generator

® SS| Server Test
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5B6E IPSEC = {FF L 7= VPN DX E

RHELO Tld., RETFSARXR—FRy b7—2 (VPN) IZIPsec 7O MLV EFHALTCHRETEET, &
niE. [application]Libreswan 7 7)) r—>avIil&UHR—FhIhET,

6.1. IPSEC VPN %3z & L T® LIBRESWAN

RHEL Tlk, RETSARXR—KRy b7 —2 (VPN) X IPsec 7O RN EFRALTHRETETET., h
i, Libreswan 7 75— a3 vIil& Y HR—MINFE S, Libreswan l&, Openswan 77 sr—< 3
VDERTHY. Openswan RF 1 XY kD% < DAL Libreswan THEFIETE XY,

VPN @ IPsec 70 b 3 JLIL, IKE (Internet Key Exchange) A ML AFEHA L CEREINE T, IPsec
& IKE IXEFEFE T, IPsec VPN (&, IKE VPN, IKEv2 VPN, XAUTH VPN, Cisco VPN, Z7 &
IKE/IPsec VPN & £ MEEN £ F, Layer 2 Tunneling Protocol (L2TP) £ ¥ % IPsec VPN D/ 7~
ME., BH. L2TP/IPsec VPN &I, optional D) RY MY —IC& > TIRIEI N S x12tpd /¥y
=N ETT,

Libreswan I&, #—7 YV =20 21— —2ZHD IKEEETT, IKEVIBLTV2IE, 22— —LR)ILOD
T—EVELTEEINFT, KETOMINBESEINTUWET, IPsec 70 MIJLIE Linux I—
RIVTREIN, Libreswan l&, VPN b Y RIVEREZEME L VHIFT 2L D ICH—RILZREL X
ER

IKE 7’0 b 3JLid, UDP R— bk 500 $ &1 4500 #fFRH L &7, IPsec 7O MIJLIE, UTFD2D0D
AMINTREINET,

o BEStXal)TFT1—R40O—K (ESP) (7O MOILESH 50)
o EANY S — (AH) (O hJILES 5

AHZ7ORNIILDERIEFHEINTVWETA, AHDI—HF—(E, nullBEE{LTESP ICERITT A &N
WREINhFT,

IPsec 7O MNONIE, LTD2 DD EE— RAEHLZ T,

o NYRIVE—R(T74INK)

e NSYURKR—KrE—R
IKE #EBEE 9 IC IPsec 2L TH—RILERETEEYT, ik, FEF—Y) 07 EHIEhET,
e, ipxMmM ITY R2EALTFHF—ZRETCETIIN,. ThidtEFa )71 —LOEADISIIF
BMCHEREINFR A, Libreswan 1&. Netlink 4 Y9 —7 x4 XA&FALT Lnux i—RILEBELE
To A—FRIIENRTy hOBESEEESIEEERITLET,

Libreswan &, ®*y D=9 tF2 )54 —H—ERX(NSS)BESLZM1 T —%FHALET, NSS
i, EBERDIBIERE (FIPS) DARXE 140-2 TOFEAI’REINTWVWET,

8%

Libreswan & & Uf Linux I—RILH'EET % IKE/IPsec D VPN (&, RHEL THERAY % Z
ENMEREINDHE—D VPN KM T, TOMD VPN KAffIE, £DY R0 #BEETIC
ERALBRVTLREIW,

RHEL Tld. Libreswan (77 # )L T Y AT LREDRESIERY > — ICRVET, ThilLY,
Libreswan l&, T 74 MDTARNINELTIKER 2ECRECEBETIVICH L TRLRBREEME
ALY £9, #FMIE. Using system-wide crypto policies 58 L T I,
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IKE/IPsec ldE7Y—EF7 7O NI TH B, Libreswan Tld, V—RELVIEE, ThizH—
N=BLVPIZAT7YMEVWOABEERALEEA. BRTR(FZA N 2RI 2HBE1E. KRbYICEE
BEVWORBEFERALEYT., ChIlLY, FEAEDHE. BADKRTATCRALKRELFEATEEY,
2L, BEEEFEE. O—ANMKRAMIEZFEAL, VE—MRIAMIAEZFERALET,

leftid & rightid + 7> 3 Vi, RIETOCRADERA MDO#RI & L TH#EEL 9, 5FMIE. man
R—I® ipsec.conf(5) ZSMR L T LI L,

6.2. LIBRESWAN DEREE /A

Libreswan [SEHDREAEE=TR— M LETH, TNTNIEIERZ > F A ER>TVWET,

EfaiHE+— (PSK)

FaHEX— (PSK) &, REBBERBIEAYV Y RTY, E¥2) 71 —LDERMNS, PSKIE 64 XF
KBIIFALARWTLEEIW, FIPS E— RTIX, PSKIE, HRHINZESUHT7ZILTY XLIHL T,
. REREOEHFICENT ZHENHY £, authby=secret % FHL TPSK A#RETXET,

Raw RSA &

Raw RSAE (., BRIARA MBI EAIEY TRy MED IPsec ERET—RMICERINE T, EHRR M
&, fEDITRTDRAPMDIRNT) v RSAEAZFRL TEFHFHTHREIN, Libreswan ITHRRA FDERT
BITIPsec NIV ZEFZRELET, TOHEIF, ZEORIAMNTREYICRT—) v I73IhFEHA,

ipsec newhostkey 1< > RZfERAL T, RAMNTRawRSARZ4EK TE 9, ipsec showhostkey
OV REMALT, ERINEE ) A MRRTE XY, leftrsasigkey= D1Tid. CKAID ¥—%{#
Y 2EEREICHETTY, Raw RSA §#(C authby=rsasig &#i4 7> a VA2 FALE T,

X.509 ;FFAZE

X500 SEBIE 2, ED IPsec 5 — R T A ICEHT 2R MR ENZABEAT TOA AV MT—
BEICERINE T, RO B/ (CA) 1. KR NFAIEI—F—DRSAGFHZCELLET.
D% CA . ERIOKRZ FFhF1—F—OBRYNLESD. EEOYL—E2FVET,

fe& Z £, openssl A< RELVNSS certutil I~ > RAEERALTX509 SIAZ#EMTE T,
Libreswan (&, leftcert=32E4 7> 3 VOAED =y V X—LAEZFEALTNSS FT—FR—2AM5
A—Y—iIAE A AN D D, SIAEDERBIC=Z Y 7V X—LEIBELET,

AR L CASIBRZEAFERT 25 51E. % Network Security Services(NSS) F—4 R— {1 >~
R—NT2HENHY £T, ipsecimport A7 REFEAL T, PKCS#12 XX DIEEAE % Libreswan
NSS F—HR—RIZA VY R— K TEET,

DIk

==
[=]

Libreswan &, section 3.1 0f RFC 4945 TEHBAINTWB LI I, IRTOETEL

BREDH T2 o MER (SAN) & LTA 4 —F v M Exchange(IKE) E7 ID
hEE L ZY, require-id-on-certificated=74 7> 3 VAZBLTCIDF T v ¥
HEMICTEE, YVRTLADNFEEREICH L THRBICRZABEELGHY £,

SHA-1$ & T SHA-2 T RSA %[ L 7= X.509 fERAE ICE D < 5RELE(C authby=rsasig i+ 7>~ 3 >~
EA L F 9, authby= % ecdsa ICERE L. authby rsa-sha2 %= 1 L /= SHA-2 IC & % RSA
Probabilistic Signature Scheme (RSASSA-PSS) 7V # IV BEZR—RADERIAZHET D &Il L Y,
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SHA-2 {9 % ECDSA T YA NELICH LTI LICHIRTZ2IENTEEXT, T 740 MEIR
authby=rsasig,ecdsa T9,

FEARE & authby=ZFEZ XV v R =BT HZ0ENHY T, ThilLY, HEERMENALL.
TUHINWERY AT LATORIAMIHRFINE T,

NULL Z2:F

null BB5E (3. BREEAR L TAY Y2 DRESEERBIZOICERINEY, hid, Ny THREIER
TETH, 79714 THRBIIPFIZTEH A, 2L L. IKEV2 (ZFERFREBEEA YV v REFHFA T 540D

NULL BREEIE A 9 —Ry NRT—IVDFARF1=ZRAT4 vV IPsec ICEFERTEEY, L_@:ET)I/—C
&, 9547 MIY—N—%ZBALETH, Y—N—EI9S4 TV NERELFEFEA, TDETIL
&, TLSZFERALTWeb YA hODEF2) 71 —%FREITDHDEMTWET, NULL FBEEIC
authby=null ZERA L 7,

EFAvE1—5—IIHT 55#E

LERDEREEARICINA T, Post-quantum Pre-shared Key (PPK) XV v RZFEHR LT, EF2aV
BEi1—49—IlL2EBENLRBBNSRETLIIENTEET, BADIZATY NERIEIZATV b
TI—TE, BEATRESNARMHARICHIET 2 PPKID ZEET 2 &ICLY, MBEDPPK %
FRTEET,

EMHBEF—TKEVI 2RI 2 &, BEFRBENSREINT T, IKEV2 DBEFRETE. ZOR#EZ X
4714 TITRMHELFE A, Libreswan I&. Post-quantum Pre-shared Key (PPK) =& L T. EFX
BHhS IKEV2 iz REL T,

EED PPK WIS EEMICT 2156 1E. BHREHRIC ppk=yes ZEML £J, PPK KR EBERIBEIE
ppk=insist ZBML £9, RIC. B4 7V M. BEATEET S (BLUVTRETHNIFEFK
BIIFLTELR)—IL Yy MEZRDPPKID 2fd5TEE Y, PPKIFTVF LAMICEWTIEIC
AT, HMEOBEEICEDSVWTWEHRA, PPKID & PPKT—41E, RD & S IC ipsec.secrets 7 7 1
WILREINET,

I @west @east : PPKS "user1" "thestringismeanttobearandomstr"”

PPKS # 7> a3 vid, #MAaPPK SR L EY, ERMAEEIL. 784 LNy RIZEDWZEH
PPKZFERALEFT, BERTIE. 7094 LNY ROFLWEIAPPK E LTHERAINET, %k
FRTZE. 7714 )LHOHMNA PPK DELOAEOTEEETIN, BAAE2MBCIENTEET, &
BDYA LNy RITFTY)TILH K> TWaWE, EHRIFEKBLET, FMiE. manR—T0D
ipsec.secrets(5) =S L T XL,

gt
Of

B PPK DEEEF Y R—MHRADT /O —TLEa—& LTRHFINF

9. ERLTHEALTLEIW,

6.3.LIBRESWAN D1 >~ X b —)JL

Libreswan IPsec/IKE £ %@ U T VPN ZRET DAIIC. WihT 2y r—Y%4A VA =)L
L. ipsec H—ERXR%ZFIBL T, 7747 V44— I TH—ERXRAHFATEIHNENrHYZET,

AR
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e AppStream Y RY M) —HABRITHR>TWS,
Fa

1. libreswan Xy 5 —J A5 A4 VA MN—=ILLZET,

I # yum install libreswan

2. Libreswan 2841 Y A =L T 2HEIX. AVWT—IR—=XT7 71 I)LEHIBRL. FTLWT—%
R—2%&=EHRLET,

# systemctl stop ipsec
# rm /etc/ipsec.d/*db
# ipsec initnss

3. ipsec T —EREZFBLTEMICL, YATLDEERFICH—EREZBEMICEHIETES LD
IKLEY,

I # systemctl enable ipsec --now

4. 774 T 04—V T, ipsec t—ERXZEML T, IKEZFO NI, ESPFOMIIL, BLV
AH 7’0 k)LD 500/UDP R— M & LU 4500/UDP R— M &FFAI 5 L D ICRELE T,

# firewall-cmd --add-service="ipsec"
# firewall-cmd --runtime-to-permanent

6.4. "R A MEID VPN DYERR

raw RSA F—ICL 2R A2 FAL T, ALV A EWIENE 2 DDKRAMEIC, FAMY—FKZ b
IPsec VPN Z{ERK T 5 & 5 IC Libreswan 238 E T X 9,

AR

e Libreswan &1 Y A h—JLE N, ipsec U —ERXNE ./ — NTHHBLTWS,

FIR
1. ERZAMTRawRSABERTZ4ERL X T,

I # ipsec newhostkey

2. BIDFIETEMRLED ckaid #IRLEFT., A TROOAY Y REERTL T, ZD ckaid #{FHA
LET. UTICHIZRLET,

I # ipsec showhostkey --left --ckaid 2d3ea57b61c9419dfd6cf43a1eb6cb306c0e857d

rtoaxy ROHEDITLY., BREICHER leftrsasigkey= THERINE T, RDKR N (H)
THRLCBEEZTVWET,

I # ipsec showhostkey --right --ckaid a9e1f6ce9ecd3608c24e8f701318383f41798f03
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3. letclipsec.d/ 714 L7 ) —T,  L\> my_host-to-host.conf 7 7 1 L Z{ERR L E T, £D
FIED ipsec showhostkey 17> FOHEAON S, RSAKRA MNDREZFIRT 7 1 IVICEZAH
F9, UTICHZRLET,

conn mytunnel
leftid=@west
left=192.1.2.23
leftrsasigkey=0sAQOrlo+hOafUZDICQmXFrje/oZm [...] W2n417C/4urYHQKCvulQ==
rightid=@east
right=192.1.2.45
rightrsasigkey=0sAQO3fwC6nSSGgt64DWiYZzuHbc4 [...] D/v8t5YTQ==
authby=rsasig

4. BEAVR—KLEDL, ipsecH—ERZHBREEILZET,
I # systemctl restart ipsec

5. EfizmA_AHET,
I # ipsec auto --add mytunnel

6. hYFRIZERILET,

I # ipsec auto --up mytunnel

7. ipsec ' —EXDRAMRIFICBEIMIC N Y RIVERIRT 5I1C1E. LTOTA2ERKERICEML &
_a—o

I auto=start

6.5. %1 M VPN DERE

200Dy NID)—0&FEBLTH A MRBID IPsec VPN 2 1ER T B5E1E. ZFD 2 DDHRRA MED IPsec
MYy RILEERLET, ChIZEY, RAMIBRTRELTEHEL, 1 2FLIZEROYT TRy MO S
DS T4y IDBETEBLIICEREINET, LENK>T, ZAME, XYy NT—2D) E— M
PICT—PMNITAELTRATZENTEET,

A MED VPN OREE. BRE7 7 A INVATEBORY N7 =0 F7@Y TRy b2iEET 20EDN
HBRDHHN, RANED VPN EIERRY T,

AR

e KRAKRBDVPN NBEINTWES,

FIR

1. RAKNBED VPN DERENSENZD 7740V %E, 774 ICaAE—LEY, UTFICHIZRL
i’a—o

I # cp /etc/ipsec.d/my_host-to-host.conf /etc/ipsec.d/my_site-to-site.conf

2. LOFIRTERLEZZ 74IVIC, YTy FREZBMLET, UTICHAIZRLET,
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conn mysubnet
also=mytunnel
leftsubnet=192.0.1.0/24
rightsubnet=192.0.2.0/24
auto=start

conn mysubnet6
also=mytunnel
leftsubnet=2001:db8:0:1::/64
rightsubnet=2001:db8:0:2::/64
auto=start

# the following part of the configuration file is the same for both host-to-host and site-to-site
connections:

conn mytunnel
leftid=@west
left=192.1.2.23
leftrsasigkey=0sAQOrlo+hOafUZDICQmXFrje/oZm [...] W2n417C/4urYHQKCvulQ==
rightid=@east
right=192.1.2.45
rightrsasigkey=0sAQO3fwC6nSSGgt64DWiYZzuHbc4 [...] D/v8t5YTQ==
authby=rsasig

66.VE—N7UEZXD VPN DETE

A—ROx—)7—&id ENALT5A
21— —-DI&TY, ENAMILTSA

YhEBMICERIYHETONALIPP FLRAZERAYT 2%E)
v &, X509 GEPAZE Z A L CEREEL £ 9.

7
7

LLTOFITIE, IKEV2 DREERLTWET, IKEVI XAUTH 7O M JJLIEFEARALTWEE A,

H—N—LETEHUTOEREICARY FT,

conn roadwarriors
ikev2=insist
# support (roaming) MOBIKE clients (RFC 4555)
mobike=yes
fragmentation=yes
left=1.2.3.4
# if access to the LAN is given, enable this, otherwise use 0.0.0.0/0
# leftsubnet=10.10.0.0/16
leftsubnet=0.0.0.0/0
leftcert=gw.example.com
leftid=%fromcert
leftxauthserver=yes
leftmodecfgserver=yes
right=%any
# trust our own Certificate Agency
rightca=%same
# pick an IP address pool to assign to remote users
# 100.64.0.0/16 prevents RFC1918 clashes when remote users are behind NAT
rightaddresspool=100.64.13.100-100.64.13.254
# if you want remote clients to use some local DNS zones and servers
modecfgdns="1.2.3.4, 5.6.7.8"
modecfgdomains="internal.company.com, corp"
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rightxauthclient=yes
rightmodecfgclient=yes
authby=rsasig

# optionally, run the client X.509 ID through pam to allow or deny client
# pam-authorize=yes

# load connection, do not initiate
auto=add

# kill vanished roadwarriors
dpddelay=1m

dpdtimeout=5m

dpdaction=clear

A—ROA—)T—DTNARATHBENAINI ATV TR, LEOREICZVEREZMATHER
LET,

conn to-vpn-server
ikev2=insist
# pick up our dynamic IP
left=%defaultroute
leftsubnet=0.0.0.0/0
leftcert=myname.example.com
leftid=%fromcert
leftmodecfgclient=yes
# right can also be a DNS hostname
right=1.2.3.4
# if access to the remote LAN is required, enable this, otherwise use 0.0.0.0/0
# rightsubnet=10.10.0.0/16
rightsubnet=0.0.0.0/0
fragmentation=yes
# trust our own Certificate Agency
rightca=%same
authby=rsasig
# allow narrowing to the server’s suggested assigned IP and remote subnet
narrowing=yes
# support (roaming) MOBIKE clients (RFC 4555)
mobike=yes
# initiate connection
auto=start

6.7. *v > a1 VPN DEE
any-to-any VPN E £ ENZ A Y2 VPN RY hT—21d, 2/ — KD IPsec ZFA L TAIET 2
XY N7 —0TF, ZORETIE, IPsec 2#FHATERWV/ —ROFIANFTINET, Av>ad
VPN 2y R =21, LFOWTIhHADAETERETETET,

® |PSec A EET 3,

® |Psec #BET DN, EXBEANDT +—IL/Nv U ERREILT B,

J — REIDEREEIE. X.509 FEBAE & 7= 1& DNSSEC (DNS Security Extensions) Z#ZICTE %9,
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pa 3

INSDERISBED Libreswan sSRETH 27D, AARF1=ZAT 14 v IPsec ILBFE
D IKEV2 SREEAFEEFRTEEY, 72 L. right=%opportunisticgroup T~ ) —T
EBEINDZARFIZRAT A YV IPsec ZRREFET, —HRIQRREHEIF. —KRICHE
INZEREE (CA) ZFERA L T, X509 SEFAEZICEDWTHRR N2 BEICRI I € 2 5%
TY, V72V RFTOM XAV NTIBE, BEOFIEO—HE LT, 777 KRADE
J—RNICEERREZRITLE T,

1DDRRARDMBEEINDE, JIL—TDPSKY—9 Ly NEREIND -0,
PreSharedKey (PSK) ZREEIE A L AW T 723 L,

NULL BREEZ Y 2 &, BREEAL T/ — NEIKESItET 704 TEFET, Thif#E
ALGE. RBNLHEENSOHFEINT T,

LUTOFIETIE, X509iIAE%=HEAL 9. ZDIERAEIL. Dogtag Certificate
System R EDEEDEFAD CABEY AT LAFRAL TERTEZE Y, Dogtag . &
J — RDFEBAEN PKCS#12 X=X (p12 7 74 )L) TRIABARETH B T & &RifRE LTW
FY, IhIliF, MER. /— NEREZE BLUTOMD/ — KD X509 iEAE Z AL
THDILFEAINSDIL— N CAREBAENEENE T,

&/ —RKTIE, ZDXL509FAZEZRWVWT, ALCEEZFEALET, ThiZLY. xv
F7)—ORTEEFE/ —REBREETIC, Fill/ —RZEBIMTEEY, PKCS#2 774
JNITIEEDDY R TWERBIDADBETHB7-H, &RiCIE node 2FHLEFT, chick
Y, IRTO/—RIZHLT. ZORFZSRTDZIEBEET 741 IUHNE—ICRY FT,

AR

FIR
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e Libreswan 1 Y A h—JLE N, ipsec U —ERXNE ./ — NTHHBLTWS,

o MTILWNSS T—4AR—ZANFHILINhTWS,

L $TICHWNSS T—IR—ADHBHEIE. TWT—IR—RT7 7ML ZHIRLET,

# systemctl stop ipsec
# rm /etc/ipsec.d/*db

2. RODOAX Y RAEFALT, FiLWTFT—IR—X5HHETETET,

I # ipsec initnss

. &/ —RTPKCS#R 7744 VIR—hLET, ZOFIETIX, PKCSH#12 771 IILDERK
ICERTZNNAT—RKREREICRY T,

I # ipsec import nodeXXX.p12

2. IPsec required (private). IPsec optional (private-or-clear). & & U No IPsec (clear) 7’0
T7AIIC LFOLOIRIDOEREREEKRLE T,

# cat /etc/ipsec.d/mesh.conf
conn clear

auto=ondemand ﬂ
type=passthrough



856 IPSEC % {Ff L 7= VPN D&E

authby=never
left=%defaultroute
right=%group

conn private
auto=ondemand
type=transport
authby=rsasig
failureshunt=drop
negotiationshunt=drop
ikev2=insist
left=%defaultroute
leftcert=nodeXXXX
leftid=%fromcert 9
rightid=%fromcert
right=%opportunisticgroup

conn private-or-clear
auto=ondemand
type=transport
authby=rsasig
failureshunt=passthrough
negotiationshunt=passthrough
# left

left=%defaultroute
leftcert=nodeXXXX @)
leftid=%fromcert
leftrsasigkey=%cert

# right
rightrsasigkey=%cert
rightid=%fromcert
right=%opportunisticgroup

Q auto ZHUCIEW L DDA T avrhY ET,

ondemand A 7> 3 VI, IPsec B AR T2ARF12RAT 1 v 7 IPsec. BILT Y
T4 TILTEZREORVEARHICKRELAERICEATEEY, 2OF TV a vk, h—XILREIC
RSy IPXFRMARY Y —%ZEL. TORYS—II—BITE2HRMNDDNNTy hEZELLEXIC
IPsec #Hfi =R TEDLOICLET,

FARFLIZRAT 4 vV IPsec 2FAT 2566, BRNICKRELAEREFERT 25686, ROA
ToavEFRTEE, IPsec EREMENICKRESLVBETEET,

add4+7>av
EHEEEO—RL, VUE—I’BEKBICBBETIZLOICERBLET, £LL. ERIFO—7A
IRAID S BEIMICEBINEHA. 272 KNipsec auto --up % {FFH L T, IPsec #Eif%F8)
THIBTEET,

start A 7> a v
BEHEEEZO—RL, YUE—MEBICRBETIEDLDICEHRLET, I5IC. VE—HMET
NOEGEEEICHABLET., COF TP avid, KGEHHIDEICT VT 1 TRERICHER
TXFY,

g leftid ZZ#1 & rightid Z#E. IPsec b Y XVEHBOEAF v+ RV EEF v RILEHRILE T, Thbd

DEYEFAL T, B—HILIPT7 RLADE, FEO—HILEEBEEDHY 7Y 7 b DN 2#E
TEET FERELTWVWBIER).
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© leftcert ZHUL, FEATENSSF—IN—2D=v I3 —LEEHELET.

3. XY NT—VDIP7RLRERBTZHATI)—ICEBMLET, 7mEAIE TXTOD
/—K#A%1015.0.0/16 XY kT =7 RICFEL, IRXTD/ — KT IPsec lESILEERAT
ZREDNHDHFEIE. ROITY RZERITLET,

I # echo "10.15.0.0/16" >> /etc/ipsec.d/policies/private

4. BFED ./ — K (1015.34.0/24 2 &) % IPsec DFEICHID DO L THEIEZITIE. TD
/ — K % private-or-clear ZJL—7IZBML 9,

I # echo "10.15.34.0/24" >> /etc/ipsec.d/policies/private-or-clear

5. RA M%&, 10.15.12 % &, IPsec DIEBEN AR clear I —FICERT BEAE. RO~
v REEITLET,

I # echo "10.15.1.2/32" >> /etc/ipsec.d/policies/clear

letc/ipsec.d/policies T4 L7 MU —DT7 7 JLIE, EFR/ —RKOFVFL— bS5
e %I &H., Puppet £/ld Ansible 2R L TCFOEY a =V V9352 EHTEET,

IRTD/—RTR, FIADIXIDEULD, BHRD IS T74 v 70— HFINDIR
ISFRLTLEIW, LED>T, $%5/—RTIPsec Mp&EICAAY, IO/ —RT
IPsec ZfEATERWVWEHIC, /—REDBEEIATIRVWEEEHY X,

6. /—RZBEBLT, RELLAYYaITEMLET,

I # systemctl restart ipsec

2DOMD/—KRMEICIPsec Y RIVERLK ZETFIEEERETEET,

1L pingd~Y Y REMEALTIPsec hYRILEREET,
I # ping <nodeYYY>
2. A VIR—MINLFAPAEEZEUNSS T—IR—RERRLET,
# certutil -L -d sql:/etc/ipsec.d

Certificate Nickname  Trust Attributes
SSL,S/MIME,JAR/XPI

west u,u,u
ca CT,,

3. /J—RKHPBEWEN U RILEERLE T,

# ipsec trafficstatus

006 #2: "private#10.15.0.0/16"[1] ...nodeYYY, type=ESP, add_time=1691399301,
inBytes=512, outBytes=512, maxBytes=2"63B, id="C=US, ST=NC, O=Example
Organization, CN=east'
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BIER R

e ipsec.conf(5) man R—/,

o authby ZHDFMIE. 6.2.Libreswan DFRELAE #BRL T EI W,

6.8. FIPS ##MD IPSECVPN OF 704 XV K

CDFIEAFEAL T, Libreswan ICED < FIPS ##D IPsecVPN Y Y 2 —Y 3 v aF7O4 LET,
RDFEIETIE, FIPS E— KD Libreswan TERAATREARBSIET7ILIT) XL EENICHR > TVWBES{E
TZILT) A L%=HBHNTEHIEETEET,

([} =355
e AppStream Y RY M) —HABRITHR>TWS,
¥

1. libreswan Xy 5 — A5 A4 VA N—=ILLZET,

I # yum install libreswan
2. Libreswan 284 YA M—ILT 2B EIF. HVWNSS T—IR—XZHIFRL X T,

# systemctl stop ipsec
# rm /etc/ipsec.d/*db

3. ipsec T —EREZFBLTEMICL. YATLDERERFICH—EREZBEMICBEIBTES LD
IKLEY,

I # systemctl enable ipsec --now

4. 774 T 94—V T, ipsec t—ERXZEML T, IKEZFO NI, ESPFOMIIL, BLV
AH 7’0 h )LD 500/UDP R— M & LU 4500/UDP R— M &FFAI 5 L D ICRELE T,

# firewall-cmd --add-service="ipsec"
# firewall-cmd --runtime-to-permanent
5, VAT L%ZEFIPSE—RICYIUEBAET,
I # fips-mode-setup --enable

6. VATLEBRELT. h—RILEFIPSE—RICPYYEZZET,

I # reboot

1. Libreswan B’ FIPS E— R TEITLTWB I &R T DICIE. DAYV REEFTLET,

# ipsec whack --fipsstatus
000 FIPS mode enabled

R
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2. ¥7ld, systemd v —F )L Tipsec1 =y hDIV M) —ZHRELZET,
$ journalctl -u ipsec

Jan 22 11:26:50 localhost.localdomain pluto[3076]: FIPS Product: YES
Jan 22 11:26:50 localhost.localdomain pluto[3076]: FIPS Kernel: YES
Jan 22 11:26:50 localhost.localdomain pluto[3076]: FIPS Mode: YES

3. FIPSTE— RCHEATEAT7I T A LERRT ZICIE, ROAT Y REERITLET,

# ipsec pluto --selftest 2>&1 | head -11

FIPS Product: YES

FIPS Kernel: YES

FIPS Mode: YES

NSS DB directory: sql:/etc/ipsec.d

Initializing NSS

Opening NSS database "sql:/etc/ipsec.d" read-only
NSS initialized

NSS crypto library initialized

FIPS HMAC integrity support [enabled]

FIPS mode enabled for pluto daemon

NSS library is running in FIPS mode

FIPS HMAC integrity verification self-test passed

4. FIPSE— FTEMEINATIL TV X LEZ VT —F3ICE, ROOATY RERTLET,

# ipsec pluto --selftest 2>&1 | grep disabled

Encryption algorithm CAMELLIA_CTR disabled; not FIPS compliant
Encryption algorithm CAMELLIA_CBC disabled; not FIPS compliant
Encryption algorithm SERPENT_CBC disabled; not FIPS compliant
Encryption algorithm TWOFISH_CBC disabled; not FIPS compliant
Encryption algorithm TWOFISH_SSH disabled; not FIPS compliant
Encryption algorithm NULL disabled; not FIPS compliant

Encryption algorithm CHACHA20_POLY1305 disabled; not FIPS compliant
Hash algorithm MD5 disabled; not FIPS compliant

PRF algorithm HMAC_MDS5 disabled; not FIPS compliant

PRF algorithm AES_XCBC disabled; not FIPS compliant

Integrity algorithm HMAC_MD5_96 disabled; not FIPS compliant

Integrity algorithm HMAC_SHA2_256_TRUNCBUG disabled; not FIPS compliant
Integrity algorithm AES_XCBC_96 disabled; not FIPS compliant

DH algorithm MODP1024 disabled; not FIPS compliant

DH algorithm MODP1536 disabled; not FIPS compliant

DH algorithm DH31 disabled; not FIPS compliant

5 FIPSE—RTHAINTUWBIANTOTZNITY ALEBSD) XA MERFY BICIE, ROIAY
YRERTLET,

# ipsec pluto --selftest 2>&1 | grep ESP | grep FIPS | sed "s/A.*FIPS//"
{256,192,*128} aes_ccm, aes_ccm_c

{256,192,*128} aes_ccm_b

{256,192,*128} aes_ccm_a

[*192] 3des

{256,192,*128} aes_gcm, aes_gcm_c

{256,192,*128} aes_gcm_b

{256,192,*128} aes_gcm_a
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{256,192,*128} aesctr

{256,192,*128} aes

{256,192,*128} aes_gmac

sha, shal, shal_96, hmac_shal

sha512, sha2 512, sha2 512 256, hmac _sha2 512
sha384, sha2 384, sha2 384 192, hmac _sha2 384
sha2, sha256, sha2 256, sha2 256 128, hmac_sha2 256
aes_cmac

null

null, dh0

dh14

dh15

dh16

dh17

dh18

ecp_256, ecp256

ecp_384, ecp384

ecp_b21, ecp521

BIER R

® Using system-wide cryptographic policies.

6.9. /27— RICL B IPSECNSS F—49 R— X DIFE&E

T 74V M Tl IPsec —E R I&, FIEESFFICED/NR T — K% EA L T Network Security
Services (NSS) T— 9 R—ZR &AM L E T, AT —RREEBMNTSICIE. UTOFIEEERTLE
_a—o

pa

LBID RHEL6.6 ) ) —RXTld, NSSEESILS 1 75 ) —H FIPS140-2 Level 2 {ZH#T

REINTWSLD, FIPS140-2 BEH%E7 /N2 7 — KT IPsecNSS T—H R— %
RETIVENHY £ L7, RHEL 8 TldE. T DIHRME®D NIST 52 NSS M Z DIRIED L

RNRIVTICRBEINTHY, TORT—YATIET—IR=ZADNIRRT— NREIVLED

YEHA,

AR

o Jetclipsec.d/ T4 LU M) —ICNSST—9R—R T 7ML EENET,

FIR

1. Libreswan W NSS T —49 R—2AMD/XRA 77— R{REEEMICLF T,

# certutil -N -d sql:/etc/ipsec.d

Enter Password or Pin for "NSS Certificate DB":

Enter a password which will be used to encrypt your keys.
The password should be at least 8 characters long,

and should contain at least one non-alphabetic character.

Enter new password:
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2. BIDFIETHRE L /N7 — R%&BINL 7/ /etc/ipsec.d/nsspassword 7 7 1 L EERR L £ 7,
UFIChzERLET,

# cat /etc/ipsec.d/nsspassword
NSS Certificate DB:MyStrongPasswordHere

nsspassword 7 7 1 JUIELA T OBX ZFEATE I EICFRLTLEI W,

token_1_name:the_password
token_2_name:the_password

FI7F#INRMDNSSY 7 b7 h—2% Id NSS Certificate DB T3, Y AT LD FIPS E—K
TEITLBEIX. =27 > DE&a1H NSS FIPS 140-2 Certificate DB (C7:Y) £ 4,

3. BIRLAYFYAICISE LT, nsspassword 7 7 1 LD5E T14IC ipsec Y —ER &N F /1
BEILXT,

I # systemctl restart ipsec

1L NSST—HR—RICETRHRWAIRT—REZEMLRIC, ipsec Y —ERDNETHTHZ I &
EHERLET,

# systemctl status ipsec

e ipsec.service - Internet Key Exchange (IKE) Protocol Daemon for IPsec
Loaded: loaded (/usr/lib/systemd/system/ipsec.service; enabled; vendor preset: disable>
Active: active (running)...

2. REICLT, DRI ZRI T M) =D Journal AT ICEFNTWVWE I &AL X
-a—o

# journalctl -u ipsec
pluto[6214]: Initializing NSS using read-write database "sql:/etc/ipsec.d"
pluto[6214]: NSS Password from file "/etc/ipsec.d/nsspassword” for token "NSS Certificate

DB" with length 20 passed to NSS
pluto[6214]: NSS crypto library initialized

B EfE R
e certutil(1) man R—,

® Government Standards 7 LW ¥R—=XA7—F 1 )L

6.10.TCP 2{EHd %5 &£ 5 IZ IPSEC VPN A% F
Libreswan I, RFC 8229 TEEAINTWB L DI, IKENRXRT Y hB LW IPsec /Ny NDTCP A7+

JMEICHISELE T, COHEEICELY., UDPBATIS 74 v IDEREINALWNL D IC, IPsec VPN %
XY MT7—=JICHEIIL, EFXa2) T4 —DRAO— K (ESP) 8t TEXE 9, 74—y I FkIEA
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AYVDVPN RSYRR—MN7OMINELTTCPEFHTELIICVPN Y —N—BLV® IS4 7V
NEBRETEXZET, TCPHTEIMEICIENR 74— VYRR RNDPKELC RSB0, UDPAYF U AT
KERICTOY 2 INTWBRIBESICRY., TCPAEA VPN 7ORJLE LTHEARALTLEI L,

AR

o UE—RFT7VHEAVPNHEREINTWS,
Fa
1. config setup 27 > 3 > @ /etc/ipsec.conf 7 7 1 JLICLAFDA T a v EEBMLET,
I listen-tcp=yes

2. UDP CRUDHAITICKBMLEBEICTCP A7EIMMbAE 74— N\w oA T av & LTHER
T2ICIE 9547 NOBEHEERICULTO 2204 7Y avaEmMLEY,

enable-tcp=fallback
tcp-remoteport=4500

Tk, UDP &2 KEMICTOY I LTW3IGEIE. 7547 NOERRETUTOA T 3
vEFERLEY,

enable-tcp=yes
tcp-remoteport=4500

BIER R

® |ETF RFC 8229: IKE & & U IPsec Packets M TCP Encapsulation o

6.1.IPSEC ¥ E5RILT 27D, ESP/N—RKDO 74 70— ROBE
M E(FRZRE

Encapsulating Security Payload (ESP) #/\— KD = 74 70— K3 % &, Ethernet T IPsec ## A0

ELEYT, 772 MTIE, Libreswan &, N— ROz 7HRZDEEICHIEL TWENE DI DM ERET
5728, ESPN—=ROz7DA 70— REAICLF T, EEIEPICH>TWSD, BERMICEDIC
BRoTW3GEIE. BERHBICET I ENTEET,

Gl s
o XY KNIT—UH—KIE, ESPN—KRO 74 70—FICHBLET,
e XY KNT—URSAN—E, ESPN—ROzT7OA70—-RIC/HIELET,

® |Psec EEMNHREIN, BET B,

FIR

L ESPN—ROz7A70—-RYR—-—NOEBBREEZMEAT 28K /etc/ipsecd/ 71 L 7
) —IC#H % Libreswan 58 E7 71 )L ziREL F 7,

2. ERDERET nic-offload /3T X —9 —DREINTVWARW EAEELE T,
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3. nic-offload ZHIfR L /=355 (%, ipsec ZHEHL X7,

I # systemctl restart ipsec

REE

XY NT—=OA—RHBESPN—RIzT7F 70— RYR—MI/BELTWBHEIF. ULTOFIRIC
> THRZRIEL Y,

1. IPsec BEmAFERT 24— Ry hF/31 2D tx_ipsec B L U rx_ipsec ho V¥ —%FKRL
i’a—o

# ethtool -S enp1s0 | egrep "_ipsec"
tx_ipsec: 10
rx_ipsec: 10

2. IPsec hYRIVENLTRNZ T4 v I %EFLET, LEXIE VE—MIP7RLZRICping L
i’a—o

I # ping -c 5 remote_ip_address
3. A—HYxYy bT/NNARD tx_ipsec 5L U rx_ipsec h7 V¥ —%EBERRLET,

# ethtool -S enp1s0 | egrep "_ipsec"
tx_ipsec: 15
rx_ipsec: 15

AV —DEMEADE, ESPN—ROzT7F 70— RDEELE T,

BIER R

® |Psec Z#ffF L7 VPN DERE

6.12. IPSEC #E# A IEL T 2 7/DICRY T4 VT TOESP/N— RO 74
70— RKRDEBTE

Encapsulating Security Payload (ESP) Z/N\— ROz 7ICA 70— KR35 &, IPsec EmMNIEL £,
TTANFA—N—DEATRY NT—I RV T4 VI %EFERT25%BE. ESPN—RKOzT7F 70— R%
BRETHIEHEFIEIE. BEOSN—HU—Fy bTNA REFERATI2EHEFIBEIFERY ET, &X
. 2DV FVATE RyT4 VI THI7O—RYR—FZBMICL, A—FKIVEBRY T4 TD
R—MIREZBEALET,

AR

o RUTAVIDITRTDRY NT—UH—KH, ESPN—KRDz74A70—K&2HR—-KMLT
W3,

¢ XYKRNT—URFAN=D, RYRKFNRARATESPN—R7z74A70—-RIZ/HELTWS,
RHEL Tld. ixgbe RS A N—DHMNZ DHEEE Y R— M LZE T,

o RUTAVINREINTHYEIET 2,
e RVT 4T active-backup E— RZFEALTWS, RVT 4 VT RIA4/N\—F T OHEEE
DOMDE—FEFHR—KFLTWEHEA,
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IPsec #fmAREIN., ENMET B,

CRYNT—=ORYTFA VI TESPN—RO 274 70—-—ROYR—MEEMILET,

I # nmcli connection modify bond0 ethtool.feature-esp-hw-offload on

ZDAT Y RIZEY, bond0 #EHETDESP/N—RKI 74 70— ROYR—MDEHICRY F
ER

. bond0 EmEBET7 VT4 JICLET,

I # nmcli connection up bond0

. ESPN—=ROz7A 70— RICERTANIEROD letc/lipsecd/ 71 LV M) —IZH B

Libreswan 2 7 7 1 L %= #®% L. nic-offload=yes 27— M X > N EEHKET Y M) —ITEMNL
7,

conn example

nic-offload=yes

. ipsec—EXRZ=HBEEIL X7,

I # systemctl restart ipsec

CIRYTAVITDT T A TRER— M ERRLET,

# grep "Currently Active Slave" /proc/net/bonding/bond0
Currently Active Slave: enp1s0

. TUOT14TRIR—bMDtx_ipsec o v d—HL U rx_ipsec ho vy —5aKRLET,

# ethtool -S enp1s0 | egrep "_ipsec”
tx_ipsec: 10
rx_ipsec: 10

. IPsec hYRIVENLTINS 74 v 0 EZXEFELEFT, LEXE YE—KNIP7RLZRITping L

i’a—o

I # ping -c 5 remote_ip_address

TOT4TIRR— MDD tx_ipsec AV VY —BL U rx_ipsec AV VY —EBERRLET,

# ethtool -S enp1s0 | egrep "_ipsec”
tx_ipsec: 15
rx_ipsec: 15

AV —DEMEADE, ESPN—ROzT7F 70— RDEELE T,
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BaEE IR
o Ry NI—VRVTAVITDRE

® |Psec Z#{EH L7~ VPN DERE
6.13. VAT LB DEEELR) V—A AT N7 N5 IPSEC EHEDERTE

ERATOY 2T LALEOBESIERY) >—DF—1R—514 K

RHEL DY AT LALEDEESIERY) > —Tld. %default &I 2455 EHEIMERINE T, 2O
BEmICIE, ikev2A T av, espATVav. 8LV iked T avoT I+ MEDNEEFNET,
L, BRRETI 7AMIICEROA T avaEiEETDE, 774 MNMEALEEXTEET,

& A ROFBETIE. AES & LU SHA-1 F71& SHA-2 T IKEVI #{#FH L. AES-GCM ZF7=lE
AES-CBC T IPsec (ESP) 2 £ ¢ 2 &M H AIRET T,

conn MyExample

ikev2=never
ike=aes-sha2,aes-shal;modp2048
esp=aes_gcm,aes-sha2,aes-shal

AES-GCM & IPsec (ESP) & & O IKEV2 TRIFATX 94, IKEVI CHFATEE A,

LEHEHITOY AT LALEKDEES{ERY) > —DEShL

TRTD IPsec ROV AT LALKDESILRY > —%FWNITT B ITIE. /etc/ipsec.conf 7 7 1 L TR
DITEAAVINTIMLET,

I include /etc/crypto-policies/back-ends/libreswan.config

RIS, BEFRERET 71 J)IC ikev2=never 7> a Vv AEEIM L TL 230,

BIER R

® Using system-wide cryptographic policies.

6.14.IPSECVPNEED NS TNV a—FT4 V4

IPsec VPN R EICEHET 2MEIEEIC, — AW ARERIARECTRET SIS A>TVWET, &
D& REEIRELALZEIX. ABEORANUTOYF)ADOWTFIANMIFZYE T E2IEHELT, Xt
BeaY)a—<avaERALEY,

BEANLGEGEONS TV a—Fa VT

VPN EGEEORENE < &, BEEENTEYRBREA TV avERELTIVRRSI Y M EREL
EHLWTTOM AV MNTRELET, T, BEREDRWMENFAICREINLIGEIC, BELTWL
TR EDNRZAIMENMZIET 28U HY ET, BEEENRELZZBELLBERE., TDLIBHERIC
BRBEZEDNPDHYET, F/o. BEEIKESLTILTY ALRE, BEDA T avICBRET 74K
BEAEFALT, 727—L0xT7FRERNvT—JDBHAEA VA M =L LIBERETT,

IPsec VPN N FEILINTWB I EAMHERT BT, JROATYV KEETLEY,
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# ipsec trafficstatus
006 #8: "vpn.example.com"[1] 192.0.2.1, type=ESP, add_time=1595296930, inBytes=5999,
outBytes=3231, id="@vpn.example.com’, lease=100.64.13.5/32

HANZDIZEP, TV M) —TERENRFIINLVEELE, PYRILAMREBLIT,
ERICEEN DD BT DICE. UTZ2RTLEY,

1. vpn.example.com iz € 5 —EFHARAHA X T,

# ipsec auto --add vpn.example.com
002 added connection description "vpn.example.com”

2. RIC, VPN #EEZ=RIBLE T,

I # ipsec auto --up vpn.example.com

727479 4+—)LBEEDORE

RH—MIARBEIE. IPSec TY RRA Y bD1D, FLEIVRRA Y MNEIKHZIL—Y—IIH D
7 74 79 #—JLT Internet Key Exchange (IKE) /84w hHA ROy FINZEWVWI AL BEFLNET,

o KEV2 DIFHEICIE. UTDOBIDL S BHEAE, 7747 04— ILICEEDHB I EZRLTW
i’a—o

# ipsec auto --up vpn.example.com

181 "vpn.example.com"[1] 192.0.2.2 #15: initiating IKEv2 IKE SA

181 "vpn.example.com"[1] 192.0.2.2 #15: STATE_PARENT_I1: sent v2I1, expected v2R1
010 "vpn.example.com"[1] 192.0.2.2 #15: STATE_PARENT _I1: retransmission; will wait 0.5
seconds for response

010 "vpn.example.com"[1] 192.0.2.2 #15: STATE_PARENT_I1: retransmission; will wait 1
seconds for response

010 "vpn.example.com"[1] 192.0.2.2 #15: STATE_PARENT_I1: retransmission; will wait 2
seconds for

o |KEVIDBAIK., BN Y ROBAIIUTOLS ICHY FT,

# ipsec auto --up vpn.example.com

002 "vpn.example.com" #9: initiating Main Mode

102 "vpn.example.com" #9: STATE_MAIN_I1: sent MI1, expecting MR1

010 "vpn.example.com" #9: STATE_MAIN_I1: retransmission; will wait 0.5 seconds for
response

010 "vpn.example.com" #9: STATE_MAIN_I1: retransmission; will wait 1 seconds for
response

010 "vpn.example.com" #9: STATE_MAIN_I1: retransmission; will wait 2 seconds for
response

IPsec DEREICFEAINDS IKE 7O M JILIFESEINTWS D, tepdump Y —I)LAFEALT, v
TINoa—FT4VJTERH Ty NE—EDAH T, 77477 4—ILBIKE /X7y MFE7IE IPsec
Ny M ROy F7LTWEHEIE. tecpdump 2 —7 14 )71 —%2FRALTREEZR D35 EHNT

XEY, 72720, tcpdump (F IPsec VPN ##GICEAT 2 OEEZZIICTE EH A,
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o ethO 1 V¥ —J7 M ATVPNBLUVEFIET—YIRTORIVI—2 a3V ERGT 5IC
I, ROOATY REETLET,

I # tcpdump -i ethO -n -n esp or udp port 500 or udp port 4500 or tcp port 4500

ZILIY XA, FAMIN, BLIUTRY O—DB—BLAEWGE

VPN ##TIE, TV RRA Y MAIKE 7T XA, IPsec 7ILT) XhL, BLCIP 7 KL REHEIC
—BII2RBAHYIT, F—BORELALBSICIIERIIRBLIT, UTOHFEOVWThH ZHEA
LTAR—BERELLBEIEX, ZIITVXAL, ORI, FLERY D —ZRELTEBELZT,

o JE—MNIYVRNRAYMDIKE/IPsec ZEITLTWRWEEIF., TD/NT Y M&ERT ICMP /N
Ty RDPRRIINET, UTICHIZRLET,

# ipsec auto --up vpn.example.com
000 "vpn.example.com"[1] 192.0.2.2 #16: ERROR: asynchronous network error report on

wlp2s0 (192.0.2.2:500), complainant 198.51.100.1: Connection refused [errno 111, origin
ICMP type 3 code 3 (not authenticated)]

o IKE7)LTY) X Lh—F LRV
# ipsec auto --up vpn.example.com
003 "vpn.example.com"[1] 193.110.157.148 #3: dropping unexpected IKE_SA_INIT message

containing NO_PROPOSAL_CHOSEN nqtification; message payloads: N; missing payloads:
SAKE,Ni

® |Psec 7O XLH—EL AW
# ipsec auto --up vpn.example.com
182 "vpn.example.com"[1] 193.110.157.148 #5: STATE_PARENT_I2: sent v2I2, expected
v2R2 {auth=IKEv2 cipher=AES_GCM_16_256 integ=n/a pri=HMAC_SHA2_256
group=MODP2048}

002 "vpn.example.com"[1] 193.110.157.148 #6: IKE_AUTH response contained the error
notification NO_PROPOSAL_CHOSEN

Fro KEN=YarypP—HLanwE, VE—RIVRRSAY IDIGELRLORETY) /IR
he ROy 7o2aEMIrHYE L, Thid, IRTOKERTYy b Ay TE2T7 74
7’7 j-_)l/tlg_l DT\‘TO
o |KEV2 (Traffic Selectors-TS) M IP 7 K L R&EEA—H L 72 L3l
# ipsec auto --up vpn.example.com
1v2 "vpn.example.com" #1: STATE_PARENT_I2: sent v212, expected v2R2 {auth=IKEv2
cipher=AES_GCM_16_256 integ=n/a prf=HMAC_SHA2_512 group=MODP2048}

002 "vpn.example.com" #2: IKE_AUTH response contained the error notification
TS_UNACCEPTABLE

o [KEVIDIP 7 KL REEFT—ZL ULl

I # ipsec auto --up vpn.example.com
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031 "vpn.example.com" #2: STATE_QUICK_I1: 60 second timeout exceeded after 0
retransmits. No acceptable response to our first Quick Mode message: perhaps peer likes
no proposal

e |KEv]1 T PreSharedKeys (PSK) 29 2% AICIF. E5L5TERAL PSKICEREI AT
i IKE Xy =Y 2BFDHEARAADTERLLRY T,

# ipsec auto --up vpn.example.com

003 "vpn.example.com" #1: received Hash Payload does not match computed value
223 "vpn.example.com" #1: sending notification INVALID_HASH_INFORMATION to
192.0.2.23:500

e |KEv2 Tl&. mismatched-PSK T 5 —ARET AUTHENTICATION_FAILED X v £—IAKRR
INFEY,

# ipsec auto --up vpn.example.com

002 "vpn.example.com" #1: IKE SA authentication request rejected by peer:
AUTHENTICATION_FAILED

mRAEEHEAN (MTU)

T7AT 94— IDIKE £/IE IPSec /Xy & T7OY VT BLUHAT, Xy hT—VDOBBORERRE L
T, BSENTy bORTy A XZDBIMARE MWW TY, xY bT—IN—RUz7ld KRKE
PEEAL(MTU) 282 %/87y h & 1500 /31 b EDH A XZICHAIELE T, 2L DFE. BFEIh
ey MEkbh, Xy NOB7E2Y7ILICKBLEYT, chiZkY, hEWH A XTIy M
AT % ping TR MEFICIEHEEL., MDD RS T 14 v IV TIEKRKRT B2 E, MM ARBEIRELFE
To COELIRIFEIT, SSHEY I VAL TEZEIN, VE—FERZ NI Is-al/usr' AX ¥ KIC
AALEBERE, §CIKY—IFIUHT7Y—XLET,

COBBEALET ZICIE. FYRIVEBRE 7 74 /LI mtu=1400 DA 7 3 v AEBIML T, MTUH A X
ERNLET,

FlE, TCPEMDIZEIE. MSSIEZZEET 5 iptables L—ILZBHMICL X T,
I # iptables -1 FORWARD -p tcp --tcp-flags SYN,RST SYN -j TCPMSS --clamp-mss-to-pmtu

BEYVFVATLEREOOAT Y R=FA L THREI M ERINRWGEIE, set-mss NS XA —4 —TEEYTA
AEEELET,

I # iptables -1 FORWARD -p tcp --tcp-flags SYN,RST SYN -j TCPMSS --set-mss 1380

v 97— 7 KL RZEH (NAT)

IPsec KRR MDNATIL—9 —& LTERKBET D&, BoTNAT Yy MIBYYEYITINDABENEDH Y
FY. UTOREHEZDEBICOVWTRLTWET,

conn myvpn
left=172.16.0.1
leftsubnet=10.0.2.0/24
right=172.16.0.2
rightsubnet=192.168.0.0/16
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7 RLZAH17216.01 DY R T LITIENAT L= 1D2HY ET,
I iptables -t nat -1 POSTROUTING -o ethO -j MASQUERADE

7 RLZAHN10.0233 DY AT LDy K% 192168.0.1 ICEET 2EAIC. IL—4 —IF IPsec BE=1b
HZHEATBRIICY — A% 10.0.233 15 17216.01 ICE# L F T,

RIS, V—RT RLZAH10.0.233 D/N4 v MM conn myvpn s8EE—H LA R B DT, IPsec Tl
DTy RABEEINEEA,

CORBEAERRTBICIE. W—9—DF—4 v NIPsecH Ty NEED NAT 2B 4H4 T2 —ILA&E
ALFT, UFICHIERLET,
I iptables -t nat -| POSTROUTING -s 10.0.2.0/24 -d 192.168.0.0/16 -j RETURN

H—FIV IPsec YT AT LDINYT

EZE, NIDRETIKE 2 —H—ZEE & IPsec A—FRILOREANVRRINDIHZEMRE, A—FIL
IPsec ¥ 7Y AT AICRIENRET DHREUENHY T, TDL D BRREAENQRWHIZFERT 2ITIE. KL
TZRTLET,

$ cat /proc/net/xfrm_stat
XfrmInError 0
XfrmInBufferError 0

FEEoav Yy FOREATEOLUADERRRTINDG E, MEI HZZEEZRLTVWET, ZORBIELHE
ELEHBEIE. FILWHR—Fr—2 %KL, 12510OYY NKOEDERRT 2 IKEO T %=RAFL
TLEIW,

Libreswan ® O %

T 7 # )L N Tl&, Libreswan E syslog 7O ML AFERALTOJVICEESH L £, journalctl A¥ > K&
AL T, IPsec ICEAETZO07IT YN —%2BREBETEEY, O/ ORI STV M) —I& pluto IKE
FT—EVICLYREEINEDH, UTDLIIL. F—T7—Kpluto #ERFELZE T,

I $ journalctl -b | grep pluto
ipsec Y —EZXDZA4 7OV %ZKRRTBICIE, ROATY REETLET,
I $ journalctl -f -u ipsec

OF Y J7DFT 74 MLRIVTHREBEIR L RWEEIE. /etc/ipsec.conf 7 7 1 )LD config
setup 7 > 3 VIC plutodebug=all + 7> 3 VA EBML TNy /OJ5=BMLET,

TNy 7AF¥F U TIFELOIY M) —%4%K L. journald H—E X F 714 syslogd H—EZXL— D
wWFnnsn syslog X v t—JEHIRT 2SI H D EITEFRELTLKEIVN, BRAAOJVERET

I, OF 757740 US 1L 2 NLE T, letc/ipsec.conf %#FEE L. config setup 7
< 3 v IC logfile=/var/log/pluto.log ZEML £ 7,

BIER R

o NVJV 774 EFERALABEDN S TNV a2a—FT14 VY
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5563 IPSEC %= {#MH L 7= VPN D%

tcpdump(8) & & U ipsec.conf(5) D man R—

firewalld DERAH L VEEE

6.15. B E B

ipsec(8). ipsec.conf(5). ipsec.secrets(5). ipsec_auto(8). & & U ipsec_rsasigkey(8) D
man R—

/usr/share/doc/libreswan-version/ 7«4 L 7 k1) —
Ty TRAN)=LT7OY T MDD Web 1 b

The Libreswan 7O Y =7 b ®D Wiki

All Libreswan D3 N T®O man R—

NIST Special Publication 800-77: Guide to IPsec VPNs
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B7Z RHEL Y A5 AO0—I)L%{FEHE L7 IPSEC IC & % VPN #EifiD
=L

ax AE

vpn Y A7 LO—)L%EAT % &, Red Hat Ansible Automation Platform % L T RHEL & 27 A
TVPNEREZRETEET, ChAaFERALT. RAME, Ry =28, VPNUYE— 7O LR
H—N— BLUOAY V1B EEELY N7y TEET,

AR NEEROBE., O—ILIE, BBIGLCTXF—ZEMTE2RE. TIAIMDNRZTA—5—%FH
L T. vpn_connections ') A NHDHKRRA MDERFTEICVPN MY RIVEFRELET, Fkid, VR
FENTVWERITRTORRAMNEIICARFAIZRATAVIA YV ARELFERTDEIICERET DI EE
TEXY, 2DO—JLIE. hosts DFICHBHRRAMDRZBIH Ansible 1 YRV N —THEHAINTWS
RAMDERIERALTHY., ThODABEFERAL TR Y RIVERETEZ I L2FIRELTVET,

R

vpn RHEL ¥ 27 A0—)bik, IREVPN 7ONA F—& LT, IPsec RETH 2
Libreswan @& % HR—bMLTWE T,

71 VveNRHEL > 25 L0—)L%{FEH L TIPSEC IC& 57" A ME VPN % {E
Y
vpn Y A7 ALAO0—)LZFEALT, ¥ hO—JL/ — KT Ansible Playbook Z%{T9 5 Z &L Y, KR

NEEHAERETEET, TNICLY, A URVYN) =T 7MY RAMNINTVWEITRTOEENSR
J—RHAREINZET,

AR
o HHEl/ —REEE/ —FZERBLTWVWD

o TIEWR/— KT Playbook R{TTEd1—H¥—¢&Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/)— RKADOEMICHERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,

- name: Host to host VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- hosts:
managed-node-01.example.com:
managed-node-02.example.com:

vpn_manage_firewall: true
vpn_manage_selinux: true

Z @ Playbook t&. Y AT LO—LICEL>TEBBERINF—%ZFALLEIHEF i %

£ L T. % managed-node-01.example.com-to-managed-node-02.example.com % 5% &
L £9., vpn_manage_firewall & vpn_manage_selinux (35 & % true ICEREINTWS -
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S87% RHEL ¥ 27 AO0— L&A L7 IPSEC IC & % VPN B DK E

&. vpn O—)Lid firewall O—JL & selinux O—JLAER LT, vpn O—ILAMERT 2 R— K
EEBLEFT,

BEWREZAMNS, A YRV KMN) =T 74)LIZY A MINTOVWRWAEER R MADER %%
EYd BTl KRR D vpn_connections ) A MTRDEV 3 v EEBMLET,

vpn_connections:
- hosts:
managed-node-01.example.com:
<external_node>:
hostname: <IP_address_or_hosthame>

ZhiZ& Y, BINDOES managed-node-01.example.com-to-<external_node> 7' 1 DE&E X
nxd,

P
, ERIEERR/ — RTOAREIN, B/ — FTRERBREIhI A,

2. MEILH LT, vpn_connections ADEME Y ay @y bO—LTL—VoT—49 L —
VIRE)EFERALT. BEENR/ — NICEBO VPN EREZBETE £,

- name: Multiple VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 192.0.2.0 # IP for the control plane
managed-node-02.example.com:
hostname: 192.0.2.1
- name: data_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 10.0.0.1 # IP for the data plane
managed-node-02.example.com:
hostname: 10.0.0.2

3. Playbook D#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEULERENSRETZEDTIEAN
CEIEFRLTLEIWY,

4. Playbook #Z21T L %7,

I $ ansible-playbook ~/playbook.ymi

&
qEI-I.l
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. YX—Y R/ —RT, EEAERICO—RINTVWBR I EZMHERELET,
I # ipsec status | grep <connection_name>

<connection_name>%., Z M./ — KM 5 DEHRDEH (/= & 21X, managed_node1l-to-
managed_node2) ICE XX £7,
p=

FI7AINTIE, O—=ILiE, BV RATLOBRNSERT ZERIEICHIYP
TUWEEIZER L E T, & x2I1EX. managed_nodel & managed_node2 & M
BOERZIERT % & X, managed_nodel LD Z DEHFEDHLHY P TWVE

-

BIld managed_node1-to-managed_node2 T3¢ 4. managed_node2 Tl&., &
DEFHDEHIIE managed_node2-to-managed_nodel & 7Y £ 9,

2. XRX—YR/—RT, ERAEBICHIRINZEZHALIT,
I # ipsec trafficstatus | grep <connection_name>

3. ATV av i ERAEEICO-RINAWGEIE. ROAY Y RE AN L TFEHTEREEML
F9, ChICLY., EROEILICKRLAERZRT., LYEKHNALBRISIREINE T,

I # ipsec auto --add <connection_name>

pa 3]

BEHROO—RBLUBBOTOCRATRET ZAREMEOH DTS —

(&, /var/log/pluto.log 7 7 1 ILICREINE T, ThoHDOJIEEMTAEEL L
eh, KbYICERKEZFETEMLT, REENDLOTXA v E—VZEELT
IV,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.vpn/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/vpn/ 74 L 2 b —

72.vPNRHEL > A5 L0—)LAFBRA LTIPSECICE DA RFa1=2RAT1 v
g Xwva VPN EHREIERT
vpn Y A7 LO0—)LEFEALT. 3> bO—JL/ — R T Ansible Playbook #3179 2 Z &Il &Y. FREE

ICEIBAZAEHR T A2 A RFARTAYvIA Y aVPNEHRAERETEET, JhICLY, 1Ry
R)—=T7A4NIC)RAMNINTVWETRTOEERNR/ — KPR EINET,

AR
o HEl/ —REEE/ —FZERBLTWD

o TIEWR/— KT Playbook #R{TTER1—H¥—¢&Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/— RKRADOEMICHERTEZT7HIY M, TD/—RIINT 2 sudo HERENH 5,
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B7E RHEL > A7 AO0—JL &AL IPSEC IC& % VPN EHEODRE

e Jetc/ipsecd/ T4 LU M) —DIPsec xy hT—0tFa1 ) T4 —H—EIXA(NSS)BESZ1 7T
=S, REQIRESENEITN TV,

¥R
1. ROWB%EEL Playbook 7 7 1 JU (fll: ~/playbook.yml) % {EE% L % ¢,

- name: Mesh VPN
hosts: managed-node-01.example.com, managed-node-02.example.com, managed-node-
03.example.com
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default
- policy: private-or-clear
cidr: 198.51.100.0/24
- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32
vpn_manage_firewall: true
vpn_manage_selinux: true

EEBAZEIC &L B EREEIE. Playbook T auth_method: cert /X5 XA —4 —%EF&HIT D &L > T
EINET, T7A4IKTIE, /—FENERAZTO=v IV x—LELTHERAINET, ZOH
T, managed-node-01.example.com TY, 4 X2 h!)—T cert_name BMZ{FEMHL

T, IFIERAPELREERTETET,

ZDBIDFIFETIL. Ansible Playbook DEITTTD Y AT LATHZ IV hO—)L/ — KD, @A
DEERR / — K& E L Classless Inter-Domain Routing (CIDR) &5 (192.0.2.0/24) = HH
L. IP7RKLR192027 #Hb%£d, LA >T, avhaO—JL/—RKiE CIDR
192.0.2.0/24 BICEEBMICERINE T4 R— MR O—TEHELET,

BEROSSH#EHGOEBEREBSCAZOIC, O hO—IL/ — ROBREERRY =R >—DY
ZAMIEFATVWET, RUP—YRXMIF, CODRDBTI7AILMNEFLWIEBEH D EITHFE
BLTLEIW, Thid, ZDPlaybook BT 7 A KR P —DIL—IL% EEX L T,
private-or-clear Tl37%:< private ICT 57T,

vpn_manage_firewall & vpn_manage_selinux (&5 & 6 true ICEREINTWS 7. vpn
A—Jbid firewall O—JL & selinux O—JL%ERA LT, vpn O—ILAMERT2R— M EEEL
x7,

2. Playbook O#XAMEEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #%21T L9,
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I $ ansible-playbook ~/playbook.ymi

BIER R

e /usr/share/ansible/roles/rhel-system-roles.vpn/README.md 7 7 1 JU

e /usr/share/doc/rhel-system-roles/vpn/ 74 L 7 ) —
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E8E MACSEC #fHI LRI LME XY F7—JADLAVY—2 5714 v I DEESIE

HB8E MACSEC #{#H LB UCYWERYy NT—7HDL A1 v —2
NS74vDESIE

MACsec AL T, 2207 /1 AEDBEEZ (RA VMY —RAV I T)EFa )71 —RETZE

T LEZIE, TI2UFFTAZADXMOAA =Ry MERENLTEY N IILA T 14 RICEHGEINT

WBIBE, 71 RAA5ERTE2DODFRANTMACsec #8EL T, X2 )5 —%R{bTEZE

_a—o

Media Access Control Security (MACsec) I&, 1 —H—%x Yy NY VI TERDZ NS T4 v 0894 T%R
9L VY—270b3)TY, THICRUATAEENZET,

e DHCP (Dynamic Host Configuration Protocol)

e 7RLZRFATOMNII (ARP)

o AVH—Ry NTOMIND/IN—=Y 3> 4/6(IPv4/ IPV6)

o TCPYUDPREDIPREADINS 71wV
MACsec &7 7 # )L N T, LANKHOITARTD KR T7 1 v % GCM-AES-128 7ILO) AL THESIES
LU L. ZRIHEF—Z2FALTSMERR MNEDOEKZWILF T, HBRIORZEET 555
&, MACsec 2T 2Ry NT—VHADITRTDRANTNMBEEZETHT2HLELNHY T,
MACsec #fld, FELTA—HY Ry bxy hT—0H— K, VLAN, MY RILTNA RBREDA —
2y RTNAREFRALET, BEELLAEROAEZFERAL THORZ NEBETZLDIC. MACsec
TINARATDHIPHRELIBET DM BTN RICIPRELIBET DI EETEET., REDIFA.
BTNAR5FAL T BEEINTOLWARAVEREESIEINZERAD MACsec 7/31 A TED KRR
NEBETEET,
MACsec ICIZHFRIRN—RI 2 7 IIBEHY FHA, &AW RAMNERAYFOEDNS T4 v )
DH%=EFILT BH5EZRE. FEDRA v F2FEATEIY, TOYFVATRE, XMy FH
MACsec L R— M T 2MENHY T,
DFY., MACsec ZRET DAL 2D2HY XTI,

o RAMMKRR M

o MMDKRRAKNIIYEZZEKRRN

HE
MACsec I&, B U (MEBFZIERIE) LAN DRR MNETOAMERTZIENTEET,

8.1.NmcLI Z{EH L T MACSEC ki A8 E T %

nmcliV—I)LAER LT, MACsec ZfFAAT2LIICA—H—RY N VA —T A RAAERETEFE
T, EZIE, 41— Ry MRATERINA 2 DDARRA MEIC MACsec Efi A ERRTEE 7,
FIE

1. MACsec #5%EJ 2 mHDE A NT:

o ERIHARDERT7Y VI —a Vi (CAK) EERT7Y VI — 3 ViR (CKN) /R L
i’a—o
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a. 16 /84 hD 16 #E CAK ZFRE L £ 7,

# dd if=/dev/urandom count=16 bs=1 2> /dev/null | hexdump -e '1/2 "%04x™"
50b71a8ef0bd5751ea76de6d6c98c03a

b. 32 /84 h®D 16 CKN ZERX L £ 7,

# dd if=/dev/urandom count=32 bs=1 2> /dev/null | hexdump -e '1/2 "%04x™
f2b4297d39da7330910a74abc0449feb45b5c0b9fc23df1430e1898fcf1c4550

2. ﬁﬁjj_o)/_.kz I\—G\ MACSeC%I‘j’E%ﬁLT%HﬁLiTO

3. MACsec a2 1ER L £ 9,

# nmcli connection add type macsec con-name macsec0 ifname macsec0
connection.autoconnect yes macsec.parent enp1s0 macsec.mode psk macsec.mka-
cak 50b71a8ef0bd5751ea76de6d6¢c98c03a macsec.mka-ckn
f2b4297d39da7330910a74abc0449feb45b5c0b9fc23df1430e1898fcf1c4550

BIDFIETER I Nz CAK LT CKN % macsec.mka-cak & &£ U' macsec.mka-ckn /X35
A= —TEHEALFT., CDEIX, MACsec TIREINDIRZXY NT—JHRHDITRTDKRANT
EALCTHBIUENHY T,

4. MACsec EfmTCIPEZRELZE T,

a. IPVARBEAIBELEF T, Iz AIE. B IPVA P RL R, XY NT—9UTRYI,. T4
NF—hrDoxA, 8LV DNSH—/N\—% macsecO ZEHICERET ZICIE. UTFTOav Y R
=EITLET,

# nmcli connection modify macsec0 ipv4.method manual ipv4.addresses
'192.0.2.1/24' ipv4.gateway '192.0.2.254' ipv4.dns '192.0.2.253'

b. IPvV6 SR EEIEELT T/ 21X, 88 IPV6 P RL R, Ry ND—O9<TRY, T74IL b
T—Krozx4, 8LV DNS H—/N—% macsecO EHKICRET BICIF. LTFTDavY K%
EITLEY,

# nmcli connection modify macsec0 ipv6.method manual ipv6.addresses
'2001:db8:1::1/32' ipv6.gateway '2001:db8:1::fffe’ ipv6.dns '2001:db8:1::fffd'

5. e 7 VT4 N—hMLET,

I # nmcli connection up macsec0

L M 74y IMBEEINTVWEIEZHERLET,
I # tcpdump -nn -i enp1s0
2. ATV a VBB EINTWAWNS 71 v 0 ERRLET,

I # tcpdump -nn -i macsec0
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$8E MACSEC 2l LABRILHWE XY h7—JRADLAYVY—2 NS5 71 v I DEES{E

3. MACsec D#EEtERR<LE T,

I # ip macsec show

4. integrity-only (encrypt off) & & U encryption (encrypt on) D&% 1 TDIREICK L TE < DB
DV —%RRLET,

I # ip -s macsec show

8.2. FEEEIR

® MACsec: a different solution to encrypt network traffic 704
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292% FIREWALLD OB L V% TE

T77AT 94— L. AEHDLDRBRINS T4 v IDBLIY VA IRETDAHETCT, Z27AT T4 —
WIL—IL Yy NEEZETEIET, RANIYVYUADBERYNTI—O NS T4 v o AGIHTEEY,
CDEIRI—=IVIE, BEMN S 74 v 75D EL T, EEFLEHFITITZLDIERAINET,

firewalld (. D-Bus 1 Y4 —7 x4 X% FBL T, BMICHRAIIAI A TEBZRAM=ADT 71
ToAd— iRt I 27747 04— —EXFT—FEVTT, W—IDEETZLCIL, 7747
DA=ILT—EVEBREEILLLKTE, L—ILDOFER. TEH., 8L VHIBREZESICHEICLET,

firewalld (2, V—V 8LV —EXOBEA2FEHEALT, b7 v I BEBE@BRELET, V—V
&, BRIEELIEIL—ILEY ’NTT, XY PMNT—DA VI —TARELVY—R%EY —VIZEIY YT
IENTEEY, HFAIINTWVWEB RS T v I, AVE2—9—DERIDIRYNT—0&, D
X2y NT=IDEYLETOENRTWRBEFI T4 —LRIVIKEVWET, 72747 7+—ILF—EXRIL,
BEDH—ERICBEENS 74 v 7 45HTTE2DICNELRITRTDEREERD FRIEEDIL—ILT,
V—VIlERINET,

H—ERIE, XY M7= HGICIODUEDOR—NFLIET7RLRAEZFRALEYS, 774794 —)L
i, R—=—MIEDWTERD 74V —%2FBELFT, —ERIIRLTRYNTI—I NS T4 v 0%
HATBICE. TDR—MNEEBRTZ2HLELNHY £, firewalld (&, BARBICEBRINTWARWNER—
RDRNS 74w P%IRTTAOYI LET, trusted REDY —VTIE, T7AIWNINTIRTD RS
T4V %FALET,

nftables /X 2 T R&{#MA L /= firewalld #°. --direct 7 7> a v AaEHA L T. 7 X% LD nftables
=% firewalld (OET &I LTWARWI EITERLTLEI Y,

9.1. FIREWALLD. NFTABLES. 7|3 IPTABLES #{#H ¥ %155
UFiE. "OZ—F4 ) T4 —DWITNHIEFHRTEIZDNDENHDVTUFTOBETT,

o firewalld: f§E5 7% firewall D1 — R — R ICIE, firewalld 2—5F 4 ) T4 —&FALFT, TOD
A—F4 VT4 —lF, FOPTL, TDEIRTF Y AD—FIWRFERFICHIELTWET,

e nftables: nftables 1—5 1 VT4 —%FALT. Xy NT—0 2K E, BMLANRNTr—T
AEATREER I 74T 04— IL%ERELET,

e iptables: Red Hat Enterprise Linux @ iptables 1—7 1 ') 7 1 —I&. legacy /N\v 7 T KD
HYIZ nf_tables 71— JL APl 2R L £ 9. nf_tables API (. iptables O~ > K% FHET 2
22 7 MH, RedHatEnterprise Linux TBIZImIENET 2L D10, BRABRBMEZRHBLE
T FILWI 7470 4—)LRY Y T MDIFAICIE, RedHat IE nftables #{FfH3 % 2 & % i
BLET,

BF

IFXFERT 7470 +—IILEAEHY—E X (firewalld. nftables. 7z/4 iptables) 48
BICHEBESZRWVWEIICTZICIE. RHELRZ R TED DI B 12T AEEITL, fhd
-|j-_ lf‘7\7é—:£§§§j]‘: L/ i’a—o

902. 774 T 04— —

firewalld 21—5 14 V54 —%2FHT2E, XFYNT—VHRHDAVI—TITARAELVCRNST T4 v 7IC
WTBEFBLARIVICHRLT, RYMNT—05IFIFRY—VIIDBTEET, EHRIF 120V —IC
LMEETIZEFHAN, TOV—VREEZLDRY NI —JERKGICERTEEY,

firewalld (V' — 2 ICE L TR A RANCHEWE T,
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L MS749v 012DV —VDIHTHEALET,

2. RS 7497120V —VDANLHEELET,

3 Y-V EEOLRILEERLE T,

4. V=R KIZ 714y (ALY —VR)ET 74 NTHAIINET,

5. V—YRBINS T4 v (V=VDbY—)EF T+ N TEEINET,
JRAI 4 & 5IF[RRI 3 DFERTY,

RBI 41k, V—rF* T2 3 --remove-forward % FAH L CTHRETEE I, RAIS X, FHLLWKRY > —
HEBMTBHIETHRETETET,

NetworkManager (&, firewalld IC1 V% —7 4 ADYV -V A2 @HMLEY, ROA—T1 V71— %
FRALT, V=—VEA VY —T A RICEYHETRIENTEET,

o NetworkManager

e firewall-config 1—75 1 1) 571 —

e firewall-emd 1—5 1 )71 —

® RHELWeb >V —JL
RHEL Web O~V —JL. firewall-config. & & U firewall-cmd (&, &t]7% NetworkManager 5%7E 7 7
AINDHERETEET, Web IV —)b, firewall-cmd Z 7 (& firewall-config Z#FRH L TA >~ 49—
T4 ADYV—VEEBRT DI5E. 1)U TR KNI NetworkManager |ZERE X h, firewalld TILLIE X
nEtA.
/usr/lib/firewalld/zones/ 74 L 7 ) —ICEFRIEZINLY —UDMREIN TS Y, FIATRERR Y
NT—=0A4A08 =04 RICEEISERATEEY, TOT7700IE BELAGWE

letc/firewalld/zones/ T4 L 2 ) —ICOE—3hFH A, ERIERLEY—VDT 740 MEEIXLL
TOLHITHRY FT,

block
e IPv4 D54 1E icmp-host-prohibited X v z—, IPv6 D54 1E icmp6-adm-prohibited
AyE—YT, IRTOEEFEFRY NT—VEHENMEEINZET,
o JURTLANLGHBLERY N7 —VEHKEDH,
dmz
o NT)Y LTV ERAATRET, ARY NT—IADT7 I EIADFRIN TS DMZKHD
: y KO:L - & o
o Accept: BIRINI-BFEMD H.
drop

W) FHERY 7=y MI@EHMALTRAOY XN FT,
o ZIFTAND EERY NT—VEHKEDH,

external
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o YRAL—RLPBEMICINTWBHAERY hT—0 (FIDIL—F—) ICELTWET, RV
N7— LD IV Ea1—4—%EFETE RV,

o Accept: BIRINI-BFERD H.

home
o XYy M=V LOMDIVEL1—9—%IFIFFEETTZ2E8EDERIE,
o Accept: BIRINI-EBFEMD H.

internal
o XYy NIV LOMDIAVE1—9—%IFIFEETITDIRBRY hT7—7,
o Accept: BIRINI-BFEMD H.

public
o FEA: XY NI—VLEDODOIVELI—Y—AREBLAVWTY Yy T,
o Accept: BIRINI-BFEMD H.

trusted
® Accept: TRTDORY N7 —VEmEHFTLET,
work
FYRNID—=0 OOV EL—9—%FIFTEFETE 2HIEFDRIE,
o Accept: BIRINI-BFEMD H.
ZDV—rDWITND%E TIAIEM V—VICERETEFET, 1 V59— T 11 AEH%

NetworkManager I BN 2 &, 774 MY —VICEIYYETONET, 41 VXA M—ILBS
i%. firewalld D77 #J)L bV —>Id public YV —>TY, 774NNV —VIFEBTEET,

p= -
A—H—DNFTCICEBBMTEDLIIC, XY MNT—=0YV=VREIHDYPTUVERICILT
I,

X)) T4 —BEZEETZEOHIC, Z—XBLT) RIVFMICEDE T, TI74IL NV —VDEE
DRELZT27Y, RELGY—ERZEMICLTIEIL,

BIER R

o firewalld.zone(5) @ man R—<

93. 77474 —ILKR) T —
TrATIF—LRY Y~ Ry hU—IDBELVEF2 YT —REEEELET., INSOK

Jo—ld, IFIERIATOIS T4 v VICHLTETT I —INET IS aVvOBEERLET,
BE, RYS—IZRDIATDRZ 749 JICRTDIL—IIDEFNET,
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o EENTTa4vVY

o EENZTTa4vYY

o ELENT T4V

o BEDY—ERETFTTYHr—>3Y

o Xy NT—U7F KL RZEH (NAT)
T7ATI94—IVIRYS—E, 774 T794— IV —VOBIEFERLET, 8V —Vik, #HEdT5 6
STAVIERETDEEDI7ATI4—ILIL—ILOty MCEEMITONET, RYP—F, X
T—=KNIZILDD—FENC T 7AT7 04— IIL—IL=@BRALET, 2FY., S T4 v ID—AREDHIH%
EELZET, firewalld DXT—r 7T AIWNZ YU TIZEY., NST4 v D)5 —2 R RUTREERBY
ICEFRII N ZEd,
RYY—E, AVILRAY =V ETTLRY—VICEEMITONET, A VLAY —ViE, NS
T4V IDNRETSZ (RIEINDB)EMTYT, TIVLAY—VIE, bS5 T71v 002 EEIND)IH
FICY,
RYY—TCEEINLETIFATIA=IDIL—=IIE, F7A4AT7 04—V —VEBRBLT, E8OXY
RND—O AV —T A RALEKIC—BE LALBREEEHATEZT,
04. 77470 A#A—=ILDIL—)L
T77A4T7 0= DI—=ILEFRALT, RYNI—I KNS T4 v 0 %FTFIET70Y 0T 2HEDER
EARETIET, TOHER. XYy MNIV—I b S T714voD70—%FHLT, YATLEEF2)
TA—DEBBHINSRETTET,

T77AT74—ILDIL—ILITEE. IFIFLBEHICEOVWTIEEDEELZEHZLET T, BEIIXRDE

e Y—XRIP7KLZA

o WWHEIP7RKLZR

e #xX7O0KIJL(TCP, UDP A&

o R—|

e RXYKNT—DAVH—T AR
firewalld 21— 4 V74—l 77470 4—ILDIL—I)L%/— (public. internal 72 &) &R
U—ICBBLET, FV VIR, BEOYV—VICEAEMITONEZRY ND—0A4VH—T 4D K
Z74 v IBEHEDLRIVERET ZHEDIL—ILEY MHHYXET,
95.YV—VDERET 7ML
firewalld V' —VERET7 74 IICIE, V—VIIRT2BHRLHY £9, ik, XML 7 71 ILFEKX T,
J—Y DA, Y—EXR, R— b, 7O KNI, icmp-block, Y RAL— K, ERER—K, BL®Y v

SEIL—ITYT, 771)%&IL zone-name.xml &7 YY) £3, zone-name DRI X 17 XFICHIR X

nNEd, V—rORET 71 )L, /usr/lib/firewalld/zones/ T4 L7 M) —EH L
/etc/firewalld/zones/ T4 L2 M) —ICEDNTWE T,

UTFofliE, TCP 7O NI FAIE UDP 7O M J)LDEAIC, 12O —EX (SSH) BLU1DD
R— NEEE%ZFFA T 28EEZRLET,
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<?xml version="1.0" encoding="utf-8"?>
<zone>
<short>My Zone</short>
<description>Here you can describe the characteristic features of the zone.</description>
<service name="ssh"/>
<port protocol="udp" port="1025-65535"/>
<port protocol="tcp" port="1025-65535"/>
</zone>

BIER R

e firewalld.zone man R—<¥

9.6. ERIEZ I N/ FIREWALLD H—E X
firewalld Y —EXE. FRIEEINLT7 7470 4—)IIL—ILDEY hT, BEODT7 TV r—rav
FEFRY NI —EZAANDT7 IV ERAEEEHLEF T, Y —EXRIE. ROEBEZROHEAEHLEEERL
i’a—o

e O—HhIAR—h

e Ry hU—4o7OKNI

o BAETZI7A T 04— ILIL—I

o Y—AR— NEBEE

o H—ERNAMIIA > TVWASESICEEMNICO—RINZ T 7AT7I94—ILANILIR—FEY 21—
%

H—ERIIERDOIR IV E—EILRTTRLD. XTIy D745 ) 0T %BHREL. BREZEHKBL
F9, & AIX, firewalld (IRDY RV % —EILRITTEET,

o R—KM%ERL
e Xy hNDJ—/47ORIINEEERTS
o Ny NEREZBAMICT S
H—ERRELF T ave, —EBHURT 74 IVERIE. man R—T D firewalld.service(5) TREAI 1
TWET, Y—ERIE, E4DXMLEREZ7 7ML A2FEHLTIEEL. &RiIlL. service-name.xml O
SORBERICHRYFT, TOMNIILEIE, firewalld DY —EREFLE 7 IV r—ravgLUisE
EXINFET,
RDAET firewalld #5383 ETX T,
o LUTDI1—FT4VTFT14—%FERALET,
o firewall-config- 7274 A1 —FT14 YT 14—
o firewall-emd-3aA~<Y > K4 va—F4 )71 —
o firewall-offline-cmd- A~¥ > KRSA4>v1—F4Y)F4—

e /etc/firewalld/services/ 74 L 7 M) —HD XML 7 71 L =REL T,
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H—EXEBMFLIEERLAWVGE. ®IET 2D XML 7 7 1 )L /etc/firewalld/services/ I
F1E L & A. /usr/lib/firewalld/services/ RO 7 7 M IV TV L —hE LTHERATEET,

BIER R

o firewalld.service(5) M man XR—

9.7. 77 AT 94—V —Y TOIEE

V—vld,. BENS 74 v 05 LYBEMICEETIHEARLTVWET, V—VERYy NT—914 Y
H—T I AEREINTVWED, V—RAPZRLADEREICEIYYSTOhET, &YV —VIFAEARICT 7
AT794—ILIL—ILEERBLEITN, IhICLY, BRI 74T 04— ILEEEZEEZEL TN 714 v
JICEYE TR ENTEET,

Q7L BEDY =D I 7AT I 4—ILREENARIYAXT DI EILELBEXY
F 4 —Di&1kL
T7ATI4—IVERELAZEEL. BEDRYNTI—O9A V9 —D A RFLEEGERED I 747
DALY —=VICEAEMIFTZIET, XYy MNTI—0FXa) T —%5{bTEET, V-V ODFML
I—ILEFIRAEERT R 2ET, BEHLZEF 2 T4 —LRIVICEDVWTRENS 714 v I EFEEN
Z74v I %FHIETEET,
TcEZIE, ROLSBFENESNET,

o MmFT—HDIRHE

o RNEF7VEADLE

o BIEMARY NI —UEBOER
ARG

o firewalld H—EXNETLTWD,

FIR
L MATRR T FAT7UA—LY—VE)AMRTLET,

I # firewall-cmd --get-zones

firewall-cmd --get-zones A< > K&, Y AT ATHAATRARITRTOY -V ERRTL. BE
DY—VDFEMEIRTRLIETA, TRTOYV—VDFEMIBHRARTT %IIL. firewall-cmd --
list-all-zones I~ RAFALZET,

2. COREIFERIZY—VAEERLET,

3 BRLEY—VDI7 7470 4—IVEREEZERLET, & AIE SSHY—ERXZFFAIL. fip
H—E2EHIRT BT, RDLIICLET,

# firewall-cmd --add-service=ssh --zone=<your_chosen_zone>
# firewall-cmd --remove-service=ftp --zone=<same_chosen_zone>

4. XY RNDT—=OA4A V=D A RET7ATIOA—ILY—VICEIYHTET,

a. EAFURARY NT—04 V8 —T x4 R%E)AIMKRTLET,
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I # firewall-cmd --get-active-zones

V=BT IT4THhEIDIE TOREE—BITZRYNI—DA4 V5 —T x4 RFE
Y —RAT7 KL REHDODHEEICL > TRELEY, 774 MY =V, ROEONS
T4/ LTCTITATTETDN, W—ILIZ—T B T 714 v I RWFEITEICT
T4 TICRBHIFITIEHY FHA,

b. BIRLAYV—VICRXRY NI —0A4A V=T A REEYHTET,

# firewall-cmd --zone=<your_chosen_zone> --change-interface=<interface_name> -
-permanent

XY NT—=DA VI —TTAREY—VICEIYHETEHZEEE BFEDA VY — 7I4Zd%
BFEAIIRE) EOITRTDINS T4 v IIL—BLEI77A 70 +—IVkEAERT 55
ICELTWET,

firewall-cmd O<Y > K% --permanent 4 7> a v & & HILFERATZ &, < DIGFA.
NetworkManager i 7O 7 7 1 LD EFHIN, 774 7 V4 —ILBREICRT 2EELK
HibLEd., 2o firewalld & NetworkManager D¥&ICEL Y. Ry KT—2 &7 747
D4 —ILDEREI—BEBUIERINET,

BRULEY —VOEFEORELRTLET,
I # firewall-cmd --zone=<your_chosen_zone> --list-all

a< v REAITIE, IJUé’CandT EX, XY NT—DA VI —T 4R, *Y NT—7D
BHR(V—2A)EE0IRTOY—VEREIPRTINE T,
972. 774NN KNY—VDER
VATLEEEE, RET77ANDRY NT—IA VI —TA RV =V EEIYHTET, BHED
V—VICEYETONRBRWA VI =T A RE, TIANM—VICEYHTONET, firewalld
H—EXEBEHT BV, firewalld (&, T 74NNV —VDBEEFZHFAA. TNET VT4 T
IKLET, HOIRTOY—VDBRERFREFEIN, TCICERATEET,

WE. V' — I NetworkManager IZ& Y. NetworkManager ##% 7’0 7 7 1 JL®D connection.zone %
EICHEST, 1V9—T A REYHTOHNET, £k, BiLEER. NetworkManager iEZh 5D
V—=V%E"TOTF1 7" THHODEYLTEEELET,

AR
o firewalld H—EXNETLTWDS,

FIE
TN =V ERETSHITIE. UTFEITVWET,

. REDT 74NN —VBERRLET,

I # firewall-cmd --get-default-zone

2. 5 LWTF AN —VAERELET,
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I # firewall-cmd --set-default-zone <zone_name>

P2
ZODF|IETIE, —-permanent+ 7> a v AEFRALARLSTH, BREITKFTLELE
-a—o

973.V—=—UANDXY KNIT—OA4 9 =T 24 ADEYHT
BEOYV—VICEHOIL—ILEYy FEEEZELT, FEINTVWESI VY —T 1 ADY—V%EEET D
ZET, RBEICEEALTECEZFT, BAIVIY—TITAREEDY—VABELT. TOY—VER
BIBINT T4 v I ERETCIET,

FIE
BEA VY —T AR =V EEYHTEITE. LTFEITVET,

L. 79747V =>, BLUVZEDY—=VILEIYHTOENRTWERS VY —T (A R %) RAMKRTL
i_a_o

I # firewall-cmd --get-active-zones
2. IOV —=IlA v =724 R&EYHTET,

I # firewall-cmd --zone=zone_name --change-interface=interface_name --permanent

9.7.4.nmcli #FRA L TERKICY —V&EY YT

nmcli 21—5 14 Y571 —%FHAL T, firewalld V/—> % NetworkManager E#G BT T,

FIR

1. ¥ —> % NetworkManager &t 707 7 1 JLICEIY B TE T,

I # nmcli connection modify profile connection.zone zone_name

2. TV T4N—hLET,

I # nmcli connection up profile

075. 8B 77 AT 7AITERY ND—VERKICFEITY—VAEYYHTS

nmcli 1—5 1) 574 —42FRALTERTO77MIVETETEILHRWVWESIZ. 7O7 74 IICHRT 3
T77AIVEFEITIREL T, firewalld V—YA2EYLETEIEHNTEZT,

= -1o)
nmeli 2—F 4 T4 —42FALTERO7 74 I AEZLEREL, firewalld V—>%ZEY

LTHADPMENTT, FHllE, V-V ADRY N T—0 A —T 14 ZADENY LT
ESRBLTLEIL,

FIR
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L EHEO77AILADRREFORRERELE T,

# nmcli -f NAME,FILENAME connection
NAME FILENAME

enp1s0 /etc/NetworkManager/system-connections/enp1s0.nmconnection
enp7s0 /etc/sysconfig/network-scripts/ifcfg-enp7s0

NetworkManager I&, I EFIFRTEHIO7 71 ULBEKXICH L TEROT LI N)—&T 7
1IVBEFERLEY,

e /etc/NetworkManager/system-connections/<connection_names.nmconnection 7 7 1
VWADOTOA774IIE. F—T7 71 EREFERLET,

e /etc/sysconfig/network-scripts/ifcfg-<interface_name> 7 7 1 LARAD 7O 7 7 1 L&
ifcfg e ZERL T,

2. BRI LT, Wind2 774 =EHLET,

o J7AINF—T7MILEREFERL TWSIHEIL. /etc/NetworkManager/system-
connections/<connection_name>.nmconnection 7 7 1 JL® [connection] £/ ¥ 3 >~ |C
zone=<name> ZEML 7,

[connection]

zonhe=internal

o JrANNifcfgEREFEA L TLWBI541E. /etc/sysconfig/network-
scripts/ifcfg-<interface_name> 7 7 1 JLIC ZONE=<name> %ZEMML £ 7,

I ZONE-=internal
3 ERIOT AN EBHRAAALET,
I # nmcli connection reload
4 BR 077 A NVEBET VT4R—KLET,
I # nmcli connection up <profile_name>
o (VI —TIARDV—VERRLET, UTIHIZRLET,

# firewall-cmd --get-zone-of-interface enp1s0
internal

9.76.ifcfg 774 IV TY =V &3y NT—JERICFEITEY ST

NetworkManager T %= B9 555 1&. NetworkManager BMERT 2V —V 2 RHT 2 EBELH
YEFT, IRXTORY NT—IEKICY —VEBETEET, hICLY, R—9TILTN1 R %&FEH
L72avEa—49—DFMICi>T, RARI7AT V4 —IVERRICRETEDLDICAYET, L
> T. V—UBLUREICIKK., fHFLIEIEERE., RABIBMEIBETEET,
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FIR

o BNV —VERET BICIE. /etc/sysconfig/network-scripts/ifcfg-connection_name 7 7
ANWEZEBELT, ZOERKICY—VEEYLTZTE2EMLET,

I ZONE=zone_name

9.7.7. 5L WY — Y DIERK

ARG LY —VEFERATHICNE, LW —VaERLEY, ERIERLEY -V REEFEALELY L
T3, FrLWY =2l —-permanent F 7> 3 UAREERY, DA T avhARIFhIEaT VR
EEMEL EE A

AR

o firewalld t —EXAZETLTW3,
FIE
LHFLWY—VEERLETD,
I # firewall-cmd --permanent --new-zone=zone-name
2. FLWY—VEERATRICLETY,
I # firewall-cmd --reload

ZDAX Y RNIE, §TIKERTHORY ND—IH—ERE2dTE &R, &
7747 94+—I)LEREICERELEY,

=
9
R
i
N

o ER LY —UDKBREICEMINAHE DN EHAELIT,

I # firewall-cmd --get-zones --permanent

9078.BENT T4V IILT7AINMNDOEEARET RV =9 =4y NDEH
TARTDY—=VIZH LT, BIEEISNRTWAWEE NS 714 v V5 0IBT T 74V NEIEERET
XFET, TOEOIBIERL. V—rDIY =Ty NEBRETDIETERINET, 4204 TV avn
HYFEd,

e ACCEPT:- # EELEN—ITHITIINTWVWAWLWRY Y NERW -, IRTOEENSYY N&3FT
L/i_a—o

e REJECT-FEEELIL—ITHIINTWVWENNYY NUNDEENRTY NI ARTIESRBLT
9, firewalld 2*/X7y NA2EEB T35 E, FETIVVICEBICODWTENINE Y,

o DROP: I EELI—ITEHAINTWBENTY NUADEBENNTY T RTHEELFE
9, firewalld 2’/X7 vy NAERETZE, V—AII VI Yy NEZEOBAONINFEE A,

o default: REJECT tBlTWETH. BEDY F VA THINLCERZFHFEET,
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AR

o firewalld H—EXNETLTWDS,

FIE
V=LA =Ty MEERETDICIE. UTFEITVWET,

L BEY—VICHT2EHREYVRANRRLT, 774NNV —VEERALET,

I # firewall-cmd --zone=zone-name --list-all

2. V=VIFHLWS =Ty hEBRELET,

# firewall-cmd --permanent --zone=zone-name --set-target=
<default ACCEPT|REJECT|DROP>

BEfEI

o firewall-cmd(1) man R—<

9.8.FIREWALLD CRY N7 —U NS 7 4 v o D4l
firewalld /v —ld, ERIERINEZEZHOY—ER 774 I EA VA MN—ILL., ENHEISIC

BMLZY, ARIIYAXLEYTEITY, IHIC. INLHDY—EXEFEZFEALT, ¥—EXDME
Ad570RINER—IESEMSRLSTE, Y—ERDR— P E2RAVEYRALLYTEEY,

9.81CLI 2FA LAEZMERY—ERICLE NS 714 v 7 DHIE
NS74voasfldaat@EAaER. BMESE LAY —ER% firewalld I0BINT 2555 TT,

ZhickyY, RELITARTOR— MDBX. service definition file ICHE> TZDHBDRENLETREINFE
£

=55

o firewalld H—EXNEITLTWDS,

FIE
1. firewalld DY —EZXDXFLEHFATINTVWARWT & =R LE T,

# firewall-cmd --list-services
ssh dhcpv6-client

ARV KNI, TI7AINIMNY =V THEBICR>TWEY—ERE YA MKRRLET,

2. firewalld DI R TOHFRFIEET —EXZ ) A MRRILET,
# firewall-cmd --get-services
RH-Satellite-6 amanda-client amanda-k5-client bacula bacula-client bitcoin bitcoin-rpc
bitcoin-testnet bitcoin-testnet-rpc ceph ceph-mon cfengine condor-collector ctdb dhcp dhcpve
dhcpv6-client dns docker-registry ...

DAV RNE, TI74IKNY =V THEARAY—ERDY A MNERRLET,
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3. firewalld D'FFAI 95 —EXDY XA MIH—EXZEMLET,

I # firewall-cmd --add-service=<service_name>

ZoaAv v RIiF, BELEY—ERETFI7A4ILNY—2ICEBMLET,

4. FLWREZKFIELET,

I # firewall-cmd --runtime-to-permanent

ZDAX VKNI, INS5DZT VM LDEEET 74T J+—ILDKEMNREZREIERL
T T7AIDMTIE. CTNOHDOEBEET 74NV —VOREICERINET,

L IRTOKBEHR T 74 T7o94—ILDIL—ILE ) A RNKRRLET,

# firewall-cmd --list-all --permanent
public
target: default
icmp-block-inversion: no
interfaces:
sources:
services: cockpit dhcpv6-client ssh
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

oAV RiE, T2 MNDT 74T 04—V — (public) DXGEHRT 714 T +—Ib
D= EEBURELERELRTLET,

2. firewalld 4 —E X DKGHREREDEN =R L X7,

# firewall-cmd --check-config
success

KGR ENENAGE, I NIEFEREZEC IS —%RLET,

# firewall-cmd --check-config
Error: INVALID_PROTOCOL: 'public.xml": 'tcpx' not from {'tcp'|'udp’|'sctp’|'dccp’}

KGR E T 7ANEFHTREL (RELZERTDIEETIET, XM VDRET 74
JUIZ letc/firewalld/firewalld.conf ©4¢, V—VEHBDERTE 7 7 1 )L /etc/firewalld/zones/
TA4LIZRM)—=IIHY., R T —IL letc/firewalld/policies/ T4 L 7 M) —IZH Y £F,

9.8.2.GUI 2R LASFRIERY —ERICLDZ NZ 714 v I DFHIHE

89



Red Hat Enterprise Linux8 v b 77— D+ Y71 — 7%

T274ANA—F—AV59—T (A RA%FEAL T, FAERINLY—EXATRY MI—I 5
74w EFHETEZET, Firewall Configuration 7 U —> 3 vk, IV RS54 va—F41Y
TA4—IKRDB, 7I7/EALP I A—HF—T LY R)—LGREFERZRHLZTT,
AR

e firewall-config /N\v T —IH A VA M—ILINTW5,

o firewalld H—EXNEITLTWDS,

FIa
L BAIERLAEY—ERXRFLEHRITA ALY —ERZBMIIFEMICT SHICE. UT%
TWEY,
a. firewall-config 1—7 1 Y74 —%ZEBL T, Y—ERZREITZ2RY NT—OYV -V %
ERLET,

b. Zones ¥ 7= EIR L TH S, TD Services ¥ 7% EIRL £,

c. EEETABAHY—ERDYATTEILFIVIRYIREFVICTEN, FIVvIRYIR%E
F7ICL T BRLAEY—VDb—EZRAT7Ov I LEY,

2. Y—ERZR/ETBHICE. UTFZETVWET,
a. firewall-config 2—7 4 )71 —%Z&BL X7,

b. Configuration X — 1 —7%'5 Permanent %3ZR L £ 9, Services 7 1 ~ K7D TFEBIC,
TDOMDTAAVELIVAZa—RIY UDNRRINET,

c. BETHH—EREBIRLET,
Ports. Protocols. Source Port % 7T, BIRL/=Y—EXRDR—b, FOMNIIL, BLVY—R
R—bDEBIN., TE, BS5WCICHIBRAAETT, TV a—IL¥ Tk, Netfilter NULIX—FEV 2 —I)LDE%

E%&ITWEF T, Destination ¥ 7(&, FHEDEFET NLREA VS —%Fy NTFO NI (IPV4 F21E
IPV6) AD RS 7 4 v 2 h4IRTEET,

pz -1o)
Runtime E— KT, Y—EREZREAZLTETCXFH A,

MREE
e Super¥—%Z#H LT, 79714 ET1—DBEICAYET,

® Firewall Configuration 1—7 1 74 —%E&RL £ 7,

o OvYY RNZA UTfirewall-config A¥>Y KZAALT, 574774 T7 74—k
E1—T14 VT4 —%2RBEITZIEETEIY,

o J7AT I A—INDFRED) AMERTLET,
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Firewall Configuration x
File Options View Help
~ Active Bindings Configuration: Runtime
Connections Zomes g [ermanent
virbr0 (virbr0)
Default Zone: public A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The zone
enp2s0 (enp2s0) Fomblnes services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be bound to
Default Zone: public interfaces and source addresses.
Example-Connection
Defauleone: oublic block 4  Services Source Ports Masquerading  »
) ) dmz S —
bridge0 (bridge0) Here you can define which services are trusted in the zone. Trusted services are accessible from
Default Zone: public drop all hosts and networks that can reach the machine from connections, interfaces and sources bound
vlan20 (vlan20) external to this zone.
Default Zone: public
Interf. home Service
nertaces internal e
ceph-mon
Sources libvirt |:| pl
cfengine
nm-shared l:' 9
cockpit
7 o
|_| collectd
trusted —
|| condor-collector
work -
|| ctdb
[] dhep
[] dhepvb
[+ dhcpvé-client
[ distcc
[ dns

Change Zone

Connection to firewalld established.

Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: no Lockdown: disabled

Firewall Configuration 7 1 >~ KON BT EY, COIYY NEBEDI—HF—& L TEITTEET

B BEENRXRT-RFPIROLNZBEEHYIT,

983.EF 1 77% Web H—/X—DRX NATAEEICT % firewalld DEXE

R—NMI, ARV —F A VIV RATFLADPRYNTI—I NS T4 v I 5ZELTRRAL, YRATALY—E
AICEETEDZLHICTEHRIEBY—ERTT, TOVRATFLY—ERIE, R—rEYv RV L, R—F

IKAB NS 74 v V2RI ET—EVICL>TRINET,

BE, YATLY—ERE, T—ERICFHINTWEIEER-—INTY YRV LET, httpd T—E >~
&, ez, R—b80EYYRYLETY, 2L, YRATLEEEIZ. Y—EXRLZDORDYITKR—

NESZEREETEEY,

firewalld Y —EXEZFARAL T, T—9 %5 KAMNTBLEODEF1T7HWeb b—N—ADT7 IV XA %%

ETEET,

AR

o firewalld H—EXNETLTWDS,

FIR

. IRET7 VT4 TRIZ7ATI4—INY—VEHERELET,

I # firewall-cmd --get-active-zones

2. HTTPS Y —ER Z @RV —VIBML F T,

I # firewall-cmd --zone=<zone_name> --add-service=https --permanent
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3. 77470 4— IR EEBHRAAHLET,
I # firewall-cmd --reload
B®EE

1. firewalld TR— M AFAWVWTWAENE I N AR L F T,
o R—IMBEEAIEELTR—MNEEWEREAIE. ROLIICAHLIET,

I # firewall-cmd --zone=<zone_name> --list-all
o H—EREHFEZEBEL TR— M ERAWLBER. ROLIICAALET,
I # firewall-cmd --zone=<zone_name> --list-services
984. XYy NT7—0DtFxa )74 —%@btT BLODAERFILIEATELRR— ~DE

BAWTWBR— MR EICR > HEIIE, firewalld 21—F ¢ T4 —%FALTR—MNE2FLZZE
bff\‘ﬁi-a—o

BF

FELGR— M EIRTEHALUT, BENLARERNRBAEZES L. FE7 7 X PHEHEN
BRDY R Z&/NRICIIZA TSIV,

FIR

L FIINTVWBER—PDYRMERTLET,

I # firewall-cmd --list-ports

FI7AIITIE, TOAXR Y RIET I N =V THERICE>TWEAR—MNE )R MNRERL
F9,

pa 3

DAYV KT, R—bhELTHEIMMMTWVWER—MDANRRINE T, —
EXELTHMTVWER—MNIRRINhFEEA, ZTDOHEIE. -list-ports D
Vs 4 Kb YIZ ~list-all + 7> 3 VOFERERIT LT EI W,

2. FAISNTWBR—MDYRIDSR—MZHIBRL, BEENZ 714 v JICRHLTHALCE Y,
I # firewall-cmd --remove-port=port-number/port-type

DAV KNIE, V=UhbR—FEHIBRLEST, V—rUAEIEELARWGEIE. T74ILK
V—UhbHR—MNDEIBRINET,

3. FHLWREZKFE LT T,

I # firewall-cmd --runtime-to-permanent
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V—VAEEBELAWES., TOIAT Y RIE. SVUYMLDERAT 74 N — 2 DKL
REICEEALEY,

L 79747/ —V%)AMKREL, RETEV—VEERLIT,

I # firewall-cmd --get-active-zones

2. BRUEYV—VTHRERAVWTVWAR— M2 YR MRTL, FERILEFERR—IMEALCT
WBENEDI DML T T,

I # firewall-cmd --zone=<zone_to_inspect> --list-ports

9.85.CLIZERA LN T 14 v U DI
firewall-cmd 37> RZERAT 2 &, RO ENARETT,
e Xy NI—=UNZT4vIDEML
e Xy NI—=UNZT14vIDEME

ZORER. REARFYRATLOREEBRIELEY, T—9DT AN —%FRLEY, Xy T7—7
Y —R%mBlb LY T2 ENTEET,

BF

NZYIJF—REBEPICTEE, FYRNT—I RS T4y I IRTEFELELET, LE
BoT. ZOIXVUADYEBT VAN BHBH5E. FLEYT7ILayyYy—ILEFRHL
TOJA4 VI 3BEICRYBEEALTLL I,

FIa
L RYNTDT—=O NS TA4 vV ZBELICENCTRICIE. N2V IE—RZFVICLET,
I # firewall-cmd --panic-on
2. N2y IEFE—REFTICL, 77AT7 04— VEXKBREICRLET, "=y I E— FZHEY
ICT2ICIE, ROOAY Y RERTLET,
I # firewall-cmd --panic-off
REE

o RV I E—REEMELFEMCTZICIE. ROATY RERTLET,
I # firewall-cmd --query-panic
9.86.GUIAFRLTC7ONINEFRALEENS 7 14 v U DFHIEH

BEOTOMNINAEFEFHRALTCI 747 04—IERRLENS 714y V5T 5013, GUI ZFAT
xFd,
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=55

e firewall-config /N\v 75— A4 VA R—ILINTWVWDS

¥
1. firewall-config V— Il ZEE L, RELZEETIRY hT—0V—VERERLET,

2. {8l Protocols ¥ 7% ZIRL, Add Ry A2 ) v - LEF, Protocol 71~ KL E
i’g—o

3 YRS TONIIAEEIRT BH. Other Protocol Fx v U Ry VAAEZEIRL, TDT 14—
JRICZOMILEAALET,

99.V—VAEMAL, VR LEEENS 74 v I DER
V—VAEFRLT, TZOYV—RIIEDWTEEBMN S 71 vV %EEBITZY—VAFRATEEY, DO
VFXFAMNTODEENS 74 v &l YATLABTDOT—4, /it firewalld #E£TLTW3HER
NE@EBT DT —HYTT, V—RIBEE. NS T4vIDRETDIPT7RLARAFRIFIRY ND—0E
HEHELET, TORR. BEENS 714 v I 5Y—KNLTERDZY—VICEIYNYT, ZDONST149 7D
MHNEETESRH—EREZHATFIERBETEZIENTEET,
V=X RLRICED I, 1 V9 —T 24 REZICLD—BIYVEEBEINTT, V—REY—VIC
BT DE, 7747 04—IUIE, A V=T AR=ZADI—=IIYVEEBEEBNZ T4 v 71T S
Y—AR—=ZADIV =V EBELET, ChiZ. BEEMN 71 v IDRBEDY —VIEEEINLZY—RT
RLRE—HTBEE. M T4 v I BBRTEZA VY —T 4 RAUERBEL., V—RT7 KL RICEE
FFonY—VIlEL>TRS 71 v IDRBFENIEIND EEZEKLET, — A, 1 V59—
TIAZAR=ZADIL—IVITEE., HEDOY —ZAR—Z2ADIL—ILICT—BLEBEVWRNS T4 v I DI=HD
T4—ILINY I TT, ThH5DIL—IbiE, V—RBY—VICBARMICEEMITOATWREWNS 71 v
JICEAINEY, ChiIZLY, BEDY—RAEERBYV—UDIRWNS T4 v IDT 7L NOEMEEE
HETEET,
9.9.1. V—XAMIEM
BEENS 74 v I ERBREDY —VICERETIIHEIE. TOYV—VICY—REBIMLET., V—RIE,
CIDR (Classless Inter-domain Routing) RECED IP 7 RL A XX IP YR 7 IC72Y X9,

pz -1o)

XY ND—VESEBEIPEEL TVWBIERDY — VA BINT 2581k, V—V&TIEREMT
Ih, BV —VDANERINET,

o BEDY—VILV—RZRETSICE, ROAYTY RERTLET,
I # firewall-cmd --add-source=<source>

o HEV—VDV—RIPP7RLRAZRES BICIE. ROATY FERTFTLET,
I # firewall-cmd --zone=zone-name --add-source=<source>

UTOFIEIF, EHIND V—2T 19216821515 DFTRTDEFMNZ 74 v IV EZFATLET,

FIR
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1. FIRAAERITRTOY—VEYZAMLET,

I # firewall-cmd --get-zones
2. KFHAEE— KT, BEY—VICV—ZIPEEMLZFT,

I # firewall-cmd --zone=trusted --add-source=192.168.2.15
3. FLLWEREZ KL L £,

I # firewall-cmd --runtime-to-permanent

9.9.2. YV — A DHIR

V=BV —REHIBRTEE, HEFEY—RIEBELLIL=IIE, ZDY—IADMSREINLINS
T4y 7IGEBAINARARYET, RDYIL, NS 714971 ZORETDA VI —7 14 AIEE
MFoN=y—VDIL—ILEEREICTA—INNY DT EN, TIHINT—VICBELET,

FIg
L BBV —VICHLTHFIINTVWEY —RDY A MNERRLET,
I # firewall-cmd --zone=zone-name --list-sources
2. V=UbnbY—R%EKEHICHIKRL I T,
I # firewall-cmd --zone=zone-name --remove-source=<source>
3. FLLWEREZ KL L £,

I # firewall-cmd --runtime-to-permanent

9.9.3. V — X R— b DHIFR
Y—ZR—FZHIBRL T, EETR—MIEIVWTRZI T4 v VDR EEEMICLES,

FIa
o V—RR—IEHIKRTZICE ROOATY FEERTLET,

# firewall-cmd --zone=zone-name --remove-source-port=<port-
name>/<tcp|udp|sctp|dccp>

9.94.V—VHBIVYV—REFRALTHERAA VDA L TH—EZXDFFA
BEDRY NT—INLDRST74 v 0 EFATLT, YO VOP—EREFMAT IR, V—VBLT

V—2&FRALET., UTOFIETIK. O NS T4y o270y 2 INTWSBREIC 192.0.2.0/24 X v
RDO—OMDNSOHTTP hS 74 v I DHEFATLET,
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Digk

==
[=]

COUFYFEBET BIBAIL. default DI —5y kEEDY— Y AR L%

FIR

T, 192.02.024 hS>D RS T A v I TIERY NT—JEHENATRTCEHFTIND =
H., §—45v N ACCEPT ICEREINAY —VAFERT DI EIIE. 252
FA4—EDYRVIZHRY FT,

. MATREATRTOY—VE YR MLET,

# firewall-cmd --get-zones
block dmz drop external home internal public trusted work

. IP & % internal vV — >V IZEIML, V—ADWLREINEZ N T4 v &Y —VBHTIL—

T4VILET,

I # firewall-cmd --zone=internal --add-source=192.0.2.0/24

. http —EX % internal V—>IZEML F 9,

I # firewall-cmd --zone=internal --add-service=http

CFLWEREZKFME LT T,

I # firewall-cmd --runtime-to-permanent

internal V —> 879574 7T, Y—ERPFATINTWELZIEEERELET,

# firewall-cmd --zone=internal --list-all
internal (active)
target: default
icmp-block-inversion: no
interfaces:
sources: 192.0.2.0/24
services: cockpit dhcpv6-client mdns samba-client ssh http

BEER

o firewalld.zones(5) ® man X—<

9.10. V—VRBITCEHEINBZI N T4 v o074 ) VT
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firewalld #{FAdT 5 &, 43 firewalld V—VEORY N —0F7—49D70—%4HIHTEET,
W—ILER) Y —BEHFETBIET, ThOHDYV—VEEBIATERNS T4 v 05 EDEDICEFTF
X70v s ahaBEETIET,

RYY—FTo o MeElX., firewalld TESIZX 74 WA —EHAT 1LY —%RFELFE

9, firewalld #FAL T, ER3Y—VBONS 714y 9%74)L%) VT L, A—AHILTHRAME
NTLWBRETIYVADT V2R %ZHFT LT, RANEEHRTEET,

9101 RYSL—ATV o MY —VDER
RYS—F TS M aFRATEE, H—ER, B—r. Yy FIL—ILBRED firewalld DFYIF 1T

ER)D—ICEIYHTEIENTEZEY, RVY—FATVI ME AT BELV—AREDHE
TY—VEZEBTDI NI 74 v VICERATSIEDNTEET,

# firewall-cmd --permanent --new-policy myOutputPolicy
# firewall-cmd --permanent --policy myOutputPolicy --add-ingress-zone HOST

# firewall-cmd --permanent --policy myOutputPolicy --add-egress-zone ANY

HOST LT ANY IZ, 1 VI LAY —=VBLIVTITI LAYV —VDYRAMNTHERINE VYR v Y
\j\_yt\‘-g—o

e HOST > VAR wyoJ—2ld, firewalld #R{ITLTWBHRAMDMLREINEZ NS T4 v D,
FRIERRAMNDRBEERFODONZ 74 v IDRY) O—%FFTLET,

e ANYYVVRYwOY—vlid, BRBLOPREOIRTOY—VICKR) >—%5FEHALET, ANY
SURDY Y=, TRTODY—VDITAINRA—RELTHBELET,
0.10.2. B.EAEFERHLILRY>—DY— b

BULMNZT74v 0ty MIEHBROR)D—%BATE2D, BEEZERALT, BRAINZTREMED
HBEZR)—DBEIBRMZFERT 2HEN’HY T,

RYY—%Y— NS 2BEEEZRETZICE, ROAT Y REEFTLET,
I # firewall-cmd --permanent --policy mypolicy --set-priority -500

ZDPITIE, -500 DEEFEIMELS QY T, BEERFSRYET, LN >T. -500 (&, -100
FYRIICEITINIT,

BEEOHENMNI WEEBEEN L. RMTBERINIT,
9103. R Y—FT2x ) hafEALL B—AINTHRANIhTWSaVTFH—

E. RAMIYEBHICERINTWSERY NT—JEDBETORNZ T4 IDT4ILY
27

RYY—FTV ) MgExERTZE, 2 —H—I3E Podman YV — & firewalld V—VBOD b3
T4V 0748 )V ITTEET,

pa

RedHatld, T7#I MNTEIRTONZ T4y %TOv %L, Podman1—5 1)
TA—ICBEBELRY—EREZRBRL A I EEZHELET,
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FIE
LHLWIZ7A4T794—ILRY—AERLET,

I # firewall-cmd --permanent --new-policy podmanToAny

2. Podman ™S = ADITRTO NS T4 v %70y %Y L, Podman TRELHY—E R
DHEHFATLET,

# firewall-cmd --permanent --policy podmanToAny --set-target REJECT
# firewall-cmd --permanent --policy podmanToAny --add-service dhcp

# firewall-cmd --permanent --policy podmanToAny --add-service dns
# firewall-cmd --permanent --policy podmanToAny --add-service https

3. LW Podman V—Y %R LE T,
I # firewall-cmd --permanent --new-zone=podman
4. RV —DA VIR =V EEHELET,
I # firewall-cmd --permanent --policy podmanToHost --add-ingress-zone podman
5. ffDIARTDY—VDII LAYV —VEEHELET,
I # firewall-cmd --permanent --policy podmanToHost --add-egress-zone ANY
ITJLRY—V%ANYICERET 2 &, Podman SOV —VDETT7 48V T$25Z &I

BYET, RAMIWHLTIAILY )V ITT2HEIEF. TRV =% HOST ICEREL F
-a—o

6. firewalld ¥ —EX5BEELEX T,

I # systemctl restart firewalld

o MDY —VICHT S Podman 77 A 7T 4#—ILIRY) —%WIELZET,

# firewall-cmd --info-policy podmanToAny
podmanToAny (active)

target: REJECT
ingress-zones: podman

egress-zones: ANY
services: dhcp dns https

9104 R) > —F TV MNDT 72N MNIY—5 vy NDRE
R —ITIE --set-target # 7> a VAIBETEET, UTFDY -7y haERTEET,

e ACCEPT- N7 v hZZIFANET
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e DROP- RELQNT Y NEHEELZET
e REJECT-ICMP RSB TAELRNT Y 2B LET
® CONTINUE (774 N) -7y MEL ROR) =& =V DIL—ILIZREWVWE T,

I # firewall-cmd --permanent --policy mypolicy --set-target CONTINUE

o RYI—ICEAT ZBEHROMER

I # firewall-cmd --info-policy mypolicy

9.10.5.DNAT #{FAHLTHTTPS S 74 v 7 RDHKRA MIEEXT 3

Web H—/NN=—HDNTFSAR—KNIPT7RKLRAEFEDDMZ TETINTWBIHBAIX. BERXY NT—OTF
KL ZZ# (DNAT) ZEL T, 41 V9 —%xy NEDISA4 TV MO @mmb&—ﬂ—k%%f%é
EOICTBZENTEZET, TDHFBE. Web H—NN—DHERAKNZIEFIIN—9—D/NRXT)y I IPT7RLZR
ICERREINET, VATV MDIL—9—DERBFHAR— MDEREEILTDE, IL—F—F/XT Y
N & NER Web H—/N—CERE L F 9,
Gl s
o DNSH—/N—H, WebH—NN—DHKEAMEZGEIL—F—DIPT7 KL RICERLTWS,
o RODEBREEIBIELTWNS,
o EETDZTSAR—KNIPZRLRABLIUVR— MNES
o FHEYTBZIPFONIN

o Ry haEYFALINTEWebY—/N"—DFBEIP 7 RLABLVE—h

FIE
L. 2747 94#—)ILR)>—&FERLET,

I # firewall-cmd --permanent --new-policy <example_policy>

R —F, V=V EEREBHIIC, AR, HA, BLUEEINBZ NS T4 v oD/ Ty b
ZANWI) T EFTLET, O—AITEITINTVWSE Web Y—NN— AV FF— FkiF
RETVEDIVRRAVMINT T4 v I EERZETBICIE. ZDOLD BEENBEICRD
7=, ThIFEETY,

2. AVILANS 74w ETTLANS T4V IDY VRO —=VBFRELT, IL—49—
BAEINO—AIIP 7 RLRICERL, TOMNS T4 v I AREETESRLIICLET,

# firewall-cmd --permanent --policy=<example_policy> --add-ingress-zone=HOST
# firewall-cmd --permanent --policy=<example_policy> --add-egress-zone=ANY

--add-ingress-zone=HOST #+ 7> 3 V&, O—AHITERIN, O—HILHEX D SEEIL
210y NEBIRLEYT, --add-egress-zone=ANY + 7> 3 i, FEOYV—VICALD S
74w SRLET,
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3. NS T7149v 9% WebY—N—|[lEETB)yFIL—ILEEMLEY,

# firewall-cmd --permanent --policy=<example_policy> --add-rich-rule="rule
family="ipv4" destination address="192.0.2.1" forward-port port="443" protocol="tcp
to-port="443" to-addr="192.51.100.20""

)y FIL—ILiE, L—F—DIP 7 KL X (192.0.21) DR— b 443 /5 Web H—/A—D IP 7
KL R (192.51100.20) DR— K 443 ICTCP bS5 74 v O &&EELF T,

4. T7ATI+—ILEBRET 74 I)E)O—RKLET,

# firewall-cmd --reload
success

5 A—FRIT127.0.00/8DIL—F 4 VT E=FMLET,
o ZTHAKXKILT BICIE. REERTLET,

# echo "net.ipv4.conf.all.route_localnet=1" > /etc/sysctl.d/90-enable-route-
localnet.conf

ZMa< Y KL, route localnet h—RIL/IXT A —8H —EKFGHIEREL., YATLDE

EFROLRENMERICRFINSGLDICLET,

o JATLZBENTDHIELAKELICKREZERATSICIE. ROIYY FERITLET,
I # sysctl -p /etc/sysctl.d/90-enable-route-localnet.conf

sysctl AV Y NiE, AU HFIT7SATERZEATL2DICEANTEY. YRATLZHERENT
EREIRTICERY £9,

1. Web —/NN—[CERE LN —F9—DIP7RLRABLPR—MIEHRLETT,
I # curl https://192.0.2.1:443

2. netiipvd.conf.all.route_localnet h— RIS A —F—NT U574 T THDI E5HRALE
ER

# sysctl net.ipv4.conf.all.route_localnet
net.ipv4.conf.all.route_localnet = 1

3. <example_policy> 8’7 V74 T THY. BEREBE IV —XIPT7RLRER—N EH
370830, BEIPT7RLRER—MDAEFNTWEIEEZERELET,

# firewall-cmd --info-policy=<example_policy>
example_policy (active)

priority: -1

target: CONTINUE

ingress-zones: HOST

egress-zones: ANY

services:

ports:
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protocols:

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

rule family="ipv4" destination address="192.0.2.1" forward-port port="443" protocol="tcp" to-
port="443" to-addr="192.51.100.20"

RS

o firewall-cmd(1). firewalld.policies(5). firewalld.richlanguage(5). sysctl(8). & & U
sysctl.conf(5) ® man XR—<

® Jetc/sysctld/ DEEET 7 A1 ILTH—RILINT X —45 —DFHEE

9.1. FIREWALLD %[ L 7= NAT D& E

firewalld Tl&. UTFD Ry hT7—2 7 RL AL (NAT) 94 THRETEZEY,
o YRAL—TFT14 VT
e 3E%5 NAT (DNAT)

e USAL UK

OMNL RY NT—OF7 RLRAEHBDYA TS
DTFIE. 2y N7—=2T7 RLZAZH (NAT) 4 FICRY 9,

RAAL—T1>9
CDONAT A TOWThHOEFERLT, Xy MDY —RAIPT7RLREZEBELEY, & X
A9 =%y NF—EZRTONAS F—(ISP) 1. 754 X— N IP & (10.0.0.0/8 2 &) % )L—F 1
VILERA, XY NT—VTTSAR—NIPEHEFRAL, 21— =21V —%v b LDY—
N=IIT IV ERATEZLDILTIVELRHZIFEIE. COHFHDNN Ty N\OY—XIPT7 KL RA%&EN
TJYv O IP7RLRICRYTLET,
RAAL—RIE, HAA VA —TzARADIP7RLRAZEHNICERALET, LAENK>T, HHA0
V=T TAADEMNIP T RLRA%ZERAT 25EIE. YRAL—REZFEALZET,

%85% NAT (DNAT)

CDONAT A T%HFEFARALT, BEENTY NOBETRLRER—MNEEZIBRIFT, & XK
Web H—N—=DNTFSAR—KNIPEEDIP7ZRLAAFEALTWSLD, 1 V9 —%v M LBEE
TOEATERWGEIF, W—F—ICDNATIL—ILEREL. BEENS 714 v 95 DY—/N—|(C
DALY bNTEET,

D¥AL4L 7 b
CDYATFIZ. Ty NEO—AILTS VDOROBE— M) Y4 L2 M9 2 DNAT DIFfEAR T — 2R
TY, IEZIE, Y—EADNEER—NEIZELRDIR—NTEITTZ5E8E. BER—-—IDSZD
BHEDR—MIBEMN S 749 IEBNVIALINTBIENTEET,

OMN2.IP7RLADYAAL—RKRDETE

VATLATIPYRAAL—REBYICTEZET, IPYRAL—RIE, A1 V9 —FRY MITIERTBE
IKTF— Moz DOEACHBICHBEA DYV ERLET,
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FIR

. external V=Y R ETIPYRAAL—FT 4 VITDHREMNE DD EMERT 5121, root TRD O
YV RERGFTLET,

I # firewall-cmd --zone=external --query-masquerade
ZDIAXY RTIE, BWRBEEIdyes EHAIN, TAT—FHRIF0ICRY FT, \BHDH

BlEdnotHAIN, BTAT—HYRAE1ICRYET, zone 28T 2E, T72IL MDY —
VHERINEY,

2. IPYZAAL—RZBMICTBICIE, root TROIAYY RERTLET,
I # firewall-cmd --zone=external --add-masquerade
3. ZOFBREEKFLT BICIE. ~permanent 4+ 7L avEIT Y NITELET,
4. IPYRAL—RZEMICT BITIE. root TROIAYY REETLET,
I # firewall-cmd --zone=external --remove-masquerade
CDEREEKEILT ZICIE. —-permanent =<V RS54 VITELE T,

9.1.3.DNAT 2R L/=ZEBEHTTP > 7 1 v U DERE

BHRAY NT—OF7 RLZAEHB(ONAT) 2FRALT. BENS 74 v 0% 1DDRETRLAB LY
R—bIDSRDBET RLABLVR— MIEGETEET, B, AMRY N TI—0A4 V9 —T 4R
NODEEYIVIRANEBEDARBY —N—FEH—ERICVYAL I NTRIEAICEBIBET,

AR
o firewalld t —EXAZETLTW3,
FIa
1. ROHWB% ST /etc/sysctl.d/90-enable-IP-forwarding.conf 7 7 1 LA {ERR L £ 7,
I net.ipv4.ip_forward=1
CDEREICE 2T A—FILTOIPEENBIICAYET, IhickY, MERRHEL ¥ —/\—

MIL—F—ELTHBEL, RYMT—=IDLRY NT—=IANRTy NEERXET DL ICAY R
-a—o

2. letc/sysctl.d/90-enable-IP-forwarding.conf 7 7 { LS EEZO— R L XY,
I # sysctl -p /etc/sysctl.d/90-enable-IP-forwarding.conf
3. BEHITP M 74 vV %ERELEFT,

# firewall-cmd --zone=public --add-forward-
port=port=80:proto=tcp:toaddr=198.51.100.10:toport=8080 --permanent

ROy Rk, ROBRETDNATIIL—ILEEHLE T,
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e --zone=public-DNAT IL—IVEERET B 7 7A T 04—V =V, BR/—VIZEDYE
THETEZET,
e --add-forward-port - R— NEGEIL—ILZBINTZ I E%ERTF T a v,
e port=80 - AERIELR— b,
e proto=tcp-TCP NS 74 v U AEXT I &A&RTTOMNIIN,
e toaddr=198.51.100.10 - 585c IP 77 KL &,
e toport=8080 - NERH —/N—DIEHR— b,
e --permanent- BEHHEE DNAT L—IL &Kt T 24 T3>,
4. 77470 4—I&EEZ)O—RLT, EEZHEALIT,

I # firewall-cmd --reload

WL
o FHLEIZFATI94—ILY—VDDNATIL—ILEFERLET,

# firewall-cmd --list-forward-ports --zone=public
port=80:proto=tcp:toport=8080:toaddr=198.51.100.10

HBWNE, WHHTBEXMLEREZ7 7ML ERR-LET,

# cat /etc/firewalld/zones/public.xml
<?xml version="1.0" encoding="utf-8"7?>
<zone>
<short>Public</short>
<description>For use in public areas. You do not trust the other computers on networks to
not harm your computer. Only selected incoming connections are accepted.</description>
<service name="ssh"/>
<service name="dhcpv6-client"/>
<service name="cockpit"/>
<forward-port port="80" protocol="tcp" to-port="8080" to-addr="198.51.100.10"/>
<forward/>
</zone>

BEEER

o SUSALBDA—FILINTA—H—DFKTE

o firewall-cmd(1) man R—<
OMNA. FZEER—IDLDRZ T4 v I%&EYFTAL I MLT. 1ZEHER— KT Web H#—
ERICTIVEATEDLDICT S
VDIA LI MARZXLE&FERATSZE, I —H—HDURL TR— M EIBELRLCTH, FEER-KT
AEBIICERITINDE Web U —ERICT IV ERATEDLDICRYET, TOER, URLIFLY SV TIL

WKRY, T30V TIIVAR)IVADNEELET, —A T, FEER— MIEKAE LTRET, &
IIRFEDEHDLOICERAINET,

103


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/9/html/managing_monitoring_and_updating_the_kernel/configuring-kernel-parameters-at-runtime_managing-monitoring-and-updating-the-kernel#doc-wrapper

Red Hat Enterprise Linux8 v b 77— D+ Y71 — 7%

=55

o firewalld H —EXANEITLTWDS,

¥
1. JROHWB% ST /etc/sysctl.d/90-enable-IP-forwarding.conf 7 7 1 LA {ERR L £ 7,

I net.ipv4.ip_forward=1
CDREICE ST, A—RILTOIPEENBEMICARY FT,
2. letc/sysctl.d/90-enable-IP-forwarding.conf 7 7 1 LS EEZO— R L X,

I # sysctl -p /etc/sysctl.d/90-enable-IP-forwarding.conf

3. NAT U1 LY MIL—=ILEERLET,

# firewall-cmd --zone=public --add-forward-
port=port=<standard_port>:proto=tcp:toport=<non_standard_port> --permanent

EROITY R, ROBETNAT Y S ALY ML—ILEEZELET,

e --zone=public- L—IVEERET BT 7A T 04—V —>, BR/—VIEDETHE
TEE,

e --add-forward-port=port=<non_standard_port> - &E N> 7 1 v V A RWICZET S
Y—2RR—PMEFRALELR—MNREWYILI N IIL—ILEBNTEIEERTE T3
yo

e proto=tcp-TCP bS5 74 v o0& YSAL I NSRBI EARTTOMNIIN,

e toport=<standard_port> - EHEE N 71 v I DYV —AR— KN TZEINLRICUSTAILY
hEh33EER— b,

e --permanent- BEERE I —ILEKkEbds 24 T3y,
4. 774 T704—IEEEZ)O—RL T, EEZEALZFY,

I # firewall-cmd --reload

WL
o FRHLEZZ7ATI94—ILY—VDOUSFA LI ML—ILEHERLET,

# firewall-cmd --list-forward-ports
port=8080:proto=tcp:toport=80:toaddr=

HBWNE, WHHTBEXMLEREZ7 7ML ERR-LET,

# cat /etc/firewalld/zones/public.xml
<?xml version="1.0" encoding="utf-8"7?>
<zone>

<short>Public</short>
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<description>For use in public areas. You do not trust the other computers on networks to
not harm your computer. Only selected incoming connections are accepted.</description>

<service name="ssh"/>

<service name="dhcpv6-client"/>

<service name="cockpit"/>

<forward-port port="8080" protocol="tcp" to-port="80"/>

<forward/>
</zone>

BIER R
¢ SUSALFDA—RIINFTXA—5—DERE

o firewall-cmd(1) man R—¥

9.12.ICMP ') V TR hDEIHE

Internet Control Message Protocol (ICMP) (&, 7 XA b, NS TN a—F4 VT, BEDEHIT, I
FIFERRY NI TFTNRNA AL >THERAINZYR—IbPRIROTORNIILTT, ICMP L. ¥R 7F
LBTT—92XM|ITH2DIERINTVARWES, TCP, UDP AR EDEmE 7O NI EIFEAY X
ER

ICMP X v — (45T echo-request & & ' echo-reply) ##A LT, *v b7 —JICEAT 2 1EHR %=
LML, TORBEIFIFZRAETAICERT LI ENARETYT, LA >T, firewalld &,

2y ND—VERERET DD, ICMP ) VTR M AFIETEET,

9.12.1.ICMP 7 4 )L% ) ¥ J D&TE

ICMP 744 ) V0% FERTRE, 77AT 04— IVTYRTAANDT VR EHAFITEETT 3
ICMP D% A4 70— RAEEHTETET, ICMPDYA TEI—RIE, ICMP Xy E—YDOEEDOHATT
)—&HTHFITY—TT,

ICMP 7 4 L8 )V JId, TEXLRDABFTHRIBET,

o TXalF4—DRIL-EBENICEELRICMP DY A T&Ea—RA27Ov - LT, HENRS
BAEENLFT,

¢ XYKNT—ONRIT4—T VR -UEBIRICMP A1 TDOHEHFALTRY NT—INRTr—<T v
2HEEEL, BEIDICMP RS T74 v 2L >TRBIZERIINDBENL R Y NT—ViRE
ERREE T,

o NSTINYa—FTaVIJDHE-FYy NID—0DMNZ T 2a—FT 14 YV TICHRARA ICMP #
BEAMEL, BEMAREX )T —JRIVERBICMPY4 77 OY I LET,

Gl s
o firewalld H—EZXANEFTFTLTWS,
FIa
. MEAERICMP DY A T&EOA—REYRAMNRRLET,
# firewall-cmd --get-icmptypes

address-unreachable bad-header beyond-scope communication-prohibited destination-
unreachable echo-reply echo-request failed-policy fragmentation-needed host-precedence-
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I violation host-prohibited host-redirect host-unknown host-unreachable
CDEREERINLL) AN, FAFAE7OYITEZICMP DY A TEI—RERIRLE
ER

2. REDICMP #4 TERDAETT4 NI YT LET,
o AT BICMP ¥4 7"

# firewall-cmd --zone=<target-zone> --remove-icmp-block=echo-request --
permanent

DAYV RIF, TO—YJITAKNICMP A4 FICT3BEOTOY Z7IIL—ILEHIBRL
i’a—o

e JOVYUYEBICMP Y17
I # firewall-cmd --zone=<target-zone> --add-icmp-block=redirect --permanent

ZOATVRIEF, VFAL I M X YyE—VICMPIA THN T 7 AT 74 —ILICEL > THEE
K70y o233 E5ICLET,

3. 77470 4—I)LEkEE)O—RLT, EE%EHELEY.

I # firewall-cmd --reload
L
o JAINAYUITI—IDEMTHBIE=HRALET,

# firewall-cmd --list-icmp-blocks
redirect

Ay REAIKE, FITFEARETAY I LEICMP D44 F&a— RARRINIET,

BIER R

o firewall-cmd(1) man R—¥

9.13.FIREWALLD Z{FH L7 IP v NDEETE S £ OFIH

Pty M, LYFRILDOMENICT7AT 74— ILDIL—IILEEETEZ/HDIC. IPTRLRERY
ND—o %ty MCYIL—T716d % RHEL #gET 9,

Pty M, 7EZIERDELI BRI F A THRILIBFT,
o KXAQRIP7RLAYRMNENIET ZIHBE
o ITNHDAREXRIPTZRLRYRANIEGHNEHRAEET 2548

o HRAALDIPR—ARY—%EHRLT, Xy N7—0DtEF2) T4 —HlE%iatd %35
AN

=
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DIk

==
[=]

Red Hat Tl&, firewalllemd Y RZFRALTIPEY N2 EB LUVEERT S

JEEHRELIT,

0.131LIPEY b=FRLAHFT) X NDEIMEFFDERE
ZIE)TILYA LTEHZITOIET, FRUARHERKRITEIPEY NROBEDIP 7 KL A FLIE
IP7 KL RAEEEZFRICFITEEY, CNOSDOEHIT. EF2) 71 —BROBREYPRY NT7—7F)
EDZELRE, SFIFRARYKMNILDTHRNYIA—INFT, B@F. COLH5RYYa1—23rTIk
BHENbLEFRA L CFEUEERES L. RECRRICH®R TSI ETCEXFa YT —A2@ALEIEET,
Gl s

o firewalld H—EZANEFTFTLTWS,
FIR

L YR TVWERITIPEY FEERLZET,

I # firewall-cmd --permanent --new-ipset=allowlist --type=hash:ip

ZDallowlist EWYFHLWIPEY MIIE, 72747 04— THATBIP7RLADEZN
TWETY,

2. Py MIEEHZEMLI T,
I # firewall-cmd --permanent --ipset=allowlist --add-entry=198.51.100.10

COFRTEICLY, FTLLEBIMLE, RY NI KNS TAvIBESTIEDNT7ATI+—Ib
ICLEYEFAIINBIP7 RLRT, allowlist®DIPty NAEHFINET,

3 KR LEIPEY NEBRTZ 774704 —ILDIL—ILEERLET,
I # firewall-cmd --permanent --zone=public --add-source=ipset:allowlist

CDI=IHDBRWGZE, IPEY MIRY NT—O KNS T4 v VIR EREZFHA, T72)
NDT77ATO4A—ILIR) O—DEBEINET,

4. J7AT704—I)LkEE)O—RNLT, EE%EHEALEY.

I # firewall-cmd --reload

L IRTDIPEY MY RAMRTRLET,

# firewall-cmd --get-ipsets
allowlist
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2. POT4TIRIL—IE) AMKRRLET,

# firewall-cmd --list-all

public (active)
target: default
icmp-block-inversion: no
interfaces: enp0s1
sources: ipset:allowlist
services: cockpit dhcpv6-client ssh
ports:
protocols:

ARV R4V HAID sources 07> a3V Tk, EDMNT T4V IDRET (KA, 1V
H—T AR, IPEY M TRV MRE)D, FED I 7AT7 04—V —VADT IR
ZEERFLIFESINTVEINIDODVWTORAENELNE T, LEEDIFH. allowlistiP v k
ICEENZIPT7 RLAD, publicV—>D7 747 04— IVaBLTNS 714 v 0 %ETIE
DHFRIINTVWETY,

3IPEY PORBZFANEY,
# cat /etc/firewalld/ipsets/allowlist.xml
<?xml version="1.0" encoding="utf-8"7?>
<ipset type="hash:ip">
<entry>198.51.100.10</entry>
</ipset>
RORATY S

o XU RFHIFEFAVFTF4A—2A—FTa4VT1—2FHLTEBAI VTSI VADT 4 —
REEB L., ZNICH LT allowlist # BEIMICEFRL X T,

RS

o firewall-cmd(1) man R—

914. ) v FIL—ILDEB.LERTE

FIAINTIE, VyFIL—IEIL—IT oo avIlEDWTHREINET, =& AE Fal—IL &
Ut BEF IL—IDBEINET, Yy FIL—ILTpriotity XA —9—%FRHT 2L, EBEIETY v

FIL—ILEFDETIEF %2 ETHDMHN L HETEZ S, priority /XS X—9—5FHETRE. IL—ILIFFE

TEEEDEICL>THRIBIZY—FINFET, ZLDIL—ILHRAE L priority 1 DBE. IL—ILDIERF
WBIL=ILT oo avild>TRFVET, 772avERELCTHZHEE. BRFEIEZRINAVAREMED
HYFxT,

9.14.1. priority NS X =89 —% R Fz— VI — IV ZBET ZHE

1) v FIL—ILOD priority /X5 X —4 —(F, -32768 15 32767 L THERDFHEICKRETE., HUEL /M
IVWFEBEEIESRYET,

firewalld Yt —E X%, BEEOEICEDWT, L—ILABRZFT—VICBEBLET,

o BEENORE-IL—ILIE _pre ERBHENATWAEFI—VICUSAL I MINET,
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o BEENOZBXS -IL—ILIiF _postERHENMIWEFI—VICUFTAL I MINET,

o BERENO-T/avIlEDWT, =Lk, _log. _deny, F7/id allow D7V 3%
FRLTFz—VICUFIL I REINET,

DY TFz—rTlE, firewalld (ZBEEDEICEOWTIL—ILEDFELET,

9.14.2. Y v FI—ILDEBEEDEE

LRI, priority /X5 X —4 —AFHALT, BOIL—ILTHETXLIFEEINTLVRVNTRTO RS
J4w0EOQJICEERT BV YFIL—IEEKRTEAEEEZRLTVWET, CDOIL—ILEZFERHLT, FH
LBEWRNRS 7490750 % (352 ENTEET,

=S ]

o BEENEBIEVWIL—ILZEMLT, MOL—ILE—HLTVWAVWIRTDINS T4 v 0%
AJICEHKLEIT,

# firewall-cmd --add-rich-rule="rule priority=32767 log prefix="UNEXPECTED: " limit
value="5/m""'

ARV KT, Oz M) —D#H%E, B S5ICHRBRLEY,

o FIOFIEOOA~Y Y RTYER L 7= nftables L—ILERRLF T,

# nft list chain inet firewalld filter_IN_public_post
table inet firewalld {
chain filter_IN_public_post {
log prefix "UNEXPECTED: " limit rate 5/minute
}
}

915. 77 A7 4#—)LAv 259 VDEE

A—AIDT7 TV r—o3 0Py —ERIE, root TEITLTVWNIE, 774774 —ILERELELETE
9 (f& 2 libvirt), BEBEEIZ, COBEAFERLTIZ74794—EREEXZOY I L., TRTDT
TNV —2avTI7ATI4—IVERLEERTELRLL TS, AOv I I VDHFAY) A MOEBMI N
7T T—2a D3 T 7AT 04— IVERBABERTESZLIICTRIENFREICARYES, Oy
DI UREIIT I AN NTERPCL>TVWET, ThEEAMCTRE, A—AILOT7 TV r— 3y
PH—EBERIZLZ T 74T 04— IL~ANDEF L AWK ELREABEICHS I ENTEET,
9.51.CLI AR LAY 2459V DHEE

ARV RSAVTAY I UBEEAMNELISBNICTEIENTEET,

FIR
LAY IO UDRBEMNEIDEIIT) -2, UTEETLET,

I # firewall-cmd --query-lockdown
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2. ROWEFNAIOAETOY IS I VEEEAEELET,
o OV I HIYEEAMIT DIHE:

I # firewall-cmd --lockdown-on
o Ov VI YEEMIT ZHFE:

I # firewall-cmd --lockdown-off

915.2. Oy I I VEFAI) R NRET 7 1 ILDIFE

T74INDFFATY R MRET 7 1 )LICIE. NetworkManager > 7F X b &, libvit D7 7 4L b
AVFFRAMEFET., VAKMIE, 2—F—IDO)EHY FT,

HFR U R NRET 7 A LIS fetc/irewalld/ T4 L 2 b —ICRESHE T

<?xml version="1.0" encoding="utf-8"7>

<whitelist>
<command name="/usr/bin/python3 -s /usr/bin/firewall-config"/>
<selinux context="system_u:system_r:NetworkManager_t:s0"/>
<selinux context="system_u:system_r:virtd_t:s0-s0:c0.c1023"/>
<user id="0"/>

</whitelist>

LLTFDHFRY A NBET 74 IILDOFHITIE, firewallemd 1—F 14 ) F4—DaAYY K&, 2—H—1ID
N85 THD userDIATY RAETARTEMICLTWET,

<?xml version="1.0" encoding="utf-8"7>
<whitelist>
<command name="/usr/libexec/platform-python -s /bin/firewall-cmd*"/>
<selinux context="system_u:system_r:NetworkManager_t:s0"/>
<user id="815"/>
<user name="user"/>
</whitelist>

ZDFHITIX, userid & user name DEANFRAINTVWE T, ERICIFEESHN—ADA T3V
RIDBBETT, Pythonldq ¥ —F)H4—&LTAXY RSA VIZEBMINTWET,

Red Hat Enterprise Linux Tl&, §XTDI1—F4 Y714 —H/usrbin/ 714 LI b —IIEMIN TS
Y, /binf 74 L2 M)—I&ustbin/ T4 LI N —~DIVRYw O Yo ERYES, DF

Y. root T firewall-cmd D/XZX % 3E1T9 % & /bin/firewall-cmd I3 L TR L XS

H. Jusr/bin/firewall-cmd NMEATEBLHICA>TWET, FIlcBRR I ) T hid, §RTH L WK
B ERT2RENHYET, 7L, root TEITT B R Y1) 7 M binffirewall-cmd ~D/X 2 %
FRTLZLIICA>TVEZDTHNIE, ThETE root UADI—HF—ICOAERAI N TV
/usr/bin/firewall-cmd /X ITHNA. TOOARY RONRZAEFHFA) A MIEMT 2HELNHY T,

AV Y ROLZHIBMDREICHS *IE. ZTOELRITHREDIZIIARTOOATY RN—HT BRI 22K F
T, *AREFNIE. AT REFIHPRLI—HBITI2MELNHY T,

9.16. FIREWALLD V— Y ADERZA VY —T A RFHIEYV—ABTOD
NS 7414y UmEDERME
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J— v RNERElE, firewalld V—YRDA VY — T 24 RAFHIEY—RBD NS T 1 v VerEAEREIC
9 3 firewalld #8559,

9.16.1. YV —VREREE, TI7AIN MDY -4y KD ACCEPT ICSREINTWBY —V
MDE L

V—VREEAEEAMICT R E, 12D firewalld V—YHRO NS T4 v 9E. HDA V0 9—Tx4RFk
XY —ZADSRDA VI —T A RELEEY —RICHENBZ I ENTEZET, V—Vid. A V9—Tx4

2ABLTY—ADEFELRILAEBELET, EELNILVHLIELSBE. NS 74 v 2 ALY —VRICE
FYET,

R

firewalld D77 4 )V NV =V TY—VREEEZBWICT D E, BEDT 74N —>
ICEBMINZA VI —TARBLIVPY—RICOABERINE T,

firewalld 3. 24223V —VAFHLTCEEN S 74 v I EEENT T v I EEBLET, &Y —V
ICIBBDOIL—ILEEBEDEY DD Y FT, & A2, trusted V—V TlE, EGEINIEERSTa
IBT T2 NTIRTHFITINET,

Dy —>Tld, BRE2TFI7AIMNEMEERETCEET, EEY -V TR, V—rvDI =4Sy b
default ICEREINTWBIHZA, BEINLZ NS T4 v I IIBET 74 N THREINET,

V—VADERDZAVI—T A RAFERIEFY—ABTINS 74 vV A5EZET B HEEFIET 31T,
J—yDY =5y NEBERL, ThIZSLTY =YDy —45y NEBRETIUNELAHY T,
916.2. V—VHNEEAEFRA LA —HU Ry NEWI-Fixy NO—2VBTORNS T4 v D
DERIE

V—VREEAFERAL T, AL firewalld V—YHADA V9 —T A REY—ABD NS T4 vV 5E8x
ETBIENTEFET, TOMEICIRDFELHY T,

o BT INA REEIETINA ADBED Y — A L AR (enpl1s0 ICEHRI N1 —HY Xy b
Xy hT7—72 & wip0s20 ICEHKINZ Wi-Fixy KO—JDETRIS 74 v 0 &ErEAEE)

o XEAERREDYR— b

o Xy NT—IHOEBDT A RELFI—F—BTF /AL THEATEZHEY V-2 (T
V= FoHNR—R, Fy NT—OEFANL—URE)

o WEMNLARALRY NT—J (RL—XRIE. LATVI—DREHE. VY—ZANDT7 724K
&)

ZDHEEIZ. B2 D firewalld V— I L TAMICT DI ENTEZXT,
FIE

L A—RLVTHNTry MNEREZBWICLET,

# echo "net.ipv4.ip_forward=1" > /etc/sysctl.d/95-IPv4-forwarding.conf
# sysctl -p /etc/sysctl.d/95-IPv4-forwarding.conf

2. V—VREEEENICT DA Y —T x4 AN internal V—VICOHFAE|Y K THRTWB I &
=R LET,
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I # firewall-cmd --get-active-zones

3. BE. AV —7 x4 XA internal LAADY —VICEIY B THNRTWBEBEEIF. UTDLDIC
BIYY¥TLET,

I # firewall-cmd --zone=internal --change-interface=interface_name --permanent
4. enp1s0 5 & U wip0s20 1 4% —7 =4 X% internal V' — > IZEBMLZF T,
I # firewall-cmd --zone=internal --add-interface=enp1s0 --add-interface=wip0s20
5. V—VREEEZEMILIT,
I # firewall-cmd --zone=internal --add-forward
W

UTOMREEFIETIE. nmap-ncat /Xy T —IDNEADRAMIA VAN —ILINTWVWEIBENHY X
-3—0

L V—VEREEAMICLERZANDenpls0 1 V9 —T7 (A REALURY 7=V EIZHBER
MIOJ4 v LET,

2. ncat Techo Y —EX%ZRE L., EHRZ2TAMLET,
I # ncat -e /usr/bin/cat -1 12345

3. wlp0s20 1 Y9 —T A REMLURY hT—JICHBRAMIATAVLET,

4. enp1s0 EALCRY hT—JICHBRAMNETEITLTWS echo —N— R LET,
I # ncat <other_host> 12345

5. v AAALTEnter 2 LEY, TFAMNREIND I & =2HELET,

RS

o firewalld.zones(5) D man XR—<

9.17.RHEL > 257 L 0—)L%{#EFH L 7= FIREWALLD D% E

firewall RHEL Y R FLO0— LA ERAT 2 &, —EICERD IS4 7> MC firewalld Y —EX AR ET
XFEd, TOFRERIIUTOEBY T,

o ANBEINYENLRA VY —T 14 A%51RMHT 3,
o B firewalld /X5 X —% —% 1 AR CREFT %,
aAv hO—Jb/—RKTfirewall O—J)L%ZE1T9 5 &, RHEL Y X 7L 0O—/LA firewalld /85 X —4% —

ZEENR/ — NICEEICGER L. BREBRENSX-—FI—ZHRFLETT,

9.17.1. RHEL ¥ X5 A 0—)L firewall DI E
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RHEL ¥ X7 AL0O—JLiE, Ansible BE8ft2—FT 4 VT4 —DaAVFVYEY NTY, 2OAVTVY
(&, Ansible BEMEZ—T 4 VT 1 —&&HIC, BROVYRATLZ ) E—FNTEETZLOD—ELL
BEAVY—T A RERBLETS,
RHEL ¥ X7 4 0O—JL® rhel-system-roles.firewall O —JL %, firewalld ¥ —E X DBEIEEED/=HIC
BAINZE LT, rhel-system-roles /Xy r— (12, ZORHEL YR FLA0—)LEY) 77 LY ARFa
AV RMBEENRTWVWET,
1D EDY 27 LIC firewalld /X5 X —% — % BEIMICEA 9 % 1ICI1E. Playbook T firewall RHEL &
AT LO—)VEHEZFERLZET, Playbook I, TF XA MR—ZD YAML ER TR I/ 1 DULED
TLAD)ZARTY,
AVRYN) =T 74V EFERALT. Ansible NERET 2V AT LEY NEERTEET,
firewall O—LZFEAT2 &, LTFDL D ARG S firewalld /N5 XA —89 —%ZRETEET,

o J—1,

o Ny MDEFRIINBT—EZR,

¢ R—MDIZT74vIT7IEADME, 1R, FIFHIFR,

o V—VDR—bMFLIFR— FNEEDEIE,

BIER R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 )L
e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 k1) —
® Playbook D&

o A URYKNY—DEEAX

9.17.2. firewall RHEL ¥ A7 LA O —JLA&{FH L 7= firewalld XED ) v b

firewall RHEL > X7 L0—I)%EHAT 5 &, firewalld 3XRE%2T 7 # )L NOREIC) Y N TXZET,

Z#) X M IC previous:replaced /XT X —#4 —%EBIT 5 &, RHEL Y AT LAA—IILABFEDOI—H—
EDHRELETNTHIRRL. firewalld 277 #J)L MYty MLZET, previous:replaced /35 X —

H—HOBREEHAEDED E, firewall O—JLIZEFH LWREEEHA T 581ICEIFOREA T TH!

BRLET,

Ansible A bA—=JL/ —RTUTDOFIEAEAETLET,

AR
o HEl/ —REEE/ —FZERBLTWDS

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢Lcarybo—)b/—Kicasq4vLTw
%,

o BIENR/)—RKADEMICHERTEZT7HIYMI, TD/—RIZNT 5 sudo HERENH 5,

=2
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE% L % 9,
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- name: Reset firewalld example
hosts: managed-node-01.example.com
tasks:
- name: Reset firewalld
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- previous: replaced

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR Y NIIBXERIETZLETTHY ., BNEDPRBEYLERENSRETZEDTIEAN
CEITEFRLTLEIWY,

3. Playbook #Z2fT L £ 9,

I $ ansible-playbook ~/playbook.ymi

o FIEWR/—NTroot& LTRDIYY REEFTL, IRXTOYV—VEHRLET,

I # firewall-cmd --list-all-zones

RS

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 JL

e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 k1) —
9.17.3. firewall RHEL ¥ A7 AL O0— )L EA L T, firewalld DEENZ 71 v I %H B
O—AIR— M SROO—HIILKR— MIEET S

firewall O— /LA FHT 5 &, EHOBETRHRRA N TERENKHELIND DT firewalld /35 X —
HY—%)E—NTERETZZET,

Ansible A A=)/ —RKRTUTDOFIEEZETLET,

AR
o HEl/ —REEE/ —FZERBLTWS

o TIEWR/— KNTPlaybook #R{TTER1—H¥—¢LTcarybo—)b/—Kicasq4vLTw

%,

o BIENR/)— RKADOEMICERTEZT7HIYMI, TD/—RIINT 5 sudo HERENH 5,

FIR
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X5
it

1. ROWAB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Forward incoming traffic on port 8080 to 443
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- { forward_port: 8080/tcp;443;, state: enabled, runtime: true, permanent: true }

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

CDAXR YV NIIBXERIET 2T THY ., ANEDPRBENLERENSRETZEDTIEAN
CEIEFRLTLEI WY,

3. Playbook #Z2fT L9,

I $ ansible-playbook ~/playbook.yml

o BIWRKANT, firewalld BEARTLFET,

I # firewall-cmd --list-forward-ports

RS

e /usr/share/ansible/roles/rhel-system-roles.firewallREADME.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 1) —

9.17.4. firewall RHEL > A7 L O0—)LA{ERA L T. firewalld D/R— N = EIE

firewall RHEL Y 27 L0—J)LEFEBRALT. BEMN 74y 7BOO—AIL T 74T 2 4—ILDR— b
=L, BEBZREFLVRELAMIZITEEY, L&A HTTPSHY—ERDEBEE NS 71 v I %
HATELIICTIAININY—VEBETEET,

Ansible A bA—=JL/ —RKRTUTDFIEEAETLET,
AR
o HIffl/ —KEBE/ —RE#ERFLTWS

o TIEWR/— KNTPlaybook R{TTER1—H¥—&Lcarybo—)b/—Kicasq4rvLTw
%,

o BIENR/)—RKADOEMICHERTEZT7HIY M, TDO/—RIZNT 5 sudo HERENH 5,
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¥
1. ROWB%EEL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {ER L % 9,

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Allow incoming HTTPS traffic to the local host
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- port: 443/tcp
service: http
state: enabled
runtime: true
permanent: true

permanent:true 7 7> 3 VA AT 5. BREBZREHLVERENMHREINET,
2. Playbook O#XAMIEL £,

I $ ansible-playbook --syntax-check ~/playbook.yml

CDAX Y NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEIEFERLTLEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.yml

o EWWR/— KT, HTTPS Y —ERICEEM T SNz 443/tcp R— MAFHWVWT WS Z & = HERR
L/i_a—o

# firewall-cmd --list-ports
443/tcp

BIER R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/firewall/ 71 L 7 1) —

9.17.5. firewall RHEL ¥ R 5 A0 — )L A {# A L 7= firewalld DMZ /' — > DB E

O RT7T LEEBEG, firewall RHEL Y R 70— )LZFEAL T, enplsO 1 ¥ —7 x4 X LIC dmz
V—VEREL, V=UANDHTTPS NS 74 vV %FHFATEEY, LY., AEI—H—5 Web
H—N—IT7 IV ERATEDLIICLET,

Ansible 3> bA—=JL/ —RKRTUTDFIEEZETLET,
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AieR At
o HEl/ —REEE/ —FZERBELTWS

o TR/ — KNTPlaybook #R{TTER1—H¥—¢&LTcarybo—jb/—Kicarsq4rvLTw
%,

o BIENR/— RKADEMICHERTEZT7HIYMI, TD/—RIINT 5 sudo HERENH 5,

¥
1. ROWB%EL Playbook 7 7 1 JU (fill: ~/playbook.yml) % {EE L £ ¢,

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Creating a DMZ with access to HTTPS port and masquerading for hosts in DMZ
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- zone: dmz
interface: enp1s0
service: https
state: enabled
runtime: true
permanent: true

2. Playbook O#XAMIEL £,
I $ ansible-playbook --syntax-check ~/playbook.yml

DAY NIIBXERIETZLETTHY ., ANEDPRBENLERENSRETZEDTIEAN
CEIFERLTLEIWY,

3. Playbook #Z21T L £ 9,

I $ ansible-playbook ~/playbook.ymi

&
qEI-I.l

o T/ —KRT, dmzV—VICHATZFMERERTLET,

# firewall-cmd --zone=dmz --list-all
dmz (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0
sources:
services: https ssh
ports:
protocols:
forward: no
masquerade: no

17
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forward-ports:
source-ports:
icmp-blocks:

BEEE R

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md 7 7 1 )L

e /usr/share/doc/rhel-system-roles/firewall/ =1 L 7 k1) —
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Z10= NFTABLES O {EF

nftables 7 L — LT —73/N 7y M= 4E L. iptables. ip6tables. arptables. ebtables. & & U
ipset 1—7 14 )74 —DEMTY, FIFEME. BB, T -T2 RITEWVWT, LEIONTY T4
ZNVTY—IICEL DBERMEMINE L, UTFICHZRLET,

o BAMEBORDLYICHAMARIY I Ty TTF—TIL%FH
e IPVAZ7ORNINELVIPVG 7O NINICHTZ1D2OTL—LT—2

o TRL—IEY MDTIVF, B, BLCREZITHT. IRTT IV JICERAINS
=L

o IL—IEY MIBIFBEZTNRNYITELV ML —ZIADHR (nftrace) 8LV ML —4 RV NDEE
8 (nft Y —JL)

o SLYE—Xh/icav/y hafEx, 7O MJNVEEDILELL
o H—RNR—F4—DF7 ) r— 3 v H Netlink API

nftables 7L —L7—7 . T— IV EFRALTFz— VA2 FRELE T, TOFz—VIliE. 793
VERITTBEL2DI—IHDEIFNET, nfft I—F 14 )74 —&. URIORXTYy N740L5 )V T2
L—LT—IDY—=I)LEIRTEEIHIET, libmnl > 1 735 —%1 LT, nftables Netlink AP| &
DIEL NILDFEEIC libnftnl 54 75 — % FHETEZET,

W=ty FEBEABERAINTWSE I EARKRTRT BITIE, nftlistruleset IY Y RAEFRALEFT., Ch
S5D1—T4 VT4 —ET—TI., Fxz—r. b=, £y b, BLVEOMODA TV b %
nftables JL—/Lt v NIEIMT %72, nft flush ruleset 3~ > K72 & D nftables L—ILt v MNEE
(&, iptables AT Y REZFALTA YA M—ILINFIL—ItEy NMIEEESZAZAREENH D I &I
FRELTLEIW,

10.1. IPTABLES 5 5 NFTABLES ~D#1T

77470+ —ILEREDKAE LT iptables )L — LA FER L TW 354514, iptables L—IL %
nftables ICZ1TTEX X7,

10.1.1. firewalld. nftables. Z 7|3 iptables Z{#H Y 5355
PR ROA—FT4 ) T4 —DVWIThh%EERTI2URENHZVFTYADBEETT,

e firewalld: f§E5 7% firewall D1 —RX 4 — R ICIE, firewalld 2—F 1 )54 —&FALET, TOD
A—FT 14 )T 4—lF, FOWPTL, ZDEIRTFYAD—BIRFERAICHIELTWET,

e nftables: nftables 1—5 1 )74 —%FALT. Xy NT7—0 2R E, EMLANRNTr—T
AEATREER I 74T 04— IL%ERELET,

e iptables: Red Hat Enterprise Linux @ iptables 1—7 « ') 7 1 —I&. legacy /\v 7 TV KD
HYIZ nf_tables 71— JL APl 2R L £ 9. nf_tables API (. iptables O~ > K% FHET 2
29 1) 7 RH, RedHat Enterprise Linux CBIZEEET 2 LD IC. BAEBRMEERHELE
T HLWI 747 04—ILRY ) T MDIFEITIE, Red Hat I nftables 2 FHT 2% Z & % #
BLET,
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BF

IFXFERT 74T +—IILEAEHY—E X (firewalld. nftables. 7z/4 iptables) 748
BILFEEEZRWEDILTSICIE, RHELEAR R TZDHI B 1 DRI EETL, D
-|j-_ EZ%%W‘: L/ i’a—o

10.1.2. iptables & & UM ip6tables JL— /Lt v b D nftables ~DZ#E

iptables-restore-translate 1—7 1 ') 7 1+ —& & U ip6tables-restore-translate 1—7 1 ) 7 1 —%
@ L C. iptables & & V' ip6tables JL—J/Ltz v k% nftables ICZ# L X T,

[} =355
e nftables /Nv 57— B & Wiptables /Xy 5 —INf VA M—ILEINTWS,
o 7 AT iptables JL—JL & & U ipbtables )L — LD EREIN TS,
FIa
1. iptables JL—J)L & &L U ip6tables L —I)L & 7 7 1 JLICEZIAHE T,
# iptables-save >/root/iptables.dump
# ip6tables-save >/root/ip6tables.dump
2. ¥V 77 74 )% nftables Sy SICEHBLE T,
# iptables-restore-translate -f /root/iptables.dump > /etc/nftables/ruleset-migrated-
from-iptables.nft
# ip6tables-restore-translate -f /root/ip6tables.dump > /etc/nftables/ruleset-migrated-
from-ip6tables.nft
3. MEILHE LT, EMI N nftables L—IILEFETEHL T, BERLET,
4. nftables Y —EZXAD’ERINLZT 74 I EZO0—RTEBELIICTBITE. UT%
/etc/sysconfig/nftables.conf 7 7 1 JLIZEI L £ 9,
include "/etc/nftables/ruleset-migrated-from-iptables.nft"
include "/etc/nftables/ruleset-migrated-from-ip6tables.nft"
5. iptables 7 —EXZ{ElE L. EMIILZXT,
I # systemctl disable --now iptables
HAZ LAY T hEFEHALT iptables L —ILEFRHAALIBZEIZ. RV ) T NHEHHICH
IRINMK ARSI L ERREL, BEHLTIRTODT—TIVET7Tv2alLET,
6. nftables Y —EXZBMICL TREIL £,
I # systemctl enable --now nftables
e nftables L—ILtEvy hERRLZET,
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I # nft list ruleset

BEER

o T LDEBEFIC nftables JL—IL D BEIFTEAIAH

10.1.3. —® iptables # &£ U ip6tables L —JL v kD nftables ~DZ#:

Red Hat Enterprise Linux (&, iptables JL—JL % 7= (3 ip6tables /L —JL %, nftables TRIFED/L—ILIC
Z#9 % iptables-translate 1—7 1 ') 7 1 —8 £ U ip6tables-translate 1—7 1 1) 7 1 — %R L F
ER

=55

e nftables /Ny T —IU DA VA M=ILINTWD,

FIR

o LUITD&LDIC, iptables 7 (3 ipbtables DK1Y (T iptables-translate 1—7 1 ) 7 4 — &
7 |d ip6tables-translate 1—7 1 ) 7«1« — %A L T. X9 % nftables L —/)LZRkRL £
ER

# iptables-translate -A INPUT -s 192.0.2.0/24 -j ACCEPT
nft add rule ip filter INPUT ip saddr 192.0.2.0/24 counter accept

HEARIEBEIC & > TIREBREEDN 2 WGREHY E T, TOLIBIFEICE, 2—FT14 T 1 —
I UATFD& SIS, AIIC #RBESMTWLREBRIL-ILEHALETS,

# iptables-translate -A INPUT -j CHECKSUM --checksum-fill
nft # -A INPUT -j CHECKSUM --checksum-fill

BEER

e jptables-transiate --help

10.1.4. —fi&#9 72 iptables O~ > K & nftables 3~ >~ KDL

LUFIE. —#%8972 iptables O < > K & nftables <Y >~ ROLLETTY,

o IRTDI—I%EJAMNKRTLET,

iptables nftables

iptables-save nft list ruleset

e BEDT—TINBELIVFI—VEYRAMRRLET,

iptables nftables

iptables -L nft list table ip filter
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iptables nftables

iptables -L INPUT nft list chain ip filter INPUT

iptables -t nat -L PREROUTING nft list chain ip nat PREROUTING
nft Aav Y Rk, T—TULBLTCFz—VAEFRNIERLEFRA, b, 22— —DFHT
ER LI BICOAEELET,

firewalld IC&L > TEMRINTZIL—ILD—ERT:

# nft list table inet firewalld
# nft list table ip firewalld
# nft list table ip6 firewalld

10.2. NFTABLES 27 ') 7' M DER & & U'ELT
nftables 7L — AT — V5 FEAT2ERFRIE. RIYTNOETHATRIVITHEIETY, OF
Y, DRAFLDNRY) ThEFEEBERT D T5—DIRELALBEICIEETEMBELTZIEEEBKL
F9, TNICLY., 77470 4—ILIFBIC—BLIREICARY T,
I 5T, nftables 27 ) 7 NREAZFEHAT &, ROZENTEET,

o XV MMDEM

o ZHDOESR

o fDIL—ILtEY T 7AILDIHAH
nftables /X\v s —J % 4 ~ A h—)L 9 % &, Red Hat Enterprise Linux »"EEIBIC *nft X)) T M &

/etc/nftables/ T4 L2 MY —IERLE T, TORIY) T hE, IEIFRENTT—TILEZD
Fr—VAEERTZATYRDIEENTE T,

10.2.1. &5 L TW % nftables 7 ) 7" K DR
nftables X 7 ) 7 NRIETIE, ROBA TRV ) T h&2RBABTEET,
e nftlistruleset v REAUBATIL—ILEY MHBRFINET,
#l/usr/sbin/nft -f

# Flush the rule set
flush ruleset

table inet example_table {
chain example_chain {
# Chain for incoming packets that drops all packets that
# are not explicitly allowed by any rule in this chain
type filter hook input priority O; policy drop;

# Accept connections to port 22 (ssh)
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tcp dport ssh accept

}
}

e pnftav Y REREUEX:
#l/usr/sbin/nft -f

# Flush the rule set
flush ruleset

# Create a table
add table inet example_table

# Create a chain for incoming packets that drops all packets
# that are not explicitly allowed by any rule in this chain
add chain inet example_table example_chain { type filter hook input priority O ; policy drop ; }

# Add a rule that accepts connections to port 22 (ssh)
add rule inet example_table example_chain tcp dport ssh accept

10.2.2. nftables X 7 ') 7' D E1T

nftables 27 ) Mk, nft I —F 1 VT4 —ITEITH. RV SN BEEERTTDHIETEITTEE
_a—o

FIR

e nftables RV FhAanft2—F 14T 4 —IELTEITTBICIE, ROOAT Y RERTLE
£

I # nft -f /etc/nftables/<example_firewall_script>.nft

e nftables RV ) F N A BEEERTIT I, XOAYTY REETLET,
a. 1EEIFETT 31545:
i ROV TIDBUTOIYNY Y=V ATHRFEDZEAEALET,

I #l/usr/sbin/nft -f

BF

ANRSA—F—FFELRVE, Pt I—TFT 1Y T4 —dRY ) %
FAHE 59, Error: syntax error, unexpected newline, expecting
string 2R ~L T,

i. REIKLT, A7) T hOMEE% root ICEREL T,
I # chown root /etc/nftables/<example_firewall_script>.nft

i. AEBEDRI) TRERITI 74 IICEBELEY,
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I # chmod u+x /etc/nftables/<example_firewall_script>.nft
b. VU NERITLET,
I # /etc/nftables/<example_firewall_script>.nft
HARRRIINABWGEIX, YATLNRI) TN EEBICEITLET,

BF

NftiE RV ) T REEEICRITLETA, L—ILDEEP/NNTA—F—FRE. FLIERY
V7 NADETDOMOBBICELY . 774704+ —ILHEFEY OEEARE T IR WATEE
MHHY FT,

RS

e chown(1) ® man R—<
e chmod(1) D man R—Y

o U RTFTLDEENEFIC nftables JL—IL D BEGEAHIAH

10.2.3. nftables X7 ) 7 hTa XY hDER
nftables X7 ') 7 NRIEIX, # XFOHRAIDOSITRETDIARNTEIAX Y NELTEBRLET,

OAY M TOREFIE AT NOELLRBTEET,

# Flush the rule set
flush ruleset

add table inet example_table # Create a table

10.2.4. nftables 2 7 1) 7 N TOZEEHDER

nftables X7 ') 7 N TZEHAEEHRT BICIE, defineF¥F—7—REFAHLFT, YV IIESLVESL
Ty NEZHIRETEET, JYBEMAYF)ADBEIF. By NERITGREY Y TE2FRALE T,

5% 1D O>TH
LUTFDOBIE, B4 enp1s0 @ INET_DEV & W\ S &RIDEHAEE L £ 7,

I define INET_DEV = enp1s0

AUV TINTEREFERTZICE, $ESE. ThICHCEREERBELIE T,

add rule inet example_table example_chain iifname $INET_DEV tcp dport ssh accept

Efdty FESUEH
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UToFITIE, ERty h2@80EREERELETT,
I define DNS_SERVERS = { 192.0.2.1, 192.0.2.2 }
AV TNTEREFEAT2ICE, $BBE. ThICHR<EREZEELZY.

I add rule inet example_table example_chain ip daddr $DNS_SERVERS accept

pa

hiEAlE, ALY hERLTWAIEERT D, L—LTHEETHAE. &
2 Blhtwy T4 REREET,

RS

e nftables A¥ Y RTOtY hDER

e nftables XY RICHBITBREYY TOFEH

10.2.5.nftables X 7)) 7 hAD 7 7 4 JLDIEM

nftables X7 ') 7 NRIETIX, include A7 — M XY NAEFHLTHORYY) ThEEDHBIENTE
i’a—o

X NAZFEERRNZRDBEWNT 7N EDHEZIEET 5 &, nftables ICIE, 77 #J)L b DIRFE/NZAD
774D EENZT T, NIk, RedHatEnterprise Linux Tld /etc ICBREINTWVWE T,

BlONT 7AINMRTBETAL I N —DSDT7 7MLV EED

FIFIWMNDRBETALIN)—DS T 74 IILEIRETDICIF,. OO REERFTLET,

I include "example.nft"

PNO2FT4 LI M) —D*nft 774N ETRTED

*nft TRHZITRTDT 714 JL% letc/nftables/rulesets/ T« L 7 M) —ICIRTFT B ICIE. JRD O
YV RERIFTLET,

I include "/etc/nftables/rulesets/*.nft"

include A7 — M XV KNI, FYRMNTHBEZTZ7A4ILI—BLAWVWC EICERLTLEIL,

RS

e nft(8) M man R— ® Include files 27 > 3 >~

10.2.6. ¥ 2 57 L DFBEIFFIC nftables JL—IL D B &5k A& 3A A
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systemd % —E X nftables (3. /etc/sysconfig/nftables.conf 7 7 {1 JLICEENZ 774 T7 V4 —IL R
D) TN EFmHIAHET,

GlEis Sa
e nftables X7 ') 7 MiE. /etc/nftables/ T4 L2 N —ICIRBEINZET,

¥
1. /etc/sysconfig/nftables.conf 7 7 1 LA #RE L £,

e nftables /XYy 5 —I DA >~ X h—JLT Jetc/nftables/ ICEF I /= *nft R V) T NEZLHE
LEBEIRE. ThoDR V) FThDinclude R7F— M XAV MDA Y NEEBRLET,

o HILWRIY TS NEEMRLBEIE. include RF— M XY hEBMLTZIhLEDRY )T

Ne&HET, /=& 2L, nftables 1—E X D#2EIBFIC /etc/nftables/example.nft 2 7 1)
T M EFEHFADICIE, LTFEBML £T,

I include "/etc/nftables/_example_.nft"

2. 77 av:nftables Y —ERXEFB LT, YATALAEBEBETICTI 747 94—ILIL—IL%&
KRB ET,

I # systemctl start nftables

3. nftables Y —EX&5FG/ICLE T,

I # systemctl enable nftables

B EtE
o XL TW3 nftables 7 Y) 7 M DFR

10.3.NFTABLES 7 — 7L, Fx—>, BLUVI—ILDERSE L VEE

nftables L—I/)Lt Y NERRLTEETEEY,

10.3.1. nftables T — 7L D E K

nftables DF— 7Lk, Fxz—>, L=, Y N EDF TV VA2 EUELBIZERTY,
EBT—=TIWIIET7 LR 7Y —HEYHTSNRTVWEIRERrHYET, PRLRT77IY—E,
DTF—TIHUNEBGTZNRry NIATHERELET., T—TIEERT BEIC. LTFTOWTFhrDT7 R
LAT773I)—%BETEET,

o ip-IPvANTY RDAHAE—BLEFT, PRLR77IY—%iFELRBRWVWE, ThHTT7+IL b
ICRY XY,

e ip6-IPv6 /X7y hDHE—HRLZET,
e jnet-IPv4/ X7y NEIPVe Ty NOAE—BLET,

o arp:IPv4 7 RLZAFR7ORMNII (ARP) X7y hE—BLZET,
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e bridge: 7 v ¥ TFNA REBEBT B/ MI—HLFT,
® netdev:ingress MSD/XTw MI—HEL 9,
T—TIEEBINYT 256, FRTIZHRAE 774 T704+—ILRAV) TMILYERYFT,

¢ RATFTATHEXDRYYY FMTIE, UTA2FERALET,

}

I table <table_address_family> <table_name> {

e V)RV YTKT, UTFEFHLET,

I nft add table <table_address_family> <table_name>

10.3.2. nftables F = — YV O EXK

F—=TIE, =L DAVTF—THB2FI—VTERINET, RO2DDIL—ILYA THEELE
-a—o

¢ R—AFx—V: XY NIT—=VRIvIDSEDNRNTYy hODITV M) —RAVMELTR—2R
F—VEFEHATEIXY,

o BEDFI— jump¥—4 v N LTEBEDFz—VAFERAL., L—IL%&E &Y BEICEET
XFEd,

R—2AFz—VhaET—TIVBNMT3BEICERTIHERIE. 7747 091—ILAY YY) TMNCLYER
L) i’a—o

¢ XATATHEXDRYY FMTIE, UTE2FERALET,

table <table_address_family> <table_name> {
chain <chain_name> {
type <type> hook <hook> priority <priority>
policy <policy> ;
}
}

o VI )RV YTKRT, UTFEFHLFT,

nft add chain <table_address_family> <table_name> <chain_names { type <type> hook
<hook> priority <priority> \; policy <policy> \; }

At OAOVEIOIR Y ROREZEELTERLAWVWEDICTSICIE,. 200V 0FIICT
ATr—TXFE\ARELET,

EELDHTEH, R—AFx—Y ZHFHLEY. BEDOFT—r 2FKT 23556, FHEIMAIC/NS
A= —ZRELBWVWTSEEIL,

Fx—H94 7
F—VIATEFTNSEFRATEST7RLRA77I) =79y 7DBEAMUTICRLET,

127



Red Hat Enterprise Linux8 v b 77— D+ Y71 — 7%

ZPRLRAT773IY—

filter all all EEDF -4
nat ip. ip6. inet prerouting. input ZDYATOFz—id, EfBEFTY b
. output. postrou J—ICETWTERA T4 TT7RLAZHESR
ting TLES, RTDNRTY ROBHDBZDF T —
VAL TENSN=-ZLET,
—F ip. ip6 77 (output) IDFI—rH4 TEBET DEFAFH/N
v ME IPAY Y—DEERSNEEIN
TBEIC. FILWIL— MLy O 7y THB| X
BILET,
Fr—VDBkE

priority /NS X =& —l&, N7y MPRALT7 Y I EZ/HOF -V 2BBYT BIRFEZHEELET. D
NIA—=F—IE, BRUBICRES I b, RED priority BEHEATHIEETELT,

DFo~x M) v o RIE, EERNR priority B & ZTDEIEDOBE, ThoA2FERATES2773I) -840
7Yy IDHETY,

T¥ X MDE ZPRELRI73IY)—
raw -300 ip. ip6. inet all
mangle -150 ip. ip6. inet all
dstnat -100 ip. ip6. inet prerouting
-300 bridge prerouting
filter 0 ip. ip6. inet. arp. netde all
v
-200 bridge all
security 50 ip. ip6. inet all
srcnat 100 ip. ip6. inet postrouting
300 bridge postrouting
out 100 bridge 17 (output)

Fx—YRY—

Fr—VRYI—IE, TDF—VDIL—=ITTIarvHEEINTWARWEEIZ, nftables A/
Ty hNEZFANZHIRAOY TTEINEEELET., Fz—VIKik, UTFOVWTFhHLDRY O —%5%E
TEXFd,
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e accept (T 7 A/ NK)

e drop

10.3.3. nftables JL—JLDEXK
I—ILiE, TOI—ILAEELFT—VAEETNNTY MIRLTEFTITZT7IvavaERLET, IL—

WIC—HTBXEEIN25E. nftables (&, LEIOXDN I AN THEHAINTWSBEICOAT I3 Y
ZRITLEYS,

Fz—II—ILEBINT 358, FETIHERIEZ T 74 T7094+—ILRAI Y TRNILYVERY FT,

o XATFTATHEXDRYYY FMTIE, UTE2FERALET,

table <table_address_family> <table_name> {
chain <chain_names> {
type <type> hook <hooks> priority <priority> ; policy <policy> ;
<rule>

}
}

o VI )RV YTIMT, UTFEFERALET,
I nft add rule <table_address_family> <table_name> <chain_name> <rule>

DTV RNE, Fz—VORBICHFLWIL—ILZEBMLET, Fz—VDEBEICIL—
IVEEINT 5FBE1E. nftadd DD Y IC nftinsert I~¥ > R&EFRHLET,
1034.nft A~V R&EFERALZT—TI, Fz—V, IL—ILDOEE
AT Y RSAVERIFYTIVAYY T RhThftables 774 704 — LA EETZICIE, nft2—F 1Y)
T4 —%5FRALET,
BE
CHDFEOIATY RIFBEEDT7—770—42KLTEST, RBELIhTLWERHA, &

DFIETIE, nft AT Y REFRALT. BB T—TIL, Fxz—r, BLTIL—ILEE
B ZAEEHRBALET,

FIR

L T—7IDIPvANRTy REIPVe /Xy NOBAEZNIBTESLIIC, inet 7PRLRT 7
I) —%{#MA L T nftables_svc E WO ZEIDT— T EERLET,

1

I # nft add table inet nftables_svc

2. ZERXRYNT—UNTT74 v 0 %MIET S INPUT & WD ZRIDOR—RF T — 2% inet
nftables_svc 7— 7 JLICEIML £ 7,

I # nft add chain inet nftables_svc INPUT { type filter hook input priority filter \; policy
accept \; }

DA tEIOAVEIIR Y ROREZEE L TERLAWVWEDICT SIS, \XFZFEHRALTES
aAavAEIRY—TLET.
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3. INPUT Fz—II—ILAEBMLET, &K INPUTF—VDHREDIL—ILE LT,

R—=M2BLV443 TEEFETCP bS5 7 14 v 7 %EFFA L. Internet Control Message Protocol
(ICMP)R— MIEETERWXA Yy -V THOBEENZ 71 v I 2ETLET,

# nft add rule inet nftables_svc INPUT tcp dport 22 accept
# nft add rule inet nftables_svc INPUT tcp dport 443 accept
# nft add rule inet nftables_svc INPUT reject with icmpx type port-unreachable

CITrRINzELI I nftaddrule Y Y REFETIT D&, nftidaAY Y KEITEELUIERT
I—ILEFT—VIBIMLET,

NY RIVEEDREDIL—ILtY hERRLET,

# nft -a list table inet nftables_svc
table inet nftables_svc { # handle 13
chain INPUT { # handle 1
type filter hook input priority filter; policy accept;
tcp dport 22 accept # handle 2
tcp dport 443 accept # handle 3
reject # handle 4

}
}

5. NV RV ITEHREFELN—ILDENIIN—ILERALFT, E&EXE R—h636 TTCP b3

6.

T4 vV 5FATBIL—I%EEATSICIE. UTFEZAALET,

I # nft insert rule inet nftables_svc INPUT position 3 tcp dport 636 accept

NYRIL3IT, BEIL—ILDOEDIIL—ILEEBIMLEY, &AL R—KM80OTTCP b3
TA4v I %FATBIL—IEEBMTSICIE. UTFEAALET,

I # nft add rule inet nftables_svc INPUT position 3 tcp dport 80 accept

7. N RILTIL—IbEy b=BRRILET, BTEMLAZIL—ILDBBEDAEICEMINTWLNS

8.

130

JEEHRBLET,

# nft -a list table inet nftables_svc
table inet nftables_svc { # handle 13
chain INPUT { # handle 1
type filter hook input priority filter; policy accept;
tcp dport 22 accept # handle 2
tcp dport 636 accept # handle 5
tcp dport 443 accept # handle 3
tcp dport 80 accept # handle 6
reject # handle 4
}
}

NYRIL6 TIL—ILEHIBRLET,
I # nft delete rule inet nftables_svc INPUT handle 6

IL—ILEHIBRT BICIE. NV RIVEIEETBIRELNHY T,
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9. L=ty FERFL, HIBRINAIL—IDEIBEELLEWI EAHRLE T,

# nft -a list table inet nftables_svc
table inet nftables_svc { # handle 13
chain INPUT { # handle 1

type filter hook input priority filter; policy accept;
tcp dport 22 accept # handle 2
tcp dport 636 accept # handle 5
tcp dport 443 accept # handle 3
reject # handle 4

}
}
10. INPUT F T — U HBYDIL—ILESRTHIRLEY,

I # nft flush chain inet nftables_svc INPUT
N b=ttty hEREIZL, INPUTFz—UDAETHDIEEHERLET,
# nft list table inet nftables_svc
table inet nftables_svc {
chain INPUT {
type filter hook input priority filter; policy accept

}
}

12 INPUT Fz—V&HIBRLET,
I # nft delete chain inet nftables_svc INPUT

COARVRAEFEALT, FRIL—IHIEFNTWEF—VE2EIKRTZIEETITET,

13. Ib—lbtEYy h%ERZIRL. INPUTFz—VUDBIRRI NI & ZHRELET,

# nft list table inet nftables_svc
table inet nftables_svc {

}
14. nftables_svc 7— 7L % HIR L £,
I # nft delete table inet nftables_svc
DAYV REFALT, FEL—IUDPEFNTVWET—TILEHIRTZIEETEET,
R
W=ty bEEZHIRYT 201 BROATY FTIRTOIL—Ib, Fx—

V. BLOT =TIV EFETHIRT 2D TIEA <. nftflushruleseta< > K%

BIER R

nft(8) M man R—
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10.4. NFTABLES % {#f L 7= NAT D& E

nftables # AT 25 &. UTFDXRY hT—2F7 RL A% (NAT) 94 THRETEZET,
o YRAL—Fa Y
e YV —2Z NAT (SNAT)
e 3E%% NAT (DNAT)

e USALU LK

BF

iifname /XS X —4% —B L U oifname /X5 A =9 —TIIEA VY —T 21 REDH%E
HTE, &% (altname) IZITFIELTWEH A,

10.41.NAT 94 7
UTFIE, 2y h7—2 7 RLRZE#H] (NAT) 14 FITRY £,

YAAL— RBLTY—ZD NAT (SNAT)

CDONAT A TOWTIHDEFERLT, Xy MDY —RAIPT7RLREZEBELEY, & x I

A9 =%y NF—ERTONAS F—(ISP) 1. 754 X— N IP & (10.0.0.0/8 2 &) % )L—TF 1
YILERA, XY NT—ITTSAR—NIPEHEFRAL, 21— =21V —%Fv b LEDY—
N=IIT IV ERATEZLDILTIMNELNHZIFEIE. COHFHDNXN Ty N\OY—XIPT7 KL RA%&EN
TJYv O IP7RLRICRYTLET,

TAAL—RESNAT IFEWIIHEBICLUTWE T, HERIFIRODEBY T,

o YAAL—KRIF, HAAM VY —TzARDIP7RLAEZEEMICFEARALET, LD
T, HAA VY —T A ZADEWNIP 7 RLRAAFATZHBEIE. ~RAAL—RAFALE
-a—o

o SNATIE, Xy hDY—RIP7RLRAEEBEINLIPICKREL, HAM VY —T 14 R
DIPF7RLRAEEMICKREZELEEA, TDEH, SNATOANTRAL—RIYEEZET
T HAAVI—TARPEEIPT7 RLRAAFERET 3B81E. SNAT 2FERLF T,

%85% NAT (DNAT)

CONATHA T%FERALT, BEERXT Y POBETRLRAER—MNEEXHRIFT, L& X
Web H—NN—BTFSAR—KNIPEEDIP7RLAEZFALTWSED, 1 V9 —Ry "D LEE
TOEATERWGEIK, IL—F —ICDNAT IL—ILAEREL, BEEN S 714 v 05 DY —/N—|C
DALY NTEET,

NS4 L 9 b

DI TE, Fz—rI7v IR LCTRTy MaO—AleoVIC) 54 LY M5 DNAT O
RIS —RATT, TzEZIE, Y—EXADNBER—KNERELDZR— NTERITTZHE1F. BER—
ADOSCDEEDR—MIBEN S 7149y )TALIRNTBIEDNTEET,

10.4.2. nftables A L7=Y XA hL — RDEZE
YAAL—REFRTDE, IL—FY—IF, A V=T A RENLTEEINEXTY hDY—XIP
B, AVI—TIAZADIPZ RLRAICEHMICEETEE T, Chid, 19— 1 RIFHLWIPY

YU TONTWBIESIC, nftables IEYV —XAIPOBXLZBICHFLWIP 2HENICERTSZ &%
=KL Ed,
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ens3 A VA —TJ A RAENLTHRAMNDISHEZNNT Y KDOZEETIP %, ens3 THREINSZIPICEX
BZET,

FIa
. T—7IEERLET,

I # nft add table nat
2. 7—7IIC, prerouting F T —> & LU postrouting Ft—ZEML XY,

I # nft add chain nat postrouting { type nat hook postrouting priority 100 \; }

BF

prerouting 7 T — >V IJ)L—J)LZEML %K TH, nftables 7L —LT—7 T
. BEANT Y MREIC—BTDEDICIDFI—UNYBEICRY FT,

~-F T avEMITYRISELT, YA EADpriority E%R nft AV RDA T ave
LTEBRLAWEDICTZ2URENHZ I EITERLTLEIY,

3. postrouting F t—>IC, ens3 1 V9 —T7 x4 ADHEANNT Y MI—HT B —IL%EEMLZE
ER

I # nft add rule nat postrouting oifname "ens3" masquerade

10.4.3. nftables #{ffH L 7=V — X NAT DR E

IW—4%—Tld. V—ZANAT(SNAT) ZFERALT. 19— x4 RENLTHEDIP 7 KL RITEF
TERTYMDIPEEBRTEET, RIS L—F—I3EERXTY NOY—RIPEBEBAET,

¥
L 7—TIVEFERLET,
I # nft add table nat
2. 7—7IIC, prerouting F T —> & LU postrouting Ft—ZEMLZE T,

I # nft add chain nat postrouting { type nat hook postrouting priority 100 \; }

BF

postrouting 7 T — > ICJL—I)LZEML %K TH. nftables 7L —LT—9 T
&, ZOFz—UDRENRTY MREIC—BTELIICTIVENHYET,

~-F T avEMITY RISELT, YTILHEADpriority E%R nft AV KDA T ave
LTEBRLAWEDICTZUENHZ I LITERLTLEIY,

3.ens3 AN LARENTY FDYV—RIP % 192.0.2.1 ICB X2 %)L—)L % postrouting
%I—VLCEDUL/iTo
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I # nft add rule nat postrouting oifname "ens3" snat to 192.0.2.1

BaETE R
o BEDO—HIR—KNTEE/ Ty NERDKRR NIERE

10.4.4. nftables %= {# L /=385 NAT D& E

585 NAT DNAT)Z AT 2 &, W—9—LDRZ T4 v 04V —Fy MDLEET IV EATER
WERZKNIYUSALY NTEZET,

7= ZIX. DNAT 2FHT &, L—F9—I3R—F80B LV MIICEEINIZZENT T4 v I %,
IP7 KL X192.0.2.1 D Web H—N—[CUFA LI KMNLET,

¥
L 7—TIVEFERLET,
I # nft add table nat
2. 7—7IIC, prerouting F T —> & LU postrouting Ft—ZEMLZE T,

# nft -- add chain nat prerouting { type nat hook prerouting priority -100 \; }
# nft add chain nat postrouting { type nat hook postrouting priority 100 \; }

BF

postrouting 7 T — > ICJL—J)LZEML %K TH. nftables 7L —LT7—0 T
. ZOFz—UDRENRTY MREIC—BTELIICTIVENHYET,

~-AFTavaEM ATV RIGELT, YTILHAD priority fBA nft AY Y RDF T ave
LTEBIRLABWEDICTZRENDHD I EIEFRELTLEIW,

3. prerouting F T —IC, L—F—Dens3 A V¥ —T x4 ADKR—b 80H LUV 443 D25
h>74v 0%, IP7RKLZ192.0.21 D Web H—/R—C)FA4 LU NTZI—IL%EEML Z
ER

I # nft add rule nat prerouting iifname ens3 tcp dport { 80, 443 } dnat to 192.0.2.1

4. BEBITH U T, SNATIL=ILERZIETAAL—RIL—ILAEEBIML T, Web H—N—N05RI N
17y MDY —RAT RLRAEEEZICETRELET,

2. ens3 A VA —T A ADFHWIP 7 RLRAEZFER L TWEIGEIE. YRAAL—RIL—IL%
EBmLEI,

I # nft add rule nat postrouting oifname "ens3" masquerade
b. ens3 A V4 —TJ A AHNEMIP 7 KL A%AFEAT 2HEIE. SNATIL—ILEEML F

T, =& AIE, ens3 A IP 7 KL R 198.51.100.1 2L TW3BEEIE. UTD LIk
YFEd,

I # nft add rule nat postrouting oifname "ens3" snat to 198.51.100.1
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5. Ny NEREZEBMCLET,

# echo "net.ipv4.ip_forward=1" > /etc/sysctl.d/95-IPv4-forwarding.conf
# sysctl -p /etc/sysctl.d/95-IPv4-forwarding.conf

BIER R

o NAT44 7

10.4.5. nftables 2@ L=V 51 L U NDERE

redirect BEEILX, Fx—V 7 v 2L TRy MEaO—ALII VI FA LI NTBEERY b
7—72 7 KL RZEH: (DNAT) DR —RTY,

EZE, O—ANNKRRARMDR—F 22 [CEFEINCBEEBS LVEmEINLNT T 4 v I & 2222 R—
MCUSTALIRTBIENTEETY,

FIa
. T—7I%EERLET,

I # nft add table nat
2. 7—7JLIC prerouting Fz—V&EML X,
I # nft -- add chain nat prerouting { type nat hook prerouting priority -100 \; }

~-F T avEMITY RISELT, Yz ILHEADpriority E%R nft AV RDA F¥ave
LTEBRLAWVWEDICTZ2UENHZ I EITERLTLEIY,

3. 22R—bPDERENZT T4 v 0% 2222 R— KUY ALY NFB)—I)L% prerouting F = —
ISEBML T,

I # nft add rule nat prerouting tcp dport 22 redirect to 2222

RS

o NAT44 7

10.4.6. nftables 2R L7727 0—F—7ILDRBRE
nftables 1—5 1 ') 5 4 —Ild. netfiter 7L —LD7—J%FRALTRXY NT—O KNS T4 v JIZRY b
T—07 KL A (NAT) 2R L. &F/NZABEEN—Z D flowtable X h =X LZRHEL T/ v b
mxEEEREL T,
TO—FT—TILAAZZXALITIEROEEEDL HY £,

o EFMEBMAMAL T, KD/ Ty NEENRRAENA IR LET,

o WkD/INTy NUWIBAENANRZATBIET, I—TFT4VITF—TIDOBSRAOR LT,

o TCPHBLUVUDP 7O MINTOHENMELE T,

o N—ROTTIKELAVWY I NI T7EE/NATY,
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FIR

1. inet 7 7 X 1) —® example-table 7 — 7L ZEML £ 7,

I # nft add table inet <example-table>

2. BRESY 1 T& L Tingress 7 v 7 & filter 251 example-flowtable 7 O—7— 7))L &3EH0
L/ i -3—0

# nft add flowtable inet <example-table> <example-flowtable> { hook ingress priority
filter \; devices = { enp1s0, enp7s0 } \; }

3. example-forwardchain 7 O—% /Ny NLUIEF— T AL T70—FT—TILIEML X,

# nft add chain inet <example-table> <example-forwardchain> { type filter hook
forward priority filter \; }

Zmav v Rk, forward 7 v 7 & filter BEE %G AT filter ¥ 1 7D 7 O0—F—7IL&EN
L/i-a—o

4. established #HHEIMAEZ ST IV —IL%BINL T, example-flowtable 7O—%# 70— K
LEY,

# nft add rule inet <example-table> <example-forwardchain> ct state established flow
add @<example-flowtable>

e example-table D 7O/XF 4 —%HERL X7,

# nft list table inet <example-table>
table inet example-table {
flowtable example-flowtable {
hook ingress priority filter
devices = { enp1s0, enp7s0 }

}

chain example-forwardchain {
type filter hook forward priority filter; policy accept;
ct state established flow add @example-flowtable

}
}

RS

o nft(8) M man R—

10.5.NFTABLES O~ RThtv hDEH
nftables 7L —AL7—21l3, Ty NEZXA T4 TICWHLET, &2 1E IL—ILAERDIP T KL

A, R—=rES AVI—T AR, FLRZOHMO—BELEII-BITILENHZHERE, £y b
EZEATEEY,
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10.5.1. nftables TOE& v ND{EH

Egty Mok, L—IL CEEFERT S {22,80,443 } B EDOHEMTHRENLI VTR Y OEAS
ENET, P7RLAPZOMO—BELICEELY NaBERTEET,

Edty hORKUI, €Y M2ZEIT25REFIN—INZEZIRZIZ2RENHBIETY, WLV

) 2—2avDIFAEIE. nftables TERIMTE Y FOER THRIAINTWS LD ICEFINEEY M 2E
ﬁ L/i_a—o

AR

e inet 7 7 X' —IC example_chain ¥ = —> & & U example_table 7— 7 /L H'%H %,

FIR

L& zidE R—K22 80, 8LV MIICERBINZ 71 vV %aFTTHIL—I
% . example_table ® example_chain [SENMT 5 ICIE, ROOATY REETLET,

I # nft add rule inet example_table example_chain tcp dport { 22, 80, 443 } accept
2. # 7 3 v:example_table TERTDFr—VEZFDIL—ILERRTLET,

# nft list table inet example_table
table inet example_table {
chain example_chain {
type filter hook input priority filter; policy accept;
tcp dport { ssh, http, https } accept
}
}

10.5.2. nftables TE&EIfd Xty FDFEMR

nftables 7L — A7 —7 &, ZTEARELGLGRINEEY MIRIGLET, ERidEtEY ME. 7—TILRH
DEBDOIN—IVTHERATXZ2ERDO) A MNFLIFSHETYT, BELEYy MIFHT 0 mELT. Y
NAFRATZIL—ILEBEIRZIZZ ML, ZQRfdEEY N2EHTEET,

ZRIMEEY NaERT 25BE81E. £y MCEFNDIERDI A TEIBETILENHY FT, UTOD
Y4 TERETEET,

e 192,0.2.1 % 192.0.2.024 72 &, IPv4 7 KL ZF - IXEHEAEESL v b DIFEIL ipvd_addr.

e 2001:db8:1::1 X> 2001:db8:1::1/64 722 &, IPv6 7 KL R XL IFEEHZZT Y bDFEE
ipv6_addr,

e 52:54:00:6b:66:42 72 &, X T4 77V ERAFE (MAC) 7 RLRAD—EZET Y NDIFHIE
ether_addr,

o tcpE, A VH—y hNTOMINSYA TO—ENEEND Y FDBEIL inet_proto,
o sshiR&, 1 V99— v NY—EROD—EBA2EL v hDIFEIT inet_service,

o Ny khy—ID—EEELtY hDFEIEmark, /X7y hx—21%, FED32EY NDIE
DEHE (0 H D 2147483647) ICT B ENTEET,

AR
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e example_chain ¥ = —> & example_table 7 — 7 /L H'EFHET 5,

=S ]
L. ZDI774ILEFERLET, UTDHITIE. IPVAT7RLRADtEY hEERLET,

o BHDIPVAT RLAEKINT B ENTEDEY MEERTBICIE,. ROOT Y REET
L/i-a—o

I # nft add set inet example_table example_set { type ipv4_addr \; }
e Pv47 RLAFHHZREFETEDEY P2 FERT BICIE. ROIATY RZXRITLET,

I # nft add set inet example_table example_set { type ipv4_addr \; flags interval \; }

BF

A tEIOOVAEIOTY ROBRDLYE LTEIRLAWEDIZTBICIE, /Ny
P25y aTEIAAVAIRY—TTBUNELAHY T,

2. 77V av. ey NEFERATZIIL—ILEEKRLET, & ZIE ROOT Y RiE. example_set
DIPv4T7 RLADLDINT Yy KT RTHEET 5)L—I)L%, example_table D
example_chain [ZEBIIL £ 9,

I # nft add rule inet example_table example_chain ip saddr @example_set drop

example_set ’ZEDF F DT, IL—ILICIZREFELHY FHA.

3. IPv4 7 R L X % example_set |[EMML £9,

o BAxDIPVAT7 RLAZGFEET 2y MFENRT 51561E. ROIATY RZRTLIET,
I # nft add element inet example_table example_set { 192.0.2.1, 192.0.2.2 }

o PVAFIHZREFET 2y FEFRT HI55IE. ROIATY RZRTLET,
I # nft add element inet example_table example_set { 192.0.2.0-192.0.2.255 }

P7 RLREHEHZIBET 25HEIE. LEDHID 192.0.2.0/24 D &£ S I, CIDR (Classless
Inter-Domain Routing) REeZFHATEHIEHTEET,

10.5.3. &5 R
o nft(8) D man R—I M Sets /¥ 3 v
10.6. NFTABLES < Y RICBITBRE~Y Y TDOEHH
T4 aFY—ELTHEHAONTWVWBRRETY TICLY, nt I—RHEAT IV avicwvEYY

TBHIET, Ny MERICEDWTT7 I avaETTEEY,

10.6.1. nftables TOE&Z~ v TD{FEH
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EB&< vy 7IE, W—ILTEEFHT % { match_criteria: action} R 7 — XV N TY, RTF—IM XV
M, BEOIVIEPYSTYEY T E2EDBIENTEET,

BEE&YYy TORRIF. Yy TEERTRIHEICE. -V EBIRIZVENHDZIETYT, BINRY

) 21— a3V DiFEIE, nftables TOZFMTEY Y TOEA THEAINTWR LD ICAFITETY 7%
EALET.

ez, BEA~Yy 7HFEARALT, IPvA7ORMILBLTIPv6 70 MJJLD TCP /4w & UDP /X
Ty NOBAEERRBZFz—ICI—Ta L. BEETCP/XTy NEUDP /Xy ME@ERIICHD v
NTEZET,

FIg
L#FLWTF—TIEERLET,

I # nft add table inet example_table

2. example_table IC tcp_packets F = —> %= {/EHR L X7,
I # nft add chain inet example_table tcp_packets

3. ZDFI—VDIZT4vP%hU>Y NT 5 tecp_packets ICIL—ILEEMLZET,
I # nft add rule inet example_table tcp_packets counter

4. example_table T udp_packets ¥ T — > % {ER L £ 7,
I # nft add chain inet example_table udp_packets

5 ZDFI—VDIZT4v %77V T % udp_packets [CIL—ILZEML X7,

I # nft add rule inet example_table udp_packets counter

6. BENZ 74 v IDFz—VHEEHMLET, /& 2L, example_table (. BEEN T 71V D
%74J)V% )7 ¢ % incoming_traffic & WD ZRIOF T —VZERT B ICIE. ROAT VKR
EERITLET,

I # nft add chain inet example_table incoming_traffic { type filter hook input priority 0 \;
}

7. BE&~Y v 7%F DI —IL% incoming_traffic (BINL £,

# nft add rule inet example_table incoming_traffic ip protocol vmap { tcp : jump
tcp_packets, udp : jump udp_packets }

B~y TENRry hEXBL, 7AMNINVICEDWTRIDAY VI —F T —VIEELE
-a—o

8. NI T4v I A VI—D—EZRTT 5% EIE. example_table 2R R"L 7,

# nft list table inet example_table
table inet example_table {
chain tcp_packets {
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counter packets 36379 bytes 2103816
}

chain udp_packets {
counter packets 10 bytes 1559

}

chain incoming_traffic {
type filter hook input priority filter; policy accept;
ip protocol vmap { tcp : jump tcp_packets, udp : jump udp_packets }

}
}

tcp_packets F = —> 5 & U udp_packets Fx—> DAV F—IE, ZENRTY M&ENRA b
DEAZRTLET,
10.6.2. nftables TOZRIMTE < v T DFEH
nftables 7L — AT — 7, ZRFEY Y FICTRBLES, T—TILOREDIL—ILTIDI Y T%(E
ATEEd, BAYY FICHT250FRE, GBS~y TE2ERIT2IL—IEBIMAZIER
. BRTEY Y THEHTEBHETT,
ZRINEY Y T2ERT 2581 BEROYM TE2EBETIHVENHY FT,
o —HTIENIC192.021 2D IPv4 7 RLANEEFNE Y Y TDIHFEIL ipvd_addr,
o —H¥ZEHIC 2001:db8:1::1 R ED IPv6 7 KL AN EEF N2~ v TDIFEIL ipve_addr,

® 52:54:00:6b:66:42 R ED AT 4 T 7V RAFHE (MAC) 7 RL RZ ST v 7DIHEIE
ether_addr,

o —HIBHWAICtepREDAVH—Fy NTONINYA THEEFNZ Y Y TOFEIE
inet_proto,

o —HIBWMAICsSsh P 2BEDS VI —%Fy NF—ERZDR—FESHEFNEZTYTD
%A1 inet_service,

o —HETBZHMYIINNTy hIY—IDEFNhDZTY TDHBEIE mark, /X7y hv—713, FEDIE
D32y hOEEIE (0~2147483647) ICTEXE T,

o — I BEDICHYIVI—DEIASENDBTY TOHBEIE counter, 1749 —{ElE. EEDIE
DEAEY NTHNISEEDEILTDIENTEET,

o —HIBHMAICIVA—VENEENDTY TDHEIL quota, 7 +—F DIEIX, 64 EY hDE
HIBEICTEET,

mEAE, EETIPT7RLRICEDVWTEGN T Y N FLBESTEFHT, AifdEvy 7%

FHTZE, COVFVAABETEIDICHERIL—ILIEIDEFT, IP7RLRETIYavhvy
TICEMICREINE T,

FIR

L 7—7IVEEHRLET, 7m&zE IPv4 /Ty N %&ALIEY % example_table &\ D ZETD
T—TIVEERMT 5ICEE. ROIATY REETLET,

I # nft add table ip example_table
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. Fx—VEERLET, & ZIL. example_table IC. example_chain & W\ D ZREIOF = —V
EERT ICIE, ROV RERITLET,

I # nft add chain ip example_table example_chain { type filter hook input priority 0\; }

BF

I AtEIOOVAIOTY ROBRDLYE LTEIRLAWEDIZTBICTIE, /Ny
V2S5yoaTEIAAVAIRST—TTBUNELAHY £,

L EBOTY TEERLET, IEAZE IPVA T RLRADY Y EY T EERT 3ICIE. ROoav Y
FEERITLET,

I # nft add map ip example_table example_map { type ipv4_addr : verdict \; }

Ry TEFERTBZIL-LEERLET, &2 ROOT Y RiE, @A E$H example_map
TEEINTWSIPVUTZRLRIZTV>ava#EAYT5/IL—IL%, example_table @
example_chain [ZEBIIL £ 9,

I # nft add rule example_table example_chain ip saddr vmap @example_map
CIPVAT RLRERBT BTV 3% example_map IEINLE T,
I # nft add element ip example_table example_map { 192.0.2.1 : accept, 192.0.2.2 : drop }

LLTFDOEITIE, IPvAT7 RLADT7 IS avADIyEVYTAEHELET, LEBTHERLEEIL—
IWEHAEDLET, 7747 94—I)LIE192.0.21 H 5D/ y NAEFET L. 192.0.2.2 h 5D
Nry NERELEY,

AT aviBOIPT RLABEWaction RF— M AV MEBIMLTY Y TEILRLF T,
I # nft add element ip example_table example_map { 192.0.2.3 : accept }

A TVaviyTHhSIV N —EHBRLET,

I # nft delete element ip example_table example_map { 192.0.2.1 }

A Tvavi—ibty hERRLET,

# nft list ruleset
table ip example_table {
map example_map {
type ipv4_addr : verdict
elements = { 192.0.2.2 : drop, 192.0.2.3 : accept }

}

chain example_chain {
type filter hook input priority filter; policy accept;
ip saddr vmap @example_map
}
}
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10.6.3. BB R

o nft(8) D man R—<I D Maps =03~

10.7.5: NFTABLES X7 ) 7 N &AL 7= LAN & £ U' DMZ D {R#

RHEL JL—#4 —Tnftables 7L —L7—7%FAL T, AELANRDRY NT—2 9054 T7 &
DMZ D Web H—/N—%, A VH—FY RPZDHBDRY NT—IODLDRET VAN SRET S
T7AT04—IVAI) TREERELTA VA M =ILLZET,

BE

COBIETEEMNERT, BEDEH4 G HDVF ) F#HBALTVWET,

T77A4AT7 94— IRI)TRE, XY RNT—DAVISANSVFv—EEF2)

T4 —BHICKEKIEKELEY, COBEFERL T, MEBOREADRA VY 7 M EER
9 BFEIC nftables 7 71 70 4 — VOB EBREL T LI,

10.7.1. X v b7 — 0 DIKEE
ZOBPIDERY NT—D1F, UTORGETICHY £,
o =9 —FUTDORY hT—VIlEBINTVET,
o AV —7x1RXenpls0&NLiAVF—Fvy b
o 4AVH—7 x4 R enp7s0% N L7HES LAN
o enp8s0x TMD DMZ

o JL—H—DAVI—FY MM UI—T x4 RITIE, FEBIPv4 7 KL X (203.0.113.1) & IPv6 7
KL X (2001:db8:a::1) DEALEIY HTHLNTVWET,

o WERLAN DY 54 7> M 10.0.0.024 DEFDTSA R—KMIPvAT7 KL ZADHEFRALF
T TDER, LANDSA VI =Y "ADKT T4 v 711K, EETRY MNI—U T KL R
ZH (SNAT) "R ETT,

o NIRLAN OEZEZEHEPCIL. IP7 KL X 10.0.0.100 & & 7 10.0.0.200 #{FHL X7,

e DMZ(F. 198.51.100.0/24 & & U 2001:db8:b::/56 DELFED/XT ) vV IP 7 KL R ZFRAL F
ER

e DMZ M Web H#—/N—(Z, IP 7 KL X 198.51.100.5 &£ U 2001:db8:b::5 % {FFH L F 7,

o JL—4—F, LANBLUDMZHDERAMDF vy VI DNSH—/N—ELTHBELZE T,

1072. 7747 04#—IVAV ) ThDEF1) T4 —FH
UTFIE, YV FIbxy hO—2IZ83 % nftables 7 71 70 4+ —ILOEHTY,
o L9 —EUTZERITTIBIMENDHY XY,
© DNS/TY—%ZBRNICHERLES,

o W—TNYyPA UV —TITAATIRTOEHREEITLET,
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RELANDY ATV MIUTEEITTIDUENHY 7,

o = —TEITLTWBFvvP VI DNSH—N—%IT)—LZET,
o DMZDHTTPS H—N—ICT7 VAL ET,

o A4 =y NEDFEEDHTTPS H—N—ICT7 IR LET,

EEERDOPCIE, SSHZFERALTIL—F—EDMZADIRTDY—NR—IIT7IEATES
MEIHY XY,

DMZ @ Web #—/N—([ZLL T2 ETTE2HEN’HY I T,

o = —TEFLTVWEF+ vy Y IDNSH—N—%VTY—LFT,

0 AVH—RY NEDHTTPSH—N—IIT7 VAL TEFEYIYO-RLET,
A8 —%Y NEDRAMILUTZRITTEBIRENHY LT,

© DMZDHTTPS #—N—IC7 VA LZET,

IHIC, UTFoEFa )T —BHIEFELET,

o EBARMICEFRAI I TULWAWERORTIENOY T 20EENHY £7,

o NOvFInkNyy MIOJICRETIBHENHY T,

10.73. ROy FENENRTY NET 74 )LICAX VI T5-0ODERE

T 74 NTIE systemd (E. ROy FINRXTy MREDA—RIV Ay E—V %D v—FILICE
BRLET, IBIC. TOEIBRIVMNY—%RDT 7AIVICEERERT DL DI rsyslog U —ERZRET
B2EBTEFT, OV 77 A UDERICKEIKASHBVEDICTZRDIC, O—FT—Ya VR I—
HHRELEFT,

AR

FIR

rsyslog /Xy 55— N4 VA R=ILENTWS,

rsyslog H—EXNRITINTWS,

LU FDMAZET /etc/rsyslog.d/nftables.conf 7 7 1 L AVER L £ 9,

:msg, startswith, "nft drop" -/var/log/nftables.log
& stop

COREEFEHT D E, rsyslog P —E R ROy I N/ v K% /varllog/messages T
I& 7% < /var/log/nftables.log 7 7 1 JLICEEER L £ T,

rsyslog t—EX=BESL £,

I # systemctl restart rsyslog

Y4 XIHMNI0OMB =B A 2HEIE. LLFORNA T /etc/logrotate.d/nftables 7 7 1 JL % {ERX
L. /var/log/nftables.log #0—57—> 3> L&,
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/var/log/nftables.log {
size +10M
maxage 30
sharedscripts
postrotate

/usr/bin/systemctl kill -s HUP rsyslog.service >/dev/null 2>&1 || true
endscript

}

maxage 30 ;% &

&, RoO—7—2 3 ViR{EHIC logrotate 30 HiZ@ L/zO—7—
EHOTEHRT 2 E2EHRLE T,

BEEE R

e rsyslog.conf(5) M man R—

e |ogrotate(8) M man R—

10.7.4.nftables R 7 ') 7 NDIERRE T V7 14 71t

ZDFIE. RHEL JL—% —TE1T

>

3

Ih, DMZORELAN EL T Web U—N—DI 147V Mz {RE

9% nftables 774 704 —ILRV ) TITT, ZOPITHERINTVWERY NTI—DET 74T

VA —ILDBEHIZDWT, FLLKWEI77ATI94—INRI) T D Xy hT—0DREBLY 774
Tox—ILAY YY) ThOEXa1) 5714 —BH %

SRLTIEE W,

g
OF

A

)T —EHICERIETERALTIEIY,

AR

)

o Xy hNT—0lE, Ty RNT—UDIRRE THEAINTWEREBYILKREINE T,

FIR

1. L FOHWAT /etc/nftables/firewall.nft 2 7 ') 7 K #{EK L £ 9,

# Remove all rules
flush ruleset

# Table for both IPv4 and IPvé6 rules
table inet nftables_svc {

# Define variables for the interface name
define INET_DEV = enp1s0

define LAN_DEV = enp7s0
define DMZ_DEV = enp8s0

D nftables 77 A 70 4#—IVAY ) T MNid, TEEHETY, BFLDEBRECE
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# Set with the IPv4 addresses of admin PCs
set admin_pc_ipv4 {

type ipv4_addr

elements = { 10.0.0.100, 10.0.0.200 }
}

# Chain for incoming trafic. Default policy: drop
chain INPUT {

type filter hook input priority filter

policy drop

# Accept packets in established and related state, drop invalid packets
ct state vmap { established:accept, related:accept, invalid:drop }

# Accept incoming traffic on loopback interface
iifname lo accept

# Allow request from LAN and DMZ to local DNS server
ifname { SLAN_DEV, $DMZ_DEV } meta l4proto { tcp, udp } th dport 53 accept

# Allow admins PCs to access the router using SSH
ifname $LAN_DEV ip saddr @admin_pc_ipv4 tcp dport 22 accept

# Last action: Log blocked packets
# (packets that were not accepted in previous rules in this chain)
log prefix "nft drop IN : "

# Chain for outgoing traffic. Default policy: drop
chain OUTPUT {

type filter hook output priority filter

policy drop

# Accept packets in established and related state, drop invalid packets
ct state vmap { established:accept, related:accept, invalid:drop }

# Accept outgoing traffic on loopback interface
oifname lo accept

# Allow local DNS server to recursively resolve queries
oifname $INET_DEV meta l4proto { tcp, udp } th dport 53 accept

# Last action: Log blocked packets
log prefix "nft drop OUT: "

# Chain for forwarding traffic. Default policy: drop
chain FORWARD {

type filter hook forward priority filter

policy drop

# Accept packets in established and related state, drop invalid packets
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ct state vmap { established:accept, related:accept, invalid:drop }

# IPv4 access from LAN and internet to the HTTPS server in the DMZ

ifname { SLAN_DEV, $INET_DEV } oifname $DMZ_DEV ip daddr 198.51.100.5 tcp dport
443 accept

# IPv6 access from internet to the HTTPS server in the DMZ
ifname $INET_DEV oifname $DMZ_DEV ip6 daddr 2001:db8:b::5 tcp dport 443 accept

# Access from LAN and DMZ to HTTPS servers on the internet
ifname { SLAN_DEV, $DMZ_DEYV } oifname $INET_DEV tcp dport 443 accept

# Last action: Log blocked packets
log prefix "nft drop FWD: "

# Postrouting chain to handle SNAT

chain postrouting {
type nat hook postrouting priority srcnat; policy accept;
# SNAT for IPv4 traffic from LAN to internet

ifname $LAN_DEV oifname $INET_DEV snat ip to 203.0.113.1
}

}
2. /etc/nftables/firewall.nft 2 7 ') 7" k % /etc/sysconfig/nftables.conf 7 7 1 JLITEINL £,

I include "/etc/nftables/firewall.nft"

3. IPV4EnE=BMICLE T,

# echo "net.ipv4.ip_forward=1" > /etc/sysctl.d/95-IPv4-forwarding.conf
# sysctl -p /etc/sysctl.d/95-IPv4-forwarding.conf

4. nftables t —EX&#BICL TEEILF T,

I # systemctl enable --now nftables

i3
qEI-I'l

. #7F>av:nftables )L—I)Lty NEFER LT,

I # nft list ruleset

2. 7747 0= ELETETIELADERTEHAAT T, /=& 21X, DMZH S SSH %=ERL
TIV—9—IZT7OERLET,

# ssh router.example.com
ssh: connect to host router.example.com port 22: Network is unreachable

3AFVIREICKHLT. UTFzeRELIT,
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o JNOvYyINI/NTv b®D systemd v —F)b:
# journalctl -k -g "nft drop"

Oct 14 17:27:18 router kernel: nft drop IN : IN=enp8s0 OUT= MAC-=...
SRC=198.51.100.5 DST=198.51.100.1 ... PROTO=TCP SPT=40464 DPT=22 ... SYN ...

e JOv Yy IN7/N/ v bO Ivar/llog/nftables.log 7 7 1 JL:

Oct 14 17:27:18 router kernel: nft drop IN : IN=enp8s0 OUT= MAC-=...
SRC=198.51.100.5 DST=198.51.100.1 ... PROTO=TCP SPT=40464 DPT=22 ... SYN ...

10.8. NFTABLES Z={#A L 7=/ R — NEREDERTE

R—MNEEZFERAT2E, EEFRFEDRER— MIEEINLAATy b, BlOO—AILFLIZY
E—MR—BMCEETEET,

& ZIWE Web H—N—[ZRT Vv I IPF7RLADBRWEERIE, 7747 04—ILDBOR—FEL
V443 R—bDER/NT Y e Web Y —N—ICEET BT 714 7V 4 —ILDR— MREIL—ILERTE

TEFET, COT7AT704—ILIL—ILAEFHRETDEE, AVY—FRYy MDY —E, 774 T7 74—
IDIP FHIFHRAMNEEFRALTWeb Y—NN— TV ERATEET,

1081 &E/NT v hDORDOO—HIVIR— MADERE

nftables ZEAL T/ Y NEERETEET, L&A, R— K 8022DFF IPv4 /Ty h&, O—
AN AT LDR— K 22 ICERETEXET,

FIg
LipZ7RLR773I)—%FERALT, natEWD EZRIDT—TILEEHRLET,
I # nft add table ip nat
2. 7—7ILIC. prerouting F = — B LU postrouting Ft—EEBIMLF T,
I # nft -- add chain ip nat prerouting { type nat hook prerouting priority -100 \; }
e

~-AFTavaEaEmMt ATV RIGELT, YT)LHAD priority fB% nft A<V R
DATavE LTEBRLAVWEDICLET,

3. 8022 R— hDEF/NT Y &, O—HIKR—K22(CY %14 L2Y Mg B)L—IL% prerouting
%I—VLCSEHUL/iTo

I # nft add rule ip nat prerouting tcp dport 8022 redirect to :22

10.8.2. BENA—NIVER—MTEE/NT Y bZRDHRR MMIERE

SHERY NT—U 7 RLRAZH (DNAT) L—ILZ2EAL T, O—AIR— DEF/ Ty b2 E—H
RAMIEEETEZT, ChICLY, 19—y hEDI—H—IF, TSAR—NIPT7RLR%EH
DIRANTEFTLTWVWBR Y —ERICTIERATESLDICRY XTI,
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7z, O—AIR—K443DEEFEIPVANXTYy h&, IP7RL X 192021 2D E—-—MNVRT
LDBELR—PMNBESIEETEET,

=S5

FIR

Ny NEERZET BV AT AICroot 21— —&LTAYM Y LTWS,

P 7 RLRT77I)—%FEALT, natE WD ZRIDT—TILEERLET,

I # nft add table ip nat

. T—7IIC, prerouting F = —> & & U postrouting Fr—VEEMLET,

# nft -- add chain ip nat prerouting { type nat hook prerouting priority -100 \; }
# nft add chain ip nat postrouting { type nat hook postrouting priority 100 \; }

pa )

~-FFoavaEntITY RISELT, YILAED priority fE% nft A<~ K
DA T avELTHERLAVWEIICLET,

. 443 R— hDEE/NT v % 192021 LORLCR—MIVFA LI T 2IL—IL%

prerouting ¥ T — >V IEBML £ T

I # nft add rule ip nat prerouting tcp dport 443 dnat to 192.0.2.1

. HANS T4 vV ERRAAL— KT BI—IL% postrouting F = —VITEML 9,

I # nft add rule ip nat postrouting daddr 192.0.2.1 masquerade

Ty NEREREBMICLET,

# echo "net.ipv4.ip_forward=1" > /etc/sysctl.d/95-IPv4-forwarding.conf
# sysctl -p /etc/sysctl.d/95-IPv4-forwarding.conf

10.9. NFTABLES %Z= £/ L 7= #&# D Z D HIR

nftables #{FA L T, EHROEEFIRL/ZY.,. —EDHDEHRDOEILEHAADIPT7KLRATOY Y
LT, YRTFLNY—REBENMFRAINLWVEDICLET,

10.9.1. nftables % {3 L /=& D HIFR
nft 1—7 1Y) 74—Dctcount NS X —4—%FHTZE, EEEFIERBEZFIRTEIIENTEE

ER

AR
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FIE
LIPVAT7 RLZADEHEY MEERLET,

I # nft add set inet example_table example_meter { type ipv4_addr\; flags dynamic \;}

2. IPvAT7 RLAMS SSHR—FN (22) AD 2 DDRABFEHRDOAEHFTL, AL IPHSDTRTOD
EREsEST2IL—ILEBIMLET,

# nft add rule ip example_table example_chain tcp dport ssh meter example_meter { ip
saddr ct count over 2 } counter reject

3 AT a v HIDFIRTHER LAY NERRLET,

# nft list set inet example_table example_meter
table inet example_table {
meter example_meter {
type ipv4_addr
size 65535
elements = { 192.0.2.1 ct count over 2 , 192.0.2.2 ct count over 2 }

}
}
elements TV M) —id, WESTIL—IIT—ETEHT7RLRAERRLET, ZOHIT
&, elements (&, SSHA R—MADT7 VT4 TREGHIHZIPT7RLRAEZ—EBRXRRLET., H

HICIE. POT 4 TREHOHERTLABWED, EHENMEEINAEBRIEIRTINAVNT &
IEFBELTLEI WY,

10.9.2. 1D LUNICH LWEE TCPEHRA NEULEATTZ2IP7RLRADTOY Y
TR NEMLED IPvATCP R ZBEII L TWAHRA MAE—RMIC 7Oy 7 TEET,

FIa
Lip7RNLR773Y—%FERALTfiter 7— 7L EZERHR L F T,
I # nft add table ip filter
2. input Fx—> % filter 7— 7 ILIEMLE T,
I # nft add chain ip filter input { type filter hook input priority 0\; }

NDLURICI0 %8B TCPHEBGAMIILEDETEY—AT RLADXLDIRTD/NN Y M
WESTZIL—ILEEMLET,

# nft add rule ip filter input ip protocol tcp ct state new, untracked meter ratemeter { ip
saddr timeout 5m limit rate over 10/minute } drop

timeout 5m /X5 X —% —(%, nftables ', X—4%—HAFWIZ Y M) —=T—WIZHESHRWVED
IS 5PRICTVN) —42B8NICHIRT S EZ2EEZELE T,
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¢ X—4H—DAVFUVYHEXRRTDICIE. ULFOOY Y KEERITLET,

# nft list meter ip filter ratemeter
table ip filter {
meter ratemeter {
type ipv4_addr
size 65535
flags dynamic,timeout
elements = { 192.0.2.1 limit rate over 10/minute timeout 5m expires 4m58s224ms }

}
}

10.10. NFTABLES JL—ILDF /Ny &

nftables 7L — A7 —2 13, BEENIL—ILETFNY T L. 5y MEFNIC—HT EHNE D D AHESR
TEHEODIEIFRA T avaEEHELET,

10101 A9 V4 —IC &L BIL—ILDYERK

=IO —BL TWBENEI DRI BICIE,. ho VY —%FRATEET,

o FEFEDI—IICHhD VI —%EINT 5FIRDOFHIE. Configuring and managing networking
® Adding a counter to an existingrule Z58BL T I,

AR
o JL—ILEBMTBFI—UDEFEET D,

FIR

1. counter /S5 A =49 —THLWIL—ILEFz—VIZEBMLET, UTOHITIE, R—bh22T
TCP NS 74wV %HFAL, TODI—IIT—BITBENNTYNENTTav DRIV NTBA
DV —AFRTBIL—ILEEBMLET,

I # nft add rule inet example_table example_chain tcp dport 22 counter accept

2. AV —EARTRTBICIE. ROV REETLET,

# nft list ruleset
table inet example_table {
chain example_chain {
type filter hook input priority filter; policy accept;
tcp dport ssh counter packets 6872 bytes 105448565 accept
}
}

10.10.2. BXEZDIL—ILA~ADAH TV H—DIEN
W—IHB—BLTWBENEDI N ZERTBICIE. AV VY —%FHTEZEY,

e AU VH—THLWLIL—ILZEMYT BFIEDOFHHIE. Configuring and managing networking
@ Creating a rule with the counter Z58B L T 72X W,
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AR
o NUVH—EEMTBIL—IDHDB,

FIa
L Fz—VDIL—IL (N RLEED)AXRTLET,

# nft --handle list chain inet example_table example_chain
table inet example_table {
chain example_chain { # handle 1
type filter hook input priority filter; policy accept;
tcp dport ssh accept # handle 4
}
}

2. =D DHYIC, counter RS A -9 —%FERLTHY VY —%ZEMLET. LLTOHII,
AIOFIETRI LI —ILDORDYIL, hovd—%EMLET,

I # nft replace rule inet example_table example_chain handle 4 tcp dport 22 counter
accept

3. AUV —EARTRTBICIEK. ROV REEITLET,

# nft list ruleset
table inet example_table {
chain example_chain {
type filter hook input priority filter; policy accept;
tcp dport ssh counter packets 6872 bytes 105448565 accept
}
}

10.10.3. BEZ DI —JLIC— T B /84 v NDEELR

nftables ® k L —ZA#EE &, nftmonitor A~Y Y REHAEDLEZ Z &ICLY, BEZFIIIL—ILII—H
T2y NaRRTEFET, ZOIL—III—BT B/ Ty NaBERTBLDIC. L—ILDMNL—R%
AMICTEET,

AR
o NUVH—HEEBIMTBIL—IDHDB,

FIa
L Fz—VDIL—IL (N RLEED)EXRTLET,

# nft --handle list chain inet example_table example_chain
table inet example_table {
chain example_chain { # handle 1
type filter hook input priority filter; policy accept;
tcp dport ssh accept # handle 4
}
}
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2. I—IVEBEHMZA TN L —RAMEEZEBIML 95, metanftraceset1 /XS XA —49—%EHL
9, UTORIE. BIOFIBETRRLEIL—ILOKRDYIC, PL—REBWICLET,

# nft replace rule inet example_table example_chain handle 4 tcp dport 22 meta nftrace
set 1 accept

3. nftmonitor Y R&FEAL T, PL—REFXRTFLEFT, UTOHIE, ATV ROHA%E T 14
%Y > LT, inet example_table example_chain " SFZh2 IV M) —DAHERRFLZE
-a—o

# nft monitor | grep "inet example_table example_chain"

trace id 3c5eb15e inet example_table example_chain packet: iif "enp1s0" ether saddr
52:54:00:17:ff:e4 ether daddr 52:54:00:72:2f:6e ip saddr 192.0.2.1 ip daddr 192.0.2.2 ip dscp
cs0 ip ecn not-ect ip ttl 64 ip id 49710 ip protocol tcp ip length 60 tcp sport 56728 tcp dport
ssh tcp flags == syn tcp window 64240

trace id 3c5eb15e inet example_table example_chain rule tcp dport ssh nftrace set 1 accept
(verdict accept)

Digk

==
[=]

nft monitor A<~ KiZ, FL—ZADEMIIR>TWVWBIL—ILOEE, —

TN 74V IDEICIGLT. XKEDHANAERTTEET, grep 2 ED
A—T4 V71— %2FALTHAZ 74 LY YV ITLET,

10.1.NFTABLES =)Lty DNy V7 v TH L CIETT

nftables L —ILE T 7 A JLICNY O T v T L, BTETTITET, T/, EEFIIL-IHIEFNID
774N EFRALT, EZEIL—ILERNOY —N—|l&EETEFT,

1011 7 714 JLAD nftables )L—JLtzy NDNRXy I Ty S

nft 1—5 4 )54 —%{EHALT. nftables)L—ILEY NET7AIICINY O T v TTEFT,

FIE
e nftables L—ILD/Ny U7y THEKRTZICIE, ROAVY RERTLET,

o nftlistruleset XX TERINFERADIGHE:
I # nft list ruleset > file.nft
o JSONFRDIGZEIE, UTDLIICARY ET,

I # nft -j list ruleset > file.json

10.1.2. 7 714 LD 5D nftables L—ILE v NDETT
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7 74I)H 5 nftables L—ILEY NEETTIXZET,

FIE
e nftables L—ILA1BTd 5ICiE. LTFZITVWET,

o BT 57 74ILH. nftlistruleset "M LR THZH, nft AYY REEESAT
WBEEIE. LToavy REaETLET,

I # nft -f file.nft

o BHITTBIT77MILDISONFERDIFEIX. ROOYY REETLET,

I # nft -j -f file.json

10.12. BAE B R

® Using nftables in Red Hat Enterprise Linux 8

® What comes after iptables?Its successor, of course: nftables

® Firewalld: The Future is nftables
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ENERY NT)—IOH—E2DEF1Y) 71 —1RE

Red Hat Enterprise Linux 8 I&, I XX FRFEHDORY N7 —IH—NR—%HR—-—KMLTWVWET, RHEL
OXY NI—UH—EREFATEE. YATLDEF YT 1 —h DoS KE (Denial of Service).
DDoS % (Distributed Denial of Service). 2% Y 7 MHESEMRE, Ny 77 —F—N"—7O0—KEL
E, SEFIFRTBHEOKHEDY RVICISINZAEEIHY T,

WEIIWNTDIVRATLDEFI) T4 —%8ETBICE. FRALTWE 795714 T Ry NO—0H—
EXREZERTDZIENEETY, LEXE XY MNT—IH—ERDRNTI UV TEITINTVBRIHFEIC,
ZTDTFT—EVIFFY NT—OR—FNTOEHKE) YAV TEDOTEF2IY T4 —IETTZTEEELD
YEFT, 2y NT—JICRT2REICHT 2/HEZFHIRT 2IC1E. RERADITRTOY—ER%EF7IC
TEIRERHY T,

1M1 RPCBIND Y—EXDtEF2 Y 541 —RE

rpcbind #—E X &, Network Information Service (NIS) ¥> Network File System (NFS) 7& & D Remote
Procedure Calls (RPC) ¥ —EXHOEHR— FEIYETT—EVTY, TORIMEA D =X LIFFEL.
FEHT 2 —ERICBAWR— MNEEZEY B THREEMDAH S 725, rpecbind =¥ 21 7kT 52 &
NEETY,

TRTORXY NT—=IOADT7 IV ERA%ZFRL., ——DT7 7470 #—ILIL—I)L%&FERL THEDH
AEEFETDHIEICLY, rpecbindDEFa ) 714 —%BETIET,

y 13!
e NFSv2 & & U NFSv3 H# —/X—TI(Z rpcbind ¥ —EXDNHUETT,

e NFSv4 Tl&. rpcbind U —EXHD Ry hT—0% ) v AV T 20BN HY FH
Ao

AR E 4

e rpcbind Ny 5 —IDNA VAM—ILINTWS,

e Firewalld /Ny —I N1 VA MN=)LEIN, Y—EADNETINhTWS,
FIa

LRICC 2747 24—JLIL—ILEEMLET,

o TCP#E#HABIRL., 111 /R— MEHD 192.168.0.024 KA MM DNy =T 213 %% (1T
ANFET,

# firewall-cmd --add-rich-rule="rule family="ipv4" port port="111" protocol="tcp" source
address="192.168.0.0/24" invert="True" drop'

o TCPHEMZFIMRL., 111 R—MEADO—AIKAMDLDNY F—IRIFE2ZIFANE
-a—o

# firewall-cmd --add-rich-rule="rule family="ipv4" port port="111" protocol="tcp" source
address="127.0.0.1" accept’

o UDP#E#mZFIRL., 111 /R— MEHD 192.168.0.024 KA NS DNy 5 —I 21T &% (1T
ANFET,
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# firewall-cmd --permanent --add-rich-rule='"rule family="ipv4" port port="111"
protocol="udp" source address="192.168.0.0/24" invert="True" drop'

T7A4T7 04— IR EEKGILT ZITIE. 774 T 0 4—ILIL—IL%EEBINT D E X --
permanent + 7> 3 VAEFERALE T,

2. 7747 04—)LEYO—RLT, ILWIL—IL%@EBEALEY,

I # firewall-cmd --reload

BREEFIR

o J7ATIA—IIL—ILEYAKNLET,

# firewall-cmd --list-rich-rule

rule family="ipv4" port port="111" protocol="tcp" source address="192.168.0.0/24"
invert="True" drop

rule family="ipv4" port port="111" protocol="tcp" source address="127.0.0.1" accept
rule family="ipv4" port port="111" protocol="udp" source address="192.168.0.0/24"
invert="True" drop

BaEEIR
e NFSv4-only % —/X—®D&#fliZ. Configuring an NFSv4-only server #8BR L T 72X W,

o firewalld DFERAH L VERE

11.2.RPC.MOUNTD H—EZ2DtF 21V F 1 —15E&

rpc.mountd 7 —E VI, NFSY VY b FORINDY—N"—fZRELFEFT, NFSTo Y hTORD
JLIE, NFS/A—23 Y 2(RFC1904) 8L UNFS/X—2 3>~ 3(RFC1813) TEAINE T,

rpc.mountd —E X, H—N—ICT 7147V +—ILIL—I)LEEBMTZIETEFal) 71 —RET

TEY, IRNTDRY NT—IANDT7IERAZHFRL., 7747 74— III—IL&ER L TREDHSH
ZERETEIEY,

AR E A

o rpc.mountd /XY S —IU N, VA M—=)LINTWS,

e Firewalld /Xv 5 —IDA VA M—=JLEN, Y—EZAPRERITINTWNS,
FIR

L UTFDLIIC, Y—N—=IZT7 747 4= )LILb—IL%=EBMLZET,
e 192.168.0.0/24 "X h 55D mountd EfmAFAI L,

# firewall-cmd --add-rich-rule 'rule family="ipv4" service name="mountd" source
address="192.168.0.0/24" invert="True" drop'

e O—AIKAMISD mountd EfaEZIFANT T,
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# firewall-cmd --permanent --add-rich-rule 'rule family="ipv4" source address="127.0.0.1"
service name="mountd" accept'

T7A4T7 04— IR EEKGILT ZITIE. 774 T 0 4—ILIL—IL%EEBINT D E X --
permanent + 7> 3 VAEFERALET,

2. 7747 04—)LEYO—RLT, ILWIL—IL%@EBEALEY,

I # firewall-cmd --reload

BEEFIE
o J7ATIA—IIL—ILEYAKNLET,

# firewall-cmd --list-rich-rule

rule family="ipv4" service name="mountd" source address="192.168.0.0/24" invert="True"
drop

rule family="ipv4" source address="127.0.0.1" service name="mountd" accept

RS

o firewalld DFERAH L VERE

N.3.NFS H—E R DI{R#E

Kerberos ZfAL TITRTD I 7MY AT LBEEZRAS L UCBESIELT,. XYy NT7—0774)LY
ATLNR=I3VANFSVA) DEF 1) T4 —%2RETEET, XY MT—IF7 FLRAZEH (NAT) &
Tl &7 7472 4—ILTNFSv4 2 {FH 9 215510, letc/defaultinfs 7 7 (L EEER T 5 & TEESE
FIICTEET, TEE Y—N—DT7MIVDOBEBAEI ATV MIEZETDFETT, HEBHIIC,
NFSV2 BELUNFSV3 TIE 7 74l y 2 & v M Kerberos IMfFRINFEH A,

NFSH—EXIE, §RTON—VY3VDNFSTTCPAFRLTANS 74 v 0 5EEFELET, DY —
EZ{&. RPCSEC_GSS H—RIEY 2 —ILD—E& LT Kerberos 1—H#—8 L VIV — TR %4
/_.ﬁ’_ I\ L/ i’a—o

NFS 2FBET &, VE—MDKRAMDRY NTD—IVBBTI7AIILYRATLEIIV ML, TDT 7
AIWVATAL%E, O—HIICIT Y MLTWE 7 7MLV ATLADEIICRETEDZLDICRYET,
EWNH—N—D)Y—RE5HALT. 77MIVRATLEHRET % & X2 /etc/nfsmount.conf 7 7
IDNFSYI Y MNA T avaILICHRITAXTEET,
N3ALNFSH—N—DtFa)T1—%RESTDITIVRR— T T ay

NFS H—/N—(Z., Jetc/lexports 77 A IVARADED T 7 ANV AT LIZED T 7AIVY AT LTI R
R=FTEDIRE, TALIMNI—ERRAMNDYRMEEZRELET,
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FNERY M I —FEROEX2 YT 1 —RE

==
=

>

TYVAR—PNT7AIDEXCRDBAR—ZADH D &, REVABICEEIND
AREMDHY T,

LTFOFITIE. tmp/nfs/ 7«1 L 2 MY —I& bob.example.com KX h & HEBX
h, ZARYBLUVEZAZDNN—Iv > avaFEET,

I /tmp/nfs/  bob.example.com(rw)

UFoflidEEEEBUICARYEFTA BLTAL I M) —%ZHmARYER/N—I Y
< 3~ T bob.example.com KRR MIHBL, KA MEZDED 1 DDAR—RANF
NEERTHANY EEZAAHERT IRTOI—Y— ICHBELFXT,

I /tmp/nfs/  bob.example.com (rw)

showmount -e <hostname> AY¥ >V K= AHNT D&, YRATLEDHETAL I K
) —%MRTETET,

letc/exports 7 7 AL TROIT Y RAR—bA T avaEFERLET,

g

==
=

T7AINYRTLADYTTAL I M) —DI Y AR— MILLTIEARWED, 77

AW RTLERETIAR-MLET, HEER, BOWICTIAR— Ik
T7ANYRATLT, TVRAR—MINTWRWRZICT I ERTSAENEDH Y
i—g_o

ro
rox 7> avaEFERLT. NFSHRY 2 —Lz2HaRYERE LTIIRR—MLET,

rw

w7 7o arvaEERALT NFSKRY 1 —LAIKNT 2HANY BLUVEZRABEROAEHZHATL
T, EXRAATIVEANFAINDEREBED) RIVDEEZH, OF T avIiFR L TER
LTSI,

pa 3

N

FHYFELTW ATV avEFARALTTALIN) 2TV NTIRELNDH B
BAk. BIYIDNRIVAEERT R0, IRTO2I—H—DFTa4L I N)—%
EZXAAFBEICLAVWEDIICLTLEIL,

root_squash
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root_squash 4 7> a3V %ZFEHL T, uid/gid0 DL DER%ZEZD uid/gid Iy EYTLET,
ZhiE, bin 2—H—% staff /)L— T &, ARICEETHZAEEEDE VLMD uid F7<Id gid I
FEAINEE A

no_root_squash

root squashing %7 7 IZ9 % IZIE. no_root_squash + 7> a v AFERHLET. 774/ M T,
NFS #B Ik root 21— —%. FEFEI—H—TH % nobody 1 —H—ICEEL XY, INITE
Y, root MER L7 RTD 7 71 ILDFFBEED nobody ICEE I, setuid EvY MAEREI N
TO7SLDT7y FO—RKBATEARL ALY T, no_root_squash # S>3V AFRTEE, Y
E—rDroot A=Y —EHET 7 ANV AT LDERED 7 7AIVEERBL, RO —H—IIHLT
T —2 3D Trojans ICRELAREDFFICLET,

secure

secure # 7> avEFHALT, TIVRAR—bEFHR—NMIHRLET, 7740 MTlE, H—
N—EFHBEHR—IDEDISA TV NBEDHEHFALEY, L, Z<DXRY NT—2
T, 7247 METroot I—H—ICRBZDIEEETY, TDEH, T—N"—TFHIhLR—|K
DODBENMNEHETHDEIRET DI EIILRETIIHY EFHA, TDEDH, FHER—NDOFHIRIEED
RHIREMTY, Kerberos, 77470 4—), BLVREEI ATV MADIIRAR—KNZEHFIR
THIEIEKEFETDERWLWTL L D,

Floo NFSH—NR—%ITIRR—bFFIEIC, LTFTORZAN TSI T7 4 REZERBLTLEI W,

o —MDTTYVr—3vTlE, "AT—RETFL—VFFAMNFLIEIBVESIEEATREST
57280, "—LT4 LI N)—%HTHIVRAR— TBIERFVRIDPHYFES, 7TV 5— 3
VI—REHELTHETSEIET, VRAIVEERTEET,

o —EHDI—H—IESSHF—IINRT—REZRELTVWRWEZO, ZOHBEER—LT1L I
=& BV RIDREELET, /XA —RKOFEA%RFIT DD, Kerberos FRATZ &
T, INLDYRIVEBERTETET,

e NFSTVRR—KNERBREBERISATY MNOMMIFHEIRLFT, NFS H—/X—T showmount -e
ARV REFRALT, Y——DI IV AR—NAZTEZRIALE T, BIIBHEDORVWEDIET Y
AR—=KMLAWVWTL I,

o WEBDYRVZRBLTLDIC, RERIA—F DY —NR—IlOT/4 VTERLVWLIICLTLKE
IV, Y—N—[IT7 IV ERATEZ 21— -2 EHRICHER L TSI,

BaEE R

® Secure NFS with Kerberos when using Red Hat Identity Management

o exports(5) & & U nfs(5) D man R—

N32.NFSUSAT7 DX T4 —%RETBYIVNFT TV ay

mount XYY RICRDA T avaETE, NFSR—Z2ADIVSAT7VhOEF1) T4 —%RILTE
ij—o

nosuid
nosuid 4+ 7> 3 > % L T set-user-identifier % 7z | set-group-identifier £ b M|\ L
T, ThicLY, YE—b1—H—NHsetuid 7OV S LEERITLTLYBWVFEEZREBTZD%EM
X setuid 7 7> avOR®MERZIDF T a v EFERTEET,

noexec

noexec 7 7> avAaEFEALT, V7547 Y NEDEFTHAREL I 74N AT RTEWICLET, Th
EFEALT, A—H—DHET7 7MLV AT ALAIIBREINAE 7 7M1 I ER > TERITITDIDOEBFETE
-3—0
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ENEERY MTI—IY—EROEXaYT1—RE

nodev

nodevd 7> avaFERALT, V95347V MNP TFNRNART 74NN EN—RITTTTNARELTR
BIZDERITET,

resvport

resvport 7 7> a v AFEAL T, BEEZFHNEAR—MIHIRL, HEXETR—MEFERALT
H—N—CBETEET, FHEHR— ML root I—H—LREDHEI—Y—BLVTOERA
IKFHINhTWET,

#

NFSH—/NN—Dsec A > avaFARALT. YOVRNRAVYNEDT7AIICTIVERT R0
RPCGSStEH+al) T4 —T7L—N"—%FBRLFT, BWREF2)F1—TL—/"—
I&. none. sys. krb5. krb5i. & & U krb5p TY,

BF

krb5-libs /X r — U A RS % MIT Kerberos 54 75 1) —Ild. FiLWwF7Oq4 x> b
T Data Encryption Standard (DES) 7J)LO1) XA LA RY £ L, DESIE, &
FalUT4—EHBMEDEHEMNS, Kerberos 54 75 —TIFIEHETHY., T 74
N TEMICAR>TWEYT, BMMOEBTIFEHADIRIET DES MU ERIBEEIRE,
DESOKDLYICH L FYURLATILI) X LZERALTLEIL,

BIER R

o —BHIANFS~YY Y NAE T3y

N33. 7747 94—ILTCONFSOEF1) 71 —(RE

NFSH—/I—TT7 7470 4— ) %RETBICIE. BDERR—MNDOAHAERHVNTLLEIN, DY —ER
ICIENFSEHRA— MNBESEFRALAVWTLCEIL,

AR
o nfs-utils Ny —IDNA VA M=ILINTWS,

e Firewalld /Ry —INA VA RM—JILI N, EFINTWVS,

=S ]
o NFSVATlE, 77479 4—ILIETCPR— bk 2049 5B WEAHY X T,
e NFSV3 Tld, 2049 T4 DD/R— MNEBINTHRAITZT,

1. rpcbind ¥ —E X IE NFS R— M ZBIICEIY BT, 774 70+ —I)LIL—ILDIEREFICHE
BN RET IR’ HYET, 2OTOERAEFERIILT BICIE. /ete/nfs.conf 7 7 1)L
%ﬁﬁﬁ L/T\ ﬁﬁﬁj—él_ﬁ_ I\ %*EE L/ i’a—o

a. mountd £ > 3 ~® mountd (rpc.mountd) M TCP & & U UDP 7R— h % port=
<value> X THREL X7,

b. statd £4 > 3 > @ statd (rpc.statd) D TCP & & U UDP /R— h % port= <value> 4=
THRELET,

2. letc/nfs.conf 7 7 1 JLTNFS O Y ¥ <% x— v — (nlockmgr) D TCP & & U UDP R— b
ZRELEY,
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a. lockd =7 > 3 >~ ® nlockmgr (rpc.statd) ® TCP /R— k % port=value 72X CT&E L
9., F7/IE. /etc/modprobe.d/lockd.conf 7 7 1 )LD nim_tcpport + 7> 3 > % {F
A95Z&ETEET,

b. lockd 7 < 3 ~® nlockmgr (rpc.statd) ® UDP 7;R— k % udp-port=value = T:%

ELFzFY., £XIE. /etc/modprobe.d/lockd.conf 7 7 4 )LD nim_udpport + 7> 3 ~
HEATEHIEHTEET,

BREEFIR

o NFSH—N—EDT7I T4 TiRR—MNERPCTOYVSLEYRAMNKRRLET,

I $ rpcinfo -p

RS

® Secure NFS with Kerberos when using Red Hat Identity Management

o exports(5) & & U nfs(5) D man R—

N4.FTPH—ERDEx21 ) 71 —I3#
77ANVERETONII (FTP) 2FALT, XYy N7—VRBETI7 74V A2&HGETEEY, 1—H—F
ESOY—N—EDFTP bSUH I aUNT sRTESIEINTWSEHIFTIEARWED, —
N=—DERIREINTWB I EAERTINELHY FT,
RHEL 8 &, 2 DD FTP H—NN—%RH L F T,

® Red Hat Content Accelerator (tux): FTP #BEZ /D I — RILAR— D Web H—/3—,

® \Very Secure FTP Daemon (vsftpd): 2% > K70V ®D, €¥al) 74 —EEDFTPH—EX®
&K,

vsftpd FTPH—EX &2ty N7y 7§20 0EF2Y T4 —HA RSAVEUTITRLET,

NA4LFTP ) —F 4 N+ —Dtxa1) 571 —1RE&
A—H—DFTPH—ERICEHK TS E, FTPIET)—F 4V INF—%KRRLET, TDO/NF—ITIE
FIAILRNT, "=V aVEBIAETNTHY., NEENVRTFLAOBEERET 2DICEIDBEN
HUET, TIAINNDNF—AELEFEGTZIET, WEBENZODBERICT I/ ERATERVEIICLE
-a—o

letc/banners/ftp.msg 7 7 1 L ZiRE L T, BE—TDA v -V ZEREED DD, BHEITOXA Y-
EEHBIENTEDHNDI 7ML ESRLT, ARYLNFT—2EFEHETEZET,

FIR

o 1TDOXAYE—VUREERT DICIE. RDAF T 3 > % Jetc/vsitpd/vsftpd.conf 7 7 1 JLITEM
LE9.

I ftpd_banner=Hello, all activity on ftp.example.com is logged.

¢ FDTF7AINTAY E—V%EHETDICIFLUTZEITLET,
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FNERY M I —FEROEX2 YT 1 —RE

o NF—AytE—I%ETL .msg 771 IW%EEKLET, (fl: /etc/vendors/ftp .msg)
I ###HHEHE Hello, all activity on ftp.example.com is logged. #######H##

BEHONF—DOEEABERILT BI1CI1F. TXTD/NF—% Jetc/vendors/ T4 L7 1) —IC
BELZFT,

o NF—T7 74 IL~D/RR % [etc/vsftpd/vsitpd.conf 7 7 1 )LD banner_file = 7> 3 VI
EBmMmLEY,

I banner_file=/etc/banners/ftp.msg

R
o BESNENF—ERTLET,

$ ftp localhost

Trying ::1...

Connected to localhost (::1).

Hello, all activity on ftp.example.com is logged.

N42.FTP TOEBZ7 VA ET Yy 70— RDR5LE

T7 I NTIE, vsftpd Xy r—J %4 VA MN—=)LTBE, variitp/ T4 L7 MU —&. TaL UK
) =i 25mARY EREREZFODEZLI—Y—HAOTA LI M) =Y ) —DERINhZE T, ES
A—HF—R@FTF—FILTIERATESRLD, TNHDTA LI M) —ICBBT— 9 E2REFLABVTLES
W,

VRATLDEF2Y T4 —%EETBLEDIC, BRI —DEBEDTALIN)—IZT 7ML ET Y
TO—RTEBN., T EEFRNLVNELDIC, FTIPHY—NR—%ABETEFET, ROFIETIE. EZ

1—H—HMroot 1 —HY—EDTA LI MN)—ICT 74N ATy TO—RTEBNEETEIALVLD
ICTBRELFHY T,

¥
e /var/ftp/pub/ T4 LU N)—ICEZAAERTAL I M) —EERLET,

# mkdir /var/ftp/pub/upload

# chmod 730 /var/ftp/pub/upload

#Is -Id /var/ftp/pub/upload

drwx-wx---. 2 root ftp 4096 Nov 14 22:57 /var/ftp/pub/upload

o /etc/vsftpd/vsftpd.conf 7 7 4 JLICLA R DT %EBIML £ 7,

anon_upload_enable=YES
anonymous_enable=YES

o A7 av:YRF LT SELinux BAE%T Enforcing ICEREINTWBIBEICTIE. SELinux 7—
JUETE allow_ftpd_anon_write & & U allow_ftpd_full_access #&MIC L £ 9,
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Digk

==
[=]

EZ21—4—ICL2T4 LI MN)—DFHAMY EEEAAZFTTHE, BIENK

VIMRDZTD)RI N —IZR>TLED AL HY F7,

NA4A3.FTPOI—H—T7hHoY hDOEx21 T4 —1RE

FTP (3, SRHEDAEDHICRLTHRVRY R — 252N L THEELLINhTVWANI—HF—ZERRT—RE
EELFEFT, YRTFT LAY —DBEBLPOI—HF—TAHIY ML —N—ICT7 IV EIATERVELDICL
T. FTIPOEF1YF A —AALIEDZIENTEET,

UTFDFIRDSE, BEVDREICKETIEDZTIBLITLZIERTLTILIY,

FIR

e /etc/vsftpd/vsftpd.conf 7 7 1 JLITRDITZEML T, vsftpd F—/N—DIXTOI—H—7
AV hEEMCLET,

I local_enable=NO

o Jetc/pam.d/vsftpd PAMBRE 7 7 A LICA—H—L%EEBML T, HEDTHU v M FLIEE
DTAYY NTIL—7T (root 21— — sudo HERAFODI—H—LQE)DFTP 7/ A% &
MCLET,

e Jetc/vsftpd/ftpusers 7 7 A JLIC1—H—ZZEML T, 2—F—ThHhO Y b EEMILFT,

1.4.4. BEEIER

o ftpd_selinux(8) ® man R—<
NS5 HTTPY—/NN—Dt*x21 54 _{%E%

11.5.1. httpd.conf Dt ¥ 2 1) 57 1 —i&1k

/etc/httpd/conf/httpd.conf 7 7 A L CEFa ) T4 —F T 3 V%K EL T, Apache HTTP Dt F 2
V74 —%RIETETET,

VATFALATETINTVWEIITARTDRI Y TIMHNELLK#EEET D &2 BICHIALTHS, FABRIEIC
BITLTLEI W,

root 1—H'—DHH, A1) 7 b F/zld Common Gateway Interface (CG) &L T4 LI M) —~D

EZXAAEREF > TWVWBIEAEERLTLEIW, T4LIMN)—ORBEAZEZIAHEREZFD
root I —H—ICZETBICIE, ROOAY Y REAALET,

# chown root directory-name
# chmod 755 directory-name

/etc/httpd/conf/httpd.conf 7 7 1 LT, RDOA T 3 VAERETEET,
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FollowSymLinks
CDTALITATRET 72N NTEIICE>TEY, T4 LIV NI —RHOYVYR) v I YV V%
EYVET,

Indexes

CDTALITATETI7AILNTEMICER>TWET, FREIN T —N—LDT7 74 ILEFEET
XRWEDICTBICE., COTAL T4 THHIBRLTLIEIL,

UserDir

IDTALIT4TE YRATLECA—Y—THO VMM BEETEIEEERATEDLD. T
7 A N TIHEICRS>TUVWET, root/ LADITRTDA—HF—F4 LI N)—DaA—H—F1L
JMN)—=TS9TUT%T7 0T 14 TITF BICIE. UserDir enabled & UserDir disabled @ root
TALIT1TH5FERALET, EBWMEINLZTHO MDY A M- —%BINT BIC

I&. UserDir disabled {TICAR—A TSN 1—H—DY A MZEBIMLET,

ServerTokens

CDTALIT1aTE, 9747V MIZEYRINDZY—N—=EBZEAY I —T 14— )L REHIEL F
To UTDNRSAXA =49 —%FHETZ2EA07OHENEHRITAXTETET,
ServerTokens Full
PLFDEIIC, Web H—NN—DN—=2 3 VBB, —N—DARL—T 14 VT2 AT LDFFHM.
AYVAR=ILEINTWS Apache EV 12— )L E, FIRTEATRTOBEREZRELET,

I Apache/2.4.37 (Red Hat Enterprise Linux) MyMod/1.2

ServerTokens Full-Release
PLTFDESIC, FIAAERIARTOERZY ) —ZAN—Ua v e sEH IR ELET,

I Apache/2.4.37 (Red Hat Enterprise Linux) (Release 41.module+€l8.5.0+11772+c8e0c271)

ServerTokens Prod / ServerTokens ProductOnly
UTFDEDIC, Web F—N—ZZRMHLET,

I Apache

ServerTokens Major
UTFDELDIC, Web F—N—DAT v —1) 1) =Z2RX=2a Vv zRHLET,

I Apache/2

ServerTokens Minor
DLTFDEDSIC, Web H—NR—D3 A F—) ) —ZAN=2aVvERHBELET,

I Apache/2.4

ServerTokens Min / ServerTokens Minimal
UTFD&ELSIC, Web H—N—DJ/N) ) —ZAN—=TIa VvaiRHBELET,

I Apache/2.4.37

ServerTokens OS
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LUFRDEDIC, WebH—R=D) ) —ZANR=I 3V EFARL—FT A VIV RTLERBELET,
I Apache/2.4.37 (Red Hat Enterprise Linux)

ServerTokens Prod # 7> 3 VA FRHL T, WEBEN VAT ALAICETIEELRBEREAFTS
D2V =ERLET,

BF

IncludesNoExec 74 L 77 4 7%HIBRLAEWTLZI W, T7 4L KNTIE, Server-
Side Includes (SSI) EYV a2 —JLiE, AY Y REETTEIEHA, ThEZTFET &, HE
EHNVRATAICAY Y REAANTESZLDICARZTRMEIDHY FT,

httpd £ 2 —IJLDHIE
httpd EY 2 — L ZHIBRL T, HTTP H—N\—D#EEEFIRTETXT, IN%ETHIC

I%. /etc/httpd/conf.modules.d/ ¥ 7= |% /etc/httpd/conf.d/ 714 LV b —DERET7 71 L EfREL £
T, LEAE TOFY—FETa—ILEHIRYT 2HICE. UTOIYY RERITLET,

I echo '# All proxy modules disabled' > /etc/httpd/conf.modules.d/00-proxy.conf

RS

® Apache HTTP H#—/\—

® Apache HTTP #—/X—® SELinux R) > —DH RS <A X

11.5.2.Nginx ¥ —\—REDEF 1) 7 1 —(R#&

Nginx i&. BMHEEEDO HTTP 8L 7O0F o —H—N—T9, ROBEAL T a v &FEAL T, Nginx &
EEBMIETEET,

FIg

o N—IarUXFINEHEMIIT BHITIL. server tokens FREAF T a v AEEBLET,
I server_tokens off;

ZDF TV avid, $—NR—DNRN=Y 3 VESREDEBMDERRREZEFELELFT, LTOL
DICZDERETIE, NgnX ICE > TREBINZ IR TDERDY —N—ZDADNRRINZE
ER

$ curl -sl http://localhost | grep Server
Server: nginx

o HETED /etc/nginx/ conf 7 7 A JLIT, REDEEHMD Web 7 7)) r—> a Vv OHEEERT %
X2 TF1—Av S —%BMLET,

o & ZIE. X-Frame-Options Nv ¥ —# 7> 3 V&, Nginx Bt 237> YD7
L—LEDBINRBRVEDI, RAAVHDR=IUEERLT, 7V v I vvF U TRE
EEBLET,
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BNERYMI—IY—ERDEF2 YT 1 —R5E
I add_header X-Frame-Options "SAMEORIGIN";

o 7=& ZIE. x-content-type Nv ¥ —id, HEDEWIT T VHF—TOMMEY A TDOR=v
T4V EBEET,

I add_header X-Content-Type-Options nosniff;

o F7<. X-XSS-Protection Nv ¥ —l&, JARYA NRIYTF4 VT (XSS) 748>V
JHEBMICL., Nginx TORBILEZFNZ2TEELHD,. BROHZIVT VY ETSY
HP—DLF) T LaAanESICLET,

I add_header X-XSS-Protection "1; mode=block";

o fcEZiE, —MICARINZ Y —ERZHIRL, sFEENSDTF—ERERIFANZFIPRTE
i’a—o

limit_except GET {
allow 192.168.1.0/32;
deny all;

}

2=y M, GET & HEAD 22 $RTDAY Y RADT IV R &HIRLZET,
o LUTDLHIC, HTTP XYy REEMICTETET,

# Allow GET, PUT, POST; return "405 Method Not Allowed" for all others.
if ( $request_method !~ N(GET|PUT|POST)$ ) {
return 405;

}

o NginxWeb H—N—|CL > TREINZT— Y% RETDLDICSSLERETEET, I
(&, HTTPSIBREHTOARET 2 I & ZMRET L T LIV, I 5II. Mozilla SSL Configuration
Generator R L T, Nginx Y —/N—TSSL #BMICT 2HOREH/BRETOT 71 L%
ERTEET, ERINAZEICLY. BROMKSERTO ML (SSLv2 % SSLv3 742 &), B
. Ny 2a7)TY XL (3DES ¥ MD5 72 &) A EERICEMELINE T, /. SSLH—
N—=—FT2ZAMNEFALT, RELLABPRERFOLF 1) 71 —BEHAEBLLTVWE I EAHER
TEEY,

BEfEI

® Mozilla SSL Configuration Generator

® SS| Server Test
N6 REAEINO—ANI—HF—ADT7 IV EREFHRITEIEILED
POSTGRESQL Ot ¥ a1 71 —{RE&

PostgreSQL I&. # 7YV M) L—23FIT7—49R—XEE X7 L (DBMS) TY, Red Hat
Enterprise Linux Tld&. PostgreSQL I postgresql-server /Xy 7 —IZ & > TIREFEINF T,

DA77V MRIEZHREL T, BEDIV RV EZBOLTIENTEERT, T—INR—RIFRI—DT—

YT74L I MN)—ICREINTWVWS pg_hba.confi&ET7 7M1 Iid. 75472 bRAIZEHIEIL X9,
FIRICHE> T, KA MR—XDFREEAIC PostgreSQL Z5&E L ¥ 9,
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FIR

1. PostgreSQL =4/ Y XA h—JLL E T,

I # yum install postgresql-server

2. ROWTFNDIDA T avaEFALT, T—9IR—RAAMNL—VEESAMELLET,

a. initdb 1—7 4 ) 714 —DfEMA
I $ initdb -D /home/postgresql/db1/

DAF avERELLINtdb ATV RERITT2E, BELLETALI MN)—DELEE
ELRWGEIEER L 9 (f: /home/postgresql/db1/)o ZDT4 LI MNY—=ITIE T—

IR—ZUIIRBEINTVEITRTDT—F &, VATV IRIARET 7AIVLDBEENT

\/\ i -a—o

b. postgresql-setup 27 ') 7"~ DfFE:
I $ postgresql-setup --initdb

T7AIBMTIK, 22 7 M ivar/lib/pgsql/idata/ 7« L7 ) —%&FRALEFT, DR
2T ME BERXHRT—IR—RI SRS —EBEEBTIVRATLEREERELEY,

3 RAINO—AINAI—H—PABEIOLI—F—BTT—IR—RIITIEATESZLIICTS
IZi&. pg_hba.conf 7 7 1 LDLUTDITAEBLET,

I local all all trust

IhiE, T—IR—R2A—H—%FRL. O—HILaI—YF—EERLBRVLAVY—BT7 TS
F—2avaFERTRHEIC. BMBERDZIEPHYET, YATLEDITRTODI—HY—F
%BARBIICHIE L WIS AL, pg_hba.conf 7 7 1 JLH S local DITEBIRL T I W,

4. ?_&&_Z%Eﬂéj] L/T\ Eﬁ%ﬁﬁﬁ L/ i’a—o
I # systemctl restart postgresq|

DAY Y RIFT—IR—RA%EEBHL., RET7 7M1 IVDEXERIEL T,

11.7.MEMCACHED H—E 2D tF 1) 51 —(%:&

Memcached &, =TV YV —RADEUESPBAE) —F TV hFrv v VIV RAFATY, T—
AR—ZDEFEERL T, BBIWeb 7TV T —2 3 VDN T A—TVREBALEIFTZZENTEE
E

Memcached (E, T—XR—ZAMUH L. APIRUTHE L, FLER—JL VIV ITDRRELL, XF
ATV N EDEREDT—YDINIBF v VI ERMTEZAE) —ARAOF—EEDR NPT
9, Memcached RT3 &, +DISEAINTUVAWEELNDS, JUSKDAE)—A2REETS
TTVT—=2aVIlXE)—%E|YHTEHIENTEET,

2018 T, NT YV wIA U=y MIRFRAINTWS Memcached Ht—N\N—%EF$TZ&ICL D
DDoS #EIBHEDHHBMENRER INE L, IThODKEIF., NSV RR—MIUDP 7OMNILEE
9 % Memcached @EA#FALE Y., COWEBIEREERI,A WO, R TT, HE /N1 DY A
ADEKRIE, BMAHANA NFLEBEA AN MOV A XDIGEEZERT B ENTEZET,
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FEAEDFE. memcached —ERIFZNRNT Y w o409 —y MIRARTZREIHY FHA, &
DELDBRBPHICIE. JUE— FPOWEED memcached ICRFEINTVWBIBERARRIAIILTETESR
E. mEOEF ) T4 —RE’HYET,

DI avVICRE> T, DDoS HMEDEEEMICHK LT Memcached H—ERXR AR L T AT A %E
tLZEd,

11.7.1. DDoS X9 % Memcached MD3&1k

XAV T4—VRVZERTBHIC, UTOFIRDIE, BEVDREICKEITHEDZTESLE
ITERITLTLESIL,

FIR

o IANIC77AT7 04— LAERELTLEIW, Memcached H—N\—|CO—AI xRy bT—2
RI3TTP7VERATESRLDICT2HUENH BHEIE. memcached Y —ERXTHERAINZR—
MIAEBRS T4 v I%IL—FT4 VT LRBRVWTLEIN, L& FIINZR—bDY R
ST 7L bDR—b 11211 ZHIBRL £,

# firewall-cmd --remove-port=11211/udp
# firewall-cmd --runtime-to-permanent

o 7Y r—avERUTYY Y TE—D memcached H—N\—%FRAT 2HE. O—HILKR
MRS T714vODH%EY) v RVT 5L DI memcached 255 7E L &
9, /etc/sysconfig/memcached 7 7 1 /LD OPTIONS [EZZE&E L £7,

I OPTIONS="-1127.0.0.1,::1"

® Simple Authentication and Security Layer (SASL) 25sE2B™MICL £ T,

1. /etc/sasl2’memcached.conf 7 7 1 LT, UTFDL I ITBEFIFEML £,
I sasldb_path: /path.to/memcached.sasldb

2. SASLT—9NR—RIZT ATV M EEBIMLET,
I # saslpasswd2 -a memcached -c cacheuser -f /path.to/memcached.sasldb

3. memcached D1—H— & JI—THTF—IR—RIITIVELRATER I EE2HALET,
I # chown memcached:memcached /path.to/memcached.sasldb

4. Jetc/sysconfig/memcached 7 7 1 )LD OPTIONS /X5 X —4% —|Z -S{E%EML T,
Memcached T SASL 4 R— hZHBMICL £,

I OPTIONS="-S"

5. Memcached 4 —/"\—%2BiLgI L C. EEZEHL X7,

I # systemctl restart memcached

6. SASLT—IR—ATERLELI—HY—ZLENRRAT—KE, BFEVWOT7 TV 5r—300
Memcached 7 54 7> MEEEICEBMLE T,
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® memcached 7547V &Y —N—DBE% TLS THESELLET,

1. /etc/sysconfig/memcached 7 7 1 JL.®D OPTIONS /X5 X —4 —(C -Z{E%EHM L T, TLS
ZEA L7 Memcached 7 54 7V MY —N—FEDBESEBEZEMICLET,

I OPTIONS="-Z"

2. -ossl_chain_cert # 7> a v AFAL T, dPAEFz—V 7714/ % PEMFXTE
mLEY,

3. -osslkeyA 7> avEFERALT, BRI 71ILONRXZEZEBMLET,
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