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ZEMES AN A—T VY —20D1L

SHREEZTAND T —T Y —RD5E(L

RedHat TlE, O— K, FFa XY h Web 7ONRF 4 —IIHIFBEEICRITZHEEBOBZHRZICERY
HMATWET, £TIE. YRY— (master). AL —"T (slave). 75 v oY R K (blacklist), 74 K1
Z b (whitelist) D 4 DORAEDEXMANSHBOHET, COMYBAIBERLMEEEZET DD, §&
DEBD') ) —ATEENICHEOEIHMAZERL TSY T, FMIE. RedHatCTO T#H % Chris
Wright DX v =2 BB LTI,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

Red Hat Enterprise Linux8 £Y NT—9 A VIS ANV Fv—H—ERDER

REDHAT RF¥a XY MADT 4 —KNRNy I (HEDH)

h
RedHat R¥ 2 XV MIET B IBRERPIREZEF LIV, Tk WERDHNEBHOEK
TN,

Jira B BDT 4 — KXy J3EE (FAY Y FARBE)
1 JiraDWeb¥a MIOJA4 Y LET,
2. EBOFES—2 3 /N—TCreatex V') vV LET,
3. Summary 7 1 —JL RIZhHYPTWVWI A MLZABLET,

4. Description 7 1 —JLRIZ, RFa XV NORBIETZIEREZZALTLLEIY, R¥a
AV NDEZYMAADY V7 HBIMLTLEIWY,

5 Y4707 DTFERICH S Create 22 ) w7 LEF T,


https://issues.redhat.com/projects/RHELDOCS/issues

H1E=E BINDDNS Y —/N—Dty NPy TELUEE

FIEBINDDNS H—/N\—Dty N7y THBLUVETE

BIND I&. Internet Engineering Task Force (IETF) ® DNSZB# B LU KT 7 MEHE|ICTERITER L 721
BEEEMADNS H—/N\—T7, L& zld, EEEIEBIND 2RO L D IHEBEICERLET,

o O—AIRYNT—UTODNSH—N—DFvrvVy

o J— DR DNS H—/\—

o V—VIIGWHAMERHTIEAVS) —H—nN—
1.1. SELINUX % {3 L 7= BIND D% % /= |& CHANGE-ROOT IRIETD
BIND OETICET 5EEEIR
BINDA YR M=% RET BICIE, RDIENTEET,

e change-root TRIEZA L Cnamed H—EX%ZETLFJ, TDIHFE. enforcing E— KD

SELinux &, BERIOBIND %2 ) 71 —IESBFUEDOEBERZMHEELT. 7 74/ hTIE. RedHat
Enterprise Linux |& SELinux % enforcing E— N THERL X7,

B

RHEL T SELinux %Z enforcing E— N CfEA L TBIND Z%£179 % &. change-
root IRIZETBIND ZE1T73 5L Y ERETY,

e name-chroot +—E X % change-root IRIETETL X 7,
BEIEEIL, change-root e FRAL T, 7OREZOH T TOCRDIL— TFaL I b
=D /T4 LI M) —EIZERZEDTHBIEAEETEZZEY, named-chroot H—E R
RR9 5 &, BINDIEZDIL— KT 1 L2 M) —7% /var/named/chroot/ ICEIYE X 9, Z
DFER. H—E XL mount --bind O~ K% fEFH L T. /etc/named-chroot.files (C!) X kX
NTW3774IULE8LUT 1 L% M) —% /var/named/chroot/ TERTEX24L5ICL. 70t
A& /var/named/chroot/ UA D7 7 A IILICT VA TEEHA,

BIND 2#{FHd 5154:
o FEEE—RNTIE, named—EREFHLF T,

® change-root IRIE Tl&. named-chroot t—EX%#FEHA L X9, I1IliE. named-chroot
Nyl —I%BINTA VA MN=ILTZRENHY T,

BIER R

e named(8) man X—<' M Red Hat SELinux BIND security profile 7 > a3 >~

1.2.BIND EEEEZ!) 77 L VAYZ=a7I)

bind /8Ny 5y —JICEF N 548972 BIND Administrator Reference Manual (Z(&. JRORABHEEH I
nTWwWEd,

=L
® EX

E
o SELMEICATSE RFaxrb

BREVI7LVR
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o TXxal)F 4 —ICEATBREESIHE

bind /Xv 5 —I B4 VA M—JLINTWSBHR R MT BIND Administrator Reference Manual #3XR<9
3IZl&. 75 Y —T /usr/share/doc/bind/BvOARM.html 7 7 1 L I F 9§,

13.BINDA* v v aDNSH—/NN—¢ LTEET S
F74#) NTIE, BINDDNS H—/N—&, RILEI Y I TFy TERBRUIILY I Ty THERLT

Frvvalxzd, FO®%, U—EREIFvvy 2 ansBELLI—RADERICHELE T, Thick
Y, DNSILy o7y TOEEINKEBICHEL FT,

AR

o H—N—DIP7 NLRFF#HNTT,
FIa
1. bind /Ny 5 —2 B &K bind-utils /Xy 5 —2 %4 VA M—=IJLLET,
I # yum install bind bind-utils

INLDNRYyT—IEBINDON AR L FJ, BIND 9.16 MR EARIFZE L. bind9.16 8 LTV
bind9.16-utils /Xy 45— %44 VA R—JLLTL XY,

2. BIND % change-root lRIE CTE1T9 2355 d. bind-chroot /Ny 5 —Y %A VA K—JLLE T,
I # yum install bind-chroot

T 74 M TH% enforcing E— KT SELinux #{FH$25KRAMNTBIND #1795 &. &V
RRILRDBIEITERLTLEIL,

3. /etc/named.conf 7 7 1 L% #R5%E L. options A7 — M XY MNMIRDEBREMAE T,

a. listen-on & £ U listen-on-v6 A7 — M XY NEEHHF LT, BINDHKY YAV TS IPv4 AV
HB—DTARBELPIPVEA VY —T M RAAEBELET,

listen-on port 53 { 127.0.0.1; 192.0.2.1; };
listen-on-v6 port 53 { ::1; 2001:db8:1::1; };

b. allow-query 77— hX Y RZEHFH LT, 7547V MHBIDDNSH—N—|Z/ 1)) —%
EITTEBIP7RLABLVEHEEZRELET,
I allow-query { localhost; 192.0.2.0/24; 2001:db8:1::/64; };

c. allow-recursion A7— M XV h%EIML T, BINDHAPBIE/ITY) —%5FIFANBIP7 KL
ABLVEHEEELE T,

I allow-recursion { localhost; 192.0.2.0/24; 2001:db8:1::/64; };
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Digk

==
[=]

HP—NR—DNRT)y I IPF7RLATHEBEZHFALBWVWTSEIW, %

S LAwnweE, H—/N—DKIFEL DNS EISIE D —ER 274 5 ATREME A
HY XY,

d 774 KTIE BIND &, Jb— M F—N—DSERDH S DNS H—N—(IBIZMIC/ T
)—%RTTREICLY, 7TV —%fRLET, FhE. 7O T —DHF—/1—7
E. MDDNSH—NR—|C/ L) — %X T HLDICBIND 2ETHIEHTEFEY, &
DHZE. BINDAYV T —%E%ETBDNSHY—N—DIP7RLADY XA MNESD
forwarders A7 — XV hEEBIMLE T,

I forwarders { 198.51.100.1; 203.0.113.5; };

TA—=IWNRNY IFEELT, 747—49F—H—NR—NPREZLAWVWE, BINDIFI/TY—%HF
IREICER L E T, COMEEBIMICT BITIE, forwardonly; R7— M XY M ZBIIL F
-a—o

4. letc/named.conf 7 7 1 L DEX R LT,
I # named-checkconf
AT Y RPHADZRFZLAVWEGEIE. BXICEEWDHY T A
5. BEDNS bZ 74 v 0 %HFRAT DL DI firewalld L —ILEEFHLE T,

# firewall-cmd --permanent --add-service=dns
# firewall-cmd --reload

6. BIND ZRmM L TAEMICLET,
I # systemctl enable --now named

change-root IRIE T BIND %3179 %355 (&, systemctl enable --now named-chroot 1< >~
I\\\%ﬁﬁﬁ L/T\ -U-_ E‘Z%E%‘: szﬁﬁﬁﬁ L/ i’a—o

i3
qEI-I.l

L ILSERELADNS U —N—%ZEALTRXSA VEfRLET,
# dig @localhost www.example.org

www.example.org. 86400 IN A 198.51.100.34

;; Query time: 917 msec

ZOFEITIE. BIND D AEUHRRANTEFTL, localhost 1 V9 — T A ATHOITY) —ICHET 3
ZEERIIRELTVWET,



Red Hat Enterprise Linux8 £Y NT—9 A VIS ANV Fv—H—ERDER

MHTLA—R&EHIT)—L7%% BINDIIIVMN)—%2ZDF+ v allBMLET,
2. IV T —%#YIRLET,
# dig @localhost www.example.org

www.example.org. 85332 IN A 198.51.100.34
;; Query time: 1 msec

IVAN)=DFryvadIndied, TVHMN)-OBYPHERMINDET, BLLI—FICW
THETNLUBRD) VTR MIKBICEREINITT,

RDRAFTY S
o CTODNSH—N—%FATEZLIICRKRY NT—VRHRDISA T NEFZRELEFT, DHCP

HB—NR=—DDNSH—N—FREZI 547V MBRHTZHEE. TNIZIELCTDHCP H—
N—DRE=ZEHRLET,

BIER R

® SELinux Zf# A L 7= BIND DO{R# % 72 |£ change-root IRIET®D BIND DEITICET 2 EEEIE

e named.conf(5) man XR—<
e /usr/share/doc/bind/sample/etc/named.conf

e BINDEBEEE!) 7L VvAY=aT7IL

1.4.BINDDNS #—/X—TO QO J DFRE

bind /Xy r—JICL > TIRHEINZ T 7 4 )L b D /etc/named.conf 7 7 1 LADERE

I&. default_debug ¥+ R EZFERAL. XvE—D0OY % /var/named/data/named.run 7 7 1 JLIZ
88k L £ 9., default_debug F v RJILIE, H—N—DF NNy JLRNIUAELOUNADZEICOAHFTY b
)—%=DOJICE&L £,

IFITFLRFYyRIULBLOATTY)—A2HFHALT. BINDABJREL T, EBRINALERETIZIZA
ARY NEEDT 7 A IIVICEZAD I ENTEET,

AR
e BINDIX, HEZIEF Yy I VI R—LY—N—E LTI TICREINhTWVWET,
e named Z 7z |% named-chroot H —EXHAETLTWWE T,

Flia

1. /etc/named.conf 7 7 1 JL % #wE& L. category & & Uf channel 7 L — X% logging A 7— k
XY MIEMLET, RICHZRLET,

logging {

category notify { zone_transfer_log; };



H1E=E BINDDNS Y —/N—Dty NPy TELUEE

category xfer-in { zone_transfer_log; };
category xfer-out { zone_transfer_log; };
channel zone_transfer_log {
file "/var/named/log/transfer.log" versions 10 size 50m;
print-time yes;
print-category yes;
print-severity yes;
severity info;

b

X
ZDFREFITIE, BIND (Y —VEEICEET 2 X v E—Y DOV %
/var/named/log/transfer.log IZEE8k L £ 9, BIND IFERA 10/X—2 3> DO 7 74 L EERK
L/\ HEilj(ﬁ"f Z“?’J{ 50 MB L:ii_-a_%) t I:I_j___:/ 3 y l/i-a_o
category @ix, BIND AT T —DXA v -V %EETEFrRILEERLET,
channel @i&. N—Y 3V, KGRI 744X LU BIND B’ F v RILICOJEEERT B
MENHBIERELRNIVEECOITAYE—VDREEZEEZELET, IXVINDIYA LAY Y
7. ATTV— BLUPEREOOVEEEBMCT 2L EDBMBERA T a v TIH,
TNy JEHMWTERIBET,

AJ74L 7 M) —DEELBRVBEIFZERL. 2OT4 L2 M) —0D named 21— — L&
SIAAERZMNELFET,

# mkdir /var/named/log/

# chown named:named /var/named/log/
# chmod 700 /var/named/log/

letc/named.conf 7 7 1 L DEX R L £ T,

I # named-checkconf

AT Y FAHANZRTFLBVWESIE, BXICEEWYDHY Tt A,
BIND 2 FBiEE L £,

I # systemctl restart named

change-root IRIE T BIND #3179 235G . systemctl restart named-chroot 1< > K% f&#
ALTY—EXZBRELET,

A7774IVDARERTLEYS,
# cat /var/named/log/transfer.log

06-Jul-2022 15:08:51.261 xfer-out: info: client @0x7fecbc0b0700 192.0.2.2#36121/key
example-transfer-key (example.com): transfer of ‘example.com/IN': AXFR started: TSIG
example-transfer-key (serial 2022070603)

06-Jul-2022 15:08:51.261 xfer-out: info: client @0x7fecbc0b0700 192.0.2.2#36121/key
example-transfer-key (example.com): transfer of ‘example.com/IN': AXFR ended
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BIER R

e named.conf(5) man R—<

e BINDEBEE!) 77 L VAT =aT7IL

1.5. BIND ACL D{ERK

BIND DR EDHEANDT 7 R ZHHT 5 & T, T—EREE (DoS) REDARIET I EAPHE%
i ENTEET, BIND 7V ZRFME) A b (ach) AF— R XY M, IP7RLRESEEAD) X b
TY, BACLICIK, BEINLIPT7 RLREHE%ZSRY 570HIC allow-query 2 ED WL DHDR
T—MAYNCHERTEZ v I R—LDHYET,

Digk

==
[=]

BIND l&. ACL THR#MII—BLALZIV M) —DHEFHALET, & Z2IE. ACL{

192.0.2/24; !1192.0.2.1; } & L. IP 7 KL X 192.0.2.1 TRRA M HEfRT D &,
2HFEBDIVRN)—TZDT7 RLADBRAINTWTE T I EADEFAINET,

BIND ICIZRDEEHAH ACL Y 7,
e none: EFDRAMEE—HLEFHA,
® any: I RTDKRAMI—HLETY,

e localhost L—7/Nw - 7 KL X 127.0.01 & 1. BLUBIND #ET§5H—N"—LEDFTAR
TDAVI—TITAADIPT7RLRIC—HLZE T,

e localnets:/L— /Ny U7 RL R 127.0.01 & 1. BLUBIND #E1T7¢ 2 H—/N—NEEEE
BLTWBIRTOY TRy MI—BLZT,

IS 3as
e BINDIF, IEAEF Y YV I R—LY—N—ELTITICBEEINTWLWET,

e named Z 7z |% named-chroot H —EXHANETLTWE T,

FIE
1. /etc/named.conf 7 7 1 L A2iREL T, ROZEE=ZTWVWET,

a. acl AT —MAVRNEDT 74 ILICEBMLET, & A, 127.0.0.1. 192.0.2.0/24, LV
2001:db8:1::/64 (Zxt L T internal-networks & NS ZRID ACL Z#1/ERRT B ICIE. RO LD
ICABDLZFET,

acl internal-networks { 127.0.0.1; 192.0.2.0/24; 2001:db8:1::/64; };
acl dmz-networks { 198.51.100.0/24; 2001:db8:2::/64; };

b. ACLD=Y I R—LEHYR—FTBRAT—MAVIMTHERBLIT, LEXIE ROLDIC
Y ET,

10
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allow-query { internal-networks; dmz-networks; };
allow-recursion { internal-networks; };

2. /etc/named.conf 7 7 1 L DEX =R L £,

I # named-checkconf

AT RPEANZRAILAWGEIF. BXICEEWYHY A,
3. BINDZY)AO—FKLZXY,

I # systemctl reload named

change-root IRIE T BIND = XE179 %355 (&, systemctl reload named-chroot 1< > K% f&#
ALTHY—EXZ)O—RLET,

o REINLACLZEZHFEEIZ2HMEANIH—F2T70>a3vERTLET, LEXIE. ZOFIE
DACLIE. EEBINLZIPZRLADSDBIRII)—DH%FTLET, ZDHFEIE. ACL
DEFRICEFNTVWAVWRARNTROOAYTY REAALT, AEBRAA VOB RERAZTT,
I # dig +short @192.0.2.1 www.example.com

A9 Y RAHEAAERIARLWNE, BINDIF7 V2R AEESZ L, ACLISHRELTWET, V5147
YV NTCEHMAEAAEBZICIE. +short A T a v aiEEEFICca~Y Y RAEHRALE T,

# dig @192.0.2.1 www.example.com

;; WARNING: recursion requested but not available

BIER R

® The BIND Administrator Reference Manual @ Access control lists 2 3 >,

1.6.BIND DNS H—/N\—TDY — Y DEE
DNS Y —Vid, RAAYVAR—ZAARDEEDH TV ) —DYY—RALA—REEZELT—YR—RT

¥, 7z& AL, examplecom KX A VABEY L TWEIHEIE. BIND TEDOY—VARETEET, £
DIER. 774 7 ME www.example.com %= Z DYV — YV CHREINZIP 7 KL AICEBRTEET,

1.61.Y—774ILDSOA L I—NR

SOA (Start of Authority) L O— K&, DNS Y=Y THERLI—RTY, ZOLO—KIE &z
I, BEDDNS H—N—BY =V THRLIDNS YYIINR—ICH L TEHERAZE > TVWBBEICEE
TY,

BIND W SOA L d— ROBEXIZRDESY TT,

I name class type mname rname serial refresh retry expire minimum

1



Red Hat Enterprise Linux8 £Y NT—9 A VIS ANV Fv—H—ERDER

FAXTLTHEHIC, EBEITEE. V-V I774I)ADOLI—R%, £330V () THREF5 X

VIMNAFERLTERDOTICDEILE T, SOALI—REQETZHAIE., FNTLI—RAEZEDHD
CEIEFRLTLKEIWY,

@ IN SOA ns1.example.com. hostmaster.example.com. (

2022070601 ; serial number

1d ; refresh period
3h ; retry period
3d ; expire time

3h) ; minimum TTL

B

TREEM RN XA VE (FODN) DREICHZ Ky MIEFEL T IV, FADNIE, Kv
N CRULNIEEBD KAV IRIVTEREINE T, DNSIL— MIIFZEDFIRILHIH
7%, FQDNE Ry hTDHOYFT, LD >T. BINDRYV—VEZEREDRKY b
BRLUTHRBNICEMLEY., RKEICKY A AWERR M (6l: ns1.example.com)

i&. nsi.example.com.example.com. (LB INE T, ThiEk, 75147 —F—L4A
H—NR—DELWFZ KL ATEHY FH A,

SOALI—RDT7 4 —ILRIZRDEEYTY,

12

name: V' —>Y D& (D F Y origin), TD7 1 —I)L K% @ IRET D&, BIND IZEZTh%
/etc/named.conf TEEZEIN/YV—VRICBHLET,

class:SOA L O—RTl&, D74 —JL REFIC Internet (IN) ICERET Z2HENHY X,
type:SOA L O—RTlE, TDT7 4 —JILREHICSOAICKRET Z2MELNHY FT,
mname (Y A9 —H): 2DV —VDT 54X ) —F—LH—1"—DKR M,

rname (BEEER): COV—VDEFEDEFA—INT KL R, BFRAPERYFTDTITEES
EIW, Py MYy—2 @) Ry M)ICBEZBZADZVELIHY T,

setial DYV =V T77AIWNDN=YaVvES, hY Y ) —F—LHY—N—lF, FTZ314<7)—
P—NR=—DY)TILESODANPRZIVWEEICOH, V—rvDIE—%ZEBHLET,
BREEBOHEEICTHIENTEET, —BRIICERAIN2FE <years<month><day>
<two-digit-number> T3, COFREFEART 5 &, BmMICIE. V—r 774 )L% 1HIZ100
O CEETEET,

refresh: V — U A EHINIGEIR. T4 —NR—%2Fzv I $2R01ICEAVY) —
B —N—D T 2B,

retry: BITAKB L&, AV ) —H—NR=—DTS5A47 ) —H—N—AD/ ) —%=BHT
¥ % L TOME,

expire: LEIORATA TR TRRLAEZBEIC. €HhVF ) —H—NR=BTFS543 ) —H—nR—~
DY L) —%fFIk LR DERE,

minimum: RFC 2308 1. TD7 14 —/ILRDEKAZBDF v v alFEICERL X L, ER
) JL/Ss—E, NXDOMAIN ZTS—%Fv v 13 28BARETZAEHOHICFEALET,
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Pz
refresh. retry. expire. & &£ U maximum 7 1 —J)L ROHEIL, FFEEMEBEMATESRL

F9. LEL. AP TKTHLHIC. BEOEES (mE2. h(ZFFE. dIFBRE)
EEALTCEIV, &2 3hiF3FEERLET,

BTG IR
® RFCI035: RXA V& -EESLIUVEH
e RFCI1034: RXA V% - 128 L VA

® RFC2308:DNSV7ITY—DxAT47HF¥+v+via(DNSFvva)

1.6.2.BIND 754 <) —H%—N—TODEBIETYV—VDEE
FERZXY—2id, GRIZIP 7 RL AP ZOMDBERICYY TLET, LEAIEX. RXAY

example.com %% L TW2HEIE, BIND TiXV — Y %5 E L T, www.example.com 72 & D%
AIEfRTEET,

IS 3as
e BINDIF, IEAEF Y YO VI R—LY—N—ELTITICBEEINTWLET,

e named Z 7z |% named-chroot H —EXHAETLTWWE T,

FIR

1. /etc/named.conf 7 7 A ILICY —V EFAEEBMLE T,

zone "example.com" {
type master;
file "example.com.zone";
allow-query { any; };
allow-transfer { none; };

b
INLDREICELY, RONEFEINFT,
o ZDH—/—[L, example.com V—>DTZ4 <) —H—/\— (type master) TT,
e /var/named/example.com.zone 7 7 { L&YV —> 7 74 ILTY, ZTDHFIDEL D ICHETF/IR
HERET D E, TD/NRIE, options R 7— kX ¥ MO directory ICEREL/ZT1 L O b
) =S DE/RRUTRY £T,

o YDRARNEIDY—VIZVITY)—%ERITTEET, £/id. IPEEFAZIEBIND 77
ZHEEY RN (ACLY D=y IV R—LERELT, 7V/E2A%FHRLET,

o YORANEY—VBREETEIFHA, V—VEEAHFATZIDE., EHVY ) —H—
N—lty N7y TTE3ERICESON., EAVY)—H—IN—DIP 7 KL RICH L TDOHIHEF
aLxEd,

2. /etc/named.conf 7 7 1 L DIEX R LT,

I # named-checkconf
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AR Y RAHAZRTILABVWGEIE. BXICEEWDHY T A

3. &z JROARAET /var/named/example.com.zone 7 7 1 LA ERR L £ 7,

$TTL 8h
@ IN SOA ns1.example.com. hostmaster.example.com. (
2022070601 ; serial number

1d ; refresh period
3h ; retry period
3d ; expire time

3h) ; minimum TTL

INNS nsi.example.com.
IN MX 10 mail.example.com.

www INA 192.0.2.30

www IN AAAA 2001:db8:1::30
nsi INA 192.0.2.1

nsi IN AAAA 2001:db8:1::1
mail INA 192.0.2.20

mail IN AAAA 2001:db8:1::20

D=7 74

e JY—ZLIA—KRDF7 4L FOEMER (TTL) E% SEERICRELE T, BRO h AL

DEREEREFEN QWG E, BIND [JEZME L THRRLEY,

o V—VILHAYTIFEMEET., REMSOAN Y —ZALIA—RPEEFNTVET,

Z DY — DHER DNS H—/N—& L T nsl.example.com 25X EL 9., V—r &g X
BBICIR. PRCEB1DDR—LY—/N— (NS) LOA— RABETY, =7 L. RFCI912
ICERT BITIE, PR EE2DDR—LY—N—DPRETT,

example.com KX A VDX —)LTYI RAF VY +— (MX) & LT mail.example.com % %
ELEXET, RANZORIOHEIE, LI—FDEBEETY., ENNIVWIV N —FEE

EEIMECRYET,

www.example.com, mail.example.com. & &' nsi.example.com @ IPv4 7 KL X &

FUIPV6E PRLRAERELZFT,

4. named JIV— TR ENEFTARMD I ENTED LI, V=V T 7MIILREBT IR

AHERELITT,

# chown root:named /var/named/example.com.zone
# chmod 640 /var/named/example.com.zone

5. /var/named/example.com.zone 7 7 1 L DEX =R L X7,

# named-checkzone example.com /var/named/example.com.zone
zone example.com/IN: loaded serial 2022070601
OK

6. BNDZ)O—RFLZET,

I # systemctl reload named

14
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change-root IRIE T BIND %= 32179 235G, systemctl reload named-chroot 1< > K% {#
ALTY—ERZ)O—KRLET,

R

e examplecom V—UHHIFIFR/LI—FEIIT)—L, EANXYV -V T 7MILTRELL
LA—RE—HITBIEEHRALET,

# dig +short @localhost AAAA www.example.com
2001:db8:1::30

# dig +short @localhost NS example.com
ns1.example.com.

# dig +short @localhost A ns1.example.com
192.0.2.1

ZOFEITIE. BIND A EUKRRANTESTL, localhost 1 V9 —TJ A ATHOITY) —ICHET 3
ZEERIRELTVWET,

BIER R

o V—YTJ7A4I)DSOALIOI—K
e BIND ACL DOERK
e BINDEBEEE! 7L VAT =aT7IL

e RFC1912- —3MIZ: DNS I EB LU ELT S —

1.6.3.BIND 7’54 <) —H—/N—TOHB|X/—VDERTE

WY —id, IPT7RLRELZRIICYY TLET, &2 IPEF 192.0.2.0/24 #3 YL L TW3IEE
&, BIND CTHB|EYV—VARELT, COH|EBEDIPT7RLAEZRANGICHERTEEY,

= -1o)
PDSRATIERY NT—O02FK0UB|IEXY —VEERT 2HBAIE. ThICIHCTY —VIC
ZEiEMTET, FEAE V5ACERY NT—72192.0.2.024 DifHEIE. V—rD%

. BIAY 2.0.192.in-addr.arpa T3, 192.0.2.028 72 &, BRE xRy NT7—UH 1 XDWB| X
A V= aERT 2HBEIE. V— Y DERID 28-2.0.192.in-addr.arpa T,

AR
e BINDIF, HEZIEF Yy I VI R—LY—N—E LTI TICREINhTWET,
e named Z 7z |% named-chroot H—EXAETLTWWE T,

Flia

1. /etc/named.conf 7 7 A ILICY —V EFAEEBMLE T,

zone "2.0.192.in-addr.arpa" {
type master;
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file "2.0.192.in-addr.arpa.zone";
allow-query { any; };
allow-transfer { none; };

b
c._TLbGJ L—EL‘_ UR /kb\ %:‘hi'ﬁ'o

e 20.192.in-addr.arpa #35| XV —> DT 541 <) —H%—/\— (type master) & L TD I D
H—N—,

e /var/named/2.0.192.in-addr.arpa.zone 7 7 1 L&YV —> T 74 ILTY, ZDHFIDL S IZHE
W/IRRERET DE. TD/RRIE, options A7 — k X kD directory ICERE LT 1 L
I8N —D5DOE[MNRIRY X,

o YODRANEIDY =LV T —%RTTEFET, /13, IPEEF/ZIEIBIND 7Vt
ZAHEY RN (ACLY D=y IV R—LERELT, 7/E2A%FHRLET,

o YOIRANEY—VBREETEIFHA, V—VEEAHFATZIDE., EHVY ) —H—
N—hty N7y TTE3ERICESON., EAVY)—H—IN—DIP 7 RL RICH L TDOHIHEF
G138

2. /etc/named.conf 7 7 1 L DEX EFEZR L £,
I # named-checkconf
A7y RABAEZRTLAVGER, BXICEEWSYHY FH A,
3. &z JROARAET /var/named/2.0.192.in-addr.arpa.zone 7 7 1 L= ER L £ ¥,
$TTL 8h

@ IN SOA ns1.example.com. hostmaster.example.com. (
2022070601 ; serial number

1d ; refresh period
3h ; retry period
3d ; expire time

3h) ; minimum TTL
IN NS nsi.example.com.

1 IN PTR nsi.example.com.
30 IN PTR www.example.com.

D=7 74

VY —ZLa—RDF7 4Lk DEHER (TTL) &% SEBICREL T, BEOh RS
DEEEREN T WIEE, BIND (ZEZHE L THRIRLET,

o V—VIlETBZHMAESD, MELSOAYY—XLOA—KRIPEFhTWET,

e nsil.example.com = ZDH5| XY —V DEBDNS y—N—& LTHRELEFY, V-V %
HEEXHZICIE, P R<CEHT1DDR—LY—/NN—(NS) LO—RKARETT, LEL
RFC1912 ICEEMT B 1T, DR EE2DDR—LY—NR—DBNETT,

e 192,021 5&£ 11920230 7 NLADRA 4 — (PTR) LO—NEZ&ZELE T,
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4. named JIL—TDHANENZEHZAHIMBD I ENTED LI, V=V I 7ANIIRERTIER
HFHZRELET,

# chown root:named /var/named/2.0.192.in-addr.arpa.zone
# chmod 640 /var/named/2.0.192.in-addr.arpa.zone

5. /var/named/2.0.192.in-addr.arpa.zone 7 7 1 L DEX AL £ 7,

# named-checkzone 2.0.192.in-addr.arpa /var/named/2.0.192.in-addr.arpa.zone
zone 2.0.192.in-addr.arpa/IN: loaded serial 2022070601
OK

6. BNDZ)O—RLZET,
I # systemctl reload named

change-root IRIE T BIND = XE179 %355 I&. systemctl reload named-chroot 1< > K% f&#
ALTHY—EXZ)O—RLET,

o WBXY—UNHIFIFARLI—FEIITY—L, HANYV -V T 7/ THRELELLO—
FEe—HTBIE%MABLET,

# dig +short @localhost -x 192.0.2.1
ns1.example.com.

# dig +short @localhost -x 192.0.2.30
www.example.com.

ZOFEITIE, BIND P EUHRRANTESTL, localhost 1 V49— T2 A ATHOITY) —ICHET 3
ZEERIRELTVWET,

BIER R

o V—YTJ7AI)IDSOALII—K
e BIND ACL DOERK
e BINDEBEEE! 7L VvAY=aT7IL

e RFCI1912- —3MIZ: DNS B EB LU ET S —

16.4.BINDYV—> 7 74 )LDOFEH
H—N—DIPT7 RLADPEREINLIBERE, BEDIKRTIE, V=V 7714V EEBHIT2LELH
YET, BEHODNS H—N—D12DY -V %E>T3HEIF. COFIEETSA<) —H—/N—T

DAEITLTLEIN, V=rDIAEE—%RETBMDDNS H—N—F, V—ViEEs @B LU TCEH%
ZIERY XY,

AR

o V—UNREINF L,
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e named Z 7z |% named-chroot H—EXHAETLTWWE T,

FIa
1. 7> 3 v:/etc/named.conf 7 7 1 LADY =2 T 7 A ILADNAERFELET,
options {
directory "/var/named";
}
zone "example.com” {
file "example.com.zone";
b
V=V DEEDfile AT —MAYV KT, V=V T 7AILADNIRRERDIFET, BAF/IR
i&. options 7 — ~ X M@ directory ICEREIN/T A LI N) =D 5 DOEF/IZTT,
2. V=V I 71V ERELET,
a. BER/EFEZTVWET,
b. SOA (Start of Authority) LA— KDY ) 7ILESZIECLE T,
B5E
Y TINESHPLURIDOEUTOSRE, EAVy ) —H—R"—FY—>n2
E—ZEHLEEA,
3 YV—VIFAINOBXERRLET,
# named-checkzone example.com /var/named/example.com.zone
zone example.com/IN: loaded serial 2022062802
OK
4 BINDZY)O—RKRLZET,
I # systemctl reload named
change-root IRIE T BIND = ZXE179 %355 I&. systemctl reload named-chroot 1< > K% f&#
ALTY—EXZYO—RLZET,
o B EE, FLIFHRLALI-—RFRZRELET, LEXIE ROLIICARYET,
# dig +short @localhost A ns2.example.com
192.0.2.2
ZDFITIE. BIND ARILCARR MTEITL. localhostf ¥4 —7 A RATHOIT) —ILIGET S
JEZERIHRE LTWVWET,
B
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o V—VTJ7AI)IDSOALII—K
e BIND 7S54<%) —H—N—TDES|IE/—VDERE

e BIND 754 <) —H—/N—TODHE| XYV —VDERE

1.65. BFREMRS LUV —VRTFHEEAFA L7 DNSSEC V— 2V E 4

DNSSEC (Domain Name System Security Extensions) TY —VICB&Z L T, SRS LUVT—9 DESHE
EERTEET, 2OLHBY—VILE, BMOYY—ALI—RKPEFNET, V747 MNEEN
LAEMALT, V—VIBEROGEBEMARIITE XY,
V=@ DNSSEC RV & —#Ee%xBMICT D&, BINDIZRDT7 VY avzBHNICEITLET,

o F—Z%ZFERLZET,

o JV—VILEBLHLET

o ROBEZVCEHNAMALE, V-rvaiiELIET.

BF

HEDNS H—N—DV =V DEFEMEZRIETEDLDICTBICEF. V—VORRAF—%
Y —VICBMT 20 ENHYEY, ThETIFEOFMICOVWTIE, FXq1> 70
NAT—FLBFLIZAMN)—IZBAVEDECRIW,

ZDFIETIE. BIND ICHMAAAF N TS default ® DNSSEC 7RY) ¥ —A&FARALET, TDRY > —
&, B—®D ECDSAP256SHA EELAFRALEY, FLlE. MBDRYP—%FKLT. hRY A
F—, ZILINVXL, BL®Y1 IV T EFERHLET,

AR

e BINDOI6 LIEA M YA M—ILEINTWB, ZOEHZFLTICIE, bind DKH Y IC bind9.16
Nylr—I% 4V AMN=ILLET,

e DNSSEC #EAMIIT BV —UDREINTWDS,
e named Z 7z|% named-chroot H—EXHAETLTWWE T,

o H—N—FERH%ESM LY —N"—EEHLEY, DNSSECHRFETId, EHAY AT ARRHIE
2TY,

FIR

1. /etc/named.conf 7 7 1 L% #RE&E L. DNSSEC 2#E%IC ¥ % YV — T dnssec-policy default;
EMLET,

zone "example.com" {

dnssec-policy default;

1
2.BINDEYO—RKLZET,

I # systemctl reload named
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change-root IRIE T BIND = X£179 %355 I&. systemctl reload named-chroot 1< > K% f&#
ALTHY—EXZ)O—RLET,

3. BIND I&2F8 % /var/named/K<zone_name>.+<algorithm>+<key ID>.key 7 7 1 JLICIREFL
F9, D774 EFERALT. HY—UPBBETEIHATY —VORRARERTLET,

e DSLIO—REK:

# dnssec-dsfromkey /var/named/Kexample.com.+013+61141.key
example.com. IN DS 61141 13 2

3E184188CF6D2521EDFDC3F07CFEES8D0195AACBD85E68BAE0620F638B4B1B027

e DNSKEY R

# grep DNSKEY /var/named/Kexample.com.+013+61141.key
example.com. 3600 IN DNSKEY 257 3 13

sjzT3jNEp120aSO4mPEHHSkReHUf7AABNNnT8hNRTzD5cKMQSjDJin2I3
5CaKVcWO1pm+HItxUEt+X9dfp80Zkg==

4. J—VDNBEREHRY —VICENT32LIICERLET, ThETIAEDOFMICDOWLWTIL.
RXA7OnNA T —FE LY AN —ICBRAVWEDELLEI L,

1. DNSSECEZE& =AM LAY —rDOLa—RIZDOWT, MBDDNS H—/N—(l/ ) —%=E
TLET,

# dig +dnssec +short @localhost A www.example.com
192.0.2.30

A 13 3 28800 20220718081258 20220705120353 61141 example.com.

e7Cfth6GuOBMAWsgsHSVTPh+JJSOIl/Y6zctzluglU1JgEgOOAfL/Qz474
MOsgi54m1Kmnr2ANBKJN9uvOs5eXYw==

ZOFEITIE, BIND D AEUHRRANTESTL, localhost 1 V49— T A ATHOITY) —ICHET 3
ZEERIRELTVWET,

2. REASEIEHY —VITEMIN, DY —N—(ILEEINEL Y—NR—DEZ/LZV—UAD
VT —TREEFAT—F (ad) 75T %2RET DI EZHRALIT,

# dig @localhost example.com +dnssec

;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

B EE IR
e BIND 7S54<%) —H—N—TDES|E/—VDERE

e BIND 7547 —H—N—TOHE|E/—VDERE

1.7.BIND DNS % —/X—[E DY — VERiE DR TE
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V—VEREICEY, V—UDOE—ZHIDITANTDODNS Y —N—DEHDT—F %= EHT 5 I &R
AEINFET,
AR

o FRDTFAT) —H—N—TlE V—VEEEERETDIV-VUHIREINLTWS,

o FEDEAHVY)—H—/N—TIE BINDIEF vy v aRx—LHY—N—REELTEHEREINTVL
%,

o ADHY—/N—T, named —E X F7=1& named-chroot Y —EXANET L TW3,

FIE
L BEOSSA<) ——N"—T7, UTFEITVWET,
a. #B5xX—%1F L. /etc/named.conf 7 7 1 JLITEBML T,

# tsig-keygen example-transfer-key | tee -a /etc/named.conf
key "example-transfer-key" {
algorithm hmac-sha256;
secret "q7ANbnyliDMuvWgnKOxMLi313JGcTZB5ydMW5CyUGXQ=";

1

ZDIT Y RIE, tsig-keygen IY >~ FOHA%ZRT L. BEMIC /etc/named.conf (TiE
mLEd,

BTCEAVY)—HY—N—TELITY ROBEANBEICKRY FT,
b. /etc/named.conf 7 7 1 LDV —V EHRERELZ T,

i. allow-transfer 57— kXY NT, H—N—BDYV =V %85XT 575 IC example-
transfer-key 27— M AV N THEEINF—2RHEITIVEN’HDZILEEHRLE
ER

zone "example.com" {

allow-transfer { key example-transfer-key; };

1

F72l%. allow-transfer 27— kX > N TBIND 77 £ RHIfE) X b (ACL) = v ¥ R —
LZfERALET,

i. 774 KTIE, V=UDBEHFRINLE, BINDIE, DYV —VIZRx—LH—/3—(NS)
L= REFEODITRTCOR—LY—N—|IBHMLEYT, EHhV4)—H—/X—DNS L
OA—R%&Y—=VILBIMT 2 FEHNBRWNZEIL. BINDDAZDOH—N—ICBRT D LI
BRETEZET, TOLEHIC, ZOEHAVI)—H—N—DIP 7 KL ZAAEE also-
notify 27— b XY M &YV —VITEBIML XY,

zone "example.com" {

also-notify { 192.0.2.2; 2001:db8:1::2; };
X

c. /etc/named.conf 7 7 1 L DEX R LT,
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22

I # named-checkconf

ATV RPEANZERAILAWGEIE. BXICEREWYHY A,
d BINDZYO—RLZET,

I # systemctl reload named

change-root IRIE T BIND %3179 %355 I&. systemctl reload named-chroot 1< > K
ZERALTY—ERZY)O—RLZET,

2. EOEHVY) —H—N—T, UTFETVET,
a. /etc/named.conf 7 7 A LA RD LD ICHREL F T,
. To5A<v)—H—N—CtREILCF—EHZEZEBMLEFT,

key "example-transfer-key" {

algorithm hmac-sha256;
secret "q7ANbnyliDMuvWgnKOxMLi313JGcTZB5ydMW5CyUGXQ=";

| §
i. /etc/named.conf 7 7 A ILICYV —Y EZFEEBMLET,

zone "example.com" {

type slave;
file "slaves/example.com.zone";
allow-query { any; };
allow-transfer { none; };
masters {
192.0.2.1 key example-transfer-key;
2001:db8:1::1 key example-transfer-key;

| §

| §

NS DEREIRRE:

Z DY —nN—|&, example.com V—>DtH 4 —H%—/X— (type slave) T
EP

/var/named/slaves/example.com.zone 7 7 1 JLI&YV —> 7 74 )L TY, ZDHFID
EOICHERNRNRERET D&, ZD/XRIE, options T — kX > h® directory
IKBRELEZT AL MY —DSDE[RRICRYEST, COY—N—HthVs
)—THBV—VI774NETZAR)——N—mo08T2ICIE. Thi
/var/named/slaves/ 71 L 7 ) =R EICRELE T,

EDRAMNEIDY =IO T)—%RITTEET, LI, IPEEHEF 1T ACL
Zw O R—LEBELT, 77X %HFPRLET,

IDY—NR=DBV—VEHEETEBIRANIHY TH A,

ZDV—=rDTZA4 )= —N"=DIP 7 KL R1F192.0.21 LV
2001:db8:1::2 T9¢, F/cld. ACL=Z v I RX—LAEIBETEZT, COtEHVY
|) —H—/N—(L, example-transfer-key & W\ D ZRIDF—%FHL T, 51~
) —H—N—IIFT 2RAEETVET,
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b. /etc/named.conf 7 7 1 L DEX AR L T,

I # named-checkconf

c. BNDZYO—RLZET,
I # systemctl reload named

change-root IRIE T BIND #3179 %355 (&. systemctl reload named-chroot 1< > K
ZERALTY—ERZY)O—-—KRLZET,

3. AT av: TS5 AR) —H—N—DYV =V T FAIVELTEL, HFILWEAVSY ) —H—/N—D
NSLO—KAEEBMLET,

WA
AV ) - —N—TROFIEEETLZFT,
.. named t—EX®D systemd P+ —F I TV M) —ERRLET,
# journalctl -u named

Jul 06 15:08:51 ns2.example.com named[2024]: zone example.com/IN: Transfer started.

Jul 06 15:08:51 ns2.example.com named[2024]: transfer of 'example.com/IN' from
192.0.2.1#53: connected using 192.0.2.2#45803

Jul 06 15:08:51 ns2.example.com named[2024]: zone example.com/IN: transferred serial
2022070101

Jul 06 15:08:51 ns2.example.com named[2024]: transfer of 'example.com/IN' from
192.0.2.1#583: Transfer status: success

Jul 06 15:08:51 ns2.example.com named[2024]: transfer of 'example.com/IN' from
192.0.2.1#53: Transfer completed: 1 messages, 29 records, 2002 bytes, 0.003 secs (667333
bytes/sec)

change-root IR1E T BIND %3179 %35& 1. journalctl -u named-chroot 1< > K& L
TIVv—FILITV M) —%Z2RRLET,

2. BINDAY =V 774V EFER LI EAERALET,
# Is -1 /var/named/slaves/

total 4
-rw-r--r--. 1 named named 2736 Jul 6 15:08 example.com.zone

FI7AILKTIE, EAVF)—H—NR—FV =V T 74 I AEKRKBEBED/NNAF) - TRET
BT EITERLTLEIY,

3. EAVES )Y —NR=—DoEmEINLY—rDLI—- 2T —LFT,

# dig +short @192.0.2.2 AAAA www.example.com
2001:db8:1::30

ZDBITIE, COFIETEHRELLEEAVYY —H—N=DIP7 KL RX192.022 T v AL

TWBEBRELTWETY,

BIERHR
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e BIND /54< ) —H—N—TOESEYV—VDEE
e BIND 754 <% —H—N—TOHB|EYV—VDFEE
e BIND ACL DYERK

e BINDY—V774IDOEH

1.8.DNS L O—R%E#EEXFDLIICBIND THRER) V-V —VERET
Z)

EEEIF, DNSOTOv I ETA4II Y T %FEALT, DNSIZBEZEXMA T, HEDRNX A V&
FIERAMADT V2R %7T0OY 7 TEET, BIND T, BBERY ¥—Y— (RPZ) BT DILEE % 1R
HLET, NXDOMAIN TS —%3R9., V7TY—IZIGELAWRE, 7Oy 3NV MY —IIFL
TIFIERTIVIVERETEET,

BEBERICEBDDNS —N—1H 355, COFIEEZFERLTTSAY) —H—/NN—TRPZ%&ZTE
L. BTY—VEZEARZRELT, EH V) —H—N—TRPZAFATETELDICLET,

IS 3as
e BINDIF, I2EAEEF Y YV I R—LY—N—ELTITICBEEINTWLET,

e named Z 7z |% named-chroot H—EXHAETLTWWE T,

FIE
1. /etc/named.conf 7 7 1 L EREL. ROEEAITVWET,

a. options 27— M X > M Z response-policy E&E%EML £,
options {
response-policy {

zone "rpz.local";

| §

}

response-policy ® zone A7 — M XY N TCRPZDARY LELZERETEET, L.
RODRATy TOV—VERCTRLCERIZFERTI2HELNHY FT,

b. BIOF|IETEHE L/~ RPZ D zone EHEAZEML F T,

zone "rpz.local” {
type master;
file "rpz.local'™;
allow-query { localhost; 192.0.2.0/24; 2001:db8:1::/64; };
allow-transfer { none; };
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o ZDH—/—&, rpzlocal &\ EZEIDRPZ DTS Z4 <) —H—/3— (type master)
T9,

e /var/named/rpz.local 7 7 1 JLIEV =27 74 TT, ZDFIDL D ITHEHF/NZAERE
$T5&., ZD/RAIE. options RF— kX kD directory ICEREL/TA LY MY —
DS OE/RRITIRY £,

o allow-query TEHEINKRZA NI, TORPZEZIVITYY—TEEY, F/id, IPEH
F/IEBIND 77 ZRHIEY A M (ACL) D=y 7 32 —ALEIBELT, 77 EA%HIR
L/i-a—o

o YORANEY—VHEEETEERA, V—VEEEHFATIOE. EHVS ) —H—
N—%ty N7y TF2BIRON. EAVFY—H—NR—DIPT7RLRIIHLTD
HHFRALET,

2. /etc/named.conf 7 7 1 L DEX EFEZR L £,

I # named-checkconf

ATV RPEAERRLAVGEIF. BXICEEWYHY FHA,
3. &z JRORAET /var/named/rpz.local 7 7 1 L EERR L £,

$TTL 10m
@ IN SOA ns1.example.com. hostmaster.example.com. (
2022070601 ; serial number

1h ; refresh period
1im ; retry period
3d ; expire time
im) ; minimum TTL

INNS nsi.example.com.
example.org IN CNAME.
*.example.org IN CNAME.

example.net IN CNAME rpz-drop.
*.example.net IN CNAME rpz-drop.

D=7 74

e YY—ZLIA—RDOF7 4L NOEMHR (TTL) EE 102 ICBELET, BEOhARED
AR, WGE, BIND (ZEZ#E L THRIRLET,

o V—VILAYRFMAEEST. HEM SOA (Start of Authority) ) V—Z L I— KO EFN
_a—o

o ZMDYV—DHEE, DNS %+ —/3—¢& L T nsl.example.com 25X EL ¥, V—rE#AEX
HBIE, PREET1DDR—LY—/N— (NS) LI— RHEBETT, 77 L. RFCI912
ICHERL T B ICIE, PR EE2DDR—LY—N—DNETT,

o ZDRXAAVADexample.org BLUVHRAMADY T —IIx LT NXDOMAIN T35 —%
BLEFT,

o ZDRAAVHD example.net BLUVHRAMIVITY —%WHELET,
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T7ooavELUPIDTERM) X ME, IETF draft: DNS Response Policy Zones (RPZ) %= ZH&
LTLEEW,

4. /var/named/rpz.local 7 7 1 L DEX AR L 7,

# named-checkzone rpz.local /var/named/rpz.local
zone rpz.local/IN: loaded serial 2022070601
OK

5. BINDZY)O—FKLZXY,
I # systemctl reload named

change-root IRIE T BIND = XE179 %355 I&. systemctl reload named-chroot 1< > K% f&#
ALTHY—EXZ)O—RLET,

1. NXDOMAIN TS5 —%3R9 & D IC RPZ TEHREINT L2 example.org DRRA &R L & D &
LE9.

# dig @localhost www.example.org

;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 30286

ZOFEITIE, BIND P EUKRRANTESTL, localhost 1 V49— T x4 ATHOITY) —ICHET 3
ZEERIIRELTVWET,

2. RPZTYHU I —%BETDLIICEREINTLS example.net KX 1 VADKRR N DRER%
Jj‘i’a—o

# dig @localhost www.example.net

;; connection timed out; no servers could be reached

BIER R

® |ETF draft: DNS Response Policy Zones (RPZ)

1.9.DNSTAP 2 L TDNS /T ) — %289 %

XY ND—0EBEBEIE, RAAYR—LY AT L (DNS) DFMAEZEEHLT. DNS bS5 74 v 7 /8%9 —
VDK, DNSHY—/IR—DINT =<V ADEWR. DNSEBDO NS TN 2a—FT 14 VT 51T5 &N
TEFT, RETIRAIV/IT) —OFMAER L TCOVICREHE T 2aELFEIBRELRZEIZ. named
H—EXDNLEEINIA v E—V%EHETDdnstap 1 V9 —7 1 R &FHALEFT, DNSH/ T —
EX v TFv—BLVEHELT, Web a4 MFAKIP7RLRICET3IERENETEFT,
Gl s

e bind-9.11.26-2 /Ny T —JLIEDN—Y 3 VP A VA M—=ILINTWS,
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H1E=E BINDDNS Y —/N—Dty NPy TELUEE

Digk

==
[=]

BIND \—U 3 VAT TICA VA M= XN, BEINATUBIEE, HLL/A—

Yav®DBIND ZEMY 2 &, BFEON—Ya B LEEEINhIT,

FIR

1. /etc/named.conf 7 7 1 JL®D options 7O v JV A2#REL T, dnstap &9 —T v b7 7ML %H
MICLET,

options

{
#

dnstap { all; }; # Configure filter

dnstap-output file "/var/named/data/dnstap.bin”;
#...

1

# end of options

2. OJICEEEkTBDNS S 74 v DY A THIEET %IIE. /etc/named.conf 7 7 1 LD
dnstap 70 v 7l dnstap 7 4 LY —%ZEBMLET., ROT4ILY—%FHTIZET,

o auth: R Y — Y DINE EEXEE,

o client REV 4 7> b oY) —FFEE,
e forwarder: ¥5i% 7 T ') — 7 EIEE,

e resolver: RIEEWAR Y T —F L IFIEE.

e update: EIH9Y — ¥V B EK,

o all LEEDA T avowngFhi,

e query ¥ 7z|E response: query X 7-|d response ¥ —7 — K& 3EE L R W5FE. dnstap (&
mAZEEKLET,

pa )

dnstap 7 1 /LY —Tld. dnstap {} 7O v JRIC ; TR LEHDEE
EHFET, ROEXEFEA LTIV, dnstap { (all | auth | client |
forwarder | resolver | update ) [ ( query | response ) ]; ... };

3. EEABEAT 572HIC. named —EREHBREEILE T,
I # systemctl restart named.service
4. T7OT47R0O7OERNLO—ILT I M ERELET,

ROFITIE, cron R a—F—ld, 2—H—DRELEZRI Y T NORE% 1HIC 1 EIET
LET, roll A 7> avIlE3IBEL. dnstap ARA3I DDONY I T7y 7FOT 774 I %EER
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28

TEDLIICLTVWET, ZODIE 3Id. dnstap-output ZEH D version /X5 X —4 —% 4 —
N=ZA4 KL, "o o7y TOT774 V0% ICHRLET, k. X4FY)—0OJT7
AWERDT 1 LI MY —IIBHISNTERRIDPERINET, 300N\ o7y FOvy 774
WG TICFEET BHETE. 77MIVOEREN 2IZT52&@dHY FEA. Y1 XHIR
IKEDLNAFY—O/7088HO—Y VIV THRRIBEIF. CORTY TEEBTEET,

Example:

sudoedit /etc/cron.daily/dnstap
#!/bin/sh

rndc dnstap -roll 3

mv /var/named/data/dnstap.bin.1 /var/log/named/dnstap/dnstap-$(date -1).bin

# use dnstap-read to analyze saved logs
sudo chmod a+x /etc/cron.daily/dnstap

5. dnstap-read 1—7 1 )74 —%ZFEALT. ABI HHETE2HATOIZUES L UL
i’a—o
ROBITIE, dnstap-read 1—7 1 )74 —IdH A% YAML 7 7 1 LEXTHALF T,

Example:

dnstap-read -y [file-name]



F2E T UNIYRKDNSY—NR—DEy b7y S

B2E TNV RDNS Y —NR—DEy hT7v
unbound DNS % —/\—(X, Wi, BIE. 8LVPFvy v VI DNS Y VILIN—=TF, I5
IC. unbound lEtF 1) 7T 4 —ICEREZBVWTHY, & ZXIE. 774/ MT Domain Name System
Security Extensions (DNSSEC) AEMICA > TWE T,
21.UNBOUND %% v v > V4 ' DNS H—/N\—& LTCHRET %
F 7 #JU M TlE. unbound SN TW3B DNSH—ERIF, RILIIY I Ty TERBRLEILY VT Y

THEBRLTF vy alEzd, TOR, ¥—ER@FF vy Yadno@LLIA—RADEXRICHELE
-a—o

Flia
1. unbound SNTWBNRXyH5—I% A VA RM—=ILLET,

I # yum install unbound

2. /etc/unbound/unbound.conf 7 7 1 L % & L. server A CTRDEEATWVWET,

a. interface /X5 A —4 —%ENML T. unbound SNTWBH—EINIT)—%) v RV
TB2IP7RLREZRELEY, RIHERLET,

interface: 127.0.0.1
interface: 192.0.2.1
interface: 2001:db8:1::1

INS5DRETIE., unbound IZIEINZIPVABLIVIPVE P RLATOAY v AV LE
£
AV —DIAREVEREDICHIRTEIET, 1 VI—FRy MREDEBINTWAR
WRY RND—ODSDISA T MDNIDDNS Y —/NN—ICH T —AFZETHOAEWBIE
£

b. access-control /X5 X —% —%EBIMLT. 7547V MDA DNSH—ERZRRTESY
Txy MNeBRELET, RICHAZERLET,

access-control: 127.0.0.0/8 allow

access-control: 192.0.2.0/24 allow
access-control: 2001:db8:1::/64 allow

3. unbound SNTWBH—ER%Z Y E—FNTEET2LODOMEREMRAETLIFEXL T,
I # systemctl restart unbound-keygen
CDFIRZAEE LIIBE. ROFIRTREZHERT S, FRLTVWR 7 7ML REINFE

9, Z7Z L. unbound SNTWVWBH—ERIE, 7Z7M4IARDNLRVGEICBEIRIC/ER L
i’a—o

4. BEIT 7 AN EHIBELET,

# unbound-checkconf
unbound-checkconf: no errors in /etc/unbound/unbound.conf
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5. ZEDNS S T74 v U 5HFAT DL firewalld L—ILEBHFLET,

# firewall-cmd --permanent --add-service=dns
# firewall-cmd --reload

6. unbound SNTWBH—EREEMCLTHEBLET,

I # systemctl enable --now unbound

REE

1. localhost 1 % —7 4 XT!) vy XA LTW3 unbound SN TW3 DNSH—/N—(C/ T
)—%FRTLT, XA VERBRLET,

# dig @localhost www.example.com
www.example.com. 86400 IN A 198.51.100.34

;; Query time: 330 msec

MHTLA—RKR%E9IT)—L7%%E, unbound TV M) —%ZZFDF+ v allEBMLET,
2. IV T —%#YIRLET,
# dig @localhost www.example.com
;l-v-ww.example.com. 85332 IN A 198.51.100.34
;; Query time: 1 msec

IVMN)=HDFryvadIndied, TVHMN)-OBYPHERMINDET, BLLI—FICH
ITHETNLURD) VTR MIKBICEREINITT,

RODAT v T
¢ ZODNSH—N—%2FEATE2ELIICRY NTI—IRADIZATYMERELET, 7cEX

(&, nmeli 2—5 4 Y71 —%@EHAL T, DNS % —/3—® IP % NetworkManager 5 7' 0
T77AIICERELE Y,

# nmcli connection modify Example_Connection ipv4.dns 192.0.2.1
# nmcli connection modify Example_Connection ipv6.dns 2001:db8:1::1

BIER R

® unbound.conf(5) man page
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53Z DHCP tt—E X DIt

DHCP (Dynamic Host Configuration Protocol) I&. 754 7> MCZIP1B#HAZ BEIMICEIYH TR Ry
h7—27O0KMJNTY, dhepd H—EREZHREL T, *v b7 —2IZ DHCP #—/8—3 L U DHCP
VL —ZRHETEET,

B1LEENIP7RLRAEFHHIP 7 KL AEBEDEWL

B2 IP 7 FLREEE

BHIP7RLRAETNARICEIYHTSEE, TOTZRLRIFETERELAWVWEY., EEI/ZREL
TEZEDLZZEWEHYEFRA, BDEICHLTENIPZRLAAZFERALET,

¢ DNSREDY —N—PFEY—NN—DRY hT—IT7 RLADEEHZHRT 5,

o MDRY NT—VAVIZANZIVFv+—DORILTEET S, THABET /NM X% (E
Fﬁ’a—éo

BN IP7 FLREEE

EMIP7 RLRZFATEEDICTNAREZERETDE. P RLRARBKEAORBE EHICEDSH
BEMNDHY ET, DD, RANDOBRENEICIP 7 RLANRALZAREMENHZ7-0H. BEILE
7 KL XY RT—JICERIND TN RICERINE T,
EHIPT7 RLRIE, KYRRT, BRELBEENEETY, Dynamic Host Control Protocol (DHCP)
E. Ry M7 —VBREERZ MIFHICEIY HTHREDHETT,

pa 3

BHIP7RLRAFAEENIP7RLRAEEDLIRIBEICERT I A2 ERT DHE
BFAEHY FHA, I —F—D=—X, BRE. BLUVRY NV —VBREBILL>TER
L) i’a—o

32.DHCP S vH U arvT7xz—X

DHCP |&, Discovery, Offer, Request. Acknowledgement® 4 DD 7 = —XTHEEL £¥, DHCP
BRZDTOEREFERLTIZA4ATYMIIPT7RLRERBLET,

Discovery
DHCP US4 7 Y kDA v E—Y%ZEBLT, RY MNIT—J EICHZ DHCP H—N—ZRE L X
T, ZDAYvE—VR RYMNT—IBLCT—FH )V IBETTO—RFYRAMINFET,

Offer
DHCP H—R—@F V34TV DO XyE—V%RIFERY, DHCP 7547V MIIP 7 FL R %R
HLET, TOXYE—JEFT—FHYVIBTDA=ZFvAITETN, Xy hTU—IETT7O—FR
FrAMLET,

Request

DHCP 7247V M, REINZIPZRLAEDHCP H—N—|CERLEFT, CDAvE—Y
ETF—% YV IBTOA=ZF v AMTIN, Xy NT7—2VBT7O0—-RF+AMLET,

Acknowledgment

DHCP H#—/\—(, DHCP /54 7V MIHEREEZEEFE LEFT, COAYvE—VIFT—5) V7D
BTOI=ZFvANTTH, Xy NI7—VBT7O0—R*x+¥AMLZET, ThiE. DHCPDORA 7
OFERADEREDAYvE—IJTT,
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3.3.DHCPV4 & &K ' DHCPV6 TDHCPD 2 {3 2155 DBES

dhepd H—E R &, 18DH—/N\—TDHCPv4 & DHCPv6 O A% RETEEd, £ L. &£7Ob

JJVICDHCP Z 129 % 1C1d. BICERE 7 71 IV ZEHAT % dhepd DA VY R I VY ADENETNBLET
_a—o

DHCPv4
o :RXE T 71 )l -letc/dhcp/dhcpd.conf
e systemd —E X4 - dhepd
DHCPv6
e L

RE 7 7 1)L - letc/dhcp/dhcpd6.conf

e systemd H—E X% - dhcpdb

3.4 DHCPD H—EZXD) —RT—HFR—2

DHCP Y —2Z (&, dhecpd H—ERXDRY NT—O T RLR&EV 4 T7 Y MIEIY ETEHET
¥, dhepd F—ERIE, DHCP ) —R&ZLUTFTDTF—IR—IFEELE T,

e DHCPv4 D75 - /var/lib/dhcpd/dhcpd.leases

e DHCPv6 Di7# - /var/lib/dhcpd/dhcpd6.leases

L= =
E =
AA F—HR—27

FANEFBTERT L. F— 9 N—RORIAT BTN D Y
gj_o

)—RTF—=FR=ITIE. ATATT7IERAGE MAC) 7 RLRIZBEIYHTONZIP7RLR, 1)—
ZDHARINICIRZBED Y A LRSSV Tl &, BlYHBTohAE) —RICBAT2BERIEEFNET, ) —
RAT—IR=2ZADIA LRIV TETRT, BEHRRF (UTC) THD I EITEFRELTLLEIL,

dhcpd H—E R E, EHMICT—9R—2EBEHRLET,
L H—EXEFE BEOT7 7/ ILVOERIEERLFT,
e /var/lib/dhcpd/dhcpd.leases »* 5 /var/lib/dhcpd/dhcpd.leases~
e /var/lib/dhcpd/dhcpd6.leases »* 5 /var/lib/dhcpd/dhcpd6.leases~

2. ZDHY—ERIE, #FITER S L7z ivarlib/dhepd/dhepd.leases 7 7 1 LB L U
/var/lib/dhcpd/dhcpdé6.leases 7 7 1 JLIC, BEHID ) —R 2T RTEZRAAXT,

BIER R

e dhcpd.leases(5) D man XR—<
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o MELLE—RT—IR—ADET

3.5. DHCPV6 & RADVD D ELER

IPv6 2y RO —9 Tld, W—9—EEXvE—JDHINIPV6 T T AIMNTF— MDA ICET 21EHRE
REELET, chickY, 72N IMDT—N I A ZREEVEETDH TRy b TDHCPV6 % &
T2HEE. —9—BHT—EV (radvd) R EDIL—F —[EEY—ERXEZBINTHRET Z2HELHY
i-a_o

radvd ¥ —EX &, V=5 —@BH/NTy hDT7 57 %FERL T, DHCPv6 Y ——DEA%%ZT7F Vv
Z l./i_a_o

RDKXTIE, DHCPv6 & radvd DREEEZ LB L TWLWE T,

DHCPv6 radvd

TIAIWKNT— NI A ICET 2BRERET 5, (AYAY-3 =40
TI5ANY —%RET DO, TVILRT KL RERIET [=qA (AYAYS
%,

ZOMDRY NT—VRELF T a Vv EEET D, [=qA (AYAY-3
ATATT7IEAFE(MAC) P RL A% IPv6 7 KL RIZT Y [=qA (AYAY-4
EYI9 3%,

3.6.IPV6 JL—4% —FIZ RADVD 4 —E XD FE

W= —EET—EF > (radvd) I&, IPv6 DRT— ML ZBEBREICHERIN—F—LEA v E—D %K
FELET, Chit&Y, 2—F—DT7RL R, FBE. I—FEBFWIEEL. TIOHREINLE
WICEDVWTT 74 DIL—F—%FIRTEE T,

= -1o)
/64 ¥55EEE L. radvd TOHRETETE T, TDMDEEEFAFHT 5I121&. DHCPV6
HFEALET,

Gl s
e root1—H%—&LTAYM Y LTWS,

Flia
L. radvd X\ —Y %AV AM—=ILLET,

I # yum install radvd

2. /etc/radvd.conf 7 7 1 L =fREL. L TOREAEMLE Y,

I interface enp1s0
{
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AdvSendAdvert on;

AdvManagedFlag on;

AdvOtherConfigFlag on;

prefix 2001:db8:0:1::/64 {

I

X
ZDFREICELY, 2001:db8:0:1::/64 H Ty NFHD enp1s0 7 /34 RIIV—F —[EE XA v 2—
THEFEETBLDICradvd #5RE L £9, AdvManagedFlagonikElL. 751 7V KA
DHCP H—NR—0S PP RLRAZZITMBLENHBD I E2EHEL. onIlRELL
AdvOtherConfigFlag /X5 X —% —{&, DHCP #—1\—H256%7 KL ALUADIEREZNET %
WELNHBZIEEEHZLET,
3. WEIIGULT, Y RATLDEEIRFIC radvd ""EFMICEHNTZEDICEKELE T,

I # systemctl enable radvd

4, radvd Y —EXEEELE T,

I # systemctl start radvd

5. MBICIHEUT, W= —EERvr—o0avFoveE, radvd BNEETIREEERRTLE
£

I # radvdump

BIER R

e radvd.conf(5) man R—<
e /usr/share/doc/radvd/radvd.conf.example 7 7 1 JL

® Canluse a prefix length other than 64 bits in IPv6 Router Advertisements?

3.7Z.DHCP H—NR—DRY NT—O A4 9 —T 114 ADEFE

T74IKNTIE dhepd H—EZXT7OERIE, Y—ERDRET 7ML TEEINTWVWEH TRy MC
P7RLRAODHZDRY NTDT—O AV —TTARATOHFERLFT,

TcEZE, LFDYF+ YA TlE, dhepd (&, enp0s1 xRy N7 —0 A4 V5 —T A ATDH) YAV L
7,

e /etc/dhcp/dhcpd.conf 7 7 A JLITIE, 192.0.2.0/24 *v N7 —72 D subnet & L M7\,

o enpls1 Ry NT—04 24— x4 ZAH192.02.0/24 T2y MIEHKRINTWS,

e enp7s0 1 V9 —J A ANFDOY TRy MIERINET,
DHCP #—NR—ICAL XY T —JIlERINIERDORY NT =045 =T 241 ADFENTWVDS
IKEDIDDLT, Y—ERDNFEDA VI —T A RATOHY Y RAVTIRERHDHFRICDH. D
FIEICHE> T I,

IPv4, IPv6, F7/IEZDOWMADTE NIJLICDHCP 2R T AL EI NS LT, ULTOFIEA SR
LTLEIWL,
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o IPv4xry NT—7

o |IPv6 Yy NT—7
AR

e root1—H%—&LTAYM Y LTWS,

o dhcp-server /Xy r—I B4 VA M—=)LINTW3,
Fa

o IPv4 Ry NT—UDIHE

1. /usr/lib/systemd/system/dhcpd.service 7 7 1 JL % /etc/systemd/system/ 71 L 7 bk
U _‘:: l:o_ L/i_a—o

I # cp /ust/lib/systemd/system/dhcpd.service /etc/systemd/system/

/usr/lib/systemd/system/dhcpd.service 7 7 1 JLIdiR&E L 7R W T X W, dhcp-server
Ry T—=UDSHEOEHICLY, EENAEESINFET,

2. /etc/systemd/system/dhcpd.service 7 7 1 Lz #wE& L. dhcpd »'. ExecStart /X35 X —
H—DARVYRTI YRV T IREDNHZA VI —T A ADEFIZEMLET,

ExecStart=/usr/sbin/dhcpd -f -cf /etc/dhcp/dhcpd.conf -user dhcpd -group dhcpd --no-pid
$DHCPDARGS enp0s1 enp7s0

ZDFITIE, dhepd N enp0s1 1 V9 —T7 A AB LV enp7s0 1V F—T 4 ATDH
VY ZAVTBEIIERELET,
3. systemd Y xX—Y v —RELBBHRAIAALET,
I # systemctl daemon-reload
4. dhepd H—EREBEHLF T,
I # systemctl restart dhcpd.service

e |Pv6 Ry N —U DiIFAE:

1. /usr/lib/systemd/system/dhcpd6.service 7 7 1 /L % /etc/systemd/system/ 71 L 7 b
U _‘:: l:o_ L/i-a—o

I # cp /ust/lib/systemd/system/dhcpd6.service /etc/systemd/system/

/usr/lib/systemd/system/dhcpd6.service 7 7 1 JLITIRE L 2 W T 72X W, dhep-
server /Ny T —Y DESEDEHICLY, BEENEEZTINZET,

2. letc/systemd/system/dhcpd6.service 7 7 1 )L Z#w% L. dhcpd (&, ExecStart /X5 X —
H—DARVYRTI YRV T IREDNHZA VI —T M ADEFIZEMLET,

ExecStart=/usr/sbin/dhcpd -f -6 -cf /etc/dhcp/dhcpd6.conf -user dhcpd -group dhcpd --no-
pid $DHCPDARGS enp0s1 enp7s0
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ZDFITIE. dhepd 2 enp0s1 1 V9 —T 41 2EL W enp7s0 1 V9 —T 14 ATDH
VY2V T 2EIICEELET,

3. systemd Y xX—Y v —HRELBBHRAIAALET,
I # systemctl daemon-reload

4. dhepd6 H—EREFEHLE T,

I # systemctl restart dhcpd6.service

3.8. DHCP H—/N\—|CEEEHKEINY TRy NHO DHCP 4—E X D%
[

=

DHCP H#—/X—2, DHCP BEXRICIHEB T2 H TRy MIEEEKEIN TWSIBEIE. UTOFIEAFEA
LET, U—N—DRY NT—JA VI —TTARIC, TOHY TRy MDIPT7RLRADPEIYH TSN
TW3GEIE, LTFOLDICRY FT,

IPv4, IPv6, F7/IEZDOWMADZTE NIJLICDHCP %R T A EI NS LT, ULTOFIEA SR
LTLIEIW,

o |IPv4dxy NT—2D

o |IPv6 Xy NT—2

Gl s
e root1—H%—&LTAYM v LTWS,

o dhcp-server /Xy r—I B4 VA M—=)ILINTW3,

¥
e IPv4d Ry NT—VDIFE
1. /etc/dhcp/dhepd.conf 7 7 1 L EfREL T,

a. TOMDT 4 LI T4 TICZDRENRWEEIE. dhepd BMERY 27 0—/NL/RS
XA=8—%FTT7AbELTEBMLET,

option domain-name "example.com";
default-lease-time 86400;

ZOBITIE, BROT 74 MDD R XAV HE% example.com ([CEREL. T 74 KD
) — 2 BRI % 86400 7 (1 B) IKBREL T,

b. authoritative R 7— kX~ b EEF LWTICEBML X T,

I authoritative;
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BF

authoritative 2 7— ~h X ¥ kB WEE, dhepd H—EXIE, 754
T T=ILHIHZT7 RLRAEEKRT 3551, DHCPNAK T
DHCPREQUEST XA v —YICInET B2 &dHY FH A,

c. Y=N—DA V=T 24 AIEEEHRIN/ZZIPvA Y TRy MI, subnetE5 %
EBmMLEY,

subnet 192.0.2.0 netmask 255.255.255.0 {
range 192.0.2.20 192.0.2.100;
option domain-name-servers 192.0.2.1;
option routers 192.0.2.1;
option broadcast-address 192.0.2.255;
max-lease-time 172800;

}

ZDFITIE, 192.02.0/24 %y N7 —2ICH T2y NODESEABIMLEYT., TDERET
&, DHCP H—/NN—(ZLLTDEREE., TOH TRy AL DHCPERAZXETZV 5
A7 MIBIYYETET,

® range /XS A —H —TEBEINTWLWBHEANLDEZ IPv4 7 KL R

o ZDHYH TRy N®DDNSH—/N—D IP-192.0.2.1

o DY TRYMNDTIAINTF—MD T4 -192.0.2.1

o ZDHTRy hDT7O—RKRF+ A M7 KL R -192.0.2.255

o DY TRYMNDIZATYIMNIPERBBRL, T—N"—ICHLWEKRZXET S
Bk — 2B - 172800 # (2 B)

2. WERICHL T, Y AT LDEEFFIC dhepd NBEIMICESNT 5L D ICEELEF T,
I # systemctl enable dhcpd
3. dhepd —EREBBLE T,
I # systemctl start dhcpd
o |IPv6 Ry NT—U DIFE:

1. /etc/dhcp/dhcpd6.conf 7 7 1 L &REL £ 7,

a. TOMDT 4 LI T4 TICZDRENRWEEIE. dhepd NMERY 27 0—/NL/RS
A=8—%FTT7AIMELTEBMLET,

option dhcp6.domain-search "example.com";
default-lease-time 86400;

ZOBITIE, BROT 74 MDD KX AV E% example.com ([CEREL. T 748D
) —XB5E % 86400 ) (1 B) ICEREL 7,

b. authoritative R 7— c X~ b EEF LWTICEBML X T,
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I authoritative;

BF

authoritative 2 7— h X ¥ kB WGEE, dhepd —EXIE, 754
T T=ILHIHZT7 RLRAEEKRT 3551, DHCPNAK T
DHCPREQUEST X v —YICIGET B2 &dHY FH A,

c. Y=NN—DA V=T x4 AIEEEHRINZZIPV6 Y TRy NI, subnetE5 %
EBmMLEY,

subnet6 2001:db8:0:1::/64 {
range6 2001:db8:0:1::20 2001:db8:0:1::100;
option dhcp6.name-servers 2001:db8:0:1::1;
max-lease-time 172800;

!

LTFoFITIE, 2001:db8:0:1:/64 %y N7 —JICH TRy NEEZEBIMLEYT, D

BMETIE, DHCP H—N—ELUTDEEE., TDOY TRy hH 5 DHCP BEXRAEEFT

39547V MIBIYYHTET,

® range6 /NS A —H —TEHINTLWRHEHEADEZX IPVv6 7 KL ATY,

o ZMHYH Ty h®dDDNSH—/A—D IP (X 2001:db8:0:1::1 TY,

o DU TRYMNDIZATYIMNIPERBBRL, T—N—ICHLWEKREZXET S
=AY —RBEFREIE. 172800 7 (2 H) T9,
IPv6 Tld. T 7AW MNDT— Rz A ZRETZLHIC, =9 —LEXAYyt—
VEFHITIVENMHDIEITEFRELTLEIL,

2. BEILIGL T, Y RT7LDRENFIC dhepdb WEEIMICHIBT 2L D ICKRELZE T,
I # systemctl enable dhcpd6

3. dhepd6 H—ER%ERELE T,

I # systemctl start dhcpd6

BIER R

dhcp-options(5) D man XR—<

dhcpd.conf(5) D man XR—<

/usr/share/doc/dhcp-server/dhcpd.conf.example 7 7 1 )L

/usr/share/doc/dhcp-server/dhcpd6.conf.example 7 7 1 JL

3.9.DHCP Hr—/\—|CEEEE L TWAWY T2y NEHOD DHCP H—E 2
DEXTE
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DHCP #—/N—4%, DHCP ERICIHE T2 H TRy MIBEEER L TULWAWESIX. UTOFIEICHEW
F9, ZhlF. DHCP YL —I—Y Y M DHCP H—N—ICEBKAEGET 35852 LT3, DHCP
YP—NN—=DA 2V H—=T A A, T—NRN—DRET2H TRy MIEFEERL TWAWZHTT,

IPv4, IPv6, F7/IEZDOWMADTE NIJLICDHCP %R T AL EI NS LT, ULTOFIEA SR
LTLEIW,

o |IPvdxy NT—7

o |IPv6 Xy NT—2

Gl s
e root1—H%—&LTAYM Y LTWS,

o dhcp-server /Xy r—I B4 VR M—=)ILINTW3,

¥
e IPv4 Ry NT—VUDIFE
1. /etc/dhcp/dhepd.conf 7 7 1 L =REL T,

a. TOMDT A LI T4 TICZDRENRWEEIE. dhepd NMERY 27 0—/NL/RS
A=8—%FTT7AMELTEBMLET,

option domain-name "example.com";
default-lease-time 86400;

ZOBITIE, BROT 74 MDD R XAV HE% example.com (CEREL. T 74 KD
) —XB5E % 86400 ) (1 B) ICEREL X7,

b. authoritative R 7— c X~ b EEF LWTICEBML X T,

I authoritative;

BF

authoritative 2 7— ~h X ¥ kB WEE, dhepd H—EXIE, 754
T T=ILAIHZT7 KL RAEEKRT 55E5(C. DHCPNAK T
DHCPREQUEST X v —YICIGET B2 &dHY FH A,

c. MTFDEIIC, Y—N—DA VI =Tz RITEEEH L TUVWARWIPVA Y TRy b
IC. shared-network EE%#BML 7,

shared-network example {
option domain-name-servers 192.0.2.1;

subnet 192.0.2.0 netmask 255.255.255.0 {
range 192.0.2.20 192.0.2.100;
option routers 192.0.2.1;

}

subnet 198.51.100.0 netmask 255.255.255.0 {
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range 198.51.100.20 198.51.100.100;
option routers 198.51.100.1;

}
.

ZDHITIE, 192.0.2.0/24 &£ 198.51.100.0/24 DEAD XY kT —4 D subnet EE %
20, HEXY NIV —VESZEBMLET, ZDERETIE. DHCP H—/N—(FLLTFTD
BREHE, IO TRy hOWTNHIHNS DHCP EREZEETDIVS14T7 Y MIEIYY
%9,

e MADHY TRy MIBWIFBI54T7 Y MDDNSH—/—D IP (X 192.0.2.1 TT,

o VSATUIMNEDY TRy ML EREEFELAMNIGU T, range /X5 A —
H—TCEHZINEHED ZZXIPv4T7 RLARATT,

o FTIAINNT—NITAIE, 95AT VD EDH TRy hHLEREZFELED
12 U T, 192.0.2.1 £7/=1% 198.51.100.1 DLW T Y F T,

d H—N—NEEEHKE L. L2 shared-network TIEEL/ZY E—hDY T Xy MIE
ETHDICEAINE Y TRy D subnetEE%2EBIMLZET,

subnet 203.0.113.0 netmask 255.255.255.0 {
}

p= -
Y—N—HDNZDY TRy MIDHCP H—ERXARE L AWGEIX. LT

DBIDE ST, subnetES 2 ZEICTINELNHY TS, EFEERLE
HTxRy NOEENARWE, dhepd IFEEIL FH A

2. BRI LT, YR T LDEEFFIC dhepd NBEIMICESNT 5L D ICEELEF T,
I # systemctl enable dhcpd
3. dhepd —EREBBLE T,
I # systemctl start dhcpd
e IPv6 Ry hT—Y DiFhE:

1. /etc/dhcp/dhcpd6.conf 7 7 1 L &REL £ 7,

a. TOMDT 4 LI T4 TICZDRENRWEEIE. dhepd NMERY 27 0—/NL/RS
A= —%FTT7AIELTEBMLET,

option dhcp6.domain-search "example.com";
default-lease-time 86400;

ZOBITIE, BROT 74 MDD R XAV HE% example.com ([CEREL. T 74 KD
) — 2B % 86400 7 (1 B) IKBREL T,

b. authoritative A7 — h X~ b EEF LWTICEBML X T,
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I authoritative;

BF

authoritative 2 7— h X ¥ kB WGEE, dhepd —EXIE, 754
T T=ILHIHZT7 RLRAEEKRT 3551, DHCPNAK T
DHCPREQUEST X v —YICIGET B 2 &dHY FH A,

c. MTFTDEIIC, ¥—N—DA V=T 4 RICEEEH L TUVWARWIPVG6 TRy b
IC. shared-network EE%#BML F 7,

shared-network example {
option domain-name-servers 2001:db8:0:1::1:1

subnet6 2001:db8:0:1::1:0/120 {
range6 2001:db8:0:1::1:20 2001:db8:0:1::1:100
}

subnet6 2001:db8:0:1::2:0/120 {
range6 2001:db8:0:1::2:20 2001:db8:0:1::2:100
}

}...

ZDFEITIE, 2001:db8:0:1:1:0/120 & 2001:db8:0:1:2:0/120 DM HD XY KT —I D
subnet6 EE =2 2LH_BERY NV —VEFZEBMLET., ZDFRETIE. DHCP H#—
N—ZUTDEEE., COYTxYy hOWTNLH S DHCP BRKEERFETZI 5147
YHMCEIYHTEY,

o MADHYTRY NHEDYISA4 TV MIxHT S DNSH—/1—DIP &
2001:db8:0:1::1:1 T4,

o VSATUINEDY TRy hMHEKREZEEFLAEMIGL T, rangeb /8F A —
Y —TEBEINLHEHED ZXIPv6 7 KLRATY,
IPv6 Tld. T 74N MDT— MDA ZHFEST HDIC, IL—F—EEA Y E—
VEFRTIMNENHDIEITERELTLEIY,

d H—N—NEEEEIN. L5200 shared-network TIEEL/ZY E— MY T Xy MIE
ETHDICEAINEY TRy D subnete EE%#EBML X,

I subnet6 2001:db8:0:1::50:0/120 {
}

pa )

HY—N—NZDHY TRy M DHCP H—E R &R LA VWiG
&, subnet6 EEIFUTORD LD ICEICTIHELNHY FT, EEE
BLAEY T2y NOEENRWE, dhcpd IFEEIL ZH A,

2. BREIHLUT, YA T LDOREFFIC dhepdé NEEIMICHIRT 5L DICEREL T,

I # systemctl enable dhcpd6
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3. dhepd6 H—ER%ERELE T,

I # systemctl start dhcpd6

BIER R

dhcp-options(5) D man XR—<

dhcpd.conf(5) D man XR—<

/usr/share/doc/dhcp-server/dhcpd.conf.example 7 7 1 )L

/usr/share/doc/dhcp-server/dhcpd6.conf.example 7 7 1 JL

DHCP YL —I—Y Y NDERE

310.DHCP #{FAH L THRARA MICEHNT7 KL ZADEIY HT

hostE5% AL T. DHCPH—/NN—%BELT. IRAMNDAT 4« 7T Ut 2HIH (MAC) 7 KL RIC
BEIP7RLRAEZEIYYUTERIENTEFT, &21E. TOAEEFRLT, BICACIP7ZRLR
Y —IN—F/E Ry NT—0F /N RICEIY Y TET,

IPv4, IPv6, F/EZOmMADTARNINICEET RLRAERETEHDEIMNMIGL T, UTOFIE%
BEBLTLLEIL,

o IPv4xry NT—7

o |IPv6 Xy NT—2

(1} =355
e dhepd T —EXZEEZEL. EITLTWS,

e root1—H%—&LTAYM Y LTWS,

¥R
e IPv4 Ry NT—UDIFE
1. /etc/dhcp/dhepd.conf 7 7 1 L EREL T,

a. hostEE%#EMLZET,

host server.example.com {
hardware ethernet 52:54:00:72:2f:6¢;
fixed-address 192.0.2.130;

}

LLFDHTIE, DHCP H#—/8—4%, MAC 7 R L R 52:54:00:72:2f:6e #{FA L T, &
ICIP7 KL Z192.0.2130 7R A MCEIY K TBHLHIICEELZET,

dhcpd Hf—E R4, fixed-address /X5 X —4 —THEEINILMACT7 KLATY R 7T

LEFHAMLETH, hostEEDRFIEIFERY ET, ThickY, ZDRFTA, D
hostESIC— B LAWEEDXFIIKRETEET, #HORY N7 —2ICALY R
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TALAERET DI, JOGrAFERALET. ACLE%FERT 5 &, dhcpd HiiERED
ICKRBLET,

b. REIIHL T, TOFRAMIEED host EEICZDMMDEZREEEBMLE T,
2. dhepd H—EREFBEHSLE T,

I # systemctl start dhcpd

o IPv6 xv NT—U DiFE:
1. /etc/dhcp/dhcpd6.conf 7 7 1 L AREL £ 7,

a. hostEE%=EMLZET,

host server.example.com {
hardware ethernet 52:54:00:72:2f:6¢;
fixed-address6 2001:db8:0:1::200;

}

ZDFEITIE, DHCP Y —N—%%EL T, IP 7 KL X 2001:db8:0:1::20 % & Z MAC
7 KL R 52:54:00:72:2f:6e = F DR A MIEY HTET,

dhcepd HH—E R &, host EEDARITIEA <. fixed-address6 /X5 X —4 —TIEEX
NIEMACT RLATYRATLZHHLES, ThiICLY, D hostESICEBED S
DOTHNE, CORFEEREDONFINCEETETET, BHOXRY hT—VICALY R
TLERET DH5EIE. BLARIEFERT % & dhcpd HEENCKKT 5725, BlDH
AIEERALET,
b. REICIGL T, TORAMIEEBD host EEICEDMDERELZEML XTI,
2. dhepd6 H—EREAFEBLE T,

I # systemctl start dhcpd6

BEEEIR
e dhcp-options(5) D man XR—<
e /usr/share/doc/dhcp-server/dhcpd.conf.example 7 7 1 JL

e /usr/share/doc/dhcp-server/dhcpd6.conf.example 7 7 1 JU

3.GROUPEESAFRHAL T, NSX—9—%EHDKRKAN, HTXv M,
BLUOHEXRY N7 —0 2 RERIOER

group SEAHEAT L, AU/ASA—9—EEBDOERR N, $TXy b, BLOHRERY NT—5 (<
BATEET,

ZDFIETIE, RAMD group EE=FERT B A EZHBLEITN, FIRRIY TRy hEHBRY b
T—IDiZEERLTY,

IPv4, IPv6, FRFZOWMATAMINICTN—TEZRETZIHNEINMIL LT, UTOFIEEZSEL
TLEIW,
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o |IPvdxy ND—2D

o |IPv6 Xy hNT—2

AR
° dthd -'j-_ E\Z%EQTE_‘. lJ\ %'Ifi- lJT\I\zu)o

e root1—H%—&LTAYM Y LTWS,

¥
e IPv4 Xy hT—U DIFA:
1. /etc/dhcp/dhepd.conf 7 7 1 L =REL T,

a. groupEFZEML XY,

group {
option domain-name-servers 192.0.2.1;

host server1.example.com {
hardware ethernet 52:54:00:72:2f:6¢e;
fixed-address 192.0.2.130;

}

host server2.example.com {
hardware ethernet 52:54:00:1b:f3:cf;
fixed-address 192.0.2.140;

}
}

ZDgrouplE, 2DOD host TV MY —%1DDJIV—FILEEHFT, dhepd H—E
Z|%. option domain-name-servers /X5 X —4 —|CEREL/2fE%,. VI —THOEA
DRANIERALET,
b. %EIZIGL T, TOKRAKMIEBD group EEICTDMDEEEZEBIML F T,
2. dhepd Y —EREFEHSLE T,

I # systemctl start dhcpd

o IPv6 xv NT—U DA
1. /etc/dhcp/dhcpd6.conf 7 7 1 L &REL £ 7,

a. groupEFZEML XY,

group {
option dhcp6.domain-search "example.com";

host server1.example.com {
hardware ethernet 52:54:00:72:2f:6¢e;
fixed-address 2001:db8:0:1::200;

}
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host server2.example.com {

hardware ethernet 52:54:00:1b:f3:cf;

fixed-address 2001:db8:0:1::ba3;
}

}

ZDgroupld, 2DOD host TV MY —% 12D IL—FILEFEDHF T, dhcpd H—E
A&, option dhcp6.domain-search /X5 X —4% —|Z5%

REINLEETIL—THOES
DERANMIBERLET,

b. %EIZIGL T, TOKRAKMIEBD group ESICTDMDEEEZEBIML F T,
2. dhepd6 H—ERAFEBLE T,

I # systemctl start dhcpd6
B
e dhcp-options(5) D man XR—<
e /usr/share/doc/dhcp-server/dhcpd.conf.example 7 7 1 JL
e /usr/share/doc/dhcp-server/dhcpd6.conf.example 7 7 1 JU
BRBIELE)—RT—IR—ADETT
DHCP H#—/—%% Y —RF7T—4 R—ICE&EY % L5 — (Corrupt lease file - possible data loss! 7

EEOVICEETDE, dhepd Y—ERDERTZ2AE—DS) —RAT—IR—XEEBTTIET,
ZOAE—ICIE, T—IR—RADBHFDRAT—Y ANKMINGWEELHD T EIFELTLES
LN,

DIk

==
[=]

) —RTF—IR=—REN\YIT7y TILBEEMADDTIERCHIKRT S &, REZY
BTOHONTWB Y —RICEATBEBRIPIARTEDONET, TOHEER. DHCP H—

N—=lE, HDRAMIEYHTENTWT, FLRERIMTINTVAWVWISA TV b
I —RZENYETBHIENTEEY, TNICLY IPOBEEVRELET,

DHCPv4, DHCPv6, FLIEZFOEADT —IR—RAAEETTEIZNEINMIH LT, UTOFIEE SR
LTLEIW,

® DHCPv4!) —RF—HR—ADIETT
® DHCPV6 !) —RF—HR—ADIETT
Gl s
e root1—H—¢LTAOVAM LTV,

) —RF =8I R=ZAHPWIEBL TN,
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FIE
® DHCPv4!) —RF—4HR—ADET:

. dhepd Y —EREEFEIELET,
I # systemctl stop dhcpd
2. BEBLE)—RT—IR—ADEREZEELFT,
I # mv /var/lib/dhcpd/dhcpd.leases /var/lib/dhcpd/dhcpd.leases.corrupt

3 V—RT—HIR—REBEHT BEIERINS dhep F—EZRDY) —RT7—4HX—220D3
E—%Z2ExlL X,

I # cp -p /var/lib/dhcpd/dhcpd.leases~ /var/lib/dhcpd/dhcpd.leases

B

) —RTF—=IR=—ZADRFD/INY VT v THHBZBEICIK. KbYICZD
Ny o7y THEETLET,

4. dhepd t—EREBBLE T,

I # systemctl start dhcpd
® DHCPv6 ') —RT—49N—2ADET:
1. dhepd6 F—ERE{EZIELET,
I # systemctl stop dhcpd6
2. BBLE)—RT—IR—RDEREZEELFT,
I # mv /var/lib/dhcpd/dhcpd6.leases /var/lib/dhcpd/dhcpd6.leases.corrupt

3 V—RT—HIR—REBEHITBEIERINS dhep F—EZXDY) —RF7—49XR—220D3
E—%ZExlL X,

I # cp -p /var/lib/dhcpd/dhcpd6.leases~ /var/lib/dhcpd/dhcpd6.leases

BF

) —RTF—=IR=—ADRFD/INY VT v THHBZEICIK. KDbYICZD
Ny Ty THEETLET,

4. dhcpdé H—EXR%RELE T,

I # systemctl start dhcpd6

BIER R
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o dhcpd H—ERDY) —RF7—4H~XR—2

313.DHCP )L —I—> v MNDETE

DHCP ) L—I—< x v b (dherelay) Z{#> &, DHCP H—/NN—p7%0WH TRy MO SMDY TRy
NiC3 D DHCP H—/N—ICDHCP LU BOOTP UV TR MDY L—HDTEBLDHITRY FT,
DHCP 724 7Y hMEHREZERT S E. DHCP ) L—I—Y ¥ Md, 8E L7 DHCP % —/X—®
DR MIEKREZETELET, DHCP H—N—NIuEEZIRT E, DHCP Y L—I—Y Vv MIZDEKXR%A
DoAT7 Y MIEZELET,

IPv4, IPv6, F/IZZOWEADTONIIVICDHCP YL —%2BRETEHIHNEI MG LT, LTOFIE
ESRBLTLEIL,

o |IPvdxy NT—2D
o |IPv6 Ry NT—7

Gl s
e root1—H%—&LTAYM v LTWS,

=S ]
o |Pv4 vy N —U DiFAE:

1. dhep-relay /Xy r—o %4 VA M—=JLLET,

I # yum install dhcp-relay

2. /lib/systemd/system/dhcrelay.service 7 7 1 )L % /etc/systemd/system/ 71 L 7 ') —
ICaAE—LEd,

I # cp /lib/systemd/system/dhcrelay.service /etc/systemd/system/

/usr/lib/systemd/system/dhcrelay.service 7 7 1 JLId#RE L BW T £X W, dhcp-relay
Ny = DESEOEHICLY, BEENF—/1N—F4 REhFT,

3. letc/systemd/system/dhcrelay.service 7 7 1 L z#R& L. -iinterface /X5 X —% —¢& |
H# 7%y MIRIET % DHCPvA H—NR—DIP 7 RLR) R MEEBMLE T,

I ExecStart=/usr/sbin/dhcrelay -d --no-pid -i enp1s0 192.0.2.1

dhcrelay (&, ZDEM/NNZA—4—%FHAL T, enpls0 1 >4 —7 A 2D DHCPv4 &
KED v RV L, IP192.0.2.1 TDHCP H—/N—|CE85E L & 9,

4. systemd Y x—Y v —RELEBBHAIAALET,
I # systemctl daemon-reload

5 BHEILG LT, YATLDEBERFIC dherelay H—E XD BB T2 LI ICKRELE T,
I # systemctl enable dhcrelay.service

6. dhcrelay H—EX %A L E 7,
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I # systemctl start dhcrelay.service

e |Pv6 Ry N —U DiIFAE:

BIER R

1. dhep-relay /Xy r—o %4 VA M—=JLLET,

I # yum install dhcp-relay

. Nlib/systemd/system/dhcrelay.service 7 7 1 JL % /etc/systemd/system/ 7«1 L & k1) —

ICJE—LT. dhcrelay6.service 7 7 1 JLICKRFI &2 {FIF £ T,
I # cp /lib/systemd/system/dhcrelay.service /etc/systemd/system/dhcrelay6.service

/usr/lib/systemd/system/dhcrelay.service 7 7 1 JLId#RE L BW T XV, dhep-relay
Ny = DESEOEHICLY, BEENF—1N—F4 REhFT,

. letc/systemd/system/dhcrelay6.service 7 7 1 L Z#w5% L. -l receiving_interface /X5

A —4 —F LV -uoutgoing_interface /X5 X —4 —%BIML X T,
I ExecStart=/usr/sbin/dhcrelay -d --no-pid -l enp1s0 -u enp7s0
INSDBINTA—4—%ERHd % &. dherelay (& enp1s0O 1 9 —TJ 4 XD

DHCPv6 X% v AV L., enp7s0 1 V¥ — T =4 RTEmINTRx Y N7 — V(T8
L/i_a—o

. systemd Y R—I v —REZBHAAHLTT,

I # systemctl daemon-reload

MBS LT, Y AT LDOREIC dherelayb Y —E XD BEHIRT 5L D ICREL T,

I # systemctl enable dhcrelay6.service

. dhcrelay6 —EXZFIBLE T,

I # systemctl start dhcrelay6.service

e dhcrelay(8) @ man R—
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