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XML

<infinispan>
<cache-container name="acl-cache-configuration">
<security cache-size="1000"
cache-timeout="300000">
<authorization/>
</security>
</cache-container>
</infinispan>
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JSON
{
"infinispan" : {
"cache-container" : {
"name" : "acl-cache-configuration",
"security" : {
"cache-size" : "1000",
"cache-timeout" : "300000",
"authorization" : {}
}
}
}
}
YAML
infinispan:

cacheContainer:
name: "acl-cache-configuration”
security:
cache-size: "1000"
cache-timeout: "300000"
authorization: ~

BEFR

® Data Grid BREAF—< SR

13.0—ILESLVNRN—Zyv2avVDHRIYITAL R

Data Grid B2 EDFREIREZ N RAITA AL T, BERZO0—-IILEN—IvIavDiiardabtTcOo—IL
TyN—%ZFHETEET,

FIR
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ER
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HRYLO—NVBLTIR—I v aVDERE
XML

<infinispan>
<cache-container name="custom-authorization">
<security>
<authorization>
<I-- Declare a role mapper that associates a security principal
to each role. -->

<identity-role-mapper />
<!I-- Specify user roles and corresponding permissions. -->
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<role name="admin" permissions="ALL" />
<role name="reader" permissions="READ" />
<role name="writer" permissions="WRITE" />
<role name="supervisor" permissions="READ WRITE EXEC"/>
</authorization>
</security>
</cache-container>
</infinispan>

JSON

{
"infinispan" : {
"cache-container" : {
"name" : "custom-authorization",
"security" : {

"authorization" : {
"identity-role-mapper" : null,
"roles" : {

"reader" : {
"role" : {
"permissions" : "READ"
}
b
"admin" : {
"role" : {
"permissions" : "ALL"
}
b
"writer" : {
"role" : {
"permissions" : "WRITE"
}
b
"supervisor" : {
"role" : {
"permissions" : "READ WRITE EXEC"

YAML

infinispan:
cacheContainer:
name: "custom-authorization"
security:
authorization:
identityRoleMapper: "null"

13
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roles:
reader:
role:
permissions:
- "READ"
admin:
role:
permissions:
- "ALL"
writer:
role:
permissions:
- "WRITE"
supervisor:
role:
permissions:
- "READ"
- "WRITE"
- "EXEC"

14 X2 ) 54 —ERICLDFT vy v 1DETE

Fr v aABRECTCEREFERLTC, 22— F—T7 IR %24EBLET, FvvaTy N)—DFARY
PEXIAH Fry P aDEREFLBHIBRETOIRNIC., I —Y—RE+2RLRNILDNRN—Iyv a3 Ve
DO—)ILAEFH>TWBARRELAHY T,

AR SR
e authorization £3& %' cache-container 3% ED security 27 > 3 VIZEEFNTWB I & &R
LEY,

Data Grid (&7 7 # JU b T Cache Manager Tt¥ 274 —&RBEBMICL., Fvv>aDy
A= A—LUBLVNRN—IvoarveRHLET,

o WEALIFZEIE., CacheManager i RETHRY LO—IILENR—Iy > aVvEBEELET,

FIR
L F¥vyYaREZRVWTRELE Y,

2. authorization 2% v v > 2 |(lEML., A—LUBLVNR—=Iv o avIlEIWTaA—H—7
JERX%EFPRLET,

3 KEEREIRELET,
RERE

UTFDEEF. T74NbDOO—ILELV/NN—I v a Y CRENRFBIREEZERATZ2AHEEZRLT
WEY,

XML

<distributed-cache>
<security>
<!I-- Inherit authorization settings from the cache-container. --> <authorization/>

14



</security>
</distributed-cache>

JSON

{

"distributed-cache": {
"security": {
"authorization™: {
"enabled": true

}
}
}
}

YAML

distributedCache:
security:
authorization:
enabled: true

AR LAOQ—NIVESLTN—IvI a3V
XML

<distributed-cache>
<security>
<authorization roles="admin supervisor"/>
</security>
</distributed-cache>

JSON

{
"distributed-cache": {
"security": {
"authorization": {
"enabled": true,
"roles": ["admin","supervisor"]
}
}
}

}

YAML

distributedCache:
security:
authorization:

BEI—Y-—O-—NENR—IvIavDERE

15
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enabled: true
roles: ["admin","supervisor"]

1.5. % 1) 71 —ERDOEML

O—AIHEERETIE, 22— O0—IBLVNN=—Ivy 2 avaEREE LAWVEDIC, EBEEMIC
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FIE
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3. ¥+ v ahb authorization FREZHIFRL £9,
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1.6. 70T 5 LA TODERDEE
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ConfigurationBuilder 7 2 2 = FH L TEREZHZETIF T,

FIR

1L AREAMIL, O—ITyNR—%ZEEL, O—LBELTRN—IvoarvDoty hNEEET D

GlobalConfigurationBuilder = {E L £ ¥,

GlobalConfigurationBuilder global = new GlobalConfigurationBuilder();
global
.security()

.authorization().enable() €))
.principalRoleMapper(new IdentityRoleMapper()) 9
role("admin") @)

.permission(AuthorizationPermission.ALL)
.role("reader")
.permission(AuthorizationPermission.READ)
.role("writer")
.permission(AuthorizationPermission.WRITE)
.role("supervisor")
.permission(AuthorizationPermission.READ)
.permission(AuthorizationPermission.WRITE)
.permission(AuthorizationPermission.EXEC);

ﬂ Cache Manager @ Data Grid AR =B L T,
g A—JLICFY v <% %< v 7 PrincipalRoleMapper DEE%#EEL £,

g O—J)LEZDEERITFONENN—I v aVvEERELET,

2. ConfigurationBuilder TERZBMICL T, 21— —O—JILICEDWTT7 IV EREZFHIRL =

ER
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ConfigurationBuilder config = new ConfigurationBuilder();
config
.security()
.authorization()

.enable(); @)

Q BEERMUIC, /7 O—NILBRENSTARTOO—ILEEMLET,

IARTOO=INEFrvPallBERLAWGEIX. UTOLIICF vy v P IlE&BIN/-O—
IVEBRRMICERLE T,

ConfigurationBuilder config = new ConfigurationBuilder();
config
.security()
.authorization()
.enable()
.role("admin")
.role("supervisor")
.role("reader");

ﬂ FryPallEKRINO—IILZEELET, ZOFITIE, writerO—)ILD&H%EFDI1—
H—Id "secured" F ¥ v ¥ AT INTWERA, DataGridld, Th D1 —4%—
MoDT7 IV ERAEREZEELET,

ESPERCE:H

® org.infinispan.configuration.global.GlobalSecurityConfigurationBuilder

® org.infinispan.configuration.cache.ConfigurationBuilder

17.%2) 571« —ZREEICL B O0— RET

BOHRAAF vy 21DEF 1Y) T4 —RAIZHE L TH S DefaultCacheManager = E T % &, #2E
EFOHTRIICEF 2V T —aVTFRAMNEF v U9 % SecureCache WMiRINFET, &

7=. SecureCache |&. 7 7' 7 — 3 »»' DataContainer 2 E DKL RILDIEEF 2 T7RA TS Y
NERBTERWEDICLET, TDED, BEREARBERFOT7ATVT14T4—CIA—RKEETTS
BELRHY T,

Java TREDTZATYTAT4—CIA—REETT2&. @BE. LLTDL D IC PrivilegedAction BT
EITINZI—RE25vTLET,

import org.infinispan.security.Security;
Security.doAs(subject, new PrivilegedExceptionAction<Void>() {

public Void run() throws Exception {
cache.put("key", "value");

}
hE

Java8 2T B &, UTDLD ICAHRDFUHE L 2fFRIETEFHT,

I Security.doAs(mySubject, PrivilegedAction<String>() -> cache.put("key", "value"));
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AccessControlContext ™S5 EUS L ¢,

I Security.getSubject();
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¥ a1l)F14—LJILL% Data Grid Server SREICEBML, TTAAA Y MADT IR EHIELE T,
BREICIDUEDEF ) T4 —LILALAEZBIMTIET,

R

BREICEXFI) T4 —LILAZEEBIT % &, Data Grid Server | Hot Rod & & ' REST
IVRRAYMND—HTDRAA DX LEBEWICARICLE T,

AR &R M
o WMEIKRULT, YT v MNA YT 4 4% Data Grid Server SR EIBIML F 9,
o X—ANT7%EEXTBH). PEM 774 ILDHY. TLS/SSLESETEFa) T4 —LILL%E
RELEY,
Data Grid Server (FFBEBEFICF—RA N T EERT B EETEFET,

o TXa)FA—LILBEIKETD)Y —RFLIY—ERAZTOEY 3=V T LET,
ez, M—=O YV LILAEBINT 35HEEIE. OQAuth—ERA7OEY 3=V I3 30%EN
L)i’a—o

ZOFIETIE, #ROTAONRT A —LILLAEZRET DA EEHALEY, BAT ZHIIC. 21— —%E

ml, ARV RSA VAU —T AR (CL) TR—Iv2arvaEYETZ7OT1—T7 74 )L %
ERT ZENDHY £9, usercreate I¥ Y REFAHALZE T,

user create <username> -p <changemes -g <role> \
--users-file=application-users.properties \
--groups-file=application-groups.properties

user create <username> -p <changeme> -g <role> \
--users-file=management-users.properties \
--groups-file=management-groups.properties
7

YV FILE L OEEMIERICDO VLT user create —-help 227 L £ 7,

pa )

CLIZFERALTTANT 1 —LILAICRIIEHREAEMT S &, BHLTWE Y —/N—F
VA VRAILDHA AT —DMERINFE T, AT —LILLDRIERE I SR
HY—HNDE /) —RNICFHTREATINELHY FT,

FIR

1. Data Grid Server REZ=HWVWTIREL XY,
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2. BHOEX 1) T4 —LILLADEREED S ICIE. security 5RED security-realms B3R % {&
ﬁ L/ i’a—o

3. security-realm E2TCtz¥a ) 71— LI/ L%EBIL. name BEO—ED&RI AT E T,

BF

ATV ()P TUNRYYR Q) BREDFHRXFatx1)T14—LILLRITE
MULABAWTLEIWN, EXa)F14—LILLARIIERXENESENTWS &,
Data Grid Server TV KR4 ¥ MIEETE AL A3 EMELHY 9,

ZDBIZHES ICIE. ApplicationRealm & W) ZRID X2 T4 —LIL A
&. ManagementRealm & W) ZRID 12DEF 1Y T4 —LILALAEERLET,

4. Data Grid Server @ TLS/SSL #3(C server-identities E=%EEL T, BEILHLTF—R
N7ZRELET,

5 UTFTOEHRFAIZT4—ILR1DEBIMLT, X2V F1—LILLDYA TEBELET,

® properties-realm
e |dap-realm

e token-realm

® truststore-realm

6. BVEICHLT, RETZ2EF2UT1—LILLYAT7OTONRT 1 —%5BELET,
BIZHE D ITIX, user-properties & & U group-properties E= 7217 1 —JL KD path B%
(AL T, CLI TR L7 *.properties 7 7 1 ILERELZE T,

7. BHORRZVIATDEX2) T4 —LILLEREIENT %3541, distributed-realm £
F/E 74— REESHT, DataGridServer "L ILAZHEICHAESHLETHERATES LD
ICLEY,

8. security-realm B TEF 2 )T 1 —LILA%EFERAT % &£ DI Data Grid Server T RKiRA &
NasELEFT,

9. BEEREICREFLIT,

BHOSO/RTF4—L I A
RDEBEIE. XML, JSON, F7ld YAML R TERDEXF 1T 1 —LILERETDZHEERLT
Wxd,

XML

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="ApplicationRealm">
<properties-realm groups-attribute="Roles">
<user-properties path="application-users.properties"/>
<group-properties path="application-groups.properties"/>
</properties-realm>
</security-realm>
<security-realm name="ManagementRealm">

20



<properties-realm groups-attribute="Roles">
<user-properties path="management-users.properties"/>
<group-properties path="management-groups.properties"/>
</properties-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "ManagementRealm",
"properties-realm": {
"groups-attribute™: "Roles",
"user-properties”: {
"digest-realm-name™: "ManagementRealm",
"path": "management-users.properties”
3
"group-properties": {
"path": "management-groups.properties”

b {
"name": "ApplicationRealm",
"properties-realm": {
"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name": "ApplicationRealm",
"path": "application-users.properties"
}
"group-properties": {
"path": "application-groups.properties"

YAML

server:
security:
securityRealms:
- name: "ManagementRealm"
propertiesRealm:

groupsAttribute: "Roles"

userProperties:
digestRealmName: "ManagementRealm"
path: "management-users.properties”

F2EtxXaY57F1—LILA
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groupProperties:
path: "management-groups.properties”
- name: "ApplicationRealm"
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "ApplicationRealm"
path: "application-users.properties”
groupProperties:
path: "application-groups.properties”

2.2. KERBEROS ID D& E

Data Grid Server 5B ED ¥ 2 1) F 14 — L JLLIC Kerberos ID #3BHN L T. Kerberos /S X7 — RH 5k
£ —ERTY VNV EEBESEINF—DEEFND keytab 7 71 L EFERALE T,

AR

e Kerberos t—ERTHO Y NTY I mILhH B,

pz -1o)
F—HT 774N, A—F—EH—EROT7HI YN ILOEEA2E0H 5
ZENTEZY, LML, DataGridServer ldH—ERT7 A N T Vo mILDA%E

FRHLET, chidk, 7547 MIIDEREL. 754 7 D Kerberos Hh—/3—
TREICEXBZEAEKRLET,

FEAEDHA. HotRod BEURESTITY RARA Y MIEBDTY Vo NIV EERLET, & X
I&. INFINISPAN.ORG K X A > IC datagrid ' —/\—H2H 2B EIE. UTFOHY—EXT) V2L %EE
e BHELNHY T,

e hotrod/datagrid@INFINISPAN.ORG (& Hot Rod H—E X &R EL X7,

e HTTP/datagrid@INFINISPAN.ORG (& REST H—E X Z#HAIL £ 7,

FIig
l. HotRod BL UV RESTH—ERDF—49 T 7714 I AERLZE T,

Linux

ktutil

ktutil: addent -password -p datagrid@INFINISPAN.ORG -k 1 -e aes256-cts
Password for datagrid@INFINISPAN.ORG: [enter your password]

ktutil: wkt http.keytab

ktutil: quit

Microsoft Windows

ktpass -princ HTTP/datagrid@INFINISPAN.ORG -pass * -mapuser
INFINISPAN\USER_NAME
ktab -k http.keytab -a HTTP/datagrid@INFINISPAN.ORG
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2. keytab 7 7 1 JL % Data Grid Server 1 ¥ 2 h—JL D server/conf 74« L 27 N —|ICOE—L &
EP

3. Data Grid Server S8 EZ=FRWTIREL X,
4. server-identities &% Data Grid Y—/N\—DtEF 1) F 4 —LILALIEMLE T,

5. HotRod 8L C'REST AR V9 —ICH—ERTY VI NIVERBTEZXF—9 T 7 714 ILDIFFR
HIEELET,

6. Kerberos —ER 7Y Vo R)LICE&RIZEMIFTE T,

7. EEEREIRELEY,

Kerberos ID M3%

XML

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="kerberos-realm">
<server-identities>
<I-- Specifies a keytab file that provides a Kerberos identity. -->
<!-- Names the Kerberos service principal for the Hot Rod endpoint. -->
<I-- The required="true" attribute specifies that the keytab file must be present when the server
starts. -->
<kerberos keytab-path="hotrod.keytab"
principal="hotrod/datagrid@INFINISPAN.ORG"
required="true"/>
<!I-- Specifies a keytab file and names the Kerberos service principal for the REST endpoint. -->
<kerberos keytab-path="http.keytab"
principal="HTTP/localhost@INFINISPAN.ORG"
required="true"/>
</server-identities>
</security-realm>
</security-realms>
</security>
<endpoints>
<endpoint socket-binding="default"
security-realm="KerberosRealm">
<hotrod-connector>
<authentication>
<sasl server-name="datagrid"
server-principal="hotrod/datagrid@INFINISPAN.ORG"/>
</authentication>
</hotrod-connector>
<rest-connector>
<authentication server-principal="HTTP/localhost@INFINISPAN.ORG"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON
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{

"server": {
"security": {
"security-realms": [{
"name": "KerberosRealm",
"server-identities": [{
"kerberos": {
"principal": "hotrod/datagrid@INFINISPAN.ORG",
"keytab-path": "hotrod.keytab",
"required”: true
},
"kerberos": {
"principal": "HTTP/localhost@INFINISPAN.ORG",
"keytab-path": "http.keytab",
"required”: true

1]
b
"endpoints": {
"endpoint": {
"socket-binding": "default",
"security-realm": "KerberosRealm",
"hotrod-connector": {
"authentication™: {
"security-realm": "kerberos-realm",
"sasl": {
"server-name": "datagrid”,
"server-principal": "hotrod/datagrid@INFINISPAN.ORG"
}
}
b
"rest-connector": {
"authentication™: {

"server-principal": "HTTP/localhost@INFINISPAN.ORG"

YAML

server:
security:
securityRealms:
- name: "KerberosRealm"
serverldentities:

- kerberos:
principal: "hotrod/datagrid@INFINISPAN.ORG"
keytabPath: "hotrod.keytab"
required: "true"

- kerberos:

principal: "HTTP/localhost@INFINISPAN.ORG"
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keytabPath: "http.keytab"
required: "true"
endpoints:
endpoint:
socketBinding: "default”
securityRealm: "KerberosRealm"
hotrodConnector:
authentication:
sasl:
serverName: "datagrid”
serverPrincipal: "hotrod/datagrid@INFINISPAN.ORG"
restConnector:
authentication:
securityRealm: "KerberosRealm"
serverPrincipal” : "HTTP/localhost@INFINISPAN.ORG"

23. 7ONXF 14 —L IV A
TONF =L LR TanNT s =774V EFHALT, 21— —BLPTIL—TE2EHZLET,

e users.properties || Data Grid A —H'—DFRFHEBRAEEZNF T, /X7 — KL, DIGEST-
MD5 & & U' DIGEST 35X h— X L. FRA L CEMELTEET,

e groups.properties |&., 1—HF—A2O0—I)LBELUVN—Iv > a VICEAEMTET,

pa )

7OnRF 4 —T 74 )LICIE, Data GridServer EEDEF 21 F 4 — LIV AICEAER T
HAH—DEEFNET,

users.properties

myuser=a_password
user2=another_password

groups.properties

myuser=supervisor,reader,writer
user2=supervisor

TOnNF 4 —LILALEE
XML

<server xmins="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="default">
<!I-- groups-attribute configures the "groups.properties” file to contain security authorization roles.

<properties-realm groups-attribute="Roles">

<user-properties path="users.properties"
relative-to="infinispan.server.config.path"
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plain-text="true"/>
<group-properties path="groups.properties"

relative-to="infinispan.server.config.path"/>

</properties-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default”,
"properties-realm": {
"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name": "default”,
"path": "users.properties”,
"relative-to": "infinispan.server.config.path”,
"plain-text": true
}
"group-properties": {
"path": "groups.properties”,
"relative-to": "infinispan.server.config.path”

YAML

server:
security:
securityRealms:
- name: "default"
propertiesRealm:

# groupsAttribute configures the "groups.properties” file

# to contain security authorization roles.
groupsAttribute: "Roles"
userProperties:
digestRealmName: "default"
path: "users.properties”
relative-to: 'infinispan.server.config.path’
plainText: "true"
groupProperties:
path: "groups.properties”
relative-to: 'infinispan.server.config.path’
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24.LDAP L)L A

LDAP L JL Lld. OpenLDAP, Red Hat Directory Server. Apache Directory Server, Microsoft Active
Directory 72 &M LDAP H—/N\—(ZHEK L T, 2 —Y—%FBHA L. AU N\—=2y TERERMELE T,
)z 6

LDAP H—/NR—&, H—N—Dy¥ A4 FEFT7OM4 XY MIHLT, ERBTVN)—L
AT IRNEEDIENTEET, ZAONDZIRTOREDHZRHT B &1F. &
TlEHE->TWEH A,

BF

LDAP #EHD ) /X)L, LDAP /T Y —AZETL. FEOBMICTIERT S
TeDICHELRMERIVHETT,

direct-verification B4 %M L T1——&RBIEHR 2RI T 2180 Y IC. user-password-mapper £
FEFAL TR —NZREET 5 LDAP BHEZIEETEF T,

pa )

direct-verification B4 T/\y > 2t A F1T79T 2TV KIRA V NDEBIEAXA DW= X LISER
TEFtEA.

Active Directory (& password Bt % 2B L 72U /=, user-password-mapper £ (3
A TX Y. direct-verification BN A% FHATE XY, TD7H. Active Directory
Server AT B ITIE, REST IV KR4~ M TIL BASICE35EX =X %, HotRod
IV RRAY MTIEPLAIN 2RI 20BN HYET, FURERAREBAEEL

T. SPNEGO. GSSAPI. & U GS2-KRB5 FREEX T =X L% A[8EIC T % Kerberos %
FRITZIENTEET,

rdn-identifier Btld, IEEINLHBINF @BERI—HY—R) 2 &Ila—H—ITV N —%BRRTS
LDAP B A¥EE L £9 (fl: uid % 7= 1Z sAMAccountName E1%). search-recursive="true" % % IC
BIMLT, T4L2 M) —Z2BRHUICKRELET., T74IMTIE, 2—F—IV M) —DRRIZ
(rdn_identifier={0}) 7 1 LY —%FER L £ 7, filter-name BMEAFR L THO 71 LY —%IBELZE
ER

attribute-mapping ExRid. 1—H—DPAVN—THZ2ITRTOIIN—TEREFELET, BF. XV
N=2y TIERERESTZ2HEEF 22HYET,

e EE. member EEICY 5 X groupOfNames 2D/ /IL—FITV ) —DTF, ZDHEIL.
ADRDREFCHD LI, BETAIVI—%ZFATEIY, TOT7 415 —F RHIhL
TANWI—II—T2T VN —ZRRLET, 745 —F. 21— —DDN &FLW
member BEAFH DOV —TERRLE T, RIC. 7149 —F, fromTIEEINZITIL—T
IVMY—DCNZEHHEL., ThE1—H—0 Roles ICEBIML E T,

e memberOf B D1 —H%—T U N)—, ZDFE. LTOLOLEUSRBAFHITIVNELDH
YVEd,
<attribute-reference reference="memberOf" from="cn" to="Roles" />

ZOBRBIE, 1——ITVMN)—DS5FTRNTO memberOf B%EE L., from THEEINT-
CNEHHEL, Thoiax1—%—DRoles ICEML T,

LDAP L L AERE
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XML

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="LdapRealm">
<!I-- Specifies connection properties. -->
<ldap-realm url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword"
connection-timeout="3000"
read-timeout="30000"
connection-pooling="true"
referral-mode="ignore"
page-size="30"
direct-verification="true">
<!I-- Defines how principals are mapped to LDAP entries. -->
<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=org"
search-recursive="false">
<!I-- Retrieves all the groups of which the user is a member. -->
<attribute-mapping>
<attribute from="cn" to="Roles"
filter="(&amp;(objectClass=groupOfNames)(member={1}))"
filter-dn="ou=Roles,dc=infinispan,dc=o0rg"/>
</attribute-mapping>
</identity-mapping>
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "LdapRealm",
"ldap-realm": {
"url": "ldap://my-ldap-server:10389",
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"credential": "strongPassword",
"connection-timeout": "3000",
"read-timeout": "30000",
"connection-pooling": "true",
"referral-mode": "ignore",
"page-size": "30",
"direct-verification": "true",
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"search-recursive": "false",
"attribute-mapping": [{
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"from": "cn",

"to": "Roles",

"filter": "(&(objectClass=groupOfNames)(member={1}))",
"filter-dn": "ou=Roles,dc=infinispan,dc=org"

YAML

server:
security:
securityRealms:
- name: LdapRealm
ldapRealm:
url: 'ldap://my-ldap-server:10389'
principal: 'uid=admin,ou=People,dc=infinispan,dc=org'
credential: strongPassword
connectionTimeout: '3000'
readTimeout: '30000'
connectionPooling: true
referralMode: ignore
pageSize: '30'
directVerification: true
identityMapping:
rdnldentifier: uid
searchDn: 'ou=People,dc=infinispan,dc=org'
searchRecursive: false
attributeMapping:
- filter: '(&(objectClass=groupOfNames)(member={1}))'
filterDn: 'ou=Roles,dc=infinispan,dc=org’'
from: cn
to: Roles

241.LDAP LILLTY) N )LDEXHZ

GSSAPI. GS2-KRB5. Negotiate 7% & D SASL FREEX A =X LICIE, LDAP T4 LU MY —DRERIC
FERATZEIIC VY-V Ty T $2REDOHDI—F—ENETNTVIT,

XML

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="LdapRealm">
<ldap-realm url="ldap://${org.infinispan.test.host.address}:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<name-rewriter>
<!I-- Defines a rewriter that extracts the username from the principal using a regular
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expression. -->

<regex-principal-transformer name="domain-remover"

pattern="(.*)@INFINISPAN\.ORG"

replacement="$1"/>
</name-rewriter>

<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=org">
<attribute-mapping>
<attribute from="cn" to="Roles"

filter="(&amp;(objectClass=groupOfNames)(member={1}))"
filter-dn="ou=Roles,dc=infinispan,dc=org"/>
</attribute-mapping>

<user-password-mapper from="userPassword"/>
</identity-mapping>
</ldap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{
"server": {
"security": {
"security-realms": [{
"name": "LdapRealm",
"ldap-realm": {

"principal": "uid=admin,ou=People,dc=infinispan,dc=org",

"url": "ldap://${org.infinispan.test.host.address}:10389",
"credential": "strongPassword",
"name-rewriter": {

"regex-principal-transformer": {

"pattern": "(.*)@INFINISPAN\\.ORG",
"replacement”; "$1"

}
3
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"attribute-mapping": {
"attribute™: {

"filter": "(&(objectClass=groupOfNames)(member={1}))"
"filter-dn": "ou=Roles,dc=infinispan,dc=org",
llfromll : ch"’

"to": "Roles"
}
b
"user-password-mapper": {
"from": "userPassword"

’
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YAML

server:
security:
securityRealms:
- name: "LdapRealm"
ldapRealm:
principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://${org.infinispan.test.host.address}:10389"
credential: "strongPassword"
nameRewriter:
regexPrincipalTransformer:
pattern: (.*)@INFINISPAN\.ORG
replacement: "$1"
identityMapping:
rdnldentifier: "uid"
searchDn: "ou=People,dc=infinispan,dc=org"
attributeMapping:
attribute:
filter: "(&(objectClass=groupOfNames)(member={1}))"
filterDn: "ou=Roles,dc=infinispan,dc=org"
from: "cn"
to: "Roles”
userPasswordMapper:
from: "userPassword"

25. =0V LIL A

=0V LUIALIIAESBY—ERXEFRALTA—2 V%MRIEL. Red Hat SSO % &M RFC-7662
(CAUth2 b= VA4 Y hORRY D a V) EBERMEOHZTONA T —EBEELET,

=2 YL IALDETE
XML

<server xmins="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="TokenRealm">
<!I-- Specifies the URL of the authentication server. -->
<token-realm name="token"
auth-server-url="https://oauth-server/auth/">
<!I-- Specifies the URL of the token introspection endpoint. -->
<oauth2-introspection introspection-url="https://oauth-
server/auth/realms/infinispan/protocol/openid-connect/token/introspect”
client-id="infinispan-server"
client-secret="1fdca4ec-c416-47e0-867a-3d471af7050f"/>
</token-realm>
</security-realm>
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</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "TokenRealm",
"token-realm": {
"auth-server-url": "https://oauth-server/auth/",
"oauth2-introspection™: {
"client-id": "infinispan-server",
"client-secret": "1fdcadec-c416-47e0-867a-3d471af7050f",
"introspection-url": "https://oauth-server/auth/realms/infinispan/protocol/openid-
connect/token/introspect”

YAML

server:
security:
securityRealms:
- name: "TokenRealm"
tokenRealm:
authServerUrl: 'https://oauth-server/auth/
oauth2Introspection:
clientld: infinispan-server
clientSecret: '1fdcadec-c416-47e0-867a-3d471af7050f'
introspectionUrl: 'https://oauth-server/auth/realms/infinispan/protocol/openid-
connect/token/introspect’

26. N\ZRAMANT LIV LA

FSZAMZRKMTZLILAEK, #EHEOR TS T— MNEFIC Data Grid Server &Y 54 72 M ID ZRREET
BEIRAE X/ FEIREF = —V 2HALE T,
F—RANT

Data Grid Server 7A TV T4 T4 — &0 547V MIRHBY 29 —N—GIRENEITNE Y, ¥ —

N—EIBAZTX—RA N7 ABRET BBAE. Data Grid Server [FEFREHD SSL/TLS 7O KL% (F
ALTrS 714y 055 LET,

FNSAMZAMNT

754 7 hH Data Grid Server ICIRRT 5954 7 NIEBBE X IFHBAEF z—UAEF I F
T, V95ATF7YMDIMNSAMNRNT A T2 3T, DataGrid Server B89 54 7 > MNFBAZERE %
EITILBLIICH>TVWET,
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274 7 hELBAEEEEE

Data Grid Server TV 54 7 > MNEBAZE Z R X 7 (EEREE T 3% & 1. require-ssl-client-auth="true"
BYEEZTY RRA Y MEREIEBMT 2RELNHY £,

FSRAMRAMNZLILLDEE
XML

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="TrustStoreRealm">
<server-identities>
<ssl>
<!I-- Provides an SSL/TLS identity with a keystore that contains server certificates. -->
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
keystore-password="secret"
alias="server"/>
<!I-- Configures a trust store that contains client certificates or part of a certificate chain. -->
<truststore path="trust.p12"
relative-to="infinispan.server.config.path"
password="secret"/>
</ssl>
</server-identities>
<I-- Authenticates client certificates against the trust store. If you configure this, the trust store
must contain the public certificates for all clients. -->
<truststore-realm/>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "TrustStoreRealm",
"server-identities": {
"ssl": {
"keystore™: {
"path": "server.p12",
"relative-to": "infinispan.server.config.path”,
"keystore-password": "secret",
"alias": "server"
b
"truststore": {
"path™: "trust.p12",
"relative-to": "infinispan.server.config.path”,
"password": "secret"

}
}
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2
"truststore-realm”: {}
]
}
}
}

YAML

server:
security:
securityRealms:
- name: "TrustStoreRealm"
serverldentities:
ssl:
keystore:
path: "server.p12"
relative-to: "infinispan.server.config.path"
keystore-password: "secret"
alias: "server"
truststore:
path: "trust.p12"
relative-to: "infinispan.server.config.path"
password: "secret"
truststoreRealm: ~

27. 98XV T4 —LIL A

DELILLIE, BROIYA TOEXF21 T4 —LILLEHEAEADEEXET, 21— —H Hot Rod 7= 1%
RESTZTVRRAVMITZ7IEALEDET R E, BRAAETTEZEDERDIFBE T, DataGrid
Server i3& X1 ) T4 —LI AR BEICERALET,

DL I LDEE
XML

<server xmins="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="DistributedRealm">
<ldap-realm url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=org"
search-recursive="false">
<attribute-mapping>
<attribute from="cn" to="Roles"
filter="(&amp;(objectClass=groupOfNames)(member={1}))"
filter-dn="ou=Roles,dc=infinispan,dc=org"/>
</attribute-mapping>
</identity-mapping>
</Ndap-realm>
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<properties-realm groups-attribute="Roles">
<user-properties path="users.properties"
relative-to="infinispan.server.config.path"/>
<group-properties path="groups.properties"
relative-to="infinispan.server.config.path"/>
</properties-realm>
<distributed-realm/>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "DistributedRealm”,
"ldap-realm": {
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"url": "ldap://my-ldap-server:10389",
"credential": "strongPassword",
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"search-recursive": false,
"attribute-mapping": {
"attribute™ {
"filter": "(&(objectClass=groupOfNames)(member={1}))",
"filter-dn": "ou=Roles,dc=infinispan,dc=org",
"from": "cn",
"to": "Roles”
}
}
}
b
"properties-realm": {
"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name": "DistributedRealm",
"path": "users.properties”
3
"group-properties": {
"path": "groups.properties”
}
b
"distributed-realm": {}
1]
}
}
}

YAML
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server:
security:
securityRealms:
- name: "DistributedRealm"
ldapRealm:
principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://my-ldap-server:10389"
credential: "strongPassword"
identityMapping:
rdnldentifier: "uid"
searchDn: "ou=People,dc=infinispan,dc=org"
searchRecursive: "false"
attributeMapping:
attribute:
filter: "(&(objectClass=groupOfNames)(member={1}))"
filterDn: "ou=Roles,dc=infinispan,dc=org"
from: "cn"
to: "Roles”
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "DistributedRealm"
path: "users.properties”
groupProperties:
path: "groups.properties”
distributedRealm: ~
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BIBE IV RRA YV MREEA D= A

Data Grid Server &, HotRod 8LV REST T Y RARA Y MIHRI LSASL BELCHTTPEREEX h =
AL%EFRATEEY,

3.1. DATA GRID SERVER D&3EE

FEEE, TV RRA Y MADI—HY—T7 1A &, DataGridConsole 8L AT Y RSA VAV —
JIA A (CL)EHIBLET,

Data Grid Server IZ1&, 1 —H—5RiE 2B T2 T 74 bDOEF 21T 10— l/)l/Ai)‘ ihiﬂ'o T
7 # )L b DEREEIE. server/conf/users.properties 7 7 1 LILREINTWE 1 —H—FRIIEHREE
IC7aNTF 4 —LILL%EFRALET, DataGridServer &7 74 M TF2 Y T4 —RAEEMICT
%7=%. server/conf/groups.properties 7 7 1 JLICREINTWVWENR—I v avaFoai—H—%
YL TI2RENDHY T,

)

AV R4 49— x4 X (CLI) Tusercreate A~¥ > R&EFEHL T, 21— —%8ML. /8—
v avEEYETEY, YU TIILE LCFMIBERIC DV T user create -help #E1TL £ 7,

1

3.2. DATA GRID SERVER DFREEX h = X LDERTE

BEDREAN=XLAEHFATELIICHtROdAB LV REST TV RARA ¥V NEBERMICERET 52 &
NCEET, REANZXLDEREIF, EXF2)T1—LILALADTI7AILMA AW ZZXL%ZBRARWICEE
XITEIMENHZBEICDFMETT,

pa )

RE D endpoint 27 > 3 ~ITIE. hotrod-connector & & U rest-connector 3R &
el& 7 14— |~“7b“ :.—Un'c WBREMNHY £9, =& XL, hotrod-connector % B’y
IKEET2mEIE. RAEXAAN=ZXL%EHRELBWEETD rest-connector tEE T 51
ENHY T,

o WMWEIIISEU T, DataGridServers&EICtExFa )T —LILLEEBMLET,

1. Data Grid Server REZ=HWVWTIREL XY,

2. endpoint ERF /21&7 1 —JL R&EIM L. security-realm B TERT 2 zxa)T71—LIL
LZEHELEY,

3. hotrod-connector 22 F 72137 1 —)L K%EEBIML T, HotRod TV RARA vV M ERELZT,

a. authentication E&F /1371 —J)ILRAEBMLZET,

b. sasl mechanism B THEE T % HotRod TV RiIRA4 >~ MDD SASL ERIEX W =X L %EE
LEY,

c. %ETBIGAIE. qop BMETSASL mBEOREXRELIEBELET,
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d. HEITH LT server-name B4 %#H L T DataGridServer PA TV T4 574 — %3 EL
EJr N

4. rest-connector EXF7/2E 71 —ILREBIMLTCRESTT VY RRA VY M EEZRELE T,

a. authentication E2&F /71 —JILRKEZEBML XTI,
b. mechanism B4 TCHERATBZRESTTY RIRA Y MO HTTPERAEA W= XL ABELE T,
5, ZEAREICRELET,

SRSEA h =X LDEEE
LUTFTDHRETIE, HotRod TV RRA >~ MNAEREFICERET 2 SASL A A= X LAIBELET,

XML

<server xmIns="urn:infinispan:server:13.0">
<endpoints>
<endpoint socket-binding="default"
security-realm="my-realm">
<hotrod-connector>
<authentication>
<sasl mechanisms="SCRAM-SHA-512 SCRAM-SHA-384 SCRAM-SHA-256
SCRAM-SHA-1 DIGEST-SHA-512 DIGEST-SHA-384
DIGEST-SHA-256 DIGEST-SHA DIGEST-MD5 PLAIN"
server-name="infinispan"
qop="auth"/>
</authentication>
</hotrod-connector>
<rest-connector>
<authentication mechanisms="DIGEST BASIC"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"endpoints": {
"endpoint": {
"socket-binding": "default",
"security-realm": "my-realm"”,
"hotrod-connector": {
"authentication": {
"security-realm": "default",
"sasl": {
"server-name": "infinispan”,
"mechanisms": ['SCRAM-SHA-512", "SCRAM-SHA-384", "SCRAM-SHA-256", "SCRAM-
SHA-1", "DIGEST-SHA-512", "DIGEST-SHA-384", "DIGEST-SHA-256", "DIGEST-SHA", "DIGEST-
MD5", "PLAIN"],
"qop": ["auth"]
}
}
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b
"rest-connector": {
"authentication": {
"mechanisms": ['DIGEST", "BASIC"],
"security-realm": "default"

YAML

server:
endpoints:
endpoint:
socketBinding: "default"
securityRealm: "my-realm"
hotrodConnector:
authentication:
securityRealm: "default"
sasl:
serverName: "infinispan”
mechanisms:
- "SCRAM-SHA-512"
- "SCRAM-SHA-384"
- "SCRAM-SHA-256"
- "SCRAM-SHA-1"
- "DIGEST-SHA-512"
- "DIGEST-SHA-384"
- "DIGEST-SHA-256"
- "DIGEST-SHA"
- "DIGEST-MD5"
- "PLAIN"
qop:
- "auth"
restConnector:
authentication:
mechanisms:
- "DIGEST"
- "BASIC"
securityRealm: "default"

3.2.1. EREE DL
O—ALRRBEELEIBWINLTY T TR, BAEINTVWRWISATY NEREFTT 2

&£5ICDataGrid 2BRETEX Y, 1 — YRl = EWICT 25, DataGrid EF¥ 21 71 —8RE
TEROEDICTILENHY T,

FIR

1. Data Grid Server REZ=HWVWTIREL XY,
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2. endpoints & F 717 1 —JL KD 5 security-realm BHEABIRL £ 9,

3. cache-container &L U'& ¥ v v ¥ 25X ED security 5XEN 5. authorization EXR % §RT
HIBRL £ 9,

4 BEEEREICRELEY,
XML

<server xmIns="urn:infinispan:server:13.0">
<endpoints socket-binding="default"/>
</server>

JSON

{

"server": {
"endpoints": {
"endpoint": {
"socket-binding": "default"
}
}
}
}

YAML

server:
endpoints:
endpoint:

socketBinding: "default"

3.3. DATA GRID SERVER DFREE XA T =X I

DataGridServerld, £ 2T 4 —LILABEIC—HTBRMAHN_XLTIV RKRSA Y N A2BEFMW
ICERELE T, & AIE, KerberostzFa ) T4 —LILA%EEBINT % &, Data Grid Server I3 Hot Rod
IV RARAY MDD GSSAPI 8L GS2-KRB5 SR X W= X LEBMICLET,

Ay bhO—F—>avITVRKRAV B

Data Grid Server I&, BREICHRTZ2EFXF 1) T4 —LILADNEFNTWVWBIFEEIC HotRod TV RRA
Y NDLLUTF D SASL mb( A=ZXLZBMLET,

t¥aVr714—LILA SASL SBEEX A=K I

7ONRF 4 —LILLAB LV LDAP LU A SCRAM-*, DIGEST-*, SCRAM-*
K=oV LILA OAUTHBEARER
E3EL I L EXTERNAL
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Kerberos ID

SSL/TLSID

RESTTY RIRA4 >~ b
BREICHIETDEX2) T4 —LILADREFNTWBIHBAICRESTTY KRA v

Data Grid Server (&,

NOLLTFDHTTPEREEX W =X LZBMICLET,

L¥ayYyr1—LILA

FOnRF4—LILLABE LT LDAP LIV LA

=2V L ILA

EFEL I L

Kerberos ID

SSL/TLSID

3.3.1.SASLERESFA H =X A
Data Grid Server &, HotRod TV KR4~ N TLUTD SASL R X h=XLEHR—KMNLF T,

FAEA D= LA

EIE IV RRA Y FREEA D =X A

GSSAPI, GS2-KRB5

PLAIN

HTTP RBEEX =X A

DIGEST

BEARER_TOKEN

CLIENT_CERT

SPNEGO

BASIC

L¥XaYr1—LILLSY

17

BEY 25

PLAIN

DIGEST-*

TL—rTFFZMERD
RELEmEEAL X

3. PLAINGREEIE. BE

SEI N/ R TDHE
A3 30EI HYEY,

Ny aT7ITYXLE
TUREEFERLET,
Ay MOy ROxRI 4 —
&, BEDIE

(.. DIGEST-

MD5. DIGEST-

SHA. DIGEST-SHA-
256. DIGEST-SHA-
384. & & U DIGEST-
SHA-512 /"y > a7 )L
JYUXLEHYR—KLE
£

JanRF4—LILLE L
U'LDAP L L A

FanRF4—LILLE L
U'LDAP L JL A

BASICHTTP X A=X
LEREBRTY,

Digest HTTP X 71 =X
LICEPTWET,
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FAEAD=X L

¥aYr1—LILLSY

17

BEY 25

SCRAM-*

GSSAPI

GS2-KRB5

EXTERNAL

OAUTHBEARER

Ny aT7ITYXLE
TYREICMATY IV
MEEERLEY, K
fOw KORI4H—
&, SCRAM-

SHA. SCRAM-SHA-
256. SCRAM-SHA-
384, &4 U SCRAM-
SHA-512 /Ny > a7 )L
JY XL %EBENBICHY
R—bMLET,

Kerberos ¥4 v N %{&#
A L. Kerberos KXA
vavha—>—H1rpE
TY, WiHhd 2
Kerberos tt—/X—ID
LIVAEREISENT 5
MEAHYET, ITEA
EDFE., A—F— AV
N—=2y TIEREIRET
% 1=& I Idap-realm
BELEY,

Kerberos ¥4 v N % f&#
A L. Kerberos KXA
varvha—>—H1rpRE
TY, WHhd 2
Kerberos tt—/X—ID
LIVAEEEISENT 5
MEAHYET, ITEA
EDFE., A—F— AV
N—=2y TIEREIRET
%= Idap-realm &
BELEY,

9247 MNERE % &
RALET,

OAuth h—2 V% {FH
L. token-realm:%E
PUHETY,

3.3.2. SASL Quality of Protection (QoP)

FanF4a—LilLab L
U'LDAP L L A

Kerberos LU s

Kerberos LU L

FSAMIMTLILA

=2V L ILA

Digest HTTP X 71 =X
LITPTWET,

SPNEGOHTTP X A=
XLIZETWET,

SPNEGOHTTP X A=
ALITETWET,

CLIENT_CERTHTTP
ANZZXLITETWE
ER

BEARER_TOKEN
HTTP X A= X AT
WE7,

SASL X A=X LN EBEERS LV T4 /Y —(R5E (QoP) REZ Y R— T 25HEIE. qop BiEZEMA

L THotRod TY RiRA V NEEEICEBIINTEET,
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QoP s%3E E7L

auth SRELE D o

auth-int BEMREICL 2R

auth-conf BEME T4 N —REICK BEREL.

3.3.3.SASL R ¥—
SASL RY & —Id. HotRod FREEX W =X LZHMN K HETE T,

A

DataGrid DF v v Y 2&R T, O—IBIUVNR—Iv 2 aVIlEIVWTFyy a7 ER%
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H“HR—NT B SASL X A=K A
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DEyYavILRET 2HDIE
WHOBEMICREI AW &%

BHRLET,

pass-credentials 9547 FREEBERI B ER false
SASL X h=XLDHEFEALT
KTV,

no-plain-text BHAZHNREORZEEZZITP  false

FTUWSASL X A= X ALIEFERLA
WTLKEIW,

no-active TOT 1 TRIEFEREDHE S false
ZIFRTUVSASL X A= X LEfE
ALAVWTLEIW,

no-dictionary TEHHNLHEREOHELZZITP  false
U SASL X A= X AEER LA
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LUTFDERETIE, HotRod TV RARA ¥ M, IRTDSASLRY O —ICHENTIHM—DAH=ZXLT
BB, BEEICGSSAPI X A= X LAFALET,

XML

<server xmIns="urn:infinispan:server:13.0">
<endpoints>
<endpoint socket-binding="default"
security-realm="default">
<hotrod-connector>
<authentication>
<sasl mechanisms="PLAIN DIGEST-MD5 GSSAPI EXTERNAL"
server-name="infinispan"
qop="auth"
policy="no-active no-plain-text"/>
</authentication>
</hotrod-connector>
<rest-connector/>
</endpoint>
</endpoints>

</server>
JSON
{
"server": {
"endpoints" : {
"endpoint" : {

"socket-binding" : "default",
"security-realm" : "default",
"hotrod-connector” : {
"authentication" : {
"sasl" : {
"server-name" : "infinispan",
"mechanisms” : [ "PLAIN","DIGEST-MD5","GSSAPI","EXTERNAL" ],
"qop" : [ "auth"],
"policy" : [ "no-active","no-plain-text" ]
}
}
2
"rest-connector" : ™"
}
}
}
}

YAML

server:
endpoints:
endpoint:

socketBinding: "default”

securityRealm: "default"
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by

hotrodConnector:
authentication:
sasl:
serverName: "infinispan”
mechanisms:
- "PLAIN"
- "DIGEST-MD5"
- "GSSAPI"
- "EXTERNAL"
qop:
- "auth"
policy:
- "no-active"
- "no-plain-text"
restConnector: ~

334 HTTPRREEA A =X L

Data Grid Server &, RESTIZT Y RARA ¥V MILLTOHTTP R EA A= X LExHR—KNLZET,

t¥aYrT4—LILALY BEEY DM
17

FAEAD=X L

BASIC TL—vFFA Mg FanFa—LIILLB L HTTPBasic HTTP 58;
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BELIHYET,

DIGEST Ny aT7NITNVXLsE FanF4—LIbss L Digest HTTP EREER
FTURAEEFERALET, U'LDAP L JL A F— LIRS
RESTaxV 4% — L. DIGEST-* SASL x
I&. SHA-512, SHA- AZZXLITPTWET,
256, 8L TMD5 /Ny
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SBAEA N =X L t¥aYrT4—LILALY BEEY DM
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BEARER_TOKEN

CLIENT_CERT
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9247 MNERE %R
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=2V LILLA
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Bearer HTTP EREE R
F— LIRS

L. OAUTHBEARER
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EXTERNAL SASL X A
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B4 TLS/SSL B St D& E
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Data Grid Server DA X 1 7ICT DI ENTEE T, HETLS KRERIBE. 754 7 NiEBE
EFNIARETBIEETEET,

4.1. DATA GRID SERVER ¥F— X N7 D% E

F— 2R M7 % Data Grid Server IZBIML. TDID %AV 54 7> MIF L THREEY % SSL/TLS SIFAE %
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T4 —LIL%EEHT % Data Grid Server TV RARA4 ¥ MADEKAESIELE T,

AR M

e Data Grid Server DFFBAZE X /- FFBAEF 1 — D EFNDE2F—AMNT7EHEHRLE T,

Data Grid Server &, JKS. JCEKS. PKCS12/PFX. 8L U PEMDF—Z M 7R EHR—F L ZF
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LTFOWEFhIrEFNBHBEICIE. PEM 774 )LEaF—ZA M7 ELTHERATEET,
® PKCS#1 F7=Id PKCS#8 o DR R i,
o 1D EDIRRE,

PEM 7 74 ILE¥F—ZA N7 AHZD/NAT— K (password="") CTHET 2MEHINHY XTI,
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2. DataGridServer D SSL/TLS 74 TV T 14714 —HDEFNEF—A N7 %
$RHDG_HOME/server/conf 71« L7 b)) —ITBIML E T,

3. server-identities &% Data Grid Server ¥ a2 ) 574 —LIJILAICEMLE T,
4. pathBETF—AMNT7 7714 ILEERBELE T,

5 ¥F—XAPMF/RRAT—KNEFAEZEIT A ) 7 RIC keystore-password & £ U alias BIE%EE L &
ER

6. EEZREICRELET,
RDODRATY S

/774; > K #* Data Grid Server @ SSL/TLSID 28 TX 25 &£, MZRAMNAMNT7ZFERALTY S
YhNEERELET,

47


https://www.bouncycastle.org/

Red Hat Data Grid 8.3 DataGrid ¥ a VY51 —H4A4 K

F—A M7 DRE
XML

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<I-- Adds a keystore that contains server certificates that provide SSL/TLS identities to clients.

<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="my-server"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {
"alias": "my-server",
"path": "server.p12",
"password": "secret"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
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alias: "my-server"
path: "server.p12"
password: "secret"

BEER

HotRod 7 54 7~ N DESS{LDEEE

4.1.1. Data Grid Server ¥— X N 7 D4R
BIRFICTF—ANTEBEMNICERT 5L DI Data Grid Server 258 EL X9,

3.

4.

ERE

XML

BR
BEBERINF— LT
o EEEBRIETIHMEALAVTILEIW,

o REIGLTERINITT, LEAE V74TV M ORYOEREZNTT S
BRAAEICERINE T,

¢ HotRod 754 7Y N CEEFERARLGAMENZINIT,

Data Grid Server &2 E =W TIREL £ 7,

H—/N—E& % IC keystore 3 D generate-self-signed-certificate-host B = ESH £ 9,
Y—N—FREORAMNEZEE LTHELXT,

EEEREIRELET,

N¥F—X M7 DHRE

<server xmins="urn:infinispan:server:13.0">
<security>
<security-realms>

<security-realm name="GeneratedKeystore">
<server-identities>
<ssl>
<I-- Generates a keystore that includes a self-signed certificate with the specified hostname. --

<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"
generate-self-signed-certificate-host="localhost"/>
</ssl>
</server-identities>
</security-realm>

49


https://access.redhat.com/documentation/ja-jp/red_hat_data_grid/8.3/html-single/hot_rod_java_client_guide/#configuring-hotrod-encryption_hotrod-client-configuration

Red Hat Data Grid 8.3 DataGrid ¥ a VY51 —H4A4 K

</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "GeneratedKeystore",
"server-identities": {
"ssl": {
"keystore": {

"alias": "server",
"generate-self-signed-certificate-host": "localhost",
"path": "server.p12",
"password": "secret"

YAML

server:
security:
securityRealms:
- name: "GeneratedKeystore"
serverldentities:
ssl:
keystore:
alias: "server"
generateSelfSignedCertificateHost: "localhost”
path: "server.p12"
password: "secret”

412.TLSNN—=Ya VB L UVBESAA— MDERE
SSL/TLSEB{tAZFERLTCT /A1 XAV hDEF 1Y T4 —%RETZHBEE. HFEDONN—23 VD

TLS 7O b3l E, 7OMIIKHOEHEDESAA — M &FEHAT % & 5 IC Data Grid Server #58E T X
i_a_c

FIig
1. Data Grid Server REZ=HWVWTIREL X,

2. engine 3% % Data Grid Server ® SSL EXEIEML 9

3. enabled-protocols B %= FD1 DU LD TLS NN—Y 3 v &ERAT 5 & S IC Data Grid Z % E
LE7d,
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Data Grid Server i&, T 72 MTTLSN=Y 3V 128LP13 5 R—KNLFT, %2575
BEI., V547 MNERBEDOEX 2T —7ORNINVEFIBRT B72HIC, TLSVI.3 DA %%
ETEEY, DataGrid l&, TLSV1.1 DEMEZHE L TWEHA, ThiEk, YR— NDFIR
InFFnZyOrILT, EFa) T4 —REHIFBONSTT, 1LYFHLANA=I3 2D TLS
EEMICTEHIEIITEERA.

DI

==
[=]

Data Grid Server M SSL engine X E = A8 ¥ 2355 (d. enabled-

protocols BMEAFERA L TTLS N—Y a3 Y ABERMIERET Z2HENH Y
¥ 9, enabled-protocols EZ&EMET 5L, TRNTDTLS/N—TYavH
FINET,

I <engine enabled-protocols="TLSv1.3 TLSv1.2" />

4. enabled-ciphersuites B (TLSv1.2 LLF) & & U enabled-ciphersuites-tls13 B (TLSv1.3)

5

SSLTVIV®

XML

EZFERALT, 1DFLIIEHRDESAAI—MNaERT5LDICDataGrid #5%EL F T,
FRTEFEDTONIIMEE (B HTTP/2 ALPN) 24 R— F T 3SR/ —bMERELTW
L EEERTIVLELNHY FT,

EEEREICRELET,

JL ==
X AE

on

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>

<security-realm name="default">
<server-identities>
<ssl>
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"/>
<!I-- Configures Data Grid Server to use specific TLS versions and cipher suites. -->
<engine enabled-protocols="TLSv1.3 TLSv1.2"
enabled-ciphersuites="TLS_AES_256_GCM_SHA384,TLS_AES 128 _GCM_SHA256"
enabled-ciphersuites-tls13="TLS_AES_256_GCM_SHA384"/>
</ssl>
</server-identities>
</security-realm>

</security-realms>
</security>
</server>

JSON
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{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {
"alias": "server",
"path": "server.p12",
"password": "secret"
b
"engine": {
"enabled-protocols": ["TLSv1.3"],
"enabled-ciphersuites": "TLS_AES_256_GCM_SHA384,TLS_AES_128 GCM_SHA256",
"enabled-ciphersuites-tls13": "TLS_AES 256_GCM_SHA384"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
alias: "server"
path: "server.p12"
password: "secret"
engine:
enabledProtocols:
-"TLSv1.3"
enabledCiphersuites: "TLS_AES 256_GCM_SHA384,TLS AES 128 GCM_SHA256"
enabledCiphersuitesTls13: "TLS_AES_256_GCM_SHA384"

4.2. FIPS 140-2 B DES A FHT 5 A7 LA TOD DATA GRID SERVER
DEXTE

FIPS (Federal Information Processing Standards) & l&. KEEHRBFO IV E1—5—Y X T LDIFHE
BELUTHA R4 VT, FIPS IFKEEBBBNMERT2LHICHAFEINLZEOTT D, EEERMAD
ZLRBENICINODFREZFRLTVWET,

FIPS140-2 13, BB EY a2 -T2 EFa) 71 —EBEHfE2EELTCVWET, REDIDKEF2 )
FA—TONA YT —%FRHT BT ET, FIPS140-2 E#RICENT 2ESEAREFHT 5 L D IC Data
GridServer #38&8ET D ENTEXFE T,

BEFR
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e Java PKCS#N SO/ ¥ —

® The Legion of the Bouncy Castle cryptographic provider

421.PKCSNEES O/N4 ¥ —DERTE

SunPKCS11-NSS-FIPS 7 O0/84 # —TPKCSNF—RX N7 AEET 5 &, PKCSNEES{LTO/NA 45—
BERETEET,

AR

o FIPSETE—RAICVATLERET D, YATALADFIPSET—REZBEMIILTWLWEHNE D HIE,
DataGrid A Y RS4 v 4A( 4% —7 x4 X (CLI) T fips-mode-setup --check 1< >~ K& F
792 ETHRETEEY,

e certutil V—ILEFARALT, YATLLEDNSS T—IR— %L L F T,

e SunPKCS11 7O/NA ¥ —%GMIZT 5L D IC java.security 7 7 1 L &EERE L 72 JDK % 1 ~
AM=ILLET, 2OTANAF—|E, NSST—IR—RESSL FONSA F—%ELZET,

o NSST—4R—ICEAEA I VA M—ILLZET,

pa )

OpenSSL 7O/NA ¥ — I FREVEE L ETH. PKCS#N X M T7H STFEAZIG
TBH5IEIFTETEA, FIPS T, FIPSERDESEY 2 —IHLESEIN TV
WEDIT IV ZAR—bETOY 2 LTWB7&H, FIPSE— KTIE TLS FA®D OpenSSL 70
NAY—%FATZIEIETETEHA., REIFFIC -Dorg.infinispan.openssi=false 5|4
T OpenSSL 7ONA ¥ —% BT B ENTEET,

FIig
1. Data Grid Server REZ=HWVWTIREL XY,

2. server-identities £& % Data GridServer E¥ 2 ) 714 —LJLALITEML £,
3. SUnPKCS11-NSS-FIPS 7O0/3( ¥ —TPKCSN ¥ — R M7 %BEL T,
4. BEEREIHRELET,

F—RANT7DHRE

XML

<server xmins="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<!-- Adds a keystore that reads certificates from the NSS database. -->
<keystore provider="SunPKCS11-NSS-FIPS" type="PKCS11"/>
</ssl>
</server-identities>
</security-realm>
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</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {

"provider": "SunPKCS11-NSS-FIPS",
"type": "PKCS11"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
provider: "SunPKCS11-NSS-FIPS"
type: "PKCS11"

4.2.2.Bouncy Castle FIPSEES 7' 0/N1 ¥ —DE&E

Bouncy Castle FIPS (Federal Information Processing Standards) B 51t 7’0/34 4 —I%. Data Grid
YP—N—DRETHRETDHIENTEIXT,

BIRS Y
o FIPSTE—RAICVATLERRET D, YATALADFIPST—REZBEMIILTWLWEHNE D hIE,
DataGrid A Y RS4 VA4 > #%—7 x4 X (CLI) T fips-mode-setup --check 1< >~ K& F
T4 ETHRETEEY,

o FIRAZEZESLBCFKSHADF—ZA M7 ZFERLE T,

FIR

1. Bouncy Castle FIPSJAR 7 7 1 L% % > O— K L. Data Grid Server 4 ~ XA h—)LF®D
serverllib 71 L7 M) —IZT7 74 EBMLTLEI W,
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2. Bouncy Castle #4 Y A b—J)L$ 3ICIE, install A¥ Y KEETLET,

I [disconnected]> install org.bouncycastle:bc-fips:1.0.2.3

3. Data Grid Server &8 E 2RV THREL X7,
4. server-identities &% Data GridServer ¥ 21 74 —LJLAIZEML 7,
5 BCFIPS 7O/NA 4 —TBCFKS¥—RX M7 % EELZT,
6. ZHEZREICHRELIET,
F—RA N7 DERE
XML

<server xmins="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<!-- Adds a keystore that reads certificates from the BCFKS keystore. -->
<keystore path="server.bctks" password="secret" alias="server" provider="BCFIPS"
type="BCFKS"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {
"path": "server.bctks",
"password": "secret",
"alias": "server",
"provider": "BCFIPS",
"type": "BCFKS"

55



Red Hat Data Grid 8.3 DataGrid ¥ a Y51 —HhHA4 K

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
path: "server.bcfks"
password: "secret”
alias: "server"
provider: "BCFIPS"
type: "BCFKS"

43. 754 7 NFBRERIEDRE

Data Grid Server " HE TLS 2R LTI SA 7Y MEHEOEX 1) T4 — %R ETHLDOICEELFE
-a—o

RSANIANTDIEBEEN LI ZAT 2V MIDAWRIET B LD IC Data Grid 238 E T B I1iE. LLTFD 2
D2DHELHY T,

o EEILFRIRE (CA) T%é%%uﬁﬁﬁiw&b‘ FNENSAMNAKNTTHABETYT, CAICEDT
ELINABAEAIRTTSE7 7147 ML, DataGrid ICERTITE T,

o EBHFMAEFEICMA T, INTDI 47V MIRENS iné NSAMNZKNTHBETY, b

SAMNZANTVILGEETZ2BRBHIIBREZRTIIZD V5147 bDHH Data Grid ICEHET =
i’a—c

7
FSAMAMNT7ZRETEZRDYIC, HEV AT LAGRAZZFERATEIT,

AR

o CAGIFAZF/LRBINTORAREMEOVWT NI ZECISA TV MNSRA NI MNP 2R L F
-a—o

e Data Grid Server DF¥ —X M7 Z{E L. SSL/TLSPA TV T4 74 — %2R ELFT,

Pz

PEM 7 71 JLIE. 1 DL EDIEAENEFEFNE NS AMA N7 ELTERATEEY, 2
. NSDONZ 7 MRKMTIE ZZED/RRT— K password=""TRET 2HENHY £T,
FE

1. Data Grid Server 5% E= W TIHREL £,
2. require-ssl-client-auth="true" /X5 X —% —% endpoints FZEIEML £,

3. 2547 M>3R KMNA M7 % $RHDG_HOME/server/conf 71 L7 M) —IZEBML £ 9,
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4. Data Grid Server ¥ a2 1) 74 —LJLLAFRET. truststore 2R D path & & U password EE
ZEELXT,

5. Data Grid Server T& 7V 54 7~ MEEAE % FR5L 9 535513, <truststore-realm/> EXR% 2
F¥al)Fqa—LILAIEBMLET,

6. REZREIRTFLET.

RDRTY

o TXxa)F4—O—IBLUVNRN—Iv>arTT7IEREHEHT S5E1E. Data Grid Server
BRET, V247V MIBHE 2 FA L TEBRZRELX T,

o U547 MNagkE L. DataGridServer & SSL/TLS #EfixaxI>IT— kL X7,

XML

<server xmins="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="TrustStoreRealm">
<server-identities>
<ssl>
<!I-- Provides an SSL/TLS identity with a keystore that
contains server certificates. -->
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
keystore-password="secret"
alias="server"/>
<!I-- Configures a trust store that contains client certificates
or part of a certificate chain. -->
<truststore path="trust.p12"
relative-to="infinispan.server.config.path"
password="secret"/>
</ssl>
</server-identities>
<I-- Authenticates client certificates against the trust store. If you configure this, the trust store
must contain the public certificates for all clients. -->
<truststore-realm/>
</security-realm>
</security-realms>
</security>
<endpoints>
<endpoint socket-binding="default"
security-realm="trust-store-realm"
require-ssl-client-auth="true">
<hotrod-connector>
<authentication>
<sasl mechanisms="EXTERNAL"
server-name="infinispan"
qop="auth"/>
</authentication>
</hotrod-connector>
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<rest-connector>
<authentication mechanisms="CLIENT_ CERT"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "TrustStoreRealm",
"server-identities": {
"ssl": {
"keystore": {
"path": "server.p12",
"relative-to": "infinispan.server.config.path”,
"keystore-password": "secret"”,
"alias": "server"
b
"truststore”: {
"path™: "trust.p12",
"relative-to": "infinispan.server.config.path”,
"password": "secret"

}
}
b
"truststore-realm": {}
1]
b
"endpoints": [{
"socket-binding": "default",
"security-realm": "TrustStoreRealm",
"require-ssl-client-auth™: "true",
"connectors": {
"hotrod": {
"hotrod-connector": {
"authentication™: {
"sasl": {
"mechanisms": "EXTERNAL",
"server-name": "infinispan”,
"qop": "auth”
}
}
3
"rest": {
"rest-connector": {
"authentication": {
"mechanisms": "CLIENT_CERT"

}
}
}
}
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YAML

server:
security:
securityRealms:
- name: "TrustStoreRealm"
serverldentities:
ssl:
keystore:
path: "server.p12"
relative-to: "infinispan.server.config.path"
keystore-password: "secret"
alias: "server"
truststore:
path: "trust.p12"
relative-to: "infinispan.server.config.path"
password: "secret"
truststoreRealm: ~
endpoints:
socketBinding: "default"
securityRealm: "trust-store-realm”
requireSslIClientAuth: "true"
connectors:
- hotrod:
hotrodConnector:
authentication:
sasl:
mechanisms: "EXTERNAL"
serverName: "infinispan”
qop: "auth"
- rest:
restConnector:
authentication:
mechanisms: "CLIENT_CERT"

ESPERoE:H
® HotRod 7547 hDESILDERE

® Using Shared System Certificates (Red Hat Enterprise Linux 7 Security Guide)

4.4.7 547 MNEFAEZERA L2 EKRDKRE

V54TV NEBRERIMEBEMICTDE, V547 MNEET Data Grid A—H—RELIEHREIBET
MHEIBRLCRYES, DFY, O—IL%ETS4 7> MEEEZED Common Name (CN) 7 1 —JL K IZEE
HFoREAHY £,

AR
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o US4 7Y MI, RRAEFXLIFHAEF = —D— BFEIT AR CASERE) owgFhh
heaFEhdJavaF—ANT7ERBFELET,
o USA T NIEBBERAETT 5L D IC Data Grid Server #88E L 9,
FIig
1. Data Grid Server REZ=HRWVWTIREL XY,
2. ¥ a) 714 —&ERE%E T common-name-role-mapper = &%IC L £ 7,
3. U547V NEREHN S Common Name (CN) I, B RERE/FOO—ILEFYHTET,
4. BREEZREICREFELEY,
9547 MBS EAEERTE
XML
<infinispan>
<cache-container name="certificate-authentication" statistics="true">
<security>

<authorization>
<!I-- Declare a role mapper that associates the common name (CN) field in client certificate trust

stores with authorization roles. -->

<common-name-role-mapper/>
<!I-- In this example, if a client certificate contains "CN=Client1" then clients with matching

certificates get ALL permissions. -->

<role name="Client1" permissions="ALL"/>
</authorization>

</security>
</cache-container>
</infinispan>

JSON

{

"infinispan: {
"cache-container": {

60

"name": "certificate-authentication”,
"security": {

"authorization™: {
"common-name-role-mapper": null,
"roles": {

"Client1": {
"role": {
"permissions": "ALL"



YAML

infinispan:
cacheContainer:
name: "certificate-authentication”
security:
authorization:
commonNameRoleMapper: ~
roles:
Clientt:
role:
permissions:
- "ALL"

$AE TLS/SSLEES{bD%
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B5E £+ — 2 N 7A®D DATA GRID SERVER 2B DR TF

AERH —E R ITIE, Data Grid Server TOEREEICEREIIBHRAIMETY, AT — RAREDEHRLTF R
NSCFHAIRET BICIE. TN D% DataGridServer 8E 7 7 A1 JLICEEENNT 2D Tld/ia <. RiFFE
WEF—AMNTIEMLET,

RIS, T—IR—ZAPIDAPTA LI N —REDY—EREEHZAWEILTE-OD/IAT— RAaES
b9 2L, DataGridServer 5 Ed 32 ENTEZET,

BF

$RHDG_HOME/server/conf D /L —>FF XA RD/IXAT— RIZBSELINhFH A, K
ART 7AWV RATFLANDHEHIRY 7V CAEEFEF DODITRTOI—F—THT Y M.
TL—VFFRAMNDIRRT—RERTRTEET,

mu|ﬁ$ ARNTIENRZAT—RTREINLZRANTPESIE/SRAT—RTTH, KA K
FAWVATLANDEZI LI TV EAEFE D> A—H—ThHho v ML, F—ZMT7H
%%&@AT%C&ﬁﬂ%TTQ

Data Grid Server DFREFEHR % T2 ICIR#E T 5 1IE. Data Grid Server 258 EH L OE1T
TEB2A—YHY—THI Y MNIDHRAEZT IR EFETIHELHYET,

51 BEIEHRF—ANTOEY N7y T

Data Grid Server 7 7 2 A DRIIEHR =BT B2F—A N T EERLZE T,
FRELERF—RAMT7ICIE, BEIEINIENRRAT—RICEETZIIA ) T7ARDERCESTIDEEFNFE
T F—RANTOEKRZIC. T—IR—REHRT IR EDERBEICTA Y TRAAIEELEFT, TD
#%. Data GridServer I&, Y —ERADREAEHITT D EZIL, F—ARNTHSZEDIA YT ADINR
7—RK%EESILLET,

BERBEDIA)7A%ZFERALT. BELGHOREBTRF—A M2 FRTEEY,

FIR

1. SRHDG_HOME T4 —IX I ZHE XY,
2. ¥— A M7 H{EHK L. credentials I~ RA&{FA L CEREFIERAZEML F 7,
BV b

FTI7F2ILETIE, F—AMT7DY A FIEPKCSI2 T, F—AMTPDTF 7L NOERICET
%ML, help credentials #=1T L X7,

ROBlE, /827 — K changeme FIC dbpassword DTA ) 7R =ELF—A N7 AEKT 3
FEERLTWET, ¥—2 F7OERBEIC, -pEIREFEALTEF—ZA R TD/RZT— Kb
Ebi’a—o

Linux

I bin/cli.sh credentials add dbpassword -c changeme -p "secret1234!"

Microsoft Windows
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I bin\cli.bat credentials add dbpassword -c changeme -p "secret1234!"
3IANTANF—AMTICEMINTVWS I EZHEBLET,

bin/cli.sh credentials Is -p "secret1234!"
dbpassword

4, FVBIERF—AMNT7EEHRETSELDICDataGrid 258 ELE T,
a. credential-stores ;X EDRIIIBEHRF—A N T DRFIE G EIREL X T,

b. credential-reference ;X CRAIIEHRF—RA N T EIA YT RAZEBELZ T,

(D S
credential-reference (X EDEMLIZA > 3 VT,
e storeld. BHOF—ARNTHLDHEBEICOAMNETT,

e aliasld, ¥F—RAKT7ICEHDIA ) T7ANEENEHEICOHIBETT,

5.2. SRHEHRF—A N T DERE
ZDMEw U Tld, Data Grid Server 53 EDEREEIBEHRF—A N7 DOHIZEREAL £ 9,

SEIERF—RA N7
XML

<server xmins="urn:infinispan:server:13.0">
<security>
<l-- Uses a keystore to manage server credentials. -->
<credential-stores>
<I-- Specifies the name and filesystem location of a keystore. -->
<credential-store name="credentials" path="credentials.pfx">
<!I-- Specifies the password for the credential keystore. -->
<clear-text-credential clear-text="secret1234!"/>
</credential-store>
</credential-stores>
</security>
</server>

JSON

{

"server": {
"security": {
"credential-stores™: [{
"name": "credentials”,
"path": "credentials.pfx",
"clear-text-credential™: {
"clear-text": "secret1234!"
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YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:
clearText: "secret1234!"

F—8Y— s
XML

<server xmIns="urn:infinispan:server:13.0">
<data-sources>
<data-source name="postgres"
jndi-name="jdbc/postgres">

<!I-- Specifies the database username in the connection factory. -->

<connection-factory driver="org.postgresql.Driver"
username="dbuser"
url="${org.infinispan.server.test.postgres.jdbcUrl}">

<!I-- Specifies the credential keystore that contains an encrypted password and the alias for it. --

<credential-reference store="credentials"
alias="dbpassword"/>
</connection-factory>
<connection-pool max-size="10"
min-size="1"
background-validation="1000"
idle-removal="1"
initial-size="1"
leak-detection="10000"/>
</data-source>
</data-sources>
</server>

JSON

{

"server": {
"data-sources™: [{
"name": "postgres",
"indi-name": "jdbc/postgres”,
"connection-factory™: {
"driver": "org.postgresql.Driver",
"username": "dbuser",
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B

"url": "${org.infinispan.server.test.postgres.jdbcUrl}",
"credential-reference": {

"store": "credentials",

"alias": "dbpassword"

YAML

server:
dataSources:
- name: postgres
jndiName: jdbc/postgres
connectionFactory:
driver: org.postgresql.Driver
username: dbuser
url: '${org.infinispan.server.test.postgres.jdbcUrl}'
credentialReference:
store: credentials
alias: dbpassword

LDAP ik
XML

<server xmins="urn:infinispan:server:13.0">
<security>
<credential-stores>
<credential-store name="credentials"
path="credentials.pfx">
<clear-text-credential clear-text="secret1234!"/>
</credential-store>
</credential-stores>
<security-realms>
<security-realm name="default">
<!I-- Specifies the LDAP principal in the connection factory. -->
<ldap-realm name="ldap"
url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org">
<!I-- Specifies the credential keystore that contains an encrypted password and the alias for it. -

<credential-reference store="credentials"
alias="ldappassword"/>
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON
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{

"server": {
"security": {
"credential-stores™: [{
"name": "credentials”,
"path": "credentials.pfx",
"clear-text-credential™: {
"clear-text": "secret1234!"
}
H,
"security-realms": [{
"name": "default”,
"ldap-realm": {
"name": "ldap",
"url": "ldap://my-ldap-server:10389",
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"credential-reference": {
"store": "credentials",
"alias": "ldappassword"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:
clearText: "secret1234!"
securityRealms:
- name: "default"
ldapRealm:
name: ldap
url: 'ldap://my-ldap-server:10389'
principal: 'uid=admin,ou=People,dc=infinispan,dc=org'
credentialReference:
store: credentials
alias: Idappassword



FEOE IV FARI— MV RAKR— hDOBESIE

FOE VTR — NV RAR—MDESIE

J—RPBEEBEINIAYE—JEBETEDLDIC. VTRI—INSVRAR—bERELET, &
7‘;\ EJ-jJ R ’rT/T’fT’f_%*#j/_I\o)fyib\ﬁbu—c%éctjt‘—\ DIEEHEDILDIE§5§¢?_§—6J:7‘L_
DataGrid V S A9 —%RET DI EEHETEET,

6LTLS 7ATVTAT4—%FALILISRY—MNSVRR—FDtEF2
71k

SSL/TLS 74T 74714 —% DataGridServer 2F¥a ) 71 —LIJILAITENML, IhEFERALTY
Z2A9—FNZVRAR—bEEFa2T7ILZET, DataGridServer 7 5 RH—D ./ — RiE, SSL/TLS FEEA
EAXHLT, JORAYA ML TV T =2 a Vv ERET DHBAD RELAY X v £—Y &S JGroups
Xyte—YZBESLLET,

AR SR

® DataGridServer 7 5 A9 —%A4 VA=) LET,

Fg
L1 DDEREEHIEFNB TLSF—A M7 AERH L. Data Grid Server Z8EL X9,
PKCS#1 £ 713 PKCS#8 e D& HE. SEAE. B L UVED/ARXT— K TH % password=""
NPEFNhTWBIHEEIX. PEM 7740 A2EATR2EHTEET,
Pz -

$—2 N7 OEBHENNBRER (CA) TELINTWAWNEAIR. BAIHE
FERABBOVTNANEEINSG NS MNR NTEERT ZHEEHY LT,

L

2. ¥—X b 7% $RHDG_HOME/server/conf 71 L7 M) —IZEBML £ 9,

3. ¥F— A M7 % Data GridServer S REDFH LWEF 2T 1 —LILAITEMLET,

BF

Data GridServer TV RIRA VY DIV S RI—KSVAR—KERBLEF2Y
TA—LILEFRALAVWEDIC, BEEAODF—AMNT7EEFa2)T1—LILLE
BT 2B HY FT,

<server xmIns="urn:infinispan:server:13.0">
<security>
<security-realms>
<security-realm name="cluster-transport">
<server-identities>
<ssl>
<I-- Adds a keystore that contains a certificate that provides SSL/TLS identity to
encrypt cluster transport. -->
<keystore path="server.pfx"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"/>
</ssl>
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</server-identities>
</security-realm>
</security-realms>
</security>
</server>

4. server:security-realm B\ TEF 1Y T4 —LILLADERIZEEL T, EF¥aYF1—LIA
HEEATEEIICVIRI—FNSIVRAR—PEBRELET,

<infinispan>
<cache-container>
<transport server:security-realm="cluster-transport"/>
</cache-container>
</infinispan>

R

Data Grid Server #8813 5 &, UTOOATX v E—J I ISRI—DBISRAI—MNSVRAR—MICE
FalFT4—LILLEFERALTWSEZEZRLET,

I [org.infinispan.SERVER] ISPN080060: SSL Transport using realm <security_realm_name>

6.2. JGROUPS FlE={t 70 k)L

VA= 274 v 0DEF2) T4 —%FR#ETHICIE, DataGrid / —RZFREL. ¥—2L v b
F—TJGroups X vz—IR1O—-REES{ILLET,

Data Grid / — Fid. UTFOWIFNAD ORBRENMSTEET,
o I—F 4 x—4%—/— N (GEFESI)
o HEX—Z N7 (HFFESIL)

A—7T4 x—49—/— DS ORBRONSG

JEXFIREE 51L&, Data Grid 58ED JGroups A4 v 2 (C ASYM_ENCRYPT 70O k JJL%&3EH L TR
ESbERELET, TNICLY, DataGrid 7 5 R4 —Ex>—J Ly hF—%ER L TERHETEE
_a—o

BF

FENME S ZFERT 25613, / — KD EERRERAIZETL. ¥ —7 I/ v hNE—%R
LIIRBTEDLIDICF—RANTEZRBETIBEBELHYET, ThilLY., FEHE
(MitM) MEN LV 29 —IMREINE T,

FERFESILIE. UTDEIICISAY— S T4y oDEF2T1—%RELZET,
1. DataGrid 75249 —D8HD/ —RTHB2A—FT 1 x—49—/—RiF, WBREERLET,
2. BN/ — K&, =T 4 x—9—CDIAEFAAETL T, HEICID #MREELE T,

3.8M/—KiE, =T 4 x—=9—/—RNIIMEREEERLET., TOEXICTIE, M/ — KD
NEEILEFNTVWET,

4. A=Ta4Rr—49—/— K& WEREZLRBTHESLL. SN/ —RFIORLET,
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5. 5/ —RNIMFEEEZESLTA Y AMN=ILLET,
6. /—RIZVSRI—ICBML. MBETAvE—VAEESELBLVESILLLET,

HEX—X N7HS5OMBRONEG

WIREES1biE. Data Grid B2 ED JGroups 24 v 2 (Z SYM_ENCRYPT 7’00 b O JL% BN L THIREES
EERELET, INICLY, DataGrid V5 R9—Id, BELALF—RAMNTHOMBRENGBTEE
ER

1. J— R, BEIFFIC DataGrid 27 SANZADF—RANTHOOFMBEEEA VAN —ILLET,
2. /J—RIZVSR9—I8ML., MBETAYytE—VEESIELELVTESLELET,

FERFRES S b & HHFEF S D H#

FEBAZEFREE = D ASYM_ENCRYPT (&, SYM_ENCRYPT & LEE L T, BES{LDENMDEZRMH L £
T, WBROI—T 4 Rr—49—/—FNDVIIANZBEELTEIF—IANTERHLZF T, Data
Gridid, ZD¥—2 Ly hF—ZBBNICERL. 75RI9— 5T 1 v 7 Z0E L, BEBDEME
ICHEELE Y, LEXE /—RDBENZBAICHEDOY— I Ly M F—ZERTBLIICITRY—
ERETEEY, IhICLY, /—FHEIRAEEEEZEE L THWF —TEMTERLRYEY,

—7%. SYM_ENCRYPT (& ASYM_ENCRYPT &Y £ &&ETY, /— KNV SRY——FT1x—4%—
EFXF—ERBTDIUENGRVWLHTY, SYM_ENCRYPTADBENGRKUEL, FTRAI—DX 2 /N—
Sy TOBEBICHRY — oLy NF—ABBNICERT BLOORENANI ETT, 1—F—I
J—RBOSRE— 574y VEESET BOIEATE oLy hF—EER L TEAT 5 BE
By ET,

6.3. FNMEBILZFERALLISTAI— I VAR—bDEF2T1L

DataGrid 7 5 A9 —%5&E L. JGroups X v —Y%BESLTE>—7 Ly bF—%4EMKL CTEBAEL
i_a—o

FIR
1. DataGrid "/ — KD ID Z1REETED L D ICT BEAEF T — VY THF—A MNP 2L F T,

2. VSR —HNDE /) —RDIVZANRRICF—ANTA2BELET,
Data Grid Server D& 1. $RHDG HOME T4 LY M) —ICF—RA N7 AEBREBELE T,

3. LTFofID &£ S, SSL_KEY _EXCHANGE 70O b OJL& &1 ASYM_ENCRYPT O k3L
% Data Grid 52D JGroups X% v ZIZEML T,

<infinispan>
<jgroups>
<!I-- Creates a secure JGroups stack named "encrypt-tcp” that extends the default TCP
stack. -->
<stack name="encrypt-tcp" extends="tcp">
<I-- Adds a keystore that nodes use to perform certificate authentication. -->
<I-- Uses the stack.combine and stack.position attributes to insert
SSL_KEY EXCHANGE into the default TCP stack after VERIFY_SUSPECT. -->
<SSL_KEY_EXCHANGE keystore_name="mykeystore.jks"
keystore_password="changeit"
stack.combine="INSERT_AFTER"
stack.position="VERIFY_SUSPECT"/>
<I-- Configures ASYM_ENCRYPT -->
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<I-- Uses the stack.combine and stack.position attributes to insert ASYM_ENCRYPT into
the default TCP stack before pbcast NAKACK2. -->
<I-- The use_external_key exchange = "true" attribute configures nodes to use the
‘SSL_KEY _EXCHANGE" protocol for certificate authentication. -->
<ASYM_ENCRYPT asym_keylength="2048"
asym_algorithm="RSA"
change_key_on_coord_leave = "false"
change_key_on_leave = "false"
use_external_key_exchange = "true"
stack.combine="INSERT_BEFORE"
stack.position="pbcast. NAKACK2"/>
</stack>
</ijgroups>
<cache-container name="default" statistics="true">
<!I-- Configures the cluster to use the JGroups stack. -->
<transport cluster="${infinispan.cluster.name}"
stack="encrypt-tcp"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>

REE

DataGrid 7 S A4 —%EEIL/ME. UTFOOT Xy E—Jlk, 25X =21+ 277 JGroups R
Fy P EFRALTWSZEERLTVWET,

[org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack
<encrypted_stack_name>

Data Grid / — KX ASYM_ENCRYPT Z#f#FH L TW2BEDH YV T AH —ICBMTE, I—7T 14 X—
H—/ =Koy —JLy hF—ZMRBTEEY, THUADIFZEIK, RDX v E—I % Data Grid A
TJICEZTAFTNIY,

[org.jgroups.protocols.ASYM_ENCRYPT] <hostname>: received message without encrypt header
from <hostname>; dropping it

ESPERoE

® JGroups 4 Manual

® JGroups 4.2 Schema

6.4. WHESILEFERB LIV SRIY— NSV RR—FMDEF 271t
BELLEF—AMNTHOOOMBEAFEHRL T JIGroups X v E2—V%BESIET 5L D IC Data Grid 7 5 R
Y—%ZELXT,
FIR

L =0V Ly bF—DEEFNZF—ANTZERLET,

2. VSR —HNDE /) —RDIVZANRRICF—ANTA2BELZET,
Data Grid Server D& &, $RHDG HOME T4 L M) —ICF—RA N7 EBREBELE T,
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3. Data Grid 3#E®D JGroups 2% v 7 (Z SYM_ENCRYPT 7O hJL&EML E T,

<infinispan>
<jgroups>
<!I-- Creates a secure JGroups stack named "encrypt-tcp" that extends the default TCP stack. -->
<stack name="encrypt-tcp" extends="tcp">
<!-- Adds a keystore from which nodes obtain secret keys. -->
<I-- Uses the stack.combine and stack.position attributes to insert SYM_ENCRYPT into the
default TCP stack after VERIFY _SUSPECT. -->
<SYM_ENCRYPT keystore_name="myKeystore.p12"
keystore_type="PKCS12"
store_password="changeit"
key_password="changeit"
alias="myKey"
stack.combine="INSERT_AFTER"
stack.position="VERIFY_SUSPECT"/>
</stack>
</ijgroups>
<cache-container name="default" statistics="true">
<!I-- Configures the cluster to use the JGroups stack. -->
<transport cluster="${infinispan.cluster.name}"
stack="encrypt-tcp"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>

REE

DataGrid 7 S A4 —%EEIL/ME. UTFOOT Xy E—Jlk, 75X =21+ 277 JGroups R
Fy P EFRALTVWSZEERLTVWET,

[org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack
<encrypted_stack_name>

Data Grid / — Ki&. SYM_ENCRYPT zfFAH L. HEF—XAMNT7HHY—V Ly NF—ZEEBTE S
BEICRY VSR —ICBMTEET., ThUADEBEEIE. ROX v tE—IH DataGrid AT ICE XA
FhZEd,

[org.jgroups.protocols.SYM_ENCRYPT] <hostname>: received message without encrypt header from
<hostname>; dropping it

ESPERoE:H

® JGroups 4 Manual

® JGroups 4.2 Schema
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$F7%Z DATAGRID R— B L 7O Ol

DataGrid &, ®2Y N7 —2ICTF—9%98L., AEI ATV NEROEREEILTE 5725, Data
GridhBRY N T—O " S T4 v 0 5NIBTEE-ODICERTIR— MBI TOMNINERBTINEN
HYFEd,

DataGrid #!) E— MY —N—=¢ LTEITITZHBEIE. 7747 04—ILENLTYE—NISAT YV
NaEFRI 2 BN HZIHZEDHY ET, AKIC. BmEPRY NT7—VDORIEZBECZHIC, Data
Grid /— KDV S RY—BEIFERATEIR—MN2FAEITIVNELHY ET,

7.1.DATAGRID SERVERR— hB L 7O balL

Data Grid Server (&, 22 7O0MNIINTDISA T NI RAEHFATERY NT—U TV RRA
VIMNERHELET,

Port Protocol Bl
11222 TCP Hot Rod & & U' REST
11221 TCP Memcached(7 7 # JU b Tld &
)
Bt

Data Grid Server (£, 12D TCP R— K~ 11222 TEHO 7O NI ERBELE T, 1 DDKR— b TEHK
D7OMNINENIETZE, BENBERIEIN, DataGrid VS5 R9Y—4A2F 704§ BEDOEEDEM
IHPBHINET, T/, 12OR—bAEFEATZE, X2y N7 —9 LOREBERRBEELHRICHI X
bhadid, E¥xaUrs—L@bINET,

Data Grid Server i&. 254 7Y HASDHTTP/11, HTTP/2, 8L U HotRod 7O M DI ER%E, X
FIFEFLAETE—DR—MENLTUNIEBLZET,
HTTP/11 7y 7L — KAy ¥ —

9547 M)V TR MIIE HTTP/1.1 upgrade N~y ¥ —7 1 —JL R%&3EI0 L T, Data Grid Server
EHTTP/ OEHmARIBTEE Y, WT, 254 7> 77 r—< 3 >4 Upgrade: protocol
ANy F—D4—ILREZEETEET, T IT. protocol (TH—/NN—T > RRA ¥ MIRY FT,

Application-Layer Protocol Negotiation (ALPN)/Transport Layer Security (TLS)

9S54 Ty MEKICIK, TLSEfFRENLTIOMNINERTY I — N %725 D Data Grid Server TV
KR4 >~ KD Server Name Indication (SN) ¥ v EV I hNEENF T,

T

Pz

TFVIr—oavid, ALPNIGREEEZ Y R— NS 2 TLS 24 75 —%ERT2ME
Y F£9, DataGrid I&. Java D WildFly OpenSSL /N1 > F 4 v & FERAL T,
Hot Rod M B &R H

HotRod ANY ¥ —%&EL V547V M) VTR ME, BEWICHotRod TV KRS ¥ MIILb—F 4 v
IhZxEd,

7101.DataGrid NS 74 v IVRHEDRY NTD—D T 7 AT 4#—ILDERE
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T74T794—)LIL—)L AL T, DataGridServer E9SA T NPT r—oavOBEO NS
T4y EHFALET,

FI7

Red Hat Enterprise Linux (RHEL) 7—2 27— 3 v Tl&k, & ZIE. LLTFD & S I firewalld & f#EF
LTR—=M1122ADIMZ 74 v IV AFRAITEET,

# firewall-cmd --add-port=11222/tcp --permanent
success

# firewall-cmd --list-ports | grep 11222

11222/tcp

XY ND)— O 2EKICERINDZ 7747 94— ILIL—ILAERET BICIE. nftables 1—F 14 )54 —%
FHETEFT,

W

SRER
o firewalld DFERAH L VERE

® nftables D{EHA

72.05R9—K8Z5T74 v IDTCP LV UDP ;R— b
DataGrid &, V75 AY—F SV RAR—=MAYEZ=IJILUTOR— K EFRALZT,

774 bDER—b Protocol

7800 TCP/UDP JGroups 7 5 A9 —/NA ¥ RiR—
[N

46655 UDP JGroups ¥ILFF v+ X b

JAAYA ML T 5—> 3y
Data Grid (. JGroups RELAY2 7O M JJLICUATDOR— M EFRALE T,

7900
OpenShift TE{TL TW3 Data Grid 7 5 X4 —D@E T,
7800
J—REDKNS 74 v VICUDP AL, 75 R9—BDONS74 v VICTCP 2R %1586,

7801
J—RBIOKNS 74 v PICTCPAFERHL, 75R9—BONZT74vIICTCP 2FHT 355,
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