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$ cat > infinispan-values.yaml<<EOF
#Build configuration
images:
server: registry.redhat.io/datagrid/datagrid-8-rhel8:latest
initContainer: registry.access.redhat.com/ubi8-micro
#Deployment configuration
deploy:
#Add a user with full security authorization.
security:
batch: "user create admin -p changeme"
#Create a cluster with two pods.
replicas: 2
EOF
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$ helm install infinispan openshift-helm-charts/redhat-data-grid --values infinispan-
values.yaml
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I --set deploy.replicas=3
Pod Bt LT, DataGrid 7 2 A9 —DIARTD/ —RPEBICERINTWE I &R LET,

I $ oc get pods -w
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deploy:
infinispan:
cacheContainer:
# [USER] Add cache, template, and counter configuration.
name: default
# [USER] Specify “security: null” to disable security authorization.
security:
authorization: {}
transport:
cluster: ${infinispan.cluster.name:cluster}
node-name: ${infinispan.node.name:}
stack: kubernetes
server:
endpoints:
# [USER] Hot Rod and REST endpoints.
- securityRealm: default
socketBinding: default
# [METRICS] Metrics endpoint for cluster monitoring capabilities.
- connectors:
rest:
restConnector:
authentication:
mechanisms: BASIC
securityRealm: metrics
socketBinding: metrics
interfaces:
- inetAddress:
value: ${infinispan.bind.address:127.0.0.1}
name: public
security:
credentialStores:
- clearTextCredential:
clearText: secret
name: credentials
path: credentials.pfx
securityRealms:
# [USER] Security realm for the Hot Rod and REST endpoints.
- name: default
# [USER] Comment or remove this properties realm to disable authentication.
propertiesRealm:
groupProperties:
path: groups.properties
groupsAttribute: Roles
userProperties:
path: users.properties
# [METRICS] Security realm for the metrics endpoint.
- name: metrics
propertiesRealm:
groupProperties:
path: metrics-groups.properties
relativeTo: infinispan.server.config.path
groupsAttribute: Roles
userProperties:
path: metrics-users.properties

14



plainText: true
relativeTo: infinispan.server.config.path
socketBindings:
defaultinterface: public
portOffset: ${infinispan.socket.binding.port-offset:0}
socketBinding:
# [USER] Socket binding for the Hot Rod and REST endpoints.
- name: default
port: 11222
# [METRICS] Socket binding for the metrics endpoint.
- name: metrics
port: 11223

DataGrid ¥+ v~ 1 DHE

deploy:
infinispan:
cacheContainer:
distributedCache:
name: "mycache"
mode: "SYNC"
owners: "2"
segments: "256"
capacityFactor: "1.0"
statistics: "true"
encoding:
mediaType: "application/x-protostream
expiration:
lifespan: "5000"
maxldle: "1000"
memory:
maxCount: "1000000"
whenFull: "REMOVE"
partitionHandling:
whenSplit: "ALLOW_READ_WRITES"
mergePolicy: "PREFERRED_NON_NULL"
#Provide additional Cache Manager configuration.
server:
#Provide configuration for server instances.

FyvvoarrvFL—»h

deploy:
infinispan:
cacheContainer:
distributedCacheConfiguration:
name: "my-dist-template”
mode: "SYNC"
statistics: "true"
encoding:
mediaType: "application/x-protostream
expiration:
lifespan: "5000"
maxldle: "1000"
memory:

&52% DATA GRID SERVER D%
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maxCount: "1000000"
whenFull: "REMOVE"
#Provide additional Cache Manager configuration.
server:
#Provide configuration for server instances.

P9SRAI—FFVRR—b

deploy:
infinispan:
cacheContainer:
transport:
#Specifies the name of a default JGroups stack.
stack: kubernetes
#Provide additional Cache Manager configuration.
server:
#Provide configuration for server instances.

BEEHR

® Data Grid Server 4 K

e Data Grid D& E
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$ oc get secret <helm_release_name>-generated-secret \
-0 jsonpath="{.data.identities-batch}" | base64 --decode

3.2. H A9 L1—H—DFREFIEERDIEN

Data Grid A —HY —FREIEHREEM L. V5 RIY—T IV EADEF21) T4 —E&KRE[H5T50-I/IL%E
YL TET,

FIR

1. deploy.security.batch 7 1 —JL K(C user create O~ >~ RAIEE L T, RAEBEREFRL F
ER

BERMA AR E R D1 —H—

17


https://access.redhat.com/documentation/ja-jp/red_hat_data_grid/8.3/html-single/data_grid_security_guide/

Red Hat Data Grid 8.3 Helm Z{#f L 7= DataGrid 7 S X4 —0DEIN R LUF7O4

deploy:
security:
batch: 'user create admin -p changeme'

HEOO—I KO D1—H—

deploy:
security:
batch: 'user create personone -p changeme -g deployer’
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deployer

application

observer

monitor

BEER

ALL_READ. ALL_WRITE,
LISTEN, EXEC. MONITOR.
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® DataGridtE*al)F14—HAK

3225V —7V Ly b EfERA L IcERORELIFEwRDEN

Cache Manager 24 7494 7L
DOHEIERE, $XTD/IN—I v
vavEFORA—N—1—H—,

application /Xx—3 v > 3>
ZT. DataGrid ') V — R & {ERK
BLTHIBRTEEY,

observer/X—3 v > 3 T
A. DataGrid ) Y —Z~D&HH
RYBLUVEZIAAT IV EADH
YEJ, T, ARXVIEY YR
VL, Y—NR=9RI0BLVTRY
VI NEERTTHIEETEE
ES

monitor /Xx—3 v ¥ 3 VI
Z. DataGrid ) Y —ZAADiRH
BRYT7IEAHY £,

Data Grid 7 5 24 —D#iEt & &
I~CEEY,

Aty —7 Ly b AL T, ERDREEER%Z DataGrid 7 229 —ITEMLE T,
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AR
e oc VATV NI H B,

FIE
1. SREEHRAEEMT 237 Y RN EF N 3 identities-batch 7 7 1 LA ERR L £§,

apiVersion: vi
kind: Secret
metadata:
name: connect-secret
type: Opaque
stringData:
# The "monitor" user authenticates with the Prometheus ServiceMonitor.
username: monitor
# The password for the "monitor" user.
password: password
# The key must be ‘identities-batch’.
# The content is "user create" commands for the Data Grid CLI.
identities-batch: |-
user create user1 -p changeme -g admin
user create user2 -p changeme -g deployer
user create monitor -p password --users-file metrics-users.properties --groups-file metrics-
groups.properties

2. identities-batch 7 7 1 LD OEREEY — I Ly M ZERR L E T,
I $ oc apply -f identities-batch.yaml
3. deploy.security.SecretName 7 1 —JL RIZEREE>— 2V Ly hZIBELZF T,
deploy:
security:

authentication: true
secretName: 'connect-secret'

4. DataGridHelm V) —X&5A VA MN—=JVEFERIEFT7YyTIL—RLZET,

3.3. FREE D RN L

l—ﬁ—beataGrld ’751’9-‘:7’7127\'6‘3\ le\ﬂ | #&%?ﬁ%ﬁ%ﬁ?‘:? &%? {’E’C%écj:’)‘\_l/
i’a—o

BF

OpenShift 7 2 A% — 0)9*’1575"91/ RRAYMITIVERATEZHEICIE. RiIA2HE
MICLARWTKEIY, ARRIBEORAEDOAZENICTIHVENDHY T,

FIE
1. default %2 ) 71 —LIJLLhH S propertiesRealm 7 1+ —)L R&HIBR L £,

2. DataGridHelm ) ) —X&AA VA N—=ILZEEZT7Yy TIL—RLET,
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34. %) 74 —E&EDEME
Data Grid A —H—A2"O—JLICEARRK EEDREFEAEITTEDLDICLET,

¥
1. null %= deploy.infinispan.cacheContainer.security 7 1 —JL KD{E&E L TEREL XY,
(D7 8
helm 7 5 14 7> kT --set deploy.infinispan.cacheContainer.security=null 5|${% {#fH L £

ER

2. DataGridHelm ) ) —X&AA VA N—=ILZEIEZ Ty TIL—RLET,
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BABERY NIV 7V ERADE

FBABERYNT—O9 T OV EBADEKRTE

DataGrid ¥ 7O XY hDRXRY NT—U 70 REH/BEL., WEXY hT—2H—ERICDWTHESR
L/i-a_o
41. %Yy NT7—2O~~DDATAGRID 7 5 A% —D /1~
DataGrid AV Y — LI L TNIC REST B LU HotRod TV RIRA VY MZT IV ERTESZ LI, Xy b
7 —% TDataGrid 7 SR —HFATEELIICLET, T7 4/ bTIE, DataGrid Fv¥— M
IW—RENLTT 7O AV MNERABELEZTTN, O—RKRNRNSYH—FLE/ —RER—FENLTISR
H—ANEATBELIIICEKRETEZTT, T TTAMA Y N ERY N —DICABET. REHIC
OpenShift 7 S A9 —FEIFHFEATES LD ICDataGrid F ¥y — M ARETEIEETEET,
Flia

1. deploy.expose.type 7 4« —JL RIZ, L FOWThhE2IEEL X T,

*Fav SR

Route I—hEFEHALTDataGrid #”BALET, &
NIFT 74 METT,

LoadBalancer O— KNS UH—H—E X% L T Data Grid
=RELET,

NodePort J—RR—=PMH—ER%EN LT Data Grid 2
BELZEY,

"(EDE) % v N7 —7%1C Data Grid #AB 9 % D % FERP
ICLET,

2. )b— bM%EN LT Data Grid 2 2F9 235415, 47> 3> & LT deploy.expose.host 7 1 —
IWRTRRANEGEERELZE T,

3. /J—RR—=PMH—ER%ZNLTDataGrid # AT 2G5HEIE. #7>avelT
deploy.expose.nodePort 7 1 —JL RTR—REIBELZX T,

4. DataGridHelm V) —X&5A VA MN—=JVEFRIFT7YyTIL—RLZET,

42. %y N — O H—EZXDEFMOEE
DataGrid 7 S A9 —ICEHRETE DL, XYy M7= —ERDOFEMZERELE T,
B2

o XYy NTJ—IZDataGrid 7S A9 —%2"FELTW3,

e ocVISA TV IDDH B,

FIE
LPFoa~xy ROWIFnhAFARALT, 2y NT7—IH—EXOFEMEZRISLE T,
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o JL— M%{EML T Data Grid 2 2Fd 254!
I $ oc get routes

o O—RNSYH—FiF/—RKR—IMF—EZX%ENL T Data Grid 2257 254!
I $ oc get services

43. %Y hT7—=UH—EX

DataGrid DF v — bk, RET7 V7 EAADT 74 DRy N —0H—EREFERLET,

Service Protocol

<helm_release_name 11222 TCP Data Grid Hot Rod & &

> WRESTTY RRA vk
NDT VR ERHLF
ERS

<helm_release_name 11223 TCP Data Grid X b 1) 7 A

s D7V A =RHELZE
ERS

<helm_release_name 8888 TCP Data Grid Pod R #%8

>-ping HICHRHEL, 758 —
T TEDLDICLE
ERS

UFDESIC, ARy hT—0 9 —EXDFMZNGETEIY,

$ oc get services

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
infinispan ClusterlP 192.0.2.0 <none> 11222/TCP,11223/TCP
infinispan-ping ClusterlP None <none> 8888/TCP
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5% DATAGRID 7 5 R 9 — D%
DataGrid 7 S A9 —DHRESH LT 7O 1IC, DataGrid AV Y —Jb, AV RSA VA VH—Tx
4 A (CLI). HotRod 754 7> b, £/IERESTAPI #FRL T E— MERAMITEET,
51.DATAGRID VY —ILADT7 V1R

AVY—ILT72EALT, FvvPaDER. BEEEDET. BL U DataGrid 7V 5 X9 —DER
EITWET,

Gl s
o Xy NJ—2IZDataGrid V2R —%2"FHLTW3,

o XY MNI—IH—ERDFMEZREL TV,

FIR

e $SERVICE_HOSTNAME:$PORT CEED 7SV H#—MHM5 DataGrid AV Y —ILICT7 V&AL
i-a_o
$SERVICE_HOSTNAME:$PORT %=, v N7 —% LT DataGrid 2{FHTE2HRAMNEZE
R—MNIESHBAFT,
52.OVY RSA VA9 —T x4 A (CLI) 2 L 7=k

DataGrid CLIZR LTIV SR —ICEHmL. Fv v a1DEK. 75 DERE. BEBEEZITVE
-a—o

AR
o Xy NJ—2IZDataGrid V2R —%2"FHLTW3,
o Xy NDJ—OUH—ERDOFMAERELTWS,

e DataGridV 7 bz 74D vO—K HhE, X474 7 DataGridCLI T4 AN E2—Y 3>
A& yvo—RKRLET,

¢ X175 47 DataGridCLITA AN Ea2a—>3vDzip7—HhA THKRKARN I 7MLV RT
LICEBRALET,

FIR

. cBIHDEELTRY ND)—VH—ERXRABEL T, DataGridCLI Z&&H L X9, UTICHI%
a_—\Lli-a—O

I $ {native_cli} -c http://cluster-name-myroute.hostname.net/

2. 7OV T MRRINT S, Data Grid DFEREEIEREAALF T,

3. MBI UTCLIBFZERITLET,
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)

Tab F—%#IH. —help3IHEZFEALT. MATRLT T avENLTTFRAMNERTL
i’a—o

4. quit AV FZFERALTCLIZRTLET,

BIER R

® Using the Data Grid Command Line Interface

5.3. OPENSHIFT TE{TINTW3S HOTROD 754 7~ b D%

Data Grid 7 2 X% —&[@ U OpenShift 7 5 X289 —TETLTW2 HotRod 7 54 7> &AL T,
JE—rFr v all77EALET,

Gl s
o RYKNT—IUH—ERDFEMEREBLTWS,

FIR

. 9547 NEET, DataGrid VS AY —DRERY NT—IH—ERDFMAEIEELE T,
UTFDZRERFTIE., $SERVICE_ HOSTNAME:$PORT (&, DataGrid 7 S A9 —~D7 V2R
PEFATINBZRAMNEBLIVOR—MERLET,

2. V547 bH DataGrid ICFR L CEREETE B £ D IC, FREIBHRAEIBELZF T,

3 MERKIGSLTIZFATYINDA YT )V Vv RERELE T,
OpenShift ETE{TEIMN S HotRod 7 54 7~ ME. Data Grid Pod DHRERIP 7 KL RICT7 ¥
EATEZD, FRODIVZFATVNDAVT) VTV RAEFERATEET,
T4 MDA VTP ATHS HASH _DISTRIBUTION_AWARE A#ESIhEzd, Ch
L&Y, 9547V MIVIIRAMNETSAR) —F—F—ICIW—FT 1 VT TEBLHIIR
Y, R74x—<VZAHPALLZET,

TOTSALICLBHEE

import org.infinispan.client.hotrod.configuration.ConfigurationBuilder;
import org.infinispan.client.hotrod.configuration.SaslQop;
import org.infinispan.client.hotrod.impl.ConfigurationProperties;

ConfigurationBuilder builder = new ConfigurationBuilder();
builder.addServer()
.host("$SERVICE_HOSTNAME")
.port(ConfigurationProperties. DEFAULT_HOTROD_PORT)
.security().authentication()
.username("username")
.password("changeme")
.realm("default")
.saslQop(SaslQop.AUTH)
.saslMechanism("SCRAM-SHA-512");

HotRod 754 7 N ANRFT 1 —
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# Connection
infinispan.client.hotrod.server_list=$SERVICE_HOSTNAME:$PORT

# Authentication

infinispan.client.hotrod.use_auth=true
infinispan.client.hotrod.auth_username=developer
infinispan.client.hotrod.auth_password=$PASSWORD
infinispan.client.hotrod.auth_server_name=$CLUSTER_NAME
infinispan.client.hotrod.sasl_properties.javax.security.sasl.qop=auth
infinispan.client.hotrod.sasl_mechanism=SCRAM-SHA-512

BIER R

HotRodJava 2 24 7Y N AHA R

5.4. OPENSHIFT DA ERTEITIN TS HOTROD 754 7 > b D#Ex

Data Grld 9529 —%FT70O4 LTW3B OpenShift 7 5 249 —DHERT INTW3B HotRod 75

VhEERALT, YE—MFr vy P allT7IEALET,

AR

FIR

2.

3.

XYy NT7—2(CDataGrid 7 A9 —%= 2L TW3,

XY NTD—OH—EROFEMEREBLTWS,

95472 MRET, DataGrid 7 5 X9 —DRERY hT—VF—EXDFMZEEL T,
AT DR EHITIE. $SERVICE_ HOSTNAME:$PORT (&, DataGrid 7 S A9 —~DT7 V2R
NEHFAINEZRANEELUVR— I ERLET,

9 A7 I\ 75(‘ Data Grid ‘:j.‘j- l/TDIb\D.I-.ET X 5& 9 ‘\-\ le\ﬂ | #E%?EE L i-a_o

BASICA VT VYV RZFERBIZLIICITAT VM 2RELET,

TOTSALICLBHEE

import org.infinispan.client.hotrod.configuration.ClientIntelligence;
import org.infinispan.client.hotrod.configuration.ConfigurationBuilder;
import org.infinispan.client.hotrod.configuration.SaslQop;

ConfigurationBuilder builder = new ConfigurationBuilder();

builder.addServer()
.host("$SERVICE_HOSTNAME")
.port("$PORT")

.security().authentication()
.username("username")
.password("changeme")

.realm("default")

.saslQop(SaslQop.AUTH)

.saslMechanism("SCRAM-SHA-512");
builder.clientintelligence(Clientintelligence.BASIC);
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HotRod 754 7 N ANRFT 1 —

# Connection
infinispan.client.hotrod.server_list=$SERVICE_HOSTNAME:$PORT

# Client intelligence
infinispan.client.hotrod.client_intelligence=BASIC

# Authentication

infinispan.client.hotrod.use_auth=true
infinispan.client.hotrod.auth_username=developer
infinispan.client.hotrod.auth_password=$PASSWORD
infinispan.client.hotrod.auth_server_name=$CLUSTER_NAME
infinispan.client.hotrod.sasl_properties.javax.security.sasl.qop=auth
infinispan.client.hotrod.sasl_mechanism=SCRAM-SHA-512

BIERHR

® HotRodJava 7 54 7Y hNAA KR

5.5.RESTAPIND 77X

DataGrid &, HTTP 254 7 M &{FH L THETEZ S RESTful 1 Y9 —T7 1 A %=RHFELZE T,
AR
e XYy NJ—/|CDataGrid 7S A —%AFELTW3,

o XY KNT—IUH—ERDFEMEREBLTWS,

FIR
e $SERVICE_HOSTNAME:$PORT/rest/v2 DEZED HTTP 7 54 7> N TRESTAPIICT 7t X
LEY,
$SERVICE_HOSTNAME:$PORT %Z, v 7 —% £ T Data Grid Z{ERATE SRR MG &
R—MIBEIHBXIET,
BIER R

® Data Grid REST API
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