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FEDIDICRY FT,

BE. 2y M7=V DOREIF. Web T H—0H—N—REDIZA TV NEATITONhET, 7257
T RGAEENE, Y—NN—=IC&Y IS4 T /h(v7h717®ﬁﬁ%mktbtl Y—) 2HFET
%5Z t%hbiTQ#—A DFREFFENE. VAT MIEYY—N— (XY NI—U T RLRATYHY—
N—DEFTZRELTVWSHEE) 2 ET 2 & &2ELET,

9547 MELOY—N—DREEIE, FFAEHN Y R— MNT BRI TIEIHY FHA, mEZIE =
EEABETDIAMAEEE LI, EFA—INAYE—VEDTIYIELZIZ, XvtE—JDEELEEDR
BECEEY, ERRIC, HTML 74 —LDT VY IVEBRIE, BREEZHNT 2AHRELHAEGHLET. €
DIBAZICL > THBNINIADN T A —LORBICAERE LI E WD IENERHETE T, BIEEICMA
T, EE5DGFEETVIINEREIHZBREOERBLEEZRIELET, TIVVILELIZ. BERENET
BEFA—NFLRI7+—LEZEZELTVWARWETRTDIEAREICLET,

D247V MR, BEAEDA VISR Y MEIBIVA NI RY NADXRY N7 —9F2 )
TA—DEERERTY, 7747V MRS, EIL2D0HADHY XY,

IRRT— FR—2 DGR
FEITANTOY ==Y T I TTE *7“—/\—/\0) VA %EME T HRIICERBINCEIE &
UNRRT—REBERTZIET, 7547V bREEZRFALE Y,

SEEAZE~R— X DEREE

SFBAZICE DK V54 7 MEREEIE, SSL/TLS 7B RIWD—ETY, 754 7> MIEEAICE
BMINT—ID—EICEZLL, XY NT—V2EFTIHRES LVELINLT YDA A EESE
LET, Y—N\—I3BLEZRFIL., FIAZEDOEMWMEEZHRL X7,
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1.3.21. /82— RR— 2 DEREE

1.4 T2 —RAEGALEISAT Y NOY—/N—~OREF] 1Z. 2a—HF—LZENRRT7— RAEFER
LTCa—4—%RiAT2 7 0tRE2RLTVWEY, ZOFITIEH, LUTFAERIRELTVWET,

L] :L_-'j;_(«i\ E:%J\EIE@L/—C‘\ iTCLiSSL/TLS ‘:J:%)-'j-_/\‘ DIbD.I-.Ea)/\ Xt L/—C -a_—C‘n_-'j-_
N—%ERLTVWEY,

o 1—H—NMNH—N—71FHHEHTE)Y—E=ERLF L,
o EXRINKYY—AANDT7 IV RA%ZHATBH1IC. Y—NN—DRAIMETT,

B.4 /XA —R&FERALEZYSA 7Y hOY—N—~DEE

o User enters name and password

1 Web Server @'

Server
i @ authorizes
access for
\__JJ  client sends name and Sl ey authenticated
password across network password to identity

authenticate
users identity

CORAETOELRDFEILRDESY TY,

1. #_/\‘_7’.){95’( 7) I\b\bnlbum%g—_k_a—ét 97’( ) / I\Li%o)#_/\_o)l -U_ %B
SUNRRT—REBEKRTZYAT7OTRY JABRRINET,

2. V547V MNE L= T FRAMNFELIEBESINALSSL/TLS EREFRALT. *y hT7—
JEETREENRRT—REZELET,

3. H—N—F, O—HINRRAT—RF—IR—IATEBIENRNRT—RERZL, — T 354
Li q1— -U_ (OR]D) %ulquT%)ItT/Zt L’Cx(r'flhi?o

4. Y—n"—lF BHINI—Y— ﬁ%?*ntuV—ZA®79tz%%ﬂ$nrué#85
HZEHMTL, FFAShTWREEI. 73147V EDRY Y —RICTIEATERLIICL
i’a—o

ZDAETEH, 21— D77 EXT2E8Y—N—ICHLWART—NZRHT2ENHY., EEE
BEI—F—DRAENRT— RZEBHT 2RENHY X,

1.3.2.2. SFBAE~R— 2 DEREE

;IEEEi/\ Zo)nm DIEOJ*IJ 'J—"_o) 1 jti ity DIEG)H_*}JG) 3RATVY j% 7‘ P2 |\ 7 — 7 %tz.fl_{n TLtLL\
1DDNIRRAT— REERTHHEHAICESHZA DI ENTE, EBEN I —H— DR % — T HIE
TEBIETY, TNF VI AVAY EFIENFET,

15 TEFAEAFER LAY 54 7Y hOY—/N—~DREF]| &, SRAZEE SSL/TLS 2#FERALTY 54

TV RNBIADEDL I ICHEET DN AERLTWVWEY, A—H—%H—/N— (BT BICIE. V9514 T
NBIEAICERINIZT—YD—EICELL, 2y NT—V 2K TIHRHELELFHAT —YDEA %

EELFT, Y—N—F, SAEBLVELINLET—YDT—FICEDVWTA—H—DT7A1TVT4
1 —%ERAELE T,
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B1E ARBORS{LOHRE

M4 IR —RAEFEELEISAT7 Y NOY—/IN—~®DREE] . K15 EIREAFBR LI SA TV
fDY—/IN—~DEEEE] EEERIC, 2—HF—DITTICTH—N"—%FFEL., VYV—REVIVIRMLEZ
E. BELUVEBEKRINE)Y —ZRANDT7 VR EZMETBRIICI ATV RN ERINTWE I & %
BIIRE LTWET,

Bl.5SERAE AR LY 51 7Y hDY —/N—~DFREE

o User enters private-key password.

|

S55L connection Web Server @
=
Server

l':“!:‘Et';fti “tnds ﬁ autharizes

::d e:i:e:ce . —* access for the
e across network 9 Server uses the suthenticated
Client retrieves certificate and identity.
private key evidence to
and uses it to authenticate
create evidence the user's identity.

(digital signature).

1.4 TIR2AT—REFHALEISATY NOY—N—~0RiF] ORATOEREFERY, K

15 TREERZE A FRE LY 4 7Y bDY—/N—~DFREE] ORI TOERITIESSL/TLS B ETT,
Fre. B5 MFERREZFRA LS4 T7 Y MDY —/IN—~DEREE] &, 754 TV DB —R—(Tx
LTOSA4 7 haHBATHDIERATE2EWARIMAELFT > TVWA I EZFHIRE LTWE T, A
EN—Z0BAE. BEREMAL, SRT7—REMA>TWEI—HF—OBEAIKETVTWB LD, /S
AT—RKR—=ZDFBIALYEBEINET, L. ThH2DDREIE. EEDAWELENI—
P—DI IV FELIFNRAT—RIITIVERATES, V94TV RNV T NI TOMBRT—IR—AD
NAT—RHPFEINTHY., VIRV IT7HNBEELGREETNAT—RZERTELDICHREINTW
BEICOAHTIEFFYET,

R

INZAT)— RKRR—=Z2DFBAFISFEAER—ZADREIE,. B2xDY> Y EFIF/IRRAT—R
~NDYEBHNRT IV ERICEETZ X ) T4 —OBEICHIGL T, AREESIE.
—EBOT—Y DERIFERINZMBEIAMAZOLFBICHIEL TWE Z & 2HRT
2ZELULDTEEFRHA, YOVOYEBHAREF2I) T —%REL, MEBEHED/I T —
REMBRICLTHLLZEIE, 2 ——DEETT,

15 TEFERZAFEBR L2547 Y hDOY—/IN—~ADEEF| ICEBHINTWAENFIEIZUTOES
L) T“’a—o

LI9SAT7YRY TN ZTE. TRV ATV MR L TRITINLIAERSICRITINDI NG
BISHST D2MBEDOT—IR—RAEMFLET., 751477 ML, SEHAER—ADI A7
VNI EMBHEE T D SSL/TLS /ISH —/NN—ICHDTT7I7EALLD ELAEEZTRE, BED
t//3/¢h974 VEADOTT—IR—RIIT I AT EZHEIH B EXIC, 2D

—IR=—ZADNRAT—REERLZFT,

TDNRRAT—RE—FEANTBE, D SSL/TLS /SH—/NN—IC TV 2R T BHETEH, HY
DYy avVIIRLTBEANTILERHY ZHA,
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2. V54TV NEMERT—IR—200y I %R L. 21— —OBFEEOMEREEZIMEL
ZTOMBRBEFRLTCISATYNEY—NN—DOEANS S VI LBRT—HICBELLET, &
DTF—HETIVIVELIE. MBRBOAMMEICOVWTIEBINTWVWET, TUVILELIZED
MBRETOMEKTE, SSL/TLSEY Y a VICEABEDERZRFAT—Y IR LT, WIiHdT 3260
BCHRIITXET,

3. VATV ME A—Y—DFBRAEE S VI LICERINET—YDOEAEZ R Y M7 —JEH
TEELET,

4. Y—N—i, FPRELEBLRFHT Y EFAL A —OFA TV T4 T4 —&RBIALZE
_a—o

5 H—N—E, V5472 MDRRTZBHAPFEN LDAP T4 LY M) —RODI—H—DITV b
) —IREFEINTWBR L Z2HRTHRE, MOFRIYI RV EZETTEEXY, DR, Y —
N—lF, BEOI—HY—DERINAL)Y—RICTIVECATEDINEIDEHRALEFT, D
MO ERATIE, LDAPT ALY M) —FEEEDT—IR—ATENEREFERT S
E. IFEIFREEMNRERANZZALAZFRATEZT, FTMOBERNPETHZHE. T—
N—=lF, BRINLVY—=RIZIVZAT VDT IERTBEEZHFALET,

SEBRE,. V547V MY —NR—CBOHEBEFRDORIRPE2BEIHRAET, 1—H—DRy kT —
JRETNRRAT—=REZEELARFNIELSAWVWRDLYIC, VT A vF U TlE, Xy N7—28H
TEEETIC. 2 —F—DPBREDT—IR—ZANRRAT—RE—EFEANTILE DY FT, Ev 3
VOBKRYDE AT, 75347 MNEA—HF—DIHEEAIRTL T, EBLELETNThOF LW —
N—T1—H—%BAHLFT, FAINZ1I—HF—DICEDLBEOERBANZXALICIEHEITHY
Tt A

1.3.3. SEBAE ICF

AEAEDBEMIE, EREMITZIETY, TORAZER., ThHMRIET 27HDICHERINSEROE
BICL>TEAYZEY, RARLAEEDID 2RI 27010, W OHIDOFEBEDERAENMER I
Y, 7TV MNFRETATLADPRIAINTVWARWI EEZHR LY T2LHOICERINET,

1.3.3.1. SSL/TLS

SSL/TLS (Transport Layer Security/Secure Sockets Layer) 7’00 b JJLik, H—/N—DRFE. V547
VREREE, Y—N—& U547V NEDBBIEINBEEZEELET, SSL/TLSIFA4 vF—x v b
ETELLERSIN, HFICILYY M H—RESREOKREERICEET 2EICERAINETT,

SSL/TLS IZI&. SSL/TLS H—/N—ZIREN’METT, UMD SSL/TLS/N\Y Rz 1/ D—REL
T, Y—N—[EEBREE I SA TV MIBRLTY—N—DT7AT VT4 T4 —%BELET, RELIT
NEABOBSELETIVIIVNELZEFRLT, ==, ZOY—N—THBEEFRT DY —/1—Th
2R LET, U—N\—DRAINDBE, V77147V Y —N"—F, WHREOBESLEZFERAL
T. BYDEYy avIlH L TRBINAEIRTOBFEREZBSIEL. AIAZRBLET,

HY—N—& 77472 FREEEY —/N— u..,uIE’&LZ\gtTéJ:’)LCEQE'CﬁiTQ DA, F—
N—DFRFDEEICTET LIRIC, 7547V MOAEEAEZ—N\—ICIRR LT, BSkInk
SSL/TLS Yy Y a YL INBREICI ZA TV NDTAT VT A4T4 —%umuETé,ld\gb‘ YFE
_a—o

SSL/TLSICL B9 547 MEREEDBEE, /INAT—RKR—XDFRLEDHEERIL. [FREEICL BT
ATVT4T714—DHER] ZBRLTLLEIL,

1.3.32. BEEABIURSELEFA—I

A=) FOYZ Ll&. S/MIME (Secure Multipurpose Internet Mail Extension) &M IENh 2 A< FRAI N
TW37O0MIVAEFEALT, BEEEABLUESEINAEFA—ILEYR—-MLET, S/MIME %

14



B1E ARBORS{LOHRE

FRALTEFA - Ay E—VILBLFLIIBSLTIICE. Xy E—YDERFEICS/MIME SERAZED
M\ETTQ

TUVINEBEDNBENDEFA—IAYvE—VR AvtE—INYS—IlZRINRRINDI—HF—IC
Lo TEBFINEO—IWERLTELDICTZD, FEFEZRALIT, EF ALY IINIITHT
VEYIWEBLERIETERWGRICIE, 1—F—HINEEINIXT,

TIUYNBRAIR, TNICAET Ay E—JICEBDEDTY, JELAEAYE—IUNEFLEEXAY
T EMOADETERZZEIF. 1XFEEBMELIFBIRLTHE, TOIIEBLERIITISEE
ho TDD, BEAINLEFA—IIE, BFA—IHIPBRIAINTVAVWEWSIRITHIRHELET,
CORBDRIEIEERFIE EMEEN, EEENMA Y E—VDEEAET TSI E2RE#ICLET, IhiT
EVRXRRABETEEICRYVET, TVIINEBLOEMEARZEIE. [FU9ILER] 2#285RBLTLEIW,

S/MIME 242 &. —EOEIRRAI—HY—DNEEREFA—NMAYvE—VEESILTSEI ttt
XET, £EL, BFA-INOESLEFERT2HE6F. FRLGHETZIHE M HY FT, B
NEEFA—NAYE—VDOZERLIBEREERN, F—ONNv I Ty O l:"—t:??tl’éi?@\,\i%
Bld, BBtINAvE—INESTERLAYET,

1333. VI 1 %Y

XYy RNTD—01—H—F FHITIZIH—ERITEBRDORIRT—RE2EZATEBRENMEREICHY X7,
EZE, A=Y=y hD—21CAJ7A4 VT 2DICHDNRRT7—REAADLTAYS VL, EF
A—=ERELT, T4LIRN)—HY—EREFRAL., BEAL VY —TOISLEFRALT, IFX
FRY—N—IIT7I7ERALBRITNERLAWVNGELRHY FT, EBD/NRZAT7— KN, 21— —BLUVY
AT LABEERIFICHHEINET, I —F—I3IFIFARRTV—RKEEBHFTI2DOLEHL <. BFFa/N
A7 —R%ZBRTZ2MERAL’HY. DHOYPTWERICENSZEZBOSEANHY T, BEEE.
B —N—LOEBDNNAT—RTF—=HIR—=%EBH L. RAT—KHBRYy hT—0 %N L TEHAD
Oﬁﬁuﬁﬁénétui%%u%ﬁ?%%&%@t#lUT4—ﬁ%hﬁL?6M%# YET,

COMBEDFRICIE, 21— —D—EOJAM VY LTE—DNRAT7—RE2FHL, 2—HF—»2»%Ry hT7—
7:’@33'6‘”7\'7— I\\\%%{E—C‘i&@( @%)TNTU)?\‘V |\'7—7 U \/_Z/\OJDILDIE) 7'&7\7'3‘%\%‘;7‘&")
9, TOBEEIXY VTV A VA EMIENF T,

754 7> bSSL/TLSSERAE & S/MIME SERRE DM AN, BRI VIS A v F Y ) a—2 3
VTRERO—NWERLTIENTEET, LEZIE RedHat @MY R— KT BV TILYA U F
YD1DIT, SSL/TLS V547> heRAEZFERLET, 21— —Id. O—AILI 547V NOMEE
F—HIR=—BE—DNRAT—REFRALT—EOJ/A Y TE, 22— —DFy NT—IRAT/IR
T— RZEEFETIRLLRBZTARTDSSL/TLS Whint—/~N— :m& hxd, coO77O0—FTik, &
FRY—N—IIXRT—REAATEIBEN2WED, 22— —DT7 VAN EHREINFTT, Tk,
BEZII—HY—ENRXRAT—RKDYRARMLYEEEZNMIRVWY R MTIEAL, BERB (CA) DY R ME
HHTEIET, FRYy M7=V DEBREZBRILTEET,

EFRRZEDFERAICINA. YY) 21— avDRERY VTGS VA UIE. IRZAT— RPFDMDRAFRR
ICIKE T DEBERDIARL—FTFA VIV RTLARBREDI VY —TS5A XV AT LAEDTFEVEET
ZNENHY T,

1334.475x9 NDES

ZL DY I NI THRMIE ATV MBR EIENDZY -ty NeHYR—KNLET, 7TV
NELZIZ, NHREESEOEENLFEEAFRALT, 12— —I4¥ o rO0—RKRLAI—RICEAT 2E5E
TE3EHRE. N FT—CY I M0z 7ICBAT R ERETEZEREZNETZ2DEIFIFRLCAETIRET
X3L51ICLET,

ROVEEAQR[RELT #T7V I MERRE, 21— —Eexy NT—UBBENM VI Ry MEEREA

VA= NENLTEAINZY I NI TICBEIZ2REARETIDIKRIIEET, L&A
E@I/7474-h$of%%*ntha Ly MEEOI—HY—DTT U THEEDI Y
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E1—49—HELEATESLIICTENEINRETT,

FTVHVNELT Y/ OV —TEBRINLF TV ME. 7L v boMD Java I— K,
JavaScript A7 U 7 b, TS T4V, FEIEALIDTI 7ML TYE, BRFTVIIVERTY, BEHA
TV MEZFTDELIF, BEIAR 7 7AILERIENZERNR T 74 IITHBIIINE T,

ATV NELT /O —%2FALTI7AINICERLT DY I NIV I THEECTOMOANIE. &
MATI ) NELRABEEZDNETILENHYET,

1.3.4. SEFAE DFEFE

Certificate System I&, I FIFLAR, BLUVIFIETARPAT, IFIFLEHRDIMAEZE2EKT
XF9d, PKIM4 Y RAH VR E Certificate System 41 YV AY Y ADEAEEET 5 II1E. DELIIPES
FEL. REAEADORECEFOGEHEZARE., MBAEOEEBFEEEETEIENEETT,

LDAP 74 LV ") —, 774 IVELZIRE. BLTEOMDY T X7 LIREDT 1 7L AREHA
ERAORAESRT £ — A#%UiTo;hb®7# IN

I&. https://server.example.com:8443/ca/ee/ca ® Certificate Manager DTV RITVFT 4 T4 —R—
UNLAFTEEY,

T F X F 4 Certificate System T 7V AT LA VA M=)ILEIND E, BEERZEARMRIREEE
F—PEMRINE T, /& A Certificate Manager 258 E 9 % &. EE%%)L N CA D CAERIE
BAE &, AELOCSP BL., BEEEHA. SSL/TLSH—N— BLU0I—V v |\1 Y —EERRE AV E R
INFT, KRARERIC, Certificate Manager IdX ML —Y, SV RKR—b, BEEER. 8LV
I—YxzV MNIREEZERLF T, BIMOERAEEZEAMICERLTAI VA M—ILTEET,

#F1.1@mEERE

ALEAE DOfESA M Bl

954 T7 Yk SSL/TLS BEATH—N—ADIS5A 7>  RITIZEZEICSSL/TLS ¥ 54 7~ ML
SSL/TLS SEBRE NRGEICERINET, BE, s 7  BERHLET, Ihicdy, RTO

VRO ID W, REEREDEAD D & ;;QIE;?%????%%%??T
ALTHhdERRINES, SSL/TLS ¥ e °
472 NEREN Y 4 7 ¥ MEREEIC L34, RO —N—NZTORES S
FERINSAEDHBAIE,. [GEREN— AL TCZEDR{DY —NRN—~"DT7 I+
ADFIE] EBBLTCEIV, 54 2EERTEBEIICTHSSL/TLS V5
7V b SSL/TLSSEBAEE. vy oy 7Y MEAEZHICHSLET.
VAVDO—EELTHEATSZIEETE

¥9,

H#—/N—SSL/TLS SSL/TLSTY A 7Y hADY—N"—0D  BFEINBIZTI>1vF—Fvy bFA b
SERRE REICEAINE T, Y—/\—0DRELIE 3BE. AHER—ROY - %
VA7V NeRAIR L TCHERATEEY, HR— K LT, BESIEINSSL/TLS
ES{bXI N/ SSL/TLS £y ¥ 3 VITIE, Tty avam#IiIl, fRETHIIND
P—N—DRAHIBETT ., Fifl Web 4 F&FE>TVWB I EABERICR
&, [SSL/TLS] #BHRLTLEIW, BELEY., BESEINASSL/TLS Y
vavid, LYy MH—RESRED
xv D=0 ETEET 2EANEREE

BIIESTERVWLIICLET,
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AERAEDER

S/MIME ZEBAZE

&

ERABLUBESEINLEFA—IVILE
AXhEd, SSL/TLS ¥ 54 7 NiEA
EERAKRIC. VATV NDTATY

TATA—ERERREDI—HY—DT
ATVT4T714—ERALTHDERES
hF¥, 1 DDAEIX S/MIME GEEAE S
S USSL/TLS SEBAZE D@ A & L THEAT

B1E ARBORS{LOHRE

&

S/MIME SEBAZ & SSL/TLS EFEAZE & # A
EHEBI LT, KEED IDRAEDH%
FAY B, BRFABFXA—ILE

SSL/TLS 54 7> FEREEIEEFAT I N &
TH, EFA—INEESEINEEA,

BDEEH S/MIME SEAZ A EL L THE
FE L. BEPERE /I EFA—I

XFd, BEEHABLUBESILETF
A—)L] #BBLTLEIW, S/MIME
SERRZEE S VTN YA VA v D—ERE L

IKEZLTHESLLET,

THEFEHETEEY,

CAGEERE CA%AFBATB-DICERINES, Y5  Mozilla Firefox ICRFEI N TWS CASEER
ATV RBEBELCHY—NR=Y T RNTTIX EX, DR EARIETIZED%ER
CAGIBRZAFEARAL T, ZTOMOREES TLET, EEEE. &£1—H—0
EFETEZ2EDERELE T, M Firefox DI E—ICREINTWS CAEE
&, TCAZIEBZICLZ2EFEDMEHE» = BHEE2FETEZET, BEDODEFY
SBLTLEIWN, FA4—R) O —%RETEFET,

FTV NES Java J— K, JavaScript A7) I, £ V7 bvzT7REE 15—y L

SERRE X ZDHMDEBEEME 7 71 IILDELE TEREINZY T NI T 7 ISERICES

BT ZOICEAINET, LT, ZDOVY I M9 T7HZDEHDE
ERARESTHB T & a1 —F— ITREE
LEJ., SAEETUVYIELAFERT
52&T A—Y—@¥oro—RKLxEk
VM zT7HEAPOIVE1—49—IC
TOERATEZEEAHI L CHET S
ZEETEEY,

1.3.4.1. CA ERIIAZE

I RTOD Certificate Manager ICI1&, F1TT A S L VEERAZ KRR Y X b (CRL) DERICHERAT 2
NAREMFRORT&ZHFD CAELZIMRAENHY £, ZDIEAEIL. Certificate Manager D1 ~ X
M—ILBFICER I N, A1 VA M—ILENET,

S

Certificate Manager DA 7T —9 AN — K FLIF TR CA E LTFHEINZHNE DI NME. EDCAESL
SFEAENEHCELDIIBAETHE M. FLEHDCAICLYBEINTVWEINCLYRFY XS, BC
BRI — b CAIE, RITEB. RITURKRMBAEZEDS 1 7, FIAEORITERE., FIAEERITIZD
ICFERIT BRI —%BRELET., FACAILIE, BID CAGEREIL CABBO LML NI (JLb— b CA
THIHFEETITRVWEEDIHYET) ICL > TERIN CABRIPEENHY £9, Certificate
Manager #° CABE/BIC#H % T CA DIHE L. Certificate Manager =& A L TEAERAEZE % R1T9 B aEIIC.
I— b CADERIMAEEERDI ATV hBLUVY —N—IIA VR— T EBELFHY FT,

R

CRL DF#lIx, TFBAZOHEYBELERAT—Y ADHR] #SRBLTLEIWL,

CADWRITITBIH—N—FHE2——REENZDIV ATV MIA VA M=ILINTWBIHEIL.
ZTDCASIBAZEA IV SAT Y MIA VAN =T EIRENHY £, CAIIBAEL. Yy—/N\—ZIBE%
EHEITIEABRALEY, BENIKEK, REFz—VDM VAM=ILINTVLET,
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1.3.4.2. T Db DELZFIAE

OCSP (Online Certificate Status Protocol) L RIR Y ¥ —H—E X% CRL AR EDHDH—E R,
CAGIRAZELIADERIAEAFHATEE T, & 2 IE, B0 CRL BELAEAFEHAL T, CAERIL
BEEZFERATZ2RDYICCAICEI>TRARIND KM A MIBRZRTEET,

P
A OCSP MF##iE, TEEBAZEDIMYEL & 27 —4 ADHER] 2BRBLTIEIL,

1.3.4.3.SSL/TLS Y —N—B LUV 514 7 NAE

H—/N—FIBAEE. SSL/TLS B EDEZLRBEPETDMDEREABEIFERAINE T, —/\—FIHA
Zi1x, BERICBEERIEL., T—YE2BSILTELDIFERINES, 7547 MNEREIX, H—
N—IIRHLTISA 7 hERILET,

pa )

Y—RFNN—F 4 —DELIAAZTZRITLE CA R —N—SIAZEZRITTI RV AREYE
BHYET, Y—RNRX=FT 1 —DCAILIF, BTIF—N—GIREZRITITZIEZE
LT BIL—IDBREINTWRIHZELNHY X,

1.3.4.4. 1—H—5[BHE

IV RI—HY—EEAEEF, Y—N—F@F IR TALAILI—Y—2EANTEDIFERAINEISAT Y
NEBRZDH Tty hTY, 22— —I&, SSL/TLS R EDEFaT7RBEICFERT ZHEN. EF
A= )LD Y TV YA VA VICERT 2 EDOMOBEEICEIYHTEIENTEET,
Certificate System T—Y =¥ MR EDFHRI—F—ITIE, FRBRY—ERIZT VAT ED7
A7V MNEBEEEETEE T,

1.345. 717 ILF—R7

TaATIF—RTE, 2HEOMERELFART, O 1D2E@FBELADOEY T, £ 1 2BESLICE
AINEdT, IhoDTa7IF—d TaT7IERECERICERINE T, 71 7IVAAEDER
7 # —LALlE, Certificate Manager DTV RI VT4 74 —R—=IIZYZAMINTWEEERKTY,
TATIF—RTEERT Z2HEICIE. BLREESCAICHOIRELERT 2BIC. (SERET 07 7
AIDELLSBET BLDICERELET,

1.3.4.6. 7 O ART DFEAZE

Certificate System &, V7 OXR7 D CAFIRAE A= RIT. 1 v ER— b, BLUCRAETEZFI, 7O0ZAR
TDIAETIE, 1DDCADELZL, 2FBDCAICT LT/ ORRTDIIPAEEHRITLE T, 2FH
DCAIFEZLL., RFD CAICRTDIIAEZRITLET, TDER, EELDCA D
crossCertificatePair T ) —& L TEHADHRAEAFREZTLIIARALET,

Ty VHBAEIR, W= M CAICTF I —VINABWCALNRITT ZIAELHT T HLHDICEITTEE
T, VORRT D CASIBAZE T, Certificate System CA &fthdD CA E DB TEFEAMILT DI & T, 7
OXRT7DIFAEEY 7 O— KL T, D CADRITT ZBAELEHET H-HDICHERTEET,
1.3.5. FEEAZDARA

FFBAE ORI, EFZRELCRATHZ2EEEIBEES (ITU) ICL > THEIN TV S X.509v3 5EHA
EARICE > TIHRBAINTWET,
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BEIX. GFFAZDOEELHABICOVWTRITINEEIHY FtHA, 7272 L. SIAEZBEETEZVAT A
BEE(Z, IRAEICEINZERICHIEERBLTVIRENHZBEI’HYIT,
1.3.5.1. SEBAZE T — 4 DR

FEAEEKR EEIBREZFRL. RTFEL T, WK DD DA TA VA M= TEFY, INHDOEAEFT
NT X509 BRAEICHEHN LY,

1.3.5.11. /x4 F 1) —
LLFRDONAF ) —T 74—y MDRHINF T,

e DERTIYI—KFINLEMHE, Ihid. E—D/N1FY—DDER TIYI— NIN/FEH
£TY,

o PKCS#7FHAZFz—rA T/ b, Thik, PKCS#7 SignedData+ 7> ¥ b T
¥, SignedData 7 72 =V NOW—DEZEMR T 4 —JL NIFFAE T, EEB LTV T VY
BREFBEHINET, PKCSH#H7THRAEFERAT 2L, EROMMEEZ—EILY I yO—RTEE
ER

® NetscapeffBAE > —4 VR, Zhid, PKCS #7 Contentinfo #&i& CiIBAZEF =z —> 59D Y

O— RN 2@ELEAT, SAHEOY—4TVR%E5y T LE T, contentType 7 1 —JL KDfE
I& netscape-cert-sequence T. content 7 4 —JL RICIELL T O#EELHY £7,

I CertificateSequence ::= SEQUENCE OF Certificate
ZOBRKICLY, EROFMPEEZRFICYYO—RTEET,

1.3512.7F X b

NAF) BRI ENTETFRAMEKXNTA VR—FTEET, TFRAN T+ — LI ROTTHFY
i’a—o

CDITICWDEERE T —4 T, ERRONNA F ) —FRowFhMlRYEST, TDTFT—FIE. RFC1M3
THBINTWSE LD ICbase-64 TTYI—RINZBELNHY FT, SFAZFHROBICLULTOT
BELEY,

1.3.5.2. %514

X509 v3 SEBAE (L. #BI4E (DN) A ABMBICNSI VY RLET, DNIE, TVF 4574 —45—BICHRT
% uid=doe R ED—ED LB EEDRT TY, ik, FBAED #7207 A E EEHIENET,

LUFIE. Example Corp Ot E®D DN DOfITY,
I uid=doe, cn=John Doe,o=Example Corp.,c=US

ZODN T, uidida—H—%&, en 32— —DHEL, o BT IIEHELT. clZETT,

19



Red Hat Certificate System 9 5t#i, 1 YA h—Jb, LT TOAM AV bDHA K

DNSICIE, TETITRAHAMEMBDORVZZNDSIENTIT T, LDAP (Lightweight Directory Access
Protocol) 2 R—hF 274 LI MN)—DFERAES 7V hET Y M) —DOWEHZEHBIT H72DIC
ERAINET,

DN Z #8587 5 )L—ILIFHEM#TT, DN ICET 2 BEMRERIE. http://www.ietf.org/rfc/rfc4514.txt D
FA String Representation of Distinguished Names ] &L T ZX W,

1.3.5.3. B BU A2 SEERE
TARTOD X509 SAEIF. UTFD22o0E 423 v TREINET,

F—dtyav
KXt arvTld, UTFEERBBLET,

o FIBAETHR— FIND X509 BEDN—V 3 v ES,

o FFAREDY Y FILESCADRITT 5T N TDIAFICIE. £D CANRITL/EIAEFT
—RBOVI)TNESHHYET,

o FHINZZIIYILVEEBADRKRIELRE, 21— —DAKEICET 315K,
o EFEAE%AF1TL 7= CA D DN,

o JIEAENBUMTHZHE, L&A 2004 FENA S HOF R 1N S, 2020 ENM A 15 H
FHRIFET,

o JIBAEH IV TV MDDN, Y7V MEEEMIENT T, & XIE SSL/TLS V547
v NEEBBE T, ZhiEa—%—D DN T,

o EFRDFAHELT VX732, V34TV MNEB T —NR—ICL>THERAINSIEN
THERBETEIY, UTIKAIZRLET,

o Netscape Certificate Type ¥i3RI&. SSL/TLS 7 54 7> NEEBAZE. SSL/TLS H#—/\—
FERAE, X —I/VEBRAOHPEEREDIHEDY 1 TR LET,

o SAN (Subject Alternative Name) #L3E A, FEFRZE % 1 DLLEDKRRA MZIZY Vo L FE
-a—o

SFERZ{LaRMEAEIZ. BIOEMTHHERATEET,
EgtH ay
KXt arvTld, UTFEERBBLET,

o MEDTIVYINELEEMTDHEHDICCADRITICERAINZEESRTILI) X LFLITE

So

o FNIBAZERDIARTDT—H¥E—#IC/NYy> 1L, CAOMBETESIELTZI EICL>TE
BINFCADTIYILEL,

FAHERY) ATBEAR pretty-print (BEERT) KA TRIRINDAPEDT — Y I/ aveEBELZEI 3 Y
IFRODEHBYTT,

Certificate:
Data:
Version: v3 (0x2)
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Serial Number: 3 (0x3)

Signature Algorithm: PKCS #1 MD5 With RSA Encryption

Issuer: OU=Example Certificate Authority, O=Example Corp, C=US
Validity:

Not Before: Fri Oct 17 18:36:25 1997

Not After: Sun Oct 17 18:36:25 1999

Subject: CN=Jane Doe, OU=Finance, O=Example Corp, C=US
Subject Public Key Info:

Algorithm: PKCS #1 RSA Encryption

Public Key:

Modulus:
00:ca:fa:79:98:8f:19:f8:d7:de:e4:49:80:48:e6:2a:2a:86:
ed:27:40:4d:86:b3:05:¢0:01:bb:50:15:¢9:de:dc:85:19:22:
43:7d:45:6d:71:4e:17:3d:f0:36:4b:5b:7f:a8:51:a3:a1:00:
98:ce:7f:47:50:2¢:93:36:7¢:01:6e:cb:89:06:41:72:b5:€9:
73:49:38:76:ef:b6:8f:ac:49:bb:63:0f:9b:ff:16:2a:e3:0e:
9d:3b:af:ce:9a:3e:48:65:de:96:61:d5:0a:11:2a:a2:80:b0:
7d:d8:99:¢cb:0c:99:34:¢9:ab:25:06:a8:31:ad:8c:4b:aa:54:
91:f4:15

Public Exponent: 65537 (0x10001)

Extensions:
Identifier: Certificate Type
Critical: no
Certified Usage:
TLS Client
Identifier: Authority Key Identifier
Critical: no
Key Identifier:
f2:f2:06:59:90:18:47:51:f5:89:33:5a:31:7a:e6:5¢:fb:36:
26:¢c9
Signature:
Algorithm: PKCS #1 MD5 With RSA Encryption
Signature:
6d:23:af:f3:d3:b6:7a:df:90:df:cd:7e:18:6¢:01:69:8e:54:65:fc:06:
30:43:34:d1:63:11:06:7d:¢3:40:a8:2a:82:c1:a4:83:2a:fb:2e:8f:fb:
f0:6d:ff:75:a3:78:17:52:47:46:62:97:1d:d9:c6:11:0a:02:a2:e0:cc:
2a:75:6¢:8b:b6:9b:87:00:7d:7¢:84:76:79:ba:f8:b4:d2:62:58:¢3:¢c5:
b6:c1:43:ac:63:44:42:fd:af:c8:0f:2f:38:85:6d:d6:59:€8:41:42:a5:
42a:5:26:38:1f:32:78:a1:38:f1:ed:dc:0d:31:d1:b0:6d:67:€9:46:a8:
d:.c4

LAFIE, base-64 Ty aA—RINFXEEUERAETY,
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UkdGYpcd2cYRCgKi4MwadWyLtpuHAH18hHZ5uvi00mJYw8W2wUOsYORC/a/IDy84
hW3WWehBUQVK5SY4/zJ40Tix7dwNMdGwbWipRagjd1A==

1.3.6. CAZERAE IC &L B EFE DM A

CAIXID Z#REEL., BEFASZRITLF T, CAIE. ML LAY — K/X—F 1 —, Certificate System %
EDMBEDIRAERTH—N—V I NIz T7ERITLTVBRHEABOVWTINTT,

AAEEYR—PMNT 29347V MERBY—N=VY T D TId EFETES CAGAEDIL Y
YavEMRLIEY, NSO CASRER. VI MV I T7HMMERELIIRILTI ZAMEORTE %
RELET. ROEEMAT AT, VI ho 7R GEREZF>TVWS CADIDICL > THRITS
NIEIEAEDHZRALTEE Y, ERTE S CAGLAZEZ CAGSIEAZEDF = — VY D—HICT B EH T
IET, RIAREIZ. IAEHEEBDOLAIICHZ CAICEI>TRITINIT,

UFoEs2arTid, SIRAERBEAMREF I —V2EAL T, FRTEZAAIV I MV 7 %R
EY2HEEHPALIT,

1.3.6.1. CAf&E

REELHEBTIE, EAELRITIT2EEZEBDOCAILEETEEY, LExE RERABPEOHK
NEFTET, E—DO CANMEBFTIRAWGEELNHY 7, HBRUANRLNIE, R —BHLELD
manHhy FT, TklE, CAIK RS EZRTLTVWE AR UCHENEGICHENICREY 20 E
DHhdGalHY T,

INSDRSRETOEREIE. TUD CABTREITEE Y, X509 REICIE. CADEBZHRET
ETADEENTWEY (B 1.6 TEREERDEEDHI ).

Bd1.6 SREER/DEEE DO HI

Root CA

Asia CA Europe CA USA CA
Subordinate CA Subordinate CA Subordinate CA
|
| |
Sales CA Marketing CA Engineering CA
Subordinate CA Subordinate CA Subordinate CA

Certificate issued by
Engineering CA

I— K CAISEBDLERICHY £9, IL— b CADIIRRE G BC2ELAHFHETY, DFY. ARE
. SERAEZHAT 2RIV T A T4 —ICEL 2 TTVHIVERINET, IL— N CAILEEKET 2
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CAIZIE, W—RNCAILE>TELINLCAIBHENrHYET., BEND TR CADTICH S CAIC
&, ERILARIVD TR CAICE > TELI N CAEIBRZENHY X T,

HiIE. CABBBOREAEICZ DERHHAHEATWET, M6 RIBOEEBOE ] Tk, iz
D2REFRLET,

1.3.6.2. sEBAZF = —V

CAMSBIFIAEF T —VICRMINE T, FHEF—>1F, BT D CAICLIYRITINE—ED
SFERZETY, M7 TSFEEF c— > Of] &, E1.6 EREIROEBOF] ISRINns CABBICED
WT., 2 DD TR CAGFEAZEANLTIL— N CAD CAEIAEAD IV T4 T4 — %79 BEEAEHL
LZFNICKCHPEEFz— V2R LTVWEY,

B.7 sEBAE F = — > Df)

Root CA E.-f-'-. certificate
signed by self

Trusted authority

: : I CA certificate
Asija CA Europe CA m signed by
Root CA
|
Untrusted authority
: I | Ca certificate
Sales CA Marketing CA BT T aned by

% Usaca
| -

Untrusted authority
Ch certificate

issued by
Engineering Ca

Program verifying the certificate

AMAEF -V BEOT SV FHLBEBDI — M DIIRED/ R ZEH L FT, dRAEFz—V
TlE, UTFHEELEY,

o HIEBAZDRIC. TORTEDIAMRS/TEMINE T,

o BIAEICIE. TOMBHEDORFEDLIT ON)ASETNTHEY, F1—YHDROIEED
HTVTH RZERALTY,
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1.3.6.3.

17 |GEEHEF T —YDfl] TR, TYY=FPY>J CAIBHBICIE. ZTOMHBERTLE
CA(USACA)DDN A& FENET, USACADDN EF T —VHRDRDIFAZEDHY TV o b
2THEHYET,

SAHEE. RAEZOWBECELINIT. COBLE. RTEOIRENOLER (F—
VR DRDIERE) TRIETE T,

B11.7 TEEEAZEF = — > Dfl] TId, USA CA DIFFAER DO AR ZHERAL T, TI=7) >
JCAICH LT, USACADEERAEDT VY I EBRZEZRIATEET,

SFBAEF T — 2V ORER

AEAEF T —V DIREETIE. BEDRAZTF = — U NEYLFA T, BT, BIICELZIN, ERT
XD THHIEaMRALET, UTOTOERDHRBIIF. RIEAICRTINDAREN S, FEHE
FI—VeERRELURIATIELEELFIRZRLTVWET,

24
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DIEEHi@EJﬁHEFﬁLi *ﬁuﬁ%@/ZTAa Oy 7IC& 'DT*E1/\L TL%IEEE#?UR?T LTFzv
JINET,

RITEDHPAEMIELTWVWET, V—RIFE, 7547 MNEEEY—N"—0O—AILiERE
T—AHANR—R, FLIESSL/TLSEREAKRIC, YTV MRBELAIEBREFz—2OWVT
nhcRY £,

AEAEDERIE. RITEDIRSOLARRZERAL TRIESNE T,

H—EZDKRR MZIE. SAN (Subject Alternative Name) iR & BBEI N E 9, SAEICTD
& D BRILERNBRWEE, RAMEEY TV MOCNICR L THBRINE T,

AT LIE, GEREOEAHNWES. 2FY. ABEEN CATHENEI D, BLUELNEF
AINTWERFREDH ZHIELET,

RITEDIBAENRIIBDIAET —IR—AHNDORITEICL > TEREINTVWSIHEE. WL
WWZZTEBICELELEFT., ZNRUADBEIK. RITEDIAREZEAF v I LT, AEHEEYA
THARICEY AT CARTIEFNTWVWED I EAEEL., Fz—VHRiLE ZDH L WEAE
MOERYELEY, M8 NIb—h CANDIFAZEF = — VDRl & 07O ADF%R
LTWET,
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E41.8 )L— k CAADIAEF = — >V ORESE

Trusted authority ]
Certificate -
Untrusted authority USA CA Check validity perliod and verify
oI TE N, that this is signed by Reot CA.
AL Since Root CA is trusted,
verification stops here,
Untrusted authori : ¢
i E”q'“EF'_"“q CA Check validity period and verify
Certificate B that this is signed by USA CA.
2 Since USA CA is not trusted,
check the next certificate.
CA certificate Check validity period and verify
issued by that this is signed by Engineering
Engineering CA CA. Since Engineering CA is not

‘ trusted, check the next certificates.

Program verifying the certificate

1.8 TJb— bk CANDIERAEF = —V DFEFE] X, JL— b CADHFDMREIEEDO O —HILT—F R—2R
IKEEN2HBEICAI’RET I ERLTVWET, TVIZFYVJ CARE, FECADODVTNHLD
SIBAEMNRIIZEDOO—AILT—IR—=IIH BHEIE. F1.9 [FEBAZE Chain O FHfE CA DFEFE] IR
INTWB LI, RIEZZDIAETEIELET,

1.9 GEBAZE Chain OHfE CA DR

Trusted authority [l R
Certificate ..~

Check validity period and verify that
this is signed by Engineering CA.
since Engineering CA is trusted,
verification stops here,

Certificate issued
by Engineering CA

Program verifying the certificate
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BWERNMINT WS, BELENTH D, FLEEHAEF -2 DOVWTNHD DEF R THRITIT CA DIE
BEALWEEIE, RAIPKBLET, 100 MREETEAWIEEEF = —> | &, root CAIEERZEH
FfE CAEIBIZERIIEZFOO—HILT —IR—RICEFNTVWARWESRIC, BRI ED LD ICKKT S
MERrLTWET,

Bl 10 REE T E L WAIBAE F = — >

Root CA

Untrusted authority Certificate v"'
T Check validity period and verify
USA CA that this is signed by Root CA,
Untrusted authority SEEFRRRTISYIIN  <ince Root CA is not trusted,
Ry

certificate chain cannaot be verified,
and client authentication fails.

Fnilnasrira A Check validity period and verify
Untrusted authority iy 9 that this is signed by USA CA,

MR Since USA CA is not trusted,
check the next certificate.

CA certificate Check validity period and verify
issued by that this is signed by Engineering
Engineering CA CA. Since Engineering CA is not
trusted, check the next certificate.

Program verifying the certificate

1.3.7. SLEAZE D IR RE
SFRAE 4% 2 b (CRL) DEEMIE. [CRLI #BBLTLEI W,

FUZ4 VEIAERT—49 X270 3L (OCSP) ME#IE. TOCSPH—EX] #BRLTLLEIL,

14.53EBBED >4 7914 7))L

SEEAEIE. Web B MADT IV ERICEFA—IVERBSILTZIEICE 2T FLOT7 ) 5—2ay
TERAINET, SIAEDZA 754 7ILICIE, 2DDEBERT—IUWHY £9, RITH (RITEERK)
&L EEAENBRICA o TVWARW (EFH IR HIETY, e, Y1 ILUBICRHELZ2EET 27
FEEHYIET, OFT T r—>a v THRETEXZ2MAEICETZERE /B L. F—RXT7ON\v 7Y
Ty TR LT, ERENRDNIBRICHELEATESLDICLET,

1.4.1. SEBRE D F1T

ERAEAERITT 2 SO0t RIE. FIAEERITID CAL. TMMERITZENICEI>TEAY ET, I
TUZIERADID DFEITEH, AKOFETCREAYET, 4175V —H—N2EBETEHE. K>S
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ANR—DIAEVRAERFTEAEEFERY Y, BHRIC, B2 CAIKIE, ST IXLTBEADIA
EERITITDLODIFTIERFIELHY XY, AEAZEZZITIMBDDEHII, u..,uIE“‘fhtYio)%
FAIWTRLRFLBEA-F-RENRRT—R, BRHE. SLMEAREDL S ICEMRIZENDH
L) i’a—o

HEBORY =B LT, AIAEEHRITI2 70, 21— — IR L TRL2CEBHNTHDHLOH
5, A—H—DERLBSMEBMALFIEEZEKRTZ2EDEITIFTIXTY, —MKRIC, SEAZEZHRITI S
TOERRERTHIVENHYFT, ThicEY., BBIEIELTZ2=—XICADE TAREERFET
TFET,

1.4.2. EEEAZ DEMHAR S L U EH

AAED M Y R &Rk, FLAZEIR. BUNTHIHEZHEEL 9. BB ORIERICEEEICAERSE
EERALELSETEHERMLET, AAASOAENHRE L UEHROEER, AAZSEEA NS TI—D
BEEGHATY., ExiE BEEEQ, SRASOAMERMEDT WA E SICHBMICBNZZITERY.,
VAT LADEMEEFREY 5 LR BUAREHFTOERERTTTEDLIICTEIENTEET, BH
TOERTE. BCARBORTEZBHERT N MLVWRERITTEET.

IHIC, HRENRHEFHOILY, SHADORDOMETHLWESFICEH LY LLFELRE, RE
DOAEMHRI|INBRNICEIAZS ZIMY BT LELNHDIGEDHY T T,

AERAE RN ER DA ETUETEXY,

AAENT A LI M) —ICFELTWEHE S I DRER

Y—nN—F BEATOEA’RTIINTWBIARZEOFEICOWTCTA LI N —%2FIvITD
LOICRRETEEHY., BEENMIPAZFTZMY BT &, SEAZTET 1 L7 M) =25 BBMICHIFRS
N, AASEMED IR TORTEMNAZETTHoTH, TOMMAEZFEA L LBRGOFRERITIEEK
ﬂ&bi’a—o

AEBAZ K%Y X b (CRL)

53 L7=5E88E (CRL) &, —ERRTT 4L 2 MY —ICABTEX%Y, CRLIIZRE IO R D—E
t L/TEEELT*&TQ

D7ZNIALDRT—IRAFTY Y

AL RICEEBAE MR R INZ /2 IC, RITCAZEEMFTE I SHI B TEEY, ZOFIEE, U7
WEIALRT—IRF v I ERENZIELHYFT,

*VS54 VEABAERF—427O0Ma0L

OCSP (Online Certificate Status Protocol) Y —E X &R EL T, MAEDRAT—9Y A 5HRATEZ
ER

ERAE DEFTICE T 25FMIE. [FEAZDOERH] Z2ZR LTS LIV, CRLY» OCSP =2 C5AZED
BYSELUICEY 2aFid, [EEEAZSOEMYEL E AT —49 ADMHEE] 2ZRLTLIW

15. F—81&

AEEAZE 2 RITT BHIIC. TOIAABILEEINILFERE, WIS T IMWEREZEXNT I2VENHYEY, |
ADABIC, ZRBEFRAOARAZERORT ZHTL. BSCREERICHDOAMRILRBORT ZHTT
ZOMNMEFRIZELHY T, BERDOELARE LHESAREIRX. WEBLEXF—%20—ALvIVE
ICDIHRFL, Bl ZRKRICERHELE S, Thid, 22— D TDF—%ZHRLIY S ZTFHD
72Y LIZEIl, MEBRSIEF—2BRETE2HRROBMICNY IT Y TTDICHEERIBET,
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BIZIVSATUVRMNY I TICLYVERLEZY., CAXERLTERINLZY, LDAPT1 L7 K
=N LTA—Y—ICEHBLEZYTEEY, EEDHEXICEEHLZIRNEELET, O—HL
F—DEMKICEY., BRALEIPEKRICRY FTH, RITTOCIANOI—F—DSIMHE X 5 ATHEMED
HYFEFT, FRLAT—BEBEET. FEAEDHEBICE >TAARTT,

YN — FllF, ERLEFETCTHESRONY 7y TG T 2881, EBIEREERE
AY5HEICIHLT, iRAZEERICFTIRTHDZ I EDHYFT, —HDPKIRETIH, BESEF—%
BETSHIIC. FATINCRATELELBABZICOAF—DEEIND L DI, BEROFTIh/EY
EVARTHILENHYET., FHREZESIELTZESICRBEZE/TID2VENHZIGENHYET., &
oo KOnlcF—DHIESELTELT,
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FEEAEZEDRIT. B, MUBLARE, I XTO—KHIAR PKIEE, ¥—DO7—hH4 7&@E, CRL DA
B EEEBAZ X 7 — 4 ADIREEIL. Red Hat Certificate System ROMEEIZERAY 7Y R F AICE 2 TEIT
INFET, COETIEH, B2DOY TR TLDKESE, ThOoMNEE L TRETO— AL PKI 25
TEHEERBALET,

2.1. CERTIFICATESYSTEM % 7Y 257 LD L Ea—

Red Hat Certificate System (£ 5 DDERZH TV RATFLAERHELE T, ThEFhIL PKIFFOA X
YMNOIFEIFAA@MIEREBEVTVET,

e Certificate Manager &I % FBEER., CA I& PKI DA T, TR TOIRAEEHKTL TRY
SHL ¥ 9, Certificate Manager (£, Certificate System DHFRETEHY E T, EFETXZH T
VRATLAD EFAVTA—RAAY ZHILTSHIET, BOY T RT LABOBEFREZHEILL,
BHELEY,

o ¥—UHhNY) AR (KRA)GEFAZER., HEDF—RT7E—BORORTICEIVWTERI
F9. MEREIKDODNDE, ZTORPT I/ ERIFEAINLT -9 (BSILINLEFA—ILAR
EVICETIERATELGWED, KbNET, KRAZEORT Z1{iNT 572, BxIhnii
ICEDWTH LWE—FEREZENTE, MBREMERILBBRBLTEINTOES{EIN
T—8IL7 V9 ERATEEY,

pa )

PEID/N— 3 > D Certificate System Tld, KRAIEZT—4 1) AN —< x—
Yv— (DRM) tEMENhFET, A—F REZ7AINITY M) —, Web/Sx)
BRED—ED') Y —RIE, KRATIEZAL DRM &EWS AEAFERT 25680 HY
x9,

o FAVSA VIAIBAZERFT—H# RO M (OCSP) L AR ¥ —OCSP &, SIBAENIEMHE D
HDEMEEL. RSN TWARWAE I N ERRLE T, T OHEEIL. R OCSP % —E
AhHBCANLERITTEEITHN, HAEDOCSP LRARV Y —%5FHTHE. RITCADA
HMMEL BRY T,

o N—UUF—H—ER(TKS), TKSIE, h—2 Y CCID. 754 R—MER. BLUVEREFAHD
PIWIT)XLICEDWTHEEZREBLEY, ChOoDREF—IE. TPSICEY M= VDT +—
Ty MIERAIN, MU VICEIRAEEZEIRL T,

o N—U VMBI AT L (TPS), TPSIE, AX—MA—RBREDAEN—2 > EEEREEL.
A—AI %Y 54 7>k (Enterprise Security Client (ESC)) #fFH L TCIhoD b—2 v DHEE
AEBAEZEBELE T, M=V VREIHZHBRICIETPS ICHVWEDLE, TPSIZBEICIGLT
CA. KRA., F7I& TKS &3#5E L. Enterprise Security Client D55 TlE#RE b—27 VITERFL
7,

TRTCDYTORTLDNA VA PM=ILINTWBIHETE, Certificate System D 3 7 | &z HI IZFERA
EFREDITRTOEREZNIET 572, CAILRYFT, ZTOMDY T RFT Lld. wheel DRKR—7
DEIICCAILERLET., ChoDHTIRTAIGERE LT, REBA VY TISAMNZ7F+— (PKD)
EERLET, 1 VAR —ILINTWVWERHYTIRFTALILGELC T, PKIE2 DDAED 1D (FLIEEA)
THBEETE X,

e AV— M MH—REEETE P—YVEBYRATA F-1F TMSEE, IhIllE CA. TKS, &
SO TPS HPRETY, H—/N—AIOBEKICITEZD KRADBRETT,

e BE. VIMNIITT—HINR—RATAY— M- RLUADRIETHEAINDIAMAELZEET S
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WRXKDIEMN—V VEBIRATA FT-IXIETMSIRIETT, DA EE. TMS LA DIRIETIE
CADHDBBETITH, TMSLUADEETIZFOCSP LARY Y —E KRAAVRY VRAEFEA
TXEY,

2.2. CERTIFICATESYSTEM % 7Y X 7 L DHE

221LEBA Y RAIVREHBA VAV R

Red Hat Certificate System I&, TR TDH T RAFAIMERD PKIA Y AY VY ADTTOA X M &
HR—MLET,

o EBIDPKIAVRAYRIL, BE—D Java R—AD Apache Tomcat 1 Y R¥ VY R & L TEITX
nxd,

o BRIDPKI A YRYVRITIE, B—DPKIH T RF L (CA. KRA, OCSP, TKS. F7iZ
TPS) AEFEFNF T,

o ALYEBIYYYELIFREYYY (VM) LICHET ZHE. BIOPKI A Y RY Y RE—ED
R—Kh2ERTI2BHEFHYET,

F72lE. Certificate System &, HEPKIA Y RYVADTFTOA XY haHR—MLE T,

o HEPKIAYRYVAIZ, B—D Java R—AD Apache Tomcat 1 Y AH VA& LTHEITI
nxd,

o H—DPKIYTVRATLEEOHEPKIAVAY VAL, BIOPKIA YA VRERBLTY,

o HBPKIAVAYVRICIK., EYM4MTDOPKIY T RATFLAANDEZEDHAEHLEDNEEFNDH
EEMIDHY T,

o CAD#H

o TKS D&

o CABLUKRA

o CABLUVOCSP

o TKSHE LUV TPS

o CA. KRA, TKS, 8LV TPS

o CA. KRA., OCSP., TKS, 8L U TPS
o p&,

o HEPKIAVRYVAAFRHTDIE, TDAVAYVRILEFNZ Y TVRAFTLANTARTHL
R—bMEHBETEEY,

o HEPKIAVRYVRAIGF, EBOR—METY VFELIFREYI VICHEFET 3HE6. —BEOD
R—MNeERATIBVENHY T,

22224 VRAIVAA VA N—ILDEH

2.2.2.1. Directory Server 1 ~ 24 ~ A e At
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Certificate System 1 YR Vv R %4 Y A M—)L$ BHEIIC, A—HILF/IFY E— b D Red Hat
Directory Server LDAP 4 Y 24 VY ANFIATEZ2MENH Y £, Red Hat Directory Server DA > R
FRed Hat Directory Server 1 Y A b—J)LHA K #SRBR LTI WD,

2222.PKINy —

Red Hat Certificate System (&, ATFD/\y r—T CHRE
D

o LITDNR—R/\wr—I|& Certificate System
Linux YR MY —THIBETEETY,

o pki-core.el7

pki-base
pki-base-java
pki-ca
pki-javadoc
pki-kra
pki-server
pki-symkey

pki-tools

INTWET,

7 %A L. R—2R®D Red Hat Enterprise

o LITFICEEEHT /3y r—UlE, R—ZD Red Hat Enterprise Linux Y 724 ) 73 v Fv U x
IWTIEMA CEIFHA, IOy T—TJ% A4 VA M=)V BICIE,. RHAIC Subscription
Manager % {# [ L T Red Hat Certificate System %724 ) > 3 v F—IL&F|Y H T,
RHCSO URY M) —ZBMICT BRENHY T, FIRICDOWTIE, Red Hat Enterprise
Linux7 ¥ 27 LEHEE 4 KD Subscription Manager DEA# S L T EI L,

o pki-console.el7pki

pki-console

o pki-core.el7pki

pki-ocsp
pki-tks

pki-tps

o redhat-pki.el7pki

redhat-pki

o redhat-pki-theme.el7pki

redhat-pki-console-theme

redhat-pki-server-theme
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Red Hat Enterprise Linux7 ¥ A7 L% A (WEBICISCTAE YN — AIRD T Z v f 74— L4 IZEEH
INTWVWBHR—MHRON—RIzT7EF2Y T4 —FEJV21— I/ TEHREINTWEEDAEER) L
T. Red Hat Certificate System 4 Y A b —J)LF ZHII. TRTCDNRNY I—IDRFORETHS
EEHRELET,

(pki-javadocZ R <) TR T D Certificate System Nw 5 —2J% A VA M—)LF 2 ITIE. Yum ZFEA L
Tredhat-pki X9\ r—o %4 VA M—=JLLZET,

I # yum install redhat-pki

BBEIELTIDUEDREMD PRIV T AT LRy F—I% A VA M=)LLTL LIV, EED
Ny F—IZIDOVWTIE, LEEOVRAMNESRBLTKEIW, ZO77O0—F52FERT 35481F. 87
redhat-pki-server-theme /Xw r—I 4 V2 h—J)L L. HEITH L T redhat-pki-console-theme & &
U pki-console TPKI AV Y —J)LAERTZLIICLTLEIWL,

BEIC. ARES LUOEEEIL JSS & & U PKljavadoc (jss-javadoc $ & U pki-javadoc) %=1 >~ X b —
WTBIEETELT,
pa 3]
jss-javadoc /X r —< Tl&, Subscription Manager T Server-Optional Y RY M) —%
BMMITI2ELDHY XY,
2223.AVAIVADA VA M—ILEFE
pkispawn XY RS54 Y —)L&EFERALT. HILWPKIA VRV REA VA M—ILBLVERELF
o BBl YA N—ILEREFIEL AL, Ny FFOELRELT, FLEMADEAEDLE (X277 —
REERT BNy FTIOELR) OVWTFNNEWENICETT 2 ENTEET, 2OI—FT1)T14—
. T2 R=—ZADTZ T4 ANA VI —T A REA VA N—IVELRBEBET 2HE5RHMLT
WEtA,
HAAEIE. pkispawn —-help A~Y Y KAEFRALZE T,

pkispawn J < > K:

L. L= TFTFRAMDERET 7 1)L (letc/pki/default.cfg) H* 55 7 # JL kD name=value X7 T
FmAHRY XTI,

2. BEINIRTERENICEZIEBEENICEEEX L, &KER%E PythonT42>3 ) —¢&
LTHRELZET,

3 BRI INS XU ALy FERTL, YTVRTABLVA VR VAL VA M=%
EITLEY,

4. BERV YT MLy ME, Python 71 2> 3+ ) —% JavaScript Object Notation (JSON)
T—RATITIMELTNRY =L, JavaR—ZADFZEY—TL v MIEINET,

5. BREY—T Ly NIZDT—9%FALTHLVWPKIY T RATLZREL., HlH%
pkispawn E{THEET 7 1 LITE L T, PKIBREDHRKRUEBAZTVWET, &EMNRTIOA XY
NZ74)LDaE—IE

Ivar/lib/pki/instance_namel <subsystem>/registry/<subsystems>/deployment.cfg IZ{RF X 1L
x7,

AL, pkispawn D man R—IUEBR L TLEI L,

T 74V NDERET 7 1)L letc/pki/default.cfg l&. EEEDTOEXDRBIFICHEAAENDT 74V K
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DAVAMN—IVEREEESDTL—VYTFAMNDITI7A4ILTY, Th
l&. DEFAULT. Tomcat. CA. KRA. OCSP. TKS. 8LV TPS /¥ aviloEIhi
name=value R 7 CHREINZ T,

pkispawn T-s # 7> a VA FRA L TH TV AT LR ERET D E. TDOY TV RATLDEIY 3 VD
ADFmARMONET,

T avIIIEE DY FT, YTV RTFALEY Y 3V THEELKL name=value D7

&, [Tomcatl] Zo >3 >vDR7%AEEZX L, [DEFAULT] 7> avDR7HEEEXLEY, 74/
NORTIE, AVISIT4TAAD, BEINLEPKIAVRIVRABETI 7AIVADRTICLE>TE
LICEEXTEEY,

R

FEREHR T 7ML EFEALTT 7 4L D name=value X7 % L EX T 2I5EIEE
I, ERDBMICREIN. WOTHEETEEYT, INoDT7 74 JLIE, pkispawn
@ man R—JZ#H % myconfig.txt ¥, .ini 7 7 1)L, FlldL Y —EHIITIEPKI A VR
HYURBREA—N—F4A KT 74 ILEEMIENET,

FEHAIE. pki_default.cfg ® man R—IESR LTI,

REYT—TL v ;& lusr/share/java/pki/pki-certsrv.jar %
com/netscape/certsrv/system/ConfigurationRequest.class & L TIREFINTWS Java /N4 O —
RTEHREINET, ¥—TL v ML pkispawn ZER L THRER V) FhLy MBS JUSONA TV T
2 hELTEINET—4% %I L. com/netscape/certsrv/system/ConfigurationResponse.class
EEL77MIIVTRHEINS Java /N1 b O— K%&fEA L T pkispawn ICRY £7,

XEEEA VY R M —=LDBITIE, root#ERT. I¥ Y K54 T pkispawn Y Y KERTT BT
ER

I # pkispawn

BF

BE AVIZITATRAVAM—IVIE, FBICERNRT 704 XY N TOHFE
LEd., & xE. 20— 24, Elliptic Curve Cryptography (ECC). #&B CA.
Hardware Security Module (HSM), T CA R EDBELKEAXFERT 2548, 770
AAY MIERIDERET 7 A IVCRERA—N—F4 RS A= —%1ZHT I2HEN
HYET,

FERIEEIARA Y A M—ILTIE, PKIA VY RIVABREDLEEZ 7 7/ ILHRETTA, 7OERIEUTF
DEID LS IHRY ET,

1. I # mkdir -p /root/pki

2. VImBREDTHFRARNIT4 Y —%FALT. LFORA%ZET /root/pki/ca.cfg & LD ZEIDER
E77AIWEERLET,

[DEFAULT]
pki_admin_password=<password>
pki_client_pkcs12_password=<password>
pki_ds_password=<password>
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3. I # pkispawn -s CA -f /root/pki/ca.cfg
I F X FAREREM L. pkispawn D man R—T SRR L T EIL,

222.4.4 A8 > ADHIKR

BEEDPKI 1 V29V R %HIBRT % ICIE. pkidestroy IY Y RAFRALE T, WEMNICETTS &
£, Ny FFOLRELTERITTRIEETEEY, pkidestroy-h #FRA LT, OV K54 U THF
MARERAEERTLET,

pkidestroy I< > Ni&, Y7V AT LADERBFICREINLPKI YT RTLT7O4 XV MNEE
7 7 4 )L (/var/lib/pki/instance_namel<subsystems/registry/<subsystem>/deployment.ctg) T&t#

AAT, FRAAE 774 AFERALTPKI YTV RTAEYEBRLTHS, BIIOY T AT LDGWN

BEIEPKIA VRSV R%HIBRL £9, ##MiE. pkidestroy D man R—TZSRBL T EIL,

pkidestroy R L7149 5V 71« 7HHIBRFIEIZ. LTOLSICRYET,

# pkidestroy
Subsystem (CA/KRA/OCSP/TKS/TPS) [CA]:
Instance [pki-tomcat]:

Begin uninstallation (Yes/No/Quit)? Yes

Log file: /var/log/pki/pki-ca-destroy.20150928183547.log

Loading deployment configuration from /var/lib/pki/pki-tomcat/ca/registry/ca/deployment.cfg.
Uninstalling CA from /var/lib/pki/pki-tomcat.

rm '/etc/systemd/system/multi-user.target.wants/pki-tomcatd.target'

Uninstallation complete.
FEMEERVREIBRFIRIE, LUTOFIDL S ICHRY FT,

# pkidestroy -s CA -i pki-tomcat

Log file: /var/log/pki/pki-ca-destroy.20150928183159.log

Loading deployment configuration from /var/lib/pki/pki-tomcat/ca/registry/ca/deployment.cfg.
Uninstalling CA from /var/lib/pki/pki-tomcat.

rm '/etc/systemd/system/multi-user.target.wants/pki-tomcatd.target'

Uninstallation complete.

2.2.3. 1TEH (systemctl)

2.2.3.1.28). =ik, BE#H. BLURT—9 A0S

Red Hat Certificate System % 7 A 57 L4 ~ A4 > A&, Red Hat Enterprise Linux 7 T systemctl 3£

TEBYRAT LAY EFRALTELESLIUOEBHTEXT,
I # systemctl start <unit-file>@instance_name.service
I # systemctl status <unit-file>s@instance_name.service

I # systemctl stop <unit-file>@instance_name.service
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I # systemctl restart <unit-file>s@instance_name.service
<unit-file> ICIE, UTFOWIFNHhDEEFRATETET,

pki-tomcatd With watchdog disabled
pki-tomcatd-nuxwdog With watchdog enabled

watchdog —E X DFFEMIE. [/NZAT—RBELU T4+ vF Ky 7 (nuxwdog)l LT

[Certificate System M Watchdog 4 —EZDERA] #S8BLTLEIWL,
22321 VA9V ADEEES
Red Hat Enterprise Linux 7 @ systemctl 1—7 1 ) 74 —ld. ¥—N"—LDOZ 7O AOBEBEEHS
SV vyy MO UEREABELEY, Chid. PRATLANBEETIE. —HOY—ERXE=BEHIC
BEINTIZIEEEKRLET, YATLIZY M7 74)LIF. Y—EROEEBZHFEL, —EXD
ELWERTESHINDLDICLET, systemd H—ER & systemetl 1—F 14 74 —IZDWT
l&. [RedHat Enterprise Linux ¥ A7 LABEBEDHA K] THEAINTWET,

Certificate System 4 ¥ X4 » X (L systemctl TEETEEY, LA >T, ZOI—TFT1YYT4—
. A VYRV R EBENICHEE T 2N EIDNEERETETE T, Certificate System 41 Y 2 ¥V AN
ERIN2E. YRTLOEHFFICEMICRY FT, Ihid systemctl 2 ERATHIETEETEE
ER

I # systemctl disable pki-tomcatd@ instance _name.service
AVAYVAEBEAMICTSICIEE, UTZERTLEY,

I # systemctl enable pki-tomcatd@ instance_name.service

R

systemctl enable O < >~ K& & U systemctl disable I~ > R, FIBAEZE R T L% T
ClICEBLAEY., FLELEY LEHA,

2.2.4. 7Ot A EE (pki-server & & U pkidaemon)

2.2.4.1. pki-server AXY Y K54 Y —IL

Red Hat Certificate System Ofth® 7Ot AEEY —JLIL. pki-server T3, FEHAEIL. pki-server -
-help O~ > K%&EAL T, pki-server D man R—IY SR L T EZI W,

pki-server AY Y RSA VAV H—T 24 X (CL) IF. A—AINY—N—A VY RI VR (H—/IN—FKFE
CURATLFIAERE) ZBELE YT, UTOLIICCLIZEBLET,

I $ pki-server [CLI options] <command> [command parameters]

CLIEH—N—A YV RIYVADEBRETI 7AINELPNSS T—IR—RA&FHT 570, CLI TIEERIIC
WHEIIMREHY FHA, CLIET77AIVICEET IV EZATESH,. Ihldroot I—HF—DDHEIT
TE, V547V MNERZEEIMEHLY FH A, T/, CLIRY—N—DRTF—Y RICBEFRAECEITTE
¥4, RITHPOY—N—EBEHY FH A,
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CLIZ. BBEBEETEZHOIOAT Y RAYR—KMNLTWVWET, My TLRILOIATVREY A NRERT S
IIE, BIMOOAYY RFERLEINSA =9 —%AEEETICCLIZETLET,

I $ pki-server

A9 Y RICIRY 7OV REHYET, ThdoEYRAMNRRTDICIF, OV REEIEEL. B4~
avERETTICCLIZEITLEYT, UTICHAERLET,

$ pki-server ca
$ pki-server ca-audit

O Y ROFEARABRERTTSICE -helpA o avaFERLET,

$ pki-server --help
$ pki-server ca-audit-event-find --help

2.2.4.2. pki-server A LM Y A h—ILiFEHY T AT ADOEMLS L TCERDE

AVRARN=IBERDY T AT LEBWNEITEWICT 2IC1E. pki-server 21—F 1 1) 71« —%fERAL
7,

I # pki-server subsystem-disable -i instance_id subsystem_id

I # pki-server subsystem-enable -i instance_id subsystem_id

subsystem_id %, BMWRY T X7 L#EITF (ca. kra. tks. ocsp £ 7-id tps) ICBE XA XY,

a3
Y 1204 VRI VARG TYRTLDIA TOHEZETEET,

& Z £, pki-tomcat & WD ZRIDA YV RY VA TOCSP H TV AT LEEMICT ZICIE, kROaYX
YREEFGFLET,

I # pki-server subsystem-disable -i pki-tomcat ocsp

AVRIVADA VAN =IVENFY T AT L) AMNRTTZICIE, UTF2ERTLET,
I # pki-server subsystem-find -i instance_id

RHEDY T AT LOREERFRTZICIE, ROATY RERTLET,

I # pki-server subsystem-find -i instance_id subsystem _id

2.2.4.3.pkidaemon A¥ > K54 Y —JL

Red Hat Certificate System ADRID 7O+ A E’EY —)LIE. pkidaemon Y —I/LTT,

I pkidaemon {start|status} instance-type [instance _name]
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e pkidaemon status tomcat: ¥ AT LA EDINTDPKIA VY RAYVADPKIY T AT LDA
v/ZA 7. R—b, URLBEDRT—HY RBHRERBFLE T,

e pkidaemon status tomcatinstance_name S EDA VAV ADE PKI YT RTLDA V/
7. R—bF, URLEBEDRT—H RAERERBELE T,

e pkidaemon start tomcat instance_name.service - systemctl Z(NETHEAL X7,

FEHAiE. pkidaemon @ man R—U ESRRL T LI,

22.4.4. YT A7 LD Web H—E X URL DR

CA. KRA., OCSP. TKS., BLUTPSH T RFAICIE., T— Y NEAD Web H—EZRR—T &,

BEOI—Y—8LUV0BEEISEINET, INOSDWebH—ERICIK, YTV RTFLDEFXF2ITR
A—H—DR—MNETHTORFALRANMIURL AR ETVERATEET, CADEADHIAELITIC
~LET,

I https://server.example.com:8443/ca/services

i

pa 3

AVRIVADA VI —T 4R, URL, BLUVR—IFDLY X MNEEIST BITIT,
Y—ERXRDRAT—Y A=A LET, UTFICHERLET,

I pkidaemon status instance_name

BEYTORATLDER Web Y—ERR—=JCIE, FIAATERY—EAR—JD—ENrHYZET, Ch
SIFFR21 [T 74N D Web —EZR—=Y ] TEHINTWET, FEOY—ERILT7TI/ERTS
ICIE, BURR—MI72€ZAL, BUARTaAL I M) —%URLICEMLEY, L& xIE. CADTY
RIVFA4T14—(BEDI—HY—)DWebHh—ERICT IV ERATZICIE, UTERITLET,

I https://server.example.com:8443/ca/ee/ca
DNSABREINTWARWEEIE, IPv4 7 RLRFRLIEIPv6 7 RLZREFEAL T, H—EXRR—JITH

MCTEEY, UTICHlZRLET,

https://192.0.2.1:8443/ca/services
https://[2001:DB8::1111]:8443/ca/services

pa )

TRTCOA—YF—DPYTORFLOIY RA—HF—R=VIITFIVERATEEY, L
L. I—Y VY bFELEEEEWeb Y —EZAR=JIZT7IERTBHICE, T—Yz VMK
IEBEBEDIREEZ Web 7209 —ICA VA N—IVTIUENHY £T, ThUHAD
malE. Web 4y —EZADIRIEICKBL E T,

K21TI7AI MDD WebH—ERR—Y
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SSL/TLS <&M Web #—E 2 Web #—E 2 D5
=M i
Certificate
Manager
8080 WV Z IVRIVT4 ca/ee/ca
TA—
8443 [F WV Z IVRIVT4 ca/ee/ca
TA4—
8443 (=g (=g I—yzvhb ca/agent/ca
8443 [F WV Z H—EZR ca/services
8443 =4 (AR avy—=ib pkiconsole
https://host:port/c
a
¥—YhHnNY—5
LS
8080 WV Z IVRIVT4 kra/ee/kra
7 4 —I[P]
8443 =40 WL 2 IVRIVT4 kra/ee/kra
T 4 —I[b]
8443 =40 (=g I—yzvh kra/agent/kra
8443 =4 (AR T—EX kra/services
8443 =4 (AR avy—=ib pkiconsole
https://host:port/k
ra
V54 VERE
AT—H AT XR—
Ty—
8080 WV Z IVRIVT4 ocsp/ee/ocsp
74 —Icl
8443 [F WV Z IVRIVT« ocsp/ee/ocsp
74—l
8443 (=g (=g I—yzvh ocsp/agent/ocsp
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Web H—EX

Web H—E X D5
AT

8443

8443

h—2 > %—4—

EX

8080

8443

8443

8443

8443

8443

8080

8443

8443

SSL/TLS IC{&

I
[=qW (AYRY-
[=qW (AYRY-
(AYRY-
[=qW (AYRY-
[=qW [=qW
[=qW (AYAY
[=qW (AYAY-S
(AYAY
=g
(AYRY-
=g
[=qW [=qW

RETRVWY—E
2

ZeBY—ER

Enterprise Security
Client Phone
Home

Enterprise Security
Client Phone
Home

BE -V
M LT
Operator H—E X
[d]

ocsp/services

pkiconsole
https://host:port/o
csp

tks/ee/tks

tks/ee/tks

tks/agent/tks

tks/services

pkiconsole
https://host:port/t
ks

tps/tps

tps/tps

tps/phoneHome

tps/phoneHome

tps/ui
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SSL/TLS IcfEf 9547 MEE  Web¥—ER Web #—E 2035

(e 9 i

[a] 7 24 7> hEREL{ED No D#—ERIE, U547V MBIIEZBRT DL ICBERETEET, Yes £ia No ow
THHADEERFLBWS—ERIE, 7547V MREZFERTELDICERETHIEIITETIHA,

[b] ZPYTYRTLIATICBIVYRIVT A T4 — R bEAVI—TIARDHBYETH OTY KTV T«
TA4—H—EREEFERY, TNOEDIVRIVTAT4—H—ERILIE Web TZIHF—DSET IV ERTEEHA,

[(]JOCSPILIETY RIYT AT A —R=bELVA VI =T A ADHYFITH hOTY KI ) T4 —H—ERL

Web 75 0H—%5NLTT7I7ERTEIERTEERA, TV RA—H—0OCSPH—ERICIE. OCSP BEX%%ET 27
ATV TIERLET,

[d]I—Y x>V b, EEE LU Operator Y —EREFFTANT, AL Web Y —EZAR=VENLTTIEAINET, &
O—JLiE. ZOO—=ILDAVN—ICDHFRRINDIBFEDEI > aVIIOHT I EATEET,

2.2.4.5. Certificate System A~V —JLDiZH)

CA. KRA. OCSP, BLUVTKS H T AT ALICIE, BIEMAEEET T BLHODJavaA Y9 —T 41 R
AHYET., KRA. OCSP. BLUVTKS TlE. A—H—B LUV —TOOVBEDEEAR S, EBIC
BEXNRIRINEENE T, CADFZEIE. SAPEETOT7 71 LOERPLARADERERE, ZTOMMD
BRENEFNET,

pkiconsole 1—7 1 ) 7 4 —Z AL TSSL/TLS R— MERATHY TV R T LA Y RY YV RICERT 3
EAVYUDHEEERY, I0A-T1UT 14—k UTORXEZFERLEY,

I pkiconsole https://server.example.com:admin_port/subsystem_type

subsystem_type |& ca. kra. ocsp. F7/ldtks ICT B ENTEFT, & AE. ThICLY KRAD
VY—ILHHEZEET,

I pkiconsole https://server.example.com:8443/kra

DNSHBEINTUVWAWEARIK., IPVA 7 RLRFLAIEIPV6 P RLRAEZFEALTIOYY —ILICERTE
i_a_o J’J\-F"—{yu%__r l./ i_a_o

https://192.0.2.1:8443/ca
https://[2001:DB8::1111]:8443/ca

2.3. CERTIFICATESYSTEM O 7 —F 5V F v — D&

TNTHOY—EXDNERZY—EREZRBELEITHA. §RTDRHCS YT AT A (CA. KRA,
OCSP, TKS, TPS) BAHBEDT7—F TV Fv—%HEBLET, UTD7—F77F+—EIE. ThoHD
TRTCDY TV RATALILE > THEINIHEBEO7—FFT IV Fv—%2 "L TVWET,

2.3.1. Java Application Server

Java7 7N = avt—nN—E H—N—=T7FYs5r—23V%5RTIdJava 7L —LT—UTY,
Certificate System I&, Java 77U —> 3 Vv H—N—HNTETINZ LI IELNTVWET, TRIE.
HR—MNINTWBHE—D Java 7 7Y r—> 3 v —/"—|F Tomcat8 T, D7 7Y sr—> 3>
HP—NR—DHYR—NISBREMINDAEENHY £9, FFMIL. http://tomcat.apache.org/ SR L
TLEIW
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Certificate System D& A VR 4% > A& Tomcat H—/N—4A Y A& >V A TT, Tomcat BXEIE
server.xml [ZfRFFI N F 9, https://tomcat.apache.org/tomcat-8.0-doc/config/ Tl&. Tomcat 5&E
DOFMBERMEE I TWE T,

#& Certificate System % 72 X7 A (CAX® KRA & E) 1&, Tomcat ICWeb 7 YU —2 3> & LTT
TO4MINET, Web 7Y —> 3 VEREIX web.xml 7 7 1 JLICREFEI . Java Serviet 3.1 4T
EZINET, FMIE https//www.jcp.org/en/jsr/detail?id=340 ZSBR L T EI L,

Certificate System D& E Bkl CS.cfg ICRFEINZE T,

INLDT7AINDIEBRTIE. A V2V Z2DLAT7 o] #HBLTLEIL,

2.3.2. Java Security Manager

) Relevant PKI
Deployment Suggestions Subsystems
' '
O Optional & CA
@' Recommended MKRA
o & ocsp
Mandatory Q"Z'THS
) Common Criteria o
N‘“‘J/Feecummended MTPS
VAN J

Javah—ERITIE, 7V —2 3V aRITTELODDEETRWVREERERBRIFAEERT D
Security Manager # 7> 3 ' H U ET, YTV RATLNA VA M—=)LEN B &, Security Manager
NEEMICEMICARY T, DFEY. & Tomcat 1 X4 >~ A& Security Manager AAR{TINTW3
HKETREILET,

pkispawn 23217 L. MB® Tomcat 2% > 3 > T pki_security_manager=false = 7> a V %3¥8E T %
F—N—SA4 REET7 7MW %EFEHAT 5 &, Security Manager BMEMICARY £,

UTOFIRICE>T, 41 YA M—=ILINTA VY RY Y ZAH S Security Manager 2 B3ICT 5T &N T
XET,

1. I # systemctl stop pki-tomcatd@instance _name.service
F721& (nuxwdog 7 # v F Ry V&FEALTWBIHEE
I # systemctl stop pki-tomcatd-nuxwdog@instance name.service

2. letc/sysconfig/instance_name 7 7 1 )L %=X, SECURITY_MANAGER="false" Z#%7E L %
ER

3. I # systemctl start pki-tomcatd@instance name.service

F721& (nuxwdog 7 # v F Ry V&FEALTWBIHEE
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I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service

A VAV ALBIELIIBEETDE, JavattFa T4 —RYT—iF, UTDT7 71D 5
pkidaemon IC & U BRI L IIBBERERINE T,

/usr/share/pki/server/conf/catalina.policy
/usr/share/tomcat/conf/catalina.policy
/var/lib/pki/$PKI_INSTANCE_NAME/conf/pki.policy
/var/lib/pki/$PKI_INSTANCE_NAME/conf/custom.policy

JRIZ. Ivar/lib/pki/instance_name/conf/catalina.policy ICIREINE T,
233. 1M V9—T7 x4 R

2331LY—TLy b VI —TITAR

BEHTORATLITE, YTVRTLADIEFIEILRMBAEDHFEAMREICT 249 —T7 4 ADEFN
TWET, TRTOY TV RTANHRBOBES VY —T (A RA5HAL, T—V TV MIEIYHETS
NEYRVERTIZBDI—VI VMM UI—T A ZADHBYET, CAHYTORATALILIE, TV RV
FATA—%PKIICEFRTEZIENTEBIVRIVTFATA—DAVI—T (4 ADDHY FT,
OCSP Responder Y 7Y AT AICIE, TV RIVFAT14—ET7T)r—2 3 N REDIERAZE R R
F—HAEFIVYITEBIVRIVFATA—DAVI—T A ADHY T3, |FHEIC. TPSICIE
Operator 1 Y9 —7 x4 AWHYET,

TINr—oavy—nN—3g&EKEIT Y N) —KRS Y bEREL T Certificate System (&1 >~
Y—T7 A AICEBEDH—T Ly hERRHLTA V9 —T 1M R 2T LET,

EYTORTFLDY—T Ly ML, Nid 5 webxml 774 ILTERZINET, ALT7714ILIEE

H—TLYy bMDURLE, =T Ly MITIERSZEFa) 74 —BHEERLET, Fil
l&. TJava Application Server] 28R LTIV,

2332.EBM V9 —T (R

) Relevant PKI
Deployment Suggestions Subsystems
4 N
O Optional & CA
O Recommended fHRA
& Mandator 9=t
y & TKS
) Common Criteria o
N‘“‘J/Feecummended MTPS
VAN y,

I—SJI VMU= R, T—VTVMDIV N —RA Y IHDSDHTML 7 # —ALDE(E
HENIBYT S Javat—T7 Ly hERBHLET, T—Vz VM —TL v M, 74— LEETIRMS
NEBRICEDWT, SAZEDAKEE. (BAZ0EH. IBHEDRWOERDIRESE & &R, HEE S0
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T77AINDERBREDI—IV TV NI RV ERITTEDELDIICLET, KRAY T RAFALF/IE TKS
YTORTFLDI— TV M U9 —T x4 R, F£71d OCSP Responder iZH 7L X7 AICEBDE
DT,

FTMSEY 7y T TR T—YzV b9 =714 CADS KRANDIEFET X DD
CIMC EEEFRBEICEFERINE T, TOEHESSL 754 7> MREEIC L > TRE I N, Trusted
Manager E M IENBEFEINTVWABENOO—ILICLE>TRAINET, T—Y v bO—IL &R
Trusted Manager (CIMC IR ERER ICERINZRLUI—F —) &, SSLU 4 7> MNRiEAE =
ZRENRHYET, L. IT—Vz v hOO—LERERY, I—Y v MBEIRBEINE LA,

TMS 2 E Tld. CIMC EEFRBEEIL. TPS N5 CA, TPSH 5 KRA, LUV TPS »5 TKS ITEE IO
F9,

2333. T VFIVFTFA4T14—AV9 —Tx14 R

Relevant PKI
subsystems

4 N
& CA
O KRA

Deployment Suggestions

O oOptional

O Recommended

. &y ocsp

g)/ Mandatory O TKs

Ly Common Criteria

Mﬁecummended O TPS
VAN y

CAYTYRTFATIE, TVRIVFTFATA—DAVI—T A RE, TVRIVF4T14—ITV K
)—RA Y EDOSDHTIML 7 4 —LDEEENIET B Javar—T Ly MERBELET, 74— LEE
NOZITE S ZBERICEDOWVWT, TVRIVF4T74—H—TLy NMILY, TVRIVFTF14T74—H
FERAE Z %, BH. B OBRELIMYE L F9, OCSP Responder 72 27 LD End-Entity 4
VA —T A RAlE, OCSP Y I IR N EHABLICUNEBT BDD Javah—T Ly MERFELET,
KRA. TKS., LUV TPSH 7Y X7 Alk, End-Entity H—EREZRELEFHA,

2.3.3.4.Operator41 49— x4 R
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Relevant PKI
subsystems

4 N
O ca
O KRrA

Deployment Suggestions

O oOptional

O Recommended

: QO ocsp

g)/ Mandatory O TKs

Ly Common Criteria —

Mﬁecummended & TPS
VAN y

ARLV—=F—A V=T T4 RIFE. TPSH T RTLICOHHY T,

234 RESTA V9 —T7 x4 R

Hitsal state transfer (REST) (&, HTTP AL TWeb H—ERX%ZE&HL. BIETZFET, D77
Jor—>avEDHEEERM A EHM LT, RedHat Certificate System (&, H—/N\—DI FXF i
H—ERILTIVERTBHDRESTA VY —T o4 A&RHLET,

Red Hat Certificate System ® REST ##—E X%, RESTEasy 7L —ALT—J % FHA L TEREINFE
¥, RESTEasy IZEBICIEWeb 7TV r—>avdHy—T Ly hELTEITINSLH, RESTEasy
DREE. WHT 2TV RTLD web.xml IZH Y 9, RESTEasy D
l&. http:;//resteasy.jboss.org/ &S L T ZI L,
B RESTH—ERIF, BAHDOURL & LTEZINE T, UTICHlEZRLET,

o CAIRAZEY —E R: http://<host_name>:<port>/ca/rest/certs/

e KRA F¥—1—E X: http://<host_names>:<port>/kra/rest/agent/keys/

o TKS 1—H—+4—EX: hitp://<host_names:<port>/tks/rest/admin/users/

e TPS 7 )L—7H—E X http://<host_name>:<port>itps/rest/admin/groups/

—EDH—ERIF, TL—VOHTTPERAFEFRALT7 I/ ERATEETH, X2 T4 —ICTHTTPS
BEHEIAVEBICRIBEENHYET,

RESTH#EIEHTTP XV y RELTIREINE T (/e & 2 1E. GET. PUT. POST, DELETE), 7z& A
&, 2547 NHGET /cafrest/users J 7 TR M &EET 5 CA1—H—%2REFT 35EF. RO
vV REEITLET,

RESTY YV IARNBLIVIREA Yy E—JIF, XML F/AIEJIJSONFERTEETETT, UTFICHAERL
F9,

{

"id":"admin",
"UserID":"admin",
"FullName":"Administrator”,
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"Email":"admin@example.com",

}...

CLI, WebUl, F7&IFNBRESTIVSA 7V MR EDY —IL%=FERALT, RESTA ¥ —7 x4 RILT
JEZATEZEY, Certificate System i&. AV S ATH—ERIIT V7R T B7=HD Java, Python,
B LW JavaScript 714 77 ) —HIRBLFE T,

RESTA V9 —7 x4 RId. 2FBHEDOEBAAEEYR—FLIT,

o 1—H—FZHELP/IXT—R

o USA TV NiERE
ZEHY—ERICRHERFRELAEIE. /usr/share/pki/ca/conf/auth-method.properties TEZINFE T,
RESTA V9 —7 x4 ATl H—EZAANDT IV ERIEEDNN—I v a VAR EBILRZBELNHY
F9, N—IvY a3V LDAPDACLY Y —RATEHEINET, RESTA V¥ —T7 1R

I&. /usr/share/pki/<subsystem>/conf/acl.properties D ACL ')V —RICT v EVITINZET,

REST A 4 —7 =4 ADFFEMIL. http://www.dogtagpki.org/wiki/REST ZSHR L T X L,

2.3.5. JSS

Java Security Services (JSS) &, NSS 'E1TT 2 SILBEED Java 1 V9 —T o1 R =RHELF T,

Certificate System 7 —F 72 F v+ —® JSS LAREIL, Java Virtual Machine (JVM) IS R 1 T4 T2
AT LS4 TS —~DT7 V2R %=RHT % Java Native Interface (UNI) THEERINE T, ZDEREHIC
SY, YRTLD—EELTEHEIND NSSAREDFIPS TERBINLESELTONA Y —%FHTE
F9, JSSIE. NSSTHR—IMINZtEF2) T4 RESIUCBSERMOZ ITHIELTWE

¥, JSSIF. ASN1# 1 F& BER-DER T O— RD#li#7A JavaM 9 —T7 214 ABIRHELF T,

2.3.6. Tomcatjss

Red Hat Certificate System M Java XR—2ADH 7> X7 Alk, Tomcat Server HTTP TV ¥V & JSS
D7V v & LT tomeatjss EMFIENDE—DIAR 7 74 IV EFHALET, Ihid. NSSHEITT
X2l 7Ta—8EDJavaM V¥ —T7 4 ATY, Tomcatjss I&. Tomcat D Java Security Services
(JSS) % fEA L 7= Java Secure Socket Extension (JSSE) 2% TY,

Tomcatjss (&, TLSZFERALTTLS V7 vy M aEKT B71DICBBRA VI —T 14 R 2ERELFT,
tomcatjss N"EET 2V Ty b7 70 M) —ld, UTFICEFIEIFzATIONNT—2FALT, VY
v b)Y 22 LT tomcat ICRY £9, tomcatjss Bifld, JavaJSS Y AT ALAAFAL T, &REH
KXYV EDRA T4 TNSSHESEF—EREBIELET,

Tomcat % —/X—& L U Certificate System 7 5 AW FwmAHIAE NS &, tomcatjss B FmAIAFNE T,
A—R7OE2XOFHAELUTICRLES,

L H—N—DEHL TV,

2. Tomcat I&. Certificate System 1 Y A M—=JLICY A=V TV y Na{ERT 2 EBEDH 5 I5FT
ICRELET,

3. server.xml 7 7 1 LHMIEBINE T, DT 74 ILDFEREIL. Tomcatjs BAEETZV I v b
770 MN)—%FEATRLIVRATALAICERLET,
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4. Tomcajss IFBRINZEY T Y MIDWT, VI y NOENBRICEEFN2BHEAFHAIY. A
BLET, BRELTERINDIY T Y ME, ENHDNTA—=F—ICEL>TERKINTWVWS
OICEBELET,

5 H—/N—HhF@E L7 5. Tomcat R— A D Certificate System ~NDEEEM A FHT ZNELR
w2y bDEY RBHY ET,

Vay NOEEIBFICER IS &, Tomeat &, EiEE R 2 JSStEFa ) 74 —H—ERXEERICANIE
XN Certificate System DwRF DIV T4 T4 —ICRYET, ROV R=V TV 5y NHLIEX
Nd&E, BTHEATETBLIICISSDA VRAY VY ADERINE T,

server.xml 7 7 1 JLDEEMIL. [TomcatEngine 8L U Web H—EZDFRET7 71 I)L] #BIRLTL
I,

2.3.7.PKCS #11

Public-Key Cryptography Standard (PKCS) #11 i+, BES{LIEHRE=RFT2T7/31 A& @EL. BEE{LE
EERITTDDICERT S API 238E L X J ., Certificate System I&. PKCS #11 IZx I L TW B 728,
Certificate System I, IFIFB/N—KRIzT7ELVCV IRV T7TNNA REEBRENHY 9,

Certificate System 4 7Y A7 LA VYV AI VAT, DK EET1DDPKCS#N EY a— LA FIFHATEET
HEVENHY ET, PKCSHNEYV 21—l (BEEEY21—ILEFLEBSEY—EX7ONNM 55— %
MiEh2)ld, BESECESREDESIEY—EREZBEBLET, PKCSH#NTEY 2 —bik, N"—KDzx
TELEYINIZTOVWTNOTRETEZEET NS ADRSA N—ITEULTWET,
Certificate System (ZI&, EJ M Y PKCS#NEV 2 —IHEFhTEY, Y—RKNN—F 4 —FET 21—
WICHIELE T,

PKCS#N EYV a—I)LIlIE, EIZ1D2UEOZROY hAHY, AX— N A— KRR EOYIRY — 45 —DYE
N—Roz720v hELT, FEREYVIMNIZT7OERAOY ME LTEETEFET, PKCSH#N1E
Ta—I)lDOEROY MIFE, =YV EBINTEZET, 2O VE BESEY—ERXZEEICRMH
L. REIXISCCHAREERERETEIN—RIZT7ELEIVIRNIZTDTNAATY,
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PKCS#11 Module Slots Tokens

Hardware

A ecelerator Module

Third-Party | A
Module j -
Internal —_— , o) <+l Crypto services token
Module - - == . ) «+—{Jlllll Certificate DB Token

certX.db keyX.db

bl L4

m @ +—Jlll FIPS Certificate DB Token

Certificate System |, RE & M D 2BHEDO M-V V52 EELFT, A N—2 Vid, FBAENS
ANTUA—%5RETZEOICERINET, A M—2 vid. Certificate System 7T XA F ALILE
TEFXF RV EAPELRETHEOICERAINE T,

1A

2.3.7.1.NSS Soft Token (REB b —2 )

pa )

Certificate System |&, FEBAZED NS A MNPV H—%RETBNSSY I NN—=Y V&(E
ﬁ l/i-g_c

NSS Soft h—2 idk, REBb—V Vv FEY I bz T7 =0V EEHIENET, VIbTTT7 h—
P 2DDT77AITREINTEY., BEIFFAET -9 X—X (cert8.db) &EF—FT—HFRXR—2
(key3.db) EMFIENZ 2 DD T 7 A ILTEREINE T, TDT 714Jbid, Certificate System 7T X T
LODRERFICERINET, choDEFa2 YT —T—9R—2

i&. /var/lib/pki/instance_namejalias 71 L 7 ) —IZHY £T,

NSSY 7k h—2 VMR S EY 2 —ILIk, Certificate System ICEF N E T,
o FIAIKNDAEBPKCSHN EYV 2 —ILILIE, 2DD =0 UHEFNTVET,

o EEi., Bk, Ny a1REDINTOESILREFZRITT H2AMESEI—EX b—
7

o AEWF*F—AML—YN—F Y GEHEDB b=V V), O M=V VI, FRESLUVHEE
RETIAAESLVRT—IR—RT7MIETRTUELET,

o FIPSH40EYV 2 —ILZDEY 2 —I)LIE, BESIAETEY 2 —ILEERD FIPS 140 BFFZAE ([ HEH
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LET. FIPS140 EY 2 —LIClE, BSERFLARES L VF—T—IR—T 7ML ED
BIEOEAZUNIEYT 2E—DHAAAFIPS40FAET —IR—ZA R—I UHBEFEFNTVE
-a—o

NSSY 7 NN—OVICEIRRE % A1 VR— NS 2 HEOBBNRFIRIE, 4EZFHZ/ F—E5,—20 >
DEEHESRLTLIEIWN,

Network Security Services (NSS) M&Ffiid. [E U &BID Mozilla Developer D Web R—Y % SHR L TK
IV,

2372.N—FK9xz7tF*a)74—FJa—JL (HSM, AELb—D V)

R

Certificate System &, HSM %{#F L T. Certificate System ' 7> XA T ALICEBT 28D
R7 EFREZBMLE T,

PKCS #11 €Y 2 —JLid. Certificate System THEATE XY, YT RFLTHBN—RKI 7 b=
VEFRTZICIE. YTV RATLADHRERICPKCSH#N EYV 2 —ILEFHMAIK FiILWh—0 &Y T
VATFATHETESRLYICAY FT,

FAEREA PKCSH#N EY a—Jbid, T RXF LD secmod.db F— 4 R—ATEMINF

¥, modutil 21—75 1 5T 1 —I3, BEBREIFERTZN—RIT77E5L—9—DA VA M=)
BRE, DATLNDEERICCDT7 7ANAEBETZHOIFERAINT T, modutil DFEMIE. Mozilla
Developer M Web _R— < T Network Security Services (NSS) Z&HR L TL 72X Ly,

PKCS#NN—RI T T7TFNARE, N—ROz 7 = VIRBEINTVWBERIC, TELNY Y
Ty TEEIRBEEREBELET., N—J VD SRENET EHEIE. PKCSHNRY T —DRFa Aty
FeSBRLTKEIW,

EIBAZEDA VR— MB LUV HSM OBBAED AL, UEFHZ/ F—EE5H—2 > DEEESRLT
IV,

HR—INARDN—RIzT7EFaFTF4—FEVa—I)bid, HR—rTFHEON—ROxzT7E+2)
T4 —FVa—)l] IKBEINTWET,

2.3.8. Certificate System O > ) 7L BSEHE

23.81. Y 7 I EHESOEH
ERAEERE VY TIESIE Java DR ELEY TRINFT,

T7AI TR, EEDHIC, HAREERES. ABAEVYTILES. BLULTIAIDHCA
BT RATLICREICEYHETONET,

V) TIESOS®E L. BK, SRAE. BLUPLTVAHIDICE>TERY T,
o BHEDVNT7IEBSEEIZ, EHLAV) 7IESHEOEY YTICEDVWTWET,
o (VRAVAE, BEINALLETWEZTEHZGEICHLVEEAZEKRLET,

o AR VRIF, A VRIVRICEIYYTOLNADS, FIFZICRE LAEBEICET 2 BHRA2RE
L/i_a—o
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o (1 VRAYVAE, IXRTOHEFMEWYIONS T THWEHHZSISIHISHEAH L. F L WEHIC
BELET,

o JO—VHERINAEYTIRTLIR. LTV r—YavonasEA L CEESY B T2RE
L/i_a—o

wLWwWorO—>oigs
o YRA—DIREDEHEICIE., 70— VERO7OEROHF LW/ O—VICEGEEINET,

o MEFHLHENERINALIWVEZTEZZAEIC. HRI/O-—UAFLVWEHEZEKRT 2 AREM
rHYET,

TRTCOEHHEIE, CAMYVRIVADA VA M—=)LHRIZERETRETT., NICLY, PKIFA Y RI VR
DEEEHRET7AIVIC[CAl BV Y arvZzEML, BEICKH LU TULT® name=value X7 =Dt Y
> avIBRRLET, /etc/pki/default.cfg ICT TICHEET 2T 74 MEEUTORICRLET,

[CA]

pki_serial_number_range_start=1
pki_serial_number_range_end=10000000
pki_request_number_range_start=1
pki_request_number_range_end=10000000
pki_replica_number_range_start=1
pki_replica_number_range_end=100

2382. VY LRV T IESER

x> ") 7IVESERICIMA T, Red Hat Certificate System ZIEBD S VLV T BSEE AR
HLET, BLEE. PKIA VY RIVRADEEZ 774 IVIC[CAl Y Y3 v A&EIML, DRIV 3>
ICLLF D name=value R 7 %#EMT 2 EICE>T. CAAVRAI VY ZADA VA M—)UBFITEIRAEET
ER

[CA]
pki_random_serial_numbers_enable=True

IDFxy IRy P RA%ZERLIIGE, AIAEERES LAPAZEOY ) 7ILESE, BE LALHEEART
BEKSISERINIE Y,

239. tFa T4 —RXAY

tFz2Urr—FXT2EPKIY—ERDLYRAN)—TY, CAREDH—ERIE, ThE5DRAA
VICHBEDBREEFRTBD,. PKIY—ERDI—HF—@F LY MN) —%2BEBL TROY—E %1
TBCTEEY, RHCSOEFa ) 71— RKAA VH—ERIE, Certificate System 7> 27 LD PKI
H—EXDEFE, HEGHEAR)Y—Dty hOBEAZEELET,

A, TEX¥2U74 XA VDO5E] 2ZRLTIEI W,

2310. XA —=RKRBEL VT 4+ v F Kv 7 (nuxwdog)

TI7AINDERETIE, RHCSHTYRTFT LA VRAIVRIEISA4 T ME LTHEEL. LDAP RER
T—IR—=R(TLS V547> FREIAREINTWAWERY, b YU ICEIAENZRIEICFERAINE
T.NSS P—IVT—49R=2, FLIFINZAT—RKEFDHSM LR EDMDY—ERIZFERILT 2HEH
HUFEFT, BEEEIE. A VAN —IBRERFICIONRNRT—REERETDLIICKODLNET, TD/RR
7 — KN, <instance_dirs/conf/password.conf 7 7 1 JLICEZAFh T, BARFIC. FHBISTEIIL,
/IXZ XA —4% — cms.passwordlist D—E8& L TA A Y DERET 7 1)L CS.cfg ICRFINE T,
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FRTE 7 7 1 )L CS.cfg I& Red Hat Enterprise Linux IC & Y {RFEI N, PKIBEEDHD TV EATEE
¥, /X277 — RL CS.cfg ILREINEFHA,

AVAN—IVERC, A VAN —=—F—BABY I NIz T b=V F @ N—RFRIZzT7BESIEN—7VD
WFhhEZBRLTCOJA Y LEST, ThsD b= A0O7 4 /827 L —XId, password.conf
IKHRBIRINF T,

%TEREIE. /827 — K% password.conf ICECET 22 &5 TEX T, LDAP ARIE. 2BF (L7
MY —ITx L THZIZERE S M7z Directory Manager /82 7 — R A password.conf (235 X 5 —fl
7.

Nuxwdog (watchdog) t&. H—/"\—70OJ7 5 L%EE). Fik. BEfH. BLUBRETILHIEAIN
PRELFHMT—EYTOERTY, Y—N—%EBHTZLHDICI—HF—ICNRRT—RFROAN%EKRD S
HENHZIBEICREKZIEET., hiE, ThoDRRT—REA—XILF—Y U TIZREICF v Y
Yal, Y—N=—2DU5v2alGElBRNICBREITESLDICTZEHDTY,

pa 3]
Nuxwdog (. E—FFRISNE VA v F Ry ITH—ERXTT,

A VRARN=ILH5ET L, password.conf 7 7 1 L AZLICHIRTE Y, BESEIC

&, nuxwdog D # v F Ry 7O S ALlE. 7OVTMHRRRINELS, RXTA—4H—
cms.passwordlist (& & U HSM BMEA I 535513 cms.tokenList) Z A L T, BHER/ARXT7— K
HERLET, TDR, NXZRT7—KRE, ¥—N"—=035v2arhoDBHY A/N\Y —%2TEEICT 57D
I, A—FRIF—U Y TDnuxwdog ICE Y Fr vy adhixFd, flEIShTwARVNW vy KDY
(VZ2vYa)ERT, COBEE) ANY— (BEBY TV RATLBEE) IMREELE T, BEENSHIEL
vy NSO VDBEIR BBENRRT—REZBEEXRLET,

VAYFRYTH—EREFERATBHEE. RHCS A Y RY U ADEE EFIEAEMRY F9, 55
l&. [Certificate System M Watchdog ¥ —EXDERA] ZSRL T LIV,

HME, [YRAFTLNRZAT—ROEHE] 25RBLTLLEIL,

2.3.11. NEZE LDAP ¥ —4 R— 2R

Red Hat Certificate System (&, FERAZE. &KX, 1—%— O—Jl, ACL. BL VP ZDOMDIFIF A
RERIFIRAD EDIBFREEMNT 272HDAEET — 4 X—R & L T Red Hat Directory Server (RHDS) % #%
FALTWZEY, Certificate System I, /27— RKAFEH L TAHELDAP T—H RXR—R EBIET B H\.
SSLERFEICL W RERAETHBELET,

Certificate System 4 > X4 >~ X & Directory Server B CAIBAZEN— A DFRIANBERBZEIF. b2
DDIVTAT4—ACEHZERETDFIRZETIDIENEETY, IDLHI%
Certificate System 41 Y 29 Y 2D A ~ A b—JLIZE. pkispawn D&Y A4 7> a VHARETY,

FF#lX. [RedHatDirectory Server D4 Y Z h—JL] ASRLTLEILW,

2.3.12. SELinux (Security Enhanced Linux)

SELinux ld, EABINTWARWT IR EBIAZFIRT BLDICV AT LAEETERINDS, BEAD
TOEZAFEIIL—ILDAL Y a3 TY, SELinux DFFEMIE.  [Red Hat Enterprise Linux 7 SELinux
A—HF—BLVEEZEDHA K] #BRLTLEIN,

HEAMIC, SELInux I ZY AT LED ATV b ##BALET, Chik, 77040, T4L b

)—, 2—H%—, 7OtR, Y&y b, E Lnux RRAMLEZOMDY) Y —RICHRYET, THHD
TV MILnuxAPI ATz MIRIELET, EF TV MIEFaVF4—aVFFR b+
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KXy EYITIN, ATV MDY A TE, Linux —/N\—TORBENTTREICRY T,

ATV MERAAVICTIV—THRTE ERXA VICEBEDRIV—UAEYETORET, &t
FaAV)T4—AVTHERAMIE RITTEZRIF. 7I/EATERV Y-, 8LUHMATET7I7ER
AAICHIRZRET 2I—ILDHY XY,

Certificate System D SELinux R ') & —(d, ZBEDY X7 LD SELinux RY ¥ —ICAAFNTVE
I, INHD SELinux RY & —IE, Certificate System MER T2 IR TODY TR T L EH—ERIC
WRAINZE T, SELinux T Certificate System #3179 % &, Certificate System TIERX & & UHERF S
n3EROEFa) T —MRIEINET,

B42.1CA SELinux IR— bR > —

SELinux Administration =
File Help

Select: | &b &I @ Q

Status Add Prnpeﬁties Delete Customized

Boolean

Filter ‘pki-tamcat|

File Labeling

_ File . >elinux File
User Mapping Specification File Type Type
SELinux User letc/pki/pki-tomcat{/.*)? pki_tomcat_etc_rw_t:s0
Network Port Jetc/pki/pki-tomcat/alias(/.*)? pki_tomcat_cert_t:s0 all fil
Policy Module fusr/lib/systemd/system/pki-tomcat. * pki_tomcat_unit_file_t:sO  all fil
Process Domain fvar/lib/pki/pki-tomeat(f.*)? pki_tomcat_var_lib_t:s0  all fil
fvar/log/pki/pki-tomcat{/.*)? pki_tomcat_log_t:s0 all fil

Certificate System SELinux AR ¥ — &, §RXTDY TS RAT LAV RAY Y AD SELInUXi&EE=EE L
7,

o BHITIVRTALAAVARIVAD I 7AINBLTTa LY M) —ITIE, BHE®D SELinux AT F
AMNDSRILDfTIFENE T,

o BYHITIRAFTLA VA VADR— M, HFEDSELinux AV TFFRAMNTIRNILFIFINE
£

® YT ARTD Certificate System 7OERIE, YTV RTLBEBD R XA VHATHIRINET,
o BRAAVITIE, RAXAVICERINALTIVaVEERTDHEDIL—IHHY £,

® SELinux R Y—IZHEINTWARWT JRIE, Certificate System 1 Y 24~ 2 ICx L TIE
EINET,

Certificate System DIFE. EH TV AT LI SELinux AF 7V hELTHRbDh, EH TV AT AIC
E—EDIL—IDEY Y TOENET, EFFADSELinux R o —%FHT % &, Certificate System
Z 72 x4 hH Enforcing E— R T SELinux 258 E L TEITTEE T,
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pkispawn H*E1TX 13 NI, Certificate System 4 7Y X F A, TDH T AT LICEER T O
7740, BLUVR— M, BERSELhux AV TFRAMDSRILAFIFShET, coavTF
2 M, BEDY T X7 L pkidestroy % FH L THIRI NS EHIBRINZE T,

SELinux R ) ¥ —DAREZEIE pki_tomcat_t KX 41 > T9, Certificate System 1 ¥ 24 >~ R &
Tomcat H—/X—TdH Y. pki_tomcat_t KX 1 ~IIIELED tomcat_t Tomcat KX A VDRY o —%3;
RLET, —/N\—LEDTRTD Certificate System 1 V2RIV ADRE L KX Vv EHBLET,

% Certificate System 7O XA FIET 2 & KAICHIRD AR K X A > (unconfined_t) TEITX

. JRIC pki_tomcat_ t KX VICBITLET., TDH%., 2O7OERITIE. pki_tomcat_log_t &\
SRIVBFIF OO 774 ILADEEZIAAT VX, pki_tomcat_etc_rw_t &L SRILHBFW
BRET7ANANDHZHIHIEZT VA, http_port t R—bDF—TVELVEZAHEEERE, BED
TOEANR=Iv arvhREINZET,

SELinux E— K&, Enforcing m % Permissive ICEBTEXEIH, CHIFHEIhIFHA,

231B. IV TR

Red Hat Certificate System |&, BEIFFF/ZIIA VTV R, HDEWEZDEATPKI Y AT LDEES
MEFIVITEBEVILITANIL—LTD—DERHBLET, V)T 1 HILTRVWESDRT R MIKK
T2E, AvE—JREOTI7FAINICREINT IS, ERRELITAMIKRTZE, Avte—Y
AT 774 IIREINE TH, Certificate System TV AF AXEDICO v v MOV LET,

BEEE, BEFICEILTITAMNLR—MN2BRT 256, YT RATLORBERICEZILZFZRANOY
HERTIVLENHYET, BHRICOVERRTDIIEETEET,

TIWITTRAMNDRBUSEY Y TORTLN Y vy MU VT L, BEIMICEMICAYET, Zhid,
Y TORATLDEBARICETINALSRY, RREZBISBEZERT 2DIITONE Y, BELIFER
InNdE Y—N—TUTDIAYTY REETLTH TV AT LZBERMICTEIT,

I # pki-server subsystem-enable <subsystem>

TV TTRANDEREAEDOFMIE., [EILTTAMDEE] Z25RLTLEI W,

2.3.14.07%7

Certificate System % 7Y 27 Ald, B, H—N\—"YR—b g2 70bLEFRALLRE. &
VYTV RTATHEAINZ ZOMDIZFIERTOERAREDTIT1ET A —ICEAET IRV K
RSO0 7 7ANEERLES, YTV RT LAV RI VY ZADRTHIL, TAHEETEITART
DAVKR—FY NDERSLI VIS —AvE—y0O7%=FELET, /. Apache BL U Tomcat
D Web F—N—FT5—%&K L. OTICTIERALET,

BYTORTLAVRAI VR, A VA=, BEE., $LVZ0MOOJICEHFEINHEREICTT S
MEOOYT 7 74 IV EMELE T,

A7 7S94 VEYa—I)bik, Java™ VSR ELTEEIN, REIL—LT—VICEHEINBDY R
7'_—6‘_3—0

EEOJERCIRTOOT 774 )be0—FT—2aryINkOT 7 74L&, pkispawn (CL 51~
248 v ZDOEREFIC, pki_subsystem_log_path (CIEEINTVWEITARTOT A LI M) —ICEREI N
¥9. BEOEEOVIIOOITY1TEEBICOTTaALI N)—ILBDIN, BEINWALEEOVIE
/var/log/pki/instance_name/subsystem_name/signedAudit ICEZAENET, OTDT74ILbD
G EZE T I, RELZZEELTCLEIW,

AVZA M= OOTREDFME L CEIMERIE. 7TEOI7DOREEZRLTILEIWL,
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AVAM—ILEOOJVEHEDFEMIE. IRed Hat Certificate System B# A4 KJ D 72X 7 ALO
JDREN €02 avaESRBLTLEIY,
2341.5F07

BEEOJICE, BRARLAINY MELTRESNALBRARRAAYMOLI-RDEENFTT, &
BERVZBAMTF v VEBNTERTDLIICKRETHIEHTEEY,

R
BEELI-NE TEEORE] KEEISNCEERFHILV-IVICHK > THFT I2LEN
HYETY,

23142 A7 AL0Y

2007 system TY, —/N—ADEKICAT HEHR (HTTPBLTHTTPSDIARTDY IV TR
M EH—N—DSDEBEEEHLET, COOVICEHEINDERICIE. H—N—IZF7I ALY
FATVERIVDIPT RLZ (IPv4 & IPv6 DFEA). 3%, Bl WEREDETINDEME. RS
NEIVN)—DEREDT IV ZADERNIEENE T,

I id_number processor - [date:time] [number_of_operations] [resulf] servlet. message

BI2ATKS Y R57L0Y5

10439.http-13443-Processor25 - [19/May/2020:14:16:51 CDT] [11] [3] UGSubsystem: Get User
Error User not found

ZOAJIET 74 NTEMIIR>TWET,

23143. b ¥V avnyd

ZMAJIE transactions T, Y7V AT AICRITINIBEFITEEINBEEEIARTREELE
-a—o

I id_number.processor - [date:time] [number_of_operations] [resulf] servlet. message

INLDAYyE—Tld, FAZEEKREZET B CA. ¥—45T7—HA TFIEEET S KRA, FiLw
'ws% %9 2 TKS 2 &, SIAAZHY —ERICEABEDEDTY, 20OV AEHAL T, HEIhTWAR
TIOECARTIT41ET 4 —%BHET2EETEET,

22 bSUYFHLa vy

11438.http-8443-Processor25 - [27/May/2020:07:56:18 CDT] [1] [1] archival reqID 4 fromAgent
agentID: CA-server.example.com-8443 authenticated by noAuthManager is completed DN
requested: UlD=recoverykey,E=recoverykey@email.com,CN=recover key serial number: 0x3

ZOAJIET 74 NTEMIIR>TWET,

2314.4. 7y oy
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FI7FINTHERIIR>TWE TNy /a7, IFIFLBEEBEDOBRE SIS, TRTOYT
VATALICH L THFEINE T,

BYTORTLOTNy7OTE YRAT7L, bSUHF o ay, 8LU0T7 02207 &Y LFERIE
REEZLET, TNy IOJIKIE BAIND TS 7140 —T Ly b ERIER. —1—0F
REBBEDA Y E—IRE, YTV RATLILE > TETINZITANTORFEICAT 2B ICERNLRIE
WABENTUVET,

TRy JOTICRBEINSG T —ERICIE, BHUEKR, SEAZSERONE, SEREIT—5 DR,
F—DT7—NATBLVERT. Web Y —EZXADT IV EADNEENIET,

TNy TOgE, YTV RATFLoOTOEADFEMBEREEHLET, EOJT Y M) —DOFEAITUTD

I [date:time] [processon: serviet. message

Ay E—Y BYTIRTLDLRINEA Y E—JILRZD, YTV RATLAILEBFINLEEZEDSZ
ENTEET,

Te& ZIE, TKS 1&. LDAP H—N—(lHERT2LDICIDA Yy -V %R LET,

[10/Jun/2020:05:14:51][main]: Established LDAP connection using basic authentication to host
localhost port 389 as cn=Directory Manager

processor (& main T, message (& LDAP ##GICE T 2 —N—D oA v E—ITHY, —TL v
MNEHY FEA,

—7A. CAlL FAERES LY TR T LERICEAT 21EHREZEHZLEFT,

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet: key=$request.requestowner$
value=KRA-server.example.com-8443

ZOFE, Ay Y—FCADI—Y Y MR—MNEDOHTTP 7R RNINTETA, TOT7 71 %ML

B0 —TLy NEIBEL. profile XA —49— (VI TRA MDY T RTLFREE) & ZDIE (KRA

NERZEBLE) ZRT AvE—I BEFENFT,

key=$request.profileapprovedby$ value=admin

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.cert_request$
value=MIIBozCCAZ8wggEFAgQqTfoHMIHHgAECpQ4wDDEKMAgGA1UEAxMBeKaBnzANBgkghki
GO9wOBAQEFAAOB...

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet: key=$request.profile$
value=true

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.cert_request_type$ value=crmf

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.requestversion$ value=1.0.0

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.req_locale$ value=en

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.requestowner$ value=KRA-server.example.com-8443

BI23 CAGIEAEERO T XA v E—T
[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet: key=$request.dbstatus$
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value=NOT_UPDATED

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet: key=$request.subject$
value=uid=jsmith, e=jsmith@example.com

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.requeststatus$ value=begin

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.auth_token.user$ value=uid=KRA-server.example.com-
8443,0u=People,dc=example,dc=com

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet: key=$request.req_key$
value=MIGIMA0OGCSgGSIb3DQEBAQUAA4GNADCBIQKBgQDreuEsBWg9WuzZ2MaBwtNYxvkLP?
M

HcNOcusY7gxLzB+XwQ/VsWEoObGldg6WwJPOcBdvLIKKIC605wFdynbEgKs0fChVAM

k9HYDhmJ8hX6+PaquiHJSVNhsv5t0OshZkCfMBbyxwrKd8yZ5G5I1+2gE9PUznxJaM*M

HTmIOgm4HwWFxzyORRQIDAQAB

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.auth_token.authmgrinstname$ value=raCertAuth

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.auth_token.uid$ value=KRA-server.example.com-8443

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.auth_token.userid$ value=KRA-server.example.com-8443

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.requestor_name$ value=

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServiet: key=$request.profileid$
value=caUserCert

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.auth_token.userdn$ value=uid=KRA-server.example.com-

4747 ,0u=People,dc=example,dc=com

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.requestid$ value=20

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.auth_token.authtime$ value=1212782378071

[06/Jun/2020:14:59:38][http-8443;-Processor24]: ProfileSubmitServlet:
key=$request.req_x509info$
value=MIICIKADAgECAgEAMAOGCSqGSIb3DQEBBQUAMEAXH]AcBgNVBAOTFVJIZGJ1ZGNv M

bXB1dGVylERvbWFpbjEeMBwWGA1UEAXMVQ2VydGimaWNhdGUgQXV0aG9yaXR5MB4 XM
DTA4MDYwWN]ESNTkzOFoXDTA4MTIwMzESNTkzOFowOzEhMB8GCSqGSIb3DQEJARYS*M
anNtaXRoQGV4YW1wbGUuUY29tMRYwWFAYKCZImiZPyLGQBARMGanNtaXRoMIGIMAOG M
CSqGSIb3DQEBAQUAA4GNADCBIQKBgQDreuEsBWg9WuzZ2MaBwiNYxvkLPHcNOcusY M
7gxLzB+XwQ/VsWEoObGldg6WwJPOcBdvLIKKIC605wFdynbEgKs0fChVkOHYDhmJ*M
8hX6+PaquiHJSVNhsv5t0OshZkCiMBbyxwrKd8yZ5G51+2gE9PUznxJaMHTmIOgm4*M
HwFxzyORRQIDAQAB0o4HFMIHCMB8GA1UdIwQYMBaAFG8gWeOJIMt+aO8VuQTMzPBUMM
78kBME0oGCCsGAQUFBwWEBBD4wPDA6BggrBgEFBQcwWAYYuaHROcDovL3RIc3Q0LNJIMM
ZGJ1ZGNvbXB1dGVyLmxvY2FsOjkwODAvY2Evb2NzcDAOBgNVHQ8BASEBAMCBeAW M

HQYDVROIBBYWFAYIKwYBBQUHAwWIGCCsGAQUFBWMEMCQGA1UdEQQdMBuUBGSRyZXF1#

M
ZXNOLnJlcXVIc3Rvcl9IbWFpbCQ=

E#kIC. OCSP ICIE OCSP EBRIBEHRMNRRIINE T,

[07/Jul/2020:06:25:40][http-11180-Processor25]: OCSPServlet: OCSP Request:
[07/Jul/2020:06:25:40][http-11180-Processor25]: OCSPServlet:
MEUwQwIBADA+MDwwOjAJBgUrDgMCGgUABBSEW|CarLE6/BiSIENSsV9kHjgB3QQU
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23.145. 4 A =0
TRTCOYTVRATALAIRA VAN =L OTEEELET,

YT RTLDHMEA VA =L THERI N BIHE pkispawn (C & > TEMDA V28V A& EKRT
I, A VANV LDRERTNY JHAZECA VA=V I 7ML (T7—%280) &, 4
VAN=IICENTBE, A VRIVADEEA VI —T 24 AND URL BL U PIN BMERRI L
T, DT 7A4IbiE. /varlloglpki/ 71 LU MY —IZ, &REID pki-subsystem_name-
spawn.timestamp.log DX CTIHEEL £,

AVAM=ATDETIE. A VANV TOERDRTY FITHWVET,
Bl24aCAA YR =00y

2015-07-22 20:43:13 pkispawn : INFO ... finalizing
'pki.server.deployment.scriptlets.finalization'

2015-07-22 20:43:13 pkispawn :INFO ....... cp -p /etc/sysconfig/pki/tomcat/pki-
tomcat/ca/deployment.cfg /var/log/pki/pki-
tomcat/ca/archive/spawn_deployment.cfg.20150722204136

2015-07-22 20:43:13 pkispawn : DEBUG ........... chmod 660 /var/log/pki/pki-
tomcat/ca/archive/spawn_deployment.cfg.20150722204136

2015-07-22 20:43:13 pkispawn : DEBUG ........... chown 26445:26445 /var/log/pki/pki-
tomcat/ca/archive/spawn_deployment.cfg.20150722204136

2015-07-22 20:43:13 pkispawn :INFO ....... generating manifest file called
'fetc/sysconfig/pki/tomcat/pki-tomcat/ca/manifest’

2015-07-22 20:43:13 pkispawn :INFO ....... cp -p /etc/sysconfig/pki/tomcat/pki-
tomcat/ca/manifest /var/log/pki/pki-tomcat/ca/archive/spawn_manifest.20150722204136

2015-07-22 20:43:13 pkispawn : DEBUG ........... chmod 660 /var/log/pki/pki-
tomcat/ca/archive/spawn_manifest.20150722204136

2015-07-22 20:43:13 pkispawn : DEBUG ........... chown 26445:26445 /var/log/pki/pki-
tomcat/ca/archive/spawn_manifest.20150722204136

2015-07-22 20:43:13 pkispawn :INFO ....... executing 'systemctl enable pki-tomcatd.target'

2015-07-22 20:43:13 pkispawn :INFO ....... executing 'systemctl daemon-reload'

2015-07-22 20:43:13 pkispawn :INFO ....... executing 'systemctl restart pki-tomcatd@pki-
tomcat.service'

2015-07-22 20:43:14 pkispawn :INFO END spawning subsystem 'CA' of instance 'pki-
tomcat'

2015-07-22 20:43:14 pkispawn : DEBUG

2.3.14.6. Tomcat DT S—¢& 7o RO Y

CA. KRA. OCSP, TKS. BLUVTPSH T AT ALlE., TNHDI—YV IV NBLUVIVRI VT«
FA—DAVH—T T4 R Tomcat Web h—/N\—A YRV 2 &FAHALET,

IS—O7 &7 2RO71E, Certificate System E & HIA VY A =)L I, HTTP Hy—E X %12t
9% Tomcat Web H—N\—|[C& > THERINE T, T5—O7IZE, ——DHME LA HTTP T
S—Avt—INEFNFET, 77EROVE, HTTPA VY —T A RENLETFIERAT7IVT4E
T4—%5YAMNKRRLET,

Tomcat IC& > TR I /O,

® admin.timestamp
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® catalina.timestamp

® catalina.out

® host-manager.timestamp

® |ocalhost.timestamp

® |ocalhost_access_log.timestamp
® manager.timestamp

IhonnOyik, Certificate System A TIEFBATE EF A, TN 5I1E Apache F7z1& Tomcat R TD
HEREFRETYT, TNoDOJDEREICET 25FHIE. Apache RF 21XV R ZSZRLTLLEIWL,

23147. 7257 AMOY

TILT7FRAMOOTIE, Y—NN—DREBEF/IEEILTITTRANEFETETTEEIICHE LALERA
R LET, COOVERCETAMNERRTEZY, COAJIFAVYY—ILENLTEHRETTFHE
Ao TDOTIE, CScfg 77 M INDEELZZEBEL TCOHAJRETEET, COEI/PavonJICAY
IEHRIE. 2OOJICIFERLEEA, BILTITFANMNIDWTOEMIZ., TEILT7FRAN] #8BLT
IEIW,

2.3.14.8. journalcti O &

Certificate System 1 YR Y VA% T2 &, AOTH TV AT LD EY N7y TINTEMICRDZE
TICDLIREA DY XT, ORI, OJOARIFRERDICEZIATFNET, TNl systemd T
Fv7Fr—3N, journalctl 2—7 1 )71 —%NLT2HAINET,

INLOAT%ERTFTSICIE. LTFOITY FERITLET,

I # journalctl -u pki-tomcatd@ instance_name.service

nuxwdog H—EXE#FER L TW2HEIE. UTEERTLET,

I # journalctl -u pki-tomcatd-nuxwdog@instance _name.service

ZLDHFE. A VAV ADBEFICINSDOTZERT I EENTY (&2, EBRFICEILD
TARNDPEKBLEBZE). TOEHICIK, 1 VRV RAEBET E1IC. BlOoavY—)LTcIhbnd
YU REERITLET,

I # journalctl -f -u pki-tomcatd@ instance_name.service

nuxwdog H—EXE#FER L TW2HEIE. UTEERTLET,

I # journalctl -f -u pki-tomcatd-nuxwdog@instance _name.service

2315, A VAR VADLAT TN

#% Certificate System 1 Y A4 YV ZAldk, D7 74 IICL>TERY FT, TO—WIFA VY RAI VR
BED7ANYT—ICHY FTH, DY —N—A V2RIV RAEHBEINZHET ALY —ICENINLTL
x9,
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TcE A, Y—NR=—ET 74 IIEA VXY 2 XEBD letc/pki/instance_name/server.xml |[Zr1F I
nEF9IH. CAH—7L v b /usr/share/pki/ca/webapps/ca/WEB-INF/web.xml TEZEINTWZE
T, SN RATLEDTRTDY—N—A VY RYVATHEINET,

2.3.15.1. Certificate System D 7 7 A VB LU T 1 L U MY —DIGFR

Certificate System % —/3—|&, 1 DLl E®D Certificate System Y 7L XA 57 A THREIN S Tomecat 1
A4V ATY, Certificate System Y 7Y A7 Ald, HED PKI#EEERETZ2Web 7T r—2 3>
TY, —MBHNARHRBEY T2 X7 LIERIE. BEEFTERRPM EEOHREZA1 TZ)— Java7— A
AT7274I, "M F )= BLUTFUVTL—MIEFNTVWET, IhEEEEINLBHRICRES
nxyd,

TALIRN)—RBAVRIVRAICEEDEDTY, A VRV AZICEEMFOLNTWET, ZOFIT
&, 4 R4V 2413 pki-tomcat T, true DfEIE. pkispawn ZFEH L7=H 72 X7 LDYERBFIC
EEINE T,

TALIRN)—IZIE, ARIRAZIINEREI 7AINET YT L—N TOT 7). SAET—%
RNR—2, BLOY TV RTLDMD 7 74 ILDBEEFNET,

FK2.2Tomcat 1 VR ¥ >~ AtEHR

HE &

AAVT4LI MY — /var/lib/pki/pki-tomcat
HRETALIKMNY— /etc/pki/pki-tomcat
HMETFAI /etc/pki/pki-tomcat/server.xml

/etc/pki/pki-tomcat/password.conf

T¥aVTFa—T—H94R=2R /var/lib/pki/pki-tomcat/alias
PSP NTE SSL ¥ —/\—3EBAE
47 27 niEeE ]
O7774) /var/log/pki/pki-tomcat
Web H—ERX 774 /usr/share/pki/server/webapps/ROOT - X f ¥ R—

/usr/share/pki/server/webapps/pki/admin - B F >~ L — k

/usr/share/pki/server/webapps/pki/js - JavaScript 24 75 1) —

[a]ﬂ7'>X7‘-AEIEH§LitﬂF:L DF A4 —=RAAVICE > TEBICRTIND O, V75A TV NRAAVEETDERAA Y
LANIVDEBEIZZDOY TV RTLIBAZEERN—ICLET,

R

/var/lib/pki/instance_nameiconf/ 7« L U h') —I&. /etc/pki/instance_namel 7 1 L 7
N)—~DVRYw D)V DITY,

Ea
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2.3.15.2. CAY T A7 LG

TALIRN)—RBAVRIVRICEABDEDTY, A VRYVRAZICEAEMTFOATWET, ZDOFIT
&, 4 VR4V 241E pki-tomecat TY, true DfEIE. pkispawn ZFEH L7=H 72 X7 LDYERBFIC
BEINET,

K23 CAY T X7 LER

HE &

AAVT4L O MY — /var/lib/pki/pki-tomcat/ca

HRETALIMNY— /etc/pki/pki-tomcat/ca

BETTAI /etc/pki/pki-tomcat/ca/CS.cfg

YTV RT LGRS CA Z&FIAE
OCSP E4&EFBZ (CA DHE OCSP —E X [)
BEBENJELIRE

O7774 /var/log/pki/pki-tomcat/ca

Q7042 M= /var/log/pki/pki-ca-spawn.YYYYMMDDhhmmss.log

TOa77AILT 7L /var/lib/pki/pki-tomcat/ca/profiles/ca

A—=)LBHTFYTL—h /var/lib/pki/pki-tomcat/ca/emails

Web H—ERX 7 74 JL /usr/share/pki/ca/webapps/ca/agent: T— x> MY —ER

/usr/share/pki/ca/webapps/ca/admin: EEBH—E X

/usr/share/pki/ca/webapps/ca/ee: TV R1—H—H—EX

2.3.15.3.KRA Y 7> X5 LAf5HR

TALIRN)—RBAVRIVRAIEEDEDTY, A VRV AZICEEMFOLNTWET, ZOFIT
&, 4 VR4V 24IE pki-tomcat TY, true DfEIE. pkispawn ZFEH L7=H 72 X7 L DYERBFIC
BEINZET,

R2A4KRAY T X7 LTER
B .
AAYF4 LI R — /var/lib/pki/pki-tomcat/kra
LEFALINY — /etc/pki/pki-tomcat/kra
BREZ7AI /etc/pki/pki-tomcat/kra/CS.cfg
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RE fa

$ T 27 LEERE hZ Y 2R — hEERE

2 NL—VERRE

BEEOJELIRS
o7774 /var/log/pki/pki-tomcat/kra
Q7042 N=IL /var/log/pki/pki-kra-spawn.YYYYMMDDhhmmss.log
Web H—ERX 774l /usr/share/pki/kra/webapps/kra/agent: T—> =¥ hH—EX

/usr/share/pki/kra/webapps/kra/admin: EI2H—E X

2.3.15.4.OCSP Y4 7> X5 L5k

TALIRN)—RBAVRIVRAIEEDEDTY, A VRV AZICEEMFOLNTWET, ZOFIT
&, 4 VR4 > 241F pki-tomcat T, true DfEIE. pkispawn ZFEH L7=H 72 X7 LDYERBFIC
BEINZET,

#2.50CSP %47 27 L5
HE &
AAVT4L I MY — /var/lib/pki/pki-tomcat/ocsp
HRETALIMNY— /etc/pki/pki-tomcat/ocsp
BEIT7AI /etc/pki/pki-tomcat/ocsp/CS.cfg
YT R T LFIERE OCSP E&:ERE
BEBENJELIRE
O7774) /var/log/pki/pki-tomcat/ocsp
704 v N=IL /var/log/pki/pki-ocsp-spawn.YYYYMMDDhhmmss.log
Web H—ERX 7 74 /usr/share/pki/ocsp/webapps/ocsp/agent: T— x> MY —ER

/usr/share/pki/ocsp/webapps/ocsp/admin: EEH—E X

2.3.15.5. TKS Y 7> X5 LAfE5HR

TALIRN)—RBAVRIVRICEBEDEDTY, A VRV AZICEEMFOLNTWET, ZOFIT
&, 4 VR4V 24IE pki-tomecat T, true DfEIE. pkispawn ZFEH L7=H 72 X7 LDYERBFIC
BEINZET,

K26 TKSYH T A5 L5
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HE &

AMVT4aL I MY — /var/lib/pki/pki-tomcat/tks

HRETALIMNY— /etc/pki/pki-tomcat/tks

BEZTAI /etc/pki/pki-tomcat/tks/CS.cfg

YT R T LFIRE BEBEOJELIRS

O7774) /var/log/pki/pki-tomcat/tks

704> N=)L /var/log/pki/pki-tomcat/pki-tks-spawn.YYYYMMDDhhmmss.log

2.3.15.6. TPS Y 7> X 7 LtETR

TALIRN)—RBAVRIVRAICEBEDEDTY, A VRV AZICEEMFOLNTWET, ZOFIT
&, 4 VR4 v 241F pki-tomcat T, true DfEIE. pkispawn ZFEHE L7=H 72 X7 LDYERBFIC
BEINZET,

K27TPS YT AT LfEIR
HE &
AAVTa4L O MY — /var/lib/pki/pki-tomcat/tps
HRETALIMNY— /etc/pki/pki-tomcat/tps
BETTAI /etc/pki/pki-tomcat/tps/CS.cfg
YT R T LFIERE BEBEOJELIRS
O7774) /var/log/pki/pki-tomcat/tps
704> M=) /var/log/pki/pki-tps-spawn.YYYYMMDDhhhmmss.log
Web H—ERX 774l /usr/share/pki/tps/webapps/tps - TPS HH—E R

2.3.15.7. #£ 4 Certificate System Y 7> A5 A7 7 1 L DG

H—N—2RBIEDI=HIT. TRTD Certificate System Y TV AT LA VAY VY ATHEAIND T 1
LK) —=BDHYET (R28 [TV RATLT7 74 ILDFAR] ICEBHEINLTWET),

F28Y T RAFT AT 74 IVDIGM

T4 L7 M) —DIEm arvrrvy




Red Hat Certificate System 9 5. 1 VA h—J, BLTTTOAM AV bDHL K

T4 L7 M) —DiGm arvrrvy

/usr/share/pki Certificate System 41 Y 249 ¥ ZDEMICERT 52— MW7 71 ILET Y
TL— M EEFhET, IRTOYTVRTLOHEFEI 7ML EHIT. ¥
TT74 LI MN)—ICH T RATLEBED 7 74V HY ET,

pki/ca (CA)
e pki/kra (KRA)
e pki/ocsp (OCSP)
e pki/tks (TKS)

o pki/tps (TPS)

/usr/bin Certificate System % 7> X7 LD HE T % pkispawn & & U pkidestroy
AVRIVABRERI Y T hELVY—IL (Java, R T4 7. LU
Fal)Fa-)PEFhET,

/usr/share/java/pki O—AI)®D Tomcat Web 7 7 r— 3 A HE L. Certificate System H
TYVRATFLTHAEIND Java7—HA T 774D EEFNET,

2.4. PKI (CERTIFICATESYSTEM % Y))

Certificate System Y TV RAFATHREINTH Y., EY TV AT LADPRRBA VIS ANTY
Fr—DIFXFRHWELRBLET, PKIREIF., YTVRTAICIEFIEAMELRET DI L
T\‘\ {EQQZ_X‘:ébﬁTﬂZ’y?{X—G%iTQ

R

WREDODPKIEEIF, VINIITFT—IR—RIREINTVWBIIAEASETIELK
MR L —LT—0%RELET, ChiE, AVN—NAD—RTIERAEEZEE LAV
H., TMSUS OBETY, TMSE®RIETIE, AVN— MO — R TIIRAEAEBELE T,

P EE, TMSUADRIETIE CADADMBETTH, TMS LA DIRIETIE OCSP
LARVSF—EKRAA VAR VAEFEATEET,

2.4 EEEAE D HE1T

W, Certificate Manager |4 Certificate System D& &AW F 9, Y IV TR M SESR (FT). B
. KWET, HOWIEETHPREEZEELE T,

Certificate System (&, FEEAZDEFEFKIT. LU Web 750 H—, H—N— RETSAR—}
FYRT—=U (VPN) I SAT Y MREDIFIERIVRIVFT AT 4 —HISDMAEERDINIES
HR—PMLET, BITLUAEAZIE X509 N—Y 3y 3BEARICERLET,

iz, FEIBAEDEHRBE L VEH Z2SRML TI (LI,

2411870t R
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IVRIVTFAT4—E IVRIVTATA—AVI—T A RN L TEHFEKREZERFET B &I
LY, PKIRBICEHFLEFT, SEFIFAZERAEEFERLLY., *i*inm&ﬁﬁ%bﬁtiéy
<®Eﬁ®ﬁﬁﬁ%UiT°g@é4y&—7141ﬁ\E@é&47®&%i2%%T«Bm%xH
ANBIEHETEELT,

Certificate Manager &, /571 ANA V=T A RAPAX Y RSA4 Y —)ILOFERAE, CSR %
EETHIEIFRAEEYR—MLET,

24001 2—YF—AA 9 —TJ x4 A%&FHAL-E&

A—H—A V9 —T A RN LEERI LI, BROEHE. RAOER. L UEHEDOEHEICEE
FiFohiEE SO0 7 7 4»h@ﬁ®@%@ﬂﬁA UMMERINE T, BHRICEET D74 — L4
. ABEEAVTUVYDEATHRITAATEEY, Thid., BRI TTEIGIAE O 771
%W&Té EICEY, BEITOBEREHDRITARATEET, SBAE 07 71 JLid, SEEAE O
FAIWICEEMITONTEANERET DI EILEL>THRIYA AIN T+ —L=EICERL
TQEE64/& TxAAN, BRZ94(4 TOHPAZELEKR (CSR) #ZITAND I EETEET,

IVRIVTAT4—DHBAEAERLTPKIICESRT D E, PKIDEREES VA M=ILEINTWSY
TYVRTFALICIH LT, RDARY NHRET BEEELDHY T,

L IVRIVFAT14—Id, B I4—LDIDIERARERHL. VIZTAMNEZEELZT,

IVRIVTATA—DOREINBERIE. WESNBERICHLTIF—LTHRI YA
XEEETHY, FIAZICRERBFELREZY., 74— LICBEEMITONAFREAEICKT LTERELRZY
TXF9, TDT+—LAlk, Certificate Manager ICEEINDZEREEKL T,

2. BRI AL VIVIZAMORRBEMER, FLBT1T7LF—RTOEREZN)H—L
i’a—o

3. IVRIVFa4T14—d BIAYAFITHLT, VI TR MNDOEERICERIIERERELE
9, LDAP Z2:5F. PIN R—RDEREE. F/IFFIBAERN—ADRIIAIEETCEXF T,

4. VO ITZRAKMEI, T—VzV hMOERREF OERFLIFEEB T OERAOVWTIMNIEEINFE
_a—o

e ITVRIVFAT4—RiAE2EFLVWI—C Y MERTOERIE, T—Y TV MAEK
EUEBTZNEAHEZI VIV N —ERA VI =T ADERF 1 —ICEREZEE
LEd, Z0E. T—Vz Vv NIV I IR MD—EAELTELELY, VIIZTAMDRAT—4
2ZTBELEY, VIVIRMNEEELEEY, YIVITAMNEERITEHIENTEET,

BEEMAESZRELT., YIIRA M F1—ICRRINZZCICI—U Y MIX—ILAE
BEINDLIICTZIENTEEY, T/, BEEINAY3aT2EREL T, BHIICEKTE
INEAT V21— TCHFa2—DODHBD)RANETI—V TV MIEETBIEETEET,

o IVRIVFTAT4—RAESVCHEBELINALTOERIE, TV RFIVYT 1714 —HER
ICRRAES N2 & ¥ CICAEREERZLE LT,

5 74— LDEEEICLDAP TA LI N)—DSIVRIVFA4T4—ICETZEREWNEL
T, ABAETOT7 7 AIR—ADEHFTIX, 74—LDTF 7 MEEFARALT, 21— —0D
LDAPID BLUO/XRAT7—REINELF T,

6. 74 —LICEEMITONFIRE SO 7MLk, RTT IR OERARELT T, A
E7O774IKIELCT, U7 TR ME, EXHPEHEWEY NEBLTH, BDELIBRIIRAS
NTWaHh, BLUVFHLWIEHEZEOHNBTZRET D-HICEAINE T,

7. 74 —ALlF, I —F—DPREEATIVIRAR—NTDZEIICVITIANTBZIEETEZET,
KRAY TV AT LADNZID CATEREINTWEEAIE, TVRIVFA4T14—DF—HEKRX
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N, 7T—hA4A T7INEERNPKRAIGEEINEY, COTO0RRIEES. TV RIVT«
TA—HhOoDNEE2BEELEFHA,

8. FEFAEEXIE. FIFAE 7O 7 7 AL FLIBFREABEHEZH/L L TOWRWEDIESRIN DD, i
BEN RTINE T,

O. SfREIRF T VY RI VT4 T4 —IlEEINET,

o BHENEEKTIE, SEAZIEAEICI—Y—ICBEINE T, BF. BEHKIEHTMLR—V %N
LTabnzdie, EBRZEEFDHTMLR—YDIHEE L TRINET,

o T—IUxY MWEBLAEETIK HERV)T7ILBESFTFLZIITVRIVTFaT14—1
VH—TDITAADY SV ITZANID CTRRETEXY,

o BRKENZREINTWSIZRIE, AASOIEED) v I/HTY Fa—H—ITXETH
Y9,

10. BERAENRITELIFEEGIND &, BEBHNEZIY RIV T4 T4 —IEFTEET,
1. # L WEEBAZ X Certificate Manager DREFT — ¥ R—AITREINF T,

12. Certificate Manager ICARDEREINTWBIHE, SEBAEE 7 71 IILELIELDAP T4 L O b
)—ICAREINET,

13. AEBOCSP H—E R F, SIBAERT—9 RAERAZZITENBEICHE T —9 R—ZADFAED R
F—HREHIBELET,

IVRIVFTATA—AVI—=T 4R BRITINIGIAEE LU CARIREF = — Y 21R5%KT 2
74+ —LDBHYEY,

TI7AIBMTIE, 22— —A V4% —7 x4 XU PKCS #10 & & U Certificate Request Message Format
(CRMF) @ CSRICHIELTWE T,

24112 AV R4 V= EALEER
Xt/ avTRE AV RIA Vv %2EAL CGEERAZEZ&8H% T 2BRO—KRHNAT—7 70— %A L X
-a—o
24112.pki 1—FT 4 V74— %A LLEH
FHE, UTZSRBLTCEIW,
e pki-cert(l) M man R—

e [Red Hat Certificate System B H4A KJ @ MOV RSA VA V9 —T x4 2] €93y
HESRLTCEI Y,

2.4.11.2.2.CMC %#{EH L = &5
CMC ICEFFREZA B85 T 5 I1CIE. ROFIBICHWVE T,

1. PKCS10Client. CRMFPopClient 72 & D1 —7 14 ) 74 — %A L T. PKCS#10 7
CRMF FEFAEZEREXK (CSR) #EM L £ 9,
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ya 53!
Key Recovery Agent (KRA) TED 7 —A4A THEMICR > TWBIHFH
I&. kra.transport 7 7 1 JLIZERE I LT LN % Privacy Enhanced Mail (PEM) 2=

DKRAD kT AR—MEEAE & &6, CRMFPopClient 1—7 1 ) 7 4 —
EERALET.

2. CMCRequest 1—7 1 )74 —% AL T. CSR% CMC EXXRICE# L %9, CMCRequest
A—T4)T14—F BET 74N EAAELTERALET, TDT774LICIE. CSRAD/N
AR CSRDFRBRENEFNET,

P L OBlIL. CMCRequest(l) D man R—U ASRRL T LI,

3. HitpClient 21—7 1 U7 4 —% AL T. CMC &% CAIZiEfE L £9, HttpClient &,
CMCERT7 74P —TL Yy MONRRGREDREEZSVREZ? 7I N EFEALET,

HttpClient A< >~ KA KIId 2 &, A—T 4 VT 14— X CADH CMC AT —% R % | A
7-PKCS#7 Fx—VaZFEY £,

A—T4 ) T4 —DRHET DA -4 —DFMIE. /XT XA —4—%1EFEE T IC HitpClient O
YV RZANDLEY,

4. CMCResponse 1—7 1 ') 7 4 —%{#Ef L T. HttpClient TEM I N7z PKCS#7 7 7 1)L D
FITHRREZERLET, YIIXAMERICTHN S &, CMCResponse (JEEFEF T —V %
FHIY AR ATRTILET,

F£#llE. CMCResponse(l) D man R—U ASRRL T LI,
5 HLWAERAE A7 TV r—>avIil4a vR— ML EY, #ME. (IAEEZ A v R— T27 7
D—2a VOFRICENET,

P2
HttpClient »'EXf5 L 7<SEEAZE X, PKCS#7 R ICRY E T, 7TV Fr—vay
M Base64 TTYOA— RINLEAEDHICHIGEL TWBIHEIE. BtoA 1—
T4V T4 —%FALCERELZEBRLET,
Frz. —EDT7 75— 3 > TlE. PEM (Privacy Enhanced Mail) =X D EEER
BNy T —ET v —DRETY, RERBEIF. SEREEZEHRLLEIC
PEM 7 7 1 JLICFEITEML 7,

2.41.1.2.2.1.POP 72 L ® CMC &8

POP (Proof Of Possession) A%\ 54, HttpClient 1—7 1 ') 7 1« —I&. EncryptedPOP CMC R
T—HRA%EZITERY 9, ZhiE. CMCResponse <X NICLURFINET, CDHEIK. BRE
T7AWICERBINTA—F—%3EELTCMCRequest AY Y RZBFUTANLET,

F¥fliE. TRedHat Certificate System B¥EH 4 K] @ ICMC &R 7OtE2R] €2 avaSRBLTL
IV,

2.411.2.2.2. BAftE CMC E3k

CMCEXIFZ, 21— —FLIECATI—Sz Y MOVWTIANCELE>TELTEET,

o IT—YUITVIMNERICELTSDHAIK. 7O7 74 IILDREAE% CMCAuth ICBRELE T,
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o I1—H—NNYIITRNMNIBELRTZHEIE. 7O7 741 IIDREEH%% CMCUserSignedAuth (C
BRELFET,
FFfMiE. TRed Hat Certificate System E¥H A4 K] @O ICMCEEETS 74 V] 02 avaSRBLT
<RI,
2.411.223. B/ LD CMCEXK

CMCUserSignedAuth 35 75 74 V7O 7 7ML TREINTWS D, HEMBTRIEAH=X
LEHAEDETELGINTVWARAVWCMC BEXAFEHATIHENHY XY,

sk
. BEALTERE BOEBEL CMCER L HMEhET,

FF#ll%. [Red Hat Certificate System BB AA R IJ D (D744 704 —IVEBET 741 €9 3
vBLU ICMCHEY =V Ly MEEEDEME] Z85RLTEI W,
2411224 #F>—/ Ly bDI—9 70—

Certificate System (&, RFC5272 ICf(> T, CMC UV TR MNDOHBEY—I L v FREEX W= XL %I
HLET, SR 7L —X%{R# T 5ICI&. CMCSharedToken O~ > RDFERAEFIC, RITREHEEZ%
RBETIHEIDY T, RIHREIAZIE, KRA NSV RKR—MIBAZEERAUCL D ICHEL F T, §¥
#ilE. CMCSharedToken(l) D man R—I B LV [CMCHBEY—2 L v MEgEDEMIL] Z5RL
(I,

IVRIVFATA—A—YT—ICL>TERIhEHBEY—I Ly b (3R
UTFIC, - HEOMBZERT HHBAICT—7 70— 2aGBALET,

LIVRIVFTA4T4—2A—F -3 CAEEEDORITHREMPZTZDELIT,

2. TV RITVF 4514 —1—H—|X CMCSharedToken 1—5 « )54 —%HLTHEY—2
Ly Nh—oV%aE/BLET,

pa )

PpATVavIE, P—=OVDNRRT—RTEARL, CALaA—H¥—FTHEIN
BRRATL—REHBRELET,

3. TR VF4T54—1—H%—[X,. CMCSharedToken 1—5 1 ) T4 —ICL > TERKRINT
EeslbIN-HEN—V VvV EBEBEICEELET,

4. BEBEIZ, 12— —DLDAP IV N —D shrTok BEICHEB M= U &BIMLE T,

5 TVRIVF4T4—2—HF—IIFNRNRT7L—X%FEMALT. CMCRequest 1—5 1 ) 7 1 —IC
EINDERET 71D witness.sharedSecret /X5 X —49 —%BELZET,

EEEICL>TERINEHBEY—I LY b
LITFTlE. CABEENI—H—DHEDOY—I Ly MNEERTZBEICT7—770—%3BAL X,

1. B¥E&(X CMCSharedToken 21 —7 14 Y71 —%FAL T, 22— —DHEBF>—IL v b b—
JonERMRLET,
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Pz -
pATVaviE, P—=OYDNRRT—RKRTERL, CALa—H¥—FTHEIN
BZNRRA7L—X%EH/ELZET,
2. EEEEF, 2 —Y—DLDAP TV M) —D shrTok BICHABE N — Vv ZEBMLE T,
3. BEEHIF. "A7L—XXAra1—H-CHBELET,
4. TVRIVFTA4T4—2—HF—ENRAT7L—X%FEBEL T, CMCRequest 1—7 1 )5 1 —IC
EINDERET 71D witness.sharedSecret /X5 X —49 —%BELE T,
2.4.1.1.2.2.5. H§liZs CMC EK
Certificate System I&, Y'Y TR CMCERAZHFT L E T, L. 2OTOERIETLMR CMC EX

ERLULANLDEF2Y T4 —BEHEZYR—FLTVWRVWED, REBVRIETOAMMEATIHELNHY
i’a—o

LR CMCEXREFEHT 215481L. HitpClient 1—7 1 ) 74 —DERET7 7M1 IV TUTEHRELE
ER

I servlet=/ca/ee/ca/profileSubmitCMCSimple ?profileld=caECSimple CMCUserCert

2412.8BAZ 07714l

Certificate System IFFERAE 7O 7 71 LA ER L T, FAAEOAE. MAEEZHRITT 25, FHT
28HBHE BLUVTOERAEDAN I A —LBLIVCHEAT7+—LAEHRELET, 1 DDEHAESO
774D, BEDIBAZEORTICEEMITONE T,

RE—MBMRRAEO7 74 )LDEY ME. RRE—BRILRIBEES A FICEEFhET, 7O7714)
BRERETETEEY, AZE 07 7/ VEBEEBEHNREL, IT—YV YV NOEBOHICTI—V TV
MY —EZAR=VICEEINET, SAETOT7 7 M IILDEBIND &, FAIEMCA>TULET,
Ul DEFODIZE., SIBAZ 707 714 ILICR L TEMICER I NS HTML 7+ — Ak, SEBAE 07 7
AINTHUOHETIHAREEFDODI Y RI VT4 714 —R=ITHEHAINZET, AV RS UR—RADE
SoBEIE. RBEL. BA. AN, KA. TN HWAREORCNEERTT SAHICHREE SO
T77AIUHDECHINET, —N—k BERICHIST 20, SEBAZE 707 74 LICREIhTWS
T7AINERPNBLINTVWEZEAERL, AAEO7 71V A2FERA L TRITINLIEHPED
ABEZHRILET,

Certificate Manager (&, 707 7 41 LR EEDIAEERDEEICIE LT, UTFOWT IO DR TILE
BEAZRITTEET,

o X509/N\—T 3V 3N BIHEE
o FIEAEH TV U MR ERITERICHT % Unicode HR— K
o EDIHEDOH TV TV MEDHR—b
¢ NRIIAAINAHY TV MEAVR—FKY MDY R—K
o HRYIA XINTILEEMEEDH R— b
T 74 NTIX, EEBAEESR T O 7 7 1 JLIE <instance directorys/ca/profiles/ca |_{REEI . TDE

Bl <profile id>.cfg DR ICARY £, WA pkispawn (R E/NT XA —4 —% AT 5 &. LDAP
R=—Z2QFAT 74 ILHARETT,
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2.4.1.3. sSEEAE B 5 DR

Certificate System (&, FFEAZEZEHFRDRAA TV a vERHBHLET, ThillE, T—Y oV MDIER%E
5@@3’61—“)1‘/ I‘%nmlga}ﬂfit\ rr I\I/T’f TA— %nruuﬁ?éntbuﬁﬁ/ﬁ%b\ﬁﬁﬁ{n CA
PEFMICGIAEARITI2EEEHEIHYET, T—V TV MIEL>TEBEINLY IR N =EE)
BICAEE T 2 CMC BEHE Y R—MINTWVWET,

2.41.4. 7 QOART7 DFEE

INL2DODCABTYORBLIBPEARITELIVOENT R EICLY., 2 DDELSZ CARBITIESE
INZEREERTEEZT, VORELIPAERTAFAT D &, BHBO PKI LA TRITINKIIRE
&, YATFLNTEETTET,

2.4.2. FSERRE D EH
SIREAEMERICET 2 S, KWAHFTTEH. BEFHTIIENATEET,

B L. ZORBPAEOHEFEORRTZERAL CARAEEKREBFER L. EXK% Certificate Manager I
BEELEY, BMINLIRAESIE. 1 D084 %ZRWVWT, TOIAELALTT (AL 7 74D
SELCF—FTVT7ILEFERALTERINLLD), BMHRIEERY, B<ARYVET,

B IN/GIREREWRZEC 2 <KBELL D ICHREET 240, BHFICLY., SIAEDEERE 1 —
- —N—FOERNEENMIAL—XIIRY FY, I—F—FERAZOEFHICL Y., BSLINE
T—HIRRONBRLSTETIERTBIENTEET,

2.43.ifBAES L V' CRL ODAFH

EERRZEIEF 7 7MLV BLUVLDAPTFa LY N)—, CRLEZ7 74, LDAPTa4 LV M) —, 8LV
OCSP L ARV —IINBTEE T, NBETIL—LT—2F. 3 DDTRTDIZAAICABT 2 7/=HDER
ERY =)Lty NERHEL, SEBAEC CRL A RT3 L UFFHMICER T BN —ILAERELE
ERR

2.4.4 DIEEHio)Hﬂ U /ﬁ l./ t ZT & ZODEEDIL.\

IVRIVTA4T14—dk HMEDIEREEHNITRYBINDIEEERTEEY, TVRIVFT1aT714—D
BRAEITOEEX, GIBAZEA CAILRT I ZMELRHY £, SAEE F—IFATRELZE. EXIIL
XN T Certificate Manager ICEE I N, SEBAEIFEYBINE S, Certificate Manager I&. FERAE
ETF—IR—IATHYBEINLEY—2 L. ZHUTBCRLICEBMLET,

I—YzVhE I—VzVM—ERA VI —T x4 ATHRAELZBREL. RYBLICTEZ&EICE
). Certificate Manager BAF1T 9 2AIBAZE Z IR TRMYBI I EATEE T, FAIAEI’IYEINS
&, ABAEARAHAICEKREINTWVWBREEIIKX. T—I9IR—RAERHT1ALI N —TRYBEINE
7_9 -Sni_a—o

RNEBD OCSP H—ERXAMNREINTWBIHE, Y—ERFARLT—IX—XTIAREDORT—9 X% H|
&ﬁbij—o

BENEMIE, FEBAERMBHAIA v E—Y 2B ML TRET &, APAEI’RYBEINLEICTI Y RT
VTATA—IKEBFA—N Ay E—V%EETDLOIC, BEBNEZRETSHIENTEXT,

2.4.4.1. GIBAZ DY HE L
dI—H—iF. UTFAFERLCHRELMYETIENATEES,
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o TYRIVF AT 14—_R—Y, #F#MIE. [RedHat Certificate System B H4( K1 @ [FEEAE
BUBLR—V1 22 avaSRBLTIEIWL,

e OYYRNZA4TOHDCMCRequest 1—7 1 ') 7 14—, #F#ll&. [RedHat Certificate System
BEAAR] @ TCMCEYBLOETI 72 avaslBLTLIEIWL,

e OTURNRZAVDpkiI—T 1 )T 14 —FFMllIE. pki-cert(l) D man R—YZHRBL T LSE
(A

2.4.4.2. sSTRAE DIk EE

2.4.4.2.1.CRL

Certificate System (&, FRERIBER T L —LT— U W SIAEAZERMY A b (CRL) 2EFXKTE XY, I
IC&Y, A—HY—FBEBDORIITRA V MDABEICARY, RITTEIERA VY MICRLAFERTEEY, 7

VY CRLIE, EELAEBITRA Y MIEERTEET, CRLIL, FBAZEDE YA T, SBAEDY A T
DEEDY Ty b, FARTOT77A4LFLRITOT7 74D A MIE> TERI NIZFAAE I
LTRITTEZEY, CRLEZLHTZBOHEELERNIIRTERETEET,

Certificate Manager (& X509 % CRL 21T L £9, CRL (&, FEEAEAERYEI Y, FBELLME
[RTEREHFINITEEIHY £7.

2.4.422.0CSP Y4 —EXR

Certificate System CA (. PKIX 2% RFC 2560 TEZ I LT\ % Online Certificate Status Protocol
(OCSP) #H/R—KLFd, OCSPFObMINAEFERTSZE, OCSPEMDT S r—a vk, CA
MNOREIMEIC AR I N/ CRL Z# BEBEIAL AR TH, KWRT—9 R A2 SCHAEDREEZHHT
XF9d, OCSP LR F— EEMIENZREIERIE. 7TV r—>avaFzv I LET,

1. CAl, SEFAEDRT—9 RICH LTI ITY—TE% OCSP LRARYHF—%HFET % Authority
Information Access HiiR = S LIFAE Z#RITIT AL HOBREINZE T,

2. CAIZCRL % OCSP L RRVF—ICEHMICABRLZE T,
3. OCSP LARYH —ix, CADSZIFES CRL Z##FL F T,

4. OCSPH#ERD Y 4 7 M, MEEAD OCSP L ARV ¥ — | HAEERET 2DICHERT
RTOBERIVPEEFNDVIIRAMNEZEFLET, 7TV r—>avidk, WiEd 25HED
Authority Information Access #LBRDEM 5 OCSP L ARV ¥ —DIGFi%EREL XY,

5. OCSP LARVYEF—IE, VIV TR MIMBIINELRTRTOFERISENDINE DI EHIETL
F9, BHITR>TVWAWNGE, FARERINAY—ERICRLTERICAR > TLWAWNGE
&, EEBRAIP’ZEEINET, TORBEBRIHZI5E1E. BEREZNEL, FIPAEDXT—F R
ERTLR—MEREELET,

2.4.4221.0CSP L ARV ZADEH

BEEBRAMEERD. V54TV M ZETITARTONEERE., WEEICL>TTVIILELINET, ¥
SATYMNE, BEZARIEL T, BERKEEELLELRARVY—DODIGETHD I EAHERTIHNEN
HYUFEFT, LRARYY DXy E—VILEBLTDHDIFERTSEF—IE. OCSP L ARV Y —H PKI
Ty NPTy TTEDEIICTTOAM AV IMNINTVEINMIL>TERY FT, RFC2560 IF, MEBICE
2T BEDIFRAINZEBIUTOVWTNANIBT A EAHRELET,

o AF—HANFITVvIINTWBIBAEZEA HIT L7 CA,
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o USAT YNNI EHETAIABBOHZLRARYY —, TOLIRLVARARVY —IL EETTEL
AR — EFENF T,

o FEAEAMUYUMBLTCRLZLHET S CANLEERITINL, BICY—7 INLIBPEER
BIDLRARYY—, LRARYY—IIL B DERAEDFAFEFIX. CAD, CAICL > THYMX
NEBAZIC L T OCSP B ARITIT DI EA L ARV Y —ICFT LA EERLET, &
DEIBRLVRARY Y —IE. CARGHFIAEL IR — FT2lE CAESEL I A > 5— EEIEh
9,

Certificate Manager DTV RI V714 74 —Illd, OCSP L ARV H —DiIFAE A FEITEKRT 57
HDT7A—LDBEFNTVWEY, 774 bDEFHRT +—ALITIE, OCSP L ARV F—iEAE & L TEE
BRZEAHEANTI2IRTOEBMUEINEENE T, OCSPNoCheck ¥ Extended Key Usage 7 & D A E A2 ZIFER
EYaRMEE L. FIRAENEEINZ & ZISGIASICEMTEET,

2.44222.0CSP L ARV R

D547 MZIFE S 72 OCSP 6% E. OCSP L ARV HF —HRE LIZIBAEDIREDREE R L
F9, IWERUTOWTRMCRY FT,

® Goodor Verified, A7—9 ABKIIH T2 EEREZBELEX T, Ihid, FSEBAEHNEYHE
INTVWAWCEEZEKRLEYT, T LEAENRITINL I &N, SEEOEFMPE[AT
HDIEEERTZHITITIEHY FHA, BREILRIE, EBPREORT—YRAICETBL ARy
F—Il&BT7H—>avDENBERETRITEDICHERTEET,

® Revoked, KiGHIF 72l —BFHIIC, SIBAE’RYBINZ & ZIBELE T,

DI24T7 2 ME, RT—=FRICEDTWT, FSRAEZRIAT N EIDZRELE T,

pa )

OCSP L AR ¥ —|& Unknown DIEE %R L FH A, IGEITEIC Good /I
Revoked 7Y £ 9,

2.4.4223.0CSPH—EZXR
OCSPH—EXDREAEL22HY T,

e Certificate Manager ICHEBE I/ OCSP

® Online Certificate Status Manager % 7> X 7 A

Certificate Manager . $#&AHD OCSP H—E X DfhIC, CRL % OCSP ##DIREEFRIEF I /AR T
X X9, CAIE. CRL % Certificate System Online Certificate Status Manager ICR2FTE 5 L D IT5%
ETE XY, Online Certificate Status Manager &, #& Certificate Manager ® CRL Z AT — 49 X —
AICRFEL, BYRCRLZMEHAL T, OCSP#MD YV A4 7Y MHLRBREINLE ZICAHAEZEDRY
AT—H2EHRLET,

Certificate Manager (&, FEEFAZEN’IYEI N, HBELLERTCRLZENB LIV LHAL £T, OCSP
LZRV S —DBEMI, FIEREZEDHRRIIZ B HICT 522 & E2BHNE LTWS 78, Certificate
Manager (FEERAZE A BX Y JH 9 7= T'IC CRL % Online Certificate Status Manager ICAB T 2 ELH Y
FY, AREZEVTOARRETZENIZEIFE, OCSPH—EXRDNFHWCRLZF T v I L TWE I E
ERRLEFT,
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R

CRL AKX E WIFH, Certificate Manager |& CRL 2 2B T 2 DITH AR Y BEEIA DD 235
ahHYET,

Online Certificate Status Manager (. #& Certificate Manager @ CRL ZNEF—4 R—ITREF L.
FEEAZ DMREEIC CRL & L TEA L £ 9. Online Certificate Status Manager (& LDAP 7«4 L 2 b —IC
NFAIND CRLEFHATEET, TDRH, Certificate Manager I& CRL % Online Certificate Status
Manager ICEREHM T 20EEEHY T A,

245. % —DF7—A4A T, VAN — BLO—FT—>av

PKIDME., MEBROT7—HA T52FERATEE. MBENMRDODNAZBEICESIEINEZT—9D) AN

) —DEREICAY £9, MERIE. N—RIzT7EE. XRT—-R5h, A¥v— MO — RFO#HK, /IR
77— RArEEDEREELRLE, IFIFLEBHTERONZTRESEIHYET, COLIBT—HA1TH
KON AN —HEBEIX, RHCS M Key Recovery Authority (KRA) 7Y A F LICE > TREI N E T,

F—HDESIEICOAMEAINEZF—DHET—HA TTIREIHYET, BICELZT—ITRLT
T—HATINBREXTIEHYFEEA, BLX—DIE—N22H3E, #I’F—AFRALEIEHESE
ICHBETHIENTERCARYET, 2BBICT—HA4 7SO EE—%2FHAL T, TOXF—MEED
TIUFINIDHBETDIENTEET,

2451.%—DO7—h47T
KRA TIREINZF—T—HA TAAHZZXLICIE. LTDO22D0084 THAHY £,

o VATV MIDF—4.: COAN=XL%EFEATDE, V753472 MECRMF X T CSR
EERL, BHREF—DT—hA TDRHIC EYRKRA LY M7y 7EBEALT)CAIKER
HEfELEY, [RedHat Certificate System B H 41 K1 [DCRMFPopClient Z#{#fH L 72
CSRDER) £ avaESBRBLTLEIY,

o H—N—IORER: COAHNZXLTIE, BYICEBINLARAEZHE O T 71ILICE Y,
PKIF—A2"KRA TEMIN, FETH LS RITINAIERAEZELEHILT—HATINET,
Y—— TRIOREKAFHALZCSRODER 2SR LTI <3,

T—HATHREINTWBIHEE, KRAIWEREZBHMICT—H1T LIS,

KRA 3T R EZZEE YR M) —ICBHLE T, FF—RESLEINh, F—LI—-FELTRET
h, —EORIDITEINZET,

BOT7—H472AE—IF. KRADRML—VF—TTvTINET, A NL—VIAEOR T 2
BRT7EFEATZIEICE>TOH BELLIES Y THRENATRICAYET, 1DUEDF—1) AN
)— (F7IEKRA) I—2 v MNOFERAEDOHAEHLEIE. KRATHEROD) AN —%%T L THEREZ
BSL. ZOMAEEZFERALTT —AM4 TSN EREZESFTLIIBERTESLDOICLET, [0
YYRZAVTOI—TV Y MERF—) AN —DRE] 2SRLTIEIW,

KRAMVTYy I RIE, ¥F—BS, FiEER. BLUOLRBO/N\Y Y 1RICREIND O, FEFEICHE
BARBRAFREICLET, F—UANY—IT—S Y MIE, F—LO—RKDEA, Yk, BL0HE
EIDODEERHY FT,

o F—UANY—I—VzVPHF—IDTREINDE, TOIDICHBTE2F—DHIEBRIN
i’a—o

o 1I—H—EFTI-—VIVheRRITDE, TOMBEICBTZREINLIRNTOF—HRSE
hi’a—o
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o FIAAZEDLAMBETI— VIV MNaRERTIE, WK 2MEROADNRINET,
Certificate Manager ¥ —DT7 —HA 74 T a VA EUMBAEEREZZET &, BEMICEXR%
KRAICERE L THES®ET—H1 T LET, WBRE NSV AR—MF—THEHSIILIN, KRAIZES
IO E—ZZITRY, F—&2F—URINI—IRELET, F—%2T7—H4T7F5IC1F. KRA
EUTD2 DDRBNBF—RT7EFEALET,

o RSYVRR—MF—RT7EHIGT BFHE,

o AL —UF—R7
22 T0547Y MIDF—ERICH T ZET—H4 770 ADLEMEA] &, ——FIOEDOE
FRBFIC, RICBUCI VT4 T4 —DAELEXRT IRICEOT—HA4 77O ANEDL I ITRET
DR LTVWET,

BI22 7547 MAIDX—4RICE 287 —h4 770204 »

= '

Client capable of generating o
CRMF requests

L
(2

Internal ] Proof-of-archival
Databasze - key recovery authority a token

| ¥

%
|

Certificate
manager

S/

. 9247 MICRMF ) VTR MEER L, CADEFR—YILENLTEELET,
a. V547V NOMBRBIECRMF YT XA MNAICS Yy I, KRAILE2TREIFSy ITE
i_a_o

2. CAlF, ¥—7—HhATFT>aVvaFRAHLLECRMF Y IR NTHDZ EAHREL, W
F—T—HNATDEHIC) VT AMNE KRAICEREL F T,

3. KRA IR, 2—H—DWEREZES/Z Y THIRL. MBEEIAFHBICHHELTVWS I & 2HERL
f=t%. PERBLDAP T—9 RN—REFT HEICBERSIL/ZY TLET,

4, MBREHIEBICEREFEINDE. KRAWR, BAERICT—HA4 TINZEAMHEET 5 CAIICK
gbi?o

5. CA ., FIBAZEBERI VT VY DERERIEDLDHIC, BHEIOT7 74T L—LT7—0IZU D
IARNZEFELET, IRTHEINDB E, FIAEARERTL. RETCIVRIVT1T714—IC
EYURLET,

2452.%—D") AN —
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KRA (Z. agent-initiated keyrecoveryZHR— KL Ed, T—2 v MDFERTZ ) AU —& I3,
BEINALYAN)—I—Y VY MNP KRAI—V IV M —ERR=FILDF—) HN\) =T+ —~A
ZEALT, F—)AN) —ERZNEBESLVEFET 55ETT. FEOHDODI -V TV M 2&RT 2
E YRAT AR, F—OMBEMFIATERL, FLEF—DPRDONALBEICF—ZLOETEET,

F—)ANY)—IT—YxzVhMI, KRAI—V VYV MY—ERR—FILENLT. WEES{ET—SFEE
THABAEAFEOTEEL, PKCSH#R Ny Hr—JICREBLT, 9547V MIAVR—NTEFE
-a—o

F—YANY —FFTIE, F—)VHANY)—I—Jx 2 rD1DH, BERITRTODY AN —I—Tx
VM, ZELBoLF—UANY—IIDODVWTERALEY, IRXTOYANY—T—I v ME KRA

F—YHANY=R=F IV EALEFT, T—VzVhD1DH, =Y AN)—=TFOX &KL
F9, KRARI—Y YV MOBRAEZRLET, ChillE, T—Y Y NOEBHEICKHELRBEEDTF—)
ANY—BREBET D) ANY —EKRSBESHIEFNET, FTI—2 Y MISRESEFERL.
F—DETEBEMICERLET,

KRA (Z JERHAY AU — % HR—KNLET, 2FY., YANY)—TOCRDERT Y 7 (RINDEK
ERIBDAREITERFIFER) 1. ¥F—IT ¥ MY —D KRA DRER LDAP F—H R—RIREFEIN
F9, TOTSoF—tyvarvhrELLNEY, KRADY Yy MYV LTWBIBETE, UAN
)—7OERADRAT—IYRT—HEWMBITBIENTEET, I—Yz v L, SBESEFAETIC
F—HYAN)—FBENTETET,

COFREE) ANY) —F TV avid, K23 [FEREY A/ —] THRBEINTWET,
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B42.3 kR H/8Y —
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recover

1 Agent initiate
the key

L# recovery

e ‘ KRA Agents approve

= the key recovery

9 The required number of
agents' authorization is met

v

Theinitiating agent enters
the P12 file password

6 KRA returns the P12
W file to the agent
!

browser for download

KRA IX, BRAIDRTFT—49RF—)AN)—TO€RERKBLAI—Y Y MOBHILET,

ITRTOERBEANTZE, KRARBERZF v I LFET, BRRINLBEHRIELWVEEIR, BRSh

FeF—%BE L. PKCS#R RNy =Y DR T, F—)AN)—TO0ER=MBELALI—Y Vb
IC. WISY BERAEZRLE T,

g

==
(==}

PKCS#12 /8w r—I1CiE, BSbEIhMBEIEEFNET, F—DOFEFRAD
)2V HR/NRICHIZ ZITIE, YUAN)—I—IJzr MIEFaT7RAEEFERL
TPKCSH#R RNy T —IBLUPNRRAT—NERBZEEICIREIIVELGHYET,
IDI—Y v ME, PKCSHR Ny r—IBSET BADICEDA/NRT—R
EHEAL, BUAREAN=ILERETZIVLENHY T,
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74



8523 RED HAT CERTIFICATE SYSTEM O#IZE

F—YPNY—T—T S AF—LIE F—YAN)—IT—V TV IMDEBITAII—T2RHIT 6L
HNICKRAAZEREL, 7—HA TINEAEAETTZRNICTF—) AN —BREZEKETE-HDICNER
hsmn) 73/\')—1—9‘1‘/ MO EIELZ T,

BF

LEEDBEHIE. Firefox RED Web 750 —42FRTBIEA2IBLET, L

KRA DERICEEAMAEIZ. Red Hat Enterprise Linux7 75 v N 74 —ALTY ) —R &
N7 Firefox N\—Y 3 V36 ICEENRLKAQAY FE L, DL D ARFEE, pkidl—T 4
VT4 —%EALTIDEMFZERETIHNELNHY FT, sEMlIE. pki(l) & pki-
key(1) @ man R—, F7zld CRMFPopClient --help & & Uf man CMCRequest % £1T
LE9.

KRA IEIERFRBARET MRS, R 2 —LBESEY—I Ly b RRT7—K, X7 L =R EDH
B — I Ly PEBINT HZENTELZS, pkiZ—T 1 UT1—ld& Th5Dd1 TDV—0
Ly NORESLIVCBREBAEHAEICT 2L TvavaR—bNLET,
2453.KRA SV RAR—bODF¥F—O—FT—> 3>

KRA RS YVRAR—bO—F—>avildy, REDMNSVAR—MF—EHLWINS VY RAR—MF—%
FHALT. CAUTIVRATALAVARIVAEKRAY TV RATALAA VAV REDBD Y — L L ARBIT
MEREICARY FT, ThiCLY, BITEICHWIN S Y RAR— M F—EHLWRARS VY RAR—MNF—OWEA
HERIETEDLIICTDHIET, KRAMN S VAR— M F—A2EEHMICO—FT—>3 L TEF2Y
T4 —%BIETEET, E4DYTVRTLA VR VRFIBEHICRESN, oo —Vixyo V%
AL LTH—ER A ELET,

KRA NS VRR—hF—O—F—>307OVATIH, ILOWIFSVRAR—MF—RTPHERIN., B
BEERIZEEIN. FHILWIKS YV RAKR— MNIAEIREINET, 2FBD NSV AKR—MF—0DH
R—NERBTZDIC FILWIRSVRAR—PMNEF—RFEIHAELE KRAREICEODIVDELGHY F
T, KRAD2DDKRSVRAR—PbF—%HR— TDE, BEEFIICAZHFLWINSI VY RAR—KF—IC
BiTCTEFEdT, VWIS VRR—FMF—DKRAYR—ME, IRTDODCADFLWINS VY RKR—b
F—ICBHLRICHIKRTEZEY,

KRANSYZR—MF—O—FT—2 a3 VEFZRET DI, UTEETLET,

1L ILWKRA TV RR— N DS L CEEEAZ DERK

2. \LWRS Y RAR— M F—B LCEEAED KRA 7 O— Y ANDERIE

3 FHLWKRA MS Y RR— MNEAZEZFER L7 CAREDEN

4. FHILWErS VYRR F—BLVIRAEDOH2FERAT DL D ICKRAREZ B
ZhiIC&Y, KRA SV RR—MERAZEOO—T—2aVHET L. BEEZITD CABLIUKRAND
TARTHLWKRAGIIAED A ZEAL F T, LEEDFIRDOEITAZEIEG. UTOFIRZSRL TS
LY,
FLWKRA PS5V RAR— X —B L CREAEDERK

1L KRA NSV RR—NEAEZEKRLE T,

a. KRAZ{EIELZE T,

I # systemctl stop pki-tomcatd@pki-kra.service

¥ 721% (nuxwdog watchdog = L TW 3355
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I # systemctl stop pki-tomcatd-nuxwdog@pki-kra.service
b. KRANSS 77— R—274 LU M) —ICBELXT,
I # cd /etc/pki/pki-kra/alias

c. ¥ITT4LI M) —%EHRL, TRTDNSST—IR—RT 74 IV%EREFLET. U
TIChZERLET,

mkdir nss_db_backup
cp *.db nss_db_backup

d. PKCS10Client 1—7 1 )74 —Z AL THLWI VT XA M 2FRL 3, LUTICH
=RLET,

# PKCS10Client -p password -d "." -0 'req.txt' -n 'CN=KRA Transport 2
Certificate,O=example.com Security Domain'

el certutil 1—7 4 V74 —%ZEALET. UTFICHAZRLET,

# certutil -d . -R -k rsa -g 2048 -s 'CN=KRA Transport 2 Certificate,O=example.com
Security Domain' -f password-file -a -0 transport-certificate-request-file

e. CATVRIVTATA—R=IVDFHT—FIVAN)—IFX—T¥—FFVRAR—-}
AFBAEDEH XR—Y T, NIV RAR—NIAZEEREZEEFELE T,

f. End-Entity BRER—Y TCERRAT—49 R %52 Fzv 7 LT, ZELAERODTI—Y VK
ARMNIRAEZRNRT2045[F5E Y,

2. CAAgentServices 1 89 —7 x4 X% FEALTKRA h SV AR— MNIRAZEZERLET,
3 KRA MSVRR—FERAZEZEIF LI T,

a. KRANSS F—=HR—=XF1 LV N)—ICBEILZET,
I # cd /etc/pki/pki-kra/alias

b. End-Entity FRER—Y TERRAT—49R%E2Fzv Y LT, EELAERODI—Y TV K
ARMNIRAEZRNRI2045[F5E Y,

c. HLWKRA NSV RR— MERAELFIARIREICA o725, T D Base64 TIL Y I— KX
NiExz7*¥ 2 M7 74V (B cert-serial_number.ixt 7 7 1 L) ICREY T £ T,
ANY K — (ammm BEGIN CERTIFICATE-----) £7<l3 7 v ¥ — (-=--- END CERTIFICATE----
D) EBIILAWVWT IV,
4. KRA b v RR— MNEAEZEKRL T,

a. KRANSS = R—F«1 LU N)—ICBEILZET,
I # cd /etc/pki/pki-kra/alias

b. NSV RAR— NEBAZE A KRANSS F—IR— A Vi R— kL F T,
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# certutil -d . -A -n 'transportCert-serial_number cert-pki-kra KRA' -t 'u,u,u’ -a -i cert-
serial_number.txt

5 KRA M SV RR— MERAEREZETHRLI T,
a. KRANSS 7= R—=2RF 4 LI M) —ICHBELIET,
I # cd /etc/pki/pki-kra/alias
b. #TILWKRA h TV RR— REBAEN M Y IR— P I TWB I & 2R LF T,
I # certutil -d . -L
# certutil -d . -L -n 'transportCert-serial_number cert-pki-kra KRA'
c. /var/lib/pki/pki-kra/kra/conf/CS.cfg 7 7 1 L =B &, L TDTA2EML 9,
I kra.transportUnit.newNickName=transportCert-serial_number cert-pki-kra KRA
FLWIFS Y RAR— b F—BLUHAZED KRA ¥ O— 2 ~D1ialk
1. KRAZEELIT,

I # systemctl start pki-tomcatd@pki-kra.service

¥ 72 1% (nuxwdog watchdog = L TW 3355
I # systemctl start pki-tomcatd-nuxwdog@pki-kra.service

2. 7A—VIUGHET 201, ILWANS VY RAR—MF—CEAZEAHELE T,

a. KRANSS T—H9R—ZXAFT4 LIV M) —ICBELET,
I # cd /etc/pki/pki-kra/alias
b. KRAZ{ZEIELFT,

I # systemctl stop pki-tomcatd@pki-kra.service

¥ 721% (nuxwdog watchdog =& L TW3I155H)
I # systemctl stop pki-tomcatd-nuxwdog@pki-kra.service

c. TILWKRA NSV RAR— NERRENEET BB LET,

# certutil -d . -L
# certutil -d . -L -n 'transportCert-serial_number cert-pki-kra KRA'

d KRADFIRR NSV RAR— M F—BLVHHEET IV AR—MNLET,

I # pki2util -o transport.p12 -d . -n 'transportCert-serial_number cert-pki-kra KRA'
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e. TVRAR—KL7ZKRA NSV RAR— MBS L VHAEAHIALET.
I # pk12util -I transport.p12

3. BKRAVO—VTUTOFEZEITLET,

a. NS YRR—KMF—BLVIHEE%E ST transport.p12 7 7 1 )L % KRA 7 O— > DIFFR
ICaAE—LEY,

b. JA—YDNSST—IR—RF4 LI MN)—IIBEILZT,
I # cd /etc/pki/pki-kra/alias
c. KRADY/ O—VA{EIELET,
I # systemctl stop pki-tomcatd@pki-kra.service
¥ 72 1% (nuxwdog watchdog = L TW 3355
I # systemctl stop pki-tomcatd-nuxwdog@pki-kra.service
d /7A=Y NSST—IR—ADRBZHELE T,
I # certutil -d . -L
e. VO—VOHFHBRINZVAR—MF—EFAEEZS VR—MLET,
I # pk12util -i transport.p12 -d .
f. £ O0— > ® /var/lib/pki/pki-kra/kra/conf/CS.cfg 7 7 1 JUICLA R DT EEML £ 9,
I kra.transportUnit.newNickName=transportCert-serial_number cert-pki-kra KRA
g KRAODZO—>VaEHLET,

I # systemctl start pki-tomcatd@pki-kra.service

¥ 721% (nuxwdog watchdog = L TW 3355

I # systemctl start pki-tomcatd-nuxwdog@pki-kra.service

HFLWKRA SV RAR— MIAEAFHAL /- CAREDEH
1. CAICHMAADHFLWKRA NSV RIR— KNFBAZEA 74 —< vy ML ZE T,

a. BRIOFIETKRA S5V RR— MNIBAE =BG T BEICIERK L 7= cert-
serial_numberixtKRA N5V AR— NEBAZE D 71 ILERB L T,

b. cert-serial numberixt ICE 1N 5 Base64 TLT Y OA— KREINEEREE1{TOT7 71
WICE#BLET,
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I # tr -d '\n' < cert-serial_number.txt > cert-one-line-serial_number.ixt
2. CA&. ERRDKRAICHIET 29I RTODI/A—VICHLTUTZITVWET,
a. CAZZIELET,
I # systemctl stop pki-tomcatd@pki-ca.service

¥ 72 1% (nuxwdog watchdog = L TW 3355
I # systemctl stop pki-tomcatd-nuxwdog@pki-ca.service

b. /var/lib/pki/pki-ca/ca/conf/CS.cfg 7 7 1 LT, L TFDITICEENZAEEZRDITE
ER

I ca.connector.KRA.transportCert=certificate
ZDIEAZE %, cert-one-line-serial_ number.ixt ICEF N ZEAEICEITAZE T,

c. CAZEEILZET,
I # systemctl start pki-tomcatd@pki-ca.service

¥ 721% (nuxwdog watchdog = L TW 3355

I # systemctl start pki-tomcatd-nuxwdog@pki-ca.service

R

CAEZDIRTODIVA—VHFLWKRA NSV RR— NEBBETEHRFINTWS
B, BITARTLECAAMVAYVRIESHFLWKRA bS5V AR— NERRE A FH
L. FLEEHFINTVWARWVWCAA VY RIVRIFBIEHEHWKRA FS5 Y A R— NEE
BAZAFALEYT., WHTBAKRAEZDV7A—VHAEAD NSV AR— NERAE%
FRTZELIEHFINTWVWEELED, YO0 1 LIIRELFHA,

FLOWMNSYRAR— M F—BLCIAHAEOH % FHT 5L D ICKRAREEXBH
KRA &EFD&/O—VICDWT, UTFAEEIFTLET,

1. KRANSS F—H9R—ZXAF4 LI M) —ICBELET,
I # cd /etc/pki/pki-kra/alias
2. KRAZ{EIELZET,

I # systemctl stop pki-tomcatd@pki-kra.service

¥ 721% (nuxwdog watchdog = L TW 355

I # systemctl stop pki-tomcatd-nuxwdog@pki-kra.service
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3. TLWKRA SV RAR—MNERAZEN M YV R—RhINTWBZ & &EERELE T,

# certutil -d . -L
# certutil -d . -L -n 'transportCert-serial_number cert-pki-kra KRA'

4. |var/lib/pki/pki-kra/kra/conf/CS.cfg 7 7 1 L =B X, LUTFDITICEE N 2 nickName DE
EREDOUEY,

I kra.transportUnit.nickName=transportCert cert-pki-kra KRA

nickName Ofg%. LUTFDITICEF N5 newNickName [EICBE X#:2 F 7,

I kra.transportUnit.newNickName=transportCert-serial_number cert-pki-kra KRA
IhiZ&Y, CS.cfg 7 7 M ILICLLTFDITAEENE T,
I kra.transportUnit.nickName=transportCert-serial_number cert-pki-kra KRA
5. /var/lib/pki/pki-kra/kra/conf/CS.cfg " S LA T DT %#HIBR L £ 7,
I kra.transportUnit.newNickName=transportCert-serial_number cert-pki-kra KRA
6. KRAZEZEILE Y,

I # systemctl start pki-tomcatd@pki-kra.service

¥ 721% (nuxwdog watchdog = L TW 355

I # systemctl start pki-tomcatd-nuxwdog@pki-kra.service

2.5. CERTIFICATESYSTEM 2 L/AY—F Ah—K k=2 VEE

AV—FrH—FIE, BESCHEPESLVCELEECN—RI I T7HESETNAIRATY, 2—H—F t
FaT7RWeb 7OV EAREF 2 T7RA—INBEDREIZSIMTE XY, /. RedHat Enterprise
LInux REDIFIFRARL—TFTAVIVRFTALICOTA VT BRAETNARELTHHELZT,
H—E2XOEMELETINSODA—RFLE M=V VEBEBTZIEE, F—0VEEIFA
(TMS) I & > TITbNE T,

TMS BRIRICIE, EREER (CA). b—2 Vv F—H—EX (TKS). BLUV b= VB X7 L (TPS) &,
P N—DF—EMB L CF—DT—H1 TEY AN —DFDODIERDF— 1 7/ —HE (KRA)
HNHETY, OCSP (Online Certificate Status Protocol) ZFH L T, # 54 VIIBAZERAT—4% RAEK
ICXIEe 2 CAEEETZIEETEET, TDETIE. RedHat Certificate System DAY — ~ 1—
NEBHEELZIRET D2 TKS VAT LABELVTPS VAT L L, A—HF—fINS TMS L &EHT S
Enterprise Security Client (ESC) D¥E%5tBA L £ 7,
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B2.4TMS A¥v— M h— FOER X

The TK.S derives unigue
keys for the TPS based on the
smart card's CUID.

The TPS sends
certificate requests
to the CA to enroll
the smart card.

Cerificate Manager o T,
e cal anager The DA‘ Qands
the certificate

o to the TPS. _ The TPS and ESC F
prne communicate -
: over SSL using
Processing private keys. . 3

System -
Enterprise Security Client
The KRA archives

......................... “ & P smart Card

...................... St
card communicate

the keys for the Smart card operations over S5L using
smart card. ?Essf;mgrgﬂg: the a secure channel.
KRA (Optional) subsystems.

251 h—2 ¥ —H—E X (TKS)

Token Key Service (TKS) I&, 12U EDTRY—F—%2FEBLFT, TNIFTRY—F— ZH#RFL.
F—BRUICTVERATES TMSHOM—DIVT4T4—TY, ERRETIE. BYRERXT—H
H—RKbh=02ICIE. RRY—F—&, 71— K (CUD) ICEBD ID OEA D SIRE L2/ fREOE Y b
NrEENET,

BRI, WIHRF—DT 74 N (BWETDIRAYI—F—TLILDHF—B)DEY M, BWETICL>TE
AX—MO—RTHHLEINE T, TDF 74 bDEY M. Key Changeover /% £4T L T TKS
THLWIRY—F—%5ERTEHIET, 7704 AV MY A NTEBEITIDELNHYET, YRY—
F—OHR—DFFEEE LT, AN—MH—RDCUD MIEINBE, TKSIEZDHEDAYT— M H—
RICHhZRHF—Dty hEBHTEZS, ThICLY, TKSIE, TMS &EEZ DAY — M H— KE®D
RERBERICEY YaUR—AD EFaT7F ¥RV 2BITIET,

R

TKS AEIET DT — Y DEEBMICL Y., TKSIETZ IV EADKIRINEZT 74 T 94—
DERICKRETIVNEIHYZET,

L

2511 YRy —F—ELTFX—tv +

TKS 1F. BHEDAYT— b H—ROELY FE2YR—PLET, BATY— P H—RKRVEF—F, A¥—}
A—RRr=O VRN JICHLTERZT 74N (BARE) OFMNF—ty MEER L. TKS ITIE,
THADOR—VVD74+—<y N TOERERATELODOBEMF—ty M(A—h—T&) PEHFBINT
WEd,

EHODRAY—MA—R =200 74—<y N TOERFRIC, Java 7 T L v b &E—EITRE L TR
F—tYy M=V VICHEAINE T, TKSHHR—KTEETRY—F— (FEICL > Tk keySet
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EMENFT) ICIE. TKSEREZ 74 (CS.cfg) TV M) —ty M BHYFET, &ETPSTOT 74
JVIZIE, TMS EARY—KMNA—R b —=2 VEOEY Y a VEEDODF—DEY MIL>TEFx2 )T 90—
D RE I N/ Secure Channel DFEML Z#ABMICIHYE T 2, —HT 2 F—8H 7O XDELR TKS
F—ty MIBFREZERT 2HRENEENTWVET,

TKS Tld, YR —F—IE TPS DSBAICABT I D keySet ICL > TEEINE Y, TPS Tld., FEx
HAT (REBBEITHAEBDELR) I LU T, keySet ETPS 7O 7ML THREINE T, FhIL.
keySet Mapping Resolver TREINE T,

2512 ¥—fE HBEFXF—FZVRAKR—bH)

F—ELEZ—IZ. BEHOEVWF—%2H DGOSR DBMRICEERAETHRETZLHOTOER
TY, 12OV F VAT, FEBICELARTIO4 A Y MNRIETIE, ABADFRY 7= DRV
F1T7vault TYRY —F—ZEXTEEY, MDA BRADMETIVICTKS A VXS VR ETPS
AVRYVZAEFOHBED’HY ET, WITIhDFEEH., F—2FHETIZ2ANTAEVRVE LD FIR
DT T. RedHat Certificate System TMS &, RELRBDEFEAEET % tkstool & FIENE1—F 1
V714 —%ZR#ELET,

2513. F—EH (F—DIYER)

Global Platform #ED A — M H—R&ET7 70 N —IER T D&, EETIEIT 7 20 MDOXIFRE%S

N—OIERRLET, TKSIE. RINCZOWNMHEZFERATELIICEEINTWET (TKSFBREDN
VH—TEICKeySet TV MY —=H1D), LH L., INSORTHREIEEA—ZA MY VORI —MA—RIC
BEDEDTIEAL, ARDOETHZD, b=V V5 BRETEZIVF14T14—ty bNEEIRT B/
HIC, BETTHEINTVWAWL, NIV ZEICEEDEY NIBEHADZ I ENBIHREINE

ERS

F—DZEHEIL, TokenKeyService Y 7Y AT LDYR—MILYIiThhET, TKS DEHKD 1 DIk,
PANCERB LAY — M A—R =0V F—DRELTVWEBIYRY—F— %R TSHIETT, TKSD
FEHTICERDOY RS —F—DEFET 2L HY £,

BF

COF—PYEBEZTOANN—=I VICHLTETIND E, TI7FILbDF—EY
NEMTRLC RSO, b=V VIFFRERATE R ASAEErHYET, b—7
vETOEY 3 Z VI LETPS 8LV TKS VAT ALADEMTHBRY., BITEXRNICE
MTY, DD, FRI—F—DVWITIHOHIPELA>TWBIHETE., IRXRTDYR
H—F—%RFTDIEHNFTARTY,

TKS DHWR R Y —F—A\PIC LT, BEYICHIETESEIA, EHICLich—o 0N
TS5SUD—EBTHBZBRYHEIBRLAWTLLEIWY, M= VvF—%2TOF—tY MIRT
TeHDDYR—MDBHYET, Chidk, H2BOTFTRANF)FATAN—0VEBFETS
BEICETIETY,

2514.APDUB LT EF 2 7F¥ U XRIL

Red Hat Certificate System Token Management System (TMS) & GlobalPlatform A< — b 71— Rtk
EHR—NLTHEY, TRY—F—%5EET % Token Key System (TKS) &. Application Protocol Data
Units (APDU) #{FlH L CAY—MA— K (=2 V) &@1ET % Token Processing System (TPS) T
Secure Channel DEZEATHhTE T,

APDU ICIE. UFD 220084 THidpY &9,

e OV KAPDU(TPS MHRAY— M A— RITERE)
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e LRAKRYZAAPDU(RY—hA—RMNSTPSICL RARY R & LTEE)

APDU O< Y RDBERIK. V54TV BT avaEERITL, BERDADIC Certificate System H—
N=ITERLEEZICNYA—INBHEE’HYET, BEABF v RILIE TPSHHAY—MA—FK
h—2 VIZEFE I NS InitializeUpdate APDU TiaE Y. ExternalAuthenticate APDU TREICHEILX
hET, RIC. b=2YETMSOmEADN, EyarvF—EcMEN2HEEY—IL Y Oty M EHE
ALET, 2hid, BEDESEERIEICFERAINET, COFRAESLUVESIEINTEREF v RILIE
Secure Channel &EFEIENF T,

TKS IZ, —BOFMHA VY b=V AI— M H—RF—DEYy NERBTESEIYRY—F—IIT7 VAT
XLM—DIVT AT 14—TH5B7H, Secure Channel I, TMS &4 D b—2 > & DRBEIDBELICIF
EINBEERHELET. FryURIDOEGRERICIE. FILLWFr URILICRTZFHLWEY Y3 Y
F—OBMIUANIBEIIRY FET,

2.52. h—2 VLB 25 L (TPS)

Token Processing System (TPS) I&., A¥— b A1— NEEBAEEHROEHIRERTY ., ik, 7547

v MIDRT— bh—Fb— DV ERESTZA—Y—FDLDIVY—TSA XX T4 —0547
> b (ESC) &, FREER (CA) ®F—1) /%Y —#B8 (KRA) 72 & D Certificate System /Xw Y TV K47
VRATLEDEDNA TiRE L THRELFT,

TMS Tld, AXN— M H—REBEBTZDICTPSHBHETY, Ihid, TPSHAPDU IV K &GS
BRI EIME—DTMS I VYT A T4 —CHBLDHDTY, TPSIE, AX—MA—RICOTY REZEFL
T, A— =T NA AREDREDI VT A T4 —DF—EHAELERBLPERETESELIICL
F9., AN—MAO—FRFEIZTPS Z#RHL T, (MAEEERT D7DICCAY, BEER. 7T—HA

T, FLBETTBKRAREDT I avyDEOIENRY T AT ALAICEEINET,

2.5.2.1. Coolkey 7 7L v b

Red Hat Certificate System (Zl&, TMS WA Y— M A— R M—=0 Y TERITTHDITEHRI N
Coolkey Java 7 7L v kA EFNTWE T, Coolkey 7 FL v M, FIEAZES L U F—FEEDIRE%E
SIS % PKCSHN BV a—ILICERLET, =0V T7x—< v NOBRERIC. 2OT7 Ly M
Secure Channel 7O M I A FERA L TAY—FMA—Rb—=2 VICEAIK, RETEICEHFTEZE
ER

25.22. b=V V¥

Red Hat Certificate System @ TPS {&, AX— M A—RFRDI Y FI—H—-—DKHYICAT—FMNAI—R%
TOEY I =Zv T $BENTEZET, Token Processing System (&, UTFOEELR b—2 Vig{E&E Y
/_j_:_ I\ L/ i’a—o

o MU VT7A—<v b TA—<v MEEIZ. B4 Coolkey 7Ly REM—U VIZA VR
h—ILLET, 7Ty NI BRGOBSREMPAELERCTRETIZ Iy M7+ —L%1R
HLET,

o M=V VDFEH: BIHFHRFEICLY., VERESHEESIHHEETATY—MAI—RRPERINE
¥, TOERIZELY, AR—MAH—RDA—H—(F, EF27R8Web YA hT7 VAP EF2
TIRA—IJVIREDREICBMTEET, BFRICE 22094 T R—KIhTWwEd, Th
&, FO—"NVICEREINZE T,

o AMES: 7O 774 Y EYTYYVILIN— TREINZTPS 7O7 714 I TEHKLE
-a—o

o NEBEH 1 —HF—DLDAPLI—RDIV MY —T, TPS TOT 7 A I TEEEFTVE
-a—o
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e h—YUYDOPINYEYM M2 VDOPINYEY MEEICLY., h—0vDa1—H—Eh—2
IADQOTAVILERAINZHFTLLWPIN A BETE, BELBRIEFAEITTEET,

UTOMDEEIE, LEEDERRFEICK L THBIFIZEBTDORFE L TERTEIEY, Inbid. B
HEIIHRETEIS, FREMN—VDOREBICE>TIN)H—TEET,

o F—4p: & PKIGIBAEIX., N EMBREDORT THREINE I, RedHat Certificate
System Tl&, TPS 7O7 74 I OFREICIG LT, BOEKIE2 DDHETERITTEET,

o PV VIDF—4% PKIF—RT7HAT—MA—R =IOV TERINET, b=V
BITEF—RTEERTDE, F—DT—hA THHFA ThItA,

o Y—NR—flDF—4E PKI F—RT7ETMS H—N—fITERINET, TDER, F—R7
BEF127FrRIVEERALTA - VICEBEINES, Y—N—AITRORTZENT
& F—DT7—AA THIREICKRY XY,

o FEHAEDEH: COREICLY. LEIEHZ LNV VP ELRZBEFALTVWAEICN—7
VICRERTINLARZELFERATESLDICRYET, IhiE, HVWIIASOEMHARL )
nT, HILWEEBAEZFR L2V, TDF—< T ) 7L ZHEFELICWEEICRIBEY,

o FFHAZEKRTIV A M TPS 7OT7 7 A IIEREZTLIEIN—V Vv DREAE &0, FAAERMY RN E

NYH—TEZT,
BE, AAEEZRIT LI CADOADNZETNZEZRMYBETIENTEET, DFY., CAXBEILET S
. BEDIRAELNYBE I IENTEILLARYET, L. b=JVDKPEKREY 54
T ULECAIKI—=—TFT1a VT LadS, BEFREDMDIRTDEKREHFLWT VT 1 T4 CA
WCI—F A VT TBTEIFARTT, TOXAZXLIETHYBEBLIL—FT1 Y EEENFET,

o N Ux—DYEBZL: 74— v MEEILE>TRNYA—INDF—DEEREICLY,
N—oYOREF—%, TI7FILMDORARETF—tY MDD, b=V VB T LDRAEE
IKEVEIEINZHLWEF—ty MIZEETIET, ARET—tY MITAMRRICEL
LEDOTHDH, BE. EEOTTOMA VRN T YA TINEITVWET,

o 77Uy FOEHTMS 7T 7O4 AV FTIE, BEICIELUT Coolkey R¥— M A— K7 T L v
NeBIHELIFZSI VY ITL—RTEET,

2523.TPS7AZ7 714
Certificate System Token Processing System % 7Y 27 Lld, AN—MA—RKR M =0 VDEER%EZRSH
IKLET, N—IVIETPSIC&>TTOEY a =y F3h, ZHORENS 7+ —7 v MEAHE I
BEEADREICAYVES, 74—y hIhb—2oVITIE TPS THR—KIN 3 Coolkey 7 7
Ly R EENETH, BRBFHDMN—IVIE HERIMPAELESEF—ZFALTEAICNA=V TS
ARXINFET (N7 T2 78MENRETOER), ZORPICTOEY 3 =V IIni =0 Vid,
EELIREICFER I 2EF/ATETTVET,
TPSIE 70771/ HBETEET., M=o r7O7 71 ILOBRIELUTICEEL T,

o N—UvDT7+—<v NELIZEHEETD FIE,

o BENEBICET LR BTLEMN—IVICETFNIEMN
UFDOYRAMNT, —BON—=0V7O7 74V ERETIHEICOVWTERALET,

o TPSAA—H—DREE LDAP T —49 RXR—RITHEMHT 2 Hik.

o ZDOM—VVEFICEI—Y-FEINVETTD, TOBEICERTSREAEYR—T v —,
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o TPS . FIBAZE%ENS Y % Certificate System CAICED L D ITEHE/mE L £ 9

o CDM—VUVTERINLEREREARBIIEDLIICERNINTVED, =7 VAIF/IF
H—NR—fITERINTWVSD,

o MBMEEARBEZENTIEREICEATZIROY A X (Ey MEAL,

o DMV VTIHELZERTZDIFERINZIHEEHR S O7 714 (CAILLZTOE
TazZvy)

pa

CDREICELY, b=V VICEZRAINIAABOERBENREINE T, 3
Eﬂihaihémﬁﬂ& L._E’DL\'C IFETELARICH LTI T IEGERE
ZERTEEY, LEXE 1DO)EIEEE%LI?—&H%%“:L:%“:'@i?\ Bl DEEEA
ERBAEREFEICHERATEIT,

o N—UVTWhEEMS Coolkey 7 LY hDNR—=T 3V
o BHRIFMEDIDOICID M= VICEBEI N ZHEDH

LFRELVCHDE D=V VI 4 TELBTOT 7AWV EICRETEET, MAARARES T
2avD—ElE, [RedHat Certificate System B4 K J 28R L T LI,

EEITAREXED I DOEMIEZ, 11— —Il&>T7OEY I ZYIJINTUVBRBEEDN—7 R ED L
IELD =2 TOT7AIIIRY TEINBEHDTT, BFICIE. LTD2200D94 THdHY 9,

® Internal Registration: ZMiF&. TPS 707 7 1 )L (tokenType) I&. 7’07 7 1 JL Mapping
Resolver TREINE T, TDTAINI—R=D)VILI"—iF, h—I VP RETET—%
HEINRTERBL. =Ty N TOT 7MLV ERET DL DICKRETEET,

o AIEH: AMEFZMFERTZHE. TO7 74 (BRIDH, EEDOTO7 74 ILiE, REBESR
TEHEAINZEDERUAETTPS TEEINEY) X, BEHICRBINZZE1—Y—D
LDAP LO—RTHEEINET, hilLY, TPSEI—H—BEHRNMREIN 2 H4ERE5K
Directory Server o F—DEFZE LV AN —FREZMEBTEX I, ChiZLY., TPSH
MEFZA N ALICEBEDESR. K. BLVCEEHR) > —%2 LEX T 2HEHATREICARY F
To NEREGKICEEST 21— —LDAP L O— RBMRIIREAETT,

TIL—TIAEE VI BN DERIZEICIE. AREEIRIBET., CDOBE. JIL—TR
0)'3_’\‘10)1 ﬁ_‘uti\ /\EDIEEHiBJ:Uﬁ.%y'j vAa— I\-a—%)fx_&)‘t_ LDAP 7o|:] 7 ’f)l/
IR L O—REZRETEET,

FETBEHIE. TPSA VRV R EICZ/O—NIVICEREINET,

2524. =V F—4HIR—2
Token Processing System &, LDAP h—9V Y F—49R—ZA N7 &FERALET., chik. 797147
BREN—=VVEZDMAEDY A M EMHFEL. SbN—J VDBREDKREEZBIHHLET. 75V FOFLL

N—2 V& Uninitialized EHB@INFTH,. BTE2EHZINZ M= VId Enrolled ERABINET, D
F—HRANTIREBICEFHFIN, b—7 VOUNIBRFICTPS ICL > THEREINET,

25241 b=V DORES L UBT

Token Processing System &, MED M=V VY RT7—H9REN—VVTETTERT7VaVEEERT
BIOICABT—IR—RADRAT—H REREFELET,
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2.5.2.4.11. b—2 v DREE
UTDXRTIE, TR MN—I VREAITRTEBNLET,

K29EZbHh3 h—7vDiRE

E2:1} a—Fk pZad "

FORMATTED 0 74—<v MNEH (FHEI N T
LRLY)

DAMAGED 1 YIERRYICHKIE

PERM_LOST 2 KiEHICEKDN S

SUSPENDED 3 —BFE L (—EMICKDbN )

ACTIVE 4 TOT47

TERMINATED 6 ®’T

UNFORMATTED 7 X7+—<v b

ARV RIA VAV —T 24 RE, LEROZEIZFERL TN =V VOREEZRRLET, V57448
WAVH =74 RE, KDYIC Label ZFEALF T,

p=a-13]
EERORICIFZ, O—RE5RZTDREEFSENEEA. URNHTHIBRINAREICELTW
F L7,

252412. 574 ANA VI —T A RELFAR VY KSA VAV —T A REFALEL NV Y
REOBTET

BE =V DOREICIF, BRTIZ2ROREBOENHRINWTWET, £exid. b—I VI
FORMATTED %'5> ACTIVE & 7=/& DAMAGED (CIREEZZEETX F ¢ H. FORMATTED 5
UNFORMATTED ICR1T73 5 LI ETEEHA,

IS, P—OUDBBTEZREDY XA MNE, ERAATY RSAVELIIIZT1AA VY —
7 2A%FRALTFHTAN)A—INdHh. M=V VREEFERLTEEBMNICNY H—Ih3HIC
SO TERYET, FAINTVLWBFEEEB D) X ML, tokendb.allowedTransitions 7’0O0/37 1 —
ICH#I S 1. tps.operations.allowedTransitions 7O0/X7 « —O > hO—JLik, —2 VEIEICEL T
M) ABBZRIREICLE L,

FHESLUVMN—V VBER—AOBADORBRITDT 7 4L ME&EIE. /usr/share/pki/tps/conf/CS.cfg 5%
E77ANVICRESINET,

2524121 ARV RFA AV I—T A RELBIZT1 ANA V9 —T A R &FERALEL M7
YREOBT

ARV RSAVELR TS T4 ANA VI —T 24 ATHATINZBITIETA
T. tokendb.allowedTransitions 7 O/X5F 1 —%FRAL T TPSERE 7 7 M IVICEREE I TWE T,
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TONRTF4—IlE. MUY avOaVIRYPY )R IMDNEEFNRET, TRThORITIE. <current
code>:<new code> XA TR INE T, TODI—RIF K29 EAS5N2 b—0 v DIRE] THEAX
NTWET, 77 1)L MERTE L /usr/share/pki/tps/conf/CS.cfg ICREFEINE T,

LUTFDORTIE, ARLAEBTOFMEHRALIT.

F+2.10 "IEE e F 8 b — 7 Y REER

01

0:2

03

0:6

3.2

3:6

41

4:2

4:3

4.6

6.7

LUTFDO®BITIE. b=V DOREICIEC TEMICERINE T,

FORMATTED

FORMATTED

FORMATTED

FORMATTED

SUSPENDED

SUSPENDED

ACTIVE

ACTIVE

ACTIVE

ACTIVE

TERMINATED

DAMAGED

PERM_LOST

SUSPENDED

TERMINATED

PERM_LOST

TERMINATED

DAMAGED

PERM_LOST

SUSPENDED

TERMINATED

UNFORMATTED

D M= VTR
WELTWET,

ZD =7 VK ERIC
LbhTWwEd,

ZDMN—U VIiE—BE=E1E
INTWET (—FFIT
KbhTWET),

D= VIR TLE
L7,

Io—BfEIEIhE b—
7 VIR Kb T
WEY,

ZD—FEIEINhE h—
IUIERTLTVWET,

D M= VI
mELTWET,

D=7 VK ERIC
LbhTWwZEd,

ZDMN—Y VIiE—BE=1E
INTWEY (—FFIT
KbhTWET),

D= VIR TLE
L7,

IDh—=Uv=BMAL
Y.

N—2 > A5t% FORMATTED

T. SUSPENDED &7:% &, FORMATTED REEICOARZ I ENTEEF Y, h—2 VAL~ ACTIVE

T. SUSPENDED (2723 &, ACTIVERREDHICRZ I ENTEET,
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K2NEHEBNICMNYH—IXN3 b7 Y ORESR

3:0 SUSPENDED FORMATTED ZD—BEE I (—BFEA
BR) =2 UHHYF
£

34 SUSPENDED ACTIVE ZD—BEEIE (—BEFEA
BR)N—=2UhHYF
ER

252.413. b=V VBEEFERALEZ =0 Y REER

N—2o ViEAFER L TETTE38TIET T, tokendb.allowedTransitions 70/85 1 — & {#
LTTPSHBEZ7 74 I THAINTWET,

I tps.operations.allowedTransitions=0:0,0:4,4:4,4:0,7:0

TONTF 4=k, MYV avOIAVIRPY YA MEEFNET, ThETNDORITIX. <current
codes:<new code> XX T INF T, CTOI—RIF K29 [EZDbNhD h—7 VDIREE] TEHBAX
NTWET, 77 1)L MERTE X /usr/share/pki/tps/conf/CS.cfg ICREFEINE T,

LUTFDRTIE, ARLAEBTOFMEHRALIT.

K212 b= e R LR b—2 VIREER

0:0 FORMATTED FORMATTED Znic&Y, k=20
B74+—<vy hPb—7
VDT Ty N F—D
7w L — KA EBEIC

BrYET,

0:4 FORMATTED ACTIVE hiZ&Y, b= %
EHRTEIT,

4:4 ACTIVE ACTIVE IhiZ&Y, 7U747

mh—0 Y EBEHTE
ET. HEOBRICER
<7,

4:0 ACTIVE FORMATTED Zhic&Y, 79547
Rh—=02DT7x—<v
NASETBEIC 7R Y 9,

7:0 UNFORMATTED FORMATTED ZhickY, ERFALIF
DENCERINEZ N—2
VDT A—< v MDA
ICRY 9,
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25.2.41.4. b—9 VDRES S UTBB SR

M=V VREBBELTEBEBDT 7 )L b S XJLIL, /usr/share/pki/tps/conf/token-states.properties 5%
T77AIREINE T, T7A4ILRTE, 771 ILOABIEEUTOLD LAY FT,

# Token states

UNFORMATTED = Unformatted

FORMATTED = Formatted (uninitialized)

ACTIVE = Active

SUSPENDED = Suspended (temporarily lost)

PERM_LOST = Permanently lost

DAMAGED = Physically damaged
TEMP_LOST_PERM_LOST = Temporarily lost then permanently lost
TERMINATED = Terminated

# Token state transitions

FORMATTED.DAMAGED = This token has been physically damaged.
FORMATTED.PERM_LOST = This token has been permanently lost.
FORMATTED.SUSPENDED = This token has been suspended (temporarily lost).
FORMATTED.TERMINATED = This token has been terminated.

SUSPENDED.ACTIVE = This suspended (temporarily lost) token has been found.
SUSPENDED.PERM_LOST = This suspended (temporarily lost) token has become permanently
lost.

SUSPENDED.TERMINATED = This suspended (temporarily lost) token has been terminated.
SUSPENDED.FORMATTED = This suspended (temporarily lost) token has been found.

ACTIVE.DAMAGED = This token has been physically damaged.
ACTIVE.PERM_LOST = This token has been permanently lost.
ACTIVE.SUSPENDED = This token has been suspended (temporarily lost).
ACTIVE.TERMINATED = This token has been terminated.

TERMINATED.UNFORMATTED = Reuse this token.

252415.80XN3 h—I VOREBEBODHRYTA X

hN—2 VIREEBBO—E% HRY <1 X7 3ITIE, /var/lib/pki/instance_name/tps/conf/CS.cfg TLLF
DTANT 4 —%wmELFT,

o AT VRSAVERR IS TAANA VI —T A RA%FRALTEITTEIRITO—EA DR
<14 X9d 3IClE. tokendb.allowedTransitions

o N—UVEBEEFERALTHIINZIRBRITDIYRANEHAITA XTSI
l&. tps.operations.allowedTransitions

BEICHLT, BITRTI7AN MDY X IDSHIBRTEXTA, TT72IN MDY X MIAWRY, FL
WRBITEEBIMT 52 & ETEE A, T 7 4L ME /ust/share/pki/tps/conf/CS.cfg ICREINE T,

252416 k=7 VDREEBBIRIVDHRITA X

N—0YDREBEBBSINILEHNRYITA XT BITIE. T 7 4 )L b D /usr/share/pki/tps/conf/token-
states.properties =1 > X4 > 2 7 # )L 4 — (/var/lib/pki/instance_name/tps/conf/CS.cfg) |1 E—
L. BEBICIGLCTINILZEEBELET,

BESEEICAENICRY, Y—N—Z2BEHBITILEZHY TEA, TPSAI—HF—A V5 —T 11 R
HHPRABDBEICIEDZBEDNHY T,

TI7AIWMDRES L USNIVAICRTICIE. #RE L /- token-states.properties 7 7 1 L&A VX%
VAT ANT—DHHIRLET,
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252417. v =9 VF7 9574 EFT1+—0OY

WEDTPS 7V T4 ET4—DOJICEHEINET, OV T77MILAHADEZLSNE ARV ML, UTF
DRICYZAMRKRRINTWVWET,

RK21BTPS 754 EF4—OTARY b

PI9T74ET714—

add M=o UpEmMINE L,

format N—=Oon7x—<vy hEhFL,

enrollment h—oUhERINK L,

recovery f—oUhERTINZF L,

Cis M=V UDEHINTVEY,

pin_reset =0 YDPINABYEY hINZF L,

token_status_change N—=O 2 2AF—% R, ARV RSAVFERLIETS
TA4ANAVI—T A REFRALTERINEL
Teo

token_modify h—OUNEBEINZF L,

delete =2 UDHIBRIhE L,

cert_revocation N—2 VEIBAENRYBEINE L,

cert_unrevocation N—2 VEIBAZIE LM LEEFAT L,

25242 =9 VR)>—

REZEFDOBE. EN—V VA N—V VR —Dty NTHIETEZET, T74ILMDRY > —IFLL
ToEHY T,

RE_ENROLL=YES:RENEW=NO:FORCE_FORMAT=NO;PIN_RESET=NO;RESET_PIN_RESET_TO
_NO=NO;RENEW_KEEP_OLD ENC_CERTS=YES

REREERHD TPSEEIE. b=V VDREEFKICIEELLERY Y —DRRTY, =0 VICRY > —H4F
EINTWAWGE, TPSIET 74 MNDRY Y —ty NE=ERLET,
2525.%vEVT)JILN—

Mapping Resolver I&. FREREEREEICEDVWTHED M—I VICBIYLETE =0 7O7 71 %

RETB=OICTPS MEAT DILEATRERA N ZZALTY, EXvEVYTYYILN—A 2V RY YV RIE
RETC—BRICEETE, SBREREZEINLETYEY T )Y IINR—A VRV VA AESRBTEEY,
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R

RYEVT)IIWN=DL—LT—=0E ARILTZTAVEERTETZY b
TA—LERELET, 2L, 3714V OERAEICET 25hAIE. AE0EHEN
T“’a—o

FilterMappingResolver (&, 77 #J)U kT TPS TIRHINZM—DT v EV T VILN—EKTT,
ZhiZ&Y, EYvEVTIC Vv EITDEY NELVY -4y NOBEREZERTIZET, &vvE
VIIIE TN =Dty MHAEFN, TITIRUTOESICRYET,

¢ ANTAINI—NRFA=F—DBIVEVITHRD $RT DT 1LY —%ET &, target DEHZE|
YHTohFET,

¢ ANNRSGA=HF—TI74II—DKRTZE. TOTYEVTIRRAFY TEh, ROIEFHICH
TEINFEY,

o T4 I)LY—ICHBEINLENTWVWFEEIZ. BICEKLET,
o JAINH—IIEEINLEDHDHEE. ANMNSTA—FI—IRLII—HTEIHLEIHYET,

o YYEVINERINSGIRFIIEETYT., AEBLAKRANOY Y EV TIREBRINICERRS
h. BUHLTIORINE T,

AAT4IWE—=NRNF A= —F HEROBEICONMDLTATY—MNA—RNMN—=0 VD SZITE > 215K
TY, LEDIL—ILIZHE> T, FilterMappingResolver (Zx L TE{ITIN X
¥, FilterMappingResolver Tid. A TDANT 4 LY —/IRSA—=F —DPHR—KIhFT,

e appletMajorVersion - k—% > £E® Coolkey 7 7L Y DAY v —N—T 3,
e appletMinorVersion - k—% >~ £E® Coolkey 7 7L v hDY A F—nN—=T 3,
e KkeySet % /-3 tokenType

o keySet- V7 ZAT7 VM) VIRNTIVRTYYavELTHRETEET, IRTFHIETE
INTWBIHEEIE. 74— DEE—BITIBENHY FT, keySet vy EV T VI
W=, AEBBEFZEFEAT 2MRIC keySet [BEEZRETEDIEEBMELTVWET, BEDRE
Ty MY R—NIN2HFEE. AEBERIRIEE T Key Set Mapping Resolver DA Z (Z72 L)
FT (FcEzxlE. AR—MA—=—R =9 URVG =T EITHETT), keySet fBIL. Secure
Channel ZHiI 92 L CEERTKSDIYRY —F—%Z2RETHLOICHETY, 1—H—
D LDAP L a— RiZtw b tokenType (TPS 7O 7 7 1 L) AANIh TV BEAE. €D
H— RHOREBICEBFEZTI DI OO SRWED, keySet EFRNIRET B &IETEFE
t# A, keySetMappingResolver (&, FRELATIC keySet KRR TE B LDICT BT ET.
BORRICIEIEET,

o tokenType - okenType l&, 7547 MY VTR NDIREREE L TERETE XY, LR
FHREEINTWVWBREEIE. 7149 —DEE—RTIBENDHY FT, tokenType (TPS
TO774IEBMENET) IE. CORKRTHBEZFRBICHL TREINE T,

e tokenATR- k—7 >~ ® Answer to Reset (ATR) T9,

o tokenCUID-start 8L Uendid. TDT71IWVY—ITETZHIZ N—2 > D Card Unique ID
(CUDD) DEEEZEHLX T,

25.26.TPSO—JL

TPS . 74 hTUTOO—ILEYR—MNLET,
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o TPSEEE COO—IIILUTEHFATLET,
o TPS h—V v DERE
o TPSEIFAZEH LUV T VT 1 ET 1 —DFRR
o TPSA—H¥—BLVITIL—TDER
o —RIIAR TPS REDLESR
o TPSHA— VT4 r—4—BLUVAXRI4—DERE
o TPSFO7 74 LBLTTOT7AIT Y EYTDERE
o TPSEEEOXY JDERTE
o TPSI—YxV hZDO—ILIEUTEHFALET,
o TPS h—U Y DEE
o TPSHFAEH LUV T VT 1 ET 1 —DFRR
o TPS7O774IDRAT—Y ADEE
o TPSARL—9— ZDO—ILIEUTEHFATLET,

o TPS k=Y v, FtAE., BLUVT7IT1ET 1 —DXRT

253.TKS/TPSHEEFY—27L v b

TMS DA VA M—ILEIC, h—9VF—H—ERE NV VB AT LABICHEBE I NI NTFEIHE
IINFET, ZOEDEMIE. Secure Channel ICRARTHZDEyYavFx—452S5Syv T LTT7VIY
74352 ETY,

Pz
RE. HEMBBRE, VIMNIIT7ESIET—9XR—RICOHMREFINE T, RedHat
Certificate System DD ) Y —RXTlE, N— KU z7EF2YF71—FEPa—)
(HSM) TR A TOF—DRFEYR— N T 25ED’HY FT., ZORENEEINL
5, F¥—7% HSM IZERIXET % & D IC tkstool %= L T Key Ceremony 23179 5 & D IC
BRLET,
2.5.4. Enterprise Security Client (ESC)
Enterprise Security Client |, TPS &@fEL. 774 7Y MIDNLAT—MNA— RN =0V Z0IET S
Web 7S5 UH—ERBRICHTTP 2547 N7 75— 3 T, ESC & TPS DT HTTPS #i%
MHEIIINTWAE., TSty avYHD M=o & TMS O TH ES & 745 Secure Channel H°
BIIINhZET,
2.6. RED HAT CERTIFICATE SYSTEM ty—E X
Certificate System (Z1d, BEENFATI 2 IFTIEALMELHY., BL2DHY T AT AL E PKI 21K
DRFHVBEZICRYFT,
2.6.1. 850
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EERAZDRTPIVYBLERE, BEDARY MEETDE, BRUIBEDA—ILT7 KL RITEEE
ETEFET, BHTIL—LT7—0ICF. BEWMEBLUVRETEET 74N MDET 2 —ILHERINT
\I\i-a—o

26.2.¥37

BEY a3l EHLEBARTEITIINIT,

263.07

Certificate System E &Y TV AT ALlE, YRATLDERELVTNY JETRICTZLDICV AT A
ARY NERBHETISEELAVRATLABLIVIS—OTZERLET., IRXTOAYLI—RIE AZREIC
RS9 27DICO—AIN T 7A LY RTLICREINET, OJIERETRELRLD, OJIERESA
DARY NBLUORBRELROTLARILTERTEET,

Certificate System A5 &, OJ%=7—h4A4 7 LY, BEERICEBFALAY TSR, OJICT
VHINELTDIENTEEY, TOBREICEY., BERICHIADAREEEZO T 774D Fv Y
TXBLDHIRYET,

2.6.4. B8

Certificate System (&, FEFAZDERXK. FiT. BRYBEL. CRLOARARE, IRTOIM XY NOEED
TEMEBELEYT, ChoDOJIFBEINET, ChICLY, RRINALTIEAPTIT1ET 14—
@@mﬁﬂ%E@UiTc%@&\%%%EAH%%E%DT?Z?A%%ET%&TQ%U%TBn
BEBEI—Y-—THOUMNI BREINLEEOJVEZRACEDIH—DT7HVVMNTY, 2OI1—H—
&mim OJAEZLBLUVUBET2LHOICFERINES, EEOXVJIE, OJICEBHEINS A
RYMNEBETDILIZEINTT,

265 I T7TFRX B

Certificate System I&. ¥ AT LADEHFICHBEMICETINE VAT LDEILITARNIL—LT—
VERML, AV TV RTEITTEET, REATRLGEILITZAMDOEY METTIC
Certificate System ICEEFNTWVWE T,

26.6. 1—%—, &BHE., BLGT7 I =X HE

Certificate System A —H— (& /I —TF (O—ILEEMFEN D) ICEIY LB TR ENTEET, JIL—7F
Ik, EDA—HY—DFETZ/IN—FICEFENHY ET, 22— Ik, 2—HF—DERLEYT
VRATLDAVRAIVRE, A=Y —DBAYN=ERDZTIN—TOEROH D FTEINET,

SB5F |F. Certificate System # 7Y X7 LW, SEAE O 7 M IV FEE Y —ERA V9 —T 24 2D
WEFNMITLTEREEINTWED, V54TV RNDTATUVTAT14—%RIATHDDIFERINE

To V747V MDA ZEETT 2ICIF. BRI —H—%//NXT7— R, SSL/TLS 7747~ b&R

ZE. LDAPEBEE. NISEREE. CMC R E, IFIFRFED’HYET, YTV RTLNDREEDT V&
2L L CEREEARITTEE T, L&A SAZEOEHZOBE. 7O774I)LIE) VT X9 —h CA
KR LCREES 2 &2 EHRLE T,

VATV MBS L VREIND E, YTVRTLRFA Fzv I 2EFTLT FEDOI—H—
DY TYVRTLANDT I ERAEZEDLNILTHAINTVLWSENZHBILET,

Zlk, BrxD1—HY—ICEETIERL, JIL—7, O—b, X—=I v aVIlEERMIFSNET,
Certificate System &, ZIL—7&EK L. 77 EREEHEZNSD I/ —TICEY K TRET I L —
LAD—05RBLET., BEOITIL—TDOT 72 N OT7 IV AGEIEIEERET, 727 AEHEIE
BrO1—HY—BLCIPT7RLRICEIYETRIENTEEY, YVATLDEERIBOICH L TER
DT IERARS Y RDBERIN, TOMBITEILT IV EAHEHIL—ILEZRETETET,
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2661774 NOEHEO—I

pa

Red Hat Certificate System (&, 1—H—ICHEELLN—Iv a0V FTHFAMISB
WT, A—=Ib & JN—TF =#XBEFTICHERALET,

Certificate System [T 7 4L N T, YRATLILERZ TV ZALRNIVEF O3 DOA—HF—4 1T T
BREINTVWETY,

o BEEHIE, YITVATLIIH L TEREILIIREIR IV EZRITTEET,

o ZFEAEERDMAER. M—V VEHODEE, FLIIEDETLRE, PKIBEBIRIVZETTS
I—yxvh,

o EXOIVARTELVHRETE S auditors,

pa 3

TI7AIENTIE, =M NZ Y TOBBT, pkispawn 1—7 1 ) 7 1 —DRTHF,
Red Hat Certificate System 1 Y R4 Y ADERFICEEREFIEE I —V TV MFEDTE
FEUNEBESTIZEBI—HY—IERINET, COT—MA Ny TEEBEIE 774
N C caadmin 21—t —Z%=FEAL £3H. pkispawn A RITETEREZ 71 )LD
pki_admin_uid /X5 A —49 —TLEEXTEXZEYT, 7— MR NSy TEEED, RUWDE
BESSLI—YVz v b1 —Y %K LET, TOBREICE. 2—F—BLTTIL—
TOEBEERE, SIAEARITIZI—V Y NOERIBETT,

2.6.6.2. lAAHRY T AT LDEFO—I

IS, EFa) T4 —RAMUDERIND E, RAAVERANT B CAY T AT AIC

l&. Security Domain Administrator DRI O0—IILABEHICHEINE T, IhICLY, TR
TLEEEFLI)TA—RAAMVEZDHFOY TIRTLA VRV AEERTEEY, thotzFal)

FA—RXAVEBEO-IIZ, BERZYTVRATLAVRAY VAT L TERTEZET, TNODHE
Aaa—ILid, EEDI—H—%XNN—LTHETEEA,

27. 70—

271 20— {ERRICDWT

aadAt OS2V T 1DUEDOY TV RFLAOIVO—VEFIBETIXSZET. FTEADELEY
ZTOMOBEEEERLET, RRARTI U I VTR E, EERINLY TV AT ALAIEREZNIEL T
H—EREETL, YRYI—(TTD) VTV RT LML —LLRICBIEME, Y—EREZFHEFTEE
RMETCEET,

JO—VIERINEEY TV AT LRFERHTSE, PKIYRATLADOY—ERAREETIC, BE. ST
Woa—F4v9, FLIFZOMBDODBEYRIDIEDICVATLEF T SA VICTEET,

. P
TPSUADTRTOY TV AT LEIO—VTEET,

g 0O0—ERIL, SIBAZEERZNIET 2 E, ERBZIVVEDA VR VA ADBET 52 & T, PKI
IKAT—ZE) T4 — % T2 1DDAETT, YRY—EFDI/O—VOAET—IYR—RIIHEE
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ICERINZID, 1D2OY TV AT LADEPAZTERI LT —A1 TINF—ICHT 21FHRIE. b
DIRTDY T AT LATHATEEY,

BE., YRA—BL®I70—VAVARAIVARERBIVVICA VAN =ILEIN, TRHDTI Uk
O— R FNZ>%—ORANCEEINE T, O— KNNF % —(E, Certificate System % 72 X7 AITE
EINLEHTTPBLUVHTTPSEREZZIFTAN, TNODNV IV IARNEIRY—A VA VR EIO—
VAVARAYVAEDBETEYIZIIL I MNLET, —ADIV VICEENEELLFE., O— KRSV
H—lEk, £ED—FADIP DTV TAVICEDET, FRETHOII VICTRTOEREZEBHICY
4L MNLET,

B2.5 7 00— {EpDHl

HTTP/HTTPS requests from end users

| |

Load balancer
OCSP requests from end users

| |

Load balancer

CRL publishing

Original CA

i
3 +—— replication ——» ocsp
Clone
Database Database Responder @
3 4—— replication ——» 3

Datab Clone
atahase Database

Load balancer

L g
-
N
4+—— replication —» 3

Clone
Database Database

Certificate System ¥ 7Y AT ADHNCH ZO— KNSV H—d, TR AT ATEROD 7 4
F—N—HR—bERHTZEDTT, O— KNS UH—&, Certificate System % T X F LD —ER
ELTUTOREDHY T,

e DNSSorvKRAOEY, BHOY—N—|IlBFEDHTDIRY NV —VEEAEIET 2T
-a_o

¢ 2T 4 vF—SSL/TLS, ZhICLY, =K AL RFALICRLT. UEMERINLBRLKZR
NEI—FT4 Vv ITEDRLIICRYET,

BE, YATLO7O—VEERTRE, REY—T LY MNIWELDAP T—9R—ABTL 7Y HE
BERELEYT, L. —HOa1—H—E, MEDOL T HEBREHILCEET2HE’HY
o PKIA VRV R [Tomeatl BV ¥ a v %ZEML. ZDOET Y 3 VRO 2 D0 name=value X
THEBIMT S EICEY, pkispawn BIT 7 7M1 ILHEEI N, ChaHFATEIEOICARY F L.
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[Tomcat]
pki_clone_setup_replication=False
pki_clone_reindex_data=False

BF

CDEIBA VRN EIBET 25EIE. pkispawn ZEET 5 FillIC 7 — 9 A RET
ZRENHY T,

27.2. 70— D

IA—VHTIRATLDA VAN —)LRICFERTES LIS, FAEE P12 77 A INICT IV RAR—KT
PRENHYET, IDRAYYNIE, 70—V TVRTLEA VA M—VELIFRET 5D TR
LV AVYAM—ILO#fE%AR LEd, pki-server SUBSYSTEM-clone-prepare A< > R&FERALTH T
VAT LRRAEE TV AR— M BHEDHZRICRLET,

/tmp/caclone.p12 --pkcs12-password SECret.123

Added certificate "subsystemCert cert-topology-02-CA"

Added certificate "caSigningCert cert-topology-02-CA CA"

Added certificate "ocspSigningCert cert-topology-02-CA CA"

Added certificate "auditSigningCert cert-topology-02-CA CA"

BI25Y T2 AT LGBAZED IV AR— b
| [root@pki1 ~]$ pki-server ca-clone-prepare --i topology-02-CA --pkcsi2-file

ITJRAR—MINEZ P12 T 7AIICFIRAEAEEFN TWD I L AR TEE T, ROBITIE. pki
pkcsi2-cert-find DH AT 4 DDIBAZIRINZE T,

[root@pki1 ~]$ pki pkcs12-cert-find --pkcs12-file /tmp/caclone.p12 --pkcs12-password
SECret.123

Certificate ID: 4649cef11b90c78d126874b91654de98ded54073

Serial Number: 0x4

Nickname: subsystemCert cert-topology-02-CA

Subject DN: CN=Subsystem Certificate,OU=topology-02-CA,O=topology-02_Foobarmaster.org
Issuer DN: CN=CA Signing Certificate,OU=topology-02-CA,O=topology-02_Foobarmaster.org
Trust Flags: u,u,u

Has Key: true

Certificate ID: a304¢f107abd79fbda06d887cd279fb02cefe438

Serial Number: 0x1
Nickname: caSigningCert cert-topology-02-CA CA
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Subject DN: CN=CA Signing Certificate,OU=topology-02-CA,O=topology-02_Foobarmaster.org
Issuer DN: CN=CA Signing Certificate,OU=topology-02-CA,O=topology-02_Foobarmaster.org
Trust Flags: CTu,Cu,Cu

Has Key: true

Certificate ID: 4a09e057c1edfee40f412551db1959831abe117d

Serial Number: 0x2

Nickname: ocspSigningCert cert-topology-02-CA CA

Subject DN: CN=CA OCSP Signing Certificate,OU=topology-02-CA,O=topology-
02_Foobarmaster.org

Issuer DN: CN=CA Signing Certificate,OU=topology-02-CA,O=topology-02_Foobarmaster.org
Trust Flags: u,u,u

Has Key: true

Certificate ID: 3f42f88026267f90f59631d38805cc60ee4c711a

Serial Number: 0x5

Nickname: auditSigningCert cert-topology-02-CA CA

Subject DN: CN=CA Audit Signing Certificate,OU=topology-02-CA,O=topology-02_Foobarmaster.org
Issuer DN: CN=CA Signing Certificate,OU=topology-02-CA,O=topology-02_Foobarmaster.org

Trust Flags: u,u,Pu

Has Key: true

IVRAR—MINEPpI2 774V EFRALT, 7O—VHTIRTLERETEDLDIKRYF L

273.CADY7 O—ERK

JO—VERINIEA VR VAT RY—EE<BAULMBREEZFOLD., TNOLDIEERAEZIIELUICA
YET, CADBEA. DFY, CAZLIIAENATOTRY—CABLVZEFDO/7O—VERINT CA &
E—TCH3T 22K LEFET, V7547 NOBEEISIFE. THIFE—D CAICLITWET,

JA—VERRI—DEADITRTDCAWL, FRAZELZETL. KPWEKZLETEIY,

BEINCAAEETZ2EAMEI. RITITIAAEICV) T7ILESEEYLHTEAHETYT, ERI
N CANERNIE, BRBL—PMDIVN)TFILESEFRBLTINSI 71 v VDL RIVHAERZEEEMED
HY, 20O00BEINLCAPALI ) PILESOIHBREEEZRIT LAV ENFRTRTYT, INH5OY
) 7IESHEIZ, ECADSHEEAERTZIHEDERIVN) —&, 12O CASHEI DR Aok
EXICHAYHETTZROEHAATERSEEZFERAL T, BIMICEIYETELIUVEEINET,

I0O0—Y CAEFERTZYY PILESOEHEIL flud TT, IXNTOEEINAE CAIZ. ROFBETRER
HEEEETHIHBOREIVN)—2HEBLET, 100 CAHFARREABKBORITEFMAT S
E. ZD/RETIVMN)—%EFzv oL, ROGBEEZEXRLET, TV N —EEEFNICEHRINET,
IhIZEY, RO CAHLFREBEAEZMEL T,

#B (X begin*Number B & & U end*Number Bt TEZEI 1. ERIDOEHENEKRSE L VAAED Y
DT7ILBSICHLTEEINE T, UTFICHERLET,

dbs.beginRequestNumber=1
dbs.beginSerialNumber=1
dbs.enableSerialManagement=true
dbs.endRequestNumber=9980000
dbs.endSerialNumber=ffe0000
dbs.replicaCloneTransferNumber=5

CRLEZEMR. ¥vv>¥a, REATIZ2DX1DOBECADHICKRYEY, CNIECRLCATY, R

INMD CAIEEINIEZ CRLERIEZ, TCICCRLCAICIAL I hINET, ERINLMBO
CAlE. LLBICRLCAICE > TEKRINAZCRLERYBEL, XK, 1 VER—bh L®Y I AO—KT
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TETH, TLWCRLAEERT &, RHHORENRET 2AEMEIHY £, CRLEREZRIDIESR
INECAICKETEAEIE. [CAVO—VBLIUTRAY—0ZTH] #ZBLTLEIV,

YAY—CAlZ. REBT—IR—ZAANDL TNV r—yavDERAERTZIET, /70— Ihk
CABDBEREBHREEEEELET,

pa 3!

TFI)TA—RAAMYIRI—THZ CAN I O—rIhiigE., TO7O—EK
INECAREF2IIVTA—RAAVTRY—ICRYET, ZDHFE. TDCA LY
A—YOmEAPBLEF2) T —FAMVRELZHALIT,

BF

[HRAYLEBRESLV 70—V THEAINTWE LI, LDAPT—IR—ZADFT—
HIIFIRRAY—E 70— VETEREINE T, BERDZAVRAYVRAADHREZ 74 1E
BEINFEA, 2FY., 7O0—VOER R ICEENREET 5 &, KRAEKOEINNA
2L 7OT7 74 IVDERBRE, CS.cfg 77 M IVICHETZEEREN, 70—V DREIC
AEE—3nFHA,

CARBREADLEHEIZ, 7O—VOERBM ICTRAY—ICNAZRENHY FT (ZTNICE
Y, ARYLEBERF /7 O—7TORRAICEEFNET), hid. ERERICKREDEEA Y
O—YA YRIVRICFETIE—TH2RENMHY XY,

2.7.4.KRA O O— {ERK

KRA Tld, 12D KRAICT —HA TINDZITRTDEHI D KRA DHRET —IR—RICERINE
T, TNICLY, F—DT—HA4 TEINKRAICERZRARL, 7O0—VDKRATHED!) H/N) —%F1A
TXZEY,

DY AN —HUBINZE, )VANY —DEFIE I O—INETRTDKRA DAET —4H RX—
AUREINET,

BEF—Y AN =T 70—V TY AN —T7O0ZAPEETEETN, BBEINE—DKRAT
RTIT2RENHYET, Ihid, BUIAEKRBNKRAI—J Y MASLREBINTHLDAHETIE
ERNL T — NI NFET—IR—RICEHFEINDHTY, TNETIK. AN —2BEIAT % KRA
EFH, YUANY —BEICODVWTHIDTWET,

BF

Red Hat Certificate System O THHEEITQRY, IO RF a1 XAV M TIEHEEBAINTULAEW
BHF—)ANY A A ZZXLHEELET, RedHat &, KbV ICIEREAHE) AN
)—DFEREHRELET,

275. DY T RF LD O—ERK

L) —RMINTKS ICIZEBEDERLEDEWNIHY FHA, TOIDTEREIIHIZIINZIER
&, ZFOMBOY—N—ICERINET,

OCSP DIFE. 1DDEBI N OCSP DA A CRL BEFHFAZIFEY . NEINACRLIFZVO—VICHE
®BWINFE9,

276.70—rE8LUVF—XAKNT
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HITORTLDIO0—V%FRT2E. AUHEEZRTT A —N"\—TO0LZ2DO/ERINE T, 5l
DY TORTLDHFHIRA VRV AMERIN, AUREIAESE2FHAL TCZTOREERITITEEDIC
BREINFT, YRY—IO—VHOEERETDIHMICIGLT. F—IXT7I7E2RT2LODAENIE
BICERYET,

BEASENPALY 7 b7 h—I VIREINTWRIESIE, HEORERFICIRY—HY T RAT
LDNOITIRAR—KNTE2RENHYET, YRI—AVRYV R%EHRET DRI, pkispawn i8E 7 7
4 JVIC pki_backup_keys /X5 * —% —& & U pki_backup_password /X5 A —4% —%FEEL T, ¥R
FL¥—EEIBAEE PKCSH#12 7 7 A LISy O 7 v 7TEE T, 2 pki_default.cfg(5) D man
~R— O BACKUP PARAMETERS 7> 3 v ZSBR LTIV,

MHRERICENINY IV Ty TINTUVWARWERIK, [VINIZTT—IR=—2ANLDT TV AT A
F—DNYy I Ty 7] IKEBEBEINTWS LD IZ, PKCS12Export 2 —7 1 1) 71 —%{EM L T PKCS
HR2I77AIICEEHETETET,

RIT, PKCS#12 774 L% clone 4 7Y A5 LICIE— L. pki_clone_pkcs12_password /X5 X —
& —8 & U pki_clone_pkcs12_path /X5 X —% —7%{£F L T pkispawn %€ 7 7 1 JLICZE DIZAT & /X
27— KREEHELET., FMIE. pkispawn(8) man R—I D Installinga Clone 27> a v %8R L T
IEEW, HFIT. PKCSH#2 7 7 A4 LD pkiuser I—H—WNS 7V R TEB 2 & &2MAL. ELW
SELinUx ZNILAH B Z & =R LE T,

BEFAENN—RI I 7 M= VIREINTWREBEE. N—RKU 7 = VEEDI—T1)
TA4—EERALTREAPZLZAE—F5N) FLRI M-IV TEESRIDIVENHYIT,

o SSL/TLSH—N—F—¢iAEZ 70—V A VR VR L TRWE, BERIRTORE
MAAEEZERBLFET., ChOoDHMPAED Yy I/ X—LRELCFEFICLET, IHIC. BEALAT
NTDIV—NEAEER R —A VRIVADLIA—VA VR VR (F—URIAARRT
DIBRERE) ICOE—LE T,

¢ NI UNRY NT—IR-ATHZHE., REAPIERLEICIN IV THRATEIZVEND
Y, BEEAZRIE—TIHERFHY TEA,

o XY RNIT—IOR=—ZADN—RKRD T N—=O V% EHTZ5EIF. B—RBER%2OET LD
I N—=RO 7 b=V TCEAAMBENEMIIR >TWE I EEHERAL TSI,

2.7.7.LDAP & R— NICEET 2 EEEIE

[oO—ERICDWT] TEHBALAELDIC, 20—V EROFEO—ERIE. ERINEY T RAFT A
B CIEHRAERTZIETT, ChICLY., YTV RTALAIRA—OTF—49ty hELOI—RHSHEEEEL
F9, 2FY., LTUT— P INEYTORFLDLDAP H—NR—NBETEXZHELNHY T,

Directory Server 41 Y R4 Y ANER B KRR MIH BHBEIE. Directory Server 1 Y R4 ¥ AN MEE ICHE
MCEDLIIC, BWURT7ATOA—NT I EADHD I EEMABLTLLLEIW,

pa )

J7O0—VERINEY TV RATALAEFDOTRY —F, HBOERHETT—9 52881
DD, D LDAP H—N—%ERTE2HELHYET,

YTV AT LlE, LDAPS R— M &4 L7z SSL/TLS 7 1d LDAP R— M &N L 2 ZEEHRO W T hh
HFEALT, AT —IR—RIERTEET, YTV RATLANERINDE, BERA VIV RIEE
DY RY—ERUCERAE (SSL/TLS FLIFERE) ZFRALTT—IXR—RICERLET, EL. ¥
O—VERTIE, BIMDT—IR—AFEHmEDHY £9, ¥ A4 —D Directory Server 7—H RXR—IAH 5
2 O—> M Directory Server 7— 49 R—INDEHTT, ZOEMmICIE. UTD3 D0FE/A T av
NHYFET,
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o TRH—NMNSSL/TLS #FR L TTF—IR—RILE/RT 2H5E. 70— VILSSL/TLS =R
L. ¥YR¥—/%7 0O—>® Directory Server 7 —4¥ RXR— &L 7Y r—= 3 VT SSL/TLS i
HEALET,

¢ YRY—NDNTFT—IR—ZANDEEEFEFERT 2HE. 70—V IEEEREZFERTILEDN
$HY. Directory Server 7 —4¥ XR—2F, BELINhTWRWEREZERICER TXXY,

¢ YRYI—NDNTF—IR—ZAANDEEEHFEZFERT 255G, 70—V IEEEKEEZFRTIHEDN
HYFT N EEBEDODTRY—/YO0—2OD Directory Server 7 —4 RXR— 2T Start TLS % {# A
24T avHYET, TLSIFE, BER— N TEFaT7REREZASIEI,

pa )

TLS @A % ICid. SSL/TLS % =17 AN 5 & S I Directory Server % 5%
ETHIVEIHYZTT, 2FY., /O—VAERETBENIC, Y—/N—FIHEEL
CA iEBAZ % Directory Server IC4 Y A b—JL L, SSL/TLS #EBMICT 2 HEN
HYET,

RRAY—DEAT2EHEA VY R (EFaT7FLIEEE) /70— THERAL, 70—V %8ET D8I
Directory Server 7 —4 R—Z IR L GELIICERET 2HENHY T,

BF

JO0=VHRERERENLTIIRAY—ICERT 2HBETE. /O0—VOREHRIE. B
#ED LDAP R— b (T 7 AL b TIE 389) AFHWVWTWT, LDAP H—N—THMICMHE> T
WERENDHY T,

X1 T7ARBETIH, 70—V DRERICTYAHY —OD Directory Server 1 Y A4 Y AT
RED LDAP R— M= EMICT DI ENTEXET,

278.L7)HIDES

JO0—VERIE, YAY—A VY AH Y AD Directory Server &, Y A—2A VA4 > XD Directory
Server EDETL 7Y HEEERETDIIEER—RELTVWET,

L) r—>av e sIlEBET 2 —1"—ld. BLLFY S —yay bROV—ICHYET, 7
SRTLA VR VAV O—VHMERINZD I, ROV —2EKIEBMINE T, Directory
Serverid, L7V A IDESICESVWT M ROY—RHNOERZ Y —N—FETRHINELA, ZOLT
JAIDIE. PROV—ADTRTCOY—NN—T—ETHILEIHY T,
EXBLVIREICFERAING D) PIESOHE ( [CAO 7 O—VERH] ) EEERIC, IXTOYT

VAT AL, FAINZLTYAIDDOGEEIEYYTOSNET, YTV RATFTLOZ7O-VEIC, L
TYUAIDDID2EFDHEISFHFLWIO—VAVRYVRICEY ETET,

dbs.beginReplicaNumber=1
dbs.endReplicaNumber=95

A VR VAP REDHEEZFEVRELIADZE, LTV A IDOHEEZHFLVWESTERTEET,

279. AR LRES LT/ —YV

o0—VOERE. 78—V, FEEYRAY—E70—V OB THRE OERIFERINEFEA. 1
VA VADHREIK, BEINLLT—IR—ZDAEICHZ CS.clg 771 ILIZHYET,
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TcE AWK, CAICIERRY—E7O0—D22o0HY FET, BREICEEMITONEZFLLWKRAD, ¥R
H—CAEEBILA VA RMN—=ILINTWS, CA-KRAOIRYV ¥ —IFHRIETTRAHY— CADCS.cfg 7 7 1
WICREINZFTA, COIRIVY—EBRITI/O—Y CAREICEMINFRA, F—T—HA1TEE
OIAEERN T RAY — CAICEFEINZHEIE. CA-KRAOAXR VY —EREFERHLTF—DT7—hHA
THKRAICEREINE T, BRA/7O—2 CAICEEFEINZIFE. KRAFREINT., ¥F—D7—7h
4 TEXRIFFATINF A,

YARAY—H—N—FR3 70— —N—0DFFICMALEZTRIE, O/ O0—V(1 VY RAY VRAICERX
hIvA, 7O0—2VEENRTSICIE. EBEREREZFHTENTI2RELNHYET,

R

RRY—H—N—DBRARAILEBREEIRTHRELTAL, 7O0—VERETEE
T, LEZIE TRTOARIVI—IEBITARAY—CABETI 7AINICHDELHITA Y
AM=LLEY., ARILTOT 74V EER LY, YAY—OCSP L ARV —D
TRTORBEARA Y MEFZRELELY LET, LDAP 7O7 7 1 JLH Directory Server IZ{#
BEINTW3RIEEIE. BEIN, Y—N"—[ETRBEINZ I EITEFRELTLEIN,

RAY—A VAV ADARAY LAREIX, 7O—VEIC 70— DA4 YR8 2 ZIEM
INFT (2L, BTIEHBELZEA).
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BIZEHR—MNEIhaEESLO7OMNIL

Red Hat Certificate System (&, FAIREARFRY /N T 3 —<T VA EHEERAM AR TISLIIC. Z<LD

N7y o 7OMINELICEETOMNIILRFCICEDVWTWVWEY, AETIL, Certificate System 9
THEAZFAEFERELTWARERELES LT TORNINIICDOVT, BEENISATY M —EXEHR
BICETEICTE S LD IS, AETHEHR L TWET,

3..TLS. ECC. 8L U RSA

Transport Layer Security (TLS) A M3k, 754 7Y bEY—N—RORI L BESILINBED
5&%5’9@*%%??0 75’( Ty I\tﬁj__/{ u:buIE(fEt TLS J:—C bnij_o

TLS (&, AR EWIMEORESIEOHAEHOEEZFRALET., HHF—ORESIE FHEEORESIIELY
HEENIEETTN, ARBEOESELAFRET I ERAEDFENEAELET, TLSEY Y a VRS

IS NR2 A 2 EBIENZ Ay E—VDRBTHRIBLET, ChidY—N"—¢254 7Y NEDH)
H@BIETY, Ny RV A 71L&, Y—N"— IR BAEEMEFERLTIS14 7Y ML TBEDERS
W, BEIHELTI AT MDY —N—ICHLTERIETEEXT, RIS, 9547 e —N—
. UTFICRT Yy Y a vRICRERLZRES(E, B85, SLUBESMEORILICER I N 2 GO IERIC
PWTEETIZLIIIRYET,

TLS . == 0 547> bOREE. FIAEDEE. vy Y a VBOBIREDI ZIFRBESE
FAT) XL (B EIR-PLET, 957V bey—ri—it, REZHBRA — b ELRESO
Ty MEYR-—NTIHENHY ET., TOMDBEREICIMA T, Ny RV TA 0 —N"—=BLUVY
ATV beﬂ‘ﬁﬁtlﬁuﬂhﬁﬁﬁ*hé ESAA— b EEDLDICRTIYT— ML, FBAEZEE L.
Ty avF—ERIUTEAEERELET,

RSA ¥ EllipticCurve Diffie-Hellman (ECDH) & & DR T7IL T Y X LlE, —N—=E0 54TV D
TLSty2aVHICHERTINMBEZRET 2 HEZEEL XY, TLS & ECC (Elliptic Curve
Cryptography) BEBS{E 21 — B LU RSA ICRIE L £, Certificate System [&. RSA & ECC OWlA
DAFRES Y AT LERA T4 TICTHR—MLET,

SYURBEDERETIE, BRETINT) X LF, REDBEDLODHBOREEEILT S EXIC. 2 AN
LTOEEZFDZTNTNNBRICHEL S AWML’ H D ZRETO TN >TRHOOATWE
T, ¥F—AEIE. PFS (Perfect Forward Secrecy) DEZEAHFA T 578, BRIMHIHEINE T, PFS
#FEEAT 256, SEEOEMNT, FBRERUTILITY XLILE>TEY Y a Vv IEILT VY LBARA
B(—BEEESNSA—FY—Fid —FEEEMENTT)NERINE T, TOBR, EHOA v E—
VOREMABICDBRDNZ2MBDOELN DL, BEPSEROBEEIFREINIEA,

-

R

AVEa—T4 v HEIALTZ2DICEDETEF 1Y T4 —%RHTBITIE. LY
RUWRSA F—HDMETY, HEIND RSABDORIIE 2048 EY hTT, Z< DY —
N—[F1024 Ew MBAGBRALE I, —N"—Fh< & 2048 Ey NRICHEITT S
MHELRHYET, 64EY b VDFEIF. FYUBHAF—DOFERAEHRETL TS
Wo TRTDCAIE, TRETHNIE 2048 Ey MEEE. L VWA (3072, 4096 Ev
NaE) 2 FERT2HRENHY T,

BLLYR— b RROESRA — b

ESbBLPNYy a7 TY X LF, SEIEAMEMMEEF1) T —BEICEHLTHEATEILL
TWE Y, RRIE LT, RedHat Certificate System 9 (& NIST 4 RS54 > IZHREW, H—/—F—(C
FEYT 2 TLSIBLUTLSI2BEERM—rEHR—MLZET,

BALLHEINS TLSESX 1 —
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Transport Layer Security (TLS) 7O K 2JLiE, 754 7Y MY —N"—E ORI LB INBERED
SNAMRIZERE T, Red Hat Certificate System [ TLS 11 B L 12 5 HHR—MLE T,

Y—N=—DY—N—FFIF147> & LTHEEEL TWSIHEE. Red Hat Certificate System (FLLTF
DESRAA—M e R—MLZET,

ECC

e TLS ECDHE_ECDSA _WITH_AES_256_CBC_SHA

e TLS ECDHE_ECDSA WITH_AES_128_CBC_SHA

e TLS ECDHE_ECDSA WITH_AES_128_CBC_SHA256
e TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
e TLS ECDHE_ECDSA WITH_AES_128_GCM_SHA256

e TLS ECDHE_ECDSA _WITH_AES_256_GCM_SHA384

RSA

e TLS ECDHE_RSA_WITH_AES_128_CBC_SHA

e TLS ECDHE_RSA_WITH_AES_256_CBC_SHA

e TLS DHE_RSA_WITH_AES_128_CBC_SHA

e TLS_DHE_RSA WITH_AES_256_CBC_SHA

e TLS DHE_RSA_WITH_AES_128_CBC_SHA256

e TLS DHE_RSA_WITH_AES_256_CBC_SHA256

e TLS ECDHE_RSA_WITH_AES_128_CBC_SHA256
e TLS ECDHE_RSA_WITH_AES_256_CBC_SHA384
e TLS DHE_RSA_WITH_AES_128_GCM_SHA256

e TLS ECDHE_RSA_WITH_AES_128_GCM_SHA256
e TLS DHE_RSA_WITH_AES_256_GCM_SHA384

e TLS ECDHE_RSA_WITH_AES_256_GCM_SHA384

B32.FAINEZXF—TFITYRLEFDHA X

Red Hat Certificate System (&, EWEE 22 PKCSH#N EV 2 —ILICLYRBEINTWBIHEEIZ. UTD
BFZINITYILETAZITHIGLET,

o FFAIIN D RSAHEY A X:
o 2048 Evw ML

e FIPSPUBI186-4 Z#EARKICERZRINTWS ECHIRFZIZRAETT,
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o nistp256
o nistp384

o nistp521

33. A INE /Ny T 2B
DUTFDEERNY Y a Xy —IR (HMAC) #FHTE XY,
e SHA-256
e SHA-384
e SHA-512
UTOES/NY Y 28BN INET,
e SHA-256
e SHA-384

e SHA-512

34 IPVA 7 R LAE LT IPV6E 7 KL R

Certificate System &, IPv4 7 RL R E IPv6 7 KL ZDOWmAEHR—KLEF T, IEEBICSHRRRET
l&. Certificate System ' 7Y A7 LA FLIFBENRRAMNEGELIEIP 7P RLAEZSRBLET, IPv4 &
IPV6 ERDT7 RLZDWEAEYR—KNTBIET, 2y M7= 70NN EOERMENEGEEINFE
T, IPv6 A Y R— T 2REICIE. ULTFAEFNET,

TPS, TKS. CABZECHY TV AT LABDER. 8LUEF2 YT 14— KX UADSM
® TPS & Enterprise Security Client D b —2 Y #4E

o HIJLRFLOFXFVY

o 7O EAFIEDFIR

® pki1—7 1 ') 7 14—, Subject Alt Name Extension Y —Jl, HttpClient. Bulk Issuance Tool
% &1 Certificate System VY — /L TRITI N B RE

o US4 7 NEfE (pkiconsole 1—F 4 )71 —BL UV Web H—EXBD IPv6 W7 Z
Y—DOEAZED)

o FIRAEBRBEFMPEY TP/ MG (2 —H—. H—1— IL—5—DIERERLE)

LI/N:

o NET—IR—ZABELVRIET 1 LV M) —T®DLDAP 7—4 R— XD ¥R
RANGFELIZURL SR IND LG, P RLRZFERATZIENTEET,

o |IPv4 7 KL RiE, n.n.nn F4E nanonanmmm.m OFERICT E2RELIrHY FT, L& X
I, 128.21.39.40 % 7= I& 128.21.39.40,255.255.255.00 T3¢,
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o IPVv6 7KL RIZ128EY NERIZMEAEZFERALE T, IPv6 7KL RIFaAOVYTcRYSH, Xv b
YAIIEEY A RTRYLNFT, =& ZAI1E, 0:0:0:0:0:0:13.1.68.3. FF01:43. F/=IZ
0:0:0:0:0:0:13.1.68.3,FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:255.255.255.0 T9,

DNS WBEHIICREINTWVWBIHEA. IPVA TP RLRFLIEIPVE 7 RLAAFERLT Web H—EZAR—
VESLUVCHY TV RTFAJava VY —IVICERKRTIET, R —BHULHERIE. TLBERAAVEE
FHETBZETT,

https://ipv6host.example.com:8443/ca/services
pkiconsole https:/ipvéhost.example.com:8443/ca
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A—Jb. BLCMEBENRIGATIEATT A, RITT 2AZTOEEL. TNOHDFNIIFIL—ILEZERTE
TE2URELNHBH,
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o FEAZENAMHRIINZRIICREEINER T ZHNE D H

o CAELZIBAEDEMHRIIND E, TOIAEAFAL TRITELIVELINALITRTOIE
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B45.1 CA DD Certificate System
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User sends a certificate
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issues the certificate

Certificate Manager 9
User retrieves

the certificate
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AT—HRAERIATED LD ICRY FT,

110



4
e

Publishing directory

'y
CRMF LDAP or
LDAPS
- Certificates
CMMF and CRLs
KEYGEN tag
PKCS#7
PKCS#10
Certificate
HTTP/ Manager

HTTPS

t

512. 5k L —DEHE: ¥—D 7 —H4 7 £A1E

555% CERTIFICATE SYSTEM OD&tE
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HRFBETEE Y, Certificate System DEF 1Y 74— KA UH—ERIL, Certificate System 47>
ATLDPKIY—ERDEFE, HEFERR) -0ty NOBMAZEELEY,

LYZARMY—IE, RXAYVATH TV RATALAICE > TREINZITRTOPKIY—ERDRESRE 21—
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R)—icTy MY —ABEEMICERINE T, BTV MY —ICiE. RAAVICETZ2EEABEREATA
TEFNET, BXFaVT 14— RXAVEEBETDICAZED, RAMVRHDIRTODY TV AT A
&, EFa)F4—RAAYaAVFF—ITV N)—DTFICEHEINET,
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DomainManager: false
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NTEXFEY, BESA VY —T A ATHEAFTRERIMBE OT7 7M1 IILIFTART, T—Y Vb
IKE2THERBEIN, TYRIVTAT14—IlE>TEEFIFERINET,
o FHINTULWAWIBREO7 7/ ILA24IBRLET,
o SHMIBAZDEHEDHFMICOWT, BEFEOIIFE O 77/ ILEEBELET,

o FNIAETO7FAIIIEREINTWET 74N, TTIFIMIBEINTWVWS/INS A —
Y —0DfE., FLIFEREOHEAFEHT 2FHWEZTELEXT,

0 NIX—Y—DEZEEL T, REINLFHNEEELIT,
o REIAEEEELZEY,

0 AAR—IDT74—ILREHIHETZEHEE O 7 74 ILDAAEBMFE/ITHEIKRLT. A
NEZBELET,

o HAZEMILIIBIRLET,

5.4.6.1. SSL %—/X—ZEBAZE A D SAN HiREERE DB

Certificate System T % &. JL— MUAD CA £ 7/<IEZ DD Certificate System 1 Y A&~ R
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DAV RAM—JVBFIC, SSLY—N—ZIRZICY TV PREBL (SAN) ILREEE#BIMTEE T, 2
N%=175 ICIE. /usr/share/pki/ca/profiles/ca/calnternalAuthServerCert.cfg 7 7 1 JL D357 ICHE
L\, pkispawn 1—7 4 )74 —ICREINTVBREET 7 A IIRDINS A= —%BIMLET,

pki_san_inject
CDINT A= —DIE% True ICFREL X7,

pki_san_for_server_cert
WAE 7R SAN HEERMEBED Y A M= D VR TRYI>TEEEL XY,

UFIChZERLET,

pki_san_inject=True
pki_san_for_server_cert=intca01.example.com,intca02.example.com,intca.example.com

5.4.7. sREE T AR DETE

[FIFAE 7O 7 7 AV DERS LV HRY YA X] THRRINZLDIC, SBRETO RO AT &
&, SERREZERT 21— —FLEFI VT4 T4 —D. BODVARATHZ I E%ZiRT 2 HEZRIK
L %9, Certificate System NNIT VT 4 714 — %2R TEX2HEIE 3 D2HY FT,

o I—IxV MDER BFHRTIE., RRDEDICTVRIY TA4—HI—TxV MIZEEFEIN
ij—o I— /I/ I\LiuIEEHig—_k%%Eu L/i-a—o

e AEIEHTIE. IVRIVFAT4—ERIZITSVM VA FERLTRIIN, SIAZERIU
BINET, IT—VIv MNIEBRTOEBRICES L TWEHA,

e CMCEH TR, Y—RNRX=F 1 —DT7 TV r—oavh, T—YzVMIE>2TERZRINT
MOBEEICAEINEEREZFHRTEET,

Certificate Manager |&, J#ICT—Y x> MEAEOESHE CMCRIRICEREINTWE T, BEIESHK
ERMCTZICE, BRETSZTAVEV2a—ILOWTIDERELET, YTV RTLDE—( VRS
VAT I DULEOERBOFA L EEZRETEE Y, HIMLERR—VICIE, BERAINZ XV Y RZziE
ET2HERTENEENET, SIAZE O 7V EFRATIE. BYRTOT77/ILTEICTIVRT
VFATA—BRER—UNEICERINE T, COIRETOT 7 A IVICEEMIT SN R AE
. BIMICERIN D EHR/R—ITEELET,

AL SO R BT,

L IVRIVFAT4—3BHFD)V IV TANEEEFELEFT, VI/VTRAMNDEEICFRAINS
T4 —LlE, BEESLVERDOAY Y REFHBIILET, IRTOHTML 74—ALETO7 7
JWICK UEIMICER I N, BYIRRIHEAEE2 74— L BFNICEAESITE T,

2. RALAENI -2V NEBRODEHRTHZDHE. EXIEICAI—2z Y MOEXRF1—ITEE
INFET, F2a—DEKXICHTZ2EEBRAIREINTWVWBRHEEIE. FTLLWERASZEFEINEL
BYRI—Y Y MIX—ILAEEINET, I—Vz VI FDT7 4 — LI L TEHFAX
NZEREZOTO7 71 ILEHINEEBETEET, Eﬁ? n3 &, BRI Certificate Manager
ICREINABRETOT7 7/ IVICEKRT IHNELH BRI B EABEEIRITINE T,
&%i#% INdE, WET—IR— Zhﬁﬁ*n /UTk%EiLH%TDk&?TI

VRIVFATA—R=IVDIVRIVFTA4T4—ICL>THIETEEY,

3. BREEAEABEFEINTWEIEGESE., TVRIVT14T714—I& LDAP 2 —H—Z%» /27 —FK

BE, A—Y—%FE T HLOICHBERBREEDICERZEXFE LI, I—F—DEEICR
EINBE, VITRAMNII—V IV bMDOF1—ICEBINTICLEBINE S, RN
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Certificate Manager OFsERAZE 707 7 1 LR EICEKR T 5 &, FIASHIRITIN. AFT—4
NR—ZIRESINET, HTIML 74 —LZN L TRIEICKRTI VT4 74 —ICBREINE T,

AEAEEXRDORFEDEHRIE. BREAYTIRFTLE IO 7AILREICERETSEESZ 298D
HYEF, LEAR, TV VIMERLALERT, T—Y 1V MEREFICEERV, BEHFSH
EHEFERL AT ERR T 2LENHDIHA. BATAERBERIINBLIT TR, I—Yx
v hEBEREOWMGT OB ARMEICHNZZITDAEELHY TT,

5.4.8. 5FBAZ S & ' CRL DL FH

CAlL. SIBAZEE CRLOMAERARTEE Y, SAEIF. TL—VI7 74 IFELIELDAP T4 LY b
)—ICABTEZFT, CRLIZ. 77A4INFHLIELDAPT ALY N —ICABT22EETEZFT,
7o, GEBAZEDOMIIAWNIET 27-0DICOCSP L ARV Y —ICART I EETEET,

NTVy Y 1DBRERFEICO VY TIVT, BREIGAERTEIHT, £EL, #ateT7oEEY T4 —
DEHICF, SAES LV CRLZEITRRATIVEDNH 2D, BLUVI ATV M ENLIIT Y
TRATEBLDICT2RENH DN ZFET DI ENMHEREINIT,

LDAP 714 LU MU —ICRRY BICIE. RRANKET 2EDIICT 4 LI M) —DERIRRENBET
-3—0

o FIBAEANT A LI MY —ICARINTWRIGA, SAENRITINZIANTOI—HF—FLE
Y—N—IC, LDAP T A L7 MY —ICHIET BTV M) =D H2RENHY FT,

o CRLATALI MN)—IZARINTWBIHEAIX, CRLEZREITL/ZCADIV N —ICNFETS
WEIHY ET,

o SSL/TLSDIZE. Ta4LZ M) —H—ERILSSL/TLS THRET Z2HELNHY. EET.
Certificate Manager D' EEBAENRN— A DR 2 FRATE D LD ICKRET I2RENHY X T,

o TALYUKN)—FBEEIE LDAPTALYIRMNY—~ADDN(TY M) —F) ENRZAT—KR=2Z
DR % FIE T 272D DEN R T VL AFIEIL—ILEBRET 2HELHY FT,

5.49.CA ELBAEDEH I ISBHERIT

CAEZELZREDEMERNIN S &, CADNET 2ELF —TELINLT N TOERENEICA
WEJ, TVRIVT 4714 —d CASIEAZDERZFEMR L T, FAAZSDOEEMZRIL XY, CAGL
BEEANERINICAZE, PN I—2aVIdHAEEEHE TIS CAIKFI—VTEEHA,

CAGIRAZDBEWHRZART 2 AEE 22HY ET,

o CAGIFAEZ B 32I01F, VW CAGIRAE LR LY 7YV MR ERFARS L UMBERON
BFeEAL. BYHRZERLAH LW CASIRAEZRT I 2LEN HY FY, HW CAGEHA
EOBEMWHRNMINZHENC, FLW CAFRAENITANTOI—F—ICEAINDRY., FiRE
ZEHFIBDE. AW CATBAZETRITINAARER. BIHEOLEEICH > THEE LK
722 ENTEEY,

o CAMIFAEZ BRI IS & ITIE. FTILWLWARL, ARBEMBROANER. BLUCEWHREZF
DHILWCAGIBAZARITT D2 &P EEFNE T, ThICL Y., CAIBAZEDEHRICAET 5L
KOOI DOEBHLHERINE TS, BEHEEI—H—OWMANRET BLDICEIYZ L DIEED
WHEICRYET, AR NN TOARVWEDESH, VW CAICL > TRITINALTRTO
EFEAZIE. FILW CAICEL > TEHF T INENHY F T,

CARIBAZEDEHM I LIEBRITICIE. BAEI’HY. FIIsHY £29, Certificate Manager =1 Y X b —

IV BENC, CAIIBAZDEH I AIIBRTOEERKBL. SHEINAFIELPKI F7O14 XY bD
AR, RYY—, BLUVEOMBOAEICE A Z2HEARETLET,
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pa

HRBRHEAE (7= & Z 1E authorityKeyldentifier #E3RHEAE) D IE L WMERIX. &\ CASEBAZE
DOHF LW CAEBRBEADRITICHEAS X AN’ HY T T,

55.%y N7 —0BLUEEX1) T4 —DFHE

Certificate System 4 7Y AT LA T 7O(4 T2 E X, YTV RATLILE > TERBLVPREIND
T—Y DHBEMEDDIL, YTIVRATLA VRV ADYBHE LRy N —0EFa2 ) T4 —%E
BT B2HENHYET,

551 7747 74— )LDEEEIE

Certificate System Y4 7Y AT LTI 747 04—V AFERTZHEET2DOHY XY,
o MBY T AT LERET VAL LIFHE

o J7AT I A—IARDEDMDY T RAFTLBELV I ATV MADBEYRT VR %
EX

CA. KRA, BLUTKSICIE, EF a2V T4 —DNMREINALBEICERNAEF2) 71 —EREBIE
BZITHRRMEOHZEELRIFRNIZINTWVWELED, BIC77A4T7 94— ILORAIICEINZE T,

TPSB LUV OCSPIE, 77477 4—ILDHICEL ZENTEET, ARKIC, Certificate System TfE
XNt —EXARISAT7 U ME 77470 —ILDORABICHZEIDTI VICEL ZENTE
9, CDBAE. 7747 04— IVDERICHDY TVRATLET7ATI+—ILOAEAICHZH—E
AEDEDT IV CAEHFATTELIICO—HILERY NT—V5RETINELIHYET,

LDAP =4 R—2E, ThAEFERET IV TORTLERERZ XY NI =V LTH-TE, BRD
HP—N—LIIBETEZEYT, COBE. TALI NI —HY—EAANDINS T 1 v I 5HFATTBDIC,
TARTDLDAP R—k (77 # )L h TI& LDAP D& 1% 389, LDAPS D& I 636) ZF < WENH Y
F9, LDAPT—IR—=RICTIVEALABWE, TRTOY T RTLBEIKBLET,

T7A4T7 04— ILDEREDND—ERE LT, iptables "EMICL > TWBIHEIL, BEBHIA

Certificate System R— F &N LI BEZHFATELDICR) O —%RETH2HENHY £9, iptables
DEREIWE, [RedHattzF a7 4 —H4 K] #28RBLTLLEIWL,
552.YEBtXa1l) 71 —EGMAERER

TROLRETIEBET —IDH, CA. KRA, BL UV TKS 2B LYIENT 7 EAEIRDH 2%L
BERICRETBIEAERFLTLKEIV, YRATLADRY NT—0T7 0 A%HRT2HELNH S
DERBRIC, VBT IV ERAEFIRTEINELIHY X,

BERBAMARDITIDZZEICMAT, YTV RATALADI—V Y NEBEEADEIAZEELTLES
Wo 72E A2, F—UANY—CIF, BHROI—C Y NOERBHIVEBELRDZEENHYET, Ihd
DI—V Y MBEVWHEICHOE L TW3IEAIE,. BEESF—ORSRENICEFE S RIFT M
Hd, YTV AT LOYBHRIBRAESE L, RICHTVRATLEEIBETEZTI—J Ty N EBEBEDIS
FRICiE>CEtELE T,

5.5.3. "— M DEHHE

% Certificate System % —/\—{d, ZRRK4DDOR—MEFALF T,

o REIEWEBEELB/VWIVRIVTFAT4—Y—ERDOEF 27 TRHABWHTTP R—F
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L DILDE%M\gtTél/ I\I/T’f TA— -U_ l:Z Ir— /I/ I\-U_ l:7\\ 'ﬁt'iizl ‘/_)l/\
BLUVEBY—EXADODEZEMRHTTP R— b

® Tomcat Server Management 7R — h
e TomcatAJP Ax ¥ ¥ —KR— |k

FRed Hat Certificate System B H 4 KJ D [Red Hat Certificate System 21— —4 4 —7 =4
2] DETHEAINTVEITRTOY—EZAR=VELSVI—T A RAE, 1 YV RAYVZAD URL &EXF
HeB2R—MESEFEALTERINET, UTICAZRLET,

I https://server.example.com:8443/ca/ee/ca
BEEOAVY—ILICT I ERTBICIE. URL IFBEER—MEEELET,
I pkiconsole https://server.example.com:8443/ca

TRTDI—V TV hSLOEEMAEIC, SSL/TLS V54 7V "BEEWMMETY, TV RI VT4
T4 —HS5DERDIZAE. Certificate System (£ SSL/TLS (B5S1k) R— b &IESSL/TLS R— ~ DA
TYUvyRAVLZET,

R—KiE serverxml 7 7ML TEZELE T, R—MAEFRALAWVZEIE. TOT7 74 IILTEMNICTE
F9., UTFICHERLET,

<Service name="Catalina">
<!l--Connector port="8080" ... /--> unused standard port
<Connector port="8443" ... />

HLWA VRV REA VAN = TEEZEEIL. FILWR—MIKRAMN S RTLAET—ETHB
EEBERLTLETY,

R—MMERATERIEEMRTZICE. ARV —TFT A VIV RATALILENR T 74V ERRBLE T,
XY RNT—=0T7 0 EATAERY—ERDR— MNESITEE. services EWIZFIDT 71 )L THFIN
F 9. RedHatEnterprise Linux Tl&, IRESELinux AV TFF A M EF > TVWBRITRTDR—ME—
%779 % semanage port-l A7V RAZETL T, R— M SELinux IC&>TEIY HTHhTWARWT
EHEBRATDZIEHRIBET,

HLWHTYRTFAA VRV ADERIN S &, 1~65535 DIEFEDESE2 X1 T7R—MEBSEL
TEETTET,

5.6. CERTIFICATESYSTEM Y 7Y RF LADF—B L VIAEAEET S
N—2o v

F—o 3. BSEEZETL. QFRIERAE. BSLE SLU0ZTOMDT—9 18T 2/ — K
DT EEIFV I NI TTNARTY, Certificate System I&, Certificate System YT RTALIC
BI5X—R7EAMAZEZBMNT 272DIC. RBEABO2BEOMN—IVZEHELET,

RE (V7 hox7) h—=oid, BEEFAAET -9 X—2X (cert8.db) 5L U F—FT—HX—2
(key3.db) EMEN D T 7 1 ILDRT T, Certificate System B F—RF7 EFAELER S L PRET
5HITFERL 9, Certificate System (&, RAVNCAE b —V v &FERATZEXIC. RAMII VO
T7ANIRATLICINGD 7 7AIVEBEMICERLET, INODT7 7A4ILIE, F—RTDEMKIC
RER h—27 U HHBIRINTWBIHA. Certificate System 7Y R 7 ADERERICERINE T,

IhosnteFal)F1—T—9XR—2RIE, /var/lib/pkilinstance_namelalias 71 L 7 N) —ICH Y £
ER
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HAEBR—D v ElF, AR—MA—RPN=RKDz7EFa)T71—FTa—I)L (HSM) R &,
Certificate System N F¥F —R7 LAAELERB S VRET 27-OICHERT2HAELN— R 27 7/31
A% LET, Certificate System I&. PKCS#1 ICHEMT ZN—R Iz 7 b= VIIRHIGELE T,

PKCS#11 1%, BEBET/NA RDFEMIS T TV 5—2 a3V aDETEAPI EHESA T35 ) —DE#
Ty NTT, ThiICLY., ZFYIT—2 3 VI1F PKCS AN ERDBESILT /N RIHBEEINA V89—
TxMA%ERETEET,

Certificate System ICEEINT WS PKCS#N BV 2 —)bid, IFIFHREETIRET BHESLETN
A R%ZHYR—FLTWET, COEV21—I%FEMAT S &, Certificate System (&, HEEESILT /N1
ZADNEETHNRBTEIHES A TSV —5TS5514 0L, ThzaEFEAL T, Certificate System ¥ x—
v —DF—BLVHABEZERBLUVRETEET,

HEBN—2 & FERL T, Certificate System DMEAT 2@/ RT7 LAAELERB L PRET H & %
BMEFTLET, N—RIZT7 b=V V@YV IRNITIIT ROV EYERELTHBZERBRINBEZENH S
feH, INSDTNA RIHNEREZRETZHODED 12DEF2Y T4 —1EKTT,

HNEN—0 VAEFRTZEIC. YTVRATATHRN = VB EDLDICFERITZI25TELE T,
o HITIVRAFTLADITRTDVATLF—IE, BCMN =YV TERTZIHELIHY T,

o HITURFAIFEMHSM ZAOY MIAYVAM=ILTERERHY FT, HSM 20w MHLLE]
ICHBDF—%BMT 27HDICHERINTVWAEGEIE. HSMARY Y —Da1—F71 ) 714 —%EH
LTcRxOy hORBEHIRL E T, Certificate System i, T 74NN D=y I RX—LEF DR
Oy NCIHEBZES L UOREEERTETE T, BIICIY—VTy TINABWEE, ThoDt T
VIV NOEZENILRIDA VA VR EHRET ZEEMELHY 7,

Certificate System I&, AER—V VY TCN—FKIxPBESILTL—V— 2FATHIEETEET, 7
IESL—9—D%LIE. UTOtEFa) 71 —HELREBELET,

® = SSL/TLS ##t. ZHOEFEHZELIT Y —ERERICHRT 3ICIE,. EENEETY,

o MBMEDN—RITTREINSOTNARIF, N—ROxzT7 =V UHhSHBEEIE—F
TEIFHIRTERWLDICT R ET, AXN— M AH—ROELDIZEELEY., ChiE. V54
> @ Certificate Manager D7 V7 4 7RBENLBOERHICH T 2 FHEEE LTEETY,

Certificate System I&. 77 #JU b T nCipher nShield N\— Koz 7t&F%al) 74 —FEY a—)L (HSM)
ICxF i L F 97, Certificate System A" R— M9 5 HSM IE, PKCSH#N A TS5 U —FEVa—ILHT
TAINBMDA VA RN=ILIRRIIHBHBEIE. 1 VA M—ILDEFIRERME T modutil AL T
secmod.db T — ¥ R— X ICEHEMICEBMINE T,

&R, Security Modules /S RJLICIE, HR—FINTWBEI2—)LE, NSSHEBY 707
PKCS#N EY a—ILDARRINET, REIN/, YR—FINTVWEIITRTOEY 12—

&, Found DR7—#%R%&RxL. OJAVEFH Tl RKOTA4 Y ownweFnsr e LTERICIR—7 3N
Fd, h—IUDNREDIHY, OT4 Y LTWARWEEIZIE, Operations DFIC#H % Login Z{FEA L T
OJ4vTEFEd, EEBEN NV VEERICOTAVTERHE NAT—RNEERET7 7M1 IVICKREF
INF I, Certificate System 1 Y R4 ~ ADREIDEENFF F /2 (TBEZEIIFIC. NAT—RKIAKMNT7AROD
NRRAT—R%Z=FALT, WMET3&b—220074 VHAFRITINZT,

EEREE, YATLXF—DEMICERAINZT 74— ELTATA VY LTWVWRERD =S
VEBERTEXT,

57.PKIDETEICEYT2F vy V)X b

B: W<DODEF2)FT1—RALVHBERIN, EOYTIRATAL VAIVADBERAL VICE
BXhIdh,
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YT RT LI, EECEZZEEI’DHIBEICOMNDY TVRATLEBETEET, EXa Y
TA—RAAVRAOY T AT LAREEICEBNICEECZ2BRICHD D, YT RT LD
EDRAAVIZBMTEINMDEETT., EFal) 71— RKXAVICIE, SEFIERMHERTR
)y —, RAAVADODIFIEFRBEOY TV AT L, FIEX F X F 4 Directory Server 7 —
IR—EEDHDDBIENTEEY, EV TV RATLNET 2G5 (WEY Y VY EBS L UHEEORER
DOEA)EIYTL, ZRICHLTEF 2T —RXAVICEYYETET,

BYTORATFLICRYHTER— b, E—DSSL/TLSKR— FHBRBRETIT D, ThebtFxal
T4 %R BLHICR— b aRBITD2ANELVTLELE DD,

REEELRYYa1—23veE LT, SSYTLS A V9 —T7 x4 RAZEI@RIDOR—MA2FERLE
T, L, BEOR—NE2RETEIHEEMEIE. XY NT—0 Y NTY S 77470 4+—)
W=, BLTZOMDORY NT—VFBICL>TERBBEDNHY T,

T77A4T7 94— IIORAICERBET IV TORATFALRAITTN. ChOSDT 7479 4+— I ClR#E
INEYTIORATARTIERTBEDIUEBERISATZ Y b EEBMBOYTRATALE, 77
AT INBAELDAP T—IR—RICT 74T I A —IADT I EADFIIINTWDS
.

YTORTLDA VA N—=IUIGFRIE. Xy N7 —0REHIL>TERYEY, OCSPH T RTF
LlE, A——DEEOLDICT7ATIA—ILOAATENMET DL D ICHERICERETIhTWE
TH. CA. KRA, BLUVTPSIETART, EFa )71 —%5BET2LDICT7ATI+—ILDE
BTRESTDIVEIHYZET,

YTV RATLDGARERETDEZE, Y—N—DTI/ELRTIVNEDHD D Y TVRATLE
Tl —ER (RET—9R—2, CA, FLEABLI—Y—%2ET)25TEL. 727147V 4—
I, YTy b, BLUVVPNREEERT DI EDNEETT,

YMENICEX 17T IRELEHDIY TV ATAT I AR MNEINEAEE, 77ERAEHIC
59 5hH.

CA. TKS. BLUVKRAIZTART, FBICHBEDEWVWF—EIIAZOEREEMLET. 770
AAYNMIEL2TIE, YTV RTALADPERITTEIVVADYEBT VA EHIBRLAWLWE WIFRWL
BENHYET, TOBE., TITVRATLEZTDRRANY Y VOEAE, LYKEBEELRAI VTS
AN I9Fv—A RN —EtFa) T4 —BREHIEDEIRENHY T,

2I—T v MNEREOYENLRIBEMY 7 AT AOYBEMLIZMR, EBEFLEFI—S1Y
ME. YT RFAY—FERICEBEDISICTI/EALIFTH, SHEBMIZRELIZIIA L
V=Y T RATADRETT D,

Certificate System 1 —H —D¥IEMQIBATIE. Ry N7 — 0 OEERBEDLDIC. BROEEEP
N—0 VD& YATLDNI A —IVRARBREILEEEEZ ZAHEEIHYET, 1 VA M—
WIBHTORTLDBRENERET 5 & Xid, FASRFELNET 27-ODORBEREOEE
MEZERICANDZIBRENHY T,

A VA NMN=IDBRBRBLRY TS AT LADE

FARERFEREF, BYTVRATLOFEINZ AR THY, RIS, HIEMFZIEEMNRSEIT
T, BESIRYEVWY TS RT L (KRA® TKS 2 E) Tlk, PKIZEKRICH L TE—DS VY RI Y
ZDHDNBBICRZBENHYET, BAROY AT AL (CA). F@FO—AII—YzV b
(TPSRE)DO—HIVA VRV ADREAZIFZ2AREMEDH DY AT LTIE, EHOAVRY
VANREICRDIGEDNHY £T,
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YT RTLARERTEET, DFY, YTVRTLRBEAMICISRAY—tIh, E—D2
—y bELTEHELET, X BEoRESTAMICELTWEY, 70— FKIE. CA L
KRAICHFICEL TWE Y, CDIFE. ABULF—EBAEOT—YIIEZHOI—F—DT7IE2IL
=Y., EEMEOEVWTI IMIA—N—%2TIRELRHY X,

BEOYTVRT LA VRV AEFBET 2RI, YTV AT LRI IN X2 T4 —
RXAVRICEDEDICHEETINEBATHEVWTLEIW, EXa YT —RXAViF, 7
VATLBICERTCEEFGEABEL, YTVRATANEELT, ZELE2 EZ—XICHBT S
TeDICHBAAEERY TV RTLERDIFBZEEABEICLEY., HOWZEHOTTORTLD
BHOA VRV R EFRALT, B—OPKITEBRDEXF 1) T4 — KAV EFERT B E
H, T RTCOYTVRTALILE—DEF21) T4 — KA V% FRATZIEETEET,

YTORAT LD O—V R ZRENHY T TH, TDFE. F—DIT VTN ER2IRKE
BT BHERMMTI D,

JO—VIERINIY TR T LG, EXWICE—DA VRV AELTEMELE T, Thid,
FEOEVWYRAT AL, 7AW A—N— FLEAFIBEUIZEL TWE TN, BFHEH#ICAL
DEBEMNDY F9, & ZIE BEINLCAIKIK., HRITITBIABRED Y ) PILESOEHED
HY., /O—VIEZTOHEEDKRDLY IET 2 AEMELHY FT,

YT A7 ADFFAE E ¥ —IX. Certificate System DREBY 7 b = 7 b— U X XA
N—RIxF7 b= VICREINETH,

Certificate System (&, nCipher nShield & Safenet LunaSA D 2 DD/N\— Koz 7+EFal)
TA—ETa—IL(HM) ZHR—bMLTWVWET, N— ROz T7 =V VEFATZE. YTV
TLHAVRAN=)VTBEIEMDEY M7y TERENDEICRDGELSHY ETH, £F2
V74 —DRDOLAY—LEBMINET,

CA BRABAE D EHCertificate System T, FHiEGEDERLZFIHT Z2RELH S H . CA
BTSN Y TRy (Y by S

ZZTOARHDOEBIE. CAVRAEOHETICEAT2MBEDIL—ILZZRET S/ — b CAILRDD
N EFhEBMd CA(PKIADRID CA F/zIFHAER CA) BT TE 2 EDEROFAAEICHIR%
BRETDHIONEVWDITETT,

Certificate Manager (&, Jb— N CAF/IETAICAE LTERETEEXT, JL— M CAETAHICA
DOHEERIZ. CAERIAZICELTSIETYT, I—MCARK HMBEOIRAEZICELLEY, T
fiI CAICIE. BUD CA (REBE 7 IEAER) AT DIEBAZICELZ L X T,

BoE&IN— M CADHEBETHY, MBEBD CABLIAEICELLET, ThiZLY, CAIE. B
EAECEF A I NS HERE CA DALY, MEDEREIN—IAEBZRETIET,

T CAIZIE. /8T v CA £7/IEB)D Certificate System Jb— b CA I & > THRITI /A
ENHYFET, TDCAIK (D CANRITTX ZIAEDIELR. SIAZICEDHHIENTES
PERF. THALCADMERTE B TFRICADLRILARE, SEBAEDRECHREDFERAEICET
BI—ILICHER LTWEY,

1DDAZEE LT, Certificate Manager /X7 1) v U CAICRBI B2 HENHY £9, Thid,
THL CADRIT T ZFAEDOEBEAPAEF = —V OMEIT/NNT ) v I CANFETHIREZZA
T5H. FBICHRINDAREELGHYET, —A. NTVY I CAKFI—VT3HID1ID
&, H—RR—=F 14 —=HD)L— K~ CAIEBAZE %A Web 75 0¥ —FidthD /547 bV T DT
TIEFETHEADHZIETY, Thid. BEEENMGHTZ2 I LR TETAVWT SO —%FEH
LCIFEIEARCEDNT IV ERATZIHEOEAFRTT,
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£512MF 7> 3 IE, CA % Certificate System CA ILTEB I35 Z & TY,
Certificate System CAZJL— N CAE LTCERET 2 &, KT LA CAELZIABAEDOANRZHIET
R —%FKEL, Certificate System BEEEN TR TO T CAZFIETEIENATEET,

D CANEHBCELI— oA VA M=)LL, Y=—RKRX—=F 1 —IJERA L CEHAEERITT D
DEFODHNZEBEELAETT, I—MNCADEE, L—FCAERBCAOHEAAEERRET %15
EBITROTHEWNTLIEIL,

RITIHAHZEOBF DI O LBFUEIVETCHY., ThoOBHICERATE 07 71 L%
EXfITIH, SEAZSICHELRFIR

FERETO7 74 IIVOFERBLIUVHRI YA X] THhLDIC, 7OT 71 (CAICEST
RITINBZEIA TOHAPAZEERET D74 —L) 2 HRAITAATEFY, Thik, 7V ¥
N DN. B30, SSL/TLS V547V hDIA T, 8LV TDMHDEREZ, HEDBHNDLH
ICEBENERCTIDIEE2EKRLEYT, EXa VT4 —%2RTZLH. 7O7 71 I)LIEPK
TRHERBEDOAHEIRETIMVELNHY ET, FERTOT7 74 IVIEEMCTIHENHY X
ERS

AIAEERE KA T 27/-DDEH, EXANEFEEAIT d2HEE. BEXREEKEITHDICHER
7Ot A0OEE,

ERAZE ORI, FIAEOEFa) T —ICEEFEAZRIFILET., BHLINLZTOER
FIEENCHRTTN, VIITRY—0 D IFFREMNICLMRIEI NARWZH, BREEIFELS QY
F9, ARIC. IT—Y Y MEBLABRIELYRETYT (RERERV T YA TIE, BEEORE
RBEHVR—PNIDHIRBRBICRZAREMELHSB7D) D, REFEIII 2 AL HY T,

F9. DRIETOCLADREMEHB L, RICZDID 2HREET 2 7<DICHERIREE (KER) A A
—XLEHELEY,

: ZLOABI ATV MFIBAED R T —9 A% REL 4 2 EHLH HH, Certificate Manager D

NEE OCSP & EZME L TWBhH,

CRL DB L VIFAEDKRILIIEETY, SAAEZEDRT— YR EF v I$TBI9T7A4T7V D
B (EICREI AT Madh, AEI AT Madh, 1—H—FREF L IEH—/N—3L
BAEAMRIETE2DON) ZREL. RITINB0CSPF v VDHEREL X, CAICIEAER

Fzyv VPHEOBEWFI Y VICFERATESZHEOCSP AHY FTH. ZHOOCSPFIvi%i
TOECADNRITA—TVADNBETTZ2ARELELGHYET, ZEDOCSPF vy, HICKHREE

2 CRL DFEIE. BIDOCSPIYRr—Y v —%FHL T CADEBRZERTIIEARETLTE
-S \/\O

PKIDBEX—%FF 2D ?2F—F—hA TEY AN —DBREICHRY T D,

KONHBREZ/ZIE M= VA BICRYBINTEIBRIONALGEIE. ThaOETERDH
DAAZXLIIHEHY FHA, L, SEFAEEZFERHLTEFA—I, 774, N—KK>
A TREDT—HILEBLFLIIBSILETOHBEIE. T—92EETIELDIC, F—IEILE
AARETHIVEIHYET, CDHBE. T—IDNBILTIEZATEDLLIICKRAZFEALT
*F—A2T7—h4TLET,

HEBRAY— M h—FZ2EALEIH ?2ZDIHZERE. AY— b H—FPEEEhLNh, F—DT7—
HATE) ANRNYY —DBRBICESFI5A, KRBT — Mh— FREFATShI I,



855% CERTIFICATE SYSTEM D&FHE

AY—NMNA—RAFEEINTVWARWGEE, CNOLDY TV RTAR N =V VERBIIOAMEAIN
57, TPS F/IX TKS 2R ET DIMNEIIHY FHA, L. AN—MNI—KEFEHTZHE
&, TPSELVCTKSHIMETT, N—IUDNEKRDNWTEIBRZAONBAREENHDHEIE. b—

i

B : FIAZESE LT CRLAELRTZIBANTY v a b BT 2ICE. ZRAITED S S BFELFBE
TED. EDLD BRBROIAZELIE CRLEZARTIBENHY. EDOKSVDIMMETARTY
DUENHY XTI,

¥

RETNIERQILIE, SAZELIE CRLBRICT V7 ERATERLIKT BLDICBLRRT S
ATV e TDTIVEREHASTEHETY, £2IhD. REARYC—%ZEHELETY,

58.FEDOHY—RK/NN—F 4 —H—EX
581 0O0— RN UH—

582. N\ U7 v IN—ROxz78LV0Y I DT
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/N— N 1l. RED HAT CERTIFICATESYSTEM O 1( Y X h—Jb

AtV 2 3V TIE RedHat Certificate System =4 Y A h—IL T 2O DEHS LU FIEZHRAL X
-g_c
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B6E M1 VA M—ILORIHREM S & VHE(E
Red Hat Certificate System 4 Y A b—J)L 7O AT, BREOEBHIVETT, TDETIIL,
Certificate System Y 7Y A 57 L% A4 VA M=)V ZBOE ML, KERFK. BLUTOMORIHIRZNG%
HEAL Y,
6.1. RED HAT ENTERPRISE LINUX D1 > X k=)L

Red Hat Certificate System Ik, &#FT/3\— 3 ~ D Red Hat Enterprise Linux 7 DA E TY, Red Hat
Enterprise Linux D4 ~ X b —)LDFF#IE. [Red Hat Enterprise Linux 1 Y 2 h—JLA4 K1 %#HRL
TLEIW,

Red Hat Enterprise Linux T FIPS (Federal Information Processing Standard) ZBMIC$ % IC1&. TRed
HattF¥a2 )74 —H4 Rl Z28RBLTLEIW,

BF

Certificate System 4 Y A b—JL T BHIII, FIPS E— REZEMICTEIHELHY F
T, FIPSE—RHAEMIR>TWE I & 2RI 2ITIE. UTFEERTLET,

I # sysctl crypto.fips_enabled

RINEHL 1 DHBAIE. FIPS E— RBAEMICHRY T,

6.2.SELINUX 2 LAY RT7LDEF2 ) 71 —1R5E

SELinux (Security-Enhanced Linux) I&, Linux A—FRJIVICHBEDO T V7 ERAHIEA DA LEEELTH
YT, REDEERT7 7 ERAFEIF v 7 In/E FAIIhEBEFEZFT Y I LET, SELinux id.
EEINLRY—ICEDWVWT, Lihnk YRATLARDZ7 74 )Lbe7TORR, LV Eh6DT7Ia Y
WKIL—ILZ@BATEET,

IF& A EDIFE. enforcing € — N T SELinux Z A L T Certificate System Z3£179 2w EdH Y F
Hhe N—ROxzT7EFa)T1—FEVa2—I)L(HSM) 2R T 31554 E. Certificate System D K
Fa1 XY MOFIET SELinux BEDREZ FENTITIVELHBHEIE. WHTZEI Y a VICREHS
nTwWEd,

SELinux MFF#AIE, [SELinux 2—H—HB LVOBEEDODHA A1 SHRLTLKEIL,

6.2.1. SELinux #* Enforcing E— K TETL TW 35 Z & DHEER

77 # )L h Tld. Red Hat Enterprise Linux &4 >~ 2 b —)JL L 7. SELinux B*B%IC% Y. enforcing
E—RTETLET, ThULDT IV aVIEREHY FH A,

WED SELinux E— RZRRTBICIE, ROITY FZEERITLET,

I # getenforce

63. 77477+ —ILDERE
LUFDFIE, Certificate System 4 7Y R 7 ATHEAINZ T 74 I MDR—PMERLTVWET,

6.1 Certificate System @7 7 #JL b R— b
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Jobkan

HTTP 8080 TCP
HTTPS 8443 TCP
Tomcat B 8005 TCP

pkispawn 1—7 1 ) 7 4 —%{#f L T Certificate System 258%E 95 &. R— b ESEHRITA X
TEFEY, LEDT I MERELDZR—M2ERTZHEEE. (7714704 —ILTRELR—
<) OFBICK>TI7 7470 4— )L TRGELTHEET, R— MOFEMIE. [HR—MOEE] %
SRLTLEIY,

Directory Server ND 7 7 Z R ITHERR—MIDWTIK, 774704 —I)LTRERR—FEFIL
DEFEHETZ2EIavESRLI TKEILW,

6317 7AT7 04— IVTHERR—NZHL<

754 7> b & Certificate System EEIDBEEZBMICT BICIE. 77477 4—I)LTRERR—M%&
REET,

1. firewalld Y —EXDNEITHTHILENHY XT,
I # systemctl status firewalld

2. firewalld #8281 L. AT LRBERFICEFNICEET D LD ICEKET DICE., XOOAYY KA
EITLEY,

# systemctl start firewalld
# systemctl enable firewalld

3. firewall-emd 1 —7 1 V74 —%Z AL THUERR—MNRAIET, &2 774D
774 T %—I)LY—T Certificate System D7 7 # )L N R— b AR ICIE, ROV R
EEITLET,

I # firewall-cmd --permanent --add-port={8080/tcp,8443/tcp,8009/tcp,8005/tcp}

firewall-cmd AL TV AT ALLEDR— N 2R AEDOFMICDOWTIE [Red Hat

Enterprise Linux ZF 2 74 —H4 K1 F7zlEfirewall-cmd(l) man R—Y &SRB LTI
(A

4. firewall-cmd BREEBEHHAIAA T, BEIEICRMINDLDICLET,

I # firewall-cmd --reload

6.4 N—RDxz7EXa)T74—FETa2—Jl
N=ROz7EFa)T14—FT 21—V (HSM) ZERT %IC1E. FIPS (Federal Information

Processing Standard) 140-2 THREEI N/c HSM DM ETT, HSMZ A Y X h—Jb, &RE. BL VT FIPS
E-—RTEY MNPV TTEHEICODVTE, HSMD RFa XY hESRLTLEI W,
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6.4.1. HSM B ® SELinux D& E

¥FED HSM Tld, Certificate System %4 Y 2 h—JLF ZRIIC, FENTSELInuX S REAXEHT 2 0E
NHYFET,

LTI aryTlR §BLTWE HSMICRERT VY a v EHALET,
nCipher nShield

HSM %4 >~ 2 b—)JL L. Certificate System %24 Y X b—JL§ BHEIIC. UTFETVWET,

1. loptinfast/ T4 LI M) —DT7 740DV TFAMNEY Y MLET,
I # restorecon -R /opt/nfast/
2. nfast V7 MUz 7 Z2HBEg L x7d,

I # /opt/nfast/sbin/init.d-ncipher restart

Gemalto Safenet LunaSA HSM
Certificate System &4 Y A b—JL 9 B H1IC. SELinuxBEEDT7 V> 3 VIIREHY FHA.

WL TWD HSM O, [ R—bMERODN—RI7z 72X 54 —FEVa1—)l] #5RBLT
I,

6.4.2. HSM T® FIPS E— RDOAEMIL

HSM T FIPS E— R&ZBMICT 3IC1E. BEDFIBEICDOWTIE, HSMAR YT —D RF a1 AV N &SR
LTLEIW,

BF

nCipher HSM

nCipher HSM Tld. FIPS E— KA Security World 24T 258 ICOAEMICTE
9, CNIIBTEEIT DI EIXTEFZHA, Security World ZERT B ITIFI F X
IRAELNHYZTTH. B new-world ATV REFHRETEZIENAHEREINET,
FIPS ##0D Security World 4§ 5 AiEld. nCipher HSM R & —D RF 2 A~
NESBLTCEIW,

LunaSA HSM
FE#kIC. LunaHSM TFIPS E— REZEBMICT B ICI1E. FIHERERICT O RELHY
F9, chlE, CORYVD—%ZHTDE, EFal)TF4—w_EKELTHSMAED
IS % =TT, FMIE. LunaHSM AR —D RFa XY MESBLTLEIL,

6.4.3.FIPS E— KA HSM THEMICR > TWB D E D HDREER
Ao arvTidk,. BEDHSMIZKH LTFIPS E— RABMICAR > TWENE DN AEERT D HES
BHIALET, FOMDHSMIZ, N— RO T T7OHRETORF XY MNAESEBLTLEIWL,

6.4.3.1. FIPS €— K% nCipher HSM CTHERIICI N TWBEH E D h DR
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pz -1o)
STEARFIEICDODWTIE, HSMARV ST —DRFa XV N ESBLTLEIWL,

FIPS E— KA nCipher HSM TEMICA> TWE N E I N AR T 2T, ROATY REETLE
ER

I # /opt/nfast/bin/nfkminfo

HWAN=JavDV 7 Mo 7 TlE, StrictFIPS140 A state 7 5 JIC—&XRR"INDd &, FIPSE—K
DEMRYET, 2L, :ILLWAA—=U3 U TiE F LW mode DT HEER L T fips1402level3 %

MBRT D ENHEREINES, TRTOT—RT. nfkminfo HHIZIE hkfips F—6HEL TV B IET
<9,

6.4.3.2. FIPS €— K LunaSAHSM THIICI N TWBHE D hDORESE

pa 3]
) TEBFIRICDOWTIE, HSMARY ST =D RFa XY M ESRLTLEIL,

FIPS E— KA LunaSAHSM TEIICR > TWBANEI D ERERT DICIE. REERITLET,
1. lunashB8EJVY—ILARETFT,

2. hsmshow O~ > R%&{FRH L T, K7 The HSMis in FIPS 140-2 approved operation
mode. DXFEHNEFNTVWE I AR LET,

lunash:> hsm show

FIPS 140-2 Operation:

The HSM is in FIPS 140-2 approved operation mode.

6.4.4. HSM % {#F L 7= Certificate System D1 > X b —JL D #fi

[pkispawn 1—7 1 74 —D#E] TlE, HSM % L T Certificate System &4 Y XA h—JL ¢
21561, pkispawn 1—F7 4 )74 —ICETERET7 7AINTUTONSIA =5 —%2FHALZXT,

[DEFAULT]

B AR

# Provide HSM parameters #

B AR
pki_hsm_enable=True
pki_hsm_libfile=hsm_libfile
pki_hsm_modulename=hsm_modulename
pki_token_name=hsm_token_name
pki_token_password=pki_token_password

HAHH AR

# Provide PKIl-specific HSM token names #
HHH B
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pki_audit_signing_token=hsm_token_name
pki_ssl_server_token=hsm_token_name
pki_subsystem_token=hsm_token_name

o pki_hsm_libfile /X5 X —4 —& & U pki_token_name /X5 X —% —D{EIZ. FFED HSM 1 ~
AMN=IVICLYERYFET, INHDMEICEY., pkispawn 1—FT 4 ) T4 —THSMZt v k

7w 7 L. Certificate System N EHETE D LD ICRY E T,

® pki_token_password DfEIE., FFEDHSM h—2 VDI ZRT—RIZL>TERY FT, /IR
77— Ri&, HSM THLWF—%ERT 572D pkispawn 1—F 1 ) 7 1 —DFHHRY S LV

STAHERZAFSLET,

e pki_hsm_modulename D1{& (&, HSM Z5IT 578, #&#ED pkispawn I{ETHERAINSD £
BICTY., XFEHIE, FEDPEDE LTHRETZZHINFTYT., IhICLY., pkispawn & LV

Certificate System (&, ZDEIFTHSM BLUVREBEHREZ LA TSR

LTt avTld, EHSM OFREZHRALEFT, HSM A X MIARWEEIX, HSM OEETD

FFaxXy hZzZRLTIEIWL,

6.4.4.1.NCipher HSM /A S X — 4 —

nCipher nShield Connect 6000 7 & ® nCipher HSM DB & I&, RD/INFA—8F —%FZBEL T,

pki_hsm_libfile=/opt/nfast/toolkits/pkcs11/libcknfast.so
pki_hsm_modulename=nfast

pki_hsm_modulename DE%= EEDEICRET DI ENTEB I LITERLTLEI W,

HRIETY,

plel bh—2 v RBDEE
N—OVEAERBETSHICIE, root I —F—TUTOAY Y REEITLET,

World
generation 2

...~8nip~...
Cardset

name "NHSM6000-OCS"
k-out-of-n 1/4

flags NotPersistent PINRecoveryRequired(enabled) 'RemoteEnabled

timeout none

...~8hip~...

| [root@example911 ~J# /opt/nfast/bin/nfkminfo

Cardsetz/>a>v® name 71 —JIL RDIEIX, h—V Vv E&Ex—BXRRLZET,

UFDESIICh =0V BZRELETT,

I pki_token_name=NHSM6000-OCS

LEDEIR
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6.4.4.2.SafeNet / LunaSAHSM /A5 X —4& —

SafeNet Luna Network HSM 72 & @ SafeNet / Luna SA HSM D&, RD/INFT A =4 —%BEL X
EP

pki_hsm_libfile=/usr/safenet/lunaclient/lib/libCryptoki2_64.s0
pki_hsm_modulename=Ilunasa

pki_hsm_modulename DEAFEDEICRET DI ENTEB I EITERLTLEIY, LEDEIE
WRETY,

pl6.2 h—2U v EDEE
N—OVEAERBRETSHICIE, root I —F—TUTOAY Y REEITLET,

The following Luna SA Slots/Partitions were found:
Slot Serial # Label

# /usr/safenet/lunaclient/bin/vil verify
0 1209461834772 lunasaQE

label B DEIX., h—VvE&ERTLET,

UFDEIICh =0V BZRELETT,

I pki_token_name=IlunasaQE

645.\—RUx7EFa2 T4 —FEV21—ILTOF—DNY I Ty
HSMILREINTWRHEEBAE%., p12 77 ILICITVRAR—KTBIENTEFHA, TDELD
BAVRIVRENY DTy TE2RENHZHBEICTIE. HSM ORIETISERZ L THR—MLTLE
I LY,

6.5. RED HAT DIRECTORY SERVER D1 VXA b—J)L

Certificate System |d. Red Hat Directory Server 2L T, Y RAFLFIAE LI —H¥—T—9 52 R~E

L £9 ., Directory Server & Certificate System Ol A%, *v NT7—VHNDECFIEMDKRR M
AVAM=ILTEZXT,

6.5.1. Certificate System F ® Directory Server 1 > X ¥ > A D #fjg
Red Hat Directory Server 4 Y A b—JL 9§ BICIE. LTOFIEEETLET,

1. Directory Server gt 2 H TR0 ) T a UHNRAMIBBBINTWE I E52ERALTLE
LY,

2. Directory Server VIR N —%B#MICLZE T,

I # subscription-manager repos --enable=dirsrv-10-for-rhel-7-x86_64-rpms
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3. Directory Server & U openldap-clients N\ s —Y %4 VA M—=ILLE T,

I # dnf module install redhat-ds

I # dnf install openldap-clients

4. Directory Server { VAY VA %HRELZF T,

a. DSEREZ7 74 I Z%EK L T (fI: imp/ds-setup.inf),
I $ dscreate create-template /tmp/ds-setup.inf
b. DSEREZ7AINERDELIICARITAXLET,

$sed-i\
-e "s/;instance_name = .*/instance_name = localhost/g" \
-e "s/;root_password = .*/root_password = Secret.123/g" \
-e "s/;suffix = .*/suffix = dc=example,dc=com/g" \
-e "s/;create_suffix_entry = .*/create_suffix_entry = True/g" \
-e "s/;self_sign_cert = .*/self_sign_cert = False/g" \
/tmp/ds-setup.inf

c. setupFRE7 71 IL%=EEL T dscreate I Y RAFRALTA Y RY VY RAEEKRLET,
I # dscreate from-file /tmp/ds-setup.inf

MM/ FIEIX, [RedHat Directory Server 1 Y 2 h—JLAHA K1 #HBRBLTL IV,

6.5.2. Certificate System D& E D %

[pkispawn 1—7 1 ') 74 —DHZE] TI&. Certificate System & Directory Server MfEIC TLS % 5%
EY 5 EEFERLLEEIE. Certificate System 24 Y A b—J)LF BFIC. pkispawn 1—7 1 )
TA—IKETERET7AIVTRONZ A= —%FALET,

pa

RAICERNR TLS Y —N\—RiEREZEXT 2BV ENHY T, REIC. 1 VA M—
W&, BRICRY. 754 7 MNREEEIBAE % Directory Server ILIRIR S 2 ENH Y
F9, V74TV RRIANEEINTWS &, pki_ds_password (FEER Y £7,

pki_ds_database=back end_database name

pki_ds_hostname=host_name

pki_ds_secure_connection=True
pki_ds_secure_connection_ca_pem_file=path_to CA_or_self-signed_certificate
pki_ds_password=password

pki_ds_ldaps_port=port

pki_ds_bind_dn=cn=Directory Manager

pki_ds_database /X5 X —4 —®D{&lL. pkispawn 1—7F 1 )7 1 —Il& > THEEAI NS EKFIT.
Directory Server f Y AH YV AICHIGT 2 TR T LT —IR—RAEEKLZET,
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Red Hat Certificate System 9 5t#i, 1 YA h—Jb, LT TOAM AV bDHA K

pki_ds_hostname /X5 X —% —MDfEl&. DirectoryServer 1 YAV ADA VA MN—JVIGRICE 2T
BRYZEY, Thid, [Certificate System FD Directory Server 1 ¥ 24 ~ ZD#fE| THEAIND
BICE>TERYFT,

pki_ds_secure_connection=True Z5&E 9 515 EE. UTDNIA—Y—%BRETI2LENHY X
ER

® pki_ds_secure_connection_ca_pem_file: Directory Server O CAFEEAED IV AR— b X h
IE—%Z8L 77140774 IVEEECTLREBMNAZHRELE T, DT 74 ILHEIC
BFEELTWRWE, pkispawn IZFERATEEHA,

® pki_ds_Idaps_port Directory Server ') w A L TW% ¥ 2 772 LDAPS R— M DIE% R E
LEY., 774/ MIE 636 T,

6.5.3. —FRFRREIBAZE DE I X

= -1o)
AXtooarvTiE. WV —bMCAERA VAN = LTETTEILEIHYET, 1 VR
F—ILIRIC, ZXEV a3 VDIERICED LD IKERINET,

ZDtITa TR, —BMABETCESR Directory Server SFBAZEH LKA VA M—=IL L7 CAICL
TRITINT KRR Directory Server sEBAZICE S # X 2 7Ot X, F7/IEH L Directory Server FE
BEZHLVWEDICEEMAZ O EZHBALET,

1. # L\ Directory Server —/N\—FIEAEZ BB L X9, CANEL LIFRAEDOE R % EE
LEd, CMC XYy REFEAL TH L L Directory Server SFBAZ A B39 % 1C1&. TRed Hat
Certificate System B A4 N1 D Y A7 LAGIAES KUY —/N—FEAZDEE] 25RL
TLEXTWY,

ROtV 3T, TLSH—/N—FFAEDERICET 2 H4 ¥V AU > T LI W, i
E%/EMR L7 5. Directory Server SEFRE 7 —49 RXR—UZA VY R— N LEITRENHY F T,

2. NSST—HR—=RICT7 VA F %HE]IC, DirectoryServer 1 VA9 VA &ZEIELET,
I # systemctl stop dirsrv@instance_name

3. H\ Directory Server sEFAZE % HIFR L £ 9,

# certutil -F -d /etc/dirsrv/slapd-instance_name -f
/etc/dirsrv/slapd-instance _name/password.txt -n "DS Certificate”

4. HFEFYO—RLECARBREEZA VR—KMLET,

# PKICertlmport -d /etc/dirsrv/slapd-instance _name -f
/etc/dirsrv/slapd-instance _name/password.txt -n "CA Certificate" -t "CT,C,C" -a -ica.crt-u L

5 %&ICH¥ D >0O—RKL7KH LW Directory Server SEBAZ% 1 Y R— M LE T,

# PKICertlmport -d /etc/dirsrv/slapd-instance _name -f
/etc/dirsrv/slapd-instance _name/password.txt -n "DS Certificate" -t ",," -a -i ds.crt -u V

[HSM ADEEEAZE DA Y R— k] BHETSRLTIREIL,
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B6E 1 VA M—ILOEHREG S L U
6. Directory Server 41 V29 VA &ZEIEL T,

I # systemctl start dirsrv@instance _name

7. PKICA H 5\ Directory Server SEBAZ A HIR L £ 9,

a. Certificate System 1 VA9 VR &{EILELE T,

I # systemctl stop pki-tomcatd@ instance _name.service
b. SEEAEZHIFRL 9,

I # certutil -D -d /var/lib/pki/instance_name/alias/ -n "DS Certificate"
c. Certificate System 1 YR V2 %=L X T,

I # systemctl start pki-tomcatd@instance _name.service

8. # L \L\ Directory Server SEBAEMN, NSST—HR—UIA VA PM—=ILINTWVWS CATELS
NTWbZE%ERALET,

a. Directory Server SEBAZ DXRR
$ certutil -L -d /etc/dirsrv/slapd-instance_name -n "DS Certificate"

Issuer: "CN=CA Signing Certificate, O=EXAMPLE"
Subject: "CN=server.example.com"

b. #7\L\ Directory Server SEBAZE N PKINSS 7 — 9 RXR—RICHEE LR R I & 2R L F
ER

I $ certutil -L -d /var/lib/pki/instance_name/alias

c. Certificate System %, #7 L WAEBAE % {# L T Directory Server ICIEfRTE 5 2 & = MR
LET,

I $ pki cert-find

6.5.4.TLS 7 54 7 MNEREED BRI

pa 3

AXtooavTidE,. WV —MCABRA VAN —=ILTETTI2HELDHY T, —BHHALR
LDAP H—N—ZIBRE%#FA L TW3GFaIE. I [—EFHNAHAEDESHA] T
BEMZET, 1 VAN EIE. 2OEIY a3 VDIERICHE>TL I,

TLS V547V MR AEMIT B EERBIRLIZBEIE. CSHTVRATLDA VA M—JLEICER
AR TLS H—N—EREI AR ELTEITTSE. HRY LT, BEDY T AT AN S LDAP H—/3—
NDY ATV MNRADBEW L ZHAAD I ENTEET,
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D247 Y MNBAEDEEICIE 2 DDA HY T, AUDOEDIE. TLS DHEHAFHEZLEET S
LDAP T4 LY M) —%RELET., COFIEIX9.8 TFHEL KA L 9., RedHat Directory Server
EEHA NTHBEZER—RADI 54 7> NREDFER

UFORISERELTLEIW

e pkispawn (Z. T TICHET 14 L2 M) —H—/X—_EIC pkidbuser = BEIFIIC/ER L TH Y.
ZIIWRTIMRDYRTLS V547V hRELICERIND CSA VRV ADY TV AT A
SEBAE (/= & 2 1L subsystemCert cert-pki-ca) N1 —H'—IT ¥ M) — IS TVWET, L
Teh>T. TLS V54 7 MEREEAICRID LDAP 2 —H — F /< (X BIDIEAE A ER T 2 E L
HY FHA,

e /etc/dirsrv/slapd-instance_name/certmap.conf DIV 5 >V E{ENRT 2355 1&. UTOER
EHEALET,

certmap rhcs <certificate issuer DN>
rhcs:CmapLdapAttr seeAlso
rhcs:verifyCert on

UFICHZERLET,

certmap rhcs CN=CA Signing Certificate, OU=pki-tomcat-ca,O=pki-tomcat-ca-SD
rhcs:CmapLdapAttr seeAlso
rhcs:verifyCert on

o XEIC. Directory Server *BiEEI L X T,

2 ZEBDE L. Red Hat Certificate System 1 Y 24 Y IR EEBML T, TLSHESREAFAL
THERLDAP H—/N—CBIET 27-OICERT 2R— M EAIAEARHTEELHICTH2ETY, 2
NICIX. <instance directorys/<subsystem types/conf/CS.cfg IC# % RHCS 41 > X4 > A® CS.cfg
771V ERET DHENHY £, /=& 2L, /var/lib/pki/instance_namelca/conf/CS.cfg TY

CS.cfg T. RHCSA Y RY VADY TV AT LFIRAED =Y V) X — L%
internaldb.ldapauth.clientCertNickname [ZEM L. REFADIV M) —% 2 DHIFRLZF T,

internaldb.ldapauth.bindDN
internaldb.ldapauth.bindPWPrompt

UFICHZERLET,

internaldb._000=##

internaldb._001=## Internal Database
internaldb._002=##
internaldb.basedn=0=pki-tomcat-ca-SD
internaldb.database=pki-tomcat-ca
internaldb.maxConns=15
internaldb.minConns=3
internaldb.ldapauth.authtype=SsIClientAuth
internaldb.ldapauth.clientCertNickname=HSM-A:subsystemCert pki-tomcat-ca
internaldb.ldapconn.host=example.com
internaldb.ldapconn.port=11636
internaldb.ldapconn.secureConn=true

AVRAN=IVEDRTY TOREICCSAVRIYVAEBEELFT,
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R

BEDLDAP A Y RAY VRIC—MT B & DI, internaldb.basedn /X5 X —4% —H L O
internaldb.database /X5 X —4% —%=RETDNELHYE T,

AV TS4T7 Y ADHIT, internaldb.ldapauth.authtype=SsiClientAuth & & U
internaldb.ldapconn.secureConn=true %% €9 2 HEHN H

Y. internaldb.ldapauth.clientCertNickname D{El&. NSS DB T LDAP IZxf L TER:
T2ICE, TLS V547V MNEFREBD = v Y R—LE—BI B IMENHY £7,

ZTOMDIEIRTANT, RIEFLETAEDOEHZRRT Z27DICHBICISNCTEETE
i’a—o

6.6.REDHAT % 7RV 7> a3 v DifdH & U CERTIFICATE SYSTEM
Wy lr—=J )RS M) —DEME

yum 1—7 1 )7 1« — %A L T Certificate System &4 Y A k=L B L VOEH T BH1IC. [ind 3
RN —BNITI2BENHY FT,

1. RedHat % 729U T avaY AT LICEIYHETET,

VAT ALADTTICEFEINTWS D, Certificate Server Y 7R 2 ) 7o avhAE|YHToHNT
W2HEIE. COFIFERFY FLTLEIN,

a. YAT A% RedHat #7240 7o a vEBY—ERILEHRT D

# subscription-manager register --auto-attach

Username: admin@example.com

Password:

The system has been registered with id: 566629db-a4ec-43e1-aa02-9cbaab177c3f

Installed Product Current Status:

Product Name: Red Hat Enterprise Linux Server
Status: Subscribed

--auto-attach 7 7> a VAEFHL T, ARL—FA VIV RTLDY TRV ) ToavE
BEMICERLET,

b. FIE®EgERY TRV 1) T3 >%1) XML, RedHat Certificate System %2t 9 2% 7—JL
DAEXELEYT, UFICHERLET,

# subscription-manager list --available --all

Subscription Name: Red Hat Enterprise Linux Developer Suite

Provides: .

Red Hat Certificate System
Pool ID: 7aba89677a6a38fcObbazdac673f7993
Available: 1

B TR0 T avhiEEH2HBEE. IV ROHADFERBICRS QB I EHY F
¥, REICHBLT, BAZT7 74U IAL I RTEET,

I # subscription-manager list --available --all > /root/subscriptions.txt
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c. BIDFIETT—ILID #FRE L T, Certificate System DY TR ) T avuxT AT AIC
2YHTET,

# subscription-manager attach --pool=7aba89677a6a38fcObbazdac673f7993
Successfully attached a subscription for: Red Hat Enterprise Linux Developer Suite

2. Certificate Server YR M) —ZHHICLF T,

# subscription-manager repos --enable=rhel-7-server-rhcmsys-9-rpms
Repository 'rhel-7-server-rhcmsys-9-rpms' is enabled for this system.

MBIy =T DA VA M=ILICDWTIL, 7ZECCertificate System D4 > X f—/L & L OFRE \FRE
INTWET,

’ = 5]
AVTSATVADEHIT, RedHat TEBLAEYRI N —DAHEBMICL F
9, subscription-manager 1—7 4 )74 —%Z AL TEMICTET 2DIE. Red Hat
ERFHD)RI MY —DHTT,

6.7. CERTIFICATESYSTEM DARL —FT 4 VI AT LDA—H—F &L
vITIN—=T
Certificate System %4 Y 2 h—JL§ 3355 (E. pkiuser 77 ¥ b ESET % pkiuser 7 IL—TEH

FICER I N E I, Certificate System (., TDTHO Y hETIL—T%#FRALTH—ER2EEL
i’a—o

AVAN—IBEBOFIBEO—EHLELT, ZRLVL—FA VIV ARATLETA VRY VA AIEE), 1k, T/

FEERETE DL DIC, & Certificate System BEEDARL —F 4 VIV AT LLI—H—5FERT
2EIICEBRINET, FMIE. 41 VAN —ILEDIY RV ] ZSBLTLLEIV,

146



8573 CERTIFICATE SYSTEM Q1 Y A b—IL B L UH

57%Z CERTIFICATESYSTEM 014 VA h—ILE LVEEE

Red Hat Certificate System (&, EBICA VAR =L TEBIFIERYTVRTLERMLET, -
EZE, BEOYTVRTLAAVRI VY REIDDY—N—=IZA VA M=ILTBIEL, BRBEAN
TEMIETTEZIEETEET, ThICLY, A VAN ERBICEDETELBIEDZEHDT
X, LYBVWHAM, RT5—ZEYTF 14—, TxAIVA—N—DHR— P MERBTZIEHNTEET,
AETIEH, R T—IDAVAM=)be&, BRDY T AT LDEREREEHALET,
Certificate System ICIEFA T DY T A7 LDEFNE T,

o ZREIR™ (CA)

o F—1)H7/N\1)—FREER/ (KRA)

e OCSP (Online Certificate Status Protocol) L Z7/R > 4 —DfEA

N—2 v F—H—E R (TKS)

N—% VMBS 25 L (TPS)

BYTORTALIE, RF Y R70OY TomcatWeb Y—/RN—A VY RAHVRELTHILTA VAN =ILE
SUVREINET, 727 L. RedHat Certificate System I 512, EY TV AT ALICTIDETHED
TomcatWeb ' —/N—A Y RIVZADEFTEHR—FMLTWVWZE T,

71 YT RF LDEREIERF

BRBD2YTVRTFLABOBERDIZO, A4DYTORATLDEY N7y FTEINBIEFIZEETT,

L BORRABA YV IZARNSTIFv—PK) Y TORTLEA VR N—=IVLT BRI, EFa )
TA—RKRAAVELTEITINTVWEDRLKEE T DD CADPRETT,

2. CADERERICOCSPAA VYA M—=ILLZET,

3. KRAH TV RFTLBLUVTKSH TR T AL, CABLTOCSP DEERICWDTEA VR
I\_)l/f\‘ﬁi-a—o

4, TPSH TV AT ALIFCABLIVTTKS ITEKEFEL, FETKRAY TV AT LB LT OCSP 7T
AT LITRELET,

R

BHEDIRRTIX, BEEIZ, X2 T4 —RXAAVELTEGFTLTWSB CAEREL
LABAWRSYYRT7OVDKRAZFZIEOCSPAA VA RN—=ILLIzWEEZE T, FiH
I, TRV K70V KRAE7/IEOCSPDERE] #SHBLTLEIL,

[N

7.2. CERTIFICATE SYSTEM /Xy & —

Certificate System /Xy 5 =2 %A YA M=)V 2HEIE. YTV RTFLZEI@AMICA VA M—ILT
328t —EBICITRTAVAN—ILTBIEETEZET,

5

Certificate Server Ry —SJ 5 A VAN —ILBELVEHTBICIE,. [T BV RI b

) —ZBWCTBIREN HY T, FMIE. RedHat 4T 22 ) T2 avDiRfds &
U Certificate System /Ny r—J )R N —DEMIE] 2B LTIEIN,
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ROYTYRF LNy = EAVR—% Y MO FIHTEETT .
® pki-ca FEER (CA) W TV RTFLEZRHELET,
® pki-kra: Key Recovery Authority (KRA) ' 7Y 257 L &R L F T,
® pki-ocsp: OCSP (Online Certificate Status Protocol) L ARV ¥ — %12 L £ 7,
® pki-tks: Token Key Service (TKS) #12# L £ 7,
® pki-tps: Token Processing Service (TPS) #12# L £ 7,

® pki-console & & U redhat-pki-console-theme: Java R— 2D Red Hat PKI 3>V —JL %124t L
F9. MADNRNY =V kA VA RN=LTIRENrHY XY,

e pki-server $ & U redhat-pki-server-theme: Web X— X D Certificate System 1 ¥ —7 = A
ARBLET, MADNY T —2% A VA MN—IILTEZRENHY XY,

pki-ca. pki-kra. pki-ocsp. pki-tks. pki-tps /Xy = DWIFNDEALA VA MN—ILT B &,
DNy F—VRREFERRELTA VA M—ILEINET,

f57.1 Certificate System Xy r—J DA Y A b—JL

o CAYTIVRFLEFTTSIVDWeb A VI —T A REAVAMN=ITBICIE. KDL
ICABALZET,

I # yum install pki-ca redhat-pki-server-theme

TOMDY T AT LTI, pki-caDN\yr—I%%, AVAMN—ILVTEIZHTVATLDI
DICEEMAET,

o FTTIaVOPK AVY—IDBEBERBEF. ULTFETVWET,
I # yum install pki-console redhat-pki-console-theme

o F/ol&, TRTD Certificate System Y4 TV RAF LNy =T EJVR—3 Y N BEMIC
A VAM=ILLET,

I # yum install redhat-pki

7.2.1. Certificate System /v o — Y DEH

Certificate System Ny =V BELUVARL —FT 4 VIV R T LNy T—V BT BI2IE,. LLITFTOF
BICHEWNE T,

1. [Certificate System D& F/N—2 3 VORE] OFIRICHE> T, HEN—TYa v zHERLE
ER

2. #yumupdate #ETL XY,

FROOATY NE RHCS Ry sy —Y 5 B0V AT LKEEHFLET.
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R

PKIAYISANSOFv—BFATS5SAVICLTEFRFAEA VAN —ILTEB XY
FFURAYA VYR ERFY 21— )T BRI ENEELET,

BF

Certificate System # B $ 3 ICIE. PKIA V7S A NSOV F v —42FBiRET 3
MHERHY FT,

3. JRIZ. [Certificate System DEFE/N—2 3 VDORFE] TN—YavzBERRLEY,
N=2aVESE, BEFPERBICA VAR —ILINTWE I L Z2HRTIVENHY X T,

AVAMN—IVEFICEFEY D O— KT 3IE. LEBDOFIET --downloadonly 4+ 7> 3 V&R L
i’a—o

I yum update --downloadonly

Forva— KUy =2 lvar/cachelyum/ 74 L M) —ICREINE T, RFIN—2YavTh
X, yumupdate BTNy —YEFHRALET,

7.2.2. Certificate System D& F/N—2 3 VOHEE

Red Hat Certificate System W& &/N\—2 3 V&, /usr/share/pki/CS_SERVER_VERSION 7 7 1 JLIC
REINET, N—YaVERTTBHICFE. UTFE2ETLET,

# cat /usr/share/pki/CS_SERVER_VERSION
Red Hat Certificate System 9.4 (Batch Update 3)

RITHO Y —N—DHBN—Ta VERRT B, TV —DOUTOURLICTIERALET,
e http://host_name:port_number/ca/admin/ca/getStatus
e http://host_name:port_number/kra/admin/kra/getStatus
e http://host_name:port_number/ocsp/admin/ocsp/getStatus
e http://host_name:port_number/tks/admin/tks/getStatus
e http://host_name:port_number/itps/admin/tps/getStatus
)z )

BEAVR=—FY MIERIDNRNy s —ITHB D, N—2aVvESREERYEY, L5
i, BERTHOZIVR—RY MDON—U a3 VvESERLTVWET,

7.3.PKISPAWN 1—F 14 ) 57 1 —DIFEE

Red HatCertificate System Tl&. pkispawn 1—7 1 74 —%FEA L TE~DRFHESI V75 AN
VFv—PKNVYTIRFLEEY N7y T LET, REFIC pkispawn [FLATEEITLE T,

1. /etc/pki/default.cfg 7 7 1 LD 5T 7 # )L MEZEFRAEY F 9, &I, pki_default.cfg(5) D
man R—IEZSHL TLEIV,
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BF

letc/pki/default.cfg 7 7 1 JLITIRE L BV TLEI W, KDYIC, BEZ 7ML
HERR L. 774 b EEX LT, pkispawn 1—7 1 )71 —ICELE T,
BRETZFAINOFERAEIE. 27y T4 VA=) 25RLTLEIW,

2. REE—RNIZHLT, XA —KRP 2007704 XY NEEOEREFERL T,

o (VST 4TE—R Yy N7y T, I—HF—FRERFIBELDEREEERLET,
ZDE—NRNIF, BT IO XY MIERLET,

o NYyFE—R: A—H—(IRUITZBET7AILHDSEIFZHAATFNET, RET77M4ILT
BREINTVWAWRSX—=49—F, TT7+ILMNMEEFRHLET,

3 BERINIEPKIYTYRTLDA VA M—ILERITLET,

4, BREICEDVWTEREEZTY Javar—7 Ly MCEREAZELZE T,
pkispawn 1—7 1 Y74 —%ZFEALTA VA M—=ILLET,

e JL— Ik CA, F#lild., TIL—rEREERDEE] ZZRLTLEIL,

o T CAFLREDMDY T AT A, Filld, TEMOY T AT LDEE] 25RLTL
IV,

pa 3]
pkispawn 1—7 1 )74 —%FRA L TIL— N CAZRET 2 HEIE [IL— NEEEFED

HE] EBRLTKEIV, T CAFLRBIECAY T AT LDEER. [4E8CA
TOYTYATLDRKRE] 2BRLTLLEIV,

pkispawn & & OFIDEEMIZ. pkispawn(8) D man R—IEBIR L TL LI L,

7.4. )L — FEREER DERE

AR (CA) YTV RTLE, ZOMDTRTCORMRBY 72 AT LDOFREHTYT, TDEH, LD
HITORTLERETDHEICCAERELET,

Certificate System IZJL— M CA AR ET 2ICIE. UTOA T arvhrhy xd,
o BET7AINR=ZADA VA M—)L:

COFEIBERARITAXIFEARALET, COAVARAM=ILAZEIF. T74IL MDA VR
N—=ILIRNSA—=H—% FEXTIZEHRET7MILEFRLET,

1DDFEFIE 2 DDFIET. ZE7 74 ) %HH L T Certificate System #4 X h—JLT
TFET, FHELOHIE, UTESRBLTLLEIV,

o man R—Y D pkispawn(8) (B— AT v TDA4 VX h—JLIZDWT)
o NRAFYvTAVAI—=IL] RQATY T4 VA N—=IVR)
o WEEEIA VR b—b::

I # pkispawn -s CA
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WERINEDEREA T a v DsHEBRTETDHEIF. WNEREASA VA MN-—S5—2FAHALTLEX
LN,

75. 4 VA N—ILIEDETE

LTFOFIEAERLET,

o [ELZEEHEDITDOAZL]

o I[TLSHESDEE]

o [HTIRFLDIBRAEKRFNF v I DEMI
FEROFIEEETLES, A VAMN=—ILEDOERBEIZDWT T4 VA M—ILIEDYZT ]| IZH>TLE
-S\I\O
7.6. BIMDY T RF LDETE

ML— hEREEREDERE ] DERERICHE > TIL— REREER (CA) 24 Y R h—JL L7=1. EBIND
Certificate System Y 7Y A7 L% A VA N—)LTEZT,

AR R4
EBMOY T A7 LIIEIL— NEREER (CA) DM EICARY £9, JL— b Certificate System CA %=1 > R
F—ILLTWAWEEIE., [IL— rRAEREDEE] 28R LTI,

YTRAFLDA VA M=
BIMOYTYRTFLERETRICE. UTFOAFSYavaEHTEET,

o BET7AIR—ZADAVAN—):

COREIBERARITAXIFEARALEST, COAVRAM=ILAZEIF. T74IL MDA VR
N—=ILIRSA—=H—% FEXTIZEHRET7MIEFRLET,

1DDFEFIE2DDFIET. ZEZ 74 )L %HH L T Certificate System #4 X h—JLT
TET, FHELOHIE, UTESRBLTLLEIL,

°o man R—Y D pkispawn(8) (B— AT v TDA4 VX h—JLIZDWT)
o NRAFYvTAVAI—=IL] QRQATY T4 VA N—=IVR)
o WEEEIA VR b—b::

DLERNRDEBES T avDHERET 2HEIE, WHERS VA MN—F—2FALTLES
LY,

UFICHZERLEYS,

I # pkispawn -s subsystem

subsystem I, KRA, OCSP., TKS £7zIX TPSOWIFNNMIIEZRAIZF T,

WHEERLA VAR —F—F, FRICADA VYA M= EHYR—MLFEA, FALICAZA VR

N=ILTBICIE, 2RFYTDA VA MN=IEFERALEYS, ATy T4 VA=)l &5
BLTLEIWL,
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77227y TAVRAMN=)L

AVAN—IVRICEEDERE/INSA—F —5HHRAITAXTBICE. 1 VAMN—=)LT7OERE2DDR
7Y TTERITL. TORTY TORBICKEETIBLENHY £, D&, pkispawn 1—7F 1 1)
FA—%FHATEE 2DODOFIETCHYHTVRTFLDA VA MN—IVEERFTTEFT,

77122AF Y TAVAN—IAFERTZYLIIVY
RDEDIBRYFVATIE, 2D0DRAFTY TDA VA M= AFERLET,

7.7.2.

&2l 71 —Dik,

YT RATLFBAED ARSI YA X,

BX7E D Certificate System IC#E#Ht 9 %7 L L Certificate System 1 Y A9V X% A VA h—)L
9 BB EIC. letc/pki/instance_name/server.xml 7 7 4 )LD ssIRangeCiphers /X5 * — % —
DESVANEHRITA X,

FIPSE—RTCAZO—>, KRA, OCSP, TKS, 8LV TPSZA YA M—JILLZFT,

FIPSE—RTN—KRDxz7EFa) 574 —FL21—JL(HSM) %{FHA L /= Certificate System
DA VAMN=I

2ATYTAVARAN=ILD 2 DDEFELSY

2RATFYTDA VAN, UTFTDO2 DDOFELEAOTHREINF T,

L AYA M=)

ZDRT v T TlE, pkispawn (£, /usr/share/pki/ T4 L7 N =B, 41 VRV RABEEFD
T4 L2 MY — Jetc/pki/instance_name/ IZFRET 7 AL EAE—LE T, I 5IC, pkispawn
. T7OM AV MERET77AILNTEREINTVWBEICEDVWTEREEZITVWET,
AVARN=ILDZDEBICIE, UTOHTRTy THAEFhFT,

L. TAYRMN—IVORHMRATY THOEET 71 ILDIERK]

2. T4V MN=ILFIEDORE]

=n
. AX

ZDRT v T TIE, pkispawn 1 >~ 24 > REH D /etc/pki/instance_namel 71 L 7 h 1) —D
BRET7AINCEDVWTA VA M—ILERITLET,

AVAN=ILDZDEPICIE, UWTDOHTRFy THAEFEFNFT,
L. T4VZRAM=ILFEEDEREDHRY A X]

2. [BREFIEDORLA]

773. A VA N—IDERNATY THDEET 71 ILOVEK

/root/config.ixt’s E DFRERDTHF AN 7 74 IV AR L. THELUTORETCANDLET,
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BF

AtV 3 VT, Certificate System & LR R b THE4T L TUL 3 Directory Server D
HEROBREEZFPALET, RIBIIGL T, BT X =9 —DRBICRDGEDH Y
X9, TOMDAHIE, pkispawn(8) D man R—I D FTEXAMPLES]) €7 arv %5l
LTLEEEW

AtV aVTHETS/35 X—4—0D5AIE, pki_default.cfg(5) D man R—Y S T X
L,

YTV AT LICEKE LARWEE
AVAN=ITBEHY T RATFLEIFERRL.,

RET 7 AINIERDBEDVBETT,

1. Certificate System admin —#'—, PKCS#12 7 7 1 JL. & &L U Directory Server M/X X7 —
FERELET,

[DEFAULT]
pki_admin_password=password
pki_client_pkcs12_password=password
pki_ds_password=password

2. ABLCARRNTEITL TWS Directory Server ~D LDAPS #Efi A FH T 5121, BREZ7 71 LD
[DEFAULT] €2 a VICUT D/ X — 4 —&8ML T,

pki_ds_secure_connection=True
pki_ds_secure_connection_ca_pem_file=path_to CA_or_self-signed_certificate

R

Xal) 5T 1 —LEDEHANS, RedHatlE., Directory Server ~NDEEFEI N
EREzERATAZIEEAHRELEY,

Directory Server TH E%%uﬁﬁﬂi%ﬁﬁﬁ'é% &, LT~ > K%fEH L T Directory
Server M Network Security Services (NSS) 7— 9 XR—XAHNHLIT I AR—MLZET,

# certutil -L -d /etc/dirsrv/slapd-instance _name/ \
-n "server-cert" -a -0 /root/ds.crt

BF

T 7 # ) M Tl Certificate System &, 1 ~ X b—JL1.IC
~/.dogtag/instance_name/subsystem/alias 7 > 'f VRTF=HIR—EHIKRLZET,
T¥al) 714 —LDEAMNDS, RedHatld, REZ7 71 IILD
pki_client_database purge /X5 X —% —%’:”ﬁ’ﬂ]k lﬂlb\ TEEWELEFT, 2D/NT
A—4 —%FEB)T True IIRTE L7235A. Certificate System &, 41 Y A M—JLIEICY S
A7 b T—9R=—%HIBRLFEFEA,

MERET 7ANEFER LD, YTV RATLEBDEREZEMLET, UTFZSRLTILIW,

e [CAZE]

o MDY T RTLDEKE]
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CA X
[T 2T LATEKFLBEWERE] IKMA, CAZA VA M=V BLDICUUTORENVEICARY X
ER

L EFa2YTFq4—%2BETBICIE. BRET 7ANICUTHIREINL [CA] ZEMLT, SVF L
RO TILESEFWILET,

[CA]
pki_random_serial_numbers_enable=true

2. BEIHSLT, [CAlEI Y a VILUTONRS A= —%%E LT, admin 21— —DF—% %
BELEYT, Chid., 1 VXA M—VEICEBMICERINE T,

pki_admin_nickname=caadmin
pki_admin_name=CA administrator account
pki_admin_password=password
pki_admin_uid=caadmin
pki_admin_email=caadmin@example.com

Certificate System (&, ZOF7 AV Y MIEEEHERZZIVETET, 1 VA M—ILRICZDT
AoV MR LT, Certificate System 2B L., ILICA—H—THO YV M 2ERXLZET,

3. Certificate System " —ED=Zv I X—LEEMTE S L DICT 5ICIE, [DEFAULT] 272 3
VCRDINGA—H—%FZELET,

pki_instance_name=instance_name
pki_security_domain_name=example.com Security Domain
pki_host=server.example.com

BF

XY RNT—OHEN—RIzT7EF2 T4 —F 21—V (HSM) ZFAHL T
Certificate System 24 Y XA b —IL T BB E1E. —RDIAREDO=v I X—L%
FHTLIVEN DY FT,

4. BEBIZIG LT, SEFAZEDEMEFIC. RSA Tl < Elliptic Curve Cryptography (ECC) %= &9
I, UTFEETLEY,

a. [DEFAULT] £ a VICUTO/RS x—4—5a8MLET,

pki_admin_key_algorithm=SHA256withEC
pki_admin_key_size=nistp256
pki_admin_key_type=ecc
pki_sslserver_key_algorithm=SHA256withEC
pki_sslserver_key_size=nistp256
pki_sslserver_key_type=ecc
pki_subsystem_key_algorithm=SHA256withEC
pki_subsystem_key_size=nistp256
pki_subsystem_key_type=ecc

b. [CA] VY aVICUTDRSX—=4—%BNMLET,

I pki_ca_signing_key_algorithm=SHA256withEC
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pki_ca_signing_key_size=nistp256
pki_ca_signing_key_type=ecc
pki_ca_signing_signing_algorithm=SHA256withEC
pki_ocsp_signing_key_algorithm=SHA256withEC
pki_ocsp_signing_key_size=nistp256
pki_ocsp_signing_key_type=ecc
pki_ocsp_signing_signing_algorithm=SHA256withEC

c. [CAlEZV Y aVICUTFDNRSA—4—%EMLT, ECCTO774ITRSATOT7 74
NELEEXLXY,

pki_source_admincert_profile=/usr/share/pki/ca/conf/eccAdminCert.profile
pki_source_servercert_profile=/usr/share/pki/ca/conf/eccServerCert.profile
pki_source_subsystemcert_profile=/usr/share/pki/ca/conf/eccSubsystemCert.profile

oY T AT LADEE
[TV RATF LICEKIFELARWEE] ICIA. TAL CA. KRA. OCSP, TKS. F/&IXTPS &4 VA h—
IWTDRELADHY FT,

L UFOZTYMNY—%E&ET7 740D [DEFAULT] 7> avIZEMLET,
I pki_client_database_password=password
2. TPS&EA VA M—=JLLTWBIGEIE, UTFETVWET,
a. RO/ avICROEYYavEEMLET,

[TPS]
I pki_authdb_basedn=basedn of the TPS_authentication database

b. REICIHL T, TPSHAHEBECAA VRY VAT TICA VA M —=ILINTWS KRA %FIA
LTH—N—AIDF—4EmaFRETEZLIICKRETZICIE [TPS]EY Y a VIDRODTY
N)—%EBIMLET,

I pki_enable_server_side_keygen=True

7.7.4. 14V A N—ILF|IEDIE)

(A VA N=ILDEFATY THDEET7 7 A IIVDIER] OFRBBICH > TERET 7ML EERF LIS,
AVAN—ILDOBRYDODRTY THBEBLET,

I # pkispawn -f /root/config.txt -s subsystem --skip-configuration

subsystem I&. CA. KRA. OCSP, TKS Z#7/id TPSOWLWTINMIIEZSHTZ T T,

775 14V AMN=IFIEEDFREDHAITA X

[V ZM—)LEEDE)] THBEAINTWEA VAN —ILFIEBENMET LEDS., EEOREARIET 2
B, A VRV ABEEDRE7 7AWV EFETEHTEET, 2OV aVTE A VAM=ILD
BHDRTy TE2BBDRATY TOBTHRIRAATEDEHEODEEDHARLET,

7751LiEBHEZE 07 71 L DX
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%< DIBE. Y1 MIBEDIIREZEHF O 771V EHRITA ALY (&2, SEREDT
74N NOEWHEEEZERLALY), —HMOTOT7 7ML EBIN/HEHBRLEVWERITLELED, 73
VDTZER) ANE, SEFFHETO7 71 ILDREESBLTLIEIN,

7.75.2. BLEEOJDAEMEL

EEHINEEOX VK2 ERT 2 &, EEBS TL’C\,\KM,\DOT EDMEATBEICAY £, i
. EEEEOTOBEMESLUERE] 25RLTES

7753.B5"Y X FNDEH
RHEDRRTIE. BEEEI’ESOYANZEHTILEINHYET, UTFICAHZRLET,
® Certificate System 1 YRV AD X1 ) T4 —%RET 3ITIT

e Certificate System 1 YR VR %& A VA=)l L. BEDESDODH%EHYR—MNTZEEDOH A
MZEMT B ICIE

BES)ZNOEMICETIFME. V547 FNTLSESOHRE] 28RBLTEIV
RSABEES{ELDT 7 4L b D FIPS E— KAEMICAR > TVWBHES
T 7 # )L M Tl Certificate System IC1Z, RSABESILIZLLT®D FIPS E— RAEWLAESHIESENE
ER

e TLS_DHE_RSA WITH_AES_128_CBC_SHA

e TLS_DHE_RSA WITH_AES_128_CBC_SHA256

e TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

e TLS_DHE_RSA WITH_AES_256_CBC_SHA

e TLS_DHE_RSA WITH_AES_256_CBC_SHA256

e TLS_ECDHE_RSA WITH_AES_128_CBC_SHA

e TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256

e TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256

e TLS_ECDHE_RSA WITH_AES_256_CBC_SHA

e TLS_RSA WITH_AES_128_CBC_SHA

e TLS_RSA WITH_AES_128_CBC_SHA256

e TLS_RSA WITH_AES_256_CBC_SHA

e TLS_RSA WITH_AES_256_CBC_SHA256
ECCHESIEDT 7 2J)L bD FIPS E— KA EMICAR>TWEHES
7 7 # )V b Tl&, Certificate System (ZI&. ECC (Elliptic Curve Cryptography) BES1bICx L T, AR
D FIPS E— RO B LRESHAEENET,

e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

e TLS ECDHE_ECDSA WITH_AES_128_CBC_SHA256
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e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

e TLS_RSA_WITH_AES_256_CBC_SHA

e TLS_RSA_WITH_AES_256_CBC_SHA256
FIPS E— KB >TWB Y AT ATHSM 2RT79 2BICHNELR RSAKES
RSA T FIPS E— RAEMICAR > TWB ¥ AT AIC LunaSA Z 7 1E Hardware Security Module (HSM)
DWIFhH%FER L7 Certificate System 4 Y XA b—JL T BHE K. HSM TIEHR— b IhTUi
Wz, LTOBSE®\MICLES,

e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

e TLS ECDHE_RSA_WITH_AES_256_CBC_SHA

7.75.4.PKIOAYVY—IL9A LTI NDEE

PKIOAYY—ILo 4 LTY NOBREICETZHMI. Ly avDI( LTI N OHLETEEY
avESBLTLIEIWN,

7.7.5.5. KRA DB S{LE— FADKE
Hardware Security Module (HSM) Z £ L TW 3153 &(1E. RFE DR T Key Recovery Authority (KRA)

ERESIEE—NIRETDIHELHY 9, FMIE. KRADESIEE—RKADEZEE] #5RBLTL
IV

7.7.5.6. OCSP OA®t

OCSP (Online Certificate Status Protocol) Z#BMICT 2 Aikld. [TV 27 LDIAERNF v ¥
DEME] 25RLTLEIV

7757. VI ITAESED) PIBESOEHBEDEE

VOIZARNBLUVYV ) TINESORBEDREICEAT HFMIE. [VITANESEY ) 7ILESOEHH
1 ZZRLTLEI WL,

7.7.6. :REFIEDEILA

[ V2 M=ILFIEEDEEDHAITAZX] IR TRET7AINEHRITA X LIS, 1 VR
N—ILD2DOBDRTYy 7ABEIBLET,

I # pkispawn -f /root/config.txt -s subsystem --skip-installation

subsystem |, CA. KRA. OCSP, TKS £7/IZ TPSOWITNMBEZHTAF T,

REFIEICHKINT B &, pkispawn 1—TF 1 T4 —ICA VA M—ILOBELFRRINE T, LLTICH
ERLET,
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Administrator's username: caadmin
Administrator's PKCS #12 file:
/root/.dogtag/instance_name/ca_admin_cert.p12

To check the status of the subsystem:
systemctl status pki-tomcatd@instance_name.service

To restart the subsystem:
systemctl restart pki-tomcatd@instance_name.service

The URL for the subsystem is:
https://server.example.com:8443/ca/

PKI instances will be enabled upon system boot

777.14 VA M—=ILEDHRE
LEEDFIEERET LS, A VAN —IVEDREICODVWT A VAN —ILEDYRT] ITH>TLE
-S \I\O

7.8. HEECA TOY T AT LDETE

7.8.1. WER CA & 4R CA DHEER

Red Hat Certificate System Tl&. pkispawn 1—7 1 )71 —0"% 7> XA 7 LFEBAEE L EK (CSR)
ZLARIICA > A M —JLEI N7 Certificate System ICEET % &, LEEDEEAED pkispawn TZEI
TEAIN, ZTOCSRAZELNS CA (d Internal CA &M IENE T,

—7%. External CA L FOWT MY FT,

e Certificate System D i CA DERZIIAE % F1T 9 % RedHat Certificate System LA4 D
CA,

e CSR MEEEE %A LU Red Hat Certificate System CAD'f Y A h—J)LIhTWF L%,
&2, THERADRET, AL CA. KRA, OCSP, TKS, F&IETPSHS5D CSR =#NELE
T 356. NIEPKCSHIOLMADEATHEVELHY X,

782. A CAAFER LY T RTLDA VA M=

AV avTR GAEIAE CAICLYEBLIND TR CAF LMD Y T RTLAZRESTDH
EEHBALIT,

HAEBCAA VR N—ILADEET 7 1 VDO
Y 7> A7 L% Certificate System £/ IE A4 Y R7OVICHETEINEIMIIE LT, REZ 71
EELET,

o FL1FD Certificate System 1 Y XA h—JLICIEEINTWT, AECAICL Y BRAINIIAE
HERATIHTVRTLEA VA MN=ILT BIGEIE. UTETVWET,
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L YTV AT LDERET7 7AIWVEERLET, A1 VA M—ILDEWAT Y THDERET
AIVDIER] Z#5RLTLKEIWL,

2. LTOBREZRET 71 IVICEMLET,

o CAMAYVAKMN—IDIBZE

pki_external=True
pki_external_step_two=False

pki_ca_signing_csr_path=path/to/ca_signing.csr
pki_ca_signing_cert_path=path/to/ca_signing.crt

o KRAAMYVRMN—IDFE

pki_external=True
pki_external_step_two=False

pki_storage_csr_path=/home/user_name/kra_storage.csr
pki_transport_csr_path=/home/user_name/kra_transport.csr
pki_subsystem_csr_path=/home/user_name/subsystem.csr
pki_sslserver_csr_path=/home/user_name/sslserver.csr

pki_audit_signing_csr_path=/home/user_name/kra_audit_signing.csr
pki_admin_csr_path=/home/user_name/kra_admin.csr

o OCSPA YA KN—ILDHEE

pki_external=True
pki_external_step_two=False

pki_ocsp_signing_csr_path=/home/user_name/ocsp_signing.csr
pki_subsystem_csr_path=/home/user_name/subsystem.csr
pki_sslserver_csr_path=/home/user_name/sslserver.csr

pki_audit_signing_csr_path=/home/user_name/ocsp_audit_signing.csr
pki_admin_csr_path=/home/user_name/ocsp_admin.csr

o BE7ED Certificate System 4 Y A K —JLICHEINTWVWAWR Y Y R7OY D KRA i
OCSP A4 YA M=)V BEHEIF. [R¥ Y KT7OY KRA £71£ OCSP MFEE] ICEEHI N
TWBFEZEITLET,

HEMCAEFRLEY T ATLDA VA M—ILDORE
RET7ANEFRALTA VAN —ILARBKBTZICIE. LTETVWET,

1. pkispawn 1—7 1 )74 —%Z2FRALTA VA M—ILZREKBLET,
I # pkispawn -f /root/config.txt -s subsystem
subsystem &, 4 YA M—=IVF BT X7 L (CA. KRAZ7ZIZOCSP) ICEZX#HA T,
ZDRTYTTIR Yy b7y T TR, BETEEINLT 7M1 ILICCSRAMREINFT,
2. AEBCAICCSRZZEFLEFT, CANNRT BEAEEZRITLALERICKITLET,

BFEDRETIE, A& CA D Certificate System 1 Y A9 Y A TE H B HEIL. PKCS#10
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D CSR%Z, CAICEET BRIICESPERICERT ZMENHY Y, RS ORTICEAT 55
#il&. [Red Hat Certificate System B 44 K] TUMC Z{EH LAIBAZDHFEITI €22 3
VEBSRBLTLEIW,

3. 473 vTC  AVAN—IVEARYITARALET, FMlIZ. T4 VA M—ILF|IEREDHERED
HNAITAZX] H#SBLTLLKEIV,

4. HERCADIBAZEARIT LS, TTAAMX VY NERETI 7ML ERELE T,

=

a. pki_external_step_two % True IZFREL 9,
I pki_external_step_two=True

b. 1 VARN=ITEHTIRTFTALILELT, UTFDNRZX—49—%EBMLET,

o CADIGEIE. HBHET 7AIADNRREBRELET, UTICHERLET,
I pki_ca_signing_cert_path=/home/user_name/ca_signing.crt

WBELLEZ7 7AIVCEIBBEF = — VA2 STCHBRAENEETNTVARWGE X, I 5ICEEH
EFz—VI7AINADNRREZY ) X—LEBEELEFT, UTICHIERLET,

pki_cert_chain_path=/home/user_name/cert_chain.p7b
pki_cert_chain_nickname=CA Signing Certificate

o KRA DIBAICIK, SFBAZ 7 7 A IADNRRAEBZELE T, UTICHERLET,

pki_storage_cert_path=/home/user_name/kra_storage.crt
pki_transport_cert_path=/home/user_name/kra_transport.crt
pki_subsystem_cert_path=/home/user_name/subsystem.crt
pki_sslserver_cert_path=/home/user_namesslserver.crt
pki_audit_signing_cert_path=/home/user_name/kra_audit_signing.crt
pki_admin_cert_path=/home/user_name/kra_admin.crt

BELLZ 7MIIVCEIBAE T = — Y 2 8CAMAEN ST TV RWGEIE. ERARE
T7ANWERRAEFI—V I 7ANMADNRRE, TEDZY ) x—L%ZBELET, AT
IKPlERmLET,

pki_ca_signing_nickname=CA Signing Certificate
pki_ca_signing_cert_path=/home/user_name/ca_signing.crt
pki_cert_chain_nickname=External Certificate Chain
pki_cert_chain_path=/home/user_name/cert_chain.p7b

o OCSPDIBAICIE, FFBAZE T 7AIIADNRRAEHZELZE T, UTFICHAERLEY,

pki_ocsp_signing_cert_path=/home/user_name/ocsp_signing.crt
pki_subsystem_cert_path=/home/user_name/subsystem.crt
pki_sslserver_cert_path=/home/user_name/sslserver.crt
pki_audit_signing_cert_path=/home/user_name/ocsp_audit_signing.crt
pki_admin_cert_path=/home/user_name/ocsp_admin.crt
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BELIC7 7AIVCEIFHE F = — YV 22 CAAE N E I N TVLWRWGH I, ERAHE
T7ANERAEFI—V T 7A4ILADINRE, EDZY I R—LZBELEFT, UT

KhlERmLEY,

pki_ca_signing_nickname=CA Signing Certificate
pki_ca_signing_cert_path=/home/user_name/ca_signing.crt
pki_cert_chain_nickname=External Certificate Chain
pki_cert_chain_path=/home/user_name/cert_chain.p7b

5 MEIIHLUT, BET77AINEARITAZALET, FlicoWTIE, T4 V2 M—=ILFEE®D
REDARAITARX] BB LTLEIWN,

6. REFIEZRAMKBLE T,
I # pkispawn -f /root/config.txt -s subsystem

subsystem &, 4 VA M—=IVF BT X7 L (CA. KRAZ72IZOCSP) ICEZ#HA T,

7.83. 1 VA KN—)LIEDETE

LEEOFIEAZTLES, A VAN —ILEDEREICDOWT A VA M—ILEDY R ] IC>TLE
T Ly,

7.9. 24> K70 KRA £7-1% OCSP D% E

AKEV2avTlE, RV RKR7OVDODKRABELUVOCSP A4 VA M=)V B2 AE=HBLET, ¥
v R7OYA VR MN=)LTIX, Certificate System LAH D CA % L TIERRE %= K179 2 TR
HINFET, Thid, 1 VA M=ILFRICERINAL CSRA CAICEIMICEEIN, YTV AT AIC
A VR=—RMNINBWZHTT, T/, AYVYR7AVE—RIZA VA M=I)LINT/ KRA F7=1F OCSP
ECADEF2IYTA—RAAVD—ETIFRL, F—DT7—HA T CAOIARIV Y —RFEBEINZEHE
Ao

A R7OYKRAFLIFOCSP 24 YA M=ILT BICIE. LTFZTVWET,

1. LFOAART, /root/config.ixt B EDHRET 7 A I EER L XY,

[DEFAULT)
pki_admin_password=password
pki_client_database_password=password
pki_client_pkcs12_password=password
pki_ds_password=password
pki_token_password=password
pki_client_database_purge=False
pki_security_domain_name=EXAMPLE

pki_standalone=True
pki_external_step_two=False

2. A9 R7OYDKRADGEIE, BET7T 7AILICLTOEIavEEBMLEY,

[KRA]
pki_admin_email=kraadmin@example.com
pki_ds_base_dn=dc=kra,dc=example,dc=com
pki_ds_database=kra
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pki_admin_nickname=kraadmin
pki_audit_signing_nickname=kra_audit_signing
pki_sslserver_nickname=sslserver

pki_storage nickname=kra_storage
pki_subsystem_nickname=subsystem
pki_transport_nickname=kra_transport

pki_standalone=True

3. AP K70V OCSP DigEIE. BETZ7AIICUATDEI Y a v &BMLET,

[OCSP]
pki_admin_email=ocspadmin@example.com
pki_ds_base_dn=dc=ocsp,dc=example,dc=com
pki_ds_database=ocsp

pki_admin_nickname=ocspadmin
pki_audit_signing_nickname=ocsp_audit_signing
pki_ocsp_signing_nickname=ocsp_signing
pki_sslserver_nickname=sslserver
pki_subsystem_nickname=subsystem

pki_standalone=True

4. @A UHRRAKNTETLTWS Directory Server ~MD LDAPS iR A FR T 2121k, RETZ71ILD
DEFAULT £ Y a VICUTDRS X —49—%EBMLE T,

pki_ds_secure_connection=True
pki_ds_secure_connection_ca_pem_file=path_to CA_or_self-signed_certificate

pa

Xal) 571 —LEDEHADS, RedHatlE., Directory Server ~NDEEFEI N
EREERATAZIEEAHRELEY,

F

Directory Server CECERAE %2 FAHT 25 IE. LLFDIO~Y Y KA&ER L T Directory
Server M Network Security Services (NSS) 7— 9 X—XAHNHLIT I AR—MLZET,

# certutil -L -d /etc/dirsrv/slapd-instance _name/ \
-n "server-cert" -a -0 /root/ds.crt

5 HERCAAFERLEY TYRTLADA VA M—ILOREE] ICRBHEINTWSLFIEISEARTE
-g_o

7001 VA MN=ILIEDIY R Y
pkispawn 1—7 1 )74 —%FRA LA VA M=IHDTET LS, ¥4 FDEREICISEL T, I 5ICEE
EENRAIRAXTBHIENTEET, ML, /S— Kl [Certificate System ME&E] TErBAL TK
7230,
Ao avTiE, TFOMAYMNDEF2) T4 —%#IET B7OHIC. 73— NIl [Certificate System
DERE] DOLDEBED) A MNEBNTLET,
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7.10.1. RHCS D Bf3/BFZI DE&E

RHCS #1793 57O DKMEZELKRELTEL ZENEETY, [RedHat Certificate System &
BAA K] O THEDERE] £22avEaSRLTLEIWL,

7.10.2. Directory Server (CA) TO—KRHN A B ERIIPAEDE XX

HNER LDAP Y —N—HD—BRHRBEBE YT — N\ —IHECRMIIERINIHZEIE. [—EHRIHAE
DEZHZ] #BRBLT. 1 VANV LECANRITTIHLWIIRAESICEIHRAET,

7.10.3. &R LDAP 4 —/N—D TLS ¥ 54 7 > MNREED AL

Red Hat Certificate System (&, TLS AR Z /T L THER LDAP H—/N—C@BIETE XY, 5l

&, [TLS 7247V haEREEDEMIE] ZHBLTLEIWL,

7104. £y >34 LTI MNDERE
IFIFERIANLTIINRENVZATALICFEEL, BTRICTLS £y 3 v 74 RILIKREOER T
DREICHEZSZA5HREIHY £, FEMIE. By arvdd4LT7T708] #8RLTLKES
LYo

7.10.5. CRL F /- (XFFBAZ D HAT

CRL AFAl&. OCSP H—ER%ZRHET ZRICEETY, ABAZSORAHIIMERICARY FTH. Z<DIF
B, Y1 hTREILRY 9, #£MIE. TRed Hat Certificate System B A4 K1 @ FEEAEH L O
CRLONEI 223 v ESRBLTLLETY,

7.10.6. SEAZZESR 7O 7 7 1 )L (CA) DR E

RHCS ICIE, FERREEH O 7M1 INDHRIRA X ETREILT R ) vy F A7 74T L—LT—75
NHYET, YVATLATHERTEZT 740 MNTO7 74 EBNFEEICLEY., BEOTOT 7
AWEZEBRLLY, MEBOTOT7 74 ILEERT 2 ENFEEIC—MRNTY, FFMIE. 5=Z770Z 70
774N DREEBRLTLIEIV,

710.7. 7V L RN+ —DBEME

A—HY—A V=T A ANFT—%FBMCTBICIE. 7022 F—0EMWE] 28R LTLKEX
LYo

7.10.8. Watchdog H—E 2 D& R1L

D4y F Ry J (nuxwdog) H—ERIE, EXa7HYRATANRRAT—REBARALTT, FM

&, [Watchdog 7 —EZDEMIE] Z2ZRLTILEIW,

7.10.9. CMC &8k & & U530 (CA) DR E

SFEREDEFKERXWEICMC TITI T ENTEZET,

® CMC Shared Token Feature DBERMEICEEY 25EHIE. CMCHBY—7 L v MNMEEDEM
bl #5BLTLIEIW,

e PopLinkWittness #8E %= B#hIC T 52 A iE&I&.  [PopLinkWittnessV2 #gEDBEMIE] =S L
TLEXIW,
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e Weba1—%—A>V4%—7x4 XD CMCRevoke #EMICT 5%, Web 2 —H—+a
4 —7 14 AD CMCRevoke DAZNE] H#HRLTLEI WL,

7.10.10.Java VY —ILDTLS ¥ 54 7 > NEREE
Certificate System EEBEMN Java AV YV —ILICATA v § 5 &XIA—HY—TLS V54 7 MRS
ERITBEDICEKRT BT, [TLS V54 7> MERERAL = ER T % 72 H D pkiconsole 4D
BRE] ESRLTLCEIY,
71011 O— )L —H—DERK
T—hAKNSYy 21— —%HRBRTEDLIIC, EEOO—ILI—F—%/FEXRLET,
A—H—%ER L TEQZRFEO—ILICEIY HTT, Certificate System T 5 IlIk, 18ZE 00—/
I—Y—DEFEESRL TSIV,
7.10.12. Bootstrap 1 —H'— D Hlf&
EEOO—ILI—HF—DERINDE, A VAN —ILBEICEBNICERSNEET—MNANSy Fa—
P—IRBICRYELE, COT7HTY MNEHIBRT DICIE. BEABAICEIYYTSATWSEHLWERE
BT AV MaERR LIz &5 L TH 5., 19FBootstrap Z— ¥ —DHIFE 2SR L TLEI W,
7.10.13. ¥ L FO—ILHR— N DERDE
T—rANSy Ta—H—DHIBRINABICTILFO—IYR—NE2EMICTBICIF. [TILFO—IL
HR—bDEWIE] ZSRBLTLLETL,
7.10.14. KRA D& E

7.10.14.1. KRA (Key Recovery Authority) ICEBOIT—Y = > NEBOEHOEMN
BEOKRAI—V VMR- AN —%ERTD-DDOEHREZKRET 5I1C1E. [Red Hat
Certificate System BIEHA K] O IOY Y R4V TOI—2 oy MAERF—) AN —DEERE] %
SRLTLEIW,

7.10.14.2. KRA 5 S {LEX E D%

F—DOES/Zy T7NT) LEZRET 258, [KRABRFEDESE] 28RLTIEIW,

71015. 1 —H—A VI —T x4 REFATELHICI—F—%BTE

A—H—DERBINLI—HY—A V-T2 A% FERAT2E0IC. MBELELETOBRENrHYET, 21—
HP— (BEO—LGBE)E, 22— - VI —T2ARICTIVCRTZEDILVZFAT Y NERET S
HICHETTY, [RedHat Certificate System BB A4 K1 O V5472 k NSST—4R—2ZDHHA
bl E22avaSRLTLEIV,
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BEE YT IVATALAEFANVTA—TFT—9R—AHADON—FI7x7EFaV 71 —EJ 21— ILDFEH

EFEEHY T RTLEXFA) T4 —FT—F9IR—ZAADN—KO 7T
EXal)F4—FETa2a—-ILDEH

YTORTLA VAR VR, X2V TF4—FTa2—ILP MY EEEFNZF—IAMNTICHF—I1E
WEEML, FELET, RENSS b—0 v &ERATZ2H. BIOESIET NI A (N—RKIzT7 =7
NEFRALTF—2ERBLVRETDEIDIICHTORATLA VR VR ERETEET,

8.1. HSM % f#ifd L /= CERTIFICATE SYSTEM O 1 >~ X h—)b

HSM % {8 L T Certificate System %41 ~ X b—JL§ %3551, pkispawn 1—F 1 | 5 1 —|TE T &
ETZ7AITUTDNRIA =5 —%FRLIT,

[DEFAULT]

B R R

# Provide HSM parameters #

EH R R
pki_hsm_enable=True
pki_hsm_libfile=hsm_libfile
pki_hsm_modulename=hsm_modulename
pki_token_name=hsm_token_name
pki_token_password=pki_token_password

B R R R R
# Provide PKIl-specific HSM token names #
B e e e e e
pki_audit_signing_token=hsm_token_name
pki_ssl_server_token=hsm_tfoken_name
pki_subsystem_token=hsm_token_name

82 YTV AT ATDN—RYTT7EF2aYT1—ETV 21— I)LDFEH

Certificate System I&. 77 #JL b T nCiphernShield N\— Koz 7t&Fal) 74 —FEY a—)L (HSM)
& Gemalto Safenet LunaSAHSM % H#R— K L £ 9, Certificate System AR — k9% HSM I,
PKCSH#N A TS —FEV2a—ILPBEINTVEA YA M= RRIZHBHEIE. 1 VA M=ILOD
ERIER EELBE T modutil 2 {FH L T secmod.db 7 —49 RXR— X ICHEIMICEMINZE T,

BF

REDTTOA AV MTIE, FIPSE—RNE2FERATELIICHSM 2 RETDLENHY
i’a—o

8.2.1. HSM T® FIPS E— RO AB®L

HSM TFIPS E— RZBWICT 51213, HFEDFIEICDOWTIE, HSMARYFT—D RFa XV %
LTLEIW,

o
pi==]
-0d
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BF

nCipher HSM

nCipher HSM Tld. FIPS E— KA Security World &M T 258 ICOAEMICTE
9, CNIIBTEEIT DI EXTEFZHA, Security World Z#ERT B ITIFI F X
FRAELNHYZTTH. B new-world AT REFHRETEZZENHEREINET,
FIPS ##0D Security World =49 5 AiEld. nCipher HSM R & —D RF 2 A~
NESBLTIEIW,

LunaSA HSM

FE#kIC. LunaHSM TFIPS E— RZEBMICT B ICI1E. FIHRERICTO RELHY
F9, chlE, CORYD—%ZHTDE, EFal)TF4—w/EKELTHSMAED
IS % =TT, FMIE. LunaHSM AR —D RF a2 XY MESBLTLEIL,

8.2.2.FIPS E— RN HSM THEMICE > TWE N E D HDHESR

At arvTiEk,. BEDHSMIZKH LTFIPS E— RABMICAR > TWBEHNE DN AEERT D HES
HIALET, FOMDHSMIE, N— RO T T7OHRETORF XY MAESBLTLEIL,

8.2.2.1. FIPS E— K»® nCipher HSM THRMICI hTWSHE S D DHESR

0
¢ b
- SERFIEICDOVTIE, HSMAR VST —D RFa XV hEBBLTLEIWL,

FIPS €— KA nCipher HSM TEMICAR > TWA DN E I D AERT S ITIE, ROOAT Y RERTLE
ER

I # /opt/nfast/bin/nfkminfo
HWAN=U3a DY 7 MY T TlE, StrictFIPS140 ¥ state 7 5 JIC—&EFRR"INbd &, FIPSE—K
DEMRYET, L. HILLWA—=U3 VU TiE. F LW mode DT HEER L T fips1402level3 %

MBETEIENHEINES, $RTDT—RT. nfkminfo I hkfips F—HHFEL TV BIET
T“’g—o

8.2.2.2. FIPS E— KA LunaSAHSM TEICI N TWBHE D hORESR

KRS s¥ae
{ ]
2 ' L2 ARFIEICDOVTIE, HSIMARY T —D RFa XY hEBBL TS,

FIPS E— KA LunaSAHSM TEIICR > TWBENE I ERERT DICIE. REERITLET,
1. lunashBEJI1VY—ILEARETFT,

2. hsmshow O~ > R%{FRE L T, HAHIZ The HSMis in FIPS 140-2 approved operation
mode. DXEHNEZFNTWVWE I & &HRAL T,

lunash:> hsm show

FIPS 140-2 Operation:
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The HSM is in FIPS 140-2 approved operation mode.

823. TV RAFTLADHSM IV M) —DEMS & V&R
A4 VA M—JUBFIC, pkispawn < Y RICEINLERET7 7 4 VISEYIR HSMEBED/NZ X —4 —H

BREINTWVWET 74N M=V ELTHSM BMBIRINIGEEIE. UTD/IRSA—4—H, HSM /N
27— KD /var/lib/pki/instance_name/conf/password.conf 7 7 1 JLICEBIMINE T,

I hardware-HSM_token_name=HSM_token_password

8.2.4. HSM AH® SELinux D& E

Hardware Security Modules (HSM) T Certificate System =4 > X2 b—JL L. SELinux %' enforcing
E—RTEITLTWBIFEIE, Certificate System &4 Y A b—ILT BHIIC. HED HSM = FH T
SELinux SREZEH I 2ELNHY X T,

UFotEs 2 avTid, JIGLTWS HSMICREBERT V> a v aEHRBLET,

nCipher nShield
HSM %4 >~ 2 b—)J)L L. Certificate System %24 Y X b—JL§ BHIIC. U TFETVWET,

1. loptinfast T4 LI M) —DT7 740D AVTFAMNEY Y MLET,
I # restorecon -R /opt/nfast/
2. nfast V7 bz 752BEHLET,

I # /opt/nfast/sbin/init.d-ncipher restart

Gemalto Safenet LunaSA HSM
Certificate System &4 Y A b —JL 9 B F1II. SELinuxBEED 7 V> 3 VIIREHY FHA.

8.2.5. nCipher nShield HSM Z R L e T XA F LDA VY A =)L

nCipher nShield HSM 2T 2 H TV AT LA VAI VR EA VA R—ILT BICIE. UTDOFIEICHE
\I\i-a—o

L HEDTTOA XY MIRKBTE2A—N—F4 K774V E2EFELET, ULTOD
default_ hmstxt 7 7 1L, CDLDIBREEZ T 74 ILDHNITRY FT,

pa

ZD774IIE nCipherHSM EEZERET 7ML DYV FIL & L TOAHRME
INFET, TOMDEZL DEIE. T7AN MDY aT7INT) A LEECLEE
XTEXY, /. pkispawn AY Y RS Y TIREINIY TV AT LDV
HLUIKIKRLU T, [CAlEY >3y, [KRA] V> av, [OCSPIEY¥av,
[TKS1EV v av, FEIF[TPSI VY avDI1D2EFAMERINET,
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#8.1nCipher HSM G4 24— /=S4 K771 VDYV T
T T A
HUHHHHH
I T A

HHHHAHH

B A A A A A A A A A A A A
HHHHAHH

## ##

## EXAMPLE: Configuration File used to override /etc/pki/default.cfg’  ##
## when using an nCipher Hardware Security Module (HSM): ##
## ##

## ##

##  # moautil -dbdir . -list ##

## ##

##  Listing of PKCS #11 Modules ##

## ##

## 1. NSS Internal PKCS #11 Module ##

## slots: 2 slots attached ##

## status: loaded ##

## ##

## slot: NSS Internal Cryptographic Services ##

## token: NSS Generic Crypto Services ##

## ##

## slot: NSS User Private Key and Certificate Services ##

## token: NSS Certificate DB ##

## ##

## 2. nfast ##

## library name: /opt/nfast/toolkits/pkcs11/libcknfast.so ##

## slots: 2 slots attached ##

## status: loaded ##

## ##

## slot: <serial number> Rt1 ##

## token: accelerator ##

## ##

## slot: <serial number> Rt1 slot 0 ##

## token: <HSM token name> ##

## ##

## ##

## ##

## Based on the example above, substitute all password values, ##
##  as well as the following values: ##

## ##

## <hsm_libfile>=/opt/nfast/toolkits/pkcs11/libcknfast.so ##

## <hsm_modulename>=nfast ##

## <hsm_token name>=NHSM6000 ##

## ##

B A A A A A A A A A A A A A
HHHHAHH

B A A A A A A A A A A A A
HHHHAHH

B A A A A A A A A A A A A
HHHHAHH

[DEFAULT]
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B

# Provide HSM parameters #
B
pki_hsm_enable=True
pki_hsm_libfile=<hsm_libfile>
pki_hsm_modulename=<hsm_modulename>
pki_token_name=<hsm_token_name>
pki_token_password=<pki_token_password>

A B B
# Provide PKI-specific HSM token names #
A B
pki_audit_signing_token=<hsm_token_name>
pki_ssl_server_token=<hsm_token_name>
pki_subsystem_token=<hsm_token_name>

s e e e

# Provide PKI-specific passwords #
e e e
pki_admin_password=<pki_admin_password>
pki_client_pkcs12_password=<pki_client_pkcs12_password>
pki_ds_password=<pki_ds_password>

L e A i G i e i g

# Provide non-CA-specific passwords #

L e A L e i e i
pki_client_database_password=<pki_client_database_password>

R
# ONLY required if specifying a non-default PKI instance name #
T R
#pKi_instance_name=<pki_instance_name>

A A A A A R A AR AR AR AR A A A
# ONLY required if specifying non-default PKI instance ports #

A A A A A A R A AR AR A AR A
#pki_htto_port=<pki_http_port>

#pKi_https port=<pki_https_port>

e G B 0 A G G
# ONLY required if specifying non-default 389 Directory Server ports #
e 0 e B G G
#pki_ds_Idap_port=<pki_ds_Idap port>

#pki_ds_Idaps_port=<pki_ds_Idaps_port>

B e B B 0 A G G
# ONLY required if PKl is using a Security Domain on a remote system #
B S R
#pki_ca_hostname=<pki_ca_hostname>

#pki_issuing _ca_hostname=<pki_issuing _ca_hostname>

#pki_issuing _ca_https _port=<pki_issuing _ca_https port>

#pki_security domain_hostname=<pki_security_domain_hostname>

#pki_security _domain_https _port=<pki_security _domain_https port>

A A A A A AR AR AR AR AR A
# ONLY required for PKI using an existing Security Domain #
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170

B A A A A A A A A A A A A
# NOTE: pki_security_domain_password == pki_admin_password

# of CA Security Domain Instance

#pki_security domain_password=<pki_admin_password>

[Tomcat]

B e e G G O e 0 G i
# ONLY required if specifying non-default PKI instance ports #
e e G B B B 0 G
#pkKi_ajp_port=<pki_ajpo_port>
#pki_tomcat_server_port=<pki_tomcat_server_port>

[CA]
A A B
# Provide CA-specific HSM token names #
A A A A
pki_ca_signing_token=<hsm_token_name>
pki_ocsp_signing_token=<hsm_token_name>

A A A A A A A A A AR AR A AR A A
#H#

# ONLY required if 389 Directory Server for CA resides on a remote system #
A A A A A A A A A AR AR AR AR A
#HH#

#pki_ds_hostname=<389 hostname>

[KRA]
A A A A AR AR AR
# Provide KRA-specific HSM token names #
A A A AR AR
pki_storage_token=<hsm_token_name>
pki_transport_token=<hsm_token_name>

A A A R A A A A A R AR AR A AR A A
#HHtH#

# ONLY required if 389 Directory Server for KRA resides on a remote system #
A A A A A A A A A A A A AR AR A AR A A
#HHtH#

#pki_ds_hostname=<389 hostname>

[OCSP]
B B B
# Provide OCSP-specific HSM token names #
B B B
pki_ocsp_signing_token=<hsm_token_name>

B A A A A A A A A A A A A A
HHHHH

# ONLY required if 389 Directory Server for OCSP resides on a remote system #

B A A A A A A A A A A A A A A
HHHHH

#pki_ds_hostname=<389 hostname>
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[TKS]
A A A AR AR AR AR
# Provide TKS-specific HSM token names #
A A A A AR AR AR

A A A A A A A A A AR AR A AR A
#HHH#

# ONLY required if 389 Directory Server for TKS resides on a remote system #

A A A A A A A A A A AR AR A AR A
#HH#H#

#pki_ds_hostname=<389 hostname>

[TPS]

U R

# Provide TPS-specific parameters #

U R R
pki_authdb_basedn=<dnsdomainname where hostname.b.c.d is dc=b,dc=c,dc=d>

R A A A A AR AR AR
# Provide TPS-specific HSM token names #
R A A A AR AR AR AR

B A A A A A A A A A A A A
HH##

# ONLY required if 389 Directory Server for TPS resides on a remote system #

B A A A A A A A A A A A
HHHH#

#pki_ds_hostname=<389 hostname>

A A A A A A A AR AR AR AR AR A
# ONLY required if TPS requires a CA on a remote machine #

R A A A A AR A AR AR AR AR A
#pki_ca_uri=https://<pki_ca_hostname>:<pki_ca_https port>

e e s S e e
# ONLY required if TPS requires a KRA #
e e e S e e
#pki_enable_server_side_keygen=True

R
# ONLY required if TPS requires a KRA on a remote machine #
R
#pki_kra_uri=https.//<pki_kra_hostname>:<pki_kra_https_port>

A A A A A R A AR AR AR A AR AR A
# ONLY required if TPS requires a TKS on a remote machine #

e 0 0 G G B G G G
#pkKi_tks _uri=https://<pki_tks hostname>:<pki_tks_https port>

2. ATy TAVA =)L) ICBEINTWB LIS, BREZ77MILEFRALET,
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I # pkispawn -s CA -f ./default_hsm.txt -vvv

I # pkispawn -s KRA -f ./default_hsm.txt -vvv

I # pkispawn -s OCSP -f ./default_hsm.txt -vvv

I # pkispawn -s TKS -f ./default_hsm.txt -vvv

I # pkispawn -s TPS -f ./default_hsm.txt -vvv

8.2.6. Gemalto Safenet LunaSAHSM Z{FR LAY T RAFLDA VA M—JL

Gemalto Safenet LunaSAHSM %2 FH T2 H TV AT LA VY RAI VR EA VA M—=ILT BIC

l&. [InCipher nShield HSM #ER LY TV AT LDA VA b—)L] ICEBEHEINTWBFIEICHE->T
KBEIW, T—=NR=5 14 K774 JLIx, HI81 InCipherHSM TERT 34 —/N\—54 K7 74 )LD
YT TREINZY YTV EUTVWETHY, BFEDOT FO4 XY MIEET 2EEIFERY T,
LTFDFITIE, BHRD nCipher f TR I N/ [DEFAULT]. [Tomcat]. [CA]. [KRA]. [OCSP].
[TKS]. [TPS] D& LYY 3 Y THERAINS nCipher 7 —/N—5 4 KT 74 ILDAY F—DRH Y ICfE
HXN2 LunaSANY ¥ —DH Y TILEREELE T,

FI8.2 LunaSA A —/X—S A4 K7 74 I~y ¥ —DHl
B A T T T T T T B T A A A A A A A A i

e A e e e
e A e e e T e

## ##

## EXAMPLE: Configuration File used to override /etc/pki/default.cfg’  ##
## when using a LunaSA Hardware Security Module (HSM): ##
## ##

## ##

##  # moadutil -dbdir . -list ##

## ##

##  Listing of PKCS #11 Modules ##

## ##

## 1. NSS Internal PKCS #11 Module ##

## slots: 2 slots attached ##

## status: loaded ##

## ##

## slot: NSS Internal Cryptographic Services ##

## token: NSS Generic Crypto Services ##

## ##

## slot: NSS User Private Key and Certificate Services ##
## token: NSS Certificate DB ##

## ##

## 2. lunasa ##

## library name: /ust/safenet/lunaclient/lib/libCryptoki2_64.so0 ##
## slots: 4 slots attached ##

## status: loaded ##
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#H# slot: LunaNet Slot
#H# token: dev-intca

#H# slot: Luna UHD Slot
## token:

## slot: Luna UHD Slot
## token:

#H# slot: Luna UHD Slot
## token:

##
##
##
##
##
##
##
##
##
##
##
##
- ##
##
##

## Based on the example above, substitute all password values, ##

##  as well as the following values:

##
##

## <hsm_libfile>=/usr/safenet/lunaclient/lib/libCryptoki2_64.s0  ##

## <hsm_modulename>=lunasa
## <hsm_token name>=dev-intca

##
##
##

R R R T A B A R A AR B A A
R R A R A R R A B AR R A
A A R R A R R A B AR R A

83.N\—KRxz7EFXa)TF4—Fa1a—ILTDXF—DODN\YITvT

HSMICREINTWRHEEAE%E, p12 77AIICITVRAR—KTBIENTEFHA, TDELD
BAVRAIVRENY DTy TTEREBELRH BIHEITIE. HSM OELETIGEKR L THR—KMLTLE
T LY,

84 HSM AR L/EZ2O0—VHYTYRATFTLDA VA N—=J

BE, /O0—VHTVRTALIFE, YSRI—YBTIVRATLDYVRATLAFXF—EEL PKCSH#2 7 74 L%
ALTERINET, COT7710IE 41 VA N—=IVICERT 25X E 7 7 1 )L T pki_backup_keys %*
True ICE%%E L T pki_backup_password #+ 7> 3 VDEHREE —EICA VA M—ILTEH, ki
PKCS12Export YV — )L AR L CTRRETIRAR—PMNTBIET, RRY—YTVRXATLDA VR M=
IWHRICERINE T,

HSM Z A L TW2IHFEIE. HSM DL F—ZRFTIEARVWEH., DY —IIL &R L T PKCS#12
T7AINEERTEHIEIETEEFEA, KDYIL, 70—V HTORTLIE, RRY—HBTIZAFLND
FRTZHSMZIETLOICLT. ALF—ICT7IVEATESZLDICTZIHELGHY ET, BID HSM
ZEAT EHEIE. HSMAR VS-S 21—FT 1 )74 —%FEALT. TOHSMICEOIO—>
HUER L 9, pkispawn 1—7 1 ) 714 —%ZE{TT BHIIC, master Y TV AT LDF—ADT7 I LR
TIRMT IMENDHY T,

Certificate System &, HSM Z AL TA Y XA b—IL T BFEIC PKCS #12 2 A L 2L\, PKCS
#12 77 AIDIFBIREETD/INZAT—RIZDOWT, BET7ANTNIA—Y—%RETD2REIEFHY X
A, UTDAFIZ, CAVO—VDERICHERZPKIZREZ 71D [Tomecatl o> arhoxd
avaRLTWET,
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FHSMCADYA—VZEERT BICIE. UTFEITVWET,

® pki_clone=True

® pki_clone_pkcs12_password=Secretl23

e pki_clone_pkcs12_path=<path_to_pkcsi2_file>

e pki_clone_replicate_schema=True (7 7 # )L MM#)

® pki_clone_uri=https:;//<master_ca_host_name>:<master_ca_https_port>
HSMZERLTCA 7 O—VEERT 2. UTFEITVET,

® pki_clone=True

e pki_clone_replicate_schema=True (7 7 # )L MM#)

® pki_clone_uri=https:;//<master_ca_host_name>:<master_ca_https_port>

P2
RAY—H TV AT LARALCHPELREZDOIO—V ERBTEXDLIIT BT

HSM ARBEE—RIZHY., TRTOYTVRTLDILTIERATEDRY N7 —2 EIC
HEIBRENDHY FT,

~

8.5. h—V Vv DFRR

Certificate System 1 Y XY VY AICIREA VA M—=ILINTVWB A=V Vv D—EAERRT DI
(&, modutil 2 —F 1 V74 —%2FEALXT,

LAVRY VD aliasT4 LI M —ICBEILET, UTICHIZRLET,
I # cd /var/lib/pki/pki-tomcat/alias

2. AVAM=ILINTWVWB PKCSHN EY 2 —ILICEAT 2158, E. modutil YV —ILAFEALT. X
T3 M= ICEATRBERERTILET,

I # modutil -dbdir . -nocertdb -list

8.6. h—7 VDR

Certificate System Th—2J YV ZRHTE BN E I L %2R T 5I1CIE. Tokeninfo 1—F 1 )74 —%
FRAL. YTYRTLA VRV ZADaliasT14 L7 M) —%BBLFT., hiL, Certificate System
Ny lr—o DA >V X M—)LIRICHIA T X % Certificate System Y —JL T,

UFICHZRLET,

I # TokenlInfo /var/lib/pki/pki-tomcat/alias

ZD1—F1") T 1 —I&, Certificate System IC4 Y A b—)ILI Nz b= V1T TRL,
Certificate System TRHTZ2IRXTOIM =IOV ZRLET,
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8.7. 7T 4 A—/N—ETEEMY

AT —N—EF, BHDI=Zy FEFZREL, 2=y MIEBEAFRELLBAEIC, BlOI=Zy M
BlEME, T a2 &< y—EREHHELET T,

MEEMICELY, 2=y bADRY N —VEBGHIFINTHEERIND &, Y—EXDNZ YRR
RICH—EXNFINAEWNESICLET,

HSM (Hardware Security Module) E7 )l id, S FIXTRLARILDT oA VA —N—FIITESH %R
HLET, EBEB/A—D—CETIN. BLV TN OIRET ZHEEDHEMICOVWTIE, HSM Y =27
WAESBT L, BETICEBVWAEDLELLREIV, UTOE/ Y3 Y THEINTLS HSM (&, Red
Hat Certificate System TF X NEATT,

8.7.1. nCipher nShield HSM

87117 xAIA—/N—

nShield Connect 6000 Tld. Z A ILFA—/8—(E 2 DD HSM E ¥ 2 —JL nShieldl & & T nShield2 A*
ETINTzANF—NRN—RIIETELVREINTVWEB Y FYVATTRAMNINTWVET,

nShield 2=y D 1D2HBF DY LEBE., £ 121, RHCSA Y RY VR &=HEEEJIC. B
@7 L IC Certificate System ~DEES{bH—E X DIRE = MG T 2HEEZTLE T,

LEEDIRADNRELIBE (1 DOHSM Ay MY TV LEEGE). BEEIE. BERINLZIRTO
Certificate System 41 Y A9 VY ADY IV H A LERTTa—)LL, FU Y LichsmaI=y NEBIEL
THICRL, 1 VRYVA=BREFHTIVHELSHYET, i, 12021y MY LTE,
Certificate System (8| M XHEET H Z ENNHIFIND & A2EKRLEF T, L. 1 VRI VA%
BREETFICIUV Y Lhsm 2B LGS, FiILKEBEILAZHSM A2y ME, HHDEHEES Y I
TTANFd—=—N—=RAF—LD—EILRBEIIRLAINFEHA,

8.7.1.2. iHEEE 1

nShield Connect 6000 Tld, XY N7 —2 45 —TILHAHSM 2=y S FILI N, K90 9LLAIC
Ry NTSTEINIGAIC. Y—EXRE#ELE T, OOPUERBLTET—YEHY FH A,
8.7.2. Gemalto Safenet LunaSA HSM

8721 7 x4 IA—/N—

Gemalto Safenet LunaSA Cloning EFJ)UIE, 7T A NA—N—%RELFT, 2L, TOETFTIVIC
ETF—9hHYEHEA.
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FIOEECC Y AT LIFAEZFRI D1 VATV ADA VA M=
U

PEFFRAES (ECC) 1E. RSARI A IILDEESIbELY EBEINZGZANHYET, Chik, FHTS
F—DRIMNEBZMNEL., BEOERIBREICHRDZHTT, ECCHIGD CA L, ECC ERIRA
E%4FAL T, RSAFIAZE ECCAIAZEDAAZRITTE X T,

Certificate System (CI& ECCHBEBEICR T B2 R4 T4 THR—IDBEFNTVWET, COYR—MET
T7#INTNSS3I6 UETEMICE>TWEY, N—Roxz7EFXal)T4—FEPa—J)L (HSM) 2 &
DY —RN=FT 4 —DPKCSHNEV 21— )V ZfgiHidH. FHETDHIEHARETY, ECCEYa1—IL%
FRTZICIE. YTVRTLA VAR VR ERET DRICEAADBELSHY £,

BF

H—RIR—=F 4 —DECCEY21—LITIE SELinux R ¥ —DBREINTWEIRELH Y
F9., BLLEK ZOEY2—-ILHHEBET BICIE. SELinux %Z enforcing €— KD\ 5
permissive E— NICEE T 2MELNHY F T, ThUADBEIF. ECCEYVa—I %
MEBETIH T RATLBEEIRBRLET,

91— RIX—F 4 —DECCEY 21— ILDFEHAH

H—RK/IX—F 4 —DECC EYV a—)LDFHAHMIL. Certificate System THR— kTN 5 HSM DFEH
AHAEBLCEANCHEWEZ T, ChiE8EH T XTLEF2 ) 79 —F—8IN—IXHD/N— NI T Tt
Fal)rgqs—F22—/LDFMHATHBEINTWVWET, FiHIX. AZ2SBLTLEIVN,

9.2. HSM T®M ECC DO{FH

Certificate System "% 7R— M § 2 HSM I, MBEDRA T4 TECCEYV 2 —ILICHIGLE Y, ECC ¥
AT LRAZEAFERT AV RAY VYV AEERT BICIE. UTFATVWET,

. BETDERICE>THSM A2y b7y FLET, EHDOKRA M HSM 2#HE L TWBI5E
&, BEIZGLT, 4 MR —THAIINTWBIHEEIE. IRXRTDERRNRERLC/NA—F 1
AVILT IV EATESR I EHBR LTI,

2. pkispawn 1—7 4 )74 —BRET 7 A IVICHBER/INS A -85 —%EH L. pkispawn ==L
F9, LEZE BET 741D ecc.inf DIFZEIC, Certificate System ' ECC CA Z/E T %
EOIKERET ZICIE. RETVWET,

1. ecc.inf ZiF&E L T, BYIRBREZEBELEX T, BREZ 71 IILDFIIE. pkispawn(8) @ man
R=VEBRLTLEIW,

2. ecc.inf IZxf L T pkispawn =T L %9,

I $ script -c 'pkispawn -s CA -f /root/pki/ecc.inf -vvv'
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BIOEYTORATF LD O—VERK

FLOWHTORT LA VRV ZADNRIEEINTLWSIHEE. Red Hat Certificate System (&
Certificate System DEAIAMD/HICY TV R T LIV O—V$2h, FALIIERTEEYS, 70—
VHMERINTA VRV RIG, B—EEREZLOETILOICERD TV Y TEITIN,. ThoDT—
IR=2FL TN r—>avaBBLTCRBINET,

TRAY—CABLVZEDI7O—VIIHEERICEI—T, Y T7IESDEY Y TE CRLERTOHER
VET, LEDN>T. ABRFTRY—FLIFFDIO— VA #FHRHCAELTSEBLET,

VLY IRNDITTTF—IR—ZADSDY T RATLXF—DINY O Ty T

BAEMICIE, 1Y RY Y RDOMEHEREFIC. YRY—A VYV RIVRADEINY I Ty TINET, ¥—
BNy Ty TINTWRWEEY, Ny I Ty 7714 KbhiiEElE. PKCS12Export1—
TANTA—%5FRALTHITVATLLA VAV ADREY I NI T7TF—IR—ADMSF—%HET
5ZENTEZET, UTICHAERLET,

I PKCS12Export -debug -d /var/lib/pki/instance _name/alias -w p12pwd.ixt -p internal.txt -0 master.p12

RIS VA—VA VRV RABRETHERTZ IV O0—VI I VICPKCS#R 774 )V E—LF T, &F
X, T70—vBLU0F—2 87 28BLTLEIWL,

pa 3

F—IEHSMOASIT IV RAR—PMNTEFHA, L. BENATTOMAXA Y NTIE, TR
Y—E,ELUHSMAFRLT/7O—YA VY RI VAL VA MN=ILINTWBREY,
HSMIE®Ry =07 0 2R%=HR—K LET, BADAI VRAYVADPEALF—ANT
ZERAT 2HE. ZOF—EEAXNICIO— THEARBEICARY T,

HSM D\ F— %8y 0 7y T 2 BN B BHAIE. HSM OESETICRVADE T
I,

10.2.CAD Y O— >V {ER
. SRARY—CAARBREL. F—DON\v I TPy THERLET,

2. YA49—CADCS.cig 7 7 1)L T. ca.listenToCloneModifications /X5 X —#% —% B0 L
T YRI—=CANL TN =2 avT—IR—ADEEEHEHRTEDLIICLET,

I ca.listenToCloneModifications=true

3. 98—V TIYRTLAVRY VA% LET,
CAY TV 27T LDy O—ERNREEIC pkispawn TRHRELRRET 7 1 ILDFIIL, pkispawn(8) D
man X— D Installing a CA clone £ 2 3 & & U Installing a CA clone on the same
host £t/ avESRLTKEIW,

4. /7 O—VHMERT % Directory Server 1 YR 49 V A= HBEEL X,

I # systemctl restart pki-tomcatd@kra-clone-ds-instance.service
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p=-13]
Directory Server Z BT 5 &, BHINLRAF—IHIBHRAIAAINET,
INnE. N74—< VA Z@YPITIZHITBETT,

5 VOQ—VAVAYVAEBEEILE T,

I # systemctl restart pki-tomcatd@instance_name.service

JO—VDERERIC, TAMNEZETL T, master-clone BABZHMHEEL TWA T EAERLET,

. 70—V{ERIN- CADLIFRREAERLZF T,

2. BEXRkEEFBELET,

3. 7o —I(liRAEAY oy O—RKLET,

4. EFEREZEBYBELEY.

5, YA#H—CADCRL CTHRYBINLPEZHER L F T, ¥R H — Certificate Manager D
I—Y v M—EZXAR—I T, Update Certificate RevocationList =7 ) v L9, YR
NTCRLEW®RZELET,

CRL IZIx, 7 O—{EM I 17z Certificate Manager B3 L 2SEBAZEART-INE ., FERA
ERYRAMIBAWEESIE. OV R L CHBEEERLET,
10.3. 70— 1% M CA-KRA O RV ¥ —[EROELH
[HRAYLBES LG I7O0—>] THBAINTWSEESY., 70—V OERK % ICITHbN3BEICIE.
JA—VA VRAYVATREBTBIEHRFINEHA, AR, 7E—VICHNAONhEZERIEITRY —A1
VAV IE—INnFEHEA.
20—y CADERBICHLWKRAZA VR MN—I)LERLIFEI7O0—-—V LEABE. 70— CAICIEERTEIC
FLWKRAOXRVY—BERIEHY FHA, 2FY, 70—V CART—HATINE) VI AN
KRAICEELARWI EAEKLET,

FLWKRADMMER F/AIE/0—rInd W, Z20ax09—BHRa77 04 A hToO—> F
MINZITRTOCAICAE—LZET, Ihillk. pkica-kraconnector-add v > R&ERL XY,

FE}TITOILENHZBEIEF. ROFIEZETLET,

. YRY—/0O—YII VT, YRYI—CADCS.clg 7 7 A ILAEBE, HiLWKRAIRI ¥ —
O ca.connector.KRA.* T RTCIAK—-LZET,

I [root@master ~]# vim /var/lib/pki/instance_name/ca/conf/CS.cfg
2. 70—V CAA VRV A%IFIELET ., UTFICAZRLET,

I [root@clone-ca ~]# systemctl stop pki-tomcatd@instance _name.service
3. 70—V CADCScfg 7 7ML ZRHEET,

I [root@clone-ca ~]# vim /var/lib/pki/instance _namelca/conf/CS.cfg
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4. HILWKRAA YR VY RF I/ O—yDax 09— EHRAIE—LZX T,

ca.connector.KRA.enable=true ca.connector.KRA.host=server-kra.example.com
ca.connector.KRA.local=false ca.connector.KRA.nickName=subsystemCert cert-pki-ca
ca.connector.KRA.port=10444 ca.connector.KRA.timeout=30
ca.connector.KRA.transportCert=MIIDbD...ZR0Y2zA==
ca.connector.KRA.uri=/kra/agent/kra/connector

5. 78—V CAZEHLIET,

I [root@clone-ca ~]# systemctl start pki-tomcatd@instance name.service

10.4.0CSP Y4 7Y 25 LMD O—{ERK
. YAY—OCSPARBEL. ¥F—&NRv o7y S LFT,

2. YA%— OCSP M CS.ctg 7 7 1 JLC. OCSP.Responder.store.defStore.refreshinSec /%>
X—%—7% 21600 LLADESICREL X T, 21600 F 70—V DEREICRY T,

# vim /etc/instance_name/CS.cfg

OCSP.Responder.store.defStore.refreshinSec=15000

3. pkispawn 1—7 1 )74 —%FRAL T, 70—V TIRATLLA VRV AEERLET,

OCSP # 7+ 25 LM%Y O— v BEIC pkispawn THEARRET 7 1 LOFIE. pkispawn(8) D
man R—Y =SB LTI,

4. /7 O—YHMERT % Directory Server 1 YR 9 V A= HBEEL X,
I # systemctl dirsrv@instance _name.service

R

Directory Server ZHBiE# T 5 &, BHINLRAF—IHNBHRAIAAINET,
IhiE, N7 A=V RZBYITITIOHICBETT,

5. VO—VA VARV RAEBEBLET,
I # systemctl restart pki-tomcatd@instance_name.service

JO—VDERERIC, TAPMNEZETL T, master-clone BAZHMHEEL TWA T EAERLET,
. CRLAVYRY—OCSPICABINBE LI, YRAI—CATOCSP AHAEEZRELZET,
2. CRLAEEICABEINAES, I—V Y MR—UDYRY—BL070—VERIN7= OCSP
@ List Certificate Authority ') > 7 OB A 2R L E£T, Y RAMIA—TARFIERY T
Ao
3. OCSPClient V—JLEFHA LT, YRY =LV O0—2{ERM I N7z Online Certificate Status

Manager ICOCSP XK ZZEFELET, DY -, BADYRX—Y v —H 5[ L OCSP Ik
BeRIITRILEIHYITT,
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105.KRA Y 7 RAF LD O—{ERK
. master W 7V AT LEEREL, ¥F—A&2Nv I 7y TLET,
2. pkispawn 1—7 1 )74 —%FRAL T, 70—V TORATLA VY RI VYV AEERLET,

KRAH 7Y X7 LDV O— VBIC pkispawn TRERFEE T 7 1 ILDFIIE. pkispawn(8) D
man X— ® Installinga KRAor TPSclone /> a YA SR LTIV,

3. Y 0—YHMERT % Directory Server 1 Y R4 V A= HBEEL X,
I # systemctl dirsrv@instance _name.service

e

pa )

Directory Server #BEH T 5 &, B INLAF—IDVBHRZAIAAINET,
IhniE, N7 A=V RZBYITITIHICBETT,

4. YO—VAVRIVAEBEHLET,
I # systemctl restart pki-tomcatd@instance_name.service

JO—VDERERIC, TAMNEZEFTLT, YRY—¢70—VORERIEELTWE I EAERELE
-a—o

L KRAZI=Y IV hDR=JIIBFHLET,

2. ListRequests =7 vV LXY,

3NIITRANIATHELVPRT—4 2D Show all requests DRTERIRL T,
4. EZE =0V v I LET,

5. 78—VERINIZKRA EXYAY —KRADIERALBELET, BRIIA—THBZERA
IhZxEd,

106. TKSH T RF LD Y O— 2V ERK
1. master Y 7V AT LEEREL, ¥F—A&2Nv I 7y TLET,
2. pkispawn 1—7 1 )74 —%FRAL T, 70—V TORATLLA VY RI VY AEERLET,

TKSH T X7 LD Y O— VEIC pkispawn THEREEE 7 7 1 ILDOBIIE. pkispawn(8) D
man X— ® Installing a KRA or TKSclone 27> a v A S8R LTIV,

3. 70—VAVRIVREBRELET,
I # systemctl restart pki-tomcatd@instance_name.service

TKS DiHZEIE. AY—MAH—R%EZEEKL TH S Idapsearch 21T L C. BLF—BHRHIEHDOT—4
N—ZUIBEFNTWE I E2MHRLET,

10.7. ¥R —& 70—y DEH
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CRLZEMT 21207V T4 TRCADHD, AL MROY—RICHFETEET, AHRIC. CRLEZR
892 OCSPIF1DRIFEL MRAOY—RICFEETEET, TDEH, /O0—VIFWDTHHFAETE
FIH. CABLUVOCSP RICREINAY ARSI —IF1DEIFTY,

KRA & TKS DiFH. YRA—&/7O0—VDOBICEREDEWEHY FHAD, CA & OCSP IZIFWL D
DDEREDEWVHAHYFET, Chid. SRY—=DA T4 VIR 275E8. BEYAVTFVADE
D, FLIEPKADY TV AT LADKEAZTET SO, BEOYAY—%/0—VICBREL, 7
A—YDID2EYAY—ICEBRIERIThIERS AW EEEKRLET,

10.71.CAVO0—VBLUVTRY—DZHh
. YA —CANEITHDOZEIXFLELET,

2. BEDTY RS —CABZRETA LIV N —%Z2FHTZET,
I # cd /var/lib/pki/instance_name/ca/conf

3. YRAY—DCScfg 771 I %EMREL. CRLELUAVYTFUYRAL Y REEEI/O—2EL
THRELZET,

o FT—AHAR—ZAAVFTFVRRAL Y ROFIEEZBEMICLET,
I ca.certStatusUpdatelnterval=0
o FTHINR—ZADL TN r—La vEEOEREEMCLET,
I ca.listenToCloneModifications=false
® CRLFvYYaDAVTFVREEMILET,
I ca.crl.IssuingPointld.enableCRLCache=false
o CRLAEMZEMICLET,
I ca.crl.IssuingPointld.enableCRLUpdates=false
o CRLEKREHFIMYRI—ICVIAILIPMNTBLIICCAZRELET,

master.ca.agent.host=new_master_hostname
master.ca.agent.port=new_master_port

4. oO0—VERINE CAY—NR—% L LFT,

I # systemctl stop pki-tomcatd@ instance _name.service
5. 70—V CADHRETALIN)—ZRAEET,

I # cd /etc/instance _name

6. CScfg 771 ILEMREL T, 70—V EFHRIRAYI—ELTERELET,

181



Red Hat Certificate System 9 5t#i, 1 YA h—Jb, LT TOAM AV bDHA K

a. ca.crl. EHBEFH THIRT 2 /1T ZHIRL I T,

b. ca.crl. THE 32&1T%. UEIOYRAY —CACS.cfg 7 7M1 ILHh 5, vO0—VIERI N
CAMDCS.cfg 774 IVICOE—LZXT,

C. T—INR—AAVTFTVRAL Y ROFIEEBMILEYS, YRI—CADT 7 4L ME
1% 600 T,

I ca.certStatusUpdatelnterval=600
d T=9R=—Z2DL ) r—2avDE=S )V ITEBMILET,
I ca.listenToCloneModifications=true
e. CRLF v+ Y 2YaDAVTFYREBEMILET,
I ca.crl.IssuingPointld.enableCRLCache=true
f. CRLEKZREMICLET,
I ca.crl.IssuingPointld.enableCRLUpdates=true
g CRLEMEXRD)SAL YV MEEEEMICLET,

master.ca.agent.host=hostname
master.ca.agent.port=port number

7. HRT RS —CAY—N—%RBBLET,
I # systemctl start pki-tomcatd@instance _name.service
10.7.2.OCSP 7 O — ¥ DZ#

1. OCSPYRY —1'HEL TWBIGaIXELELET,

2. BEDTRAY—OCSPERETA LIV M) —&ERHETET,
I # cd /etc/instance_name

3. CS.cfg =##m& L. OCSP.Responder.store.defStore.refreshinSec /X> X —4% —% 21600 |
ey NLET,

I OCSP.Responder.store.defStore.refreshinSec=21600
4. 75400 O—ERINT OCSP H—/R"—%{E1E L EF T,
I # systemctl stop pki-tomcatd@ instance _name.service

5 20— VERRINIZOCSP L ARV Y —DEETA LI MN)—A2ETZT,
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I # cd /etc/instance_name

6. CS.cfg 7 7 1 L =B X, OCSP.Responder.store.defStore.refreshinSec /X5 X — 4 — % HilFR
TN, TOEEEOUADOHFICEELEY,

I OCSP.Responder.store.defStore.refreshinSec=15000
7. T RH—OCSP LRARVF —H—NR—%EEL XY,

I # systemctl start pki-tomcatd@instance _name.service

108. BEX— N EINLCADYO—VERK

SEBAZEDHIRMITINZ S, BEXBABZMELIHY FET., Thid, TOF—RT7EZBFAL TH L WA
EAXERTIIAAELEF TSI, FILOWF—RFEMPAELERTDIEICE > TEITTEEY, 2
DEHOAEZEITITBX—A VT EHIEhET,

CADF—IPBEREINDE, FILLWF—RTHIAPFET —IR—AIIREINZETT, CNSITBED
BEODF—BRBTY, LEL. YTV RATLEEETZIHE. BETOEZRIE, CScfgfRE7 71 /L
ICHRHINTWE CAREBERIDAZF Ty I L, SAET—IR—ADEHIZTEINTE., ThH5DHE
DIFEHFINEEA.

CADF—HNHEEREINLE, EEENZO/O—VEERLELDIETEE, 70— I N/ CAIR.
F-HIBREINAREOAASTOEMICKAL, RDIZ—EEBICTF—OTICRRIINEY,

I CertUtil::createSelfSignedCert() - CA private key is null!

BEHLELCAODIO—VZERT BICIE. UTEEITLETS,

1. CS.cfg 77 AL T, MBRIDEITRTHRELET.

# grep privkey.id /var/lib/pki/instance_name/ca/conf/CS.cfg
cloning.signing.privkey.id =-4d798441aa7230910d4e1c39fa132ea228d5d1bc
cloning.ocsp_signing.privkey.id =-3e23e743e0ddd88f2a7c6f69fa9f9bcebef1ab0
cloning.subsystem.privkey.id  =-c3c1b3b4e8f5dd6d2bdefd07581c0b15529536
cloning.sslserver.privkey.id =3023d30245804a4fab42be209ebb0dc683423a8f
cloning.audit_signing.privkey.id=2fe35d9d46b373efabe9ef01b8436667a70df096

2. NSST—IR=—RIFEHFEINTWBREOHWBHERID I XTHAL, Th%z CSclg 77 1)L
IKRFEINTWSMERID SEBRLET,

# certutil -K -d alias

certutil: Checking token "NSS Certificate DB" in slot "NSS User Private Key and Certificate
Services"

Enter Password or Pin for "NSS Certificate DB":

<0>rsa a7b0944b7b8397729a4c8c9af3a9c2b96f49c6f3 caSigningCert cert-ca4-test-
master

<1>rsa 6006094af3e5d02aaa91426594ca66ch53e73ac0 ocspSigningCert cert-ca4-
test-master

<2>rsa d684dal39bf4f2789a3fc9d42204596f4578ad2d9 subsystemCert cert-ca4-test-
master

<3>rsa a8edd7c2b5c94f13144cacd99624578ae30b7e43 sslserverCert cert-ca4-test1
<4>rsa 2fe35d9d46b373efabe9ef010b8436667a70df096 auditSigningCert cert-ca4-testi
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ZOBITIH, BEEZLF—DHHIRALT, MEIEEICARY T L,

3 ATy T 2THF—%REL. ThoEEBRLMLIE (certutil 2389 £ D) Hh5ERLFEH Java
BigInteger (Certificate System 7 —4 N — Z [TH&#R) ICEH L F F,

ZhiE. calculator £721E 110.1 Tcertutil 55 Biginteger Z#a 7075 4.1 TR Y T N%{E
ALTEITTEET,

4. FILWF—DfE% CS.cfg 7 7 ILICIE—LZE T,

# vim /var/lib/pki/instance_name/ca/conf/CS.cfg

cloning.signing.privkey.id  =-584f6bb4847c688d65b373650c563d4690b6390d
cloning.ocsp_signing.privkey.id =6006094af3e5d02aaa91426594ca66cb53e73ac0
cloning.subsystem.privkey.id =-297b25c640b0d8765c0362bddfba690ba8752d27
cloning.sslserver.privkey.id =-5712283d4a36b0ecebb3532669dba8751cf481bd
cloning.audit_signing.privkey.id=2fe35d9d46b373efabe9ef01b8436667a70df096

5. TCAD 7 O— e DFRBBICKE>TCADZ7O—VAERRLET,

$110.1 certutil 55 Biginteger £ 7’055 A
Z? Java 7OV Z LlE, certutil 5D F—H % BEA Biginteger KR ICEBRTE F T,

Ih% Testjava RED java 7 7 1 ILE L TREL T,

import java.math.BigInteger;

public class Test

{

public static byte[] hexStringToByteArray(String s) {
int len = s.length();
byte[] data = new byte[len / 2];
for (inti=0;i<len;i+=2){
data[i / 2] = (byte) ((Character.digit(s.charAt(i), 16) << 4)
+ Character.digit(s.charAt(i+1), 16));
}

return data;

}

public static void main(String[] args)
{
byte[] bytes = hexStringToByteArray(args[0]);
Biglnteger big = new Biglnteger (bytes);
System.out.printin("Result is ==> " + big.toString(16));
}
}

RIS, 727400 =BIAVNNMILLET,

I # javac Test.java
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FNEFOMBDSA VAN—=IA T3y

pkispawn T{ERK L 729 X T®D Red Hat Certificate System 1 Y X4 Y A, 41 VA M—=)LINTW3
A VA VAICDWT, CAEBRIBREICFERIZT 74V INDEZTZILITY ALREAMD IPV6 7 K
LRABEHFATEINEIDNRE, A VA —ILINTWVWBAIVRAYVRAICDWTIRELET,

AETIH, ILWA VY RIVADA VA RN—IVEREICHEEESZ 2BMDEREL T a VIZDOWTER
BBLEXY, TDEH., INSDFIEDZL &, 41 VRV ADERINBREICEITINE T,

N1L8gEY 7 CA

TIAINREAFERATZE, BEOY T CALEFERTEEY, ChIZLY, 1DOH T CANRITY
ZABREDHEZITFAND LI, RETSZAR— XY b7 —=0 (VPN) =MD/ BREDY—E
AERETCEFET, BARKIC, BIOY T CAZRLIEIL— N CANRITTZIAHAZEDHEZIFAND LD I
DY —ERERETEET,

Y7 CADHREEIRAEZKET HEICIE. TOY T CA TRITINALIASZTE TR TEDICRY X
ER

Certificate System TCAY TR T L%ZERET D&, IL— N CAXEFNICETINE T, FHRT 2
BT CAIRITRTIDIL—h CADTRFICAY FT,

MNLLEEY J CADETE

CTEOYDBIEICHRLT, Y7 CADAVAN—JLIZREBCA L HEBCAICL>TERY 3, A
X, THECATODY TV RTFLDHETE] A#BRBLTLLEIV,

M.1.2. BE2Y 7 CA DIERRDEIL

BEORRTIE, BEBEIBREDOY T CAEENMTIVREIHYET, YT CADEM. TH, Fk
IXHIFR % BA < ICIL. Certificate System AM#E§ % Directory Server 1 Y 24 Y A TCUTFOIAY Y K%
AALET,

# Idapmodify -D "cn=Directory Manager" -W -x -h server.example.com

dn: cn=aclResources,o=instance_name

changetype: modify

delete: resourceACLS

resourceACLS: certServer.ca.authorities:create,modify:allow (create,modify)
group="Administrators":Administrators may create and modify lightweight authorities

delete: resourceACLS

resourceACLS: certServer.ca.authorities:delete:allow (delete)
group="Administrators":Administrators may delete lightweight authorities

ZNIAXRYVKNIK, YT CAABEBTZNN—Iv avaET2T 74 bDOT7 I ZRGHEE) R K
(ACLy TV MY —%HEIFRL £7,

pa )
BEDY T CAFRICEET 2 ACL =2 ZERXLITENT 2551%, BETHEZHIRKRL
i’a—o

N1.3. BEY 7 CA DEROBEML
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LRl. BE0DH T CA DIEKAEBEMIC L TWBIHHEIL, Certificate System AM#E ¢ % Directory Server
AVRAYVATUTFOAYY FEADL T, BEZBEANICTEIT,

# ldapmodify -D "cn=Directory Manager" -W -x -h server.example.com

dn: cn=aclResources,o=instance_name

changetype: modify

add: resourceACLS

resourceACLS: certServer.ca.authorities:create,modify:allow (create,modify)
group="Administrators":Administrators may create and modify lightweight authorities

resourceACLS: certServer.ca.authorities:delete:allow (delete)
group="Administrators":Administrators may delete lightweight authorities

ZDIARV KNI, POERAFE) AN (ACL) TV M) —%EMLET, TOIV M= YT CA%
BT LEZNN—IviavardELET,
N2. 47 2AF LD IPV6 DAL

Certificate System (&, ¥ 7Y X7 ABDEGE=BHFNICKES LIVCEELE T, IRXTOYTIRTF
LlE, EFaVTFA—RAA YDA VNR—=ELTCAEREL. PKIBEEEERITTIHRELHY T,
I BDERTIE, Certificate System U TV AT LAISHERAMNDRLEBEFI RN XA VEFLIEIPT7RL R
TRETEZET, 774/ bTIE, Certificate System (ZIPv4 7 KL R ERR NG EBEBICHRL &
I A, Certificate System (F3EHEIC IPv6 ZEAT 2 EETEE T, IPv6IE. MDY TR T ALAD

i, 3> Y —Jl (pkiconsole) ~DE#E. F/<ld tpsclient 2 EDIAXY RSA VYRV ) T MN&AN
L/TC*%I\J:‘E@ t“\ -a—’\‘—cw-'j'_/(_itﬁnﬁ—cﬁj'/ﬁ’_ I\ -Snf \/\i-a—o

I op=var_set name=ca_host value=/Pv6 address

1. Red Hat Certificate System /N\w o —Y %A VA M—=ILLE T,

2. letc/hosts 7 7 A JLICIPVA T RLABLIVIPVE P RLRAAZBRELZF T, UTICHlERLE
£

vim /etc/hosts

192.0.0.0 server.example.com IPv4 address
3ffe:1234:2222:2000:202:55ff:fe67:f527 server6.example.com IPv6 address

3RS, RIEEHEZTVAR—MLT, Y—N"—0DIPv6e 7 RLZRZFERALET., UUTICHIETRL
i’a—o

I export PKI_HOSTNAME=server6.example.com

4. pkispawn Z=E1TL T, #HiRA VY RY VX% E L F T, CS.cfg 7 7 1 IVRDHY—/R—DKRZRX
NEDIEIX, IPv6 7 RLRICEREINZE T,

N.3.LDAP R—ZADEH7O07 71 ILOEMIL

LDAP R—Z2D7O7 74V EFRALTA YA N=ILTBITIE. pkispawn :RET 7 1 )LD [CA] 74
> 3 VIC pki_profile_in_Idap=True # 7> a v AEEL X7,
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—

pa )

ZDiE. 707 747 74 )Lk Ivar/lib/pki/instance_namelca/profiles/ca/ | % D
FERRINFTA, ERINZET,

BEDA VY ZAY VYV ATLDAPR—=2O7O7 74 ILEBMICT BICIE. 1 VAV AD CS.cfg TUTF
ZEBELEY,

I subsystem.1.class=com.netscape.cmscore.profile.LDAPProfileSubsystem

RIS, pkiAX Y R4 A—FT 4 VT4 —FRWEHRILRAY ) ThEFERLT, 70774 )% F
BTT—9R—RITMI VR—FLZET,

N4.TLSESDHRAITA X

AVAPM—IVBEFICTLSBES 2 BAT 2 &N TEZXY, [RedHat Certificate System B A4 K1 D
FEESEDHRE] £/ avaSRBLTLEIN,
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EREA VAN EI/OA—VIERDONZ TV a—TFT4 27
AZTIE. Certificate System D4 VA M —JUBFICHKET B LY — &R A VX M—I)L ERBITORBED
NS TN a—FT1 VT %HEBALET,

121142 M=)b
B : Certificate System /Xy Sy —J X EHIFIRR"INIHA.

T: BEVOYRTFTALAN RedHat Y TRV ) T2 a VEBY —ERICELLEHFIN, AMAat 7R
7)o avhEIY BTSN, Certificate System DY RY M) —DBEMICA>TWDB I & A5ESR
LEY., 55MilE. RedHat 7RI 7Y 3 v DHRMASE LU Certificate System /Xy r—'1)
RYKMN)—DBEME] 2SBLTLLEIN,

Bl: int ARV YTMIOKART—YREERLFLEDN, TOCAMVRAYVRARBELFHA. HH

i

NIFBILRWITTY, BE (BICTRHY FEAD), THIECAD) R F—DREESRL
FIH. IFXFLRARAIEZIONET, RELALIS—AERTZICE. UToavy RER
7L Cjournal OV #MAL £,

I journalctl -u pki-tomcatd@ instance _name.service

F 7i&. /var/log/pki/instance_name/subsystem_type/debug T7/X\v 7O 7 74 L&A ZE
ER

120DRMRIE. CAOPIDAHY, TAOEADNERITINTWEH, H—N—0D ) R F+—H1FEHINT
WEWZEEZRLTWRIBAETY, ChIZLY, JavalEUH LY 5 XA TS —7 catalina.out 7 7
AILIRENZE T,

Oct 29, 2010 4:15:44 PM org.apache.coyote.http11.Http11Protocol init
INFO: Initializing Coyote HTTP/1.1 on http-9080
java.lang.reflect.InvocationTargetException
at sun.reflect.NativeMethodAccessorimpl.invokeO(Native Method)
at
sun.reflect.NativeMethodAccessorimpl.invoke(NativeMethodAccessorimpl.java:64)
at
sun.reflect.DelegatingMethodAccessorimpl.invoke(DelegatingMethodAccessorimpl.java:43)
at java.lang.reflect.Method.invoke(Method.java:615)
at org.apache.catalina.startup.Bootstrap.load(Bootstrap.java:243)
at org.apache.catalina.startup.Bootstrap.main(Bootstrap.java:408)
Caused by: java.lang.UnsatisfiedLinkError: jss4

ZhiE, JSS FLIENSSDES/=/N—TaurhdTex2B%LFET, 7O RIC libnss3.so
PUBRETT, UTFTOaAT Y RTIhaERLET.

I Idd /usr/lib64/libjss4.so

libnss3.so AR DA S WIGE L. /etc/sysconfig/instance_nameikE7 7 1 W TIELWI S R
NR%&EFJRELET, RIC. systemctl restart pki-tomcatd@instance_name.service 1< > K%
FEALTCAZEBERLIET,

Bl : CAZBRIAAEOY TV MEGEHRITA XTSI, pkispawn 1 959571 T4V R
FP—ILE—FZEALIT,
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i

ZhITIE, /etc/pki/default.cfg 7 7 {1 L~ADERY VU RTBRET 71 ILHBBRET
9, pkispawn(8) & & T pki_default.cfg(5) D man R—IY =SB T ZI L,

B: W— FEEIRICERRZAHZTOADHBE EREZRELICWVWDTY D, pkispawn Z [ L THRE
I3HENDHIMY IHA,

%

IR7E. pkispawn = FH L CTERETE EFH A, 22 L. pkispawnTHERTZIHAE 077 1)L
ZimE L TIL— b CARERAZEZ &M T 2 AERHY X T,

HE
ZhiL. pkispawn & ZTLTH LW CAA Y RY VR EERT % Bl 1TOME
BHYET,

1. pkispawn BER T 27TD CARIBAE O 7 7ML ANy I T7 v FLET,

I cp -p /usr/share/pki/ca/conf/caCert.profile /usr/share/pki/ca/conf/caCert.profile.orig
2. REVAY—RIMERT 2 CARIRE O 7 7ML ERATE T,

I vim /usr/share/pki/ca/conf/caCert.profile

3. Validity Default OB R A FERDEIC) £y b LET., L&z E HE%E 2 FICER
TBICIE, ROOTY REEITFTLET,

2.default.class=com.netscape.cms.profile.def.ValidityDefault
2.default.name=Validity Default
2.default.params.range=7200

4, 7OT77ANICHLWT 74 MTY M) —%/ERKL, ThEYXMIEMNLT, TR
FrvavEBMLEY, L&A, ERNAHINILEREZEBINT 5ICE. T74ILN%E8B
MUET (ZDBITIET 7 4L MD #9),

9.default.class=com.netscape.cms.profile.def.BasicConstraintsExtDefault
9.default.name=Basic Constraint Extension Constraint
9.default.params.basicConstraintsCritical=true
9.default.params.basicConstraintslsCA=true
9.default.params.basicConstraintsPathLen=2

RISCHFLWT 74 MAERTE2TI74ILMNDYRMIT 74 MOBESEEMLZE
-a—o

I list=2,4,5,6,7,8,9

5 RO 740 %ERELLS, pkispawn T L THIE CAA VRV R EERK L.
BREVAF-RIIBEILET,

B: YT RTALAVRY VY REHBELEER. WebH—ERR—JICEHELLIDIETBE. HTTP
500 L5 —Od— KHBERRINZET,
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®:

190

INIEFHLAVW—RBNATIS—ChY, IFIFLRAI’EZSNET, journal. system.
5LV debug O 7 7 7ANTA VA VA LT, RELAEIS—ZHABLET, ThiE W
{DODD—RBUIBIS—HRLTVWETH, ORI EZHHY FT,

I5— #1.LDAP 77— R—EETL TV

ARERT —4 R — R |Z Red Hat Directory Server 1 Y 249 V AW BB L TWARWEEIZ, ZTDA VR
HUAIERMCTEE A, INIE. 1V RY Y ADHEFBIRREICA W journal 7 7 1 LT, FIHH
RETBIEEHY FHA.

java.io.lOException: CS server is not ready to serve.
com.netscape.cms.servlet.base.CMSServlet.service(CMSServlet.java:409)
javax.servlet.http.HttpServlet.service(HttpServlet.java:688)

Tomcat A1, I LDAP EfHOBIEABFELF T,

5558.main - [29/0ct/2010:11:13:40 PDT] [8] [3] In Ldap (bound) connection pool
to host cal port 389, Cannot connect to LDAP server. Error:
netscape.ldap.LDAPException: failed to connect to server
Idap://cal.example.com:389 (91)

A VRAF 2 ZDdebugd JIELLTFDL S ICRY XY,

[29/0ct/2010:11:39:10][main]: CMS:Caught EBaseException
Internal Database Error encountered: Could not connect to LDAP server host
cal port 389 Error netscape.ldap.LDAPException: failed to connect to
server Idap://ca1:389 (91)
at com.netscape.cmscore.dbs.DBSubsystem.init(DBSubsystem.java:262)

IZ—#2VPNAT7 V7 ERA%Z7Ov 7 LTW3

£E21D0HEEMEE LT, VPNENLTH T AT AICERL TWSEEEELHY £9, VPNIC
I%. Use this connection only for resources on its network 7 & DEREA T 3 U HEMIC
BOTWBMEIHYET, TOA T avHEMTA> TVWRVWEEIE, 1 VY XFVRD
Tomcat —EZD journal O 7 7 4 JLICIE, HTTP500 TS5 —ARETZ2—EOEKIS—H
KRRINET,

May 26, 2010 7:09:48 PM org.apache.catalina.core.StandardWrapperValve invoke
SEVERE: Servlet.service() for servlet services threw exception
java.io.lOException: CS server is not ready to serve.
at com.netscape.cms.servlet.base.CMSServlet.service(CMSServlet.java:441)
at javax.servlet.http.HttpServlet.service(HttpServlet.java:803)
at
org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.java:269)

at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:188)

at
org.apache.catalina.core.StandardWrapperValve.invoke(StandardWrapperValve.java:210)

at
org.apache.catalina.core.StandardContextValve.invoke(StandardContextValve.java:172)

at org.apache.catalina.core.StandardHostValve.invoke(StandardHostValve.java:127)

at org.apache.catalina.valves.ErrorReportValve.invoke(ErrorReportValve.java:117)

at org.apache.catalina.valves.AccessLogValve.invoke(AccessLogValve.java:542)

at org.apache.catalina.core.StandardEngineValve.invoke(StandardEngineValve.java:108)

at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java:151)

at org.apache.coyote.http11.Http11Processor.process(Http11Processor.java:870)

at
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org.apache.coyote.http11.Http11BaseProtocol$Http11ConnectionHandler.processConnection(Htt
p11BaseProtocol.java:665)

at org.apache.tomcat.util.net.PoolTcpEndpoint.processSocket(Pool TcpEndpoint.java:528)

at
org.apache.tomcat.util.net.LeaderFollowerWorkerThread.runlt(LeaderFollowerWorkerThread.jav
a:81)

at org.apache.tomcat.util.threads.ThreadPool$ControlRunnable.run(ThreadPool.java:685)
at java.lang.Thread.run(Thread.java:636)

12.2.Javad Y —IJb

i :

A .

= -

v

pkiconsole #B< Z &N TE X H A, EEH TN (stdout) T Java DHIADERRI NI T,

hiEBELL, BESTHIREDMI VAR —ILINTWVWED, BESIJIREDNT 74 MELT
BREINTWBZEAEKL Y, alternatives --config java #3217 L T. #IR L %« JRE 2R
L £9., Red Hat Certificate System IZI& OpendDK 1.7 WBRETY,

pkiconsole DE{T& A A X L7/=H. BEHEHA (stdout) TY v MIALGTEIhZ Lz, HH

IhiE, R—MIEEI’HZIEEEBKRLET, BER— MDSSL/TLSHZENEE>TWS
(serverxml DFFENEE>TWD) D, BEEA VI —T A RICT IV ERTZLEHICHEES
R— MRS INELAOVTIHLTT,

R—RrIS—RBUTDLIICHRYZET,

NSS Cipher Supported '0xff04"'
java.io.lOException: SocketException cannot read on socket

at org.mozilla.jss.ssl.SSLSocket.read(SSLSocket.java:1006)

at org.mozilla.jss.ssl.SSLInputStream.read(SSLInputStream.java:70)

at
com.netscape.admin.certsrv.misc.HttplnputStream.fill(HttplnputStream.java:303)

at
com.netscape.admin.certsrv.misc.HttplnputStream.readLine(HttplnputStream.java:224)

at
com.netscape.admin.certsrv.connection.JSSConnection.readHeader(JSSConnection.java:439)

at
com.netscape.admin.certsrv.connection.JSSConnection.initReadResponse(JSSConnection.java:4
30)

at
com.netscape.admin.certsrv.connection.JSSConnection.sendRequest(JSSConnection.java:344)

at
com.netscape.admin.certsrv.connection.AdminConnection.processRequest(AdminConnection.jave
:714)

at
com.netscape.admin.certsrv.connection.AdminConnection.sendRequest(AdminConnection.java:6:
3)

at
com.netscape.admin.certsrv.connection.AdminConnection.sendRequest(AdminConnection.java:5¢
0)

at
com.netscape.admin.certsrv.connection.AdminConnection.authType(AdminConnection.java:323)

at
com.netscape.admin.certsrv.CMSServerinfo.getAuthType(CMSServerinfo.java:113)
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at com.netscape.admin.certsrv.CMSAdmin.run(CMSAdmin.java:499)
at com.netscape.admin.certsrv.CMSAdmin.run(CMSAdmin.java:548)
at com.netscape.admin.certsrv.Console.main(Console.java:1655)

B: avy—IlLoR#EH%sRAA. YATLRI—FT—ZBERRAT—ROANEZERLFEFT., ThSDE
SMEHRAEANT B E. AVY—IDHERRINFHA.

%

AALEEI—HF—ZERRT—RHBBEMTHDZ I E2BRBLTLKEI W, ZDHERF. Ty T
HAOZEMICLTHIERLEY,

TNy THAEFMIZT BITIE. /usr/bin/pkiconsole 7 7 1 LB E. UWTDIT%#BMLET,

${JAVA} ${JAVA_OPTIONS} -cp ${CP} -Djava.util.prefs.systemRoot=/tmp/.java -
Djava.util.prefs.userRoot=/tmp/java com.netscape.admin.certsrv.Console -s instancelD -D 9:all
-a $1
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513% CERTIFICATESYSTEM D& E7 7 1 )L
TRTCDY TV RTLDERERET7 714 CS.cfg 771V TT, AETIE, CS.cfg 7 7 1 ILDIRE

ICBE T 2ERBERE LV EZDIL—ILICDOWTEHALET, TOETI, /SAT—RPWeb ¥ —EX
T7ANMNGRE, YTV AT LATERINZ ZOMOERNLRET 7M1 IICDOVWTHHRBALET,

13.1. CERTIFICATESYSTEM Y 7 AT LD 7 74 ILBLTTa LI K

\) —DIGFT

Certificate System H—/N—(&, 1D L DY TP X7 L% EL Apache Tomcat 4 Y A4~ A TERE S
nEd, BV TVRAT LR, BEDY A TOPKIBBDEREZLIEYS S Web 7 ) 75— 3 VTHRE
INFET,

FARRERY TV AT LIE CA. KRA., OCSP, TKS, 8LV TPS TY, &4 VY AR¥Y VI, PKI Y
TORATFLADIATETIDDREDBIENTEXET,

pkispawn <Y R&ERAL T, HEDA VRAI VY ARICY TV RTLEA VAN —ILTEET,

13.1.1. 141 Y A9V BB DIELHR

TI7AIWNBM Y RY Y ADOER (pki-tomcat) ICDWTIE, ?27?%2 B8R LTI,

RIBIFAEY —NRX—R—bOEYHT (T 72 D)

R—bS547 R—bES pz 56

X aT7hRKR—K 8443 HTTPSBATIV Ka1—H— I—Yxz vk, BLUEBEICLY
PKIY—ERICT IV ERTBEOIERAINEEIERKR— N,

X aThRKR—K 8080 HTTP AN LA—EDOITY RI VT4 5714 —HEDLDIC, LTIk
BWH—N—ICT7 IV ERTDHDICERINET, 7z&2IE, 3 TIC
ELINTVWRLHOESILT 2HEDMRW CRL 21RMET 2 70HICF

AXnzxzd,

AJP R— K 8009 702 RITY KD Apache 7OF ¥ —H—N—D5 AP EHRENLT
Y—N—=ILT7 VAT 2LOIERINET, HTTPSK—KMIZY 4
A1LY2KMNLETY,

Tomcat R— k 8005 Web H—N—Ic &> THEBRINET,

13.1.2. CAY 72 R F LIEIR

DTV avItiE, CAHTURATALAILEATHMISENRTWET, CAY T RTFT AT,
Certificate Server 1 Y 2RI VY AIIWeb 7T r—2a v ELTA VAN = TEBZHTORATLDI]
DTCY,

RKIB2T 7AW MV RI Y AD CAY T X T LER (pki-tomcat)

RE fa

AAVF4 LN — /var/lib/pki/pki-tomcat/ca/
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HE &

BRETALYIRN)— /var/lib/pki/pki-tomcat/ca/conf/[al
BREZ7AI /var/lib/pki/pki-tomcat/ca/conf/CS.cfg
YT RT LERE CA E&EIAZE

OCSP E4&:FBAZ (CA DHE OCSP —E X [)

TLS H—/\—Z[BRZE

BEENJTERINRE

Y72 257 LEERAE(b]

TXaVr1—FT—H94R=-2X /var/lib/pki/pki-tomcat/alias/[c]

O7774) /var/log/pki/pki-tomcat/ca/logs/[d]

ayo4 > =L /var/log/pki/pki-ca-spawn.date.log

aJo7>v4 VXM= /var/log/pki/pki-ca-destroy.date.log

BEEny /var/log/pki/pki-tomcat/ca/signedAudit/

TOa77AILT 7L /var/lib/pki/pki-tomcat/ca/profiles/ca/

A—ILBHMTFYTL—h /var/lib/pki/pki-tomcat/ca/emails/

Web H—ERX 774l I—Y x v MY —ER: /var/lib/pki/pki-tomcat/ca/webapps/ca/agent/

EMHY —E R: /var/lib/pki/pki-tomcat/ca/webapps/ca/admin/
IV Ra—H¥—HY—ER: /var/lib/pki/pki-tomcat/ca/webapps/ca/ee/

[a]/etc/pki/pki-tomcat/ca/ DTA ) T R

[b] YTV RATAIEBREREF 2 T4 — KA VICE > TEICRITINDG LD, V54TV NBHEVEETDERAAY
LANIDEBEIZZDOY TV RTLIBAZEERN—ICLE T,

[ INTCOYTYRT LIBABEDNA Y RAIV2AEF 1) T4 =T —IR—RRBFEIND I EITERLTLRIL,

[d]/var/lib/pki/pki-tomcat/ca ~ND T A 1) 7 X

13.1.3.KRA Y 7> R 7 LIEIR
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DT avITiE, KRAY T RTALAICET IS ENTVWET, CAY T RAT A,
Certificate Server 1 Y 2RI VY AIIWeb 7T r—2avELTA VAN =ITEBZHTORAFTLDI]

2T9Y,

R1B3ITITAINM YAV AD KRA Y T 25 LAER (pki-tomcat)

RE

XAVT4LI M) —

BRETALIMN)—

BRETZ7AI

7Y AT LAEEBRE

tFXal)T14—FT—9R=-2X

aJs 774

asoA4 A K=

Q7074 YA M=)

EExOy

Web y—ERX 7 74l

&

/var/lib/pki/pki-tomcat/kra/

/var/lib/pki/pki-tomcat/kra/conf/[al

/var/lib/pki/pki-tomcat/kra/conf/CS.cfg

NSV RR— NERAE

2 NL—VEIRRE

TLS H—/\—Z[BFZE

BEENJTERINRE

#7227 LEERAE(b]

/var/lib/pki/pki-tomcat/alias/[¢]

/var/lib/pki/pki-tomcat/kra/logs/

/var/log/pki/pki-kra-spawn-date.log

/var/log/pki/pki-kra-destroy-date.log

/var/log/pki/pki-tomcat/kra/signedAudit/

I—Y x v bY—ER:/var/lib/pki/pki-tomcat/kra/webapps/kra/agent/

EHHEY—E R: /var/lib/pki/pki-tomcat/kra/webapps/kra/admin/

[a]/etc/pki/pki-tomcat/kra/ IZ) > &

[b] YTV RTAEBREREF 2 T4 — R A VICE > TEICRITIND LD, V53AT VY MNBHEVEETDERALY
LARIVDIBEIZZDY TV AT LGAZER—RICLET,

[(]IRNTDYTYRTLFRENA YRS V2 EF 1) T4 =T —IR=ZAIRFEINB I LITEFRLTLLEIW,

13.1.4. OCSP 4 7' ¥ X 5 LEHR

196
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ZDEIT I VI, OCSPH 7Y RTAICETBEMIASENTWEYT, CAY T RT A,
Certificate Server 1 Y 2RI VY AIIWeb 7T r—2a v ELTA VAN = TEBZHTVRATLDI]
DTCY,

R1BATITAI MDAV RY Y ZAD OCSP 47T A5 AtEIR (pki-tomcat)

HKE 8

AAVTaL I MNY— /var/lib/pki/pki-tomcat/ocsp/
BRETALYIMN)— /var/lib/pki/pki-tomcat/ocsp/conf/[a]
BETTAI /var/lib/pki/pki-tomcat/ocsp/conf/CS.cfg
YT RT LERE NSV ZR— NERZE

2 b —UHRE
TLS % —/\—EBAE
BEENVELNRE
7Y 257 LEERRE(D]

X)) T4 —FT—IR—=2 /var/lib/pki/pki-tomcat/alias/[c]

Oy 2774 /var/lib/pki/pki-tomcat/ocsp/logs/
aJyo4 > M= /var/log/pki/pki-ocsp-spawn-date.log
aJo7>v4A VXM= /var/log/pki/pki-ocsp-destroy-date.log
BEEOY /var/log/pki/pki-tomcat/ocsp/signedAudit/
Web H—ERX 774l I—Yx v b —ER:/var/lib/pki/pki-

tomcat/ocsp/webapps/ocsp/agent/
EMH—E R: /var/lib/pki/pki-tomcat/ocsp/webapps/ocsp/admin/

[a]/etc/pki/pki-tomcat/ocsp/ ~D Y ¥ J

[b] V7Y AT LFAZEREF LY T4 — RAAVICE > TRICRITINGD. 7M7Y MRAEBLBEET DR A Y
LANIVDEBEIZZDOY TV RTLIBAZERN—ICLE T,

[T NTCOYTYRTLIRABNA Y RAIVAEF 1) T4 =T —IR—RRBFIND I EITERLTLRIL,

13.1.5. TKS % 7' R 57 L EER
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DT avITE, TKSH TV AT AICEATIHEMIAEENTVWEY, CAY T RT AL,
Certificate Server 1 Y 2RI VY AIIWeb 7T r—2a v ELTA VAN = TEBZHTVRATLDI]
DTCY,

RKRIBEY T AT LA VA b= F i (pki-tomcat IC & %) BINDA Y XY ¥ ADEBRDWT
hCE > TR I N B =T

HKE &

AAYTa LI R)— /var/lib/pki/pki-tomcat/tks/
HRETALIMNY— /var/lib/pki/pki-tomcat/tks/conf/[al
BETTAI /var/lib/pki/pki-tomcat/tks/conf/CS.cfg
YT RT LERE NS Y RR— NEEAE

2 ML —VRE
TLS 4 —/N—ZERZE
BEEOJELIRS
Y72 AT LFEERED]

X)) T4 —FT—IR—=2 /var/lib/pki/pki-tomcat/alias/[c]

O7774) /var/lib/pki/pki-tomcat/tks/logs/

ayo4 > M= /var/log/pki/pki-tks-spawn-date.log

aJo7>v4A4 VXM= /var/log/pki/pki-tks-destroy-date.log

BEEOY /var/log/pki/pki-tomcat/tks/signedAudit/

Web H—ERX 7 74l I—Yx v bY—ER:/var/lib/pki/pki-tomcat/tks/webapps/tks/agent/

EMHY—E R: /var/lib/pki/pki-tomcat/tks/webapps/tks/admin/
[a]/etc/pki/pki-tomcat/tks/ (2 1) >~ J

[b] V7Y AT LFAZEREF LY T4 — RAAVICE > TRICRITINGD. 7M7Y MRAEBLBEET DR A Y
LANIVDEBEIZZDOY TV RTLIBAZERN—ICLE T,

[]IRNTOY TV AT LEAABNA Y RI VY2 EF 21U T4 =T —IR-RIRBFEIND I EITERLTLEI W,

13.1.6. TPS % 7> X 7 L 1EIR
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DT avIliE, TPSHY T AT ALAILET HMISENTWET, CAY T RT AT,
Certificate Server 1 Y 2RI VY AIIWeb 7T r—2avELTA VAN =ITEBZHTORAFTLDI]
DTCY,

R1BE6TIAIMVAIVAD TPS YT A5 LtER (pki-tomcat)

HKE 8

AAVTaL I MNY— /var/lib/pki/pki-tomcat/tps
BRETALYIMN)— /var/lib/pki/pki-tomcat/tps/conf/[al
BREZ7AI /var/lib/pki/pki-tomcat/tps/conf/CS.cfg
YT RT LERE NS Y RR— NEERE

2 b —UHIRE
TLS % —/\—EBAE
BEENVELNRE
7Y 257 LEERRE(D]

t¥aVFa—FT—H94R=2R /var/lib/pki/pki-tomcat/alias/[¢c]

Oy 2774 /var/lib/pki/pki-tomcat/tps/logs/

ayo4 > =L /var/log/pki/pki-tps-spawn-date.log

aJo7>v4A VXM= /var/log/pki/pki-tps-destroy-date.log

BEEnY /var/log/pki/pki-tomcat/tps/signedAudit/

Web H—ERX 7 74l IT—Y x v bY—ER:/var/lib/pki/pki-tomcat/tps/webapps/tps/agent/

EMY—E R: /var/lib/pki/pki-tomcat/tps/webapps/tps/admin/

[a]/etc/pki/pki-tomcat/tps/ TV >~ ¥

[b] V7Y AT LFAZEREF LY T4 — XA VICE > TRICRITING D, 7M7Y MRAELBEETHRAAY
LARIVDIBEIZZDY TV AT LGAZER—RICLET,

[T NTCOYTYRTLIBABNA Y RAI VA EF 1) T4 =T —IR—RRBFIND I EITERBL TR,

13.1.7. £5F Certificate System % 7> X7 L7 7 1 JLDIFFR

H—N—2RBRIEDI=HIT. TRTD Certificate System Y TV AT LA VAY VY ATHERAIND T 1
LI RN)=DHYET O ICBEINTWETD),
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RIBTIY T AT AT 74 IIVDIBFR

T4 LY M) —DFRT aAvsoYy

/var/lib/instance_name A—H—EABDTA LYV MN)—DBRBELVAHRS
RAZXINEERETZ 74, TOT774)b, (HAZE
F—HIR—=2, Web 774 J)b, BLUVH TV AT L
A VARGV ADMD I 7AIIVDIBFRTH D XA VA
VAR VATA LI M) =DEFhET,

/usr/share/java/pki Certificate System # 7Y A F AL > THBEIN S
Java7—HhA T 774 IUDBEEFNET, IRTOY
TORTLDREI 74N EEHI Y TT14L D
M —ICH T RTLEEDT7 7AIDHY T,

pki/ca/ (CA)
pki/kra/ (KRA)
pki/ocsp/ (OCSP)

pki/tks/ (TKS)

TPSH T A7 ADMERL TWRWL,

/usr/share/pki Certificate System 1 Y 24 ¥ ZDEMRICFEAT 5 —
BB T 7AILETYTL—MEENET, TR
TOYTYRTLADHEBETI 7AILEEEIC, HT
TALIN)—ICH TV RTFLBED 7 74 LD H
YxEd,

pki/ca/ (CA)
pki/kra/ (KRA)
pki/ocsp/ (OCSP)
pki/tks/ (TKS)

pki/tps (TPS)

/usr/bin Certificate System 4 7Y 27 LADHET 5
pkispawn & & Uf pkidestroy 1 ~ 24 ¥ 5% E R
P2)FRBLTY—IL (Java, *MT1 7. BLV
EE1YF4—)AEENET,

/var/lib/tomcat5/common/lib O—A)®D TomcatWeb 7 ) r—2 3 v THES
N3 Java7—HAT 774N A~ADY) VI DBEFN.,
Certificate System Y 7Y R F AICL > THEI N FE
To TPSH T RFADERALTWRWL,
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T4 LY MN)—DFRT aAvsroYy

/var/lib/tomcat5/server/lib O—7J)L®D Tomcat Web H—/RN—I(C &> THERAI N
3Jdava 7 —RAT 7 74IADY) VI NEFEN,
Certificate System Y 7Y R F AICL > THEI W F
T, TPSH T RAFLDFEAL TLRWN,

/usr/shared/pki Tomcat % —/3—& & U Certificate System 1 ' X %
VANMERTEZT T =2 a v HMERTY S Java
T—hAAT 2714 EENET, TPSYHTIRF
ADERLTWEARWL,

TPSH 7Y RAF ALICE > THEAI NS Apache £
Ja—IhHEEFNFEI, CA. KRA. OCSP, F7iE
TKSH T RFATCIRFEAINIHA,

/usr/lib/httpd/modules

/usr/lib64/httpd/modules

TPS YT A7 LAMEMAT % Mozilla LDAP SDK Y —
o CA. KRA. OCSP, /WX TKSH T AT LT
BERXIhItEA.

/usr/lib/mozldap

/usr/lib64/mozldap

13.2.CS.CFG 7 71 JL

Certificate System W 7Y AT LADS VA A ATONRT 4 —lE, —EDRE/NSX—4 —TEEHINZE
To INLDNFTA—F—(F, BEFFICH —N—DFHAL CS.cfg 77 M IVLICREFEINZET,

CS.cfg (ASCII 7 7 1 L) BMER I . BTV RFTLDHEA VA N—LBFISETARRENT X =5 —H
AAINFET, A VRV ADKEDEERREF, YTV RATLAIVY—ILTEET DI ENHEREIN
F9, CNHPHRINDIAETYT, BEAVY—ITIT2RZERIE, REZ7 7M1 IILRBINET,

CSclg RETV 7 MV ZERBETHIEETEET, BAICL>TR, YTV RATLZEETIED
BELFEELRDGENHY T,

13.2.1.CS.cfg 7 7 1 L DR

Certificate System 4 7Y AT LADEA YV AH Y AITIE, HMEDERET7 71 CS.cfg hHYFT., &
YTV RTLAVRAIVZAD T 7AIVDABIE. YTV RTLDERERE. BIMDERES L VRE (F
B7O774)LDEM. BILI7TRAMNDEMERE), YTV RTLDIYA FICL>TERYET,

CScfg 77 Ik, A VRAIVADERETA LI M) —IZHYET,
I Ivar/lib/pki/instance_name/subsystem_type/conf
UFICHZERLET,

I Ivar/lib/pki/instance_name/ca/conf

1322.8F7 71 IV DiRE
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DIk

==
[=]

RENSA—=F—ICHEBELTLWRWNEEY, BEIY—N—|[IFFIhTWVWSEZE

ZRHETIC. RET7 7V ZEERELLVTCEIV, RET7AIHELL
EEINTWARWE, Certificate System (FREEIICKM L 9, BRENFEE> TL
& TANKRODNBEBEELDHY £,

CS.cfg 77 M IV EZEET ZICIE. UTOFIBICHEWVWET,

L YTV RTFALAAVRIY VA AELELET,

I # systemctl stop pki-tomcatd@ instance _name.service

¥ 72 1% (nuxwdog watchdog = L TW 355

I # systemctl stop pki-tomcatd-nuxwdog@instance name.service

=

BREZ77ANIE, A VAV ADBEBICKF Yy Y 2IlREEIhET, JVY—ILENLTA
VR VRAICMALEZRIEZ, 774D F vy an—avicZRaINET., H—/1R—n=

LFEEBEHINZE, Fr v Y allEZREINTVWBIRETI 7IADT 1 AVICEEAFh

TV, REZ77 AN ERETDHNICY —N—%EFLTHE, Y—N—FLEIDEFvrvIa
N=VaVDEENLEFEEINZET,

/var/lib/pki/instance_name/subsystem_type/lconf 71 L U ) —%FE £ T,
3. TFAMNITFT49—TCSclg 771 IVERHZTET,

4. ZF7AIVADNIA -5 —%HEEL T, EEZREFLIT,

5. YT VRF LA VRV AERALET,

I # systemctl start pki-tomcatd@instance _name.service

¥ 721% (nuxwdog watchdog = L TW 355

I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service

13.2.3.CS.cfg & E7 7 1 LD E

BYTORTLAVRY VR, BREAD TS AU Java VS ARBE, A VRIVADETRTD
BRENEFNIHEDAA VERET7AILCScfg BB UYET, NIA—F—ERFEDHRERFY TR
TLDIATICE>TERYFTH, — MBI CS.cfg 77 M IVIEH TV RTF LAV RAI VY ZADLLTD
BoEEELET,

o ZHI, R—KIEYHT, {1 VAIYVATALIMN)—, RRANERBREDEERY T RAT LAV
24V RIEER

e O/4
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o (VARHVADIA—H—FT 1 LU MY — (authorization) ICR L TEREET 2 TS V4 VB L UA
vy R

o (VA VANBTBEF2UTA—RKAAY

o HJLRT LEAE

o HITVRAFT LA VR VRILL>THERINZMOY T RT A

o HTIRFTLILL>THEAINEZT—IR—RILMTELIVPA VI VR

e TKSOF—7O774J)b, CADERREZO7 74, KRADF—1) AN\ —ICHEBEHRIT—
IV NREDPKIBEEY R DETE

BRENTA—F—D%L (PKIZRIDINTG A= —%RL) IF, §RTJavaR—RQAVY —)L%&fE
AT 57, CA, OCSP, KRA, BLUVTKSETIEFEAERALTY, L >T, IV —ITERE
TIXBHREIIE, BRONZA—=F—DHYFET,

CS.cfg 7 7 1 )LIE. EARBIL parameter=value XX T,

#comment

parameter=value
CS.cfg 774 ILTIE, N A—=49—T0Ov VD% ITpound (#) XFTIAY M7V MINFEBIRH
BAXY MDHYFS, IAXAV M ZET FRALNASIX—=F— FLEARIVIADINFTA—F—F
H—N—ICL>TEBRINZET,

pa

TPSDNITHRET, CS.cfg 77 AINTAAY MT I MINTVBITHAEEINALLA
YFEF, TPSCS.cfg 77 AL DITAEAXY N7 T BDTIERL. ThSDTEHIR
$BREFTY,

AVRIVZADRALERERET /X7 X—4—F. ALTAYZICTIL—TFEIh2ERALHY &

log.instance.System._002=##
log.instance.System.bufferSize=512
log.instance.System.enable=true
log.instance.System.expirationTime=0
log.instance.System.fileName=/var/lib/pki-ca/logs/system
log.instance.System.flushinterval=5
log.instance.System.level=3
log.instance.System.maxFileSize=2000
log.instance.System.pluginName=file
log.instance.System.rolloverinterval=2592000

ER

fN3.1CS.cfg 7 7ML DOTHE
log.instance.System._000=##
log.instance.System._001=## System Logging
log.instance.System.type=system

i

BED—ERiE, YT AT LTI RCRATBEHDICEILTITAN Va7, RAREDTST4 V%EME
ALTEEINET, INHDNRIX—F—DFE, T3 T4 VAV RIVRITIE. —BO#HBITF (H

203



Red Hat Certificate System 9 &, 1 VA b=, BLTTFTOM AV b DHA K

TVATFLICH L THRVCHEINDIALE TS 7M4 DA VRS Y AN EREFEET 2HREMELH 5720D).
RETSTAVE, BLVJava VS ABHY T,

authz.impl._001=## authorization manager implementations
authz.impl._002=##
authz.impl.BasicAclAuthz.class=com.netscape.cms.authorization.BasicAclAuthz

authz.impl._000=##
authz.instance.BasicAclAuthz.pluginName=BasicAclAuthz

| BI13.2 4TS 25 ABIER

pz o-1o)
BRENSGA—Y—DEEBENIC T+ —< Y NTEIRELRDH DD, 2D2DIL—ILEEE
TEIRELNDHY FT,

o N—HSAXTBIUEDHDMEIX. UTFSXFETHEINENHY T,

® CSclg 771 IIE. NIA—H—EDORZv>a (/)Y R—bLET, EIC
Ny P25y a(\) BBERBER. RSYYa1TIRY—TT3RENRHY
F9, D2FY. 20DV IRy 2T CTERTIZLENHY £,

UTDtE7> 3Tl CSefg 771 VBRESLUVNRNTA—F—DR Iy T3y T, Thbd
&, TERSEERY CS.cfg 77 1IN A =9 —DHITIEHY FHA, T, BV TORTLEE
T77AITHATRERNSA =Y —EFRAINZINSA—9—FERYFITHN, BLULTVET,

13231 T AT LDHEEXETE

BEARMREREIE. YTV AT LOKEPEMEICERZRRKR ISR, 1 VRV ZEBRICEAEDED
Td, ThIllE, A1 VRIVRE, root T4 LI MN)—, 7OZADIA—H—ID, BLUVKR— I ES
DEREIPEFNFT, A VAIYVADWEA VA M —ILFIFRERFICEY Y TONBRENEL

l&. pkispawn TRINZE T,

pki_ds_password=Secret.123

# Optionally keep client databases
pki_client_database_purge=False

# Separated CA instance name and ports
pki_instance_name=pki-ca

pki_http_port=18080

pki_https_port=18443

# This Separated CA instance will be its own security domain
pki_security_domain_https_port=18443

[Tomcat]
# Separated CA Tomcat ports
pki_ajp_port=18009

[DEFAULT]
pki_admin_password=Secret.123
pki_client_pkcs12_password=Secret.123
pki_tomcat_server_port=18005

‘ B13.3CADEREXA VR H >V RINF A —4 —: pkispawn 7 7 1 )L ca.cfg
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BF

R— MREREDIERIE CS.cfg 77 ML EFh 95, CS.cfglllE FBE ShEt
Ao H—/IN—ZEN server.xml 7 7 A ILICEEEINZE T,

CS.cfg & £ U server.xml DR— k&, BREFDRHCS 1 Y RI VR E—HLTWB
ErHYET,

13.2.3.2. O V%

YTV RATFLDYA FIE 2T, BEAELROTICIEVWL DHDY A THHYET, &894 7007
&, CS.cfg 7 7 M ILICHBEDREIY M) —HDHYET,

Ez2E CAICIR NS Yo avyO/lZEOZOTIVN)—AHYET, ChickY, os/o—5—
vav, Ny 77 —0O47, QLRI EDHREIATEEICARY T,

log.instance.Transactions._000=##
log.instance.Transactions._001=## Transaction Logging
log.instance.Transactions._002=##
log.instance.Transactions.bufferSize=512
log.instance.Transactions.enable=true
log.instance.Transactions.expirationTime=0
log.instance.Transactions.fileName=/var/log/pki/pki-tomcat/ca/logs/transactions
log.instance.Transactions.flushinterval=5
log.instance.Transactions.level=1
log.instance.Transactions.maxFileSize=2000
log.instance.Transactions.pluginName=file
log.instance.Transactions.rolloverlnterval=2592000
log.instance.Transactions.type=transaction

INLDNFA—=H—EFTDEDEEMIE. [Certificate System O T DEEE] Z#SRLTLEIW, B
BEOVHIPAEMCAR>TWSBRY, ThoDEEIYTSA4A TV RITIEFELZE A

13.2.33. B H L UBTOH

CS.cfg 7 7 M IVICIE, A—H—DPYTVRFASA VR VR FRID) ICT VAT B HEP. RBIEIh
E1I—Y—0DER GRA) SNd702avaRELET,

CSHTVRFTALIE, BIATZ7A4AVEFALT, YTV RATALICOATA VT2 AEEEELE T,

LLTFofix,. SharedSecret& W\ ZeidD JAVA TS5 4 V%4 VR4 > R{6d % SharedToken & L
DRARDERA Y RAY VA %ERLTWET,

auths.impl.SharedToken.class=com.netscape.cms.authentication.SharedSecret
auths.instance.SharedToken.pluginName=SharedToken
auths.instance.SharedToken.dnpattern=
auths.instance.SharedToken.ldap.basedn=ou=People,dc=example,dc=0rg
auths.instance.SharedToken.ldap.ldapauth.authtype=BasicAuth
auths.instance.SharedToken.ldap.ldapauth.bindDN=cn=Directory Manager
auths.instance.SharedToken.ldap.ldapauth.bindPWPrompt=Rule SharedToken
auths.instance.SharedToken.ldap.ldapauth.clientCertNickname=
auths.instance.SharedToken.ldap.ldapconn.host=server.example.com
auths.instance.SharedToken.ldap.ldapconn.port=636
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auths.instance.SharedToken.ldap.ldapconn.secureConn=true
auths.instance.SharedToken.ldap.ldapconn.version=3
auths.instance.SharedToken.ldap.maxConns=
auths.instance.SharedToken.ldap.minConns=
auths.instance.SharedToken.ldapByteAttributes=
auths.instance.SharedToken.ldapStringAttributes=
auths.instance.SharedToken.shrTokAttr=shrTok

—EBDEREIRE TIE. LDAP T—IXR—RZFAL 21— —T v M) —%&KHFT BB A EERIRT
TEY, TOHBE., T—IR—RAFBEE. UTIKRTEIICTSITA Vv EEHILREINET,

authz.impl.DirAclAuthz.class=com.netscape.cms.authorization.DirAclAuthz
authz.instance.DirAclAuthz.ldap=internaldb
authz.instance.DirAclAuthz.pluginName=DirAclAuthz
authz.instance.DirAclAuthz.ldap._000=##
authz.instance.DirAclAuthz.ldap._001=## Internal Database
authz.instance.DirAclAuthz.ldap._002=##
authz.instance.DirAclAuthz.ldap.basedn=dc=server.example.com-pki-ca
authz.instance.DirAclAuthz.ldap.database=server.example.com-pki-ca
authz.instance.DirAclAuthz.ldap.maxConns=15
authz.instance.DirAclAuthz.ldap.minConns=3
authz.instance.DirAclAuthz.ldap.ldapauth.authtype=SsIClientAuth
authz.instance.DirAclAuthz.ldap.ldapauth.bindDN=cn=Directory Manager
authz.instance.DirAclAuthz.ldap.ldapauth.bindPWPrompt=Internal LDAP Database
authz.instance.DirAclAuthz.ldap.ldapauth.clientCertNickname=
authz.instance.DirAclAuthz.ldap.ldapconn.host=localhost
authz.instance.DirAclAuthz.ldap.ldapconn.port=11636
authz.instance.DirAclAuthz.ldap.ldapconn.secureConn=true
authz.instance.DirAclAuthz.ldap.multipleSuffix.enable=false

LDAP DEFX 2 7HREBEE/NSA—Y—DBBIE. [TLSV 547> FREOAEME] #SRBLTLKE
TV, WSIA=—H—NRRARPFRRINZABTERERY FE IS, MADHZATCRLCRZRFIEEIFITIINE
_a—o

CAlF, A—H—VUIVIRANDERBAAZILEMVETY, Thid. EKRDREERAEEKIC, BWYRERE
TSTAVEREEL, TDEHICAVRAIVAEHRELTITWET,

auths.impl.AgentCertAuth.class=com.netscape.cms.authentication.AgentCertAuthentication
auths.instance.AgentCertAuth.agentGroup=Certificate Manager Agents
auths.instance.AgentCertAuth.pluginName=AgentCertAuth

13.2.3.4. Y 7> A5 LASEBAZ D%

BEOYTORATLICE, BEZ7AIVDEYTORATLIRAEOI Y N) —DHY £,

ca.sslserver.cert=MIIDmDCCAoCgAwIBAgIBAzANBgkghkiGOwWOBAQUFADBAMR4wHAYDVQQKExVS
ZWR...
ca.sslserver.certreq=MIICizCCAXMCAQAwWRjEeMBwWGA1UEChMVUmMVKYnVKkY29tcHV0ZXIgRGOtYWI
uMSQwIgYDV...

ca.sslserver.nickname=Server-Cert cert-pki-ca

ca.sslserver.tokenname=Internal Key Storage Token

13.2.35. WEBLRY T AT LDETE
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Y Ed, BYTORTLIECAILKET 2720, CA(BLUVZEOMOBERY T RTL) YT
VRTLDERETHRET I2LENHYE T, BOY TS AT LAANDEFEORIIC conn. Z[FIFTHH,
TORTLDIA TEBBSNMTITONET,

conn.cal.clientNickname=subsystemCert cert-pki-tps
conn.cal.hostadminport=server.example.com:8443
conn.cal.hostagentport=server.example.com:8443
conn.cal.hostport=server.example.com:9443
conn.cal.keepAlive=true

conn.cal.retryConnect=3
conn.cal.servlet.enroliment=/ca/ee/ca/profileSubmitSSLClient
conn.cal.servlet.renewal=/ca/ee/ca/profileSubmitSSLClient
conn.cal.servlet.revoke=/ca/subsystem/ca/doRevoke
conn.cal.servlet.unrevoke=/ca/subsystem/ca/doUnrevoke
conn.cal.timeout=100

13.2.3.6. T— 9 R—RF&E

IRTCDYTVRTALIELDAP T4 LY M) —%EFERALTEALDOBEREERELE T, CORET—%4
R—2X(F internaldb /XS X —49 —TREINFT TN, TOMBDERELS T a3 v H%#dH % tokendb /X
TA—=H—THRELLTPS 2BRET 7,

internaldb._000=##

internaldb._000=##

internaldb._001=## Internal Database
internaldb._002=##
internaldb.basedn=0=pki-tomcat-ca-SD
internaldb.database=pki-tomcat-ca
internaldb.maxConns=15
internaldb.minConns=3
internaldb.ldapauth.authtype=SsIClientAuth
internaldb.ldapauth.clientCertNickname=HSM-A:subsystemCert pki-tomcat-ca
internaldb.ldapconn.host=example.com
internaldb.ldapconn.port=11636
internaldb.ldapconn.secureConn=true
internaldb.multipleSuffix.enable=false

umpwt$17n&EtN5x Y —DERBAIE., [TLS 27254 7 hREEDAEMIE] Z#28BLTLKE
IV, TSV 547> hEREEDAEME] & LAADE Em%%%UiﬁA

13.23.7. F 12— DAL L UH

Bx7OERICIE. RITUALEBELZTALIMN)—FLE 7 7AMICRRALET, Lar>T, EX
BICIE. RYMOIAEEKREZALE Y. L. ARy M7 —2ICGIAEZ /T2 &, RIT70OE
ADNKIBITGELSRY, VI TR MDPREVAETIICAY XS,

CORREERT ZHIC. EEEE ARAF1I—2BMCTEET, NTYvaFa—iE B
PJIAMNF21—%FERATZ) TR MNRES L OEFKZRE (AEDLDAP 714 L7 M) —%HD AlgEME
BHZ)ENBMLET, EXFa2—R@FTCIKEHFIN, BEHFTOCAPET LEIEERLET, —

B, RREF2I—DRYNTI—I NS T4 v ID—BFEEEFICERZEELET,

AREF2I—IF, BRINLEAEZTEICHLVWAL Y FEZRDTIERARL, EHRINEIREZ 2RAY
PEEFADHBINLBDAL Y FERELE Y,
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NTYwoaxa—ETF 74 NTERICHE>TVWET, DFEEBERNICTEEEEIC, CAOdYY—IL
TEMICTZIENTETET,

. .
g am
[ »

¢ ' NTYwoaxa—ETF 740 NTERICH>TVWETHA, VY —ILTLDAP AN
\ BWMRGEICIEIF 2 —IEENICEMIIRY EFT, ThUNDHBEIX, F2—%5FET
N BMITEET,

EQ13.1 2RA¥ 2 —DHIME

Console Edit View Help

Certificate System

Configuration

Red Hat Certificate System:< [ General |
£} Users and Groups 5;
@) Access Control List ;| [vIEnable Publishing

Log :
System Keys and Certif|c : Enable Publishing Queue
Authentication 3

o @ Job Scheduler | [Enable Default LDAP Connect
9 [g Certificate Manager :
" Certificate Profiles

@ Notification
=] CRL I umg Points

Destination

13.2.3.7.1.CS.cfg 7 7M1 W& #m&E L T. Queue DEIML &%

CScfg 7 7M1 IVEREL TNRT Y v aFxa—%2BMNCT L. EEEFRFAAT v aBREICHERT
ALY ROEPF 21— R=—IHYAIRE, NTYVyv2ad2b04 T3V ERETEET,

L BET7AINERECTEDLDICCAY—N—%ELELET,

I # systemctl stop pki-tomcatd-nuxwdog@instance name.service
2. CADCS.cfg 771 IV ERAE XY,

I # vim /var/lib/pki/instance_name/ca/conf/CS.cfg

3. ca.publish.queue.enable % true ICFREL T, NTA—F—DHEELABWVGZEIE, NTX—
&Y —TiTEBMLET,

I ca.publish.queue.enable=true

4, ZOMDEET BTy axa—NSA—9—%FELZET,

e ca.publish.queue.maxNumberOfThreads /X7") v > 2 B {EICF L THLS ZENTESB R
Ly RORREAEZRELET, 774 ME3TT,

e ca.publish.queue.priorityLevel \&. /X7") v > 11@FOBEEAZHZRELE T, BEEDE

DEAIZ. 2 (REBEVEEE) NS 2(HREBWVMELEE)ETTY, £0O (0) ITBFEDEL
BT, 774 NMNEIFTT74ILKNTT,
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e ca.publish.queue.pageSizel&. /X7") v a1Fa1—R—JITEMTEZ Y IR MNDR
AEHRELET, 774 MIT40TY,

e ca.publish.queue.saveStatus |3, IEEINIZLRBREORIELICRT—YREREFTS
BlREZRELET., ChilLY, CAVBEESFLARZ ISy a2 LEBEINATY vy
Fa1—%ERXTIET, 774/ ME200 TETH, CAOBEERICEOUADESH
Fa1—%BHLET, CONTA—F—%0IRETHE. Fa2—DETHEMIRY F
ER

ca.publish.queue.maxNumberOfThreads=1
ca.publish.queue.priorityLevel=0
ca.publish.queue.pageSize=100
ca.publish.queue.saveStatus=200

/) S

ca.publish.queue.enable % false |ZF%E

L. ca.publish.queue.maxNumberOfThreads %= O |ICF&8ET 5 &, ¥ 1—
E. BT LIEEBAEOL2RAICIDRA L y RNMERAINE T,

5. CAH—N—%EELET,

I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service

13.2.3.8. PKI ¥ 2 U D&E

CS.cfg 774 ILIE, IRTDOYTIRTALICPKIZ RV ABRETHIDIFERINET, /A5 AXA—4—
X, BEEORWYTYRTFLATEICERYET,

TeEZIE KRAICIE, BEBTTT 2DICHERBDI -2z NORESHY FT,
I kra.noOfRequiredRecoveryAgents=1

BYTORFLDCS.cfg 771 IV EREEL T, PKIYRIEREICDODVWTERELTLLEIL, 771
ROOAXAY ME, SEIFANSA—S—DNATHZNE2FEBT OO ENRHTA KT,

o CABETZ7AILICIE, TRTCOIABPAE O T77AILBLVRY V—BEE., CRLEEKT 2
=LA A MRRIINET,

o TPSIk, XFXFRM—IVigEERELET,
o TKSIF, IFXFLREPIATHODBENE IS 70774 EYARKRRLET,

e OCSPIid, XFIFA4PELy NORBHREZRELET,

13.2.3.9. CA ¥{TiIBAEZ D DN B DZE&E

Certificate System 21T L/=FEBAZE T, DN [JFFAEAFMB T 2TV T4 71 —2R/ELFT, W T

nDIFEH. Certificate System ¥ Directory Server ICEHREINTWSIHE. SEBAZERD DN OFRIE

T4LIMN)—RDODNDFERE—HTIULENHY FET, LAHINTRI—HIT2LEEHY FHA,

SERRET vy EVJICLY., SBAEDOHY TV I RMNDNETA LI M) —HDDN EIXERDZEDICT S
ZENTEZET,
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Certificate System M DN (&, X509 BETERINALIVR—R Y MFLIEBHICEDVLWTLE
¥, K138 MEYA TICHTINEZLF] & TI7AILMNTHR=—PINZBHEEVRAMRRILTWE
T, BEDEY MIILEREETT,

RI13.8MEY A TICHFAIINBXF

=43 Ens4~7 AT FEBIF

ch DirectoryString 2543

ou DirectoryString 2541

o DirectoryString 2.5.4.10

c PrintableString. 2 2= 2546

I DirectoryString 25.47

st DirectoryString 25438

street DirectoryString 2549

title DirectoryString 25412

uid DirectoryString 0.9.2342.19200300.100.1.1
mail IA5String 1.2.840.113549.1.9.1

dc IA5String 0.9.2342.19200300.100.1.2.25
serialnumber PrintableString 2545
unstructuredname IA5String 1.2.840.113549.19.2
unstructuredaddress PrintableString 1.2.840.113549.1.9.8

77 #J)U N Tld, Certificate System I&, %13.8 MEY 4 FILFFAIINEXF] TRHREINZBEMHICH
ISLET, YR—FINZBHEDY A ML, FILWEBMEEFRELITENT 2 &ETHETEE
9, X.500Name BHEFAIETVER—X Y MBI 2BXUIRDEHY T,

X500Name.NEW_ATTRNAME.oid=n.n.n.n
X500Name.NEW_ATTRNAME.class=string _to DER value converter_class

BV NR—8—0 52 FXFF% ASNIEICE#RLES, 2DV 5 RIG
netscape.security.x509.AVAValueConverter 1 9 —7 4 A% RETZ20EHLIHY £, XFHH
SEADAV/IN—=H—0 5 &, ROWVWETNMIARY FT,

e Netscape.security.x509.PrintableConverter (&, 3XF%|% PrintableString {EICE# L 7,
ZDXFINE, BAFMELRXFOATRIFINIERY A,
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e Netscape.security.x509.IA5StringConverter (£3XF %1% IA5String {BICE# L FT, DX
F5I& IASString XFDH THDIBENHY E T,

e netscape.security.x509.DirStrConverter (£ 7% DirectoryString ICE# L ¥, DX
F51E RFC 2253 IZ#€ > T DirectoryString FXRICR 2 Z &N FRINFE T,

e netscape.security.x509.GenericValueConverter |, R/NDXFLY RDLHRRKOXFEY b
N RDIEFTXFINEXFIEICEBRLET,

o PrintableString
o |A5String

o BMPString

o AAXF

BHETY M) - UTOLSICRYET,

X500Name.MY_ATTR.0id=1.2.3.4.5.6
X500Name.MY_ATTR:.class=netscape.security.x509.DirStrConverter

132391 FHHRERFIETHRY LRBRHEDEM
Certificate System A ¥ —<ILHFIR T AT 7O T4 T4 ) —BHEZBINT 2 ICIE. U TFZEITVWET,

1. Certificate Manager #{=1E L 9,
I # systemctl stop pki-tomcatd-nuxwdog@instance name.service

2. /var/lib/pki/cs_instance/conf/ 74 L 7 b —%FRAEX %9,
3. BREZ7714J)LCS.cfg T XY,
4. REZ7AIICHLWEHEZEMLET,
7= & 2. DirectoryString T# % MYATTR1, IA5String T4 % MYATTR2, PrintableString

TH5 MYATTR3I D3 2D7O7SA4A T4 ) —BHEBIMT 3ICIE,. BET7 71 IILDOREICLL
ToTEEBMLET,

X500Name.attr. MYATTR1.0id=1.2.3.4.5.6

X500Name.attr. MYATTR1.class=netscape.security.x509.DirStrConverter
X500Name.attr. MYATTR2.0id=11.22.33.44.55.66
X500Name.attr.MYATTR2.class=netscape.security.x509.IA5StringConverter
X500Name.attr. MYATTRS.0id=111.222.333.444.555.666

X500Name.attr. MYATTR3.class=netscape.security.x509.PrintableConverter

5. ZEZGFREFELT. 7714 ZRHALET,

6. Certificate Manager = Bi#2&8 L £ 9.

I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service
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7. BHER—VeBHALH L TEEZHR LI T, 74 —LICHLLWEEIRFIINSZIETT
-3—0

8. MLLWEBMNBMICR >TWEH I L 2RI 2ICIE. FEERT 4+ — LA L TARELZE
*Lji’g—c

MLLWBHICEZAALET., ThICLY, SEBREOY TV I MEICKRRIND I & 2HR

TEFEY, L&A UTDEZAALT, HLWERDEZADL, $TV 0 METHSR
L/ia—o

MYATTR1: a_value
MYATTR2: a.Value
MYATTRS3: aValue

cn: John Doe

o: Example Corporation

9. I—VIVIMF—EXRR=IZRHE, BERZEFLIT,

10. SEBAZE DFRITEFIC, RITERBLZHELI T, GASICIE. 7V MAICHLVWEBRENSK
RINBETTYT,

13.2.3.9.2.DER T 11— KEFDZE=R

BRD2VZATVINDPERZIYI—T 4« %Y R— KL TWB7, DirectoryString @ DER T~
A—TAVIJDIEFEZEEL T, XFHNEHRETEET,

DirectoryString ® DER-T > O—F 1 VYV IEFA2ZEE$ 2EXIILULTORY TY,
I X500Name.directoryStringEncodingOrder=encoding list_separated_by commas
IVIA—T4AVIERUTOESY T,

® PrintableString

e |A5String

e UniversalString

e BMPString

e UTF8String

&z DERTIYOA—T4 Y JIBFIERDEL D ICRY £,
I X500Name.directoryStringEncodingOrder=PrintableString,BMPString

DirectoryString T~ 1—7 4 VY V%2 ZEET 5(21E. UTETVWET,
1. Certificate Manager #{Z1E L £ 9,
I # systemctl stop pki-tomcatd-nuxwdog@instance name.service
2. Ivar/lib/pki/cs_instance/conf/ 74 L 7 N —%FAEX %9,

3. CScfgfE7 7M1 IV ERET XY,
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4. BEZ7ANMCTyA—T 4 v JIRFEEMLFT,
7= & 2. PrintableString & UniversalString D 2 DD T d—F 4 Y JEAEEL. TV

O—5 1 » JIEFEHN &M IC PrintableString. »XIC UniversalString 2189 % 121d, RET 7
AIIDOREICUTOITZEMLEFT,

I X500Name.directoryStringEncodingOrder=PrintableString,UniversalString

5. ZEZGFREFELT. 7714 ZFHALET,

6. Certificate Manager Z#BI5 L £ 9,
I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service

7. VAT 4 VIDIEFEIENTHE I E=MRT2IIE. FHEHR T+ —L%FEHA L TEEHA
EA5EHLEY, cnlllik John Doe #FAL F 9,

8. I—YIVIMY—EAR-VZHE, EXRZERELIT,

9. FEFAEN RTINS, dumpasnl YV — )L &AL CAERAED TV O—FT 14 YV %ZREEL £
-a—o

HT7VxI MDD en JVR—% > ME, UniversalString & L TTYO— R$20ENHY &
ER

10. cn iZ John Smith ZEA L THLWEXRAZ/EM L TRELZE T,

H7Yx MDD en IV R—% > M, PrintableString & LTIV I— R Z2RELIHY F
-a—c
13.2.3.10. L 35AEEEAI 5L ICCAZREL TCRL 2 ES
Certificate Manager (&, EEEAZE S L VEEAZE LA X b (CRL) DE&IC OCSP ELFAEICHIGT %
F—RT7EFEALET., BIOF—RT7%FEHL T Certificate Manager BT % CRL ICERT 5 IC

&, CRL ERZIAEAFRTE £, Certificate Manager O CRL ERZFRE X, BLTDH. Fi&
BERTTI2LEN HYET,

Certificate Manager 27435 F—RF7TCRLICEZTESDLIICTBITIE. ULTEITVWET,
1. Certificate Manager @ CRL BRIFAEZEAZERL X7,
Flld. ROELIBF—RTEERTEDY—ILEFRALET, & xIE. certutil Y —IL%EE
ALTHF—RT7EEHL, F—RT7DIRELZEKL. Certificate Manager DFEEAET — %
N—2EEBAEZ M Y A M—IL L E T, certutil v —)L DFEHIE
http://www.mozilla.org/projects/security/pki/nss/tools/ ZZHR L T 72Xy,
2. BFBAZEERZVERR L7< 5. Certificate Manager T RR—I %N L CEEBAZE %#31%/E L. Manual

OCSP Manager Signing Certificate registration 707 7 4 LR E D@L 7O 7 7 1 )L % iR
LET. TDOR=VITIE, ROBAD URL AEENE T,

I https://hostname:port/ca/ee/ca

3 BRMEFBINLSL, TV M—EXR=IIIOTIVLET,
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4. DERIREEEICDOWTEXRZHER L X9, CRL BRAIMAEICIE. criSigning £ v M AERE X
ne ¥F—EAER LRI EEFNTWRIRELNHY T,

5. EREEBLIT,

6. CRLEBLZIIAENERINLL, TIVY—ILD PRATLAF—BIUHE 2FHL T,
Certificate Manager D7 —49 XR— X ICFEAE %A Y A M—ILL X T,

7. Certificate Manager 2{21E L £ 9,
I # systemctl stop pki-tomcatd@ instance _name.service

8. Certificate Manager DR EZEH L T, FTLWLWF—R7 LAAEZRHL 7,
a. Certificate Manager 1 VA9 VRARET A L7 M) —ICBBLZE T,

I # cd /var/lib/pki/instance-name/ca/conf/
b. CS.cfg 7 7 M IL&ERE, LTDITAEMLET,

ca.crl_signing.cacertnickname=nickname cert-instance_ID
ca.crl_signing.defaultSigningAlgorithm=signing_algorithm
ca.crl_signing.tokenname=foken_name

=y F—LALIE, CRLEAZIMAZTICEIYETONLERITY,

instance_ID &, Certificate Manager 1 ¥ 24~ ZDEZHITY .

4R KM=)LEINT CAD RSAR—ZD CA DIFEICIE. signing_algorithm &
SHA256withRSA. SHA384withRSA Z 7=(& SHA512withRSA IC2WU Fd, 1 VA M—JL
INTWB CANECR—RD CADIFA. signing_algorithm &

SHA256withEC. SHA384withEC. SHA512withEC IC72Y £ ¢,

token_name I&., F—RT7OERIFERINE M=V DOEFIEHAETY, HE/V T b
D7 MO EGFRATZESIE. RBF—RAMNL—J N9V 2EELTHERALEY,

EZE, TV M) —R@FBUTOLDICRY FT,

ca.crl_signing.cacertnickname=crlSigningCert cert-pki-ca
ca.crl_signing.defaultSigningAlgorithm=SHAMD512withRSA
ca.crl_signing.tokenname=Internal Key Storage Token

c. EEZREFELT, 771 L%ZHALEY,

9. Certificate Manager = Bi#2& L £ 7

I # systemctl restart pki-tomcatd@instance_name.service

IMN T, Certificate Manager |& CRL E&FAE2FERAL T, £ L CRLICEZTES LD
ISy F L7,

13.2.3.11.CS.cfgDF ¥ v > 2 H 5D CRL EH DX

CRLFrY vy ald, XEV—IERFINTVERRWPEROIAL VY a v LB HERMEREITUS TS
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B5EIICTDEMBUANZIXLTY, RER/NTA—TVRAEHBBDICIE, TTICT 74 NOEIFAER
TIDHBEEABMICT A ENHRINT T, ROBEBR (T 74/ M) & BFRIZEDOEMWT, £k
EEENMVRERIBEICKRTIINE T,

1. BEERY—N—ZfELELZET,

I # systemctl stop pki-tomcatd-nuxwdog@instance name.service
2. CARETA LI MN)—Z2RTET,

I # cd /var/lib/instance _name/conf/

3. CS.cfg 7 7 1 L = #m&% L T. enableCRLCache /\<> * —% —& & U enableCacheRecovery
IR A—H— % true ICERELZE T,

ca.crl.MasterCRL.enableCRLCache=true
ca.crl.MasterCRL.enableCacheRecovery=true

4. CAY—N—%EELEY,

I # systemctl start pki-tomcatd-nuxwdog@ instance name.service

13.2.3.12. CS.cfg TD CRL DEHHERDH

PUFTlE, CRLYRATLAEFEHRICERE L CEBENOIHEART 2 AEICDOWTEHRBLEY, T—ILI
2FEEDAT V1 —ILIKSC T CRLEHARET DI ENBENTY, 100D 1 FIZBARMAEE—EOD Y
ANEHFAL, D 1209 4 TIEEHFBEOEBRBERBORI THREINET, . HICKY T NEZE
BLTEETEBANATYYy RV FUAEHYFT, UTOFEDOTV M) —IE, EBICRY VAV F
DADT 72N MERLTVWET,

TI7AIMNDYFIFRIUATDESY TTY,

ca.crl.MasterCRL.updateSchema=3
ca.crl.MasterCRL.enableDailyUpdates=true
ca.crl.MasterCRL.enableUpdatelnterval=true
ca.crl.MasterCRL.autoUpdatelnterval=240
ca.crl.MasterCRL.dailyUpdates=1:00
ca.crl.MasterCRL.nextUpdateGracePeriod=0

JYUFMTRANAGERAT Y 1 - BBERBRICDH, IhHLH@ELTIEIW, BYDESY
YavTIE, TORTAEERLET,

CS.cfg 771 IV TRALRX CRL 8LV delta CRL DEEEAEITIICIE. NS A—Y—%iFETI2NELH
Y ET,

13.9 CRL #iAERER/N 5 XA —4 —

FAXh 54l
updateSchema STRMCRL TEICEMINSDTILY CRLEDLLER BHE
ERELFT,
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FaXhsE
enableDailyUpdates BREINLFKEICEDWT CRLEHOEREZEME  true FiE
ol EmIcLEY, false
enableUpdatelnterval BREINLERICEDWT CRLEFHOEREZEME  true FiE
| LEY, false
dailyUpdates CRLOBEHFFEZBRELF T, AVREGY
DAY X b
autoUpdatelnterval CRLZE# 7 2fREEDHEMTHELXT, ERUE
nextUpdateGracePeriod CRL OBEMEEICH B ZEBML., ARFALIEL T ERUE
) r— 3 VHIESA T CRLABM THBREICT
HBEEZEBMLET,
refreshinSec JA—YOCSPDAL Y FORMBEMEMTHREL  BEIE

T. LDAP CTCRL OE# =R L £7,

FIE13.1CS.cfg TD CRL BEFBRDHKEHE
1 RERY—N—%EFLELET,

I # systemctl stop pki-tomcatd-nuxwdog@instance name.service

2. CARETA LI M) —ICBEILET,
I # cd /var/lib/instance _name/conf/

3.CS.efg 771V zim&E L. ROTZEML CTEHEREZZRELE T,
I ca.crl.MasterCRL.updateSchema=3

T2 NOERIF1ITY, Zhid. CRLAERINZEWPICELACRLIENRIND I &%
BEEL ¥ 9. updateSchema DfEfEIE. EEDEHICEETEET,

4. BHNLRERZEES 5N BEF2RTI2BEZREL T EFEEZRELITT.

e enableDailyUpdates /X5 X —4% — & BMIC L TRET 5B % 1EE L. dailyUpdates /X
A=Y —ILFET HEEBMLET,

ca.crl.MasterCRL.enableDailyUpdates=true
ca.crl.MasterCRL.enableUpdatelnterval=false
ca.crl.MasterCRL.dailyUpdates=0:50,04:55,06:55

IDT74—ILRIF CRLZEFIZHLENHZBHOKEZREL T, BEHREEET S
ICIE. 01:50,04:55,06:55 72 ED AV YRXEPY YA M AN LFEY, ERHORTY 21—
ZAATBICIEE, AVIRPYD) A AALTCRALCBOEREZREL, £33AYT

oA M2 AALTELSADOEREZHILET, &X
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I&. 01:50,04:55,06:55;02:00,05:00,17:00 %58 E L T. Y4 27)LD1HBE®D 47 1:50.
455, L1655 FLT2HEHDSFH] 2:00, 500, BLUVFHE 500 ICKPWEREL
ERR

enableUpdatelinterval /X5 * —4% —%=BMIC L CREMR%ZIEE L. autoUpdatelnterval /X~
A= — IR ELHEREIBRMATEMLEY,

ca.crl.MasterCRL.enableDailyUpdates=false

ca.crl.MasterCRL.enableUpdatelnterval=true
ca.crl.MasterCRL.autoUpdatelnterval=240

5 RIBICIGCTUTDONRSIA =4 —%RELET,

o OCSPH 7Y RFTLILTCARZREITTRHEEIF. UTEHRELZET,
I ca.crl.MasterCRL.nextUpdateGracePeriod=0

o OCSPHT7YRFLTCAARRETTBHBAEIF. UTEERELET,
I ca.crl.MasterCRL.nextUpdateGracePeriod=time_in_minutes
ca.crl.MasterCRL.nextUpdateGracePeriod /X5 * — % — 3858 (D8 #EHEL XY,
ZDEIE. CABHFILWCRL Z OCSP ICIGRT 5DICHRBRAREITHEIRLENHY X
T, NIAXA—F9—%ZEOUNDEICRET ZDRENHYET,
BHEVDIRIEICOCSP 7O—UAEBMINTWSRIGEIE. UTHERELET,
I ocsp.store.defStore.refreshinSec=time_in_seconds
ocsp.store.defStore.refreshinSec /X5 X —% —|&, YZXH—OCSPA VRAY VAN LD
LDAP LV —> a3 VvEHAFEALT., /70— OCSP A Y R4 ¥ ZAH CRL BHITEX
TEHEEMEMTHRELEX T,

INF A= —DFMIE. K139 ICRLILERERE/N N A —F—] 2ZRLTILEIVL,

6. CAY—N—ZEHLIY,

I # systemctl start pki-tomcatd-nuxwdog@ instance name.service
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R

BRI EICCRLZEFHIZERY T MDRETZHEI’HY T, BE. KUT MNEF
EEHHE CADBEREIFICEITINE S,

RUZMNDRTY2—ILEBFESICIE. enableDailyUpdates /X5 A —4 — &
enableUpdatelnterval /X5 X —4% — % true ICERE L. HEWE% autoUpdatelnterval
B £V dailyUpdates |ENL £9,

ca.crl.MasterCRL.enableDailyUpdates=true
ca.crl.MasterCRL.enableUpdatelnterval=true
ca.crl.MasterCRL.autoUpdatelnterval=240
ca.crl.MasterCRL.dailyUpdates=1:00

REIFEEIIC CRL = B 2355 1L. dailyUpdates &% 1 D13 ZIFANE T,

Bl EHT 5. 24 B &I dailyUpdates DIEE BREAIN, RV a—ILD R
)7 RNEBISC ZENTEET,

1323 13. YT RAFLDT7 IV RAFHBZEDER
T2 MTIE, ZOEAHEEIL—ILIEERDICIERTIL—ILEFTHEL TH S, HFrL—ILETHT D&

THEAINEYT, COIEFA2ZEEFET 5ICIE. CS.cfg D authz.evaluateOrder /X5 X —4% —%#ZE&EL £
ER

I authz.evaluateOrder=deny,allow
IS, P EAFEIIL—IVIE. O—HILD web.xml 7 7 A )L (BEARACL) N oFEfiT 52 & 6.

LDAP T =9 N— MBI D&, JYBMBRACLICTIERTBIEETER
¥, authz.sourceType /X5 *—% —|&, FRT2ERBDYA TE=RHELET,

I authz.sourceType=web.xml

pa T
CS.cfg 7 7 1 L DIRERICIE. B INLREEZHRAALLDICH TV AT LEEICLE
eBLET,

13.2314. V9T A MBS E ) 7IBESOHBEDEE

JO—V IV RTALATS VLRV TZIESEFERLARWVGE,. BEAIE
/etc/pki/instance_name/subsystem/CS.cfg 7 7 A LT, VIV IZA KRB LUV ) TIESIC
Certificate System NMERA T 2&HEEEETIF T,

dbs.beginRequestNumber=1001001007001
dbs.endRequestNumber=17001001007000
dbs.requestincrement=10000000000000
dbs.requestLowWaterMark=2000000000000
dbs.requestCloneTransferNumber= 10000
dbs.requestDN=ou=ca, ou=requests
dbs.requestRangeDN=ou=requests, ou=ranges
dbs.beginSerialNumber=10071001007001
dbs.endSerialNumber=17001001007000
dbs.seriallncrement=10000000000000
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dbs.serialLowWaterMark=2000000000000
dbs.serialCloneTransferNumber=10000
dbs.serial DN=ou=certificateRepository, ou=ca
dbs.serialRangeDN=ou=certificateRepository, ou=ranges
dbs.beginReplicaNumber=1
dbs.endReplicaNumber=100
dbs.replicalncrement=100
dbs.replicaLowWaterMark=20
dbs.replicaCloneTransferNumber=5
dbs.replicaDN=ou=replica
dbs.replicaRangeDN=ou=replica, ou=ranges
dbs.ldap=internaldb
dbs.newSchemaEntryAdded=true

Pz
Certificate System (4. #EF T Biginteger D{E%=HHR— ML X T,

13.2.3.15.TLS ¥ 514 7 > MAIBAEERAL & 9 % 7= D pkiconsole Z4 D%

BYHTORATLDCS.cfg 7 71 IV EMRE L. authType /X5 A —49 —%RFTLT. UTDLDIERE
L/i-a—o

I authType=ssiclientauth

1B33. VAT LNRT—RDEE

[INZT—=RELUVT v F Ry (nuxwdog)] TEREAINTWS &K D IC, Certificate System (&,
P—N—IINRNA YV RFTBZNRNRAT—REFERTZHN, T—R—DOREFICN—7>0OY 7 Z@RLZE
ERP

password.conf 7 7 1 JLiE, Y RTLNRRAT—RETL—VFTFAMNTHRELET, L, —ED
BEEE, "AT—RK7 74 )L &TL2ICHIFRL T, nuxwdog A& /X2 7T — I\@%Eﬂ)\ﬂ%%? L. ¥
EHDL vy NIUVDBAEIZEEBESZREFTZIEZFELIT,

Certificate System 4 Y 29 VY AN T 5 &, Y72 X7 AIXEEHIC password.conf 7 7 1 )L % &
BLET, 771D EETZHEIE. TRODNRRAT7—REFHALTHELDAP T—9R—ZARED
fhpH— l:zu%ffwbia“o ZTDIT7AIDEFEELRWVGEIE, 74y F Ry IT7—FVIid PKIH—
N—HEETE2DICHERTRTONRRT—REERLET,

Pz
password.conf 7 7 1 LD\ FEET 28BE. YTV AT ALATEBEGR/INRT—RKHITRT

FIEL, BYICT7 44—y NI EERIIRELTWVWET, NRAT—KHARELTW
6#\71—7whﬁﬁﬁotmét\91?AHEL<E@T%§&AQ

WHER/NZAT— KL, CS.cfg 7 7 1 )LD cms.passwordlist /X5 X —4H —|CL—EBERR-INET,

cms.passwordlist=internaldb,replicationdb,CA LDAP Publishing
cms.password.ignore.publishing.failure=true
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pa 3]
cms.password.ignore.publishing.failure /x> * —#% —%{FHA3 % &. LDAP 2F7T «

LY M) —DWTFNDOANDERICKHLTE, CAHY TV RATADERICEETES LD
IRy 9,

CA. KRA. OCSP, BLUTKSH T AT LTIE, T7A2IMDFRINZNRNRT—REUTOES
YT,

e internal (NSS 7—#% RXR— A DIFH)
e internaldb (REB LDAP 7 —4% R— X DIHE
e replicationdb (L 7Y 57— 3 /X2 7 — RDIFZE

o NTYyYafICHELDAP T—9R—RIITIVERTZLHD/INZAT— K (CADH)

p= T
TV v+ — password.conf 7 7 1 LDHIRZRICREIN TV SIHE
I&. password.conf 7 7 1 JLICEZIAEFNEH A, nuxwdog NEREI N TLR

WiZa., ==&, REAM VRIYVRAEBEEILEEZICHLVWAR/NARAT —
REERTZIOVIMITIERATETEHA,

o AEMODN—RITT =Y VDIRXT—FK
TPS DHZAEIE. ThILLY 3DDRRT—RABERINFET,
e internal (NSS 7 —49 RX—XDiFE
e tokendbpass (WEf LDAP T —49 RXR— A DHE
o AEDN—RITT h=O DI T—K

At 3 VTl Certificate System I NSD/INRAT—REZRBITE2A DX L% 2 DHBALE
ER

e password.conf 7 7 1)L (T 7 #JL K)

® nuxwdog (watchdog)
13.3.1. password.conf 7 7 1 JL DX E

p= !
AtV aVEBSRARE L TOAMREINTVWET, ELWREE X2 7REBEIC
&, nuxwdog VA v F Ry VAEFERITILELNHYET, BRERIAVTSA TV RITH

Ei /. nuxwdog =EMICT BITIE  [Certificate System @ Watchdog #—E 2 D {#E
" Al #8RBLTLEIW,

TI7AIWNTIE, RZAT7—=KIE, YTV ZRF7Lconf/ T4 LI MN)—=IZTL—VFHFRMNT 740
password.conf ICREFEINET, LA >T. TFAMNITA Y —%2FHLTEETEET,

CDT77ANICREINTVWENRZRAT—RDY) A MIE, LTFAEENZET,
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o WET—IR—ZAADT IV ZRAELUVEHIC Certificate System 1 Y X4 Y UL > THERAI
QWA (3 AW Al NN

& HSM®D/INRXT—KR,

o AT ALYMN)—=IZTVERTB/=DIC Certificate System 1 Y RH VAL > THEAI L
% /84 > R/INZ 77— K (CMC Shared Token DIHHE),

o IDAPREATALIRMN)—=IZTIVEALTEHFRIBLDICHTVRATLICL>THERINSEAN
AV RIRZAT—R, Zhid, SIBAZBS LTV CRL % LDAP #MD T4 LY M) —ICABET LD
ICREINTWBGZEICOANETY,

o I RAFLAMNL TV T—2aVT—IR—RICTIERTDOICFERT 3/84 2 R/
7—NK,

e TPSAYVRIVATIE, =IO VF—IR—ZAANDTIVERABLVERICFEHAINZ /N1 VR
/\02'7_ I\\\o

password.conf 7 7 1 JLIlId. TV AT LDMERER DICBERN—V VR ZAT—NEEFEN
79,

YT RTFLIERT2EREHBFAOD/IRRAT—R 7 74ILIE CS.cfg 7 7 M IVICEREINTVE T,

I passwordFile=/var/lib/pki/instance _name/conf/password.conf
RENRZRT—RRARTEL TV =23 v T—9R=TE, Y TVRTLDA VR M—ILEZRERIC
REINLS VI LICERINIPINDAHY FF, WEBLDAP T =9 RX—D/NXT—RiE, 1 VR
SV ZADBRERICEEEICL>TEREINFE L,

password.conf 7 7 1 JLD/XZXT—RI Y M) —DOFHERIF. UTFOEEYTY,

I name=password

UFICHZERLEYS,

I internal=413691159497

HSM k=2 U ERIZEIZ. UTORXEZFEALET,

I hardware-name=password

UTFICHZERLEYS,

I hardware-NHSM6000=MyHSM$S8cret

password.conf 7 7 1 JL DB DA

internal=376577078151
internaldb=secret12
replicationdb=1535106826
hardware-NHSM6000=MyHSM$S8cret

13.3.2. Certificate System @ Watchdog t#F—E X D{F
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Certificate System Tl&, V4 v F Ry JH—ERA2FEBL T, BBI2HICEF2Y T —FT—%
NR=RIT IV ERTBEDINRAT—REBBETEZH—ERZRBALET, BSEINTLRL/AIR
T—REIRTLIREFELARVWEWD BEL’HZIHE. 74 v F Ry TH—ERIIRODL S ITRY F
-a—o

o F—N—DREFICEET Z/NXAT—RZERL, TDXvE—V%ZFvvalET,

o VS aNERTH—N\—DEFNICTEEHINZGEIC. FrvvPaInkAT7—RK%

13.3.2.1. Watchdog #— E 2D E#E
DAY F Ry ITH—ERZBMCTBICIE. UTEETLET,

1. TDHRRADMT Shared Secret e =FA T 2H5aIE. [CMCHEY—2 L v MEREDERNME ]
MDERBBICHE > T Shared Secret #gEA BRI L X T,

2. /var/lib/pki/instance_name/conf/ 7«1 L 7 k) —H 5 server.xml $ & U password.conf 7 7
ANERYITyTLET, UTFICAERLES,

# cp -p /var/lib/pki/instance_namel/conf/server.xml /root/
# cp -p /var/lib/pki/instance_name/conf/password.conf /root/

3. Certificate System 1 Y A9 VY ADHY—ER&{ZIEL, EHIILET,

# systemctl stop pki-tomcatd@ instance _name.service
# systemctl disable pki-tomcatd@ instance name.service

4. Hardware Security Module (HSM) 2R 2358 I1d. 74 v F Ry JH—EXZBMIIL T,
N=RDTT = VDNRRT—REANTEELIICLET,

a. N—RFRDITT7 h—OVDEFIZRTLET,

# egrep ""hardware-" /var/lib/pki/instance _name/conf/password.conf
hardware-HSM_token_name=password

EROPITHARTINAXFIIR, N—KITT A=V VETY,

b. /var/lib/pki/instance_name/conf/ca/CS.cfg 7 7 1 JLIC cms.tokenList /X5 X —% —%iB
MLT N=ROxzT7 b=V VDEFICEELFT, UTFICHlZRLET,

I cms.tokenList=HMS token name
5. AVARIVADU Ay F Ry TREZBMICLIT,
I # pki-server instance-nuxwdog-enable instance _name
Flld, IRTDAIVRYVARATIAYFRY TEBNILET,
I # pki-server nuxwdog-enable

FEHAIE. pki-server-nuxwdog(8) M man R—U ASRR L T LI,
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6. 77 #J)L M TlE. nuxwdog (Z. /etc/sysconfig/pki-tomcat 7 7 1 )LD TOMCAT_USER Z#4
THRELI—HF—&LTH—NR"—%z2@8BLET., BEIXIGLT, 21— —BLVPIIL—T%
THEIZGEIE. ROOAT Y RERTLET,

a. 1 VA% >~ 2D watchdog systemd 1 =Y k7 7 1 JL %, /etc/systemd/system/ 71 L
I\ U _‘:: l:o_ L/i-g—o

I # cp -p /usr/lib/systemd/system/instance _name-nuxwdog@.service /etc/systemd/system/

R

letc/systemd/system/ T4 LV N)—D1=v b7 7M1 I DBEERS
. EFFEBEIMAONEL A,

b. /etc/pki/instance_name/nuxwdog.conf 7 7 1 )LD [Service] 27 > a VICLLFDI Y k
)—%EBmMLEY,

I User new_user_name
c. systemd &ZE%Z')O—FLZXT,
I # systemctl daemon-reload
7. 94w F Ky JEFERT S Certificate System t—EZXEZBHMICLE T,
I # systemctl enable pki-tomcatd-nuxwdog@ instance _name.service

8. MEILIS LT, [Certificate System M Watchdog AAEMICR > TWB Z & DFEER] 28R L
TLEIW,

9. Certificate System 1 Y R 4¥ Y R &EEIT 5 ICIE. UTFoav Y REERITLTTOVY T ME AR
LEY,

I # systemctl start pki-tomcatd-nuxwdog@ instance name.service

13.3.2.2. Watchdog D&% 4 > TW % Certificate System D& & & UZ1E

Certificate System 4 Y X4 v ADEBHEE,. [FITEE (systemctl)] ZSRLTLEIW,

13.3.2.3. Certificate System @ Watchdog A*EMICi > TW3 I & DOFESR
DFvFRY TH—EXADNBEPICR>TWSE I E 2RI SHICEE, ROIATY FZERITLET,

1. pki-tomcatd-nuxwdog ' —EZXANBEMICA>TWE I & &2HRAL T,

# systemctl is-enabled pki-tomcatd-nuxwdog@instance _name.service
enabled

2. pki-tomcatd H—E XD EMICHRO>TWBR & &2HRALE T,
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# systemctl is-disabled pki-tomcatd@instance _name.service
disabled

3. /etc/pki/instance_name/server.xml 7 7 1 L TLL TR Z1TWE T,

a.

passwordFile /X5 X —4—h) CS.clg 7 71 IV 2BRT2 L 2MRLET. LLTICHI%E
a_—\ L/i-g—o

I passwordFile="/var/lib/pki/instance_name/ca/CS.cfg"

passwordClass /X5 * —% —7}' com.netscape.cms.tomcat.NuxwdogPasswordStore
BREINTWRIEZ2MERELET,

I passwordClass="com.netscape.cms.tomcat.NuxwdogPasswordStore"

13.3.2.4. Watchdog 1 — E Z D #E3h{k

DAYF Ry TH—ERXEENICTBITIE, ROATY REETLEY,

. 94y F Ky J%FEHAT S Certificate System 1 Y RY VY ADY—EREEIE L TEMIILE

ER

# systemctl stop pki-tomcatd-nuxwdog@instance name.service
# systemctl disable pki-tomcatd-nuxwdog@instance _name.service

2 AVARAIVADUAYF Ry TR LTREDOY—ERZ=HBMICLET,

# pki-server instance-nuxwdog-disable instance _name

BLAVRAIVADUAYF Ry TREEEMIILET,

# systemctl enable pki-tomcatd@instance_name.service

FEHAIE. pki-server-nuxwdog(8) M man R—U ASRR L T LI,

4. password.conf 7 7 1 L TDIHZMICETTLE T, LFICAIZRLET,

# cp /root/password.conf.bak /var/lib/pki/instance _name/conf/password.conf

5. Certificate System 1 VA9 VA &EEILE T,

# systemctl start pki-tomcatd@instance _name.service

13.4. TOMCATENGINE 8 L U'WEB Y —EZXDEET7 7 1 I

HITVRTFLADI—H—BIVOEE (BEE, I—YIV b, BLUERE)Y—ERIZTRT, Web
OMNINENLTTIVERAINET,

AtV avTiE, §RTD Red Hat Certificate System % 7>~ 27 &s (CA. KRA, OCSP. TKS. &&
VCTPS) ICERINZRET 7MILD2ODEEREY MEHRBALET,
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e /var/lib/pki/instance_name/conf/server.xml T Tomcat TV Y VDR EEIBEL T,
() A

e /usr/share/pki/subsystem_type/webapps/WEB-INF/web.xml (&, Z
ZWeb Y —ERDEEEZEBELET,

13.4.1. Tomcatjss

pa )

PBEOY T2 a3 viliE, "o A—Y—(ETHRELERILETIEELRRERBRIS
FNFET, RTEWBRIAVITSATUVRAEBIRLTLIEIW,

H# > 7LD pki-tomcat/conf 71 L 7 N —IZdH % server.xml 7 7 4 JLDLLF DR E L. Tomcatjss
M Certificate System TAY AT ALARKICED LI ILBEET M EHBET2LDIFERTEET, ¥ —
2Ly hR— KD Connector TV ) —D—E%EUTFICRFLET,

<Connector name="Secure"

# Info about the socket itself

port="8443"
protocol="org.apache.coyote.http11.Http11Protocol"
SSLEnabled="true"

ss|Protocol="SSL"

scheme="https"

secure="true"

connectionTimeout="80000"

maxHttpHeaderSize="8192"

acceptCount="100" maxThreads="150" minSpareThreads="25"
enableLookups="false" disableUploadTimeout="true"

# Points to our tomcat jss implementation
sslimplementationName="org.apache.tomcat.util.net.jss.JSSImplementation”

# OCSP responder configuration can be enabled here
enableOCSP="true"

ocspCacheSize="1000"
ocspMinCacheEntryDuration="60"
ocspMaxCacheEntryDuration="120"
ocspTimeout="10"

# A collection of cipher related settings that make sure connections are secure.

strictCiphers="true"

# The "clientAuth" parameter configures the client authentication scheme

# for this server socket. If you set "clientAuth" to "want", the client

# authentication certificate is optional. Alternatively, set the

# parameter to "required" to configure that the certificate is is mandatory.

clientAuth="want"

sslVersionRangeStream="tls1_1:tls1_2"

sslVersionRangeDatagram="tls1_1:tls1_2"
sslRangeCiphers="+TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,+TLS_ECDHE_RSA_WITH_AES
_256_CBC_SHA,+TLS_DHE_RSA_WITH_AES_128_CBC_SHA,+TLS_DHE_RSA_WITH_AES_256_
CBC_SHA,+TLS_DHE_RSA_WITH_AES_128_CBC_SHA256,+TLS_DHE_RSA_WITH_AES_256_CB
C_SHA256,+TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256,+TLS_ECDHE_RSA_WITH_AES_2
56_CBC_SHA384,+TLS_DHE_RSA_WITH_AES_128_GCM_SHA256,+TLS_ECDHE_RSA_WITH_AE
S_128 GCM_SHA256,+TLS_DHE_RSA_WITH_AES_256_GCM_SHA384,+TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384
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serverCertNickFile="/var/lib/pki/pki-tomcat/conf/serverCertNick.conf"
passwordFile="/var/lib/pki/pki-tomcat/conf/password.conf"
passwordClass="org.apache.tomcat.util.net.jss.PlainPasswordFile"
certdbDir="/var/lib/pki/pki-tomcat/alias"

/>

Tomcat T @ server.xml %ZE 7 7 4 JLIC. T D Connector SZREFEZHR & LT, Z® Connector &
72 19 b® sslimplementation 7°|:l/\7- 1 —IZFZ 74V TES tomcatjss REANDRA V5 —HDE
FN 3D Connector REEZRIHY FT,

BFX—NIA—9—BRE UTFOH T/ avTHRBALET,

13.4.11. TLS EE S D& E

server.xml 7 7 4 JLTERE L7 TLS BES (&, Red Hat Certificate Y AT LI 54 TV FBJ:U“"T—
/\—t LTHBET ZRICV AT LARBDT 74V M ERHBLET, Thilid, H—nR—¢& L'C*rEA

(t

)

B (& ZIE. Tomcat 5 HTTPS i 2 1R T 258) 8L TV FM4 7V M LTHEET 2156
EZIE, LDAP H—/N—tBfEd %535 3:”71‘1%']0)CertlflcateSystem4/7\'9/7\?:15{.:.3'6%
NEEFNET,

H—/N—TLS S DX EIL. Red Hat Certificate System 1 ¥ 24 ~ ZEH®D
/var/lib/pki/instance_namei/conf/server.xml 7 7 1 JLICHY £, LTD/NRSA—4—&, BHEINB
EEEHIELET,

226

e strictCiphers % true IC5%E 9 % &. sslRangeCiphers |C + i0 B DT WS DA EFMICAR
YEd,

I strictCiphers="true"

77 4L ME (true) EEELAWT I
e sslVersionRangeStream & & U' sslVersionRangeDatagram (&, #—/X—HHR—rF 3
TLSN=YaVvaRELEY, NIA—9—-—DT 74 MERUTOEEY TY,

sslVersionRangeStream="tls1_1:tls1_2"
sslVersionRangeDatagram="tls1_1:tls1_2"

INSGA—=H—DT 74 MEFZZEBELAWTLL ATV

e sslRangeCiphers |3, BWEZIEEMICT 2B E/RELE T, + BB DTWBESIEEIC
BY, -BEOMFWESIEEMICAYET,

RSABESAZLTOLIICEELEXT,

ssIRangeCiphers="+TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA,+TLS_ECDHE_RSA_WI
TH_AES_256_CBC_SHA,+TLS DHE_RSA WITH AES 128 CBC_SHA,+TLS DHE_RSA W
ITH_AES _256_CBC_SHA,+TLS_DHE_RSA_WITH_AES_128 CBC_SHA256,+TLS DHE_RS
A_WITH_AES_256_CBC_SHA256,+TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256,+TL
S_ECDHE_RSA WITH_AES 256 _CBC_SHA384,+TLS_DHE RSA WITH _AES_ 128 GCM_
SHA256,+TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256,+TLS _DHE_RSA WITH_AES
_256_GCM_SHA384,+TLS_ECDHE RSA_WITH_AES_256_GCM_SHA384

ECEEEUTOLIICHEELET,
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ssIRangeCiphers="+TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA,+TLS_ECDHE_ECD
SA_WITH_AES_128 CBC_SHA,+TLS _ECDHE ECDSA_WITH_AES_ 128 CBC_SHA256,+T
LS _ECDHE_ECDSA_WITH_AES_ 256 CBC_SHA384,+TLS ECDHE_ECDSA WITH_AES 1
28 GCM_SHA256,+TLS ECDHE_ECDSA WITH_AES 256 _CBC_SHA384,+TLS_ECDHE_E
CDSA_WITH_AES 256_GCM_SHA384

HEAINBESOY A ML, [TLS, ECC. #EURSAI 2BBLTCRIL

® RSA TFIPS E— RAEMICA > TWB Y X F LI LunaSA F 72 1E nCipher M Hardware
Security Module (HSM) @ W' huh % A L 7= Certificate System 4 Y XA b —JL§ 354
&, FIPSE— KD HSM TlEHR—FIhTVWAVWED, UTOESEEMNICLET,

o

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

o

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

o

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

o

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

13.4111. 9547 b TLSEES D%

Red Hat Certificate System (&, BID CS Y RATALADYI ATV MELTEELTWBIHRICV AT
LTOBESEEREZAREICLET,

JZMNDOBESEIYYTRYY XY,

CAT (KRA & CADBIER) . UTZITVWET,
I ca.connector.KRA.clientCiphers=your selected cipher list
UTFICHZERLEYS,

I ca.connector.KRA.clientCiphers=TLS_RSA_WITH_AES_128 CBC_SHA,TLS_RSA_WITH_AES 256 _
CBC_SHA

TPS M54 (CA. KRA. 8LV TKS & DEER):

tps.connector.ca id.clientCiphers=your selected cipher list
tps.connector.kra id.clientCiphers=your selected cipher list
tps.connector.tks id.clientCiphers=your selected cipher list

UFIChZRLET,

I tps.connector.cal.clientCiphers=TLS_RSA_WITH_AES_128_CBC_SHA,TLS_RSA_WITH_AES_256_
CBC_SHA

13.41.2. CATOBRERIF v I/ DAL

CAlE. SSL/TLS 754 7 MORRIFICH —N—DZETZAHAE(T—T v b, EEE, EF%E
EU)DEMRAT—YREERTDLOICKRETEET, D2FY, CANYSA4 7Y bRAIEKR % Z (T
&, OCSPAEEIMICF Yy I INET, OCSP L ARV ¥ —DFREICET 25#MIE. [RedHat
Certificate Y XA T LB H A K1 D FTOCSP (Online Certificate Status Protocol) L 2R ¥ 4 —DfE

Al #28BLTREIW,
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CAlZ. KWFzvID—RELTIVZFAT7V IR ZF v v al, MEESNARAED) X MR
FI2LOICLET, TNICLY, CAIFAEBT—9XR—RZFLIEOCSPAF vV §BHENICF v v
VAINEHBREF TV ITESLDICRY, 2B ENRT7+—<v VAR LELZE

9, revocationChecking.enabled /X5 * —% — T, BEKMF v I DBRMICRY FT,

KPRAT—4H ZADERIZ. FBE I /=4[ (revocationChecking.validitylnterval) D #» B30I/ &

T, CANFv v allHh2AEORELZBIRILT 2 AENRVEEE. BUMHEBAATH-oTH, U
AIF v v Y aINTUWREBIEN & ARIN 55 FERE

(revocationChecking.unknownStatelnterval) »*% Y £ 9,

-

pa )

FvvPaXInLiEREZEIZ/NY 7 7 — (revocationChecking.bufferSize) IR EF I h &
T Ny 77 —RENLWEEPEOIKKREINTWRHEEIRF., Ny 77 —3REFSH
FtA, D2FY, KIF v VOHBRIEFrvaIhFEFHA, TOBE. KWFy
JIETRT CARIBT—IR—IIH L TEERITINET,

R

YT R7 L CS.elgE&ET7 7 1 ILICIE/NF X —% — jss.ocspcheck.enable 7'& £ T
WEYT, TDIRFTA—%4 —th Certificate Manager * OCSP % & L T. SSL/TLS ¥
SATY NFREET—N—FRD—EE L TRET ZAAEDRMWREBARILT 20 E
IDEHRELEFT, TD/INFTA—F—D{E% true ICEE T % &, Certificate Manager (&
SEEAE D Authority Information Access kR & &t A+EX Y . HLERICIEE S /e OCSP L AR
VE—MOIFAEDRMIRAE AR L £,

L BYITYRTFLA VRV R EELELET,

I # systemctl stop pki-tomcatd@instance _name.service
2. CScfg 771 IV =T F T,

I # vim /var/lib/pki/instance-name/ca/conf/CS.cfg
3. KBEEDNSIA -5 —ZRELZXT,

auths.revocationChecking.bufferSize=50
auths.revocationChecking.ca=ca
auths.revocationChecking.enabled=true
auths.revocationChecking.unknownStatelnterval=0
auths.revocationChecking.validityInterval=120

e revocationChecking.ca, OCSP 5%, CA F7/Id OCSP L ARV ¥ —%1Rts 25—
AERELEY,

e revocationChecking.enabled. <MF v V=R ELX T, true ld. Fx v I Z2HBMICL
9, false X Fx v VEZBMCLET, 774 MTIE, ZOBBEIFBEMCR>TWE
ER

e revocationChecking.bufferSize, +—/X\—1F¥ v+ v > 1 THIFTINEDH S, REICH
RBINFIBAZOEEHERELE T, LE2E Ny 77— XN 20DHE. H—
N=EF+v2aTFIvIINRED2ODMAEEFEFLET., T 72/ MTIE,
HP—N—EHREDOSOBDIREEF vy a2 LET,
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e revocationChecking.unknownStatelnterval, H—/N\—HKMA T —4 A 2RI 48E
HRELET, 774/ bORERIE 0T T, unknownStatelnterval &, CA ICZERAED R
T—H RAEBRET EFEILV (BRADT IV EANFATINTLARWIHEIC. Fvv
T aiERMN true THZERBINBIHFHETT,

e revocationChecking.validitylnterval, ¥ v v < 1 XNI-FEBAEN B E AR I N D%
BRELEYT., BREERT Z2EZFEEIIT>TLEIN, &z, AER, 60 HD
mBa. Y—N—R@F19T&IF vy 1 NDMREEHKEL. VRO LAAELEEL &
2 & LFY, Certificate Manager IFREBT—F R—X&2FA L T, FAAHAEORHRT—4
2ERELCHALET., T 74/ bOBEMEEBIZ 1208 29) TT.

4. Certificate System 1 VA9 Vv 2 &EEILE T,

I # systemctl start pki-tomcatd@instance name.service

13.413. Y 7 AT LADIIBAZELF T v 7 DERIE

Certificate System 7Y AT ALICIE, 74 MTOCSPF v P EBMCLTY T A7 LSERE
ZMREELET, 2F Y., RYWLAMBPAEZFERALTCEESA VY — T M RFEEI—Y VMUY —
J7IARAICATA VT BIENTEET,

serverxml 7 7 A ILEREL T, IRTCODYTIVRTALICHLTOCSPFz vV 5BRMICTEZET,
I—VIV MUY —TIAREBEBA VA =T 214 RAERRICEREIND D, CORETHADE
92 aVERETDIVELNHY FT,

R

YTV RTFLADREBT —IN—RTSSL/TLS FEAFHTELIICKEINTWVWEIHE
i&. LDAP RERT—4 N—2 D SSL/TLS H#—/N—FEAEN OCSP L ARV F—Il& >
THRHBINZVELGHY T, OCSP L ARV Y —H LDAP H—/N—EBREARH L &
WHEIE. YTV RATLNENICESLEFA. COREK. VTV XFLDSSL/TLS
P—N—FE{RPY T RTLERED—WE L THEINTWS D, [RedHat
Certificate System 9 D 7SV = J, A1 VA M—)b, BLUTFOM XV NHA K] T
REAYNhTWVWETY,

1 SEBAER T — % ADMERICHEA I NS OCSP 7k CA D OCSP ELFAED LA ZIE L &
T UTFICAIZERLET,

# certutil -L -d /etc/pki/instance-namelalias

Certificate Nickname Trust Attributes
SSL,S/MIME,JAR/XPI

Certificate Authority - Example Domain CT,c,
ocspSigningCert cert-pki-ocsp CTu,Cu,Cu

subsystemCert cert-pki-ocsp u,u,u
Server-Cert cert-pki-ocsp u,u,u
auditSigningCert cert-pki-ocsp u,u,Pu

2. YT RF LD serverxml 7 74 IILEARAEET, UTICHERLET,

I # vim /etc/pki/instance-name/server.xml
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3. OCSP BLIFAENA Y RAVADEF 1 T4 —T—9R—=RILRAWVGEIX, 1 VEKR—IL
i—a—o

# certutil -d /etc/pki/instance-name/alias -A -n "ocspSigningCert cert-pki-ca" -t "C,," -a -i
ocspCert.b64

4. OCSPF v 7 %BMMICTBICIE. UTDIDODEEBRNNSA=F—1HY FT,
® enableOCSP.-OCSP F = v 7 =AMICT BICIE, true ICRETI2HEIHY F T,

INEFTA—NILERETT, B—DA VY —T7 24 AIEEINTWRHEICIE. 1V R
HUADITRTDA VI —T7 4 RATERAINZEY, L. BFIL. server.xml 7 7 1
WICRBEINTWEIRIDA VI —T A ATERETIVENHYZET, BlOS 45—
T4 ADEREIEESEINE T,

e ocspResponderURL: OCSP L ARV ¥ —MD URLICOCSP Y VTR MEZEELET,

OCSP Manager DB & I&. BID OCSP F72id CA DRID OCSP H—ERICHRYET, TD
HBOY T RAFLATIE, THIEEICOCSP /I CADHAEOCSPH—ERASRBLF
£

e ocspResponderCertNickname: L A RV ZDELZICFERT 2 ERIMBAZ2RELET,
CAOCSP #—EZDIFH. Ihid CAD OCSP BELIAETHY. OCSP L ARV —
ICDWTIE OCSP EAGMAEICAY X T,

FTDMDINFZTA =45 —%FHALTOCSPBELZEETIET, OCSPF v I /X5 X =4 —[&
FART FKI13.10 Iserverxml D OCSP /NT X —4—| |[IEBHINTWET,

I—VIV RV —T A REEBEA VI —T A RAIL, 7714IICIE2DDERD
goavhrhpyFErd, OCSPF v I EEHWICLTE E’é‘ét‘_ti ﬁ?’i@tﬁya/kOCSP
NSAXA—=F—%EBINTEI2HEIHY EFT, UTFICHAERLET,

plB34T—x MMV H—T x4 AD OCSP
<Connector name="Agent" port="8443" maxHttpHeaderSize="8192"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"

enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="true" ssIProtocol="SSL"
sslOptions="ssl2=true,ssl3=true,tls=true"

ssI3Ciphers="-SSL3_FORTEZZA_DMS_WITH_NULL_SHA, ..."

tIs3Ciphers="-SSL3_FORTEZZA_DMS_WITH_NULL_SHA, ..."
SSLImplementation="org.apache.tomcat.util.net.jss.JSSImplementation”
enableOCSP="true"
ocspResponderURL="http://server.example.com:8443/ca/ocsp"
ocspResponderCertNickname="ocspSigningCert cert-pki-ca 102409a"
ocspCacheSize="1000"
ocspMinCacheEntryDuration="60"
ocspMaxCacheEntryDuration="120"
ocspTimeout="10"
debug="true"
serverCertNickFile="/etc/pki/instance-name/serverCertNick.conf"
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passwordClass="org.apache.tomcat.util.net.jss.PlainPasswordFile"

passwordFile="/etc/pki/instance-name/password.conf"
certdbDir="/etc/pki/instance-name/alias"/>

5. 8D OCSP #—E XM CA TIFRWHEEIF, OCSP H—ERDERIAEN Y T AT LD
NSS T—OINR—IIA VR—NFTE2RENDHY FT, Thid, 3V —ILF7IF certutil % {E
ALTITIZENTEET, WFhdDA T arvE, [RedHat Certificate System B2 A
K1 @ T[Certificate System 7—4 RX—2Z A®D Certificates D4 VX b—J)L ] TEHAINTW
£7,

6. YTV RTLEBREILET,

I # systemctl restart pki-tomcatd@instance_name.service

F+13.10 server.xml D OCSP XS5 X —4 —

NIA—5— B

enableOCSP YTV RFLDOCSP F vy aER (FITER)
IKLEY,

ocspResponderURL OCSP )V TR IMDZEFEIND URL R EL £7,

OCSP Manager D& &, BID OCSP 7 (& CA D
BD OCSP H—ERIZARY £, TKS £7/2IE KRA D
maE. CHIEEIC OCSP £7-1& CA D4ER OCSP
H—EREELET,

ocspResponderCertNickname LRARV Y —DEBLIMERED =y ) X—LEEREL
£9, OCSP ERIIAE /1% CA D OCSP EREE
BEOVWTNMNTY, SEREIEY TS RA T LD NSS
F—=HR=2I24 vR— b3 h, BREBRED
BREINTWBRENHY T,

ocspCacheSize FryvaIv M) —DHRRBEZRELET,
ocspMinCacheEntryDuration D7y FERITIDETORNMNBEAEZRELZE

T, EXE INA 0 IKREINEBZEIR. &
BOEWHREEF v I D5 2 DL ERRWEGE
BEDAMMZBERRTZIENTITIEA,

ocspMaxCacheEntryDuration ROT Ty FrRADRNFERT I2ERADEERTE
LET, CThickY, BWEEFz v VBT 1~
RODAKRESCRYBERWELDICTEET,

ocspTimeout OCSPERDY A LTV MR AMBATHRELF
ER

13.4.1.4. AIA HaRBEBED &R T O 7 7 1 ILADEM

HNER OCSP A AT 2MICTO7 74 JLICAIAURL 232 E$ 5ICIk, SEBRE 7O 7 74 JLICIEL W
URL ZEBMMLZFT, UTICHAETRLET,
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policyset.cmcUserCertSet.5.default.params.authinfoAccessADLocation_0=http.//example.com:8080/
ocsp/ee/ocsp

1342.2vy>a>vDy4A4 LTI

A—HY—DNISATURNTTI)r—2avamaNLTPKIY—NRN—|l8HETHE, —N—lF1—H—%
BMTdtEy avaEERLET, 2——DT U574 TRRETHBRY., 12— —I3BFRIEETIC
BLtyYayTEROBREEARITTEEY,

Ty aVIMLTIRNEI TIOTATTRWEDICEY Y aVERTI2ETREDORENOY —
N—DEHETHEZRELE T, By aryMRTIdE 2—F—RBY—R—~D7 72X %tk
TBHHICA—F—ZBRAL. T—NN—DHFHLWwEYy avEFRLET,

SALTI MG 2205914 THHYFET,
o TLIStYy>YavdyA LTV
o HTTPEY>avDyALTYh

DIAT Y NOEHADRLRZ D, VFAT YV MEINLDIA LTI MIE>THEEZRIFLE
3—0

R

BEDIZAT Y MIIHBDY A LTI NEENHY FT, /=& ZIE Firefox (T
keep-alive # 41 LT U NEREDHY F9, FFif

I&. http://kb.mozillazine.org/Network.http.keep-alive.timeout #88B L T X W, &
DTSty Y av A LTI NERLEHTTPEY Y a3 v 94 LT D RO —N—DEE
CERRDIGEF. ERIEMEEERTIET,

13421.TLSEY>a>vDyA4 LTI b

TLSEyYaviE, TLSAY R Y A2 7O0R IV AN L TCHBILINZTLSEHICS T2 X127 R
BEFv¥RILTT,

PKIY—nN—F, TLSEY>av7IT71ET 1 —DEEIRYMNEERLET, —1"—F, EHOD
YEREFIC. Outcome=Success ® ACCESS SESSION_ESTABLISHEEA RV &SR LE T, FEi
DIERRICK L 7235E. H—/3—I& Outcome=Failure %157 L 7= ACCESS_SESSION_ESTABLISH
EEARVMNEERLET, EHEIEFALCLSOSNE E. H—/V—|X ACCESS_SESSION_TERMINATED EZ
BEARYIMNEERLET,

TLStEy2arvdA LTI N (TLSEHRY 1 LT M) IE. /etc/pki/<instance>/server.xml 7 7 1 )LD
Secure <Connector> E5& M keepAliveTimeout /X5 X —4 —THREINE T,

<Server>
<Service>
<Connector name="Secure"

keepAliveTimeout="300000"
/>

</Service>
</Server>
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FIFIRNTIES A LT MBI 300000 I U (59) KREINET, COBEEEFT SIS
i&. /etc/pki/<instance>/server.xml 7 7 1 )L &#R&EL. y—N—%2FBREEL X7,

R

CDIEIE, Y—NN—=—~"DTRTOTLSERMICHKETZIEITERE LTIV, HRY)
NTRVWEEDEGZBFRATE LD, 7547 POMENKESRZEAEELSH
YET, EL. BEINLEGOEWHRISUINS X TICHENIDND O, Y—
N=DAFICHR— T 2REOHDEHGOHEBEA 2AEELHY T,

13422.HTTPEY>a>DHM4 LTI b+

HTTPEv Y avidk, HTTP 2 v *—%2ERAL TEBOHTTP YV IR N CA—HY—%ZEBHT I A A=
ZALTE, PKIY—/NN—[F, HTTPEY Y a VDEBFARY M EERLEFEA,

pa 3

—EBMAEEETLLHOIC. At 3 VD <session-timeout> &%, [TLStvI 3V
DA LT 8] D keepAliveTimeout fEE —HT 5L DICEELEFT, & X

i, keepAliveTimeout A* 300000 (5 73) ICEREINTULWSIHEIL. <session-
timeout> % 30 ICEREL £,

HTTP Yy > a>®D¥% 4 L7 M. /etc/pki/<instance>/web.xml 7 7 1 )LD <session-timeout> &
RTHRETEET,

<web-app>

<session-config>
<session-timeout>30</session-timeout>
</session-config>

</web-app>

TI7AIWNTIE, 4LT770 MEIZ30DICREINTVWET, EEZEET BIC
i&. /etc/pki/<instance>/web.xml 7 7 1 L &=fR&E L. —N"—ZBEHL X7,

R

ZDEI, Y—NN—EDTRTDWeb 7V 5 —>aVilHhdITRTDEY Y 3 VIl
BYELZEICEFBELTLEIWN, POEANFT—EBEFRIELEY, RRLEYTZ®
BEARWED, KELQENI—HF—DIIVARYIVIANELELET, 7L, BEX
NEHTTPEY Y a YHAHIRYINICAZ F TORBE HZH, EXa)T1—JRY
- FVUEER

13.423.PKIWeb UlDtEYy > a4 LTI b

PKIWeb Ul lZ, 759 —TRITINDZA V959 T4 TR WebR—ZADYV A7V NTY, R,
9S54 TV MNIEBRERIDHE T R—KNLTWET,

Web Ul DB &, T 0H =13 —N—ICERD TLSEHREZIFEFRTIET, CNOSDERKIIE—D
HTTP vy Y a VICEEMITONET,
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Web Ul DZ A LTI MNEHRETBICIE. HTTPEY Y3 vDIALT I BB LTLEIW,
TSOHY—DNISAT7Y MNEAZA X vy oal, TLStEY Y3 VABHENICEBERTESLDICTS
7z, TLSty>avyDy¥4 LT7Y MIBEEFERTT,

HTTP £y ¥ a v OHEIRAYINS &, Web Ul IXENEICKRRIINFEH A, 7272 L. Web Ul 1, 21— —
NREAEITIBENCT VAN — (AHRBE) 2RRLET,
13.424.PKIaA>VY—ILDEy> a4 LTI

PKIOVY =L, AV SITaTRAY Y R7AY TS 714ANUISAT Y RNTT, 21— —
ZB/INAT—RBELVI 547 MIBRERIIA Y R—MLE T,

AVY—ILDRBERFIC, Y—N—AD1 DD TLSEHRMERINE T, AV —IIE. 7571 HILA
V=T 1A RZRALKEIS. PO ECANFT— (BWRIGEE) ZRALET, WebUl EFEARY, OV

V—I)LIEH—/NN—THTTPEyYava#iFLIF A,

AVY—=ILDYALTINEERETDICIE. [TLStEYyYavDdALTIN] #BBLTLEIW,
VY —ILIEHTTPEy Y avAaAFERALARWED, HTTPEY Y a v 894 A7 MIERETT,

TLSty v avoiilRAtINE &, TLSEHA/EHL SN, AV Y =LAV RATFTALICTCIRTLET,
AI—H—ETT2581k. AVY—ILA2BREETINEI N HY T,

13.425.PKICLIOEY>a>Yd4 LTI b+

PKICLI (&, —ED#REZEFTITHIVVYRIAVIZATVRNTY, A—H—Z/NRAT—RBLTY
ZA4 7 NERAERAEE Y R— ML E T,

CLI DEEFIFIC, Y—/NN—EHTTPEY > a VvADEBE—D TLSEHAEKR LT, CLIIE, BEEET
TRENCT IV ERANF— (BRAGEE) #R-LET,

BE., BEGEELRLIERETIN, CLINETT2ETCICCLIART 520, MADYA LT Y
MZPKICLI &IXEREBRTYT, 7L, CLINAI—HY—ADEEHTIH, EENMETT S0, BEL
BB E, TLSEYYavFEAIFHTTP Y Y a UAERTINICAY, BY ORENKKT 258D
HYUFET, TOLIREEIFFRINZIFAIK, [TLStEyYavyDd(LT7Ih] & HTTPEY
avDIA LTI EBSRBLT, BEINDEEICHIGL T,

13.5. WEB.XML

13.5.1. web.xml B 5 DERFEHA V9 —7 =1 ADHIFR (CA DH)

(—REITPRIVD—TL—LT7—IREOHERD) LAY —A V9 —T 14 &, CA D web.xml
T7AINIERARELTEEFNTWVWET, 7L, IS OMEEIXIEHEE LY, FRAINACRYEL
Too Lo T, CARELSHIBRLTEX2 T4 —%8ETHIENTEET,

. CAZ{EIELET,

I # systemctl stop pki-tomcatd@ instance _name.service

¥ 72 1% (nuxwdog watchdog =& L TW3I155H)
I # systemctl stop pki-tomcatd-nuxwdog@instance name.service

2.CADWeb 774 LT4 LI M) —ZRHETEY, UTIKAIZRLET,

234



#513% CERTIFICATE SYSTEM OFRE7 71 )L

I # cd /var/lib/pki/instance_name/ca/webapps/ca/WEB-INF
3. MED webxml 7 7 A IILENY I Ty TLETS,
I # cp web.xml web.xml.servlets

4, web.xml 7 7ML ARE L., FEHBELSTEUTORY—TL Y MO <servlets TV ) —2
EREEIBRLET,

® caadminEnroll

® cabulkissuance

® cacertbasedenrollment
® caenrollment

® caProxyBulklssuance

=& ZI1E. caadminEnroll Y — 7Ly hT YV N —%HIBBRLET,

<servlet>
<servlet-name> caadminEnroll </servlet-name>
<servlet-class> com.netscape.cms.servlet.cert.EnrollServlet
</servlet-class>
<init-param><param-name> GetClientCert </param-name>
<param-value> false </param-value> </init-param>
<init-param><param-name> successTemplate </param-name>
<param-value> /admin/ca/EnrollSuccess.template
</param-value> </init-param>
<init-param><param-name> AuthzMgr </param-name>
<param-value> BasicAclAuthz </param-value>
</init-param>
<init-param><param-name> authority </param-name>

<param-value> ca </param-value> </init-param>
<init-param><param-name> interface </param-name>
<param-value> admin </param-value>

</init-param>
<init-param><param-name> 1D </param-name>
<param-value> caadminEnroll </param-value>
</init-param>
<init-param><param-name> resourcelD </param-name>
<param-value> certServer.admin.request.enrollment
</param-value> </init-param>
<init-param><param-name> AuthMgr </param-name>
<param-value> passwdUserDBAuthMgr </param-value>
</init-param>
</servlet>

5 ¥—7JLy bIVRMY—%HIBRLES, %HT % <servlet-mapping> T b —%HIRL £
-3—0

<servlet-mapping>
<servlet-name> caadminEnroll </servlet-name>
<url-pattern> /admin/ca/adminEnroll </url-pattern>
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I </servlet-mapping>

6. TVRIVFAT4—BRA VY —T x4 RIZDWVWT, <filter-mapping> T k1) —% 3 DH|

PRLEY,
<filter-mapping>
<filter-name> EERequestFilter <ffilter-name>
<url-pattern> /certbasedenrollment </url-pattern>

<ffilter-mapping>
<filter-mapping>
<filter-name> EERequestFilter <ffilter-name>
<url-pattern> /enroliment </url-pattern>
<ffilter-mapping>
<filter-mapping>
<filter-name> EERequestFilter <ffilter-name>

<url-pattern> /profileSubmit </url-pattern>
<ffilter-mapping>

7. CAZBEREELIT,
I # systemctl start pki-tomcatd@instance _name.service
¥ 721% (nuxwdog watchdog = L TW 355

I # systemctl start pki-tomcatd-nuxwdog@instance _name.service

13.6. WEBH—EXDHRHYTA X

TRTCDYTYRATL(TKS BRI, T—Y Y PED Web R—ZADHY—EZAR—=IU P, ZDf
OO—IL (BBECPIVRIVFAT4—RE)ADWeb R—ADHY—EAR=IBHYFET, Ihbd
D Web R—Z2ADHY—EZAR—J(FEAR A HTML ¥ JavaScript 2R L THE Y., BEFEDOY A 1 v

SRy MIAEDLET, IFIFAEB, 0T, ZOMBOTHA VEREZEATELIICHARITAXIT
TFET,

1361 YTV RAFLWeb 7 ) r—23avDhRIYTAX
BEPKIYTYRATAICEUTHEEFNITIRTDweb P r—2avhbhyFEd,

e FTXAbM, JavaScript A— R, R=YLATI M CSST#—T v NREEZEFL HTML R—
:/\‘

o H—TJLwh, NRR, EFaUFTq4—HNLEEEET S webxml 7711
o PKIZATSY—~DY >y

YT RFT LD Web 77 r—2 3 »IiE, /var/lib/pki/pki-tomcat/conf/Catalina/localhost/ D7 1 L
IJR)—=IHBaAVTFAM 774 (caxml 7 74 BE) #FHALTCTOMINZET,

<Context docBase="/usr/share/pki/ca/webapps/ca" crossContext="true" allowLinking="true">

</Context>
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docBase (. T 74NN KD Web 7Y —> 3> F 1LY b — Just/share/pki/ DiZFiESRL £
ER

Web 77U —23avaHRIRAXTBITE. Web 7TV r—>avTa LI RN =AYV R Y
2D webapps 71 LV MY —IZOE—-LZFT,

I $ cp -r /usr/share/pki/ca/webapps/ca /var/lib/pki/pki-tomcat/webapps

RIC. webapps 74 LI MY —DSHEFHARDRY LWeb 7TV r—>avd74L 0 M) —%5R
$5LDIC. docBase #EEL X,

<Context docBase="ca" crossContext="true" allowLinking="true">
</Context>
ZEIF, ¥—N"—Z2BEEBLASTETCICAMCRY T,

AR LWeb 7 ) r—avaHIBRT %1213, docBase #TTICR L. BRI LD Web 77 r—
vavi4 LI M) —%HIKBRLET,

I $ rm -rf /var/lib/pki/pki-tomcat/webapps/ca

13.6.2.Web Ul 7—YDAHREITA X

BULAYVARYIVADY TV RATFLDweb 7T r—avid, BLTF—v&HBLFT, Thicidd
THAEFEFNZET,

o CSST774I (FO—NILDOHNBEERET S)
e O, 7A4dY, BLVZDMHDAX—=CT 71411
o R—UHA KN, OTYVY, 94 MNLOBREEHMTZTSVTa 7 0O/1RF 14—

Web Ul 75— (Z. /var/lib/pki/pki-tomcat/conf/Catalina/localhost/ 71 L 7 b ') —® pki.xml 3>
TXFANT7ANEFERALTTOM3IhET,

<Context docBase="/usr/share/pki/common-ui" crossContext="true" allowLinking="true">
</Context>

docBase I&. 77 #I bDFT—<FT 1 LU b — Just/share/pki/ DIFFi=SRL £,

T—REARIRAZXTBICE. TI7AIMDT—ITFT4L I N)—%A2VRH >V ZAD webapps T 1
LON)—IZHBpkiTa Lo )—IlaE—-LET,

I $ cp -r /usr/share/pki/common-ui /var/lib/pki/pki-tomcat/webapps/pki

RIZ. webapps T4 LV M) —D LR BRARIYLT—IDT4 LI MN)—%2SBTBLD
IC. docBase #Z&EL 7,

<Context docBase="pki" crossContext="true" allowLinking="true">

</Context>
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BEE, Y—N—2BEFHLASTEICICAEMCRY ET,

WA LT—<%HIRT SICI1E, docBase #TTICEL T, WAV LT—<DT4 LI M) —%HBIRL
i-g_o

I $ rm -rf /var/lib/pki/pki-tomcat/webapps/pki

13.6.3.TPS h—J VDREFINILDARI A X

T 72 bD =20 > DIRRES X)L L /usr/share/pki/tps/conf/token-states.properties 7 7 1 JLIT{R
I, [h—0VDORESLVERINIL] THRAINLTWIET,

INNERRIRAZXT DI, 774NV %AV RIVRATA LI M) —ICOE—-LET,
I $ cp /usr/share/pki/tps/conf/token-states.properties /var/lib/pki/pki-tomcat/tps/conf

BEE, Y—N—ZFBEHLAKTEICICAEMCRY ET,

HRAITA ZINTEINLVZERIRT BICIE. ARITAXINLT 74 IVEHIBRY 57213 TY,

I $ rm /var/lib/pki/pki-tomcat/tps/conf/token-states.properties

13.7. 70 ANF—DFEH

Certificate System Tld, BEEZEWEF D RAITA XTARATHFRANTNST—ZHBETIET. UTORKRR
TRNFT—DRRIINZET,

FTIV5—ay NF—BRREINBY1IVT
PKIZ>Y—IJL o — .
o IVY—ILARKIINDHEIII,

o v aUNHIRIhICHRBE, (@]

WebA4 % —T7 x4 R
€ - o Web A ¥¥—7 1A RICEET ZIER.

o vl avDAEMEBEAINAEE, P

pkia~> R34 2va1—-74

Syl o EBOBIEERET BH.
T4

[a)EY > avd A LT7Y FORRICAT25MIE. Ty av0sMLT7T M 2BRLTIEIW,

N+ —% AT % &, Certificate System ZERAT 2RIICI—H—ICEERBEREZRRITCIET, Hit{T
T2ICIE, REINAETFAMIAETIHEIHYET,

I $13.5 7 U 2 ANRF—DFRREF
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~LTWET,

are not an authorized user, disconnect now. Any attempts to gain unauthorized access will be
prosecuted to the fullest extent of the law. Do you want to proceed (y/N)? y

Serial Number: 0x1

Issuer: CN=CA Signing Certificate,OU=instance_name,O=EXAMPLE
Subject: CN=CA Signing Certificate,OU=instance_name,O=EXAMPLE
Status: VALID

Not Before: Mon Feb 20 18:21:03 CET 2017

$ pki cert-show 0x1
WARNING! Access to this service is restricted to those individuals with specific permissions. If you
Not After: Fri Feb 20 18:21:03 CET 2037

‘ LTFOBIE, pkit—F 1) T4 —42FHALTWBBAIKT IV EANF—BRRINDZIIIVI%E

13.71. 70 ZANF+—DEMIEL

T O ANF—%BMWIIT BT, /etc/pki/instance_name/banner.txt 7 7 1 L EER L. XRT DT
FAMNEABDLET,

BF

letc/pki/instance_name/banner.txt 7 7 1 L DT F X M, UTF-8 R AFERT2HE
PHYET, MEET BICIE,. [N F—DHREE] #BBLTLEIL,

13.7.2. 7 7 A/NF— DXL

T O ANF—E|EMITT BITIL. /etc/pki/instance_name/banner.txt 7 7 1 L& HIRT B H. T
ZRIAZELFT, UTFIKHERLET,

I # mv /etc/pki/instance_name/banner.txt /etc/pki/instance_name/banner.txt. UNUSED

13.7.3. N\ F—DERR
BEZREINTWANF—ERRTBITIE, ROOAYY KEETLET,

I # pki-server banner-show -i instance_name

13.7.4. /X F—DREE
NF—|IIEPRLENEEFNTVWARWNWI E 2RI SICIE, ROOAT VY RERTLET,

# pki-server banner-validate -i instance_name

13.8.CMC D& FE
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AU 3V TlE, CMS(CMC) CIIEAEERIC Certificate System AR ET 2 HEEFHALE T,

13.8.1. CMC D {t#E A4

CMC ZRET ZHIIC, UTORF1AXAV M E2ZRLTIDOMEY VDFFMZHERL TSI,
e [CMC MR L&
e [Red Hat Certificate System B A4 K1 ® FCMC %= {FEH L72FEBAEDHFEITI

e [Red Hat Certificate System B2 A4 K1 @ [FEEAE GEFAE 707 71 )L) 2#FHTd B IL—
IV DYERRD

13.8.2. PopLinkWittnessV2 #AE DB N1E

AR (CA) DELANILDEF 1Y 714 —DIiFEIE. /var/lib/pki/instance_name/ca/conf/CS.ctg 7 7
AITUTOF T avaBMILET,

I cmc.popLinkWitnessRequired=true

13.83.CMCHBY—7 L v MNEEEEDEMIE
FREEE (CA) THAE M=V VKRB ZAMICT 2IC1E. UTZETLET,

L RANTOAYF Ry TH—EADNEWICA>TWBIFEEIE. TOH—EX & —EICEYIC
LE¥Fd. [Watchdog f—EZDEMIL] Z#2BRLTLEI W,

2. Directory Server ® 2 ¥ —~|C shrTok BlitEAEBML £ 3,

# ldapmodify -D "cn=Directory Manager" -H |daps://server.example.com:636 -W -x

dn: cn=schema

changetype: modify

add: attributetypes

attributetypes: (2.16.840.1.117370.3.1.123 NAME 'shrTok' DESC 'User
Defined ObjectClass for SharedToken' SYNTAX 1.3.6.1.4.1.1466.115.121.1.40
SINGLE-VALUE X-ORIGIN 'custom for sharedToken")

3. ¥ A7 LF—H Hardware Security Module (HSM) IZIREI N TV 355
I&. /var/lib/pki/instance_name/ca/conf/CS.cfg 7 7 1 JLIZ cmc.token /X5 X —4% —%E&E L
£9, UTFICHIZRLET,

I cmce.token=NHSM6000

4. UTFOHEOWTNIEFERLT, EAN—VVRIETS T4 Vv E=BMLET,

e pkiconsole 1—7 4 YT 4 —AFEALTTS M4V EBFMITICIE. ROITY KEE
TLET,

1. pkiconsole 1—7 1 )74 —%ZFRALTYRTLICATA Y LET, UTICHESRL
i’a—o

I # pkiconsole https:host.example.com:8443/ca
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N

. Configuration ¥ 7 C. Authentication %3&R L £ 7,
3. Add%=7% ') v % LT, SharedToken %#:&R L £7,

4. Next&#27)w o LZET,

ul

. UTORHREADLET,

Authentication InstancelD=SharedToken
shrTokAttr=shrTok
Idap.ldapconn.host=server.example.com
Idap.ldapconn.port=636
Idap.ldapconn.secureConn=true
Idap.ldapauth.bindDN=cn=Directory Manager
password=password
Idap.ldapauth.authtype=BasicAuth
Idap.basedn=ou=People,dc=example,dc=org

6. OKZ27 ) v 7 LFETY,

o FSUAVEFETAMICITSICIE. UTORELE
/var/lib/pki/instance_nameica/conf/CS.cfg 7 7 1 JLIZEBIM L £ 9

auths.impl.SharedToken.class=com.netscape.cms.authentication.SharedSecret
auths.instance.SharedToken.dnpattern=
auths.instance.SharedToken.ldap.basedn=ou=People,dc=example,dc=org
auths.instance.SharedToken.ldap.ldapauth.authtype=BasicAuth
auths.instance.SharedToken.ldap.ldapauth.bindDN=cn=Directory Manager
auths.instance.SharedToken.ldap.ldapauth.bindPWPrompt=Rule SharedToken
auths.instance.SharedToken.ldap.ldapauth.clientCertNickname=
auths.instance.SharedToken.ldap.ldapconn.host=server.example.com
auths.instance.SharedToken.ldap.ldapconn.port=636
auths.instance.SharedToken.ldap.ldapconn.secureConn=true
auths.instance.SharedToken.ldap.ldapconn.version=3
auths.instance.SharedToken.ldap.maxConns=
auths.instance.SharedToken.ldap.minConns=
auths.instance.SharedToken.ldapByteAttributes=
auths.instance.SharedToken.ldapStringAttributes=
auths.instance.SharedToken.pluginName=SharedToken
auths.instance.SharedToken.shrTokAttr=shrTok

5. /var/lib/pki/instance_name/ca/conf/CS.cfqg 7 7 1 L. D
ca.cert.issuance_protection.nickname /X5 X —4% — T, RSA E{TREHMAZD=v 7 *— LA
ZERELEFT, UTICAZRLET,

I ca.cert.issuance_protection.nickname=issuance_protection_certificate
ZDRTY TIEUTDEHY TY,

® ca.cert.subsystem.nickname /X5 X —% — T RSAFIRAE A EAT 2%/ IE 4 T a vIC
BYFET,

e ca.cert.subsystem.nickname /X5 X —#% — T ECCiIFiE A AT 2B EICWHETT,
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H5E

ca.cert.issuance_protection.nickname /X7 X — 4% — ' FREINT LR WG
&, Certificate System |Z ca.cert.subsystem.nickname T gEI Nz T R
TLDIREZRFMICFERLEY, 2L, RITHRELBZEIE RSAGIBAET
HEUEIHYZXT,

6. Certificate System B8 L £ 7,

I # systemctl restart pki-tomcatd@instance_name.service

CAN#EEN S % &. Certificate System & Shared Token 75 714 U HMEH T % LDAP /S AT —
FEZERLET,

7. ZOFIEDZAIC watchdog H—E R & —BFHICERNIC LZIGEIE. BEAMICLE
¥, [Watchdog —EZ2DEMIE] #SHBLTLEZILW,

13.8.4.Web 1 —H%'—4 ¥4 — 7 £ 4 AD CMCRevoke DE®E

FRed Hat Certificate System B H A K1 @ [CMC KEDETI 22 a v THAINTWE LD
e RV IVTRAMNEXETBHREE2OHY FT,

CMCRevoke 1—7 4 )7 1 — %A L T. WebUl TREEINDIEKDEREFERT 25 E. LLTD
$%%E % /var/lib/pki/instance_name/ca/conf/CS.cfg 7 7 1 JLIZEMM L £ 9,

I cmc.bypassClientAuth=true

13.9. CAEE PORTAL %#{#f L /=SEFAZE D EFDO Y —/\—FERHFEEKDERE

AtV avTld, CAEER—# I %FERAL T, EBAEEEHRD Server-Side Key Generation 25X E Y %
FHEEHRBALET,

13914 VA MN—JLEBE

)z 6
_ t—/X—1fi] Keygen ZF&ET 2 ITIE. CAICMATKRAA Y RY VY ADNRBETT,

R

CA & KRAND Tomcat 1 YA VRAEHBLTWBRIGAEIEX., LEEDOFIEZETLTKNS
VAR—NEBBEA A VIR— N T BREIXHY FHA,

CAAYVAIVABELUVKRAM VARV R EA VA M=)V LEEIC, R4 Y R7OYD Tomcat Web
HY—N—A V2RIV ZADBFEICIE. CADnssdb ICKRA M5V RAR— NFRAZAEBIMNT 2HELDHY X
£

1L &9, CAZIELELET,

I # systemctl stop pki-tomcatd@ca_instance name.service

UFICHZERLET,
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I # systemctl stop pki-tomcatd@pki-ca.service
2. KRA NSV RR—NERAZEEZBRHRL, 77 4IICTIVRR—MLET,
# grep "kra.transport.cert="/var/lib/pki/kra_instance _name/kra/conf/CS.cfg | sed
's/kra.transport.cert=//" > kra fransport cert file

UFICHZERLET,

# grep "kra.transport.cert="/var/lib/pki/pki-kra/kra/conf/CS.cfg | sed 's/kra.transport.cert=//" >
/tmp/kraTransport.cert

3. CA D CS.cfg TJ77A4ITEEINTWE Yy I x—LEFERAL T, KRA NS5V RR— MNEBRZE
% CA®Dnssdb ICA VY R—KMLZET,

L NS VRR—RMERAZEO=v IV x—L%E YA MKRRLET,

grep "ca.connector.KRA.transportCertNickname"
/var/lib/pki/ca_instance name/ca/conf/CS.cfg

UFICHZERLET,

# grep "ca.connector.KRA.transportCertNickname" /var/lib/pki/pki-ca/ca/conf/CS.cfg
ca.connector.KRA.transportCertNickname=KRA transport cert

o FIOFIRICEHINTVWEI =Y I R—L%ZFEALTCHERELZSI vV R—MLET,

I certutil -d /var/lib/pki/ca_instance_name/alias -A -t “,,” -n transportNickName -i kra transport
cert file

UTFICHZERLEYS,

I # certutil -d /var/lib/pki/pki-ca/alias -A -t “,,” -n "KRA transport cert" -i /tmp/kraTransport.cert
4 CAZEHLIEY,

I # systemctl start pki-tomcatd@ca_instance name.service

UFICHZERLEYS,

I # systemctl start pki-tomcatd@pki-ca.service

13.9.2. 707 71 ILEEE

Y—N—RITERNEXRINZAEOEHRZHFAIT 57<HIC. caServerKeygen_UserCert & & U
caServerKeygen_DirUserCert D 2 DDF 7 AL N TOT7 74D T 74 M TREINE T, L
L. ELWAA, BA, 8LORYY—FEEFO>TOT 7ML, H—/X—fID keygen 7O 7 7 A
WICHIYBEZA B ENTEEY,

Server-Side Keygen 7O 7 7 4 JLICIE, MTFDIVER—X Y MHEEFNTVWEIHELHY T,
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A7

I input.i1.class_id=serverKeygenlnputimpl

HAH
I output.oi.class_id=pkcs120utputimpl

Policyset
F—HATEXF—HAZXDNRIA=F—IF. UTFICHIRTDLIICERETEET,

policyset.userCertSet.3.constraint.class_id=keyConstraintimpl
policyset.userCertSet.3.constraint.name=Key Constraint
policyset.userCertSet.3.constraint.params.keyType=-
policyset.userCertSet.3.constraint.params.keyParameters=1024,2048,3072,4096,nistp256,nistp384,nist
pS521

policyset.userCertSet.3.default.class_id=serverKeygenUserKeyDefaultimpl
policyset.userCertSet.3.default.name=Server-Side Keygen Default
policyset.userCertSet.3.default.params.key Type=RSA
policyset.userCertSet.3.default.params.keySize=2048
policyset.userCertSet.3.default.params.enableArchival=true

T7 4 NDY—/N—ID keygen EEZ 7O 7 7 A WIEFRFEA W =X LICE > TERYET, I T
& AFO&DICRRY £,

e caServerKeygen_UserCert.cfg

"auth.class_id=" ~DZDEIAEEFNF T, 2FY., 2OFAOT 7ML ENLEZEHFERICIE
CAI—C YV MDLDEBIVEBICARY FT,

e caServerKeygen_DirUserCert.cfg

ZhiClE,. "auth.instance_id=UserDirEnrollment" "2 9, Ihik. 1 —H—» LDAP
uid/password FRAEZE T DICMEBRIEZRBKLET, DL IREBEEE. CAT—2 Vb
NODNERTEDEDEVEE LAWD, BEEREEZE L TRERAINET,

caServerKeygen_DirUserCert.cfg 707 7 1 JL CEBAXI 115 & 5 I, auth.instance_id 7 1
LOT 1 7EBRMEOHZRBRIE TS 74V IS RAIERETDE. BEERARETEE
T, CS.efg 77 AINTIDLIAEREDHZ., LFICRLET,

auths.instance.UserDirEnroliment.dnpattern=
auths.instance.UserDirEnroliment.ldap.basedn=ou=People,dc=example,dc=com
auths.instance.UserDirEnrollment.ldap.ldapconn.host=host.example.com
auths.instance.UserDirEnrollment.ldap.ldapconn.port=389
auths.instance.UserDirEnrollment.ldap.ldapconn.secureConn=false
auths.instance.UserDirEnroliment.ldap.maxConns=
auths.instance.UserDirEnroliment.ldap.minConns=
auths.instance.UserDirEnroliment.ldapByteAttributes=
auths.instance.UserDirEnroliment.ldapStringAttributes=mail
auths.instance.UserDirEnroliment.pluginName=UidPwdDirAuth
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B4EAE/F—BSN—V Vv DEE

AETE, SFIFRVSTVFIOHAAEDOA VR— B LPRIEAERE, BSIL h—2 V TiEASE/
BOT—IN—R%=EETLHEEZHRALIT,

BESrk—ovIcDWT
NSSY 7 h b—2 v DEEMIZ. [NSSSoft Token (REEh—2 V)] #BRLTLEIW,

HSM Daffild., Th—Roxz7EFa)F1—FEJa—I)L(HSM. A h—2 )] #BRBLTLEY
LY,

14.1. CERTUTIL & & T} PKICERTIMPORT

certutil 1< > K&, Network Security Services (NSS) I & > TIRHEINE T, certutil (£, FFBHEZE DM
ABELVCA VR—MIFERINET, L. certutil DFERAAEICET2EANLBBELZLUTICTRL
9., 272 L. PKICertimport (&, FIFAEAZ R LIRS LV Y R— N T BDITEIRT H7HD
FYIR—=RPYTRTY, Thilid, certutil #FEALT. BHOIYY RKOMUHULFBRET, EL
WERAERIAEDOHEATT,

14.1.1. certutil D E KB {F %

certutil [command] [options]

Zceertutil FUH LIFAT Y RIS 7Z2RY ET, BEIIAXFETCRINZEY, £/, A7 KOFE
EHIET 2 —EDA T avEFEATEF T, 7 7VavMEENZIEE. TOEOEZRIIE<E >SEICH
FeonzxEd,

14.1.2. PKICertimport D E AR A FH 7%

PKICertimport [options]

% PKiCertimport FO'H L &, IBEIN/AAELRIES LI VY R—b T 2—EDA T 3 v ERY
9, certutil DILERI—R T —R & IFER Y, PKlCertimport (., SIFAZEAZLIIM VER— B &

PIREET D EDHICEREBVTVWE Y, FIARREAA T a3 v OFMIE. [—#&87%A certutil & &
U PKICertimport + 7> 3 v | 28R LTCREIW,

R

PKICertimport |&, E{THICNSSDB £/ ld HSM D/XR 7 — R &EREEKR L 7,
ZhiE. PKICertimport & NSSDB & DX a2 B OERT 2ELNHZ7-HTT,
NSSDB/NNRT—RAEZEYIRLAALARLSTELIWVWEL DT, -f<filename> T/XXAT— R
774NV ERELET, BRTLEL, "RAT—RI7 74V EBLTHIBRL TSIV,

14.1.3. certutil D—fgpy74 < > K

UTFoaxy Rigcertutil BEDEDT, W DHD—RIAITY ROBEAERLE
¥, PKICertimport (&, Ch5DIY Y RT7STEHBEN R, ThH6DIAY Y RIS TEREDY
FtA.

certutil -A

ATy R, HREOEMERLTWEST, 1 VR— NT2ICEHE (). TOHAREO=y
F—L (), BLVIRBO—EDEETS Y () PBETT,
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certutil -V
VIO Y RiE, FIBAEDMEIZ R L TWE T, MELICIE, SERAED =Yy I X—L (-n) &, ERTT 5%
EE(-u) DY A THRBRETT,

certutil -D
-D O< Y Ni&, FEEEAZEDHIREZ TR L TWET, HIRRT ZEBAED =Y I X— L (-n) ’BETT,

SERRE D NFHEH DDA NHIRI N, MBEIEFEETIHZAIFHIRINABAVWI EISERELTLEIWL,
certutil -M

-MIaO<T Y R, FIBAZEDEREZRLTWVWET, BEYZIAHAE-_v IV R—LAL (-n) &, IAEZRHT
5—EDER7 TV () MBETT,

certutil -L

LOT Y RIE, SFAEFAIETARTCOIEAAEADY A M ERLTVWET, Zv I RX—LF T3V (-n)
ZIRETDE. TOHREICET 2FMBERIRIINE T, THUNDFZEIE. FETHIXRTDIE
BAEZICET 2 —BHARBHRA—EBERRINE T,

certutil -L DFER & LT, BIEPED=Z Vv I R—LEZDEFEBHRIRRIINE T, UTFICHAERLZE
_a_o

KI4NGBAED =y ¥ X— L E{5HEER

SEBAED=v 7 X—A Trust Attributes

SSL, S/MIME, JAR/XPI

caSigningCert pki-cal CT. C. C

= o-1o)
certutil -L TRRINZEFEBMIE. 1A T a Vv THEELARBICHIGLE T,

certutil -L (T — 9 R—RAZTE LAWED, RELORLITELICETTEET,

14.1.4. —fi&HI72 certutil 5 & U PKICertimport & 7' 3 &

UTFOFIBEICH>T, BIFEEDTTOAAY N F)AFITEL, ELWMETHD & EBRALET,
IhSDF 7Y 3 viE PKICertimport THEFEATEZE T,

-n <nickname>

-n <nicknames> # 7> 3 Vi, SFAED=v IV RX—LAEEBELEFT., THIIEEDTTFANEEET
X, MfFAEANDBRBELTOMEAINE YT, —BETHEIVEIHYZET,

REICBLT, COEEFHLTLLEIY,

-d <directory>
-d <directory> 7 7> a vk, FERADNSSDBT 14 LI MY —~D/IRREIBELET, BE. 0D
TALIMN)—R@FITICHFEREL. 2FEALTCREDOTA LI N —2BRLET,

REIIGLT, COEZEHRLTILEIW,

-t <trust>
st <trust>s 7 7> 3 ik, GAZEDEFELRNILEEREELE T,
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BFEICIE. UTFO3D20A7TY—2HY T,
e TLS DfE%E
o X—JLDEFE
o ATV NEBHDEFE

ZEROMEICIE, EROLANIVEZEETDERXFLZIDILITEBEMTEIT. UTOMSZ b
XFiE. c. CELUVTTY,

® clI. ZORENERELR (CA) THIRENHY T,

o Cli. H—N—HFBILBELT 2 ODERTEIRIARTHEIEETLTVET (C AN
FDcTHBH, MEEEETBEEHY LA,

o Tid. COIMAED. V547V MNEBAEILER T H2LODEHETEIHEATHD I E2RL
TWET (TIINXED cTHBHD, TECOMALEETZI2HERIHY FHA),
BUMBDERISVEEETSICE. XFAEIVITRYYET, &2, # 7 3 > tCT,Ce
& 93472 bEY—N—DTLSEAEANDER. T—/N—DEF X —ILEAZE (5/MIME) ~NDE
BIFEEINTBY., A7V POEBRICAWR CABEINTLWEEAN) THEIEEEKLE

-g—o

o ZhilLY, ZOFPAENFIDAREICELL, TNDAF TV MERICERINZ E, €
DEEEAENERICRY T T,

BREAL (FLEEEORM) . 1, 2FALTEETEET,
T—IR—ZANDITNTOFHPAED M T A ML NIV ERRT BICIE, UTERITLET,
e certutil -L -d
o RIMED=v IV RX—LN)AMKRTIN, TORBRIFBWIZIMEEINET,
-hF T2 aVDHSMICET 2FRESRL T EI W,
BRL NIV, certutl D man R—IYTHREINTVWR I EITERELTLEIW, ZORFaxXV M %
SRRTBITIE, certutil AIEELK A YA M—=ILINTWB Y X7 LT mancertutil I REETLE

ER

-h <HSM>
-h<HSM> # 7> 3 vk, BEEZEITTEHSMOERIZEELZE T,

HSM IZEFEARETE RV, -hA TV a vk 44T a v EBRENHY FHA, EHERE
TEX5DIENSSDB 727D T, -h <HSM> & —#&(C certutil -A I~ > K% certutil -M O~ > K& (&
ALTEEXRBLET, KbYIT, -hFF>a v LT, IO certutil-M Y Y RTREREFEL NI
ZIRELET,

BREICRLT, COEZFHLTLLEIL,

-e

e AT avid, certutil-VIATY REEHIFERTIHBAIC. BROBYUMEFvIIND LI
f8E L £9. PKiCertimport (%, FIFAEEZROMRIEZHEICETL., e A 72 a v EBELEE A,

-a

atFravik, BMEDF—DPEMASCIH R THEZ I EEEBELET,
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-i <certificate>

-i <certificate> # 7> a Vi, HFAE~NDNRREBELE T, Thid, 1 YV R—NFTBEAE~D/R
HIETETH-HIC certutil-A <Y Y RTERAINE T,

REICBLT, COEEFHLTLLEIL,

-u <usage>
-u <usage> 7 7> 3 viE, certutil-V AT Y NEHAT BRRIC. RALT 2iAEOFERAEEL &
3—0

ROEVaVTERINDIWVWDODOEREDOXFLHY T,

¢ -uCid. 7347V MO TLSEIBAERAIZRLE Y, ISR 2T L I BIHR
EEBREMRTHIEITEREL TSI W,

e -uVid, Y—N—DTLSERASERIEZRLET, NICLY CATSERAENES I h,. BWHAR
EEBREMRTHIEITEREL TSI W,

o -uLld, CATLSEIFAZEDIRIEICHEALE T, ChICKYERI Z VDRI N (c A FEET S
MHEER). BOFERAAEZHIAL T, ¥F—DNCAXF—TH3IEea2HRELETT., Ihik. A3
RELUVEREHERLFT,

e .uOI(X, OCSPRAT—49 AL ARVY —FIBAZARIITH AR LET, InITLY., HR
TheEBEAEWRTDIZEISEFRELTLEIL,

o WJATVY NELAPEORIAZRLET, IhilLY, HRIN EELZHRATZ L&
IER LTI,

BoERAEA TV aVvAEEINTWS Y, (HEDEFE 7 Z VA EL K RWEE (CATLS iR
EDc 737DV ARE), certutil -V IEB >R EARY T,

Pz -

FAAEDHEMB®RIZ. certutil D man R—JICBHINTWET, TORFa XK

HHBRBT SHITIE, certuti AEELLKA VR MN—=ILINTWSB Y AT AT man certutil 3<%
VRERERITLEY,

14.2. )L— MEEERRZE DA ViR— k
FT. TALIRN)—%NSSDBICEELET,

e cd /path/to/nssdb
INSDFIFEDOERTHICWeb —EZRADNA 754 VICRY (BiE, EMEARE) L, thoTOER (7
SOHF—RE)ICLBNSSDBADEBET7 IV EAN BN &R LET, INICLY. NSSDB
BLEY., INSOMAZEOFEALNTEIICRZFZIENHY £,
FLWIL— NERREAR A VR— NS 2RENHZIGHEIE. FEAEN VW DEDIIRAEICELRTE S
H, BRERAETIDIRAEEZRE TS L DICLTLEIW, ca_rootert EWDZFID T 7 4 ILIZT
TICFEELTWAZEZRIIRELET, BFHDVFTVFICEDLET, ELVWRRIENRNRZEIHAE
_a—o

LUF D certutil = 7> 3 >~ & & U PKICertimport 4 7°> 3 > DFf#IL.  [certutil & £V
PKICertimport] ZZSRL TSI,

I— NEEAZEA A VR— M 2ICIE. ROOY VY REERTLET,
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e PKilCertlmport -d . -n "CA Root" -t "CT,C,C" -a-ica_root.crt-uL IY > R&ZETLXT,

ZOaAv Y RiE, JL— MEERAEA NSSDBICKREEL. 1 Y R—KFLET, T5—AXvE—IN
HAINT, RYID— R0 DFEIE. MENPKIILET, RYI— RE2#RT 5ICIE, L&
DAYV RETHET<CICecho$? 2T LET, IFEAEDHFEIE. RENRIS—XytE—
UHHEAINZE T, FAEILRE. BRI INDI DN, FlE CASIBAETH 2D SREE
ICEKBLET, LD >T, SFBAZET7 74D ELWVWZ %2R L. RFIDREICLTLCES
W, BITEHICERL, IXRTOFEHBAES L VIL— MNIBAEN VAT AILEET DI E&HE
BLET,

14.3. FEEERAEF = — DA ViR— b
BIE9 BH0IC. T4 LV M) —% NSSDBICEEL XY,
® cd /path/to/nssdb

INSDOFIEORITHICWeb Y—ERDN A T4 Vv THBD I EA2BRLET (B, EMERE). b
DOFOER (TZVH—%E)ICLSB NSSDBADAT VAN BN 2B LET, Chick
Y, NSSDBAMIEL 7Y, IO DREDERITEICRZBEN’HY XY,

IV— REEBAE%Z M Y R— P LTEFEL TWARWEEIE, [IL— FEAZEDA YR—k] ZZRBLTKE
TN,

W— ==V RS —N—FF V547 MNIAEBIC—EOHRERENMEEINZIHE
&, JL— N CARERRENOREBELILL DI, BRBAIMEF I —VEA VIR— NBLCRILYT 5%
EAHY 9., BE CAlLca sub_<nums.crt & WD ZHEID T 7 1 )L (ffl:ca_sub_1.crt. ca_sub_2.crt
BREOYEBELTVWEY, 77O/ XY MIEHLE T, MMAEORFENNREZBEIMZIET,

pa

KHYIZ, fullchain.crt. fullchain.pem. X7 IEXRKDEZRIDE—T 7M1 ILHBEZ S
N, THICIEEROIIAENSENTWVWBIHE, £70v Y (----BEGIN CERTIFICATE-
e Y= H— & - END CERTIFICATE----- N—H—&, TOBEDTFRAMNEED) &
MED774ILICIE—LT, ThELED 74— v MIDEILEFT., ROVDEDIE
ca_sub_<nums.crt &\ ZEIT. &REDIVR—2R Y M service.crt &\ ZETD
H—N—OFRETYT, H—/N—BHZICDOWVTIE, YOt > a3 v THEBALET,

F3. IL— b CAIBAZENSHFEEWIEIC, A CAARA VYR—KMNLULTHRIELE T, FEIEL TULWARWSE
BlE. kOt avICERET,

LR D certutil + 7> 3 >~ & £ U PKICertimport 4 7°> 3 > DF#IL.  [certutil & £V
PKICertimport] ZZRL TLEI LW,

Fr—VAHADIRTORFEGHRAEZICH L T, UTFETVWET,

e Execute PKICertimport -d . -n "CA Sub $num" -t "CT,C,C" -a -i ca_sub_$num.crt-u L
2O Ni&, HfE CAGEBAE%# NSSDBICHREEL., 1 Y AR—MLET, IS5 —AvE—
AHEAINT, BRYI— K0 DHBEIF. RIEPKHILET, BRY I— REHERT 51T, £
DTy RETETCICecho$? ZEITLET, FEAEDHEIF. AENRIS— Xy

T—UNHAINIT, REEICK LD BB, RITEICER L, IXTOHREERASE
BLUI—FEEAEN Y AT ALICHFERET S t’&ﬁEEb LET,

14.4. HSM ~NDEEBRED 1 ViR— K
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COFIETIE, CSROERTOEREBML HSM h—2 v THF—DERI Nz, #F L FHITIWEHA
B (VAT LIREDEHEFLRE) ZBG L&, FEEBAEZ HSMICA Y R— T2 HEZHBALIT,

FIAY 2HIIC. T4 LI M) —%NSSDBICEELZEY,
e cd /path/to/nssdb for example cd /var/lib/pki/pki-ca/alias

INSDFIEDOERTHICWeb —EZADNA 754 VICRY (BiE, EMEARE) L, tho7OER (7
SOUH—RE)ICLDBNSSDBADEBT7 VANV EEZHELEYT., INIZL Y. NSSDB A
BLEY., INODRAEOCHERAITENICRDBENHY £,

IV— REEBAE%Z M Y R— P L TEFEL TWARWEEI, [JL— FEEAZEDA Y R—F] ZZRBL TR
IV, FEGIAEZEEZ M Y R— MES LUK L TOWRWEEIE, THEEIAZEFz—2 01 viR— K] %
SRLTCEI W,

HESFIEE Y M, MBEOIREOERICLYRRYFT,

o IRTDPKIYTAF—L®DTLS y—N—EEEZIIDWVWTIE, Y—NR—FBHEOFIE TRV
£

o YTV RATLADEERZELIMMAZICOVTIR. UTOFIRICK->T AT Y FMELEHASE 2R
BELTLIET W,

o CAUYTYRAFTLDELZIPAEICOVWTIE, LEEDOFIEICH > CHEEIBHAEF—Y 514~
R— M LTHEEL 9 5% caSigningCert TOHITWE T,

o CAHTYRTLDOCSP BRIREICDOWVWTIE., LLTDOFIRICH > T OCSP AEBAE % 3L L
TLREEIW,

o PKIYTYRAFLDEFDMD Y RF LASEFAZIC D W TIX. Client Certificate OFME (CHEWV F
£

LUF®D certutil = 7> 3 > & £ U PKICertimport 4 7°> 3 > DFE#IL.  [certutil & £V
PKICertimport] ZZSRL TLEILW,

HSM ICH—NR—GEAE %1 Y R— b T30, LTFZITVWET,

e PKiCertlmport -d . -h HSM -n "host.name.example.com" -t "," -a -i service.crt -u V = 3£47
LEY,

ZDAT Y N, Y—N—3IBAZEEMRIELTHSMICA VR—KLET, T5—XvtE—IN
HAOINY, BRYd— KA 0DFEIK. RIAL/HKIILET, BEYI— NEERT 5ITIE. L£&EE
DAYV REITHET<CICecho$? 2T LET, IFEAEDHFEIE, RENRIS—XytE—
UHHEAINET, BE. BABREOEWHREIE CAEEF =z — Y OXRE (PEFHEEDOR
ZEP CAIL—MNDRERE) NREET, GEBAEORIEICKBMLE T, MALICKII LA > BE
&, BITHEICEEL, IXRTOFBEBAES LI VIL— NIBAEN VAT AILFEET D E 5
BELET,

HSMICYV SA 7> baEBAE A A Y R— 92101 LTFERTLE T,

e PKIiCertlmport -d . -h HSM -n "client name" -t "," -a -i client.crt-u C #£17 L £ 7,
ZOARVRIF, 9547V MEAEEZ HSMIZKRFEL., A Y R—FLET, T —XvtE—
IUHHEAINY, RYDA— R0 DIFEIF. RAVHIILET, BY I— REFHERT 301,
ROV FEITETCICecho$? ZR1TLET, IFEAEDHZARIF. BENLIS—X Y

T—INHEAINET, RIFICKI LA 272581k, BITEIGERK L. IRXNTORBEGEREZ
BLYIN— NIBBEA YV AT AICFEETAIEAHRALET,
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B14E GRAZ/F—BS -7 OER

HSMICA T 7 MNERIBAZA A VI R— b3 3IC1E, UTFERITLET,

e PKiCertimport -d . -h HSM -n "certificate name" -t "",,P" -a -i objectsigning.crt -u J #3217 L
£,

ARV RNIE, ATV NERZIMRELE HSMIZKREEL., 1 Y R—KMLET, T5—X v
tz— /7’3‘.‘:|:'.73“‘51’L'§' EU a— |\7’J\ 0 O)i?% (= *ﬁuﬁb\ﬁzlﬂ L i-a_o U J—R %Eﬁulu\-a_é‘—
i, EEDOIOTY FEITERTCICecho$? Z2RITLET, IFEAEDFZRIF. RENRITS—
Ay E—IUNHNDINET, RIEICKIILAD >LBEIE. RITEIEKR L. TXTORREEE
BESLCIL— MNEREN VAT LAICERET I & ZRABLET,

HSM T OCSP IWEEZEZFIAZE 21 Y R— b9 BICIE. REETLEY,
e PKICertlmport -d . -h HSM -n "certificate name" -t ",," -a -i ocsp.crt-u O #ET L £ 7,
ZDIARV NIE, OCSP L ARV —iEAE% HSM ICHREEL, 41 Y R—bhLET, T5—
Xy =Y PMHAINY, RYI—RAP0DHBER, REAIHBILEY, RYI—RZHRT
ZICiE, LEEOOATY REFTHERTCICecho$? ZEITLET, FEALDIFEIF. RENGT

T—AvtE—IUDNHEAINET, BRI LA >LFEIE. BITHEICEKL, IXRTOH
BEERAZES L VI — NFBZEN Y AT ALICEET A2 EAERALET,

145.NSS T — 9 R— A TDEEBRED A v Rh— k

INSDFIFEDOERTHICWeb —EZRDN A 754 VIZRY (BiE, EMEARE) L, thoTOER (7

7'7*7“ BEYICE D NSS T—IR—ZADREEET atzb\f&\:\;t%ﬁﬁn LE¥d, INnIcLY., NSS
—IR=—APFELEY., CNOSOIEBEDFERNTBEUICRZFZEIHY £,

ESFIEEY ME, BEBEOIRREDFEAICLYERY FT,

o FEDY T ZAT LD auditSigningCert T, A 7V 9 FOBRIAZ OMRELICLLTOFIE
ICHRE> TL I,

o CAY T RFLODcaSigningCert ICDWTIE, PFREGIAZEF = —> #14 VR— ML THREET
2HODEREDFIRICWET A, caSigningCert TDHITWET,

e CAH T RF LD ocspSigningCert ICDWTid, LLFDFEIBICHE > T OCSP sFBAE % R
THUENDY T,

o 1—H—DVZ47 > MEkIFS/MME SEBAEZEDHZEIE. Client Certificate DFIE % E1T
i’a—o

LR D certutil + 7> 3 >~ & £ U PKICertimport 4 7°> a3 > DFf#IL.  [certutil & £V
PKICertimport] ZZRL TLEI LW,

NSS T—IR—ZAANDI 47V hEHEDS Y R—+
NSS 7= R—=Z~DY 54TV MEREDA Y R— b 210 UTFE2RTLET,

LNSST—HIR=RFT4 LI MN)—IIBBLET, UTIHAZRLET,

I # cd /path/to/nssdb/

2. L= NEERAEZ E A VR— MBI PERLTWAWEEIF. 1 Y R—MLTEBLET, #
MilE., TIL—REERAZEDA YiR— b ] ZSRLTKEI W,

3. AREEIRE A2 M Y AR— MBI PRI L TOWAWEEIE, FEGRAEEZ A YV R— MBS LUKRIEL
Y, FME, [FEGEREF = —YO1 Vv R—r ZZRLTILEI,
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4. 9547 MEBAEAMREEL. 1 Y R—bMLE T,
I # PKICertlmport -d . -n "client name" -t ",," -a -i client.crt -u C

IS—XAyE—IYAHAINT, BYI—RHP0DIFEIFE. RIEPHEHLET, BRYI—RK%E
BERT BICIE, LYY RETETCICecho$? 22T LFET, ITEAEDBEIX. BE
MAIS—XAyvE—INHAINET, RIEICKII LA 2256 1E. BITHRIGERLL, IR
TOFBEEBRES L WVIL— MNIBAER Y AT ALAICEET S &AL E T,

#7919 NEZAEDA VIR— b
FTVx) NERIRAZELZA VR—FT 3 UTZ2ETLEYS,

LNSST—9R—=2F4 LI MN)—ICBEILET, UTICHlERLET,
I # cd /path/to/nssdb/

2. W= PMEERAZEZFX A VR—FBLTERLTVWRWVWERIE, 1V R—MLTERLET, &
ME, [IL— MEEBAZE DA viR— ] ZZRLTIEIW,

3. AREEIREZ M Y R— MBI PRI L TWAWEEIE, FEGRAEZ A YV R— MBS LUKRIEL
9. M. THEEERAEFz—v DA vR—K] ZBRLTIEIWL,

4. # T2 NERFAEEMRIEL., 1 Y R—MLFT,
I # PKICertlmport -d . -n "certificate name" -t ",,P" -a -i objectsigning.crt -u J

IS—AytE—IYAHAINT, BYI—RHN0DIFAIFE. RIEPHEHILET, BRYI— K%
R 211k, ERBOOT Y RETETCICecho$? 2T LET, FEAEDHERIF. RHE
MAIS—XAyvE—INMHAINET, RIEICKII LA 2256 1E. BITHIGERLL, IR
TOFRRBEIBEES L VIV — NERENV AT AICFET D EA2BELET,

OCSP LRARVYHF—DA ik— b
OCSPLARVI —%A VR—FFTBITIE. LTEITVWET,

LNSST—9R=2F4 LI MN)—ICBEILET, UTICHlERLET,
I # cd /path/to/nssdb/

2. W—PMEERZEZFX A VR—FBLTERLTVWRWVWERIE, 1V R—MLTERLET, &
ME, [IL— MEEBAZED A viR— K] ZZRLTIEIW,

3. HEEIAEA A VR— B LUMIEL TWAWESIL., BREEBEEA A VR— NBLUMIEL
F9, FMIE. [HEEBEZEF—rDA A viR—h] 2#SBLTLEIL,

4. OCSP L ARV —IRAEEZRIES L VM1 v R— L E T,
I # PKICertlmport -d . -n "certificate name" -t ",," -a -i ocsp.crt -u O
IZ—XvE—YUDNHATNhT, BRYI—KHP 0 DGFEIE. RILPEILET, BEYI—K%E
RS DICIE, LB aO~Y Y REITETCICecho$? 21T LET, IFEAEDHZEIX. BE

HATS— Ay E—INHAINE T, REEICKII LD 2 LIGFERIE. RITHEISERL, I
TOHRBEEAES LGV — MEREN Y AT LILFEET 2L 2HALET,
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$B15FE SIAE 07 7 1 LDRE
ESEAEOT7 7M1 IILDEE

BL 774NV ATALATEEIEREO 7 74 IILDEKRSE L ViRE

CADAYVAM=)L7OEZAD—EE LT, 7OT7 7M1 IVDRET7AINEEBTEHIEICLY, FIH
EERTOT77ANETFAINYRTALTEREERTEET, 1 VAMN—LUBROTFT 74 8TOT 7
AWICIET 72N T 7AIIUDEELET, FILLWTOT7 7M1 IUHRERIGEIK,. FTLWIO7 714
BRET7ANEERLET, REZ7 7MWK CATOT7AILTALY N)—TH3B
instance_directory/ca/profiles/ca/ IR F X 1L £ 9 (f5l: /var/lib/pki/pki-ca/ca/profiles/cal), 7 7 1 JL
% d profile_name.cfg T9, 7O7 7 A IIL—ILDNRSA—=H—FTRT, ThoD7FO7 71L&
ET77AINTREFLIIERETEET, 7OT774)LIb—Ibix, AA., BA. BEE. &E3B. 774
M BLUHNZFERATEEY,

CAGIRRZEDEER 7O 7 7 1 )LiE. *.profile &\ &FID /var/lib/pki/instance_name/ca/conf 7 1 L
JMN)—IZHYET,
Pz

EELFOEAND, TOAEIEF. TTOAX Y MO CADA VA MN—=)LHRIZCOHFEA
LTLIEIW,

TO77ANERET 7AIVERELTCEREBEMICLAE, Y—N—2BEHLZET,

o [TOT7AINERE/INTA—4H—]
o (D7 AT LATEEIIRAEREEDEH |

o [J7ANYARTALAADTOT7 74 ILATDEEEEN]
BILCAUADY AT LFERRZE O 7 71 ILDERE

15111 7O 7 7AIVEE/INSTA—4H —

TOT77AII—IDETRTDINTA—=F— (T 74 b, AA. HA. BLTHR) &, E—DRY
Y=ty NATREINIEY, TOT7 74 LIKKREINARY O —ICIE
policyset.policyName.policyNumber & WD ZaiAHY £9, UTICHZEZRL XTI,

policyset.cmcUserCertSet.6.constraint.class_id=noConstraintimpl
policyset.cmcUserCertSet.6.constraint.name=No Constraint
policyset.cmcUserCertSet.6.default.class_id=userExtensionDefaultimpl
policyset.cmcUserCertSet.6.default.name=User Supplied Key Default
policyset.cmcUserCertSet.6.default.params.userExtOID=2.5.29.15

— AR TOT 7 AIVEBENRNSTA =Y —ICDOWTIE, RS 17077 AIVEBET 7AILDINT A —
4 —] TEBIhTWET,

RKE1TOTFANLNEET 7FAINDINS A —4 —

NIAX—5— B
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NRSA—H—

desc

enable

auth.instance_id

authz.acl

name

input.list

input.input_id.class_id

254

B4

IVRIVTFATA—R=IIIRRINDMHES
A774)LD7Y)—TFXMDOFBAERMILET,
7= & Z £, desc=This certificate profile is for
enrolling server certificates with agent
authentication. T9,

TOA7 74NV EBMICTZHOEIDERELET,
LD 2T TVRIVTFAT4—R=IDBTY
TATEEY, =& 2L, enable=true & LE 7,

7O7 740N L GEEINIEREERDERE

IR ZREENR—Vvy—TS VAV ERELE
. BEIEHKTIE, SRELICHING % & CA IZEFRRE
I CICRITLEYT, SRENKRKLALEGE, £iE
AT S T4 VHREBEINTWARWEGS, VIR
NMEFaz—IlcANSh, T—Y Y MIE>TEH
TERBEINET, L&z

I£. auth.instance_id=CMCAuth & 7%V 3, Z2EF
HiElE. CS.ofg Do BERINLRAMA VY RIVAD
1DTHZIBELNHY XY,

Dlh\ﬁéu%’Jé‘:$ l/ijpo Hi:e ﬁQE’JE%UDti 7
= 7£WN1% XETDIDIFERAINEY, k&
ZIE, T D caCMCUserCert /85 X —4 —Tl&,
CMC ERDELZE N Certificate Manager Agents &'
W—TICBLTWBRERrHY FT,

authz.acl=group="Certificate Manager Agents"

FALYIMN)—R—ADI1—F—EIBAEZDEIFT
&, CDF T avEFRALT, TOEKRTERE
DRAELI—Y—HIRALTHB I EEWRLET,

IVvT4714—l&k EEEFMY BF0IC. FREE (/N1
N i?‘:ti%ﬂ-{mk/Zj—'A/\o)D T4 ) %175
%‘gbﬁ‘% l’) ij_o Bith uE)‘ oy I\ti CS-Cfg b‘%ﬁﬁ
INRHA VARV ADIDTHZIUEIHY F
3—0

TA77AIVDOZRERELET, L&A

I&. name=Agent-Authenticated #—/X—ZEEAZ®D
FBHRLETYT, JOAFNIE. TV Fa—HF—DFE
FRIFEFR—VILRRINET,

ZETTAO7 74 IICEFIINTWABAN%EY X b
KRLET, & zE inputlist=ili2 TY,

AFID (inputlist I 2 kXN TWBAADERED) I
O TANDJava VS RE%EEELET, LEX
(&, input.il.class_id=cmcCertReqinputimpl T¥,



F15= AAESO 7 71 IILDH

NRNIAX—5— B

output.list TO7 74 ILOEREREAHEXEZIM T AN LE
¥ & ZIE. outputlist=01 TY,

output.output_id.class_id outputlist TIEEIN/EIHXD Java ¥ 7 X &%
BELET, L&A
I¥. output.ol.class_id=certOutputimpl T9,

policyset list BRELATOT77ANIIL—ILE)ZARNKRELETS,
ZHEHRAEDHEIR. 1Y PO —IHEBEF—IC
BAIN, £ 1€y MBSEF—IERINE
T, 1DDAETEHERTZ 707 7MLk 120D
TAT A= EY REFTY, EX
I¥. policyset.list=serverCertSet T4,

policyset.policyset_id.list TO7 74 IVEICEREINAER) > —Ey FADR
o —%, AT 2HEDHBIEFTR)V—IDE
SAICYRAMRTILET, I2&x
I&. policyset.serverCertSet.list=1,2,3,4,5,6,7,8 ®
£HICRY FET,

policyset.policyset_id.policy_number.constraint.class_.i 7O 7 7 A JLIL—ILTCREIN/T 7 )L MIERE
d INHW TS T4 0D Java ¥ S AZERELE

ER S
I¥. policyset.serverCertSet.l.constraint.class_id=s
ubjectNameConstraintimpl TY,

policysetpolicyset_id.policy_number.constraintname DI —H—EZROZFABEL LT, L& X
I¥. policyset.serverCertSet.l.constraint.name=Su
bject Name Constraint 72 & TY,

policyset.policyset_id.policy_number.constraintparam  HI#ICHFRAISN2BHEEIBEL T, ZEAMHER

s.attribute BMiE. SIMOBBICL > TERYET, LEx
I&. policyset.serverCertSet.l.constraint.params.p
attern=CN=* T,

policyset.policyset_id.policy_number.default.class_id TO77A4ILIL—ILIZ, T4 bEY KDjava ¥
SRAZEWELEFT, L&A
I¥. policyset.serverCertSet.l.default.class_id=use
rSubjectNameDefaultimpl TY,

policyset,policyset_id.policy_number.default.name TI7AIN MDA —EHOLZAZIEELEXT, &«
EA
I¥. policyset.serverCertSet.l.default.name=Subje
ct Name Default T,
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NRNIAX—5— B

policyset.policyset_id.policy_number.defaultparamsa T 74 MIF L TCHFAINZBEHEHOEEIEEL X
ttribute T, REFTELGBMIE. 772 hOERICL-T
EeYFEd, LEX
I&. policyset.serverCertSet.l.default.params.nam
e=CN=(Name)$request.requestor_name$ T3,

15.1.1.2. 7 7 4 IV A7 AT EETASILRERED TR

FNEEEI D&, BETTZ2BEROBEICFIRAHYEY, 772 MEFINEEERET D&, GRS
BERNORFANONDG, FRIBVBEINDHRFZEM. HFR, FLEBEEITDZIEHTEIT,

feE 2L, T 7 4 bD caFullnagiosUserCert A7 7 A JLiZ, Y 7 TR kDIFRL 5 F—DFERILR
EERTDEDICREINTUVET,

policyset.cmcUserCertSet.6.constraint.class_id=keyUsageExtConstraintimpl
policyset.cmcUserCertSet.6.constraint.name=Key Usage Extension Constraint
policyset.cmcUserCertSet.6.constraint.params.keyUsageCritical=true
policyset.cmcUserCertSet.6.constraint.params.keyUsageCrISign=false
policyset.cmcUserCertSet.6.constraint.params.keyUsageDataEncipherment=false
policyset.cmcUserCertSet.6.constraint.params.keyUsageDecipherOnly=false
policyset.cmcUserCertSet.6.constraint.params.keyUsageDigitalSignature=true
policyset.cmcUserCertSet.6.constraint.params.keyUsageEncipherOnly=false
policyset.cmcUserCertSet.6.constraint.params.keyUsageKeyAgreement=false
policyset.cmcUserCertSet.6.constraint.params.keyUsageKeyCertSign=false
policyset.cmcUserCertSet.6.constraint.params.keyUsageKeyEncipherment=true
policyset.cmcUserCertSet.6.constraint.params.keyUsageNonRepudiation=true
policyset.cmcUserCertSet.6.default.class_id=keyUsageExtDefaultimpl
policyset.cmcUserCertSet.6.default.name=Key Usage Default
policyset.cmcUserCertSet.6.default.params.keyUsageCritical=true
policyset.cmcUserCertSet.6.default.params.keyUsageCrlSign=false
policyset.cmcUserCertSet.6.default.params.keyUsageDataEncipherment=false
policyset.cmcUserCertSet.6.default.params.keyUsageDecipherOnly=false
policyset.cmcUserCertSet.6.default.params.keyUsageDigitalSignature=true
policyset.cmcUserCertSet.6.default.params.keyUsageEncipherOnly=false
policyset.cmcUserCertSet.6.default.params.keyUsageKeyAgreement=false
policyset.cmcUserCertSet.6.default.params.keyUsageKeyCertSign=false
policyset.cmcUserCertSet.6.default.params.keyUsageKeyEncipherment=true
policyset.cmcUserCertSet.6.default.params.keyUsageNonRepudiation=true

T7ANMNE - —NEET 2 F—IREREZHFT T 2L I ICEHINITT,

policyset.cmcUserCertSet.6.default.class_id=userExtensionDefaultimpl
policyset.cmcUserCertSet.6.default.name=User Supplied Key Default
policyset.cmcUserCertSet.6.default.params.userExtOID=2.5.29.15

hiT&Y, GFRAZEY VTR MNT, HBE0OID2.5.29.15 AZ T ANDZ LD ICH —NR—DREINZTT,

ZOMOFHNPT 74NN ERALCELIICEBTEEY, DELAFMWAEN LT 7 4L MEICEEFHTWL
22 &5EBEL, HOHNIBELRIBEICT 74 MDEREIN, FAINZENOADT I MT
FRAINET, #MIE. [RedHat Certificate System B2 HA K1 D [F7 1)L hSE) LU T
WSl 28RBLTLEIVY,
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F15= SIAE O 7 7M1 IIVDETE

15112 FRFEAAES S LR —FHO—8H

Red Hat Certificate System &, IRIEOEHAHBILT LI, BEEN DRI LEHZTOT 71 ILEF

MY BDDERRBAVISANZVFvry—2RBHFELET, L. 7OT774ILTIERFC5280 CTE
EINLEHICERT ZAAELRITTEI I A, F—FEHEZE KU) EIR5RF—FAZE (EKU) OmEA D
MARBEEDFET 28R IO 7 71 VAR T 2%BEE. €723 Y 42112 15> T, 2 D DILIREEE

FOBEUEMERINTWE I EAHRT S I ENEETY ., RFC 5280 DLIREGFA,

KU iR REDFFMIL, UTZ2SRLTCEI W,

ROKIC, —BLEXF—EAEY MEBENOIRY —FERILRICYY TT5H14 RS54V %ERLE
-a—o

B8Y/HRF —ERAAE FRERBE

TLS H—/N—88EEa~ Y K digitalSignature. keyEncipherment. 7

. KeyAgreement
id-kp-serverAuth

TLS 2347 b (HE) 333 digitalSignature. keyEncipherment, & &0/

. . ¥ 7213 KeyAgreement
id-kp-clientAuth

JI—FES digitalSignature
id-kp-codeSigning

X —)LIREE digitalSignature. nonRepudiation® & 0"/ % 7=

. . . I% (keyEncipherment Z 7-idkeyAgreement)
id-kp-emailProtection

OCSP L ARV ZADEH KeyAgreement & & 1%/ % 7z I3 nonRepudiation

id-kp-OCSPSigning

Rk, —BMDARWLEKU/KU OFE 2 DRLTWET,

o OCSPIGEEBRZBME LALEHZRTOT7 74 IVICIE, L3R+ —DEMRE id-kp-OCSPSigning
NEFNTWETAH. keyEncipherment F—FHEZE Y M EHIFERINZE T,

policyset.ocspCertSet.6.default.class_id=keyUsageExtDefaultimpl
policyset.ocspCertSet..6.default.name=Key Usage Default
policyset.ocspCertSet..6.default.params.keyUsageCritical=true
policyset.ocspCertSet..6.default.params.keyUsageCrISign=false
policyset.ocspCertSet..6.default.params.keyUsageDataEncipherment=false
policyset.ocspCertSet..6.default.params.keyUsageDecipherOnly=false
policyset.ocspCertSet..6.default.params.keyUsageDigitalSignature=true
policyset.ocspCertSet..6.default.params.keyUsageEncipherOnly=false
policyset.ocspCertSet..6.default.params.keyUsageKeyAgreement=false
policyset.ocspCertSet..6.default.params.keyUsageKeyCertSign=false
policyset.ocspCertSet..6.default.params.keyUsageKeyEncipherment=true
policyset.ocspCertSet..6.default.params.keyUsageNonRepudiation=true
policyset.ocspCertSet.7.constraint.params.exKeyUsageOIDs=1.3.6.1.5.5.7.3.9
policyset.ocspCertSet.7.default.class_id=extendedKeyUsageExtDefaultimpl
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policyset.ocspCertSet.7.default.name=Extended Key Usage Default
policyset.ocspCertSet.7.default.params.exKeyUsageCritical=false
policyset.ocspCertSet.7.default.params.exKeyUsageOlDs=1.3.6.1.5.5.7.3.9

o TLSH—N—RINEMZEMNETZEHRTOT 7 1)Lk, #5R+F— usage id-kp-serverAuth
TYH. CRLEZRDEREY h2EALIT,

policyset.serverCertSet.6.default.name=Key Usage Default
policyset.serverCertSet.6.default.params.keyUsageCritical=true
policyset.serverCertSet.6.default.params.keyUsageDigitalSignature=true
policyset.serverCertSet.6.default.params.keyUsageNonRepudiation=false
policyset.serverCertSet.6.default.params.keyUsageDataEncipherment=true
policyset.serverCertSet.6.default.params.keyUsageKeyEncipherment=false
policyset.serverCertSet.6.default.params.keyUsageKeyAgreement=true
policyset.serverCertSet.6.default.params.keyUsageKeyCertSign=false
policyset.serverCertSet.6.default.params.keyUsageCrlSign=true
policyset.serverCertSet.6.default.params.keyUsageEncipherOnly=false
policyset.serverCertSet.6.default.params.keyUsageDecipherOnly=false
policyset.cmcUserCertSet.7.default.class_id=extendedKeyUsageExtDefaultimpl
policyset.cmcUserCertSet.7.default.name=Extended Key Usage Extension Default
policyset.cmcUserCertSet.7.default.params.exKeyUsageCritical=false
policyset.serverCertSet.7.default.params.exKeyUsageOlDs=1.3.6.1.5.5.7.3.1

e [Red Hat Certificate System BB A4 N1 O TEAERIGEREDOHIWI €22 ay
e [Red Hat Certificate System B4 K1 D TkeyUsagel V> 3 v

EKU ILARHEBEDEEMIIE. UTFAESRRL T EI L,
e [Red Hat Certificate System BB A4 N1 O TELERILEKEDOHIWI €22 ay

e [Red Hat Certificate System BIEHA K1 D [lextkeyUsagel €V > 3 v

15.1.1.22. 7027707 71 ILDERE

JORARFTEEAZ (X, EFE/N— M —FEREEILT DO CAERIMPETHY ., ChiZLY, Thbd
2ODRBEDPKIDITYT 4 T4 —DHEICERELET, MAD/S—MF—CA X, ZDHD CAEL
SIBAZEA T —INR—RIRTFET D720, thDPKINTRITINITRTODIAERAEIFEFEI N, BH I
i’a—o

Certificate System A" 7/R— b 3% 2 DDILARIE. D& D REFE/N— b F+—F% WBEEREE) 2539
BOICERATEIXT,

o ZEBAZER Y ¥ —1i5k (CertificatePoliciesExtension) |&. FIBAZEN XU T HREABELE
-a—o :nti\ % < o)i%é\ PKl :‘t ‘:_%TTO

o RYI—<vEYJHiEHEE (PolicyMappingExtension) (&, 2 DDRIEDIIAZE 707 7 4
WERyEY TR LY. 2DDPKIEDEEEZY—ILLET,

JORART DFEEAE = FITT 2 ICId, SEBAERY O —ENMBETY, Ihik. [Red Hat Certificate
System BB H 41 K1 DfFEk [certificatePoliciesExt] TEHEAINTWET,

FITINT-EEBAE (T CertificatePoliciesExtension AEEFNTWA I E AR T BICIK,. BB 07 74
JTHEEIRRY S—I—ILEEDZRENHY FT, RICHZERLET,
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https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/constraints_reference#Extended_Key_Usage_Extension_Constraint
https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/standard_x.509_v3_certificate_extensions#Standard_X.509_v3_Certificate_Extensions-keyUsage
https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/constraints_reference#Extended_Key_Usage_Extension_Constraint
https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/standard_x.509_v3_certificate_extensions#Standard_X.509_v3_Certificate_Extensions-extKeyUsage
https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/standard_x.509_v3_certificate_extensions#Standard_X.509_v3_Certificate_Extensions-certificatePolicies

$F15= A0 T 7M1 IILDEE

policyset.userCertSet.p7.constraint.class_id=noConstraintimpl
policyset.userCertSet.p7.constraint.name=No Constraint
policyset.userCertSet.p7.default.class_id=certificatePoliciesExtDefaultimpl
policyset.userCertSet.p7.default.name=Certificate Policies Extension Default
policyset.userCertSet.p7.default.params.Critical=false
policyset.userCertSet.p7.default.params.PoliciesExt.num=1
policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.enable=true
policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.policyld=1.1.1.1
policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.CPSURI.enable=false

policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.CPSURI.value=
policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.enable=fals

policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.explicitTexi
alue=
policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.noticeRefel
ence.noticeNumbers=
policyset.userCertSet.p7.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.noticeRefel

ence.organization=
COBIDEHZTOT7 74 I THRITINAREICE. ROBBOIUEENFT,

Identifier: Certificate Policies: - 2.5.29.32
Critical: no

Certificate Policies:

Policy Identifier: 1.1.1.1

JOZARTIIAEDFEADFMIL. [Red Hat Certificate System B2 A4 K1 @ [V 027 DA
E0FERA] 7 avESRLTIEI Y,

JOARTIIBAZEDAREDFEMIL. [Red Hat Certificate System B A4 K1 @ 2 0O2RRT7 DEEEA
EONEI VY avESBLTLEIY,

15113. 77AINI AT LADTOT 74 IV ATOBEESHEN

CA @ profilesica T4 L7 N —ICHBZIBAETOT 7 A ILERET 7 1 IVICIE. TOREDIHE O
T77ANTA—LDAABRIEFEFNE T, AN TVRIVTATA—R=IBHT+—LD
74—ILRTY, TDTOT77M4IVICEEFNZANE—EBERTT /85 X —4% — inputlist ’H Y Z
T, TOMDNRSIA =9 —EIANEEHELETT. INSEinput D R THIIINE T, LExE &
NICE Y —BRADDNTOT7 74 IILISEBNINE T,

input.list=i1,i2,i3,i4

input.i4.class_id=genericlnputimpl
input.i4.params.gi_display_name0=Name0
input.i4.params.gi_display_namei=Name1
input.i4.params.gi_display_name2=Name?2
input.i4.params.gi_display_name3=Name3
input.i4.params.gi_param_enableO=true
input.i4.params.gi_param_enable1=true
input.i4.params.gi_param_enable2=true
input.i4.params.gi_param_enable3=true
input.i4.params.gi_param_name0O=gname0
input.i4.params.gi_param_namei=gname1
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https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/Using_Cross_Pair_Certificates
https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/Enabling_Publishing_Cross_Pair_Certificates
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input.i4.params.gi_param_name2=gname2
input.i4.params.gi_param_name3=gname3
input.i4.params.gi_num=4

FIARRERANR T+ —L 74— ROFMICODWTIK, [T TAHDSE] #S5BLTLEIWV],

151.2. SFFAZDT 7 4 )L NEMEIRIDZE &

IR (CA)DETOT7 74T, 7O7 74V AFERAL TCRITINAPEI BN TH DR L RE
TEEY, EF¥aV 71 —LOEHIL, COEEZEETIET,

& ZE EINFELR (CA) ERAPAEOEMMEE 825 H (#9127 # B) IKRET I
I&. /var/lib/pki/instance_nameica/profiles/ca/caCACert.cfg 7 7 1 L= T7 1 ¥ —THWT. UT%
BELET,

I policyset.caCertSet.2.default.params.range=825

151.3.CAY AT LARIAE 7O 7 7 1 LDRE
CALUADY T AT LERRERY, CABRDY AT LAFREDEHFTOT 74 ILIE
/var/lib/pki/[instance name]/ca/conf 7 7 1 JLIZIRFINE T, choDTOT7 71 ILIELTDESY
T9,

e caAuditSigningCert.profile

® eccAdminCert.profile

e rsaAdminCert.profile

e caCert.profile

® eccServerCert.profile

e saServerCert.profile

® caOCSPCert.profile

® eccSubsystemCert.profile

® rsaSubsystemCert.profile

LREOTOT7AIVDT 74V MELXEET B3HAE. [REFIEORKE] FIEZRTT SR1ICTO
T77ANVEEBELET., LTI RDZEZTRIHTY,

o WMh% CAERIAMMAZILERTY 5755,
o ITVRT VY AVDEMAE GIRAZER ¥ —HERERER &),

1. pkispawn BER Y 27TD CARIBRE 7O 7 7M1 IV ENNv 7y FLE T,
I # cp -p /usr/share/pki/ca/conf/caCert.profile /usr/share/pki/ca/conf/caCert.profile.orig
2. REVAY—RIMERAT S CARBRET O 7 7ML EREET,

I # vim /usr/share/pki/ca/conf/caCert.profile
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https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/certprofilereference#Input_Reference
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3. Validity Default D BB A EEDEICY 2y FLE T, & A X, HRE%EZ 2FICEETSIC
id, ROIATY REEITLET,

2.default.class=com.netscape.cms.profile.def.ValidityDefault
2.default.name=Validity Default
2.default.params.range=7200

4, 7AT7AINIICHLWT 7F2ILhT Y M) —%/EKL., ThEYRAMIEMNMLT, TIRFY
vavEBMLET, L& Z2IE HEREERY O —IREEEZBNT 2ICIE. T74IL K (2D
TIEF74I M #) 2BIMLET,

9.default.class_id=certificatePoliciesExtDefaultimpl

9.default.name=Certificate Policies Extension Default

9.default.params.Critical=false

9.default.params.PoliciesExt.certPolicy0.enable=false
9.default.params.PoliciesExt.certPolicy0.policyld=
9.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.CPSURI.enable=true
9.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.CPSURI.value=CertificatePolicies.ex:
mple.com

9.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.enable=false
9.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.explicitText.value=
9.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.noticeReference.noticeNu
mbers=
9.default.params.PoliciesExt.certPolicy0.PolicyQualifiers0.usernotice.noticeReference.organizai
on=

RIS FHLWTF 742 M EFRATETI7AILMDYRAMIT 742 MOESEBMLET,

I list=2,4,5,6,7,8,9

1514 AX— K A—RCAZ7O7 71 ILDERE

R

TMS EDOEXRE VY a vIlH e, FHATTAMNINTVWERA, X2 3 VIEFS
BARE LTOAMRHEINTUVET,

TPS &, FERAEERZEAEM F/2IEEER L FH A, Enterprise Security Client 21 L TER I 7= Ek

T, REFHIDCAICEFLTAAEEZRITLET, Ihid, CAICMN =V Y ERT—MNA—NIZEHA
T527O0774IDERBICETFNDCEZEKRLEY, AT 2707 71L& A— ROEHEICED
WTEHNICEIYETOhET,

TAT77AINDERET 7A4ILIE, D CATOT 7M1 ILDEEFNS
[var/lib/pki/instance_namelprofiles/ca/ 71« L 7 b —IZHYFET, T74)bDTOT7 74k, E
B2 IFI7AINDN—=YVEERETOT7 74 IL—EBRRFINET,

K52F 7NV MD M= VEBAZE O 740

o774 4E HETFAN

BEOEZEIOTFAI
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o774 4E

BEIT7Z7AI

s, A1 VA=, BITTFTOM A DOHA K

N—=0 VTN ZADF—F5%

h—=oYa—%—
B

BES{LEEAE D

N—=0 21— —DELIIREE
5%

N—orva—H—MSOTA Vi
BE D&%

—EBr—o>7arr7q4

—BFE7R 7 /N REEEBRE DB #%

—BE9AR b — VS
Bx

SALEEAE D

—BFR N — 0 v - —FHKST

caTokenDeviceKeyEnrollment.cfg

caTokenUserEncryptionKeyEnroll
ment.cfg

caTokenUserSigningKeyEnrollme
nt.cfg

caTokenMSLoginEnrollment.cfg

caTempTokenDeviceKeyEnrollme
nt.cfg

caTempTokenUserEncryptionKey
Enrollment.cfg

caTempTokenUserSigningKeyEnr

FINA RFE 2 FY—N—ICFERT
5 hN—0 D&

A—%—Dr—2 U THE
EEEHBY 558,

S1LELEA

A—H—0D h—9 VICELRSE

=BT 2mE.

Windows R XA VF7=I1& PCAD
UGN A VA VICERT S
A—H—EIE % BT 555,

—BERAR N —2 2V TT/INA RADEE
BEZ4 KT 255

A—H—D—WBMA b—7 VICHE
SALIIFRE % B89 255,

A—H—D—FML h—o VICE

BAZE ollment.cfg HIRAEZ EIRT 256,

707 7 4 LoOEHR]

N—20>va1—H4—BESIIAEZED  caTokenUserEncryptionKeyRene BHHAHFAINZHZEIC, 1—

Bk (EFH) wal.cfg Y—D h—2 V THS{LIIBAE%
%%ﬁj—é 7/5I:lo

h—2>va21—H—BLIABAEDE  caTokenUserSigningKeyRenewal. EHFHIMHFATINZHEIC. b—7

% (BF) cfg VDERMREEEHT H7H

[ EH 7O 74k TOFPABERITLATOT7 7 AV EHBADETOHMEATEIET, X v ME2 DDHRE

HYET,
o TDEHIOT7AIZRETEINEHA,

e Renew Grace Period Constraint I&, TTD&EFTO T 7 1 ILICKRET ZHELIHY ET, Ihid,. 21— —5%F
BHEOEH AT INZAAEOEMIROFEOEEE2ERZLET, 7740 bOTOT7 71 ILIIE IR 5D
BIHNNWLDHHY, FEAEDHE., TI7AINMTREREDIR>TVWEHEA,

15.1.41. TPS DEHF IO T 7 1 L DimE

EEEIZ, TPSTHERINZ T I7ANLNIMNDRAYT—NA—REFG IO 7M1 IVEHRITAATEET,
ez, 7O774VERELT. Y790 MEBEEILEFEFICI—F—DEFA—ITRKLR%EE
HBZENTEZFT, I —F—DA—ILTRLRFBRIATA LI M) —DSEEINET, LDAP 74
TAAICCAEZRETDICIE., AT 7AILT7AILDRDINS A =4 —% FEDPRLF14L I M) —IF
WEEHICERLEY,
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policyset.set1.p1.default.params.dnpattern=UID=$request.uid$, O=Token Key User
policyset.set1.p1.default.params.ldap.enable=true
policyset.set1.p1.default.params.ldap.basedn=ou=people,dc=host,dc=example,dc=com
policyset.set1.p1.default.params.ldapStringAttributes=uid,malil
policyset.set1.p1.default.params.ldap.ldapconn.host=localhost.example.com
policyset.set1.p1.default.params.ldap.ldapconn.port=389

INSDOCATAT7AIICIE, LDAPILY 9Ty TINTF 7 4V N TEMICAS>TVWE

9, IdapStringAttributes /X5 A —4% —&, K74 L7 M) —D5E1E T % LDAP B % CA ICIER
LET, &AW T4LIMN)—ICLDAP BHRE LT uidEFNTE Y, FSREOY T2/ b
RIFERAINSZHBE. uid t;t IdapStringAttributeSI\°5 A—4—|T1) A hI N, request.uid

I&. dnpattern DOV R—3%x Y hD—D&E LTY R MIhRITFhIERY FHA,

FFBAZ 07 71 L DiREIX. TRed Hat Certificate System BIEH A KJ D FEIBAE 07 714 )LD
RE] TEREAINTVWETY,

dnpattern /X5 X —4% —®DH X lE. [Red Hat Certificate System EEHA K] TOH TV FED
1 €02 avesst YTV MEDT 7400 €923V THRAINLTWIT,

151.4.2. h RAH L TPS 707 7 14 WDYERK

MEAETO 7 7 A VIEBEESY CATHERINEITN, M= VDEBRTHEATESLDICTSIC
I TPS TREIDREDHYIT,

BV
:FLWFOT 71L&, RedHat Certificate System ®FrL WY ) —RTEMI N F T,
A4 > R4 > AW Certificate System 9.0 ILRfTINd &, FrILWITOT 71 ILIE. HRY

LAZOT77ANLNTHBEZDDLIIC. BITINA VAV RIGEMT 2RENHY F
-a—o

L BITIT2CAADHILWN—2> 70774V EERLET., 707 71 ILDEREI.
FRed Hat Certificate System EE A4 K1 @ MEIAEO 707 71 ILDEREI £ > 3 VTt
BAXHhTWET,

2. 707740 CADFTOT7 7471 L7 b)) — |var/lib/instance_namel/ca/profiles/ca/ IZ
4 l:o_ L/ i -a—o

3CA®CSﬂg7;4w%ﬁ%b FIR7O774VOSRBELCTOT7 714 ILE%E CADTO
7AIW—EICEMLET, UTFICAERLET,

# vim etc/pki/instance_name/ca/CS.cfg
profile.list=caUserCert,...,caManualRenewal,tpsExampleEnrollProfile
profile.caTokenMSLoginEnrollment.class_id=caUserCertEnrollimpl

profile.caTokenMSLoginEnrollment.config=/var/lib/pki/instance_name/profiles/ca/tpsExampleE
nrollProfile.cfg

4. TPSCS.cfg 7 71 IV AMREL. FILWCAER IO 7M1 ILESRTB1T2EBMLET, LT
KBl RLET,

O
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https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/Setting_up_Certificate_Profiles
https://access.redhat.com/documentation/ja-jp/red_hat_certificate_system/9/html/administration_guide/certificate_and_crl_extensions#Subject_Name_Default
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# vim /etc/pki/instance_nameltps/CS.cfg

op.enroll.userKey.keyGen.signing.ca.profileld=tpsExampleEnrollProfile
5. AR—MA—RTOT7 7 IVERELEL, A VRV RAEBEELIT,

I # systemctl restart pki-tomcatd-nuxwdog@ instance _name.service

CAETPSHRIDA VAIVRILHBIGEIF. MADAVRAY VA BEHLET,

L

pa

AEEERDESHR SO T 7 1 )L (externalReg) % EIF. 1—H—DLDAP TV M) —T&
EINZET,

15.1.4.3. Windows A¥— M h— Koo 4> 7a7 74 IILOFER

TPSIE7 A7 74 %EFEHL T, Windows RXA VELIEPCADY YT YA VF VIERT BEE
BEZERLET., Chid. b= vai—H—DOMSOVA VIIRAEDEHZ O 774 TY
(caTokenMSLoginEnroliment.cfg).

L. BEEDN Windows AX— M A—ROJA VERETZEIICERT 2 BE I'HIRHHNAER
EEIANKDODHY XD,

o TLSICWHLTEREINTWAWGEEIE, RAA/A a2y hO—F—ICEBREAHRITLET,

o JO—NJLRYY—TRARL, 21— —TEDRAY— A—FOTA VEERELT, FXAY
EEEOOY T M BIELFT,

o NXAvaAy MO—5—FAJAVDEWIZCRLEZF YV $ B/, Active Directory H—
N—~D CRL ARZBMICLET,

1515.sFBAZD&E&% 707 7 1 ILOEMILE
Ao avTid, BRLATOT7 7ML AENICT2EIBARBELET,

SEERZE O 7 7 1 L EEMICT % ICIE, /var/lib/pki/instance_namelcalprofiles/ca/ 71« L 7 b —A
TR S *cfg 771 IV AMRE L. visible & enable D/X5 X —4 —7% false ICEREL T,

fcEZIE, CMC 7A7 741 EIARTEPICTBICIE, ROATY REERTLET,

L CMCADZTOT7 714 ILDY) A MERRLET,
I # Is -I /var/lib/pki/instance_name/ca/profiles/ca/ | grep -v "CMC"
2. RARINDZEZET 74T, ULTDNRNSA—F—7% false ICEREL X,

visible=false
enable=false

ISHIC, TRTOCMC 7O 7 74 LT visible=false 238 EF L. TV RIVF 14T 4 —R—IJICKT
INBWVWEIICLET,

LCMC7O774ILDYRMNAERRLET,
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I # Is -l /var/lib/pki/instance_name/ca/profiles/ca/*CMC*
2. RRINZE T 74T, LTFEBRELET,

I visible=false
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F16E F—1) AN —FREAR/DRE
16.1. F—7 =741 TOFHRE
BE

CDFEIE. CABLUVKRADPBLEF T4 —RXAVILHBBEIIFRETT, &
DEIEIEZ. EF2VTFA—RAXAYDONEBICHB CAICOIHMETT,

F—T—HATAFHTRETDE, 2 DOQEEIHTREICAY ET,
o CAEKRAEDEICEBINZERMLHY £,

o F—TFT—HATHICEFR I A —LDBEMICR>TWSEE, BOT—HA THREIN., KRA b
SURAR—NEBER 7 A —LIREINE T,

BLEFaT1—RAASA VAT, KRADEREINZ E, CThOHDHREFIEOMAL BB (CER1TI
nNEJd, INE, KRADEF2YT 1 —RKXAA VHADEED CA L EHEBEGRERFOLDICKREINTW
57-6TT, EHEEARETOT7AILER I —LEFETHRETDIEICELY, EFa)F1—KX
4 V%D Certificate Manager & DIEFREREIERT B ENTEET,

1L BEICIHLT, ERETEDYR—Yv—%{EHK L T. Certificate Manager & KRA & DfE ICFE]
REMIILET,

CADNKRADF—T7—HNATAHERTESZLDICTSICIE. 220 TV AT LANHEEICER
., S, BLUVBEITLZLIICBREINTVBRELRHY FT, AT —V v —1%
KRA DRRERT —H R—R T, BURTLS V547> MNRIAZAFEA L THELI - —& L
THREINTWEZEABERLET., T 74/ NTIL, Certificate Manager I, KRA~®D TLS
DSAT Y NREEICY TV AT LGIBAZEAFEHALE T,

2. KRAD base-64 CTvA—RINFZ MV RAR—MERAZAIE—-LET,

NS Y RAR— MEAZIE KRA DEEAE T — 9 N—RITREI N, certutil 2—FT 1 74 —%
FALTREBTEEY, b3 RAKR— NIEFAED Certificate Manager IC& > TEZINTWS
%a. ABAE M I E—(E. Retrieval ¥ 7 ® Certificate Manager TV RI VT4 74 —R—Y
NOAFTEET,

Fid. pki2—7 1 VT4 —%2FALTIN SV RAR—MEAZEEZS Y vO0—-RLET,

# pki cert-find --name "KRA Transport certificate's subject common name"
# pki cert-show serial_number --output transport.pem

3. CADCS.cfg 774 ILIC TV RAR— MNEBAEZEBML T,

ca.connector.KRA.enable=true

ca.connector.KRA.host=server.example.com

ca.connector.KRA.local=false

ca.connector.KRA.nickName=subsystemCert cert-pki-ca

ca.connector.KRA.port=8443

ca.connector.KRA.timeout=30
ca.connector.KRA.transportCert=MIIDbDCCAISgAwIBAgIBDDANBgkghkiGOWOBAQUFADAG6
MRgwFgYDVQQKEwW9Eb21haW4gc28gbmFtZWQxHjAcBgNVBAMTFUNIcnRpZmljYXRIIEF1d
Ghveml0e TAeFWOWNJExMTQxODI2NDdaFwOwODEwWMTQxNzQwNThaMD4xGDAWBgNVB
AoTDORvbWFpbiBzbyBuYW1IZDEIMCAGA1UEAXMZRFJINIFRyYW5zcG9ydCBDZXJ0aWZpY
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2F0ZTCCASIwDQYJKoZlhveNAQEBBQADggEPADCCAQoCggEBAKNMGB3WkznueouwZjr
WLFZBLpKt6 TimNKV9iz5s0zrGUIpdt81/BTsU5A2sRUwWNfoZSMs/dSKLUXOHPyGtmC6yVvaY
719hr9EGYuvOSw6jb3WnEKHpjbUO/VhFwTufJHWKXFN3V4pMbHTkqW/x5fu/3QyyUre/51hGO
fcEmfvYxlyvZUJx+aQBW437ATD99Kuh+l+FuYdW+SqYHznHY8BgOdJwJ 1JiJMNceXYAuAdk+
9t70RztfAhBmkKOOOPOVH5BZ7RCwWE3Y/6ycUdSyPZGGc76a0HrKOz+IwVFulFStiuZlaG1pv0
NNivzcjOhEYq6AfJ3hgxcC1h87LmCxgRWUCAwWEAAaN5SMHcwHwWYDVR0jBBgwFoAURShCYt
Sg+0Oh4rrgmLFB/Fg7X3qcwRAYIKwYBBQUHAQEEODA2MDQGCCsGAQUFBzABhihodHR
wQi8vY2x5ZGUucmR1LnJIZGhhdC5jb206 OTE4MC9jYS9vY3NwWMA4GA1UdDwWEB/WQEAWIE
8DANBgkghkiGOWOBAQUFAAOCAQEAFYz5ibujdIXgndCbHSPWdKGOT+FmR67YqiOtoNIGyl
gJ42fi5IsDPfCblAe3YFgmF3wU472h8LDLGyBjy9RJxBj+aCizwHkuoH26 KmPGntlaygWDH/UG
sILOmvTSOeLqI3KMOIuH7bxGXjlION83xWbxumW/kVLbTIRCbL4216tqq5jsjffOHNNvUdFhWy
YdfEOjpp/UQZOhOM1d8GFiw8N8CIWBGc3mdIADQp6tviodXueluZ7UxJLNx3HXKFYLleewwl
FhC82zqeQ1PbxQDL8QLjzca+IUzq6Cd/t70Agvv3YmpXgNRO/xoWQGdM1/YwHxtcAcVIskXJw
5ZR0Y2zA==

ca.connector.KRA.uri=/kra/agent/kra/connector

4. 87 +— L%HRE L. keyTransportCert XV v RT SV RAR— MNIEREDEA BN E 2 IE
BIHBZAET,

vim /var/lib/pki/pki-tomcat/ca/webapps/ca/ee/ca/ProfileSelect.template

var keyTransportCert =
MIIDbDCCAISgAwIBAgIBDDANBgkghkiGOWOBAQUFADABMRgwFgYDVQQKEwW9Eb21haW4
gc28gbmFtZWQxHjAcBgNVBAMTFUNIcnRpZmljYXRIIEF1dGhveml0e TAeFWOWNJEXMTQxO
DI2NDdaFwOwWODEwWMTQxNzQwNThaMD4xGDAWBgNVBAoTDORvbWFpbiBzbyBuYW11ZD
EIMCAGA1UEAXMZRFJNIFRyYW5zcG9ydCBDZXJ0aWZpY2F0ZTCCASIwDQYJKoZIhveNA
QEBBQADggEPADCCAQoCggEBAKNMGB3WkznueouwZjrWLFZBLpKi6 TimNKV9iz5s0zrGUI;

16.2. KRA #E{E DG S 1L
Certificate System (&, F—1) /%) —#E8 (KRA) TLL T ORIEIEZESILLE T,
o 7—hA7:

o KRA IZERiXT 578 IC Certificate Request Message Format (CRMF) /Xy & — (27 — 7
179 5% —DIES1k,

o KRALDAP F—4~X—ZDA ML —Y DRDEESIE,
o AN —:

o F—ICEHEYHLBHICA—Y-DRHLLEY Va3 vF-—DESIE,

267



Red Hat Certificate System 9 5t#i, 1 YA h—Jb, LT TOAM AV bDHA K

o Y—/YLyhNDESE, A —Y—EHtoEyvarvF—aFAHLA-BES. F/-1E PKCS
#12 1Ny T — I DIER,

o A

o AML—YDERINZEDESIE,

16.21. 7547V ML F—1BEBSILOEE AL

Certificate System 7 54 7> M&. KRA DERETHREINLBESET7ILIT) A LzBHRIER L.
FNUEDT IV aviIBEHY FHA,

16.2.2. KRA TOHESE7IILTY) XLDEKE

pa 3

LR D& ETIE. AES CBC(kra.allowEncDecrypt.archive=true & & U
kra.allowEncDecrypt.recovery=true Dz&) & & U AES Key
Wrap(kra.allowEncDecrypt.archive=false & & U
kra.allowEncDecrypt.recovery=falseD3z&) 717 2 FHATE £d, WIFhhro7ILTY
A L%EYR—NT B FIPSI40-2 TREEI N7z HSM 3 TR T, KRADRMT 2 EER
T—AATBIC) AN) —HEICHERATEET,

Certificate System (&, /var/lib/pki/pki-instance_name/conf/kra/CS.cfg 7 7 1 JL CHIZ/FRESL I
B BRENTA—I—DIN—T2EHZLET, UTFTONRSIA—9—Dty MEHELZT (feDF
T aviioWTikERESR).

kra.allowEncDecrypt.archive=false
kra.allowEncDecrypt.recovery=false
kra.storageUnit.wrapping.1.sessionKeyLength=256
kra.storageUnit.wrapping.1.sessionKeyWrapAlgorithm=RSA
kra.storageUnit.wrapping.1.payloadEncryptionPadding=PKCS5Padding
kra.storageUnit.wrapping.1.sessionKeyKeyGenAlgorithm=AES
kra.storageUnit.wrapping.1.payloadEncryptionAlgorithm=AES
kra.storageUnit.wrapping.1.payloadEncryptionMode=CBC
kra.storageUnit.wrapping.1.payloadWrapAlgorithm=AES KeyWrap
kra.storageUnit.wrapping.1.sessionKeyType=AES
kra.storageUnit.wrapping.1.payloadWraplVLen=16
kra.storageUnit.wrapping.choice=1

& 7' )L— 7 (kra.storageUnit.wrapping.0.* I kra.storageUnit.wrapping.1.*) ICIXERIDEREHLH V) .
BRI EDBRENRULEEIN—TILBI 20 2ERLET, REDEKE VI —TIE. /var/lib/pki/pki-
instance_name/conf/kra/CS.cfg 7 7 1 JVIND kra.storageUnit.wrapping.choice /X5 X —% — Ti&E
INET,

1T DEIIC. RE 7 7 1 JLIC kra.storageUnit.wrapping.choice=1 H"FZEINTWB Z & &AL T
T,

pa )

Certificate System I&, KRAT—49R—Z2DL I—RILT—F 2ESLTH2DITNER
BREBMLES, LD >T, BEET7ILITYXLEEEBLZETEH, Certificate
System (&, BIDEESET7IL T A L%zFEAL T, LEICKRAIREIN T —9 %18
SETEFET,
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16.2.2.1. /8T A —4 — & Z DIEDHA

KBY—U L v b (payload) idtEy Y avF—THESILINET, COBSILEZFIET Z/5 XA —F—|C
(&, payload & WD EEREMTITONET, EHT 5/8N5 X—4% —I(&. kra.allowEncDecrypt.archive
& U kra.allowEncDecrypt.recovery DEICL > TERYV ET, T74IWMTIE. Thoid@mAES

false T4, HSMICHITD I D2 DDINS A —H —DFHRICDWVWTIE. [KRA TAESBES{LAEHEHT
5IE D HSM DFIFIDEER] 5B LT EI W,

kra.allowEncDecrypt.archive & kra.allowEncDecrypt.recovery XL\ 31§ false DIFE

e payloadWrapAlgorithm (&, FREINESvEV I 7ILTY XLERELEY, BWEA T
2 3 V& AES KeyWrap OD#T9,

e payloadWrapAlgorithm=AES/CBC/CBC/PKCS5Padding D37 & . payloadWraplVLength=16
HIRELTIVEZENRT 2UEDNH S PKIICIERT Z2BENHY £ (CBCIZT1DHE),

kra.allowEncDecrypt.archive & kra.allowEncDecrypt.recovery B*W\ "1 % true DIFH

e payloadEncryptionAlgorithm (&, FERAINZBESLT7ILIT) ALEZRELET, H—DE
EIRERIE AES T,

e payloadEncryptionMode I&. 7Ov /7 Fz—YE—RERELE T, M—OEDRIRE I
CBC TY,

e payloadEncryptionPadding IC& Y., /XF 4 VT RAF—LDRFEY T, M—OEPARIRE
i PKCS5Padding T,

RIC, v ¥ 3 F—IE KRA Storage Certificate (RSA h—27 V) TS v FE¥hZEd, Tyvrarvx—
BLVTEDESEERET /85 X —4 —I(ZId. sessionKey & WD EFEEEFHMTITONET,

o sessionKeyType (&. £XTDF—DY¥ A1 T T, H—DEMLEIREIE AES TT,

e sessionKeyLength (. £l I hictzy a3 vF—DRITY., BWARIREIE 128 & 256
T, RAMO—REENETN128EY M AES £/1d 256 Ev M AES THEE{EL X9,

e sessionKeyWrapAlgorithm (&, KRA Storage sEFAZENERT 5F—D¥ 1 T TT, AHA K
TH—DBWREIREIL RSA T,

16.2.2.2. KRA T AES BBt 2 9 %358 D HSM DHIFI DR
KRA T AES ZA%IC L T Certificate System ZZ{T L TWTH, N"— Rz 7tEFal71—F
Ya—J)l (HSM) WWAES ¥—S v EV Ve A HR— b L TLWARWES., F—0D7—h4 TIFRBLZF
T, CORBEERRTBICIEK. UTFTOVY ) a—YavhgR—bINET,

o [XF—SvwEVIDELTILIY) XLDER]

o [KRA DEES{ELE— RADERE]
¥—SvEVYITDESTINTY XLDEIR
KRAIZ, T7A4INMDF—ZvEYTTILTY XL%EHR—KLTWARWEELRHY FTH, thOT7IL
JYXLIEHR—MLTWET, =& 21E. AES-128-CBC A X —S v BV /7T XL ELTHER
FTAICIE. ROOATY REEITLET,

1. /var/lib/pki/pki-instance_name/conf/kra/CS.cfg 7 7 1 L TCLLT D/ A =49 —%REL F
ER
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kra.storageUnit.wrapping.1.payloadWrapAlgorithm=AES KeyWrap
kra.storageUnit.wrapping.1.payloadWraplVLen=16
kra.storageUnit.wrapping.1.sessionKeyLength=128

2. A VRV RAEBREELET,

I # systemctl restart pki-tomcatd@instance_name.service

¥ 72 1% (nuxwdog watchdog =& L TW3I155H)

I # systemctl restart pki-tomcatd-nuxwdog@ instance _name.service

KRADERDA VRAYVATEITINTWSIFE, CAIEADA VAV VA =HBEHT I
ELhHY FT,

F—SvEVTICHDOTIVT) AL%BIRTZE. HSMDMETAES F—F v EV T DHR— M %ENN
LEZBEIC. F—LO— NICEEBBRIZEINTVDELO, RELATICRT I ENTEZEVIFIR
NHYFET,

Z DE&E L. kra.storageUnit.wrapping.1.payloadWrap{Algorithm,IVLen} &
kra.storageUnit.wrapping.1.payloadEncryption{Algorithm,Mode,Padding} ®/X5 X —4% — % @R L
x7,

KRA DB S{EE— KADEX

HSM H* KeyWrap 7L Y X LxHR— bk L TOWAWEE, HHICL>TE, KRAZBESEE—RNICY
PUENDHYFET, KRAZBESILE—NIIEET D E. IRXTOF—R, F—FvEVITILTY XA
TRABCESE7ZILI) AL ZFERL TREINET,

KRA ZEESLE— FICERET 2ICIE. U TFZ2TVWEY,

1. /var/lib/pki/pki-instance_name/conf/kra/CS.cfg 7 7 1 L DLLTD/NZ A —4& —% true ICFRE
LET,

kra.allowEncDecrypt.archive=true
kra.allowEncDecrypt.recovery=true

2. Y—EXRABEELET,

I # systemctl restart pki-tomcatd@instance_name.service

¥ 721% (nuxwdog watchdog = L TW 355

I # systemctl restart pki-tomcatd-nuxwdog@ instance _name.service

KRAD CALUADA VA VRATEITLTWSIBAIE, BADA VAI VA EBRETINE
rHY FT,

Z DFRFEIE. kra.storageUnit.wrapping.1.payloadEncryption{Algorithm,Mode,Padding} &
kra.storageUnit.wrapping.1.payloadWrap{Algorithm,IVLen} /X5 X —4 — %R L £ 7,
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R

#%T, [F—SvEVITDELTINT ) ZLDZER] I-TF—5vEVYITDEDIC
BOFTILTY) ALICTYEZ DHEEIE. KRAABEE{E— NICERET BRIIC. ERIN
TLA—RICERAY T =Y 5FETEINT I2HELIHY T,

163. T—Y Y MERF—Y AN —AF—LDEE

F—)ANY—I—I VM PKCSHR RNy r—YNOMEESILE—CBEET ZHMMAEEF LD
TERBLIVBRBLET, F—V AN —%EKRT2ICI1E. BREREOY AN —I—2 Y MHKRA
I—VxV MNY—ERR—=IICT VX L. Authorize Recovery $815 % {FfH L TEEZREMBERICAA
L/i_a—o

I—YzVhDI2H, F=YANY—TOR%EZAEBELET, AHHY AN —DFE, EFEKRI—
Vv I (BADVIVIRAMNTRINAL)SRESAFEALTEREA—TFVICL. TDHE., BRI
BOYANY—AEBLET., FEEHY AN —DBE, BRI -V MIITRTEF— AN —F
REMBLTHD, F—VANY—%2FKRLET., IXRTOERRBIMEEINTUVSIHFEIC. KRA FIER
EHRLEFT. BRAIINELBHRNSELWGZER. BRINALF—ZEIEL. PKCSH#R2 Ny 5—I D
XNC, F—VAN)—=TOREFEBLAI—Y Y M, ®IST2HEEEZRLFT,
F—VANRNY—I—Jx VP RF—LF F—VAN)—I—VzV BT ZIN—T%2BHETE&L
IICKRAZREL, 7—HA TINLEEETTZENCF—Y ANY —BREEKRT DDICHER
INLDI—VIr hOEERELET,

1631 I Y RSAVTHDI—V v MEEFXF—Y AN —DERE

I—VzVIDFEBRTEZF Y AN —ZRETSHICIE. KRARET2DODNIX -9 —%RmELZF
_a—o

o YAN)—DERICHER) AN =T Fx—Iv—DR%EHRELETT,
o IhoDA—HY—DEIIVEOHDIIN—TEHRELFT,
INLEDNRFA—H—|E, KRADCS.cfgikE7 7M1 I THREINZE T,
L BEIT7AIEwRET DAY —NN—%ZFELFT,
I # systemctl stop pki-tomcatd@ instance name.service
¥ 72 1% (nuxwdog watchdog = L TW 355
I # systemctl stop pki-tomcatd-nuxwdog@instance name.service
2. KRADCS.cfg 771 IV EZRETE T,

I # vim /var/lib/pki/pki-tomcat/kra/conf/CS.cfg

3.2DDYANY —RF—LIRSA—F—ARELZTT,

kra.noOfRequiredRecoveryAgents=3
kra.recoveryAgentGroup=Key Recovery Authority Agents

4. y—EXRE=HBEELFT,
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I # systemctl start pki-tomcatd@instance name.service

F7zE

I # systemctl start pki-tomcatd-nuxwdog@ instance name.service

pa )

AVY—ITI—2xV bER TFHAF—Y AN —%RET 5HEIF. TRed Hat
Certificate System BB H4 KOOV Y —ILTOI—Y T b 1 KRBF—Y AN —
DEREESRLTLLEIL,

16.3.2.F— AN =D —LDHRIYTA X

FTIFIMDF—I—V IV RAF—LTI, F—YHN) BTz NI —TDE—DIT—
TV MDF—Y AN —DERBEZELETIHBENDHY I,

F—DAN)—FBXONREHRAITAXTZIEHETEFET, F—UAN)—IT—I ¥ MIE
F—UAN)—TOCLRERABT 2ODBENRR—IDBETT, 774 MTE KRADI—V
YM—EXR=VIZIE, F—VAN) =TIz MDF—Y AN —ZFEEBEL. F—) AN —F
REeERBL, BESEF—ZRETERLIICTZENLAHTIML 74 —LAEERTVWET, ZD

7 #—LALl%. confirmRecover.html & ¥ (Eh % /var/lib/pki/pki-tomcat/kra/webapps/kra/agent/kra/
TALIMN)—IZHYFT,

BF

F—AN) —DHR T+ —LEHRAITAXTBICE. BREEERT D-HDFHRE
HIBRLABWTLK TN, Thid, 74— LDHBEICARIRTT, AVTFUYYADETERE
T7+—LDRTEFHRLET,

1633.FHLVWTSAR—FIMNL—IF—TOF—DBEIY S

—EROMETER (EICLBIOT 7O4 XY M T) 1d. KRATT7—H4 FINKFAITSHA-L 1024 EY b
DAML—VF =TTy TEINF Lk, 7OV H—OFREETI TV XLDPEBLTWSELD, 0D
FITVZLEEF2IY T4 —LRLMESRY FES, EFa Y74 —/EELT. HILLEABRZ K
L — Y8 (SHA-256. 2048 Ev M) THEREBFZ Y T TEXEY,

16.3.3.1. KRATool ICDWT

F—DBEZY TERE, BLUF—0FEHKE Y H/N\) —FKIE, KRATool 1—F 1 Y F 1 — (LAREID
/N—3 3 D Red Hat Certificate System Tl& DRMTool) #{FH L TiThh x 7,

KRATool I&, 2 DD#EEERTLET, HLLWERBTREBS Y T, BHEY) ANY —ERL
E.F—LI—FNRDOLDIF77A4NLITY N)—TCRERUEZBEITEET, PR 1D20REEZY
TELIEBESHF) 2RTT2HEHLIHY., A% 1 AOHUVHE L TRITTEET,
F—E2BESY ST 5BE8. V—IEITDOKRADIVAR—KMNINEZLDIF 774ILDF—T Y M) —IC
T7I9EAL, TOKRARN L=V F—%2FRHALTF—%2T7VS5v7TLTHSE, FTLWKRADL YIS
BRAMNL—VF—TF—%2B>SvSLET,

phe1x—nBESy S

I KRATool -kratool_config_file "/usr/share/pki/java-tools/KRATool.cfg" -source_Idif file
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source_pki_security_database_path "/tmp/files/" -source_storage_token_name "Internal Key
Storage Token" -source_storage_certificate_nickname "storageCert cert-pki-tomcat KRA" -

"tmp/files/originalKRA.Idif" -target_Idif_file "/tmp/files/newKRA.Idif" -log_file "/tmp/kratool.log" -
target_storage_certificate_file "/tmp/files/omega.cert"

BEOKRAAVARYVADNB—DA VA VA=V INBESIE. F—FHEFERL O— RICE
B9 DCN, DN, YU TIE S, FLIXERIDESHRWVWCEEHERTDIIENEETYT, INH5HD
BAENEL T, BEOEICHLVWVAIAHEEZEBINTE T,

"tmp/files/originalKRA.Idif" -target_Idif_file "/tmp/files/newKRA.Idif" -log_file "/tmp/kratool.log" -
append_id_offset 100000000000 -source_kra_naming_context "pki-tomcat-KRA" -

KRATool -kratool_config_file "/usr/share/pki/java-tools/KRATool.cfg" -source_Idif file
target_kra_naming_context "pki-tomcat-2-KRA" -process_requests_and_key records_only

‘ Bi62 ¥ —DESLTE

KRATool # 7> 3 v & ZDE&RET 7 1 ILDFFHEIE. KRATool(1) D man R—Y TEHREAINTWE T,

16.3.3.2. 12 F - IXEHD KRADS 1DD KRAANDF—DSy TE&v—

ZDOFIETIE. 1DLLED Certificate System KRA (7= & ZIE. sourcekra.example.com®pki-tomcat) |
REINTVWEF—%2FZ Y L. ThiHID Certificate System KRA (7= & Z &
targetkra.example.com @ pki-tomcat-2) ICRFELE T, INHPHE—DI—RAT—RATEHY FHA., &
DY —=IiF, V—REIY—Sy NOBHERALA VRAYVRATERITLTHBEOF—42B>y 9§52 &
. F—%2F 0K BIYTETIKEBOKRAM VRV ADNSLBE—DA VY RI VY AILF—%2E—
TRLEDIFERTEZIEETEET,

BF

pki-tomcat-2KRA 2 L —T8DHY A &5 4 FiE, 2048 EY B LU RSA ICFRET
DENHYET,

1. targetkra.example.com (\CO7 4 > L9,

2. pki-tomcat-2 KRA #{Z1EL ¥ J,

I [root@targetkra ~]# systemctl stop pki-tomcatd@pki-tomcat-2.service

3. sourcekra.example.com |\Z# % pki-tomcat KRA 1 Y R Y VA LA VR— b NIhBF—FT—%
ERETEZT—ITALIRMN)—EFERLET,

I [root@targetkra ~]# mkdir -p /export/pki

4. pki-tomcat-2KRA D/X7 ) v X ML —Y5IRE AR, FIRT—9 T4 LI N)—DTZ v b
Z77A4IICTIVAR—bMLET,

[root@targetkra ~]# certutil -L -d /var/lib/pki/pki-tomcat-2/alias -n "storageCert cert-pki-
tomcat-2 KRA" -a > /export/pki/targetKRA.cert

5 ALY Y VICHh BHEIE. pki-tomcat-2 KRA D Directory Server 1 Y A9 VA %EIELE T,
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I [root@newkra ~]# systemctl stop dirsrv.target
6. pki-tomcat-2 KRA DR EBRE LV AR—bMLF T,

[root@targetkra ~]# grep nsslapd-localuser /etc/dirsrv/slapd-instanceName/dse.ldif
nsslapd-localuser: dirsrv

[root@targetkra ~]# chown dirsrv:dirsrv /export/pki

[root@targetkra ~J# /usr/lib64/dirsrv/slapd-instanceName/db2ldif -n pki-tomcat-2-KRA -a
/export/pki/pki-tomcat-2.1dif

B
LDIF 7 7 A L DRARICTITOZERITAEZEFN TS & 2B LTI,
7. sourcekra.example.com \IZO 74 Y LE 9,
8. pki-tomcat KRA #{Z1IE L ¥ §,
I [root@sourcekra ~]# systemctl stop pki-tomcatd@pki-tomcat.service

9. targetkra.example.com IZ# % pki-tomcat-2KRA 1 Y R VATV AR— b INBF—T—
YERBETDIT—I9T4ALIN)—%ERLET,

I [root@sourcekra ~]# mkdir -p /export/pki

10. ALY VIlH BHEIE. pki-tomcat KRA @ Directory Server 1 Y 249 Y 2 %&{EIELE T,
I [root@sourcekra ~]# systemctl stop dirsrv.target

1. pki-tomcat KRA DR EIRHREZ TV AR— M LF T,

[root@sourcekra ~]# grep nsslapd-localuser /etc/dirsrv/slapd-instanceName/dse.|dif
nsslapd-localuser: dirsrv

[root@sourcekra ~J# chown dirsrv:dirsrv /export/pki

[root@sourcekra ~J# /usr/lib64/dirsrv/slapd-instanceName/db2ldif -n pki-tomcat-KRA -a
/export/pki/pki-tomcat.|dif

BE
LDIF 7 7 M ILDREZEICTITOEBRITNEEFNTVWE I E AR LTI,
12 ZDT7T 1LY bY—IC pki-tomcat KRANSS X2 ) 71 —F—9RXR—R%AE—LET,

[root@sourcekra ~]# cp -p /var/lib/pki/pki-tomcat/alias/cert8.db /export/pki

[root@sourcekra ~]# cp -p /var/lib/pki/pki-tomcat/alias/key3.db /export/pki
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Xe

I [root@sourcekra ~J# cp -p /var/lib/pki/pki-tomcat/alias/secmod.db /export/pki

>3

\'l

1B3. RTYYIZARNL—VF—%KFD7 74 )% pkitomcat-2KRA TS VD H 2DV
E—LZxzd, UTICHZRLET,

[root@sourcekra ~]# cd /export/pki

[root@sourcekra ~J# sftp root@targetkra.example.com
sftp> cd /export/pki

sftp> get targetKRA.cert

sftp> quit

4. REILHELT, TDY—ILTERTET 74/ D KRATool.cfg 7 71 L ERELET, T
TAINDT AN, BEEESICERTZIEETEET,

15. KRATool ZE{TLET., INLDNAFTA—F—RFEIRTITICEEDIRENHY X T,

[root@sourcekra ~J# KRATool -kratool_config_file "/usr/share/pki/java-tools/KRATool.cfg"
-source_ldif_file /export/pki/pki-tomcat.Idif \
-target_Idif_file /export/pki/source2targetKRA.Idif \
-log_file /export/pki/kratool.log \
-source_pki_security_database_path /export/pki \
-source_storage_token_name 'Internal Key Storage Token'\
-source_storage_certificate_nickname 'storageCert cert-pki-tomcat KRA"\
-target_storage_certificate_file /export/pki/targetKRA.cert
-append_id_offset 100000000000 \
-source_kra_naming_context "pki-tomcat-KRA" \
-target_kra_naming_context "pki-tomcat-2-KRA" \
-process_requests_and_key_records_only

R

av Y Rix, pkitomcat KRANSS ZF a2 l) F4 —F—IR—ITREFEIRTW
2h—=0YDNRRAT—RDANERDDBHZEDHY T,

RTT5E. DAYV RIE, -target_Idif_file /35 X — 4 — source2targetKRA.Idif THEE X
NE774 0V EERLET,

16. ZTDLDIF 7 74 J)L% pki-tomcat-2 KRAX > v ICOE—LEd, UTFICHZRLET,

[root@sourcekra ~]# scp /export/pki/source2targetKRA.Idif
root@targetkra.example.com:/export/pki

BE
LDIF 7 74 LDREICTTOEAITIAEEFNTWE I EABELTLEIW,

7. BEOKRAA VRIY VA EIY—Y L TWBIBE, ThHDT—YIXE—DA v iR— MNMEEIC
N—VTEFEFT, v—VUINBIRTOKRATHEHUFIEEEREL T,
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BE

-target_Idif_file /X5 X —49 —HLDIF 771 ILEERT B LD IC—EDE%IE
EL. LDIF 774 ILHEELIZEZILHEENRELABAVELDIT—ED -
append_id_offset fE%1EE L £,

18. pki-tomcat-2 KRA ¥ > IC. pki-tomcat-2 KRAF&ZE LDIF 7 7 1 )b, 8L TZ DD KRA 1
VRAIVRABICIVRAR— RN INAETRTOLDIF 774 IV EEHKE LT, LDIF 774 I)LEMOD
F—TF—HEEHIKAMIVR—MLET, UTFIHIERLET,

[root@targetkra ~J# cd /export/pki
[root@targetkra ~]# cat pki-tomcat-2.1dif source2targetKRA.Idif > combined.Idif

19. pki-tomcat-2KRA 1 Y 24 v ZRAIC, ZO#AEHLE T LDIF 7 7 1 )L % Directory Server
T—INR—=RITAVR—bMLET,

I [root@targetkra ~]# /usr/lib64/dirsrv/slapd-instanceName/ldif2db -n pki-tomcat-2-KRA -i
/export/pki/combined.ldif
20. pki-tomcat-2 KRA O Directory Server 1 Y 249 Y 2 %@L £,
I [root@targetkra ~]# systemctl start dirsrv.target
21. pki-tomcat-2KRA #&8) L £ 7.
I [root@targetkra ~]# systemctl start pki-tomcatd@pki-tomcat-2.service

16.3.4. 70— 1D CA-KRA IRV ¥ —[EERODEH

JO0—%D CA-KRABHROEHICEAT #MIE. [/ 0—21%0 CA-KRA IRV 49 —IEHROE
1 Z2RLTLKEI Y,
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7= O07DETE

Certificate System % 7Y 27407 7 74 )ik, ZTORHEDY TV AT LAV AY Y ARDEEICE
BEITDANRYNERHFLET, YTVRTLIEIK, A VA M—Ib, PO ER Web H—N—72EDR
BIODWTEALRZOVN’REINE T,

TRTCOYTYRTLICRAKROOTERE. 7Yy, BLIUVEERAZRDHYIT,

A VA M=)LEOOVEEDOFEMIL. [Red Hat Certificate System B8 A4 KJ @ 725740
TDHREI] £ avESRBLTLEIL,

AJOHEF. 07 2ZRLTLLEIW,

17.1. CERTIFICATE SYSTEM O 7 D& &

07 DREAHZEIE, Certificate System D/ T # —I YV A EE RIFTHREMELIHY E T, L& X

W O 774)000—F7T—2avildyY, OVDPREKRYTETCHTORTLADNT =T VAN
BFTT205METEY, 2DEI >3 TlE, Certificate System 7Y AT AICE > TRFIN B X
FXFABBEOOJICOVWTHAL, OV 774)bo0—F—>ay, Ny 77 )y ysnknd, &
AAREAOT LNV AEDEELMSAHBALE T,

1701 O 7ICEHINE Y —ER

Certificate System D IR TOFEIVR—F Y h&FOMNINIE, AvE—V%O7 7 74 LICEEER
LEd, R71 OJICREHEINZY—ER] 774/ bTATICEHFINGY—EX%E) A MRRL
F9. FEDH—ERAOVICRFRT AV E—TVARRTZICE, BEOTEREEHNRITAIALE
-g_c

R71O7ICBHFIND Y —EX

H—EX 5]
ACL TOEAFE) A MIEETEZARY MO ICEHELET,
=1 AVY—ILEA VRV ABD HTTPS @ER L, BE7/74E

FTA—ICBEETBZAIRY M EOQTICEHELET,

ITART ITRTCOY—ERICEAET IRV b E2OJICEERLES,

SR SEIEYa—IICEETZT7 I T1ET 14 —ICBEEST ARy NEOY
IR LET,

AL Certificate Manager ICBSE Y 24 R M&2OJICEHRLE T,

T—HINR—2R RETF—IR—AEEDT7 VT 1 ET 1 —ICBEET ARV M2OYIC
BEExLET,

HTTP Y—N—DHTTP 7251 EF 4 —ICEET 21 Ry MO ZICREEL

F9, HTTP A XY MEEBRICIE, HTTP H—EXZRET 27201C
Certificate System IC# &A% Apache H—/NN—ICEBTEIT5—0O
JICRBHRIND I EITERLTLEIWY,
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H—EX 5]
F—1) AN =R KRAICEAET DA RV NEOJICEEHZLET,
LDAP SERAZ & CRL ONBEICHEARAINS LDAP T4 LY M) —AFEALTT

JF4ET 4 —ICBEETBZARY hNEOJICEBHELET,

OCSP OCSP RF—4% AMD GET ERAE, OCSPICEET /Ry h&EQOY
ICEEELFE T,
Z D1t AV RSAVA—F4 ) T4 —RZOMOTO R L EDBDT

FAETA—ICEETZARY MNEOSICEHELET,

EXk¥a1— ERF1-—TIT1ETA—ICEET IR b EOTICRHLIT,
1I—H—8L®TIN—TF AVRIVADA—H—BLOTIN—FICEET B4RV M2DOJICE
BLET,

171207 LRI (AyvE—UATFTY )

Certificate System ' —ERICL > TAOVICEHBmINDZIEFIEZRARY ME, OFTLRIVIZE > TR
EINZLH, ARYNOHBNET ALY ) IHERICARY T, I F I FA Certificate System D
ATLANLD, RI72 A7 ERIBT 207Xy -V IC—BRRINIT,

OJLRIVIEFEONS 10 TRINET, EFBSE. Y—N"—|[lL>TEFINBZO07DLRILER
LET, TOLRIIGZ, OFVJTOFHERELFT,

BEENGWEE, BEEORBVWAARY NOALOTICRHEIND O, FHEMESRY XS,
pa

FT7AILMDOATLRIVIET1ITYT, COBREELRVWTLKEIWL, TNy Oxy sy
EEMICTBICE. [Ty 7O070EMEE] #5BLTLEIV,

w72 TO7bN)bedind 07 AvtE—2] W O A E—Y LY K KEBRT
2-OICBRYTBEDICRBEINET,

K727 RVERBTZOTAvE—2

nJv Ayt—IhrdY—

~)L

0 FINy Y INLDAYE—JIZIFTNY JTIEREINZSENET, TDLA
ik, EBICZ DBEREERT 270, BEDFERICIKHE
IhEtA.

1 FTRTOOAFV T LRI ZoOTLRNIIE, TRTOOTLRNILAEEMICLET,

2 gL INLEDAYE—JIZEEDATHY., ——DBEDIEE

IKEENHZIE2TTEDTRHDY THA,
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Ayvt—h57TY—

3 K-V AT LBLVPITS— INLDXy =Y, SERAEY —EXBREDETDERK
O7D7 7 #J)b MER (User authentication failed 7z | Certificate revoked) ¥. EX

YHERWIS—%5|SRIIHEMEDH 2 FH LRV (Y
IVIIAMDIFAT7 VDS INEACFYRIVTISAT7 Y

MO L TARBINCEREZBRETELGW) L, ¥—1—3E
BILBFT2 2T IS5 —64LUVEEEZRLET,

4 BRORE INLDXAYy =V, Y—N—DFREHLEE>TVBI &N
FRRATIS—HDRELTWSEIEERLET,

5 BB 7 KRR INLDAYyE—JF, T5—IC&Y., Y—ERDET A
TERWZEZRLTWET,

6 t¥al T4 —BEOIRY INSDXyE—VF, Y—N—DtEFxa)F1—IHETS
N RERNBERELT T, &2iE YR MIRWIEEAEPHE
YBIhERELAFERAT 21—V —DPFET7 I/ EA%2HA
HBIGFERETT,
7 PDUBEEA RV b (F/Xw 7)) INSDXyE—VICIE, PDUARY NDTFNy JEBRIEF

NEFT, TOLRILIE, BELVERLBREBADEREE
K270, BEDFERICITHELTVWERA,

8 PDU B&E4A N b INLDXy =Y, MAC b—2 v DERHRAE, PDU THULIE
INB IS I0avBLIPIL—ILICEETZEDTY,

9 PDU BEEA RV K ZoO7LRIIE MAC h—2 v DEKAE. PDU TUIEIH
BARY NOEHOT Ay E—VUAEHLE T,

10 BRI BEEOTDOT 74 IhoDXyvE—Yid, GAIAEY AT AONHETET P HRIIL
N EIR) FRBEER LEDRT—92AAXvE—CBE0., SHAEVRT
LDIREEICEET 2 — MM ARBERERELE T,

O LRIVAGFETEE, AIRYENDEXREICEOWTAY IV N —A5 T4 IV —TXF$, 574
JWETIE, IRTOY—ERICOTLRILI (KB PREINZET,

BT LANVIGERL TITHONET, 3DEZIEETDELNIL4L 5 LU 6»ATICEHZINET,
OJ77F—41E, HIEW(LYRER) O LRI TIHESEAICKRITEEIHYET, RA T VI
. IRTOAT T 7AINCHRBT A RVBEED’H DI E2HRLET, T, IXTOOT T 74
WSRO 7y TEN, KRN RTLANBERICASHWVWEDIC, AL, AYO—FT— 3
V. BEUOY—N=—NRNy o7y TRYS—A@FNIERTEIIEEEETT, €O LAVE, BERISK
bhaageldsHY £9,

1713. Ny 77— XLy 77— Loax>ry

Java b 7Y RAF LRI RTODY A 70O JIcwdTs\y 7 7—Ax v I aHR— ML ET, —/N—
. Ny 77— f{E&FE@ NNy I77—RLOOFX VY THICERETEFT,
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Ny 77—AJDREINTWBEE, —N—EWIHTHAT7D/NNy T 7—%EHRL. AvE—%0
BERRYNYy 77 —ICREEFELET, T—N—EUTOREOVWTNIODEE LBEIRYO T 774
Xy E—V% 75y aLET,

o Ny D7 —DEMICHR 2B E, /Ny 77 —H A4 XH bufferSize SR E/NT X —4 —THEEIN
TAAELLEILAR D E, Ny 77 —DS@MICRYE T, CD/INTA—=9—DFT 7+ )L MEIL 512 KB
T9,

e Ny T77—D7ZvYaERICEELLZEG, REO/N\Y 7 7—7Z v a1hs0RFERTRE.
F /=13 flushinterval ;R E/XN T X —9 —THREINLEERUIAKRIWVWGEIZ. 75 v > iR
ICEELE T, CONSA—=9—DT 7+ MEIZSHTTY,

e WEDMAINAVY—IDLHmANONZGEE, Y—N"—RIBEEOOTICOVWTI/I)—Zh
PRICEHOOITZBMELET,

==y 7 7—RLAFVTAHICKREINTWEIGE, Y—"—E0J7 771 VICERIND &
FWAYvE—V% TS5y a2 lLFzd, U—N—R@EAYvE—IDNERINZLCIC)/OBREM@ T 774
IWADEZAR) H2RITT DD, Ny I77—RLOAVEICY—N—%BRETDENT+—I Y ADEK
TLEY,

OIS A—4— TDOFREIE. [Red Hat Certificate System EEB A4 KOaY YV —JL ] | TOYV DK
BtV avaSBLTILEIW,

1714.07774)AQ—7—> 3V

YITVRFLAOQTICEA T aryondRELrHY., OV 7 74 IILEEARICILRT 2D YIC, OF
HO—T—>av Ll THRLWAOT I 74 IV ERIBTEES, OV 770U, LTFTOWTIHADIZEIC
D_7_'_°/EI \/-Sni-a—o

o WiKhTB77MINDY A XFRICEELLGZE, Wihd 2077 714)LDHA4 X
I¥. maxFileSize 8E/NS X — 9 —CHREINLEBUT THIVELGHYET, TD/INF X —
H—DT 7 AI)L MEIZT00KB T,

o WiLd 57 74 IO AREEFIRICELHEL FE. Wind 5077 74 JLi& rolloverinterval
BRENTGA—H —TIEEINLHERBULETT, TOIRSTA—=9—DFT 7 #JL MEIF 2592000
HEOBEZE)TY.

A7 774008 0—F7—>3vInde, BIMLAESYMLRY Y TR DT 7M1 IILOZFIEFERALTH
W7 74 IVDERINIBEINE T, BIMINLIYAILRY Y TIE, /ISTET7IT747R2OT7774)
AO—F—>avINHBEZRTEBHTYT, BFEEZHOFKIE. YYYYMMDD (5. B. B) 84
HHMMSS (B§. 2. #) T9,

A7 77400 (FICEEQT 7 74V ICEEERERIAESFNTVWET, logT1 LI MN) —24F%

F—HATATATICAE—LT,. ThHDT7 7 A I EERNIC—EDONRNY I Ty TAT A TICT —5
17$2REIrHYET,

pa

Certificate System i&, BT 774N %ET—HA T$2HDY—IP1—T4 ) T4 —
FRELTVLEEA,

Certificate System &, WIABRHBDFEE L TCAT 77 AN ET—HA4A T$BE0ICOT 7 71ILICE
%2957V K41 —7 1Y 71— signtool iR L X7,

A7 74IVDERIE, BEAINLEEOTHEOKNDY ICERAINIT, BEEMIEEQTR. 47
VAT LELAAETEYNICELINSEEO T ZFRLET,
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F17= T DHRE
A—F—>arvInOs 7 714 ILITHIBRINEEA,
172. 4RV —5F 4 VA5 A (RHCS DHAER) DOV EERE

17.21.0S L NIJLDEEF OV DEMIE

e
E =
DLTFDEI Y 3y TRIRTDEEIE. sudo Troot T dfFHELI—F—& LTE
TI2REIDHYFT,

auditd OF 77 L—LT7—7F E<OEEREZEMTRHELIT., ThoDdOS LALEEDY
I&. Certificate System DMRE T 2HEEEFTLEX T, AtV a VOFIEEEITT %R0, audit/Vy
T=IMNA VAR =ILEINTWB I EEBRLTLEI,

I # sudo yum install audit

AT LNy = OFEH (yum L G rpm ZEA L. Certificate System Z &) DEEIFBHHIC
EITIN, BINMORERIBEDY THA,

pa

ZEBENL—I%EEBNMLTCauditd f—EXEZBEH LS, LTOaIYY FEERITLTH
LWL—ILABIMIN/Z xR LET,

I # auditctl -1

FLWIL—ILORBIEAICRRINSGIETTY,

EREINABEEN S D TRTRAEIE. [Red Hat Certificate System B A4 RDARL—F 1 VT
ATLLNVDEERL J ATORTEI Y a VSR LTI,

17.2.1.1. 5FBE > 2 57 AOEE O VHIBR DB

BEEOJNEHIRINICEEIDOEREAANY MEZETBICIE. ¥ —4 v D Certificate System O TH
VAT LN EEETINENHY FT,

LU FDWAT /etc/audit/rules.d/rhcs-audit-log-deletion.rules 7 7 1 LA {ERR L £ 9,

-a always,exit -F arch=b32 -S unlink -F dir=/var/log/pki -F key=rhcs_audit_deletion

-a always,exit -F arch=b32 -S rename -F dir=/var/log/pki -F key=rhcs_audit_deletion
-a always,exit -F arch=b32 -S rmdir -F dir=/var/log/pki -F key=rhcs_audit_deletion

-a always,exit -F arch=b32 -S unlinkat -F dir=/var/log/pki -F key=rhcs_audit_deletion
-a always,exit -F arch=b32 -S renameat -F dir=/var/log/pki -F key=rhcs_audit_deletion
-a always,exit -F arch=b64 -S unlink -F dir=/var/log/pki -F key=rhcs_audit_deletion

-a always,exit -F arch=b64 -S rename -F dir=/var/log/pki -F key=rhcs_audit_deletion
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-a always,exit -F arch=b64 -S rmdir -F dir=/var/log/pki -F key=rhcs_audit_deletion
-a always,exit -F arch=b64 -S unlinkat -F dir=/var/log/pki -F key=rhcs_audit_deletion
-a always,exit -F arch=b64 -S renameat -F dir=/var/log/pki -F key=rhcs_audit_deletion

JRIC auditd = BiE2g L £ 9,

I # service auditd restart

17.2.1.2. MEBEE OFEA I KR X N TV Certificate System DESE

Certificate System OB X /= IEIMBRBADITRTDT I EZRAICHTIEEARY N EZIFTES ICIE,
NSSDBANDT7 7AWV RTLAT VR =EETH2HELrHYET,

LU FDAZAET letc/audit/rules.d/rhes-audit-nssdb-access.rules 7 7 1 L& ER L £ 9,
I -w /etc/pki/<instance name>/alias -p warx -k rhcs_audit_nssdb

<instance name> (&, IREDA VX F¥ V ADHEFITY, /etc/pki/<instance names/alias D& 7 7 1 JLD
/etc/audit/rules.d/rhcs-audit-nssdb-access.rules IC. UUTFDiTA#EBML T,

I -w /etc/pki/<instance name>/alias/<file> -p warx -k rhcs_audit_nssdb

TcE 2K, 4 VAR5V A&H pki-ca121318ec T. cert8.db. key3.db. NHSM6000-
OCScert8.db. NHSM6000-OCSkey3.db. & & U secmod.db A7 7 1 L TH BHE. RET 71 ILIC
ERDEDHEENZET,

-w /etc/pki/pki-ca121318ec/alias -p warx -k rhcs_audit_nssdb

-w /etc/pki/pki-ca121318ec/alias/cert8.db -p warx -k rhcs_audit_nssdb

-w /etc/pki/pki-ca121318ec/alias/key3.db -p warx -k rhcs_audit_nssdb

-w /etc/pki/pki-ca121318ec/alias/NHSM6000-OCScert8.db -p warx -k rhes_audit_nssdb
-w /etc/pki/pki-ca121318ec/alias/NHSM6000-OCSkey3.db -p warx -k rhes_audit_nssdb
-w /etc/pki/pki-ca121318ec/alias/secmod.db -p warx -k rhcs_audit_nssdb

JRIC auditd = BiE2g L £ 9,

I # service auditd restart

17.213. BEZEEA RV NOEE

BT EDETEAANY N2ZETBICIE. VAT ARBAZLZETAAEMEDOH BV ATLI—ILT It
AEEETHIHNENHYET,

LUFDHAT /etc/audit/rules.d/rhes-audit-rhcs_audit_time_change.rules 7 7 1 L Z{ER L £ 7,

-a always,exit -F arch=b32 -S adjtimex,settimeofday,stime -F key=rhcs_audit_time_change
-a always,exit -F arch=b64 -S adjtimex,settimeofday -F key=rhcs_audit_time_change

-a always,exit -F arch=b32 -S clock_settime -F a0=0x0 -F key=rhcs_audit_time_change

-a always,exit -F arch=b64 -S clock_settime -F a0=0x0 -F key=rhcs_audit_time_change

-a always,exit -F arch=b32 -S clock_adjtime -F key=rhcs_audit_time_change

-a always,exit -F arch=b64 -S clock_adjtime -F key=rhcs_audit_time_change

-w /etc/localtime -p wa -k rhes_audit_time_change

JRIC auditd = HiE2g L £ 9,
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I # service auditd restart

BFEIDEREHEIF. [Red Hat Certificate System B /4 KJ ® [Red Hat Enterprise Linux 7 TDH
BFDERE] Z2BRL TS

17.214. 502 AT LABREANDT V2 ADES

Certificate System 1 Y RAY VABE T 7AILADITRTOERICEHT HEEINRY MEFITESIC
H\Ch6®774w®774wy27A IEREBEEBELIET,

LUFDHAT /etc/audit/rules.d/rhes-audit-config-access.rules 7 7 1 L& {ERR L £,

I -w /etc/pki/instance_name/server.xml -p wax -k rhcs_audit_config
F7=. letc/pki/instance_name/ 714 L V7 ) —DE Y T AT LITROAB%EEMLE T,

I -w /etc/pki/instance _name/subsystem/CS.cfg -p wax -k rhcs_audit_config

$117.1 rhes-audit-config-access.rules X 7 7 1 )L

TcE 2K, 41 VA5V AEND pki-ca121318ec T. CADHMNA VA M—ILINTWBIHE
IC. /etc/audit/rules.d/rhcs-audit-config-access.rules 7 7 1 JLICIZLA TR EENE T,

-w /etc/pki/pki-ca121318ec/server.xml -p wax -k rhcs_audit_config
-w /etc/pki/pki-ca121318ec/ca/CS.cfg -p wax -k rhcs_audit_config

PKINSS F—4 R—2ZAD7T 7t Xl rhes_audit_nssdb D FICT TICEEEINTVWS Z EIERELT
XV
17.3.CS.CFG 7 7 1 JLTOAO YT DKE

AVRARN—ILDEBREFIC, 1 VRAIVADCS.cfg #EFERMEL T, OF VIV ERETEHIENTEE
-a—o

L YTV RATLLA VRV REZFELET,
I # systemctl stop pki-tomcatd-nuxwdog@instance name.service

2. /var/lib/pki/instance_name/subsystem_typelconf 74 L 7 b)) —®D CS.cfg 7 7 1 L &= X
x7,

3FHLWOTEENT 2. YRATLFRREN VYIS 307D RTOIV MN)—%T
E—LZ%xd., Ihoid, log.instance.Transactions & 7z 13 log.instance.System TiaE 5 /%
FA—=H—TY, ATV aVDTHRICTRTOIV M) —%BEYRITF, BT A—5—D
Transactions F7- (& System E WO BEZHLVWEFIICEEL T, 2O VY RAI Y ADERI %=
ZELEY,

4. OTA VAV RAERET HICIE. TOOTICEEMITONANRTA—S—%ZTELET, T
no5N/NS5 X —4—(d log.instance TIHE Y X9,

R73O7T VM) —NRSA—-4H—
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NRNIAX—5— B

type O777AMNDIA T, YRATABIS—BLVOYRFLOTEERL
4, NSUYIYa Y BEEN/ERELET.

enable AIRTIT4THNEINERELET, BT Z207DHAA N b
HEELET,
level TEFRANZA4—=LRIZATLRIVERELEFS, TOLRIVIE, 71—)b

NICFEITANTZ2LENHYEFT, BIRAZ2—REHYFHA, OTL
NIEREF., ORI (AyvE—UAFT) =) IKRBHEINTWEHE

BT,
fileName O7774A0MADT 74 IVEEECRENR, YTV RFLI—H—IC
lE. 77 ANADHEAIEZINRN—I v a3 P RFNIERY FHA.
bufferSize O7DFO/N1 MY A X (KB DNy T 7—H A4 X, Ny T 7—HNIZDY

ARIETBE, Ny I 7—DORBIIT7S5Svash, OV 7 74)LIC3
E—XhEzT, 774 MDY A XIE512KBTY, Ny 7 7—OFVTD
HME. Ny o7 —fREBLUONy - LoOxr Yy EBRBLT
TRV,

flushInterval Ny T 7—DORBNR 7Sy aInTOT T 74 ILICEBININS EFTOR
B (MEAL), T74)W MORERIESHTT,

maxFileSize O—F—>a>YINZFNIIAEROT 7 74IILDY A X%&F0O/314 ~ (KB)
BNTHRETEFEYd, TOHAXIETDE, 77 )bd0—F—> 3>
T7AICIE—3h, OV 774D FLICEBINES, OV 774
LoO—7F—>avICETZEME. 0/ 774 )b0—F—>av] %
BRLTLLEIY, T74IL MDY A XL 2000KB TY,

rolloverinterval Y—=N=DT I T4 TROT I 74V EO—FT—>a T B5EE, AT
BE7EIRER I hourly. daily. weekly, monthly, & Wyearly T, 7
7 # )b b DFERIE monthly T, &Mk, D/ 77/ )00—F7—2 3
V] ZBRLTLEIWL,

register(al ZDEHE M false (T 7 IV ME) ICBEREINTWBRHEICE. BILTTR
hD X vtE—Td, selftests.container.logger.fileName TiEEI 1
2O0774NMICO#HOTICEHEFINET, ZOEHN true ICREI N
TW3HEIE, ELI7TFRAMDA Y=V
selftests.container.logger.fileName (C& > THRELAOV 771 )L
&. log. instance.Transactions. fileName CTIEEIN/O7 7 71 LD
AAICEZRAEFNET,

logSigninglk] EEMETOAFVITZBMILIT., TONRIA =Y —DEPLRGE
i&. signedAuditCertNickname /X5 X —4 —DfEZEELFT., D
FFavid, EBEALEIPOTEZRRTESZIEE2EKRLET, EIF
true £ 7-(3 false T9,
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NRIA—5— B

signedAuditCertNickn  BEEOJDEBERZICFERAINZIARED =Y I *— L, IDIREOFMEHRE

ame[b] IE, OJICERLT DD TVRTALADSLT IV ERATEDZMELNHY F
3—0
events[b] EEXEOJICOTERHRTI2AIRYMEEELET, ATAI RV NI, 2

DEWI VI TRYY £9,

[a] CNIREEST A MNEOO/DOHHERAINET,

[b] CNIREEOTDHICHY EY,

5, 7740V ERELET,

6. YTV RAFTLAVAY VA ARBABLET,

I # systemctl start pki-tomcatd@instance name.service

¥ 72 1% (nuxwdog watchdog = L TW 3355

I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service

1731 ELEEOQ/OAMES LUVUHETE

17.3.1.1. BELEEO 7 0BEAML

FI7AILINTIE, BEEOXVTIEA VA M—ILEICERICRY ET, 2720, 41 VA M=LRIC, OF
EZLHAFHTAMCTINELHY FT,

BEDEEAX VY VRELZRTIBHICIE. UTFERITLES,

# pki-server subsystem-audit-config-show
Enabled: True
Log File: audit_signing log_file
Buffer Size (bytes): 512
Flush Interval (seconds): 5
Max File Size (bytes): 2000
Rollover Interval (seconds): 2592000
Expiration Time (seconds): 0
Log Signing: False
Signing Certificate: audit_signing_certificate

BANEEEOITZ2BMCTIE. UTEETLET,
1. pki-server 1—7 1 )74 —% AL T. --logSigning = 7> 3 V% true ICEREL £ 7,

# pki-server subsystem-audit-config-mod --logSigning True

Log Signing: True
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2. ARV RAEBEHLET,
I # systemctl restart pki-tomcatd@instance_name.service
¥ 721% (nuxwdog watchdog = L TW 3355

I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service

17312. BEFEM RV M DERE

173121 BEH ARV hOAMLS L UERML

EEARY NOAEMLES L CEMEDEMIL. [Red Hat Certificate System B8 A4 Kop FTavy —
I THELEEOJDRE] €72avaESRBRLTLEIVN,

TSI, BEEARY N 745 —E, FYFHABIRICGRETEZY, [BEEARVNDT7a4IILY )Y
7] #BRLTLEIY,

Certificate System TEEEREEARA XY hD5EL ) R MM&, [Red Hat Certificate System BS&EH 1 K J
D MEEANRY M Z2ZRLTIEIW,

173122 BEH/ARYNDTANI YT

Certificate System Tld. BEEZEIEZ 74 I —%ZRELT. 1RV NEHICEDWTEE T 71 ILICE
BINBETEIRVMNERETEET,

74 —DFKILLDAP 74 ILF—ERUTY, /=7 L. Certificate System (&, L TFD 7 1LY —
DHEHR—FMLET,

K174 Y R— M RO Audit 41 RV b 714 L5 —

547 v &

Presence (attribute=*) (ReqID=%)

Equality (attribute=value) (Outcome=Failure)

Substring (attribute=initial*any*...*any*final) (SubjectID=*admin*)

AND &% (&(filter_T)(filter_2)...(filter_n)) (&(SubjectiD=admin)(Outcome=Failure))
ORE&E (|(filter_T)(filter_2)...(filter_n)) (|(SubjectiD=admin)(Outcome=Failure))
NOT && (\(filter)) (/(SubjectiD=admin))

LDAP 7 4 )L% —MD&¥#lL. [Red Hat Directory Server Administration Guide J @ FUsing Compound
Search Filters] 22> avaSBLTLEI,

I PN72BEBEARYNDTANY YT
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TO7 7 AIINGEREER EWMBIN/IBAZEDREDREERTY 2I1ICE. LUTFOaAYT Y RE2RT
L/i-a—o

$ pki-server ca-audit-event-show PROFILE_CERT_REQUEST
Event Name: PROFILE_CERT_REQUEST
Enabled: True
Filter: None

$ pki-server ca-audit-event-show CERT_REQUEST_PROCESSED
Event Name: CERT_REQUEST _PROCESSED

Enabled: True
Filter: None

InfoName 7 1 —JL K 7" rejectReason % 7z |4 cancelReason ICERE I N T W B LIEFAHIEAEE
RDARYMNE, TAOT7ANEREBERS L TIRY NOKRB LA RV MDA %EFREHRT BIC
iE. U FEERITLET,

L UTFOOTY RZ2ERTLET,

$ pki-server ca-audit-event-update PROFILE_CERT_REQUEST --filter "
(Outcome=Failure)"

Filter: (Outcome=Failure)

$ pki-server ca-audit-event-update CERT_REQUEST_PROCESSED --filter "(|
(InfoName=rejectReason)(InfoName=cancelReason))"

Filter: (|(InfoName=rejectReason)(InfoName=cancelReason))
2. Certificate System #BiE&8 L £7,

I # systemctl restart pki-tomcatd@instance_name.service

¥ 72 1% (nuxwdog watchdog = L TW 355

I # systemctl start pki-tomcatd-nuxwdog@ instance name.service

17.32. EIL 7T A NDEBE

T TTAMEBEEBLZDEIL 7T A ML, CS.cfg 771 ILTEHE I N, REINFT, BILITR
RABRICAR S TWBIEBE., TFOEILITANIA YTy RELITEEFICH L T—EBERRIN, &
M E /= critical E LTEHREINZE T,

BEREILIFRAMIGE, ©IL7T7AMNOEZRIORICOO Y & 8EE critical ©*H Y £T, THUNDIG
BlE, MEHYFEETA, VTV REILITAMNRICEERELTITRAMDKRERTZ &, H—/1—&
Sy MOV LET, BHPICEELREIL DT AN KR TSZE, —_—FEHLITHA,

AVRIVADA VA N—JVEIC, BEREINAEEVILITANDEBEFMICEREIN, REINT T, 5
BLUVREINDZIVEILITRAMNE, YTVRATFLYA SICEETEEDNDTT,

HE2TAMDEKEIF, CScfg 77 M LVDENENDREEZERETDHIETEREINIT,
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17.3.21.88ROTF 74 I bOEILTFR b

LUTOBETT A ML, BEBCT 7 4L M TERICAY T,

CAYTYRAFLTIE, BHBFICUTOERILITAMT I N TEMTR>TVET,
e CAPresence:CAY TV RTADNFERET DI LRI 2DICFERAINET,

e CAValidity: CA 7Y R T ADNREENTH Y, HRUNTRWI E2BBTHLHICHEAS
nEJ, IhiCid. CARIASOAMNHRZHR T 2LELNHY T,

e SystemCertsVerification: & 2 7 LAFEBAENIREEMNTH Y. BRERAIN TRV, F
IRERYEINTWAWI E 2B T OIERINE T, CAYT Y RTADIGEIR. &Kl

BEDEMMET A NDHDRITIN., OCSP BEXRNFEET 2 08eEDH B EAERIET X M E
RAINZET, COFMEIE. UTDRE/NTA—H—TEEXTEEY,

I selftests.plugin.SystemCertsVerification.Full CAandOCSPVerify=true
TI7AIRMT, TORENTA—F—DHFELABVGEIE false ERBINFT,
KRAY 7Y RT LDZAEIE, ROEILTTAMDIERICHRY FT,
e KRAPresence: KRAY 7Y AT LANGFHETZ I E2MBIBLHICERAINET,

e KRAValidity: KRA Y 7L X7 AN REFHNTHY ., HARIN TAWI & %=HERT 272D ICFER
INET, INITE KRAGERAEOEWHREZHER T 2HVELNHY X,

e SystemCertsVerification: > X 7 LAGERAENIREAUMTH Y. BRHRESThTLWRWLD, F
TIERYBINTUWARWS EZHERT 2 DICERAINE T,

OCSPH 7Y RFALTIE. UTFDEILIZFRINDERICHRY £,
e OCSPPresence: OCSPH 7Y RFLADBEAWRAT2-ODICERAINE T,

e OCSPValidity: OCSP # 7Y R 7 AN RAEBMN TH Y., HRIN TRV & %2R 57DIC
FRINEY, INhITIE, OCSPIIRREDE MR ZHIE T Z2LENHY T T,

e SystemCertsVerification: & 2 7 AFEEAZENIREBEMNTH Y. BRERAIN TRV, F
ZIZERYEIN TWAWT E 2R T2 OICERINET, OCSPHTY R T LDHEIR.

BIAAEDEIMET XA DHAHEITI N, OCSP BRNMELET 28D H HEEAZERELT R
MIBRASIHES, ZOEMFIE. UTDRENSIA—F—TLEEEITEIT,

I selftests.plugin.SystemCertsVerification.Full CAandOCSPVerify=true
TI7A2IKTIE, CTDERENTA—F—DEFEELBWVGEE false ERARINF T,
TKSH TR T LDZAIE. RDOEILTTAMDIEMICHRY FT,
e TKS knownSessionKey: TKS 4t 7Y 27 LADBHMOD Y ¥ a v F—DREEICHERAINET,
%Lgi ;\TTKS & TPS BLUVHR—IPRRODRAT— M A—RORDOY ICROIER % & ICX

e SystemCertsVerification: > X 7 LAGERAENIREAWTH Y. BRHRESThTLWRWLD, F
TIRBRYBINTUWAWS E 2R T 27DIERINE T,

TPSH T RFLDBZEIE. ROEIV I TR NBEMICHRY T,
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Xe

e TPSPresence: TPSH 7V AT ANGFEHET B &5 MARTH-HIFERINE T,

e TPSValidity: TPS ' 7Y XA 7 AL REBMTH Y., HIRUNTRWI & 2HRT 27HICHER
INFET, InIliE. TPSIIBREDEMIRZER T 2HENHY T,

e SystemCertsVerification: > X 7 LAGERAENIREAWMTH Y. BRHRESThTLWARWLD, F
IRBRYBINTUWAWS &2 BRI 27DICERINE T,

17.3.22. I T T A MREDER

TI7AIKTIE, BILTDTRAMEREIFERLTWET, 72720, —BDEREICLY., BESTA MOFY
TDRTPNITA—TVRAERLEIFEZIENTEIET, BILTTRAMNDEREAZLETBICIE. UT%E

EITLET,

L YTV RTFALAAVRI VA AELELET,

2. ARV ADceonf/ T4 LU MN)—Il#HB CS.cfg 771 I ERAZET,

3. self-test AV DERE%MRET % ICIE. selftests.container.logger THEZ TV M) —%REL
F9. BEDRWRY, CMO5DNRSA—F—FAVTSATVRIIIHELEFEA, NI
E. UTFDONRSAxA—5—DEFhET,

bufferSize: O/ D/\y 7 7 —H A4 X&XO/NA NEFI(KB) TIRELET, 774/ DY
A1 XIEFB5R2KBTY, Ny 7 7—DHDBZDHAXIETDE, NI 7—DARBIFTZ7ova
Ih, O 774 )ICaEE—3hnFT,

enable - EMICT 25 EIE true A BEL XY, BICT 207 DA AI R M&EEi&L F
T, ZDEIF. AVTSATVADEDICEMICTE REKHY T,

filename: 7 7 M1 V& EZEST, X v E—VA2EZAL T 7M1 ILVORENRRERELE T,
H—N—Z, 774IADHEHIY /EZIAHERDPUBETYT, 77 4/ b TIE, self-test
047 7 7 1 )L /var/llog/pki-name/logs/selftest.log T9,

flushinterval: /XY 77— 7 7 A ILICT7 S5y a1 5RRENEBEMTEELET., 774
JU N DERRIZ 5 #T9, flushinterval i, Ny 7 7 —DOABIZ7ov>axhasy 774
JVIEBMINZ FTOEBRETY,

level 77 4L MNDFERIFTTY, 2OOFIE. TUADLARNILTIHBREINFEA,

maxFileSize: TS —O 7 D7 74V A4 X% F0O/NA MNEAL(KB) TIEELET., T 74/
MDY 4 XX 100KB T3, maxFileSize &, OV 7 7/ /LA O—F—> 3 v EINBEIDY
A XERELEY, COYAXIET D&, 7740FO0—FT—>3 v 7 74)LiIcaE—
In, HLuwOosrr7qurEsSLE9,

register: Z DA false (T 7 # )L ME) ICREINTWBIZEICIE. ELT7TZA D

X wt—d, selftests.container.logger.fileName TIEEIN 207 7 7/ I)LIZDHO
TICEHEINF T, COEHN true ICEREINTWRHER, BILITAMNDOXA Y-
I selftests.container.logger.fileName IC &> T EEL/OV 77 1)L

&. log.instance.Transactions.fileName CIEEIN/OJ 7 7 M IILDOEAICEZAEN
x7,

rolloverinterval: 7V 74 7RIS —OJ 774 )V Y —N—AO0—F7—2 3V §28E%
BELET, ZBIREEIS hourly, daily, weekly, monthly, & Wyearly T, 77 %)L K
DEIRIE monthly TY,

type: transaction ICERE L T IV, THIRZEBLABRVWTLEIW,
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4. IV I7TRAMNEETTRIEFZRET ZICIE. AVTERAR—ATCRY 2L RDINTA—4 —
DEELTEILITAMNOWTIDNEYRANTEZZEICLY, IBFAEIEELET,

TILTDTAMNEI )T AINELTY—2TTBICE. VYRAMROEILZTANOEZRIICOAOY
EVN)TFAAIEWDEEEEBMLET,

I 7T A NEEMICT BT, selftests.container.order.onDemand 7z [
selftests.container.order.startup D/X5 X —4 —DEDHRE=HIR L X7,

5 7740V ERELET,

6. YTV RATFTLAERBEILFT,
17.33. 7 \wy O DOEMETE

17.3.3.1. /Ny /O Oa%bH & CEHL

T 72 NTlE. TNy JOF >V JI& Certificate System TEMICAR>TWET, L7 L. HEDKNR
TlE. BEENCOMEEEMNICEIIBEDLT I2HENHY ET,

1. /var/lib/pki/instance_name/subsystem_type/conf/CS.cfg 7 7 1 L = #m% L. debug.enabled
DINFA—8—%HRELET,

o TNYJTOOFXY I EEMITHICIE. UTEHRELFT,

I debug.enabled=false

pa )

TNy JOJREEOX Y TO—RTRE HYIEA, T/Nv7OTIE,
Certificate System THREDEEZE A2 T /\y 7§ 25EY. 1 VA KM—ILDK
MBFICERTY,

TI7AINT, TRy ITOTEBENTY, BFLWEEICIE. BEFIRZT
Ny JOF VT ERESIENICLTHEREZTIT2IEATEET,

o TNy IJOFXFVIEEMITBICIE. UTFEERITLET,
I debug.enabled=true
2. Certificate System 41 VR ¥ Vv A= HBiREFL £ T,

I # systemctl restart pki-tomcatd@instance-name.service

¥ 72 1% (nuxwdog watchdog =& L TW3I155H)

I # systemctl restart pki-tomcatd-nuxwdog@ instance-name.service

17.332. 7y JaJ 774 )00—57—> 3 vk
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Certificate System (&, /3y /O %#0—7—> a3V TEFEHA, TNy I/OFVJET 72 KT
BUMIRY, IhoDOTE T 7AIY AT LADTEWICIRS X TEML £, logrotate 7 & D AER
1—F4 ) TF—%FRALCOYVEZO0—FT—>3 v LET,

f17.3 logrotate = fFA L =7y /nJ/o0—>7—>3 >

LU FDWAT /etc/logrotate.d/rhes_debug 74 & DERE7 7 1 IV EER L £,

/var/log/pki/instance_name/subsystem/debug {
copytruncate
weekly
rotate 5
notifempty
missingok

}

1DDBET7AINTEROY TV RATFLADT NNy O 2O0—F5T—> 3V 3ICE. OTADIIRR
HEZEHTXY > T, PFEMOFIICY A MLET, UTICHIERLEFT,

/var/log/pki/instance_name/ca/debug /var/log/pki/instance_name/kra/debug {

}

logrotate 5 & V', ZOBITHERAT Z/35 XA —49 —DFHIL. logrotate(8) M man R—I B L
TLIEIW,

17.4. EEDREF
EET—YIE. BRFEATIV—ISLEAETRETIVLE DY ET,

o HREEERFF SIAZDFHABE (RITHL OSBRI IFERMB X T) OBBERRFDEHIC
REFINDEET—4, Certificate System D& L. UTDEBICRRIINE T,

o EZINKLEENY: Red Hat Certificate System BIEH A NDHERE BEEA XY N TES
INTWVWBITRTDAIRY B,

o CADHERLDAP H—/N—Tld, CAHNZITE>AHHAEERL OI— K&, ERXIEZEIN
TEXDIBEEL IR,

e BRENEERF BER. BEOBRELZYR—MIDLHICOAMRIEINDIEET —%, NIl
3. BERINAREERRE A7 J) —ICBEINBVWIRTDARY MBI,

p= =)
Certificate System I&. BEET— Y DBEVHIRZITOA V9 —TJ 1 A &2RHELFHE
AIC

17.41. 858 T — % DIFFr

AtV 3V TIlE, Certificate System NEEET— 49 2 REFT2EME. RFATITY—%ZRET S
OILEBERO— I ERLTEDNREZR DT 2BMEHRBALET,

17.41.1. EEHE O J DIGFR
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SEERZE Y X 7 LlE, BEEO YV % /var/log/pki-namellogs/signedAudit/ 7«4 L 7 M) —ICREL X T,
& z21E. CA MEEZENO 7'1F /var/lib/pki/instance_namelcallogs/signedAudit/ 7« L 7 b —ICRTE

INFEY, BEL-—Y—IE ZOTALIMN)—ROT7ANICT I ERATEEEA, ZBRLTLE
O

ARSI N BEERFHELZEN T 2HEDHZEEOTA RV PDO—E(E, [RedHat
Certificate System B4 K] D TEEA NV M Z25RLTLEIV,

BF

EERREERF 2 ITAMHRN XL TULARWEERAZIC D W TIE, Extended Audit
Events {48% ICEEEHINTWVWB ARV hAESUEBEO VAR LAVWTL X0,

INSOEBEOVIE. TARIN—FT 42 a YV THEAFTREBIRTOAR—IAFETTDR
ML= ZAR—A%ZHBEETHAREMEIHY XY,

17.412. GEBAZER S L CAZ L O— RO

SIREELER (CSR) NMEEXN D&, CAIZCSRE CADRET 4 LU M —H—N—IlL>THR
BINZERY RIS M) —ITRELET, CAODERNERAIND &, SIMAZHAEEICKTIN,
BLHESTA LY M) —H—N—(CE>TAEYRI M) —ICLDAP LO— RAMER I ET,

CADAEBT 1 LY MY —H—/"—(F, pkispawn 1—F 1 )71 —%EALTCADEHRINS &,
UTFDRS A= —ITHBEINZE L,

® pki_ds hostname
® pki_ds Idap_port
® pki_ds database
® pki_ds base dn

AEAEERAERICARINS &, FIAEOAMMEIE. BERID X7 ) 7ILESOVWITIMNT CA
EER—=FIICT I/ ERAT B ETHEBTEEY,

AEREERL I—ROBYPMZRTTSICIE, ROOATY RZETLET,
1. https://host_name:portica/ee/ca/ T CAEE R—#%)LicO/4 > L%,
2. Check Request Status =7 ') v 7 L £ 9,
3. Request Identifier # AJL £ 9,
4. Issued Certificate 27 ') v 7 LY,
5. Validity Z%% L 9,
AEREL - RS DBEWMZRTTSHICIE. UTZERTLEY,
1. https://host_name:portica/ee/ca/ T CAEE R—#%)LicO/4 v L%,

2. V) TPINESOHBEZANDLES, 1 DOFEDLI—RZ2REKT ZH5FE. LI—FDT Y7
WESZR/MEEEKEOEAZ, Y)T7IVEST1—ILRICADLET,

3 MREEREVVYILET,
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4. Validity ##%& L £ 7.

BE
EMERATIN TWAWERAZOHBAEL O — ROEREZHIFR LAVWTLLEI WL,
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LsE O— L1 —H—DER
[F27 2 bDEEO—)L] OFBICHDLIIC, T—rIANZY T2—H =1 VX M—JVBEFITIER
INTWE LA, 1 VA M—ILEIC, EEOI—HY—AFR LT, BUAYATLBEEZEY ST
To F1—H—E 1200—= I (IIL—T)DHEDXAVN—THEZLEIHYET,
AETIE, UTATO>AEEHBALET,
o FRL—F4 VI Y AT L LETO Certificate System DEE I —H—DIERK

e Certificate System T® PKI O —JLDERK

181 ARL—FT 4 VIV RATFATOPKIEEILI——DERK

0tV avid, EBEO—IILI—HF—E2FRICLTWET, agent 8LV Auditor A—)Lb 21—
H—, [EAZERATATOPKI O—IL1—F—DEM] #BBLTLEILWL,

—f&IZ. Certificate System OEEE, T—2z v b, BLUVEEAF, ATV K4 va1—FT11Y)
TA4— JavadvV—J)b, TS50 —REDISATYNTFTYsr— 3V %FERLT. Certificate
System A YV RAY VA% E— RN TEETIEYT., KZEHD CSEESH XY T, Certificate System
O—)ai—H—F, A VAV REETTRZRAMNI D ICOTA VT R2RBIEIHY FHA, ImE&EX
i, BEBEANDOI—HY—ERIEDEHICBRINLEETEO /2 E—MCRETE, T—yzrhOo—Jb
DAY —R@FI—VIV VI -T2 R %ZEAL CEARASORTZEETE, EEEO—ILDI—
H—R@IAT Y RSAVv1—FT4 )74 —%FALTTOT7 7M1V ERETEET,

2 L. BEICE > T, Certificate System BIEEE X, RA M AT LICATA VY LTEREZ 71 )L
HEELET S, Certificate System 1 VA Y VY A %R FELIFFLETZHENGHY T, Liho
T ARLVL—FT 4 VI RTLTIE, EBEO—-INLI—HF—F, BET77AIIIEEEZMATY. Red
Hat Certificate System ICBE I NI FIEAO T 2HANM oY TEXZ22—H—THIZHBEN
HyYET,

pa 3

Certificate System DEEBE X/ IEBEBEAUADADEEO IV 771 ILICT V2R TS
EHRFALABRVTLEIWN,

L. ARL—=F 4 VT Y AT AIC pkiadmin ZIL—TEER L ZE T,
I # groupadd -r pkiadmin

2. pkiadmin 7' )L—7|C pkiuser %8BI L £9,
I # usermod -a -G pkiadmin pkiuser

3ARV=TFTAVIVRTALATA—HY—%FRLEIT., LEAE jsmith7HD Y MFERT S
IKIE, UWTFZRTLET,

# useradd -g pkiadmin -d /home/jsmith -s /bin/bash -c "Red Hat Certificate System
Administrator John Smith" -m jsmith

FEHMIE. useradd(8) M man R—IEBIRL TL LI,

4. 21—+ — jsmith % pkiadmin 7 /)L—7IEML £ 9,
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I # usermod -a -G pkiadmin jsmith
L. usermod(8) D man R—Y ASRRL T LI,

nCipher N— Rz 7EFa ) T4 —FEYa2—JL(HSM) 2FEA L TWBIHFEIE. HSM F/31
2%EET 21— —% nfast JIL—FITEBMLE T,

# usermod -a -G nfast pkiuser
# usermod -a -G nfast jsmith

. #Y)7A sudo JL—IL%BHI L T. pkiadmin 7' )L— 7% Certificate System & L I Z DD > X
TAY—ERICEFATLEY,

BEEtEX1Y T —OEAEERILT B70IC, Certificate System & Directory Server D 7
OEX%/EL T, (root BIFTRL)PKIBEEN Y —EREBHBELELETEZ LT
5ZENTEXY,

YT RT LERET ZHRIC pkiadmin Y 2T LTI —TDFERIHEINDZ A T3 VT

¥, (FFMIE TCertificate System DARL —F 4 VIV AT LDA—HF—BLVITIV—T] T
9), Certificate System EEBETHZ IR TDARL —FT 4 VIV RTLIA—HF—HNIDY
W—TITEBIMINE T, pkiadmin DY R T AT IV—THEET 2HEIE. BEDY RV E=E(T
T2DDsudo TV ERE[METHIENTEET,

1. /etc/sudoers 7 7 1 JL %= #RE L £ 9, Red Hat Enterprise Linux Tl&., visudo A< > K%
FRALTEITTEET,

I # visudo

2. IVVICA VA M=ILENTWBEDITH LU T, Directory Server, Administration
Server, PKIBEY—I, BLUVEPKIYTVRATLALA VALYV ZADIT%EEML
T. pkiadmin 7' )L—7IC sudo #ER = F5 L £ 9,

# For Directory Server services
Yopkiadmin ALL = PASSWD: /usr/bin/systemctl * dirsrv.target
Yopkiadmin ALL = PASSWD: /usr/bin/systemctl * dirsrv-admin.service

# For PKl instance management
Yopkiadmin ALL = PASSWD: /usr/sbin/pkispawn *
Yopkiadmin ALL = PASSWD: /usr/sbin/pkidestroy *

# For PKI instance services
Y%pkiadmin ALL = PASSWD: /usr/bin/systemctl * pki-tomcatd@ instance _name.service

BF

IV EDETARTD Certificate System. Directory Server, & U
Administration Server ICX LT, IV EDZENRSDA VA VR LT
DFH, sudo/N—Iw2arvaERELTLLEIV, IVVICALY TV AT LY
ATDA VRV ADNEREET 2H68E. TTVRTLIATDAVAI VR
NEELLBWGEDRHYET, ChixTO4M AV MIE>2TERY T,

6. LTFD7 74 ILDYJIV—T% pkiadmin ICERE L 7
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# chgrp pkiadmin /etc/pki/instance _name/server.xml

# chgrp -R pkiadmin /etc/pki/instance _name/alias

# chgrp pkiadmin /etc/pki/instance _namelsubsystem/CS.cfg

# chgrp pkiadmin /var/log/pki/instance _name/subsystem/debug

ARLV—=FT A VIV RATALATERBA—Y—%ER LS, [FIBAZEY AT ALATOPKI A—)LA—H—D
BRG] DFIBICHEWE T,

18.2. SFFAZ Y A FATO PKI O—J)LA—H—DERK

PKIO—=)LA—H—%4EMT %Ik, [Red Hat Certificate System BIEH A K1 D [Certificate
System A—H—BLVCVIL—TDEHE] £/ arviaESRLTIEIW,
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§19% BOOTSTRAP 1—H—DHlkR

%192 BOOTSTRAP 11— — DYk

BF

T— NANSY TaA—HY—%YIBRT BRIIC. 18FO—/L2—7—DELE DFRBAICHKE> T
EEOPKIBEBI—HY—%EKRKLET,

T—M ANy TaA—H—%HIRT %IC1E. TRed Hat Certificate System EIEHA K J D
[Certificate System 21— —DHIIR] €72 a Y THBEAINTWBFIRICKWVWET,

19.1. ¥IILFO—ILHR— N DEML

FI2AIDMTE, I —F—EBICEBDY TV RTFLTIN—TICBT BRI ENTE, 21— —3EHK
DO—JLE LTHBEETEZF T, & Z2IE, JohnSmith iFT—Y Vv NEBEE S IL—TOmMAICET
DEREMEAHY FT, L. BEMOEWEEBTIE, Y7V RTALA0O0—I)LEEIRLT, 21— —
1200=)LICLAFIBTERWVWEDICTZRENrHYET, TOEDITIE. 1 VAIYVADHKRET
multirole B %= #EHICLE T,

FRTDY T RF LOEE

L U—N—%{ELELET,
I # systemctl stop pki-tomcatd@ instance _name.service

¥ 72 1% (nuxwdog watchdog = L TW 3355
I # systemctl stop pki-tomcatd-nuxwdog@instance name.service

2. CScfg 77 M IV =T T,

I vim /var/lib/pki/instance_namelca/conf/CS.cfg

3. multiroles.enable /X = X —% —D{E% true M5 false ICEREL 7,

4. RIFO—IEREICHEDDH S Certificate System DF 7 )L hO—JL Y X M &EBINF 72 IER
£ELFYT, BHoOO—IHIEMAR>TEY. 1—H—71 multiroles.false.groupEnforceList
NRTA=F =TTV ZAPMINTVWRO—ILD 1D ICBLTWRIFA, 21— —IdY X MAD
DO—IVDTI—TIEBINTZ I ENTETE A,

multiroles.false.groupEnforceList=Administrators,Auditors, Trusted Managers,Certificate
Manager Agents,Registration Manager Agents,Key Recovery Authority Agents,Online
Certificate Status Manager Agents,Token Key Service Manager Agents,Enterprise CA
Administrators,Enterprise KRA Adminstrators,Enterprise OCSP Administrators,Enterprise
TKS Administrators,Enterprise TPS Administrators,Security Domain
Administrators,Subsystem Group

5. ¥—EXZBEFHLIT,

I # systemctl start pki-tomcatd@instance name.service

¥ 721% (nuxwdog watchdog = L TW 3355
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I # systemctl start pki-tomcatd-nuxwdog@ instance _name.service
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/N\— N IV. CERTIFICATE SYSTEM % O X L &¥i/S—Y 3 UAD
7y TIL—NR
Red Hat Certificate System % Ox AL \F/N—TavIlT7y FIL—RLZET,

LRy —VERET7ANETYTITL—RLET, N T —JERET7AINDT Y T
L—RESBLTLLEIL,

2. Certificate System 9.0 67y 7L —RE2HEIE. T—I9XR—R&2T7vTJL—KLZE
-a_o 7__‘\_&/\“_10)7‘y jﬁ‘l/_ |\\\ %é/jlﬂ\\g\bf < 7‘-\—‘:3 \I\O

3. Certificate System 41 VXY Vv A= HBiREF LT,

I # systemctl restart pki-tomcatd@instance_name.service

R

82MEDTMAY ¥+ —/"N— 3 VM5 Certificate System 9 ICFITT B ICIE, 22
E Certificate System 8 256 9 ~NDEIT #BRL T LI W,
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BE20E Ny T —VE/ET7ANDT Yy TIL—N
Y ITORTFTLT—IR—2R&TyvTIL—RT BRI, RFOBH OV L%E54 VA M=ILLET,
I # yum update

ZDARY RIE, H—NR—LOIRTDONNyr—2%FEH L F 9, Directory Server BABIDER R MTA
VAR—ILINTWRHEIR. TORIAMNORYy r—UEEHLET,

BE#TBFIC. /etc/pki/instance_name/subsystem/CS.cfg > /etc/pki/instance_name/server.xml 72 & M
RAE Y AT LDRE T 7 A IDFHHRN—Ya VICEFNICEEINE T,

Certificate System D7 v 7/ L — RBSICERINZO7 7 7 1 ILIZLLTO®REY T,
e /var/log/pki/pki-server-upgrade-version.log
e /var/log/pki/pki-upgrade-version.log

OJ727740MEDN—2 3 V&SI, Certificate System D/X—2 3 U TEAL, pki* /Sy r—2 D
/\‘_‘\/“EI y%ﬂ%bi’a—o

Directory Server DEFTICEET 25, UTZSRBL T LI,
o [Red Hat Directory Server 1 Y A h—JLHA Rl DFEUTIE

® Directory Server DFEIAREELE R, NJELE. BEMOBERICDWTIE Red Hat
Directory Server Y \)—X /J —
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F21E T —AIR—ZADTPYvTITL—K
EAE T —AIAR—2ADTY T L—R

2. T—9NR—=R% 9.0 0L 9.1~ DF7 v TJL—

Nyl —IE/ET7ANET Y T L—KL7KEIC, Certificate System 41 Y RAI VAT &ILT—%
R=ZAZAF—VEYTVRTLAT—IR—REFYTTY TIL—RT2BELIHY FT,

211 T—IR—RRAF—TDT7v TSI L—NR

Directory Server T Certificate System T —49 RXR—RAZXAF—< %7 v T L — KT 3ICIE. ROFIE%
EITLET,

# ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: ( realm-oid NAME 'realm' DESC 'CMS defined attribute'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 X-ORIGIN 'user defined')

dn: cn=schema

changetype: modify

delete: objectClasses

objectClasses: ( request-oid NAME 'request' DESC 'CMS defined class'

SUP top STRUCTURAL MUST cn MAY ( requestld $ dateOfCreate $ dateOfModify
$ requestState $ requestResult $ requestOwner $ requestAgentGroup

$ requestSourceld $ requestType $ requestFlag $ requestError

$ userMessages $ adminMessages ) X-ORIGIN 'user defined')

add: objectClasses

objectClasses: ( request-oid NAME 'request' DESC 'CMS defined class'

SUP top STRUCTURAL MUST cn MAY ( requestld $ dateOfCreate $ dateOfModify
$ requestState $ requestResult $ requestOwner $ requestAgentGroup

$ requestSourceld $ requestType $ requestFlag $ requestError

$ userMessages $ adminMessages $ realm ) X-ORIGIN 'user defined")

dn: cn=schema

changetype: modify

add: attributeTypes

attribute Types: ( authoritylD-oid NAME 'authorityID' DESC 'Authority ID'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 SINGLE-VALUE X-ORIGIN

'user defined")

attributeTypes: ( authorityKeyNickname-oid NAME 'authorityKeyNickname'
DESC 'Authority key nickname' SYNTAX 1.3.6.1.4.1.1466.115.121.1.44
SINGLE-VALUE X-ORIGIN 'user-defined')

attribute Types: ( authorityParentID-oid NAME 'authorityParentID' DESC
'Authority Parent ID' SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 SINGLE-VALUE
X-ORIGIN 'user defined' )

attributeTypes: ( authorityEnabled-oid NAME 'authorityEnabled' DESC
'Authority Enabled' SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 SINGLE-VALUE
X-ORIGIN 'user defined' )

attributeTypes: ( authorityDN-oid NAME 'authorityDN' DESC 'Authority DN'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE X-ORIGIN

'user defined")

attributeTypes: ( authoritySerial-oid NAME 'authoritySerial' DESC
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'Authority certificate serial number' SYNTAX
1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE X-ORIGIN 'user defined')
attributeTypes: ( authorityParentDN-oid

NAME 'authorityParentDN' DESC 'Authority Parent DN' SYNTAX
1.3.6.1.4.1.1466.115.121.1.12 SINGLE-VALUE X-ORIGIN 'user defined')
attributeTypes: ( authorityKeyHost-oid NAME 'authorityKeyHost' DESC
'Authority Key Hosts' SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 X-ORIGIN
'user defined")

dn: cn=schema

changetype: modify

add: objectClasses

objectClasses: ( authority-oid NAME 'authority' DESC

'Certificate Authority' SUP top STRUCTURAL MUST ( cn $ authoritylD
$ authorityKeyNickname $ authorityEnabled $ authorityDN ) MAY

( authoritySerial $ authorityParentID $ authorityParentDN

$ authorityKeyHost $ description ) X-ORIGIN 'user defined' )

2112.CAT—49R—ADT7 v TIL—NR
le\DIE% (CA) T &/\ Z% v 7°7|/_ |\“ L i?'o

TF—IVN)—%&TvTITL—RLET,

# ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
dn: ou=authorities,ou=ca,CA_base DN

changetype: add

objectClass: top

objectClass: organizationalUnit

ou: authorities

7oEZ2AyhO—LYAMACL) IV N =Ty TIL—RLET,

dn: cn=aclResources,CA_base DN

changetype: modify

add: resourceACLS

resourceACLS: certServer.ca.authorities:list,read:allow (list,read)
user="anybody":Anybody may list and read lightweight authorities

resourceACLS: certServer.ca.authorities:create,modify:allow (create,modify)
group="Administrators":Administrators may create and modify lightweight authorities

resourceACLS: certServer.ca.authorities:delete:allow (delete)

av
# ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
group="Administrators":Administrators may delete lightweight authorities

T—IR—2RA VTV IRETvTITL—RLET,

# ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
dn: cn=issuername,cn=index,cn=CA database name,cn=ldbm database,
cn=plugins, cn=config

changetype: add

objectClass: top

objectClass: nsindex

nsindexType: eq

nsindexType: pres
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nsindexType: sub
nsSystemindex: false
cn: issuername

4. realmE@E%EBML X9,

# ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: ( realm-oid NAME 'realm' DESC 'CMS defined attribute'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 X-ORIGIN 'user defined")

delete: objectClasses

objectClasses: ( request-oid NAME 'request' DESC 'CMS defined class'

SUP top STRUCTURAL MUST cn MAY ( requestld $ dateOfCreate $
dateOfModify $ requestState $ requestResult $ requestOwner $
requestAgentGroup $ requestSourceld $ requestType $ requestFlag $
requestError $ userMessages $ adminMessages ) X-ORIGIN 'user defined')

add: objectClasses

objectClasses: ( request-oid NAME 'request' DESC 'CMS defined class'
SUP top STRUCTURAL MUST cn MAY ( requestld $ dateOfCreate $
dateOfModify $ requestState $ requestResult $ requestOwner $
requestAgentGroup $ requestSourceld $ requestType $ requestFlag $
requestError $ userMessages $ adminMessages $ realm ) X-ORIGIN 'user
defined')

5. GEEAZEDEVHARDELE ZIRYRE XY,

a.

Ivar/lib/pki/instance_namelca/profiles/ca/caDualCert.cfg 7 7 1 LT, L TFZ8&EL X
ER

I policyset.signingCertSet.2.default.params.startTime=0

Ivar/lib/pki/instance_nameica/profiles/ca/caECDualCert.cfg 7 7 1 JL T, JRD & 5 ITF&
ELET,

I policyset.signingCertSet.2.default.params.startTime=0

. Ivar/lib/pki/instance_name/ca/profiles/ca/caDualCert.cfg 7 7 1 JL T, L T%ZE&EL Z

ER

I policyset.signingCertSet.2.default.params.startTime=0

. Ivar/lib/pki/instance_name/ca/profiles/ca/cadarSigningCert.cfg 7 7 1 JL C. LA F%Z&E

L/i_a—o

I policyset.cadarSigningSet.2.default.params.startTime=0

. Ivar/lib/pki/instance_name/ca/profiles/ca/caSignedLogCert.cfg 7 7 1 JL C. LA TF%&E

L/i-a—o
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I policyset.caLogSigningSet.2.default.params.startTime=0
6. issuerName & LicZ3EAAE L I — RICEML T,
I # pki-server db-upgrade
7. AVAIVRARILT VY —AAT = HATES LD KRB ZEHLET.

# |ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
dn: chn=schema

changetype: modify

delete: objectClasses

objectClasses: ( authority-oid NAME 'authority' DESC 'Certificate

Authority' SUP top STRUCTURAL MUST ( cn $ authoritylD

$ authorityKeyNickname $ authorityEnabled $ authorityDN ) MAY

( authoritySerial $ authorityParentID $ authorityParentDN $
authorityKeyHost $ description ) X-ORIGIN 'user defined' )

delete: attribute Types

attribute Types: ( authorityKeyNickname-oid NAME
‘authorityKeyNickname' DESC 'Authority key nickname' SYNTAX
1.3.6.1.4.1.1466.115.121.1.44 SINGLE-VALUE X-ORIGIN
'user-defined")

add: attributeTypes

attribute Types: ( authorityKeyNickname-oid NAME
'authorityKeyNickname' DESC 'Authority key nickname'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 SINGLE-VALUE
X-ORIGIN 'user-defined')

add: objectClasses

objectClasses: ( authority-oid NAME 'authority' DESC
'Certificate Authority' SUP top STRUCTURAL MUST ( cn
$ authoritylD $ authorityKeyNickname $ authorityEnabled
$ authorityDN ) MAY ( authoritySerial $ authorityParentID
$ authorityParentDN $ authorityKeyHost $ description )
X-ORIGIN 'user defined' )

211.3.KRAT—49R—2DT7 v T L —R
F—EE#E (KRA) T—IR—REBHLET,

L F—IR—2RA VTV IRETYTIL—RLET,

# ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
dn: cn=realm,cn=index,cn=KRA_database name,cn=ldbm database,
cn=plugins,cn=config

changetype: add

objectClass: top

objectClass: nsindex

nsindexType: eq

nsindexType: pres

nsSystemindex: false

cn: realm
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2. realmE@ME%EBMLEY,

# ldapmodify -D "cn=Directory Manager" -W -h server.example.com -p 389 -x
dn: chn=schema

changetype: modify

add: attributeTypes

attributeTypes: ( realm-oid NAME 'realm' DESC 'CMS defined attribute'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 X-ORIGIN 'user defined")

delete: objectClasses

objectClasses: ( request-oid NAME 'request' DESC 'CMS defined class'

SUP top STRUCTURAL MUST cn MAY ( requestld $ dateOfCreate $
dateOfModify $ requestState $ requestResult $ requestOwner $
requestAgentGroup $ requestSourceld $ requestType $ requestFlag $
requestError $ userMessages $ adminMessages ) X-ORIGIN 'user defined')

add: objectClasses

objectClasses: ( request-oid NAME 'request' DESC 'CMS defined class'
SUP top STRUCTURAL MUST cn MAY ( requestld $ dateOfCreate $
dateOfModify $ requestState $ requestResult $ requestOwner $
requestAgentGroup $ requestSourceld $ requestType $ requestFlag $
requestError $ userMessages $ adminMessages $ realm ) X-ORIGIN 'user
defined')

delete: objectClasses

objectClasses: ( keyRecord-oid NAME 'keyRecord' DESC 'CMS defined
class' SUP top STRUCTURAL MUST cn MAY ( serialno $ dateOfCreate $
dateOfModify $ keyState $ privateKeyData $ ownerName $ keySize $
metalnfo $ dateOfArchival $ dateOfRecovery $ algorithm $
publicKeyFormat $ publicKeyData $ archivedBy $ clientld $ dataType $
status ) X-ORIGIN 'user defined")

add: objectClasses

objectClasses: ( keyRecord-oid NAME 'keyRecord' DESC 'CMS defined
class' SUP top STRUCTURAL MUST cn MAY ( serialno $ dateOfCreate $
dateOfModify $ keyState $ privateKeyData $ ownerName $ keySize $
metalnfo $ dateOfArchival $ dateOfRecovery $ algorithm $
publicKeyFormat $ publicKeyData $ archivedBy $ clientld $ dataType $
status $ realm ) X-ORIGIN 'user defined' )

3AREBYRMNE2Z—(VLV) ZEHLTHBIA YTy I RELE T,

a. BFEOAVTy IV R%EHIBRLET,

# pki-server kra-db-vlv-del -i CS_instance _name -D DS _bind_ DN\
-w DS _bind_password
b. IiLWA VT vV RA%EBMLET,

# pki-server kra-db-viv-add -i CS_instance _name -D DS _bind_ DN\
-w DS _bind_password

c. Directory Server 4 Y249 v 2% BEi2g L £,
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I # systemctl restart dirsrv@DS _instance_name
d T—9R=—2Z2DAI YTy I REBEKRLET,

# pki-server kra-db-vlv-reindex -i CS_instance_name -D DS _bind_DN\
-w DS _bind_password

211.4.TPS T—9R—=ADT7 v TJL—NK

hN—2 VLB X F I (TPS) &, Certificate System 9.0 D74/ OY—FL Ea1—#EET LA, LK
BT, TONR=2avmpsDTPSOT7y FIL—REHYR—MIhTWEEA,

212.91 LIS DT —I9R—ADT7 Y TIL—R

Certificate System Q.1 ABED Y A4 +— /=23 V7 v FJL—K Q1Hh 592, 92 M5 93 4E) T
I T—IN—RDBEHIIBEDY T A
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8522% CERTIFICATESYSTEM 8 ' 5 9 ND#1T
Red Hat Certificate System I&, 82M5 9 A E, HWA I v —N—=I 3 UN6DA VT L—RT v 7Y
L—REHR—FLTUWERA, AT+ —N—Tav TPy T L— RDOESE. HWA VYRV RER
FI2MEAHYET, S50, ALFIEAFEALT. TRAMNBLUTFNY FOBNTCEREBED T
E_%{/ﬁlﬁr\‘ﬁij—o

BT
#1379 %HEIIC. [Red Hat Certificate System @) ) —2Z2 / — b | HHHHLIEI,

SEEAE Y R T LDBITICIEK. ROFIBNMBETT,
L TRV AT LADLDT—F DI AR— K]
2. T#RERXNTDCADERE]
3. #FHCANDT—IDAVR—HN]

4, [FI74 I NITN—TIC2—F—DOBHY LT

21LLUBIDYRTLADILDT—FDIY RAR—b

#7 L L Certificate System 4 Y 24 Y R %R ET DHEIIC. IREDERER (CA) DT—FH % T Y ZR— b
L/ i’a—c

Certificate System 4 Y A Y YV A %=E{TT BHRANTUTEZEITLET,

L IVRAR=KMTBT77A4MDT4 LI M) —%EHRLET, UTICHIZRLET,
I # mkdir -m 770 /tmp/cs_bak/

2. BRIPAESEF—AEITIVRR—MLET,
o N—RYxzF7EFa)FT4—FEVa21—I)L(HSM) 2 FEAT 25E:

1L CAZRARZED v I R—L%Z—EBERFLET, UTFIKHAZRLET,

# grep ca.cert.signing.nickname /etc/pki/instance_name/ca/CS.cfg
ca.signing.nickname=<nickname>

2. CAEEFAEZ TV AR— b L E T,

# certutil -L -d /var/lib/pki/instance_name/alias/ \
-n <nicknamex>\
-a > /tmp/cs_bak/ca_signing.crt

F—IEHSMICIREEIN, FILWA VY RYI VY ATHEATEIRELAHY T,

e HSM Z{ER LA&Wiga:

1. BRE 7 714 JLT. CA Network Security Service (NSS) T —49 R—X %= {%#F %/
J—RERDIFT. 771 NVICEERAZET,
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8522% CERTIFICATE SYSTEM 8 /5 9 AD#1]

# grep "internal=" /var/lib/pki/instance_name/conf/password.conf |\
awk -F="{print $2;}' > /tmp/cs_bak/nss_password.txt

2. RORATy TTHEARATEZNRNRAT—REESC 774 ILEEHRLET, UTICHAERLE
_a—o

I # echo Secret123 > /tmp/cs_bak/pkcs12_password.txt
3. BRIAREELF—%EITIVRAR—IMLZET,

# PKCS12Export -d /var/lib/instance_name/alias/ \
-p /tmp/cs_bak/nss_password.txt \
-w /tmp/cs_bak/pkcs12_password.txt \
-0 /tmp/cs_bak/ca.p12

3 HPEELER (CSR) AT RK— K LET,

# echo "-----BEGIN NEW CERTIFICATE REQUEST-----" > /tmp/cs_bak/ca_signing.csr

# sed -n "/"ca.signing.certreq=/ s/"["=]"=// p" /etc/pki/instance_name/ca/CS.cfg \
>> /tmp/cs_bak/ca_signing.csr

# echo "-----END NEW CERTIFICATE REQUEST-----" >> /tmp/cs_bak/ca_signing.csr

4, CAHLHE CADBEIE. NSST—IR—2ZIHh5)L— kN CAFIFERAEF—VERELE
3—0

# certutil -L -d /var/lib/pki/instance_name/alias/ -n "root_CA_nickname"\
-a > /tmp/cs_bak/ca_rootca_signing.crt

5. IVAR—RMINLT 74V EBCTA LI M) —ZFH LW —N"—(COE—-LFT, LUTIC
PlermLET,

I # scp -r /tmp/cs_bak/ new_server:/tmp/
6. Directory Server CCAT— 9 R—ADEZHI=RDITET,

# grep internaldb.database /etc/pki/instance_namel/ca/CS.cfg \
internaldb.database=<CS_database name>

CDEFNE, BTT—INR—RETYVRAR—INTBEDIIBLETT,
Directory Server f Y A9 V A% E{TTH5HRANMNTUTEEITLET,

L 72740V ETI)RAR—bTBHDT1 LY M) —%4ER L. Directory Server 1—H—ICE X
AHERZMNSLET, UTFICAlERLET,

# mkdir -m 770 /tmp/ds_bak/
# chown root:dirsrv /tmp/ds_bak/
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p= o)
db2ldif < > K&, Directory Server 1 —— (dirsrv 2 &) D FTEITINZE

T, LEDN>T BETALIMN)—RBIDI—HF—DEZIAAFRETHIVE
DHYET,

2. Directory Server 7—49 X—22%& TV AR—bMLFT,

I # db2ldif -Z<DS_instance_name> -n <CS_database name> -a /tmp/ds_bak/old_ca.ldif
LEDHITIE, UTDLDICRY FT,

e DS instance_name CA D £ ¥ % Directory Server 1 Y X9 Y AEZTY, UTFICHI %R
lJ i TO

e (CS database _name LARIICEfS L7= CAT—9R—ADELEITTY,

3IVAR=IINET 7MLV EECTA LI M) —ZFH LW —NR—(COE—-LFT, LUTIC
PlermLET,

I # scp -r /tmp/ds_bak/ new_server:/tmp/

22.2. 513K A N TD CA DETE

[UEIDY AT LD T—4H DIV AR— k] TBEFED Directory Server & Certificate System 1 >~
R VADBLT—I T RAR—FLEDL, MILWKRAMIRARBERELFT,

1. Directory Server #5%%E L £9, [RedHatDirectory Server D1 A2 h—J)L] #SRLTLE
LY,

2. Certificate System Y RY M) —ZBMICLE T, [RedHat 720 T2 avDRAELT
Certificate System /Xy o —J YRI M) —DBEME] 2BRBLTLEIW,

3. pki-cca Xy =24 VA M—=ILLET,
I # yum install pki-ca

Certificate System O >V — )72 EDBIMEENS B ERIBEIE. WHIGT 2NN I5—Y%4 VR
M—JLL &9, sEMIE. [Certificate System /8w o — | #HBLTLEIL,

4. IPv6 7P RLRAEFHTEZHRANTCAZEY NPy TT2BEIF. [TV AFLDIPE D
Auib] TEHAINTWSFBEABEALIET,

5 BIBICE T, ZOFIBXERY ET,
o N—RYxzF7EFa)T4—EVa1—I)L(HSM) 2 FEAT 35E:

/root/pki-CA-deployment.ixt R EDT T OA XAV MRET 71 IIVERONBTERL F
ER

[DEFAULT]

pki_instance_name=instance_name
pki_admin_password=caadmin_password
pki_client_pkcs12_password=pkcs12_file_password

310



8522% CERTIFICATE SYSTEM 8 /5 9 AD#1]

pki_ds_password=DS_password
pki_hsm_enable=True
pki_hsm_libfile=path_to HSM_library
pki_hsm_modulename=HSM_module_name
pki_token_name=HSM_token_name
pki_token_password=HSM_token_password
pki_ds_ldap_port=389

pki_existing=True

[CA]

pki_ca_signing_csr_path=/tmp/cs _bak/ca_signing.csr
pki_ca_signing_cert_path=/tmp/cs_bak/ca_signing.crt
pki_ca_signing_nickname=caSigningCert ca-pki-ca
pki_ca_signing_token=HSM_token_name
pki_ds_base_dn=0=pki-tomcat-CA
pki_ds_database=instance _name-CA
pki_serial_number_range_start=4e
pki_request_number_range_start=30
pki_master_crl_enable=False
pki_cert_chain_path=/tmp/cs_bak/rootca_signing.crt
pki_cert_chain_nickname=caSigningCert cert-top-rootca
pki_ca_signing_record_create=False
pki_ca_signing_serial_number=decimal_CA_signing_certificate_serial

AIDBITHEAINZ/IAS A =9 —DFHBAICDOVWTIE, COFIEDHZRICHD 3+
221 Tpkispawn /N A —4 — D] 2SR L TLEI W,

e N—RDJx7tEFa)T4—FEYV21—)L(HSM) ZERLAEWGZE:

1.

PKCS#12 77 A4 IVICCABRIBAZE X —HEFNTWVWEB I &R LE T, LUTIC
BlERrLET,

# pki pkcs12-cert-find --pkcs12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkcs12_password.txt

Certificate ID: 308b4c7d4b5efc4052aec26e49a2c5e2e14¢9e90
Serial Number: 0x1

Nickname: caSigningCert ca-pki-ca

Subject DN: CN=CA Signing Certificate, O=EXAMPLE

Issuer DN: CN=CA Signing Certificate, O=sEXAMPLE

Trust Flags: CTu,Cu,Cu

Has Key: true

# pki pkcs12-key-find --pkcs12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkes12_password.txt

Key ID: 308b4c7d4b5efc4052aec26e49a2c5e2e14c9e90
Subject DN: CN=CA Signing Certificate, O=EXAMPLE
Algorithm: RSA

D7 7ANICIE, MMDAEEF—%ZEBMTEDDIENTESZRISEFELTLCES
W,
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2. BIOFIEDOHNT, CAELIBPEDEE IS/ 52MALEY, 757 H CTu,Cu,Cu
ICEREINTVWAWGE, FARRELTWEESIE. 725752 ) vy MLET,

# pki pkcs12-cert-mod caSigningCert cert-pki-tomcat CA\
--pkes12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkcs12_password.txt\
--trust-flags "CTu,Cu,Cu"

3. CAZZRAEE X —Z2HR<. MOIRTDIRAEE F—% PKCS#12 7 7 1 LD S H
BRLET. UTICHZRLEYS,

# pki pkcs12-cert-del Server-Cert root_CA_nickname\
--pkes12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkes12_password.txt

# pki pkcs12-cert-del "subsystemCert ca-pki-ca" \
--pkes12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkecs12_password.txt

# pki pkcs12-cert-del "ocspSigningCert ca-pki-ca" \
--pkes12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkecs12_password.txt

# pki pkcs12-cert-del "auditSigningCert ca-pki-ca" \
--pkes12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkes12_password.txt

4. %119 % CAL'HE CADZEIE. )b— b CAREBAZEZ PKCS#12 7 7 1 L BHIBR L
9. UTIHAIZERLET,

# pki pkcs12-cert-del ca-pki-ca \
--pkes12-file /tmp/cs_bak/ca.p12\
--pkcs12-password-file /tmp/cs_bak/pkes12_password.txt

5. /root/pki-CA-deployment.ixt R ED T 7OA XV MEET 7 1 L ERORBTTIER L
79,

[DEFAULT]

pki_instance_name=instance_name
pki_admin_password=caadmin_password
pki_client_pkcs12_password=pkcs12_file_password
pki_ds_password=DS_password
pki_ds_ldap_port=389

pki_existing=True

[CA]

pki_ca_signing_nickname=caSigningCert ca-pki-ca
pki_ca_signing_csr_path=/tmp/cs_bak/ca_signing.csr
pki_pkcs12_path=/tmp/cs_bak//cs_bak/ca.p12
pki_pkcs12_password=pkcs12_file_password
pki_ds_base_dn=0=pki-tomcat-CA
pki_ds_database=pki-tomcat-CA
pki_serial_number_range_start=43
pki_request_number_range_start=30
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pki_master_crl_enable=False
pki_cert_chain_path=/tmp/cs_bak/rootca_signing.crt
pki_cert_chain_nickname=caSigningCert cert-top-rootca
pki_ca_signing_record_create=False
pki_ca_signing_serial_number=decimal_CA_signing_certificate_serial

BB THEAINL/IRST A= —DFRBICDWTIL, 3221 Ipkispawn /X5 A —4 —D
Al EBRLTLREIW,

#22.1 pkispawn /X5 X —4 — DA

NRIA—9—BLUHRE

pki_hsm_* & & U* pki_token_* HSM & DBEZBMILET, ChE5DNRFTA—4H—
. HSM 2L TCCAAREY N7 v 7T 2B EICDHE
ELTLREIY,

pki_existing=True BEDCAXN=ZXLEFATELIICKELET,
pki_ca_signing_nickname CAZBZ=v I R—LIF RIOA VRN THEAINE

EDEFE2LKALTHIRENHYET, TITHRWE
ABAVAS = —RBEZFX—ZROIBIEHNTEIE
Ao

pki_ca_signing_* SFEAEZEREK (CSR) BLUHEENTY YALIE—TH
FHBAZE7 7ALADRREBRELET,

pki_pkcs12_* PKCS#2 7 7 41 ILAD/IRRE, 7 74 L DESIEICHER
TBRRAT—RERELFT, HSMZFERALTCAET T
O4 9258, TONTA—F—%ERELBVTESX
W,

pki_ds_base_dn Directory Server X— X554 (DN) 258 E L £9, {EIF.
PAid CA ERALTARIFhIERY FEA, ZDE
I%. /var/lib/instance_name/conf/CS.cfg 7 7 1 )LD
internaldb.basedn /X5 X —4% —|ZHY) 7,

pki_serial_number_range_start VYTIBESIIEETY, B, UBID CATERAINS
REOHELYEELIT2RENHYEY, I TICFERS
NTWEBBEERRTTZICIE. HVWCADI—Y TV M
VA=A RESRBLTLEIY, TONSA—4H—
&, EEEICOX DEEHALTIEERRTHREINET,
5 (4de) CHEAINZEIL. 10EHDT8 TT,

pki_request_number_range_star ')V TR NESHEETHD, {EIE. LUBID CA THEAS

t NEZ2EROBELIYESLTIRLENHY EI, §TICE
AINTWEESARTITDIE, WCADI—V Y
N YVH—T A REBRLTLLEIN, EIZ10EHD
B THREINET,

pki_master_crl_enable=False Ty N7y THhOFAE R ') 2 b (CRL) OHEER & 22
MEMMETET, fDYIL, CRLIET— R—RADBITHEIC
BEWTF—9D6A4 VR—hINZFET,
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NRIA—9—BLUFHE

pki_cert_chain_path & & O~ HWCA LB CADBEICOH, TNED/INSA—4 —

pki_cert_chain_nickname ERELET, TDIFA. IL— N CASIRRZE T 71 ILAD
IRNR &, EEBAZ % Network Security Services (NSS) 7 —4%
N—2IRETRBEZIFEAT IV I R—LITINTA—
H—HBRELET,

pki_ca_signing_record_create=F = pkispawn 7Ot 2ZDH%ICCAELL I— KOBER%
alse EHCLET., THICEY, HAVWT—IXR—% 1 ViR—
hTEZET,

pki_ca_signing_serial_number CAEZBRZIBPEDV ) T7ILBESZ 10 ERTHRELEY., 2
nid. PWERINABRIRAET -9 X—LI—NF
ZHIBR L, KDY ICIdif 7—4 4 VR—KFENLTA >V
R—KT27-6TY, ER2) T7ILESIAF—LTIE,
pki_serial_number_range_start ICEXE X N7 {ED 10 EHHE
BTHIVEIGHY T,
pki_serial_number_range_start=100
pki_ca_signing_serial_number=256

FEMB LVIRT A =4 —DERBAIE. pkispawn(8) man R—IEBIR L TL LI,

6. TTOA AV IMNRET7 7 AN EFERLTHLWCAZERLFT, UTFICAZRLET,
I # pkispawn -s CA -f /root/pki-CA-deployment.txt

7. CAZBEZXT—DOBEDCAEHLWCATRILTCHZ I EZERELET, UTICHAERLE
-a_o

# grep "internal="/var/lib/instance_name/conf/password.conf | \
awk -F="{print $2;}' > internal.txt

# certutil -K -d /var/lib/instance _name/alias/ -f internal.txt

<2>rsa 7bd4dc662670ebe08a35086b054175559608ac20 caSigningCert ca-pki-ca

223. M CANDT—H DA Vik— k

[#13RR AN TOCADEE] THLWCADERENTT LIcb, 7—4 % Directory Server 7— 4%
RNR—=22AVR— TEZET,

L BEION—=2 3 U 5RBITT %568, LDAP T—9 XN (LDIF) 7 7 A L= FETY ) —V
Ty TTEZRENHDIGENHY FT., RedHat Directory Server 10 & Y EIlE. BXF v
ET 74NN MTEDICA>TWELEL, LAEDN 2T, BEION—=YaryDT7r—4 Ik, BRE
Directory Server 10 TIEEMICR>TWVWB IV M) —DAEFNTVWBAREELGHY ET, UT
WKBlEnRmLET,

o J—LEMODIEIL. TRUE F7<id FALSE (TRTANE) KBRETI2HENHY T,
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B

RBESFLVCEBRI—TFT 1)V T4 —%2FALT. IXRTOHIRERZBBIC
ANZFICEFHFLABRWTLEIW, LDIF 774 ILO—EOBMICIEZNSD
XEIINEEFNFE TN, T—IEY1 TEFRLEFFA, ThOSDEMHDIE
EEHITDE. A VR—MRETBGELIHYET, BF. T—ILERK
I& cn=CAList,ou=Security Domain,CS_instance_name ¥ 1') 574 — K
AAVT—IR=—ATV N —TOHMEEINZET,

o TEDNFHIIHIRT Z2NENHY FJ, Directory Server DIEXIRIETIL, ZDXFI %%
ETEFEtHA,

2D XF5iE. ou=People,CS instance_name ® cmsUser T h!) —IC&FEN S
userType & userState DEMETHEICKRTIINE T,

AVR—FRIZ, BOTY M) —EKBT2AREIHY TS, T—IR—DAS ViR— ME
WKAT 7 74IVEHRRTZIENEETY, 7723 VT, LDIF 774 L& —BRZEDT—
IR=ZICAVR=KLT. A VR—FNDKRBDERER>TZIVN)—%2RBDIF2IENT
TET,

. CAHY—ERZYvy MUV LET,

I # systemctl stop pki-tomcatd@ instance _name.service

CWEIIGCT ILWERZAMD CAT—IR—ENY I Ty TLET,

I # db2bak

Ny 27w Fi&, Ivar/lib/dirsrv/instance_name/bak/host_name-time_stamp/ 71 L 7 b
)—ICREINZET,

T EHFLWT—AIR—RITA VR—bMLET, LTICHERLET,

# ldapmodify -h <hostname> -x -W -D 'cn=Directory Manager' -a -c -f /tmp/ds_bak/old_ca.ldif
|\
tee /root/import.log

Idapmodify 1—7 14 )74 —IdFHLWI Y M) —DH%ZEML., CADA X b—ILBFIC/ERK
INERFOIVN)—ZEBHLEFTA. UTFICHZERLET,

o hy LRIV RY—, & zIE, o=pki-tomcat-CAT T,

o FI7AIKNTIL—TT& ZIE. cn=Certificate Manager Agents,ou=groups,o=pki-
tomcat-CA T4,

BEJTI—TREEHFINDWED, 2—F—F o5 JIL—FICEFHMICENIhEE
Ao A1 VR—MEIC, BT 7AW NTIV—TITAVYN—EFENTENT Z2HELHY F
T, [TT7AINTIN—TI2—H—DFBEEYLET] 2B8BLTLEIW,

o CADT7#IN N7V EZFIE) X M (ACL),

ARRD & H Y., Directory Server 10 (3 EXREEZFEMA L ¥ 9, /root/importlog 7 7 1 JLDH ]

HHEEE L. KB L7272 > 3 (Idap_add: Invalid syntax (21)72 &) ##3%R L £ 9., Fil
e ATy T1E2SRLTCESIL,
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5. WEFa2YTA—RXAVDTALI M) =TV M) —ZHBRLET, UTICHIZRLE
-g—o

# I[dapmodify -W -x -D "cn=Directory Manager"
dn: cn=server.example.com:9445,cn=CAList,ou=Security Domain,o=pki-tomcat-CA
changetype: delete

6. letc/pki/instance_namelca/CS.cfg 7 7 1 JLAR®D CA A EERAZ R A M (CRL) Y R¥—& L
THBET DL DICLET,

I ca.crl.MasterCRL.enable=true
7. CAHY—EREEHLET,

I # systemctl start pki-tomcat@instance _name

2.4 T 7FIKNTIN—TIC2a—F—DFEIY YT

i CANDT =9 DA vik—hk] THEALRZEIIC, T—9DA VR— FICT 72 NTI—T
DA VN—IETINEHA,

Certificate System Console F7zld pki 1—7 1 )74 —%2FRALT. X VYN—%FHTT 7L T
W—TICEMLET, UTFICHlERLETS,

L9347V h2RELET,

# pki -c password client-init

# pk12util -i ~/.dogtag/instance_name/ca_admin_cert.p12 -d ~/.dogtag/nssdb/
Enter Password or Pin for "NSS Certificate DB":

Enter password for PKCS12 file:

pk12util: PKCS12 IMPORT SUCCESSFUL

2. user 77 117 > b % Certificate Manager Agents. Administrators. & & U' Security Domain
Administrators 7 )L—7IEIML 9

# pki -n "PKI Administrator for example.com" -c password\
user-membership-add user_name "Certificate Manager Agents"

# pki -n "PKI Administrator for example.com" -c password\
user-membership-add user "Administrators”

# pki -n "PKI Administrator for example.com" -c password\
user-membership-add user "Security Domain Administrators”
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55235 OPENSSL CA @ CERTIFICATE SYSTEM ND#%1T

Red Hat Certificate System (&, BEF®D OpenSSL Certificate Authority (CA) %=, BfFD CAEZER*—%
A9 B8 L\ Certificate System CA ICBIT T A A WXL ERHLF T,

R

Certificate System 8 M5 9 AND#ITIE, T DOFIEDFFRIREEL T, 22 Certificate
System 8 )5 9 ~NDE{T THBEINTWET,

BRIBICHUT, UTZ2SRBLTLEIWL,
o [HSM %ZEH LAWSE®D OpenSSL CA D Certificate System ~ D17 ]

o [HSM fERBFD OpenSSL CA A & Certificate System ~DFE1T ]

23.1.HSM Z{EH L 2 W\ 55 D OPENSSL CA @ CERTIFICATE SYSTEM ~
DFAT
L RORFTY TTHEATINRAT—RAEZL 774 EERLET, LTFICHAERLET,

I # echo password > ~/password.txt

2. openssl pkcs12 <7 > R%&FEAL T, OpenSSL CAGEEAE & F—% PKCS#12 7 7 1 JLICA
YR—bMLET, UTFOF TV avaFERLET,

o exportid,. T—9EITHVRKR—KTBLDICopenssl A7 RICEERLET,
e -in path_to_ca_certificate |£. OpenSSL CAFFEAZEAD/IRAEREL X T,
e -inkey path_to_CA_signing_key|&. OpenSSL CAZBZF—~DNRA%ZE{ZELXT,

e -out path_to_PKCS_#12_file |3. HAODIEIHIND PKCS#12 77 A ILADINA%ZRE L
Y9,

e -name "friendly_name" |&. FIRAEE F—ICT7 LY KU —HEZEELXT,

e -passout file: path_to_password file (. PKCS#12 7 7 1 L DEESLITERINZ /XX
T—REECTFANI7AIADRRAEZRELE T,

Te& Z 1K, OpenSSLCAZIBAEE ¥ —% ~/capl2 77 A IVICT YV AR— M BITIE. RD &
2ICLEY,

# openssl pkcs12 -export -in ~/ca.crt -inkey ~/ca.key -out ~/ca.p12\
-name "CA Certificate" -passout file:~/password.txt

3. PublicKey Infrastructure (PKI) XY KSA4 (4 9 —2J x4 RBIL. A7 —RKRTREIQ
7= Network Security Services (NSS) 7—4 RXR—X &2 #H{t L9, UTICAIERLET,

I # pki -c password client-init

4. ~jpassword.txt 7 7 A LD/XRT— REMEA LT, ~ca12 7 7 A LICREFEI T W2 CASE
BRED=v Y x—LTCAGEAE @ CTu,Cu,CufGiB 757 2R ELZXT,
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--pkcs12-password-file ~/password.txt --trust-flags "CTu,Cu,Cu"

BE
AR—ABX L CERI7IZIVEAALET,

5 ~lcapl2 771 IVITREINTWS CAIRREAR L E T,

I # pki pkcs12-cert-mod --pkcs12-file ~/ca.p12"CA Certificate" \

# pki pkcs12-cert-find --pkes12-file ~/ca.p12\
--pkcs12-password-file ~/password.txt

Certificate ID: 9311084d08b37d12e856b904b7e52eb3b1ceceda
Serial Number: 0xe3f2b350edcd875¢

Nickname: CA Certificate

Subject DN: O=Example,CN=CA Certificate

Issuer DN: O=Example,CN=CA Certificate

Trust Flags: CTu,Cu,Cu

Has Key: true

6. ~ca.pl2 77 M INICREINTWVWE CAEEZF—%2KRTLET,

# pki pkcs12-key-find --pkcsi2-file ~/ca.p12\
--pkcs12-password-file ~/password.txt

Key ID: 9311084d08b37d12e856b904b7e52eb3b1ceceda
Subject DN: CA Certificate
Algorithm: RSA

7. RDT 74 I)L%F L\ Certificate System "R MIOAE—L 9,
® OpenSSL CA BHFAAEZEEK (CSR)
e OpenSSL CAGERREF = — v (FIATEERIZH)
® OpenSSLCAEZZIAZEELRZZL PKCSH#R2 7714 L
® PKCSH#R 7 7AWV RETZLDIERINZ/NRRT—KT7 714

fcEziE, EFa7aE—%2FALTI7 742 IE—TF3ICFE. ROLDICLET,
I # scp ~/ca.csr ~/certificate_chain.p7b ~/ca.p12 ~/password.txt new_server.~/

8. MLWRAMTCAZRELFTY, FMld. FHHEAANTDCADERE] =#2FRLTILES
LY,

#1714, OpenSSLCA %} TV T 1 7T DM #5414 ViIBAERFT—4 X270 M )L (OCSP) B
RICOAGET 2HANYERE-—RTRITTEET,
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23.2. HSM f&EFBF D OPENSSL CA 5 CERTIFICATE SYSTEM ND#%17

HSM A L TWTF— 2B TEAWEEAIX., HSM % Certificate System CA CTERTE % L5 IC
LEd, TDEDHIT. RDT 74 IL%&EH L Certificate System RZA MIOE—LZ 9,

1. JRD7 74 )L%# L\ Certificate System R R MIOIE—L 9,
e PEM R D CA BLAAE
® OpenSSL CACSR
o FIFAE CARIRAEF = — v (FIATRERIZE)

2. fiLWKRAMTCAZRELE Y, 5FMllIE. [FREAPTOCADHRE] ZFRLTCLET
LY,

#1714, OpenSSLCA AT V71 T 2h, #5541 VHERF—4 270 k3L (OCSP) E
KICDAGET 2HmANYERE—RTEITTEET,
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/N— N VI. CERTIFICATESYSTEM Y 7 RFLDT VA VA M—
17
BexDYTORTLEHIBRTZHN, YTV RATLLEICEAET DI IRTONY =I5 T VA VA M=
IWTEFT, YTV RTFLRAIA VA MN—=IBLIVOT VA VAN EINhFT, LE2IE 1 VR

N—ILBLVBEINTCAYTVRTLERLIZEFE, KRAYTVRFLETVAVAN—ILTBZ
ENTEZEY, T, B—DCAYTIVATLEBIBRLT, MO CAY TV AT LEITY VYV ETHRT

EEHETEET,
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F24E= H T AT LADYIR

YTV RATFLEHIRT BICIE,. YTVRTFLDYA T E, YTV RATFADNEITINTVWE T —/1N—0DF
BIZIBETIVNENHYE T, DAY NIE, YTV AT ALICEAERMTLOATWEZIRTDTI 71 )b
EHIBRLEST (M TVRTANRy S —JIFHIBRLEEA),

I pkidestroy -s subsystem_type -i instance_name

sATTavik HBRITBZYTIORTLEIRELET (CA. KRA, OCSP, TKS., FZIETPS A& &), -i
F 7 avid, pki-tomcat REDA VY RYVRAEERELET,

$ pkidestroy -s CA -i pki-tomcat

Loading deployment configuration from /var/lib/pki/pki-tomcat/ca/registry/ca/deployment.cfg.
Uninstalling CA from /var/lib/pki/pki-tomcat.

Removed symlink /etc/systemd/system/multi-user.target.wants/pki-tomcatd.target.

Uninstallation complete.

|ﬁnm0Aﬂ7/xTAwmm

pkidestroy 1—7 1 74 —l&, YTV RAFLE, FARET—INR—R, JIHE. ¥, BEI1—
YP—REDEETI 7M1 ILEEIRLEST, YTVRTLANRYG—=VBTF VA VAN =ILLERA, YTV
2ATF LY —NN—A VYV RAIVADREBEOY T RTFALATHIHEAIF. Y—/NN— VIV RAEHIBRIN
F9,
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85252 CERTIFICATE SYSTEM D% 7> X5 L/Nyw o — I DHIER

ZL DY T AT LBEED/INY Fr— EAKEFRHR D Red Hat Certificate System & &I VY A b—JL
InFEd, YRMI [lCertificate System /Xw or—I | ICRBEEINTWET, YTV RTLEEIRT S
E. TOFEDY TV RATLAICEETZ 7 7MILELVTA LI M) —DHDHIBRINE S, TDT Y
2V AMMERT S, BEICA VA M—ILINTWB Ry F—J3HIBRINEE A, RedHat
Certificate System X723 ZDH TV AT LDIDERRICT VA VA M—=ILT 31T yum DL 57
Ny r—IFBY—)LEFRALT. EXv =Y %@ERICHIKRT 2HEIHYET,

@ % D Certificate System Y T RF7 LN 5 —I% T A VA =)L T BICIE, ROOIT Y REETT
LE9.

L BETDHTORTLEIANTHIRLEY, UTICHIZRLET,
I pkidestroy -s CA -i pki-tomcat
2. uninstall =74 )74 —%2ETLET, UTFIHZERLET,

I yum remove pki-subsystem_type

YTV RAT LY A Tld ca. kra. ocsp. tks. F/cldtpsIlT B ENTEET,

3. FOMDNYy F—I B L KERFREZHIRT 51IC1E, yum ZFERA LT, Ny r—J 2 BEMIC
HIBRLET, 1 YAPM=ILINTWVWBERYyF—IUDTEA R ME,  [Certificate System 7%
=] EBRLTEIW,

S
A

agent(Z—J x>V b)
Certificate System Y x—Y+—T IT—Y =~ hH—E X (agent services) DEB I INY
W—TICEBY 51— —, Certificate Manager T—Y x> b, F—) ANY =R/ I—I v b
(Key Recovery Authority agent) TSR L TLEI W,

APDU
PV yr—vavaobans—491=y b, AN—MH—KRERY—FH—RU—4F—EDED
BEICFEAINZ@BEI=Y b (N1 ML),

7 9 A HIfHl (access control)

BEI1—H—H2EFTEXZ23054HTEIOECR, EAIE. H—N—ADT7 7t 2T E
B, AT — RFLESBHAZICL>THIINEZIDE, TOIVTA T4 —DEITTEBZEICHE
TBIL—=INICEDVWTWET, 77 E22GEH) Z b (ACL) HETSRLTLEI W,

7 EZE#HY R b (ACL)
Y—IN—DFED) Y —ZAANDT I ABEREZZ TR /& ZJITEMINDZ T IR IL—ILDEE
EERITDBTIVEAFEMT M) —DaAL VP ay, 74U ZAFEFIE (access control instructions,
ACH EBBLTL I,

7 9 AHHFIR (access control instructions, ACI)
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TORREBERTZH T MBI T2HE FLREFEDOY TV MWL TEHTELE
EEINDEREIEET D7 7RI —Ib, 77 ERHE) Z b (ACL) 28R L T EIL,

I—I 1 MY—EX (agentservices)

LI—Y Y MORELISENEY Y TSN Certificate System % 7Y 27 AHRMT 5 HTML
R—I %@L T, Certificate System agent (L—Y =V M) MEEBTESH—E X,

2LDEDBRY—ERZEET H7HD HIML R—Y,

I—T 7 MEREFODKE (agent-approved enrollment)
ERAZEDRITRIIC. T—Y TV MILZBEREERT 2DICLERER,

EHEE 7 Y —2 3 > (attribute value assertion, AVA)

attribute = value DR D 7H—> 3 T, attribute ( o (H#) £/ F uid(Z—H— D) REDH
7. value l& Red Hat, Inc. O 4 V&R EDETY, AVAIL, FSEBAED H 72 U b4 (subject
name) &EMEN 3, FEAZEDERZHAIT 2 #5% (distinguished name, DN) ZE T 5 7= IC{E
AIh%xd,

BEFENO Y (autdit log)

IFEIFERVRATLARY NEEHFTH2O72007IFEL LT, AIAINGA ST AIRM
TX., auditor L —H—DHHIFHAMY TXF T,

BEEH (auditor)
EEANEEEN I 2RTTIHRELI—Y—,

EIH (administrator)

1 DLLE® Certificate System ¥ x—V v —% A VA M= BELVREL. ThOHDFEI—H—F
lEI—Yz o ety b7y FdBAN, agent (T—Y Y M) EHETSRLTLEIN,

E&1& & (automated enroliment)

ADNARLIC, TV RIVT 474 —BEOBEREI %= AIBEIC T % Certificate System 7> X
TA% ET%?‘:T/fQ k—o)ﬁ/ﬁ@umum—cti\ DILDIE:E/:L_)l/U)LiE%IEI%"—TGT L/T\—DIEEH g—k
A TOT7 7 AR EFRAEDORITICHN L TEEMICERINE T,

21 (authorization)

P—N—DEIEHTBZYY—RICTIERTENN—Iyv > ay, ARITEE, VY —REERMTS
N ACL DM —N—ICL > TEHEINARIITONEY, 77 E2ZAHEY 2 5 (ACL) #5858 L TL
7230,

523 (authentication)

BEZF>THINTSEIE, AVE1—9—(bLINEEBOEFEMAETIERWI E%ZRIET S
&, FREEICITEE. NRAT— NN, FEAE. PIN, FLEFETOMDBFERZFEHALT. JvE1—%5—
FYRNI—OULTIDERIET B ENEEFNET, /S AT—KXR— anhuft(password based
authentication)., EJIE‘H%N A DEFREE (certificate-based authentication). 7 54 77> NERAE (client
authentication), t—/X—&R3E (server authentication) BB L T EZI W,

a8a8lf E ¥ 1 —)Jb (authentication module)

W=Dty M(ELTEEINFTJava™" I FRA) IV RIVTFAT4—, I—2xzv b EE
#. F7-lZ Certificate System Y T R T LA ENFET 2MENH D ETDMD IV T 14 74 —%FR5E
T5H, BEOIY NAI—H—FHDHFEIF. I—F—DEHZ I A —LTERINLBEREZAN
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L7zt BRY—TLy MIZDOT7 # —LICEEMITONAREEY 2 — IV A2 HEA L TRREZREE
L. 2—%—DIDEBIELET., T—TL v b (servlet) ZHRLTLZIW,

= ERES{LER (Advanced Encryption Standard, AES)

Advanced Encryption Standard (AES) I&. % DRI& ® Data Encryption Standard (DES) & E#&IC.
FIPS A GR DX FERE SLIZHE TS, AES 1 2002 FICKEBUFICK > TRAIN E L, AES-
128. AES-192, 8LV AES-256 M3 DD 7O VESAEEF L F 7. NIST (National Institute of
Standards and Technology) (&, KETAESEREZEZHL TWE T, FIPSPUB197, il

l&. http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf ZSHR L T XLy,

B

/34 >~ K DN (bind DN)

Red Hat Directory Server NDEREEIC/NR T — R & & ICHERAINZHBE (DN) OO —H—
ID,

C

CA H¥—/X—F— (CAserver key)
CA#—E R ERMT 39 —/A—D SSL H—/ 8 —F—,

CA E4 8 (CAsigning key)

CAGIEAZE D ARBRICHINY 5WEE, CAIX, TOELZX— AL TAAZEHE LV CRLICEZL
i-g_o

CA SEHAZ (CA certificate)

REIE %859 ZEEBAE, UL (certificate authority, CA). TF{I CA (subordinate CA). JL— k
CAESRLTLEIN,

CA PEE (CA hierarchy)
JV— bk CAD AL CAICEERRE 2 R1TT 2HERZHET 5 CADRERE., TR CAIFR. RITRAT—F R

D CAICEEL CHEBZIRT 52 EHTEXEY, adil/@ (certificate authority, CA). T CA
(subordinate CA), Jb—hk CAESRLTLLEIW,

Certificate Manager
SRELfR & L THEBE S B IRIL L 7 Certificate System $ 7> 2 7 Ls, Certificate Manager 1 ¥ 2% ~
AL, EERAE = RT. BH. BLUWMYBLEY, GEAZER. CRLEEEICLDAP T A LI MY —
IKARATEEY, TVRIVTFATA—DODYIVIRANEZIFTANT T, B5LHE (certificate
authority, CA) ZZBR LTI W,

Certificate Manager T—> x> b
Certificate Manager DI —Y ¥ MY —EZDOEEAFTINTVWE VI —TICFIET 21— —
TY, INHDOHY—ERICIE, FARAEERICTIVEALTER (KRB LCESR) L. iIAEERT
TOHRENEENTUVWET,

Certificate Request Message Format (CRMF)

X509 sIEAZEDEEICEET 2 X v -V ICHEAINEHX. ZOFRKXIECMMF O 7y kT
¥, iAZEEE X v £— U HA (Certificate Management Message Formats, CMMF) % #ft& TS8R
LTIV, ML, http//www.ietforg/rfc/rfc251txt ZBIR LTIV,
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Certificate System

Red Hat Certificate System. BES{t X v £—#3 (Cryptographic Message Syntax, CS) Z 58 L
TLEIW

Certificate System O~V —JL

1 DD Certificate System f Y 24 YV A TR Z&EMNTE SV Y —)b, Certificate System O~
Y —IL&ERY % &, Certificate System BEE &, 5T % Certificate System 1 Y R4 ~ A D%
EEHIETEEY,

Certificate System ¥4 7> X7 A

5 DM Certificate System ¥ x—< v+ —®M 1 D: Certificate Manager. Online Certificate Status
Manager, F—"') 71/%1) —F25E/E. Token Key Service., F 7z |& Token Processing System,

CcMC
ESEX v E—UBX (CMC) ZN LAEIBAZEEE XA v E—Y Z2ZRLTLLEI W,

CMC 4% (CMC Enrollment)

BAINLERFLEBEAINLZRWEROVWT AL E, T—V Y NOBRIIRAEAFERALT
Certificate Manager ICIEfETE 2 £ D ICT 2. TN HDEKIE Certificate Manager IC& > TH
EMICALIBINE T,

CMMF

FEEAEZEEE X v 2— Y (Certificate Management Message Formats, CMMF) &8 L T £ X
LY,

CRL
EEBAZE L)) R | (certificate revocation list, CRL) #ZMR L T £ X

CRMF
Certificate Request Message Format (CRMF) &8 L T 72X W1

CSP
g5t —E X 7O/34 4 — (cryptographic service provider, CSP) 228 L T X W,

974 7> b SSL sEHAE (client SSL certificate)

SSL7AMNINEFALTY—N—II ATV NaBRIT 27-DICERY 25MAE X217V
v b LA 7 — (Secure Sockets Layer, SSL) &8 L T 72X,

9 24 7> MEEEE (client authentication)

BRIE/NRRT— R, FLFFAPAE LT IVIINERINLT I REEZFERAL T, —N"—IIHLT
V547V MNEBRT 570 R, SIBAENR—ZDFREE (certificate-based authentication), /Y2
7 — RR— 2 DEREE (password-based authentication), H—/N—&R5E (server authentication) %= &R
LTLETWY

F = — V585 (chained CA)
1) > 3Ihiz CA(linked CA) 28R L T X

R7BDFEAZE (cross-pair certificate)
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HBCANLRDCAICRITIN, EROMATMT 27HICHEAD CAICK > TREINSEEH
EZ 2DODCAIFHEEICGIHEZEARITL. MADYVOARTIAELIAERT7E L THEML F T,

{S#F = — (chain of trust)
FFEAZ F = — > (certificate chain) Z#8MR LTI WL,

B5S 77 )L 1) X L (cryptographic algorithm)

B 51t (encryption) ¥ 851t (decryption) 72 & DIESILREEERIT T 2 7DITFERAINE —ED
I—ILEIEAME,

55 €Y 1 —Jb (cryptographic module)
PKCS#NEY 2 —)L ZZRLTLEI W,

B5 Sk (cipher)
BES 77 )L 3" X L (cryptographic algorithm) &8 L T 72X W,

St —E X 70/314 ¥ — (cryptographic service provider, CSP)

PKCSH#N TEBEINTWBR LI NREBHEA VI —T A A AFHALTEDLIBY—ERAERT S
YIMNITTICRDS T, F—4EK., F—A ML —Y, BELLLEDEEILY—ERAETT B
EES 21—,

BESEXy E—IUHX (CMC) Nt LEGEEAEER X vy & —

Certificate Manager NDIFAZEDEBEREZEA B 72DICERAT 2 X v 2—I K, Internet
Engineering Task Force (IETF) PKIX DYEZE T IV — T HIRBEI N7 iR%E, i
I&. https://tools.ietf.org/html/draft-ietf-pkix-cmc-02 Z SRR L T ZI LY,

51t A v 2— U #3C (Cryptographic Message Syntax, CS)

CMMF R EDEBDA Y E—VILTIVZIVER, 4TV X b, BEE FLBESET 2HICHE
AIN238X,

¥ B SBEE (cross-certification)

BERDIPAEEBIAIITFI—VHAD2DOD CAICLZIAEXH Y ORBEIZ. MADEBICH
IGCEBELDICEEF— V2R L ET, 25 (certificate authority, CA) HHE TSR L T
ZEL,

ALBAZE (certificate)

XS0 BEICEM LTI 44—y NINAETIINT—F T, BA SHBEDIVFT1T14—4%
(ERAED 72 =7 M4 (subject name)) Z18E L. fEAEICEF N 5 2B (publickey) D
IVTA4T4—ICBTBIE%EFATZEHED, FEAEIFRITIN. FRELE (certificate authority, CA)
ICEWEBRLZINE T, FIBAZOAEMMMIK. AFHEES (public-key cryptography) ®FETCAD T
T8 ILEH (digital signature) MR L TRIETE X9, 2NFHAEA >V 77X N5 T F v+ — (public-key
infrastructure, PKI) I CEREINZ7HIC. FBIAEIF. PKIICEFRINTWEEDOMOITY T 4«
TA—IKE>THEBRINTWVWE CAILLYRTELVERINDIRENHY ET,

SEBAZED 7 4 H—TVY > b (certificate fingerprint)
FFBAZ ICEAER T SNz —A[E/NY ¥ 2 (one-way hash), BSIZHIAEREXRDO—EHTIIHY FHA
D, BBAZORBICNY Y 2aBBAEBER TSI EICE > TERINE T, SIAZOHREN I XFETE
EHEINSE, AULBAHRTERLZBSIERINE T, LN >T, SFED 71 VA=YV b
HEEALT, IPEEF’RAIAINTVWRVWI EAERTEET,
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ALBAE F = — (certificate chain)

B LREIRICL > TERINABEEDREEL Y b, CASEBIZE(L S35EF (certificate authority,
CA) Z#BI L. ZTORERAFEIT LLAREOERICERAINE S, CAGERAEIE. 3 CAD CASE
BAEZICL W ERZRIN, IL— M CAXTERLRTEZXY, CertificateSystem IC&Y, TV RIVFT 41
TA—DABAEFI—VDIRTCDIEAEZMETEDELHICRYET,

S[BAZE 707 7 1 )L (certificate profile)

BEDYAI TOEFEEET D—EDRTE, AAE7O07 71 J)LI1F, SEAETO7 71 IILDFREEA
FEEEBIT, ﬁm@&ffj’@’“‘ﬁ@d'\')/ ERELXT,

AEEAE R — X DR (certificate-based authentication)

SIAES LU RRRRESICED CEREE. /Y27 — KR—ZDEREE (password-based authentication)
EHETSRLTLEI Y,

AFBAZ %Y R b (certificate revocation list, CRL)

X 509 BETEFZEINTWS LD IC, FBEERF (certificate authority, CA) ICE Y ERINERZ I N
) TINESTEICRYBEINAIREDY X N,

SLBAEHLTR (certificate extensions)

X509 v3 EERAZEICIE, FERAZEICEEDHODEM 7 1 —IL REZBIMTX 3R 71 —ILKDAEENT
WE 9, iFFAZEIRIE. REY TV NEPFEABIRLREDIE %&%:Eﬂﬁitci_bwéﬁ;fa%ﬁ#
LET, PKIKT—F VT T —TIE 2T, WL DO DIBEYEE#EENEZINTUVWE T,

SEBAEER A v 2— IR (Certificate Management Message Formats, CMMF)
IV RIVT 147 1—m5 Certificate Manager ICEEFAEER & R EBEKREGEL. TV RI VT4
TA—ICIEFIERBREEETHLDIHERAIND A v E2—IFA, Internet Engineering Task
Force (IETF) PKIX DEZE T IIL—TH LIREINIZE, CMMF (E, BIDREINLIEZEEESL
Ay E—UBX (CMC) 2t LIZEERAEEEA v E—Y ILEFNTWVWE Y, il
I&. https;//tools.ietf.org/html/draft-ietf-pkix-cmmf-02 Z SR L T I L,

SAGLE (certificate authority, CA)

EEAENREEZEBERL TWAEAZALEI VT 1 714 —DBTARIEL72&. FEEAE (certificate)
ERITTBEEINLCI VT 4T 14—, CAIFFIRAZEZE#HML., BMYBL. CRLEZERL XTI, A
BREDHEITET7 A —ILRTEHEESINALIVT 4714 —Id, BICCATY, RER/IF. ML LAY —
K/X—F 4 —, F7zI& Red Hat Certificate System 7 ¥ DIFBAZERTH—N—V I NIz 75 FHT
ZEANFELIFEBICT DI ENTEET,

D

*—Y H/NY —BiAR

IVRIVTA4T4—DRSABEIF—DORET7—HATE) AN —%EEBT EEOMIILE
Certificate System #% 7> 2 7 4, Certificate Manager (£, # L WEBAZ %= K179 SE1IC. F—
ANY —HEAEFERALTCI VY RI VT AT 1A —DESEEF—%5T7—H1TITB2LIICRETEZ
o F—UAN) B, TVRIVTA T4 —DPEBEEOEVWETF A - L, Bzt woH
JANY —FERBEOHBZT—YABELLLTVWBBEICOABIIEET, TaTILF—R7 %Y
R—MNFZ2IVRIVFTAT4A—COAHMEATEET, 2 D0@EBDOF—RT T, 1 DIFBESLHA.
£ 12EFTVHIINELATY,

F—1)ANY—RER/DR b L —TJF— (Key Recovery Authority storage key)

327


https://tools.ietf.org/html/draft-ietf-pkix-cmmf-02

Red Hat Certificate System 9 &, 1 VA b=, BLTTFTOM AV b DHA K

F—) AN —HEOMBENS VAR—MNF—TESINLEE. TVRI VT4 714 —DESE
F—AHEELTHEOICF—) AN —EEICL > TERINENAF— A ML—UF—0
F—) AN —HEEHND I EEHY FHA,

F—Y AN —FBERBD b 5 > AR— FEEBAZE (Key Recovery Authority transport certificate)
IVRIVTATA—DF—YANY) —KEICEXT2DICTI VT A T4 —DESEF—%2ES
'ﬂ:l-a—é TC&)‘:{EFHTél.b\;Eﬁ$_%Dm DIE L/ ij—o - U jJ/{ U _#&F*ﬁti\ it |:|IE-)s TL?L\_/\Faﬁﬁkﬁﬁ,—\T
PRBREFEALT, AML—YRTHESILT DRI, TVRIVTAT14—DREZESLET,

¥—)ANY-FREARBI— ¥ b (Key Recovery Authority agent)

FERF1-—DEEPHTMLAR—XDEER—YZFEALLY AN —BEOFFTRE, F—1) AN
) —HEDI—2 Y M —EROBEBAHFAINLIIV—TILET 21— —,

¥—YHhNY—3BIERF/Y H/X) —IT—T ¥ b (Key Recovery Authority recovery agent)
F—UAN) —FTEAR DAL —IF—D—8EZMBELTWVS mofn AD 1A,

7<% )L ID (digital ID)
FEEAE (certificate) ZBRR L T 7ZI L,

T8 IE4 (digital signature)
TUYNEREERT 27D, BEY I M7z T7RRMWIC. FILLRITINLIABEERE, BRT
57—49M5 —AHM/NY 1 (one-way hash) ZERR L9, RIS, —ABE/NY 2 1 EEBELEDOWE
BTHESIEINET, FRINZTIVYILERIF. BEINDEZT—HTEI—RICRYZET, 100
AVUIDBA Y E—VICEBMINTUVWTH, ZOAYE—VDTIVINBEIETEINT T, ERLE
DOAFEBEFALETVYIELOESICKIIL, ALT—9DRD/Ny L astBRTZ I &
T, I ADIEH (tamper detection) ARIBEICARY £§, NEAEESTOIHAED ;l—tﬁﬂig‘l_
(certificate chain) MIREEICEL Y. ERRDREANREIN T T, TG (nonrepudiation).
1t (encryption) E SR LTI L,

T 17 I ¥ —~"7 (dual key pair)

2 DDEBIDIERAEICHIET 5. 2 DDORHBEMBERDORT (54 DDHE), —HDRT OILH R
BERREICERIN, £ —ADORT7OLAREMBRIIFSELS LVOESREICERINZE

o BRTIZEBID FEEAZE (certificate) ICRE L F9 . BESH (encryption key). AREES
(public-key cryptography). E®&# (signing key) HSRB L T ZX W,

7 JL#% CRL (delta CRL)
REDTER CRLAFRITINTHLMYHINAIRAED) X hE2EE CRL,

PEARA > b (distribution points)

GEFRELY MAEERTADICCRLICERAINE T, ET14AMN)Ea—aviRa Y ME, BT
DIEFAZED Y MLELYEEINET, CRLIZ. BEDT A ANMN)E2—>aviRA Y NAITER
TXZEY,

551k (decryption)
ESIEINTZT—Y DRI SV TIVERKR, BEEE (encryption) ZSRR L T 7ZI L,

#B4 (distinguished name, DN)

IEAEDH B ERET 2—ED AVA, BMHIET H—2 3 7 (attribute value assertion, AVA) S8R L
TLEIW,
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E

extensions 7 1 —JL K
SEEAZHLAR (certificate extensions) #BB L T X W,

I RIT27 414714 — (endentity)
NEHEA > 7 Z A MNZ U F v — (public-key infrastructure, PKI), A, Jb—%—, H—/— Fki&
TOMDIYT 4T 4 —T, FEBAZE (certificate) 2R L TCEThBEBREEEL X T,

I>O—JLXZ b (enroliment)

NEASEA >~ 7 5 A b5 U F v — (public-key infrastructure, PKI) TR % X509 SIEAZ#ERH &
URETZ2TO0ER, BF ELTEMONTWVWET,

£53%% (eavesdropping)
BRIABRINTVWAVWIVTF AT 14 —ICL>TRY N7 =0 5N L TEEINBROSIEARE
=z
X o

5S4t (encryption)
TOENKRAEBETIHETHERERAI IV TIVLLET, ES1E (decryption) ZBB L TLEI W,

fE S48 (encryption key)

ESILDOHFERAINIUERE, BSEREETORFOLMAE. LT EAE (signing key) EFD
REDORREIE. 727 I)LF—_7T (dual key pair) ZF&EL £,

¥eMBh#gB5 S (Elliptic Curve Cryptography, ECC)

ESROERE AN AREICT LT, FHEBEEBAVTINERSRE/ERT Z2BES7ILTY X
L, ECCHSIE., RSABS LY L WXRMNIFEATE, KEMICEMTHD/-H, RSABSLY H/M
IWEy NTRAOTY,

F

Federal Bridge Certificate Authority (FBCA)

2DODCADHEEICVORARTEAEAFEITL, 2 DDV OARTIIAELE—DIAERT7ELT
WimgadZeickyY, EHEOMATMT 2587

FIPS PUBS 140

FIPS PUBS (Federal Information Standards Publications) 140 I&. T—#% OEES{LEES. FhiET
T IINEBLDERCREIG E DO SLIREERTTIBEILES 2 —IL. N—RD T, Fk
@Y7 b7 OREZICET IAKEBFORETYT, KEBFICKRTEIN2% < ORI, 1 DML
D FIPS IREICHEIT ZRENDHY T,

77477 #—) (firewall)
2O LRy NO—VEDEREZBHT I AT LELIE Y AT LDOEAEDLE,

714 > H—FY >k (fingerprint)
SEBAED 7 1 Y H—T1) > b (certificate fingerprint) #5B L T EX L,
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Hypertext Transport Protocol (HTTP) & & U Hypertext Transport Protocol Secure (HTTPS)

Web Hr—N\— & DBEICERAINZ 7O MO, HTTPS IE. TLS (Transport Layer Security) I
& > THEBIEINEFERAD HTTP (Hypertext Transfer Protocol) M L7 BIE THREINE T,
HTTPS DX BMIE. 7V 2R LK Web 4 MDORRFEE, RVINLT—IDT AN -8
BHEDRETT,

IP R F—7 14 > 7 (IP spoofing)
9547V NP7 RLZADELL,

IPv4 & & T IPv6 (IPv4 and IPv6)

Certificate System I&, T RTCDY T RTALEY—ILEDBEEERE. BLVIZATV N YT
VAT LDER. b—0 Y EHBAEDESHRDLOHIC. IPv4 & IPv6 DEADT KL ZZFIE[ %
R—KMLZET,

2Y 3 F L (impersonation)

XY RMNT—UENLTEBINIFEROBRINALZEELEITA. BRYTELITIFE. R T—
7 4 > 7 (spoofing) & FEFF (misrepresentation) M 2 DDHAIHY £7,

FhEIFEEE/E (intermediate CA)
JL— N CA & SEBAEF = —  (certificate chain) THT L/Z5IAZ & OEDIIAEZE D H % CA,

AA (input)

EBAEO7 7AW EEED I VT EFAMNTIE, BEDHRETO 7 7M1 IVDEHR I+ —LEEEHL
T, BRAANBEIN, TOBFAICEEINLETRTOAADNSELRT + — LD EIRIICIER X
nij—o

J

JAR 7 7 1 JU (JAR file)

Java™ 7 —#H4 7 (JAR) FXR (archive (JAR) format) ICfE> TIRENS N7 74 ILDEMHEIAL V
YavoFvsLIvRO—"7,

Java™ 7 —h4 7 (JAR) XX (archive (JAR) format)

FIOIIWNELZ, AVAN—SRI )TN, BLVZOMDOBERET AL I N)—RDT7 714 ILICE
HEFBDD—EDHEE

Java" ¥ a1l F 4 —H—EZR (JSS)

Hlava™ry NT—I2F2Y T4 —H—EX(NSS) ILL>TEITINDZ X2 T 1 —EEH
HWTBLDDA VI —T AR,

Java™ R4 574 T4 ¥ —7 4 X (JNI) (Native Interface)

BEDTSY N7+—LLED Java™ RIET Y Y (VM) DRLRZRERBTNA 1) —EfE 4R
LIRENRTOTSIIVIA VI —TIART, B—DTS5Y 74 —LBICCP C++ REDSFHE
THRBINAZBEFEDOI— K% Java™ ICNSA VY RTEBELDICLE

9, http://java.sun.com/products/jdk/1.2/docs/guide/jni/index.html Z BB L T I LY,

Java™ B§S 7 —* 7 2 F ¥ — (Cryptography Architecture, JCA)
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B 51t —E XMBIC Sun Microsystems IC & > THRFE I iz APl ik b L U5
#8, http://java.sun.com/products/jdk/1.2/docs/guide/security/CryptoSpec.Introduction 2588 L T
CEIW,

Java™ BF ¥ v b (Development Kit, JDK)

Java" OV S IV IERBEFERALTT IV =2 a v T Ly NERFKT 7201 Sun
Microsystems BT 2V 7 M7 = 7HEF Y b,

K

KEA
BT LT Y X L (Key Exchange Algorithm, KEA) BB LTIV,

KEYGEN % ¥ (tag)
SEFRECHEHT I X —RTEERT B HTML ¥ 7,

& (key)

T EBSIEELIEESILT 2010, BES7ILTY) X LA (cryptographic algorithm) AMER T %
SHOBE, &2, HBI—F—D QBB (publickey) ILHBI—H—Ik, ZOI1—H—HEH
DAY E—IVHBESETEET, TOR, Ay E—JIEFRIET 2 754 X— b F— (private key) %
FRALTESEIZRELHY T,

#37# (key exchange)

DIAT 2 RNEY—N=DSSLEYYaVEBICHATHEAT 2NMREREST DHICEITISF
&,

|7 T X L (Key Exchange Algorithm, KEA)
KEBFIRIRICERT 27T XA,

L

Lightweight Directory Access Protocol (LDAP)

TCP/IPBLVERDTSY NI+ —LATEITINZODDT4 LI N)—H—ERTO NI,
LDAP (&, X500 T4 LI Y —~DT U RICEMA I N3 Directory Access Protocol (DAP) D
SIN—2 3V T9, LDAPIZIETF DZEFHIETICHY., A V9 —Fv NEGEARELT=OICHELEL
TWE 9,

1) ¥ & & hi CA (linked CA)

NAY—RIR—=F 4 —D CAILL>TELINBIAPEEN A TT FO1 I B B (certificate
authority, CA), RER CA E. FRITT ZHAEDIL—M CAE L THEEL., Y—RKR/X—F 41 —CA

&, ALY —RKNRX=F 4 —=I)L—PFCAICY YV IINTWVWBMMOD CAICE > TRITINLIBEEDIL—
NCAELTHEELET, FT—YCAELTEHONTEY, LB/ TY v Y CATHERIND
tORELFERALET,

M

MD5

Ronald Rivest IC& s THRIREINAX v E—I (V2R MNT7ITY) XL, —AHA/NY 2 (one-
way hash) HHE TSR LTI,
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AvE—I4 4T XM (message digest)
—AME/NY 2 2 (one-way hash) IR L T XL,

F&)EREE (manual authentication)

ZIBAZEERD ARBIC L 2K B EMHEE T B Certificate System U TV R T LR ET DAL, &
DHRDRIETIE, Y—T Ly ML, FREEET 2 —ILOWNIEHIEIN L%, IR EREEKR
Fa—ICEELET, RIS, BUREREF ODOI—V oY M, 7O7 71 IILONE & SEBIEDH
TEITT ZR0IC. BREREZEICER T 2HBENHY T,

FE#R (misrepresentation)

T TIEHABRWMEAAZAZIFHEBE LTOI VYT 1714 —DRT. & 2. Web ¥4 MAEEICIF S
LYy MA—RTOZIWETVWETHY, BREXELBRVYA NTHZHE. TD Web 1 M
REEFEDONY =T HHEMELIHY FT, BHKRRIE 2Y T FL (impersonation) D1 DDFKT

To AT =74 % (spoofing) HEHE TSR LTI,

N

non-TMS
=V VUHADERY AT L, AN— M A—RNZERLE LAWY T R7 AL (CAL BLUVFEET
KRA & OCSP) DF&E%IE L F 7,

h—2 V&EBS 7 L (token management system, TMS) 258

Fy h7—UtF%2Y 714 —H—EZX (Network Security Services, NSS)

X)) T4 —WEOBET7 TV S—>a 0 OR TSy b7+ —LRAREYR—MTELDIC
REtSINASA TS —DEY b, NSSTA TS —%FALTEBEINLT Y Sr—avid,
REL. WIARE., BLUBESEDEDD 227V 45 v b LA ¥ — (Secure Sockets Layer, SSL)
JOMI, BLUOBSIEN—=—0 VAV —T 24 ADFHDPKCSH#N 7O RMINLEHR—KLE
T, NSSIE, VIZ bz 7HEFY FELTHEMCHIBETEETY,

A&BBAIE (nonrepudiation)

AV E—VDREEEEETDLODA Yy E—VDEEEICLZEEME, 7V ILES (digital
signature) l&. BEEHIEOERE 1 DRHELET,

O
OCSP
TVS5A VAIBERF—4 708N

A7 1Y hDES (object signing)

Y7 MUz T7RAFEEN Java A— R, JavaScript 7 ) T, FEHSPZEED 7 71 ILICESR
L. 2—H—DEBLEEHIL. BERINALI—RIZE>TA—AILYRTL)Y—ZAANDT7 I
2EFETEZELIICTE T 7M1ILBRDAR,

F 7 x4y bEAFAE (object-signing certificate)
MERBICEEMT ONEAEIE. 77V 7 hDEH (object signing) ICEEET 2472 bD
ERBICEAINIT,

—AE/NY < 1 (one-way hash)
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Ny aT7)VT) AL%FRALTEBORIDT—IDNLERINEEROE, XvtE—I54
VIAMEBRENDZIEFRE, Ny aINET—SICAEEDIDTY, 1 XFZHIRILEIEREL
TH, T—YDERERFERYIET,

2N AINET—IDREENY Y ADLHRBTEIERETEEEA,

7 (output)
SFBAZTO7 7/ IO IV TF A MNTIE, BEDIRE 707 71 ILDIEREEFE I I L /-
BROT7+—LEEHLTT, SEANBREIN, COBFICEREINLIRTOEANS T +—
LEFMICERLE T,

#24F (operation)
T RAHEMSTHALZAIFESTINTVS, SAIRY PEZIAAREDIFEDERE,

P

PKCS #10
AEEREE R = IS 2 R SIRERE,

PKCS #11
AR— b A—RFREDESIE b—7 Y 2EET 2 RRRESLRE,

PKCS#NEZ 21—
PKCSH#NA V9 —T7 x4 RN LT, BRI —EX (BEEPESLLE) 2RHT IES{ET /N1
ADRZAN—, BELEI 21— FLEBEEY—EXTONRSF— L FIEN D PKCS#1 £
Va—JiE, N—ROzT7FELEVIINIZITOVWTNOTRETEE T, PKCS#ITEY 2 —ILIC
&, BIC1 2 EpZ20v MAHY, AXN—PMH—RBREDYEY — 5 —DHATYEN—RKI T
20y hELT, FREYIMNIZzT7OEEA0O0Y ELTRETEEYT, PKCSHNTEY 2 —ILD
2Oy MIE, b—=2 YV %BINTEET, COM—I VI BSEY—EXEZHEERICEREL. &
B U TCIHIAZEERBEBRETEIN—RKI 7 FRLIEIVI NI TDT/NA ATY, RedHat I,
Certificate System & &£, EJIL MM Y PKCSH#N EY 2 —ILARBLF T,

PKCS #12
BOBIENZEEY 2 RRARESLRE,

PKCS #7
E4 CESEERIEY 2 RERRESRE,

PKIX sEBAZ & &L UF CRL 7O 7 7 1 JL (PKIX Certificate and CRL Profile)
A=y NADRARA VIZSARNZ IV Fvy—EAIFICIETF ICL VAR INIEERIKTY, &
BESLVPCRLOTOTZ7 7/ ILEIRELET,

POA (proof-of-archival)
F—DYYTIES, ¥—)ANY —HBEOLRL. WHTBEAED YT Y TV b (subject
name), BLPT7—HA TOHEMGRE, 7—HA TINEZIV IV T4 T4 —F—ICET 2 1ER
EEOMEXF—) AN —HEADN SV RAR—NF—TERLAINLT Y, BEINLT—H147T
FERRT—48 1. F— DT —HA THEESKIN L&, F—Y A/ —#EH S Certificate Manager
IGREINBINETY, F—UHN\Y—=REF/D b5~ AR— MNEBAZE (Key Recovery Authority
transport certificate) HEHE TSR LTIV,
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INA ) — RR—ZDFREE (password-based authentication)

BRTE/NR T — NI BHEEAER, FREE (authentication), FEBAZERN— Z DEFREE (certificate-
based authentication) HHE TSR L T LI,

754 R— hF— (private key)

AHRABESTHEAINEGF—RTD1D, WEREMEZRTFL. WL % 2FHE (public key) THE
SEINT—IDESIERAINIT,

2B (public key)

NARES THERINZF—RT7D1D, ARARIEERICEHR I N, FEHE (certificate) D—E& L
TARBEINET., ChiZ@EE. ARBOMEZICEEINSGT—Y42ESLT5DICFERIN.
FIEHEIEHIGT S 754 X—~F— (privatekey) TTF—49 2EBSLLZET,

RERA >~ 75 A M5 Y F v — (public-key infrastructure, PKI)
Xy M7=V RIETOLARARBESIEE X509 VI AIBAEDHEREZRZICT 2FEE Y —E X,

ABASES S (public-key cryptography)

IVTATA—DZEDIDEEFHIHKRIELEZY., EFT—FYICBRLTESELEYTESLDIC
T3, BIAINHEMEZEEDEY b, RERBEMWBRED 2 DOEHIERL T, 2% (public
key) l&. BED ID ICF—%FEEMNITZHAPEED—E & LTARINE T, WISTIHBREIE—7
Ly MIREINE T, ARBTESELET—YI1X. BBTOXMESTIET,

R

RC2, RC4

Rivest iC& B RSAT—4EFal) 74 —AFICAEINALZBESETILITY L, BEST7ILTY X L
(cryptographic algorithm) L TSR L T 72XV,

Red Hat Certificate System

AREEER. 7704, BLVOBEBTILOOBEICKETRRY I MV 7IVR—RV bE
Y—IJLDE v b, Certificate System (&, I F I XAYBHRIGICH D I T IEA

Certificate System 4 Y X & V XITA V' R I\—)lx'C“iE 55D20FERY T AT L (Certificate
Manager. Online Certificate Status Manager, F—1) 71/\!) —583E/E. Token Key Service, and
Token Processing System) TEREINTWE T,

RSA 7L Y X L (RSA algorithm)

Rivest-Shamir-Adleman DB T, BES1b ERAOmMADLNRRET7ILTY) XA TT, Ronald Rivest,
Adi Shamir. & &' Leonard Adleman IC& YRR I, 1978 TEAIN F L7,

RSA ¥ —3z# (RSA key exchange)
RSA7ILTY X LICED W SSL OB T7ILTY) X b,

JL— bk CA
AZEF -V OLEICHBERLIBAEHNES TN T WS FBEEF (certificate authority, CA), CA ZEBA
£ (CA certificate). T CA (subordinate CA) £ HE TSR L T X W,

F &% (registration)
TvO—)bXA >k (enrollment) Z#Z5BBL TLEI W,
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S

SELinux (Security Enhanced Linux)

SELinux (Security-Enhanced Linux) I&. Linux ¥ 27 LA —RIVIZEH 7 7 2 R 5E%=#EET 5t
Fal)F4—7ORINLDEY bTY, SELinux i&. KEERRZELRERICL > THEIN, BEX
BTV ERGEEERBOHZT7 IV RGEENLTT TV o= a UHBEE T 7 4 IILE72IFR
EINT7ANICT IV ERTBDEBEET,

SHA
TXaT7RNY I aATILTY) AL (CKEBFMERT 2/Vy > 2B,

SSL
X217V Y bl A+ — (Secure Sockets Layer, SSL) #&R L T3 W,

YT b (subject)

FEEAE (certificate) TRBISNBZ IV T4 714 —, FFIC. AAZEOH T2V M7 4 —JL RITIE,
REINLEIVTAT14—%5—RICHINTS 720 bE (subjectname) BEENFE T,

YT 1Y b4 (subject name)
FEBAE (certificate) D 72 =V K (subject) Z{ERBIICEE T % 54 (distinguished name, DN) o

YRRy ¥ X (sandbox)
Java™ A— RHPENMEF T 2 MENH D, FELTEEINLHIRD Java™ FEE,

H—/X— SSL FGEEAZE (server SSL certificate)

X227V v bLA v — (Secure Sockets Layer,SSL) 7O MINEFHL T, 75147V MIC
H—N—%BEAT B-DICFERT BAHE,

% —/\—58EE (server authentication)

VATV MY —NR—%KETETOCR, 754 7 NERAE (client authentication) TS
BLTCEIWY,

HY—TL v b (serviet)

Certificate System H 7Y AT LI D> TIV RI VT4 T4 — & DR EDEIADEE/ER % LI
2 Java™ I— K, =& 2 E FABREOEER. KW, BLUF—Y AN —FXKE, ThEThiD
H—JLy NTUEBINhFET,

2V TNY A VA > (single sign-on)

1.Certificate System IZHEWT, AT —IR—RERN =V VDNRNRAT—REZRETDI EITLY,
Red Hat Certificate System ~NDH A v # v FE%=ERILT /AT — K, 2—H—rOJ7(1 VT3
IS, COBE—DNRRAT—RZANTI2REIrHY T,

2A—HF—M1EDPAVE1—9—Il—EOJA VL. RYMNT—IVROIFTIEAY—NN—(TLo
TEHIFMNICRIEI N 2HEE, SBONRY VIV AvF vy ) a—2avid, IEIFRY—/N—
THEAINZNRNZRT7— NEZEEMNICEIT 2 XA DX LRE, “‘i“‘i&ﬁ/T%téltb“'éﬁi
9, EEBAEIE. 2REA 7 5 A NS5V F v — (public-key infrastructure, PKI) RD > >~ F )Lt A >
FroEHYR—KNLEYT, 22— =& O—AIISAT7 Y NORBRT—IR—II—EOQTA >V
L. 247NV TR T7HEMELTWBIRY ., FERAEZEN— X DFREE (certificate-based
authentication) ZRAL T, A—H =27 IR ZFAINTVWRHEBROZE T —N—IIT7 IR
TEHIENTEET,
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AT —7 14 V7 (spoofing)

ADIELEFT, LEZIE HBHI—HF—HNA—I)LT KL R jdoe@example.com ¥ 1 >~
Eai—4%—m5. www.redhat.com EMEENZH A ME L TE>THETEET, R’YTEHL

&, %Y 9 F L (impersonation) D1 DD T, FFEF (misrepresentation) HHE TSR LT E
T LY,

AN — b H— K (smart card)

Y4070ty —5BEHL, F—VIERAELEOBESILIEREEML. BESLRIEEAERTTS
INSIRTFINA Ry AR—MH—RIE, —EFLIETARTPKCSHNA VY —TTAREEELFTT,

A20v b (slot)

PKCSH#NEYa—IL O—E (N\—KROxzT7&FLEVIMTzT7OVTRL), ThIliE h—0 >
(token) ’EEFNTWVWET,

¥ 2174 F v~ RJI (secure channel)

TPS EAY— M A—FEOEF2 YT —FYII—Yav, TKSERAY—FA—RAPDUICE D
TERINEHAIY R —F—ICEDVWTRESLIhABEEAREICLET,

X277V sy bl A+¥— (Secure Sockets Layer, SSL)

954 T NS —NR—EDOBOHBERIEE., RIS LUVBSIEI N/ IBEROWILEAREICT S S
O M3, SSLIE. TCP/IP &Y ET, HTTP. LDAP, IMAP, NNTP, 8L U ZDfDFEL NIL
Xy hT7—270RJNNELY FTEITINET,

¥ al) 74— XA (security domain)

PKIY TV RATFLDERY RIS N —F g4 RV N —, FOELRENIE. TV AT LBDE
FCX2EAMRZEINICHEILTASZIEICEIY, FILLWPKIT—ERXRDAI VA MN—ILEREEBRSIC
T352ETY,

EILT TR b (self tests)
A VRV ADEEFRFE A VTV ROEAD Certificate System 1 VAY VR ET AN B4

Y]
BEo

4L CA (subordinate CA)

FERAE AT O REAIE. BIDTFALCA F7/IF)IL— M CAILKYBRZRINE S, CAGIRAE (CA
certificate), JL—h CAZSRLTLEI W,

HREESL (symmetric encryption)
BAULESLEFr—%2FHAL TEEDA v E—V 2Bt LVEST HESIEAR.

fESABAZEES 70O b OJL (Simple Certificate Enrollment Protocol, SCEP)

IW—4 =PI —4% —FIBHEEERDIOICCA EBIET 2 AEZEET HLHICY R OICL > TERET
Xh7=70ObM3al, SEBAEY AT AL, BRI CAELIIBAETHESIEI NS SCEP @ CA EE
E—REHR—-MLZET,

E/ 7)Y X L (signature algorithm)

FTUYINEZLDERICERINDESI{IET7IL T XL, Certificate System I&. MD5 & & U SHA &
ZT7INTY XLICRHELET, BE 7T X A (cryptographic algorithm), 7Y% JLEH (digital
signature) HEHE TSR LTI W,
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ER/AEEEND Y (signed audit log)
EEE O (autditlog) B8R LTI W,

ELZ5FBAE (signing certificate)
NBEBTHDZIBEL. TYUVINEBLZOERICHERINIMBRICHISLET, &2
Certificate Manager (C1d, F1T9 25tBAEDZERICER T 2MEBERICHET 5 /MR TH 2 ERSL
BHENMVETT,

E 4§ (signing key)
ELERICERT2MEBERRBE TORFOLFERE. LU BESHE (encryption key) & ZDEF
DRFREIE. 727 I)LF—27 (dual key pair) ZERELE T,

T

token key service (b—%7 % —H—E X TKS)
AX—KMNA—RDAPDUB LT A=Y CUD BREDDHEBFBRICEOWVWT, AX—FMH—KT
EICHEEDENDF—EMETEN—V VEBYRATLADY T AT A,

Y 1) —B&EE (tree hierarchy)
LDAP T« L ¥ N) —DIEEHEIE.

FSYRAR—MLAM¥—tF2") 51— (Transport Layer Security, TLS)
Y—N—FEE. V54TV MRIE BEUH—N—EI54 7Y b EDBORESLRBIELEET 2
—EDI—I,

k—2% > (token)
PKCSH#NEZYa—I)L @ Z20v b (slot) ICEAEMITONIN—RIzT7ELIEFVIMNTIZT7DTN
1 RBEBEY—EREZRHEL. BDEISUTHRAES L VRERELET,

F—2 S 27 A (token processing system, TPS)
Enterprise Security Client E XY — M A— R ZBENGEL T, INHDAY—MNAI— RKDF— E5EH
EEEEYTDIHVTVRT L,

F—2 V&M X7 A (token management system, TMS)

HEICEEYT 2T RXT L (CA. TKS, TPS, BLUTEETKRA) &, AR—KA—K (b=2 V)
DIAE#EBTILDIFERINE T,

{548 (trust)

BAFLEMEOIVT A T4 —ICHELE Y. RFARA VT ANZ 7 F v — (public-key
infrastructure, PKI) Tld, EfE&E. FEBAE DI —H—&. ZDAEZHKIT L BB
(certificate authority, CA) & DEIDEAR%EIE L9, CANBEHEINTWBIGEIE. TD CADHET
TEEMGAIREZEETE XY,

X A DK (tamper detection)

BIWRATEELET— S FRALT— S DROA—T a2 Y ERBIHET 52 EARIET 5 A D=
Z ks,
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UTF-8

SIAZEDEHER—JIE, BFED 7 1 —IL KN (HBR., BB, BEXER. BLCEMNMDAE) T

UTF-8 XFA#HR—PLZET, UTF-8 XFFIE. CA. OCSP, BLUKRATY Ra—H—BL
I—VxV M—EAR=—V THRETENDELLRRIINET, L L, UTF-8 DHR— N,
BFA—NWNTRLRATHEAIND LD REBRIER A VEICIFIERINEH A,

\%

R}¥ES 54 R— ~xy T —% (virtual private network, VPN)

EEROMEWICHN-HBEZERT 2A%E. VPN ZEHAT 2 &, BERAEIESIEINZFvy R
ENLTBETES7D, BRI TIAR—bRy NT—JICHIRINDREDEAHDHEE b5
VY avHBILRY ET,

X509 RX—T 3V 18 LT/N—2 3~ 3 (X.509 version 1and version 3)
EREXBEES (ITU) I #ET 327 U 9 ILAEEAER R,

%3R5

VR

PIo9T47R0OYT
TI7AIWNMDT 7AIDIFEFR, O

AytE—IhFT)—, OJIlBHEIhEY—ER

ZILIY) XL
S BS{beES

7—h47T
O—r—YavXhknJ 774,07 774)\0—57—>3>

41 > X b—Jl, Certificate System D1 Y A b— LB L TF&
F5v=vJ, PKIOFEIICET S F v I YR b

A4 VA M=V O5HE, PKI DFtEICEAT 52 F v 7 YR b

r>—nAy
EE, TomcatDTZ>—&7 /2047

I—yxzvh
F—YANY—DEE, F—DY h/N\Y) —
BEICERT DR— b, R— D5HH

Tz hERE, 1 —iRE
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E])

*21—DRAH, F21—DEMELS L UE
A3, F 2 —0BEMEE L UH

$_
R BSbEEsS
EBBEITY AN —, F—EHE

F—ORY, BEX—OBEEEIORR
¥—F—NAT, ¥—OF7—hA7T
HilH, F—DF—NhA T
BEFE, F—TF—h4 TOFBH
BORER, ¥—0OF7—h4 T
BORESE, F—OF—h4 7

F—YhnRY— F—0Y Hh/1)—
REAE T—IJxV bPEEF—Y AN —RF— LD

F—Y nAY —RBIER
%ﬁ

¥—F—h4 T, ¥—F—h4 TOFHH
F—YhRY— I—Vrv hERF—Y NN —RF—LDH

EZXNLSSL/TLS V54 7> MNEBAZE, GIBEDiESE

/00—y, CA7O—>

A¥—bH—F
Windows 041 >, Windows A¥— hA—KoOs4 > 707 74 ILDOER

y4zvrsnsa—r—rary,ad7r7r4a0—r—3av

T4LI M) —DEY
CS THYR— b, CARATABAED DN BHEDEE

HROBM FHFREMF-EH RS LEHDBEM

FIHIIEL
ExR, TIYINVESE

FFAMA A ND TS =T
CARE
J— M FAL BREEEREE D ES
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ERAE, CAEAHSOEMHBDE
B4R ZELZX—ODERERIDOER
HEBN4, CASERIZDOEHE

k—2 V&, Certificate System Z{ LAY — M H—F bF—J VER

F704 XY NED CADRE
CADEH, CAERZINBAEDEF I - IIERT

— bR REERFEE O ERE
BAAERE, CA ZAAZSOAMIB DK
E48, ELAX—DER LRI DER
#plld, CARIEDEHE

FROY—0RE (77014 A~ bA), Certificate System ZfFfA L/cAY— b h— K =0 U EH
k=2~
external, Certificate System Y 7 A7 ADF—B L CAIAEZE 2 REITEZN—I
internal, Certificate System 4 7Y A7 ADF —B L USIHAEZ2REI B —0
Windows 041 >, Windows A¥— hA—KoOs4> 707 74 ILDOER
AVARM=LINTVWB M=V VDERR, b=V VDER
3%, Certificate System 4 7Y AT ADX —B S CHARAZAREETEN—2 Y

k=2 Y% —Y—E X, Certificate System #fFHA LAY — b h— K h—2 VEH
=2 VB> 25 A, B, Certificate System Z#FHA LAY —bbh—F b—2 VEH

=2 VB> X5 A, Certificate System I LAY — b H— K b=V VEHR
Ay—ZEY 74— AY—bH— FDEA
=2 % —Y—ER, LY, Certificate System #FHL AT — b h—FK b= U EH
N—FKI9 77915 L—%—,Certificate System H TV AT LADF—B L FIAE 2 REFT S h—
4
N—RK9 7 =%, Certificate System VW T AT ADXF—HB S CHARAZERETE L —o Y
AEb—I v EBRBLTLEIW, | Certificate System Y T 27 ADF —H L PFIAZEE RET

50V
Ny 77—3Xhicn¥, Ry 77— (EBLURyv 77— LoOo¥Xr 7
Ny ZJ7—33hTtwaunwaxXy I, Ry 77— 1EXELUtNyvo77—LhLooxXr s
INZATT—FK

password.conf 7 7 4 JLJDEXFE, password.conf 7 7 1 LD

YTRT LAV RY VR & > TEMA, password.conf 7 7 1 L D%
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G

TORTLA VRV ADIBE, Y AT LINAT— FOER

TOFR, ZEEICL D71 T T 14714 —DHESR

AT — RR—ADBEE, €K, /N AT — FR— A DFREE
R— bk

I—TJxr NOBEDIZE, R— bDEHH

B DREIRGE, R— b OFHE

A=), B, BLUBESE, ELHFASIUTBESEETFA I
A—Y—DOWERODET, ¥—0DY h/NY—

A—Y—FAE, 1 — Y GRS

D2 3INFCA ) IEN/CA

JV— b &L CA R REEDES

ov

E])

Ny D7 Y JEFRyIT7INV T Ny 77— {EBLU0RNy7r7r—HLoaxry

OJICEBHZ XN —EX, OJICEHEIhdY—EX

nJoEHE 07
Audit, b Yo avny

I5—, TomcatDITS—¢F7oEAOY

aJ774J)
F 74 hDIFAET, OF

AO—5F—>avXhkI774AVD7—h47, 07774 )b0—57—

O—7F—>a>vo¥y4Ir7, 07774)0—57—>av

aJLRiL, a7 (Avte—Th73TY—)
T7AIMBR ORI (AvE—THh7TY)—)

\'o
w
\

Ay E—INFTY—EEDED ICEET B, , 0T LN (AyE—IhFTY—)

ABLRIVOFEROEBEN, O LNV (AvtE—Ih7TY—)

OJ075y>alilg RNy 77— 1EXELU0NRNyvo7r7r—RLooxry

O47774IVOBROEE
274ANVDT7—h4A47, 7774 )0—57—>3 >

BEORELE OV 7 74O —F7—>a Y

EHIN D CA R, CAGLAZSICL 2 EHOMLHEA
5]
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CRL
#2540 VIREE#E, OCSP F—E X

¥a—, Fa1—DEMMLE LUK
R X21—02R)

YNZGE:
ER, NREORSE

EE X—E8

I b —2 >, Certificate System " 7Y A7 LoD X —H L USIHAZE A RET I —o >

ImAT
ZOT4a7RO7 774,00

-3
DirectoryString ® DER L 1—7 14 Y/ MaF,DER T 11— FIEFDZEH
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