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%1% ENTERPRISE SECURITY CLIENT O E&

Enterprise Security Client i3, XY — M h— ROEE % BRI % Red Hat Certificate System DY —
WTY, TV RI—HY—E €Fa2YT74— VY (RI—F A—R)EFERALT. VI AVF
YV (SSO) TV ARV ZAT Y RNRBIAREDT T r—>avpa1—H—iIAE*RETEEYS, T
v RI-—H—IZIF. B BSk. BLUOZOMOBSEEEICHERIMRAES LUVEISENSE b—
JUDNRITINET,

Enterprise Security Client I&. Certificate System DL h—V VEEB I XA 7LD 3 BB DA T

o 2D2DHY TS A5 L (Token Key Service (TKS) $ & T Token Processing System (TPS)) &, b—7
VEEDREENET B-HDICERINE T, Enterprise Security Client &, A¥—kH—RK&1—
H—DN =V VBB RATALAILTIVERATEDLIILTEI VI —T 1 RATY,

N—2 > D&, Mozilla Firefox ¥ Thunderbird R EDT7 ) r—oavid, N—2 Y %ERBHE L T,
954 T2 MEREEY S/MIME A — )L EDEF 2 71 —8BEIFERTBLDICERETETET,
Enterprise Security Client I, U TFO#EEERHEL X T,

® Gemalto 64K V2 % Safenet 300J Java A ¥ — b 1— K7 &€ D Global Platform ##D X v — b
A—RICHIELEY,

[ ] t#l')7_‘4—|\—7\/7&—:§‘$§b'c\ TPS’CmE&*ﬂ%Jﬁ’)kLi?o
e TPSTh—VVZBERTIAE., EXa)T4— b0 VEHEFELET,
o TEWRIN—VVOIREDRAT—Y AICEAT2EHRERHBLET,

o N—UUDNKRbLNEFBEICANDN =YV TRET—HATELIPETTESELDIC. TPSHE L
UDRMY T RFALILE B —N—AIORERETHR—MNLET,

11. RED HAT ENTERPRISE LINUX, Y YUl A4 v F v, BLUVERE

FYyRNT—1—H—F, FRETIRET—ERICERODNRRAT—REZETINENHYET, &
X, EFA—I, WebFE., O —/1N—, BLUVRY NT—V LDH—N—RETT, EFHDON
AT7—RE#HFLT, BILRXRAT7—RDANEROOLND E, A—HF—BELVEEBEHICE > TEEET
T IVINYA VAV IF, EEBEIPE—DNRAT—RANTFEEHR LTI —D—EDOSA1 VL.
B—ODNRRAT7—REFRALTIRTORY NT7—0 )Y —RICRIATEDLDICTEHHODERETT,

Red Hat Enterprise Linux I, 7—2XF7—>3avA0Qy4 Y, R Y—rE—n"—00Ov 7RIk,
Mozilla Firefox Z{#A L TSI N7/ Web R—IAD T ¥ X, Mozilla Thunderbird Z{&F L /=8
SEINLEEFA-IDEERE, BHOVY—RDV VT YA vF v ESHR—MNLET,

VTN A VTV, AP —ICE > TERITH S EAFFIC, Y—N—BLPRy hT—0DEF2
T4 —IZBFREI1DDBTEHYET, DUV A VA VIE X217 CHRMARRIE R—
ZIZLTH Y. Enterprise Security Client I& Red Hat Certificate System W% 9§ 2 AF#E(1 V77 R
2O Fv—ICEERMITONET,

TXaTRRY NI VRIBAWMIL T D-ODEBED1DIE,. XY NT—I DT I ZREREFD
A—HY—ICT7 V7 EADHRINZE LDILTEIETY, 77 ADNHFIINZ E, 2 —HF—FP AT 4L
ICHLTCEBEE TZ2ET, 2FY, A—H—@ET7ATVT4 T4 —%2RAETEET, CDLIRAED
DELTHEIAE GIRENBEET DI VT AT 1 —2FETDEFRFIAV N ERRT DI ENE
Fohxd,

INLDFAERFRAT— M A—RICRETEET, 21— —DPRAY—MHI—REHATZE, Av—
A—RIFFEREE VAT LICIRTL, 22— —%ZFHBI L TR TE 2L DICLEFT, RedHat
Enterprise Linux D> Y T I YA U F VIR 2 2 DDFREEAED 1 DIERAY— N AH— KRBT,

2 1DId Kerberos R— X DFREETY,
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AR—MNOD—REFBRLEY Y TILGA VA VICIE. ULTO3IDOFIELHY X7,

L I—H—DRAI—r A= FEH—R)—F—ICHFALET, INnlE. RedHatEnterprise Linux
DTS TERERIBIEEY 2 —IL (PAM) ICLYREBINZE T,

2. VAT AL, FBIAEEI—HY—IV MY —IIRvEYIT L, AX—MAH— NTRIRI NG
Ea1—HY—IUVMN)—ICREINTWVWRIRAE LR LEFT,

3. FEAENF—EHE VY — (KDC) ICW T ZMREEICKIN Y &, 1—H—dOJ 4 Y Z2FFadh
i’a—o

Enterprise Security Client &, Y I YA VAV DERBIEFEFNEAY—MA—REEELZ T,

1.2. RED HAT CERTIFICATE SYSTEM & &£ U' ENTERPRISE SECURITY
CLIENT

Red Hat Certificate System (&, FIFAZES L VBOEK. EE. BHFH. UBLEZITVWET,
Certificate System (Zl&, AX—MAH—REEE T Z7HDIC. F—0O%EK. SEFAEZEY 7 TR M DIEMK.
BFVHREZITRY AT M=V VEBI AT LD’HY FT,

2 DD T A7 L (Token Key Service (TKS) & & U Token Processing System (TPS)) I&. ~—2 >
EOREEWIBT B-DITFERAINZE T, Enterprise Security Client (&, A¥—hMA—RK&a—H—H
N—VVEBYRTALILTIVEATESRELDILT B, V9 —T (1 ARTY,

HEH 4 DD Certificate System Y 7Y A5 Lld, M= VDEBAZTVWET, 2Dk =2V DEE
(TKSBLVTPS) I, I 2 DIERFEBAI VY T7FA NS F v — (CAB LUV DRM) RO ESIEAED
BEERICERALIT,

® Token Processing System (TPS) IdAX— M A— R EWEFEL., I—H—2FN\A ABEDHE
DIVTATA—DF—EFAPAEEZERS S VPRETEDELDICLET, AY—MAO— NEE
I TPS ZRAL T, FRAEZENT 2R T — 9 ) ANY =T x—I v —REDT I 3
VICBELEY T RTLAICEEIN, F—27 -4 T76LCEELET,

® Token Key Service (TKS) &, TPS EA¥— M H— FEDBEICHERINZWHTRMBEER T /IE
BELET, TKSICE>TERINLBEOEY MME, A—RFD—EIDZHEICLTWS-HEE
DEDER>TVWETY, BIZ, AN—MH—RETT74—<3v hEh, COREFALTR
I—MA—R&ETPS EDEITREARESILT 2H. FLIFRIEETVET,

o ZRIIF/ (CA) I, AX—MA—RIREINTWEZ 21— —AEEER L THEELE T,

o WE(ZISE LU T, DataRecovery Manager (DRM) I&, AR— K A—RDF—%T7—hA4 TH LV
BxlLEY,
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B41.1 Certificate System DA <¥— b h— FOEE %

The TKS derives unigue
keys for the TPS based on the
smart card's CUID.

(3] &%

The TPS sends

certificate requests
to the CA to enroll
the smart card.

Token Key Service

----------------------
ey
.

Certificate Manager b 6 e as

the certificate

to the TPS. The TPS and ESC ||
4 1 Toen  MEGUIBISE
b over LIsing [
Processing s e k’?_

System
Enterprise Security Client

o 2 P Smart Card
The TPS and smart
card communicate

The DEM archives

the keys for the Smart card operations over SSL using
smart card. ?-Essf;mgrﬁge? the a secure channel.
DRM (Optional) subsystems.

TPS 1. 1.1 [Certificate System DAY — hA1— ROEEAE] IZRT & D IC. Red Hat Certificate
System N—0 VBB RTLDHLERBZNTTY, h—UVIFTPS Lt EERELFT. TDE.
TPSIETKS EBELT, TPSOR—J VBE ) IKFRATEZ2—Z0HEOEZY N2BEBLET., R
Y—hA—RDEFEINDE, b=V VICHLWHEBREMERINE T, F—DT7—HA4(4 TE2HRET 2
B, TNODF—% DRMQ) TP —HA 7TXEF, CAREER Q) #WEL, h—2 ViC
RETDAAZILRT LI T, TPS K. INh 5 DEEBAE % Enterprise Security Client (4) ICRL £ 7,
INBIEFN—=IVILREINET,

Enterprise Security Client I&, TPS BRE£A HTTP F+ >~ XJL (HTTPS) T h—2U v &BE L.
Certificate System & & HICTPS AN L GEIEY 2/81 FICRY E T,

N—2 > %ERY %ICI&. Token Processing System A" h—2 V%R L TGBIETE DL DICTIHNE
DHYET, WELGREEFIHAET A —2 U %FZREL. Certificate System IC h—2 Y ZBINT %728
IS b=V VERMICER T2HENHY £, Enterprise Security Client i&. b—7 V2 &I 5T
VRIVTATA—DRA-F AT A RERHB/LIT,
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5525 ENTERPRISE SECURITY CLIENT O 1 Y X h—)l

2.9 5A TV RTHR=—MINBZ TSy N T4 —A

Enterprise Security Client 1 >4 —7 =4 ZI&, Red Hat Enterprise Linux 73 BA\BED TS v M 7 # — LA
THR—PMINTWET,

F 7. RedHatEnterprise Linux5 8& U6 DRFH/N—Ta v THEHR—IIhFET, ThHDT5 Y

N 7 # — Lsld Red Hat Certificate System 10 ZHR— K LEHAMD., TDV 54 7> biE Red Hat
Certificate System 10 D TMS Y R F ATHERTEZE T,

22. 0N T DAY —MAH—R

ML, Red Hat Certificate System10 ) ) =2/ —k TEYE T/ avESRBLTLEIL,

2.3. RED HAT ENTERPRISE LINUX T® ENTERPRISE SECURITY CLIENT
DAVAMN—=IELVT VA VA=)V

231LESC O ZA TV MDA VA N=I

Enterprise Security Client D4 ¥ X h—JLORINDFIEIE, BEBRNNY F—I %52 oO0—-—R§TBE
TY. NuT—VEBMETIAEEF2D2HYET,

o HNRHII—R—FIDMLISOM A=Y AEFI>O—RKT 3,
® RedHatyum 1—7« )74 —%FERT %,

RPM ZEN8 92 A% LT UTFDLSICyum A Y RS vaA—T 1 )T 4 —%FHAT 3 &0

I # yum install esc

yum I Y RO EHEICSET T % &, ER Enterprise Security Client RPM & RFRAGRNTRTA VR
h—LIh, FRATEIREBICRYET,

pa 3]

yum 1—5 1 1) 7 1« — %R L T Enterprise Security Client #4 ¥ X h—JL L2156

lE. 9547 MDITTICA VAN —=ILINTWBEDTHICA VR MN—ILTZNHEIEH
UEHA, UTOFIETIE. CDAA=IDBBA VAN —=ILLET,

1. root 1—%—¢& LT, Enterprise Security Client /Sv o —Y %4 VA M—=J)LLE T,
I # yum install esc

Enterprise Security Client (&, Red Hat Enterprise Linux 32 E'v k< X5 LD /usr/lib/esc-1.1.0 &

Red Hat Enterprise Linux 64 Ev b2 X7 A®D /usr/lib64/esc-1.1.0 ICHY T, esc>TILRV ) T b
A lusr/bin/esc ICA Y A R—IJLEINTW3, esc AY > K%ZE{TT % &, Enterprise Security Client %
EBTEET,

Enterprise Security Client for Linux I&. A¥—MAh— RDIEALZFHT 2EER L TEITINET—T
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8522 ENTERPRISE SECURITY CLIENT O X b—JL

v(escd) ZRELET, BEHEINTVWARAVWAIY—MNI—RKPMEAINZE, T—EVIZEFHNICI S
47> KUl ZZE) L. Enterprise Security Client i1 RICE> TEHF IO A% EHET, F

7=. System Settings % &R L T Smart Card Manager #3%7E L T. System X a2 —"L 0 547V
NEFETEETHIIEELTEET,

232.ESCOZAT7> MDA VA N=)b
. IRTOUSB b=V ZBYHLET,
2. Enterprise Security Client {21 L 9,

3. root1—H%—&LTAYA VL. rpm-ev Z{EMA L T Enterprise Security Client RPM Z HlF& L
i-a_c

I # yum remove esc

pa 51
A BEVONR=I3aVIT—HTERPM 77 A LDN—Ta VESEEHLET,

4. A VAN =IT4 LI MN)—DBEYDT 74 ILEHIRLE T,
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253% ENTERPRISE SECURITY CLIENT O {#
LUFDtEY > 3> TlE. Enterprise Security Client ZEB L7 =07 Y DOFKRK, 74—<v b, &LV
IRZAT—RDY Yy NOREICETZERNLFIEZHBALE T,
3.1. ENTERPRISE SECURITYCLIENT O L1474 Y
2L DFOTSLIE. MLAFAEIBRT)TZICTAIVLEHY., TOLHIBTaA4AVEFRLTTO
TS LDEEEREITEEYT, BFE. 74027y I L TCAVTFFRAMMZa—IIBELE
9, Enterprise Security Client &, Z¥— K A— ROFAPHIRREDT S —T7o>avDY—IL
FyvThE, NLATAOVERBLET,

B3I =29 MLA7AAVBLITY—ILFy TOMH

Smartcard Inserted! :

"Example Corp."Security Smartcard Inserted
into the computer.

T 7 4L NERETIE. Enterprise Security Client 2’281 L T. BEIHIC M L 1 B ICHKR/MEINZE T,
Red Hat Enterprise Linux Tl&. Gnome DBRIMEIHABEMIC/R > TWBIFEICRY., LA T4 IUD
RRINZET,

3.2. ENTERPRISE SECURITY CLIENT D#2 &)

Enterprise Security Client DF2ENICIE. LD 2 DDEEAH Y 9, Enterprise Security Client 7’0
CRERBLT, BAINACAY—MNA—REFLRE M=V UV ERETES LD, BRAKETING Y
ENHYET, AN—MA—FKPEAINLY, FLEFETHS I ENTES L, Enterprise
Security Client DA —H'—A V4 —7 x4 A BEMICHAET T,

3.2.1. Red Hat Enterprise Linux T® Enterprise Security Client D37~

a< Y RS 4 U H 5 Enterprise Security Client 7 —E > (escd) Z#FB L £ 7,

I esc

CDTF—FEVIFAT—MNH—RERERKWICY vy AV L, AN—MNAO—RPEAINZ ETICGUI AR
xFd,

Enterprise Security Client GUI = F&) TR < ICI&. Applications. System Settings. Smart Card
Manager DJEICV ) v IV LET,
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@ Preferences

_.!__i'! Administration @, Authentication
<= Date & Time

@ Help

I ¥ Display

trey About GNOME

Log Out root... %} services

~ Smart Card Manager
suspend ﬁ:’
¥ System Log

System Monitor

@ Users and Groups

3.3. PHONE HOME D% &

Enterprise Security Client @ Phone Home #g8l&, &#A~XY— M — NRAODEHR%E. BEED TPS H—
N—3& & U Enterprise Security Client Ul R—2 Z R IEHRICEER 17 F . Enterprise Security Client
DHLWASY—PMA—RICT IV ERATZLGIC, TPSA Y RAHY ¥ RITER LT, Phone Home 5%k % BY
BTEET,

Phone Home IECDEHRZEZMBLTF vy v alEzd, COBEHRIFO—AILTHFyryaIhTWak
H, 74—V NINCAIT—PMA— P EAINBLZPICTPSH T AT LEBET 2REEHY
Ft A

COBERIEIF—FLEN—V VY TEICBLZBEDHYET, DFY,. BERD TPSH—N—BLUVE
BRURL A EPLHRIT =TI —TTEIRETE LT, Phone Home 29 % &. Enterprise
Security Client #FEITHREL TELWH—NN—E URL ZFET B I &<, RITECRHBEMNTE
7% TPSH—N—%BETEET,

pa )

TPS %7 A7 Ah Phone Home #BEAFRTEX 2 LD ICT B ITIE. LLTFD L S IZ TPS
BMET 74T Phone Home 2 BRICT Z2IMERHY T,

op.format.userKey.issuerinfo.enable=true
op.format.userKey.issuerinfo.value=http://server.example.com

3.3.1. PhoneHome 7O 7 74 JLIZCDWT

Enterprise Security Client I Gnome ICEDWTWZE Y, Enterprise Security Client & b — 7 >~ D1EHR
EReyyraddeE, BERIFI—Y—DRET7 71 IVIREINE T, JREID Enterprise Security
Client DEEEIFFIC, —N—ZBUTERTZ2HADYIC. RET7AULDSBEREZDEL Y,
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A —MA—RKH¥EAI N, Phone Home A b H—X 1 % &, Enterprise Security Client (E& 411
h—4% > T Phone Home URL %52 L £ 9., Zhld. Enterprise Security Client A* TPS N D #E#E % 5
T927DICERYST 74 MURLTY,

h—4% > IZ Phone Home &R A AW 54, Enterprise Security Client Ul @ Phone Home R4 > % %

1) % LT, PhoneHome URL {E%# FEITIEETEXZ Y., [PhoneHomeURL ME&E] %A#SBRL TK
IV, ZOMOBERIE. b= 007 1+—< vy MEFILREIN, REINF T, CDHFE. St
aA—HF—ITHE®D Phone Home URL 12 LEF 9, 2—H¥—HAURL ZEET D&, 74—vv 7O
ERIZE Y, BKBY DIEHRD Phone Home 7O 7 7 A ILIEBMINET, 74—< v hD 7O,
A—H—CIFERRZEDTIEHY THA,

3.3.2. Phone Home URL D&

Enterprise Security Client (&, TPS EBET2 LD ICRET 2HENHY FF, ThiL. Phone Home
URLBHTITHONET, 74—y hINeb—0 Y (BETELIFITHMMICLY 74—< v MATEE
ICIE, I TICZOURL DREINTWEBRENHY ET, h—I DT 4=y hINTWARWE
#&. Enterprise Security Client I& Phone Home URL Z#EETEF A, TDELIRED h— VTl
URL ZFEITEET 2REN’HYET,

Phone Home 1% » % A9 % &, 1—4H —Id Phone Home URL Z3EETEXF Y,

. ZBDO M= UHEAIN S, Enterprise Security Client Ul @ Phone Home R% > % 7 ') v &
LT, BREYA707%REET,

2. TPS Config URI 7 1« —JL RIZ, HILWTPSURL # AN L E T,

33.0KE2 Yy LTRELET, FIHD PhoneHome URL AIEEL K BEIND &, BY DIER
MNEE XN, PhoneHome 7O 7 7 A ILICEMINZE T,

B43.2 Phone Home URL D& E

Phone Home Configuration Information

Enter url: ex: http:/ftest. host.com:B080/tps/phoneHome

I | ok

3.3.3. Phone Home % {9 % TPS D& E

10
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Phone Home #&E &, Phone Home #EENFER T2 I F X F R4 1 TDIEHRIL. TPS »° Phone Home
ZHEATEZLDICHEHNICEREINTWVWSHREICRYKELE T, €O TARWEE, TPS I D#EE% &
2L £, Phone Home L. /var/lib/pki/pki-tomcat/tps/conf/ 7«1 L 7 k') —® phoneHome.xml T
BREINFET, ZhIZLY. Phone Home BN XML ICHAINZE T,

f513.1 TTPS Phone Home 5% E 7 7 14 JL] &, Phone Home #4BEA B ET D TPSH TV RFALICEL ST
FRINBEXML 774 ILOFIERLTWET,

$13.1 TPS Phone Home XE7 7 1 JL
<Servicelnfo><lssuerName>Example Corp</IssuerName>
<Services>
<Operation>http://server.example.com:7888/nk_service ## TPS server URL
</Operation>
<UlI>http://server.example.com:7888/cgi_bin/esc.cgi ## Optional
Enrollment Ul
</Ul>
<EnrolledTokenBrowserURL>http://www.test.url.com ## Optional
enrolled token url
</EnrolledTokenBrowserURL>
</Services>
</Servicelnfo>
TPS %% URI & TPS #—/X—® URL T. %Y D Phone Home & % Enterprise Security Client IZ3R L
£9, Z®d URL Ol http:/localhost:8443/tps/phoneHome T3, T D URL (&, HEIZIGL T, ¥
VU BERBEERNAAVE IPVAT RLRFELIEIPV6 7 RLRAAESRTEET, TPSEE URIICT
PERETBE, TPSH—N—F, IRTDE—LT 1L 7 M) —1EH,% Enterprise Security Client IZ3R
TEOITKOOLNET,

Smart Card ¥ —/N\—®D URL 27 X b T3 I(ZIE,. TPS Config URI 7 1 —JL RICT7 KL X ZAA
L. TestURLZ2V ) v I LEY,

P—N—[CEBICERTDIE. HNERIAYE—YRY VADNRIINET, TR MERICKKT S
& IS4 TATHRRIINET,

3.4. %39 51— —0DHTE

Token Processing System "1 Y XA h—JLE N2 &, BREDI1DIC. M=V VDEFENFAIIND1—
H—HDEFNDZIDAPTA LIV N —DHYET, CORET LI M) —ILREIRTVWE 21— —
DHD b—TVDEF. 74— v b, FLEABZHFIINTVWEY, b—IVFLBERAT—H

A—RDOEHREZAADRIC, BEEZEKRTZ2OI—H—DNLDAPTA LI M) =TV M) —D'HBZ
EHEFERLTLLREIL,

TPS ., LDAP T4 LI M) —DFER—ZADN ZWHERTDLIICEKREINTLWET, ik, TPSD
CS.cfg TREINZX T,

auth.instance.0.baseDN=dc=example,dc=com
auth.instance.0.hostport=server.example.com:389

A—H—NRN—0VDBHFEHFTTDICE, 1 —F—IFRX—ZXADNDERICHINEI HY T,

A—H—ICT Y N —DRWESIK. BEDODR—ADNRHICEEELZLDAP T4 LY MY —IZ, 21—
HF—2BMLTHSETHWE, N—I VB Z021—H—ICEHFETITEHA,

11
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/usr/bin/Idapmodify -a -D "cn=Directory Manager" -w secret -p 389 -h server.example.com

dn: uid=jsmith,ou=People, dc=example,dc=com
objectclass: person

objectclass: inetorgperson

objectclass: top

uid: jsmith

cn: John Smith

email: jsmith@example.com

userPassword: secret

35. A% —hMH— FDEHE

Manage Smart Cards R—L 2 FHT 2 &, = VILREINTLWIBESEHOWTNIMNIERTES
Z DBREEERTTEET,

ZDR—=VZEFALT, =2 2DT7+—< v b, A—RONRRAT7—RDEEEV Y M., BLUVH—
RIFERRDERREITI I ENTEZE T, TOMD 2 DDRE(M—0 v DEHFS LUBHO T DERR)
I&. Manage Smart Cards R—I D SET7 IV EATEEYT, ThoDREFMMOEI > a3y ThbhE
-a_Q

B33 AY—hh—FKR—=JDEHER

i Smart Card Manager i [ %]

I;Ejﬂ Manage Smart Cards

This tool helps you manage your smart cards and to examine their contents when you are having problems.
To manage your smart cards, you must connect them to the computer.

Active Smart Cards Smart Card Functions

Ly
Example Inc John Smith ENROLLED

ViewCertiﬁcates] [ Diagnostics

E\

3L AY—MNA—FRDT7x—7v b
AX—MH—RETx—<7v b TBE, FIEEINTUOWARWNVREICYEY NINET, ZhicLY., L
BIICERIN/ZI—HF—DF—RTHAITRTHBRIN, BFRFICAT—MI—RICBEINL/NRRT—
RASEHEINE T,

AV—MNIH—KRE&EI#4—7vyv hT3BICIF. UTETVWET,
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L WL TWBAY—MA—RZOE1—49—ICHEALZY, — K2 Active Smart Cards
F—TINCRRIND I EHMELET,

2. Manage Smart Cards E®E® Smart Card Functions 22> 3> T, Formatz7 ') v 7 L &
E

3. TPS bql_ﬁ_g?g\giEFH ‘:EQE-S TL'C Ly 6t7/%é"1 DII..\EIIE&‘ ’f A 7 ‘\-:L -'j-\ ulu\uIE I‘ii&%kj} l/
T, Submitz27 vy o LZET,

4. 74—y hTOCRAFIC, h—RORTF—H AN BUSY ICEBEIN, EBNN—DPRRINZE
T, 74—y N TOCANTETTEE. BHIAYE—IHRRIINET, OKEZSZ v oL
TXytE—YRy P REFHALET,

5. 74—y N7OEANET 35 &, Active Smart Cards DFRIC. UNINITIALIZED & WD
H—RRATFT—9ZADBRRFINET,

352 AY—hA—KRXRT—FDYEY b

H—RAEZHFLAEBICA—Y—DPRIYI—MNAI—RDODNRRAT—RAESNEZEESIE. RAT7—RAa)tEvy K
TEFd, AN—MNA—RDNRRAT—R&EYtEY NT5ICI1F, ROATY REETLET,

L WL TWBAY— M A—RZOE1—49—ICHEALZY., #— K2 Active Smart Cards
F—TINCRRINB I E5MELET,

2. Manage Smart Cards EE® Smart Card Functions 7 > 3 > T, Reset Password = 7
)v - LT, Password ¥4 7O/ %K RLZET,

3. Enter new password 7 41 —JL RICHILWASY— M A—RRRAT—REZAALZET,

4. Re-Enter password 7 1 —JL RTHILWAY— M A— KRR —REZHRLT. OKEZV Y vy
al./i-a_o

¥., Smart Card Manager

@\l Manad@ - =] 2%
T

This tool helps you mang 1]  smart Card Password contents when you are having problems
manage your smart cards, *

~ Active Smart Cards ~ Smart Card Functions

59 Enter new password:
: Red Hatlnc Da [ ] ' - E lled
Re-enter password: m - Ll

= 1 -
T | o '|
o) (Cama ]
| View Certiicates | | Diagnostics |

5. TPS bql_ﬁ_g?g\giEFH ‘:EQE-S TL'C Ly 6t7/%é"1 DII..\EIIE&‘ ’f A 7 ‘\-:L -'j- ulu\uIE I‘ii&%kj} l/
T, Submitz27 vy LZET,

13
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6. NAT—RD) Yy METTE2DE/HHET,

353 GEAZE DR

Smart Card Manager (3. RF L@ PiIAERE, BIRULARAT— M I— ROEKREREZRTTEFE
T, MAERHRERTT HICIE. UTEITVWET,

L MELTWBRAY—MA—RKAEOQVE2—49—IlEALZF T, 71— KA Active Smart Cards
T—TIICRRINE I E=MEBELET,

2. —EMhSH— RKRAEREIRL. View Certificates 22 ') v/ L F 7,

Manage Smart Cards

This lool helps you manage your sman cards and 0
manage your sman cards. you must connect hem 1o he

Active Serart Cards
et haaed To

;mwmmwﬁmﬂ[ Duagrossics

ZhiIC&Y, YU TIVES, SIEEDZ v I R—A, AWALE, h— FIREFESNTWSEE
HEDERFRERTLET,

3 SIBREICET ZRHMIERARTT I, —EADHBBELRRLTCRR A Y v I LET,

14
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Certificate Manager x|

Your Certificates | Servers I futhorities I

ou have certificates From these organizations that idenkify wou:

Certificake Marme | Security Device | Serial Mumber | Expires On | i}
f=| Example Domain
encryption key For wsmith  Wally Smith 46 gl24/z011
signing key For wsmith W ally Smith 45 5f24/z011

View ., |

3.54. A¥— M hH— RDESR

FEAEDRAT—MA—RIE. BEIEZRFIRZEHRL TEEMICERINF T, Manage Smart Cards
BeezFERAL T AXN—MAI—REFEHTERITDIELTEIT,

A—HY—F—RPTIN—VV%EFHRTBHE. b=V VIESSL YV Z4 7> MREEY S/MIME 73 & D3E
BENR—ZDBREICHERATE XY,

R

TPS H—N—E, h—=2 D kbhiBZaIC) AN) —TE 2L, y—/N—LET
A—H—F—R7EEKL. DRMY TV RFALATCT—HATTBEIICKETEET,

AR—bMA—RZFETERI ST, UTZ2ERTLEYS,

L ML TWARESFDRAT—MNA—RAEOAVYE2—49—IZEALET, 51— KA Active Smart
Cards T— 7 IICKRRINDZ &R LE T,

2. Enroll %) v - LT, Password ¥4 7OV 52K RLET,

3. Enterapassword 7 4« —JL NIZEFTILWHF—/RRXT7—RZAALZET,
Re-Enter a password 7 1 —JL RTHR/NXR T — REHERL X7,

4. OKEV )y LTEZERIBLET,

5 TPSAA—H—FRRICKREINTWBIGEIL. REEY,1 7a7ICa——RiERE AL
T, Submit#2 )y LZY,

TPSAF—%EDRMICT —HA TTBLIICHKEINTVWEIBAI., EH ORI TF—D4E
RELVT7—H4 THEBINET,
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Bl EscAuthenicaion  [BIEE

LDAP Authentication

This authenticates user against the LDAP directory.
LOAF User 1D

LOAP Password

Submit

BN TdTDE, AN—KMAOD—FRDRAFT—49 AMNENROLLED & LTRRINET,

3.6. EIREDE2#T

Enterprise Security Client (&, EAXRMRBETY —ILE, AY— M A— KDEBAPHIBR., H— RKD/RR
T—ROEELE, T53—P—BHRANY NERTTIEERAVI—T A ADNEENTVET,
2RV —ILId. Enterprise Security Client, A¥—hA— R, 8L TPS EHHOBEICDOWT, 21—
P—IRHELTEBNTEEY,

Diagnostics Information 7 1 > R &< ICIE, REETLET,

1. Enterprise Security Client ZF & £ 9,

16



@ Preferences

_[_Ig“ Administration

@ Help

B9 About GNOME

Log Out root...

E suspend

853% ENTERPRISE SECURITY CLIENT Of#f

g Authentication
% Date & Time

EE_J Display

E} smart Card Manager

¥ System Log
System Monitor

@ Users and Groups

2. —"EHLHRBIBDAT—MA—REZRBRLET,

3. Diagnostics "% %27y I LEY,

Active Serart Cardy
Tunase s

Manage Smart Cards

This 100l helps you manage youw sman cards and 10
manage yow sman cards you must connect hem 10 he

4. Zhil&Y, FIR LR — hH— KD Diagnostic Information 7 1 > RUABEEX 7,
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udl Smart Card Manager | |

‘gﬂ Diagnostics Information

The information below is diagnostic information that your system generates as you use your
smart card. If you are having smart card problems, you may be asked by your support engineer to
send this information for analysis.

SMART CARD DIAGMNOSTICS REFDORT )
=Software Version Information™*

Smart Card Manager Version: 1.0.0-18.e815
System Versions: mozilla/5.0 (x11: u: inux i686; en-us: rv:1.8.0.1) gecka/20061024

A ctive Smart Card Detailse
Mumber of Smart Cards Detected: 1
Smart Card 0

Smart Card Applet Version: 1.1

Key 1D:; 402000020M020000cE80

Status: ENROLLED

Izsuer; Example Inc

Phone Home URL: http:)/ server. example.com: TEB8/cgi-bin/home.cgi
Smart Card Server URL: http-:,f,.'&enw.uarm:l:.cm:?ﬂﬂ-ﬁink_ seryice
Enrollment UI URL: http://server. example.com: 7888/ cgi-bin/enroll.ogi

Certificates on Smart Card
Certificate Mickname: jsmith [John Smith]-signing key for jsmith

Izzued to: UID= jsmith, CM=]ohn Smith, 0l =enginesring, 0= Example
Issued by; CN=Certificate Authority, O =Example Security Domain,C=U5
Validity from: Thu Oct 26 16:15:50 2006

Validity to: Sun Jun 08 14:00:44 2008

Serial number: 302

Certificate Mickname: jsmith [John Smith]-encryption key for jsmith

lzzued bo; UID=jsmith, CH=]ohn Smith,O0U=engineering, 0 =Example
Issued by: CN=Certificate Authority, O=Examphe Security Domain C=U5
Validity from: Thu Oct 26 16:15:57 2006

Validity to: Sun Jun 08 14:00:44 2008

Serial number: 303 -

| Copy To Clipboard | |  Close

Diagnostics Information EEICI&. UTDBERIRRINE T,
® Enterprise Security Client D/N\—2 3 V&S,
® Enterprise Security Client I & > THH I h— KD,
REINEZA—RT LI, LTOBBRIRRINET,
¢ AY—hFA—RTEGFLTVWBT7 Ly hDN=Y 3,
o XY—bMhAh—RDEHFHFID,
¢ N—FRDRAFT—F R, LTFD3ID2DVWThMTHRY XT,
o NO_APPLET, ¥—h'HMHIhFHATL .,
© UNINITIALIZED, F—A"MRHINTE. FAFRIEFINTUWEHA,

o ENROLLED, M XIN/=h— KH, SBAES LI — NERICEHREINTVWET,
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71— K@D Phone Home URL, ZMhid., T RTD Phone Home 1R A ST 576D URL T
ERR
Example Corp. I ED A — RFETEH

51— KD ATR (answer-to-reset) XF5, ik, AR—MH—RKDERZ VS ZDHAIE
ATCEX2—E0DETY, LExE, UTOLIICRYET,

I 3BECO0FF8131FE45A0000000563333304A330600A1

TPS Phone Home URL,

TPS #—/N—®D URL, Z ik Phone Home R TEIRINF 7,
TPS &8k 7 # — /s URL, Z1id Phone Home SR CTEEINZE T,
A—RICEENDZRAAEICEAT 5 FHIFR.

E#HTD Enterprise Security Client T2 — & — 7% 4 R¥ M OF@HR OO 7,

Enterprise Security Client (&, 2 @R DEEIERZELEHKLF T, Ihid. AT— M H—FIZL>TRE
nic T5— %58 L. Enterprise Security Client B THE L ARV b Z@REHKLFT, L, R
R—MNA—REREDEKXBERZRLE T,

3.61.ITo5—

Enterprise Security Client (&7 — R &R L £ A

SEEAEDESR. NRXAT—RDUtEy b, 71—y MREQRE, A¥— M H— FOREHICAH
BEHNFEELITY,

Enterprise Security Client I&, R¥— M A— KA ADEHRELXVNE T, Zhidk, PCSCT—EV
EDRBIETHEBEIRET 2 EHRET IHEMENHY £,

Enterprise Security Client & TPS BD#E KA Kb F 7,

AX—FMA—FE TPSICKEDIZ—I—RZHETETET, ThiE, XvE—YDRERRERICHELT
TPS M tps-debug.log 7 7 1 JL £ /= |& tps-error.log 7 7 1 JLICEEEHRINF T,

KINAY—MhH—FKOTZ5—a—F

RYIO—F

—BR TS —a—R

6400

6700

6982

6985

REDDM L

LcDEE-LRE

X2 T4 —RAFT—FADHELINLEW

P S SN Ve R gRANA
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RBY3d—F Bl

6a86 EE -7 P1P2
6d00 ESVIPANE
6e00 |mMR S 2

A VAMN=IEAHAHLT—

6581 AE)—[EE

6a80 T—8 74—V RDBRSTcNFTA—H—
6a84 T+ XAE) —BE

6a88 SRT—IDREDIHNLAEN
HIFRT S —

6200 T r—a v ERIBHICHIBR
6581 A —[EE

6985 SRT— Y ZHRTE AW

6a88 SRT—IDREINLAN

6a82 TV r—= a3 vhAROASREN
6a80 AYY RTF—H DEAEL 2

F— S RETS—

6a88 SRT—IDNROINLLEW

AT—Y AT I—

6310 SYEBLDT—9HFARTEE
6a88 SRT—IDREINLAN
6a80 aAYY RTF—9DEHNEL AW
FARAHTLTT—

6581 AE)—[EE
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RYa—Fk e

6a84 oA€Y —BE

6a86 fE& - 7 P1/P2

6985 ERZREELZINEWN
3.6.2. 1RV K

o N—RDBEABLVHIFR, ERBICTET LIcBE. T5—DOREERZH— FEFLREDERMA
IRV K,

® TPS H 5 Enterprise Security Client ICHREINZ TS5 —,
o HHLINLNSSHESSA T —,

o MHINLEFOMDELNILODAT—RMNA—RARY N,
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FAZEWEBBLUPA—NWNI ATV N TDAY—MNA— ROER

AX—MH—RDEHFEE. AX—FHA—RIZSSLISA TV NRESLVS/MIME A —=)LT7 T &r—
DIAVIERTEZYT, PKCSHNEY 2 —ILDOZRIEERY, ARL—FT 1 VIV RATALILE>TE

2274 LI MN)—ICEREINFT,

F4.1PKCS #11 €Y 2 —IILDIGFR

EVa—-I%

Red Hat Enterprise Linux onepin-opensc-pkesll.so /usr/lib64/

4. h—=OICFLTSSL A Y R— G 2T 50 —DERE

=20 >DSSLEHYR—NTBLDICFirefox TS0 —%2BETBICIE. UTFEETLET,
. Edit A =2 —%FX. Preferences ZERL X7,
Firefox IKX Za—N—HPREAINBWVNGEIF. A F—2H L T—RHICKRRLET,

2. Advanced TV k') —T Certificates ¥ 7% &R L. Security Devices K9 > %7 1) vy L &
-a_Q

3. PKCS#1T R4 NX—%2EBMLET,
a. Load "% %40y o LET,
b. EYa—ILEZEANLEY,

Browse %7 ') v 2 L T. Enterprise Security Client PKCS#11 RS A N—54 T3 ) —%
EIRL. OKZ2 Yy I LET,

Device Manager
Security Modules and Devices Details Value
7 NSS Internal PKCS #11 Load PKCS#11 Device - o x :
Generic Crypto Servi Chanqge Password
Enter the information for the module you want to add. . i
Software Security De Load
Module Name: | Red Hat PKCS#11 Module =
~ Builtin Roots Module |
Untload
System Trust Module filename: | fusr/lib64/onepin-opensc-pkes1l.so Browse... -
Enable FIPS
Default Trust Cancel oK

4. CAPEREBRINTWARWEEIF, CASIAZE 29 O0—RFLTA VY R—bMLET,
1. CATTSSLENd Entity R—Y %X Fd, L& AIE UTOLDICARY FT,
I https://server.example.com:9444/ca/ee/ca/

2. Retrieval ¥ 7% 7 ') v 2 L. Import CA Certificate Chain=7 ') vV L £ 9,

3. Download the CA certificate chain in binary form =7 1) v 2 L, Submit%=7 ') v 7 L
x7,
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4% WEB 8L UTA -V I 547 FTCODRAY— bh— FOFEH

4. BRAEF I —VERFETIEUNLT ALV M)—%ERL, OKZV Y v I LET,
5. Edit > Preferences# %7 ') v ¥ LT, Advanced ¥ 7 %:#RL £7,
6. View Certificates "9 %0 )v 7 LET,
7. Authorities #2 ') vV L. CASIRAEZE %A1 VY R— ML ZE T,
5. FIFAEEFHEREFRERELIT T,
1. Edit>Preferences% ¥ ') v~ LT, Advanced ¥ 7% EIRL ¥ 7,
2. View Certificates K9 > %7 1) v 2 LET,
3. EditZ2 )y LT, WebH A hADEFEZHRELZFT.

EFFRZ (L SSL ICFEARTEZ T,
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5555 ENTERPRISE SECURITY CLIENT D&% 7E

y 13!
A Enterprise Security Client (&, BINDEREX LICEETE T,

5.1. h—7% V1#{FD LDAP FREE D E&h1L

FTI7FIWINTIE, M=V BEEERTDZEI—S—IXLDAP T4 LY M) —ICR L CERIEINE T,

A—H—IIZT Y N)—DHBFEIE. BEHIEFRAIINET, 22— =TV M) —=DRWGEEIE. BE
MEEINZET,

FRANEBWCEEYA TO1——DIFEIE. LDAPSRHIA#EMICT 2 AN L YRBE TEYAHFIEICK
YFJ, Inid. Enterprise Security Client X E CIHEEEINFHEAN, M—J VB X T LFKET

BEINDH, TPSEEEICLE > TEFTTINEL,HY £,

L TPSH T AT L%EEELET,
I # systemctl stop pki-tps
2. TPSHREZ7 7M1 IVERETET,
I # vim /var/lib/pki-tps/conf/CS.cfg
3. BEENTA—4—% false ICEREL F T,

op.operation_type.token_type.loginRequest.enable=false
op.operation_type.token_type.auth.enable=false

operation_type (. enroll. format. 7| pinreset 72 & D LDAP FREEAEMICAR > TW D
N—OVRETY, HIEEYA TTRIALZEMILTH, MOEEY A TTIIEMITARY X
A,

token_type ld h—2 > FOT7 74 TYE, BEDI—H—., ¥ V71 —HYEE LUt
FaUT4—HBEFENEE LTI TIFLMOTATFAUDHYET, thDiE
FOA—F—PHAAEDHRILN—=DI V94 TEHYET,

EZE UTFDLSICRYET,

op.enroll.userKey.loginRequest.enable=false
op.enroll.userKey.pinReset.enable=false

4. TPSH T RTL=BEBMLET,
I # systemctl restart pki-tomcatd@pki-tomcat.service

TPS R EDMwREICDOWTIX, [Red Hat Certificate System 10 B A4 K | TEEBALTWET,
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fT5A SHETIREE

TEXA tNET B FE

WETBSIEATA RICBETZEDTHY. RedHat Certificate System D/N—2 3 VES & LBERH Y
Ft A

®ET 10.1-0 Fri Nov 20 2020 Florian Delehaye
Red Hat Certificate System 10.1 D 4 K% /NF,
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