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£51Z CEPH RESTFUL API

A ML —YEEEIF. Ceph RESTful API 7213 81C Red Hat Ceph Storage Dashboard M2t 9 %
Ceph APl Z#f#FH L T. Red Hat Ceph Storage 7 2 A9 —&XFET 2 I &N TE X9, Ceph Monitors
BLVOSDICETZIERE., TNTINDREA SV aVERRITEET, Ceph T—ILEERFTLIE
WEITHIEETEET,
Ceph APl IR DIREZFERAL X,

e HTTP11

e JSON

e MIME 8L U HTTP O 7 > Negotiation

o JWT

INSDIEAIL OpenAPI30 ICEHL THE Y., APIEX, EX VT4 7R, AVFYYIVIA—T14YV
g, N—=ravER B BIUERERELTVWET,

1.1. AR S
o EEMNDEITHD Red Hat Ceph Storage 7 7 249 —

® CephManager 2£179 %/ — R DT I EZA,

1.2.CEPHAPI D/X—2 3 >

Ceph RESTful API DERBEMIE. BELICA VI —T A A %R FITZIETT, BELELAI VY —
714 RA%RIFTBHITIE. Ceph APIHIZLLTORAITHEEINE T,

o MEMATIAINELORETELHIC, TIRTOIY RKRA Y MINT BBERNET T4 6
N—=Y3av,

o NMEDMHMANEEALY RRA VY NITEICHIELET,
o BEDIVRERA Y MDOLDFERINZN—I 3 VIFHTTPAY Y —ICEBHEINET,

53°4

I Accept: application/vnd.ceph.api.vMAJOR.MINOR-+json

B

I Accept: application/vnd.ceph.api.v1.0+json

IRED Ceph APl H—N—BZDHEHED/N— 3 VAU T ERWNEEIL, 415-
Unsupported Media Type DIGENIRINFE T,

o IYVF4vIN=Ua =V TDER,

o FREFRUEBRAEHMUAHY IEA. BEEIZE, VI TR MIEERLBEREL. BHE
DIV RKRAY FDISERRICEEAMA SN AL HY X7,
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o YA FT—RERIF, BAEBRMESLVEGREDRKRANTYT, THIE. FEDIY KRSV b
DERERAFLIIHERAANDEMEETCHREINE T,
1.3. CEPH APl M&R5E & LK V'R A
Ceph RESTFUlAPIAD TP 7R IE, 2 DDF v VKAV NEBBLET. £ AMARI—H— &5
F1—H—DRETERNMIDNTWE I EZRALET, 2 DBIF. DI —H—DERNE L.
Y=y bOITY RA—F—TOEM. ZTHNY. BEHFf. BIRGEDHEDT /> a v aRTTEZX
-a—o

D—H—5" Ceph API DFERZRIBT BRIIC. B JSON Web Token (JWT) BBETT, /api/auth
IVRRAVINTE, TOR—=VVERBTEET,

B

[root@mon ~J# curl -X POST "https://example.com:8443/api/auth” \
-H "Accept: application/vnd.ceph.api.v1.0+json" \
-H "Content-Type: application/json" \
-d '{"username": "user1", "password": "password1"}’

ZDh—2 ik, Authorization HTTPAY ¥ —WICEHE L T, IRTDAPIEREHICFERTIHNE
nHYFET,

53°4

I curl -H "Authorization: Bearer TOKEN" ...

BIER R

o Z¥#fllX. Red Hat CephStorage B4 A KD Ceph 1 —H—EEB DEASRL T LI,

1.4.CEPHAPI T2 2 —)LOEMIL & 15E

Red Hat Ceph Storage Dashboard €Y 2 — /L&, SSL EF¥ a7 QKT AML—Y IS RF—IC
RESTfUlAPI 7V R &R L F T,

BF

SSLAEMICT S &, A—HF—RBB LV T7— KHES{EIN T IC Red Hat Ceph R
M=%y 2aR—RIGEEINET,

AR
® Ceph Monitor / — RA®D root LNILDT7 V2R,
o Vi EE1DDceph-mgr T—EVHT VT 1T THBIEEBWRALET,
o J7AT VA= EFERT ZIHAIE. SSL DBEIETCP R— b 8443, SSL A& LD TCP R—

N 808074, 7V T 41 77 ceph-mgr T—EVDHB/)—RTH—TVIHR>TWB I LA
BLTLEIWY,

FIR
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1. Cephadm ¥ z)LicOv4 v LET,

Bl
I root@host01 ~J# cephadm shell
2. RESTful 7574 v &BMILET,
I [ceph: root@host01 /]# ceph mgr module enable dashboard
3. SSLEFRAEZHREL X T,
a. MEDEREER (CA) VAIFAE 2RI T 2HE L. SIAZE 7 7ML 2ERA L CEREINE T,

53°4

ceph dashboard set-ssl-certificate HOST_NAME -i CERT_FILE
ceph dashboard set-ssl-certificate-key HOST_NAME -i KEY_FILE

B

[ceph: root@host01 /]# ceph dashboard set-ssl-certificate -i dashboard.crt
[ceph: root@host01 /]# ceph dashboard set-ssl-certificate-key -i dashboard.key

—BD/—RKR—ADIPAE%HZRET 2HEIX. HOST. NAME #O< > NIEBMLE T,
&l

[ceph: root@host01 /]# ceph dashboard set-ssl-certificate host01 -i dashboard.crt
[ceph: root@host01 /]# ceph dashboard set-ssl-certificate-key host01 -i dashboard.key

b. F¥7/-ld. BCELIMPELERTDIEHTEFET, L. BCELIMBEEAFAL T
H., HTTPS 7O R LD EF 1) T4 —LOFEAETDICEZ T EIEETEEH A,

I [ceph: root@host01 /]# ceph dashboard create-self-signed-cert

Dig¥
Of

EEE%DEEHELLOL\'CI7 HRITTDIRFTDO Web 7S50 H—DIF
&

AL 1 ﬁé@\?&ff‘lb%EE_La—éﬁu L\-EED?E\T%M‘E%J\ VY xd,

4, 1—H—%ERL., AT —RK%EZHZEL, O—IILERELFT,
=374

echo -n "PASSWORD" > PATH_TO_FILE/PASSWORD_FILE
ceph dashboard ac-user-create USER_NAME -i PASSWORD_FILE ROLE
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B

[ceph: root@host01 /]# echo -n "p@sswO0rd" > /root/dash-password.ixt
[ceph: root@host01 /]# ceph dashboard ac-user-create user1 -i /root/dash-password.txt
administrator

Z DOfFITIE. administrator D—JL%&#D usert E W) ZGRIO 1 —H—A{ERR L £ 9,

5 RESTful 7574 YD Web R—JICERRELET, Web TS50 H—%FEE. LLTDOURL 2 AN
l./i-a_o

53°4

I https://HOST_NAME:8443

vl
I https://host01:8443
HOELMPASZFEALLBER. EX1U T —PIAZREEBLET,

BEE R

e ceph dashboard --help I <> K

e hitps://HOST_NAME:8443/doc *—<, HOST_NAME (&. ZE{TH®D ceph-mgr 1 > X4 VX
ERHD/—RDIPT7 RLRAZELIFARTY,

® RedHatEnterprise Linux 8 E¥a V74 —i@{bHM4 KORBTZHRL T LI,
15. BB LU0EEHF

1.5.1. [BHRDEUS

ZDEYVYavTIE, CephAPIEZFEALT, ANL—Y U528 —, Ceph E=49—., OSD. F—
W, BLPRZAMIETZERERTTDHEICDOVWTEHRALET,

o [IRTDIZRY—RBEA TV avaERRTDHE]
o REDIIZIRY—B[EAF TV avaERRTDAHE]
o [OSDDIRTCDEEAL TV avaRRTDHE]

® [CRUSH IL—ILDRRAE]

e [Monitor ICEAY 21BEHRERTT 5 HE]

o REDE=S—ICHATZERERTT 2HE]

e [OSDICEHT 2BHMERTY BHE]

o IHEDOSD LT 2EMRERTY 5 5E]

o [OSD TCEDTORANRY Y 2—ILINDZDOIAEIEETDHE]


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index
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o [T7—IICAYT ZBHRORTAE]
o HEDT—IICETBIERERTT 5HE]
o RIANMIEAYTBIBERERTT 2HE]

o BFEDKRAKMIBYTZEMRERTI DHE]

150 RTCDISARY—FREA TV aveakRkrnd dhE

At avTld, RESTful 7554 Vv AEERALTYISRY—BEF T avELUV0ZTDEERRT S
HiEEHRIBLET,

curlaA<v > K
Av Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:CEPH_MANAGER_PORT/api/cluster_conf'

UTZ&Z#AITT,
e USERF. 21— —HBICEITZAFT,

o 7UT7 4 Jiceph-mgr{ VAYVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e CEPH_MANAGER_PORT (&, TCP R— hBESICEXMAET, 774N D TCP R—+&F
=1 8443 TY,

Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOELIBAEA4FEHALBEIL, ~insecure 7 7> a3 VA FHALE T,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/cluster_conf'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conf', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT 4 Jiceph-mgrA VAYVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e USER I, 2—H—LZICEZIHMAZET,
e PASSWORD I, 1 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAEMA LB EIL. verify=False + 7> 3 VA FRLE T,

I $ python
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>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conf', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/cluster_conf

DFzEE#®ATY,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —KRDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

AV IHRRINEL, A—HY—BENRRT—REAALET,
B
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1502.BEDYV SRY —BEXA T avaRRIDAHE
AtooavTik,. BEDISARY—F T aveEFDEERTTDAEEHRBALET,

curlaA<v > K
A Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT'

UTZ&E#ATT,
e USERF. 21— —HBICEITZAFT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e ARGUMENT (&, RRT2HREAF TV aVICBESHWMAFT,
Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOELIBAEAFHALBEIL, ~insecure # 7> 3 VA FHALE T,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conffARGUMENT', auth=
("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,
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o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e ARGUMENT (&, RRTDHREF TV aVICBEIHAIFT,
e USER (. 21— ¥ —RICEZIHLAZXT,
e PASSWORD (. 1 —H—D/RRT7—RICEEWAZXT,

HOEBRIIPEAFEALBEIE. verify=False 7 7> a VA2 FRALZE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conffARGUMENT', auth=
("USER", "PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT
UTZz&E#AZY,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e ARGUMENT (&, RRTDHREF TV aVICBEIHAIFET,
TAVvTIHRRINEL, A—HY—BENRRT—REAALET,
BIERHR

® RedHat Ceph Storage5 D f%EH A K

15.1.3.0SD DI RTCDFEA T aveRRrIT DAL
Ao avTiEk, OSDDIRTCDBEA TV avELUVZFDEARTT DA EAFRIALET,

curlaA<v > K
Av Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd/flags'
UFzEE#®ATT,
e USER (. 21— ¥ —HICEZIHLAZXT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEVWRA NEERFD
CEPH_MANAGER

TAV T RRINSEZS, A —F—DNRXRT—RKEAALFT,
BoOELIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

10
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I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd/flags'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/flags’, auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAYVREFH D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e USER I, 2 —H—RZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAEMA LBEIL. verify=False + 7> 3 Vv AFERLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/flags’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 75 O9H—TUTAAADLET,

I https://CEPH_MANAGER:8080/api/osd/flags

UFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

AV IHRRINEL, A—HY—RBENRRT—REAALET,
B R
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1.5.1.4. CRUSH L— L DR HE
Dt avTidk, CRUSHIL—ILERTT D AFEEHRBALET,

curlaA<v > K
AV RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/crush_rule'

DFzEE#®ATY,

1
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e USER I, 2—H—LZICEZIHMAZET,

o 7UT 4 Jceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWERZ NEERFD
CEPH_MANAGER

Tav T ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOELIBAEA4FEALBEIL, ~insecure # 7> a3 VA FHALE T,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/crush_rule'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/crush_rule’, auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e USER I, 2—H—LZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RICBX#HZ2 T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FERLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/crush_rule’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 75 94—
Web 75O —TUTAEAALET,

I https://CEPH_MANAGER:8080/api/crush_rule

DFzEE#®ATY,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERD
CEPH_MANAGER

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,
BER R

® RedHat Ceph Storage5 D E¥H A4 K O CRUSHIL—IL o2 a Y

1.5.1.5. Monitor ICEA T 2158 & KR~ B A%

12
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AtV avTE UTDL D REFED Monitor ICE T 21EHRERTT 25 E%HALET,
e P7RKLZR
o EZH]
¢ VA—SLDAT—H A

curlaA<v > K
AvY RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/monitor’

UTZ&Z#ATT,
e USERF. 1 —H—HBICEITZAFT,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWERZA NEERFD
CEPH_MANAGER

Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOBRIIPEAFEALLBEIE. ~insecure # 7> a3V EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/monitor’

Python
Python 1 4 —71) 4 —T, UTFH2AHLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFLIFEWVWERZA NEERFD
CEPH_MANAGER

e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 1 —H—D/IRRAT7—RNICBX#HZ T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 75 O9H—TUTA#AADLET,

13
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I https://CEPH_MANAGER:8080/api/monitor

UFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKRDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

TaVvTIHRRINEL, A—HY—BENRRT—REAALET,

1.51.6. REDE=Y—ICEAT dtEHRERTT D HE

AtV a3 VTR UTDL D BEED Monitor ICET 2188HERTT 25 E5RBLET,
e P7RLZ
o ZHI
o VA—ZLDAT—HRA

curlaA<v > K
A Y RSA VT, LTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/monitor/NAME'
UTZzEE#AIY,
e USERF. 1—H—HBICEITLZIFT,

o 7UT 4 Jceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e NAME (&. Monitor DEMBHRANRICEZIBLZIZT,
AV TR RRINSEZS, A —F—DNRXRT—KEAALFT,

HOBRIIPEAFERALLBEIE. ~insecure 7 7> a3V EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/monitor/NAME'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor/NAME', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAYVREF D/ —RKDIPT7RLRAFAIFEVWRZ NEERFD
CEPH_MANAGER

e NAME (&. Monitor DEMBHRANRICEZITBZIZFT,

14
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e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor/NAME', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 75 9% —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/monitor/NAME

UFzEE#®ATT,

o 7UT7 4 Jiceph-mgr{ VAYVREF D/ —RKDIPT7RLRAFAIFEWVWERZ NEERFD
CEPH_MANAGER

e NAME (&. Monitor DEMBHRANRICEZIBZIZFT,

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1.5.1.7.0SD ICBAd 28R A XTI D 4%
KtoLarvTik, UTDLS4 0OSDICRET 2 BHARRI A EASHBALET,

e P7RLZR

FDT—I

o HH

curlaA<v > K
AV RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd'
DFzEE#®ATT,

e USER I, 2—H—LZICEZIHMAZET,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

Tav T ERRRINES, 2 —HF—DNRRAT—REAALFT,

BoOELIBPEAFALLIEEIE. —~insecure 7 7> a v aFAHLF T,

I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd'
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Python
Python 1 4 —71) 4 —T, UTFHAHDLZFT,

$ python

>> import requests

>> result = requests.get('https:/CEPH_MANAGER:8080/api/osd/', auth=("USER", "PASSWORD"))
>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e USER &, 2 —H—LZICEZIHMAZET,
e PASSWORD I, 21 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 759 H—
Web 75 O9H—TUTAAADLET,

I https://CEPH_MANAGER:8080/api/osd

DFzEE#®ATY,

o 7UT 4 Jceph-mgrA VAIVREF D/ —RKRDIPT7RLRAFAIFEVWERZ NEERFD
CEPH_MANAGER

AV IHRRINEL, A—HY—BENRRT—REAALET,

1.5.1.8. FE®D OSD ICAY 2158 aKR~R~d 5 H%
Ko avTld, UTFTOLIREED OSD ICEAT 2 BHMARRT 2 A EARBALET,
e IP7RKLXR

o ZDS—I

o HH

curlaA<v > K
Av Y RSAVT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd/ID'

UFzEE#®ATT,
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e USER &, 2 —H—LZICEZIHMAZET,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKMNINTWBOSDD ID %2 ID
AV T RRINSEZS, A —F—DNRXRT—RKEAALFT,

HOERLAPELAFERALLIBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd/ID'

Python
Python 1 4 —71) 4 —T, UTF&AHDLZFT,

$ python
>> import requests
>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID', auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKNINTWBOSDD ID %2 ID
e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RICBX#HZ2 T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/osd/ID

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMINTWBOSDD ID %D ID

7OV RARRINAED, A—HP—ZENRRT—REAALET,
15.1.9.0SD CEDTOEADNR AT a—IIhBDHh.EET DHE

17
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AtV avTlk, RESTul 7S A4 VA FERLT. RIS EVIPT+—TRISEVTREDTO
TRAHOSDICRY Y a—ITEHEEHBALET,

curlaA<v > K
A Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd/ID/command'

UTZ&Z#ATT,
e USERF. 1—H—HBICEIHZAFT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMINTWBOSDD ID %D ID
TAV TR RRINSEZS, A —F—DNRRT—RKEAALFT,

HOERLAPELAFEALLBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd/ID/command'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID/command’, auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMINTWBOSDD ID %D ID
e USER I, 2 —H—LZICEZIHMAZET,
e PASSWORD I, 21 —H—D/IRRAT7—RNICBX#Z2 T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID/command’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 754 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/osd/ID/command
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UFzEE#®ATT,

o 7UT7 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKNINTWBOSDD ID %D ID

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1.5.1.10. 7—IVICE Y 2w DERTRAE

AEIVa VTR UTOEIRT—ILOBERERTT 2 HEERALET,
o 73
e (X
o BE/IL—TDH

curlaA<v > K
A Y RSAVT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/pool'

UTZ&Z#AITT,
e USERF. 21— —HBICEETLZAFT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

Tav T ERRRINES, 2 —HF—DNRRT—REAALFT,

HOERAPELAFERALLBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/pool'

Python
Python 1 4 —71) 4 —T, UTFHAHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/pool', auth=("USER", "PASSWORD"))
>> print result.json()

UFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD (&, 2—H—D/IRRAT—RICBEZHZ T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 VA FRLE T,
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$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/pool', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAAADLET,

I https://CEPH_MANAGER:8080/api/pool

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEVWERZ NEERFD
CEPH_MANAGER

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1L5ANFEDT—IVICET 2EHmERRT 2HE

AtV avTiR, UTFOLIRBED F—ILICET 2ERERTT B2 HELHALET,
o 73
e (X
o BE/IL—TDH

curlaA<v > K
AV RSA VT, UTFAaFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/pool/ID'

UTZ&Z#AITT,
e USERF. 1—H—HBICEITZAFT,

o 7U7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTWEBT—ILDID%HFDID
TOV MR RRINAEL, A—HY—DRRT—RKEADLET,

HOZERAPEAFERALLBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/pool/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python
>> import requests
>> result = requests.get('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
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"PASSWORD"))
>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

® pool 74 —JLRICYURMNINTWVWBT—ILDID %D ID
e USER (. 21— ¥ —RICEZIHLAZXT,
e PASSWORD &, 2 —H—D/IRAT7—RICBEHBAZFT,

HOELAEAFEMA LB EIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 75 94—
Web 75 9% —TUTAAADLET,

I https://CEPH_MANAGER:8080/api/pool/ID

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTWEBRT—ILDID%HFDID

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1.5112. KRR MCBY 28w ERT~I 2H%

AtV avTlE, LTOLDRARRAMIBAT SRR ERTT2HEZHBALET,
o KRN
® CephTF—EVEZEDID
e Ceph/X—Yav

curlaA<v > K
AV RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/host'

DFzEE#®ATT,

e USER &, 2—H—LZICEZIHMAZET,
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o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERD
CEPH_MANAGER

Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOEBRIIPEAFEALLBEIE. ~insecure 7 7> a3V EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/host'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/host’, auth=("USER", "PASSWORD"))
>> print result.json()

UFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERD
CEPH_MANAGER

e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 21 —H—D/IRRAT7—RICBX#HZ T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/host’, auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 75 94—
Web 7594 —TUTAAADLET,

I https://CEPH_MANAGER:8080/api/host

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

TAVvTIHRRINEL, A—HY—BENRRT—REAALET,

1.5113. FEDKRR MIET 21FHRERTT B5HE

Ao avTiE, LTOLIRBFEDRR MBI 2EREEXTRT B2 HE%2HBALET,
o KAKN%
® CephT—EVEZDID

e Ceph/X—Yav
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curlaA<v > K
A Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/host/HOST_NAME'

UTZ&Z#AITT,
e USERF. 1 —H—HBICEITLZAFT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e HOST_NAME (%. hostname 7 4 —JL RIC—ERRINZKFAMDKRAMNRICEZITZFT,
7OV T IARRINESL, - —DRRT—READLET,

HOBRIIPEAFEARALLBEIE. ~insecure # 7> a3 v EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/host/HOST_NAME'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/host/HOST_NAME', auth=("USER",
"PASSWORD"))

>> print result.json()

UFzEE#®ATT,

o 7UT 4 Jceph-mgrA VAYVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e HOST_NAME (%. hostname 7 4 —JL RIC—ERRINZKFAMDKRAMNRICEZITZFT,
e USER (. 21— ¥ —HICEZIHLAZXT,
e PASSWORD &, 2—H—D/IRRAT7—KNIIBEEHBXFT,

HOELAEAFEMA LBEIL. verify=False + 7> 3 VA FERLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/hosttHOST_NAME', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAAADLET,

I https://CEPH_MANAGER:8080/api’/hosttHOST_NAME

DFzEE#®ATT,
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o 7UT7 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e HOST_NAME (%. hostname 7 4 —JL RIC—ERRINZKFAMDKRAMNRICEZITZFT,

TavTIHRRINEL, A—HY—RBENRRT—REAALET,

15.2. 5 EDE&E

AU 3V TlE CephAPI 7574 U AFEALTOSDREA T3>, OSD k&, F—ILICE
THEHREERET D AEEZHRALET,

o [OSDREATYavDEEAE]
o [OSD DIREZZEEY BHE]
o [OSDDEHX=BRET DHE]

o [T-ILDERDEETE]

1.5.2.1. OSDEREA T a v DEEAL

At avTlE, RESTful 7544 v AEHALTOSDREA FVavaeLRd 2 AEA#HBLE
-a—o

curlaA<v > K
A Y RSA VT, ULTFAFEARALET,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --user USER
'hitps://CEPH_MANAGER:8080/api/osd/flags'

UTZz&X#AZY,
o OPTIONA#ZEHI2A T avVIlBEMAET
(pause. noup. nodown. noout. noin. nobackfill. norecover. noscrub. nodeep-
scrub)
e true /| false @ VALUE
e USERF. 21— —HBICEITLZAFT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

Tav I ERRRINES, 2 —HF—DNRRT—REAALFT,

BoOELIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'hitps://CEPH_MANAGER:8080/api/osd/flags'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

I $ python
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>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/flags’, json={"OPTION": VALUE]},
auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

o OPTIONA#ZHI2A T avVIlBEMAET
(pause. noup. nodown. noout. noin. nobackfill. norecover. noscrub. nodeep-
scrub)

o VALUE (¥ True 7/zI% False ICEX#ZX XY,

e USERF. 21— —HBICEITLZAFT,

e PASSWORD [, 2 —H—D/N\RAT7—RNIZBEEHTZAZFT,

HOELAEAFEMA LBEIL. verify=False + 7> 3 Vv AFERLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/flags’, json={"OPTION": VALUE]},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.5.2.2.0SD DREEZZLE I 5 Ak
AtV a VTl RESTIUl S50 4 v AFERALTOSD DREAZTET 2 HEEHBALE T,

curlaA<v > K
A Y RSA VT, UTFAFEARALET,

echo -En '{"STATE": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

UTZEE#ZEY,
e STATE Z. ZEITZRE (in T/l up) ICEZHAZET,
e true F7 (3 false ® VALUE
e USERF, 1—H—RICEI|MAZT,

o 7UT 4 Jceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWRA NEERFD
CEPH_MANAGER

e 0o0sd 74 —JLRICYVAKRINTWBOSDD ID %2 ID
AV TR RRINSEZS, A —F—DNRXRT—RKEAALFT,

BOELZIBPEAFALLIEEIE. —~insecure 7 7> a VA FAHLF T,
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echo -En '{"STATE": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/ID', json={"STATE": VALUE},
auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT7 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e osd 74 —JLRICYURRMINTWE OSDD ID D ID
e STATE Z. ZETHRE (in T/l up) ICEZHTAZET,
e VALUE |& True 713 False ICE X2 £ 7,

e USER (. 21— H¥—HKICEIMAZXT,

e PASSWORD (&, 1 —H—D/NNRXT7—RNICEZI#ZFT,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/ID', json={"STATE": VALUE},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.5.2.3.0SD DEAEBRET D HE
AtV avTlE, OSDDEA4ALEETEHEAHBALET,

curlaA<v > K
AV RSA VT, UTFAFEARALET,

echo -En {"reweight": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

LTFTeaEX#ZAZd,
e VALUEIZ. ILWEHICBEZXHZ T,
e USERIZ, 21— —LZICBEIHTZIZT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKMNINTWBOSDD ID %D ID
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Tav I ERRRINES, 2 —HF—DNRRT—REAALFT,

BoOELZIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

echo -En {"reweight": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/0sd/ID', json={"reweight": VALUE}, auth=
("USER", "PASSWORD"))

>> print result.json()

UTZ&Z#AITT,

o 7UT 4 Jiceph-mgrA VAYVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMNINTWBOSDD ID %2 ID
e VALUEIZ. ILLWEAICEXTRZAZET,

e USERF. 21— —HBICEITLZAFT,

PASSWORD (. 21— —DNRAT—RICEZHWZ XY,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FERLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/ID', json={"reweight": VALUE},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.5.2.4. 7—IILDIEHRDER ik
At avTld, RESTul 75574 Vv AaERALTEEDT—ILDEREZTET A EEHALE T,

curlaA<v > K
A Y RSA VT, UTFAFEARALET,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/pool/ID'

DTFeaEX#ZAZd,
e OPTION X, ZEHTZA T avIcBEH#AZET,
e VALUEIZ, #7>avosHLWMEICBXHAIET,

e USERF. 1 —H—HBICEITLZAFT,
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o 7UT7 4 Jiceph-mgr{ VAYVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRMINTWEBT—ILDID%EFDID
OV MARRINAEL, A—HY—DRXRT7—RKEADLET,

BoOELIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/pool/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHLZFT,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/pool/ID', json={"OPTION": VALUE]},
auth=("USER, "PASSWORD"))

>> print result.json()

UFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWRA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRMINTVWEBT—ILDID%EFDID
e OPTIONIE. ZET 247> avICBEBRAET,

e VALUEIZ, # 7Y avDHLWMEICBEBRAZTY,

e USER I, 1—H—RKIBEZMZAZT,

e PASSWORD (&, 1—%'—D/IRT7—RICEEH]AFT,

HOELAEAEMA LB EIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/pool/ID', json={"OPTION": VALUE]},
auth=("USER, "PASSWORD"), verify=False)

>> print result.json()

1.53. 7 2 245 —DEE

AtV 3 VTl CephAPI 7S V4 Y AFERALTOSD TORYSEVTELIET+—TRISEY
T, T—ILDEKR. T HSDT—5 DHIER. YU TR MOHIBR, FLIEEXROEREITD
HEEFHRIALET,

e [OSD TCRTYVa—IViEHTOEREERITT B HE]

o [HMT—ILDIERAE]

o [TF—ILDYIRHE]
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15.3.1.0SD CRAF TV a—IIiE#H 7O R &RTT B HE

AtV avTlE, OSD TORISEVITRT 4 —TRISEY T EDRESTul APl 2B L TR
T 1—=IFEATOCRAERITTEHEESALET,

curlaA<v > K
AvY RSAVT, UTFAFEARALET,

echo -En '{"command": "COMMAND"}' | curl --request POST --data @- --silent --user USER
'hitps://CEPH_MANAGER:8080/api/osd/ID/command'

LUTa@EX#AZY,

o EH) Y 2SOt X (scrub. deep-scrub. Z7-Iid repair) 23> COMMAND, 7O+ XA OSD
THR—IMINTWBZEZHRALET, #FLKIE OSDTEDTOEAN AT Y 2 —)LE
NZ2ONEEET 2HE] 2BRLTIEIV,

e USERF. 1—H—HBICEITLZIFT,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKMINTWBOSDD ID %D ID
AV T I RRINSEZS, A —F—DNRRT—RKEAALFT,

BoOELIBPEAFALLIEEIE. —~insecure 7 7> a v aFRHLF T,

echo -En '{"command": "COMMAND"}' | curl --request POST --data @- --silent --insecure --user
USER 'https://CEPH_MANAGER:8080/api/osd/ID/command'

Python
Python 1 4 —71) 4 —T, UTF&2AHBLZFT,

$ python

>> import requests

>> result = requests.post(‘https://CEPH_MANAGER:8080/api/osd/ID/command’, json={"command":
"COMMAND"}, auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e osd 74— JLRICYVZAKRINTWZ OSD®D ID 252 ID

o EH) YT 2SOt (scrub. deep-scrub. Z7-id repair) 23> COMMAND, 7O+t XA OSD
THR—IMINTWRZEEZMRLET, FLIE TOSDTEDTOEANRT Y 2 —ILE
NZ2ONEEET 2HE] 2BRLTLEIW,

e USER (F. 21— ¥ —RICEZIHLAZXT,

PASSWORD (. 21— —DNRXAT—RICEZ#WMZ XY,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,
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$ python

>> import requests

>> result = requests.post(‘https://CEPH_MANAGER:8080/api/osd/ID/command’, json={"command":
"COMMAND"}, auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

15.3.2. i T— IV DR A E
AtV avTlE, RESTUl S04 VA FERLTHLWT—ILEERT 2 AEEHRBALE T,

curlaA<v > K
AV RSA VT, UTFAEFEARALET,

echo -En '{"name": "NAME", "pg_num": NUMBERY}' | curl --request POST --data @- --silent --user
USER 'https://CEPH_MANAGER:8080/api/pool'

UFZ&EEX#0A T,
e NAME (Z. FF 77— ILOEZRNICBI]A T,
e NUMBER &, BBV I —7OHICEIHBZIZT,
e USERF, 1—H—RICEXI|MAZT,

o 7UT7 4 Jiceph-mgr{ VAYVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

Tav I ERRRINAES, 2 —HF—DNRRAT—REAALFT,

BoOELIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

echo -En '{"name": "NAME", "pg_num": NUMBERY}' | curl --request POST --data @- --silent --
insecure --user USER 'https://CEPH_MANAGER:8080/api/pool’

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.post('https:/CEPH_MANAGER:8080/api/pool’, json={"name": "NAME",
"pg_num": NUMBER]}, auth=("USER", "PASSWORD"))

>> print result.json()

UTZ&E#ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e NAME (&, iR 77— ILOEARIICBE A T,
e NUMBER &, BBV I —TOICEEHRZ 9,
e USER ¥, 1—H—ZICBEIHTZIZT,

e PASSWORD (. 1 —H—D/RRT7—RICEEWAZET,

30



%13 CEPH RESTFUL API

HOELAEAEMA LBEIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.post('https:/CEPH_MANAGER:8080/api/pool’, json={"name": "NAME",
"pg_num": NUMBER]}, auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

15.3.3. 7—IILDOHIKR A E
AtV a VTl RESTUl IS4 v AFERLTT—ILAHIRT D HEEHRBALET,

CODERIETI7AINTEEINTVWET, TDEOHICTIE. UTFD/IRZ X —4 —7% CephFREH A KIC
EmMLEY,

I mon_allow_pool_delete = true

curlaA<v > K
AV RSAVT, UTFAFEARALET,

I curl --request DELETE --silent --user USER 'https://CEPH_MANAGER:8080/api/pool/ID'

UTZ&EZ#AITT,
e USERF. 1 —H—HBICEIHLZAFT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTVWEBT—ILDID%EFDID
TOV I IBARRINAEL, A—HY—DRRT7—RKEADLET,

HOBRIIPEAFEALLBEIE. ~insecure # 7> a3V EFHALET,
I curl --request DELETE --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/pool/ID’

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.delete('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —KRDIPT7RLRAFAIFEWERZ NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTWEBT—ILDID%EFDID

e USER I, 2—H—LZICEZIHMAZET,
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e PASSWORD (&, 1 —H—D/NNRXT7—RNICEZI#ZFT,

HOELAEAEMA LBEIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.delete('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

1.6. EEIE IR
o AP| DERMIREEMIL. [TE8KA Ceph RESTfUl APl {17k SR L TLEI W,

® GitHub M APIPython 27 ) 7 hD7 2~ 28R LTI,
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https://github.com/ceph/ceph/blob/master/qa/workunits/rest/test_mgr_rest_api.py
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5525 CEPH OBJECT GATEWAY EiZ API

R&EEIE. RESTUl 7 ) r—>ary7Od53Iv 5149 —7 4 X (API) &E5xt5E L T Ceph Object
Gateway # B9 5 I EMNTE X9, Ceph Object Gateway I, RESTful APl @ radosgw-admin O~
YROWEAFIATEEYT, HOBEB TS Y N I7A—LEMATER1—H— T—49. V+4—%9. &
SUERAFEEEETEET,

R

Red Hat Tl&. Ceph Object Gateway DFRERFICATY RTA VA V9 —T x4 X% (&E
AeaZ&aWRELEY,

A

User

RESTful HTTP(s) access

v v v

S3 API Swift API Admin API
vy vy
[ ] [ -]
Load balancer Load balancer
(primary) (secondary)

Ceph Ceph Object Ceph Ceph Object Ceph Ceph Object
Monitor Gateway <> Monitor Gateway <> Monitor Gateway

Host1 Host 2 Host 3

! ! !
O 9O AT O 9O

Ceph Ceph Ceph <+—> Ceph Ceph Ceph <+—> Ceph Ceph Ceph
0osD1 OSD 2 0osD 3 OSD1 OSsD 2 0osD 3 0OSD1 OSD 2 osD 3
Host 4 Host 5 Host 6

Ceph storage cluster

B AP EATOMEEZRELE T,
o FREFEK
o 1—YHY—TFThoYhOEH

o BEi1—H—
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o 1—H—fERONE
o {ERK
o {EIE
o HipR
o HJaA—H—0DIEK
o HJ7a1—H%—-0DER
o HJa—H—0DHIkK
e 1—H—DHy—nNEYT1—EE
o BN
o HipR
o *—EH
o R
o HipR
o Ny MNEHE
o Ny MERODEE
o VT v ADHER
o HipR
o yvy
o VUK

o RIy—

A7y MER
o Hik

o RIy—

g xr—4HEMR
o 1—H—DEYT

o 1—H—DRE

o

Ny NDEUS

o

Ny NDFRE

EABGEONE

{77 RR R DHIER
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o EHATS—LARVR

2. AR R4
o @D Red Hat Ceph Storage 7 S A9 —b'%H %,

® RESTful 72472k,

2.2. BEIRR{E

BT ) r—av7OvSIVvIA VI —T AR AP ) VTR ME, BRETRAEEE) Y —
ALV N)—RA Y NTHIET S URITEITINET, BIEAPIORAIESIEAA NI L%EEEL
9, —EOBRETIE, DRI LABTERELZRFTIIVLENHY 9, XML £7IE JSON D
WIFNHIPDLRARVAIVFATA—9 4TIV IV TR MDD formatF T avE LTHEEI N, BE
INTVWAWETT7HIL MIISONICEEINZET,

B

PUT /admin/user?caps&format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
Content-Type: text/plain

Authorization: AUTHORIZATION_TOKEN

usage=read

2.3. EEFREIE K

Amazon D S3H—ERIE, 77tEAF—, BERAYY—D/Ny a1, BLUOMBEAFHL TCEKAE
REELET, childk, BRIV IITRA DN FFICSSL A —/N—Ay ROABWKEELT7 Y 70— RK)
ZIRET B RLHY T,

SIAPIDIFEAEDI—R T —RICIE, Java ¥ Python Boto FH®D Amazon SDK @ AmazonS3Client
BREDA—TVY—RDS3 V4TV MaERALES, INHD54 75" —Id. Ceph Object
Gateway B API ZHR—NLEFEEA, ThODFA4 T3V —%H TV SR LVHEERL T, Ceph
Admin APl ZHR— KT 22ENTEFET, " BT — NI A IF4 7V MNaERTEET,

execute() XV v KDVERK

AtV 3>® CephAdminAPI DY Y FIL Y S A TIE, BRI A—H—DBF. YI TR NDR
fE. CephBEAPIZUVH L TLARY R %EZITENS I ENTE % execute() XV v NOENRF L%
MEALE Y,

CephAdminAPI 7 S 2DHIE, BEaAE L TRYR—FERT, ZOLIKERIhTEVERA, &
hig&EGBADAZHHE LTWEY,

Ceph Object Gateway OFEUFH L

75472 =R ICIE, CRUD AR Y 7=8IC Ceph Object Gateway ~D 5 DOMUH LHE
ni’a—o

o I1—H—DEK
o I1—H—DEE

o 1—%—0DXHE

35



Red Hat Ceph Storage SBAF&EH A K

o HTJaA—-H—0DEK
o 1—H—%HIKRLET,

Z D EERT %IIE. httpcomponents-client-4.5.3 Apache HTTP AV R—3x Y M ZEEL XY, &
& Z I, http;//hc.apache.org/downloads.cgi ™54 U v O—KTEF Y, %@fﬁ tar 771 )V = RH
LTlibT4 L2 M)—IZF#E L. JAVA HOME T 1 L 7 Y —® Jjrellib/lext 71 L 7 M) —F 7=i&
HRY LY ZRANRRICAE—LET,

CephAdminAPI 7 5 2D = RET BFRIC. execute() XV v RIFHTTP XV v K Y I IR KMRZ,
FToavoyT)Y—R, REEDHBEE NI, BLVRSA—9—D7Ty TERBTZIEIER

LTLEIW, 7YYV —2 (ffl: subuser. key 7% &) TEITT BICIE, 7 1) YV —2% execute() *
Yy ROBIELTHET 2RENHY T,

FEDHZELUTICRLET,
1L URIZEJILRLEZET,
2. HTTPAY 5 —XF5 % EILRFLET,
3. HTTPY YV ITAMEA VRS VR LET (fFl: PUT. POST. GET. DELETE),
4. Date Ny ¥ —% HTTP ANy ¥ —XFINH L VBERAY F—ITBMLET,
5. Authorization Nv ¥ —% HTTP ) VTR AV H—ITEBMLE T,

6. HTTP V54 F7 Y haA VAV A{LL, A VRV ZEINIZHTTP Y VI AN ZELZE
-a—o

7. BEREITVWET,
8. LARVRAEIRLZET,

ANy F—FHDOEL R

ANy HF—=XFHDEIL RiE, Amazon D S3REEFIEA D TOEZZAD—ETT, I, Y TIL X
Yy RIFUTEITVWET,

1. PUT. POST. GET. DELETERED) AT R MY A1 FHBML T,
2. BffZEmL£Y,
3. requestPath ZEIML X7,

VOIZARNIA T, EBEEFLEIFEOEHDBWANFTHILENHY £, ZHEHIRL AW
&, REEREBMLEFT, HYIEGMT TRIBINZBENHY XY, Ivne, REEICEKBLET,

PRI AERICIK, oAy Y —l3HY FH A, Amazon S3 u...uIE¥IIIELI X-amz N\ 4 — @Ei#ifk
WREZLNET, LD 2T, x-amzA Ay ¥ —%BINT 35581E. HITHEXTENTIVELH
i’a—o

ANy H—XFHEEIRLES, ROFEIEHTTPY VTR MNA2A 2V RIVREL, URIZETZET
4, AW XYy R, PUTA2FEARALCA—Y—BLU0Y 72— —%FmM L. GETZ2HHELT
A—H—%EEL, POST#FHELCa—H%—%ZE L., DELETE.2EFRLCa—HY—%HIlRLZ 7.

DOTRAMNEAVRI VR LS, Date N 4 —|l#ilF T Authorization ~v ¥ —%BIML 7,
Amazon @ S3 R ISEX D Authorization Ny ¥ —AFHL., UTOEEE2ESF T,
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I Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

CephAdminAPI D4 > FIL Y 5 RIZIE base64ShalHmac() XV vy R HY EFT, ThigAny ¥ —X=F
Fl& admin I —H—DMFHEAIE L. SHATHMAC % base-64 TIT Y I— RINAXFF & L TR
LEd. ThETNOD execute() FUH LIk, B L I— F{TAMFUH L T Authorization ~v ¥ —% EJL
KLET,

httpRequest.addHeader("Authorization", "AWS " + this.getAccessKey() + ":" +
base64ShailHmac(headerString.toString(), this.getSecretKey()));

LUF®D CephAdminAPI DY > FIV ) S AT, 7O/EAF—, v—J Ly hF— BLUVITY KRS
VhNEAVRAMNSVA—ITETMEIHYE T, V7 REIETRICERETZILODTIEAAY Y K%
RFELET,

B

import java.io.lOException;

import java.net.URI;

import java.net.URISyntaxException;

import java.time.OffsetDateTime;

import java.time.format.DateTimeFormatter;
import java.time.Zoneld;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.Header;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpRequestBase;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;

import org.apache.http.client.methods.HttpPut;

import org.apache.http.client.methods.HttpDelete;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;
import org.apache.http.util.Entity Utils;

import org.apache.http.client.utils.URIBuilder;

import java.util.Base64;

import java.util.Base64.Encoder;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import javax.crypto.spec.SecretKeySpec;

import javax.crypto.Mac;

import java.util.Map;

import java.util.lterator;
import java.util.Set;

import java.util.Map.Entry;
public class CephAdminAPI {
/*

* Each call must specify an access key, secret key, endpoint and format.
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*/

String accessKey;

String secretKey;

String endpoint;

String scheme = "http"; //http only.

int port = 80;

/*

* A constructor that takes an access key, secret key, endpoint and format.
*/

public CephAdminAPI(String accessKey, String secretKey, String endpoint){
this.accessKey = accessKey;

this.secretKey = secretKey;

this.endpoint = endpoint;

}

/*

* Accessor methods for access key, secret key, endpoint and format.
*/

public String getEndpoint(){

return this.endpoint;

}

public void setEndpoint(String endpoint){
this.endpoint = endpoint;

}

public String getAccessKey(){
return this.accessKey;

}

public void setAccessKey(String accessKey){
this.accessKey = accessKey;

}

public String getSecretKey(){
return this.secretKey;

}

public void setSecretKey(String secretKey){
this.secretKey = secretKey;

}

/*

* Takes an HTTP Method, a resource and a map of arguments and

* returns a CloseableHTTPResponse.

*/

public CloseableHttpResponse execute(String HTTPMethod, String resource,
String subresource, Map arguments) {

String httpMethod = HTTPMethod;

String requestPath = resource;

StringBuffer request = new StringBuffer();
StringBuffer headerString = new StringBuffer();
HttpRequestBase httpRequest;
CloseableHttpClient httpclient;
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URI uri;
CloseableHttpResponse httpResponse = null;

try {

uri = new URIBuilder()
.setScheme(this.scheme)
.setHost(this.getEndpoint())
.setPath(requestPath)
.setPort(this.port)

build();

if (subresource != null){

uri = new URIBuilder(uri)
.setCustomQuery(subresource)
.build();

}

for (Iterator iter = arguments.entrySet().iterator();
iter.hasNext();) {
Entry entry = (Entry)iter.next();
uri = new URIBuilder(uri)
.setParameter(entry.getKey().toString(),
entry.getValue().toString())
.build();

}
request.append(uri);
headerString.append(HTTPMethod.toUpperCase().trim() + "\n\n\n");

OffsetDateTime dateTime = OffsetDateTime.now(Zoneld.of("GMT"));
DateTimeFormatter formatter = DateTimeFormatter.RFC_1123 DATE_TIME;
String date = dateTime.format(formatter);

headerString.append(date + "\n");
headerString.append(requestPath);

if (HTTPMethod.equalslgnoreCase("PUT")){
httpRequest = new HttpPut(uri);

} else if (HTTPMethod.equalsignoreCase("POST")){
httpRequest = new HttpPost(uri);

} else if (HTTPMethod.equalsignoreCase("GET")){
httpRequest = new HttpGet(uri);

} else if (HTTPMethod.equalsignoreCase("DELETE")){
httpRequest = new HttpDelete(uri);

} else {

System.err.printin("The HTTP Method must be PUT,
POST, GET or DELETE.");

throw new |IOException();

}

httpRequest.addHeader("Date", date);

39



Red Hat Ceph Storage SBAF&EH A K

% ¥ D CephAdminAPIClient D ffliZ. CephAdminAPl ¥ S X% 4 VA9V R{bTBHE YV IR b
IRTGA=H—DTy THEI KL, execute() XV v REFHLTI—Y—%/ER, BE. FH. &

httpRequest.addHeader("Authorization”, "AWS " + this.getAccessKey()
+ """ + base64ShalHmac(headerString.toString(),
this.getSecretKey()));

httpclient = HttpClients.createDefault();
httpResponse = httpclient.execute(httpRequest);

} catch (URISyntaxException e){

System.err.printin("The URI is not formatted properly.");
e.printStackTrace();

} catch (IOException e){

System.err.printin("There was an error making the request.");
e.printStackTrace();

}

return httpResponse;

/*

* Takes a uri and a secret key and returns a base64-encoded
* SHA-1 HMAC.

*/

public String base64Sha1Hmac(String uri, String secretKey) {
try {

byte[] keyBytes = secretKey.getBytes("UTF-8");
SecretKeySpec signingKey = new SecretKeySpec(keyBytes, "HmacSHA1");

Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);

byte[] rawHmac = mac.doFinal(uri.getBytes("UTF-8"));

Encoder base64 = Base64.getEncoder();
return base64.encodeToString(rawHmac);

} catch (Exception e) {

throw new RuntimeException(e);

}

CHIRRY 5552 LTVWETY,

B

40

import java.io.lOException;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.HttpEntity;

import org.apache.http.util.Entity Utils;

import java.util.*;

public class CephAdminAPIClient {
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public static void main (String[] args){

CephAdminAPI adminApi = new CephAdminAPI ("FFC6ZQ6EMIF64194158N",
"Xac39eCAhITGcCAUreuwe1ZuH50VQFa51IbEMVoT",
"ceph-client");

I
* Create a user

*/

Map requestArgs = new HashMap();

requestArgs.put("access", "usage=read, write; users=read, write");
requestArgs.put("display-name", "New User");
requestArgs.put("email”, "new-user@email.com”);
requestArgs.put("format", "json");

requestArgs.put("uid", "new-user");

CloseableHttpResponse response =
adminApi.execute("PUT", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
HttpEntity entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Get a user

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");

response = adminApi.execute("GET", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*
* Modify a user
*/
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requestArgs = new HashMap();
requestArgs.put("display-name", "John Doe");
requestArgs.put("email”, "johndoe@email.com");
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");
requestArgs.put("max-buckets"”, "100");

response = adminApi.execute("POST", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Create a subuser

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");
requestArgs.put("subuser", "foobar");

response = adminApi.execute("PUT", "/admin/user”, "subuser", requestArgs);
System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Delete a user

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");

response = adminApi.execute("DELETE", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
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System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}
}
}

B EfE R
e FFifilX. RedHat CephStorage AFEEH A FD S3FWEE V2 a v 2SR L T LI,

® Amazon S3 FRELFIEDEEHMIL. Amazon Simple Storage Service KF 2 X > k® Signing and
Authenticating REST Requests 222 3 V&SR LTI,

24 B2 —H—D1ERK

BF

Ceph Object Gateway / — KA 5 radosgw-admin < > RAEITY 5 121E,. / — RIZ
admin ¥—H""H 2 & AR L £9, admin F—I&. EED Ceph Monitor / — KA 53
l:o_f\‘ﬁ i’a—o

AR

® Ceph Object Gateway / — RADIL— ML NILDT VX,
Fa
1. Object Gateway A —H'—%{ER L 7,

53°4

I radosgw-admin user create --uid="USER_NAME" --display-name="DISPLAY_NAME"

B

I [user@client ~]$ radosgw-admin user create --uid="admin-api-user" --display-name="Admin
API| User"

radosgw-admin XY > RSA( VA V¥ —T x4 AFa—HF—%RLZT,

H A B

"user_id": "admin-api-user",
"display_name": "Admin API User",
"email": ",

"suspended": 0,

"max_buckets": 1000,

"auid": 0,
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"subusers": [],
"keys": [
{
"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",
"secret_key": "griVEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"

}

1,

"swift_keys": [,

"caps": [,

"op_mask": "read, write, delete",

"default_placement™: ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1

2

"user_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1

2

"temp_url_keys": []

}
2. FRE 21— —ICEBI A REY T4 —5EIUETET,
B

I radosgw-admin caps add --uid="USER_NAME" --caps="users=""
vl

I [user@client ~]$ radosgw-admin caps add --uid=admin-api-user --caps="users=""

radosgw-admin AY Y RS54 VA V¥ —T A RUF1—HF—%RLFT, "caps": ICI&. 21—
P—ICEIYHTONETANE) T4 —DHY T,

H A B

"user_id": "admin-api-user",

"display_name": "Admin API User",

"email": "

“suspended": 0,

"max_buckets": 1000,

"auid": 0,

"subusers": [],

"keys": [

{

"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",
"secret_key": "gr1VEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"



}
],

"swift_keys": [,

“Caps": [
{
"type": "users”,
llperm": wkn

}
],

"op_mask": "read, write, delete",

"default_placement™: ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"max_size kb":-1,
"max_objects": -1

2

"user_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1

}

"temp_url_keys": []

}

InhT, BEEEREZFOI-—Y-NMERINIT,

25. 1 —H—IBROEIS
1 —H—DIFEROEE

BeE

I users=read

53°4

GET /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

=FH
BHRHIBERINZ 21— —,
i)
String
Bl
foo_user
WA
(=Y
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LARVAIVF 1574 —

user
=
A—Y—7—FEHROIAVTF—
i)
Container

B
ZERL

user_id
=
a1—%—1ID,
i)
String
Bl

user

display_name
=20
21— —DRRA.
i)
String
Bl

user

suspended
=2
dA—H—A—BHEIE L TX BBE1E True,
il
Boolean

B

user

max_buckets
=20
A—Y—DFRETEINT Y NORAH.
i)
Integer

B

user

subusers

sl
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Da1—Y—=THU Y MIEENITONEY T1—H—,

i)
Container
)
user
keys
DAY —ThHo v MIBAENITSNZS3F—,
it
Container
)
user
swift_keys
DAY —ThD v MIBEEMIT SNz Swift &,
i)
Container
)
user
caps
21—,
i)
Container
)
user

BT 2E. BREICRI-—FT—FERISINETT,

BALRITS—LARYR
7 Lo

2.6. 1—H —D{ERK
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FLWI—Y—%ERLET, 774 T S3F—RTFTHIPEEWNICERIN, LRAKRYZATRE
NnE 9, access-key F7-Id secret-key DWITNHIDAHEIEET B &, BEF—DEEMICERINZE
T, T7AIMTIE, ERINZF—F BEOF—RTEBEIMAZ &R F—Y UV JILEMTN
¥ 9, access-key WIEEIN, A—HF—DAATZ2HREOXF—%25RI2E, TOF—RBFEEINZE

ER
Hee
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I ‘users=write’

53°4

PUT /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4H—
uid
=20
fERIN2d1—4%—ID,
i)
String
Bl
foo_user
WA
(=Y

display-name
=20
e 9 %5 11— —DHRRBE,
i)
String
Bl
foo_user
WA
[=qN

email
A—H—ICBEMITONEA—ILT KL R,
i)
String
Bl
foo@bar.com
WA
(AYAY4

key-type
EMINZF—9414T, 2T a3 vidswift. s3(F74ILK) T,
i
String
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Bl
s3[s3]

WA
(AYAY4

access-key

=2
TIOEAF—ZHELIT,
i)
String
&
ABCDOEF12GHIJ2K34LMN
WA
WA

secret-key

=2
Y—ULy hE—ZEELIT,
i)
String
B
0AbCDEFg1h2i34JkIM5nop6QrSTUV+WxyzaBC7D8
WA
WA

user-caps

=20
11— — L,
i)
String
Bl
usage=read, write; users=read
WA
LW Z

generate-key

sl
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FLOWEF—RT7EERL. BFEOF—YUVJIZEMLET,

it
Boolean

&
True [True]

WA
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WL Z

max-buckets
=
A—HF—DRETEZNNT Y NORABEEBELET.
i)
Integer
Bl
500 [1000]
WA
LW Z

suspended
=20
1P A—BELETEHE D N EEELET,
i)
Boolean
&l
False [False]
WA
(AYAY-4

LARVAIVF 1574 —

user
=
1P H—BELT B HES DERELE T,
i)
Boolean

B

WL Z

user_id
=
a—H%— 1D,
i)
String
3]

user

display_name
=2
l_ﬁ_o)%a__\%o
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i)
String
B

user

suspended
=20
dA—H—A—BHEIE L TX B8 True,
il
Boolean

B

user

max_buckets
=20
A—Y—DFRETEINT Y FORAH.
i)
Integer
3]

user

subusers
=20
Da1—Y—=THU Y MIEENTONEY T1—H—,
i)
Container
3]

user

keys
=20
ZDA—H—=THoY MIEEMITONES3 F—,
i)
Container
3]

user

swift_keys
=20
ZOa1—H—THU v MIBEEMIT ST Swift .
i)
Container

B
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user
caps
=
a2 —H—HEEE,
i
Container
Bl

BT 2E, BREICRI—FT—FERISINETT,

BANRIS—LARYR

UserExists
=20
BEFE1—Y—DEXRZHIT,
a—F
409 Conflict

InvalidAccessKey
=20
BT I EAF—DHEEINTWS,
a—F
400 Bad Request

InvalidKeyType
=
BWAF—44 THRIEEIN TN,
a—F
400 Bad Request

InvalidSecretKey
=20
BWR—I Ly hEF—DEEINTWS,
a—F
400 Bad Request

KeyExists
=20
REINETI7ERAF—DFEL, OI—F—ICBLTWS,
a—FK
409 Conflict

EmailExists

sl
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RBEINBZA—ILT KL ADEFEHET %,
a—F
409 Conflict

InvalidCap
=20
BWeEEEKEDONS 2H 1T,
a—F
400 Bad Request

BIERR
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o HT7Ia1—H—DEMKIE. RedHatCephStorage FAFREHN A FASR LTIV,

27. 12— —DERE
BE1-—Y—-—0DEE
HaE

I ‘users=write’

53°4

POST /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

=
ERIN2d1—4%—ID,
i)
String
Bl
foo_user
WA
(=4

display-name
=
e e 5 11— —DERRE,
i)
String
Bl
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foo_user
WA
(=48

email
=20
A—H—ICBEMITONEA—ILT KL R,
i)
String
Bl
foo@bar.com
WA
(AYAY4

generate-key
=
HLOWE—RT7ZERL. BBFOXF—U Y JITEMLET,
i)
Boolean
&
True [False]
WA
(AYAY$

access-key
=
TIOEAF—ZEBELET,
i)
String
Bl
ABCDOEF12GHIJ2K34LMN
WA
(AYAY4

secret-key
=
Y=Ly hEF—ZHEELIT,
i)
String

1]
0AbCDEFg1h2i34JkIM5nop6QrSTUV+WxyzaBC7D8

WA
WL Z
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key-type
=2
EMINZF—94T, T3 vidswift. s3(F74ILK) T,
i)
String
Bl
s3
WA
(AYAY4
user-caps
=20
a2 —H—HEEE,
i)
String
Bl
usage=read, write; users=read
WA
(AYAY4

max-buckets
=20
A—HY—DRAETEDZNT Y hORABEZEELE T,
i)
Integer

B
500 [1000]

WA
WL Z

suspended
=20
1Y A—BELETEHE I HhEREL T,
il
Boolean

&

False [False]
WA
(AYAY$

LARVAIVF 145714 —

user
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H
A—H—A—FEtdErhEIIEIEELET,
it
Boolean

B

WL Z

user_id
=20
a1—H%—1D,
i)
String
3]

user

display_name
=20
a1—H—DRT~H,
i)
String
3]

user

suspended
=2
dA—H—A—HELE L TX BBEE True,
i
Boolean

B

user

max_buckets
=2
A—H—HFETZ1 Ty NORAE.
i)
Integer
B

user

subusers
H
ZDA—YHY—=T7hov MIEERMTIONAY T2 —H—,
it
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Container
)
user
keys
=3
DAY —TFho v MIBEMITSON/ZS3 F—,
i)
Container
)
user
swift_keys
HHA
DAY —ThD v MIBEEMIT SNz Swift &,
i)
Container
)
user
caps
HHA
21—,
i)
Container
)

BT 2E, BREICKI-—FT—FERISINETT,

BANRIS—LARYR

InvalidAccessKey
=20
BWRT IV EAF—DPEEINTWS,
a—F
400 Bad Request

InvalidKeyType
=20
BWAF*—44 THIEEIN TN,
a—F
400 Bad Request

InvalidSecretKey
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=20

B\ —ILy hF—DPEEINTWS,
a—F

400 Bad Request

KeyExists
RUEINLTI7EXAF—DEFEL., HOI—F—IBLTWS,
a—F
409 Conflict

EmailExists
=20
REINDZA—IT KL ZADEFEHET %,
a—F
409 Conflict

InvalidCap
=
BWeEEEKEDONS 2H 1T,
a—F
400 Bad Request

BIER R

o HJ1—H—DEEIZDWTIL, RedHat Ceph Storage FAFRE A FEZSRBRL T EI L,

2.8. 1 —H'—DHIkR
BHFEO1I—Y—%ZHRLET,
Hee

I ‘users=write’

53°4

DELETE /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

HIlRd 221 —H— D,
i

58


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#modify-a-subuser_dev

#52% CEPH OBJECT GATEWAY & API

String
B

foo_user
WA
(=48

purge-data
BETDE, A—HF—ICBIT BN\ Ty heATIHU MEHIBRINZET,
i)
Boolean
Bl

True
WA
WL Z
LARVAIVFAT 14—
2L,
BRARIS—LARARVZR

2 Lo

B EfE R
o H7a1—H—DHIRICDWTIE, Red Hat Ceph Storage BAREHA KESRBL T IV,

29. % 71— — DR
Swift APl RT3 547 MCEICEIDHFLWY J12—H—5FERLET,

pa )

B 2 TR MIIE. gen-subuser 7zI& subuser DWIFNNHNRETY, BE.

Ta—%—ICIE, access ZIEL TNN—I v avad5d20ENrHYET, 21—
H—1ER (subuser ' secret 7 L TIEEINTWBIHFE) EAKkKIC, >—J Ly ¥ —
FEEMICERINE T,

413
I ‘users=write’

53°4

PUT /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
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DITARMNRFA—4—

YT 1Y —% KT 51— —ID,
i)

String
Bl

foo_user
WA

(=YW

subuser
ERd 20 721——IDEIBELZFT,
il
String
&
sub_foo
WA
WA (F 721 gen-subuser)

gen-subuser
ERR9 2 721—H—IDEIBELET,
i)
String
Bl

sub_foo
WA
WA (F 721 gen-subuser)

secret-key
V=L y hF—ZEELIT,
il
String

1]
0AbCDEFg1h2i34JkIM5nop6QrSTUV+WxyzaBC7D8

WA
WL Z

key-type
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=2
EMINZF—914T, 2T avidswift(F74I M), s3TT,
il
String
&
swift [swift]
WA
(AYAY-4

access
=20
HTA1—H—DF7 IV RANRN—3I v aVERET BIHHIL. read, write, readwrite, full DL\ g1
NCTHEIZRLENHYZET,
i
String
Bl
read
WA
(AYAY$

generate-secret
=
Y=Ly hE—ZEXKLET,
i)
Boolean
Bl
True [False]
DA
(AYAY-4

LARVAIVF 1574 —

subusers
=20
A—H—THho v MIBEEMFShAEY T2 —H—
i)
Container

B
ZERL

permissions

sl
A—YHY—=ThHI Y MDY T1—HF—F7 £
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i)
String
B

subusers

KhdBE, LARYRICIEY T1—H—BFRHIrEFEN I,

BUATIS—LARYR

SubuserExists
=20
BELLY T2 —H1EET 5,
a—F
409 Conflict

InvalidKeyType
=20
BHRF—54 THBEIN TV S,
a—F
400 Bad Request

InvalidSecretKey
=20
BWRY—I Ly hE—DEEINTWS,
a—F
400 Bad Request

InvalidAccess
=20
BHRY T AT I EIADEEINTWS,
a—F
400 Bad Request

210. 4 71— —DERE
BHFEOYT1—H—%2ZELEY,
Hee

I ‘users=write’

53°4

POST /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
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=20
Y71 —%FRTBH1—%—ID.
i)
String
Bl
foo_user
WA
(=Y

subuser
=20
EEY %7 1—%—1ID,
i)
String
Bl
sub_foo
WA

generate-secret

sl
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BT71-—H-DHLWHERZERL. BFOF—ZESHIIT,

i)

Boolean
Bl

True [False]
WA

(AYAY-4

secret
=2
Y—ULy hE—ZEELIT,
i)
String
&

0AbCDEFg1h2i34JkIM5nop6QrSTUV+WxyzaBC7D8

WA
WL Z

key-type
=
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EMINZF—914T, 2T avidswift (F74I M), s3TT,
il

String
&

swift [swift]
WA

(AYAY-4

access
=20
HTA1—H—DF7 IV AN—3I v aVERET BIHHIL. read, write, readwrite, full DL\ g1
NCTHEIZRENHYZET,
it
String
&
read
WA
(AYAY4

LARVAIVF 1574 —

subusers
=20
A—H—=THho v MIBEEMFShAEY T2 —H—
i)
Container

B
ZERL

=2

Y 71—%—1ID
i)

String
B

subusers

permissions

=2

A—HY—=ThI Y MDY T1—HF—F7 £
i)

String
B
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KW dE, LARYRIIEY T2a—H—BHRHIEENET,

BANRIS—LARYR

InvalidKeyType
=
BWAF—44 THRIEEIN TN,
a—F
400 Bad Request

InvalidSecretKey
=20
BWRY—I Ly hEF—DPHEEINTWS,
a—F
400 Bad Request

InvalidAccess
=20
BHRY T AT IO EIADEEINTWVS,
a—F
400 Bad Request

2N Y 71— —DHIRR
BHEOY 71— —%ZHIRLET,
Hee

I ‘users=write’

53°4

DELETE /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

=2

HIFR g 21— —ID.
i)

String
&
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foo_user
WA
(=48

subuser
=20
HIfgXI a4 7 1—H—ID,
i)
String
Bl

sub_foo
WA
(=48

purge-keys
=2
HI71-—H—IIBT2REZHIRLIT,
i)
Boolean

&
True [True]

WA
WL Z

LARYRIVF15714—

2L,

BRI S—LRAKRIR

2L,

2.12. 1 —H—ADHEBEDIEIN
BELA—Y—IIBEBY1EY T+ —%8BIMLET,
Hae

I ‘users=write”

53°4

PUT /admin/user?caps&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—5—
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uid
=
EEMEZENYT 51— —ID,
i)
String
Bl
foo_user
WA
(=Y

user-caps
=
2A—H—ITBINY 5 EEHEE,
i)
String
Bl
usage=read, write
WA
(=Y

LARVAIVFTA4T4—

user
=
A—Y—7—FEROIAVTF—
i)
Container

B
ZERL

user_id
=
aA—%—ID
i)
String
3]

user

caps
=20
a3 —H—HEE,
il

Container
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B

user

BT dE, LARYRIEI—Y—DTA4REY) T4 —DNEFhZET,

BANRIS—LARYR

InvalidCap
=
BWeEEEKEDONS 2 & 1T,
a—F

400 Bad Request

213. 1 —H—H 5 DHEBEDHIFR
BELEELI—Y—DoBEBTA/E) T4 —ZHIFRLE T,
HaE

I ‘users=write’

53°4

DELETE /admin/user?caps&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—
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EIEMAEAHIRT 51—~ D,
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foo_user
WA
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user-caps
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A—HY—DSHIFRY 5 EEMEE,
i)
String
B

usage=read, write

68



WA
(=40}

LARVAIVFTA4T4—

user
=20
A—Y—7—FEHROIAVTF—
i)
Container
3]
ZEL

user_id
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String
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user
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B

user
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BT dE, LARYRIKEI—Y—DTr14REY) T4 —DNEFIZET,

BARIS—LARYR

InvalidCap
=

BN EEMEOHIRZHATLEY,

a—F
400 Bad Request

NoSuchCap
=

I RIEEIN TV BHEALIE LA,
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404 Not Found

2.14. ¥ —D1YERK

FLWE—%ERLET, subuser 2I8ET 2&. T 74 M TERINF—IF swift ¥ 4 Ty
¥ 9, access-key X7z secret-key DW\WITNHADANIBEEINAIZE. AI Y FINEF—EEHHN
ICERRINE Y, secret-key DAMNIBEINTLSIHFE. access-key IFBHMICENRINE T, T
TAINTR, ERINF—F BFEOF—RTEBEIMAZI &R F—YVTICEBMINZE
9, access-key BMEEIN, I—H—DAAETIHRFOF—%2SBI 2L, TOF—REFEEINFE
T, LARVRIE, FRINBERLY A TOREIRT—ERRTZIVTF—TT,

pa )

swift ¥ —DVERBSIC, access-key 7 7> a v ABELTEMRIEHY FHA, i,
A—H—FF Y T1—HF—TEI1 DD swift F—DHERFIT DI ENTEET,

41
I ‘users=write’

53°4

PUT /admin/user?key&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
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(AYAY4

secret-key
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WA
WL Z

generate-key

sl

FLOWEF—RT7EERL. BFEOF—UVJIZEMLET,

it
Boolean

Bl
True [True]

WA
WL Z

LARVAIVFTA4T4—

keys
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H
DA—Y—=THho v MIBEERM TSNS TDF—,
it
Container

B
ZERL

user
=20
F—ICEEM IO —T ATV,
i)
String
3]
keys

access-key
=20
TIEAFx—,
i)
String
3]
keys

secret-key
=20
=Ly hE—,
i)
String
37
keys

BANRIS—LARYR

InvalidAccessKey
=20
BT I EAF—DHEEINTWS,
a—F
400 Bad Request

InvalidKeyType
=
BWAF*—94 THRIEEIN TN,
a—F

72
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400 Bad Request

InvalidSecretKey
=20
BWRY—I Ly hEF—DPEBEINTWS,
a—F
400 Bad Request

InvalidKeyType
=
BWAF—44 THRIEEIN TN,
a—F
400 Bad Request

KeyExists
=20
RUEINLTI7EIAF—DEFEL. BHOI—F—ICELTWS,
a—F
409 Conflict

2.15. SE D HIR
BEOxX—%HIlRLET,

413
I ‘users=write’

53°4

DELETE /admin/user?key&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

access-key
A
HIFR Y 2 S3F—RTVIETSS3T7I/ERAF—,
i)
String
Bl
AB01C2D3EF45G6H71J8K
WA
[=YN
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F—DHIFRTD L —H—,
i)

String
#

foo_user
WA
W Z

subuser
F—DHIBRTOY T 1—H—,
i)
String
Bl

sub_foo
WA
W Z

key-type

HIR T 2% —49 47, 7> 3 vidswift. s3TY,

. p: i)
swift ¥ —ZHIfR T B 7HDICHETT,

BALRITS—LARARYR
7 Lo

LARVAIVFAT 14—
2L,

2.16. /N4y NEH]
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AML—=VEEEE, ChOoDAPIZFERALTNAT Y NBHIA D ZXLDERES LVHIEA 9 —7
A 2AERWTEZET, API REY Z1IF, BEDIY RKRA Y NOEBDEFTNBERNNITONEA T
IV MTY, Ny MBRTIE., NEYIEREEDONT Y MIBEEMITEY, S3/87y MeE&S
2a v Tk, N7y NBHIOFEARIINE T,

R

TRTCOMEY Y7023 VTR NIA—=F—(FURLITVO—RX
. application/x-www-form-urlencoded I > 5>V 4y (1 TEFHLTX vy E—Y DR
T4 —TCEEINET,

R

MEY JDEFHZBDICT BICE, MEY ZICTTICEAEMITONTWS/NTy MEA]
BRI DIRENDHYITT,

2.16.1. iR
® Ceph Object Gateway EIZ/N7y NBRIZER LT,

2.16.2. /Ny M EROBE

Ny NBRICEY, N7y NTHEDA XY MAFELE LIZIHFAEIC. Ceph Object Gateway DS 1E#R &
EDHENMREINE T, Ny MEMIEHTTP, AMQP09.1, & U Kafka T RKiRA >~ MTEET
XFET, FENTY MNBLIVBEEDNEY V EDARY MOy MBRIZEEFET 37010, BTV
N)—AERT Z2RENHYET, /N7y NEHIX. ARV NYSTOYTEY MERT 22 &1,
TI7AIWBRTEIRTDARY MNIA FITRHUTHERTEE T, ANy MBRIE, F—DEEFF/2IEE
BE., ¥F—IC—BII2ERKRB, 7707 MIBIVHTONXYT—IBME. FLiEATI I b
BDTIEDWTARY N ETAWNI—=)VITTEET, /Ny NBRICIK, Ny MBHIAXAHZXLD
BESLVEIEA VI —T 14 AERMHT 2 RESTAPI AHY F 7,

2.16.3. Kk fnd@ Al

KR ARBHAIC L YU, Ceph ObjectGateway NS hEY V TREINILIY RRA ¥ hADBRDIEFE
MHOBWERPRENTEICAYET, TV KRS Y MAOEFEIF. V7T MNRICARMICETIN
278, BEORBRMLEEENHY £9, KiHRBRICL Y. Ceph Object Gateway [FT Y KR4
RBT DY LIcmEY. BEFRICRY NT—VDOBEI’HZHBETEH., BRIFEFEEBATLET, &
niE, TV RRASA Y MIEBICEEINAWVEAICRANABRATINE S, BN, BRIREICEET
2EDMDT I a Vv IRTENT BERICOAEEINET, TV RRA Y MO RBEY VT3
& BRF LDV FEWNIRY, ThHDITY RS Y MOBMARE S N7 S3BRENKBL Z
ER

Pz -

kafka-ack-levelznone #{#fHT 2 &, X v E—JDKBATRINGWES, TO—H—
MELELTWBREICEE I XAy E—Y, 7O0—H—0BEEFBICBEAITINIE
ho 7A—H—0ED—ERBINZE, HILWENOADNRRIINET,

216.4. NEY 7 DIERX

Ny NBRIZEENRT 2EIIC. PEY I ZERTEET, bEY 7I1d Simple Notification Service

(SNS)ITVF 4T 4—T, IRTDIMEY 7 (DF Y create. delete. list. & &£V get) I& SNS #
fECd, MEYZIZIE. Ny NBRIOERBICERAINSZIY KRSV MRS A =S —DRETT,

75


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#s3-bucket-operations

Red Hat Ceph Storage SBAF&EH A K

DO ITRRMDAEEICTONEE, LARYRITIE, N7y NBRIERTIDOMNEY 29 528BT 201
#BTEHEATE S bEY Z D Amazon Resource Name (ARN) A& Fh F 7,

S

AR

Pz
topic_arn ($/X7 vy NBHIEREZRHEL. FEY JDEMRRBRICERINET,

o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

o JL—hLNILDTIEZR,

® Ceph Object Gateway D1 ~ X b—Jb

o 1—H¥-TFTIOEAF-—BLVY—ILvy rFx—,

o ITVRNRRAVIMNRNSIA—=H—,

FIR

L UFOEKREATIEY 7 2FRLET.
B

POST

Action=CreateTopic

&Name=TOPIC_NAME
[&Attributes.entry.1.key=amqp-exchange&Attributes.entry.1.value=EXCHANGE]
[&Attributes.entry.2.key=amqgp-ack-level&Attributes.entry.2.value=none|broker|routable]
[&Attributes.entry.3.key=verify-ssI&Attributes.entry.3.value=true|false]
[&Attributes.entry.4.key=kafka-ack-level&Attributes.entry.4.value=none|broker]
[&Attributes.entry.5.key=use-ssl&Attributes.entry.5.value=true|false]
[&Attributes.entry.6.key=ca-location&Attributes.entry.6.value=FILE_PATH]
[&Attributes.entry.7.key=0OpaqueData&Attributes.entry.7.value=OPAQUE_DATA]
[&Attributes.entry.8.key=push-endpoint&Attributes.entry.8.value=ENDPOINT]
[&Attributes.entry.9.key=persistent&Attributes.entry.9.value=true|false]

DOTAMNSGA =G =% TICTRLETY,

76

Endpoint: @ %%§9 2T KR4 D URL,

OpaqueData: "ERLRT—FIEMEY VBRETHREIN, MNEYVICEI>TRETZTA
TOBRUCEMINZE T,

persistent: ZD TV KR4 ¥ hADBRA KGN GERHE) THZEIAERLET, 774
NE(L false T,

HTTP T RRA Vb
o URL: https;//FQDN:PORT
o R—MDFIZAI I HTTP FLIEHTTPS ICZEN TN 80 /213 443 A FALE T,

o verify-ssl: —/N\—FEBAEN VIS4 7V ML > THRIEIN TV B EI N ERLZE
¥, T 74 NTlE true TY,
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® AMQPO9IIY RRA Vb

(o}

URL: amgp://USERPASSWORD@FQDN:PORT[/VHOST].
A—H—BLCTIV—TDT7 )L MEIZENEN guest & guest TT,

A—H—BLONRRAT7—ROFMIEIHTTPS REHTIRET Z2HELHYET, ZILA
W&, FEY ZEREXRIFEEINE T,

Port 77 # )V Mé |£ 5672 T,

vhost D77 # )L MM/ T,

amqp-exchange: X#IEHFEEL. NEYVICEDWTA Y=Y %IN—TFT 1 VI TE
ZRENHYET, INIEAMQPOSIDHEANRTA—H—TF, LIV NRA Vb
HSRIBIFIFRIMNEY VDAL EZFATINELNHY T,

amqgp-ack-level: ZIRFEHIEEINBRINICA Yy E—I DA TO—H—TkELIN ST
REMDH B8, RTHRIEITETT., KBXAYVY NE32HYZET,

B none 7O—A—ICEBINLBEICAvE-—IUDPBEINTWVWS ERAINE
ER

m broker: 77 AL MNTIE, AvE—JIFTO0—H—ICL>THEEAREZINS L BBE
IhTWs ERAaEInxd,

® routable: 7O—A—HNO V> a—v—II—FT 14 VI TEZEES. AvE—JF
BEXhTWw? ERAaXhZETd,

YT BREBEREHYFEA,

pa )

' y 13!
BEDNZA—H—DF—EIX. ALCITELEIBFEDIEFTEE
' TEHERERHYFEAD. ACI VYTV I REFERTIHNELNHY
F9, BEA VYT Y IR, BHEQENSIEFICLAY., FBLE
% topic-name (& AMQP cEY VICERAINF T,

e Kafka T KR4 v b:

(o}

URL.: kafka://USERPASSWORD@FQDN:PORT.

use-ssl B*7 7 #JL N T false ICEREI NS5 E. use-ssl A true ICEREINTWSIF
Bl 7O—H—DEHKICEXF 1 T7REGENMERAINE T,

ca-location NMIEEEIN, EX a7 REGNMERAINSDEEIE. JO—H—%5RT 3
DT, T74IN MDD CATIERLS, BEINALCANMERINET,

A—HY—BLVRT—RIEHTTP[S] COHRETEZET, 5 LARWVE, PEY S
ERRERIFEEINZE T,

A—H—ELVP/NZAT— KX use-ssl EDHRETE, 7O—H—~DEHIKHLT
W L7,

Port 7 7 #JL M 13 9092 TY,

77
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o kafka-ack-level: Z#&SEHLICEEINBENCA v E—I D TO—H—TAFLINEH
BEMENH BT, RTHERBIEIFAETY, KEBAVY RE22HYET,

B none: 7O—A—ICEBINLBEICAvE-—IUDNBEINTWVWS ERAINE
ER

m broker: 77 AL MNTIE, AvE—JFTO0—H—ICL>THEEAREZINS L BB
IhTWws ERAaEInxd,

SERXOHZLUTICRLET,
1]

<CreateTopicResponse xmlns="https://sns.amazonaws.com/doc/2010-03-31/">
<CreateTopicResult>
<TopicArn></TopicArn>
</CreateTopicResult>
<ResponseMetadata>
<Requestld></Requestid>
</ResponseMetadata>
</CreateTopicResponse>

pa 3

LARYR®D kEw 2 ® Amazon Resource Name (ARN) D=
I&. arn:aws:sns:ZONE_GROUP:TENANT:TOPIC (72 Y £ ¢,

LAFIE AMQPO.9T TV RiRA ¥ hDBINCIRY £7,

B

client.create_topic(Name="my-topic’ , Attributes={"push-endpoint’: 'amqp://127.0.0.1:5672", 'amqp-
exchange': 'ex1', 'amqgp-ack-level": 'broker'}) "

2.16.5. NE Y YV IEHROEE

BELEZEMNEY ZICEATZEREZERLET, TNICIE, BEINTWEHAICIEIY RKRA4 Y MERE
EHDBIENTEET,

AR &M
o @D Red Hat Ceph Storage ¥ S A9 —1'%H %,
o JL—FLRILDTIER,
® Ceph Object Gateway D1 Y X h—Jb
o 1—H—TFIEAF—BLIUVY—IL v bFx—,
o ITVRRAYVKIRSA=H—,
FI7
L UTOEREATINEY VBEREBRBLET,
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53°4

POST
Action=GetTopic
&TopicArn=TOPIC_ARN

LARYRT7 A=<y FOBIZUTICRLET,

<GetTopicResponse>
<GetTopicRersult>

<Topic>

<User></User>

<Name></Name>

<EndPoint>
<EndpointAddress></EndpointAddress>
<EndpointArgs></EndpointArgs>
<EndpointTopic></EndpointTopic>
<HasStoredSecret></HasStoredSecret>
<Persistent></Persistent>

</EndPoint>

<TopicArn></TopicArn>
<OpaqueData></OpaqueData>
</Topic>

</GetTopicResult>
<ResponseMetadata>
<Requestld></Requestld>
</ResponseMetadata>
</GetTopicResponse>

LFiE. 978LVEETT,
e User hEY V7 ZFR L7 —F —DEHI,
e Name: k Ev 7 DHH],
o JSONHDIY RRA Y MIFUTHEEFNET,
o EndpointAddress: T KR4 > D URL, T KRS ¥ M URL ICA—H—H LU/

27— RIERNIEFNDHBE. VIITRAMIHTTPSBRATITOMENHY FT, Th
J’J\%o)iﬁﬂ\ I\ l: / OOJHX g—_kti*ﬁ ni’a—o

= EndPointArgs: T~ KR4 > M5IEL,

= EndpointTopic: T~ KR4 ¥ MIEEFEINZ MEY VEIE. EEREOHIONEY 2
ZEEERZBENHYET,

m HasStoredSecret: T KR4 VY MO URL ICA—H—B LUV T — RERLSF
N35EIC true,

ki hEY I KT 2355 true,
® TopicArn: Topic ARN,

e OpaqueData: ZhiE bEY 7 EORERRT—FEY b TY,

216.6. NEY 7 D—ERTR

79



Red Hat Ceph Storage SBAF&EH A K

1I-H—HEHELE Ny v E—BRRLET,

AR
o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,
o JL—FLRILDTIVEZR,
® Ceph Object Gateway D1 ~ X b —Jb
o 1—HF—TFIERAFX—BLUVY—IL vy hr—,
o TVRRAVINSGA—H—,
FIg

UTOERFATIEY 7fERE—BRTLIT,
B

POST
Action=ListTopics

LARYRT7 A=< FOBIZUTICRLET,

<ListTopicdResponse xmins="https://sns.amazonaws.com/doc/2020-03-31/">
<ListTopicsRersult>

<Topics>

<member>

<User></User>

<Name></Name>

<EndPoint>
<EndpointAddress></EndpointAddress>
<EndpointArgs></EndpointArgs>
<EndpointTopic></EndpointTopic>
</EndPoint>

<TopicArn></TopicArn>
<OpaqueData></OpaqueData>
</member>

</Topics>

</ListTopicsResult>
<ResponseMetadata>
<Requestld></Requestld>
</ResponseMetadata>
</ListTopicsResponse>

pa

IYVRRAY MURLICA—YY—BLUVNRRT—RNIFHRHIPEFNBFEIE. b

EYyIDOWEFNNTERZTOILENHYIT, T LAVLE,
ERIFEEIN I,

216.7. NEv U DHIR

80
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HIFRL7c b EY 7 ZBIBRT 2 & BIFIFZG, RRIERELEEA

AR

¥ @ D Red Hat Ceph Storage 7 5 249 —H'%H %,

o JL—FLRILDTIVEZR,
® Ceph Object Gateway D1 ~ X b —Jb
o 1—HF—TFIERAFX—BLUVY—IL vy hr—,

o ITVRNRRAVINRNSIA—=H—,

FIR
L UTFOERHRThEY 7 5HIRLET,
B

POST
Action=DeleteTopic
&TopicArn=TOPIC_ARN

LARYR 74— FOBIZUTICRLET,

<DeleteTopicResponse xmIns="https://sns.amazonaws.com/doc/2020-03-31/">
<ResponseMetadata>

<Requestld></Requestld>

</ResponseMetadata>

</DeleteTopicResponse>

2168. 41X ML O—NK

4 R K&, Ceph Object Gateway IZ& > TIThN B BREICEATIEREFREFL. BRLALIY KRS
Y b (HTTP. HTTPS, Kafka, F7ld AMQO914E) EDRAO—RELTEFINEY, 1NV b
L3—RIZJISONFERICHY XY,

B

{"Records"[
{

"eventVersion":"2.1",

"eventSource":"ceph:s3",

"awsRegion":"us-east-1",

"eventTime":"2019-11-22T13:47:35.1247247Z",

"eventName":"ObjectCreated:Put",

"userldentity":{
"principalld":"tester"

b

"requestParameters”:{
"sourcelPAddress":""

b

"responseElements":{

81
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"x-amz-request-id":"503a4c37-85eb-47cd-8681-2817e80b4281.5330.903595",
"x-amz-id-2":"14d2-zone1-zonegroup1"
b
"s3":{
"s3SchemaVersion":"1.0",
"configurationld":"mynotif1",
"bucket":{
"name":"mybucket1",
"ownerldentity":{
"principalld":"tester"
b
"arn":"arn:aws:s3:us-east-1::mybucket1",
"id":"503a4c37-85eb-47cd-8681-2817e80b4281.5332.38"
b
"object"{
"key":"myimage1.jpg",
"size":"1024",
"eTag":"37b51d194a7513e45b566524f2d512",
"versionld":"",
"sequencer": "F7E6D75DC742D108",
"metadata":[],
"tags"[]
}
2

"eventld":"",
"opaqueData":"me@example.com"

}
I

LUFEARYMLI—ROF—BLUVZDEETT,
® awsRegion: Zonegroup,
o eventTime: 1 XY M KNYH—INEIYAIVIERTIA LRIV T,
e eventName: 1 XY D% 1 7,
e userldentity.principalld: 1 X BB L7221 —H—D ID,

e requestParameters.sourcelPAddress: 1 XV h &= N) A—LEVZAT7VMDIPT7 RL R,
D74 —ILREYR—FIhFEEA,

e responseElements.x-amz-request-id: 1 X h& M) H—LAEY T X MID,

e responseElements.x_amz_id_2: 1 X MA' N H—I 17z Ceph Object Gateway D IP 7 K
L ZXID #£xI& RGWID-ZONE-ZONEGROUP T,

e s3.configurationld: 1 X k& {ERY L 7=3@%0 1D,

e s3.bucket.name: /N7 v h DEH],

e s3.bucket.ownerldentity.principalld: /X% v M DFFEZE,
e s3.bucket.arn: /N4 v kD Amazon Resource Name(ARN),

e s3.bucketid: N7 Y KDTFTATVT 4T 14—,

82
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e s3.objectkey: 7 TV hF—,

e s3.objectsize: A 7V hDH A X

e s3.object.eTag: = 7> ¥ b etag,

e s3.object.version: N\—U 3 UEINNT Yy KDF Ty hX—=2 3,

e s3.object.sequencer: 16 EBATAH TV I NTEDERHAFEEIMIEET,

e s3.object.metadata: x-amz-meta & L TEFEINDZ AT TPV MIXSIT—StEY K,
e s3.objecttags: 7 7> U MIREI NS T,

e s3eventld: 1 XY NO—BDT7ATVT AT 14—

e s3.opaqueData: Opaque T—#% [E hEY VBRETHEIN., MEYIILE>THR)HA—EIN 3
TRTOBAIEMINE T,

BIER R

e F¥ffilX. Event Message Structure &8 L T 72X,

2169. Y R—KNINBARVNYALT
LTFOARY NIA THYR—MINFET,

s3:0ObjectCreated:*

® s3:0bjectCreated:Put

e s3:0bjectCreated:Post

e s3:0bjectCreated:Copy

® s3:0bjectCreated:CompleteMultipartUpload
® s3:0ObjectRemoved:*

® s3:0ObjectRemoved:Delete

s3:0bjectRemoved:DeleteMarkerCreated

217. /XN v MERO IS

BEONTy DY Ty MIET3EHREE LT T, uidh bucket 2 L THREINZ &, D
A—H—IIBTBIRTONT Y PHIRINZE T, bucket DAMIEEINTWBIFEIE. TDHFED
NTy NOBEREREBLEY,

Hae

I “buckets=read

53°4

83
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GET /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

bucket
=
BERZIRT/NT v K,
i)
String
Bl
foo_bucket
WA
LW Z

uid
=2
Ny NERZEIRET 51— —,
i)
String
Bl
foo_user
WA
(AYAY4

stats
=20
Ny hDffETZRLE T,
i)
Boolean

Bl
True [False]

WA
WL Z

LARVAIVF 1574 —

stats
=20
Ny NZEDER
i)
Container

B

84



ZERL

buckets
=20
12UEDNTry hAVTF—D—EBIEFEFNIET,
i)
Container
3]

buckets

bucket
=20
BE—N\4Ty MEBRAOIVTF—,
i)
Container
3]

buckets

name
=
Ny N DR,
il
String
3]
bucket

pool
=FH
Ny MBMREIRTWE T—L,
i)
String
3]
bucket

=20
—BD/NT vy M ID,
i)
String
3]
bucket

marker

#52% CEPH OBJECT GATEWAY & API
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=20

RERNT Y K5 T,
i)

String
3]

bucket

owner
=20
Nry NERBEZEDI—Y— D,
il
String
3]
bucket

ERKHR
=20
A ML =Y DERBR,
i)
Container
37
bucket

index
H
NTYy N UYTYIRADAT—H A,
it
String

)
bucket

BRI BE. BRINTy MEREFEICNNFy NV FF—%RLET,

BANRIS—LARYR

IndexRepairFailed

EE2 |

NIy N YTy I ZADBEICKERLE L .,
a—FK

409 Conflict

218. Ny N VT O REERLE T,
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BEONTY NDA VT I R EHBLET,

pa )

check-objects THEEH/SN— AT I NTHIY

ICRET DRENDY T,

1

buckets=write
B

GET /admin/bucket?index&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

bucket
=FH
BERZIRT/NT v K,
i)
String
Bl
foo_bucket
WA
(=Y

check-objects
=
BENR—NATOONTAOI VTV TERRELET,
i)
Boolean
Bl
True [False]
WA
(AYAY4

fix
=2
Flo FYvIRIINTY M UTYIRBBELET,
i)
Boolean
Bl

False [False]
WA

#52% CEPH OBJECT GATEWAY & API

T4 VT EMEERT BITIE. fix & True
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WL Z

LARVAIVFTA4T4—

index
=F
NTY N VTIYIRADRAT—H R,
i)
String

BRI S—LARVR

IndexRepairFailed

2

NIy N YTy I Z2DBEICKBRLE L .,
a—FK

409 Conflict

2.19. /X4y N DHIRR
BHFEONTy hEHBRLET,
Hee

I “buckets=write’

53°4

DELETE /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
DITAMNRFA—4H—
bucket
HIBRT 237 v K,
i)
String
Bl
foo_bucket
WA
=40

purge-objects
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A
BIBRE 2R0IC. Ny hDATITI MEBIBRLTLLEIL,
i
Boolean
Bl
True [False]
WA
(AYAY4

LARYAIVT4T14—

2 Lo

BUATIS—LARVR

BucketNotEmpty
=20
ZETRHRWAT Yy NOHIBRZETLE L,
a—F
409 Conflict

ObjectRemovalFailed
=20
FT7VxU MEHIBRTEE A,
a—F
409 Conflict

220. N7y DY VY

Nry NEEELI—H—IC) v L, BRIOI—F—H05N Ty hDY VI 5BRLET,
PaE

I “buckets=write’

53°4

PUT /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

YDOTRAMNRNSGA—4H—
bucket
MR
)Y ) ERBRRT B/INT Y K,
it
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String
Bl
foo_bucket
WA
(=YW

uid
=20
Nry b )93 351—%—1D,
i)
String
Bl
foo_user
WA
(=4

LARVAIVT AT 14—

bucket
=20
BE—N\4Ty MEBRAOIVTF—,
i)
Container

B
ZERL

name
=20
Ny N DR,
i)
String
3]
bucket

pool
=20
Ny MPREIRTWE T—IL,
i)
String
3]
bucket

90



=20
—BD/NT vy NID,
i
String
3]
bucket

marker
=20
RERNT Y K5 T,
i)
String
Bl
bucket

owner
=20
Ny NFRBZEDI—%—ID,
i)
String
3]
bucket

AR
=20
A ML =Y DERBR,
i)
Container
3]
bucket

index
=
NTY MNUTIYIADAT—H R,
i)
String
3]
bucket

BARIS—LARYR

BucketUnlinkFailed
MR

#52% CEPH OBJECT GATEWAY & API
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BEINI—YHY—D26NTy N VI %EIRTETE A,
a—F
409 Conflict

BucketLinkFailed
NIy NEREINLA—F—IZ) VI TEEHA,
a—F
409 Conflict

221Ny NDY VU =R L F T,

BEEINA—H -6 Ty MDY VI ZBBRLET., EICNAT Y NOFBEEZEEY 5DICRILS
i’a—o

41
I “buckets=write

53°4

POST /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

bucket
VU EERY BNT Y b,
i)
String
Bl
foo_bucket
WA
(=Y

Nry b)) 9451 —%—ID,
i)

String
Bl

foo_user
WA

(=Y
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LARVARAIVFAT 14—

2 Lo

BANRIS—LARYR

BucketUnlinkFailed
=20
BEINLA—F—DoNTy MDY VI ERBBRTEE A,
i)
409 Conflict

222. N7y NERWEA TV MR —%ZEET 2
AT NERRNTY hORY O —%GHmAHARY £7,

PaE

I “buckets=read"

53°4

GET /admin/bucket?policy&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

bucket
=20
RY Y —%HmAMBNT Y K,
i)
String
Bl
foo_bucket
WA
(=Y

object
=20
RYY—OFmAMYTERD AT TV N,
i)
String
Bl
foo.txt
WA
(AYAY4
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LARYARAIVFAT4—
policy
H
7 REIEARY > —,
it
Container

B
ZERL

BRI LGB, TV bEREBATY MRY S —%RLET,

BRI S—LARVR

IncompleteBody
=2
NIy NRD)S—FRICNANTy RPIEBEINTWARWD, FLEFEA TV MAT TV MR
)Y —BRIEEINTWEEA,

a—F
400 Bad Request

223. A7 NDOYIKR
BEOA Ty NEEIBRLED,

-
MEEEZ—REFELETICHEET 2LEIHY THA,

41
I “buckets=write

53°4

DELETE /admin/bucket?object&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4H—
bucket
=20
BRI 24 T2V NEBUNT Y N,
i)
String
Bl
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foo_bucket
WA
(=48

object
HIfRg 2472V K,
i)
String
Bl
foo.txt
WA
(=4

LARVAIVFAT 14—
2L,

BRI S—LARVR

NoSuchObiject
BEINLATIVI NEIBFEELEHA,
a—F
404 Not Found

ObjectRemovalFailed
A7V MEHIBRTEE A,
a—F
409 Conflict

2.24. QUOTAS

EERRFEAPIZERTZE, - —B8LP1—F—DABETEINTY MV A —FERETEET,
DA=FIIE Ny M DA T2V hDFRREE, XHANA MRUDA ML =Y DHERY A IDEX
hi’a—o

JA—FHRRTBICIE., T—H—IC users=read 71 /XE) T4 —HMETT, 7+ —9%5ERE. &
B, FRIEEMITDICIE. 2 —Y—IC users=write ¥ 1 /NE ) T4 —HRETT,

I F—DEMBRINSGA—F —ICIFUTHAERENF T,
e Bucket:bucket 4 7> 3 v Tld, 22— —DRETEINTY MDY+ — Y AIBETEET,

® Maximum Objects: max-objects X ETIE. 7V V NORAFAZIBETEET, ADELE
RETDE. TOREVEDICRYES,
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® Maximum Size: max-size - 7> 3 VY TlE, N NOBRAXBDI +—9 2IEETEFT, BAD
BEERETDE., CORELVEMICAY FT,

® QuotaScope:quota-scope + > a vk, V+—FDRA—TEHFZELET, A > avik
bucket & user TY,
225. 1—%—0 #—4% DRF

P+ —H%BIGTSICIE, read /N\—I v avaFDusers T /N\E) T4 —DNREINTWVWBHME
nHYFET,

53°4

I GET /admin/user?quota&uid=UID&quota-type=user

2.26. 11— — 9+ — Y DEKRTE

DA—HHEHRETBICIE, 21— —ICwrite/XS—I v avaFEdusers M /N\E T4 —%BETS
WEINHY ET,

53°4

I PUT /admin/user?quota&uid=UID&quota-type=user

AVFIUVICIEK,. MR T 25ARYIBETIVI—RINhTWE I 4—49BED ISONKRIBAZSENT
WBREAHY T,
227.87y N+ —48 DEUS

BEONTy DY Ty MIET2EHREE LT T, uid b bucket L THREINZ &, D
A—HF—IIBTZIRTONT Y MIRINFET, bucket DADIBEINTWVWBIFEIX. TORED
Ny NOERERBLET,

41
I “buckets=read

53°4

GET /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4H—
bucket
BRZRT/NT Y b,
B
String
Bl

96



foo_bucket
WA
AYAY-3

uid
=FH
Ny NERZEIREY 51— —,
i)
String
Bl
foo_user
WA
(AYAY4

stats
=
Ny hDffETZRLE T,
i)
Boolean
Bl
True [False]
WA
(AYAY-4

LARVAIVT 14514 —

stats
=20
Ny NZEDER
i)
Container

B
ZERL

buckets
H
12UEDNRry NOAVTFF—D—EBLAEENET,
it
Container

B
ZERL

bucket
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=20

B—nNry MEBRAOIYTF—,
i

Container
3]

buckets

name
=2
Ny N DR,
i)
String
Bl
bucket

pool
=20
Ny MBMREIRTWE T —IL,
i
String
3]
bucket

=20
—BD/NT vy MID,
i)
String
3]
bucket

marker
=
RENT Yy & T,
i)
String
3]
bucket

owner
=2
Ny RNFIBEDI—Y— 1D,
B
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String

)
bucket

fERRR
=20
A ML —YDERER,
i
Container

)
bucket

index
EE2 |
NTY N VTIYIRADRAT—H R,
i)
String

)
bucket

BRI BE. BRIy MEREFEICNNFy NV FF—%RLET,

BUATIS—LARVR

IndexRepairFailed

=FH

NIy N YTy I ZADBEICKERLE L .,
a—FK

409 Conflict

228. N\ Yy KU #—H DERTE

DA—HHERETBICIE, 21— —ICwrite/XS—I v avaFEdusers M1 /N\E) T4 —%BETS
WEINHY ET,

53°4

I PUT /admin/user?quota&uid=UID&quota-type=bucket

AVFUYICEK,. MET 25ARYIBETCIVI—RINTWE I +—9BED IJSONKRIBAZSENT
WBRELHY FT,

2.29. FARAEBHROREG
HIEEDFERBEROENK,
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Hae
I ‘usage=read

53°4

GET /admin/usage?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4H—
uid
BWRHIERIND 1 —H—,
B
String
WA
=0

start
H
F—& Y T2 MBI LSO B (EETER), (5 2012-09-25 16:00:00).

T8V ITRAMDRT LEFERKOBMN (EETRZD. (fl: 2012-09-25 16:00:00).
B

String
DA

AR+

show-entries
T—HAIVN)—ZRINEIDEERBELZE T,
i)
Boolean
WA
(AYAY4

show-summary
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=20
T—IIVN)—%ZRIHEIDEBELIT,
i
Boolean
WA
(AYAY-4

LARVAIVFTA4T4—

fERRR
=20
ERAEICEYT 2ERACI YT —,
i)
Container
TV hY)—
=20
FERAETIY N —BROIVTF—,
i)
Container
user
=
A—Y—7—FEHROIAVTF—
i)
Container
owner
=20
Ny NEBET 31— — D4,
i)
String
bucket
=
Ny N4,
i)
String
time
=
T—IMEEINTWSEEO TR (RYUOBEEY EEORBICAO 5N ET),
it
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String

epoch
1/111970 H 5 DFFEEFE (FEAL).
i)
String

categories
HEHE®RATI)—0av T+ —,
i)

Container

entry
HHA
stats TV MNY—DaVF+—,
it

Container

category
Mat MBI N2 ERHT T — DA,
i)
String

bytes_sent
Ceph Object Gateway I & > TEEI NS /N1 ML,
i)

Integer

bytes_received
Ceph Object Gateway A" (7B /N1 ML,
i)

Integer

ops
=20
HEODH,
il

Integer
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successful_ops
=20
BZh L 7 E DL,
i)

Integer

summary
=2
B30 U 7= 3R F DL,
i

Container

total
REtBROBMESSTSFTOI YT+ —,
i)

Container
KW DE., LARYRICIEERINZBEHRIESENE T,

2.30. HATTEICETY 2B = HIFR

FERAEICAYT 5EREZHRLET. BNZEBELLAWVE, IRTOEABBRIBEIRINE S,
Hee

I ‘usage=write’

53°4

DELETE /admin/usage?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

BHRHIBERINZ 21— —,
i)

String
Bl

foo_user
WA

(=Y
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start
=2
T—4) TR MDA LEEROBN (EETRZD. (fl: 2012-09-25 16:00:00).
i)
String
&
2012-09-25 16:00:00

WA
WL Z

end
=2
T8V ITRAMNDRT LEEROBMN (EETRZ. (fl: 2012-09-25 16:00:00).
i)
String
&
2012-09-25 16:00:00

WA
WL Z

remove-all
=20
RIVFA—HY—F— 9 DHIRZHRT 272DIC Ud IBEINTVWRWEEICNEATY,
i)
Boolean
Bl
True [False]
WA
(AYAY$

23 BETS—L ARV R
LLTFDY RN, BEMLITS—L ARV R EGBOFMHATRTLTWVWE T,

AccessDenied
=20
TOEAMEEINFE L,
a—F
403 Forbidden

InternalError
H

REBY—N—T 57—,
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a—F

500 Internal Server Error

NoSuchUser
A—H-—DHFEELIFEA,
a—F
404 Not Found

NoSuchBucket
Nry MRFEELEHEA,
a—F
404 Not Found

NoSuchKey
EDEDRTIVERF—EHY FHA,
a—F
404 Not Found
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553%E CEPH OBJECT GATEWAY & £ U S3 API
BHEEIZ. AmazonS3 T—9 7V EZRAETIVEEBRMEDH 2 RESTIU 7Y s—>aryrays3y

TJA V=T x4 X (AP)) 2FERATEXZE 9, Ceph Object Gateway % L T. Red Hat Ceph Storage
VA —ITREINTWENT Y NBLUVF TV N2BEBTEET,

3.1 IR RMH
o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

® RESTful 72472k,

3.2.S3 DHIR

BF

UTOHIBREEZFEALTLEIWV, BEVDON—RFRT T 7OFERICIIFELH BT
O, ZOEH%ZRedHat 7H DY M F—LEBEICHKL TLLEIL,

® AmazonS3 &I BFEDRARA TV YA X ERD AmazonS3F 7V 7 ME. &
IND OB HBHBRASTBOHY A XICHIRTEEY, 12OPUT 7y 7O—RTEXZRAT T
V1Y MNI5GBTY, I00MB 22 %4 7Y 9 hDIFAIE., Multipart Upload &7 1 /XE Y
T4 —DERAZRET LTI,

® AmazonS3 42T 2IFAEDRAAYIT— I VA X ATV MIBERATES1—H—X%
T—HDEEYT M ZICEZINLFHRIETHY FHAD, BE—OHTTP YV TR ~E 16,000 /N
1 MIHIRINZET,
® RedHatCephStorage 7 5 A9 —Tl, S3ATIVx IV MBLUAIT Y5 RETBHIC
$WMI 2T —YA—1N—~y RKOTF—42: HERMHIEL 200-300/ X1 h&F TV MEDR
ITY, N=VaVEBINAATIVI ME, N—=U 3 VEICHHIT 25EE % EBINTHERL
F9., Foo YIFNR=KT7yFO—RBED NS VT I Y 3 VEFHPIC—ENRA —/N—
ANy RDBBELFTH., INS5DF—/N—Ay REAR=Y AL I avhIl) ANy —Xh
i-g—o
B SR
o F¥ffilX. Red Hat CephStorage AFEEH A KD H R— b IhiwAvyF—T7 1 —IL K 2581
LTI,
3.3.S3 APl #f#f L 7= CEPH OBJECT GATEWAY "D 7 7 R
BIFE L. Amazon S3 APl DfEA%ZFIAT BR1IC. Ceph Object Gateway & & U Secure Token Service
(STSYNDT IV EAABRET 2RELHY XY,
3.3.1. BRE M
e @D Red Hat Ceph Storage ¥ S A9 —b'%H %,
e E4TH® Ceph Object Gateway,

® RESTful 72472k,
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3.3.2.S3 5%;

Ceph Object Gateway ~NDEKI, FREE X 72 IFERFAMMEBROWVWT N ITARY £ 9, Ceph Object Gateway
&, BREINTUVWAVWY VIR MELZLI—HYF—ILL>TEEINDIIEEFIIRELTVWET, Ceph
Object Gateway I&. BEE ACL ZHR—FMLTWET,

FEAEDI—RAT—XTIK. 7547 bE. Java ¥ Python Boto FA®D Amazon SDK D
AmazonS3Client 2 EDBEEDA—F VY -S54 75— %FRALES, A—TVVY—R3547T3
)—Tld, 7O9EZAF—BLVY—I Ly bF—%FETLEIIT, 477 )—3a—F—DERAY
Y—BLUVRABREZEINLRLEY, L. VIZTAMNEERLTERTRIEETEET,

DO TZAMDEBEEICIE, PIEBRAF—ER—R64TIVA—RINENY D AR—ADAYE—VFR

ZEJ— K (HMAC) #' Ceph Object Gateway H—/N\—ITEEINZFNICERIGEMNT 2HEHLHY £
¥, Ceph Object Gateway |& S3 E#DRIA#FEARAL £,

B

HTTP/1.1

PUT /buckets/bucket/object.mpeg
Host: cname.domain.com

Date: Mon, 2 Jan 2012 00:01:01 +0000
Content-Encoding: mpeg
Content-Length: 9999999

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

DB T, ACCESS KEY 277 A% — D DEICEXHA, T0O®ICcIOY (1) #BMLZE
¥, HASH_OF HEADER_AND_SECRET %. EIbIN/cAny ¥F—XFIDNYy 21T ERF—
DICHIET DY —I Ly MCBIHBAFT,

Ny F—XFHELTCS—I Ly bDNY S 2 DER
ANYF—XFHELPY—I Ly MDONY Y2 EERT BITIE. UTERITLES,
LAY —XFIDEZRSLET,
2. BERANY S —XFANEERBRICERELET,
3SHA-INY a7 T) A L%aEALTHMAC ZEMLE T,
4. hmac D#ER% base-64 & LTCTVYO—KLET,
~y F—%=ERIL
ANy S —ZEROERICERILT 2ICIE. UTFE2ITVET,
1. §RTDcontent-~v ¥ —%ZHFLET,
2. content-type & & U content-md5 LA @ content-~v ¥ —%& 3§ RTHIFRL 9,
3. content-~Nv ¥ —EZANNXFTHB I &R LET,
4. content- v ¥ —DHEXTHEREZLFT,

5 Date N\v ¥ —ANDHHBZE&HERALET., BELALBEDN., A7y FTIEARL GMT %
FRHLTWSBZEEBRELTLEI,
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6. x-amz- CIREBIAV I —AFRTMEBLET,
7. Xx-amz- v ¥ —RIRTCNLXEZTHD I E=ERALET,
8. x-amz- Ny ¥ —DHEXTEREZLFT,

9. ALZ714—ILREDEHDA VAV AEE—DT 1 —ILRICHAEDE., 714—ILRK{EED
YITRYPY F9,

10. Ny S —BEDEAXFSLVHITNFE, BE—AR—AILBEEIHLAFT,

N IOVORIMRICEEZHIRLE S,

2. BNy T —DRICHLWTZEBMLET,

1B. AV I—FHBRANY T —IIT—YLET,
I;_ASH_OF_HEADER_AND_SECRET %. base-64 TIYd— KEh7 HMAC XEFICEB X =
BEEEIR

o I, Amazon Simple Storage Service K¥ 21 X > k ® Signing and Authenticating REST

Requests 22 a v aSRLTLEIV,

3.3.3.S3 Y —N\—fllDEES1L
Ceph Object Gateway &, S37 TV r—>a v 7005 L4V —T AR (AP D7y 7O— KX
Ned79z ) bOY—NR—QIOESILEYR—bLET, Y—N"—QIOBSLEF S37F71T7 Y

MABESIEINTUWAWERTHTTPRHTT —4 23%fE L. Ceph Object Gateway & ZDTF—4 %5
51t L= T Red Hat Ceph Storage ICIRET 2 Z &2 BK L F T,

® RedHat I&. Static Large Object (SLO) % 7= & Dynamic Large Object (DLO) d
S3ATV Y MNESEEYR—MLEHA,

e IHTE, S3 Server-Side Encryption (SSE) E— KD W31 £ CopyObject D
R—MERELTWEEA, Thid, REMAEHRTY, [BZ#2149758]

BF

LS EFRTBICIE. 7547V NY T AN, SSLERETY VTR NEREET
5 ELHY Y, RedHat I&, Ceph Object Gateway ¥ SSL ZfEFH LA WRY., 2
SATY MDD SIBELEYR—NLERA, L. TAMNDENT., EEEIE
ceph config set client.rgw <> KZ A L T, rgw_crypt_require_ssl 5% % false
ICERE L TH 5, Ceph Object Gateway 1 Y R4 VY A5 BEET I & T, TR MRIC
SSL Z#EMICTETET,

ERERZTIE. SSLBEHATHESLLINACERZEEFETERVWEEIHYET. 0L
DIGEER. T—N—RIOBESIETHTTP ZEAL TEKRKZXEFELIT T,

Y—N—BIDESIETHTTP 25 E 9 2 A%E. UTOREERHRE I3V Z2S5B LT
CIEEW,
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ES{EXF—DEEICIF. UTD2200F T avrhy 9,

SEEIREDF—

BEBRMNMRM T Z2EEFEFATEIHEA. SBISA 7Y MNIBEREEAZYIVTAMNEHITELT, BS1L
INET—YDOHRAMY FLREEZIAAEZTVET, INODF—42BETZ2DE, BEKROEET
T, 84TV bOBESILICFERT % Ceph Object Gateway DEEZEX THE L MHEIHYET,

Ceph Object Gateway I&. Amazon SSE-C {4kt > T, S3API CEARRHEOF—EEEERELF
ER

BEFRDF—FTIEEZNEL, S37 54 7~ MdEF—% Ceph Object Gateway ICJE T 728, Ceph
Object Gateway TIE I DIEFBILE— REHR— N T 272D DIFRREZEIHEHY FH A,
F—EEBY—-EXR

F—EEBY-—E2R2FRATIHE, EF1T7RF—EBFEST—EREIF—%EM L. Ceph Object
Gateway &7 —4 DS X LIFBETOERICTIHT 27DICF—%F TV FTRELE T,

Ceph Object Gateway (&, Amazon SSE-KMS {t#kICHE> T S3 AP ICF —BEBHY —EXDEFAREL
F9,

BF

WEERT, TR MEAEEBEDREE(T HashiCorp Vault & & U OpenStack Barbican T
¥, 72 L. OpenStackBarbican &5 /AY—FL E1—THdkD, EHREVRT
LTOFERIEYR—MIhFHA,

BEfEI

® Amazon SSE-C
® Amazon SSE-KMS
o Y—N—MAlDFSILDK

® HashiCorp Vault

3.3.4.S3 7V RHIEY X b

Ceph Object Gateway I£ S3 E B#MDH 27 7 RHIE Y X b (ACL) D#eEEHR— ML EF, ACL
&, A—HF—DNTy NFELEFA TV N TERITTEZ2REEIEBEET STV EAERO—ETY, €
NENOASIE. Ty MGBERTZH, FAEA TV MUBERAINGEDERZIEKEZELE
-a_c

K3121—H 24

READ N=—ZIvwvoaveaFktai—HY—F oy kD NR—IwavaeEita—4—F. #
FTVLY M E—BRFTEET, TV M EFHRY TEET,
WRITE R=IvyavaFli—¥—iEF Nry o  Z4%L

FT7V1Y MBI AHFLIFHIRTEET,
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READ_ACP N=IvrarveFki-—Y—& N7vh N=Ivy>arveRli—¥—i& #
ACL ZFmAMB I ENTEET, TV hACL ZHHERD I ENTE
EES
WRITE_ACP NR—3Ivyarzillki—4¥-—-i&k N7yt N=Iv2arveRli—¥—i& #
ACL ZEZADET, TV MACLICEZADET,

FULL_CONT Grantee ICE/N\7y hDA TP o MINT 2 N=IvrarveFki—Y—& =%
ROL TEB/N—IvoavhrhHyFd, TV MACLICERAMY FIFEE
AHTEZET,

3.3.5.S3 % {# [ L 7= Ceph Object Gateway ~D 7 ¥ = A D # (i
F—=bMO A Y —NR"—IIT7 V2 RXF BHIICT. Ceph Object Gateway / — KDEHRFEHICH D RELH Y
i-g_c
AR
® Ceph Object Gateway V7 bz 7 DA VXA M=),

® Ceph Object Gateway / — RADIL— KL NILDT7 72X

. root . 72747 04—)LDR—hK 8080 %R X7,

[root@rgw ~]# firewall-cmd --zone=public --add-port=8080/tcp --permanent
[root@rgw ~# firewall-cmd --reload

2. ATV O MTF— M ITAHZRESLIUBEERNA K THEAINATWE LI, F'— b oA ITF
93 DNSH—NR—[CTA1ILRA—KEEBMLET,
O—AIDNSFv v aHOY—bI A/ —RERETZIEETEEYT, ThEETTS
IZIE. LTFTOFIEEETLET,

a. root Tdnsmasq %1 YA M—ILELVRELZET,

[root@rgw ~]# yum install dnsmasq

[root@rgw ~]# echo
"address=/.FQDN_OF_GATEWAY_NODE/IP_OF_GATEWAY_NODE" | tee --append
/etc/dnsmasq.conf

[root@rgw ~]# systemctl start dnsmasq

[root@rgw ~]# systemctl enable dnsmasq

IP_OF_GATEWAY_NODE & & U FGQDN_OF_GATEWAY_NODE (¥, ¥—h7D x4 /—N
DIP7RLZAEFQDN ICEE#A XY,

b. root T NetworkManager {21 L %9,
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[root@rgw ~]# systemctl stop NetworkManager
[root@rgw ~]# systemctl disable NetworkManager

c.croot&E LT, Y= bz AH—N—DIPAELREIZEELTHRELET,

[root@rgw ~]# echo "DNS1=IP_OF_GATEWAY_NODE" | tee --append
/etc/sysconfig/network-scripts/ifcfg-eth0

[root@rgw ~]# echo "IP_OF_GATEWAY_NODE FQDN_OF_GATEWAY_NODE" | tee --
append /etc/hosts

[root@rgw ~]# systemctl restart network

[root@rgw ~]# systemctl enable network

[root@rgw ~]# systemcitl restart dnsmasq

IP_OF_GATEWAY_NODE & & U FGQDN_OF_GATEWAY_NODE (3. ¥—h7o x4 /— N
DIP7RLRAEFQDN ICEE#A XY,

d YT RXAVEREZHRELET,
I [user@rgw ~]$ ping mybucket.FQDN_OF_GATEWAY_NODE

FQDN_OF_GATEWAY_NODE i&, #—r¥ x4 /—RDFQDNICBX#2 %7,

DIk

H
=

O—AIDDNS vy aBICS— MDA Y —NRN—%BET B &

. TAMNEHNOAEZEMELTWVWEY, INEfTo7&IE. A5
XY RT—=7ICET7 IV ERXTELRLIRY Y, RedHat Ceph Storage
VIR —BLCT— by x4 /—FIGEYE DNS Y —N"—% AT
@ {HRLIY,

33F TV MTF—bFITADERESITEERTA FICEHBAINTWSELDIC, S3T7VERIC
radosgw 1—H—%{ER L. 4R L7 access_key & & U secret_ key #IE—L F 9, S37
TR BLUENUBONT Yy NEESIRVIZIE, INLDF—HDIRETY,

3.3.6. Ruby AWS S3 % ffiff L 7= Ceph Object Gateway ~D 7 7 X

Ruby 7OJ 3 IV S5k, S37 7 RIZ aws-s3 gem & HICFEHATEXZ 9., Ruby AWS::S3 T
Ceph Object Gateway Y —/\N—ICT7 V2R § 2DIFERAINSE / — K TUTOFIEERITLET,

AR F M4
® Ceph Object Gateway NDIA—H—L R)ILDTF7 IR,

® Ceph Object Gateway ICT7 V2R T S/ —RFADIL— L RILDT IR,

e (VH—XRYNTIEZR,

FIR

m
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1L ruby "y 5—I%A VA M—=ILLET,

I [root@dev ~]# yum install ruby

p= T
DI Y R ruby &, rubygems. ruby-libs 74 & OB AN R &KEFRER % 1

VAM=ILLET, ATV RICEL > TIRTODEKEFERBRDSA VA M=ILI N TW
BRWEEIE. ERICA YA N—ILLET,

2. Ruby N4 —2 aws-s3 A1 VA M—JLLZET,

I [root@dev ~]# gem install aws-s3

3. JAavzIRTa4LI M) —AERLET,

[user@dev ~]$ mkdir ruby_aws_s3
[user@dev ~]$ cd ruby_aws_s3

4, AR avI7AIEERLET,

I [user@dev ~]$ vim conn.rb

5. conn.tb 7 7 A JLICATFD OV F Uy EBRYSITE T,

53°4

#!/usr/bin/env ruby

require 'aws/s3'
require 'resolv-replace’

AWS::S3::Base.establish_connection!(
:server =>'FQDN_OF_GATEWAY_NODE,
:port =>'8080',
:access_key _id =>'MY_ACCESS_KEY',
:secret_access_key =>'MY_SECRET_KEY'

)

FQDN_OF_GATEWAY_NODE (&, Ceph Object Gateway / — KM FQDN (CBX#x £

¥, RedHatCephStorage # 7V M — MV 1 DRES L UTEHETA R ICEHI N
£#Y. MY_ACCESS_KEY & & U* MY_SECRET _KEY (3. S3 7% Z® radosgw HVER &
NBEICER I 7z access_key & & Uf secret_key ICEZXHA FT,

B

#!/usr/bin/env ruby

require 'aws/s3'
require 'resolv-replace’

AWS::S3::Base.establish_connection!(
:server => "testclient.englab.pnqg.redhat.com’,

12
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:port =>'8080',
:access_key_id =>'98J4R9P22P5CDL65HKPS',
:secret_access_key => '6C+jcaP0dp0+FZfrRNgyGA9EzRy25pURIdwje049'

)

\]_

FANWEREFELT, TT49—%28TLEY,
6. 77V ERTAREICLET,

I [user@dev ~]$ chmod +x conn.rb
7. AV RZ2ETLET,

I [user@dev ~]$ ./conn.rb | echo $?

T77AWICELLKEAEELAZESIF. O ROBEAIK0ICAY T,

8. Ny NEtFR S 27ODFMI7 7 A IV MR LFT,
I [user@dev ~]$ vim create_bucket.rb
UFRDAVToY a7 74 IVICRAY RMITET,

#!/usr/bin/env ruby

load 'conn.rb'

AWS::S3::Bucket.create('my-new-bucket1’)

T774IV%RELT, TFT149—%58TLET,

9. 77 AN ERTHREICLET,

I [user@dev ~]$ chmod +x create_bucket.rb
10. A Y RZERTLET,

I [user@dev ~]$ ./create_bucket.rb

a7 Y ROEAD true DIFEIE. /XY N my-new-bucket1 KN IEFEICER I i Z & &=k
LE9.

N FABEINDZNTY Ne—BRRTDEDICHR I 7M1 IV EEHRLET,
I [user@dev ~]$ vim list_owned_buckets.rb
UFDavsoY a7 74 IICBEYRITFET,

#!/usr/bin/env ruby

load 'conn.rb'

13
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AWS::S3::Service.buckets.each do |bucket]
puts "{bucket.name}\t{bucket.creation_date}"
end

T774I%ERELT, TFT149—%58TLET,

12 7274V &RTEICLE T,

I [user@dev ~]$ chmod +x list_owned_buckets.rb

13. AV Y RZEETLET,
I [user@dev ~]$ ./list_owned_buckets.rb
HAFUTOLSICRY FT,
I my-new-bucket1 2020-01-21 10:33:19 UTC

4. 772 MaERT B7-DDFHBR 7 71 L EERLET,
I [user@dev ~]$ vim create_object.rb
UF0IvFo Va7 74 IVICBEYRITE T,

#!/usr/bin/env ruby

load 'conn.rb’

AWS::S3::530bject.store(
'hello.txt',
'Hello World!'",
'my-new-bucketi’,

:content_type => "text/plain’

)
T774I%ERELT, TFT149—%58TLET,

5. 774NV ERTARIKLEYS,

I [user@dev ~]$ chmod +x create_object.rb
6. AV RZEETLET,

I [user@dev ~]$ ./create_object.rb

ZNT. XF% Hello World! T hello.txt MEER I 7,

7. X7y bDAVT VIV E—BRTRTDLEDDFRI 71 IV R LE T,
I [user@dev ~]$ vim list_bucket_content.rb

UFoavFoyaE 774 ILICBRY T E T,

14
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19.

20.

21.

22.
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new_bucket = AWS::S3::Bucket.find('my-new-bucket1’)
new_bucket.each do |object|
puts "{object.key}\t{object.about['content-length']\t{object.about['last-modified']}"

#!/usr/bin/env ruby
load 'conn.rb’

end

7

FTANEREFELT, TT749—%2RTLET,
774N ERTHREICLET,
I [user@dev ~]$ chmod +x list_bucket_content.rb
OAvY RZ2RTLET,
I [user@dev ~]$ ./list_bucket_content.rb
HAFUTOLSICRY FT,

I hello.txt 12  Fri, 22 Jan 2020 15:54:52 GMT

ZDONTy NEHIRT BDICFHR T 7MLV EZERLEFT,

I [user@dev ~]$ vim del_empty bucket.rb

UFRDAVFToY T 74 IVICRAY RITET,
#!/usr/bin/env ruby

load 'conn.rb’
AWS::S3::Bucket.delete('my-new-bucket1’)
774NV ERFELT, IT749—2RTLET,
774N ERTHREICLET,
I [user@dev ~]$ chmod +x del_empty_bucket.rb
vV RZ2RTLET,
I [user@dev ~]$ ./del_empty_bucket.rb | echo $?
Ny MAEBICHBRINSE, OV NE0ZHNDELTRLET,
)z 6
create_bucket.rb 7 7 1 L ZfRE&E L. ZD/NT Y M Z{ER L £ (f5: my-new-

bucket4., my-new-bucket5), JRIZ. ZD/NT Y N DEIR%EFRABEIIC. LEED
del_empty_bucket.rb 7 7 1 LA BEREL £ 7.
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23. BTHRWAT Y NZHIBRT 2RI 7 AV ZEFRLE T,
I [user@dev ~]$ vim del_non_empty_bucket.rb
UFRDAVToY a7 74 IVICRYMITET,

#!/usr/bin/env ruby

load 'conn.rb'

AWS::S3::Bucket.delete('my-new-bucket1’, :force => true)

774N %ERELT, TFT149—%58TLET,

24. 774 IV ERTHBEICLET,

I [user@dev ~]$ chmod +x del_non_empty_bucket.rb

25, ARV RZERITLET,
I [user@dev ~]$ ./del_non_empty_bucket.rb | echo $?

Ny MAESICHRI3E, OTY RIZ0&HAE LTRLET,

26. 779z bEHIRRTBHLWI 7ML EFERLET,
I [user@dev ~]$ vim delete_object.rb
UFRDAVTo YT 74 IVICRAY RMITET,

#!/usr/bin/env ruby

load 'conn.rb'

AWS::S3::S30bject.delete('hello.ixt’, 'my-new-bucket’)

7740 %RELT, TFT149—%58TLET,

27. 77 ANV ERTHEICLET,
I [user@dev ~]$ chmod +x delete_object.rb
28. Av VY REEITLEY,
I [user@dev ~]$ ./delete_object.rb
ZhiIC&Y, 725 b hellotxt BMEIBRINE T,

3.3.7. Ruby AWS SDK % {# [ L 7= Ceph Object Gateway ~D 7 7 2 X

Ruby 7O4Y 3 IV S5EIk. S3 77 RIZ aws-sdkgem & HICFEATEXEF., Ruby AWS::SDK %
8/ L T Ceph Object Gateway #—/\—IL7 VAT ZHDICFERAINS / — RTUTOFIEAET
LET,

16
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(1} =355
® Ceph Object Gateway ANDIA—H—L R)ILDTF7 IR,
® Ceph Object Gateway ICF7 7 ER TS/ —RKADIL— KL RILDT 7R,
e (VH—XRYNTIEZR,
FIa
1L ruby " 5—Y%A VA M—=ILLET,

I [root@dev ~]# yum install ruby

Pz
DI Y RiZruby &, rubygems. ruby-libs 74 & OB AN R &KEFRER%E 1

VARM=ILLET, ATV RICEL > TIRTODEKEFERBRDSA VA M=ILI N TW
BRWEESIE. ERICA VYA N—ILLZET,

2. Ruby Nv4r—Y aws-sdk =1 Y A h—JLL XY,

I [root@dev ~]# gem install aws-sdk

3. 7AavzIRTA4LIO RN —AERLET,

[user@dev ~]$ mkdir ruby_aws_sdk
[user@dev ~]$ cd ruby_aws_sdk

4, AR avI7AIEERLET,

I [user@dev ~]$ vim conn.rb

5 conn.tb 7 7 A JLICATFD OV F VY EBEYSITE T,

53°4

#!/usr/bin/env ruby

require 'aws-sdk'
require 'resolv-replace’

Aws.config.update(
endpoint: 'http://FQDN_OF_GATEWAY_NODE:8080',
access_key_id:'MY_ACCESS_KEY',
secret_access_key: 'MY_SECRET_KEY',
force_path_style: true,
region: 'us-east-1'

)

FQDN_OF_GATEWAY_ NODE &. Ceph Object Gateway / — KM FQDN (CB X% %
9, RedHatCephStorage # 7V M — MV 1 DRES L UTEHETA R ICEHIN L
& #Y. MY_ACCESS_KEY & & ¢ MY_SECRET_KEY I3, S3 7 %+ 2® radosgw #4ERK

17
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NBEICER I 7z access_key & & Uf secret_key ICEZXHA FT,

B

#!/usr/bin/env ruby

require 'aws-sdk'
require 'resolv-replace’

Aws.config.update(
endpoint: 'http://testclient.englab.pnq.redhat.com:8080',
access_key_id: '98J4R9P22P5CDL65HKP8',
secret_access_key: '6C+jcaP0dp0+FZfrRNgyGA9EzRy25pURIdwje049',
force_path_style: true,
region: 'us-east-1'

)

774NV ERIFLT, TT49—%28TLZEY,
6. 77 1INV ERTABEICLET,

I [user@dev ~]$ chmod +x conn.rb
7. AV REEITLET,
I [user@dev ~]$ ./conn.rb | echo $?

T77ANWICELLKEAEELAZESIF. O Y ROBEAIK0ICAY T,

8. Ny NalENT 27DDHFHRT7 74 IV EEHRLEXT,
I [user@dev ~]$ vim create_bucket.rb
UFRDAVToY a7 74 VICRAYRITET,
53°4

#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new
s3_client.create_bucket(bucket: 'my-new-bucket2")

774N %ERELT, TFT149—%58TLET,

9. 774 AEZETHBEICLET,

I [user@dev ~]$ chmod +x create_bucket.rb

10. AV RZEFTLET,

I [user@dev ~]$ ./create_bucket.rb

18
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XY ROHAD true DIFEIE. /XYy b my-new-bucket2 WIEEICERINTWE I &%
BRLET,

N ABEINDZNT Y Ne—BRRTDEDICHR I 7M1 IV EERLFT,
I [user@dev ~]$ vim list_owned_buckets.rb
UFDavsoY a7 74 IICBEYRITFET,

#!/usr/bin/env ruby

load 'conn.rb’

s3_client = Aws::S3::Client.new
s3_client.list_buckets.buckets.each do |bucket|

puts "{bucket.name\t{bucket.creation_date}"
end

T774I%ERELT, TFT149—%58TLET,
2. 774V EETABEICLE T,

I [user@dev ~]$ chmod +x list_owned_buckets.rb
3. AV RZEERITLET,

I [user@dev ~]$ ./list_owned_buckets.rb

HAFUTOLSICRY FT,

I my-new-bucket2 2020-01-21 10:33:19 UTC

4. T MNatERT 27-DDFHR 7 71 IV EEHR L £T,
I [user@dev ~]$ vim create_object.rb
UFDavFoY a7 74 IICBEYRITFET,

#!/usr/bin/env ruby
load 'conn.rb’

s3_client = Aws::S3::Client.new
s3_client.put_object(
key: 'hello.txt',
body: 'Hello World!",
bucket: 'my-new-bucket2’,
content_type: 'text/plain’

)
T774I%ERELT, TFT149—%58TLET,

5. 7274 I ERTHBEICLET,

19
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I [user@dev ~]$ chmod +x create_object.rb

6. AYY RZEETLET,
I [user@dev ~]$ ./create_object.rb
ZN T, XF% Hello World! T hello.txt MER I £ 7,

7. X7y bDAVT VY E—BRTY BICODHRI 7 A IV EFR LT T,
I [user@dev ~]$ vim list_bucket_content.rb
UFoaAvsoYy a7 74 ILICBEYNITES,

#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new

s3_client.list_objects(bucket: 'my-new-bucket2').contents.each do |object|
puts "{object.key}\t{object.size}"

end

T774I%ERELT, TFT149—%58TLET,

18. 774NV ERTARICLEYS,
I [user@dev ~]$ chmod +x list_bucket_content.rb

19. AY Y RZEETLET,
I [user@dev ~]$ ./list_bucket_content.rb
HAOFUTOL S ICRY FT,
I hello.txt 12  Fri, 22 Jan 2020 15:54:52 GMT

20. ZDNTy NZBIRRT OISR 7 71 IV EER L ZF T,
I [user@dev ~]$ vim del_empty bucket.rb
UFoav7oYy a7 74 ILICBEYRNITES,

#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new
s3_client.delete_bucket(bucket: 'my-new-bucket2')

T774I%ERELT, TT149—%58TLET,

2. 774V ERTHBEICLE T,
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I [user@dev ~]$ chmod +x del_empty_bucket.rb

22. AV REETLET,
I [user@dev ~]$ ./del_empty bucket.rb | echo $?
Nry RPNEBICHIRINZ S, ATV RIF0EENELTRLET,
a3
create_bucket.rb 7 7 1 L ZfRE&E L. ZD/NT Y M ER L £ (f5: my-new-

bucket6é. my-new-bucket7), JRIZ. ZD/NT v NDEIREFRABEIIC. LEED
del_empty_bucket.rb 7 7 1 LA BEEREL £ 7.

-

23. BTHRWAT Y NZHIBRT 2RI 7 AV ZFERLE T,
I [user@dev ~]$ vim del_non_empty_bucket.rb
UFRDAVToY a7 74 IVICRAYRITET,

#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new
Aws::S3::Bucket.new('my-new-bucket?', client: s3_client).clear!
s3_client.delete_bucket(bucket: 'my-new-bucket2')
774NV ERFELT, IT49—%KTLZET,
24, 77 AV ERTEAREICLET,

I [user@dev ~]$ chmod +x del_non_empty_bucket.rb

25. Av Y REEITLET,
I [user@dev ~]$ ./del_non_empty_bucket.rb | echo $?

Ny NAEBICHIBRINZE, OV RIZ0EHAELTRLET,

26. 779z bEHIRRTBHLWI 7ML EFERLET,
I [user@dev ~]$ vim delete_object.rb
UFRDAVToY a7 74 VICRAYRMITET,

#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new
s3_client.delete_object(key: 'hello.txt', bucket: 'my-new-bucket2")
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T774I%ERELT, TFT149—%58TLET,

27. 7274 IV ERTHBEICLET,

I [user@dev ~]$ chmod +x delete_object.rb

28. Av VY REERITLEY,
I [user@dev ~]$ ./delete_object.rb

ZhICEY, 7TV K hellotxt NEIRI N F 7,

3.3.8.PHP % L 7= Ceph Object Gateway ~D 7 7 £ R

S3TIVERIIEPHP RV ) T hAFERETEZE T, TOFIETIE. Ny ATy MOEIKRA
E. IFITFERIYRVAERITITBPHP R ) T hOBIARELF T,

BF

BRI, php v5.4.16 & & U aws-sdk v2.8.24 (ZXF L TTF A MINTWE Y, php >=
5.5+ N EALT-&, php IC aws-sdk DEF/A—2a v & FH LA, php 5.5

&, RHEL7 D77 #J)L M) RIN) —TIRRFIATETEHA. php5.5%2FRHT 255
&, epel BLUZDOMDY—RIR—F 1 —DYRI N —ZBMITE2HENHY £
T, £/, php55BLURFIN—Ta VD aws-sdk DEREA T a3 VEBRRY F T,

EIE=S 0
o ARTV—IVRT—23aUADIL—ILRILDT VTR,
o fUH—RYNTIEZR,
FIa
L php N r—Y%A VA M=ILLET,
I [root@dev ~]# yum install php

2. PHP FIC aws-sdk D zip 7—H4A4 7% #o>O0—K L, BRELZEY,

37z MTa4L Y M) —%EERLEFT,

[user@dev ~]$ mkdir php_s3
[user@dev ~]$ cd php_s3

4. BELzaws T4 LI M) =270V hDTFA LI M) —IZOE—LET, UTICHIER
L/i-a—o

I [user@dev ~]$ cp -r ~/Downloads/aws/ ~/php_s3/

5, A%y avIzAILEERLET,

I [user@dev ~]$ vim conn.php

122
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6. conn.php 7 7 A JLICLLTFOOAYF VY ERRYFITE T,

53°4

<?php

define('AWS_KEY', 'MY_ACCESS_KEY');
define((AWS_SECRET_KEY', 'MY_SECRET_KEY');
define('HOST', ' FQDN_OF_GATEWAY_NODE");
define('PORT", '8080");

/Il require the AWS SDK for php library
require /PATH_TO_AWS/aws-autoloader.php';

use Aws\S3\S3Client;
// Establish connection with host using S3 Client
client = S3Client::factory(array(
'‘base_url' => HOST,
'port' => PORT,
'key' => AWS_KEY,
'secret’ => AWS_SECRET_KEY
));

7>

FQDN_OF _GATEWAY NODE (¥, 5—h9 T4 /— KD FQDN ICEX#2%J, RedHat
CephStorage A 7z MF—h IV T M DRES L UTEERBHA K ICRBEIhiEd
Y. MY_ACCESS_KEY & & U* MY_SECRET _KEY (3. S3 7% 2 ® radosgw A VER X 7=
BEICER I L7z access_key & & Uf secret_key ICEX# 2 9, PATH_TO_AWS &, php
7AYo MTF4 LY MY —ICaE—L BRALZZaws T4 LI M) —~ADHERF/IRICEEX
A
774NV ERIFLT, TT49—%28TLZEY,

7. AV RZ2ERITLET,
I [user@dev ~]$ php -f conn.php | echo $?
T7ANVICELEZBELBEF. IV FOEAIF0ICRY T,

8. Ny NalEK T 27-DDFHR 7 7M1 ILZEBHR L FT,
I [user@dev ~]$ vim create_bucket.php

FLWI 7A4ILICLLTFTORBZYNMITET,
B
<?php
include 'conn.php’;
client->createBucket(array('‘Bucket' => 'my-new-bucket3'));

7>
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774NV %ERELT, TFT149—%58TLET,

9. AV VY REEITLEY,
I [user@dev ~]$ php -f create_bucket.php
10. IBEINZNTY he—BRTIDEDICHRI 7MLV EFER LTS,
I [user@dev ~]$ vim list_owned_buckets.php
UFDRaAYToYET7 74 IVICBYNITET,
53°4
<?php
include 'conn.php’;

blist = client->listBuckets();
echo "Buckets belonging to " . blist['Owner'ID"] . ":\n";
foreach (blist['Buckets'] as b) {

echo "{b['Name'|}\t{b['CreationDate']}\n";

}

?>
774NV EREFELT. IT749—2RTLET,
N a2V RFEEFTLET,
I [user@dev ~]$ php -f list_owned_buckets.php
HAFUTOLSICRY FT,
I my-new-bucket3 2020-01-21 10:33:19 UTC
12 F7 hello.txt EWD ZEIDY —RT7AIVEFRT 2TV M aERLE T,
I [user@dev ~]$ echo "Hello World!" > hello.txt
13. FILWphp 771 IV AEERR L £,
I [user@dev ~]$ vim create_object.php
UFoaAvsoYy a7 74 ILICBEYNITES,
B
<?php
include 'conn.php’;

key = 'hello.txt';
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source_file = "./hello.txt';

acl = "private’;

bucket  ='my-new-bucket3';
client->upload(bucket, key, fopen(source_file, 'r'), acl);

7>

774NV EREFELT, TT749—2RTLET,
4, ATV REEITLET,
I [user@dev ~]$ php -f create_object.php
Zhi& Y, X4y N my-new-bucket3 T4 7 x4 b hello.txt MERINE T,
5. Ty hDAVT VY E—BRTY BICODHRIT 7 A IV EFR LT T,
I [user@dev ~]$ vim list_bucket _content.php
UFoav7oY a7 74 ILICBEYNITES,
B
<?php
include 'conn.php’;
o_iter = client->getlterator('ListObjects’, array(

'Bucket' => 'my-new-bucket3'

);
foreach (o_iter as o) {
echo "{o['Key'T\t{o['SizeT}\t{o['LastModified']}\n";

}

?>
T77ANVERELT, TT49—%8TLET,
6. AV RZEERTLET,
I [user@dev ~]$ php -f list_bucket_content.php
HARUTOL D ICARY XY,
I hello.txt 12  Fri, 22 Jan 2020 15:54:52 GMT
17. ZZONTy N EHIBRY 27<OICHR 7 7 A IV EERLFT,
I [user@dev ~]$ vim del_empty bucket.php
UTRDAVToY a7 74 IVICRAYMITET,
53°4

I <?php
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include 'conn.php’;

client->deleteBucket(array('Bucket' => 'my-new-bucket3'));
7>

774NV EREFELT, TT49—%2TLEY,
18. AV Y FZEERTLEY,
I [user@dev ~]$ php -f del_empty_bucket.php | echo $?
Nry RPNEBICHIRINZ S, ATV RIF0EENELTRLET,
R
create_bucket.php 7 7 1 L zim&E L. ZD/NTy M ZEHRL X7 (FI: my-

new-bucket4. my-new-bucket5), JRIC. D/ v N DHIBRAE R A BRIIC,
52D del_empty bucket.php 7 7 1 L A EEREL 7.

BF

ZETHRWAAT Y NOYIRIZ, IRTE PHP 2 LIED/N—2 3 v D aws-sdk Tid 4
R—rINTWEHA,

19. 79V M2HIRTBHLWI 7AILEFERLET,
I [user@dev ~]$ vim delete_object.php
UFoaAvsoY a7 74 ILICBEYNITES,

B
<?php
include 'conn.php’;
client->deleteObject(array(
'Bucket' => 'my-new-bucket3’,

'Key' =>'hello.txt',
);

7>

T774I%ERELT, TFT149—%58TLET,

20. Av Y REERTLET,
I [user@dev ~]$ php -f delete_object.php

ZhiIC&Y, 7TV K hellotxt NEIRI N F T,

33. tF a7 b= U —ER
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Amazon Web Services M Secure Token Service (STS) (&, 1 —H— %5359 27O D—BFtzF+ )

T4 —EREIEHRD Y %R L £, Ceph Object Gateway (£ STS 7V r—>a vy Oy 9
AV =T AR AP) DY Ty hEREL, mb;o;ﬁtzﬁﬁamm@—ﬁmnwﬁﬁﬁ%k
HLET, INLO—BFHNRERAIIER%ZHHA L T. Ceph Object Gateway D STST VYV &EALT
S3@U&L%M£L§¢ IAMARY >—%FEHATEE. STSAPHISEINZ NS A—9—ThHd—
ARELIERE I SICHIRTE XY,

RS

® Amazon Web Services Secure Token Service @ Welcome R_—/,

® STSLite & & U Keystone MEE#flIZ. Red Hat Ceph Storage FAFE H A KD STS Lite H L U
Keystone DFREH L TFEH £/ a Vv A2SRLTLEIN,

® STSLite & & U Keystone OFIPRDE¥MIL. Red Hat Ceph Storage BiF& 1 KD Keystone
D% % STS Lite = AT 2BEOFHIBROOLE 2SR LTI W,

3.3.9.1. Secure Token Service 7 7V r—>a>vp7QdS5SIV 949 —T7 x4 R

Ceph Object Gateway I&. EAR® Secure Token Service (STS) 7 PV r—>a v Oy v 74y
H—T AR (AP) =RELET,

AssumeRole

CDAPIIX, 7HOY MNEDT IV 2ADEOHD—RHARIIEHROEY A2 IRLET., I S5D—BH
REREFBERICE Y. Role &, AssumeRole API TE|Y HTHNZRY O—DOEAICEIYH TS ND/N—
TyvavR)—&FRATBEIENTEFT, RoleArn & £ U RoleSessionName ') 7 T X h/X5
A—H—IZHBATITHN, HDEBERNNFTA—F—FFEETT,
RoleArn
=30
R & A 20 ~ 2048 XLF D Amazon Resource Name (ARN) ICDWTHEET 20— L,
it}
String
WA
=g

RoleSessionName

RETHO—ItEy arvEaBEELEd, O—Itvyiarvigid, BR27) VI RILPRID
BARHAO—IIZEBETZHGEICEY Y a v E—BICENTEEd, CTDNRFTAXA—4—0DIEIE, 2
XENS4AXFETTTo =0 o v @ LV -XFIIFEATETFITH, AR—RAIFHETE
FtHA,

i)

String
DA

=40

RY>—
=20

e et i & 4 Kb 10 4 e
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122242y 2a 2V THEMAT S ISONFZNDID XTIV TEAEERY V— (IAM), J0/N
FA—H—DEIFTXFHD 2048 XFETTY,
i)
String
WA
WA

DurationSeconds
Ty a3 v (WEA)., &IMEIX 900 T, mAEIX 43200 T3, 77 4 JL MEIE 3600
WTY,
it
B
WA
WL Z

Externalld
AMOT7hHT Y bOO—ILEEET BHEICIE. FIAATRELGEIEI—EOAIRHBINFAEIBEL
T, TDNTA—F—DEIK, 2XFENS 1224 XFFXTICRY ET,
it
String
WA
(AYAY-3

SerialNumber

BEMIONETILTF T 7049 =R (MFA) TNNA D601 —H—DHANES, /NT XA —
Y—DIEIF. OXFENDL 256 XFETDN—RIT TP TFNA RFLIFRBT A 2DV Y 7ILE
FICRY XTI,

i)
String

WA
AR+

TokenCode
SrEA
BREAR)D—ICMFADRRERIBEIE. YILF T 79749 —R (MFA) 7/3 ADNHEMI M
B, MFATNNA ZADBBET, TD/INS A= —DEHNEFIZHRYINDIFEIC
lZ. AssumeRole DIEUH L Id accessdenied T —A v =I5 IRLET, CD/INTA—4—
DEICIE., BERIE6XFTT,

i)
String
R
LWL A
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AssumeRoleWithWebldentity

Z D APl I&. OpenlD Connect ¥ QAUth20 7A TV T4 T4 —TANA T —REDT ) r—> a3y
ICE > TSI N ——DO—BREIEROEY FAIR L £9. RoleArn & &£ U RoleSessionName
DOTZARMRGA—=H—EINBETIDN, HODEBERNSA—4—(FEETT,
RoleArn
=30
R I H 20 ~ 2048 XFD Amazon Resource Name (ARN) ICDWTHEET 20—,
it}
String
WA
=g

RoleSessionName
H

RET 20—ty av&sasBELETT, O—Iltyoarvgid. Bz 7)o RILRRID
BARHAO—IIZEBETZHEICEY Y a v E—RICENTEET, CTD/IRFTAXA—4—0DIEIE, 2
XENS AXFEFTTTo = 0 o @ LV -XFIIFEETETFITH, AR—RAIFHETE
Tt A,

i)
String

WA
=40

RY>—

=20
A4y aVTHEATZ ISONERD IDBLUVT IV EIABERY ¥— (IAM), D/
TA—H —DIEIX1XFHND 2048 XFETTT,

i)
String

WA
AR+

DurationSeconds
H

v avDiiE (WEh), &/IMEIZ 900 T, RAMEIX 43200 TT., 77 #JL MEIE 3600
BT,

it}
B
WA
WL Z

Providerld

sl

—_ e s s v m L A LA AL 1 —

[ 0 —
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YATVTATA—TANAI—DbD KX M VADTEBEHRA NI VR—RY b, TOD/INT
X —4 —DfEIE, RIN4~2048 XFD OAuth20 7V A M=V Y TOHEWTT,

i)
String
WA
WA

WebldentityToken

TATVTAT4—7TANA T =D 5RHEINS OpenlD Connect 741 TV T4 T4 —b—0
FIEOAUth20 7R N—=D Y, TDIRNS A= —DIEIE., 4 XEHH 2048 XFETT
ER

i)
String
WA
WA

RS

o G¥iflld. RedHat Ceph Storage FAFE 71 KD Secure Token Service API DERABIE - > 3
VESRLTIEIV,

e Amazon Web Services Security Token Service (AssumeRole 7772 3 V)

® Amazon Web Services Security Token Service (AssumeRoleWithWebldentity 777 < 3 V)

3392 X a7 =V Y —FRDE

rgw_sts_key & £ U rgw_s3_auth_use_sts 7 7> 3 V% 5%7E L T. CephObjectGateway TR T %
Ceph Object Gateway (STS) 3R EL 7

pa 3

S3 & STSAPIIZE UERIEREICHEE L. WIhE Ceph Object Gateway DE LTV K
RAVEIDISTIOERATEET,

AR
e #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

e E4TH® Ceph Object Gateway,

® CephManager / — RADIL— KL RIVLDT I TR,

FIg
1. Ceph Object Gateway 7 54 7~ MIUTDREA T a v ERELET,

53°4
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ceph config set RGW_CLIENT_NAME rgw_sts_key STS_KEY
ceph config set RGW_CLIENT_NAME rgw_s3 auth_use_sts true

rgw_sts_key &, v a v =0V aBESLFLIIESILT HHDSTSF—THY. EHE
IC16 HEHD 16 XF T,

B

[root@mgr ~]# ceph config set client.rgw rgw_sts_key abcdefghijklmnop
[root@mgr ~]# ceph config set client.rgw rgw_s3_auth_use_sts true

RS

e STSAPIIZBET %5¥MiE. Red Hat Ceph Storage BiF#& 41 NKD Secure Token Service 7 7
Vy—>avD7OTd5IV 7409 =T A A2 >avaESRBLTIREIN,

o CephBRET—IR—ADERADEMIC DL TIE. Red Hat Ceph Storage X H A KD Ceph
HEDER DEZSRLTIEI W,

3.3.9.3. OpenlD Connect 7O/ ¥ —H®D 11— —DYERK

Ceph Object Gateway & OpenlD Connect Provider & OB DE#E %L T 5 ICId, 21— —IT V7«
TA4—EO—JLEER) -5 LET,

AR

® Ceph Object Gateway / — RADIA—HF—LNILDT7 IR,

FIa
1L #LW Ceph 2 —H—Z/FELET,

53°4

radosgw-admin --uid USER_NAME --display-name "DISPLAY_NAME" --access_key
USER_NAME --secret SECRET user create

B

[user@rgw ~]$ radosgw-admin --uid TESTER --display-name "TestUser" --access_key
TESTER --secret test123 user create

2. Ceph A —H—HEEZERELET,
=378

I radosgw-admin caps add --uid="USER_NAME" --caps="oidc-provider=""

B

I [user@rgw ~]$ radosgw-admin caps add --uid="TESTER" --caps="oidc-provider=""
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3. Secure Token Service (STS) APl Z A L CO—JLEERY o —ICXKHEEZEMLET,

53°4

"[\"Version\":\"2020-01-17\",\"Statement\":[{\"Effect\":\"Allow\" \"Principal\":{\"Federated\":
[\"arn:aws:iam:::oidc-provider/IDP_URL\"]},\"Action\":
[\"sts:AssumeRoleWithWebldentity\"],\"Condition\":{\"StringEquals\":
{\"IDP_URL:app_id\"\"AUD_FIELD\"\\\\]\}"

BF

FEOEBBID app_id 1£, BIER—%4 > D AUD_FIELD 7 4 —JL K& —HX ¢
DURENHY FT,

RS

® Amazon @ Web #% 4 b ® Obtaining the Root CA Thumbprint for an OpenlD Connect
Identity Provider ZZBR L T X W,

e STSAPIIZBET %5¥#MiE. Red Hat Ceph Storage BiF#& 474 RKD Secure Token Service 7 7
Vr—2avO7OI3I0T409—T AR 202 avESRBLTIEIW,

e FfifliZ. RedHat Ceph Storage FFEE 7M1 KD Secure Token Service API DERABIE Y > 3
VESRBRLTLEIW,

3.3.9.4. OpenID Connect 7OANA ¥ —DHY LTS > NOWET

OpenID Connect 7O/ 4 — (IDP) DFRE R F a1 XY NE2RBT2ICIE. UTEERTLET,

=S5

e openssl Ny = BLGeurl Ny T—T DA VA M=),

FIR

. DPOURLDSERERFaIAVMNERIGLEY,

53°4

curl -k -v\
X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
"IDP_URL:8000/CONTEXT/realms/REALM/.well-known/openid-configuration™ \

lia-
B

[user@client ~]$ curl -k -v \
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
"http://www.example.com:8000/auth/realms/quickstart/.well-known/openid-configuration” \
lja -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc_verify-thumbprint.html
https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#the-secure-token-service-application-programming-interfaces_dev
https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#examples-using-the-secure-token-service-apis_dev

8533 CEPH OBJECT GATEWAY & & U S3 AP

2. IDPEERAEZEBEL X9,

53°4

curl -k -v\
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
"IDP_URL/CONTEXT/realms/REALM/protocol/openid-connect/certs" \

lia-
1]

[user@client ~]$ curl -k -v \
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
"http://www.example.com/auth/realms/quickstart/protocol/openid-connect/certs" \

g

3. BERIDOY Y RH S x5c IinBDIERAIE— L. Th % certificate.crt 7 7 1 JLICBEY f~HF &F
9, B8/ —BEGIN CERTIFICATE—. RKEI(C —END CERTIFICATE— %2 &% X ¢,

4. FEBAEOYLTY Y PERBLET.
B

I openssl x509 -in CERT_FILE -fingerprint -noout

B

[user@client ~]$ openssl x509 -in certificate.crt -fingerprint -noout
SHA1 Fingerprint=F7:D7:B3:51:5D:D0:D3:19:DD:21:9A:43:A9:EA:72:7A:D6:06:52:87

5 SHAI 74 v A=Y v D538V EFTRTHIBRL, IAIMERTIDPI VT 4714 —%ERK
T5HODAAELTHEALET,

RS

® Amazon @ Web H¥ 4 k® Obtaining the Root CA Thumbprint for an OpenID Connect
Identity Provider ZZHR L T I W,

e STSAPIIZBET %5¥MiZ. Red Hat Ceph Storage BiF#& 471 NKD Secure Token Service 7 7
Vy—>avD7OJd5Iv 7409 =T A A 2> avESRBLTIREIN,

o G¥iflld. RedHat Ceph Storage FAFE /71 KD Secure Token Service API DERAFIE - > 3
VESRLTIEIV,

3.3.9.5. Keystone TD STS Lite DRXES L CEA (77 /0 —F L Ea—)

Amazon Secure Token Service (STS) & S3API l&. RAUEZRIEBICHELET, STSA T a vid,
Keystone # 7> a v EHAEHLETHRETEE T,
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R

S3 & STS M API M@ AIC. Ceph Object Gateway DEI LTV RRA ¥ M &FERLTT
JEATEET,

AR
® Red Hat Ceph Storage 5.0 LA
e E4TH® Ceph Object Gateway,
® Boto Python EV 21— D=3 Y 3LUEDA VA =)L
® CephManager / — RADIL— KL RIVLDT I TR,

® OpenStack / — RADI—H—LN)LDT7 IR,
¥
1. Ceph Object Gateway 7 54 7~ MIUTDREA T a v EZRELET,
5378

ceph config set RGW_CLIENT_NAME rgw_sts_key STS_KEY
ceph config set RGW_CLIENT_NAME rgw_s3 auth_use_sts true

rgw_sts key (. €y a v h—0VERBBLELIZESLTZLHODSTSH*F—THY., IEMHE
IC16 EHD 16 XFTT,

B

[root@mgr ~]# ceph config set client.rgw rgw_sts_key abcdefghijklmnop
[root@mgr ~]# ceph config set client.rgw rgw_s3_auth_use_sts true

2. OpenStack / — KT EC2 SRAEEHREEKR L £,

B

[user@osp ~]$ openstack ec2 credentials create

+- -+ +
| Field | Value |
+- -+ +

| access | b924dfc87d454d15896691182fdebOef |

| links | {u'self': u'http://192.168.0.15/identity/v3/users/ |

| | 40a7140e424f493d8165abc652dc731c/credentials/ |
| | OS-EC2/b924dfc87d454d15896691182fdeb0ef'} |
| project_id | c703801dccaf4a0aaa39bec8c481e25a |
| secret | 6a2142613c504c42a94ba2b82147dc28 |
| trust_id | None |

| user_id | 40a7140e424f493d8165abc652dc731c |
+- -+ +
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3. ERRINTCERELTEH 21 H L C. GetSessionToken APl Z{8H L C—HFHREZF ) 714 —&3
SEEHROEY FERBLEY,

B

import boto3

access_key = b924dfc87d454d15896691182fdebOef
secret_key = 6a2142613c504c42a94ba2b82147dc28

client = boto3.client('sts’,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
endpoint_url=https://www.example.com/rgw,
region_name=",

)

response = client.get_session_token(
DurationSeconds=43200

)
4. —BFEREEEROIMB L. SIUH LDFRICERTEZX T,
1

s3client = boto3.client('s3',
aws_access_key_id = response['Credentials']['AccessKeyldT],
aws_secret_access_key = response['Credentials’]['SecretAccessKey'],
aws_session_token = response['Credentials’|['SessionToken'],
endpoint_url=https://www.example.com/s3,
region_name=")
bucket = s3client.create_bucket(Bucket="my-new-shiny-bucket’)
response = s3client.list_buckets()
for bucket in response["Buckets"]:
print "{name}\t{created}".format(

name = bucket['Name'],
created = bucket['CreationDate'],

)

5. L\ S3Access A—JLAER L, R —%2FZELZET,

a. BEECAPS TaA—H—%&YHTET,

B

I radosgw-admin caps add --uid="USER" --caps="roles=""

B

I [root@mgr ~]# radosgw-admin caps add --uid="gwadmin" --caps="roles=""

b. S3Access O—JLAERR L X T,
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136

53°4

radosgw-admin role create --role-name=ROLE_NAME --path=PATH --assume-role-
policy-doc=TRUST_POLICY_DOC

B

[root@mgr ~]# radosgw-admin role create --role-name=S3Access --
path=/application_abc/component_xyz/ --assume-role-policy-doc=\{\"Version\":\"2012-10-
17\"\"Statement\":\[\{\"Effect\":\"Allow\",\"Principal\":\{\"AWS\":\
[\"arn:aws:iam:::user/TESTER\"\\},\"Action\":\[\"sts:AssumeRole\"\\}\]\}

. S3Access O—JLIC/N—3 w3 VRS —5FYLHTET,

53°4

radosgw-admin role-policy put --role-name=ROLE_NAME --policy-
name=POLICY_NAME --policy-doc=PERMISSION_POLICY_DOC

B

[root@mgr ~]# radosgw-admin role-policy put --role-name=S3Access --policy-
name=Policy --policy-doc=\{\"Version\":\"2012-10-17\",\"Statement\":\[\
{\"Effect\":\"Allow\" \"Action\":\[\"s3:*\"\],\"Resource\":\"arn:aws:s3:::example_bucket\"\}\]\}

B3 —%—% gwadmin 1—H—DOO—J)LZBETEDLDICR/YFELL, £EX

&, gwuser 1—H—|(&, gwadmin 21— —D/NX—I v aVEBETETET,

. ARE—H—D access_key & &£ U secret_key DEAEZEHTHEXET,

B

I [root@mgr ~]# radosgw-admin user info --uid=gwuser | grep -A1 access_key

6. AssumeRole APIIEUH L ZFEA L. (REDI—H—H 5 access_key & & U secret_key D
ExRHELEFT,

import boto3

access_key = 11BS02LGFB6AL6H1ADMW
secret_key = vzCEkuryfn060dfee4fgQPgFrncKEIKh3ZcdOANY

client = boto3.client('sts’,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
endpoint_url=https://www.example.com/rgw,
region_name=",

)

response = client.assume_role(
RoleArn="arn:aws:iam:::role/application_abc/component_xyz/S3Access',
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RoleSessionName='Bob’,
DurationSeconds=3600

)

BE
AssumeRole API IZ1E S3Access O—ILAMETT,

BIER R

Boto Python € 2 —J)LD4A X b—JLICEEY %5##flllZ. Red Hat Ceph StorageZ# 7> x4 b
F—=bMITAHARDSITIEADTAM 2723V aSRBLTIEIL,

F¥#flX. RedHatCephStorage A7V M — b DA HA KD 21— —DER £V 3
VESRBRLTEIW,

3.3.9.6. Keystone T STS Lite 29 32 7/=bDHIRDEE (77 /O —FL Ea—)

Keystone DHlIBRIE. Secure Token Service (STS) X EHR— K LARVWI ETT, £ 1 DDHIRIE,
RAQA=RKNYZaB Y IJIZARMIEFNRTVWARWIETY, TO2D0HIR%ELHET 5 IC1E. Boto
RAI—RNEZEETI2RELIHYFT,

AR
o @ D Red Hat Ceph Storage 7 5 24 — (/X—< 3 > 5.0 LI&),
e E4TH® Ceph Object Gateway,
® Boto Python EV 21—/ D=3 Y 3LUBEDA VA =)L

FIa

Boto M auth.py 7 7 1 LBV TIREL £ 7.

a. UF 42073 —RK7Oy 7IBMLET,

class SigV4Auth(BaseSigner):

Sign a request with Signature V4.

REQUIRES_REGION = True

def __init__ (self, credentials, service_name, region_name):
self.credentials = credentials
# We initialize these value here so the unit tests can have
# valid values. But these will get overriden in ““add_auth™
# later for real requests.
self._region_name = region_name
if service_name == 'sts": ﬂ
self._service_name = 's3' 9
else: e

self._service_name = service_name ﬂ

b. LFO 22073 —RK7Oy 7IEBMLET,
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def _modify_request_before_signing(self, request):
if 'Authorization' in request.headers:
del request.headers[' Authorization']
self._set_necessary_date_headers(request)
if self.credentials.token:
if 'X-Amz-Security-Token' in request.headers:
del request.headers['X-Amz-Security-Token']
request.headers['X-Amz-Security-Token'] = self.credentials.token

if not request.context.get('payload_signing_enabled', True):
if ' X-Amz-Content-SHA256' in request.headers:
del request.headers[' X-Amz-Content-SHA256']
request.headers['X-Amz-Content-SHA256'] = UNSIGNED_PAYLOAD ﬂ

else:
request.headers['X-Amz-Content-SHA256'] = self.payload(request)

BEEE R

® BotoPython E¥ 21 —JLDA ¥ X h—JLICEEY 25 #iIX. Red Hat Ceph Storage A7 x 7 b
F=RMITAHARDSITIEADTA £V avaESBLTIEIW

3.4.S3 /N4y Ng{E

BIF& X, Ceph Object Gateway BT AmazonS3 7 PV r—> a3 v Oy 3I v 949 —7 x4
2 (APH) ZERAL TNy MEEARITTEET,

DLFORIE, /87 v D Amazon S3 HREIRIEEREAMO Y R—MNAT—9 A% RLTWVWET,
K321\ y b gE

Bae K&

Ny hO—EBXRKR HR— MR

Ny bOERK PR— bR BEEACLOIEZIERtEY K,

Put Bucket Website HR— bR

Get Bucket Website HR— bR

Delete Bucket Website HR— bR

Rry 347949 —8YR— b5k  Expiration. NoncurrentVersionExpirati
ons &V
AbortincompleteMultipartUpload A%+
R—KINFET,

PUTRXTy NS4 THA4 I —8YR— b5k  Expiration. NoncurrentVersionExpirati

ons &Y
AbortincompleteMultipartUpload A%+
R—hINZET,
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Hae 7N p: 53]

Ny bZ4 7914 7 IVOHIR YR— bW R

Ny ATy bOWE YR— b WFR

A RN HR— bR

NRyy b= 3 VORE HR— MR

NRyy b= 3V DEE HR— MR

Ry b DY YR— bR

N7y b ACL OIS HR— bR BEACLOIFIFAEY b
7y bk ACL DS HR— F R EEACL DS F ALY b
Ny MBI % CORS BEfEiRE HR— bRR

nE

Ny MR L CORSEELETTD HR— b RR

Ny @D CORS %€ & HllkR YR— bR

Nyy bATIx ) b= avdD— HER—-—IFR

BXRR

HEAD /34y k PR— PR

Ry NRVFNR—bFyTO—FD HR—IER

—&XT

Ny MR > — —ERYR— bR
Ny MY I IR MOZIWVORE HR— AR
NTy MY IIRPDOXIWETD HR— b RR
RVFTFFY Ry MRE HR— MR
Get PublicAccessBlock HR— AR

Put PublicAccessBlock HR— AR
Delete PublicAccessBlock HR— AR
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3.4.1. AR RM
o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

® RESTful 72472k,

3.4.2. S3 create bucket notifications

Ny MLNRILTAT Y M BRIZER L F9, BHEREICIE. Red Hat Ceph Storage Object Gateway
S3 4 RV  (ObjectCreated & & U ObjectRemoved) B’H Y 9, I HIFARIN, /NF v MEX
ZEETBWETHDIVENHYET, N7y MBRIES3ARL—23 VT,

s3:objectCreate & & U* s3:objectRemove 1 XY hD/N\ry NBRIAERT BICIE. PUT 2FRELE
ER

B

client.put_bucket_notification_configuration(
Bucket=bucket _name,
NotificationConfiguration={
"TopicConfigurations': |
{
'ld": notification_name,
"TopicArn': topic_arn,
'Events': ['s3:0ObjectCreated:*', 's3:0bjectRemoved:*']
i)

B
Red Hat &, ObjectCreate 1 X k (f5l: put. post. multipartUpload. & & U copy)

HHYR—BMLET, £/, RedHat |E. object_delete. s3_multi_object_delete 7 & D
ObjectRemove 1 XY h&HR—KLTWVWET,

DIOTAMNIVTAT4—
NotificationConfiguration
TopicConfiguration T 5 4 574 —®DY A K,
i)
Container
WA
(&N

TopicConfiguration
BTL)
ARYKINIVT 474 —DId. Topic. & LU list,
i)
Container
WA
(=Y
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BEID A,
i)

String
WA

=40

Topic
A
NEwY 2 Amazon ') ¥V —Z % (ARN)

P2
i MEY 7 ISHRICERT 2RENHY £7

String
WA
=40

i)

Event
PBR=—MINZARYIND—E, BROARV NI VT4 T4 —%FHTEEY, BT,
IRTDARY MHNEBINET,

i)
String
WA
WA

745 —
EE2 |
S3Key. S3Metadata. £+ U'S3Tags TV 7171 —,
i)
Container
WA
(AYAY4

S3Key
HHA
FTVx ) M F—ICEDLK T4 Y =) TDFilterRule TV 51574 —D—&, YA MIEHE
KTI3IDDIVTATA—%5EHDBIENTETEY, &AL Name (& Prefix, suffix, 7
I regex ICRYET, YURANKRDZ ALY —IL—ILIETRT, 74— —BT5DIT—HK
LTWBRENHY T,

i)
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Container
WA
(AYAY-3

S3Metadata
FTTVT P MAYT—HICEDLT74ILI—) VT DFilterRule TV 57474 —D—&, 'JR b+
RDT ALY —IL—ILIETRT, ATV PTEEINLAXYIT—HE—RTINELRHY F
T, L. Z4NL9—=IC)RARNINTVWAWMEDX Y T—S TV N)—DHBIHEICIE. 7
I MI—HITBEFICRYET,

i)

Container
WA

(AYAY-3

S3Tags
=30
TV NI TIEDODWT 749 —1) v FSFilterRule T 574574 —D—%, VAMA
DT ANI—=IL—=LETART, TV NTEEINLYTE—RBIZBENHY T, L
L. Z4NW9—ICDIITHNYRARINTUVWARWNES, #7927 MIBIZHmI—HLET,

i)

Container
WA

(AYAY-3

S3Key.FilterRule
22 |
Name TV 7174 —HLU Value TV 7 1714 —7TY, Name I&. prefix. suffix. 7l

regex Cd, Value (&, F—IEBEE. ¥ —EEFH. FLEF—II—HIH3ERKXFEZREFLE
-a—o

i)

Container
WA

(=g

S3Metadata.FilterRule
=3
Name TV 7174 —8HLUValueTV7T 171 —TY, Nameld, X4 T7—9BHEDEZRITY
(f5l: x-amz-meta-xxx), DfEIL. COBMTEEINDEICLKAY X,

i)

Container
WA

(=g

S3Tags.FilterRule
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Name TV T4 714 —8BLU ValueT 714714 —T9, Name ¥V F—T, BEIXZY TDIET
£

i)
Container
WA
(=g

HTTP L ARV R

400
ATF7—HX3—FK
Malformed XML
XML IFZELTWEH A,

400
AT7F—HX3—FK
InvalidArgument
ID AW, MEY J ARN DRWNMEMTH D, A XY MHEMTT,

404
ATF7—HX3—FK
NoSuchBucket
Nry NRFEELEHEA,
404
ATF—HX3—FK
NoSuchKey

hEYIDNBERELIEA.

3.4.3. S3 get bucket notifications
BEODEMERBT M, TLENATY MIREISNZITRTOBEBNE—BERRLET,
538

Get /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER_AND_SECRET
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B

Get /testbucket?notification=testnotificationID HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER_AND_SECRET

L AR Z2DH

<NotificationConfiguration xmIns="http://s3.amazonaws.com/doc/2006-03-01/">
<TopicConfiguration>
<ld></ld>
<Topic></Topic>
<Event></Event>
<Filter>
<S3Key>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Key>
<S3Metadata>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Metadata>
<S3Tags>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Tags>
</Filter>
</TopicConfiguration>
</NotificationConfiguration>

Pz
. notification 4+ 7'1) vV — 3/ v NBHIEEE F 721322 D NotificationConfiguration &
- FEBRLEFT, FUHLTIENNT Y NOFTEETHZRELHY T,
DOITAMNIVYTAT14—
notification-id
=
BHADER, IDAMEEINTVWRWESR, IXTOBHNA—BEBRRIINET,
it
String

NotificationConfiguration
=20
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TopicConfiguration T> 5 4 574 —®DY A K,
i)

Container
WA

(=48

TopicConfiguration
A
ARYKINIVT 474 —DId. Topic. & LU list,
i
Container
WA
(=4

BERID A,
i)

String
WA

=0

Topic
A
NEw 2 Amazon ') ¥V —Z % (ARN)

P2
bMEY 7 ISRFICERT 2RENHY £

Event
WIBINFZANRY b, BROARYINIVT A T4 —DHFETHAREDNDY T,
B
String
WA
=0

T4y —
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BEDEBEDT 4ILY —,
i}

Container

HTTP L ARV R

404
AT7F—HX3—FK
NoSuchBucket
Nry MRFEELEHEA,
404
AT7F—HX3—FK
NoSuchKey

BRIE, REINEGBEICEELZEA

3.4.4.S3 delete bucket notifications
INTy MO SEBEDBMFLIITAATOBENEZYIBRLET,

4 )

BADHIFRIE, S3BE API DIEERIEEET T, /N7y NTEZINLBRIE. X7y hD
HIFRBFICHIBRI N E T, FBEZEA (5 double delete) #BlIfR L TH., TS5 —&IERA
INFEtA,

BEDODBRMELIEIRTOBHNAZHIRY 5121, DELETE #fFAL XY,
=374

I DELETE /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1
B
I DELETE /testbucket?notification=testnotification|D HTTP/1.1

YOIANIVTA4T14—

notification-id
BHIDOEZH, BEFIDDBEINTVWARWGEIE. NTy NOITRTOBEAMMIHIBRINET,
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i)
String

HTTP L ARV R

404
ATF7—HX3—FK
NoSuchBucket
=20

Nry MDA BFELIEA.

345. N7y NDRAMNEAANDT 7 EZR

NIy MITO9EATE2E—RE220HYET, RPIDAYV Y RIFHEINEZAY Y RT, "Ny b%E
URIDEER T LI M) —&ELTHEMLET,

B

GET /mybucket HTTP/1.1
Host: cname.domain.com

2BEBDXY Y RiF, RENTY hORRAMNEGREBETNA Y hZ#HBILET,
1]

GET /HTTP/1.1

Host: mybucket.cname.domain.com
Bk
2EBBOFAETIEEMMARNA A VEREE DNS 74 RA— RHBUER/DH. Red Hat IFHRHDHE%
HELET,

3.4.6.S3 list buckets

GET/l&, 21— -V IR M2 752 —DNERTEN\Ty bO—EZBLEY, GET/ & &R
AEA—Y—DMER LTy hDHERLEY, ELZD)ITA M ZTI2ERETEI A,

53°4

GET /HTTP/1 1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

LARVAIVFTA4T4—

Ny b
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Ny NO—EBRDIYTH—,
i}

Container

Bucket
Ny NMERBOOAY T —
it

Container

£
NIy N,
i)
String

CreationDate
Ny NBMERRI NBFRD UTC BFfE,
i
Date

ListAlIMyBucketsResult
BROAYTF—,
i

Container

Owner
=30
Ny KFREZD ID & £ U DisplayName 3> 5+ —,
i

Container

ID
N7y NFRBED ID,
i)
String

DisplayName
Ny N DBEEDRTA.
i
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String

3.4.7.S3 return a list of bucket objects
Nry ATV bPOD—EZRLET,
538

GET /BUCKET ?max-keys=25 HTTP/1.1
Host: cname.domain.com

NSA—H—
prefix
BEINLEBEFISEINZ2A TV MDHERLET,
i)
String

delimiter
=20
BHEFCMOA T PROBICEAINZ XY XF,
i)
String

marker
=20
BINDF TV N)ZANDRAEBA VT Y IR,
i)
String

max-keys
=20
BT F—DHRAE., 774/ MME1000 TT,
i

Integer

HTTP L ARV R

200
AF—4HA—K

=
BSI21\T7y k
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GET /BUCKET (&, UTFD 714 —IL KD EZFNhB Ny bV FF—%RLEFT,

Ny MNLARVYRAIVYTF 1571 —
ListBucketResult
7z N—EBEDaVFTF+—,

FTI Y b F—DERE.,

String

Marker
BINDA TV N)ZANDRAEBA VT Y IR,
i)
String

MaxKeys
i}i-é n%) #_@%ki&o
i)

Integer

FU3Y
=2

BREINTWEIGEIE., AUEEFHEAFO>A TV 2 b CommonPrefixes ') X MIRRI N
F9,

i)
String

IsTruncated
true DIBE. N7y NORBOY Ty NOADRINZET,
it
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Boolean

CommonPrefixes
H
BHDOA TV MIEUCEEFIEFNDFEIE. CO—EBICRRINET,
it

Container

ListBucketResult (CIZF Tz hD'EFh, #4722 Md Contents AV T FH—RICHY
ERR

ATV MLARARYRIVFT AT 14—

ARE
=2
7z hoavri—,
i)
Object

=2

AT bDF—,
i)

String

LastModified
=20
A7 NORKREERS & UFFRHE,
i)
Date

ETag
=20
FT7MDOMD-5/\y>a, ETagldkITVYT714714—97TY,
i
String

Y4 X

=
TV MDHAZ,

i)

Integer

StorageClass
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% |C STANDARD Z RS MWENHY X7,
i
String

3.4.8. S3 create a new bucket

Ny NEERLE T, Ny MAERT 2IC1E. BRERIET 202 —F—IDBLUCAER
BRAWS 7V E2RAX—IDABETYT, Ny NEBRI—HY—E L THERTDZEIETETEHA.

Hll#
BE. NIy MBI XA VEOFWICR S BENDHY T,
e Ny NEIF—BTHIRENHYET,
o Ny RZEIPTRLRELTIA—TY hTBHIEIFTETEREA,
o N7y hEDRIIE3I~63XNFTT,
o Ny hRITIE, RXFPTVI—RAT 2805 EETEIEA,
o Ny NZIININFELIIBFTHIEDILELGHYZXT,
o NV RIS Y Y2 () EBHDIIENTEET,
o Ny NZIE, —EDIDUEDINIVTHEZUENHYET, BHETEIINILIEE—DEY

RO TRYSNET, ATy hEICIE, MK, BF. 8LV TVEEBDHBIENTE
F9, ESNLE, INTFELEBFCHBBLCRTTIRELNHY ET,

R

rgw_relaxed_s3_bucket_names 7 true ICEREINTW2IHFE. EEOFKMIFEMIh
F9. NIy MNBIF—BTHIREDHY, PFRLRELTIAF—TY T B EIE
TET, RRK25XNFOXF, 8F. EVF RN Fyvra BLUOT7VF—RAT7%8
HBEIENTETET,

53°4

PUT /BUCKET HTTP/1.1
Host: cname.domain.com
x-amz-acl: public-read-write

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

NSA—H—
x-amz-acl
EE ACL.
AAfE
private. public-read. public-read-write. authenticated-read
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HTTP L ARV R

Ny b EN—BT, HNTREATHS . REERHLET, AURROAT Y bAT T
L. ==ty NAETHBHBAR. BIESBIILET, N7y FEAERROBAR, BIF
MEBLE T

409
AT7F—HX3—FK
BucketAlreadyExists

Nry b BR21—V-OMAEICEELET.

3.4.9. S3 put bucket website

put bucket website API {&, website 7)YV —XTHEEINTWS Web Y NDEREZFZREL X T,
Ny N&E Web A4 MELTERET BICIE. website DT )Y —X &/ MIBINTEET,

pa 23]

put #{EICIE S3:PutBucketWebsite /X\—I v a VARETY, T 74 MTIE, NN
7Y NDFIBEZEDHDNT Y MIERKINTWS Web (1 ME2RETEET,

5378

I PUT /BUCKET ?website-configuration=HTTP/1.1

B

I PUT /testbucket?website-configuration=HTTP/1.1

RS

o ZMDAPIMUH LDFEMIZ., S3APIZSRBLTLKEITL,

3.4.10. S3 get bucket website

get bucket website API I, website 4 7' YV —XTEEINTWVWS Web 1 FDREREEZIEBLET,
p= -
Get i2FA3£179 %121E. S3:GetBucketWebsite /X—3I v 3 VAMETY, T 74/
NTlE. Ny NOFRBZEDHD/NT Y b Web REAZFZHANMD I ENTETET,

=374

I GET /BUCKET ?website-configuration=HTTP/1.1
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B

I GET /testbucket?website-configuration=HTTP/1.1

BIER R

o ZDAPIMUH LDFEMIZ., S3APIZSRBLTLKEIL,

3.4.11. S3 delete bucket website

delete bucket website APl 1%, /N7y hD Web ¥4 FREEHIRL T,

53°4

I DELETE /BUCKET ?website-configuration=HTTP/1.1

B

I DELETE /testbucket?website-configuration=HTTP/1.1

BIER R

o ZMDAPIMUH LDFEMIZ., S3APIEZSRBLTLKEIL,

3.4.12. S3 delete a bucket
Ny NEHIBRLET., N7y NOEIRAIESICITbh RISy NEAEBHRATEET,
=374

DELETE /BUCKET HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

HTTP L ARV R

204
2F—&Z2a2—K
AvFYYRL
=2
Ny MHBIBRENE LT,

3.4.13. S3 bucket lifecycle
NIy hDFATHA I NBEEBALTA TV 27 bEBRL, TOA TV M EHPRERHR

BICREINDEDICT B ENTEET, Ceph Object Gateway D S3 APl &, AWS /Xy NS4 7
YA OV T7ooarvod Ty baYR—MLET,
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e Expiration: 2hiEN\Ty NROA TV NOBWHEEZERZLEF T, 7797 MDEHRT
ZEHBEIEENHERL DY, ZDIFSRT Ceph Object Gateway BA 72 7 M &HIR L &
T Ny MHN—=2 3 VERZFMICLAWEE, Ceph Object Gateway 34 7219 b %&
KIEAICHIBRLE T, N7y hOIN—=U 3 VEEZEMIET 5B B, Ceph Object Gateway (&
WIN—YaVOHIBRY—A—% KL, RITN—YaVEHIRLET,

e NoncurrentVersionExpiration: ZH1iE/N7ry NADRFN—Ta VUADA T = H h/X—
TavDIATHAINEERLEY, COREEZERATBICEK. N7y MAN=—Y 3 VERE
EEMCTILELIHYET, BFN—VaVvUADA TV MIERTIERERY F
T, TOERTIE, CephObject Gateway BT/ NA—2 a VA DF T2V MEHIFRL &
ER

e AbortincompleteMultipartUpload: Z11id. FTLATILF/NNA— Ty FO—-—RKPHIEIN S
FCTOHHEZEZLZF T,

4794 VILEREICIE. <Rules EXRZFALZ1DODULEDIL—ILAEEFNET,

B

<LifecycleConfiguration>
<Rule>
<Prefix/>
<Status>Enabled</Status>
<Expiration>
<Days>10</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

AL 0III—IbiE, A4 TH A 2IIL—IVLIZIEET % <Filters EXRICEOWTAT Y hO2A T
DI MNFERIEYTEY MUBETEEY, 7149 —I3EBOAEEIBETEET,

o X —(DIETEE
o AT O NYYT
o T —EEHLIDUEDA TV I NYTOEA

X —EEmEE

SATHA I —iE, F—BOEFEFICEOWTA TV b Ty MOBERATEEY, &
Z L. <keypre/> =IEET D &, keypre/ THEZ ATV MIBERAINZET,

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

BERDX—HBEHERDODZ TV VM, BERDBFATHA VNI —ILZBRATZIELTEET,

<LifecycleConfiguration>
<Rule>
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<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>mypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

TN YT

SAT7HA7IIL—ILiE, <Key> EXRS LU <Value>s EXRAZFHL T, BEDY T 5FEO>AF TV
MIDABATEZXT,

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Tag>
<Key>key</Key>
<Value>value</Value>
</Tag>
</Filter>
</Rule>
</LifecycleConfiguration>

ERES L1 LY TOWlA

SATHA7IVIL—=ILTIE, F—DEBEFHE1D2ULEDY TOEAICEDWVWTI4ILY—%IEETEE
T, INBIE <ANd> BRTS Y TTIMREBELAHYET, 7149 —ICIE 1 DDEERFHE, EOF/E
BREOY TOH%FEHETEET,

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<And>
<Prefix>key-prefix</Prefix>
<Tag>
<Key>key1</Key>
<Value>valuei</Value>
</Tag>
<Tag>
<Key>key2</Key>
<Value>value2</Value>
</Tag>

</And>
</Filter>

</Rule>
</LifecycleConfiguration>
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RS

o Ny hNZATHA4VIIDEEDFMICDOWTIE., RedHat Ceph Storage FAF&EHA KD
S3GET /Xy b4 7Y A7 202 avaESRBLTIEIN,

o Ny NSATHAVIIDERDEMICDULTIE, RedHat Ceph Storage FAFEH 1 KD S3
NrFy b ZA 7AWV DERFLEFBEESEZ /2 ava8RLTIEIWL,

o Ny NSATHAVIIDBIROEMICDULTIE, RedHat Ceph Storage FAFEH 1 KD S3
WKEBNRTY bZATYHAVIDHEIR V2 a v ESRLTIEIWL,

3.4.14. S3 GET bucket lifecycle
Ny NDZATHA VIV ZEET 5ICE. GET ZFEA L THEENT Y h2EBELET,

53°4

GET /BUCKET?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

DO)ITRA MY F—
HBYVIVIRAMYT—DOFMICOWTIE, AEBDSIHBEY IV TAMAY T — BB LTLLES
W,

&
LARVRIICIEK, Ny NSATHA VI EZTDERIEENET,

3.4.15. S3 create or replace a bucket lifecycle

NIy NS T VN EFRELEIBIRIZICE, PUT EERLTRENT Y eSS TH1 0L
HREEIELF I, CephObject Gateway I&. S3 T4 7H A VILMEED Y Ty hDAHEHR—NL

ESE I
=38

PUT /BUCKET?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER_AND_SECRET
<LifecycleConfiguration>
<Rule>
<Expiration>
<Days>10</Days>
</Expiration>
</Rule>

<Rule>
</Rule>
</LifecycleConfiguration>

VIITX Ay Y —
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content-md5
Avt—YDbase64 TTI—RKIN/=MD-5/\v 2
BiaiE
XF5, 774 MREREHY THA,
WA
(AYAY4

BIER R

e AmazonS3HBY VIR MAY ¥ —DFEMIC DWW TIL. Red HatCephStorage A& H 1 K
DNFEBDSIHBY IV TAMNANYIT—DEISaVESRLTIRESIL,

® AmazonS3 /N7y DS A 7H 4 7 IILOFMICDOWTIL, Red HatCephStorage BAREH A K
DSINTY DA T4 L DEI>aVvESBLTLLEIY,

3.4.16. S3 delete a bucket lifecycle
NIy NS4 7947V EYIRY 5ICI1d. DELETE AR L. 3%/ N7y MaEELE T,

53°4

DELETE /BUCKET ?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET
VOITRA ANy F—
VO TRAMIKFHBRERIGEINI A,

LAKRVR
LARY RE, —BHERL ARV ADRATFT—Y R &RLEFT,

BIER R

e AmazonS3HBY VIR Ay ¥ —DFEMIC DWW TIL, Red HatCephStorage BAF&E H 1 K
DNFEBDSIHBY VTR MNAYIT—DEISaVESRLTIESIL,

o Amazon S3 HBRHEAT—4F 22— RDFMIC DWW TIE, Red HatCephStorage FAFREH A K
DFEFEC D SIHBIHERT—FZAA—RKDEIYavESBELTLEIWL,
3.4.17. S3 get bucket location
Ny hDY =V TV —T5#BEBLEYT., ChEFVCHETICIE, 2—F—EN\TY NFAEETHIME
PHY FJ, PUT EKBEFIC LocationConstraint 2 8EL T, Ny v &Y=V JIIL—FICHIRTE F
-3—0
LLFD&LSIC location 7)Y —R &Ny N Y —RITEBMLET,

53°4
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GET /BUCKET?location HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

LARYRAIVFAT14—

LocationConstraint
BT
N7y NBFEETZY—VIN—F(T74I NS =V TI—THOEDXFS)
i)
String

3.4.18. S3 get bucket versioning

NIy hON=T 3 VREBERBLET, ChERUHTIKIE. 2—F—@EN Ty MNBEETHIMNE
NHYFET,

LTFD& SIS, versioning 7)YV —X& N7y M) Y —ITEMLET,

53°4

GET /BUCKET ?versioning HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.19. S3 put bucket versioning

ZDHTNY—RE, BEONRTY hON—=2a VEBREARELEYT, N—Y 3 VEBREEZRTE
T3ICE. Ny MNBETHBZRENHY T, N—2 3 VEEBREANT Y MIREIhTLAWL
ELN=UaVEEBEBEINTWERA, GETNN—=Ya VvEBYIJIRANEEITLTH, N—VavEE
REDEIFRINEEA,

Ny MCEBEN=—U 3 VEBEDREEZZRELET T,

Enabled: /X7y NDA T bDN—=2a VvEBEZEWILEYT, Ny MIBIMLATRTOA
Tz ME, —BEON—U 3V IDEZELET, Suspended: N7y DA TI ) hDN—=T 3V
BEEEMICLET, N7y MIBMLAEZTRTOA TV ME, A=Y 32 IDD Null %2 (FEY
£7,

53°4

I PUT /BUCKET ?versioning HTTP/1.1

B

I PUT /testbucket?versioning HTTP/1.1
Ny NBEROIVFT14T714—
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VersioningConfiguration
Zkoavr+—,

i)
Container
7N
=20
NIy hDON—=2 3 VIREZREL 2T, BMARME: Suspended/Enabled
i)

String

3.4.20. S3 get bucket access control lists

Nry hOT7 I EAFE)ANZRBLEYS, 21— —R@N\TY NORBETHIVENHYITT, &
feldg. /X7y NTREAD_ACP/NN—3X v aVhRIEINTWERENHY X T,

UFD&ESIC, acl TV Y —R %7y NEKRIGEMLE Y,
BX

GET /BUCKET?acl HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

LARVAIVFTA4T4—

AccessControlPolicy
REDIVTFF—,
i)

Container

AccessControlList
ACL BRIV T+ —
it

Container

Owner
=3
Ny NFREZED ID $ & U DisplayName D1 > 7+ —,
i)

Container
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ID
Ny NFRBED ID,
i)
String

DisplayName
Ny N DBEEDRTA,
i
String

Grant
HHA
Grantee £ ' Permission D3> 77+ —,
it

Container

Grantee
=
N—=—3vy>avaf5Inz1—H—0 DisplayName LU IDDIAVFF—,
B

Container

Grantee /X7 v MCHEEINZ/NN—3Iv a3y,

String

3.4.21. S3 put bucket Access Control Lists

BHEONTY hADT V2 AGHZRELE S, 21— —R@N\TY NOFRBETHIBENHY T,
Fld, Ny MO WRITE_ACP X=X v ¥ a VAT EINTWERENHY X T,

LTFOLHIC, acl T Y —R &7y NERIEML F T,
=374

I PUT /BUCKET?acl HTTP/1.1
DITAMTIVT4T7414—
S3 list multipart uploads

AccessControlList
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ACLIEsRADI YT+ —
i}

Container

Owner
=2
Ny NFFBZED ID & £ U DisplayName D3> 7+ —,
it}

Container

ID
Ny NFRBED ID,
i)
String

DisplayName
Ny hDBEEDRTA.
i
String

Grant
HHA
Grantee £ ' Permission D3> 77+ —,
it

Container

Grantee
=2
N—3IvaviaEft53nz1—%—0 DisplayName L FID DAV T+ —,
i)

Container

Grantee /X7 v MCHEEINZ/NN—Iv a3y,

String

3.4.22.S3 get bucket cors
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NIy MIEREIN/Z CORSEREFTRENMELEY, 21— —EN\Ty NOFBETHIVELHY F
¥, F/ldk, N7y NCTREAD ACP/X—3I vy 3 UyNIMITEINTWERENHY T,
LLFICRT LT, corsU T )Y —R&/N\y NERIEMLF T,
=374

GET /BUCKET?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.23. S3 put bucket cors

Ny NDCORSHREZBRELET, 1—HF—RBN\Ty NOFRBETHIVELHY FT, FhiE, N
7v NCREAD_ACP /X=X v a VDRI EINTWVWEMENHY XY,

LLFICRT LT, corsH T )Y —R&/NNy NERIEML ZF T,
=374

PUT /BUCKET?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.24. S3 delete a bucket cors

N7y MCREIN CORSEREBRZHRLET. 21— —R@BNTy NORBEETHZUENHY X
¥, Flld. Ny NTREAD_ACP/X—3X vy 3 UNIMIEINTVWEIMENHY XY,

DLFICRT LT, corsU T )Y —R&/N\Ty NERIEMLF T,
=374

DELETE /BUCKET?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.25. S3 list bucket object versions

Ry NADTRTONR—T 3 VDA TV MNBETBX I TF—ID—BEELET, Ty hAD
READ 7V £ ADNMETT,

LLTFoLSIICversions 7)Y — &Ny NERICEMLET,

53°4

GET /BUCKET ?versions HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET
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GET /BUCKET?versions D/XT X —4H —%&IBETIFITH. WIhELRETT,

NSA—H—
prefix
A
BEDEBEHNEFIFNZ2F—DEFTNIETHOTY TO—REZRLET,
i)
String

delimiter
BHEFCMOA T PROBIEAINZ XYY XF,
B
String

key-marker
7y 7O—R—BORTIDI—hH—,
]
String

max-keys
ETHROT7 Y TO0— ROmARE, 77 4 ME1000 TT,
]

Integer

version-id-marker
JDZANERIBT2A T M=V aVEIEELET,
i)
String

LARYARAIVFTAT 14—
KeyMarker
key-marker XK/ A =9 —ILL > THREINZF—Y—H— (FET 2158).
i
String

NextKeyMarker
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IsTruncated 1* true DIBZEICEHKED) VT A NTHERETEZF—v—H—,
it}
String

NextUploadidMarker
22 |
IsTruncated 7* true DIFAEICEFKTEDY) VTXAMNTCERT S 7y 7O—RIDY—H—,
i)
String

IsTruncated
=30
true DIFEIFE. Ny hOTYyTO—RAVFUOYDHTEY hOADRINET,
it

Boolean

Y4 X

=
7y 7O—RLEEBIOY A X,

i)

Integer

DisplayName
A
FIEE DXL,
i
String

ID
BTL
FAZED D,
i)
String

Owner
H
7V MNeRBETS1—Y—0ID & LU DisplayName D3> 5+ —,
i)

Container

StorageClass
=2

ERIN2F T2V NaRETDEDICERIND XY v K, STANDARD F7/zid
REDUCED_REDUNDANCY
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N=oaViERODAVTFH—

Container

versionld
AV 278 NOVACSSE N DR
i)
String

versionldMarker
BBRINLL ARV ZADF—DRHED/NNI—T 3,
i)
String

3.4.26. S3 head bucket
Ny NTHEAD U LT, BHET2EAIE. OB LTICT7 V7 ZRERDHZHME D &=L
9, Ny RAEEL, MUK LTIC/R—I vy a v H 28813 2000K 5BRLET, Ny kA

FELRWIEEIZ 404 Not Found, N7y MAEFEELZIHFHFUVHLTICE T I2EANRN—=I v 30D
W i5E 1L 403 Forbidden %3k L £ 9,

53°4

HEAD /BUCKET HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER_AND_SECRET

3.4.27.S3 list multipart uploads

GET /?uploads (&, REDETHOIILF/NA— Ty FO-—RO—E%5RLEFT, 2FY. 7Y
T=oavidBEHAR— b ZEDOTy O—REFRBLETY. Y—EXDITRTOT7 Yy FO—RKEET
LTWaDhIFTIEEHY £HA,

=38
I GET /BUCKET?uploads HTTP/1.1

GET /BUCKET?uploads D/X5 A —4 —%ZEETETFEITHA. WThERETT,
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NSA—H—
prefix
A
BEDEEHISENIF—PEFNIETHOT7T Yy 7O—-RERLET,
i)
String

delimiter
=2
BHEFCMOA T PROBIEAINZ XYY XF,
B
String

key-marker
=
7y 7O—R—BORTWDI—hH—,
i
String

max-keys
=20
ETHROT7 Y TO0— ROmKRE, 774 ME1000 TT,
il

Integer

max-uploads
=20
RIVFNR—KT7v FO— ROKRAE, #EIE1-1000 TF, 77 ) bid1000 T,
i)

Integer

version-id-marker
=3

key-marker N"EEINTUVWAWGEIIEEINE T, IDFLEZTHICHKESEZIBEBFTY A X
haZDOT7y TO—RKDID ZIBELF T,

i)
String

LARVAIVFTA4T4—

ListMultipartUploadsResult
=20
BREOIAVTF—
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i)

Container

ListMultipartUploadsResult.Prefix
A
prefix 23K/ X —4 —THEEI N2 EEF (FET 5157).
i)
String

Bucket
Ny NOAVT UV EZITIRB/1NT Y K,
i)
String

KeyMarker
key-marker XK/ A =9 —ILL > THREINDZF—Y—H— (FHET 3158).
il
String

UploadidMarker
EE2 |
upload-id-marker EXR/ XS5 X =4 — L& > THREINEZY—H— (FET %HBE).

il
String
NextKeyMarker
IsTruncated 7' true DIFEICERHKED) V TXA N THEATZIF—Y—h—,
i

String

NextUploadidMarker
IsTruncated 7* true DIFAEICERKTEDY) VTXAMNTCERT 27y 7O—RIDY—H—,
i)
String

MaxUploads
=20
max-uploads ') 7 T2 NS A =4 —TIHREINZHAT Y 70— R,
i)

Integer
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T4
=2
BREINTWSIBEAIF. AUEEHEEDA 7Y 7 M5 CommonPrefixes ') X MMIRTRI N
i’g—c

i)
String

IsTruncated
true DIFEIE. Ny hOTYyTO—RAVFUOYDHTEY hOADRINET,
it

Boolean

Upload
=20
Key. Uploadld. InitiatorOwner, StorageClass. & & ! Initiated 25201V 7+—,
it

Container

RIWVFNR= N7y TO-RPET LEBEOF TV bDF—,
i)
String

Uploadid
RIVFNR—=KNT7y FO—R&E#HRT 2 ID,
i)
String

1=1—49—
=20
7y 70— REREBLAEI—Y—0 ID & DisplayName B*'E XN 7,
B

Container

DisplayName
1= 1—8—DFRTH.
il
String

ID
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22 |
A1ZT—9—DID,
i
String
Owner
EE2 |
Ty 7O—RKLAEF TV NEFRETZ1—Y—0 ID & £ U DisplayName 03> 7+ —,
i)

Container

StorageClass

ERIN2F3 T2V N RETZLDICERIND XY v K, STANDARD Z7/zid
REDUCED_REDUNDANCY

i)
String

Initiated
aA—H—H07v FO0— R&FHAE LB,
i)
Date

CommonPrefixes
BHDOA TV MIEUCEEFIEFNDFEIE. CO—EBICRRINET,
it

Container

CommonPrefixes.Prefix
prefix ) VTR MRS A—F —TERINTLWBEBEFHFORICF—D Y TXFF,
i)
String

3.4.28. S3 bucket policies

Ceph Object Gateway I&. /X7 v MOBERAINS AmazonS3 R VY —FEOHY 7y bEHR—bML
x7,

{ER & & TPHIER

Ceph Object Gateway I&. CLI'Y —JL radosgw-admin = {EHE T 2D TIER <, BED S3 BF%FH
LTS3y bR —%EBLET,
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EEEE, s8emd IV Y FZ2FERALTRY -8R EXIFHIRTE XY,

B

$ cat > examplepol

{
"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Principal”: {"AWS": ["arn:aws:iam::usfolks:user/fred"]},
"Action": "s3:PutObjectAcl",
"Resource": [
"arn:aws:s3:::happybucket/*"

]
1]
}

$ s3cmd setpolicy examplepol s3://happybucket
$ s3cmd delpolicy s3://happybucket

il BR
Ceph Object Gateway B’ R— M T 2DIELULTDSI 7o 3 VEIFTY,
e s3:AbortMultipartUpload
e s3:CreateBucket
e s3:DeleteBucketPolicy
e s3:DeleteBucket
e s3:DeleteBucketWebsite
e s3:DeleteObject
e s3:DeleteObjectVersion
e s3:GetBucketAcl
e s3:GetBucketCORS
e s3:GetBucketLocation
e s3:GetBucketPolicy
e s3:GetBucketRequestPayment
e s3:GetBucketVersioning
e s3:GetBucketWebsite
e s3:GetLifecycleConfiguration
® s3:GetObjectAcl

o s3:GetObject
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s3:GetObjectTorrent

o s3:GetObjectVersionAcl

® s3:GetObjectVersion

® s3:GetObjectVersionTorrent

e s3:ListAlIMyBuckets

e s3:ListBucketMultiPartUploads
e s3:ListBucket

e s3:ListBucketVersions

e s3:ListMultipartUploadParts

e s3:PutBucketAcl

® s3:PutBucketCORS

e s3:PutBucketPolicy

e s3:PutBucketRequestPayment
e s3:PutBucketVersioning

e s3:PutBucketWebsite

e s3:PutLifecycleConfiguration
e s3:PutObjectAcl

e s3:PutObject

e s3:PutObjectVersionAcl

R

Ceph Object Gateway (&, 2 —H'—, JI—7, FLEO—IADR) >—FEEY
/_.R_ I\ L/ i‘u—/\do

Ceph Object Gateway I&. Amazon D MDD T 77> b ID DR H Y IC RGW D tenant B FAEEEAL
F 9., Amazon Web Service (AWS) S3 & Ceph Object Gateway S3 & DREIT/RY ¥ —%FHT 2154,
Ceph Object Gateway I, I —H—DEMEFIC Amazon 7AHD Y NIDAFTF Y MIDELTHERT Y
ErHYET,

AWSS3 Tld, IRTOTF Y ME—DERIEBEEHRBLF T, WEHAIC. Ceph Object Gateway I
ITRTODTFY My NOBBOEZRIZEBEZRHELF T, RE. BIOTFY MIBT 2Ny ML
T7I7EAL&ELD ELTWS Ceph Object Gateway 7 4 7~ hE, S3 ') 7 T X kO tenant:bucket &
LTENZLIET ZRENDHY T,

AWS TlE, Ny NRYS—ERDT7HhO Y MADT V2R %ZHFT L, TDOT7hHhV Y NORREEIE
A—HY—NR—IvoarvaFOE4DI—HF—ICT7 IV EAEREZMFSTE£9, Ceph Object Gateway
F1—%— O—Jb. BLTITNL—TDR=Iv > avaHR—FLTVWELEA, TDEDH., THO YV
NORMBZEIFEADI—HY—ICBEET7 IV ERAZM5T2RENHY T,
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BF

THO YV NEEDT O ER%=NTy M5 2E, ZOT7HT7VMDTRTHDI—
PF—IZT7 VERAERNMIGINET,

Nry MRS —I3IXFIDO/MEE Y R—MLEHA,
Ceph Object Gateway Tld. U TFDFRHEF—DHR—rINFET,
e aws:CurrentTime
e aws:EpochTime
e aws:PrincipalType
e aws:Referer
® aws:SecureTransport
® aws:Sourcelp
o aws:UserAgent
® aws:username
Ceph Object Gateway M |, ListBucket 77> 3 VDUTDEREF—%2HR—PLFT,
e s3:prefix
e s3:delimiter
® s3:max-keys
Swift ~NDEE

Ceph Object Gateway &, Swift AP /Ny KRR O —%ERET 2HEEIEH Y FHA, 772 L. S3
API CEHREINTWBENT Y MR U —IF Swift & SBOWVWTHDIBELEIEL T,

Ceph Object Gateway (&, RY Y —TIREI N T V2 /LI LT Swift OFRFFERE—BL F
-a—o

3.4.29. S3 get the request payment configuration on a bucket

requestPaymentt# 7') V—R&FEA LTI Y NOBXRZHWEELARLEY, 2—F—@F X7y b
DOFEETHIBENHYE T, £7/E. N7y NTREAD_ACP X—3 v ¥ 3 UHMFEINTWBiH
ENHY ET,

LLFD & S I requestPayment 7)) vV — & /Ny NEXRIEML 9,

53°4

GET /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET
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3.4.30. S3 set the request payment configuration on a bucket

requestPayment 4 7)) V—RZFEA LTI Y NOBERZIWERELRELE T, T 74/ hTIL,
N7y KOFRBEZEIINT Y D SDY I O—RICHLTEIWET, TORENTXA—F—ILY,
Nry NOFFEZEIE, 90— RE2EBERTZITRTOI—HF—DERICH L TERSL Oy b
58 O—RICFLTHEEINDEIEEBETEET,

LLFD & S I requestPayment 7)) vV — & /Ny NEXRIZEML 9,

53°4

PUT /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com
DIOTAMNIVTAT4—
Payer
=20
FovO—RELVCVITZANOERDOREAEBELET,
i)

Enum

RequestPaymentConfiguration
=
Payer D> 57+ —,
i)

Container

343L.XIFTFY My N

DSATYRT IV r—2avyd N\ ry N7 V2R 35481 BICEEL—Y—0ORER CEIME
L #9 ., RedHat CephStorage 7 7 X% —Tld, IRTODI—H—ATFV MNIBLZET, ZDL
. TTY IDBARHICEEINTULWRWESIE., IXTONT Y MEEOI Y TF X MIBEMNAT
FURDBHYET, LD >T, JILFTFFro—l sRINZN\ Ty NesRBRa1—4—-DPRELCTF
Y MIBTZRY., UEIOY ) —REZTLIBRAERENHY £,

BRMAT Y NOBEICHERAINDILREREIX, FRAINZ TORNILBLVORIAVRATALICEST
BV Ed,

UTFofITld, dAVYXFRETFYRENNT Yy hNERBELE T, TDH, URLDY Y FILITULTD L
IIICRYFET,

I https://rgw.domain.com/tenant:bucket
—7. B Python DBIE. Ty MAY Y RBARTTF Y RNENT Y NERBELEF T,
B

from boto.s3.connection import S3Connection, OrdinaryCallingFormat
¢ = S3Connection(
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aws_access_key_id="TESTER",
aws_secret_access_key="test123",
host="rgw.domain.com",

calling_format = OrdinaryCallingFormat()

)

bucket = c.get_bucket("tenant:bucket")

R

RRMNZIC, JAY®, Ny NETIERENTERWMEDOREIY XFEZEHB I ENT
XRVWED, IWNTFTFUI—5FRALTSIERDOY T KA VAEFRTZIEIETE
FthA, HEEZERT2EHVFVWREBXINERINE T, ZD7REH, bucket-in-URL-
path XRAETINF T+ Uy —EHBATIRENHY FT,

£3CY
e ¥#fllX. Red Hat Ceph Storage Object Gateway HA KD 1—H—EB O VI F TRV —
O avESRLTIEIY,
34328370y I9NRT)voT7oER

S3DNNTYwoTF7oEZAO7TAOY V#eEEFERL T, AmazonS3 Y Y —ZAANDNRTY v 9T 02D
BRI DT IERARA VM, Ngy N, FHOURNERETEET,

COWREEFERATIE. NIy MNRYY— FOERARA VMRS — BLTATI TV NOHER%
F—=NR=ZARLTNRNTY IO TV EREHFATELT, T74IETIE FILWNATY b, 7UOER
RAVEM BELUATO O MINRNTIV VI TR EZHFTLEHA,

Ceph Object Gateway M S3 APl [, AWS/RXTY v O TV EREZEDY Ty hEaHR—MLTWE
ER

e BlockPublicPolicy: 1—H#' =7V EZARAV NENRTYy NORY O —%EBEBTERLDICT
2HREEEHRLFT. TORETIE. 22— —DNNTy NFLE ATy MIEEFNhZF TV
PRERT) DICHBETEIEETEEIFRA, BEOT7IVCRARA VY MENTy RDRY
V—lE, COREEEMMILTERELZITERA, DA T3V % TRUEILRET B &,
SBIFRDEDICRY FT,

o PUTBucket R ¥—~DODHEVHLAEERTLFT,

o Ny NDEILTHITYMNDIARTOFTIVERARA Y MIFTSPUT 7 ERRA Y MR
)Y —~DEVH L ZEET T B ICI,

BE

CDFRE% account LRIV TEEAT S &, A—H—IIREDONNTY NONRTY Yo T79
TR2O70OY VBREEETBETCEIALLARYET,

pz -1o)

TRUE R EIX. HBEINIRY =TTV IO TV EADHFAINTWVWBIHEICDH
HREL 9,

e RestrictPublicBuckets: Ztuid, /X7 w IR —AFHLTNNT Y NFELEETIVERARA
VIMADT IV ZAEFIRTZIEREEERZLET. COFIRIE. AWSH—ERTY Vo)L &,

175


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/object_gateway_guide/#usr-mgmt-per-tenant-namespace-rgw

Red Hat Ceph Storage SBAF&EH A K

NIy NRBEDT AV NBLUVTIVEARA Y NREZEDT7 DY PNROERINA1—
H—IIDHBEEAINE T, ChilLY, BEINLIGEEZRE, 7IOEZARS Y bFEEN
Ty MADQIVORTHADY N7V EZADN 7Oy I2INEFTH, 7HADO Y NROI—H—(F3| =
BETIOERARA Y NFENNTy N2BETEET, COREEEMCLTE, BEDT Y
TARA Y NELIEFNANTY bR D—ICIIRELEFHA. INIE. AmazonS3I B, BEDT7 B
7Y MDA EFEEST. NTVYITIERIARSA Y NELENATYy NRY O—ICHET
ZNTNy T RRABLCIVARTHI VN7 IR RAZT AV I T2 EDHEEELE
ERS

R

7O ZAFE) R M (ACL) IZIR7E. Red Hat Ceph Storage TlEHR—FIhTLWFEH
AIC

BICEEINTVWAWERY., Ny NRYS—ERTY v I THIERRBRINET, NTYvITot
27OV 2§32 Ny MRYS—TRD1DULOBEEBBADT I ERADHEHEATT ZHEH
HYFEd,

R

BEMICIE. 74 KA— R (*) F7l& AWS Identity and Access Management 7R 1) & —
EHEEEFNhFEHA,

o AWSTYYY /b, a—H— O—Jb, FEH—ERTY 2R

e aws:Sourcelp Z#FRALEY S AL A RKXA VI —FT 14>~ (CIDR) Dt v b
® aws:SourceArn

® aws:SourceVpc

® aws:SourceVpce

® aws:SourceOwner

e aws:SourceAccount

® s3:x-amz-server-side-encryption-aws-kms-key-id

e aws:userid. /%4 —> AROLEID:* D4

e s3:DataAccessPointArn

pa )

Ny MR Y —TERTZHBE. PTHOYNIDABEEINTWSBEREY, KR
V—ERNRETIC. COEICTIVIERARA VY NEDITAIVRA—REEZEDBZ L
bff\‘ﬁ i’a—o

~

o s3:DataAccessPointPointAccount
RORY) —FUINRT ) w O EHBINET,

B
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"Principal": "*",

"Resource": "*",

"Action": "s3:PutObject",

"Effect": "Allow",

"Condition": { "StringLike": {"aws:SourceVpc": "vpc-*"}}

}
RYY—%ZHRRAICTBICIE. BEEZFOREF—DOVWINIZEDHET,
1

"Principal": "*",

", onxn

"Resource": "*",

"Action": "s3:PutObject",

"Effect": "Allow",

"Condition": {"StringEquals": {"aws:SourceVpc": "vpc-91237329"}}

BIER R

® PublicAccessBlock MEVS DE¥HHIL . Red Hat Ceph Storage FAFEH A K @ S3GET
“PublicAccessBlock™ £ 3 v ZSRLTKEIW,

® PublicAccessBlock DERK X 7= (FEZEDFF#IL . Red Hat Ceph Storage FAFEE HA K @ S3
PUT "PublicAccessBlock™ €22 a Y SR LTI,

® PublicAccessBlock MHIBRDEEHHIL . Red Hat Ceph Storage FAFE H A K @ S3 Delete
“PublicAccessBlock™ £ 3 v ZSRLTLEI WL,

o Ny hRYD—0DFHMIE . Red Hat Ceph Storage AFEEHA K D S3/3 v bR >— &
2 avESRLTIREIY,

® Amazon Simple Storage Service (S3) KF¥ a2 X > D AmazonS3 A kL —IADNRT) v 7
J2E2070v 7 €02 avESBLTIEIV,

3.4.33.S3 GET PublicAccessBlock

S3T7AYINTYw o T o AMEEERET 2ICIE. GET ZFERAL THEEAWS 7AHD Y MEIEEL
ia_o

53°4

GET /v20180820/configuration/publicAccessBlock HTTP/1.1
Host: cname.domain.com
x-amz-account-id: _ACCOUNTID _

DIJITRAMAY HT—

—MER) VTR Ay S —DFMIE. MEBD S3O—KHLY IV ITAMNy T —2BRLTCES
LY,

W&
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https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#s3-delete-publicaccessblock
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BEIEHTTP200 & THY ., XMLEXATRINE T,

3.4.34. S3 PUT PublicAccessBlock
IhEMRAL T, S3/84 v h® PublicAccessBlock 32 E A ERR X/ IETBE L F T,

ZDEREAFERT 5IC1E. s3:PutBucketPublicAccessBlock HEfENNET T,

BF

PublicAccessBlock 3R EN /Ny h&ETHD Y NETRALRDHBE. Amazon S3 [E/8
Ty RLRIVETHAHD Y MURIVDEBREDRLFIRHWALBAAEHLEEFRALE T,

53°4

PUT /?publicAccessBlock HTTP/1.1

Host: Bucket.s3.amazonaws.com

Content-MD5: ContentMD5

x-amz-sdk-checksum-algorithm: ChecksumAlgorithm

x-amz-expected-bucket-owner: ExpectedBucketOwner

<?xml version="1.0" encoding="UTF-8"7?>

<PublicAccessBlockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<BlockPublicAcls>boolean</BlockPublicAcls>
<lgnorePublicAcls>boolean</IgnorePublicAcls>
<BlockPublicPolicy>boolean</BlockPublicPolicy>
<RestrictPublicBuckets>boolean</RestrictPublicBuckets>

</PublicAccessBlockConfiguration>

VOITRA ANy F—

— &R VT Z Ay F—DFFMIZ. 8B D S3D—KMNAEY VT A MMy F— 2SR TS
(A

&

GBI HTTP 200 RETHY ., ZDOHTTP AN BRINE T,

3.4.35. S3 delete PublicAccessBlock

IhaFEALT, S3/84 v h® PublicAccessBlock S E & HIfR L 9,

53°4

DELETE /v20180820/configuration/publicAccessBlock HTTP/1.1
Host: s3-control.amazonaws.com
X-amz-account-id: Accountld

VOITRA ANy F—

— &R VTR MA Y F—DFFMIE. 8B D S3D—EMNAEY VT A MMy F— 2SR TS
LY,

W&

ISEIEHTTP 200 [GETHY., ZEDO HTTP AXARINE T,
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35.834 72U MNEE

BF & X, Ceph Object Gateway 2T AmazonS3 7 SV r—> a3 v Oy 33I 0749 —7 x4
Z(AP)AFEALTA TV MEEETOIZENTEET,

UTFoxRIE, BBOYR—MRT—SREEBIC, TV TV bD Amazon S3 DHEREIREZ R L TL
i-a_o

R3I3ATIVH MEE

Hae R

Get Object HR— bR
Get Object Information HR— bR
Put Object Lock YR— MR
Get Object Lock HR— bR
Put Object Legal Hold YR— MR
Get Object Legal Hold HR— bR
Put Object Retention YR— M WFR
Get Object Retention YR— M H
Put Object Tagging YR— MR
Get Object Tagging YR— MR
Delete Object Tagging YR— Mg
Put Object YR— bR
Delete Object YR— M WFR
Delete Multiple Objects YR— bR
Get Object ACLs YR— M WFR
Put Object ACLs YR— bR
Copy Object HR— M H
Post Object PR— bR
Options Object HR— bR
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Hae K&

Initiate Multipart Upload YR— b WFR
Add a Part to a Multipart Upload YR— b WFR
List Parts of a Multipart Upload YR— b WFR
Assemble Multipart Upload YR— bR
Copy Multipart Upload HR— bR
Abort Multipart Upload YR— bW R
RVFTFUI— HIR— bR

3.5.1. BIR &M
o #EH D Red Hat Ceph Storage 7 S A9 —1'%H %,

® RESTful 72472k,

3.5.2. S3 get an object from a bucket
Nry N oAToz ) NERIBLET,

=38
I GET /BUCKET/OBJECT HTTP/1.1

versionld 7)Y —X%EEBIML T, 77V NOBEDN—YavERBLET,

53°4

I GET /BUCKET/OBJECT ?versionld=VERSION_ID HTTP/1.1

VIITX Ay S —

range
20
WMETEFTVTY NDEHE,
BaE
&3H: bytes=beginbyte-endbyte
WA
W Z
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if-modified-since
=20
SALRY VTURICEB LEBEICOARBLET,
Ba2E
Timestamp
WA
AYAY4

if-match
=20
72U MNDETagh ETag &E—HT 2HBEICOAMBLET,
B2E
IVTFA4T14—897
WA
W Z

if-none-match
EE2 |
72TV NDETag N ETag &E—HT 2HZAICOAMBLET,
AME
IVTAT4—897

LARYZAAY §—

Content-Range
=
T EHE (BEANY Y —T7 4 =LKV VT ZAMIBEINLBEDHZRLET),

X-amz-version-id
H
N—23 2 IDFEAENUARLETD,

3.5.3. S3 get information on an object

79z MIETZERZEBELET, JOEKIE GetObject B REBUAY S —1EHRZRLET
N ATV RT=IRAO-—RTRABLAIT—IDHNEEITNET,

TV MORITN—-YavERELET,

53°4

I HEAD /BUCKET/OBJECT HTTP/1.1
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versionld 7)) V—X%EBIML T, HEN—Y 3 VOBHRERMEBLET,
=374

I HEAD /BUCKET/OBJECT ?versionld=VERSION_ID HTTP/1.1

DOITRARAY F—

range
20
WEd24TVy fNDEHE,
Bl
&3/ bytes=beginbyte-endbyte
WA
(AYAY-4

if-modified-since
=20
SALRY VTURICER LEBEICOAREBLET,
BiiE
Timestamp
WA
(AYAY4

if-match
=20
A7V MDETag N ETag E—HT 2HBEICOARBEBELET,
AE
IVTAT4—897
WA
AR+

if-none-match
=20
A7V MDETag N ETag E—HT 2HBEICOAIEBELET,
BiiE
IVTATA—87
WA
(AYAY4

LARYZAANY F—
X-amz-version-id

sl
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N—23 2 IDFEAIENUARLETD,

3.5.4. S3 put object lock

put object lock APl {&, ZBIRL/=/\Ty MOy VEREEZBRELFZT. 77V b OV I 2ERAT 2
&. write-once-read-many(WORM) E7 IV FEALTA T2V MaBITE XY, #7207 b
Ay JiE, #7909 b —EHBEIXEBRICHIBREFAIZEEZTINAVLDIICLET, Object
Lock EICIEEINDIL—ILIE, TITAIMTERINZNAT Y MIHBITRTOHFBA T/ b
ICERAINET,

8%
NTy NEERT2EXICA T MAv 72BRICLET. BMICLAWE, B1E
NERBLES,

53°4

I PUT /BUCKET ?object-lock HTTP/1.1

B

I PUT /testbucket?object-lock HTTP/1.1

DOTAMNIVT4T14—

ObjectLockConfiguration
EXRDIAVTF—,
]
Container
WA
(=Y

ObjectLockEnabled
ZONTy NMIATYVz I MOy IRENEDICLA>TVWEINEINERLET,
i)
String
WA
(=YW

— L
sl
BESNAATY NOREBIKHZF TV by VL—L,
B

Container
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WA
WL Z

DefaultRetention
BEINAATY MIBREINDFBEA TV MIBEBBRINSE T 7 )L NOREFERA,
it

Container

Mode
TI7AINDATI hOOY VHRFE— N, BWAREIX GOVERNANCE/COMPLIANCE T
ER

i)

Container
WA

(=g

Days
T 74 MORFHEICIEEI NS B
i)
B
WA
AYAY4

Years
T 74 N ORFHEICIEEI N2 DEH
i)
B
WA
(AYAY4

HTTP L ARV R

400
AT7F—HX3—FK
Malformed XML

XML IFE L TWEE A,
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409
AT7F—HX3—FK
InvalidBucketState
=20
Ny NATVT/ b0y IREMIE>TULEREA,

BIER R

o ZMDAPIMUH LDFEMIZ., S3APIZSRBLTLKEITL,

3.5.5. S3 get object lock

getobject lock APl |&, /Ny hdDOw VREERELET,
B

I GET /BUCKET ?object-lock HTTP/1.1

B

I GET /testbucket?object-lock HTTP/1.1

LARVAIVT 14514 —

ObjectLockConfiguration
=20
EXRDIAVTF—,
i
Container
WA
(=4

ObjectLockEnabled
=20
ZONTy MIATYV I Oy IRENBEDICA>TVWEINEINERLET,
i)
String
WA
[=qN

L— L
st
BESNAATY NOMEI, 7TV hOY IL—LbBYET,
B

Container
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WA
WL

DefaultRetention
BEINAATY MIBREINDFBEA TV MIBEBBRINSE T 7 )L NOREFERA,
it

Container

Mode

TI7AIRNDFTI) hOOY VHRFE— N, BWAREIX GOVERNANCE/COMPLIANCE T
ER

i)

Container
BA

(=g

Days
T 74 MORFHEICIEEI NS B
i)
2
WA
AYAY4

Years
T 74 N ORFHEICIEEI N2 DEH
i)
B
WA
AYAY4

BaEE R

o ZMAPIMEVH LDEFMIX. S3APIZSEBLTL I,

3.5.6. S3 put object legal hold
put object legal hold APl [&, BIRL7AA TV MIEWRRFRELERHL 7. EHRRFHEAEE

T, ATV M=UavabEqELRLY, HIRLAYTZZERETEEHA, ERNREICIIBEEN
IoncEREFERE 2. BRBICHRINS I TTOIIHEINE T,
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53°4

I PUT /BUCKET/OBJECT ?legal-hold&versionld= HTTP/1.1

vl
I PUT /testbucket/testobject?legal-hold&versionld= HTTP/1.1
versionld 7)Y —Rid, 77V POBHEDN—Va Vv ERBLET,
VOTAMIVT4T14—
LegalHold
=20
Zkoavr+—,
i)
Container

WA
(=40}

BEINLA TV MCEHARREBEIHZINEIDERLEFT, BWREIF ON/OFF T,

String
WA
=40

BIER R

o ZMDAPIMUH LDFEMIZ., S3APIEZSERBLTLLEIL,

3.5.7. S3 get object legal hold

get object legal hold APl {&. # 7Y ¥V NDREDENRFRAT—FRZRELET,

53°4

I GET /BUCKET/OBJECT ?legal-hold&versionld= HTTP/1.1

il
I GET /testbucket/testobject?legal-hold&versionld= HTTP/1.1

versionld 7)YV =&k, 7Tz hOBEONN—V a3 Vv ERELET,

LARVAIVFTA4T4—
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LegalHold
=20
ZRoavrr—,
i
Container
WA
(&N

s
=20
BEINAEA TV MIEYRREGHZINEI M ERLEFT., BWWAMEIX ON/OFF TY,
B
String
WA
=M

BIER R

o ZMDAPIMUHLDFEMIZ. S3APIEZSERBLTLKEIL,

3.5.8. S3 put object retention

put object retention APl l&, # 7YV NORFREEZF TV MIREL 9, REFHHEIE. 77
I RMNDON—VavE—FEERIRELEFT., ANFUVRE—REQAVTSATVRE—RD2DOD

TE—RHDPHYET, CNS2DD0RFTFTE—RIF, ATV MIHLTERZRELRNILEZERALE

_a—o

pa 3

ZOEEF, #F 7Y ¥ ~iE write-once-read-many(WORM {£#) T, EEX /(34!
BRydIEidTEEHA,

B

I PUT /BUCKET/OBJECT ?retention&versionld= HTTP/1.1
B

I PUT /testbucket/testobject?retention&versionld= HTTP/1.1

versionld 7)YV —RiEk, 7Tz hOBEONN—V a3 Vv ERELET,

YIOITANIVTA4T14—

Retention
H
BROAVTF—,
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i)
Container
WA
(=g

Mode
=20
BEINALA TPV NORFE— N, BB GOVERNANCE/COMPLIANCE
B
String
WA
=qA

RetainUntilDate

=2
RFFH., F=:2020-01-05T00:00:00.000Z
i)
Timestamp
WA
(=4
BaEEIR

o ZMAPIMEUDH LDEFMIX. S3APIZSEBLTL I,

3.5.9. S3 get object retention

get objectretention APl l&, # 7YV MNETAT V2V NORFEREEZDFLE T,

B

I GET /BUCKET/OBJECT ?retention&versionld= HTTP/1.1
Ul

I GET /testbucket/testobject?retention&versionld= HTTP/1.1

versionld 7)YV —RiEk, 7Tz hOBEONN—V a3 Vv ERELET,

LARVAIVFTA4T4—

Retention
MR
BROAVTFF—,
it

Container
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Mode
BEINALA TPV NORFE— N, BB GOVERNANCE/COMPLIANCE
B
String
WA
=N

RetainUntilDate
REFH, 3 2020-01-05T00:00:00.000Z
i)
Timestamp
WA
=4

BTG IR
o ZMDAPIMUH LDEMIZ., S3APIZSRBLTLEIL,

3.5.10. S3 put object tagging

put object tagging APl I&, # V%4 T2y MIEAERITET, 97 EF—EEDORTTY, D
N—=TavDY JT%EET ZICIE. versionld VT —/ISA—4—%FHLE

¥, s3:PutObjectTagging 77> a v ART§2/NN—Iv > aVHABETY, 774 MTIE N
Ty NOFBBIRIONRN=—Iv > avaiFs, ONX—Iyvyavasthol—¥—IIF5TEET,

53°4

I PUT /BUCKET/OBJECT ?tagging&versionld= HTTP/1.1

B

I PUT /testbucket/testobject?tagging&versionld= HTTP/1.1

YOIANIVTA4T14—
8 I
HHA
EBROAVTF—,
it}
Container

WA
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(=4

TagSet
Y70ty hOaLY2avTYE,
i)
String
WA
(&N

BIER R

o ZMDAPIMUH LDEMIZ. S3APIZSERBLTLKEITL,

3.5.11. S3 get object tagging

get objecttagging APl i, # 7YV MDY TEBRLEFT, T74/IMTIE. GETERERFAF T2
FDIRITN—= 3 VILDOVWTOEREZRLE T,

pz o-1o)
R=Ya V(IR y FOBAR, /ATy MIEBOA—Yav 0L TV sk
EEEATEEYT, hONN—I3vDY TG T BICIE. EKIC versionld 7 1) —/X
SA—H—%mBMLET,

=374

I GET /BUCKET/OBJECT ?tagging&versionld= HTTP/1.1
Bl
I GET /testbucket/testobject?tagging&versionld= HTTP/1.1

BIER R

o ZMDAPIMUH LDFEMIZ. S3APIZSRBLTLKEIL,

3.5.12. S3 delete object tagging

delete object tagging APl I&, ¥ EEINAA TV TV MHSEREINALY T2EEHKRLET, D
E= AT %Ik, s3:DeleteObjectTagging 77> 3 v &ERITT5/N—I v 3 VIR ETT,

pz o-1o)
BWEDA TV I MhN=U 30D T %BIBRYT 5ICIE. )2 TR M versionld 7 T

)—INSA—4F—%BMLET,

53°4
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I DELETE /BUCKET/OBJECT ?tagging&versionld= HTTP/1.1

B

I DELETE /testbucket/testobject?tagging&versionld= HTTP/1.1

BaEE R

o ZMAPIMEVDH LDEFMIX. S3APIZSEBLTL I,

3.5.13. S3 add an object to a bucket

TV Mgy MOEBMLET, ZOBREZEITTZICE, Ny MBI AH/NN—IvaY
HNUETT,

53°4

I PUT /BUCKET/OBJECT HTTP/1.1

VIITXA Ay S —

content-md5
Avyvt—YDbase64 TTYI—RKRINZMD-5/"y 2
LA ]
XF5, 774 MRHEREHY THA,
WA
(AYAY4

content-type
=20
ZEHED MIME 9 14 7,
BaE
MIME 4 4 7, 57 #JL k: binary/octet-stream
WA
AYAY-3

x-amz-meta-<...>*
A—H—DAIYT—4, 7TV MEEBIREINET,
BB
8kb FTOXFI, T7#4IMEIHY FHA,
WA
LW Z

x-amz-acl
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EE ACL.
AAfE

private. public-read. public-read-write. authenticated-read
WA

(AYAY-4

LARYZAAY H—

X-amz-version-id
N—2 32 IDFEAENUARLET,

3.5.14. S3 delete an object
ATV MEHIRLET, BFEND2NTY MIWRITENR—I v aVERETIHELNHY T,

ATV MEHIBRLET, 77920 hONRN=T 3 VEBIBWRDHE., T—A—NMERINZE
-3—0

=38
I DELETE /BUCKET/OBJECT HTTP/1.1

N=2 a3 VEBIEMRIZEICA TV Y MEEIKRY 5ICI1E, versionld 7)Y —XB L VHIRYT %
T MNDN=IU 3V EIBETHIRENHYET,

I DELETE /BUCKET/OBJECT ?versionld=VERSION_ID HTTP/1.1

3.5.15. S3 delete multiple objects
ZOAPIETH LIE, Ny M SHEBRDAF TSI MEHIBRLET,

=38
I POST /BUCKET/OBJECT ?delete HTTP/1.1

3.5.16. S3 get an object's Access Control List (ACL)

FTVTO NDORITN—U3aVDACLERLET,

=38
I GET /BUCKET/OBJECT ?acl HTTP/1.1

versionld 7)YV —X%EBIML T, HEN—Y3IVOACLERELEY,

53°4
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I GET /BUCKET/OBJECT ?versionld=VERSION_ID&acl HTTP/1.

LARYZAAY H—

X-amz-version-id
N—23 2 D FEAENUlARLET,

LARVAIVFTA4T4—

AccessControlPolicy
REDIYTFF—,
i)

Container

AccessControlList
ACL BRIV T+ —
it

Container

Owner
MR
Ny NFREZED ID $ & U DisplayName D> 7+ —,
i)

Container

ID
Ny NFRBED ID,
B
String

DisplayName
Ny N DBEEDRTA.
]
String

Grant
=30
Grantee £ U' Permission D3> 77+ —,
it
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Container

Grantee
=30
NR—IvoaveaE5shzdi—+—o DisplayName 5L ID DIV F+—,
i)

Container

Grantee /X7 v MCHEEINZ/NN—Iv a3y,

String

3.5.17. S3 set an object's Access Control List (ACL)

TV MNORETN—=YavDFTITI MACLZRELET,
BX

I PUT /BUCKET/OBJECT ?acl

YIOIIANIVTATA4—
AccessControlPolicy
REDIAYTF—,
i)

Container

AccessControlList
ACL BRIV T+ —
it

Container

Owner
=2
Ny NFFBZED ID & £ U DisplayName O3> 7+ —,
it}

Container

=
Ny NERBED D,
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i)
String

DisplayName
Ny N DFBEEDRTA.
i
String

Grant
MR
Grantee £ ' Permission D3> 77+ —,
it

Container

Grantee
=2
NR—=IwvoarvrarF53ns1—4%—0 DisplayName 5L IDDI Y7+ —,
it

Container

Grantee /X7 v MCHEEINZ/NN—Iv a3y,

String

3.5.18. S3 copy an object
A7V MaOE—F2I01E, PUTZERLTRENNTY hEF TV MEERBELE T,

53°4

PUT /DEST_BUCKET/DEST_OBJECT HTTP/1.1
x-amz-copy-source: SOURCE_BUCKET/SOURCE_OBJECT

VIITX Ay Y —

X-amz-copy-source
=20
V—2ZNTy NG+ F TP M,
AE
BUCKET/OBJECT
WA
(=48
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x-amz-acl
=20
EE ACL.
BfE
private. public-read. public-read-write. authenticated-read
WA
AR+

x-amz-copy-if-modified-since
=
SA LRV TURICERINBEDAIE—LET,
BRifE
Timestamp
WA
(AYAY4

x-amz-copy-if-unmodified-since
=2
HALRY Y TURBEREINTLWRWESICOAIE—LET,
BB
Timestamp
WA
(AYAY4

x-amz-copy-if-match
=2 ]
72TV MNDETag N ETag E—HT 2HBAICRY IE—LZX T,
AAfE
IVTATA—8Y
WA
(AYAY-4

x-amz-copy-if-none-match
=20
72V MDETagh ETag &E—HT 2HBAICRY IE—LZX T,
B¥E
IVTAT4—897
WA
AR+

LARVAIVFTA4T4—

CopyObijectResult
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LARYZABEROIVTF—,
it}

Container

LastModified
V—2RFA TV ) MaREICEE LB,
i)
Date

Etag
ATV D ETag.
i)
String

3.5.19. S3 add an object to a bucket using HTML forms

HTML 7 # —LZFERALTH TV &y MIEMULEY, TOBREEZRITTZICE. NTv b
IKEZRAHNRN—I v 3 VHARETT,

53°4

I POST /BUCKET/OBJECT HTTP/1.1

3.5.20. S3 determine options for a request

BEDKEET. HTTP AV Y R, BLUNY I —%2FRLTEBREDOY I I XA M 2XETESZNEI %
YR g 27 DDERIEKRTT,

=38
I OPTIONS /OBJECT HTTP/1.1

3.5.21. S3 initiate a multipart upload

BRN—IABRZT7y7O-RTOLRZRKLET. BMEBDOEM N—YDO—EXRR LU
BHNA—Ty TO-RDTT L IIHRTEFICIEE TE % Uploadld ZiR L 7,

53°4

I POST /BUCKET/OBJECT ?uploads

VIOITX Ay S —

content-md5
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=2

Avt—YDbase64 TTI—RKIN/=MD-5/\v 2
AME

XF5, 774 MRHEREHY THA,
WA

(AYAY$

content-type
=20
EHED MIME 9 1 7,
Bl
MIME 4 4 7, 57 #JL k: binary/octet-stream
WA
(AYAY4

X-amz-meta-<...>
=20
A—HY—DAYTF—4, ATV bEEHIREINZET,
AE
8kb FTOXFH, 774 KMEHY FHA,
WA
W Z

x-amz-acl
=20
EE ACL.
AAfE
private. public-read. public-read-write. authenticated-read
WA
AYAY-4

LARYARAIVTAT 14—

InitiatedMultipartUploadsResult
=
BRoaIvF+—
i)

Container

Bucket
H
70 NOHRBEZITRE /NN Ty b,
it
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String

key ) VIR MNRNSA—F—THEEINDZF— (FET 2HE).
]
String

Uploadld
22 |
upload-id EXR/X5 A —4 —THREINSD ID T, YIFAA— TPy FO—-REFELET (FE
T 5%8).

i)
String

3.5.22. S3 add a part to a multipart upload
RIVFNR—KNT7y FO—RIZHDEBMLET,

BEARA—b D7y 7O—RICED%EEMNT Z70OIC uploadld 7)YV —&T7y 7O—RID#IEEL
i’a—o

53
I PUT /BUCKET/OBJECT ?partNumber=&uploadld=UPLOAD_ID HTTP/1.1

UFDOHTTP LRARY ZRINF T,

HTTP L ARV R

404
AT7F—HX3—FK
NoSuchUpload

BE L7 upload-id B DA TV V) NTHIAI ATy 70— RE—HLFHA,

3.5.23. S3 list the parts of a multipart upload

RIVFNR—=KT7y TO—RO—EE—EBRTT 57D uploadld 7)Y —RET7 vy 7O—RID %35
Ebi’a—o

53°4

I GET /BUCKET/OBJECT ?uploadld=UPLOAD_ID HTTP/1.1

LARVAIVFTA4T4—
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InitiatedMultipartUploadsResult
BRoavs+—
i)

Container

Bucket
=20
TV FORBEZITMBNT Y K,
i)
String

=2

key ) VTR MNRNSA—H—THEEINDZF— (FET 2HE).
]

String

Uploadld
=20

upload-id EXRK/X5 A —49 —THREIND ID T, YIFAA— 7y FO—-—REFELET (FE
T 5%E).

i)
String

1 =1 —49—
=20
7y 70— REREBLAEI—Y—0 ID & DisplayName A*'EFENh 7,
B

Container

ID
=
1= —49—DID,
i)
String

DisplayName
=20
1= 1—89—DRT~H,
i
String

Owner
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22 |
Ty 7O—RKLAEF TV NeFRETZ1—Y—0 ID & L U DisplayName 03> 7+ —,
B

Container

StorageClass

ERIN2F T2V NaRETZEDICERINZ XY v K, STANDARD Z7/zid
REDUCED_REDUNDANCY

i)
String

PartNumberMarker

IsTruncated »* true DIHFEICEKEDY VT A NTHERATIHOY—H—, —EBEDLBEICIEELZE
E

i)
String

NextPartNumberMarker
IsTruncated 7' true D& 1F. BFED) VT RANTHEAT 2ROBAY—H—. ) A MDKE,
i)
String

IsTruncated
true DIBEIF. ATV OT7yTO—RIAVFUYDOYTEY NOADBRINET,
it

Boolean

i
=20
Key. Part. InitiatorOwner. StorageClass. & & ¢ Initiated EXXD 1> 7+ —,
i)

Container
PartNumber
=20
Key. Part. InitiatorOwner. StorageClass. & & U Initiated 031> 7+ —,
il
Integer
ETag
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=20
AVR=—RVMNDIVT4T4—899JTY,

i)
String

414X

=2
7y 7O—RLUEBIOHYA X,

B

Integer

3.5.24. S3 assemble the uploaded parts

TPy 7O—RUEEBAEZMAILIT, FHRA TV bEFERLET, ThicsY, #HAA—- DT v T
A—RFHRITINET,

BENA—IMDORZT7y TO—RE5ET$2ICIE, uploadld 7YY —2&E7y 7O—NKNID %#BEL
i’a—o

53°4

I POST /BUCKET/OBJECT ?uploadld=UPLOAD_ID HTTP/1.1

DOTIAMNIVTAT4—
CompleteMultipartUpload
=20
1DLUEDEBATREINZIVT T —,
i)
Container
WA
(=W

i
=20
PartNumber 5 &' ETag D> 757+ —,
i)
Container
WA
(=48

PartNumber
MR
B8 DB F o
it
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T
7%
(&N

ETag
=20
AVR—RVNDIVTAT4—897JTY,
i
String
WA
(=40

LARYARAIVFTAT 14—

CompleteMultipartUploadResult
=20
IREDIYTFF—,
i

Container

i
=2
WA T D)V —ZFRIF (1SR),
i)
URI

bucket
=20
FRA TV MDEFNZNT Y MDOEHL
i)
String

=2

ATV bDF—,
i)

String

ETag
=20
FRA Tz NDIVTAT14—87,
i)
String
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3.5.25. S3 copy a multipart upload
BEOA TV MSTF—9%T—4HY—2ELTCIAE—=LT,. R"=YEF7yTO—-—RLET,

BENA— ISR ZT7y 7O—RIE—%2FTT2ICE uploadld 7)Y —2&E7y 7O—KID %
BELZFY,

53°4

PUT /BUCKET/OBJECT ?partNumber=PartNumber&uploadld=UPLOAD _ID HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

VIITX Ay Y —

X-amz-copy-source
=20
V—ANTy NEABLVA TV M,
AE
BUCKET/OBJECT
WA
=48

X-amz-copy-source-range
=20
V—=2FA TV Mo aE—FB/N1 FNDEH,
AE

#iF: bytes=first-last (C 2 T. RADE LUVREZEEE. IE—FT2EQXR—DNS hFTEY b
TY)=& ZIE, bytes=0-9 &, V—RDHRZHD 10N, haIE—FBIEERLTVWET,

WA
WL Z

LARVAIVF 145714 —

CopyPartResult
TRTCDLVARYREFROAV T+ —,
i)

Container

ETag
FLWE2DETag ZIRLF T,
i)
String
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LastModified
REICEBELLENMNZRLET,
i)
String

BaEE R

o ZDHEEDFFMIZ. AmazonS3DHY A b BB LTI,

3.5.26. S3 abort a multipart upload
BENR— 7y O—REHRLELET,

RIVFIR—=KNIEZT7yF7O—RE/FIET 27HIC uploadld 7)Y —2&T7y 7O—RID &#BEL
i’g—o

53°4

I DELETE /BUCKET/OBJECT ?uploadld=UPLOAD_ID HTTP/1.1

3.5.27. S3 Hadoop interoperability

HDFS (Hadoop Distributed File System) D7V E R & %BE$T BT 4987 TV r— a vid,
Hadoop FA® Apache S3A O %7 ¥ —%fF L T Ceph Object Gateway IC7 VXA TEZ 9, S3A O
X9 8 —l&, T—%H Ceph Object Gateway ICIRTEIND—AT. HDFS 7 7ML AT LHWT Y
T—=2avADEI VT4V R %HmAHRYBLIVEZIAATESSEBDA TV I NI ML —T%
HDFS 7 7 A IV AT LELTRRT 2F—T VY —RY—ITY,

Ceph Object Gateway I&. Hadoop 273 ICEAMI N2 S3A ARV 9 —ERL2ICEBRENHY XY,

3.5.28. BEIF#R
o TIFTFF+ VI —DFFMIE. RedHat Ceph StorageObjectGateway M4 FASHRL T LY
W,
36.S3ERBRE(FV/BY—FLEa—)
FAFEIL. Spark-SQL REDBEL RIVDHWHT 7)) r—> 3 Il S3select API AL T, L1 TV
V—ERN—TY NEALEIBZIENTEET, LEAR BROXFANA MDOT—H %HD CSV

S3ATIVYMDIZA, A—F—FUTDI T —%2FERLTHDINTI A IVI—INBE—DI%
HMHETEET,

B

I select customerid from s30bject where age>30 and age<65;
B[ESRT, S3 A7V MNET—9DT7 45— U TBELVHMBDRIIC. Ceph Object Gateway #

BT CephOSD BT =9 2B T 2MELRHYET, 7TV DY A AHKREL, 7T —HE
FEHRBEIC. N Tx—< VAN AELELFT,
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3.6.1. IR
o @D Red Hat Ceph Storage ¥ S A9 —b'%H %,
e RESTful 747>k,

o 1—H—F7IOEATHEHRIN/ESI1I—F—,

3.6.2. S3 select content from an object

select object content API I&, BELINALI ) —EFE(SQL) THIT PV NOREBET 1LY —L
F9, VIVIRAMTR, #7920 bOAVIRXEY DE (CSV) THET—IDY ) 754 ARK %15
ELT, BEQAVFTVYEREBTZ2HUENHY £F, Amazon Web Services (AWS) DIAT Y KRS A

VAV —TIAR(CL)BRA Tz haAVFUVIRCSVEREFERLTA TV b T—49%

LO—RNICEHL., 7)) —CTHEEINALZLI—FOAHAZERLEFT,

pa 3

BEDT—9 ) TS5AE—2avHBREEETIHNELNHY ET. TOREICIE
s3:GetObject /X\—I v > 3 VHMETT,

53°4

I POST /BUCKET/KEY ?select&select-type=2 HTTP/1.1\r\n

B

I POST /testbucket/sampleicsv?select&select-type=2 HTTP/1.1\r\n

BRIVT4T4—
Bucket
=20
ATV NIAVTFUYERRBRT BT Y K,
i
String
WA
[=qN

=
FT7VxO bF—,
RIICAT 2518
=NMRIF1TY,
i)
String
WA
=40
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SelectObjectContentRequest
select A 7V TV NAVFTUYEBRING A= —DIL— ML NI T,
i)
String
WA
=i

ATV MDIITY)—ILERAINB,
B

String
WA

=0

ExpressionType
SQL &4 &, IS 1 7,
i)
String
BB

WA
(=4

InputSerialization

JI)—IXNdATIVI MIEFNEZT YDA ERRLET,
]

String
WA

(=qW

OutputSerialization
AVRENRL—9—BLUVHITTRINDEZT—HYD
i)
String
WA
(=YW

£

REIYTAT1—
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TOavIlKNTdE, Y—ERITHTTP200 [6& %R LEFT, T—FIE. H—ERICL > T XML
ERATERINET,
Payload
HHA
RAA—=RNRSA=F—=DIL— KL R)LY T,
it}
String
DAY |
[EqR

Records
HHA
Lad—KaRY K,
it
base64 CIYI—RINENAFY —F—4 AT o~

Stats
EE2 |
stats 1 XY K,
i)
avy
WA
(AYAY4

Ceph Object Gateway I FA TFDREEHR—MLE T,

B

I {:event-type,records} {:content-type,application/octet-stream} :message-type,event}

53°4

aws --endpoint-url http://localhost:80 s3api select-object-content

--bucket BUCKET_NAME

--expression-type 'SQL'

--input-serialization

'{"CSV": {"FieldDelimiter": "," , "QuoteCharacter": "\"" , "RecordDelimiter" : "\n" ,
"QuoteEscapeCharacter” : "\\" , "FileHeaderInfo": "USE" }, "CompressionType": "NONE"}'
--output-serialization '{"CSV": {}}'

--key OBJECT_NAME

--expression "select count(0) from stdin where int(_1)<10;" output.csv

B
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aws --endpoint-url http://localhost:80 s3api select-object-content

--bucket testbucket
--expression-type 'SQL'
--input-serialization

{"CSV": {"FieldDelimiter": ","

, "QuoteCharacter": "\"" , "RecordDelimiter" : "\n" ,

"QuoteEscapeCharacter” : "\\" , "FileHeaderInfo": "USE" }, "CompressionType": "NONE"}'

--output-serialization '{"CSV": {}}'

--key testobject

--expression "select count(0) from stdin where int(_1)<10;" output.csv

YR— bEIh 5

IRIES T, AWSs3select AV Y RO—EDAN Y R—MNIhFT,

HEEE =20

HEHEETF %/ +-()

BEHEETF % modulo

BERET A power-of

HEFOLLR ><r=e==1=

MIEEEF AND F7=1&
NOT

MIEEET is null

WMIEEEFH L isnotnull

U NULL

MIEEETH & RERAIRRE

U NULL

NULL 2R L  FEAZGRRE

EiNEEF

NULL & D8R FERZGARE

AV AR FN:ERARYN
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E2 ]

KD null RIRDIFE I true/false
RLULET,

KD null RIRDIFE I true/false
RLULET,

null NIBAFEER L. NULL TimiZ
BIEOHEREZEIALET, 7T
)—20%&RLET,

null ALERZHEER L. NULL T/NA
T REFOKEREHIBLET,
JTY—I130%RLEY,

null ALEBZFEER L. LEEBURIEDHE
R%ENULL THRLEY, 7T
=30 %ZRLET,

&

select (int(_1)+int(_2))*int(_9)
from stdin;

select count(*) from stdin where
cast(_lasint)%2==0;

select cast(2"10 as int) from
stdin;

select _1,_2 from stdin where
(int(_1)*int(_3))>int(_5);

select count(*) from stdin where
not (int(1)>123 and int(_5)<200);

select count(*) from stdin
where null and (3>2);

select count(*) from stdin
where (null+1) and (3>2);

select count(*) from stdin
where (null*1.5) 1= 3;

select count(*) from stdin
where _1 is null;



wae

&5

MITEREF

WIERERE T

MITEREF

MILEREF

WIERERET

FvANEEF

v A NEETF

v A NEETF

FvANEEF

E2 ]

if. then, 7=
I$ else & Rk
T,
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E2 ]

r—2Z2DER

coalesce (Z. &#D null LA D
FIHERLET,

nullif DIHE &, TH OB
LWBAE null 538 L. ZhES
DBE BB
nullif(1,1)=NULL
nullif(null,1)=NULL
nullif(2,1)=2 %38 L £ 7.

{expression}in ( ..
{expression} ..)

{expression} between
{expression} and
{expression}

{expression} like {match-
pattern}

&

when (1+1==(2+1)*3) then
‘case_1' when 4*3)==(12
then ‘case_2’ else
‘case_else’ end, age*2 from
stdin;

select
coalesce(nullif(5,5),nullif(1,1.
0),age+12) from stdin;

select nullif(cast(_1 as
int),cast(_2 as int)) from
stdin;

select count(*) from
s3object where ‘ben’ in
(trim(_5),substring(_1,char_I
ength(_1)-3,3),last_name);

select count(*) from stdin
where
substring(_3,char_length(_3
),1) between “x" and trim(_1)
and
substring(_3,char_length(_3
)-1,1) == “:";

select count() from stdin
where first_name like
‘%de_’; select count() from
stdin where _1 like "%alr-s];

select cast(123 as int)%2
from stdin;

select cast(123.456 as
float)%2 from stdin;

select cast(‘ABCO0-9’ as
string),cast(substr(‘abi2cd’,
3,2) as int)*4 from stdin;

select
cast(substring(‘publish on
2007-01-01°,12,10) as
timestamp) from stdin;
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it E30]
AWS LI D

v X NEEF

AWS LI D

v X NEEF

AWS LI D

v X NEEF

S 00 3= sun
SERIBLAE avg
=S 005 3= min
SEHIBLAE max
EHMkae count

Y4 LAY VT  extract
E3f=

Y4 LAY T  dateadd
E3p=

YA LAY VT  datediff
£k

212

&

select int(_1),int( 1.2 + 3.4)
from stdin;

select float(1.2) from stdin;

select
timestamp(‘1999:10:10-
12:23:44’) from stdin;

select sum(int(_1)) from
stdin;

select avg(cast(_1 a float) +
cast(_2 as int)) from stdin;

select avg(cast(_1 a float) +
cast(_2 as int)) from stdin;

select
max(float(_1)),min(int(_5))
from stdin;

select count(*) from stdin
where

(int(1)+int(_3))>int(_5);

select count(*) from stdin
where
extract(‘year’,timestamp(_2))
> 1950 and
extract(‘year’,timestamp(_1))
< 1960;

select count(0) from stdin
where
datediff(‘year’,timestamp(_1)
,dateadd(‘day’,366,timestam

p(_1))) ==1;

select count(0) from stdin
where
datediff(‘month’,timestamp(
_1),timestamp(_2))) == 2;



Bae E2 ]

Y4 LAY VT utcnow
E3p=

XFIREE substring

XF5REEK trim

X5 trim

X5 trim

XF5 R trim

XF5 R lower F 7z 1%
upper

X5 char_length,
character_lengt
h

BT —

IAYTADY
R—hk

BIER R
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&

select count(0) from stdin
where
datediff(‘hours’,utchow(),dat
eadd(‘day’,1,utcnow())) ==
24

select count(0) from stdin
where
int(substring(_1,1,4))>1950
and int(substring(_1,1,4))
<1960;

select trim(‘ foobar ) from
stdin;

select trim(trailing from *
foobar ‘) from stdin;

select trim(leading from °
foobar ‘) from stdin;

select trim(both ‘12’ from
‘1112211foobar22211122’)
from stdin;

select trim(both ‘12’ from
‘1112211foobar22211122’)
from stdin;

select count(*) from stdin
where char_length(_3)==3;

select sum(cast(_1 as
int)),max(cast(_3 as int)),
substring(‘abcdefghijkim’,
(2-1)*3+sum(cast(_1 as
int))/sum(cast(_1 as int))+1,
(count() + count(0))/count(0))
from stdin;

select int(_1) as a1, int(_2)
as a2, (a1+a2) as a3 from
stdin where a3>100 and
a3<300;
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o E¥HHl&. Amazon's S3 Select Object Content APIAZSHRL T REI W,

3.6.3. S3 supported select functions

S3select ¥, .Timestamp DHEEEHR—M L X T,

timestamp(string)

XFHNETA LAY Y TOEEXRYA FITEHBLLET,
HR— b %R

B7E. yyyy:mm:dd hh:midd ICE#L F£ 9,

extract(date-part,timestamp)

=
ABDY A LRY Y THED date-part D ICHE > TEHERL T,
HR— br%

date-part: year,month,week,day.

dateadd(date-part ,integer,timestamp)

ABDINFEI A LAY YT E date-part DIFERICEDWTEHEINIZYM LRIV THERLE

ER
HR— bR
date-part : year,month,day.

datediff(date-part, timestamp,timestamp)

=20
BHARLET, ik, date-part IS L2 DDA LRY Y TOEDGERRTT,
HR— bt

date-part : year,month,day,hours.

utcnow()
WEOKLNDY A LAYV TERLET,

3
count()
(REDDHDHE) FMEE—BTITHICETVWTEREZRLET,

sum(expression)
(RUEDHBHE) ZHEE—HTE2RITORNOHEEZRLFIT,
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avg(expression)
(REDHZHE) FEIC—BT B2ERTOEHRNZRLET,

max(expression)
(REDHZHE) FEIC—BT B2 ITARTORICOVWTHEABEREZRLFT,

min(expression)
(REDHZ2HE) FEIC—BT 2 IR TORDERNMEREZRLF T,

String

substring(string,from,to)
fromBEVinput Z2H &I, ANXFIH O LAXFIZRLET,

Char_length
=20
XFHDXFH %R L £9, Character_length EE L TY,

Trim
=Ty NXFINSEBEFLIEIREODXFEE NI VI LET, 774 MEIEATY,

Upper\lower
XFERXFHELIINLFICEBRLET,

NULL

NULLENR DD S80S, FLIEFARMET, NULLAEEDERICELZERNTIF A, AL L
AEMLEBRICEETIEEY FY, NULL EDLEIFFEATH S NULL TT,

F34ANULLOA—RHF5—2R

Ais NULL Result(NULL=UNKNOWN)

Not A NULL
A 7 IF alse NULL
Aor True True

AorA NULL
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Ais NULL Result(NULL=UNKNOWN)

A and False False

A and True NULL

Aand A NULL
B TE R

o Z¥#fllX. Amazon's S3 Select Object Content API AR L T X\,

3.6.4. S3 alias programming construct

IA)TFR7TOTSIVIBEER ZLONFLITEHRIT) %2850 F TV NaEO7075
IVIERBIZT DO, s3select BRBICAARRBEOL T, TAVT7ABEEZECRAT— M AV N
BT 2E. TAYTRAAFNLBEINADSRBICBEIRZ, 7T —DOEFTHICSEMORXE LT
I NEdT, T4V T7REERFrv a2/ LET, DFY. T4 ) F7ANEROFERAINLG
BlE, FrvPahoDBERMEEAINELH, BULRIEFTMINT. BUBERMRINET, RE.

RedHat IZBTA Y 7 RA%E=HR—MLTWET,

Bl

I selectint(_1) as al, int(_2) as a2, (a1+a2) as a3 from s3object where a3>100 and a3<300;")

3.6.5. S3 CSV parsing explained
AAVYTS4E—2a Vv FERLTCS EEET 74 METERTEET,

o TREYIYXFICIE {\n} ZFERALET,

o SIAICIF{“}EFERALZT,

o IRT—FXFILIF{\} 2FEARALET,
csv-header-info DfEHTIE, CHIFRF—YEECANFT TV I NORIDITICHRY £9, RIE. ¥
7B LVCERY 1 TOHAEYR—PbINhTWEHA, S3select TV Y VITIE, S3-objects %
BT % CSV /A=Y —DHY T,

o RITIEX, TRYPYNXFTHRDLY ET,

o T 4—JLRRYPYXFIX, BEETZIEZXTY X,

o EiRTZT74—IRORPYXFIEINULLIZERZLE T,

e BRI, 74—V FRYYXFZEF—N=F4 RLET, 714 —ILRREJYXXFTH B,
SIAFFOEDEREDXFTY,

o IRT—TXFIE TR XFUADFEHRF = EMICLET.

LUFiE. CSVEIL—ILDBITY,
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3.5 CSV OfEHr

HEEE =30 AB(M=2)

NULL EETDET4— 1,2, == {null{null{1{null{2{null}
IV REEIY XF

QUOTE Bl ARFIE. 11,22,"a,b,c,d",last == {11}{22}{“a,b,c,d"}{last}
74 —ILRDKX
PYxFE LE
XLEY,

Escape IRT—TXF A7V bOfFEEDID & & U DisplayName 031> 5+ —,
EA S XF%
F—nN—=4K
LEY,

row delimiter sa—XInf  11,22,a="str,44,55,66 == {11}{22}{a="str,44,55,66}
BIARFIEHY
TA., TRV
XFIFHETITIC
Y FET,

csv header info  FileHeaderInfo USE D&k, BHDITDE b—72 v column-name THB I &%
A T~LET., IGNOREEIFRHDITE ATy TIBI&52EHKLZE
ER

BEEE R

o ZE¥#fllX. Amazon's S3 Select Object Content API AR L T X\,

3.7. BEIEHR

® Amazon S3 D—MEMIRY VTR Ay F—I&, M8%kB S3 D—MRAYA Y O T pANw F— %%
BLTSEIWL,

® Amazon S3 D—BMIARL ARV A RF—4 XA 0— Kld, 8kC S3 D —#REA2 L XK > X R
F—XJ—RFNESRBRLTLEIWN,

o HR—KMNINBWAYY—T 4 —)LRIZHEDS3 HA—AITHAL AN EI—T 75—/ N &S
BLTLEIWL,
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4% CEPH OBJECT GATEWAY & & U SWIFT API
&, SWIftAPI T—49 7V ERETINEBRMEDH S RESTIU 7 T r—2ar7nis3svy
A9 =714 (AP)) ZFHTEXF 9, CephObject Gateway %#fFFH L T. Red Hat Ceph Storage
VSR —IRBEINTVWEINTY MBIV A TV NAEBETEET,

LT DF&RIE, BED Swift EEMED S R— MORZRLTUWET,

418868

Bae /N wE

S8l YR— bR

FhOV MAST—9 DG YR— Mg ARG LAY T—HL
Swift ACL HR— AR Swift ACL DH 7t v MIMIG
AVFF—DO—EBRER HR— MR

AVFF—OFTI s b—HORT YHR— PER

AV T+ —DERK HR— MR
AV FF—0HIR HR— bR
AVTF—A9T—9DOBE YR— MR
AV FTF—AYT—H OB/ EH HiR— MR
AVTF— A9 T—9 OHIR YR— MR
A7y bOBB HiR— MR
A7y b DR/ B HR— MR
KFEA TS b DK HR— MR
A7y FOBIR HiR— MR
7/ bOaE— YR— M WFR
AT MAYT—H DG YR— MR
ATy M AYT—H OB/ EH HiR— MR
—B¥ URL $24F HR— AR
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- 113 Ri& e
CORS YR— b ERHA
A7 b OHREE PR— MR

AT bDNR—Ta vER PR— b AIRA

72 Web U 1 b HR— bR

4.1. AR &4
o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

e RESTful 72472 K,
4.2. SWIFT APl O #IFE

BF

UTOHIREEREEZFEALTLEIV, BEVNDN— T Tz T7OZRICIIHEIGH D1
O, ZOEHM%ZRedHat 7HU Y M F—LEBEICHKL TLEIL,

o Swift API 29 BIFADZAA T YA X:5GB
e Swift API 2T 26D XIT—IDERRYA XA T2V MTERATES1—H—X%

TFT—=HDEETA XICEHZINLFIRIEIHY FHEAD, B—O HTTP E3KIF 16,000 /31 kI
BRI F 9,

4.3.SWIFT 2 —H—DVERK
Swift f V¥ —T A AT AMNTBICIE, Swift Y 71— —A{ERLEFT, Swift 2—HF—IE, 2D

DFIETHERLET . RHMDRATY T TR 2—HF—%FEHLET. RORT Y T T, WEREEER
L/i-a_o

pa

JIWFHARNDTTOA AV NTIH, SRY—YV =V TIN—TDIRY—V—VIlH D
RANTCA—HY—BFERLET,

AR E A
® Ceph Object Gateway D1 X h—Jb

® Ceph Object Gateway / — RADIL— KL NILDT7 72X

FIE
1. Swift I —HY—%{ERL XY,

219



Red Hat Ceph Storage SBAF&EH A K

220

53°4

I radosgw-admin subuser create --uid=NAME --subuser=NAME:swift --access=full

NAME % Swift 1 —H'—RZICEILZI T, UTFICHZRLIT,

B

[root@host01 ~]# radosgw-admin subuser create --uid=testuser --subuser=testuser:swift --
access=full

{

"user_id": "testuser”,

"display_name": "First User",

"email": ",

"suspended": 0,

"max_buckets": 1000,

"auid": 0,

"subusers": [

{

"id": "testuser:swift",
"permissions": "full-control"

}
I,
"keys": [
{
"user": "testuser",
"access_key": "O8JDE41XMI740185EHKD",
"secret_key": "i4Au2yxG5wtr1JKO1mI8kjJPMI3HNAoVWOSTdJd6"
}
I,
"swift_keys": [
{
"user": "testuser:swift",
"secret_key": "13TLIdEW7bCqgttQgPzxFxziuOAgabtOc6vM8DLA"
}
I,
"caps": [,

"op_mask": "read, write, delete",

"default_placement™: ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1

2

"user_quota": {
"enabled": false,
"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1
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"temp_url_keys": [],
||typell : llrgwll
}

2. v—=ULy hE—%ERLET,
B

I radosgw-admin key create --subuser=NAME:swift --key-type=swift --gen-secret

NAME % Swift 1 —H#'—RICEIH|A T T, UTICAZRLET,
1

[root@hostO1 ~]# radosgw-admin key create --subuser=testuser:swift --key-type=swift --gen-
secret
{
"user_id": "testuser”,
"display_name": "First User",
"email": ",
"suspended": 0,
"max_buckets": 1000,
"auid": 0,
"subusers": [
{
"id": "testuser:swift",
"permissions": "full-control"

}
I,
"keys": [
{
"user": "testuser",
"access_key": "O8JDE41XMI740185EHKD",
"secret_key": "i4Au2yxG5wtr1JKO1mI8kjJPMI3HNAoVWOSTdJd6"
}
I,
"swift_keys": [
{
"user": "testuser:swift",
"secret_key": "a4ioT4jEP653CDcdU8p40OuhruwABBRZmyNUbnSSt"
}
I,
"caps": [,

"op_mask": "read, write, delete",

"default_placement": ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1

2

"user_quota": {
"enabled": false,

221



Red Hat Ceph Storage SBAF&EH A K

"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1

2
"temp_url_keys": [],
|Itypell : llrgwll

4.4, 12— —0D SWIFT 523
A—H—%ERAT % ITIE. X-Auth-User & £ T X-Auth-Key #E4) VTR M EERLE T,

53°4

GET /auth HTTP/1.1

Host: swift.example.com

X-Auth-User: johndoe

X-Auth-Key: R7UUOLFDI2ZI9PRCQ53K

L AR ZDH

HTTP/1.1 204 No Content

Date: Mon, 16 Jul 2012 11:05:33 GMT

Server: swift

X-Storage-Url: https://swift.example.com

X-Storage-Token: UOICCC8TahFKIWuv9DBO9TWHFONDjpPEIhaOkAa
Content-Length: 0

Content-Type: text/plain; charset=UTF-8

pa

FRELHIC X-Storage-Url fEA R LT GET DV TR MNA23R{T9 5 &, Ceph D Swift B
B —ERICATE2T 9 ERIETIET,

BEEER
e Swift )7 TR MA v ¥ —I[d Red Hat Ceph Storage FAFRE HA KSR L T ZI W,

® Swift L ARV A v ¥ —|& Red Hat Ceph Storage FAF&E HA FABIR LTI,

45.SWIFT O > 7+ —121F
BF & X, Ceph Object Gateway BT Swift 7 7Y —>3a>vo7OJ5IV M4V —7x4 R

(AP) AL TCAVYTF—DREEITIENTEEY, AVTFH—52—EFRR. FR. B, &
CHIRTEET, AVTF— DAY TS 2 BMELCBIEHRTEET,

4.5.1. FIR SR
o @D Red Hat Ceph Storage ¥ S A9 —b'%H %,

® RESTful 72472k,
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45.2.Swift a5+ —1&{E

AVTFF—d, T—9F TV MR TBEANZALTY, PHO Y MIREZELDOAVTF—%5#
EZ2ENTEFEIN, AVFF—RE—EBETRIThIERY FHA, TOAPIHICEY, 254 TF7 V1
XAV TF+F—DFER. 772AHEE LAY T—HDEE. AVTF—DAVTVYDERE. 8LV
AVTFF+—DHIBREITIZEDNTEET, COAPIRBEDI—F—DT7HT Y NOBRICEAET 3 )
PJIANETDRH, AVTTF—OT7 7 2AFEHABRRMICAEINTULWARWERY, DFYELZDY 2
ITRANEFHFALAWERY, COAPIOTRTDY VTR NERILETI2HENHY 7,

pz o-1o)
Amazon S3API IZN\Ty NEWH HEBEAFRAL =22V T F—%Ed LE T, Swift

APIID/NNry NASBITZE, Ny NEWSAHEIRIVTFF—EWIHEEERLCE
DICRY FT,

TPz RMZAML—=YD1DEE, BENXA®T ALV MN)—ZHR-—FLAVWIETT, KD YIC,
BAVTF—IlA TV BB 1 DOUEDI VT F—THREINZ 1 DOLARIVAEYR—MLZE
9, RADOS Gateway D Swift E# APl i&, BBV 77— Y R—MLET, Thid 7
TV MOGEEFERALTCIAYTFHF—%2ITIaL—bMNFBFERT, AMNL—YUVRTATEREICEE
EXhFtHA, =& 2K, photos/buildings/empire-state.jpg D& 5 1T, BREEBZLTAH T o MIC
ZEIEMITZZEDNTEFEITN, AVFFT—RILRT Y a1 (N XFEEHZIEETEEHA,

BF

N=yavFFIhswift AV FF—ICKRBERA TV a7y TO—RT 515
A%, python-swiftclient 1—7 1 ') 7 1 — T --leave-segments & 7> 3 VA FA L &
¥, --leave-segments #FALAWVWE, IZTT AR 774D LEEETINET, L
NoT, BEDOF TV MEILEEXIIh, 791 KbhdZ&IlRYET,

453.Swift CAVTF—DOT7 U AHEY R b (ACL) DFEH

A—H—MPrAVFFr—%ERT &, A—HF—ET 74N NTAVTF—~DHEIFRY/EZAHRT Y
EREESTT, TOMOI—F—AaVFF—DAVFUVERAFRY LY, OVFF—ICEEA
ZEHEHFATDICIEK., 2—F—EHRNICEMICT Z2HELHY 9, X-Container-Read ZF 7= & X-
Container-Write IC * #8952 EETEET, CNICLY., IRTOA—HYF =IOV TFF—H15Hk
HEBMN, FEFEAVTFTF—ADEZIAADHABRICRYET, *A2BETSE. AVTTF—DREAIN
Y, ThILLY, BRIV —DAVTF—ALRMRALH, FLEIAVTF—IKETRALIEAT
XX,

53°4

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: *

X-Container-Write: UID1, UID2, UID3

DOITRARAYH—

X-Container-Read
H
AVTF—DHRABRYNR—I v aveFo1—-F—ID,
it
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I—H—IDDIAVIXYY DXFFE,
WA
(AYAY-3

X-Container-Write
=20
AVFTF—OEZRAHNRN—IvavaEFO>1—H—ID,
i)
A—H—ID DA YIRENY OXFFE,
WA
(AYAY$

454.Swift—&3> 7+ —

APIN—=y 3V %IBEL. 7HAD Y MIBEDI—Y—ThHo v OV T F—D—E%189 GET !
JIZAK, DIVZZAMIBEDI—HY—DaAVTFT—%RTEDH, VITANMNIFRIEN—YV VHIDE
TY., VDIVIZAMIEBELTITDbhEFEA,

53°4

GET /API_VERSION/ACCOUNT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

DITARMNRFA—4H—
limit
=20
EROBEIBEDEICHIRL 7,
i)
Integer
AAE
ZEL
WA
=qW

format
=20
EROBEIBEDEICHIRL T,
i)
Integer
BiiE
json X7={3 xml
WA
(AYAY4
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marker
=20
R—HN—ELYEAREILERO—EZRLET,
i)
String
BiiE
ZEL
WA
(AYAY-4

BEICEIAVTF—D—EIrEENZD, FLEF204EEFI—-—RTRINET,

LARVAIVFTA4T4—

FHIV b
2
TAVY MERO—E,
il

Container

aAvrr —
H
4 yj__d__o)_%o
it}

Container

name
=20
AV T+ —DERL
i)
String

bytes

=20
AVTF—DHA4 X,

i)

Integer

455.Swift CAVFF+—FATV U hO—EXRR

AVFF—RDF TV Me—EBRRTZICIE. APINRN—=Y 3y, AV N 8LV F+H—D
ZRIEFALTCGET W IR RN ETVWEY, VTV —NIA—H9—%2BELTRLRYRN 2T 4L
=)o TLY, RSA=F—ERALTAVTFT—ICRBEINTWVWSZRERHAD 10,0004+ TV b
ZO—EEBRTIEETEET,
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53°4

GET /API_VERSION/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

DITARMNRFA—4—

format
=20
EROBAEIBEDEICHIRL 7,
i)
Integer
BiiE
json X7=(3 xml
WA
(AYAY$

prefix
ER%E, BELUEEFETHRIEZIA TV MIHERLET,
i)
String
aAfE
ZEL
WA
(AYAY-4

marker
R—HA—ELYEAREILBERO—EZRLET,
i)
String
BiniE
ZEL
WA
AYAY-4

limit
EROHEZEEDEICHERLET,
]
Integer

aE
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0 -10,000
WA
WL Z

delimiter
=20
BHEFCMOA T NROBIEAINZ XYY XF,
i)
String
AdfE
ZEL
WA
(AYAY-4

path
=20
A7 bDBRLBEE/NR,
i)
String
AdfE
ZEL
WA
(AYAY-4

LARYARAIVTAT4—
aAvsrr—
=30
aAvs+—
it}

Container

object
=
AVFF—HROATII b,
i)

Container

name
=
AVTFF—HROF T2 ) bDE&H
i)
String
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Ny>a
=20
72z MDIAVTUYDNY IR,
B
String

last_modified
=2
719 NORBEREICER L 2BME,
i)
Date

content_type
=2
7V NADIVFUYDY AT,
B
String

45.6.Swift TV T+ —DERK

FHIVTF—EERTZICE. APINRN—=Uay, AV M BLCHFHRIY T F—DEFITPUT

BERETVWEYT, AVTT—RE—ETHIZBEIHYET, RSy a () 28DBIEETET,

256 N RRBTRITNIERY FEA, YIVIAMIE, PI7ERAFFEANY I—BLIUAI T4~y
H—5EDBIENTEEYT, —EORBET—IILDF—42HETIAMN —VRYI—%EDHZEE
TE XY, /=& 2L, radosgw-admin zone get 232179 % &, placement_pools THIFA AT BEAF —

D—EBEHRLEFT, ANL—YRYD—%FEHATEZE SSDRX—RADRAML—YRRE AVTF—D
BRART—ILEy NEIRETEE T, BIFICIE. REFMIHYET, BEOIVTF—%EHRT 5 &
DIKERTZE, HTTP202 RY OA— RASRINFTH, BOIVTF—RFERINEEA,

53°4

PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: COMMA_SEPARATED_UIDS
X-Container-Write: COMMA_SEPARATED_UIDS
X-Container-Meta-KEY:VALUE

X-Storage-Policy: PLACEMENT_POOLS_KEY

Ny H—
X-Container-Read
EE2 |
AVFTF—OHRAMYN—IvvaveHF>1—F—ID,
i)
A—H—ID DA YIRXENY OXFFE,
WA
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WL Z

X-Container-Write
AT F—DEZRAANRN—I v avaEFODI—H—ID,
i)
IA—H—ID DA YIRXENY OXFFE,
WA
(AYAY4

X-Container-Meta-KEY
EFEOXFIDEEZRR/T 21— —EEDAIT—9 F—,
i)
String
WA
(AYAY4

X-Storage-Policy

Ceph Object Gateway @ placement_pools FICHBRA ML —YRY o —%HBIT 2
* —, radosgw-admin zone get #3317 L. FIAARELRF—ZEFLET,

i)
String
AR
WA

EULEZROIAYTF—DITTICFEEL, 21— —PaAVFF+H—MEETCHDIHE. BEIIHRIHILET,
FDTRWE, BIEFIEEBLET,

HTTP L ARV R

409
ATF—HX3—FK
BucketAlreadyExists

AvTH—id o1 —DOmBEEICY TICFELEY,

4.5.7.Swift O~ 7+ —DHIER

AVTF—%HIRT BICIE. APINX—=Y a3y, PAD VN LU0V T HF—0&FEIEFERALT
DELETEZXR%#1TWE T, AVTFT—REETHIVNEFHYET, AVTFT—DETHZIHAEERT S
BaElE, VT F—ICGLTHEAD Y TR M E2ETFTLET, IVTFT—HERBICHIKRINZ &, O
VrT—®%%BMETEEY,
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53°4

DELETE /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

HTTP L ARV R

204
ATF—HX3—FK
NoContent
AT F—DHIRIhF L,

458.SWift "IV T FHF—DAYT—Y HBMELIETEHR

OAVFF—ICAYTF—HEBINTBICIE, APINN— 3y, PHY Y N, 8LV FF+—4ZTPOST
BERETVWET, X9 T—9%2BMELEEFRTZICE. AV TF—IIRT2EZAAHERIBET
_a—o

53°4

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Meta-Color: red

X-Container-Meta-Taste: salty

DOITA RNy HF—
X-Container-Meta-KEY
EFEOXFIDEEZRNEST 21— —EEDAYT—HF—,
it
String
WA
(AYAY-3

46.SWIFTA 7> 7 ME

FAFE (L. Ceph Object Gateway BEATSwWift 7 Yo —> 3> 7Oy3IVv 49 —Tx4R
(AP ZFERALTA TV MEEAETO ZENTEEY, #7207 ba—EFRR, Ek. B, &
SUVHIRT DI ENTEET, 7TV TV MNDAIT— I EBMELRIEFHFITSLIEETEET,

4.6.1. Bl &M
o @D Red Hat Ceph Storage 7 S A9 —b'%H %,
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® RESTful 72472k,

4.62.Swift A 7 7 MgE

FTVxOME T—9BLVOAIT—9%REFTZIAVTST—TY, AVTFHF—ICRELDF TV
IRDBHBYETHN, 7TV MNEE—BTHIRLEDNHYFTT, TOAPIIIEY, V54TV MNEF
T2 DN, 7OV ERFEEL ORI T—IDHRE. TV IV MDT—I9ELVAXIT—5D
BG. LA TV MDHIRZITD ZENTEFET, COAPIRFEDI—HF—DT7HV Y hDIE
WICBEET DY VIR N ZTI2ROD, COAPIDIRTDI VTR MRS I2HVENHYEY, TV
TFT—FLRB ATV MOT I EAFEIBEMICARINTUWRWRY, DEYERZDOEKRZHT
LTWBIGE%2REET,

4.6.3.Swift "4 72 U MRS

ATV MNERETBICIE. APINN—=Yay, AN OAVvTH—, LA TV MNEEE
BHLTGET Y /7 IANETWEYT, AVTF—RHNOA T/ NERBT2ICIE. AT F—0DHH&
Y ERIABHETT,

53°4

GET /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

DOITRARAYH—

range
=20
TV NORBOY Ty hEEET I, N1 MEEZIEELX T,
il
Date
WA
(AYAY4

If-Modified-Since
=20
Y—2F TV MO last_modified BHEDBRLEICEREINLIZEDOAIE—LET,
i)
Date
WA
AYAY4

If-Unmodified-Since
=20
Y —2FA 7YY MO last_modified BEDBREURICER LABAEDAHIE—LE T,
i)
Date
WA
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WL Z

Copy-If-Match
=
JOIRANDETaghY —RA TV MDETag &E—HT 2HEA/ICOAIAE—LET,
i)
ETag
WA
(AYAY4

Copy-If-None-Match
=20
JDOIZRANDETag 'Y —RA TPV FNDETag E—BMLABRWGEHICDAIE—LZ T,
i)
ETag
WA
(AYAY4

LARYZAAY H—

Content-Range
=20
F70xo VTV OYTEY NDOEHE, range NV Y —T 4 —ILRHY VT X NTEES
NTWBBEICOHARINET,

4.6.4.SWift TAH T NOERRE - IXEH

FIRA TV MNEERT 301K, APINN=U 3y, 7hADVN AVFF—4&, $LUFHBEA TV
I hNDOERIEFALTPUTEREZITVWET, A7V 7 MEERFAEEFRTZICIK,. AvTFF—IC
EXAIN—ZIvIaVHIRETY, £7VxV EIE, AVFTF—HAT—ETHIVEIHYZE
T, PUTD 7T RAMEIREZEFETIIARWVED, —BOZEIEFRALAVWE, YIJIZTZAMI&LYATOTY
MAOBEFINET, 7L, 77V MRICERUIEBEXXZEFERAL T, JORLUBET LI MY —
ICHBHBEIE. BLEAFIORNDA T NERBTBIENATEEY, VITRAMIE, 77 E2RH
ANV —BLVAIYT—IANY I —5EDBENTEET,

53°4

PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

VIITXA Ay H—

ETag
H
T NORBDMD5 /Ny &1, #HELE,
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B
String
AAfE
ZEL
WA
WA

Content-Type
=20
A7V NOABDMDS /Ny,
i)
String
BiiE
ZEL
WA
LW Z

Transfer-Encoding
A
FTO ) MDKRBERENA TV bO—FTHZIEIMERLET,
il
String
BRfE
chunked

4.6.5.Swift TH 7Y ¥ N DHIRR

TV MEHIRT BICIE. APINN—=Y 3y, AN OAVvTH—, LA TV MNEEE
FHLTDELETEY) VTR MNAETWET, IVTFTF—ROA TV NIRRT DICIE. aVFF—IC
W DEZIAMERINBETT, ATV MAERBICHIBRING E, #7020 MEa2BFIATEZ
-a—o

53°4

DELETE /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

4.6.6.Swift A7z hDIE—

F7VzH MNOOAE—A2FERTZE, ATV MESYYyO-RLAEY, BOAVYFF—IT7v TS
A—RLAEY LA TELWVWEDIC, ATV MDY —N—BIOAE—%ERTEET, HDAT
S MOAVFTFUVYERNOA T MIOAE—FBICIE. APINN=V 3y, 7ADY M, 8LUO
VT —ZTPUTEXRZ/AIZ COPY ERATVWET,
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PUT EXRkDBEIE. BRTREIA VT F—BLV0F TV M, BLUVERAYSY—DY—OVTF
FT—ELVCA TV M EFERALET,

Copy VIR NI, BRTY—RAVFTFT—BLTF TV I b BLUVBRAY Y —DEEI Y
TTF—8BLUVATOz IV MEFERALEFT, A7V b2OE—F2ICE, VT F—ICEZIAH/N—
IvYavHIMETY, BELTVIV NG, VT F—HNT—ETHINE HYET, YIIR
MEIREZTIEAWEZD, —BEOLZM2FEALAVE, VIITRARNMILYRBEF TV MHEHIN
x99, BEA TV MDBOREBEET « LV N —IlHBHEIE. T2V MRICERPIBEBE#EXX
ZFEALT. ACRABIOY—RA TV MERBTEET, VITRAMIE. 77 ERGHEEANY §—
BEUARIT—IANYHF—%5EDDIENTEET,

53°4

PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
X-Copy-From: TENANT:SOURCE_CONTAINER/SOURCE_OBJECT
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

Tk, ROLIICBRYET,
BX

COPY /API_VERSION/ACCOUNT/TENANT:SOURCE_CONTAINER/SOURCE_OBJECT HTTP/1.1
Destination: TENANT:DEST_CONTAINER/DEST_OBJECT

VIITX Ay S —

X-Copy-From
V—RAVTF—/F TP M REERTHHICPUT VIR MNTHEAINZET,
i)
String
WA
W (PUT 2R L TW35BE

Destination
SEIAVTFT—/F TV MR EERT 27HICCOPY BERTHEAINET,
]
String
WA
&L\ (COPY ZfEEA L TWBI5E

If-Modified-Since
Y—2F Ty MO last_modified BHEDBRLEICEREINLIZEDAIE—LET,
i)
Date
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WA
WL Z

If-Unmodified-Since
=20
Y —2FA 7YY MO last_modified BEDBRFURRICER LABAEDAIE—LE T,
i)
Date
WA
(AYAY4

Copy-If-Match
=
JOIZXRNDETaghY —RA TPV MDETag &E—HT 2HH/ICOAFIAE—LET,
i)
ETag
WA
(AYAY4

Copy-If-None-Match
=20
JOIZRAMNDETag 'Y —RA TPV FDETag E—BMLABRWGEHICDAIE—LZ T,
i)
ETag
WA
(AYAY4

4.6.7.5wift TH TV U MAYT—5 DEIF

FTOTI MDA T—HEBWBTBICE. APINN—V 3y, PADYV N IVvTF+H—, 8LU0FT

P MREFEALTCHEAD ) VIR N ETWEY, AVFTFT—ARAOFT TV I MO ARYT—H %
BET2ICE. AT F—DHRIDMYERIVETT, COYIVIAMNE, ATV NEBHEDEKRE
BLAYY—BREBRLETN, 7V hDTF—9%5RLEFHA,

53°4

HEAD /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

4.6.8.5wift ICL2F TP TV MAYT—H DEMEITEH

FTOT O MIAIT—HEBINT BICIE,. APINN—Say, PADY N AVTFH—, BLUOFT
VIV RMETPOSTY IV IRMNETVWEY, AT —95BMFLIIEHRFTEICIE. BaAVvFF—IiICxt
TEEXAHERIVHETT,
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53°4

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

DIITRA ANy HT—
X-Object-Meta-KEY
EEOXFIDEEZRET 21— —EZDOAIT—9F—,
B
String
WA
LW Z

4.7.SWIFT ®—Bf URL #/E

—BR T V2 A A ABEICT 728, radosgw D swift T KRS > MIEWUHR—MIhES, L&
ZWE, GETU V7T RME, BRIARHRERBESTICA TV MIEBFINET,

Z DREEEICIE. =ADIC X-Account-Meta-Temp-URL-Key DEA X E L. HEICHH LT X-Account-
Meta-Temp-URL-Key-2 Z 52 E T 2 U ENHY FF, Temp URL HEEIX. ThODMERICHT 2
HMAC-SHAT Z&ICIRFL XY,
4.7.1.Swift ’—BFURL 4+ 7> =¥ M &S
—BURL 2. UTOERZESOESIE HMAC-SHAI BZZERAL T,

® Request XV v RDE (BI:GET)

o TRy IMNLDRBIFE (WEA), DFY Unix FEITT,

o VILIEEDY VTR KR

LERDERIZ. ZNS5DOEICH L WINABMIN TERIEI N, HMAC IZBHRD Temp URL F—0D W
PTHRMITLTSHA-I Ny 27T XaaFERALTERINE T,

ERBERTH Y TILD Python RV ) T M EUTICRLE T,

B

import hmac
from hashlib import sha1
from time import time

method = 'GET'

host = 'https://objectstore.example.com'’

duration_in_seconds = 300 # Duration for which the url is valid
expires = int(time() + duration_in_seconds)

path = '/v1/your-bucket/your-object’
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key = 'secret'

hmac_body = '%s\n%s\n%s' % (method, expires, path)

hmac_body = hmac.new(key, hmac_body, sha1).hexdigest()

sig = hmac.new(key, hmac_body, sha1).hexdigest()

rest_uri = "{host}{path}?temp_url_sig={sig}&temp_url_expires={expires}".format(
host=host, path=path, sig=sig, expires=expires)

print rest_uri

H A B

https://objectstore.example.com/v1/your-bucket/your-object?
temp_url_sig=ff4657876227fc6025f04fcf1e82818266d022c6&temp_url_expires=1423200992

4.7.2. Swift POST —Bf URL +—

MWBRF—EFOswift AT AADPOSTY VTR NI, —BFURLT7VERA2T7HD Y MIRE
TEXB7H9 MDY= Ly h—BRURLF—%2FZELFEFT, BR22OF—HIHYR—bIh, —BF
URL ZEMbE T ICBAEO—T—> 3V TIXS4LIIC. BADF—ICHLTEENFzvIINET,

53°4

POST /API_VERSION/ACCOUNT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

VIITX Ay Y —

X-Account-Meta-Temp-URL-Key
=2
EEOXFIEEZRD I —HF—EHZDF—,
i)
String
WA
(=Y

X-Account-Meta-Temp-URL-Key-2
=20
EREOXFIEEZRD I —HF—EHZDF—,
i)
String
WA
(AYAY4

4.8.SWIFTVILFTFFro—arTF+—nDig
DSATYRNT IV r—o a3yl ays+H—Il7 o ERT38E81F. BICEELI—— ORISR TEH

fEL £9, RedHat CephStorage 7 5 A4 —Tl&, IRTCODA—H—HAFTFVMNIEBLET, ZDL
O, TTYIDPRATHICEEINTVWRWMEE, IRXTOIAVTF—B#FDOI Y TF X MIBENLT
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FTURDPBHYET, LEN>2T, YFTFrI—lE sRINZIVFTF—& SRLTWS1—
H—DELCTFY MIBTZRY. UAIOY ) —RETRICEAREEMELHY X7,

BT T Y NOIBEICERI NS IEREEIL. FAINZ27O0MILVEIVREYRATALAICEST
Y ET,

TFHYhEAVTFF—FAOYTRYYET, LA >T. URLIIUTOLS LY ET,
B

I https://rgw.domain.com/tenant:container

—7%. create_container() XV v KT, AVFF+—AYy REARTTFV I NEAVTHF—%DBEL
-g_o

B

I create_container("tenant:container")

4.9. BEEEHR

o TIFTFF VI —DFFMIE. RedHat Ceph StorageObjectGateway M4 FASHRL T LY
LY,

o Swift YV ITRAMAY S —IX, (ERE Swift Y2 ITX fAv S5 —ASBBLTLEIV,

o Swift LRARY ZAANY F—IE, F5F Swift LIAK >INy 85— HHBLTLEIL,
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{+4%A CEPH RESTFUL API {£#&

ZANL—UFEEEE, CephRESTIUAPIZY RARA VY M aBLTIHEIFER Ceph TV RFTLILT
YERATEFY, Ihid. FATEEA Ceph RESTfUlAPI XYV v RDBRHAA KTT,

FIFEABEAR Ceph API TV KR4 > b
o [Ceph OD#IE]
o [EREE]
o [Ceph77A4IYRT L]
o [ANL—YISRY—DRE]
e [CRUSH JL—JL]
o (LAY vy—O—RKRTOT774)]
o [HEREN VL]
e [Grafanal

o [APL—=YISRI—DIEEM]

o [RRM]
e [i{SCSI]
o O7]

e [CephManager E¥ a1—Jl]
e [ Ceph Monitor]

e [CephOSD]J

e [Ceph Object Gateway |

o [O—I)L%REY % RESTAPI]
e [NFS Ganeshal

e [Ceph Orchestrator]

e [Pools]

e [Prometheus]

e [RADOS 70w 77 /31 R

o [NI7FA—TVRAAIVH—]

e [O—)L]
o [H—EZR]
o [ER7E]
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e [Ceph% 2%
o TFLXNY—]

o [Cepha—#—]

Al BITR S M4
e RESTfulAPI DERAEZBBRLET,
o EEMNDEITHD Red Hat Ceph Storage 7 7 249 —

® Ceph Manager @ dashboard € 2 —ILAFEMEINTL S,

A.2. CEPH O ZE

Ceph RESTful APl summary T RiR4M ¥ M EAT 270D XY v RS, Ceph DY~ ) —DFEH
HERRTDIENTEET,

GET /api/summary
Ceph DFFHDBEZRTLE Y,
&

GET /api/summary HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S—X3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
HEER L T 72X,

RS

o F¥ffillX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
W,

A.3. 5REE

Ceph RESTfulAPlauth T KR4 >~ M &fEHAT 5 XY v KSR, Red Hat Ceph Storage Ty > a v
REBLET,

POST /api/auth
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Curl Ol

curl -i -k --location -X POST 'https://192.168.0.44:8443/api/auth’ -H 'Accept:
application/vnd.ceph.api.v1.0+json' -H 'Content-Type: application/json’ --data '{"password":
"admin@123", "username": "admin"}'

&

POST /api/auth HTTP/1.1
Host: example.com
Content-Type: application/json

{
"password": "STRING",

"username": "STRING"

A7—4HZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
HEER L T 72X,

POST /api/auth/check
AL — O Vv DEH R LET,
Bl

POST /api/auth/check?token=STRING HTTP/1.1
Host: example.com
Content-Type: application/json

{
"token": "STRING"

}

ATF—4HA3—FK
® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
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® 400 Bad Request — Operation exception.fZFffllid, L ARV ART 14 —Z2MEaR L T LS
(A

® 401 Unauthorized - Unauthenticated access. TR#ICA T 1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 7 NL—ZXD LV ARV RART 14 —%
FEER L T 72X,

POST /api/auth/logout
ATF7—HX3—FK

® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# X 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access. TR#ICA T 1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

BB
o F¥ffillX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
LY,

A4.CEPH 7 7M1 IV AT L

Ceph RESTful API cephfs T KR4 > k% {# M L T Ceph File Systems (CephFS) #EIE 9 576D
XYy KB,

GET /api/cephfs
Bl

GET /api/cephfs HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/cephfs/FS_ID
INFA—F—

e FS ID (&, CephFile System @ ID XFFICEZHAET,

&

GET /api/cephfs/FS_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #lll&. L ARV ART 1 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
L TLLEIW,

DELETE /api/cephfs/FS_ID/client/CLIENT_ID
NRFIA—H—
e FS ID (&, CephFile System @ ID XFIICEZ#HAF T,
e CLIENT ID (3. Ceph 754 7 MABIFOXEIICBEMAET,
AF—HZX3—FK
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T X
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BMLTLKEIW,

243



Red Hat Ceph Storage SBAF&EH A K

GET /api/cephfs/FS_ID/clients
NFGA—F—

&

FS_ID (%, CephFile System @ ID XFFICEZHAET,

Host: example.com

I GET /api/cephfs/FS_ID/clients HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Jmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X v o 3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

GET /api/cephfs/FS_ID/get_root_directory

Is_dirAPIEUH L ZFERA L TR/ TEARWroot 714 LY MY —,
NFA—F—

&

FS_ID |%. CephFile System @ ID XFFICEZHAET,

Host: example.com

I GET /api/cephfs/FS_ID/get_root_directory HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
FEERL T 72X,

GET /api/cephfs/FS_ID/Is_dir
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=30
BEDNADT4 LY M) —5—BXRRLET,
NFTA—4—

e FS ID (&, CephFile System M ID XFIICEZ#HA T,
e /T!)—:

o path:) X N &RAT Z2XFIDE, T 74 MDNARIE, FBEINTULVAWEEIE
MY £,

o depth: 74 LU NY—=V)—%T2R7Tv TRERET 5 BHIE,

&

GET /api/cephfs/FS_ID/Is_dir HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 —%MERL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

GET /api/cephfs/FS_ID/mds_counters
INFGA—F—
e FS_ID (%, CephFile System @ ID XFFICEZHAET,
e /1) —:

o AYVH— BHIE,

&

GET /api/cephfs/FS_ID/mds_counters HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 fflll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

GET /api/cephfs/FS_ID/quota

=
EBEIN/KZAD CephFS ¥V #—9 2R LE T,
NRFIA—4H—
e FS IDI%. Ceph File System @ ID XZFIICEXHA F T,
o JI!)—:
o path: 714 L7 N)—NRREEET Z2WUENXFIDIE,
Bl

GET /api/cephfs/FS_ID/quota?path=STRING HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLKEIW,

PUT /api/cephfs/FS_ID/quota

=30
BEINNRADI +—95BELET,
NFA—4—

e FS_ID (%, Ceph File System @ ID XFFIE A E T,
e max_bytes: /N1 MR Z EFHRT 2 XFIDIE,
e max files: 7 7 1 LHIRZ EHRT 5 XFIDE,

e path: T4 LV N —FLET77AINADNIRREEERT 5 XFIE,

&

PUT /api/cephfs/FS_ID/quota HTTP/1.1
Host: example.com
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Content-Type: application/json

{
"max_bytes": "STRING",

"max_files": "STRING",
"path": "STRING"

1
ATF—4HAO—K
e 200 OK - Okay.

® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 VR L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%
HEERL T 72X,

DELETE /api/cephfs/FS_ID/snapshot

=30
2FwvToay NEHIBRLETD,
NRNFTA—4—

e FS ID (&, CephFile System @ ID XFFICEZHAET,
e /T!)—:
o name: 27} v ¥ av NEAEIRET DUEAXFIDIE,
o path. 74 LV N)—~"DNRR%EFEEHT 3 UBAEDIXFIHE,
AF—49RX3—F
® 202 Accepted - Operation is still executing, check the task queue.
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

POST /api/cephfs/FS_ID/snapshot
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2FyvTFoay baERLET,
NFTA—4—

&

FS_ID I%. CephFile System @D ID XFHICEZ#H A T,

name: 27 v 7Y 3y NEAEIRET Z2XEIDME, LEINIEEINTULRWGEIL,
RFC3339 UTC XA DIREDEEAERA L TR’ ERINZE T,

path. 71 LV N =AD& EHET BEXFIDIETT,

POST /api/cephfs/FS_ID/snapshot HTTP/1.1
Host: example.com
Content-Type: application/json

{

"name": "STRING",
"path": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing, check the task queue.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T\mR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

DELETE /api/cephfs/FS_ID/tree

Ta4LIMN)—%HIBKRLET,
NFA—4—

FS_ID I%. CephFile System @D ID XFHICEZ#H A T,
JT)—:

o path: 74 L% b —~DRREEET 2BAOLEFIE,

AF—4HZX3—FK

® 202 Accepted - Operation is still executing, check the task queue.

® 204 No Content — Resource deleted.
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400 Bad Request - Operation exception 5##lild. L ARV ART 14 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. T\#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFREL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
BMLTLKEIW,

POST /api/cephfs/FS_ID/tree

TALIMN)—%ERLET,
NFTA—4—

B

FS_ID (%, CephFile System @ ID XFFICEZHAET,

path. 71 LV N —~D/RREEHET BEXFIDIETT,

POST /api/cephfs/FS_ID/tree HTTP/1.1
Host: example.com
Content-Type: application/json

{

"path": "STRING"

}

AF—4HZX3—FK

BIER R

201 Created - Resource created.
202 Accepted - Operation is still executing, check the task queue.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. \R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEERL T 72X,

o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(AN

AS5. ANL—COSRY—DEBTE
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Ceph RESTful API cluster_conf T RR4 > k% f#f L T Red Hat Ceph Storage ¥ 7 249 — % BT
512D AY v RS,

GET /api/cluster_conf
Bl

GET /api/cluster_conf HTTP/1.1
Host: example.com

ATF—4HXAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7##flll&. L ARV ZART 4 — %R L T X
W,

® 401 Unauthorized — Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

POST /api/cluster_conf
Bl

POST /api/cluster_conf HTTP/1.1
Host: example.com
Content-Type: application/json

{
"name": "STRING",

"value": "STRING"

ATF7—HX3—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

PUT /api/cluster_conf
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&

PUT /api/cluster_conf HTTP/1.1
Host: example.com
Content-Type: application/json

{
"options": "STRING"

!
ATF—4Aa—K
e 200 OK - Okay.

® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/cluster_conf/filter

HHA
ZRICTAMNL—VISRY—BREERRLET,
NFGA—4—
e JT!)—:
o names:REA T a3 VEDXFIE,
Bl

GET /api/cluster_conf/filter HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
L TLLEIW,

251



Red Hat Ceph Storage SBAF&EH A K

DELETE /api/cluster_conf/NAME

NIA—H—
¢ NAMEZRX ML —Y I SRI—BRERICEIBRAZTT,
o JITl)—:

o section: X ELXXFIE,

ATF—49X3—F
® 202 Accepted - Operation is still executing, check the task queue.
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
HEER L T 72X,

GET /api/cluster_conf/NAME
INFA—F—

¢ NAMEZX ML —Y USRI —RERICETHAZTY,

&

GET /api/cluster_conf/NAME HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\—3X v > 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

B EfE R
o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,
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A.6. CRUSH JL—JI
Ceph RESTful APl crush_rule T RRA >~ M LT CRUSH L—ILEEBIETE XYV v RS,

GET /api/crush_rule
CRUSHIL—ILBREZ—EBRTLE Y,
Bl

GET /api/crush_rule HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 1 —%=MERL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/crush_rule
Bl

POST /api/crush_rule HTTP/1.1
Host: example.com
Content-Type: application/json

{
"device_class": "STRING",

"failure_domain": "STRING",
"name": "STRING",
"root": "STRING"

ATF—HX3—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception 7 flll&. L ARV A RT 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,

® 403 Forbidden - Unauthorized access./S\— 3w 3 VEFEER L TL I L,
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500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 72X,

DELETE /api/crush_rule/NAME
NSA—H—

NAME (. JL—ILEICEZS]A T,

AF—4HZX3—FK

202 Accepted - Operation is still executing, check the task queue.
204 No Content - Resource deleted.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T A1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFREL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 72X,

GET /api/crush_rule/NAME
INFA—5—

&

NAME (Z. JL—ILEICEES]AZET,

Host: example.com

I GET /api/crush_rule/NAME HTTP/1.1

AF—4HZX3—FK

RS
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202 Accepted - Operation is still executing, check the task queue.
204 No Content - Resource deleted.

400 Bad Request - Operation exception 5##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.TR#ICA T 14 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BLTLLEIW,
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o F¥ffillX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(AN

A7.1 LAY vy—a—RK7O0774J)L

Ceph RESTful API @ erasure_code_profile T KR4 > N FHETEAY Y KSRBAFERALT, 1L
A —0—FT40707O7 71 ILEEELET,

GET /api/erasure_code_profile

ALAVYy—0—FT 4 7Ink=7a7714ILERE—ERTLET,

&

Host: example.com

I GET /api/erasure_code_profile HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Tmm#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEER L T 72X,

POST /api/erasure_code_profile

&

POST /api/erasure_code_profile HTTP/1.1
Host: example.com
Content-Type: application/json

{

"name": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing, check the task queue.

400 Bad Request - Operation exception 5##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. TmR#ICA T 1~ L TL I L,

403 Forbidden - Unauthorized access./S\—3X v o 3 U &EFEL TLEI W,
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500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

DELETE /api/erasure_code_profile/NAME
NFGA—F—

NAME (. 7O7 7/ ILEBICBSH#ZZET,

AF—4HZX3—FK

202 Accepted - Operation is still executing, check the task queue.
204 No Content - Resource deleted.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access.T\R#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&BEFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 1 —%
LTI,

GET /api/erasure_code_profile/NAME
NSGA—F—

&

NAME (. 7O7 7/ ILEICBSH#ZIZET,

Host: example.com

I GET /api/erasure_code_profile/NAME HTTP/1.1

AF—4HZX3—FK

BEEE R

256

202 Accepted - Operation is still executing, check the task queue.
204 No Content - Resource deleted.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access.Jmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 v o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
L TLLEIW,
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o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X

(AN

AS.HBE N7 IL

CRUSH JL— )L % &89 % Ceph RESTful AP| feature_toggles T RiRA ~ N &FRATZ AV v kS

i)
o

GET /api/feature_toggles

Red Hat Ceph Storage O#gex —BXRRL £,

&

Host: example.com

I GET /api/feature_toggles HTTP/1.1

AF—4HZX3—FK

BIER R

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Tmm#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

e FifilX. RedHat Ceph Storage FF&EH A KD Ceph RESTful APIDEZSRL T L

(AN

A.9. GRAFANA

Ceph RESTful API grafana T RR4A > & #EMA L T Grafana BT 27HDA Y v RS,

POST /api/grafana/dashboards
AT7F—HX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T\R#ICA T A1~ L TL I L,

403 Forbidden - Unauthorized access./N\—3 w3 V&EFEL TLEI W,

257


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#ceph-restful-api
https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#ceph-restful-api

Red Hat Ceph Storage SBAF&EH A K

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/grafana/url
GrafanaURL M Y R¥Y VA% —&BRRLZET,
Bl

GET /api/grafana/url HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 23,

GET /api/grafana/validation/PARAMS
NFGA—F—

o PARAMS ZXFIEICEETHMZAE Y,

&

GET /api/grafana/validation/PARAMS HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ART 4 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access.TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

RS
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o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
W,
A10. ANL—2 0525 —DEBM

Ceph RESTful APl @ health T R RA V M a2EAT 2 AV Y KSR, ANL—Y USRS —DEEN
DFMEFLVRT—HRERRLET,

GET /api/health/full
Bl

GET /api/health/full HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 14 —%
LTI,

GET /api/health/minimal
ARNL=POS29—DRNBRDODEEREL R—MERTLET,
Bl

GET /api/health/minimal HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A4 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
AL TLLEIW,
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B EfE R
o F¥ffillX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,
AN KRR bk

Ceph RESTfulAPlhost T KR4 ¥ h&ZFERAL T, /—REBMEENZHRR MDIEHRERTT 5%
DAYy RS,

GET /api/host
=FHl
RAMDEFRE-—BERTLIEY,
NFGA—F—

e JT!)—:

o sources: KA MY —ZXADXFFIE,

&

GET /api/host HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fffliZ. L ARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, 29 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

POST /api/host
Bl

POST /api/host HTTP/1.1
Host: example.com
Content-Type: application/json

{
"hostname": "STRING",

"status": "STRING"

AF—4HZX3—FK

® 201 Created - Resource created.
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202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception.f#fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

DELETE /api/host/HOST_NAME
NRNFTA—4—

HOST_NAME (&, /—R&ICEZIHAXT,

AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,
204 No Content — Resource deleted.

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TmmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&R L TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

GET /api/host/HOST_NAME

BELAFRRAMNDIBHRERRTLET,
NFA—4—

&

HOST_NAME (&, /—RBICEZIHAXT,

Host: example.com

I GET /api/host/tHOST_NAME HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1 —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. TmR#ICA T A1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

PUT /api’host/HOST_NAME

BELLERRAMNDBEREZEHLE T, TDAEIE. Ceph Orchestrator ABEMRIZGEICDAY
/_.ﬁ’_ I\ -S ni -a—o

NSA—H—
e HOST NAME (&, /—RRBICEZH!AZFT,
o force: RAMDAYVFTFF—VRE—RNIZHFILET,
e labels: SNILD' R b,

e maintenance: X VT F—VRAE—REANTEHh, FLIEKRTLET,

e update_labels: ZNILAEEFH L F T,

&

PUT /api’host/HOST_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"force": true,
"labels": [
"STRING"

],

"maintenance": true,
"update_labels": true

ATF—4HRA—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 —%MERL T EX
LY,

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/host/HOST_NAME/daemons
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NFA—4—

&

HOST_NAME (&, /—R&ICEZIHA XTI,

Host: example.com

I GET /api’/hosttHOST_NAME/daemons HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 72X,

GET /api/host/HOST_NAME/devices
NFGA—F—

&

HOST_NAME (&, /—R&ICEZIHAXT,

GET /api’/hosttHOST_NAME/devices HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFREL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV ART 1 —%
FEER L T 72X,

POST /api/host/HOST_NAME/identify_device

BEINLWHROBT /NI ZADZA4 M ICLT, T/N1 REHNLET,
NFTA—4—
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e HOST_NAME (&, /—RNZICEE|AZET,
e device: /dev/dm-0. ABC1234DEF567-1R1234_ABC8DEOQ 7 & D7 /31 R ID,

o HB-FNNAZADLED N 75 v ad M,
#l

POST /api/host/HOST_NAME/identify_device HTTP/1.1
Host: example.com
Content-Type: application/json

{
"device": "STRING",

"duration": "STRING"

ATF—4HRX—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/host/HOST_NAME/inventory

=30
RAMNDA RN —BERRLET,
NRoTA—4H—
e HOST NAME (. /—RRAICEZHL!ZZT,
e JT!)—:
o refresh: JEREADEFH A M) H—F B2 XFIDIE,
Bl

GET /api/host/HOST_NAME/inventory HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.
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® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
BMLTLKEIW,

GET /api’host/HOST_NAME/smart
NFGA—4—
e HOST NAME (., /—RRAICBEZHL!ZFT,

&

GET /api/host/HOST_NAME/smart HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV RART 1 —%
HEER L T 72X,

B =Sk
o F¥ffllX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,
A12. ISCSI

Ceph RESTful APl D iscsi T KR4 » M A L TISCSI ZEET 2 XV v NS,

GET /api/iscsi/discoveryauth
iISCSI M HEREEDFMZRRL T T,
&

GET /api/iscsi/discoveryauth HTTP/1.1
Host: example.com
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ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
AL TLEIW,

PUT /api/iscsi/discoveryauth

=20
iISCSI MR ZREL T T,
NSA—H—
o /T —:
o user RERLI—HY—HDIXFI,
o password: LELR/NZ T — RXF5,
o mutual_user. B EQMEE 11— —ZDXFI,
o mutual_password: ¥ ERHEE/NZ T — RXFF,
&

PUT /api/iscsi/discoveryauth?

user=STRING &password=STRING&mutual_user=STRING&mutual_password=STRING
HTTP/1.1

Host: example.com

Content-Type: application/json

{
"mutual_password": "STRING",

"mutual_user": "STRING",
"password": "STRING",
"user": "STRING"

ATF—4HRA—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
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403 Forbidden - Unauthorized access./S\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 4 —%
L TLEIW,

GET /api/iscsi/target

&

Host: example.com

I GET /api/iscsi/target HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL TLEX
LY,

401 Unauthorized — Unauthenticated access.TmR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &BEFEL TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 1 —%
FEER L T 72X,

POST /api/iscsi/target

&

POST /api/iscsi/target HTTP/1.1
Host: example.com
Content-Type: application/json

{

"acl_enabled": "STRING",

"auth": "STRING",
"clients": "STRING",
"disks": "STRING",

"groups": "STRING",
"portals": "STRING",
"target_controls": "STRING",
"target_ign": "STRING"

ATF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception.ffflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TmR#ICA T A1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S—3X w3 V&L TLREX

° 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 1 —%
I:llb\ L/T < 7"\_

DELETE /api/iscsi/target TARGET_IQN
NRFIAX—H—
e TARGET_IQN Z/N\ZAXFIIEZIHMAZFT,
ATF—49X3—F
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 — %R L T I W
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception.5¥fflld. L ARV RART 1+ —%HRL TLEX
LY,

® 401 Unauthorized - Unauthenticated access. Z#ICAY A4 > L TLEI W
® 403 Forbidden - Unauthorized access./S—3X w3 V&R L TL X

° 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 1 —%
I:llb\ L/T < 7"\_

GET /api/iscsi/target/ TARGET_IQN
NFGA—F—

e TARGET_IGN Z /XXX FIICEIMZ T T,

&

GET /api/iscsi/target/ TARGET_IQN HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.5¥fflld. L ARV RART 1+ —%MRL TLEX
LY,

® 401 Unauthorized - Unauthenticated access. Z#ICA Y A1 > L TLEI W
® 403 Forbidden - Unauthorized access./S—3X v > 3 V&R L TLREX

° 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZRD L ARV RART 1 —%
le\ L/T < 7"\_

PUT /api/iscsi/target/ TARGET_IQN
NSGA—F—
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e TARGET_IGN Z/ XA XFIICEIMZ T T,

&

PUT /api/iscsi/target/ TARGET_IQN HTTP/1.1
Host: example.com
Content-Type: application/json

{

"acl_enabled": "STRING",

"auth": "STRING",
"clients": "STRING",
"disks": "STRING",

"groups": "STRING",
"new_target_ign": "STRING",
"portals": "STRING",
"target_controls": "STRING"

AF—4HZX3—FK

BIER R

200 OK - Okay.

400 Bad Request - Operation exception.f#fflid. L ARV AKRT 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X v o 3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLKEIWN,

o F¥ffillX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(AN

A13. 0%

Ceph RESTfulAPI D logs T KRA ¥ haERA L TOJIRERERTT DXV Y NS,

GET /api/logs/all

INTOATHREEZRTLEY,

&

GET /api/logs/all HTTP/1.1
Host: example.com

AF—4HZX3—FK
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RS

200 OK - Okay.

400 Bad Request - Operation exception 5##lild. L ARV ART 1 — %R L T LI
LY,

401 Unauthorized — Unauthenticated access.Tm#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

o Z¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X

(A

A.14. CEPH MANAGER €Y 2 —JL

Ceph RESTful API @ mgr/module T KR4 > k% {#F L T Ceph Manager €2 2 — )L A EIE YT % X

vy KSR

Z" o

GET /api/mgr/module

BETY1—ILO—EBARRLET,

&

Host: example.com

I GET /api/mgr/module HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X v o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

GET /api/mgr/module/MODULE_NAME

KGR EDEEZRMELET,
NFGA—4—
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&

GET /api/mgr/module/MODULE_NAME HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV RART 1 —%
BMLTLEIWN,

PUT /api/mgr/module/MODULE_NAME
=2
KR EDEZREL T,
RIA—H—
e MODULE_NAME (& Ceph Manager €Y 2 —JLRICEE|MAF T,

e configg EVa1—I)LF 7> 3 VD,
Bl

PUT /api/mgr/module/MODULE_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"config": "STRING"

}
ATF—4HRA3—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 72X,
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POST /api/mgr/module/MODULE_NAME/disable

fEED Ceph Manager EV a—ILEEMICLE T,
NFGA—F—

MODULE_NAME (& Ceph Manager €YV 2 —ILRICEESTA £,

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1+ —&HERL T LI
W,

401 Unauthorized — Unauthenticated access.T\R#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X v o 3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD ULV ARV RART 4 —%
L TLLEIW,

POST /api/mgr/module/MODULE_NAME/enable

fEE D Ceph Manager EV a—/ILEBMICLE T,
NFGA—F—

MODULE_NAME (& Ceph Manager €YV 2 —ILRICEES#A £,

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %2 L T X W,

400 Bad Request - Operation exception.f#fflid. L ARV ART 1 —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. T\#ICA T 1~ L TL EI L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 4 —%
FEER L T 72X,

GET /api/mgr/module/MODULE_NAME/options
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NSA—H—
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GET /api/mgr/module/MODULE_NAME/options HTTP/1.1
Host: example.com

AF—4HZX3—FK

RS

200 OK - Okay.

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TmR#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X v > 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLEIWN,

o F¥ffllX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(A

A.15. CEPH MONITOR

Ceph Monitor D1E#H % KR % Ceph RESTful API @ monitor T~ RKRA ¥ h&FERTE XY Y RS

i)
o

GET /api/monitor

Ceph Monitor DFFfli=RRL 9,

&

GET /api/monitor HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f#fflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access.Jm#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&BEFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 1 —%
LTI,
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B EfE R
o F¥ffillX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,
A.16. CEPH OSD

Ceph RESTfulAPI @ osd T RRA4 > M %&{FEHA L T Ceph OSD 2B T 24X Vv RS,

GET /api/osd
Bl

GET /api/osd HTTP/1.1
Host: example.com

ATF—4AO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. L ARV ZART 1 —ZMHER L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%
BMLTLKEIW,

POST /api/osd
Bl

POST /api/osd HTTP/1.1
Host: example.com
Content-Type: application/json

{
"data": "STRING",

"method": "STRING",
"tracking_id": "STRING"

}

A7—4ZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E2 L T XLy,

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
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® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%

BERL TSIV,

GET /api/osd/flags
CephOSD 757 %#&RRLZT,
Bl

GET /api/osd/flags HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ZART 1 — %R L T EX

Uy,
® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TLEI L,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%

MmLTLIETW,

PUT /api/osd/flags
AMNVL=UOUS R —2KD CephOSD 757 %RELET,
NFRA—5H—

e recovery deletes. sortbitwise. & & U pglog_hardlimit 7 5 7 DR E%MRERT D &

XTEFE A,

e purged_snapshots 7 5 V=R ETXFH A,

8%
EBLRBEICIE. UTO4DDT7 7 %EBMT 2HELNHY FT,

&

PUT /api/osd/flags HTTP/1.1
Host: example.com
Content-Type: application/json

{
"flags": [
"STRING"
]
}
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AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. J\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&BEFEL T I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLKEIW,

GET /api/osd/flags/individual
fERID Ceph OSD 75 7R LET,

&

GET /api/osd/flags/individual HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception 5##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. Jmm#ICA T A4~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

PUT /api/osd/flags/individual
=20
Ceph OSD DOf@ERIY 7t v k® noout. noin, nodown, 5L U noup 757 2BHLET,
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&

PUT /api/osd/flags/individual HTTP/1.1
Host: example.com
Content-Type: application/json

{

"flags": {

"nodown": true,
"noin": true,
"noout": true,
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"noup”: true

1,
"ids": [
1

]
}

ATF—HRAI—FK
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA T 1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 23X,

GET /api/osd/safe_to_delete
NG A—H—
e /T!)—:
o svc_ids: Ceph OSD #—E R#HBIF TCHRELRXFT,
&

GET /api/osd/safe_to_delete?svc_ids=STRING HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV RART 1 —%
BMLTLKEIW,

GET /api/osd/safe_to_destroy
Ceph OSD BMHEEL TERENE DI ZHRL T,
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NFA—4—
o JT!)—:

o ID: Ceph OSD #—E X #BIFDBHEALFF,

&

GET /api/osd/safe_to_destroy?ids=STRING HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. Z#fflll&. L ARV ART 4 —%MERL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
HEERL T 72X,

DELETE /api/osd/SVC_ID
NSA—H—
e SVC ID (&, CephOSD H—ERFHAFOXFIMBEICEZTA XY,
o JIT!)—:
o preserve_id: XFFDIE,
o force: XFFDIE,
AF—HZX3—FK
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL LI L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

GET /api/osd/SVC_ID
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Ceph OSD BT 2INELT—4 %R LF T,
NG A—H—

&

SVC_ID (F. Ceph OSD #—ERFHAFOXFIMEICEIHA XY,

Host: example.com

I GET /api/osd/SVC_ID HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 U &EFEL T I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

PUT /api/osd/SVC_ID
INFA—F—

&

SVC_ID (. Ceph OSD #—ERFHAFOXFIMEICEIHA XY,

PUT /api/osd/SVC_ID HTTP/1.1
Host: example.com
Content-Type: application/json

{

"device_class": "STRING"

}

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. J\R#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TL I W,
500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%

BERL TSIV,
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POST /api/osd/SVC_ID/destroy
Ceph OSD ICHEEINTWVWEEY—Y LE T, CephOSD I&, BEINDHEIY IV ET—T T

DENDHYET, TDIEIEIE CephOSD #HAFEETDEEHRFLEIT A, Cephx F—. BE
F—F—4., 8L lockbox ¥F—%EHIRL XTI,

Digk

==
[=]

COBIEICEY. F— 5 BRI A Y R A Y 7

NFA—F—

e SVC_ID |, CephOSD 4 —E RBANFOXTFMEICESHLA FT,
ATF—4HRX—F

® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I L,
® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%

mLTLIETW,

GET /api/osd/SVC_ID/devices
NFGA—F—

e SVC ID %, CephOSD H—E RHEBNFOXFIEICBEHRIET,
Bl

GET /api/osd/SVC_ID/devices HTTP/1.1
Host: example.com

ATF—4AO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fFffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%

mLTLIETW,

GET /api/osd/SVC_ID/histogram

CephOSD DER NS LT—9%BLZET,
NFGA—F—

&

SVC_ID %, CephOSD #—E 2B FOXFIIMEICEXRZET,

Host: example.com

I GET /api/osd/SVC_ID/histogram HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f#fflid. L ARV AKRT 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X v o 3 V&R L TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

PUT /api/osd/SVC_ID/mark

Ceph OSD % out. in, down, 8&UWlost IC¥—27 LE Y,

)z 6
) Ceph OSD &, lost ICT 2RI down &EX— VT 2MENHY X,

NFTA—4—

e SVC ID (%, CephOSD H—E RHEBNFOXFIEICBEHRIET,

&

PUT /api/osd/SVC_ID/mark HTTP/1.1
Host: example.com
Content-Type: application/json
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{

"action": "STRING"

}

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing. ¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. mR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 1 —%
FEER L T 72X,

POST /api/osd/SVC_ID/purge

G|

CRUSH ¥ v 75 Ceph OSD % HIBRL £ 9,

pa

Ceph OSD &, HIBREIICdown EX—V T 2RELNHY F T,

NFTA—4—

SVC_ID (. Ceph OSD #—ERFHAFOXFIMEICEIHA X,

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. J\m#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLKEIW,

POST /api/osd/SVC_ID/reweight
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Ceph OSD MDEH» % —BMICEEL XY, CephOSD ICout EX¥—IWFIF 5B &, OSD D
BEAZOICEREINET, CephOSD DY —I M inICRDE, OSD DEHIE 1 IEREINFE
ER

NFA—4—
e SVC_ID [&. CephOSD #— ERBEAFOXEIEICEIHBRAET,
Bl
POST /api/osd/SVC_ID/reweight HTTP/1.1

Host: example.com
Content-Type: application/json

{
"weight": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. 29 v 7 L —XD L ARV RART 1 —%
LTSIV,

POST /api/osd/SVC_ID/scrub
NSA—H—
e SVC ID (&, CephOSD H—ERFHHFOXFINEICEEZRA T,
o JITl)—:
o deep: 7—I/LETTY, true F7/zI4 false IR Y 7,
Bl
POST /api/osd/SVC_ID/scrub HTTP/1.1

Host: example.com
Content-Type: application/json

{

"deep": true

}

AF—4HZX3—FK
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201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T EX W,

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T\R#ICA T A1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&BEFEL T I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 72X,

GET /api/osd/SVC_ID/smart
NFGA—F—

&

SVC_ID i%. CephOSD #—E ZBANFOXFIIMEICEXRIET,

Host: example.com

I GET /api/osd/SVC_ID/smart HTTP/1.1

AF—4HZX3—FK

RS

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV AKRT 1 —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. J\R#ICA T 1 ~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(A

A.17. CEPH OBJECT GATEWAY

Ceph RESTful APl D rgw T KR4 > b % f#F L T Ceph Object Gateway Z BT 5 XV v RBER,

GET /api/rgw/status

Ceph Object Gateway DA 7T —4%9 2% RRL 9,

&
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GET /api/rgw/status HTTP/1.1
Host: example.com

ATF—4ZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. L ARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 VAR L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/rgw/daemon
Ceph Object Gateway T—E VA RRL X,
Bl

GET /api/rgw/daemon HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. 29 v 7 L —ZD L ARV RART 1 —%
BERLTLEIW,

GET /api/rgw/daemon/SVC_ID

NFA—4—
e SVC ID &, yY—EREHNFE=XFIETEZIMRAET,

&

GET /api/rgw/daemon/SVC_ID HTTP/1.1
Host: example.com

ATF—4HZX3—FK
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e 200 OK - Okay.

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/rgw/site
NFGA—F—
e /T!)—:
o query: XFFIE,

o daemon_name: 7 —E VD& (XF5E) #IBEL X T,
Bl

GET /api/rgw/site HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. TR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD LV ARV RART 4 —%
LTSI,

Ny NER
GET /api/rgw/bucket
NFGA—F—
e /T!)—:
o stats: /X7 v MNREETD T —IVE,

o daemon_name: 7 —E > DHZRI (XFFE) #IBEL X T,

&
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GET /api/rgw/bucket HTTP/1.1
Host: example.com

ATF—4ZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 4 — %R L TS
LY,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/rgw/bucket
Bl

POST /api/rgw/bucket HTTP/1.1
Host: example.com
Content-Type: application/json

{
"bucket": "STRING",

"daemon_name": "STRING",
"lock_enabled": "false",

"lock_mode": "STRING",
"lock_retention_period_days": "STRING",
"lock_retention_period_years": "STRING",
"placement_target": "STRING",

"uid": "STRING",

"zonegroup": "STRING"

ATF—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 4 — %R L T EX
(A

® 401 Unauthorized — Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/rgw/bucket/BUCKET
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NSA—H—
e BUCKET &, N7y h& (XFIE) ICEZHZFT,
o /Tl
o purge_objects: XFFID1E,
o daemon_name: 7 —E ¥ D& (XF5E) #HEEL X T,
ATF—HZX3—FK
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z##lll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 VAR L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEER L T 72X,

GET /api/rgw/bucket/BUCKET
NFA—F—
e BUCKET (&, N7 vy h& (XFIE) ICEZHZET,
e /T!)—:

o daemon_name: 7 —E ¥ D& (XF5E) #BEL X T,

&

GET /api/rgw/bucket/BUCKET HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—XD LV ARV RART 1 —%
HEER L T 72X,
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PUT /api/rgw/bucket/BUCKET
NFGA—F—
e BUCKET &, N7y h& (XFIE) ICEZHBZFT,

&

PUT /api/rgw/bucket/BUCKET HTTP/1.1
Host: example.com
Content-Type: application/json

{
"bucket_id": "STRING",

"daemon_name": "STRING",
"lock_mode": "STRING",
"lock_retention_period_days": "STRING",
"lock_retention_period_years": "STRING",
"mfa_delete": "STRING",
"mfa_token_pin": "STRING",
"mfa_token_serial": "STRING",

"uid": "STRING",

"versioning_state": "STRING"

ATFT—4HRX—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21 —%Z#E L T I LY,

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

a—4y—EH
GET /api/rgw/user
EE2 |
Ceph Object Gateway 1—H—%XKRL £ T,
INFA—5H—
e /T!)—:
o daemon_name: 7 —E ¥ D& (XF5E) #IBEL X T,
&
| |
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GET /api/rgw/user HTTP/1.1
Host: example.com
ATF—49RX3—F
® 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access.TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/rgw/user
Bl

POST /api/rgw/user HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access_key": "STRING",

"daemon_name": "STRING",
"display_name": "STRING",
"email": "STRING",
"generate_key": "STRING",
"max_buckets": "STRING",
"secret_key": "STRING",
"suspended": "STRING",
"uid": "STRING"

AT—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception 7 flll&. L ARV A RT 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—XD L ARV RART 1 —%
BMLTLKEIWN,

GET /api/rgw/user/get_emails
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NFA—4—
o JT!)—:

o daemon_name: 7 —E ~ D& (XF5E) #IBEL F T,

&

GET /api/rgw/user/get_emails HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. Z#fflll&. L ARV ART 4 —%MERL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%
HEERL T 72X,

DELETE /api/rgw/user/UID
NSA—H—
e UD%ZXFiELTA—F—IDICEIHTAZLT,
o JIT!)—:
o daemon_name: 7 —E >~ DERI (XFFE) #IBEL X T,
AF—HZX3—FK
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. g ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
BMLTLKEIW,

GET /api/rgw/user/UID
NFGA—F—
e UDZXFAELTA—HY—IDICEEHZAZET,
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&

JxTl)—:
o daemon_name: 7 —E VD& (XF5E) #HEEL X T,

o stats: 1 —H—#KEtD T —ILE,

Host: example.com

I GET /api/rgw/user/UID HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. TmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

PUT /api/rgw/user/UID
NFGA—F—

&

UD ZXFAELTA—F—IDICEI®ZIFT,

PUT /api/rgw/user/UID HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon_name": "STRING",
"display_name": "STRING",
"email": "STRING",
"max_buckets": "STRING",
"suspended": "STRING"

AF—4HZX3—FK

292

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tm#ICA T 1~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

DELETE /api/rgw/user/UID/capability
NFGA—F—

e UD%ZXFiELTA—F—IDICEIHEAZET,
o /Tl
o daemon_name: 7 —E >~ D&ZH] (XF5E) #HEEL X T,
o type: H, XFFIE,
o perm: HZH, XFII{E,
ATF—HZX3—FK
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEERL T 72X,

POST /api/rgw/user/UID/capability
NFGA—F—

e UDZXFIELTI—H—IDICEZHLAZET,

&

POST /api/rgw/user/UID/capability HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon_name": "STRING",
"perm": "STRING",
"type": "STRING"

}

AF—4HZX3—FK

® 201 Created - Resource created.
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® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XL,

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 23,

DELETE /api/rgw/user/UID/key
NSA—H—
e UDAXFHELTA—H—IDICEIH!MAET,
e JITl)—:
o daemon_name: T —E >V DELHI (XFIE) #EL X T,
o key_type: XF5I{&,
o subuser: XFFIE,
o access_key: XF7FI{&,
AF—#RA3—F
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLKEIW,

POST /api/rgw/user/UID/key
NFGA—F—
e UD%ZXFAELTA—HY—IDICEZEHZAET,

&

POST /api/rgw/user/UID/key HTTP/1.1
Host: example.com
Content-Type: application/json
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"access_key": "STRING",
"daemon_name": "STRING",
"generate_key": "true",
"key_type": "s3",
"secret_key": "STRING",
"subuser": "STRING"

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access.Tm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
AL TLEIW,

GET /api/rgw/user/UID/quota
NFA—5—

&

UD ZXFiELTA—F—IDICEI®ZIFT,

GET /api/rgw/user/UID/quota HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T\R#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
BLTLKEIWN,

PUT /api/rgw/user/UID/quota
NFGA—F—

UD ZXFiELTA—F—IDICEI®ZAFT,
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&

PUT /api/rgw/user/UID/quota HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon_name": "STRING",
"enabled": "STRING",
"max_objects": "STRING",
"max_size kb": 1,
"quota_type": "STRING"

A7—4ZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 21— L T XLy,

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/rgw/user/UID/subuser
NFGA—F—

e UDZXFIELTI—HY—IDICEZHLAZET,

&

POST /api/rgw/user/UID/subuser HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access": "STRING",

"access_key": "STRING",
"daemon_name": "STRING",
"generate_secret": "true",
"key_type": "s3",
"secret_key": "STRING",
"subuser": "STRING"

AF—4HZX3—FK

® 201 Created - Resource created.
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202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception.f#fflid. L ARV ART 1 —&HERL T LI

Uy,
401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,

403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 4 —%

BERL TSIV,

DELETE /api/rgw/user/UID/subuser/SUBUSER
NFGA—F—

UD ZXFiELTA—F—IDICEI®ZAFT,
SUBUSER ZXFF& L TH T2 —H—ZICET]IET,

T —:

o purge_keys: & HELBRWL D ICfalse ICERELE T, ChiFS3HT1—H—7T

DHHEBELFET,

o daemon_name: 7 —E VD& (XF5E) #IEEL X T,

AF—4HZX3—FK

RS

o Z¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(A

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

204 No Content - Resource deleted.

400 Bad Request - Operation exception.fFfflid. L ARV AKRT 1 —&HERL T LI

Uy,
401 Unauthorized — Unauthenticated access. TmR#ICA T 1~ L TL I L,

403 Forbidden - Unauthorized access./S\—3X w o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 1 —%

BERL TSIV,

A18. O—JL%#{E9 % REST API

radosgw-admin role < >~ RDMIZ, RESTAPI #FHA L TCO—I)LARIEFTEET,

REST B APl ZIEVUHE T ICIX, admin ¥ v v T&2HE > —%EMLET,
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B

298

[root@hostO1 ~]# radosgw-admin --uid TESTER --display-name "TestUser" --access_key TESTER --
secret test123 user create
[root@host01 ~]# radosgw-admin caps add --uid="TESTER" --caps="roles=""

o O—/ILAEFEKLET,
B

POST “<hostname>?
Action=CreateRole&RoleName=ROLE_NAME&Path=PATH_TO_FILE&AssumeRolePolicyDo
cument=TRUST_RELATIONSHIP_POLICY_DOCUMENT"

B

POST “<hostname>?
Action=CreateRole&RoleName=S3Access&Path=/application_abc/component_xyz/&AssumeRc¢
ePolicyDocument={"Version":"2022-06-17","Statement":[{"Effect":"Allow","Principal":{"AWS":
["arn:aws:iam:::user/TESTER"]},"Action":["sts:AssumeRole"[}]}”

EDH

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbch</id>
<name>S3Access</name>
<path>/application_abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component_xyz/S3Access</arn>
<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session_duration>3600</max_session_duration>
<assume_role_policy_document>{"Version":"2022-06-17","Statement":

[{"Effect":"Allow","Principal™:{"AWS":["arn:aws:iam:::user/TESTER"]},"Action":

['sts:AssumeRole"]}]}</assume_role_policy_document>

</role>

e O—JLZEIELET,

53°4

I POST “<hostname>?Action=GetRole&RoleName=ROLE_NAME”

B

I POST “<hostname>?Action=GetRole&RoleName=S3Access”

EDH

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbch</id>
<name>S3Access</name>
<path>/application_abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component_xyz/S3Access</arn>
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<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session_duration>3600</max_session_duration>
<assume_role_policy_document>{"Version":"2022-06-17","Statement":
[{"Effect":"Allow","Principal™:{"AWS":["arn:aws:iam:::user/TESTER"]},"Action":
['sts:AssumeRole"]}]}</assume_role_policy_document>
</role>

[ ] D_)b%_%%—%i—\bia—o
53°4

POST “<hostname>?
Action=GetRole&RoleName=ROLE_NAME&PathPrefix=PATH_PREFIX”

ZRDH
I POST “<hostname>?Action=ListRoles&RoleName=S3Access&PathPrefix=/application”

EDH

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbc5</id>
<name>S3Access</name>
<path>/application_abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component_xyz/S3Access</arn>
<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session_duration>3600</max_session_duration>
<assume_role_policy_document>{"Version":"2022-06-17","Statement":

[{"Effect":"Allow","Principal™:{"AWS":["arn:aws:iam:::user/TESTER"]},"Action":

['sts:AssumeRole"]}]}</assume_role_policy_document>

</role>

® assume A—JLARYY—RFa XV MNEEHLET,
=374

POST “<hostname>?
Action=UpdateAssumeRolePolicy&RoleName=ROLE_NAME&PolicyDocument=TRUST_RE
LATIONSHIP_POLICY_DOCUMENT”

B

POST “<hostname>?
Action=UpdateAssumeRolePolicy&RoleName=S3Access&PolicyDocument=
{"Version":"2022-06-17","Statement":[{"Effect":"Allow","Principal":{"AWS":
["arn:aws:iam:::user/TESTER2"]},"Action™:["sts:AssumeRole"]}]}”

o O—JLICEIYHBTONERYY—2BHLET,

53°4
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POST “<hostname>?
Action=PutRolePolicy&RoleName=ROLE_NAME&PolicyName=POLICY_NAME&PolicyDocu
ment=TRUST_RELATIONSHIP_POLICY_DOCUMENT"

1]

POST “<hostname>?
Action=PutRolePolicy&RoleName=S3Access&PolicyName=Policy1&PolicyDocument=
{"Version":"2022-06-17","Statement":[{"Effect":"Allow","Action":
['s3:CreateBucket"],"Resource":"arn:aws:s3:::example_bucket"}]}”

o N—JLICEYETOLNTWBENRN—IvYaVvR)y—ZAa—EBRRLET,
=374

I POST “<hostname>?Action=ListRolePolicies&RoleName=ROLE_NAME”

B

POST “<hostname>?Action=ListRolePolicies&RoleName=S3Access”
<PolicyNames>

<member>Policy1</member>
</PolicyNames>

o O—LICEIYHETOHNAEN—Iv2aVRYY—ZREBLET,

53°4

POST “<hostname>?
Action=GetRolePolicy&RoleName=ROLE_NAME&PolicyName=POLICY_NAME"

B

POST “<hostname>?Action=GetRolePolicy&RoleName=S3Access&PolicyName=Policy1”
<GetRolePolicyResult>
<PolicyName>Policy1</PolicyName>
<RoleName>S3Access</RoleName>
<Permission_policy>{"Version":"2022-06-17","Statement":[{"Effect":"Allow","Action":

['s3:CreateBucket"],"Resource":"arn:aws:s3:::example_bucket"}]}</Permission_policy>
</GetRolePolicyResult>

o O—)LICHYYTOENIR)V—%HIRLET,
=374

POST “hosthame>?
Action=DeleteRolePolicy&RoleName=ROLE_NAMEQ&PolicyName=POLICY_NAME"*

B
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I POST “<hostname>?Action=DeleteRolePolicy&RoleName=S3Access&PolicyName=Policy1”
e O—JLZHIFRLZET,

R

A—=JLiE, R=Iv a3V VRYI—DEYHTOLRTVWAERVWGEICDOAKHEIRTE
F9,

53°4

I POST “<hostname>?Action=DeleteRole&RoleName=ROLE_NAME"

B

I POST “<hostname>?Action=DeleteRole&RoleName=S3Access"

£3pC
o Z¥#fllX. Red Hat Ceph Storage Object Gateway HM KD O—ILDEE /> 3 V&SR L
TLEEIW,
A.19. NFS GANESHA

Ceph RESTful APl ® nfs-ganesha T KR4 > M &AL T CephNFS T — U x4 2EET % X
vy KSR

Z" o

GET /api/nfs-ganesha/daemon
NFS Ganesha T —E VICET 2 15HMERTLE T,
Bl

GET /api/nfs-ganesha/daemon HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 fflll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 7 NL—ZXD L ARV RART 4 —%
LTI,

GET /api/nfs-ganesha/export

301
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HHA
FRTODNFS Ganesha TV AR—rERRLET,
Bl

GET /api/nfs-ganesha/export HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fffliZ. L ARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
BMLTLKEIW,

POST /api/nfs-ganesha/export
NFS Ganesha T2 R R— M &7 ITER L F T,
Bl

POST /api/nfs-ganesha/export HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access_type": "STRING",

"clients": [

{
"access_type": "STRING",
"addresses": [

"STRING"

I,
"squash": "STRING"

}

I,
"cluster_id": "STRING",

"daemons": |
"STRING"

1,

"fsal": {
"filesystem": "STRING",
"name": "STRING",
"rgw_user_id": "STRING",
"sec_label xattr": "STRING",
"user_id": "STRING"

2
"path": "STRING",

302
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"protocols”: [
1

1,
"pseudo": "STRING",

"reload_daemons": true,
"security_label": "STRING",
"squash”: "STRING",
"tag": "STRING",
"transports": [

"STRING"

]
}

ATF—H#RAIA—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v ¥ 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID

HHA
NFS Ganesha TV A R— NEHIBRL F T,
NSTA—4—

o CLUSTER IDIERARNL—C ISR —BRIFOXFIICEZIHMAZET,
e EXPORT IDIZ. TVRR—KMNIDZEHUBXHTAZT,
o JT!)—:

o reload_daemons: NFS Ganesha T —E VR EDHBHAAHE N) H—F25T—)L
=N

ATF—4HRA—F
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,

® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,
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® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID
NFS Ganesha TV R R— MEREXRRTLET,
NFA—F—
e CLUSTER IDIFRA ML =29 R —FBAFOXFIESTZET,

e EXPORT_ID(E, TVRKR—KMIDEZEBHICEIHLZIFT,

&

GET /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #lll&. L ARV ZART 4 —%MRL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV ART 1 —%
BMLTLKEIWN,

PUT /api/nfs-ganesha/export/CLUSTER_ID/EXPORT _ID
NFS Ganesha TV R R— MEREFHLE T,
INFGA—F—
e CLUSTER IDIFRX ML =29 SR —FAFOXFIESTZFT,

e EXPORT_ID(E, TVRKR—KMIDEEBHICEIHLAIFT,

&

PUT /api/nfs-ganesha/export/CLUSTER_ID/EXPORT _ID HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access_type": "STRING",

"clients": [

{
"access_type": "STRING",
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"addresses": |
"STRING"
],
"squash": "STRING"
}
],

"daemons": |
"STRING"
],
"fsal": {
"filesystem": "STRING",
"name": "STRING",
"rgw_user_id": "STRING",
"sec_label xattr": "STRING",
"user_id": "STRING"
2
"path": "STRING",
"protocols”: [
1
],
"pseudo”: "STRING",
"reload_daemons": true,
"security_label": "STRING",
"squash”: "STRING",
"tag": "STRING",
"transports": [
"STRING"

]

AF—4HZX3—FK

e 200 OK - Okay.

(AN

BERL TSIV,

400 Bad Request - Operation exception.

GET /api/nfs-ganesha/status

NFS Ganesha BIEHRED A T — 49 RIEHERRTLFE T,

&

GET /api/nfs-ganesha/status HTTP/1.1

I Host: example.com

{83 A CEPH RESTFUL API {4k

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %2 L T X W,

X, LRARYRART 4 —%5ELTLES

401 Unauthorized — Unauthenticated access. mm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
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ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
LTI,

B SR
o Z¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A

e :¥#filZ. RedHat Ceph Storage Object Gateway H4 KM namespace #*5 NFS-Ganesha ~
DITYAR—b €I avaESRLTIEIL,

A.20. CEPH ORCHESTRATOR

Ceph RESTful API @ orchestrator T KR4 > h % f#F L T Ceph Orchestrator A7 —% R &R Y
XYy RBE,

GET /api/orchestrator/status
Ceph Orchestrator A7 —4% R #&xnR~L XY,
Bl

GET /api/orchestrator/status HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

BEfEI
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o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T ZX
LY,
A.21. POOLS
Ceph RESTfulAPI @ pool TV RRA V M EFALTRA ML —YT—ILEEETEXY v KRB,

GET /api/pool
j_)bo)_%%%ﬂ__\ L/ i’a—o
NFTA—4—
e JT!)—:
o attrs: 7—ILEMDXFIE,

o stats: 77— ILEETD T —IL1E,

&

GET /api/pool HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
BLTLEIW,

POST /api/pool
Bl

POST /api/pool HTTP/1.1
Host: example.com
Content-Type: application/json

{
"application_metadata": "STRING",

"configuration": "STRING",
"erasure_code_profile": "STRING",
"flags": "STRING",

"pg_num": 1,

"pool": "STRING",
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"pool_type": "STRING",
"rule_name": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing. ¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. Tm#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TL I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
LTIV,

DELETE /api/pool/POOL_NAME
NFGA—4—

POOL_NAME % 7—LD&RICBEE]MA T,

AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T XL,
204 No Content - Resource deleted.

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. J\#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&R L TL I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
LTIV,

GET /api/pool/POOL_NAME
NFTA—4—

B
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GET /api/pool/POOL_NAME HTTP/1.1
Host: example.com

ATF—4HAa—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 4 — %R L TS
W,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

PUT /api/pool/POOL_NAME
NRNFTA—4—
e POOL NAME % 7—ILDEZRIICEBXHA T,

B

PUT /api/pool/POOL_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"application_metadata": "STRING",

"configuration": "STRING",
"flags": "STRING"

}
ATF—4HRX—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z#flll&. L ARV ZART 4 —%MERL T EX
W,

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/pool/POOL_NAME/configuration
NFGA—F—
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&

POOL_NAME % 7— LD &RIICEB XX £ T,

Host: example.com

I GET /api/pool/POOL_NAME/configuration HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLKEIWN,

B EfE R
o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T ZX
(A

A.22. PROMETHEUS
Ceph RESTful APl ® prometheus T KR4 > b % {#FH L T Prometheus Z BT 57DD XYV v R
S,
GET /api/prometheus

&

310

Host: example.com

I GET /api/prometheus/rules HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception 5##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Jx#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X v o 3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T2,


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#ceph-restful-api
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GET /api/prometheus/rules
&

GET /api/prometheus/rules HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 1 —%MRL T EX
W,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/prometheus/silence
ATF7—HX3—FK

® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I Ly,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 —%MRL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/prometheus/silence/S_ID
NSGA—F—

e SIDEXFIEICEIH]AET,

ATFT—4HRA—F
® 202 Accepted - Operation is still executing.# X 7 ¥ 21 —%Z#EE L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/prometheus/silences
&

GET /api/prometheus/silences HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/prometheus/notifications
Bl

GET /api/prometheus/notifications HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

B =Sk
o F¥ffillX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
W,
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A.23.RADOS 7Ow 75 /31 R
Ceph RESTful API ® block T KR4 >~ K% fffA L TRADOS 7Oy 7 7/81 X (RBD) BT 5/
HOXYy RBR, ZOSRICIE. FIAARELTRTORBDHELIY KRS Y MP'EEFNET, UT
IBlERLET,
e RBD ZHIZEE
e RBDRF+vF¥3wvh
e RBD I3%§
e RBDIX7—=V7/
o RBD X 5—) Vv JDHE
o RBDIS—YVIT—IT—KANSY TS
o RBDIXZ—YYJ7T—ILE—FR

o RBDX5—Y VU 7—ILET

RBD 1 X —%

GET /api/block/image
RBDA X—Y%&RRLET,

INFA—H—
e /T —:
o pool_name: 7—I)L& (XF%)

&

GET /api/block/image HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. g ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA YT 1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BLTLLEIW,

POST /api/block/image
Bl
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POST /api/block/image HTTP/1.1
Host: example.com
Content-Type: application/json

{
"configuration": "STRING",

"data_pool": "STRING",
"features": "STRING",
"name": "STRING",
"namespace": "STRING",
"obj_size": 1,
"pool_name": "STRING",
"size": 1,

"stripe_count": 1,
"stripe_unit": "STRING"

AT—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/block/image/clone_format_version
RBD 7O0—YHFADN—U 3 Vv %RLET,
Bl

GET /api/block/image/clone_format_version HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
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® 500 Internal Server Error — Unexpected error. AY Y 7 ML —AD VARV ART A4 —%
LTSIV,

GET /api/block/image/default_features
&

GET /api/block/image/default_features HTTP/1.1
Host: example.com

ATF—4HZAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 72X,

GET /api/block/image/default_features
&

GET /api/block/image/default_features HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

DELETE /api/block/image/IMAGE_SPEC
NSA—H—
e IMAGE_SPEC ZXFIDEE L TAX—YZICEESBAZET,
ATF—49X3—F

® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
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® 204 No Content — Resource deleted.

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/block/image/IMAGE_SPEC
NFGA—F—

e IMAGE_SPEC ZXFJDIEE L TA X—VZICESHTAZET,

&

GET /api/block/image/IMAGE_SPEC HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 1 —%MERL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—XD LV ARV RART 1 —%
FEER L T 72X,

PUT /api/block/image/IMAGE_SPEC
NFGA—F—

e IMAGE_SPEC ZXFJDIEE L TA X—VZICEZIHTAZET,

&

PUT /api/block/image/IMAGE_SPEC HTTP/1.1
Host: example.com
Content-Type: application/json

{
"configuration": "STRING",

"features": "STRING",
"name": "STRING",
"size": 1
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AT—4HRA3—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 4 — %R L T X
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BMLTLKEIW,

POST /api/block/image/IMAGE_SPEC/copy
NFGA—F—

e IMAGE_SPEC ZXFJDIEE L TA X—VZICEZIHTAZET,

&

POST /api/block/image/IMAGE_SPEC/copy HTTP/1.1
Host: example.com
Content-Type: application/json

{
"configuration": "STRING",

"data_pool": "STRING",
"dest_image_name": "STRING",
"dest_namespace": "STRING",
"dest_pool_name": "STRING",
"features": "STRING",
"obj_size": 1,

"snapshot_name": "STRING",
"stripe_count": 1,

"stripe_unit": "STRING"

ATF—4HRA3—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7 flll&. L ARV A RT 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 VEFEER L TL I L,
® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD LV ARV RART 4 —%

BERL TSIV,
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POST /api/block/image/IMAGE_SPEC/flatten
NIA—H—
e IMAGE_SPEC ZXFIDEE L TAX—YRZICEIHTAZET,
ATF—49X3—F
® 201Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21— %R L T LI,

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/block/image/IMAGE_SPEC/move_trash
=20
AXA—VETIFEIIBHLET, /O0—VILE>2TT7I9T1 JIERINTWS A X =Tk, O
SFICBEL T, BRTHIRRIZ2ZENTEEY,

NFA—4—

e IMAGE_SPEC ZXFJDIEE L TA X—VZICESHTAZET,

&

POST /api/block/image/IMAGE_SPEC/move_trash HTTP/1.1
Host: example.com
Content-Type: application/json

{
"delay": 1

}

ATF—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XL,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%

BERL TSIV,
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RBDX5—=V%

GET /api/block/mirroring/site_name
RBD I 5—YUVIHA hEERTLETY,
Bl

GET /api/block/mirroring/site_name HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. Z#fflll&. L ARV ART 4 —%MERL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%
HEERL T 72X,

PUT /api/block/mirroring/site_name

B

PUT /api/block/mirroring/site_name HTTP/1.1
Host: example.com
Content-Type: application/json

{
"site_name": "STRING"

}
A7F—4ZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception.f#ffliZ. L ARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV RART 1 —%
LTIV,

RRD SS—UYVHST—ILT—KZAKSy T
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POST /api/block/mirroring/pool/POOL_NAME/bootstrap/peer
NFGA—F—

® POOL_NAME #XFF & LTT—ILDERIICEE A F T,

&

POST /api/block/mirroring/pool/POOL_NAME/bootstrap/peer HTTP/1.1
Host: example.com
Content-Type: application/json

{
"direction": "STRING",

"token": "STRING"

ATF—4HRA3—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# X 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access.TR#ICA T A1~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/block/mirroring/pool/POOL_NAME/bootstrap/token
RFA—H—
e POOL_NAME #XF5 & LTT—ILOEARICBEEI]A LT,
AF—42X3—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception. 7#flll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access. TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—=3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,
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RBD S 5—Y Y5 —IE—FK

GET /api/block/mirroring/pool/POOL_NAME

RBD IS5— Vv J/OBEARRLET,
NRoTA—4H—

&

POOL_NAME %=X F5& LTT—ILOBFNICEESHBAF T,

Host: example.com

I GET /api/block/mirroring/pool/POOL_NAME HTTP/1.1

A7F—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

PUT /api/block/mirroring/pool/POOL_NAME
NSA—H—

&

POOL_NAME %=X F5& LTT—ILOAFNICESHAF T,

PUT /api/block/mirroring/pool/POOL_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"mirror_mode": "STRING"

}

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.T\m#ICA T A4~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLKEIW,

RBDX5—YVJS—ILET

GET /api/block/mirroring/pool/POOL_NAME/peer
NFGA—F—

® POOL_NAME #XFF & LTT—ILDERIICEETAE T,

&

GET /api/block/mirroring/pool/POOL_NAME/peer HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
HEERL T 23X,

POST /api/block/mirroring/pool/POOL_NAME/peer
NFGA—F—

® POOL_NAME #XFF & LTT—ILDERIICEE]AF T,

&

POST /api/block/mirroring/pool/POOL_NAME/peer HTTP/1.1
Host: example.com
Content-Type: application/json

{
"client_id": "STRING",

"cluster name": "STRING",
"key": "STRING",
"mon_host": "STRING"

ATF—4HZX3—FK
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® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 72X,

DELETE /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID
NSA—H—
e POOL_NAME #XF5 & LTT—ILOEZRICBEEIRA £
e PEER UUID (&, XFF & LTE7PDUUD ICES#AET,
AF—49X3—F
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,

® 204 No Content — Resource deleted.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
HEER L T 72X,

GET /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID
NFGA—F—
® POOL_NAME %=X F5 & LTT—ILOEZRICEES]RA

[ERE i
e PEER_UUID (. XFF&ELTEF7DUUD ICEEMAFT,

&

GET /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.
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® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

PUT /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID
NFGA—F—
e POOL_NAME %=X F5 & L TT—ILOEZRICEESH]RA

9,
e PEER UUID (&, XFH & LTE7PDUUD ICES#AET,

&

PUT /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID HTTP/1.1
Host: example.com
Content-Type: application/json

{
"client_id": "STRING",

"cluster_name": "STRING",
"key": "STRING",
"mon_host": "STRING"

A7—4ZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T I L,

® 400 Bad Request - Operation exception 7#flll&. L ARV ART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

RBD X 5—1) Y JDHE
GET /api/block/mirroring/summary
RBD I 5—)VJDBEERRLET,
&
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GET /api/block/mirroring/summary HTTP/1.1
Host: example.com

ATF—4HAa—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 4 — %R L TS
W,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

RBD & niZ2f

GET /api/block/pool/POOL_NAME/namespace
NFGA—F—

® POOL_NAME #XFF & LTT—ILOERIICEE]AF T,

&

GET /api/block/pool/POOL_NAME/namespace HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 23,

POST /api/block/pool/POOL_NAME/namespace
NFGA—F—

® POOL_NAME #XFF & LTT—ILDERIICEE]AF T,

&

I POST /api/block/pool/POOL_NAME/namespace HTTP/1.1
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Host: example.com
Content-Type: application/json

{
"namespace": "STRING"

}

ATF—HRAI—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA T 1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 23X,

DELETE /api/block/pool/POOL_NAME/namespace/NAMESPACE
NSA—H—
e POOL_NAME #XF5 & LTT—ILOEARICEEI]A LT,
e NAMESPACE %= X=F%5)& L T namespace ICBE XA XY,
AF—4HRX3—F
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. 5 ffliZ. L ARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S—=3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

RBD R+ v Fav b

POST /api/block/image/IMAGE_SPEC/snhap
NFGA—F—

e IMAGE_SPEC ZXFJDIEE L TA X—VZICEZIHTAZET,
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POST /api/block/image/IMAGE_SPEC/snap HTTP/1.1
Host: example.com
Content-Type: application/json

{

"snapshot_name": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %2 L T X W,

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.T\R#ICA T A1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEER L T 72X,

DELETE /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME
NFA—4—

IMAGE_SPEC ZXFIDEE L TA A —TVBICBEI]AFTT,

SNAPSHOT_NAME (¥, R F v >3y NOAFIZXFIEE LTESBAET,

AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,
204 No Content - Resource deleted.

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. m#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X v o 3 V&EFEL T I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
LTI,

PUT /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME
NFTA—4—

IMAGE_SPEC Z XFIDEE LTA A —YBICBEI|AFTT,
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e SNAPSHOT_NAME (&, RF v 7> 3y hOARIEZXFIEE LTEIHBAZET,

&

PUT /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"is_protected": true,
"new_snap_name": "STRING"

}
ATF—4HRA—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 1 —%
FEER L T 72X,

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/clone
=20
2FyvFrayvbhaEAA=2Il/O0-V LET,
NFA—5H—
e IMAGE_SPEC ZXFIDEE LTAA—JRICEESHMZIZET,

e SNAPSHOT_NAME (&, RF v 7> 3y hOARIEZXFIEE LTEIHBAZET,

&

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/clone HTTP/1.1
Host: example.com
Content-Type: application/json

{
"child_image_name": "STRING",

"child_namespace": "STRING",
"child_pool_name": "STRING",
"configuration™: "STRING",
"data_pool": "STRING",
"features": "STRING",
"obj_size": 1,
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"stripe_count": 1,
"stripe_unit": "STRING"
1

ATF—4HRX—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception 7#fflll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/rollback
NSA—5—
e IMAGE_SPEC ZXFIDEE LTAA—JRICBEESHMZAZET,
e SNAPSHOT NAME (¥, R+ v 7o 3y hOELRIZXFIEE LTEXHRAET,
AF—HZX3—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T X
LY,

® 401 Unauthorized — Unauthenticated access. TR#ICA T A >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

RBD T34

GET /api/block/image/trash
TARTHORBD IIFFIV M) —, FLIFT—ILHTEDORBD TIFHDOFMERRLET,
INFGA—F—
e /1) —:

o pool_name: 7— L DL (XFFE)
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&

GET /api/block/image/trash HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV RART 1 —%
BMLTLEIWN,

POST /api/block/image/trash/purge

20
TIFEHISHRINDA A =T FTRTHIBRLES,
INFGA—F—
e /T!)—:
o pool_name: 7— L DL (XFFIE)
Bl

POST /api/block/image/trash/purge HTTP/1.1
Host: example.com
Content-Type: application/json

{
"pool_name": "STRING"

}

AT7—4ZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
L TLLEIW,

330



{83 A CEPH RESTFUL API {4k

DELETE /api/block/image/trash/IMAGE_ID_SPEC

TIEDIOA A=V ZHIRLET, 1 A —Y QEIFEIZE L TWARWEEIE, force Z
LAWRYHIMRTEEA, 70—VRIIKT V74 TILERFOA A —I%, RF v o3y b

NEEINTWVWSELD, HIRTEEXEA,
NRIA—H—
e IMAGE ID SPEC ¥, 1 X— V&4 XFFIEE LTBXHIET,
o JIT!)—:
o force: THFED LA XA —Y DHIRZEEIT 2 T —IL{E,

AF—4HZX3—FK

® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,

® 204 No Content — Resource deleted.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX

(AW
® 401 Unauthorized - Unauthenticated access. IZR#ICA T A >~ L TLEI L,

® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%

BERL TSI,

POST /api/block/image/trash/IMAGE_ID_SPEC/restore

=30
TIEIAA—VAEETLET,
NRNFTA—4—
e IMAGE_ID_SPEC IE. 1 X —Y&AXFIMEE LTESHAZT.
Bl

POST /api/block/image/trash/IMAGE_ID SPEC/restore HTTP/1.1
Host: example.com
Content-Type: application/json

{

"new_image_name": "STRING"

}

AF—4HZX3—FK

® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# 7 ¥ 21— L T I LY,
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® 400 Bad Request - Operation exception.gFfiid. VARV ART 4 —ZMEHZ L TK LT
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 7 NL—ZXD LV ARV RART 14 —%
FEER L T 72X,

BIER R

F¥#flX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A

A24. KT —XVANI VY —

Ceph RESTful API @ perf_counters T KR4 > N AFERATZ XAV Yy RSB, X F X% Ceph /¥
T74—<XVRAAI Y —%RKRmLET, TOSRICIE. FATELGAINTDONTIF—IVRAI VY —
NEFNET, UTICAHlZRLET,

332

Ceph Metadata Server (MDS)

Ceph Manager

Ceph Monitor

Ceph OSD

Ceph Object Gateway

Ceph RADOS 70w ¥ F/X4 XA (RBD) 35— vV
TCMU S v+ —

GET /api/perf_counters
NIA—XVAANI VI —%RRLET,
Bl

GET /api/perf_counters HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.
400 Bad Request - Operation exception.f¥fflld. L ARV ART 1 —%HR LTI,
401 Unauthorized — Unauthenticated access. Jmm#ICA T 1 >~ L TL I L,

403 Forbidden - Unauthorized access./S\—3X w3 V&EFEL T I W,


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#ceph-restful-api
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® 500 Internal Server Error - Unexpected error. A9 v 2 ML —Z2D L ARV ART 4 — &R L
TLEXIW,

Ceph Metadata Server

GET /api/perf_counters/mds/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXFi & L TRERY—EXFHANFICEZIHTRZI T,

&

GET /api/perf_counters/mds/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4AO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BMLTLKEIW,

Ceph Manager

GET /api/perf_counters/mgr/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICESHTRZIFTT,

&

GET /api/perf_counters/mgr/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
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® 500 Internal Server Error — Unexpected error, A9 v 7 NL—AD VLV ARV ART 4 — %
L TSI,

Ceph Monitor

GET /api/perf_counters/mon/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—ERFHANFICEZITRZA T,

&

GET /api/perf_counters/mon/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 4 — %R L T X
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A4 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, 29 v 2 NL—ZXD L ARV RART 4 —%
L TLLEIW,

Ceph OSD

GET /api/perf_counters/osd/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZITRZIFTT,

&

GET /api/perf_counters/osd/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z#flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TL I L,

® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,
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® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

CephRADOS 7Oy 257 /XM A (RBD) I 5—Y ¥

GET /api/perf_counters/rbd-mirror/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZIHTRZA T,

&

GET /api/perf_counters/rbd-mirror/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ART 1 —%MRL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

Ceph Object Gateway

GET /api/perf_counters/rgw/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZITRZI T,

&

GET /api/perf_counters/rgw/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. L ARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,
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500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

TCMU S V¥ —

GET /api/perf_counters/tcmu-runner/SERVICE_ID
NFGA—F—

&

SERVICE_ID Z2XF5 & L TRERY —ERFEBFICEEHAITT,

Host: example.com

I GET /api/perf_counters/tcmu-runner/SERVICE_ID HTTP/1.1

AF—4HZX3—FK

RS

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—RD L ARV RART 4 —%
FEER L T 23,

o F¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X

(A

A25.O0—J)b

Ceph RESTfulAPI D role T RRA Y haFEAL T Ceph DI FIFARI—H—O—-ILEEET 2%

HDAY Y K

GET /api/role

=08

Z" o

A—-LD—BEZXRRLIT,

&

Host: example.com

I GET /api/role HTTP/1.1

AF—4HZX3—FK
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e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/role
Bl

POST /api/role HTTP/1.1
Host: example.com
Content-Type: application/json

{
"description”: "STRING",

"name": "STRING",
"scopes_permissions": "STRING"

}

ATF—4HRA3—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

DELETE /api/role/NAME
NFA—F—
e NAME #XF5 & LTO—ILEICBITAET,
ATF—4HRA—F
® 202 Accepted - Operation is still executing.# 7 F 2 —%Z#E L T I LY,

® 204 No Content — Resource deleted.
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® 400 Bad Request - Operation exception.f#ffliZ. L ARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/role/NAME
NFGA—F—

e NAME #X=F% & LTAO—IILEICEX]RAET,

B

GET /api/role/NAME HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
LTI,

PUT /api/role/NAME
NFGA—F—

e NAME #X=F%& L TAO—IILEICEX]RAET,

&

PUT /api/role/NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"description”: "STRING",

"scopes_permissions": "STRING"

}

AF—4HZX3—FK

e 200 OK - Okay.
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® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/role/NAME/clone
NFGA—F—

e NAME ZX=F5 & LTA—ILEICEES]AZTT,

&

POST /api/role/NAME/clone HTTP/1.1
Host: example.com
Content-Type: application/json

{
"new_name": "STRING"

}

ATF—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access. TR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD LV ARV RART 4 —%
FEER L T 72X,

B 1SR
o Z¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
LY,
A26.—EX

Ceph RESTful APl @ service T KR4~ &AL TIFI XA Ceph —EREZEET 572DD
XYy RSB,
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GET /api/service
NIA—H—

e JT!)—:

o service_name: XF5 & L TH—ERE,

&

GET /api/service HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fllld. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. IR#ICA T A >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/service
NFGA—F—
e service_spec: Y —E XD JSON 7 71 L. & L TDIBE,

e service_name: 1t —E XD L]

&

POST /api/service HTTP/1.1
Host: example.com
Content-Type: application/json

{

"service_name": "STRING",
"service_spec": "STRING"

}

ATF—4HRX3—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7#flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

GET /api/service/known_types
BHOY—ERYA TO—EERRLET,
Bl

GET /api/service/known_types HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. g ffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV ART 1 —%
BLTLKEIW,

DELETE /api/service/SERVICE_NAME
RFA—H—
e SERVICE_NAME (&, ' —EXZ%EZXFIE L TEEHMAZET,
ATF—45X3—F
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHRL T LS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
BMLTLKEIWN,

GET /api/service/SERVICE_NAME
NFTA—4—

e SERVICE NAME (. H—EX&ZZXFIELTESHZAET,
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&

GET /api/service/SERVICE_NAME HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. T\R#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%

BERL TSIV,

GET /api/service/SERVICE_NAME/daemons
NFGA—F—
e SERVICE_NAME (&, H—ERXRZREZNXFIE L TEZIHMAZT,

&

GET /api/service/SERVICE_NAME/daemons HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV AKRT 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%

mLTLIETW,

B 1SR
o Z¥ffllX. RedHat Ceph Storage FAFE 1 KD Ceph RESTful APIDE % 5
(A

A27. % E
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Ceph RESTful APIn O settings T KR4 > 2R L TIFI XA CephFRELBETE AV YR
P

=7 o

GET /api/settings

=30
FETgELRA TYarvD—82RRLET,
NFGA—4—
e JT!)—:
o names: 4+ 7 av&DIAVIRYY ) X K
Bl

GET /api/settings HTTP/1.1
Host: example.com

ATF—4HZAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
BLTLKEIWN,

PUT /api/settings
AT7F—HX3—FK

e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XL,

® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

DELETE /api/settings/NAME

NRoTA—4H—
e NAMEA2XFHELTATYavEICBEIEBRAET,
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AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,
204 No Content - Resource deleted.

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. J\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&BEFEL T I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLKEIW,

GET /api/settings/NAME

EATvavEaERRLED,
NFGA—4—

&

NAME 2 XFH & LTA T a v RICEE]AET,

Host: example.com

I GET /api/settings/NAME HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TL I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 23X,

PUT /api/settings/NAME
NSA—H—

&

NAME 2 XFA & LTA T avRICEE]AET,

PUT /api/settings/NAME HTTP/1.1
Host: example.com
Content-Type: application/json
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{
"value": "STRING"

}

ATF—4HAa—FK
e 200 OK - Okay.

® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T X

(AW
® 401 Unauthorized - Unauthenticated access. TR#ICA T A1 >~ L TL I L,

® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%

BERL TSIV,

B EfE R
o F¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T ZX
LY,

A28.CEPH % X 7

Ceph RESTfulAPI M task T RRA >~ h&FHA LT Ceph ¥ RV ERRT DDDAY v RS,

GET /api/task
Ceph# RV %=RRLET,
NFGA—F—
e /T!)—:
o ARl Y XU DAL
Bl

GET /api/task HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS

(AN

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%

mLTLIETW,

B EfE R
o F¥ffllX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,
A29. 7L X KN —

o

Ceph RESTful API O telemetry T KR4 >~ M % L T telemetry Ceph Manager €Y 2 —J)L D7 —
HEEBTDIHOHDAY Y RSB,

PUT /api/telemetry

telemetry EV 2 — )L CTREL LT Y DEEEBMFIEEMICLET,
NFA—5—

e enable: 7—JL{ETY,

&

license_name: XF5 D& (4: sharing-1-0) T¥, 1—H—AEBFHL. TL AN —
T EHRBETEIIAEVRAEZITANDEDICLTLEIW,

PUT /api/telemetry HTTP/1.1
Host: example.com
Content-Type: application/json

{

"enable": true,
"license_name": "STRING"

}

AF—4HZX3—FK

346

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception 5##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.JR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 41 —%
FEER L T 72X,
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GET /api/telemetry/report
Ceph BLUTNAZADLR—ITF—49%ERRLET,
Bl

GET /api/telemetry/report HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z#flll&. L ARV ART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access.TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

B SR
o F¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A

A30.CEPH 1 —#—

Ceph RESTful API D user T RiRA ¥ M &ER L T Ceph 2—H—DFFMA R~ L. Ceph 12— —
NRRAT—RZzEEBTDHEDSRTY,

GET /api/user
A—H—D—EERFLET,
Bl

GET /api/user HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.5¥#flld. L ARV ART 1+ —%HRL TLEX
LY,

® 401 Unauthorized - Unauthenticated access.TR#ICA T A1 >~ L TLEI L,

® 403 Forbidden - Unauthorized access./S\—3X v & 3 VAR L TL I,
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® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%

mLTLETW,

POST /api/user
Bl

POST /api/user HTTP/1.1
Host: example.com
Content-Type: application/json

{

"email": "STRING",
"enabled": true,
"name": "STRING",

"password": "STRING",
"pwdExpirationDate": "STRING",
"pwdUpdateRequired": true,
"roles": "STRING",

"username”: "STRING"

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T XL,

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1 —&HERL T LI
(A

401 Unauthorized — Unauthenticated access.Jm#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. 29 v 7 NL—ZD L ARV RART 1 —%
BLTLKEIW,

DELETE /api/user/USER_NAME
NSA—H—

348

USER_NAME (3. XFH& L TA—HY—DEFICEIHRAET,

AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T EX W,
204 No Content - Resource deleted.

400 Bad Request - Operation exception Z##lild. L ARV ZART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. T#ICA T 1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/user/USER_NAME
NFA—5—

e USER_NAME (3. XFHELTAI—HF—DEFICEZIHAIT,

&

GET /api/user/USER_NAME HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZMHRL T LS
LY,

® 401 Unauthorized - Unauthenticated access. R#ICA T A4 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

PUT /api/user/USER_NAME
INFA—5—

e USER_NAME (3. XFH&ELTI—HF—DEFICEZIBAET,

&

PUT /api/user/USER_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"email": "STRING",

"enabled": "STRING",

"name": "STRING",

"password": "STRING",
"pwdExpirationDate": "STRING",
"pwdUpdateRequired": true,
"roles": "STRING"

ATF—4HZX3—FK

® 200 OK - Okay.
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® 202 Accepted - Operation is still executing.# A 7 ¥ 21— L T I Ly,

® 400 Bad Request - Operation exception Z#flll&. L ARV ZART 4 — %R L T X
W,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BLTLKEIWN,

POST /api/user/lUSER_NAME/change_password
NSA—H—

e USER_NAME (. XFHELTAI—HY—DEFNICEZIHAIT,

&

POST /api/user/USER_NAME/change_password HTTP/1.1
Host: example.com
Content-Type: application/json

{
"new_password": "STRING",

"old_password": "STRING"
}

AT—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21 —%Z#E L T I LY,

® 400 Bad Request - Operation exception. 7 fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. TR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV ART 1 —%
HEERL T 72X,

POST /api/user/validate_password

=3
N2AT—RAEHRLT, RRAT—RRY S —DFEINTWBENEI D EERELET,
NRSTA—4H—

e Password: #Rif9 B/X A7 — K,

o 1—¥H¥—-FH FE 1Y -DHEHL
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e old_password: &, HWW/IRT— K,

&

POST /api/user/validate_password HTTP/1.1
Host: example.com
Content-Type: application/json

{
"old_password": "STRING",

"password": "STRING",
"username": "STRING"

ATF—4HAO—K
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 1 —%MRL T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
HEERL T 23X,

B EfE R
o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
LY,
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(F4%B S3 D—IEMAR ) VTR Ay 4 —

UTFDRICIE. BWRA—MBHNR)IVITZA MY S —EZOHRAEZFEDTVET,

FBIVIITRAMAYYT—

VOTRMAY FT— 20

CONTENT_LENGTH DOIRAMRT 4 —DRE,
DATE ZROBEE B (UTC E4I),
HOST KRR MY —R"—DEH,
AUTHORIZATION EEBh—0V,
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HABRCS3D —WHRL ARV ART—HZXO—K

F8KCS3 D —fEMR L ARV RARAT—H XAO—NR
LUTORIZ, BWE—BHNAHTTP LRARYARTFT—FRAE[/HRTEII—RERLTWVWET,

KCILARYADAT—H R

HTTP RF7—4% R LARYZO—F

100 Continue

200 Success

201 Created

202 Accepted

204 NoContent

206 Partial content

304 NotModified

400 InvalidArgument

400 InvalidDigest

400 BadDigest

400 InvalidBucketName

400 InvalidObjectName

400 UnresolvableGrantByEmailAddress
400 InvalidPart

400 InvalidPartOrder

400 RequestTimeout

400 EntityToolLarge

403 AccessDenied

403 UserSuspended

403 RequestTimeTooSkewed
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HTTP RF7—4% R LAKRYZRO—F

404 NoSuchKey

404 NoSuchBucket

404 NoSuchUpload

405 MethodNotAllowed
408 RequestTimeout
409 BucketAlreadyExists
409 BucketNotEmpty
411 MissingContentLength
412 PreconditionFailed
416 InvalidRange

422 UnprocessableEntity
500 InternalError
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8D S3 Y R— b INBWAY ST —T 1 —IL K

HEEDS3I Y R—bhINABWAY Y —T 4 —ILR

KDAYR— b INBWAYST —T1—ILEK

e il

x-amz-security-token 7 ITX K
Server LRRV R
x-amz-delete-marker LRARV R
x-amz-id-2 LRERV R
x-amz-request-id LRARY R
x-amz-version-id LRERV R
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FERESWIFT Y VTR Ay ¥ —

KEIVIIRA MY SHT—

X-Auth-User FREE Y % F—®D Ceph Object Gateway D 1 —H'—%, String =W

X-Auth-Key Ceph Object Gateway D A —H—ZICEAERMIFT SN F—, String [=qA
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ABFSWIFTLRARY ZAY §—

{FER%F SWIFT L RIRY ANy &' —
H—N—=D5DL ARV ZAICIE, X-Auth-Token DEHFEFNTWVWBRRENHY T, L ARV RIC
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I DfE. Python D boto3 €212 —JL%ZEMH L T, Ceph Object Gateway D Secure Token
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import boto3

iam_client = boto3.client('iam’,
aws_access_key_id=ACCESS_KEY_OF_TESTER1,
aws_secret_access_key=SECRET_KEY_OF_TESTERI,
endpoint_url=<IAM URL>,

region_name="

)

policy_document = "{\"Version\":\"2012-10-17\" \"Statement\":[{\"Effect\":\" Allow\",\"Principal\":
{\"AWS\":[\"arn:aws:iam:::user/TESTER1\"]},\"Action\":[\"sts:AssumeRole\"]}]}"

role_response = iam_client.create_role(
AssumeRolePolicyDocument=policy_document,
Path="/",

RoleName='S3Access',

)

role_policy = "{\"Version\":\"2012-10-17\",\"Statement\":
{\"Effect\":\"Allow\" \"Action\":\"s3:*\" \"Resource\":\"arn:aws:s3:::*\"}}"

response = iam_client.put_role_policy(
RoleName='S3Access',
PolicyName="Policy1’,
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,
aws_access_key_id=ACCESS_KEY_OF_TESTER2,
aws_secret_access_key=SECRET_KEY_OF_TESTER2,
endpoint_url=<STS URL>,

region_name=",

)

response = sts_client.assume_role(
RoleArn=role_response['Role"]['Arn’],
RoleSessionName='Bob',
DurationSeconds=3600

)
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s3client = boto3.client('s3',

aws_access_key_id = response['Credentials']['AccessKeyld],
aws_secret_access_key = response['Credentials']['SecretAccessKey'],
aws_session_token = response['Credentials']['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",)

bucket_name = 'my-bucket’
s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

AssumeRoleWithWebldentity Dl

import boto3

iam_client = boto3.client('iam’,
aws_access_key_id=ACCESS_KEY_OF_TESTER1,
aws_secret_access_key=SECRET_KEY_OF_TESTERI,
endpoint_url=<IAM URL>,

region_name="

)

oidc_response = iam_client.create_open_id_connect_provider(
Url=<URL of the OpenID Connect Provider>,
ClientIDList=[
<Client id registered with the IDP>
1,
ThumbprintList=[
<IDP THUMBPRINT>
]
)

policy_document = "{\"Version\":\"2012-10-17\" \"Statement\"\[\{\"Effect\":\"Allow\" \"Principal\":\
{\"Federated\":\[\"arn:aws:iam:::oidc-provider/localhost:8080/auth/realms/demo\"\\},\"Action\":\
[\"sts:AssumeRoleWithWebldentity\"\],\"Condition\":\{\"StringEquals\":\
{\"localhost:8080/auth/realms/demo:app_id\":\"customer-porta\"\\\\}"

role_response = iam_client.create_role(

AssumeRolePolicyDocument=policy_document,

Path="/',

RoleName='S3Access/,

)

role_policy = "{\"Version\":\"2012-10-17\",\"Statement\":
{\"Effect\":\"Allow\" \"Action\":\"s3:*\" \"Resource\":\"arn:aws:s3:::*\"}}"

response = iam_client.put_role_policy(
RoleName='S3Access',
PolicyName='Policy1',
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,

aws_access_key id=ACCESS_KEY_OF _TESTER2,
aws_secret_access_key=SECRET_KEY_OF_TESTER2,
endpoint_url=<STS URL>,

region_name=",
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)

response = client.assume_role_with_web_identity(
RoleArn=role_response['Role'|['Arn,
RoleSessionName='Bob’,

DurationSeconds=3600,

WebldentityToken=<Web Token>

)

s3client = boto3.client('s3',

aws_access_key_id = response['Credentials']['AccessKeyld],
aws_secret_access_key = response['Credentials']['SecretAccessKey',
aws_session_token = response['Credentials']['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",)

bucket_name = 'my-bucket’

s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

BaEE R

e Python @ boto £ 2 —J/LDERICEA T %25F#ll&. Red Hat Ceph Storage Object Gateway &%
EBSLVEBAIRDSI7IEADTAM €02 avEaSRLTIEIW,
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https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/object_gateway_guide/#test-s3-access
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