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£51Z CEPH RESTFUL API

A ML —YEEEIF. Ceph RESTful API 7213 81C Red Hat Ceph Storage Dashboard M2t 9 %
Ceph APl Z#f#FH L T. Red Hat Ceph Storage 7 2 A9 —&XFET 2 I &N TE X9, Ceph Monitors
BLVOSDICETZIERE., TNTINDREA SV aVERRITEET, Ceph T—ILEERFTLIE
WEITHIEETEET,
Ceph APl IR DIREZFERAL X,

e HTTP11

e JSON

e MIME 8L U HTTP O 7 > Negotiation

o JWT

INSDIEAIL OpenAPI30 ICEHL THE Y., APIEX, EX VT4 7R, AVFYYIVIA—T14YV
g, N—=ravER B BIUERERELTVWET,

1.1. AR S
o EEMNDEITHD Red Hat Ceph Storage 7 7 249 —

® CephManager 2£179 %/ — R DT I EZA,

1.2.CEPHAPI D/X—2 3 >

Ceph RESTful API DERBEMIE. BELICA VI —T A A %R FITZIETT, BELELAI VY —
714 RA%RIFTBHITIE. Ceph APIHIZLLTORAITHEEINE T,

o MEMATIAINELORETELHIC, TIRTOIY RKRA Y MINT BBERNET T4 6
N—=Y3av,

o NMEDMHMANEEALY RRA VY NITEICHIELET,
o BEDIVRERA Y MDOLDFERINZN—I 3 VIFHTTPAY Y —ICEBHEINET,

53°4

I Accept: application/vnd.ceph.api.vMAJOR.MINOR-+json

R

I Accept: application/vnd.ceph.api.v1.0+json

IRED Ceph APl H—N—BZDHEHED/N— 3 VAU T ERWNEEIL, 415-
Unsupported Media Type DIGENIRINFE T,

o IYVF4vIN=Ua =V TDER,

o FREFRUEBRAEHMUAHY IEA. BEEIZE, VI TR MIEERLBEREL. BHE
DIV RKRAY FDISERRICEEAMA SN AL HY X7,
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o YA FT—RERIF, BAEBRMESLVEGREDRKRANTYT, THIE. FEDIY KRSV b
DERERAFLIIHERAANDEMEETCHREINE T,
1.3. CEPH APl M&R5E & LK V'R A
Ceph RESTFUlAPIAD TP 7R IE, 2 DDF v VKAV NEBBLET. £ AMARI—H— &5
F1—H—DRETERNMIDNTWE I EZRALET, 2 DBIF. DI —H—DERNE L.
Y=y bOITY RA—F—TOEM. ZTHNY. BEHFf. BIRGEDHEDT /> a v aRTTEZX
-a—o

D—H—5" Ceph API DFERZRIBT BRIIC. B JSON Web Token (JWT) BBETT, /api/auth
IVRRAVINTE, TOR—=VVERBTEET,

Bl

[root@mon ~J# curl -X POST "https://example.com:8443/api/auth” \
-H "Accept: application/vnd.ceph.api.v1.0+json" \
-H "Content-Type: application/json" \
-d '{"username": "user1", "password": "password1"}’

ZDh—2 ik, Authorization HTTPAY ¥ —WICEHE L T, IRTDAPIEREHICFERTIHNE
nHYFET,

53°4

I curl -H "Authorization: Bearer TOKEN" ...

BIER R

o Z¥#fllX. Red Hat CephStorage B4 A KD Ceph 1 —H—EEB DEASRL T LI,

1.4.CEPHAPI T2 2 —)LOEMIL & 15E

Red Hat Ceph Storage Dashboard €Y 2 — /L&, SSL EF¥ a7 QKT AML—Y IS RF—IC
RESTfUlAPI 7V R &R L F T,

BF

SSLAEMICT S &, A—HF—RBB LV T7— KHES{EIN T IC Red Hat Ceph R
M=%y 2aR—RIGEEINET,

AR
® Ceph Monitor / — RA®D root LNILDT7 V2R,
o Vi EE1DDceph-mgr T—EVHT VT 1T THBIEEBWRALET,
o J7AT VA= EFERT ZIHAIE. SSL DBEIETCP R— b 8443, SSL A& LD TCP R—

N 808074, 7V T 41 77 ceph-mgr T—EVDHB/)—RTH—TVIHR>TWB I LA
BLTLEIWY,

FIR
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1. Cephadm ¥ z)LicOv4 v LET,

Bil:
I root@host01 ~J# cephadm shell
2. RESTful 7574 v &BMILET,
I [ceph: root@host01 /]# ceph mgr module enable dashboard
3. SSLEFRAEZHREL X T,
a. MEDEREER (CA) VAIFAE 2RI T 2HE L. SIAZE 7 7ML 2ERA L CEREINE T,

53°4

ceph dashboard set-ssl-certificate HOST_NAME -i CERT_FILE
ceph dashboard set-ssl-certificate-key HOST_NAME -i KEY_FILE

Bl

[ceph: root@host01 /]# ceph dashboard set-ssl-certificate -i dashboard.crt
[ceph: root@host01 /]# ceph dashboard set-ssl-certificate-key -i dashboard.key

—BD/—RKR—ADIPAE%HZRET 2HEIX. HOST. NAME #O< > NIEBMLE T,
il

[ceph: root@host01 /]# ceph dashboard set-ssl-certificate host01 -i dashboard.crt
[ceph: root@host01 /]# ceph dashboard set-ssl-certificate-key host01 -i dashboard.key

b. F¥7/-ld. BCELIMPELERTDIEHTEFET, L. BCELIMBEEAFAL T
H., HTTPS 7O R LD EF 1) T4 —LOFEAETDICEZ T EIEETEEH A,

I [ceph: root@host01 /]# ceph dashboard create-self-signed-cert

Dig¥
Of

EEE%DEEHELLOL\'CI7 HRITTDIRFTDO Web 7S50 H—DIF
&

AL 1 ﬁé@\?&ff‘lb%EE_La—éﬁu L\-EED?E\T%M‘E%J\ VY xd,

4, 1—H—%ERL., AT —RK%EZHZEL, O—IILERELFT,
=374

echo -n "PASSWORD" > PATH_TO_FILE/PASSWORD_FILE
ceph dashboard ac-user-create USER_NAME -i PASSWORD_FILE ROLE
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R

[ceph: root@host01 /]# echo -n "p@sswO0rd" > /root/dash-password.ixt
[ceph: root@host01 /]# ceph dashboard ac-user-create user1 -i /root/dash-password.txt
administrator

Z DOfFITIE. administrator D—JL%&#D usert E W) ZGRIO 1 —H—A{ERR L £ 9,

5 RESTful 7574 YD Web R—JICERRELET, Web TS50 H—%FEE. LLTDOURL 2 AN
l./i-a_o

53°4

I https://HOST_NAME:8443

Bl
I https://host01:8443
HOELMPASZFEALLBER. EX1U T —PIAZREEBLET,

BEE R

e ceph dashboard --help I <> K

e hitps://HOST_NAME:8443/doc *—<, HOST_NAME (&. ZE{TH®D ceph-mgr 1 > X4 VX
ERHD/—RDIPT7 RLRAZELIFARTY,

® RedHatEnterprise Linux 8 E¥a V74 —i@{bHM4 KORBTZHRL T LI,
15. BB LU0EEHF

1.5.1. [BHRDEUS

ZDEYVYavTIE, CephAPIEZFEALT, ANL—Y U528 —, Ceph E=49—., OSD. F—
W, BLPRZAMIETZERERTTDHEICDOVWTEHRALET,

o [IRTDIZRY—RBEA TV avaERRTDHE]
o REDIIZIRY—B[EAF TV avaERRTDAHE]
o [OSDDIRTCDEEAL TV avaRRTDHE]

® [CRUSH IL—ILDRRAE]

e [Monitor ICEAY 21BEHRERTT 5 HE]

o REDE=S—ICHATZERERTT 2HE]

e [OSDICEHT 2BHMERTY BHE]

o IHEDOSD LT 2EMRERTY 5 5E]

o [OSD TCEDTORANRY Y 2—ILINDZDOIAEIEETDHE]


https://access.redhat.com/documentation/ja-jp/red_hat_enterprise_linux/8/html-single/security_hardening/index
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o [T7—IICAYT ZBHRORTAE]
o HEDT—IICETBIERERTT 5HE]
o RIANMIEAYTBIBERERTT 2HE]

o BFEDKRAKMIBYTZEMRERTI DHE]

150 RTCDISARY—FREA TV aveakRkrnd dhE

At avTld, RESTful 7554 Vv AEERALTYISRY—BEF T avELUV0ZTDEERRT S
HiEEHRIBLET,

curlaA<v > K
Av Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:CEPH_MANAGER_PORT/api/cluster_conf'

UTZ&Z#AITT,
e USERF. 21— —HBICEITZAFT,

o 7UT7 4 Jiceph-mgr{ VAYVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e CEPH_MANAGER_PORT (&, TCP R— hBESICEXMAET, 774N D TCP R—+&F
=1 8443 TY,

Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOELIBAEA4FEHALBEIL, ~insecure 7 7> a3 VA FHALE T,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/cluster_conf'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conf', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT 4 Jiceph-mgrA VAYVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e USER I, 2—H—LZICEZIHMAZET,
e PASSWORD I, 1 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAEMA LB EIL. verify=False + 7> 3 VA FRLE T,

I $ python
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>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conf', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/cluster_conf

DFzEE#®ATY,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —KRDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

AV IHRRINEL, A—HY—BENRRT—REAALET,
B
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1502.BEDYV SRY —BEXA T avaRRIDAHE
AtooavTik,. BEDISARY—F T aveEFDEERTTDAEEHRBALET,

curlaA<v > K
A Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT'

UTZ&E#ATT,
e USERF. 21— —HBICEITZAFT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e ARGUMENT (&, RRT2HREAF TV aVICBESHWMAFT,
Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOELIBAEAFHALBEIL, ~insecure # 7> 3 VA FHALE T,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conffARGUMENT', auth=
("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,
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o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e ARGUMENT (&, RRTDHREF TV aVICBEIHAIFT,
e USER (. 21— ¥ —RICEZIHLAZXT,
e PASSWORD (. 1 —H—D/RRT7—RICEEWAZXT,

HOEBRIIPEAFEALBEIE. verify=False 7 7> a VA2 FRALZE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/cluster_conffARGUMENT', auth=
("USER", "PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT
UTZz&E#AZY,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e ARGUMENT (&, RRTDHREF TV aVICBEIHAIFET,
TAVvTIHRRINEL, A—HY—BENRRT—REAALET,
BIERHR

® RedHat Ceph Storage5 D f%EH A K

15.1.3.0SD DI RTCDFEA T aveRRrIT DAL
Ao avTiEk, OSDDIRTCDBEA TV avELUVZFDEARTT DA EAFRIALET,

curlaA<v > K
Av Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd/flags'
UFzEE#®ATT,
e USER (. 21— ¥ —HICEZIHLAZXT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEVWRA NEERFD
CEPH_MANAGER

TAV T RRINSEZS, A —F—DNRXRT—RKEAALFT,
BoOELIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

10
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I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd/flags'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/flags’, auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAYVREFH D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e USER I, 2 —H—RZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAEMA LBEIL. verify=False + 7> 3 Vv AFERLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/flags’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 75 O9H—TUTAAADLET,

I https://CEPH_MANAGER:8080/api/osd/flags

UFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

AV IHRRINEL, A—HY—RBENRRT—REAALET,
B R
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1.5.1.4. CRUSH L— L DR HE
Dt avTidk, CRUSHIL—ILERTT D AFEEHRBALET,

curlaA<v > K
AV RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/crush_rule'

DFzEE#®ATY,

1
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e USER I, 2—H—LZICEZIHMAZET,

o 7UT 4 Jceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWERZ NEERFD
CEPH_MANAGER

Tav T ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOELIBAEA4FEALBEIL, ~insecure # 7> a3 VA FHALE T,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/crush_rule'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/crush_rule’, auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e USER I, 2—H—LZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RICBX#HZ2 T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FERLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/crush_rule’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 75 94—
Web 75O —TUTAEAALET,

I https://CEPH_MANAGER:8080/api/crush_rule

DFzEE#®ATY,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERD
CEPH_MANAGER

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,
BER R

® RedHat Ceph Storage5 D E¥H A4 K O CRUSHIL—IL o2 a Y

1.5.1.5. Monitor ICEA T 2158 & KR~ B A%

12
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AtV avTE UTDL D REFED Monitor ICE T 21EHRERTT 25 E%HALET,
e P7RKLZR
o EZH]
¢ VA—SLDAT—H A

curlaA<v > K
AvY RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/monitor’

UTZ&Z#ATT,
e USERF. 1 —H—HBICEITZAFT,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWERZA NEERFD
CEPH_MANAGER

Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOBRIIPEAFEALLBEIE. ~insecure # 7> a3V EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/monitor’

Python
Python 1 4 —71) 4 —T, UTFH2AHLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFLIFEWVWERZA NEERFD
CEPH_MANAGER

e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 1 —H—D/IRRAT7—RNICBX#HZ T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 75 O9H—TUTA#AADLET,
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I https://CEPH_MANAGER:8080/api/monitor

UFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKRDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

TaVvTIHRRINEL, A—HY—BENRRT—REAALET,

1.51.6. REDE=Y—ICEAT dtEHRERTT D HE

AtV a3 VTR UTDL D BEED Monitor ICET 2188HERTT 25 E5RBLET,
e P7RLZ
o ZHI
o VA—ZLDAT—HRA

curlaA<v > K
A Y RSA VT, LTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/monitor/NAME'
UTZzEE#AIY,
e USERF. 1—H—HBICEITLZIFT,

o 7UT 4 Jceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e NAME (&. Monitor DEMBHRANRICEZIBLZIZT,
AV TR RRINSEZS, A —F—DNRXRT—KEAALFT,

HOBRIIPEAFERALLBEIE. ~insecure 7 7> a3V EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/monitor/NAME'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor/NAME', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAYVREF D/ —RKDIPT7RLRAFAIFEVWRZ NEERFD
CEPH_MANAGER

e NAME (&. Monitor DEMBHRANRICEZITBZIZFT,

14
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e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/monitor/NAME', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 75 9% —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/monitor/NAME

UFzEE#®ATT,

o 7UT7 4 Jiceph-mgr{ VAYVREF D/ —RKDIPT7RLRAFAIFEWVWERZ NEERFD
CEPH_MANAGER

e NAME (&. Monitor DEMBHRANRICEZIBZIZFT,

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1.5.1.7.0SD ICBAd 28R A XTI D 4%
KtoLarvTik, UTDLS4 0OSDICRET 2 BHARRI A EASHBALET,

e P7RLZR

FDT—I

o HH

curlaA<v > K
AV RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd'
DFzEE#®ATT,

e USER I, 2—H—LZICEZIHMAZET,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

Tav T ERRRINES, 2 —HF—DNRRAT—REAALFT,

BoOELIBPEAFALLIEEIE. —~insecure 7 7> a v aFAHLF T,

I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd'
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Python
Python 1 4 —71) 4 —T, UTFHAHDLZFT,

$ python

>> import requests

>> result = requests.get('https:/CEPH_MANAGER:8080/api/osd/', auth=("USER", "PASSWORD"))
>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e USER &, 2 —H—LZICEZIHMAZET,
e PASSWORD I, 21 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 759 H—
Web 75 O9H—TUTAAADLET,

I https://CEPH_MANAGER:8080/api/osd

DFzEE#®ATY,

o 7UT 4 Jceph-mgrA VAIVREF D/ —RKRDIPT7RLRAFAIFEVWERZ NEERFD
CEPH_MANAGER

AV IHRRINEL, A—HY—BENRRT—REAALET,

1.5.1.8. FE®D OSD ICAY 2158 aKR~R~d 5 H%
Ko avTld, UTFTOLIREED OSD ICEAT 2 BHMARRT 2 A EARBALET,
e IP7RKLXR

o ZDS—I

o HH

curlaA<v > K
Av Y RSAVT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd/ID'

UFzEE#®ATT,
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e USER &, 2 —H—LZICEZIHMAZET,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKMNINTWBOSDD ID %2 ID
AV T RRINSEZS, A —F—DNRXRT—RKEAALFT,

HOERLAPELAFERALLIBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd/ID'

Python
Python 1 4 —71) 4 —T, UTF&AHDLZFT,

$ python
>> import requests
>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID', auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKNINTWBOSDD ID %2 ID
e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 2 —H—D/IRRAT7—RICBX#HZ2 T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/osd/ID

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMINTWBOSDD ID %D ID

7OV RARRINAED, A—HP—ZENRRT—REAALET,
15.1.9.0SD CEDTOEADNR AT a—IIhBDHh.EET DHE
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AtV avTlk, RESTul 7S A4 VA FERLT. RIS EVIPT+—TRISEVTREDTO
TRAHOSDICRY Y a—ITEHEEHBALET,

curlaA<v > K
A Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd/ID/command'

UTZ&Z#ATT,
e USERF. 1—H—HBICEIHZAFT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMINTWBOSDD ID %D ID
TAV TR RRINSEZS, A —F—DNRRT—RKEAALFT,

HOERLAPELAFEALLBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/osd/ID/command'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID/command’, auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMINTWBOSDD ID %D ID
e USER I, 2 —H—LZICEZIHMAZET,
e PASSWORD I, 21 —H—D/IRRAT7—RNICBX#Z2 T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID/command’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 754 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api/osd/ID/command
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UFzEE#®ATT,

o 7UT7 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKNINTWBOSDD ID %D ID

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1.5.1.10. 7—IVICE Y 2w DERTRAE

AEIVa VTR UTOEIRT—ILOBERERTT 2 HEERALET,
o 73
e (X
o BE/IL—TDH

curlaA<v > K
A Y RSAVT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/pool'

UTZ&Z#AITT,
e USERF. 21— —HBICEETLZAFT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

Tav T ERRRINES, 2 —HF—DNRRT—REAALFT,

HOERAPELAFERALLBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/pool'

Python
Python 1 4 —71) 4 —T, UTFHAHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/pool', auth=("USER", "PASSWORD"))
>> print result.json()

UFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD (&, 2—H—D/IRRAT—RICBEZHZ T,

HOELAEAFEMA LBEIL. verify=False + 7> 3 VA FRLE T,
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$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/pool', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAAADLET,

I https://CEPH_MANAGER:8080/api/pool

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEVWERZ NEERFD
CEPH_MANAGER

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1L5ANFEDT—IVICET 2EHmERRT 2HE

AtV avTiR, UTFOLIRBED F—ILICET 2ERERTT B2 HELHALET,
o 73
e (X
o BE/IL—TDH

curlaA<v > K
AV RSA VT, UTFAaFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/pool/ID'

UTZ&Z#AITT,
e USERF. 1—H—HBICEITZAFT,

o 7U7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTWEBT—ILDID%HFDID
TOV MR RRINAEL, A—HY—DRRT—RKEADLET,

HOZERAPEAFERALLBEIE. ~insecure 7 7> a VAFERALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/pool/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python
>> import requests
>> result = requests.get('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
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"PASSWORD"))
>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

® pool 74 —JLRICYURMNINTWVWBT—ILDID %D ID
e USER (. 21— ¥ —RICEZIHLAZXT,
e PASSWORD &, 2 —H—D/IRAT7—RICBEHBAZFT,

HOELAEAFEMA LB EIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 75 94—
Web 75 9% —TUTAAADLET,

I https://CEPH_MANAGER:8080/api/pool/ID

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTWEBRT—ILDID%HFDID

TAVvTIHRRINEL, A—HY—RBENRRT—REAALET,

1.5112. KRR MCBY 28w ERT~I 2H%

AtV avTlE, LTOLDRARRAMIBAT SRR ERTT2HEZHBALET,
o KRN
® CephTF—EVEZEDID
e Ceph/X—Yav

curlaA<v > K
AV RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/host'

DFzEE#®ATT,

e USER &, 2—H—LZICEZIHMAZET,
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o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERD
CEPH_MANAGER

Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOEBRIIPEAFEALLBEIE. ~insecure 7 7> a3V EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/host'

Python
Python 1 4 —71) 4 —T, UTFH2AHBLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/host’, auth=("USER", "PASSWORD"))
>> print result.json()

UFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERD
CEPH_MANAGER

e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 21 —H—D/IRRAT7—RICBX#HZ T,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/host’, auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web 75 94—
Web 7594 —TUTAAADLET,

I https://CEPH_MANAGER:8080/api/host

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

TAVvTIHRRINEL, A—HY—BENRRT—REAALET,

1.5113. FEDKRR MIET 21FHRERTT B5HE

Ao avTiE, LTOLIRBFEDRR MBI 2EREEXTRT B2 HE%2HBALET,
o KAKN%
® CephT—EVEZDID

e Ceph/X—Yav
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curlaA<v > K
A Y RSA VT, UTFAFEARALET,

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/host/HOST_NAME'

UTZ&Z#AITT,
e USERF. 1 —H—HBICEITLZAFT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e HOST_NAME (&, hostname 7 41 —JLRIZ) A RKRIRINBHEAPMNDERMNGICEEHMZFE
ER

Tav I ERRRINAES, 2 —HF—DNRRT—REAALFT,

HOBRIIPEAFEALLBEIE. ~insecure # 7> a3V EFHALET,
I curl --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/host/HOST_NAME'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api’/hosttHOST_NAME', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWRA NEERFD
CEPH_MANAGER

e HOST_NAME (&, hostname 7 41 —JLRIZ) A RKRIRINBHEAMNDERNGICEEHMAFE
ER

e USER &, 2—H—LZICEZIHMAZET,
e PASSWORD I, 1 —H—D/IRRAT7—RNICBX#HZ2 T,

HOELAEAEMA LBEIL. verify=False + 7> 3 Vv AFERLE T,

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api’/hosttHOST_NAME', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web 759 H—
Web 7594 —TUTAEAADLET,

I https://CEPH_MANAGER:8080/api’/hosttHOST_NAME
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UTZ&E#ATT,

o 7UT 4 Jiceph-mgrA VAIVREFH D/ —RKRDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e HOST_NAME (&, hostname 7 41 —JLRIZY A RKRRINBFEAMNDERMNGICEEIMAFE
ER

TaVvTIHRRINEL, A—HY—BENRRT—REAALET,

15.2. 58 EDE&E

AU 3 VTl CephAPI 7574 U AFEHALTOSDREAL 7T 3>, OSD k&, F—ILICEA
THEHREERET D AEEZHALET,

o [OSDEBEA TV avDEEAE]
o [OSDDREAZTHT D HE]
o [OSDDEH»EBHRET DHE]

o [T-ILDERDEETE]

1.5.2.1.OSDEREA T a v DEEAL

At avTlEd, RESTful 7544 Vv AEHALTOSDREA FVavaLRd A E%#HBLE
-a—o

curlaA<v > K
AV RSA VT, UTFAFEARALET,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --user USER
'hitps://CEPH_MANAGER:8080/api/osd/flags'

UTzEE#AIY,
o OPTIONA#ZHI2A T avVIlBEMAET
(pause. noup. nodown. noout. noin. nobackfill. norecover. noscrub. nodeep-
scrub)
e true X/ false @ VALUE
e USER(F. 1 —H—HBICEITLZAFT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPF7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

Fav I ERRRINES, 2 —HF—DNRRT—REAALFT,

BoOELIBPEAFALLIEEIE. —~insecure 7 7> a VA FRHLF T,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/flags'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,
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$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/flags’, json={"OPTION": VALUE]},
auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAYVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

o OPTIONA#ZH I 24T avVIlBEMAET
(pause. noup. nodown. noout. noin. nobackfill. norecover. noscrub. nodeep-
scrub)

e VALUE (% True ¥7-I% False ICE X2 F 7,

e USER &, 2—H—LZICEZIHMAZET,

PASSWORD (. 1 —H#'—DNRXAT—RICEEHWZI XY,

HOELAEAEMA LB EIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/flags’, json={"OPTION": VALUE]},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.5.2.2.0SD DREE=ZLE I 5 Ak
AtV a VTl RESTIUl S 4 v AFERALTOSD DREAZTET 2 HEEHBALE T,

curlaA<v > K
AV RSA VT, UTFAaFEARALET,

echo -En '{"STATE": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

UTzEE#AIY,
e STATE Z. ZETZRE (in T/l up) ICEZHTAZET,
e true F7 (3 false ® VALUE
e USER I, 1—H—RICEI|MAZT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWRA NEERFD
CEPH_MANAGER

e 0o0sd 74— J)LRICYVAKRINTWBOSDD ID %2 ID
AV TR RRINSEZS, A —F—DNRRT—KEAALZT,

BoOELIBPEAFALLIEEIE. —~insecure 7 7> a VA FRHLF T,
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echo -En '{"STATE": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/ID', json={"STATE": VALUE},
auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT7 4 Jiceph-mgrA VAIVREFH D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

e osd 74 —JLRICYURRMINTWE OSDD ID D ID
e STATE Z. ZETHRE (in T/l up) ICEZHTAZET,
e VALUE |& True 713 False ICE X2 £ 7,

e USER (. 21— H¥—HKICEIMAZXT,

e PASSWORD (&, 1 —H—D/NNRXT7—RNICEZI#ZFT,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/ID', json={"STATE": VALUE},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.5.2.3.0SD DEAEBRET D HE
AtV avTlE, OSDDEA4ALEETEHEAHBALET,

curlaA<v > K
AV RSA VT, UTFAFEARALET,

echo -En {"reweight": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

LTFTeaEX#ZAZd,
e VALUEIZ. ILWEHICBEZXHZ T,
e USERIZ, 21— —LZICBEIHTZIZT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKMNINTWBOSDD ID %D ID

26



%13 CEPH RESTFUL API

Tav I ERRRINES, 2 —HF—DNRRT—REAALFT,

BoOELZIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

echo -En {"reweight": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/0sd/ID', json={"reweight": VALUE}, auth=
("USER", "PASSWORD"))

>> print result.json()

UTZ&Z#AITT,

o 7UT 4 Jiceph-mgrA VAYVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —JLRICYVAKMNINTWBOSDD ID %2 ID
e VALUEIZ. ILLWEAICEXTRZAZET,

e USERF. 21— —HBICEITLZAFT,

PASSWORD (. 21— —DNRAT—RICEZHWZ XY,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FERLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/osd/ID', json={"reweight": VALUE},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.5.2.4. 7—IILDIEHRDER ik
At avTld, RESTul 75574 Vv AaERALTEEDT—ILDEREZTET A EEHALE T,

curlaA<v > K
A Y RSA VT, UTFAFEARALET,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/pool/ID'

DTFeaEX#ZAZd,
e OPTION X, ZEHTZA T avIcBEH#AZET,
e VALUEIZ, #7>avosHLWMEICBXHAIET,

e USERF. 1 —H—HBICEITLZAFT,
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o 7UT7 4 Jiceph-mgr{ VAYVREFH D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRMINTWEBT—ILDID%EFDID
OV MARRINAEL, A—HY—DRXRT7—RKEADLET,

BoOELIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/pool/ID'

Python
Python 1 4 —71) 4 —T, UTFH2AHLZFT,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/pool/ID', json={"OPTION": VALUE]},
auth=("USER, "PASSWORD"))

>> print result.json()

UFzEE#®ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWRA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRMINTVWEBT—ILDID%EFDID
e OPTIONIE. ZET 247> avICBEBRAET,

e VALUEIZ, # 7Y avDHLWMEICBEBRAZTY,

e USER I, 1—H—RKIBEZMZAZT,

e PASSWORD (&, 1—%'—D/IRT7—RICEEH]AFT,

HOELAEAEMA LB EIL. verify=False + 7> 3 VA FRLE T,

$ python

>> import requests

>> result = requests.patch('https://CEPH_MANAGER:8080/api/pool/ID', json={"OPTION": VALUE]},
auth=("USER, "PASSWORD"), verify=False)

>> print result.json()

1.53. 7 2 245 —DEE

AtV 3 VTl CephAPI 7S V4 Y AFERALTOSD TORYSEVTELIET+—TRISEY
T, T—ILDEKR. T HSDT—5 DHIER. YU TR MOHIBR, FLIEEXROEREITD
HEEFHRIALET,

e [OSD TCRTYVa—IViEHTOEREERITT B HE]

o [HMT—ILDIERAE]

o [TF—ILDYIRHE]
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15.3.1.0SD CRAF TV a—IIiE#H 7O R &RTT B HE

AtV avTlE, OSD TORISEVITRT 4 —TRISEY T EDRESTul APl 2B L TR
T 1—=IFEATOCRAERITTEHEESALET,

curlaA<v > K
AvY RSAVT, UTFAFEARALET,

echo -En '{"command": "COMMAND"}' | curl --request POST --data @- --silent --user USER
'hitps://CEPH_MANAGER:8080/api/osd/ID/command'

LUTa@EX#AZY,

o EH) Y 2SOt X (scrub. deep-scrub. Z7-Iid repair) 23> COMMAND, 7O+ XA OSD
THR—IMINTWBZEZHRALET, #FLKIE OSDTEDTOEAN AT Y 2 —)LE
NZ2ONEEET 2HE] 2BRLTIEIV,

e USERF. 1—H—HBICEITLZIFT,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEVWERA NEERFD
CEPH_MANAGER

e 0osd 74 —J)LRICYVAKMINTWBOSDD ID %D ID
AV T I RRINSEZS, A —F—DNRRT—RKEAALFT,

BoOELIBPEAFALLIEEIE. —~insecure 7 7> a v aFRHLF T,

echo -En '{"command": "COMMAND"}' | curl --request POST --data @- --silent --insecure --user
USER 'https://CEPH_MANAGER:8080/api/osd/ID/command'

Python
Python 1 4 —71) 4 —T, UTF&2AHBLZFT,

$ python

>> import requests

>> result = requests.post(‘https://CEPH_MANAGER:8080/api/osd/ID/command’, json={"command":
"COMMAND"}, auth=("USER", "PASSWORD"))

>> print result.json()

DFzEE#®ATT,

o 7UT 4 Jiceph-mgr{ VAIVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

e osd 74— JLRICYVZAKRINTWZ OSD®D ID 252 ID

o EH) YT 2SOt (scrub. deep-scrub. Z7-id repair) 23> COMMAND, 7O+t XA OSD
THR—IMINTWRZEEZMRLET, FLIE TOSDTEDTOEANRT Y 2 —ILE
NZ2ONEEET 2HE] 2BRLTLEIW,

e USER (F. 21— ¥ —RICEZIHLAZXT,

PASSWORD (. 21— —DNRXAT—RICEZ#WMZ XY,

HOELAEAEMA LBEIL. verify=False + 7> 3 VA FRLE T,
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$ python

>> import requests

>> result = requests.post(‘https://CEPH_MANAGER:8080/api/osd/ID/command’, json={"command":
"COMMAND"}, auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

15.3.2. i T— IV DR A E
AtV avTlE, RESTUl S04 VA FERLTHLWT—ILEERT 2 AEEHRBALE T,

curlaA<v > K
AV RSA VT, UTFAEFEARALET,

echo -En '{"name": "NAME", "pg_num": NUMBERY}' | curl --request POST --data @- --silent --user
USER 'https://CEPH_MANAGER:8080/api/pool'

UFZ&EEX#0A T,
e NAME (Z. FF 77— ILOEZRNICBI]A T,
e NUMBER &, BBV I —7OHICEIHBZIZT,
e USERF, 1—H—RICEXI|MAZT,

o 7UT7 4 Jiceph-mgr{ VAYVREF D/ —RKDIPT7RLRAFAIFEWVWERA NEERFD
CEPH_MANAGER

Tav I ERRRINAES, 2 —HF—DNRRAT—REAALFT,

BoOELIBPEAFALLIFEEIE. —~insecure 7 7> a VA FAHLF T,

echo -En '{"name": "NAME", "pg_num": NUMBERY}' | curl --request POST --data @- --silent --
insecure --user USER 'https://CEPH_MANAGER:8080/api/pool’

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.post('https:/CEPH_MANAGER:8080/api/pool’, json={"name": "NAME",
"pg_num": NUMBER]}, auth=("USER", "PASSWORD"))

>> print result.json()

UTZ&E#ATT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWERA NEERFD
CEPH_MANAGER

e NAME (&, iR 77— ILOEARIICBE A T,
e NUMBER &, BBV I —TOICEEHRZ 9,
e USER ¥, 1—H—ZICBEIHTZIZT,

e PASSWORD (. 1 —H—D/RRT7—RICEEWAZET,
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HOELAEAEMA LBEIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.post('https:/CEPH_MANAGER:8080/api/pool’, json={"name": "NAME",
"pg_num": NUMBER]}, auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

15.3.3. 7—IILDOHIKR A E
AtV a VTl RESTUl IS4 v AFERLTT—ILAHIRT D HEEHRBALET,

CODERIETI7AINTEEINTVWET, TDEOHICTIE. UTFD/IRZ X —4 —7% CephFREH A KIC
EmMLEY,

I mon_allow_pool_delete = true

curlaA<v > K
AV RSAVT, UTFAFEARALET,

I curl --request DELETE --silent --user USER 'https://CEPH_MANAGER:8080/api/pool/ID'

UTZ&EZ#AITT,
e USERF. 1 —H—HBICEIHLZAFT,

o 7UT 4 Jiceph-mgrA VAIVREF D/ —RKDIPT7RLRAFAIFEWVWRA NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTVWEBT—ILDID%EFDID
TOV I IBARRINAEL, A—HY—DRRT7—RKEADLET,

HOBRIIPEAFEALLBEIE. ~insecure # 7> a3V EFHALET,
I curl --request DELETE --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/pool/ID’

Python
Python 1 4 —71) 4 —T, UTFH2AHDLZFT,

$ python

>> import requests

>> result = requests.delete('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
"PASSWORD"))

>> print result.json()

DFzEE#®ATY,

o 7UT7 4 Jiceph-mgrA VAIVREF D/ —KRDIPT7RLRAFAIFEWERZ NEERFD
CEPH_MANAGER

® pool 74 —J)LRICYRPMINTWEBT—ILDID%EFDID

e USER I, 2—H—LZICEZIHMAZET,
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e PASSWORD (&, 1 —H—D/NNRXT7—RNICEZI#ZFT,

HOELAEAEMA LBEIL. verify=False + 7> 3 Vv AFRLE T,

$ python

>> import requests

>> result = requests.delete('https://CEPH_MANAGER:8080/api/pool/ID', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

1.6. EEIE IR
o AP| DERMIREEMIL. [TE8KA Ceph RESTfUl APl {17k SR L TLEI W,

® GitHub M APIPython 27 ) 7 hD7 2~ 28R LTI,
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5525 CEPH OBJECT GATEWAY EiZ API

R&EEIE. RESTUl 7 ) r—>ary7Od53Iv 5149 —7 4 X (API) &E5xt5E L T Ceph Object
Gateway # B9 5 I EMNTE X9, Ceph Object Gateway I, RESTful APl @ radosgw-admin O~
YROWEAFIATEEYT, HOBEB TS Y N I7A—LEMATER1—H— T—49. V+4—%9. &
SUERAFEEEETEET,

R

Red Hat Tl&. Ceph Object Gateway DFRERFICATY RTA VA V9 —T x4 X% (&E
AeaZ&aWRELEY,

A

User

RESTful HTTP(s) access

v v v

S3 API Swift API Admin API
vy vy
[ ] [ -]
Load balancer Load balancer
(primary) (secondary)

Ceph Ceph Object Ceph Ceph Object Ceph Ceph Object
Monitor Gateway <> Monitor Gateway <> Monitor Gateway

Host1 Host 2 Host 3

! ! !
O 9O AT O 9O

Ceph Ceph Ceph <+—> Ceph Ceph Ceph <+—> Ceph Ceph Ceph
0osD1 OSD 2 0osD 3 OSD1 OSsD 2 0osD 3 0OSD1 OSD 2 osD 3
Host 4 Host 5 Host 6

Ceph storage cluster

B AP EATOMEEZRELE T,
o FREFEK
o 1—YHY—TFThoYhOEH

o BEi1—H—
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o 1—H—fERONE
o {ERK
o {EIE
o HipR
o HJaA—H—0DIEK
o HJ7a1—H%—-0DER
o HJa—H—0DHIkK
e 1—H—DHy—nNEYT1—EE
o BN
o HipR
o *—EH
o R
o HipR
o Ny MNEHE
o Ny MERODEE
o VT v ADHER
o HipR
o yvy
o VUK

o RIy—

A7y MER
o Hik

o RIy—

g xr—4HEMR
o 1—H—DEYT

o 1—H—DRE

o

Ny NDEUS

o

Ny NDFRE

EABGEONE

{77 RR R DHIER
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o EHATS—LARVR

2. AR R4
o @D Red Hat Ceph Storage 7 S A9 —b'%H %,

® RESTful 72472k,

2.2. BEIRR{E

BT ) r—av7OvSIVvIA VI —T AR AP ) VTR ME, BRETRAEEE) Y —
ALV N)—RA Y NTHIET S URITEITINET, BIEAPIORAIESIEAA NI L%EEEL
9, —EOBRETIE, DRI LABTERELZRFTIIVLENHY 9, XML £7IE JSON D
WIFNHIPDLRARVAIVFATA—9 4TIV IV TR MDD formatF T avE LTHEEI N, BE
INTVWAWETT7HIL MIISONICEEINZET,

R

PUT /admin/user?caps&format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
Content-Type: text/plain

Authorization: AUTHORIZATION_TOKEN

usage=read

2.3. EEFREIE K

Amazon D S3H—ERIE, 77tEAF—, BERAYY—D/Ny a1, BLUOMBEAFHL TCEKAE
REELET, childk, BRIV IITRA DN FFICSSL A —/N—Ay ROABWKEELT7 Y 70— RK)
ZIRET B RLHY T,

SIAPIDIFEAEDI—R T —RICIE, Java ¥ Python Boto FH®D Amazon SDK @ AmazonS3Client
BREDA—TVY—RDS3 V4TV MaERALES, INHD54 75" —Id. Ceph Object
Gateway B API ZHR—NLEFEEA, ThODFA4 T3V —%H TV SR LVHEERL T, Ceph
Admin APl ZHR— KT 22ENTEFET, " BT — NI A IF4 7V MNaERTEET,

execute() XV v KDVERK

AtV 3>® CephAdminAPI DY Y FIL Y S A TIE, BRI A—H—DBF. YI TR NDR
fE. CephBEAPIZUVH L TLARY R %EZITENS I ENTE % execute() XV v NOENRF L%
MEALE Y,

CephAdminAPI 7 S 2DHIE, BEaAE L TRYR—FERT, ZOLIKERIhTEVERA, &
hig&EGBADAZHHE LTWEY,

Ceph Object Gateway OFEUFH L

75472 =R ICIE, CRUD AR Y 7=8IC Ceph Object Gateway ~D 5 DOMUH LHE
ni’a—o

o I1—H—DEK
o I1—H—DEE

o 1—%—0DXHE
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o HTJaA—-H—0DEK
o 1—H—%HIKRLET,

Z D EERT %IIE. httpcomponents-client-4.5.3 Apache HTTP AV R—3x Y M ZEEL XY, &
& Z I, http;//hc.apache.org/downloads.cgi ™54 U v O—KTEF Y, %@fﬁ tar 774V ET S
A4 A MLTlibTa L2 M) —IZFE L. JAVA HOME 71 L7 b —® Jjrelliblext 71 L ¥ k
) —F@EARY LI SANRICAE-LET,

CephAdminAPI 7 5 2D = RET BFRIC. execute() XV v RIFHTTP XV v K Y I IR KMRZ,
FToavoyT)Y—R, REEDHBEE NI, BLVRSA—9—D7Ty TERBTZIEIER

LTLEIW, 7YYV —2 (ffl: subuser. key 7% &) TEITT BICIE, 7 1) YV —2% execute() *
Yy ROBIELTHET 2RENHY T,

FEDHZELUTICRLET,
1L URIZEJILRLEZET,
2. HTTPAY 5 —XF5 % EILRFLET,
3. HTTPY YV ITAMEA VRS VR LET (fFl: PUT. POST. GET. DELETE),
4. Date Ny ¥ —% HTTP ANy ¥ —XFINH L VBERAY F—ITBMLET,
5. Authorization Nv ¥ —% HTTP ) VTR AV H—ITEBMLE T,

6. HTTP V54 F7 Y haA VAV A{LL, A VRV ZEINIZHTTP Y VI AN ZELZE
-a—o

7. BEREITVWET,
8. LARVRAEIRLZET,

ANy F—FHDOEL R

ANy HF—=XFHDEIL RiE, Amazon D S3REEFIEA D TOEZZAD—ETT, I, Y TIL X
Yy RIFUTEITVWET,

1. PUT. POST. GET. DELETERED) AT R MY A1 FHBML T,
2. BffZEmL£Y,
3. requestPath ZEIML X7,

VOIZARNIA T, EBEEFLEIFEOEHDBWANFTHILENHY £, ZHEHIRL AW
&, REEREBMLEFT, HYIEGMT TRIBINZBENHY XY, Ivne, REEICEKBLET,

PRI AERICIK, oAy Y —l3HY FH A, Amazon S3 u...uIE¥IIIELI X-amz N\ 4 — @Ei#ifk
WREZLNET, LD 2T, x-amzA Ay ¥ —%BINT 35581E. HITHEXTENTIVELH
i’a—o

ANy H—XFHEEIRLES, ROFEIEHTTPY VTR MNA2A 2V RIVREL, URIZETZET
4, AW XYy R, PUTA2FEARALCA—Y—BLU0Y 72— —%FmM L. GETZ2HHELT
A—H—%EEL, POST#FHELCa—H%—%ZE L., DELETE.2EFRLCa—HY—%HIlRLZ 7.

DOTRAMNEAVRI VR LS, Date N 4 —|l#ilF T Authorization ~v ¥ —%BIML 7,
Amazon @ S3 R ISEX D Authorization Ny ¥ —AFHL., UTOEEE2ESF T,
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I Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

CephAdminAPI D4 > FIL Y 5 RIZIE base64ShalHmac() XV vy R HY EFT, ThigAny ¥ —X=F
Fl& admin I —H—DMFHEAIE L. SHATHMAC % base-64 TIT Y I— RINAXFF & L TR
LEd. ThETNOD execute() FUH LIk, B L I— F{TAMFUH L T Authorization ~v ¥ —% EJL
KLET,

httpRequest.addHeader("Authorization", "AWS " + this.getAccessKey() + ":" +
base64ShailHmac(headerString.toString(), this.getSecretKey()));

LUF®D CephAdminAPI DY > FIV ) S AT, 7O/EAF—, v—J Ly hF— BLUVITY KRS
VhNEAVRAMNSVA—ITETMEIHYE T, V7 REIETRICERETZILODTIEAAY Y K%
RFELET,

Bl

import java.io.lOException;

import java.net.URI;

import java.net.URISyntaxException;

import java.time.OffsetDateTime;

import java.time.format.DateTimeFormatter;
import java.time.Zoneld;

import org.apache.http.HttpEntity;

import org.apache.http.NameValuePair;

import org.apache.http.Header;

import org.apache.http.client.entity.UrlEncodedFormEntity;
import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpRequestBase;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.client.methods.HttpPost;

import org.apache.http.client.methods.HttpPut;

import org.apache.http.client.methods.HttpDelete;

import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;
import org.apache.http.util.Entity Utils;

import org.apache.http.client.utils.URIBuilder;

import java.util.Base64;

import java.util.Base64.Encoder;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import javax.crypto.spec.SecretKeySpec;

import javax.crypto.Mac;

import java.util.Map;

import java.util.lterator;
import java.util.Set;

import java.util.Map.Entry;
public class CephAdminAPI {
/*

* Each call must specify an access key, secret key, endpoint and format.
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*/

String accessKey;

String secretKey;

String endpoint;

String scheme = "http"; //http only.

int port = 80;

/*

* A constructor that takes an access key, secret key, endpoint and format.
*/

public CephAdminAPI(String accessKey, String secretKey, String endpoint){
this.accessKey = accessKey;

this.secretKey = secretKey;

this.endpoint = endpoint;

}

/*

* Accessor methods for access key, secret key, endpoint and format.
*/

public String getEndpoint(){

return this.endpoint;

}

public void setEndpoint(String endpoint){
this.endpoint = endpoint;

}

public String getAccessKey(){
return this.accessKey;

}

public void setAccessKey(String accessKey){
this.accessKey = accessKey;

}

public String getSecretKey(){
return this.secretKey;

}

public void setSecretKey(String secretKey){
this.secretKey = secretKey;

}

/*

* Takes an HTTP Method, a resource and a map of arguments and

* returns a CloseableHTTPResponse.

*/

public CloseableHttpResponse execute(String HTTPMethod, String resource,
String subresource, Map arguments) {

String httpMethod = HTTPMethod;

String requestPath = resource;

StringBuffer request = new StringBuffer();
StringBuffer headerString = new StringBuffer();
HttpRequestBase httpRequest;
CloseableHttpClient httpclient;
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URI uri;
CloseableHttpResponse httpResponse = null;

try {

uri = new URIBuilder()
.setScheme(this.scheme)
.setHost(this.getEndpoint())
.setPath(requestPath)
.setPort(this.port)

build();

if (subresource != null){

uri = new URIBuilder(uri)
.setCustomQuery(subresource)
.build();

}

for (Iterator iter = arguments.entrySet().iterator();
iter.hasNext();) {
Entry entry = (Entry)iter.next();
uri = new URIBuilder(uri)
.setParameter(entry.getKey().toString(),
entry.getValue().toString())
.build();

}
request.append(uri);
headerString.append(HTTPMethod.toUpperCase().trim() + "\n\n\n");

OffsetDateTime dateTime = OffsetDateTime.now(Zoneld.of("GMT"));
DateTimeFormatter formatter = DateTimeFormatter.RFC_1123 DATE_TIME;
String date = dateTime.format(formatter);

headerString.append(date + "\n");
headerString.append(requestPath);

if (HTTPMethod.equalslgnoreCase("PUT")){
httpRequest = new HttpPut(uri);

} else if (HTTPMethod.equalsignoreCase("POST")){
httpRequest = new HttpPost(uri);

} else if (HTTPMethod.equalsignoreCase("GET")){
httpRequest = new HttpGet(uri);

} else if (HTTPMethod.equalsignoreCase("DELETE")){
httpRequest = new HttpDelete(uri);

} else {

System.err.printin("The HTTP Method must be PUT,
POST, GET or DELETE.");

throw new |IOException();

}

httpRequest.addHeader("Date", date);
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% ¥ D CephAdminAPIClient D ffliZ. CephAdminAPl ¥ S X% 4 VA9V R{bTBHE YV IR b
IRTGA=H—DTy THEI KL, execute() XV v REFHLTI—Y—%/ER, BE. FH. &

httpRequest.addHeader("Authorization”, "AWS " + this.getAccessKey()
+ """ + base64ShalHmac(headerString.toString(),
this.getSecretKey()));

httpclient = HttpClients.createDefault();
httpResponse = httpclient.execute(httpRequest);

} catch (URISyntaxException e){

System.err.printin("The URI is not formatted properly.");
e.printStackTrace();

} catch (IOException e){

System.err.printin("There was an error making the request.");
e.printStackTrace();

}

return httpResponse;

/*

* Takes a uri and a secret key and returns a base64-encoded
* SHA-1 HMAC.

*/

public String base64Sha1Hmac(String uri, String secretKey) {
try {

byte[] keyBytes = secretKey.getBytes("UTF-8");
SecretKeySpec signingKey = new SecretKeySpec(keyBytes, "HmacSHA1");

Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);

byte[] rawHmac = mac.doFinal(uri.getBytes("UTF-8"));

Encoder base64 = Base64.getEncoder();
return base64.encodeToString(rawHmac);

} catch (Exception e) {

throw new RuntimeException(e);

}

CHIRRY 5552 LTVWETY,

I

40

import java.io.lOException;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.HttpEntity;

import org.apache.http.util.Entity Utils;

import java.util.*;

public class CephAdminAPIClient {



#52% CEPH OBJECT GATEWAY & API

public static void main (String[] args){

CephAdminAPI adminApi = new CephAdminAPI ("FFC6ZQ6EMIF64194158N",
"Xac39eCAhITGcCAUreuwe1ZuH50VQFa51IbEMVoT",
"ceph-client");

I
* Create a user

*/

Map requestArgs = new HashMap();

requestArgs.put("access", "usage=read, write; users=read, write");
requestArgs.put("display-name", "New User");
requestArgs.put("email”, "new-user@email.com”);
requestArgs.put("format", "json");

requestArgs.put("uid", "new-user");

CloseableHttpResponse response =
adminApi.execute("PUT", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
HttpEntity entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Get a user

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");

response = adminApi.execute("GET", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*
* Modify a user
*/
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requestArgs = new HashMap();
requestArgs.put("display-name", "John Doe");
requestArgs.put("email”, "johndoe@email.com");
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");
requestArgs.put("max-buckets"”, "100");

response = adminApi.execute("POST", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Create a subuser

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");
requestArgs.put("subuser", "foobar");

response = adminApi.execute("PUT", "/admin/user”, "subuser", requestArgs);
System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}

/*

* Delete a user

*/

requestArgs = new HashMap();
requestArgs.put("format", "json");
requestArgs.put("uid", "new-user");

response = adminApi.execute("DELETE", "/admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
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System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){

System.err.println ("Encountered an 1/O exception.");
e.printStackTrace();

}
}
}

B EfE R
e FFifilX. RedHat CephStorage AFEEH A FD S3FWEE V2 a v 2SR L T LI,

® Amazon S3 FRELFIEDEEHMIL. Amazon Simple Storage Service KF 2 X > k® Signing and
Authenticating REST Requests 222 3 V&SR LTI,

24 B2 —H—D1ERK

BF

Ceph Object Gateway / — KA 5 radosgw-admin < > RAEITY 5 121E,. / — RIZ
admin ¥—H""H 2 & AR L £9, admin F—I&. EED Ceph Monitor / — KA 53
l:o_f\‘ﬁ i’a—o

AR

® Ceph Object Gateway / — KADIL— ML RILDT I EZADH %,
¥
1. Object Gateway A —H'—%{ER L 7,

53°4

I radosgw-admin user create --uid="USER_NAME" --display-name="DISPLAY_NAME"

R

I [user@client ~]$ radosgw-admin user create --uid="admin-api-user" --display-name="Admin
API| User"

radosgw-admin XY > RSA( VA V¥ —T x4 AFa—HF—%RLZT,

H A B

"user_id": "admin-api-user",
"display_name": "Admin API User",
"email": ",

"suspended": 0,

"max_buckets": 1000,

"auid": 0,
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44

"subusers": [],
"keys": [
{
"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",
"secret_key": "griVEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"

}

1,

"swift_keys": [,

"caps": [,

"op_mask": "read, write, delete",

"default_placement™: ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1

2

"user_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1

2

"temp_url_keys": []

}
2. FRE 21— —ICEBI A REY T4 —5EIUETET,
B

I radosgw-admin caps add --uid="USER_NAME" --caps="users=""
IR

I [user@client ~]$ radosgw-admin caps add --uid=admin-api-user --caps="users=""

radosgw-admin AY Y RS54 VA V¥ —T A RUF1—HF—%RLFT, "caps": ICI&. 21—
P—ICEIYHTONETANE) T4 —DHY T,

H A B

"user_id": "admin-api-user",

"display_name": "Admin API User",

"email": "

“suspended": 0,

"max_buckets": 1000,

"auid": 0,

"subusers": [],

"keys": [

{

"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",
"secret_key": "gr1VEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"



}
],

"swift_keys": [,

“Caps": [
{
"type": "users”,
llperm": wkn

}
],

"op_mask": "read, write, delete",

"default_placement™: ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"max_size kb":-1,
"max_objects": -1

2

"user_quota": {
"enabled": false,
"max_size kb": -1,
"max_objects": -1

}

"temp_url_keys": []

}

InhT, BEEEREZFOI-—Y-NMERINIT,

25. 1 —H—IBROEIS
1 —H—DIFEROEE

BeE

I users=read

53°4

GET /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—
uid
A
BHRHIBERINZ 21— —,
i)
String
Bi:
foo_user
WA
(=Y

%23 CEPH OBJECT GATEWAY EH API
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LARVAIVF 1574 —

user
BTL
A—Y—7—FEHROIAVTF—
il
Container
Parent
ZEL

user_id
BTL
a1—%—1ID,
il
String
Parent

user

display_name
A
21— —DRRA.
i)
String
Parent

user

suspended
A
A—HF—D—FEILE L TEBHEE True,
i)
Boolean
Parent

user

max_buckets
A
A—Y—DFRETEINT Y NORAH.
i)
Integer
Parent

user

subusers

35
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Da1—Y—=THU Y MIEENITONEY T1—H—,

i)
Container
Parent

user

keys
BTL

ZOa—YHY—T7Hho v MIBEEMITONZS3 F—,

it
Container
Parent

user

swift_keys

G|

ZOa—HY—T7Hho v MIEERMMT SNz Swift #2,

i)
Container
Parent

user

caps
BTL)
1 —F— e,
i
Container
Parent

user

BT 2E. BREICRI-—FT—FERISINETT,

BALRITS—LARYR
7 Lo

2.6. 1—H —D{ERK

#52% CEPH OBJECT GATEWAY & API

FLWI—Y—%ERLET, 774 T S3F—RTFTHIPEEWNICERIN, LRAKRYZATRE
NnE 9, access-key F7-Id secret-key DWITNHIDAHEIEET B &, BEF—DEEMICERINZE
T, T7AIMTIE, ERINZF—F BEOF—RTEBEIMAZ &R F—Y UV JILEMTN
¥ 9, access-key WIEEIN, A—HF—DAATZ2HREOXF—%25RI2E, TOF—RBFEEINZE

ER
Hee
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I ‘users=write’

53°4

PUT /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4H—
uid
A
fERIN2d1—4%—ID,
i)
String
Bi:
foo_user
WA
(=Y

display-name
A
e 9 %5 11— —DHRRBE,
i)
String
Bi:
foo_user
WA
[=qN

email
WA
A—H—ICBEMITONEA—ILT KL R,
i)
String
Bi:
foo@bar.com
WA
(AYAY4

key-type
BT
EMINZF—9414T, 2T a3 vidswift. s3(F74ILK) T,
i
String
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Bi:
s3[s3]

WA
(AYAY4

access-key
A
TIEAF—ZEBELET,
i)
String
B:
ABCDOEF12GHIJ2K34LMN
WA
(AYAY4

secret-key
A
Y=Ly hEF—ZHEELET,
i)
String
Bil:
0AbCDEFg1h2i34JkiIM5nop6QrSTUV+WxyzaBC7D8
WA
(AYAY4

user-caps
A
21—,
i)
String
Bi:
usage=read, write; users=read
WA
LW Z

generate-key
BTL)
HLOWEF—RT7ZERL. BBFOXF—U Y JITEMLET,
i
Boolean

Bi:
True [True]

WA
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WL Z

max-buckets
A
A—HF—DRETEZNNT Y NORABEEBELET.
i)
Integer
Bi:
500 [1000]
WA
LW Z

suspended
BTL)
1P H—BELET BHE S A EEELET.
i)
Boolean
Bi:
False [False]
WA
(AYAY-4

LARVAIVF 1574 —

user
WA
1P H—BELET BHE S hEEELET.
i)
Boolean
Parent
(AYAY-4

user_id
A
a1—H%—1D,
i
String
Parent

user

display_name
BTL)
l_ﬁ_o)‘?—%?_‘__\%o
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i)
String
Parent

user

suspended
A
A—HF—DN—FEILE L TEBHEE True,
i)
Boolean
Parent

user

max_buckets
A
A—H—DHRET 21Ty NDRRE,
il
Integer
Parent

user

subusers
A
ZDA—HY—=Tho v MIBEEMTONY T1—H—,
i)
Container
Parent

user

keys
A
ZDA—H—=THoY MIEEMITONES3 F—,
i)
Container
Parent

user

swift_keys
A
ZOa1—H—THU v MIBEEMIT ST Swift .
i)
Container

Parent

#52% CEPH OBJECT GATEWAY & API

51



Red Hat Ceph Storage SBAF&EH A K

user
caps
Bl
21—,
i)
Container
Parent

BT 2E, BREICRI—FT—FERISINETT,

BANRIS—LARYR

UserExists
BTl
BEFE1—Y—DEXRZHIT,
a—F
409 Conflict

InvalidAccessKey
A
BT I EAF—DHEEINTWS,
a—F
400 Bad Request

InvalidKeyType
BTl
BWAF—44 THRIEEIN TN,
a—F
400 Bad Request

InvalidSecretKey
BTl
BWR—I Ly hEF—DEEINTWS,
a—F
400 Bad Request

KeyExists
BTL)
REINETI7ERAF—DFEL, OI—F—ICBLTWS,
a—FK
409 Conflict

EmailExists

35
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RBEINBZA—ILT KL ADEFEHET %,
a—F
409 Conflict

InvalidCap
A
BWeEEEKEDONS 2H 1T,
a—F
400 Bad Request

BIERR
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o HT7Ia1—H—DEMKIE. RedHatCephStorage FAFREHN A FASR LTIV,

27. 12— —DERE
BE1-—Y—-—0DEE
HaE

I ‘users=write’

53°4

POST /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4H—
uid
A
ERIN2d1—4%—ID,
i)
String
Bi:
foo_user
WA
(=4

display-name
A
e e 5 11— —DERRE,
i)
String
Bil:
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foo_user

WA

(&

email

A
A—H—ICBEMITONEA—ILT KL R,
i)
String
Bi:
foo@bar.com
WA
(AYAY4

generate-key

Bl
FILWFr—R7ZEHL. BFEOXF—) v 7IZEMLET,
it
Boolean

Bi:
True [False]

WA
WL Z

access-key

BTL
TIOEAF—ZHELIT,
i)
String
B:
ABCDOEF12GHIJ2K34LMN
WA
WA

secret-key

54

BTL
Y=Ly hF—ZEELIT,
i)
String
B:
0AbCDEFg1h2i34JkIM5nop6QrSTUV+WxyzaBC7D8
WA
WA
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key-type
A
EMINZF—94T, T3 vidswift. s3(F74ILK) T,
i)
String
Bil:
s3
WA
(AYAY4

user-caps
BTL)
a3 ——Hee,
i)
String
B:

usage=read, write; users=read
WA
(AYAY-4

max-buckets
A
A—HF—DRBETEZ2NNT Y NORABEBELET.
i)
Integer

Bl
500 [1000]

WA
WL Z

suspended
BTL
1P H—BELT BHE S hEEELET.
i)
Boolean
Bi:
False [False]
WA
AYAY-4

LARVAIVF 145714 —

user
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A

1P H—BELT BHE S A EEELET.
i)

Boolean
Parent

(AYAY-4

user_id
BTL
a1—%—1ID,
il
String
Parent

user

display_name
A
21— —DERRA.
i)
String
Parent

user

suspended
A
A—H—DN—FEL L TEBHEE True,
i)
Boolean
Parent

user

max_buckets
WA
A—Y—DFRETEINT Y NORAHK.
i)
Integer
Parent

user

subusers
Bl
ZDA—YHY—=T7ho v MIBEMITONAY T 21— —
it
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Container
Parent

user

keys
A

ZOa—YHY—T7Hho v MIEEMITONZS3 F—,

i)
Container
Parent

user

swift_keys
GTL

ZOa1—HY—T7Hho v MIEERMT SNz Swift #2,

i)
Container
Parent

user

caps
A
1 —F— e,
il
Container
Parent
BRINd 3&, BREICIEI—F—EFRIEEFNET,

BANRIS—LARYR

InvalidAccessKey
A
BWRT IV EAF—DPEEINTWS,
a—F
400 Bad Request

InvalidKeyType
A
BWAF*—44 THIEEIN TN,
a—F
400 Bad Request

InvalidSecretKey
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A

B\ —ILy hF—DPEEINTWS,
a—F

400 Bad Request

KeyExists
A
RUEINLTI7EXAF—DEFEL., HOI—F—IBLTWS,
a—F
409 Conflict

EmailExists
A
REINDZA—IT KL ZADEFEHET %,
a—F
409 Conflict

InvalidCap
A
BWeEEEKEDONS 2H 1T,
a—F
400 Bad Request

BIER R

o HJ1—H—DEEIZDWTIL, RedHat Ceph Storage FAFRE A FEZSRBRL T EI L,

2.8. 1 —H'—DHIkR
BHFEO1I—Y—%ZHRLET,
Hee

I ‘users=write’

53°4

DELETE /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DIJTRARMNRSA—4H—
uid
Brdii]
HIfRd 31— — 1D,
it}
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String
Bi:
foo_user
WA
(=YW

purge-data
BTLl
BETDE, A—HF—ICBIT BN\ Ty heATIHU MEHIBRINZET,
i)
Boolean
B:
True
WA
(AYAY4

LARVAIVFAT 14—
2L,

BALITS—LARARYR
7 Lo

B EfE R
o H7a1—H—DHIRICDWTIE, Red Hat Ceph Storage BAREHA KESRBL T IV,

29. % 71— — DR
Swift APl RT3 547 MCEICEIDHFLWY J12—H—5FERLET,

pa )

B 2 TR MIIE. gen-subuser 7zI& subuser DWIFNNHNRETY, BE.

Ta—%—ICIE, access ZIEL TNN—I v avad5d20ENrHYET, 21—
H—1ER (subuser ' secret 7 L TIEEINTWBIHFE) EAKkKIC, >—J Ly ¥ —
FEEMICERINE T,

413
I ‘users=write’

53°4

PUT /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
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DITARMNRFA—4H—
uid
A
Y71 —%FRTBH1—%—ID.
i)
String
Bil:
foo_user
WA
(=YW

subuser
A
ERd 20 721——IDEIBELZFT,
i)
String
Bil:
sub_foo
WA
WA (F 721 gen-subuser)

gen-subuser
A
ERR9 2 721—H—IDEIBELET,
i)
String
Bi:

sub_foo
WA
WA (F 721 gen-subuser)

secret-key
A
Y=Ly hE—ZEELET,
i)
String
B:
0AbCDEFg1h2i34JkiIM5nop6QrSTUV+WxyzaBC7D8
WA
(AYAY$

key-type

60



#52% CEPH OBJECT GATEWAY & API

BTL
EMINZF—914T, 2T avidswift(F74I M), s3TT,
il
String
Bi:
swift [swift]
WA
(AYAY-4

access
A
HTA1—H—DF7 IV RANRN—3I v aVERET BIHHIL. read, write, readwrite, full DL\ g1
NCTHEIZRLENHYZET,
i
String
Bi:
read
WA
(AYAY$

generate-secret
A
Y=Ly hE—ZEXKLET,
i)
Boolean
Bil:
True [False]
DA
(AYAY-4

LARVAIVF 1574 —

subusers
A
A—H—THho v MIBEEMFShAEY T2 —H—
i)
Container

Parent
BV

permissions
BTLl
A—HY—ThO Y MADYT1—H—T7 IR
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i)
String
Parent

subusers

KhdBE, LARYRICIEY T1—H—BFRHIrEFEN I,

BUATIS—LARYR

SubuserExists
A
BELLY T2 —H1EET 5,
a—F
409 Conflict

InvalidKeyType
BTl
BHRF—54 THBEIN TV S,
a—F
400 Bad Request

InvalidSecretKey
A
BWRY—I Ly hE—DEEINTWS,
a—F
400 Bad Request

InvalidAccess
A
BHRY T AT I EIADEEINTWS,
a—F
400 Bad Request

210. 4 71— —DERE
BHFEOYT1—H—%2ZELEY,
Hee

I ‘users=write’

53°4

POST /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
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DITARMNRFA—4H—
uid
A
Y71 —%FRTBH1—%—ID.
i)
String
Bil:
foo_user
WA
(=Y

subuser
BTl
EEY %7 1—%—1ID,
i)
String
Bil:
sub_foo
WA

generate-secret

G|
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BT71-—H-DHLWHERZERL. BFOF—ZESHIIT,

i)

Boolean
B:

True [False]
WA

(AYAY-4

secret
GTL
Y=Ly hEF—ZEELIT,
i)
String
B:
0AbCDEFg1h2i34JkIM5nop6QrSTUV+WxyzaBC7D8
WA
WA

key-type
BTL
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EMINZF—914T, 2T avidswift (F74I M), s3TT,
il

String
Bi:

swift [swift]
WA

(AYAY-4

access
A
HTA1—H—DF7 IV AN—3I v aVERET BIHHIL. read, write, readwrite, full DL\ g1
NCTHEIZRENHYZET,
it
String
Bi:
read
WA
(AYAY4

LARVAIVF 1574 —

subusers
A
A—H—=THho v MIBEEMFShAEY T2 —H—
i)
Container

Parent
BV

BTL)
H71—%—1ID
i)
String
Parent

subusers

permissions
A
A—HY—=ThO Y MADYT1—H—T7 It
i)
String

Parent
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subusers

KW dE, LARYRIIEY T2a—H—BHRHIEENET,

BANRIS—LARYR

InvalidKeyType
A
BHRF—54 THBEIN TV S,
a—F
400 Bad Request

InvalidSecretKey
A
BWRY—I Ly hEF—DPHEEINTWS,
a—F
400 Bad Request

InvalidAccess
WA
BHRY T AT IO EIADEEINTWVS,
a—F
400 Bad Request

2N Y 71— —DHIRR
BHEOY 71— —%ZHIRLET,
Hee

I ‘users=write’

53°4

DELETE /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

R/ 8 WA D Sl A
uid
BTL
HIFR 9 %1 —— ID,
i)
String
Bi:
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foo_user
WA
(=48

subuser
A
HIfgXI a4 7 1—H—ID,
i)
String
Bi:

sub_foo
WA
(=48

purge-keys
G|
HI71-—H—IIBT2REZHIRLIT,
i)
Boolean

Bi:
True [True]

WA
WL Z

LARYRIVF15714—

2L,

BRI S—LRAKRIR

2L,

2.12. 1 —H—ADHEBEDIEIN
BELA—Y—IIBEBY1EY T+ —%8BIMLET,
Hae

I ‘users=write”

53°4

PUT /admin/user?caps&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—5—
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uid
Bl

EEMEEZENT 21— — 1D,

i)

String
Bil:

foo_user
WA

(=Y

user-caps
A
2A—H—ITBINY 5 EEHEE,
i)
String
Bil:
usage=read, write
WA
(=Y

LARVAIVFTA4T4—

user

G|

A—Y—7—FEROIAVTF—

i)
Container

Parent
ZEL

user_id
A
1—%—1D
i)
String
Parent

user

caps
A
a3 —H—HEE,
il

Container
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Parent
user

BT dE, LARYRIEI—Y—DTA4REY) T4 —DNEFhZET,

BANRIS—LARYR

InvalidCap
BTl
BWeEEEKEDONS 2 & 1T,
a—F

400 Bad Request

213. 1 —H—H 5 DHEBEDHIFR
BELEELI—Y—DoBEBTA/E) T4 —ZHIFRLE T,
HaE

I ‘users=write’

53°4

DELETE /admin/user?caps&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4H—
uid
A
EEKEZHIRT 51— — D,
i)
String
Bil:
foo_user
WA
(=YW

user-caps
BTL
A—H—-HLHIRY 5 EEMEE,
i)
String
Bil:

usage=read, write
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WA
(=40}

LARVAIVFTA4T4—

user
A
A—Y—7—FEHROIAVTF—
i
Container
Parent
ZEL

user_id
A
a—%—1ID,
i)
String
Parent

user

caps
A
1 —F— e,
i
Container
Parent

user
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BT dE, LARYRIKEI—Y—DTr14REY) T4 —DNEFIZET,

BARIS—LARYR

InvalidCap
A

BN EEMEOHIRZHATLEY,

a—F
400 Bad Request

NoSuchCap
A

I RIEEIN TV BHEALIE LA,

a—F
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404 Not Found

2.14. ¥ —D1YERK

FLWE—%ERLET, subuser 2I8ET 2&. T 74 M TERINF—IF swift ¥ 4 Ty
¥ 9, access-key X7z secret-key DW\WITNHADANIBEEINAIZE. AI Y FINEF—EEHHN
ICERRINE Y, secret-key DAMNIBEINTLSIHFE. access-key IFBHMICENRINE T, T
TAINTR, ERINF—F BFEOF—RTEBEIMAZI &R F—YVTICEBMINZE
9, access-key BMEEIN, I—H—DAAETIHRFOF—%2SBI 2L, TOF—REFEEINFE
¥, LARVRIE, FRSNBERLY A TOREITARTYRAMNRRT SV TF—TT,

pa )

swift ¥ —DVERBSIC, access-key 7 7> a v ABELTEMRIEHY FHA, i,
A—H—FF Y T1—HF—TEI1 DD swift F—DHERFIT DI ENTEET,

41
I ‘users=write’

53°4

PUT /admin/user?key&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
DITAMNRFA—4H—
uid
BTL)
FLUOWF—ZRITWB1—Y—ID,
i
String
Bi:
foo_user
WA
(&N

subuser
A
FLWF—%2Z WY T1—5— 1D,
i)
String
Bi:
sub_foo
WA
(AYAY4
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key-type
A
EMINZF—94T, T3 vidswift. s3(F74ILK) T,
i)
String
Bil:
s3[s3]
WA
(AYAY4

access-key
A
TIOEAF—ZEELET,
i)
String
Bil:
AB01C2D3EF45G6H71J8K
WA
(AYAY4

secret-key
A
Y=Ly hE—ZEELET,
i)
String

B:
O0ab/CdeFGhij1kimnopqRSTUv1WxyZabcDEFgHij

WA
WL Z

generate-key
A
FLOWF—R7ZERL, BEOXF—) Y JIEMLEY,
i)
Boolean
Bi:
True [True]
WA
(AYAY$

LARVAIVFTA4T4—

keys
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Bl

DAY —ThHo Y MIBEMITONZYA TDF—,
i)

Container

Parent
BV

user
BTL
F—ICEEMIFONI—Y—TAHAIDUN,
i)
String
Parent

keys

access-key
A
TIEAFx—,
i)
String
Parent

keys

secret-key
A
=Ly hE—,
i)
String
Parent

keys

BANRIS—LARYR

InvalidAccessKey
A
BWRT IV EAF—DEEINTWS,
a—F
400 Bad Request

InvalidKeyType
BTLl
BARF—54 THREIN TV S,
a—F
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400 Bad Request

InvalidSecretKey
A
BWRY—I Ly hEF—DPEBEINTWS,
a—F
400 Bad Request

InvalidKeyType
WA
BWAF—44 THRIEEIN TN,
a—F
400 Bad Request

KeyExists
A
RUEINLTI7EIAF—DEFEL. BHOI—F—ICELTWS,
a—F
409 Conflict

2.15. SE D HIR
BEOxX—%HIlRLET,

413
I ‘users=write’

53°4

DELETE /admin/user?key&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

access-key
A
HIFR Y 2 S3F—RTVIETSS3T7I/ERAF—,
i)
String
Bi:
AB01C2D3EF45G6H71J8K
WA
[=YN
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uid
A
F—OHIFRTO I —Y—,
i)
String
Bil:
foo_user
WA
(AYAY$

subuser
A
F—DHIBRTOY T 1—H—,
i)
String
Bil:
sub_foo
WA
(AYAY4

key-type

G|
HIR T 2% —49 47, 7> 3 vidswift. s3TY,

. p: i)
swift ¥ —ZHIfR T B 7HDICHETT,

BALRITS—LARARYR
7 Lo

LARVAIVFAT 14—
2L,

2.16. /N4y NEH]

74



#52% CEPH OBJECT GATEWAY & API

AML—=VEEEE, ChOoDAPIZFERALTNAT Y NBHIA D ZXLDERES LVHIEA 9 —7
A 2AERWTEZET, API REY Z1IF, BEDIY RKRA Y NOEBDEFTNBERNNITONEA T
IV MTY, Ny MBRTIE., NEYIEREEDONT Y MIBEEMITEY, S3/87y MeE&S
2a v Tk, N7y NBHIOFEARIINE T,

R

TRTCOMEY Y7023 VTR NIA—=F—(FURLITVO—RX
. application/x-www-form-urlencoded I > 5>V 4y (1 TEFHLTX vy E—Y DR
T4 —TCEEINET,

R

MEY JDEFHZBDICT BICE, MEY ZICTTICEAEMITONTWS/NTy MEA]
BRI DIRENDHYITT,

2.16.1. iR
® Ceph Object Gateway EIZ/N7y NBRIZER LT,

2.16.2. /Ny M EROBE

Ny NBRICEY, N7y NTHEDA XY MAFELE LIZIHFAEIC. Ceph Object Gateway DS 1E#R &
EBFENMRBEINE T, Ny MERIEHTTP, AMQP0.9.1, & UKafka TV RiRA >~ MIZEET
XXT, FENTY NBIUBEDRNEY V EDARY MOy MBRIZERFET 20D, BRITY
N)—RERT ZRELrHY T, /N7y MBRIE. ARV NYATOHTEY MICERTBZ EH.
T7AIRTEIRTDARY MY A TITH LU TERTEET, Ny MBRIE, F—DEBEF /2133
B, F—I—BIBERRKR. A7V MIBEIYHTONASYT—FIEME. FhEATo o b
BITICEDWTARYNE T AW )V ITEEY, Ny NBRICIE., X7y MERIX D= LD
EBLVHIEA V9 —T7 214 R%&RET D RESTAPID'HY ET,

2.16.3. Kk fnd@ Al

KR ARBHAIC L YU, Ceph ObjectGateway NS hEY V TREINILIY RRA ¥ hADBRDIEFE
MHOBWERPRENTEICAYET, TV KRS Y MAOEFEIF. V7T MNRICARMICETIN
278, BEORBRMLEEENHY £9, KiHRBRICL Y. Ceph Object Gateway [FT Y KR4
RBT DY LIcmEY. BEFRICRY NT—VDOBEI’HZHBETEH., BRIFEFEEBATLET, &
niE, TV RRASA Y MIEBICEEINAWVEAICRANABRATINE S, BN, BRIREICEET
2EDMDT I a Vv IRTENT BERICOAEEINET, TV RRA Y MO RBEY VT3
& BRF LDV FEWNIRY, ThHDITY RS Y MOBMARE S N7 S3BRENKBL Z
ER

Pz -

kafka-ack-levelznone #{#fHT 2 &, X v E—JDKBATRINGWES, TO—H—
MELELTWBREICEE I XAy E—Y, 7O0—H—0BEEFBICBEAITINIE
ho 7A—H—0ED—ERBINZE, HILWENOADNRRIINET,

216.4. NEY 7 DIERX

Ny NBRIZEENRT 2EIIC. PEY I ZERTEET, bEY 7I1d Simple Notification Service

(SNS)ITVF 4T 4—T, IRTDIMEY 7 (DF Y create. delete. list. & &£V get) I& SNS #
fECd, MEYZIZIE. Ny NBRIOERBICERAINSZIY KRSV MRS A =S —DRETT,

75


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#s3-bucket-operations

Red Hat Ceph Storage SBAF&EH A K

DO ITRRMDAEEICTONEE, LARYRITIE, N7y NBRIERTIDOMNEY 29 528BT 201
#BTEHEATE S bEY Z D Amazon Resource Name (ARN) A& Fh F 7,

S

AR

Pz
topic_arn ($/X7 vy NBHIEREZRHEL. FEY JDEMRRBRICERINET,

o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

o JL—hLNILDTIEZR,

® Ceph Object Gateway D1 ~ X b—Jb

o 1—H¥-TFTIOEAF-—BLVY—ILvy rFx—,

o ITVRNRRAVIMNRNSIA—=H—,

FIR

L UFOEKREATIEY 7 2FRLET.
B

POST

Action=CreateTopic

&Name=TOPIC_NAME
[&Attributes.entry.1.key=amqp-exchange&Attributes.entry.1.value=EXCHANGE]
[&Attributes.entry.2.key=amqgp-ack-level&Attributes.entry.2.value=none|broker|routable]
[&Attributes.entry.3.key=verify-ssI&Attributes.entry.3.value=true|false]
[&Attributes.entry.4.key=kafka-ack-level&Attributes.entry.4.value=none|broker]
[&Attributes.entry.5.key=use-ssl&Attributes.entry.5.value=true|false]
[&Attributes.entry.6.key=ca-location&Attributes.entry.6.value=FILE_PATH]
[&Attributes.entry.7.key=0OpaqueData&Attributes.entry.7.value=OPAQUE_DATA]
[&Attributes.entry.8.key=push-endpoint&Attributes.entry.8.value=ENDPOINT]
[&Attributes.entry.9.key=persistent&Attributes.entry.9.value=true|false]

DOTAMNSGA =G =% TICTRLETY,

76

Endpoint: @ %%§9 2T KR4 D URL,

OpaqueData: "ERLRT—FIEMEY VBRETHREIN, MNEYVICEI>TRETZTA
TOBRUCEMINZE T,

persistent: ZD TV KR4 ¥ hADBRA KGN GERHE) THZEIAERLET, 774
NE(L false T,

HTTP T RRA Vb
o URL: https;//FQDN:PORT
o R—MDFIZAI I HTTP FLIEHTTPS ICZEN TN 80 /213 443 A FALE T,

o verify-ssl: —/N\—FEBAEN VIS4 7V ML > THRIEIN TV B EI N ERLZE
¥, T 74 NTlE true TY,
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® AMQPO9IIY RRA Vb

(o}

URL: amgp://USERPASSWORD@FQDN:PORT[/VHOST].
A—H—BLCTIV—TDT7 )L MEIZENEN guest & guest TT,

A—H—BLONRRAT7—ROFMIEIHTTPS REHTIRET Z2HELHYET, ZILA
W&, FEY ZEREXRIFEEINE T,

Port 77 # )V Mé |£ 5672 T,

vhost D77 # )L MM/ T,

amqp-exchange: X#IEHFEEL. NEYVICEDWTA Y=Y %IN—TFT 1 VI TE
ZRENHYET, INIEAMQPOSIDHEANRTA—H—TF, LIV NRA Vb
HSRIBIFIFRIMNEY VDAL EZFATINELNHY T,

amqgp-ack-level: ZIRFEHIEEINBRINICA Yy E—I DA TO—H—TkELIN ST
REMDH B8, RTHRIEITETT., KBXAYVY NE32HYZET,

B none 7O—A—ICEBINLBEICAvE-—IUDPBEINTWVWS ERAINE
ER

m broker: 77 AL MNTIE, AvE—JIFTO0—H—ICL>THEEAREZINS L BBE
IhTWs ERAaEInxd,

® routable: 7O—A—HNO V> a—v—II—FT 14 VI TEZEES. AvE—JF
BEXhTWw? ERAaXhZETd,

YT BREBEREHYFEA,

pa )

' y 13!
BEDNZA—H—DF—EIX. ALCITELEIBFEDIEFTEE
' TEHERERHYFEAD. ACI VYTV I REFERTIHNELNHY
F9, BEA VYT Y IR, BHEQENSIEFICLAY., FBLE
% topic-name (& AMQP cEY VICERAINF T,

e Kafka T KR4 v b:

(o}

URL.: kafka://USERPASSWORD@FQDN:PORT.

use-ssl B*7 7 #JL N T false ICEREI NS5 E. use-ssl A true ICEREINTWSIF
Bl 7O—H—DEHKICEXF 1 T7REGENMERAINE T,

ca-location NMIEEEIN, EX a7 REGNMERAINSDEEIE. JO—H—%5RT 3
DT, T74IN MDD CATIERLS, BEINALCANMERINET,

A—HY—BLVRT—RIEHTTP[S] COHRETEZET, 5 LARWVE, PEY S
ERRERIFEEINZE T,

A—H—ELVP/NZAT— KX use-ssl EDHRETE, 7O—H—~DEHIKHLT
W L7,

Port 7 7 #JL M 13 9092 TY,

77
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o kafka-ack-level: Z#&SEHLICEEINBENCA v E—I D TO—H—TAFLINEH
BEMENH BT, RTHERBIEIFAETY, KEBAVY RE22HYET,

B none: 7O—A—ICEBINLBEICAvE-—IUDNBEINTWVWS ERAINE
ER

m broker: 77 AL MNTIE, AvE—JFTO0—H—ICL>THEEAREZINS L BB
IhTWws ERAaEInxd,

HREEROFEELLTICRLET,
1k

<CreateTopicResponse xmlns="https://sns.amazonaws.com/doc/2010-03-31/">
<CreateTopicResult>
<TopicArn></TopicArn>
</CreateTopicResult>
<ResponseMetadata>
<Requestld></Requestid>
</ResponseMetadata>
</CreateTopicResponse>

pa 3

LARYR®D kEw 2 ® Amazon Resource Name (ARN) D=
I&. arn:aws:sns:ZONE_GROUP:TENANT:TOPIC (72 Y £ ¢,

LAFIE AMQPO.9T TV RiRA ¥ hDBINCIRY £7,

Bl

client.create_topic(Name="my-topic’ , Attributes={"push-endpoint’: 'amqp://127.0.0.1:5672", 'amqp-
exchange': 'ex1', 'amqgp-ack-level": 'broker'}) "

2.16.5. NE Y YV IEHROEE

BELEZEMNEY ZICEATZEREZERLET, TNICIE, BEINTWEHAICIEIY RKRA4 Y MERE
EHDBIENTEET,

AR &M
o @D Red Hat Ceph Storage ¥ S A9 —1'%H %,
o JL—FLRILDTIER,
® Ceph Object Gateway D1 Y X h—Jb
o 1—H—TFIEAF—BLIUVY—IL v bFx—,
o ITVRRAYVKIRSA=H—,
FI7
L UTOEREATINEY VBEREBRBLET,
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53°4

POST
Action=GetTopic
&TopicArn=TOPIC_ARN

LARYRT7 A=<y FOBIZUTICRLET,

<GetTopicResponse>
<GetTopicRersult>

<Topic>

<User></User>

<Name></Name>

<EndPoint>
<EndpointAddress></EndpointAddress>
<EndpointArgs></EndpointArgs>
<EndpointTopic></EndpointTopic>
<HasStoredSecret></HasStoredSecret>
<Persistent></Persistent>

</EndPoint>

<TopicArn></TopicArn>
<OpaqueData></OpaqueData>
</Topic>

</GetTopicResult>
<ResponseMetadata>
<Requestld></Requestld>
</ResponseMetadata>
</GetTopicResponse>

LFiE. 978LVEETT,
e User hEY V7 ZFR L7 —F —DEHI,
e Name: k Ev 7 DHH],
o JSONHDIY RRA Y MIFUTHEEFNET,
o EndpointAddress: T KR4 > D URL, T KRS ¥ M URL ICA—H—H LU/

27— RIERNIEFNDHBE. VIITRAMIHTTPSBRATITOMENHY FT, Th
J’J\%o)iﬁﬂ\ I\ l: / OOJHX g—_kti*ﬁ ni’a—o

= EndPointArgs: T~ KR4 > M5IEL,

= EndpointTopic: T~ KR4 ¥ MIEEFEINZ MEY VEIE. EEREOHIONEY 2
ZEEERZBENHYET,

m HasStoredSecret: T KR4 VY MO URL ICA—H—B LUV T — RERLSF
N35EIC true,

ki hEY I KT 2355 true,
® TopicArn: Topic ARN,

e OpaqueData: ZhiE bEY 7 EORERRT—FEY b TY,

2166. hEY DY) X MR
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A—H4—HIPEELELMNEYIEZ)AMNRRLET,

AR
¥ @ D Red Hat Ceph Storage 7 5 249 —H'%H %,

o JL—FLRILDTIVEZR,
® Ceph Object Gateway D1 ~ X b —Jb
o 1—HF—TFIERAFX—BLUVY—IL vy hr—,

o ITVRNRRAVINRNSIA—=H—,

FIa
L UTFTOEKRBXTAEY VIEREZVAMKRRLET,

53°4

POST
Action=ListTopics

LARYRT7 A=< FOBIZUTICRLET,

<ListTopicdResponse xmins="https://sns.amazonaws.com/doc/2020-03-31/">
<ListTopicsRersult>

<Topics>

<member>

<User></User>

<Name></Name>

<EndPoint>
<EndpointAddress></EndpointAddress>
<EndpointArgs></EndpointArgs>
<EndpointTopic></EndpointTopic>
</EndPoint>

<TopicArn></TopicArn>
<OpaqueData></OpaqueData>
</member>

</Topics>

</ListTopicsResult>
<ResponseMetadata>
<Requestld></Requestld>
</ResponseMetadata>
</ListTopicsResponse>

= -1o)
IYVRRAY MURLICA—YY—BLUVNRRT—RNIFHRHIPEFNBFEIE. b

EYy 7OWIFNOTEREZITOILE M HY ET, £OLARWVWE, FEYIYR B
DEKRIFEEINE T,

216.7. NEv U DHIR
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HIFRL7c b EY 7 ZBIBRT 2 & BIFIFZG, RRIERELEEA

AR

¥ @ D Red Hat Ceph Storage 7 5 249 —H'%H %,

o JL—FLRILDTIVEZR,
® Ceph Object Gateway D1 ~ X b —Jb
o 1—HF—TFIERAFX—BLUVY—IL vy hr—,

o ITVRNRRAVINRNSIA—=H—,

FIR
L UTFOERHRThEY 7 5HIRLET,
B

POST
Action=DeleteTopic
&TopicArn=TOPIC_ARN

LARYR 74— FOBIZUTICRLET,

<DeleteTopicResponse xmIns="https://sns.amazonaws.com/doc/2020-03-31/">
<ResponseMetadata>

<Requestld></Requestld>

</ResponseMetadata>

</DeleteTopicResponse>

2168. 41X ML O—NK

4 R K&, Ceph Object Gateway IZ& > TIThN B BREICEATIEREFREFL. BRLALIY KRS
Y b (HTTP. HTTPS, Kafka, F7ld AMQO914E) EDRAO—RELTEFINEY, 1NV b
L3—RIZJISONFERICHY XY,

R

{"Records"[
{

"eventVersion":"2.1",

"eventSource":"ceph:s3",

"awsRegion":"us-east-1",

"eventTime":"2019-11-22T13:47:35.1247247Z",

"eventName":"ObjectCreated:Put",

"userldentity":{
"principalld":"tester"

b

"requestParameters”:{
"sourcelPAddress":""

b

"responseElements":{

81
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"x-amz-request-id":"503a4c37-85eb-47cd-8681-2817e80b4281.5330.903595",
"x-amz-id-2":"14d2-zone1-zonegroup1"
b
"s3":{
"s3SchemaVersion":"1.0",
"configurationld":"mynotif1",
"bucket":{
"name":"mybucket1",
"ownerldentity":{
"principalld":"tester"
b
"arn":"arn:aws:s3:us-east-1::mybucket1",
"id":"503a4c37-85eb-47cd-8681-2817e80b4281.5332.38"
b
"object"{
"key":"myimage1.jpg",
"size":"1024",
"eTag":"37b51d194a7513e45b566524f2d512",
"versionld":"",
"sequencer": "F7E6D75DC742D108",
"metadata":[],
"tags"[]
}
2

"eventld":"",
"opaqueData":"me@example.com"

}
I

LUFEARYMLI—ROF—BLUVZDEETT,
® awsRegion: Zonegroup,
o eventTime: 1 XY M KNYH—INEIYAIVIERTIA LRIV T,
e eventName: 1 XY D% 1 7,
e userldentity.principalld: 1 X BB L7221 —H—D ID,

e requestParameters.sourcelPAddress: 1 XV h &= N) A—LEVZAT7VMDIPT7 RL R,
D74 —ILREYR—FIhFEEA,

e responseElements.x-amz-request-id: 1 X h& M) H—LAEY T X MID,

e responseElements.x_amz_id_2: 1 X MA' N H—I 17z Ceph Object Gateway D IP 7 K
L ZXID #£xI& RGWID-ZONE-ZONEGROUP T,

e s3.configurationld: 1 X k& {ERY L 7=3@%0 1D,

e s3.bucket.name: /N7 v h DEH],

e s3.bucket.ownerldentity.principalld: /X% v M DFFEZE,
e s3.bucket.arn: /N4 v kD Amazon Resource Name(ARN),

e s3.bucketid: N7 Y KDTFTATVT 4T 14—,

82
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e s3.objectkey: 7 TV hF—,

e s3.objectsize: A 7V hDH A X

e s3.object.eTag: = 7> ¥ b etag,

e s3.object.version: N\—U 3 UEINNT Yy KDF Ty hX—=2 3,

e s3.object.sequencer: 16 EBATAH TV I NTEDERHAFEEIMIEET,

e s3.object.metadata: x-amz-meta & L TEFEINDZ AT TPV MIXSIT—StEY K,
e s3.objecttags: 7 7> U MIREI NS T,

e s3eventld: 1 XY NO—BDT7ATVT AT 14—

e s3.opaqueData: Opaque T—#% [E hEY VBRETHEIN., MEYIILE>THR)HA—EIN 3
TRTOBAIEMINE T,

BIER R

e F¥ffilX. Event Message Structure &8 L T 72X,

2169. Y R—KNINBARVNYALT
LTFOARY NIA THYR—MINFET,

s3:0ObjectCreated:*

® s3:0bjectCreated:Put

e s3:0bjectCreated:Post

e s3:0bjectCreated:Copy

® s3:0bjectCreated:CompleteMultipartUpload
® s3:0ObjectRemoved:*

® s3:0ObjectRemoved:Delete

s3:0bjectRemoved:DeleteMarkerCreated

217. /XN v MERO IS

BEONTy DY Ty MIET3EHREE LT T, uidh bucket 2 L THREINZ &, D
A—H—IIBTBIRTONT Y PHIRINZE T, bucket DAMIEEINTWBIFEIE. TDHFED
NTy NOBEREREBLEY,

Hae

I “buckets=read

53°4

83
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GET /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

bucket
A
BERZIRT/NT v K,
i)
String
Bi:
foo_bucket
WA
LW Z

uid
A
Ny NERZEIRET 51— —,
i)
String
Bi:
foo_user
WA
(AYAY4

stats
A
Ny hDffETZRLE T,
i)
Boolean
Bi:
True [False]
WA
(AYAY-4

LARVAIVF 1574 —

stats
A
Ny NZEDER
i)
Container

Parent

84
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ZERL

buckets
A
1DUEDNTy hAVTF—DI)RAMDNETFNIT,
i)
Container
Parent

buckets

bucket
A
BE—N\4Ty MEBRAOIVTF—,
i)
Container
Parent

buckets

name
BTL
Ny N DR,
i)
String
Parent
bucket

pool
A
Ny MBMREIRTWE T—L,
i)
String
Parent
bucket

A
—BD/NT vy M ID,
i)
String
Parent
bucket

marker

85



Red Hat Ceph Storage SBAF&EH A K

BTL

RERNT Y K5 T,
il

String
Parent

bucket

owner
A
Ny NFIEZEDI—F— 1D,
i)
String
Parent
bucket

ERAE
A
A ML =Y DERER,
i
Container
Parent
bucket

index
A
NTY M ITYIADAT—H R,
i)
String
Parent
bucket

BRI BE. BRINTy MEREFEICNNFy NV FF—%RLET,

BANRIS—LARYR

IndexRepairFailed

A

NIy N YTy I ZADBEICKERLE L .,
a—FK

409 Conflict

218. Ny N VT O REERLE T,
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BEONTY NDA VT I R EHBLET,

pa )

check-objects THEEH/SN— AT I NTHIY

ICRET DRENDY T,

1

buckets=write
B

GET /admin/bucket?index&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

bucket
A
BERZIRT/NT v K,
i)
String
Bi:
foo_bucket
WA
(=Y

check-objects
A
BENR—NATOONTAOI VTV TERRELET,
i)
Boolean
B:
True [False]
WA
(AYAY4

fix
BTLl
Flo FYvIRIINTY M UTYIRBBELET,
i)
Boolean
Bil:
False [False]
WA

#52% CEPH OBJECT GATEWAY & API

T4 VT EMEERT BITIE. fix & True
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WL Z

LARVAIVFTA4T4—

index
A
NTY N VTIYIRADRAT—H R,
i)
String

BRI S—LARVR

IndexRepairFailed

Bl

NIy N YTy I Z2DBEICKBRLE L .,
a—FK

409 Conflict

2.19. /X4y N DHIRR
BHFEONTy hEHBRLET,
Hee

I “buckets=write’

53°4

DELETE /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
DITAMNRFA—4H—
bucket
A
HIBRT 237 v K,
i)
String
Bi:
foo_bucket
WA
=40

purge-objects
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A
BIBRE 2R0IC. Ny hDATITI MEBIBRLTLLEIL,
i
Boolean
Bi:
True [False]
WA
(AYAY4

LARYAIVT4T14—

2 Lo

BUATIS—LARVR

BucketNotEmpty
A
ZETRHRWAT Yy NOHIBRZETLE L,
a—F
409 Conflict

ObjectRemovalFailed
A
FT7VxU MEHIBRTEE A,
a—F
409 Conflict

220. N7y DY VY

Nry NEEELI—H—IC) v L, BRIOI—F—H05N Ty hDY VI 5BRLET,
PaE

I “buckets=write’

53°4

PUT /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITARMNRFA—4—

bucket
Brdii]
)Y ) ERBRRT B/INT Y K,
it
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String
Bi:
foo_bucket
WA
(=YW

uid
BTLl
Nry b )93 351—%—1D,
i)
String
B:
foo_user
WA
(=4

LARVAIVT AT 14—

bucket
A
BE—N\4Ty MEBRAOIVTF—,
i)
Container

Parent
ZEARL

name
A
Ny N DR,
i)
String
Parent
bucket

pool
A
Ny MPREIRTWE T—IL,
i)
String
Parent
bucket
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BTL
—BD/NT vy NID,
i
String
Parent
bucket

marker
A
RERNT Y K5 T,
i)
String
Parent
bucket

owner

G2

Ny NERrBEDI—Y— 1D,

i)
String
Parent
bucket

ERAE
A
A ML =Y DERER,
i
Container
Parent
bucket

index

G|

NTYy NAYTYIADAT—4H R,

i)
String
Parent
bucket

BARIS—LARYR

BucketUnlinkFailed
snEA
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BEINI—YHY—D26NTy N VI %EIRTETE A,
a—F
409 Conflict

BucketLinkFailed
A
NIy NEREINLA—F—IZ) VI TEEHA,
a—F
409 Conflict

221Ny NDY VU =R L F T,

BEEINA—H -6 Ty MDY VI ZBBRLET., EICNAT Y NOFBEEZEEY 5DICRILS
i’a—o

41
I “buckets=write

53°4

POST /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

bucket
A
VU EERY BNT Y b,
i)
String
Bi:
foo_bucket
WA
(=Y

uid
A
Nry b)) 9451 —%—ID,
i)
String
Bi:
foo_user
WA
(=Y
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LARVARAIVFAT 14—

2 Lo

BANRIS—LARYR

BucketUnlinkFailed
A
BEINLA—F—DoNTy MDY VI ERBBRTEE A,
i)
409 Conflict

222. N7y NERWEA TV MR —%ZEET 2
AT NERRNTY hORY O —%GHmAHARY £7,

PaE

I “buckets=read"

53°4

GET /admin/bucket?policy&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4—

bucket
A
RY Y —%HmAMBNT Y K,
i)
String
Bi:
foo_bucket
WA
(=Y

object
A
RYY—OFmAMYTERD AT TV N,
i)
String
Bi:
foo.txt
WA
(AYAY4
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LARYVARAIVFAT14—
policy
A
TOEIGIERY > —,
i)
Container

Parent
ZHARL

BRI LGB, TV bEREBATY MRY S —%RLET,

BRI S—LARVR

IncompleteBody
A
Nry NRY)S—FRICNNTy MPBEINTWARWD, ATV DB F TV MRY) O —
ERIHEEINTWEHEA,
a—F
400 Bad Request

223. A7 NDOYIKR
BEOA Ty NEEIBRLED,

-
MEEEZ—REFELETICHEET 2LEIHY THA,

41
I “buckets=write

53°4

DELETE /admin/bucket?object&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
DITARMNRFA—4H—
bucket
A
BRI 24 T2V NEBUNT Y N,
i
String
Bi:
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foo_bucket
WA
(=48

object
A
HIfRg 2472V K,
i)
String
Bi:
foo.txt
WA
(=4

LARVAIVFAT 14—
2L,

BRI S—LARVR

NoSuchObiject
A
BEINLATIVI NEIBFEELEHA,
a—F
404 Not Found

ObjectRemovalFailed
A
A7V MEHIBRTEE A,
a—F
409 Conflict

2.24. QUOTAS

EERRFEAPIZERTZE, - —B8LP1—F—DABETEINTY MV A —FERETEET,
DA=FIIE Ny M DA T2V hDFRREE, XHANA MRUDA ML =Y DHERY A IDEX
hi’a—o

JA—FHRRTBICIE., T—H—IC users=read 71 /XE) T4 —HMETT, 7+ —9%5ERE. &
B, FRIEEMITDICIE. 2 —Y—IC users=write ¥ 1 /NE ) T4 —HRETT,

I F—DEMBRINSGA—F —ICIFUTHAERENF T,
e Bucket:bucket 4 7> 3 v Tld, 22— —DRETEINTY MDY+ — Y AIBETEET,

® Maximum Objects: max-objects X ETIE. 7V V NORAFAZIBETEET, ADELE
RETDE. TOREVEDICRYES,
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® Maximum Size: max-size - 7> 3 VY TlE, N NOBRAXBDI +—9 2IEETEFT, BAD
BEERETDE., CORELVEMICAY FT,

® QuotaScope:quota-scope + > a vk, V+—FDRA—TEHFZELET, A > avik
bucket & user TY,
225. 1—%—0 #—4% DRF

P+ —H%BIGTSICIE, read /N\—I v avaFDusers T /N\E) T4 —DNREINTWVWBHME
nHYFET,

53°4

I GET /admin/user?quota&uid=UID&quota-type=user

2.26. 11— — 9+ — Y DEKRTE

DA—HHEHRETBICIE, 21— —ICwrite/XS—I v avaFEdusers M /N\E T4 —%BETS
WEINHY ET,

53°4

I PUT /admin/user?quota&uid=UID&quota-type=user

AVFIUVICIEK,. MR T 25ARYIBETIVI—RINhTWE I 4—49BED ISONKRIBAZSENT
WBREAHY T,
227.87y N+ —48 DEUS

BEONTy DY Ty MIET2EHREE LT T, uid b bucket L THREINZ &, D
A—HF—IIBTZIRTONT Y MIRINFET, bucket DADIBEINTWVWBIFEIX. TORED
Ny NOERERBLET,

41
I “buckets=read

53°4

GET /admin/bucket?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4H—
bucket
A
BERZIRT /N v K,
i)
String
Bi:
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foo_bucket
WA
AYAY-3

uid
A
Ny NERZEIREY 51— —,
i)
String
Bi:
foo_user
WA
(AYAY4

stats
A
Ny hDffETZRLE T,
i)
Boolean
B:
True [False]
WA
(AYAY-4

LARVAIVF 14574 —

stats
A
Ny NZEDER
i)
Container
Parent
ZEL

buckets
A
1DUEDNTy hAVTF—DI)RAMDNETNIT,
il
Container
Parent
ZEL

bucket

#52% CEPH OBJECT GATEWAY & API
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BTL

B—n\7y MEBRAOIY T —,
i

Container
Parent

buckets

hame
A
Ny N DR,
i)
String
Parent
bucket

pool
A
Ny MBMREIRTWE T —IL,
i
String
Parent
bucket

A
—BD/NT vy MID,
i)
String
Parent
bucket

marker
WA
RERNT Y K5 T,
i
String
Parent
bucket

owner
A
Ny RNFIBEDI—Y— 1D,
B
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String
Parent
bucket

ERAE
A
A ML —YDERER,
i
Container
Parent
bucket

index
BT
NTY N VTIYIRADRAT—H R,
i)
String
Parent
bucket

BRI BE. BRIy MEREFEICNNFy NV FF—%RLET,

BUATIS—LARVR

IndexRepairFailed

A

NIy N YTy I ZADBEICKERLE L .,
a—FK

409 Conflict

228. N\ Yy KU #—H DERTE

DA—HHERETBICIE, 21— —ICwrite/XS—I v avaFEdusers M1 /N\E) T4 —%BETS
WEINHY ET,

538
I PUT /admin/user?quota&uid=UID&quota-type=bucket

AVFUYICEK,. MET 25ARYIBETCIVI—RINTWE I +—9BED IJSONKRIBAZSENT
WBRELHY FT,

2.29. FARAEBHROREG
HIEEDFERBEROENK,
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Hae
I ‘usage=read

53°4

GET /admin/usage?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DOITRAMNRGA—H—
uid
A
BEwNAERINZ1—H—,
]
String
WA
(=qW

start
Bl
F—& Y T2 MBI LSO B (EETER), (5 2012-09-25 16:00:00).

BTL

T8V ITRAMDRT LEFERKOBMN (EETRZD. (fl: 2012-09-25 16:00:00).
B

String
WA

AR+

show-entries
A
T—HAIVN)—ZRINEIDEERBELZE T,
i)
Boolean
WA
(AYAY4

show-summary
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A
T—IIVN)—%ZRIHEIDEBELIT,
i
Boolean
WA
(AYAY-4

LARVAIVFTA4T4—

fERAE
Bl
FERAEICEYT BERAOI YT —,
i

Container

IVhY—
Bl
FRAEIV N —BROI YT —,
it}

Container

user
G
A—Y—7—FEHROIAVTF—
il

Container

owner
BTL)
N7y NEfBEYT 21— —D&H,
i
String

bucket
A
Ny N,
i)
String

time

G2

T—IDMEEINTWSEREO TR (RYDOEEY EEORMBICHO SN ET),

i)

#52% CEPH OBJECT GATEWAY & API
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String

epoch
A
1/111970 H 5 DFFEEFE (FEAL).
i)
String

categories
WA
HEHE®RATI)—0av T+ —,
i)

Container

entry
SnEA
stats TV MNY—DaVF+—,
it

Container

category
G|
Mat MBI N2 ERHT T — DA,
i)
String

bytes_sent
BTl
Ceph Object Gateway I & > TEEI NS /N1 ML,
i)

Integer

bytes_received
A
Ceph Object Gateway A" (7B /N1 ML,
i)

Integer

ops
A
HEODH,
il

Integer
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successful_ops
A
BZh L 7 E DL,
i)

Integer

summary
A
B30 U 7= 3R F DL,
i

Container

total
snEA
REtBROBMESSTSFTOI YT+ —,
i)

Container
KW DE., LARYRICIEERINZBEHRIESENE T,

2.30. [FRAEICET 2 15H = HIR
FREAXICET 2EHRZERLET, HEZEELRAWE, IRTOFERIBEHRIEIBRINE T,

HaE
I ‘usage=write’
53

DELETE /admin/usage?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

DITAMNRFA—4H—
uid
A
BHRHIBERINZ 21— —,
i)
String
Bi:
foo_user
WA
(=Y
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start
BTL
T—4) TR MDA LEEROBN (EETRZD. (fl: 2012-09-25 16:00:00).
i)
String
Bil:
2012-09-25 16:00:00
AR
WA

end
BTL
T8V ITRAMNDRT LEEROBMN (EETRZ. (fl: 2012-09-25 16:00:00).
i)
String
Bil:
2012-09-25 16:00:00
DA
(AYAY-4

remove-all
BTl
RIVFA—HY—F— 9 DHIRZHRT 272DIC Ud IBEINTVWRWEEICNEATY,
i)
Boolean
Bi:
True [False]
WA
(AYAY$

23 BETS—L ARV R
LLTFDY RN, BEMLITS—L ARV R EGBOFMHATRTLTWVWE T,

AccessDenied
A
TOEAMEEINFE L,
a—F
403 Forbidden

InternalError
Bl

REBY—N—T 57—,
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a—F

500 Internal Server Error

NoSuchUser
A
A—H-—DHFEELIFEA,
a—F
404 Not Found

NoSuchBucket
A
Nry MRFEELEHEA,
a—F
404 Not Found

NoSuchKey
A
EDEDRTIVERF—EHY FHA,
a—F
404 Not Found
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553%E CEPH OBJECT GATEWAY & £ U S3 API
BHEEIZ. AmazonS3 T—9 7V EZRAETIVEEBRMEDH 2 RESTIU 7Y s—>aryrays3y

TJA V=T x4 X (AP)) 2FERATEXZE 9, Ceph Object Gateway % L T. Red Hat Ceph Storage
VA —ITREINTWENT Y NBLUVF TV N2BEBTEET,

3.1 IR RMH
o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

® RESTful 72472k,

3.2.S3 DHIR

BF

UTOHIBREEZFEALTLEIWV, BEVDON—RFRT T 7OFERICIIFELH BT
O, ZOEH%ZRedHat 7H DY M F—LEBEICHKL TLLEIL,

® AmazonS3 &I BFEDRARA TV YA X ERD AmazonS3F 7V 7 ME. &
IND OB HBHBRASTBOHY A XICHIRTEEY, 12OPUT 7y 7O—RTEXZRAT T
V1Y MNI5GBTY, I00MB 22 %4 7Y 9 hDIFAIE., Multipart Upload &7 1 /XE Y
T4 —DERAZRET LTI,

® AmazonS3 42T 2IFAEDRAAYIT— I VA X ATV MIBERATES1—H—X%
T—HDEEYT M ZICEZINLFHRIETHY FHAD, BE—OHTTP YV TR ~E 16,000 /N
1 MIHIRINZET,
® RedHatCephStorage 7 5 A9 —Tl, S3ATIVx IV MBLUAIT Y5 RETBHIC
$WMI 2T —YA—1N—~y RKOTF—42: HERMHIEL 200-300/ X1 h&F TV MEDR
ITY, N=VaVEBINAATIVI ME, N—=U 3 VEICHHIT 25EE % EBINTHERL
F9., Foo YIFNR=KT7yFO—RBED NS VT I Y 3 VEFHPIC—ENRA —/N—
ANy RDBBELFTH., INS5DF—/N—Ay REAR=Y AL I avhIl) ANy —Xh
i-g—o
B SR
o F¥ffilX. Red Hat CephStorage AFEEH A KD H R— b IhiwAvyF—T7 1 —IL K 2581
LTI,
3.3.S3 APl #f#f L 7= CEPH OBJECT GATEWAY "D 7 7 R
BIFE L. Amazon S3 APl DfEA%ZFIAT BR1IC. Ceph Object Gateway & & U Secure Token Service
(STSYNDT IV EAABRET 2RELHY XY,
3.3.1. BRE M
e @D Red Hat Ceph Storage ¥ S A9 —b'%H %,
e E4TH® Ceph Object Gateway,

® RESTful 72472k,
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3.3.2.S3 5%;

Ceph Object Gateway ~NDEKI, FREE X 72 IFERFAMMEBROWVWT N ITARY £ 9, Ceph Object Gateway
&, BREINTUVWAVWY VIR MELZLI—HYF—ILL>TEEINDIIEEFIIRELTVWET, Ceph
Object Gateway I&. BEE ACL ZHR—FMLTWET,

FEAEDI—RAT—XTIK. 7547 bE. Java ¥ Python Boto FA®D Amazon SDK D
AmazonS3Client 2 EDBEEDA—F VY -S54 75— %FRALES, A—TVVY—R3547T3
)—Tld, 7O9EZAF—BLVY—I Ly bF—%FETLEIIT, 477 )—3a—F—DERAY
Y—BLUVRABREZEINLRLEY, L. VIZTAMNEERLTERTRIEETEET,

DO TZAMDEBEEICIE, PIEBRAF—ER—R64TIVA—RINENY D AR—ADAYE—VFR

ZEJ— K (HMAC) #' Ceph Object Gateway H—/N\—ITEEINZFNICERIGEMNT 2HEHLHY £
¥, Ceph Object Gateway |& S3 E#DRIA#FEARAL £,

Bl

HTTP/1.1

PUT /buckets/bucket/object.mpeg
Host: cname.domain.com

Date: Mon, 2 Jan 2012 00:01:01 +0000
Content-Encoding: mpeg
Content-Length: 9999999

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

DB T, ACCESS KEY 277 A% — D DEICEXHA, T0O®ICcIOY (1) #BMLZE
¥, HASH_OF HEADER_AND_SECRET %. EIbIN/cAny ¥F—XFIDNYy 21T ERF—
DICHIET DY —I Ly MCBIHBAFT,

Ny F—XFHELTCS—I Ly bDNY S 2 DER
ANYF—XFHELPY—I Ly MDONY Y2 EERT BITIE. UTERITLES,
LAY —XFIDEZRSLET,
2. BERANY S —XFANEERBRICERELET,
3SHA-INY a7 T) A L%aEALTHMAC ZEMLE T,
4. hmac D#ER% base-64 & LTCTVYO—KLET,
~y F—%=ERIL
ANy S —ZEROERICERILT 2ICIE. UTFE2ITVET,
1. §RTDcontent-~v ¥ —%ZHFLET,
2. content-type & & U content-md5 LA @ content-~v ¥ —%& 3§ RTHIFRL 9,
3. content-~Nv ¥ —EZANNXFTHB I &R LET,
4. content- v ¥ —DHEXTHEREZLFT,

5 Date N\v ¥ —ANDHHBZE&HERALET., BELALBEDN., A7y FTIEARL GMT %
FRHLTWSBZEEBRELTLEI,
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6. x-amz- CIREBIAV I —AFRTMEBLET,
7. Xx-amz- v ¥ —RIRTCNLXEZTHD I E=ERALET,
8. x-amz- Ny ¥ —DHEXTEREZLFT,

9. ALZ714—ILREDEHDA VAV AEE—DT 1 —ILRICHAEDE., 714—ILRK{EED
YITRYPY F9,

10. Ny S —BEDEAXFSLVHITNFE, BE—AR—AILBEEIHLAFT,
N I0VORIEICEBZHIRLET,

12 EAYT—DRICHLWMTZEML T,

1B Ay —HERANYH—IIX—YLET,

HASH_OF HEADER_AND SECRET %, base-64 TI Y J— KX/ HMAC XFFIICBXHZ £
ERP

BIER R

e FFifilE. Amazon Simple Storage Service K# 21 X > k ® Signing and Authenticating REST
Requests 22 a v aSRLTLEIV,

3.3.3. —/\—{fAlBE =1k (SSE)

Ceph Object Gateway &, S37 TV r—>a v 7005 L4V —T AR (AP D7y 7O— KX
niA72x) bOY—N—IOBESLEYR—MLET, —N"—HIOESILEIE. S3VF1T7 Y
MABESIEINTUWAWERTHTTPRHTT —4 23%fE L. Ceph Object Gateway & ZDTF—4 %5
51t L= T Red Hat Ceph Storage ICIRET 2 Z &2 BK L F T,

5

® RedHat I&. Static Large Object (SLO) % 7= & Dynamic Large Object (DLO) d
S3ATV Y MNESEEYR—MLEHA,

e IR7E. Server-Side Encryption (SSE) €— KD W3 1 ¥ CopyObject D R— b
EERELTVWEEA, IhiE, BERARHRTY ., [BZ#2149450].

BF

LS EFRTBICIE. 7547V NY T AN, SSLERETY VTR NEREET
5 ELHY Y, RedHat I&, Ceph Object Gateway ¥ SSL ZfEFH LA WRY., 2
SATY MDD SIBELEYR—NLERA, L. TAMNDENT., EEEIE
ceph config set client.rgw <> KZ A L T, rgw_crypt_require_ssl 5% % false
ICERE L TH 5, Ceph Object Gateway 1 Y R4 VY A5 BEET I & T, TR MRIC
SSL Z#EMICTETET,

ERERZTIE. SSLBEHATHESLLINACERZEEFETERVWEEIHYET. 0L
DIGEER. T—N—RIOBESIETHTTP ZEAL TEKRKZXEFELIT T,

Y—N—BIDESIETHTTP 25 E 9 2 A%E. UTOREERHRE I3V Z2S5B LT
CIEEW,
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H—N—AEStEAEFERALALSITILFAA=— Ty TO—-RKH, SILFHS4 RTELLERINE LD
ICRY E L7, LENE. COEIBRA TV bDL T AIFESICE>THIBELTWEL

7c. radosgw-admin Bucket resync encrypted multipart --bucket-name BUCKET_NAME O < > R
HEALT, SSEAFERLATILFA— N7y 7O-REHFTEET, COITY RIE BSEIh
RIWFNR—=MATIV ) NOBRINWTWAWT S )—aE—%XFv Y LET, 7V b
TEIT, EBIINAA TY T/ b LastModified ¥ 1 L2 Y Y T 1ns $OEHI N, ET7YV -
ZDATV ) NeBEBERLET, SSEAFERTIVILFHA MTFTOM XY MDIFEIR. TRTD
V—2&TYyTTL—RLEKE IRTOYV—VOIRTONAT Yy MIRLTZOAYY RERTLE
¥, ZhICLY, SSEEERLAEZSITILFA—NTy TO-—RBTILFHA PTELCERINS L
DICRY X,

ES{EF—DEEBICIF. ULTD2200F T avrhy 9,

SEEIREtDF—

BEFRMNMRM T 2EEFATEIHFE. S3ISA 7Y MNIBEREEZYIVTAMNEHITGELT, BS1L
INET—YDOHRAMY FLRBEZIAAEZTVET, INODF—42BETZI2DE, BEKROEET
T, 84TV bOESILICERT % Ceph Object Gateway DEEZEX THE MHEIHYET,

Ceph Object Gateway I&. Amazon SSE-C {1#kICft > T. S3 API CTERIRHOF—EFE2ERL £
ER

BEFRDF—FTEEZNEL, S37 547~ MEF—% Ceph Object Gateway ICE T 728, Ceph
Object Gateway TIE I DIEFBILE— REHR— N T 272D DIFRREZEIHEHY FH A,
F—EEBY—-EX

F—EBEY-—EREFERATIHE EF1T7RF—EBFEY—EREIF—%EM L. Ceph Object
Gateway &7 —4% DS X LIFETOERICTIGT 27DICF—%F TV FTRELET,

Ceph Object Gateway I&. Amazon SSE-KMS T#kICHE > T S3API ICF—BEHY —EXDEFHEERE L
7,

8%

BESRT, T MNEAEEEDEE(L HashiCorp Vault & &£ U OpenStack Barbican T
¥, 7272 L. OpenStack Barbican &7 / AV —7FL E21—ThdoH. EHREB R T
LTOFERIEYR—MIhFHA,

BIER R

® Amazon SSE-C
® Amazon SSE-KMS
o H—N—{IDORES{LDFRE

® HashiCorp Vault

3.3.4.S3 7V ERFHEY R b

Ceph Object Gateway |£ S3 E B#MDH 27 7 RHIE Y X b (ACL) D#eEEHYR— ML EF, ACL
i, =YDy NFEREE ATV NTETTIZ2REEZEBET D7V ERERDY A MNTY,
ZThZThoEE. Ny MGERT 2D, #7927 MUERAIhZ5A0ERZEREAFEEET,

K311 —Y—2k
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READ N=ZIvwvoavearFtai—HY—F oy D NR—IwavaEita—H—F. #
ATV MEYRAMRTTEET, TVLY M ERBHMYTEXT,
WRITE R=IyyavaFri—¥—F Nry o  Z4%L

TV M EEXAHFIFHIRTEET,

READ_ACP N=IvoavraFlki—%—iFd N7y b N—Ivyvaveigkai—Hy—iE #
ACL A BZ ENTEET, TV MNACLEFRAIRD I ENTE
¥9,
WRITE_ACP N—3XviavzElkta—4%—iE sy k N=IvaveFlkai—Y—i@& =%
ACL ZEZADET, TV MACLICEZIADET,

FULL_CONT Grantee ICE/N\7y hDA TP o MINT 2 N—=IvyoaveGri—Y—E =
ROL TEB/N—Iv2avhirhHyFd, TV MACLICERAMY FIZEE
AHTEZET,

3.3.5.S3 % {# [ L /= Ceph Object Gateway ~D 7 ¥ 2 A D # (i
=Mz A Y —NR"—IIT7 V2 RXF BHIICT. Ceph Object Gateway / — KDEHRFEHICH D RELH Y
i-g_c
AR
® Ceph Object Gateway YV 7 bz 7 DA VXA M=),

® Ceph Object Gateway / — RADIL— ML RILDT I ZADH 5,

FIE
. rootC. 72747 04—)LDR—hK 8080 R X7,

[root@rgw ~]# firewall-cmd --zone=public --add-port=8080/tcp --permanent
[root@rgw ~# firewall-cmd --reload

2. AT O MTF—bMITAHZRESLIUBEERLNA K TEHEAINATWE LI, F—bo oA ITF
93 DNSH—NR—[CTA1ILRA—KEBMLZET,
O—AIDNSF+ vy aflDT—bI A/ —REBRETHIEHTEEY, IheETT3
IZIE. LTFOFIEEERTLET,

a. root Tdnsmasq %1 YA M—ILELVRELZET,

[root@rgw ~]# yum install dnsmasq

[root@rgw ~]# echo
"address=/.FQDN_OF_GATEWAY_NODE/IP_OF_GATEWAY_NODE" | tee --append
/etc/dnsmasq.conf

[root@rgw ~]# systemctl start dnsmasq

[root@rgw ~]# systemctl enable dnsmasq
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IP_OF_GATEWAY_NODE & & U FQDN_OF_GATEWAY_NODE (¥, ¥—h7o x4 /—N
DIP7RLZAEFQDN ICEE#A XY,

b. root T NetworkManager {21 L %9,

[root@rgw ~]# systemctl stop NetworkManager
[root@rgw ~]# systemctl disable NetworkManager

c.crootE LT, Y= bz AH—N—DIPAELRIZEELTEHRELET,

[root@rgw ~]# echo "DNS1=IP_OF_GATEWAY_NODE" | tee --append
/etc/sysconfig/network-scripts/ifcfg-eth0

[root@rgw ~]# echo "IP_OF_GATEWAY_NODE FQDN_OF_GATEWAY_NODE" | tee --
append /etc/hosts

[root@rgw ~]# systemctl restart network

[root@rgw ~]# systemctl enable network

[root@rgw ~]# systemcitl restart dnsmasq

IP_OF_GATEWAY_NODE & & U FQDN_OF_GATEWAY_NODE (¥, ¥—h7o x4 /— N
DIP7RLRAEFQDN ICEE#A XY,

d YT RXAVEREZHRELE T,
I [user@rgw ~]$ ping mybucket.FQDN_OF_GATEWAY_NODE

FQDN_OF_GATEWAY_NODE i&, #—r¥ x4 /—RDFQDNICBX#ZE7,

DIk

H
=

O—AIDDNS vy BT — MDA Y —NRN—%BET B &

. TAMNEHNOAEZEMELTWVWEY, INEfTo7&IE. A5
XY RT—=7ICT7 IV ERXTELRLIRY Y, RedHat Ceph Storage
VIR —BLTT— b7 x4 /—FIGEYE DNS Y —N"—% AT
@ {HRELIY,

33AFTII M= b ITADERESIUEETA FICEHBAINTWSELDIC, S3T7VERIC
radosgw 1—H—%{ER L. 4R L7 access_key & & U secret_ key #IE—L 9, S37
IR BLUENUBDONT Yy NEEBSIRVIZIE., INL6DF—HDRETY,

3.3.6. Ruby AWS S3 % ffif§ L 7= Ceph Object Gateway ~D 7 7 X

Ruby 7OJ 3 IV S5k, S37 7 RIZ aws-s3 gem & HICFEHATEX 9., Ruby AWS::S3 T
Ceph Object Gateway Y —/\—IZT7 V2R §2DIFERAINSE / — R TUTOFIEERITLET,

AR E A
® Ceph Object Gateway NDIA—H—L R)ILDTF7 IR,

® Ceph Object Gateway ICT7 7R TS/ —FADIL— ML RILDT IR,

m
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o fUH—RYNTIEZR,
FIR
1L ruby " 5—I%A VA M—=ILLET,

I [root@dev ~]# yum install ruby

Pz
DI Y R ruby &, rubygems. ruby-libs 74 & OB AN R &KEFRER%E 1

VAM=ILLET, ATV RICEL > TIRTOEKEFERBRDSA VA M=ILI N TW
BWEEIE. ERICA YA M—ILLET,

2. Ruby /Nwsr—Y aws-s3 A1 VA M—JLLZET,
I [root@dev ~]# gem install aws-s3

3. AV RTa4LI M) —AERLET,

[user@dev ~]$ mkdir ruby_aws_s3
[user@dev ~]$ cd ruby_aws_s3

4, AR avI7AIEERLET,

I [user@dev ~]$ vim conn.rb

5. conn.tb 7 7 A JLICATFO OV F VY EBEYSITE T,

53°4

#!/usr/bin/env ruby

require 'aws/s3'
require 'resolv-replace’

AWS::S3::Base.establish_connection!(
:server =>'FQDN_OF_GATEWAY_NODE,
:port =>'8080',
:access_key _id =>'MY_ACCESS_KEY',
:secret_access_key =>'MY_SECRET_KEY'

)

FQDN_OF_GATEWAY_NODE (&, Ceph Object Gateway / — KM FQDN (CBX#x £

¥, RedHatCephStorage # 7V M — MV M1 DRES L UTEHETA R ICEHI N
E#Y. MY_ACCESS_KEY & & ' MY_SECRET _KEY (3. S3 7% Z® radosgw HYER &
NBEICER I 7z access_key & & Uf secret_key ICEZXMA FT,

I

#!/usr/bin/env ruby

12
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require 'aws/s3'
require 'resolv-replace’

AWS::S3::Base.establish_connection!(
:server => "testclient.englab.pnqg.redhat.com’,
:port =>'8080',
:access_key_id =>'98J4R9P22P5CDL65HKPS',
:secret_access_key => '6C+jcaP0dp0+FZfrRNgyGA9EzRy25pURIdwje049'

T774I%ERELT, TT149—%58TLET,

6. 77 MV ERTHREICLET,

I [user@dev ~]$ chmod +x conn.rb
7. AV REERTLET,

I [user@dev ~]$ ./conn.rb | echo $?

T77AWICELLEAEELAZESIF. O Y ROBEAIK0ICAY T,

8. Ny NalElT 27DDHFHRT7 74 IV EEHRLEXT,
I [user@dev ~]$ vim create_bucket.rb
UFRDAVToY a7 74 IVICRAYRITET,

#!/usr/bin/env ruby

load 'conn.rb'

AWS::S3::Bucket.create('my-new-bucket1’)
774NV ERFELT. TT749—2RTLET,
9. 77 AN ERTHREICLET,
I [user@dev ~]$ chmod +x create_bucket.rb
10, A Y RZERITLET,
I [user@dev ~]$ ./create_bucket.rb

a7 Y ROEAD true DiFEIE. /X7 v N my-new-bucket1 K IEFEIC/ER I i Z & &=k
LE9.

N FIEINZNTY e ) AMNKRRTBEDICHRI 7 A ILEFERLET,
I [user@dev ~]$ vim list_owned_buckets.rb

UFoavFoyaEI7 74 ILICBRY T E T,

13
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#!/usr/bin/env ruby
load 'conn.rb’
AWS::S3::Service.buckets.each do |bucket]

puts "{bucket.name}\t{bucket.creation_date}"
end

T774I%ERELT, TT149—%58TLET,

2. 774V EETABEICLET,

I [user@dev ~]$ chmod +x list_owned_buckets.rb
13. AV Y RZEETLET,

I [user@dev ~]$ ./list_owned_buckets.rb

HAOFUTOLSICRY FT,

I my-new-bucket1 2020-01-21 10:33:19 UTC

4. T M tERT 27-DDFHR 7 71 IV EEHR L £T,
I [user@dev ~]$ vim create_object.rb
UFDavsoYa7 74 IICBEYRITFET,

#!/usr/bin/env ruby
load 'conn.rb’
AWS::S3::530Dbject.store(
'hello.txt',
'Hello World!",
'my-new-bucketi’,
:content_type => "text/plain’
)
774NV EREFELT, IT49—%KTLET,
5. 774V ERTHEICLET,

I [user@dev ~]$ chmod +x create_object.rb
6. AVY RZEETLET,
I [user@dev ~]$ ./create_object.rb

ZNT. XF7% Hello World! T hello.txt MEER I 7,

7. Xy @AV T oY) AMNKRRT BZODFHR 7 7 A IV E=ERLE T,

14
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I [user@dev ~]$ vim list_bucket_content.rb
UFDavso Y774 IICBEYRITFET,
#!/usr/bin/env ruby

load 'conn.rb'

new_bucket = AWS::S3::Bucket.find('my-new-bucket1’)
new_bucket.each do |object|

puts "{object.key}\t{object.about['content-length'|\t{object.about['last-modified']}"
end

T774I%ERELT, TFT149—%58TLET,

18. 774NV ERTARICLEYS,
I [user@dev ~]$ chmod +x list_bucket_content.rb

19. AY Y RZEERITLET,
I [user@dev ~]$ ./list_bucket_content.rb
HAOFUTOLSICRY FT,
I hello.txt 12  Fri, 22 Jan 2020 15:54:52 GMT

20. ZDNT Y NZBIRRT OISR 7 71 IV EER L ZF T,
I [user@dev ~]$ vim del_empty bucket.rb
UFoaAvsoY a7 74 ILICBEYNITES,

#!/usr/bin/env ruby

load 'conn.rb'

AWS::S3::Bucket.delete('my-new-bucket1’)

T774IV%ERELT, TFT149—%58TLET,

21 77 AV ERITABICLETY,

I [user@dev ~]$ chmod +x del_empty_bucket.rb
22. A%V REEIFTLET,

I [user@dev ~]$ ./del_empty_bucket.rb | echo $?

Ny NAEBICHIBRINZE, OV RIF0EHAELTRLET,
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Pz
create_bucket.rb 7 7 1 L ZfRE&E L. ZD/NT Y M {ER L £ (f5: my-new-

bucket4. my-new-bucket5), JRIZ. ZD/NT Y N DEIR%EFHABEIIC. LEED
del_empty_bucket.rb 7 7 1 LA BEEREL £ 7.

23. BTHRWAT Y NZHIBRT 2RI 7 AV ZEFERLE T,
I [user@dev ~]$ vim del_non_empty_bucket.rb
UFRDAVFToY a7 74 IVICRAY RITET,

#!/usr/bin/env ruby

load 'conn.rb'

AWS::S3::Bucket.delete('my-new-bucket1’, :force => true)

T774I%RELT, TFT149—%58TLET,

24, 77 ANV ERTAREICLET,

I [user@dev ~]$ chmod +x del_non_empty_bucket.rb
25. ARV RZEERITLET,

I [user@dev ~]$ ./del_non_empty_bucket.rb | echo $?

Ny MAESICHRIh3E, OvY RIZ0&HAE LTRLET,

26. 7TV b=HIBRT BHLWI 7ML EFERLE T,
I [user@dev ~]$ vim delete_object.rb
UFRDAVToY a7 74 VICRAY RMITET,

#!/usr/bin/env ruby

load 'conn.rb'

AWS::S3::S30bject.delete('hello.ixt’, 'my-new-bucket’)

7740 %RELT, TFT149—%58TLET,

27. 77 ANV ERTHEICLET,

I [user@dev ~]$ chmod +x delete_object.rb
28. AY VYV RZEEITLEY,

I [user@dev ~]$ ./delete_object.rb

ZhICEY, 7TV K hellotxt NEIRINF T,
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3.3.7.Ruby AWS SDK %Z {# [ L 7= Ceph Object Gateway ~D 7 7 2 X

Ruby 7O4Y 3 IV S5EIk. S37 7 RIZ aws-sdkgem & HICFEATEXEF., Ruby AWS::SDK %
8/ L T Ceph Object Gateway H—/N\—IL7 VAT 2HDICFERAINS / — KRTUTOFIEAET
LET.

[} =355
® Ceph Object Gateway ANDIA—H—L R)ILDT7 IR,
® Ceph Object Gateway ICF7 7 ER TS/ —RKADIL— KL RILDT IR,
e (VH—XRYNTIEZR,
FIa
1L ruby " 5—I%A VA M—=ILLET,

I [root@dev ~]# yum install ruby

pa
DI Y R ruby &, rubygems. ruby-libs 74 & OB AN R &KEFRER%E 1

VARM=ILLET, ATV RICEL > TIRTOEKEFERBRDS VA M=ILI N TW
BRWEEIE, ERCA YA N—ILLZET,

2. Ruby Nwv4r—Y aws-sdk =1 VA h—JLL XY,

I [root@dev ~]# gem install aws-sdk

3.7z T4 M) —EERLET,

[user@dev ~]$ mkdir ruby_aws_sdk
[user@dev ~]$ cd ruby_aws_sdk

4, AR avI7AIEERLET,

I [user@dev ~]$ vim conn.rb

5. conn.tb 7 7 A JLICATFDO YT Uy EBEYSITE T,

53°4

#!/usr/bin/env ruby

require 'aws-sdk'’
require 'resolv-replace’

Aws.config.update(
endpoint: 'http://FQDN_OF_GATEWAY_NODE:8080',
access_key_id: 'MY_ACCESS_KEY',
secret_access_key: 'MY_SECRET_KEY',

17



Red Hat Ceph Storage SBAF&EH A K

force_path_style: true,
region: 'us-east-1'

)

FQDN_OF_GATEWAY_NODE (&, Ceph Object Gateway / — KM FQDN (CB=#x %

9, RedHatCephStorage A 7V x I M — MV M DRES L UTERHA K ICEBEINE
&E#Y. MY_ACCESS_KEY & & ' MY_SECRET _KEY (3. S3 7% 2 ® radosgw HVER &
NBEICER I 7z access_key & & Uf secret_key ICEZXHA FT,

R

#!/usr/bin/env ruby

require 'aws-sdk'
require 'resolv-replace’
Aws.config.update(
endpoint: 'http://testclient.englab.pnq.redhat.com:8080',
access_key_id: '98J4R9P22P5CDL65HKP8',
secret_access_key: '6C+jcaP0dp0+FZfrRNgyGA9EzRy25pURIdwje049',
force_path_style: true,
region: 'us-east-1'

)

T774IV%ERELT, TFT149—%58TLET,

6. 77 AN ERTAEICLET,
I [user@dev ~]$ chmod +x conn.rb
7. AV RZ2ERITLET,
I [user@dev ~]$ ./conn.rb | echo $?
T77ANICELLEZBELLZBAIE. 7YY ROBAIKX0ICAY T,
8. Ny NalElT 27DDHFHRT7 74 IV EEHRLEXT,
I [user@dev ~]$ vim create_bucket.rb
UFRDAVToY a7 74 IVICBAY MITET,
53°4
#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new
s3_client.create_bucket(bucket: 'my-new-bucket2")

774N %ERELT, TFT149—%58TLET,

9. 77M I AERTHEEICLET,

18


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/object_gateway_guide/#creating_a_literal_radosgw_literal_user_for_s3_access

10.

1.

12.

13.

14.

8533 CEPH OBJECT GATEWAY & & U S3 AP

I [user@dev ~]$ chmod +x create_bucket.rb

AV RZRITLET,

I [user@dev ~]$ ./create_bucket.rb

XY ROHAD true DIFEIE. /XY b my-new-bucket2 NIEEICERINTWE I &%

BKRLEY,
FIEINZN\TYy YA MNRTRTDLODICHRI 71 IV 2ER L X T,
I [user@dev ~]$ vim list_owned_buckets.rb
UFoaAvsoYy a7 74 ILICBEYNITES,

#!/usr/bin/env ruby

load 'conn.rb’

s3_client = Aws::S3::Client.new

s3_client.list_buckets.buckets.each do |bucket|

puts "{bucket.name}\t{bucket.creation_date}"
end

774NV EREFELT, IT749—2RTLET,
774N ERTHREICLET,

I [user@dev ~]$ chmod +x list_owned_buckets.rb
vV RZ2RTLET,

I [user@dev ~]$ ./list_owned_buckets.rb
HAFUTOLSICRY FT,

I my-new-bucket2 2020-01-21 10:33:19 UTC

FTO U NaERT 27-ODFR 7 7M1 IV EEHRLET,
I [user@dev ~]$ vim create_object.rb
UFoaAv7oY a7 74 ILICBEYRNITES,

#!/usr/bin/env ruby
load 'conn.rb’

s3_client = Aws::S3::Client.new
s3_client.put_object(

key: 'hello.txt',

body: 'Hello World!,

19
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bucket: 'my-new-bucket2’,
content_type: 'text/plain’

)
T774I%RELT, TFT149—%58TLET,

5. 774NV ERTARIKLEYS,

I [user@dev ~]$ chmod +x create_object.rb
6. AYY RZEETLET,

I [user@dev ~]$ ./create_object.rb

ZNT. XF75 Hello World! T hello.txt MEER I F 7,

7. 87y hDAVT UV %) AMRTT DIODHBET 71 VR LES,
I [user@dev ~]$ vim list_bucket_content.rb
UTRDAVToY a7 74 IVICBAYMITET,

#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new

s3_client.list_objects(bucket: 'my-new-bucket2').contents.each do |object|
puts "{object.key}\t{object.size}"

end

774NV ERFELT, IT749—2RTLET,

18. 774NV ERTARICLEYS,
I [user@dev ~]$ chmod +x list_bucket_content.rb

19. AY Y RZEERTLET,
I [user@dev ~]$ ./list_bucket_content.rb
HAOFUTOLSICRY FT,
I hello.txt 12 Fri, 22 Jan 2020 15:54:52 GMT

20. ZDNTy N ZBIRRT OISR 7 71 IV EER L ZF T,
I [user@dev ~]$ vim del_empty bucket.rb
UFoav7oYy a7 74 ILICBEYNITES,

I #!/usr/bin/env ruby
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load 'conn.rb'

s3_client = Aws::S3::Client.new
s3_client.delete_bucket(bucket: 'my-new-bucket2')

774NV EREFELT, TT49—%2TLEY,
21 77 AIVERITABICLET,
I [user@dev ~]$ chmod +x del_empty_bucket.rb
22. AV REETLET,
I [user@dev ~]$ ./del_empty bucket.rb | echo $?
Nry RPEBICHIRINZ S, ATV RIF0EENELTRLET,
R
create_bucket.rb 7 7 1 L ZfRE L. ZD/NT Y M ERR L £ (f5: my-new-

bucket6é. my-new-bucket7), JRIZ. ZD/NT v NDEIR%EFRABEIIC. LEED
del_empty_bucket.rb 7 7 1 L A BEEREL £ 7.

23. BTHRWAT Y NZHIBRT 2RI 7 AV ZFRLE T,
I [user@dev ~]$ vim del_non_empty_bucket.rb
UFRDAVToY a7 74 IVICRAYRITET,

#!/usr/bin/env ruby

load 'conn.rb'

s3_client = Aws::S3::Client.new
Aws::S3::Bucket.new('my-new-bucket2', client: s3_client).clear!
s3_client.delete_bucket(bucket: 'my-new-bucket2')

T774IV%ERELT, TFT149—%58TLET,

24, 77 ANV ERTAREICLET,

I [user@dev ~]$ chmod +x del_non_empty_bucket.rb
25. ARV RZERITLET,

I [user@dev ~]$ ./del_non_empty_bucket.rb | echo $?

Ny hMAESICHRI3E, OTY RIZ0&HAE LTRLET,

26, A7 N EHIBRTB2HFLWI 7ML EFERLET,

I [user@dev ~]$ vim delete_object.rb
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UFoavFoyaE 774 ILICBRY T E T,

#!/usr/bin/env ruby
load 'conn.rb’

s3_client = Aws::S3::Client.new
s3_client.delete_object(key: 'hello.txt', bucket: 'my-new-bucket2")

T774I%RELT, TFT149—%58TLET,

27. 7274 IV ERTHBEICLET,

I [user@dev ~]$ chmod +x delete_object.rb

28. Av VY REEITLEY,
I [user@dev ~]$ ./delete_object.rb

ZhiICEY, 7TV K hellotxt NEIRI N F T,

3.3.8.PHP % {# [ L 7= Ceph Object Gateway ~D7 7 £ R

S3TYIERIIEPHP RV ) T hAEFRETEZE T, TOFIETIE. Ny ATy MOEIRKRA
E. IFITFERIYRVAERITITBPHP R ) T MO ARELF T,

BF

BRI, php v5.4.16 & & U aws-sdk v2.8.24 (X L TTF A MINTWEY, php >=
5.5+ " EALT-&, php IC aws-sdk DEF/A—2a v & FH LA, php 5.5

iz, RHEL7OF 7 4L R YRV MY —CRAATEX A, php5542EAT 258
&, epel BLUZDOMDY—RKIR—F 1 —DYRI N —ZBMITEI2HENHY £
T, £/, php5S5BLUVHRFINN—Ta VD aws-sdk DEREA T a3 VEBRRY F T,

=S5
o ARTV—IVRT—23aUADIL—IMLRILDT VTR,
o fUVH—RYINTIEZR,
FIa
Lphp Ny r—Y%A VA M=ILLET,
I [root@dev ~]# yum install php

2. PHP BBiC aws-sdk D zip 7—H4A 7% ¥ >v0O0—K L, 77O4 AV MLET,

37z MTa4L I MY —%EERLET,

[user@dev ~]$ mkdir php_s3
[user@dev ~]$ cd php_s3
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4. F7OA4 AV MLcaws Ta LI N —%=TOY I MDT4 LY M) —ICOE—LET, X
TICHlERLET,

I [user@dev ~]$ cp -r ~/Downloads/aws/ ~/php_s3/

5 A% avI7AIEHERLET,
I [user@dev ~]$ vim conn.php

6. conn.php 7 7 A JLICATDAY T VY ZRRY [T FE T,

53°4

<?php

define((AWS_KEY', 'MY_ACCESS_KEY');
define((AWS_SECRET_KEY', 'MY_SECRET_KEY');
define('HOST', ' FQDN_OF_GATEWAY_NODE");
define('PORT", '8080");

/Il require the AWS SDK for php library
require /PATH_TO_AWS/aws-autoloader.php';

use Aws\S3\S3Client;

// Establish connection with host using S3 Client
client = S3Client::factory(array(

'‘base_url' => HOST,

'port' => PORT,

'key' => AWS_KEY,

'secret’ => AWS_SECRET_KEY
));

7>

FQDN_OF GATEWAY NODE (3. #—h™ T4 /— KD FQDN (CBX#X £, RedHat
CephStorage A 7z MF—h IV T M DRES L UTEERHA K ICRBEIhiEd
\J. MY_ACCESS_KEY & &' MY_SECRET KEY (&, S3 7% £ 2® radosgw HER X h 7=
BEICER I 7z access_key & & Uf secret_key ICEX# 2 9, PATH_TO_AWS &, php
7Oz bMTFa LI M) —=IaE—LEk, TFOM A ML aws T4 L 2 M) —~ DX
NRICEEH]AET,
774NV ERIFLT, TT49—%28TLEY,

7. AV REEITLET,
I [user@dev ~]$ php -f conn.php | echo $?

T77ANWICELLKEAEELAZESIF. O ROBEAIK0ICAY T,

8. Ny NalER T B7-DDFHRMI7 71 IV EEHRLFT,
I [user@dev ~]$ vim create_bucket.php

FLWI 7AILICLLFORBRZREYMITE S,
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B
<?php
include 'conn.php’;
client->createBucket(array('‘Bucket' => 'my-new-bucket3'));
?>
774NV ERFELT. IT749—2RTLET,
9. Av Y FEEITLET,

I [user@dev ~]$ php -f create_bucket.php

10. FIBEINZNNTY b2 YA MNKRTRTBEDICHRI 7MLV EFERLET,
I [user@dev ~]$ vim list_owned_buckets.php
UFRDAVT oY a7 74 IVICRAYRITET,
53°4

<?php
include 'conn.php’;

blist = client->listBuckets();
echo "Buckets belonging to " . blist['Owner'ID"] . ":\n";
foreach (blist['Buckets'] as b) {
echo "{b['Name'|}\t{b['CreationDate']}\n";
}

7>

T774I%ERELT, TFT149—%58TLET,

N A<V RFEEFTLET,
I [user@dev ~]$ php -f list_owned_buckets.php
HAFUTOLSICRY FT,
I my-new-bucket3 2020-01-21 10:33:19 UTC
12 F7 hello.txt EWD ZEIDY —RT 7 A IIVEFERT 2TV M aERLE T,

I [user@dev ~]$ echo "Hello World!" > hello.txt

3. FILWphp 771 ILAEERR L £,

I [user@dev ~]$ vim create_object.php
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LTFoavFoY a7 74 ILICBEY T ET,
B
<?php

include 'conn.php’;

key = "hello.txt';
source_file = "./hello.txt";

acl = "private’;

bucket  ='my-new-bucket3';

client->upload(bucket, key, fopen(source_file, 'r'), acl);

7>

T77ANVERELT, TT49—%8TLET,
4, AY Y RZEERTLET,
I [user@dev ~]$ php -f create_object.php
Zhi& Y, X4y N my-new-bucket3 T4 7 ¥ b hello.txt MERINE T,
5. X7y hDAVT UV %E)AMRTT DIDODHBET 71 IV EFERLES,
I [user@dev ~]$ vim list_bucket _content.php
UTRDAVToY a7 74 VICBAYRITET,
53°4
<?php
include 'conn.php’;

o_iter = client->getlterator('ListObjects’, array(
'Bucket' => 'my-new-bucket3'

));

foreach (o_iter as o) {
echo "{o['Key'TI\t{o['SizeT}\t{o['LastModified']}\n";
}

7>

T774I%ERELT, TFT149—%58TLET,

6. AVY RZEETLET,
I [user@dev ~]$ php -f list_bucket_content.php
HAOFLUTDOELDICARY FT,

I hello.txt 12  Fri, 22 Jan 2020 15:54:52 GMT
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17. ZZONTy N EHIBRY 27<OICHR 7 7 A IV EERLFT,
I [user@dev ~]$ vim del_empty bucket.php
UTRDAVToY a7 74 IVICRAY RITET,
53°4

<?php
include 'conn.php’;

client->deleteBucket(array('Bucket' => 'my-new-bucket3'));
7>

774NV EREFELT, TT49—%2TLEY,
18. AV Y FZEERTLEY,
I [user@dev ~]$ php -f del_empty_bucket.php | echo $?
Nry RPNEBICHIRINZ S, AT RIF0EENELTRLET,
a3
create_bucket.php 7 7 1 L zim&EL. ZD/NT vy M ZERL X7 (F: my-

new-bucket4. my-new-bucket5), JRIC. D/ v N DHIBRAEER A BRI,
52D del_empty bucket.php 7 7 1 L A EEREL 7.

B

ZETHRWAYT Y NOHIRIZ, IRTE PHP 2 LD /N—2 3 v D aws-sdk Tlx Y
R—rIhTWEHA,

19. 77V M2HIBRTBHLWI 7AIILEFERLET,
I [user@dev ~]$ vim delete_object.php
UFoaAvsoYy a7 74 ILICBEYNITES,

B
<?php
include 'conn.php’;
client->deleteObject(array(
'Bucket' => 'my-new-bucket3’,

'Key' =>'hello.txt',
);

7>

T774I%ERELT, TFT149—%58TLET,
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20. Av VY REERIFTLET,
I [user@dev ~]$ php -f delete_object.php

ZhICEY, 7TV K hellotxt NEIRINF T,

332. tF a7 b =0 U —ER

Amazon Web Services M Secure Token Service (STS) (&, 1 —H—%5R5E 9 27O D—BFtzF+ 1)

T4 —EREIEHRD Y %R L 9., Ceph Object Gateway I STS 7V r—>a v Oy 9
AV =T AR AP DY Ty NEREL., ma;&;atxﬁﬁamm@—ﬁmnamﬁﬁ%k
HLEFT, INSD—FHAREREIIEHR%ZEA L T. Ceph Object Gateway D STST VIV AFERALT
S3@U&L%M£L§T IAMRY > —%ERATSHE. STSAPIHITEINZ RS A —9—TH 25—
RALIERE I SICHIRTE XY,

BIER R

® Amazon Web Services Secure Token Service @ Welcome R_—/,

® STSLite & & U Keystone MEE#flIZ. Red Hat Ceph Storage FAFE H A KD STS Lite H L T
Keystone DFRESH L CFEHA £/ a v ASRLTLEIL,

® STSLite & & U Keystone OFIPRDE¥MIL. Red Hat Ceph Storage BiF& 1 KD Keystone
D#H % STS Lite = AT 2BEOFIBROOLE 2SR L T LI W,

3.3.9.1. Secure Token Service 7 7V r—>a>vp7QyS5Iv 49— x4 R

Ceph Object Gateway I&. EAR® Secure Token Service (STS) 7 PV r—>a v Oy v 74y
H—T AR (AP) #RELET,

AssumeRole

CDAPIIE, 7HO Y MNEDT IV EZAD=DD—BHRERIFTHRDEY b2 RLET, I b5D—BFH
REREEIEERICE Y. Role &. AssumeRole API TEIY K THNBRY—OEAICEIY KB THNhB/8—
TyvavR)Y—&FRATBEIENTEFT, RoleArn & £ U RoleSessionName ') 7 TR h/X5
A—H—IZHATITHN, tHDBERNNFA—F—FFEETT,
RoleArn
Bdi:]
R I H* 20 ~ 2048 XF D Amazon Resource Name (ARN) ICDWTHEET 20—,
it
String
WA
=48

RoleSessionName
Bl
RETZ 20—ty avE&aBELETT, O—illty>avgid. B3 7)o Lepon
BEIMO-ILEZEBETZIHEICEY Y3 VE—BICHNTEET, CONTA—F—DIEIE, 2

XFNDE4AXFETTTe = 5w @ LV -XFRIFEATEEITH, AR—FFEATE
FEA.

i)
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String
WA
=40

RY>—
A

A4y a v THERATZ ISONERD IDELUVT IV EIABEERY V— (IAM), D/
TA—H —DIEIX1XFHND 2048 XFFETTT,

B
String
WA
WA

DurationSeconds
Brdii]
Yy a3 v (WEA)., &IMEIX 900 T, AEIX 43200 T, 77 4 JL MMEIE 3600
#»TY,

it}
B2
WA
WL Z

Externalld
SrEA
AMOT7ADY NOO—ILEEBET BFEICIE. FETREAGAIE—EONBHEFFAIEEL X
To CDINTA—FH—DIEIE. 2XFEHNH 1224 XFETICRYET,

i)
String
WA
WA

SerialNumber
snEA

BEMIONETILTF T 709 =R (MFA) TNNA D601 —HF—DHANES, /NT XA —
Y —DEIE. OXFENDS 256 XFETDN—RITTTFNA RELIFBRET A 2D ) TILE
E‘ut—k”ij—o

i)
String
WA
LWL A

TokenCode
SnEA

BEERY S —ICMFADRELRGZEIF. SIVLFIT7045— u,buE(MFA)T/\’be‘biﬁ}Z"‘TLT_
Bo MFAT/NA ZDNIMET, TO/NRF A= —DENEFIGHRINDIFE
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lZ. AssumeRole DIEUH L Id accessdenied T —A v =T A IRLET, CD/INTA—4—
DEICIE., BERIE6 XFETT,

i)
String
WA
WA

AssumeRoleWithWebldentity

Z D APl lZ. OpenID Connect ¥ QAuth20 74 TV T4 T4 —TANA YT —REDT T) r—o 3>
ICE > TSI N ——D—BREIEROE Y FAIRL 9. RoleArn & &£ U RoleSessionName
DOTZARMRGA=H—EINBETIDN, HODBERNSA—4—FEETT,
RoleArn
SnEA
R I H* 20 ~ 2048 XF D Amazon Resource Name (ARN) ICDWTHEET 20—,
it}
String
DAY - |
=g

RoleSessionName
snEA
RETZ2O0-ILEy avgaBELEd, O—ibtyvaviidk, BRI RILPRO
B AO—ILEEETZHEICEY a3V E—BICHAITEET, TONSA—9—DIEIE, 2

XFHNDE4AXFETTTo = 5 o @ BLV-XFRIFEATEEITH, AR—RFFEATE
It A

i)

String
WA

=40

RY>—

BTl
A4y a v THEATZ ISONERD IDBLUVT IV EIABEERY V— (IAM), D/
TA—H —DIEIX1XFND 2048 XFETTY,

i)
String

WA
AR+

DurationSeconds

G L
vy aviiE REA)., &/IMEILX 9007 T, ZAMEIL 43200 W TY., 7 7 #JL MBI 3600
BT,

B
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B
WA
WL Z

Providerld
SREA

FATVTATA—TANA T —DED KA VEDRLEBHAZA NI VR—FY b, TD/IRF
A—8H—DIEIF, RIN4~2048 XFD OAuth20 7V R M=V Y TCOHEMTT,

i)
String
WA
WA

WebldentityToken
BTL)

TATUVTAT4A—TANA T = BRHEINS OpenlD Connect 7A TV T4 T4 —b—0 >
FIE OAUth20 7V R M=V Y, TDIRFTA—H—DEIE, 4 XFEHH 2048 XFFXTT
ERR

RS

o G¥iflld. RedHat Ceph Storage FAFE 71 KD Secure Token Service API DERABIE - > 3
VESRLTCEIV,

e Amazon Web Services Security Token Service (AssumeRole 7772 3 V)

® Amazon Web Services Security Token Service (AssumeRoleWithWebldentity 777 < 3 V)

3.392. X aF7HRMN—U VY —FPRADE

rgw_sts_key & &£ U rgw_s3_auth_use_sts = 7> 3 V% 5%E L T. CephObjectGateway TR T %
Ceph Object Gateway (STS) #5REL 7

pa )

S3 & STSAPIIZEUERIZEREICHEE L. WIhEH Ceph Object Gateway DE LTV K
RAVIEDSTIVERATEEY,

AR
o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,
e E4TH® Ceph Object Gateway,

® CephManager / — RADIL— KL RILDT I TR,
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FIg
1. Ceph Object Gateway 7 54 7~ MIUTDREA T a v EZRELET,

53°4

ceph config set RGW_CLIENT_NAME rgw_sts_key STS_KEY
ceph config set RGW_CLIENT_NAME rgw_s3 auth_use_sts true

rgw_sts_key &, v a v =0V aBESLFLIIESILT HHDSTSF—THY. EH
IC16 HEHD 16 XF T,

I

[root@mgr ~]# ceph config set client.rgw rgw_sts_key abcdefghijklmnop
[root@mgr ~]# ceph config set client.rgw rgw_s3_auth_use_sts true

2. BINL7ZF—%2BFBMIZT 5IIE, Ceph Object Gateway BB L £ 7,

R

NAME 73D ceph orchps A< > ROHH%FEMA L T, SERVICE_TYPE.ID 15k
ERELET,

ol

a. ANL—=U0 5249 —HDERID / — KT Ceph Object Gateway = BRENT 5 I1CI&. LT
ERITLET,

53°4

I systemctl restart ceph-CLUSTER_ID@SERVICE_TYPE.ID.service

R

[root@hostO1 ~]# systemctl restart ceph-c4b34c6f-8365-11ba-dc31-
529020a7702d@rgw.realm.zone.host01.gwasto.service

b. ANL—=Y ISR —RDTRTD ./ — KT Ceph Object Gateway ZBiEEN T 2 ITIE. LU
TEEITLET,

53°4

I ceph orch restart SERVICE_TYPE

vl
I [ceph: root@host01 /]# ceph orch restart rgw
BEEEIR

e STSAPIIZEEY 25¥#lE. Red Hat Ceph Storage BiF&E H A KD Secure Token Service 7 7
Vr—2avo7OI3I0 74 09—T A A 202 avESRBLTIEIW,
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o CephPBRET—IR—ADFERADEMIC DL TIE. Red Hat Ceph Storage X H A KD Ceph
HEDEAR DEZSRLTIEIW,

3.3.9.3. OpenID Connect 7O/ ¥ —H®D 31— —DYERK

Ceph Object Gateway & OpenlD Connect Provider & OB DEfE %=L T % ICId, 21— —IT V7«
TA4—EO—JLEER)—%FEHRLET,

AR E M
® Ceph Object Gateway / — RADI—H—LNILDT7 IR,
FIg
1 LW Ceph 2—H—%/ER L ET,
B

radosgw-admin --uid USER_NAME --display-name "DISPLAY_NAME" --access_key
USER_NAME --secret SECRET user create

Bl

[user@rgw ~]$ radosgw-admin --uid TESTER --display-name "TestUser" --access_key
TESTER --secret test123 user create

2. Ceph A —H—HEEZERELET,
=378

I radosgw-admin caps add --uid="USER_NAME" --caps="oidc-provider=*"

Bl:
I [user@rgw ~]$ radosgw-admin caps add --uid="TESTER" --caps="oidc-provider=""

3. Secure Token Service (STS) APl Z R L TO—JLEFER) > —IC&HGEZEBMLE T,

53°4

"[\"Version\":\"2020-01-17\",\"Statement\":[{\"Effect\":\"Allow\" \"Principal\":{\"Federated\":
[\"arn:aws:iam:::oidc-provider/IDP_URL\"]},\"Action\":
[\"sts:AssumeRoleWithWebldentity\"]\"Condition\":{\"StringEquals\":
{\"IDP_URL:app_id\"\"AUD_FIELD\"\\\\]\}"

BF

LEROEXHFID app_id (F. BEb—2 D AUD_FIELD 7 1 —JL RE—HIH#
DENHYET,

BaEE R
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Amazon @ Web #¥ 1 b ® Obtaining the Root CA Thumbprint for an OpenID Connect
Identity Provider ZZBR L T 72X W,

STS API ICE8¥ %5 #fllX. Red Hat Ceph Storage FAF& 171 KD Secure Token Service 7 7
Vr—2avO7OIds3I0 74 09—T A A 72 avESRBLTIEIW,

F£#f(X. Red Hat Ceph Storage FAF#&E H 1 KD Secure Token Service API DfFERHIZz Y > 3
VESRBRLTIEIW,

3.3.9.4. OpenID Connect 7OANA ¥ —DHY LTS > FDOEE

OpenID Connect 7O/ 4 — (IDP) DFRE R F a1 XY NERBT2ICIE. UTEERTLET,

AR

FIR

1.

2.

openssl Ny = BL G eurl Ny 5F—INA VA M—ILINTWS,

IDP D URL MHERERFaIXAVMZEREBLETD,

53°4

curl -k -v\
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
"IDP_URL:8000/CONTEXT/realms/REALM/.well-known/openid-configuration™ \

liq -
I

[user@client ~]$ curl -k -v \
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
"http://www.example.com:8000/auth/realms/quickstart/.well-known/openid-configuration” \

[ja .
IDP SEFAEZHfE L £ 9,

53°4

curl -k -v\
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
"IDP_URL/CONTEXT/realms/REALM/protocol/openid-connect/certs" \

lia -
Bl

[user@client ~]$ curl -k -v \
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" \
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I "http://www.example.com/auth/realms/quickstart/protocol/openid-connect/certs" \
lja -

3. BERIDOYY KD S x5c IinBDIERAIE— L. Th % certificate.crt 7 7 1 JLICBEY ~HF &
9, B8/ —BEGIN CERTIFICATE—. RKEI(C —END CERTIFICATE— 2 &% % ¢,

4, FIBAEDOHY LTV N ERBLET,
=374

I openssl x509 -in CERT_FILE -fingerprint -noout

R

[user@client ~]$ openssl x509 -in certificate.crt -fingerprint -noout
SHA1 Fingerprint=F7:D7:B3:51:5D:D0:D3:19:DD:21:9A:43:A9:EA:72:7A:D6:06:52:87

5 SHAI 74 v A=Y v D538V EFTRTHIBRL, IAIMERTIDPIZVT 4714 —%54EWK
T5HODAAELTHFEARALET,

RS

® Amazon @ Web H¥ 4 ~® Obtaining the Root CA Thumbprint for an OpenID Connect
Identity Provider ZZBR L T 72X W,

e STSAPIIZBET %5¥MiE. Red Hat Ceph Storage BiF#& 471 RD Secure Token Service 7 7
Vr—2avO7OIds3I07409—T A A2 avESRBRLTIEIW,

e ¥ifilX. RedHat Ceph Storage FFE&E 1 KD Secure Token Service API DfERBIE I > 3
VESRBRLTLEIW,

3.3.9.5. Keystone TD STS Lite DRXES L CEA (77 /0Y—F L Ea—)

Amazon Secure Token Service (STS) & S3API (&, RAUEZRIEBICHELE T, STSA T a vid,
Keystone # 7> a v EHAEHETHRETEE T,

pa )

S3 & STS M API M@ AIC. Ceph Object Gateway DA LTV RFR4A ¥ M &FERLTT
JEATEET,

AR
® Red Hat Ceph Storage 5.0 LA
e E4TH® Ceph Object Gateway,
® Boto Python EV 21— D=3 Y 3LUEDA VA M=)
® CephManager / — RADIL— KL RILDT I TR,

® OpenStack / — RADI—H—LN)LDT7 IR,
¥
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1. Ceph Object Gateway 7 54 7~ MIUTDREA T a v ERELET,
=378

ceph config set RGW_CLIENT_NAME rgw_sts_key STS_KEY
ceph config set RGW_CLIENT_NAME rgw_s3 auth_use_sts true

rgw_sts_key &, v a v =0V aBESLFLIIESILT HHDSTSF—THY. EH
IC16 HEHD 16 XF T,

R

[root@mgr ~]# ceph config set client.rgw rgw_sts_key abcdefghijklmnop
[root@mgr ~]# ceph config set client.rgw rgw_s3_auth_use_sts true

2. OpenStack / — R TEC2 fREEIEHREEM L £ 7,

R

[user@osp ~]$ openstack ec2 credentials create

+- -+ +
| Field | Value |
+- -+ +

| access | b924dfc87d454d15896691182fdebOef |

| links | {u'self': u'http://192.168.0.15/identity/v3/users/ |

| | 40a7140e424f493d8165abc652dc731c/credentials/ |
| | OS-EC2/b924dfc87d454d15896691182fdeb0ef'} |
| project_id | c703801dccaf4a0aaa39bec8c481e25a |
| secret | 6a2142613c504c42a94ba2b82147dc28 |

| trust_id | None |

| user_id | 40a7140e424f493d8165abc652dc731c |

+- -+ +

3 ERIN-EREFERA(FH L T, GetSessionToken APl & L T—BMAat+a) 574 —352
fFEROtEy hERBLET,

R

import boto3

access_key = b924dfc87d454d15896691182fdebOef
secret_key = 6a2142613c504c42a94ba2b82147dc28

client = boto3.client('sts’,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
endpoint_url=https://www.example.com/rgw,
region_name=",

)

response = client.get_session_token(
DurationSeconds=43200

)
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4. —BFEREFEHROEEIE. S3HEUHE LDEKICERATE XY,
1k

s3client = boto3.client('s3',
aws_access_key_id = response['Credentials']['AccessKeyld],
aws_secret_access_key = response['Credentials’]['SecretAccessKey'],
aws_session_token = response['Credentials’|['SessionToken'],
endpoint_url=https://www.example.com/s3,
region_name=")
bucket = s3client.create_bucket(Bucket="my-new-shiny-bucket’)
response = s3client.list_buckets()
for bucket in response["Buckets"]:
print "{name}\t{created}".format(

name = bucket['Name'],
created = bucket['CreationDate'],

)
5 # LU S3Access A—JL&ERK L. RYS—%ZELET,
a. BB CAPS TaA—H—%FYETET,
B
I radosgw-admin caps add --uid="USER" --caps="roles=""
Bil:
I [root@mgr ~]# radosgw-admin caps add --uid="gwadmin" --caps="roles=""

b. S3Access A—ILAERR L X T,

53°4

radosgw-admin role create --role-name=ROLE_NAME --path=PATH --assume-role-
policy-doc=TRUST_POLICY_DOC

Bl

[root@mgr ~]# radosgw-admin role create --role-name=S3Access --
path=/application_abc/component_xyz/ --assume-role-policy-doc=\{\"Version\":\"2012-10-
17\"\"Statement\":\[\{\"Effect\":\"Allow\"\"Principal\":\{\"AWS\":\
[\"arn:aws:iam:::user/TESTER\"\\},\"Action\":\[\"sts:AssumeRole\"\\}\]\}
c. S3Access A—J)LICN—I v avRv—%BYHTET,
B

radosgw-admin role-policy put --role-name=ROLE_NAME --policy-
name=POLICY_NAME --policy-doc=PERMISSION_POLICY_DOC

Bl
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[root@mgr ~]# radosgw-admin role-policy put --role-name=S3Access --policy-
name=Policy --policy-doc=\{\"Version\":\"2012-10-17\",\"Statement\":\[\
{\"Effect\":\"Allow\" \"Action\":\[\"s3:*\"\],\"Resource\":\"arn:aws:s3:::example_bucket\"\}\]\}

d. Bloa—4H—4" gwadmin 21— —OO—ILERETEZLHICRYFEF LR, LEX
&, gwuser 1—H—|(&, gwadmin 21— —D/NX—I v aVEBETETET,

e. IREZL—H—D access_key & & U secret_key DEAEZEZEHTHE XY,

Bl

I [root@mgr ~]# radosgw-admin user info --uid=gwuser | grep -A1 access_key

6. AssumeRole APIMEUH L ZFEA L. (REDI—H—H 5 access_key & & U secret_key D
ExRHELEY,
Bl:
import boto3
access_key = 11BS02LGFB6AL6H1ADMW
secret_key = vzCEkuryfn060dfee4fgQPgFrncKEIKh3ZcdOANY
client = boto3.client('sts’,
aws_access_key_id=access_key,
aws_secret_access_key=secret_key,
endpoint_url=https://www.example.com/rgw,
region_name=",
)
response = client.assume_role(
RoleArn="arn:aws:iam:::role/application_abc/component_xyz/S3Access',
RoleSessionName='Bob’,
DurationSeconds=3600
)
B
AssumeRole API (C1& S3Access O—IILIWNLETT,
B EfE R
® Boto Python €Y a2 —/ILDA v X M—JLICEAY 25 #l&. RedHatCephStorage#4 7 x4 b
=M IZTAHARDOSIT7I/EADT AN €2 aVvESRLTCEIV,
o F¥ffllX. RedHatCephStorage A 7V I M — b x4 HA KD 21— -0 20> 3

VESRLTCEIW,

3.3.9.6. Keystone T STS Lite 29 27 DHIRDOELE (77 /0P —FLEa—)

Keystone DHlIBRIE. Secure Token Service (STS) X %&EHR— K LARVWI ETT, £ 1 DDHIRIE,
RAQA=RKNYZa Y IJIZARMIBEFEFNRTVWARWIETY, TO2D0HIR%EOHET 5 IC1E. Boto
RAI—RNEZEETI2RELI’HYFT,
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=55

FIR

BEEE R

#RE) D Red Hat Ceph Storage ¥ 5 A4 — (/X—< 3 ~ 5.0 L&),
E1TH®D Ceph Object Gateway,

Boto Python £V 2 —ILD/NN—Y 3V 3LUBDA VA h—Jb

Boto M auth.py 7 7 1 LBV TIREL £ 7.
a. UTD 4201721 — K70y 27ICEMLEY,
class SigV4Auth(BaseSigner):
Sign a request with Signature V4.
REQUIRES_REGION = True

def __init__ (self, credentials, service_name, region_name):

self.credentials = credentials
# We initialize these value here so the unit tests can have
# valid values. But these will get overriden in “"add_auth™
# later for real requests.
self._region_name = region_name
if service_name == 'sts"

self._service_name = 's3' 9

else: 9

self._service_name = service_name ﬂ

b. LFD 220731 —RK7Oy ZIEBMLET,

def _modify_request_before_signing(self, request):

if 'Authorization' in request.headers:
del request.headers[' Authorization']
self._set_necessary_date_headers(request)
if self.credentials.token:
if 'X-Amz-Security-Token' in request.headers:
del request.headers['X-Amz-Security-Token']
request.headers['X-Amz-Security-Token'] = self.credentials.token

if not request.context.get('payload_signing_enabled', True):
if 'X-Amz-Content-SHA256' in request.headers:
del request.headers[' X-Amz-Content-SHA256']
request.headers['X-Amz-Content-SHA256'] = UNSIGNED_PAYLOAD ﬂ
else: 9
request.headers['X-Amz-Content-SHA256'] = self.payload(request)

® BotoPython €Y a2 —/ILDA v X M—JLICEAY 25 #l&. RedHatCephStorage#4 7 x4 b
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3.4.S3 /N4y Ng{E

BF & L. Ceph Object Gateway 8T AmazonS3 7 SV r—> a3 v Oy 330949 —7 x4
2 (APH) ZERAL TNy MEFEARITTEET,

LU DRIE, /N7y @D Amazon S3 BEEIRFEBIRD Y R— MR T—9 X R L TWET,
K327y MEE

pae K&

Ry hdOY R MRER PR— MR

Ny bOERK YR— M WFR BEEACLOIEZIERtEY K,

Put Bucket Website YR— b H

Get Bucket Website HR— bR

Delete Bucket Website HR— b H

Rry 347949 —8YR— b5k  Expiration. NoncurrentVersionExpirati
ons &Y
AbortincompleteMultipartUpload A%+
R—KINFET,

PUTRXTy NS4 THA4 I —8YR— b5k  Expiration. NoncurrentVersionExpirati
ons &Y
AbortincompleteMultipartUpload A%+
R—KINFET,

Ny N4 794 7 IVOHIR YR— bR

Ry ATy bOWE HR— bR

AR N HR— bR

Ny b= 3 voRs HR— MR

Ny b= 3 VD% HR— MR

AN Y13 HR— bR

R4y b ACL OIT HR— MR EEACLOIFIEAtY b

Ny b ACL DE(F YR— bR BEEACLOIEZIFERtEY b

Ry MCBEY % CORS & EfE#RE HR— bR

nE
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wae

Ny MIK L CORSREZTTD

/Ny b0 CORS &% 7E % HIbR

NRyy ATy M= a3>vnY)

A FRR

HEAD /X4 v b

Ny NRILFNR— Py TO— KD

) R bR

Ny bR > —

AG N U Ry iy @ M52 NAY)): ¢ =

Nry M) ITZXMDOZINETTD

TIFFF by NREE
Get PublicAccessBlock
Put PublicAccessBlock

Delete PublicAccessBlock

3.4.1. BiiR &4

e @D Red Hat Ceph Storage ¥ S A9 —b'%H %,

® RESTful 72472k,

3.4.2. S3 create bucket notifications

Ny NURIVTNATy NBHEERLE T, B
S3 14 R bk (ObjectCreated # & U ObjectRemoved) 1'%
HEETIRETHDIVELHYE T, NIy MBHIESIARL —

s3:objectCreate & & U* s3:objectRemove 1 XY DNy NBRIAZERT BICIE. PUT 2FRELE

ERS
R

client.put_bucket_notification_configuration(

Bucket=bucket _name,
NotificationConfiguration={
"TopicConfigurations': |

140
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HR—

HR—

HR—

HR—

HR—

—ERHYR—

HR—

HR—

HR—

HR—

HR—

HR—

IPSE

IPSE

PSE

IPSE

IPSE

[IPSE

IPSE

IPSE

IPSE

IPSE

PSE

IPSE

=

ax AE

p: 3

=
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YERT, IhbERARI N,
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{

'ld": notification_name,

"TopicArn': topic_arn,

'Events': ['s3:0ObjectCreated:*', 's3:0bjectRemoved:*']
Hh

B
Red Hat &, ObjectCreate 1 X k (f5l: put. post. multipartUpload. & & U copy)

HHR—MLZEY, £/, RedHat |E. object_delete. s3_multi_object_delete 7 & D
ObjectRemove 1 XY & HR—KLTWVWET,

DIOTAMNIVTAT4—
NotificationConfiguration
A
TopicConfiguration T> 5 4 574 —®DY X K,
i)
Container
WA
(&N

TopicConfiguration
BTL
ANRYRINIVT 474 —DId. Topic. & LU list,
i)
Container
WA
(=Y

BTL

BEID A,
i)

String
WA

=40

Topic
A
NEw 2 Amazon ') ¥V —Z % (ARN)

B pa =)
Ko NEY JIEERICERT 2RENHY £T,

-

141



Red Hat Ceph Storage SBAF&EH A K

B

String
WA

=40

Event
Brdii]
PYR=—MINZARVEINDY AN, BROARV NI VT4 T4 —%FHATEEY, BT S
E. T RTDARY NHUEBINET,

i)
String
WA
LWL A

Filter
A
S3Key. S3Metadata. &+ U'S3Tags TV 71 71—,
i)
Container
WA
(AYAY$

S3Key
st
Tz M F—ICEDL 749 Y)Y TDFilterRule T>F 474 —D—&, |y MIIEEKX
T3DDIVTATA—5EHDBIENTETET, L& AKX Name & Prefix. suffix, 7
regex ICRY EF9d, VAMNKRDTZ A II—IL—ILIETRT, 74NN —HD—HTBHIC—HL
TWBRELNHY T,

i)

Container
WA

(AYAY-3

S3Metadata
snEA

FTIVLY MNAIT—=HICEDL T4 YV IDFilterRule TV 54574 —D—&, VA MK
DT AN —=I—ILIEITART, ATV M TEEINIAIT I E—BTI2VLENHY
o 220 74N —ICVRARINTUVWRWMBOAS T—H IV N)—DHBBEICIE. T
U MEI—HBITBRFEFICRYET,

it

Container
WA

(AYAY-3

S3Tags
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G|
ATV NI TICEDWTT4IH )T F 5 FilterRule TV 71474 —D—&, Y XAMKHD
T4 —=Ib—ILIZITRT, TV PTEEINLITE—RBIDIREDNHYFTT,
L. Z40U9—ICBDE TH) A RINTWRWES, #7227 MIBIZHEE—HRLET,

i)

Container
WA

(AYAY-3

S3Key.FilterRule
A
Name TV 7174 —8HLU Value TV T 1714 —7TY, Name I&. prefix. suffix. 7l

regex C9, Value (. F—IEERE. ¥ —EEFH. FLEF—II—HIH3ERKXFEZREFLE
_a—o

it

Container
WA

(=g

S3Metadata.FilterRule
Bl

Name TV T4 T4 —HLU Value TV T 14714 —TF, Name &, X9 T—9BHEDERITT
(f5l: x-amz-meta-xxx), ZDfEIL. COBMTEEINBEICLKAY X,

i)

Container
WA

(=g

S3Tags.FilterRule
anEA
Name TV TF 1714 —8BLU ValueT 7147 14—T9, Name (¥ JF—T, BEIXZY TDIET
ERR

i)

Container
WA

(=g

HTTP L ARV R

400
AT7F—HX3—FK
Malformed XML
A

XML IFE L TWEE A,
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400
AT7F—HX3—FK
InvalidArgument
A
ID AW, MEY 7 ARN DRWNMEMTH D, A XY MHETT,

404
AT7F—HX3—FK
NoSuchBucket
A
Nry MRFEELEEA,
404
ATF7—HX3—FK
NoSuchKey
A

hEYIDNBERELIEA.

3.4.3. S3 get bucket notifications
REDBHZERGTZN. NTy MIBREINALTRTOBME—BERRLET,
538

Get /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

Bl

Get /testbucket?notification=testnotificationID HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER_AND_SECRET

L ARV ZDHI

<NotificationConfiguration xmIns="http://s3.amazonaws.com/doc/2006-03-01/">
<TopicConfiguration>
<ld></Id>
<Topic></Topic>
<Event></Event>
<Filter>
<S3Key>
<FilterRule>
<Name></Name>
<Value></Value>
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</FilterRule>
</S3Key>
<S3Metadata>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Metadata>
<S3Tags>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Tags>
</Filter>
</TopicConfiguration>
</NotificationConfiguration>

pa 3
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notification 4+ 7'') vV — R 3/\r v MBHIEEE F 7213220 NotificationConfiguration £
FEBLEYT, PUHLTIENYT Y NOFIEETHIUELSHYET,

YOI ANIVTA4T4—

notification-id
snEA

BHRIDER, IDMEEINTVWAWEEIE, INTOBHNI X MRRIINET,

i)
String

NotificationConfiguration
A

TopicConfiguration T> 5 4 574 —®DY X K,

i)

Container
WA

(=g

TopicConfiguration
BTL

ARYINIVTA4T4—DId. Topic. LU list,

i)

Container
WA

(=g
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BTL

BEID A,
i)

String
WA

=40

Topic
A
NEw 2 Amazon ') ¥V — X% (ARN)

. ¥
Ny o EERICERT 2RELNHY T,

Event
BTL
WIBINTZANRY b, BEROARVYINIVT A T4 —DHFETHAREDNDY T,
i)
String
WA
=0

BEDBEDT 4ILY —,

HTTP L ARV R

404
AT7F—HX3—FK
NoSuchBucket
A

Nry MO BFEELIEA.
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404
AF—49X3—F
NoSuchKey
BTL)
BRI, BREINZBEICEELE A,

3.4.4.S3 delete bucket notifications
INTy MO DEBEDBMFAIITARATOBENEZYIBRLET,

- e
SBRIOBIRIE. S3EE AP DILEMETT, A&y NTESINABRIE. Ny kD

HIFRBFICHIRI N E T, FBZ@A (5 double delete) #BIfR L TH., T —&IERA
INFEtA,

BEDODBRMELIZINRTOBHNAZHIRY 5121, DELETE #fFAL XY,
=374

I DELETE /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1

R

I DELETE /testbucket?notification=testnotification|D HTTP/1.1

DIOTAMNIVTAT4—
notification-id
A
BADOEHE, B IDMEEINTVWRWGEIE., NIy NOITRTOBRNHEIBRINET,
i)
String

HTTP L ARV R

404
AT7F—HX3—FK
NoSuchBucket
A

Nry MDA BFELIEA.

345. N7y NDRAMNEAANDT 7R

NIy MITO9EATE2E—RE220HYET, RIDAYV Y RIFHEINEAY Y RT, "Ny b%E
URIDERER T LI M) —&ELTHEMLET,
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Bl

GET /mybucket HTTP/1.1
Host: cname.domain.com

2FBBDXAY Y Rk, RENNT Y hOKRRMNERBRBETNANY Y NEEBILET,
Uk

GET /HTTP/1.1
Host: mybucket.cname.domain.com

B> b

2EBOAETIIEMAERXA VEEEEDNS 74 RA— RHARELRLH,. Red Hat IXTRHDAEA
WELET,

3.4.6.S3 list buckets

GET /&, 22— —DNV I TR PZTI22—H—dMERT BTy bDYRMZRLEY, GET/ &,
AL — Y —DMER L7 Ty MDA ZERLEY, EZD) I TR M 2TIEETEI A,

53°4

GET /HTTP/1 1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

LARYARAIVF AT 14—
Ny b
B
Nry YR MNBOOVTFF—,
it}

Container

Bucket

snEA
Ny MEREDOO YT —

it

Container

EA:T]
tEA
Ny N4,

String
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CreationDate
A
Ny NBMERRI NBFR D UTC BFfE,
i)
Date

ListAlIMyBucketsResult
A
BROAVTF—,
i

Container

Owner
Bl
Ny NFFBZED ID & £ U DisplayName O3> 7+ —,
it}

Container

ID
BTL
Ny NFRBED ID,
i)
String

DisplayName
A
Ny hDFBEEDRTA.
i)
String

3.4.7.S3 return a list of bucket objects
Nry NATVz O MDY RAMNERLET,

53°4

GET /BUCKET ?max-keys=25 HTTP/1.1
Host: cname.domain.com

NFGA—F—
prefix
A
BEINLEBRHIEFNZ2A T/ MDAERLET,
i
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String

delimiter
A
BHEFCMOA T PRAOBIEAINZ XYY XF,
B
String

marker
A
BINDA TV N)ZANDRAEBA VT Y IR,
i)
String

max-keys
BTL
B F—DHmRARE, 774/ hF1000 T,
]

Integer

HTTP L ARV R

200
AF—4HA—K
OK
BTL
WS35\ 7y b

GET/BUCKET i&. U TFD 714 =)L RPEFNZ2N\Ty bOOAVTFT—%RLET,

Ny NVLARVARAIVYFTA4T 14—
ListBucketResult
SrEA
A7V MN)RMNOOAVTFF—,

B
IYVT47T4—
ARl
st il
AVTVYMRINDG/NT Y b DEZFL
B
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FEoRE
G|
F7T Y bF—DEEEE,
i)
String

Marker
BTL
BINDA TV N)ZANDRAEBA VT Y IR,
i)
String

MaxKeys
A
i}i-é n%) #_@%ki&o
i)

Integer

FY3Y
B3t

REINTWEEAIE. ACEEHFAIFOA TV 5 M CommonPrefixes ') X MMIRRIN
9,

i)
String

IsTruncated
Brdii]
true DIBE. N7y NORBOY Ty NOADRINET,
it

Boolean

CommonPrefixes
Bl
BHDOA TV MIBEUCEBEFEIEEFNDFEIE. COYRAMIRRINET,
it

Container

ListBucketResult (CIEF Tz hD'EFh, #4722 Md Contents AV T FH—RICHY F
ERR

AT MLRARYRIVFT AT 14—

RE
BTL
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7z bhoavri—,
i)
Object

—
BTL
ATV bDF—,
i)
String

LastModified
A
A7V NORKREERS & UFFRHE,
i)
Date

ETag
A
FTIMDOMD-5/\y>a, ETagldkITVYT714714—97TY,
il
String

Y4 X
BTL]
TV MDHAZ,
i)

Integer

StorageClass
A
% |C STANDARD Z RS MWENHY X7,
i)
String

3.4.8. S3 create a new bucket

Ny NEERLET, Ny MAERT 2IC1E. BRERIET20IC2—F—IDBLCER
BRAWS 7O ERAF—IDHOIUETYT, Ny NEEBEZI—H—ELTHERTRIEIETETEHA,

Hl%a
BE. N7y MR R VZDOFRICHKE S BEN DY T,

o Ny NER—BTHILENHYET,

o Ny NEZHEIPVZ7RLRELT 74—V Yy hNTBIEIEFTETEEA
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o Ny NEDRIIE3I~63XFETT,

o Ny RNEIIR, ANFPT VI —RATEEHZIERTEZ A,
o Ny NRIRNIFELEBETHEZLELNHY ET,

o Ny NIRRT YL () EBDBIENTEET,

o Ny AR —EDIDUEDINLTHEZRENHY XY, BHET 2SNV IEE—DEY
A RO TRYSENZFT, N7y hRICIE, IXFE. BFE. BLUONA T VESHBZIENTE
Y. BN MFELEBETRIESLVRT T 2UENHY FT,

R

rgw_relaxed_s3_bucket_names 7" true ICEREINTW2IHE. EEOFMITEMIh
F9. NIy MNEIF—BTHIREDHY, PFRLRELTIA—TY T B EIE
TET, RR25XNFOXF, 8F. EVF RN Fyvra BLUOT7VF—RAT7%8
HBEIENTETET,

53°4

PUT /BUCKET HTTP/1.1
Host: cname.domain.com
x-amz-acl: public-read-write

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

NSA—H—
x-amz-acl
A
EE ACL.
AdfE
private. public-read. public-read-write. authenticated-read
WA
AR+

HTTP L ARV R

Ny M EN—BT, HRTREATHS . REERHLET, AURROAT Y bAT T
L. ==ty NAETHBHBAR. BIESBIILET, N7y MEAERROBAR, BIF
MEBLE T

409
AT7F—HX3—FK
BucketAlreadyExists
A

Nry b BR21—Y-OMAEICEELET.

153



Red Hat Ceph Storage SBAF&EH A K

3.4.9. S3 put bucket website

put bucket website API (. website 7)YV —ZXTHEEINTWVWE Web (1 NOBREEZEZREL T,
Ny RN WebH A & LTERET 2ICIE. website D7) Y —X &7y MBMTEET,

Pz
put #2/EIC I S3:PutBucketWebsite /X—3I v > 3 VARETY, T 74 MTlE N
Ty NOFIBBEDHDNT Y MIERINTWS Web (1 NERETEET,

B

I PUT /BUCKET ?website-configuration=HTTP/1.1

B

I PUT /testbucket?website-configuration=HTTP/1.1

BIER R

o ZMDAPIMUH LDEMIZ., S3APIZSRBLTLKEIL,

3.4.10. S3 get bucket website

get bucket website API I, website 4 7' YV —XTREINTWVWS Web 1 FDRERELZIIBLET,

= -1o)
Get i2FA3£179 %121E. S3:GetBucketWebsite /X—3I v 3 VAMETYT, 7774/
NTlx, N5y NOFFEZEDHD/NT Y N Web SBREEFZAND I ENTETET,

=374

I GET /BUCKET ?website-configuration=HTTP/1.1

B

I GET /testbucket?website-configuration=HTTP/1.1

BIER R

o ZDAPIMUH LDEMIZ., S3APIZSRBLTLKEIL,

3.4.11. S3 delete bucket website

delete bucket website APl 1%, /N7y hD Web ¥4 FREEHIRL T,

53°4

I DELETE /BUCKET ?website-configuration=HTTP/1.1
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B

I DELETE /testbucket?website-configuration=HTTP/1.1

RS

o ZMDAPIMUH LDEMIZ., S3APIZSRBRLTLKEIL,

3.4.12. S3 delete a bucket
Ny NEHIBRLET., N7y NOEIRDIESICITbhBICNTy NEAEBHRATEET,
=374

DELETE /BUCKET HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

HTTP L ARV R

204
27—923—FK
AvFYYRL
3t
Ny N EIBRS hE LT,

3.4.13. S3 bucket lifecycle

NTry NDSATHAVIEREEFERALTAT O MA2BEL, 20X T2 ) M EMEPEEHMR
HICRTFEINDELDICT B I EMNTEET, CephObject Gateway D S3API &, AWS /Ny 54 7
YA OV T7oarvod Ty baYR—MLET,

e Expiration: 2N Iy NADA TV 7 NOBWHEAAEERELE T, 77V 0 MEHRT
ZEHFEIEBEEARS DO Y . EDEFR T Ceph Object Gateway B4 7 =¥ M &HIBR L £
T Ny MHN—=2 3 VERZFMICLAWESE, Ceph Object Gateway 34 721V b %&
KITHIUCHIBRLE . N7y DN —U 3 VEBZEBMET 5% E. Ceph Object Gateway &
WEN—=—YavDHIBR~Y—A—%Z/EMR L. RITNN—Ya v ZHIBRLET,

e NoncurrentVersionExpiration: Z1E/N7ry NADRFN—Ta VUADA TV o h/X—
TAavDIATHA VN EERLEY, COREZFERATDICEK. N7y hAIN=—Y 3 VERE
EEMCTILELIHY T, BFN—VaVvUADA TV MIERTZ2ERERY F
T, ZDBFRTIE. Ceph Object Gateway B&FI/N—2 a3 VUADA TP U M &HIBRL £
ER

e AbortincompleteMultipartUpload: Z11id. FTLATILF/NA— Ty FO—RKPHIEIN S
FTCOHHEZEZLZF T,

A4 T794 VILEREICIE. <Rules EXRZFALZ1DUEDIL—ILAEEFNET,

R
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<LifecycleConfiguration>
<Rule>
<Prefix/>
<Status>Enabled</Status>
<Expiration>
<Days>10</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

ZAT7HA0IIIL—=IbiE, A THA2IIL—ILIZIEET % <Filters EXRICEODWTAT Y hO2A T
DI MNFERIEYTEY MIBETEEY, 7149 —I3EBOAEEIBETEET,

o F—DIEFREF
o FTIVHUINYY
o F—EBBHEIDODULEDATVII NS TDEA

X —EEEE

SATHA NI —iE, F—BOEFEFICEODWTA TV bOY Ty MOBERATEEY, &
Z £, <keypre/> =1IEET D &, keypre/ THEZ ATV MUBRAINZET,

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

BERDX—HEBEHERDOZ TV VM, ERBFIATHA VNI —ILZBRATZIELTEET,

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>mypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

TN YT

SAT7HA I —ILiE. <Key> ERE LV <Value>s EXRAZFHL T, BEDY T 5FEO>AF TV
MIDABATEZXT,
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<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Tag>
<Key>key</Key>
<Value>value</Value>
</Tag>
</Filter>
</Rule>
</LifecycleConfiguration>

ERES L1 DU LY TOWlA

SATHA7IVIL—=ILTIE, F—DEBEHE1D2ULEDY TOEAICEDWVWTI4ILY —%IEETEE
T, INBIE <ANd> BRTS Y TTIMREBELAHYET, 7149 —ICIE 1 DDEERFHE, EOF/E
BREOY TOH%FEHETEET,

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<And>
<Prefix>key-prefix</Prefix>
<Tag>
<Key>key1</Key>
<Value>valuei</Value>
</Tag>
<Tag>
<Key>key2</Key>
<Value>value2</Value>
</Tag>

</And>
</Filter>
</Rule>
</LifecycleConfiguration>

RS

o Ny hNZATHA4VIIDEEDFMICDOWTIE, RedHat Ceph Storage FAF&EHA KD
SIGETNT Y bSATHA 7N I avESBLTLEIY,

o Ny NSATHAVIIDERDEMICDULTIE, RedHat Ceph Storage FAFEH 1 KD S3
NrFy b A THAIVDERFLEFEBEESEZ /2 ava8RLTIEIWL,

o Ny NSATHAVIIDOBIROEMICDULTIE, RedHat Ceph Storage FAFEH 1 KD S3
WKEBNRTY A TYHAVIDHEIR V2 a v ESRLTIEIWL,

3.4.14. S3 GET bucket lifecycle
NTy NDZATHA VIV ZEIET 5ICIE. GET ZFEA L TEENT Y h2EBELET,

53°4
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GET /BUCKET?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

DOTRAMANYH—

HBY VIR MY Y —OFMICOWVWTIX, AFEBDOSIHBEBI IV T A MYy Y —BHBLTLLEX
LN,

LAKRVR

LARVRIICIEK, Xy bSATHAIILEZTDERIESENET,

3.4.15. S3 create or replace a bucket lifecycle

NTy NSATHA VN EFERFLIEESRASDICIE. PUT Z2FRLTRENNTY NESA 71401
BEEIBEL X I, CephObject Gateway I&. S3 T4 754 VIVEED T Ty hDHEHR—KL
i-a—c

53°4

PUT /BUCKET?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER_AND_SECRET
<LifecycleConfiguration>
<Rule>
<Expiration>
<Days>10</Days>
</Expiration>
</Rule>

<Rule>
</Rule>
</LifecycleConfiguration>

VI)ITX Ay Y —

content-md5
BT
Avt—YDbase64 TTYI—RKIN/=MD-5/\va
BiiE
XF5, 774 MPHEREHY THA,
WA
(AYAY4

RS

e AmazonS3HBY VIR Ay ¥ —DFEMIC DWW TIL. Red HatCephStorage BiF&EH 1 K
DRFEBDSIHBY VTR A YT —DEISaVvESRLTIESIL,
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® AmazonS3 /Ty DS A 7H 4 7 ILOFMICDWLWTIL, Red HatCephStorage BAREH A K
DSINTYMDFATHA I DLV a3V ESRBRLTLEIWY,
3.4.16. S3 delete a bucket lifecycle
NIy NS4 7H4 0 EHIBRY %I1CI1E. DELETE#ER L. BEN\Ty bMafEELE T,

53°4

DELETE /BUCKET?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

YOTRAIANY HT—
VO IR MIEFIGRERDIENTEA,

LAKRVR
LARY RE, —BHRL ARV ADRATFT—Y R &RLEFT,

BIER R

e AmazonS3HBY VIR Ay ¥ —DFEMIC DWW TIL, Red HatCephStorage BAF&EH 1 K
DFFEBDSIHBY IV TAMNAY T —DEISaVESRLTIESIL,

e Amazon S3 HBRHERAT—4F 22— RDFMIC DLW TIE, Red HatCephStorage FAFREH A K
DFEFEC D SIHBIHNERT—FZAA—RKDEIVavESEBELTIEIWL,

3.4.17. S3 get bucket location
Ny hDY =V T —T5BEBLET., CNEFVCHETICIE, 2—F—ENTY NFAEETHINE
PHY FET, PUT EKBEFIC LocationConstraint 2 8EL T, Ny v &Y=V JIIL—TFICHIRTE F
-3—0
LLFD&L ST location 7)Y —R &Ny N Y—RITEBMLET,
B

GET /BUCKET?location HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

LARYARAIVTFAT4—
LocationConstraint
A
Nry NGFEEST DY =V I —F (T 74N =V TIL—THOZEDXFF)
i)
String
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3.4.18. S3 get bucket versioning

NIy hON=T a3 VREBEREBLET, ChERUHTIKIE. 2—F—@EN Ty MNEETHIMNE
NHYFET,

LUTFD& SIS, versioning 7)YV —&N7ry M) Y—ITEMLET,

53°4

GET /BUCKET ?versioning HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.19. S3 put bucket versioning

DY TNVY—RIE, BEONTYy hON—Ua VEBREBERELE T, N\—Ya VEBEREBERTE
T5ICE. Ny NBETHZVENHY FT, N—Ya vEBRENNT Y MIBREINTLARL
ELN=VUaVRIBBINTWERA, GETNN=VaVvEBYJIRAMNEERITLTE, N—Y 3 VER
REOEIDHRINEE A,

NIy MIEBEN—Y 3 VEBOREEZRELET,

Enabled: /X7y NDA T bDN—=2aVvEBEZBWILEYT, Ny MIBIMLAETRTOA
Tz ME, —BON—Y 3V IDEZELET, Suspended: N7y DA TI ) hDNR—=T 3>
BEAEMCLET, Ny MIBMLATARTOATV I MME, NX=T 321D Null #5I(FEY
F9,

53°4

I PUT /BUCKET ?versioning HTTP/1.1

R

I PUT /testbucket?versioning HTTP/1.1

NRry NBEROIVT1T74—
VersioningConfiguration
BTL
ZROavFF—,
i)

Container

7N
BT
Ny NON—= a3 VIREBERELF T, BWARIE: Suspended/Enabled
B
String
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3.4.20. S3 get bucket access control lists

Nry hOT7 I EAFE) AN ZRBLEYS, 21— —R@N\TY NORBETHIVENHYITY, &
feldg. /N7y NTREAD_ACP/NN—3X v aVhiRIEINTWERENHY T,

LTFDLHIC, acl T Y —R &7y NERIEML F T,
=374

GET /BUCKET?acl HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

LARVAIVF 15714 —

AccessControlPolicy
BTl
REDIVTFF—,
i)

Container

AccessControlList
Bl
ACL BRIV T+ —
it

Container

Owner
Bl
Ny NFFBZED ID & £ U DisplayName D3> 7+ —,
it}

Container

ID
G|
Ny NFRBED ID,
i)
String

DisplayName
BTL)
Ny N DBEEDRTA.
i
String

Grant
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SnEA
Grantee £ ' Permission D3> 77+ —,
it

Container

Grantee
A
NR—=—Iwvarvrat53ns1—4%—0 DisplayName 5L IDDI YT+ —,
il

Container

snEA

Grantee X7 v MICEEINZ/NN—Iv a3y,
it}

String

3.4.21. S3 put bucket Access Control Lists

BHEONTY hADT I 2 AGEHZRELE S, 21— —R@N\TY NOFBETHIBENHY T,
Fld, Ny MO WRITE_ACP X=X v ¥ a U EINTWBARENHY FT,

UTFD&ESIC, acl F TV Y —R %7y NEKRIGEMLEY,
BX

I PUT /BUCKET ?acl HTTP/1.1

DITAMIVT4T7414—
S3 list multipart uploads

AccessControlList
Bl
ACL BRIV T+ —
it

Container

Owner
aeHe
Ny NFFBZED ID & £ U DisplayName O3> 7+ —,
it}

Container

ID
BTL
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Ny NFRBED ID,
i)
String

DisplayName
A
Ny N DBEEDRTA.
i
String

Grant
Bdi:]
Grantee £ ' Permission D3> 77+ —,
it

Container

Grantee
A
N—=—3vy>ava5Inz1—H—0 DisplayName LU IDDIAVFF—,
B

Container

Bdi:]

Grantee /X7 v MCHEEINZ/NN—Iv a3y,
it}

String

3.4.22.S3 get bucket cors

N7y MCREIN CORSEREBREZMBLET. 21— —R@BNTy NOFRBEETHZUENHY X
¥, Flld, N Yy NTREAD_ACP/X—3X vy 3 UNMIEINTVWEIMENHY XT,

LLFICRT LT, corsHT )Y —R&/NNy NERIEMLF T,
=374

GET /BUCKET?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF HEADER_AND_SECRET
3.4.23. S3 put bucket cors

NIy NDCORSHEZBRELEFT, 1—HF—RBN\Ty NOFRBETHIVELNHY FT, FiE, N
7v NCREAD_ACP X=X v 3 VDRI EINTWVWEMENHY XY,
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LLFICRT LT, cors T )Y —R&/N\y NERIEMLF T,
B

PUT /BUCKET?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.24. S3 delete a bucket cors

N7y MCREIN CORSEREBRZHRLET. 21— -7y NOREBEETHZUENHY X
¥, FlE, N7y NTREAD_ACP/X—3X v ¥ a UMt EINTVWIHRENHY X7,

LLFICRT LT, cors T )Y —R&/N\y NERIEMLZF T,
=374

DELETE /BUCKET?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.25. S3 list bucket object versions

NTy NRADTRTON=IavDA Tz MIETEIAIT—ID)AMNERLET, Ty kA
D READ 7V 2 ANMETT,

LT LS versions 7Y —& /Ny NERICEMLET,

53°4

GET /BUCKET ?versions HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF HEADER_AND_SECRET
GET /BUCKET?versions D/XT5 X —4H —%&IBETIXFTH. WINhELRETY,

NSA—H—
prefix
A
BEDEBEHNIEFIFNZ2F—DEEFNIETHOTYy TO—REZRLET,
i
String

delimiter
Brdii]
EEEEIMBOA T NEOBICEAINEXYIY XF,
it
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String

key-marker
BTL)
7y 7O—RKRYXMDRTLDI—H—,
i)
String

max-keys
BTL
ETHROT7 Y TO0— ROmKRE, 77 4 ME1000 TT,
i)

Integer

version-id-marker
A
JANERIBT2A T M=V aVEIEELET,
i
String

LARVAIVFTA4T4—

KeyMarker
BTL
key-marker XK/ A =9 —ILL > THREINDZF—Y—H— (FHET 3158).
il
String

NextKeyMarker
BTL
IsTruncated 7' true DIFEICERHKED ) V TXA N TCHEATZIF—Y—h—,
i
String

NextUploadidMarker
A
IsTruncated 7* true DIFAEICEBKTE DY) VTXAMNTERT S 7y 7O—RIDY—H—,
i)
String

IsTruncated
st
true DIFEIE. Ny hOTYyTO—RAVFUOYDHTEY hOADRINET,
it
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Boolean

Y4 X

BTL
7y 7O—RKLEEBIOY A X,

i)

Integer

DisplayName
A
FIEE DXL,
i)
String

ID
G2
FAZED D,
i)
String

Owner
Bl
ATV MNefRET S 1—H—0 ID $ L U DisplayName ®1 > 5+ —,
it}

Container

StorageClass
BTl

ERIN2F T2V MaRETZEDICERIND XY v K, STANDARD F7/zid
REDUCED_REDUNDANCY

i)
String

N—I3>
B
N=oaViERODAVTFH—
it}

Container

versionld
A
F7Vx b= 3V ID,
i)
String

166



8533 CEPH OBJECT GATEWAY & & U S3 AP

versionldMarker
A
BBRINLL AR ZADF—DRHED/NN—T 3,
i)
String

3.4.26. S3 head bucket

Ny NTHEAD ZUH LT, BET 258K, BUOHLTICT I 2 RERLIHZ2 N E DI M EHIRTL
FT, Ny "rDEHEL. BUHLTIC/NR—I v a U H 2813 2000K 28R LET, NTw kA
FELQWEEIL 404 Not Found, N4y "RAGFELFITHAMUCHELTICE 77 E2ANRN—I v a P
W IZE 1L 403 Forbidden =38 L £ 9,

53°4

HEAD /BUCKET HTTP/1.1

Host: cname.domain.com

Date: date

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER_AND_SECRET

3.4.27. S3 list multipart uploads

GET /?uploads (. IREDETHDOTILF/NR— 7y FO—ROYRMERLET, DFY, 7Y
T—2aviEEAN-—NTEDOTY TO—RERBLETH, Y—EXDIRTOT7Yy TO—RE%T
LTWaDhIFTIEEHY £HA,

B
I GET /BUCKET?uploads HTTP/1.1
GET /BUCKET?uploads D/X5 A —4 —%ZEETETFEITH. WIThERETT,

NSA—H—
prefix
A
BEDEBEHIEEIFNZ2F—DEEFNIETHOT7Yy TO—REZRLE T,
i)
String

delimiter
A
BHEFMOA T PROBICEAINZ XYY XF,
i)
String

key-marker
BTL
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7y 7O—RYZANORIMDY—H—,

i
String
max-keys
BTL
ETHROT7 Yy TO0— ROmKRE, 774 ME1000 TT,
i
Integer

max-uploads
A
RIVFNR—KT7v FO— ROKRAE, #EIE1-1000 TF, 77 4J bid1000 T,
i)

Integer

version-id-marker
SrEA
key-marker ""EEINTUVWAWGEIIEEINE T, IDFLIEFEZTHICHKSEZIBEBFTY A X
N328¥O7y 7O—ROID#EELET,

i)
String

LARVAIVFTA4T4—

ListMultipartUploadsResult
GTL
BREOIAVTF—
i)

Container

ListMultipartUploadsResult.Prefix
A
prefix 23 K/X5 X —4 —THEEI N2 EEFE (FET 5158).
i
String

Bucket
BTl
Ny NOAVT UV EZITB/1NT Y N,
i)
String

KeyMarker
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A

key-marker XK/ A =9 —ILL > THREINZF—Y—H— (FHET 2158).
i)

String

UploadidMarker
A
upload-id-marker ER/ XS X =4 — L& > TIREINEZY—H— (FET 2HBE).

i
String
NextKeyMarker
BTL
IsTruncated 7' true DFEICEHKED) V TXA N THERATZIF—<—H—,
i

String

NextUploadidMarker
A
IsTruncated 7* true DIFAEICERBKTEDY) VTXAMNTERT 27y 7O—RIDY—H—,
i)
String

MaxUploads
aBA
max-uploads ') 7 TZX RS XA =4 —THREINZHAT Y 70— R,
i)

Integer

7Y%
35

BREINTWSIBEIF. AUEEHEEDA 7Y 7 M5 CommonPrefixes ') X MMIRRI N
F9,

i)
String

IsTruncated
stBEe
true DIFEIFE. Ny hOTyTO—RAVFUOYDOHTEY NOADRINET,
it

Boolean

Upload
A
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Key. Uploadld. InitiatorOwner, StorageClass. & & ! Initiated 25201V 7+—,
i)

Container

4:_
BTL
RILFNR= 7y TO—RPET LEBROAF TV bDF—,
i)
String

Uploadid
A
RIVFNR—=KNT7y FO—R&E#HRT 2 ID,
i)
String

1=1—49—
A
7y 70— REREBLAEI—Y—0 ID & DisplayName A*EFENh 7,
B

Container

DisplayName
A
1= 1—8—DRT~H,
i)
String

ID
BTL
1= —49—DID,
B
String

Owner
Bl
Ty 7O—RKLAEF TV NEFRETZ1—Y—0 ID & £ U DisplayName O3> 7+ —,
i)

Container

StorageClass
A

ERIN2F T2V NaRETDEDICERIND XY v K, STANDARD F7/zid
REDUCED_REDUNDANCY
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B
String

Initiated
A
aA—H—07v FO0— R%&FKE LB,
i)
Date

CommonPrefixes
snEA
BHDOA TV MIBEUCEBEHEIEFNDFEIE. COYRAMIRRINET,
it

Container

CommonPrefixes.Prefix
A
prefix ) V TRAMNNRSA—F —TEHERINTWSEEFORICTF—DY TXXFI,
i)
String

3.4.28. S3 bucket policies

Ceph Object Gateway I&. /X7 v MERAINS AmazonS3 R O —FEOHY 7y baHR—ML
£7,

{ER & & TPHIER

Ceph Object Gateway I&. CLI*Y —JL radosgw-admin = {EHE T 2D TIER <, BED S3 BF%FH
LTS3y MRS —%EBLET,

EEEIE, s3emd IV Y RZ2FRALTRY Y—%28REXIFHIRTE XY,

Bl

$ cat > examplepol
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal”: {"AWS": ["arn:aws:iam::usfolks:user/fred"]},
"Action": "s3:PutObjectAcl",
"Resource": [
"arn:aws:s3:::happybucket/*"

]
1]
}

$ s3cmd setpolicy examplepol s3://happybucket
$ s3cmd delpolicy s3://happybucket

171



Red Hat Ceph Storage SBAF&EH A K

HIFREIR
Ceph Object Gateway B’ R— M T 2DIELULTDSI 7o 3 VEIFTY,

e s3:AbortMultipartUpload

e s3:CreateBucket

e s3:DeleteBucketPolicy

e s3:DeleteBucket

e s3:DeleteBucketWebsite

e s3:DeleteObject

e s3:DeleteObjectVersion

e s3:GetBucketAcl

e s3:GetBucketCORS

e s3:GetBucketLocation

e s3:GetBucketPolicy

e s3:GetBucketRequestPayment
e s3:GetBucketVersioning

e s3:GetBucketWebsite

e s3:GetLifecycleConfiguration
® s3:GetObjectAcl

o s3:GetObject

o s3:GetObjectTorrent

o s3:GetObjectVersionAcl

® s3:GetObjectVersion

® s3:GetObjectVersionTorrent
e s3:ListAlIMyBuckets

e s3:ListBucketMultiPartUploads
e s3:ListBucket

e s3:ListBucketVersions

e s3:ListMultipartUploadParts

o s3:PutBucketAcl
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e s3:PutBucketCORS

e s3:PutBucketPolicy

e s3:PutBucketRequestPayment
e s3:PutBucketVersioning

e s3:PutBucketWebsite

e s3:PutLifecycleConfiguration
e s3:PutObjectAcl

e s3:PutObject

e s3:PutObjectVersionAcl

pa

Ceph Object Gateway (&, 2 —H'—., JI—7, FLEO—IADR) > —FEEY
/_j_:_ I\ L/ iﬁ/\lo

Ceph Object Gateway I&. Amazon D R #TDT7 77> b ID DH Y IC RGW D tenant #BIF AR L
F 9., Amazon Web Service (AWS) S3 & Ceph Object Gateway S3 & DR TR ¥ —%FHT 21545,
Ceph Object Gateway I, I —H—DEHEFIC Amazon 7AHD Y NIDAFTF Y MIDELTHERT Y
ENHYET,

AWSS3 Tld, IRTOTF Y ME—DERIEBEHRBL F I, WEAIC. Ceph Object Gateway I
ITRTODTFY MINTy NOBBOEZRIZEBEZRHLF T, RE. BIOTFY MIBTZ/NT Y ML
7OEAL&ELD ELTWS Ceph Object Gateway 7 74 7> M&k, S3 Y 7 T X kO tenant:bucket &
LTENZLIET ZRENDHY T,

AWS Tld, N7y RRYY—@BRIOTHhD Y MADT V2R %HFAL., ZDOT7 AV Y NOFREEIE
A—HY—NR—IvoaVvaFOE4DI—HF—ICT7 IV EAERZMFSTE X9, Ceph Object Gateway
Ha—H— O—Jb. BLETN—TDR—I v o3V aHE—kLTWE A, TORD, THDY
NORMBEZEIFE4 DI—HY—ICBEET7 IV ERAZM5T20ENHY T,

BF

TADY NEFRDT 7R ZNTY MINETZE TDTAD Y FDITRTDI—
Y7V RERNMTEINIT,

Nry MRS —I3IXFIDO/MEE Y R—bMLEEA,
Ceph Object Gateway Tld. L TFDEMHEF—DHR—IMINFT,
e aws:CurrentTime
e aws:EpochTime
e aws:PrincipalType
e aws:Referer

® aws:SecureTransport
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® aws:Sourcelp
e aws:UserAgent
® aws:username
Ceph Object Gateway Md* |&. ListBucket 77> 3 VOLUTDEREF—%5HR—MLZET,
e s3:prefix
e s3:delimiter
® s3:max-keys
Swift ~NDHE

Ceph Object Gateway I&. Swift API /Ny MR O —%FRET 2HEEEIFHY FHA, 7=7EL. S3
API CEHREINTWBENT Y MR U —IF Swift & SBOWVWTHDIBELBEIEL T,

Ceph Object Gateway (&, RY Y —TIREI N T V2 /LI LT Swift OFRFFERE—BL F
-a—o

3.4.29. S3 get the request payment configuration on a bucket

requestPayment 7' V—R&FEA LTI Y NOBEXRZHWEEEARLEY, 2—F—@F X7y b
DOFEETHIBENHYE T, £7/E. N7y NTREAD_ACP X—3 v ¥ 3 UHMFEINTWBiH
ENHY ET,

LLFD & S I requestPayment 7)) vV — & /Ny NEXRIZEML 9,

53°4

GET /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

3.4.30. S3 set the request payment configuration on a bucket

requestPayment 7' V—RZFEA LTI Y NOBERZIWERELARELE T, 774/ hTIL,
Ny NORBZERENT Y MHALDF 7 O— NI L TZIAWET, TOERE/NNTA—F—ITLY,
Ny NOFEEIFE. 70— REBERTZ2IRTOA—H—DERICFHLTERS LTy b
L O—RNICHLTHEEINDIIEAIBETEET,

LLFD & S IC requestPayment 7)) vV — & /Ny NEXRIEML 9,

53°4

PUT /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com

YOI ANIVTA4T4—

Payer
BTL
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FovO—RELICVITZANOERDOREZEBELZF T,
i)

Enum

RequestPaymentConfiguration
A
Payer D> 7+ —,
i)

Container

343L.7ILFTFFV My N2E

DSATYRNTTIVT—=2avdBNry M7 VAT 3581, BICEELI—Y—DRIIERTHE
L £9., RedHatCephStorage 7 524 —TlE, IRTCDA—H—DTFFVMNIBLET, ZDL
O, THY IDBARBICEEINTULWARWEGEREX, IXTONT Y MEEDOIVTF R MIBRENART
FURDEHYET, LEN>T, ILFTFFrI—E, BRINEZN\yy NSRBI —HY—HPRALCT S
YMIBTBRY., UEIDY ) —RERLIEAEBRELSHY X,

BRMAT Y NOBEICHERAINDILREREIX, FRAINZ 7TORNILBLVORIAVRATALICEST
BV Ed,

UTFofITld, AV XFRETFYRENNT Yy hNERBELE T, TDH, URLDY Y FILIZULTD L
IIICRYFET,

I https://rgw.domain.com/tenant:bucket

—7%. B Python DI, N7y M XYy FEFRTT TV hNENTY b E2DBELE T,

¢ = S3Connection(
aws_access_key_id="TESTER",
aws_secret_access_key="test123",
host="rgw.domain.com",
calling_format = OrdinaryCallingFormat()

)

B
from boto.s3.connection import S3Connection, OrdinaryCallingFormat
bucket = c.get_bucket("tenant:bucket")

FtHA, HEZEATZEHVFVRBXIMERINET T, €D/, bucket-in-URL-

pz -1o)

; ARARNKZIC, 2OV, Ny METIEEMNTIIRBRWVEDOREYIYXFZEH5 I ENT

Wk, YILFTF U —5FRALTSIHROY T RAA VAEFRATZIEILTE
' path XRAETINF T+ Uy —EHBTIRENHY T,

RS

e ¥#fllX. Red Hat Ceph Storage Object Gateway HA KD 1—H—EB O VI F TRV —
O avESRLTIEIY,
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3.432.S370v IO NRTYwoOF7oE2R
S3DNNTYwoT7oZ2O7TOY V#eEAFERL T, AmazonS3 Y Y —ZAANDNRT Yy 9T 0D
BRI DT IVERARA VM, Ngy N, FHOURNERETEET,

DA FERTZE. Ny RS —, POERIARAVNRY Y —, BLUVFTI T NOWER%E
F—=NN=SA RLTNRT YV I T I CREHATEET, 774 MTIE, FILWOUKRTY K, 7TIER
RAVK, BELOA TSI MNINRNTY) w7022 5FT LEHA,

Ceph Object Gateway M S3API &, AWSNNT Y v 97V RABREDH Ty bEHYR—FMLTWE
ER

e BlockPublicPolicy: 1—H =87V RARA VY hENT Y NOR) O —%EBTESELIICT
DREETEELET T, CORETIE, 22— =Dy NFELENNTY MIEEFNZF TV
JRNERT)y HICHBETZIEETEFEA, BEOT VARSIV NENT Y NDRY)
V—lE, TOREEAMLTEHEAZITEFFA, TOF T3 V%E TRUEICERET D&,
SIIERDEHITHY T,

o PUTBucket R Y—~DHEVHLAEERTLET,

o Ny NDEILTHITYMNDIARTOFTIVERARA Y MIXTSPUT 7IERRA Y MR
)Y —~DEVH L ZEET T B ICI,

B

CDFRTE%R account LRIV THEAT R E, 2 —H—FHBEDONNTY NONRT Y o779
E2D7OY IREETBETCERARYET,

yzo-1o)

TRUESREIK, BEINLRI) Y —TNRTY v I TV EADNFTINTVRHEICDH
BEELE T,

e RestrictPublicBuckets: 1k, N7y R —AFRHLTNANTY NFEALETI7E2ARAS
YAADT IR EHIRT BHREEERZLE T, ZOFIRIE. AWSH—EX T VoL E,
NIy NRBEDT7 AV MNBLUVT IV ARSI Y NREZEDT7 DY NROERINA1—
H—IIDHBEHAINE T, ChilLY, BEINLGEEZRE, 7IOEARS Y bFEEN
TYRADIARTHI Y NTOEIANTAYIINETH, 7HO Y NI —H—(FB| =
BEXTIERRARA Y NFERBENANTYy NBEBTEXEYT, COREEEMICLTE, BFEOT7 Y
TRARAVNFRREANTY MRY Y —ICEFELEFRA, INIE. AmazonS3 A, FEDT A
DY MNADIELAREBEESD, NTYYITIERVARA Y NFENATy NRYY—ICHET
DTV O T RRABLICIORTAD VNI R A TOVvI$TEIEDHEEELE
ERS

R

7O ZAFE) R N (ACL) IZIR7E. Red Hat Ceph Storage TlEHR—hIhTVWFEH
A’Q

BICEEINTVWAWERY, Ny N RYS—ERTY v I THIERRINET, NTYvIT7ot
2&7TOYv 232 Ny MRYS—TRDI1DULOBEEBBADT I EZRADHEHEATT ZHEH
HYFEd,
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pa )

BEMICIE. 74 KA— R (*) F7l& AWS Identity and Access Management 7R 1) & —
EHEEFNFEHEA,

o AWSTYYY /)b, a—H— O—Jb, FiFH¥—ERTY 2R

e aws:Sourcelp Z#FRALAEY S AL A RKXA VI —FT 1>~ (CIDR) Dt v b
® aws:SourceArn

® aws:SourceVpc

® aws:SourceVpce

® aws:SourceOwner

® aws:SourceAccount

® s3:x-amz-server-side-encryption-aws-kms-key-id

e aws:userid. /%4 —> AROLEID:* D4t

e s3:DataAccessPointArn

pa )

NTy MRS —TERTREE. 7H7VMNDABEEINTWBEY., R
V—ERNRETIC. COEICTIVERARA VY NEDITAIVRA—REEZEDBZ L
73“(“3 i’a—o

o s3:DataAccessPointPointAccount
RORY) —FUINRT ) w O EHBINET,

R

"Principal": "*",

"Resource": "*",

"Action": "s3:PutObject",

"Effect": "Allow",

"Condition": { "StringLike": {"aws:SourceVpc": "vpc-*"}}

}
RO —%HRRICT 2ICIE, BEEZROREF—DVITINZZDET,

B

{

"Principal": "*",
"Resource": "*",
"Action": "s3:PutObject",
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"Effect": "Allow",
"Condition": {"StringEquals": {"aws:SourceVpc": "vpc-91237329"}}

}

RS

® PublicAccessBlock MEVS D E¥#lL. Red Hat Ceph Storage BAF&E H1 K d S3 GET
“PublicAccessBlock™ 7Y 3 v ZSRLTKEI W,

® PublicAccessBlock MYERK F 7= (FZE B DML, Red Hat Ceph Storage BiF& 1 K D S3
PUT “PublicAccessBlock™ 27 3 v BB LTIV,

® PublicAccessBlock MHIBRDEEHEIL. Red Hat Ceph Storage BAF&E H 1 K D S3 Delete
“PublicAccessBlock™ £ 3 v ZSRLTLEI W,

o Ny hRYY—ODFF#IE. RedHat Ceph Storage FAREH A K D S3/37 v bRYY— &
72avESRLTILEIW,

® Amazon Simple Storage Service (S3) KF a2 X > D AmazonS3 A L —IADNRTY) v 7
J2E2070v 7 €02 avESBLTIEIV,

3.4.33.S3 GET PublicAccessBlock

S3T7OAYINTYw o T7 o AMEEERET 2ICIE. GET ZFRAL THEEAWS 7AD Y MEEEL
i’a—o

53°4

GET /v20180820/configuration/publicAccessBlock HTTP/1.1
Host: cname.domain.com
x-amz-account-id: _ACCOUNTID _

VYOI R ANy H—

— &R VTR MAY ¥ —DFFMIZ. 8B D S3D—KMNAEY VT A MMy F— 2SR TS
(A

LAKRVR
BEIEHTTP200 & THY ., XMLEXTRINE T,

3.4.34. S3 PUT PublicAccessBlock
IhEMERAL T, S3/84 v h® PublicAccessBlock 32 E A ER X/ IITBE L F T,

ZDEREAFERT 5IC1E. s3:PutBucketPublicAccessBlock HEfENNET T,

8%

PublicAccessBlock 3R EN /Ny h&ETHDU Y NETRARDHBE. Amazon S3 1E/8
Ty RLRIVETHAHD Y MURIVDEBREDRLFIRHWABA2EHLEEFRALE T,

53°4

178


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#s3-get-publicaccessblock
https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#s3-put-publicaccessblock
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PUT /?publicAccessBlock HTTP/1.1

Host: Bucket.s3.amazonaws.com

Content-MD5: ContentMD5

x-amz-sdk-checksum-algorithm: ChecksumAlgorithm

x-amz-expected-bucket-owner: ExpectedBucketOwner

<?xml version="1.0" encoding="UTF-8"?>

<PublicAccessBlockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<BlockPublicAcls>boolean</BlockPublicAcls>
<lgnorePublicAcls>boolean</IgnorePublicAcls>
<BlockPublicPolicy>boolean</BlockPublicPolicy>
<RestrictPublicBuckets>boolean</RestrictPublicBuckets>

</PublicAccessBlockConfiguration>

DITRAMAY HT—

— &Y VTR Ay F—DFFMIZ. 8B D S3D—EMNAEY VT A MMy F— 2SR TEX
LY,

LAKRVR
ISEIEHTTP 200 [GETHY ., ZED HTTP AXHARINE T,

3.4.35. S3 delete PublicAccessBlock
INAEFERALT, S3/84 vy h®D PublicAccessBlock 58 E%BIfRL 9,

53°4

DELETE /v20180820/configuration/publicAccessBlock HTTP/1.1
Host: s3-control.amazonaws.com
Xx-amz-account-id: Accountld

DITRAMAY HT—

—MER) VTR Ay S —DFMIE. MEBD S3O—EHBY VTR Ny Y- 2BRLTCES
LY,

LAKRVR
ISEIEHTTP 200 [GETHY., ZEDO HTTP AXHARINE T,

35.S3 ATy MNgE

BF & L. Ceph Object Gateway 2T AmazonS3 7 PV r—> a3y Oy 33I 0749 —7 x4
Z(AP) AFERALTCA TV MREEITOIZENTEET,

UTFoxRIE, BBOYR—MRAT—SREEBIC, TV TV MDD Amazon S3 DHEREIREZ R L TL
i-g_o

R3I3FTIxy b EIE

Hae 7N
Get Object HR— MW
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Hae K&

Get Object Information HR— bR
Put Object Lock YR— bW R
Get Object Lock HR— bR
Put Object Legal Hold YR— b WFR
Get Object Legal Hold HR— bR
Put Object Retention YR— b WFR
Get Object Retention HR— bR
Put Object Tagging YR— b WFR
Get Object Tagging HR— bR
Delete Object Tagging YR— bR
Put Object YR— M WFR
Delete Object YR— bR
Delete Multiple Objects YR— MR
Get Object ACLs HR— bR
Put Object ACLs YR— b WFR
Copy Object YR— b WR
Post Object YHR— bHR
Options Object HR— bR
Initiate Multipart Upload YR— M WFR
Add a Part to a Multipart Upload YR— MR
List Parts of a Multipart Upload YR— bR
Assemble Multipart Upload YR— b WFR
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Hae K&

Copy Multipart Upload HR— bR
Abort Multipart Upload YR— b WFR
RVFTFUI— HR— bR

3.5.1. AU &M
o #EH D Red Hat Ceph Storage 7 S A9 —b'%H %,

® RESTful 72472k,

3.5.2. S3 get an object from a bucket
NTFy MDA TII MeRBLET,

=38
I GET /BUCKET/OBJECT HTTP/1.1

versionld 7)Y —XEEBIML T, 77V NOBEDNN—YavERBLET,

53°4

I GET /BUCKET/OBJECT ?versionld=VERSION_ID HTTP/1.1

VIITX Ay S —

range
A
W24 TIy bDEH,
BaE
&3H: bytes=beginbyte-endbyte
WA
(AYAY-4

if-modified-since
A
SALRY VTURICER LEBEICOAREBLET,
Ba2E
Timestamp
WA
(AYAY4
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if-match
A
72U MNDETag N ETag &E—HT 2HBEICOAMEBLET,
AE
IVTA4T4—=87
WA
W Z

if-none-match
G|
7YY bDETag ' ETag & —HI 2HBBICOAMBLET.
aixfE
IVT4T4—=897
WA
WA

LARYAANY §—

Content-Range
BTL)
T EHE (BEAY Y —T7 4 =LKV IV TZAMIIBEINLBEDHERLET),

X-amz-version-id
Bl
N—23 2 IDFEAFENUARLET,

3.5.3. S3 get information on an object

79z MIETZERZEBELET, ZOEKIE GetObject BSREBUAY F—1EHREZRLET
N ATV RT—IRAO-—RTRABLAIT—IDHNETNET,

TV MORITN—YavERELET,

=38
I HEAD /BUCKET/OBJECT HTTP/1.1

versionld 7)) V—X%EBIML T, HEN—Y 3 VOBHREMEBLET,

53°4

I HEAD /BUCKET/OBJECT ?versionld=VERSION_ID HTTP/1.1

DOITRARAY H—

range
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BET24TVY NDEE,
BaE

&3H: bytes=beginbyte-endbyte
WA

(AYAY-4

if-modified-since
SrEA

A LRY Y TURBICER LAEGBRICOARELET,

BdiniE
Timestamp
WA
(AYAY-4

if-match

BTL
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72U NDETagh ETag &E—HT 2HZEICOAMBLET,

BHiE
IVTAT4—897
DAY 2|
WA

if-none-match

e

72V NDETag N ETag & —HT 2HBEICOAMEBLET,

B3E
IVTATA—87
WA
W Z

LARYZAAY H—

X-amz-version-id

BTL

N—23 2 IDFEAENUARLETD,

3.5.4. S3 put object lock

put object lock APl {&, ZBIRL7=/N\Ty MOy VEREEZBRELFZT. 77V b OV I 2ERAT 2
&. write-once-read-many(WORM) E7 IV FEA L TA TV MaBITE XY, #7720 b
Ay Jid, #7909 b —EHBEIXEBRICHIBREAIZEEZTINAVLDIICLET, Object
Lock EICIEEINDIL—ILIE, TITAIMTERINZNAT Y MIHBDITRTOHF|A T b

ICERAINET,
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BF
NTy NEERT2EZICA T/ MAv 7 2BRICLET., BUMICLAWE, B1E
NERBLES,

53°4

I PUT /BUCKET ?object-lock HTTP/1.1

R

I PUT /testbucket?object-lock HTTP/1.1

DIOTAMNIVTA4T14—
ObjectLockConfiguration
A
Zkoavr+—,
i
Container
WA
(&N

ObjectLockEnabled
A
ZONTy MIA TV Oy IRENBEDICHA>TVWEINEINERLET,
i)
String
WA
(=Y

*L—IL**
A
BEINLNATY NOMBICHZA TV Oy VIL—Ib,
i)
Container
DA
(AYAY-4

DefaultRetention
A
BEINLNATY MIBREINZHHRA 7V MIERINZ T 7 )L b OFRFFHARA,
i)
Container

WA
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TI7AINDFTI hOOY VHRFE— N, BWAREIX GOVERNANCE/COMPLIANCE T

ERR
i)
Container
WA
(=g

Days
A
T 7 4L M ORFHBICIEEI NS B
i)
B
WA
(AYAY4

Years
A
T 74 N ORFHEICIEEI N2 DEH,
i)
B
WA
(AYAY$

HTTP L ARV R

400
AT7F—HX3—FK
Malformed XML
A
XML IFZELTWEHA,

409
AT7F—HX3—FK
InvalidBucketState
A

Ny NA Tz hoOy I8BMTHE>TUWEEA,

BIER R
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o ZDAPIMUHLDFEFMIZ. S3API &

3.5.5. S3 get object lock

08

LTI,

EZQNY

getobject lock APl I&, /Ny kDO VREERELET,
538
I GET /BUCKET ?object-lock HTTP/1.1
Bl:
I GET /testbucket?object-lock HTTP/1.1
LARYVRIVF4T4—
ObjectLockConfiguration
A
Zkoavr+—,
i)
Container
WA
(=9
ObjectLockEnabled
A
ZONTy MIA TV MOy IRENEDICA>TVWEINEINERLET,

B

String
WA

=0

*)L—IL**
A
BEINLNATy NOAMEBIC, 77V
il
Container
WA
AYAY-4

DefaultRetention

SnEA

BEINIAATY MIREINDHRA
i)

Container

186
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79 MIBERINZT 7 2L N OFRFEE.
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tEA
TI7AINDATI) hOOY VHRFE— N, BWAREIX GOVERNANCE/COMPLIANCE T
ER

i)

Container
BA

(=g

Days
A
T 74 M ORFHEICIEEI NS B,
i
B
WA
(AYAY4

Years
A
T 74 N ORFHEICIEEI N2 DEH
i)
B
WA
(AYAY4

RS

o ZMDAPIMUH LDEMIZ., S3APIZSRBLTLLKEITL,

3.5.6. S3 put object legal hold

put object legal hold APl I&, BIRL7AA TV VU MIEWRRFRELEHL 7., EHRRFHEEE
T, A7 M= a3 v aEEXLEY, HIRLAEZY T2 EETETE A FNRFICIIEERN
FonREHAL <, BRUICHBRIN2EZ TZEOFIIHRFINE T,

53°4

I PUT /BUCKET/OBJECT ?legal-hold&versionld= HTTP/1.1

Bl

I PUT /testbucket/testobject?legal-hold&versionld= HTTP/1.1
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versionld 7)Y —Xix, #7950 NOEFEDNN—J a3V ERBLET,

YVOIRANIVFT4T4—

LegalHold
BTL
Zkoavr+—,
i)
Container
WA
(&N
wRiE&
BTL)
BEINAA TV MIEYRRELGHZINEI M ERLET., BWAMEIX ON/OFF TT,
i)
String
WA
(&N

BIER R

o ZDAPIMUH L DFMIE. S3APIZSRLTLEI W,
3.5.7. S3 get object legal hold
get object legal hold APl {&. # 7Y ¥V NDREDENRFRAT—FRZRELET,

53°4

I GET /BUCKET/OBJECT ?legal-hold&versionld= HTTP/1.1

Bil:
I GET /testbucket/testobject?legal-hold&versionld= HTTP/1.1

versionld 7)Y —XRiF, #75xV NOEFEDNN—J a3V ERBLET,

LARVAIVYT 145714 —

LegalHold
BTL
Zkoavr+—,
i)
Container

WA
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(o

7N
A
BEINAA TV MIEYRRELGHZINEI M ERLET., BWWAMEIL ON/OFF TT,

RS

o ZMDAPIMUH LDFEMIZ., S3APIZSRBRLTLKEITL,

3.5.8. S3 put object retention
put object retention APl l&, # 7Yz NORFREEZF 7V MIREL F T, REFHHEIE. 77
V) MDON=YavE—ERERELET. ANFTUVRE—REAVTSATVRE—RD2DD
E—RDPHYET, INO2DDRFE—RNIF, ATV MIFLTERZREL NIV EZBERALE
-g—o
pa 3]
Z OEE R, #F 7Y ¥ ~iE write-once-read-many(WORM {£#) T, EZX 7/ (ZH!
MREBIEIFTEEEA,

53°4

I PUT /BUCKET/OBJECT ?retention&versionld= HTTP/1.1

B:
I PUT /testbucket/testobject?retention&versionld= HTTP/1.1

versionld 7)YV —RiEk, 7Tz hOBEONN—V a3 Vv ERELET,

YIOITAMNIVTA4T14—
Retention
Brdii]
EZRkpavy+—,
it
Container
WA
=g

T—FK
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A

BEINALA TPV FORFE— N, BWREIX GOVERNANCE/COMPLIANCE TY,
B

String
WA

(=40

RetainUntilDate

BTL
R¥FFH, 3 2020-01-05T00:00:00.000Z
]
Timestamp
WA
=40
BEEEIR

o ZMDAPIMUH LDEMIZ., S3APIZSRBLTLKEIL,

3.5.9. S3 get object retention

get objectretention APl l&, # 7YV NETAT V2V NORFEREEZDRFLE T,

B

I GET /BUCKET/OBJECT ?retention&versionld= HTTP/1.1
i

I GET /testbucket/testobject?retention&versionld= HTTP/1.1

versionld 7)Y —XRiF, #7950 NOEFEDNN—J a3V EaRBLET,

LARVAIVF 1574 —

Retention
A
Zkoavr+—,
i)
Container
WA
=i

T—FK

A
BEINALA TPV FORFE— N, BWREIX GOVERNANCE/COMPLIANCE TY,
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i)
String

WA
=0

RetainUntilDate
A
RFEFH, F3:2020-01-05T00:00:00.000Z
i
Timestamp
WA
(=W

BIER R

o ZDAPIMUHLDFEMIZ. S3APIEZSERBLTLKEITL,

3.5.10. S3 put object tagging

put object tagging APl I&, # V%4 T2y MIEAERITET, §7EF—EEDORTTY, D
N=T3VDYJTHEERET SICIE, versionld VT —/RXSA—49—%FHLE

¥, s3:PutObjectTagging 77> a Y4 ERT§ 2/ N—Iv > avHABETY, 774 MTIE N
Ty NOFBBIFIONR=—Iv > avaiFE, ONX—Ivyavasthol—¥—IIF5TEET,

53°4

I PUT /BUCKET/OBJECT ?tagging&versionld= HTTP/1.1

Bl

I PUT /testbucket/testobject?tagging&versionld= HTTP/1.1

YOI AMNIVTA4T14—

5 T
A
Zkoavr+—,
i)
Container
WA
(=W

TagSet
A
Y0ty hOaL Y>3 VTY,
i)
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String
WA
=40

BIER R

o ZMDAPIMUH LDFEMIZ., S3APIEZSRBLTLKEIL,

3.5.11. S3 get object tagging

get objecttagging APl i, 7YV DY T%EBRLEFT, T74IMTIE. GETHRERFAF T2
MDIRITN—=T 3 VIZDOVWTOERERLET,

pz o-1o)
N=2 3 FFINETy NDFEIK. Ty MIEBRONR—=U3vpA7o o
EEEATEEYT, ONN—I3vDY TG T 5ICIE. EXIC versionld 7 1) —/X
A= —%EBIMLET,

=374

I GET /BUCKET/OBJECT ?tagging&versionld= HTTP/1.1

B

I GET /testbucket/testobject?tagging&versionld= HTTP/1.1

RS

o ZMDAPIMUH LDFEMIZ. S3APIZSERBRLTLKEIL,

3.5.12. S3 delete object tagging

delete object tagging APl I&, ¥ EEINALA TV TV MO SREINALY TL2EEHKRLET, D
E= AT %Ik, s3:DeleteObjectTagging 77> 3 v &ERITT /N —I v 3 VIR ETT,

pz -1o)
BEDA TV I MhN=U 30D T %BIBRYT 5ICIE. )2 TR M versionld 7 T
)—RSA—4H—%BMLFT,

=374

I DELETE /BUCKET/OBJECT ?tagging&versionld= HTTP/1.1

B

I DELETE /testbucket/testobject?tagging&versionld= HTTP/1.1
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BaETE R
o ZMDAPIMUH LDFEMIZ. S3APIEZSRBRLTLKEIL,

3.5.13. S3 add an object to a bucket

FTOT O bRy MOEBMLET, ZOBRFEZEITTEICE. Ty MIEZRAH/N—

HNBETY,
=38

I PUT /BUCKET/OBJECT HTTP/1.1

VIITX Ay Y —

content-md5
A
AyvtE—YDbase64 TTYA—RKINAMD-5/\va
BiniE
XF5, 774 MREREHY THA,
WA
(AYAY4

content-type
B
EHED MIME ¥ 14 7,
Bl
MIME ¥ 4 7, 57 #JL k: binary/octet-stream
WA
(AYAY4

x-amz-meta-<...>*
A
A—H—DAIYT—4, ATV MEEBIREINET,
BdiaiE
8kb FTOXFH, 774 KMEHY FHA.
WA
(AYAY$

x-amz-acl
BTL
EE ACL.
BAfE
private. public-read. public-read-write. authenticated-read
WA
(AYAY-4

>
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LARYZAAY H—

X-amz-version-id
SrEA
N—=oa3 v IDFEHEIE N ZEZRLET,

3.5.14. S3 delete an object
ATV MEHIRLET, BFEND2NTY MIWRITENR—I v aVERETIHENHY FT,

TV MEBIRLET, 772020 hON—=2 3 VEENEWLGDHZE, Y—A—DMERINZE
-a—o

=38
I DELETE /BUCKET/OBJECT HTTP/1.1

N=2a VEBNEWRIBEICA TV N EHIBRT ICI1E, versionld 7)) VYV —XE L VHIBRT 3
FTVTO NDODN—=I 3V AIBETBIHRELHY X,

I DELETE /BUCKET/OBJECT ?versionld=VERSION_ID HTTP/1.1

3.5.15. S3 delete multiple objects
ZOAPIETH LIE, Ny MO HEBRDA TSI MEHIBRLET,

53°4

I POST /BUCKET/OBJECT ?delete HTTP/1.1

3.5.16. S3 get an object's Access Control List (ACL)

TV NDBITN—=U 3 VOACLERLET,

=38
I GET /BUCKET/OBJECT ?acl HTTP/1.1

versionld 7)Y —X%#EBIML T, HEN—Y3aVDACLEZRELET,

53°4

I GET /BUCKET/OBJECT ?versionld=VERSION_ID&acl HTTP/1.1

LARYAANY H—

X-amz-version-id
SnEA
N—=oa3 v IDFEEIE Nl ZRLET,
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LARVAIVFTA4T4—

AccessControlPolicy
A
REDIYTFF—,
i)

Container

AccessControlList
SnEA
ACL BRIV T+ —
it

Container

Owner
Bl
Ny NEREZED ID $ & U DisplayName D> 7+ —,
i)

Container

ID
BTL
Ny NFRBED ID,
i)
String

DisplayName
BTL)
Ny hDFBEEDRTA.
]
String

Grant
Bdi:]
Grantee £ ' Permission D3> 77+ —,
it

Container

Grantee
A
NR—=—IvwoavraF53ns1—4%—0 DisplayName 5L IDDIVTFF+—,
il

Container
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Bl

Grantee /X7 v MCHEEINZ/NN—Iv a3y,
it}

String

3.5.17. S3 set an object's Access Control List (ACL)

FTVTI MDBEFN—VavDF TV MACLERELE T,
B

I PUT /BUCKET/OBJECT ?acl

DOIAMNIVTAT4—
AccessControlPolicy
A
EOIAYFF—,
i)

Container

AccessControlList
Bl
ACL BRIV T+ —
it

Container

Owner
Bl
Ny NFREZED ID $ & U DisplayName D> 7+ —,
i)

Container

ID
G2
Ny NFRBED ID,
i)
String

DisplayName
BTL
Ny N DFBEEDRTA.
i
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String

Grant
Bdi:]
Grantee & £ U' Permission D3> 77+ —,
it

Container

Grantee
SrEA
NR—IvaveaE5shzdi—+—o DisplayName 5L ID DIV F+—,
i)

Container

B

Grantee /X7 v MICHEEINZ/NN—Iv a3y,
it}

String

3.5.18. S3 copy an object
A7V MaIE—FBIC1E, PUTZERALTRENTY hEeA TV MEEBELE T,

53°4

PUT /DEST_BUCKET/DEST_OBJECT HTTP/1.1
x-amz-copy-source: SOURCE_BUCKET/SOURCE_OBJECT

VIITX Ay Y —

X-amz-copy-source
A
V—=2ZNgy NG+F T2 M,
AE
BUCKET/OBJECT
WA
(=4

x-amz-acl
A
EE ACL.
BifE
private. public-read. public-read-write. authenticated-read
WA
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WL Z

x-amz-copy-if-modified-since
BTL)
SA LRIV TURICERINBEDAIE—LET,
BinfE
Timestamp
WA
(AYAY4

x-amz-copy-if-unmodified-since
A
SALRY Y TURBEREINTULWRWESICOAIE—LET,
AAfE
Timestamp
WA
(AYAY4

x-amz-copy-if-match
A
72TV MDETag N ETag E—HT 2HBAICRY IE—L XY,
e
IVTATA4—8Y
WA
(AYAY$

x-amz-copy-if-none-match
A
72V MDETagh ETag &E—HT 2HBAICRY IE—L XY,
adfE
IVTAT4—897
WA
(AYAY4

LARVAIVFTAT4—

CopyObijectResult
A
LRARYZABRDIAVTF—,
i

Container

LastModified
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Bl

VY—2RF TV N ERBICEBR LLBM,
i)

Date

Etag
BTL
ATV D ETag.
i)
String

3.5.19. S3 add an object to a bucket using HTML forms

HTML 7 # —L%ZFERALTH TV &y MIEMULET, COBREEZRITTZICE. NTv b
IKEZAHRN—I v aVHARETT,

53°4

I POST /BUCKET/OBJECT HTTP/1.1

3.5.20. S3 determine options for a request

BEDEET. HTTP AV Y R, BLUNY I —%2FRALTEREDY I I XA M EXETESRNEI %
YIRS 27 DDERIEKRTT,

53°4

I OPTIONS /OBJECT HTTP/1.1

3.5.21. S3 initiate a multipart upload

BENR— 5427y O—-— RO 5B LET., BMSBLDOEM. /NA—YDY XA RMKRR, &
VEBN— N7y 70— RORT FLIIWERICIEETES Uploadld Z#3& L £ 9,

53°4

I POST /BUCKET/OBJECT ?uploads

VIITX Ay H—

content-md5
A
Avyvt—YDbase64 TTYI—RKRIN/=MD-5/"y 2
BiaiE
XF5, 774 MPHEREHY THA,
WA
(AYAY4
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content-type
B
EHED MIME 9 14 7,
BaE
MIME ¥ 4 7, 57 #JL k: binary/octet-stream
WA
W Z

X-amz-meta-<...>
A
A—HY—DAYTF—4, ATV bEEHIREINET,
B2E
8kb £ TOXZFF, 74N MEIHY FHA,
WA
ARV

x-amz-acl
A
EE ACL.
AdfE
private. public-read. public-read-write. authenticated-read
WA
(AYAY-4

LARVAIVFTA4T4—

InitiatedMultipartUploadsResult
A
BRoavs+—
i)

Container

Bucket
BTL
ATV NORBEZITERZ N7 Y K,
i)
String

*—
BTL]
key D VTR MNRNSA—F—THEEINDF*— (FET 2HE).
]
String
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Uploadld
A

upload-id EXRK/X5 XA —4 —THREINSD ID T, YIFAA— 7y FO-REFELET (FE
T5%8).

i)
String

3.5.22. S3 add a part to a multipart upload
RIVFNR—KNT7y FO— RIS EBMLET,

BEARA—b D7y 7O—RICED%EEMNT 27O C uploadld 7)) V—&T7y 7O—RID#IEEL
i‘a—o

=38
I PUT /BUCKET/OBJECT ?partNumber=&uploadld=UPLOAD_ID HTTP/1.1
LFOHTTP LRARY ZADRINET,

HTTP L ARV R

404
ATF7—HX3—FK
NoSuchUpload
A

FBE L upload-id N Z DA TV I MTHIBEINAT Yy 7O—RE—BLEHA,

3.5.23. S3 list the parts of a multipart upload

RIWVFNR—=hTyTO—RO—E%Z Y A MKRRTSB7HICuploadld 4 7)Y —&ET7y FO—RID %
EELET,

53°4

I GET /BUCKET/OBJECT ?uploadld=UPLOAD_ID HTTP/1.1

LARYRAIVT4T14—
InitiatedMultipartUploadsResult
A
BWRoavF+—
i)

Container

Bucket
Bl
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TV FORBEZRITMB/NT Y K,
i)
String

4:_
G|
key ) VTR MNRNSA—H—THEEINDZF— (FET 2HE).
il
String

Uploadld
A

upload-id ZXk/X\5 X —49 —TIREINSD ID T, YIFNAN—rT7yvTO—-RERFELET (BE
T B55E).

i)
String

{=yT—5—
A
7y 70— REREBLAEI—Y—0 ID & DisplayName A*EFENh 7,
B

Container

ID
G|
1 =T —49—DID,
i)
String

DisplayName
BTL)
1A= I -9 —DFR%.
i
String

Owner
Bl
Ty 7O—RKLAEF TV NEFRETZ1—Y—0 ID & L U DisplayName 03> 7+ —,
i)

Container

StorageClass

358
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ERREINZA TV Ve RTFETDOHDIEHIND XY v K, STANDARD F 7 (&
REDUCED_REDUNDANCY

i)
String

PartNumberMarker
Bl

IsTruncated »* true DIHFEICEKEDY) VT A NTHERATIHLO~Y—H—, VR MDEEICEEEL
i’g—o

i)
String

NextPartNumberMarker
A
IsTruncated 7' true D&, BFED) VI RXAMNTHEAT 2ROBAY—H—. ) A MDKE,
i)
String

IsTruncated
Bdi:]
true DIBEIF. ATz OT7yTO—RIAVFUYDOYTEY NOADBRINET,
it

Boolean

i
A
Key. Part. InitiatorOwner. StorageClass. & & ¢ Initiated EXXD 1> 7+ —,
i)

Container

PartNumber
A
Key. Part. InitiatorOwner. StorageClass. & & U Initiated EXXD 1> 77—,
B

Integer

ETag
A
AVKR—FXY NDIVTAT4—9T7TY,
]
String

#4 X
e
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7y 7O—RLEEBIOYA X,
i)

Integer

3.5.24. S3 assemble the uploaded parts

7y 7O—RUEEBYEMAILT, FRA TV bEFERLET, ThicsY, #HAA—- DT v T
A—RFHRITINET,

BENA— ISR ZT7y TO—RE5T$23ICE, uploadld 7YY —2&E7y 7O—RID%#BEL
i’a—o

53°4

I POST /BUCKET/OBJECT ?uploadld=UPLOAD_ID HTTP/1.1

YOIANIVTA4T14—

CompleteMultipartUpload
A
1D EDEATHREINZ IV TTH—,
i)
Container
WA
=i

=iy
A
PartNumber 5 &' ETag D> 7+ —,
i)
Container
WA
(=48

PartNumber
A
BB DRI F o
i)
BY
WA
=4

ETag
A
AVR—FRVNDIVT14T14—9TTY,
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String
WA
=0

LARVAIVT 14514 —

CompleteMultipartUploadResult
A
REDIVTFF—,
i)

Container

157
ST
AT R DY Y —RBRF (VSR),
it
URI

bucket
BTL
FRA TV MDEFNZNT Y MDOEHDL
i)
String

*—
BTL
FT7VU bDF—,
i)
String

ETag
BTL
FRA Tz NDIVTA4T14—87,
il
String

3.5.25. S3 copy a multipart upload
BEOA TV MSTF—9%TF—4HY—2ELTCIAE—LT. R=YEF7y7TO—-—RLET,

BENA—IDORZT7y 7O—RIE—%2ETT2ICE uploadld 7)Y —2&E7y 7O—KID %
BELET,
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53°4

PUT /BUCKET/OBJECT ?partNumber=PartNumber&uploadld=UPLOAD _ID HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER_AND_SECRET

DITRA ANy FT—

X-amz-copy-source
A
V—ANTy NEABLVA TV M,
BE
BUCKET/OBJECT
WA
(=4

X-amz-copy-source-range
A
Y—2F Ty b aAE—F B/ FNDEH,
AME

#F: bytes=first-last (Z 2 T, DS LUVREIF. IE—TH2EQR—RDNS hATEY b
TY)=& 2L, bytes=0-9 i&. V—RDHZHD 10N, haIE—FTBIEERLTVWET,

WA
WL Z

LARVAIVF 1574 —

CopyPartResult

A
ITRTOLARYRERDAVTF—,
i)
Container
ETag
A
FLWEBD D ETag 2R L F 9,
B
String

LastModified
A
RERICEBELALEBNZRLET,
i)
String
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RS

o ZDHEEDFFMIZ. AmazonS3DHY A b BB LTI,

3.5.26. S3 abort a multipart upload
BENR— 7y O—RERLELET,

RIVFIR—=KNIELZT7yFO—REFIETZ7HIC uploadld 7)Y —ET7y 7O—RID &#BEL
i’g—o

53°4

I DELETE /BUCKET/OBJECT ?uploadld=UPLOAD_ID HTTP/1.1

3.5.27. S3 Hadoop interoperability

HDFS (Hadoop Distributed File System) D7 ¥ E R & MBE$T BT 4987 TV r— a vid,
Hadoop FAM Apache S3A Q%47 4 —%f#fH L T Ceph Object Gateway IC7 V7 ZATE X9, S3A 0
X9 8 —l&, T—% N Ceph Object Gateway ICRTEIND—AT, HDFS 7 7ML AT LHWT Y
T=2avADEIVT4 I R aHmAIRY S FLVEZIAATSESSEBDA TV MNAMNL—T%
HDFS 7 7 ALY AT LELTRARTBF—T VYV —RY—ITY,

Ceph Object Gateway I&. Hadoop 273 ICEAMI N2 S3A ARV 9 —ERL2ICEBRELHY £T,

3.5.28. FE B

o TIFTFF v —DFFMIE. RedHat Ceph StorageObjectGateway {4 FASRL T LY
W,
36.S3FEREREE(FV /B —TLEa—)
FAFEIL. Spark-SQL REDBE L RIVDHHT 7)) r—> 3T S3select API AL T, L1 TV
V—ERN—TY NEBALEIBZIENTEET, LEARF. BROFXHNS MDF—4H%FFD CSV
S3ATT I bMDFE., I —HF—EUTDI/ ) —%2FRALTHDITI4ILIY—INBE—DI %
MHEHTEET,

R

I select customerid from s30bject where age>30 and age<65;

WIFRT, S3A TV I MNIT—HDT4ILE ) THICHMHEDAENIC. Ceph Object Gateway ##H
T CephOSD NS T —9 ZMIG T 2MENHYET, 7TV hDY A IHAKREL, 7T —0EIF
HaZEIl. X7+ —< VAP AELET,

3.6.1. IR
o @D Red Hat Ceph Storage 7 S A9 —b'%H %,
e RESTful 7347~k

o 1—H—F7IOEATHEHRINESI1I—F—,
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3.6.2. S3 select content from an object

select object content API I&, BELINALIIT)—EFE(SQL) THI PV NOREET 1LY —L
F9., YIVIRAKTWE, 77V bOAVTRXEY DIE(CSV) THZT—9DV ) 754 AR %15
ELT, BEQAVFTVYEREBTZIHUENHY £9, Amazon Web Services (AWS) DIAT Y KRS A

VAVI—T AR CLY)EBRA TV AV T UVIECSVERAFERLTA TV I b T—% %

LO—NICEHL., 7)) —THEEINALZLI—FDOAZRLEFT,

™

pa

WEDT—HL )T I3AE—2aVvBRAERETILEN DY FT., TOREICE
s3:GetObject /X —3I v 3 VHRETT,

53°4

I POST /BUCKET/KEY ?select&select-type=2 HTTP/1.1\r\n

R

I POST /testbucket/sampleicsv?select&select-type=2 HTTP/1.1\r\n

BERIVFT4T4—
Bucket
A
ATV NIAVFUVERBRT DN Ty K,
i)
String
WA
(=40

$_
BTL
FTVxO bF—,
RIICEY 251§
BNMRIF1TT,
i)
String
WA
=0

SelectObjectContentRequest
A
select A 7V TV NAVFTUYEBRNGA—=H—DIL— ML NILE YT,
i)
String
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BTL

AT MDITY)—ILERINB,
i)

String
WA

=40

ExpressionType
A
SQL & &, IS 1 7,
i)
String
AAE

WA
(=40}

InputSerialization

BTL

JI)—IXIN2F TV MIEFNEZT YO ERRLET,
i)

String
DA

=40

OutputSerialization
A
AVRERL—9—BLUVHITTRINDEZT—YD
i)
String
WA
(=4

£

WEILYT14T14—
TOTavIlRNTdE, Y—ERITHTTP200 [6& %R LEFT, T—FI1E. H—ERICEL>T XML
BERATERINZET,

Payload
A

209



Red Hat Ceph Storage SBAF&EH A K

RAA=—RNRASGA=F =D)L= LNILT T,
i)

String
WA

=40

Records
A
LO—RKRARY K,
i)
base64 CI Y A— RINENAFY—F—4FT 4+
WA
(AYAY4

Stats
A
stats 1 XY K,
i)
avy
WA
(AYAY4

Ceph Object Gateway I FLLTFDIEEEH R— ML X T,

R

I {:event-type,records} {:content-type,application/octet-stream} :message-type,event}

53°4

aws --endpoint-url http://localhost:80 s3api select-object-content

--bucket BUCKET_NAME

--expression-type 'SQL'

--input-serialization

'{"CSV": {"FieldDelimiter": "," , "QuoteCharacter": "\"" , "RecordDelimiter" : "\n" ,
"QuoteEscapeCharacter” : "\\" , "FileHeaderInfo": "USE" }, "CompressionType": "NONE"}'
--output-serialization '{"CSV": {}}'

--key OBJECT_NAME

--expression "select count(0) from stdin where int(_1)<10;" output.csv

R

aws --endpoint-url http://localhost:80 s3api select-object-content

--bucket testbucket

--expression-type 'SQL'

--input-serialization

'{"CSV": {"FieldDelimiter": "," , "QuoteCharacter": "\"" , "RecordDelimiter" : "\n" ,
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"QuoteEscapeCharacter” : "\\" , "FileHeaderInfo": "USE" }, "CompressionType": "NONE"}'
--output-serialization '{"CSV": {}}'

--key testobject

--expression "select count(0) from stdin where int(_1)<10;" output.csv

HYR— NI hs#se
IRIEES T, AWSs3select AV Y RO—EDAN Y R—NIhFT,

BiNEEF N %)+ - () select (int(_1)+int(_2))*int(_9)

from stdin;

BiNEETF % modulo select count(*) from stdin where

cast(_lasint)%2==0;

BNEEF A power-of select cast(2”10 as int) from

stdin;

EETOLR ><>= === select _1,_2 from stdin where

(int(_D)*int(_3))>int(_5);

WmIEEE T AND F 7z i select count(*) from stdin where

NOT not (int(1)>123 and int(_5)<200);

MIEEET is null KD null RIRDIFE I true/false
ZRLET,

WIEEETFS L isnotnull KD null RIRDIFE I true/false

U NULL ZIRLET,

WIEEE TS L THQRRE null ALEBAHEER L. NULL TimEE  select count(*) from stdin

T'NULL BEOHKERZHERALET, /T where null and (3>2);
=30 z=RLETY,

NULL ZfEFH L  REBZGIRAE null ALIBZHESR L. NULL T/ select count(*) from stdin

BIERETF TR EORBREHEL T, where (null+1) and (3>2);
J7IT)—IF05RLET,

NULL & DLE8  REBZAURAE null AMEBAHEER L. thBIREDHE  select count(*) from stdin
R%&NULL CHERLZEY, 7T where (null*1.5) != 3;
=130 z=RLET,

FH RN EN:RAN N select count(*) from stdin

where _1 is null;
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212

B’

MITEREF

MITEREF

MITEREF

MILEREF

MITEREF

v A NEETF

v A NEETF

v A NEETF

v A NEETF

if. then, 7=
I$ else & Rk
T,

7 —ZDFER

coalesce (Z. &#D null LA D
FIHERLET,

nullif DIHEE. TH OB
LWBAE null 538 L. ZhES
DBE BB
nullif(1,1)=NULL
nullif(null,1)=NULL
nullif(2,1)=2 %38 L £ 7.

{expression}in ( ..
{expression} ..)

{expression} between
{expression} and
{expression}

{expression} like {match-
pattern}

when (1+1==(2+1)*3) then
‘case_1' when 4*3)==(12
then ‘case_2’ else
‘case_else’ end, age*2 from
stdin;

select
coalesce(nullif(5,5),nullif(1,1.
0),age+12) from stdin;

select nullif(cast(_1 as
int),cast(_2 as int)) from
stdin;

select count(*) from
s3object where ‘ben’ in
(trim(_5),substring(_1,char_I
ength(_1)-3,3),last_name);

select count(*) from stdin
where
substring(_3,char_length(_3
),1) between “x" and trim(_1)
and
substring(_3,char_length(_3
)-1,1) == “:";

select count() from stdin
where first_name like
‘%de_’; select count() from
stdin where _1 like "%alr-s];

select cast(123 as int)%2
from stdin;

select cast(123.456 as
float)%2 from stdin;

select cast(‘ABCO0-9’ as
string),cast(substr(‘abi2cd’,
3,2) as int)*4 from stdin;

select
cast(substring(‘publish on
2007-01-01°,12,10) as
timestamp) from stdin;
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Hae =2 B Bil:

AWS LA D select int(_1),int( 1.2 + 3.4)
FvANEETF from stdin;

AWS LA D select float(1.2) from stdin;
Fv2ANEETF

AWS LA D select

v ANEET timestamp(‘1999:10:10-

12:23:44’) from stdin;

EHrkae sun select sum(int(_1)) from
stdin;
£H01ee avg select avg(cast(_1 a float) +

cast(_2 as int)) from stdin;

£H0tee min select avg(cast(_1 a float) +
cast(_2 as int)) from stdin;

E3 i max select
max(float(_1)),min(int(_5))
from stdin;

EHrkae count select count(*) from stdin
where

(int(1)+int(_3))>int(_5);

YA LRY T extract select count(*) from stdin

Be%k where
extract(‘year’,timestamp(_2))
> 1950 and
extract(‘year’,timestamp(_1))
< 1960;

Y4 LAY T  dateadd select count(0) from stdin

E3k24 where
datediff(‘year’,timestamp(_1)
,dateadd(‘day’,366,timestam

p(_1))) ==1;

B4 LAYV T datediff select count(0) from stdin

E3E3 where
datediff(‘month’,timestamp(
_1),timestamp(_2))) == 2;
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Y4 LAY T utcnow select count(0) from stdin

E3E5 where
datediff(‘hours’,utcnow(),dat
eadd(‘day’,1,utcnow())) ==
24

XFIREE substring select count(0) from stdin
where
int(substring(_1,1,4))>1950
and int(substring(_1,1,4))

<1960;

IR trim select trim(‘ foobar ‘) from
stdin;

X5 trim select trim(trailing from °

foobar ‘) from stdin;

X5 trim select trim(leading from *
foobar ‘) from stdin;

X5 trim select trim(both ‘12’ from
‘“1112211foobar22211122’)
from stdin;

X IR lower ¥ 72 select trim(both ‘12’ from

upper ‘1112211foobar22211122’)
from stdin;

X5 char_length, select count(*) from stdin

character_lengt where char_length(_3)==3;
h

B o ) — select sum(cast(_1 as
int)),max(cast(_3 as int)),
substring(‘abcdefghijkim’,

(2-1)*3+sum(cast(_1 as
int))/sum(cast(_1 as int))+1,
(count() + count(0))/count(0))

from stdin;
IAVTADY select int(_1) as a1, int(_2)
R—h as a2, (a1+a2) as a3 from
stdin where a3>100 and
a3<300;

BaEE R

214



%533 CEPH OBJECT GATEWAY & L Uf S3 AP
o ZE#fllX. Amazon's S3 Select Object Content APIAS MR L T X\,

3.6.3. S3 supported select functions

S3select ¥, .Timestamp DHEEEHR—M L X T,

timestamp(string)

BTL
XFHNESA LRIV TOERS A FICEBRLET,
YR— bR

WIE. yyyy:mm:dd hh:midd ICE#L £ 9,

extract(date-part,timestamp)

A
ABDY A LRY Y THED date-part D ICHE > TEHERL T,
HR— b

date-part: year,month,week,day.

dateadd(date-part ,integer,timestamp)
A

AAINY A4 LAY Y T E date-part DIERICEDVWTCEEINLLY M LAYV THRLE
-a—o

Y R— br%
date-part : year,month,day.

datediff(date-part, timestamp,timestamp)
A
BHAEBRLEY, Ihid, date-part ICIEL72 DD 1 LRI Y TOEDHERKRTT,
HR— bR

date-part : year,month,day,hours.

utcnow()
BTl
RIEDOBRANDY A LAY Y TEBRLETS,

£
count()
A
(REDDHDHE) FMEE—BTITHICETVWTEREZRLET,

sum(expression)
BTl
(RUEDHBHE) ZHEE—HTE2RITORNOHEEZRLFIT,
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avg(expression)
A
(REDHZHE) FEIC—BT B2ERTOEHRNZRLET,

max(expression)
A
(RGP HDHE) FMEIC—BTI2ITRTORICDVWTERABREZERLET,

min(expression)
BTL
(RUDHBHE) REIC—BT 2 IXRTOADERNMERZRLET,

String

substring(string,from,to)
A
fromBEVinput Z2H &I, ANXFIH O LAXFIZRLET,

Char_length
A
XFHDXFH %R L £9, Character_length EE L TY,

Trim
Bl
=Ty NXFINSEBEFLIEIREODXFEE NI VI LET, 774 MEIEATY,

Upper\lower
BT
XFERXFHELIFNLFICEBRLET,

NULL

NULLED R DD 570D, REARET, NULLYEEDRFICEZENRTE T EA, AL I EDEM
EEBICEHEHTIEEY T, NULL & DEEEIEFEITH S NULL TT,

#F34ANULLOA—RHF5—2R

Ais NULL Result(NULL=UNKNOWN)

Not A NULL
A 7 IF alse NULL
Aor True True

AorA NULL
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Ais NULL Result(NULL=UNKNOWN)

A and False False

A and True NULL

Aand A NULL
BIEE R

o ZE#fllX. Amazon's S3 Select Object Content APIAS MR L T X\,

3.6.4. S3 alias programming construct

IA)TF7R7TOTSIVIBEER Z<ONFLITEHERIT)—%250F TV NaEO>7003
SVTERGICT BH. s3select SEBICAARRBREATY, T YT RABEESUCAT—MX Y M &
BT 2, ITA4) PRAEBYLRBEIINADSBICEXIRZ, 71) —OEFRHICSEMEOKE LT
I hEzEd, TAYT7REEERFry > az#FLET, DFY. T4 ) T7RANEROFERI NG
Bl Fr v aroDRERENMEAINS O, BLRNIETEMINT,. AUERIRINET, BIE.
RedHat IZBTA Y 7 RA%E=HR—MLTWET,

Bl

I selectint(_1) as al, int(_2) as a2, (a1+a2) as a3 from s3object where a3>100 and a3<300;")

3.6.5. S3 CSV parsing explained
ARV TZ4E—2a Vv FERLTCS EHEET 74 METERTEET,

o TREYIYXFICIE{\n} ZFERALET,

o SIAICIF{“}EFERALFT,

o IRT—FXFILIF{\} 2FEARALET,
csv-header-info DfEHTIE, CHIFRF—YEECANFT TV I NORIDITICHRY £9, RIE. ¥
DT7IEBS LUVCEBY A TOHEAIETR— P IR TWEHA, S3select TV Y VITIE, S3-objects %
BT B CSV /=4 —DHY FT,

o FiTIE, ITRYPYXFTHRDLY XY,

o T 4—JLRRYPYXFIX, BEETZIEZXTY X,

o EiRTZT74—IRORPYXFIEINULLIZERZLE T,

e BRI, 74—V FRYYXFZEF—N=F4 RLET, 714 —ILRREJYXXFTH B,
SIAFFOEDEREDXFTY,

o IRT—TXFIE TR XFUADFEHRF = EMICLET.

LUFiE. CSVEIL—ILDBITY,
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3.5 CSV OfEHr

Hae tEA AB(b=2)

NULL EETDET74— 1,2, == {null{null{1{null}{2{null}
IV REEIY XF

QUOTE Bl ARFIE. 11,22,"a,b,c,d",last == {11}{22}{“a,b,c,d"}{last}
74 —ILRDKX
PYxFE LE
XLEY,

Escape IRT—TXF A7V bOfFEEDID & & U DisplayName 031> 5+ —,
EA S XF%
F—nN—=Z4 K
LET,

row delimiter sO—ZEhte 11,22,a="str,44,55,66 == {11}{22}{a="str,44,55,66}
RIEMEHY £
Hh, FEEY
YRR TTIC
BYET,

csv header info  FileHeaderInfo USE D&k, BHDITDE b—72 v column-name THB I &%
v A~LET, IGNORE BIZRHDITERAFY T2 EEHKLE
ER

BEEE R

o ZE¥#fllX. Amazon's S3 Select Object Content API AR L T X\,

3.7. BEIER

® Amazon S3 D—MEMIRY VTR Ay F—I&, M8%kB S3 D—MRAYA Y O T pANw F— %%
BLTSEIWL,

® Amazon S3 D—BMIARL ARV A RF—4 XA 0— Kld, 8kC S3 D —#REA2 L XK > X R
F—XJ—RFNESRBRLTLEIWN,

o HR—KMNINBWAYY—T4—)LRIZHEDS3 HA—AITHALIANAYES—T 75—/ N &S
BLTLEIWL,
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554% CEPH OBJECT GATEWAY & L U'SWIFT API
FRFEEIE. SWIftAPIT—89 7 ERETIVERERMEDOH Z RESTIU T T r—var 70y 7
4289 =714 R (AP)) ZFHTEXZ 9, CephObject Gateway %#f#H L T. Red Hat Ceph Storage
VA —ITREINTWENT Y NBLUVF TV N2BEBTEET,

AR DRIE, RIED Swift HEEMEED T R— MURZRILTVWE T,

=4 HEEE

3 /N mE

S8l YR— bR

FhOV MAST—9 DG YR— bR ARG LAY T—HL
Swift ACL HR— MR Swift ACL DH 7t v MIMIG
AVFF—DOYRMER HR— bR
AVFF—OATIx I YR DI HR—IRE

o

AV T —DOEK HR— bR
AV FF—0HIR HR— bR
AVTF—A9T—9OBE YR— Mg
AV FF— A9 T—9DEN/EH YR— bR
AV TF— A9 T—9 OHIR YR— Mg
7V bOBSE YR— MR
7Y bOER/ B YR— b WFR
ABEA TS U FOER HR— MR
7T v bOHIBR YR— b WR
7/ bOaE— YR— b WFR
AT MAYT—H DG YR— Mg
FTIU MASYT—HDEN/EH YR— Mg
—B¥ URL 124F HR— MR
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- 113 Ri& e
CORS YR— b RHA
A7 b OHREE PR— bR

AT bDNR—Ta vER PR— b ARHA

7R Web U 1 b HR— bR

4.1. AR
o #EH D Red Hat Ceph Storage ¥ S A9 —b'%H %,

® RESTful 72472k,
4.2. SWIFT APl D4R

BF

UTOHIBREEZFALTLLEIWV, BEVDON—RFT T 7OFERICIFELH BT
O, TOEHM%ZRedHat 7HO Y M F—LEBEICHKL TSIV,

e Swift API 2T BIBE8DRAA T Y Y14 X:5GB
o Swift API AT 2BADA YT —IDERAY A X F TV MIBERETES21—H—X4%

TFT—=HDEETA XICEHZINLFIRIEIHY FHAD, B—O HTTP E3KIF 16,000 /31 kI
BRI F 9,

43.SWIFT 22— —DERK
Swift f V9 —T A RAATFTANTBICIE, Swift Y 71— —A{ERLEFT, Swift 2—HF—IE, 2D

DFIETHERLET. RHDRATY TTIE. 2—HF—%FEHLET. RORT Y T T, WEREEER
L/i-g_o

pa )

JIVFHARNDTTOA AV NTIH, SRY—=YV =V TIN—TDIRY——VIlH DB
RANTCA—HY—BERLET,

AR
® Ceph Object Gateway D1 ¥ X h—Jb

® Ceph Object Gateway / — RADIL— ML RILDT I EZADH 5,

FIE
1. Swift I —HY—%{ERL X,
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53°4

I radosgw-admin subuser create --uid=NAME --subuser=NAME:swift --access=full

NAME % Swift T —H—ZICEIMAFT., UTICHERLET,
1k

[root@hostO1 ~]# radosgw-admin subuser create --uid=testuser --subuser=testuser:swift --
access=full
{
"user_id": "testuser”,
"display_name": "First User",
"email": ",
"suspended": 0,
"max_buckets": 1000,
"auid": 0,
"subusers": [
{
"id": "testuser:swift",
"permissions": "full-control"

}
l;
"keys": [
{
"user": "testuser",
"access_key": "O8JDE41XMI740185EHKD",
"secret_key": "i4Au2yxG5wtr1JKO1mI8kjJPMI3HNAoVWOSTdJd6"
}
l;
"swift_keys": [
{
"user": "testuser:swift",
"secret_key": "13TLIdEW7bCqgttQgPzxFxziuOAgabtOc6vM8DLA"
}
l;
"caps": [,

"op_mask": "read, write, delete",

"default_placement™: ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1

2

"user_quota": {
"enabled": false,
"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1
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"temp_url_keys": [],
||typell : llrgwll
}

2. v—=ULy hE—%ERLET,
B

I radosgw-admin key create --subuser=NAME:swift --key-type=swift --gen-secret

NAME % Swift 1 —H#'—RICESLZI T, UTFICHAZRLIT,

R

[root@hostO1 ~]# radosgw-admin key create --subuser=testuser:swift --key-type=swift --gen-
secret
{
"user_id": "testuser”,
"display_name": "First User",
"email": ",
"suspended": 0,
"max_buckets": 1000,
"auid": 0,
"subusers": [
{
"id": "testuser:swift",
"permissions": "full-control"

}
I,
"keys": [
{
"user": "testuser",
"access_key": "O8JDE41XMI740185EHKD",
"secret_key": "i4Au2yxG5wtr1JKO1mI8kjJPMI3HNAoVWOSTdJd6"
}
I,
"swift_keys": [
{
"user": "testuser:swift",
"secret_key": "a4ioT4jEP653CDcdU8p40OuhruwABBRZmyNUbnSSt"
}
I,
"caps": [,

"op_mask": "read, write, delete",

"default_placement": ",

"placement_tags": [],

"bucket_quota": {
"enabled": false,
"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1

2

"user_quota": {
"enabled": false,
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"check _on_raw": false,
"max_size": -1,
"max_size kb": 0,
"max_objects": -1

2
"temp_url_keys": [],
||typell: llrgWII

}

4.4, 12— —0D SWIFT 533
A—H—%ERAT % ITIE. X-Auth-User & £ T X-Auth-Key #E4) VTR M EERLE T,

53°4

GET /auth HTTP/1.1

Host: swift.example.com

X-Auth-User: johndoe

X-Auth-Key: R7UUOLFDI2ZI9PRCQ53K

L AR Z2DH

HTTP/1.1 204 No Content

Date: Mon, 16 Jul 2012 11:05:33 GMT

Server: swift

X-Storage-Url: https://swift.example.com

X-Storage-Token: UOICCC8TahFKIWuv9DBO9TWHFONDjpPEIhaOkAa
Content-Length: 0

Content-Type: text/plain; charset=UTF-8

pa

FREEARIC X-Storage-Url fEZ R LT GET )V T XA M %279 5 &, Ceph D Swift B
B —ERICATE2T 9 ERIETIET,

-

BEEER
e Swift )7 TR MA v ¥ —I[d Red Hat Ceph Storage FAFRE HA KSR L T ZI W,

® Swift L ARV AN ¥ —[% Red Hat Ceph Storage FAFRE HA KSR L T ZX LW,

45.SWIFT O > 7+ —121F
BF & X, Ceph Object Gateway BT Swift 7 7Y —>3a>vo7OJ5IV M4V —7x4 R

(AP) R L CAV T F—DRFEEITIZENTEEY, AVFF—%Y A MNRR. XK. BH. &
JUHIRTEZEY, AVTFT— DAY T— I EZBMELIEEHRTIET,

4.5.1. FIR SR
o @D Red Hat Ceph Storage ¥ S A9 —b'%H %,

® RESTful 72472k,
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45.2.Swift a5+ —1&{E

AVTFF—d, T—9F TV MR TBEANZALTY, PHO Y MIREZELDOAVTF—%5#
EZZ2ENTEFEIN, AVFF—RE—EBETRITIERY FHA, TOAPIHICEY, 2514 T7 V1
EAVTF—DEKR. 77 ERAFEELOA Y T—YDHRE. AVTF—OIAVFTVYDEE., 8LV
AVTFF+—DHIBREITIZEDNTEET, COAPIRBEDI—F—DT7HT Y NOBRICEAET 3 )
PJIANETDRH, AVTTF—OT7 7 2AFEHABRRMICAEINTULWARWERY, DFYELZDY 2
ITRANEFHFALAWERY, COAPIOTRTDY VTR NERILETI2HENHY 7,

= o-1o)
Amazon S3API IZN\Ty NEWH HEBEAFRAL =22V T F—%Ed LE T, Swift

APIID/NNry NASBITZE, Ny NEWSAHEIRIVTFF—EWIHEEERLCE
DICRY FT,

ATV MR L—=—UD1DME BEXRZAPTALI M) —%2HR—MLABRVWIETT, Kb YIC,
BAVFTFT—IXA TV MH 21 O2UEQAVTF—THREINZ 1 DDOL NIV EHR—KLEZE
9, RADOS Gateway D Swift E# APl I&, BBV 77— R—MLET, Thid 7
Tz MOGEAEFRLTCIAYTF—%2ITIalL—hMNFTBFERT, ANL=Y Y RTLTERITIERE
EXhFtHA, =& 2K, photos/buildings/empire-state.jpg D& 5 1T, BREEBZLTAH T o MIC
ZEIEMITZZEDNTEFEITN, AVFFT—RILRT Y a1 (N XFEEHZIEETEEHA,

B

N=yavFFIhswift AV FF—ICKRBERA TV a7y TO—RT 515
A%, python-swiftclient 1—7 1 ') 7 1 — T --leave-segments & 7> 3 VA FA L &
¥, --leave-segments #FALAWVWE, IZTT AR 774D LEEETINET, L
NoT, BEDOAF TV MEILEEXIIh, 791 KbhadZ&IlRYET,

453.Swift CAVTF—DOT7 U AHEY R b (ACL) DFEH

A—HY—PaAVFF—%ERTEE. I —HF—ETF 74 MNTCAVTF—~DHEAINY/EZAHT
E2REESTT, TOMOI—F—AaVFF—DAVFUVERAFRY LY, OJVFF—ICEEA
LTEEHFATEICIF. I —Y—A2BARNICEMICT ZHELHY 3, X-Container-Read F 7= 1 X-
Container-Write IC * 28§52 EETEXEY, ThIZLY, IRTOA—HY—DAaAVTF—HI 55
HFEBN, AVTF—ADEZIAHDAEICRYET, *%2BETSE, AVFF—HIRHEINZET,

IhiZ&Y, ERA—T DAV T F—D0mMALH, AVTF—ICEZRALIENTEET,

53°4

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: *

X-Container-Write: UID1, UID2, UID3

VIITX Ay S —

X-Container-Read
Bl
AVTF—DHRABYNR—I v aveaFOI1—F—ID,
it
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1—H— DDA VIXYY DXFFE,
WA
(AYAY-3

X-Container-Write
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B
AVTF—DEIRAAHAN—IvvaveEF>1I—F—ID,
B
A—H%—IDDIVIRGPY DXFFIE,
WA

WL 2

45.4.Swift Y A NIV FF—

APIN—=U 3 V%iEEL. 7HAV Y NIFEDA—HY—7AHU Y DAV TF—D) X M %3RY GET

VOITA K,
ZTY, VIVITAMIERATITIONEEA,

53°4

GET /API_VERSION/ACCOUNT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

DITARMNRFA—4H—
limit
A
EROBEIBEDEICHIRL 7,
i)
Integer
BB
ZEL
BA
=qW

format
A
EROBAEIBEDEICHIRL 7,
i)
Integer
BB
json X7={3 xml
WA
(AYAY4

DIITAMNIFEDI—HY—DAVTFT—%2RT 2.

DO TRAMIIWIEREE N—2 VBN
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marker
BTL
VN—HN—EBLYERELBEROVAMNZRLET,
i)
String
BiiE
ZEL
BA
(AYAY-4

RWEICEA VYT F—D—EBENEFENZD, 204 I5EI—FTRINFT,

LARYARAIVTAT 14—

FThorhk
A
THAD Y MERDY X b,
i)

Container

aAvrr —
Bl
: yj__d__o) U Z I\o
it}

Container

name
BTL
AV T+ —DERL
i)
String

bytes

A
AVTF—DHA4 X,

i)

Integer

455.Swift CAVTF—FTV I hDY) R RKRR

AVTFHF—ROF TV b)Y AMNRRTBICE. APINRN=Uay, PAYV A LAV TFH—
DERZFERALTGET V7T A M2TVWET, 7T —NSX—F—ZHEELTZERVAMNET 1
WE) D TLIY, RIA=F—ZRA LTIV TF—ICREINTVWERAMD 10,000 472y b
ZO—EZRTIEHLTEET,
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53°4

GET /API_VERSION/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

DITAMNRFA—4—

format
A
EROBAEIBEDEICHIRL 7,
i
Integer
BiiE
json 7<% xml
WA
(AYAY4

prefix
BTL
ER%E, BELUEEFETHRIEZIA TV MIHERLET,
i)
String
aAfE
ZEL
WA
(AYAY-4

marker
BTL
VN—HN—ELYERERBROVAMNZRLET,
i)
String
BiniE
ZEL
WA
AYAY-4

limit
BTL)
EROBAEIBEDEICHIRL 7,
il
Integer

aE
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0-10,000
WA
WL Z

delimiter
A
BHEFCMOA T NROBIEAINZ XYY XF,
i)
String
AdfE
ZEL
WA
(AYAY-4

path
A
A7 bDBRLBEE/NR,
i)
String
AdfE
ZEL
WA
(AYAY-4

LARYARAIVFAT 14—
aAvsrr—
B
aAvrr-—
it}

Container

object
A
AVFF—HROATII b,
i

Container

name
BTL]
AVTFF—HROF T2 ) D&
B
String
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Ny>a
BTL
72z MDIAVTUYDNY IR,
B
String

last_modified
A
719 NORBEREICER L 2FME,
i)
Date

content_type
A
A7V MROAVFVYDIA T,
i)
String

45.6.Swift TV T+ —DERK

FHIVTF—EERTZICE. APINRN—=Uay, AV M BLCHFHRIY T F—DEFITPUT

EXETWVWEY, IVTT—RIE—BTHIZVLEFHYET, RSv>a (/) 28HBIEIFTET,

256 N RRBTRIFNIERY FEA, YIVIAMIE, PI7ERAFEANY I—BLIUAI T4~y
H—5EDBIENTEEYT, —EORBET—IILDF—42HETIAMN —VRYI—%EDHZEE
TE XY, /=& 2L, radosgw-admin zone get 232179 % &, placement_pools THIFA AT BEAF —

DVANEHELET, ANL—YRIY—%FRATSHE SSDR—RDR ML—YRE AVvTF—
OREBRT =Lty NEBETEET., BIEFICIE., REEEI’HYET, BBEOIVTFT—%FKRT 2
EDIKERTBE, HTTP202 BY I— RMRINFTA, BlOAVTF—RIERINIHA,

53°4

PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: COMMA_SEPARATED_UIDS
X-Container-Write: COMMA_SEPARATED_UIDS
X-Container-Meta-KEY:VALUE

X-Storage-Policy: PLACEMENT_POOLS_KEY

Ny H—
X-Container-Read
A
AVTF—DHRABYNR—I v aveFo1—F—ID,
i)
A—H—ID DA YIRXENY OXFFE,
WA
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WL 2

X-Container-Write
A
AT F—OEZRAANRN—Iv > avaEFODI—H—ID,
i)
IA—H—ID DA YIRXENY OXFFE,
WA
(AYAY4

X-Container-Meta-KEY
A
FEOXFIDEEZRR/T 21— —EEDAIT—9 F—,
i)
String
WA
(AYAY4

X-Storage-Policy
A

Ceph Object Gateway @ placement_pools FICHBRA ML —YRY o —%HBIT 2
* —, radosgw-admin zone get #3317 L. FIAARELRF—ZEFLET,

i)
String
AR
WA

EULEZROIAYTF—DITTICFEEL, 21— —PaAVFF+H—MEETCHDIHE. BEIIHRIHILET,
FDTRWE, BIEFIEEBLET,

HTTP L ARV R

409
ATF—HX3—FK
BucketAlreadyExists
A

AVvTF—iE BlO1I—Y—DBEEICT TICEELEY.

4.5.7.Swift O~ 7+ —DHIER

AVTF—%HIRT BICIE. APINX—=Y a3y, PAD VN LU0V T HF—0&FEIEFERALT
DELETEZXRA#1TWE T, IVTFT—RETHIVEFHYET, AVTFT—DETHZIHAERT S
BaElE, VT F—ICGLTHEAD Y 7 TR M E2ETFTLET, IVTFT—HERBICHIKRINZ &, O
vrT—®%%BMETEXY,
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53°4

DELETE /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

HTTP L ARV R

204
ATF7—HX3—FK
NoContent
A
AT F—DHIRIhF L,

458.SWift "IV T FHF—DAYT—Y EBMELIETEHR

AVTH—ICAI T %BMT BT, APINN=Yay, ThAU Y 8LV FF—%ETPOST
BREFTVEY, X979 ZBMELBEHRT2ICE. AV TF—ICHT 2ETAHERI|MBET
-a—o

53°4

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Meta-Color: red

X-Container-Meta-Taste: salty

DOITA RNy HF—
X-Container-Meta-KEY
snEA
EFEOXFIDEERNST 21— —EEDAYT—HF—,
it
String
WA
(AYAY-3

46.SWIFTA 7 9 MgE

FAFE (L. Ceph Object Gateway BEATSwWift 7 Yo —> 3> 7Oy3IVv 49 —Tx4R
(AP ZFERALTA TV MEEAETO ZENTEEY, #7207 baYY R MRR. K. B
BLVHIBRTZ2IEDNTEET, ATV MDA YT—HEBMELEERTZIELETEET,

4.6.1. Bl &M
o @D Red Hat Ceph Storage 7 S A9 —b'%H %,
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® RESTful 2247~ k,

4.62.Swift A 7 7 MgE

FTVTIME, T—IBLVAIT—9%5RETZIAVTF—TF, AVTFTF—ILEZL DA TV
JEDBHBYFEITHN, 2TV MRIE—ETHBEZREIHYET, TOAPIIZEY, 25477 MEA
TV MDER. 7V ERAEHELUVCAIYT—IYDERE. 7TV MDT—IYELTAIYT—HD
BE, BLUVATIVV MNDEIBRETO CEDNTEET, COAPIHIBEDI—Y—DT7HDU Y MDIE
WICEETDNVITANEITID, COAPIDITRTDY VTR NARIET HHEXHY ET, OV
FTF—FEF T NOT I ERFEIERMICARINTUVWAWRY, DEFVYEZDEREFFA
LTWBIGEEKREET,

4.6.3.Swift "4 72 U MRS

ATV MNERETBICIE. APINN—=Yay, AN OAVvTH—, LA TV MNEEE
BHLTGET Y /7 IANETWEYT, AVTF—RHNOA T/ NERBT2ICIE. AT F—0DHH&
Y ERIVHETT,

53°4

GET /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

VIITX Ay Y —

range
BTL
TV NORBOY Ty hEEET I, N1 MEEZIEELX T,
il
Date
WA
(AYAY4

If-Modified-Since
A
Y —2F 7Tz MO last_modified BEDBIFLURFICERE INIGEDAIE—L T,
i)
Date
WA
(AYAY4

If-Unmodified-Since
A
Y —2A T Y bD last_modified BMEDOBRLUEICEER LLBEDOAIE—LET,
i)
Date
WA
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WL Z

Copy-If-Match
A
JOIRANDETaghY —RA TV MDETag &E—HT 2HEA/ICOAIAE—LET,
]
ETag
WA
AYAY4

Copy-If-None-Match
A
JOZRANDETag 'Y —RA TPV FDETag E—BMLABRWGEGHICDAIE—LZ T,
i)
ETag
WA
AYAY4

LARYZAAY H—

Content-Range
A
F70xo VTV OYTEY NDOEHE, range NV Y —T 4 —ILRHY VT X NTEES
NTWBBEICOHARINET,

4.6.4.SWift TH T NOERRE - IXEH

HIRA TV MEERT BICIE. APINN—C 3y, PADY N, OVvFF—4, BLUOHFEF TV
I hNDOERIEFALTPUTEREZITVWET, A7V 7 MEERFAEEFRTZICIK,. AvTFF—IC
EXAIN—ZIvIaVHIRETY, £7VxV EIE, AVFTF—HAT—ETHIVEIHYZE
I, PUTD 7T A MEIREZTEFETIIRWED, —BOZEIEFERALAVWE, YJIIZTZAMI&LYATOTY
MBI INET, 7L, 77V MRICERUIEBEXXZEFERAL T, JORLUBET LI MY —
ICHBHBEIE. BLEAFIDRDA T NERBTBIENATEEY, VITRAMIE, 77 E2RH
AN —BLUVAIYT—IANY I —5EDBENTEET,

53°4

PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

DITRA ANy T—

ETag
L)z
T NORBED MD5 /Ny ¥ a, HE,
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B

String
AAfE

ZEL
WA

WA

Content-Type
A
720 NORBDMD5 /Ny 2 a,
i)
String
BiiE
ZEL
WA
LW Z

Transfer-Encoding
A
FTIV) MDKRBRERENA T2V NO—BBTHZHDEIDERLET,
il
String
AdfE
chunked
WA
(AYAY-4

4.6.5.Swift TH 7Y ¥ N DHIRR

TV MEHIRT BICIE. APINN—=Y 3y, AN OAVvTH—, LA TV MNEEE
FHLTDELETE) 7 TR MAETWET, AVFTF—RHOA TV MEHIBRT2ICIE,. JVFF—IC
W BEXIAAHERIVBETT, 77V MDEEICHIBRINGE, ATV MNEEBIATEE
-a—o

53°4

DELETE /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

4.6.6.Swift TA 7Yz hDIE—

A7V MNOAC—%FRATDZE ATV M EY O yO—RLEY, O3V TFF—ILT7y T
A—RLEY LA TELVWEDIK, ATV hOY—N—RIOIE—%ZEHTEEY, H54 7
VO hOAVTUYEROA T Y MIIAE—FBICE, APIN=23 Y, TADY N LU
YT FT—RATPUTEKEZIE COPY ERZITVWET,
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PUT EXXD%EIF. BEXTREIAVTT—BLUTFTVI M BLUVBERANY Y —DYV -2V T
FT—BLVF TV MNEFERLET,

Copy Y VTR NMICIE, BRXTY—RAVTT—BLUVFT VI b, BLUVERANY S —DEEIV
TTF—8LUVATOz I MEFERALEFT, #7200 b2 E—F2IC1E, VT F—ICEZIAH/N—
TyVavHARETY, BEA TV MNEIE, AVTFF—HNT—ETHEIREI HYZET, VIIR
MEIREZEZETIEARWD, —BOLRIEFRALAVWE, YUIIAMILYRBEA TV TV MEHIN
F9, ATV MDBORLBEET ALV M) —IlH2HBEE. 77027 MRICREBEREX
ZHEALT, ACERIOY—RF TPV MERBITEZFT, YIIZAKMIE 77U ERGEAY §—
BEUAYT—INY I —EEHBIENTEET,

53°4

PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
X-Copy-From: TENANT:SOURCE_CONTAINER/SOURCE_OBJECT
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

Frld, ROLIICBRYET,
B

COPY /API_VERSION/ACCOUNT/TENANT:SOURCE_CONTAINER/SOURCE_OBJECT HTTP/1.1
Destination: TENANT:DEST_CONTAINER/DEST_OBJECT

VIITX Ay S —

X-Copy-From
A
V—RAVTF—/F TP M REERTHHICPUT VIR MNTHEAINZET,
i)
String
WA
W (PUT ZEA L TW3155)

5
BTL
EAVTFT—/F TV MREZEET 57HICCOPY EXRTHERAINZET,
i)
String
DA
&\ (COPY 2R L TW 3156

If-Modified-Since
BTl
Y —2F 7Tz MO last_modified BMEDBIFLURFICERE INIGEDAIE—L X,
i
Date
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WA
WL

If-Unmodified-Since
A
Y —2FA 7YY MO last_modified BEDBRFURRICER LABAEDAHIE—LE T,
i)
Date
WA
(AYAY4

Copy-If-Match
A
JOIRANDETaghY —RA TV MDETag &E—HT 2HE/ICOAHIAE—LZET,
i
ETag
WA
(AYAY4

Copy-If-None-Match
A
JOIZRAMNDETag 'Y —RA TPV FDETag E—BMLABRWGEHICDAIE—LZ T,
i)
ETag
WA
AYAY4

4.6.7.5wift TH TV U MAYT—5 DEIF

FTVTIO MDA T—HERBT I, APINN=Yay, PADV N AVvFFH— 8&UFT
V1V hEEFERLTHEAD V)V IZA M ETWEY, AVTFT—RDF TV MDOAIT 5%
RS2, AVTF—OHRAMYERIBETT, COVIITRANMNE 77V 27 hEROEKE
BULAYSY—BERZEBELIITN, 7TV bDT—9%2BRLEEA,

53°4

HEAD /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

46.8.SWift ICE DA TV TV MAXYT—HDEMEFLITER
FTOT O MIAIT—HEBINT BICIE,. APINN—Say, PADY N AVTFH—, BLUOFT

VIV MATPOSTY VIR RZTVWET, X T—FZEBMEALEEHRTZICIE, HIavT+H—icx
TEEZAHERIVETY,
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53°4

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

VIITX Ay Y —

X-Object-Meta-KEY
BTL)
EEOXFIDEEZRET 21— —EZDOAIT—9F—,
B
String
DA
AYAY4

4.7.SWIFT ®—Bf URL #/E

—BR T V2 A A ABEICT 728, radosgw D swift T KRS > MIEWUHR—MIhES, L&
ZWE, GETU V7T RME, BRIARHRERBESTICA TV MIEBFINET,

Z DREEEICIE. =ADIC X-Account-Meta-Temp-URL-Key DEA X E L. HEICHH LT X-Account-
Meta-Temp-URL-Key-2 %2 E 3 2 BN H Y T, Temp URL HEEIZ. Th S DMBEREICHTT 2
HMAC-SHAT Z&ICIRFL X T,
4.7.1.Swift ’—BFURL 4+ 7> =¥ M &S
—BURL 2. LTOERZESOESIE HMAC-SHAI BZZERAL T,

® Request XV v RDE (BI:GET)

o TRy IMNLDRBIFE (WEA), DFY Unix FEITT,

o VILIEEDY VTR KR

LERDERIZ. ZNS5DOEICH L WINABMIN TERIEI N, HMAC IZBHRD Temp URL F—0D W
PTHRMITLTSHA-I Ny 27T XaaFERALTERINE T,

LERERTY Y TILD Python A2 Y TR ELTFICRLET,
1k

import hmac
from hashlib import sha1
from time import time

method = 'GET'

host = 'https://objectstore.example.com'’

duration_in_seconds = 300 # Duration for which the url is valid
expires = int(time() + duration_in_seconds)

path = '/v1/your-bucket/your-object’
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key = 'secret'

hmac_body = '%s\n%s\n%s' % (method, expires, path)

hmac_body = hmac.new(key, hmac_body, sha1).hexdigest()

sig = hmac.new(key, hmac_body, sha1).hexdigest()

rest_uri = "{host}{path}?temp_url_sig={sig}&temp_url_expires={expires}".format(
host=host, path=path, sig=sig, expires=expires)

print rest_uri

H A B

https://objectstore.example.com/v1/your-bucket/your-object?
temp_url_sig=ff4657876227fc6025f04fcf1e82818266d022c6&temp_url_expires=1423200992

4.7.2. Swift POST —Bf URL +—

MWBRF—EFOswift AT AADPOSTY VTR NI, —BFURLT7VERA2T7HD Y MIRE
TEXB7H9 MDY= Ly h—BRURLF—%2FZELFEFT, BR22OF—HIHYR—bIh, —BF
URL ZEMbE T ICBAEO—T—> 3V TIXS4LIIC. BADF—ICHLTEENFzvIINET,

53°4

POST /API_VERSION/ACCOUNT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

VIITX Ay Y —

X-Account-Meta-Temp-URL-Key
A
EEOXFIEEZRD I —HF—EHZDF—,
i)
String
WA
(=Y

X-Account-Meta-Temp-URL-Key-2
A
EREOXFIEEZRD I —HF—EHZDF—,
i)
String
WA
(AYAY4

4.8.SWIFTVILFTFFro—arTF+—nDig
DSATYRNT IV r—o a3yl ays+H—Il7 o ERT38E81F. BICEELI—— ORISR TEH

fELE 9, RedHatCephStorage 7 JA# —Tld, IRXTOI—HF—NNTFFVMIBLET, TDL
O, TTYIRARMICEEINTWAWGS, IRXTOIAVTF—HBEDIVTF X MIBRNRT
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FTURDPBHYET, LEN2T, YLFTFrI—iE SRINZIVFTF—& SRLTWS1—
Y—DNELCTF Y MIBTZRY. LUFIDY ) —RERLIEAERMEIHY T,

BRMAT Y NOBEICERAINDILREREIX, FRAINZ 7ORNILBLVORIAVRATALICEST
BV Ed,

FrrvhEQVFTFF—EFaOVTRYY EFT, LA >T, URLIFBLTOL D ICRY 7,
R

I https://rgw.domain.com/tenant:container

—7%. create_container() XV v KT, AVFF+—AYy REARTTFV I NEAVTHF—%DBEL
-g_o

R

I create_container("tenant:container")

4.9. EEIBR

o TIFTFF+vI—DFFHMIE. RedHat Ceph StorageObjectGateway {4 FASHRL T LY
LY,

o Swift YV ITRAMAY S —IX, (ERE Swift Y2 ITX fAv S5 —ASBBLTLEIV,

o Swift LARY ZANY F—I&, FE8%F Swift L IR Iy = HSRLTLLEIW,
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{+4%A CEPH RESTFUL API {£#&

ZANL—UFEEEE, CephRESTIUAPIZY RARA VY M aBLTIHEIFER Ceph TV RFTLILT
YERATEFY, Ihid. FATEEA Ceph RESTfUlAPI XYV v RDBRHAA KTT,

FIFEABEAR Ceph API TV KR4 > b
o [Ceph OD#IE]
o [ZREE]
o [Ceph77A4IYRT L]
o [ANL—YISRY—DRE]
e [CRUSH JL—JL]
o (LAY vy—O—RKRTOT774)]
o [HEREN VL]
e [Grafanal

o [RNL—UVSRHI—DIEFM]

o [/RAM]
e [iSCSI]
e [O7]

e [CephManager E¥ a1—Jl]
e [ Ceph Monitor]

e [CephOSD]

e [Ceph Object Gateway |

o [O—I)L%REY % RESTAPI]
e [NFS Ganeshal

e [Ceph Orchestrator]

e [Pools]

e [Prometheus]

e [RADOS 70w 77 /31 R
o NI F—<TVAAIVH—]
e [O—)JL]

o [H—EZX]

e [Settings]
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o [Ceph¥R7]
o [FLXRNY—]

o [Cepha—#—]

Al BIRS
e RESTfulAPI DfFERAEZEMLET,
o EEMNDEITHD Red Hat Ceph Storage 7 7 249 —

® Ceph Manager @ dashboard € 2 —ILAFEMEINTL S,

A.2. CEPH O ZE

Ceph RESTful APl summary T RiRA ¥ M EAT 27D XY v RS, Ceph DY~ ) —DEFEH
HRRTDIENTEET,

GET /api/summary
BTL
Ceph DFFHDBEZRTLE Y,
Bil:

GET /api/summary HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S—X3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
HEER L T 72X,

B EfE R
o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,

A.3. 5REE

Ceph RESTfulAPlauth T KR4 >~ M &fEHAT 5 XY v KSR, Red Hat Ceph Storage Ty > a v
REBLET,

POST /api/auth
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Curl OHl

curl -i -k --location -X POST 'https://192.168.0.44:8443/api/auth’ -H 'Accept:
application/vnd.ceph.api.v1.0+json' -H 'Content-Type: application/json’ --data '{"password":
"admin@123", "username": "admin"}'

1

POST /api/auth HTTP/1.1
Host: example.com
Content-Type: application/json

{
"password": "STRING",

"username": "STRING"

A7—4HZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD LV ARV RART 4 —%
FEER L T 72X,

POST /api/auth/check
BTl
REEN—V VDEHEHERLET,
Bi:

POST /api/auth/check?token=STRING HTTP/1.1
Host: example.com
Content-Type: application/json

{
"token": "STRING"

}

ATF—4HA3—FK
® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
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400 Bad Request - Operation exception.gF#ffll&. VARV ART 4 — &R L TS
(A

401 Unauthorized — Unauthenticated access.Tmm#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL T I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

POST /api/auth/logout
ATF—HX3—FK

BIER R

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. Jmm#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X v o 3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

e FifilX. RedHat Ceph Storage FAFEEH A KD Ceph RESTful APIDEZSRL T L

(AN

A4.CEPH 7 7M1 IV AT L

Ceph RESTful API cephfs T KR4 > k% {# M L T Ceph File Systems (CephFS) #EIE 9 576D

XYy K&,

GET /api/cephfs

Bl

GET /api/cephfs HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f¥fflid. L ARV AKRT 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T#ICA T 1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLKEIW,

GET /api/cephfs/FS_ID
INFA—F—

e FS ID (&, CephFile System @ ID XFFICEZHAET,

Bl

GET /api/cephfs/FS_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
LTI,

DELETE /api/cephfs/FS_ID/client/CLIENT_ID
NRIA—5—
e FS ID (&, CephFile System @ ID XFFICEZHAET,
o CLIENT_ID (&, Ceph 7 24 7Y FBAFOXFINCEZHAET,
AF—#AXA—K
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XL,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BMLTLKEIW,
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GET /api/cephfs/FS_ID/clients
NFGA—F—

Bl

FS_ID I%. CephFile System D ID XFHICEZ#HZ T,

Host: example.com

I GET /api/cephfs/FS_ID/clients HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. TmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 U &EFEL T I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

GET /api/cephfs/FS_ID/get_root_directory

BTL

Is_dirAPIEUH L ZFERA L TR/ TEARWroot 714 LY MY —,
NFA—FH—

1

FS_ID I%. CephFile System @D ID XFHICEZ#Z T,

Host: example.com

I GET /api/cephfs/FS_ID/get_root_directory HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
FEERL T 72X,

GET /api/cephfs/FS_ID/Is_dir
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tEA
BEDNADTA LI M) —%)ZAMKRTLET,
NFA—F—
e FS ID (&, CephFile System M ID XFIICEZ#HA T,
e /T —:

o path:) X N &RAT Z2XFIDE, T 74 MDNARIE, FBEINTULVAWEEIE
MY £,

o depth: 74 LU NY—=V)—%T2R7Tv TRERET 5 BHIE,

R

GET /api/cephfs/FS_ID/Is_dir HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. L ARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLKEIW,

GET /api/cephfs/FS_ID/mds_counters
NFA—H—
e FS_ID (%, CephFile System @ ID XFFICEZHAET,
o JI!)—:
o AV — EHUE,

Bl

GET /api/cephfs/FS_ID/mds_counters HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/cephfs/FS_ID/quota

tEA
BEINFL/INAD CephFS IV #—9 KRR LET,
NFA—5—
e FS ID (&, CephFile System M ID XFIICEZ#HA T,
e /T —:
o path: 74 LV MY —RREEET ZHAXFEIIDIE,
Bl

GET /api/cephfs/FS_ID/quota?path=STRING HTTP/1.1
Host: example.com

ATF—4HAa—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access.TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

PUT /api/cephfs/FS_ID/quota

B
BEINNRADI +—95BELET,
NRNFTA—4—

e FS ID (&, CephFile System @ ID XFFICEZHAET,

e max_bytes: /N1 MNEIRZ EFHRT 2 XFIIDIE,

e max files: 7 7 1 LHIRZ EHRT 5 XFIDE,

e path: T4 LV N —FLET77AINADNIRREEERT 5 XFIE,
Bi:

PUT /api/cephfs/FS_ID/quota HTTP/1.1
Host: example.com
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Content-Type: application/json

{

"max_bytes": "STRING",
"max_files": "STRING",
"path": "STRING"

}

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing, check the task queue.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. JmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 72X,

DELETE /api/cephfs/FS_ID/snapshot

RFvToay NEHIBRLET,

FS_ID (%, Ceph File System @ ID XFFICEZ#AE T,

L)z
NFTA—4—
[ ]
[ ]

JT)—:
o name: X+ v T3y NEEIBET ZNEXFIDE,

o path: 74 L b —~ADRREEET 2BADLEFIE,

AF—4HZX3—FK

202 Accepted - Operation is still executing, check the task queue.
204 No Content - Resource deleted.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. Jmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
L TLEIW,

POST /api/cephfs/FS_ID/snapshot
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Bl
Ay Foay bEERLET,
NFGA—F—
e FS ID (&, CephFile System M ID XFIICEZ#HA T,

e name: 27+ v 73y NEERET 2 XFIDE, GQRINEEINTUVARWGEIL.
RFC3339 UTC XA DIREDEEAERA L TR’ ERINZE T,

o path: T4 LV KN)—~ADNRREEET D2XFHDETT,

R

POST /api/cephfs/FS_ID/snapshot HTTP/1.1
Host: example.com
Content-Type: application/json

{
"name": "STRING",

"path": "STRING"
}

ATF—49X3—F
® 201Created - Resource created.
® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception.f#fflliZ. LARY ZART 1 —ZMHER L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV ART 1 —%
HEERL T2,

DELETE /api/cephfs/FS_ID/tree

SnEA
Ta4LIMN)—%HIBKRLET,
NFTA—4—

e FS ID (&, CephFile System @ ID XFFICEZHAET,
o JIT!)—:
o path. 74 LV KN)—~"DNRR%EFEEHT 3 UBEDIXFIE,
ATF—49X3—F
® 202 Accepted - Operation is still executing, check the task queue.

® 204 No Content — Resource deleted.
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® 400 Bad Request - Operation exception. 7#fflll&. L ARV A RT 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/cephfs/FS_ID/tree
A
TALIMN)—%ERRLET,
NFGA—F—

e FS ID (&, CephFile System @ ID XFIICEZ#HAF T,

o path. T4 LY KN)—~ADNRREEET DIXFHDETT,

R

POST /api/cephfs/FS_ID/tree HTTP/1.1
Host: example.com
Content-Type: application/json

{
"path": "STRING"

}

AT7F—HX3—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 23,

B 1SR
o F¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
W,

AS5. ANL—COSRY—DEBTE
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Ceph RESTful API cluster_conf T RR4 > k% f#f L T Red Hat Ceph Storage ¥ 7 249 — % BT
512D AY v RS,

GET /api/cluster_conf

Bl

GET /api/cluster_conf HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. T\#ICA T 14 ~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 1 —%
L TLEIW,

POST /api/cluster_conf

R

POST /api/cluster_conf HTTP/1.1
Host: example.com
Content-Type: application/json

{

"name": "STRING",
"value": "STRING"

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing, check the task queue.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
FEERL T 72X,

PUT /api/cluster_conf
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Bl

PUT /api/cluster_conf HTTP/1.1
Host: example.com
Content-Type: application/json

{
"options": "STRING"

!
ATF—4Aa—K
e 200 OK - Okay.

® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV ART 1 —%
HEER L T 72X,

GET /api/cluster_conf/filter

snEA
ZRICTAMNL—VISRY—BREERRLET,
NFGA—4—
e JT!)—:
o names: R EA T a3 VEDXFIE,
R

GET /api/cluster_conf/filter HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
L TLLEIW,
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DELETE /api/cluster_conf/NAME

NSA—H—
e NAMEZRXKML—Y USRI —BERICEITMAZT,
o /Tl

o section: X ELRXFIE,

AF—4HRX3—F
® 202 Accepted - Operation is still executing, check the task queue.
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/cluster_conf/NAME
NFA—5—

¢ NAMEZX ML —Y I SRI—BRERICEIBRAZTT,

R

GET /api/cluster_conf/NAME HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v > 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEERL T 23,

E3C
o Z¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A
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A.6. CRUSH JL—JL
Ceph RESTful APl crush_rule T KR4 » hZERA LT CRUSHIL—ILZEBE T2 XV v NS,

GET /api/crush_rule
BTL)
CRUSH L—ILE&REZ ) A MKRRLE T,
Bi:

GET /api/crush_rule HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 1 —%=MERL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/crush_rule
Bi:

POST /api/crush_rule HTTP/1.1
Host: example.com
Content-Type: application/json

{
"device_class": "STRING",

"failure_domain": "STRING",
"name": "STRING",
"root": "STRING"

ATF—HX3—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception 7 flll&. L ARV A RT 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,

® 403 Forbidden - Unauthorized access./S\— 3w 3 VEFEER L TL I L,
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® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEERL T 72X,

DELETE /api/crush_rule/NAME
NRFA—5—
e NAME (&, IL—ILBICESHAFT,
ATF—49X3—F
® 202 Accepted - Operation is still executing, check the task queue.
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. Z#fflll&. L ARV ART 4 —%MERL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%
HEERL T 72X,

GET /api/crush_rule/NAME
INFA—5—

e NAME (&, I —IILZICEX#ZF T,

Bl

GET /api/crush_rule/NAME HTTP/1.1
Host: example.com

ATF—HX3—FK
® 202 Accepted - Operation is still executing, check the task queue.
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. g ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA YT 1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BLTLLEIW,

BIER R
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o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
W,
A7.4LA42vy—0—R7O0774)

Ceph RESTful API @ erasure_code_profile T KR4 > N FHETEZAY Y KRSRBAFERALT, 1L
AVYy—A—T4 7070771V EEBLET,

GET /api/erasure_code_profile
A
ALAYy—aA—FT1 7370774 IVIEREY XA MNRRLET,
Bi:

GET /api/erasure_code_profile HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access.TR#ICA T A1~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/erasure_code_profile
Bi:

POST /api/erasure_code_profile HTTP/1.1
Host: example.com
Content-Type: application/json

{
"name": "STRING"

}

AT7F—HX3—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing, check the task queue.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

256


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#ceph-restful-api

{83 A CEPH RESTFUL API {4k

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

DELETE /api/erasure_code_profile/NAME
NFGA—F—

NAME (. 7O7 7/ ILEICBESH#ZIZET,

ATF—4HZX3—FK

202 Accepted - Operation is still executing, check the task queue.
204 No Content - Resource deleted.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. mm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\— 3w o 3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 1 —%
LTI,

GET /api/erasure_code_profile/NAME
NFGA—F—

Bl

NAME (. 7O7 7/ ILEICBEH#ZIFET,

Host: example.com

I GET /api/erasure_code_profile/NAME HTTP/1.1

AF—4HZX3—FK

BIER R

202 Accepted - Operation is still executing, check the task queue.
204 No Content - Resource deleted.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access.Jmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 v o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
L TLLEIW,

257



Red Hat Ceph Storage SBAF&EH A K

o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
W,
A.8.HBE b T L

CRUSH JL— )L % &89 % Ceph RESTful AP| feature_toggles T RiRA ~ N &FRATZ AV v kS

o

GET /api/feature_toggles
A
Red Hat Ceph Storage O#ge%= ') A hRIIL T,
Bi:

GET /api/feature_toggles HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access.TR#ICA T A1~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

£3pC
o F¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
W,

A.9. GRAFANA
Ceph RESTful API grafana T RR4A > & #EMA L T Grafana BT 27HDA Y v RS,

POST /api/grafana/dashboards
AT7F—HX3—FK

® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XL,

® 400 Bad Request - Operation exception Z##flll&. L ARV A RT 1 — %R L T X
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,

® 403 Forbidden - Unauthorized access./S\— 3w ¥ 3 VR L TL I L,
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500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

GET /api/grafana/url

BTL

GrafanaURL A Y RAVZAEYZARMKRRLZE T,

1

Host: example.com

I GET /api/grafana/url HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEERL T 72X,

GET /api/grafana/validation/PARAMS
NFGA—F—

1

PARAMS ZXF3EICBE A Y,

Host: example.com

I GET /api/grafana/validation/PARAMS HTTP/1.1

ATF—4HZX3—FK

RS

200 OK - Okay.

400 Bad Request - Operation exception 5##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. TmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X v o 3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,
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o F¥ffillX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,
A10. ANL—2 0525 —DEBM

Ceph RESTful API @ health T KR4 » hZ2FERTEAYV Y RER, ANL—YISRI—DESBM
DFMBELIVRT—YRERTLET,

GET /api/health/full
Bi:

GET /api/health/full HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV RART 1 —%
BMLTLKEIW,

GET /api/health/minimal
G
ARNL=POS29—DRNBRDODEEREL R—MERTLET,
Bi:

GET /api/health/minimal HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A4 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
AL TLLEIW,
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B 1SR
o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A
AN KRR bk

Ceph RESTfulAPlhost TV KR4V hEFEAL T, /—REEMENZ KRR NDOERERTT 5780
DAYy KSR,

GET /api/host
A
RAMDHERRZ ) AMNKRRLET,
NFGA—F—

e JT!)—:

o sources: "X MY —ZADXFFIE,

R

GET /api/host HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV A RT 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.TZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, 29 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/host
Bi:

POST /api/host HTTP/1.1
Host: example.com
Content-Type: application/json

{
"hostname": "STRING",

"status": "STRING"

AF—4HZX3—FK

® 201 Created - Resource created.
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® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/host/HOST_NAME
NRFIA—H—
e HOST NAME (&, /—RRBICEZHAZET,
ATF—HZX3—FK
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#EE L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.IZR#ICA T A >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/host/HOST_NAME

Bdi:]
BELERZAMDBEHREARRLEY,
NFA—4—
e HOST NAME (., /—RRAICBEZHL!ZZT,
.

GET /api/host/HOST_NAME HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

PUT /api’host/HOST_NAME
A

BELLERRAMNDBEREZEHLE T, TDAEIE. Ceph Orchestrator ABEMRIZGEICDAY
/_.ﬁ’_ I\ -S ni -a—o

NSA—H—
e HOST NAME (&, /—RRBICEZH|AFT,
o force: RA MDA VTFFUVRE—RIZEHILET,
e labels: SNILD' R b,

e maintenance: X VT TV RAE—RAEANTBEH., BTLET,

e update_labels: ZNILAEEFH L F T,

R

PUT /api’host/HOST_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"force": true,
"labels": [
"STRING"

],

"maintenance": true,
"update_labels": true

A7F—4ZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 F 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 —%MERL T EX
LY,

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/host/HOST_NAME/daemons
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NFA—4—

R

HOST_NAME (&, /—R&ICEZIHAXT,

Host: example.com

I GET /api’/hosttHOST_NAME/daemons HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 23,

GET /api/host/HOST_NAME/devices
NFGA—F—

1

HOST_NAME (&, /—R&ICEZIHAXT,

GET /api/host/HOST_NAME/devices HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

POST /api/host/HOST_NAME/identify_device

e

BEINLEWHROBT /NI ADZA4 M ICLT, T/N1 REHNLET,
NRNFTA—4—

264



{83 A CEPH RESTFUL API {4k

e HOST_NAME (&, /—RNZICEE|AZET,
e device: /dev/dm-0. ABC1234DEF567-1R1234_ABC8DEOQ 7 & D7 /31 R ID,

o HB-FNNAZADLED N 75 v ad M,
Bil:

POST /api/host/HOST_NAME/identify_device HTTP/1.1
Host: example.com
Content-Type: application/json

{
"device": "STRING",

"duration": "STRING"

A7—4ZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception.f#fflliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/host/HOST_NAME/inventory

snEA
RARNDA RN —%RRLET,
NFGA—4—
e HOST NAME (. /—RRAICEZHL!ZZT,
e JT!)—:
o refresh: JEREADEFH A M) H—F B2 XFIDIE,
.

GET /api’/host/HOST_NAME/inventory HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.
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® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
BMLTLKEIW,

GET /api’host/HOST_NAME/smart
NFGA—4—
e HOST NAME (., /—RRAICBEZHL!ZFT,

1

GET /api/host/HOST_NAME/smart HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV RART 1 —%
HEER L T 72X,

B =Sk
o F¥ffllX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,
A12. ISCSI

Ceph RESTful APl D iscsi T KR4 >~ M HH L TISCSI ZEET 2 XV v RS,

GET /api/iscsi/discoveryauth
iISCSI M HEREEDFMZRRL T T,
VIR

GET /api/iscsi/discoveryauth HTTP/1.1
Host: example.com
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AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f#fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

PUT /api/iscsi/discoveryauth

iISCSIMHERE 28 E L X9,
NFGA—4—

1

JTl)—:

o user RERLI—HY—HDIXFI,

o password: LEQ/NA T — RXXFF,

o mutual_user. B EQMEE 11— —ZDXFI,

o mutual_password: ¥ ERHEE/NZ T — RXFF,

PUT /api/iscsi/discoveryauth?

user=STRING &password=STRING&mutual_user=STRING&mutual_password=STRING
HTTP/1.1

Host: example.com

Content-Type: application/json

{

"mutual_password": "STRING",
"mutual_user": "STRING",
"password": "STRING",

"user": "STRING"

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %2 L T X W,

400 Bad Request - Operation exception 5##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. T\R#ICA T A1~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/iscsi/target
Bi:

GET /api/iscsi/target HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA T 1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/iscsi/target
Bi:

POST /api/iscsi/target HTTP/1.1
Host: example.com
Content-Type: application/json

{
"acl_enabled": "STRING",

"auth": "STRING",
"clients": "STRING",
"disks": "STRING",

"groups": "STRING",
"portals": "STRING",
"target_controls": "STRING",
"target_ign": "STRING"

A7—4HZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I Ly,

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLKEIW,

DELETE /api/iscsi/target/ TARGET_IQN
NSA—H—
e TARGET_IQN Z/N\ZAXFIIEZIHMAZFT,
ATF—49X3—F
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
LTIV,

GET /api/iscsi/target/ TARGET_IQN
NFGA—F—

e TARGET_IGN Z /XXX FIICEIMZ T T,

Bl

GET /api/iscsi/target/ TARGET_IQN HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA YT 1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
AL TLEIW,

PUT /api/iscsi/target/ TARGET_IQN
NFGA—F—
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e TARGET_IGON Z/N\ZAXFIIEZIMAFT,

R

PUT /api/iscsi/target/ TARGET_IQN HTTP/1.1
Host: example.com
Content-Type: application/json

{
"acl_enabled": "STRING",

"auth": "STRING",
"clients": "STRING",
"disks": "STRING",

"groups": "STRING",
"new_target_ign": "STRING",
"portals": "STRING",
"target_controls": "STRING"

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #lll&. L ARV ZART 4 —%MRL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV ART 1 —%
BMLTLKEIWN,

E3pC
o F¥ffllX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
W,
A13.07

Ceph RESTfulAPI M logs T KR4 v hEFALTOVIBHREXRTT 2 AV v NS,

GET /api/logs/all
A
IRTOATEEERTLET,
Bi:

GET /api/logs/all HTTP/1.1
Host: example.com

AF—4HZX3—FK
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e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

E3C
o Z¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
LY,

A.14. CEPH MANAGER €Y 2 —JL

Ceph RESTful API @ mgr/module T KR4 > k% {#EMA L T Ceph Manager E¥ 21— L2 BT % A
vy KSR

Z" o

GET /api/mgr/module
A
EEEYV2I-IDYRIERTLET,
Bil:

GET /api/mgr/module HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7#flll&. L ARV ART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/mgr/module/MODULE_NAME

SrEA
KGR EDEEZRMELET,
NFGA—4—

e MODULE_NAME |& Ceph Manager €Y 2 —JLRAICEESHA X,

271


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#ceph-restful-api

Red Hat Ceph Storage SBAF&EH A K

1

GET /api/mgr/module/MODULE_NAME HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TmR#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

PUT /api/mgr/module/MODULE_NAME

272

BTL

KGR EDEEZFZRELE T,
NRNFA—4—

1

MODULE_NAME (& Ceph Manager €YV 2 —ILRAICEES#A £,

config: EV a1 —I/LA 7> a3 VD&,

PUT /api/mgr/module/MODULE_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"config": "STRING"

}

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.7fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Jmm#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,
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POST /api/mgr/module/MODULE_NAME/disable

A
fEED Ceph Manager EV a—ILEEMICLE T,
NFGA—F—

e MODULE_NAME |& Ceph Manager €Y 2 —JLRAICEESTA T,
ATF—4HRA—F

® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 4 —%MRL T EX
W,

® 401 Unauthorized — Unauthenticated access. TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

POST /api/mgr/module/MODULE_NAME/enable

A
fEED Ceph Manager EV a—ILEBMICLE T,
NFGA—F—

e MODULE_NAME |& Ceph Manager €YV 2 —JLRICEES#A T,
ATF—4HRA—F

® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# X 7 ¥ 2 — % L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

GET /api/mgr/module/MODULE_NAME/options

A
EE®D Ceph Manager EV 2 —ILDA T avaRRLET,
NSA—H—

e MODULE_NAME (& Ceph Manager €Y 2 —J)LRICEEMA T,
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Bl

GET /api/mgr/module/MODULE_NAME/options HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV RART 1 —%
BMLTLEIWN,

B EfE
o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,

A.15. CEPH MONITOR

Ceph Monitor D1E#H % KR % Ceph RESTful API @ monitor T~ RKRA ¥ h&FERTE XY Y RS

i)
o

GET /api/monitor
A
Ceph Monitor Dl z&z =L £,
Bi:

GET /api/monitor HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHRL T LS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
AL TLEIW,
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B 1SR
o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A
A.16. CEPH OSD

Ceph RESTfulAPI M osd T KR4 > M &AL T Ceph OSD BT 5 4V v RS,

GET /api/osd

R

GET /api/osd HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
W,

401 Unauthorized — Unauthenticated access.TmR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w o 3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTSI,

POST /api/osd

R

POST /api/osd HTTP/1.1
Host: example.com
Content-Type: application/json

{

"data": "STRING",
"method": "STRING",
"tracking_id": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 21— %R L T I W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. T#ICA T 1~ L TL I L,

403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TL I W,
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® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/osd/flags
A
CephOSD 757 %#&RRLZT,
Bi:

GET /api/osd/flags HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BLTLKEIWN,

PUT /api/osd/flags
A
AMNVL=UOUS R —2KD CephOSD 757 %RELET,
INFA—F—

e recovery deletes. sortbitwise. & & U pglog_hardlimit 7 5 7 DR E. BRI D &
ETEFEtHA,

e purged_snapshots 7 5 V=R ETXFH A,

8%
EBLRBEICIE. UTO4DDT7 7 %EBMT 20BN HY £T,

Bl

PUT /api/osd/flags HTTP/1.1
Host: example.com
Content-Type: application/json

{
"flags": [
"STRING"
]
}
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AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception 5 ffllZ. L ARV ZAKRT 1 —%=MERL T
LY,

401 Unauthorized — Unauthenticated access. J\R#ICA T 1~ L TL I L,

403 Forbidden - Unauthorized access./S\—3 w3 V&BEFEL T I W,

.)s

Ly

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%

mLTLIETWY,

GET /api/osd/flags/individual
A
fERID Ceph OSD 75 7R LET,

Bl

GET /api/osd/flags/individual HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception 5##lild. L ARV RART 1 —%FER LT
LY,

401 Unauthorized — Unauthenticated access. Jmm#ICA T A4~ L TL I L,

403 Forbidden - Unauthorized access./N\—3 w3 U &EFEL TLEI W,

.)s

<

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%

mLTLETWY,

PUT /api/osd/flags/individual
A
Ceph OSD DOf@ERIY 7t v k® noout. noin, nodown, 5L U noup 757 2BHLET,

Bl

PUT /api/osd/flags/individual HTTP/1.1
Host: example.com
Content-Type: application/json

{

"flags": {

"nodown": true,
"noin": true,
"noout": true,
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b

"noup”: true

"ids": [

]

}

1

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %2 L T X W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access.T\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

GET /api/osd/safe_to_delete
NG A—H—

R

JT)—:

o svc_ids: Ceph OSD #—E R#HBIF TCHRELRXFT,

GET /api/osd/safe_to_delete?svc_ids=STRING HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. i fflid. L ARV ART 1+ —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. TmR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

GET /api/osd/safe_to_destroy

BTL

Ceph OSD BMHEEL TERENE DI ZHRL T,
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NFA—4—
o JT!)—:

o ID: Ceph OSD #—E X #BIFDBHEALFF,

R

GET /api/osd/safe_to_destroy?ids=STRING HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. Z#fflll&. L ARV ART 4 —%MERL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%
HEERL T 72X,

DELETE /api/osd/SVC_ID
NSA—H—
e SVC ID (&, CephOSD H—ERFHAFOXFIMBEICEZTA XY,
o JIT!)—:
o preserve_id: XFFDIE,
o force: XFFDIE,
AF—HZX3—FK
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. g ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA YT 1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BLTLLEIW,

GET /api/osd/SVC_ID
A
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CephOSD ICRAT 2INE LT -9 2RLZEFT,
NFGA—F—

Bl

SVC_ID (F. Ceph OSD #—ERFHAFOXFIMEICEIHA XY,

Host: example.com

I GET /api/osd/SVC_ID HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Jmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X v o 3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

PUT /api/osd/SVC_ID
INFA—F—

Bl

SVC_ID (. Ceph OSD #—ERFHAFOXFIMEICEIHA XY,

PUT /api/osd/SVC_ID HTTP/1.1
Host: example.com
Content-Type: application/json

{

"device_class": "STRING"

}

AF—4HZX3—FK

280

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. J\R#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TL I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,
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POST /api/osd/SVC_ID/destroy
A
Ceph OSD ICHEEINTWVWEEY—Y LE T, CephOSD I&, BEINDHEIY IV ET—T T

ZRENDHYFET, ZDRFEIE Ceph OSD #RIF2ZDHFXRFTFLF T A, Cephx ¥—, BE
F—7—4. BLVWlockbox F—%HIRL £ 9,

DI

==
(=

COBIEICEY. F— 5 BRI A Y R A Y 7

NFA—F—

e SVC_ID |, CephOSD 4 —E RBANFOXTFMEICESHLA FT,
ATF—4HRA—F

® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I L,
® 500 Internal Server Error — Unexpected error, 29 v 7 NL—ZXRD L ARV RART 4 —%

mLTLIETW,

GET /api/osd/SVC_ID/devices
NFGA—F—

e SVC IDit. CephOSDH—ERHEANFOLEIEICBEEX RIS,
1R

GET /api/osd/SVC_ID/devices HTTP/1.1
Host: example.com

ATF—4AO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%

mLTLIETW,

GET /api/osd/SVC_ID/histogram

G|

CephOSD DER NS LT—9%BLZET,
NFGA—F—

1

SVC_ID %, CephOSD #—E 2B FOXFIIMEICEXRZET,

Host: example.com

I GET /api/osd/SVC_ID/histogram HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f#fflid. L ARV AKRT 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X v o 3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLKEIWN,

PUT /api/osd/SVC_ID/mark

BTL

Ceph OSD % out, in, down, & Wlost IC¥—2 LF T,

¢ 2=
Ceph OSD (&, lost IZ9 %HIIC down &EX—2V §TB2MENHY FT,

NFTA—4—

e SVC_ID (&, CephOSD #—ERXFHAFOXFINBICESHA LT,

Bl

PUT /api/osd/SVC_ID/mark HTTP/1.1
Host: example.com
Content-Type: application/json
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{
"action": "STRING"

}
A7—4HZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
LTIV,

POST /api/osd/SVC_ID/purge
BTL
CRUSH ¥ v 7H 5 Ceph OSD %ZHIFR L £ 9,

™

pa )

Ceph OSD &, HIBREIICdown EX—V T 2RELNHY F T,

NFGA—F—

e SVC ID (&, CephOSD H—ERXFHHFOXFINEICEEZRAFT,
A7—4HZX2—F

® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV RART 1 —%
BMLTLKEIW,

POST /api/osd/SVC_ID/reweight
BTL
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Ceph OSD MDEH» % —BMICEEL XY, CephOSD ICout EX¥—IWFIF 5B &, OSD D
BEHIOICREINET, CephOSD DY —7 D inICRES &, OSD DEHIE 1 ICREINE
ER

NRFTA—4—
e SVC ID (%, CephOSD H—E RHEBNFOXFIEICBEHRIET,
R
POST /api/osd/SVC_ID/reweight HTTP/1.1

Host: example.com
Content-Type: application/json

{
"weight": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—XD L ARV RART 1 —%
BMLTLEIW,

POST /api/osd/SVC_ID/scrub
NSA—H—
e SVC ID %, CephOSD 4 —EREAMFOXFIIEICEZMAFT,
o JT!)—:
o deep: 7—ILETTY, true 7|4 false IR Y £ 7,
B:
POST /api/osd/SVC_ID/scrub HTTP/1.1

Host: example.com
Content-Type: application/json

{

"deep": true

}

AF—4HZX3—FK
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® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 72X,

GET /api/osd/SVC_ID/smart
NFGA—F—

e SVC ID (%, CephOSD H—E RHEBNFOXFIEICBEHRIET,

1

GET /api/osd/SVC_ID/smart HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
HEER L T 72X,

B =Sk
o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
LY,

A.17. CEPH OBJECT GATEWAY
Ceph RESTful API D rgw T KR4 > k% {#F L T Ceph Object Gateway 2 EIBET 2 X Vv RS,

GET /api/rgw/status
BTL
Ceph Object Gateway DA 7T —4%9 2% RRL 9,
Bi:
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Host: example.com

I GET /api/rgw/status HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1 —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. TmmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &BEFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 L —ZRD LV ARV RART 1 —%
FEER L T 72X,

GET /api/rgw/daemon

BTL

Ceph Object Gateway T—E VA RRL X,

1

Host: example.com

I GET /api/rgw/daemon HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. J\R#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

GET /api/rgw/daemon/SVC_ID
NFGA—F—

1

SVC_ID &, ¥ —EXBRF2XFIETESHRAEY,

Host: example.com

I GET /api/rgw/daemon/SVC_ID HTTP/1.1

AF—4HZX3—FK

286



{83 A CEPH RESTFUL API {4k

e 200 OK - Okay.

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/rgw/site
NFGA—F—
e /T!)—:
o query: XFFIE,

o daemon_name: 7 —E VD& (XF5E) #IBEL X T,
Bi:

GET /api/rgw/site HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
BLTLEIW,

Ny NER
GET /api/rgw/bucket
NFGA—F—
o JITl)—:
o stats: /X7 v MNREETD T —IVE,

o daemon_name: 7 —E > DHZRI (XFFE) #IBEL X T,

R
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Host: example.com

I GET /api/rgw/bucket HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##llld. L ARV ZART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Jm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TL I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEERL T2,

POST /api/rgw/bucket

Bl

POST /api/rgw/bucket HTTP/1.1
Host: example.com
Content-Type: application/json

{

"bucket": "STRING",

"daemon_name": "STRING",
"lock_enabled": "false",

"lock_mode": "STRING",
"lock_retention_period_days": "STRING",
"lock_retention_period_years": "STRING",
"placement_target": "STRING",

"uid": "STRING",

"zonegroup": "STRING"

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.f¥fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Jm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

DELETE /api/rgw/bucket/BUCKET
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NSA—H—
e BUCKET &, N4y N (XFFIE) ICBXHAZT,
o /Tl
o purge_objects: XFFID1E,
o daemon_name: 7 —E ¥ D& (XF5E) #HEEL X T,
ATF—HZX3—FK
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z##lll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/rgw/bucket/BUCKET
NFA—F—
e BUCKET (&, N7 vy h& (XFIE) ICEZHZET,
e /T!)—:

o daemon_name: 7 —E ¥ D& (XF5E) #BEL X T,

R

GET /api/rgw/bucket/BUCKET HTTP/1.1
Host: example.com

ATF—4HAa—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,
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PUT /api/rgw/bucket/BUCKET
NFA—F—
e BUCKET &, N7y h& (XFIE) ICEZHZFT,

Bl

PUT /api/rgw/bucket/BUCKET HTTP/1.1
Host: example.com
Content-Type: application/json

{
"bucket_id": "STRING",

"daemon_name": "STRING",
"lock_mode": "STRING",
"lock_retention_period_days": "STRING",
"lock_retention_period_years": "STRING",
"mfa_delete": "STRING",
"mfa_token_pin": "STRING",
"mfa_token_serial": "STRING",

"uid": "STRING",

"versioning_state": "STRING"

A7—4ZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

1-—Y—FE
GET /api/rgw/user
A
Ceph Object Gateway 1—H—%XKRL £ T,
NFGA—F—
e /T!)—:
o daemon_name: 7 —E ¥ D& (XF5E) #IBEL X T,
Bi:
| |
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GET /api/rgw/user HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. m#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 L —ZRD LV ARV RART 4 —%
LTI,

POST /api/rgw/user

Bl

POST /api/rgw/user HTTP/1.1
Host: example.com
Content-Type: application/json

{

"access_key": "STRING",
"daemon_name": "STRING",
"display_name": "STRING",
"email": "STRING",
"generate_key": "STRING",
"max_buckets": "STRING",
"secret_key": "STRING",
"suspended": "STRING",
"uid": "STRING"

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &BEFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
BMLTLKEIWN,

GET /api/rgw/user/get_emails
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NFA—4—

R

JT)—:

o daemon_name: 7 —E ~ D&H (XF5E) #HBEL X T,

Host: example.com

I GET /api/rgw/user/get_emails HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T A1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFREL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 72X,

DELETE /api/rgw/user/UID
NFGA—F—

UDAXF5&ELTaA—H—IDICEISHAET,
JT)—:

o daemon_name: 7 —E ¥ D& (XF5E) #BEL X T,

AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,
204 No Content — Resource deleted.

400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 4 —%
L TLLEIW,

GET /api/rgw/user/UID
NFGA—F—
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JxTl)—:
o daemon_name: 7 —E VD& (XF5E) #HEEL X T,

o stats: 1 —H—#KEtD T —ILE,

Host: example.com

I GET /api/rgw/user/UID HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. TmR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXDL ARV RART 1 —%
HEER L T 72X,

PUT /api/rgw/user/UID
NFGA—F—

I

UD ZXFAELTA—F—IDICEI®ZIFT,

PUT /api/rgw/user/UID HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon_name": "STRING",
"display_name": "STRING",
"email": "STRING",
"max_buckets": "STRING",
"suspended": "STRING"

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tm#ICA T 1~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLKEIW,

DELETE /api/rgw/user/UID/capability
NFGA—F—

e UD%ZXFiELTA—F—IDICEIHEAZET,
o JITl)—:
o daemon_name: 7 —E >~ DEZRI (XFIE) #IBELE T,
o type: H, XFFIfE,
o perm: HH, XFII{E,
ATF—HZX3—FK
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEERL T 72X,

POST /api/rgw/user/UID/capability
NFGA—F—

e UD%ZXFIELTAI—H—IDICEIHLAZET,

Bl

POST /api/rgw/user/UID/capability HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon_name": "STRING",
"perm": "STRING",
"type": "STRING"

}

AF—4HZX3—FK

® 201 Created - Resource created.
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® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z#fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/rgw/user/UID/key
NSA—H—
e UD%AXFHELTA—H—IDICEIHMAET,
o /Tl
o daemon_name: 7 —E VD& (XF5E) #IBEL X T,
o key_type: XF5I{&,
o subuser: XFFIE,
o access_key: XF7FI{&,
AF—#RA3—F
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/rgw/user/UID/key
NFGA—F—
e UD%ZXFAELTA—HY—IDICEZEHZAET,

Bl

POST /api/rgw/user/UID/key HTTP/1.1
Host: example.com
Content-Type: application/json
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"access_key": "STRING",
"daemon_name": "STRING",
"generate_key": "true",
"key_type": "s3",
"secret_key": "STRING",
"subuser": "STRING"

ATF—4HRX—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 —%MERL T EX
LY,

® 401 Unauthorized — Unauthenticated access. R#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
AL TLEIW,

GET /api/rgw/user/UID/quota
NFGA—F—
e UDZXFAELTA—HY—IDICEEHZAET,

1

GET /api/rgw/user/UID/quota HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV ART 1 —%
BLTLKEIWN,

PUT /api/rgw/user/UID/quota
NFGA—F—

e UDZXFIELTI—H—IDICEZHLAZET,
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1

PUT /api/rgw/user/UID/quota HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon_name": "STRING",
"enabled": "STRING",
"max_objects": "STRING",
"max_size kb": 1,
"quota_type": "STRING"

ATF—4HRX—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#EE L T I LY,

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access.TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/rgw/user/UID/subuser
NFGA—F—

e UDZXFIELTI—HY—IDICEZHLAZET,

R

POST /api/rgw/user/UID/subuser HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access": "STRING",

"access_key": "STRING",
"daemon_name": "STRING",
"generate_secret": "true",
"key_type": "s3",
"secret_key": "STRING",
"subuser": "STRING"

AF—4HZX3—FK

® 201 Created - Resource created.
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202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception.f#fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

DELETE /api/rgw/user/UID/subuser/SUBUSER
NFGA—F—

UDAXF5&ELTaA—H—IDICEIHAET,
SUBUSER #XF5& L TH 71— —RICEIH#AZET,
T —:

o purge_keys: & HELBRWL D ICfalse ICERELE T, ChiFS3HT1—H—7T
DHEEL T T,

o daemon_name: 7 —E VD& (XF5E) #IEEL X T,

AF—4HZX3—FK

RS

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,
204 No Content — Resource deleted.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
FEER L T 72X,

o Z¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(A

A18. O—JL%#{E9 % REST API

radosgw-admin role < >~ RDMIZ, RESTAPI #FHA L TCO—I)LARIEFTEET,

REST B APl ZIEVUHE T ICIX, admin ¥ v v T&2HE > —%EMLET,
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Bl

[root@hostO1 ~]# radosgw-admin --uid TESTER --display-name "TestUser" --access_key TESTER --
secret test123 user create
[root@host01 ~]# radosgw-admin caps add --uid="TESTER" --caps="roles=""

o O—/ILAEFEKLET,
B

POST “<hostname>?
Action=CreateRole&RoleName=ROLE_NAME&Path=PATH_TO_FILE&AssumeRolePolicyDo
cument=TRUST_RELATIONSHIP_POLICY_DOCUMENT"

I

POST “<hostname>?
Action=CreateRole&RoleName=S3Access&Path=/application_abc/component_xyz/&AssumeRc¢
ePolicyDocument={"Version":"2022-06-17","Statement":[{"Effect":"Allow","Principal":{"AWS":
["arn:aws:iam:::user/TESTER"]},"Action":["sts:AssumeRole"[}]}”

EDH

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbch</id>
<name>S3Access</name>
<path>/application_abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component_xyz/S3Access</arn>
<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session_duration>3600</max_session_duration>
<assume_role_policy_document>{"Version":"2022-06-17","Statement":

[{"Effect":"Allow","Principal™:{"AWS":["arn:aws:iam:::user/TESTER"]},"Action":

['sts:AssumeRole"]}]}</assume_role_policy_document>

</role>

o D_)l/%ﬂy?%l/ia—o
53°4

I POST “<hostname>?Action=GetRole&RoleName=ROLE_NAME”

R

I POST “<hostname>?Action=GetRole&RoleName=S3Access”

EDH

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbch</id>
<name>S3Access</name>
<path>/application_abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component_xyz/S3Access</arn>
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<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session_duration>3600</max_session_duration>
<assume_role_policy_document>{"Version":"2022-06-17","Statement":
[{"Effect":"Allow","Principal™:{"AWS":["arn:aws:iam:::user/TESTER"]},"Action":
['sts:AssumeRole"]}]}</assume_role_policy_document>
</role>

[ ] D_)b%_%:‘sﬁa—_\bij—o
53°4

POST “<hostname>?
Action=GetRole&RoleName=ROLE_NAME&PathPrefix=PATH_PREFIX”

ZRDH

I POST “<hostname>?Action=ListRoles&RoleName=S3Access&PathPrefix=/application”

EDH

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbch</id>
<name>S3Access</name>
<path>/application_abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component_xyz/S3Access</arn>
<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session_duration>3600</max_session_duration>
<assume_role_policy_document>{"Version":"2022-06-17","Statement":

[{"Effect":"Allow","Principal™:{"AWS":["arn:aws:iam:::user/TESTER"]},"Action":

['sts:AssumeRole"]}]}</assume_role_policy_document>

</role>

® assume A—JLARYY—RFa XV MNEEHLET,
=374

POST “<hostname>?
Action=UpdateAssumeRolePolicy& RoleName=ROLE_NAMEQ&PolicyDocument=TRUST_RE
LATIONSHIP_POLICY_DOCUMENT”

R

POST “<hostname>?
Action=UpdateAssumeRolePolicy&RoleName=S3Access&PolicyDocument=
{"Version":"2022-06-17","Statement":[{"Effect":"Allow","Principal":{"AWS":
["arn:aws:iam:::user/TESTER2"]},"Action™:["sts:AssumeRole"]}]}”

o O—JLICEIYHBTONERYY—2BHLET,

53°4
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POST “<hostname>?
Action=PutRolePolicy&RoleName=ROLE_NAME&PolicyName=POLICY_NAME&PolicyDocu
ment=TRUST_RELATIONSHIP_POLICY_DOCUMENT"

Bl

POST “<hostname>?
Action=PutRolePolicy&RoleName=S3Access&PolicyName=Policy1&PolicyDocument=
{"Version":"2022-06-17","Statement":[{"Effect":"Allow","Action":
['s3:CreateBucket"],"Resource":"arn:aws:s3:::example_bucket"}]}”

o N—JLICEYETOLNTWBENRN—IvYaVvR)y—ZAa—EBRRLET,
=374

I POST “<hostname>?Action=ListRolePolicies&RoleName=ROLE_NAME”

R

POST “<hostname>?Action=ListRolePolicies&RoleName=S3Access”
<PolicyNames>

<member>Policy1</member>
</PolicyNames>

o O—LICEIYHETOHNAEN—Iv2aVRYY—ZREBLET,

53°4

POST “<hostname>?
Action=GetRolePolicy& RoleName=ROLE_NAME&PolicyName=POLICY_NAME”"

R

POST “<hostname>?Action=GetRolePolicy&RoleName=S3Access&PolicyName=Policy1”
<GetRolePolicyResult>
<PolicyName>Policy1</PolicyName>
<RoleName>S3Access</RoleName>
<Permission_policy>{"Version":"2022-06-17","Statement":[{"Effect":"Allow","Action":

['s3:CreateBucket"],"Resource":"arn:aws:s3:::example_bucket"}]}</Permission_policy>
</GetRolePolicyResult>

o O—JLICAIYETLONRER) Y—ZHIRLET,
BX

POST “hosthame>?
Action=DeleteRolePolicy&RoleName=ROLE_NAMEQ&PolicyName=POLICY_NAME"*

R
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I POST “<hostname>?Action=DeleteRolePolicy&RoleName=S3Access&PolicyName=Policy1”

e O—JLZHIFRLZET,

pa )

A—=JLiE, R=Iv a3V VRYI—DEYHTOLRTVWAERVWGEICDOAKHEIRTE
F9,

[N

53°4

I POST “<hostname>?Action=DeleteRole&RoleName=ROLE_NAME"

B

I POST “<hostname>?Action=DeleteRole&RoleName=S3Access"

B EfE R
e Zf#fllX. Red Hat Ceph Storage Object Gateway HM KD O—ILDEE /> 3 v ASRL
TLREIW,
A.19. NFS GANESHA

Ceph RESTful APl ® nfs-ganesha T KR4 > M &AL T CephNFS T — U x4 2EET % X
vy KSR

Z" o

GET /api/nfs-ganesha/daemon
A
NFS Ganesha T —E VICBET 2 15HMERTLE T,
Bi:

GET /api/nfs-ganesha/daemon HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. L ARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD L ARV RART 1 —%
LTIV,

GET /api/nfs-ganesha/export

302


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/object_gateway_guide/#role-management

BTL

R

TARTDNFS Ganesha TV RR—hEaRRLET,

GET /api/nfs-ganesha/export HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.

(A

MLTLIETW,

POST /api/nfs-ganesha/export
A

I

NFS Ganesha T A R— NEHFHIHER L F T,

POST /api/nfs-ganesha/export HTTP/1.1

Host: example.com
Content-Type: application/json

{

"access_type": "STRING",
"clients": [
{
"access_type": "STRING",
"addresses": [
"STRING"
I,
"squash": "STRING"
}

I,
"cluster_id": "STRING",

"daemons": |
"STRING"

1,

"fsal": {
"filesystem": "STRING",
"name": "STRING",

"rgw_user_id": "STRING",
"sec_label xattr": "STRING",
"user_id": "STRING"

2
"path": "STRING",

400 Bad Request - Operation exception.

{83 A CEPH RESTFUL API {4k

X, LRARYRART 4 —%ELTLES

401 Unauthorized — Unauthenticated access. TxR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
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DE

304

"protocols”: [
1
1,
"pseudo”: "STRING",
"reload_daemons": true,
"security_label": "STRING",
"squash”: "STRING",
"tag": "STRING",
"transports": [
"STRING"
]
}

ATF—H#RAIA—FK
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHR L TLES
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
HEER L T 72X,

LETE /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID
BTL

NFS Ganesha TV A7 R— M &HIFR L £ 7,
NSA—H—

o CLUSTER IDIFRA ML —Y IS RY—HBAFOXFIIBESHZAZET,
e EXPORT IDIZ, TV RR—MIDAZBHICEIMAFT,
o /IT)—:

o reload_daemons: NFS Ganesha T —E VR EDHBHAAHE N) H—F25T—)L
&,

AT7—4ZX2—F
® 202 Accepted - Operation is still executing.# 2 7 ¥ 21— L T XLy,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,

® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,
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® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV ART 1 —%
HEERL T2,

GET /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID
A
NFS Ganesha TV R R— MEREXRRTLET,
INFA—F—
e CLUSTER IDIZR ML =29 529 —FAFOXFIESTZFT,

e EXPORT_ID(E, TVRR—KMIDEEBHRICEIHLZIFT,

Bl

GET /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #lll&. L ARV ZART 4 —%MRL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV ART 1 —%
BMLTLKEIWN,

PUT /api/nfs-ganesha/export/CLUSTER_ID/EXPORT _ID
BT
NFS Ganesha TV R R— MEREFHFLE T,
INFGA—F—
e CLUSTER IDIFRX ML =29 SR —FAFOXFIESTZFT,

e EXPORT_ID(E, TVRKR—KMIDEEBHICEIHLAIFT,

Bl

PUT /api/nfs-ganesha/export/CLUSTER_ID/EXPORT _ID HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access_type": "STRING",

"clients": [

{
"access_type": "STRING",
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"addresses": |
"STRING"
I,
"squash": "STRING"
}
],

"daemons": |
"STRING"
1,
"fsal": {
"filesystem": "STRING",
"name": "STRING",
"rgw_user_id": "STRING",
"sec_label xattr": "STRING",
"user_id": "STRING"
2
"path": "STRING",
"protocols”: [
1
1,
"pseudo”: "STRING",
"reload_daemons": true,
"security_label": "STRING",
"squash”: "STRING",
"tag": "STRING",
"transports": [
"STRING"

]
}

ATFT—4HRX—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 ¥ 21 —%Z#E L T XLy,

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T X
W,

® 401 Unauthorized - Unauthenticated access. TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/nfs-ganesha/status
A
NFS Ganesha EIEHEED R T — 9 RIEHRARTL £ T,
Bi:

GET /api/nfs-ganesha/status HTTP/1.1
Host: example.com
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AF—4HZX3—FK

BIER R

200 OK - Okay.

400 Bad Request - Operation exception.f#fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X

(AN

o G¥iflld. RedHat Ceph Storage Object Gateway 774 KD namespace m5 NFS-Ganesha ~
DIYVAR—b 223V ESBLTIEIV,

A.20. CEPH ORCHESTRATOR

Ceph RESTful API @ orchestrator T KR4 > h % f#F L T Ceph Orchestrator A7 —% R &R Y
XYy RBE,

GET /api/orchestrator/status

BTL

Ceph Orchestrator A7 —4% X &RRL T,

R

Host: example.com

I GET /api/orchestrator/status HTTP/1.1

AF—4HZX3—FK

BEfEI

200 OK - Okay.

400 Bad Request - Operation exceptionZ##llld. L ARV ZART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. J\m#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEER L T 72X,
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o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T ZX
LY,
A.21. POOLS
Ceph RESTfulAPI @ pool TV RRA V MEFALTA ML —YT—ILEEETEXY Y KRB,

GET /api/pool
A
T—ILD)ZARERRLET,
INFA—5—

o JT!)—:
o attrs: 7—ILEMDXFIE,

o stats: 77— ILEETD T —IL1E,

Bl

GET /api/pool HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD LV ARV RART 1 —%
BLTLEIW,

POST /api/pool
Bi:

POST /api/pool HTTP/1.1
Host: example.com
Content-Type: application/json

{
"application_metadata": "STRING",

"configuration": "STRING",
"erasure_code_profile": "STRING",
"flags": "STRING",

"pg_num": 1,

"pool": "STRING",
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"pool_type": "STRING",
"rule_name": "STRING"

}

ATF—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception 7#fflll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/pool/POOL_NAME
RFA—H—
e POOL_NAME % 7—)LD&BIICEXMAZ T,
ATF—HZX3—F
® 202 Accepted - Operation is still executing.# 7 ¥ 21 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T X
W,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/pool/POOL_NAME
NIA—H—
e POOL NAME %# 7— L DLERIICEXHAET,
o JITl)—:
o attrs: 7—ILEMEDXFFIE,

o stats: 7—ILEEETD T —IL1E,

R
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GET /api/pool/POOL_NAME HTTP/1.1
Host: example.com

ATF—4ZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. L ARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 VAR L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

PUT /api/pool/POOL_NAME
NFA—4—
e POOL_NAME 7% T—ILDERIICEBET®ZET,

Bl

PUT /api/pool/POOL_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"application_metadata": "STRING",

"configuration": "STRING",
"flags": "STRING"

}
A7—4HZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E2 L T XLy,

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/pool/POOL_NAME/configuration
NFGA—F—

310



R

{83 A CEPH RESTFUL API {4k

POOL_NAME % 7— LD &RIICEB XX £ T,

Host: example.com

I GET /api/pool/POOL_NAME/configuration HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 U &BEFEL TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

£3pC
o Z¥ffillX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A

A.22. PROMETHEUS
Ceph RESTful APl ® prometheus T KR4 > b % {#FH L T Prometheus Z BT 572DD XYV v R
SR,
GET /api/prometheus

Bi:

Host: example.com

I GET /api/prometheus/rules HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
W,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,
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GET /api/prometheus/rules

Bl

GET /api/prometheus/rules HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 1 —%MRL T EX
W,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/prometheus/silence
ATF7—HX3—FK

® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I Ly,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 —%MRL T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/prometheus/silence/S_ID
NSGA—F—

e SIDEXFIEICEIH]AET,

ATFT—4HRA—F
® 202 Accepted - Operation is still executing.# X 7 ¥ 21 —%Z#EE L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

GET /api/prometheus/silences

Bl

GET /api/prometheus/silences HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/prometheus/notifications

Bl

GET /api/prometheus/notifications HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

B EfE R
o F¥ffilX. Red Hat Ceph Storage FAFE A KD Ceph RESTful APIDE%ZSRL T X
(A
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A.23.RADOS 7Ow 75 /31 R
Ceph RESTful APl @ block T KR4 >~ & {#fH LT RADOS 7Ov ¥ 7/31 X (RBD) # BT 57
HDXAYy NBR, TOSRICIE, FIETERTRTORBDHELIY KRSV MEFENFET, LT
ICBlERLES,
® RBD &RIZMH
e RBDRFvF¥awv b
e RBD I3%§
e RBDIS—=V/
o RBDX5—) V7 DHE
o RBDIS—YVIT—IT—KANSY TS
o RBDIS—UYJ7—ILE—R

o RBDX5—Y VU 7—ILET

RBD 4 X —<
GET /api/block/image
A
RBDAM X—Y%RNLET,
NFA—F—
e /T!)—:

o pool_name: 7—I)L& (XF%)

I

GET /api/block/image HTTP/1.1
Host: example.com

ATF—4HZAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL LI L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/block/image
Bi:
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POST /api/block/image HTTP/1.1
Host: example.com
Content-Type: application/json

{
"configuration": "STRING",

"data_pool": "STRING",
"features": "STRING",
"name": "STRING",
"namespace": "STRING",
"obj_size": 1,
"pool_name": "STRING",
"size": 1,

"stripe_count": 1,
"stripe_unit": "STRING"

A7—4ZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception.f#fflliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w > 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/block/image/clone_format_version
A
RBD 7O0—YHFADN—U 3 Vv %RLET,
Bi:

GET /api/block/image/clone_format_version HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
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® 500 Internal Server Error — Unexpected error. AY Y 7 ML —AD VARV ART A4 —%
LTSIV,

GET /api/block/image/default_features
Bi:

GET /api/block/image/default_features HTTP/1.1
Host: example.com

ATF—4HZAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 72X,

GET /api/block/image/default_features
VIR

GET /api/block/image/default_features HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
HEER L T 72X,

DELETE /api/block/image/IMAGE_SPEC
NSA—H—
e IMAGE_SPEC ZXFIDEE L TAX—YZICEESBAZET,
ATF—49X3—F

® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
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204 No Content - Resource deleted.

400 Bad Request - Operation exception.f#fflid. L ARV ART 1 —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

GET /api/block/image/IMAGE_SPEC
NFGA—F—

R

IMAGE_SPEC ZXFIDEE LTA A=Y BICEI|AFT,

GET /api/block/image/IMAGE_SPEC HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 U &BEFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

PUT /api/block/image/IMAGE_SPEC
NFGA—F—

1

IMAGE_SPEC Z XFIDEE LTA A —YBICBEITAFT,

PUT /api/block/image/IMAGE_SPEC HTTP/1.1
Host: example.com
Content-Type: application/json

"configuration": "STRING",
"features": "STRING",
"name": "STRING",

"size": 1
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AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception.ffflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. J\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&BEFEL T I W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BMLTLKEIW,

POST /api/block/image/IMAGE_SPEC/copy
NFGA—F—
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1

IMAGE_SPEC ZXFIDEE L TA A=V BICBEI|AFT,

POST /api/block/image/IMAGE_SPEC/copy HTTP/1.1
Host: example.com
Content-Type: application/json

{

"configuration": "STRING",
"data_pool": "STRING",
"dest_image_name": "STRING",
"dest_namespace": "STRING",
"dest_pool_name": "STRING",
"features": "STRING",
"obj_size": 1,

"snapshot_name": "STRING",
"stripe_count": 1,

"stripe_unit": "STRING"

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T I W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. TR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
FEER L T 72X,
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POST /api/block/image/IMAGE_SPEC/flatten
NIA—H—
e IMAGE_SPEC ZXFIDEE L TAX—YRZICEIHTAZET,
ATF—49X3—F
® 201Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21— %R L T LI,

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHERL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
HEERL T2,

POST /api/block/image/IMAGE_SPEC/move_trash
BTl

AA—VETIFICBHLET, 7O0—VICL>2TTI0T4 FJIFERBINTWEA A=V, I
IFEICBEL T, R THIRTZZENATEET,

NFA—4—

e IMAGE_SPEC ZXFJDIEE L TA X—VZICESHTAZET,

Bl

POST /api/block/image/IMAGE_SPEC/move_trash HTTP/1.1
Host: example.com
Content-Type: application/json

{
"delay": 1

}

ATF—4HRX—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XL,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%

BERL TSIV,
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RBDX5—=V7%

GET /api/block/mirroring/site_name
BH

RBD I 5—YUVIHA hEERTLETY,
Bi:

%:I

GET /api/block/mirroring/site_name HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. Z#fflll&. L ARV ART 4 —%MERL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—RD LV ARV RART 1 —%
HEERL T 72X,

PUT /api/block/mirroring/site_name
Bi:

PUT /api/block/mirroring/site_name HTTP/1.1
Host: example.com
Content-Type: application/json

{
"site_name": "STRING"

}
AT—4HRA3—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 ¥ 21 —%Z#E L T I LY,

® 400 Bad Request - Operation exception. 7 fflll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, 29 v 7 NL—ZXD L ARV RART 4 —%
LTI,

RRD SS—UYVHST—ILT—KZAKSy T
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POST /api/block/mirroring/pool/POOL_NAME/bootstrap/peer
NFGA—F—

Bl

POOL_NAME %=X F5& LTT—ILORFNICESHAF T,

POST /api/block/mirroring/pool/POOL_NAME/bootstrap/peer HTTP/1.1
Host: example.com
Content-Type: application/json

{

"direction": "STRING",
"token": "STRING"

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access.Jmm#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

POST /api/block/mirroring/pool/POOL_NAME/bootstrap/token
NFGA—F—

POOL_NAME %=X F5& LTT—ILORFNICESHAF T,

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception. 7 fflld. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. T\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3 w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
L TLLEIW,
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RBD S S5—YY ¥ 7—ILE—FK

GET /api/block/mirroring/pool/POOL_NAME

G|

RBD IS5— Vv J/OBEARRLET,
NRoTA—4H—

Bl

POOL_NAME %=X F5& LTT—ILOBFNICESHBAF T,

Host: example.com

I GET /api/block/mirroring/pool/POOL_NAME HTTP/1.1

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exceptionZ##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Jmm#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
LTI,

PUT /api/block/mirroring/pool/POOL_NAME
NRNSA—H—

322

Bl

POOL_NAME %=X F5& LTT—ILOBFNCESHBAF T,

PUT /api/block/mirroring/pool/POOL_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"mirror_mode": "STRING"

}

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.T\m#ICA T A4~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

RBDX5—YVJS—ILET

GET /api/block/mirroring/pool/POOL_NAME/peer
NFGA—F—

® POOL_NAME #XFF & LTT—ILDERIICEE]AF T,

1

GET /api/block/mirroring/pool/POOL_NAME/peer HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/block/mirroring/pool/POOL_NAME/peer
NFGA—F—

® POOL_NAME #XFF & LTT—ILDERIICEE]AF T,

R

POST /api/block/mirroring/pool/POOL_NAME/peer HTTP/1.1
Host: example.com
Content-Type: application/json

{
"client_id": "STRING",

"cluster_name": "STRING",
"key": "STRING",
"mon_host": "STRING"

AF—4HZX3—FK
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® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
HEERL T 72X,

DELETE /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID
NSA—H—
e POOL_NAME #XF5 & LTT—ILOEZRICBEEIRA £
e PEER UUID (&, XFF & LTE7PDUUD ICES#AET,
AF—49X3—F
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,

® 204 No Content — Resource deleted.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—3X w3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
HEER L T 72X,

GET /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID
NFGA—F—
® POOL_NAME %=X F5 & LTT—ILOEZRICEES]RA

[ERE i
e PEER_UUID (. XFF&ELTEF7DUUD ICEEMAFT,

R

GET /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.
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® 400 Bad Request - Operation exception 7 flll&. L ARV ART 4 —%MRL T EX
W,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

PUT /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID
NSGA—F—
e POOL_NAME #XF5 & LTT—ILOEZRNICESRA T,
ZE T,

e PEER_UUID i&, XFH&LTET7DUUD ICEE#]X

I

PUT /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID HTTP/1.1
Host: example.com
Content-Type: application/json

{
"client_id": "STRING",

"cluster_ name": "STRING",
"key": "STRING",
"mon_host": "STRING"

ATF—4HRA—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 7 ¥ 21— L T XLy,

® 400 Bad Request - Operation exception 7#flll&. L ARV ART 1 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T 1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

RBD X 5—1) v JDHE
GET /api/block/mirroring/summary
A
RBD I 5—)VJDBEEZRRLET,
Bi:
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GET /api/block/mirroring/summary HTTP/1.1
Host: example.com

ATF—4ZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ART 4 — %R L TS
LY,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

RBD % ai1Z2

GET /api/block/pool/POOL_NAME/namespace
NFGA—F—

® POOL_NAME #XFF & LTT—ILOERIICEE]AF T,

1

GET /api/block/pool/POOL_NAME/namespace HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7##flll&. L ARV ZART 1 —%MERL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
FEERL T 23X,

POST /api/block/pool/POOL_NAME/namespace
NFGA—F—
e POOL_NAME #XF5 & LTT—ILOEZRNICES]RA T,

1

I POST /api/block/pool/POOL_NAME/namespace HTTP/1.1
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Host: example.com
Content-Type: application/json

{

"namespace": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %2 L T X W,

400 Bad Request - Operation exception 5##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.T\R#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X v o 3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. 29 v 7 NL—ZD L ARV RART 1 —%
HEERL T 23X,

DELETE /api/block/pool/POOL_NAME/namespace/NAMESPACE
NSA—H—

POOL_NAME %=X F5& LTT—ILOAFNICESHBAFT,

NAMESPACE % X F%]& L T namespace ICBE XA XY,

AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 27 ¥ 2 — %R L T I W,
204 No Content — Resource deleted.

400 Bad Request - Operation exceptionZ##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. J\m#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEER L T 72X,

RBD R+ v Fav b

POST /api/block/image/IMAGE_SPEC/snhap
NFGA—F—

IMAGE_SPEC ZXFIDEE LTA A=Y BICBEITAFTT,
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1

POST /api/block/image/IMAGE_SPEC/snap HTTP/1.1
Host: example.com
Content-Type: application/json

{

"snapshot_name": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 21— %R L T EX W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1 —&HERL T LI
(A

401 Unauthorized — Unauthenticated access. TmZR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 V&EFEL T I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD L ARV RART 4 —%
FEER L T 72X,

DELETE /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME
NRNFA—4—

IMAGE_SPEC Z XFINDEE LTA A=Y BICEI|AFT,

SNAPSHOT_NAME (¥, RF v >3y NOAFIZXFIEE LTESBAET,

AF—4HZX3—FK

202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T EX W,
204 No Content - Resource deleted.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
(A

401 Unauthorized — Unauthenticated access.TmR#ICA T 1~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error, A9 v 7 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

PUT /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME
NFTA—4—

328
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e SNAPSHOT_NAME (&, RF v 7> 3y hOARIEZXFIEE LTEIHBAZET,

R

PUT /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"is_protected": true,
"new_snap_name": "STRING"

}

AF—4HZX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %2 L T X W,

400 Bad Request - Operation exception 5##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.TR#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./S\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEER L T 72X,

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/clone

BTL

2FwToayvhEAA—=—ViICvO0—> LET,
NRoTA—4H—

IMAGE_SPEC ZXFINDEE L TA A =T BICBEITAFT,

e SNAPSHOT_NAME (&, RF v 7> 3y hOARIEZXFIEE LTESHBAZET,

Bl

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/clone HTTP/1.1
Host: example.com
Content-Type: application/json

{

"child_image_name": "STRING",
"child_namespace": "STRING",
"child_pool_name": "STRING",
"configuration™: "STRING",
"data_pool": "STRING",
"features": "STRING",
"obj_size": 1,
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"stripe_count": 1,
"stripe_unit": "STRING"

}

AF—4HZX3—FK

201 Created - Resource created.
202 Accepted - Operation is still executing. ¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception Z##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. Tm#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 1 —%
AL TLEIW,

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/rollback
NFGA—4—

IMAGE_SPEC Z XFIDEE L TA A —YVBICBEITAFTT,

SNAPSHOT_NAME (¥, 2 F v >3y NOAFIZXFIEE LTEESBAET,

AF—4HZX3—FK

RBD T34

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception Z##lild. L ARV ZART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Tm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3 w3 V&R L TL I W,

500 Internal Server Error - Unexpected error, A9 v 2 NL—ZRD LV ARV RART 4 —%
FEER L T 72X,

GET /api/block/image/trash

G|

TARTCORBD IIFFEI VN —, FRIEFIT—IEATEDRBD JIFFOFMERTLET,
NRSTA—4H—

330
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1

GET /api/block/image/trash HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.5¥fflld. L ARV RART 1+ —%MRL TLEX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y4 >~ L TLZE W
® 403 Forbidden - Unauthorized access./S—3X w3 V&R L T X

° 500 Internal Server Error - Unexpected error A9 v 7 NL—ZADL ARV ART 4 —%
le\ L/T < 7"\_

POST /api/block/image/trash/purge

A
TIFEHISHIRINDA A -5 FTRTHIBRLES,
NFA—5—
o /IT)—:
o pool_name: 7— LD LI (XFFIE)
Bi:

POST /api/block/image/trash/purge HTTP/1.1
Host: example.com
Content-Type: application/json

{
"pool_name": "STRING"

}

ATF—4HRA—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 7 ¥ 2 —%Z#E2 L T XLy,

® 400 Bad Request - Operation exception.5¥fflld. L ARV RART 1 —%HRL TLEX
LY,

® 401Unauthorized - Unauthenticated access. Z#ICA T A1~ LTLEI W
® 403 Forbidden - Unauthorized access./S—3X v > 3 V&R L TLREX

° 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 1 —%
I:llb\ L/T < 7"\_
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DE

LETE /api/block/image/trash/IMAGE_ID_SPEC
A

TIEDIOA A=V ZHIRLET, 1 A —Y QEIFEIZE L TWARWEEIE, force Z
LAWRYHIMRTEEA, 70—VRIIKT V74 TILERFOA A —I%, RF v o3y b

NEIEFNTWVWELD, HIRTETHEEA.
NSA—H5—
e IMAGE ID SPEC (&, 1 X—Y &5 XFHlfEE LTBX®RAET,
o JITl)—:
o force: THFED DA X — L DHIR%EFIT 5 T — LB,
AF—#RXA—K
® 202 Accepted - Operation is still executing.# A7 ¥ 21— %R L T LI,

® 204 No Content — Resource deleted.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 — %R L T EX

LN,
® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%

BERL TSI,

POST /api/block/image/trash/IMAGE_ID_SPEC/restore

332

snEA
TIIFFEHISAA—VBEETLET,
NRNFTA—4—
e IMAGE_ID_SPEC |3, { A —V&AXFIMEE LTEBXHMAET,
V1R

POST /api/block/image/trash/IMAGE_ID SPEC/restore HTTP/1.1
Host: example.com
Content-Type: application/json

{

"new_image_name": "STRING"

}

AF—4HAA—F
® 201 Created - Resource created.

® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T XLy,
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® 400 Bad Request - Operation exception.gFfiid. VARV ART 4 —ZMEHZ L TK LT
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
HEERL T2,

B EfE R
o F¥ffillX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A

A24. INTA—X VANV H—
Ceph RESTful API @ perf_counters T KR4 > N AFERATEZ XAV Y RSB, X F X4 Ceph /¥
TA—RVANI VI —%RFLET, ZOSRIIE MAFTELBRINTONTA—IVRATI VS —
rEENFET, UTFICAZRLET,

® Ceph Metadata Server (MDS)

® Ceph Manager

® Ceph Monitor

® Ceph OSD

® Ceph Object Gateway

® CephRADOS 7Y V7 /XM X (RBD) I 5—Y >/

e TCMUZY+—

GET /api/perf_counters
A
NIA—=X VANV —%RRLET,
Bi:

GET /api/perf_counters HTTP/1.1
Host: example.com

AF—4HZX3—FK

e 200 OK - Okay.
® 400 Bad Request - Operation exception. g fflid. L ARV ZART 4 —ZHERL TLEI W,
® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
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® 500 Internal Server Error - Unexpected error. 29 v 7 L —ZADVL ARV RART 4 — %R L
TLEIW,

Ceph Metadata Server

GET /api/perf_counters/mds/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXFi & L TRERT—EXFHANFICEZITRZI T,

Bl

GET /api/perf_counters/mds/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAa—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 4 —%MER L T X
W,

® 401 Unauthorized - Unauthenticated access. IZR#ICA T 1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTSI,

Ceph Manager

GET /api/perf_counters/mgr/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICESHTRZIFTT,

1

GET /api/perf_counters/mgr/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 1 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
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® 500 Internal Server Error - Unexpected error. A9 ¥ 7 ML —AD VL ARV ART 4 —%
HEER L T,

Ceph Monitor

GET /api/perf_counters/mon/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZIHTRZIFTT,

Bl

GET /api/perf_counters/mon/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ART 4 — %R L T X
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A4 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, 29 v 2 NL—ZXD L ARV RART 4 —%
L TLLEIW,

Ceph OSD

GET /api/perf_counters/osd/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZITRZIFTT,

R

GET /api/perf_counters/osd/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,

® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,
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® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

CephRADOS 70v 25 /84 X (RBD) I 5—Y V¥

GET /api/perf_counters/rbd-mirror/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZIHTRZA T,

1

GET /api/perf_counters/rbd-mirror/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 23,

Ceph Object Gateway

GET /api/perf_counters/rgw/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZITRZA T,

1

GET /api/perf_counters/rgw/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TL I L,

® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,
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® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

TCMU S V¥ —

GET /api/perf_counters/tcmu-runner/SERVICE_ID
NFGA—F—
e SERVICE_ID ZXF3 & L TRERY—EXFHANFICEZIHTRZA T,

1

GET /api/perf_counters/tcmu-runner/SERVICE_ID HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ART 1 —%MRL T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

E3pC
o F¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
(A
A.25.0O0—)b

Ceph RESTfulAPI D role T RRA Y haFEAL T Ceph DI FIFARI—H—O—-ILEEET 2%
HDAY v KB,

GET /api/role
a3t
A—ILDYRARZERTLET,
Bi:

GET /api/role HTTP/1.1
Host: example.com

AF—4HZX3—FK
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e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/role
Bi:

POST /api/role HTTP/1.1
Host: example.com
Content-Type: application/json

{
"description”: "STRING",

"name": "STRING",
"scopes_permissions": "STRING"

}

ATF—4HRA3—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y1 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
FEER L T 72X,

DELETE /api/role/NAME
NFA—F—
e NAME #XF5 & LTO—ILEICBITAET,
ATF—4HRA—F
® 202 Accepted - Operation is still executing.# 7 F 2 —%Z#E L T I LY,

® 204 No Content — Resource deleted.
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® 400 Bad Request - Operation exception 7##flll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TL EI L,
® 403 Forbidden - Unauthorized access./S\—3 v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/role/NAME
NSGA—F—

e NAME ZX=F5 & LTAO—ILEICES]AZTT,

R

GET /api/role/NAME HTTP/1.1
Host: example.com

ATF—4HAa—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 #flll&. L ARV ZART 1 — %R L T EX
W,

® 401 Unauthorized — Unauthenticated access. IR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 27 NL—ZXD L ARV RART 4 —%
LTI,

PUT /api/role/NAME
NFGA—F—

e NAME ZXF5 & LTA—ILEICES]AZTT,

R

PUT /api/role/NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"description”: "STRING",

"scopes_permissions": "STRING"

}

AF—4HZX3—FK

e 200 OK - Okay.

339



Red Hat Ceph Storage SBAF&EH A K

® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized — Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

POST /api/role/NAME/clone
NFGA—F—

e NAME ZX=F5 & LTA—ILEICEES]AZTT,

R

POST /api/role/NAME/clone HTTP/1.1
Host: example.com
Content-Type: application/json

{
"new_name": "STRING"

}

A7—4HZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —Z#E L T XLy,

® 400 Bad Request - Operation exception.fffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA YT 1 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\—3X v 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD LV ARV RART 4 —%
FEER L T 72X,

B 1SR
o Z¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
LY,
A26.—EX

Ceph RESTful APl @ service T KR4~ &AL TIFI XA Ceph —EREZEET 572DD
XYy RSB,
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GET /api/service
NIA—H—

e JT!)—:

o service_name: XF5 & L TH—ERE,

Bl

GET /api/service HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHRL T LS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
AL TLEIW,

POST /api/service
NFGA—F—
e service_spec: Y —E XD JSON 7 71 L& L TDIBE,

e service_name: Ht—E XD L]

Bl

POST /api/service HTTP/1.1
Host: example.com
Content-Type: application/json

{

"service_name": "STRING",
"service_spec": "STRING"

}

ATF—4HRX3—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# A 7 ¥ 21— L T I LY,

® 400 Bad Request - Operation exception 7#flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,

341



Red Hat Ceph Storage SBAF&EH A K

® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/service/known_types
A
BHOY—EZRYA TOY AN ERRILET,
Bi:

GET /api/service/known_types HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. g ffliZ. VARV ZART 1 —ZHR L TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
LTSI,

DELETE /api/service/SERVICE_NAME
RFA—H—
e SERVICE_NAME (&, ' —EXZ%EZXFIE L TEEHMAZET,
ATF—45X3—F
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception 7 flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&x#ICA Y71 >~ LTL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
LTSI,

GET /api/service/SERVICE_NAME
NFTA—4—

e SERVICE NAME (. H—EX&ZZXFIELTESHZAET,
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Bl

GET /api/service/SERVICE_NAME HTTP/1.1
Host: example.com

ATF—4HAO—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
W,

® 401 Unauthorized - Unauthenticated access.IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

GET /api/service/SERVICE_NAME/daemons
NFGA—F—

e SERVICE_NAME (&, ' —EX&ZZXFIELTESHZAET,

Bl

GET /api/service/SERVICE_NAME/daemons HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 #flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. ZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 1 —%
AL TLEIW,

B EfE R
o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
LY,

A.27.SETTINGS
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Ceph RESTful APIn O settings T KR4 > 2R L TIFI XA CephFRELBETE AV YR

503

=7 o

GET /api/settings

5

FMETEELRA Toa v YR MNERRLET,
NFGA—4—

1

g1 —:

o names: 4+ 7 av&DIAVIRYY ) X K

GET /api/settings HTTP/1.1
Host: example.com

AF—4HZX3—FK

200 OK - Okay.

400 Bad Request - Operation exception 5##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access. Tmm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
BLTLKEIWN,

PUT /api/settings
AT7F—HX3—FK

200 OK - Okay.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exceptionZ##lild. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.J\#ICA T A1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X v o 3 V&R L TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV RART 1 —%
BLTLEIWN,

DELETE /api/settings/NAME
NSA—5—
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AT—4HRA3—F
® 202 Accepted - Operation is still executing.# A 7 ¥ 2 —%Z#E L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception Z#fflll&. L ARV A RT 1 — %R L T X
LY,

® 401 Unauthorized — Unauthenticated access. TR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD L ARV ART 1 —%
BMLTLKEIW,

GET /api/settings/NAME
A
BEATvavERTLET,
NFIA—H—
¢ NAME 2#XFF& LTA TV a VAICBIHMAET,

R

GET /api/settings/NAME HTTP/1.1
Host: example.com

ATF—4HAa—FK
e 200 OK - Okay.

® 400 Bad Request - Operation exception 7 fflll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access. IZR#ICA T A1 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZRD L ARV RART 4 —%
FEER L T 72X,

PUT /api/settings/NAME
NSA—H—
¢ NAME 2#XFF& LTA TV a VAICBEIHMAETS,

Bl

PUT /api/settings/NAME HTTP/1.1
Host: example.com
Content-Type: application/json
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{
"value": "STRING"

}
A7—4ZX2—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 12— L T XLy,

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHRL TS
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
FEER L T 72X,

B EfE R
o F¥ffllX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T ZX
LY,

A.28.CEPH % X ¥

Ceph RESTfulAPI M task T RRA >~ h&FHA LT Ceph ¥ RV ERRT DDDAY v RS,

GET /api/task
A
Ceph# RV %=RRLET,
INFA—5—
e /T!)—:
o HRAI Y XU DAHI,
Bi:

GET /api/task HTTP/1.1
Host: example.com

ATF—4HZAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception.f#ffliZ. VARV ZART 1 —ZMHR L TS
LY,

® 401 Unauthorized - Unauthenticated access. IR#ICA T A1 >~ L TLEI L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

B =Sk
o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
W,
A29. 7L X KN —

Ceph RESTful API O telemetry T KR4 >~ M % L T telemetry Ceph Manager €Y 12—l D7 —
YHEBEBTHLHOHDAY Y KSR,

PUT /api/telemetry
A
telemetry EV 2 — )L CTREL LT Y DEEEBMFLIEEMHICLET,
NFGA—F—

e enable: 7—JL{ETY,

e license_name: XF5 D& (fl: sharing-1-0) T¥, 21— —hERHEL. TL AN —
T EHRBETEIAEVRAEZITANDEDICLTLEIW,

R

PUT /api/telemetry HTTP/1.1
Host: example.com
Content-Type: application/json

{

"enable": true,
"license_name": "STRING"

}
AT—4HRX3—F
e 200 OK - Okay.
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E L T I LY,

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZHRL TS
LY,

® 401 Unauthorized - Unauthenticated access. TZR#ICA T A1 >~ L TLEI L,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error — Unexpected error, A9 v 2 NL—ZXD L ARV RART 4 —%
FEER L T 72X,
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GET /api/telemetry/report

B

Ceph BLUTNAZADLR—ITF—49%ERRLET,

Bl

Host: example.com

I GET /api/telemetry/report HTTP/1.1

AF—4HZX3—FK

BIER R

200 OK - Okay.

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access.T#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 V&EFEL TLEI W,

500 Internal Server Error - Unexpected error. A9 v 7 NL—ZD L ARV RART 1 —%
HEERL T 23X,

o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X

(AN

A.30.CEPH 1 —#—

Ceph RESTful API D user T RiRA ¥ M &ER L T Ceph 2—H—DFFMA R~ L. Ceph 12— —
NRRAT—RZzEEBTDHEDSRTY,

GET /api/user

BTL

A—HY—DVAMERTLET,

il

GET /api/user HTTP/1.1
Host: example.com

AF—4HZX3—F
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400 Bad Request - Operation exception Z##llld. L ARV ART 1 — %R L T X
LY,

401 Unauthorized — Unauthenticated access.Jx#ICA T 1~ L TL I L,

403 Forbidden - Unauthorized access./N\—3 v o 3 V&EFEL TL I W,
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® 500 Internal Server Error — Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
LTI,

POST /api/user
Bi:

POST /api/user HTTP/1.1
Host: example.com
Content-Type: application/json

{
"email": "STRING",

"enabled": true,

"name": "STRING",

"password": "STRING",
"pwdExpirationDate": "STRING",
"pwdUpdateRequired": true,
"roles": "STRING",

"username”: "STRING"

A7—4HZX2—F
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 2 7 F 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception Z##flll&. L ARV ZART 4 — %R L T EX
LY,

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\—=3X w3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BLTLKEIW,

DELETE /api/user/USER_NAME
RFIA—5—
e USER_NAME (&, XFA& L TA—HY—DHEBIICEITAZTT,
ATF—49X3—F
® 202 Accepted - Operation is still executing.# X 7 ¥ 2 —%Z#E2 L T I LY,
® 204 No Content - Resource deleted.

® 400 Bad Request - Operation exception. 5 fflliZ. VARV ZART 1 —ZMHRL T LS
LY,

® 401 Unauthorized — Unauthenticated access. IZR#ICA T A >~ L TL I L,
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® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLEIW,

GET /api/user/USER_NAME
NFA—5—

e USER_NAME (3. XFHELTAI—HF—DEFICEZIHAIT,

R

GET /api/user/USER_NAME HTTP/1.1
Host: example.com

ATF—4HAO—K
e 200 OK - Okay.

® 400 Bad Request - Operation exception. 7 flll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access. R#ICA T A4 >~ L TL I L,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error, A9 v 7 NL—ZXD L ARV RART 4 —%
L TLLEIW,

PUT /api/user/USER_NAME
INFA—5—

e USER_NAME (3. XFH&ELTI—HF—DEFICEZIBAET,

R

PUT /api/user/USER_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"email": "STRING",

"enabled": "STRING",

"name": "STRING",

"password": "STRING",
"pwdExpirationDate": "STRING",
"pwdUpdateRequired": true,
"roles": "STRING"

ATF—4HZX3—FK

® 200 OK - Okay.
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® 202 Accepted - Operation is still executing.# 27 ¥ 2 —%Z#E L T XLy,

® 400 Bad Request - Operation exception. 5 ffliZ. VARV ZART 1 —ZMHER L TS
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZXD LV ARV ART 1 —%
BMLTLKEIW,

POST /api/user/lUSER_NAME/change_password
NSA—H—

e USER_NAME (3. XFA&ELTAI—HF—DEFICEZIHAET,

Bl

POST /api/user/USER_NAME/change_password HTTP/1.1
Host: example.com
Content-Type: application/json

{
"new_password": "STRING",

"old_password": "STRING"
}

ATF—4HZAO—K
® 201 Created - Resource created.
® 202 Accepted - Operation is still executing.# 2 7 ¥ 2 —%Z#E L T XL,

® 400 Bad Request - Operation exception. 7 fflll&. L ARV ZART 4 — %R L T EX
(A

® 401 Unauthorized - Unauthenticated access.&#ICA Y71 >~ L TL XL,
® 403 Forbidden - Unauthorized access./S\— 3w 3 V&R L TL I L,

® 500 Internal Server Error - Unexpected error. A9 v 7 NL—ZRD L ARV RART 1 —%
BMLTLEIW,

POST /api/user/validate_password
A
NRAT—REEREL T, XRRAT—RR)I—PFELINTWEINEI I ERIBLE T,
INFGA—F—
e Password: 59 5/V X7 — R,

o 1—YH¥—-H FE, 1—H—DHKAL
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Bl

old_password: &5, &\ IRT— K,

POST /api/user/validate_password HTTP/1.1
Host: example.com
Content-Type: application/json

{

"old_password": "STRING",
"password": "STRING",
"username”: "STRING"

AF—4HZX3—FK

BIER R

o F¥ffilX. Red Hat Ceph Storage FAFE H A KD Ceph RESTful APIDE%ZSRL T X
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(AN

201 Created - Resource created.
202 Accepted - Operation is still executing.¥ 2 7 ¥ 2 — %R L T X W,

400 Bad Request - Operation exception. 7 fflid. L ARV ART 1+ —&HERL T LI
LY,

401 Unauthorized — Unauthenticated access. mm#ICA T 1 >~ L TL I L,
403 Forbidden - Unauthorized access./N\—3X w3 U &EFEL TLEI W,

500 Internal Server Error - Unexpected error. 29 v 7 NL—ZD L ARV RART 1 —%
HEERL T 23X,


https://access.redhat.com/documentation/ja-jp/red_hat_ceph_storage/5/html-single/developer_guide/#ceph-restful-api

HRBS3 D—KMIRY I TX Ay F—

(F4%B S3 D—IEMAR ) VTR Ay 4 —

UTFDORICIE. BWR—MBHNR)ITZA MY S —EZDHRAEZFEHDTVET,

FBIVIITRAMAYYT—

YHTR Ay F—
CONTENT_LENGTH DOIRAMRT 4 —DRE,
DATE ERDARE B (UTC B4,
HOST AR MY —R—DE&H],
AUTHORIZATION EKRBN—=T Y,
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F8KCS3 D —fEMR L ARV RARAT—H XAO—NR
LUTORIZ, BWE—BHAHTTP LARYARTFT—FRAE[/HRTDI—RERLTWET,

KCILARYADAT—H R

HTTP RF7—4% R LAKRYZRO—F

100 Continue

200 Success

201 Created

202 Accepted

204 NoContent

206 Partial content

304 NotModified

400 InvalidArgument

400 InvalidDigest

400 BadDigest

400 InvalidBucketName

400 InvalidObjectName

400 UnresolvableGrantByEmailAddress
400 InvalidPart

400 InvalidPartOrder

400 RequestTimeout

400 EntityToolarge

403 AccessDenied

403 UserSuspended

403 RequestTimeTooSkewed

354



HABRCS3D —WHRL ARV ART—HZXO—K

HTTP RF7—4% R LARYZO—F

404 NoSuchKey

404 NoSuchBucket

404 NoSuchUpload

405 MethodNotAllowed
408 RequestTimeout
409 BucketAlreadyExists
409 BucketNotEmpty
411 MissingContentLength
412 PreconditionFailed
416 InvalidRange

422 UnprocessableEntity
500 InternalError
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HEEDS3I Y R—bhINABWAY Y —T 4 —ILR

KDAYR— b INBWAYST —T1—ILEK

EA:1] il

x-amz-security-token 7 ITX K
Server LRRV R
x-amz-delete-marker LRARV R
x-amz-id-2 LRERV R
x-amz-request-id LRARY R
x-amz-version-id LRERV R
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AFBMESWIFTY VTR Ay 55—

MERESWIFT Y 2 TR hAw 4 —

KEIVIIRA MY SHT—

X-Auth-User FREE Y % F—®D Ceph Object Gateway D 1 —H'—%, String =W

X-Auth-Key Ceph Object Gateway @ 1 —H —ZICE &M IF S F—, String [=qA
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HERF SWIFT L ARV AN w & —
Y—N—5DL ARV RITIE, X-Auth-Token DEIZFNTWBRE, N HY FT, LRAKRYRIC
&, APIO RFa AV M2ATHDY) VTR MIIEEIN S API_VERSION/ACCOUNT #2585 % 124
¢ % X-Storage-Url 6 S XN 2 0JgEENHY X7,

RKFILARYZAAY H—

i A i
X-Storage- ERICI/E I N7 X-Auth-User D& ~—7 >, String
Token

X-Storage-Url I1—4%—® URL & API_VERSION/ACCOUNT /X %z, String
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ZnSDfE. Python D boto3 €2 2 —J)L %R L T. Ceph Object Gateway M Secure Token
Service (STS) DEEEMFELTWVWET, I o5DHITIX. TESTER2 (Z TESTERT IC& > TR I iz
A—JLZRBELTWET, hid. O—LICBIYETONAN—I vy avR)Y—IZEDWT
TESTER1 A’ FIET B S3NY—RICT7 VAT 3HTTY,

AssumeRole DY Y F)LigO—ILEFER L. R —&20O0—JLICEIYETET, RIS, —BEREIERE
HEL. ZNOSO—EFRIERAFAL TSIV Y —RICT7I7ERT20-IILEEBELET,

AssumeRoleWithWebldentity ®flliZ. OpenlD ConnectID 7 O/XA 4 —T# % Keycloak = A L T
N7 TV r—>avaEFERLTCI—Y—%2E L. O—ILDT7 I ERFARY O —IH> T—RHAR
SREFERENMBLTSIYY —RIC7IERTH5O0-LEB|IEZITET,

AssumeRole Dl

import boto3

iam_client = boto3.client('iam’,
aws_access_key_id=ACCESS_KEY_OF_TESTER1,
aws_secret_access_key=SECRET_KEY_OF_TESTERI,
endpoint_url=<IAM URL>,

region_name="

)

policy_document = "{\"Version\":\"2012-10-17\" \"Statement\":[{\"Effect\":\" Allow\",\"Principal\":
{\"AWS\":[\"arn:aws:iam:::user/TESTER1\"]},\"Action\":[\"sts:AssumeRole\"]}]}"

role_response = iam_client.create_role(
AssumeRolePolicyDocument=policy_document,
Path="/",

RoleName='S3Access',

)

role_policy = "{\"Version\":\"2012-10-17\",\"Statement\":
{\"Effect\":\"Allow\" \"Action\":\"s3:*\",\"Resource\":\"arn:aws:s3:::*\"}}"

response = iam_client.put_role_policy(
RoleName='S3Access',
PolicyName="Policy1’,
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,
aws_access_key_id=ACCESS_KEY_OF_TESTER2,
aws_secret_access_key=SECRET_KEY_OF_TESTER2,
endpoint_url=<STS URL>,

region_name=",

)

response = sts_client.assume_role(
RoleArn=role_response['Role"]['Arn’],
RoleSessionName='Bob',
DurationSeconds=3600

)
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s3client = boto3.client('s3',

aws_access_key_id = response['Credentials']['AccessKeyld],
aws_secret_access_key = response['Credentials']['SecretAccessKey'],
aws_session_token = response['Credentials']['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",)

bucket_name = 'my-bucket’
s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

AssumeRoleWithWebldentity Dl

import boto3

iam_client = boto3.client('iam’,

aws_access_key id=ACCESS_KEY_OF_TESTERT,
aws_secret_access_key=SECRET_KEY_OF_TESTER1,
endpoint_url=<IAM URL>,

region_name="

)

oidc_response = iam_client.create_open_id_connect_provider(
Url=<URL of the OpenID Connect Provider>,
ClientIDList=[
<Client id registered with the IDP>
1,
ThumbprintList=[
<IDP THUMBPRINT>
]
)

policy_document = "{\"Version\":\"2012-10-17\" \"Statement\"\[\{\"Effect\":\"Allow\" \"Principal\":\
{\"Federated\":\[\"arn:aws:iam:::oidc-provider/localhost:8080/auth/realms/demo\"\\},\"Action\":\
[\"sts:AssumeRoleWithWebldentity\"\],\"Condition\":\{\"StringEquals\":\
{\"localhost:8080/auth/realms/demo:app_id\":\"customer-porta\"\\\\}"

role_response = iam_client.create_role(

AssumeRolePolicyDocument=policy_document,

Path="/',

RoleName='S3Access/,

)

role_policy = "{\"Version\":\"2012-10-17\",\"Statement\":
{\"Effect\":\"Allow\" \"Action\":\"s3:*\",\"Resource\":\"arn:aws:s3:::*\"}}"

response = iam_client.put_role_policy(
RoleName='S3Access',
PolicyName='Policy1',
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,

aws_access_key id=ACCESS_KEY_OF _TESTER2,
aws_secret_access_key=SECRET_KEY_OF_TESTERZ2,
endpoint_url=<STS URL>,

region_name=",
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)

response = client.assume_role_with_web_identity(
RoleArn=role_response['Role'|['Arn,
RoleSessionName='Bob’,

DurationSeconds=3600,

WebldentityToken=<Web Token>

)

s3client = boto3.client('s3’,

aws_access_key_id = response['Credentials']['AccessKeyld],
aws_secret_access_key = response['Credentials']['SecretAccessKey'],
aws_session_token = response['Credentials']['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",)

bucket_name = 'my-bucket’

s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

BEE R

e Python @ boto €2 2 —/LDFERAICEY 55##fld. Red Hat Ceph Storage Object Gateway 5%
EBSUCEBHMRFOSIT7I/EADTAM €723V ESRLTIEI Y,
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