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SSL Error

The connection failed because the SSL Certificate for the target is not trusted.

To add the SSL certificate for this target, go to

3. Security "9 V%) v LFd, CryostatWeb AV Y —IL TV 1~ KIHBE. Security
FAT7ATRY ) ADNRRIINET,
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Security

Import SSL Certificates (2
Add SSL certificates to the Cryostat server truststore.

You must restart the Cryostat server to reload the certificate store.

Upload

Store Credentials @

Credentials that Cryostat uses to connect to Cryostat agents or target JVMs over JMX are stored in encrypted storage.

The locally-stored client credentials held by your browser session are not displayed here. See Settings to configure locally-stored credentials.

Delete

No Stored Credentials

4. Upload R¥ %2 v LET, Cryostat Web 3> —JL T Upload SSL certificate 7 1 >
FOLRAESET,

B41.3 Upload SSL certificate 7 1 > K7

Upload SSL certificate

Select a certificate file to upload. Certificates must be DER-encoded (can be binary or base64) and should have .der or .cer extensions.

Certificate File *

1

Drag a file here

or

Upload

Accepted file types: CER, DER
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® Persistent storage using local volumes (Red Hat OpenShift) Z2&8R L TSI W
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Authentication Required x

This target JVM requires authentication. The credentials you provide here will be passed from Cryostat to the target when establishing JMX
connections. Enter credentials specific to this target, or go to Security to add a credential matching multiple targets. Visit Settings to confirm and
configure whether these credentials will be held only for this browser session or stored encrypted in the Cryostat backend.

Username *

Password *

Save Cancel
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Store Credentials x

Create stored credentials for target JVMs. Cryostat will use these credentials to connect to Cryostat agents or target JVMs over JMX (if required).

Match Expression * & o Visualizer L Test

Visualize via: ® Graph View O List View

Enter a match expression. This is a Java-like code snippet that is
evaluated against each target application to determine whether the
rule should be applied.

Username *
It M
) )
Password *
[‘ o.cryostat.Cryostat es.andrewazor.demo 3ai i es.an

¥ !

es.andrewazor.demo.Main cryostat
54 M
Q@ a x I )

3. Match Expression 7 4 —JL KIZ, —HROFMEIEEL T,

pa 3

SR 74 3 %EIRT % &, Match Expression Hint 2 =R N CHEEEDE
RRRINET,

4. Save &7 ') v LEd, StoreCredentials 74 v RIIZF—TILTV M) —BRRI N,
& —%4v kN JVM D Match Expression BN RINE T,

B41.6 Store Credentials R4 v DF—TILTY MY —DH

Store Credentials @

Credentials that Cryostat uses to connect to Cryostat agents or target JVMs over JMX are stored in encrypted storage.

The locally-stored client credentials held by your browser session are not displayed here. See Settings to configure locally-stored credentials.

Delete

o~ Match Expression Matches

> O target.alias == 'cryostat-sample-7dd96f95cd-7hhnk' || target.annotations.cryostat[ PORT'] == 9091 [ 1]
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JE—L. ZDT—4% % Cryostat 1 VRAH V ADKEEA ML —L DIFFTICREFEL £9. Red Hat build
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nrckmmR) 1 —LEK (PVC) ICHEBRELET,

JFRLO—=FT 4 7k, ZTOREICEABRRLLT7—HATTEET, IS, JFRLO—FT1VIHBR
FTwTavhNET—HhA4T7TB52EHETEET,
AR

® Cryostat 1 Y 24V ADRiEE#HRE AN L7,

o Y=y NIVMLIO—Ta4 v J%EHL. RIAEHREZ AN L TH Y, Recordings ¥ =1 —IC
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B2 1JFRLA—T 1 Y JRADT7—NA TR >
Target: quarkus-test-7c95cc5b-vjdzq (service;jmx:rmi///jndi/rmi//10-128-2-17.cryostat-test. pod:9097/jmxrmi) ¥

Active Recordings Archived Recordings

Y Name = Filter by name. - [ Archive H Edit Labels H Stop l
s

O Name Start Time Duration State Option

Labels

> demo_recording_1 30/2023 11:21:26 AM GMT Continuous RUNNING toDisk: true template.name: Profiling | template.type: TARGET

2. Archive R¥% V%21 vy  LET, Cryostat i, JFRLOIA—=FT 14 VI DT7—hA4 T%=EKLZE
-a—o
BIRLAY =7y BIVMICEET 2 ZDMOL I—7T 1 v & EEIT. Archived Recordings
HTDIDNST—HATINLOA—FT 1 VI ERRTCEET,
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Archives

All Targets All Archives Uploads

Q Search Hide targets with zero recordings

Target Archives

> quarkus-test-7c95ce5b-vjdzq (service;jmxrmi;/y/jndi/rmi//10-128-2-17.cryostat-test.pod:9097/jmxrmi) o

)

F—AATINLA—T 4 I RWNI—Fy NIVM TV M) —%ZHIFRY 5ICIE. Hide
targets with zerorecordings F v V7R v 7 R %ZIRL X7,

VMY =5y RIV N —DREICHBDTREI(V) 20 ) v 0d5E. 71409 —HKeEICT I/t
ATEFT, COMBETIE, SIRIVERELTT7 1LY —%58{6 LY., Delete R V%5
Dy O LTT74I9—%HIBRLEZYTEET,
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FIDt) A RKRRINZET,

. All Archives T—7LICBEILE T, TDT—7ILIE All Targets T— 7 ILICELTWLWE A All
Archives 7— 7 )LICIE, Cryostat ' Cryostat HCT7—hAA T L7 71D EDY—45 v b
JVMT7FYr—oa vy A RKRRINET,

R

T—=hATEINET7AIICERBITRERIVM 7 T 5= a3 Ui WgE., £
D7 7AIIFEBIEZH = All ArchivesT— 7 ILICY) A NI ZFETH, BHELU lost
DFDXRANINEET—TIVATHETET,

ATV avi T—hAATINAELO-T 4 T EEIRT RIS, BEDT—HAM4 TIhik JFR
Ld—F 4 Vv /JHEBOEICHZF v IRy IVRAEREIRL, 7OV 7 MR RINS Delete
Vv LEY,
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Target Archives
v quarkus-test-7c95cc5b-vjdzq (service;jmxrmi://jndi/rmi;//10-128-2-17.cryostat-test.pod:9097/jmxrmi) 1]
Y Name ~  Filter by name - Edit Labels
Name Labels Size
v quarkus-test-7c95¢cc5b-vjdzg_demo_recording_1_2023N30T123324Z jfr template.name: Profiling | template type: TARGET 7031KB
Automated Analysis
DMS biased_locking classloading code_cache environment_variables exceptions

0 DOV Incidents

0 Biased Locking Revocat..

0 Class Leak
@ Class Loading Pressure

0 Code Cache

@ Passwords in Environme.

@ Thrown Exceptions
© Thrown Errars

file_io garbage_collection gc_configuration heap java_application jvm_information
O File Read Peak Duration @ GC Pause Peak Duration & Compressed Oops © Free Physical Memory @ Application Halts @ GC Setup

O File Write Peak Duration

lock_instances

& Context Switches

©® Java Blocking

memoryleak

© Heap Live Set Trend

method_profiling

@ Method Profiling

@ GC Pressure

6 more

processes

@ Competing CPU Ratio ..

& Competing Processes

@ High JVM CPU Load

zzzzzz

recording

@ Discouraged Recording ..
@ Lost Flight Recorder Bu...

{0 Stackdepth Setting

socket_io

@ Socket Read Peak Dura..
O Socket Write Peak Dura...

Total size: 703.1KB
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® Persistent storage using local volumes (Red Hat OpenShift) 2588 L T I W,
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pa 3]
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2. Active Record ¥ 7 % 7=1& Archived Recordings ¥ 7% 7)) vV LT, ®ERLI—FT4 V7
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B24JFRLO—FT A VI DA —/R—70O—A=a21—DEKRK

Active Recordings Archived Recordings

Y Name ~  Filter by name.. - Archive Edit Labels Stop Delete

O Name Start Time Duration State Options Labels
O > demo_recording_1 11/30/2023 11:21:26 AM GMT Continuous RUNNING toDisk: true template.name: Profiling | template:type: TARGET
[m] > demo_recording_2 11/30/2023 11:21:43 AM GMT Continuous RUNNING toDisk: true template.name: Continuous | templatetype: TARGET

Download Recording

View in Grafana ...
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52EHTEZEY, Cryostat DY —JILiE. LW Cryostat 41 Y R4 Y RILT7y FO— KX hikL
d—F4 V7 %=ERALET,
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AR
e Cryostat 1 VR4V ZADERiEE#HRE AL,

o JFRLO—74 VU %MK L7, JDKFlight Recorder (JFR) L O—F 1 ~ 7 M{ERK (Cryostat
HEALAZJIFRLO—T1 Y JOER) 28R L T EILW,

o FUTATRLA—TAVIELET—HA4TINLA—T 1 I DY O— K (Cryostat
EFEALAJIFRLO—T4 Vv JDER) 2SR L TLEIL,

FIg
1. Cryostat 1 ¥ A4 > ZA®M Archives X Z a2 —ICBEL £ 7,

B42.5 Cryostat Web J Y —JL® Archives X —1—

= :§: cryostat A O @ kubeadmin -

All Targets All Archives Uploads

Q, Search Hide targets with zero recordings
Target Archives

> quarkus-test-7c95¢ce5b-vjdzq (service:jmermiz///jndi/rmi:/10-128-2-17.cryostat-test.pod: 9097/ jmxrmi) <«

2. #AF¥av:Uploads T—7 IS, Py TO—RINAEAITRTOIFRLOA—F 4 VT ERT
TXEFYJ, Uploads 7—7JLICIE, AllTargets 7— 7L EDMDOH AR E, DT—TIL &
BROTAIWNY YV TAAZXLERBIFAETNTWET, Archives X Za—D7 45 YV
ANZZXLEFERALT, BEAERY—T Y NIVM T TN r—>a v aFRRVWAREELNH S
T—HAAT 774NV ERDIITBIEETEET,

B12.6 Archives X =21 —® Uploads ¥ — 7 )L

All Targets  All Archives  Uploads

Y Name w  Filter by name - Edit Labels Delete E]

3. 7y 7O—KR742av%%0 ) v- LEY, Re-Upload Archived Recording 7 1 >~ R A%,
Cryostat Web 1 ¥4 —7 x4 RICKRRINET,
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https://access.redhat.com/documentation/ja-jp/red_hat_build_of_cryostat/2/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings
https://access.redhat.com/documentation/ja-jp/red_hat_build_of_cryostat/2/html-single/using_cryostat_to_manage_a_jfr_recording/prroc-downloading-active-archived-recordings_assembly_archive-jfr-recordings

F2EIFRLA—FT AV ITDT7—hA7T

B42.7 Re-Upload Archived Recording 7 1 - K

Re-Upload Archived Recording

Select a JDK Flight Recorder file to re-upload. Files must be .jfr binary format and follow the naming convention used by Cryostat when archiving

recordings 71
JFRFile *

1

Drag and drop files here

ar

Upload

Accepted file types: JFR

» Show metadata options

Submit Cancel

4. JFRFile 74 —JVL RT, Upload 22 ) w7 LET,
5 WERFAN DT 7AINTHZIFRLIA—TFT AT 774V EHEL, Submitz/ ) v I L&
-a_o
Pz
Frld, jir 7740 % JFRFile 74 —ILRICRSy 7y RROy 952 &
£t TEXET,

JFRLO—FT 177 74I)uH Uploads T— 7L THRZ X7,

BJ2.8 Uploads 7—7IVIc$H B JFR L O—TFT 1 ~ 7 Dfl

Archives

All Targets All Archives Uploads
Y Name ~  Filter by name - Edit Labels Delete E
] Name Labels Size
368.77 KB

m] > quarkus-test-agent_default_20230606T085613Z.jfr
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EIEANRNYENTVTL—h

Cryostat ICl&, T 74 MDARY NFUYTL—IMAEEFATVWET, ChEFERTZE §—4Fv b
VM DR T =RV RAEEZY—FBHODIFRLOA—FT 4 75T IR ERTEET,

BLARILARY NFVTL—MNDEA

JDK Flight Recorder (JFR) L O —F 14 Y VY DEREEFIC. UTFOWTIHIDT 74 MARY N TV T
L—h2ZEIRTEEY,

o —EHE. FALIFARMIELINZET, =45y kN JavaRIEY > ¥ (JVM) DEXRI A
Ty EINET BT L — b,

o —FEHIE. F/LWEIBATMICELINDET, =7 v b JdavaRIEY YV (UVM) DFFl7RT —
YEPRETZTOT7A4)VTTFVTL— N,

EELNDTIAINMRYNTFY L= E2FERALT, =Y NIVM DR T =XV RAEEZ
H—FBODIFRLA—T 1 VI ERRIERTEET, EELDARVYINTFYTL—bE, BE
IKISCTETRETEE T, &2 TIFMMRYNTFYTL—=MIRET7 TV 5= 3 VEED
HRAILARY MDEFNLRWVED, TNOEDHRIYLARY NEARY LTV T L—MNIBINT 30
ERXHYFET,

Cryostat i& ALL meta-template 54 R— KL ET, ThEFERAT I E. JFRIEFSY—T Y M IVM DT
RTCDARY ML THEZH—TEXET, EIRXVINIATICRT 74 MED'HY T, ALL
meta-template ICI& XML EEMN S EF RV, ALL meta-template D XML 7 7 A )L &S > O—
RTBZeldETEZHEA,

[} =355

® |Installed Operators = 7> 3 » % L T. Cryostat 2.4 % Red Hat OpenShift IC4 ¥ X k—
L7,

® Red Hat OpenShift A< £ 4 ~C Cryostat 1 Y 2% ¥ A% {ERR L 7=,

FIR

1. Cryostat 1 ¥ X% > ZM Dashboard /XX JLT, KOv FH¥ I 1) 2 M5 Target JVM %i#
RLZET,

2. #F>a>: Topology /X% T, Addtoview 74 AV ARIRLTHY—45v M VM EEET

TEY, PAAVEERTDE. ARILY—T v MERURL ZEHET 272DDT 4V ROD
HEET,

a. Connection URL 7 1 —JL RIZ. JVM D Java Management Extension (JMX) T~ R/RA
YhDURLZAALET,

b. 7> a>: Alias 7 4 —JL KIZ, JMXService URLDITA YT REANLET,

c. Create 27 1)wv o LET,
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E43.1Create Target ¥4 7OV Ky I R

Topology * Create Custom Target

Create Custom Target

0 Note: If the target requires authentication, use JMX Credential Options to provide credentials.

Connection URL *

service;jmexrmi/j/jndl/rmi;/10-131-0-25.cryostat-test.pod:9091/jmxmi

JMX Service URL. For example, servicejmexrmi//jndi/rmi//10-131-0-25.cryostat-test pod. 9091/ jmxrmi L]

Alias @

Connection Nickname (same as Connection URL if not specified). (9 <Name>

JMX Credential Options ) Click on the sample nods above to test custom target definition

Creates credentials that Cryostat uses to connect to target JYMs over JMX.

Create

3. CryostatWeb AV Y —ILDFESF—>a v AZa—hb, Events Z27 1)v I LET, Web O
> —)L T Authentication Required ¥ 41 7OV DAL BENHY T, 7OV T MHARFRE
N7 5. Authentication Required ¥4 7O 7R o X Username & Password = A7

L. Save& 2 ) w o LTH—45 v N IVM ICFREEBHRAIRHELE T,

R

AURETEEY,

AZa—%ERLZET,

BIRLAEY =5y N IMX T, JMX IR LT SSL/TLS SEBAEA BN ARG E
i, 7OV MDA RRINLSIAELEMT Z2HELGHY 7,

Cryostat i&, ¥ =4y NJVM 7)) r—> 3 v DOREEREZFBES{E L.
Red Hat OpenShift Mk #EAR ) 2 —ALEK (PVC) ICHRAI N TWE T —F R—

Event Templates ¥ 7 C. VA RINLARY NFYTFL— 2RO}, ZOMODA T3>

5. ZOfDA T3 X=a—n5, Download 22 ) v LET, ARL—F 4 VIV RTF A
DEREICIHLT, Z27M4IVREYAT7ATPRAETET, 774V EEEDBFAICEELE T,

BI32A RV MUY TL— b DEDOMDA T a v X =—a—0f
Target: quarkus-test-7c95ccSb-vjdzq (service:jmx:rmiyy/jndifrmi//10-128-2-17.cryostat-test. pod:9097/jmxrmi) ¥
Events
Event Templates Event Types

&

Name Deseription
ALL Enable all available events in the target JVM, with default option values. This will be very expensive and is intended primarily for testing Cryostat's own capabilities.
Continuous  Low overhead configuration safe for continuous use in production environments, typically less than 1% overhead

Profiling Low overhead cenfiguration for profiling, typically around 2 % overhead.

Provi...
Cryostat
Oracle

Oracle

Type
Target

Target

Create Recording...

Download

17
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6. TTAIKNDI7AINITAI—TI774INERAE, BREIGLTI7 7ML 2RELET, &
EDLTBEARFTDICNE. 774V ERETIVREIHYET,

pa 3

BOERET 7 7 4 LD EICRILD description & & U provider B IC{E %8
mcExd,
Events X —a21—M'% Event Templates ¥ 7IC#&IL. Upload 713> %20y o LET,
Cryostat Web 3> —JL T Create Custom Event Templatef[ X £ 7,

B43.3 Create Custom Event Template 7 1 > K7

Create Custom Event Template

Create a customized event template. This is a specialized XML file with the extension jfc, typically created using JDK Mission Control, which
defines a set of events and their options to configure. Not all customized templates are applicable to all targets -- a template may specify a
custom application event type, which is only available in targets running the associated application.

Template XML *
kA
Drag a file here
or
Upload
Accepted file types: XML, JFC
Submit Cancel

8. Upload 27 )v o L. 72N KDIT7ANIT 149 —%FRALT, 1 DULDHREFHAN
YRFUTFL—=MT 74 I)L% Cryostat Web AV Y —JLIC7y 7O—RKLET, 771/l %
Template XML 1 Y RDICRS v V7Y RROY T35 EHTEET,

9. Submit R %45 1) v LZEF., Cryostat Web I —JLT Event Templates ¥ 7HFA X,
ARAYLARY NTFYTL—IMHRRRIINET,

10. #AF2av:ARVENFUYTL—MEERTZE, ROWTNHIDA T avERERL, V7
L—RMNEEBALTJIFRLO—F1 V745 ERTEET,

® AutomatedRules X Za1—Mm5 Create 27 ') v 7 L. Template Y X DS A XY NFT YV
TL—hEERLET,

e Events XZa—n5, UAMNINEZARVYINFUYTIL—MERDF, ZTOMDA T3>
X Za—7H5 Create Recording #:#IRL £,

Recordings X =21 —® Active Recordings ¥ 7T, Create#7 'Yy LXY,

BIER R

e JDKFlight Recorder (JFR) L 3 —7 1 » J DER (Cryostat ZfEA L JFRLI—FT 4 V7D

fER) #ZRLTLIEE W,

o SSLEIBAE(D T v 70— K (Cryostat £ L7z JFR L O—5 1 Y 7 OBE) #BBL T

EZ N
Ty,
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https://access.redhat.com/documentation/ja-jp/red_hat_build_of_cryostat/2/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings
https://access.redhat.com/documentation/ja-jp/red_hat_build_of_cryostat/2/html-single/using_cryostat_to_manage_a_jfr_recording/#proc-uploading-ssl-certificate_assembly_security-options

EIBARVYIMNTVTL—b

e UDKFlight Recorder (JFR) La—7 4 ¥/ D7 —74 7 (Cryostat ZfFH L/ JFRLOI—T «
VIDER) ZSZRLTLLEIW,

o HENMbLIL—ILDOBEMIL F L IZEFEMIE (Cryostat TOBEENMEIL—ILDFER) 28R LTI W,
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%45 !f)b =W U r—3av
Cryostat l&, JFRLOA—T 14 Y JILE DK T—Y DDA EEBIETEZHEDT T r—av ek
AINTWVWET,
4.1.GRAFANA CO JFR L O—F 41 V7 DEXRT=
Cryostat2.4 (& Grafana 7 7 r—o 3 Vv EBAEINTWS o, Grafana TJFRLOA—T 1 v I 57—

Y570V MNTEFET, 7O0Y M TF—952HBTEICRY>TERRL, =45y NIVM T T 4—
avONRNITA—IVRAEEBICATEET,

AR
e Cryostat 41 Y24~ ADERIEERE AN L7,

o JFRLO—7+4 YU %M L7, JDKFlight Recorder (JFR) L I—7F 1 ~ 7 MAEEL (Cryostat
HEALLZJIFRLI—T 4 Y TDER) BB LTEIL

FIR
1. Cryostat 41 ¥ 24 > 2D Recordings X —a1—F 7/l Archives X Z a2 —ICBEL £,
2. WEIZIE LU T, Active Recordings ¥ 7 £ 7 ld Archived Recordings ¥ 7% 7)) v 7 L9,
3IFRLIA—FT A VIV %ERDIF. #—N"—70—AZa2—%FRLZET,

B41JFRLO—FT 14 Y OB TCHIA®EERA —/—70O0— XA =1 —1EH

Active Recordings Archived Recordings

Y Name ~  Filter by name.. - Archive Edit Labels Stop Delete

O Name Start Time Duration State Options Labels
O > demo_recording_1 11/30/2023 11:21:26 AM GMT Continuous RUNNING toDisk: true template.name: Profiling | template:type: TARGET
(] > demo_recording_2 11/30/2023 11:21:43 AM GMT Continuous RUNNING toDisk: true template.name: Continuous | templatetype: TARGET

Download Recording

View in Grafana ...

4, A—N—7JO—X=a—Hh5 ViewinGrafanad 7> ava o) v o LET, TILWWeb 75
DH— 4V RYTGrafana 7 75— a v EET X T,

5 Grafana ¥ v > aRh—RKDH A4 742052y 2 LET,
6. —IFIVTUTDIAYY RERITL., REFHRZHERLZF T,
<cryostat_name>=$(kubectl get cryostat -0 jsonpath="{$.items[0].metadata.name}')

oc get secret $<cryostat_name>-grafana-basic -o
jsonpath="{$.data.GF_SECURITY_ADMIN_USERY}' | base64 -d

oc get secret $<cryostat_name>-grafana-basic -o
jsonpath='{$.data.GF_SECURITY_ADMIN_PASSWORDY}' | base64 -d
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¥ 7=. Red Hat OpenShift M Cryostat details R—|Z#% % GrafanaSecret 1249 LYYV —2
(CR) W ORREIEHRZRDOIFZH I &ETEET,

B4.2 OpenShift IC$& 1T % Cryostat details R— M Grafana Secret CR

Project: cryostat-operator-system

stalled Operators » cryostat-operatorv2.20-dev > Cryostat details
@ cryostat-sample Actions ¥
Details YAML Resources Events
Cryostat overview
Name Application URL
yostat-sample yostat-sample-cryostat-operator
Namespace Grafana Secret
@D cryostat-operator-syste © cryostat-sample-grafana-basic

7. GrafanaWeb vV —)ILDA T A Y R—=IILEBHIBEREANDLET, Yy Pah—Ko1s VR
ORI, JFRLO—FT 4 VI DOTF—49 DI FIFARERI IOy hTRRINET,

8. AT av:7Ay hOERINEI AV MNERBIRLT, 7Oy bAEELEY., BELEDT—%
MERIN, ZOHBOT—YDAPRRIINET,

B4a3 70y NS 7HYD Grafana ¥y > ak— KHl

83 General / Cryostat Dashboard
Recording Duration Recording Start Time

30.0s 2022-11-02 13:31:12

v CPU & M

Total Physical Memory

768 miB

CPU Load

WETHE: 2024-01-02
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