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o HRARY > —%i#EAT % Check Point Management —/N—~DT7 7 ZAH'H %,

Fa
1. ansible-galaxy A% > K&fER L T acl_manager A—J)L& 1 VXA K—JLLZE T,

I $ ansible-galaxy install ansible_security.acl_manager

2. 1L W Playbook ZER L. ATRDIRSA—4—%BRELET, &z, EfETA TV
M SBHEATITV M 20047V NEDT IV EZAL—IV, BLUVEELTWEERED
774 79 +—)b (Check Point 4 &) TY,

- name: block IP address
hosts: checkpoint
connection: httpapi

tasks:
- include_role:
name: acl_manager
tasks_from: block_ip
vars:


https://docs.ansible.com/ansible/latest/user_guide/playbooks_reuse_roles.html#roles
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source_ip: 172.17.13.98
destination_ip: 192.168.0.10
ansible_network_os: checkpoint

3. Playbook %3217 L % 9 ($ ansible-navigator run --ee false <playbook.yml>),

PLAY [checkpoint]

TASK |Gathering Facts]
ok: [checkpoint]

TASK [include role : acl marager]

TASK [acl manager : include tasks]
included: /home/studentl/.arsible/roles/acl manager/tasks/providers/checkpoint/block ip.yaml for checkpoint

TASK [acl_manager : Search source IP host object]
ok: [checkpoint]

IASK [acl_manager : Create source 1P host object]
skipping: [checkpoint]

TASK lacl_manager : Search cestination IP host object]
ok: [checkpoint]

TASK [acl manager : Create cestination IP host object]
skipping: [checkpoint]

TASK [acl_manager : Create zccess rule to deny access from source to destination]
changed: [checkpoint]

PLAY RECAP
checkpoint : ok=5 changed=1 unreachable=0 failed=0 skipped=2 rescued=0 ignered=0
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ERLEL7zo MGMT H—NR—ICT7 2 EZAL. FiLWEF2 YT —RYI—DPEHRINhTWSE &
EHRELET,

BEEHR

O—ILDA YA M=JLICEAT 2L, Galaxy 50O —ILDA VA =)L BB LTI,

1.22. 7 74 77 #—JLIL—ILDHIBR
acl_manager O—J)LAFERALTCEFa YT 1 —IL—ILEBIKRLET,
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FIg

1. ansible-galaxy A% > K&fER L T acl_manager A—J)L& 1 VXA K—JLLZE T,

I $ ansible-galaxy install ansible_security.acl_manager

2. CLI #fFM L T. acl_manger A—JLC##f Playbook Z{ERR L. /ST XA —4— (f: V—RF T
VIV b BEFATIIIMN 200F TV MNEDT I A=) ERELET,

- name: delete block list entry
hosts: checkpoint
connection: httpapi


https://docs.ansible.com/ansible/latest/galaxy/user_guide.html#installing-roles-from-galaxy
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- include_role:
name: acl_manager
Tasks_from: unblock_ip
vars:
source_ip: 192.168.0.10
destination_ip: 192.168.0.11
ansible_network_os: checkpoint

3. Playbook =317 L % 9 ($ ansible-navigator run --ee false <playbook.yml>)

PLAY [checkpoint]

TASK [Gathering Facts]
ok: [checkpoint]

TASK [include role : acl_manager]

TASK [acl manager : include tasks]
included: /home/studentl/.ansible/roles/acl manager/tasks/providers/checkpoint/block ip.yaml for checkpoint

TASK [acl manager : Search source IP host object]
ok: [checkpoint]

TASK [acl manager : Create source IP host object]
skipping: [checkpoint]

TASK [acl_manager : Search destination IP host object]
ok: [checkpoint]

TASK [acl _manager : Create destination IP host object]
skipping: [checkpoint]

TASK [acl _manager : Create access rule to deny access from source to destination]
changed: [checkpoint]

TASK [include role : acl_manager]

TASK [acl_manager : include tasks]
included: fhome/studentl/.ansible/roles/acl_manager/tasks/providers/checkpoint/unblock ip.yaml for checkpoint

TASK [acl manager : Delete access rule that deny access from source to destination]
changed: [checkpoint]

PLAY RECAP
checkpoint 1 ok=7 changed=2 unreachable=0 failed=0 skipped=2 rescued=0 ignored=0
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F2Z ANSIBLE #FH L= Y NT— IR EBABS LUBHLET R
7 L (IDPS) @ B&E1t

Ansible AL TRy N7T—VFRERABLUMHIEY A7 4L (IDPS) #B#ETEE T, AEDEMW
L. Snort # IDPS & LTERBLEY., Ansible BEIENT%ZFEBL T, 4227, A=), EYVa—I/L#i
EnavrFvyarLsiaveEFERLTCEBHT7—770—%/EMLET,

2.1. BHE L VRHRSGE

Ansible T IDPS OB #{t % B9 2 HIIC. IDPS ZEEFEICEE T D /DICWERA VA M=ILEZRED
ELLITONTWBRIEAEERLET,

Ansible 29 LIENA Y A M—ILINTW 3,

SSHEmRB LUTF—DIREIN TV,

IDPSY 27 b2 7 (Snort) b1 YA h—ILEh, BREINTW3,

HLWRY Y —%@EAYT % IDPS ¥ —/3— (Snort) IKT7 VA TE %,

211 IDPS 1 > 2 N— )L DIREE
Snort AEBICHREINZI EAKET ZICIE. sudo BHTHUH LT, N—YavaERLET,

$ sudo snort --version

o -*>Snort! <*-

0" )~ Version 2.9.13 GRE (Build 15013)

" By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2019 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.5.3
Using PCRE version: 8.32 2012-11-30
Using ZLIB version: 1.2.7

H—E 2D sudo systemctl FEHTT7 V74 TICERITINhTWB I 2R LE T,

$ sudo systemctl status snort
e snort.service - Snort service

Loaded: loaded (/etc/systemd/system/snort.service; enabled; vendor preset: disabled)

Active: active (running) since Mon 2019-08-26 17:06:10 UTC; 1s ago

Main PID: 17217 (snort)

CGroup: /system.slice/snort.service

L—17217 /usr/sbin/snort -u root -g root -c /etc/snort/snort.conf -i eth0 -p -R 1 --pid-

path=/var/run/snort --no-interface-pidfile --nolock-pidfile

[..]

Snort Y —EZRDEFTNT U 74 T TRWIEEIL, systemctl restart snort THIEEEIL. XA T7—49 X%
BEERLET,

Y—EXRDBT7 V714 TICETINTWE I E%HRE LS, CTRL & D Z[ERICIRI A, IV KT A4
VTexitEADLT Snort H—NN—% T LET, LUBEDEEIEZT AT, Ansible > bO—JLRR b
M5 Ansible Zft L TIThn X9,
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CONTROL
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I :.illii'l.:
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' | oo | :
|
| CHECKPOINT
: HGFW
I :!i‘liﬁfﬂQ‘\ l I l
——————— o /\/I

TARGET/IDPS

SNORT SIEM
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2213 LW IDPS JL—ILDERK

ids rule O—)L%ZFEALTIDPSDIL—ILBLUVBREEEBLET, Al FiLWL—IL%E
T, 7747 74— TURIOHBICEDEIBFED/NNY —V ABRRTEET,

o’ s
- IR7E. ids_rule O—JLIE Snort IDPS A% HR— ML TWE T,

AR
® Snort b—/NN—I(IZHEEMABITIE. root  ERIPHVETT,

s
&l
i

Fa
1. ansible-galaxy A¥ > R&FERLTids_ruleO—J)LE1 YA K—=JLLZET,

I $ ansible-galaxy install ansible_security.ids_rule

2. add_snort_rule.yml &L\ ZREIDH L L Playbook 7 7 1 L EER L £, UTFD/RT X —
Y—%ZELET,
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- name: Add Snort rule
hosts: snort

3. become 757 %EINL T. Ansible ""#ERFEKENIET B LHIICLET,

- name: Add Snort rule
hosts: snort
become: true

4. LTOZEH%ZBMLTIDPS 7ANA ¥ —DERIEIBEL T,

- name: Add Snort rule
hosts: snort
become: true

vars:
ids_provider: snort

5. Playbook IZ, U TFDI RV BLTH R IVBEBDEE (Bl: L—Ib. Jb—Ib, Snort Lb—ILT 7 4
e BEUIL—ILH R WNREE) #BINL X T,

- name: Add Snort rule
hosts: snort
become: true

vars:
ids_provider: snort

tasks:
- name: Add snort password attack rule

include_role:
name: "ansible_security.ids_rule"

vars:
ids_rule: 'alert tcp any any -> any any (msg:"Attempted /etc/passwd Attack”;

uricontent:"/etc/passwd"; classtype:attempted-user; sid:99000004; priority:1; rev:1;)’

ids_rules_file: '/etc/snort/rules/local.rules'
ids_rule_state: present

HRAIE, 9=y ANV VICERAMADAVER—R VY NTT, TOELIBRIRIEER
20-)LZERALTWSED., EERSBITY M) —IF include_role DA TY,

ids_rules_file Z#/4 local.rules 7 7 1 JVICEZE I NG AZIEE L. ids_rule_state T
. W=D BFEELLDVWSBEICIIERNT 2RENNHEIEL2RLTVWET,

6. LTFOOY Y F%ZETTL T Playbook 21T L ¥ 7,
I $ ansible-navigator run add_snort_rule.ym --mode stdout

Playbook Z#E1T9 % &, FMEB LI —ILICIMA T, IRTDIRINETLET,
Playbook DA Tld. PLAY, TASK. RUNNING HANDLER, PLAY RECAP Z#EZ2L %7,
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IDPSIV—IVLINIEEBICER I NI Z & 2SR T S icid. Snort —/S—[Ix LT SSH = 217
L. /etc/snort/rules/local.rules 7 7 1 L ODRNBTE=RR<LZE T,
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