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# Automation Hub Registry

registry_username: 'your-automation-hub-user'
registry_password: 'your-automation-hub-password'
registry_url: 'automationhub.example.org'
registry_verify_ssl: False

## Execution Environments
control_plane_execution_environment: 'automationhub.example.org/ee-supported-
rhel8:latest’

global_job_execution_environments:
- name: "Default execution environment”
image: "automationhub.example.org/ee-supported-rhel8:latest"
- name: "Ansible Engine 2.9 execution environment"
image: "automationhub.example.org/ee-29-rhel8:latest"
- name: "Minimal execution environment"
image: "automationhub.example.org/ee-minimal-rhel8:latest”
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platform-<version>/<image name>:<tag> 7 5 <automation hub url>/<image name>:<tag>
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USE_X_FORWARDED_PORT = True
USE_X_FORWARDED_HOST = True
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DUHENPHYET, AT4vF—tLyavzBMMITEHE, O—RRNFUH—TEREI N Cookie
E—BTBARILT T/ r— 3 Cookie BNEEIN, AT A v F—DBWAYEY, TOHAR
% I Cookie ICl&, 7YV r—> a3V TEL Cookie BHEEEDDIENTEET,

BIERHR

o X714 vF—tviavoBMELDFFEMIE. Application Load Balancer 27 14 v ¥—t v < 3
v EZRLTIESIWY,

REFIR COFRICEFTNEINED Web U1 hADY VU1, BEHROFEMEDHE B E L TR
LTWET, RedHat 2 YV ORBAEEALTH ST, AvF UV ELETRAEICODWTEE.2ED
BWEDELET, HEWeb U A bADY U IDBEFTNTWTH, RedHat B Web 4 ME2IXZFD
M., B, LY —ERZRIETHIEEZEKRTZEDTIEHY FHA, BERRIE. HEH A b
FREAVTFUYDER (FRIFER) ICL>TELZIBRFALEERICDOWVWT, RedHat " EREEED
BRWZEILRARTSEDELET,
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552 AUTOMATION CONTROLLER WEBSOCKET #E# DR E

WebSocket DERTE % nginx X/l EdO— KNS U H—REICEDE 27 HIC. Automation Controller %
BRETEET,

5.3y hO—5—DBE#EELE®D WEBSOCKET % 7E

Automation Controller / — K{&, Websocket &4 L THE#EHE I 1. Websocket BNFEITT 5T RTD
AvtE—VB I ATLREICOBLES, COREEZY M7y FILLY, FEDT SO =054 TV
N Websocket A%, fEE®D Automation Controller / — KR TERITINTWBAEEELRHBEEDY 3 T
YTRAI9S54ATTEBLIICRY FF, WebSocket 754 7~ MIFEED Automation Controller / —
RICIW—FT 1 v I3 nFEFtH A, KDYII, §TD Automation Controller / — KHEED Websocket
EREMIBTEE T, & Automation Controller / — KiZ, £ 54 7 MI%ET/% Websocket X v
t—VEBRELTEDEIHYET,

9 RT®D Automation Controller / — K ® /etc/tower/conf.d/websocket_config.py T Websocket % 5%
ETEX, RERIY—EXOBEBRICEMCARY FT,

Automation Controller (&, T—9X—XAHDA Y RAF VAL I—RAENLT. LD Automation
Controller / — RDO#®HEZ=BFHHICLIEL XY,

BF

Automation Controller / — K&, (=74 V¥ —% v bTIEARL) T4 R—KTE
FTEBHY TRy &M LT Websocket N5 74 v 02427 0-R¥xvAMNTBELDITE
I TWEY, £D7/ze., Websocket 7O—RKF+ A MNDHTTPS A4 7IC9 % &,
Ansible Playbook DR#EH /] (stdout) D KERD TR I D Websocket k5714 v &
i&. Automation Controller / — REI THESEINTICEEFEINZE T,

5.1.1. it ® Automation Controller / — RO BHEMRHDETE

WebSocket ##i &% %F L T. Automation Controller NF—4 RXR—2XDA VY AY VAL I—RA&EFERHAL
THED Automation Controller / — KRDRH A BFMICMIETES LDICLET,

1. R— b & 70O k)LD Automation Controller Websock [&¥R % fia&e L. Websocket 35 & 1L
95 & XTI True 721X False TIIFAE LT DD E DN AR LEF T,

BROADCAST_WEBSOCKET_PROTOCOL = 'http'
BROADCAST_WEBSOCKET_PORT = 80
BROADCAST_WEBSOCKET_VERIFY_CERT = False

2. kDAY R&EFEA L T Automation Controller = HB#E&8I L £,

I $ automation-controller-service restart
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Fem1—YHEYFTA—TFTF V57149 RABLT AUTOMATION CONTROLLER 5 DF—4 NEDETE

FeE 1 —HEYFT1—T7F VT4 AB LV AUTOMATION
CONTROLLER "5 DF—4 IREDEIE
Automation Controller D1 —H%'—A V4 —TJ A R &5F T NTIMNFITIERET B & T,

Automation Controller "S5 —HEY T4 =T F VT4 VRABLVT—IPREANDSMAEELZETE
F9,

6.1.1—YHYE)F4—=TFN)FT4 9 RBLVT—YNE

1I—HEYF 4 —DF—HUINEIX, Automation Controller ICEF N TH Y. Automation Controller

I —H—H' Automation Controller E EDE S ICHEBEERT 20 & LY L <KEBRTD/-HDDT—4 %X
£L, 5D ) —ADBILICKRIIT, I—HF—ITIVARY IV ADEEBEMELTVWEZT,

Automation Controller @ k 5 4 7 )L % 7= lZ Automation Controller DFiRA Y A M—ILDHH,. T D
F—IPWETH T AV EINFET,

BIER R

o FMIE. RedHat 754 NI —R) > — ZBRLTLEIW,

6.1.1. Automation Controller H 5 D5 — 4 IRE&E D #l{#

Settings X =21 —® User Interface ¥ 7 TEMML NIL%E&E L T. Automation Controller &7 —% %
NET2HEEHETEET,

FIR

1. Automation Controller ICAZ 14 >~ L& 9,
2. Settings - User Interface (LB L £ 9,

3. User Analytics Tracking State KA 74UV Y A RHASBEMDT—YUINEL NIV ERIRL £
_a—o

o Off T—YNEZITVWEEA,
® Anonymous: 1—H—EHDT— ¥ 28DV T—YPREEZBMELF T,
® Detailed: BEVDI—H—BEBEDT— 952807 REEZEMELET,

4. Save &7 ) v LCEREXEET SN, Cancel 7 1) v I LTEEERELZE T,
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37% AUTOMATION CONTROLLERERE 7 7 1 LD T L —
THFAMIRT— KOS

Automation Controller 58 E 7 7 1 WIIRBEINZ /XA =R, FL—VFFANTREINZ

9, letc/tower/conf.d/ T4 LU M) —~ADT I EREEFEDI—H—IF. T—IR—ZAADT7ItR
ICFERAINZNARAT—RERRTEET, TALIMN)—~DT7 I EZRIIHERICE > THIEII N B2
D, TALIRMN)—IZREINTVWETY, EXa2) T4 —ICBATZAEFRICEL > TIE. TDRET
THDTHZEEZONTWET, FBREIF. RRAT—REENICESLETSZIETT,

7.1.POSTGRESQL /XX 7 — R/\y < 2 DERK
FIa
1. Automation Controller / — R T, ROOYY RZERTLZET,
I # awx-manage shell_plus
2. \%BWT, python 7OV M HSUTEERITLET,

>>> from awx.main.utils import encrypt_value, get_encryption_key \
>>> postgres_secret = encrypt_value('$POSTGRES_PASS') \
>>> print(postgres_secret)

p= =)
$POSTGRES_PASS £# %, BES{LT 2REOSL—VTFXAMD/IART—K
ICBEXHAET,

HARUTOE S ICHRY FT,

$encrypted3UTF8$AESCBC$Z0FBQUFBQmMtLAGNRWXFjZGtkV1ZBR3hkNGVVbFFIU3hhY
21UT081eXFkR09aUWZLcGITSmpndmZYQXFyRHVFQ3ZYSE150UFuM1RHZHBQTFU3S
OMyNEo02Y2JWUURSYktsdmc9PQ==

3. IN56DNYY1DREREZIE—LTRELEY,

o ROBUTTRT LI, /Ny afEld $encrypted$ THEF Y., BERDIZXFHTIEHY Tt
/‘JO

$encrypted$AESCBC$ZOFBQUFBQMNONU9BbGQ1VjJyNDJRVTRKaFRIR09Ib2U5TGd
aYVRfcXFXRjimdmpZNjdoZVpEZ21 QRWVIMMNDOGJaM0dPeHN2b194NUxvQ1M5X3d
Sc1gxQ29TdDBKRKIWHCIPQ==

$* PASSTEIL, 1 YRV N =T 7AIHRTITILTL—VFTFAMIR>TVWBZ &I
FEELTLEI N,

INSDFIETIE. Automation Controller EEE7 7 A IIVAD T L —VFF A MR —RAEBX#RZ S
Ny aEEIRELET,

7.2.POSTGRES /X2 7 — RDEEE1t
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573 AUTOMATION CONTROLLERSBREZ7 7M1 IVHAD T L —VFF XA MM RAT7— FOEES{E

ROFIETIE, TL—VTFRAMDNRRT—REBSEINBEICEIBIET., V7RI —RHDE
J/—RTROFIEZ=EITLEYS,

FIR
1. LR % L T /etc/tower/conf.d/postgres.py = fR&E L £ 7,
I $ vim /etc/tower/conf.d/postgres.py
2. 77 AILDFEBEITRDITEEMLET,
I from awx.main.utils import decrypt_value, get_encryption_key

3. 'PASSWORD" DRICY A MINTWB/NRRT—NMEZHIFRL., ROTICEIWA T, EBEIN
7= $encrytpted.. DEEZMBED/NY L aEBICEIBAFT,

decrypt_value(get_encryption_key('value'),'$encryptedSAESCBC$Z0FBQUFBQMNONU9BbG

Q1VjJyNDJRVTRKaFRIR09Ib2U5TGdaY VRicXFXRjimdmpZNjdoZVpEZ21 QRWVIMMNDOG
JaM0dPeHN2b194NUxvQ1M5X3dSc1gxQ29TdDBKRKIJWHcIPQ=="),

, Pz
ZDRTY TD/Ny < a1{ElE. postgres_secret DHIETT,

4. 527 postgres.py [FRD LD IZARY FT,

# Ansible Automation platform controller database settings. from awx.main.utils import
decrypt_value, get_encryption_key DATABASES = { 'default’: { 'ATOMIC_REQUESTS": True,
'ENGINE': 'django.db.backends.postgresql’, 'NAME': 'awx’, 'USER': 'awx', 'PASSWORD":
decrypt_value(get_encryption_key('value'),'$encrypted$AESCBC$Z0FBQUFBQMNONU9BbG
Q1VjJyNDJRVTRKaFRIR091b2U5TGdaY VRfcXFXRjimdmpZNjdoZVpEZ21QRWVIMMNDOG
JaM0dPeHN2b194NUxvQ1M5X3dSc1gxQ29TdDBKRkI)WHcI9PQ=="), 'HOST": '127.0.0.1",
'PORT": 5432, } }

7.3. AUTOMATION CONTROLLER H—E 2 D B2 E)

FIR

. IRTO/—RFTHESIEIPETLES, UTZ2FRALTISRY—2ATH—ERDHBIEE %
EITLEY,

I # automation-controller-service restart

2. ULICRREIL, IRTD/—RTVaTEETTELIEAHALET,
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SB8E SSLAIBASZS DEIFEEHE

IRTED SSLEEFAZDAMERIAINTWSEH, FERLHERYINICASZIFE L. Ansible Automation
Platform TR 3 2% SSLIFAZ#BEH I ITEIMA B ENTEET,

FLWRZ MR EDH L WEHRZFERA L TSSLAREZBENT 2VELH DAL, SSLAIAE %=
BT OMEDNDHYES,

RNEDREFICL > TERLRIN/-SSLABBEAFAT 315815, SSLABAZEAEXMIZVEIHY
i’a—o
8.1. HCOZE4 SSLEFRRZ D =T

RDFEIETIX. Automation Controller & Automation Hub OTEA D L UL SSL EFFAZA B4R L X
_a—o

FIR

1. aap_service_regen_cert=true = XY N) =T 74 )LD [all:vars] 7 > a VIEML F
ERS

aap_service_regen_cert=true

I [all:vars]

2 A VAN —=5—%FETLET,

e Automation Controller D CA 7 7 A4 JL & servercrt 7 7 AL AFRIEL £,

openssl verify -CAfile ansible-automation-platform-managed-ca-cert.crt /etc/tower/tower.cert
openssl s_client -connect <AUTOMATION_HUB_URL>:443

e Automation Hub D CA 7 7 1)L & servercrt 7 7 A JLEREEL £ 9,

openssl verify -CAfile ansible-automation-platform-managed-ca-cert.crt
/etc/pulp/certs/pulp_webserver.crt
openssl s_client -connect <AUTOMATION_CONTROLLER_URL>:443

8.2.SSLEIFAEDE R
SSLEFBAZEAZLEHTBICIE, A YRV KN) =D 74 IV ERELTAI VAN —F5—%FTLFET, 1 VR
N—>—ld. §RTOD Ansible Automation Platform AV R—RX Y RDEMEL TWB Z & AFESIL &

To A VAN —=—S—DETICIEBFEEANIDBEELHY XT,

HBHWE, SSLAAEZEZFHTEETSZILETEIEY, IH5DEFINBRETT A, BEHERIZITD
nFEtA

Red Hat Tld. Ansible Automation Platform 4 Y R4 VY RICEBEEMNMA BBRICIEA VA MN—F5—%{FH
THIEZHELTVWET,

8.2.1. B &4
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5E8E SSLAIFAZDEFHE LR

o HEFGERNH B, TNe—N—FRIICENT Z2LEN DY T,

® Automation Controller & Automation Hub I A & NGINX AR 5728, H—/N\—ZEBH
EZXIPEMERATHIREIHY T,

o FELWABAEDIEFZEA LTIV, R —N—GIASZEE L. TORICHREEGE
BeEELITT,

SEHIE, NGINX RFa2AYRMDSSLEEERED VY3 > #S5BLTLEIWL,

822 A VAMN—S—%EHAL/ALSSLIIBAELRDER
ROFIETIE, A VRV N)—=T 74 IVADSSLFAEZELBEZETETDIHEICOVWTEHBALEY,

FIR

1. 3 LU SSL SFRRZ S $#% Ansible Automation Platform 4 Y A h—5 —ICEAE$ /8 R IC T
l::)_ L/ i’a—o

2. SSL EEFAE SO /KR EA YRV M) =T 74 IJVISEBMLE T, IhSOEHDKREICHE
I2HA Y2 AUTDWTIE, Red Hat Ansible Automation Platform 41 Y 2 h—JL A4 K @
Automation Controller Z#{. Automation Hub Z#{. & & U Event-Driven Ansible Controller &
WO avESRLTLEIW,

® Automation Controller: web_server_ssl_cert. web_server_ssl_key. custom_ca_cert
® Automation Hub: automationhub_ssl_cert. automationhub_ssl_key. custom_ca_cert
® FEvent-Driven Ansible controller:

automationedacontroller_ssl_cert. automationedacontroller_ssl_key. custom_ca_ce
rt

R

custom_ca_cert (. FEFRMBICERZA LI — I REERTHIZRENHY X
9., ZD7T 71l letc/pki/ca-trust/source/anchors IC1 ~V A h—)LENFE
ER

JIAVAN=F—%ZRITLIT,
8.2.3.SSLEIFAZDFHEE

8.2.3.1. Automation Controller T SSL sFFAZ ¢ BDFEIELH
RDFIETIE. Automation Controller TSSLEFFAZCHEAZFENTER T 2 AEICDODWTEHRBALE T,

FIE
. IWIEDSSLEBAZE AN I Ty T LET,

I cp /etc/tower/tower.cert /etc/tower/tower.cert-$(date +%F)

2. WIEDEIT7AINVENRNY I Ty T LET,
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I cp /etc/tower/tower.key /etc/tower/tower.key-$(date +%F)+

3. L\ SSL EEBAE % /etc/tower/tower.cert ICIE—L 9,
4. 3L W% /etc/tower/tower.key ICIE—L X T,

5. SELinux AT A MEETLET,

I restorecon -v /etc/tower/tower.cert /etc/tower/tower.key

6. SERAZ BT 7 A NICEYRN—I v a VERELEY,

chown root:awx /etc/tower/tower.cert /etc/tower/tower.key
chmod 0600 /etc/tower/tower.cert /etc/tower/tower.key

7. NGINXE&EZTAMLET,
I nginx -t
8. NGINXZz)A—FLZFT,
I systemctl reload nginx.service
9. TLWSSLAIBAE L @AM VA M —ILINTWBR I EERRLET,

I true | openssl s_client -showcerts -connect $§{CONTROLLER_FQDN}:443

8.2.3.2. OpenShift Container Platform _L® Automation Controller ® SSL ZFEAZ & BDE SR

RDFNETIE. OpenShift Container Platform T324T X 1T\ % Automation Controller @ SSL ZERAEE
EREZTETDHHEICOVWTEHBALET,

FIa
1L BRAINLSSLAREERZ X 17 RIGAMICOE—LET,

2. OpenShift RICTLS ¥—2o Ly &R LE T,

oc create secret tls ${CONTROLLER_INSTANCE}-certs-$(date +%F) --cert=/path/to/ssl.crt --
key=/path/to/ssl.key

3. Automation Controller # X% L)V —X%#ZE L T, route_tls_secret ¥ LW —J L v k
DEZHI % spec V> a VIEIML T,

I oc edit automationcontroller/${CONTROLLER_INSTANCE}

spec:
route_tls_secret: automation-controller-certs-2023-04-06
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FE8ESSLAIAZDEHEER
TLS>Y—27 Ly NOAFNIERETYT ., ZDOHITIX, Automation Controller 1 VR 2V RAICERHAINS

MBDOTLSY— 2Ly NERBT B2, >—2 Ly NEERLIZBROIA LRY Y THFIF5N
TWE 9,

L TEN M EAINSETHLEEZET,
2. FTLWSSLEFFAZEEAS VA M—ILINTWBZEEERELET,

I true | openssl s_client -showcerts -connect $§{CONTROLLER_FQDN}:443

8.2.3.3. Event-Driven Ansible Controller C®D SSL SFBAZ ¢ DL R

JRODFIETIX, Event-Driven Ansible Controller T SSL GFBAZ & A2 FENTEE T 5 HEICD W TERBA
LEY,

FIE
. WIEDSSLEBAZE AN I Ty T LET,

cp /etc/ansible-automation-platform/eda/server.cert /etc/ansible-automation-
platform/eda/server.cert-$(date +%F)

2. WIEDEIT7AINVENRNY I Ty T LET,

cp /etc/ansible-automation-platform/eda/server.key /etc/ansible-automation-
platform/eda/server.key-$(date +%F)

3. $ L\ SSL iEBAE % /etc/ansible-automation-platform/eda/server.cert ICOE— L £ 9,
4. L W% /etc/ansible-automation-platform/eda/server.key ICJE—L £ 9,

5. SELinux AT A MEETLET,

restorecon -v /etc/ansible-automation-platform/eda/server.cert /etc/ansible-automation-
platform/eda/server.key

6. SERAZ BT 7 A NICEYRN—I v a VERELEY,

chown root:eda /etc/ansible-automation-platform/eda/server.cert /etc/ansible-automation-
platform/eda/server.key

I chmod 0600 /etc/ansible-automation-platform/eda/server.cert /etc/ansible-automation-
platform/eda/server.key

7. NGINXE&EZTAMLET,
I nginx -t

8. NGINXZz)A—FLZFT,

I systemctl reload nginx.service

9. FTLWSSLEFFRZEHEIM VA M—ILINTWBZEEHERELET,
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I true | openssl s_client -showcerts -connect $§{CONTROLLER_FQDN}:443

8.2.3.4. Automation Hub T® SSL iFBAZ ¢ B D F LR

RDFENETIE, Automation Hub TSSLEIERE EEAFHTERI D HEICDODVWTEHALE Y,

FIR

24

. IBIEDSSLEBAZE AN I Ty T LET,

I cp /etc/pulp/certs/pulp_webserver.crt /etc/pulp/certs/pulp_webserver.crt-$(date +%F)

CIBEORB I FANENYITYTLET,

I cp /etc/pulp/certs/pulp_webserver.key /etc/pulp/certs/pulp_webserver.key-$(date +%F)

. 31 L\ SSL ZEEAE % /etc/pulp/certs/pulp_webserver.crt ICOE—L £ 9,
. 31 L W% Jetc/pulp/certs/pulp_webserver.key ICJIE—L £ 9,

. SELinux YT+ XA MAETLET,

I restorecon -v /etc/pulp/certs/pulp_webserver.crt /etc/pulp/certs/pulp_webserver.key

CEEREERT FAINICEY RN -I v a Vv ERELE Y,

I chown root:pulp /etc/pulp/certs/pulp_webserver.crt /etc/pulp/certs/pulp_webserver.key

I chmod 0600 /etc/pulp/certs/pulp_webserver.crt /etc/pulp/certs/pulp_webserver.key

. NGINXEZTAMLET,

I nginx -t

.NGINXZ)Aa—RLZET,

I systemctl reload nginx.service

CHTUWSSLEFBAZE BN VA M —ILINTWVWBZ AR LE T,

I true | openssl s_client -showcerts -connect $§{CONTROLLER_FQDN}:443
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